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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

]

.
{

"Effect": "Allow",

"Action": "iam'AttachRolePolicy"

"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",

"Condition": {

"ArnLike": {
"jam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"
]
}
}
}
]
}
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MH|A 38 MMHE 5{&35t= HEF +Moll Cig 2 Algll= https://docs.aws.amazon.com/
IAM/latest/UserGuide/id_roles_create for-service.html 2 =5t & A|2.

1. AWS Management Console0ll 21215t 11 https://console.aws.amazon.com/iam/ IAM 2& 2 &
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5. TeH FIIE ME4EH & QIptQl HA Mg MEIELICE
6. M MM mo|x|e| MR WEI7| MMM JSONS MEHELICH CFS JSON MHoZ M2 BEAME
O-E CHS CHS S MEIELICH
{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:PutEnvironmentBlueprintConfiguration",
"datazone:GetDomain",
"datazone:ListDomains",
"datazone:GetEnvironmentBlueprintConfiguration",
"datazone:ListEnvironmentBlueprints",
"datazone:GetEnvironmentBlueprint",
"datazone:ListAccountEnvironments",
"datazone:DeleteEnvironmentBlueprintConfiguration"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:PassRole",

CHQD HALE AYE BEE + s HEtol OHE AASR X1 HAY 4 34
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AR 7H0|E

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"
1,
"Condition": {
"StringEquals": {

"iam:passedToService": "datazone.amazonaws.com"

"Effect": "Allow",
"Action": "iam:AttachRolePolicy",
"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",
"Condition": {
"ArnLike": {
"jam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"

]
}
}
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "*"
"Effect": "Allow",

"Action": [
"iam:CreatePolicy",
"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

"Effect": "Allow",
"Action": [

ram:AcceptResourceSharelInvitation",
ram:RejectResourceShareInvitation",
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Amazon DataZone

"ram:GetResourceShareInvitations"

1,

"Resource": "*"
.
{

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "s3:CreateBucket",

"Resource": "arn:aws:s3:::amazon-datazone*"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfiles",
"sso:AssociateProfile",
"sso:DisassociateProfile",
"sso:GetProfile"
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:<partition>:kms:<region>:<account-id>:key/<key-id>"
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« Amazon Redshift Z22{AE{Q| A - datazone.rs.cluster: <cluster_name:database
name>

Amazon Redshift Serverless 2] 1 & 2| &< - datazone.rs.workgroup:
<workgroup_name:database_name>

« AmazonDataZoneProject: <project|D>

« AmazonDataZoneDomain: <domainlD>
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2. O|H&oME Elojl2g HAHEZ MM(CTAS) #HEl A3 EEE A8 304 Amazon DataZoneo|
HAIE M Elo|22 MdEFLICH el HET|oMH 0| CTAS AT ZEE AR50 HAIStD A
U F=0 AH2E £ Q= mkt_sls_table E|O|E2 MAEtL|CT

CREATE TABLE mkt_sls_table AS

SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as
1st_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode,13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24. 46, 44, 1, 14, 15, 24, 35, 222, 4551

UNION ALL SELECT 46777394, 42, 43, 60, 50, 10, 30, 20, 27, 43, 241, 4565

UNION ALL SELECT 46777831, 33, 40. 51, 46, 15, 16, 26, 33, 40, 234, 4563

UNION ALL SELECT 46779160, 29, 26. 50, 61, 8, 31, 15, 36, 40, 242, 4562

UNION ALL SELECT 46778595, 43, 28.4, 49, 47, 7, 28, 22, 27, 43, 224, 4555

UNION ALL SELECT 46779482, 34, 33, 64, 44, 10, 17, 27, 43, 52, 222, 4556

UNION ALL SELECT 46779650, 39, 37. 51, 62, 13, 31, 25, 31, 52, 224, 4551

UNION ALL SELECT 46780524, 33, 40. 60, 53, 18, 32, 31, 31, 39, 232, 4563

UNION ALL SELECT 46780634, 39, 35. 46, 44, 16, 33, 19, 31, 52, 242, 4557

UNION ALL SELECT 46781887, 24, 30. 54, 62, 13, 18, 29, 24, 52, 223, 4561

~ ~ ~ ~ ~ ~ ~ ~ ~
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(@ Note
AWS Secrets Manager2| 20t f S 0| Ct& Ef(ZI/2L)7F Z & Elo] JU=X| = lgtLCt.
« Amazon Redshift 22{AE{Q| AL - datazone.rs.cluster: <cluster_name:database

name>

Amazon Redshift Serverless 2¢] 1 & | ZZ< - datazone.rs.workgroup:
<workgroup_name:database_name>

» AmazonDataZoneProject: <project|D>

« AmazonDataZoneDomain: <domainlD>
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import sys
import boto3

// Initialize datazone client
region = 'us-east-1'
dzclient = boto3.client(service_name='datazone', region_name='us-east-1")

// Create DataZone domain
def create_domain(name):
return dzclient.create_domain(
name = name,

description = "this is a description",
domainExecutionRole = "arn:aws:iam::<account>:role/
AmazonDataZoneDomainExecutionRole",

ot
1
30
>
C
[l

CIS MZ A3 ZIEE AF2350{ Amazon DataZoneOlAH HA| Z2EXMEE MM

// Create Project
def create_project(domainId):
return dzclient.create_project(
domainIdentifier = domainId,
name = "sample-project"

ZIEE AF®310{ Amazon DataZoneOlAd B4 Z 20l MdE + &L|Ct

=
O| MZ mIO|]2E = CreateEnvironmentProfile API7} ZHHXo 2 S £ E! [ AL E/L|CT

Sample Payload
{
"Content":{
"project_name": "Admin_project",
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"domain_name": "Drug-Research-and-Development",
"blueprint_account_region": [

{
"blueprint_name": "DefaultDatalake",
"account_id": ["@66535990535",
"413878397724",
"676266385322",
"747721550195",
"755347404384"
1,
"region": ["us-west-2", "us-east-1"]

.

{
"blueprint_name": "DefaultDataWarehouse",
"account_id": ["@66535990535",
"413878397724",
"676266385322",
"747721550195",
"755347404384"
1,
"region":["us-west-2", "us-east-1"]

}

]
}
}
O| MZ A3 ZE &= CreateEnvironmentProfile APIE ZHHMo 2 S E&rLILCE.
def create_environment_profile(domain_id, project_id, env_blueprints)
try:

response = dz.list_environment_blueprints(
domainIdentifier=domain_id,
managed=True

)

env_blueprints = response.get("items")

env_blueprints_map = {3}

for i in env_blueprints:
env_blueprints_map[i["name"]] = i['id"']

print("Environment Blueprint map", env_blueprints_map)

for i in blueprint_account_region:

BE z=oel My 60
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print(i)

for j in i["account_id"]:

for k in i["region"]:
lambda function',

dz.create_environment_profile(

awsAccountId=j,

print("The env blueprint name is", i['blueprint_name'])
domainIdentifier=domain_id,

description='This is a test environment profile created via
awsAccountRegion=k,

raise e

environmentBlueprintIdentifier=env_blueprints_map.get(i["blueprint_name"]),
projectIdentifier=project_id
)
except Exception as e:

name=i["blueprint_name"] + j + k + "_profile",
print("Failed to created Environment Profile")

CreateEnvironmentProfile APIZ} ZHE

"Content":{

"name" :

YMo2 sEE M ME £ Hol2E Lot
"project_name": "Admin_project",
"domain_name": "Drug-Research-and-Development",
"blueprint_account_region": [
{
"blueprint_name": "DefaultDataWarehouse",
"account_id": ["111111111111"],
"region":["us-west-2"],
"user_parameters":[
{

Ilvaluell. mnn

"dataAccessSecretsArn",
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SE-RUP
CIS MZE A3 8 EE AF235104 Amazon DataZoneOllAM S MME £ QlaLiCh
def create_environment(domain_id, project_id,blueprint_account_region ):
try:
#refer to get_domain_id and get_project_id for fetching ids using names.
sts_client = boto3.client("sts")
# Get the current account ID
account_id = sts_client.get_caller_identity()["Account"]
print("Fetching environment profile ids")
env_profile_map = get_env_profile_map(domain_id, project_id)
for i in blueprint_account_region:
for j in i["account_id"]:
for k in i["region"]:
print(" env blueprint name", i['blueprint_name'])
profile_name = i["blueprint_name"] + j + k + "_profile"
env_name = i["blueprint_name"] + j + k + "_env"
description = f'This is environment is created for
{profile_name}, Account {account_id} and region {i["region"]}'
try:
dz.create_environment(
description=description,
domainIdentifier=domain_id,
environmentProfileIdentifier=env_profile_map.get(profile_name),
name=env_name,
projectIdentifier=project_id
)
print(f"Environment created - {env_namel}")
except:
dz.create_environment(
description=description,
domainIdentifier=domain_id,
environmentProfileIdentifier=env_profile_map.get(profile_name),
name=env_name,
projectIdentifier=project_id,
userParameters= i["user_parameters"]
)
print(f"Environment created - {env_namel}")
A MY 62
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except Exception as e:
print("Failed to created Environment")
raise e

AWS Glue0i| A M|EtH|O|E{ =&

01 AWS Glued M HIEIC|O|EE =& & £ U&LICH 0| A3 B E= EE
ATJZENM IIZIOE|E ZHA5t0 MU0 2 OHE £ Ql&LICH BEZE &
| A=

M E %7 2 =M@l IDE 7t SLICt. AWS Glue G|O|E A&
Eg 4 Ql= EZE AlZHo] Az A=l |C}

def crcreate_data_source(domain_id, project_id,data_source_name)
print("Creating Data Source")
data_source_creation = dz.create_data_source(

# Define data source : Customize the data source to which you'd like to
connect

# define the name of the Data source to create, example: name
='TestGlueDataSource'

name=data_source_name,

# give a description for the datasource (optional), example:
description='This is a dorra test for creation on DZ datasources'

description=data_source_description,

# insert the domain identifier corresponding to the domain to which the
datasource will belong, example: domainIdentifier= 'dzd_6f3gst5jjmrrmv'

domainIdentifier=domain_id,

# give environment identifier , example: environmentIdentifier=
'3weyt6hhn8qcvb'

environmentIdentifier=environment_id,

# give corresponding project identifier, example: projectIdentifier=
'6tl4csoyrgléef!’,

projectIdentifier=project_id,

enableSetting="ENABLED",

# publishOnImport used to select whether assets are added to the inventory
and/or discovery catalog .

# publishOnImport = True : Assets will be added to project's inventory as
well as published to the discovery catalog

# publishOnImport = False : Assets will only be added to project's
inventory.

# You can later curate the metadata of the assets and choose subscription
terms to publish them from the inventory to the discovery catalog.

publishOnImport=False,

AWS Glue0i M HIEtC]|O|Ef = F 63
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# Automated business name generation : Use AI to automatically generate
metadata for assets as they are published or updated by this data source run.

# Automatically generated metadata can be be approved, rejected, or edited
by data publishers.

# Automatically generated metadata is badged with a small icon next to the
corresponding metadata field.

recommendation={"enableBusinessNameGeneration": True},

type="GLUE",

configuration={

"glueRunConfiguration": {
"dataAccessRole": "arn:aws:iam::"

account_id
":role/service-role/AmazonDataZoneGlueAccess-"
current_region

+ + + + o+

domain_id
+ mnmn

’

"relationalFilterConfigurations": [

{
#
"databaseName": glue_database_name,
"filterExpressions": [
{"expression": "*", "type": "INCLUDE"},
1,
# "schemaName": "TestSchemaName",
I

]I
iy

I
# Add metadata forms to the data source (OPTIONAL).

# Metadata forms will be automatically applied to any assets that are
created by the data source.
# assetFormsInput=[

# {

# "content": "string",

# "formName": "string",

# "typeldentifier": "string",

# "typeRevision": "string",

# },

# 1,

schedule={
"schedule": "cron(5 20 * * ? *)",
"timezone": "UTC",

},

AWS Glue0i M HIEtC]|O|Ef = F 64



Amazon DataZone MNEX 70|=
)
# This is a suggested syntax to return values
# return_values["data_source_creation"] = data_source_creation["items"]

print("Data Source Created")
//This is the sample response payload after the CreateDataSource API is invoked:

"Content":{
"project_name": "Admin",
"domain_name": "Drug-Research-and-Development",
"env_name": "GlueEnvironment",
"glue_database_name": "test",
"data_source_name" : "test",
"data_source_description" : "This is a test data source"

H|O|E{ Rt&F R ElOI- & HA|

CIS MZ A3 Z|EE AF2540{ Amazon DataZoneOllA T|O|E{ RFAHS F A0St HAIE £ &

def create_form_type(domainId, projectId):
return dzclient.create_form_type(
domainIdentifier = domainlId,

name = '"customForm",
model = {

"smithy": "structure customForm { simple: String }"
1,

owningProjectIdentifier = projectld,
status = "ENABLED"

)
CHS ME AT RIEE ALS5t0d ALS AL X|H RHE REE e & A&LIC
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def create_custom_asset_type(domainId, projectId):
return dzclient.create_asset_type(
domainIdentifier = domainId,
name = "userCustomAssetType",
formsInput = {
"Model": {
"typeldentifier": "customForm",
"typeRevision": "1",
"required": False
}
},
owningProjectIdentifier = projectld,
)
CtE ME A3 B EE ALE5101 ALER X|H AHAtE Mg = J&LICH
def create_custom_asset(domainIld, projectId):
return dzclient.create_asset(
domainIdentifier = domainlId,
name = 'custom asset',
description = "custom asset",
owningProjectIdentifier = projectld,
typeldentifier = "userCustomAssetType",
formsInput = [
{
"formName": "UserCustomForm",
"typeldentifier": "customForm",
"content": "{\"simple\":\"sample-catalogId\"}"
}
]
)
Che ME AIBEE AS50] S01TS M + AaLich
def create_glossary(domainId, projectId):
return dzclient.create_glossary(
domainIdentifier = domainId,
name = '"test7",
description = "this is a test glossary",
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owningProjectIdentifier = projectlId

)
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def create_glossary_term(domainId, glossaryld):
return dzclient.create_glossary_term(
domainIdentifier = domainId,
name = '"soccer",
shortDescription = "this is a test glossary",
glossaryIdentifier = glossaryld,
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def create_asset(domainId, projectId):
return dzclient.create_asset(
domainIdentifier = domainlId,
name = 'sample asset name'’,
description = "this is a glue table asset",
owningProjectIdentifier = projectld,
typeldentifier = "amazon.datazone.GlueTableAssetType",
formsInput = [
{

"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyI\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourcelLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"

}
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def create_asset_revision(domainId, assetId):
return dzclient.create_asset_revision(
domainIdentifier = domainId,
identifier = assetld,
name = 'glue table asset 7',
description = "glue table asset description update",
formsInput = [
{

"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyI\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourcelLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"

}
1,

glossaryTerms = ["<glossaryTermId:>"]
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def publish_asset(domainId, assetId):
return dzclient.create_listing_change_set(
domainIdentifier = domainId,
entityIdentifier = assetld,
entityType = "ASSET",
action = "PUBLISH",
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def search_asset(domainId, projectId, text):
return dzclient.search(
domainIdentifier = domainlId,
owningProjectIdentifier = projectld,
searchScope = "ASSET",
searchText = text,
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def search_listings(domainId, assetName, assetId):
listings = dzclient.search_listings(
domainIdentifier=domainId,
searchText=assetName,
additionalAttributes=["FORMS"]

assetlListing = None
for listing in listings['items']:
if listing['assetlListing']['entityId'] == assetld:
assetlisting = listing

return listing['assetlListing']J['listingId']
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create_subscription_response = def create_subscription_request(domainId, projectId,

listingId):
return dzclient.create_subscription_request(
subscribedPrincipals=[{
"project": {
"identifier": projectId
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1,

subscribedListings=[{
"identifier": listingId

1,

requestReason="Give request reason here."

?l2| create_subscription_response& A&3t04 subscription_request_idE 7tX{2 C}
2 CH3 Che ME AJBEE M85l 252 /&g Lt

subscription_request_id = create_subscription_response["id"]

def accept_subscription_request(domainId, subscriptionRequestId):
return dzclient.accept_subscription_request(
domainIdentifier=domainId,
identifier=subscriptionRequestId

S HAE HM2 AIR3I= O ME A ZEE AF235104 Amazon DataZone FHEF 2 204 A H A
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ZE S5 HtetEhct.

aws datazone search-listings \

--domain-identifier dzd_cls7uxe7lprrtz \
--search-text "credit"
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aws datazone search-listings \
--domain-identifier dzd_cls7uxe7lprrtz \
--search-text "mexico sales"
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aws datazone search-listings \
--domain-identifier dzd_cls7uxe7lprrtz \
--filters '{"or":[{"filter":
{"attribute":"typeName", "value":"RedshiftTableAssetType"}} 1}'

« AND/OR Q4AtRHE AME5t04 CHE EEE 28 e = JU&LIC ChE oMo M= typeName &
project ZE{E A& gLICt

aws datazone search-listings \
--domain-identifier dzd_cls7uxe7lprrtz \
--filters '{"or":[{"filter":
{"attribute":"typeName", "value":"RedshiftTableAssetType"}}, {"filter":
{"attribute":"owningProjectId", "value":"cwrrjch7f5kppj"}} 1}'
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aws datazone search-listings \
--domain-identifier dzd_cls7uxe7lprrtz \
--search-text "finance sales" \

--filters '{"or":[{"filter":{"attribute":"typeName", "value":"GlueTableViewType"}} 1}'
\
--sort '{"attribute": "UPDATED_AT", "order":"ASCENDING"}'
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def list_domains():
datazone = boto3.client('datazone')
response = datazone.list_domains(status='AVAILABLE')
[print("%12s | %16s | %12s | %52s" % (item['id'], item['name'],

item[ 'managedAccountId'], item['portalUrl'])) for item in response['items']]
return

ClS MZE A3 Z|EE AME35104 7|& Amazon DataZone TE2MEE L} Q§tL|Ct.

=Hd

def list_projects(domain_id):
datazone = boto3.client('datazone')

response = datazone.list_projects(domainIdentifier=domain_id)

[print("%12s | %16s " % (item['id'], item['name'])) for item in response['items']]
return

CIS MZE A3 ZIEE AR50 7|& Amazon DataZone MIEFH|O|E{ ¥ AIS LdshL|Ct.

o

def list_metadata_forms(domain_id):
datazone = boto3.client('datazone')
response = datazone.search_types(domainIdentifier=domain_id,
managed=False,
searchScope="'FORM_TYPE')
[print("%16s | %16s | %3s | %8s" % (item['formTypeIltem']['name'],
item['formTypeItem']['owningProjectId'],item['formTypeItem']['revision'],
item['formTypeItem']['status'])) for item in response['items']]

return
J|Et 388 ME AFRE
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e gt o] A0 A= Amazon DataZone 22 2! Amazon DataZone Z &0 CHEE AF2 X} HAAE 2|
st wredof CHal M= A EhLict.

KM LI 2 Amazon DataZone £0{ &! 7d MME 2 X5HM 2.

A

« Amazon DataZone = H| Q! A4

« Amazon DataZone = MH|Q! T

« Amazon DataZone = H|Q! At K|

« Amazon DataZone0i| Ci &t IAM Identity Center & A3}

« Amazon DataZone& IAM ldentity Center H|E 433}

« Amazon DataZone &0 A2 X} 22|

» Amazon DataZone O|O|E{ ZEHO0|M AFE X} THEH 22|

« Amazon DataZoneOf CH8F HAM|A ATt

« Amazon DataZone T HI@!2 Amazon SageMaker S8 THQIS Z 4ad0|=

Amazon DataZone = H|Q! 24

(® Note

AWS Identity Center@ & 71 Amazon DataZone2 AF&3t0{ SSO AFE A ! T F0i CHEF HA|
AE MS3stE A< #A Amazon DataZone T H212 AWS Identity Center QIAEIA QL S
& AWS Z|&of 2lo{ofF EFL|C}.
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Amazon DataZone, TH|QI2 AIAH ALK L SHE ZZ2MEE &7 1451 7| I8t =2 AEE|QL
Ct. REMIEF LI & Amazon DataZone 204 2! 74 MM R X 5HMI 2.

Amazon DataZone TH|QI2 MMH3te{H &2 HEHo| U= A™HHM IAM K& +=&lslof &§LIcH £
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StAIQ. =Rl M MEHo 2t Amazon DataZone2 AmazonDataZoneDomainExecutionRole,
AmazonDataZoneGlueManageAccessRole, AmazonDataZoneRedshiftManageAccessRole,
AmazonDataZoneProvisioningRole S Z|CH 47H2| M IAM &2 MdEhL|ct.
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1. https://console.aws.amazon.com/datazone Amazon DataZone 2£& Z 0|5 35+04 &EF B 2 29|
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

]I

"Resource": [
"arn:<partition>:kms:<region>:<account-id>:key/<key-id>"
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Amazon DataZone0l CH$t Lake Formation ™&H 743

7|12 MZ dlo|Ef tilo|3 8 F Z 2lE (DefaultDataLake)E AF235t0{ B2 MMSHO| A MMH =2
MHA ol A2 2 Amazon DataZone0ll AWS Glue G| O|E{H|O|A 7} F=7HEILICE. O] AWS Glue G| O|E{H|
O|AO0IM RHAE HAISHEdE B F7I HEto| ER5HX| et &LCt.

gL} XFAFE HIAISED Amazon DataZone 43 2|2 0] 2= AWS Glue CIO|E{H|O|A Q| RFAHES T
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« AWS Lake Formation #8t ZE FE= 510|EHE|E HMHA ZEE AIR510q Lake Formation0il A G|
O|E| il0|3 2] Amazon S3 ¥ x|& T & LICH RtA[EH LI& 2 https://docs.aws.amazon.com/lake-
formation/latest/dg/register-data-lake.htmI€ & X 5HM 2.

« Amazon DataZoneO| IAMAllowedPrincipals ™82 X{2|5t= Amazon Lake Formation E{| O]
EoiM HEt2 MAFLICEH REMIEH LI 2 https://docs.aws.amazon.com/lake-formation/latest/dg/
upgrade-glue-lake-formation-background.html& & X 5HA| 2.
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9. NMEHMO Z Amazon DataZoneO| StO0|EEIE ZENM AISCZE SESIX| AT E 5tgiH E
Amazon S3 Y x|E M|t & MEfE £~ Q&LICH O|E {ISHiME CHS BHAHIE 2Z 2.

AWS Lake Formation 5t 0|E 2|= 2 =2} Amazon DataZone S¢& 150


https://console.aws.amazon.com/datazone

Amazon DataZone
- E2 HES MEI5t0{ X|IHE Amazon S3 #IXIE MQIFLICt.
« &A[E Amazon S3 HZ!2| URLE A3 ELICH
- HZl2 £71561240 S3 x| F7IE MEHELICH

(® Note
Amazon DataZone2 FE S3 {{x|Bt X|Q|& = U&LICH FE S3 {x| B2 LS| 2 E
S3 Yxl= RS2 2 SE0|M MelELICt

o
r
I

- HI AT MES MHE

O

HHE AWS OlM ClIOIE] @Il 88 MHg EMdsls & oloIE{ AH|AH7FIAM Hetg S &Elzls
AWS Glue H|0|E 2 T =35t Amazon DataZone& HHZX{0| E|0|E 2| Amazon S3 2/ %|E 5to|= 2]

E =2 558 CHE AWS Lake Formation2 &3 El|O|£ 0| CHEF HEH2 2t2I5H04 Tl O|E AH|R}
of A HMA HEtS 2o LICH O|FHH sIH 7|&E KT EZE SHSHX| &0 MZ £0{E AWS Lake
Formation T&t2 Z H|O|& 0 CHEt IAM TH8H0| Hl& ERHELICE.

Amazon DataZone0llA{ AWS Lake Formation st0|EHE|E R E E& S &Msts i &
2 3lEl Amazon S3 Y %x|E AEl5te W

T BElE £s AWS BEIE KMS 7|2 23 51E Amazon S3 IXIE ARt H
AmazonDataZoneS3Manage L& 0= KMS 7|& AtE35t0 HIO|E{E & E35t6tT S33te = A= ™
gH0| U7HLE KMS 7| 20| 24&of 7|ofl CHEt HEHE Fo{aHof & LCt.

Amazon S3 9| x|7} AWS EE|Y 7|2 &5 35HEl 32 AmazonDataZoneDatalocationManagement 23
gof CtE eletel MME FIHEct

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
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1,
"Resource": "<AWS managed key ARN>"

Fol

Amazon S3 9| X7t T 22| 7|12 5 stE 39 OhgE s-ELC

1. https://console.aws.amazon.com/kms AWS KMS &2 11 Identity and Access
Management(IAM) 22| AL At EE= 2IX[E 235t O AL El= KMS 72| 7| HME g

= e AF8XIE 2121 AWS ELCt.

N

2. EfMZoM Do 22 7|E MEHSH OIS HSlE KMS 7|2] O|§ & MEigLCt.

3. KMS 7| M5 HE HO|X|oM 7| A g MENSH OIS CHE & SHLIE 3510 AFRAF X[ H
& &£ = Lake Formation AMH|A @13 &S KMS 7| AFERIZE FI7HEFLICE

712 2717t EAEl= B #EIR 7] A A, 7| AR R Z(EFA
X} M M0of| A AmazonDataZoneDataLocationManagement Q&2 £7

=
h

AE MM 28 - 7| M
FEFLICH.

+ 7| HMJSON)O| EAIZlE B2 Ch2 ofid|e ZHo| Mg TEIstod 2R 7| AL 5180
AmazonDataZoneDatalocationManagement @3&r 2 F7}+gHL|C},

"Sid": "Allow use of the key",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:role/service-role/
AmazonDataZoneDatalocationManage-<region>-<domain-id>"

]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

}
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Amazon DataZoneO| M AFE X} K| Ko 3 A A
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O| ool ElaAE LIEFHLICH 7t 20 RS MBS [ Lot EESIE )
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Ch. Ao 82 EY 3 of Atotol| et A 7(|0HE HolgLICH At Rl Ee & MEY
0|8 X|H 7t=8 HIEIH|O|E] ¥4l & MIE(M: govForm EE= GovernanceFormType)7t & LICH.
Amazon DataZone2| At&F 82 HT Z2[ELICh A0 MM E|H A RF(YEHHo 2 #[4l H
ol olsH HelEl AF[otol cHell HE =1 &R E FE7F X[HE[M Rpak Medo| Aufghu(ct,

A AR Rt RE - Amazon DataZone2 MH|A A A|AE] XM ¥ GlueTableAssetType,
GlueViewAssetType, RedshiftTableAssetType, RedshiftViewAssetType,
S30bjectCollectionAssetType Z &) & A|AE! FAl R (DataSourceReferenceFormType,

AssetCommonDetailsFormType, SubscriptionTermsFormType &2 Z 2 H|X{'JEL|CH A|AE] X}
ARy HEE = &L
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RelationalTableFormType2 At&3t04 7|=% HIEIC|O|E{(K O|F, MY L Clo|EH R Z&HE
doj £7+8l ColumnBusinessMetadataFormS AFE304 QO HIAL|A MY (H|IZL|A 0|
01 U AEX XH 7| 2F Ho{ 272 F7HE = USLICH

CIOIE =& Sl ArSAL XY At REE dYstt{™ CFS BHAHE 2= &fLCH

1. Amazon DataZone Cl|O|E{ Z& URLZ 0|5 3}0{ SSO(Single Sign-On) E£& X4 AWS BEE
AL83tod 2018t L|Ct Amazon DataZone #2IXFQ! B https://console.aws.amazon.com/
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« HEtCIOIE &4 FIHE MEstod O] ALS A X At RFol HIEHCIO|E] FAlE FIHELICH
AH A

6. ALSX XIE R 7E0| YEEH O|F AEstof AHitE WEE +~ U&LICH

APIE Sl AF8 A X|H Rth REE ddstedd O S HAHE 2t =& LICH

1. CreateFormType AP| 242 7IHMo=Z &

My

otod HIEIHIOE &4l fES ddFLICH

CHS 2 Amazon SageMaker O[HI E oi| M| IL|C}.

m_model = "

structure SageMakerModelFormType {
@required
@amazon.datazone#searchable
modelName: String

@required
modelArn: String

@required
creationTime: String
}
CreateFormType(

domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelFormType",
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model=m_model
status="ENABLED"

)

2. CI22XE CreateAssetType API Y2 ZHHXo 2 S £5101 Aiat fEE HHE = JU&LICH
E3 PN E= NN
o

ME 7tsE AlAH LA R (OF2] M0 SubscriptionTermsFormType) B
; At &304 Amazon DataZone APIE S8HME Xt&t R EE HHE = UELICH Al
L 98 0|52 amazon.datazone2Z A|Zt5HoF & L|CH.

ol

> 0%
12 go
02 >
= H0
40 o2
0% Mo
X 0

(o]

9|

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelAssetType",
formsInput={

"ModelMetadata": {
"typeldentifier": "SageMakerModelMetadataFormType",
"typeRevision": 7,
"required": True,

1,

"SubscriptionTerms": {
"typeldentifier": "amazon.datazone.SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,

1,

1,

g ddste oM LCt.

0%

CtS2 T =3HE o|O|E{of| CHE R R

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="0nPremMySQLAssetType",
formsInput={

"OnpremMySQLForm": {
"typeldentifier": "OnpremMySQLFormType",
"typeRevision": 5,
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Amazon DataZone NES)

"required": True,
.
"RelationalTableForm": {
"typeldentifier": "RelationalTableFormType",
"typeRevision": 1,
"required": True,

},

"ColumnBusinessMetadataForm": {
"typeldentifier": "ColumnBusinessMetadataForm",
"typeRevision": 1,
"required": False,

.

"SubscriptionTerms": {
"typeldentifier": "SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,

},

iy

3. OIM 2 SrAHIAM HEEE AR X RH REE AHE5H0d Attt WEE - U&LICH

CreateAsset(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
owningProjectIdentifier="my-project",
name="MyModelAsset",
glossaryTerms="xxx",
formsInput=[{
"formName": "SageMakerModelForm",
"typeldentifier": "SageMakerModelForm",
"typeRevision": "5",
"content": "{\n \"ModelName\" : \'"sample-ModelName\",\n \'"ModelArn\"
\"999999911111\"\n}"
}
]
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CreateAsset(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="MyModelAsset",
glossaryTerms="xxx",
formsInput=[{

"formName": "RelationalTableForm",

"typeIdentifier": "amazon.datazone.RelationalTableForm",
"typeRevision": "1",

"content": ".."

1,

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "6",

"content": ".."

1,

{
"formName": "mySQLTableForm",

"typeldentifier": "mySQLTableForm",
"typeRevision": "1",
"content": ".."

+
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6. OlO|E A& SOIAM AWS GlueE MEHELICE.

7. 4 MEHol M AWS Glue EllO|E S HAIE BtE2 KIHEHELICH
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1. CIS3} 20| PostTimeSeriesDataPoints APIE ZtHXo 2 S E&HLC}.

aws datazone post-time-series-data-points \
--cli-input-json file://createTimeSeriesPayload.json \

CIS Ho|2ER 43-

"domainId": "dzd_5007xzoqltu8mf",
"entityId": "4wyh64k2n8czaf",
"entityType": "ASSET",
"form": {
"content": "{\n \"evaluations\" : [ {\n \"types\" : [ \"MaximumLength
\" 1,\n \"description\" : \"ColumnLength \\\"ShippingCountry\\\" <= 6\",\n
\"details\" : { },\n \"applicableFields\" : [ \"ShippingCountzry\" ]1,\n
\"status\" : \"PASS\"\n 3}, {\n \"types\" : [ \"MaximumLength\" ],\n

\"description\" : \"ColumnLength \\\"ShippingState\\\" <= 2\",\n \"details
\" : { },\n \"applicableFields\" : [ \"ShippingState\" ],\n \"status\" :

\"PASS\"\n 3}, {\n \"types\" : [ \"MaximumLength\" 1,\n \"description
\" : \"ColumnLength \\\"ShippingCity\\\" <= 8\",\n \"details\" : { },\n

\"applicableFields\" : [ \"ShippingCity\" ],\n \"status\" : \"PASS\"\n 1},

{\n \"types\" : [ \"Completeness\" ],\n \"description\" : \"Completeness \
\\"ShippingStreet\\\" >= 0.59\",\n \"details\" : { },\n \"applicableFields
\" : [ \"ShippingStreet\" ],\n \"status\" : \"PASS\"\n 3}, {\n \"types\" :

[ \"MaximumLength\" 1,\n \"description\" : \"ColumnLength \\\"ShippingStreet\\
\" <= 101\",\n \"details\" : { },\n \"applicableFields\" : [ \"ShippingStreet
\" 1,\n \"status\" : \"PASS\"\n 3}, {\n \"types\" : [ \"MaximumLength\" 1,\n

\"description\" : \"ColumnLength \\\"BillingCountry\\\" <= 6\",\n \'"details
\" : { },\n \"applicableFields\" : [ \"BillingCountzry\" ]1,\n \"status\" :

\"PASS\"\n 3}, {\n \"types\" : [ \"Completeness\" ],\n \"description\" :

\"Completeness \\\"biLlingcountry\\\" >= 0.5\",\n \"details\" : {\n

\"EVALUATION_MESSAGE\" : \'"Value: 0.26666666666666666 does not meet the constraint

requirement!\"\n },\n \"applicableFields\" : [ \"biLlingcountry\" ],\n

\"status\" : \"FAIL\"\n 3}, {\n \"types\" : [ \"Completeness\" ],\n

\"description\" : \"Completeness \\\"Billingstreet\\\" >= 0.5\",\n \'"details
\" : { },\n \"applicableFields\" : [ \"Billingstreet\" ],\n \"status\" :

\"PASS\"\n } 1,\n \"passingPercentage\" : 88.0,\n \"evaluationsCount\" : 8\n}",

"formName": "shortschemaruleset",

"id": "athp9dyw75gzhj",

"timestamp": 1.71700477757E9,

"typeldentifier": "amazon.datazone.DataQualityResultFormType",
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"typeRevision": "8"
1,
"formName": "shortschemaruleset"
}
GetFormType U2 7tHMoZ $&510{ O| HO|ZEE 7IME & Y&LICH

aws datazone get-form-type --domain-identifier <your_domain_id> --form-type-
identifier amazon.datazone.DataQualityResultFormType --region <domain_region> --
output text --query 'model.smithy'

2. CIS3} Z0| DeleteTimeSeriesDataPoints APIE 7HHA o2 &8 LCT

aws datazone delete-time-series-data-points\
--domain-identifier dzd_bqqlk3nz21zp2f \
--entity-identifier dzd_bqqlk3nz21zp2f \
--entity-type ASSET \

--form-name rulesET1 \
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» PostLineageEvent
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« AWS Glue(V5.0) cES T4 - = ES UM %%configure 1 &S F715104 Spark A8 222 XIS
sleh & QlaLlct o] +A42 Amazon DataZone THRIS 2 O|HEE M&ELICH

%%configure --name project.spark -f

-~

conf":"spark.extralisteners=io.openlineage.spark.agent.OpenLineageSparkListener
--conf spark.openlineage.transport.type=amazon_datazone_api --

conf spark.openlineage.transport.domainId={DOMAIN_ID} --conf
spark.glue.accountId={ACCOUNT_ID} --conf
spark.openlineage.facets.custom_environment_variables=[AWS_DEFAULT_REGION; GLUE_VERSION; GLUE_
--conf spark.glue.JOB_NAME={JOB_NAME}"

}
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* spark.extralListeners=io.openlineage.spark.agent.OpenLineageSparkListener
- OpenLineageSparkListener7t 443£|01 SparkQ| 2|A L4 H{A0] S5 ELICH.

- spark.openlineage.transport.type=amazon_datazone_api - O|= OpenLineage API
Transport& At&3t04 DataZone DataZonel| PostLineageEvent APIZ 7|2 O|HIEE LHELIE S
OpenLineage £241210{ X|A|3tE= OpenLineage AFZRILICH PostLineageEvent AtA|EH LI&2
https://openlineage.io/docs/integrations/spark/configuration/spark_conf £ Z 5t & A[2.
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- spark.openlineage.transport.domainId={DOMAIN_ID} -O| Z}2}0O|E{= API M&0| A|

HOoHEE NMEY S dYELch

* spark.openlineage.facets.custom_environment_variables
[AWS_DEFAULT_REGION;GLUE_VERSION; GLUE_COMMAND_CRITERIA;GLUE_PYTHON_VERSION; ]
- Glue CHSHE M|M0| A @ = CHS B4 B4(AWS_DEFAULT_REGION , GLUE_VERSION,
GLUE_COMMAND_CRITERIA 2! GLUE_PYTHON_VERSION)7} LineageEvent0i| 7} L|C},

- spark.glue.accountId=<ACCOUNT_ID> - H|EtHIO|E{7} Q= Glue CI|O|E FtEF 29| HI™H
IDRILICE O AIH IDE HlE O|HIEN| A Glue ARNE T4 st= O AHSELICH.

« spark.glue.JOB_NAME - A2 O|HIE Q| %] O|FRILICI mESO| XY o|E2 2 Y =
A& LICkspark.glue.JOB_NAME: ${projectId}.${pathToNotebook}.

« Glue0 A AWS Amazon DataZone}t 2| EAI2 7 A67| @&t mtetolE] X
ot2t0o|e] 7| --conf

utetole 2k

spark.extralisteners=io.openlineage.spark.agent.OpenLineageSparkListener
--conf spark.openlineage.transport.type=amazon_datazone_api

--conf spark.openlineage.transport.domainId=<DOMAIN_ID>

--conf
spark.openlineage.facets.custom_environment_variables=[AWS_DEFAULT_REGION; GLUE_VERSION;GLUE_
--conf spark.glue.accountId=<ACCOUNT_ID> (replace <DOMAIN_ID> and <ACCOUNT_ID> with
the right values)
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--conf spark.glue.JobName=<SessionId> --conf spark.glue.JobRunId=<SessionId or NONE?>
replace <SessionId> and <SessionId> with the right values
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CreateSubscriptionTarget2 & X 35HAM|2.

Gluel| 5 CHA AWS 0

"domainIdentifier": "<DOMAIN_ID>",

"environmentIdentifier": "<ENVIRONMENT_ID>",

"name": "<SUBSCRIPTION_TARGET_NAME>",

"type": "GlueSubscriptionTargetType",

"authorizedPrincipals" : ["IAM_ROLE_ARN"],

"subscriptionTargetConfig" : [{"content": "{\"databaseName\":
\"<DATABASE_NAME>\"1}", "formName": "GlueSubscriptionTargetConfigForm"}],

"manageAccessRole": "<GLUE_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",

"applicableAssetTypes" : ["GlueTableAssetType"],

"provider": "Amazon DataZone"
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}

Amazon Redshift #5 CHAMQ| of:

"domainIdentifier": "<DOMAIN_ID>",
"environmentIdentifier": "<ENVIRONMENT_ID>",
"name": "<SUBSCRIPTION_TARGET_NAME>",
"type": "RedshiftSubscriptionTargetType",
"authorizedPrincipals" : ["REDSHIFT_DATABASE_ROLE_NAME"],
"subscriptionTargetConfig" : [{"content": "{\"databaseName\":
\"<DATABASE_NAME>\", \"secretManagerArn\": \'"<SECRET_MANAGER_ARN>
\",\"clusterIdentifier\": \"<CLUSTER_IDENTIFIER>\"}", "formName":
"RedshiftSubscriptionTargetConfigForm"}],
"manageAccessRole":
"<REDSHIFT_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",
"applicableAssetTypes" : ["RedshiftViewAssetType",
"RedshiftTableAssetType"],

"provider": "Amazon DataZone"
}
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"version": "Q",

"id": "bd3d6239-2877-f464-0572-b1d76760e085",
"detail-type": "Subscription Request Created",
"source": "aws.datazone",

"account": "111111111111",

"time": "2023-11-13T17:57:00Z",

"region": "us-east-1",
"resources": [],
"detail": {
"version": "655",
"metadata": {
"domain": "dzd_bc8elez8r2a6bxz",

"user": "44f864b8-50al1-70cc-736f-c1f763934ab7",
"id": "5jbc@lie@sr99j",

"version": "1",

"typeName": "SubscriptionRequestEntityType",
"owningProjectId": "6oy92hwk937pgn",
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"awsAccountId": "111111111111",
"clientToken": "e781b7b5-78c5-4608-961e-3792a6¢c3ffad"
},
"data": {
"autoApproved": true,
"requesterId": "44f864b8-50al-70cc-736f-c1f763934ab7",
"status": "PENDING",
"subscribedlListings": [
{
"id": "ayzstznnx4dxyf",
"ownerProjectId": "5a3se66qm88947",
"version": "12"
}
1,
"subscribedPrincipals": [
{
"id": "60y92hwk937pgn",
"type": "PROJECT"
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"Statement": [

{
"Sid": "Enable IAM User Permissions for DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{
"Sid": "Allow access to principals authorized to manage Amazon DataZone",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:roo0t"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID",
"Condition": {
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:datazone:domainId"
}
}
1,
{
"Sid": "Allow creating grants when creating an Amazon DataZone for all principals
in the account that are authorized to manage Amazon DataZone",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0t"
I
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:region:111122223333:key/key_ID",
"Condition": {
"StringLike": {
"kms:CallerAccount™: "111122223333",
"kms:ViaService": "datazone.region.amazonaws.com"
1,
"Bool": {
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"kms:GrantIsForAWSResource": "true"
I
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:datazone:domainId"
}
}
}
]
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"encryptionContextSubset": {
"aws:datazone:domainId": "{dzd_samleid}"
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"

.

"Action": "kms:DescribeKey",

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{

"Sid": "Allow access to principal to manage an Amazon DataZone domain with the
given domain id",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:datazone:domainId": "dzd_sampleid"
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{
"Sid": "Allow creating grants when creating an Amazon DataZone domain to
principal",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleRole"
},
"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:region:111122223333:key/key_ID",
"Condition": {
"StringlLike": {
"kms:CallerAccount": "111122223333",

"kms:ViaService": "datazone.region.amazonaws.com"
1,
"Bool": {
"kms:GrantIsForAWSResource": "true"
3,
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:datazone:domainId"
}
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Example/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/Example",
"accountId": "111122223333",
"userName": "Example"
I
"attributes": {
"creationDate": "2024-04-22T17:02:00Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "datazone.amazonaws.com"
},
"eventTime": "2024-04-22T17:02:00Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-2",
"sourceIPAddress": "datazone.amazonaws.com",
"userAgent": "datazone.amazonaws.com",

"requestParameters": {
"retiringPrincipal": "datazone.us-east-2.amazonaws.com",
"operations": [
"GenerateDataKey",
"RetireGrant",
"DescribeKey",
"Decrypt"
1,
"granteePrincipal": "datazone.us-east-2.amazonaws.com",
"constraints": {
"encryptionContextSubset": {
"aws:datazone:domainId": "dzd_sampleid"
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},
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"requestID": "ff000af-00eb-00ce-0e00-ea@@0fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
}
{
"eventVersion": "1.11",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Example/Sampleuser@l",

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",

Amazon DataZone0i| Ci$t M%& O|0|E{ & & 5t

240



Amazon DataZone MNEX 70|=

arn": "arn:aws:iam::111122223333:role/Example",
"accountId": "111122223333",
"userName": "Example"

I

"attributes": {
"creationDate": "2024-04-22T17:10:00Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "datazone.amazonaws.com"
},
"eventTime": "2024-04-22T17:49:00Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-2",
"sourceIPAddress": "datazone.amazonaws.com",
"userAgent": "datazone.amazonaws.com",

"requestParameters": {
"retiringPrincipal": "datazone.us-east-2.amazonaws.com",
"operations": [
"DescribeKey",
"Decrypt"
1,
"granteePrincipal": "datazone.us-east-2.amazonaws.com",
"constraints": {
"encryptionContextSubset": {

"aws:datazone:domainId": "dzd_sampleid"
}
},
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

GenerateDataKey
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"eventVersion": "1.11",
"userIdentity": {

"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE :AmazonSageMakerDomainExecution",

"arn": "arn:aws:sts::111122223333:assumed-role/
AmazonSageMakerDomainExecution/AmazonSageMakerDomainExecution",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/service-role/
AmazonSageMakerDomainExecution",
"accountId": "111122223333",
"userName": "AmazonSageMakerDomainExecution"

1,
"attributes": {
"creationDate": "2024-04-22T19:50:397",

"mfaAuthenticated": "false"
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}

I

"invokedBy": "datazone.amazonaws.com"
I
"eventTime": "2024-04-22T19:50:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "datazone.amazonaws.com",
"userAgent": "datazone.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {

"aws:datazone:domainId": "dzd_sampleid",
"V'": "2024-04-22T17:49:12.98177136Z | cacf3df7-7b99-49f6-ael4-sample"”,
"version": "Q",
"N": "dzd_sampleid|arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"*aws-kms-table*": "awsdatazoneroaring-data-store-datakeys-prod-us-
east-2"
1,
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.11",
"userIdentity": {
"type'": "AWSService",
"invokedBy": "AWS Internal"
.
"eventTime": "2024-04-22T19:50:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:datazone:domainId": "dzd_sampleid",
"aws:s3:arn": "arn:aws:s3:::amazon-datazone-us-
east-2-422ceee9465430bdb354d1c9efsample"
.
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"keySpec": "AES_256"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE"
"eventCategory": '"Management"
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{
"AROAIGDTESTANDEXAMPLE : AmazonSageMakerDomainExecution"

{
"eventVersion":
"userIdentity":
"type": "AssumedRole",
"principalId"
": "arn:aws:sts::111122223333:assumed-role/
AmazonSageMakerDomainExecution/AmazonSageMakerDomainExecution"

"arn
"111122223333"
"AKIAIOSFODNN7EXAMPLE3"

{

"accountId"
"accessKeyId"
sessionContext"
sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE"
: "arn:aws:iam::111122223333:r0le/service-role/
userName": "AmazonSageMakerDomainExecution"

arn
"111122223333"

AmazonSageMakerDomainExecution"
accountId"
"2024-04-22T19:50:392"

o
"attributes": {
"creationDate":
"mfaAuthenticated": "false"

iy

invokedBy": "datazone.amazonaws.com
’

"2024-04-22T19:51:542"
"kms .amazonaws.com",

iy
eventTime
n
"Decrypt"
’
"datazone.amazonaws.com
n
’

eventSource":
eventName":
awsRegion": "us-east-2"
"sourceIPAddress":
"userAgent": "datazone.amazonaws.com
requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
encryptionContext": {
"aws:datazone:domainId": "dzd_sampleid"
"2024-04-22T17:49:12.98177136Z| cacf3df7-7b99-49f6-ael4s-sample”
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"version": "Q",
"N": "dzd_sampleid|arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"*aws-kms-table*": "awsdatazoneroaring-data-store-datakeys-prod-us-
east-2"
}
},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "datazone.amazonaws.com"
b
"eventTime": "2024-04-22T19:51:542",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "datazone.amazonaws.com",
"userAgent": "datazone.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:datazone:domainId": "dzd_sampleid",

"V": "2024-04-22T17:49:12.98177136Z| cacf3df7-7b99-49f6-aels-sample”,
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"version": "Q",
"N": "dzd_sampleid|arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"*aws-kms-table*": "awsdatazoneroaring-data-store-datakeys-prod-us-
east-2"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE",
"eventCategory": "Management"

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

b

"eventTime": "2024-0Q4-22T19:51:542",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
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"encryptionContext": {
"aws:datazone:domainId": "dzd_sampleid",
"aws:s3:arn": "arn:aws:s3:::amazon-datazone-us-
east-2-422ceee9465430bdb354d1c9efsample"
}
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"

RetireGrant

CS oA O|HIE = RetireGrant &Y 7|5 &LCt.

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "datazone.amazonaws.com"
I
"eventTime": "2025-04-29T22:18:50Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "us-east-2",
"sourceIPAddress": "datazone.amazonaws.com",
"userAgent": "datazone.amazonaws.com",

"requestParameters": null,
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"responseElements": {
"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"additionalEventData": {
"grantId":
"Qab0ac0dob000f00eaddccPadeddfcOdbce@ddc000f0000000cObc@ad@@@aaafSAMPLE"
.
"requestID": "294308c0-7617-4727-b5c9-34eaf75aa8e3",

"eventID": "273708f7-5fbb-3a90-b04d-2b3138bf0ec9",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "b46377d7-b3c3-4bfd-a257-722bd3f3411d",
"eventCategory": "Management"

ol 5 3L=l AWS Glue 7FEF2 17 £ 8=l Data Lake 2723 AAd

T2 A2 AMEHMHE S53HE AWS Glue ZHEf 22 248 [ 12 22|38 KMS 7|2 At85tE4H
Amazon DataZone AMH|A0] CHEF HM|A HEHS F£045H0F B LICH AFE X XI'H KMS HAE UO|0|E

St 7|0l Ef1E F7I5104 O] U E e £ &LICH S5 3HE AWS Glue 7HEFZ2 12| H|O|E 2
Xdg &~ QIS Amazon DataZone AMH|A0| CHEF HAM|A HEHS 20{5l2{H LIS S 2 E5HM 2.

o AF2XF X KMS 7o) CHS Mg F7t+E

ok

LICE ZtMIEE LI 2 7| EA B8 S HZstM L.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Allow datazone environment roles to decrypt using the key",
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"Effect": "Allow",

"Principal": {
"AWS" . "EM

I

"Action": [
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:glue_catalog_id": "<GLUE_CATALOG_ID>"

I
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam: :<ENVIRONMENT_ACCOUNT_1>:role/*datazone_usr*",
"arn:aws:iam: :<ENVIRONMENT_ACCOUNT_2>:role/*datazone_usr*"
]
}
}
"Sid": "Allow datazone environment roles to describe the key",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
I
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam: :<ENVIRONMENT_ACCOUNT_1>:role/*datazone_usr*",
"arn:aws:iam: :<ENVIRONMENT_ACCOUNT_2>:role/*datazone_usr*"
]
}
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZoneStatement",
"Effect": "Allow",
"Action": [
"datazone:*"
1,
"Resource": [
" n
]
},
{
"Sid": "ReadOnlyStatement",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:ListAliases",
"iam:ListRoles",
"sso:DescribeRegisteredRegions",
"s3:ListAl1lMyBuckets",
"redshift:DescribeClusters"”,
"redshift-serverless:ListWorkgroups",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"secretsmanager:ListSecrets",
"iam:ListUsers",
"glue:GetDatabases",
"codeconnections:ListConnections",
"codeconnections:ListTagsForResource",
"codewhisperer:ListProfiles",
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"bedrock:ListInferenceProfiles",
"bedrock:ListFoundationModels",
"bedrock:ListTagsForResource",
"aoss:ListSecurityPolicies"

]I

"Resource": [
nin

]

I

{
"Sid": "BucketReadOnlyStatement",

"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::*
I
{

"Sid": "CreateBucketStatement",

"Effect": "Allow",

"Action": [

"s3:CreateBucket"

1,

"Resource": [
"arn:aws:s3:::amazon-datazone*",
"arn:aws:s3:::amazon-sagemaker*"

]

},
{

"Sid": "ConfigureBucketStatement",

"Effect": "Allow",

"Action": [

"s3:PutBucketCORS",
"s3:PutBucketPolicy",
"s3:PutBucketVersioning"

1,

"Resource": [
"arn:aws:s3:::amazon-sagemaker*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
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}
iy
{

"Sid": "RamCreateResourceStatement",
"Effect": "Allow",

"Action": [
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {

"ram:RequestedResourceType": "datazone:Domain"

}

}

},

{

"Sid": "RamResourceStatement",
"Effect": "Allow",

"Action": [
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",

"ram:DisassociateResourceShare",
"ram:RejectResourceShareInvitation"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"DataZone*"

]

}
}I
{

"Sid": "RamResourceReadOnlyStatement",
"Effect": "Allow",

"Action": [

"ram:GetResourceShares",
ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations",

1,

"Resource": "*"

iy

ram:ListResourceSharePermissions"
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{

"Sid": "RamAssociateResourceSharePermissionStatement",
"Effect": "Allow",

"Action": "ram:AssociateResourceSharePermission",
"Resource": "*",

"Condition": {
"StringEquals": {
"ram:PermissionArn": [

"arn:aws:ram: :aws:permission/AWSRAMDefaultPermissionAmazonDataZoneDomain"

"arn:aws:ram::aws:permission/
AWSRAMPermissionAmazonDataZoneDomainFullAccessWithPortalAccess",

"arn:aws:ram::aws:permission/
AWSRAMPermissionsAmazonDatazoneDomainExtendedServiceAccess",

"arn:aws:ram::aws:permission/
AWSRAMPermissionsAmazonDatazoneDomainExtendedServiceWithPortalAccess"

]

}
}I

"Sid": "IAMPassRoleStatement",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonSageMaker*"
1,
"Condition": {
"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"
}
}
.
{
"Sid": "IAMGetPolicyStatement",
"Effect": "Allow",
"Action": "iam:GetPolicy",
"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZoneRedshiftAccessPolicy*"
]
.
{

"Sid": "DataZoneTagOnCreateDomainProjectTags",
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"Effect": "Allow",

"Action": [
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",

"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain",
"AmazonDataZoneProject"

]
I
"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*",
"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*"
}
}
I
{

"Sid": "DataZoneTagOnCreate",
"Effect": "Allow",

"Action": [
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",

"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain"

]

},

"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*",
"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*"

}

}
},

{

"Sid": "CreateSecretStatement",

"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"

]I

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
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"Condition": {
"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"
}
}
I
{

"Sid": "ConnectionStatement",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection"
1,
"Resource": [
"arn:aws:codeconnections:*:*:connection/*"
]
.
{

"Sid": "TagCodeConnectionsStatement",
"Effect": "Allow",
"Action": [
"codeconnections:TagResource"
1,
"Resource": [
"arn:aws:codeconnections:*:*:connection/*"
1,
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"for-use-with-all-datazone-projects"
]
},
"StringEquals": {
"aws:RequestTag/for-use-with-all-datazone-projects
}
}
I
{

"Sid": "UntagCodeConnectionsStatement",
"Effect": "Allow",
"Action": [
"codeconnections:UntagResource"
1,
"Resource": [
"arn:aws:codeconnections:*:*:connection/*"

Iltruell
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1,
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": "for-use-with-all-datazone-projects"
}
}
},
{

"Sid": "SSMParameterStatement",

"Effect": "Allow",

"Action": [

"ssm:GetParameter",
"ssm:GetParametersByPath",
"ssm:PutParameter",
"ssm:DeleteParameter"”

1,

"Resource": [
"arn:aws:ssm:*:*:parameter/amazon/datazone/q*",
"arn:aws:ssm:*:*:parameter/amazon/datazone/genAI*",
"arn:aws:ssm:*:*:parameter/amazon/datazone/profiles*"

]

I
{

"Sid": "UseKMSKeyPermissionsStatement",

"Effect": "Allow",

"Action": [

"kms:Decrypt"
1,

"Resource": [
T

1,

"Condition": {
"StringEquals": {

"aws:ResourceTag/EnableKeyForAmazonDataZone": "true"
1,
"Null": {
"aws:ResourceTag/EnableKeyForAmazonDataZone": "false"
},
"StringLike": {
"kms:ViaService": "ssm.*.amazonaws.com"
}
}
1,
{
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"Sid": "SecurityPolicyStatement",
"Effect": "Allow",

"Action": [
"aoss:GetSecurityPolicy",
"aoss:CreateSecurityPolicy"

1,

"Resource": [

i n

1,
"Condition": {
"StringlLike": {
"aoss:collection": "genai-studio-*"
}
}
},

{
"Sid": "GetFoundationModelStatement",

"Effect": "Allow",

"Action": [
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability"

1,

"Resource": [
"arn:aws:bedrock:*::foundation-model/*"

]

I

{

"Sid": "GetInferenceProfileStatement",

"Effect": "Allow",

"Action": [

"bedrock:GetInferenceProfile"

1,

"Resource": [
"arn:aws:bedrock:*:*:inference-profile/*",
"arn:aws:bedrock:*:*:application-inference-profile/*"

]
}I
{

"Sid": "ApplicationInferenceProfileStatement",
"Effect": "Allow",

"Action": [

"bedrock:CreateInferenceProfile"

]I

"Resource": [
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"arn:aws:bedrock:*:*:application-inference-profile/*"

1,
"Condition": {

"Null": {
"aws:RequestTag/AmazonDataZoneProject": "true",
"aws:RequestTag/AmazonDataZoneDomain": "false"

}

}
},
{

"Sid": "TagApplicationInferenceProfileStatement",
"Effect": "Allow",
"Action": [
"bedrock:TagResource"
1,
"Resource": [
"arn:aws:bedrock:*:*:application-inference-profile/*"

1,
"Condition": {

"Null": {
"aws:ResourceTag/AmazonDataZoneProject": "true",
"aws:RequestTag/AmazonDataZoneProject": "true",
"aws:ResourceTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneDomain": "false"

}

}
},

{

"Sid": "DeleteApplicationInferenceProfileStatement",

"Effect": "Allow",

"Action": [
"bedrock:DeleteInferenceProfile"

1,

"Resource": [
"arn:aws:bedrock:*:*:application-inference-profile/*"

1,
"Condition": {

"Null": {
"aws:ResourceTag/AmazonDataZoneProject": "true",
"aws:ResourceTag/AmazonDataZoneDomain": "false"

}

}
}

]

AWS ZElE8 ZH

264



Amazon DataZone MNEX 70|=

}

g3 e A s

oot

al x|

rol

AmazonDataZoneFullAccess Mao|H CIEX| ot EHH 7|50| U&LIC

« XtAl AWS KMS 7|2 Amazon DataZone THQI2 MMH5t= A THQ Mo HE 35240
kms:CreateGrant CHEF MEtO| 11, 3HE 7|7} listDataSources Xet Z2 CHE Amazon
DataZone APIs & &t24H01i| kms : GenerateDataKey kms:Decrypt CHSH #Heto| QJo{ok &
L|CtcreateDataSource. EE8t S 7|9 2|4 A HA0i kms:CreateGrant, kms:Decrypt,
kms:GenerateDataKey, 2! kms:DescribeKeyOil CH&F H8tT Qlo{oF EHL|C}.

7|12 MHIA AQ KMS 7|E A5t B2

]

Q3K

>
T
[ul

ALAIEH LIS AWS Key Management Service T2 &
E

e
« Amazon DataZone 2 &0{|A{ & M4 2 AUO0|EE AL 5tEd™ 2 E2[XF HEHo| Ud7ALE
IAM Q38t2 MAIst T XA S AAoH|0|Este O 2o IAM Heto| Qlo{of &fu|ct. =
&= MEHoll= iam:CreateRole, iam:CreatePolicy, iam:CreatePolicyVersion,
iam:DeletePolicyVersion, & iam:AttachRolePolicy ™8H0| ZEHELICH.

« AWS IAM Identity Center At& Xt 21210 & d3tEl 2'E{0| A{ Amazon DataZone0l M | =H|QIS
MM 5t 7HLE Amazon DataZonel| 7|& T H|IQloi CHEH A =HIQ1S & dstste B ChSof et H
sto| ¢lo{of &L}

+ organizations:DescribeOrganization
 organizations:ListDelegatedAdministrators
+ sso:Createlnstance

+ sso:Listinstances

» ss0:GetSharedSsoConfiguration

» sso:PutApplicationGrant

+ sso:PutApplicationAssignmentConfiguration
 sso:PutApplicationAuthenticationMethod
» sso:PutApplicationAccessScope

» sso:CreateApplication

» sso:DeleteApplication

+ sso:CreateApplicationAssignment

» sso:DeleteApplicationAssignment
AWS ZHE|E M 265



https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

Amazon DataZone MNEX 70|=

 sso-directory:CreateUser
 sso-directory:SearchUsers

» sso:ListApplications

« Amazon DataZoneOllA AWS A A3 23S
?—

=]
ram:AcceptResourceShareInvitation #&h0| QlofoF &L CH.

- SageMaker Unified Studio HIE 2|3 HHof| EREt 2|AaAE MHs

OF 3tH AmazonVpcFullAccess Hi & o123l of & LICtH

* iam:PassRole

» cloudformation:CreateStack

AWS ZH2|33 ZJAH.

o
0
L

L}
rr
qr
oo rlo

e
rot
=
I

x4
o Yol

"Version":
"Statement": [
{
"Sid":
"Effect":
"Action": [
"datazone

AmazonDataZoneFullUserAccess

Amazon DataZone®| CHEt x| M AE XS 3SHKR[PF ZHIQL A}
5tX| et &LICE.

"2012-10-17",

"AmazonDataZoneUserOperations",
"Allow",

:AcceptPredictions",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
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el g =

of CHst HEHo| {i0

SA £ EE HEo B

rk

AWS HEIE 95

266



Amazon DataZone

AR 7H0|E

"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

CreateEnvironment",
CreateEnvironmentBlueprint",
CreateEnvironmentProfile",
CreateFormType",
:CreateGlossary",
CreateGlossaryTerm",
CreatelListingChangeSet",
CreateProject",
CreateProjectMembership",
CreateRule",
:CreateSubscriptionGrant",
CreateSubscriptionRequest",
DeleteAsset",
DeleteAssetFilter",
DeleteAssetType",
DeleteDataProduct"”,
DeleteDataSource",
DeleteDomainUnit",
DeleteEnvironment",
DeleteEnvironmentBlueprint",
DeleteEnvironmentProfile",
DeleteFormType",
:DeleteGlossary",
DeleteGlossaryTerm",
DeletelListing",
DeleteProject",
DeleteProjectMembership",
DeleteRule",
:DeleteSubscriptionGrant",
DeleteSubscriptionRequest",
DeleteSubscriptionTarget",
DeleteTimeSeriesDataPoints",

GetAsset",

GetAssetFilter",
:GetAssetType",
GetDataProduct",
GetDataSource",
GetDataSourceRun",
GetDomain",
GetDomainUnit",
GetEnvironment",
GetEnvironmentActionLink",
GetEnvironmentBlueprint",
GetEnvironmentCredentials",
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"datazone:
"datazone:
"datazone:
"datazone:
:GetGroupProfile",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

GetEnvironmentProfile",
GetFormType",
GetGlossary",
GetGlossaryTerm",

GetIamPortalloginUrl",
GetLineageNode",

GetListing",
GetMetadataGenerationRun",
GetProject",

GetRule",

GetSubscription",
GetSubscriptionEligibility",
GetSubscriptionGrant",
GetSubscriptionRequestDetails",
GetSubscriptionTarget",
GetTimeSeriesDataPoint",
GetUserProfile",
ListAccountEnvironments",
ListAssetFilters",
ListAssetRevisions",
ListDataProductRevisions",
ListDataSourceRunActivities",
ListDataSourceRuns",
ListDataSources",
ListDomainUnitsForParent",
ListEntityOwners",
ListEnvironmentBlueprintConfigurations",

:ListEnvironmentBlueprints",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:ListSubscriptionRequests",
"datazone:
"datazone:
"datazone:

ListEnvironmentProfiles",
ListEnvironments",
ListGroupsForUser",
ListLineageNodeHistory",
ListMetadataGenerationRuns",
ListNotifications",
ListPolicyGrants",
ListProjectMemberships",
ListProjects",
ListRules",
ListSubscriptionGrants",

ListSubscriptionTargets",
ListSubscriptions",
ListTimeSeriesDataPoints",
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]I

"datazone:
"datazone:
"datazone:
"datazone:
:RemoveEntityOwner",
"datazone:
"datazone:
"datazone:
:SearchGroupProfiles",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateDataSource",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateGlossary",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

"Resource":

"Sid":
"Effect":
"Action":

"Resource":

ListWarehouseMetadata",
PostTimeSeriesDataPoints",
RejectPredictions"”,
RejectSubscriptionRequest",

RemovePolicyGrant",
RevokeSubscription",
Search",

SearchListings",
SearchRules",

SearchTypes",
SearchUserProfiles",
StartDataSourceRun",
StartMetadataGenerationRun",
UpdateAssetFilter",

UpdateDomainUnit",
UpdateEnvironment",
UpdateEnvironmentBlueprint",

UpdateEnvironmentDeploymentStatus",

UpdateEnvironmentProfile",

UpdateGlossaryTerm",
UpdateProject",

UpdateRule",
UpdateSubscriptionGrantStatus",
UpdateSubscriptionRequest"

i n

"RAMResourceShareOperations",
"Allow",
"ram:GetResourceShareAssociations",

i n
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AWS ZH 2|3 H3: AmazonDataZoneCustomEnvironmentDeploymentPolicy

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDataZoneCustomEnvironment",

"Effect": "Allow",

"Action": [
"datazone:ListAssociatedAccounts",
"datazone:GetAccountAssociation",
"datazone:GetEnvironment",
"datazone:GetEnvironmentProfile",
"datazone:GetEnvironmentBlueprint",
"datazone:GetProject",
"datazone:UpdateEnvironmentConfiguration",
"datazone:UpdateEnvironmentDeploymentStatus",
"datazone:CreateSubscriptionTarget",
"datazone:CreateDataSource"

1,

"Resource": "*"

}
]

AWS 2|8 E3: AmazonDataZoneEnvironmentRolePermissionsBoundary

(® Note
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Amazon DataZone2 AmazonDataZoneEnvironmentRolePermissionsBoundary AWS Z2|&
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateGlueConnection",
"Effect": "Allow",
"Action": [
"ec2:CreateTags",
"ec2:DeleteTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"aws-glue-service-resource"
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},
{
"Sid":
"Effect
"Action
"glue

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

"GlueOperations",

": "Allow",

ne

:*DataQuality*",
BatchCreatePartition",
BatchDeleteConnection",
BatchDeletePartition",
BatchDeleteTable",
BatchDeleteTableVersion",
BatchGetJobs",
BatchGetWorkflows",
BatchStopJobRun",
BatchUpdatePartition",
CreateBlueprint",
CreateConnection",
CreateCrawler",
CreateDatabase",
Createlob",
CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",
DeleteBlueprint",

DeleteColumnStatisticsForTable",
DeleteConnection",
DeleteCrawler",

Deletelob",

DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
DeleteWorkflow",
GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
GetConnection",

GetDatabase",

GetDatabases",

GetTable",

GetTables",

GetPartition",

GetPartitions",

DeleteColumnStatisticsForPartition",
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"glue:ListSchemas",
"glue:ListJobs",
"glue:NotifyEvent",
"glue:PutWorkflowRunProperties",
"glue:ResetJobBookmark",
"glue:ResumeWorkflowRun",
"glue:SearchTables",
"glue:StartBlueprintRun",
"glue:StartCrawler",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:StartWorkflowRun",
"glue:StopCrawler",
"glue:StopCrawlerSchedule",
"glue:StopWorkflowRun",
"glue:UpdateBlueprint",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow"

1,

"Resource": "*",

"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment" :

"Sid": "PassRole",

"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/datazone*"

1,

"Condition": {

"false"
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"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"

"Sid": "SameAccountKmsOperations",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "KmsOperationsWithResourceTag",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:Verify",
"kms:Sign"

1,

"Resource": "*",

"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment":

"Sid": "AnalyticsOperations",
"Effect": "Allow",
"Action": [

"datazone:*",

"false"
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"sglworkbench:*"

1,

"Resource'

Te Hxn

"Sid": "QueryOperations",

"Effect":
"Action":
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena

"athena
"athena
"athena
"athena
"athena
"athena

"Allow",
[

:BatchGetNamedQuery",
:BatchGetPreparedStatement",
:BatchGetQueryExecution",
:CreateNamedQuery",
:CreateNotebook",
:CreatePreparedStatement",
:CreatePresignedNotebookUrl",
:DeleteNamedQuery",
:DeleteNotebook",
:DeletePreparedStatement”,
"athena:

ExportNotebook",

:GetDatabase",
:GetDataCatalog",
:GetNamedQuery",
:GetPreparedStatement",
:GetQueryExecution",
:GetQueryResults",
:GetQueryRuntimeStatistics",
:GetTableMetadata",
:GetWorkGroup",
:ImportNotebook",

"athena:
"athena:
"athena:
"athena:
"athena:
:ListQueryExecutions",
"athena:
"athena:
"athena:

ListDatabases",
ListDataCatalogs",
ListEngineVersions",
ListNamedQueries",
ListPreparedStatements",

ListTableMetadata",
ListTagsForResource",
ListWorkGroups",

:StartCalculationExecution",
:StartQueryExecution",
:StartSession",
:StopCalculationExecution",
:StopQueryExecution",
:TerminateSession",
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"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:Describe*",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

BatchCreatePartition",
BatchDeletePartition",
BatchDeleteTable",
BatchDeleteTableVersion",
BatchGetJobs",
BatchGetPartition",
BatchGetWorkflows",
BatchUpdatePartition",
CreateBlueprint",
CreateConnection",
CreateCrawler",
CreateDatabase",
Createlob",
CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",

DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",

DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",

GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",

GetConnection",
GetDatabase",
GetDatabases",
GetTable",
GetTables",
GetPartition",
GetPartitions",
ListSchemas",
ListJobs",
NotifyEvent",
SearchTables",

UpdateColumnStatisticsForPartition",
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"glue:UpdateColumnStatisticsForTable",
"glue:UpdateDatabase",
"glue:UpdatePartition",
"glue:UpdateTable",

"iam:GetRole",
"iam:GetRolePolicy",
"iam:ListGroups",
"iam:ListRolePolicies",
"iam:ListRoles",

"iam:ListUsers",
"logs:DescribelLogGroups",
"logs:DescribelLogStreams",
"logs:DescribeMetricFilters",
"logs:DescribeQueries",
"logs:DescribeQueryDefinitions",
"logs:DescribeMetricFilters",
"logs:StartQuery",

"logs:StopQuery",
"logs:GetLogEvents",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:GetLogRecord",
"logs:PutLogEvents",
"logs:CreatelLogStream",
"logs:FilterLogEvents",
"lakeformation:GetDataAccess",
"lakeformation:GetDatalLakeSettings",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListPermissions",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement"”,
"redshift:CreateClusterUser",
"redshift:DescribeClusters"”,
"redshift:DescribeDataShares",
"redshift:GetClusterCredentials",
"redshift:GetClusterCredentialsWithIAM",
"redshift:JoinGroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
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"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"secretsmanager:ListSecrets",
"tag:GetResources"

1,
"Resource": "*"
I
{
"Sid": "QueryOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
"athena:GetQueryResultsStream"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{

"Sid": "SecretsManagerOperationsWithTagKeys",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {

"StringlLike": {
"aws:ResourceTag/AmazonDataZoneDomain": "*",
"aws:ResourceTag/AmazonDataZoneProject": "*"

1,

"Null": {

"aws:TagKeys": "false"

1,

"ForAllValues:StringEquals": {
"aws:TagKeys": [

"AmazonDataZoneDomain",
"AmazonDataZoneProject"
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}I
{

"Sid": "DataZoneS3Buckets",

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::*/datazone/*"

"Sid": "DataZoneS3BucketlLocation",
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation"

1,

"Resource": "*"

"Sid": "ListDataZoneS3Bucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [

i n

1,
"Condition": {
"StringLike": {
"s3:prefix": [
"*/datazone/*",
"datazone/*"

}
iy
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{

"Sid": "NotDeniedOperations",

"Effect":

IlDenyll ,

"NotAction": [
"datazone:*",
"sqlworkbench:*",

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena

:BatchGetNamedQuery",
:BatchGetPreparedStatement",
:BatchGetQueryExecution",
:CreateNamedQuery",
:CreateNotebook",
:CreatePreparedStatement",
:CreatePresignedNotebookUrl",
:DeleteNamedQuery",
:DeleteNotebook",
:DeletePreparedStatement”,
:ExportNotebook",
:GetDatabase",
:GetDataCatalog",
:GetNamedQuery",
:GetPreparedStatement",
:GetQueryExecution",
:GetQueryResults",
:GetQueryResultsStream",
:GetQueryRuntimeStatistics",
:GetTableMetadata",
:GetWorkGroup",

"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:

ImportNotebook",
ListDatabases",
ListDataCatalogs",
ListEngineVersions",
ListNamedQueries",
ListPreparedStatements",
ListQueryExecutions",
ListTableMetadata",
ListTagsForResource",
ListWorkGroups",

:StartCalculationExecution",
:StartQueryExecution",
:StartSession",
:StopCalculationExecution",
:StopQueryExecution",
:TerminateSession",
:UpdateNamedQuery",
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"athena:UpdateNotebook",

"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",

"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:DeleteNetworkInterface",
"ec2:DeleteTags",
"ec2:Describe*",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

*DataQuality*",
BatchCreatePartition",
BatchDeleteConnection",
BatchDeletePartition",
BatchDeleteTable",
BatchDeleteTableVersion",
BatchGetJobs",
BatchGetPartition",
BatchGetWorkflows",
BatchStopJobRun",
BatchUpdatePartition",
CreateBlueprint",
CreateConnection",
CreateCrawler",
CreateDatabase",
Createlob",
CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",
DeleteBlueprint",

DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",

DeleteConnection",
DeleteCrawler",
Deletelob",
DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
DeleteWorkflow",

GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",

GetConnection",
GetDatabase",
GetDatabases",
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"glue:GetTable",

"glue:GetTables",

"glue:GetPartition",
"glue:GetPartitions",
"glue:ListSchemas",

"glue:ListJobs",

"glue:NotifyEvent",
"glue:PutWorkflowRunProperties",
"glue:ResetJobBookmark",
"glue:ResumeWorkflowRun",
"glue:SearchTables",
"glue:StartBlueprintRun",
"glue:StartCrawler",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:StartWorkflowRun",
"glue:StopCrawler",
"glue:StopCrawlerSchedule",
"glue:StopWorkflowRun",
"glue:UpdateBlueprint",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow",

"iam:GetRole",
"iam:GetRolePolicy",
"iam:List*",
"iam:PassRole",
"kms:DescribeKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:ListKeys",
"kms:Verify",

"kms:Sign",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:DescribeMetricFilters",
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"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

DescribeQueries",
DescribeQueryDefinitions",
StartQuery",
StopQuery",
GetLogEvents",
GetLogGroupFields",
GetQueryResults",
GetLogRecord",
PutLogEvents",
CreatelLogStream",
FilterLogEvents",

"lakeformation:GetDataAccess",

"lakeformation:GetDatalLakeSettings",

"lakeformation:GetResourcelLFTags",
"lakeformation:ListPermissions",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement",
"redshift:CreateClusterUser",
"redshift:DescribeClusters"”,
"redshift:DescribeDataShares",
"redshift:GetClusterCredentials",

"redshift

"redshift:JoinGroup",

"redshift-serverless

"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",

"redshift-serverless:

"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"secretsmanager:CreateSecret"”,

:GetClusterCredentialsWithIAM",

:ListNamespaces",

"redshift-serverless:ListWorkgroups",

GetCredentials",
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"secretsmanager:ListSecrets"”,
"secretsmanager:TagResource",
"tag:GetResources"

1,

"Resource": [

i n

AWS 2|& HA: AmazonDataZoneRedshiftGlueProvisioningPolicy

0| AmazonDataZoneRedshiftGlueProvisioningPolicy 23242 AWS Glue &' Amazon Redshifte} &%
2&3%t= ol 228 HetE Amazon DataZoneOll £04EfLIC}

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneEnvironmentRolePermissionsBoundary",
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
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"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"
1,
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
},
{
"Sid": "AmazonDataZonePermissionsToManageCreatedEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:DeleteRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
.
{
"Sid": "AmazonDataZoneCFStackCreationForEnvironments",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:TagResource"

]I

"Resource": [
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"arn:aws:cloudformation:*:*:stack/DataZone*"

1,
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
1,
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
1,
{
"Sid": "AmazonDataZoneCFStackManagementForEnvironments",

"Effect": "Allow",

"Action": [
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"

]

},
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",

"Effect": "Allow",

"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:PutDatalLakeSettings",
"lakeformation:RevokePermissions",
"lakeformation:ListPermissions",
"glue:CreateDatabase",
"glue:GetDatabase",
"athena:GetWorkGroup",
"logs:DescribelogGroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift:DescribeClusters"”,
"secretsmanager:ListSecrets"”

1,

"Resource": "*"
I
{

"Sid": "AmazonDataZoneEnvironmentLakeFormationPermissions",
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"Effect": "Allow",

"Action": [
"lakeformation:RegisterResource",
"lakeformation:DeregisterResource",
"lakeformation:GrantPermissions",
"lakeformation:ListResources"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZoneEnvironmentGlueDeletePermissions",
"Effect": "Allow",
"Action": [
"glue:DeleteDatabase"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentAthenaDeletePermissions",
"Effect": "Allow",
"Action": [
"athena:DeleteWorkGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]
}
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}
I

{

"Sid": "AmazonDataZoneEnvironmentAthenaResourceCreation",
"Effect": "Allow",

"Action": [

"athena:CreateWorkGroup",
"athena:TagResource",
"iam:TagRole",
"iam:TagPolicy",
"logs:TaglLogGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
.

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
},
{
"Sid": "AmazonDataZoneEnvironmentLogGroupCreation",
"Effect": "Allow",
"Action": [

"logs:CreatelLogGroup",

"logs:DeletelogGroup"
1,

"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Condition": {

"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
.

"StringEquals": {
"aws:CalledViaFirst": [
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"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentLogGroupManagement",
"Action": [

"logs:PutRetentionPolicy"
1,
"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Effect": "Allow",
"Condition": {

"StringEquals": {

"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
1,
{
"Sid": "AmazonDataZoneEnvironmentIAMPolicyManagement",
"Effect": "Allow",
"Action": [

"iam:DeletePolicy",
"iam:CreatePolicy",
"iam:GetPolicy",
"iam:ListPolicyVersions",
"iam:DeletePolicyVersion"

1,

"Resource": [
"arn:aws:iam::*:policy/datazone*"

1,

"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentS3ValidationPermissions"

"Effect": "Allow",
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"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::*"
I
{

"Sid": "AmazonDataZoneEnvironmentKMSDecryptPermissions",
"Effect": "Allow",

"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{
"Sid": "PermissionsToTagAmazonDataZoneEnvironmentGlueResources",
"Effect": "Allow",
"Action": [
"glue:TagResource"
1,
"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
I
{
"Sid": "PermissionsToGetAmazonDataZoneEnvironmentBlueprintTemplates",

"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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iy
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
.
{
"Sid": "RedshiftDataPermissions",
"Effect": "Allow",
"Action": [

"redshift-data:ListSchemas",
"redshift-data:ExecuteStatement"

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

]

I
{

"Sid": "DescribeStatementPermissions",
"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement"

1,

"Resource": "*"

I

{

"Sid": "GetSecretValuePermissions",
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"secretsmanager:ResourceTag/AmazonDataZoneDomain":

"dZd*"
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AWS 2| H3: AmazonDataZoneRedshiftManageAccessRolePolicy
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "redshiftDataScopeDownPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:BatchExecuteStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:ListTables",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases"

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

.

{
"Sid": "listSecretsPermission",
"Effect": "Allow",

AWS Z 2|3 M 292


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonDataZoneGlueManageAccessRolePolicy.html

Amazon DataZone

AR 7H0|E

"Action": "secretsmanager:ListSecrets",
"Resource": "*"
},
{
"Sid": "getWorkgroupPermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetWorkgroup",

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "getNamespacePermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetNamespace",
"Resource": [
"arn:aws:redshift-serverless:*:*:namespace/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "redshiftDataPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement"”,
"redshift-data:GetStatementResult",
"redshift:DescribeClusters"

]I

"Resource": "*"
}I
{

"Sid": "dataSharesPermissions",

"Effect": "Allow",
"Action": [
"redshift:AuthorizeDataShare",
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"redshift:DescribeDataShares"
1,
"Resource": [
"arn:aws:redshift:*:*:datashare:*/datazone*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "associateDataShareConsumerPermission",
"Effect": "Allow",
"Action": "redshift:AssociateDataShareConsumer",
"Resource": "arn:aws:redshift:*:*:datashare:*/datazone*"

AWS 22|38 =0 AmazonDataZoneCrossAccountAdmin

AmazonDataZoneCrossAccountAdmin 24 |AM X}Z3 S Hof A8

O| M2 E8H AF2 A= Amazon DataZone Q123 AHo 2 &4e 4

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:GetResourceShares"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"ram:ResourceShareName": [
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"DataZone*"

"Effect": "Allow",

"Action": [
"datazone:PutEnvironmentBlueprintConfiguration",
"datazone:GetEnvironmentBlueprintConfiguration",
"datazone:DeleteEnvironmentBlueprintConfiguration",
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:ListDomains",

"datazone:GetDomain",

"datazone:GetEnvironmentBlueprint",

"datazone:ListEnvironmentBlueprints",

"datazone:ListEnvironments",

"datazone:GetEnvironment",

"ram:AcceptResourceShareInvitation",
ram:RejectResourceShareInvitation",
ram:Get*",

"ram:List*"

]I

"Resource": "*"

AWS 2|3 H2: AmazonDataZoneDomainExecutionRolePolicy

Amazon DataZone DomainExecutionRole MH|A &t o] 7|2 HA4QlL|C}. 0] @.'%*8 Amazon
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AmazonDataZoneDomainExecutionRolePolicy 32 AmazonDataZoneDomainExecutionRoleO]|
AZe = U&LCh

{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "DomainExecutionRoleStatement",
"Effect": "Allow",
"Action": [

"datazone

"datazone

"datazone

"datazone

:AcceptPredictions",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:CreateGlossary",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

AcceptSubscriptionRequest",
AddEntityOwner",
AddPolicyGrant",

CancelMetadataGenerationRun",

CancelSubscription",
CreateAsset",
CreateAssetFilter",
CreateAssetRevision",
CreateAssetType",
CreateDataProduct",
CreateDataProductRevision",
CreateDataSource",
CreateDomainUnit",
CreateEnvironment",
CreateEnvironmentBlueprint",
CreateEnvironmentProfile",
CreateFormType",

CreateGlossaryTerm",
CreatelListingChangeSet",
CreateProject",
CreateProjectMembership",
CreateRule",

:CreateSubscriptionGrant",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:DeleteGlossary",
"datazone:
"datazone:
"datazone:

CreateSubscriptionRequest",
DeleteAsset",
DeleteAssetFilter",
DeleteAssetType",
DeleteDataProduct"”,
DeleteDataSource",
DeleteDomainUnit",
DeleteEnvironment",
DeleteEnvironmentBlueprint",
DeleteEnvironmentProfile",
DeleteFormType",

DeleteGlossaryTerm",
DeletelListing",
DeleteProject",
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"datazone:
"datazone:
"datazone:
"datazone:
:DeleteSubscriptionTarget",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetGlossaryTerm",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

DeleteProjectMembership",
DeleteRule",
DeleteSubscriptionGrant",
DeleteSubscriptionRequest",

DeleteTimeSeriesDataPoints",
GetAsset",

GetAssetFilter",
GetAssetType",
GetDataProduct",
GetDataSource",
GetDataSourceRun",
GetDomain",

GetDomainUnit",
GetEnvironment",
GetEnvironmentAction",
GetEnvironmentActionLink",
GetEnvironmentBlueprint",
GetEnvironmentCredentials",
GetEnvironmentProfile",
GetFormType",

GetGlossary",

GetGroupProfile",
GetLineageNode",
GetListing",
GetMetadataGenerationRun",
GetProject",

GetRule",

GetSubscription",
GetSubscriptionEligibility",
GetSubscriptionGrant",

GetSubscriptionRequestDetails",

GetSubscriptionTarget",
GetTimeSeriesDataPoint",
GetUserProfile",
ListAccountEnvironments",
ListAssetFilters",
ListAssetRevisions",
ListDataProductRevisions",
ListDataSourceRunActivities",
ListDataSourceRuns",
ListDataSources",
ListDomainUnitsForParent",
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"datazone:
"datazone:
"datazone:
"datazone:
:ListEnvironmentBlueprints",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:ListSubscriptionRequests",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:RejectSubscriptionRequest"”,
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

"datazone

"datazone

ListEntityOwners",
ListEnvironmentActions",

ListEnvironmentBlueprintConfigurationSummaries",

ListEnvironmentBlueprintConfigurations",

ListEnvironmentProfiles",
ListEnvironments",
ListGroupsForUser",
ListLineageNodeHistory",
ListMetadataGenerationRuns",
ListNotifications",
ListPolicyGrants",
ListProjectMemberships",
ListProjects",
ListRules",
ListSubscriptionGrants",

ListSubscriptionTargets",
ListSubscriptions",
ListTimeSeriesDataPoints",
ListWarehouseMetadata",
RejectPredictions"”,

RemoveEntityOwner",
RemovePolicyGrant",
RevokeSubscription",
Search",
SearchGroupProfiles",

:SearchlListings",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateAssetFilter",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateEnvironmentProfile",
"datazone:
"datazone:
"datazone:

SearchRules",

SearchTypes",
SearchUserProfiles",
StartDataSourceRun",
StartMetadataGenerationRun",

UpdateDataSource",
UpdateDomainUnit",
UpdateEnvironment",
UpdateEnvironmentBlueprint",
UpdateEnvironmentDeploymentStatus",

UpdateGlossary",
UpdateGlossaryTerm",
UpdateProject",
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"datazone:UpdateRule",

"datazone:UpdateSubscriptionGrantStatus",
"datazone:UpdateSubscriptionRequest"

1,

"Resource": "*"

iy
{

"Sid": "RAMResourceShareStatement",

"Effect": "Allow",

"Action": "ram:GetResourceShareAssociations",

"Resource": "*"
}
]
}

AWS Z 2|8 E3: AmazonDataZoneSageMakerProvisioningRolePolicy

AmazonDataZoneSageMakerProvisioningRolePolicy 2324
SageMaker?t &% 285t= O et HetS

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "CreateSageMakerStudio",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain"

]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

1,
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"

ZH2 Amazon DataZone0l Amazon
2 2o{FLICt
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]
I
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false",
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
},
{

"Sid": "DeleteSageMakerStudio",

"Effect": "Allow",

"Action": [
"sagemaker:DeleteDomain"

]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

},
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"

]
},
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{
"Sid": "AmazonDataZoneEnvironmentSageMakerDescribePermissions",

"Effect": "Allow",

"Action": [
"sagemaker:DescribeDomain"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
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"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com",
""sagemaker.amazonaws.com"
1,
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
I
{
"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"

1,

"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
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"cloudformation.amazonaws.com"
1,
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary"
}
}
},
{

"Sid": "AmazonDataZonePermissionsToManageEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:GetRolePolicy",
"iam:DeleteRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZonePermissionsToCreateSageMakerServiceRole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/sagemaker.amazonaws.com/
AwWSServiceRoleForAmazonSageMakerNotebooks™"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]
}
}
},
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{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"sagemaker:ListDomains"
1,
"Resource": "*"
I
{

"Sid": "AmazonDataZoneEnvironmentKMSKeyValidation",
"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{

"Sid": "AmazonDataZoneEnvironmentGluePermissions",
"Effect": "Allow",
"Action": [

"glue:CreateConnection",

"glue:DeleteConnection",

"glue:GetConnection"

]I

"Resource": [
"arn:aws:glue:*:*:connection/dz-sm-athena-glue-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-cluster-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-serverless-connection-*",
"arn:aws:glue:*:*:catalog"
1,
"Condition": {

"StringEquals": {

"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"
]
}

}
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}
]
}
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{
"Version":"2012-10-17",
"Statement": [
{

"Sid":"AmazonSageMakerReadPermission",

"Effect":"Allow",

"Action": [
"sagemaker:DescribeFeatureGroup",
"sagemaker:ListModelPackages",
"sagemaker:DescribeModelPackage",
"sagemaker:DescribeModelPackageGroup",
"sagemaker:DescribeAlgorithm",
"sagemaker:ListTags",
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"sagemaker:DescribeDomain",
"sagemaker:GetModelPackageGroupPolicy",
"sagemaker:Search"

1,

"Resource":"*"

"Sid":"AmazonSageMakerTaggingPermission",

"Effect":"Allow",

"Action":[
"sagemaker:AddTags",
"sagemaker:DeleteTags"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringlLike":{

"aws:TagKeys": [
"sagemaker:shared-with:*"

"Sid":"AmazonSageMakerModelPackageGroupPolicyPermission",
"Effect":"Allow",
"Action":[
"sagemaker:PutModelPackageGroupPolicy",
"sagemaker:DeleteModelPackageGroupPolicy"
1,
"Resource": [
"arn:*:sagemaker:*:*:model-package-group/*"

"Sid":"AmazonSageMakerRAMPermission",
"Effect":"Allow",
"Action": [
"ram:GetResourceShares",
"ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations"
1,

"Resource":"*"
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"Sid":"AmazonSageMakerRAMResourcePolicyPermission",
"Effect":"Allow",
"Action": [
"sagemaker:PutResourcePolicy",
"sagemaker:GetResourcePolicy",
"sagemaker:DeleteResourcePolicy"
1,
"Resource": [
"arn:*:sagemaker:*:*:feature-group/*"

"Sid":"AmazonSageMakerRAMTagResourceSharePermission",
"Effect":"Allow",
"Action": [

"ram:TagResource"
1,
"Resource":"arn:*:ram:*:*:resource-share/*",
"Condition":{

"Null":{

"aws:RequestTag/AwsDataZoneDomainId":"false"

"Sid":"AmazonSageMakerRAMDeleteResourceSharePermission",
"Effect":"Allow",
"Action":[

"ram:DeleteResourceShare"
1,
"Resource":"arn:*:ram:*:*:resource-share/*",
"Condition":{

"Null":{

"aws:ResourceTag/AwsDataZoneDomainId":"false"

"Sid":"AmazonSageMakerRAMCreateResourceSharePermission",
"Effect":"Allow",
"Action": [

"ram:CreateResourceShare"

]I

"Resource":"*",
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"Condition":{
"StringlLikeIfExists":{
"ram:RequestedResourceType": [
"sagemaker:*"

]
I
"Null":{
"aws:RequestTag/AwsDataZoneDomainId":"false"
}

}

},

{
"Sid":"AmazonSageMakerS3BucketPolicyPermission",
"Effect":"Allow",

"Action": [

"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

1,

"Resource":[
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::amazon-datazone*",
"arn:aws:s3:::amazon-sagemaker*"

]

I

{

"Sid":"AmazonSageMakerS3Permission",

"Effect":"Allow",

"Action":[

"s3:GetObject",
"s3:ListBucket"

1,

"Resource":[
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::amazon-datazone*",
"arn:aws:s3:::amazon-sagemaker*"

]

I
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{

"Sid":"AmazonSageMakerECRPermission",

"Effect":"Allow",

"Action":[
"ecr:GetRepositoryPolicy",
"ecr:SetRepositoryPolicy",
"ecr:DeleteRepositoryPolicy"

1,

"Resource":"*",

"Condition":{
"Null":{

"aws:ResourceTag/AmazonDataZoneEnvironment":"false"

"Sid":"AmazonSageMakerKMSReadPermission",

"Effect":"Allow",

"Action":[
"kms:DescribeKey"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"

"Sid":"AmazonSageMakerKMSGrantPermission",
"Effect":"Allow",
"Action":[
"kms:CreateGrant"
1,
"Resource":"*",
"Condition":{
"ForAnyValue:StringEquals":{
"aws:TagKeys": [
"AmazonDataZoneEnvironment"

},
"ForAllValues:StringEquals":{
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"kms:GrantOperations": [
"Decrypt"

AWS ZH2|3d ZJAH.

AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary

(@ Note

Ct. H& ZH= X4 3F 7|8t HAoi| M 1AM AEE[of Roig =
Ct. Amazon DataZone 3t A7 HHME 502 ALS5t 1T AZESH A
ot ELICt. Amazon DataZone T8t 27| A2 Amazon DataZone £ 2|& 24&Hof 2t o
ErLICH IAM T8t ZA ol Chst REAMIEE HE = IAM AHE AH A Q| IAM E{E[O| T 5
=

—_ -
E XML,

My

0E

|40 ot rr rr
o

Amazon DataZone Cl|O|E{ Z& & &3l Amazon SageMaker &4
2E dd Foil YWH|l= IAM dgof o] HEt BAE XHSELIch

—_—L- O =2 710
ddste Hg ol HRE ~EteLIct

M A48t | Amazon DataZone2
A= Amazon DataZone0i| A

& mo
o
oX 0

<

Amazon DataZone2 AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary
ZE|E HAMS A85t0 AT T2 H|IXMIE IAM KIEFRIE AMBHEHLICEH 2o FRE CHeHE =
BO|= AP A EE= B MH|A(0:AWS SageMaker)E L 41504 Amazon DataZoneO| =& & = ¢!
= A8 Xt g o| HEHE FIB CFS Amazon S3 EE= Amazon Redshiftofl M ¢4 A 7{LE AWS Glue 2
EHE Ad™st= S2l HIoIHE *MaElsts 2 YE e = U&LICH

O| AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary =22 Amazon
SageMaker, Glue, Amazon SAmazon S3, AWS Lake Formation, Amazon Redshift, Amazon Athena
ot Z2 MH|A0| Amazon DataZoneOl| CHEt 217| & AL 7| HA|A HEHE FodgfL|Ct AWS EBHO|
Mo | EQ3 QIE{H 0|A, Amazon ECR E|Z X|E 2| & AWS KMS 7|2t Z2 O|2{8t MHIAE ALS
Ste= Ol 2€eet YR lZet 2|AA0] chet 17| & AT HEtE R o4& LICt E3F Amazon SageMaker
Canvas®t Z2 Amazon SageMaker O Z 2|7 04404 BM| AT = U&LICEH

AWS 22 HH 309


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Amazon DataZone MNEX 70|=

Amazon DataZone AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary
2l HHE 2 E Amazon DataZone #23 HE (AR AL & 7[04AH)of| CHEF e A= HEFLICH
o #3t ZAlE ol st 2o A Zhdof CHE HMAD {8 ST S 0|23t &S M|BHetLICh,

=22

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllNonAdminSageMakerActions",
"Effect": "Allow",
"Action": [
"sagemaker:*",
"sagemaker-geospatial:*"
1,

"NotResource": [
"arn:aws:sagemaker:*:*:domain/*",
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*",
"arn:aws:sagemaker:*:*:flow-definition/*"
]
},
{
"Sid": "AllowSageMakerProfileManagement",
"Effect": "Allow",
"Action": [
"sagemaker:CreateUserProfile",
"sagemaker:DescribeUserProfile",
"sagemaker:UpdateUserProfile",

"sagemaker:CreatePresignedDomainUrl"

1,
"Resource": "arn:aws:sagemaker:*:*:*/*"
.
{
"Sid": "AllowLakeFormation",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
1,
"Resource": "*"
.
{
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"Sid": "AllowAddTagsForDomainResources",

"Effect": "Allow",

"Action": [

"sagemaker:AddTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*",
"arn:aws:sagemaker:*:*:user-profile/*"

1,

"Condition": {

"StringEquals": {
"sagemaker:TaggingAction": [
"CreateApp",
"CreateSpace",
"CreateUserProfile"

}
I
{

"Sid": "AllowStudioActions",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeApp",
"sagemaker:DescribeDomain",
"sagemaker:DescribeSpace",
"sagemaker:DescribeUserProfile",
"sagemaker:ListApps",
"sagemaker:ListDomains",
"sagemaker:ListSpaces",
"sagemaker:ListUserProfiles"

1,

"Resource": "*"

I

{
"Sid": "AllowAppActionsForUserProfile",

"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,

"Resource": "arn:aws:sagemaker:*:*:app/*/*/*/*",
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"Condition": {
"Null": {
"sagemaker:OwnerUserProfileArn": "true"
}
}
I
{
"Sid": "AllowAppActionsForSharedSpaces",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,
"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {
"StringEquals": {
"sagemaker:SpaceSharingType": [
"Shared"
]

}
I
{
"Sid": "AllowMutatingActionsOnSharedSpacesWithoutOwner",
"Effect": "Allow",
"Action": [
"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"
1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"Null": {
"sagemaker:0OwnerUserProfileArn": "true"
}
}
},
{
"Sid": "RestrictMutatingActionsOnSpacesToOwnerUserProfile",
"Effect": "Allow",
"Action": [
"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"
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1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:DomainId}/${sagemaker:UserProfileName}"
},

"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private",
"Shared"

]

}
},
{
"Sid": "RestrictMutatingActionsOnPrivateSpaceAppsToOwnerUserProfile",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,
"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {
"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:DomainlId}/${sagemaker:UserProfileName}"
I
"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private"

]

}
}I

"Sid": "AllowFlowDefinitionActions",
"Effect": "Allow",
"Action": "sagemaker:*",
"Resource": [
"arn:aws:sagemaker:*:*:flow-definition/*"
1,
"Condition": {
"StringEqualsIfExists": {
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"sagemaker:WorkteamType": [
"private-crowd",
"vendor-crowd"

]

}
}I

{
"Sid": "AllowAWSServiceActions",
"Effect": "Allow",
"Action": [

"sqlworkbench:*",

"datazone:*",

"application-autoscaling:DeleteScalingPolicy",

"application-autoscaling:DeleteScheduledAction",

"application-autoscaling:DeregisterScalableTarget",

"application-autoscaling:DescribeScalableTargets",

"application-autoscaling:DescribeScalingActivities",

"application-autoscaling:DescribeScalingPolicies",

"application-autoscaling:DescribeScheduledActions",

"application-autoscaling:PutScalingPolicy",

"application-autoscaling:PutScheduledAction",

"application-autoscaling:RegisterScalableTarget",

"aws-marketplace:ViewSubscriptions",

"cloudformation:GetTemplateSummary",

"cloudwatch:DeleteAlarms",

"cloudwatch:DescribeAlarms",

"cloudwatch:GetMetricData",

"cloudwatch:GetMetricStatistics",

"cloudwatch:ListMetrics",

"cloudwatch:PutMetricAlarm",

"cloudwatch:PutMetricData",

"codecommit:BatchGetRepositories",

"codecommit:CreateRepository",

"codecommit:GetRepository",

"codecommit:List*",

"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
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ec2:
"ec2:

ec2:
"ec2:

ecr:
"ecr:
"ecr:
"ecr:
"

ecr
"ecr:

DescribeSubnets",
DescribeVpcEndpoints",
DescribeVpcEndpointServices",
DescribeVpcs",
BatchCheckLayerAvailability",
BatchGetImage",

Describe*",
GetAuthorizationToken",

:GetDownloadUrlForLayer",

StartImageScan",

"elastic-inference:Connect",

"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets"

"fsx:DescribeFileSystems",
"groundtruthlabeling:*",

iam:
"iam:
"kms:
"kms:
"lamb

"logs

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
hift-data:BatchExecuteStatement",

"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds

GetRole",
ListRoles",
DescribeKey",
ListAliases",
da:ListFunctions",
:CreatelogDelivery",
CreatelLogGroup",
CreatelLogStream",
DeletelLogDelivery",
DescribelogGroups",
DescribelogStreams",
GetLogDelivery",
GetLogEvents",
ListLogDeliveries",
PutLogEvents",
UpdatelLogDelivery",

hift-data:CancelStatement",
hift-data:DescribeStatement"”,
hift-data:DescribeTable",
hift-data:ExecuteStatement",
hift-data:GetStatementResult",
hift-data:ListSchemas",
hift-data:ListTables",

"redshift-serverless:
"redshift-serverless
"redshift-serverless:
"redshift-serverless:
"redshift-serverless:

GetCredentials",

:GetNamespace",

GetWorkgroup",
ListNamespaces",
ListWorkgroups",
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"secretsmanager:ListSecrets"”,
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"sns:ListTopics",
"tag:GetResources"

1,

"Resource": "*"

},

{
"Sid": "AllowRAMInvitation",

"Effect": "Allow",

"Action": "ram:AcceptResourceShareInvitation",

"Resource": "*",
"Condition": {
"StringLike": {
"ram:ResourceShareName": "dzd_*"
}
}
I
{

"Sid": "AllowECRActions",

"Effect": "Allow",

"Action": [
"ecr:SetRepositoryPolicy",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelLayerUpload",
"ecr:DeleteRepository",
"ecr:PutImage",
"ecr:TagResource",
"ecr:UntagResource"

1,

"Resource": [
"arn:aws:ecr:*:*:repository/sagemaker*",
"arn:aws:ecr:*:*:repository/datazone*"

]

},
{
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"Sid": "AllowCodeCommitActions",

"Effect": "Allow",

"Action": [

"codecommit:GitPull",
"codecommit:GitPush"

1,

"Resource": [
"arn:aws:codecommit:*:*:*sagemaker*",
"arn:aws:codecommit:*:*:*SageMaker*",
"arn:aws:codecommit:*:*:*Sagemaker*"

]

I
{

"Sid": "AllowCodeBuildActions",

"Action": [
"codebuild:BatchGetBuilds",
"codebuild:StartBuild"

1,

"Resource": [
"arn:aws:codebuild:*:*:project/sagemaker*",
"arn:aws:codebuild:*:*:build/*"

1,

"Effect": "Allow"

I
{

"Sid": "AllowStepFunctionsActions",

"Action": [
"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
"states:StopExecution",
"states:UpdateStateMachine"

1,

"Resource": [
"arn:aws:states:*:*:statemachine:*sagemaker*",
"arn:aws:states:*:*:execution:*sagemaker*:*"

iF

"Effect": "Allow"
iy
{

"Sid": "AllowSecretManagerActions",

"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
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"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
"secretsmanager:PutResourcePolicy"

1,

"Resource": [
"arn:aws:secretsmanager:*:*:secret:AmazonSageMaker-*"

]

I
{

"Sid": "AllowServiceCatalogProvisionProduct",

"Effect": "Allow",

"Action": [
"servicecatalog:ProvisionProduct"

1,

"Resource": "*"

I
{

"Sid": "AllowServiceCatalogTerminateUpdateProvisionProduct",

"Effect": "Allow",

"Action": [
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:userLevel": "self"
}
}
I
{

"Sid": "AllowS30bjectActions",

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"s3:GetBucketAcl",
"s3:PutObjectAcl"
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]I

"Resource": [
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::Sagemaker-DataZone*",
"arn:aws:s3:::DataZone-Sagemaker*",
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::datazone-sagemaker*",

]

},
{

"Sid": "AllowS3GetObjectWithSageMakerExistingObjectTag",

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::*!

1,

"Condition": {
"StringEqualsIgnoreCase": {

"s3:ExistingObjectTag/SageMaker": "true"
}
}
I
{

"Sid": "AllowS3GetObjectWithServiceCatalogProvisioningExistingObjectTag",

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::*!

1,

"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/servicecatalog:provisioning": "true"
}
}
},

{
"Sid": "AllowS3BucketActions",

"Effect": "Allow",

arn:aws:s3:::amazon-datazone*"
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"Action": [

"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketCors",
"s3:PutBucketCors"

1,

"Resource": [
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::Sagemaker-DataZone*",
"arn:aws:s3:::DataZone-Sagemaker*",
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::amazon-datazone*"

]

},

{
"Sid": "ReadSageMakerJumpstartArtifacts",
"Effect": "Allow",

"Action": "s3:GetObject",

"Resource":

"arn:

"arn:

"arn:

"arn:

"arn:

]

}I

{
"Sid"
"Effe

arn:

arn:

arn:

arn:

arn:

aws
aws @
aws
aws @
aws
aws @
aws
aws @
aws
aws @

s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::

L

:jumpstart-cache-prod-us-west-2/*",
:jumpstart-cache-prod-us-east-1/*",
:jumpstart-cache-prod-us-east-2/*",
:jumpstart-cache-prod-eu-west-1/*",
:jumpstart-cache-prod-eu-central-1/*",
:jumpstart-cache-prod-ap-south-1/*",
:jumpstart-cache-prod-ap-northeast-2/*",
:jumpstart-cache-prod-ap-northeast-1/*",
:jumpstart-cache-prod-ap-southeast-1/*",
:jumpstart-cache-prod-ap-southeast-2/*"

: "AllowLambdaInvokeFunction",
"Allow",

ct":

"Action":
"lambda:InvokeFunction"

1,

L

"Resource":

L

"arn:aws:lambda:*:*:function:*SageMaker*",

"arn:aws:lambda:*:*:function:*sagemaker*",

"arn:aws:lambda:*:*:function:*Sagemaker*",
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"arn:aws:lambda:*:*:function:*LabelingFunction*"

]
1,
{

"Sid": "AllowCreateServicelLinkedRoleForSageMakerApplicationAutoscaling",
"Action": "iam:CreateServicelLinkedRole",

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/aws-service-role/sagemaker.application-

autoscaling.amazonaws.com/AWSServiceRoleForApplicationAutoScaling_SageMakerEndpoint",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "sagemaker.application-autoscaling.amazonaws.com"
}
}
},

{
"Sid": "AllowSNSActions",

"Effect": "Allow",

"Action": [

"sns:Subscribe",
"sns:CreateTopic",
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

]

},
{

"Sid": "AllowPassRoleForSageMakerRoles",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr_sagemaker_execution_role_*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",

"bedrock.amazonaws.com",
"states.amazonaws.com",
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"lakeformation.amazonaws.com",
"events.amazonaws.com",
"sagemaker.amazonaws.com",
"forecast.amazonaws.com"

}
iy

{
"Sid":

"CrossAccountKmsOperations",

"Effect": "Allow",
"Action": [

"kms:
"kms:
"kms:

1,

DescribeKey",
Decrypt",
ListKeys"

"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}
}I

{
"Sid":

"KmsOperationsWithResourceTag",

"Effect": "Allow",
"Action": [

"kms:
"kms
"kms:
"kms:
"kms:
"kms:

1,

DescribeKey",

:Decrypt",

ListKeys",
Encrypt",
GenerateDataKey",
RetireGrant"

"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment":

}
}
}I

{
"Sid":

"AllowAthenaActions",

"Effect": "Allow",

"false"
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"Action":
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:

]I

[
BatchGetNamedQuery",

BatchGetPreparedStatement",
BatchGetQueryExecution",
CreateNamedQuery",
CreateNotebook",
CreatePreparedStatement",
CreatePresignedNotebookUrl",
DeleteNamedQuery",
DeleteNotebook",
DeletePreparedStatement",
ExportNotebook",
GetDatabase",
GetDataCatalog",
GetNamedQuery",
GetPreparedStatement",
GetQueryExecution",
GetQueryResults",
GetQueryResultsStream",
GetQueryRuntimeStatistics",
GetTableMetadata",
GetWorkGroup",
ImportNotebook",
ListDatabases",
ListDataCatalogs",
ListEngineVersions",
ListNamedQueries",
ListPreparedStatements",
ListQueryExecutions",
ListTableMetadata",
ListTagsForResource",
ListWorkGroups",
StartCalculationExecution",
StartQueryExecution",
StartSession",
StopCalculationExecution",
StopQueryExecution",
TerminateSession",
UpdateNamedQuery",
UpdateNotebook",
UpdateNotebookMetadata",
UpdatePreparedStatement"

"Resource": [

AWS ZElE8 ZH

323



Amazon DataZone

AR 7H0|E

"

]
+

{
"Sid": "AllowGlueCreateDatabase",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/default"

]

1,

{
"Sid": "AllowRedshiftGetClusterCredentials",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentials"

1,

"Resource": [

"arn:aws:redshift:*:*:dbuser:*/sagemaker_access*",

"arn:aws:redshift:*:*:dbname:*"
]
I

{
"Sid": "AllowlListTags",

"Effect": "Allow",

"Action": [
"sagemaker:ListTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:domain/*"

]

I
{

"Sid": "AllowCloudformationListStackResources",
"Effect": "Allow",

"Action": [

"cloudformation:ListStackResources"

1,

"Resource": "arn:aws:cloudformation:*:*:stack/SC-*"

iy
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{
"Sid":

"AllowGlueActions",

"Effect": "Allow",
"Action": [

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue
"glue:
"glue:
"glue:

GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
ListJobs",

CreateSession",

RunStatement",
BatchCreatePartition",
CreatePartitionIndex",
CreateTable",
BatchGetWorkflows",
BatchUpdatePartition",
BatchDeletePartition",
GetPartition",

GetPartitions",

UpdateTable",
DeleteTableVersion",
DeleteTable",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeletePartitionIndex",
UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
BatchDeleteTableVersion",
BatchDeleteTable",
CreatePartition",
DeletePartition",
UpdatePartition",
CreateBlueprint",

Createlob",

CreateConnection",
CreateCrawler",
CreateDataQualityRuleset",
CreateWorkflow",

GetDatabases",

GetTables",

GetTable",

SearchTables",

:NotifyEvent",

ListSchemas",
BatchGetJobs",
GetConnection",
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"glue:GetDatabase"

1,

"Resource": [

T
]
I
{

"Sid": "AllowGlueActionsWithEnvironmentTag",

"Effect": "Allow",

"Action": [
"glue:SearchTables",
"glue:NotifyEvent",
"glue:StartBlueprintRun",
"glue:PutWorkflowRunProperties",
"glue:StopCrawler",
"glue:Deletelob",
"glue:DeleteWorkflow",
"glue:UpdateCrawler",
"glue:DeleteBlueprint",
"glue:UpdateWorkflow",
"glue:StartCrawler",
"glue:ResetJobBookmark",
"glue:UpdateJob",
"glue:StartWorkflowRun",
"glue:StopCrawlerSchedule",
"glue:ResumeWorkflowRun",
"glue:ListSchemas",
"glue:DeleteCrawler",
"glue:UpdateBlueprint",
"glue:BatchStopJobRun",
"glue:StopWorkflowRun",
"glue:BatchGetJobs",
"glue:BatchGetWorkflows",
"glue:UpdateCrawlerSchedule",
"glue:DeleteConnection",
"glue:UpdateConnection",
"glue:GetConnection",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchDeleteConnection",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
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"glue:CreateWorkflow",
"glue:*DataQuality*"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment" :
}
}
I

{

"Sid": "AllowGlueDefaultAccess",

"Effect": "Allow",

"Action": [

"glue:BatchGet*",
"glue:Get*",
"glue:SearchTables",
"glue:List*",
"glue:RunStatement"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/default",
"arn:aws:glue:*:*:connection/dz-sm-*",
"arn:aws:glue:*:*:session/*"

]

},
{

"Sid": "AllowRedshiftClusterActions",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentialsWithIAM",
"redshift:DescribeClusters"

1,

"Resource": [
"arn:aws:redshift:*:*:cluster:*",
"arn:aws:redshift:*:*:dbname:*"

]

},
{

"Sid": "AllowCreateClusterUser",

"Effect": "Allow",

"Action": [
"redshift:CreateClusterUser"

"false"
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]I

"Resource": [
"arn:aws:redshift:*:*:dbuser:*"
]
},
{

"Sid": "AllowCreateSecretActions",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*",
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"

I

"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneProject": "false",
"aws:ResourceTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneProject": "false"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain",
"AmazonDataZoneProject"

]

}
}I
{

"Sid": "ForecastOperations",

"Effect": "Allow",

"Action": [
"forecast:CreateExplainabilityExport",
"forecast:CreateExplainability",
"forecast:CreateForecastEndpoint",
"forecast:CreateAutoPredictor",
"forecast:CreateDatasetImportJob",
"forecast:CreateDatasetGroup",
"forecast:CreateDataset",
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"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast

"forecast:

"forecast
"forecast
"forecast
"forecast

1,

"Resource":

]

iy
{

"Sid":

:CreateForecast",
:CreateForecastExportJob",
:CreatePredictorBacktestExportJob",
:CreatePredictor"”,
:DescribeExplainabilityExport",
:DescribeExplainability",
:DescribeAutoPredictor",
:DescribeForecastEndpoint",
:DescribeDatasetImportJob",
:DescribeDataset"”,
:DescribeForecast",
:DescribeForecastExportJob",
:DescribePredictorBacktestExportJob",
:GetAccuracyMetrics",

InvokeForecastEndpoint",

:GetRecentForecastContext",
:DescribePredictor",
:TagResource",
:DeleteResourceTree"

L

"arn:aws:forecast:*:*:*Canvas*"

"Effect":
"Action":

"Resource":

iy
{

"RDSOperation",
"Allow",
"rds:DescribeDBInstances",

"y

"Sid": "AllowEventBridgeRule",
"Effect":
"Action":
"events:PutRule"

1,

"Resource":

"Allow",

"arn:aws:events:*:*:rule/*",

"Condition": {
"StringEquals": {

"aws:RequestTag/sagemaker:is-canvas-data-prep-job":

"true"
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"Sid": "EventBridgeOperations",
"Effect": "Allow",
"Action": [

"events:DescribeRule",
"events:PutTargets"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/sagemaker:is-canvas-data-prep-job":

}
}
3
{

"Sid": "EventBridgeTagBasedOperations",

"Effect": "Allow",

"Action": [
"events:TagResource"

1,

"Resource": "arn:aws:events:*:*:rule/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job":

"aws:ResourceTag/sagemaker:is-canvas-data-prep-job":

}
}
}I

{
"Sid": "EventBridgelListTagOperation",

"Effect": "Allow",
"Action": "events:ListTagsForResource",
"Resource": "*"

iy

{
"Sid": "AllowEMR",

"Effect": "Allow",

"Action": [
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters"

1,

"Resource": "*"

},
{

"true"

"true",
"true"
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"Sid": "AllowSSOAction",
"Effect": "Allow",
"Action": [

"sso:CreateApplicationAssignment",

"sso:AssociateProfile"

1,

"Resource": "*"

I

{

"Sid": "DenyNotAction",
"Effect": "Deny",
"NotAction": [
"sagemaker:*",
"sagemaker-geospatial:*",
"sglworkbench:*",
"datazone:*",
"forecast:*",
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:

DeleteScalingPolicy",
DeleteScheduledAction",
DeregisterScalableTarget",
DescribeScalableTargets",
DescribeScalingActivities",
DescribeScalingPolicies",
DescribeScheduledActions",
PutScalingPolicy",
PutScheduledAction",
RegisterScalableTarget",

"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",

"athena:CreateNamedQuery"

"athena:CreateNotebook",

’

"athena:CreatePreparedStatement",
"athena:CreatePresignedNotebookUrl",

"athena:DeleteNamedQuery"

"athena:DeleteNotebook",

’

"athena:DeletePreparedStatement",

"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",

"athena:GetPreparedStatement",
"athena:GetQueryExecution",

"athena:GetQueryResults",
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"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",
"cloudformation:ListStackResources",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"codebuild:BatchGetBuilds",
"codebuild:StartBuild",
"codecommit:BatchGetRepositories",
"codecommit:CreateRepository",
"codecommit:GetRepository",
"codecommit:List*",
"codecommit:GitPull",
"codecommit:GitPush",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
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ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcEndpointServices",
"ec2:DescribeVpcs",
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:CreateRepository",
"ecr:Describe*",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:SetRepositoryPolicy",
"ecr:CompletelLayerUpload",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelayerUpload",
"ecr:DeleteRepository",
"ecr:PutImage",
"ecr:StartImageScan",
"ecr:TagResource",
"ecr:UntagResource",
"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters",
"events:PutRule",
"events:DescribeRule",
"events:PutTargets",
"events:TagResource",
"events:ListTagsForResource",
"fsx:DescribeFileSystems",
"glue:SearchTables",
"glue:NotifyEvent",
"glue:StartBlueprintRun",
"glue:PutWorkflowRunProperties",
"glue:StopCrawler",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

Deletelob",
DeleteWorkflow",
UpdateCrawler",
DeleteBlueprint",
UpdateWorkflow",
StartCrawler",
ResetJobBookmark",
UpdateJob",
StartWorkflowRun",
StopCrawlerSchedule",
ResumeWorkflowRun",
DeleteCrawler",
UpdateBlueprint",
BatchStopJobRun",
StopWorkflowRun",
BatchGet*",
UpdateCrawlerSchedule",
DeleteConnection",
UpdateConnection",
Get*",
BatchDeleteConnection",
StartCrawlerSchedule",
StartJobRun",
CreateWorkflow",
*DataQuality*",
List*",
CreateSession",
RunStatement",
BatchCreatePartition",
CreateDatabase",
CreatePartitionIndex",
CreateTable",
BatchUpdatePartition",
BatchDeletePartition",
UpdateTable",
DeleteTableVersion",
DeleteTable",

DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",

DeletePartitionIndex",

UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
BatchDeleteTableVersion",

BatchDeleteTable",
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"glue:CreatePartition",
"glue:DeletePartition",
"glue:UpdatePartition",
"glue:CreateBlueprint",
"glue:CreateJob",
"glue:CreateConnection",
"glue:CreateCrawler",
"groundtruthlabeling:*",
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:ListRoles",

"iam:PassRole",

"kms:DescribeKey",

"kms:ListAliases",

"kms:Decrypt",

"kms:ListKeys",

"kms:Encrypt",

"kms:GenerateDataKey",
"kms:RetireGrant",
"lakeformation:GetDataAccess",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"logs:CreatelLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
"logs:GetLogDelivery",
"logs:GetLogEvents",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:UpdateLogDelivery",
"ram:AcceptResourceShareInvitation",
"rds:DescribeDBInstances",
"redshift:CreateClusterUser",
"redshift:GetClusterCredentials",
"redshift:GetClusterCredentialsWithIAM",
"redshift:DescribeClusters"”,
"redshift-data:BatchExecuteStatement",
"redshift-data:CancelStatement",
"redshift-data:DescribeStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
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"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"s3:GetBucketAcl",

"s3:PutObjectAcl",

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketCors",
"s3:PutBucketCors",
"s3:DeleteObjectVersion”,
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"secretsmanager:ListSecrets",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
"secretsmanager:PutResourcePolicy",
"secretsmanager:TagResource",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:ProvisionProduct",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",
"sns:ListTopics",

"sns:Subscribe",

"sns:CreateTopic",

"sns:Publish",
"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
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"states:StopExecution",
"states:UpdateStateMachine",
"tag:GetResources",
"sso:CreateApplicationAssignment",
"sso:AssociateProfile"

1,

"Resource": "*"
}
]
}

AWS EE2|E EHoi CHEt Amazon DataZone |0 E

O| MH|A7} Oleq8t A A& S FX3517| ARHEE O|F 2 E{ Amazon DataZone2| AWS 2|3 MY
Uo|o|Eof CHt M5 HEE ELICt o] Ho|X[e| B4 AFE | CHEr XIS L 22 2ot E 2{T Amazon
DataZone &A1 7|5 H 0| X|0fAM RSS I|IEE +535HM 2.

HE MY Y =

20254 58 224
AmazonDataZoneFullAccess - AmazonDataZoneFull

M Arf|o|E AccessOl CHEt H& 4H|0|E
- 2£0| RAM ZlAA BR0AM
AWS AWS 2" Mt A4
St7Lt HClo|EE = JUES

grLCt
20254 5% 21
AmazonDataZoneGlue AmazonDataZoneGlue
ManageAccessRolePolicy - & ManageAccessRolePo
M AololE licyol| CHEt &2 4H[0|E -

Amazon DataZone T2 X

E AMEXt A& 2 mHa| o

M E|O|E2| HIO|E T& A

g2 ArgELUch of Ao

O|E & iam:PassRole

=datazone_usr_role*
O|E F7I5to] ZENME AR

AWS 22|32

o
Yl
2
bl
]

S 337


https://docs.aws.amazon.com/datazone/latest/userguide/doc-history.html

Amazon DataZone

HZ A

od

AmazonDataZoneSage

MakerProvisioningRolePolicy -
M ool

AmazonDataZoneSage
MakerEnvironmentRo
lePermissionsBoundary - 2324
AclolE

AmazonDataZoneSage
MakerAccess & AmazonDat

aZoneGlueManageAcc
& oiH|0|E

o 1|

essRolePolicy -

AmazonDataZoneSage
MakerProvisioningRolePolicy
of CHet HA Ao|0|E -
glue:GetConnection %
dofl CHEH RIS F7}.

AmazonDataZoneSage
MakerEnvironmentRo
lePermissionsBoundaryo| CH
B3 40| -0] M7 A
et 8H ol sagemaker
:AddTags & F7t5t04
Amazon DataZoneO| &
Rt E}E CreateUse
rProfile At830 83X
CESEY = ULT

rok

|

o
=2
—

()olI

AmazonDataZoneFullAccess,
AmazonDataZoneSage
MakerAccess 2! AmazonDat
aZoneGlueManageAcc
essRolePolicy0l| CHEH 434 ¢
H|O|E - Amazon SageMaker
Unified Studio 32 x| &
LICt.

gLt

=

20254 18 2

2024'A 122 3

2024'4 128 3

AWS 22|32

og

338



Amazon DataZone

HZ A

od

AmazonDataZoneDoma
inExecutionRolePolicy
2! AmazonDataZoneFull

UserAccess - 23 A0 0|E

AmazonDataZoneReds

hiftGlueProvisioningPolicy -
SIS

AmazonDataZoneDoma
inExecutionRolePolicy
2! AmazonDataZoneFull

UserAccess - H& 00| E

Ad404
=o

+5 3ol cie HE

OlE M& &g K|St
& AmazonDataZoneDoma
inExecutionRolePolicy

2! AmazonDataZoneFull
UserAccessO| CHEH 424 4|
O|E.

AmazonDataZoneReds
hiftGlueProvisioningPolicyi|
CHEH 2 4H|0|E - AL XE7}
datazone* Z MM El =Y
ofl CHEH M2 HHE ALAE £
ULF 57| 2|6 iam:Delet
ePolicyVersion £ &7
rL|Ch Ol A 3t &3 AtE
X} od8t Z=HS o4r|0|E 5l of
St= AL&Xtol RtEHS A E

= A&Lich

5]
A

AmazonDataZoneDoma
inExecutionRolePolicy
2! AmazonDataZoneFull
UserAccess - Amazon
DataZone T=M|Q! B2 & H|O|
HAEs 4d & #elsts ol
AMEBE[= M APIO| CHEF X[
£ g4

=

20244 118 19¢

2024'4 10 22¢

20244 7€ 31

AWS 22|32

og

339



Amazon DataZone

HZ A

0%

AmazonDataZoneGlue

ManageAccessRolePolicy -
2 eirfo|=

AmazonDataZoneExec
utionRolePolicy & AmazonDat
aZoneFullUserAccess - &%t
UM 0|E

AmazonDataZoneGlue
ManageAccessRolePolicy - &
M AololE

Ad404
=o

AmazonDataZoneGlue
ManageAccessRolePolicy 0|
CHet 22 4|0 E - Amazon
DataZone Lake Formationo|
M HEtE Roistes HRIE &
0|7| ?lsf ME&tEl M A |
01 7|s0ll AAEE[= IAM HE
£ FI7HELC

AmazonDataZoneExec
utionRolePolicy & AmazonDat
aZoneFullUserAccessOl| CHEt
M2 Ao|o|EE S5 HIOo|H
HE L M2 sHE HAMA Ko
APIlof| CHEH X| S St ErL
Ct.

Amazon DataZone0l| A RHx]|
7= 7|sol|l 228 IAM H
gh2 Ftstod tilo|3 ¥4
oM Hoik|l= M2 At
5l= AmazonDataZoneGlue
ManageAccessRolePolicyoi|
CHEt 2428 4|0 E L|Ct. Rt
MTs7IsE2 AESIHEID
7b X|IHE 2|AA0)Elo|a
I HEtE 2o = UEL

Ct.

=

20244 7€ 2

2024H 6" 27

2024 6% 14

AWS ZElE8 ZH

340



Amazon DataZone

HZ A

od

AmazonDataZoneDoma
inExecutionRolePolicy - =4
ddolE

AmazonDataZoneFullAccess -
MAM AH|0|E

Ad404
=o

=

2024'H 6& 14
AEXE7F Amazon DataZone
gEo] CiEt 2hdE 7
ME &= JESF Amazon
DataZone™| M APIE F 7|3}
©— AmazonDataZoneDoma
inExecutionRolePolicy0d| CHSt
M2 Aol[o|ELCE.

2024'H 6& 14
Amazon DataZone #2| 2&
O| AtEXHE CHAlSH0 =M Q!
Eiaot ZZME EjO0E 25
AtE35to] Hot et B MAJE
T AJE 5 5= AmazonDat
aZoneFullAccessO CHEH
M Aoo[Euct. EBF &
HQl &A7A Aol #ElE &
MEtstod AL E HHel HH
HE JEE = = ULE 5t
= ram:ListResourceSh
arePermissions ZEdT
EZEHELuCH

AWS HEIE 95

341



Amazon DataZone MNEX 70|=

HZ A

od

L= o

2024 4 30
AmazonDataZoneSage AmazonDataZoneSage

MakerEnvironmentRo MakerEnvironmentRo
lePermissionsBoundary - Af ™ lePermissionsBoundary2t=
gt BHA M #et ZAYLICH Amazon

DataZone C|O|E{ Z&2 S5l

Amazon SageMaker 42 M

A& mf Amazon DataZone2
2t E A ol dEEl= IAM
gol o] Het FHE M8
L|Ct. M&t ZBH= Amazon
DataZoneOf| A 44dst= &
o HR[E AstefLICt.

ol

% 1Q

2024'A4 4¢ 30
AmazonDataZoneSage AmazonDataZoneSage
MakerAccess - Al &4 MakerAccessZteE A A2
Amazon DataZone0ll Amazon
SageMaker A4S FHEFZ T
of HAIE = = HetE 7
OfffL|ct. £ FHEF2 0
= Amazon SageMaker0i| | Al
Tl Rtokol| CHEE HM|A HEHS
045t 7Lt HAM| A HELE F
28 = e HEHE Amazon
DataZone0 5 04gfL|C}.

AWS Z 2|3 M 342



Amazon DataZone

HZ A

0%

AmazonDataZoneFullAccess -
A AH|0|E

AmazonDataZoneSage

MakerProvisioningRolePolicy -
M =

AmazonDataZoneS3Manage-
<region>-<domainld> - A

3t
=

Ad404
=o

AmazonDataZoneFullAccess
x&of Ch3t CjolER, 2
E0M EFRZEIEE T3t
= 7;||x-| Il_|-E|7;|.o| A|.2A—|°
M43t 7] 218t DescribeS
ecurityGroups A4

X|&= 2213 Aol chst &
HE HN3 = B E=0| El&E
GetPolicy Zrdof CHet <4
MAE F7Her L c

AmazonDataZoneSage
MakerProvisioningRolePolicy
2= ME2 E22 Amazon
DataZone0l Amazon
SageMaker®t &5 2&3t=
O Zest HMets HodstL|o}.

ok

Amazon DataZoneO| Lake
Formation2 £ £ 5} 04
Amazon Simple Storage
Service(S3) |XIE S5

g [ AFE E|= AmazonDat
aZoneS3Manage-<region>-
<domainld>2t= Af &L
Ct. DataZone AWS Amazon
S3 AWS Lake Formation2 3
= @|x[Q| Cl|O|E{0| HM[AEF
ol Jg s =UeLict.

=

2024 42 30

2024 42 30

2024 A 48 1

AWS 22|32

og

343



Amazon DataZone

HZ A

od

AmazonDataZoneGlue

ManageAccessRolePolicy - &
M AMo|E

AmazonDataZoneDoma
inExecutionRolePolicy

2! AmazonDataZoneFull
UserAccess - S8 4C|0|E

AmazonDataZoneFullAccess -
MM Aol

Ad404
=o

AmazonDataZoneGlue
ManageAccessRolePo

licyE O|0|E 3504 Amazon
DataZone0]| Ci|O|E{od| CHEt A
Al ol HM|A HEtE B8 E 4

QU= HEte RIMELICH

AN - —

CancelMetadataGene
rationRun APIO CH

gt X2 EYEtstE s
AmazonDataZoneDoma
inExecutionRolePolicy

2! AmazonDataZoneFull
UserAccessE O|O|ERH &L
Ct.

A& X7t Amazon DataZone
e 2&0M &=, F2AH,
VPC A MELIE BIAE ¥}
o =45t X| ot 0 MEqEr o~ Q)
T 5 AmazonDataZoneFull
Access & YHO[O|EX&L
Ct.

=

2024 A 48 1

2024H 3 29

2024 3¢ 13

AWS HEIE 95

344



Amazon DataZone

HZ A

0%

AmazonDataZoneDoma
inExecutionRolePolicy - =4
ool

AmazonDataZoneGlue
ManageAccessRolePolicy -
& joilo|=

AmazonDataZoneFull
UserAccess 2! AmazonDat
aZoneDomainExecuti
onRolePolicy - H& 4H[0|E

Ad404
=o

AmazonDataZoneDoma
inExecutionRolePolicyE |
O|E5tod o AH|IH & 2o
MEdsleEl EFZEEE 4
HEtod B E Z2os MM
st= Ol 228 ListEnvir
onmentBlueprintCon
figurationSummaries
APIO| CHEH XS Ed3tiE
L{Ct.

AWS Lake Formation &} 0|
HE|E 2Eof CHE XS

g 435t5t =& AmazonDat
aZoneGlueManageAcc
essRolePolicyE AO|IO|ERl&
L|C}.

AmazonDataZoneFull
UserAccess 2! AmazonDat
aZoneDomainExecuti
onRolePolicy HA 2 AH[0|E
504 Amazon DataZone 01| A
A& Al K| Clo|E A 7|
S2 X|@ELct.

=

20244 28 1

20234 128 14

20234 118 28

AWS ZElE8 ZH

345



Amazon DataZone

HZ A

0%

AmazonDataZoneEnvi
ronmentRolePermiss
ionsBoundary - & 40| 0| E

AmazonDataZoneReds

hiftManageAccessRolePolicy -
M ool

AmazonDataZoneFull
UserAccess - & H[0|E

Ad404
=o

Amazon DataZone2
AmazonDataZoneEnvi
ronmentRolePermiss
ionsBoundary 2% &2
= Yolo|ERi&LICE ol ™
M2 ResourceTag =7
of et "7t S48 F7t
athena:GetQueryRes
ultsStream TESE 7
MELCH.

Amazon DataZone2
redshift:Associate
DataShareConsumer %f
ol CHE =& ID & el2 M
504 AmazonDataZoneReds
hiftManageAccessRo
lePolicyE O O|ERl& LICt.

Ol S3H AWS =2%| 7hof| 2|4
A28 SRY + JA&LICH

Amazon DataZone2 Amazon
DataZoneOf| T4 HA|A H
gt2 5 045t= AmazonDat
aZoneFullUserAccess M2 &
UOO|ERMK|EH, Ol =2,
AMERF E= i AHHol el

£ 5{83tx| ef&Lch

=

2023 118 17

20234 118 16

20234 10E 2

AWS ZElE8 ZH

346



Amazon DataZone

HZ A

od

AmazonDataZonePort

alFullAccessPolicy - & Al
St
—

AmazonDataZonePrev
iewConsoleFullAccess - 23%H
AE BE

AmazonDataZoneDoma
inExecutionRolePolicy - A &

XH
&l

Ad404
=o

=

L4 9= 292l
Amazon DataZone2 2023H 9% 29

AmazonDataZonePort
alFullAccessPolicyZ 4 0|4
A3t K| A& LIC

4 92 292/
Amazon DataZone2 202320 9= 295

AmazonDataZonePrev
iewConsoleFullAccessZ [ 0|
& ArE35HX| k& LCt

L4 g< 25921
Amazon DataZone2 202351 9= 252

AmazonDataZoneDoma
inExecutionRolePolicy2H= M
Mxig FItaLICEH
Amazon DataZone
AmazonDataZoneDoma
inExecutionRole AMH|A
edgto| 7|2 AaHelL|ct. o] o
&2 Amazon DataZone0i| A
Amazon DataZone T 0H|212]
ClOIEHE R 23}, AM, &
2, 3% % 2M5t= ol AHEE

LICE.

AmazonDataZoneDoma
inExecutionRolePol
icy ™MAME AmazonDat
aZoneDomainExecuti
onRole Of 232 =+ U&L
Ct.

AWS 223 &2

347



Amazon DataZone

HZ A

od

AmazonDataZoneCros
sAccountAdmin - Af &4

AmazonDataZoneFull
UserAccess - M| Z4=H

AmazonDataZoneReds
hiftManageAccessRolePolicy -
M

Ad404
=o

Amazon DataZone2
AmazonDataZoneCros
sAccountAdminO|ZE= M2
2 HME F7t5t0] AHERt

7t A= ol 242 El Amazon
DataZone2L £ &t = QI
g ot

Amazon DataZone2 Amazon
DataZoneOf T4 KA A H
$t2 5 045t= AmazonDat
aZoneFullUserAccess H2&
Aol EREX|EH ol =M,
AMEXF E= i AHH ol el

£ s{83tx| ef&LCh.

Amazon DataZone
AmazonDataZoneReds
hiftManageAccessRo
lePolicy2t= ME2 HHg F
7}3+04 Amazon DataZoneO|
Clo|E{E HlAlSt D ol O|E{of|
HM[A HEHE ROoiE = UL

g &t

1 AA K

=

2023 98 19

2023H 9 12

2023 9 12

AWS HEIE 95

348



Amazon DataZone

HZ A

od

AmazonDataZoneGlue

ManageAccessRolePolicy - Al
Sk

AmazonDataZoneReds
hiftGlueProvisioningPolicy - Al

R4 RH
[N |

AmazonDataZoneEnvi
ronmentRolePermiss
ionsBoundary - A 244

Ad404
=o

Amazon DataZone2 7}&
Z710i AWS Glue H|O|E

E HAI"E = U= HetE
Amazon DataZone0{| £ 04
3t = AmazonDataZoneGlue
ManageAccessRolePolicyZt
= M ERE FI7IRS L

Ct. DataZone EE 8t Amazon
DataZoneO| ZtEF 2301 HA|
El AWS Glue At&tod| CHE A
NA FHetE F0{5t7{LE AAl
A HELE FAE = U TE

T AR — -
= FoqgrL|ct.

Amazon DataZone2 K|
ZlE OO AAQI AS 2
ot= o 228 HEte

=4 L=

ol

Amazon DataZone0 5045}
& AmazonDataZoneReds
hiftGlueProvisioningPolicy 2t =

M EME FIH&LICH

Amazon DataZone
AmazonDataZoneEnvi
ronmentRolePermiss
ionsBoundary2t= M| H&S
FIIlen, ol ¥a2 Az
I 2HIMIE IAM EHRHE A
shEfLic.

=

2023 9 12

2023 9 12

2023 9 12

AWS 223 &2

349



Amazon DataZone

AR 7H0|E

Amazon DataZone2| IAM

G Al

oot

AmazonDataZoneFullAccess -
M

Amazon DataZoneO{| A 847
AVEE R Al

|

A4
=o

Amazon DataZone2 AWS
el 2£2 &3l Amazon
DataZoneOl| CHEF T1A{| A
A8 M| E 3= AmazonDat
aZoneFullAccessthe M &3
2 F7Iz&LICt DataZone

Z=7t iam:GetPolicy ™
sto 2 T4 E AmazonDat
aZonePreviewConsol
eFullAccess 2|3 &2Hof| Cf
8t dol|o|ElLct.

Amazon DataZone2 AWS &
2™ HAof CHEt HE A F

Mg AME>H&LICH

045t
=

AmazonDataZoneProvisioningRole-<domainAccountld>

AmazonDataZoneDomainExecutionRole

AmazonDataZoneGlueAccess-<region>-<domainld>

AmazonDataZoneRedshiftAccess-<region>-<domainld>

AmazonDataZoneS3Manage-<region>-<domainld>

=

2023H 9 12

2023H 6 13

2023 32 20
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AmazonDataZoneProvisioningRole-<domainAccountld>

AmazonDataZoneProvisioningRole-<domainAccountId>0l=
AmazonDataZoneRedshiftGlueProvisioningPolicy7} @12 Z|o] QY&LICH O] H&E2 AWS
Glue & Amazon Redshiftet &% 2&3t= O 2R3t #etE Amazon DataZone0f £ 04 LICt

7|2 AmazonDataZoneProvisioningRole-<domainAccountId>0iE CtS1t 22 AlZ| X240
HAAx|o] U&Lct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"

1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

AmazonDataZoneDomainExecutionRole

AmazonDataZoneDomainExecutionRole0ll= AWS & 2|3 %=H
AmazonDataZoneDomainExecutionRolePolicy 7t 212 k[0{ /& LICt. Amazon DataZone2 AtEALE
CHAISHO4 O] Fg 2 MdELICH Clo|E Z=e| £ 22| B2 Amazon DataZone2 Q& 0| 44 El

= —
Aol 0l &S +5kT 0] &BH0| SAS +WF MeHo| K| HRAFLICH

ﬂIIO

AmazonDataZoneDomainExecutionRole Amazon DataZone THI912 S AEIStE AWS A of I
odsto| ZREHLICH 0] &2 Amazon DataZone TH|QIS MAMe [ Afso=2 MAMEL|CE

7|2 AmazonDataZoneDomainExecutionRole 3&toi= Ct=2 1t Z+2 AIZ| 20| & LICt.

Amazon DataZone2| IAM 23&t 351



Amazon DataZone

INT=IY A To] =]
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
.
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account_id}}"
.
"ForAllValues:StringLike": {
"aws:TagKeys": [
"datazone*"
]
}
}
}
]
}

AmazonDataZoneGlueAccess-<region>-<domainld>

AmazonDataZoneGlueAccess-<region>-<domainId> & ol
AmazonDataZoneGlueManageAccessRolePolicy7t @1Z2K|04 QI&LICt. O &2 AWS Glue Ol

O|E{E ZIEZ20] HAIE &= U= HEHS Amazon DataZone0l| £ 04&fL|C}. 58t Amazon DataZone
ol ZtEF 2 30f AAIE AWS Glue RH&tol| CHEF HM|A HEHE F 045t HLE HAM|A HEHS FAE = U
= HehE 2o{gLCt.

7|2 AmazonDataZoneGlueAccess-<region>-<domainId> j&ofEs CtS1 ZH2 AlIZ| HA0|

HAZAE[of A& LICE.

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}

AmazonDataZoneRedshiftAccess-<region>-<domainld>

AmazonDataZoneRedshiftAccess-<region>-<domainId> &of=
AmazonDataZoneRedshiftManageAccessRolePolicy7Z} 12|04 U&LICEH O] &2 A
DataZone0ll Amazon Redshift C|O|E{& FIE 201 HAIE = Q= HEtE Fo{FL|Ct £t FIER
30i = Amazon Redshift &= = Amazon Redshift ServerlessOil 7| A|El XF&tof| CHEF HAM|A HEHE £
043 7{L} HAM|A HEHE FAE = U= HEE Amazon DataZoneof| £04&HLIC}H

7|8 AmazonDataZoneRedshiftAccess-<region>-<domainId> A& ol= CtSat 22 Qlztel
Tt Mol ZE[o] AU &LICtH

rob

"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",

"Condition":{
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"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain" :"{{domainId}}"

7|2 AmazonDataZoneRedshiftManageAccessRole<timestamp>O= CS1 ZH2 AIZ| HAH0|
HAA (o] A& LICE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"
}
}
}
]
}

AmazonDataZoneS3Manage-<region>-<domainld>

AmazonDataZoneSBManage <region>-<domainld>= Amazon DataZoneO| AWS Lake Formation

£ % &35}04 Amazon Simple Storage Service(Amazon S3) %€ SE& 1§ A EILICH. AWS Lake
Formation2 s ¢XI2| Ci|O[E{of ML e o] &2 LIt RHMIEH LB 2 RIXIE S55t=
Ol AFS El= g of CHEt @7 ALEE FHESHAIL.
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Amazon DataZone
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid":
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws :ResourceAccount":

"Sid":
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource":
"Condition": {
"StringEquals": {

"
’

"aws :ResourceAccount":

Tlof U&Lch

"LakeFormationDataAccessPermissionsForS3",

"{{accountId}}"

"LakeFormationDataAccessPermissionsForS3ListBucket",

"{{accountId}}"

"Sid": "LakeFormationDataAccessPermissionsForS3ListAl1MyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": "arn:aws:s3:::*",

"Condition": {
"StringEquals": {

"aws :ResourceAccount":

"{{accountId}}"
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}
}
},
{
"Sid": "LakeFormationExplicitDenyPermissionsForS3",
"Effect": "Deny",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::[[BucketNames]]/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"
}
}
.
{
"Sid": "LakeFormationExplicitDenyPermissionsForS3ListBucket",
"Effect": "Deny",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::[[BucketNames]]"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"
}
}
}
]
}
AmazonDataZoneS3Manage-<region>-<domainld>0i= C}Sot Z2 A2 H20| AZE|0] Q&LICEH
{
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "TrustLakeFormationForDatalocationRegistration",
"Effect": "Allow",
"Principal": {

"Service": "lakeformation.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "{{source_account_id}}"

AmazonDataZoneSageMakerManageAccessRole-<region>-<domainld>

AmazonDataZoneSageMakerManageAccessRole &0l &=
AmazonDataZoneSageMakerAccess, AmazonDataZoneRedshiftManageAccessRolePolicy
2! AmazonDataZoneGlueManageAccessRolePolicy7t @1Z2E|of Q&LICt o] &2 Ho|E g
0|3, O|O|E] {043t A L Amazon Sagemaker AHAH0] CHEE RS2 HAlStD BEIE + UE HEHS
Amazon DataZone0l| £ 0{&L|Ct.

AmazonDataZoneSageMakerManageAccessRole 2&of C}S QI2tQl HAE AT LICH.

"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain" :"{{domainId}}"
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}

AmazonDataZoneSageMakerManageAccessRole @&of CtS AIZ| HAHE o4Z48tL|CH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DatazoneTrustPolicyStatement",
"Effect": "Allow",
"Principal": {
"Service": ["datazone.amazonaws.com",
"sagemaker.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"
}
}
}
]
}

AmazonDataZoneSageMakerProvisioningRolePolicyRole-<domainAccountid>

AmazonDataZoneSageMakerProvisioningRolePolicyRole &4

&olli= AmazonDataZoneSageMakerProvisioningRolePolicy &
AmazonDataZoneRedshiftGlueProvisioningPolicy7t @1ZAE[0{ Q&LIC} O] A& 2 AWS
Glue, Amazon Redshift 2! Amazon Sagemaker®?t &5 2 &35t= O 22§ &2 Amazon DataZone
of £o4grL|ct.
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AmazonDataZoneSageMakerProvisioningRolePolicyRole i&tof C}S QI2IQl HAg o743t
L|CF.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "SageMakerStudioTagOnCreate",
"Effect": "Allow",
"Action": [
"sagemaker:AddTags"
1,
"Resource": "arn:aws:sagemaker:*:{{AccountId}}:*/*",
"Condition": {
"Null": {
"sagemaker:TaggingAction": "false"
}
}
}
]
}

AmazonDataZoneSageMakerProvisioningRolePolicyRole 23&0i C}S A2 HAMZ AZEE L
Ct.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DataZoneTrustPolicyStatement",
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"
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Amazon DataZoneO CH8F AWS Lake Formation ™8t 24| s &
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Clo|E{ ZEo| 27 MA|X] HZ3 e
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HlolE] AMA Hte 4

ok

o= ig L, 0| 2 %= Amazon DataZoneO| A% 0 M
DefaultDataLakeBlueprintE & 433}t 5t= O
A8 8= AmazonDataZoneGlueDataAcces
sRole2 =& £ olc 4ol EAELIC
=XN|E slidste{w ool RH&to| U= HIH
S| AWS IAM £ & 0|8 5t0{ AmazonDat
aZoneGlueDataAccessRole 0| Amazon
DataZone MH|A 2ot =2t SHIE &lZ| 2
HE 91 AeX| EAFLICH RtAIEH L2
AmazonDataZoneGlueAccess-<region>-<d
omainld> EH¥E A ZHML.

OB HAMA gz F55t2i= AHAte| O 0| 2 %= Amazon DataZoneO| AmazonDat

EtC|O|EHE ¢i= ol 2R3t #eto| gisLct. aZoneGlueDataAccessRole &S MEXoZ
= IFIX|EF AFghof EREt HEto| le o
EAEHUCH 2XME aiZstedH ool AHatO|
AE HEO| AWS IAM 2£ 2 0|5 5t0{ 2 of
AmazonDataZoneGlueManageAccessRolePo
licy7t A=K & leL|Ch REMIEH LHE
2 AmazonDataZoneGlueAccess-<region>-<d
omainld> EtHE & X SHAAIL.
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Cllo|E| ZEHOo| 2 F HIA|X| HZd Hpe

= O Hd
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a2 BlAA 213l Amazon DataZone 0| 2 &= Amazon DataZone0l| AlA|StE{= At
glAaA 230 CHEt 252 K| HSHK| of&L| 4Ol AWS Glue E|O|£0i CHE 2|AA 213 Y
C}. [ EAIELICE

A2 AWS Lake FormationOf| A 2H2|5HK| &F 0| LR = HAlSted= RH4koll AWS Lake
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O| S& 2 Ct31 22 Fof grgh|Ct.
« XS] Amazon S3 9 X|7F AWS Lake
Formationol| S & |X| LA &LICH 2XME
11252 E[0|Z 0| U= HIHol| M Lake
Formation 2&0{ 21215t AWS Lake
Formation 2E &&= 5t0|EE|E 220 A
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Ef2 7 Mol ZEELICE o248 A< KMS
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/= S3 HHEE +Tdlok & = U&LICH
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HIEE X[5t2 2 sourceldentifier g/2 7|EMO 2 H|O|EME, &ed & &hed Al&o CHaY
‘namespace’ @t ‘name’2| Zeto 2 xR E/LCt

AWS Glue Z! Amazon Redshifte} Zt
Amazon DataZoneO| C}S 1} ZHo| A& ofHl
E{0|E ARNs®!/L|C}.

2 AWS ZB|AA9| B sourceldentifier= AWS Glue
2 1E 2! 7|El M8 HEE Fd35l= Ello|€ ARN ! Redshift
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0l AWS ARNOE 2E B|AA9| accountld, 2|7, HIO|E{H|O|A L Ef|o|E1 ZH2 MEJ}
3 E LI,

. 0|48t Clo|E{MIEofl CHEt OpenLineage OIHIEof= HIO|E{H|0|AQ} E|0|E o|E20| Z&ELICH.

- ST Ao e d &4 mAlol HXELICH el B2 AIARR gAlX AHE Yol 2|12 A8
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DataZone LH0i| = XFAFQ| Sourceldentifier

AssetCommonDetailFormOil= Xt4&HO| LEEHLH= CI|O|E{MIE Q| AlMEXIE LIEHLHE

‘sourceldentifier 2t= 40| U&LICH Aat HAE EE HAEZ| HO|E{MEQF ¢1Z25H2{Td & 470

CIOIEMIE =E29| sourceldentifier@ YUx[st= Z2t2 A0k B LICH OIO|Ef &AM RHAHE 7t
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502 i{QIK|= B CreateAsset APIE Safl MM E CHE RHAHALE AL XK RHAF Z8h2 3 &%}

7t G 72t 2 A <ofF LCt,

Amazon DataZone2 OpenLineage O|'HI E0{ X sourceldentifiers 0= H| +
MLt e?

AWS Glue 2! Redshift X}AH2] Z22 sourceldentifiere= Glue 2! Redshift ARNs@ 2 L A=L|CE
Amazon DataZoneO| O|& #+45l= W2 Ct31 Z&LCt.

AWS Glue ARN
SEE Y HE LE9| sourceldentifier”t Ch&1 Z'2 Openlineage O|HIEE T &st= W
LICH.
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arn:aws:glue:us-east-1:123456789012:table/testlfdb/testlftb-1

| 215242 environment-properties AN 7 7|I/E7 UE
55| olzfet x[HE EETI U= B2 AIAEH2 RunEvent7t AWS GlueOf

=t
=

AlsHo|o| Cl|O|E{E AI5H=X
X| AWS GlueEtoletLct E
M Z|elict D 71&guct.

+ GLUE_VERSION
+ GLUE_COMMAND_CRITERIA
+ GLUE_PYTHON_VERSION

"run": {
"runId":"4e3da9e8-6228-4679-b0a2-ta916119fthr",
"facets":{

"environment-properties":{
"_producer":"https://github.com/OpenLineage/OpenLineage/tree/1.9.1/

integration/spark",
"_schemaURL":"https://openlineage.io/spec/2-0-2/0penLineage. json#/$defs/
RunFacet",
"environment-properties":{
"GLUE_VERSION":"3.0",
"GLUE_COMMAND_CRITERIA":"glueetl",
"GLUE_PYTHON_VERSION":"3"

AWS Glue &&90| B2 symlinks I{X!2| O|F 2 Ar&35t0{ ARNE 7 ddt= Ol AF8E == QU= o
E{HIO|A 2 E|O|Z O|& 2 7tXM8 = U&LICt

O|£0| databaseName.tableName®lX| EQIs{of & L|C}.

"symlinks": {
"_producer":"https://github.com/OpenLineage/OpenLineage/tree/1.9.1/integration/
spark",

"_schemaURL":"https://openlineage.io/spec/facets/1-0-0/SymlinksDatasetFacet.json#/
$defs/SymlinksDatasetFacet",
"identifiers":[
{
"namespace":"s3://object-path",
"name":"testlfdb.testlftb-1",

Amazon DataZone2 OpenLineage O|%l E 0 A sourceldentifier® 0{EH| FA5LIR? 373
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"type" :"TABLE"

—

AZ COMPLETE O|HIE

"eventTime":"2024-07-01T12:00:00.000000Z2",
"producer":"https://github.com/OpenLineage/OpenLineage/tree/1.9.1/integration/glue",
"schemaURL":"https://openlineage.io/spec/2-0-2/0penLineage. json#/$defs/RunEvent",
"eventType":"COMPLETE",

"run": {
"runId":"4e3da%9e8-6228-4679-b0a2-fa916119fthr",
"facets":{

"environment-properties":{
"_producer":"https://github.com/OpenLineage/OpenLineage/tree/1.9.1/
integration/spark",
"_schemaURL":"https://openlineage.io/spec/2-0-2/0penLineage.json#/$defs/
RunFacet",
"environment-properties":{
"GLUE_VERSION":"3.0",
"GLUE_COMMAND_CRITERIA":"glueetl",
"GLUE_PYTHON_VERSION":"3"

},
"job": {
"namespace":'"namespace",
"name":"job_name",
"facets":{
"jobType":{
"_producer":"https://github.com/OpenLineage/OpenLineage/tree/1.9.1/
integration/glue",
"_schemaURL":"https://openlineage.io/spec/facets/2-0-2/
JobTypeJobFacet.json#/$defs/JobTypeJobFacet",
"processingType":"BATCH",
"integration":"glue",
"jobType":"JOB"

}I
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"inputs":[
"namespace":'"namespace",
"name":"input_name"

15
"outputs":[

{

"namespace":'"namespace.output",
"name" :"output_name",

"facets":{

"symlinks":{
'_producer":"https://github.com/OpenLineage/OpenLineage/tree/1.9.1/

integration/spark",
"_schemaURL":"https://openlineage.io/spec/facets/1-0-0/

SymlinksDatasetFacet.json#/$defs/SymlinksDatasetFacet",
"identifiers":[

{
"namespace":"s3://object-path",
"name":"testlfdb.testlftb-1",
"type" :"TABLE"

}

MZEl OpenLineage O|HIEO| It2} £3] HE =E9| sourceldentifier= CtF1 &

arn:aws:glue:us-east-1:123456789012:table/testlfdb/testlftb-1

EHAHE == KMo AE Lo AZAK|H, 07| RHte| sourceldentifiere CHEI Z &L
Ct.
arn:aws:glue:us-east-1:123456789012:table/testlfdb/testlftb-1
375
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Amazon DataZone

AR 7H0|E

Base

m Dataset

Table / AWS Glue [ Inventory
iy

input_name testiftb-1
Event timestamp: Jul 01, 2024, 12:00:00 PM Event timestamp: Jul 01, 2024, 12:00:00 PM
Base |
m Dataset = Table / AWS Glue [ Inventory
input_name L ¢ectiftb-1
Event timestamp: Jul 01, 2024, 12:00:00 FM Event timestamp: Jul 01, 2024, 12:00:00 FM

Amazon Redshift ARN

SEE SYHE S

LINEAGE INFO SCHEMA
TYPE

Dataset

LINEAGE CREATED ON
Jul 01, 2024, 12:00:00 PM

METADATA FORMS (2)

Asset lineage form
OWNING PROJECT ID
project-id

ASSET REVISION
2

HISTORY

LINEAGE NODE IDv

lineage-node-id

SOURCE ID

arn:aws:glue:us-
east-1:123456789012:table/
testlfdb/testlftb-1

ASSET ID
asset-id

ASSET SOURCE IDENTIFIER
arn:aws:glue:us-
east-1:123456789012:table/
testlfdb/testlftb-1

9| sourceIdentifier7t C21 ZH2 OpenlLineage O|HIEE F M85t

arn:aws:redshift:us-east-1:123456789012:table/workgroup-20240715/tpcds_data/public/

dws_tpcds_7

AAEIZ HYUATOIAE J|HICZ QB EE=
S| UK A T O|A T} redshift://2 Al 3}74 P—Er
redshift.amazonaws.comO| Z& &l

"outputs": [
{

Z290| Redshiftol] MH&E L= =
I redshift-serverless.amazonaws.com EE &
2 Redshift 2|AA

2IL|Ct.

"namespace":"redshift://workgroup-20240715.123456789012.us-

east-1.redshift.amazonaws.com:5439",
"name":"tpcds_data.public.dws_tpcds_7"

A0 AL Al0o{of gHLict,

o

provider://{cluster_identifier}.{region_name}:{port}

INNCEE

Z2YELch &

Amazon DataZone2 OpenlLineage O|HE 0l M sourceldentifierE O{ZH 7 A5HLIR
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redshift-serverless2|

"outputs": [
{
serverless.amazonaws.com:5439"
}
]
74
=

"name":"tpcds_data.public.dws_tpcds_7"

public/dws_tpcds_7

"namespace":"redshift://workgroup-20240715.123456789012.us-east-1.redshift-
& ClS sourceldentifiert Z&LCt

M|E & OpenLineage O|HE

sourceldentifiere C}

—

=

arn:aws:redshift-serverless:us-east-1:123456789012:table/workgroup-20240715/tpcds_data/
|.7I-

EVRIC2Z OIRAER|(F, O|HES E3) AE - =of ofEE
S Z&Lch
arn:aws:redshift-serverless:us-e:us-east-1:123456789012:table/workgroup-20240715/
tpcds_data/public/dws_tpcds_7
FHEF2 0 M KpaEO| 7| |Zt&tst= ol =&0| El= oiELct
EHjHllx o %;4k|
ol 2 & o= A SFEIX| o™ AARR LYAH0|A/0[&E AHESI0T
sourceldentifier® FAELICH
"inputs": [
{
"namespace":"arn:aws:redshift:us-east-1:123456789012:table"
"name": "workgroup-20240715/tpcds_data/public/dws_tpcds_7"
}
1,
outputs": [
{
"namespace":"arn:aws:glue:us-east-1:123456789012:table"
"name":"testlfdb/testlftb-1"
}
]
CHA| 2 A
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At HE tEOo| JAER BE 2| s

Ao AHE CEo| YAERIO| EA|ZX| Bf= B2 OS2 sstod CIOIEMEQ 1AX|X| 82 OlR/

E aigag &= A&sLch
1. GetAsset L domainIdE& AM335t= S0 assetld ZHH = &:

aws datazone get-asset --domain-identifier <domain-id> --identifier <asset-id>

{
"formsOutput": [
{
"content": "{\"sourceldentifier\":\"arn:aws:glue:eu-
west-1:123456789012:table/testlfdb/testlftb-1\"1}",
"formName": "AssetCommonDetailsForm",
"typeName": "amazon.datazone.AssetCommonDetailsFormType",
"typeRevision": "6"
1,
1,
"id": "<asset-id>",
}

2. GetLineageNodeE ZIHXMO 2 5 &350 CI|OIE{MIE HE = E9| sourceldentifier2
JIx42LICH s ClO|EIME = Co| AE L =2 XI5 71X weio| @ioo = xHod AlsHol| A
GetLineageNodeZ A|XtE o~ Ql&LICH.

aws datazone get-lineage-node --domain-identifier <domain-id> --identifier
<job_namespace>.<job_name>/<run_id>

if you are using the getting started scripts, job name and run ID are printed in the

console
and namespace is "default". Otherwise you can get these values from run event

content.

HE SH2 oSt 2L
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{
"downstreamNodes": [
{
"eventTimestamp": "2024-07-24T18:08:55+08:00",
"id": "afymge5k4v@euf"
}

1,
"formsOQutput": [
<some forms corresponding to run and job>

1,

"id": "<system generated node-id for run>",

"sourceldentifier": "default.redshift.create/2f41298b-1lee7-3302-
al4sb-09addffa7580",

"typeName": "amazon.datazone.JobRunLineageNodeType",

"upstreamNodes": [

{
"eventTimestamp": "2024-07-24T18:08:55+08:00",
"id": "ewf2z27c8hghev"

3,

{
"eventTimestamp": "2024-07-24T18:08:55+08:00",
"id": "4tjbcsnrebbanb"

}

3. CIOIEHMIESt URISIEZ CIRAER/PYAER L& AEXHO|A =of sl of

g ™E 3504 ChA| GetLineageNodeE 7Moo 2 5 &8 LICIH

o
o

ot

MK

ol oM SEHE AFSEH M

aws datazone get-lineage-node --domain-identifier <domain-id> --identifier

afymge5Sk4v@euf

olZ A &t™ HIOIE|MEN sHEstE HE = ME METJ} gHeHElL|CH afymge5Sk4vOeuf

"domainId": "dzd_cklzc5s2jcr7on",

R AR CEo| HAERI BE 2x i
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"downstreamNodes": [],
"eventTimestamp": "2024-07-24T18:08:55+08:00",
"formsOutput": [

"id": "afymgeSk4vQeuf",

"sourceldentifier": "arn:aws:redshift:us-east-1:123456789012:table/
workgroup-20240715/tpcds_data/public/dws_tpcds_7",

"typeName": "amazon.datazone.DatasetlLineageNodeType",

"typeRevision": "1",

"upstreamNodes": [

}

5
rlo
oxt

4. O| C|O|E{MIE =E 9| sourceldentifier®?t GetAssetl| SEE H|wEL|CH HAZAL|X|
2 olgdst &= 0| Yx|oHR| 222 HE Ulof EAIZIX]| &LCt.

CIS2 Ao 2 ¢E{x] U= AlLIEIRZE, UX|GHK| ford 7t &tst = x|L|Ct.
2= 2IQI: E|0|2 0| Amazon DataZone TH|Q! A X1} CHE H|&of Ql&L|Ct.

2t5t: A E A ™ol M PostLineageEvent g 7HHMo 2 S £F £+ U&LICH ARN
2 -_r‘“° accountId7t &%} X124 ZH|M A"E“EI':'.:l |ZH5t 7| A

—— -°.:4 I Redshlft EHOIE/E7|& ARN01|" OpenLlneage Al 0|H*|'501|A‘| 3H'<:> -||0|E-|A'||E =9

-

SSAH EE XY O50 S5t=X| R E & & Us 28MQ EHol glee

= —_ -
AElg AL BHLIC
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API APl £k Bt
DeleteAsset 20TPS
CreateDataProduct 20TPS
ListDataProductRevisions 20TPS
CreateDataProductRevision 20TPS
DeleteDataProduct 20TPS
CreateAssetType 20TPS
DeleteAssetType 20TPS
CreateFormType 20TPS
DeleteFormType 20TPS
HA 20TPS
SearchTypes 20TPS
AcceptPredictions 20TPS
RejectPredictions 20TPS
AcceptSubscriptionRequest 3TPS
CancelSubscription 3TPS
CreateSubscriptionGrant 3TPS
CreateSubscriptionRequest 3TPS
GetSubscriptionEligibility 30TPS
DeleteSubscriptionGrant 3TPS
DeleteSubscriptionRequest 3TPS
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API APl £k Bt
DeleteSubscriptionTarget 3TPS
GetSubscription 8TPS
GetSubscriptionGrant 8TPS
GetSubscriptionRequestDetails 8TPS
ListSubscriptionGrants 8TPS
ListSubscriptionRequests 8TPS
ListSubscriptions 8TPS
ListSubscriptionTargets 8TPS
RejectSubscriptionRequest 3TPS
RevokeSubscription 3TPS
UpdateSubscriptionRequest 3TPS
UpdateSubscriptionTarget 3TPS
CreateProjectProfile 3TPS
UpdateProjectProfile 3TPS
CreateDomain 8TPS
UpdateDomain 8TPS
CreateProject 3TPS
UpdateProject 3TPS
DeleteProject 3TPS
ListProjects 8TPS
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CreateEnvironment
DeleteEnvironment
UpdateEnvironment
ListEnvironments
GetEnvironment
GetEnvironmentCredentials
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ListEnvironmentBlueprints
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StartMetadataGenerationRun
CancelMetadataGenerationRun
CreateDomainUnit
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AddEntityOwner
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API APl £k Bt
CreateDataSource 20TPS
UpdateDataSource 20TPS
DeleteDataSource 20TPS
ListDataSources 20TPS
SearchListings 16TPS
StartDataSourceRun 20TPS
UpdateDataSourceRunActivities 20TPS
PostLineageEvent 20TPS
CreateConnection 20TPS
UpdateConnection 20TPS
GetConnection 20TPS
ListConnections 20TPS
DeleteConnection 20TPS
CreateListingChangeSet 20TPS
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