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* Amazon S3
* Amazon EFS

* Amazon FSx for Windows File Server

* Amazon FSx for Lustre

* Amazon FSx for OpenZFS

* Amazon FSx for NetApp ONTAP
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DataSync 217| & Ht(ro) L FE HMA(no_root_squash)E MIst= CHS BHE AHE 504
LHELHZ|E FdgfLict.

export-path datasync-agent-ip-address(ro,no_root_squash)
NFS It M7t CHA (x|l B2

DataSync A 7| & Héh(rw) L FE HMA(no_root_squash)E MBste CHS HHS ALE 504
LHELHZ|E o &rLCt.

export-path datasync-agent-ip-address(xw,no_root_squash)

NFS THY M7 22 9I%IQ1 ZR(RE AMA obel)
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export-path datasync-agent-ip-address(ro,all_squash,anonuid=uid, anongid=gid)
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Lt ol ddst= WOl E&LICH

. O3 TS ALS510{ NFS 2IXIB AAFLICH

aws datasync create-location-nfs \
--server-hostname nfs-server-address \
--on-prem-config AgentArns=datasync-agent-arns \
--subdirectory nfs-export-path

Qx| Mo Chet xFAMIEH HE = DataSyncOll NFS THe M HM|A HEE MF(2)E &EFAML.

NFS 2x|0{A 2= ol AH2 3= NFS T2 DataSync7t AHFS2 2 MEHEHLICEH NFS HEE XY
524 NfsMountOptions API £ 40{| A MEHX Version It2tO|E{E AFSELICEH

=k
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Ct2at 22 Amazon 2|4 A O|§(ARN)ZF HI= 8 NFS 9|x|2| ARNS HtetghLct.

"LocationArn": "arn:aws:datasync:us-east-1:111222333444:10cation/
loc-0f01451b140@b2af49"

}
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mount -t nfs -o nfsvers=<nfs-server-version <nfs-server-address:<nfs-export-path <test-
folder

S 2 BZo| oM Lt

mount -t nfs -o nfsvers=3 198.51.100.123:/path_for_sync_to_read_from /
temp_folder_to_test_mount_on_local_machine

SMB I+ MHHE A& 5+04 AWS DataSync M& +4
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* Amazon S3 * Amazon S3

* Amazon EFS

* Amazon FSx for Windows File Server

* Amazon FSx for Lustre
* Amazon FSx for OpenZFS
* Amazon FSx for NetApp ONTAP

Olzfet ZFOl T& S BB SMB T MOl 2I%I8 AAIsHoF BrLICH 0|8 T& ol A4 EiE
i o @ ALRE 4+ UBLICH Mot &Y meof sishs ofolHES Algafiof #Lich

DataSync0l SMB It Y AME{ HAMA HE XS

DataSyncE SMB ZZEZ& AI&3504 I} MB{oll 244311 NTLM EE= KerberosZ QIS5 & + U&
L|CF.

A

« X|¥E/= SMB HT

« NTLM 215 ALE

SMB I} AMHE ™ME 7o 76



ol
nx
0%

AWS DataSync A

« Kerberos 2I& Al

. LW A

=T -1

« DFS HlAHO|A

X|HE|lE SMB HHH™

7|22 2 DataSync= SMB Tt M| HYE 7[gfez SMB Z2EE HYUE XIS = MEF

L|C}.

£ SMB HTE ALE5t L & DataSyncE 7+ de =& UX[E DataSync7t SMB Tt AMEH{ 2t A&

2 Yot ol X7 JUe <ot o|EH 5t= 20| E&LICH DataSync= SMB HZ 1.0 O 4 %
K| LICH Eotaf ol O] 2 SMB HHT 3.0.2 O|& 2 AFE5tE X0l E&LICH SMB 1.01+ 22 0|
HZ o= et 2ot ko] Z gt |o{ Qlof, SARI7L CIOIHE &4 A|7|7] 2|5 0|8 48 = U
&Lct

DataSync 2& X APIS| M S52 OIS EE HZs6HMI2.

Z& M AP| S M =k
INES AUTOMATIC DataSync®t SMB It M= 2.1 3.1.1 ALO[0|M &5

X|HstE SMBL| 7HE =2 HH % HELc

Ol= 7|&2gto|0 I
X|§stX| et EH HHE *._‘"E—'.%P‘.:'j Operatlon Not
o

Supported 22F7} 2ME = A&LICH

SMB 3.0.2 SMB3 TZ2EZE Y42 SMB HHM 3.0.22 8 M| &g LCt.
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SMB 2.0 SMB2_0 TZEZ &S SVMB HA 2.0 20k A &g LCt.
SMB 1.0 SMB1 T2EE Y42 SMB HM 1.0 20 AM|EHehLIct
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Kerberos Q152 AL&35t2{™ Kerberos 2 =, Kerberos 7| El|O|2 (7| & Kerberos 743 I}
US XN&35t0{ DataSync7t &S F 10 9= SMB IHY Mo HMASESE %1%2 LIC}.
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« KerberosOil L8l DataSync 7+ S
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« ktpass EE& kutil R EEIE|E A& 3104 Kerberos 7| TS MadghL|ct.

CtZ A= ktpassE AFE5t0{ 7| mhels MAEHLICE X5 8 Kerberos ¥4
(MYDOMAIN.ORG)2 CHEAtoqof Lt

ktpass /out C:\YOUR_KEYTAB.keytab /princ HOST/kerberosuser@MYDOMAIN.ORG /mapuser
kerberosuser /pass * /crypto AES256-SHAl /ptype KRB5_NT_PRINCIPAL

o ZHASHEI HHT9| Kerberos 7143 I (krb5. conf)2 FHIELICH ¥, TH Q! BEIXF M2l {%,
Kerberos Q3401 CHst SAE 0|8 D& CHEt HEE Z&&rLct.

krb5.conf ZEHI=7} ¥ U £ MR Q<] o|Fof CHEr SHIE TH/AER SAE EFE|0] U=

——
x| golgtct. ofA:

[libdefaults]
dns_lookup_realm = true
dns_lookup_kdc = true
forwardable = true
default_realm = MYDOMAIN.ORG

[realms]
MYDOMAIN.ORG = {
kdc = mydomain.org
admin_server = mydomain.org

[domain_realm]
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CHS X|&2 NTLM E = Kerberos 2152 AF&735104 SMB ¥ %|E MMst=
NTLM

1. C}2 create-location-smbEHS S ALEL|CH

aws datasync create-location-smb \
--agent-arns datasync-agent-arns \
--server-hostname smb-server-address \
--subdirectory smb-export-path \
--authentication-type "NTLM" \
--user user-who-can-mount-share \
--password user-password \
--domain windows-domain-of-smb-server

2. --agent-arnsOiA{ SMB I} Mol 4ZE DataSync o O[T

| OO|MEE MENE & U&LICH RHAMIEH LIS

f|xlof O|F Ei2 & ot

EE XIEggLict
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3. --server-hostname®|Al DataSync 00| E 7} B AE SMB I M| ZHIQ! O|F E&=

IPv4 FAE K| EHLICE.

4. --subdirectoryO0i A DataSync7} CIO|EHE ¢
g2 xIggLch

37 d20f 5t¢ IR ER|(ol: /path/to/subdirectory)E %
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Off HMAT 4 /010 BLICH REMIE LIS 2 T4 #5t BHIS AEFHAAL.
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7. (M™ AE) --domain0iAM SMB Tt ME7F &8 Windows =M@l OI§ S XIEEfLICH

230 od =H[QI0] UE F? 0] 2 FgstH DataSync7t 2HHE SMB T AEHo]| ¢

]

8. (4MEH AtE) DataSync7t £ SMB HTE MESHES 5l2iH --version M2 FIHEL

Ct. AEMIEH LI 2 K| E|= SMB A B2 IR S AAIL.

9. create-location-smb HZ2 A3sLIC}H

THo| S otH W HE 2IR[] ARNE EoiF= SHE & A FulCh oflA:
{

"arn:aws:datasync:us-east-1:123456789012:1ocation/loc-01234567890example"

Kerberos

1. C}2 create-location-smb@EH S EALEHLICE

aws datasync create-location-smb \
--agent-arns datasync-agent-arns \
--server-hostname smb-server-address \
--subdirectory smb-export-path \
--authentication-type "KERBEROS" \
--kerberos-principal "HOST/kerberosuser@EXAMPLE.COM" \
--kerberos-keytab "fileb://path/to/file.keytab" \
--kerberos-krb5-conf "file://path/to/kxb5.conf" \
--dns-ip-addresses array-of-ipv4-addresses

2. --agent-arnsOiA SMB It AME{0f 412 E DataSync HIO|HEE K|HELICH.

27 ol 2| ofo|HEE MEHE += Q&LICH RtAM[EF LIE 2 042{ DataSync 00| E AtE EHH

= = 4.
3. --server-hostname0|A DataSync 0il0|ME 7} EfRHE SMB It ME{e| =M@l O|EE K|
s
od .
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4.

--subdirectory0iM DataSync7t C|O|E{E 247{L} £ SMB It AME{0o| A LHEH S5 Of

g2 RIEELIch

3% Q20 st CIFE2|(H: /path/to/subdirectory)E Z& & 4+ U&LICH HERT
O|CtE SMB 2CI0|YMEL O| B2 E DIREE £ JU=X| HQISHAIL.

5t CIHE|2[e| 2 & O|0|E{ & S AIstEd™ DataSync7t SMB 3R E OI2E st 2 O O|H

of HMAE £ Qlo{oF TFLICH REMISH LHE2 4~ HEt BHHE B ERSHAMAIL.
Kerberos M| AR CIE S ™ ELIC

« --kerberos-principal: SMB It Mt{o| ot Zr, ot HIEIC|O|E{o] HM|AE FEt
O| Y= EOF FX|E Kerberos @0 X|&ELICT

Kerberos 29t &&= HOST/kerberosuser@MYDOMAIN.ORGAEH E L £ l&LCt.

m
__
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n
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i
_El
°
0z

2ot A 0|2 /AEXNE FEFLICE o] S0
% |5t

=
dol Ar8stE EoF FA2t HEs| YR

=
« --kerberos-keytab: Kerberos 29t FX{|e} &t 35 7| Zto| &S Z&s5l= 7B T2
INES)-I B}

Ct.
o (MEH ALE) --dns-ip-addresses: SMB It MHE{7} &8t DNS ME{0]| CH3H ZICH 274 2]

IPv4 &8 X|IFEL(Ct

#2301 0424 THIQI0| 2= B Of THEHDIEIE T AI5HE DataSync7t SHHE SMB T+ A
ol HIZEIT S & 4 LT

—_

mo

(M= AtE) DataSync7t £ SMB HEHE AHE38 =5 ot2{™ --version ME FIHE L

Ch ZtMEH LI 2 K| E|= sSMB T EHEE B XSt A2,

create-location-smb HS AssiL|Ct

THo| S otH W e 2IR[e] ARNE EoiF= SHE & A FulCh oflA:
{

"arn:aws:datasync:us-east-1:123456789012:1ocation/loc-01234567890example"
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AWS DataSync A

HDFS 2HAEE AF&3t0{ AWS DataSync M& 4

E M85t 7|2 2E HYE AHE5t0q ot F 24 I A|AR(HDFS) 2HAE{2F CHE AWS AEE|
X| MH|A & 3tL} ZHof CIO|E{E & & AWS DataSyncs U&LICH

* Amazon S3

« Amazon EFS

* Amazon FSx for Windows File Server

 Amazon FSx for Lustre

* Amazon FSx for OpenZFS
» Amazon FSx for NetApp ONTAP

Olefet ZRol MsS MHsHE{ HDFS SEIAEIS| 2Ix|E MAIsHOF BLICH O] YIXIE TS| A4
T 4R ASE 4+ AsLIC

DataSyncOll HDFS Z2{AE] HAl|lA HEH A

OH

DataSynCE HDFS 2{AE{0] 24251 7| €l HDFS Z2HAE | =|CHE 712 AH HHEZStE 7|12 2E
O{O0|ME O|O|MEE AF&ErLICH DataSync M|0|ME = HDFS 20| E &2 stH EHAE 9|
NameNodes 2! DataNodes®2} £ A18fL|C}.

F
F

JA
2

2 AlE5tH DataSynce 2AEQ| It U Z0 9/%/0f CHEH NameNode HEIE F 7|8 L
A7 AL Qx|2 FMHE B2 DataSynceE 2 A E{2| DataNodes0i| A Tt & £ H| O]
£ 2|7 H|o|E{E CHA 2 2 SAFEILICEH HDFS QI %|7F CHA X2 FHE Z2 DataSynceE AA0]
%E-I_ E{2| DataNodesZ It 2! Z2HE #L|Ct

bz 0

)
w

x oA
>I-J

Authentication

HDFS ZAE{0| 44 E [If DataSync= Bt QI8 L= Kerberos 2152 X[HELICH HE Q1E2
Ar&5t2{8d HDFS Ao CHE o17] & M 7| HEHo| U= AHE XL AHE At O|§ 2 MB5HMIL.
Kerberos 215 & A8 3l24™ Kerberos T4 I}, Kerberos 7| El| 0|8 (keytab) I} Z! Kerberos = ot
FHE NMZB5HM L. Kerberos 2 9F F4||o| £ oF °._|o 2 M3 E keytab mFoi| o]0k & L|C},

1

o
Ol
Yol

F(Encryption)

2 DataSynci DataSync 01| 0| EQF HDFS 22{AE 7Hol| M&E[= O
. HDFS @|%x|E& M/ 8& m HDFS 22{AE{2| QOP(Quality of Protection)

_'_O.I.L
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DataSynce CHS 1t Z2 Kerberos & 23t 82 XIHELICH

des-cbc-crc

* des-cbc-md4

* des-cbc-md5

* des3-cbc-shal

« arcfour-hmac

* arcfour-hmac-exp

* aesl28-cts-hmac-shal-96

* aes256-cts-hmac-shal-96

* aesl28-cts-hmac-sha256-128
* aes256-cts-hmac-sha384-192
* camellial28-cts-cmac

e camellia256-cts-cmac

Syt Gl0JE| L E3HTDE)E ALS5H04 R% Al 25 8tol CH3H HDFS 2HAEIS

Ct. Et&= QB2 A8 3l= B DataSynce TDE X E2HAEE 2111 &LICt DataSyncE A& 5104
TDE K| E2{AE0| HIO|E{E SAlstE 4 X HDFS 2HAHWM 55 HAS

ot 53t ot MRl SALICH

X|HE|X| o= HDFS 7S

Ct2at 22 HDFS2| 7|52 A DataSyncoll A K| E[X| §f&LICt,

Kerberos 215 AtE A| £HE O|O|E & 2 3HTDE)
« C}S NameNode #+

« HTTPE &% Hadoop HDFS(HTTPFS)

« POSIX HA|A Mo SZ(ACL)

- HDFS &% & 4(xatter)

« Apache HBaseE Al&35t= HDFS Z2{AE

e

s

O | A
ARE

FLICE QOP #+dol= HIolH M E

L

TESA L.

HDFS 22{AEE Al85lod F& 714
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HDFS & ¢ x| M

ol
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0| /%2 DataSync T1&9| AA F= CHACR ALRE 4= Q&L
AlEst7| H: Ch2 2 +86tod 0 0| E 2t Hadoop 2EHAE] ZHe| HE Q{3 ¢dAE &olstL|ct

- 2xg0/A, XA #2
of CHEF HMHAE HA

3 ol J|E 22IRE AEZ|X|o CHEt HIEQT @F AFEO| LIY¥EI TCP ZE
EgtL|ct.

ME 2t Hadoop S 2HAH 7He| HMAE E|AEFLICH X[EH2 00[HEL| AEE[X] A&
Bl 074 20| MMS A XA Q.

DataSync £ Al

fjo
I8
r
[ul

1. https://console.aws.amazon.com/datasync/ AWS DataSync &

2. 2% =M FolM ololH M&S HE ChE, /RISt fIx] &S MEELICH
F

3. Szl f&oiAM Hadoop E2 A|AEI(HDFS)S MEdEFLICEH

LES Ol O] 9IRIE 24 EE Cfe

Hu

4

X

9,'1

4>

30

o I
r

o

o=
4. OfO|MEO0|AM HDFS E8{AE 0] ¢d4AE = Q= o

27l O|&o| of|O|MEE MEHE £ QU&LICH KEA|EH LI 2 0424 DataSync 0 O|FE A}
A x5HAAQ.

oto
E
mjo

5. NameNodeO| A HDFS Z2{AE 2| 7|2 NameNodel| =H|Q! O|§ EE= IP F4AE

6. ZC0A DataSync7t ClIOIE T& 0 AL8 3t 2i5t= HDFS EHAE S| EHE 2
HDFS | %|7} £AQl B2 DataSync= 0| E2H 2| ItUS CHY S E FARLICH |7t CHaf Rl 3
< DataSynce= O| E2{0]| TS &LICH.

7. EE 37|Es SM+E AdHEse{™ FoF AHEE MEIELICEH
712 €8 37|= 128MiBYLICH. M3 3= €5 3 7|= 512H0|E Q| Hifs=040F & L|C}.

HDFS SHAEZ a8 M 7|2 x| ¢l4= Ml 7H2| DataNode L |C}.
8. Eot Mol HDFS EHAEN AIE &= QIE 82 MEHFLICH
. Bt — AF8Xlof|, HDFS S {AE{0l| A C}
2t CHS).

« O] RIXIE &4 RIXIZ ALS3tEd

0o

HetE 7t MEXL 0l 2 XIEE

]IolI
r
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>
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Pl
v
2

Ze 97| HEHE ol AL RHE RIFELICH
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https://console.aws.amazon.com/datasync/

AWS DataSync A8 YA
- O] ¥XIE CHY QUXIZ A8 3lE{E B2 27| et 7| HEHo| U= AASAHE XIPELICH
MEARO 2 HDFS EAEQ| 7| #E| AHH(KMS) URIE XIHELICEH
- Kerberos — HDFS Z2{AE0l| HMAE 4= U= Kerberos 20t FHE X|HELICH CHE2
NM&El Kerberos 29t F&||7} L& El KeyTab IS MSELICH O3 CHS Kerberos 74 EP
U2 MSELIC OX|H2 2 RPC £33 L HO|H ™E 25 EECOIR SRHM TS 5 2535
2Z R¥E XYL
9. (MEH AR B FIHE MEHSI0 HDFS ?Ixlol|l Ef2 & XI™H g Lct
Ei1= 2IXIE &2l e 2 AMst= ol =20| &= 71-2f Ho{L[ct 2[xlol| O|F Ef2 & 5t
L} o4 dddst= ol E&LIC
10. x| M2 MEiFLICH
Al AWS CLI

1. C}2 create-location-hdfsEHS S ALSL|CH.

aws datasync create-location-hdfs --name-nodes [{"Hostname":"hostl", "Port": 8020}]

\
--authentication-type "SIMPLE[KERBEROS" \

--agent-arns [arn:aws:datasync:us-east-1:123456789012:agent/
agent-01234567890example] \
--subdirectory "/path/to/my/data"

2. --name-nodes I}2t0|E{0{ A HDFS E{AE{2| 7|2 NameNodel| EAE O|§ EEE IP FA%}
NameNodeZl =&l CH7| QI TCP ZEE X|HELICE.

3. --authentication-type It2}0/E{0{| M Hadoop EEHAE0| ZE I AIS
MgtLCt SIMPLE = KERBEROSE K| & 4 Ql&Lch.

ek
ro
O

X
o

N

fjo

o
aT

SIMPLE 212 AF8dl= 8% --51mp1e userIIZFO|E{E AI235l04 AF2XIO| A2 K} O|E LS K|
MEfLICt KERBEROS 2I52 A& 3= A< --kerberos-principal, --kerberos-keytab,
2! - _kerberos-krb5- COnf-U-l'El'DlE'la A& LICH REMIEH LI 2 create-location-hdfs& &=
SHMI2.
4. --agent-arns It2t0|E{0| M HDFS 2 2{AE{0| AZAE = /= DataSync H|0|HE 2| ARNS
INpsi- |

27 o|&f 2| of 0| HEE MEHE == Q&GLICH RtM[EH LIE 2 042] DataSync 00| E AtE EHHE

o —
SES JSPNI-S
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/datasync/create-location-hdfs.html
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AWS DataSync A8 YA

-subdirectory I}Z+0O|E{0f| A DataSync7} CO|E{ T&0i AL & HDFS 22{AH
HErLct.

5. (M AVE) -
of ECIE |

HDFS Q|%|7} AAQl B2 DataSync= O| EHQ| Tt US CHY O 2 FSAELICH |7t CHa Rl F
2 DataSynce= O| E20]| TS &LICH.

6. create-location-hdfs H&i2 AldstL|Ct.

HHo| St W HE fIXI2| ARNE EoiF= 8HE & EuCh ofA:
{

"arn:aws:datasync:us-east-1:123456789012:1location/loc-01234567890example"

Ui AEE|IX| A|AEE AHESHE DataSync M& 77

>.

F235t0{ x| AEE|X| A|AEID CHE AWS AE2|X| MH|A & ShLt

EM8SH B RE HUE
DataSync= U &LICH.

Zholl Clo|EIE T&E AW
* Amazon S3
« Amazon EFS

» Amazon FSx for Windows File Server

» Amazon FSx for Lustre
* Amazon FSx for OpenZFS
* Amazon FSx for NetApp ONTAP

Olget B/o &S HHste{™ A AEE|X| AARQ| 2| X|E 5ok gLICH o] &|X[E &2
AA = CHAlOZ AR £ QlA&LICH 2= 3|0/A A AEE| KoM C|O|E{E XMasteiH 7|12 2
= DataSync 0i|0|ME 7} E gfL|Ct

DataSync7t @145l2{H 2t E A AEE|X| A|ARIO| CFZ 2| Amazon S3 API 2 41t & & x[o4{of
grLct.

* AbortMultipartUpload
* CompleteMultipartUpload

A AEEX| AlARE ASE ™

of

74 90


https://docs.aws.amazon.com/AmazonS3/latest/API/API_Operations.html
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AWS DataSync A

* CopyObject

* CreateMultipartUpload
* DeleteObject

* DeleteObjects

* DeleteObjectTagging
* GetBucketLocation

* GetObject

* GetObjectTagging

* HeadBucket

* HeadObject

* ListObjectsV2

* PutObject

* PutObjectTagging

* UploadPart

A AEEIX| S 9 x| 4
AlE 52 OO|EE T oM MaE x| AEEIK| AlAR|0| LR $L|C)

DataSync 2& ALE

mjo
1A%
r
_lTI_

1. https://console.aws.amazon.com/datasync/ AWS DataSync =&
2. 2IZ EFM Zof M C|O|E| ME 2 LRI CHE, k|2 Qx| A4

S=
|X| R0 AA AEEIXKIE HETLICE

mlo
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i
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LISol o] Y&IE AA EE A FTAZM FAELICE.
4. MHoOls A A&

(=3 0
5. HZ OlFols M&I BT Hx AES
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6. ECols AA

DataSync= O S A7F Qs A B S AR LICEH
7. &0 oo|MEJ Eest
M AEE|IX| A|AE O

3 O|0|™ME AtE & MEYSE CHZ DataSync O|O|ME & B 504 24
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https://console.aws.amazon.com/datasync/

AWS DataSync A8 YA

UF T&ol= ollo|HET HestX| f&LICH CHE AlLIEI20|ME = Ol 2| o0|HEE AE
St= W0l £E2 = UELICH KFMIEH LHE 2 DataSync Oi|0|TE Tt R 5HR| o2 48 & 0

DataSync 00| ME Al2 MME R X SHMI2.

x
8. A AEE|X| Mol CHE AEE F8sicd™ F7F dHE St COhES sstM .

a. MHZEEZAMHTTP BE= HTTPSE MEHSHLILCE.

b. M ZEo|E 7|2 ZEHTTPS B 80, HTTPSS| B 443)2 A5t 7LE LR st ZL A
X XH TEE X|HELct.

c. QUBAMOIM A 2EE|XK| A|ARIO] Z2to|8! EE= KHA| MBE QIF 7[BH(CA)E AEste
g2 ntd MEfE MEfst o TA 1B M #elo] s B Lpem TtUS X|HELICH
IEM Aelof= Ch3o| Z&E & A&LICH

CIBEME .pem ItUZ HZAE = U&LICHbase64 21T ™ Z|CH 32,768HI0|E). CH= oA
Ol cat HH2 Ml 712l QIS M7t & El object_storage_certificates.pem LIS M
AM3tLIC}
od .

cat object_server certificate.pem intermediate_certificate.pem ca_root_certificate.pem
> object_storage_certificates.pem

9. XN AEZ|X| MH7t HMAE ol XAHE BBE QFote 89 AHE 53 ERE MEstD HA
off HAMASHZ| Y[EH HAMA 7|E U=gLICH OHC 7
AWS Secrets Manager 22+ 2t
B8 &HZESHAM L.

o
mu I
k)
o
it
L
n
Pal
x
E

10. (ME4 AL B FIHE MEISt04 A AEE[X] fIX[ol E§2E XIHELICH

1. fIx| 48 MEfELICH
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A& AWS CLI

CHZ create-location-object-storage@ @S SAMELICEH

aws datasync create-location-object-storage \
--server-hostname object-storage-server.example.com \
--bucket-name your-bucket \
--agent-arns arn:aws:datasync:us-east-1:123456789012:agent/
agent-01234567890@deadfb

W0l A Ctg Z4 mtetolEE RI-EELICH
« --server-hostname — 24X 2AE2|X| MHL| EH|Ql O|& &= IP FAE X|™HELICH
« --bucket-name - &2 ELHAL} Bt= AM AEZ|X| MHO| HZ! O|F 2 KI™HELIC
(MEH ALE) B-of ChZ otetole & stLkE FIHehuict

« --agent-arns - 2% AEZ|X| M0 21Z2E DataSync 01 0|

E
« --server-port - i AEZ|X| MH7} QHIRE HERT ECfEE 25t ZE(0: ZE
443)E K|I'FgLICt

« --server-protocol - X AEZ|X| MHL| SAI| ArEl= ZE2EEZ(HTTP EE= HTTPS)
X|&gfct
« --access-key - A AEZ|X| Mu{o] 215 st= Ol E¢F 2150| et 3 HMA Z|(od: At
EXt 0|§)E AIE&LIct.
« --secret-key - A& AEE[X| MHHO| Q& 5t= Ol 2o Q1B 0| Rt F2 2ot &5 F(od:

&=z)E II’S?JI—IEF.

EE &t AWS Secrets Managerg At83t01 7|18 E55t7| I8t £t mtetO/EHE M3 E = UsL
Ct XEAMIEE LHE 2 A EE|X] 2RI CHEN A4 BB MSE BEstML
« --server-certificate-A|AE0| Z2t0|8! EE= AtA| MTE 2B 7|ZH(CA)E M EFte B9

DataSync7| 24| AEE|X| A|ARISZ QB 57| I8 QI M #2122 XI'EFLICH M| 1B M
&M ol(o: file:///home/user/.ssh/object_storage_certificates.pem)O| U= E
& .pem ItUS K|35l oF & LICH

CIEM A Qlo= ctZo| 28 E £ JA&LICH

o X AEE|X| A|AEIQ| 2B AM

« DE FUCBMUE BR)

- MECAL| RE 2IEA
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AWS DataSync ALE MEAM
CIBME .pem IIUZ HAZAE £+ A&LICHbase64 21ZE ™ Z|CH 32,768HI0|E). CHS of| X[ 2]
cat BH2 M 71| Q1B M7t L8 El object_storage_certificates.pem ItUS M4 E!
L|C.

cat object_server certificate.pem intermediate_certificate.pem ca_root_certificate.pem
> object_storage_certificates.pem

+ --subdirectory - x| AE2|X| M| X HFALE K[HELICTH

DataSync= O| HF A7} = A~ 2 S AR LICH

+ --tags - El&A0| FItstE{E Bl E LiEtLE 7]-2f mo1§ X[-EgLIch

O
Il

Bia= 2laa e, 2EE A Ao &0l ELict /Xl o|F e & dYdst= Aol
LICE.

4. create-location-object-storage @& A#ELICEH
243 A3 Q1% ARNS 2045 E SEE i ElLic
"LocationArn": "arn:aws:datasync:us-east-1:123456789012:1ocation/

loc-01234567890abcdef"
}

E AI2350{ AWS AEZ|X|B2 EE= AEZ|X|IMH LS AWS
DataSync

&5tH 0424 AWS AE2|X| AMH|A 2 HIO|HE F I RS AWS DataSync {&LICH KHAIEH LK
Where can | transfer my data with DataSync? —*V‘d% SESCI SN

P

=

= A
2O
[y

|

» Amazon S3E& AF&3t0{ AWS DataSync T& +4

Amazon EFSE At&735}04 AWS DataSync & 4

FSx for Windows File ServerE AF235t0{ T4 T4

FSx for LustreE A& 304 DataSync & T+

Amazon FSx for OpenZFSE At&75}04 DataSync ™& +4

AWS AEE|X|Z E= AEE|X|0|M HS 94



0o
1z
02
x

AWS DataSync A

« Amazon FSx for NetApp ONTAPE AtE35t0i & 74

Amazon S3& AF&30{ AWS DataSync M& T4

Amazon S3 HZ!0 M C|O|E{E T4 624T AWS DataSync & {Ix|E M 8tL|Ct DataSyncE O
?IX|1E HIOIH T& 9| &4 EE= SHXIE AEE 5= JU&LCH

DataSyncof S3 HHZ! HA|A HEt MBS

DataSync & S0 S3 ol T3 AUMATH ZQELICH 0|Z | 5t24% DataSync7t B{ZI0f AAl
ASte O 2 st MeteZ +=l5H= AWS Identity and Access Management (IAM) 23&S M A3} of
g LIC} DataSync2| Amazon S3 ?{x|& M4 & mf o] Y& = xIHgLIct

=3t
. T P

+ DataSync7t Amazon S3 2{x|0f HMAE = QIEF IAM & dd
o MHE A5 3IE ALE5104 S3 HHZIo| HA|A

« HMIEtEl S3 HZ HMA

« VPC HN|AT} MBHE S3 HZA! A A4

>

2

T =

W
rot

IAM 23&to]| 28t HEt2 B{Z!0| DataSync 2AAQIX| CHA x| X|of k2t EEtE &= U&LICH
Amazon S3 on OutpostsOll= CHE & &0l 2 gLt

Amazon S3 (source location)

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"

}I
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"Action": [
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts"

1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*"

Amazon S3 (destination location)

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "123456789012"

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts",
"s3:PutObject",

Amazon S3& A&3t0d T& T3t 7]
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"s3:PutObjectTagging"

15
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "123456789012"

Amazon S3 on Outposts

"Version":"2012-10-17",
"Statement": [
{

"Action": [

"s3-outposts:ListBucket"”,
"s3-outposts:ListBucketMultipartUploads"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3-outposts:us-east-1:123456789012:outpost/outpost-id/

bucket/amzn-s3-demo-bucket",
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/outpost-id/
accesspoint/bucket-access-point-name"

]

},
{

"Action": [
"s3-outposts:AbortMultipartUpload"”,
"s3-outposts:DeleteObject"”,
"s3-outposts:GetObject",
"s3-outposts:GetObjectTagging",
"s3-outposts:GetObjectVersion",
"s3-outposts:GetObjectVersionTagging",
"s3-outposts:ListMultipartUploadParts",
"s3-outposts:PutObject",
"s3-outposts:PutObjectTagging"

1,
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"Effect": "Allow",
"Resourxce": [
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/outpost-id/
bucket/amzn-s3-demo-bucket/*",
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/outpost-id/
accesspoint/bucket-access-point-name/*"

]
}I
{

"Action": "s3-outposts:GetAccessPoint",

"Effect": "Allow",

"Resource": "arn:aws:s3-outposts:us-

east-1:123456789012:outpost/outpost-id/accesspoint/bucket-access-point-name"

}
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https://console.aws.amazon.com/iam/
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5hod A E| AU S 0| ESHMI2.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "datasync.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "444455556666"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:datasync:us-east-1:444455556666:*"

}

L
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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JSON

"Id": "key-consolepolicy-3",
"Version":"2012-10-17",
"Statement": [

{
"Sid": "Enable IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
}I
{
"Sid": "Allow access for Key Administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:x0le/admin-role-name"
}I
"Action": [
"kms :Create*",
"kms :Describe*",
"kms : Enable*",
"kms:List*",
"kms : Put*",
"kms :Update*",
"kms :Revoke*",
"kms :Disable*",
"kms :Get*",
"kms :Delete*",
"kms : TagResource",
"kms :UntagResouxce",
"kms :ScheduleKeyDeletion",
"kms :CancelKeyDeletion"
]I
"Resource": "*"
}I
{

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:role/datasync-role-name"
}I
"Action": [

"kms :Encrypt",

"kms :Decrypt",

"kms :ReEncrypt*",

"kms : GenerateDataKey*"

1,

"Resource": "*"

MEtEl S3 H{Z! HMA
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"Version":"2012-10-17",
"Statement": [{

"Sid": "Deny-access-to-bucket",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringNotLike": {
"aws:userid": [
"datasync-iam-role-id:*",
"your-iam-role-id"
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« amzn-s3-demo-bucket - M|8tEl S3 H{Z!2| 0| & K| ErLICH.
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CtZ AWS CLI BEE A~stod IAM & IDE 7HXZLC.
aws iam get-role --role-name datasync-iam-role-name
£240 M RoleIdztE H&LICH

"RoleId": "ANPAJ2UCCR6DPCEXAMPLE"
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aws iam get-role --role-name your-iam-role-name
£240{ M RoleIdZtS & LICH

"RoleId": "AIDACKCEVSQ6C2EXAMPLE"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html
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Option 1: Allowing access based on DataSync location role ARN
S3 HZ! HAo{ M DataSync x| IAM 238 O] Amazon 2|AA O|&(ARN)S X|HE &= Q&LICH.

CtS oA=& 5 VPC(vpc-1234567890abcdef® & vpc-abcdef01234567890)8 M|2lst 2 E
VPCO| HMAE HESH= S3 HZ! HAQL|Ct a2{Lt H2Hoi = DataSync ¢%| 23& S| ARNO| H
Zlol HMAE £ &= ArnNotLikelfExists Z71 & aws:PrincipalArn 271 7| Z & ELIC}.

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Access-to-specific-VPCs-only",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": [
"vpc-1234567890abcdef0",
"vpc-abcdef01234567890"

3,
"ArnNotLikeIfExists": {

"aws:PrincipalAxn": [
"arn:aws:iam::111122223333:role/datasync-location-role-
name"'

Option 2: Allowing access based on DataSync location role tag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalarn
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vpc-restriction®t 2t0| true@! E ot =X|E 51& 3t StringNotEqualslfExists 274 &
aws:PrincipalTag 271 7| Z & E|L|C} DataSync Q|x| &0l 914 Ef1E X|5t0{ H{Z! &=
oM SAFE M2 LAE AIRE = U&LICH

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Access-to-specific-VPCs-only",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": [
"vpc-1234567890abcdef0",
"vpc-abcdef01234567890"
]I

"aws:PrincipalTag/exclude-from-vpc-restriction": "true"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://aws.amazon.com/s3/storage-classes/
https://aws.amazon.com/s3/pricing/
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1. https://console.aws.amazon.com/datasync/ AWS DataSync 2&& L|C}.

2. Xdg AdsigdE 2™ s E 2o Qlo{of &rLCt.

3. 2F EHMEFMCOOIE ME2 BRI O, fIX(et 2IX| 42 MEiFLICE

4. X M HxM AEZXIE MEIFLICH

5. OO|MENM O] &S 5l M-8t DataSync HIO|THEE MEHEILICY,

6. AMHOIMCIE HAl & §tLIE AI25104 HHZ!2] Amazon S3 M=EZQIEE Ql2dstL|C}

« A& 2™ 3 s3. your-region.amazonaws.com

« AWS GovCloud (US) Region HHZ!: s3. your-gov-region.amazonaws.com

Amazon S3QEZQIE EE2 AWS Lt 2 X MM2 2 X5HMIL.
7. HZ! 0|80lAM S3 HHZ!o| 0|E S ¢=iE
8. ZrHol DataSync7} &47{Lt M= S3 H{ZIo| MFALE 2L |ChHZ!0] & K| CHA {x|QIK]|
of et cHe).
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AWS CLIAIE

1. L[} create-location-object-storage@HEE SAIELICEH

aws datasync create-location-object-storage \

--server-hostname s3-endpoint \

--bucket-name amzn-s3-demo-bucket \

--agent-arns arn:aws:datasync:your-region:123456789012:agent/
agent-01234567890deadfb

2. --server-hostname L2tO|E{0] CtS FA & 5tLIE AF& 35104 HHZ!0f| CHEF Amazon S3 YI=
EZOIEE X|HELICE.

« A& B|™ 3 s3. your-region.amazonaws.com

« AWS GovCloud (US) Region HHZ!: s3.your-gov-region.amazonaws.com

Amazon S3 AEXZQIE S52 AWS it X MME HASIA L.
--bucket-name It2t0O|E{0{ A S3 HZ!2| O|EE X
--agent-arns It2tO/E0|AM O] &S 2[5 HMEt D

--access-key TZtO|E0| M HHZl0] HMAE = U= IAM AL XS] HMA F|E KIZH T LIC.
--secret-key ItZtO|E 0| SLEH IAM AFE XL

(MEH ALEY) --subdirectory It2O|E{0| A DataSync7t @17{Lt A= S3 HHZIO| TS At
LICHEHZ! Ol 2AQIXK| CHA QIx[RUK|of 2t CHE).
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/A Warning
DataSyncE &2HAI()2 A3t 7L //, /. / EE /. ./ HEHE ZE5ts MFATL RlE
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* /photos

* photos//2006/January
* photos/./2006/February
* photos/../2006/March
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EiaE 2las e, 2T 2 Aol =Z0| ELIct fIx[o] o|F e & dHst= 20
Ct.

"LocationArn": "arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-01234567890abcdef"
}
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2. M& & o, HEHH|O|E] *2| W & DataSync 21 MHE FHELICH

3. DataSync &¢] 2= Mg LIC
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Amazon EFSE AF&73t04 AWS DataSync M& +d

Amazon EFS Il A|AEIO 2 EE&= Amazon EFS T A|AEI0|AM OIO|E{E AM&5te{™ AWS

DataSync & 2|x|E H8lof ELICt DataSync= Ol fIX|E CIOIE &l &4 EE SHXIE A

8¢ + A&l

L
o
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DataSyncOll Amazon EFS It A|AE] HMA HEH XS

2UxIE M5t2{™ DataSync7t AEE|X[0f] HM|ASH= W2 O3l 5HOF & LICH. Amazon EFSO|A
DataSynce= HE 93 QIE{HO|AE AL&5to{ 7t&r ZE2IO|H! EEIRE(VPC)MAM R E AFSALE T
AMARIS BFRHEFLICH

RIxIE Mg [ DataSync7t Amazon EFS It A|ARIO[ Ef X CHA & stLto| HASHE S 5{&3t=
Med gl Hot 988 K|&ghct

- O A|AEIT SUeVPC
« StLt ol¢ ol o AIAE EfA] CHE 1 SR 7H8 B
(® Note

X|HslE 2ot &2 Network File System(NFS) ZE 204901 M QIHI2 = ECH=2 {3l oF &L|ct
RN CHafo| Hot & MM A AH|o|Eof CHEh AHAMIEH L& 2 Amazon EFS AHE HBEME B ESHA
o
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el AIABIO| EIR CHA 5 SO GIZE EOF IES XIHE £+ YsLICH WIEYI BEl 2o
MOl M2 wAlg AgstE Ho| ELICH

ot A|AEIO| EFXH CHAN & SILIQ ALK of2 Hot I8 2 X|HE £ &Lict as{Lt ol E
O D& EMAl CHA ol 2ot a1 SAIE 4= Qlo{ofF ghL|Ct
0 € E01 E9F O & D(DataSync®)2t 2o I & M(EfA CHA Q) Zto| HAHIE et W2 ot
S Z&Lct
o Qx|E MAME I XSt 20 1E DOl NFS ZE 20490 A 2Ot O1E MO 29| O} RHIRE
g &35t #=l0o| QlofofF gt
o EFXH CHA T 4R |E EHOoF 08 M2 29 18 DO NFS EE 20490{ M QIHI2E HMAE 5
23HoF gLICt.
EtXH CH&to| EOot O E 8 3top{™
CtS XIE2 DataSync7t T1& 0l AL & Amazon EFS TH A|AE! EIXY CHAf ol Eot 1&g AlMEst=
ol ==0| 2 £ Y&Lct.
1. O™ CH describe-mount-targets BW™S AWS CLIA& S LICEH

aws efs describe-mount-targets \
--region file-system-region \
--file-system-id file-system-id

Ol BH2 m AAEo| BXY CHebof CHet HEE BrErerLICHCHS oA £330 RAL.

"MountTargets": [
{

"OwnerId": "111222333444",
"MountTargetId": "fsmt-22334al0",
"FileSystemId": "fs-123456ab",
"SubnetId": "subnet-fl2a0e34",
"LifeCycleState": "available",
"IpAddress": "11.222.0.123",
"NetworkInterfaceId": "eni-1234a044"
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2. A83l24E MountTargetId 2t 7|85l SLICH
3. MountTargetIdE& AI&3S describe-mount-target-security-groups 3d2 &

t=C al
ot EXl CHafol 2ot OF S e + U&LIcH

aws efs describe-mount-target-security-groups \
--region file-system-region \
--mount-target-id mount-target-id
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DataSync IAM 1&g 2 445l 24H™
1. 1AM 2£&(https://console.aws.amazon comham/)% QL.

1 H
4. Ch= JSONE HH HET[ol Eoigd&LICh

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "datasync.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}
5. Ct&2 MEfgLct Het F7t Ho|X[o|M CHE 2 MEfgLICt
6. g olES MBsm g Mg Mz

Ch2 oA ot AJAE A2 Amazon EFS THY A|AE|(X
E)ol| cHEt HMATE MEHEIX|2F MyDataSyncRoleOlEl= IAM (&2 &
L

£ 5i83sts

JSON

YHE H0iE

"Version":"2012-10-17",
"Id": "ExampleEFSFileSystemPolicy",
"Statement": [{

"Sid": "AccessEFSFileSystem",

odste E
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyDataSyncRole"
}I
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-1234567890abcdef0",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
},
"StringEquals": {
"elasticfilesystem:AccessPointAxn":
"arn:aws:elasticfilesystem:us-east-1:111122223333:access-point/
fsap-abcdef01234567890"
}

3]

* Principal - DataSyncOil ot A|AEof| CHEF HMA HEHE Foiste IAM HE S XIEELICH
* Action - DataSyncofl FE HM A FHEHS Foi5tT T A|ARI|M T & 5= UA FLCH.
« aws:SecureTransport - It A|AE0| @12 [ NFS E2t0|HET TLSE AESIES 7 &

LICH.

« elasticfilesystem:AccessPointArn- §% HA|A ZQIEE SaHAMPH THY A|ARIOf BA|A
s £ OI/\L||:|._

T AAH

Amazon EFS M& A| HER3 T At
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Transport Layer Security(TLS) & 32 AI & X| 0{F£E MEHEILICE

(® Note

Amazon EFS | x|of [[}2} VMHA ZQIE |AM Q& EE= E CIE 7L 4H5I2{H | AHE
g MstatioF g LCt.

S 0llA Amazon EFS Tt A|ARIO| EIXH CHef ot AZE Eot OFS MEfELICH 2

9. (ME4 ALE) EFS HAMA ZQIEO|M DataSync7t T A|AEIS EFRHSHE O AFRE £ QU= HAl
A ZOQIEE MEAFHLICH

10. (MEH ALE) IAM & oi= DataSync7t T A|AEI| HHAY = UALE st dE S XY
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A2 AWS CLI

1. C}2 create-location-efs@W& S EALEHLICE
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aws datasync create-location-efs \

--efs-filesystem-arn 'arn:aws:elasticfilesystem:region:account-id:file-
system/file-system-id' \

--subdirectory /path/to/your/subdirectory \

--ec2-config SecurityGroupArns='arn:aws:ec2:region:account-id:security-
group/security-group-id',SubnetArn="arn:aws:ec2:region:account-id:subnet/subnet-id'
\

--in-transit-encryption TLS1_2 \

--access-point-arn 'arn:aws:elasticfilesystem:region:account-id:access-
point/access-point-id' \

--file-system-access-role-arn 'arn:aws:iam::account-id:role/datasync-efs-
access-role

2. ——efs filesystem-arnOA{, & & Amazon EFS It A|AEIS| Amazon 2|44 O|F(ARN)
RIEgrct.
3. --subdirectorydiM m A|AEIO| B B2 E X|HELICH

DataSync7t Tt A|AR Q| C|O[HE 4Lt A= {IR[JLICH AL 2IXIUX| CHY fIX[IX|of [t
2t CHE).
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235t0od 5t CI2E2IE X|HE & U&LICH
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5. --in-transit-encryptionOiA{ DataSync7t Tt A|[ARIO 2 E&= T
£ ™&E ml Transport Layer Security(TLS) £ 82 A& X| 048 E X|HEHLICH.

(® Note

Amazon EFS | x|of [[}2} VMHA ZOIE |AM €& EE= E CHE 7 A51E{H o|HE
TLS1_ 22 MdsH{oF & Lct.

6. (=4 ALE) --access-point-arn0iA| DataSync7t Tt A|ARIS EIXisteE Ol M8 E += U=
HAMA ZQIES| ARNE X|YELICH

KEMIEE LHE 2 MEHEl of o A|AE] AMA BHHEE HESFAAL.

7. (/\'lEH A --file-system-access-role-arnMA| DataSync7t T+ A|AEO] HMASHE
£ 5183%t= IAM 248 o] ARNZ K| - gLt

0| odst2 AMASH= ol CHEE AFAMIEH LIRS Q! A|AE] SHA|AZ 2|8 DataSync IAM 238 A
dMEE HZsHMR.

8. create-location-efs WS AldsrL|C}.

0
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OH

ot et ?IX|2l ARNE EoiFxE SEHE & ELict olx:

-~

"LocationArn": "arn:aws:datasync:us-east-1:111222333444:1ocation/
loc-0b3017fc4basa2d8d"

}
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DataSynco| FSx for Windows File Server Tt A|AE] HMA HE A
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DataSyncet &7H AL8 3t VPCollE 7|2 EId A7} Qlofof gLiCt HM& E|HA|I7} )= VPC
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DataSync0f| FSx for Windows File Server It Y, £ X! ut HEIC|O|E{E B AHSt T HA|ASH= O
Lo st et MSsHor & LICH.
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« FSx for Windows File Server0il X} x|  2|& Active DirectoryE AI23tE ZQ AIEXIE F 1E 5
SkLto| HE ook B LICH.
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ALS R} HE =k

el 4l C|HE{2| S9(SE_RESTORE_NAME ) DataSync7t Zixl| AH, #et, ot HEHH|
O|E{, NTFS /2| HA|A SE((DACL)E =
St S 1S FLct

Hxdo 2 T |9l zta|
E(E O 7|8 Active
of|H| £ 04ElL|Ct.

ZEAF 2 E2oF 273 B2|(SE_SECURI DataSync7t NTFS A[AR] HMA Ko S &
TY_NAME ) (SACL)Z S A& 5{SFLIC.

O| AFE Xt HEt2 et o 2 =M@l BHE|Xt
20| Hioi|H Ho{=lL|C}.

« Windows ACLZ S A}5t1, SMB I} M2} FSx for Windows File Server It A|AE! ZHofl EE&=
FSx for Windows File Server Tt A|AE! 7t & 5H2{™ DataSyncE M3 35t= AHS Kt S
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https://docs.aws.amazon.com/datasync/latest/userguide/creating-other-cloud-object-location.html#other-cloud-access
https://docs.aws.amazon.com/datasync/latest/userguide/creating-other-cloud-object-location.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/restoring-objects.html
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https://docs.aws.amazon.com/datasync/latest/userguide/API_Options.html#DataSync-Type-Options-ObjectTags
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/get-object-tagging.html
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aws s3api get-object-tagging --bucket BUCKET_NAME --endpoint- url=https://
BUCKET_ENDPOINT --key prefix/filel

"TagSet": []

get-object-tagging2 X[H5tX| &t= 22tRE SFAts TS HIAIX|E BHEHEFLICE.

aws s3api get-object-tagging --bucket BUCKET_NAME --endpoint- url=https://
BUCKET_ENDPOINT --key prefix/filel

An error occurred (OperationNotSupported) when calling the GetObjectTagging
operation: The operation is not supported for this resource
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/optimizing-performance.html
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1. https://console.aws.amazon.com/datasync/0i| A AWS DataSync2& 2 LIt

2. 1% £ ol ofOIMEE MEE Ok, ollofoIHE S MBI

3. &lo|m{H}I0|X{ 2] B, Microsoft Hyper-VE MENSH C}S O|0|X| CIRZE=E ME4SHLICTH

OO|MEE .vhdxIlUo| Z&E .zipmUZ CtR2EZ=EFLC.
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5. PowerShell® &1 CI& & 5tLIE =& ELICT

a. LC}2 Convert-VHDcmdletE S X|ghL|Ct.

Convert-VHD -Path .\local-path-to-vhdx-file\aws-datasync-2.0.1686143940.1-
x86_64.xfs.gpt.vhdx °

-DestinationPath .\local-path-to-vhdx-file\aws-datasync-2016861439401-
x86_64.vhd -VHDType Fixed

b. local-path-to-vhdx-fileQ| Zt QIARHAE 22 7|7|9| .vhdxItY %2 HELICH.
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a. LCIS AzureCLI BHEE S AFELICH:

az disk create -n your-managed-disk °
-g your-resource-group

-1 your-azure-region °

--upload-type Upload °
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--upload-size-bytes agent-size-bytes °

--sku standard_1lrs

b. your-managed-diskg ®E|C|A3 9| 0|§2E HtELICE

c. your-resource-groupg AEE|X| AHO| &

St Azure2|AA IEQ| HEOZE HITML.

d. your-azure-regiong Tst2| 2l4&A I E0| 2IXIEH AzureEIHS 2 HI M.

e. agent-size-bytesg T5t2| O|O|TE O|O|X| 7|2 HIFAMIL.
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a. LCFS AzureCLI H™EE SAELICH

az disk grant-access -n your-managed-disk °

-g your-resource-group
--access-level Write °
--duration-in-seconds 86400

b. your-managed-diskg F5t7t ‘& 2l ClA3 o] BE OS2 HELIC

c. your-resource-groupg AEE|X| HHO| £t Azure2laA D2 BESE HHFAM L.

d. D#E#% AI%H%I-L||:|._

SASE ALE3stH ClAaF0f 2| 1A|ZH S

EE Azure0ll YZ =% il O] URIZI EE

2z & AELICH &, oo|MEE #E| A3 HRE

5. O|O|MEE Azurel| 2| C|ATN UEESE{H CIE2E 285HMIS:

.\azcopy copy local-path-to-vhd-file sas-uri --blob-type PageBlob

b. local-path-to-vhd-fileg F5te| 24 7|7[0| M H|O|ME . vhdIt Y {|X[E HIHF M L.
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az disk revoke-access -n your-managed-disk -g your-resource-group

a. your-resource-groups AEE|X| HHEHO| &8 Azure2|AA OE9| WEOE HHFAMLR.

b. your—managed—disk% Flot7t et #El ClA3 0| BE o= HbELICH

el C|A3E M LinuxVMOoi| dZ5tE{H CHE 2 =-stM 2.

a. LCIS AzureCLI BHEE S AFELICH

az vm create --resource-group your-resource-group
--location eastus °

--name your-agent-vm °

--size Standard_E4as_v4 °

--os-type linux °

--attach-os-disk your-managed-disk

b. your-resource-group2 AEE|X| HZX0| &8 AzureElAA I HAOZ HIRAM2.
c. your-agent-vmZ Fet7t 7|HE = U= VM O|E2 2 HHAMIR.

d. your-managed-disk& VMO @1Zst= #2| ClA3 2| O|E2 & HhELICH
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1. https://console.aws.amazon.com/datasync/0| A AWS DataSync2& 2 JLILCt.
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2. |I1F BHM FHMOOoIH MES HEl O, fx|et x| S48 HeElg(ct

3. 2Ix| EFoi M Microsoft Azure Blob StorageE AEHEHLIC}.

4. Z4E|0|4 URLM|= &t gtz El Z4E|0|L42] URLE 2 E—*.E*L—IEF.
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6. T™&2 ZEo|Hel 7t4 CI=IE 2|2 MEtsted™ E0o| G2 MOHEE U= LIchod: /my/
images)

7. Ta0| of0|FMET} B3 7 of 0|FE AMR S MEAS C}2 Azure Blob Storage ZHEH0[L0f ¢
A% 4 Q= DataSync M|O|TEE MENEHLICY.

8. SAS EZ 9| A2 DataSync7| Blob AEE2|X|0] HM|AGH= O 2B A}
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Azure Blob A E 2|X|2| & Jl'lga' ClIOIEMEN = Xt ZHO| 2R3sHX| et&LICt SASEES
2™ 25t L E20| 2 & El AWS Secrets Manager 20 &t 3 & X|HE £ &LICH REA|E

&2 £ E X[ 2o EH°._F A BB MSE HEsHMR.

AEZ|X| Bl&A URIZ S8 E(?) CFH30| 2= SAS URI Ao & L|cH EE
- Z2 Hel Lo

sp=r&st=2023-12-20T14:54:5278&se=2023-12-20T22:54:527Z&spr=https&sv=2021-06-08&sr=c&sig=aBBKLC
%2FXTIOE%2F%2Fmql71%2BZU178wcwqU%3D
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10. _<?_|7-<| AHA—I% AEHSH

AWS CLI At S

1. CI2 create-location-azure-blobXEZ S EALEL|C}H

aws datasync create-location-azure-blob \

--container-url "https://path/to/container" \
--authentication-type "SAS" \
--sas-configuration '{

"Token": "your-sas-token"

AN

--agent-arns my-datasync-agent-arn \
--subdirectory "/path/to/my/data" \
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--access-tier "access-tier-for-destination" \
--tags [{"Key": "keyl","Value": "valuel"}]

2. --container-urlItzt0|E{0]= M&0i 224 El Azure Blob StorageZ1El|0|L{2| URLZ X|H &
LICE.
3. --authentication-type I}Zt0O|E{0{M SASE X|HELICH 2150| E35X| &2 HES] O|o]

E{MIEo| HMASHE A2 NONES R|HELICH

4. --sas-configurationIt2tO|E] TokenZ M| AL, DataSync7t Blob AEE[X|0f HMAE 5=
UL 5{83t= SAS EES RIYF LIt

EE 3t AWS Secrets ManagerE AF&304 7|1& E5517| @8t F7t miet0IEHE M3 &= U&L
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Sp=1&st=2023-12-20T14:54:527&se=2023-12-20T22:54:52Z&spr=https&sv=2021-06-08&sr=c&sig=aBBKL
%2FXTIOE%2F%2Fmql71%2BZU178wcwqU%3D

5. (M= AtE) --agent-arns Tt2tO|E{0l| Z4E|O|L{0l| HAEE == U= DataSync H|0|HE 9|
Amazon 2|& A O|F(ARN)S X|HFLICH.

CtZ2 of|O|TE ARNS| o ILICtH arn:aws:datasync:us-
east-1:123456789012:agent/agent-01234567890aaabfb

O 0O|TMEE X|HE o U&LICH RtAM[EH 2 042] DataSync OI|0|HE AISMME FHZ
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8. (&M)?IxIE 2|, EeE & AMste ol 20| &= 7I-2f ¥ S --tagsTietO|Eo| X[EE L
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9. create-location-azure-blob HZEE AldstL|Ct.
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HHOo| Bt e !Ix|e| ARNE EoiF= SHE & FulCh of:

"LocationArn": "arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh"
}
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AWS CLI A+S

1. C}= describe-location-azure-blob@HWES EALEHLICTH:

aws datasync describe-location-azure-blob \
--location-arn "your-azure-blob-location-arn"

2. --location-arnItz2tO|E{0l= 767t 4B Azure Blob Storage?|%|2]
ARN(O{:arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh)g KI’4&LICH

3. describe-location-azure-blob @2 AldSHL|LC}.

Ixlof CiEr MF HEE Hoix= 85 &7l =Lt of:

"LocationArn": "arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh",

"LocationUri": "azure-blob://my-user.blob.core.windows.net/container-1",

"AuthenticationType": "SAS",

to{ {0l CHEr M HEE = = U&LICH
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"Subdirectory": "/my/images",

"AgentArns": ["arn:aws:datasync:us-east-1:123456789012:agent/
agent-01234567890deadfb"],
}
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1. Ch2 update-location-azure-blobHHE SAHELICH

aws datasync update-location-azure-blob \

--location-arn "your-azure-blob-location-arn" \
--authentication-type "SAS" \
--sas-configuration '{

"Token": "your-sas-token"

'\

--agent-arns my-datasync-agent-arn \
--subdirectory "/path/to/my/data" \
--access-tier "access-tier-for-destination"

2. --location-arnIlZt0|E{0]= 0| E3IEdE= Azure Blob Storage®!%12| ARN
g X|™H&L|chod:arn: aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh).

3. --authentication-type Zt2t0O|E{0 M SASE RIHELICEH

4. --sas-configurationIt2tO|E] Token=Z Mol B, DataSync7} Blob AEZ|X|0f HMAE =
ULE 5{1835t= SAS EE 2 X|HELcH
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%2FXTIOES%2F%2Fmql71%2BZU178wcwqU%3D

5. --agent-arnsItZt0|E{0|= ZIE|0[L{0i| AZE DataSync ol 0| E 2| Amazon |44 O|F
(ARN) 2 X|8gLct.
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* GetBucketLocation
* GetObject

* GetObjectTagging
* HeadBucket

* HeadObject

* ListObjectsV2

* PutObject

* PutObjectTagging
* UploadPart
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1. AWS CLI dHo| M CIo|E & T1& AWS 2| stEd= & stLEE AF8stn U= X| #lgfLch

2. C}= create-task@HS SAEFLICE

aws datasync create-task \
--source-location-arn "arn:aws:datasync:us-east-1:account-id:location/location-

idll \
--destination-location-arn "arn:aws:datasync:us-east-1:account-
id:location/location-id" \
--name "task-name"

--source-location-arn0A &4 f|X|2] Amazon 2|44 O|F(ARN)Z X|H& g LICEH

4. --destination-location-arnOiA CHAF 2|%|2] ARNS K|&gL|Ct.
AWS Z|H™ EEE A ZHol| E8tE B ARNO CHE 2| =& A™E ID7F 2 & E|of K| el

5. (TE) --name0ilM 7|HE =+ U= 2ol 0|F
k=2 =2
= =

6. IZof matCtE 2 S

OHLHAE = ZEE AF25l04 S E o|o|E g
- 1} MHEIHIO|E{E ®2l6t1 Cllo|E| FAME &l &
« ZtQd H 71 M EEE= Amazon CloudWatchS Al235t0] M& 2
o| ZLEZE MH™Es= Zd0| E&LICH

|ICF. Zrdoll cHet LE

1o
C
il
ot 0
o]
£

KEMIEE S M2 create-task MM HESIMEL. CIE2 04 M E X|H5t= oAl create-task

BF UL

aws datasync create-task \
--source-location-arn "arn:aws:datasync:us-east-1:account-id:location/location-
id" \

--destination-location-arn "arn:aws:datasync:us-east-1:account-

id:location/location-id" \
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/datasync/create-task.html
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--cloud-watch-log-group-arn "arn:aws:logs:region:account-id" \

--name "task-name" \

--options
VerifyMode=NONE,OverwriteMode=NEVER, Atime=BEST_EFFORT, Mtime=PRESERVE,Uid=INT_VALUE, Gid=INT

7. create-task B Al&MsLICE.
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S| ARNE EoiFx= SEHE & Eulch oA

"TaskArn": "arn:aws:datasync:us-east-1:111222333444:task/
task-08de6e6697796T026"

}
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DataSync AF& At HEt2 A% 5t2{™ AWSDataSyncFullAccessE& A& 3st= X0l £E&LICH Of
AL EXtof| Al DataSyncoll CHEF 4| HAM|A HEH ST S0l CHEF (& HMAE MSst=
AWS ZE[d FElL|Ct.

DataSync 2& AtS

1. https://console.aws.amazon.com/datasync/ AWS DataSync 2&2 JLICt.
2. 2% = Hol M ClolE Mag A ohe Mg Metstn el M MeshLict
3. Eia3ol A O fIXIE FEELICH

KEMIEH LHE 2 AWS DataSyncE Soll HIOIEE OICIZ TEE & RILIR? MMES XML,
L

4., Y DCo| AR 2 SM S 5tLE MEds!

=~

 Enhanced
. 7|2

REMIEH LHE2 % ZE R 0|F o|al S & T stAAl

5. dd 7 HOIX|oM &Y SMHE MESHAHLE 7|2 U

¢ DILHAE E= ZIE|Z2 AFE23504 X4 O|o|E|2 K|ABHL|C}
« I} HEIHIOIEIE #{2|5t1 CIO|E| R ZAAME &Qlsts e A8 |}
« X4 H 1M EE&= Amazon CloudWatch LogsE AF&35H0{ M&EE ZLIERIELIC

A& AWS CLI

1. AWS CLI dHoilM CIo|E{E T& AWS 2| steds & StLHE AF8 st =X| # I

2. LC}S create-task@HE SAEFLILCE.

aws datasync create-task \
--source-location-arn "arn:aws:datasync:us-east-1:account-id:location/location-

id" \
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--destination-location-arn "arn:aws:datasync:us-east-1:account-
id:location/location-id" \
--task-mode "ENHANCED-or-BASIC"

3. --source-location-arn0M AA |X|2] Amazon ElAA O|&(ARN)S X|HELICEH

4. --destination-location-arn0iAM CHA /x| ARNS X|&EL|CT
AWS 2|™ EE= A 7ol & st=E < ARNO CHE 2| = A™E ID7F 28 k|0 /I=X]| &el
ghlct

5. --task-mode0i CH3H ENHANCED 5E & BASICS K|&EfLCt.

REMEH LHE 2 2 2 E xf0[% Ofs EF3E HEstMA2.

6. Eomeat e XY M RIGELIch o

OiLHAE E= ZEE AH85t0 ST CIoIEE XIEELICH
g )

=
ur e MHIEFHOIEHE MElstu ol FAEE & Qlste Ye Lo

Fod 2 1AM EE= Amazon CloudWatch LogsE AFE& 3510 &2 ZLIE{RELCH

1A

KEMIEH SME create-task MME2 2 XSIM L. ClE22 &% 2E 2l o] 7|EF SME X|HstE
create-task B | of| A|RILICE.

aws datasync create-task \
--source-location-arn "arn:aws:datasync:us-east-1:account-id:location/location-

id" \
--destination-location-arn "arn:aws:datasync:us-east-1:account-

id:location/location-id" \
--name "task-name" \
--task-mode "ENHANCED" \
--options

TransferMode=CHANGED, VerifyMode=0ONLY_FILES_TRANSFERRED,ObjectTags=PRESERVE, LoglLevel=TRANSF

7. create-task B AlMsLICE.
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"TaskArn": "arn:aws:datasync:us-east-1:111222333444:task/
task-08de6e6697796T026"
}
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DataSyncOll OHL|H A E HMA HEH XS

DataSyncOl S3 HZ! 2| OfL|H| A Eof CHEF AWM A FHEHE F048H= AWS Identity and Access
Management (IAM) @& 0| 2 LICt o] A& ol= Ch& TEtol 2 & xlo{of & LICt

* s3:GetObject
* s3:GetObjectVersion

DataSync 2£0|M 0| Hg g As2 = WEstHL 2HY dde = &Lt

(® Note

OHL|H AET CHE Ol AWS HHRUE B0l HEE +32 2 A dstoF &LCh

2L20M ME A2 M5 HLE AIZHE [ DataSynce OILIHAEN HMASHE O 2RFt
s3:GetObject & s3:GetObjectVersion HEt2 AL& 3104 IAM &S A8 = JU&LCt
A2 A2 Msty| fls 2t Het
A2 Ao 2 MgstE{M™ DataSync 2&£01 HAMASHE O AHEstE A& of CFs HEHo| UK
EolgL(ct

* iam:CreatePolicy

+ iam:AttachRolePolicy

DataSync7t HL|HAEM| VM ASHE O ERE IAM AEg 2 5202 Mg £+ &L oS XA
2 DataSyncE At&5tT OHLIHAES| S3 HZ!0| e SYUsH AWS A of lctz 7

1. 1AM 2&(https://console.aws.amazon.com/iam/)2 L|C}.

2. 2F Mo AMA ZE[M A S MEIF CHE, 9 dds MElELICH

3. AME[E £ U AEE| = HO|X|ol M 22T & U= AHEE| RE2E AWS MH|AE MEIEL
CH.
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https://console.aws.amazon.com/iam/
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4. N8 ABZ SECHR SS0/A DataSyncE A=45t T DataSync® 4B LICH CHS S ME4E

"Version":"2012-10-17",
"Statement": [{
"Sid": "DataSyncAccessManifest",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
]I

"Resourxce": "arn:aws:s3:::amzn-s3-demo-bucket/my-manifest.csv"

b. my-manifest.csvE O{LIHAE IYO| O|F§ S 2 HtELICH

10. CtE2 MEFLICH Mol 0|2 MSstn HH dds MEfgfLCH
1. (HE) ZA MH|A ESE CIEIAF EME ERIete{H OS2 A& LICH

a. Ao MF H Ho|x[ofAM M| ghA| fS MEELICH Az HA HElE MEELCH

b. aws:SourceArn 2 aws:SourceAccount?e X7 HEIAE 7|7} TEHEICIS o E A2

otof Az HA S AC|o|EstML.

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "datasync.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "555555555555"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:datasync:us-east-1:555555555555;*"
}
}
}

DataSyncE At&3st= AWS A IDaccount-id2 HbELICE.
M85t AWS 2™ regionZ HEELICEH
El

Ea
- & DataSync&
g

c. EA ool
DataSync7} DHLITIAEoff HMASEE 5| Hs IAM HE S MAMALICH TS WAL Al
et o] W& XIMELIC

IAM g 4y
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OHL|HAETL CHR O &36t= S3 HAM = AWS H'EZE R DataSync7t OHL|HAE O HM|ASHE O
o _JI\_ o

AEstE IAM HE g 522 ddstioF FLICH O3 oS OiLIHAE7F AWS AE AU=0lM S3 H
2 GAof g2 ZFaliok gLICH
Q

g BrE 7|

1. 1AM 22 (https://console.aws.amazon.com/iam/)& QL|C}.

2. 2l ErAH Fo| HMA EE[o M e S MENSH CFF, g 82 MENFLCH

3. AMEE £ Ql= AE{E| MEH HO|X|0f A AlZ[E 4= Q= QE{E| RS2 AWS AMH|AE MEHSH |
Ct.
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4. N8 ABZ SECHR SS0/A DataSyncE A=45t T DataSync® 4B LICH CHS S ME4E

"Version":"2012-10-17",
"Statement": [{
"Sid": "DataSyncAccessManifest",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
]I

"Resourxce": "arn:aws:s3:::amzn-s3-demo-bucket/my-manifest.csv"

b. my-manifest.csvE O{LIHAE IYO| O|F§ S 2 HtELICH

10. CtE2 MEFLICH Mol 0|2 MSstn HH dds MEfgfLCH
1. (HE) ZA MH|A ESE CIEIAF EME ERIete{H OS2 A& LICH

a. Ao MF H Ho|x[ofAM M| ghA| fS MEELICH Az HA HElE MEELCH

b. aws:SourceArn 2 aws:SourceAccount?e X7 HEIAE 7|7} TEHEICIS o E A2

otof Az HA S AC|o|EstML.

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "datasync.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
""aws :SourceAccount'": "000000000000"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:datasync:us-east-1:000000000000:*"
}
}
}

L'
e

« 9| Zt QIAEAE DataSyncE ALE5t= AWS HH IDaccount-idE HbELICE.
- £ DataSyncE AI835t= AWS E2|™ regionZ HFELICEH

c. HH AUO|o|EE MEfgfLICH

IAM gt g et Folz OfLIEHAE AWS A 7t Qe THE 2| S3 HHZ! HRoi| F7tatof & LICt

1. oM OHLHIAE Q| S3 HHZI0| /= A2 Z AWS Management Console™ &g L|C}
2. https://console.aws.amazon.com/s3/0|A S3 2£& LICt.

3. HZI MIE ALE HO|X|o| M THEH RIS MENELICEH

4, HA oM HES MBSt D CHE 2 s-sto{ S3 HZA! HAE +=HM .

a. HE7Io U= LIES YUO|O|ESIo{ ChE HH dES ZFotAIR.
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DataSyncAccessManifestBucket",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVexrsion"
1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"

b. account-id& DataSyncE Al&3t= H'H2| AWS HH IDE HFELICH

c. datasync-roleg Y= H4E IAM Q& E Ht ™ DataSync7t OHL|HAE | HMAE =
A& LICH.
d. amzn-s3-demo-bucketg CtE AWS HHo|M OfLIHAEE EAE 5= S3 HZA!2| 0|F

O Z HiEL|CH.

5. HEAE MES MEFLICH

DataSync7P CHE AE el oL H A E O HHASHES 5{E5tE IAM HE S dEM&LICH 2ds ¢
st AETE M o] HE S KIYELICH

ated M43 Al LIBHIAE RIS

2

Ue dge M DataSync7t ALY OILIHAEE X|HE + A&LICH

DataSync 2& AI&

N B0l BHelg MENSH & R MM MeEtEhLIC
3. Elazol A4 U CHA 9IXIE TALICH
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https://console.aws.amazon.com/datasync/

AWS DataSync A2 AMEA

4. ATY BHXOIM ST LY, 23| U BCIS ME O3 IHLIHAE AFSS MeBrLCH
5. S3 URIOIM S3 H{Zlof| ZARE|= OfLIHAEE MEdEFL|CEH

EEE URI(M: s3://bucket/prefix/my-manifest.csv)E 248 4+ U&LICH
|

6. Zix| H{Z10l| A DataSync7t AF2E OjL|H|AE O] HFS MEHSHL|CH.

7|2M 2o 2 DataSynce Z| & HT Q| A E AHSFLICEH

7. OiLHAE AMA FHol|M CHE & stLEE >FRLICH

- DataSync7t S3 HHZ! 9| OHL|HAE o HA|ASH= O Rt HEtS 7t IAM G2 RS2
MM & X8 S HEfgLIct
o DHLIHAEO HHAE = A 7IE IAM A& 2 MEFHLICE
KEMIEE LI 2 DataSyncofl OHL|HAE HM|A FHEH K|Z BHHE R ZSHAAIL
8. ZQFtCIE =Y M TgEt F OS2 MEELICH
9. M MMZ MEASILICE
A& AWS CLI

1. CI2 create-taskEYES SALELICH

aws datasync create-task \
--source-location-arn arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh \

--destination-location-arn arn:aws:datasync:us-east-1:123456789012:1ocation/loc-
abcdefghl2345678 \

--manifest-config {
"Source": {
"S3": {
"ManifestObjectPath": "s3-object-key-of-manifest",
"BucketAccessRoleArn": "bucket-iam-role",
"S3BucketArn": "amzn-s3-demo-bucket-arn",
"ManifestObjectVersionId": "manifest-version-to-use"

}

2. --source-location-arn L}Z}0|E{0|M CI|O|EHE ™S dtE AA 2X[|2| Amazon ElAA O|&
(ARN)Z X|&&LCt.
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3. --destination-location-arn I}2}0|E{0{|A O|O|E{E TS sHE CHA @ x|2] ARNS K|HE
L|CH.
4. --manifest-config ItZtO|E{0f 25104 CIS S +&ELICH

« ManifestObjectPath-OiLIHAE S| S3 ZHxl| 7|2 X|HELICt

+ BucketAccessRoleArn-DataSync7t S3 HHZ! 2| OiL[H A Eof HA[ASIEF S{E5t= IAM
o %EO x|x-lol-|__||_—_|.
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+ S3BucketArn-OfL|HAEE S AEStE S3 HZA Q| ARNE X|HgfLICh

« ManifestObjectVersionId-DataSyncHM A& OHLIHAE S| HTME X'H g LICt
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5. create-task H&
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>
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e AHE M DataSync7t AFSE OILIHIAEE X|EE + AU&LICH

DataSync & A&

2. 21F BHMEFHOM AHYS MBS CHS AIRTE 2FdS MEELICH

3. A 7L HO|XK|o|AM AlEHS MEHE OIS AAo| S MO R A|RHS MEHEHL|CE

4. LAY BHAOIM & oY, x| L EHE M= OIS OLIHAE ALES MEIELICH
5. S3 URIO|AM S3 HHZlo| S ARE[= OHILIHAEE MEATFLICE

EE = URI(0: s3://bucket/prefix/my-manifest.csv)E 248 = d&LICH

6. A HZEO0|A DataSync7t ALEE DHLIHAE S| TS =BT L|CH
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AWS DataSync

>

|.QA-|
S =

02

M

- DataSyncOi| CHaH AHS Mg MEA5H04 S3 HHZIo A DHLITAEof HMAE IAM 23E
o=z ddghct.

mo

INES

« HLHAEN HMAE = JUE 7IE IAM HE S MEIFLICH

AlE AWS CL

1. LC}2 start-task-executionEZIS EALELICE

aws datasync start-task-execution \

--task-arn arn:aws:datasync:us-east-1:123456789012:task/task-12345678abcdefgh \
--manifest-config {
"Source": {
"s3t: {
"ManifestObjectPath": "s3-object-key-of-manifest",
"BucketAccessRoleArn": "bucket-iam-role",
"S3BucketArn": "amzn-s3-demo-bucket-arn",
"ManifestObjectVersionId": "manifest-version-to-use"

2. --task-arn ZI2t0|E{0l= A& 35tEdE 22| Amazon ElAA O|F(ARN)E X|HELICH

3. --manifest-config I}2tOJE{0]| B35toq C}

Ojo

2 S

« ManifestObjectPath-OiL|HAEQS| S3 x| 7|& X|HFLICt

+ BucketAccessRoleArn-DataSync7t S3 H{Z! Q| OiL[HAE 0o HMASIEF 5{E5t= IAM
g E XI-Egct.

— =

KtMIEH LHE 2 DataSyncol OHLIHAE HM[A HEH MS EFHE HESHAMAIR.

« S3BucketArn-OILIHAEE S AEISHE S3 H{Z/2| ARNS X|&EhL|CH.

« ManifestObjectVersionId-DataSyncOiAM AISE O L|HAES| HME K[HFLICH.

72X 22 DataSynce %4 HE | A E AHSELICH
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4. start-task-execution HHE AESI0o TS E A|ZHEHLICE

Mg ALY

« OLEIAEE ZE{Q &7H AL E & R&LICH

- DE FHAE MEY o2 CIHEEE| E= ECE XIYE =& W&LICH o[22 &M= oiL
HAE CHdl 28 ZHE M83st= XWol E&LICH

- MAE oY FX| & SM(APIS| PreserveDeletedFiles)g At83t0o] 240 gi= CHao| 1}
YU = AHE FXIE & WELICH DataSyncE OHLIH|AEO| LIQE &S2F ME5HH CHY 2| ot F
A MHStx| ef&LIcH

HeadObject &= = GetObjectTagging 31 2F

S3 HAM &£ HH ID7t /= A E ™Est= B HeadObject EE= GetObjectTagging &
QR HME &~ Q&LICt o|E E0{ GetObjectTagging &3 2LF &= Cr21 Z&LICtH

[WARN] Failed to read metadata for file /picturel.png (versionId: 111111): S3 Get
Object Tagging Failed

[ERROR] S3 Exception: op=GetObjectTagging photos/picturel.png, code=403, type=15,
exception=AccessDenied,

msg=Access Denied req-hdrs: content-type=application/xml, x-amz-api-version=2006-03-01
rsp-hdrs: content-type=application/xml,

date=Wed, 07 Feb 2024 20:16:14 GMT, server=AmazonS3, transfer-encoding=chunked,
x-amz-id-2=I0WQ4fDEXAMPLEQM+ey7NOWgVhSnQ6JEXAMPLEZb7hSQDASK+Jd1vEXAMPLEa3Km, x-amz-
request-id=79104EXAMPLEB723

OlE{8t & 3 stLt7F EAIZIHM DataSync7t S3 AA 9Ix|0fl HMASHE O AL 5H= 1AM 3ol T}
= Teto| Ue=x| =elghLct.

* s3:GetObjectVersion
* s3:GetObjectVersionTagging

olz{et Metoz g U|o|=ao} st B DataSync7t Amazon S3 2IxI0] HHAE % QT =
AM 42 M4 MMS BE AR

L% :ManifestFileDoesNotExist
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&LICH & E01 .tmpR L= YA oz
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ZH
E ZE(of, *.tmp| *.tempE 2 /folderA|/folderB)E T3t A EXFLQILICH.

ZE{E otLtel mto|Z ()& M85t FEEIE HEHez FEELCH

S 2 DataSync Z2£0| HE FIIE M & 7| E MY E27 A

® Note
ZHE 22 HAEXE FEELICEH o & E01 EE /folderA2 /FolderASt & x|5HX| &t
&LICt
Pattern

ZE L HHLICE o & S0, *. tmp2 *.tmp| *. tempEE 2| LY QI EL|CH EE{of 0424

=
I{E0| Q= B THO|Z()E AF8stod Zh WS FE & LICh

- DE ZIEE AA Qx| Z2 &10| UELICH 08 S0, AFSAI7F AL AL AA QX9 EAS
Me M /my_source/S AA ZBE2E K|HSCHH 28 ZE| /transfer_this/E K|I&ErL
Ct. 0] A< DataSynce= C|EE|E| /my_source/transfer_this/It O 22X M&SEFLICH.

& ClolE 1 211



AWS DataSync A8 YA

o AA X HIZ 2of &Y EEE X|™H5t2{H £ 0|8 ¢ ol £2iAI(NE ZFAIZIMAIL. o™
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» DataSync= CHS HEHE SUS L4loz sijMsto] ECQ sliiT 2EH= ZF & LR|AIZLICH

/dir
/dir/

 /Amazon S3 HZZ2 £2 7{7|0{ M Cl|0|E{E TS & [ DataSynceE ZiA| 7|2 XS mHY AlA
Blo| £EHet S&3HH FZ=LCt

=4 25 =
“(SHYEFHE) 07 olato] 2XHE YURIAIZIE Ol ABElS ExbLICH of

£ E04, /movies_folder* = /movies_folder %!/
movies_folderl ZEFoF &x|&L|C}.

| (o= 72 7|3) e 7t 72 7|22 A8 ElE EXILICE ol 2XIE AL8§HH
Ztzt ZEot UR|stE o2 MEHE X|HE =+ J&LICH olE
£04, *.tmp| *.tempE tmp E= tempZE BLI= Tt U]
gfLict
(@ Note
Zt 2 7 ol F7I5I2E 2&0i| HEHE F7HE
i ol #& 7|2= LRsX| f&Lct
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AlELct.
ZE oA
CHE oMo M= DataSyncoll AL E == /l= 38 EEHE 201 SLICH
® Note
HEo| AL E = = EXt ol AMeto] l&LICH RHM[E HEB2 DataSync S FMME
HZESHHR.
At 2R[ofM L EE AL
a0 meh A4 (o] E207HOY ARIZ SA IXI ; S Mel 2HE HE X &LCh oE

Mt

X (0f: /reports2021%/reports2022)) 7t Y= ECE Melsied™ CtSot Z=2 A2

E|
—
8¢ = &Lt

I AHE ol ZE ol ECE M elstziH M TE{E Ctgt 20| AHS5tH FLICH.
*/folder-to-exclude-1|*/folder-to-exclude-2
A 9IxIo) 5|49 BlY B8 MQlst2dH RO TEE ST 2ol AR5 FLIct

/top-level-folder-to-exclude-1|/top-level-folder-to-exclude-2

A~ QIxlof| ECf MEAS ZEAZLIC
ool mat 22 SIRIT IR E TRIL EIM ST FE ofzfoll 2= BCiol AME A M&shof 3L
O S3 ECIE ZH32M ST 22 T8 TEVH U 5 A4S AlRHErLIC
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HE0M EE ot 2 MelstEd™ *. tempt 22 M2l LE{7F = 2 A™lS Y5t EL
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UTo| JHH T UE MEste{™ ChZ ol Mol HE{7t = 2] A-dE Al&ELICE “/folder/
subfolder/filel.txt|/folder/subfolder/file2.txt|/folder/subfolder/file2.txt”

Z & ZE{E DataSync7t & & ntad, 24|

DataSyncE ZE E-IQP 2x|st= ot A %E-I':'* 245t 0 MEELICH ol & S04, &4 ECO ME

® Note
ZE HElE dYUE 7IE (%) 2XE HEHM 2EF Zof ELICH 6 £01, /documents*|/
code*E X|HZ[X|BH * txt2 X[E/X| gk&LICt

DataSync 2& AFS

1. https://console.aws.amazon.com/datasync/0| A AWS DataSync2 &2 LICt.

2. QIQ EI-AH 7°|'O-||A-| XFod 7£||-<|3=-{I gg% Al_-IE—ln'IEI'L|E|'.

5. EatolM EEIE Qs Ch2(ol: 23 CIMEIZIE T#6i24M /important_folders) THE
Z7tE MetgLC)

AWS CLI AMS
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T&2 7|52 MSsHof gLICH

S E ool M= 214


https://console.aws.amazon.com/datasync/

AWS DataSync A

0o
1z
0%
x

CtS M0 M= create-task BHE2 A I 28 ZF /important_folderllt /
important_folder2 ¥ 7tX|E& X|HErLICH

aws datasync create-task
--source-location-arn 'arn:aws:datasync:region:account-id:location/location-id"' \
--destination-location-arn 'arn:aws:datasync:region:account-id:location/location-id'

--includes FilterType=SIMPLE_PATTERN,Value="'/important_folderl|/important_folder2'
Nel ZE 44

M|Q| ZE{= DataSync7t &K I8 AA 1}
St7HLt HE == AlEPE M olefet EHE FHE = JU&LICh

A
. 7|27t 2 NQE Olo|E

7|22 2 N e|E olo|H
DataSync= Y5 Oi|O|E{7} MEEIX| f= 5 XIS 22 M QIEhLCh.

 .snapshot-DataSynce .snapshotZ ZLt= ZE FZE FAIgLICE O] B2 YRtMo =z A
ECX| AARS Tt E= CIREE[o] & A AR A0l AFSELICH.

- /.aws-datasync % /.awssync-DataSynce= M&2 0I|5tH 5t7| *Ia AFEX}F @/ xloi o248t
EEHE MdFLCH

« /.zfs-Amazon FSx for OpenZFS2| ?|x|of O EH7} EAIE 5= U&LICH

DataSync & AL

1. https://console.aws.amazon.com/datasync/0| A AWS DataSync2& 2 JLILCt.

2. 2IZ EFA Zof| A EHQ{S AEH

—

o

3 5tef MAdE MEiBLICH
A

= |
fIxIE gL

0z 11

3. EjAZTOo| AA TILY

RtMIE LEE =2 AWS DataSyncE Soll CIOIEHE ofC|E MEE = QULIR? MME FZSIMR.
o E A

4. HMN2loM EEE Ui Ch3(0ol: FAl EEHE XM QIstedH */temp) T

5. Eo met e Mel HEE FIHELic
6. ER E? X ZHE FIHEULCH
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AWS CLI AFZ
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to ZE7H & 71 o|¢ el 32 |(molx)E
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AWS CLIE AIEE e EE F/o 22N E(N)E AFS
T2 7|52 Ar28HoF gLt

CtZ MM = create-task BHE AL W A EE */tempdt */tmp F 7tXIE X[EHFLICH

aws datasync create-task \
--source-location-arn 'arn:aws:datasync:region:account-id:location/location-id' \
--destination-location-arn 'arn:aws:datasync:region:account-id:location/location-id'

\
--excludes FilterType=SIMPLE_PATTERN,Value="'*/temp|*/tmp'

DataSync7} T+ & 24| H|ELC|O|EHE X E|5t= & ofaH

HEIGIOIEHE E&EE + &LICH HIEH|OIEE

AWS DataSync = HlO|EH & Soi| It == 27| o o
gt | HEIH|IOIEE At&3st=X| ofof et &
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—
SAbshE wEie T I U M RI0IM KA

etEIL|CH
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UHHSO 2 DataSyncs AIAE 4& HEIGIO|EIS SANSHR| ALICH 08 S04, SMB THY AkHof
MESsE B2, T AAH £ZF0jM 748 HEt2 SHK| AEEIK| AL SAEIX| LT

ofl2le U&LICH Amazon S32t CHE ZHA| AE2|X| ZHol T4 e [ DataSynceE YR A|AEH Zo| 74
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Amazon S3 A& 0| £ AFE HIEH| 0| E

Ct2 E&= ™50 Amazon S3 2Ix|7F L& E B DataSync7t SAE &= Q= HIEH|O|E{E M E L

« Amazon S3=2
« Amazon S32} C}E x| AEE[X| AFO|Of| A

« Amazon S32} HDFS AO|0{| A
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» Content-Disposition
+ Content-Encoding
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Enhanced mode

"TaskExecutionId": "exec-abcdefghl12345678",
"Transferred": [{
"RelativePath": "objectl.txt",
"SourceMetadata": {
"Type": "Object",
"ContentSize": 6,
"LastModified": "2024-10-04T14:40:55Z2",
"SystemMetadata": {
"ContentType": "binary/octet-stream",
"ETag": "\"9b2d7e1f8054c3a2041905d0378e6f14\"",
"ServerSideEncryption": "AES256"

}I
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Basic mode

"UserMetadata": {3},
"Tags": []
}I
"Overwrite": "False",
"DstS3VersionId": "jtqRtX3jN4J2G8k@sFSGYK1f35KqpAVP",

"TransferTimestamp": "2024-10-04T14:48:39.7488621837",

"TransferType": "CONTENT_AND_METADATA",
"TransferStatus": "SUCCESS"

"TaskExecutionId": "exec-abcdefghl2345678",
"Transferred": [{

M& ol 2

CHS

H 11 M DataSync7t objectl.txtete A E MEE = e AR WHE X3

"RelativePath": "/objectl.txt",
"SrcMetadata": {
"Type": "Regular",
"ContentSize": 6,
"Mtime": "2022-01-07T16:59:26.136114671Z",
"Atime": "2022-01-07T16:59:26.136114671Z",

"Uid": 0,
"Gid": 0,
"Mode": "0644"
iy
"Overwrite": "False",

"DstS3VersionId": "jtqRtX3jN4J2G8k@sFSGYK1f35KgpAVP",

"TransferTimestamp": "2022-01-07T16:59:45.747270957Z",

"TransferType": "CONTENT_AND_METADATA",
"TransferStatus": "SUCCESS"

=2 AME] ET M oA

Enhanced mode

£ objectl.txt M A Z I3l DataSync7t AWS KMS 2t= ZHA|ol] HMAE 5
A A

OF LICt (Ol2HEt @77} YdlstH HHE A S3HE ALE5104 S3 HZ!0of A& MM
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"TaskExecutionId": "exec-abcdefghl2345678",
"Transferred": [{
"RelativePath": "objectl.txt",
"SourceMetadata": {
"Type": "Object",
"ContentSize": 6,
"LastModified": "2022-10-07T20:48:327",
"SystemMetadata": {
"ContentType": "binary/octet-stream",
"ETag": "\"3a7c0b2f1d9e5c4a6f8b2e@d1cSf7a3b2\"",
"ServerSideEncryption": "AES256"

.
"UserMetadata": {3},
"Tags": []

I

"Overwrite": "False",

"TransferTimestamp": "2022-10-09T16:05:11.134040717Z",

"TransferType": "CONTENT_AND_METADATA",

"TransferStatus": "FAILED",

"ErrorCode": "AccessDenied",

"ErrorDetail": "User: arn:aws:sts::111222333444:assumed-role/
AWSDataSyncS3Bucket/AwsSync-loc-0b3017fc4basa2d8d is not authorized

to perform: kms:GenerateDataKey on resource: arn:aws:kms:us-

east-1:111222333444:key/1111aaaa-22bb-33cc-44d-5555eeee6666 because no identity-
based policy allows the kms:GenerateDataKey action"

]

Basic mode

Ol 21 M= objectl. txtEts A7 S3 HZ! Het EXM = Qs HEEX| AAS S Ho{EL
C. (Ol2{3t 2/ 7} Y 6tHH DataSyncoi| S3 HZ! MM A THet MS MME FESMR.)

"TaskExecutionId": "exec-abcdefghl12345678",
"Transferred": [{
"RelativePath": "/objectl.txt",
"SrcMetadata": {
"Type": "Regular",
"ContentSize": 6,
"Mtime": "2022-01-07T16:59:26.136114671Z",
"Atime": "2022-01-07T16:59:26.136114671Z",
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"Uid":
"Gid":
"Mode":

0,
0,
"Q644"
I
"Overwrite": "False",
"DstS3VersionId": "jtqRtX3jN4J2G8k@sFSGYK1f35KqpAVP",
"TransferTimestamp": "2022-01-07T16:59:45.747270957Z",

"TransferType": "CONTENT_AND_METADATA",
"TransferStatus": "FAILED",
"FailureReason": "S3 Get Object Failed",
"FailureCode": 40974
1]
}
ANEt AL
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S3 HZ!0| ot & gi= B0l DataSync7t 21 ETMHE HEEE £ U= S3 HAE d8gLct E1
Me 83 E&E AEE|X| FefA0l XEELCH.

Ol HZlol= CtS ArE & HEELICH

 OlO|EE S3 HASE MEE H=olztH AXE o 22 SME2 HIE 835 49 & E1 Mo
S HAE AHEetx| OtMle. 2 K| St DataSyncE AUS A miotch o| ™ Y 21 M
E I F MFELICH Y ETME A4 fxlof EXHEHK]| £7| IHE QILICH.

- SEE HMA HEH HHE YKlotEdH E R M HZ! 0| DataSync T1& =t S UsH AWS A
M gl 2[xof Qlo{of &rct

DataSync7} S3 HHZ!0]| 24 B AME UZRESIEE 5

DataSync7t S3 HHZo| 2 H EDME HUECEE =+ AWS Identity and Access Management

(IAM) &gt 2 FMatof &t

DataSync 2£0|M CHEE 0| B & HTME HIo| YECE HEto| At522 &L= IAM

ol'o AHA" St _JI\_ (= s

1l

o 1
9'|_|
=
0
T
2
[S)

g &Lct. ol XP% HHEE g2 x4 Het oM 2 W 2F AR E SFStX| 2
% chs Ho )

174 2t2|& AWS Key Management Service (AWS KMS) 7|(SSE-
KMS)E &5 3tE AR0|z0| d&g2 &S5tX| E&LICH O] B HEO| 248 OHE HUS =T
7|3t 5l A2 £ 502 MHE = U&LICH

- A5to| M| 4 QlE JHAMIM LRt MH|A ESE CHElxt 2 & x|ELICH

CHS o= DataSyncOll A aws:SourceArn2! aws:SourceAccount®d X7 HEIAE F|E AFS
stod ESE OHelxt 2XME W X|ste Y-S o0& LIC.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datasync.amazonaws.com"

}I
"Action": "sts:AssumeRole",
"Condition": {
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"StringEquals": {
"aws :SourceAccount": "123456789012"

},

"ArnLike": {

"aws:SourceArn": "arn:aws:datasync:us-east-1:123456789012:*"
}

}
}
]
}
« DataSync7} S3 HHZIof| 2 HOME Y28 £ QUIEE 5{S¢efLch.

CHS oMl HZlel & MF Al(reports/)ofl CHE s3:PutObjectZf 4Rt X 8fstod O|E & E
LICE.

JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:PutObject"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::your-task-reports-bucket/xepoxts/*"

3
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/A Important
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A& AWS CLI

1. C}32 create-task AWS Command Line Interface (AWS CLI) BHE2 S A& LICt.

aws datasync create-task \

--source-location-arn arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh \

--destination-location-arn arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-abcdefghl12345678 \

--task-report-config '{
"Destination":{
"S3":{
"Subdirectory":"reports/",
"S3BucketArn":"arn:aws:s3:::your-task-reports-bucket",
"BucketAccessRoleArn":"arn:aws:iam: :123456789012:role/bucket-iam-role"
}
.
"QutputType":"SUMMARY_ONLY"
}l

2. --source-location-arnIt2tO/E 0= ME Al 24 f|X|2] Amazon 2|44 O|&
(ARN)2 X|HELICt us-east-18 MHE 2 AWS 2|THHF 1, & M8 AWS HH =
Rt123456789012= HtH 1, E MHet AA X[ ID12345678abcdefghE HEELICEH

3. --destination-location-arn I}2}0|E{0]| CHEHAM TS CHAM @|k|2] ARNS X|HELICH &
MASt us-east-1 2 AWS E|™H 11, 1234567890128 MAMHe AWS HH HE=Z "+ E
M5t LA @|x| IDabcdefgh123456782 HFELICH

4. --task-report-config U}Z+O|E{0f &35t04 C}S S $+&ELICH.

 Subdirectory- reports/& DataSyncOlM & ETMHE YECEE S3 HZ Q| MFALR HE
RHLR.

HEA Boll= MAHS 71& A& ZgfsHor gLct o EXt
LICH ZEM[EF LHE 2 Amazon S3 AHE ABAML| HFAE
(@]
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AWS DataSync A8 YA
« S3BucketArn- 2 ET1ME YR =52 = S3 HHZIQ| ARNS X|HELICEH
® Tip
CIO|EE S3 HZIo 2 MEE AH&ol2tH AKX nted Ha SME HIEYstet 39 &
A Enxof SLE HAS AF83tX| OHMIR. IF K| 2l 2™ DataSynce XS A-E
[otct o| ™ 2 ETME 2 F AAELICH sHE ET M= &4 X0 ERHSHK| 2471
M= LICt
« BucketAccessRoleArn- DataSync7t S3 HHZ!0 2 2T ME HELESE S &5t IAM
et 2 X[-EEc
REMIEH MHE DataSync7t S3 {701 2 E T ME UZESEE S MME AXFIML

/A Important

S3 H{Z!lo| 2 #E|E SSE-KMS 7|2 & 55l 32 7| EHol= DataSync7t HZ!of|

HM|ASH= Ol AFR2SHE IAM 2380 Z & E|o{oF & L|Ct.

0
KEMEE B2 MHE 453 E ALE5104 S3 HHAOf| AMAMMEE HESHM L.

KEME ME2 Q9F M2 o H D A{MME & XSHAIL.

5. create-task B3PS Astod S HHfLICH

mo ox

AistedH o] ARNOI 2ok

-~

e 2Ol ARNS Eo{F = LIS £ 2 82 2 ELICH start-task-execution@&
o5

"TaskArn": "arn:aws:datasync:us-east-1:123456789012:task/task-12345678abcdefgh"

}

6. LCI2 start-task-execution@HWE S AEFLILCE.

aws datasync-task-report start-task-execution \

--task-arn arn:aws:datasync:us-east-1:123456789012:task/task-12345678abcdefgh

7. --task-arn ZI2tO|E{0= Al|2H5tEdE 2Ol ARNS R|HELICH create-task™
0 €t2 ARNE At2&hLLC}.
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AWS DataSync A8 YA

CO|M & H T ME B 5 AKEHLICE sHE E O ME AA Q|0 EXRHEHR| &7 2
OIL_||:|.
= o

8. ZErC{0l= DataSync7t ETAE S3 HAM LUZ =& M 2 E Mo AASE HFAE =8
CHof:xreports/). MF AL Zoll= XMMFH L 2XIE £ 3 5 _
e i Al(/)Lich REMIEH LHE 2 Amazon S3 AH8 MEMO| HFALE AHE5Hod ZHA| 745t

5
7|18 ®xstMlL
9. IAM 2&hoi CHEH CIS & §HLIE &suct
- A5 HMHE MEIS04 DataSync7t S3 HZI0i| HAM|ASHE O s HEtE 71T IAM &2 &t
S0z MAMSIEE gt

0|70 DataSyncOll A 0| S3 H{Z!of| CHEF IAM & & BHE B, sliiE Uego| 7|2 = H
ElLl[:l.
= .

o MAMSHAISK XY IAM A& S MENSELICE

Aol mat ofgrg SH MAsiol 8 &= etk XHAIE WL DataSync7t S3 o] &
UEIME HY=ZESE S siSMME R,
/A Important

S3 H{Z!o| 72 at2|& SSE-KMS 7|2 &
HM|ASHE Ol AF25HE IAM 38t0| Z & E|o{ok E.H—IEL
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A2 AWS CLI

1. CI2 create-taskEYES SALELICH

aws datasync create-task \

--source-location-arn arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-12345678abcdefgh \

--destination-location-arn arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-abcdefghl12345678 \

--task-report-config '{
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"Destination":{
||53ll.{

"Subdirectory":"reports/",
"S3BucketArn":"arn:aws:s3:::your-task-reports-bucket",
"BucketAccessRoleArn":"arn:aws:iam: :123456789012:role/bucket-iam-role"
}

},

"OutputType":"STANDARD",

"ReportLevel":"level-of-detail",

"ObjectVersionIds":"include-or-not"

} 1

2. --source-location-arnI}tzZtO|E{0E TS Al AA 2|%|2] ARNE K|™HELICH us-
east-1E& XMMEH 2 AWS 2I™HI 1, E MAMHEH AWS A £A1234567890122 HIF 10, € X
Mt AA @|%|ID12345678abcdefghZ HEELICH

3. --destination-location-arn ItZ2tO|E{0]| CHSHA T& CHAF @%[2] ARNS X|™EfL|CH &
At ys-east-1 2 AWS E|MHI T, 1234567890128 XMAES AWS A HE 2 HIE 1 &
M5t CHA @Ix| IDabcdefgh123456782 HFELICH.

.

4. --task-report-config U}ZtO|E{0f B5t04 CHS S & ELICH.

 Subdirectory- reports/& DataSyncOiM & ETME YEEE S3 HAS| HFALE HE
AL HFEA Bole MAE 2 BXHE Z&sHok gLt ol 2
A(/)QLIch XEAIEH LIRS Amazon S3 AR MEA Q| FHEAE AFR 504 ZH]
Z3tM 2.

« S3BucketArn- 2 ET1ME Y252 = S3 HHZIQ| ARN2 X|HFLICEH

® Tip
CIO|EE S3 HZIo 2 MEE AHEol2tH AXE nted Ea SMHE HIEgstet 49 &
of B Mol SYst HZE otom D x E
otc Ol =ed En MHE 25 AXIFLICEH &
IHE2 IL|C}.

« BucketAccessRoleArn- DataSync7} S3 HZ!O| &Y BT MHE UECESIE T §Est= IAM
g2 XIEgc.

KtMIEH M2 DataSync7t S3 HHZ| %1 EOME U=ZESE S oMM E AR otM 2.
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/A Important
S3 HZ!lo| 2 228 SSE-KMS 7|2 &
HMASHE Ol AH2 5= IAM @& 0| Z & |o{of %H—IEL
AME ME2 MHE &332 AFR5104 S3 H{Z10]| HAMAMME E XML

« OutputType- STANDARDE T ME X|'H35tAM 2.

REMIEF 82 & &Y

HL

TMEH ETM RES HEsHAAIL.

« (ME4 ALE) ReportLevel- SUCCESSES_AND_ERRORSE 11 A{ LHO(ERRORS_ONLYZ |2 2h)=
(B) Hst=x| x[EeLct,

« (MEH AFE) ObjectVersionIds- ZHA| HHM #E|E AFE5HE S3HIILZ ME5E E, ©
SE ZF Aol Ciet M HHE BT Mol ZEA|Z|T AIX| ofCHH NONEZ(E) XIHGHAI 2.

7IEMoZ 0| M2 INCLUDE(R)Z MM E|of d&LICH

o (MEH AR Overrides- 21 Mo EX 4O ReportLevel 2 AFE AL X|HEFLICH.

0 & E04 DataSync7t CH& Ix|0fM &t A5t &= S Foi #tstod
SUCCESSES_AND_ERRORSZ 21 A X2t O gto| 2 E %% of 23 A= ERRORS_ONLYE &
P 4= Q& LICE O] I A|IME --task-report-configitZtO|E{0l C}S OverridesSME
7bgrLct.

ol

D

"Overrides":{
"Deleted":{
"ReportLevel" :"SUCCESSES_AND_ERRORS"

X
}

Overrides2 A&3SHX| et = AR, A B MM FH3t7t X|'HEF ReportLevel & AFSELI
Ct.

HdEt 2O ARNE Eo{F = L2t &2 8H2 ¢ ElLICH start-task-execution®H
(=)
=

-~

"TaskArn": "arn:aws:datasync:us-east-1:123456789012:task/task-12345678abcdefgh"
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}

6. CI= start-task-executionBZE S ALEHLICE.

aws datasync-task-report start-task-execution \
--task-arn arn:aws:datasync:us-east-1:123456789012:task/task-12345678abcdefgh

7. --task-arn IZl0|E{olle Al QI o] ARNS K| ELIC} create-task BWHS AMS
0 22 ARNZ At2EtLC}.

o

start-task-execution H& S AlsHL|Ct.

MEOo| AERE[HEHY ETME = = U&LICH

DataSynce 2 &t Alghol| Cifet &d 1M MAFLICH A30| 2 5 53 HZlol M 2 &
O HTME B8 £ UBLIch A BaME 2 U M IDE Easts HEALR TS

SIHIIMM EHY ETME 3= O E20| ZIEE CHS oM E AIESIAIR.
e QA MEB MY ETIM - reports-prefix/Summary-Reports/task-id-folder/task-
execution-id-folder

e EFE MU EIM-reports-prefix/Detailed-Reports/task-id-folder/task-
execution-id-folder

A
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Atd E1ME JSON EAlo|22 B2 M = U H 7HX| 40| AU&LICH
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« Amazon S3 SelectE At235t0d ETME FL|Ct.

AWS Glue Amazon Athena 2! Amazon Quick Suite2} Z2 AWS MH|AE AF2510d ETME AlZt
SterLICH 2rd E 0 ME Al st Yol CHEt REMIEH LHE 2 AWS AEE(X| EE2 T8 FX5HA
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DataSync7} CloudWatch 21 2 &0 E3&

DataSync & dof Cist 2L 2 +
oSk

A 5t2{™ DataSync7t E2E ™ 0| ¢
aliol

JE0| EFLICE AWS Identity and Access Management (IAM) Q&2 & 2H
Ct. A&l &5 wAl2 2] D =of ket Eet &L,

Enhanced mode

/= CloudWatch 21
HMIAE MAEHL

=% 2o M DataSynce &Y 218 /aws/datasyncEle 21 1802 A5 MEFLLCH 5
=23 JE0|o e B AWS 2|7 DataSynce= &2 MEE M IAM MH|A 244 A5 2 A}
750 AISAHE CHalstod 21 &2 et

Basic mode
718 ZEE AM835}0d DataSync Z-4oi| CHEt CloudWatch 21 2§ A™ste & 7HX| 20| U
&LICH 2£0|ME CHE & DataSync7t 218 YR ESt= O 2ot HEt2 Z&ste IAM dEgs
AsSo2 d8E = UELICH O] KIS dHE A2 |4 HE HHM = M T AE S S5
X 2E £ Acte Holl RolstMlL.
7|Z& CloudWatch 211 I §& AF835tHL Z2 oY WAl Z Trd2 MMEe{E B2, 0l IAM
Ag S A Mdslok gt
CtZ2 O|2{8t HEHES F045t= 1AM ER of o A| LY.

"Version":"2012-10-17",
"Statement": [

{
"Sid": "DataSyncLogsToCloudWatchLogs",
"Effect": "Allow",
"Action": [

"logs:PutLogEvents",

"logs:CreatelLogStream"
]I
"Principal": {

"Sexvice": "datasync.amazonaws.com"

},
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:datasync:us-east-1:444455556666:task/*"

DataSync7} CloudWatch 21 21 E0| 212 YUZES T E 58

289


https://docs.aws.amazon.com/datasync/latest/userguide/using-service-linked-roles-service-action-2.html

0o
1z
0%
x

AWS DataSync A

},
"StringEquals": {
"aws :SourceAccount": "444455556666"

}

},
"Resource": "arn:aws:logs:us-east-1:444455556666:1og-group:*:*"

O| HA2 ConditionE2 AM&3t04 X|HEl H'H 2| DataSync 248t X[ El CloudWatch 211
JE0| HMAE = JULSF L Ct ESE CHE|At 2XE L X[5H2{H 0248t ConditionZ0f
aws:SourceArn & aws:SourceAccount 22 X7 HEIAE 7|8 AL 35tE ZW0| E&LICH XHA
gt 82 WA MH[A ESE CHEIA X BHHE HESIMAIR.

2 A
=
£ 3
=

DataSync % &= &S X[™ste{HE 20| AWS 2™ 2[xIEte| 2™ 2 E(M: us-
| Z&HE HA™Hol AWS A IDaccount-idZ HHE LICH,
CloudWatch 21 J-E-% X|&sle{H SUSH IS HIF M. EM 20 OES Ao 2 XM E
=t R t. SourceArn & SourceAccountAb&0i CHEF XFAIEH Ad
HE2 IAM A EAE 7to|E9o| Z2E2H £ 7|18 HXFHAMR.

HAMg MBst{H o] WM B =24 AFE Q| ool MEefLict 23 oh& o3 AWS CLI &
HE Mo BlAA Mg MEELICEH o] oAl BAEE AB3ted™ full-path-to-policy-
x lo

= =
file§ EX MdEHoO| £ E uto| ZZZ CHA|sHok gfLICH

aws logs put-resource-policy --policy-name trust-datasync --policy-document
file://full-path-to-policy-file

@ Note
DataSync Of|0|ME & & d3tet St AWS HH & AWS 2|1H & AHE35to{0| HHEE 4
ALt

KEMIBH LI 2 Amazon CloudWatch Logs AFE A} OHLHME EHZSHAIL.
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Enhanced mode

ztof MM g MEHEH DataSyncE /aws/datasyncBlE 21 IES KAIS2Z AFE(EE= M
A)&rct.
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A& AWS CLI

1. LIS create-taskEHE SAMELILCE.

aws datasync create-task \

--source-location-arn "arn:aws:datasync:us-east-1:account-id:location/location-
id" \

--destination-location-arn "arn:aws:datasync:us-east-1:account-
id:location/location-id" \

--task-mode "ENHANCED-or-BASIC" \

--name "task-name" \

--options '{"LogLevel": "log-level"}' \

--cloudwatch-log-group-arn "arn:aws:logs:us-east-1l:account-id:log-group:log-

group-name:*"

2. --source-location-arn0M AA f|x|2| Amazon ElAA O|E(ARN)S X|HELIC}.

3. --destination-location-arnOiA CHA 2|%|2] ARNS X|ZIEFL|C},

ol
L
o

AWS 2| EEE A ZHol MEstE B2 ARNO CHE 2|1 == A™ ID7F & o] UEX|

i
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« BASIC- 7|8 HE((M: M& 27/)0t ZEstod EaE AHAIELIC.

« TRANSFER - DataSync7t M&5te 2 & Tt == ZiX|of CHet 23 & H A5t C|ole F 2%

HALE &sLct.
« NONE - 21 & MHM3HX| et&Lct

7. -cloudwatch-log-group-arn0i| CH3l CloudWatch 21 1 & 2| ARNS X|[HgfL|Ct.

/A Important

8. create-task BHEg ASMELICE.

HHOo| St W HE 2ol ARNE EoiF= HE & EuCh ofA:

"TaskArn": "arn:aws:datasync:us-east-1:111222333444:task/
task-08de6e6697796T026"
}

HUS AEE EH|7F ER}&LICH

DataSync API A&

* CreateTask

« UpdateTask

DataSync 2 21 27|

S |21 & [} CloudWatch 2& == AWS CLI (ZIEt M 3)8 A85to{ & M| 2EOE =
£ Ql&LICh RFMIEH LI 2 Amazon CloudWatch Logs AFE AF OHLHAME EHESHMIR.
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Enhanced mode log example

"Action": "VERIFY",
"Source": {
"LocationId": "loc-abcdef01234567890",

"RelativePath": "directoryl/directory2/filel.txt"
},

"Destination": {
"LocationId": "loc-05ab2fdc272204a5f",

"RelativePath": "directoryl/directory2/filel.txt",
"Metadata": {

"Type": "Object",
"ContentSize": 66060288,
"LastModified": "2024-10-03T20:46:58Z7",
"s3": {
"SystemMetadata": {
"ContentType": "binary/octet-stream",

"ETag": "\"1234abcd5678efgh9012ijk13456mnop\"",

"ServerSideEncryption": "AES256"
3,
"UserMetadata": {

"file-mtime": "1602647222/222919600"
+

"Tags": {3}

o
"ErrorCode": "FileNotAtSource",

"ErrorDetail": "Verification failed due to file being present at the
but not at the source"

}

destination

Basic mode log example

[NOTICE] Verification failed > /directoryl/directory2/filel.txt

[NOTICE] /directoryl/directory2/filel.txt dstMeta: type=R mode=0755 uid=65534

gid=65534 size=8972938 atime=1728657659/0 mtime=1728657659/0 extAttrsHash=0

DataSync 24 271 27|
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[NOTICE] dstHash: f9c2cca900301d38b0930367d8d587153154af467dadfdcflbebc@848ec72cd
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5 & DataSync 22 CloudTrailoll 2|&f 2EZELICt (RtAIEH B2 DataSync APl X & XAl

2)

04Z1CH, CreateAgent, CreateTask2! ListLocationsZdof CHEt &2 CloudTrail 21 I+ 9|
=2 gt

DE OHE EE 21 2ol WS MANT ASKl hE HiEt ZHELIC A B HEE
Olg 57 CHa g 217 BEHE £ ULtk

- Mg RFEZ M7IFEX| =& AWS Identity and Access Management(IAM) A2 AL A4 SHo 2
H=x| o7
AA -

o 48 = HHHO|M AFEXI0] CHEF (Al R4 SHE AFR5H04 20| MHEIREX| 0L,
« CI2 AWS MH|AA R™EIN=K| 08,

>~0II

AEMIEt AH2 AWS CloudTrail Ab& Xt 7FO|E 9| CloudTrail userldentity @ A& &= 5HAMIL.

DataSync 21 It & =9| o3

£75{0|8H X8 Amazon S3 HZI0] OIHIEE 21 Y= @I218 £ 7
B |

CloudTrail 21 mtoi= 3tLt oA e| 21 & =0| ZEE £ EERE AAZEREO
Eel 9XE LIEHHH @™EE 2], 2] et AlZH @& niet0|E Sof CHst ME S Z&&hct
CloudTrail 21 I} U2 HEZ| API 27 S E£0| & AE EPO|AT} olLIEZ EH = ME EAILX|

&Lch.

CIS o= CreateTask®EYUE E0{F = CloudTrail 21 5 lL|C}.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef",
"arn": "arn:aws:iam::123456789012:user/userl”,
"accountId": "123456789012",
"accessKeyId": "access key",
"userName": "userl",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-12-13T14:56:46Z"
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"invokedBy": "signin.amazonaws.com"

1,

"eventTime": "2018-12-13T14:57:02Z2",

"eventSource": "datasync.amazonaws.com",

"eventName": "CreateTask",

"awsRegion": "ap-southeast-1",

"sourceIPAddress": "192.0.2.1",

"userAgent": "signin.amazonaws.com",

"requestParameters": {
"cloudWatchLogGroupArn": "arn:aws:logs:ap-southeast-1:123456789012:10g-
group:MyLogGroup",
"name": "MyTask-NTIzMzY1l",
"tags": [1,
"destinationLocationArn": "arn:aws:datasync:ap-
southeast-1:123456789012:1ocation/loc-abcdef01234567890",
"options": {
"bytesPerSecond": -1,
"verifyMode": "POINT_IN_TIME_CONSISTENT",
"uid": "INT_VALUE",
"posixPermissions": "PRESERVE",
"mtime": "PRESERVE",
""gid": "INT_VALUE",
"preserveDevices": "NONE",
"preserveDeletedFiles": "REMOVE",
"atime": "BEST_EFFORT"
I

"sourcelLocationArn": "arn:aws:datasync:ap-southeast-1:123456789012:1ocation/
loc-021345abcdef6789"

},
"responseElements": {
"taskArn": "arn:aws:datasync:ap-southeast-1:123456789012:task/

task-1234567890abcdef0"

},

"requestID": "alb2c3d4-5678-90Qab-cdef-EXAMPLE11111",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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Amazon EventBridge2 At& 8t O|HIE L

Amazon EventBridge O|HIE = DataSync 2|A& A 9|
£ Olz{et O|HEE AMst T StLt o|4f o CHaf &
OlHE = %|4do| 2Fdof| 2 7{5to{ e 4-ELICt.
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DataSync T1& 0| AL & 4+ /= EventBridge O|HIE &= CS 1t Z&LICH

Agent state changes
O|HE

Online

Offline

Location state changes

olHE

Adding
Available
Task state changes

olHE

Available

Running

The agent is configured properly and ready to
use. This is the normal running status for an
agent.

The agent has been out of contact with the
DataSync service for five minutes or longer.
This can happen for a few reasons. For more
information, see 01|O[E 7 QBRI 4 EHRI A
<, o{=7]| sljof LI 272

A4
=o

DataSync is adding a location.

The location is created and is available to use.

A4
=o

The task was created and is ready to start.

The task is in progress and functioning
properly.

EventBridge 2 2 L|E{Z&
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Agent state changes

Unavailable The task isn't configured properly and can't be
used. You might see this event when an agent
associated with the task goes offline.

Queued Another task is running and using the same
agent. DataSync runs tasks in series (first in,
first out).

Task execution state changes

O|HE HE

Queueing Another task execution is running and using the

same DataSync agent. For more information,
see 20| CH7[Hol| /= Al Tt

Launching DataSync is initializing the task execution. This
status usually goes quickly but can take up to a
few minutes.

Preparing DataSync= M&0| E 8 C|oIEHE A™E L
Ct.

Ol EHAlE & 9Ixl2l Thel, 24, CIEIE| 4ot
shef T4 wrAlof et 2 EolM 2 AlZto]
4+ gLt EHls shedol siZEHR| o 4 9
&LICH REMI# LI8-2 DataSync7t EOIE] F1%

S ZH|5ts ik CHRIS X5 AN Q.

Transferring DataSync is performing the actual data transfer.

Verifying DataSync is performing a data-integrity check
at the end of the transfer.

Success The task execution succeeded.
Cancelling The task execution is in the process of being
cancelled.
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Agent state changes

Error The task execution failed.

2& E= BHE0|M AWS DataSync M&E2 FHMHE 5= U&LICt

DataSync & AI&35t0 & ZLIEHZE

Z2£2 AP93P01 DataSync &2 ELEHZE = U&LCH 2£2 HSE HolE, tlojEH & ot X

2|g, ool & =n 242 MAlZE XIEE MBS gL

1. DataSync &2
2. ™&H it HE

AWS CLIE At&stod & ZELIEHE
AWS Command Line Interface ()& A& 304 DataSync M4 2 ZLIE{RE = U&LICFAWS CLI.

CtZ describe-task-executionBHEE SALELICE O] oAl BHE AE3IE4™ user input
placeholders& AN HEZ CHAISHAAIL

aws datasync describe-task-execution \
--task-execution-arn 'arn:aws:datasync:region:account-id:task/task-id/execution/task-
execution-id'

"BytesCompressed": 3500,
"BytesTransferred": 5000,
"BytesWritten": 5000,
"EstimatedBytesToTransfer": 5000,
"EstimatedFilesToDelete": 10,
"EstimatedFilesToTransfer": 100,
"FilesDeleted": 10,
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"FilesSkipped": 0,
"FilesTransferred": 100,
"FilesVerified": 100,

"Result": {
"ErrorCode": "?7??2?7??",
"ErrorDetail": "?7??7???",

"PrepareDuration": 100,
"PrepareStatus": "SUCCESS",
"TransferDuration": 60,
"TransferStatus": "AVAILABLE",
"VerifyDuration": 30,
"VerifyStatus": "SUCCESS"
},
"StartTime": 1532660733.39,
"Status": "SUCCESS",
"OverrideOptions": {
"Atime": "BEST_EFFORT",
"BytesPerSecond": "1000",
"Gid": "NONE",
"Mtime": "PRESERVE",
"PosixPermissions": "PRESERVE",
"PreserveDevices": "NONE",
"PreserveDeletedFiles": "PRESERVE",
"Uid": "NONE",
"VerifyMode": "POINT_IN_TIME_CONSISTENT"
I
"TaskExecutionArn": "arn:aws:datasync:us-east-1:111222333444:task/task-
aaaabbbbccccddddf/execution/exec-1234abcd1234abcdl”,
"TaskReportConfig": {
"Destination": {
"S3": {
"BucketAccessRoleArn": "arn:aws:iam::111222333444:10le/my-datasync-
role",
"S3BucketArn": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Subdirectory": "reports"

},
"ObjectVersionIds": "INCLUDE",
"QutputType": "STANDARD",
"Overrides": {

"Deleted": {

"ReportLevel": "ERRORS_ONLY"
},
"Skipped": {

AWS CLIE AtE3t0d T8 ELIEE
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"ReportLevel": "SUCCESSES_AND_ERRORS"
.
"Transferred": {
"ReportLevel": "ERRORS_ONLY"
},
"Verified": {
"ReportLevel": "ERRORS_ONLY"
}
},
"ReportLevel": "ERRORS_ONLY"
}
}
- N Aol 835t HE g2 S = HEEHLILH SE 249| o|0jof CHEt REAM|E LiE2

DescribeTaskExecution2 & ZESHAMIL.

. Q] Aol AT B2, X8 #Zste ol E80| Ble 2F
R

F=of chgt REMIBH LI 2 TaskExecutionResultDetail 2 (&) &

watch 2 2[E|7| DataSync H& & QA6 x| Z&LICt CHZ oAM= CLIE ZtHXMo 2 S &E6t= 4y
Ho{ELICt O] oAl BHBE Ar835ted™ user input placeholdersE AXN HEZ CHAIGHA A

(=)
=
o

—r .

# pass '-n 1' to update every second and '-d' to highlight differences
$ watch -n 1 -d \ "aws datasync describe-task-execution --task-execution-arn
'arn:aws:datasync:region:account-id:task/task-id/execution/task execution-id'"
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/A Important
 DataSync OO|MEE RSS2 H7| mix|5to{ 2ot & oHHMHE | XIFLICE DataSync
Basic £ E O|O|ME = Amazon Linux 2€ 7|2 24 AMAZ AL & LICH DataSync
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IP Preference: IPv4
MAC address: 52:54:12:a4:f7:7d
192.168.100.482

IPv4 address:
.255.255.0

Netmask: 255
Gateway: 192.168.100.4
: Yes

DHCP enabled
abcd: 4444 :e5ee:fd0O

IPv6 address
Q::4daf
Prefix length: 128
Gateway: feB80::5021:ff:ff88:4acd
DHCPV6 enabled: Yes
abcd:4444:e5ee:Td00: : 1

DNS:
DNS: 192.168.100.4
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6. WG AE MES MEELICH
AWS CLI AIE
CS XIE2 AWS CLIE AtE501 M 0| ER @{X|E YO|0|Ests WS AYE LI (0] Y2
DataSync APIE AtE5t0] &g = JU&LICt)
NFS
1. CFS update-location-nfs WH S SAISHML.
aws datasync update-location-nfs \
--location-arn datasync-nfs-location-arn \
--on-prem-config AgentArns=new-datasync-agent-arn
2. --location-arn ItZtO/E{0|= YHIO|EStEZi= NFS 9 %|2| ARNZ X[EELICY.
3. --on-prem-config ItZt0|E{ AgentArnsSMolle M ofl0|ME o] ARNZ X EHLICH
gt x|l chall S| of|0|HEE TX|sle B2, & Ol& 2| ARNS X|HE = A&LCt

o
4. update-location-nfs BE2 A&5t0o{ x|E UEO|EF LICY.

SMB

1. C}S update-location-smb B S SAISIMI2:

aws datasync update-location-smb \
--location-arn datasync-smb-location-arn \
--agent-arns new-datasync-agent-arn \
--password smb-file-server-password

2. --location-arn I2t0|E{of= 0| 0|EstEd= SMB € x| ARNS X|&srL|Ct.
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update-location-smb BHEE A=3504 2[X|E YO|IO|EELICH

CH2 update-location-hdfs WS SAMEFLIC}.

aws datasync update-location-hdfs \
--location-arn datasync-hdfs-location-arn \
--agent-arns new-datasync-agent-arn \
--kerberos-keytab keytab-file \
--kerberos-krb5-conf krb5-conf-file

--location-arn IZt2t0|E 0= YOIO|ESt2{= HDFS x|2| ARNS K| EL|Ct.
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1. C} update-location-object-storage W& 2 SAFELICEH

aws datasync update-location-object-storage \
--location-arn datasync-object-storage-location-arn \
--agent-arns new-datasync-agent-arn \
--secret-key bucket-secret-key

2. --location-arn I2tO|E{ol= UO|O|EsiE{= ZHA| AEE|X| &%|2] ARNS X|&IEHL|C}

3. --agent-arns I}ZtO/E{0llE A OfO|E o] ARNS XA EFLICH

AL, 5Lt o|4 9] ARNS X|HE £ U&Lch
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o

4. A 2EE2[X]| 2Ixlo HMHA xHH FHO| R EHX| o{F ol (et CHEE A ELICH

o Qx|of|l X}4 ZHO| ERFt BL - --secret-key I}2HO|E{0l & DataSync7t Zix| AEE|
K| HZlol| HMAE = U= 2o 7|18 RIHE LI

- Qx|ol X4 ZHO| Rt B - --access-key & --secret-key ItZtO[E{0f Bl EX}
W2 X|I™HELICH ohE2 BEo| of Lt

aws datasync update-location-object-storage \

--location-arn arn:aws:datasync:us-east-2:111122223333:1ocation/
loc-abcdef01234567890 \

--agent-arns arn:aws:datasync:us-east-2:111122223333:agent/
agent-1234567890abcdefo \

--access-key "" \

--secret-key ""

ClO|EgfLC.

I

5. update-location-object-storage BHE A0 QXIE 2

Azure Storage

1. C}2 update-location-azure-blob B SAISIMI2.

aws datasync update-location-azure-blob \
--location-arn datasync-azure-blob-storage-location-arn \
--agent-arns new-datasync-agent-arn \
--sas-configuration '{
"Token": "sas-token-for-azure-blob-storage"

} 1
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2. --location-arn ItZt0O/E{0fl= AUC|O|EStE{= Azure Blob Storage?|x|2| ARNS K|
LICH,
3. --agent-arns LtZtO|E{0l= M 0| O[ME S| ARNE K| ELICH.
gt @Ix|2e| 02| of| O|THEE WwH|Sl= B, stLt 0|4 2| ARNE X|HE == U&LICH
4. --sas-configuration Zt2t0|E{ TokenZ Mol A2, DataSync7t Blob A E 2|X[0d] HA|A

g = UEE 5{85t= SAS EZE KIHELICH

5. update-location-azure-blob BHE A0 %€ YOO|EFLIC.
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o & £0{ 0|7 0of|O|MEJt H{EE! MH|A AEXZQIEE ALSFIX|DE Af 0 O|HE T VPC
AN=ZQEE MBSl B 24 & StartTaskExecution XS AFE35tod dliE &
US =SS E AZELICH O3 CHE 2o L™l ek A 74E Lt

AWS DataSync Z|AA ZE{Z

ListLocations &
e S8 dMe = U&LICH.
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ok

o &l ListTasks API 5.*%‘.'% A& 304 AWS DataSync 9%
UE&LICH AWS CLI. | & E04 7 x A
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=]
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%‘ T U&LICH o & £0{, Z& Amazon S3 %€ HAM3I2{™ ListLocations& EE{ O

LocationTypeS31t OperatorEquals &7 AFEE £+ Ql&LICH

APl 2ot E ZE{25l2{H TE O|F, d4txt & 22 K| 5Hof gLt

« Name — AtE &2 EE{Q| O|FLICH Zt API 2 3 E2 AT £ U= TH S5 X[HELIC
(O: ListLocationsOll CH&t LocationType).

« Values - ZEE 7|Z 2 A ZLULICE ofZdCH, Amazon S3 ¥ x| EAIE = JU&LICH

72

8 = Qi

« Operator - EE HZst= ol A El= QM RILICHO|: EqualsE=Contains).

Cts Eoll= 0|8 7hs 8 A4XI7F LdE|of A& LICH

Q44 Rt 7l 88
Equals EAE, Xt
NotEquals =AY, At
LessThan <Kt
LessThanOrEqual At
GreaterThan N
GreaterThanOrEqual >IN

In =AtSE
Contains EASE
NotContains =AY
BeginsWith =AY

KI
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ListLocations(2)= CtE EE O|&2 K| &LICt

« LocationType - ¥ x| R0 [}E EH:
 SMB
* NFS
* HDFS
« OBJECT_STORAGE
. 53
- OUTPOST_S3
« FSX_WINDOWS
+ FSX_LUSTRE
+ FSX_OPENZFS_NFS
« FSX_ONTAP_NFS
- FSX_ONTAP_SMB
* LocationUri-Describelocation*API 2 E&0{A BtEtEl CHE 2|x|of & &l URI(Uniform
Resource Identifier)0i| CHEH ZE{(0d: Amazon S3 9 x|l CiEt s3://bucket-name/your-
prefix).
« CreationTime - 2|x|7} M EE Alzhof CHEr EHE|. 23 A2 IH EEAUTC)Ll yyyy-MM-
dd:mm:ss®L|Ct.

C}S AWS CLI Aol M= ERTE R A|EHSED 2019-12-15 17:15:20 UTC O|Fof| MM El 2| X| URIZ}
"s3://amzn-s3-demo-bucket" QUE Amazon S3 & B E Qx|E LIQELICT

aws datasync list-locations \
--filters [{Name=LocationType, Values=["S3"], Operator=Equals},
{Name=LocationUri, Values=["s3://amzn-s3-demo-bucket"], Operator=BeginsWith},
{Name=CreationTime,Values=["2019-12-15 17:15:20"],0perator=GreaterThanOrEqual}]

CHS Ik HI=
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= [

ok

HEILICEH

"Locations": [

{
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"LocationArn": "arn:aws:datasync:us-east-1:111122223333:1ocation/
loc-333333333abcdef0",
"LocationUri": "s3://amzn-s3-demo-bucketl/"
.
{
"LocationArn": "arn:aws:datasync:us-east-1:123456789012:1ocation/
loc-987654321abcdef@",

"LocationUri": "s3://amzn-s3-demo-bucket2/"
}
]
}
> —_
3l 7|1Zo 2 WEY

ListTasks(2)= Ct& ZH O|§2 X[RELICH.

« LocationId - Amazon 2lAA O|&(ARN) 2ol AA L CHY Qx| & Chof CHEF ZE.
o

o
« CreationTime — Z40| MAEl A|ZHo]| CHEF ZIEH. Q24 S A
Ct.

uTCce| yyyy-MM-dd:mm:ss L]

CHS AWS CLI M0 M=ol EEZ2E e +E& Eo{ELICHLocationId.

aws datasync list-tasks \
--filters Name=LocationId,Values=arn:aws:datasync:us-east-1:your-account-
id:location/your-location-id,Operator=Contains

{
"Tasks": [
{
"TaskArn": "arn:aws:datasync:us-east-1:your-account-id:task/your-task-id",
"Status": "AVAILABLE",
"Name": "amzn-s3-demo-bucket"
}
]
}
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e Cllo|E EcHEE 2relst7| I8 HERA CIE{Ho[AE
= 3t 2 | EQIT QIE{Ho|AT AK|EILICE.

g

e ec2:DeleteNetworkInterface
 ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute

A&L|CtAWSDataSyncFullAccess. AHM[EH LI 2

EfA 3 ALK
E{ATE AtK|StH S e = &L
DataSync & AlS

https://console.aws.amazon.com/datasync/ AWS DataSync 2 &2 LICt.
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1. C}= delete-taskHEES SALEFLICE

aws datasync delete-task \
--task-arn "task-to-delete"

2. --task-arnufztO|E{o= AfA|stEd= EHA T 2] Amazon 2|44 O[F(ARN)E X &LICHOA:
arn:aws:datasync:us-east-2:123456789012:task/task-012345678abcd0123).

3. delete-task HHEg AserLICt.
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* Amazon EFS

* Amazon FSx for Windows File Server

* Amazon FSx for Lustre
* Amazon FSx for OpenZFS
* Amazon FSx for NetApp ONTAP

* Amazon S3
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAllListActionsOnAllResources",
"Effect": "Allow",
"Action": [
"datasync:List*"
]I
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"datasync:CreateTask",
"datasync:StartTaskExecution",
"datasync:DescribeTask"
1)
"Resource": "arn:aws:datasync:us-east-1:123456789012:task/*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowsSpecifiedActionsOnAllTasks",
"Effect": "Allow",
"Action": "datasync:DescribeTask",
"Resource": "arn:aws:datasync:us-east-1:111122223333:task/*"
}I
{
"Sid": "ListAllTasks",
"Effect": "Allow",
"Action": "datasync:ListTasks",
"Resource": "*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "datasync.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111111111111"

},

"ArnLike": {

"aws:SourceArn": "arn:aws:datasync:us-east-1:111111111111:*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "123456789012"

"Action": [

"s3
"s3
"s3
"s3
"s3

:AbortMultipartUpload",
:DeleteObject",
:GetObject",
:GetObjectTagging",
:GetObjectVersion",
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"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectTagging"

iF
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "123456789012"
}
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JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "DataSyncCloudWatchLogCreateAccess",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream"
1,
"Resourxce": [
"arn:*:logs:*:*:log-group:/aws/datasync*"

},
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"Sid": "DataSyncCloudWatchLogStreamUpdateAccess",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:*:logs:*:*:log-group:/aws/datasync*:log-stream:*"

"Sid": "DataSyncSecretsManagerReadAccess",
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue"
1,
"Resourxce": [
"arn:*:secretsmanager:*:*:secret:aws-datasync!*"
]I
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/
aws:secretsmanager:owningService": "aws-datasync",
"aws :ResourceAccount": "${aws:PrincipalAccount}"
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "datasync:TagResource",

"Resource": "arn:aws:datasync:us-east-1:444455556666:agent/*"
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "datasync:TagResource",
"Resource": "arn:aws:datasync:us-east-1:111122223333:1location/*"
}
]
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "datasync:TagResource",
"Resource": "arn:aws:datasync:us-east-1:444455556666:task/*"
}
]
}

ANE{E|7} HEt0|  BF 2 QAE{E|of A 2 S £l
WA MH|A 7HE S

E o2k BHIE Eefg
B3t AHIZ)7H CHE MBIA(SY B EIE A

(][]
-

= CHE|At 2X= g s3E HEtol gie
Z = 2ot EXLICH ol AWS
AN S s

s
S[ENESLS =

N
02
rlo
ok
x

> 4

)

352



A8 HEBM

>
=
%)
]
Q
O]
»
<
>3
o

S NHESY O YN £ USLICH TH 2E5HE MulAE OHE TZ0| BlAA0] ChaH AMA H
Bho| g WAloR S5 et ABSIEE ZaE & ALICH Ol WXIsH7| s AWS ofl A
= Aol BlAA0f CHEH AMA HEHO| HO{E MHIA QIEALE AL 50 BE AMHIA0] CHE ClO|ES
g 235 Ol £80| Bl ST E MBSLCH

2lAA MR M aws:SourceArn 2! aws:SourceAccount T X4 HEIAE F|E AF25}0d
Zl0| E&LICE & M9 =A

2lAA0| CHE MH|AE AWS DataSync M35t Mt Hetst=

HAEAE 7|9 A™HS ZE S aws:SourceArn 2 25 AF85tE B9, aws:SourceAccount
Zt 2l aws:SourceArn % _QI HYEE st M HHEAM AL E o° HFC Al S8 A

H IDE At83dfof ELICt stLEo| BlAAD WRF MH|A HMALL HAAETE 585t2is B2

aws:SourceArnS AISSHML. SHE Ao RE E|AAZF TR MH|A A1 AL & te{H
aws :SourceAccountE AI25HAIL2.

aws :SourceArn2| (0= DataSync7t IAM A& 2 =& &= UL F 5{& El= DataSync /x| ARN
o| =&t z|o{of gfL|Ct.

ESE 22X EMREE E55E 71 200 A2 BlAA 9| M| ARNO| Z &
L ZiQlL|ct. & ARNS 22 7L} 042 B|AAE XM= AR, & %
F

aws:SourceArn 7|1& A5 2
S LICH CHZ 2 DataSyncOo|M AFE 5= 29| of &I

F
He FEol CHolf A LEFE EXH*)E A

Z| M2 E 7|& DataSync {IXIZ X &tstedT ZH2Hol| MA| x| ARNE E&ELICH DataSynce
XM Qx|E Mg ot 1AM &g &Lt
« DataSync& Amazon S3 2|X|E MEe = T XIS ARNS & = &LICH O[243t Al
L2|20AH= aws:SourceArnZ|ol CIS &
east-2:123456789012:*. O| PAl2 TlE|

an >

A2 AF83HMIL: arn:aws:datasync:us-
M(aws), HE ID L 2|He| fEES HAELICH

jn

CtS HA| ol AIZ| H2H0] aws :SourceArnZ! aws:SourceAccount?e X741 HEIAE 7|
DataSyncet 7 A& 35tod ESE CHE|2! EXME WX WS Bo{FELIC

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "datasync.amazonaws.com"

},
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"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws :SourceAccount": "123456789012"

},

"ArnLike": {

"aws:SourceArn": "arn:aws:datasync:us-east-2:123456789012:*"
}

}
}
]
}
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{
"Sid": "DataSyncKmsPermissions",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "your-kms-key-arn",
"Condition": {
"StringlLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com"
}
}
}
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"Sid": "Allow DataSync to use the key for decryption",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/aws-service-role/
datasync.amazonaws.com/AWSServiceRoleForDataSync"

iy

"Action": "kms:Decrypt",
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8. JSON B2 M3t % C}g HEHe B4 WMo £7beruict
JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:111122223333:secret:your-secret-name"
}
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "datasync.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:datasync:us-
east-1:111122223333:*"
}
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{
"Sid": "Allow DataSync use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam:111122223333:role/your-role-name”
1,
"Action": "kms:Decrypt",
"Resource": "*"
}
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Task failed to access location loc-1111222233334444a: x40016: mount.nfs: Connection timed out
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https://learn.microsoft.com/en-us/azure/storage/common/storage-network-security
https://docs.aws.amazon.com/AmazonS3/latest/userguide/troubleshoot-403-errors.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/troubleshoot-403-errors.html
https://repost.aws/knowledge-center/s3-troubleshoot-403
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[WARN] Failed to read metadata for file /picturel.png (versionId: 111111): S3 Get
Object Tagging Failed

[ERROR] S3 Exception: op=GetObjectTagging photos/picturel.png, code=403, type=15,
exception=AccessDenied,

msg=Access Denied req-hdrs: content-type=application/xml, x-amz-api-version=2006-03-01
rsp-hdrs: content-type=application/xml,

date=Wed, 07 Feb 2024 20:16:14 GMT, server=AmazonS3, transfer-encoding=chunked,
x-amz-id-2=I0WQ4fDEXAMPLEQM+ey7NOWgVhSnQ6JEXAMPLEZb7hSQDASK+Jd1vEXAMPLEa3Km, x-amz-
request-id=79104EXAMPLEB723
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https://docs.aws.amazon.com//datasync/latest/userguide/API_DescribeTask.html

AWS DataSync A

ol
nx
0%
x

« J2iT EX7E X&EH X|He = EO[oHAIR.

FSx for ONTAP It A|AEIO|A Input/Output erroxr2t &7 %fed Aluf

FSx for ONTAP I} AABRIZ ALE5t0{ Cl|O|E{E &S | DataSync 240| Input/Output
error? EH Aust= 42, CHE & stLt o[& ol 2A HEY = A&LICH

o
X0
=
r|r
3
x
>
ol
N
olr
ok
5
(@]
o
D
rr
Hl
o
4>
N
F>
E
ru|o
[l
0z
o
r
o

MK =52 20 It ST S S = Eol o 8%
£ =EILICH XMIEF LIE 2 FSx for ONTAP AHE MBAC| 28 W 2[CH 8T sE7|E HEStA2

22 SHQISLICh I OFS inode $Lt AE IR 82 S2 8
k=3

—

+

FSx for ONTAP E&9| Al

HsEt AERIR| 8 BE

ol 2= B0 AR TH5 8 AEEIR| 80| g1 mf wASHLICH

HX, 28 A8 Jtst AEEX| SFE HFgUD O TS
Mgt LHE 2 FSx for ONTAP AH& MYAMO| 28 AEE|X| 8

@® Note
Lot 42 2B AEEX| 8¥E RS 2|24 FSx for ONTAP ALE MEA S| 25
S 37| =8 MBS BEGHMIR.

FSx for ONTAP C|EHE{2|7} CIREZEE K& 7}

oIr
o
ﬁ
0
_l':l
°
1
2
1
u
%

@)

| R E Z ClEalol MEE 4 e 2

o
__
_|"_1
°
1
2
H1
u
24
1o
g
u
0
e
T
o

ﬁ
st
b
A

o 2 CIEEEIE XIH¥st =5 2|0 CIEE 2 27|18
=t
=

2IL|CH REAMIE LHE S AWS HE J71o|E o| FSx
for ONTAP X|CH CIEE|Z| 37| AFHE 2 ALESE 3HA

FSx for ONTAP I} A|ABRIO|M Input/Output error®t A &4 Alujf 378


https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/view-volume-file-capacity.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/low-volume-capacity.html#max-file-capacity
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/monitor-volume-storage-console.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/low-volume-capacity.html#increase-volume-capacity
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/low-volume-capacity.html#volume-autosizing
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/low-volume-capacity.html#volume-autosizing
https://docs.aws.amazon.com/prescriptive-guidance/latest/fsx-ontap-enterprise-deployment/best-practices.html#bp-max-directory-size
https://docs.aws.amazon.com/prescriptive-guidance/latest/fsx-ontap-enterprise-deployment/best-practices.html#bp-max-directory-size
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/monitor-throughput-cloudwatch.html#fsxn-howtomonitor-fs
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/performance-insights-FSxN.html#resolve-warnings
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/increase-throughput-capacity.html
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/high-availability-AZ.html#Failover
https://console.aws.amazon.com/support/home#/
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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NoMem 27 7t &-di5t04 i &l Al
T&st2{e ololE| MET} DataSyncoll HIsH LIT & 4 & LI 0l 2F 7+ EAIZ|H AWS Support
HlEfoll 2ol3tAI2.

FsNfsIdMappingEnabled @& 7} 4 Ai5toq 2 AlSl Almf

DataSynci= NFSv4 ID OHE S X|5tX| et&Lct. ol 2XME i Zdsted™ NFSv3E AE35HES NFS
fIxIE FAELICH

ZHX|7F user metadata key @7 Z Azure Blob StorageZ MSE|X| oS
S3 HZ!0| A Azure Blob StorageZ2 M&EE [ CHE L7 71 EAIE S U&LC

[ERROR] Failed to transfer file /user-metadata/filel: Azure Blob user metadata key must
be a CSharp identifier

&, /user-metadata/filel0l|= Xt C# AHAIE AESHK| &t= ALE X HIEHH|O|E{ 7L Z & E
L|Ct REMIEH AHE Microsoft AHME R XSHAAIL.

DataSync= YiEIMoz M& # 0| EHE AfMsHXIEH, OZHX| 2 &0 e = A&LTH
g =X

A% F91 St MO ST Uxlol SAEIX| o B HARIEX| 0| ECHE AFELICH
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Transfer and verification completed. Selected files transferred except for files
skipped due to errors. If no skipped files are listed in Cloud Watch Logs, please
contact AWS Support for further assistance.

SMB AEE|X| A|AE(0d: SMB Tt MHE{ 2! Amazon FSx for Windows File Server It A|AE]) 7+ ™
& Al CloudWatch 20| CtS1t 242 31 2 @F7F EAE &= l&Lct.

[WARN] Failed to read metadata for file /appraiser/symlink: No data available
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://learn.microsoft.com/en-us/dotnet/csharp/fundamentals/coding-style/identifier-names
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[ERROR] Failed to read metadata for directory /appraiser/symlink: No data available
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AWS DataSync

Transfer and verification completed. Verification detected mismatches. Files with

mismatches are listed in Cloud Watch Logs
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CloudWatch LogsOilAf £ 2{X|2t CHe @|X| Zhol| 2EIx7F &2t #elo e + l&Lth T
HFAHS
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of mtUo| =H™HE|= AR ol EX7F Y MEr & Q&LCt.
o€ E0{Ct= 21 mtime, srcHash, dstHash Z{0| M2 CI2 filel.txtE Eoi&FL|C}.
7|2 22 273 oAl

[NOTICE] Verification failed <> /directoryl/directory2/filel.txt
[NOTICE] /directoryl/directory2/filel.txt srcMeta: type=R mode=0755 uid=65534
gid=65534 size=534528 atime=1633100003/684349800 mtime=1602647222/222919600

extAttrsHash=0
[NOTICE] srcHash: 0c506c26bdle43bd3ac3467341f1a9c16c4adl00dib43c2903772ca894fd24e44

[NOTICE] /directoryl/directory2/filel.txt dstMeta: type=R mode=0755 uid=65534
gid=65534 size=511001 atime=1633100003/684349800 mtime=1633106855/859227500

extAttrsHash=0
[NOTICE] dstHash: dbd798929f11a7¢c0201e9717a61191a83b4e010a449dfc79fbb8233801067c46
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Files with

AWS DataSync
Transfer and verification completed. Verification detected mismatches

mismatches are listed in Cloud Watch Logs
2lX| Al&"> ZF TS Al T o]

SMB(Server Message Block) ZEEZE X|H3s
B2 0| 2RI EAIE = U&LICH
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type=R mode=0755 uid=65534

[NOTICE] Verification failed <> /directoryl/directory2/filel.txt
[NOTICE] /directoryl/directory2/filel.txt srcMeta: =
gid=65534 size=1469752 atime=1631354985/174924200 mtime=1536995541/986211400
extAttrsHash=2272191894
[NOTICE] srcHash: 38571d42b646ac8f4034b7518636b37dd0899c6fc@3cdaa8369be6e8lala2bb5s
[NOTICE] /directoryl/directory2/filel.txt dstMeta: type=R mode=0755 uid=65534
gid=65534 size=1469752 atime=1631354985/174924200 mtime=1536995541/986211400

extAttrsHash=3051150340
dstHash: 38571d42b646ac8f4034b7518636b37dd0899c6fc@3cdaa8369be6e8lala2bbs

[NOTICE]
&Moo 2 2F HAIXIZ7E EAIE =& J&Lich
WriteFileExtAttr2 failed to setextattrlist(filename="/

[ERROR] Deferred error
Input/output error

directoryl/directory2/filel.txt")
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AWS DataSync

Transfer and verification completed. Selected files transferred except for files
skipped due to errors. If no skipped files are listed in Cloud Watch Logs, please

contact AWS Support for further assistance.
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[ERROR] Failed to open source file /filel.dll: No such file or directory

[ERROR] Failed to open source file /file2.dll: No such file or directory
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Transfer and verification completed. Verification detected mismatches. Files with
mismatches are listed in Cloud Watch Logs
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[ERROR] Failed to read metadata for destination file /directoryl/directory2/
filel.txt: No such file or directory
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[NOTICE] Verification failed <> /directoryl/directory2/filel.txt

[NOTICE] /directoryl/directory2/filel.txt srcMeta: type=R mode=0755 uid=65534
gid=65534 size=61533 atime=1633099987/747713800 mtime=1536995631/894267700
extAttrsHash=232104771

[NOTICE] srcHash: 1426fe40f669a7d36ccalb5329983df31a9aeff8eb9fe3ac885f26de2f8fffeb
[NOTICE] /directoryl/directory2/filel.txt dstMeta: type=R mode=0755 uid=65534
gid=65534 size=0 atime=0/0 mtime=0/0 extAttrsHash=0

[NOTICE] dstHash: 0000000000000000000000000000000000000000000000000000000000000000
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Transfer and verification completed. Selected files transferred except for files
skipped due to errors. If no skipped files are listed in Cloud Watch Logs, please
contact AWS Support for further assistance.
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[WARN] Failed to read metadata for file /filel.png: S3 Head Object Failed
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Verification failed due to a difference in metadata

230 A 2| Amazon S3 A|AE! ol HELH|O|E{7t YX[eHK| pt22 &Ql" £ &Lt Ol §
M oAM= AA A Content-Type HIEHHO|E{7F @A X|2t CH& ZHA|of= HIEHH|O|E{7} L& L
Ct. O|= DataSync7t ZHME MEE Ml CH4 S3 BHZ! 0| Z4A|ofl "ContentType": "application/
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"Action": "VERIFY",
"Source": {
"LocationId": "loc-0b3@17fc4basa2d8d",
"RelativePath": "encoding/content-null",
"Metadata": {
"Type": "Object",
"ContentSize": 24,
"LastModified": "2024-12-23T15:48:1572",
"s3t: {
"SystemMetadata": {
"ETag": "\"68b9c323bb846841ee491481f576ed4sa\""

},
"UserMetadata": {1},
"TagS": {}

},

"Destination": {
"LocationId": "loc-abcdef01234567890",
"RelativePath": "encoding/content-null",
"Metadata": {
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"Type": "Object",
"ContentSize": 24,
"LastModified": "2024-12-23T16:00:03Z2",

"s3": {
"SystemMetadata": {
"ContentType": "application/octet-stream",
"ETag": "\"68b9c323bbB846841ee491481f576ed4sa\""
.

"UserMetadata": {

"file-mtime": "1734968895000"
},
"Tags": {3}

+
"TransferType": "CONTENT_AND_METADATA",

"ErrorCode": "MetadataDiffers",

"ErrorDetail": "Verification failed due to a difference in metadata"
}
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On-premises data center

ad
NFS, SM Internet Source Destination
HDFS, 53 - account /\_‘) account
¢f§ —_—| =
@ Network &2 Amazon S3
resources . E bucket
On-premises DataSync agent @ DataSync service
storage (activated using =1
source account)
AWS Direct
Connect
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User permissions
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "SourceUserRolePermissions",

"Effect": "Allow",

"Action": [
"datasync:CreateLocationS3",
"datasync:CreateTask",
"datasync:DescribelLocation*",
"datasync:DescribeTaskExecution"”,
"datasync:ListLocations",
"datasync:ListTaskExecutions",
"datasync:DescribeTask",
"datasync:CancelTaskExecution",
"datasync:ListTasks",
"datasync:StartTaskExecution",
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"s3:GetBucketLocation",
"s3:ListAllMyBuckets"

1,
"Resource": "*"

},

{
"Sid": "IAMPermissions",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:ListRoles",

"iam:CreatePolicy"

1,

"Resource": "arn:aws:iam::111122223333:role/DataSync-*"
},
{

"Sid": "IAMAttachRolePermissions",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy"

1,

"Resource": "arn:aws:iam::111122223333:xole/DataSync-*",

"Condition": {

"ArnLike": {

"iam:PolicyARN": [
"arn:aws:iam::111122223333:policy/DataSync-*",
"arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess",
"arn:aws:iam::aws:policy/sexvice-role/AWSDataSyncFullAccess"

]

}
}
}I
{

"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"jam:PassedToService": [
"datasync.amazonaws.com"
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}
}
]
}
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DataSync service permissions
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"

]I

"Effect": "Allow",

"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket"

},
{

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:DeleteObject",
"s3:GetObject",
"s3:ListMultipartUploadParts"”,
"s3:PutObject"”,
"s3:GetObjectTagging",
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"s3:PutObjectTagging"

]I
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket/*"
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"
]I
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "123456789012"
}

"Action": [
"s3:AboxtMultipartUpload”,
"s3:DeleteObject"”,
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts",
"s3:PutObject"”,
"s3:PutObjectTagging"

]I

"Effect": "Allow",

"Resource'": "arn:aws:s3:::amzn-s3-demo-destination-bucket/*",

"Condition": {
"StringEquals": {

"aws :ResourceAccount": "123456789012"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "DataSyncCreateS3LocationAndTaskAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/source-datasync-role"
}I
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",

3EHA: CHAF Aol M S3 2! M2 o= 398
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"s3:AboxtMultipartUpload”,
"s3:DeleteObject"”,
"s3:GetObject",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:GetObjectTagging",
"s3:PutObjectTagging"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-destination-bucket",
"arn:aws:s3:::amzn-s3-demo-destination-bucket/*"

}
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aws datasync create-location-s3 \
--s3-bucket-arn arn:aws:s3:::amzn-s3-demo-destination-bucket \
--s3-config '{
"BucketAccessRoleArn":"arn:aws:iam: :source-user-account:role/source-datasync-
role"

} 1

S5EFA: AL HHoIM 2Z8|0|A& AE2|X|IE 28 DataSync &4 x| &Y 400


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-role.html

AWS DataSync A8 YA

3. CHA A™O|AM amzn-s3-demo-destination-bucket2 S3 HZ!Q| O|E S 2 H}ELLC}.

4. source-user-account2 AA HXHo| AWS H& IDE HH R AAIL.
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{
"LocationArn": "arn:aws:datasync:us-east-2:123456789012:1ocation/loc-
abcdef01234567890"
}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "SourceUserRolePermissions",
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"Effect": "Allow",

"Action": [
"datasync:CreateLocationS3",
"datasync:CreateTask",
"datasync:Describelocation*",
"datasync:DescribeTaskExecution",
"datasync:ListLocations",
"datasync:ListTaskExecutions",
"datasync:DescribeTask",
"datasync:CancelTaskExecution",
"datasync:ListTasks",
"datasync:StartTaskExecution",
"s3:GetBucketLocation",
"s3:ListAllMyBuckets"

1,
"Resource": "*"
"Sid": "IAMPermissions",

"Effect": "Allow",

"Action": [
"iam:CreateRole",
"iam:ListRoles",
"iam:CreatePolicy"

1,

"Resource": "arn:aws:iam::111122223333:role/DataSync-*"

"Sid": "IAMAttachRolePermissions",
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy"
1,

"Resource": "arn:aws:iam::111122223333:xole/DataSync-*",

"Condition": {
"ArnLike": {
"iam:PolicyARN": [

"arn:aws:iam::111122223333:policy/DataSync-*",
"arn:aws:iam: :aws:policy/AmazonS3ReadOnlyAccess",

"arn:aws:iam::aws:policy/sexvice-role/AWSDataSyncFullAccess"
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"Effect": "Allow",
"Action": [
"iam:PassRole"”

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"jam:PassedToService": [
"datasync.amazonaws.com"

® Tip
A& HEHE M 35Hed™H AWSDataSyncFullAccess AFE 2 TE{SHAIR. Ol AFE RHoi|A|
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
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"s3:ListBucketMultipartUploads"
]I
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket"
},
{
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:DeleteObject"”,
"s3:GetObject",
"s3:ListMultipartUploadParts"”,
"s3:PutObject"”,
"s3:GetObjectTagging",
"s3:PutObjectTagging"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket/*"

M- 21 Ha Oy A" Te

r

[
=
)al
E
02
2
_>|'_
Pal
Ol
_>,|_
H
ok
fjo
0
O
-
=
)al

Al A HZ10| MM S Uolo|EstD aHE AMA Mo SZ(ACL)S
i*éﬂ.sﬂ* T °'010I= °*L—IEP Ol2{gr &4 Hetoll CHEh XhM|EH DE2 Amazon S3 AFE X} 710|EE

A A0l DataSyncoll CHAF AH|H H 0|E{E MEE = JUe HEtS F045t= IAM HE 0| AWS
HEEHELICH

HH Ztof C|O|E{E O|Tst= 0|22 0| FgE =522 ddslof & LICH (DataSynceE S8t Al
Ho2 MEE M 2£0iM ol J& S MMHE = U&LIct)

DataSync IAM 238 A4
DataSyncE AEE = U= AEE[Z AE5H0] IAM &2 MdghLct

1. 22 H™O 2 AWS Management Console 0ff 22918 LIC}

2. |IAM & (https://console.aws.amazon.com/iam/)2 L|Ct.

MH E=7A:

e

+=C

42
0z

HE et 407


https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://console.aws.amazon.com/iam/

AWS DataSync

L

OS2 AWS MH|AE MEHSE

34
o

= dlEfE| 8

o
AR

A
e

St
=

ANE{E| M= m|ofX|oi| M A=

__OH—
il

A& MB|2 EECHR S 50i| A DataSyncE =45t DataSyncE MEAFLICE CHS 2 M

Ct.

5.

FLCH

Mt

M

oju

F 71 Ho|X|oM CFS

e

6.

0f

o
Ki
Ka

ol

T

HA:
(=X=)

Al

oL k=i
==

F

£)0i CHE

=
[

KEME LIE 2 1AM AL AB M| AWS AHIA (

F7t

I.

S
[l

DataSync IAM 23&of H

ol
|
]

—r
[ITe)

=2
[=)

-
{[e}

DataSync7} CH4 A% 9| S3 tHZ!oi| CIO|EE M&THES

o=

odst
]

k=2
=

oL k=1
i —

I.

AHAS
Sot

=1
[

Ht
o

F | 0| K| 04| A

ol M5 M= mO|x|oi| A

(o]
—

o345
==

IAM 2£ 9|

i
~
__A_l

==

K

ol

ol
__o_l

1ol
il

1

1S

2.

17101 20{g &Lt

15

I
—

JSONE =4

oj

@ Note

aws :ResourceAccount | Z}2 HAof HA|E Amazon S3 H

LICH.

F

=
=

ID040F

JSON

{

"Version'":"2012-10-17",

"Statement":

[

[

"Action":

"s3:GetBucketLocation",

"s3:ListBucket",

"s3:ListBucketMultipartUploads"
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1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "123456789012"
}

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:DeleteObject"”,
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectTagging"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket/*",

"Condition": {
"StringEquals": {

"aws :ResourceAccount": "123456789012"
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a. HE7o U= LIES YO|O|ESIo{ ChE HH dES L otAIL.

"Version":"2012-10-17",
"Statement": [
{

"Sid": "DataSyncCreateS3LocationAndTaskAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/source-datasync-role"

}I

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:AboxtMultipartUpload”,
"s3:DeleteObject"”,
"s3:GetObject",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:GetObjectTagging",
"s3:PutObjectTagging"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-destination-bucket",
"arn:aws:s3:::amzn-s3-demo-destination-bucket/*"
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aws datasync create-location-s3 \
--s3-bucket-arn arn:aws:s3:::amzn-s3-demo-destination-bucket \
--region amzn-s3-demo-destination-bucket-region \
--s3-config '{
"BucketAccessRoleArn":"arn:aws:iam: :source-account-id:role/source-datasync-
role"

}l
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{

"Ec2Config": {
"SubnetArn": "arn:aws:ec2:us-east-2:11122233344:subnet/

subnet-1234567890abcdefl",
"SecurityGroupArns": [
"arn:aws:ec2:us-east-2:11122233344:security-group/sg-1234567890abcdef2"

1,
"EfsFilesystemArn": "arn:aws:elasticfilesystem:us-east-2:111222333444:file-system/

fs-021345abcdef6789",
"Subdirectory": "/mount/path",
"Tags": [{
"Key": "Name",
"Value": "ElasticFileSystem-1"
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InTransitEncryptionZt2 X|HsHoF & 4 QU&LICH.

"AccessPointArn": "arn:aws:elasticfilesystem:us-east-2:111222333444:access-point/
fsap-1234567890abcdef@",
"Ec2Config": {
"SubnetArn": "arn:aws:ec2:us-east-2:111222333444:subnet/
subnet-1234567890abcdefl",
"SecurityGroupArns": [
"arn:aws:ec2:us-east-2:111222333444 :security-group/sg-1234567890abcdef2"

iy
"FileSystemAccessRoleArn": "arn:aws:iam::111222333444:10le/

AwsDataSyncFullAccessNew",
"InTransitEncryption": "TLS1_2",
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"LocationArn": "arn:aws:datasync:us-east-2:111222333444:1ocation/loc-

abcdef01234567890",
"LocationUri": "efs://us-east-2.fs-021345abcdef6789/",
"Subdirectory": "/mount/path",

"Tags": [{
"Key": "Name",
"Value": "ElasticFileSystem-1"
]
}
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"LocationArn": "arn:aws:datasync:us-east-2:111222333444:1ocation/
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}
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{
"Protocol": {
NES": {
"MountOptions": {
"Version": "string"
}
},
"SMB": {
"Domain": "string",
"MountOptions": {
"Version": "string"
},
"Password": "string",
"User": "string"
}
},
"SecurityGroupArns": [ "string" 1],
"StorageVirtualMachineArn": "string",
"Subdirectory": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
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