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LI 2 the section called “2& 53} 74" CHIE R XA AL,

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

Rust
CIS ZE XZ2 ECDSA C|X & MEO| = AES-GCM 1 2|& MEZ S XI-HEL|Ct RbA|st
LI 2 the section called “2& 53} 714" EHE B XA A2,

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

ECDSA C|X|™ AMEO| ¢i= AES-GCM 18



AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

ol M AWS O|O|E{H|O| A & &3} SDK AF2 AWS KMS

Z2elo|ME & 53 2lo|= {22 0|5 0| AWS Database Encryption SDKZ #HZ E[Q&LICEH O

o
Wt xF QLA E 09715| DynamoDB Encryption Clientoll CHgF HE & XS &fLct.

AWS Database Encryption SDKE ArE35tziH 7|28 7 A5t1 otLt ol el 2iE 7|18 X[ sHok &L
Ch 7| QIZ 27} 9= AL AWS Key Management Service (AWS KMS)E AFE 3= Zd0| E4&LICH

AWS Database Encryption SDK= 5 7tX| &2 AWS KMS Z7|&& X[ E LIt 7|1& AWS

KMS 7|21 AWS KMS keys2 AH235104 CIOIE] 7|8 MM, 255 2l 25358HLCt CHE 253
(SYMMETRIC_DEFAULT) = H|CHE RSA KMS 7|8 A& " = J{&LICt. AWS Database Encryption
SDKE I®R# HIO|IE 7|2 ZE HIZEE 2E356t 0 HHSFZE AWSKMS 7|22 2E 2535 &
b H Ok
 —

=33t 2ol AWS KMS CHHE EE5HoF &LICH 3& +& st= OfE 2|70l B
AWS KMS AWS Database Encryption SDKE= AWS KMS HEH 7|2 & X|HErLICH AS™ 7|=8l2
Amazon DynamoDB E|0|201 FX|Z/&= AWS KMS ES El E3ik| 7|2 A& OIS &3535 2 5353
o AFB L= ERlX| 7| MR E EZHZE JHASIO{ AWS KMS £ & =8 £0|= &35 A2 7l &
SMULICt 71S3sHH AWS KMS 7|32 AF85tE ZJo| E&LCH

o &% 2 &35te{ AWS KMS AWS Database Encryption SDKO|2] AWS KMS 2 E0| 2 gLt
AWS SDK for Java.

0{ X AWS Database Encryption SDKE At & &H|E 5t2{2 AWS KMS

1. B Mot Aws A 2 S ot Ee{ AWS X4 MIE{2| A Amazon Web Services HHE
Mot B 43tstcdT o2 A SHok fLI?E B ZSMR.
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ECE WAoE FHE = UX|E 2T6| 45 ASED 8L 7|52 MSH=F AAEURELICH
Yoo 2 of Z (A 0|t S ete|= 2to|2E{EIE AEFLICH

ciE 7| M=

AWS Database Encryption SDK= 178t CiE HIO|H 7|E ddstod 24 2=
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< mlm

%§_§F% L|Ct. cllolH
NSz -EL

StX|EH Zf CllO|E 7|18 2= 3tstE{™ e 7|E StLt o4 MEdSHoF & LICH AWS Database
Encryption SDKE AWS Key Management Service(AWS KMS) CHE! &% 3} KMS 7|2+ HICHE RSA
KMS 7|2 X|gct. =38t st 3 7|2 MZ25H= AES CHE! 7|9 RSA HICHE! 7|2 x| IEHct. 24
4 719 obHut LiF g2 AFSREe| MUL|Ct et StER0] Bt 2E E=9 242 7| QlZet M
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ClOIE Z|(2HE 7IE 171)= &= &tE 2EQ M MEE A2 dFol| M ELICH dIo|E & 55356t
2424 AWS Database Encryption SDK7t T1x{ 2i{E 7| & SILIE AtE5to] =3t E HIO|H 7|1E §&

stoffof Bf LICt.

7ts35tH AWS KMS 7|3 & StLEE AH85t= 0| Z&LICH AWS Database Encryption SDK&=
AWS KMS 7|21} AWS KMS #H| & |Eo|% 1335t22 & &7t E0{ELICH AWS KMS. 7|3
AWS KMS key (| ME X|H35tE4H X[HEl= AWS KMS 7| ASEXLE AFSELICH AWS KMS H &M
7|82 A85tE 4 7| ARN2 X|Hat of &*LIEF. 7|19| 7| Aledxtof CHEF XEMIBH LI 2 AWS Key
Management Service 72 Xt QHLHA Q| 7| AlBEIXIE AWS KMS & Z5HA| 2.

« AWSKMS 7|22 t5 358 i CHE & 53t KMS 7|0l &8 7| AlEX}(F| ARN, E€3l 0|5, &3
ARN EE= 7| ID)E X|HE £+ Q&LIC HICHE RSAKMS 7|1E AF&35t= < ARN 7|2 X|H oHOI=

ot 5 3teh | KMS 7]12| 843! 0|8 =& ¥ ARNS X|& 524 AWS Database Encryption SDKE &
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AWS KMS 7|2l 2 ¢ 5 3|52 AWS Database Encryption SDKE & = 3HE! CI|O|E{ 7|2+ &H7Al &}
2 AdE AWS KMS key 02| 7| ARNE MEELICIH H4E 2E0| S35+ I AWS Database
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= AE2Xof| 2HA|IQ10| & E 38 KMS 7|E AFE5t0d ¢S 8HE OIOIE 7|18 §355He = U&LIC

| 7|2 A8 E &= U= KMS 7|

AM B oM S5 3t5H0F 5t= 3 o Mol 7
Z = MEH A O[X[BH 28 AR ILICE.

7(-||o|- |.'— 7—|)L|

=S Partition
AWS 2™ aws
= aws-cn
AWS GovCloud (US) Regions aws-us-gov
CtE oA A HEE MMsts WS EoiELICH ZEE AE5H7| ol oiA| 2E2 AWS 7|
M 2 otE|Mo| R &t 2t 2 HHELICH
Java
// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
C#/ .NET
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
= el 4 23


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::builder()
.partition("aws")
.account_ids(111122223333)
.build()?;

HE|E[HE C|O|E{H[ O] & %Y

AWS Database Encryption SDKE At85tM 2 HIHEE 1R& ¢33 AIEE 22|50 3F 27|01
7t A= ClO|E{H| oA 0] CHEE 2EI0|IE & S 5tE 78 = U&LICH HE[H/'HE C|O|E{H|[ 0] A
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8501 Zt ArSXtol| A & =3t 2ol ALY 1 RE 7I1E MSE + U&LICH HE[EHHAE Zet0|ME
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5 q535 £F Mo HI0IH 7| B2l SEE = JU&LICH VtsStHEIJAESERE Ho|HE Fdste R
Ol Z&LICtH EHIHET Z2to|H2l 7| 2k(0d: Amazon DynamoDB Ef|O|£ 2| THE|M 7)) 2 AlHE|E=
B2 7|18 o €A #elg = JsLch

AWS KMS 7|22 At835tod IRt AWSKMS 7|3 2 2 Zt HIHEE HE|E & U&LICH AWS KMS
keys. EIHEY +~#E & AWS KMS 0l 2t AWS KMS HE™M 7|22 AH85t01 2 &2 %[4S}
& &= QU&LICH AWS KMS. AWS KMS HlE % 7|22 Amazon DynamoDB El|0|£ 01 R X|Zl= AWS
KMS ESEl EHRlix| 7|8 AL 8 CH S 53t L =53 Mol AL = 223X 7| AI2E 2HE I
250 AWS KMS Z & 8 &0|= &E5 A= 7l £F MHYULICH AWS KMS HSEH 7|—2E ALS
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A0 HEE + U= MBE H|IHE BHE + USLICH XHAM[EH LIE2 ZE[E|'HE T o|E{H[0] A 2| HIZ

2| Crelg BESAAIR.

AWS KMS AE™ 7|2 & At&stod MBE HIZdS ddsHok grL|Ct

MBE HIZHE Fdstcd™ Ch3 22 XSatok &Lich

CHE CIRIOIME MBE HIT 74 Lol M 2HE MBE 22 S5

fjo

HolgLct.

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.signed(signedPartlList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

HIZ HEH ol

CHE Ao ME HIH HTM MHMHez MEE FE S5 Ho gLt vz HEH Holoi o

Bt REMIB L2 HIZd A2 S HESIAIS.

Pl

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.buildex()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.buildexr()
.keyId(branchKeyId)
.cacheTTL(6000)

.build())
.build())
.build()

MEE H|Z BHE7] 25
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JHeER 7Hol=

MA 2= ME E7|: BeaconConfig.cs

CHS dlMoME MEE HIZ 7 ol 222 MEE R S5 Holgfuh

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

HIZ T Hol

Ct= N[0l M= HIZH HEHM M¥dMo 2 HBE 22 S5 HolgLct.
B REAIEH LIS S BT ALS S BTt AIR.

T

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons
CompoundBeacons

standardBeaconlList,
compoundBeaconlList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = keyStore,

KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branchKeylId,
CacheTTL = 6000

Fallsy

™ Eolof Ch
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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e MHE 222 2HolM Holsts 740l Z&LICH 2L HoIE IHEE MM 2 HolE
IEQ SUS HFA E= O|F2 7HE = gLt
Java
List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);
C#/ .NET
var signedPartslList = new List<SignedPart>
{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
13
MRt S2(ME ALY
MBE HIZOR MBE 222 T8E + s Chysh WS Holsts MARE Algetict

MK S22 X|H3HK| ¢t28 AWS Database Encryption SDK7} CHS 7|2 MM XL & MY
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Constructors
Zt MMXE MEE HIZHAS =2 e 5 e & 7K 2 S Holste ddHA BEE2S2 &MOUZ L
WSt SFEQULICH HHA EE2 S50 FI7IEl =MMUZ2 &1 22:H 4 222 X|HE 28
EXE FEELCH
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MBE H|ZAS =3[t DA SICHH, Field2 L Field3S MEH A O 2 EAISHD MAXIE &t
Al

ddxotct 24 F20] stLt 0|2 Q{o{ok BfLICE FZ|0f BEGINS_WITH Q4RI E ALEE

|
AT 7 HGRe| A ] FES Er 2 dYst= X0l E&LICH

MuRto] W4 20| IF B0l Qo MR MTELICH M HTEE SIS MY
E HIZI2 MR S22 ASSHo MBE ZolM HITIS £E

MR S =0l MARIFEIHE £MONZ HIZIE BEHEHEAT AT M K A MR
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CtS Hatoll et HEx =52 ™6t L.

1. MEBE Z 220 Ois dHx FES BE{ aid FEO| HR8HX| oiF & HolghLIct
dEx FE 0|2 ABE E=2| o|F0|o{oF FLcH.

CHS KXo M= MEE EE stLtof Chal] ddX #ES Bes 48 E EoiELC

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")

.required(true)
.build();
C#/ .NET
var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };
2. 1CHHO|M BHE dMHX 222 AHE5t0d MEE HIHS 28 e = U= 7ts8t ZE wedof &

£ Y-RE BELCH

o€ £0{Fieldl.Field2.Field3 2! Field4.Field2.Field3oil CHal R 2lst24H S 7H
Oo| MAXIE BHE040F SHLICt Fieldl 2 Field42 S 7Ho| BdE MAXIof Ho|E|o{ Qlem
2 EClEes £ dsLct.
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3.

Java

// Create a list for Fieldl.Field2.Field3 queries

List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();

fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries

List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();

field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/.NET

2

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,

field2ConstructorPart, field3ConstructorPart }
33
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,

field2ConstructorPart, fieldlConstructorPart }
13

AoM BHE RE HHEXE Z8sts IR 552 BrELICH

Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

30



AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor

i

4. MEE constructorList H|ZAS BtEE= A|7|2 X|&gHL|Ct.
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F| AE 0] A
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KMS CloudTrail O|HIE o| lHt EIAEOf| 2 E A|ElLICtHtablename.
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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- sdloF & X AYEELICEH REMIEH LI 2 the section called “Z|A T8F 7134 B S &R 514
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|04l one-to-one OHE! 0| @
3 Y4lo 2 H2IE E|0{ DynamoDB
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U ZhAFELICH 3 S| AL X7 M Helgt Foils HEe = l&LICH 7] 2E0{ 2 of M
shal 5 =2|% 7| AE0{ 0|22 X|XsHoF BHLICt REMIEF LHE 2 logical key store name EHd
2 F=EstAAlL.
SIEESS
CtE oMo MHE 7] 2E0{ 2Hg HMo = FEELICH 7| 2AE0{ ¥&E 6= DynamoDB E|O|&
0|8, 7| AE 00| =2 0|8, L& 2535t KMS 7|18 AlHE5t= KMS 7| ARNS X|H5HoF & LICH.
@ Note
7| AE0] MH|AE HHMo 2 e | X|™H5H= KMS 7| ARNS A1E5HH TedghLlct.
CreateKey X912 KMS 7| ARNS E&x| 7| AE0{ & %EOH FIHEFLICEH KMS 7|7F 2
R 7| AE0{0)| FIHE|H X = gigLCt
Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.buildexr()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

7| AEO0] Y 7o
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C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

¥

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;

let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

ZYUEE

FLIC 7| AE0{ A& 5t= DynamoDB E|O|2

ok

CHS olxoM=E AME et 7| AE0{ 5 E 74
o| ol =2|H 7| £E01 0|F 2 X|HsHok grLICt.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.builder().build())
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.build())
.build()).build();

C#/ .NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
};

var keystore = new KeyStore(keystoreConfig);
Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)

.kms_configuration(KmsConfiguration: :Discovery(Discovery: :builder().build()?))
.build()?;
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MM
o
rir
il
Pl
0

= I—I EP.

o2
b =
w|

jo
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7|1E AF235lod A Z ERliR| 7|E MAMEHLICH KMS 717t 7| AE0{0l F7HE|P AMK| gl 4
§o| Ehedof| CHEt HMAE Mgtste Zd0| E&LICH

o @ =
|0 :X P
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rr

OHEZZ|F|o|Me| HEE Z71219| KeyStore Admin QIE{H|O|AE S5 Createkey HUS ALE S|
J0| E&LICE o M2 LAI2 7| el 2 Atafof fEErLct.
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ClOIE| Rodol M 2 x| 7|8 AAI6HR| DHUAID. O] WS AL CHe T 22 ZIy} waig £
QigsLict

- Of CHEt EE R & AWS KMS

. SAIMO| & B0l AWS KMS ofl CHEt 042 SA| 35

- HHQ4 DynamoDB E{|0|= 01| CHEl 0424 TransactWriteltems & LIC}.

rH

CreateKey EHdol= 7|IE =
ZEEUCH JqLt ololH g
M7t ek g = gLt

x| 7|12 Ho{M K| L EE TransactWriteItems &0 =74 &0l10|
Aol M 718 MMSHE 2laa AHSF0| HIZEEM0|T FAIEQI

7| AE0{0|M KMS 7| 5tLHE & S0 F7t5t7LE 7| AE0{ 2] 0| A X[HEH KMS 7| ARN
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HEX| 7|8 MMs5ted™ 7| AE0{ 2ol X|'HE KMS 7|0 CHEt
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=Haix| 7] M
CHS 22 7| AE 0] 2/ 0l X8 KMS 7|2 AF85t0{ A & E3lX| 7|E MdE5tD 7| &
E0{ P& E 5t= DynamoDB E|O|20i| & ERlX| 7|E FIHELICH

L
= =

CreateKeyE ZE£& Ml Ot} 22 MEX gt 2 X|Hst= & ME{E = U&LICH
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L
o

branchKeyIdentifier: At&X} X[ branch-key-idE &2

A&Xt X|I'H branch-key-id& PHE24™ encryptionContext It2tO|E{0l| F7} &S5 ZHARIA
ET xZEslof gLct.

« encryptionContext: kms:GenerateDataKeyWithoutPlaintext Z&0{| Z&E 535} ZHEIAEof
M F7t ¢15 HIO|E{(AAD)E NS5t MEHA HIZ Ot 7|-7f Ho{ MEE ™

O| F7I & &35t ZHEIAE = aws-crypto-ec: HF AR EA|ELICH
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
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Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifiexr();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput
{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL
1)

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

K], CreateKey U2 CtF 2t 2 Y FLICH
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AWS Ci[O|E{H| 0| A 255 SDK

branch-key-id2| H{& 4 Universally Unique Identifier(UUID)(AF& X} X|'H branch-key-idZE X|
HMEtx| et E2).

Hal x| 7| A2 A 4 UUID

I_
« ™ MAAUTC)Ql 1ISO 8601 ™t & A[ZF A0 timestamp.
O CHS CreateKey Y2 CHF 2 E A& 35104 kms:GenerateDataKeyWithoutPlaintext& &g
LICH
{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
Iltypell : Iltypell’
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
},
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"
}
@ Note
CIOIE{H|IO|AE ZHM IS8 S5t 2 F5HK| LUACEIE CreateKey 22 &5t &
A H2ix| 7|9k HIZ 717 MAELICH S 7] 25 7] AR0{of MEELICH REAE LIS A
Jtset dESE T ASH 7|12 MEE HESML.
CHZ 22 CreateKey 2 kms:ReEncryptE 3 £3510 ¥ 535t ZHRHAEE AO|0|EstD ERX| 7
of CHEr € BlZEE dMELICH
OFK|2f 2 2 CreateKey X2 ddb:TransactWriteltemsE & &304 2EH A0l A M A48t Efo|E 9] 24
x| 71E RXIE M S g 5oz oS £40| A&LICH

"branch-key-id" : branch-key-id,
"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
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https://www.ietf.org/rfc/rfc4122.txt
https://www.iso.org/iso-8601-date-and-time-format.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/AAPI_ReEncrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_TransactWriteItems.html
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"version": "branch:version:the branch key version UUID",
"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",
"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"
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5t

— =

e
1

HEx| 7|18 TAI5te{H 7| AE 0] Zdof XM= KMS 7|0 CiEt
kms:GenerateDataKeyWithoutPlaintext 2! kms:ReEncrypt #8t0| 2 & L|C}.

ICH &9 B21X| 7|& LAstE olst S
b

=2 O
717t M dELICt Y ERlX| 7| & ranch-key-ide HEE|X| ot &
LICt VersionKeyE &£ [Mf T &Y EHEM K| 7|18 A= branch-key-id& X|'datofF &L
Ct.
Java

keystore.VersionKey/(
VersionKeyInput.buildexr()
.branchKeyIdentifier("branch-key-id")
.build()

);
C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Rust

keystore.version_key()
.branch_key_identifier(branch_key_id)
.send()
.await?;
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Java

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = kmsKeyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

CH2 oMM = CreateAwskmsRsaKeyring HIAEE AF&35104 HICHE RSA KMS 7|2 AWS KMS
7|28 dggLict HICHE RSA AWS KMS 7|28 MM5t2{H Chs gt2 MSELct

» kmsClient: M AWS KMS 2zI0|QIE 44
 kmsKeyID: H|CHE RSA KMS 7|2 AE35t= 7| ARN
« publicKey: MEEh 7|0l H{E 2] 7|E Lt UTF-8 213 Z PEM I} 29| ByteBuffer kmsKeyID

EtLHE=
« encryptionAlgorithm: & &35t &1 2|&F2 RSAES_OAEP_SHA_256 = 0|0{0F g L|Ct.
RSAES_OAEP_SHA_1
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JHeER 7Hol=

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config: :load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)

.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.send()
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
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CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)

.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();

IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{
Generator = multiRegionKeyArn,
KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =

matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;
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Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
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{

Partition = "aws",
AccountlIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput

{

DiscoveryFilter = discoveryFilter
};
var decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring
let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()

.discovery_filter(discovery_filter)
.send()

.await?;
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Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;
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.cache(CacheType.builder()
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.Default(DefaultCache.builder()
.entryCapacity(100)
.build())

C#/ NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);

MultiThreaded 74 A|
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.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())
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C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};
Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
Lbuild()?)
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.cache(CacheType.builder()
.StormTracking(StormTrackingCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval =
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

4
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Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)
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TE[MO|AM FHA

I :
IDE AEH 7|20l MY stH 7|22 E._H | 71 XPEE EMI HMst 1 CHA| £Qlstx| ot S7 7HAl0]|
ol0l U= WAl =2 MASE + U&LICH TE|M IDE X|HstK| A2 AHEH 7|22 UAEAF
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1. XM= 2%} 2to|28{2|CryptographicMaterialsCache(MPL)E AF&310{ (CMC)E A%t
LIC}. https://github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.builder()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelInput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
var cache = new CacheType { Default = new DefaultCache{EntryCapacity = 100} };
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// Create a CMC using the default cache
var cryptographicMaterialsCachelnput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelnput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?>,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

2. 3% HAlol CHEF CacheType ZHAME MM & LIC}.

1EtA0lM sharedCryptographicMaterialsCache M448tE A CacheType ZH&f|oi TE &

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.builder()
.Shared(sharedCryptographicMaterialsCache)
.build();
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C#/.NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

3. 2EtAH0IM ASX™ 7|22 2 sharedCache ZAE ™ME&L|Ct.

S7 HAIE AF8stod AT 7|28 dEE W MEXMo = & HolpartitionIDst0od 0424 HIE
H7IZ0M A HF=E S7Y = J&LICH TEIM IDE X|Hst x| efe™ ASH 7| 0] 7|2 of
T&E OE|M IDE RS2 S ELICH

(® Note
S Yt IE|M ID, logical key store name X EZ | 7| IDE & ZEst= F 71 0|49 7|12
ddsts 3 ASH 7|82 37 FHA0M SLE HHA FF2 SRELICE o424 7|~20]
SUe A =2 SRoHXI LT stedH 24 AIEN 7|20l 27E THE[M IDE ALEdH
OF & LCt

CHS oMol M E branch key ID supplier, ZHA| M8t 600X 2 HSX 7|22 MMELICH CHS HS
X 71> Fol HolE Zrofl CHEt REMISH LI 2 MME E X8t M| Rthe section called “HIE% 7|
2| AHAd»

o OO -

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(sharedCache)
.partitionID(partitionID)
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.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =
materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring
let keyringl = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())
// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you
clone it to
// pass it to different Hierarchical Keyrings, it will still point to the
same
// underlying cache, and increment the reference count accordingly.
.cache(shared_cache.clone())
.ttl_seconds(600)
.partition_id(partition_id.clone())
.send()
.await?;

AHEH 7|22 Ydgstcd™ oS 4t 2 AMSolor gfLch.
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Java

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();
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final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;

2R 7| ID SZXE MEsIo ASH 7|E W

ChS HRtolM= E2HR| 7] ID S2XHE AL8sto HEH 7[8l8 ddste $HS EoiF LIt
1 2R 71D S2X 4
CHS KXo M= 1B AI0M Y E & BE=R] 7|0 CHell El=8 0|§ S Hdst

o
inl DynamoDBQ- AWS Database Encryptlon SDK E'~EF0|° EE MESI0E =
r&}tod

// Create friendly names for each branch-key-id
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class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSuppliexr(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.buildex()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSuppliex();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id
pub struct ExampleBranchKeyIdSupplier {
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branch_key_id_for_tenantl: String,
branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::buildexr().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();

2. HASH IR MM

Ct2 oMo M= 1EHAH M MME E31x| 7] ID 22X 600 2| FHA| A|BH TLL, 10002] %|CH 74
Al 372 AS™ 7|1”7e =7IsHEr LIt

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(CacheType.builder() //OPTIONAL
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.Default(DefaultCache.builder()
.entryCapacity(100)
.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 100 }

1Y

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

ZM JhS B ot 5 518 AFSSHEY TR CIOIEIHIOIAE S 2 8t5tx| ST 28T BACE HME
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7| AE0{CreateKey 2 x| 7|2t HIZH 7|1E 25 HMELICH 28| 7|l= dlZE ¢35 &
=53 2ol ASELICH H|A 7= HIZAE g5t ol ASELIC.

Halix| 7|9 HIZH 7|= 7| AE0{ MH| A

AE [
gt 2 ESELIC} CreateKey 2 40|E =& AWS KMS 5t01 ERX| 7|
kms:GenerateDataKeyWithoutPlaintextE & H &304 CI2 QHES AI&35t0{ HIZH 7|18 MM EL

Mg

r

Ct.
{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1
1,
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"
}
T 718 2F M £ CreateKey B2 ddb:TransactWriteltems & &350 E2%| 7| ME 40
x| 7|t HIZH 718§ |RXIste F Mol M E5 & 2HgELC

EZ H|ZAE 44518 AWS Database Encryption SDK7} H|Z4 7|0l CH$t 7| AE0{E F2IELICH
= ChE HMAC 7|8t F& 2 &% 7| ot & ~(HKDF) & At835tod B 7|18 £ & HIZIo| ol &
gHstod x|HEl H|Zdoi CHEF HMAC 7|8 A ghLCt.

Halx| 7|9 E2| 7| AEofollE & H|Z 7| HAO| 8tLtBt branch-key-id Q&LICH HIZ4 7|& XCH
WA E|X| ek &LCt.
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.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())

.build())

C#/.NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
Rust

.key_source(BeaconKeySource: :Single(

SingleKeyStore: :builder()
// “keyld' references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,

))

HE|E|HE O|O|E{H|0|A Q| H|Zd AA F9|

HE[BHHE O|O[E{HIO|AE MEStE B keySourceE 7 HE [ CHZ 22 XIHsloF gfLich
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g H|Zdg ddst=E ol AE = HIZ 71§ A'¥st= branch-key-id7t Ol E=0i MEELICH
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.buildex()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

AWS KMS ECDH 7|2
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);
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// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust
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// Retrieve public keys

// Must be DER-encoded X.509 keys

let public_key_file_content_sender =
std::fs::read_to_string(Path::new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;

let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
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let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput: :buildex()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
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KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput

{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java
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// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildex()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
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.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
.await?;
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Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key

material.
// In production, use key material from a secure source.
var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());
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// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_0@1")
.wrapping_key(aes_key_bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagl6)

.send()
.await?;
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Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files
var publicKey = new
MemoryStream(System.I0O.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));
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var privateKey = new
MemoryStream(System.IO0.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name("RSA_2048_06")
.key_namespace("HSM_01")
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(RSA_public_key)
.private_key(RSA_private_key)
.send()
.await?;
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» EphemeralPrivateKeyToStaticPublicKey

« PublickeyDiscovery

RawPrivateKeyToStaticPublicKey
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// Instantiate material providers
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var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()

{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput

{
SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey

}

};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

CH2 Java A0l M= RawPrivateKeyToStaticPublicKey 7| HlSF A7|0FE AF23H0d &k AIX}
ol mzlo|el 7|2t £AIXIe HEZ! 7|2 ME{o =z FAeL|CH F 7| Hlo{ 25 ECC_NIST_P256
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private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
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RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey/(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()

)
.build()
).build();

final IKeyring staticKeyring =

materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

CHS Python MM E raw_ecdh_static_configuration 7| H|Sf AF|0FE AFE5}0q ghAl
Kol metols! 7|ot s=AIKtol HER! 7|18 WMo E FELIct F 7| Hol 2F S FHof U
0{0F gLt

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput::buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let raw_ecdh_static_configuration =

RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring
let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
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.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()

.await?;

EphemeralPrivateKeyToStaticPublicKey

[
2
x
>~
==
N
=

EphemeralPrivateKeyToStaticPublicKey 7| Hl2F A7|O0I2 FMHE 7RIS 2
O1E MMstD 2t 455t &0 CHsH DR7E SR 2HE 7I1E TEELICL

Ol 7| Aef A7|0t= BlZED E 3518 = U&LICH
EphemeralPrivateKeyToStaticPublicKey 7| H|2f AF7|0I2 ¢S 3 E HZEE 55356
o SYUE FAXIe| HEE| 7|2 FEE AM 7| Hlef AF|OHE ALEdlof & LICH 553
PublicKeyDiscovery 7| A2t &1 2|&1 €74 Raw ECDH 7|32 A& 3L, =4IXto| H{EZ
7|7 HICHE 7| A KMS 7| Ho{of| M 7R AL KmsPublicKeyDiscovery 7| A2k A 7|0}t &7
AWS KMS ECDH 7|2 M8 + U&LICt

EphemeralPrivateKeyToStaticPublicKey 7| A2 A7|0FE AF& 38104 #IA| ECDH 7|22 = 7|

gtste{H O L2 M3 &Lt
. 2ol Mg 7|

RFC 528001 H9O|El CHZ SubjectPublicKeyInfo (SPKI)2tTE dt= +=4IXtC| DER QIZE
X.509 H=2! 7|8 M3 3sHoF & LICt. https://tools.ietf.org/html/rfc5280

HICHE 7| Alef KMS 7| Ho{el H{E2] 7| EE= QR oM MMEE 7| Ho{o| HER 7|8 XIHE =
&L|CH AWS.

o ZM A
xIHE T2 FlolM EHl TM AR AlssLict
ofs 35l Al 7|12l X|HE ZMof| A 7| 0|2 MAIST A Z2o|E! 7|9t XM=l HER] F|1E Al
5t 37 & 7|8 ZEFLICH

ol
A

YAl ECDH 7|3 &4

98


https://tools.ietf.org/html/rfc5280

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

C#/ .NET

Ct2 oMol A= EphemeralPrivateKeyToStaticPublicKey 7| H/ef AF|0E A& 5104
Raw ECDH 7|22 Y& LICt 223t Al 7|22 XIEE ECC_NIST_P256 S0l 2= M 7|
Ho{E ddect.

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()

{
EphemeralPrivateKeyToStaticPublicKey = new

EphemeralPrivateKeyToStaticPublicKeyInput

{
RecipientPublicKey = AlicePublicKey

}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,

KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

CtS oMo M= EphemeralPrivateKeyToStaticPublicKey 7| A2k AF|0HE A& 504
Raw ECDH 7|22 YH&LICH &Z 3t Al 7|22 X|EE ECC_NIST_P256 SM0| ZHZ A 7|
Ho{E MAMELct.

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();
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// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
.recipientPublicKey(recipientPublicKey)
Lbuild()
)
Lbuild()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemeralInput);

}

Rust

CH2 oMol = ephemeral_raw_ecdh_static_configuration 7| Al2F AF|0FE A& 5104
Raw ECDH 7|22 MMELICH 233 Al 7|32 XIHE SMH| 2ZHE A 7| Ho{E MMELICEH

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput: :builder()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)

2 Al ECDH 7|2 A 100



AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()

.await?;

PublicKeyDiscovery
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// Instantiate material providers
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CHS oMol A= PublicKeyDiscovery 7| ASF A 7|0
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var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput

{

RecipientStaticPrivateKey = AlicePrivateKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

IE AF250{ Raw ECDH 7|22 M
ASStE IEL AR MHE EHeof XMHE

P
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private static void RawEcdhDiscovery() {
// Instantiate material providers

final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring

final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
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// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

CH2 Mol M= discovery_raw_ecdh_static_configuration 7| Al2F A7|0FE A& 5104
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// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =

PublicKeyDiscoveryInput::builder()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)

Lbuild()?;

let discovery_raw_ecdh_static_configuration =

RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;
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Java

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);
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// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6

};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.

// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};

var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
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.create_raw_aes_keyring()

.key_name("AES_256_012")

.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()

.await?;

// 2. Create the AWS KMS keyring

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_azrn)
.send()
.await?;

Io

S OHS O S 7188 B dd7| 7I—”(Rle 8<2)2 XIEELICH o] kMol E AWS KMS 7|2 0]
447] 7|Z 0l AES 7|Z 0| ot ¢ 7|2Q Ot & 7188 A&
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Java CreateMultiKeyringInput MAXAIE AISEHH M7
&LICH 21} createMultiKeyringInput Z&l|E 488 £ isLicH

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonlList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

ok
0

1

NET CreateMultiKeyringInput MA&XAIE AISHH M47| 7|20 xH4 7|2l Ho|
&Lt 221 CreateMultiKeyringInput Z&=

var createMultiKeyringInput = new CreateMultiKeyringInput

{

Generator = awsKmsMrkMultiKeyring,
ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);
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Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;

O|M| Ct& 7|22 Ar835to{ CIOIEE 2538 & SE 35t + U&LICH
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AE Zhol Thall M2 CHE = 74l HMAC EHL7h MAEILICH M2 CHE = 740 izie

HE M VS80I o, QIBEX| A2 MERIE M2 CHE MEHHEE 78 + &L

HOIE MEOo| && 2tAH 7 (e BE7F 28 E[o] QAL 227t T2X| 2 FR0lT H|IZd ZolE &
O|H CllolE| MEQ| 7|HHEE FXIstE HIZAE FEY & U&LICH sHX|2F HIZ Zo[7} T|o|E ME 2]
DE 1/e ol Cirol 2E 2 HEstod HIO|H MEOo s E2{LI= AE HEo| &S EMMo =
z|aste = ot ¥ 2 elgLUCh v ol ddE 2E 0| B S0t FHELICH olo[H Al
EJl 12X A EMEsE Y85 B2 2 8 AEY + e HlZ Holel 2840 Ho{ &L
CH.

HZdg T dste HEEo| REXE 4EstH Iedstn Hot @7 A& SF5t7| fl8l HIZd Z0o|§ Lot
Lt Z0qof st=X| Mztstok gfLICE o] & el ChE FAoME HIZd0| 2 UstH E4tElo] o &2
A7t /= CIOIEE Zgfstx| =rtn 7 Lict

24 Jhset ot s s AlLbale
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CHSo| oldl= ZHEr S AM 7hsSEh 23t £F M2 2o{ELICE ol E (7101 MHolM o] dilAofl ALS =
[m]
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Ct2& O|o|E{H|o|A o] edt EHIAE B3 = 9| o M| L|Ct.

{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}
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{
"PersonID": 101,
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"City": "Anytown",
"State": "OH",
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}
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2 < number of collisions < V(Population)

2 < number of collisions < V(100,000)

2 < number of collisions < 316
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Ol of|&f|od| A HIZd Zol= 9~16H|E AtO[0{0F Bf L|CH.

number of collisions = Population * 2-(Peacon length)
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316 = 100,000 * 2-(beacon length)

o
. Hok HE HVMAC Bl27t SUS £ BZEE SUS U HAE 22 7 7H5A0] 66%2

- ds: el AXME e B2 = 10740iCH B2 = 157HE HAME L
E

o
. Hok HE HVMAC Bl27t SUS £ BZEE SUS U HAE 22 7 7H5 A0 3%

- ds: #Els AXME %8 B2 = 30740iCH 2= 107HE AAELCE

POI'
ol

| of 2 3l 2to|=2242l2| 0|& 0| AWS Database Encryption SDKZ #ZEE|i& LICEH Of
FHetxF OFLHAE 09715| DynamoDB Encryption Clientoll CH8t HE & MBS &LiCt

HIZd Ol =Y 128



AWS H|O|E{H[O| & ¢f 5 5 SDK LR 7Hol=

DE HIZH2 1fet HIH ol§ez MEELICH HIZO| FEEH 4 E5tE HEE A2 M ALS St
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List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "beaconName",
Length = 10
I

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![
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Java

MAM ZE oA & =: VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.builder()
.name("virtualFieldName")
.parts(virtualPartlList)
.build();

List<VirtualField> virtualFieldList = new ArraylList<>();
virtualFieldlList.add(virtualFieldName);

C#/.NET

MA ZE ol|A| & =: VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };

var virtualFieldName = new VirtualField
Name = "virtualFieldName",
Parts = virtualPartList
var virtualFieldList = new List<VirtualField> { virtualFieldName };
Rust

M ZE oi|A: virtual_beacon_searchable_encryption.rs& & Z35tAM| L. https://github.com/
aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
searchableencryption/virtual_beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field one, source_field_ two];

let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;
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let virtual_field_list = vec![virtual_field_name];
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. Beacon12 FieldAZ TAIEIL|CH FieldAS| R EICte pBeacont oDy = |y

« Beacon2E VirtualField2 2 FME|0{ Q=0 O|= FieldA, FieldB, FieldC, 2 FieldDZ
FAME0] QUSLICH FieldB, FieldC, 2 FieldDS &zl mZEIEHe 2N ojatelL|ct,

Ct ¥

0jo

HHO|

]
o

A2 Beacon2E Beacon11} Beacon22| 2o+ B 5 S X|&L|Ct.

N = (Beaconl length)/2

and

N = (Beacon2 length)/2

EE HI7I2 A8so] 435t E TE Tk vy Lol CfEt 55 HME 28y £ oL T2 =
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Moo #2lste ol =& 0| &= 5 AWS Database Encryption SDKE EZ& H|Zdo| 8 £ & Holst= Cf
St 22 MEiX H|7d AR E NS ELCH
® Note
HIZd AEIE & o|5t2{2 AWS Database Encryption SDK EHZ 3.2 OIMQ At &3sHok g LICt.
HIZd T 4ol HIZ AELYE FIH6t7| ol ZE 2|0l A HZE BiEZ &Lt
PartOnly
2 Ho|gEl £F H|7H2 =g "[7He| g5 3tEl 22 Holsh= CIBt AL & PartOnly &= U&L
Ch. PartOnly EF H|ZA2 &Y 2{2|& += eigLct

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.partOnly(PartOnly.buildexr().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
PartOnly = new PartOnly()
}
}
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Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))

.build()?
Shared
7[8Mo 2 DE EF H|ZAS HIH AAME et 1 R8FHMAC 7|2 MAMSHLICEH el 5 7H2] 74
H EZ HIZHM & S5E Zeof CHal S5 HAME s8E £+ QiaLICH 2 Ho|El E& H|HS A
Atofl CHE E & H|ZH9l HMAC 7|2 Shared AF2ELICt.

0 & £0q beaconl ZEEE Z =9 H|W3HOF 3t= B beacon2& beaconl AH4toi ] HMAC 7|
£ M&83lE= Shared H|Zdbeacon22 2 HMo|gfL|Ct.

® Note
HiSharedZiE #45t7| Mof 2t H 5 2F A8 LEistM|2. Shared HI 12 ool
Bf ME HiZof Cisll AHE <= e SH B2 &2 =3 + UGLILH oE S0 SLE
Ut HAE Zt2 XS 2R LWEE ST $ aLich

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()

.shared(Shared.builder().othexr("beaconli").build())
.build()

)
.build();

standardBeaconlList.add(exampleStandardBeacon);
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C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :builder().other("beaconi") .build()?,

)
.build()?

< AWS Database Encryption SDKE= & &Hoi| CHet EH =& HIA
El L ECONTAINS(a, :value)@l HElas T =+ gigLCh.
Zb 70 @ A of CHEt 7HE E& U7 242 AsSet A&HSHT HIZA 2t 2
=7 5t8 AWS Database Encryption SDK7} #HZ|E s=&E & Y&
LIC}FCONTAINS(a, :value).

AsSet EZ H|ZAE Holsted™ Hgfel 247 25 SYeH H[Z Z0o|E ME8E =+ JUESE S
D EErolo{of gL H Z

P
Hot Mg + UA&LIch

(@ Note
| Mofl EoF A M5 @F A T 245tM 2. AsSet H|ZA2 O|O|E
M E Hi=of CcHal Algdst 2 =2 £ U&LICH o & So0{ Ui EHIA

E MEQS| 37|18 EAlg
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Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.buildex()
.asSet(AsSet.builder().build())
.build()

.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
AsSet = new AsSet()
}
}
Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :AsSet(AsSet::builder().build()?))
.build()?

SharedSet

2 HO|El E& H|Z12 Shared & AsSet &4+ E SharedSet Z2&5tod &g 2 EHEO| ¢f
S5tEl Zhol CHal S8 AME =8 = A&Lct O|Z A 5t AWS Database Encryption
SDKCONTAINS(a, b)7t a7l 45 38tE MEO|T b7} ES5EI ZEQI ZE|E £3E £ AEL
Ct.
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® Note
HIShared7Zdg& Fd35l7| ™o £
OlOo|E{ MIE HHZ O CHaH Aledet
HHEIAE MEQ 37| 5Y
LIC}.

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("beacon2")

.length(beaconLengthInBits)
.style(

BeaconStyle.buildex()

.sharedSet(SharedSet.builder().other("beaconi").build())
.build()

)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

SharedSet = new SharedSet { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet: :builder().other("beaconl").build()?,
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)
.build()?

I A0 M2
= & S&& o
O|E{H|O|A ZHE +=-TL
SIGN_AND_INCLUDE_IN_ENCRYPTION CONTEXT_EE—TL %E el aucr. %Er H|Zd0d| Z & =
ZE ¢535E Eeol cish & H|742 gHE04oF gL ct.

® Note
CilO[E{H[O|A & A2 7| Tlofl S & H|Zo| ofl &t AntE Ydst=X| & lste W0l E&LICH &}
Mgt LIS 2 HIH £ E|AEE &ZSHMI2.

T T E9| of Al
Java
=38 HIz 7Y

CHS ool M= S& HIH 78 Lol 222 H53c0 MBE 8 S5 HolgLh

List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);
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List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartlList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()
.keyId(branchKeyId)
.cacheTTL(6000)

.build())
.build())
.build()

);

C#/ .NET

ME & =: BeaconConfig.cs
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var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartList,
Constructors = constructorlList
b7

compoundBeaconList.Add(exampleCompoundBeacon);

HIZ T Hol

CHS Ao M= HIH M & &3t I MEE FE S5 MYMez HolgfLth HIZ HH
Holof CHEr XM LIS 2 HIZI A ES XML

var beaconVersions = new List<BeaconVersion>
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{

new BeaconVersion

{

StandardBeacons
CompoundBeacons
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = keyStore,

KeySource = new BeaconKeySource

{

standardBeaconlList,
compoundBeaconlList,

Single = new SingleKeyStore

{
KeyId = branchKeyId,
CacheTTL = 6000

};
Rust

MA ZE ME: beacon_config.rs 27| https://github.com/aws/aws-database-encryption-sdk-
dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/
beacon_config.rs
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let compound_beacon_list = vec![
CompoundBeacon: :buildex()

.name (" compound_beacon_name")
.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
.build()?
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/beacon_config.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/beacon_config.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/beacon_config.rs
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let beacon_versions = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_versions];

EHEE MYHo R HolEl S50l fsstEl FE0 MBEI RS Holg + AU&LICH 7tss5tH
HIZd o 2 2H S50l 25t A MEE R Holsts Xo| E&LICH g3stz(n MBE F
£2 MYHez YostH 24 2 & H Holgh ChE oft] 57 1 7ol aig FEE KALE
8 4 QaLich LB BEMLE MEE HES 3 HEH AZsleiE Z9 S8 HIH 740 22 220
MEolg + gLt 48X =SS ZH #FEL MY BRES 25 HZE = UGLc
As3 9 MBEE RE S22 MHo2 HYolste AP SE 1710 28 | TAolH W=E =8
& 4 e JlsE BE Wyg Muste MR 22 S22 XIZslok Lich

@ Note

=
32 0|42 AS 3o} BLICH TS 2 M 222 Holsty| Toll ZE 2Iciol M S HE
gt

o35 Ol MHE 22 252 HMoxoR HolstT S 7|E 7 742 HHolEY £ giaL
=

Sgf HHE Fdst7| flsiM= ChS 2t 2 MSst ok gLch.

gsstEl AEE F2lY W Ar8stE OIE.

128 142



A 7h0|=

=13
=

AWS Ci[O|E{H| 0| A 255 SDK

A4
[N}

|
[
H
1o
__o._
ol
ol
ma

™

M

-
Al
Oox
A
<+
oll
1l

Ka
ol
=X

i

ml

oll
IH

T
Hr
IH
I+
oY
__o._
ol

of =&E ENCRYPT_AND_SIGN

Xl

ol

Hr

{0
o3

<+

Kl
11
Uk

P
o
ol
Lo

IH
I+

il
50

0| E&LLCH

L—
—

F

ol

A4

=

)

HIZA0MEF ALS

LIC}. stLto| S&f

T A
==

J4

o

Java

new ArraylList<>);
EncryptedPart.builder()

List<EncryptedPart> encryptedPartlList
EncryptedPart encryptedPartExample

.name("standardBeaconName")

.prefix("E-")

Lbuild();
encryptedPartList.add(encryptedPartExample);

C#/ .NET

new List<EncryptedPart>();

var encryptedPartlList

new EncryptedPart

var encryptedPartExample

"compoundBeaconName",

Name

IIE_II

Prefix

i

encryptedPartList.Add(encryptedPartExample);
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JHetxt 7ho|l=
Rust
let encrypted_parts_list = vec![
EncryptedPart: :builder()
.name("standard_beacon_name")
.prefix("E-")
.build()?
s
SELEELEE
=gt dlHol 2efE MEE e AlEsuct
® Note
MBE e Mo Argellct MBS 222 ATstx| s S8 BT 74 + AU
L|Ct.

Zt B0z 0|, EM Y MFAZL ZEE[o{0F ELICH &A= THETL A5t = SIGN_ONLY E=
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ZEQIL|Ct AA = EE O|FO|HL SHE
Zeo| 7t & Zst= 2l=A0|o{of gfLICt HE O|§0| &4 ?
AWS Database Encryption SDK7} RIS Z 0|E 2 AAR

So2 x|Mste 0| EALICL MTAE Yolol 2xtuY 4

He tEsE HEN SUH MTAE JHE £ gaL RES =37
I PR FE 2he ABsHE Wol FaLch

JtsstHE ME FE2E MUMez Holste Aol F2&LICE stLtel S & HIZTMEF AASE H = 0|
2t MBE FEE ZHoM Holste Kol E4LICH 2HoM HelE B RES MYz
Yol AME R 20 SYUE HFA E= 0|2 7HE = &Lt

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);
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C#/ .NET

new List<SignedPart>

var signedPartslist

"S-" 3,
"SF-" )

= "signedFieldNamel", Prefix

new SignedPart { Name
new SignedPart { Name

"signedFieldName2", Prefix

};

Rust

vec![
:builder()

.name("signe

.prefix("s-")
.build()?,

let signed_parts_list

SignedPart:

_name_1")

d_field_nam

:builder()

.name("signe
.prefix("SF-")
.build()?,

SignedPart:

_name_2")

d_field_nam

1;
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|22 x|&stm MAIRF LHoI A sHE
£04Fieldl, Fieldl.Field2, &
H% S H|HAE X35t DA} $CHH, Field2 2 Field3€ ME

S HzE Qo MMRI=

e B SR8 NS0 HSE oM uITE Zu
P #&7tE = MOi2 HIHS =8 stadn

AP9°*I—|EP *”“XUP 83 3tX| X5tH H|Ho| BlZ =0 7

22| A7t HEE K| HOISHHH D E Blcioh SR SUs &0l MRS XIRHok B

L|Ct.
Ct= ERHol k2t 8 S5 2 XIHsHM L.
1. eEsiE 2t RET ATE RE CiE 44X RES BHE0| T BE0| WKl ofRE
Holgfuct.
MR RE 0B MARIVLIEHLIE 2 HIZ £ MBE L of 0l 0/ofof gLtk
Java
ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();
C#/ .NET
var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };
Rust

let field_1_constructor_part = ConstructorPart::builder()
.name("field_1")
.required(true)
.build()?;
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2. 1EH0|M BtE WA BEEE ALE5l0d SE HIHE Z2 e = UES 7tset 2= o &
= YxE BrELICH
O|& £0{ Fieldl.Field2.Field3 2! Field4.Field2.Field30il CH3H #2|5t24T & 7H
O| MMXIE BrE0{of ELICH Fieldl & Field42 5 71O AT MM X}toi HO|E[o] Qle=
E SCERE = JUsUc
Java
// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();
C#/ .NET
// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
};
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Rust

// Create a list for fieldl.field2.field3 queries

let fieldl_field2_field3_constructor = Constructor::builder()

.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,

D)
.build()?;

// Create a list for field4.field2.fieldl queries

let field4_field2_fieldl_constructor = Constructor::builder()

.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,

1
.build()?;

o
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3. 2EHANMBE 2E HHERIE X

Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorlList = new List<Constructor>
{
fieldl23Constructor,
field421Constructor

I

Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,
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4. =g HIA
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AMA48t constructorList S K|&&hL|C}.

T49| of
2ot0|ME & ¢ 535 2to|= 2|2l 0|F 0| AWS Database Encryption SDKZ #HZE £} & LICEH O
FHetRF OHLHAME 04715| DynamoDB Encryption Clientol| CHEF ME & A& &Lt

CtE oAl B2 & S HIHE Fd5les WHE 2o ELICH O T2 HIZd Zo|E ®SBstx| &
&Lt 7ol e et HIZd 20|18 Z2Hste ol =20| Zest™ HIZd Zo| MEIg XA
H|Z1E 7A5tT AF25te WS EoiF = MA| = of&E 2 24M GitHub2| aws-database-
encryption-sdk-dynamodb Z|ZX|E2|0{|Af Java, NET & Rust AM 7}58 k5 3} o|ME & Z5HA
2
=M
. EF A
. 23 HIT
EZ H|A
Hes| URISH=EX| inspector_id_last4 HEE F2|stc{™ CHE 7 HE AE5tod & H|ZS B
Euict.
Java
List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);
C#/ .NET

var standardBeaconList = new List<StandardBeacon>>);
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StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "inspector_id_last4",
Length = 10
i

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon: :builder()
.name("inspector_id_last4")
.length(10)
Lbuild()?;
let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

=
=

]

H|Z

inspector_id_last4 Yinspector_id_last4.unit 0lM UnitInspection C|O|E{H|O|AE
FElstedH O 7o 2 S8 H|ZHS SHELICE ol S H|He ¢ 535tE F20 2 et

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconlList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);
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// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.buildexr()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/ .NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
b7
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
b7

standardBeaconList.Add(unitBeacon);
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// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
};
encryptedPartlList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
I
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>>);

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

Rust

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
let last4_beacon = StandardBeacon::builder()

.name("inspector_id_last4")

.length(10)

.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;
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let standard_beacon_list = vec![last4_beacon, unit_beacon];

// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart: :buildexr()
.name("inspector_id_last4")
.prefix("I-")
.build()?,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
1;

// 3. Create the compound beacon
// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :buildex()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];
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keyStore, keySource, 1’88t 2E EF H|H F o 2
2 S8, MYE 22 55 2 H|ZH A2 RIYELCt "7 ™ol s 12 x| st o ghuct.

=
keySource Holof CHEt X|&2 H|Z 7| AA HO|517| MMHE XML
Ctg Java OflMl= B HI'HE C|O|E{H| 0| A 9| HIZH HHTE M o|EtL|Ct HE|HHE O O|EH]|
O|A 9| HIZA HME Holste= ol 20| ERstH HE[HHE Ho|EHo[AS| HAM 7S5 25

s AxsML
Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons (compoundBeaconList)
.encryptedParts(encryptedPartslList)
.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()
.keyId(branchKeyId)
.cacheTTL(6000)

.build())
.build())
.build()
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);

C#/.NET

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

1Y

Rust

let beacon_version = BeaconVersion: :buildexr()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)

StandardBeacons

CompoundBeacons

SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000

.version(1l) // MUST be 1
.key_store(key_store.clone())

.key_source(BeaconKeySource: :Single(

)

SingleKeyStore: :builder()

// “keyld® references a beacon key.

// For every branch key we create in the keystore,
// we also create a beacon key.

// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.

.key_id(branch_key_id)
.cache_tt1(6000)
.build()?,

standardBeaconlList,
compoundBeaconlList,
EncryptedParts = encryptedPartsList,

HIZd Al
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.build()?;
let beacon_versions = vec![beacon_version];

HIZIS TAIE Y E5E LSS FMSEIM HA] 2 HIZIS Brsts B QA E Ao}
SHLICH RPAIE LIRS HIZI2 AR S B% Qloia T4 Erelg ATl dlAlR
4. =3t A MO

EZ H|7HES FM6l= Ol 25| 25 ZEE ENCRYPT_AND_SIGNS Z E A|sHoF &L
Ct. HIZHE #+HSt= ol AI2E|= CHE 2 E ZEHE = SIGN_ONLY == 2 E A|L|o{oF &L
CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

5. AWS Database Encryption SDK £2}0|1E 74

DynamoDB E|0|£ 2] Ef|0|2 &5 & 2% 35l= AWS Database Encryption SDK Z2}0|HEE F
e

= ot 535 2lo|EEHE|E &AM,

H|Z 2 E|

T8t HHe R MEt =FE = Us 72 70| ZEEHUCH EE H|IZ2 HE EHAMS A
&3t01 55 AME SR LICH S7 HIZ2 2B dit HAE 2XAN EF HIZS FAFotod S5
gt F{EIE s LT &S 3HE CIO|HE FEIE WE HIZ 0|2 AMELIC

F EZ H|dol| SLE 7|2 Lt HAET Z¥ R0 UTEt: F £ H|Z| S HuE £ Q&
LICH & 7Hel & HIZ2 SUE Ui HMAE Zfof CHa M2 CHE F 712l HMAC Ei 2§ d &Lt

s beaconl = beacon?

 beaconl IN (beaconZ2)

value IN (beaconl, beacon2, ...)
CONTAINS(beaconl, beaconZ2)

Sg HIH2 O S #HElg +dE = JUsLUCH

« BEGINS_WITH(a), 047|M a= ZEIE! =% H|Z10| A|ZEtE ZEo| KMA| 2t ErdshLct.
BEGINS_WITH QAHXLE AIE5101 EH 512 2EAMUE A|ESHE 22 AYE £+ oiaLct shx|gt
BEGINS_WITH(S_)Z2 AMEE = U2, 07| S_= ZEIE S H|Z10| A& SlE BEE22| HFA

£ erGgLich
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« CONTAINS(a), 047|M a= =ElE =& H|Zdof| & & HeEo| ™MA| gt grFerL|Ct CONTAINS &
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HE[EHHE O|O|E{HIO|A S| HIZH HTE Mol e FHE ZE EZ HIH S5, FHS ZE S

g H|Zd =58, H|Zd H™ 2 keySource2 X|HELICH HIZ 7| AAE MultiKeyStoreZ Ho|5tD
keyFieldName= Z & 3li0F 5tH, 24 H[Z4 7| FHAlof| CHEF FHA| =Hot 24 H|Z4 7| FHAlof| CHEE 2|
CH 7HAl 27|& Z &atoF & LCt.

MYE H|IHE M8 42 5T H|Z10|compoundBeaconList off Z & E|o{of & LICH MEE HIZA=2
SIGN_ONLY 2! SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZE oM SZst # 2|2 o= A5

T 4#sts 28 Hlzo| 3 R 8L
Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons (compoundBeaconList)
.version(l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.multi(MultiKeyStore.buildexr()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)

.build())

.build())
.build()
);

C#/ NET

var beaconVersions = new List<BeaconVersion>

{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,

EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{
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Multi = new MultiKeyStore

{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

}

}
}
};
Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName
keyFieldName= X|HEl HIHE CHE H|IHAS Mgst= Ol A E HIZAH 7|2 #&E branch-
key-idE XM#Est= HEQ| 0|2 HolgLICH

Hio|E{HIo|A0 M BZEE M= B2 i BlZ =0 CHE HIZAE MM5t= ol ASE[= HIZ 7|
£ AMY3lE branch-key-id7) O] 2=o0i MHEHEILICH

7|28 E keyField= O|O|E{H|O|A M BAIMoE XMEEIX| b= 7HEA HEQLICH AWS
Database Encryption SDKE= Az Aol & 5 3 E Cl|0|E{ 7|branch-key-idHIMHE AT =

L

| =
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g HIZd W MBE HIZHoA HEE 4 keyField UES HHol 2t 2 MEELICH &2 MY M
PE Zol22 IHEH keyFleld':> MYEE #2o 2 ZtFEuUc

molI

5 3t 2rd0f keyFieldE SIGN_ONLY EE= SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
ZIc 2 Z 8510 ClO|EH0|A EHEE BAIMOZE MHEE &= QU&LICH O|F A 5t OOl E{H|
O|A0 HZEE £ moiCh keyFielddp =822 branch-key-idE Z & A|740F LI

HE|E|ZE C|o|E{H| 0|A 2| HIZH 2{E|

keyFieldE Z&dlioF gLICH B2 =2 HIZHE HHste Ol M8 &=

HIZAE #{clsted™ HIZS R7A|Lrshe O]l 228 MAE H|H 7| Atz & AEE + JESE #Helol
I

key-1d§ X|Hatiof gLt ERlix| 7| ID 3ZXt2| EI'1E branch-key-id& A¥st= £IS5E 0]

=
=

A

2 XYE = gLt o3t 22 Yo = 32|of keyField2 ZEAIZ = UELICH

g gl

B2 =0l keyFieldE BAHME MHEStE XMEYSHX| b E, S8 HIZHo| HHEE BE2

EkeyField2 Y Z& A = U&LICH keyField MBE £ 20| HFLCh

0| € E01, 2= 2712} encryptedField & signedFieldE AF&35to4 S& H|ZA

compoundBeacon2 M45t2{H keyFieldE MY E S 2o =2 I & 5H0F & LICH O|F A 5t
compoundBeaconOlAM C}& #H2[E T = U&LIC.
compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

BE H|7

AWS Database Encryption SDKE EZ& 2 5§ H|712 AL&35to] AM 7t &5
3t &8 ME MBS ELCt. olz8t H|Zdol= st o4 ol &= 3tEl HETL ZFE|0]
OF ELICt. 224LF AWS Database Encryption SDKE &8t Bl AE STGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ZEOM &35 #4E 4= e HHE HI
A X|@gct.

MEE HIZie B REOR2 T £ JU&LICH keyFieldE BI2=0 WAMO 2 KMESHE X
Y5tX| &, keyFieldollA HYE HIZIS 445t 1 OIF A8 5t0 keyField MBE HIZdof
B 2|8 CHE HIZ! B stLtol CHEt #2i9 Aatshe S8 #2I8 Bhe + UsLch olE soi ot
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keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

MEE IS F4et= ol 30| 2™ MEE H[Z 87| MME XML
keyFieldoil A 2% 2{2[5t7]

233l keyField 0| keyFieldE X5t B2 E0 EEE BA|Mo 2 X{&EF F2, HI
ol Z{z|et H|71e| HelE Aftste 57 HelE teE = U

keyFieldoM ZH 2{2|st =& MY & A&LICE o

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue

HE|E|HE O|o|E{H|0|A Q| HIZA 2| 101
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AWS DynamoDB& H|O|E{H|0|A & 5 5} SDK

ot =3l 2tol=242l2| O|& 0| AWS Database Encryption SDKZ B E|i&LICH O
= 09%5| DynamoDB Encryption Client0ll CHet HE & MS & LICt.
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® Note
AWS Database Encryption SDKE PartiQL2 K|35 x| f&L|Ct.

DynamoDBO{| A E|O|E2 &= RS &LICt 2 &
LICt. DynamoDB& AWS Database Encryption SDK=
gt MBS ALELICH S5 35te 54 240 =35t 29|

Ol ol FAM= &= 35tE ZE, F2EI0|ME Mx| & FMof CHEr X|E, AlEfst= Ol E80| &=
Java O|X|E Z &5t0{ DynamoDB-& AWS Database Encryption SDKO{| CHE 7H2 & MISELiCt

=M
- 2E0|MES U MHH & 255

0|I

« DynamoDB2| ZM 7t S8t &t 35|

 Hlole 2E HH0IE

« AWS DynamoDB-& Database Encryption SDK A& 7ts8F T2 324 104

« B74Al DynamoDB Encryption Client
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ZE0/MES U MU & ¢35

O|HE & ¢t 53| 2to|=E{2]9] 0|& 0| AWS Database Encryption SDKZ B ZA L& LICEH Of
2t X OHLH M= 04715 DynamoDB Encryption Clientol| CHet HE & XS EHL|CH.

DynamoDB& AWS Database Encryption SDKE H|O|E{H|O| A2 & 3517| Toi El|0|2 H|o|EE &
Z3t5t= BEl0|ME & 2538 X|HELICH 3HX|2F DynamoDB= H|O|E & ClA3 o E2tE mf E|
OlEE2 MEX 227 & 3l5t0 ASKJtE|IO|IEH HMAE M =36t MH & M& O|o|E &
53t 7lsS M3 gLt

Metste £7E ololElel W9t ofB 2 o|Me| ot 7
ssl2
X =

2 AWS Database Encryption SDK2+ A% Ci|o|E] & 5 &} 2
£l & =2 DynamoDBZ T&5t= A< DynamoDBE 52 E5 2 4EIZ IAGHK| €H:|=| O|7<I
£ 2t2 7te dEtxel E|o|g S B RIFLICH

MH & ME ClolH 53

DynamoDB& Ef|0|E& C|A 30l E2tE [ DynamoDBOIAM EO|E S AMXI Z2H & E 3551 AFS
X7t ElO|Z CllO|E{of| MM AE M SE 5t MY S Y3 MH & 535t 7|52 R LC

AWS SDKE Al&35t04 DynamoDB2t & & 2 &5t= AR 7|EMOE HTTPS HdEE &
O|E{7} & Z3}=|1 DynamoDB A EZQIE0|A 53 E C}S DynamoDBO| K& E|7|
ShElLCt.

- &5 7|2 M3S. DynamoDBE ZE H|O|EE MY m FBsH & zststn S LICH MY

|
ClOIE &f 5 8H& & d3tetHLE HIZ d&tE & elaLIch

- DynamoDB= %3} 7|& PHED B2[gfL|Ch Z B|o|2 2] I ] 7|= AWS Key Management
Service(AWS KMS)2 2 E 3 E[X| &2 o EHE H7|X| &t= AWS KMS keyE 23 ELICH 7[2Me
2 DynamoDBE DynamoDB AMH|A Aol AWS A7 7|8 AFESHXR|TH H™HolMq AWS ZEIFE 7|

e 7178 3hE| 7|2 MEfSto U e o E Eo|22 B8 & QlaLc
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S2 EHss 0180 SES S55H5 D U HAS IS AR BrEHLIC

AWS DynamoDB& Hi|O|E{H|0|& & 5 3} SDK

Z2zlo|ME § I3 3= AA0|A DynamoDB2| AEE[X|0 0|E7|77P7<| ME F L ME 52 HolH
of Cigt AEFQIE ES E N3 ELICt Uit BIAE O|O|[EHH=E Z & E EtAtol = E X X| i &L ot
AWS. A DynamoDB El0|2 1} & 74 DynamoDB& AWS Database Encryption SDKE AM& 3t 7{L} 7|
£ Amazon DynamoDB E|0|£ & DynamoDB& AWS Database Encryption SDK2| %Al HHM S 2 of
o|azio|ME == J&Lct,

« ClIOIE{7t & L X Al ESE|H, & Z &8 oflHEt EtALOE =& &|X| e &LCt AWS.

- EHO|E &Fo0f MHEE = Q&LICH AWS Database Encryption SDK for DynamoDBOi| Z2}0|HZ|
7| £82 X &350 HIOIE &5 A = LR CHet MBS AMSIE S X|AIRE = U&LCt O
MBS A85HH &M FIt = MK, &4 2L H3 7| § 50 et ':"-EF HE B2 MMM R
4RI = Asuct
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DynamoDBO{| X% st= O|0|EE 5 3lst= 4 DynamoDB& AWS Database Encryption SDKE
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AWS Encryption SDKE i CIO|EHE ¢33t U 5558 = ULT £ F= 2LI0|HES 455
2tolE2|LCH 2 RO HIOIHE EEE £+ /JUXIE C|O|EHO|A BZES Z2 HE Ho|H
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gtz st & MBE|E EE

IO|HE & &f 33| 2to|=22{2[2| O|& 0| AWS Database Encryption SDKE AL & LICE. Of
FHEtRF OHLHAME 04715| DynamoDB Encryption Clientol| CH8F ME & A& &Lt

DynamoDB-& AWS Database Encryption SDK= Amazon DynamoDB OHZZ|70|ME 2 E¥H 5| A

HE Z2I0|91E & &5 35 2tolE 2| LICH. Amazon DynamoDBt &= 2S¢l Elo[=oi tlolH
E MEELICH Z4 =52 &4 ZSLICH ZF £-otct o|§ gLol /& LICH DynamoDB& AWS
7

Database Encryption SDK= &7 Zf2 ¥ &tefLICt. O3 Oftg &40l CHet MBS AHlAHELICH &5
Ster &4 2ot Mol Zete &4 gf2 XIHE = A&t

A 53 E FF0lM E|0]Z 0IF, ZE &9 0I5, %*Eirﬁixl %2 -’—'.‘-’8 Zf, ZetolHe| Z|(THE|M 7|
3 Y 7)) 42| 0|5} &, &8 RES L& dRF dolHE it MAE=Z |X[FELCH ol E=
ol R e HolHE M% FII OhAMI2.

DynamoDB& AWS Database Encryption SDK2| S 2t 4/oi| CHEF AtA|EF LIS 2 MM S FES5HA
L AWS Database Encryption SDK 2f& &4l

® Note

AWS Database Encryption SDK for DynamoDB FA|Q| &4 2rdof Cist Z E 122

atedg AEELICH
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AWS Database Encryption SDK for DynamoDB= X838 £9| gi(&d O|§0|Lt K82 otE)2 &
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|2 £0{ 0| &S0iE example L test 40| ZEELIC

'example': 'data’,

'test': 'test-value',
example £d2 L= 3I5tX|CF test SH2 S 355HK| fo™ Ant= Ot Z&LICH ZE5HE
example £ Zt2 =Xt 0| otl Ol | O|E{ I L[CE.

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xedX\xfO@T\xcb\x9fY
AX9F\xF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'

\l

FEsol ZZto|HEl 7| &&(TE|M 7] & -2 7[)2 DynamoDB7
7| {Zof Yt HAAE R RX[E|o{0F BLICE ME2 sH{of 5t x[gt

1I IE0ME=E H= ol A8
stoffA= et Lot

d

o
]]0 -
}Ol'

DynamoDB& AWS Database Encryption SDKE 7|& 7| &4 AEstn i 210l MBE[R K| T e
3L X| et x| BQlgLct J2|n Zeto|Hel 7|18 Al OhE ¢ E8tste{n 5t 22t0[ME
ol M od| 2|7} 2t |ct,

°_.=".SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTOHA‘I ME ME, d=35 ZHHAE G

ENCRYPT_AND_SIGN, SIGN_ONLYEE Z EA|IEl Zt ZHEQ| EFFIE Sdll siA| 718 HIAIX| 215 2
E(HMACs)Q C|X|E MBS AAEHLICH ECDSA ME2 7|EXo 2 g435tT|o] QK| E4E= ol

LIct E2l0|HEE 5ol FItetE M £4(aws_dbe_foot)oll HMACSH MBS & §rLCt.

oh

DynamoDB2| A4 753 &5 3}

olr
"

HAM 7tsEt 23318 28 Amazon DynamoDB EIO|E& TJ5t2d™ AWS KMS HE 7|2& A8 36t
o g=g E35te ol A8El= HIOIE 7|18 4, & =3t W S 3talor FLCH E8F E|0|2 4538t
T M0l SearchConfigE E & 3aHok gHLCt.
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® Note
DynamoDB& Java 220/ E & ¢ =3} 2t0|EHEEIE ME3Ft= B DynamoDB APIE 5t
®| =& AWS Database Encryption SDKE At&3t04 El0|E &S 253, MY, =l I &
=3HioF & LIt DynamoDB Enhanced Client2t 5t9| <~& DynamoDBItemEncryptor Z4H
7ttt o Z3HE X[BSHR| b &LICh

EFE = S§ HIZHS FHE 1 AWS CIO|E{H|I0|A 255 SDKE ME{7t HIZAS &7 AlgE =
T H|H O|& 0| aws_dbe_b_ HFAIE FI7IELICH o & £01 5§ H|Z compoundBeacon®| O|&
g X|H5tH AN ZE ™A HIZ 0|&0| aws_dbe_b_compoundBeacon7t ElLICt E& EE= S H|
72 ZEstE EX QIHAE F/95t2{™ H|Zd 0|2 AlMEE M aws_dbe_b_ HFALE Z&atoF &
L|Ct.
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Zatolmel 7| 3 LB sHE 4+ SaLich TEIM X A 7/of MBsHok BrLICH ZtoloiEl 7| 2
2 EF wE 28 Hizol 2 4 glaUrt

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &£4& X|ZSIGN_ONLYSH
x| ef= 8 712 7| 442 0|o{oF 5tH, ZHE|M 2 43 KM T 040F &L
CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

zzto|HEl 7| g2 MEE H|HY &= JU&LIch ZF Zeto|HE| 7| Zholl CHall T/ & MEE IS
TAE F2 ZetolHEl 7| 22 MBE HIZA O|§ 2 & AlHstE £ 0|§2 xI™sHoF &uct. 1
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7t HE EHIAE

CI2 ZE ZZA2 EAE 52 MMsta, DynamoDB E1|0|% gs3 FHo=
ns Res

DynamoDbEncryptionTra ms A
It o4 £33 dst=X| &elst= %':.L'% _‘?'_04-E-L|EP.
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// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();
vf.put("stateAndHasTestResult", "CAt");

assert resolveOutput.VirtualFields().equals(vf);
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C#/.NET

MA ZE MEZ: VirtualBeaconSearchableEncryptionExample.csE & X 5HM 2.
VirtualBeaconSearchableEncryptionExample.cs

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" },
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
};

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
I

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = itemWithHasTestResult,
Version = 1

};

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that VirtualFields has the expected value
Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");
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MA ZE MZ2l virtual_beacon_searchable_encryption.rs& & X 3tAM| 2. https://github.com/
aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
searchableencryption/virtual_beacon_searchable_encryption.rs

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),

1)

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),

1)

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify the configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
.version(1)
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.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");
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CompoundBeaconSearchableEncryptionExample.java

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cd162ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©11899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();

final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value
Map<String, String> cbs = new HashMap<>();
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cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/ .NET

MA ZE ME: CompoundBeaconSearchableEncryptionExample.cs &%=

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl62ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue('"011899988199")

b7

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

};

var resolveQutput = trans.ResolveAttributes(resolvelInput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon
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Rust
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aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/

searchableencryption/compound_beacon_searchable_encryption.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::S("9ce39272-8068-4efd-a211-cdl62ad65d4c".to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::S("011899988199".to_string()),
),

1)

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
Dlet compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
assert_eq!(
compound_beacons["last4UnitCompound"],
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"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS

olo|E{t| o4& & =3 SDK 7k Rt 7Hol=

NN e

A 3.x2 M xI5t7| Z10{ DynamoDB& Java 2CI0|HES et 535} 2tolEE 2|0 B S0 &

rlo

M 27 Aol JeX] FHlgL

Java 714 B4

Java 8 O|& 0| ERFLICH Oracle & AFOIEO|A Java SE CI2ZE 2 0|S#t CHS Java SE
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AWS SDK for Java 2.x

At

DynamoDB& AWS Database Encryption SDKO=2| DynamoDB Enhanced Client 20| 22 &
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AWS SDK for JavaZ = 5tA| 2.

AWS SDK for Java = Apache Maven2 S3lf AF& & = & LICH A AWS SDK for JavalE =
dynamodb-enhanced ZE0i| CiEt B&ES MAHE = U&LICH

Apache Maveng AWS SDK for Java At&3l04 M x|

« M| AWS SDK for JavaE E540 2 71X 2242 pom. xml TFUof MASHMI2.

« AWS SDK for JavadllAl Amazon DynamoDB 201 CHEHM Pt SEMHE HMHSIe{HEH 2 &

= X|’'d5t= X|E2 WELUCH groupIdE software.amazon.awssdkZ, artifactIDE
dynamodb-enhanced2 MM gL|Ct
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https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
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Apache Maven AlE
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<dependency>
<groupId>software.amazon.cryptography</groupIld>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>

<version>version-number</version>

</dependency>

Gradle Kotlin AF2

Gradle2 AI235lH Gradle T2MEO| &4 7+5t04 Java® Amazon
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implementation("software.amazon.cryptography:aws-database-encryption-sdk-

dynamodb:version-number")
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https://maven.apache.org/
https://gradle.org/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

muin
2
Q'I_l
Ho
1
P
()
<

namonItemEncryptor% At &3stoq o|0| HA4Et DynamoDB

Fa =
= =
g=2 Y E538stn &g +~ A&LIcH

5t 9| =& DynamoDbItemEncryptor2 ZAM 758 & S 5tE K|HSHX| et&LICt

S MU HEetn MBE £ 2, MBE 2|0 455t AEAEN MEB & 2 E|T FAEE
&9 42 28U
(@ Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT & =3 xtdg A2 36ted
@ AWS Database Encryption SDK H{%1 3.3 0|42 AF235HoF & =
St S Olo|H 222 HOo|ESHZ| To| 2E 2ol M HTS HHEZ &L
CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

52| & DynamoDB AP| E£= 512 & DynamoDbItemEncryptor2 AIE3%te 42 4 HUS
+=0 2 Holslok gLt DynamoDB Enhanced ClientE AI83t= 42 £ &YS =822 HI|
St7HLE =Ao| Z2I C|0|E EEHAE AF25104 TableSchemaS MAJe 4= QI&LICH T ZZMAE
Che=35tstzi™ =40 F 8 H|o|H EEH E M&83tE W0l E&LICH FA40| HE Ho|E A E AL
8ote A2 AAE & HO D5t H ELcH
@ Note
&8 2 S Holdt FollE MEAM Melg £M48 ™olsof #LICH LISol MHBEIX| i
M&EEE M EH FHE = JUZE MBER| §I2 S48 AlHEe TR HFANO: ":4)E M
EHSl= Zd0| Z&LICH DynamoDB A 7|0tQt &4 242 & Ol& [ DO_NOTHINGE EA[E 2
E &40 &4 0|Fd ol HFAE Z&ELICt

ZMo| 22l O|o|E| 2aA A

ZFAMo| &2l ool 22iAE A2 5104 DynamoDB Enhanced Client &
DynamoDbEncryptionInterceptordAM &4 & X[HELICI. AWS Database Encryption SDK
for DynamoDBE &4 82 HO|ste= E& DynamoDB &4 FME2 AI&35t0d £42 E5 5t &Y
g 2-gUct 7|28 2 7|& F|(MBEXIE dE3HEX| A Z)E Melstie BRE &£480| 535t 2
MBELCH

Java 185


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
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E0{ EY &40l MED MEZ5t2{H @DynamoDbEncryptionSignOnly F4
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(® Note

AWS Database Encryption SDKE & £40i CHet A2 XI§5HR| b &L Ct.

CHS ol Mol A= ENCRYPT_AND_SIGN, SIGN_ONLYZ DO_NOTHINGS A &g HMo|ste= O At
&= M2 Eo{ELICH E Holste Ol A8kl FME E0iF = ofXl= SimpleClass4.javag

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZ Z5HAIL.

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute?2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
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this.attribute3 = attribute3;

ZFMo| 22l Cl|lO|E{ ECHAE M350 CHR ZE ZZ0f| EA|E 24X TableSchemas & LICt.

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

£ HYE #5222 X|Ys5tE{H 0|F-2f Ho{7t £4 olF 1t X|HE 2 QS LIEtL= Map AAE BF
EE-LJ
=

ESME 45315t MHESI TS ENCRYPT_AND_SIGNS X|HELICH 82 MHSIE 45355 K| &
T2 SIGN_ONLYS X|H¢gL|Ct. & K|ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT3t0q &4
off MESID S35t HAEAEN ZHEHEFLICH MESIXK| toM K42 ASSHE £+ QELICH SHE F

AlSt=2 DO_NOTHINGS X|&&fL|Ct.

I:|'SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

@ Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &= 3 &4 AL 35t
™ AWS Database Encryption SDK H{%1 3.3 O|& 2 AL 35HoF &
St S Olo|H 222 HOo|ESHZ| To| 2& 2lHo| M| HTS HHEZ &L
CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();

// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);

// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
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attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attributes4", CryptoAction.DO_NOTHING);

AWS Database Encryption SDK for DynamoDB2| &f & st 71
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(l) // MUST be 1
.versions(beaconVersions)
.build())
.build());
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)
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AWS Database Encryption SDKZ &= H|0|E
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
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final MaterialProviders matProv = MaterialProviders.builder()
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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(® Note
AWS Database Encryption SDKE= S8 £ 401 CHEr A2 XI§5HR| b &LC.

final TableSchema<SimpleClass> schemaOnEncrypt
TableSchema.fromBean(SimpleClass.class);
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final String unsignedAttrPrefix = ":";
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html

AWS Cl|O|E{H|0|A 23 3} SDK LR 7Hol=

® Note
Mottt 535 EE MBE HIZAE AIE5te{H &5

2foff O EFLICH.

1ol
-
0x
>
wn
®
Q)
H
0
o
IR
o
=
—+1
'—l
u:
m

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

5E7|: DynamoDbEncryptionInterceptor &4

CHZ oMol M= 4EHH 2| tableConfigsE AF& 304 A
DynamoDbEncryptionInterceptor2 BHELICIH

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

6EHAl: Ml AWS SDK DynamoDB 2 2+0|1E A4

CtZ oK M= 5B Hlinterceptor 2| & A& 5t0{ Al{ AWS SDK DynamoDB Z2t0|MEE M4

gLt

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();
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7EHAl: DynamoDB Enhanced Client 243 &l Ef|o|2 M4

CHS ofldl= 6t A0l A A4 A48H AWS SDK DynamoDB clientE AH& §t04 DynamoDB Enhanced

Client§ ddstn =40l & Ho|E 2eiAE AHS5tod BHO|E2S Y& LI

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()

.dynamoDbClient(ddb)

.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,

tableSchema);
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final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(Q);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);
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1EHA: AWS KMS 7|3 24

CtZ oMM = CreateAwskmsMrkMultiKeyringE A8 3504 CHE & 55t KMS 7|2 AWS

KMS 7|22 MM8tLICE O] CreateAwsKmsMrkMultiKeyring &S AL 3HH 7|210| B Y 2

M7 OE El™ 7€ 2F SHEA ME[E = U&LICH

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/BasicPutGetExample.java

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT £4& X|Hst= E< mtE|M L Mz
&M 040k HL|CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
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final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

BEA!: AlZLMM Melgd &4 Holgfuo.
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final String unsignedAttrPrefix = ":";
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
tableConfigs.put(ddbTableName, config);

5E7|: DynamoDbEncryptionInterceptor A4

CtZ ollXl= 4EHAH Q| tableConfigsE A& 304 DynamoDbEncryptionInterceptors 4
grLct.
=

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
Lbuild();

6 Al: M AWS SDK DynamoDB Z¢&}0|21E MM

CtS oMo MHE 5B Alinterceptorl|E AFE 5104 M AWS SDK DynamoDB ZZI0[1EE M4
ot

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
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.addExecutionInterceptor(interceptor)
.build())
.build();

Y M
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7% 7: DynamoDB EIO|E &5 &35
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final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("0").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);
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CH oMl= AWS KMS Z7|210] /= 3t =& DynamoDbItemEncryptor2 AF&3t04 HIO|E2 &=
2 A &535t 0 MBS WS 20o4ELICt DynamoDbItemEncryptor= DynamoDB Ei|0|2

M8 £ UX|CH 7ts55HH AWS KMS 7|2

fjo

DynamoDB Enhanced Client0l| M X|#El= 2E 7|2
3 StLHE M&ste [0l E&LICH

@ Note
52| ==& DynamoDbItemEncryptor2 M 7ts8t &S5 E XIGHK| L &LICH ot =&
DynamoDB API2} & 74 DynamoDbEncryptionInterceptor AF&5t0{ M 718t ¢t S
SIE AL E = U&LCt
A 2= ME H7|: ItemEncryptDecryptExample.java
198

Java


https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/itemencryptor/ItemEncryptDecryptExample.java
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);
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Al2.

final String unsignedAttrPrefix = ":";
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final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

5%t DynamoDbItemEncryptor 444

CtZ oMol M= 4EHH 2| configE A& 304 Af DynamoDbItemEncryptors BHELICH

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();
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final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalItem.put("sort_key", AttributeValue.buildexr().n("0").build());
originalltem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originallItem.put("attribute2", AttributeValue.builder().s("sign me!").build());
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originalltem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.buildex()
.plaintextItem(originalIltem)
Lbuild()
).encryptedItem();
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
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final String unsignedAttrPrefix = ":";
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
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final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();

final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();

tableConfigs.put(ddbTableName, config);

5. DynamoDbEncryptionInterceptor &4
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DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)

.build();
tableConfigs.put(ddbTableName, config);
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public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int

sortReadValue) {

// 1. Create a Keyring.

// This example creates an AWS KMS Keyring that specifies the

// same kmsKeyId previously used in the version 2.x configuration.

// It uses the 'CreateMrkMultiKeyring' method to create the

// keyring, so that the keyring can correctly handle both single

// region and Multi-Region KMS Keys.

// Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =

TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.
final Map<String, CryptoAction> legacyActions = new HashMap<>();
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legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in

// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);
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Create a new AWS SDK DynamoDb client using the
interceptor from Step 7.
DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)

.build())

// 8.
//
final

.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb

// created in Step 8,
final DynamoDbEnhancedClient enhancedClient
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table

tableSchema);

1EHA|e] HE AHg & 2 E 2lrof| Bz

AWS Database Encryption SDK Z2}0]| ¢4
0|x &1Al0| =2 7| 9|7 Al SAlQ|

etz 5104 Al
L,||:} Cte2 ¥4

o

7| A|Xl-ol-|__||:|.

5ot
1E

5t

=2
=

2 A BHL MR E MSELICH

L

C} A= otz 2= of Aol Lot

=2
=

1EHA oM R ZXH 7|3, ElO|=

I5'—<'_DynamoDBEncryptor% A& FAELIC

M EAlg AL2stod M E YHAI S

DynamoDbEncryptionInterceptor 44

A AWS SDK DynamoDB ZCI0|¢MEE HME
42|

= OO
DynamoDBEnhancedClientE& BtE1 2 &

SH=or EAISHE atg ool gt

o M 0D

DynamoDB Enhanced Client0l| CH&t XFAEF LIS 2

public class MigrationExampleStep2 {

client

and create a table with your modeled class.
DynamoDbEnhancedClient.builder()

enhancedClient.table(ddbTableName,

A7|0F BIHAl & &, allowedUnsignedAttributes

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int

sortReadValue) {
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// 1. Continue to configure your keyring, table schema, legacy

// attribute actions, allowedUnsignedAttributes, and

// DynamoDBEncryptor as you did in Step 1.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new
// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()

);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
Lbuild();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-config-other.html#config-setting-awslogging
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-document
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-object-persistence
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-low-level
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Bt 5 ColE 228 YUO(0|ESHY| ™o 2 2ol M HEE HZE#f L
CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The
partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort
attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING
};
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig
{
WriteVersion = 1, // MUST be 1
Versions = beaconVersions
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tableConfigs.Add(ddbTableName, config);
=2l E|0|Z 0I&

DynamoDB H|0|Z 2| =2Z|%] H|0|& 0O|&.

Holgh my DynamoDB E|O|2 O|§2 =cZ|X H|0|2 0|E2E
=2 E|0|= O|&2 X|dsliof ELICt |&350| d35te{H
HEl o|E1 2 onHOI= gLict. 8440 A DynamoDB EIO|EE 5
HAEHELE =E2|X E|O|E O|ES AME5tH |E 3 27 20d A

=2 E|0|= O|&2 H|o|&0i K& & 2 & O|o|Eof &= = HI 1Y E[0{ DynamoDB & %S
ZhAstELICH 4S8 —T“S% Mg ™o

X|H5t= Qo| EELICH o &2
iEI’“ EO|E O|§ 0| &E 5t
& ¥ DynamoDB E| 0|
Elo|2g A& QlAlg 4 ¢

MBEIX| o &4 318

X
IS0

|CF.

ol?ﬂo>-

i fob ool-
o>
-

ol

g

A4 Zk240{| DO_NOTHINGE EA|El &M,

HEE FMHE HBolM M el=l=

I

HE SCho[UENHAH YEiELICH SEI0|MEETE ZE &

Mol Mol & Elof Qckn JhELICH OH OhS HICE 2558 m) F2Ho|HE L Holsof
o S AT} RIHE S8 SME 44 Sold A S48 AYE L 518E RME S0 M
= 42 MHE 4 el

£ DO_NOTHING £M2 LI¥st= HiPE S BHE0| MY 518 S92 BAMSR Holgh = Us
L|Ct. DO_NOTHING £42| 0|§ & X|HE M| TR/et HFAIE X[H5tD Ol HFALE AIESt0 7
ME SMHE ECl0|MENA L& £ U&LICH 1R HFAE XY= 2ol E4LCH o
A &t LES o Ml DO_NOTHING 42 F7t5t= Z2MATL Eres x| 7| HEQJILICH AEME LIS

o
2 ool 2 UH0|E EHHE HZsHAAIL.

£ DO_NOTHING £80i| HFALE X|YstX| of= B¢ 2E0[UET S35t Al MBE[X| gt A
O H¥Els RE £4E2 BAXM2ZE LIYESHE allowedUnsignedAttributes HHEE F &

=
T UELICH BIEA| Hedt F0t HEE MBEX| 2 582 BAMa=z Holslor L

1

3
T AU (MER AL
SearchConfige H|7d HEE HolghLCt.

HN HS o5 5t

— —_

k

= MEE H|ZHE AF83t24™H SearchConfigE X|H3HoF & LIC}H.

Algorithm Suite(A1E A&

~—"

algorithmSuiteId2 AWS Database Encryption SDK7} A3t S 1 EIE MEFES HolghL
Ct.

.NET 219


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/net/src
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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LIE}HE attributeActionsOnEncrypt

@® Note
CHS dAMoME £M48 2 HOlsHX| et&L
CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT £M& X|Hsl= < mtE|M & &
&M 040k FL|CFSTIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/BasicPutGetExample.cs
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[":attribute3"] = CryptoAction.DO_NOTHING
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const String unsignAttrPrefix = ":";
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CtZ oAM= 0| DynamoDB H|O|E 2| 2 £3t F#+442 LIEtLH= tableConfigs Y& HolELICt.

0| oMo M= DynamoDB E|O|E 0|8 =2|& E|0|E 0|E2 2 K|HEL
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X o|&l i DynamoDB Ef|0|2 O|E& =Z|X H|0o|8 OIEQE X’'dst= ol E&LIct REAIE LY
22 AWS Database Encryption SDK for DynamoDB2| & 53l 74 BHHE X AAI
(@ Note
AM7tset 2535 E= MEE HIHE AE52dH & 23t #M0| = SearchConfigE =
2raifoF g Lct

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs

new Dictionary<String, DynamoDbTableEncryptionConfig>();

DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt =
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix

attributeActionsOnEncrypt,

13
tableConfigs.Add(ddbTableName, config);
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var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

6t DynamoDB E{|0|& &= 53 & M
CtS oAM= ME Ello|2 &F2 LBt = item AFME H 2[5t DynamoDB El[O|= 01 sHE
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var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

};

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);

?| =& AtE DynamoDbItemEncryptor
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &M X|H5tE Z niE|
&M 040k HL|CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

K
g
bl
.
T
L

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,

.NET 224


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/itemencryptor/ItemEncryptDecryptExample.cs
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[":attribute3"] = CryptoAction.DO_NOTHING
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Ctg X0 M= 2 & DO_NOTHING £480| D73t HFA":“E SRECtn 7tHs D
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String unsignAttrPrefix = ":";
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var config = new DynamoDbItemEncryptorConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",

SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
5Et7|: DynamoDbItemEncryptor 284d
CtE oMol M= 4EH 2| configE AFE5H04 Af DynamoDbItemEncryptorg BHELICH.

var itemEncryptor = new DynamoDbItemEncryptor(config);

6Et7: EHlO|E &S Y &5 3tstm MBFLICH

C+S o Aol A= DynamoDbItemEncryptorE AF835t0d 852 &Y & 586t MBELICH
DynamoDbItemEncryptor= DynamoDB E|O|E0]| &S & Hi k|5t K| Sf&LICH
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var originalItem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalltem }
).EncryptedItem;

AWS Database Encryption SDK for DynamoDBE AF2 3£ S 7|Z& DynamoDB E| 0|2
T
DynamoDB& .NET 22}0|E & 2t 53} 2l0|22{2| T 3.xE AF85tH Z2I0|ME & 53512

?|8l 7|& Amazon DynamoDB El|0|2 & F4& + AU &LICt o] FA|o| M= AM2{ZE! 7|&E DynamoDB
EO|Z0ll HE 3.xE F7t5t7| @I =&atiok st= Ml 7HX| EA|of CHEr X|EIE MSELIct

1B =3t E &5 27| L M7| EH]

CHS EHAHE 223104 AWS Database Encryption SDK 22I0|ME7| A SSIE 52 o1 £ £+ U
§ ZH[ELICH Chs HEAE S HIEZ 8 S0z ECt0|MEE HESHM Uit BIAE E582 o1 &L
Ct. ElO|E0]| ZIRE M &S 2 & =35t Lt MESHX|= & X|EH S 3HE & F0| LIEtLtE FA| 5%
3te = UELICE o|2{E HE o= QI ECI0|ME= M 59| A S3HE ARE £ JU&LIC oS
CHAHZE RI-st7| ©oll 2 2ol ot S HE L8 2 i sHok gfLict.

1. 58 = Mo
AHr| DS dsto] 535 L MBS K4 7F, MBS S 2 FAY £ 242 FolgLct
fe) Eto|HEl 7| £82 MBEEIX|BH &S 3HE|X|= LSO MH(SIGN_ONLY) CHE ZE &

7| =
2 dsst|T HEE I—lEP(ENCRYPT_AND_SIGN).

&£82 ¢3355t0 MBS TS ENCRYPT_AND_SIGNS X|HEfLICt 482 MESHE| &3 35t6t
K| Ot SIGN_ONLYS X|™§FL|Ch STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE X|
Xetod M 2l &M X|XMstn U535 HEAE Z&3tL|Ct MBEsHX| tomM M2 of 535}
& £ olaLch £42 FAISH TS DO_NOTHINGS X|HELICH RFMIEH LI&2 AWS Database

Encryption SDK for DynamoDB2| £43 & ] EHH 2 HESHAAL.
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® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &£A2 X|™Hste A IE|M 4l 343

1o=2 == o=

M5 040F LICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt =

{

new Dictionary<string, CryptoAction>

["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY

["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY

["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,

["attribute2"] = CryptoAction.SIGN_ONLY,

[":attribute3"] = CryptoAction.DO_NOTHING
13

2. MEM Mg &4 HolghLCt.

=

o Tr

AMN25t0] 5|2= MHEL|X| ot £A2 Xo|stL|ct 2 2l0|IE LS X

LSL- 1 OoO=2
2 MH|M M=l Zdo 2 ZHEEHL|C RFM|BH LI
AAIL.

CHS of|A|ofl M= 2 E DO_NOTHING £40| 1 R8t MFAL":“E B Rstcin 71™Hst1

Al'jl- n uol EE _/_.|\_
2 Allowed unsigned attributes EHd2 & =35}

const String unsignAttrPrefix = ":";

u

AH A4
(=N~

3. 7|

0

CS oMol M= AWS KMS 7|22 MAEFLICH AWS KMS
AWS KMS keys £ AFE3504 OIO|E] 7|2 MY, 535t A =

Ol ofAMoi|HE CreateMrkMultiKeyringE A& 35t0{ CHE 2235 KSM 7|8 £ &
7|22 MHBLICE O] CreateAwsKmsMrkMultiKeyring 282 A& SHH 9|E'0

o CHE Bl 718 ZF SHEH AMElg & JU&LCh

=2 T AAHE

var matProv = new MaterialProviders(new MaterialProvidersConfig());

var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB H|O|E ¥ Z 3} 74 H9|

o O

CtZ oAM= 0| DynamoDB H|O|E 2| 2 £ 3t F+44& LIEtLH= tableConfigs Y& HolELICt
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Encryption SD

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

};
tableConfigs.Add(ddbTableName, config);

5. M AWS SDK DynamoDB £¢2}0|21E MM

CtS oMo M= 4 HITableEncryptionConfigs@lE& AF& 3504 M AWS SDK DynamoDB £ &t

O|HEE ddgfLch.

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

Hok BfLICH 7|&
4
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of 7ta MEst ZEMHAE AE5HMR. o|& 01, HIOIES TS| AZHE CFE Holft 4 Y
o535t T2 AI85I0{ 5SS CIA| ME HIST7| Z2MAE AFE £ Q&LICH Elo[29] Y
Ht BIAE 52 AE5E{MH & 535 2 ME Al AWS Database Encryption SDK7t & =0f| F£7t5t=
aws_dbe_head & aws_dbe_foot 40| Z&E|X| 42 RE =2 A7Mst= XWo| ELLICH

CHS KoM= 12 A0 M El0]E 53 78S UOlO|ERLICH YU HAE QHEIOIES

FORBID WRITE_PLAINTEXT_ALLOW_READ PLAINTEXTZ dO|O|EsHoF g L|Ct. O] 2z aldt
HAE 52 A& KXot dSssE 52 ol £ =& U&LICH HO|o|EEE AFE 504 M AWS

SDK DynamoDB Z2t0|¢1EE e LICtTableEncryptionConfigs.

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

SEPA|: 2 SHE|T MBE 20t 97|

DE ¥E2 ysstsn MBS 3 EolE L= TAoIM Ut HAE RIS Yolol=stod 22t
OIMIET} 5 5HEID MBTE S0 T & £ AT S FLICH CHS HZ A S HIESHE Setolols
SR Aol TAE A4 T2 JHo R M HES 2 sEtn MBELIL S2toldes 2asig
T MHE F2E eig + YsLict

Ctg oMol M= 2B A1l Blo|E 2535t 42 Yolo|EgLIC.
FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXTLZ Lt HIAE Z{HO|E UO|0|E St
AL 0| it RIAE HAMZ KHE = JU&LICH 2E0|MEE 7|[2MoE 453D MY
= 50t olm #uct YHIo|EEIE AME 304 AH AWS SDK DynamoDB Z20|EE AT
CtTableEncryptionConfigs.

1]

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{
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LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT

};
tableConfigs.Add(ddbTableName, config);

Rust

Ol #X|o M= DynamoDB& Rust Z210|HE & 2535 20|22 HM 1.xE Mx|5tD AH8st= &
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Rust 2! Cargo M x|
rustup= AbE 35104 Ruste| HEZQ1 34Xl 2l2|AE MRIFLICH.

rustup Ct2 2= 3 AX[ol CHEF XEA[EH LIS 2 7t Sof Hx| HAE HEotAM 2.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
https://rustup.rs/
https://www.rust-lang.org/
https://doc.rust-lang.org/cargo/getting-started/installation.html
https://crates.io/crates/aws-db-esdk
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
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DynamoDB& Rust 220|HE & & =3} 2t0|=22{2|E M&|stE{T aws-database-encryption-sdk-
dxnamodb GitHub 2| ZX|E2|E EX|5tHL Cte2E=E8L|Ct.
| Al HA A x|

Z2ME C|HE 20| CHS Cargo BES AAELICH
cargo add aws-db-esdk
EE = Cargo.tomlol| Ct& && F7HgfLCH.

aws-db-esdk = "<version>"
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GitHub 2| aws-database-encryption-sdk-dynamodb Z|Z X|E2|0{| M Rust 0i| X E & Z=5HAMI2.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/basic_get_put_example.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/itemencryptor/item_encrypt_decrypt.rs
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M SAE O 2 2718 4 UTE MBEIX| e $48 AlEg 188 HFAO]: 98 o
Ei5t= 7d0| E4LICH DynamoDB A 7|0kt 244 &4 2 Aol i DO_NOTHINGE EA|E 2
= £49o[ £H o|Fol ol YFALE Z&ELICH

Cl2 2% 222 Rust 22}0|Q1EE AI25t04 ENCRYPT_AND_SIGN,
SIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, 2/ DO_NOTHING N
de g H0o{ELICE O] MMM E HFAL":"E AFR35104 DO_NOTHING 4 AlEELICH

HF

let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),

(":attribute3".to_string(), CryptoAction::DoNothing),
1)
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AWS Database Encryptlon SDKE At83l= 4<% DynamoDB E|O|£0i CHEF &S5 +4
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O|El & E MBEIX| &t 2 £8E2 AL&3510{ DynamoDB E|0|& 53 7182 HolgfLct
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let table_config = DynamoDbTableEncryptionConfig::builder()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
.keyring(kms_keyring)
.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(

DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
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.build()?;

let table_configs = DynamoDbTablesEncryptionConfig::builder()

.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),
table_config)]))
.build()?;
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
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KEMIBE LI 2 AWS SDK for Java 7HEFXF OHLHAH 2] AWS
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Java

// Replace the example key ARN and Region with valid values for your application
final String keyArn = 'arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

CHZ oo A= ARN 7|& At&3+0{ AWS KMS keyE X|IEELICH 7| Al¥EXt AWS 2|10l 7t Z & |
X| et 2 A< DynamoDB & 53} 22t0|1E= F4E Botocore MMM B[S 7HX{ 2 7{L} Boto
7|22t M 22 7HX{ELich

# Replace the example key ID with a valid value
kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

Amazon DynamoDB 222 Ef|0|E & M &83l= A2 AWS KMS C+E 2| 7|2 CI|0|EHE 2= 3t5t
= W0l E&UCt o5 2T 7= 71 1D 7| 74 @47t Y57 MZE0l 4% WEHo= A8E
AWS 2| = ME AWS KMS keys CHE LICH XHA[EH LIS 2 otEEi™H AWS Key Management
Service JHE R} HLHMO| CH S [T 7| AHE S XML,

A
e

@® Note
=2 E|0|2 B{T 2017.11.298 A5t 42 |2 E SXN ZETJ S| HLE HHEE| K]
ot & &M 542 MMsHoF gLICH MB XCLE Ol HM 22 E|o|E & EXg =X
St

DynamoDB Encryption Clientoil M CtE 2| 7|& AHE5tE{H CHE 2™ 7|E 4d3sto{ of E 2|7 0|
o] Al&iz|= 2|™oll SAMELICt 2™ CFHS DynamoDB Encryption Client7t AWS KMS2 2 &5t 2l
Mol Ct& 2I1™ 7|8 AH8 35 Direct KMS Providerg T#4&LICtH

CHS dmMoME CHE 21T 718 AH85t0d O|F 58 (HXILIoF S5 )(us-east-1) 2IT2| CIOIEIE &%
gtst 017 ME(oiE)(us-west-2) 2|0 O|& =% 3}5t T 5 DynamoDB Encryption Client& +
gt
Java

0| 0§ A|0{ A DynamoDB & 53} 22}0|AH 55

HEE AWS KMS Z2H0IHE of 2|
g 2|78 JHMSLCh O keyArn 242 SYE 2|0l CHE 21X 7|18 Ay

1T =2Hd

AWS KMS 0f| A
LICE.

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2
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// Replace the example key ARN and Region with valid values for your application

final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

ol oi &0l A DynamoDB 2t 23} 2at0|pIELE 7| ARNS| 2|7 AWS KMS 0lA 258 2|Xe 7

Sk

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2

# Replace the example key ID with a valid value

us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

P b e

o H

A
ol

Direct KMS Provider= Ct& CHO[o{ 20 MAME ALS A7 X[H 8= AWS KMS key o 2|3H
gz5 L ME 7|E HHEtELICH

B3ElE
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Encrypted data key — | Encrypted data key
Encryption algorithms
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KMS P

AWS KMS key

. 33 AIZE M5t 7| I8l Direct KMS Provider= AWS KMS key AF&AF7L X|HEH E AFE 5104
Ztt=20of CcHs 758t ClO|E] 7|2 A AWS KMS 5t 2 @&BHLICt o| 22 A= 0| 7|9 &
Bt EHIAE SAEM &= 535 2 AHEH 7|2 FES OIS 50| Atz A sS40 HEE &
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X
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o| 7| IDYULICH AWS KMS key.

ot 5 8t 7|( Ukt HYAE)
M 7|

AM Ztz HE: olgdet 22 2Et0IUET Fol|l FIlste Rz dE Hdof| XM E L/t

« amzn-ddb-env-key: 2 & & 3} El Base64-encoded Cl|O|E{ 7| AWS KMS key
- amzn-ddb-env-alg: ¥ &3 ¥ 2|&F, 7|22L2 AES/256

« amzn-ddb-sig-alg: ME L1 2|&, 7|& 22 HmacSHA256/256

« amzn-ddb-wrap-alg: kms

2|

CIO|AME KMS 32 At= X[HE AWS KMS £ AtE36to{ &=of CHet 1 & olo|H 7|18 AWS
KMS key ‘d3l2t= ™S 2HLICE https://docs.aws.amazon.com/kms/latest/APIReference/
AP|_GenerateDataKey.htm| O] Zf42 Ut HIAE 7|9F AWS KMS key2 25 3HE EALES HHEH
gLict ol A2 E 7| 7| At =2t & LC}.

Ol LHE2 AWS KMS &35t ZAEIAE | CHS 22 LRt HIAEZ ZEELICH Ol H|=Z O] of
Zte 453t iAo 455 AACRE HIQRIEEIERE S535 A| 5SSt 2535 HEIAET TOE
L|C}t. o|eq3t Zt2 AL23t04 AWS CloudTrail 21 AWS KMS ol Aol CiEt &8 Algdsh 4= Qe L
Ct

« amzn-ddb-env-alg - & &3t & 2|&F, 7|22 2 AES/256

« amzn-ddb-sig-alg - M& & 1 2|&, 7|22f2 HmacSHA256/256
o (MEY AME) aws-kms-table — ### ##
o (MEH AVEN ###t # ## - ### # #(O|T! I 2 Baseb4 2 Q1T EEH)

(MEH AVEY) ## # ## - ## # #(O|F 22 Base64Z QT E)
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2. Direct KMS Provider= Cl[O|E{ 7|0 CHE &S5 7| & ME 7|1E FEELICH 72222 Secure
Hash Algorithm(SHA) 256 2! RFC5869 HMAC 7|t! ALE35l04 256H|E AES CHE &
53} 7| 4l 256H|E HMAC-SHA-256 M&E 7|& F& &Lt
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2. RIHEE AL85tod 2381 E ClO|E| 7|8 AWS KMS key =2 5f AWS KMS st S &8It of
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* aws-kms-table — ### ##

o #h# # ##—###t # #(O|T! ZL2 Base64E QA HE)
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« amzn-ddb-env-alg - ¥ &3} &1 2|F, 7|24t AES/256

« amzn-ddb-sig-alg - AME 1 2|&, 7|2 Zf2 HmacSHA256/256

3. Direct KMS Provider= Secure Hash Algorithm(SHA) 256 & RFC5869 HMAC 7|8 7| ot M 7|5 &
A2 35to4 O|o|E] 7|0l M 256H|E AES CHE! & 53| 7|9 256H|E HMAC-SHA-256 MH 7|E m} A4
ghct.
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Wrapped Materials Provider

@ Note

Zoto|MES 2535} 2to|E2{2|2] 0|F 0|l AWS Database Encryption SDKE HHZE[R]
&LICt chg Ao M= Java& DynamoDB Encryption Client HH& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH& 1.x~3.x0f| Cigt HEE S & Lct RtAM[E LHE2 AWS
Database Encryption SDK for DynamoDB HHF X| &2 #E5HMI2.

S=2XHEIEE CMP)E AFE3HH DynamoDB Encryption ClientE Sl Z & AA 9| B &
AHEE 4 Ql&LICH BHZEEl CMP= AWS MH|AO| o|E5HX| St&LcH a8 L &=g &
IE 718 M35t A2 £836t0{ ECI0|HE 2[R0 2fE & ME 7|

AL

2t g20f Chsh RS B L5 7IE MABLICH ASAT MIToHs BT FIot

=
3t 7|1& el Estod eHEE &= & E3t 718 52| Az 4T S0 MEELCH 28 & ME



https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://en.wikipedia.org/wiki/SHA-2
https://tools.ietf.org/html/rfc5869

AWS Ci[O|E{H| 0| A 255 SDK LR 7Hol=
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BHTE CMPE oHSig THOIH %23t IR E BElY £ 2= ofZ 2l 0lMol K{EHeh MetglLin

2{EE CMP= DynamoDB Encryption Client7t X|2ét= 02 2 =3 At=2 S ZAHCMP) & StLt L
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» Java: AsymmetricEncryptedltem

» Python: wrapped-rsa-encrypted-table, wrapped-symmetric-encrypted-table

|

N sl 7I(= = stofl BR) W ME 718 xIHE

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key =
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signing_key = ...
wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

)
RF= HFHH
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HEE CMPE RE =0l Chsh M 22 235t 718 MAELIC TS CHolof 1T Zo| A8 X7}
N33t eiE, e siAl & ME 7|8 AFSFLICH
Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key

wrap key

»Wrapped encryption key

Wrapping key
Unwrapping key

h

A J

Signing key

Wrapped encryption key

Signing key

Encryption algorithms
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¢ EeLlch 3R oM MEd AEo|H FAIELICH

« oHE SliA| 7| ME4 AFE Ol R AIEILICH.
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Most Recent Provider

(® Note

SCoIHMES 53t 2to|=22{2l2| O|F 0] AWS Database Encryption SDKE HZ £}
&LICt CtE Ao M= Java8 DynamoDB Encryption Client EHHE 1.x~2.x 2t Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgF HE & M S & LICH RHA[EF LHE 2 AWS
Database Encryption SDK for DynamoDB HHF X| &2 & E5tMI2.
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» Java: MostRecentEncryptedltem

» Python: most_recent_provider_encrypted_table
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Ct= Mol M= MetaStore% At &3t Direct KMS Provider2| 23t A2 2 LHF DynamoDB
Ello|2 2| HHE E = 3= Most Recent ProviderE MAsHE &S Eo{ELICt O] oMo ME
CachingMostRecentProvider 7|2 & AFEELICI

Z} Most Recent Providero| = MetaStore Ef|0|20{ A CMPZE A5l = 0|&, time-to-live(TTL) A&,
A7t EQE £ A= 85 8 A™sts 1Al 27| Aol &Lt 0] 04|X1|01|A‘|'C Al ZTIE &S
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~
P
=

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore
final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
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final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

# Create a Most Recent Provider using the MetaStore

# Sets the TTL (in seconds) and cache size (# entries)

most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
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version_ttl1=60.0,
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materials
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|
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Get a CMP ‘ materials
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|
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Name, Version

- .

Provider store
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Most Recent Provider
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Ct. 2 CHAl CachingMostRecentProviderg& AFEEtLICH.

CachingMostRecentProvidert M= CHE #HE At S F#3ELICH

. CachlngMostRecentProv1der._ HIZ 2| i AlZho| M El time-to-live(TTL) 2t Z1tst= 82
HEZZ2M &535 RIRE F7|1Mo 2 M 7{EfL|Ct.

As3 A2 SZX 268


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

= E =
© 2 Most Recent Provider= Q15 HH7Z3 Al&HE QIAIGHXR| 28 —’F_'.:_ ‘BA'SL—lEP. SEXC 4SS

o =
A8 HEO| FAE F &E3 71§ ALSE & U&LICH

Ol M HEo 2 UC|0|EE = Qe B2 FIIM2Z FHAIoM clear() YHE

°LPE dE =+ %‘%I—IEF O| HHE AEsIH A 2EHZE S22 EX{Alst

- B CachingMostRecentProvider01IE IHAIE H 2t 2 Mo{g £ U= Al 27| BEE
ZEElo] A&t

CachingMostRecentProvider2 O|0|ESIE{M ZEMHAM 7|5 OIS HA5HOF ELICH CHE 2

E &Mool M CachingMostRecentProvidere MostRecentProv1der9P 25| A4S EELICEH H|

Ol =2 ChA| ef&3te EHert elaLich

Jd24Lt CachingMostRecentProvidere 7|82 7| QIZE}o
time-to-live(TTL) ZtH0ICH 32X AE0{E 8 Ol S EFLICH &4 S
(BlIHEt nAM 2 Qlsh) E= it 2 EX0| U= oHEE[AH 0|2 of2qEt #Hstol BlzE
Ct.

Z270|M

=
sS40l e

UClo|EE ZEE EElAsH7| ol HXS| ElAEsto O At S &6 o E2|7H0]M0] £ & &7
L} AWS Key Management Service (AWS KMS) &= Amazon DynamoDB2t 20| 22 A7} o|&E5HE
MH[A0f o8t MEHo| M5t R| et =X| & RIELICH M5 22X E 2t5tste{H 2HE st s S-of mat

FHAl 2712t CachingMostRecentProviderl| =HE ZHELICH AtAIEH X|-2 time-to-live Zf &
x-i_ xl-xo|.k||o

Static Materials Provider

(® Note

Z2to|MES 53} 2to|=222|2| 0|F 0] AWS Database Encryption SDKZ 847 |4
&LICt CtE Ao M= Java8 DynamoDB Encryption Client EHHE 1.x~2.x 2t Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| Cigt HE & A S fLIch REA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZEFHAMIL.

Static Materials Provider(&3% CMP)= EIAE, 7' 3 o2 L 2l|HA| Z8td S 9|8t o< ZHEst
o5 3} xt2 22 XHCMP)LICH.
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® Note
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« Java: SymmetricEncryptedltem
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T
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It

= 7l Hoiet ME 7| E= 7| Ho{E MSBELICH Elol2 &5
stodH 7| Atz & XMSstoF Z Lt

// To encrypt
SecretKey cek = ...; // Encryption key
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SecretKey mackKey = ...; // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = . // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both

encrypt_keys = EncryptionMaterials(
encryption_key = ...,
signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

)
XtE= HiHEd
1o o H|H
HH SSxtes g5 258 7o MSste gEst L ME 7|8 MY LIChE =3t 717t =
Ol 52 ¥=3 & MYBst= ol Y AEE 3R). &4 g 5ol chell CtE 71§ M35t e
E =0 st 717t ASELICH
Static CMP
Application —{—» AES encryption key » Item encryptor
Signing key/pair
453 A2 SR
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2335t A= 7HKH27|

JE=E0

£ 2535t A7 2% £ 41 A| Static Materials Provider(Z3% CMP)2| 124, &2 3! x{Z|o]
CHal REAMIT| MEE

=
HefLict.
2124(oH & 2|7/l 0| Mof| M)

et 535} 7| - Advanced Encryption Standard(AES) 7|2+ 22 CHZ& 7[0{0F &LICt.
M3 7| - cHE 7| E= HICHE 7| Ho{Y = U&LICH

- 253 7|7t LB R MY E|UELICH

- MY 7|7t o2 MY EUR&LICH

- XN Xtz B HEEK| o2 LEE AR AF(RUE B9)
553 Atz 7HK27

« &5 3%} 7| - Advanced Encryption Standard(AES) 7|2+ Z-2 CH&! Z|odoF &L|Ch.
« MB 7|-CHE 7| == H|CHE 7| I o = U&LICH.
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https://tools.ietf.org/html/rfc3394.html
https://tools.ietf.org/html/rfc3394.html
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717F &=
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- M3 717F eF
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_

Amazon DynamoDB Encryption Client0l A AFE & &= Il T2 3212 104

® Note

Zelo|ES -5 3 2lolE2{2|2| 0|8 0] AWS Database Encryption SDKZ #HZE &I}
&LICH CHS FH|oHE Java& DynamoDB Encryption Client HHE 1.x~2.x 2t Python%
DynamoDB Encryption Client HH% 1.x~3.x0f CHgt HE & XS LICh RHA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB HH7& X| 2 & ZE5HM .

Amazon DynamoDB Encryption Client= Ct& Z22(|3 do{of Ar8E £ A &LICH do{H 2ol
HEle CHESHR|EF Aot 232 45 80| 7tsE LI o & £0{ Java 2CI0|VIER &=52 4535
(X ME)StT Python 2EI0|MER 52 5558 &= U&LICH

RHMEt 82 siY FHE FESHM L.

|

» Amazon DynamoDB Encryption Client for Java

» DynamoDB Encryption Client for Python

Amazon DynamoDB Encryption Client for Java

(® Note

Z2clo|¢ES 2535} 2lo|2ed2|2e] 0]& 0| AWS Database Encryption SDKZ #Z E|
&LICt CtE FX|0l| M= Java& DynamoDB Encryption Client HH& 1.x~2.x &t Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgt HE & M S LICH RHA[EF LHE 2 AWS
Database Encryption SDK for DynamoDB HH& X| 22 & E5tMI2.

0| &0 M= Amazon DynamoDB Encryption Client for Javag Mx|5t1 AS5te WS HHE
L|Ct. DynamoDB Encryption ClientE At& et Z= 2| 2of| CHet AtMIEH LHE =2 Java oA, GitHub
9| aws-dynamodb-encryption-java Z|Z X|E 2|0 2= 0 A & DynamoDB Encryption Client&
Javadoc2 & ESHAMIL.
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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® Note

Java® DynamoDB Encryption Client & 1.x.xE 2022'7 728 E x| 5= EHAof U&L
Ct. 753t & wel 2|4 HAHSE HI80|=E5HMR.

|

. NH EH

r

i

A
=

« DynamoDB Encryption Client for Java A&

« DynamoDB Encryption Client for Java2| Xl 2 E

NS Ta

rr
A
1
o

Amazon DynamoDB Encryption Client for Javag& A x|5t7| 0l Ct& AAH =7H0| SF LA
st L| |:|.
= .

Java 7Hgf B4

Java 8 O|&t0| ZI8fL|Ct. Oracle &l AFO|EO||A{ Java SE CIREEZ 0|58 CH2 Java SE
Development Kit(JDK)E Ct2 2 =504 x| LICEH

Oracle JDKE A& 3= A< Java Cryptography Extension(JCE) Unlimited Strength Jurisdiction
Policy Filele CH2 2 E5t0{ A8 oF &LICH.

AWS SDK for Java

DynamoDB & £ 3} 220|21E0i=2| DynamoDB 2 E0| E 2 gfL|Ct. DynamoDB AWS SDK for
Java ™Al SDKE Mx[5tHLl O] 20 Ax|& = U&LICH Maveng A& 35t= A< pom. xml It
20f aws-java-sdk-dynamodb2 F 7+ L|C}.

Mx| & Ao CHst REAEH L2 MM E AWS SDK for Java® = SHM 2 AWS SDK for Java.

Ct2a 22 &2 2 Amazon DynamoDB Encryption Client for JavaS Mx|& 4 U&LICtH
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https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
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RIx4
==

Amazon DynamoDB Encryption Client for Javag A x|5t2{ aws-dynamodb-encryption-java
GitHub ZIZX|E2|E SH|stHL CIRZESHA 2.

Apache Maven AIE

Amazon DynamoDB Encryption Client for Java= CtS &4 4 2|9t &7 Apache Maven2 & i

AgE 4 et

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>

SDKE Mx|8t £0l= 0| 7h0|=29] oA ZE 2} GitHub2| DynamoDB Encryption Client Javadocg A
HE = J2E AIRgLc

DynamoDB Encryption Client for Java A&

(® Note
Z2cto|ES 2t 55} 2to|=2{2|2] 0|8 0| AWS Database Encryption SDKZ B E|R
&L|Ct CH2 FA| oM = Java® DynamoDB Encryption Client BHHE 1.x~2.x 2F Python%
DynamoDB Encryption Client HHZ 1.x~3.x01| CH&l HE & XM S gLIct XtAIEH LI 2 AWS
Database Encryption SDK for DynamoDB H& X|¢dg 2t ZstMI2.

O FAolMe= CHE =22 o] M= 2 + 8= Javall DynamoDB Encryption Client

75 & YR E HdIELICH

I

DynamoDB Encryption Clientg At&8t T2 2o CHst RtMIEH LI &2 Java 0i|A, GitHubod| CH
8t aws-dynamodb-encryption-java repository2| 0iA| 2! DynamoDB Encryption Client&
JavadocE FHZESIMIL.

o 5 453 =7 AttributeEncryptor 2! DynamoDBEncryptor
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https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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toh

AWS H[O[E{H[O|& &=

&= f 33t =3 AttributeEncryptor 2! DynamoDBEncryptor

I
[e][}

Hl =

M4

JavaQ| DynamoDB Encryption Clientol|= & 71| &= &f 235t =,
DynamoDBEncryptor 2! AttributeEncryptor7F & LIC},

AttributeEncryptor= DynamoDB Encryption Client|0{l A DynamoDBMapperDynamoDB
EncryptorE AF5te Ol =20 =l &1 EefAIL|CH AWS SDK for Java DynamoDB
DynamoDBMapper® &7 AttributeEncryptorE AI35IM ALK/ ESS2 MEE M EF2 At
EEXt ZE2A dEst5tT MEFLICH 3t ALK =22 ZEEE I &S 2 A8X 227 Eelstn

o
S3sHErLch

>
o

]

S5 P
AttributeEncryptor & DynamoDBMapperE Ar&304 MBE JUHLE & E 5 L MEE £40[| U
£ H 0|8 852 FII5tHL AE &= U&LICH o|2{8t 2 edo| B Ch2 ol Z 0| PUT XME S&t

= |
£ A8t S Fgst= Zo| E&LICE O2FX| F o™ O|O|EHE SE3tetx| T + JU&LICH

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

RS
CLOBBE
2Lict.
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E
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-
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m
Ral

oI 2 DynamoDBMapper®t &7 AFESt= B THEI o2& EdA|

oflloll AF&El 0] ZEE E 24 DynamoDBMapper AHE 2! GitHub2| aws -dynamodb-
encryption-java 2lZX|E 2|0 Y= AwsKmsEncryptedObject.java (A E & X3FHAM 2.
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
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Javall &4 &

st A MBEE &4 2, ABE Kl £4 ¢ A FAEE &4 ¢S 2L &§4

£ MM E= DynamoDBMapper ! AttributeEncryptor, 25 5t &
o= R ArEst=xof et ek &t

=2 s s  ololE 2o 442 F7bstHLE X3t
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HAME A |0|E{E& =535t x| Y &= A&LICH REMIEH LIS 2 H|O|E
o

=
D HZ TS HESAAR.

DynamoDBMappero| CHeh &4 2F

o 1 -

DynamoDBMapper 2! AttributeEncryptorE AI&ste B FME ALE5t0] £4 Y2 X|HH
L|Ct. DynamoDB Encryption Client= &4 82 Ho|st= E& D

x|
ynamoDB &4 FAZ AL 504
MY E| RO &5 5HE| K| ©

448 HEsts WS WYL 72Xz J|= 7
m]

2E &S¢0 ¢=35t & HEFELICH

AL
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>
L
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MEE = 1 MHSHoF stHEFE @DynamoDBVersionAttribute A2 AF&35+04 &4 7t
|

T 1=
ef 2 3l5t x| Ot AR, JZHX| fo™M ST 22 A8steE £710| 2|5t X| ef2 P& S OIX[A

O HAE= LS

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

o2& x|HEstee
T E0M X[Hst

rEI

A DynamoDB Encryption Client for Javaoll Ho|El 2t S5t FA4Z ArSELICH SelA
A S 2tol 222 9| Z|2gtol |t

rEI

// Sign only
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Annotations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html
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@DoNotEncrypt
// Do nothing; not encrypted or signed
@DoNotTouch
o0& S04 0|28t TA2 PublicationYear £440) MESHR|PF &5 35}6tK|= Lo ISBN &4 2t
2 Y Z 56t HLE MBSHR| L& LT

// Sign only (override the default)
@DoNotEncrypt

@DynamoDBAttribute(attributeName="PublicationYear")
// Do nothing (override the default)

@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor0d| CHet &4 24

DynamoDBEncryptor% ISk APQ%PE 8 59 MUE x|Hst

u

1™ 0|&-2f Ho{7t £4 ol H |

=<

£ 2o R&8 442 EncryptionFlags €7 RS2 Holk|o] U&LICH ENCRYPT & SIGNSt
A AEBE7HLE SIGN EFS 2= AFE5t7HLE & CF AEfe = U&LICH 5HXIBHENCRYPT S22 A
&5t= 42 DynamoDB Encryption Clientoil M @7 7t 2F 3L MABSHX| o2 £42 L35 =
elgLct
ENCRYPT
SIGN
/A Warning
7182 7| 82 &E35H K| ot AR, Yt BIAE 2 7] F040F DynamoDBOIM T Ef|O|&2
AZhg Mesix| on oY 22 B 4 Lt

S5t ZAHAENM Z2to|HE| 7|E XI™5tD LM Z2to|HE| 7] S0 CHE &4 ZFdoi A
ENCRYPTE X|H3t= <2 DynamoDB Encryption Client0i| A 04|2|7} gf Mgt |Ct,
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

0E E0{LCtS Java ZEE= record =9 ZE &4 3355t MHSE actions HashMap2
BFELICH MBERX|BE S SHE[X| 2f2 TE[M 7| 2 HE 7| 4 U MBE|HLE FE5HE|X| i 2
test &4 ofQL|Ct.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // no break; falls through to next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

33 CHS DynamoDBEncryptor@| encryptRecord 22 S £ I WS attributeFlags ut2t0|
Eo| Zto 2 X|™ELICt o|& £04, encryptRecordod CHEH O

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);
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=
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DynamoDB Encryption Client0{|A{ DynamoDB E{|0|2 2| O|§2 &
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html#encryptRecord-java.util.Map-java.util.Map-com.amazonaws.services.dynamodbv2.datamodeling.encryption.EncryptionContext-

AWS Ll O|E{H|0]A 2f 55 SDK

Ct. ol2{8t &Fo| MEE 55356t HL &elg m %EH E1|0|% Ol%% ZEstol E5 2 S=3tstm A
Hote Ol AL E [t SYEt DynamoDB 253t ZHEAEE TPl o 2 LICH TR E|O|E 0|2 E
QS| et&LCH

DynamoDBEncryptorE Al835t= B2 DynamoDB &3t HHAEE 502 ZAggfLICt O
B{L} DynamoDBMapperE At&35t= B AttributeEncryptor= &l EfO|E O|E S Z & 5l04
DynamoDB &£ 35} ZARIAEE OHELICH AttributeEncryptorOiM CHE E|O|E OIS E &5 3}

0]
HEAEE MHETE X|™H35t2d™H EncryptionContextOverrideOperatorE AFSELICEH

o & E0{CtE =M= CMP(¥ 23} AtE SZ X & DynamoDBEncryptorl| QIARHAE Gt
Ch. 2% CH2 DynamoDBEncryptorf| setEncryptionContextOverrideOperator MIA]
E s &gt stLte| B|o|2 OIF 2 ME2l5t= overrideEncryptionContextTableName
AAKLE AR EFLICEH O] o 2 T E|M AttributeEncryptor= oldTableName CH
newTableName2 X &&= DynamoDB & 53l ZHHAEES MMELICH XA oXE

EncryptionContextOverridesWithDynamoDBMapper.javaZS & X3t M A|2.

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

52 235351 &Ql5t= DynamoDBMapper 2| load HIMEE S && ff 2l Efo|2 O|EE X|IH
gt
=

mapper.load(itemClass, DynamoDBMapperConfig.builder()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());

ol ME2|5t= overrideEncryptionContextTableNameUsingMap QI&HRIE At
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EO|E€ 0| AHX 2| QptKIE IR o2 O|O|E|E S5 5tst1 MHES =l C
ot 53t A MY Al DynamoDB £ 3t ZAEIAEO| E|O|2 O|ES CIE o2 MHSI=E Ol A E £
ol&Lct

A .

DynamoDBEncryptorE AtE5t= B2 E|O|E O|F MEo| d4tx
ElO|2 O|E 22 Y53 ZAHAEE MtET 53535 HMHEO inZ;—aQAl_?_.
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/EncryptionContextOverridesWithDynamoDBMapper.java
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DynamoDB Encryption Client for Java2| (Al Z =

(® Note
Z2eto|¢HES 2535} 2lol2e{2|2e] 0|& 0l AWS Database Encryption SDKZ #Z E|
&LICt 2 Mo M= Java& DynamoDB Encryption Client FH& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| Cigt HE & XS &fLIch RtA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZEFHAMIL.

Ct= o Aol A= DynamoDB Encryption Client for JavaZS Ab&3+04 o Z (710|440l A DynamoDB E|
O|2 &= ESste YHE E0o{ELICt GitHub2| aws-dynamodb-encryption-java E|ZX|EZ|2] of
A ClREZoM o B2 oA E 21 2Y MIE = A&LCt

|

« DynamoDBEncryptor AtH8

» DynamoDBMapper A&

DynamoDBEncryptor A

O| (M|l A= Direct KMS Provider@t & 71 3t2 =& DynamoDBEncryptorg A& 3te W2 204
ZLICt. CtO|M E KMS 32 Xt= AFERH7L X8 AWS KMS key in AWS Key Management Service

(AWS KMS)o|lM 2= 3t At 2 E ddstn E58fLich

DynamoDBEncryptor? &7 &8 7ts8t 535t At2 SZAHCMP)E MSE = U1
DynamoDBMapper & AttributeEncryptor0i A= Direct KMS Providerg AL & = U &LICH.

MA ZE ME 27|: AwskKkmsEncryptedltem.java

1E+A|: Direct KMS Provider 2443

XHEE BTS2 AWS KMS Z210[HE Q| QIARHAE MMEFLICH O3 CHE S2t0(HE QARA
£ AF83l04 ¥3H=E AWS KMS keyZ Direct KMS Provider| QIAEIAE MAFHLICH

ol oMol A= Amazon ElAA O|Z(ARN)S AL2504E Al AWS KMS key3tx|B 95 8t 7] 4]

LAHE AL E = U&LICH

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
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https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2EA: g5 dY

Ol oAM= ME EHo|E =2 LIEILHE record HashMap2 HO|&LICt.

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortKeyName, new AttributeValue().withN("55"));

record.put("example", new AttributeValue().withS("data"));

record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]1{0x00,
0x01, 0x02})));

record.put("test", new AttributeValue().withS("test-value"));

3Et7|: DynamoDBEncryptor 2443

Direct KMS ProviderE AF&38t0{ DynamoDBEncryptor QIAEA S MASHL|CI
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

ATtA|: DynamoDB & 535} ZHEHAE Y

DynamoDB 2 &35} ZAEIAE o= B[Ol 720 & 53 & HE Yol cHet H

A E 7}
LICt. DynamoDBMapper& A& 3te B9 AttributeEncryptoroﬂA‘I AsSez ¢
E ddgfict

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

z=2 24 @104 282



AWS Ci[O|E{H| 0| A 255 SDK

5E|-7:”: Z_.I\_g Xtod ZH '.” AH A4

fle s &4, ABET|E st &9, 453 A MEBEX| 8le &4

12
rio
oo
ol
l?ﬂ
ple}
x
0

JavaOl M &4 5t x|HstedH &4 0|5

S EncryptionFlags ¢t H0{2 74 E HashMap=2
AMAAErLICE

0 € £01, C}S Java ZE= MELIUX|E A SSIE|X| ot mhE|M 7| & HEHE 7| S40F ME
L &S SHE|R| &2 test 42 NQ|Et record &=290| RE £ M2 & 535H5t0 AHHSI=

actions HashMapS A4AJ&FL|C}.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case
case sortKeyName:

// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;
case "test":
// Neither encrypted nor signed
break;
default:

// Encrypt and sign all other attributes

actions.put(attributeName, encryptAndSign);
break;

[

EHolg &52 ¢535t6t1 ME5HE{™ DynamoDBEncryptorl| QIAEIA0|M encryptRecord
ahg S EELICEH Eo]8 &5 (record), &4 H(actions) 2 ¢33 HEHAE
(encryptionContext)E X|H&&LICt

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);
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final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

DynamoDBMapper A&

ot= YHE 2o

C}S oflof M E Direct KMS Provider@t & 74 DynamoDB OHI{ =< 0| 2EiAE A
Z LICt. Direct KMS Provider= AF& A7t X[ 8t AWS Key Management Service (AWS KMS)2| AWS

KMS keyZ && 3t At2E MM 2 25§t

DynamoDBMapper® &7H 2t 7tset 53 AlE2 SZAHCMP)E AI8E &= U2H, 5t9 =&
!

DynamoDBEncryptor2 &7 Direct KMS ProviderE AI&& 4= Ql&LICH.

M| ZE ME 2 7|: AwsKmsEncryptedObject.java

1E+A|: Direct KMS Provider 2844

XHE=E 2| Mo 2 AWS KMS Z210|Q1E Q| QIAEIAE MAMBHLICE O CFS Z2I0|HE QIAEA
£ AI235t0{ ¥5H= AWS KMS keyZ Direct KMS Provider2| QIAEIAE MM3tL|CT

Of of A0 M= Amazon 2|44 O|F(ARN)Z AL& 5048 Al AWS KMS keystX|Bt R =8 7| 4

HRE A8E + U&LICH

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2t A|: DynamoDB Encryptor 2 DynamoDBMapper 2t E 7|

O|™ EtH0| A A EF Direct KMS Provider& AH&35+04 DynamoDB Encryptorl| QIAEAE
|——||-'-P DynamoDB Mapperg A& 3248 5t ==& 2| DynamoDB Encryptorg 1A E A 38 of

]IOII ]IOII

FLCt.

17 CFg DynamoDB G| O|E{H|O| A QIARIA QL DI T4 BHE T O|& A& 6104 DynamoDB
MapperQ| QIAEIAE BtEL|C
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
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/A Important

DynamoDBMapper% Ar83stod MBE(EE L5 3t U MBE) &S 2 FItstHLE HESt
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final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =

AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =

DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

3+ Al: DynamoDB Ei|0|= H 9|

CHE S &2 DynamoDB Ef|O|E & HolgLICt FA48 A8stod 54 214 E XIEELICH o of &0l A
£ DynamoDB E|0|&, ExampleTable % E|O|Z =& LtElLI= DataPolo 224 E BHELICH

o| ME Elo|SolME 7I&8 7| £80| MBEX|E &5 32| X[= f&LICH Ol

@ynamoDBHashKey £&440| & &l partition_attribute & @DynamoDBRangeKey &A10| &
2l sort_attributeo| M&ELICI

@DynamoDBAttribute F40| &

DynamoDB Encryption Client0i| A
|. tc= A-|I:|=I of ol') ors |. _I_A-|

P2l £ M(0: some numbers)2 &35t & MEELICEH
O|§t @DoNotEncrypt(71Z 2t siE) EE= @DoNotTouch(g
M85t &2 0 QLICt 0iE E0q leave me &80
@DoNotTouch FM0O| oo 2 & S St|HLt MHBEIX| eb&LCt

Ls H

"“0 0?.'_ rrIJ

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
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return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
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@DoNotTouch
public String getlLeaveMe() {
return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +

"1
}

AEHA: ElO|E B2 o33l o x{E

olx| Elolg &=
9 o

5= & BHE 1 DynamoDB MapperZ AF&38t0od K& 5l g5 0| E|o|20f FIHE7
Mol RS2 &5

stz| MBELICH

O| of&0l| M= recordet= EIO|E &= HolELICH HIO|Eo MEE[Z] Tod| 3
= £M2 DataPoJo AL FMg J|Hto 2 ¢S5t MHEE/LICE 0] AR
PartitionAttribute, SortAttribute %! LeaveMeE NQIEt RE SMH2 &S
LIC} PartitionAttribute 2! SortAttributesE MYEE ELICI LeaveMe &
AL MBEIX| et &L Ct

§P3P_T’_ M8 CHZ ExampleTabled| F7t5t2{™ DynamoDBMapper 224
. DynamoDB Mapper= PUT M%E S22 AFESIE 8 7 EE|0f e
lof| et ZetolHE| 7|2 &= CHAIELICH o|F A st MEO|
5t
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7FX49 [ sie &=o| 2 E S55e + UsLICH
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x
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DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");
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mapper.save(record);

DynamoDB Encryption Client for Python

(® Note
2elo|¢ES 2538} 2lo|2e{2|2e] 0|& 0| AWS Database Encryption SDKZ #Z E|
&LICH CH2 FA| oM = Java® DynamoDB Encryption Client FHE 1.x~2.x & Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| Cgt HE & M S g LICH RHA[EF LH8 2 AWS
Database Encryption SDK for DynamoDB HH% X| & & X SHAM|L2.

ot 1L At&sh= %*E'J% HEFLICH Al

0| &A|0{ M= DynamoDB Encryption Client for PythoE A X|5
F04 GitHub 2| aws-dynamodb-encryption-

ASte o E20| Bl MA| L HAEE MZ I =E X§S
python E|ZX|EE|0|M ZEE ¥ E &+ U&LICH

(® Note

DynamoDB Encryption Client for Python2| H{F 1.x.x & 2.x.x= 2022d 7#2EH x| = &
Aol A&LIct 7tsEh Bt el 24 HEe 2 YI80|=E5HMR.

A
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k4l

e

2

A
=

« DynamoDB Encryption Client for Python At&

« DynamoDB Encryption Client for Python2| 0| ZE

MH =7

Amazon DynamoDB Encryption Client for PythonE M x[5t7| 0l Tt AM™M Z740| SFEIUR=X| =
IgrLct.

X|HEl= Python HHH

o

Amazon DynamoDB Encryption Client for Python EH™ 3.3.0 0|4} 0i= Python 3.8 0|4 0| L]

Ct. Python2 CIR 2 E35t2{™ Python CIREZEE XML,
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https://www.python.org/downloads/
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0| %1 2| Amazon DynamoDB Encryption Client for Python= Python 2.7 & Python 3.4 O|& &
X| 43 R|2H %A {71 2| DynamoDB Encryption ClientE AFHE 3= 20| E24&LICH

Python& pip x| =+

Python 3.6 0|4/ 0fl= pip7h Z&f £[o{ {4 K|BF °":LE1IOIE7P 2eE s AU&LICH pip Yasol=
= MXIof cHer REAM[EH LIE 2 pip dBMC| HX[E HZstM L.

CtS od|XM et Z 0] pipE A& 304 Amazon DynamoDB Encryption Client for PythonZ A x|gfL|C}.

b

| Al & A

pip install dynamodb-encryption-sdk

pipE ALEsto] 7|X|E HA| X Haclol=stE Lol CHer REMIeF L& 2 7 (x| HX|IE & Zst4

DynamoDB Encryption Clientoll= 2 & E31&0i| =5t 2t0|E 27t Lo 2& HTQ| pipe
WindowsOll f £ 3t 2t0|EEHEIE R[St LETLICE pip 8.1 0|42 Linux0l| &= 3HE MER[StT T
FgrLict Ol A Q| pipE AFE &0(|1 Linux B30l 53t 2to|E22|& YEste o E2est =
7t el 42 s =& dxIsHoF gL REMIEH LHE 2 LinuxdlM 253t BIEE FHESMR

GitHub2| aws-dynamodb-encryption-python 2|%Z X|E 2|0{A{ DynamoDB Encryption Client2| Z|Al 7|

4 HHME L2 = U&LICH

DynamoDB Encryption Client& & x|gt + 0| 7}0|=2| Python ZE A& A T{E 1T A[Z5HAL.

DynamoDB Encryption Client for Python At&

@ Note

Zelo|¢ES 2t 33 2tolEe{2]2l 0|& 0| AWS Database Encryption SDKZ B4 Z |4
&LICH ot& FXo| M= Java& DynamoDB Encryption Client HH& 1.x~2.x 2t Pythono
DynamoDB Encryption Client HH& 1.x~3.x0f| Cigt HEE S & Lct RtAM[E LHE2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5HMI2.
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https://pip.pypa.io/en/latest/installation/
https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://github.com/aws/aws-dynamodb-encryption-python/
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O

O FAMoMe= CtE Z2 a2 1o FHNM M= &2 == 4= DynamoDB Encryption Client for
Python2| L& 7|50l CHaf B efLICt ol2{8t 7|52 7t& etet WS 2 DynamoDB Encryption
Client& H &lH ME8E = UET HAZIRELICH ELHE AL Ate|7t otL|2tH 0| AH8 3= X0l
ZgLct

DynamoDB Encryption Client& At&8t Z2122oil it RFAIEF LHE 2 O] 7+0|= 2| Python Of/A,
GitHub 2| ws-dynamodb-encryption-pytho 2|Z X|E 2|2| 0 A| & DynamoDB Encryption Client0d| CHEt
Python BEME & Z3HM 2.
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« Tablelnfo 224

DynamoDB Encryption Client for Python0il&= DynamoDB& Boto 3 E2HA & 0|23 5t= 042 20|
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» DynamoDB2| E||O|= E|A&AE AFEstod BF Bof stLte| El|o|E & MElst= oE 270l E fIEt
EncryptedTable.

- LY X{EIE 2I8H DynamoDBL| MH|A 2|AA ZEiAE ME35t= oiEE2|AHoldg 28t
EncryptedResource.

DynamoDBO{|A{ 52| =& ZEt0|AHE

A &3t= ofE 2|7 0|42 I8t EncryptedClient.
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TableInfo Z4&i|of CH3H refresh_indexed_attributes &€ & 35IMH DynamoDB
DescribeTable 22 & £35t0{ 2| o] £ 2t0| ML ELICE Ho|8 #HEl= st= Y E QIHA Of
EECH #M O eHEXMQILICE TableInfo 22140 = DynamoDB &F Z

335H= encryption_context_values £48T Z & E|0] Q&LICH

refresh_indexed_attributes &S A& 35t2d{™H S E X0l CH& E{| 0|2 0l A DynamoDB
DescribeTable g &8 = = TEH0| lo{oF & LICt.

&4 St #2074 4ol CHSH S8 BUS ¥S 458 ST LHBLICH Pythonol M 4
X X

xl
S goh = |c->l;|'E:|||:|_=| 7| &*%‘ﬂf EX Mo chet of|2|7F =& El AttributeActions ZHA|E PHEL
O

n
30
Fol
ro
>'-r [o)
ro
e
H
<
o
o+
(@]
>
0
+
l_l
(@]
-]

&4 52 A stod HolE $S2 A2ste 3 Clolel UM S FIHstHL R
: GlOIEIE =2 55tx| R 4 UALICH AHAIE LSS HIOlE

z=2 24 @104 291


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#table
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/table.html#module-dynamodb_encryption_sdk.encrypted.table
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#service-resource
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/resource.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#client
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/client.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
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DO_NOTHING = 0
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

0| & £04, O| AttributeActions &= 2 E &0 Cist 7[272f2 ENCRYPT_AND_SIGNSZE A
M3t ISBN 2! PublicationYear £430i CH8t of| @& R|&EhL|Ct.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

}
)
Zci0|YE H A E M8steE B2 7IE 7l Hdol Oigt &4 HYe x|gg E7t elauth
20| E i 224 = Zeto|HE| 71§ & & ststs AE S RIELICH

Z2l0o|E i ZE|AE AF26HK| ot Z2to|HE| 2 0|ENCRYPT_AND_SIGN 21 B2 EEPOID—I
2| 7|of cHst ZrdS XIS oF L|ct Z2Fo|HE| Z|ofl chst HE ZX|= SIGN_ONLYRILICE Ol ¢
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Al sted™H =Z2to | 0 SIGN_ONLYE AF&35t7HLt 7|2 & Ql B DO_NOTHINGEZ At83t=
set_index_keys &S AL ErLICH
/A Warning
718 7| 582 ¢ 5356HK| O A A2, B BHIAE 2 =74 F040F DynamoDBO| A & Ef|0|E€
AZHE MASHK| o ST EFE & E = JUsLct

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

)

actions.set_index_keys(*table_info.protected_index_keys())

DynamoDB Encryption Client for Python2| oAl 2=

(® Note
ZClo|MES 2t $35 2lol=Ee{2l2| 0|& 0| AWS Database Encryption SDKZE #HZ3 £|4
&L|C} CHE FA|0l A= Javag DynamoDB Encryption Client HH 1.x~2.x & Python&
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DynamoDB Encryption Client HH& 1.x~3.x0l Cist HEE M3 g LICk RtMIE LHE 2 AWS
Database Encryption SDK for DynamoDB HHH X| &2 HE5HMIR.

Ct= o Aol A= DynamoDB Encryption Client for PythonE AH& 504 0 Z 2|71 0|4404| A DynamoDB
CIOIEE ESste W2 EodELICE GitHubol = aws-dynamodb-encryption-python 2|Z X|E 2|
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table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
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kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

kms_cmp =
CHA: S 2hed A M
&4 7S.“.’:*.% %*EQI Zt Sdof Clisl e &S &5 g5st =70l 2e{ELICH of of|x| 2]
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Ct. EncryptedTable 22ila= Z2t0|HE| 7| 42 MBSHX|TH ¢

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

attribute_actions={'test': CryptoAction.DO_NOTHING}
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encrypted_table = EncryptedTable(

table=table,
materials_provider=kms_cmp,
attribute_actions=actions
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'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

O7 oS E|o|E0l E&Lnh

encrypted_table.put_item(Item=plaintext_item)
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SESLICH S33E 58 ¥orf{M encrypted_table ZiA|0f CHE get_item HIME

o o

em o=
cCEs=
= 2=

O| XM= EOIE 852 LdEstE M &= g3 EFe 435 2&85t= ZEt0|2E A Sl
£ A835t= 4l DynamoDB Encryption Client2| &= 253t =79t 2 &35 & 85t= W2 &

Oi-ﬁ-L—IEP.

0| 7|&& AFE3™H DynamoDB 223} ZAMAE QL T4 ZUM|(CryptoConfig)E =822 M EL
Ch =3t St HO| S £E2 52 ¥5355t1 B9l &2 DynamoDB H|O|=0i| E&LICH O|& Sa
INES namoDB Encryption ClientE Al&3$}0{ DynamoDBE ™ & E|X|

put_item EEE MEXt K|35 Dy
ole L x3E Cl|o|EE Y5 ststn MEE 4 U&LC

0| ol Kol M= Direct KMS Provider® AF26HK|BH AF2AHE B E S 8HE|= CMPE AE £ /&L
Ct.

MA 2= ME E7]: aws_kms_encrypted_item.py

1EHA[: Ef|o|E€ BHE 7|

E0|Z O|§2 At&5t01 £& DynamoDB E|0|& E[AAQ| QIARIAS Mdst= ZAFE AIRTE L

CH.

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py

JHeER 7Hol=

2 A =5 Ktz SER 4

MEdS & 55 A2 SZRHCMP)Q| QIAEIAE MAsHL|Ct,

O| | M|0f| A= Direct KMS Provider& AFE5HX|DH AI8X= 2 E S8 E|l= CMPE AISE = U&
L|Ct. Direct KMS ProviderE 435t2{2 AWS KMS keyE X|=EEHLICE O] 0| A0l =2l Amazon
ElAA O|E(ARN)Z A2 3HX| AWS KMS keyt R &3 7| AlHEXIE AFE = Q&LICH

kms_key_id='arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

3EHA|: Tableinfo &1 S EiA AFR

DynamoDBO{| A Ei|O|Z2 0 CHel HE & {2 E{H Tablelnfo &1 Z2{A Q| QIAEAE MMTL|CH
e 433 TFE Y HUSts B TableInfo QUATHAE MH5tD T HMHEE S E5H0F
gfLICH 20| E Hi ZEHATH AFSAHE CHAISI0 Of 2 S g LICH

TableInfol| refresh_indexed_attributes HIAE & DescribeTable DynamoDB & At

835t0q Eflo|2of CHEt Mt MEE MAIZtS 2 7S LICt of7|olE ZetoloE| 719t 224 2

—
224 B X olel A7} ZeHE|L|C}H & £~ Ql= HEto| 2lo{of

ZX}0{|H DescribeTable2 E&& £+ &= ™

grLCt.

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

DynamoDB & & 5 Z1&
LICt. o] oA ME &
2 MMErLIcH EctoldlE i E'*EH/\: DynamoDB ot s 5 HEIA AH A 5

Tablelnfo @1 FeiA 0] £4E ALE3sto E|M 7|9t HE 7|8 7IKME + U&LICH

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

encryption_context = EncryptionContext(
table_name=table_name,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

g HY2 g5l 4 S0l tisl +de HHS &= &3t =70l dedELICH of ofx| <]
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AttributeActions A= MBEIURKIE 53 E|X| b2 ZEtO|HE| 7| £ETF FAIZIE test
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g2 Ad53 7 AY A4S E5 T 7|2 210| ENCRYPT_AND_SIGNQ! B Zzto|HE| 7|of
&t CH . Z2to|HZ| 7|0l CHEF SIGN_ONLYS A2 38t7{Lt 7|& =HedQl
732 DO_NOTHINGS AIE3lE set_index_keys HMEE AISE = Ql&LICH
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zzlolHal 718 X|H3H7| 2I8H o] oMol AHE DynamoDB &2 &I X|= Tablelnfo Z4xi[ 2| QI
A 7|18 ASELICE o] 7|&2 Zeto|HE| 7| O|§ 2 otE FYote JEC ehELICH

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())
6EtAH: S0 CHEt 14 BHE T

DynamoDB Encryption ClientE T332 El|0|2 &S0l CHEF CryptoConfig T30 A = A4
8t X E ALSELICH 2EH0|E A EefA = AL XHE 2I5H CryptoConfigg BHSLICH.

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

O| HHIME S5 L =3tetn HHE5X|EF DynamoDB E|0|Z0i K& 5t XK= f&LICt

ZEI0|ME I ScHAE MEE B2 =0 A8X ZEH 55 L MHECHE, ASKIH A
o 224 9| put_item HAMEE 5 £¢& [ DynamoDB EIO|E0f FIHELICH &85 ¢33t =7 E
Y ME8ste 42 2535 L o3 B2 SEMQLIC
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/config.html

AWS H|O|E{H[O| & ¢f 5 5 SDK LR 7Hol=

MHx{ YUt EIAE S=8 HELICH

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),

'test': 'test-value'
}
OHChS 25356t T MBELICH encrypt_python_item &#{0l& CryptoConfig T4 ZH&|
7t ot

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)

8Er7l: B[S0l &5 &7

ol tA0M=E &= 3tE|D MEBE

o

=2 DynamoDB H|O|g0i 'g& Lt

Kl

table.put_item(Item=encrypted_item)

2S5 El =SS Eo{H™ encrypted_table ZX| CHAl HE table Z4A|Of CHEl get_item S
SE3LICL ¥52 20l U =555t 21 DynamoDB HlOlE0I M &5 FHSLICt

encrypted_item = table.get_item(Key=partition_key)['Item']

CtE ol0lx|= ¢ E8txl1 MBE E|0[E &= ofxel dF & EoiELICH

&S stEl &M 72t2 o|F dio|E LIt Z2to|HE| 7| £ (partition_attribute
sort_attribute)l| O3} gf & test §42 et HIAEZ |X|ELUICH 0l 22 MB(*amzn-
ddb-map-sig*)2 Z&ste 480 At 2 MY £ M(*amzn-ddb-map-desc*)& E0{&ELICH.
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{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a_
\x00\x00\x00\xe@AQEBAHhA84WNXJEJdBbBBY1RUFcZZK2j7xwheUyLoL28nQ
+OFAAAAH4WTAYIK0ZIhvcNAQCGoG8wbQIBADBoBgkghkiGOweBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydmc
izY1OROCAM7WAKEGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x080\x00\nHmn:
\x00\x00\x00\x11/CBC/PKCS5Padding\x00\x00\x00\x10amzn-ddb-sig-alg\x00\x08\x00\xeeHr
\x00\x00\x00\xefaws-kms-ec-attr\xee\xee\xeo\xe6*keys*"),

"*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1Y\xea\xe4. | *\xbd\xdf"

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1¢

'example': Binary(b"'b\x933\x9a+s\xf1l\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xeaX\xfoT\>

‘numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\xle\xb9-f!\xb9\xb8\x8a\x1laT\xbaqg\x

"partition_attribute': 'valuel’,

'sort_attribute': 55,

"test': 'test-value'

HlOlE] R H

(® Note
2clo|¢ES &5 38} 2lo|2ed2|2e] 0]& 0| AWS Database Encryption SDKZ #Z E|
&LICt Ct2 Mo M= Java& DynamoDB Encryption Client HHEM 1.x~2.x 2 Python&
DynamoDB Encryption Client HH& 1.x~3.x0i| CHel HE & XM S gfLict RkMIEH LHE 2 AWS
Database Encryption SDK for DynamoDB HH™ X|#H& & X 5IAM|2.

ot 535l LI = gw [[HEII- Ik %}:'_ MEE 54, M

/A Important
DynamoDB Encryption Client= & £ 3tE|X| 22 7|&E DynamoDB E|0|= HIO|E2| ¥ =35t E
K|35t x| et &Lt
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Java DynamoDB Mapper

|(ME K| B

DynamoDB Mapper %! AttributeEncryptorE AIE3le R 7IEXM2 7
ME &g X|gstE{™

or 23t/ 042)E Molstns RE 440|253t U MBELICH ME H

@DoNotEncrypt FA42 ALS & LICH

Ol oMol MHE M 1ink &30 CHBF @DoNotEncrypt FAE AFEELICH.

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
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public String getLink() {
return link;

public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

5t9| % DynamoDB &3 TT70IM 2t & Moi| ChEh 2Hdg dxsfof E. LIk, of ofimlolME 7|
#=210| encryptAndSign@! switch 22 AI&35tH, TtE|M 7|, HE | M 1ink £Ad0i CH3HA
= 0|27 R|AHEIL|C o] oMol B3 &AM I ET AFRE|7| Mof &t XS HlZ 5| x| ote ZEF 2l
3 42 dF o ECAHO|MM & E8tE|T1 MBE|X|EHCHE o EE|? | Mo e HEEF EL

CH.

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;
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Python

DynamoDB Encryption Client for Python0l M= 2 & &£4oi CHEt 7|2 22 X|Hs oS ollQIE
X|x4st & ola||Ct.

T AAE
Python Z2I0[HE & Z =
gigLict 22lo[E B Zela

=2 =2
= o

|4
HE :oma Hé

M ElOlE _T"_H E.’iol Clo|E{E 23

O| | M0 M= SIGN_ONLY 2fdE 7t &= M 1ink &40 CHEt of| I E X|HEFLICE

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY

&9 ®17

DynamoDB Encryption Client2 &S 3tE & =0 O 0|4 £40| 25X A2 R £8 A8 2 5|
g = A&LICH a2t sHE Sdol| et 24 S ATAISHHL A6 K| Ot AR, I B2 siE &4
2 71Tl 50| YL AR[H sHE Fof chall AlAhE MBo| Hef M Lx[GHX| pfegz AHE REH
AAR7E Aot

AcolM 440 BE FXS MAHST S £F UK FSS AR SHE CHAl Of 014 ASEIR| b
CHe MBS F7HBHLICH TH 012 ATHS +35H0 440] DE QIAHAS AMSTELE T &
M2 7h7 L2 EHE B0l HAEAL A ofEITtolM X2l FY 4 ULt

DynamoDB Encryption Client OiZ 2|7 0|M 2| EX| a2

(@ Note

Z2clo|¢HES 535} 2lo|2e{2|2e] 0|& 0| AWS Database Encryption SDKZ B E|
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https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

ZEH" Elo|2 B{% 2019.11.21 5 E{ DynamoDB Encryption Clientol| A %38l
S ME8E £ &Lich & x|gt 224 B0 HZE 2017.11.298 AI83tE 42 of
FE[7ALE MBE|X| ek k= X] & elatof hict.

T
_C:E
-
0%
== 10
L
o
iy
hu
nE
o
o

oo jr
}ol- mjo
1ol

* aws:rep:deleting
* aws:rep:updatetime

* aws:rep:updateregion

2A: £35| /4l HHT 2| DynamoDB Encryption Client2 4C|0|E 8t & of Z2|71|0|M ol SEJ 0| Eo
ZL|ctH
= .

| Time-to-Live Zt1F 7HA| 27|12 Z=AEHL|C}H

ol

F AE2o| AL 2 MEH S 2 51835104 DynamoDB Encryption Client
152 ISt & A EI{&LICE of &E 2|71 04401 Most Recent
A

&t Fld A MAFE 2= Qo Wdlst= 2ot 2/ AtololM 282 &

Most Recent Provider= &5

E Ar&3st= ol E 2|70 M2
Provider& T8¢ e 85
Z|of gfuct,

0% 0%

%|41 {1 2] DynamoDB Encryption Clientoll M= time-to-live(TTL) Ztol L2 FHAIE! 2535} A2 B2
XHCMP)E AtEE = U&= 7[7ho| ZA™EELIC EF TTL2 Most Recent Provider7t CMP2| Af HTE
20lst= BIZ & A™E Lt

TTLO| LT Z™ o Z2|7H[0|MO| H|EL|A F20|LE 2ot E&E S f|Ete &= U&LICH TTLO| L7 &
2 382 FZX AE0E AT S ESH SZA AE0{7t o Z 2|7 0| L MH|A HHE SRt 7

o
El oiZ 2|70l @S MEHE & U&LICt o EXME HASEH XIH At W II8H SEE 5
E5T HOt EES ZAE Zto2 TTL U HA| 27|12 =AELICH ME ME = time-todive ZF Ad
He #EML

R]
Pl
ol
M

306


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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Amazon DynamoDB Encryption Client O|& 8443

Z2eto|E & ¢ 53 2lo|= {22 0|E 0| AWS Database Encryption SDKZ HZE[Q&LICEH O
FHetxF OFLHAE 09715] DynamoDB Encryption Clientoll CH8F HE & MBS &LICt

20234 68 9ol E2t0|ME = 2t 5 3| 2to|22{2|2| 0|& 0| AWS Database Encryption SDKZ #Z
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