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A7t x[Eet Z|IB e 2 RE 253 E= 553 AR E 7HXHSLICH 07]|0f= AWS Key Management
Service(AWS KMS) et Z2 &5 35t A‘|H|*01| Ciet =£0| Z&E = UA&LICH

HICHE 2 &535t= 82 o 2 ot E Mol 7| Ho1E AFSELICt Ho{e| 7| & 5tLt7t CIO|EE & &
ststm, Ho{e| CHE 7|2t CIO|EE 55588 &= &Lt

AWS Database Encryption SDK= S F 25358 AFSELICt CHE O[0|E 7|2 C|0|EE =5t
Ct. StLt O|&fo| CHE E= HIEH"' cfE 71§ AHE35to{ CHE O|oE 7|& 2= &t &Lct ojo|H 7|of &
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ciole &E3HCHE Z=38l)
AWS Database Encryption SDK= CHE HIO|E 7|of CHE =8t dnE[E0| Z&E LT 2|E A
S 2 AE35t0{ Cl|o|EHE ¢ §_§|'%.=.F LIC}F. AWS Database Encryption SDKE Cl|O|E{E S5 35t7| <
ol SUst CIOIE 7|2t 3L YT EE MEZS AASELICH
Hole 7| &= 3HCHE = HICHE &E3t)
gs5t U =253 2of| MBste 7120 ek CHE olole 7|7t =238t & 553t = #Alo| 4
HELICH CHE 253 KMS 7|7k Q= AWS KMS 7|30 Z 0| CHE S35 E AF85te 713 &
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AWS Database Encryption SDKE= Zf AfO|HEIAE S CHd Ut HIAEZOHSE = JUEE St 2
ot 0l 7| HZ(ZYolgtnE )2 RIHFELICH O|E flal 7| AHB2 BlZ=E 538 ClolH
7|12t 25 5t0f| AIE L= 5 E&ELICH AWS Database Encryption SDKOl= 2ZE 535 2l 5353 &t

Aol chet 7| {5l o| 27 x[o] L& LICE.

CHE 29| =& CHE &5 (AES X &)= AWS Database Encryption SDK7t 2|2
':ENCRYPT AND_SIGNO| EA|El Z et A E ZHEE f S 35t6t= O AA&stE 178t Clo|E 7|2

ZO| B Hot 7|2 QUHtEHIAE S S5 ELICH SYUSHCIO|E 7|2 O| HIZEE S536IH HED
SQlst bt EIAE 7| BFEHE|IL|CH CHE 7|2 AT 25 35t= btXo 2 AlufstL|Ct. o2 7|= K|
o £ 7io] M2 CHE 7|2 AfOIHEAE B S 338ists 22 7|oR 5L S8 Ferla,
MOIHHEAEE REXMOZE E538 £+ Q= CHEX|PE 04T3| A|HE = Q= UBtEHIAER 553
g+ UAs 718 F= XWo| 7tsEL o

7|2 s l:-||O|E-| 718 &535E £ 9,1x|ﬂ+ EH“' 9IE g¢ SLE CIOIE 7|8 2= SHELICH 3tX|

O MTsD A5 Hlacos ANZ 242 Ch2 2iE 7|2 25 StE MZ 2 o
OlF 7|7t & & = U&LICH o § 01 &t AI8XI7t ¢S 5tE B 5+04 0xO(false)O| gt

BEK| SR A SEE HIAEE CHE ALK 8358618 0x1(true) O BFHEHE = Q& LICH

S0z XiHE of 5 3=

Al 7| 748l0| &£

o| AlLt2|2 % FX|5t7| 231l AWS Database Encryption SDKO|l= &35t & 5535}
O|E{ 7|2o| mt-f

HELICH %25 HMSE AOIHYAES 448 19 CloE 7|8 7| HR, 5 O
22 Agstod A2 M| Tl AHILHE S Al 7I8h HIAIK| @15 ZE(HMAC)M 228t AISR bt
QIZIBILICH I CHE AHE MO 7| AUE MEFLICH 7| AR BlIEE =255H6H AWS
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CIRIE A

AWS Database Encryptlon SDKE QB E &35t %*_T’_Elé AES-GCM2 AP%3|'04 Ol E &= 5t
o1 553t TRMAE CIXIE MES ALE5HX| & = o
LICH a2{LF AES-GCM2 CHE F|E€ AFE 37|
OlF 7|18 5588 = U AFEREHH =71t %§_§P5._| M MOIH-IE"/\E% +=SO= MHE £+ QI
7

o HAHMQI HOoF EX|7F Y e = U&LICH 0 & S0{& 2HE 7| AWS KMS ke y E MN8sle B
kms:Decrypt THeHO| U= MEXI=E EESHK| &t A3 E AMO|HHAEE HHE = A&

Ctkms:Encrypt.

Ol EXIE ¥xIst7| @lall 7|2 o2& MEZ2 BN M CIXE MY 2T 2&E(ECDSA) AHES ¢

SSE HZE0| FIHELICEH 7|8 T 2&E NEDS QESE ¢33 d1n2|EQI AES-GCME A& 5t
01 ENCRYPT_AND_SIGNZ EA|E HZEQ| EEE A S3IELICH OHCIS , L 2 EAE HZEQ
ZIE 2 S35l il Al 7|8 HIAIX| 915 ZE(HMACS)ENCRYPT_AND_SIGNSIGN_ONLY®} H|CHZ ECDSA
MEE 25 AHQHELICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. 253t ZTZMAE MH
2 Ar835t0d QIS E AZA7 BIZEE 2 E s =X| =elgtu o

718 d12|&E ME2E A8 35HM AWS Database Encryption SDKE &2 3HEl ZF B2 =0i CHEH Al

zztols! 7|2t HEE] 7| H0{E MM ELICH. AWS Database Encryption SDKE H=2! 7|8 At2 M
A ELICEH Ol 5t ot R IH{EE]| 7|2 &Qlste= OHE MBS &M

g 4 iaLch nEEe HER 7|8 KHE AHO ¥7+ 215 CllolE 2 25 3HE H|o|E F[od Hiel

=
=eto] HEE S35t = U= AKX HER! 7|& HESHHLE ME =elol B S 0|XIX| A=
ot
AWS Database Encryption SDKO{|= &4 HMAC =Qlo| 2 & ELICt. ECDSA CIX|E ME 2 7|2
S = gstr| X2t L= ot ELICH CIO|HE Y& 38t 5te AFE LR EIIOIE-IE 53535t5t= AFERL
SYSHH AE = F2 CIX|EH MEOo| ZREIX| g2 d1nEl&E MEZS AHE5to] A5 4 A7
= A2 I8 = U&LICH oA 2D E|1E ME 2 M=o Cist REAl[ et LH%ﬁ> dugZ|EMEZ M
EiZ AXFAML.
® Note
7|120| &35 Tt &= 57| AO|E &SR] &= B CIXIEH ME2 2535 42 A

SotX| et&LICt
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HICHE RSA AWS KMS 7|2l Z &gt AWS KMS 7|22 AWS KMS 7| &2 3 |AM E3Hof| 2t f =
st =Fet 2557 7to] EE & U&LICH

AE3t Yoz Qo ChE 7|82 & &3t =7 e SE3HA Zho|l FEE + gi&LCh

- AWSKMS AZH 7|
AWS KMS ECDH 7|2
- Raw AES 7|3

- Raw RSA 7|3

- YA ECDH 7|3

AWS Database Encryption SDK 2t & H 4]

2elo|ME & ¢ 53 2lo|= {22 0|5 0| AWS Database Encryption SDKZ #HZ E[Q&LICEH O]
Wt Kb QLA E 09715| DynamoDB Encryption Clientoll CH8F HE & XS &fLct.

AWS Database Encryption SDK= Cl|O|E{H|O|A M| K& 5l= TIOIEHE E&
CHOIME & 253 2lo|EE{2|E MBS ELICH 2to|Ee2lolE B3 glo| =& st -IL-P
Hot 7340| X E|o] UELICH AR He| 78 24 Ho| & Ao CiEt

2 2|8t GitHub EIZX|EEIE & Z M 2.

0| MM9o| 2|3 Z 20 A= AWS Database Encryption SDK7| | O|E{H|O| A 2| HIO|EHE & &35 & M
B0 NS5t YHS HEELICE O|Et HAEZRE FH QA 7B 7SS AI86I0{ 7|2 =2
MAE MYEELICH AWS Database Encryption SDK7} Cl|O|E{#H|O|A 341}t 2t S5t= & Aloi CHEF X}
Mgt L& 2 Co|EH|o|A | = 3HEl &S5 FHE BZHMR.
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AWS Database Encryption SDKE S5 5518 AL& 504 CIO[E{E 28It 2t Bl EE
Co|e 7|2 &&stELICH Olo|H 7| =3t 240 ENCRYPT_AND_SIGNSZ MAIEJ Gl
o It Mste O AFREIL|CH 23 CFS O|o|E] 7|9 EAFE S X|Xst =
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7|2 &35 ELct ¢35 5E HAEE sHS6t7] 2I8H AWS Database Encryption SDK: PSR B
7|& AL&5tod StLt o4 0| ef = 5tE O|O|E 7|& S ELICH O3 CHZ AMOIHEIAEE 5535t
Upt HIAE S FS ghete = JsLo

AWS Database Encryption SDKO| At E[= &0{0i CHEF AbMIEH LHE 2 MM E FZSHMRAWS
Database Encryption SDK 7H'H.
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7|2% 2 Z AWS Database Encryption SDKE C|O|E{H|O|A Q| HZEE *§_§P
dIZE g3st TFULCH gE3tstn MEE oo chiEt XIEa 3=
FEHE 7|2 FEE 255 A= HEXNZERE 455 A2} AL E—'!E'Oﬂ CHer XIEE 7HK
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14 0i| M= AWS Database Encryption SDK7| Cl[O|E &S5 2 &3 3t5t1 MBS = A2 MY

ir X2 22|XKH= AWS C|O|E{H|O|A &5 3 SDKo| it ElAE Of|0o|E] 7| 174, X|HEEl 2=
F=l O|O|E] 7|2] AHE, MAC 7|2t &2 T8 HIo|E| €53 7|1& MZBELCt
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(® Note

o] 7He| & 7|2 CIO|E| 7|E 23 3te = U&LICH 2 2 7= lo|H 7|9l Hx =
AEE 2338 LICE AWS Database Encryption SDK= 2= 3tEl 2 & O|O|E 7|& A=

Aol MEELICE AWS Database Encryption SDKE AtZ AHE ME = BHlZE0 M

L (aws_dbe_head)E F7+&fLICH

ClolE{ 7|9 &5 3tE 2t SAHE0d| CiEH MAC 7|7t THAEILICEH MAC 71= RIE ™o X

X A&LICE CHA, S53 HMEE 2iE 7|& AFE5t0{ MAC 7|E CHA| THEA[ZL

C}.

N
0|-

53 HMEE X|&8t 25351 2F2{0i A ENCRYPT_AND_SIGNSZ EA|E Zt T2 453518
LIEL
2t 33t HMEE ClOIE] 7|0 M commitKeyS I8t CH= O|& A& 3t0{ 7| 7{8! Zf2 M d8t
£ dlolE] 7|& ATA|ELICH.
st IHIHEE HIEo] A2 AEE FtELICH X2 MFEoll= &5 5HE 0B 7|2 ¢33t
% (e]]
I:I

=
lof &Lt Atz Aol 2 E HEO| MA S52 &t

&
oF 5 5 B2 1B A0 M BHEHEl MAC 7|18 A8 3t 55t =
ISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTOIAM AtZE M S5t HEIAE 4l
ENCRYPT_AND_SIGN, SIGN_ONLYEEE 2 EA|El Zt Zico| E&E5HE S5l s Al 7|8 HIA|X]
OIF TE(HMAC) 22 AILHEILICH HMAC 242 2358 HMETH Ala sl F7bste A B
(aws_dbe_foot)oll & EL|CH.
6. AEs HH2XE HAH, A5t HHAE 31 SIGN_ONLYEE

ENCRYPT_AND_SIGNZ EA|El Zf ZEo| E&ESHE S35l ECDSA AEE A
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AFSTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTs}TZ Z/=0f ECDSA MHEE X{ZH&hL|
Claws_dbe_foot.

(® Note
ECDSA ME2 7|2H2 = gdstx[o] QX[ EHa= ob L.

7. Y33 HAMEE dEEET MBE HZEE Ho|EH 0|20 MHEELICH

1. &3 XE ZEIRHCMM)= Lt BIAE H|0|E 7| & 2#4 MAC 7|8 Z&stod At E dHo| M
Zl =535 KR E AE5t0{ 555 HMEE MSELICH

CMME x|EE 7| 2ol 21 7|8 Al 5tod 351 ClolE| 718 23 3isin Yt HAE O

Ol 7|& ©rgrgrLict

2. =53 HAMEE At2 dHo| 7| U 72 H|w st =elghL|ct.

3. 253 HMEE AE HEo| MHEEZ =Rl Ct.
XMo|st ${8E QB EX| &2 Z= SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT S&0i
M ENCRYPT_AND_SIGNSIGN_ONLY, £& 2 EA|E =g AlHE3tLICEH 27? £E35 HMEE 1
EtAlof| A BHEHEI MAC 7|15 AF25104 ENCRYPT_AND_SIGN, SIGN ONLYE':'— 2 EANE EE9|
HMAC 2t CHA| A|&H3t 0 H| & L|CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. 1&H
Ot 455t AEHAE XMEE H{EZ! 7|8 AF510{ ECDSA MEE &olgtLct,

4. B33 HMEE At HIAE O|0|E| 7|2 AF235l04 ENCRYPT_AND_SIGN.E2 EAIE ZH 22 B35
3l&tLict. 21249 AWS Database Encryption SDK7} &t EIA E H|O|E] 7|E AP A EHLICH.

5 =233 HAMEE Uit HAE S E HkststL |}
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AWS Database Encryption SDKOM|M X Ele d0E|1& MED
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oF
. =

At

iy
o
mjo
ol

__I.L

ok
rl

s dnels & 2 el 2Ed st AR g

C
o

qNEEMEZS
5t04 AIO|HEIAE

i
o
l?l_
)
"
ro
2



AWS CI|O|E{H|O|A & 33 SDK JHErx} 7Ho|=

AWS Database Encryption SDK= &1 2|& MEF=E ALE5t0{ O|O|E{H|O|A S| EHEE &5 355t
MEBELICH X[l 2 °*_|_E|§ &2 AES-GCMO|2t1 5= Galois/Counter Mode(GCM)
o &7Hl 12 & =8t EE(AES) ¥ E|EE AFE5H04 HA| CIOIEIE ¥ E3FELICE. AWS Database
Encryption SDKE 256H|E 2t5 3 Pﬂ% X|gtL|ct ©1& Eja 2| Zo|&= &4t 16HFO|EQLICH

23

AWS Database Encryption SDK & 1 2|& MEZ

Algorithm &3t ClolE{ 7] ZIRz g OHEMET  HOHE M 71 HA
12E Zo|(HIE) 1EI&E 2dnElE cCRe k=]
é
7=k AES-GCM 256 HKDF(SHA- HMAC- ECDSA(P-3 HKDF(SHA-
512 At8)  SHA-384 84 512 AF2)
SHA-384
AE)
ECDSA AES-GCM 256 HKDF(SHA- HMAC- NS HKDF (SHA-
CIxIE M 512 At8)  SHA-384 512 AL®)
ol ie
AES-GCM

o}
=

ol

sl g E|E
AN8ElE ¢33 d1E|E2| 0|F L 2=QILICH AWS Database Encryption SDK2| & 1 2[& A|

&2 Galois/Counter Mode(GCM)e &7 1.2 253t EE(AES) I EIES AHSELICH

GlolE 7| €Ol

Clo|Ef 7|2 ZOo|(HIE)ILICH. AWS Database Encryption SDKE 256H|E H|O|E{ 7|& X|4EfL]
Ct. IOIE 7|= HMAC 7|gt extract and-expand 7| °_'.:_ 2 =(HKDF)oi| CHet 2o 2 AFSE L
Ct. HKDF2| £3i2 &t 55t A nZ|F0lM lolE] & =3 7|2 AFSELICH

7R g

1

ColE &35t 7|18 F&5t= ol A& El= HVMAC 7|8t £& gl &% 7| K& § < (HKDF)IL|Ct.
AWS Database Encryptlon SDK= RFC 586901 & o|El HKDFE AMS&fLICH.
« AFEElE SlAl £ SHA-512¢]L]C},

- £E= M8stX| t&LICH RFCO| et £E= 022 FEE EAtE2 A ELU O
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AWS Ci[O|E{H| 0| A 255 SDK
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JNELR} 7HO|E

- 21 7| 2 A= 7|29 HIoIE 7|LICE.
« Et7 B0 B

« 2124 OJA Lt F|= FE Ao &23Q]LCt.

« 7| glo|E2 4l C|Pt H}O|E =AM E UTF-8 213 T =l HHO|E DERIVEKEY 2AFQEQlL|Ct.

- QA MEE dT2|E ID2 7| 0|28 =AMCHE A48 2Lt

- EH 7|74 240| Zo|l= dIO|E 7| Z0|LICt o] E=d2 &5 3t dn2|&F0|M HIo|E &

235t 7|2 A2 ELICH

FMB LIEE
OE MES ddst=E ol A El= SHA| 718 HIAIX| @18 2 EHMAC) €I 2[&LICH X|HEl=
DE 2 712& MEZ0= HMAC &2lo| Z&EL|Ct
AWS Database Encryption SDKE AHZ A0} ENCRYPT_AND_SIGN, SIGN_ONLYEE 2 EA|E
PE ZEE X233 8HL|CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. 2% C}2 HMACE
of 5 3l SA| &4 &1 2|F(SHA-384)Tt &H7Hl AF2stod E&=5lol| M erLct.

CHE HMAC M2 AWS Database Encryption SDK7F B2 E0{ 76t M ZE
(aws_dbe_foot)ofl A& & LICH

HIHE ME dnE|&

o =2

HICHE CIX[™H MEE ddste d ALSEle MY dn2& Lot

AWS Database Encryption SDKE= A= A1 ENCRYPT_AND_SIGN, SIGN_ONLYEE= ZE EA|E
E% ZIC E X245
_I?l_

= X243} 2FL|CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. 2% CtS Ct2 M|
S EHH S CIR|E ME 21 2[&E(ECDSA)2 AHE35H0{ EE3H0| MEFLILCE.

- AFRE|= Etel ZMe C|X|™ MY EZ(DSS)(FIPS PUB 186-4)01 A 0|l P-384ILIC}. http:/
doi.org/10.6028/NIST.FIPS.186-4

« MNBE|= sHA| &= SHA-384]L|C}.
H|CHE! ECDSA MEL aws_dbe_foot Z=0f CHE HMAC Mot &7 X EHELICY.

ECDSACIX|EH ME2 7|2Xo =z Z&E|X|gF Zz= of Lt

7| 743

7|& T &5t= ol A8El= HMAC 7|8 extract-and-expand 7| & & <= (HKDF) L|Ct.
« MBElE Al &= SHA-512¢]L|Ct
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- FE Olo B2
- EEE= AE3tX| et&LICH RFCOH 2t £E= 022 M E E2XtPE2 dHEELc
- A 7| e 24E 7|29 Clol|E 7|LIct.
- EE HAO B2
« Q23 OJA} Lt F|E FF THA9] EQLCH.
« Q24 ME £ 8] QC|t HIO|E &=AZ COMMITKEY Xt 2| UTF-8-encoded HIO|E L|LC}.
- £ 7| X|H 78 249 ZolE= 256HIEQLICE Ol £32 75 7|2 AFSELUIC
78! 7|z At= dHol cHal TR et 256H|E SHA| 7|8 HIAIX]| 21F Z E(HMAC) SHA|Q! 2| =
= HYlg AtgLIch goe|lE METo 7| HUE F7tste EiHol ChEr 72Xl g™

Cryptology ePrint Archive2| 7| 745! AEADE & Z35HAMI2.
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7|2X 2 2 AWS Database Encryption SDKE AES-GCM, HMAC 7|8t extract-and-expand 7| = &
£(HKDF), HMAC 22l ECDSA C|X|& MY, 7| 7{0! & 256H|E & 53 7|7 /e dnEl& MEZ
£ ArSELch

712 21815 MEZol= HMAC 2 QI(CHE ME) U ECDSA CIX|E ATE(CHE ME)o| &=Lt
O|g48t ME 2 AWS Database Encryption SDK7} Bl|Z =01 £7t5t= M EE=(aws_dbe_foot)ol M
EILICt. ECDSA CIX|E ME2 Mt 04 HRoi| M &t AAS AL ZEO| CIO|HE =35t CHE ALS

At EIBH0| CIOIEIE S 2315t T S 5185t ZRol S5 S 8L
7l2 ¢121E MEDS ClolE| 7|8 HZT ol HZsHE HMAC SHAII 7| HIE S&BLICH 7| 74
9 22 K2 A U A 7oA ALE HMACLICH 22 O Kt Aol 7| #{2 gte xi&E
LIc}. 7] 74300| & E A DE|E MEZS 2 AFOIHHAET} 51LIO| YUbt HAE 2P 253515 T =

=
2 off =3t dnE|Eol cHet ez AASE O|o|E 7|& ASELICH 25se m &
TElE MEZ2 7] AU HMACE TEYLCE 25 & 53536 7| ™ol HlolH 7|7t L&t 7] 72
HMACE ddst=x| &g LIct J2X| pfe™H =538 S£0| AlmigLich

ECDSA C|X|& MEO| gi= AES-GCM
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AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

2 E AWS Database Encryption SDK & 1 2|& M &EZ0l= HMAC &QlI(CHE ME)o| Z&EILICH |
et At0|H2 ECDSA CIX|™ MEO| gi= AES-GCM L1 E|& MEZ 0 F r HelME[dH HRE E
X| A& E M35t HICHE ME0| gicte ALt

o & £01 7|13, , wrappingKeyA wrappingKeyB2of i& 7|7} 0421 7§ wrappingKeyCUA L E Al
&5t0 HlZ EwrappingKeyAE =35 3l5t= A HMAC CHE ME 20| HMAE = U= AL XL

HMIZEE SR &g LICtwrappingKeyA. 718 S E|1& MEZ S AFHE T < HMACSsO]
wrappingKeyAF 7t2 ECDSA C|X|™H MEE ALE5t0o40 CHEF F =3t
E 253X #Felg L CtwrappingKeyA.

CIXIE MEO| 8l= AES-GCM € 112|& MEZ S MEIsic{H o235 2 Hol| 2 2= =%
LICE.
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CHE I E ZZ'2 ECDSA C|X|& HHO| = AES-GCM €1 2|& MEZ S R|™EEELICH REA|IEt
LI 2 the section called “& 53} 744" B R XSHAAL.
.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)
C#/ .NET

CIS ZE XZ2 ECDSA C|X & MEO| = AES-GCM 1 2|& MEZ S XIHErLICt RbA|st
LI 2 the section called “2& 53} 74" CHIE R XA AL,

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

Rust
CIS ZE XZ2 ECDSA C|X & MEO| = AES-GCM 1 2|& MEZ S XI-HEL|Ct RbA|st
LI 2 the section called “2& 53} 714" EHE B XA A2,

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

ECDSA C|X|™ AMEO| ¢i= AES-GCM 18
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AWS Database Encryption SDKE ArE35tziH 7|28 7 A5t1 otLt ol el 2iE 7|18 X[ sHok &L
Ch 7| QIZ 27} 9= AL AWS Key Management Service (AWS KMS)E AFE 3= Zd0| E4&LICH

AWS Database Encryption SDK= 5 7tX| &2 AWS KMS Z7|&& X[ E LIt 7|1& AWS

KMS 7|21 AWS KMS keys2 AH235104 CIOIE] 7|8 MM, 255 2l 25358HLCt CHE 253
(SYMMETRIC_DEFAULT) = H|CHE RSA KMS 7|8 A& " = J{&LICt. AWS Database Encryption
SDKE I®R# HIO|IE 7|2 ZE HIZEE 2E356t 0 HHSFZE AWSKMS 7|22 2E 2535 &
b H Ok
 —

=33t 2ol AWS KMS CHHE EE5HoF &LICH 3& +& st= OfE 2|70l B
AWS KMS AWS Database Encryption SDKE= AWS KMS HEH 7|2 & X|HErLICH AS™ 7|=8l2
Amazon DynamoDB E|0|201 FX|Z/&= AWS KMS ES El E3ik| 7|2 A& OIS &3535 2 5353
o AFB k= ERlX| 7| AR E EZHZE JHASO{ AWS KMS £ & =8 £0|= &35 A2 7l &
SMULICt 71S3sHH AWS KMS 7|32 AF85tE ZJo| E&LCH

o &% 2 &35te{ AWS KMS AWS Database Encryption SDKO|2] AWS KMS 2 E0| 2 gLt
AWS SDK for Java.

0{ X AWS Database Encryption SDKE At & &H|E 5t2{2 AWS KMS

1. B Mot Aws A 2 S ot Ee{ AWS X4 MIE{2| A Amazon Web Services HHE
Mot B 43tstcdT o2 A SHok fLI?E B ZSMR.
2. CHE &S3IE WHELICI AWS KMS key. =222 AWS Key Management Service 7H&t X} 70|
ol 7| ddg FXtM L.
® Tip

AWS KMS key Z2 12 WA 2 E ALEStE{TH 2| Amazon 2|24 O|F(ARN)O| E
LELICH AWS KMS key. AWS KMS key2| ARNZ &2 2{H AWS Key Management
Service 7H& X} 7k0|=2| 7| ID 2! ARN 37| & Z5HAI2.

3. HMA 7Dt 2ot HMA F|E WHELICH IAM AFE RS HMA 7| IDQH H Ot HA|A 7| A
83l 7{L} AWS Security Token Service & AF&3610{ HA|A 7| ID, 2Ot HAMA 7| L MM EZO]
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https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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O| X|&!Dt 3EHH|I0| A MAIBH AWS SDK for Java HM|A 7| ID L 2o HMHA F|E

X|.7=1 g%i; A-|7(-Io|-|__||:|. Al X|.7=| 7<I:|=|;> AHA—|o|- 7=|0 A—||A=| Ear xlglg”ol; EI-L_lEl._

>

O| MxtE S35l AWS SDKs0| AWS CHEt Qo MHEE = U&LICH o &3 &
Database Encryption SDK2| Z = MHEZ20| HHAHE =3

[

20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
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AWS Database Encryption SDKE AF&35H7| €25 A EI{&LICH AWS Database Encryption SDK
o= 2 7tX| 7+ SM0| JUX|Bt 7|22t2 CHREE | o E |5'1|0|A=|01IA‘| AEX0|D AT E AB
StH MEAEILICE SR d52 FHMSHHLE AL X XIE 7152 Z ' 50 dAStE{H S Z-aH

- 2HE 7| M=

- AM T MY

« HE|E|HE Of|o|E{H| 0] A =Y
« MEE H|Z BFET]

DynamoDB& AWS Database Encryption SDK= 042 Z2 2 210{=E MIELICt 1o 232 M
ECE WAoE FHE = UX|E 2T6| 45 ASED 8L 7|52 MSH=F AAEURELICH
Yoo 2 of Z (A 0|t S ete|= 2to|2E{EIE AEFLICH

ciE 7| M=

AWS Database Encryption SDK= 178t CiE HIO|H 7|E ddstod 24 2=
71& 7Y, #el E= ArEE E7t gi&LICH. AWS Database Encryption SD
Ct.

< mlm

%§_§F% L|Ct. cllolH
NSz -EL

StX|EH Zf CllO|E 7|18 2= 3tstE{™ e 7|E StLt o4 MEdSHoF & LICH AWS Database
Encryption SDKE AWS Key Management Service(AWS KMS) CHE! &% 3} KMS 7|2+ HICHE RSA
KMS 7|2 X|gct. =38t st 3 7|2 MZ25H= AES CHE! 7|9 RSA HICHE! 7|2 x| IEHct. 24
4 719 obHut LiF g2 AFSREe| MUL|Ct et StER0] Bt 2E E=9 242 7| QlZet M
HIAM &5 5 7|2 AF2St= Zd0] E2&LICH AWS KMS.
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=3 U =SS E et 2 7|1E XIHsteiH 7|22 AL ELICH AH8%t= 712 f3oil et stuto
e 7|18 XI™HSHHL S LU CHE Rl oftd 2HE 7|8 XIHE = U&LICH 042 2HE 7|8 At
83504 O|o|H 7| & cHEst= 42 2 eiE 7= S CIo|E 7[o| AtE 2 =3 &LICH =335t
ClOIE Z|(2HE 7IE 171)= &= &tE 2EQ M MEE A2 dFol| M ELICH dIo|E & 55356t
2424 AWS Database Encryption SDK7t T1x{ 2i{E 7| & SILIE AtE5to] =3t E HIO|H 7|1E §&

stoffof Bf LICt.

7ts35tH AWS KMS 7|3 & StLEE AH85t= 0| Z&LICH AWS Database Encryption SDK&=
AWS KMS 7|21} AWS KMS #H| & |Eo|% 1335t22 & &7t E0{ELICH AWS KMS. 7|3
AWS KMS key (| ME X|H35tE4H X[HEl= AWS KMS 7| ASEXLE AFSELICH AWS KMS H &M
7|82 A85tE 4 7| ARN2 X|Hat of &*LIEF. 7|19| 7| Aledxtof CHEF XEMIBH LI 2 AWS Key
Management Service 72 Xt QHLHA Q| 7| AlBEIXIE AWS KMS & Z5HA| 2.

« AWSKMS 7|22 t5 358 i CHE & 53t KMS 7|0l &8 7| AlEX}(F| ARN, E€3l 0|5, &3
ARN EE= 7| ID)E X|HE £+ Q&LIC HICHE RSAKMS 7|1E AF&35t= < ARN 7|2 X|H oHOI=

ot 5 3teh | KMS 7]12| 843! 0|8 =& ¥ ARNS X|& 524 AWS Database Encryption SDKE &
o5& #HN HAZEE 7| ARNS XM SHR|E BE2 MESHR| A& LIcH HEE HEs T olo|H 7

S = S =
E 53535t ol A8 ElE KMS 7|0l 982

E AWS KMS 7|32
(o]
9

UH IS (E™KMS 712 x|MHste )2 M2 EE 235358t
|3 AWS KMS keys & Aldstad® 7 s

| ARNZ AtEsHoF gfLICH.

AWS KMS 7|2l 2 ¢ 5 3|52 AWS Database Encryption SDKE & = 3HE! CI|O|E{ 7|2+ &H7Al &}
2 AdE AWS KMS key 02| 7| ARNE MEELICIH H4E 2E0| S35+ I AWS Database
Encryption SDK= 2iE 7|8 At&35to &3 3tE C|0|H 7|& S35 3t5t7| ol 7|2lof| S et 7
ARNO| LtEFHLt=X| EQlgfLct. CHE 7| AEXIE A85te B2 AlY

KMS keystHEt = AWS Database Encryption SDKEE 21415t 7LE A

WS
- M ECoM S E 55351 e 2HE 712 R|I™HSHR| et &LICH HX| AWS Database Encryption
SDKE At= MAHO| MHEE 7| ARNZ2 ALE35t0{ BZEE S5 3t6te{D Al g L—IEP JEX| gtem

AWS Database Encryption SDKE 57t & KMS 7|8 AR5t7HLE HAMAE = Q=X[of 270
215

HIZEE 5358t KMS 7|E ALE5t0 B|ZEE AWS KMS 53386t 8 QY& LICEH

A7t S8t 718 &= AWS
+&3kX| ef&LICt

Al AES 7| = & {5t LIYAT 0l A2t OIF S XIEHof

A INES
gLICH S35t e dEote [ ALSe Aot HE 5| SUet WA o|AL O|FE 2 #HAl eiE
C

o
700i AtE35Hok B LICH CHE HIATO|A = O|§ 2 AFE5t= B2 AWS Database Encryption SDK
= 7| 74 247t SYUSIEHEE 2HE 7|18 A5 HLE AA8SHK| eh &L Ch

EHZ 7| AMEd 22


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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HA ZE0M 55386 40| 7
C

7|8 MEXRI7F X|HEr 7|2 B Mgttt

o
PEQE B2 28 718 xIEetx| St AM 2

oM S55HE #E U&EL 2o HE KMS 7|18 AR5tHLE HMAE AWS KMS = !
= AE2Xof| 2HA|IQ10| & E 38 KMS 7|E AFE5t0d ¢S 8HE OIOIE 7|18 §355He = U&LIC

| 7|2 A8 E &= U= KMS 7|

AM B oM S5 3t5H0F 5t= 3 o Mol 7
Z = MEH A O[X[BH 28 AR ILICE.

7(-||o|- |.'— 7—|)L|

=S Partition
AWS 2™ aws
= aws-cn
AWS GovCloud (US) Regions aws-us-gov
CtE oA A HEE MMsts WS EoiELICH ZEE AE5H7| ol oiA| 2E2 AWS 7|
M 2 otE|Mo| R &t 2t 2 HHELICH
Java
// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
C#/ .NET
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
= el 4 23


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::builder()
.partition("aws")
.account_ids(111122223333)
.build()?;

HE|E[HE C|O|E{H[ O] & %Y

AWS Database Encryption SDKE At85tM 2 HIHEE 1R& ¢33 AIEE 22|50 3F 27|01
7t A= ClO|E{H| oA 0] CHEE 2EI0|IE & S 5tE 78 = U&LICH HE[H/'HE C|O|E{H|[ 0] A
P

=S T3HE e &Al AlZF2 LH01 HOot @7 At ot HE|E|'AAIZE Olof| Ox|= F&E2 HESAR. of
E £E0{ HE|E|HUE HIO|E{H|O|AE AF& 5P AWS Database Encryption SDKE CHE MH & &35}

EEML detste 7Isol ¥ EII"é = U&LICH

I

CIOIEHOlA LHOIA 2f 55 2t S +~—stE AERITE 042 B! B AWS KMS 7|3 & StLHE Al
8501 Zt ArSXtol| A & =3t 2ol ALY 1 RE 7I1E MSE + U&LICH HE[EHHAE Zet0|ME
x

5 q535 £F Mo HI0IH 7| B2l SEE = JU&LICH VtsStHEIJAESERE Ho|HE Fdste R
Ol Z&LICtH EHIHET Z2to|H2l 7| 2k(0d: Amazon DynamoDB Ef|O|£ 2| THE|M 7)) 2 AlHE|E=
B2 7|18 o €A #elg = JsLch

AWS KMS 7|22 At835tod IRt AWSKMS 7|3 2 2 Zt HIHEE HE|E & U&LICH AWS KMS
keys. EIHEY +~#E & AWS KMS 0l 2t AWS KMS HE™M 7|22 AH85t01 2 &2 %[4S}
& &= QU&LICH AWS KMS. AWS KMS HlE % 7|22 Amazon DynamoDB El|0|£ 01 R X|Zl= AWS
KMS ESEl EHRlix| 7|8 AL 8 CH S 53t L =53 Mol AL = 223X 7| AI2E 2HE I
250 AWS KMS Z & 8 &0|= &E5 A= 7l £F MHYULICH AWS KMS HSEH 7|—2E ALS
5104 Gl O|E{H|O| A0 A A 7t S B A S SHE T 345HoF FFLICH.
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AWS Database Encryption SDK= E & H|Z0t S8 H|ZA2 AF&35tod R 2|& A o|o|E{H| 0| A E S
S5xl i ASStE HREE HME = e M ItsE 58 £FME MESELUCH a2
AWS Database Encryption SDK= it HIAE MHE Lo MEt 78E += /U= MBE H|IFHEZ x|
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o & S04 HE|HLIE C|O|E{H|0|AT e B2 SHEIHEL]| 7|2 5 3tEl 2|2 =& O|O|E{H| O
A0 HEE + U= MBE H|IHE BHE + USLICH XHAM[EH LIE2 ZE[E|'HE T o|E{H[0] A 2| HIZ

2| Crelg BESAAIR.

AWS KMS AE™ 7|2 & At&stod MBE HIZdS ddsHok grL|Ct

MBE HIZHE Fdstcd™ Ch3 22 XSatok &Lich

CHE CIRIOIME MBE HIT 74 Lol M 2HE MBE 22 S5

fjo

HolgLct.

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.signed(signedPartlList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

HIZ HEH ol

CHE Ao ME HIH HTM MHMHez MEE FE S5 Ho gLt vz HEH Holoi o

Bt REMIB L2 HIZd A2 S HESIAIS.

Pl

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.buildex()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.buildexr()
.keyId(branchKeyId)
.cacheTTL(6000)

.build())
.build())
.build()

MEE H|Z BHE7] 25
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JHeER 7Hol=

MA 2= ME E7|: BeaconConfig.cs

CHS dlMoME MEE HIZ 7 ol 222 MEE R S5 Holgfuh

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

HIZ T Hol

Ct= N[0l M= HIZH HEHM M¥dMo 2 HBE 22 S5 HolgLct.
B REAIEH LIS S BT ALS S BTt AIR.

T

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons
CompoundBeacons

standardBeaconlList,
compoundBeaconlList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = keyStore,

KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branchKeylId,
CacheTTL = 6000

Fallsy

™ Eolof Ch
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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JtsotH MEE REE MAXMo 2 Holst= R0l E&LICE stLte| & H|ZAo|MEE AFES5tEdE
e MHE 222 2HolM Holsts 740l Z&LICH 2L HoIE IHEE MM 2 HolE
IEQ SUS HFA E= O|F2 7HE = gLt
Java
List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);
C#/ .NET
var signedPartslList = new List<SignedPart>
{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
13
MRt S2(ME ALY
MBE HIZOR MBE 222 T8E + s Chysh WS Holsts MARE Algetict

MK S22 X|H3HK| ¢t28 AWS Database Encryption SDK7} CHS 7|2 MM XL & MY

El H|ZHAE =&Euct

. MUE ZE 222 MYE 28 S20 £7H8 £M02
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Constructors
Zt MMXE MEE HIZHAS =2 e 5 e & 7K 2 S Holste ddHA BEE2S2 &MOUZ L
WSt SFEQULICH HHA EE2 S50 FI7IEl =MMUZ2 &1 22:H 4 222 X|HE 28
EXE FEELCH
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ieldl, Fieldl.Field2, & Fieldl.Field2.Field30] CH&t
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MBE H|ZAS =3[t DA SICHH, Field2 L Field3S MEH A O 2 EAISHD MAXIE &t
Al

ddxotct 24 F20] stLt 0|2 Q{o{ok BfLICE FZ|0f BEGINS_WITH Q4RI E ALEE

|
AT 7 HGRe| A ] FES Er 2 dYst= X0l E&LICH

MuRto] W4 20| IF B0l Qo MR MTELICH M HTEE SIS MY
E HIZI2 MR S22 ASSHo MBE ZolM HITIS £E

MR S =0l MARIFEIHE £MONZ HIZIE BEHEHEAT AT M K A MR
S AFSBLICH MARLTL AB K| B8t HIZIO] B

22| AIp7E HE K| HOISEIN DE Bl HAR L SUR Mol MAKHE X|BsHoF B
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CtS Hatoll et HEx =52 ™6t L.

1. MEBE Z 220 Ois dHx FES BE{ aid FEO| HR8HX| oiF & HolghLIct
dEx FE 0|2 ABE E=2| o|F0|o{oF FLcH.

CHS KXo M= MEE EE stLtof Chal] ddX #ES Bes 48 E EoiELC

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")

.required(true)
.build();
C#/ .NET
var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };
2. 1CHHO|M BHE dMHX 222 AHE5t0d MEE HIHS 28 e = U= 7ts8t ZE wedof &

£ Y-RE BELCH

o€ £0{Fieldl.Field2.Field3 2! Field4.Field2.Field3oil CHal R 2lst24H S 7H
Oo| MAXIE BHE040F SHLICt Fieldl 2 Field42 S 7Ho| BdE MAXIof Ho|E|o{ Qlem
2 EClEes £ dsLct.
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3.

Java

// Create a list for Fieldl.Field2.Field3 queries

List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();

fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries

List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();

field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/.NET

2

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,

field2ConstructorPart, field3ConstructorPart }
33
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,

field2ConstructorPart, fieldlConstructorPart }
13

AoM BHE RE HHEXE Z8sts IR 552 BrELICH

Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

30
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C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor

i

4. MEE constructorList H|ZAS BtEE= A|7|2 X|&gHL|Ct.
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7| AE0] MHIAZE Mo 2 M f X|&5t= KMS 7| ARNS AlS 6t H mEdstML.
CreateKey X912 KMS 7| ARNS E&x| 7| AE0{ & %EOH FIHEFLICEH KMS 7|7F 2
x| 7| AE0{0| FT7HE|H AXE = gisLIct

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.buildexr()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();
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C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

¥

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;

let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

ZYUEE

FLIC 7| AE0{ A& 5t= DynamoDB E|O|2

ok

CHS olxoM=E AME et 7| AE0{ 5 E 74
o| ol =2|H 7| £E01 0|F 2 X|HsHok grLICt.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.builder().build())
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.build())
.build()).build();

C#/ .NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
};

var keystore = new KeyStore(keystoreConfig);
Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)

.kms_configuration(KmsConfiguration: :Discovery(Discovery: :builder().build()?))
.build()?;
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ET xZEslof gLct.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
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Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifiexr();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput
{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL
1)

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

K], CreateKey U2 CtF 2t 2 Y FLICH
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AWS Ci[O|E{H| 0| A 255 SDK

branch-key-id2| H{& 4 Universally Unique Identifier(UUID)(AF& X} X|'H branch-key-idZE X|
HMEtx| et E2).

Hal x| 7| A2 A 4 UUID

I_
« ™ MAAUTC)Ql 1ISO 8601 ™t & A[ZF A0 timestamp.
O CHS CreateKey Y2 CHF 2 E A& 35104 kms:GenerateDataKeyWithoutPlaintext& &g
LICH
{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
Iltypell : Iltypell’
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
},
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"
}
@ Note
CIOIE{H|IO|AE ZHM IS8 S5t 2 F5HK| LUACEIE CreateKey 22 &5t &
A H2ix| 7|9k HIZ 717 MAELICH S 7] 25 7] AR0{of MEELICH REAE LIS A
Jtset dESE T ASH 7|12 MEE HESML.
CHZ 22 CreateKey 2 kms:ReEncryptE 3 £3510 ¥ 535t ZHRHAEE AO|0|EstD ERX| 7
of CHEr € BlZEE dMELICH
OFK|2f 2 2 CreateKey X2 ddb:TransactWriteltemsE & &304 2EH A0l A M A48t Efo|E 9] 24
x| 71E RXIE M S g 5oz oS £40| A&LICH

"branch-key-id" : branch-key-id,
"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,

41
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"version": "branch:version:the branch key version UUID",
"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",
"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

g 53| 7] A

Zh HRHR| 7ol B #Hof SHLEO| B4 HFEH QS 4 QALICH Yeso R 2t Bl LAk 7| MEe
042 23S SHsHE ol AR ELICH SHRIEH B4 2R 7|2 AR LIS Mofstn B SR x|
lo] AN BIEE A™E £ USLICH
HRHR| 7l Uit SMAE ClOIE] 718 Y 55hsHe Ol ALSEIX| & LICH OS2 Ykt HAE Cjo|E]
7|12 ¢53tste 1Rt elE 7|1E &St ol AF2ELICH cHE 7| F& T2 MA = 28HI0|EQ| 5
Qg Ze TRE 326101 BT 718 B UICH &, B3| 7= L5k 0kmT} wAskT| Fol 79
2ez|2@%) olato| TREHEHE 7|2 TEE 4 ALICH O|TH A e 01 WXL HIZLA
L= A #Eo|L HE A Ho = Qs gd 23ik| 7|18 wilsHoF & == U&LICH
HEx| 7|0l 2 HEH2 nAE 7R 2d dElZ2 SX|ELICH oM T &Y 23X 7|l &=
gt 2dg sste O AFBEIX| oto M el 7|2 FESHE Ol AFHEE £ QIX|BH o3| 2T +
UM g HENo|M 2555 OO 7| & S5t cHE 7I1E MBE &= USLICH

/A Warning

BHAE 2hZolM 221X 7| ”HI%PE 7/:'% &
- H&LICH El&

E &
EAN7F eh Mg = &L|Ch

|

u
als
3
o>
L
[l
i
X

. O/F HlAE M¥o| KR

7t FHAlol Efot UE = %‘ﬁL—IEL
g

BlEs AR E

|>T

UL EHAE SAE E&

P
ball
N
1]
_>,'_
0lo

ol
(@]
N
)
o
n
Mm
POI'
o
mok
>
>

=
>

L|ch.

g 2| 7| mA 42



AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

5t

— =

e
1

HEx| 7|18 TAI5te{H 7| AE 0] Zdof XM= KMS 7|0 CiEt
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717t M dELICt Y ERlX| 7| & ranch-key-ide HEE|X| ot &
LICt VersionKeyE &£ [Mf T &Y EHEM K| 7|18 A= branch-key-id& X|'datofF &L
Ct.
Java

keystore.VersionKey/(
VersionKeyInput.buildexr()
.branchKeyIdentifier("branch-key-id")
.build()

);
C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Rust

keystore.version_key()
.branch_key_identifier(branch_key_id)
.send()
.await?;

43


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

7|3

25 3t 2to|Eeq2|2| 0|F 0] AWS Database Encryption SDKE HEE|IRELICE O]

-

AWS Database Encryption SDK= 7|22 AI&35t0{ 8§ ¥ S535E s LICt 7| B2 OlolE 7|&

&, d58 U =FELCE 7|20l el 24 A 25HE HIEE 235t 2RE OO
ot -HE* ClolEe] 7| &z &tete 2 E 7|7t A ELCH (2=t M 7| B2 X|Estn 5 & 553

g e sUstHL CHE 7] 2 XIEE LI

Zt 71”1 MWHMo 2 ArE5tHL 7|21 o] 7He| 7|2lo 2 ZAfE £ U&LICH tieE&2| 7|20 O
OlE{ 7|& MM, &=3 U =558 4= UKX|EH OOl 7|2t HMst= 7|20 20| §3 2Fd StLtet &=
stz 7|22 MHED ST 7132 O E 7|30 TE5to] AL E = U&LICh

BiE 7|& B350 AWS Key Management Service (AWS KMS)E 23 8tE|X| 2t 2 MEIZ FX| 2t=
E M85l 7|20t 22 2o BA LM &= 8 AU E =~ st= AWS KMS 7|2 AWS KMS keys
2 M83%te Zdo| E&LICE st=ESIo] 2o ZE(HSM)O| MZHE|[7L CHE OtAE 7] MEIAOM 23
ot= chE 7|18 M8ste 7132 &g =& /U&LICH

U

|Zof et ClolH 7|, 33 XM 2 |0l E ESste eiE 7|7t ZHELICt 2ol 7+& &§H8t 7t
o oHHE B E 7|8 AFESHMIR. 7Is5HH SHES0] B9 2 E(HSM) EE= AWS Key Management
Service(AWS KMS)2| KMS 7| EE= AWS CloudHSMO| ¢t 55} 7|ot Zh2 7| gte| QIZEtE ES k&=
cHE 71§ ALSELCH

AWS Database Encryption SDKE 0421 7|31t 7|& 42 MS5tH AFEAF X|H 7|22 2 Mg
= QA&LICH E3F Yol 2L CHE 7|2 st old 28 stE CHE 7128 BFE & A&LICH

=HA

. 712 ES A

« AWS KMS 7|3

- AWS KMS AZH 7|2
« AWS KMS ECDH 7|3
- Raw AES 7|3

« Raw RSA 7|3

- YA ECDH 7|&

44


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/cloudhsm/latest/userguide/

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

- IS 712

7|2l Xt HfAl
O 1O O 1

22I0|ME & ¢t 3} 2o|E22]9] 0|& 0| AWS Database Encryption SDKZ HZAE|i&LICEH Of
X LM = 04715] DynamoDB Encryption Clientod| CH8F HE & A& L|Ct.

Clo|E{Hio|A o] ZEE et & 35t 1 M3t AWS Database Encryption SDKE 7|20 &S5t At=2
E o3t 7|22 oet ’HIAE ol 7|, 7|2le| Zt 2iE 7|= &5 3tE HIolE 7|of SAE, O
O|E{ 7|9t AZE MAC Z7|E YHEHELICH AWS Database Encryption SDKE it HIAE F|E AL
5o CIlO|HE ¥ =38t Ctg 7tst &t WeEl HIZ (oM et HIAE H|o|H 7|& MAHELICH O™

CHZ AWS Database Encryption SDKE= &2 3tE CIO|H 7|2t 2535t 2 ME X7 22 7|t
E Zgste A2 MBS FIHELICH AWS Database Encryption SDKE MAC 7|& AH&310{ A2 A
T 3 ENCRYPT_AND_SIGN = £ EA|IE 2E HE o MAISIE Sall sHA| 7|8t HIAIX| 218 ZE
(HMACs)E 7| AHEFLICFSIGN_ONLY.

=
=
AM

Clo|E{E =55 3le ) 4IOIEE ¢35 3t5te O
28t 4 Q)ALICH H|O|EIE 25355l 253

P%% ﬂP S 7|2 MEStHLE O E ZI—IE A
o= T AAHE |- 7 =3 =Y 7
MM A HEHO| R{0{oF B LICH.

|7k StLE Ol RU47HLE

AWS Database Encryption SDK= 2f£3E HIO|E 7|& A2 HBo|M 7|B 22 HMEstT 720 &
C

=3 HME EELICH 7122 Y 2HE 7|& AHE5t01 Y= 3tE H|0|H 7| & stLIE Y= 5t sHiA
5t Uut BHIAE O|o|E| 7|E gHeHEiLICH AWS Database Encryption SDKE it EIA E H|O|E| 7|
E O|83dH Clo|E{E | &5tefLict. 7| 2ol = eHE 7| & o= W L E3IE CIO|E 7|18 =55t
+ ol 42 553 20| AufgLct.

stLto| 7|22 AL85tHLE, 3L R = o] Rl 7|12 stLte| CHE 720 =g e =2 A
&LICH CIO|EE &= 3}6tE ChE 7| 2l M5 |
7|9t ¢d4E MAC 7|2 & o] EANE S uhEtsH

= = O ||:
St 5|'I_ 9|E|° I- o|'0:| | I 'I% %Eil'%al- _JF (/?Agl——ll:l'

AWS KMS 7|2

2eto|ME & 53 2lo|= {22 0|5 0| AWS Database Encryption SDKZ #HZ E[Q&LICEH O

(o]
R OHLHM = 04745 DynamoDB Encryption Clientod| CHEF HE & MS &Lt




AWS H|O|E{H[O| & ¢f 5 5 SDK LR 7Hol=

AWS KMS 7|22 CHE ¢f 535} &= HICHE RSAAWS KMS keysE AF23510{ HIO|E{ 7|12 MY, &35
WS Key Management Service (AWS KMS)= KMS 7|1& E &35l FIPS 5' A

5t Ll 253513HLCH A LA
oM &35 &2 £alsHLICH 7IS5HH AWS KMS 7|2l EE= QAEF EoF SA42 7HR 7|22 Al
st= Zd0| E&LICH

AWS KMS 7|2l0i M CHE Ot S 2 KMS 7|1§ A8 " =& U&LICH O E 2l S M85t RHAllEt
LHE 3} of| M= MM S AWS KMS keysE ZSHMKRLHS 217 AHE AWS KMS keys. CHE 2|T 7]0f| CH
gt XtAM[EF LHE 2 AWS Key Management Service 7HE X} 7t0[EQ| CHE 2[H 7| AL 2 FHZESHMIR.

At
=

AWS KMS 7|&loll= 5 7tx| 82 el 7|71 =& 2 + AU&LICH

1

- dY7| 7 dEF HAE 0| 7|& ddstn &= ELICt o|o|EHE Y3 3tet= Z7|2ol= stLtel
87| 717t {00k &fLICt.
« F7t 7] M7 7|7t S et MAE H|o|H 7|& 2 E3ELICE AWS KMS Z7|2loi= 071 o4&

iadet
O| F7t 7|7k A& =+ U&LICH

dlZ=E FEsteted™ d&7] 7|71 QLo{oF &LICH AWS KMS 7|20l AWS KMS 7|7} stLEEF 1=
A< T 7|= CIo|E 7|& ddstn o= 3t5t= o AFSELICH.

T E 7|25} 0t E7HK|2 AWS KMS 7|22 SEMo 2 AL 6t7LE SYstHLE CHE fEel CHE 712
o B O E 7170l M AL E & A&LICH

|

« AWS KMS 7|2lof| E3F HEt

- AWS KMS 7|2 AWS KMS keys 0| A Al
- AWS KMS 7|2 AN

. CHE 2IT AF® AWS KMS keys
« AWS KMS ZM 7|2l AL

« AWS KMS 2| HAM 7|2 A8

AWS KMS 7|20 28t HEh

AWS Database Encryption SDKOM|=7F 35t X| AWS HE eto ol &5 E|X| f&LICH AWS A
7t

A JELE AWS KMS 7|21 AF25tE4H F|212] AWS KMS keys of CHaH AWS H| & 4 :r%nr 2t
_I_|A :[L-lol-0| .u.IO%I-L_“:'._

=1L d

o

AWS KMS 7|20 25t Mt 46


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

« AWSKMS 7|2 o2 et 5 3l5t2dM M| 7|0 CiEt kms:GenerateDataKey T48H0| 2 8 LIC}.
AWS KMS 7|3e| 2 & F7t 7|oi| il kms:Encrypt #8t0| 2 &Lt

. AWS KMS 7|20 2 23556124 AWS KMS 7|20l A 3tLF 0|40 7|ofl THEF kms:Decrypt #&t0|
Zegrct.

. AWSKMS 7|20z M= OIS
kms:GenerateDataKey T8t 0| E
kms:Encrypt #8t0| 2 gFL|ct.

. |:|||-'—H’_‘I RSA AWS KMS 7|20 2 o5 5t5ipd{H 7|2l MAE ] ¢t 53lo] AR E THEe:| 7| 1AM
SAE X|HEHoF 3t2 2 kms:GenerateDataKey 2 & kms:Encrypt7t R 8 X| Sf&LICH 0] 7|22
2 & Z31e e AWS KMS ££0| 0|F04X|X| &t &LICH HICHE RSAAWS KMS 7|2 ez 5§53

5242 kms:Decrypt H8H0| R #HL|Ct.

7122 &S 5tstedH M| F|1=2lo] MM7| F|of CHEH
QELICE CHE 2 E 7|2 9| CHE 2 & AWS KMS 7|0 CHEt

ol et REMIEH LH& 2 AWS Key Management Service 7HE X} OFLHA{ O] Q15 Sl SHAM|A K012
AWS KMS keysZ Z3HAI2.

AWS KMS 7|2 AWS KMS keys 0| A Al

AWS KMS 7|Zoll= stLt oare|7t ZaHEl 4 & Ln:r AWS KMS keys. AWS KMS 7|20 ME x|
AWS KMS key 5t24F K| EE AWS KMS 7| AlEXIE AFREHLICH 7|2] AWS KMS key OlAE Al

= 1=
St Ol M8E = e 71 A= 2 2! 4o ?°401| 2k CHE LICH AWS KMS key 2l 7| A& X} o]
CHEr REMIEH LI 2 AWS Key Management Service 7HEE Xl 7F0|=9| 7| A|HEXIE R XFIMIL.
Aredoll 7HE AMehet 7] AEXE AFE5te ol 2 AtE Lt

« AWSKMS 7|12le2 25 35}5t2{™H 7| ID, 7| ARN, EH%! 0|2

rr

H%E ARNS AFE3Slod CIlO|EHE

(® Note
gt =3t 71210l M KMS 7|0l CHali & 0|F EE= EE ARNE X[ HsteE 82 g33 g2
M T AZE 7| ARNE &= 3HE C0[E 7(o| HEIH[O|E{oll MFELICH HE2 ME
TIx| t&LIc HEE HEsT S EHE Ho|H 7|1& S&3tsteE Ol AASEl= KMS Z|o=

AWS KMS 7|2 AWS KMS keys 0l A Al 47


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-name
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-ARN

AWS CI|O|E{H|O|A & 33 SDK JHErx} 7Ho|=

5353} Al AWS Database Encryption SDK= AWS KMS 7|20i|A &= 382 HIOIE 7| B StLIE =55
3le £ AWS KMS key AU=E AMEFL|CH 3] AWS Database Encryption SDKE Atz A>Ho| ZF ¢t
Z 5tE Oo|E 7|0l CHal Ctg THE S AFSELICH.

AWS Database Encryption SDK= At=2 AH | HIELC|O|E{ 0l A CI[O|E] Z|E &
2ol 7| ARNZ 7HA{ZLICH.

}OI'

3t AWS KMS key

AWS Database Encryption SDKE S£ 3} 7|20 A 2x|5t= 7| ARNO| AWS KMS key Q=8 A
AEL|CE.

- 7|13 Lx|5t= 7] ARNO| AWS KMS key U} =E & 2™ AWS Database Encryption SDKE
KMS 7|& AWS KMS At83t0 &35t E OO|E 7|1& |S535t 8 Q- F L ct

Jedx| efem ef s EtE O OlolH 7|(Rle 82)= AU A it

AWS KMS 7|2 A A

S U5 AL CHE AWS H™E & AWS KMS keys 0l B2 AWS KMS key EE= 042 2 ZF AWS KMS
22 FMHE = U&LICHAWS 2. AWS KMS key 2 CHE &3} 7|(SYMMETRIC_DEFAULT) EE
= Hl H’é RSA KMS 7|ofof & L|Ct CHE &3t CHE 2T KMS 7|& AH8 & =& J&LICH OFS

AWS KMS 7|20 M stLt 0|4 o] 7|28 M8 E &+ A&LILCH

7

CIOIEE 253t & 55356t= AWS KMS 7|22 85t 33 E= S35 & AWS KMS 7|
22 MM £+ A&LICt IoOIEE ¢ E35t= AWS KMS 7|22 MAE e MM 7|18 x[Hslof
) A = Uit EIAE O|O|H 7| & ddstn & & 35t= O AWS

S 7|et & ™Mo 2 B0 glgLict O Chg MBS Z 2 2
OlE] 7|12 &5 3l5t= £7F AWS KMS keys £ X|HE £+ &LICH 0| 7|R2IeZ ES | %*Eif%l

5353} 7|2l0] 7|2l0f AWS KMS keys HO|El & 3L} 0|40 Z & |

Lt J= X| efotof g LIC AWS KMS keys. (O] 3= AWS KMS 7|2 AWS KMS keys 2 AWS

I

S ES O3 7130 2E 28 7= ClOIE 718 2 2td = lofof HLit 24 717t &
et 53t HMETF MoigfLct et E2&xHe 7|20 ZE Flof 28 HEts 7
O A4 7|22 M 8stod 5 = OhE 7|22 2 H|o|EE g5 3tetes

|0 ou
2
oo
POI'
ol

CH2 oMo M= CreateAwsKmsMrkMultikKeyring HIAEE AF&35104 CHE &F 53 KMS AWS
KMS 7|2 7|22 MM LICH CreateAwsKmsMrkMultiKeyring HIMEE AWS KMS 22I0|HE
ExseozE ddstn 7|20l B 2™ 7|2 CtF 21X 7|18 25 SHIEH MEISHE=F &LICt o] of

AWS KMS 7|2 A 48



AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

Mol AE 7| ARNsS AF23t0d KMS 7|E Al ELICH KM LIRS AWS KMS 7121 AWS KMS keys
N

oM Al M1 B TSNS,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{

Generator = kmsKeyArn

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

CHE oMol M= CreateAwskmsRsaKeyring HIMEE A& 3104 HICHE RSA KMS AWS KMS 7|2
7|22 MgLct HICHE RSA AWS KMS 7|22 445tedH Chs 22 NS gt

M

« kmsClient: A AWS KMS %E}OIO._'IE Mo
« kmsKeyID: H|CHE RSA KMS 7|£ AlE#435tE= 7| ARN
« publicKey: Mt 7|0l HEE! 7| LIEILI= UTF-8 2122 PEM It 9| ByteBuffer kmsKeyID
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 encryptionAlgorithm: & &3} ¢ 1 2[&2 RSAES_OAEP_SHA_256 E== 0|0{0f
RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
I
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

AWS KMS 7|2 A
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.encryption_algorithm(aws_sdk_kms: :types::EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.send()
.await?;
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Java

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

Generator = multiRegionKeyArn,
KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;
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Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/

Rust

NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

// Create discovery filter

let discovery_filter = DiscoveryFilter::builder()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.send()
.await?;
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Java

// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

// Create the discovery keyring

CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;
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.cache(CacheType.builder()
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.Default(DefaultCache.builder()
.entryCapacity(100)
.build())

C#/ NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);

MultiThreaded 74 A|

MultiThreaded 7HA|l= HE|ABE A0 QHSHAH AR E = U X|TF AWS KMS EE= Amazon
DynamoDB Z £ & 2|4 3%5l= 7|62 M33HX| t&LICH M2t B2 X| 7| A2 =0 B2 E|H &
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.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())
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C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};
Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
Lbuild()?)
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I

fanOut =1 Al 28|27 HH &E 2 RXI|ZIE AlZh(E)E Helghch

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval =
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

4
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Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)
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Ct.

1. XM= 2%} 2to|28{2|CryptographicMaterialsCache(MPL)E AF&310{ (CMC)E A%t
LIC}. https://github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.builder()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelInput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
var cache = new CacheType { Default = new DefaultCache{EntryCapacity = 100} };
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// Create a CMC using the default cache
var cryptographicMaterialsCachelnput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelnput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?>,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

2. 3% HAlol CHEF CacheType ZHAME MM & LIC}.

1EtA0lM sharedCryptographicMaterialsCache M448tE A CacheType ZH&f|oi TE &

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.builder()
.Shared(sharedCryptographicMaterialsCache)
.build();
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C#/.NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =

CacheType: :Shared(shared_cryptographic_materials_cache);

3. 2HANM HEH 7|

|0

Z sharedCache Zi&|E MEELICT

T2 HAIE AB ot HSE 7|28 MY o MO 2 8 HolpartitionIDstod o2 HS
5 7|20l M FHAl 22 BREY + UALICH TEIM IDE X|Hs K| fom ASH 7|20 RS2
2 7|20l TRE TEIM DS FTE LI

(® Note
S st otE|4M ID, logical key store name 2! E24x| 7| IDE & X35l= F 7 ol4tol 7|2l
Mste 32 ASH 7|22 3R/ HHAIMAM L FHA &5 2 SFELICE ofzd 7|2 0]
St A =2 SRoHK| L5 otedH 4 HEX 7|2 ol 1Ret TtE|[M IDE AHESH
oF g Lct

Ctg oMol M= branch key ID supplier, ZHA| X[&H0| 600Z 21 HEX 7|22 MMELICH CHS Al
S 7|12 LMol MolE Ztoll CHet XtMEH L2 MME B X 5t M| Rthe section called “H& %
=2

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(sharedCache)
.partitionID(partitionID)
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.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =
materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring
let keyringl = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())
// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you
clone it to
// pass it to different Hierarchical Keyrings, it will still point to the
same
// underlying cache, and increment the reference count accordingly.
.cache(shared_cache.clone())
.ttl_seconds(600)
.partition_id(partition_id.clone())
.send()
.await?;

AHEH 7|22 Ydgstcd™ oS 4t 2 AMSolor gfLch.

70



AWS CI|O|E{H|O|A & 33 SDK JHErx} 7Ho|=

AERHEE 7| AE0{ HEIRIT 7| AE0] FHE S F 448 DynamoDB E{|0|E2| O|F &LILC.

FHAl MBt K| AlZHTTL)

EH A Lol EX| 7| Xt E=0| Bt X|7| Mol AL e == /U= Alzh(=E) &ul P 9HA| 7§1I°P
TTL2 ECI0|YMETIE & AWS KMS 6101 E =

2 0 7o &rLICH FHA| MEH TTLO| BF=El 0
ElL|CH

- BEIX| 7] A&

Rl

7| AEO0{0M Bt &M ERX| 7|2 branch-key-id AESIEE HMo 2 AL E2Hi%| 7|
o

e ESE
ID S2XE MSE + UA&LICH

. = [ | .
GN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &3} 212 AIE5l0d & =535 ZHEIAE| £

tEEE xote - &Ll

2t e A= ol AbA 23%| 717k s LEIEIUE ClolE# ol A0ls HAR| 7| ID IBAHE ASste
740| Z&LICH HRHR| 7| ID Z2AHE AL85tod 23| 7| IDsofl CHEH 7[245t7| 412 OIB S MAs
0 X Bl 0] CHEt SHIE H%| 7| IDE & QA 4 AL o8 Sof ZI s

=

=53 5tofo B T ASN 7I2S YHOR 7450l B2 58S I HIUEE MBHeHHLL £
2x| 7| 1D BSAHE AHB 5o Bl =552 BT BIUES AEY 4 laL

« (15 AFE) FHA
THAI REOILL 22 FHAIO] MEE 4 QI B3R 7| A2 ¥S +8 ASK XIWsEH 7S =
715He O FHAl RET #2 8FS XIWHML

H&™M 7|22 7|2, MultiThreaded, StormTracking 2! 28 FHA| SEE X|HELICH 2 FHA| &4
2 Molste W2 HoiF = RAE L2 D} o Rl MM 2= M| Rthe section called “FHA| A
EH»

| ]

HEM 7|13 Md 71



AWS Ci[O|E{H| 0| A 255 SDK

FHAIE X

|Z5tX| fo™ HSH 7|22 KIS0 2 7|2 FiA| REE AIE25l1D &= S 1,000 2
ALt

o (M= AL ZHE[M D

E X|H3ts 42 MEiXMo Z mtE|M IDE HO|E the section called “& % FHA"$ U&LIC}H THE|M
IDE FHAI M= HEXN 7|22 FEFLICH THE|MAM FHA| E52 MMAE AL SRstede 8
< 13t ole|M IDE Holdlok g LICt mE|M Do CHEE EXIYE X|HE £ A&LICH THE|M ID
E X|HstK| eto™ M A| 1 RE otE|M ID7F 7|10l At S22 & ELICH

KM B L2 2 Partitions EHRE 2 ZSHAAIL.

® Note
St o}E|M ID, logical key store name 2! E2i%| 7| IDE & ZE 35 F 71 o|&to] 7|22
Y5t 42 AEX 7|32 37 HHAI0M SLe FHA| =S S/ELICH o] 7|~ 0]
St A & T2 SRR LS stedH 24 HSBEXN 7|30 2175 TE|M IDE AFS3H Ok
g ck
= .

fjo

Z=7|3

ok

5t 2048 Sofl AIEE 7|22 KMS 7|0l CHEt HKAE Fofsts B 7|2 e

o
Tt 20{ EES X3 stof gLict.

S

il
|
i
>

| 7I IDE AL835tod HEH 7|18 4o

- o OO

R4x4
S

CHZ o |0l A

HX| 7| ID, the section called “7|& FHA|"Z! FHA| A&t TTLO| 600FE 2! HE™
F|2le Ml

Halx S
g HoiELIct

rr HF

Java

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();
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final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());

var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

1

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;

| ID S2XE At8stod A 7|13 dd
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E(reateDynamoDbEncryptionBranchKeyIdSupplierst0d AWS Database Encryption
SDK for DynamoDB Z2I0|1EE AI835t0{ ERX| 7| ID S2AE MM LICtH

CHS G0 M= 1B A0 A8t & BRI 7|0l CiEF E Al O|§ 2 dEStE =

Java

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
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private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.buildex()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSupplier();

C#/.NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id
pub struct ExampleBranchKeyIdSupplier {
branch_key_id_for_tenantl: String,
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branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::builder().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();

2. AEH7IE LY

CS KMol M= 1EHA0 M MAISH B3 k| 7| ID 22X 600%F 2] FHA| A[BF TLL, 10002] =|CH 74
Al 372 AS™ 7|28 =7|8HELICt.

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
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.entryCapacity(100)
.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 100 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

Z4M 7158t of 5512 AFR6HE ™Al HIO|E{H|O|AS 25516 K| T E & 535S MRS E ZHME
= U&LCh ol= A= st HEo| Uit MAE gI8 HITOZ QIHsto] +AELIL AM 7tSE
LSS E THEH HASH 717S ALSat ok Bch
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7| AE0{CreateKey 2 x| 7|2t HIZH 7|1E 25 HMELICH 28| 7|l= dlZE ¢35 &
=53 2ol ASELICH H|A 7= HIZAE g5t ol ASELIC.

HEHR| 7|9t HIZ 7] 7| AE0{ MH|AE MY
ot 2 B3 ELICH CreateKey 2 40|E & AWS KMS o|‘ { 2% 5’|§ @;/g%,_r =
CHA

kms:GenerateDataKeyWithoutPlaintext&

r

{

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,

"create-time" : "timestamp",

"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,

"hierarchy-version" : 1

},

"KeyId": "the KMS key ARN",

"NumberOfBytes": "32"

}

reateKey 2 ddb:TransactWriteltemsE &350 224 x| 7| K& A0

C
FXlste F Mol M E=S FHIELICH

E & H|ZAE2 7435 AWS Database Encryption SDK7}F 7| AE0{0M H|ZA 7|& #2|&Lct 2™
CHS HMAC 7|8 =& L =% 7| 0} & 4~(HKDF) & At835tod HIZd 71§ & HIZ1o| olF ZAftst
04 X El H|Z10i| CHEF HMAC 718 ALt

ISP ?IEP el 7| AE0{ol= & stLkel HIZA 7| AR branch-key-id U&LICH HIZ Z1&= HCh
x| | K| et& Lt

H|Z4 7| AA Zo|5t7|

EZE U S§ U H|IZ HE S Holg = HIZ 718 AlHEst D H|Zd 7| REZ2of CHEt FHA| A8 =
H(TTL)S HolstoF &rLct. Hl’ 7| AIBEE Ex| 7|9t= ez o] 2Z FH Ao MEEL|Ct ot AL
T2 B H|IHE C|O|E{HI0|AB 22 keySourceE HOolste WS 2oi&ELICH HAZAE branch-

key-idoil o8t H|Z4 7|2 HIZA 7|& AlgErLICt
Java

keySource(BeaconKeySource.buildexr()
.single(SingleKeyStore.builder()
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.keyId(branch-key-id)
.cacheTTL(6000)
.build())

.build())

C#/ .NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
Rust

.key_source(BeaconKeySource: :Single(

SingleKeyStore: :buildex()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?>,

))

HE|&|'= E C|o|E{H|o|A 0] H|Z A A HO

HE[HHE O|O|E{HIO|AE MEStE B keySourceE 7HE M CHZ 22 XIEsHoF gfLich.

keyFieldName

XEE EHHAE CHE HIZAS Md5t= ol AFSE HIZd 7[2 branch-key-id 2#E ZEE X
oote HEO| 0|82 HolgfLLt. keyFieldName2 20| EAFUY &= QUX|T O|O|E{H|O| A
O|CIE 2E EHEof T R3sHoF LICt S|O|E{HO|AM| M| HIZEE M= A2 ST B2 =0 CH
5t HIZA2 dM5t= Ol AF8El= HIA 718 A¥8t= branch-key-id7t O 2E=of & ELICH.
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HIZ #{2lof ol =& Z & st HIHE MA Mt o et MHset HIZ 7| Rtz & A&l or
gLch XiMEr L8 2 HE[EEIE Co|EH o[£ o HIZY #E| B E HRstMAIL.

e cacheTTL

U= AlZh(E) LIt of 2t

2Z H|Z FHA| LHe| HIZ 7| At2 =0 R E[7| Mol A8 E =
FHA| M M 7AE L C}.

OECH 7ok BLICH FHAl KB TTLO| BHEEIH siT #=o| 2
o (M ALE) FHA

?HAI og='O||-P =4 3’HA| of HEE =+ A= BRR| 7| Ktz &5 +& AISXK X[PstedH 7|22
2 K|%

HSEX 7|22 7|2, MultiThreaded, StormTracking & 28 FHA| K& & X[HELICH Z FHA| 8
2 Holst= WS EoiF = AHME LD olXl= MM E & Z5HM Rthe section called “7H
Al A=t
FHAIE XIHSHK| o™ HEHM 7|22 RS2 2 7|2 7HA| REE A5t &5 & 1,000
o2 MHgrLct.
CtE oMol M= 231%| 7| ID 3= At2| FHA| M|Bt TLLO| 600 0| &2 & 0| 10002! AHIEH 7|
g ddgLct
Java
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(CacheType.buildexr() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
Lbuild();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
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var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

AWS KMS ECDH 7|2l

3l 2to|=22{2]9] 0|& 0] AWS Database Encryption SDKZ B[R &LICH. Of
3] DynamoDB Encryption Clientodl CH8t HE & M3 ELict

/A Important
AWS KMS ECDH 7|22 Material Providers Library EH& 1.5.0 O| & 0{| MEF AFE & = Q&L
Ct.
AWS KMS ECDH 7|22 H|THE 7| AH[2fE ALE5tod & T ALRE Ztol S} CHE 2fE 7|& AWS KMS

keys =& LICH HX{ 7|22 Elliptic Curve Diffie-Hellman(ECDH) 7| 7|2 &
ARSI KMS 7| o4t = 4lXto] H{E 2] F7[0f I= Z2l0|H 7|0 SR &=
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7|040F BHLIC}. https://tools.ietf.org/html/rfc5280
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ChS Mo ME EAIREel KMS 7|, g ARte| HEE] 7| & 4Kt e| HEE| 7|8 A8 510 AWS
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

CHS oMo M= 2 AR KMS 7|, e alRte| HER! 7| U ARt e| HEE] 7|& AL&3t0 AWS
KMS 2 ECDH 7|2l& 4MELICH O] oMol M= MEiA senderPublicKey I}2OE{E AL St
of IRl HEE! 7|1E MBELICH HAXte| HEER| 7|& M3 5HK| t2™ 7|210|& =& AWS
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// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust

CHe oMol A 2 AIREO| KMS 71, 2 AIRtO| HE 2] 7| U £ AIRtO| HEE! 7|2 AFR5H04 AWS
KMS 2 ECDH 7|22 AAd3fLict. o] oMol AEs MEIE sender_public_key TF2}O|E{E A}
8stof wralxtol HE2! 718 NSHLICH Y AIXtol HER) 718 MBS x| o™ 7120/8 25
AWS KMS 5tof e AlXto| T{EZ! 7|8 ZHAgHL|Ct.

// Retrieve public keys

// Must be DER-encoded X.509 keys

let public_key_file_content_sender =
std::fs::read_to_string(Path::new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;

let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;

let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
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let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput: :buildex()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

AWS KMS ECDH ZAH 7|2 M A

= 5318 M= AWS Database Encryption SDK7} AL & £ Q= 7|2 X|™H5tE Zd0| 7HE E4LICH
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ECDH 7|22 AFSEfLICH a2{L AWS KMS ECDH AM 7|3l & X|HE KMS 7| Ho{e] HE 2] 7|7}
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C#/ .NET

CtE oMol M= ECC_NIST_P256 Z410{ KMS 7| H|0{7} 4= AWS KMS ECDH &4 7|28
MetLch XI™HE KMS 7| I o40d CHEH kms:GetPublicKey & kms:DeriveSharedSecret #8t0| {04
OfF EfLICH O] 7|32 XIHE KMS 7| Hlo{e| HE2] 7|7t ¢S stE HIZES AR MY HEof K
AHEI £ AIRFO| T{E 2] 7|9t UR|GHe DE HFCE 2558 £ laLDh

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations
{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
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}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

Ct2 of|X|of M= ECC_NIST_P256 ZA0f KMS 7| 047} %= AWS KMS ECDH ZAA 7|2l M
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// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildex()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_
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// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)

.send()
.await?;
Raw AES 7|&
20| E & 2f 53 2o|E22]2| 0|& 0| AWS Database Encryption SDKZ BB E|i&LICEH Of
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A1 0|42 7| 0|F0| &S| LRlstx| Eo™ 7| A= HIO|ET7 SYsHEt: 553 7|20 AE X
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Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.
// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput
{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

Raw AES 7|2
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WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
13

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)

.send()
.await?;
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A= Raw RSA 7|22 AI85t0{ LIO|EHHE S35 35HE = U&LICH CHE 7|12/0d Raw RSA 7|&2 X
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Raw RSA 7|22 RSA H|CHE 2t &35} 7|2 & 7H AFEE AWS Encryption SDK for Java [ 2]
JceMasterKeyot S5t &5 &g LICY.
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« SHA-256 Y 2 =7} /= OAEP & MGF1
« SHA-384 Y 2 =7} /= OAEP & MGF1
« SHA-512 Y 2 =7} /= OAEP & MGF1

« PKCS1v1.5 T
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Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/.NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.I0O.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput
{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512_ MGF1,
PublicKey = publicKey,
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PrivateKey = privateKey

};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name("RSA_2048_06")
.key_namespace("HSM_@1")
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(RSA_public_key)
.private_key(RSA_private_key)
.send()
.await?;
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« ECC_NIST_P256

« ECC_NIST_P384
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RawPrivateKeyToStaticPublicKey
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C#/ .NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()

{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput

{

SenderStaticPrivateKey = BobPrivateKey,
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RecipientPublicKey = AlicePublicKey

}
i

var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

CH2 Java A0l M= RawPrivateKeyToStaticPublicKey 7| HSF A7|0FE AF23H0d &k AIX}
o| Zzlo|8l 7|et +=AIXIe| HEZ! 7|& MMo 2 FMELICH F 7| H0o{ 25 ECC_NIST_P256

=4of &Lt

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()

HAIECDH 7|2 44 96



AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

)
.build()
).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

CH2 Python MMM E raw_ecdh_static_configuration 7| H[Sf AF|O0FE AFE350q gh4l
Aol Z2tolH! 7|9t +AIXIe| HER] 7|18 MAMoZ FHEFLICH F 7| Hol 25 SYUs Mo Q!
o{of gLct.

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput: :buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring

let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()
.await?;

EphemeralPrivateKeyToStaticPublicKey

7| A2k 27|02 FAE EphemeralPrivateKeyToStaticPublicKey 7|22 ZZ0iA A 7|
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C#/ .NET

CtS oAl M= EphemeralPrivateKeyToStaticPublicKey 7| A2k AF|0HE A& 504
Raw ECDH 7|2l dd&LIct & &3t Al 7|22 X|"HE ECC_NIST_P256 410 ZZHZ M 7|
Ho{E MM ELct.

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()

{
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EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

CtS oAl MHE EphemeralPrivateKeyToStaticPublicKey 7| A2k AF|0HE AFE 04
Raw ECDH 7|22 MMELICH &35 Al 7|22 X|™HE ECC_NIST_P256 40l EZHZE M 7|
H0{E M-dELICt

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildexr()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();
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final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemerallnput);

}

Rust

CtZ o Alol M= 7] HleF A7|0HE AFESHo{ B Al ECDH
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// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput: :buildex()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;

PublickeyDiscovery
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C#/ .NET
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey

}

};

var createKeyringInput = new CreateRawEcdhKeyringInput()
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{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,

KeyAgreementScheme = discoveryConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

Ctg ol Alod A= PublicKeyDiscovery 7| H[f A7|0HE At&5t04 BIA| ECDH 7|22 gL
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private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.buildexr()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
) .build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}
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Rust

CHZ oAM= discovery_raw_ecdh_static_configuration 7| Al2F AF|0FE A& 5104
Al ECDH 7|12l ddeLict o] 7|22 XI-EE Zetol8! 7|o| HEE| 7|7t HAIX| ALO|HEAE

o= ood™

of MEE = 4xtel HEE 7|t R[etE ZE HAIXIE S35t + U&LICH

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput::buildex()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =

RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)

.send()
.await?;
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Java

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
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var createRawAesKeyringInput = new CreateRawAesKeyringInput
{

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6

i

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_0@1")
.wrapping_key(aes_key_bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagl6)
.send()
.await?;

// 2. Create the AWS KMS keyring

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_arn)
.send()
.await?;

105



AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

O ChE OhE 7|18 e 44871 718(e 892 RIEE LI o] oX[ol M= AWS KMS 7|210|
S

A7 Z7|2lol1 AE

Java

M
om
A
Q'I_l
o
N
ou
mo
0
o
o
N
30

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonlList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

\d
N
o
A
Pal
S
N
o
mo
0
1o
e}
1
30

NET CreateMultiKeyringInput AAXIE ALSHH MM
&LICH 2T} CreateMultiKeyringInput ZH&|E g

var createMultiKeyringInput = new CreateMultiKeyringInput
{

Generator = awsKmsMrkMultiKeyring,

ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;
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List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "beaconName",
Length = 10
I

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![
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Java

MAM ZE oA & =: VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.builder()
.name("virtualFieldName")
.parts(virtualPartlList)
.build();

List<VirtualField> virtualFieldList = new ArraylList<>();
virtualFieldlList.add(virtualFieldName);

C#/.NET

MA ZE ol|A| & =: VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };

var virtualFieldName = new VirtualField
Name = "virtualFieldName",
Parts = virtualPartList
var virtualFieldList = new List<VirtualField> { virtualFieldName };
Rust

M ZE oi|A: virtual_beacon_searchable_encryption.rs& & Z35tAM| L. https://github.com/
aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
searchableencryption/virtual_beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field one, source_field_ two];

let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;
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let virtual_field_list = vec![virtual_field_name];
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N = (Beacon2 length)/2
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#elste ol =& 0| &|=% AWS Database Encryption SDKE EZ& H|Z1o| 8 £ & HMolsl= Ch30t Z
2 MEfX] H|7H AELUE MSELC.

24 AWS Database Encryption SDK H{71 3.2 O| &2 A& 35HOF & LCt.
12 F7t5t7| Mol 2 & 2|0l M TS s Z & L(ct.

PartOnly
2 HolEl EE HI7I2 23 HI7io| &5 5tE 222 Bolsts Clgt AHSE Partonly & &L
Ch PartOnly EZ& HIZ2 XY F2g + elaLich

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")

.length(beaconLengthInBits)
.style(

BeaconStyle.builder()

.partOnly(PartOnly.builder().build())
.build()

)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
PartOnly = new PartOnly()
}
}
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Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))

.build()?

Shared
72Mo 2 B E EF HIFA2 "l AME Q5 178 HMAC 7|8 MMEFLICE et 5 7He] 74
H E& HIZHoAM & S3HE HEo CHall 88 AME =88 =+ i&LIch 2 Ho|El E& HIZFH2 Al
Aol CHE E & H|ZA2| HMAC 7|2 Shared AFEEHLICE

0 £ £S04 beaconl ZEE beacon?2 Z =9} H|I5HofF 5= BSLE beaconl A4 HMAC 7|
E M&53lE= Shared H|Zdbeacon22 2 Ho|grL|Ct.

® Note
HISharedZd2 F+45t7| ™ol 2ot & M5 @7 At& 2 1245tM|2. Shared H|ZA2 O 0]
E{ ME HiZof CHal AlgdE = = SH HE 9l R 2

EE=2
— -
F2 =2 & ASLICE 0|§ S0 SYE
F

Uit HAE S TEoHE B

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")

.length(beaconLengthInBits)
.style(
BeaconStyle.builder()

.shared(Shared.builder().othexr("beaconli").build())
.build()

)
.build();

standardBeaconlList.add(exampleStandardBeacon);
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C#/.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :builder().other("beaconl").build()?
))
.build()?

AsSet

7Moo =2 EE Zho| 2§l B AWS Database Encryption SDK= & gHoll CHEt B =& H|ZH
S AMELICH ekt 7E S SHE ZIECONTAINS(a, :value)@l F2las £8E £ giaLiC
E Mo|El £F H|742 Hetol ZF 7 @40f CHE 7HHE E & H|ZH 212 AsSet Hlttstn &Fof Hi
2 2tg HEeE XMEELICH o|Z A 6t AWS Database Encryption SDK7t #2[E T & = U
& LICICONTAINS(a, :value)

AsSet EZ& H|ZAS Holsted™ &Eol QA 25 S HIZd ZO|E AMS8E &= JUE 5Us

ZIcho] @ 4040 BLICH HIZ 22 ANY M BE0| 2= B2 HIT MES Q47+ Yt HAE A

EE2C Mg 5 AaLch

(@ Note

H|AsSetZd€ FA5I7| ™ol 2o Al Ms 27 A& S 11245t MI2. AsSet HIZA2 HIO|H
M E HiEof CHaH Algd&t SH HEo| ¥ =3 = USLICL 0 E S04 Lt EHIA
E MEQS| 37|E LIEtH
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Java
List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
Lbuild()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);
C#/.NET
new StandardBeacon
{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
AsSet = new AsSet()
}
}
Rust
StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :AsSet(AsSet::builder().build()?))
.build()?
SharedSet
3t W e o| ot 5t

_|
= =
StE MEO|T p7} S SHE ZHEQI ZZ|IE

E SharedSet Z#stod &
.0

7| 3t AWS Database Encryption SDK7t
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=
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® Note
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Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("beacon2")

.length(beaconLengthInBits)
.style(

BeaconStyle.buildex()

.sharedSet(SharedSet.builder().other("beaconi").build())
.build()

)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

SharedSet = new SharedSet { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet: :builder().other("beaconl").build()?,
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)
.build()?

I A0 M2
= & S&& o
O|E{H|O|A ZHE +=-TL
SIGN_AND_INCLUDE_IN_ENCRYPTION CONTEXT_EE—TL %E el aucr. %Er H|Zd0d| Z & =
ZE ¢535E Eeol cish & H|742 gHE04oF gL ct.

® Note
CilO[E{H[O|A & A2 7| Tlofl S & H|Zo| ofl &t AntE Ydst=X| & lste W0l E&LICH &}
Mgt LIS 2 HIH £ E|AEE AZSHMI2.

T T E9| of Al
Java
=38 HIz 7Y

S52 242 Holguot,

HL

CHS X0l M= & HIH 78 Lol gzt MBE &

List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);
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List<BeaconVersion> beaconVersions = new ArraylList<>();

beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartlList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()
.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);

C#/ .NET

Al
=

2
KU
I
T

5 7|: BeaconConfig.cs

i
]
=
N
-
0z

S oM S& HIH 74 LHollM & & 3tE|n MEBE F

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartList,
Constructors = constructorlList
b7

compoundBeaconList.Add(exampleCompoundBeacon);

HIZ T Hol

CH ofRlolAE BIZd B0l 228t Elm MBE 282 288
2

= =)
molof ChEt REMIEH LIRS HIZI A2 S R E5HA

var beaconVersions = new List<BeaconVersion>

HL

LIC} H|Zd HZ
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{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000
}
}
}
};
Rust
MA 2= ME & X: beacon_config.rs
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let compound_beacon_list = vec![
CompoundBeacon: :builder()

.name (" compound_beacon_name")
.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
.build()?

Hl?_-l |:|-|7(-| X O|
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FLICH HIZd HE
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CHE MM E HIZd HEOM 2 E8tE|D MYE B2 S5 TYXoz Ho
Holof CHEr XM LIS 2 HIZI AES XML

let beacon_versions = BeaconVersion: :builder()
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/beacon_config.rs
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5 SDK

453

AWS | O|E{H| O] &

(standard_beacon_list)

.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1

.standard_beacons

.key_store(key_store.clone())

:Single(

.key_source(BeaconKeySource:

:builder()
.key_id(branch_key_id)

.cache_ttl

SingleKeyStore:

(6000)

.build()?z,

)

.build()?;
let beacon_versions

vec![beacon_versions];
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Java

new ArraylList<>);
EncryptedPart.builder()

List<EncryptedPart> encryptedPartlList
EncryptedPart encryptedPartExample

.name("standardBeaconName")

.prefix("E-")

Lbuild();
encryptedPartList.add(encryptedPartExample);

C#/ .NET

new List<EncryptedPart>();

var encryptedPartlList

new EncryptedPart

var encryptedPartExample

"compoundBeaconName",

Name

IIE_II

Prefix

i

encryptedPartList.Add(encryptedPartExample);
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Rust

let encrypted_parts_list = vec![
EncryptedPart: :builder()
.name("standard_beacon_name")
.prefix("E-")
.build()?
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List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);
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C#/ .NET

new List<SignedPart>

var signedPartslist

"S-" 3,
"SF-" )

= "signedFieldNamel", Prefix

new SignedPart { Name
new SignedPart { Name

"signedFieldName2", Prefix

};

Rust

vec![
:builder()

.name("signe

.prefix("s-")
.build()?,

let signed_parts_list

SignedPart:

_name_1")

d_field_nam

:builder()

.name("signe
.prefix("SF-")
.build()?,

SignedPart:

_name_2")

d_field_nam

1;
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|22 x|&stm MAIRF LHoI A sHE
£04Fieldl, Fieldl.Field2, &
H% S H|HAE X35t DA} $CHH, Field2 2 Field3€ ME

S HzE Qo MMRI=

e B SR8 NS0 HSE oM uITE Zu
P #&7tE = MOi2 HIHS =8 stadn

AP9°*I—|EP *”“XUP 83 3tX| X5tH H|Ho| BlZ =0 7

22| A7t HEE K| HOISHHH D E Blcioh SR SUs &0l MRS XIRHok B

L|Ct.
Ct= ERHol k2t 8 S5 2 XIHsHM L.
1. eEsiE 2t RET ATE RE CiE 44X RES BHE0| T BE0| WKl ofRE
Holgfuct.
MR RE 0B MARIVLIEHLIE 2 HIZ £ MBE L of 0l 0/ofof gLtk
Java
ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();
C#/ .NET
var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };
Rust

let field_1_constructor_part = ConstructorPart::builder()
.name("field_1")
.required(true)
.build()?;
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2. 1EH0|M BtE WA BEEE ALE5l0d SE HIHE Z2 e = UES 7tset 2= o &
= YxE BrELICH
O|& £0{ Fieldl.Field2.Field3 2! Field4.Field2.Field30il CH3H #2|5t24T & 7H
O| MMXIE BrE0{of ELICH Fieldl & Field42 5 71O AT MM X}toi HO|E[o] Qle=
E SCERE = JUsUc
Java
// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();
C#/ .NET
// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
};
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Rust

// Create a list for fieldl.field2.field3 queries

let fieldl_field2_field3_constructor = Constructor::builder()

.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,

D)
.build()?;

// Create a list for field4.field2.fieldl queries

let field4_field2_fieldl_constructor = Constructor::builder()

.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,

1
.build()?;
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Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorlList = new List<Constructor>
{
fieldl23Constructor,
field421Constructor

I

Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,
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AMA48t constructorList S K|&&hL|C}.

T49| of
2ot0|ME & ¢ 535 2to|= 2|2l 0|F 0| AWS Database Encryption SDKZ #HZE £} & LICEH O
FHetRF OHLHAME 04715| DynamoDB Encryption Clientol| CHEF ME & A& &Lt

CtE oAl B2 & S HIHE Fd5les WHE 2o ELICH O T2 HIZd Zo|E ®SBstx| &
&Lt 7ol e et HIZd 20|18 Z2Hste ol =20| Zest™ HIZd Zo| MEIg XA
H|Z1E 7A5tT AF25te WS EoiF = MA| = of&E 2 24M GitHub2| aws-database-
encryption-sdk-dynamodb Z|ZX|E2|0{|Af Java, NET & Rust AM 7}58 k5 3} o|ME & Z5HA
2
=M
. EF A
. 23 HIT
EZ H|A
Hes| URISH=EX| inspector_id_last4 HEE F2|stc{™ CHE 7 HE AE5tod & H|ZS B
Euict.
Java
List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);
C#/ .NET

var standardBeaconList = new List<StandardBeacon>>);
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StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "inspector_id_last4",
Length = 10
i

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon: :builder()
.name("inspector_id_last4")
.length(10)
Lbuild()?;
let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

=
=

]

H|Z

inspector_id_last4 Yinspector_id_last4.unit 0lM UnitInspection C|O|E{H|O|AE
FElstedH O 7o 2 S8 H|ZHS SHELICE ol S H|He ¢ 535tE F20 2 et

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconlList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);
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// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.buildexr()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/ .NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
b7
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
b7

standardBeaconList.Add(unitBeacon);
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// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
};
encryptedPartlList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
I
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>>);

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

Rust

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
let last4_beacon = StandardBeacon::builder()

.name("inspector_id_last4")

.length(10)

.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;
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let standard_beacon_list = vec![last4_beacon, unit_beacon];

// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart: :buildexr()
.name("inspector_id_last4")
.prefix("I-")
.build()?,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
1;

// 3. Create the compound beacon
// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :buildex()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];
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keyStore, keySource, 1’88t 2E EF H|H F o 2
2 S8, MYE 22 55 2 H|ZH A2 RIYELCt "7 ™ol s 12 x| st o ghuct.

=
keySource Holof CHEt X|&2 H|Z 7| AA HO|517| MMHE XML
Ctg Java OflMl= B HI'HE C|O|E{H| 0| A 9| HIZH HHTE M o|EtL|Ct HE|HHE O O|EH]|
O|A 9| HIZA HME Holste= ol 20| ERstH HE[HHE Ho|EHo[AS| HAM 7S5 25

s AxsML
Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons (compoundBeaconList)
.encryptedParts(encryptedPartslList)
.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()
.keyId(branchKeyId)
.cacheTTL(6000)

.build())
.build())
.build()
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);

C#/.NET

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

1Y

Rust

let beacon_version = BeaconVersion: :buildexr()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)

StandardBeacons

CompoundBeacons

SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000

.version(1l) // MUST be 1
.key_store(key_store.clone())

.key_source(BeaconKeySource: :Single(

)

SingleKeyStore: :builder()

// “keyld® references a beacon key.

// For every branch key we create in the keystore,
// we also create a beacon key.

// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.

.key_id(branch_key_id)
.cache_tt1(6000)
.build()?,

standardBeaconlList,
compoundBeaconlList,
EncryptedParts = encryptedPartsList,

HIZd Al
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.build()?;
let beacon_versions = vec![beacon_version];

HIZIS TAIE Y E5E LSS FMSEIM HA] 2 HIZIS Brsts B QA E Ao}
SHLICH RPAIE LIRS HIZI2 AR S B% Qloia T4 Erelg ATl dlAlR
4. =3t A MO

EZ H|7HES FM6l= Ol 25| 25 ZEE ENCRYPT_AND_SIGNS Z E A|sHoF &L
Ct. HIZHE #+HSt= ol AI2E|= CHE 2 E ZEHE = SIGN_ONLY == 2 E A|L|o{oF &L
CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

5. AWS Database Encryption SDK £2}0|1E 74

DynamoDB E|0|£ 2] Ef|0|2 &5 & 2% 35l= AWS Database Encryption SDK Z2}0|HEE F
e

= ot 535 2lo|EEHE|E &AM,

H|Z 2 E|

T8t HHe R MEt =FE = Us 72 70| ZEEHUCH EE H|IZ2 HE EHAMS A
&3t01 55 AME SR LICH S7 HIZ2 2B dit HAE 2XAN EF HIZS FAFotod S5
gt F{EIE s LT &S 3HE CIO|HE FEIE WE HIZ 0|2 AMELIC

F EZ H|dol| SLE 7|2 Lt HAET Z¥ R0 UTEt: F £ H|Z| S HuE £ Q&
LICH & 7Hel & HIZ2 SUE Ui HMAE Zfof CHa M2 CHE F 712l HMAC Ei 2§ d &Lt

s beaconl = beacon?

 beaconl IN (beaconZ2)

value IN (beaconl, beacon2, ...)
CONTAINS(beaconl, beaconZ2)

Sg HIH2 O S #HElg +dE = JUsLUCH

« BEGINS_WITH(a), 047|M a= ZEIE! =% H|Z10| A|ZEtE ZEo| KMA| 2t ErdshLct.
BEGINS_WITH QAHXLE AIE5101 EH 512 2EAMUE A|ESHE 22 AYE £+ oiaLct shx|gt
BEGINS_WITH(S_)Z2 AMEE = U2, 07| S_= ZEIE S H|Z10| A& SlE BEE22| HFA

£ erGgLich
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« CONTAINS(a), 047|M a= =ElE =& H|Zdof| & & HeEo| ™MA| gt grFerL|Ct CONTAINS &
MAE AHE5H0] ME LS| EH 519 EXIYO|LE 20| ZEE HIZEE AlHE £ glaLich

0 £01a0| MEZQ| ZtS EHH5H= F2I CONTAINS(path, "a"&E =&8& £ giaLict
« ST HIH HEE EES HILE = JUSLICH HEE EES H|DE m MO =2 5lLt 049
MYEE 220 gdS3tE 2RO HFAE FI7IE &= UK d535tE EHEo| gt Ao 28 =

£ &Lt

r

0|2 E0{ MHE BEE H|WStT signedFieldl = signedField2 =& value IN
(signedFieldl, signedField2, ...)O0|CH3H #HE2IE &= U&LICEH

signedFieldl.A_ = signedField2.B_O0f CiEt H 2ol olsf MHEE £21 &S 3E 2RO

HMFAIE H| g == U&LCH
« field BETWEEN a AND b, 0i7|M a &l bE MEE BEQL|Ct &
O|M o] MBEEI EEo| MEHXo 2 F7UI8r 4 QIX|OF &5 51 E ZE o

LICH

OII

=3 Hiziol Chet Aol ZEHATIE 2 RO HEAE Tesior HLICH o2 Soi, 5 Jhel T
encryptedField & signedField25H Z4 compoundBeacon2 —TLM?_ 42 H|742
2|g mf o] & 220 cHal THE HFALE ZhstoF gfuct,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

ot % st 2to|E2 42| 2| 0|& 0| AWS Database Encryption SDKZ HZAE LR &LICE O]
OtLH M= 047%15| DynamoDB Encryption Clientol| CHEF ME & AE&Lct.

ClOIE{HIO| A0 AM 758t 2 E3HE F35HE{T AWS KMS HE X 7|22 AFE35HoF &Lt
AWS KMS AEHM 7|32 BIZEE E55t= O AFS /= OlolE 7|18 Md, ¢535 & siSELICH &=
gt H|7d2 M8ste ol A ElE HIAH 7|2 S8 ELICH HE|EHE o|o|E{H 0| A% B7H AWS KMS
HAEM 7|32 ME3t= B2 Z EIEo| Ol T3t 23ix| 7| H|Zd 717t U&LICH HE[HHE
ClO|E{H|O| A0 M &f S5 El C|O|E{E HE2|5tEd™ R elst= H|Zd2 M-gste ol AFSE H|AH 7| RI2

E Aldlof grLict XEAIEH LI& 2 the section called “AM 758 QS 51E 28t ASHN 7|2 ALY
CHHS XA 2.
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HE[EHHE O|O|E{HIO|A S| HIZH HTE Mol e FHE ZE EZ HIH S5, FHS ZE S

g H|Zd =58, H|Zd H™ 2 keySource2 X|HELICH HIZ 7| AAE MultiKeyStoreZ Ho|5tD
keyFieldName= Z & 3li0F 5tH, 24 H[Z4 7| FHAlof| CHEF FHA| =Hot 24 H|Z4 7| FHAlof| CHEE 2|
CH 7HAl 27|& Z &atoF & LCt.

MYE H|IHE M8 42 5T H|Z10|compoundBeaconList off Z & E|o{of & LICH MEE HIZA=2
SIGN_ONLY 2! SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE=of CHal S& st #2IE QIHA

S S#sts 3t Hiziol 3 REYLIC

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons (compoundBeaconList)
.version(l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.multi(MultiKeyStore.buildexr()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)

.build())

.build())
.build()
);

C#/ NET

var beaconVersions = new List<BeaconVersion>

{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,

EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{
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Multi = new MultiKeyStore

{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

}

}
}
};
Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName
keyFieldName= X|HEl HIHE CHE H|IHAS Mgst= Ol A E HIZAH 7|2 #&E branch-
key-idE XM#Est= HEQ| 0|2 HolgLICH

Hio|E{HIo|A0 M BZEE M= B2 i BlZ =0 CHE HIZAE MM5t= ol ASE[= HIZ 7|
£ AMY3lE branch-key-id7) O] 2=o0i MHEHEILICH

7|28 E keyField= O|O|E{H|O|A M BAIMoE XMEEIX| b= 7HEA HEQLICH AWS
Database Encryption SDKE= AtZ Aol &5 3E Cl|0|E{ 7|branch-key-idHIMHE AT =

L

| =
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g HIZd W MBE HIZHoA HEE 4 keyField UES HHol 2t 2 MEELICH &2 MY M
PE Zol22 IHEH keyFleld':> MYEE #2o 2 ZtFEuUc

molI

5 3t 2rd0f keyFieldE SIGN_ONLY EE= SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
ZIc 2 Z 8510 ClO|EH0|A EHEE BAIMOZE MHEE &= QU&LICH O|F A 5t OOl E{H|
O|A0 HZEE £ moiCh keyFielddp =822 branch-key-idE Z & A|740F LI

HE|E|ZE C|o|E{H| 0|A 2| HIZH 2{E|

keyFieldE Z&dlioF gLICH B2 =2 HIZHE HHste Ol M8 &=

HIZAE #{clsted™ HIZS R7A|Lrshe O]l 228 MAE H|H 7| Atz & AEE + JESE #Helol
I

key-1d§ X|Hatiof gLt ERlix| 7| ID 3ZXt2| EI'1E branch-key-id& A¥st= £IS5E 0]

=
=

A

2 XYE = gLt o3t 22 Yo = 32|of keyField2 ZEAIZ = UELICH

g gl

B2 =0l keyFieldE BAHME MHEStE XMEYSHX| b E, S8 HIZHo| HHEE BE2

EkeyField2 Y Z& A = U&LICH keyField MBE £ 20| HFLCh

0| € E01, 2= 2712} encryptedField & signedFieldE AF&35to4 S& H|ZA

compoundBeacon2 M45t2{H keyFieldE MY E S 2o =2 I & 5H0F & LICH O|F A 5t
compoundBeaconOlAM C}& #H2[E T = U&LIC.
compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

BE H|7

AWS Database Encryption SDKE EZ& 2 5§ H|712 AL&35to] AM 7t &5
3t &8 ME MBS ELCt. olz8t H|Zdol= st o4 ol &= 3tEl HETL ZFE|0]
OF ELICt. 224LF AWS Database Encryption SDKE &8t Bl AE STGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ZEOM &35 #4E 4= e HHE HI
A X|@gct.

MEE HIZie B REOR2 T £ JU&LICH keyFieldE BI2=0 WAMO 2 KMESHE X
Y5tX| &, keyFieldollA HYE HIZIS 445t 1 OIF A8 5t0 keyField MBE HIZdof
B 2|8 CHE HIZ! B stLtol CHEt #2i9 Aatshe S8 #2I8 Bhe + UsLch olE soi ot
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keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

MEE IS F4et= ol 30| 2™ MEE H[Z 87| MME XML
keyFieldoil A 2% 2{2[5t7]

233l keyField 0| keyFieldE X5t B2 E0 EEE BA|Mo 2 X{&EF F2, HI
ol Z{z|et H|71e| HelE Aftste 57 HelE teE = U

keyFieldoM ZH 2{2|st =& MY & A&LICE o

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS DynamoDB& Database Encryption SDK

Z2ot0|ME & ¢ 535 2to|= 2|2l 0|F 0| AWS Database Encryption SDKZ #HZE E[}&LICEH O
FHetRF OHLH M E 04715| DynamoDB Encryption Clientol| CHEF ME & A& &Lt

>
Ol

WS Database Encryption SDK for DynamoDB&= Amazon DynamoDB Ad7|0fl 22I0|¢E & ¢t 5 3}
ZEE = AE AZEQ 0] 2to|E2{EIRLICH. AWS Database Encryption SDK for DynamoDB&=
A LSS E MBotH =8t &=t Olo|EHe| AzElEE EE st M Z&8 e =2 %

7 YEiel 52 CIO|EE =350 Uit HIAE H|O|EHHE AWSE X
= ol =&0| Euct.
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® Note
AWS Database Encryption SDKE PartiQL2 K|35 x| f&L|Ct.

DynamoDBO{| A E|O[ 22 &5 2ZLICt ZF &§52 &4 ZZLICH ZF &0tct o|F1 2L0| U&E
L|C}. AWS Database Encryption SDK for DynamoDBE &4 /2 ¢ 5 3l&
gt MBS HAELICH HEstE £ 2t 235 21| MBof| Z& & &4 22 XI™ELICH

}OI'

stEl e, 2CI0|ME dx| A Fdof et XIH, AlEete Ol &0 &l

ol ol FroME &
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« AWS Database Encryption SDK for DynamoDB A8 7ls8t =2 72

« B74Al DynamoDB Encryption Client

161


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.TablesItemsAttributes

JHeER 7Hol=

AWS Ll O|E{H|0]A 2f 55 SDK
ZE0/MES U MU & ¢35

I 2to|2242]2] 0|& 0] AWS Database Encryption SDKZ HZ L]
X."_l_ol‘l_ltl.

AR&LICE O

B AEE

OlIE & k&
75| DynamoDB Encryption Client0od| CH

M&ot7| ol E|O|E TIO|HE &
EgCla30 E2te ™ E|

AWS Database Encryption SDK for DynamoDBE G| O|E{H|O|AZ %
Z 3t K|ErLICt 3 X|2 DynamoDBE E|O|E
FE X7t EllO|S 0l HMAE [ |5 3t6t= M & ME OO &

Z3lsl= 2EI0IUE & 2335
OlE2 ME8At 227 ¢335tm M8
3 7152 M3 FLc.
DIzt ot o Z2|Fo|Mel 2ot @7 Abgol 2t g2t &L|CH DynamoDB
Z3E 2T MEY = JUELICHL 2355 LU MHE
2l dEfE CIAISHX| 25t0H, O|F

£ Clo|E{e| BIH T

MEAStE &

£ AWS Database Encryption SDK2+ A%} Ci|O|E{ &

£l & =2 DynamoDBZ T&5t= A< DynamoDBE =52 £E5 2l &

&£ 2t2 7l LRl Eo|8 5B BFX|ELICH.
dH = XMZ& HIo|E & &35t
DynamoDB& Ef|0|E& C|A 30l E2tE [ DynamoDBOIAM EO|E S AMXI Z2H & E 3551 AFS
X7t ElO|Z CllO|E{of| MM AE M SE 5t MY S Y3 MH & 535t 7|52 R LC

202 Hlo|E{E HTTPS ¢z S
ChAl €

504 DynamoDB2} 4 _%_ Kt 6}'— A 7|2xo
0il M 3= El CHS DynamoDBO| ME £|7| o

AWS SDKE A8
DynamoDB Q=

to S5EELch X%

ME ol =5tk
S sHE LY.
- &35t 7| M3. DynamoDBE ZE E|O|22 HMHE M FHSH &35355
CIO|E &E35tE 435t MLt HIEHSHE &= eigLct
- DynamoDB= %3} 7|& PHED B2[gfL|Ch Z B|o|2 2] I ] 7|= AWS Key Management
Service(AWS KMS)2 53 PEIXI ore AENZ W 7|X| b= AWS KMS keyE B3 ElLIC} 7|2%o
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AWS Database Encryption SDK for DynamoDB= Amazon DynamoDB OH%EI?ﬂOl* E2OZ EH

5| MAIE 2clo|¢E & ¢33 2holEB{2lLICt Amazon DynamoDB._ S Z2ZQ Ho|=ol
O|E{E MEELICE ZF &2 &4 2ZULICH ZF &-gotct o|F1t 240| A} &LICH. AWS Database
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AWS Ll O|E{H|0]A 2f 55 SDK JHerRt 7Ho|=

|2 £0{ 0| &S0iE example L test 40| ZEELIC

'example': 'data’,

'test': 'test-value',
example £d2 L= 3I5tX|CF test SH2 S 355HK| fo™ Ant= Ot Z&LICH ZE5HE
example £ Zt2 =Xt 0| otl Ol | O|E{ I L[CE.

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xedX\xfO@T\xcb\x9fY
AX9F\xF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'
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E|X| et =X EQlELct a2l Zeto|HE| 7|18 AlEEt CHS Y5 3tetE{n 5t E2H0[AE 0l A
of |7} g grLCt.
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® Note
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7t HE EHIAE

CtE ZE ZZR HAE 58 M43, DynamoDB H|O|= 253 FHO 2
DynamoDbEncryptionTransforms AMH[AE &o|st1 & AIE35t01 7t&f EET| of&f £ Hd
5t=X| ResolveAttributes &Qlst= WS EoiELICt

Java

M Z = ME: VirtualBeaconSearchableEncryptionExample. java & %=

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();
vf.put("stateAndHasTestResult", "CAt");

assert resolveOutput.VirtualFields().equals(vf);
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C#/.NET

MA ZE MEZ: VirtualBeaconSearchableEncryptionExample.csE & X 5HM 2.
VirtualBeaconSearchableEncryptionExample.cs

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" },
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
};

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
I

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = itemWithHasTestResult,
Version = 1

};

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that VirtualFields has the expected value
Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");
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Rust

MA ZE MZ: virtual_beacon_searchable_encryption.rs& & X 3tAM| 2. https:/github.com/
aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
searchableencryption/virtual_beacon_searchable_encryption.rs

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),

1)

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),

1)

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify the configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
.version(1)
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.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");
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// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();

final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);
// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();
cbs.put("last4UnitCompound", "L-5678.U-011899988199");

Hi
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assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/.NET

MA| ZE ME: CompoundBeaconSearchableEncryptionExample.cs & &

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue("011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

b7

var resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon
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Rust

MA ZE MZ: compound_beacon_searchable_encryption.rs& & Z5tM| 2. https://github.com/

aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/

searchableencryption/compound_beacon_searchable_encryption.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::S("9ce39272-8068-4efd-a211-cdl62ad65d4c".to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::S("011899988199".to_string()),
),

1)

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
Dlet compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
assert_eq!(
compound_beacons["last4UnitCompound"],
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"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon
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AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

o NI Z=H
o M|

« DynamoDB& Java ECI0|AES 455t BtO|EHE AHS

« Java oA

+ DynamoDB-& AWS Database Encryption SDKE A& 35t 7|& DynamoDB E|O|& +4

+ DynamoDBE& Java 2cI0|MES 535} 2to|28{2| ™ 3.x2 Oto|z22f|o|M

HZE 3.x2 MAx|st7| 20l DynamoDB& Java 22I0|MEE &5 35} £lo|E2E2le] AR Ch21 Z2 Al
M T MEO| JeX| ZelgtLct

Java 8 O|&fO| E B LICt Oracle & AFO|EO|AM Java SE Ct2 2 E 2 0|S§ CtS Java SE
Development Kit(JDK)E CI2 2 =504 A x|&LICEH

Oracle JDKE AF&3t= 4 Java Cryptography Extension(JCE) Unlimited Strength Jurisdiction
Policy File® CH2 2 =504 Mx|aoF & LICt.

AWS SDK for Java 2.x

AWS Database Encryption SDK for DynamoDBO{|£ 2] DynamoDB Y E ZE0/ME ZEO| EHR
2 LICE AWS SDK for Java 2.x. %] SDKE dx|5t7{Lt O] ZEEF AX|E = UA&LICH.

HZ Ldo|Eof CHdt REAIEE L2292 A 1.x0M 2.x2 Oto|18|0|ME AWS SDK for Javazt
Z35HMIL. AWS SDK for Java

AWS SDK for Java = Apache Maven2 S3dll A& == AU &LICH A AWS SDK for JavaEE =
dynamodb-enhanced 2 E0i| CHEF SEHS Mg = U&LC.

Apache Maven2 AWS SDK for Java A& 3504 M x|

« ™A AWS SDK for JavagE SEH2E 7t 22{H pom. xml Tt of MRASHA| 2.

+ AWS SDK for Java0llA Amazon DynamoDB 201 CHa{ AP SEMHS MMSIe{H EE 2=
£ X|H5te X|&E MELICH groupIdE software.amazon.awssdkZ, artifactIDE
dynamodb-enhanced2 A& &L|CH.
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https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

® Note

AWS KMS 7|2 EE= AWS KMS AIS X 7|22 M85t B AWSKMS 28
of et SH T MAMaHoF & LICH groupIdE software.amazon.awssdkZ,
artifactIDE kmsZ A& ghL|Ct.

Ctg WS 2 DynamoDB& Java 2Ct0|HE S ¢ 535} 2to|EHE2] T 3.xE HXIE = UA&LICt
Apache Maven AM&

Amazon DynamoDB Encryption Client for Javate CHS 44 2|9t &7H Apache Maven2 &3H

AEE + A&LICH

<dependency>
<groupId>software.amazon.cryptography</groupId>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>

</dependency>

Gradle Kotlin AF2

Gradle2 A235lHM Gradle Z2EMEO| 444 MMof Ct=2 2 F7}5104 Java® Amazon
DynamoDB Encryption Client0l] CH3t 588 MAE &= J&LICt

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")

PP
==

DynamoDB& Java 22I0|2E & &
sdk-dynamodb GitHub Z|ZX|E2IE SA|stHL CIR2 2

S5t 2to|E2|E MxI5t2i™ aws-database-encryption-
X =huct

SDKE Mx|8t 20| 7}0|= 9| || Z =2} GitHub2| aws-database-encryption-sdk-dynamodb Z|Z X|
Eglof /= Java OXE A T{ETHAM AlZFEFLICH
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https://maven.apache.org/
https://gradle.org/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

DynamoDB& Java ZEI0[HEH 535} 2t0[EHE| AFE

2elo|E & ¢ 53 2lo|= 222 0| 0| AWS Database Encryption SDKZ B3| &LIC}H O]
Wt Kb LA E 09713| DynamoDB Encryption Clientoll CHgF 2 & XIS &fLct.

O] £X|0{ = DynamoDB& Java ECt0|MES 535} 20|22 T 3.x2| UL 7St i Zel
20 CHaH e Lch.

DynamoDB& Java 220/ E & 2t 53} 2}0|EHEIE AHESEt T2 2ol CHEt REAIEH L2
GitHub 2| aws-database-encryption-sdk-dynamodb Z|ZX|E 2|01 U&= Java X Q! Java (X E & X
StM 2.

=HA
- 2 s e

« AWS Database Encryption SDK for DynamoDB2| <43 & ¢4

=
AWS Database Encryption SDK for DynamoDB2| & & 3} 44

« AWS Database Encryption SDKZ &5 C|0|E

3040l AWS Database Encryption SDK for DynamoDBE &5 &t 33t T+ lLICH DynamoDB&
Java 2EI0|UEH ¢ 53} 2t0o|EEE| T 3.x & ALE5toqd O Z2 WS E DynamoDB E|O|=
st=2 of 53l ME =0l gl 2558 £ QAL

y 41 2 =2 T AAHE

DynamoDB Enhanced Client

DynamoDbEncryptionInterceptorE& At&3t04 DynamoDB PutItem 0] 2t E2I0|ME
E0M S22 ISR 453561 MESES DynamoDB Enhanced ClientE A"%E* = A&
Ct. DynamoDB Enhanced Clientol A= F=440| 2 &l Cl|O[E ZEHAE AIE36t0 £ &S Haolg
£ Ql&L|Ct 7S 3 DynamoDB Enhanced ClientE AF& 3= Z30| &L LY.

DynamoDB Enhanced Client= A4 7 S8t & 5 3H& X|®5HX| et &LiCt.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

® Note
AWS Database Encryption SDK= S8 &40l CHet A2 X[H5HR| b &L Ct.

¥l +Z& DynamoDB API

ol

DynamoDbEncryptionInterceptorE& At&3+0{ DynamoDB PutItem 270 izt F2t0|HE
FoM &I AS2E YE5tetT MESESF 512 =& DynamoDB APIE T+EE = JU&LICH

o =

AM 7tsEr 558 ArEsted™ 5t & DynamoDB APIE Ar&3lioF & L|CtH

5t¢| =& DynamoDbItemEncryptor

52| ==& DynamoDbItemEncryptor0|A= DynamoDBE Z&35tX| &t E|O|E % e
ot $3tstn MY EE 5315t &QIgHLIC DynamoDB PutItem EEE GetItem RS 3HX|
of&LIct o & 01 52 =& DynamoDbItemEncryptors Ar&3t04 0|0| A4 DynamoDB
=g FY 2556t #QlE £ laLnt

?| =% DynamoDbItemEncryptor ZAM 758t &= 35t8 XI5HK| oL&LICH

i
ol

[e][]
-

® Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &3} &S AtS5ted
™ AWS Database Encryption SDK H{% 3.3 O|& 2 ALS35HoF & LICH & &£
5t Ho|EH 222 YO0|ESH7| Toll 2 £ ElHo| A H™S HiEZ Eh L
CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
59l =& DynamoDB API EE= 59| &=Z DynamoDbItemEncryptorS AISStE B2 M &g
£502 Ho|slok gfLct. DynamoDB Enhanced ClientE AI&5tE B2 £ &g 8522 Ho|
Sst7{Lt F=A40| &2 Cl|o|E| EE|AE AFR610{ TableSchemaS MAsh 4= QI&LICH A ZZMHAE
Che3tsted™ FM0| 22 ClOo|E EeHAE ME35tE 0| E&LICH FA40| H 2 Ho|E A E A
85t= 4 ZAE § HHot D2lst™ Folct



https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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® Note
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7440 2 GlOJE] 2aHA AS

F=Mo| 4 &l olo|e EeiAE AF& 304 DynamoDB Enhanced Client 2!
DynamoDbEncryptionInterceptor0OiA &4 &S X[ ELICH. AWS Database Encryption SDK

for DynamoDBE &d 82 Holsts £& DynamoDB E£8 FHE M85t 82 ESsteE Y'Y
£ ZAdgLch 7I2Me 2 7|2 FI(MBEXIE dZ5tE|X| ofZ)E Melstne ZE £do| &3t
MBELICH
(® Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &= 3} 242 A& 35ttd
™ AWS Database Encryption SDK H{7 3.3 O| &2 A& 3H{oF & LICH & =
Fot== Clo|lE D2 E HH0|Est7| Hof| Z= E[HH| M TS BHEZEfL
CFSTIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

DynamoDB &4 &l 220|1E F=4d0f CHE XMl?_ X| &2 GitHub2| aws-database-encryption-sdk-
X|E 2o SlmpIeCIaSSJavaE Z3MR.

Zl2xMo=z ZEto|HEl 7| 482 MBEIX|E 2 E5HE|X|= 2L H(SIGN_ONLY) Ct
EDE&M2 d58E|T MEELICHENCRYPT_AND_SIGN). 48 2 Mo|5tH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTI}IE|M & 24 £ 4 oof &L
CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. o 2|& X|’H3l24™ DynamoDB

& Java 2EI0|HEH &5 3| 2l0|EB{Z|0l| Mo|El 53t FMHE AFSELICE o

E E0{, Y & Moi MHED MB5t24™H @DynamoDbEncryptionSignOnly 49

2 MEFLICE 8§ &S50 MBetD &5t HHAE ZESIE{HE AFSE L
Ct@DynamoDbEncryptionSignAndIncludeInEncryptionContext. 58 £40| MEE|HL} &
S 5HE|X| T & 52424(DO_NOTHING) @DynamoDbEncryptionDoNothing £442 At &LC.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

® Note
AWS Database Encryption SDK= S8 &40l CHet A2 X[H5HR| &L Ct.

Cl= o N|of A= ENCRYPT_AND_SIGN, SIGN_ONLYZ! DO _NOTHINGH A %fed2 Molste= Ol At
&= FME Eo{ELICH E Holste Ol A8kl FME E0iF = of&l= SimpleClass4 java&
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE Z5tAIL.

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute?2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

0| 22 ClO|E ZEHAE A8 Stod Thg 2= Z2Hofl EAIEI 2R TableSchemad A438HLICt

M

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

S HUE =522 X|Hst2i™ 0|F-2f Ho{7t £ o|Fo X[HE 22 LIEILHE= Map ZAE Bt
EE.L_|
=

L4 & 58et 0 MYES TS ENCRYPT_AND_SIGNS X|HELICH £42 MYSHE| 53546t K| of
= _ 38tL|Ct. £ K|ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT3t0d &4
off MESID &S5t HEAEN| ZHEHELICH MESIXK| fom £ AS5SHE £ QELICH SHE F

OE|M &l 329 £ A2 SIGN_ONLY EE= & 5tLtoqof &L
CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. 4 2 9|

ol
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—
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AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

SIGN_AND_ INCLUDE_IN_ENCRYPTION_CONTEXTIIE|Md Q! X34 &M o4of &L
CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

(® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT & &3} &S Al
4 AWS Database Encryption SDK & 3.3 0|A2 AF&3HoF &fL|C
ot f olo|H 222 Holo|ESHZ| T 2E 2ol M HA
CHSTIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

= H

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attributes4", CryptoAction.DO_NOTHING);

AWS Database Encryption SDK for DynamoDB2| & 5 3t 4

AWS Database Encryption SDKE A8 35tE &< DynamoDB E|O|E0] CHEF 2535t 7 MHE S
2 Holaliok gLICt &= Mo HRE 2 5 Y2 +52=2 HolFl=X| otLH FA0| &l
ool 2eHAE AH&stod HolF=Xo et et &Lt

CHE AL|Z!E2 DynamoDB Enhanced Client TableSchema& At&3t= DynamoDB Ei|0|2 &5 3l 7
dg dolotn 1 Re MFAR HolE MBEIX| 22 £488 s{SELc

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

HashMap<>();

tableConfigs.put(ddbTableName,

DynamoDbEnhancedTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)

Java 188


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html

AWS CI|O|E{H|O|A & 33 SDK JHerxt 7ho|=

// Optional: only required if you use beacons

.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())

.build());

=2|H El|o|= ol

DynamoDB E|0|E 2| =2Z[* H|0|& 0|E.

=2l B0|= o|§2 E|o|20 MEE ZE Clo|Eo &&= H RIS k|0 DynamoDB 52 MY S
ZHAstELCH 2535 M4 E *ME Hol& [ DynamoDB H|O|E 0|§2 =Z|X H|O|E 0|§22
X85t 2ol E5LICH & €2 =2lM B0l 0|52 xIdstioF &FLICH S5 &0| I3 5tedH
=2lH B0l o|&0| gz &tofl X|HE ol YUX[sHoF F LIt 24240 A DynamoDB EIO|EE =
28t = DynamoDB H|O|E 0|&§0| HEL|HElT =2|% E|0|8 O|§ 2 M S5t 5= 3} 2ol M
ElO|E 2 A& AME = A&LICH

& A ZH210i DO_NOTHINGE EA|
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I
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S5ISE PAY MToIM MQEls 42 FE0lIEoH Y2 BetolEE OHE BE &
Ao| Mol Tt o] IChD 7hELCH O OhS BlZEE 253518 [ Sa2to|IE L &Qlsf ok
M RIYE HSE PAY 44 Solk PAT S48 ZHELICH 58T SAY S40IM

HE MHE + ei&Lich

rrome o
P 1S

£ DO_NOTHING £42 LtY¥ste= HIYE BHE0] FMHE 8 £92 BAIMoE Holg = UE
LICt. DO_NOTHING £49| O|& 2 XIHE M TR HMFAME XIH5tD Ol HFALE A835to 7
ME &£M82 Zeto|HEH L& £ Q&L TR MFAME X|™Hste ZAo| E&LULC ofF
A 5t LES ol Ml DO_NOTHING £ F7t5te Z2MA7F EradiX|7| IHEQILICH REMIEH LES

Aol MFAME X|HSIX| ot B 2CI0|HET 253 Al MBEX| ot A
= allowedUnsignedAttributes HIZEE T &
olALICH HIE Al EIQ 3t ZHooi|pt 3|2 % MHEE|X| ot2 A2 WA|X{o 2 Xo|sHoF &L}

HM Jtset A58 E= MEBE H[ZAZ AL 8tt{™ SearchConfigE XIHafioF & LICH
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS CI|O|E{H|O|A & 33 SDK JHErx} 7Ho|=

YTEIE MER (M ALE)

algorithmSuiteId2 AWS Database Encryption SDK7} AH235tE & 1E|& MEZE HolEL
Ct.

OA o2& METS BAMSE X|E5HK| &f= & AWS Database Encryption SDKE= 7|&

gdreEMNEZS P%E*LII:P 712 dnE|E MEZL 7 E&, CIXIEH MY 2 7| 723} &7
AES-GCM £ 1 E2|&E MEELICE 7|2 41 2|F MEZO0| HEEL| o EZ (7 oMo MEE 7hs
ol =X|2F i~ _I_El7< MEZES HEE s JELICH o|E S0, Y8 ME 2E2 C|X|E A
Ho| e dNEE MEZE ZSEE &= U %LI Ck. AWS Database Encryption SDK7} X|¢45t=
2dTEE MEZo CHE REMIEH LHE 2 MM E EZSHMIQAWS Database Encryption SDKO{[A X|

HEls gduglEd dES

ECDSA CIX|E MEO| gi= AES-GCM ¥ 11 2|E MEZE MESIE{™ E|o|Z F =3t ol Tt S
IAE ZZtg EZEfefLich

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

AWS Database Encryption SDKZ &
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AWS Database Encryption SDK& & &3t HLE HEE & Foi Cial ddb:Updateltem2 K| 5HX| &k
gLICH &3 3HE|HL MEE & =2 YI0|ESHE{™ ddb:Putltem2 A& 3HOF B LICE PutItem "8
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AWS Database Encryption SDK {7 3.0.0 & 3.1.00|M= HE 8 £4d8 2 HolstH MEQ]
SIGN_ONLYZ oI M3E =MU2 EHASHEL + DynamoDB= && 2| =ME EESHK| b &LICH

2hM FIEre Zorsts $20| MY HB0| AmE 4 aLic Zg 40 S8 zhol ZaElof
&

Of Zt0| AWS Database Encryption SDKO|| MZEl A0} CHE =M Z HHE

Hete & 2| MY H 350
Al gLt
(® Note
AWS Database Encryption SDK HHT1 3.1.1 O|& 0= 2E ME |3 £489| 22 Hstst
S = DynamoDBOi| 7|5 & 0t St =ME 22 212 = U&Lch
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
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DynamoDB E|O|E & OFE=|':'=| 7|E EIO|E 0l {7 3.x F7t Ml % SE YIS
=

. DynamoDB Enhanced Client A&
Z DynamoDB AP| Al&
Z DynamoDbltemEncryptor A&

e 5t

>

e 5t

DynamoDB Enhanced Client AH&

ClS oAM= DynamoDB APl & 2| 22 2 DynamoDB Enhanced Client2t AWS KMS 7|28 Z &5t
DynamoDbEncryptionInterceptor2 AI&3+0{ DynamoDB E|O|& =2 ¢35 55t= WHE 2

o1F L|Ct.

DynamoDB Enhanced Clientoi M X|#El= 2E 7|22 AHS8E = UX[EH 7t
StLHE AH8 3t 20| E&LICH

olr

st AWS KMS 7|2
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS Ci[O|E{H| 0| A 255 SDK

® Note
DynamoDB Enhanced Cliente= 24 7t 58t & S 51& X|2stX| et &LICE ot =&
DynamoDB API2} &7 DynamoDbEncryptionInterceptorS AL&35t0o{ M J7ts58H ¢

§|_§ |.9_o|- A oIAL|E|._

ok

AAEH

M| ZE ME E7|: EnhancedPutGetExample.java

1CHA: AWS KMS 7|2 M A

3} KMS AWS KMS 7|
tod 7|2lo0| EF 2|1

Hil ot

= =
)

CtS Ao MHE CreateAwsKmsMrkMultiKeyringE AF&35H04 L
S AL

2 7|28 Mgt 0| CreateAwsKmsMrkMultiKeyring

o= ood

7|2t CE 2™ 7|18 25 SHEH MEE + [U&Lich

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput

CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring =

matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

2EHA|: =4o| E 2l olo|e iAo M Elo|E A 7(oF Hd

CHS oMM = FA0| 22l O|0|E] 2eAE AF23510{ TableSchemaE PHSLCH.

FMo| &2 ClolE| EeiAt £ ZYE SimpleClass.javaZ AF& 3504 HolZiCt

o| ol X0l M= S
T IPSELCH £ HYoll =ME Che Yol oieh REAE X|H2 F40| S 2 Ho[E Zei4 A
22 #xsAMR.

(® Note

=% & Mo CHEt =AS x|5HR| or&LCH

AWS Database Encryption SDK= &3 &4

final TableSchema<SimpleClass> schemaOnEncrypt
TableSchema.fromBean(SimpleClass.class);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

3CHA|: Al L|F 0l A|Qler &4 & o|stL|Ct.
ChS Ao M= 2= DO_NOTHING 2440 TR8H MEAH":“E ZQICD J}Est T
A5 HEE MHEE|X| S 548 HO|ELICH. ECI0|HEE HFA 7" "2l 2 E Z—‘T"S‘ o

|
O] MM MelElctn 7HE gLt REAMIE L& 2 Allowed unsigned attributes EHH2 & &34
Al2.

final String unsignedAttrPrefix = ":";

I YERUYE

}OI'

ATHA: &t
CHS oAM= DynamoDB E|0|22| &5 38 442 LIEILHE tableConfigs M Mo|gtLCt

O ofxl|o{ A= DynamoDB E|0|E O|§& =c2|& H|0|= O|§2 = X[HEELICH ¢f
Ho|g M DynamoDB H|O|& O|§ 2 =c|X H|0|2 0|§2 & X|™st= W0l E&LICEH
22 AWS Database Encryption SDK for DynamoDB2| &t 33| 714 Bt S R X5 AIAL.

® Note
AMIIsE 233t 2= MBE HIHS AL85te{™ & 28 70| SearchConfig2 &

st 2
&rslioF &hLct.

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

5E7: DynamoDbEncryptionInterceptor &4

CHS ofl Mol A= 4EHH 2] tableConfigsE AFE 804 AH

S Ol=

DynamoDbEncryptionInterceptor2 Bt=LILC}.

final DynamoDbEncryptionInterceptor interceptor =
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DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

6EHAl: Al AWS SDK DynamoDB ZC0|E 4

CtZ oMol M= 5Bt Hlinterceptor2|& A& 3t0{ Alf AWS SDK DynamoDB Z2t0|EE M4
gruct.

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

7EH7: DynamoDB Enhanced Client 243 3! Ef|0|& A4

Ct2 oAM= 6EH A0 A A8 AWS SDK DynamoDB client& AM& 5104 DynamoDB Enhanced
ClientE st 40| £ 2 H0o|E{ FEAE AFE5t0] EHIO|ES MderLICt

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

RAPL

tol

8EH7: Eo|2 &= &3

CtZ ol Ml= DynamoDB Enhanced ClientE At&3$t0{ DynamoDB E|O|E01| =& FItefLict &
£ 2 DynamoDBZ M& E|7| ol 22I0|MESM 2531 MEELICH

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(Q);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

Java 194



AWS CI|O|E{H|O|A & 33 SDK JHErx} 7Ho|=

table.putItem(item);

2| &=Z DynamoDB API AL&

[e]l]

2| =& DynamoDB APIE At8 304 DynamoDB PutItem

CHS o XMl= AWS KMS Z7|2l0| Q= 5
deg Ho{ELICE.

=
Mo Z ZCIOIMESHM E=2ES XS0 2 A55H5t0 MHSH=

t= 20| E&LCH

ol

XeEle 2E 7|28 A8E = UXRIE 7S5 AWS KMS 7|3 & SHLHE ALS
MA 2= ME H7|: BasicPutGetExample.java

1CHH: AWS KMS 7|21 M A
AE235t04 CHE & Z 3 KMS AWS KMS 7|

CtS oMo MHE CreateAwsKmsMrkMultiKeyringE
g|.|:|=| 9|E|o| |:|-OI E|x—|

=
2 7|28 M-EgLct O] CreateAwsKmsMrkMultiKeyring &S A8

7|t Ot E 2IT 718 25 SHEA ®ME[E = U&LICH

final MaterialProviders matProv = MaterialProviders.builder()
MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring =

matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

2B &4 B 7

ME &4 Y2 LIEHL = attributeActionsOnEncrypt

&=oil cHet S 3

T

o Aol = Ello|
HolgrLct.

Ct

oOH
=

mo ojo

@ Note
CHg ROl ME S48 2 FHolstx| efa

- 1o=2

CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &AM X|HHéle= B TE|M 4l 3424

&AM 040fF &L|CFSIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/BasicPutGetExample.java

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

3EHA: AR M Mle 48 HolghLct.

CHZ oMol A= 22 DO_NOTHING £40| nR8t HFA % SRECLD 715t ol HFAE
A&3to] 8 E MBEIX| 2 42 Holgct. 2o MSFAZE "l 2E &4 0|8
O] MEHo|M MelElcta 7HE gL ct REA[EH LHE 2 Allowed unS|gned attributes EHd2 & A5 4

Al2.
final String unsignedAttrPrefix = ":";

ATt7|: DynamoDB E|O|2 ¥ E 3} 74 HO|

CtZ odlXl= 0| DynamoDB EH|O|E2| & &35t 442 LIEtLH= tableConfigs Y& HolgLICt

0| of|M|of| A= DynamoDB El[0|Z2 O|§& =c[A HO|= O|§E2 & X|™erLCt.
M olg [ DynamoDB E|O|Z O|§& =2|X H|0|E O|§2& X|™E5t= WOo[ &
82 AWS Database Encryption SDK for DynamoDB2| &t 33| 714 Bt S R X5 AA2.

(@ Note
HAM bSOt S5t EE MPE HITS 52T %5
2fsifof gfLICt.

tol

I #40J = SearchConfig2 X

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
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tableConfigs.put(ddbTableName, config);

5%H7|: DynamoDbEncryptionInterceptor 4

CtZ olMl= 4EHAH Q| tableConfigsE A& 304 DynamoDbEncryptionInterceptors 44
gruct,
=

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

6t AH AWS SDK DynamoDB £20|E MM

CHZ oMol AE 5Bt Hlinterceptor2lE AF25t04 Af AWS SDK DynamoDB 22I0|HEE MA
glct
=

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

RPN

tol

7%7: DynamoDB EIO|E &5 &35

CHS olMlE ME Eolg8 &=2 LIEHHE item ME M5l 1 siE &S S DynamoDB Ef| 0|20
B x| LICt & =& DynamoDBE ™M&E|7| Mo 2EI0|HEFM g8t E|1 MBEELICH

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("0").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();
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final PutItemResponse putResponse = ddb.putItem(putRequest);

52| =& DynamoDbltemEncryptor AFHS

Ct= M= AWS KMS Z7[2l0] /= 3t =& DynamoDbItemEncryptor2 AL&3t0{ HIO|2 &=
2 &Y &5 3tstn MAESHE W2 Eo{ELICt DynamoDbItemEncryptor= DynamoDB E|O|2
off &= 2 uix|5tX| et &LCt.

DynamoDB Enhanced Client0il M X|2#El= 2ZE 7|28 AL e = UX|E 7t 58HH AWS KMS 7|3
3 StLHE M8ste X[ol E&LICH

(@ Note
&t 2| &Z& DynamoDbItemEncryptor A 7153t ot 5 518 X|&tR| et&LICH 6t =&
DynamoDB API2} & 71 DynamoDbEncryptionInterceptor2 AL&35t0{ AM 7t58 ¢t

3tE ALY =+ &L

HL

M Z = MZ 27| ItemEncryptDecryptExample.java

1CHH|: AWS KMS 7|2 A4

H&! eF & 3 KMS AWS KMS 7|

CHS oMM E CreateAwskmsMrkMultikeyringE AFE35H0d O
g2 AL8StH 7|>2lo] B 2|

2 7|22 MMEfLIct 0] CreateAwsKmsMrkMultiKeyring

o=

7|t & Bl 718 25 SHEH #MElE + U&LCH

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

2B 44 Tl T4

CtE oMol M= EolE &S0l gt ME 54 51dE LEHMHE= attributeActionsOnEncrypt

™S HolgfLct.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/itemencryptor/ItemEncryptDecryptExample.java

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

@® Note
CtE oMol ME S48 2 HolsHX| et&L
CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT £M& X|H3sl= < mtE|M & H&
&M 040k HL|CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

3CHAH|: A|ZL|R oI MQEt &4 & olstL|C}.

Ctg oMo M= 2 & DO_NOTHING £80| T/t HFA":“E S|/ ECtn 71H5tD o HFA
A835to1 318 E MYBEIX| ot £ M2 HolghL|ct Eet0|MEE HFAZI": "l 2ZE £4 0|
O MEM Me|Elct 7H-E gL AFME LH& 2 Allowed unsigned attributes Bt & & =5t
Al2.

iy

> O

final String unsignedAttrPrefix = ":";

ATH7|: DynamoDbItemEncryptor 744 % 9

CHS ol A0l A= DynamoDbItemEncryptorl| A& HolgfLCt.

0| od| X[l M= DynamoDB E|O|& O|§& =c2|X H|0|Z2 0|§2 2 X|ZgfLIch
Molg M DynamoDB E|0|= 0|&§2 =2[X H|0|& 0|§2 & X|™dt= X[ol E&L
82 AWS Database Encryption SDK for DynamoDB2| &t 33l 714 Bl & ’E.*ZS%V;!MS’_.

n
§

final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
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.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

5Et7|: DynamoDbItemEncryptor 244

Ctg oMo M= 4EAH 2| configE At&3St04 Af DynamoDbItemEncryptor2 BHELICE

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();

6EH7l: ElOlS =2 MY A3 5tetT MBELICH

mjo

CtZ oAl A= DynamoDbItemEncryptorE AFE5to] &S52 Y 2556t 0 MBFLIC
DynamoDbItemEncryptor= DynamoDB E|O|E0| & =& Hix|5tX| L &LICH

final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalltem.put("sort_key", AttributeValue.builder().n("@").build());
originalItem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());
originalItem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originalItem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalItem)
.build()
).encryptedItem();

DynamoDB-& AWS Database Encryption SDKE AI23tT=S 7|Z& DynamoDB E{|0|€

t 33l 2lo|=22{2]2] 0|5 0] AWS Database Encryption SDKZ HHZAL|R&LICH Of
Z435] DynamoDB Encryption Clientodl CH8t HE & MSBELict

or= 3l ZlolE 2| & SILIE AF35tH 7|&E

7T 3.xE Z &304 DynamoDB& Java £220|¢1E 53l 2
StETME = UA&LICE o] FAoM= MR 7|E

0
Amazon DynamoDB Ei|0|&2 Zc}0|¢MES ¢33t

-
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DynamoDB E|0|2 0] {7 3.x& F7t5t7] flcll =&sHor st= Ml 7HX| EtAof CiEr X|EE MBS
Ct.

I

L

NS Ta

DynamoDBE& Java 2ZI0|¢MES &t 53} 2to|E 2] ™ 3.x0l= AWS SDK for Java 2.x 01| A
A& 5t= DynamoDB Enhanced Client7t 2R g L|Ct. DynamoDBMapperg 7|& A& 35t 8%
DynamoDB Enhanced Client& At&3t2{8 AWS SDK for Java 2.x 2 0+0|12|0|443HoF & L|Ct.

AWS SDK for Javal| {7 1.x0{| M 2.xZ 0+0|Z28|0|M5H7| XIREE [HEMIL.

%3 CHE DynamoDB Enhanced Client APIE AF& 3104 A|XFS17| X|RE [EM L.

DynamoDB& Java 22I0|21ES 53| 2l0|EE{2IE AT S o8 FA46H7] T
TableSchema £A40| &2l C|O|E| 2ciAE A HEstD 15 2ct0|HEE Md36HoF gFLICH

CH2 EHAHIE 223509 AWS Database Encryption SDK 22I0|HEJ} A SSIEI S22 oln £ £ T

g ZH|ELIc S HEME S iZ8 0ol ZEt0|UE = HEHM L HAE F5S 211 &L

Ch Elo|Z20 Z7|FE M &5 LdE36t7LE MBS X[= AX|E FE 8 E §=0| LIEILIE FA| 5%

st = UsLIct olet HEoE sl ZEI0|ME= M 30| A S3HE AlRE = JUELICH CHS
1l

BHZ TIdst7| ™ol 2 2|0l oS 88 Li&S b ZstjoF ZLict

ot s U MTE 44 2k, MTE 7B &4 2t PAIY S 248 Holsts 44 Mg THs
=2 FMo| 22 olole| B4 8 Yool 2t

DynamoDB &4 El Z2}0|21E FAof CHEr kM| X &2 GitHub2| aws-database-encryption-
sdk-dynamodb Z|ZX|E 2|0 M SimpleClass.javag & ZE M 2.

2o =2 Lpto|HE| 7| 42 MBE|X[E FE5tE|X|= 2L 2H(SIGN_ONLY) CHE 2E &4
&E5te| 7 MBELICHENCRYPT_AND_SIGN). 6i Q& X|H3t24™ DynamoDB& Java 22t0|

=3t 2tolEE{2lof HolE 453 FAMS ASELICL o|E E0{, §E 4o HBEIT
248 @DynamoDbEncryptionSignOnly FA0F AL FLICH &4 &80 MHEstD &35t
SNAE O ZE5HE{H @DynamonEncrypt1on51gnAndIncludeInEncryptlonContext
FMZ MNSELICH §Y S0 MBEHU 4 Z3HE[X]| E =5 5t2{T4(DO_NOTHING)

=Me

@DynamoDbEncryptionDoNothing FA2 AP%E*LJEP.

AT Jjurero N
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

® Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &M X|MHste B mEIM
ol 229 &M 040k LICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
Hol|gl= ol Ar8 &l M2 Bo{F

— T=|=E

iy yo

Z & 0X|= SimpleClass4.javag®
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT& Z3SIAMIS.

ol ofiMl= Z=A10| THEl H|0|E] ZEHA AL MM AT EAMQ.
MM MQIE 492 Xolst|ct.

CHE o|A|ol M= 2 E DO_NOTHING &80 1 R8t HFAI":“E SKECtD 71HstD ol HFALE
AE3510{ B E MYBE[X| 2 £ HolgfLIct ZEI0|HEE ™

=
=

X I:Al_jl_ “-"Ol E% _J_.|\_A-|

o
2 MM Me|E Ho 2 ZHFgFLC RHAIEH LHE 2 Allowed unsigned attributes B2 & &5t
AR,
final String unsignedAttrPrefix = ":";
3.7|12 44

Cl2 oMo MHE AWS KMS 7|212 MAsFL|CH AWS KMS
AWS KMS keys £ At235104 HIO|E| 7|E 244, o

fol

to

el

JHt

o N
to

ok T
L

o

O| oMol HE CreateMrkMultiKeyringE AF&36t0{ CHE 535 KSM 7|8 £
7|22 M8Lct. O] CreateAwsKmsMrkMultiKeyring &S AF835HH 7|2
ol C}= 2T 7|18 25 SHt=2A ®2lE £+ UaLich

=
= T AAE

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB H|O|E ¥ Z 3} 74 Ho|

CtS ofXl= Ol DynamoDB Ei|O|2 2| &£ 3} 71 4E LIEILHE tableConfigs & HolgfLICt.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

5. DynamoDbEncryptionInterceptor &4

CtZ oAM= 3EtAH 2| tableConfigsE A& 304 DynamoDbEncryptionInterceptors 44
%I-L||:_|.
= .

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

2CHA|: 253 E|T HEE = M|

DynamoDbEncryptionInterceptor Tt430| it BIAE HAMS
Sk

Ste|n MEE =S £ = UZSE F{SELIc & =

Tt &M Zdg Ttttz M $#S8 25356t MEEILICH 22I0|HEE AR EIAE s=1} of
3T MEE 52 e2 = U&Lch

3CHH| 2 TIgst7| Hof| E|o|E2| 7|1E UHt HAE 322 25 A5 35stn MYHsHok ghLict 7|&
Ut EHAE SSS HEA F5357| e AP = JUe B X|EL 2E[= & LIcH AIAHOo
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DynamoDbEncryptionInterceptor AFE5t0] M{E Md&LICttableConfigs.

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();

tableConfigs.put(ddbTableName, config);

SEHAl: A& steln MEE FSE 27|

DE 58 2=355tT MY F0oi= DynamoDbEncryptionInterceptor #4o| U A E Y
Yol Hrllo|Esto] 22I0[UET A B S E|T MBE FFEH i1 & =+ QU F BfLICEH CHS HE A
g2 HHZSIE S2I0[UEE 1EH UM T8t S HUS Tttez M52 =536t n HEEL
Ct. 22to|HEE HZ3=0 MBE FFE 22 = A&

CtZ ol Al M= 2EHAH|2| HIO|E ¥ E 3t 7188 YOl|o[EF LT
FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXTRZ Ut HIAE XY HO|E UOI0IEF
ALt oM et HIAE HAME MHE = JU&LICH EE0|MEE 7[2XMeE 455tk MBE
50t ol1 &Lt O|O|EEE DynamoDbEncryptionInterceptor AF&3t01 ME &L
CttableConfigs.

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
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.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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TableSchema M&2 H XML,
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(® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT £4& X|Hsl= B TlE|M
ol &34 £ M T 040F & L|CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
E ™Moléte= ol Ar8El= A48 EoiF &= o|Ml= SimpleClass4.javag®
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE Z3tAMI2.
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public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName,
sortReadValue) {
// 1. Create a Keyring.
// This example creates an AWS KMS Keyring that specifies the

E
DynamoDBEnhancedClientE BHE 1 ZDRZE A Z EHo|22 MELICH

int

// same kmsKeyId previously used in the version 2.x configuration.

// It uses the 'CreateMrkMultiKeyring' method to create the
// keyring, so that the keyring can correctly handle both single
// region and Multi-Region KMS Keys.

// Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().b
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

uild())
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// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in

// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.

Java 208



AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()

);

// 8. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 7.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

// created in Step 8, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}
}
20 M HAloE = A
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public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
// DynamoDBEncryptor as you did in Step 1.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

M =21 allowedUnsignedAttributes
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// 2.

//

//
policy

//

//

final

// 3.
final
HashMap<>();

Update your legacy behavior to only write new items using the new
format.
For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

continues to read items in both formats, but will only write items
using the new format.
LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();

Create a DynamoDbEncryptionInterceptor with the above configuration.
Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

tableConfigs.put(ddbTableName,

final

// 4.
//
final

// 5.

created

//

DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);

Create a new AWS SDK DynamoDb client using the
interceptor from Step 3.
DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client

in Step 4, and create a table with your modeled class.
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final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,

tableSchema);
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();

st
=]
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final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();
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final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/
https://www.nuget.org/packages/AWS.Cryptography.DbEncryptionSDK.DynamoDb/
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/DynamoDbEncryption/runtimes/net/README.md
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-config-other.html#config-setting-awslogging
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-document
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-object-persistence
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-low-level
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EH3l= Z40| Z4LICH DynamoDB A 7|0+QF &4 EHQ4S 40|t M DO_NOTHINGE EAIE 2
E 54Ol &M 0|0 o] HFAIE ZEELIC

CHS 2% 222 NET 2CI0|HEE AFE35H0{ SIGN_ONLYENCRYPT_AND_SIGN,
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, 2! DO_NOTHING &
Ho{ELIC} O]l A= HFA":"E AFR35104 DO_NOTHING &4 AlEELICt

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ¥353} 242 ALE 35l
@ AWS Database Encryption SDK HH7Z 3.3 O|A 2 At&3l ok & LIC}
&5t S olo|EH 2RIS HUO|o|ESH7| Mo 2 & 2ol M HE S i Z &L
CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{

["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The
partition attribute must be signed

["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort
attribute must be signed

["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,

["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING
i
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CIS ZE 222 519 =& AWS Database Encryption SDK for DynamoDB APIE A+& 3104
I.
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DynamoDB El|0|£ & &3} T+ EE Holot 1 Ret HFALZ HolEl MEEIX| gf2 4 5188
Ct.

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: SearchConfig only required if you use beacons

Search = new SearchConfig

{

WriteVersion = 1, // MUST be 1
Versions = beaconVersions

13
tableConfigs.Add(ddbTableName, config);
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
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Ctg o0l A= DynamoDB& .NET ZZt0|HE & 2f 53} 2to|EEH2IE AFE 504 o E 2|70l
EO|E &52 Esstes WHE Eo{ELICE O B2 oME & oe{H(RH&lo|AH Z]045t248) GitHub2|
aws-database-encryption-sdk-dynamodb Z|ZX|E2[0AM NET (X E & EHAHIL.

CHS oMM E A X|X] &2 M Amazon DynamoDB Ef| 0| £ 0l A DynamoDBO{| Ci&H .NET £2}0|
1E & &t &35 2lo|2E{2IE THsts S-S 2oiFLICt EC0|UES 2S5 3HE ?IsH 7IZ Amazon
DynamoDB E|0|E& F45tE{™ 7|Z H|O|E 0| T 3.x FIt MM FX=5HMIL.
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CHZ oMM = CreateAwsKmsMrkMultikeyringE AF&35t04 CHE &F 33 KMS AWS KMS 7|
2 7|22 MMELICE 0] CreateAwsKmsMrkMultiKeyring 282 AME5HH 7|2l0| B 2
7ot CHE 2™ 718 25 SHIEA Me|" = U&Lich

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
2CHA|: 244 BHed 7
CtZ oMol M= HIO|ZE EFol et ME 54 212 LIEILH= attributeActionsOnEncrypt
A g Folghct.
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/net/src
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/BasicPutGetExample.cs
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CIS oMo ME A2 2 HOo|sHK| et&L
CISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT &£A2 X|HHéle B TE|M 4l 3424

&AM T 040F &L|CFSIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
%
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const String unsignAttrPrefix = ":";
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix

i
tableConfigs.Add(ddbTableName, config);

5EHAHl: M AWS SDK DynamoDB Z¢&}0|21E MM

CHS oMol A= 4Bt A TableEncryptionConfigs Q| A& 3104 Af AWS SDK DynamoDB £ 2}
O|IEE MdgfLict.

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

= 0 |12 &= LBt = item AFE H 2|5t DynamoDB E|O|Z 0 s
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var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "0" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('"sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

%

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

%

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

2EHH|: &4 THd T4

CtE oMol M= EolE &S0l gt ME 54 51dS UEHMHE= attributeActionsOnEncrypt
A g HolghLct.

(® Note
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/itemencryptor/ItemEncryptDecryptExample.cs
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var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
I

3EHA|: AlZL|FHoM FMQlE £A4S XolstL|Ct.
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String unsignAttrPrefix = ":";
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var config = new DynamoDbItemEncryptorConfig

{

LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
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var itemEncryptor = new DynamoDbItemEncryptor(config);

6Er7: EO|2 =2 XY ¥ E&stn MEBELICH

ok

C+2 oMol A= DynamoDbItemEncryptorE AF835t0d 852 &Y &5 ststn MBELICH
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var originalltem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

Iy

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalIltem }
).EncryptedItem;
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&M 040F LICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{

["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY

["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,

[":attribute3"] = CryptoAction.DO_NOTHING
i

2. Mol M RlQlg 4442 HolgtLict
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const String unsignAttrPrefix = ":";
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

i
tableConfigs.Add(ddbTableName, config);
5. M AWS SDK DynamoDB £2}0|1E MM
CtZ XMooM= 4EHTableEncryptionConfigse|& AF&3H0{ M AWS SDK DynamoDB 22t
O|ANEE AMFLCt

var ddb = new Client.DynamoDbClient(
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new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });
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Ut HAE SSS MEA F5367| o A = JUe B X|EL 2E[= & LT AAHOo
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AE 52 Alwsg{m 53| MEE | AWS Database Encryption SDK7F &= of £716HE
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CHE WA= 1B H S| Elo|E 2535 82 YOO|EFLICH et HIAE QHEIOIEE
FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXTZ dO|O|EdHoF & L|C}. O Az aldt
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SDK DynamoDB £E2I0|1EE MMEL|CtTableEncryptionConfigs.

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

E ¥=2 ¢sstetn MTE Fols 2RHOINET YESHET MHE FS0 94T &4 £ TS 6
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CtTableEncryptionConfigs.

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/

AWS HIO|E{HIO|A 253t SDK XL 7Hol=

NN e

DynamoDB& Rust 2EI0|21E & & 53} 2t0|H 2§ HRIst7| ol S AP 27 AFE 0| A=K
EolgfLict.

Rust 2! Cargo A%
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DynamoDB& Rust 22I0|HE & ¢ =3} 2t0|=22HE|E M&|tE{T aws-database-encryption-sdk-

dynamodb GitHub ZIZX|EE|& M35t 7Lt Ct2E2=FLC.

Z[& H™ AR

x2ME C|[AE2[M|M CHS Cargo BHES A-—MELICH
cargo add aws-db-esdk
EE = Cargo.tomloi| C}& &8 F7tELICt

aws-db-esdk = "<version>"
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https://rustup.rs/
https://www.rust-lang.org/
https://doc.rust-lang.org/cargo/getting-started/installation.html
https://crates.io/crates/aws-db-esdk
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/basic_get_put_example.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/itemencryptor/item_encrypt_decrypt.rs
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Rust S2HOIRSE B0} 44 NS KHH2AN Al 2YE NI Sy HUS 2502 X
OJgtLICt O1&-2t Ho{7h 4 O|S T KIHE 5 LIEHLHE HashMap Z4FIE MAstod £ 43 &Hs

£ K|YgLch

Mg &35t n MHESHEZS ENCRYPT_AND_SIGNS X|HELICH 48 MYt 2 =35t6tx| of
T 5 SIGN_ONLYZ XY

|Z3&rL|Ct. & K|ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT3t0q &4
I

of Mstm 258 aaum ZEBLICH MBSHR| fOH £4S YBEE £ YUALITH 548 2

OlE|M & M2 £ 42 SIGN_ONLY EE= & 5fLtoq0F §hL|
CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. &€ 2 HolsIH
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@ Note
4 e ol Fole MBoM Melg £d& dalstior gLt Lol HBE[X] é%
M&EdE O &H FIME = ULS MBEX| f2 2 ALY D/ HFAHO:":1E M
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CHS 2% 222 Rust 22I0|HEE A& 3+0{ ENCRYPT_AND_SIGN,
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= g2 HodEL|Ct o] oMol ME HEAL":"E AL2510 DO_NOTHING £442 Alddst |},
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let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),
(":attribute3".to_string(), CryptoAction::DoNothing),

1);
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let table_config = DynamoDbTableEncryptionConfig::buildexr()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
.keyring(kms_keyring)
.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(

DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

)
.build()?;

let table_configs = DynamoDbTablesEncryptionConfig::builder()
.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),

table_config)]))
.build()?;
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
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2|2 AFSELICt o 2| MEHof CHEt XFAMIEH LHE 2 AWS SDK for Java ik &k eHL A2 AWS 2]
™ AE4 S AWS SDK for Java® Z5HA| 2.
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Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

CHS ool M= ARN 7|8 A8 35H0{ AWS KMS keyE XIEgLICH 7| AlgExtofo] Z&E|X| et &
< AWS 2|7 DynamoDB Encryption Clienti= 743l Botocore MMM 21 E 7tX{2 7Lt Boto
Z|2efolM 21 g 7Hr{S L.

# Replace the example key ID with a valid value
kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/java-dg-region-selection.html
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kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

Amazon DynamoDB 2 24 Ef|0[S & AI&dtE B AWSKMS & 2™ 7|2 E||0|E'| o & 3} 5t
= Wo| E&LICH OB 2™ 7l= 7/ ID%t 7| 7+ @47t SUS 7| HEN ME metsto] ASE =
AWS 2| = OHE AWS KMS keys off /& LICH RHAIEH LIS 2ot EE{™H AWS Key Management
Service JHE R} HLHMO| CH S [T 7| AHE S XML,

@ Note
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DynamoDB Encryption Clientoil M CtE 2| 7|& AHE5tE{H CHE 2™ 7|E 4d3sto{ of E 2|7 0|
o] Al&iz|= 2|™oll SAMELICt 2™ CFHS DynamoDB Encryption Client7t AWS KMS2 2 &5t 2l
Mol Ct& 2I1™ 7|8 AH8 35 Direct KMS Providerg T#4&LICtH

04|7<1|01|A‘|" CHs 21T 7|18 A835t0{ Ol S&(HXILIoF S8 )(us-east-1) 2IT2| HIOIEHHE &
0= ME(222)(us-west-2) 2|70 A 0|& =556t == DynamoDB Encryption ClientE
I'|-—||-_—|'.
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0| od| Aol A DynamoDB Encryption Client= AWS KMS £2H0|1E 9| 2|F AWS KMS 0f| A
& 2|™ME XS LICt. O] keyArn gf2 SYUEH 2|To| OHE 2™ 7|8 AlEELICH

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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// Replace the example key ARN and Region with valid values for your application

final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

Ol 0|0 A DynamoDB Encryption Client= 7| ARN2| 2| AWS KMS 0l & & 2|IME 7t

Sk

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2

# Replace the example key ID with a valid value

us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys
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« amzn-ddb-env-key: 2 & & 3} El Base64-encoded Cl|O|E{ 7| AWS KMS key
- amzn-ddb-env-alg: ¥ &3 ¥ 2|&F, 7|22L2 AES/256

« amzn-ddb-sig-alg: ME L1 2|&, 7|& 22 HmacSHA256/256

« amzn-ddb-wrap-alg: kms

2|

CIO|AME KMS 32 At= X[HE AWS KMS £ AtE36to{ &=of CHet 1 & olo|H 7|18 AWS
KMS key ‘d3l2t= ™S 2HLICE https://docs.aws.amazon.com/kms/latest/APIReference/
AP|_GenerateDataKey.htm| O] Zf42 Ut HIAE 7|9F AWS KMS key2 25 3HE EALES HHEH
gLict ol A2 E 7| 7| At =2t & LC}.

LS AWSKMS &55 ZAEHIAEN| CIS g2 UHIEHIAEZ
2 oS EE I S5 WAooz HIQIGE|DZ E53 A S
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« amzn-ddb-env-alg - & &3t & 2|&F, 7|22 2 AES/256

« amzn-ddb-sig-alg - M& & 1 2|&, 7|22f2 HmacSHA256/256

o (MEH ALE) aws-kms-table — ### ##

o (MEH AVEN ###t # ## - ### # #(O|T! I 2 Baseb4 2 Q1T EEH)

(MEH AR ## # ##—## # #(O|T) 22 Base64 2 QA TE])

=3 X2 SSA 251


https://csrc.nist.gov/projects/cryptographic-standards-and-guidelines/archived-crypto-projects/aes-development
https://en.wikipedia.org/wiki/HMAC
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-overview.html
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https://en.wikipedia.org/wiki/SHA-2
https://tools.ietf.org/html/rfc5869
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles
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2. RIHEIE AL85tod 25 5HEl CIO|E] 7|8 AWS KMS key 315 AWS KMS 8= 2 @&/8tLICt o] &
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« amzn-ddb-env-alg - ¥ &3} &1 2|F, 7|24t AES/256

« amzn-ddb-sig-alg - AME 1 2|&, 7|2 Zf2 HmacSHA256/256

3. Direct KMS Provider= Secure Hash Algorithm(SHA) 256 & RFC5869 HMAC 7|8 7| ot M 7|5 &
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Wrapped Materials Provider

@ Note

Zoto|MES 2535} 2to|E2{2|2] 0|F 0|l AWS Database Encryption SDKE HHZE[R]
&LICt chg Ao M= Java& DynamoDB Encryption Client HH& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH& 1.x~3.x0f| Cigt HEE S & Lct RtAM[E LHE2 AWS
Database Encryption SDK for DynamoDB HHF X| &2 #E5HMI2.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://en.wikipedia.org/wiki/SHA-2
https://tools.ietf.org/html/rfc5869
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» Java: AsymmetricEncryptedltem

» Python: wrapped-rsa-encrypted-table, wrapped-symmetric-encrypted-table

|

N sl 7I(= = stofl BR) W ME 718 xIHE

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key =
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AsymmetricEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_rsa_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_symmetric_encrypted_table.py
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Most Recent Provider

(® Note

SCoIHMES 53t 2to|=22{2l2| O|F 0] AWS Database Encryption SDKE HZ £}
&LICt CtE Ao M= Java8 DynamoDB Encryption Client EHHE 1.x~2.x 2t Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgF HE & M S & LICH RHA[EF LHE 2 AWS
Database Encryption SDK for DynamoDB HHF X| &2 & E5tMI2.
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» Java: MostRecentEncryptedltem

» Python: most_recent_provider_encrypted_table
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https://docs.aws.amazon.com/kms/latest/developerguide/
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/MostRecentEncryptedItem.java
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Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore
final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
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final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

# Create a Most Recent Provider using the MetaStore

# Sets the TTL (in seconds) and cache size (# entries)

most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
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&LICt CtE Ao M= Java8 DynamoDB Encryption Client EHHE 1.x~2.x 2t Python&
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« Java: SymmetricEncryptedltem
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// To encrypt
SecretKey cek = ...; // Encryption key
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SecretKey mackKey = ...; // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = . // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both

encrypt_keys = EncryptionMaterials(
encryption_key = ...,
signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

)
XtE= HEAI
1TOo O T
HH SSxtes g5 258 7o MSste gEst L ME 7|8 MY LIChE =3t 717t =
Olg B=g ofsst U MUSHE Ol XM ALSE 79). 2 B2l Chs CHE 7|8 MB5HK| gt B 2
E =0 st 717t ASELICH
Static CMP
Application —{—» AES encryption key » Item encryptor
Signing key/pair
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£ 2535t A7 2% £ 41 A| Static Materials Provider(Z3% CMP)2| 124, &2 3! x{Z|o]
CHal REAMIT| MEE
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HefLict.
2124(oH & 2|7/l 0| Mof| M)

et 535} 7| - Advanced Encryption Standard(AES) 7|2+ 22 CHZ& 7[0{0F &LICt.
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« &5 3%} 7| - Advanced Encryption Standard(AES) 7|2+ Z-2 CH&! Z|odoF &L|Ch.
« MB 7|-CHE 7| == H|CHE 7| I o = U&LICH.
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https://tools.ietf.org/html/rfc3394.html
https://tools.ietf.org/html/rfc3394.html
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Amazon DynamoDB Encryption Client0l A AFE & &= Il T2 3212 104

® Note

Zelo|ES -5 3 2lolE2{2|2| 0|8 0] AWS Database Encryption SDKZ #HZE &I}
&LICH CHS FH|oHE Java& DynamoDB Encryption Client HHE 1.x~2.x 2t Python%
DynamoDB Encryption Client HH% 1.x~3.x0f CHgt HE & XS LICh RHA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB HH7& X| 2 & ZE5HM .

Amazon DynamoDB Encryption Client= Ct& Z22(|3 do{of Ar8E £ A &LICH do{H 2ol
HEle CHESHR|EF Aot 232 45 80| 7tsE LI o & £0{ Java 2CI0|VIER &=52 4535
(X ME)StT Python 2EI0|MER 52 5558 &= U&LICH

RHMEt 82 siY FHE FESHM L.

|

» Amazon DynamoDB Encryption Client for Java

» DynamoDB Encryption Client for Python

Amazon DynamoDB Encryption Client for Java

(® Note

Z2clo|¢ES 2535} 2lo|2ed2|2e] 0]& 0| AWS Database Encryption SDKZ #Z E|
&LICt CtE FX|0l| M= Java& DynamoDB Encryption Client HH& 1.x~2.x &t Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgt HE & M S LICH RHA[EF LHE 2 AWS
Database Encryption SDK for DynamoDB HH& X| 22 & E5tMI2.

0| &0 M= Amazon DynamoDB Encryption Client for Javag Mx|5t1 AS5te WS HHE
L|Ct. DynamoDB Encryption ClientE At& et Z= 2| 2of| CHet AtMIEH LHE =2 Java oA, GitHub
9| aws-dynamodb-encryption-java Z|Z X|E 2|0 2= 0 A & DynamoDB Encryption Client&
Javadoc2 & ESHAMIL.
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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® Note

Java® DynamoDB Encryption Client & 1.x.xE 2022'7 728 E x| 5= EHAof U&L
Ct. 753t & wel 2|4 HAHSE HI80|=E5HMR.
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« DynamoDB Encryption Client for Java A&

« DynamoDB Encryption Client for Java2| Xl 2 E
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A
1
o

Amazon DynamoDB Encryption Client for Javag& A x|5t7| 0l Ct& AAH =7H0| SF LA
st L| |:|.
= .

Java 7Hgf B4

Java 8 O|&t0| ZI8fL|Ct. Oracle &l AFO|EO||A{ Java SE CIREEZ 0|58 CH2 Java SE
Development Kit(JDK)E Ct2 2 =504 x| LICEH

Oracle JDKE A& 3= A< Java Cryptography Extension(JCE) Unlimited Strength Jurisdiction

Policy File CHH2 2 =350 Mx|a o & LICt.
AWS SDK for Java

O Z2|7|0|M0| DynamoDB2} 4% A& AWS SDK for Java ot X| &2t DynamoDB
Encryption Client0=2| DynamoDB 2 & 0| 2 & LIC}. x| SDKE MX|5t7L} o] 2=t

g 2 QI&LICH Maveng A2 8tE 7 pom. xml I+0i aws-java-sdk-dynamodbe F7}&t
L|Ct.

MR

Mx| A Mo CHet XEMIEE Li22 MM E2 AWS SDK for Javazt Z8HAM  AWS SDK for Java.

=
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https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
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RIx4
==

Amazon DynamoDB Encryption Client for Javag A x|5t2{ aws-dynamodb-encryption-java
GitHub ZIZX|E2|E SH|stHL CIRZESHA 2.

Apache Maven AIE

Amazon DynamoDB Encryption Client for Java= CtS &4 4 2|9t &7 Apache Maven2 & i

AgE 4 et

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>

SDKE Mx|8t £0l= 0| 7h0|=29] oA ZE 2} GitHub2| DynamoDB Encryption Client Javadocg A
HE = J2E AIRgLc

DynamoDB Encryption Client for Java A&

(® Note
Z2cto|ES 2t 55} 2to|=2{2|2] 0|8 0| AWS Database Encryption SDKZ B E|R
&L|Ct CH2 FA| oM = Java® DynamoDB Encryption Client BHHE 1.x~2.x 2F Python%
DynamoDB Encryption Client HHZ 1.x~3.x01| CH&l HE & XM S gLIct XtAIEH LI 2 AWS
Database Encryption SDK for DynamoDB H& X|¢dg 2t ZstMI2.

O FAolMe= CHE =22 o] M= 2 + 8= Javall DynamoDB Encryption Client

75 & YR E HdIELICH

I

DynamoDB Encryption Clientg At&8t T2 2o CHst RtMIEH LI &2 Java 0i|A, GitHubod| CH
8t aws-dynamodb-encryption-java repository2| 0iA| 2! DynamoDB Encryption Client&
JavadocE FHZESIMIL.

o 5 453 =7 AttributeEncryptor 2! DynamoDBEncryptor
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https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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&= f 33t =3 AttributeEncryptor 2! DynamoDBEncryptor
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JavaQ| DynamoDB Encryption Clientol|= & 71| &= &f 235t =,
DynamoDBEncryptor 2! AttributeEncryptor7F & LIC},

AttributeEncryptor DynamoDB Encryption Client2|0llA DynamoDBMapperE A3t

= Ol =&0| DynamoDB Encryptor &l= & Z2iALICH AWS SDK for Java DynamoDB
DynamoDBMapper® &7 AttributeEncryptorE AI35IM ALK/ ESS2 MEE M EF2 At
SXt 2E2A 555t MBEELICH £t AISX7H €S2 ZEE M 852 AI8X 22 &Qlstn

o
S3sHErLch

>
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]

S5 P
AttributeEncryptor & DynamoDBMapperE Ar&304 MBE JUHLE & E 5 L MEE £40[| U
£ H 0|8 852 FII5tHL AE &= U&LICH o|2{8t 2 edo| B Ch2 ol Z 0| PUT XME S&t

= |
£ A8t S Fgst= Zo| E&LICE O2FX| F o™ O|O|EHE SE3tetx| T + JU&LICH

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));
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oI 2 DynamoDBMapper®t &7 AFESt= B THEI o2& EdA|

oflloll AF&El 0] ZEE E 24 DynamoDBMapper AHE 2! GitHub2| aws -dynamodb-
encryption-java 2lZX|E 2|0 Y= AwsKmsEncryptedObject.java (A E & X3FHAM 2.
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
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DynamoDBMapper 2! AttributeEncryptorE AI&ste B FME ALE5t0] £4 Y2 X|HH
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MEE = 1 MHSHoF stHEFE @DynamoDBVersionAttribute A2 AF&35+04 &4 7t
|

T 1=
ef 2 3l5t x| Ot AR, JZHX| fo™M ST 22 A8steE £710| 2|5t X| ef2 P& S OIX[A

O HAE= LS

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

o2& x|HEstee
T E0M X[Hst

rEI

A DynamoDB Encryption Client for Javaoll Ho|El 2t S5t FA4Z ArSELICH SelA
A S 2tol 222 9| Z|2gtol |t

rEI

// Sign only
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Annotations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html
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ekt 7Hol=
@DoNotEncrypt
// Do nothing; not encrypted or signed
@DoNotTouch
o0& S04 0|28t TA2 PublicationYear £440) MESHR|PF &5 35}6tK|= Lo ISBN &4 2t
2 Y Z 56t HLE MBSHR| L& LT

// Sign only (override the default)
@DoNotEncrypt

@DynamoDBAttribute(attributeName="PublicationYear")
// Do nothing (override the default)

@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor0d| CHet &4 24

DynamoDBEncryptor% ISk APQ%PE 8 59 MUE x|Hst

u

1™ 0|&-2f Ho{7t £4 ol H |

=<

£ 2o R&8 442 EncryptionFlags €7 RS2 Holk|o] U&LICH ENCRYPT & SIGNSt
A AEBE7HLE SIGN EFS 2= AFE5t7HLE & CF AEfe = U&LICH 5HXIBHENCRYPT S22 A
&5t= 42 DynamoDB Encryption Clientoil M @7 7t 2F 3L MABSHX| o2 £42 L35 =
elgLct
ENCRYPT
SIGN
/A Warning
7182 7| 82 &E35H K| ot AR, Yt BIAE 2 7] F040F DynamoDBOIM T Ef|O|&2
AZhg Mesix| on oY 22 B 4 Lt

S5t ZAHAENM Z2to|HE| 7|E XI™5tD LM Z2to|HE| 7] S0 CHE &4 ZFdoi A
ENCRYPTE X|H3t= <2 DynamoDB Encryption Client0i| A 04|2|7} gf Mgt |Ct,
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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0E E0{LCtS Java ZEE= record =9 ZE &4 3355t MHSE actions HashMap2
BFELICH MBERX|BE S SHE[X| 2f2 TE[M 7| 2 HE 7| 4 U MBE|HLE FE5HE|X| i 2
test &4 ofQL|Ct.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // no break; falls through to next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

33 CHS DynamoDBEncryptor@| encryptRecord 22 S £ I WS attributeFlags ut2t0|
Eo| Zto 2 X|™ELICt o|& £04, encryptRecordod CHEH O

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html#encryptRecord-java.util.Map-java.util.Map-com.amazonaws.services.dynamodbv2.datamodeling.encryption.EncryptionContext-

AWS Ll O|E{H|0]A 2f 55 SDK

Ct. ol2{8t &Fo| MEE 55356t HL &elg m %EH E1|0|% Ol%% ZEstol E5 2 S=3tstm A
Hote Ol AL E [t SYEt DynamoDB 253t ZHEAEE TPl o 2 LICH TR E|O|E 0|2 E
QS| et&LCH

DynamoDBEncryptorE Al835t= B2 DynamoDB &3t HHAEE 502 ZAggfLICt O
B{L} DynamoDBMapperE At&35t= B AttributeEncryptor= &l EfO|E O|E S Z & 5l04
DynamoDB &£ 35} ZARIAEE OHELICH AttributeEncryptorOiM CHE E|O|E OIS E &5 3}

0]
HEAEE MHETE X|™H35t2d™H EncryptionContextOverrideOperatorE AFSELICEH

o & E0{CtE =M= CMP(¥ 23} AtE SZ X & DynamoDBEncryptorl| QIARHAE Gt
Ch. 2% CH2 DynamoDBEncryptorf| setEncryptionContextOverrideOperator MIA]
E s &gt stLte| B|o|2 OIF 2 ME2l5t= overrideEncryptionContextTableName
AAKLE AR EFLICEH O] o 2 T E|M AttributeEncryptor= oldTableName CH
newTableName2 X &&= DynamoDB & 53l ZHHAEES MMELICH XA oXE

EncryptionContextOverridesWithDynamoDBMapper.javaZS & X3t M A|2.

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

52 235351 &Ql5t= DynamoDBMapper 2| load HIMEE S && ff 2l Efo|2 O|EE X|IH
gt
=

mapper.load(itemClass, DynamoDBMapperConfig.builder()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/EncryptionContextOverridesWithDynamoDBMapper.java
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DynamoDB Encryption Client for Java2| (Al Z =

(® Note
Z2eto|¢HES 2535} 2lol2e{2|2e] 0|& 0l AWS Database Encryption SDKZ #Z E|
&LICt 2 Mo M= Java& DynamoDB Encryption Client FH& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| Cigt HE & XS &fLIch RtA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZEFHAMIL.

Ct= o Aol A= DynamoDB Encryption Client for JavaZS Ab&3+04 o Z (710|440l A DynamoDB E|
O|2 &= ESste YHE E0o{ELICt GitHub2| aws-dynamodb-encryption-java E|ZX|EZ|2] of
A ClREZoM o B2 oA E 21 2Y MIE = A&LCt

|

« DynamoDBEncryptor AtH8

» DynamoDBMapper A&

DynamoDBEncryptor A

O| (M|l A= Direct KMS Provider@t & 71 3t2 =& DynamoDBEncryptorg A& 3te W2 204
ZLICt. CtO|M E KMS 32 Xt= AFERH7L X8 AWS KMS key in AWS Key Management Service

(AWS KMS)o|lM 2= 3t At 2 E ddstn E58fLich

DynamoDBEncryptor? &7 &8 7ts8t 535t At2 SZAHCMP)E MSE = U1
DynamoDBMapper & AttributeEncryptor0i A= Direct KMS Providerg AL & = U &LICH.

MA ZE ME 27|: AwskKkmsEncryptedltem.java

1E+A|: Direct KMS Provider 2443

XHEE BTS2 AWS KMS Z210[HE Q| QIARHAE MMEFLICH O3 CHE S2t0(HE QARA
£ AF83l04 ¥3H=E AWS KMS keyZ Direct KMS Provider| QIAEIAE MAFHLICH

ol oMol A= Amazon ElAA O|Z(ARN)S AL2504E Al AWS KMS key3tx|B 95 8t 7] 4]

LAHE AL E = U&LICH

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
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https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2EA: g5 dY

Ol oAM= ME EHo|E =2 LIEILHE record HashMap2 HO|&LICt.

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortKeyName, new AttributeValue().withN("55"));

record.put("example", new AttributeValue().withS("data"));

record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]1{0x00,
0x01, 0x02})));

record.put("test", new AttributeValue().withS("test-value"));

3Et7|: DynamoDBEncryptor 2443

Direct KMS ProviderE AF&38t0{ DynamoDBEncryptor QIAEA S MASHL|CI
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

ATtA|: DynamoDB & 535} ZHEHAE Y

DynamoDB 2 &35} ZAEIAE o= B[Ol 720 & 53 & HE Yol cHet H

A E 7}
LICt. DynamoDBMapper& A& 3te B9 AttributeEncryptoroﬂA‘I AsSez ¢
E ddgfict

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();
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JavaOl M &4 5t x|HstedH &4 0|5

S EncryptionFlags ¢t H0{2 74 E HashMap=2
AMAAErLICE

0 € £01, C}S Java ZE= MELIUX|E A SSIE|X| ot mhE|M 7| & HEHE 7| S40F ME
L &S SHE|R| &2 test 42 NQ|Et record &=290| RE £ M2 & 535H5t0 AHHSI=

actions HashMapS A4AJ&FL|C}.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case
case sortKeyName:

// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;
case "test":
// Neither encrypted nor signed
break;
default:

// Encrypt and sign all other attributes

actions.put(attributeName, encryptAndSign);
break;

[

EHolg &52 ¢535t6t1 ME5HE{™ DynamoDBEncryptorl| QIAEIA0|M encryptRecord
ahg S EELICEH Eo]8 &5 (record), &4 H(actions) 2 ¢33 HEHAE
(encryptionContext)E X|H&&LICt

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);
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7EHAHl: DynamoDB E|O|20 &5 7|

oo

OtX[Zo 2 f S 3tE|1 MEBE =2 DynamoDB E|0|E0i| E&LICH.

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

DynamoDBMapper A&

ot= YHE 2o

C}S oflof M E Direct KMS Provider@t & 74 DynamoDB OHI{ =< 0| 2EiAE A
Z LICt. Direct KMS Provider= AF& A7t X[ 8t AWS Key Management Service (AWS KMS)2| AWS

KMS keyZ && 3t At2E MM 2 25§t

DynamoDBMapper® &7H 2t 7tset 53 AlE2 SZAHCMP)E AI8E &= U2H, 5t9 =&
!

DynamoDBEncryptor2 &7 Direct KMS ProviderE AI&& 4= Ql&LICH.

M| ZE ME 2 7|: AwsKmsEncryptedObject.java

1E+A|: Direct KMS Provider 2844

XHE=E 2| Mo 2 AWS KMS Z210|Q1E Q| QIAEIAE MAMBHLICE O CFS Z2I0|HE QIAEA
£ AI235t0{ ¥5H= AWS KMS keyZ Direct KMS Provider2| QIAEIAE MM3tL|CT

Of of A0 M= Amazon 2|44 O|F(ARN)Z AL& 5048 Al AWS KMS keystX|Bt R =8 7| 4

HRE A8E + U&LICH

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2t A|: DynamoDB Encryptor 2 DynamoDBMapper 2t E 7|

O|™ EtH0| A A EF Direct KMS Provider& AH&35+04 DynamoDB Encryptorl| QIAEAE
|——||-'-P DynamoDB Mapperg A& 3248 5t ==& 2| DynamoDB Encryptorg 1A E A 38 of

]IOII ]IOII

FLCt.

17 CFg DynamoDB G| O|E{H|O| A QIARIA QL DI T4 BHE T O|& A& 6104 DynamoDB
MapperQ| QIAEIAE BtEL|C
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/A Important

DynamoDBMapper% Ar83stod MBE(EE L5 3t U MBE) &S 2 FItstHLE HESt
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£ 8 5 oot 20| ZE &8 Z&stE PUTRH 22 KT
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final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =

AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =

DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

3+ Al: DynamoDB Ei|0|= H 9|

CHE S &2 DynamoDB Ef|O|E & HolgLICt FA48 A8stod 54 214 E XIEELICH o of &0l A
£ DynamoDB E|0|&, ExampleTable % E|O|Z =& LtElLI= DataPolo 224 E BHELICH

o| ME Elo|SolME 7I&8 7| £80| MBEX|E &5 32| X[= f&LICH Ol

@ynamoDBHashKey £&440| & &l partition_attribute & @DynamoDBRangeKey &A10| &
2l sort_attributeo| M&ELICI

@DynamoDBAttribute F40| &

DynamoDB Encryption Client0i| A
|. tc= A-|I:|=I of ol') ors |. _I_A-|

P2l £ M(0: some numbers)2 &35t & MEELICEH
O|§t @DoNotEncrypt(71Z 2t siE) EE= @DoNotTouch(g
M85t &2 0 QLICt 0iE E0q leave me &80
@DoNotTouch FM0O| oo 2 & S St|HLt MHBEIX| eb&LCt

Ls H

"“0 0?.'_ rrIJ

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
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return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
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@DoNotTouch
public String getlLeaveMe() {
return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +

"1
}

AEHA: ElO|E B2 o33l o x{E

olx| Elolg &=
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5= & BHE 1 DynamoDB MapperZ AF&38t0od K& 5l g5 0| E|o|20f FIHE7
Mol RS2 &5

stz| MBELICH

O| of&0l| M= recordet= EIO|E &= HolELICH HIO|Eo MEE[Z] Tod| 3
= £M2 DataPoJo AL FMg J|Hto 2 ¢S5t MHEE/LICE 0] AR
PartitionAttribute, SortAttribute %! LeaveMeE NQIEt RE SMH2 &S
LIC} PartitionAttribute 2! SortAttributesE MYEE ELICI LeaveMe &
AL MBEIX| et &L Ct

§P3P_T’_ M8 CHZ ExampleTabled| F7t5t2{™ DynamoDBMapper 224
. DynamoDB Mapper= PUT M%E S22 AFESIE 8 7 EE|0f e
lof| et ZetolHE| 7|2 &= CHAIELICH o|F A st MEO|
5t
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7FX49 [ sie &=o| 2 E S55e + UsLICH
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x
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DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

ZZIEfY dod 286



AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

mapper.save(record);

DynamoDB Encryption Client for Python

(® Note
2elo|¢ES 2538} 2lo|2e{2|2e] 0|& 0| AWS Database Encryption SDKZ #Z E|
&LICH CH2 FA| oM = Java® DynamoDB Encryption Client FHE 1.x~2.x & Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| Cgt HE & M S g LICH RHA[EF LH8 2 AWS
Database Encryption SDK for DynamoDB HH% X| & & X SHAM|L2.

ot 1L At&sh= %*E'J% HEFLICH Al

0| &A|0{ M= DynamoDB Encryption Client for PythoE A X|5
F04 GitHub 2| aws-dynamodb-encryption-

ASte o E20| Bl MA| L HAEE MZ I =E X§S
python E|ZX|EE|0|M ZEE ¥ E &+ U&LICH

(® Note

DynamoDB Encryption Client for Python2| H{F 1.x.x & 2.x.x= 2022d 7#2EH x| = &
Aol A&LIct 7tsEh Bt el 24 HEe 2 YI80|=E5HMR.

A
L] A}

k4l

e

2

A
=

« DynamoDB Encryption Client for Python At&

« DynamoDB Encryption Client for Python2| 0| ZE

MH =7

Amazon DynamoDB Encryption Client for PythonE M x[5t7| 0l Tt AM™M Z740| SFEIUR=X| =
IgrLct.

X|HEl= Python HHH

o

Amazon DynamoDB Encryption Client for Python EH™ 3.3.0 0|4} 0i= Python 3.8 0|4 0| L]

Ct. Python2 CIR 2 E35t2{™ Python CIREZEE XML,
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0| %1 2| Amazon DynamoDB Encryption Client for Python= Python 2.7 & Python 3.4 O|& &
X| 43 R|2H %A {71 2| DynamoDB Encryption ClientE AFHE 3= 20| E24&LICH

Python& pip x| =+

Python 3.6 0|4/ 0fl= pip7h Z&f £[o{ {4 K|BF °":LE1IOIE7P 2eE s AU&LICH pip Yasol=
= MXIof cHer REAM[EH LIE 2 pip dBMC| HX[E HZstM L.

CtS od|XM et Z 0] pipE A& 304 Amazon DynamoDB Encryption Client for PythonZ A x|gfL|C}.

b

| Al & A

pip install dynamodb-encryption-sdk

pipE ALEsto] 7|X|E HA| X Haclol=stE Lol CHer REMIeF L& 2 7 (x| HX|IE & Zst4

DynamoDB Encryption Clientoll= 2 & E31&0i| =5t 2t0|E 27t Lo 2& HTQ| pipe
WindowsOll f £ 3t 2t0|EEHEIE R[St LETLICE pip 8.1 0|42 Linux0l| &= 3HE MER[StT T
FgrLict Ol A Q| pipE AFE &0(|1 Linux B30l 53t 2to|E22|& YEste o E2est =
7t el 42 s =& dxIsHoF gL REMIEH LHE 2 LinuxdlM 253t BIEE FHESMR

GitHub2| aws-dynamodb-encryption-python 2|%Z X|E 2|0{A{ DynamoDB Encryption Client2| Z|Al 7|

4 HHME L2 = U&LICH

DynamoDB Encryption Client& & x|gt + 0| 7}0|=2| Python ZE A& A T{E 1T A[Z5HAL.

DynamoDB Encryption Client for Python At&

@ Note

Zelo|¢ES 2t 33 2tolEe{2]2l 0|& 0| AWS Database Encryption SDKZ B4 Z |4
&LICH ot& FXo| M= Java& DynamoDB Encryption Client HH& 1.x~2.x 2t Pythono
DynamoDB Encryption Client HH& 1.x~3.x0f| Cigt HEE S & Lct RtAM[E LHE2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5HMI2.
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https://cryptography.io/en/latest/
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O

O FAMoMe= CtE Z2 a2 1o FHNM M= &2 == 4= DynamoDB Encryption Client for
Python2| L& 7|50l CHaf B efLICt ol2{8t 7|52 7t& etet WS 2 DynamoDB Encryption
Client& H &lH ME8E = UET HAZIRELICH ELHE AL Ate|7t otL|2tH 0| AH8 3= X0l
ZgLct

DynamoDB Encryption Client& At&8t Z2122oil it RFAIEF LHE 2 O] 7+0|= 2| Python Of/A,
GitHub 2| ws-dynamodb-encryption-pytho 2|Z X|E 2|2| 0 A| & DynamoDB Encryption Client0d| CHEt
Python BEME & Z3HM 2.
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« Tablelnfo 224

DynamoDB Encryption Client for Python0il&= DynamoDB& Boto 3 E2HA & 0|23 5t= 042 20|
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#service-resource
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/resource.html
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DO_NOTHING = 0
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

0| & £04, O| AttributeActions &= 2 E &0 Cist 7[272f2 ENCRYPT_AND_SIGNSZE A
M3t ISBN 2! PublicationYear £430i CH8t of| @& R|&EhL|Ct.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

}
)
Zci0|YE H A E M8steE B2 7IE 7l Hdol Oigt &4 HYe x|gg E7t elauth
20| E i 224 = Zeto|HE| 71§ & & ststs AE S RIELICH

Z2l0o|E i ZE|AE AF26HK| ot Z2to|HE| 2 0|ENCRYPT_AND_SIGN 21 B2 EEPOID—I
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/A Warning
718 7| 582 ¢ 5356HK| O A A2, B BHIAE 2 =74 F040F DynamoDBO| A & Ef|0|E€
AZHE MASHK| o ST EFE & E = JUsLct

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

)

actions.set_index_keys(*table_info.protected_index_keys())

DynamoDB Encryption Client for Python2| oAl 2=

(® Note
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DynamoDB Encryption Client HH& 1.x~3.x0l Cist HEE M3 g LICk RtMIE LHE 2 AWS
Database Encryption SDK for DynamoDB HHH X| &2 HE5HMIR.

Ct= o Aol A= DynamoDB Encryption Client for PythonE AH& 504 0 Z 2|71 0|4404| A DynamoDB
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table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)
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kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

kms_cmp =
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actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

attribute_actions={'test': CryptoAction.DO_NOTHING}
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encrypted_table = EncryptedTable(

table=table,
materials_provider=kms_cmp,
attribute_actions=actions
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293

Z2O2f3 @10


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS Ci|[O|E{H|O|A & 53} SDK
'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

O7 oS E|o|E0l E&Lnh

encrypted_table.put_item(Item=plaintext_item)
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Oi-ﬁ-L—IEP.

0| 7|&& AFE3™H DynamoDB 223} ZAMAE QL T4 ZUM|(CryptoConfig)E =822 M EL
Ch =3t St HO| S £E2 52 ¥5355t1 B9l &2 DynamoDB H|O|=0i| E&LICH O|& Sa
INES namoDB Encryption ClientE Al&3$}0{ DynamoDBE ™ & E|X|

put_item EEE MEXt K|35 Dy
ole L x3E Cl|o|EE Y5 ststn MEE 4 U&LC

0| ol Kol M= Direct KMS Provider® AF26HK|BH AF2AHE B E S 8HE|= CMPE AE £ /&L
Ct.

MA 2= ME E7]: aws_kms_encrypted_item.py

1EHA[: Ef|o|E€ BHE 7|

E0|Z O|§2 At&5t01 £& DynamoDB E|0|& E[AAQ| QIARIAS Mdst= ZAFE AIRTE L

CH.

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py

JHeER 7Hol=

2 A =5 Ktz SER 4

MEdS & 55 A2 SZRHCMP)Q| QIAEIAE MAsHL|Ct,

O| | M|0f| A= Direct KMS Provider& AFE5HX|DH AI8X= 2 E S8 E|l= CMPE AISE = U&
L|Ct. Direct KMS ProviderE 435t2{2 AWS KMS keyE X|=EEHLICE O] 0| A0l =2l Amazon
ElAA O|E(ARN)Z A2 3HX| AWS KMS keyt R &3 7| AlHEXIE AFE = Q&LICH

kms_key_id='arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

3EHA|: Tableinfo &1 S EiA AFR

DynamoDBO{| A Ei|O|Z2 0 CHel HE & {2 E{H Tablelnfo &1 Z2{A Q| QIAEAE MMTL|CH
e 433 TFE Y HUSts B TableInfo QUATHAE MH5tD T HMHEE S E5H0F
gfLICH 20| E Hi ZEHATH AFSAHE CHAISI0 Of 2 S g LICH

TableInfol| refresh_indexed_attributes HIAE & DescribeTable DynamoDB & At

835t0q Eflo|2of CHEt Mt MEE MAIZtS 2 7S LICt of7|olE ZetoloE| 719t 224 2

—
224 B X olel A7} ZeHE|L|C}H & £~ Ql= HEto| 2lo{of

ZX}0{|H DescribeTable2 E&& £+ &= ™

grLCt.

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

DynamoDB & & 5 Z1&
LICt. o] oA ME &
2 MMErLIcH EctoldlE i E'*EH/\: DynamoDB ot s 5 HEIA AH A 5

Tablelnfo @1 FeiA 0] £4E ALE3sto E|M 7|9t HE 7|8 7IKME + U&LICH

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

encryption_context = EncryptionContext(
table_name=table_name,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
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partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

g HY2 g5l 4 S0l tisl +de HHS &= &3t =70l dedELICH of ofx| <]

A

-1 O b T = |
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2 A =

— =

g2 Ad53 7 AY A4S E5 T 7|2 210| ENCRYPT_AND_SIGNQ! B Zzto|HE| 7|of
&t CH . Z2to|HZ| 7|0l CHEF SIGN_ONLYS A2 38t7{Lt 7|& =HedQl
732 DO_NOTHINGS AIE3lE set_index_keys HMEE AISE = Ql&LICH
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zzlolHal 718 X|H3H7| 2I8H o] oMol AHE DynamoDB &2 &I X|= Tablelnfo Z4xi[ 2| QI
A 7|18 ASELICE o] 7|&2 Zeto|HE| 7| O|§ 2 otE FYote JEC ehELICH

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())
6EtAH: S0 CHEt 14 BHE T

DynamoDB Encryption ClientE T332 El|0|2 &S0l CHEF CryptoConfig T30 A = A4
8t X E ALSELICH 2EH0|E A EefA = AL XHE 2I5H CryptoConfigg BHSLICH.

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

O| HHIME S5 L =3tetn HHE5X|EF DynamoDB E|0|Z0i K& 5t XK= f&LICt

ZEI0|ME I ScHAE MEE B2 =0 A8X ZEH 55 L MHECHE, ASKIH A
o 224 9| put_item HAMEE 5 £¢& [ DynamoDB EIO|E0f FIHELICH &85 ¢33t =7 E
Y ME8ste 42 2535 L o3 B2 SEMQLIC
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/config.html

AWS H|O|E{H[O| & ¢f 5 5 SDK LR 7Hol=

MHx{ YUt EIAE S=8 HELICH

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),

'test': 'test-value'
}
OHChS 25356t T MBELICH encrypt_python_item &#{0l& CryptoConfig T4 ZH&|
7t ot

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)
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=2 DynamoDB H|O|g0i 'g& Lt

Kl

table.put_item(Item=encrypted_item)

2S5 El =SS Eo{H™ encrypted_table ZX| CHAl HE table Z4A|Of CHEl get_item S
SE3LICL ¥52 20l U =555t 21 DynamoDB HlOlE0I M &5 FHSLICt

encrypted_item = table.get_item(Key=partition_key)['Item']

CtE ol0lx|= ¢ E8txl1 MBE E|0[E &= ofxel dF & EoiELICH

&S stEl &M 72t2 o|F dio|E LIt Z2to|HE| 7| £ (partition_attribute
sort_attribute)l| O3} gf & test §42 et HIAEZ |X|ELUICH 0l 22 MB(*amzn-
ddb-map-sig*)2 Z&ste 480 At 2 MY £ M(*amzn-ddb-map-desc*)& E0{&ELICH.

z=2 24 @104 297



AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a_
\x00\x00\x00\xe@AQEBAHhA84WNXJEJdBbBBY1RUFcZZK2j7xwheUyLoL28nQ
+OFAAAAH4WTAYIK0ZIhvcNAQCGoG8wbQIBADBoBgkghkiGOweBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydmc
izY1OROCAM7WAKEGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x080\x00\nHmn:
\x00\x00\x00\x11/CBC/PKCS5Padding\x00\x00\x00\x10amzn-ddb-sig-alg\x00\x08\x00\xeeHr
\x00\x00\x00\xefaws-kms-ec-attr\xee\xee\xeo\xe6*keys*"),

"*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1Y\xea\xe4. | *\xbd\xdf"

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1¢

'example': Binary(b"'b\x933\x9a+s\xf1l\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xeaX\xfoT\>

‘numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\xle\xb9-f!\xb9\xb8\x8a\x1laT\xbaqg\x

"partition_attribute': 'valuel’,

'sort_attribute': 55,

"test': 'test-value'
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2clo|¢ES &5 38} 2lo|2ed2|2e] 0]& 0| AWS Database Encryption SDKZ #Z E|
&LICt Ct2 Mo M= Java& DynamoDB Encryption Client HHEM 1.x~2.x 2 Python&
DynamoDB Encryption Client HH& 1.x~3.x0i| CHel HE & XM S gfLict RkMIEH LHE 2 AWS
Database Encryption SDK for DynamoDB HH™ X|#H& & X 5IAM|2.
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Java DynamoDB Mapper

|(ME K| B

DynamoDB Mapper %! AttributeEncryptorE AIE3le R 7IEXM2 7
ME &g X|gstE{™

or 23t/ 042)E Molstns RE 440|253t U MBELICH ME H

@DoNotEncrypt FA42 ALS & LICH

Ol oMol MHE M 1ink &30 CHBF @DoNotEncrypt FAE AFEELICH.

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
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public String getLink() {
return link;

public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

5t9| % DynamoDB &3 TT70IM 2t & Moi| ChEh 2Hdg dxsfof E. LIk, of ofimlolME 7|
#=210| encryptAndSign@! switch 22 AI&35tH, TtE|M 7|, HE | M 1ink £Ad0i CH3HA
= 0|27 R|AHEIL|C o] oMol B3 &AM I ET AFRE|7| Mof &t XS HlZ 5| x| ote ZEF 2l
3 42 dF o ECAHO|MM & E8tE|T1 MBE|X|EHCHE o EE|? | Mo e HEEF EL

CH.

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;
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Python

DynamoDB Encryption Client for Python0l M= 2 & &£4oi CHEt 7|2 22 X|Hs oS ollQIE
X|x4st & ola||Ct.

T AAE
Python Z2I0[HE & Z =
gigLict 22lo[E B Zela

=2 =2
= o

|4
HE :oma Hé

M ElOlE _T"_H E.’iol Clo|E{E 23

O| | M0 M= SIGN_ONLY 2fdE 7t &= M 1ink &40 CHEt of| I E X|HEFLICE

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY

&9 ®17

DynamoDB Encryption Client2 &S 3tE & =0 O 0|4 £40| 25X A2 R £8 A8 2 5|
g = A&LICH a2t sHE Sdol| et 24 S ATAISHHL A6 K| Ot AR, I B2 siE &4
2 71Tl 50| YL AR[H sHE Fof chall AlAhE MBo| Hef M Lx[GHX| pfegz AHE REH
AAR7E Aot

AcolM 440 BE FXS MAHST S £F UK FSS AR SHE CHAl Of 014 ASEIR| b
CHe MBS F7HBHLICH TH 012 ATHS +35H0 440] DE QIAHAS AMSTELE T &
M2 7h7 L2 EHE B0l HAEAL A ofEITtolM X2l FY 4 ULt

DynamoDB Encryption Client OiZ 2|7 0|M 2| EX| a2

(@ Note

Z2clo|¢HES 535} 2lo|2e{2|2e] 0|& 0| AWS Database Encryption SDKZ B E|
& L|Ct CH FA| oM = Java® DynamoDB Encryption Client HHAM 1.x~2.x & Python&
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DynamoDB Encryption Client0l| CH8t | =8-S Xf| S 5t24™ aws-dynamodb-encryption-java EE= aws-
dynamodb-encryption-python GitHub E|ZX|EZ|0| EXME ME A 2.

O MHEAMO CHEt =S XMB35tE4™ O] IO|X[2] =8 21T E AFSHAAIL.
A

« HHA HEE

« M ol Al

« O A 22 Ho|g &3 2

« Most Recent Provider2| A5 {5}

K& 7 E

2X: 2ot glAA CHE oHE 2|7 oMo HMA T HE=L|CH

ANoh =t HEtof CHal gotE T o|g48t HEtE o Z 2|7 0|0 AE|l= Eot ZAEIAEof F7IE
L|C}.

NE HE

DynamoDB Encryption Client 2t O|EEHZ|E A& St= OHEE(7|0|ME A™AbStE{H, S EXtol|AH sl
TEAE AEE = = HEto| o{ok FLICH O X| pfo® T @40 CHEt HMATH HEE
L|CH.

« DynamoDB Encryption Clientol= Amazon Web Services(AWS) H/Z0| E5tX| &t
MH[|AO| = o|ESHK| e &LICH ae{Lt ofEE|FH[ 0l E AWS AE AI8ste ER 7
g Heto| /= H ALS KT AWSEQELICEH

04 O

18 AP

« DynamoDB Encryption Cliento = Amazon DynamoDB7} 223t X| et &LICH a2iLt EEI0|HEE
Ar&st= o E2|710|410] DynamoDB Ef|O|E & M5t 7Lt EHo|2o| =& 7L, E1|0|'='01|A‘|
BEE IIKE B EEXE AWS A &0l Z 28t DynamoDB 22 AIE £ Qe Heto] 9l0q

Of gfLCt RtMIEt L2 Amazon DynamoDB 7HE R} QHLHA S| MM A Ko FHIE B EHAIR.

=2 a4 303


https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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Amazon DynamoDB Encryption Client O|& 8443

Z2eto|E & ¢ 53 2lo|= {22 0|E 0| AWS Database Encryption SDKZ HZE[Q&LICEH O
FHetxF OFLHAE 09715] DynamoDB Encryption Clientoll CH8F HE & MBS &LICt
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Z[RA&LICH AWS Database Encryption SDK= Amazon DynamoDB2}t & #HElLIC} 7|& DynamoDB
Encryption Clientt M & 53t El &= 55385t 1 212 =+ A&LICH 7|&E DynamoDB Encryption

Client HHZ10i| CHEt leﬂ L& 2 AWS DynamoDB-& Database Encryption SDK 7 X| ¢ MM &
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