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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
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"iam:ListUserPolicies",
"iam:GetUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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"Statement": [
{
"Sid": "ManageControlCatalogAccess",
"Effect": "Allow",
"Action": [
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"controlcatalog:ListObjectives",
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"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS Control Catalog Hot &M

| AWS MH|A 3tE2 CIE2E T AIE £ @)

201 42T O[HIE CloJEE %7
SLICH AHAIE LIS S CH2 RHE 8 A SHAIL.

H
|1 Fl[[
1z
Q'I_I
&
P
i
i
)

. EE MM IR

« CloudTrail X|& MH|A & &
« CloudTrailol CHEF Amazon SNS &2 7+
« 0424 2|0 M CloudTrail 21 ut 2r7| L 0424 HHof| A CloudTrail 21 It 87|

EE Control Catalog %242 CloudTrailo| A 2Z E[0{ Control Catalog API & Z 0
£0{ ListCommonControls, ListObjectives % ListDomains &2 HMH™Mo =2 S ESM
CIoudTrall 21 mtdof E=0| et

DE OJMIE FE 27 ¥B0ls QM WNHE AS) CHE HiEot ZEELICH 12 3HE 0/8

st OS2 &H HEE = gt

- 20| FE E&= AWS Identity and Access Management (IAM) AtE At At ZH2 2 O|F0{FI=X]
05 LICt

- FF L& miozi|o[d AtERtof CHEF HA| 22t QIS5 S AE5t0] 20| YEEIRNEX| 017,

« 2%0| CHE AWS AH|A0| M O|F 0{FI=X| o F LIt

REMIEH LI 2 CloudTrail userldentity 2 A8 EHZEFHMIL.

Control Catalog 21 I} &5 0|3

ZFHXO0|8t X5 Amazon S3 HZ!0f| O|HIEE 27 mlUZ Q24 £+ A st FAHULICH.
CloudTrail 21 ZtoflE otLt Ol¢ el 20 F=0| L& E & UELICH OHEE &
CH QEE LIEHLIH 7F &, & et AlZh, & nt2tolH Sof| Chet %
CloudTrail 21 I} 2 HEZ API &Y &

ef&LCt.

I

Ct2 2 ListDomains &2 E0{F £ CloudTrail 21 = 0| LIEHH o A|ILICE

eventVersion:"1.05",

userIdentity:{
type:"IAMUser",
principalId:"principalId",
arn:"arn:aws:iam::accountId:user/userName",
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accountId:"111122223333",
accessKeyId:"accessKeyId",
userName: "userName",
sessionContext:{
sessionIssuer:{
I
webIdFederationData: {
I
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"

}

iy
eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775cbh0",

readOnly:false,

eventType: "AwsApiCall",

recipientAccountId:"recipientAccountId"
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"
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