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"controlcatalog:ListDomains"
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"Action": "controlcatalog:List*"
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"Resource": "arn:aws:controlcatalog:::domain/*"
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"Resource": [
"commonControl",
"objective",
"domain"
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O| o XMl= IAM AFERI7E RFAQ| AL AL IDOY| HAZAE 2zt L 23 HME 2 = UL E 535l
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
AL XE7F AWS Control Catalog0l M Z[AAE E = UTE FHE
Ct= M2 AWS Control Catalogl| =M@, S & 38 HEES LEE = U= HE2 2oL
Ct.
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JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "ManageControlCatalogAccess",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource": "*"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

O] B2, controlcatalog:GetWidget &S AHE5t0{ my-example-widget E|AA0] HAMAE
2 UEZ = mateojackson AL At HAZ AH|O|E5H oF & LICH.

80| HRFt B2 AWS ZEIRA Z2lstMR. BEIRE 232l A 3HE NS EH AFE Lo

iam:PassRole2 T35t & QIS EIX| &S
iam:PassRole &2 &g MEHO| QictE 277t || AWS Control Catalog0 &g ™E
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ok
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eventVersion:"1.05",

userIdentity:{
type:"IAMUser",
principalld:"principallId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
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accessKeyId:"accessKeyId",
userName:"userName",
sessionContext:{
sessionIssuer:{
},
webIdFederationData: {
},
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"

}

},

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775ch0d",

readOnly:false,

eventType: "AwsApiCall",

recipientAccountId:"recipientAccountId"
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"
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