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]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_getfederationtoken.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-windows.html
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def handler(event, context):
data = {
'output': 'Hello ' + event["pathParameters"]["name"]
}
return {
'statusCode': 200,
'body': json.dumps(data),
'headers': {'Content-Type': 'application/json'}

}
Aol A== Hello EAET S EXAI &0 ELlE EXAtEE EHFLICL
3. SYUstCIAEZIolM template.yml THUS YLict T+ Boll T+ TEE X7bstT BHAS K
L.
Hello:
Type: AWS::Serverless::Function
Properties:

FunctionName: !Sub 'awscodestar-${ProjectId}-lambda-Hello'
Handler: hello.handler
Runtime: python3.7
Role:
Fn::GetAtt:
- LambdaExecutionRole
- Arn
Events:
GetEvent:
Type: Api
Properties:
Path: /hello/{name}
Method: get
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4. gitadd .E A& SHE SIZXIEC|Q AHO|E Pdof U HZA AHES FIHELICH HEE 2
E oS F7I5tE H()2 ¥R OHMAIL
@® Note
H2IZE CH4Al Visual Studio EEE= EclipseE A235t= AR Git AF2 X|ZI0| CHE £ /&L

C}. Visual Studio &£ = Eclipse EME HZE5HAAI2.

5. git commit -m "Added hello.py and updated template.yaml."& &&i5to{ SAE 2|ZX|IEEQ] &
HOIZE IS HUSMAIR.

6. gitpushE & 70! 24 E|ZX|E 2|0 FAIRLICE

® Note
3 ZYE 2dstiete HAIXIZ7 ZAIE = JsU ot 4 2|2
s jobCt HIAIR|I7F EAIEIXK]| S 54T Git A4 5 #ERE
Mx|stT -_rM St Z30| E2&LICt ol& £0{ macOS E & Linux0l| A E{O1'=0 git config
credential.helper 'cache --timeout 900'2 Al&i5tod O 158 0| X|LIXFOFRF HIAIX| 7} &
A=A & = UA&LICE EEE git config credential.helper 'store --file ~/.git-credentials'E
AR50 ChA| EAE[X| A & == UELICH Git2 & CIHE (o] et ot Uof Lt
BIAER A4 SH2 XEStLICH RHMIEH LHE2 2 Git ®¥lAFO|E 9] Git Tools - Credential
Storage® EESHMIL.

7} F AlE AWS CodeStar & X|5tH CodeBuild & SAME ALS
| =5 CodePipelineCodePipeline0i| X|A|&L|Ct AWS THO|Z
g = gLt

5tod &l MH|AE CHA| =31 RHHH
2H0I H Ol x|of A b Z FIs Atge =

ol
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AWS SAM2 M & =01 awscodestar-my-sam-project-lambda-Hello-RANDOM_IDEl= O|§ 2 £ o4& L
Ct. 0o47| M

* my-sam-projects= Z2ME o| IDQIL|C}

* Helloe= template.yaml TZtoi| X|HE &= IDRILICE.

« RANDOM_IDE= AWS SAMO| 1M E 2[5 &g &8st £ IDYLICE

6ttA: 12 & MH|A EHIAE

O| EtHOIME O|™ CHAHOIAM 718 2RI J|dto 2 AWS CodeStar 2HE L HZ 8+ S AFEl 4 MH|
AE HAESLICE
1. AWS CodeStar Z&0MH ZT2ZMEE o & HEH0|MH BM RZ0|AM oto|Z 212 MESSHL|CEH

2. molzeelof ChA| AT
EX| RSt HE H

K| &Qlatm AE5H7| ol AA, 2= HHE EHA|of| 30| EAIL]

H1

(® Note

O{= EtH|O|E Failed7t ZAIElE B2 XM SHZEE ¢

off Ch& EFAIE =l

A EHAlof CHEAME AWS CodeCommit AFE AEAM 2| AWS CodeCommitE A 3
S A ES AN,

I b

- 2= EAlof CH8i M= AWS CodeBuild A& A A 2| AWS CodeBuildZ Xl sHZE S &
AR

o HHZ CEHAHofl CH8H A= AWS CloudFormation AF2 A3 A 2| AWS CloudFormation2 &
H

1 2ol EMl= =X 812 AWS CodeStar EHHE HESHAAIL.

3. OHEcIFolMd E7|E§ MEfgfLct

o EetXolM gEls M oM & ME|AE CfE 85 Z20E EAIELICH

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}
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https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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4. BHO| FA EAIZENM BZE /hello/ ! O|F 2 URL(0H: https://API_ID.execute-
api.REGION_ID.amazonaws.com/Prod/hello/YOUR_FIRST_NAME)2| &0i F7}8t C}S EnterE +
gt

O|§0| Maryet®™ ¢l MH|AE CFS S Z0E EAIELICH

{"output": "Hello Mary"}

7EHA!: & M| 20l B HIAE FTt

O| EtAH0IME 2L I AE|O|ME A8 5H0{ & AMH|A0MH AWS CodeStar A E|= EIAEE F7t
HLICH Ol EIAEE M + 88t +8 BlASE CiALICH

1. EZ HIAHO|MAUM SHE 24 ZE Z|ZXEE7 U= CIHEEIZ o|SELICH

2. o CIME2|0M hello_test.pycls TS BIELICH ChE ZEE FIIE & ot YS XEE
LICt.

from hello import handler

def test_hello_handler():

event = {
'pathParameters': {
'name': 'testname'
}
}

context = {}

expected = {
'body': '{"output": "Hello testname"}',
'headers': {
'Content-Type': 'application/json'
.
'statusCode': 200

assert handler(event, context) == expected

7TEA: @ MH[20| B BIAE FTt 33



AWS CodeStar

version: 0.2

phases:
install:
runtime-versions:
python: 3.7

commands:
- pip install pytest
# Upgrade AWS CLI to the latest version
- pip install --upgrade awscli

pre_build:
commands:
- pytest

build:

commands:
# Use AWS SAM to package the application by using AWS CloudFormation

- aws cloudformation package --template template.yml --s3-bucket
$S3_BUCKET --output-template template-export.yml

# Do not remove this statement. This command is required for AWS CodeStar
projects.
# Update the AWS Partition, AWS Region, account ID and project ID in the
project ARN on template-configuration.json file so AWS CloudFormation can tag

project resources.
- sed -i.bak 's/\$PARTITION\$/'${PARTITION}'/g;s/\$AWS_REGION

\$/'${AWS_REGION}'/g;s/\$ACCOUNT_ID\$/'${ACCOUNT_ID}'/g;s/\$PROJECT_ID\
$/'${PROJECT_ID}'/g' template-configuration.json

artifacts:
type: zip
files:
- template-export.yml

7TEA: 2 MH|A0f B2 EIAE F7t
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- template-configuration.json

4. Git2 AFE3t0od oleet HE Al E ¢4 ElZXIE2|of FAIEfLICH

git add .

git commit -m "Added hello_test.py and updated buildspec.yml."

git push
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1. AWS CodeStar Z&£0M Z2MEE Ho{ & HE{0IAM B 20 ot

2. A&st7| ol mto|z 2t lof ChA| AME[R=X] Helstbe. B2 B He 438 & U
A HAET H3otH e EHAlol 30| ZA[ELICH

3. ERIEIAE Znt MF HEE Eedd = B0l M CodeBuild @38 ME{ELICH

=1y

5. my-sam-project:BUILD_ID H|O|X|Q| Y= 20| ™A 2O E7| 33

6. Amazon CloudWatch Logs 2& 2| 21 30| CtS FAE HIAE A
AE Zto|M HIAE 7 EDHE|RELICE.

_lTl_
Bu Id Project: my-sam-project 0| X[ 2| HE 7|Z 0 A 0|2
EH

ol g

O] 2= AFFE CodeBuild7} Python HIAE ZH| Q! pytestE U= #ZHof| MR|GHEE X|A|
2 LICt CodeBuild= pytestE At&5t0] B EHIAEE A™ELICH LIHX| HE MY 0| &
olst|C}
=Hd .

B==REEEEEEEEEEEEEEEEE TRASTE SEASSI0N STATES S
platform linux2 -- Python 2.7.12, pytest-3.2.1, py-1.4.34, pluggy-0.4.0

rootdir: /codebuild/output/srcl23456789/src, inifile:
collected 1 item

hello_test.py .

8EFA|: B9l EIAE ZAnt 27|
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HAETL Adojgt 39, 23 £30| 2F 23 £3oi| MF HE7} Qlofok &
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Ol Z2HMEE A4 ASSIEIEI0| IS ZLIE 4 UKIE AWS A0 s 2F0| 221 4+ s
L|Ct.

1. AWS CodeStar 220 ZZHE 7} ¥ U= MEHOAM B M B S0 S MENEFL|CE.

2. ZZHME NE ME HOo|X[o|M Z2HME AlK|

i
X

3. deleteE URstn 2|44 AfK| #fQlErEs MENS dEiz RX[EF OIS AXME MEHELICH

/A Important
O &Ato| MEHE FASIH ZEME B ETHOM A% AWS CodeStart|X[Et ZE2HME
O| AWS ElaA = CHREE EEELICH AWS HHol| A& 2F 0| £otE = U&LCH

o| Z2 XM Eof CHsH7F AWS CodeStar 2438t Amazon S3 H{Z!0| 04M5| Q1= A< CH= EHAHof k2t
APA|ELICE.

1. https://console.aws.amazon.com/s3/0| A Amazon S3 &2 YL|C}.

2. HZ! S50l aws-codestar-REGION_ID-ACCOUNT_ID-my-sam-project--pipe 22| O}0O|2& M
EHSEFLICH 07]0d A
« REGION_IDE Y2 AMgt =2 ME | AWS 2| IDYILIC.
 ACCOUNT_IDE AWS HH IDYLICH.
« my-sam-project= W= AX|E T2 MEO| IDRILICE.
3. HAHIRZIE MEiELICH HZ 9| 0]

4. HAAXME ME{ELICH HZIo| O|F

9tHA: Hal
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AWS CodeStar INT=IY A To] =]
Ct= EHA|

O|X| o Rt& A E Neo = O ElaaE HEsH= 20| E&LICH

- AIE5E7] AWS CodeStar XH& A0l A= Amazon EC2 QIARIA M - E|= Node.js 7|8 2 OfE
E|70|ME ddstn tiZstE Z2MEE ASELICHL

« AWS CodeStar ZZX™E E
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XF& M:E AWS CodeStar AFE 351040 Z2 M E MM AWS CLI

O| RIS MOIMHE AWS CLI E AI2510{ ME AA FC ME T X'||°._| HIZ 202 AWS CodeStar
ZZMEE MMSE &S Eo4ELICE = CloudFormation =7 & Q! ®IZSlof X|HE AWS Q= g}
o} IAM EIAAE AWS CodeStar ZZH|XK{LELICH Z2MEE= M%XPE’-I EF ANl BAAE 2HE|GH
AA FEE YWesta Wiz eI
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AWS CodeStar = CloudFormation £ AF235l0{ MEZ I =& YWEst D HiEELICH O] ME I =&=0f
M EAEIE|T Amazon AP| GatewayE Sall HMAE AWS Lambda = = 8 MH|AE MMEHLICH

« AWS CodeStarAdHo| EHHAHIE £=S3IAM2.

mazon S3 AE 2| X| t{Z!0| Qlo{oF EL|C}. Ol RIS MOIME ME AA FEQ} T X2
Ol ?Ixloll ==&t

0 0x
0%
rn

mo >

@ Note
M AF235E AWS MH|AE L E51040| RFS A2 #2dEl H|20f CHal AWS A &0l 20|
2uE & &LICH AWS CodeStar. AHA|IEH LI =2 AWS CodeStar 2 =22 HZE5HAMS.
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- SEtH:0M ZEXE M4 AWS CodeStar
1B E AA FCCIREE U HE

Ol Rt&MOIME zip HUS CIR2 2
E OHEE[7IolME Tt ME A2 3

Ciet ot ol S Z2ho] EAIELCH

& = gLt o47]0= Lambda HF & E34& 2| Node.js
Z3fE[o] UELICH 24 FEE E|XEX|EE|0f HIRISHH, &

II'I 1y

tests/

app.js
buildspec.yml
index.js
package.json
README .md
template.yml

ct

njo
I3

BEME QAT ME AA FCof EAIEL|CH

tests/: O| Z2HME 9| CodeBuild ZEMEof CHst CH| E|AE MHEQILIC} O] EEE ME FE
of ZEE|X|OH HICA| Z2MEES MAS To= oiaL|ChH

« app.js: Z2MEoO CiEt ofZ2|F0|M AA FEQILICE

« buildspec.yml: CodeBuild 2|24 0| 2= ErHA[of CHEF 2= X[EIQILICH O] T2 CodeBuild 2l
247 Je BEF Aol "HESo 2 et

- package.json: OfZZ|70|MH A A

= 3
« README.md: 25 AWS CodeStar ZEME| X8 k|= ZTEXME readme ItUQIL|CH O] Tt M
E FCo ZTEE|XR|PHEHIEA| ZZMEE 4 2

« template.yml: 25 AWS CodeStar ZZME0| Z&E Qlzpgl HZ3 o =

UQILICH Ol RH& A B0 YR Este £ MOl UE
Ol IUe ME Toof EHEIR|GH HEA Z2HMES M4 TR giaLIC

A 2. ME T AU EETCOREE

M[K

Ol Rt Mol MIBE ME =7 Ml HE32 2|Z X|E 2|(CodeCommit), THO|Z 2}
gl gl 46| 0|Li(CodeBuild)E 44445t CloudFormation & AF&3t04 A
of HHZ &fLiCt Ole48t ElAA oz, A& Alzt #F HMetol HRIE 2™
CodePipelineO| HHZ O}E|HEE K& &= O AH&8H= Amazon S3 HZ,

rO

|(CodePipeline)
Lambda E3 &
&35t 1AM A E,

CEZX|EE|Z2 FA|

>-mM
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samples/nodews.zip
samples/nodews.zip

AWS CodeStar INT=IY A To] =]

g f mto|zetel 2 & EE|7{st= ol A& 3dt= CloudWatch Events & S0| ZMELICH AWS
IAM 2 Atei|et FefetE S, ol oMo Helgl =7 &l dgo| X 72 & SAsHAARL.

A Z AWS CloudFormation EHlZ2/2 YAML @AIlC 2 CIRECslD =8 ELC)

O|H Xt& M FHHF M create-projectBHE0{E A5HH, O] & EX2 CloudFormationo| CtZ 3t 2
2 MEX XI™E =T Ml 2|AAE HMELICE O AEE Mol A st 2lAA0 CHE REAIE LIS 2
AWS CloudFormation A& HAEBEAMO]| = CHE FHE FZstAA.

« AWS::CodeCommit::Repository CloudFormation 2|4 A= CodeCommit 2|ZX|E2[E MM ELICT

« AWS::CodeBuild::Project CloudFormation 2|&A & CodeBuild E Z2MEE MAMgL|C}.

oH
« AWS::CodeDeploy::Application CloudFormation 2|4 A& CodeDeploy OHZZ|AH| 0| S MAIEFL|
Ct.

« AWS::CodePipeline::Pipeline CloudFormation 2|4 A E CodePipeline IHO|Z2}Q12 A M 3tL|CT

« AWS::S3::Bucket CloudFormation Z|AA = TIO|ZZIQI0| OlE|HE H{ZlE MAHEL|CH.

« AWS::S3::BucketPolicy CloudFormation Z|AA = THO|Z2}Q10| olE[HE H{Zloi| CHSH olE|HE H]

ARSI R si R

« AWS::IAM::Role CloudFormation 2|24 & CodeBuild 21E Z2MEE 2|8 = U= AWS
CodeStar H&tE £ 045t= CodeBuild IAM %t 23t MAELICt

« AWS::IAM::Role CloudFormation ZlAAE TO|Z 2012 MAE 4 QlE AWS CodeStar T8t £
045l= CodePipeline IAM Ef4X} 2482 MAEHLICH

« AWS::IAM::Role CloudFormation Z|AAE B|AA AEHS MAMSH £~ 9l= AWS CodeStar HEH2 £
045t= CloudFormation IAM 2 &} @i&t2 MM ghL|Ct.

« AWS::IAM::Role CloudFormation Z|AAE B|AA AEHS MASH £~ 9l= AWS CodeStar HEH2 &
045t= CloudFormation IAM 2 4&} @i&h2 M MghL|Ct.

« AWS::IAM::Role CloudFormation ElAAE BlAA ABS M8 £ Ql= AWS CodeStar HEHE F
043t = CloudFormation IAM X} &t 2 MM EHLICtH

« AWS::Events::Rule CloudFormation ZIAAE E|ZX|EE|HAM FA| O/HEE ZLIERSIE=

CloudWatch Events T+&/S A sHL|CT

« AWS::IAM::Role CloudFormation 2|2 A= CloudWatch Events IAM @3&r2 MAshL|C}

SEFA: M =7 A2l Bl Z 2! E|AE CloudFormation

1 2RE =
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TR A HEZSIZ2 2517 Mo, CloudFormation 2] =7 ®|Ql HIZ2IE EHAE

g & A&LICH
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3EHAAM =7 AR ”HIES! E|AE CloudFormation


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
samples/toolchain.zip
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codecommit-repository.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codebuild-project.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codedeploy-application.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codepipeline-pipeline.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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1. l=1l:-I|O|EEI B %J; E?E" 24 %—E—IOH &3l CloudFormation £ QLICH AEH MM S MEH

(@ Note
AEHTLO M MAE B E Z|AAE AMK|EHoF §LICH CloudFormation. &
0]
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™ Z2HME 44 Al o|0] A8 B2l ElAA O|F WEol| 277t &g = J&LICH

CtAH 4. 24 3E D EF A

AWS CodeStar ZZME
sHoF LICt.= ol2st EH=Z EIEIIEEIE AWS CodeStar ZE7|2|'%."L_|E|'. O| &%= AWS CLIO|A
ZZMEE MMt HES AYE i 3 ot doi| M X[-EELICt

toolchain.yml It T QH 2 =31 Amazon S3Z K740 B LICH BHES M0 Z2H|
AMAAE m = mhdol| Mol x| XIEELICH AWS CLI

AAZE UET HO HUES YE S stEiH

—

l:|-° AH X .l_L|-°|

OiFLICH MEZE I =0 template.yml THAO| ZEELICH HASAMAIL. o] Tt
toolchain.yml Itut= CHE oA AL[CH
1s

src toolchain.yml

1s src/
README . md app.js buildspec.yml index.js package.json
template.yml tests

cd src; zip -r "../src.zip" *; cd ../

CHS HHo{E .zip YU toolchain.ymlE Amazon S3Z2 [Z=hL|C}.
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aws s3 cp src.zip s3://MyBucket/src.zip
aws s3 cp toolchain.yml s3://MyBucket/toolchain.yml
AAFE BRE 9 Amazon S3 HZ!IE Y= = 5te{H
St2 2 Amazon S3 HZ! Ha Al ZHR| ACLs A5}
== 8 4 Lt
Sz el WA

AA FEQ =T X QIS Amazon S301 A&
01 CIE |AM A2 X EE= AWS HZXHO| MEOAH Z2HMEE MAMSH £~ 0
gdote ZE AR ALEStEd

MNEX XHZ2MEE MA

AWS CodeStar =

20| HNAT 4 QTS BHLICH
A

AAL-T1
CHE AHE 2 MEstH stedH, Cchg BE
aws s3api put-object-acl --bucket MyBucket --key toolchain.yml --acl public-read

aws s3api put-object-acl --bucket MyBucket --key src.zip --acl public-read

|E MM AWS CodeStar

to

S5EtA:0|MH T2 &

|Ato| BHAHIE 2t Z 2 X

EE MAHAIA

E=of #EE AWS 2[T10| A 44

/A Important
oM 7|2 AWS Z|Xe FAdsHoF gLict AWS CLI. Z 2

ZElL|C} AWS CLI.
MAI2.

5t --generate-cli-skeleton ItZtO|E{E Z & SHA

AlSH
=0

create-project WS

aws codestar create-project --generate-cli-skeleton
r L

U —

E=3n

m

|I=I =
1

| ClO|E{7} &2d0fl EAIE/LICE 7F AWS CLI Mx|E 22 HBE| =
SAHELICH SAHE O[O|E{E Tt

of UYes &

JSON & Al
FL(Al: input. json)ol| CIO|E{E
FE XMEELICH o] &3 A2 HZ! 0|& 0| myBucket@! MyProjectite=

T EERA&LICH

E M4 AWS CodeStar
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AR 7H0|E

« roleArn ItZIO/EHE UZBIM=X| EHQUSHAA|R. Ol RIE Mo ME HEZ/D Z2 AFSXF XY
HEZol A2 e S =dalok gLICt o] U2 B 2: ME =7 Al ’ES CIRES0 K|
MEI ZE EaAE MYE = e HEto| lo{of #LCt

« stackParametersOi ProjectIdE UM =X| EQISHAAIL. O] AIE MM NS5t ME
HES2 o TZt0|HE K FELCH.

{
"name": "MyProject",
"id": "myproject",
"description": "Sample project created with the CLI",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "src.zip"
}
},
"destination": {
"codeCommit": {
"name": "myproject"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "toolchain.yml"
}
b
"roleArn": "role_ARN",
"stackParameters": {
"ProjectId": "myproject"
}
}
}

5EtA.0M Z2ME M AWS CodeStar
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A—ELICH

bt C}S, create-project WS CHA

[

2. 93 XMEE ool o U= CIHEEE ™
--cli-input-json mt2tO|E{E Z&FLICH

aws codestar create-project --cli-input-json file://input.json

3. Ol BHO| MChE MHEIH CHS T HI2 3 GlOJE{7H 240 EAIEILICH

"id": "project-ID",

Ct.

aws codestar describe-project --id <project_ID>

CHS1F Hlx e olo|E7t Zxtof| LIEFE LICH.

{
"name": "MyProject",
"id": "myproject",
"arn": "arn:aws:codestar:us-east-l:account_ID:project/myproject",
"description": "",
"createdTimeStamp": 1539700079.472,
"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",
"status": {
"state": "CreateInProgress"
}
}
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Connect to GitHub
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]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.
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]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.
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1. create-project WS AT --generate-cli-skeleton ItZIOIE{E Z&SHAAIL.

aws codestar create-project --generate-cli-skeleton

JSON A Ho|E{7F E30d| EAIELICEH 7t AWS CLI HX|E 24 AFE E= lAaEHA
of A= TU(H: input. json)ol CIOIHE SAHELICH SAHE GO E CHE1 2ol =Yt
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"name": "project-name",
"id": "project-id",
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AR 7H0|E

"description": "description",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "s3-bucket-name",

"bucketKey": "s3-bucket-object-key"

iy
"destination": {
"codeCommit": {

"name": "codecommit-repository-name"
1,
"gitHub": {
"name": "github-repository-name",
"description": "github-repository-description",
"type": "github-repository-type",
"owner": "github-repository-owner",
"privateRepository": true,
"issuesEnabled": true,
"token": "github-personal-access-token"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"
}
1,
"roleArn": "service-role-arn",
"stackParameters": {
"KeyName": "key-name"
}
1,
"tags": {
"KeyName": "key-name"
}
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« name: E = LIC} GitHub E|ZX|E2|2] O|F lL|C}.

« description: E &ZLICt GitHub E|ZX|EE2|e] B LICY.

« type: & S QILICH GitHub EIZX|EE|o] REULICH &8t 2f2 User E&
Organization 2 LIC}.

« owner: = S QILICH The GitHub user 2|ZX|E2| 2FXtQ| O|FILICH 2|ZX[E

2|2 GitHub Z 50| 2 R8HoF B, Z X 0|ES Ust AL,

« privateRepository: Hs &S LICt O E|ZX[EE|e| ZE2I0|8/HEE! iR E A
gtLICH R &8t Zf2 true L& false I LILCE.
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« bucket-name: Amazon S3 H{Z! 0|2 ¢]L|C}.
« bucket-key: =7 M RHEZE Z&St= .yml E= json THY(04: files/
toolchain.yml)2 X[&stE HA MFALL Z4A| Z[L|CH.
« stackParameters: MEf AL QIL|CI. CloudFormatio
EZEE|0] JU&LICH o|R2 (3l ste 42) =+ Aol &
2r0|Ee{dLct.
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« AINC| AFSAXH TR MO HESIS 2
OF &L|C}. AWS CodeStar AMH|A 3& 4l & AU
Ct. o] 2424 MTE 0| of| K| = AWSCodeStarServiceRole 4% EH 2 2R 5HA AL

SN

g:goﬂ (e} edsts MAIst £~

 tags: ME4 AFEQILICH AWS CodeStar Z2MEof HAZAE EfTQILICH.

(® Note

Ol Efa= Z2ME £ 2laLolE HAEE K| E&LICH

—

H
o

2. W3 XEE oo| Eo0f U= CIAEEIZ MEHSt CHS, create-project WS CHA| AIREFLICH.

--cli-input-json It2tO|E{E Z&ELICH

aws codestar create-project --cli-input-json file://input.json

OI

3. Ol HHO| MCHZ MHEI ChS T} 23 Clo|E7H Eol EAIELICH

"id": "project-ID",

arn": "arn
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ol8a Z2ME MU JEHE RISt MA|2. --id TEt0IBE Z 8L

ct.

aws codestar describe-project --id <project_1ID>

CtSot Hz 8k olo|E{7F Atol| LEEFEfLICEH

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-1l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"
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(® Note

IZZME7 HEt AAH Mo 2 T2 H|XLEE AR 0| BHAHE ALHE £+
2018'A 12 6 PDT O| %0 MME Z 2 M E O A
£ AWS CodeStar Z 2 H|X ' &LICt

off 2221 AWS Management Console 3t 11 https://console.aws.amazon.com/codestar/://https://
https://https://https://https://https://https://https://https AWS CodeStar ://://https://

ZzHMEE Y57 template.yml fileO| U= 7|E Z2HMEE MEEHCIZ, ZE2ME £
22 HO|X[E FLCH.

ZZME 2|AAQ| B|AA S E20{ A CodeStarWorker/Lambda 23&tod| CHal AMAI=l |AM 23&F
£ H&LcH AE o|E=2 OFS A2 FELICH role/CodeStarWorker-Project_name-
lambda-Function_name. @& 0i CHEF ARNS MEHEFLICE.

AF 0| IAM 2 &0 HRILICH HX AAS MEELICH AWSXrayWriteOnlyAccess HHE
o, dof A f—ﬂ*o._'%% MEfSt CHE H3 A2 MEfgfLC

A: £X& I3l template.yml Tt =
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
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AWS CodeStar

Resources:
GetHelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.get
Runtime. nodadeded
Tracing: Active # Enable X-Ray tracing for the function
Role:
Fn::ImportValue:
1Join ['-', [!Ref 'ProjectId', !Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /
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Uollo|E7F EWEILICE O]l EX|7| Y AMstH HEtE ™5t nlo|= EP°'% (m UNINESES
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4EHAH|: ZXE 2|3 AWS CloudFormation A& 4| 0|E ZLIE{E
1.  AWS CloudFormation 2E4 AH|O|EE= Z2MEO| m}O|Z 2} Q10| HHE THAHIE A|ZHE [ Al
Er=EIL|ICH AEH H|0|E AEHE E {84 AWS CodeStar CHA|E E 0| A TlO|Z2F21o] AWS
CloudFormation EHAH|IE MEHEHL|CE.
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Trace list

1D Age Method Response Response time
315e2d41 4.7 min 200 270 ms

88c0civc 12.8 sec 200 23.0 ms

DE Z2MEO| ZF AWS CodeStar ElZ2!0{= G| O|E{H|O|A E{|0|E2 L Lambda &2 Z2 of
Zz|7l0|Mo| AWS HEIY S48 DE2I5HE CloudFormation I 0| 74 MZELICH Ol /
template.yml ItO| A A B|EZX|EZ|0i AEELICH.
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CtE Z2NME x| HEo 2 WHE Chg Z=2XME o|efet BHHIE A8 E = U&LICh

« PE Lambda ZTEME
« 2018 8& 32l 0| 0f BFHE Amazon EC2 EE = Elastic Beanstalk ZZME 0| AL, AWS
CodeStar £ Z2HME Z|ZX|E2|0] /template.yml T}AUS T2 H|X M &LICH

Resources M AM0i CloudFormation 2|AAE F7}510{0| IS 38 £ Ql&L|C}.
template.yml T2 =324 AWS CodeStar 27t Z2ME0] Af 2|&AE CloudFormation 7+
& 4= Ql&LICH 2lAA0 et T2 XM E O CloudFormation A} @&t 2|l CIE Hete XMHatof|

7teloF & == QU&LICH HES A2 HAo| cist HE= AWS 2|44 8 X E HTFHAML.
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=
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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@® Note
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2018'A 128 6 PDT O|%0f MMEl Z2MEO| A= MEt ZH HMS AL85to] ZZHE
£ AWS CodeStar T2 H|X{'dZ&LICH

1. o 2322l AWS Management Console 3t AWS CodeStar 2& 2 JL|Cthttps://
console.aws.amazon.com/codestar/.

2. ZEMEE WMLt template.yml fileO| J= 7|&E ZENME
A4 HO|XIE FLCH,
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Megt g

3. EZZHME g|AAQ| B[AA FF0iAM CodeStarWorker/AWS CloudFormation 23¢gt
of CHaH MME 1AM &S at&LICH UE o|E2 ClS HAE FIFLICEH role/

CodeStarWorker-Project_name-CloudFormation.

t
o451 AgLct #E §19] Inline Policies(Q12HQ! 2)0f A AH|A g Hato| o
=3 imgh—l x{=H nqxI% MEHSHL|C}

6. JSON Z=9o|Statement 40 C}2 XA MHS F7ehL|Ct.

"Action": [

[H

EME 2o FTt 95


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sqs-queues.html
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AWS CodeStar MNEX 70|=

7.

"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”,
"sgs:ListQueues",
"sqs:GetQueueUrl"

1,

"Resource": [

"

1,
"Effect": "Allow"

M HE

SEE ME
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=
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YHol| 277 =Xl Felstn

2EHA|: template.yml It =

https://console.aws.amazon.com/codestar/://0| A AWS CodeStar 2£& LILC}.

=
MHEIA Z2MEE MEi5tD I = H0|X|E YLICh SIZX|EZ| ZA M template.yml 2
%1€ 7|83l SLICt.
IDE, —=*'——"*—OIL} 24 EIiXIEEIOI 2;—% 0|23l EIZX|IEE|C| template.yml I}UE HE
grLct 2IAAE Resources MM Eo{d&LICt O] Mo M= Cl S HIAEE SALE
Resources MMO| F7}HELICEH

Resources:
TestQueue:
Type: AWS::SQS: :Queue
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Resources:
HelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.6
Role:
Frn::ImportValue:
'Join ['-", ['Ref 'ProjectId’, !'Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /
Method: get
PostEvent:
Type: Api
Properties:
Path: /
Method: post

TestQueue:
Type: AWS::5Q5::Queue

Al

O| &2 mo|Z2t2lE 7S ELICH IAM HEHE UO|0|ESHY| T™of 48 A& S 785
04 mo| = 2}2l0| AlZHE|T AWS CloudFormation AEH 21H|0|E0f| 27/ 7} 2 5t0{ AEH
UOo|E7F EWEILICE Ol EXMI7F M5t HEtE -5t Tto|Z 2RI CHA| A|ZHS)

AR,

4CHAH|: AWS CloudFormation 2EH 20|0|E ZLIE{Z
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ool 2}Rlo| H & EHA|0f| A CloudFormation &3 & MEHSH0{ AWS CloudFormation &0 A A
I 2XME HEeLICt 2£2| O|HE SR Z2MEE MEfSH AB] M MR HEE =I5
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=

EANSHE HIAIX|ZE Q&L o] Mo ME sgs:CreateQueue HEt

Mp>

* 0B3TA1UTC-0T00 UPDATE_ROLLBACK_COMPLE AWS: CloudFormation::Stack awscodestar-dk-sqs-red-lamb
TE da
083711 UTC-0700 DELETE _COMPLETE Ay Queue TestQueue
v OBATODUTC-OTO0 UPDATE_ROLLBACK_COMPLE AWS:CloudFormation::Stack awscodestar-dk-sqs-red-lamb
TE_CLEANUP_IN_PROGRESS da
» OB3T.06UTCOTO0 UPDATE_COMPLETE AWS:Lambda: Function HelloWorld
» OB37T.03UTC-O700 UPDATE_ROLLBACK_IN_PRO AWS:CloudFormation:Stack awscodestar-dk-sqs-redlamb - The following resource(s) failed to creat
GRESS da &: [TestOueus]. The following resourca(
5) failed to update: [HelloWorkd)
b 0B3T02UTCO700 UPDATE_FAILED AWS:Lambda: Function HelloWorld i
QE3IT.0NUTCOT00 CREATE_FAILED AWE: 505 Queue TestQueuwe

Z Z™E o] AWS CloudFormation 24Xt 4&tof| 44 E HAg MEIStof =2 E HEHE FIIE
LIC} 1EHA|: IAM2| CloudFormation 1A} st THEIZ & X5HAMIL
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CH7|Y¥ URLEOIM AF2E 4= RI&LICH AWS CloudFormation. CH 7| URLE C}S HAIS MEL
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https://{REGION_ENDPOINT}/queue. |api-domain]|/{YOUR_ACCOUNT_NUMBER}/
{YOUR_QUEUE_NAME}

KEAIEH LI 2 Amazon SQS HIA|X| 14, Amazon SQS CHZ|od| A HIA|X| £= 41, Amazon SQS
CH7|QH0oi M HIAIX| A XIE & ESHAML.

ZFItel 2ol M 2lAA0] HAHAE = QA ELICH HEtS
, FE AERLE A™Ho| 2RI EE
dministratorAccess H2ld M L= 30| HAM0| U= IAM AL X EE= e E AFBKE
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1. o 232! AWS Management Console 31 https://console.aws.amazon.com/iam/://https://https://
https://https://://https://:/Inhttps://:/[https://:/https://https://://https://://http
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https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/SendMessage.html#send-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/ReceiveMessage.html#receive-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/DeleteMessage.html#delete-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/DeleteMessage.html#delete-sqs-message
https://console.aws.amazon.com/iam/

AWS CodeStar MEX 70|
2. 2FZo| M FoM EMS MESELICE
HME MBOE MElstE 22 #el™ YA A7 "o|X|7F LIEFE LT Al2FS MEHEFLICEH
3. HO|X| &Eod M MMHS MEHFHL|CE.
4. HR HE| MMM JSON SMS MLt
5. C}Z JSON HH EME =dFLct
{
"Action": [
"sqs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:GetQueueAttributes"”,
"sqgs:SetQueueAttributes",
"sqgs:ListQueues",
"sqgs:GetQueuelUrl"
1,
"Resource": [
ngn
1,
"Effect": "Allow"
}
6. Next(CtZ)E MEAEFLIC.
® Note
A EX| Al HE7| S M0 JSON HE 7| M Zhof MEte = &Lt e HE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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1. ZZMEO CH$t template.yml TS HERIEL|CH

=
2. Resources: MMo{|AM CF of|Xl|e] FAIZ AFESH0{ IAM E|AAE FIHELICEH

SampleRole:
Description: Sample Lambda role
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
PermissionsBoundary: !Sub 'arn:${AWS::Partition}:iam::${AWS: :AccountId}:policy/
CodeStar_${ProjectId}_PermissionsBoundary'

3. molzgiele Sl HE Ag e EElAsty 935S HFLCH

ZZ2H™MEO Prod EtH R AEXZQIE F7}

telod M =2 M(Prod) EHAHE F7tst1 mho[=Z 2t 19| HiZ 2f Prod

O| Ehyof MAtof et molz=2 5 ol
THE F7heLch :LE-IEH z2ME mlo|zzlolg AE m FI| 2lAA AEY
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(@ Note
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z 2MEO| Prod EtH Y AEZQIE F7} 100



AWS CodeStar INT=IY A To] =]

« 2018 128 6 PDT O|% 0] MMHEI ZZMEO| AR = Mt BAH HAME ALE5lo{ == A
EE AWS CodeStar Z2H|XM 3 &L|Ct.

2 E AWS CodeStar Z2ZHME = Linux 2IAEA 2! Lambda g2t Z2 o Z 2|70l e| AWS FHE}
CI)=| E: 2 = |.

= — a
S&48E Z2- st CloudFormation RIE3! Tt US ALE & LICH /template.yml T2 &4 2
ZX|EE|o MFELIC

/template.yml It L0 Stage ItZIO|E{E AHE5t01 ZEXME 1o|Z 2 Qlo| Af BEHA[of CHEF 2[4
A AEHZ FIHEFLICH

Stage:
Type: String
Description: The name for a project pipeline stage, such as Staging or Prod, for
which resources are provisioned and deployed.
Default: ''

Stage WEtO|EE ElAAMM HEE Z2HME D7} Qe BHE 2E 220 MEELICLHE &

0iChg B 0B 2 HEX O FYE ElasYLic

RoleName: !Sub 'CodeStar-${ProjectId}-WebApp${Stage}'

AN E=A
AWS CodeStar 2£ 2| HIZS! SMHE M85t Z2ZMEE MMEELICEH
IAM AFE XFOof|A| CHS #EHo| UEX| EQISHA AR,

« iam:PassRole Z2HME CloudFormation 23&to| IL|C}.
« TZME L3 A QI d&o] CHEF iam:PassRole.
 cloudformation:DescribeStacks

* cloudformation:ListChangeSets

Elastic Beanstalk &= Amazon EC2 T2 M E of| Bt &

+ codedeploy:CreateApplication
» codedeploy:CreateDeploymentGroup
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» codedeploy:GetApplication
» codedeploy:GetDeploymentConfig
+ codedeploy:GetDeploymentGroup

* elasticloadbalancing:DescribeTargetGroups

BN
« 1E-Al: CodeDeploy0Oil A A HHZ 2 & A (Amazon EC2 ZZ M EOF &)
« 2EtA|: Prod EtA|oi| CHEH A mo|Z 2}l EHA| &7}
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o ATH7A|: B4 ALE F A| 2! AWS CloudFormation AE 4H|0|E 2 LIE{Z
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CodeDeploy OHZ 2| 0|42 MELFH

(® Note

ZZME 7| Lambda EE = Elastic Beanstalk Z2ME QI 2 0| EtAHIE 74L4E &+ U&LICE

1. https://console.aws.amazon.com/codedeployOlA CodeDeploy &2 L|C}.

AWS CodeStaroi M Z2MEE Ot [ M4dEl CodeDeploy OfZ 2[7| 0| S MEAEFLICY,

[Deployment groups]oll A [Create deployment group]S MEHEFL|CH
Deployment group name(Hi £ 1 & O|&)0l <project-id>-prod-EnvE =FLICt

MH|A 238tol A AWS CodeStar T2 ME O| = #|Ql ZQi&} edet2 MEHSH|C},

HiZ R ofzfollM 2l Z2flo|AE MEHEFLICE.
A
o

no|-

__I.L

Ef1 & of2iel 7| of2Hod A aws : cloudformation:stack-nameS MEHSFLICE. ZfF of2Holl A

awscodestar-<projectid>-infrastructure-prod(GenerateChangeSet X {01l CH3H Y
ME AENE MEfELICH

ot2Hoil A Amazon EC2 QIAEIA EHS MEHSH|C}

© N o o0~ WD

9. HHE M™0iA CodeDeployDefault.All1AtOnceE MEHEILICH

10. 2 gz MEHE X|SL|C}.
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. [Create deployment group]S MEHEFLIC}.

O|M| & Hmf HHE T F 0| HME|RA&LICH.

2EHA|: Prod EHA|0d| CHEF A mho|= 2}l EHA| F7}

Z2MEO| HE CHAIS SUEH HE X MET} U TS £718HLIC oS S01 Amazon EC2 T
2HME | Af Prod EFAlols Z2AEof ChaH AAE HHE Eloh S8t ZHdo] Qlofof ot
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HiZZ EFA|o| M o2t 0|E et HEE SAtstedH
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AWS CodeStar ZZME CHA|Z2=0iM THO|Z 22! M[F HEE MEHF04 CodePipeline £ 04| A
to|z2telg duct.

2. HES MEgLC

3. HHE EAHOlA BtH RS MEfFLICH

4. GenerateChangeSet 2r¢4o| & olO|2& MEfgFLICt CtF E=oi Z2t2 Mo Suct M 242
OHE M Olq&t gt2 AFSELICH

. 2% 0/B
. ¥Z ME ol8
o EIZEZZI
[==—R N
. HEZ 7Y
SCICRVISES
5. L3S N F nat0leio] T2ME 0| IhEt0IEIE SAHELIC ol243t natnlElE A Aol
2ofdaLich of & 501 047/0f4 JSON HAlo = EAIE Ii2l0lElE =ARILICH

e Lambda ZTE2ME

{
"ProjectId":"MyProject"

}

« Amazon EC2 ZT2HME

"ProjectId":"MyProject",
"InstanceType":"t2.micro",
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M Prod Et7|0l A GenerateChangeSet 242 ot

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",
"KeyPairName":"my-keypair",
"SubnetId":"subnet-EXAMPLE",
"VpcId":"vpc-EXAMPLE1"

}

+ Elastic Beanstalk ZT2ME

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE",

"SolutionStackName":"64bit Amazon Linux 2018.03 v3.0.5 running Tomcat 8 Java
8",

"EBTrustRole":"CodeStarWorker-myproject-EBService",

"EBInstanceProfile":"awscodestar-myproject-EBInstanceProfile-11111EXAMPLE"
}

A HE ZolM FAE MEHELICH

mn
A
2

® Note
MEUE FItet 2ol HE ZEO|M HESCR M AUS CHA| EH U8 ZET Z AL
x| et g 4= U&LIch 2B stack-nameOl(7h) EXHSHX| i S0l EAIE +=Z U&LICH
Ol 7= Qlafi mo|Z2telg MEH =+ gi= X2 orduUch JeiLt +3rEl EE8 S 6
M HUS AASHT CHAl F7bstof ghLICh mHo|ZatQlEs ME st AsHHE A=0| Q1AL
J

1. I}O|Z2}Ql0| O} & EAIE|X| 2t 2 AL AWS CodeStar Z2ME CHA|E=0{ A ZHO|Z 22l M|
HEE MEHSto] &0 mol=2telg Lot

2. HEg MEFLC
Ctolo{a ol StEFIM + Bt Al F7HE MEIFHLICE

4. E7H O|F(0: Prod)2 248t F + & O F FI7IE MEHFLIC

Z2MEO] Prod BHA 2 A=EZQIE F7}
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10.
11.

12.

13.
14.
15.

2 o|§of o|§S = ELICHOH: GenerateChangeSet).
21 B2 KXol M AWS CloudFormation2 ME4EHLICH
A ROl HE ME HME MM E= DAHE MEHELICH
AEH 0|0 0] 2ol M MAE CloudFormation AEH2| Af O|§ S U23&tLICt HHZ AEH 0|1}
SUE O|F 22 AlEIE F -prodE& F7HELICE.
« Lambda Z2ME: gwscodestar-<project_name>-lambda-prod

« Amazon EC2 %! Elastic Beanstalk ZT2M E: gwscodestar-<project_name>-
infrastructure-prod

pipeline-changeset).

2/21 olE|HE O M L ofE|TE S MeABtLICt

HES0| 7|E HiZ THAlof 248 0 SUS HE HES! 0|F2 UHELICHO: <project-
ID>-BuildArtifact::template.yml).

HES! Fof HiE EAlof 2det Zdnt SYUE HE HES 74 1Y 0|2 = LICHO:

<project-ID>-BuildArtifact::template-configuration.json).

7|5 0{ A CAPABILITY NAMED IAMS MEHSHL|C}.

(o}

q

035t 0|20 M T2 M E 9| CloudFormation £k} ed&ko| 0| HEHS}L|C}.

mjo
rx

== 5
S stEhsl & —f lO|E|of| Zz2dME 0| EI-EI- |E-|§ Eoigd&LICt 0{7]|0AH JSON Ao ZE &
A

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLE1",

"KeyPairName":"my-keypair",

E0f Prod Al Y A= ZQIE FT} 105
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16.
17.

"SubnetId":"subnet-EXAMPLE",
"VpcId":"vpc-EXAMPLE1",
"Stage":"Prod"

}

® Note
BHEstedis M mEtO|e{gho] ot Z2MEof B E mi2t0|EE S AtsHof & LICH

X% (Save)2 MEHEILICY.

AWS CodePipeline 0l A ZtO|Z 2l HE ALY ME S ME{E CHE HE AHY KT S MEE L
Ct.
(@ Note
HE AK| 2laAT7F AH 2 RIS S LElE HAIXIZE ZAIE = A&LUch HAXKIE
gfelstn of Ata Aol ChE EAHZ & T-bF L

Molo|EE mo|ZetRlS & QlghLCt.

1. otF mo|zztelg 21 QUX| of2 B AWS CodeStar ZZME CHA|E=0{M mHO[Z 2Rl M| £
HEE MEisto] 2£0iM oo = 2tRlg JLch

2. HWES MEELc

3. M Prod EtH|0l X A GenerateChangeSet 2t 0 + 2 O & FI7IE MEHEILICY

4. %Y o|Fo0l o|F2 &=dgrLICt(0d: ExecuteChangeSet).

5. Aed ZZ X0l AWS CloudFormationS AMEHSFLICY.

6. e ZColM HZAE ME Astig MEfstL|Ct

7. AFEH O|F0i GenerateChangeSet 22401 21238t CloudFormation AEHO| A O|§ 2 =& L|Ct
(0d: awscodestar-<project-ID>-infrastructure-prod).

8. G ME o|F0i HiZ EtAoMH AFEEH [t ST HE ME o|§S = LICHod:
pipeline-changeset).

9. 2=E MEEfLICH

Z2HME]| Prod B & A= RIE FT} 106
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10. AWS CodePipeline Z0{|A{ TtO|Z 2} Q1 B4 At
C}.

0¥

ISk

jo
rx
gl
ro
n
mjo

ote

HE AX| ElAaaTF AN W FIHEI/A
&Qlst of Rk& A el ChE EAZ A

®

o Z

£ gle HAXIZE ZEAIE = [U&LICH HAIXIE
EIsst|C}.

[MNe)

> DIO

Holo|EE mo|Z2tRlE FHQlgrLct.

M Prod Et7H|0{| A CodeDeploy HiZ Z4Z M +d35l2i®H(Amazon EC2 ZEMED! 5H|T)

1. Prod EFAIQ] M 2 =0 + RdS MEFILICEH

2. XY o|§ol o|§2 LELICHOE: Deploy).

3. A ZZ X0 A AWS CodeDeployE MENELICE.

4. OHEE[AH 0|M o|§0oiM ZE2ME 9| CodeDeploy OHZZ|71|0|M O|F 2 ME4FLICE
5. HHE T F0iM 2B 0l A BEHE A CodeDeploy HIEZ 1 &2| O|§ & MEHELICH

6. U= OlE|HEO|M 7|E BH M AHEE 40t ST UE ofE|HEE MEHEFLIC.
7. EE ME{ELCH

8

AWS CodePipeline &0{A mtO|ZE
o

Rl B8 AL KT 2 MBS OhS HE A S XS MEEL
Ch Yolo|EEl mtolzEels #elE

L|C}.

3EA: =& & BA F7t

>

.

4 Ch7

—

MIT2H

o 1

HQ

ol &5 &Q HHAHE F7tst= 70| E2&LICH

1. 2% ol HES MEfELICH

n =

tol=zt2l Clolo{124 o] Hi & EH7H|QF Prod HHAE EH7H| ALO|OIAM + EHAH| F7HE MEHEHL|CE
E

r

FA| HEO|M T OlF(0dl: Approval)S st & + &Y O F F7HE MEFLICH
=5

td ol§ol ol§2 & LICHOdl: Approval).

1

(@)

[Approval type]oll A [Manual approval]2 MEiELICT
(A= AbEH) T4 OF2HOl SNS Z R ARNOIA 443 2 TS5 SNS ZHIE MeheHLICY

N o o k& 0D
b
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8.

AWS CodePipeline Z0{ A m}0

Ch Yolo|EEl mtolzetels =

=
HE MEE KEste Tho|=Z2tel AEE AlXfstt{H HE A HIZE MBS Chs EE|AE M

SHStA 2.

4CHA|: 8473 AFEE FEA] 2 AWS CloudFormation AE4 4H|0|E 2 L|E{ &

Z2telo] A ElE S0t 07| EBHHIE AL5tol Ml EHIE

o
Tl + A&LICH

mto|=Z 2tQlo| HiZ EHAIE AJZFSHH AWS CloudFormation 2B Q4| 0|E 7} A|ZHEILICH AWS

CodeStar CHA|E E0{| A m}o| = 2}912] AWS CloudFormation EHHIE MEHSH0] AEH AH|0|E &

A2 2 4 USLICH A 4N NP HEE 2B 240/ 0/HE SRolM Z2HES ML
=

I
3
>
u
o
2
m
i
°
im
z
).

mto|=Z2tQlo] ME&xo 2 2t 2 £|H AWS CloudFormation AEH0{| 2|AA T} MAELICEH AWS
CloudFormation 2&0{|M Z2MEO| QlZ g} ABHS MENSHL|CE AR O|F2 OIS BAIZ E
L|Ct.

« Lambda Z2ME: gwscodestar-<project_name>-lambda-prod

« Amazon EC2 2! Elastic Beanstalk ZT2M E: agwscodestar-<project_name>-
infrastructure-prod

AWS CloudFormation 22| 2|AA FSEoM ZZMEof CHH MM E 2AAE EQIFLICE Of
oj ol M= M Amazon EC2 &I 2l AA MAdo]| EA|IELICE.

Z2EHM EHAH o dIE ZQIEof HM|AELCE.

I_

« Elastic Beanstalk ZZ2ME o] 42 AWS CloudFormation 2&0{|A M AEHE A4
ZHtLIC}. Elastic Beanstalk OHZ 2|7 0|2 MEHEFLICH. Elastic Beanstalk 2£ 0 @37}
2IL|CH 848 MEfsFLICH URLOIAM 1S URLE MEHSI0 HER KoM A=EZQIEE Q9L
C}.

|>

« Lambda ZTEXME 0| ZZLQ AWS CloudFormation 2£ 0| A A AES °E=!:'_ El_ﬁ
Ct. APl Gateway 2|AAE MEHEILICEH API Gateway 2£ 0| &3 71 A &iLCt.
L|C} URL Zt% =0l M sHE URLE MEHSI0] ERIR X0 I=EZQlE % ?;.'LIEP

« Amazon EC2 ZZME o| A AWS CodeStar 2£2°| Z2ME Z|lAA ZE0{A M Amazon
EC2 QIAEIAE MEHEILICH Amazon EC2 2£ 9| QIAEA HO|X[oM 3 7F FEILICH dH
EHZ MBSt I{E 2 DNS(IPv4)2| URLEZ S ASH & HEIRX0AM URLS IL|Ct.
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5. #HZ0| HEZEIRA=X] F gLt

AWS CodeStar T2 M E 0| A SSM I}l 2} O|E{E OH5HH AFE

U2 AAR BE|XF otetO|Ef AE 0] mieto|E{of| A4 &
AWS CodeStar ZE2HME0{|{ O|2{et TEtO|E{E kTIstH ALS
Bt e AP EE= =7 #|Q1 ABH(template.yml)0d| A OH

SOl &S E XMEFLICL O|A|
F 4= QU&LICH o & £04, CodeBuild
270 EIAAE Ho|E I SSM

AWS CodeStar Z2ME 0| A SSM L2t O|E{E AL 3t2{T AWS CodeStar Z2ME ARNZ A& 5t
0 =82 uZtd|E{oll EH2E X|ZaHoF g LICH E§F Ef1E X|ZEH miet0|E{of] HM[ASHE{TH AWS
CodeStar =7 2! 24X}t A& o st M2 ANS3Hok & LCt.

AlEFSEZ|

« M Iet0[EE ddstHL AMASteis HEIF Z8E 7|E AAHE 2e|Xt o2t0leE A
Ct.

« AI23I24E AWS CodeStar TEMEE AHFIHL M| T2 HMEE MASHL|CT

« CodeStar Z2ME ARNZ 7|55l SLICt arn:aws:codestar:region-id:account-
id:project/project-idet 22 HeflL|CH

AWS CodeStar T2 M E ARNS Al235l04 ul2t0|E{of Ef 2 X|%

EtAHE X|E2 Systems Manager It2t0|E{ E{T X[ MM E F AR FHA AL,

1. 7|0l awscodestar:projectArng &=24gtL|C}.

2. 20l CodeStare| ZZME ARN, & arn:aws:codestar:region-id:account-
id:project/project-idE I=FLICH.

3. X{¥(Save)2 MEAFILICE.

O|X| template.yml Zt 22| SSM T2t O|EE HZE + U&LICH &7 &M Zr Xt A & ALS st
o 71 HetE Fodsliof &Lch.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-about.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-tag.html
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AWS CodeStar Z2ME £ #Qlof A Ef 27t RIHE T2l0/EIE ASE 4 UE 2
g o

(® Note
olz{8t EtAl= 2018'H 128 6U(PDT) OlF o MM E Z2MEof gt M E Lct.

1. AE3dltis = E 9| AWS CodeStar Z2HME CHA|EEE L|Cl.

2. TRMEE Z8/5t0{ MEE SlAAS 5852 E1 =7 A Ql &}t g 35Ut role/
CodeStarWorker-project-id-ToolChain &4lo| 0|§& 7I%! IAM ElAAIL|CH

3. ARNZ 22504 IAM 2 &0 A dLct.

4., 3t A ToolChainWorkerPolicyE &FotA & & &FL|CtH

5. ¥M HEg ZEELICH

6. Action: of2ioi M Ct& &2 FIHELICH

ssm:GetParameter*

7. QM HEE ZEE Ohs HE I8 XM & S=ELCh

20181 128 6U(PDT) O|FI0fl MAE Z2MEO| B 2 M| A0l CHEH ZHeixt ofgtoll kS HEHS
S7baHof BHLICH

"Action": [

"ssm:GetParameter*"
1,
"Resource": "*",
"Effect": "Allow",
"Condition": {

"StringEquals": {

"ssm:ResourceTag/awscodestar:projectArn": "arn:aws:codestar:region-
id:account-id:project/project-id"

}
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AWS Lambda ZEMEO| EgfE! 0|5

AWS CodeDeploy & MHE|A Z2XME o| 340 CHEt AWS Lambda & HM HIZ S AWS
CodeStar X| & L|Ct. AWS Lambda H{Z £ 7|& Lambda g $2| &4l EB|ZI2 ¢O|0|EEl Lambda

g+ HHe R O|sELICH EestrtH o HME HiE S CFS 2| TSR E|=8{ YO|o|EE
Lambda &+ E E|AEE =T U&LICH

o| MMO| EtHE AFE35l04 AWS CodeStar ZZME HIZSIE 3l 11 CodeStarWorker 21& IAM
T2 Holo|EFLICH O] 2Hd20i A AWS CloudFormation & 0| X|HE AWS Lambda & +& &
Mot ChSof| YOo|EE B ZE2 2 EBHEIE 0|5 AWS CodeDeploy 5t & X|AlStE AHS SEE Al
AFgfLCH
(® Note
2018'A 122 122 ®0f| AWS CodeStar Z2HEE MAMst ZFA02 OIS EHAIS 22 5HAA
o

—_—r

AWS CodeDeploy o= EEH=E ofZ2|70]412] AWS Lambda &+ HE2Z FMMEre 4= Qe Ml 7t
K| HHZ ZMo| AU&LICt,

. FtLtZl(Canary): EEHZIO| £ S22 22 Lt 0] O|SELICH LHHX| EBHZIO| & ¢ ZESE 0|
5t7| ol 34 ZEIM °"E||0|EE| Lambda & HTOZ O|SE EEiE HIE(%), ZHE(E)2 K

|

&t A HOo|El Canary 44 S0l M MEHE £ °|’*L,||:}_

T AAHE
+ EILIof(Linear): EBHTIO| SUSH BE OIS 3HH 2 B2 Zholl AlZH ZH2(2)0
M OlSE EBiT HIg(%)T 2 BE 2 IIFE(%PXWP“FE
=3 4 AL EBTi0| SUH BEOR oISHH 4 52
ol OIS T EBHT! HIE(%)T 2t B Ztol Az 21 Z(2)2

Mg 4 el

>|v

o
2 ol AlZh(E)ol SYLELICH Z BE
N

|Hote AP HolEl M S0l

+ All-at-once: 2 & EZHE|0| 7|& Lambda & +0|M YC|O|EEl Lambda &+ HE 2 Z §HEHoi 0|8
ghoict.

HiZ 7|2 dHE &

0%

Canary10Percent30Minutes

Canary10Percent5Minutes

AWS Lambda ZZHME o] EZE 0[S m
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HiZ 7|2 48 &

0%

Canary10Percent10Minutes
Canary10Percent15Minutes
Linear10PercentEvery10Minutes
Linear10PercentEvery1Minute
Linear10PercentEvery2Minutes
Linear10PercentEvery3Minutes

AlIAtOnce

AWS Lambda ZA#F & Z3HE 9| AWS CodeDeploy HZ0i| CHEF XFA|EH LI 2 AWS Lambda ZHF &

AWS SAMO]| CHEH AFMIEH LI 2 GitHub2l AWS Serverless Application Model(AWS SAM)2 & &= 5t
Me.

MA A

MHElA MES BHE [ Lambda AR E EHEO| U= HIERE MESIUAIR. 4~6THHE -5t

2{0d Zt2|Xt2 229180k & Lct.

1EHA|: SAM HIZ 212 £=%5l04 AWS Lambda HH7Z Hi=Z ul2t0|E{ =7+

1. https://console.aws.amazon.com/codestar/://0| - AWS CodeStar 2&2 3L|LCt.
A

2. ZEMEE OHE7{Ll template.yml IAUO| U= 7|1E MEE MEHS OFS, ZE HO|XIE
Auct 2|ZX|EE| Z[4 2|0l A template. ymlOIEP" 0|.=9_I =g SAM HEZ! /IXIE 7|5
off S LCH.

3. IDE = 2Z 2|ZX|E2|M template.yml TAUS FL|Ct CHS HIAEE SAISH Globals
Mg ool FILELICE O Rta A2l ME HAE = Canaryl@Percent5Minutes S48 M
=g LICh

Globals:
Function:

AWS Lambda ZZHME o] EZE 0[S 12


https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://github.com/awslabs/serverless-application-model
https://console.aws.amazon.com/codestar/

AWS CodeStar INT=IY A To] =]

AutoPublishAlias: live
DeploymentPreference:

Enabled: true

Type: Canaryl@Percent5SMinutes

O| olXlE Globals MM I & +HE HERE HoiELICH

AWSTemplateFormatVersion: 20818-69-09
Transform:

- AWS::Serverless-2616-18-31

- AWS::CodeStar

Parameters:
ProjectId:
Type: String
Description: CodeStar projectId used to associate new resources to team members

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@Percent5Minutes

Resources:
HelloWorld:

Type: AWS::Serverless::Function

Properties:
Handler: index.handler
Runtime: python3.6
Role:

Fn::ImportValue:
1Join [*-", [!Ref 'ProjectId’, !Ref 'AWS::Region’, 'LambdaTrustRole’]]

AEMIEH LI 2 SAM Bl Z 219 Globals Section &%= MHEME 2 X5HAAIL.

2CHA|: HEHE =715t E 2 CloudFormation @3g ™ZE!

1. ol 212! AWS Management Console 5t 11 https://console.aws.amazon.com/codestar/://https://
https://https://https://https://https://https://https://https AWS CodeStar ://://https://

(® Note
Ol A M5t 7HLE AlEdst IAM AL AFeF 1A El Xt SHES AWS Management Console
At83todof 2alsl oF B LICFAWS CodeStardZ. 0| ArEXtof|Hl= 2t AWS EE[H
Z240| AWSCodeStarFullAccess 21Z3|0{ QJ0o{oF SfL|CH.

2. 7|E MHEIA Z2MEE MESt D Z2HE 2|4 A HO|X|§ YLICH

3. E2lA2A0|M CodeStarWorker/AWS CloudFormation 23&Hoi| CHH A4 A4 =l |AM 238t 2 MEHSHL|CY,
o4& 0| IAM E2& 0 L7IL(ct.

AWS Lambda ZE2MEo| EE{Z! 0|S 113


https://github.com/awslabs/serverless-application-model/blob/master/docs/globals.rst
https://console.aws.amazon.com/codestar/

AWS CodeStar

AR 7H0|E

4. HetEHO 2 JtM QIEIQ! ZA O] MHH|A 48 =Y

5. JSON Z=9|Statement

™Mo AM IDE HEL|CE

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::codepipeline*"

1,

"Effect": "Allow"

"Action": [
"lambda:*"

1,

"Resource": [
"arn:aws:lambda:region:id:function:*"

1,

"Effect": "Allow"

"Action": [
"apigateway:*"
1,

"Resource": [

QA0 CHS &AM AJTd

LolM A HES MEELICEH JSON BiE M

0|& 2 CodeStarWorkerCloudFormationRolePolicy@lL|C}.

ZFIVeLIC} region & id RFE| EAIXIE 2|

AWS Lambda Z2ME

of EzfE oS
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"arn:aws:apigateway:region::*"
1,
"Effect": "Allow"

"Action": [
"iam:GetRole",
"iam:CreateRole",

"iam:DeleteRole",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:PassRole"

]I

"Resource": [

"

1,
"Effect": "Allow"

"Action": [
"codedeploy:CreateApplication",
"codedeploy:DeleteApplication",
"codedeploy:RegisterApplicationRevision"

1,

"Resource": [
"arn:aws:codedeploy:region:id:application:*"

AWS Lambda ZZHME o] EZE 0[S 115
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1,

"Effect": "Allow"
1,
{

"Action": [
"codedeploy:CreateDeploymentGroup",
"codedeploy:CreateDeployment",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment"

1,
"Resource": [
"arn:aws:codedeploy:region:id:deploymentgroup:*"
1,
"Effect": "Allow"
},
{
"Action": [
"codedeploy:GetDeploymentConfig"
1,
"Resource": [
"arn:aws:codedeploy:region:id:deploymentconfig:*"
1,
"Effect": "Allow"

3EHA|: RIES! HHZE A& S 78150 F A|5109 AWS Lambda EHE & A&}

1. 1EAHIM XE 8t template.yml TFUO| BABALE S 74815t F Al LICH
® Note
O] 2fei2 mo|ZzIRle 7S EL|Ct IAM HEH2 Ol|o|ESH7| Mo #4E AMEE 7{5l6t
™ mto|Z2}210| A|ZHE| T AWS CloudFormation AEH Q4G O|E0fAM AEH QC|O|EE 2
HH5tE @F7F 2P MEFLICH O] EX|71 Y MSIH Het =8 5 mlo|Z2tQIS CHA| A|ZHSHA
Al2.
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o

2. AWS CloudFormation AE MO0 E= ZEME 9
LICH. HHE 7} A|EFE! [ AEH 9400

oto|Z 2} Ql0| HHE EHAHIE A|ZHE [ A|ZHE]
|E 4
AWS CloudFormation EtH|E MEHSHL|C},

AWS CodeStar CHA|EE0{| A mto|Z 2} 2lo

Ef AH|0|E o= 2 20| Z2ME 2| AAE AWS CloudFormation A S22 AH|0|E
LIC}.

e |y

« AWS CloudFormation £ %! Lambda &, O|HIE £3 3 Z[AAE MA5l0d
template.yml LY X2[&LIC

—

« AWS CloudFormation = LambdaZ $£3604 & 42| M| HAM S MAIEHLICH

« AWS CloudFormation = AppSpec It LS 445t 1 E & AWS CodeDeploy 5101 EEHES
O|S &Lct.

SAMO M HE 0| /= Lambda & =& HAlIStE YEdol| CHEt XEAISH LI& 2 AWS Serverless
Application Model(SAM) E1Z 3! 2t x £ 2= 51 &4/ A|2. AWS CodeDeploy AppSpec I+ lo| o|t
E 23 9 2lAAa0f cigt REMIEH LI 2 Lambda Hi Z 0i| CHEF AppSpec 'resources' AlM(AWS
Lambda HHZ Bt SHE) 2! AppSpec 'hooks' M2 R 5HM L. AppSpec AWS

3. mWo|Zzielg HE3XMoE @testM, 2|AAE AWS CloudFormation ABH0M MM ELICH Z2
ME Ho|X|e] ZE2ME B|AA S50 A AWS CodeDeploy OfZ 2|7]0|44 AWS CodeDeploy , HH
Zag Y Z2ME Cis 44E AWS CodeDeploy MH|A 248 2| AAE & QIFHLICY

4. MHH™E d45iedHM 2IZX|E2[C] Lambda & & B4Z435H0F & LICH. A HHE 7} A|2FE|0{ SAM
HEXol| LI2 HiZ ol met EfEE FALICH Ml HHESE 0|S §¢l EcHE o EHE & lst
i Z2ME 1| 0|X|e] ZEME E|4A FSF0|A AWS CodeDeploy HHEZZ 7t= @3 E MEHG|
AAI2.
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GitHubRepo:
Condition: CreateGitHubRepo
Description: GitHub repository for application source code
Properties:
Code:
S3:
Bucket: MyCodeS3Bucket
Key: MyCodeS3BucketKey
EnableIssues: true
IsPrivate: false
RepositoryAccessToken: MyGitHubPersonalAccessToken
RepositoryDescription: MyAppCodeRepository
RepositoryName: MyAppSource
RepositoryOwner: MyGitHubUserName
Type: AWS::CodeStar::GitHubRepository
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestar-githubrepository.html
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3. 7ol Ei ol§ g 2eLct gtols B0l 2te gL
4. M= ALg: EiD R7HE Mestod B2 E FoHELICH

5. B F7IE 2R oM XMES Mg

ZZ2MENMEl MAH

1. AWS CodeStar 220 T2 XMEZ of AFEjoi| A S04 EFM RHof| A XIS MEHSH O}
o EjTI0iM HES MEHE
3. EHI0IM HMHE Ef2E 32 ChS Bl MHE ML
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XM (Save)2 MEAEILICEH

aws codestar list-tags-for-project --id my-first-projec

MBotH BT S 50| ChS1 "R et £330l EA[ELICE
{
"tags": {
"Release": "Beta"
}
}
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https://console.aws.amazon.com/codestar/
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M Z2EME AKX AWS CodeStar (AWS CLI)

AWS CLI E AI85t0{ Z2EMEE Mg = J&LICH
ol ZEXMEE AX|5tE{™ AWS CodeStar

1. E{0|&(Linux, macOS EE&= Unix) £= BH T E I E(Windows)0|AH ZEME O|FE Z&st=
delete-project B AMMEILICIH & E04, ID7F my-2nd-project® Z2ZMEE ArX|52{H:

aws codestar delete-project --id my-2nd-project

CHS ot H HEILICEH

o
ror

z20| 4t

[

"projectArn":"arn:aws:codestar:us-east-2:111111111111:project/my-2nd-project"

[

ZZME = FA| AXEX| E&LCH
=3

ME 0O|EE 553%}04 descrlbe prOJect HHEZ2 AAELICH o|& S04, ID7t my-2nd-

aws codestar describe-project --id my-2nd-project
z2METL obE AXEIX| of2 B 0l WU CHST RS 5S wretetLIC

"name": "my project",
"id": "my-2nd-project",
"arn": "arn:aws:codestar:us-west-2:123456789012:project/my-2nd-project",

"description": "My second CodeStar project.",
"createdTimeStamp": 1572547510.128,
"status": {
"state": "CreateComplete"
}
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ZaHET AHE Z9 0l HHL TSI KAE EHS wrEtetLI,

An error occurred (ProjectNotFoundException) when calling the DescribeProject
operation: The project ID was not found: my-2nd-project. Make sure that the
project ID is correct and then try again.

H

3. list-projects BES Al™stD AXNE ZE2HETJI AWS HHI HAZEE ZE2ME F50i O 04
AE|X| 2t =X| = elgfLct.

aws codestar list-projects
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
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aws codestar associate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:user/Jane_Doe --project-role Contributor --remote-access-
allowed

ol B2 &34 dretstx| et&Lich

2E BHS Ee{HAWS CLI)
1. EOd Es FE S gL

2. list-team-members WS --project-id Zt2tO|E{QF 74 A&EILICH o Al:

aws codestar list-team-members --project-id my-first-projec

CSot Hiz e £340| grehElLict,
{

"teamMembers": [

{"projectRole":"Owner", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::111111111111:use

Mary_Major"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

Jane_Doe"},

{"projectRole":"Contributor", "remoteAccessAllowed":true,"userArn":"arn:aws:iam::1111111111

John_Doe"},

{"projectRole":"Viewer", "remoteAccessAllowed":false, "userArn":"arn:aws:iam::111111111111:

John_Stiles"}
]
}
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aws codestar update-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:user/John_Doe --project-role Viewer --no-remote-access-

allowed
Ct=21t H[x8t £230[ gt ELCt
{

"projectRole":"Viewer",
"remoteAccessAllowed" :false,
"userArn":"arn:aws:iam::111111111111:user/John_Doe"

}
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aws codestar disassociate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usex/John_Doe

CHS I HIx e £3{0| grat gLt

"projectId": "my-first-projec",
"userArn": "arn:aws:iam::111111111111:usexr/John_Doe"
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https://console.aws.amazon.com/codestar/
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2. create-user-profile WY&
erLict oAl

=2

user-arn, display-name %! email-address Zt2F0|E{Q} A Al

aws codestar create-user-profile --user-arn arn:aws:iam:111111111111:usexr/

John_Stiles --display-name "John Stiles" --email-address "john_stileseexample.com"
CtS1t "Iz et &340| EhehELCt
{

2. describe-user-profile W& user-arn It2t0|E{Q} & A

"createdTimestamp":1.491439687681E9,"
displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"lastModifiedTimestamp":1.491439687681E9,

"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"
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2fLICH oAl

aws codestar describe-user-profile --user-arn arn:aws:iam:111111111111:user/

Mary_Major
CtSat Hix g &240| BHEHElL|Ct
{

"createdTimestamp":1.490634364532E9,
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"lastModifiedTimestamp":1.491001935261E9,
"sshPublicKey":"EXAMPLE=",

"userArn":"arn:aws:iam::111111111111:user/Mary_Major"
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aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usex/Jane_Doe

--display-name "Jane Mary Doe

HEILICH

[
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CHS 1 i

createdTimestamp":1.491439687681E9,

"displayName":"Jane Mary Doe",
"emailAddress":"jane.doeeexample.com"

"lastModlfledTlmestamp".1.491442730598E9

"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

AWS HHo| AWS 2|T0f| e ZE A

1. HOld £= B8 ¥ Yulch

2. aws codestar list-user-profiles WS ASHst

aws codestar list-user-profiles

CtZot Uz et £330 gretELct.
{

"userProfiles":[

{

"displayName":"Jane Doe",

"emailAddress":"jane.doeeexample.com"
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

},

{
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"displayName":"John Doe",
"emailAddress":"john.doeeexample.com",
"sshPublicKey":"EXAMPLE2",
"userArn":"arn:aws:iam::111111111111:user/John_Doe"

},
{
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"
},
{
"displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"sshPublicKey":"",
"userArn":"arn:aws:iam::111111111111:user/John_Stiles"
}
]
}
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key I}2}O|E{E AF2 3104 update-user-profile WS AZELICH 0o Al

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--ssh-key-id EXAMPLE1l
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"createdTimestamp":1.491439687681E9,
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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O|§2 awscodestar-project-idJLICt.
2. i RHIESS MEfSI 1 2l 2 MEHSH CFS Designeroil M BIZ2! E7|/HEIS MEdEHL|CH

M

=X
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PermissionsBoundaryPolicy:
Description: Creating an IAM managed policy for defining the permissions boundary
for an AWS CodeStar project
Type: AWS::IAM::ManagedPolicy
Properties:
ManagedPolicyName: !Sub 'CodeStar_${ProjectId }_PermissionsBoundary'
Description: 'IAM policy to define the permissions boundary for IAM entities
created in an AWS CodeStar project'
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: '1'
Effect: Allow
Action: ['*']
Resource:
- 1Sub 'arn:${AWS::Partition}:cloudformation:${AWS: :Region}:
${AWS: :AccountId}:stack/awscodestar-${ProjectId}-*"'

CloudFormation 2&0{A ABZ AC|0|EE =71 IAM HEtO| 8 =
4, (MEH4 ALE) OHZ 2|7 0| M odgtg ol C
CloudFormation &0l AZEl QlEtel HAMS 0

AClo|ESIEH F7FIAM ElAATF HRE £ QlaLch.

{
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::{AccountId}:role/CodeStar-{ProjectId}*",
"Effect": "Allow"
},
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{

"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [
"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:CreateRole",
"iam:CreateUser",
"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
"iam:DetachRolePolicy",
"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::{AccountId}:policy/
CodeStar_{ProjectId}_PermissionsBoundary"
}
I
"Effect": "Allow"
}

5. AWS CodeStar7t Mgt Heto 2 HEt FHE UO0|IEY + J=E Z2ME mio|zeele S
HE Mg E FAIRFLICH

AMELIES T 2HME| IAM &g F71 BS 2 X5HAAL.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ProjectEventRules",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:RemoveTargets",
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule"
1,
"Resource": [
"arn:aws:events:*:*:rule/awscodestar-*"

"Sid": "ProjectStack",

"Effect": "Allow",

"Action": [

"cloudformation:*Stack*",
"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:GetTemplate"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*",
"arn:aws:cloudformation:*:*:stack/awseb-*",

"arn:aws:cloudformation:*:*:stack/aws-cloud9-*",

"arn:aws:cloudformation: *:aws:transform/CodeStar*"

*

"Sid": "ProjectStackTemplate",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeChangeSet"

1,

"Resource": "*"
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{

"Sid": "ProjectQuickstarts",

"Effect": "Allow",

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::awscodestar-*/*"

]

I
{

"Sid": "ProjectS3Buckets",

"Effect": "Allow",

"Action": [

"s3. x"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-*",
"arn:aws:s3:::elasticbeanstalk-*"

]

},
{

"Sid": "ProjectServices",

"Effect": "Allow",

"Action": [

"codestar:*",

"codecommit:*",
"codepipeline:*",
"codedeploy:*",

"codebuild:*",
"autoscaling:*",
"cloudwatch:Put*",

"ec2:*",

"elasticbeanstalk:*",
"elasticloadbalancing:*",
"iam:ListRoles",

"logs:*",

"sns:*",
"cloud9:CreateEnvironmentEC2",
"cloud9:DeleteEnvironment",
"cloud9:DescribeEnvironment*",
"cloud9:ListEnvironments"

1,

"Resource": "*"
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{

"Sid": "ProjectWorkerRoles",

"Effect":
"Action":

"iam
na
na
"iam
na
na
na
"iam
na
na
na
"iam
na
na

1,

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
:GetRolePolicy",
iam:
iam:
iam:
:DeletePolicy",
iam:
iam:
iam:
iam:

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
PassRole",

PutRolePolicy",
SetDefaultPolicyVersion",
CreatePolicy",

AddRoleToInstanceProfile",
CreateInstanceProfile",
DeleteInstanceProfile",
RemoveRoleFromInstanceProfile"

"Resource": [

"arn:
"arn:
"arn:

aws:iam::*:role/CodeStarWorker*",
aws:iam::*:policy/CodeStarWorker*",
aws:iam::*:instance-profile/awscodestar-*"

"Sid": "ProjectTeamMembers",

"Effect":
"Action":
"iam:
"iam:

]I

"Allow",

L
AttachUserPolicy",
DetachUserPolicy"

"Resource": "*",
"Condition": {
"ArnEquals": {

'iam:PolicyArn": [

"arn:aws:iam::*:policy/CodeStar_*"
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"Sid": "ProjectRoles",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:DeletePolicy",

iam:CreatePolicyVersion",

iam:DeletePolicyVersion",

iam:ListEntitiesForPolicy",

iam:ListPolicyVersions",

iam:GetPolicy",
"iam:GetPolicyVersion"
1,

"Resource": [
"arn:aws:iam::*:policy/CodeStar_*"

"Sid": "InspectServiceRole",

"Effect": "Allow",

"Action": [
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/aws-codestar-service-role",
"arn:aws:iam::*:role/service-role/aws-codestar-service-role"

"Sid": "IAMLinkRole",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "cloud9.amazonaws.com"

"Sid": "DescribeConfigRuleForARN",
"Effect": "Allow",
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"Action": [
"config:DescribeConfigRules"

]I

"Resource": [

"

"Sid": "ProjectCodeStarConnections",

"Effect": "Allow",

"Action": [
"codestar-connections:UseConnection",
"codestar-connections:GetConnection"

1,

"Resource": "*"

"Sid": "ProjectCodeStarConnectionsPassConnections",

"Effect": "Allow",

"Action": "codestar-connections:PassConnection",

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"codestar-connections:PassedToService":

"codepipeline.amazonaws.com"

}

AWSCodeStarFullAccess &2

AWS CodeStarsd X|&0IM IAM AL Xtoll AwSCodeStarFullAccessEts HMg HAM&LICH

O] H& MHZ Sl AFE A= AWS H ™ot HAAE A8 7ts8t ZE El&AAE AWS CodeStar AH& 5t
004 M AtE 7HS8 AWS CodeStar 2E 22 38 = J&Lct o{7|dlz Z2MEE CHEDT 4f
MNst= &do| ZEHEILICH CF2 oAM= CHEXMQ! AWSCodeStarFullAccess Aol I &= R ZFQIL
Ch AKX H=H2 A AWS CodeStar ZE2MEE A2t MEiSHE RIZS2lof et CHSLICH

AWS CloudFormation CH&F AEH Q10| cloudformation: :DescribeStacksS &XMo =z &
st= B2 cloudformation::ListStacks ™&to| ZR&L|Ct.
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ec2-EC2 QIAEIAO]| CHEH HEE ZHMS5104 AWS CodeStar Z2HMEE MAMSHL|C}.

cloud9- AWS Command Line Interface 72301 CHst MEE ZHAi&tL|C}.
« cloudformation- AWS CodeStar ZT2ME AEH0|

C
« codestar- AWS CodeStar ZEXME LYo Erd2 £&eHL|Ct.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeStarEC2",
"Effect": "Allow",
"Action": [
"codestar:*",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"cloud9:DescribeEnvironment*"
1,

"Resource": "*"

"Sid": "CodeStarCF",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStack*",
"cloudformation:ListStacks*",
"cloudformation:GetTemplateSummary"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*"

2 E ALSKtof|H Ol A BEf2 HAMA HetE Fo{stD 4X| et 2 &= JU&LICt Cialoq Elst=
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CodeStar_project-id_Owner HME MEFLICH

"Effect": "Allow",
"Action": [

"codestar:*",

]I

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Owner"

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
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]I

"Resource": [

"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar Contributor & %424

AWS CodeStar 7| A} @& M2 AI2KH7F Z2ME| &lodstn T2ME CHA|EEE HAS T
£ 5{23fL|Ct. AWS CodeStar= 7| TAF HM|A £ | z=M™E B0l CodeStar_project-
id_Contributor EXg ME&LICt 7|1kt OHHIA ol U= AR ZEME Fofstn &

EME HAIEEE HEE = UX|L BHEE FIstHL MAHY == & LICh

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",
"codestar:PutExtendedAccess",

]I

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Contributor"

]

I

{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [

"y
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{
"Effect": "Allow",

"Action": [
"codestar:*UserProfile",

1,

"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar %|& AbS R} 248 3424

AWS CodeStar =|5 AIS A} & HA2 AL X7} AWS CodeStartilA Z2HMEE £ £ ULE FHE
T LICt. AWS CodeStar= %|E ALEA} HAM|A =ZF0| e ZE2HME &I 0| CodeStar_project-

id_Viewer HAME MEELICH 2T AFEXRF HAMA HEHO| U= AFHEXFHE AWS CodeStarti M T2

MES B 4+ UKD BlAAE HWHSHL UG £ EE MAHY = s

E

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Viewer"

]

I

{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",
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"Resource": [

"Effect": "Allow",

i n

"Action": [
"codestar:*UserProfile",

1,

"Resource": [

"arn:aws:iam: :account-id:user/user-name"

2018 122 6 PDT 0|0 244 El AWS CodeStar ZEXME O

AH|A 9| EEJ(-IIE()." CHst S| AAZ AA st EHofx| odatol| CljsH
LIE2 e 3¢l

dgfoil CHEk IAM

"Statement": [

{

"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject*",

"codecommit
"codecommit
"codecommit
"codecommit
"codecommit
"codecommit

:CancelUploadArchive",
:GetBranch",

:GetCommit",
:GetUploadArchiveStatus",
:GitPull",
:UploadArchive",

"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
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"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet",
"codepipeline:StartPipelineExecution",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"sns:Publish"

1,

"Resource": [
T

1,

"Effect": "Allow"

"Action": [
"iam:PassRole"

]I

"Resource": [
nin

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [
nxn

1,

"Effect": "Allow"

m
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"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id",
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id/*"

1,

"Effect": "Allow"

"Action": [
"apigateway:DELETE",
"apigateway:GET",
"apigateway:PATCH",
"apigateway:POST",
"apigateway:PUT",
"codedeploy:CreateApplication",
"codedeploy:CreateDeployment",
"codedeploy:CreateDeploymentConfig",
"codedeploy:CreateDeploymentGroup",
"codedeploy:DeleteApplication",
"codedeploy:DeleteDeployment",
"codedeploy:DeleteDeploymentConfig",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment",
"codedeploy:GetDeploymentConfig",
"codedeploy:GetDeploymentGroup",
"codedeploy:RegisterApplicationRevision",
"codestar:SyncResources",
"config:DeleteConfigRule",
"config:DescribeConfigRules",
"config:ListTagsForResource",
"config:PutConfigRule",
"config:TagResource",
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"config:UntagResource",
CreateTable",
DeleteTable",
DescribeContinuousBackups",
DescribeTable",
DescribeTimeTolLive",
ListTagsOfResource",
TagResource",
UntagResource",
UpdateContinuousBackups",
UpdateTable",
UpdateTimeTolLive",
ec2:AssociatelamInstanceProfile",
"ec2:AttachVolume",
ec2:CreateSecurityGroup",

"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:

"ec2:createTags",

"events:
"events:
"events:
"events:
"events:
"events:
"events:
"events:

ec2:DescribeIamInstanceProfileAssociations"”,
"ec2:DescribeInstances",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",

ec2:DetachVolume",
"ec2:DisassociateIamInstanceProfile",
ec2:ModifyInstanceAttribute",
"ec2:ModifyInstanceCreditSpecification",
ec2:ModifyInstancePlacement",
"ec2:MonitorInstances",
ec2:ReplacelamInstanceProfileAssociation",
"ec2:RunInstances",

ec2:StartInstances",

"ec2:StopInstances",
ec2:TerminateInstances",

DeleteRule",

DescribeRule",
ListTagsForResource",

PutRule",

PutTargets",

RemoveTargets",

TagResource",

UntagResource",
"kinesis:AddTagsToStream",
"kinesis:CreateStream",
"kinesis:DecreaseStreamRetentionPeriod"
"kinesis:DeleteStream",
"kinesis:DescribeStream",
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"kinesis:IncreaseStreamRetentionPeriod",
"kinesis:RemoveTagsFromStream",
"kinesis:StartStreamEncryption",
"kinesis:StopStreamEncryption",
"kinesis:UpdateShardCount",
"lambda:CreateAlias",
"lambda:CreateFunction",
"lambda:DeleteAlias",
"lambda:DeleteFunction",
"lambda:DeleteFunctionConcurrency",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:ListTags",
"lambda:ListVersionsByFunction",
"lambda:PublishVersion",
"lambda:PutFunctionConcurrency",
"lambda:TagResource",
"lambda:UntagResource",
"lambda:UpdateAlias",
"lambda:UpdateFunctionCode",
"lambda:UpdateFunctionConfiguration",
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteBucketWebsite",
"s3:PutAccelerateConfiguration",
"s3:PutAnalyticsConfiguration",
"s3:PutBucketAcl",
"s3:PutBucketCORS",
"s3:PutBucketLogging",
"s3:PutBucketNotification",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutBucketWebsite",
"s3:PutEncryptionConfiguration",
"s3:PutInventoryConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutMetricsConfiguration",
"s3:PutReplicationConfiguration",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sns:ListTopics",
"sns:SetSubscriptionAttributes",
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"sns:Subscribe",
"sns:Unsubscribe",
"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",
"sqs:ListQueueTags",
"sqs:TagQueue",
"sgs:UntagQueue"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": [
"arn:aws:lambda:region-id:account-id:function:awscodestar-*"

1,
"Effect": "Allow"

"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStar-project-id*"
1,
"Effect": "Allow"

"Condition": {
"StringEquals": {
"iam:PassedToService": "codedeploy.amazonaws.com"

},

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeDeploy"

1,
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"Effect": "Allow"

I
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:region-id:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:region-id:aws:transform/CodeStar"

1,

"Effect": "Allow"

I
{

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",

"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

I
{
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::account-id:policy/
CodeStar_project-id_PermissionsBoundary"
}

},

"Action": [

"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:CreateRole",
"iam:CreateUser",
"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
"iam:DetachRolePolicy",
"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",

"Effect": "Allow"

I
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"Action": [
"kms:CreateKey",
"kms:CreateAlias",
"kms:DeleteAlias",
"kms:DisableKey",
"kms:EnableKey",
"kms:UpdateAlias",
"kms:TagResource",
"kms:UntagResource"

1,

"Resource": "*",

"Effect": "Allow"

"Condition": {
"StringEquals": {
"ssm:ResourceTag/awscodestar:projectArn":
"arn:aws:codestar:project-id:account-id:project/project-id"

}
},
"Action": [
"ssm:GetParameter*"
1,
"Resource": "*",

"Effect": "Allow"

CloudFormation & 4A} @3gh & (2018'A 128 6 PDT O|7)

A=l 742 AWS CodeStare
L

ICh CtE2 E3 dEo| ol M L.

{
"Statement": [
{
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"
A B5H 7[et =3 of x| 186
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]I

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l-account-id-project-id-pipe/*"

1,
"Effect": "Allow"

"Action": [
"codestar:SyncResources",
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:AddPermission",
"lambda:UpdateFunction",
"lambda:UpdateFunctionCode",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration",
"lambda:RemovePermission",
"lambda:1listTags",
"lambda:TagResource",
"lambda:UntagResource",
"apigateway:*",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"kinesis:CreateStream",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"s3:CreateBucket",
"s3:DeleteBucket",
"config:DescribeConfigRules",
"config:PutConfigRule",
"config:DeleteConfigRule",
"ec2:*",

"autoscaling:*",
"elasticloadbalancing:*",
"elasticbeanstalk:*"

1,
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"Resource": "*",
"Effect": "Allow"
},
{

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda"

1,

"Effect": "Allow"

.
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:us-east-1:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:us-east-1:aws:transform/CodeStar"

1,

"Effect": "Allow"

}

AWS CodePipeline & Xt 23eh 242018 H 128 6 PDT 0|7)
AWS CodeStar Z2ME 7} 2018 128 6 (PDT) O
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{
"Statement": [
{

"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l-account-id-project-id-pipe/*"

1,
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"Effect": "Allow"

I
{

"Action": [
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:UploadArchive"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,

"Effect": "Allow"

},
{

"Action": [

"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild"

1,

"Resource": [
"arn:aws:codebuild:us-east-1:account-id:project/project-id"

1,

"Effect": "Allow"

I
{

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id-lambda/*"

1,
"Effect": "Allow"
1,
{
"Action": [
"iam:PassRole"
1,
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"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation"

1,
"Effect": "Allow"

AWS CodeBuild 2 A} 24g 2424(2018'4 122 6 PDT O|T)
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{
"Statement": [
{

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-pipe/*",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-app/*"

1,

"Effect": "Allow"

I
{

"Action": [
"codecommit:GitPull"

1,

"Resource": [
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"arn:aws:codecommit:us-east-1:account-id:project-id"

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1l:account-id:alias/aws/s3"
1,
"Effect": "Allow"

Amazon CloudWatch Events 21X gt & (2018'H 128 6 (PDT) 0|%™)

AWS CodeStar Z2HME 7} 20184 128 6 (PDT) O|Toi| MM E <, AWS CodeStar=
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CH.
{
"Statement": [
{
"Action": [
"codepipeline:StartPipelineExecution”
1,
"Resource": [
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline"
1,
"Effect": "Allow"
}
]
}
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "1",
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::*/AWSLogs/*/Config/*"

"Sid":. "2",
"Effect": "Allow",
"Action": [
nan
1,
"Resource": [
"arn:aws:codestar:us-east-1l:account-id:project/project-id",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-id-
lambda/eefbbf20-c1d9-11e8-8a3a-500c28b4e461",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id/4b80b3f0-c1d9-11e8-8517-500c28b236fd",
"arn:aws:codebuild:us-east-1:account-id:project/project-id",
"arn:aws:codecommit:us-east-1:account-id:project-id",
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline",
"arn:aws:execute-api:us-east-l:account-id:7rlst5mrgi",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudWatchEventRule",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeBuild",
"arn:aws:iam: :account-id:role/CodeStarWorker-project-id-CodePipeline",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda",
"arn:aws:lambda:us-east-1:account-id:function:awscodestar-project-id-lambda-
GetHelloWorld-KFKTXYNH9573",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe"
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},
{
"Sid": "3",
"Effect": "Allow",
"Action": [
"apigateway:GET",
"config:Describe*",
"config:Get*",
"config:List*",
"config:Put*",

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:PutLogEvents"

1,

"Resource": [

"

ZZHEQ| Z[AA LY

O 04|X1|01|A-|= AWS 74|7“'_°_| XI"*El IAM AFEXHOJH| AWS CodeStar Z2EMEO| 2| AAE LIPEE £

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:ListResources",
1)
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
}
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AWS CLI EEE AWS API':'J &5 MEXOHE 22 2& HEtS 518 27t gLtk O
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [

"iam:GetUserPolicy",

iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

T
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

AWS CodeStar Z2ME AH|0|E

o| Ao ME AWS A X Q| X|Z =l IAM AF2 XFOf| ] AWS CodeStar ZEXME MYEN} 22 T2 M E Of
S HEE £+ e HMA HEHE Foistedn &Lict.

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
}

Z2HE B F}

Ol oMol MHE KIHE IAM AL R A my-first-projec AWS CodeStar Z2HME IDE A2 3504
ZZNME BN ZT‘—W% = Qe HEHE R0t X|BH Y ALS KA HHE MAHY = U= HEHS
BAIMo 2 HES2{ T ghct.

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:AssociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
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3,
{

"Effect" : "Deny",

"Action" : [

"codestar:DisassociateTeamMember",

1,

"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}

]

AWS H &0t AEE AISA Z 22 LY
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"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListUserProfiles",
1,
"Resource" : "*"
}

Ef1 7|Ht© 2 AWS CodeStar Z2ME H 7|
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{
"Version": "2012-10-17",
"Statement": [
A B 7|8 A of x|
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{
"Sid": "ListProjectsInConsole",
"Effect": "Allow",
"Action": "codestar:ListProjects",
"Resource": "*"
.
{
"Sid": "ViewProjectIfOwner",
"Effect": "Allow",
"Action": "codestar:GetProject,
"Resource": "arn:aws:codestar:*:*:project/*",
"Condition": {
"StringEquals": {"codestar:ResourceTag/Owner": "${aws:usernamel}"}
}
}

Ol MAMS H & O| IAM AL KO H| @4ZE 4= QI&LICH O|&0| richard-roe®! AL XF7F AWS
CodeStar ZZMEE H{1 5tH T2 ME0 Owner=richard-roe B &= owner=richard-roe EH
JE X|™slfof gLct O] fom AMAT HREELICH =27 7| O|E2 CHAEAIE TFESHK| L7
20l 274 EiZ 7| Owner= Owner & owner 252+ UXIELICH RIMIBH HE = IAM AHE /g%'A-I_QI
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/codestar/latest/userguide/history.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
codestar:GetlWidget on resource: my-example-widget
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJLIN20F3UBEXAMPLE:role-name",
"arn": "arn:aws:sts::account-ID:assumed-role/role-name/role-session-name",
"accountId": "account-ID",
"accessKeyId": "ASIAJ44LFQS5XEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-06-04T23:56:57Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AROAJLIN20F3UBEXAMPLE",

arn": "arn:aws:iam::account-ID:role/service-role/role-name",
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https://docs.aws.amazon.com/codestar/latest/APIReference
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accountId": "account-ID",
"userName": "role-name"
}
I
"invokedBy": "codestar.amazonaws.com"
I
"eventTime": "2017-06-04T23:56:577",
"eventSource": "codestar.amazonaws.com",
"eventName": "CreateProject",
"awsRegion": "region-ID",
"sourceIPAddress": "codestar.amazonaws.com",
"userAgent": "codestar.amazonaws.com",
"requestParameters": {
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID",

"stackId": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",

"description": "AWS CodeStar created project",

"name": "project-name",

"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name"

1,
"responseElements": {

"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name",

arn": "arn:aws:codestar:us-east-l:account-ID:project/project-ID",

"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",

"id": "project-ID"
1,
"requestID": "7d7556d0-4981-11e7-a3bc-dd5daEXAMPLE",
"eventID": "6b0d6e28-7ale-4a73-981b-c8fdbEXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "account-ID"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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User: arn:aws:sts::id:assumed-role/CodeStarWorker-project-id-CloudFormation/

AWSCloudFormation is not authorized to perform: iam:PassRole on resource:
arn:aws:iam::id:role/CodeStarWorker-project-id-Lambda (Service: AWSLambdaInternal;
Status Code: 403; Error Code: AccessDeniedException; Request ID: id)

0| 2 %= CloudFormation 2 Xt 23&of M Lambda &8 ZE2H[X{'d5t7| It g s dLE H
2tol gi7| =0l Lot

O| 2QF & SHAst2A™ Ot I = TZ S 2 CloudFormation & At 248 HA S 4rCl|0|E5H oF FFLIct.
{
"Action":[ "iam:PassRole" ],
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda",
1)
"Effect": "Allow"
}
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for-an-organization M/Mg 2= 5HAIQ.
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