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mv add_prog.py mysub_dir.
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rm my-file-for-removal
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HOME_BACKUP_DIR=$(mktemp --directory)

a. targE AL835h0q Q] mhd MY

tar \
--create \
--9zip \
--verbose \
--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional
${HOME}/
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b zip® ALE5H0] e Tl A
ZipS AHE 304 e TS MAISIEIR CHe BYS YHELIC

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. ] mYUZ CloudShell 2|F 2 M&
Ctg M & StLIE AFE35H0q CloudShell 2| F 2 M T UZ MEE = U&LICH
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o 22 E st AR 22 oo A2 (0: /tmp/tmp.1A99tDIL98/
home.tar.gz)E& =FLICH

aws s3 mb s3://${BUCKET_NAME}
AWS CLIE At83t04 It g S3 tHZlofl SAMELICH
aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}
(® Note
Clo|E & 20| FotE + AU&LICH
3. S3 HZlof E3 s
S3 HZlof 2 eidsted™ O BB S L=

aws s3 cp \

${HOME}/ \

s3://${BUCKET_NAME} \

--recursive \

[--exclude .cache/\*] // Optional
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1.

O| EtAHIIME AFE M %|El Vim HE 7|
[e]}

BEE0|M sl o

. D E O|0|E{Z AWS CloudShellofl M FA| M745t T 4l ZdelLict AWS 2I&oll A AWS
CloudShell A+2 & ZX|5tH, s 2/&0i A AWS CloudShell2(S) CHA| A& 5HX| of= 8t
BE |2t BR A G AEEX|7} AISS 2 AA|EILICEH

U 7zt E2tetior st= A2 Amazon S32F Z2 MHIAE DEdsH EAML.

24 MME AFstedH 5, A XE M= LI

AWS CloudShell & C|HE{Z|E A XS TIXH AWS CloudShellofl HE &l 2= C|O|E{ 7} A K| El
Ct= HAIXIZ7F 2 AIE LICH

AWS CloudShell2 #Xi AWS E|Te| 2 E & MM SKIELICH A 32 MdsHHL
CloudShell VPC &2

o
M etde ddstedH ©

L
CloudShell VPC 73 & MAM35t2{3 VPC 3 MM E MEHSHL|CE.
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vim add_prog.py
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2. VimOlM ot HESE{™ | 7|& =& LICH oM ZE2 30| F 717} ot M| 7He| =XHE O
SI=8 W8S HEFLICH
import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SUmM=x+y+z
print("The sum is",sum)
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10EHAH|: AWS CLIZ(E) AF& 35104 Amazon S3 H{Z10f| I} ZHX| =2
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O| EtAH[| M= Amazon S3 HZ!E M8t CHE PutObject o2 I £ npe
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1. RIEE AWS EI HAE Y dsted™
aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

@ Note
us-east-1 2™ IR0 HEIE MHE3t=E 8, LocationConstraint It2+0|E{0]

create-bucket-configuration2(&) £7t5t04 22 X|HELICH OS2 29
of| M LT,

$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

= 31 HIx e MH[& 0| SEO| ZAIFLICH

"Location": "/insert-unique-bucket-name-here"
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aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body

add_prog.py
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s3:CreateBucket

s3:PutObject
* s3:GetObject
* s3:ListBucket
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1.  AWS CloudShelloi| M CI S s3 B S AlSH5t04 S3 B! AAd:

aws s3api create-bucket --bucket your-bucket-name --region us-east-1

A 3 E0| M3 5tH BHEE0f S3 MH|A2| SEO| EAIELICH
{
"Location": "/your-bucket-name"
}

2. CIEEEZe s 24 AL HIez Y= EFLICH OHS &M & stLEE MEHELICH

« AWS Management 2&: Z0{M 7|8 AI&35t04 It & EMHE HIIH| HEE.

« AWS CLI: 24 HAlo| HX[E =7 HEo|M BHES ArSstod I & EHE HI UZ2E.

Using the console

« https://s3.console.aws.amazon.com/s3/H| A Amazon S3 E2&& L|C}.

(AWS CloudShell AtE Al, &0 2 21%(04 Rlo{oF FfLICt.)

Amazon S3& AF83t0d of{ It Y=E A CHRZE
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aws s3 sync folder-path s3://your-bucket-name
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
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aws s3 sync s3://your-bucket-name folder-path

@ Note
EM X E MelstHLE & 57| 26 THEH LXIE &5t sync BED} & --
exclude "<value>" 2 --include "<value>" IIZIO|E{E A £ &LICH
ot HEE Mo & T ZE| AFE(AWS CLIZER 2 Z)o|M EQI5HAAIL.
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1. AWS CloudShell HHEE Al835104 CtS aws s3 &
HE| 2| 2Elxe S7|3t&hLCt.

aws s3 sync folder-path s3://your-bucket-name

® Note
EM AN E HelstHL & st7| fla THE LXIE =& 5EdH sync &
=1 nclude "<value>" IIZIO/E{E AISE

exclude "<value>" & --i
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aws s3 sync s3://your-bucket-name folder-path
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3. I HAZ = CHst AFRFOIA TR MEHS MEHS O} W2 AIASH of = ZE{E MEHEHL|C}

4. T Az = CHst AR 2 EE MEHSI0] AMEHSH mpele 4l 7o) =7hatu|ct

5. CloudShell H23iZ0{M OIS D32 Alsistod Ot ofzlo|Eo| 2EIXE X|&E C[HEIZ|o] &=

oAl gL/t

unzip zipped-files.zip -d my-unzipped-folder
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zip -r zipped-archive.zip *

2. Y md 2§ MEfgLC
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INT=IY A To] =]
aws sts get-caller-identity
M 3 £0| d35tH BHEO| CHF £} H|x et 0| EAIELIC
{
"Account": "123456789012",
"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session"
"Arn": "arn:aws:sts::531421766567:assumed-role/Feder@8/redirect_session"
}
2. O|™ EtAIOIM &2 At A HEE 7142t CloudFormation BlZ2/0f F£7I&LICH ol HIEEI2
IAM @i8t2 MA{stHL|CH O] Aet2 ZE HUXIH 2R SlAA0 CHEH A& MBS BofgtL|c)
Resources:
CollaboratorRole:
Type: AWS::IAM::Role
Properties:

AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:
AWS:

"arn:aws:iam: :531421766567:role/Feder08"
"sts:AssumeRole"

Role used by my collaborators
MaxSessionDuration: 7200

CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:

PolicyDocument:

Version: 2012-10-17
Statement:

Action:
Description:

- Effect: Allow
Action:
- 's3:*!
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>'
Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder
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Roles:
- IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:
Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. O|&0]| template.yaml®! Zt&0 CloudFormation Bl & 22 KM% & LICt.

4. "HEIES ME5I0{ AEHS HIZ T deploy HWHS EE510 IAM &S M- FHLCt.

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

0|2 MYEE URL A4

1. AWS CloudShellof M HEIZ|E AL dtoi TS ZEE FIHELICE 0] ZE& H |0l AHE X}

import urllib, json, sys
import requests

import boto3

import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

json_string_with_temp_credentials = json.dumps(url_credentials)

print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?
Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"
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request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell™)

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout
print (request_url)

if __name__ == "__main__
main()

2. share.pyZle ItYo| ZEE MHEELICH

=
3. BHEOIM S22 A& 504 CloudFormationd A IAM 238 0| Amazon 2|4 A O|F(ARN)S M
gLICt 33 CHg, Python A3 ZE0I|A ALE35t0{ (A 2ot 0I5 S &ESFLCH

0

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query
"Stacks[*].0utputs[?0utputKey=="CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

ATEIEN 38 HUX7I E2IGHA AWS CloudShellZ2 E0{Z = = URLO| AWS
Management 2 & 0| A EA|ELICH 38 2 YAt= Amazon S3 HZA!O| = myfolder/ EEHE
CtZ 3,600X(1A|Zt) SoF &S| Mo{& &= JU&Lct X}4 BH2 8 AlZh Fof HREESF 72
M™E|o] U&LICH O] A|ZHO| XL B & 2 YAtE HZAo| HMAE = gi&LICh

CloudShell LH0| Docker Z1E|0|L{& 2 E=3t0{ Amazon ECR Z|3EX]
ECI2 FEA|

0| At& Mol A= AWS CloudShell LI A Docker Z1E|0|L{E Aol 2! ©1= 3T Amazon ECR Z|Z K|
ECIZ FAl5ts §HE Eo{ELIC

A =

« Amazon ECR Z|Z X|EZ|E MMstn FA|stE O| 28 HEHo| Qlo{of & L|Ct. Amazon ECR 2|
ZX|EE|of CHEF XFMIEH LI 2 Amazon ECR AFHE MM 2| Amazon ECR Z 208! E|ZX|EE|E

K& M: CloudShell LHoil Docker Z4El|0|L] 2= 2! Amazon ECRZ F A| 27
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2 X 5HMI L. Amazon ECRE2 AF235104 0|0|X|E FAl5teE O 2t HMatol CHE XHA|E LIRS
Amazon ECR AF2 MEHAMQ| o|0|X| FAlof 28 AM TS %

INE=PSKSPN,

CHE A& MO M= CloudShell IE{H| O|AE AF& 3104 Docker Z1E{|O|L{E Z= 311 Amazon ECR EZ|
EZXEZZ FASE YHES 726t AH AHELICH

1. & CIEEEZo| M EEE Y&

mkdir ~/docker-cli-tutorial

2. 4 ECZ o|SELICH

cd ~/docker-cli-tutorial

3. Hl Dockerfile2 AMAd&tL|Ct.

touch Dockerfile

4. BHIAE HE7|E AHE35104(0d: nano Dockerfile) IS WD CIE EHXE E0{ E&LICH

# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

5. O|Xl Dockerfileg 2l=& &H|7} &R &LICH docker buildE AlEStod ZHEH|O|L{E Y=L
Ch &% W0 A E £ U E 0|0 €A =2dg £ = O|E S Ef1 = X|™ELCH

docker build --tag test-container .

&M HAt 28


https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-push.html#image-push-iam

AWS CloudShell
=& 7|7h(.)2 Z&sHof g LICtH
| = docker build @& 0| o|0|x|L|C}.

AWS CloudShell LHOf|A{ 4158
O|A| Z4E{0|L{E E|AE 50 AWS CloudShelloilA SH2 7 AlSHE|

Ct.

docker container run test-container
AWS CloudShell L} Docker Z1E{|0|L4 AlgH 2H230| o|O| K|
CR Z|ZX|EE|Z FAl&l{oF ELICt 7|& Amazon

O|A| Docker ZIE{|O|L47} ZFS35t=2Z Amazon E
EC| A OIAL“:'._

7.

ECR E|ZX|EEZ|7} U= B2 Ol BHAHE dUHE = UE

Chg BES A™5tod 0| XAtEME 28t Amazon ECR E|ZX|EE|IE ddELICt
ECR_REPO_NAME=docker-tutorial-repo
aws ecr create-repository --repository-name ${ECR_REPO_NAME}
AWS CloudShell L§ofl Amazon ECR E|ZX|EE|E dd5t= Ol ArEEl= W39l o|0| K|

8. Amazon ECR E|ZX|EZ|E 448t F0i Docker ZHEO[LHE F A& = U&LICH
EHE 7t SLch

H23S AlsH
= =B O

104 Docker0 CHEF Amazon ECR 2191 X2

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com
aws ecr get-login-password | docker login --username AWS --password-stdin

${ECR_URL}
= Ol ArEkl= HE | o|0|x|Lct.

Docker0l CHEt Amazon ECR 2101 A} SHE 71X
(@ Note
CloudShellof A AWS_REGION &3 g=7F M-EE|X| ef k7Lt CHE AWS 2[H 9| 2|4AA
of &% &&35lediz G C iHE A=ELC
AWS_REGION=<your-desired-region>
9. CH4 Amazon ECR Z|ZX|E2|E o|0|x|e| Eja 2 XXt Ct S sHE Z|ZX|EEIE FAIELICH
29
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docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}

CH& Amazon ECR 2|ZX|E2|E o|0|X|e| E{a = X[FstE o AAS == BE 2| o|0fx| L.

O| At&ME 2tZstein & M 27 7h L dst7LE EXMTH Y UstE o] 7to|=9o| EX| aiZ MuMS
HZstHL.

el

O|X| Amazon ECR 2| X X|E 2|0il Docker Z1E{| 0| MzxoZ HHESMALICH O] RS A0 A] AdAdst
=5

-lE o
o} 2l2 AWS CloudShell 8tZ30{ M M 7H5te{™ Cle Hads AlsHEHL|C}.

lII)

cd ~
rm -rf ~/docker-cli-tutorial

« Amazon ECR Z|Z X|E2|E AtA|EFL|CE.

aws ecr delete-repository --force --repository-name ${ECR_REPO_NAME}

CloudShellol M AWS CDKE Al&73504 Lambda & < HiE

O| Rt& MO M= CloudShellol A AWS 22t = 7HY 7|E (AWS CDK)E A& 36104 Lambda & +&
AHHEol HiZst= S EoiELICH

AMN™H E=A

AWS CDKOi| At8E HHE FEAECEELICH LE
LHE 2 AWS CDK v2 7Rt MO REAEEEE HASIME. A™HE BREA
FA O

742 CloudShelllA cdk bootstrapS A&E £ U&LICH.

cHZoil CHeF RhA|IEH
EciEstx| 2

. Aol BAASE HEY 4 Qi AHS HEto| K| HQIFLICH Ealxt Mol MEELICH
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AWS CloudShell M-SRt

INE=PSKSPN,

e

—

Sk Tl

Pl

of

MO M= CloudShelloll A AWS CDKE A& 3104 Docker Z1E|0|L] 7|8t Lambda & +&
He ZHEF

ot H dF gLt

=
—

& CIAEEEZ(o] M EEE ddgoh

mkdir ~/docker-cdk-tutorial

Y88 EEZ o|SELICH

cd ~/docker-cdk-tutorial

AWS CDK 3% &5& 2Zo ™xIFLIch
npm install aws-cdk aws-cdk-1ib

AWS CDK 5% &5 g Mx|ste ol AL ElE B ol o|O|x|Lct.
MAst EC{of| AZBE AWS CDK ZZ2ME E MAstL|C}
touch cdk.json

mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.js

BIAE HET|E AF835H04(0d: nano cdk.json) IS ¥ C}S 2HXE 04 E&LICH

app": "node lib/docker-tutorial.js"

0jo

lib/docker-tutorial.js TS Y1 C}S LIS E0{ E&LICH

// this file defines the CDK constructs we want to deploy

const { App, Stack } = require('aws-cdk-1lib');
const { DockerImageFunction, DockerImageCode } = require('aws-cdk-1lib/aws-lambda
const path = require('path');

// create an application
const app = new App();

");
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// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);
// define lambda that uses a Docker container
const dockerfileDir = path.join(__dirname);
new DockerImageFunction(this, 'DockerTutorialFunction', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction'’,
});
}
}
// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');
7. lib/Dockerfile2 Y1 CIS LEE 20 d&LCH
# Use a NodelS 20.x runtime
FROM public.ecr.aws/lambda/nodejs:20
# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image
COPY hello.js ${LAMBDA_TASK_ROOT}
# Set the CMD to the function handler
CMD [ "hello.handler" ]
8. lib/hello.js ItYUS Y1 CIZ LHES 204 d&LICt
// define the handler
exports.handler = async (event) => {
// simply return a friendly success response
const response = {
statusCode: 200,
body: JSON.stringify('Hello, World!'),
iF
return response;
iF
9. AWSCDKCLIE At835t0{ Z2MEE g5t 2|lAAE HEZELICH AEHE REAEZ|HSHOF
ghct,
&M Mt 32
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npx cdk synth
npx cdk deploy --require-approval never

AWS CDK CLIE AI835t0{ Z2ZMEE /&5t 2[AAE HiZ 5= B | o|0|X[ILLCE.

10. Lambda & +& 5 &35l0o{ &QlgL|C}.

aws lambda invoke --function-name DockerTutorialFunction out.json
jg . out.json

Lambda & & ZEdt= Ol AL8Zle BB 2| o|0]x|LCH.

O|A| AWS CDKE Al23504 Docker Z1EO|L] 7|dt Lambda & +& MHEXOo 2 HiZ & LICE
AWS CDKO{| CHEF XFM|BH LIS AWS CDK v2 7HEr A} CHLHME &I ESHMS. O] KA AME 2235t
S g @F 7 YA HL EX7F L5 O] 7H0|EQ| EA| s MME HZSHMIL.

Si=

O|XM| AWS CDKE AF&73104 Docker Z1EH|O|Lq 7|8t Lambda & +& M3 ™Mo =2 HjZM&LICH AWS
CDK Z2ZME LHo|M CIS HHS A5t A E E|AAE AXELICH AXNE = 2lst= HIAIX|7}

| ocoo=
E AE L

npx cdk destroy DockerTutorialStack

o2
it}

o O| RFEAMOIA MAIEH mp Ut 2| AAE AWS CloudShell 8304 XM7{5te{H™ S S A
L|C}.

cd ~
rm -rf ~/docker-cli-tutorial
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2. E{O'd B2 AWS CloudShellO|(7}) 34X M- E[= AWS EITS(8) AHS ELICH

S
3.+ OlO|22 & EE dd, MAIE & Axst=

4. & B0l 31 Flojol 2 ¥z, T e
2 A X AWS CloudShell &M0| I&L
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® Note
CI22E S M2 Console Toolbar0i| A CloudShell2 A|ZHE [HE AFRE 4= Qi&LICE

[0

5. M EeteX =M &7|of= TA| 3HEH0{| A CloudShell Ml4do] AMAE £ = SM0| U&LCH
Sed2 4 28 MEX XEY W ASE & &Lt
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CloudShell 0} 0| 204 A CloudShell€ A|&H&rL|CE.

. D=4 ofo|ZolM I= S MTELICH MESA st L= RS Mstn oS £}
C

e Ot MES MEfELICH

* CloudShellol| Z[=#E X|Estcd™ ChE &M & otLHE MEELICH

« 220 A CloudShellg Al%t5tD T|=EE MEASILICE 2|7d€ FIIEH CHS MES MEHEL
Ct.

« 22 2I1Z 5tEoi 2= Console Toolbardll A CloudShell& MEHSH CI2, M| HEFS K| EHOf| A
47| olO|E, I|=eig MEAFFLICE o748 FUIEH O NME S MEIELICE

® Note

I=Ed S M2 Console Toolbar0i A CloudShell2 A|ZHE = AF2E 4= gi&LICE

- JHRIEE AMElgEL 0|8 e AHETD F 7| 28 E AER XIEELICH

AWS 2|0 A 2451 7]
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2™ ME7|2 &4 2T M=isto AWS E[T0lM A e + U&LICH 2| HE =, & Ml4do| MEY
E 2|0l A SQICHE HFE 230l AaxTHAM lEm o]

AWS Z|T10| M =gt 7| 35



AWS CloudShell AR 7H0|E

/A Important

« AWS E2|™ollM 22 =|CH 1GBo| BT AEEIXIE A8 = J&LICH 7 2EEXKIE &
CIEE{2I($HOME)oll MEFELICE et & CIEEEo MEE e o, CIEE 2, 223
2, 23 EEJ 25 stLEe] AWS 2|0 IRISHA| ELIch E8 & CIRE2[ol @/x[stm Ct
E 2ol XMEElo] /= AatE &olgLict

AT AEEIR| L) 717 Y BB oA BIF B9I2 BEIELICH AR I8 R BT AE
%] MM BEFML.
« AWS CloudShell VPC &t @0 S+ AEZ|X|E ASE =+ igLCh
AWS CLIof| CHEF AWS 21T 7|22t XI5t
g7 i~ 2 AL2510 AWS CLIS(E) AH25109 AWS MH|A| HMASH=S O Zedt 4 SMTt
£ot oIF HEE RLH + sLC A M Tzt Aws 2 E(g XIsHE B HAeE AWS
|

g7 ¥t aws configureoiM SHOIEE|= AWS CLI 20t 015 M mtel2rt @MetLict. o
oM aws configure BES Ao 4 H2E XIHE 22 HEE &= &Lt Chal, AWS
CLI o] 7|8 2| #HZH52{™ AWS_REGION &4 B0f 2t S5 M AI2. CFS o Aol M us-
east-12(E) #M2| EIMe 2 wH|ELCt.

Bash or Zsh

$ export AWS_REGION=us-east-1

87 4B MY AZEIE 20| HTE0f U M4d0| SR WK EE W4 E OFE oz
MEE 7R RRIFLICH Mo| ABFEY ASRENM HAE MHSH T Wt HE MM
ME ¥7xo2 METE & 4 UaLich

PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"
PowerShell ZE L E0|M 24 H+E MH5tH, E,_Wg,l A= Sx| MM 7|ZF Soto| Zok x{&Hst
LICt EE= PowerShell Z 21t of| BH4+5 F715l0{ &% 2 E PowerShell M40 M| & HE
2 M7EsE 2 QlaL|CH 27 B2 x{Erof CHEF REM|BH LI 2 PowerShell AZEAME A X SHAIA|IL.
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® Note
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SF 2EEX|: AWS EIdE =z 22 16BL| B 2EE|X|7t /[&LICH T AEE[X|E & CIHEH
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« HAI2EEX|: HA| 2EEX = MM S& Al MESELICH YAl AEE|XK|E & CIEEE] 2F .
HE 2|0 UA&LICH

/A Important
5 A AlMolM AHSE TH2 & CIZEIRI0l 74 SAAIR. olE S04, mv HHES A#stod
nde & CIEEE ez SZIctn 7igs E2l&aLict Je{™ 3 & Mol S== i of
g ool xS ELct

Console 2 HIE ofZ 2|7 0|0 M CloudShell M| A

AWS Console Mobile Application2| & &0 M CloudShellol] HMAE 5= QU&ELICH & S0 A
CloudShell 2! 7|E} AWS MH|AO| CHEt HEE 2 = Y& LI XHAIE LHE2 AWS Console Mobile
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« MH|A H5F0llA CloudShell2 MEHSHL|CY.

UM E X| XE 41E46104 CloudShell2 SE2E = U&LICH

Console 2 HI2! o= 2|7 0|AM0{| A CloudShellol] HM|ASHE 2o CHEE XFAIEE LI 2 AWS
CloudShell HM[AE B ZFHAL.

® Note
81X AWS Console Mobile Application0l| M= VPC Bt 32 M 5t7{LE A|ZHE = i&LICt

T A B

AWS CloudShell2 Mx| L= 7+ 910| DockergE 2t™5| X &FL|Ct. AWS CloudShell LIS 04| A
Docker Z1E|0|LHE Mol 2= L Al&E 4+ &LICH AWS CDK £%!2 &3l Docker Z1E{|O|LHE
7|8te 2 5= Lambda & 2t Z 2 Docker 7|8t 2|AAE HiE ST Docker Z1E|O|LHE Y= 3}04

Docker CLIZ S35 Amazon ECR B|ZX|EZ|E2 FAIE £ UE&LICH |28t F HIEZE 25 A5 =
gredo]| CHEH RFMISH EHAl= CHE RS A E B ERSHMIR.
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« A& M: AWS CDKE AF&35H0{ Lambda & HiE
« At&M: AWS CloudShell LI 0i Docker Z1E|O|L{& BE 3t T Amazon ECR E|ZX|EC|Z FA|

AWS CloudShelloll A Dockerg AtE&3st= Ol= CHEH 242 3 #AIQF Mg A 0| U&LICE.

« Docker= Q0| SZHo| Mt L|Ct 7HE o|O|X|7F 2 7Lt 7|& Docker O|0|X|7} LT B2
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Docker0d| CHEt RFAMIEH LI 2 Docker AZEA 7I0|EE 2 XML

 Docke= AWS GovCloud(O|=) 22 XM elet ZE AWS 2T M AFS

A28 £ Qle B S &2 AWS CloudShell x| AWS 2|32 E
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= Bedol cHEk REMIEH LI 2 O] et el EX sHZE MME TR SHMIL.
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'1='-—E'-01|A‘|'_AWSCIoudSheIIE AL E5to] HHE 0| A MEITH AWS MH|A QL &5 5
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MEHSE AWS MH|A QS| AWS CLI HHEE 04 Al

CHS of Alol= AWS CLI {7 20{| M AL 7Hs5 3t Hadoz =+ 7hs 8t £02 AWS MH|A S Qsat
EAZlo] U&LICH DA SE2 AWS CLI HE E T oM oI5t AI2.

« DynamoDB

* Amazon EC2

* Amazon Glacier

DynamoDB

DynamoDB&= 2 M EHE2|™ NoSQL Cl|O|E{H|O|A MHIAZ M RHES & dut s 21D oS 7S
B Hs2 H%E IEP O| MH|ACS| NoSQL 2E 732 7|t & EM OIO|E +Z & X|AFLICH
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https://awscli.amazonaws.com/v2/documentation/api/latest/index.html
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CR create-table @Ho{= AL XS] AWSHHO|AM O|& 0| MusicCollection®! NoSQL AEH
Elo|2 & MMELICt

aws dynamodb create-table \

--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0wner,Value=blueTeam

mjo

lal
P
ok

XtAM[E LH &2 AWS Command Line Interface AFE AEA0i| A AWS CLIZ DynamoDB AtHE
AAI2.

Amazon EC2

Amazon Elastic Compute Cloud(Amazon EC2)E 22t E0{A o351 &
M3ste 8 MPlAYULCH ¥ A2 2ERE HAFE Y2 20t A otn HMASHTZ| A BHE7|
?lat A ZIR&LCE.

CS run-instances WY X|HE VPC MEH0| M t2.micro QIAEIAE A|ZtEFL|CE

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

KEM|EH LHE 2 AWS Command Line Interface AFHE A M0l AM AWS CLIZ Amazon EC2 AFEE & X
SHAAIL.

Amazon Glacier

o

Amazon Glacier2} Amazon Glacier Deep Archive= S5t LIF A =2 £X{7t2| HlO|E{ ot70|d

al 27| 48 Amazon S3 221 E AEZ|X| EeiALCt.

CHS create-vault B2 o7I0|EE XY st= ZE| 0| 2EEE et
aws glacier create-vault --vault-name my-vault --account-id -

KM L& 2 AWS Command Line Interface AF& A} 70| =04 M AWS CLIZ Amazon Glacier AR &
xI-X °|.A-|| Q.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-dynamodb.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
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AWS Elastic Beanstalk API CLI

AWS Elastic Beanstalk CLI= £2Z S|ZX|EC|0AM B3 M4, HdHIo|E L ELIEE S Er&stsle &
HE QB O|AE MSELICE O] oM B E2 o EE|F0|ME HEHE A Sl AWS 2
£ 7i21ZLct

CIS create WY AL X X Amazon Virtual Private Cloud(VPC)OIA A BtZE S MAdgtL|Ct

$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b0c --vpc.ec2subnets subnet-0@bb7f0cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265

XtMIBt LHE 2 AWS Elastic Beanstalk 7H2 Xt 7t0|=Q| EB CLI BHE H A E HESHMAIL
Amazon ECS CLI

Amazon Elastic Container Service(Amazon ECS) HH & ¢l E-IlTﬂOI*(CLI)OiIh ofg] &% =& BHO|
A&LICH O] HHo{E 2 7 EF0M SHAE EM, HHIO|E, ELIEHZE T2 MAE 7t456H7|

& MAZIRAELICEH (Amazon ECS 22{AE{E ElA3 &= MH|AQ| =2/ & QLc})

CtE configure HZ2 Amazon ECS CLIE F#445t0{ 0|F 0| ecs-cli-demo?! EHAH FES
MBLICH o] 2B{AE 742 FARGATEZ(E) us-east-1 region0l = ecs-cli-demo 2214
E{o| 7|2 Al RHESE M8 LICH

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo

KEMIEH LI 2 Amazon Elastic Container Service 7H2t At LA 2| Amazon ECS B2 ZE & X
SHAAIL.

SES

AWS SAM CLI

AWS SAM CLI= AWS Serverless Application Model BlZ %! & o Z2|7|0| MM 2S5t BHEE T
TILICE O|X2 2 o4 22 +&E &= U&LIC 07|ol= 2EZ0M BCH & =&, AHEIA of
/70|22 {3t i Z I 7|X| B, MHE|A o EEIFAO|MEAWS Bt =0] Bl ZEst= HEOo| =
ELct

S init BE2 Tet0lBE dEEE E4 afetilEez M SAM Z2ME S X7|8H gLt
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb3-cmd-commands.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_AWSCLI_Fargate.html
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sam init --runtime python3.9 --dependency-manager pip --app-template hello-world --name
sam-app

REMIBt LHE 2 AWS Serverless Application Model 7H2 Xt 7t0|=2| AWS SAM CLI BE X & & X
SHAAI2.
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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CloudShell®] Amazon Q CLI Al2

/A Important
AWS CloudShellol M= LR 2X|Z 2I5H Amazon Q AME 7|52 YAIMSZ HIEHSfHE
LICt $4XH O] 7|2 M2Mo =2 T A 50| z|CHEH Wa| SE o dLIct O S AWS
Management Z&£ 0| Q MBS HAS ALSE = JU&LCH

Amazon Q CLI= Amazon Q% &3 &8 = U= BWHE AEHH O|AJLICH AHAIEH LHE 2 Amazon
Q Developer AH& MHEAM O] HZE 0| M Amazon Q Developer AHE 2 R ZHMIQ.

CloudShell@| Amazon Q CLIE AF235IH AHod0{ CHEIE &5 2 &5t1, A2 s+, B0l
Amazon Qo SEHE 2 F &2 £ U&LICH EOldo] Y2 mf A 22 7|4 2 Hd x|ok £=419]
LeME £0|s & 4l HAHAE 71K £ U&LICH

® Note

%4XH CloudShell2| Amazon Q CLI 7|2 AFEXIQ| CloudShell VPC EE0M AFE = &
LIC}.

CloudShell2| Amazon Q CLI 7|50| ZA|Z|X| 2f= B &E|Xtol|H E2|5t01 IAM THEtE grotof &
LICt RtAIBH LI& 2 Amazon Q Developer A& B A0 A Amazon Q Developerl| A7 Z& 7|8t
A oM E &ZESFHAL.

0| Zof M= CloudShell2| Amazon Q CLI 7|S2 A5l &2 MHsHL|C}

CloudShellodl A Amazon Q 2I2}2! Kot Al

CloudShell2| Amazon Q 2/2t2! M|et2 E{0|'dof &= A| B xetS MBS ELICH REME LIE2
Amazon Q Developer At& B M| HZIZE 2| Amazon Q PIEICIE B XML,

CloudShellofl A Amazon Q 212}2l N|otE Al 5le{H

I_I

1. AWS Management 2&0{ X CloudShell& ME{EL|CH,
o !

2. CloudShell E{0I0lA] Z 12 TeHstT QU242 AISHEfLICH Z f2 Ti8Hst2{® E{0IDol zshE
Q1248 Ct 2 Enter 7|2 S ELC}
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-inline.html
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® Note
34X Amazon Q QI2t2l2 zZ 4o M2+ X|HEL|Ct.

B @1245t7| AlZHehH Amazon Qi A 2121 U Ol WS Yo KoHS FLICt Qlat

g inline enable

CloudShellof A Q chat & AIE

q chat HHEE AFE35H E{0|D0M Amazon Qo S 5t SES e ¢+ S?A'ﬁl—IEF Amazon Q
Qo| CHEIE AlZ} 3+ 242 CloudShell E{0|'E0IM q chat BHEE 4
Q Developer AHE HEHAMO| CLIVIAM Amazon Q2 MBS EZSHML.

CloudShellof A Q translate &3 Al

q translate BHES ALE5IH Atedo] X|EHE e = U&LICEH Amazon QE AHE 8l B2t
CloudShell E{O|'H0iM q translate B@2 A™AgLICt XtM[EH LHE 2 Amazon Q Developer AHE
AMH M| Translating from natural language to bash=2 & Z35tM| 2.

CloudShell0|A CLI & 2+

CIoudSheII°| CLI 2 7|52 EHiOldo 223 f BHE 2 SMoi cHet MetS MSELICh ARME LY
2 Amazon Q Developer AF& Xl 710|E0| HHE 2t M2 FZSMR.

Amazon Q CLI M3} E= H|g

0
ol

712 M™ Amazon Q CLI & 433} I Amazon Q CLI H|Z A3t E MEHSH0{ Amazon Q
7Lt H|E M 3lEr £ Q& LICH Amazon Q CLIE AF25HH Xtodod X|&D 45 x5}
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https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-chat.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-conversation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-autocomplete.html
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https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html

AWS CloudShell AR 7H0|E

AWS MH|A 2&2 &3l CloudShellol A BHE A

AWS Management 2% 2| Amazon ElastiCache & Amazon DocumentDB(MongoDB £ &) &2 &
&l CloudShell E{O'd0o|A BHEES AAE = A&LICH

CHE AWS MH|A 2&2 Sl CloudShellol M HE S A=SHE{H dghol T E IAM HEof
cloudshell:approveCommand 80| Z & |o{of &rL|C}.

Z& £ 7 220X CloudShellO| @2|1 CloudShellofl B3 Ael 0| LIEHHSLICH B A~ H Y
ol M BE & xtol BFEO| LIEHLICE.

CloudShell E{0|'H0iA BHEE AstE{™ Ch5 EHA & otLtE MEIELICH
1. CloudShelloi A VPC g8 2 A dstx| of2 B¢ M &3 0l &Xtof 0|§2 UHFLICH

2lAA0|VPC MF HEE 7|HI2Z 5t= VPC #3 MT BEE 2 = /U&LIh

a. [Create and run] ME4EILIC}

T

O| EFA|o A= M CloudShell VPC & & 4435t 1 CloudShell E{0'20i|AM BHE A=z LICH
8% cC

o
2. CloudShell VPC £tZ& 00| et B2 CloudShell 24 0|§2 & = U&LICH

@ Note

00| CloudShell VPC 2Z0| e d¢ M VPC &3S dde + ai&Lich

@ Note
MMEIVPC 42 2 = Qe HEto| Qs B EEIXRIofAH 22|5t0d
cloudshell :describeEnvironments Het2 F7IerL|Ct RIMIEE HEE IAM &AM
£ S8 AWS CloudShell HAM|A 3! AFR ZE|E R ESHHIR.
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/what-is.html
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1.  AWS CloudShell E{O|g M

(=3
o=
2. HAE 37|8 MEELICH 2[4, 5 A, &2t 3 A, 2o 40| /&L

QIE{m| oA E|OF 43

BIE QB o|AE g2 Okt o{F2 Hotz= MLt

o o

1.  AWS CloudShell E|0}E HZA52{H MH, 24

- | Iy - —
oriet 20iE7|= doll 2oideniE o] & HAEO| o d A3 BIETJ e E[o] UEX| &elstet
£ HAIXIE EAlste 22 7ISYULICE 2IF AO|EM SAE HAEM = A 2Z0AM o] Tt
S fUsts £74% I =Tt 2 0] U2 = UELICH

Warning: Pasting multiline text into AWS CloudShell X

Text that's copied from external sources can contain malicious scripts. Verify the text

below before pasting.

import sys
x:int[;.IE. HU 1
y=int(sys.argv[2])

z:int{m. m[S]}
total=x+y+z

print("The total is",total)

Always ask before pasting multiline code
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Amazon VPCO| A AWS CloudShell Al

AWS CloudShell 7t&f Z2}0|H! F2EFRE(VPC)E A& 35tH VPCO| A CloudShell 82 M&& += AU
&Lict Zh vPC 280l Chsl VPCE &35, MEURE FII6t 1, 2|0 5712 2ot D& H@E =
U&LICE AWS CloudShell2 VPCo| HE VPCO| CIHE ElAAet SUE MEH

LHO| A @tZ4 5t H| AWS CloudShellE AFE 5t H1AE ¢

Amazon VPCE A8t Holtt =2|Ma 2 AE[E 7 HEXHI oM AWS E[AAE AEE £
&LICH O] 74 HESZ = AWSe| = Jtseh elZetE ArE8tct= o|&at &M 2ol xtA|

OlE] ME{0IM 2Yste 7|ZE HEYXIS 01 SAFELICH REMIEH LI 2 Amazon Virtual Private
Cloud(Amazon VPC)& & X 3AMQ.

29w =
AWS CloudShell VPC &Zol= Cto 22 AMefo| U&LICt.

IAM 2o FX|F z[CH 2702| VPC Bt EE e &= /&Lich
VPC &tdol z|CH 57| Hot O &S €T E + J&LIC

=
VPC &7 0| 2] M50 M CloudShell Z2E L 22 SM2 A28 £ g Lct.

(® Note
CHE CLI E-TL% Sofl QB = 4l/E Lof| HAAE = Q= VPC #E0lA e Y2 Es)
L CH2EEE = U&LICH

- VPC &E2 &7 2ECIXIE KIS X| A &LICH AEE|X|= Fehdict &M &3 Mdol B2
TiH dlole & & CIRE2|7F AL

« AWS CloudShell 842 Z2l0|8! VPC MEUlo| Qe A0l 2 QIE{Ullof| 42 E £~ &LCH

@ Note
HEE IP F4AE 7|BHoR CIoudSheII VPC &td&ol &2 E|X| et&L|CtH 2E E2fE 2 €
=F 7+|0| Aoz eteelst = TAE 22T Hlo|20| e HE HEUlo|M M4

VPG EAE HE S QIE0] AHAT 4 SiXIE, UEHT F4 HE(NATIOZ THE =
2H0/5! MELS HE 2| QIE{LI0] HMAT 4+ A& LICH 023 Zatol%! MELolM A
I VPC Bz HE2 QlEfulo] AMAE £ gL
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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« H"Eoil Zr2|& CloudShell 32 M3st7| flai AWSE 7|2 HFE S22 E0 CHE MH|A0f CHEt
HEXI HMHLE Z2HMHIE &= U&LICH

« Amazon S3
« VPCRUEXQIE
* com.amazonaws.<region>.ssmmessages
e com.amazonaws.<region>.logs
e com.amazonaws.<region>.kms
¢ com.amazonaws.<region>.execute-api
¢ com.amazonaws.<region>.ecs-telemetry
* com.amazonaws.<region>.ecs-agent
¢ com.amazonaws.<region>.ecs
* com.amazonaws.<region>.ecr.dkr
* com.amazonaws.<region>.ecr.api
* com.amazonaws.<region>.codecatalyst.packages
« com.amazonaws.<region>.codecatalyst.qgit

« aws.api.global.codecatalyst

VPC M2 +55t0{ 0|28t dl=Z QIE0f CHEF HMAE A|BHE £+~ gi& L.

)||".|
-

CloudShell VPCE 2 E AWS 2| 2! GovCloud 2|0 M AF2E £ Q)& LTt CloudShell VPCE
M8 £ Qle E|F 222 AWS CloudShell X|¢ AWS 21X 2 xE

CloudShell VPC &7 AliAd

0| &X[0{ M= CloudShellof A VPC 42 MAMStE BHAHIE orLigrLict

NS Ta

BE|R7F VPC A8 MAME £ QIEE ZQ s IAM M2 X238l o LICt CloudShell VPC 43 €
MME £~ ol HEHE /M5l steE whedol CHeE XM L& 2 the section called “CloudShell VPC &t
AE MMSlT AIE5tE Ol Ze s IAM e MM XM

CloudShell VPC &t32 M A5te{H

]

1. CloudShell 2& 1 O|X|0{|A + O} 0|2 S MEHSH OIS EECIR HF0A VPC &3 M MEH
L|C}.
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2. VPC &3 48 mo|x|o M olF &Xtol vPC &2 0|§& =T LICH
A

o~ w
_>|-_\|
II
L
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CloudShell VPC &4 2 M5t AtEst= o 228 IAM Tst

CloudShell VPC 722 MAM5tT Al235tE{H IAM 22| X7} VPC 7% Amazon EC2 T$EHoq| CHEF e A|
AE EM35lsloF &Lt o] MMolMHE VPC &4 MMSIT AFE25HE o 228 Amazon EC2 ™EH
£ Ltdghuct

WI'

O
ri
o
mo

o)

<

=) AU A 5HE4 T o

o o —

ek

of &2E IAM H2of| C}S Amazon EC2 ##H0| Z & E|o] 2lo{oF &L
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ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

e ec2:DescribeNetworkInterfaces

 ec2:CreateTags
e ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission
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* ec2:DeleteNetworkinterface

@ Note

o| 8t El&E= ofL|X|BF CloudShellO| 4444El ENI 2|4 A (CloudShell VPC BA S 2|8l
A El ENIE ManagedByCloudShell 7|2 Ef1 X|HE)E ™Melste ol 2 Lct o] HEto]
MEHE|X| et 2 B2 CloudShell VPC 2t AE AL E OtCH ENI 2| &AE =522 HElsHof
grLct.
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VPCOi| gt HAAE Z 7504 T CloudShell AN
IAM 24
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rr

Cl2 oMol M= VPCO]| CHEt HMAS Z 35104 CloudShellol CHEE XAl HetS M5 st WHe
Ho{ELICt.

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowCloudShellOperations",
"Effect": "Allow",

"Action": [

"cloudshell:*"

]I

"Resource": "*"

}I
{

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I

"Resource": "*"

3,
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{
"Sid": "AllowInspectVPCConfigurationViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkIntexfaces"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{
"Sid": "AllowCreateTagWithCloudShellKeyViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{
"Sid": "AllowCreateNetworkIntexfaceWithSubnetsAndSGViaCloudShell",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "cloudshell.amazonaws.com"
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}

}I

{

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTagViaCloudShell",
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTagViaCloudShell",

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTagViaCloudShell",
"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""

}
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"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
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"Statement": [

{
"Sid": "DenyCloudShellNonVpcEnvironments",

"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

EHVPC, MEY = Hot D50l Cheh AR AMA HE

M VPCH| CHEt AFE RIS HMAE HESIEA™M StringEqualsE AF&3104 cloudshell:Vpclds
Ztg golgtLct kg oMol ME vpe-1 & vpe-20d CHEH AL R} HMAE HEELICH

o - |

B m

7

—

EX VPCol| CHet AFERIo| HMAE 7{E 684 StringEqualsE AHS 5104
cloudshell:SubnetIds =71 gt2 &I LIC} CHS XM= subnet-1 & subnet-204 CHEt
M.szﬂ. OHA-”éE 7_|I=l ol-|_||_—_|._

S VPCo CiEt AERI 2| HMAE 7HE5lE{HH StringEqualsE AFE 5104
cloudshell:SecurityGroupIds =74 gt &QlgfL|Ct. CtF &0 M= sg-1 & sg-201 CHEH
A ZRH HMAE HRELICE.

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "EnforceOutOfSecurityGroups",

"Action": [
"cloudshell:CreateEnvironment"

1,
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"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [

"sg-1",
nsg-2"
1
}
}
}
1
}
A7 EH VPC FHOR HHS MME 4 UTE 518

MERtS| HMAE {S5tE{H StringEquals% AH&3t04 cloudshell:VpcIds
Lict. CHS HIMoMHE AF8 R vpe-1 & vpe-20]l AT ES S FLCt.
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o ok

EXM VPCH| CHEL AL XL HMAE 5{&35tE2{H StringEqualsE AFE 3104
cloudshell:SubnetIds =7 4/ & QlgLICt. CIS oAM= AF&XE7F subnet-1 &
subnet-20 HMASEE 5{EELICI

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",

"subnet-2"
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&2d™ StringEqualsE AFE35H0d
42 Elgct ot s dmMoME AAERL7E sg-1 2

Ed vPCol CiEt AHE RIS HHAE 5
cloudshell:SecurityGroupIds &
sg-20{ HMASHESF S{SELICH

Y oo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"

]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudShellFullAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
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AWS Q4 o E2|7[0]M I & X|stE BlaAet MHIAE ddstn FEE + U&LICH

e YAME AZsts Lol CHe REAEF LI 2 1AM AL DB M| 1AM A1 H 58 Her 71

AEXF X XA AF2 Al AWS CloudShell LH & 758t =x| 22|

IAM AL R7H CloudShelloll A 488 4 ! Btig B alatai™ CloudShellPolicy 2l
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o€ £04, IAM AF&X}7} CloudShellol] HMASHE S 58 5HK|2F AWS I\/Ianagement Z&ol 21018
£ Ol AA8E|= CloudShell 3 At4 38 & ™MEsIX| Rot= 5 & + A&LICH

/A Important

AWS CloudShell2(&) AWS Management &0 A|ZF5t2{T IAM AFE XL H| CHS EFdof|
CHat #sho| o st o).

=4 H-

CreateEnvironment

CreateSession

GetEnvironmentStatus

StartEnvironment

1A E HAolM Ol & & SHLIE HAIM2ZE 5{&5HX| ot= B2, CloudShellE A& 5t
170 St IAM HEt @77t gk sk},

u
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_developer-power-user
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
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AWS CloudShell ™8t

B3

cloudshell:CreateEnvironmen
t

cloudshell:CreateSession

cloudshell :GetEnvironmentSt
atus

cloudshell:DeleteEnvironmen
t

cloudshell :GetFileDownloadU
rls

cloudshell:GetFileUploaduUrl
S
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=) ol HMetof Cigt B CloudShello| 2 EHLI7H?
L|Ct. o] 7|s2 vPC &34
M= AHEE = iU
C}.
cloudshell:DescribeEnvironm a3 dEELICH ot
ents
cloudshell:PutCredentials AWS Management 2& ot
2321 Al ALEE 2ot 2l
& HEE CloudShellof ™
=EhLiC.
cloudshell:StartEnvironment SHHE CloudShell 4 of
AlZFgtLct,
cloudshell:StopEnvironment Al¥ QI CloudShell 4 oL
2 SHeEruch
cloudshell:ApproveCommand CtE AWS MH[A 2&0i oL
M CloudShell 2 M&E &
HE slgLct.
CloudShell& IAM Z42H of| Al
CtZ 0| Alof| A CloudShellofl HMAE = = AFSALE MEtete HAE Mdste AHE & = UE
LICH et &l 2 E0M =8E = U= &S & = UA&LICH
CtE HA2 CloudShell & s 7|s0f CHEH 2F 8 HMA HEE AR LICH
JSON

"Version":"2012-10-17",

"Statement":
"sid":
"Effect":
"Action":

[{

llDenyll D

[

"DenyCloudShell",
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"cloudshell:*"

1,
"Resource": "*"
31
}
CHS HA2 1AM AFEXE2| CloudShell HMAE S{1E5HX|E U =22 W CH2ECE & </8l O/2] M
HE URLE ddsts W2 AERLICEH & §04, wgetTt Z2 ZCI0|UEE AHE5t0d 23 7+ ot
&2 ASeE = JaLo

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell: *"
1,

"Resource": "*"

"Sid": "DenyUploadDownload",

"Effect": "Deny",

"Action": [
"cloudshell:GetFileDownloadUrls",
"cloudshell:GetFileUploadUx1ls"

]I

"Resource": "*"

3

Chg M2 IAM AFE XS] CloudShellof| CHEH 2 E HAM|AE 31 FLICE 5t X2 O] HE2 AWS
Management 22 210! A| A2 E E ot 015 HE 7} CloudShell 4o 2 MEE|E 742 WX|EfL
Ct. o] A XM& Y= IAM AL XH= CloudShell LI 20 015 HEE 502 FAJ5HofF &L

Ct.
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell:*"
]I

"Resource": "*"

"Sid": "DenyCredentialForwarding",

"Effect": "Deny",

"Action": [
"cloudshell:PutCredentials"

]I

"Resource": "*"

1]

ChS EA2 1AM AEXH7F AWS CloudShell 882 BHE =

JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "CloudShellUser",

"Effect": "Allow",

"Action": [
"cloudshell:CreateEnvironment",
"cloudshell:CreateSession",
"cloudshell:GetEnvironmentStatus",
"cloudshell:StaxrtEnvironment"

1,

"Resource": "*"

]
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}

CloudShell VPC 81742 M5t AL 5He o] L3 IAM 3t

CloudShell VPC &3 2 MMt 1 AFR25t2dM IAM 2 2|AH7 VPC % Amazon EC2 #EHol| CHEH HA|
MO

AE E/dslsiof LiCH o] MMM VPC 848 MMstD Al85te o] 228 Amazon EC2 &
£ LFgshLct.

VPC 2t732 MAI5te{™ dstof etFEl IAM X240 CF= Amazon EC2 ®$H0| =& z|oq QJ0{oF &L
Ct.

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

e ec2:DescribeNetworkInterfaces

* ec2:CreateTags
» ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

CHS MY Zest= 20| E&LICH

» ec2:DeleteNetworkinterface

® Note
0| {5t T ofLIX|EH CloudShellO] A444E ENI 2| A A (CloudShell VPC 23S 9|aH A
S El ENI= ManagedByCloudShell 7|2 Ej1 X|IHE)E Ha2lst= o 2 gfLct. o] Mol &
HStE|X| 2f2 B CloudShell VPC 38 S AtEE MOtCt ENI 2| &AAE =822 Ha2|5Hof
ok,
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VPCO{ CHEt HMAE Z 8504 A CloudShell M| A HEHE F0{5t= IAM Y

CtS oMo M= vPCof| CHEF AMAE Z B 504 CloudShellof CHEF TIA| HEHE & H&lst= S
HoiELIch

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCloudShellOperations",
"Effect": "Allow",
"Action": [
"cloudshell:*"
]I

"Resource": "*"

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

IAM =22 E8F AWS CloudShell HM|A 2! ALE ZHE|
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"Sid": "AllowCreateNetworkIntexfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkIntexrfacePermissionWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/ManagedByCloudShell": ""

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

IAM 8 S S3
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AR} 7hol=
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/ManagedByCloudShell": ""
}
}
}
]
}
VPC &40 IAM =71 7| AL
VPC 0] CloudShell ©& Z7 7|& AL&35t0{ VPC &t Z0] Ciet =7t HEt Mo1E MSE + &
LICt S8 VPC Bt E0| AISE = JUT MEE =l MEH W HOt OF2 X|HE = UA&LCH
CloudShell2 IAM H&o|M Ct& =74 7|18 K| Lct
« CloudShell:VpcIds - 5tLt O|& 2| VPC 318 &= HE

« CloudShell:SubnetIds - 5tLt O|& o] MEU HE E= HE
« CloudShell:SecurityGroupIds - &tL} O|& Q| &

(® Note

IH= 2| CloudShell 2301 HMAE = U= AHE XS] HEHO| =X T[0]
cloudshell:createEnvironment 20| MEtE|E AR T 7|ZE H{EZ! o] AAMA
& £ Ql&LCt aBLt o| MiEte 2 IAM MMZ M5t 7|E HEE| 2Fol CHEF HMAE
HI& M3l5tedH M M2 2 IAM M2 n|o|E8 CHS H e 2 E CloudShell AFHE X7}
CloudShell & A2 R} CLIEMIOIA(&*%.* - CloudShell 7 AfH))& At&3tod 7|1ZE TE=| &Y

= T1 =
o

2 =0z ArX|slofF g LCt.

CHS ool M= VPC HHol 27 7|1€ At8dte Y-S EoiELIC Jst= X[Eh At ol /e EH
TES et F iy ASXH EE Aol chet HH 2 S FIHefLCH
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AERI7EVPC B8 HdE + UL S stedd OhS ollxet 2ol HF HEHE AFSELICH

{
"Statement": [
{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"
}
}
}
]
}
S VPC, M= EE Rot IE0f T3 ALSRE AM|A 7
£ VPCol CHEt At Xte| HMAE 7HE5t24M StringEqualsE AF&3+04 cloudshell:Vpclds
= e &olgLct ok oMo E vpe-1 & vpe-20] CHEH AL R} HMAE HEELICH

Ex VPCOf CHEH AL RIS HMAE HESHE{H StringEqualsE AL25}0d
cloudshell:SubnetIds =74 gt2 &l LICt CHE H|X|0|MH= subnet-1 & subnet-20i CHEl

MR HHAE HEFLICE

S VPCo| CHEF A8 Xto| HMAE 7HE 52 StringEqualsE A& 5H0d
cloudshell:SecurityGroupIds =74 gt &QlgL|Ct CHF Ao M= sg-1 & sg-201 CHEt
A ERH HMAE HRELICE

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "EnforceOutOfSecurityGroups",
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"Action":

[

"cloudshell:CxreateEnvironment"

1,

"Effect":

llDenyll ,

myn

"Resource": A
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"

AHERI7H SH VPC THOE BHS MAE & UES 53

O

—

£ VPCOl| CHE AL S AtS| HMAE &S 5tEdH StrlngEqualsE AL 3lod cloudshell:VpcIds
=gt =elgLct ot XM= A8X7E vpe-1 & vpc-20i| HMASES S F Lt

E X VPCOl| CHEH AL RLe| UMAE 523524 StringEqualsS AL 5104
7

cloudshell: SubnetIds =7
subnet-20] HMASIEE

JSON

12 2QIBHLIC CHS OIMoAE AHSRE7H subnet-1

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [

"cloudshell:CxreateEnvironment"

1,

"Effect": "Allow",

"Resource":

Mg
’

"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [

IAM 22 S35 AWS CloudShell A 2 AL ZHE|
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"subnet-1",
"subnet-2"

ol
ol

S vPCol| CHEl AEXto| HMAE 518 5tEH StringEqualsE A& 5H0d
cloudshell:SecurityGroupIds =74 gt &QlgL|Ct. CtF Ao = AF& X7t sg-1 &

sg-20i| HM|ASHES HSELICH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {

"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [

"sg-1",
"sg-2"

AWS AMH|A HHA HEt

CloudShell2 AFEXI7} AWS Management 2& Z1Q1 A| AFE8H 1AM E 2t QI
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® Note

AWS Management 2& 212! A| AL 8t IAM Hot oI5 HEE A 85teH
cloudshell:PutCredentials ®™&to| Qlo{of gHL|C
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-start
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
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CloudTrail LH AWS CloudShell
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CloudTrail2| CloudShell O|HIE
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createEnvironment CloudShell 30| M= mf grMehL|Ct
createSession CloudShell & 0| AWS Management 2 & 01| A
A= m e MEhLCt
deleteEnvironment CloudShell 230| &A= [ g EhL|Ct.
deleteSession 34X HEFR X R0 A& B2l CloudShell &
O| M[Mo| AMXA||E mH gf MEhLict.
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getFileUploadUrls*

cloudshell :DescribeEnvironments
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CloudShell & 2IE{H O|AE Al 35}0d
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putCredentials AWS Management 2& 201 A AFE &l 2ot
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redeemCode* CloudShell @M MZ D& EES M5t
= A EETF AFE mf HAELCH LESof
putCredentials HZH0|A 0| EZES AIS3t
01 CloudShell 2t 301 HAM|AE 4= Ql&LCt.

sendHeartBeat CloudShell A|A0| & AEjQS &0l57| <
Sff e ghLCt.

startEnvironment CloudShell 30| A|ZHE! i LrAghL|Ct.

stopEnvironment Al 59l CloudShell 70| STHE! [l g Ast
Lt

updatelayout sl of 2 of Z 2|71 0] Mof| A 24XY 2l|ojot= 0]
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EventBridge T+ 2|2 £ EventBridge7t &0t UX|5t= O[HIEE =AIE M =S CHe 2UE XY
LIC}. CloudTrail 21 T}Uofl O[HIER 7|=E AWS CloudShell X148 7|t 2 4815 CHAF XHoig
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0& S04, put-rule BHBS ALE 3104 AWS CLI0I CHEF EventBridge a2 M8 &= U&L
Ct. put-rule ZE0i|= %A 8 EventPattern S5 = ScheduleExpressionO| Z & £[o{0f g L|C}.
EventPatterns7} L& El #3l2 2x|5t= O|HE 7| 2tEHE|H E2|7{E/L|Ct. AWS CloudShell O|HIE

9| EventPattern:

{ "source": [ "aws.cloudshell" ], "detail-type": [ "AWS API Call via CloudTrail" ],
"detail": { "eventSource": [ "cloudshell.amazonaws.com" ] } }

XtA[EH LHE 2 Amazon EventBridge At& Xt 7+0| = 2| EventBridge2| O|HIE &I O[HIE T E
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AWS System and Organization Controls(SOC) EX1 M= AWS7H £ ’d &4 Mo 7|s€ o= A
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Service SDK S0OC1,2,3
AWS CloudShell CloudShell v
PCI
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https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://aws.amazon.com/compliance/soc-faqs/
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Service SDK PCI

AWS CloudShell CloudShell v

ISO 2! CSA STAR @15 &l MH|A

AWSISO/IEC 27001:2013, 27017:2015, 27018:2019, 27701:2019, 22301:2019, 9001:2015 Z! CSA
STARCCM v4.0 &= Q&S &Lt

Service SDK ISO 2! CSA STAR 218 & M
H|A
AWS CloudShell CloudShell v
FedRAMP

5| 9l {et Hoj B2 Z2I(FedRAMP)S SIS AE U MulAo| 2ot By}, el
3l |4 59l BLIEIo| T3t £E M2 $AIS MBsts BE Ar#lol

Service SDK FedRAMP Moderate( FedRAMP High(GovC
SE/IMS) loud)
AWS CloudShell CloudShell v v
DoD CC SRG
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AWS Tools for PowerShell2
(=) SDK for .NETOIlM X2 5t
= 7|50l +& = PowerShel
| 2 & IL|Ck AWS Tools

for PowerShellO[(7}) S
PowerShell BE &0 A AWS
2laAol CHe g A3 E

e + A&LCH

AWS CloudShell2(=) AWS
Tools for PowerShell&| 2 E 35}
El HT(AWS.tools)2 AHH M
x| &t

REMIEH LI 2 AWS Tools for
PowerShell AH& AE A9

AWS Tools for PowerShell At
22 XA,

Version information

sam --version

pwsh --Command
'Get-AWSPowerShell
Version'

AWS HHE QIE{H|0|A(CLI)
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ZELQ] 2! AWS SDK
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Node.js (npm E &)

Node.js2| JavaScript& SDK

Python

Ad404
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Node.js&= HIS7| Z212fY

Jleg ot 4 M8 E £ 9

=5 MAE JavaScript HE}
LULct XtMEH HE= S 4
Node.js AtO|EO] /= &F
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npm JavaScript 2 £ 2| 22}
QI YXIAEE HMAE NS
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MEt L1822 S 4 npm AIO|E
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AEZEL|0{ 7HE 7|E(SDK)
© Amazon S3, Amazon EC2,
DynamoDB, Amazon SWF

£ H|® &t AWS MH[A0]
JavaScript Z4%| & A3 5}04
IS 7tASSE ol E=20|
ELICH RtMIEH HE = AWS
SDK for JavaScript 7Hgt A} OF

LHME FESHAAIR.

Python 3= & BZ0MH AFHE
7ts gLt & Python 30|
=32 dof 7|2 HEe
2 Z+FELCh(Python 2 X|H
2 2020 1ol S&). RHA|IEH

HE = Python 24! ALO|E0f
U= dF Aol M Eelst Al
o

Version information

* Node.js: node --version

* npm: npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

* Python 3: python3 --
version

* pip: pip3 --version

HEL] 2! AWS SDK: Node.js & Python 3
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SDK for Python (Boto3)

bash-completion
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£t AP A x| El pip= Python
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gt 7| E(SDK)ILICt. SDKE=
AtgHo| &1, & x|EF API
ot 5t =& AWS A{H|A HAl
AE AFEELICH

REMIEH LHE 2Boto3 MBAME

SEC JSPNIN

ANH

bash-completion Tab 7|2
E BEENMoZ Q3E T
HOo[Lt QIF-E RSS2 2t
g e d s 23
C}. bash-completionO| x|
St= W7|X|= /usr/shar
e/bash-completion/

Version information

pip3 list | grep boto3

Version information

dnf info bash-comp
letion
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7}3+04 AWS CloudShell Al A4
O| AIZtE ot 7| s AMHE
& 4= UA Fict

source /usr/share/
bash-completion/
completions/git

ANEA XH gt AT EIE
E M83te{H ¥+ &
HE{2|($HOME)0l| F7+5t 1
.bashrcoil M & A48
Ct.

KM B M E = GitHuboM =
E2ME READMEES #ZE 354
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Version information
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Docker
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cqlsh-expansion &
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SHELIC} Dockerg A&t
™ o Z2|70o|ME Ql=ztet
22|5lod AZEQ|0{E =
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S 3l AWS CloudShell LI 0|
M Dockerfileg Y =31 CDK

AHE 3104 Docker AHAHS &l
E%* 2 &LICH Docker0f A
X|HE|lE AWS 2|Tof CHst xt
M|t L& 2 AWS CloudShell
K& AWS 2|TE B XML,
Docker= 20| 27Zt0| A
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LICt 7H=d o|O|X|7F 2 7Lt 7|
& Docker O|0|X|7} LT B2
™ EX7 g = A&t
Dockero CH3t REAIEH LI 2
Docker d&M 7I0|EE &FZX
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Version information

cqlsh-expansion --
version

docker --version
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Git

iputils

iq

kubectl

make
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E o] 7HE A X
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kubectl2 Kubernetes APIS
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make F & 2|E|= makefiles
o2 ZY NEE K555t
Ic Hutadeg fAsL|CE. Rt

Mgt LH2 2 GNU Make ™
ME XA

Version information

git --version

iputils =7 | Al: arping -V

jg --version

kubectl --version

make --version
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https://stedolan.github.io/jq/manual/
https://www.gnu.org/software/make/
https://www.gnu.org/software/make/
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man

nano

OpenJDK 21
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Wikipedia HO|X|& & =3t
AR,
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GNU Lt MEHME =54
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Version information

man --version

nano --version

java -version
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https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html

AWS CloudShell

04 x|
oo

procps

psql

SSH Z2t0|E

MEH
procps= 2] A FQl =
2HAE BUEZS D BX
St= O ArS5te AlAR 2
EI sE2lEluct RHAE
£ procpsZ A 7t T
EZL?:'.* 50| 8|0 A=
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Version information

ps --version

psql --version

ssh -V
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sudo

tar

tmux

vim

wget
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MEME BT,
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JE SAlo A8 I AFHE
st= EOI'd HE[ZH ML
Ct AtMIE HE = tmuxE 7+
CHSHAH A7H5tHE LISS| 22
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ZSHAAIR.

wget2 HHZ=O| A= EZQIERZ

XEE & Mol 2EHEE
M| AR5t HEE T
2L REAIEH LHS 2
GNU Wget MHME EZ 54
Al=.

Version information

sudo --version

tar --version

tmux -V

vim --version

wget --version
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https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
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https://www.vim.org/docs.php
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HE M Version information
zip/unzip zip/unzip | & Z|E|= O 0| & unzip --version
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=4 zip --version
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/A Important
& CIEE2|olM AWS CLIC| AHE 2 *EOE A %[5l oF C}S 0l CloudShell MM A|ZHE Il

Xt g
ABE 4 UALICH £5 MxI7t HR# 0lR= $HOME 9/ CI2E(2lof 2748 THo| 4 Al
M B2 Al MFE7| e E3t AWS CLI ZAE Ax| $0ls AHS22 HE(0|EE(R|

St&LICH CHAl Eofl, dolo|Egt Eot THR| ZEl= AFS A MU LI

=N

AWS &5 22| IHAWS CloudShell Cl|O|E] 25 0ofl CHEE REAMEH LIS 2 S(8) 2 ZsHMAIL.
AWS CLIZ(E) dx|5t24H
1. CloudShell BHEZE0iAM curl HBHoZ Hloj Mx|EI AWS CLIC| &E AHEES T™&ErLICE

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"

2. ECo g=E ELCt.

unzip awscliv2.zip

3. EFE XIE ECo| FIt5t2{H AWS CLI Mx| Z2a=E M-ATLICEH

& C|AE{ 2ol AWS CLI M x|5t7]
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sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

>

Moz Ao

|2l HEE0i S HAIXIZH ZAIELICH

You can now run: /home/cloudshell-user/usr/local/bin/aws --version
4. PATH B B4 UC|O|E5HH aws HHS MHE 1) =7 Hx| Z2ZE XIMsHX| fotE Eo=

2|kt

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

(® Note

PATH 44 & FASHH X|HE 27}
X|El 0| AFRElLIC}H

52
rir
Q
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n
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ol
2
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72X o 2 AWS CLIC| AFAM A

2 2 Eol EfAL Az E Qo] EX]

(@ Note
=5 Hot Aol g HAE$ CF2 AWS CloudShell Z4F & 217301 EFAF O Z 2|710|MHME M%|
g dg HEELCH
7|2x o2 x| AWS CloudShell A2 X0 H = sudo TEto| U&LICH 2k sudo BEo = 49|
AFE E0M ol AIEE £ Qe AT EQ0{E MXIE &= U&LICH o€ £04, DNF I 7|X| &2
SEEIE[e 7 sudoE A8 35t0{ cowsayE Ax|sHH. S 22 HAIX|Z7F Z&E A9 ASCII of
E AZEIO| MM EILICE.

sudo dnf install cowsay

2|1 echo "Welcome to AWS CloudShell" | cowsay=(E) Y=stH A2 MHX|E
O F&Lct.
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/A Important

CIE{2lol M= dnf Mx| ZE2ID 22 7 |X| B2 REE2IEI: /usr/bin)E & MM 5
2 A HEELICH & MMEE F7F AZEQ0{7} MR AFSE LCE.
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|. SHE
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.bashrc 23 8lE&= 7|& bash €0| A|ZE mjoiC

/A Warning

X H5tH o|Fol & #Fof HMASHK| ZE = A&LIcH HESHZ| T
F£= ZW0| E&LICH .bashrc HE Al €2 5 71 Yo
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O| HxlofMeE &l 2t 30| z & MY R Xt& TEEIE ] .bashrc AT R EE £HELICL
1. EAE HET|0f: Vim)2 .bashrc2(E) LIct.

vim .bashrc

2. HET|QEHo|A0M I 7IE s HEIE Aot CheE FIHELICH

3. Z25t1 WEE .bashrc HUS HESIE{H Esc 7|18 =0 Vim HH DEZE MESI D CISS
I.

4. source BHOZ bashrc U2 RHZ=§HL|Ct.

source .bashrc
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"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface"

1,

"Condition": {
"StringEquals": {

"aws:ResourceTag/ManagedByCloudShell": ""

}

},

"Resource": "arn:aws:ec2:*:*:network-interface/*"
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