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AWS Command Line Interface
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import sys
x=int(sys.argv[1l])
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o] Al HE 2 2IE{m| 0| A0 A CloudShell2 AlEHStT, Al 7HS 8t AWS 2|XE MEHS T,
Bash, PowerShell EEE Z shellf} Z2 ME 6l &2 XMEtehL|Ct.

1.

28 AWS Z2|HS(8) MEH

JLLR
o
Lﬂl

l'l

tedE 2 ME M7= o|Sshod e X|7 CHe AWS 2|HE M

2= EAIELICH)

OII

o (AH8 7hSE R

rlo

/A Important

E|x-|° x-|s|-0|.|l:|_=| O|_||_:_.|n.||o|¢7|. AHE.T’.*'EF’ AI_-|EH%|- AWS E|x-|o| o|§o| I:I=|E=|2F_ E-IIAE
lofl ZAIELICE. °='? AEEX[0f FII5te BE T2 SUE AWS 2T MHEF AL E
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CloudShell £ EE= Chrome & EEIR XM I LE CIREEE £+ Ql&L|CH.
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AEtH: AWS CloudShell(@)E T {Z2 =

(® Note
O| M2 VPC EZ0olM= AEE = gl&Lch
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Enter® +2MH 40| #AH & C|HE2|(0: /home/cloudshell-user)E BHEHEFLICY.

2. O|lC|HEe[ol e Hz=Estedt A Yoz 0[Sshod HiwolM T Y= =& MEHSFLICE
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5. YUZRE CHE & AH0M It A2 EE MESHLICE

THER UEL HEHE FHELICH WMoz HECE|H & CIHEEZQ FEO
add_prog.pyOl(7t) F7ZIACt= & 21 HIA|X[7} LIEF LICEH

C
7. YEcE otdg & ClEEE|e REM M CIEEE|Z o|SstedH CHE mv B-EE ASELICH

mv add_prog.py mysub_dir.

8. FAH HUCIHEZIE MZR CIHEEIZ $HE52dH cd mysub_dir2(E) ¢=2dgrL|ct.

FE ZSLEJ UOoIEE|o] XY CIHEE|7 HEE[IS S LEILICH

9. X CIME2| mysub_dire| LI&E EiiH 1s WHES U=FLICH

HY ClHEE[e| LIS0| LIEELICH o{7[0l= &2 Y= =8 ot ZefELICH

5EtAH|: AWS CloudShell0| A T AFK|

O] EtH|of = AWS CloudShellof A It 2 AtX|Sle w2 MAEEHLICE
1. AWS CloudShellol M TS AFX|5tE{H rm(& A2t £ 2 EFE 2 HHS AFSFLICH

rm my-file-for-removal

2. XEE 7|E0 H= ofd LS AAISEH find B E A LICH

|
"
mjo
1>
>
ok
r
ful

CtZ ol Aol A= O|Fofl ™MO|AF “.pdf' 7t ZEE 2E T

find -type f -name '*.pdf' -delete

® Note
E7X AWS Z|X0 A AWS CloudShell AHS
ZHo| X|LtH sl 2[de| B+ AEE|X[of €
g2 JF A EE[X|E FelgL .

z0 ﬂ||0

SCHetCt o 7t-6 E7l&Lct o|F X|HEl 7|
= HIo|E{7t RIS o2 ArK|E/L|Ct. o REAIEH LY

[IHEE|E ddstcdH CIREE] BFE 7] WHF0{ mkdir mysub_dirZ(E) &=gfLict
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O] EHA0M= & CIHEE| S ddsts S B LICH

—
1=

o ul A4
& Cl2eia) ool YAl BCIE MAELICH

HOME_BACKUP_DIR=$(mktemp --directory)

a. targE AL835h0q Q] mhd MY

tar \
--create \
--9zip \
--verbose \
--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional
${HOME}/
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b zip® ALE5H0] e Tl A
ZipS AHE 304 e TS MAISIEIR CHe BYS YHELIC

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. ] mYUZ CloudShell 2|F 2 M&
Ctg M & StLIE AFE35H0q CloudShell 2| F 2 M T UZ MEE = U&LICH

24 AAHo ML U COREE

o

6ErAl: & CIAEE| Y dY 12
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Ol EHAHo M et o

S O 8 & U&LICE CloudShell(l M IS CR2EESHE
Yol CHer RhMIEE HE = A

=
=

WS CloudShelloi M Tt CHR 2 E BF7[0d| M 2 U5t AA|2.

o 22 E st AR 22 oo A2 (0: /tmp/tmp.1A99tDIL98/
home.tar.gz)E& =FLICH

aws s3 mb s3://${BUCKET_NAME}
AWS CLIE At83t04 It g S3 tHZlofl SAMELICH
aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}
(® Note
Clo|E & 20| FotE + AU&LICH
3. S3 HZlof E3 s
S3 HZlof 2 eidsted™ O BB S L=

aws s3 cp \

${HOME}/ \

s3://${BUCKET_NAME} \

--recursive \

[--exclude .cache/\*] // Optional

7EA!: & MM THA[E

O EHH0IME & MM ChAl Alxtate 2l MEELICH

7EHA|: & MM R AR 13
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@® Note
HOt ZXEM, 2 Azt St F|IEELE ZRIEE 41t &5 2&6tX| fo™ M[MO| Xt s 2
2 ZCEUCH 7| A MM E£8t AtSso2 SEHELICH AAIE 82 2 MM MME X
SN2
1. A MME MAIESHEA™ 2, RAIZHS M=4ELICH
AWS CloudShell&(Z) AHA|ZH & 4R AWS 2[F0l| Qe M MMo| 25 SEECHE HAIX|
7t EAIELICH
2. EQlsted™ RHA[ZFS B LICH
2IE{H[ 0|2 01| CloudShell B & #Z0| FX|ECt= HAIXIZt EAIELICH 2tEE SEUCHE A
AlEEE =, M MMM BEE 2t dS AEE = A&LICH
® Note
282 A Al H 20| 42 =% /JU&LICH
. N =
8trA!: &l MM F CIRE{Z| 4K
O HHAIME & MMg AXlstE ge dYELIc
® Note
O| M2 VPC Bt E0| M= ALSE == gi&LICH VPC B 382 CHA| A6t & CI-E 2|7t &
MNE L
/A Warning
& CIHEE| A Xe & CIEEZo MEE 2Z& o|E{7t T Ao 2 AXEE EEE + ole
xtedolL|ct B CFS AEoME ol SME TEdsH £ 2 &Lt
- Itlg B 33104 AWS CloudShell ZF & #H40f| HAMAE = Ql= E2. & CIEECE
E MAstH 7|2 ¥ 22 AWS CloudShell E0FZFLC,
8E}-74| -.4I k”ﬁ I:|E“E-|E| AI—7;.|| 14
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« 2 E O|O|E{E AWS CloudShellol M S A| M|7H5t D A2 JAL|CH AWS 2|70 M AWS
CloudShell At&2 &X|5tH, sig 2/T0{ M AWS CloudShell2(E) CtA| A|ZH5HX| = &
BE |t BR A GF AEEX|T7 RSS2 ATANIEILICEH

1
kl
e
el
HL
x
kO

e 7|k 2E2tslior stE E? Amazon S32 Z 2 MH[A

1. dMMdS Axsteds 2, AXE MEiELICH

AWS CloudShell & C|HE{Z|E A XS TIXH AWS CloudShellofl HE &l 2= C|O|E{ 7} A K| El
Ct= HAIXIZ7F 2 AIE LICH

AWS CloudShell2 #Xi AWS E|Te| 2 E & MM SKIELICH A 32 MdsHHL
CloudShell VPC &2

o
3. M#Es dYsiciH H

L
4. CloudShell VPC @2 M5t VPC 3 MMS MEfgL|CH

HHES AE5t0d & MM0lAM LI exit BHEE AHEstod 220RE + U&LICH I CHF0
OF Z|Lt =] ChA| 428t AWS CloudShellE(E) A& AL E = U&LICH

Ol Aol ME AFE MRIE Vim 7|8 AFSSHod THe Bl +#sts $HS MTetLIch 221 of
g BF0IM ST nr e
1. Ol B0l YR e 8 U HESEH Ohe B UELIL

vim add_prog.py

4 QE{Ho|A 7 M2 AKX Vim THEZ|7F E A LICH
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2. VimOlM ot HESE{™ | 7|& =& LICH oM ZE2 30| F 717} ot M| 7He| =XHE O
SI=8 W8S HEFLICH
import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SUM=X+y+Z
print("The sum is",sum)
(® Note
SHAEE HET|of BoigdD tTiet 2047|752 EMEtetH F17 EAIEUC 5
MEl i & HIAEO o4 ATFEEJ X&E = UsLCt et 20{E7| 7[SsE At
EotHEHAEE E0427| Mol M HAEE &g 5= A&LICH BAET} OHHSICHT
mote|™ 2o 7| & MEfELIC
3. ZR2IOME WA F Esc2(E) = VimEE ZER Eo{LLICH 2 CHS :wqg BHES 24504
ndE XMEstn HETIE SEELICEH
(@ Note
Vim B8 ZE & XMF M85t 42, M30ls BE ZEQ 4/ 2= AFO|E THEStE
Zdolofgig = UaLct BHE EZE= IUS XMEStD o E2|AIO|ME TEE [ ALS
EHuch M EAEE 48 e 4 ZEJF AFZEULC 48 2EZ S0{7t2{H 2! IR
(B) 721, BE REE E0{7t2{™M Esc2(8) TELICt. AWS CloudShello| M A& ==
AU Vim & =F0of CHE REME 82 7Y =7 2 &l REIEIE| B8 HESHAAIR.
4, MOl HHE QAEHO|ANMCIR Z2OME AMSIT Q248 =Xt 37HE XIYELICH FE2 C}
1t Z &Lt
python3 add_prog.py 4 5 6
HHE0| T2 A The sum is 150((7) EA[ELICH
ottA|: ot IEE HEStT HHES AEsto] &S| 16
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10EHAH|: AWS CLIZ(E) AF& 35104 Amazon S3 H{Z10f| I} ZHX| =2

27}

O| EtAH[| M= Amazon S3 HZ!E M8t CHE PutObject o2 I £ npe
Z7tghct.

fjo
[o]]]

He HZle| A=

® Note

0| A& Mol E AWS CloudShellol A AWS CLIS(E) AFH& 35104 CFFEH AWS MH|AQ 45
28stes YHE & £ USLICH Ol YWHE AE5HH FII E|AAE CHIRECS AL EX(E
L7t eigLich 8 A LHolM o|0] I EI7| 2o 2H 3£ 67| Tofl 2¢t @15
TAS5HX| efote FLIch

1. RIEE AWS EI HAE Y dsted™
aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

@ Note
us-east-1 2™ IR0 HEIE MHE3t=E 8, LocationConstraint It2+0|E{0]

create-bucket-configuration2(&) £7t5t04 22 X|HELICH OS2 29
of| M LT,

$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

= 31 HIx e MH[& 0| SEO| ZAIFLICH

"Location": "/insert-unique-bucket-name-here"

10EHAH: AWS CLIZ(E) At& 5104 Amazon S3 HHZ!of| ot

ds AMZ F7t
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2ostn WE OHE Wl ST THYUS 2R F7}st2{H PutObject WS AN

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body

add_prog.py

ZHAX| 7} Amazon S3 HZ!0l| Y2 EE|H HBI=of S &=

Ct.

ETageE MY E ZA| | s AlJLICH Of sHA|=Z Amazon S30f Y= =&l Zix| o] FZAH

A& LICH

2 =X

CloudShell2| CLIOIA AWS AMH|A EHE|

EZ AMAET CloudShell ZHofl o2 T S A
AWS CloudShell 7H'S

AWS CloudShell 28 At x| ™

o
e
4»
pal


https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html#bucketnamingrules
https://repost.aws/knowledge-center/data-integrity-s3
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AWS CloudShell Xt& M

CtZ Rt& Mol M= AWS CloudShell A& Al CHYFE 7|51t S& 2 A-HSIT HAESHE &8 204
ZLCt.
AEM 71 RtAS| otE 7|
042y T = A} the section called “Xt & Al: 04 I} S A5
0|2 MEE URL 84 27?7

AWS CloudShell L{ofl Docker ZiE{[O|L{ = & 227
Amazon ECRZ F A|

AWS CDKE A}&3}104 Lambda & < Hi X ?27?

2 AAET CloudShell 7+H0d| 0424 Il £ A}
Ol Rt&MHIME 2 AARD CloudShell ZH0i|l 02] THU S SAtstE 2 Eo{ELICH

AWS CloudShell QIE{H|O|AZ 2Z A|ARID} 4 87 zZhof & BHof| Bt U8 HE =5 HLE CF2
=& £ Ql&LICt CloudShellZt 27 A|AE! Ztofl S Aof 07] THUE SAStE{H CHS S & 7HX| 2
Mg AL ELICH

« Amazon S3: 2Z A|AEID} CloudShell ZF I S AL A S3 HZIE SIHXIZ AI2.
« Zip ItY: CloudShell QIE{H|0|A 2 HYEESIHU CIREEEY = U= B &5

o}
=

Mt

Hoi o4z md

Mk

(® Note
CloudShell2 £0{2 = 2B ECHEIE 5{&5HK| &t 7| HE0| 3RH 2Z A|AET CloudShell
AFE 4 7ol o] I U SASHE scpOlLt rsync 22 HHEE AISE £+ Q&L

Amazon S3E AtE5t0{ 04 I} Y UZE L CI2ZE

O| EtAH|0 M= Amazon S3E AF835104 0] IHU S YZEES D CIREES s WHES MEELICH

Rt&AM: 042 I S A5 19
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NN e

MK

It Z2 Amazon S3 API & =& HEFE Foist= 1AM BHO|

Ojo

o E
[

x| 2 Zrdsted s o
C

.

s3:CreateBucket

s3:PutObject
* s3:GetObject
* s3:ListBucket

Amazon S3 20| F*|| 552 Amazon Simple Storage Service AP| Reference0|Af 2f1g 2t X5

A2,
Amazon S3E Ar&3+04 0424 IS AWS CloudShell(2)E YEE

HIHH
o H

P

mo
X
2
g'l_-
r
ful

ol
rr

O| EtAH|0| M= Amazon S3E& AtE35t0{ 04 It 2 YEC

1.  AWS CloudShelloi| M CI S s3 B S AlSH5t04 S3 B! AAd:

aws s3api create-bucket --bucket your-bucket-name --region us-east-1

A 3 E0| M3 5tH BHEE0f S3 MH|A2| SEO| EAIELICH
{
"Location": "/your-bucket-name"
}

2. CIEEEZe s 24 AL HIez Y= EFLICH OHS &M & stLEE MEHELICH

« AWS Management 2&: Z0{M 7|8 AI&35t04 It & EMHE HIIH| HEE.

« AWS CLI: 24 HAlo| HX[E =7 HEo|M BHES ArSstod I & EHE HI UZ2E.

Using the console

« https://s3.console.aws.amazon.com/s3/H| A Amazon S3 E2&& L|C}.

(AWS CloudShell AtE Al, &0 2 21%(04 Rlo{oF FfLICt.)

Amazon S3& AF83t0d of{ It Y=E A CHRZE

20


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://s3.console.aws.amazon.com/s3/
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. 1% A FHoll A BT
S Al

® Note

Z2& M8 Al ™A 7 SMod| CiEt AtAIBH LI& 2 Amazon Simple Storage Service
Console At& MEMO| S3 H{Zlol It L ECIE Y2 =524 o= AH| dHok g LInt?
EHedS BT AAIL.

Using AWS CLI
@ Note
Ol SME At2sledH 2Z Ao AWS CLI EFE M&[6lD AWS MHHIA 52 2
gt Hot ols MEE FA5HoF & LICH RHA|8H HE = AWS Command Line Interface
A8 HHME HEs AL

r

« AWS CLI =& AlZt5tT

CHS aws s3 BES AAstod XIGE HAE =24 Ala” 9
M CIHEE| 2= S7I3HEL

=)

oMoz 713t HZlol| F£IHE 2 E AA|of cHet Y= = HAX|7F EAIELICH

3. CloudShell BEEZ S0t7tM Chg BB S =stod & &3 CIAEEIE S3 IS 2RIz &
7|2 grLict,

Amazon S3& AF83t0d of{ It Y=E A CHRZE 21


https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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AWS CloudShell

aws s3 sync s3://your-bucket-name folder-path

@ Note
EM X E MelstHLE & 57| 26 THEH LXIE &5t sync BED} & --
exclude "<value>" 2 --include "<value>" IIZIO|E{E A £ &LICH
ot HEE Mo & T ZE| AFE(AWS CLIZER 2 Z)o|M EQI5HAAIL.

REMIEH SE =

7|3t E[H HAMM CIEEE|Z2 Ot 2228 2 E oo CHet CH2E2E HIAX|7L &

HYHoR &
Al c
(® Note
S7|3t BHBE ArEstH A ot ACl|o|EE ohAR A CIMEE|0M O CIEE 2

Amazon S3E Al23t04 AWS CloudShellollA{ 02 Tt CleE2 =

O| EtAI0 = Amazon S3E AF&35H0{ 04 IAUS CIREE 5= WY

12 =50 S3 A2 & #E 9| A Cf

1. AWS CloudShell HHEE Al835104 CtS aws s3 &
HE| 2| 2Elxe S7|3t&hLCt.

aws s3 sync folder-path s3://your-bucket-name

@ Note
Ed HAE MelstHLE & 57| @5 HE YXIE s=d5tEd™ sync BHE & --
exclude "<value>" % --include "<value>" UIZ}IO|E{E AI2E £ A&LICH
AtME HE = Ml U ZE ZEf AAZ(AWS CLIEY & ZX)0l A ZlstMAI2.

HeHoz S7I13EH HZlo| FIHE 2E 2ol cHet 2= HIAIX|7H ZAIELICH

Amazon S3E At&35t04 o] Th el


https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters

AWS CloudShell Add a permission2|

of Ch2 2= LICEH Amazon S3 2£2 02 AA|e| CH2ZEE K|

2. Bizlel meix
ofo | x|l AWS CLI =& Ar&3HoF g LCt.

28
£Eo
AWS CLI =7 BHEWMCI2ZEE stedH Chs TP S e Lo

aws s3 sync s3://your-bucket-name folder-path

HeHoz S713tH BHE ciy CIREZM YOIO|EEI7ALE F7HE 2 mhdof CHEt CF2

o o —
ZE HAIXI7F EAIELICH
(® Note
Ol SME Ar8stzd™ 24 HAlo AWS CLI =T & MRt AWS MH[A 3 ES 2IF
Hot olx MEE Ao &FL|CH RHMIEH HE = AWS Command Line Interface AF2 Ad
HME FHESIAAIL

ot ECIE ALS 3t o2 Y Y2 WORRE
Ol EFHoME &= ECHE AIE5tod ol U2 U2 Estn CHR2EEsis e AT LICH

zip/unzip REZIEIE A2 stH B I}
Ct. o] S E2|E|= CloudShell ZEE! &0l AFX Adx|E|0] Q& LILCt.

AR ARIEI E 0] CHEE REMIEE LIS 2 7Y =7 3 4 REIE|E| IS AIESHAAlR.

r

F

¥

ZC{E M&350{ AWS CloudShellof| 0424 I} Y M=

o

1. ZZ HAolM 2= 0telg o5 Eofol &g

2. CloudShell A|Z$HCIS &Y 0t Y2 =& MENSHL|CT

3. I HAZ = CHst AFRFOIA TR MEHS MEHS O} W2 AIASH of = ZE{E MEHEHL|C}

4. T Az = CHst AR 2 EE MEHSI0] AMEHSH mpele 4l 7o) =7hatu|ct

5. CloudShell H23iZ0{M OIS D32 Alsistod Ot ofzlo|Eo| 2EIXE X|&E C[HEIZ|o] &=

oAl gL/t

unzip zipped-files.zip -d my-unzipped-folder

AE EHE MSstofoff It U=E Y CIRERE 23


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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&S EEE AFE35H04 AWS CloudShellofA 0421 Tt CHREE
O| HHME &F EHE ALSstod o2 U S CH22Ests Y-S dTELICH

1. CloudShell BZE0{|M CtZ HHEES Aot
Ct.

(@)

1 M CIEEEel 2E TtUE &=

Mt

ol 7}

zip -r zipped-archive.zip *

2. Y md 2§ MEfgLC

3. I CI2ZE CHEF AFXFo M e

Hh

£ BZ(: /home/cloudshell-user/zip-folder/
C 2EEE MEfRLICH

o
(mA0)

4. 2H HAWMCIREES &F Z0o| E2HXE o= M &= A&LIC

CloudShell& AF2 3504 Amazon S3 ZHA|of CHEF O|2| ME =l URL
AH A4
[N e)

0| Xt& MOl AMHE Amazon S3 ZHX|E CHE Al
2ot £ olALICH 2R Al A AKX
URLZ =4I5tE AR =L MIEHE! AlZt

Kt 2t -3—%3P7| el Ol2| HEE URLE ddsts &Y
= X|Eat7| W=Eo o2l HBEE

A

|->I
N

—_

« AWSCloudShellFullAccess Ao M Bt HMA HEHES 7HE IAM AHE X

- 02| MEE URLE M5t O 228t IAM HEH2 Amazon Simple Storage Service AHS B A2
EtQlutof Zix| SR E HQUSIMAIL.

1. 377t IAM HIE HEE 71X{22{M get-caller-identity @22 AWS CloudShell0fl A
Y s & ot

& A Ol2l M2E URL 88 24


https://docs.aws.amazon.com/AmazonS3/latest/userguide/ShareObjectPreSignedURL.html
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aws sts get-caller-identity

RIxS
==

fok
Y]

Ol 4&stH HHE Ct

- OO

"Account": "123456789012",

"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session"
"Arn": "arn:aws:sts::

1531421766567 :assumed-role/Feder®8/redirect_session"
}

2. O™ EFAM H2 MERH

SE2E 7t % CloudFormation ®IE3!01| F£74gfLICt o] AES!2
IAM L& S dEELIC o] e 2 B8 ZUXtofH S/ 2lAA0 CHE 2|4 HEHE Ro{ELICH
Resources:
CollaboratorRole:
Type: AWS::IAM::Role
Properties:

AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:
AWS:

"arn:aws:iam: :531421766567:role/Feder08"
"sts:AssumeRole"

Role used by my collaborators
MaxSessionDuration: 7200

CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:

PolicyDocument:

Version: 2012-10-17
Statement:

Action:
Description:

- Effect: Allow
Action:
- 's3:*!
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>'
Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder

1E-7|: Amazon S3 HHZlo]| CHet A& HEHE Ho

& 15t

ol

rir
>
<
12
e
0=
0z

25
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Roles:
- IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:
Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. O|&0]| template.yaml®! Zt&0 CloudFormation Bl & 22 KM% & LICt.

4. "HEIES ME5I0{ AEHS HIZ T deploy HWHS EE510 IAM &S M- FHLCt.

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

0|2] MYHEE URL A4

1. AWS CloudShelloil M HEI7|E A8 5t04 ChE ZEE FIHELICH o] =& HH2 0[M M-SRt

import urllib, json, sys
import requests

import boto3

import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

json_string_with_temp_credentials = json.dumps(url_credentials)

print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?
Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"
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request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell™)

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout
print (request_url)

if __name__ == "__main__
main()
2. share.pyZle ItYo| ZEE MHEELICH

=
3. BHEOIM S22 A& 504 CloudFormationd A IAM 238 0| Amazon 2|4 A O|F(ARN)S M
gLICt 33 CHg, Python A3 ZE0I|A ALE35t0{ (A 2ot 0I5 S &ESFLCH

0

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query
"Stacks[*].0utputs[?0utputKey=="CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

ATEIEN 38 HUX7I E2IGHA AWS CloudShellZ2 E0{Z = = URLO| AWS
Management 2 & 0| A EA|ELICH 38 2 YAt= Amazon S3 HZA!O| = myfolder/ EEHE
CtZ 3,600X(1A|Zt) SoF &S| Mo{& &= JU&Lct X}4 BH2 8 AlZh Fof HREESF 72
M™E|o] U&LICH O] A|ZHO| XL B & 2 YAtE HZAo| HMAE = gi&LICh

CloudShell LH0| Docker Z1E|0|L{& 2 E=3t0{ Amazon ECR Z|3EX]
ECI2 FEA|

O| Rt& Mol M =0l M Docker ZIE|O|L{E ol 2! &1= AWS CloudShell 5t11 Amazon ECR E|ZX|E
22 FAl5te S Eo{ELIC

A =

« Amazon ECR Z|Z X|EZ|E MMstn FA|stE O| 28 HEHo| Qlo{of & L|Ct. Amazon ECR 2|
ZX|EE|of CHEF XFMIEH LI 2 Amazon ECR AFHE MM 2| Amazon ECR Z 208! E|ZX|EE|E

K& M: CloudShell LHoil Docker Z4El|0|L] 2= 2! Amazon ECRZ F A| 27
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X 3tM 2. Amazon ECRE AFE35t04 O|0|X|E FAlst= O| 238 HEtol| CHet XEA|EF LHE 2
%

=
Amazon ECR A AEAMO| O[O K| FEA|0f| 225 IAM THEHE2

INE=PSKSPN,

CHs

ZXECIZ FAlsts YHS THESHAH 4Y

5.

Xt& Mo M= CloudShell QIE{H|O|AE AFE 5104 Docker Z1E{|0|L{E Y =311 Amazon ECR Z|
3Lt

& CIAEEEZ(o] M 2 E Y&

mkdir ~/docker-cli-tutorial

488 EMZ o|SELICH

cd ~/docker-cli-tutorial

HI DockerfileS A3},

touch Dockerfile

BIAE HET|E A835H0{(M: nano Dockerfile) ItUS W11 CtE EHAE 04 E&LICH

# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

O|M| Dockerfile2 WEE ZH|7t E|R&LICH docker buildE A&50{ ZIE|O|LHE =g L
Ch &% TP AL E & ULSF ZE|o|uol A e & = ol§E eiaz XL

docker build --tag test-container .

&M HAt 28
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AWS CloudShell

=i 7|7|-( )E
AWS CloudShellLH0| A AlZHE|
O|A| Z1E{O|L{E E|AE 5104 AWS CloudShellofl A HI2H| 4

= IZfsfof gLict
BFo| o|O|x|UL]Ct.

| = docker build H&Eo
ol

Ju

ok
uls
>
>

Al Q=X

6.
Ct.
docker container run test-container
LHE o] Docker Z1E{|0|L4 Al 23 o|O|X| AWS CloudShell
7. O|X| Docker Z1E{|O|L{7} 2S5 35tE2 2 Amazon ECR E|ZX|EZ|2 F A|5ljoF & L|C}t. 7|&E Amazon
ECR 2|ZX|E2|7} U= B2 Ol BHHE AHE = U&LICH
MAMBLICEH

oHe TUE MY

Algstod 0| A& ME 2I8H Amazon ECR E|ZX|EEIE

o o

ECR_REPO_NAME=docker-tutorial-repo

aws ecr create-repository --repository-name ${ECR_REPO_NAME}

L&
Amazon ECR E|Z X|E2|E

s BEE A4

9.

MMsHE ol AFH8 El= @& 2| o|O|X| AWS CloudShell
& £ &Lt

o Amazon ECR 2| ZX|EEIE M
ol Docker ZAE|O|L{E FA|E

ME %
Y2 JHMS L,

Al&45104 Docker0il CHEF Amazon ECR 219! X}
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com
aws ecr get-login-password | docker login --username AWS --password-stdin

${ECR_URL}
Docker0i| CHEF Amazon ECR 212! A}4 3EE 71X O AF8 El= BAE 0| o|0| X[ L|LCt.
(@ Note
CloudShellol A AWS_REGION &4 #H7F MM E|X| oF k7L CHE AWS 2IT 9| ElAA
J S AlstshL|ct

ot &% XA 3stcde 49 e B3

AWS_REGION=<your-desired-region>

CH4& Amazon ECR 2|ZX|E2[E o|O|X|e| Eja 2 X|HE CHS sl

S| ZX|EZ|2 FAIFLICH
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docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}

CH4& Amazon ECR 2|ZX|E2|E o|O|X|e El2Z X|H5t= O A &= E

9| o|O| x| Lct

O| At&ME 2tZstein & M 27 7h L dst7LE EXMTH Y UstE o] 7to|=9o| EX| aiZ MuMS

HEstM .

el

O|X| Amazon ECR 2|Z X|E 2|0l Docker Z1E{| 0| HESMHOoZ HIEZFY
=

-lE o
o} 2l2 AWS CloudShell 8tZ30{ M M 7H5te{™ Cle Hads AlsHEHL|C}.

lII)

cd ~
rm -rf ~/docker-cli-tutorial

« Amazon ECR Z|Z X|E2|E AtA|EFL|CE.

aws ecr delete-repository --force --repository-name ${ECR_REPO_NA

CloudShell AWS CDK O|ME& AF&3504 Lambda &

O| At& MO M= CloudShellol A AWS 22t E 7Y 7|E (AWS CDK) E At
AHHEol HiZst= S EoiELICH

AMN™H E=A

LICE. Of Rb& Aol A gt

ME}

H =

275104 Lambda &+ £

« AWS CDKOI| A8 E HHEHE BEEAECHZEEILICEH E AIS8t REEAER|ZO CHSE REMIE LIES
AWS CDK v2 7Het R} SHLHA S| EEAECHEE AWS CDKEESIML. AMHE REEAER|ESHK| &t
2 Z2 CloudShelllAM cdk bootstraps AldH& =~ Ql&LICH.

« A8 ElAAE HiEZE e HAEE HEPo| U= K| FHIEfLICH 2E|xt

30
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Ny

e
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Sk Tl
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&M "R}

of

KMolA
2 7hErsl ML

=
—

& CIAEEEZ(o] M EEE ddgoh

mkdir ~/docker-cdk-tutorial

Y88 EEZ o|SELICH

cd ~/docker-cdk-tutorial

240 AWS CDK & &5 Mx|gLict.

AWS CDK &4 MxIst= ol Ar8 k= BE 2| o|0|x[ILCt.
MM Zrol| AZME AWS CDK Z2HMEE MM}
touch cdk.json

mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.js

BIAE HET|E AF835H04(0d: nano cdk.json) IS ¥ C}S 2HXE 04 E&LICH

app": "node lib/docker-tutorial.js"

0jo

lib/docker-tutorial.js TS Y1 C}S LIS E0{ E&LICH

// this file defines the CDK constructs we want to deploy

const { App, Stack } = require('aws-cdk-1lib');

= CloudShell AWS CDK O|A{& A& 3104 Docker Z1E{|0[|Ld 7|8t Lambda &+ &
E

HH

const { DockerImageFunction, DockerImageCode } = require('aws-cdk-1lib/aws-lambda');

const path = require('path');

// create an application
const app = new App();
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// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// define lambda that uses a Docker container

const dockerfileDir = path.join(__dirname);

new DockerImageFunction(this, 'DockerTutorialFunction', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction'’,

1)

// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');

7. lib/Dockerfile2 Y1 C}

0jo

&S =0{ E&LICh

# Use a NodelS 20.x runtime
FROM public.ecr.aws/lambda/nodejs:20

# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image

COPY hello.js ${LAMBDA_TASK_ROOT}

# Set the CMD to the function handler
CMD [ "hello.handler" ]

8. 1lib/hello.js Itg ¥ C}

0jo

Li&E 0 g&Lich

// define the handler
exports.handler = async (event) => {
// simply return a friendly success response
const response = {
statusCode: 200,
body: JSON.stringify('Hello, World!'),
b
return response;

};

9. AWS CDKCLIE At85tod Z2MEE gdstn ElAAE HHEELICH HEE FEAECHESHOF
g LICH.
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npx cdk synth
npx cdk deploy --require-approval never

AWS CDK CLIE AI835t0{ Z2ZMEE /&5t 2[AAE HiZ 5= B | o|0|X[ILLCE.
10. Lambda & +& 5 &35l0o{ &QlgL|C}.

aws lambda invoke --function-name DockerTutorialFunction out.json
jg . out.json

Lambda & & ZEdt= Ol AL8Zle BB 2| o|0]x|LCH.

O|X| AWS CDKE Al235l04 Docker Z1E{| 0| 7|gt Lambda &%
cHér AEMIEH LI 2 AWS CDK v2 7HEF R} OFLHA{E AWS CDKE . =
e M TR YMSHLE EX7F YM5HH O] 7H0|E9| EA| sHZ MME & ZSHAML.

Mz

O|X| AWS CDKE A235104 Docker Z1ElO|Lq 7|8t Lambda & & MHEX o

CDK ZZME {0 CIS HHS Ao AGE 2AAE ATA|ENLICH AXE i*o_lérf D+IAI7<I7+
EAELICH

npx cdk destroy DockerTutorialStack

o2
el

o O| RFEAMOIA MAIEH mp Ut 2| AAE AWS CloudShell 8304 XM7{5te{H™ S S A
L|C}.

cd ~
rm -rf ~/docker-cli-tutorial
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/A Important

. 247 2/0H 1GBL YT AEEIKIE AR 4 AALICHAWS 2IF. YT AESIKIE & CIY
E{2I($HOME) Ol MEFEILICH mekM & CIEf2lol MaHE 09l Thel, CiziEa), =2 3,
AZRETH BT LI AWS BITI0l SIx|5HA| LI £, & CIME{Elol XI5t CHE
2ITioll MEElo] 2l ZTHE AolgtLict

SF 2ECX| L F7(|7F oY 22 AA| 2 Bz gelEuUcH RME 82 SF A E

ElX| BrHE RS AAL.

« AWS CloudShell VPC Zd0MHE S+ AEE[XIE AIEE = i&LICH.

of CHer 7|2 AWS 2| 2t X[E AWS CLI

E AM835t0iE At85todof AMASH=E O ERFt M4 SMT At SHS XIHE = AWS
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2E He =0l Holo|ES AWS CLI AHE 58 i IClaws configure. [F2FA aws
configure BHE A&Ast0{ B4 H2E X|HE 2IME HEE £ gisLict cHal AWS CLI HE 9|
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Bash or Zsh

$ export AWS_REGION=us-east-1

BE HeE HYSH MAS k= 2tol HEklof M Mol BRE K| EE HEE CHE o=
AYE K| FRIELICH ol AELEH AJRIEM HEE MYSHH Y HTt &5 MlMof
ME ¥Fxoz MRE|TE o £ QlaLch

PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"

PowerShell ZEZEO|AM &3 H-E MMSHH, 24 B S4KH M| 7|2 S0to| ZFok X{&Hst
LICt = PowerShell Z2 1t o =8 F7t610{ FF 2= PowerShell MM HEL|EF H

£ dde & J&LICH #E Ha X{Tol| CHE RHAM|EH LIE 2 PowerShell 2B ME & ESHAAIL.

T
I
rr

ol

of CHEt Z7[& AWS 2l 2f X" AWS CLI 36
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CloudShell2| CLIO|A AWS MH|A 2|

o] 2 0| AWS CloudShell 2 018 AtS 304 HHE QIEH 0lA0{ A AWS MHIAE BEIE 4 9/
CHe ZiQiLich et S 78 CHe 228t AxIsH7LE ZZolM Dl2] 29t 915 HEE 748 Te

7t & LICH AIEFSHH CHE AWS B™EE =77t 0|0| AX|El AWS CloudShellZd & 2tE0| M EL

CH.

« AWS CLI
 AWS Elastic Beanstalk CLI

* Amazon ECS CLI
- AWS SAM

St o|0| 2OQIFHe B E MHIAE AHESt7| Tol 2H0iAM A S-E2 T8 LRIt AWSSIEL]
Ct. AWS Management 2& o 2218 | AL& 8 20t 215 HE 7 AWS CloudShell £ HEHELICH,

o AZE|lE 7|2 AWS 2| S 8435248 AWS_REGION &t Hof €2 El 22 HZAEE AWS CLIE
A& LICH (REMIEH LHE 2 of CHE 712 AWS 2|7 ZF X[ AWS CLI MM E B RSHMIR.)

ol =2l LIHX| £&0{M= AWS CloudShell £ AF& 3101 BZof| M MEHEF AWS A{H|AQL AF5 &
85t ¢S 2oiELIct

AWS CLI MEHdEF AWS MH|A0]| CHEF HHE = of A

Erg O Ml= AWS CLI HHE 20{ M AL & = Qe HEE AF25104 2 e = e B2 AWS AH|
A F ULR0OF LIEPHLICEH ™A S E2 AWS CLI

« DynamoDB
* Amazon EC2

* Amazon Glacier

DynamoDB

O
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>
Q
3
(@)
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w
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e
o

iy
Z
(@)
wn
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X
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o
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>
\-J

= Sot &7 W= 1 o= 7tsE
g5 NI-‘-°*L—|EP. 0| MH|A 2| NoSQL ZE F32 [t X A IHIOIE-I TXE X[HELICH
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https://awscli.amazonaws.com/v2/documentation/api/latest/index.html
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Ct2 create-table W2 AWS H|ZIMusicCollection0iAl O|£0| 21 NoSQL AEIY E|o|EE
M ABHL|CE
OO H .

aws dynamodb create-table \

--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0wner,Value=blueTeam

mjo

lal
P
ok

XtAM[E LH &2 AWS Command Line Interface AFE AEA0i| A AWS CLIZ DynamoDB AtHE
AAI2.

Amazon EC2

Amazon Elastic Compute Cloud(Amazon EC2)E 22t E0{A o351 &
M3ste 8 MPlAYULCH ¥ A2 2ERE HAFE Y2 20t A otn HMASHTZ| A BHE7|
?lat A ZIR&LCE.

CS run-instances WY X|HE VPC MEH0| M t2.micro QIAEIAE A|ZtEFL|CE

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

KEM|EH LHE 2 AWS Command Line Interface AFHE A M0l AM AWS CLIZ Amazon EC2 AFEE & X
SHAAIL.

Amazon Glacier

o

Amazon Glacier2} Amazon Glacier Deep Archive= S5t LIF A =2 £X{7t2| HlO|E{ ot70|d

al 27| 48 Amazon S3 221 E AEZ|X| EeiALCt.

CHS create-vault B2 o7I0|EE XY st= ZE| 0| 2EEE et
aws glacier create-vault --vault-name my-vault --account-id -

KM L& 2 AWS Command Line Interface AF& A} 70| =04 M AWS CLIZ Amazon Glacier AR &
xI-X °|.A-|| Q.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-dynamodb.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
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AWS Elastic Beanstalk CLI

AWS Elastic Beanstalk CLI= 2Z4 ZIZX|EC[0M &3 4, YO|o|E L 2LIEHZ S 7tA &5t 7| 2
ol BHE0{Zl HWHE QIE{H0|AE MSELIC o] ZAHAEN M 2tE2 ol EE[FH0|M HTE M-St
= AWS Z|laA 2SS LIEFHLICH
CIS create WY AL X X Amazon Virtual Private Cloud(VPC)OIA A BtZE S MAdgtL|Ct
$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b0c --vpc.ec2subnets subnet-0@bb7f0cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265
AtAMIEH L& AWS Elastic Beanstalk 7H& X} 7t0|EQ| EB CLI HHE T & HESHAAIL
Amazon ECS CLI
Amazon Elastic Container Service(Amazon ECS) HH & ¢l E-IlTﬂOI*(CLI)OiIh ofg] &% =& BHO|

UE&LICE O BHo{= 2 7 B ZEoM EHAEH 8, UOOIE, 2LIEHE Z2MAE 7HA55 7|
& MAZIRAELICEH (Amazon ECS 22{AE{E ElA3 &= MH|AQ| =2/ & QLc})

CtE configure HZ2 Amazon ECS CLIE F#445t0{ 0|F 0| ecs-cli-demo?! EHAH FES
MBLICH o] 2B{AE 742 FARGATEZ(E) us-east-1 region0l = ecs-cli-demo 2214
E{o| 7|2 Al RHESE M8 LICH

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo

KM LI 2 Amazon Elastic Container Service 7Het X} LA 2| Amazon ECS H&EE X & & X

StAAI.

AWS SAM CLI

AWS SAM CLI= AWS Serverless Application Model BlZ %! & o Z2(7|0|MH ZEO|M 2S5l HH
E T T LICE O|H2E 043 2 U E +E &= JU&LICt 0o7|oll= EZ0|M Lambda &4 £ &, A
HHE|A ofZ 2|70l S I8t HiE THF|X| M4, AWS 2R E0] AHE|A ofZE|AH 0|4 HHZ 7} =&
ElLct.

ofr

S init BE2 Tet0lBE dEEE E4 afetilEez M SAM Z2ME S X7|8H gLt
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb3-cmd-commands.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_AWSCLI_Fargate.html
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sam init --runtime python3.9 --dependency-manager pip --app-template hello-world --name
sam-app

REMIBt LHE 2 AWS Serverless Application Model 7H2 Xt 7t0|=2| AWS SAM CLI BE X & & X
SHAAI2.
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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CloudShell®] Amazon Q CLI Al2

/A Important
AWS CloudShellol M= LR 2X|Z 2I5H Amazon Q AME 7|52 YAIMSZ HIEHSfHE
LICt $4XH O] 7|2 M2Mo =2 T A 50| z|CHEH Wa| SE o dLIct O S AWS
Management Z&£ 0| Q MBS HAS ALSE = JU&LCH

Amazon Q CLI= Amazon Q% &3 &8 = U= BWHE AEHH O|AJLICH AHAIEH LHE 2 Amazon
Q Developer AH& MHEAM O] HZE 0| M Amazon Q Developer AHE 2 R ZHMIQ.

CloudShell@| Amazon Q CLIE AF235IH AHod0{ CHEIE &5 2 &5t1, A2 s+, B0l
Amazon Qo SEHE 2 F &2 £ U&LICH EOldo] Y2 mf A 22 7|4 2 Hd x|ok £=419]
LeME £0|s & 4l HAHAE 71K £ U&LICH

® Note

%4XH CloudShell2| Amazon Q CLI 7|2 AFEXIQ| CloudShell VPC EE0M AFE = &
LIC}.

CloudShell2| Amazon Q CLI 7|50| ZA|Z|X| 2f= B &E|Xtol|H E2|5t01 IAM THEtE grotof &
LICt RtAIBH LI& 2 Amazon Q Developer A& B A0 A Amazon Q Developerl| A7 Z& 7|8t
A oM E &ZESFHAL.

0| Zof M= CloudShell2| Amazon Q CLI 7|S2 A5l &2 MHsHL|C}

CloudShellodl A Amazon Q 2I2}2! Kot Al

CloudShell2| Amazon Q 2/2t2! M|et2 E{0|'dof &= A| B xetS MBS ELICH REME LIE2
Amazon Q Developer At& B M| HZIZE 2| Amazon Q PIEICIE B XML,

CloudShellofl A Amazon Q 212}2l N|otE Al 5le{H

I_I

1. AWS Management 2&0{ X CloudShell& ME{EL|CH,
o !

2. CloudShell E{0I0lA] Z 12 TeHstT QU242 AISHEfLICH Z f2 Ti8Hst2{® E{0IDol zshE
Q1248 Ct 2 Enter 7|2 S ELC}

CloudShell2| Amazon Q @I2+9! A|ot 44


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-inline.html
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® Note
34X Amazon Q QI2t2l2 zZ 4o M2+ X|HEL|Ct.

B @1245t7| AlZHehH Amazon Qi A 2121 U Ol WS Yo KoHS FLICt Qlat

g inline enable

CloudShellof A Q chat & AIE

q chat HHEE AFE35H E{0|D0M Amazon Qo S 5t SES e ¢+ S?A'ﬁl—IEF Amazon Q
Qo| CHEIE AlZ} 3+ 242 CloudShell E{0|'E0IM q chat BHEE 4
Q Developer AHE HEHAMO| CLIVIAM Amazon Q2 MBS EZSHML.

CloudShellof A Q translate &3 Al

q translate BHES ALE5IH Atedo] X|EHE e = U&LICEH Amazon QE AHE 8l B2t
CloudShell E{O|'H0iM q translate B@2 A™AgLICt XtM[EH LHE 2 Amazon Q Developer AHE
AMH M| Translating from natural language to bash=2 & Z35tM| 2.

CloudShell0|A CLI & 2+

CIoudSheII°| CLI 2 7|52 EHiOldo 223 f BHE 2 SMoi cHet MetS MSELICh ARME LY
2 Amazon Q Developer AF& Xl 710|E0| HHE 2t M2 FZSMR.

Amazon Q CLI M3} E= H|g

0
ol

712 M™ Amazon Q CLI & 433} I Amazon Q CLI H|Z A3t E MEHSH0{ Amazon Q
7Lt H|E M 3lEr £ Q& LICH Amazon Q CLIE AF25HH Xtodod X|&D 45 x5}

CloudShelloll M Q chat @& AHS 45


https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-chat.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-conversation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-autocomplete.html
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E{0'20i| A Amazon Q2| E#H
L|Ct. E{Odol M el2ie A|E

CloudShell2| Amazon Q CLIO|| CHEl AX}23 & 7|8F =K

CloudShell2| Amazon Q CLIE AtE3t2{™H LRt IAM HEH0| U=X| EIELICE RHAE LI =2
Amazon Q Developer AF2 AH MO A Amazon Q Developer®| AHZ4 & 7|dt 2= of| x| & & = 5HAl

o

.

CloudShell2| Amazon Q CLIOj| CHEF A+Z4 & 7|8 24 76


https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
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AWS MH|A 2&2 &3l CloudShellol A BHE A

AWS Management 2% 2| Amazon ElastiCache & Amazon DocumentDB(MongoDB £ &) &2 &
&l CloudShell E{O'd0o|A BHEES AAE = A&LICH

CHE AWS MH|A 2&2 Sl CloudShellol M HE S A=SHE{H dghol T E IAM HEof
cloudshell:approveCommand 80| Z & |o{of &rL|C}.

Z& £ 7 220X CloudShellO| @2|1 CloudShellofl B3 Ael 0| LIEHHSLICH B A~ H Y
ol M BE & xtol BFEO| LIEHLICE.

CloudShell E{0|'H0iA BHEE AstE{™ Ch5 EHA & otLtE MEIELICH
1. CloudShelloi A VPC g8 2 A dstx| of2 B¢ M &3 0l &Xtof 0|§2 UHFLICH

2lAA0|VPC MF HEE 7|HI2Z 5t= VPC #3 MT BEE 2 = /U&LIh

a. [Create and run] ME4EILIC}

T

O] EtA[| M= M CloudShell VPC &A@ 45t CloudShell E{O|'H0o|AM BHEE A=-dgrLICt
8% cC

o
2. CloudShell VPC £tZ& 00| et B2 CloudShell 24 0|§2 & = U&LICH

@ Note

00| CloudShell VPC 2Z0| e d¢ M VPC &3S dde + ai&Lich

@ Note
MMEIVPC 42 2 = Qe HEto| Qs B EEIXRIofAH 22|5t0d
cloudshell :describeEnvironments Het2 F7IerL|Ct RIMIEE HEE IAM &AM
£ S8 AWS CloudShell HAM|A 3! AFR ZE|E R ESHHIR.

CloudShell E{0|'H0il A HHS A& Mgt

1
30
o>
C
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/what-is.html
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HE ALSX XHE + A&LIC

AWS CloudShell 3

E{H0|AE ofd] Pt ez EE.
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Z 37 BEEHLAE I ZHE.
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et 20427 ot E2 E HIAEE E0{27| Mof &Qlst= 7Is2 7H7LI 117I.
o Tmux AM4d 221 MA40]| HIZHASHE! IH7FR] tmux 2 MM 22,

« Amazon Q CLI: Amazon Q CLIE A3t Amazon QCLI 7|s€ A8 =+ U&LICH

A AZES o] MA| WAIBIER 4 232 Sof 4 BHHS AHY £F UsLIch

BEE C|ASB0|ZE o HIRZ =8
HUE BT 0|AE 03] O = EEsto] 0oi3] HHe At
(@ Note

T2 042 7 & = MEHEE F ol ot F R O[Lt E&Istod HYsttiE ”E MHE & J&LICH 2
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1.  AWS CloudShell E{O|g M

(=3
o=
2. HAE 37|8 MEELICH 2[4, 5 A, &2t 3 A, 2o 40| /&L

QIE{m| oA E|OF 43

BIE QB o|AE g2 Okt o{F2 Hotz= MLt

o o

1.  AWS CloudShell E|0}E HZA52{H MH, 24

- | Iy - —
oriet 20iE7|= doll 2oideniE o] & HAEO| o d A3 BIETJ e E[o] UEX| &elstet
£ HAIXIE EAlste 22 7ISYULICE 2IF AO|EM SAE HAEM = A 2Z0AM o] Tt
S fUsts £74% I =Tt 2 0] U2 = UELICH

Warning: Pasting multiline text into AWS CloudShell X

Text that's copied from external sources can contain malicious scripts. Verify the text

below before pasting.

import sys
x:int[;.IE. HU 1
y=int(sys.argv[2])

z:int{m. m[S]}
total=x+y+z

print("The total is",total)

Always ask before pasting multiline code

QlE{mo|A H|oF 47
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AWS CIoudSheII () tmuxE B E= O B2t "ol AME
EDESHHE MMo| HIZHEHE K| HlMo| REZHE LICH REMIEH LHE

Amazon Q CLI A} S

7|2 A%, Amazon Q CLI #4435} & Amazon Q CLI H|&Z A3l E MEHSE04 Amazon Q CLIZ & 4435t

ALt HIggete = &LICH REMIEF LHE 2 Amazon Q CLI 283/ H|E H3H & M EStAIL.

0>-

tmux AtE2 S8t MM 52 50
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Amazon VPC AWS CloudShell 0 A Al

ol A AWS CloudShell 2t&15HAH| AtE 5t AAE = U&LICH

Amazon VPCE M&5tH Ho|ft =2|Mo 2 ZAz[E 7ty HEXI M AWS EIAAE AIEE = U
&LICH O] 7t HERI= AWSS| =& 758t Q1= 2t E AFE 8t o|& Tt &7 n24o| XkA| ol
O|E] MIE{0M 2Pst= 7|E HERX{Z Lt 0 RAFERLICH REAMIEH LHE 2 Amazon Virtual Private
Cloud(Amazon VPC)& & X 3tAM 2.

A NS E=H
AWS CloudShell VPC ol Ct&ot 22 AMeF =740] U&LICH

IAM 2o FX|F z[CH 2702| VPC Bt EE e &= /&Lich
VPC &tdol z|CH 57| Hot O &S €T E + J&LIC

=
VPC &7 0| 2] M50 M CloudShell Z2E L 22 SM2 A28 £ g Lct.

(® Note
CHE CLI =7 & S5l 2EY =4S 4ol AMAE = U= VPC BEHM IS U2 =36

HU C22Ed 5 &L

- VPC &E2 &7 2ECIXIE KIS X| A &LICH AEE|X|= Fehdict &M &3 Mdol B2
TiH dlole & & CIRE2|7F AL

+ AWS CloudShell 282 Z2I0[5! VPC AMHEHof 2= F20lEF lE{lof A2 + l&Lict

@ Note
HE2| P F4E£ 7|2X22 CloudShell VPC 8740l B2 E|x| haLict 2E E2iZig 9l
E{4 HO|EQI0IZ 2t EstE S TAE 2t2E El0[20] 2l HEE] MELoA MAE
VPC &2 T{22| olE{ulof AT 4 gix|EH HEXT F4 HENAT)QZ FHE =
2hols! AEue e 2| QIE{lol HAAE 4 lgLich o2{8t Zatos Aol A4

E VPC & &2 HEE| Qo HMAE = U&LICH
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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. A
HAM| &

of 22/ CloudShell 482 M35teiH 7|2 L+
E AWS Z2H|MHIE + U&LICH

« Amazon S3
- VPCAEEZQIE

VPC _—I_,_A.|o A K4 Ol'o:l OlE_loI- ;\Eol_lEO‘” EHEI- O_I-|IA-||¢—

CloudShell VPC= 2 & AWS 2| & GovCloud 210 AHSE
AEE e Bl F52 of X[HEl=E AWS [T E HZESHML

com.amazonaws.<region>.ssmmessages
com.amazonaws.<region>.logs
com.amazonaws.<region>.kms
com.amazonaws.<region>.execute-api
com.amazonaws.<region>.ecs-telemetry
com.amazonaws.<region>.ecs-agent
com.amazonaws.<region>.ecs
com.amazonaws.<region>.ecr.dkr
com.amazonaws.<region>.ecr.api
com.amazonaws.<region>.codecatalyst.packages
com.amazonaws.<region>.codecatalyst.qgit

aws.api.global.codecatalyst

}OI'

Eof ciali Chs MH|A0 HIERS

Mgte =~ gLt

4 Q& LIC} CloudShell VPCE
AWS CloudShell.

CloudShell VPC &7 AliAd
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MAE £ Qe HEtE E/Md5HE 2

A2 MMStT AF25tE O 28 AM HEP MME HXSHAL

CloudShell VPC &t32 M A5te{H

1. CloudShell 2 1 O|X|0{|A + O} 0|22 MESH CIE EECHR HIF0IA VPC 43 ddg MEY

LICH.
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2. VPC &3 48 mo|x|o M olF &Xtol vPC &2 0|§& =T LICH
A

o~ w
_>|-_\|
II
L

® Note

\% =
st MEist CHE MR ME 27|18 Mistol ME MAE VPC BE0 NS Wi

x|
.VPC &9 IP FA7IHHE ZEZEO| EAIFLICH

L
mfn

CloudShell VPC &4 2 M5t AtEst= o 228 IAM Tst

CloudShell VPC 742 MMt AF25t2{™ IAM 2 2|XH7F VPC £% Amazon EC2 ™ 8todl| CHEt H Al
AE EMsl6loF gLt o] MMoMHE VPC &3S MMt Al25t= O 228 Amazon EC2 ™8t
£ LtdehLict

WI'

O
i
o3
mo

o)

<

=) AU A 5HE4 T o

o o —

ok

of &2E IAM H2of| C}S Amazon EC2 ##H0| Z & E|o] 2lo{oF &L

n
I

C

—_

ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

e ec2:DescribeNetworkInterfaces

 ec2:CreateTags
e ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

CS AtE S Z &5t

rr
Y
o
O
Iy
r
o
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* ec2:DeleteNetworkinterface

@ Note
o| et El4E= ofL|X|BF CloudShellO| A44E ENI 2|4 2A(CloudShell VPC BtE S 2|8l A
A El ENI= ManagedByCloudShell 7|2 Ef1 X|HE)E Me|sts ol 2 g Lct o] Mol &

ASHE|X| ot 2 Z4<2 CloudShell VPC B4 € AL E [MHOICH ENI EIAAE =322 ™HE|5H o
grLict.

VPCOi| gt HAAE Z 7504 T CloudShell AN
IAM 24

r°I-
|0
I
(@]
o
rr

Cl2 oMol M= VPCO]| CHEt HMAS Z 35104 CloudShellol CHEE XAl HetS M5 st WHe
Ho{ELICt.

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowCloudShellOperations",
"Effect": "Allow",

"Action": [

"cloudshell:*"

]I

"Resource": "*"
}I
{

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I

"Resource": "*"

3,

VPCO| CiEt HMAE Z 3510 ZA| CloudShell HM|A HEHS Fofst= IAM A 54
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{
"Sid": "AllowInspectVPCConfigurationViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkIntexfaces"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{
"Sid": "AllowCreateTagWithCloudShellKeyViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{
"Sid": "AllowCreateNetworkIntexfaceWithSubnetsAndSGViaCloudShell",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "cloudshell.amazonaws.com"

VPCOl| CHEt HMAZE ZE 50 TA| CloudShell HAM|A FHet2 Foist
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}

}I

{

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTagViaCloudShell",
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{
"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTagViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{
"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTagViaCloudShell",
"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""

}
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"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
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CloudShell2 IAM HA0|M CHE =4 7|E K| ELICE.

Ty

« CloudShell:VpclIds - tLt O|A 2| VPC 3{& EEE 7
« CloudShell:SubnetIds - stL} O|&lo] MEL &
« CloudShell:SecurityGroupIds - stL} 0|4t Q]

(® Note
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"Statement": [

{
"Sid": "DenyCloudShellNonVpcEnvironments",

"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

EXMVPC, MEY EE EOt 50 Cist A K HAMA HE

—

£ VPCol CHEE At Xte| HMAE 7HE5t24M StringEqualsE AF&3H04 cloudshell:Vpclds
= gts =elguot oS Ao ME vpe-1 & vpe-20] CHEE AL X HMAE HEFLICH

£ VPCO|| CHEF AFERH2| U Al
cloudshell:SubnetIds =71 Zf
ALERF HMAE HEELICE.

FLICH CH Mol M= subnet-1 & subnet-204| CHEt

N |>

% -| 5t24™ StringEqualsE AH& 3104

™ StringEqualsE A8 3504

S vPCo| CHE AtERI S| HMHAE 7T 5HE4H
Zte golgtLct. k2 dMolME sg-1 2 sg-201 CHEt

cloudshell:SecurityGroupIds
M.szﬂ. OHA-”&E 7_| = ol-|_||_—_|._

Di

I_

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "EnforceOutOfSecurityGroups",

"Action": [
"cloudshell:CreateEnvironment"

1,
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"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [

"sg-1",
nsg-2"
1
}
}
}
1
}
A7 EH VPC FHOR HHS MME 4 UTE 518

MERtS| HMAE {S5tE{H StringEquals% AH&3t04 cloudshell:VpcIds
Lict. CHS HIMoMHE AF8 R vpe-1 & vpe-20]l AT ES S FLCt.
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EXM VPCH| CHEL AL XL HMAE 5{&35tE2{H StringEqualsE AFE 3104
cloudshell:SubnetIds =7 4/ & QlgLICt. CIS oAM= AF&XE7F subnet-1 &
subnet-20 HMASEE 5{EELICI

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",

"subnet-2"
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EH vPCol| CHel MAEXto| AMAE 51&5tEdH StringEqualsE A& 510
cloudshell:SecurityGroupIds &

sg-20{ HMASHESF S{SELICH

Y oo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"
]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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/A Important

AWS CloudShell 0l AWS Management 2& & A|ZH624T IAM AFS RFof| Al CHS ZHedoi| CH
gt HEto| e gLct.

e CreateEnvironment

e CreateSession

e GetEnvironmentStatus

StartEnvironment

IZIE RO 0|22t B B SHLHE HAITHOE 518 5tX| o B2, CloudShellS A3t
{T0 3 1AM 3t QR 7 wrasstLIct

ru
£

AWS CloudShell T8t

off= Eo04FEl 8o CHEt CloudShellO| Z 2 &L|7}?
cloudshell:CreateEnvironmen CloudShell 38 MM of
t 5t11, CloudShell A4 Al
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cloudshell :CreateSession

cloudshell :GetEnvironmentSt
atus

cloudshell :DeleteEnvironmen
t

cloudshell :GetFileDownloadU
rls

cloudshell:GetFileUploadUrl
S
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cloudshell:DescribeEnvironm
ents

cloudshell :PutCredentials

cloudshell:StartEnvironment
cloudshell:StopEnvironment

cloudshell : ApproveCommand

CloudShell2 1AM 232 o A|

Ct2 of| A|od| A CloudShellod] 4 Al| A&t
(@]

=
LICh 3 & g EoM +>8E = Us

Ct2 X242 CloudShell 2! sHE

ﬂlo

JSON

"Version":"2012-10-17",

"Statement": [{

Ho{=| Hstol CHEH A4Td CloudShellO| 2 & L|7t?

BHES dEELc oLl
of 2aQlst= o A4S & otLR

= At 5HEZ CloudShel
| AWS Management 2&
of M erLct.

S EHE CloudShell 42 of

Al =01 CloudShell 723 ofL2
g SEHehLct
CIE AWS MH|A 2£0f ofL|2

M CloudShell 2 M&E &
=g sQl8Lct

7|0l CHgh 2t &8t MM A HEE Al LICH

"Sid": "DenyCloudShell",

"Effect": "Deny",

"Action": [
"cloudshell: *"

1,

"Resource": "*"

3
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AM A+E Zt 2| CloudShell HMA = 5185 X2 It Y2= L COIREE=E 2|8l O/2| M
dots W2 AMEELCH & §04, wgett 22 202

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell:*"
]I

"Resource": "*"

"Sid": "DenyUploadDownload",

"Effect": "Deny",

"Action": [
"cloudshell:GetFileDownloadUx1ls",
"cloudshell:GetFileUploadUx1ls"

]I

"Resource": "*"

3]

2 M2 |AM AL XL2| CloudShellof CHE RE HMAE §{ELICH aeqLto] MAeo 2016t
ol AFE 8 X}4 3HO| CloudShell 222 ME AWS Management 2& Z|X| =5 gtL|C}. 0]
HF= 1AM AF8 RH= CloudShell LHOM 20t 918 HEE =822 F4dsliok g Lct.

"Version":"2012-10-17",
"Statement": [
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{
"Sid": "AllowUsingCloudshell",

"Effect": "Allow",
"Action": [
"cloudshell:*"

]I
"Resource": "*"
}I
{
"Sid": "DenyCredentialForwarding",
"Effect": "Deny",
"Action": [
"cloudshell:PutCredentials"
]I
"Resource": "*"
}]

Ct2 MA2 |AM AF2 XH7F AWS CloudShell 2742 MASIEE

JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "CloudShellUsex",

"Effect": "Allow",

"Action": [
"cloudshell:CreateEnvironment",
"cloudshell:CreateSession",
"cloudshell:GetEnvironmentStatus",
"cloudshell:StartEnvironment"

1,

"Resource":

3

g
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CloudShell VPC 42 MAMstT AFZ5HE O FIAM T8t
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rr
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CloudShell VPC 2t 2 MM5tT AF236t24E IAM 2 2|XH7F VPC £% Amazon EC2 FH&tol| CHEE U Al
AE gdstsfior BLICH o] MM ME VPC B ES M5t AbSste o 28 Amazon EC2 HE

—_ = =

2 LhggfLch

VPC 2@ & dddsted™ dgof & FE IAM EHof CtS Amazon EC2 0| 228 |0{ R/0{0F Bf L
Ct.

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

» ec2:DescribeNetworkInterfaces

* ec2:CreateTags
« ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

ChS AFE I Zgfst= 20l E&LCH

» ec2:DeleteNetworklnterface

(® Note
o| M8He L= otL|X|EH, CloudShello| A444E! ENI 2|4 A (CloudShell VPC #7342 2|5 A4
M El ENI= ManagedByCloudShell 7|2 Ei X|HE)E Helstes ol 2FLct o] #HEtol &
MELE[X| &£ 2 B CloudShell VPC 2t 382 AtE e OtCt ENI 2| &AAE =822 Ha|5Hof
gt

VPCO| Cigt HMAZE EES04 A CloudShell BMA HEHE EoistE IAM K=K

CtS oMo M= VPCOf CHEF AMAE E B 5104 CloudShellof CHEF TIA| HEHE #/H8lste HHS
HoiE LIt
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JSON

"Version'":"2012-10-17",
"Statement": [

{

3,
{

"Sid": "AllowCloudShellOperations",
"Effect": "Allow",
"Action": [
"cloudshell:*"
]I

"Resource": "*"

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell™

}

"Sid": "AllowCreateNetworkIntexfaceWithSubnetsAndSG",

IAM 22 AL 8 AWS CloudShell HA|A 2! AL 22|
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"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/ManagedByCloudShell": ""

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {
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"aws :ResourceTag/ManagedByCloudShell":

VPC & 70 IAM =71 7| Al

VPC AZ0] CloudShell M8 =71 7|& AF235lod VPC &40 CHst F71 Het o€ ME2E = Y&
LICt EESHVPC 2 E0| AIE = AT A2 = Qe M 2 Hot 58 XHE == U&LICH
CloudShell2 IAM HHMo|M Ct& = 7|& X|I&FLIC.

« CloudShell:VpclIds - 5tLt O|&f 2| VPC 318 E= 7HE

« CloudShell:SubnetlIds - 3tL} O|& o] MEU HE E= HE

« CloudShell:SecurityGroupIds - &tL} O|& Q| ot O & 58 == HE

@ Note
IH= 2| CloudShell 2301 HMAE = U= AHE XS] HEHO| =3 E[0]
cloudshell:createEnvironment 20| MEtE|= BT 7|E HE 2! gZ0f HAMA
g = QlgUch aBiLE Ol MEte 2 IAM BME +-5tn 7|E T3 230 thEh AMAE
HIE &35tst2iH HA MEte 2 1AM HHE YO|0|Ed Chg HE 2| 2 & CloudShell AF& X7}
CloudShell & AF& X} QIE{H|O|A(Z®] - CloudShell 73 &XA)E AF835t04 7|1E HER| &4

2 &502 ArA|sHoF &LCt.

VPC 7ol et =7 7|71 A= EH ol ofA|

CHE OIFIOIME VPC M0l £74 718 A8 3He WS HoiELICH Hate FBH AFHO| Rl T
T2 MM CHA ABAF EE ofEol Cie BM 228 FIHELI

"Statement": [

IAM H2HE AFE S AWS CloudShell HAM|A &AL #E|

85



AWS CloudShell Add a permission2|

{

"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [

"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {

"Null": {

"cloudshell:VpcIds": "true"

S VPC, MEY EE 2o 250] Chet A8 HAA HE

E VPCO| CHEE AL XIO| HMAE 7HE 524 StringEqualsE AFE3H04 cloudshell:Vpclds
A gg golErLich g oAMME vpe-1 & vpc-20i CHEH AFRF HMAE HEEHLICE

E4 VPCO| CHEE AFSRES| HA|
cloudshell:SubnetIds =74
ALE X HMAE HEFLICE

AE HE 2™ StringEquals& AF&SH04
22 EoelgLct g HlAMol M= subnet-1 & subnet-204 CHEH

S VPCo| CHEH A8 XS] HMAE 7HE 524 StringEqualsE A& 510
cloudshell:SecurityGroupIds =74 gt &QlgfL|ct. CtF XMooM= sg-1 & sg-201 CHEH
AMBA HHAE HEFLICH

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "EnforceOutOfSecurityGroups",

"Action": [
"cloudshell:CreateEnvironment"

]I

"Effect": "Deny",

"Resource": "*"

"Condition": {
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"ForAnyValue:StringEquals":
"cloudshell:SecurityGroupIds":

llsg_lll A
Ilsg_zll

AER7I EH VPC FE2=E

O

—

E4 VPCO| CHEF AFSRES| HA|
cloudshell:SubnetIds =74 Zk
subnet-20{ HAHASIEE HEL

JSON

"Version":"2012-10-17",

"Statement": [
{

"Sid": "EnforceStayInSpecificSubnets",

"Action": [

"cloudshell:CxreateEnvironment"

1,

"Effect": "Allow",

"Resource":

"Condition":
"ForAllValues:StringEquals":
"cloudshell:SubnetIds":
"subnet-1",
"subnet-2"

Ex VPCO| CHEt AFZ Ao HMAE 5{5tE{™ StrlngEqualsE INE=3
ZA ke gelgtct ok HRMIME ARH7E vpe-1 L vpe-20i HMASHE
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1
}
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S VPCOll CHE AL AHO| AHMIAE
cloudshell:SecurityGroupIds &
sg-20i| HM|ASHES HSELICH

Y oo

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"
]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"

off HMASHZ| Bt HEH AWS AHIA

CloudShell2 AFE X7} AWS Management 2£ 210! Al AFE8H IAM E0F 915 HEE AFSELICH

(® Note
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O] AWS Management 2& {0{0F &L|C}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-start
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
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AWS CloudShell CloudTrail 2]

Ct2 Eof= CloudTrail 21 Ttof X{ZEl AWS CloudShell O|HIE 7} L}EE|o] Q)& LILCt.

(® Note
AWS CloudShell CtZ & Z & st= O[HE:

- *= HBEX] SI=(817] TE) API ZEHE LIEHLICEH

« EnvironmentZt= Eto{s 4 &4
Ct.

* LayoutO|2}= EtO{= CloudShell EHHO|'Ee| 2 & Het X BE S eIt

CloudTrail2| CloudShell O|HIE

O|HE 0|8 A

createEnvironment CloudShell 30| &= mf grMshL|Ct.

createSession CloudShell 30|0|MH AZ2=! tl b MstL|CH
AWS Management 2&.

deleteEnvironment CloudShell 20| AX|E! f grMshL|Ct.

deleteSession 34X HEFR X B0 A~ 52l CloudShell &
O M|M0| ArK||E o e shL|Ct.

getEnvironmentStatus* CloudShell 2tZ39| & Ef7t ZAAE mH 2f AL |
C}.

getFileDownloadUrls* CloudShell & QIE{H0|AE AL 304
CloudShell2 S3dlf Tt 2 CtR2 2 =E3t= Ol At
2= M MEE Amazon S3 URLO| MM E
Iy grMshL|Ct

getFileUploadUrls* CloudShell 2 QIE{H|O|AE AL & 3t0q
CloudShell2 Safl It 2 YZESt= Ol AHS
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O|HIE O|F Mo
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getLayout* MM AI=F Al CloudShell 2i[0[oF 0| A=l i

dh et

putCredentials AWS Management 2% CloudShellol 21215t
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Ct.

redeemCode* CloudShell 0 M2 12 E28 ZHM5

= HIAEET7H AEE [ LlELCH LS
putCredentials HZ0A 0| EZES AIS3t
04 CloudShell +Z30{ HMAE == Ql&LICt

sendHeartBeat CloudShell M|A40| &4 MEfRIS &2l5H7| ¢
SH B AshL(Ct.

startEnvironment CloudShell 40| A|ZHE [ g MEhL|Ct

stopEnvironment A&l QI CloudShell 50| SEHE mlf & Agt
L|C}

updatelayout sl = of 2 of Z 2|70 Mof| A 24xY 2f|ojot= 0]
KMEE m gLt

“Layout’O|2t= EHo{7} Z&HEl O|HIE = CloudShell E{Ol'go| 2 E HEl2 X &2 S4&Lich
AWS CloudShell Zf 40 CHEt EventBridge T+%!
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o€ £04, put-rule HHE AFE3t0{ AWS CLI0I| CHEF EventBridge 7#A1S MAIE o~ Q&L
Cl. put-rule EE0{= %A S EventPattern E= = ScheduleExpressionO| Z & £|0{0F & L|C}.
EventPatterns7} Z & &l #&|2 U X|5t= O|HET} 2 E E|IH E2|7{ELICH AWS CloudShell O[HE

of CHE+ EventPattern:

{ "source": [ "aws.cloudshell" ], "detail-type": [ "AWS API Call via CloudTrail" 1],
"detail": { "eventSource": [ "cloudshell.amazonaws.com" ] } }

RtMIEt LI& 2 Amazon EventBridge AFE Xt 70| = 2| EventBridgel| O|HIE 3! O|HIE THEHE & =5t
NL.

of CHet 78 &+ @& AWS CloudShell
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AWS CloudShell £ CIS #H &4+ T2 124 9| #42| LHof| A &LICt.
SOC

AWS AIAERY S ZE| M0{(SOC) EnME Fe A#H EF Mo X SEE AWS EHsts S &
o1F = SEMQ EtAF AAF ET MLt

MHI[A: SDK SOC1,2,3
AWS CloudShell CloudShell v
PCI

X|E 7tE 2o Z&F(PCI DSS)2 American Express, Discover Financial Services, JCB International,
MasterCard Worldwide & Visa Inc.0llA A28t PCI EoF E& 3|0l a5t HIZ HE Eot &
& Lt

MH|A: SDK PCI
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
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AWS = ISO/IEC 27001:2013, 27017:2015, 27018:2019, 27701:2019, 22301:2019, 9001:2015 !
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Serverless Application Model
2! 3 of Z 2|7 04404 A
ot B

ol reig A 4+ el
0i7lolle ZZolA Bt &
+ 25, MuElA ofEEIHO
Mg 9t BHE T7|X| A4, M
2|4 ofZ 2|7 olM2AWS
2elecof HiE st Yol
Iz

KM LI 2 AWS Serverles
s Application Model 7Hgt X} 7}
0|E2| AWS SAM CLI &4 &

A8 AL,

AWS Tools for PowerShell2
(=) SDK for .NETOIlM X2 5t
= 7|50l +& = PowerShel
| 2 & IL|Ck AWS Tools

for PowerShellO[(7}) S
PowerShell BE &0 A AWS
2laAol CHe g A3 E

e + A&LCH

AWS CloudShell2(=) AWS
Tools for PowerShell&| 2 E 35}
El HT(AWS.tools)2 AHH M
x| &t

REMIEH LI 2 AWS Tools for
PowerShell AH& AE A9

AWS Tools for PowerShell At
22 XA,

Version information

sam --version

pwsh --Command
'Get-AWSPowerShell
Version'

AWS HHE QIE{H|0|A(CLI)
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
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ZEL ] 2! AWS SDK: Node.js &/ Python 3

ZELQ] 2! AWS SDK

m]
o

o2t

Node.js (npm E &)

Node.js2| JavaScript& SDK

Python

Ad404
=o

Node.js&= HIS7| Z212fY

Jleg ot 4 M8 E £ 9

=5 MAE JavaScript HE}
LULct XtMEH HE= S 4
Node.js AtO|EO] /= &F
MollM &lstMAIR.

npm JavaScript 2 £ 2| 22}
QI YXIAEE HMAE NS

st= mHZ|X| &e2lxt LIt &t
MEt L1822 S 4 npm AIO|E

O dBME HEtAAIR.

AEZEL|0{ 7HE 7|E(SDK)
© Amazon S3, Amazon EC2,
DynamoDB, Amazon SWF

£ H|® &t AWS MH[A0]
JavaScript Z4%| & A3 5}04
IS 7tASSE ol E=20|
ELICH RtMIEH HE = AWS
SDK for JavaScript 7Hgt A} OF

LHME FESHAAIR.

Python 3= & BZ0MH AFHE
7ts gLt & Python 30|
=32 dof 7|2 HEe
2 Z+FELCh(Python 2 X|H
2 2020 1ol S&). RHA|IEH

HE = Python 24! ALO|E0f
U= dF Aol M Eelst Al
o

Version information

* Node.js: node --version

* npm: npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

* Python 3: python3 --
version

* pip: pip3 --version

HEL] 2! AWS SDK: Node.js & Python 3

106


https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://docs.npmjs.com/
https://docs.npmjs.com/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://www.python.org/doc/
https://www.python.org/doc/
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SDK for Python (Boto3)

bash-completion

Ad
=

0%

£t AP A x| El pip= Python
8 H7|X| x| Z2 2= L
Ct O| BHEE ZE2JUES AE
5104 Python THZ|X| A4Ql0t Z+
2 2ctel AolofAf Python TH
7|X|1& MR &= A&LICH R
Mgt & = Python Packaging
Authority X3 AdBE M0l A &
QA AL,

Boto= Python 7H& R} 7}
Amazon EC2, Amazon S3%{&
AWS MH|A S| Mo, +4, &
2l Al AA83HE AZER 0] 7Y
gt 7| E(SDK)ILICt. SDKE=
AtgHo| &1, & x|EF API
ot 5t =& AWS A{H|A HAl
AE AFEELICH

REMIEH LHE 2Boto3 MBAME

SEC JSPNIN

ANH

bash-completion Tab 7|2
E BEENMoZ Q3E T
HOo[Lt QIF-E RSS2 2t
g e d s 23
C}. bash-completionO| x|
St= W7|X|= /usr/shar
e/bash-completion/

Version information

pip3 list | grep boto3

Version information

dnf info bash-comp
letion
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https://pip.pypa.io/en/stable/
https://pip.pypa.io/en/stable/
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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Ad404
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completions OlIM &2
A& LICE

|
>

| B0l ciet 15 2y

) Mo mo E
> rui

©)
OEI

Ho| Xt & 2tdg MHEst
24 EP% £& .bashrco =
7}3+04 AWS CloudShell Al A4
O| AIZtE ot 7| s AMHE
& 4= UA Fict

source /usr/share/
bash-completion/
completions/git

ANEA XH gt AT EIE
E M83te{H ¥+ &
HE{2|($HOME)0l| F7+5t 1
.bashrcoil M & A48
Ct.

KM B M E = GitHuboM =
E2ME READMEES #ZE 354
Al

0

Version information
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https://github.com/scop/bash-completion#readme
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cqlsh-expansion

Docker

Ad404
=o

cqlsh-expansion &

Apache Cassandra®t2| 2t
et EEE |FXISHHEA
Amazon KeyspacesO| A+
TME cqlsh & {7} ZF
El =3 F|EQLICE REAIE
L& 2 Amazon Keyspaces
(Apache Cassandrag) 7Hg
Xl 7}0|= 9] cqlshE AtE35}0d
Amazon Keyspaces0l H& &
HESAM L.

Docker= OHZ 2710|441 T,
HiS, S e 7L dE &
SHELIC} Dockerg A&t
™ o Z2|70o|ME Ql=ztet
22|5lod AZEQ|0{E =
A3 = A&LICE O|E
S 3l AWS CloudShell LI 0|
M Dockerfileg Y =31 CDK

AHE 3104 Docker AHAHS &l
E%* 2 &LICH Docker0f A
X|HE|lE AWS 2|Tof CHst xt
M|t L& 2 AWS CloudShell
K& AWS 2|TE B XML,
Docker= 20| 27Zt0| A
st&o|2tE ™ol folshof &
LICt 7H=d o|O|X|7F 2 7Lt 7|
& Docker O|0|X|7} LT B2
™ EX7 g = A&t
Dockero CH3t REAIEH LI 2
Docker d&M 7I0|EE &FZX
StAIR.

Version information

cqlsh-expansion --
version

docker --version
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https://docs.aws.amazon.com/keyspaces/latest/devguide/programmatic.cqlsh.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/programmatic.cqlsh.html
https://docs.docker.com/guides/workshop/
https://docs.docker.com/get-started/overview/

AWS CloudShell

Add a permission2|

04 x|
oo

Git

iputils

iq

kubectl

make

Ad404
=o

Gite= HEliX| {2 E2 2t ZEI
= AHO|EE &all 2
E o] 7HE A X
A ™ Mo A|AE]

AEMS HE = Git 34 AIOIE
of = HB Mo &2l
A2.

rO
Q'I_l
>

iputils THZ|X|0fl= Linux HIE
8 KREEIEIZI B0 U&E
LICt ME2E |E2|E|of CHEt
KEMIEH HE = GitHuboll s

iputils 2| % X|E 2|0l M & 2135t
AAI2.

ja REZIE[= JSON Ao O
O|E{E 7B EM5lo{ WHE

ez £HE £ AE

LICt. RFAMI8H HE = GitHubol|
M S AE 5= jg O L0l A
EQISHAAI.

T

kubectl2 Kubernetes APIS
M2 3}04 Kubernetes 2 AE
o| ZHAEE Z¢lut SAlst=

FIE T ULICH

make F & 2|E|= makefiles
o2 ZY NEE K555t
Ic Hutadeg fAsL|CE. Rt

Mgt LH2 2 GNU Make ™
ME XA

Version information

git --version

iputils =7 | Al: arping -V

jg --version

kubectl --version

make --version
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https://git-scm.com/doc
https://git-scm.com/doc
https://github.com/iputils/iputils
https://github.com/iputils/iputils
https://stedolan.github.io/jq/manual/
https://stedolan.github.io/jq/manual/
https://www.gnu.org/software/make/
https://www.gnu.org/software/make/
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man

nano

OpenJDK 21

Ad404
=o

M
ne 4o

man BHE2 B 2Z|E|
S = Fof CHEt o+ m o
X|E NM3¢gLct o & &0,
man 1ls2(<) CIHEZ| 2
=E LIY¥slE 1s BHEo o
A m|0|X|E grEterLICH XEA
8t LI 2 man H 0| X|of| CHst
Wikipedia HO|X|& & =3t
AR,

nano= EIAE 7|dt OIE{H O]
A89| 21 AEXRt EIEHE QI
HEZ|JLICH REMEH L8 2
GNU Lt MEHME =54
A2.

Amazon Corretto 212
OpenJDK 212| & 7| x| ¥
(LTS) BHEZZILICE Amazon
Corretto= FE2Z AI2E £
?!= Open Java Developme
nt Kit(OpenJDK)2| ZZ2HME
HE|SZHE = ZHL|CH Xt
Mg LI& 2 Corretto 21 AFHS
A} 7FO|= 2| Amazon Corretto
210|8t RUQIIRL?2E &ZE &

M.

Version information

man --version

nano --version

java -version
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https://en.wikipedia.org/wiki/Man_page
https://en.wikipedia.org/wiki/Man_page
https://www.nano-editor.org/docs.php
https://openjdk.org/projects/jdk/21/
https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html
https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html
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procps

psql

SSH Z2t0|E

Ad404
=o

procps= TIAf &A™ Sl T
ENAE ZLIEHZS T X
St= Ol AHE St AlAH! 2
EI SE2EIJLct REAMIEH
£ procpsZE &Y 7tSEt

o
E:L?:'.* SE80| =8E|0o] /U
README 1} 20| M =215}t 4
Al

PostgreSQL._ EZ sqQL 7|
AN83tE SAlo| 5%
‘F IZ-IIOIE-I Aroig of

2
Q'I_l
X
i

QIL|C}. REM|EH L2
greSQLO|2t F21217}

_O_I |0=||' |.E| EA = %I‘L“:I._

OpenSSHE A MX|El SSH

Zcto[AEL|Ct. REAIEH
H2 &= OpenBSD7} & X|& 2|5t

= OpenSSH ALO|E 0| A &2l

StAAIL.

Version information

ps --version

psql --version

ssh -V
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https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://www.postgresql.org/about/
https://www.postgresql.org/about/
https://www.openssh.com/
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sudo

tar

tmux

vim

wget

Ad404
=o

sudo S EZIE|7} U@ CIE
MERHUR MO ZE +THRK)
O| Hot Meto2 =2 IS

e & UA&LICEH Sudo=

o=
PR NEVS R EEET
€ wrisiol ¢ o) f8 2

|%._F H £ Sudo OHFF

tar= 0424 IS Bt ot7}0|
2 ot U(tarball)2 1 E3HE IH
A Este HEE fEEIEIJL

c}. REAIEH LIS 2 GNU Ef=
MEME BT,

tmux= 098] oA odg{ =2
JE SAlo A8 I AFHE
st= EOI'd HE[ZH ML
Ct AtMIE HE = tmuxE 7+
CHSHAH A7H5tHE LISS| 22
J0M &It MAIR.

ZSHAAIR.

wget2 HHZ=O| A= EZQIERZ

XEE & Mol 2EHEE
M| AR5t HEE T
2L REAIEH LHS 2
GNU Wget MHME EZ 54
Al=.

Version information

sudo --version

tar --version

tmux -V

vim --version

wget --version
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https://www.sudo.ws/man/1.8.14/sudo.man.html
https://www.sudo.ws/man/1.8.14/sudo.man.html
https://www.gnu.org/software/wget/manual/
https://www.gnu.org/software/wget/manual/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.vim.org/docs.php
https://www.vim.org/docs.php
https://www.gnu.org/software/wget/manual/
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A AE Version information
zip/unzip zip/unzip & 2|E|= G| o|E unzip --version
Al glo| RaA o o5 |
2 MlZsts olztole mel & Z1lp --Vversion
Mg MEELICH zip BHEES
ZE5tH g e ofzt0|
22 JE3tstn ¢ Sghct
unzip= A& 35t ot7H0|E o
M xIHE ClEz2 B ye
s
& C|AEE{ 2|0 AWS CLI M x|35}7]
CloudShell 1Z30{ At Mx| = CIE AZEQ|0{Q} OFEH7FK|E2 AWS CLI 27 = o ™HE Yagol= 4
Hot I x|E S5l AHS AUOo|EELICH AWS CLIO|(7} Z|A TS & 21517 QI8 /ol & C|=E
2o =7 =8 x| MEiE = U&LICH
/A Important
& CIAE 2|0 AWS CLIS| AR E =522 Mx|3oF CHZ0f CloudShell M442 A=t i
ALgE 4 QlaLich +5 AxI7t T3 0lRE $HOME /% CIE{2|of X7+ nhlo] 4 Al
MBE A *ﬂ*HIEI?I HEALICH =8 AWS CLI SAHE k| £0E AHS2 2 YO|0|EL|X|
Si&LICt CHA| 25lf, Ydlo|EQt 2ot TX| #2|= AFS K| R4l L|C},
AWS 25 2| mEo| ¢|0|E{ 25 AWS CloudShellof CHEt XFA|IEH LIE 2 %(%) EERSHAA
o
AWS CLIZ(E |5t 24
1. CloudShell BEZE0{|M curl BHESZ 4loj dx|E AWS CLIS| & & A2 2 ™S ELICH
curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
2. ECo g=Fg ELC.
unzip awscliv2.zip
& C|=E{2|of AWS CLI dx|3H7| 114
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3. TTE XM ErCof F7t5t2dH AWS CLI A&l Z2 a2 M#3LIC

sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

MAMo 2 Mx|E|H HWEol ol HAIX|7F EAIELICH

OO T

You can now run: /home/cloudshell-user/usr/local/bin/aws --version
4. PATH 7 4T UCI0|E5H aws TS MY 1 7 Hx| Z2E XIHsHK| ot Eloz

2|t

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

(@ Note
PATH HEE *|45tH X|HE =7t
A€l 0] AH8E Lt

72X o 2 AWS CLIC| AFAM A

52
rir
Q
=
n
02
ol
2
rir

d &0l EtAr Az E Qo] HXR]

(® Note
S5 2o 2ol g HES ChE AWS CloudShell Z# & & Z0] EtAL i ZE2|FH0|ME M|
g Adg HEFLIc

Mo 2 ™A AWS CloudShell AF& Xtoi| Hl= sudo Teto| U&LICE [MFEFA sudo BHEoE 49|
01 M LS| B E 4 9l AZES0IE MAIE & UBLICH fE S0, DNF 17| Bl

|E|2t &7H sudoE AtE35t04 cowsayE MXIstH. CHEa 22 HIAIX|7F 27 El &2 ASCII of
tZlof e ELICH

m 40 ¥ N
> 1M K FHI
om |

sudo dnf install cowsay

|E

2|3 echo "Welcome to AWS CloudShell" | cowsayS(E) @26t MZ MR|E ZZ2 23

o| F&lLIct.
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https://aws.amazon.com/compliance/shared-responsibility-model/
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/A Important

CIE{2lol M= dnf Mx| ZE2ID 22 7 |X| B2 REE2IEI: /usr/bin)E & MM 5
2 A HEELICH & MMEE F7F AZEQ0{7} MR AFSE LCE.

AJRER d 5+

7|2 d #Ee o Yottd™ & #30| AR miotch A™Els 4 AT BIEE WS oF FLC
|. SHE

(=)
o=
.bashrc 23 8lE&= 7|& bash €0| A|ZE mjoiC

/A Warning

X H5tH o|Fol & #Fof HMASHK| ZE = A&LIcH HESHZ| T
F£= ZW0| E&LICH .bashrc HE Al €2 5 71 Yo
5t Ao M HMA HEHE UCjElE CHE Aoe A& 2018 AEjo|22

IS X F=35t0 HM|A HEHE o2 B2, & CIREE AXE Sl
AWS CIoudSheII%( ) 7182 M¥o 2 S/A|IF7|H Eulct

O| HxlofMeE &l 2t 30| z & MY R Xt& TEEIE ] .bashrc AT R EE £HELICL
1. EAE HET|0f: Vim)2 .bashrc2(E) LIct.

vim .bashrc

2. HET|QEHo|A0M I 7IE s HEIE Aot CheE FIHELICH

3. Z25t1 WEE .bashrc HUS HESIE{H Esc 7|18 =0 Vim HH DEZE MESI D CISS
I.

4. source BHOZ bashrc U2 RHZ=§HL|Ct.

source .bashrc
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H2ZE OIE|HO|AE CIA| AMRE £ QA EHEZETE 7|57} %2 HH o] 3R Z &S AL 5}
(@]

o
1 AUASE LHEFHLICH

AL20{ A AL20232 2 AWS CloudShell OF0|Z284|0|M

Amazon Linux 2(AL2) 7|8t2! AWS CloudShell2 Amazon Linux 2023(AL2023)2 £ 00|21 O]
ME|RELICEH AL202301 CHEF AFA|EH HE = Amazon Linux 2023 AFE A—H A Q| Amazon Linux
2023(AL2023)2F 20171228 A EFHAIAIL.

AL20230{| A CloudShellol M MEste ZE =372 7|Z CloudShell 17301 7H|& HA| AT £ Q&L

Ch AL 7tsEF 7ol CHEE REMIEE HEE AP DX A Z E o0l M & elstMAIL.

o>

AL20232 Node.js 18, Python 3.9 & |4l HEo| THF|X|E Z & 5t04 7 = of CHEE 2 71 X[ 7HM
Al.ol'o X-".n.ol‘L_lEI.

(® Note
AL20230{ M Python 27t I 0|4 CloudShell 2231t 74 M-S EIX| of&LCt.

AL22 AL20232| =2 xO|H o CHEF RHA[EH LI 2 Amazon Linux 2023 A& AH A0l A Amazon
Linux 22} Amazon Linux 2023 H| & & X5 AMAIL.

OlO'" L‘_Hol_|- Eg_l Al.%Fol OIOI:I=| xlo_lo-” O:IEI-%'.AIA'O EE—|0-||A—| EI-% ?=-I|AH3|._T|_ Jél_i_ |
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AWS CloudShell OF0|28|0|M FAQ

2 AWS CloudShell§& &8t AL20{|A AL2023 2 2| 00| zf|o|Mnt gEdEl kA el EFof CHst
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https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://aws.amazon.com/contact-us/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloudshell
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AL2023 0}0|28|0|M 0| AL20{|AM AR E|= Amazon EC2 QIAEIAQL ZH2 CHE AWS
ElAANE dES 0IANL?
A2 R}2| AWS CloudShell 873 0|2|2] MH|AL} Z|lAA L= o|&H OFo|2dyo|Mo| QI5FS HhX| SF &L
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MAME|E 2 MMEl Amazon EC2 QIAEIA S AL2023 QIAEIAZ Oto|a2|0|ME|X| SE&LICtH.
AL2023 Oto|zgi|o|Mat & HAE mF7|X|= FUC7t2?
AWS CloudShell 8- 30{= R0 A Mx|=El AZEQ0{7} ZT&E|0] U&LICH AIM MR|E AZEY
09| M| S =0 CHEt REMISH LI 2 AFH M x| AZEQJ0{E EHZEFHM L. AWS CloudShell2 Python
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https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#package-changes
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup
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XNl 32 AWS CloudShell
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2F a4

CHe AQl0f Rl QR E M3t B9, ofel S1Z Yol It 2 FE HTE 4 aLic

» AWS CloudShell BEE0] HMAE = US

o 22 |IP FAE pingE = 81Z

- BHOld ZH| Al M7t g lRH& LT

« PowerShellol M 3tatE 7|7} Mt =S 5HK| of&L|ct

« X|E|X| &= WebSocket [ E 04 CloudShell M[A0| A|ZHE|X| b &LICH

« AWSPowerShell.NetCore ZEE 7}X2 £ Qi=

« AWS CloudShell& AF2E [ Docker7} AISE|X| OF S

» Docker0fl C|A3 S7t0| £F&

+ docker push7t A8t AlZt2 Ztst T A& AT &

« VPC 2730 A< AWS CloudShell VPC LHQ| 2|A A0 HMAE £~ Q12

* VPC #Z0i AWS CloudShell CHHOl A At st ENIZE HE||X| &8
« VPC 2tZ0] CHt CreateEnvironment HeHEF 1= AL XHE TH{E 2! AWS CloudShell HE 0= A
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o K 2 72

E2A: AWS Management 2 & 0| A{ CloudShell2 A|Z5t2{ 5t CtSat 242 HIAIX|7F EAIEL
Ch“8 72 AISHE 4 QG LICH CHAl AT 51248 2Hd, AWS CloudShellRi A|SHS ME45t0d Hat X
E MRS HLE AR SHMIR”. IAM #EIXRZRE HR§t MEt2 &1 HalKXE MZ T X|HL
CloudShell€ CHA| A&t o= HMATH HRELICH

ol

12 & AWS X[2ol| 2|5t A A2,

O

—

|Z O]

ol

)

4o

—~~

#

—_

o
M

=
T

ZAMl: AWS Management 2 £ 0{| Al CloudShell€ AlZFstE{D 5tEd CHS 0 22 HIAIX|7F EA|ELICH
“EHEE2 AlIRTE & Ql&LIC Q3 MEHo| Q& LICE IAM B E|XFof| A| “01| CHEF HAM|A FHEHE Fo{aH
Sfetn @ ™ELICH AWS CloudShell. HMATE HR (1 E 3 HEo| eItk HIAIXIZF EAIELICH

2101:0f| HM|ASHE Ol AFRSHE IAM A3 SHoi 2 $F IAM #$H0| AWS CloudShell 1&LICtH.

S Hi: IAM EHEIRHo|AH B HEt S QESHMAIL. AZEE AWS #HE|- M
(AWSCloudShellFullAccess) L= 2HIC|E QIO MM
a

Mgt LI e IAM HA S AFE 8 AWS CloudShell HA[A &l

(T 912 olE)

EA: ZAFE SE0M A E U2 $£HE Fol=o| HHE| HMAE = Q&LICH AWS
CloudShell.

SHZ2 &E]: .bashrc E=CIE OIS X £HE & HAMA HEHE ol= B & CIEEEZ AWS
CloudShell € AfA|st0od 7|2 MHEo 2 Eot = U&LICH 777

2A: BHE0|A ping BZ(M: ping amazon.com)2 A&H CHS MIAIX|7F LIEFELIC,

ping: socket: Operation not permitted
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2101: ping REIZIEIE QIE{L Ko| HAIX| Z2E B(ICMP)S A= 5104 0|2 94 WS Chy BAE
2 LI cHAfollA S8 m7hx| o RS 7ICHRLICH ICMP Z2E20loflA] EAIsE|x| gtgton
2 AWS CloudShell ping REIZIEIS Qo ZHBFE & ZHolA &S 5Hx| eaLich

s w0l M ICMP7F R|HE|X| & 7| [HE0] CIS HEE A&S5H04 NetcatE M & AWS
CloudShells U&LICH Netcat® TCP EE= UDPE AFE5l0 HIEQa HAZAE o111 A 7| &8t AFE
HEXZ fEIEIQLICE.

sudo yum install nc
Nnc -zv www.amazon.com 443

(U 2= 0|8)

EiOld ZH| Al 27 S

>m|

R& LICH.

2|: Microsoft Edge 22t K& AWS CloudShell Ak 5t0401 M| A 52T 5t74 4 MM Alxte
= oieH EEt KXo 2F HA|XIZF EAIELICH

| St &LICH X|REl= B2

LIPS
= U&LICH

4o
Rl
lo
P
>
N

2£491: AWS CloudShell Microsoft Edge2| O|& H{Z 1} & &t
7t x| tlO|X{ T2 AWS CloudShell AL8 50401 HAM[AE

& &H: Microsoft AtO[E 0l A Z|&] HHE Edge 22t XE X[t Al2.

ol

(M =2 ol

PowerShellof| M StAFE 7|7} A 2FS35HX| ot&LICH

DX MAF RE Sof= SHAME F|2 HAS OIE{H0|AS ST Ed 0[2S U2 ATHE £ Q)
&L|Cct. a2{Lt AWS CloudShellod 2l & PowerShell I:HX'|01|A‘| SIME FIE F2H 22X AR
g=24= £~ &Lt

Rl SHME 7|7t EXHE HR £t &2 LinuxolM A E|= PowerShell 7.2.x E{T104| A 224

Sx2 $£Ms5lE o|AaF0|Z A|RAE K7{52{H PowerShell Z2 Z! m}
25t $PSStyle H-E PlainText(2)2 MHSAAIL.

mjo
e

1. AWS CloudShell H3HEE0] C} HHES =250 T2 ot nt S JL|Ct.

vim ~/.config/powershell/Microsoft.PowerShell_profile.psl
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@® Note
o|0| PowerShelldll = B2, Chg BYoZ WEI|M Z2E ot ¥ £ &L
Ct.

vim $PROFILE

2. HEIGM ool 7|E HIAE B2 O|SE LIS i€ =2 4 ZER Mt £ OIS BHEE
£ FItefLch
$PSStyle.OutputRendering = 'PlainText'
3. HWEStFEsc2(E) e BWY ZEZE So{ZLICH 22|17 S BYE l245lod oS XESI T
HEVIE S=ELCHL
1wq
(® Note

BHZIAL 2 CF20d PowerShell2 A|ZHer [ X =]L|C}.

(M 9|2 0|5
K| E|X| o= WebSocket [ 20 CloudShell A|410] A|ZHE| K| e & L|CH

2 Alztsted T 5t 2k HIAIX|I7F AWS CloudShellgt = Mo 2 E A|EILICIFailed to open
sessions : Timed out while opening the session.

23l= WebSocket T2 EZ20] o|&
FOFE ZEA| HHHeE 2t S5
M o] ZEA| MHE STHE

Ql: CloudShell2 ¢ HEl2X{Q} 7ol etk CHEt
LIC} AWS CloudShell. A0l EEIRX{E At
E.|L.-II I=|O|- X-I_/.\_o| 7|._oF 7—|ol|_||_-_|. WebSocket EAl_l
O
7t

ofm
r=
z oY Mo

e
NI

_I_

-|0 ol

59
=)
8ste

|0 o
Hu
ﬁHﬂ

o
— =
J&LICH SHR|BF T A| B 2 0i WebSocketO| MCHE
- M3le 32, CloudShell2 € MME A|ZHE £~ Qo

i -I> o m r¥

m

372 WH: KIMEIX| &= WebSocketO] ObLl CHE 2R {20l 947 AlZt Z2p7h wrabst 4 aLict
oFof 2%CHR, 4 CloudShell BHE QIEIH0|AT} /s Hate X &2 MZTEAAIR.

KIHE|X| o= WebSocket [ 20 CloudShell M440] A|ZHE|X| of&LICH 122
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MzIFe R0z Az 21 @ F7 I HlS L dsie B2 ZEA MH HBME HXstMA|. 8t &
S Al MEHH7F Web SocketZ 185t 7|01 UK 2 St A2, OlLIEH HELT A|AE] ZE|
Ktoi[AH 22lstMA2.

(@ Note

Systems Manager AM|440| 2124 &

£ ™o|st oAl st 7H-ESH EZ&LICH AWS
=24 £ A2 2|5l WebSocket 2122 o4& O| AFRSHE

URLS| L8 E FIIE £ A&LICH. AWS CloudShell 30| aliE Systems Manager MM 2
M&ELch.

Systems Manager0i| A At&St= StreamUrl @42 wss://
ssmmessages.region.amazonaws.com/vl/data-channel/session-id?
stream=(input|output)ILIC}.

2|20 X|&Hst=2l 2|7 AlER AWS 2|1 & LIEHHL|CH AWS Systems Manager. Of

£04, us-east-22(£) 0|13 SH(L350|2) 2™ x| AEEXIL|CEH
MM IDE §7 Systems Manager M[M0| 3o = Al El & HHE|S2 URL FE S82

- 10O

AC|o|EE HBF wss://ssmmessages.region.amazonaws.comS(E) X|HE £+ U&L|
Ct. XEAIEH HE =AWS Systems Manager API £ Z 9| StartSession 2 40i| A & QIHAIA|2.

(T 2= 0|8)

AWSPowexrShell.NetCore ZE2 7IX2 £ 9

0jo

EA|: PowerShell0i| A Import—Module -Name AWSPowerShell.NetCoreZ
AWSPowerShell.NetCore ZE2 7}X2 i Ct20t Z2 27 HAIX|7} LIEFS LICH

M7 2&: 2 E ClEEZ|0| R&8 ZE 10| 7| MHE X|H 2 E
'AWSPowerShell.NetCore'7} 2E | X| &tk &LICtH

#Q!l: AWSPowerShell.NetCore 2 & 0[9| per-service AWS.Tools 2= £ CHA|E LICH AWS
CloudShell.

2 W BAIM 71X 27| 20| H o|4 ER5HK| &f7{Lt B per-service AWS.Tools Z& £ #435H
L

AWSPowerShell.NetCore REE 7}x2
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Example

Example

- R E2| B2 Net B4 AH86HK| f= & BAIMR 7HMH27| BEE2 ER6HK| Y &LICH CHS
2 7tXM27| BHEE 2| oi| M L|ch.

 Get-S3Bucket

e (Get-EC2Instance).Instances

« Net REE AI3t= ER, MH|A £=F ZE(AWS.Tools.<Service>)E 71X 7| stAA|2. CIS

Import-Module -Name AWS.Tools.EC2
$InstanceTag = [Amazon.EC2.Model.Tag]: :new("Environment", "Dev")

Import-Module -Name AWS.Tools.S3
$LifecycleRule = [Amazon.S3.Model.LifecycleRule]: :new()

RtMIBt HE = HE 4 S X|( AWS Tools for PowerShell) 0l A & Q15 A A2

(M =2 ol

~—

AWS CloudShell& A& [ Docker7t ARME|X| otS

= Al: AWS CloudShell2 A& [ Docker7t MCHE A™>E|X| et&LICH CtS0 22 2F HAIX|IE
£{ELICH docker: Cannot connect to the Docker daemon at unix:///var/run/
docker.sock. Is the docker daemon running?

M. 0] 25 HIA|X|= GovCloud 2| AWS CloudShell 2|0l A
&LICH X|HElE AWS 2|0 A DockerE Aldetn Q=X &OlEt
L|C}. DockerE M%%F £ ol= 2| 222 of X|HE|= AWS 2|12 & Z5HM K2 AWS CloudShell.

i~
II
EE
b
oY
mo
o
Pl
Pl
AL
glzl
iglﬂ

Docker0f C|A3 27t0| B =&t

EA: 2ot 22 27 HAIX|E s=4IELICH ERROR: failed to solve: failed to
register layer: write [...]: no space left on device.

el
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¢l DockerfileO| At& 7ts58t C|lA3 Z7HE ZHfLICH AWS CloudShell. O|l= 7H¥ O|O|X|7t 274
Lt 7|Z& Docker O|O|X|7} LT B 7| IHE o &g &= Ql&L|C}.

Hd YH: df -hE M™stod ClAa3 A8 & H&LICH sudo du -sh /folder/folderlg A
#stod 27|17t 2 = ko MZtE|l= §H EGol 37|18 HWotstn 372 & HE5H7| @6 Ch2 oS
AtXsteE Zdo| E4LICE 8 7HX| SM2 docker rmiZ AlgH5tod AF2SHX| & & Docker O|O|X|E X
Hot= JALICH Docker= @0 70| Mgt ol2t= ol s 2laoF & LICt. Dockerod| CHEH ARA|
2h LI8 2 Docker B M 7I0|EE XM

ot AlS A==

Pt
=l
(o][]

docker push7} A8t AlZtS

EX: docker push A& Al XMt AlZtO| ZutE|o{ B 5HK| &£ A& RHA| =& LICtH
PRl HEHO| QAL 2R E E|ZX|EEZE FA|ELE QIS BECR Qe &Me = &Lt

) =X & sHZdste{™ SHtE EIZX|EE[Z FAISHOF & LICt docker loging A&5H04
2Hl27| Q1&&L|Ct. Amazon ECR E|ZX|EE|2 FAlstE O Zedt 2= HEto| A =X|

VPC &Z30{| M AWS CloudShell VPC LHC| 2|A A0 HAMAE 4 Qi
Sx: VPC B AL 5H= S0 AWS CloudShell VPG LIS| Z|AA 0] HAMASH 2 giaLCt.
2491: AWS CloudShell VPC 842 VPCO| HESa MM Ar&5hLct.

M Y. o]l BEXIE sHlZE5HE{™ VPCT} EBlAAN HMASESE SHZAH AHE[o] Q=X EOlF
LICH XtAIEH LHE2 VPC MEM CHE LIE {301 VPC 24Z & Network Access Analyzer A4 A
Network Access Analyzer& XML, BHEE TFEZE | AWS CloudShell VPC 2 £ 10| |0l

M 2tE tip-a’ LHOA HEE A™st0{ VPC B E0IM ALE 2l IPv4 FAE X2 =+ J&LICH

(][]

n
I'IF 4

VPC 2tZ230{| AWS CloudShell CHaH0| A AF235t= ENIZF H2| 5| R| ek
2X: VPC &0l CHall AWS CloudShell 0l A2 6tE ENIE MHE|8 £+ giaLch
240l: od5tof CHEt ec2:DeleteNetworkInterface H8t0| A4S | K| o & LCt.

S & o] EXNIE sHEsieiH ClS MHE
ec2:DeleteNetworkInterface HEtO|

oil CHEr

C
Felghict

w )
ok

L°£|If"
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E9}
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"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell":

}
},
"Resource": "arn:aws:ec2:*:*:network-interface/*"
}

VPC 2tZ30] CHEt CreateEnvironment HEHEE Q= Al A= TH{EZ! AWS
CloudShell 30| M AE = Q&LICI.
2X: VPC & 7Z0] CHEt CreateEnvironment et 2 X|gtEl AF2 X T{E 2! AWS CloudShell &
2o HMAE £ U&LICE.
¢Ql: CreateEnvironment &2 VPC 84 HHo 20t M&tst o|O| H{EE a2 MHst 42
2 AFS X} QIE{HIO|AE AL 3104 O 732 ALMIE WHX| 71 T2 CloudShell BZ0f CHEH A
A HEto| R X[EILICH Z22{L} O|F0il CloudShell@ AFESH 20| Qi B HEZ! &0l HMAE
A& LCt
12 2 I{E2 2! AWS CloudShell 8201 CHEF HMAE A|EHsHE{T™ IAM 22X HA] IAM HA S
A Eto 2 QICI0|E 3 CHE AWS CloudShell 2l AL At QIE{HIO|AE S SH1 7I1Z HER BAS 4
SO = AK|GHOF B LICE (2] - CloudShell 83 AFA).
\E/FS)\% Si\lillai‘* CreateEnvironment #&t U= AFE A= IHE 2| AWS CloudShell 30 = HAMA 126
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AWS CloudShell

AWS A‘ll:ll/\ A=zolE 4
H| O|X|0of|l M & el5H M A| 2.

C= 2 CloudShell, Docker 2! CloudShell VPC

- O0IF 8F(2st0IR)

- 0= SF(HX[LoF 57
- OI= ME(Z2IZLoL 5
. 0= M2(Qal)

o oM oM 40 do do Ho0 Ho Ho
omn om o ¥ o ¥ o ¥

AWS 2™ x|

w

AWS CloudShell SEQI 2|He| =
£ 2 Amazon Web Services &t

= 0| & LICt. CloudShell
2l= AWS CloudShell

B0 M X|HEl= AWS 2T L CH
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CloudShell X|® GovCloud 2| Ct23t Z&Lct

« AWS GovCloud(US-East)
* AWS GovCloud (US-West)

(® Note
GovCloud 2|70l A Docker &! CloudShell VPC 42 AFE

et
1
30
>
C
AN

GovCloud 2|7 128



AWS CloudShell Add a permission2|

AWS CloudShell Service Quotas ! X[t

O| H|o|X|ol= Ctg BHo| 2 E|= Service Quotas2t AM|EH AbeFof| CHEt Ao JU&LICt

e HESYT HMA 2 Ho|E ME
2 HOo|X| ZE

A1 AE K|

AWS CloudShellg At&3dtH ZF AWS 2|0 CHal =/ 1GB2| B+ AEE|X|7t MBS E ||:|'. JT A
E2[Xlz & CIEEEZ|()od ‘2/!_ H AFEXIE O|BE & U&LICH Zf & Mo S=E
23 2laae geEl & CIREEIe| tlolEH = Ml ZHofl R X|ELICH.

(® Note

CloudShell VPC &tZ0ll= d7 AEZ|X|7t gi&LICH VPC 830| Alzt Z=BHE[7{LH20~30&
o| H|gd Alzt Aoty Bt 32 AFx|5HE $HOME CIRE 2|7t AFX[E LICEH

AWS Z|X0{ A AWS CloudShell AH2 € EX|5tH O|O|E{= OFX|2 MM 2 & 120 7+ sHE 2|& 9|
G AEE[X|of 22HELICE 1202 Bt & ZX(|E FotX| o™, sl 2|Te| IF AEZ|X|0fM O
O|E{7} RHS 2 2 AFA|E LICH AWS 2|0 A AWS CloudShell&(£) CHA| A|ZH5HH AKX E
A& LICH REMIBH LI 2 2EHA|: 2|7 ME AWS CloudShell A|ZF 2 4l MEHS XX FHAI2.

HF |o|'_)|\_

(® Note
AHE AlLIE[2
Marcia= AWS CloudShell(2)Z 0|2 SE(HX|L|ot E8), &
o

U= & ClEE 2o oY e MERALICH 22{cht S (OtUE)oMHEt S X% *QE AWS
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CloudShellZ(&) At&st7| A& D 0|5 SF(HXILIoF SF)oMHE & M A2 SER

&LCh.

0= SE(HX|L|o} £8) LY O|o|E] &tx|| 7|8to| BFR £|7| Z1of MarciaE O S

S &) 2™ CHA| MEHS T AWS CloudShell2(E) Al sto] & CIRER| MES
F

= B x|5t 7|
2 FLICH & MM RH((OILRE)E HlE MEFM 7| HEA Y 2T A7 AEEXK = Y
g2 grx| er&Lch
(@)
SH AIZFE
AWS AHH2| Zt AWS 2|0 = AWS CloudShellof] CHEF & AL EE 20| USLICH o] EEHE2 5
g 2|™e 2 E IAM EQoF FX{|7} CloudShell& A8 & AlZtE ZAEEILICE sHY 2T ol |y atetar
off TE8t & CloudShell HMIAE A|E5tH, €l S AXE = e O|FE MYHS= HAIXIZF EA|

Lot

Service Quotas Z2&2 AIE35l0{ 571 2H-

Service Quotas Z£2 U0 HH A ESHF ST H SIHE Y E £ UE&LICEH KHMIEF LIE 2 Service
Quotas Al MM 2| & ]

SAl4

HHEo| AWS ZIHHEZ S Alofl Z[CH 10702 e AEE 4+ USLICH
Service Quotas 2£2 AIE5l04 57 2F™
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Service Quotas & ME = Q& LICE REMIEH L& 2 Service

Quotas A8 HEBEM| EEHE S7t 2EE HEotMR.

H2d 37|

HZH F7|= 65,412K8 Z0te = & LICt

(® Note
65,412X1& Zitsts BEE HAstc{™ ot o2 AT BIEE BHE O S BB E QlET|
OlA0|M AT LICH BEE QAUE{HO|A0MM HMAE = U= AT MR £2ZELf 09| 2
off CHEt RbMIEE HE = AFT AR £ Z E9o{0fA] &5t &AL,
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AABEE M cr% T PleimolL0l WS E Yol ol Tk AWS

CloudShell A|Zt

- HI|Ed M[M: AWS CloudShell2 (=) CHat 2l 3380|222 20~308 7t 7I2ELt ZRIEE &5 &
ofom 4l MMo| SRELICH A ZQ ZZHAE 435 8O 2 AHME|X| er&LICH

Hrt S48t MEH AlZHS 2835109 AWS AMHIAZ E{0]E 7|8t S +&5te{™H ARt
Amazon EC2 QIAEIA 0| 4Zst= X0l E&LICH.

o T A™ MM 2F 12A17F SO HlS A-EE A M2 AFERITLSHE 7|2t S HI|MHoR 45
E25HEt T RS SR ELUCH

k

VPC &4

IAM 2{EfRHE =|CH 2702 vPC Bt E R e = &Lt

(® Note
Zptolel vPCcof 94351 SHE VPC LHC| BlA AN HAMASH=E Ol= Q20| E0HE| K| ot L
Ct. Zzto|d! vPC LH HIo|E| M& e vPC 220 L& E|0, CloudShell2 £8F VPC Zte| H| 0|

E{ &2 M CloudShelllt S8 HI&2 2 HE LICH

LHERZ HAMA I O|o[H HE

/A Warning
22 QlE{lo]| HM|AE AR, EX AL X7 AWS CloudShell 2Z0{| A |O|E{E HEH &&
O| U&LICH IAM EE|Xt= IAM =7 & S35l AZ[E &= = AWS CloudShell AF& Xl 518 =
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HYELICH S AEXS AMAE BAHo =z HE st 2

AWS CloudShell At&35t0{0{M 518 7t5

AS Xt |

=] N JoL|
| B — |

2rE[0A FHlstMA L.

ClO|E & CHE® m ol Z, AWS CloudShellof Ao ot 2= L CHRREE S5 7t =248 £

Q& L|ct ofL|P Hlo| HAHE QIE{|0|AE AHE 510 Amazon S3 HHZI0IM BHHo 2 nilg MEE

=T U&LICH

AMAE I A HO|X| R ZE A|EF

- AAE o AFRE EEM HE2 2 st IS H X 45 AWS CloudShell &0 HAM|A 5}
AL ASE M X7 Y = A&LICH o] F2, & CIEEE| AH & HM|lA HEHS CHA| &do{ot

skE A OlA
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LICH.

« I O|X| {2 =: AWS CloudShell QIE{H|0|AE A2 E5IE{H

HeteMe| MzndH HES AFSELICH
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AWS CloudShell A2

z| 4l dH0|E

otzH Eofl AWS CloudShell At AH

G Al

0%

AWS CloudShell2| Amazon Q
CLI

E x4
=

2| of| A AWS CloudShel

o
ofl CHet Amazon VPC K|

AWS CloudShell At A4TH4 A
off K| RF& M7 FIHEIIE L
C}.

EX 2|70 A AWS CloudShel

|2 X|®E|= Docker Z4E{0|L

AWS CloudShellO| O|X]|
Amazon Linux 2023(AL2023)
2 M83TE nto|zdo| MKl
AR&ELICH.

MZ 2 AWS CloudShell AWS
2|

AdOd
= O

AWS CloudShell2] Amazon Q
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