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aws cloudformation activate-type --type HOOK \
--type-name AWS::ControlTower::Hook \
--publisher-id aws-hooks \
--type-name-alias MyOrg::Security::ComplianceHook \
--region us-west-2

2. =3 €d3E 2rzoit{™ JSON 7+ WHAUS AL85tod 3 E 7 dsHoF gfLICt.
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$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["RESOURCE"],
"FailureMode": "WARN",
"Properties": {
"ControlsToApply": "CT.IAM.PR.5,CT.EC2.PR.17,CT.S3.PR.12"

1,
"TargetFilters": {

"Actions": [
"CREATE",
"UPDATE"
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* HookInvocationStatus: #3 & & ASIENABLEDSIE{ 2 A ELICE.

« TargetOperations: MA|™ Ao{ 7|8t & 30f CHa x| El= L8 2H0]|7] RESOURCE [MHE
off 2 M™EL|Ct.

« FailureMode: FAIL EE= WARNE AZ&stL|Ct

* ControlsToApply: AHEE AR of| 2™ Ko{e] Mo IDsE XIHELICH REAMIEF LIE2 AWS
Control Tower Control CatalogE & X35IHI2.

o (MEH AME) TargetFilters:O| A< CREATE & UPDATE, £ & CHZIEZNHE XIH35l0d £
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aws cloudformation set-type-configuration \

--configuration file://config.json \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0xrg-
Security-ComplianceHook" \

--region us-west-2
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CloudFormation

HAHEHM AP of' A KMo 7[HF =3 AK[(2E)

AZGo M AT o™ KMof (g =3 & ArA|stedH

1. o 232! AWS Management 2& 3t 11 https://console.aws.amazon.com/cloudformation

CloudFormation 22 iL|C}.

2. StH MEHO| B B 2o £371 Ue=E MEIFLICH AWS 2 .

3. EMEFoM E3E MEHELICH

4. F3 HO|X[oM AtX|stEd= AFT of| 22 Klo{ 7|t £ & F&LICH

5. F3 Fo| =QlIEtE MEdStD AX|E MESFLICH

6. QI HAIX|I7I EAZH 3 0|F2 U=stod X|HE 3 AXIE 2l OH S 4K E MEIEL
Ct.

F3E MMete{H HM =3 & HIE G3tatioF ZLICH RHAMEH LI 2 AEM =3 HIEESt
m]

CHZ deactivate-type BB E AFE 510 AHM £3E HM7Hsts FIE HIgGe e LICH x| EAIRE

=2
[ |
g 53 gfoz B,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-

ComplianceHook" \
--region us-west-2

Guard Hooks

H &0l A AWS CloudFormation Guard £3 & AI23l2{HH AL o|'E=|E

AY X 2ol sl =2 & &
getatiof FLICH 238 &d3totH &dstE Al & 2o AR 2o

AEE + A&Lich

Guard HookE & 3} 5l™ CloudFormation2 & d3tE £30i CHEt AE BIX|IAEEZ[of Z2t0|8! £3
2 =S MMEILICH o|ZA ot £330 Z&E DE 7H SHE MYE £+ UELICHE FHE M4
=]

XIEE AWS AE A 2lTol Cisll £F2.& st dHS YalgLoh
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CloudFormation

=S|

« AWS CLI Guard Hooks X2 I8t B3
+ Guard HooksH| CHt 2|l AAE

+ Guard Hook 24 #H]

« AHoM Guard Hook & 433}

« A8l M Guard HooksOll CHEt 23 27|
« AH0olM Guard Hooks &1 Al

04
o

ok

AWS CLI Guard Hooks %fei2 2|8l

Guard Hooks %t 2|8t AWS CLI W2 Ct=21t ZH&LCH,

« activate-type Guard HookO0{| Ciet 438t ZTEMAE A[ZHELICEH
+ set-type-configuration A& 2| £30i CH8t 7+ C|O|E{E X|ELIC}.

* list-types - HHo| F3 & LtFEELICEH

<EER

-|0I'
I
[
—r
Rl
2
[
-
ok
E

» describe-type A LM CIO|EHE Z&5t01 EH £33 L= &Y
2ot

« deactivate-type - | Z0{| A O|Zof| EM&tE FIE F7HELICE.

|=I

Guard HooksOl| CH8t 2| AAE BIL6H7| f[8t Guard & &

AWS CloudFormation Guard = policy-as-code 2 45t= Ol A = U= QLE 24 L HE T H Q!
2 10{(DSL)LICt. O] XM= GuardE A& 3504 CloudFormation 2! AWS Cloud Control API &f
U2 XS 2 HItst7| 26l Guard HookOl M A&E &= U= oM 722 2Hdste WHE dEE L

Ct. EE8F Guard Hook &1 A[Z[0f| [th2t Guard T+ &{0| A

Sk A Ol C
O = T AA — = T e |
LIC}. Guard Hooke CHE 89| 2] Sof| A™ME =S 248 &= U&LICH
. BlAA B
o AEH XFO4
o HZA ME =S
Guard & ZFMof CHEt REMIEH LI 2 #&] 22 & ZESHMS AWS CloudFormation Guard.

|
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/writing-rules.html

CloudFormation

. Blas B9l Jte BA
. A EYJtE A
. B ME T 7te A

2lAA & JlE A

]

SIAAE MM AUHIOIE == AXE miotct 2|AA 2o 2 ZHEEILICH |2 E0{ A 2 AAE M
43t= CloudFormation A& 2H[0|EE A& SIH 2[AA 2ed0| gt ZEILIC}. Cloud Control APIE
M350 B|AAE MM UOHI0|E §

e AAE M 2lAa Zdo 2 T ZEFELICH £330 4404 A
RESOURCE 2! CLOUD_CONTROL %42 CH& 22 Guard HookE 74 & =+ TargetOperations %!
&LIct Guard Hook7t 2lAA Zdg WIS Guard YIZI0| ElAA QI24E HWotetLIct

Guard 2|24 =2 Guard 0 BIHE £ l= O|O|E{iLCh.

OS2 Elaa 2349| Mol oM Lt

HookContext:
AWSAccountID: String
StackId: String

HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: String
TargetType: RESOURCE
TargetLogicalld: String
ChangeSetId: String

Resources:

{ResourcelLogicalID}:

ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}
Previous:

30 cigt Guard #3&! &



CloudFormation

ResourcelogicallD:

ResourceType: {ResourceType}

ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID
7t 521 2| AATF AWS AN Z&EEIo| IDYILLCE.
StackId
2| A A EHodo| AL 0| CloudFormation AEHO| AEH IDQIL|C}E & X7} Cloud Control APIQ! Z3
< Hl|o{ I&LICt

HookTypeVersion
Alsl 90| 30| HAMQL|CH
InvocationPoint
x4stst x|&4 e}

37t A¥E|= T2 H|XE 2 Elo| X=+E

= O

o

R =3t 2L (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName
ot 2l cha fELICE of: AWS: :S3: :Bucket.
TargetType
7t 2l chat fElLICE of: AWS: :S3: :Bucket. Cloud Control APIZ ZZH|X{EE 2|4
A 0| A0| Zf2 LICIRESOURCE.
TargetLogicalld

HIt 8¢l E|l&ATargetlogicalldel &L|ct 39| 22|FI0] CloudFormation?! 3% 2|4
A9| =Z|X ID(=2|H o|Fol2tnt &)7t ElLct 39| 22|FI0] Cloud Control API2! B

T44%) Zto| ELict

O -

30 cigt Guard #3&! &
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ChangeSetId

30 3ES Y| s A#E ¥4 ME IDRILICE Cloud Control APl EEE= | create-
stack update-stack=EE delete-stack Zdoi ofal 2laA BZF0| A|RHE B0 g2

Hlo{ RU&LICH.

Resources

ResourcelLogicalID

|
A

(0]

Slof

>

CloudFormation0i| A ¢42 A|%t5lH ResourcelogicalIDE CloudFormation &l&

= ClAA9 =2|X IDYLCE.

-

Cloud Control API0{AM 242 A|Z3t™H ResourcelLogicalIDE ElAA R, 0|8, &M ID

2 @3 IDo| ZEULICH

ResourceType
2lAAS /Y OIFYLICHO: AWS: :S3: :Bucket).

ResourceProperties
= 2l 2|lAA 9| MIeHEl £ 2lLICt CloudFormation 2lA A0 CHEH Guard Hook7t A8 &
O|H 2 & gf =, metolH & g2to| 25| sHAELICt 2lAAT}F AFX el Z<0] 442 H|o
A& LICH

Previous
ResourcelLogicalID

CloudFormation0i| A @42 A|%F35lT ResourcelogicalIDE CloudFormation Bl &

£ 2l&A90| =2[X IDYLCt

>
30
9:'1
S
i1
]
2
O

Cloud Control API0{| A 2@1& A|%t5lP ResourcelogicalIDE 24

2 23 Dol =t
ResourceType

2laA0 RYE O|FYLICHO: AWS: :S3: :Bucket).

ResourceProperties
AL0| Zt2 Hlof U&LIC.

S 2lAaaet AZE FHA SEULICH BlAAT1 AN ElE 8=

oz

A
o
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Guard Z|AA =Hed 2l2d of K|

CtE o x| 2242 UO|O|EE AWS: :S3: :Bucket 2lAAQ| HO|E £=4l5t= Guard HookE E0{E L
Ct. Ol= Guardoll M E7tol AL E &= U= CllolE{ &ILCH.

HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abcd00"
HookTypeName: org::s3policy: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetlLogicalld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

Guard HookE ElAA #HZEZ TIHE [ HookZ FHE ZE 78 ORELsE W22 AR L
Ch. O ChE O[HEr A2 2la4 =0l Chat B7HELIch 20| 7o AmistH £ 370 Ao
LICH A7t gleo™ 37t SO E L

CHS oAM= ObjectLockEnabled &430] AWS: :S3: :Bucket ZlAA S80i true CHEH ZJQIX| H
7+5tE Guard &I ILIC,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

Z30i cht Guard T+=! = 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-s3-bucket.html

CloudFormation F3 A8 HYAM

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

>>

O] #&I2 Chg Y=do] cHall M&E M ObjectLockEnabled £4J0| 2 MYE|X| gfto 2 2 AMufst
LICttrue.

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

ol 7xl2 chg 4ol Chal ABE 0 ObjectLockEnabled7}t 2 AMEl0] Yooz E1H3
Cttrue.

]IolI

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

371 MufstH AMufst 7 %l0| CloudFormation &2 = Cloud Control APIZ CHA| MubE L|C}
Guard Hook0ll CH8ll 22 HZ!o| M=l ZR F 7t & m|=eo| M2 E/LCt o] F7I Z|EHo&=
Violation 2! Fix MEJ} ZEELICH.

A% THof 7} 7
CloudFormation 2E40| 4, AC|O|E == AXEH M RIE2E B7hstod AlZsto] AE efo|
#E|X| ot =% Guard HookE T+ 4E = U&LICH 39| 7 H0lM STACK U2 CHeo =2 Guard
HookE T 4d& £ TargetOperations U&LICH

|
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CloudFormation

s.
2

Guard A =Fodof CHEt 1242 Guard #=I0| HIHE £

CHE2 A5 220| Mo|Z of| M| JLc.

HookContext:
AWSAccountID: String
StackId: String

HookTypeName: String
HookTypeVersion: String

InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

2AATEAWS A ZEEQ| IDYILIC.
StackId

>
12
1A

o40| A E 9| CloudFormation AEHQ| A

HookTypeName

A Z0l £309| o|2QILCH.
HookTypeVersion

Aldl Z01 30| QLI
InvocationPoint

37} A¥E|= Z2H|XY 2R &=HE x|

MA| CloudFormation &

30 cigt Guard #3&! &
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S &8t Zt: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

7t 82 2E{of o|F&LICH.

TargetType

O| {2 ABY & F3 2 A™E STACK [ lLICt.
ChangeSetId

F3 3ES YT s A-E HE ME IDRILICH AB Q10| create-stack, update-
stackE= delete-stack &40 2|5l Al2HEl ZA< 0| gt H|o{ U &LICE.

Proposed CloudFormation Template

CloudFormation create-stack 55 & update-stack Z¢doi MEE A

=~

=
S E 2! gtLch o47]0l= Resources, Outputs 2ot Z2 &=0|

AR E?:.*E'LIEPPropertles
CloudFormation0fl M2 E LH&oi l2} JSON EE = YAML EAE Y 4= & LCt.
delete-stack EJ0{MO| Zf= H|0o{ U&LICE.

Previous
olx|gte 2 B X o2 HiEZ El CloudFormation RIE2/QIL|CH ABO| MME|7HL} AXIElE B2
O| gt H|oq U&LICE.
delete-stack 00| Zf2 H|o{ U&LICE.
(® Note
NME3E HE22 create == update &E 2 fof| MEELICH ABHE AXE M HER gL
O| MZB=IX| &f&LCt.

CHS ollAl l3d2 A = E3 0t o|rof BixZ & ’ES!E o 4lsh= Guard HookE E04ELICH O] oi|A|

HookContext:
AwsAccountId: 123456789012

30 cigt Guard #3&! &
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StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al23-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abcd00

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {}

[

Juj
T
Y
>
g'l_n
fjo
0H
N

Guard Hooke= AEH
Ct. 3 Ct2 o|{et #&I2 BlAA el2dof CHal W= L|Ct #&lo| -
LICt ATf7} gie

I

2
o
1
N
Olm
|
1]
r
o

CHS oM =7} aws : kms EE& Z BucketEncryption SSEAlgorithm A E AEfolM 2l M4
ZESHE AWS: :S3: :Bucket 2|44 fE0| J=X| BItst=E Guard 7 & LICIAES256.
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let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms","AES256"]

<<

Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property

BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"
>>

=0l Che BESI0f Chai ABEIMT} HLICHail.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
T+=l0| Ctg ' E3/oi cHalf A x|M7t ELIClpass.

AWSTemplateFormatVersion: 2010-09-09

Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:

EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

Z30i cht Guard T+=! = 23
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M7 ME & 7hs A

« JlIE HE HNE B I =&
o

7hE W7 ME 2242 Guard T A0lM BIHE £ 2l ClolEfLic,

HookContext:
AWSAccountID: String
StackId: String

HookTypeName: String
HookTypeVersion: String

InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET
TargetType:CHANGE_SET
TargetLogicalld:ChangeSet ID
ChangeSetId: String
{Proposed CloudFormation Template}
Previous:
{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange 2 & #+E2 CtS1t Z&LICH

logicalResourcelId: String
resourceType: String

##: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

30 cigt Guard #3&! & 24
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HookContext

AWSAccountID

2lAATHAWS A ZEEQ| IDRILICE.
StackId

AEH ZFQq0| QI Ol CloudFormation AE§0| AEH4 IDQILICE,
HookTypeName

4™ el £330 o|FLICH

HookTypeVersion

AleiEls Z2H[X'E 23 o] =t |-

S &8 Zt: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

Lt 52 20| 0|& Y

TargetType

HE ME +F $32 AYs

= 3= CHANGE_SET I elu|ct.

SES RS QIS A™ME HE ME | F
stack®E £ delete-stack o] 2|5l A|ZHEl ZH=L0|

2t2 H|o{ Q& Lch
Proposed CloudFormation Template

AAEH

create-change-set 2¢0f| 3= TA| CloudFormation

B Z21elL|C}t. CloudFormation0d| X
2 & Ligoi et JSON EEE YAML EX1EY 4 l&Lct.
Previous
Otx|eo 2 43 Mo 2 HEZE CloudFormation B E S IL|CH AB0| MME|HL X El= AR
0| gt H|oq U&LICE.

N

Z30i chgt Guard T+=! &4
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Changes

Changes 2R LICt 0o{7[0fl= 2lAA BE AFEO| LIFE L C.

G Al

0¥

logicalResourceld

HZAE 2420 =EH BlAA O[S YLIC

resourceType

5t Zt: (CREATE | UPDATE | DELETE)

lineNumber

beforeContext

HE ™ 2laA 549 JSON EAHA:
{"properties": {"propertyl": "value"}}

afterContext

H4 74

o

{"properties": {"propertyl": "new value"}}

CHS ollxl el3d2 A JES], ool bz & "HES! A 2[4 #HE
HoiELICt o] dilxle] IES!2 JSON SAlE AFSELICH

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook

Guard Hook&
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CloudFormation 23 A

HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{
"logicalResourceId": "S3Bucket",
"resourceType": "AWS::S3::Bucket",
"action": "UPDATE",
"lineNumber": 5,
"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":
\"Suspended\"3}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled
\"}}}"
}
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0o
1z
0%
x

M7 MIE Zhedoll CHEt 7t 74

CtS oAM= Amazon S3 HZA Q| 43 AL € EItst oot HIgE8 E|X| et =5 St Guard
ZlVersionConfiguration®L|Ct.

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']
rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)

when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

Guard Hook A4 &=H]|
Guard HookE Md35t7| Toi| CHE AFH =7dg gt=aH{ofF gFLCt.

* Guard T#%/2 o|0] Y dRHo{ok ELICt RtMIBH LIS 2 =30 CHE Guard T#&] 2F 4 B
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= .
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- I8 MU= MK Es dEo
3t LI 2 CloudFormation £ 304 CY S

« AWS CLI E=E= SDKE AM&3t04 Guard HookE 4d5t2{™ IAM T &t
CloudFormationO| Guard Hook& & &3t
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Guard Hook0d| CHst A3 ek MM
Z3E0M AT £3E SE5tE O 2t Hetof Al 82 AF2EFLICH AWS AE.

BAR0| HEYg 2 KI5 = MHE £+ &LIcH 2= K| AWS Management
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CloudFormation

1. Guard HookE dd3st= O AFSE IAM &Hof| CHS (A HE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVexrsion"

1,

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"

]

}I
{

"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resourxce": [
"arn:aws:s3:::my-guard-output-bucket/*"

2
2
g'l_l

o

1
o
2'-'

1
0

rir
!
_O'I_I

jo

o

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

Guard Hook 44 &H|
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"Principal": {
"Sexvice": [
"hooks.cloudformation.amazonaws.com"
]
},

"Action": "sts:AssumeRole"

H %404 A Guard Hook & 435}

[e]l]

Ct2 FAMAIME HEH M Guard HookS & 443815t04 M35ts H™E L 2| A8 E &= UES

= &g 2o{ELIct

=

- 7tE 23 HHEESE)

- 7tE =3 H3HAWS CLI)

- TE AL

e =3 §H3HEE)

Ao M AH8E Guard HookE & ‘35t 5t2{H™

1. ol 212! AWS Management 2& 35t11 https://console.aws.amazon.com/cloudformation
CloudFormation 2£& LIC}.

2. 3HYEO|EM B30 £ E HHEE MEELICI AWS 2[™ .
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aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2
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CloudFormation =

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {
"ruleLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
.
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

- TargetOperations: 37+ B7Ie &S XI'EFLICH
¢ FailureMode: FAIL == WARNZ AdXdstL|Ct.

+ rulelLocation: #%/0| 7<-|"*EIi UR IZE HFELICH S30i MEE ZHA|ol= . guarxd,
czip® o EEE F 5Lty Qlofok g LICHH. tar. gz.

1I°I'

 logBucket: (ME4 AFE) Guard JSON E11A{2| S3 HZ! O|E 2 KIHELICt
« TargetFilters: $3E £ &Y

3. L} set-type-configuration WS AAIst JSON U1}t €74 AH2Et0od 7 HE MEELICE Atz
EAKE EH 222 HhELICH

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
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aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2
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"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String,
"callbackContext": None,
"callbackDelaySeconds": Integer,
g [
{
"annotationName": String,
"status": "PASSED" or "FAILED" or "SKIPPED",
"statusMessage": String,
"remediationMessage": String,
"remediationLink": String,
"severitylevel": "INFORMATIONAL" or "LOW" or "MEDIUM" or "HIGH" or "CRITICAL"
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status

23 35& 2
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&8 4f: (PASSED | FAILED | SKIPPED)
statusMessage

£ AEfoi CHEr AHEUL|CE

remediationMessage

FAILED ME| =% Xt o & Eo0f 2lAA0 &E357}

|
JtstE YHE MEE + A&LiCh

remediationLink

F7t 2x a2 X[ES et HTTP URL LT,

severityLevel
Ol R &0l IErE BT ATHY oI
m olol 2l AZE HEE FAsE
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&

H3Q SEQ oLt

"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
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"hookStatus": "FAILED",

"errorCode": "NonCompliant",

"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

Lambda ¥3 & At&3st0d 2|4 2 HIt
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8504 2|lAAE MM, YO(0|E &= AXE m Elié ’5.*°"9§': ZhFELCH &3 F40i A CHA
RESOURCE %! CLOUD_CONTROL %4 |

LICITargetOperations.

mo |
A

@ Note

delete £3 $HEE{E= Cloud Control APl delete-resource EE £ CloudFormation2| 2]
Eg|7HE A83510qd 2lAATF ANIE AR08t S & ELICtdelete-stack.

=A
« Lambda Hook Z|AA ¢l2d 318
« Lambda Hook 2|44 8474 2124 o

o B|AA Zedo] CHEt Lambda &4 ofl K|

Lambda Hook 2|AA 2l2d 12

3 CHSH LambdaZt EEE|H ZAA S NMOtEI S L £33 & add ZHEAET 2
El JSON ¢l24g ety EL|C}.

CHZ2 JSON =32o| Mo|= o &f| Lt

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,
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"hookModel": {
"LambdaFunction": String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,
targetType": String,
"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}

}
1,
"requestContext": {
IIEII: 1’
"callbackContext": null
}
}
awsAccountId
ot 52l 2[AATFAWS A ZEEQ| IDYLICE.
stackId
O| 240| &%t CloudFormation AEHO| AEH IDQIL|CH. & X} 7} Cloud Control API®! 2AL0| ZEE
= Hl|o{ /I&LICt
changeSetId
%3 &8 AESHHZE MEQ| IDRILICE. Cloud Control APl EEE |, create-stack update-
stackEE= delete-stack 20| o5l 2|44 B4ZF0| A|2FEl B 0| gf2 H[o JU&LCt
hookTypeName
A% 591 £3.9 olgLict
hookTypeVersion
A% S0 £30| HMLLICH
hookModel

LambdaFunction

£30| M &8t 4K Lambda ARNIL|LC}.
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actionInvocationPoint

2 o] Baret x|MeLict

37t e¥El= Z2HIXE
(CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)

requestData
targetName

oL sl oA fELICE of: AWS: :S3: :Bucket.

targetType
oI Sl cha & lL|Ct o AWS: :S3: :Bucket. Cloud Control APIZ ZZ2H|X{<El 2|4
A 9| AL0]| 2f2 LICIRESOURCE.

targetLogicalld

2|%!0| CloudFormation®! Z<

S Z&9| 22|%l0]| Cloud

Lot 52 2lAA0 =2/ IDYLICH 3 5&9| 2
CloudFormation Bl Z3!0fl Ho|El =2 2|AA ID7F ELUICH o]l £3

Control API2l ZL F A=l Zko| ElL|C}.

targetModel
resourceProperties
= B2l 2lA20 KMetE SEULICH ElAAT AKMElE 0| 242 H|o{ U&LIC

previousResourceProperties

dd =d B2l 2laal AAE SHULICH 2|aaE WEstes B0l gf2 Hlof JlaLU
Ch.
requestContext

fok
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A/ A= Lt

38 A¥siRiE
callbackContext
AZ4IN_PROGRESScallbackContextXZ|1l

F37t 2 A
Al L ct.
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Lambda Hook Z|4AA H73 129 of

CHS ofl Al 242 IO|EE AWS: :DynamoDB: : Table ZIAA Q| Ho|E 4% Lambda £3E &
0{&F LICt. 097|A ReadCapacityUnits®| ProvisionedThroughputE 30{A 1022 HZELICH.
Ol&= LambdaodliM 7ol Ar& e &= = Cllo|E{ I LCt.

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
b
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
"targetlLogicalId": "DDBTable",
"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
b
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
b
{

"KeyType": "RANGE",

%30 ci$t Lambda & M4 44
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"AttributeName": "Artist"

I
"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
.
{
"AttributeType": "S",
"AttributeName": "Artist"
}

]I

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
.
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

1,

"requestContext": {
"invocation": 1,
"callbackContext": null

}
}
Blas S0l ABE 4 2= RE 248 Hp{H MM 3% 5 MRAWS:DynamoDB: Table.

2| A A ZHodo] CHEF Lambda &4 o Al

2292 1020t 2 22 M™52{1 A= 5= DynamoDBO| ReadCapacity CHEF 2l4AA |
O|EProvisionedThroughputOll Auisl= ZHEHSH &HQlLICH £ 371 HZ 8™ "ReadCapacity is
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CloudFormation

correctly configured"2t= M 7t
"ReadCapacity= 102 Zteh = glg Lt "2l= &Eef7t EulCt

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;

var targetName = event?.requestData?.targetName;
var response = {

"hookStatus": "SUCCESS",

'message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

¥

if (targetName == "AWS::DynamoDB: :Table") {
var readCapacity =

targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {

response.hookStatus = "FAILED";

response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
};
Python

import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {})
target_model = request_data.get('targetModel', {3})

target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",

'message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')
}
if target_name == "AWS::DynamoDB::Table":

4

S E R0l EAIELICH 20| AB 0| st $371
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# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',

)
read_capacity = provisioned_throughput.get('ReadCapacityUnits')

if read_capacity and read_capacity > 10:
response[ 'hookStatus'] = "FAILED"
response['errorCode'] = "NonCompliant"

response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

Lambda 3 & AL&350{ AEH ZhQd

oF!

7t

ABS M, YO|O|E EEx= AXE motch A RESE BIH5Hod AlZstD AR 2140
E'écﬁilx 2t == CloudFormation Lambda 3 & T+ 8& & U&LICE £3 FE0A STACK HHE
CloudFormation Lambda 3 & 7’88 + A &LICtTargetOperations.

£
01
HU

« Lambda Hook AEH Q|24 12
e Lambda 3 AEH {74 Q|29 o

AEH XFo40i| CHEF Lambda & of A

Lambda Hook A& /24 &

r

AEH Xtod0f CH3H LambdaZt E&EEH £3 & 7AEAE actionInvocationPointl! @& Z4E
AETJF ZEE JSON 70| =2AIELICt CloudFormation ®1Z2!2| 3 7|2t Lambda & 0| M 3{& 35t
= MgtE 24 37|2 Q& AKX HESI2 Amazon S3 Aol K{EELICH o] l2doi= 34X L 0|
EZ2 HMOo| & E CHE Z4x|oi CHEt Amazon S3 AFR URLO| requestData E & ELICH

CHS2 JSON &/39| Mo|= of| M LIC.

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,
"hookTypeName": String,
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"hookTypeVersion": String,
"hookModel": {
"LambdaFunction":String

.
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

"targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

iy

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

F3 Yo oiEt YHEc 2 MSE 2 EZULICH E+ EEQlL|Ct.
awsAccountId

o7} =0l AEHO| AWS AKX ZEH=Io| IDRILCE.
stackID

CloudFormation AEHO| AEH |DQIL|C},

changeSetId

3 &S MEEH#HE MEQ| IDRILICE Cloud Control API EE= |, create-stack update-
stack® £ delete-stack 75.*?=‘.'°1| O|5f AEH B1ZH0[ A|ZFEl B2 0| 2L2 H|o{ }U&LCt.

hookTypeName

M3 B0l 39| olg LIt
hookTypeVersion

A% B0l 30| HELIC
hookModel

LambdaFunction

£30| M &8t $4K Lambda ARNIL|LC}.
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actionInvocationPoint

F37t Al Z2HIME 230 MEE XIH L.
F =8t 2t: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData
targetName

0| Zt STACK &lLiCt.
targetType
0| Zt2 STACK &lLiCt.

targetlLogicalld

El Amazon S3 0|2 MHE URLYLICH

requestContext
%37} ChAl B

invocation

callbackContext
HtetcallbackContextE A< RS E Al 047[0f| EA[E L]

237 2 AXIN_PROGRESSE|
Ct.
b 7kX4Q}oF 3= URLQLICH URLO| Al CHS

H ClO|E{Q| payload 82 2

Y
£ 4~ E 7tx{SLict
{
"template": String,
previousTemplate": String
}

A7(0k7E A
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template

create-stack EE=0f X B E & CloudFormation EZ %!2 'LlEPupdate-stack.
CloudFormationl A& E Li&oil [h2F JSON EE= YAML EXE Y = U&LC.

delete-stack E0{AMO| Zf2 H|o{ QU&LICE.

previousTemplate

0|7 CloudFormation Bl Z 2!2lL|C}. CloudFormationol| XM2=! LHof 2} JSON EE= YAML 2

FE Y =+ A&LICH

>

delete-stack E0{MO| Zf2 H|0o{ QU&LICE.

= 3 L
H7|8E F7tetes HE AHFE Botst AU&LCH

"clientRequestToken": "f8da6dl1l-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
b
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null
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Ct=22 payloade| HIlL|CtrequestData.

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\": {\"QueueName\" :\"NewQueue\"}}3}1}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

AEH KFY0f| CHEF Lambda 4 04[]

i
e
o
9'|_|
rr
y
0
i

Ctg M= A 2] HO|2ZEE CIRELstD, HES JSONE 71 & 245t 1,
I.

£ IL|CFSUCCESS.

export const handler = async (event, context) => {
event?.requestData?.targetType;
event?.requestData?.payload;

var targetType
var payloadUrl

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
I
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
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return response;

};
Python
Python2 A& 3tE{™ requests EO|EEHE[E 742tk ELICH O|Z | 5t242d Lambda Bf +&
(o]

48 W i E TF|X[ofl 2tOI=BHEIE Z&raHiof B LT RIS LHE2 AWS Lambda JHEE R} kLY
Mol S5E0| U= zip HiZ T7|X| S HESFMR.

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template’]
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass

except Exception as error:
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CloudFormation FIANEHM
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate stack operation."
response[ 'errorCode'] = "InternalFailure"

return response

Lambda £ 3 & AtE3t0 HE ME %Y HI}

HE MEE M8 motct HA A HE Al
CloudFormation Lambda £3 & 3 4& %
CloudFormation Lambda £3 & FA3& 4= ¢

EE I©yl5tD ARl oZ MBS Ol 2

AUA&LICH £3 70l A CHANGE_SET 22 CHY o=
l&LICtTargetOperations.

A

* Lambda &3

« Lambda 3 BHZ ME #HZ 2/ of

« HZA ME =40 CHSt Lambda &+ oA

Xtod 0-" E—H %I_}- 124

EX 2=
HZ E=requestDataT E & ELICH

CHS2 JSON 22| Mol of M| LICt.

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

iy

"requestData": {

"targetName": "CHANGE_SET",
targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

ASH DL RASHXIEHE| HO|R S0l HZ MEOIM EUE Elaa
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},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

F3 Yo oigt ez MSE - EZ L

awsAccountId

7} =01 AEH0| AWS A ZEH=lo| IDYLICE.

stackID

CloudFormation 240 AEH IDQIL|CY.
changeSetId

%3 358 ARE ©7 MEQ IDYLIC
hookTypeName

A% 501 £39] olgULich
hookTypeVersion

AI%H |_ %aol H_lx-|0||_||:|.
hookModel

LambdaFunction

F30|M &8 #x Lambda ARNIL|C}
requestData

targetName

O| Zt2 CHANGE_SET JL|Ct.
targetType

O| Zt2 CHANGE_SET ¢JLC}.
targetLogicalld

#4734 M E ARNQILICE.
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payload

U= JSON ZiA|2to| fH44E MEAM E et B8 S5 0| L& E Amazon S3 0O|

#Hxl MES0| 2l
2| MEE URLILIC.
requestContext

SEE|E A0| ZA|I7F MAHE

FI7ICAL &

invocation

callbackContext
Al 04710 EAIEIL]

T

237} 2 A™IN_PROGRESSE|1 BtEtcallbackContext®E AR AE

Ct.
e oS A 7|0k U

& Clo|E{el payload £d2 A =7} 7kX4etof 8t URLRILICH URLO| &=

Y
£ AAME 7S Licth
{
"template": String,
"changedResources": [
{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourcelId": String,
"resourceType": String
}
]
}
template
create-stack EE£0i M3 E ™A CloudFormation ®lE 3! lL|Ctupdate-stack.
CloudFormation0f| M3 & LHE0] 2t JSON = YAML EXHEY = U&LICH
changedResources
HAE Z|AA S2QLCH
AH A4
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action

S &8t Zt: (CREATE | UPDATE | DELETE)

beforeContext
HE H Blas &4

afterContext

0| HZ METJ M¥ElE AP BlaA 4440/ JSON EAFGEQLICH BlaAT7t A ME Mol gt
I o

= =
nullILIC}. O] JSON EAt¥e| 2 E £ L =Xl ¢S XA

lineNumber

HESoMHo| HEE dozl W HE elL|Ch 2efo] @1 A< DELETEO| 22 nullLICH.

logicalResourceld

\|

H47d IOl 2|AA 9| =2 2|AA IDQILICE.

resourceTlype

15
ox
o

2l 2[4 |L|CH

>
=0
o
]IO

—

E Wz 2z of

Lambda £3 844 M

o
T

ME #8 = 9| of| ULICH CHE oMo E #HE MEM T gt HE A E = =
2 t= CH7|¥E AXshHeE ZlLICiCoolQueue. & BHMH B3 AtE
ZdelL|CNewCoolQueue. OFX|2H 8473 Abet20] CHEH ool E L

N
Q'I_l
rr
>'_L\-|J

"clientRequestToken": "f8da6dl1l-b23f-48f4-814c-0fb6a667f50e",

"awsAccountId": "123456789012",

"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc0abc000",

"hookTypeName": "my::lambda::changesethook",

"hookTypeVersion": "00000008",

"hookModel": {

| JSON EXtALICH 2|AAE H-E o] 2t2 nulliLICE 0] JSON
|
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"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
1,
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "
1,
"requestContext": {
"invocation": 1,
"callbackContext": null

CHZ2 payloadl| of|lLICtrequestData.payload.

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
' AttributeType: "S"\n' +
! BillingMode: "PAY_PER_REQUEST"\n' +
! KeySchema:\n' +
! - AttributeName: "PK"\n' +
! KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +
! PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +
! QueueName: "NewCoolQueue"',
changedResources: [
{
logicalResourceId: 'SQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
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afterContext: null
.
{
logicalResourcelId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue'’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
.
{
logicalResourceId: 'DynamoDBTable',
resourceType: 'AWS::DynamoDB::Table',
action: 'UPDATE',
lineNumber: 2,
beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',
afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'
}
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ZHERSE B = IL|CFSUCCESS.

export const handler = async (event, context) => {
var payloadUrl = event?.requestData?.payload;
var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

};
try {

CHE OIS 7 ME S HOIZE8 CH2 R E6tm 2 M7 AR S HHE 3t C1 8 U
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const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [];
for(const change of changes) {

var beforeContext = {};

var afterContext = {};

if(change.beforeContext) {

beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);

}

console.log(beforeContext)

console.log(afterContext)

// Evaluate Change here
}

} catch (error) {

console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";

}

return response;

};
Python
PythonZ A& 3tE{™ requests EO|EEHE[E 7Hx{2tok ELICH O|Z | 5t242d Lambda Bf +&
(o]

MAEE mf i E TiZ|X|of 2tolEHEIE =&
Mol B540| U= zip HHZE THF|X| MHE FESHA L.

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:

SHoF & LICt. RtAMIEt LH& 2 AWS Lambda 7HEFX}F OFLH
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change_set_hook_payload_request = requests.get(payload_url)
change_set_hook_payload_request.raise_for_status() # Raises an HTTPError

for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()
changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {}
after_context = {}
if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])
if change.get('afterContext'):
after_context = json.loads(change['afterContext'])
print(before_context)
print(after_context)
# Evaluate Change here
except requests.RequestException as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
response[ 'errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"
return response
= =
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JSON

"Vexrsion":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"

]
},

"Action": "sts:AssumeRole"
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Lambda %3 &445HAWS CLI)

74| o|'7| 7('|O'|| Lambda & ‘JI\‘QI'OI —l—ﬂo'” AI'ogE =0 ==
et )

Lambda &+ & 445104 Lambda 3.0 CHE!

Mg FEFAMLR.

HHoIMH AH8E Lambda 3 & & 35t5t2{HAWS CLI)
1. 3 938 AIEtEd™ O S activate-type BES AL85t01 X2 EAIKE §H o2 HiE L
g &lgLict AWS AHE.

e o=
ch. Ol WL $370IM XIME M A2 ABHES 52/ g

>

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \

--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \

--type-name-alias Private::Lambda: :MyTestHook \

--region us-west-2
3H& 2= 5lt{H JSON 71d W AUS AtEstod FIE FsH ok gfLICH

O| JSON IS HEELICE RtMEt LiI82 =3 748 27|01 F&

$ cat > config.json

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus":
"TargetOperations": [

"CLOUD_CONTROL"

"ENABLED",

1,
"FailureMode": "WARN",

"Properties": {
"LambdaFunction":
west-2:123456789012: function:MyFunction"
b
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

"arn:aws:lambda:us-

Lambda 3 &M


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
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* HookInvocationStatus: ¥3 & & ASIENABLEDSIEH 2 A LICE.
- TargetOperations: 37+ B7I& &S XI'EFLICEH

¢ FailureMode: FAIL == WARNZ AdXdstL|Ct.

LambdaFunction: Lambda &%2| ARNS X|&&fL|Ct.

M
ok
it
I
=0
o
fmjo
A
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o
=
ful

- TargetFilters: ¥3E %

3. LI set-type-configuration BWHEZ M4 JSON Tt U1t &7H AFE 510 S MEFrLICE RtE|
EANRE §H g2 HiELICH

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

rk

Fed 2| AA
CloudFormation AEH EIZZ10{ A Lambda £3 & MAHSE A O|5H5tE Ol AISE
= e HES o XME MBELICH REMIEH LHE 2 AWS CloudFormation AFHE AHA{ 9|
AWS::CloudFormation::LambdaHookE & X 35lM|2.

H’Eo| M Lambda 3.0 Cigt 23 27|

Lambda £3 & AE5l= B Lambda 2£0|M A5 E¥ EIM 2O tUE HE = U&LICHL
Lambda 2&0|A Lambda 3 21 E7|

Lambda 3 &3 21 1} Eo{H

1. Lambda &0 212l L|C}.
2. 3 MEHO| B I 20iAM AWS 2ITE MEISHLICE
3. g5 ME4ELICEH

4. 93tE Lambda &8 MENSHLICE

Lambda £30{| Cigt 21 E7| 66
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5. HAE RS MEHELICE

6. CloudWatch Logs Live Trail £1&H

7. EELCI2 HFE MBSt Eedes 23 a5 MEHELICH
8

AlZtE MEMEL } CIoudWatch Logs lee Trail &of 227} EAIELICH 7|12 Mo wzF Lo

Lambda

greof CHet 23 E7(of ci$t XEAM|EH LI 2 Lambda & =0 Ci$F CloudWatch Logs £7|2
xI-X °|.A-||_9_

H &0l A Lambda &3 AHA]|

2tM3L=El Lambda £ 371 O O|A EIQ5HK| ot AL b2 ™xfof et A& oA APA|EF L CE.

232 AAste Al UAHo 2 HIgAstsledH MMM & X 5HMIRCloudFormation £ 3 H|EHA15}
ol =

« A™Ho|M Lambda £3 A XM(EE)

. Ao M Lambda %3 ALK|(AWS CLI)

Aol M Lambda &3 AFA|(2

Mk

)

H X0 Lambda £3 & ArX||5l24H

1. o 232! AWS Management 2& 311 https://console.aws.amazon.com/cloudformation
CloudFormation 2&& jLict.

2. 5t0 MEHO| B Dol M £37F YEE MEHELICH AWS 2IH .

3. EHM oM 238 MEELC

4. FIHOIXIIM AME Lambda £I8 F&LICH

5. %3 Yol #elEte M5t ANE MELICH

6. QI HAIX|7} EAIZ|H =3 0|2 U=stod X|HE 3 X E &QlEt S AKE =g L
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs-view.html
https://console.aws.amazon.com/cloudformation/
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238 MASte{H HNM £3 8 HIEMHststoF guich RHAEH I8 2 A-M 3 HIgHst
a

ol 2 ASHAWS CLI) B2 R X5t AIA2.

CHS deactivate-type BEE A& ot0 AH0IM £3E M7Hst= £ E HIEISHELICE RtE| AR

(=]
=
E EX Zto 2 "HbEL|C}

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2

CloudFormation CLIE AI235t0{ AFE X} X|H =3 74

o MM2 AL A} XY £ Ji&t 3t 1 CloudFormation BIX|AEE|0| SE5iciE 1S

LICH £39| =0 I:H°F 7012 CloudFormation 2+ Python EE= JavaE AtE35t0{ AHA| £3 8 7Y, &
g HAE, 22| L AA|SHZ7| &8 710|EE MBS ELICE.

MEX XHE £33 E JesteE dle Ml 7R &2 BEAI7E /&Lt
1. AI=
MEX X|H £3 2 7HE6l2{™ CloudFormation CLIE 745t AL 8HoF &L|CH £30| Z2ME

of et melg AlZstEZ{™ CloudFormation CLI init & ALEstD £33 & HESIES XIHE

= L
LIC XtAMIEE L2 AF2 A K| CloudFormation £3 T2 M E A|ZF B2 2 X SHAAIL

2. 2
3 A7|0E REE M A ASSeAH £33, Y &4 2 S48 HolghL|c
CloudFormation CLI=E § £3 & X|Hol| sliEst= Bl SHEE g2 MAEELICH o|g{8t SHE
2ol RtA| 228 F7H5t04 CHA =& F7|0| Z EHAH0IM £3 & Fof & MlstE A& S Klo{&
LICt RtMIEH LHE e AL A X|H CloudFormation £33 ZE 2! CHA2 & X5 A AR
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FOE SSotodH Zetolt! EE HER| A AABIMoz S5 £3 8 MEFLICH submit
Hol| £ & SSELICH RAEH LIS 2 ofl AL8 X X8 £ 3 S5 CloudFormation EHHE & &5t
AAIQ

= o —

£3 SE1} 2HE A2 o3 st
a. AAl - 237} BlIX|AE 2|0l AAIELICE

b. 741 - $3 R Tao| Ashol Cieh 2EE mf PAELICH

(® Note
235 30% $0f AlZH ZDHE|T 2/ch 33| MAISELICH KA LIRS RIBH AlZH 2 RHA

T HE EElg HESHAAIR.

=AM
« At2Z} X|™ CloudFormation £3 7Het 2 I8t AFM =
o AM2Z} X|™ CloudFormation 3 Z2ME A%}

« AF2 X} X|™ CloudFormation £3 2 &2

« 0ol AFE X} X|H £3 S5 CloudFormation

o oM AF2 A} X|H &3 E|AE AWS HH

« AR XE =3 YO|0|E

e CloudFormation tIX|AEZ|0MH AFZA X|H &3 55 FA
- HEE AEE 28t =3 AAl

« CloudFormation &30 CHet A7|OF &2 &=
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Java EEE Python2 AL&3t0{ AL8 AL XIE =3 ateh o+~ QELCH ChE2 AL8AH X|H £3.& 7N

gh5t7| QU AP ZZALICE
Java A =74

* Apache Maven

- JDK 17
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(@ Note
CloudFormation BHEZE QIE{H O|A(CL)E At&310{ Java8 £3 T2MEE A|Z5i2{H
Python 3.8 O|& = M x%|3Hof & LIC} CIoudFormatlon CLI& Java Z22{192!2 Python 2 &
2HE pip (PythonQ| THZ|X| EE|RHE Sl dx[e = AU &Lt

Java Hooks ZZHME| CHer £3 HEHE F¥I6t24H Java Hook SHEE] oA I} L S CIR2EE5HH
ELICH

Python AF& =74

* Python H{7 3.8 0|4},

=3

o
In

Python Hooks ZT2ME 0] CHEt 3 }MEHE F85+24™ Python Hook &4 0i|Al| Tt S C}
&t ElL|Ct

CloudFormation Create, Update®! Delete A &t 2|0 = CH= AWS CloudFormation X @40i| CH
gt AM|A Heto| HREFLICH ol248t Zr ol CHEr HAM|A = IAM 23E 2| CloudFormation H2 2 S
zh2|Euct

* register-type
* list-types
* deregister-type

» set-type-configuration

to

KEMIEH LI 2 CloudFormation 301 CHEH IAM T8 F04 BHHE R X SHAA|

=30 CHEE 7Y &8 48

3 E 7§e5t2{™ CloudFormation & Z 3!} Python EE= Javaoll &l=3foF & L|C}.

CloudFormation CLI & 2t&d Z2{1218 A x|stedH™:

1. Python I{7|X| #2|XtpipQlE At&3t0{ CloudFormation CLIE A %|gfLICE.
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
samples/java-handlers.zip
https://www.python.org/downloads/
samples/python-handlers.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/register-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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CloudFormation %3 A
pip3 install cloudformation-cli
2. CloudFormation CLI€ Python & Java £Z22{1918 M&|&L|CH
Python
pip3 install cloudformation-cli-python-plugin
Mg A 8E = JaLct

Java
pip3 install cloudformation-cli-java-plugin
stE{ JasolE &

CloudFormation CLIZ} E841 2l ¢8| 0]

pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin

Python
Java
pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin
| € Xl X|™ CloudFormation £3 T2 ME A|Z}
$3 Z2MES MM X MW ElE ZRMES AStsE TYULIC
i ' 850 88X XIH 3 Z2MEE AZE = et
3*5+01 Z2HME M™Z otists DFHALE AIRFEfLICE O] &7
|8t AR HS 2 AFSEILICE REAIRH LI 2 A 7|0k

232 Hooks A 7|0 T}

init &
ot IdE £ 32| Mol= et o|n0] 7<1| 1l
TE EAS AXFAR
3 Z2YMES AR5
1. ZZHMeo|C|HEZ|E MAMELICE.
mkdir ~/mycompany-testing-mytesthook
2. MECEEEZ|Z o|SgELict
2HME AF 4l
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cd ~/mycompany-testing-mytesthook

3. CloudFormation CLI init HEE Al85l0d Z2MEE A|ZH&tL|Ct.
cfn init
HHS OIS E248 whetehLch

4. init BF2 Z2HE AHEES orListE OFHALE ARTRLICEH HIAIX|7F ZAIZH hE 2= st0q

Do you want to develop a new resource(r) a module(m) or a hook(h)?

5. %3 R0l 0l&S YHHLICH

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

6. 2o Z2{1¢elo| stLiEr EX|E F2 7|2XMez ME{FELICH 2o E2{2lo| F 71 ol HdX|E
B2 ot 2oE MEE = QU&LCt MEHE dodol CHEt At MEHES l=dgLCt.

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. A=iE i QloiE Yl¥to 2 my|WE MBI

72
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Use dockexr for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python

packaging.

Java
Java I{Z|X| O MMstn ZE e el MEfgtL|Ct 7|2 Ti7|X| O|&§ 2 AF&3H7HLt
M Z{Z|X| O|&

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README . md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

(® Note
src C|HE{Z|o| mpU2 101 MEHof [t ME LCH S ool H 7t X| S8 Mot
oflX[7F U&LICH of 22 UF md2 HEDS| HEIY I EE F7t517| 2I5H generate BH
2 A& o|% A0l A models. pyAlS 22 UHI0|E




CloudFormation 53 M2 MEA

A2 X} X|Z CloudFormation £3 2= 2!

A&t X|H CloudFormation 38 ZRS2{H £33, £ U £42 Ho|st= A7|0HE M35
Of &LICt cfn init BHS AIE5t0 AIEA XY £33 ZENHEE MYstH ol £3 &
JSON EA|o| HIAE W 2 MELICthook-name. json.

e 32 XY A Ol HY2 F37 2EE= HEe x|™E XIGELUCH =3 #SS = ol2{Et
K|&oi cHet A ot ALK X|H 22 E ZAERLICEH o & S0{ CREATE Aol Cd A2
preCreate HELHE AISELICH S| HHEE =& F3 o & MEIATH LRIsteE HYS
=dg M sEEHLICH F3 0142 371 3EEIE Y LICH CloudFormation HE 2| 2[4 A, ZE}
Ol ElAaa EE= AFSAE XY ElAaAet Z2 Oy 2 XEY = U&LICH F3E FAEe =3 Oiy

£ K|BELIcH

Zlotolle =30 Hest Heto| k(o] U&LICH.

| = -I
Fojst= EE 2o S 2= ME st S WY ELICHL
(l.)=-.l O

CHS A7|0F U E AXHEo = AL8Stod 238 Holg = J&LICH £33 A7|0HE AL Sto] F3iE
HEHE XY LICH EH HSHE Foiotx| =5 MEE B =3 A 7|0t sHEH MMM |
HErLICE A 7|00l CHEE REMIEE L2 MM E B RStMA 7|0 78

{

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation”,
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
}
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
}
"encryptionAlgorithm": {
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"description":"Encryption algorithm for SSE",

"default":"AES256",

"type":"string"

}

},

"required":[

1,

"additionalProperties":false
I
"handlers":{

"preCreate": {

"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [

]

I
"preUpdate":{

"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [

]

},
"preDelete": {

"targetNames":[

"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

]

}
I
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"additionalProperties":false

A
« JavaE AF&35t0{ AL X} X|™H CloudFormation 3 2 & &

« PythonZ AFE35101 AHE Xt X|H CloudFormation 3 2 &3

A-&X} X CloudFormation ¥ 38 REZS2{MH £3, 4 U £42 HolFt
grLict o] AkEMoIME Javas AF250d AA8XF XXM £33 2HE

0

Java 7|8t 3 Z2ME = Mavenl| pom.xml TtUS SEHOZ ALSELICH CHS MMHE =& 6tD
=
=

ZZME FEO| pom.xml T SA

3
r
n

=3 Z2ME F&4(pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
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<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>
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</dependency>
<!l-- https://mvnrepository.com/artifact/com.google.guava/quava -->
<dependency>
<groupId>com.google.guava</groupId>
<artifactId>guava</artifactId>
<version>29.0-jre</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-
cloudformation -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<!l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-dataformat-cbor -->

<dependency>

<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>
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<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-
modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupId>org.json</groupIld>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>

Hob
Hu
H
I
o

80



CloudFormation FIANEHM

<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupId>org.junit.jupiter</groupld>
EEN=EE 81



0o
1z
0%
x

CloudFormation 23 A

<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
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</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
<commandlineArgs>generate ${cfn.generate.args}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupId>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
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<sources>

<source>${project.basedir}/target/generated-sources/

rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupId>org.jacoco</groupIld>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
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<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>
<directory>${project.basedir}/target/loaded-target-schemas</directory>
<includes>
<include>**/*.json</include>
</includes>
</resource>
</resources>
</build>
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</project>

Jm

£3 z2ME 1§7|X|E MAELICH CloudFormation CLIE £3 Aol Ho|El CHA =& F7|9|
S 3 ol siEsts Bl SHEX &4+E Mdgct

Generated files for MyCompany::Testing::MyTestHook

(® Note

o O|& MAEEIX| ofe= HEHE AHE5HX| oL == Lambda FEF 0| up-to-date & EHQIX| & Q1Ef
LICH RtAE LIS 2lAA RF 2 F30i CHE Lambda HEHY MOI0|EE XML

Tst7|2 Mep S0l A £3 BSE HEHY TS FILELICH o S0 2 Qs ot
ICEE FIHE = AsLC
logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());
CloudFormation CLIE 8t & Java Zix|(Java POJO)E MAHELICH CIS 20 MM E £21 of x|

QIL|CAWS : :S3: :Bucket.

Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import...

@Data
@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
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@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore
private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore
public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

xample AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
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public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty("RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
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private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
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if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

}
// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;
}
@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;

Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import
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@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import ...

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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1. IDEMIAM src/main/java/com/mycompany/testing/mytesthook £H0| U&=
ClientBuilder.java Tt 3L}
P

=
2. ClientBuilder.java Wto| ™A L& E Ctg T EE HHELICH

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**
* Describes static HTTP clients (to consume less memory) for API calls that
* this hook makes to a number of AWS services.

*/
public final class ClientBuilder {

private ClientBuilder() {
}

/**
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* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.

*/

public static Ec2Client getEc2Client() {

return

Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();

}

APl & Mlo|7{ 2 Y

1. IDEMIAM src/main/java/com/mycompany/testing/mytesthook ZH0i| U&=
Translator.java I+ ALIC}
2. Translator.java Ito| MA| L& S CtE T EZ HHELICEH
Example Translator.java
package com.mycompany.testing.mytesthook;
import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;
/**
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/
public class Translator {
static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();
}
static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();
}
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static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken)

return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String

IDEO|M src/main/java/com/mycompany/testing/mytesthook £EH0I Q=

t) {

return GetBucketEncryptionRequest.builder().bucket(bucket).build();

o

AbstractTestBase.java IS iL|C}.

}
bucke
}
}
H 3= 7
1.
2.

AbstractTestBase.java IOl M| LS Ot I EE HHELICH

Example Translator.java

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import

com.google.common.collect.ImmutableMap;
org.mockito.Mockito;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.auth.credentials.AwsCredentialsProvider;
awssdk.auth.credentials.AwsSessionCredentials;
awssdk.auth.credentials.StaticCredentialsProvider;
awssdk.awscore.AwsRequest;
awssdk.awscore.AwsRequestOverrideConfiguration;
awssdk.awscore.AwsResponse;

awssdk.core.SdkClient;
awssdk.core.pagination.sync.SdkIterable;
cloudformation.proxy.AmazonWebServicesClientProxy;
cloudformation.proxy.Credentials;
cloudformation.proxy.LoggerProxy;
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import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {
loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime

) {
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@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

i

Hob
Hu
H
I
o



CloudFormation 23 A

0o
1z
0%

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

72 $HEe 23

1. IDEMIAM src/main/java/com/mycompany/testing/mytesthook ZH0i| U=
BaseHookHandlerStd.java ItE iL|Ct.

2. BaseHookHandlerStd.java 9| M| LI&2 Ct& T EZ HHELICH

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqs.SqsClient;
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import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing::MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqgsQueueRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder::createSqsClient),
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typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger !'= null) {
logger.log(message);
} else {
System.out.println(message);
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1. IDEMIM src/main/java/software/mycompany/testing/mytesthook ZH0| U=

PreCreateHookHandler.java ItE dL|C}.

2. PreCreateHookHandler.java Tto| M| LIS CtS T EZ HiELICH

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSgsQueue;

import com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;

import org.apache.commons.collections.CollectionUtils;
import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.HandlerErrorCode;
import software.amazon.cloudformation.proxy.Logger;
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import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.list;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSgsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSqsQueueTargetModel.class);

final AwsSqsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
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HookStatus resultStatus = null;
String resultMessage = null;

if (bucket != null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {
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resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqgsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();
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final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

preCreate HAE H0|E

1. IDEO|AM src/test/java/software/mycompany/testing/mytesthook ZH0| U=
PreCreateHandlerTest.java It dL|C}.

2. PreCreateHandlerTest.java Tto| M| LIS CtS T EZ HFELICH

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSgsQueue;

import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;

import org.mockito.junit.jupiter.MockitoExtension;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.LlLogger;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Collections;
import java.util.Map;

import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

Hob
Hu
H
I
o

105



CloudFormation F3 A8 HYAM

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {

final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
""SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is

incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,

"AES256", null);
final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =

handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket

with name: amzn-s3-demo-bucket");
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}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel(unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)
.isThrownBy(() -> handler.handleRequest(proxy, request, null,
logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")

ol
Hu
H
I
o

108



CloudFormation

.satisfies(e ->
assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,
final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();

assertThat(response.
assertThat(response.
assertThat(response.
.getMessage()).isNotNull();
assertThat(response.

assertThat(response

private HookTargetModel

getStatus()).isEqualTo(expectedStatus);
getCallbackContext()).isNull();
getCallbackDelaySeconds()).isEqualTo(0@);

getMessage()).isEqualTo(expectedErrorMsg);

createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",

resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSqsQueue buildSgsQueue(final String queueName, final String

kmsKeyId) {

return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue

.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId

) {

return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(

Collections.singletonList(
ServerSideEncryptionRule.buildexr ()

Hob

(0
H
Mz

ou

109



CloudFormation 23 A

.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket

.build()

).build()

)
) .build()

).build();

preUpdate SHE2 +3

preUpdate

HE ~
preUpdate HEHE OS2 =8
« AWS::S3::Bucket 2|AAQ| AR £33 = CtS0 42 B0l MEEHLICE

 Amazon S3 HZ!o| HZ! & 53t AT 2|F 0| +HEIX| eft&LICH

2 2E

mn

preUpdate H
1. IDEMIAM src/main/java/software/mycompany/testing/mytesthook ZH0| /U=
PreUpdateHookHandler. java ItE dL|C}.

2. PreUpdateHookHandler.java Tto| M| LIS CtE T =2 HELICH

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

CHe&ofl CHE AC|OIE % ™ol AlZfsteE ESHE FRIgfLICH

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.hook.HookStatus;
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import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.list;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
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if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
) .build();

for (int 1 = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue™)
.build();
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}

preUpdate E|AE AC|0|E

1.

2.

PreUpdateHandlerTest.java It

IDEO{M src/main/java/com/mycompany/testing/mytesthook 2|

ol o
== =

LICH.

PreUpdateHandlerTest.java Zto| MA| LIS OIS T E=Z HEELICH

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;
org.mockito.Mock;
org.mockito.junit.jupiter.MockitoExtension;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

java.util.Arrays;
java.util.stream.Stream;

exceptions.UnsupportedTargetException;
proxy.AmazonWebServicesClientProxy;
proxy.HandlerErrorCode;

proxy.Logger;

proxy.hook.HookContext;
proxy.hook.HookHandlerRequest;
proxy.hook.HookProgressEvent;
proxy.hook.HookStatus;
proxy.hook.targetmodel.HookTargetModel;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {
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@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", "SHA512", "AES32")
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.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);
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private HookTargetModel createHookTargetModel(final Object resourceProperties,

final Object previousResourceProperties) {
return HookTargetModel.of(

ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(

final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules

) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)

).build()

).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sSEAlgorithm(encryptionAlgorithm)

.build()
) .build();

preDelete =2 +3
preDelete HEZHOIM X|HE 2= CHa ol CHEF A 2Fd Tof| A|Zfet= HEBHE FRATLICE
preDelete $HE 2
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preDelete $HE2{ 2T
1. IDEMIAM src/main/java/com/mycompany/testing/mytesthook ZH9|
PreDeleteHookHandler.java Tt L CH
2. PreDeleteHookHandler.java Tto| M| Li&S Ct& T EZ HiELICH

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import

com

com.
com.
com.

com

0rg.
org.

.google.common.annotations.VisibleForTesting;

mycompany.testing.
mycompany . testing.
mycompany.testing.mytesthook.
.mycompany.testing.mytesthook.
apache.commons.lang3.StringUtils;

mytesthook.
mytesthook.

model.
model.
model.
model.

apache.commons.lang3.math.NumberUtils;

aws.
aws.
aws.
aws.

s3.bucket.AwsS3Bucket;
s3.bucket.AwsS3BucketTargetModel;
sqs.queue.AwsSqsQueue;
sgs.queue.AwsSqsQueueTargetModel;

software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof
sof

awssdk.services.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

tware.amazon.

tware.amazon. services.
services.
.sgs
sgs.
sgs.
sgs.
sgs
sgs.
.sgs.

tware.amazon.

tware.amazon. services

tware.amazon. services.

tware.amazon. services.

tware.amazon. services.

tware.amazon. services.

tware.amazon. services.

tware.amazon. services

tware.amazon.

tware.amazon. proxy.
proxy.
proxy.
proxy.
proxy.

proxy.

tware.amazon.

tware.amazon.
tware.amazon.
tware.amazon.

tware.amazon.

exceptions.

Amazo
Handl
Opera
Progr
Proxy
hook.

s3.S3Client;
s3.model.Bucket;
s3.model.S3Exception;
.SgsClient;

model.
model.
model.
.model.
model.
model

GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;
ListQueuesResponse;
QueueAttributeName;

.SqsException;

CfnGeneralServiceException;
nWebServicesClientProxy;
erErrorCode;

tionStatus;

essEvent;

Client;

HookContext;
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import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.List;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqsClient;

@Override
protected ProgresskEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));
}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
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.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());
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final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetlLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;

121

ol
Hu
H
I
o



CloudFormation

do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

.build();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
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throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);
}
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PreDeleteHookHandler.java ZI+U& @iL|CH.

}
preDelete
1.

2.

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.google.common.collect.Immutablelist;
com.google.common.collect.ImmutableMap;

com.mycompany.testing
org.junit.jupiter.api
org.junit.jupiter.api
org.junit.jupiter.api

org.mockito.Mock;
org.mockito.Mockito;
org.mockito.junit.jupiter.MockitoExtension;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
.cloudformation.proxy.hook.HookHandlerRequest;

amazon

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3

sgs.
sgs.
sgs.
.model.
sgs.
sgs.
sgs.
.model.

sqgs

sqgs

S3Clie
model.
model.
model.
model
model.
model.
model.
model.

.model.

SqgsCl

model

model.
model.

model.
model.

IDEO{M src/main/java/com/mycompany/testing/mytesthook 2|

PreDeleteHookHandler. java It¥o| M| L& Ct& I =EE HHELICEH

.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
.BeforeEach;
.Test;
.extension.ExtendWith;

nt,;

Bucket;
GetBucketEncryptionRequest;
GetBucketEncryptionResponse;

.ListBucketsRequest;

ListBucketsResponse;
S3Exception;
ServerSideEncryptionByDefault;
ServerSideEncryptionConfiguration;
ServerSideEncryptionRule;
ient;
GetQueueAttributesRequest;
GetQueueAttributesResponse;
GetQueueUrlRequest;
GetQueueUrlResponse;
ListQueuesRequest;
.ListQueuesResponse;
QueueAttributeName;

cloudformation.proxy.Logger;
cloudformation.proxy.OperationStatus;
cloudformation.proxy.ProgressEvent;
cloudformation.proxy.hook.HookContext;
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import

import
import
import
import
import

import
import
import
import
import
import

software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.
java.util.
java.util.
java.util.
java.util.

static
static
static
static
static
static

org

org.
org.

org

org.
org.

Arrays;
Collection;
HashMap;

List;
stream.Collectors;

.mockito.ArgumentMatchers.any;
mockito.Mockito.mock;
mockito.Mockito.never;
.mockito.Mockito.times;
mockito.Mockito.verify;
mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
logger = mock(Logger.class);

}

@Test

public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketList = ImmutablelList.of(

);

B
B
B
B
B
B

ucket.builder().name("bucketl").build(),
ucket.builder().name("bucket2").build(),
ucket.builder().name("toBeDeletedBucket").build(),
ucket.builder().name("bucket3").build(),
ucket.builder().name("bucket4").build(),
ucket.builder().name("bucket5").build()

final ListBucketsResponse mockResponse =
ListBucketsResponse.builder().buckets(bucketList).build();
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when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message('"No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsSqsQueueSuccess() {
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final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
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createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"
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when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())

.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sseAlgorithm(a)
Lbuild()
) .build()
)
.collect(Collectors.tolList())
);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

).build();
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Generated files for MyCompany::Testing::MyTestHook
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LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLIEO|A src/models.py IFUS MAEHLICH A A 7|0}

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,
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Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,
)
from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:
if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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_TypeConfigurationModel = TypeConfigurationModel
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preCreate $HE0{= AWS::S3: :Bucket EE£= AWS::SQS: :Queue Z|AA0| CHEF M
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2holgt
« AWS::S3::Bucket 2|AA9| AR T3 = C30] true@! BBt STHELICH
« Amazon S3 HHZ! & £ 35t7F ™ &[0 Q&L
« E{Zloil CH3H Amazon S3 H
« Amazon S3 HZ!o| MM E &5t dT2EO| S2HE LI EEYLICE
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« AWS Key Management Service 7| ID7} A& EL|CH.

preUpdate $HE 2] 734

preUpdate $HE
preUpdate == CHSE A LICH

o AWS::S3::Bucket B|AAQ| AR 3= C}21} e A0 ok MEsrL|Ct.

« Amazon S3 H{Z!2| HZ! & &3l d 1 2|&EO0| +™HE[X| AU &LICEH
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preDelete E2H +

preDelete
preDelete H

r

SclolM X[HE ZE CHefoll CHE &AM Zhd ™ol AlZfst= 2
Stic OS2 s&Lc

IDEOIM src EEH0|| Q= handlers.py TS HL|CH

handlers.py Tto| A LHE S ClS ZEE HiEL|CH

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getLogger(__name__)

TYPE_NAME = "MyCompany: :Testing: :MyTestHook"
LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint
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def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm:
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(
"SSEAlgorithm"
)

str

kms_key_id = server_side_encryption_by_default.get(

"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an

AWS: :S3: :Bucket

if encryption_algorithm == required_encryption_algorithm:

if encryption_algorithm == "aws:kms" and
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bu
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"

not

cket with
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else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
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if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:

{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)

previous_bucket_encryption_configs = previous_resource_properties.get(
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"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
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"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)
else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

CIS 52l of AFE X X|H £3 S5 CloudFormation EHH S 2 0o|S&L|Ct.
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ofl Al Al K| &3 SE CloudFormation

SE 5ok AF8 & CloudFormation = {&LICt. O] AlMo|M=of
= YHS dotELIc AWS AH.

JavaZ F3E /Lt B MavenS M E5tod IH7| A EHLICH

F3 ZzMEQ|CIMEE|M OIS BHE Mdstol 38 Westn, HR HAEES Adsty, =2
ME £ CloudFormation ZIX|AE 2|0 3 & KMEstE Ol AHSE & U= JIAR U= mi7[EELICH

mvn clean package

$38 S=82{H

—

(M4 AR configure & us-west-2X|E35t04 7|2 AWS E2|H 0|2 2 F/8&LIct

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [Nonel: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

AL

2. (MEALE) CHE BB2 Hook Z2EMEE S56tX| ot st o mf7|FefLICH.

$ cfn submit --dry-run

3. CloudFormation CLI submit 212 Al235t0d £3 & SS&HLICH

$ cfn submit --set-default

{’ProgressStatus’: ‘COMPLETE’}

4S8 141
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"TypeSummaries": [

"Type": "HOOK",

"TypeName": "MyCompany::Testing::MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before

creating or updating"

}

[}

2. F39|list-type EHTypeArntME HM5tD X{EFLICH

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook
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CloudFormation
«  HAHoIM 3 E FM35H2{M SetTypeConfiguration S AFEEFLIC} O] H Y2 £39| A
gdstghLct oS oMol HE #4100

7|0f properties MMof| Ho|El 30| K42 M
minBuckets £40| 2 MHEE/LI|CH

@ Note
AEoH =3 E &M
AWS 7. CloudFormation2 A& X}o|

2 MN|7H& LIt CloudFormation2 1124 EE
7| ™ol &3 HEts AEStD £37F 52

gtstH = 37H0d M JHOIE._I THetE MEsIEH
X

Fo| 74 olO|HE X|I™E&LIct AWS 2|,

3 #yo

O
r

SUs HH WM 55

rok

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode" :"FAIL", "Properties":{"minBuckets"

"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}3}}}'

--type-arn $HOOK_TYPE_ARN

/A Important

A7k A=40| FAS AFIO| ZALE 4 945% SH24E Amol £38 5850

S0l M AWS APIs Al A

37} S0 AWS APIE AF236tE ZE< CFEN-C
L|Cthook-role.yaml. hook-role.yaml BIE3I2 £3 A7|
ol XIHE HEtE 7|8t 2 FLICH generate Y F0i| --role-arn

EHO| 038t 0| 2 H|X{'HE|0] £ 30| AlSH A& Z A}

=
X

KA L2 2lAA 830 AWS APIs HHAE R X SHA2.
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CloudFormation

hook-role.yaml| & Z !

2 MAMEI7|2 MESH 32 hooks.cloudformation.amazonaws.com
9 O LISt E 2 5125104 5|4 HEH IS eiaste 2ol Tal

Clresources.cloudformation.amazonaws.com.

Ct

0jo

Bl Z 22 IAM, Amazon S3 & Amazon SQS H&HE AFEL|C}.

AWSTemplateFormatVersion: 2010-09-09
Description: >
This CloudFormation template creates a role assumed by CloudFormation during

Hook operations on behalf of the customer.
Resources:

ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*

Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:

- Effect: Allow
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Action:
- 's3:GetEncryptionConfiguration'
- 's3:ListBucket’
's3:ListAl1MyBuckets'
'sgs:GetQueueAttributes'
'sqs:GetQueuelrl’
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt
- ExecutionRole
- Arn

oM AF2AF X|H £3 BHIAE AWS A

Ao 2 0|X| CloudFormation AEHO|M AFR2 A XX £33

m My
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CloudFormation HIZZ!0| C}S 2 AFE5101 S3 HHZIE T2 H|XEEHX| A2 FAIL AR F3 A 2
E= 2 MY™ELCH

Amazon S3 HZ! &t 5517} M E|o] Q)& L|Ct.
tHZlod| CHEH Amazon S3 H{Z! 7|7t & A5t}
Amazon S3 HZ!o| MHE 4535 dn2|&E0| HRF SHIE L 2[&LICH

AWS Key Management Service 7| ID7} A& E|o] Ql&LICH.

L]
T

CHS oMol e AR FMmy-failed-bucket-stack.ymlof AmstT 2lAAT Z2H|KIE|7|
Mofl EXImy-hook-stackkl= A5 0|§0| @l 2t= HESE H&Lct

ABHS m 2H|X{E5l0{ £3 EHAE

oAl 1: ABH T2 H|IXL

1. S3HAE X|Hste HEXE B MHELICH o & E0{my-failed-bucket-stack.ymlL|Ct.

AWSTemplateFormatVersion: 2010-09-09
Resources:
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S3Bucket:
Type: AWS::S3::Bucket
Properties: {}

2. ABIg MM AWS Command Line Interface ()OIM RIZ2!S X|&ELICIAWS CLI. CHS of
HMolMeE AEH 0|E€ 2 X|™my-hook-stackstD HEZ8! 0|82 2 X|HELICmy-failed-

bucket-stack.yml.

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

jo
Ral

3. (M ALEH) A% O|BS RIEsto] AT TS AHS HOIBLICH OHS oiFlolME A 0|

MrLIChmy -hook-stack.

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

SfQlgrLlct Cf

ol
[
>
_Eé
1]
J

describe-stack-events XS Al235t0{ HE!S MM E SOt

=2 B39 &3 oM LIct.

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
1,
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1. AHRZ HMSD £33 AES SHetc{H 2447 4= 3HE S3HAE AISSHES
E 0 = 2

y-encrypted-bucket-stack.yml HIZ3/2 Al

mok oo
T
n

3

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: AWS: :KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: IRef AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2
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® Note
AT 2laa0 CisiHeE 371 EE X et&L

2. AHEZ MHGEstn "HIESIZ XIEELICE O] oMol M AR O] 2 LICtmy-encrypted-
bucket-stack.

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

Al=F
© S

fjo
ok
o
o
r
[ul

3. (M= ALE) A% O|E KIB5to] A% T

0%

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

describe-stack-events HHE AIE35t0{ 8E S SLICI CIE 2 describe-stack-
events BEEO| of &IL|C}.

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"
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"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:22:58.349000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Hook invocations complete. Resource creation

initiated",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
1,
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ABHEZ2H

0‘”X‘” 2: o
7Y 0|&F AR T 2H|X{Y
1. S3HIE x|Hst= HESS B ELICH of: aes256-bucket. yml.

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS: :Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true

Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
2. AEMZ MASTOIM BESIS KIHELICHAWS CLI CHS R0l 254 018 2 X|%my-
hook-stackstD HEX! 0|§2 £ X|™ELICtaes256-bucket.yml.
$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml
3. (MY AbS) A% OS2 K| 5to A% T A4S SHOIFLICH CHS GIFIOIME A 0|8E X
HELCtmy -hook-stack.
$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack
describe-stack-events 242 AF&3l0{ HEE Mdst= St 3 AW E = QlgLct. Ct
2 BHo| £ oM LCt.
{
"StackEvents": [
150
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"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

—_ .
.
.

N

4701 £33 $50| AE Ao ATiElD 2lAA T2H|MHYE0| SX|EIRESLICH S3 B! &5 57}
2 FME[o] ARMO| AMIiFHE&LICE O] HHZ!O0|E A8 5= aws:kms S 3 /8 7407t &
QErL|CIAES256.

CloudFormation I Z3!/2 AI85t0{ £33 AS 81}
1. ABHS MYstn £3 452 S45ttiH 2laA7 5 5HE S3 HIIE MAESEE HERS
clo|EgtLICt. o] oMM E kms-bucket-and-queue.yml EIZSIS AFEEtLICH

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
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BucketKeyEnabled: true
EncryptedQueue:
Type: AWS::SQS: :Queue
Properties:

QueueName: !Sub encryptedqueue-${AWS::Region}-${AWS: :AccountId}

KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:

Description: KMS key used to encrypt the resource type artifacts

EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !'Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

® Note
AUE 20 CHiMe 371 ZE K| ZE&LC

2. ABMZ MAstD YESIS XIHELICH Of oRloIM A% O|F S
bucket-stack.

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

Ab5t
o o

(3
jo
dok
o
o
-
o

X|Hstod AR T
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$ aws cloudformation describe-stack-events \

L|Ckmy-encrypted-
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--stack-name my-encrypted-bucket-stack

describe-stack-events HHE AIE35t0{ 8EH S SLICI CIE 2 describe-stack-
events BEO| of &IL|C}.

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-

west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":

[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"
.
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:22:59.410000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Resource creation Initiated",
"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-

west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":

[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",
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"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I

{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation

initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-

b7f6-5661-4e917478d075"

iy

Z1}: CloudFormation0flA ABRE MSMo 2 HMIMELICH F3 9| 2&|2 AWS: :S3: :Bucket
o & =

= o =
EIAAE T2 H|XLS7| ™o 2lAA0 MH & 253517 28 x| =gel&LICt

Ct.

AEXRF X|H &3 E 0|0/ E 3524 CloudFormation CLI submit & Aoig E5H 7§22 CloudFormation
HXIAE2|o MEEL|ct.

$ cfn submit

Q'I_l
!
30
o
30
o
o
Ol
e

HAEoMH £39| 7|8 HHME X|'H3t24™ set-type-default-version BHE AL
™ IDE R[HEFLICH.

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html
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--version-id 00000003

3 ol et MEE HMs2{HE AL &L CHist-type-versions.

—

$ aws cloudformation list-type-versions \

--type HOOK \

--type-name "MyCompany::Testing::MyTestHook"

=
—

%4

o[n

CloudFormation B X|AEE[0MH AFAL X|H =3

EZ FA5lH &% = &% BT 0| CloudFormation B XA E
= X|E

MEX XH £330 S5
Z|DEPRECATEDOAMQt ZH0| EAIE|H, 0] HIX|AEZIME EM AFR20M RAHELICH AFR &
SE A o-IA|_||:|._

AMEX X|H &3 £ CloudFormation X Q10| A A2 & 4= Q&

(® Note

F49| S5E FA

grLich XEM|IBH LH& 2 DeregisterType EHHE

3471 Toll 42 &yl DE O T Lzt N

%3 S5 F|4A5t2{™ deregister-type 22

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

Ol BE2 £ ddotx| ef&Lict

HE2 A S 9zt F3 HlA

2|
HEE EtAF $IE N SHH SAE Zato|Y HT o NWELIC I3 O TS Tihtes
AHEE AWS BIF 4 | st ZtollM:

x| g lgrLct.

3. £3 E CloudFormation | X|AE2|0f HA|ELICt.
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® Note
EH™ g™ LUABIME HAISHZ| ol HA] SHE 2| LUAEIM HA|XIZ SS3HoF &
LICt. 042 2|0 AM S A|ofl 0| A 5t24% CloudFormation CLI AF2 MM Q| StackSets.

JE J|dtslD SE & EFAF H{E 2! &% O 2 CloudFormation HIX|AE 2|04 Al A|SH04 Bt
CIoudFormatlon AR SINHMSE AIEE = UEE & = U&LICH

HEZ ME TIE| £3 8 A5 T2 H|XE Tof| AWS Z2|AA T HE AF-| AAFE =
= CloudFormation AFEXH04|7| MBS & = U&LICH ZEI0|8! 232t Ot IHRIZE HER £3 &
CloudFormation AWS LHO| M7 HAIEF 2 & &3 SUSHAH AM2ELICH

HIXIAEE|of AAlE =3E HAIE AWS 2] o] 2= CloudFormation AHEXI7F & &+ U&
OHCHE A AHE HHM &2 235510 RIZSI0|M AIEE = U&LICH RHAEH LIS
CloudFormation At AE M Q| CloudFormation HIX|AEEZ|0|AM EFAF THHEZ! & Al22 &

HEZ ALS S I8t AFEA XIH 3 EIAE

SEZIANSX XH £3E HAISEAHE AP A X £330 CHsH Ho|El ZE E|AE 2F AHEE E1t
SHOF EfLICH CFH22 AFEA X|H 3 E EIALEE T2 OO Z HAISH7| ol EHedt 2F AFE 5
EQlL|c}.

Zt HED{QF CHa 2 5 B | L|C}. of cHal 8F BHSUCCESS, ol CHal &F BHFATLED.

« SUCCESS 8H Atze| 32
« &Eil= 040k B LICFSUCCESS.
« 2F et M= o ElLICH.
B |92 @ =2 AMAd5HoF EL|Ct.

o Af2ilo] 7

40 M
IIJHJ I’II

« X

=
{0F & LICHFAILED.
F I E uhetshof oot
Efofl HIAIX|7F R40foF ELct,
- XNHE B2 2 X|H2 0 X2 MY5HoF ghLict.
« IN_PROGRESS 8% Atzlel &4

- QF ICE BtEtaliM e ot LIEP.

.|.
o

==
=
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension-stacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry-public.html

CloudFormation F3 A8 HYAM

« Result ZEE= SES=Z MMsH oF ElL|CH

Aef ElAE| AAEY U3 OOl XIE

ZIB@Mo 2= £3 A7|0M0M HolEh THEHO|AM MEE 224 S48 AE5t0 HAY HAEE
CloudFormation =& & LICt. J2{Lt CHE R S| £3 &= Z2H|X{'d AEZ AN M5 7Lt AFH o
O|ESH7| 98t 3 ol Z2HIMIElE 2lAAE o|alisof & BtE SEEfLICH O|& sHASH7| <
M A EIAEE 8% 7} CloudFormation A2 3HE 22 XIHE £+ U&Lct

CloudFormation = 7|9f H|AEE +™E M AASE 2= C|OIEHE X|Hste F 71X EHE MSEL
CH.

- IS e gL

overrides I}YUE AI3tH | preCreate preUpdate & preDelete Y E|AE S0
CloudFormation ArE & 2| £ &40 CiE &3 CIo|EHE XI™Hst= 7IH2 &S NS ELict

. 2 ntel

CtEot 242 B2 042 input IHUS AFE6t0od A 2F HAE = H|0|HE X|HEE == J&LICH

- s dY, UOlolE I AXst7| flel CHE &3 Clo|H = EHAEY AR E OI0|EE XIYst
7Lt X['gst ok grLc.

- 042 &= CIo|Ef MIEE X[YstEi &LICH

Mol o2 AHE 504 13 o0& XY
CI22 overrides Y2 AF2Sl= Amazon S3 £32| /23 G|o|E{e] of| &L|C}.
"CREATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
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.
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

+
"UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
}

+
"INVALID_UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
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"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID": {

"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

2121 Itlg AR 3104 24 HloJEf x|

input Y2 AIE35H0{ YZpreCreate, &
Aol cHal Ctget /2l &= dIo|EE
Ch Alef EIAEE 25l 042 /24 Cl|lo|E| M E

23 2l # 2 & preUpdate 1231t 20| CloudFormation
XI-EgrLc 2 & =|o| I:'||0|E-|E HEof mlof X[HEL
E XHE = &Lt

7o E| A E0f CloudFormation AH& & 2| input IS X|HtE{T Hooks ZEMEO| RE C|HEZ
of inputs EHE FItgLct O chg 93 otdg FIHuc

H

ct £ AMEwstod mhedol| & E U= Ho|E o] EFE XIEFLICEH 047|M n2 EaLCh.

0jo
i
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- inputs_n_pre_create.json: preCreate $E2{7l Y= TAUS AI&5t0] 2|AAE M5
fet 2238 XIdgct

« inputs_n_pre_update.json: preUpdate HEE{7} Y= T U2 A8 3504 2|AAE HO[O|E
57| @8t &2 XI-EELC.

« inputs_n_pre_delete.json: preDelete HEZ{7} U= LW US AL 5H0{ 2|AAE AA[S17]

elet =S RIEE L

« inputs_n_invalid. json: E|lAE%E &2 E Q248 x|HslE O AFEELICH

E @lall o4z] &= CIo|E| MEE X|™Hste{H ut Y o|F ol H+E =i 2= dIolE Al
LICt o & E0{ & Hmf 22 2 MEQ| O|&2 inputs_1_pre_create.json,
1 pre update.json0|0{0f °*I—IEP1nputs 1_pre_invalid.json. C}

= MEQ| O|§2 inputs_2_pre_create.json, & inputs_2_pre_update.json

Hef EHlA
EE MY

2 input

-

0 ]I9,|.' [m

inputs_2_pre_invalid. json®L|LC}.

7t 2 U2 HlAEN ALSY ElAA ST T

P

rr

JSON mpd]L|ct.

ok
ol

Cte2 23 ItYE AE5to &2 O|O|E{E Amazon S3 XI5t 7| inputs €82 o x| CIRE{Z( L

inputs_1_pre_create.json

CH22 inputs_1_pre_create.json Hef HIAE 9| o ILICEH

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
I
"BucketName": "encryptedbucket-us-west-2"
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"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

CH22 inputs_1_pre_update.json Hef EHIAE 9| o RILICE

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
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}

inputs_1_invalid.json

CHS2 inputs_1_invalid.json A< HAE S| o ILIC}H

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

CH=22 inputs_1_invalid_pre_update.json A2 E|AE O] 0 QILIC}.

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {

=3 AA| 162



CloudFormation =

"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

iy

"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
I
"BucketName": "encryptedbucket-us-west-2"
}
}
}
RtAM[EH LHE S 2otEEd™ CloudFormation CLI AFE ABMO| SIHHOZE A = JUT S AHIM
HAIE FESHMR
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- =
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"typeName": "string",
"description": "string",

"sourceUrl": "string",

"documentationUrl": "string",

"definitions": {
"definitionName": {

},
"typeConfiguration": {
"properties": {
"propertyName": {
"description": "string",
"type": "string",

I
},
"required": [
"propertyName"

1,
"additionalProperties": false
},

"handlers": {
"preCreate": {

"targetNames": [

1,

"permissions": [

]

I
"preUpdate": {

"targetNames": [

1,

"permissions": [

]

I
"preDelete": {

"targetNames": [

1,

"permissions": [

]

}
},

"additionalProperties": false
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documentationUrl

#3301 CH3 AHAIEH HBAIE R

25t= H| 0| X|2] URLYILICE.

e g5 04F: o

Pattern: Ahttps\:\/\/[0-9a-zA-Z]([-.\w]*[0-9a-zA-Z])(\:[0-9]*)*([\?/#].*)?%

Z|CH: 4096
(@ Note
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&4 AH25H04 AFEXHO|H| oA, AFR AR & 7|E} ME HEE H|Z§ AHMIEF HEE A
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properties
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AR X[ElE £M42 oo Z2&Luct

« default - £49o| 7[2ZfLICt

« description - &4oi CHet B IL|Ct
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 pattern- =2 HEs5l= Ol Sl Gt Al miEHL|CH

additionalProperties

additionalPropertiesE falseZ M50l FLICI FI9| HE K2
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handlers
HEMHE £3 & X|™HO Zol 27|00 Ho|El 23 E AIRE £ e HYeE XIHEFLICE ol
£0{ preUpdate SHEZHQ| X|HE 2 E CHA O CHE AU|O|E =] ™ol iEH7F S EELICEH
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Pattern: A[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$%

ﬂ
k>

01

x]

& 22 0% of

/A Warning
SSM SecureString 2! Secrets Manager 82 & X = 32 MEE[7| o &QIE|X| &f
&LCt.
permissions
HEDHE S ESt= Ol ERE AWS HEHE X[Y5teE EAMY ufElLct

additionalProperties

additionalPropertiesE falseZ dsHof ELICH £39| ZE £482 A7F|0IE EFE/|0{0}
s 2o el2ie H x| K| otaLCh.

=3 A7|0f oA
of Al 1

Java 2! Python M4&0I M= CHE ZE oM E ASELICH CHE2 et 39| oA ==L
Ctmycompany-testing-mytesthook. json.

"typeName":"MyCompany: :Testing: :MyTestHook",

"description":"Verifies S3 bucket and SQS queues properties before create and
update",

"sourceUrl":"https://mycorp.com/my-repo.git",

"documentationUrl":"https://mycorp.com/documentation”,
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"typeConfiguration":{
"properties":{
"minBuckets":{

"description":"Minimum number of compliant buckets",

"type":"string"
},

"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},

"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string",

"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

iy
"preDelete": {
"targetNames":[
"AWS: :S3::Bucket",

7|0t &
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"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"
]
}
I
"additionalProperties":false
}
of| Al 2
CtE oMl= STACK L E At&35to] AR RAZES! U #HF M E 24 E CHANGE_SET targetNames CH
d4o =2 X|Hsts A 7|0ULICH
{
"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets": {
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"
}
I
"required":[
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1,
"additionalProperties":false
},
"handlers":{
"preCreate":{
"targetNames": [
"STACK",
"CHANGE_SET"
1,
"permissions": [
]
I
"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,
"permissions": [
]
}
I

"additionalProperties":false
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Xletede ZE 7|E dHS Z&faliok gfLich X 4 O|O|E{& E 24 describe-type BH

ALSEfLICE.

st st

Lok

Hi

=1

fo

CtZ set-type-configuration BES At& St & HookInvocationStatusZ X|ZDISABLEDSH0] ¥
I E HIZ S ELICH X2 EARLE & 222 HiELCH

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration"

{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2

detEl 23 E O

O| %o H|& &
CtZ set-type-configuration BE S AF& St & HookInvocationStatusZ X|ENABLEDSIO{ &3
S 2o 2 vhELICH

£ CHA| #dstefLch x| ZAIRME

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration"

{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
["STACK", "RESOURCE", "CHANGE_SET"], "Properties":{}}3}}" \

"TargetOperations": ,
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2
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list-hook-results WS AI26l0 £3 S =0f et HEE ZHAMgtL|CH o] W2 Ol ZEE SM

K| dgrLicH

- ZE 3 3ZE A0 JtM7|(Tet0lE 2R 18)

- 23 ARNZ 7|ECE EEZ( A& --type-arn)

- 3 ARN & HEHE 7IEC R EET(--type-arn & AFE--status)
- EM Y HM(--target-type X AF--target-id)

ClE BHE2 &Y F30f Ciet Z& 3 £ & Z0E LHEgLch

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--region us-west-2

£ ofAl:

)

"HookResults": [
{

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-
Security-ComplianceHook",

"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",

"TypeName": "MyOrg::Security::ComplianceHook",

"TypeVersionId": "00000001",

"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/391f29d10-73ed-11f@-abcl-0affdfe4aebb",

"InvokedAt": "2025-08-08T00:18:39.6517",

"FailureMode": "WARN",

"HookStatusReason": "...",

"InvocationPoint": "PRE_PROVISION",

"Status": "HOOK_COMPLETE_FAILED"

}I
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CloudFormation =
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$3 ARN U ¥EfE J|Zo2 AT TElY
Aot 50iM B5 AEIE LElYotH BOIM --status SMS XINELIL K28 e oD
Zaurt

HOOK_IN_PROGRESS: 37} A} A& SlL|C}.
§

HOOK_COMPLETE_SUCCEEDED: 37

HOOK_COMPLETE_FAILED: £37} &2 E|AX|TF ASof A& Lt

HOOK_FAILED: A% &of| 30 277 &M &LICH

aws cloudformation list-hook-results \
--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyOrg-Security-

ComplianceHook \
--status HOOK_COMPLETE_FAILED \
--region us-west-2

£ ofAl:

)

"HookResults": [

{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-

Security-ComplianceHook",
"HookResultId": "59ef501c-Qac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfe4aebb",
"InvokedAt": "2025-08-08T00:18:39.651Z",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"

}I
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SEo| Zof cHEt M-S AWS CloudFormation API & = 9| HookResultSummaryE & E5HMI L.
CHet R L A IDE 7|22 21t 2EHE
CHS B2 £ Cloud Control API L0l CHSt 2 E £3 & ZANE LhE#LCH

aws cloudformation list-hook-results \
--target-type CLOUD_CONTROL \
--target-id d417bo5b-9eff-46ef-b164-08c76aecl801 \
--region us-west-2

E2 of Al

~

"HookResults": [
{

"TargetType": "CLOUD_CONTROL",

"TargetId": "d417b@5b-9eff-46ef-bl64-08c76aecl801",

"HookResults": [

{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-
Security-ComplianceHook",

"HookResultId": "4e7f4766-d8fe-44e5-8587-5b327al48abe",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"

+,

[

o] Zi=of Ciet MdH 2 AWS CloudFormation APl & Z 2| HookResultSummaryE 2 X 35HHI2.
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aws cloudformation get-hook-result \

Z=
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--hook-result-id 59ef501c-0ac4-47c0-al93-e@71cabf748d \
--region us-west-2

29 0§ Al

"HookResultId": "59ef50@01c-Qac4-47c0-al193-e071cabf748d",
"InvocationPoint": "PRE_PROVISION",

"FailureMode": "WARN",

"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-Security-

ComplianceHook",

[a

"Status": "HOOK_COMPLETE_FAILED",

"HookStatusReason": "Hook completed with failed validations",
"InvokedAt": "2025-08-08T00:18:39.651z",
"Target": {

"TargetType": "RESOURCE",
"TargetTypeName": "AWS::S3::Bucket",
"TargetId": "my-s3-bucket",
"Action": "CREATE"

},
"Annotations": [
{
"AnnotationName": "BlockPublicAccessCheck",
"Status": "FAILED",
"StatusMessage": "Bucket does not block public access",
"RemediationMessage": "Enable block public access settings on the S3 bucket",
"Severitylevel": "HIGH"
},
{
"AnnotationName": "BucketEncryptionCheck",
"Status": "PASSED",
"StatusMessage": "Bucket has encryption configured correctly"
}
]

Eho| ZeEof CHEr MEES AWS CloudFormation APl & &= 9| GetHookResultE & X 5HM| 2.
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« CloudFormation &3 CHAF Z!
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@ Note
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19| Configuration %8
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Z[cH cllo|H €& 300KBILICt. O|= SetTypeConfiguration
t2tolEo| M &=

A7|0ke| FZLCE.

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus":

"ENABLED",

"TargetOperations":

"FailureMode":

["STACK"],

"FAIL",

"EncryptionConfiguration": {

"KmsKeyId":
iy
"Properties": {

A7|oF FES UE

Aol HALE & Q=5 otedH HHol| £3& S5t

DE Mo =do F

ot Al AdHEL|C}. CloudFormation2

& M3l 8t ENABLED &

FIHELIC

"arn:aws:kms:us-east-1:123456789012:key/abc-123"
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}

HookConfiguration
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S = 8t Zf: ENABLED | DISABLED

TargetOperations
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S &8 2f: STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks
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KmsKeyId
%3 M O0|EHE Y58l Ol AF L= CHE 535 7|9 H*’é', &l ARN, 7| ID EE&
AWS KMS 7| ARNRILICE RtAIEH LHE 2 AWS KMS A 2| KeyldE FH A M.

178 22l AWS KMS 7|2 AF85t0od £ 35 MAIste{m HX| ALK} EEE dgtof
DescribeKey 2/of CHEH AWS KMS H8to| Qlo{of °*L—|EPGenerateDataK ey. RtA|IEt LK
2 AWS KMS £ 7 CloudFormation Hooks ZIt & 253551 7| 8 7] && 3 Mt &3
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Properties

$3 et 442 XIMELICH ol $3 A7I0lolA X|dsts 40| Dt YURIsHok &L
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ol £38 FAsHE ofXlE O MME AWS CLIEESHAIR.

=B IO+7IH+° 3 & A43HAWS CLI)
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CloudFormation 3 AEBH =& ZIE]
CloudFormation 30| A ~F ZIE|E F7I5t0{ AR 0| L AT S 7|0to 2 EH ABS Ol
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~

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
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1,
"FailureMode": "WARN",

"Properties": {7},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

HookConfiguration T+ 20 Ciet RAtMIEH LI 2 MME HESIMEI 74 A7[0F & X

AEH 2= ZIEE AF25H2{H ool StackFilters 7|8 F7}gHLICHHookConfiguration.
StackFilters 7|0l B HEH7L Stk /D MEAX HEIF 5 7 J}&LICH

- FilteringCriteria(¥<)
« StackNames (MEH AME

« StackRoles (ME4 AME)

StackNames EE= StackRoles &2 MEY AFEQILICEH 2Lt O|2{8t &4 stL o4&k K| 3HoF
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= .

Cloud Control API 212 CHY 22 ot= $3E HYstH 2E A =F LE{7t FAIELICH
FilteringCriteria
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StackNames
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"StackNames": {

"Include": [
"string"

1,

"Exclude": [
"string"

]
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"StackRoles": {
"Include": [
"string"

]I

StackRoles
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"Exclude": [
"string"
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e resource-id
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OF AB4 0|82 X|H5HH Exclude 550f gis A=M0|MEt 371 3 EELICIExclude. Include &
£ D5 X|™H5lH £F3ExcludeE Include S50 U= 20| ofLI2t Exclude S &0 U= [AS Cf
Mo =2 ghct.

& S0{A B, C, D2l 474 A=40| QICt1 746l 27 &Lt

« "Include": ["A","B"] 3= A% BOA E&F/LIC}.

e "Exclude": ["B"] &3ZE A, C 2 DAM ZEELICH

"Include": ["A","B","C"], "Exclude": ["A","D"] 3= B2 CHM EEELIC}
"Include": ["A","B","C"], "Exclude": ["A”,"B","C"] $3iE A=l SEEIX| o}
&Lct.

AEH £ TE{Q| of

O] MMoi| M= CloudFormation 3.0 CHEH AEH & ZIEE MY
LICE.

t= Ol IHE & U= HNME XMSE

oll

ofAN| 1: % AEH &

Ct2 oAM= Include 2E8 X|™HELICH £3 & stack-test-1, stack-test-2 2! 2f&= AEH
of|AHBt S &FElL|Ctstack-test-3.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
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oxd 2: £ £E A<

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

of M| 3: =& 2l Aol ZEt

CHAI AEH O|20| Exclude S 20| F7t&/H 0|E0],
AEHOM 37} S EELICIstack-test-3.

stack-test-1 stack-test-2 EE=7} ofkl

nclude & Exclude S5 X|'d35tX| t2™M Exclude S50 Include =2l A AMEF =37}
§—§ ELct ot Z oMol MdE =37t 01|A‘|':' Z&ELICtstack-test-3.
{
"CloudFormationConfiguration": {
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

1707F ZEHEILICH FilteringCriterias 2 X|HE 2R
X|5tE AR 80| EF Qe ABM0f CHEHADH ALLEF 27} 3 EELICE.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
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"StackNames": {
"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
},
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role']

= A 0|8 3709 A4 48 177t ZEELICH FilteringCriterias 2 X|HEIER
& = &0| U= A= Cia ANYEZ 7 ZEELICH

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
},
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role']

[>

= +E Delol o
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}
}
}

CloudFormation =3 CH4F EE

0| &X|ol-= CloudFormation &304 CHt CHaF EE{ F+4d0f CHEF X|&S MSELICH CHA EEE
235104 2371 SEE|= A7| BIAAE Bt MYUSHA Ao{g & & L|ct. ZHEHst Elj\ﬁ S EHA
BIEE ZlAA Y, 5 2 S & x|Ho| ECt S8t X8 ol O|2Z7|7HK| CHYet ZHEE +#

—
&Lt

3 FA0lM stLt O]ato| AEH 0|22 TE|Z X|&5tE4H of2Holl TargetFilters 7|18 F7HEHL
CtHookConfiguration.

TargetFilterse CE 48 XIHELICH

Actions

@ Note
RESOURCE, STACKZ! CLOUD_CONTROL CHAtS| AR 2 E CHAF ZHQd0| M EL|Ct
CHANGE_SET CHAr | A CREATE 240t MEE[L|C RIMEH LIES £ 3 CiA EHedg &

oA,

InvocationPoints

CHeoll et 2 & X|™E x|Hste XML B LICH
o

L& 8t Zf: PRE_PROVISION

TargetNames
ot Zo| oy ez X8 Elad 78 0|§2 xIEstes =AY HHEULICIAWS : : S3: :Bucket.

—

lUeste YRS KIHBLICH AHAIE LIS S 22 Chat
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Pattern: A[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]1{2,64}::[a-zA-Z0-9]1{2,64}$

z|CH: 50
Targets

S 58 Zt: CREATE | UPDATE | DELETE

InvocationPoints

F =8 2t: PRE_PROVISION

TargetNames

CHef o 2 X|Ee 2l4aa R o|FYLICH

® Note
Targets Z4%l B} TargetNames, ActionsEEE InvocationPoints HiZE SAlo] &
greh &~ giaLct Ol Ml § S E A25t2™ Targets ZHxl| Hidoll £ & AI740F Targetsd
LICE o &= od| Xl 2: Targets ZiA| HIQE AHE MME FHEFHAMIR.

CH&f EE Q| of

AE oME |

OH
ok

F|_|

0>-
I}
n
i
0z
0x
Q'I_l
N
)
:|°|—_'
i
%

0| AlMoi| M= CloudFormation &304 CHEH CHA
C}.

oAl 1: 7|2 CHA EH

Ex glAA S3of Z.'S’F—_‘.'% ot 7|2 CHAF ZIE(E AAY5IE4m Actions BT &
TargetFilters Z{&M|E AFSELICH OHS CHY EEH 42 XIHE Ci4 2H4(0| Z< RESOURCE &

HA =
STACK 2t @ F)0f CH8F 2 E Create, Update Delete X0l £3 8 SELICH

=
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"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"Create",
"Update",
"Delete"

oAl 2: Taxrgets ZHA| HIQE AFS

ZIE{0| AL Targets x| HIF S AL

2 0 I
A
1]|o
0

"CloudFormationConfiguration": {
"HookConfiguration": {

stod EXM ChAt &d gl $ & x|H
CHA ZE 742 S3 HHZ! CREATE & DynamoDB Ef|0|2 01| CHSt H
g 5 &8 LcH 2! STACK RESOURCE %4 2= 0f

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3:
"Action": "CREATE",

:Bucket",

[¢]
i

mjo
oh

= |
c

bl

m>

PDATE

CHe ZE Q| of
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"InvocationPoint": "PRE_PROVISION"
1,
{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
1,
{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"
1,
{
"TargetName": "AWS::DynamoDB::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
}
]
}
}
}
}
23 CH4 O|EL &7 2HUEFIE AFS
*

A&LICH =3 CHY 0|F LHoIA FLUETHE ERK(

SGUSIHEE ChY 0|82 YHE ASE % 2
?)E ASE 4 UaLICH WE()E 2E 24 T8 LEtLI S22 E(?)E 2E HY 2XE
LICH CH4F Ol& ol * 2 ? SRS 042 74 ALSE 4 laLict

Example : 3 A 7|02 CHA O|E QFUE=FtE 9| of

CH o Ml= Amazon S30AM X| &5l B2 E 2lAA &

"handlers": {
"preCreate": {
"targetNames": [
"AWS: :S3: o *"
1,

"permissions": []
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}

CtE olMl= ol "Bucket"7t /e ZE ElAA M LR[ELICH

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,
"permissions": []
}
}
}

E et 22 MM 2lAs 78 & stLZ siME AWS: 1 *: :Bucket* = QU&LICH

 AWS::Lightsail: :Bucket

* AWS::S3::Bucket

* AWS::S3::BucketPolicy

* AWS: :S30utpost: :Bucket

* AWS: :S30utpost: :BucketPolicy

Example : £3 74 A7|0t2| 4 O|& /AUEFI=EL| of

CHS oAl 242 2 E Amazon S3 2lAA S&0of CHEH CREATE 241 AWS: :DynamobDB: : Table
et e 2 E HWHEHOIE 2laa R CHE UPDATE 22 25 38 SEF L

CIAWS: :Glue: : Table.

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
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"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"
},
{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
}
]
}
}
g2 &5t
g S &L

= 3 CREATE %! UPDATE

}
}
ClS oA 242 2= Amazon S3 2lAA 8o CHEH
=2 20| o|§0| X|IHE 2 E H|o|g I_J.:A 2340]| CHEt CREATE 2! UPDATE
i Table.

CtAWS : : DynamobDB: : TableAWS: :Glue
{

{
"CloudFormationConfiguration"
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3::*",
:.Table"

"AWS: o *
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"
]
}
}
}
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}
Example : Include £ AEY
CtZ oMM = Include S8 E X|HELICH AR O|F 0| £ AlZ st B0ttt 371 ZEEL
Clstack-test-.
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]
}
}
}
}
}
Example : Exclude £ AEY
CtE oM MHE Exclude S5 XIHELICH £3 = 2 AESK]| 2= 2H0MH EF
test-.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus":

"TargetOperations": [
"STACK",

"RESOURCE™"

"ENABLED",

ZlL|Ctstack-
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"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Exclude": [
"stack-test-*"

Example : 5% AE{Exclude0! CHSH Include 2! 2t

Include 2! Exclude 2£ X|™6lH Exclude S E0|AM Y x|5}X| Include =0 &
ABHO| Bt 2371 S EEILICH CFS o X0|ME |, stack-test-1 stack-test-22! 2= AEH
stack-test- M5t 2 A|ZStE RE ABOM £37F & E/L|Ctstack-test-3.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

FEI=ET=gE=) o



CloudFormation

3 A

0lo

1z
0%
x

}

Example : Include £ 4%t

T

CHS dlMoME A LEFH=E 0| F 7HR! Include S5 XIHEL

3

B 8 S20f partition &8t ZE 2480l CHsH account-idS Al

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*

Example : Exclude £ 4%

CIS Ao ME LEFIE THEIO| F 7HR! Exclude S8
SexemptOl partition Y7t o™ =3 A™AE HI{ELIClaccount-id.
Qd&taccount-id1234567890120| AEH 2l 74 AIRE [ £3 ARES

£ K|™dehct &

"CloudFormationConfiguration": {
"HookConfiguration": {

Ct.
partition & hook-roled|Ad 2 Al st ZE AEol CHall FIE A

Y
L|Ctaccount-id. 5
|Ct123456789012.

oo

=
=

rlo

QFAUETIE AL
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"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",

"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:role/*

Example : §74 23& ARN I{EExcludet| CHEF Include ! ZAEf

Include & Exclude 258 X|™H8IH Exclude S E0|M Y x|5tX| =0l AHstnt x|t A&t
- BH A8 ElE ABROMEt £ 3 Include?t EEELICE CHS HA|0 = L& 0lof &5t <
E XM Ql5tT partition, account-id% role O|§& A& 35t0{ AR oM =37t 3 EEL

Claccount-id123456789012.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {
"Include": [
"arn:*:iam::*:role/*"
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"Exclude": [
"arn:*:iam::123456789012:role/*"

ol
fjo
o

o4

M4

2E 7|

rin

Example : AEH O|§ 1+ &4

7t= otLt7F et ElLICH

T} 230l AR 0| SUSTHE fiiet & TI=t
ot= StackName2l ¥ x|5t=0| 25 QU

FilteringCriteriacs E X|HE/B2 ALLF
EHof CHaH AT =& ELICtStackRoles.

oF
I

Fa

rr

A EH odsS}
o B I —}
| —
= edx

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-*"
]
},
"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]
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Example : StackNames /& 2 E 7|&StackRolestt 2%

e F30= 25 0|1§ AUETFIE SHLIQL AR 8 U FHE SHLETE E?:, L|E|-
FilteringCriterias E X|HEI2 2 ANYS}t Y X[StackNames3st7HLt &
7t Z&ELICtStackRoles.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-*"
]
},
"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]

Rlot= AE4
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CloudFormation EIZ2/2 AI&35t0{ =3 A

O| HOo|X|o M= £330 CHEt MZ CloudFormation E1Z2! 2! 7|& & X F=A|of| CHer 213 E XS e
Ct.

CloudFormation H1E S!S A8 30 $38 MG HEXS WAL 5t0d £38 YBE|D ¥rEsio
2 MHE £ USLICH O] M2 $AIS ASSHH $3 3 ¥ oIS T3 ofd AWS A U x|
MEUs $38 pr=moR ZRHIMIE + YLt

Task Solution Links

JIE &3 MM AWS : :CloudFormatio MZ
n::GuardHook 2Z|£&

o
I3
N

>

o
& &P
2504 Guard HookZE MMMt & A4 s HE
StehLict.
Lambda £3 4  AWS::CloudFormatio ME HZ5
Ad n::LambdaHook ZlAA £32
5 Zle ¥Z
Al235104 Lambda £3 & MMl

_9_}-A-|2|. St L| |:|.

CloudFormation2 AS R XIS %3 MM 9Ish A MBSO ALSY 4 Y CHET 22 B4 8
ST MBELICH

Task Solution Links
R AWS: :CloudFormatio M= "S53
n::HookVersion GCZlAA 32

>
ot
P

AE5to] AR K| B30 M x  ZIEEE
o= & Hmll XS CloudFormation
dlRIAE 2|0 A AIELICEH.

Z30| M8 AMHMX™  AWS::CloudFormatio S

n::HookTypeConfig GElAaA &

z
Mk
oL
MK
"

N
>
i
P
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html#aws-resource-cloudformation-guardhook--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-lambdahook.html#aws-resource-cloudformation-lambdahook--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-lambdahook.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookversion.html#aws-resource-cloudformation-hookversion--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hooktypeconfig.html#aws-resource-cloudformation-hooktypeconfig--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hooktypeconfig.html
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Task Solution Links
2 AE235104 AIEAF X|H £39| F
Mg X|-Ect
239 7|2 H™  AWS::CloudFormatio M= "HESE!
MY : :HookDefaultVersion 2|4 |-
& RFx
~ 982 A8t AR R 53 ZEEE
o| 7|8 HXE R|HELICH.
HAIRIZ HH & AWS::CloudFormatio 7l &=
= ::Publisher CIAA STE A}
S 0F04 CloudFormation 2| X| A E E|0]
A‘I _\L.|=IEI OIAE-I|A=|(_'_3_ E% Ol E|
AA ) AHAKIR AHES SEF
LIC}.
238 B/xe  AWS::CloudFormatio ZlE #=
2 HA n::PublicTypeVersion =EN
A REE AME5I0{ SSE ALERF K|
MEIJEEHAES T HEZ EIAL £
32 HAIELICE.
HE2 EfAl £3  AWS: :CloudFormatio & &=E
g3t n::TypeActivation G2l&A

{2 AWS: :CloudFormatio
n::HookTypeConfig EZl&A &
&1 3 =510 A ™M TEZ
EFAF AF2 A XX 23 E A58
Ct.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html#aws-resource-cloudformation-hookdefaultversion--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-publisher.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-publictypeversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-typeactivation.html
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CloudFormation &30 CH& IAM H 8 5 0]

7|2Ho 2 o| M| AFE A= AWS Management 2&, AWS Command Line Interface (AWS CLI) £
AWS APIE ALE35t0d £ & BEIE = U= TEHo| AWS HE & LICH AFEXtol|H HEtS F o046t
7| flst IAM ZE[xtE 1AM A E HEE = QaLlct O3 ChZ ZrElXH7HAM A E dgof FTtst

AEXIL g E B E =+ U&LICH

0|-
§
H
_°,E
mjo
4
i

Ol Xl HA oM E ALE5tod ALSXF X[ IAM HH S ld5tod AL Rtol|H &3 2] HE
gfLich

Ole4h of x| JSON HA E M
ZH 1

S £ AF235104 IAM R} B 7|8 A2 Mg}
IAM ALS MBEAMO| T 78 |3 A 2451 %A

& = Yy
2 AME835tod SR X IAM Tet HolE FESHAMR.

« SE AN EY|-AHEHe £33 & Antol HMAS T FHEIELICH

. 3= ZADlof ot ME ME HY|-HXo| EX &3 5= Zdntol CHEH ME AHE 2l 2% x|Zlo]| A
MAgHLICH

IAM =g MAMSH Il cloudformation MH|A HEH £0{ X O 2], BlAA L Z7H 7| MM A

MHIA HFARE A E 2 E &Y 2lAA 2 =7 7|0 CHEF CloudFormation dHME 32 &= A&

L|C}

A

. MEX7IE3E HESIEE 5

« MNEXI7I AEX XH £IE ZHOZE HAIGIEE §E

« MBAIJE3 3& ATE 2 = ULE 518

« MEXI7IAIMEI 23 5 & ANE 2 = UTE 5E

« AWS KMS £ % CloudFormation Hooks ZIHE 5 3l6t7| @8t 7| &4 ol M8t
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
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AR =3 E 2E6HESE S

A XL7t CloudFormation BHIX|IAEZ|OIM Z745HK| &t £33 8 Z&st 252 a5t 22 6{256H0k
st= 42 Ch2 ol IAM HME AL e = JU&LICH

/A Important

ActivateType 2! SetTypeConfiguration API &2 IEHM =3 E
MetLIC AF2 Ko Al SetTypeConfiguration APIE 3 &E Het2 2 43PE‘4 7|&E
FIE +HstD HIEHeE = e HEO| KIS 2 Ro{EL & HetE AL S5t
00| APl ZZ0] CHEt HMAE MBHE = i&LICt et HHe| &2l AP%XPOHHIEFOI ™
gh2 Foq3lioF gfLict.

T

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ActivateType",
"cloudformation:DescribeType",
"cloudformation:ListTypes",
"cloudformation:SetTypeConfiguration"

]I

"Resource": "*"

}
]
}

hed

—

=3 E 2elsts AASAE Chet 22 H 7HX|

&
2

Ol & =+ A&LCH
» CloudFormation 2 & 2| Control Catalog0lA At of| 22 X|0{E HiE{T AFSAFod| 7| IAM &2 oi| CH
8t controlcatalog:ListControls #&H0| Jo{ofF & L|C}.

« CloudFormation Bl X|AEE|HM AL AL X|H & Zpto|dl & o Z SE=512{H AL KFof| A
IAM E&H04| CHEH cloudformation:RegisterType H3to| Qlo{oF &HL|Ct.
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AMEX7EAIEA XHEH E3E MO E AAISIHES 5
CH oAl IAM HA2 A A| 7|50 E5| 3HE SLICH AF& X7} CloudFormation 2l X | A E 2[04 A
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/A Important
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation
"cloudformation
"cloudformation
"cloudformation
"cloudformation
"cloudformation
"cloudformation

1,

"Resource": "*"
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:DescribePublisher",
:DescribeTypeRegistration"”,
:ListTypes",
:ListTypeVersions",
:PublishType",
:RegistexPublisher",
:RegistexType",
"cloudformation:

TestType"
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« 3 &2 X|H5t0{ 2L E QHE = Y= HE2 #045t24H
cloudformation:ListHookResults &fdo CHEF MAM|A THEHS E 0435l oF & L|Ct o] T8t
£ SHAPI EEX=E SEY [ TargetType X TargetId Tt2OIEE XIHE &= J&L
ClListHookResults.
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:ListAllHookResults",
"cloudformation:ListHookResults"
1,
"Resource": "*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"cloudformation:ListHookResults"

1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"cloudformation:ListHookResults"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"cloudformation:ChangeSetName": "example-changeset"

INESEE N = S [

ClS oA IAM A2 2%0f £39| ARNO| MBE ZBL0fot & ANE e £ Qg M2
cloudformation:ListAllHookResults &f¢joi £o{gtL|Ct. X|HEl £3 ARNO| C
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T H .

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"cloudformation:ListAllHookResults"
1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"cloudformation:ListAllHookResults"
]I
"Resource": "*",
"Condition": {
"Null": {
"cloudformation:TypeArn": "true"

"Effect": "Deny",
"Action": [

"cloudformation:ListAllHookResults"
]I
"Resource": "*",
"Condition": {

"ArnEquals": {

"cloudformation:TypeArn": "arn:aws:cloudformation:us-
east-1:123456789012:type/hook/MyCompany-MyHook"
}

EMF3 &£ ME ZAuE 2 = U= W2 F045t2{™H cloudformation: GetHookResult &f
doi| CHEE HM|A HEHS F£045H0F RFLICH O] HEH2 Sl A 8XI= Y &3 7t & Ao ChHEt
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2. AWS CloudFormation

CH2 oAl IAM HE2 cloudformation:GetHookResult &fedof HetE2 Ho{&tL|Ct.
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:GetHookResult"
1,
"Resource": "*"
}
]
}
@® Note
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- SetTypeConfiguration APIO{| CHEt KMS T8t
 GetHookResult AP101| CHEF KMS T8t
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "EnableIAMUserDescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
.
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"
}
}
.
{
"Sid": "EnableIAMUserGenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
.
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "cloudformation.us-east-1.amazonaws.com",
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"kms:EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms:EncryptionContext:aws:cloudformation:account-id": "111122223333"
},
"StringlLike": {
"kms:EncryptionContext:aws:cloudformation:arn":
arn:aws:cloudformation:*:111122223333:hook/*"

}
}
I
{
"Sid": "EnableIAMUserDecrypt",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
I
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"
}
}
I
{
"Sid": "AllowHooksServiceDescribeKey",
"Effect": "Allow",
"Principal": {
"Service": "hooks.cloudformation.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
I
"StringLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:111122223333:hook/*"
}
}
},
{
"Sid": "AllowHooksService",

"Effect": "Allow",
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"Principal": {
"Service": "hooks.cloudformation.amazonaws.com"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:SourceAccount": "111122223333",
"kms:EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",

"kms:EncryptionContext:aws:cloudformation:account-id": "111122223333"

},
"StringLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:111122223333:hook/*",
"kms:EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:111122223333:hook/*"

O] HA2 |IAM &2 370 )2 CloudFormation Hooks AMH|A(OFK|2f 271 ) 25 0i HEHE F 04
LIC} kms:ViaService =71 7|= KMS 7|Z CloudFormation2 ST A& £ QT E §l0od
KMS APl &1 S £ UX[ELCH 2 &2 ch31t 2 &Lt

+ kms:DescribeKey - 7| 443 & HEFEIOIE|E B ELIC Of i 28t HHYAE 70| A2
& 4 olooz W ol Rof QlaLCt.

* kms:GenerateDataKey - X% ™o &AM g 2= 3}5t7| 2IFF ClIo|E| 2538 7|1 HHELICt O]

Ahdofl= W7k XIGE HMA HMolE PIF 225t HAE F7i0| ZEELICH
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/A Important
F3 A AHgol= AWS KMS HEHO| HR35
ot FX= ZE AWS KMS 2
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SetTypeConfiguration APIO| CHEF KMS T8t

SetTypeConfiguration APl & &0 CloudFormation2 X|HE AWS KMS 7|2 M H|O|EE &5
st = U AHSAL HEHE ABELICE SetTypeConfiguration APIE AI835t0 ¢S 351E #+4
g AMEX EE ol O IAM M E FIHerLICH & 12 22l 712 ARNarn:aws :kms : us-

east-1:123456789012:key/abc-1232 2 HiEL|C}H

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "cloudformation:SetTypeConfiguration",
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
},
{

"Effect": "Allow",
"Action": "kms:GenerateDataKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms:EncryptionContext:aws:cloudformation:account-id": "123456789012"
},
"StringlLike": {
"kms:EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}

SetTypeConfiguration APIO| CHEH KMS H Bt
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GetHookResult APIOf CHEF KMS T8t

D ™ 7|18 A5 GetHookResult for HooksE 2 £5t24H AFEXtol| 7| iE Z7|oi| CHE
kms:Decrypt #EH0[ R/0{0k ELICH & S EY AER E= HEol CHS 1AM HH S FIHEL

CtGetHookResult. & 174 2rE2[& 7|2| ARNarn:aws:kms:us-east-1:123456789012:key/
abc-1239 2 HiEL|C}.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "cloudformation:GetHookResult",
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}
]
}
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