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https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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A AWS CloudFormation Guard’

AWS CloudFormation Guard £ @& AA 5' QIE{H| O|A(CL)LICt H& #2lg &5t
= 720l cHal| £ =3HE HS %™ JSON E—< ML IZ'||0|E-|E ASE & e ZHEE M QI Ho{E A
SELct #Ee 2ot Y &+ S o | Z|AF M3 K| &S LIEHH —’F UA&LICH FESHE A

MOOo|EE ZERE JdHE FERE Q EEPE LIEH = /U&LICt ol & §0{ 722 dd3stod
CloudFormation ElZ /0l M 2% 3}El Amazon Simple Storage Serwce(Amazon S3) g ZEEE
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CHS —’F— |01IA‘|._ MEf 2F MAE AE57LE AWS Lambda & =2 GuardE & x|5t= 2ol CHE

e Linux 2! macOS& Guard x|

« Guard for Windows A x|
« AWS Lambda &2 Guard A x|

Linux 2! macOSE& Guard A x|

0|z YeFl 22|A HFo|L{2[2] CargoE A& 3St74LE Homebrew& &3all Linux & macOS AWS
CloudFormation Guard 8 & Mx|& + U&LICH

M F5E 224 HHo|H2[0) M Guard AR
ch Axtol mHat ALY & E bholLi2lol M GuardE MxIgfLch.
1. El0lge ¥mohs Bys Aeich

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. OIS BHES AAGI0{ PATH HE H™ELICH
export PATH=~/.guard/bin:$PATH

A1} GuardE ME2Xo 2 Mx|StD PATH B2 MRS LICE

o (ME M) Guard HXIE #HQlstE{H Chs BES Azt

Linux 2 macOS& 4
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cfn-qguard --version
TH2 OIS £ grerELct
cfn-qguard 3.0.0
Guard from Cargo A%
CargoE Rust I 7| x| 2r2|RtJL|Ct CtS BHHIE 2t=5l0 322 X &8 RustE AXIFLICH T3 Ct
S Guard from CargoS A x|gL|C}
1. E{O/'2olM CtE HES A5t o stHol X|Eof et RustE AR[gfLICH
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
o (MEHALE) Ubuntu BHE0IM CHs BE S Al&ELICH
sudo apt-get update; sudo apt install build-essential
2. PATH &3 & 7Yt Chg BES A-AFLICH
source $HOME/.cargo/env
3. Cargo7t Mx|El &EfoiM Ctg BHEE AA5H04 GuardE M X|ELICH
cargo install cfn-guard
Z3} GuardB HBHoE dxlftaLic
«  (ME ALE) Guard ERIE EQlstediH CH2 BES A-gfLICh
cfn-qguard --version
e ohg e wreteLg

cfn-qguard 3.0.0

Guard from Cargo A
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Homebrew= macOS & Linux& IHZ7|X| Zt2[XFLICH CHS EHHIE & 23101 HomebrewE A X| &L
Ct. 2 = Homebrewo| A GuardE M x|&tL|Ct.
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1. EOIEoM ChE BB 4

0%

st gt ol x|&lof ek HomebrewS A x| gFLICH

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

2. Homebrew7} Ax|E &ENO|M CIS BEES A&SI04 GuardE A XIELICE.

brew install cloudformation-guard

cfn-qguard --version
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cfn-qguard 3.0.0

Guard for Windows A x|
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HHE QIE{H 0| A0 M GuardE 2L =324 ™ Build Tools for Visual Studio 20192 A x|3H{of & L|C}.
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https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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Cargo= Rust I{7|X| 22Xt L|Ct. Ct & EHE 22504 3= S Z &8t RustE MR[ELICH O Cf
£ Guard from Cargo2 M x|gL|LC}.

1. RustE Ct2EZEF O rustup-init.exeE A& LICH

2. M ZEXEOAM 7|2 SMOI 12 MENSH|C}H

f— - H— =

UL O+ B2 wHErsLcH

Rust is installed now. Great!
To get started you may need to restart your current shell.

This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. MX|E 2tE5t2{™ Enter 7|2 FELICI.

4. CargoZt AX|El SEH0|AM CtS BHS A5t GuardE AXIELICH
cargo install cfn-guard

21} Guardg€ d2™Mo 2 Mx[Fi&LICEH

cfn-guard 3.0.0

Guard from Chocolatey A %]

Chocolatey= Windows& IiZ7|X| &t 2[Rt JL|C}. Ctg EAHE 2t =5t0{ ChocolateyE MXR[ELICH O
M CHS Guard from ChocolateyS A x|gLIC}

Guard from Cargo A X| 7


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. 0| 7+o|=of k2t ChocolateyE Adx|EfLICt.
2. Chocolatey7} Ax|El AEf0M CIS HHS M350 GuardE M x|ELICH.

choco install cloudformation-guard

A1}t Guardg€ da™Mo =z Mx[i&Lct

cfn-guard --version

WY ohs B HEELc

cfn-guard 3.0.0

AWS Lambda &£ 2 Guard & x|

Rust I 7| X| 2 2|X} 2] CargoE AWS CloudFormation Guard S5HE Mx|& = A&LICH &2 A2
7IE AWS Lambda(cfn-guard-lambda)E Lambda & +2 A& = /= Guard(cfn-guard) F
?lol A e LCt.

A =

GuardE Lambda &+ 2 AX|st2{H WX ChS A =ZHE S F 36l oF &LCt.

« AWS Command Line Interface (AWS CLI)E Lambda &+ Z HIZ35t1 S &8 £+ Qe Hetez 7
MEILICE REME LI 2 AWS CLIF A MME I ZSHMIR.

« AWS Identity and Access Management (IAM)2] AWS Lambda &3 23&QlL|Ct RIA|EH LIE=2
AWS Lambda &3 &2 F XM .

+ CentOS/RHEL EZ0|M musl-1libc T{7|X| 2|ZX|EEIE yum F40i| FIIELICH REMIEH LI 2
ngompa/musl-libcE & ZE5HM L.

Rust 7| x| 22| MR
Cargo= Rust I{7|X| Zt2|RFULIC} CtS EHAHE 2t 2501 322 Z &8 RustE Ax|ELICH.

1. HOdolAM ChE B3 4 CHS 3tEo| X|&of et RustE AxIgfLICH.

0%
o

AWS Lambda &2 8


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/

AWS CloudFormation Guard
--tlsvl.2 -sSf https://sh.rustup.rs | sh

curl --proto '=https'

o (ME AR Ubuntu BHE0IM CHE BHE

sudo apt-get update; sudo apt install build-essential

5t 0 ot By

=74 _/'\_

2. PATH &

E

source $HOME/.cargo/env

(Linux, macOS =& Unix)Z Guard A x|

Lambda &
GuardE Lambda &+ 2 MX|5t2{H CHS BHAIE 2t =2 &L

1. BY EOIE0M Cchs Y

cargo install cfn-guard-lambda

« (ME4 AE) GuardE Lambda &%

cfn-guard-lambda --version

FI2 s £ grereuich

cfn-guard-lambda 3.0.0

2. musl X|HE Mx|5HE4

rustup target add x86_64-unknown-linux-musl

3. =2 YEmusl®t Ch2 EOIoM Ct

cargo build --release --target x86_64-unknown-linux-musl
O|= %

AN B2 O

ap

A2 xF x| 2HEFRIo| AR E bootstrap HIE THF|X| .zip o 0| O]
Lambda ZefL|Ct MME cfn-lambda A3 mt2lo| 0|22 Z H}E bootstra
Flo|Eof F7}&HLCt.

ol AWS
C+Z .zip Of

GuardE Lambda &+2 Mx|52{H


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html

AWS CloudFormation Guard

e macOS 40| AR Rust Z2EHMEQ| RE LE0|AM 32 7 TS MMEHL

Ct~/.cargo/config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. cfn-guard-lambda £E C|HEZ|2 HEFLICH

cd ~/.cargo/bin/cfn-guard-lambda

5. E{0/'dollA Che Wadg AlgstLCt

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. LCIS WS M504 HZHol Lambda &4 cfn-guard2& NEEL|CH.

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \

--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

Lambda &2 Guard& ZE=35t1 A&ste{H
Lambda & $cfn-qguard-lambda® MEEE 5 E5lc{H CtS BHS AL

aws lambda invoke --function-name cfnGuard \
--payload '{"data":"input data","rules":["rulel","rule2"1}' \

output.json

CtZ ZEJt cfn-guard-lambda EF 2&:

« data- YAML = JSON HEZ!o| EXtY HH
» rules- & ME mo| EXHE T

b

i
n
o
>
0%
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« AWS CloudFormation Guard 7#%] &t 4

« E|AE AWS CloudFormation Guard Tt %]

- #2113+ &7 AWS CloudFormation Guard 2124 m}2t0/E{ AL
« AWS CloudFormation Guard T#&0 CHEH 2124 H|o|E A5

AMN™ E=A

Guard |2 210{(DSL)E AtE5t0{ A F22 A dsted™ MK Guard BEE QBT 0|2 (CLI)
E MR(stok gfLIc RtAMEH L2 71 A EE B ZsHMA2.

Guard & AFE 72

1. 45 % JSON EE=

2. Guard H3 =2 2P ELICH XHMEE LIS

3. Guard test BHE AI&3504 #=I0| o|= &t CHZE 2t 55
U2 MME HXSHM2Guard 1& HAE.

4. Guard validate HHE ALE35to4 7 &lof CHSH JSO
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AWS CloudFormation Guard 73| &
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Guard DSLE AHS 304 Sl TAIS THY HBHS AL st Ui HAE THUo| HEE 4 L

Ct.

|

o XAd

« HollM FHEIAE
« HoM AN ME
« HoM ASX X HAIXIALE

- HZE

e Guard 721} &) EE A
+ Guard #2| Mol &l ZE2

« Guard TFEI04|A{ B4 &2 ol &Hx

. O A BHE 7% 22 2A AWS CloudFormation Guard

-
- HEAE Q1N BILE £3sty| 915t & Ay

.

o

x4

=

M2 true(PASS) & false()2 B7HElE 82 EHAQLICIFAIL. M2 O|Fl AMRIE AH8 5o = gt
S H|mstHL S ZEo M B S sts B Q4ARFE H|mBt|ch

I
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CtS BHe M2 3 MTcpBlockedPortsO| Hlo4 Q= X| 04
InputParameters.TcpBlockedPorts not empty

C2 EH8 M2 ExecutionRoleArn £480| EALEQIX| o & HItELICH.
Properties.ExecutionRoleArn is_string

HO[LA2| H ol o

Ct= HiolL2| 2 CHAE X0 encrypted® H Q10| BucketName &40 EXtE 0| Z& /0] YU=X|
o{f & HWIIELIct
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Properties.BucketName != /(?i)encrypted/

Ct= HiO|L42| 22 ReadCapacityUnits £430] 5,000 O|5tR1X| iR E HWItEtLICt.
Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

Guard & &M EA2 93t 12

<query> <operator> [query|value literal] [custom message]

Guard T2 Ho| £
query
ASH ClOIEE SUSHES SaE &(.) 2R FRE EHAUUC 72| EHAE 2ol 9
13t2 iAo 2 o= ZE| EsdAlo| ZEHE £ 9 =
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12
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operator

Hele|l 4EfE #felst= ol E20| Ele BY E= Htolu2| 4R LICH HEO|L 2| @44kt 2

Z(LHS)2 #2lodof 50, L EZ(RHS)2 #E| L= 2 2[E{=0]0{0F &fLC.

R|PElE HHOILAZ @&kRE: == (Z8) | 1= (Z R &8) | > (AHLE Z8) | >= (<& 8) | <= (RHL}

|
Z32)IIN(x, y, 2] SAo| S5

K| El= B Q40HR}E: exists | empty || is_string|is_list|is_struct|not(!)
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- CH21 20| EFE|= integer(64), float(64)EE HRIE E357| {ft ZE &4 char
HP| f3:

« r[<lower_limit>, <upper_limit>]-CtS EHHAE k SF5t= ¢S 2 HeHELICH

lower_limit <= k <= upper_limit

.

« r[<lower_limit>, <upper_limit>)E At83l04CtS EFkAIS SF5t= o= et

grLICH lower_limit <= k < upper_limit

Ofp
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« r(<lower_limit>, <upper_limit>]-C}S EFHAES k
lower_limit < k <= upper_limit
« r(<lower_limit>, <upper_limit>), CI& E3AE k SF5te= 22 HEHELICH
lower_limit < k < upper_limit
« SHE F|-2F X CllO|E{od| CHEF 2472 HHI(RY). Ol Al:

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
« 7|2 8 E= 4 HiY ROl Ui
L ZHE, HHo|L 2| HAMRIE AFSE W 2 st

custom message

AL

Ho| HEE MBs

elL|Ct MIAIX|E validate & test HRIO| M A E240f EA|Z|H
A &= of|o|E{of C ? F

Olsffet ALt ClHZot= Ol R EE = U&LICH

rok i
=1
1
of M
NI
Mm

2| ol et RhMEF 82 #el Zol & ZHE Y MME HZ st QGuard T 2{0f A H

al JEFE

mzl-
of

Ct=2 CloudFormation Bl Z 2! Template-1 2O| of|lL|CtTemplate-2. X|BEl= QLRI AFE S
Al9dst 7| @lao] Mol of Al H2l & M2 o243t ofdl| ’ESIS R ZeLICt

Template-1

Resources:

Mol #Hel AHE 14



AWS CloudFormation Guard

S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName: "MyServiceS3Bucket"
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: "stage"
Value: "prod"
- Key: "service"
Value: "myService"

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Tops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

LI FEIE AL e THMo| MAE|m 2 Halol A o

-
S0l 4. YeLiCh OF Atgstol 2x12 2t Malol B ERR(" )0 BolE)

(&I
2 22| Fol 3 WER BHlg AESHANL.

\u
L
o
gy
()
e
o
-1
50
rr
>
J‘-’l
b
=

O|Ef2| Zkol

o A= K| &g =+ l&LICH RtMEF LIS

Rl=x| =QlgtL|C}. =2|X ID7} QI 2|lAAT}o]

Ctg M2 "ES/0] 5tLt o] ol E[AAT Ho|k[of U=X] &
B7tS3BucketElLICtTemplate-1.

Hofl M AR AL
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Resources !empty

CHZ M2 S3Bucket 2|AA00 5Lt 0|4 o] Ef 27| Holz|of Q=X & QIEFLICE of Tags 430
CHaH HolEl = 7Hel Ef2S3Bucket 7t PASS Q47| 20l 2 It LICTemplate-1.

Resources.S3Bucket.Properties.Tags !empty

K| #QlgfLict = null.

ek
rr

.« exists - # 2|2l Zt kMo Zto| Qo CHAI AL E 4 Q)

Ct2 Xe BucketEncryption £430/0i Zo|z|o] QE=K| &QlIgtL|CtS3Bucket. o Aol CHEH &

== — iy -

9lBucketEncryptionE|0{ PASS /222 S3BucketZ HI7HE/L|CHTemplate-1.

Resources.S3Bucket.Properties.BucketEncryption exists

(® Note
empty & not exists HAAtE U CIO|E{E SE M F&E &8 7|7t true U=XKI 2 8

7terLct o| & §0{ Properties MM0|o] HER!0of HOo|x|X| f2 B HS3Bucket2 &
Resources.S3Bucket.Properties.Tag empty B7IELICttrue. exists & empty A
AMoll= 27 HAIX[S] EA] LHoi| JSON ZQIE{ BE7t EAE|X| f&LICH O|2Het = H E2F
Olgdet =3 HEE |/X|stX| = AM 277t U= BRIt &L

Ls—-— =™

F

ok
o

- is_string - #2|Q| Z} & ¥0| string FE K| gct

ClS M2 S3Bucket 2IAA 2| BucketName &40l EAHY Zto| X|HE|A= K| EQlELICH &

=
A4 ZtoloflAofl X|=H |04 PASS U 7| I E0H| BucketNameZ H7I"MyServiceS3Bucket"ElL|
CtTemplate-1.

ne oo

Resources.S3Bucket.Properties.BucketName is_string

« is_list- #2|o| Zh &0l list RS UX| & lEfLICh.

A 2=

Ctg H2 S3Bucket 2|4&A0| Tags &40 S 50| X|H /o] JU=X| = IFLICH ol Aol Cial =
74e] 7|-Zt Ho{7} X|ZHPASSEIEZ Tags 2 HWIHELICHTemplate-1

Resources.S3Bucket.Properties.Tags is_list

Hofl M AR AL
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« is_struct - #2lo| Z YHo| F=3HE C|O[EIX| & lgLct

Ct
x|

Jm UW

M2 S3Bucket ZIAA 9| BucketEncryption &40l #x3HEl O|o|E{7} X|HE|o{ /=
FOIBHLICH 0 M ServerSideEncryptionConfiguration &8 &8 (##)& A& 35104
BucketEncryptionE X|HPASSSEZ 2 HWIHE|L|CHTemplate-1.

ofutek MENE 2 QI5tEd™ ( not !) MAIE | is_stringis_listR is_struct 4K}

Ch2 H20M S3Bucket BIAAQ| BucketName &40i X|HEl ZLol| CHAE XIS encrypt & A
910| EXt¥0| Template-1 Z&E|0] U=X| &elgL|ct X[EE HA o|Fol| 2XHE7t & &|oq
"MyServiceS3Bucket" UX| 27| PASS IHE0| 2 WIHELIClencrypt.

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

C}S M9 NewVolume BIAA Size £440f x| =l 240] 50 <= Size <= 2002| E7% 2|
Template-2 Lol Q=X| & IELICE 0i7F X[ E[o] /7| PASS 20 2 HI7t100E LICSize.

Resources.NewVolume.Properties.Size IN r[50,200]

CHZ M29| NewVolume E2|AA VolumeType 401 X|HE Zt0| Template-2 iol, io2EE &= 2IX|
& oIt LICtgp3. ol|7F XI'HE|0f /47| PASS INE 0| 2 H7}tiolElLICINewVolume.

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2',6 'gp3' ]

(® Note
O| Mol o M| #2|= =2IX IDs S3Bucket L7t U= EIAAE AHSSHE LRI ALS
2 H0oiELICINewVolume. BIAA O|ER2 FF AKX Mo|z|lH I =S QlZak(laC) IZ

oM o|2 HHEE =~ &Lct Letdo|n BESIof Ho|El 2 E AWS: :S3: :Bucket
ElAAH HEBE|E A2 2 M5e{H 71E iMoo 2 AISE|&= e EAR2 U
CtResources.*[ Type == ‘AWS::S3::Bucket’ ].AtAMIEH LI 2 AFEol CHE FE| T

Mol M ALK AHE 17



AWS CloudFormation Guard INT=IY A To] =]

o| ol ZIE{2l RFM|EH LHE S & =31 cloudformation-guard GitHub Z|ZX|E2[Q] of A
CIEEZIE 4 HENMSR.

Mo M AFERE XIS HIAIX] AFE
Ct2 MMl Moll= AF&AF X HIAIX|7F Template-2 Z & ELICH

Resources.NewVolume.Properties.Size IN r[50,200]
<<
EC2Volume size must be between 50 and 200,
not including 50 and 200
>>
Resources.NewVolume.Properties.VolumeType IN [ 'iol',b 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

x4 74
= =

o

GuardOoil M Al Eoi 2 &l Zf ™ o A Euck ot

= oE A xstM2.

rlo
I
o
Q)
3
o
Hu
ikl
[0
>
0o
g'l_l
i
oQ
>
2
|0
Hu
o
Il
il

# clause_A N clause_B ~ clause_C

clause_A
clause_B
clause_C
et 22|18 Ar85t01 & #HM 9| or |OR E0IE X[Z5t0 M CHF Mot A E =+ U&sLch

<query> <operator> [query|value literal] [custom message] [or]|OR]

A

o T

Guard Ho|M= 2217t HX "otElz, O Fol AdT BEIrHELICH 7tE 732 true (or|0R) & ()
2 HIIEl= H(and | ANDL| PASS) 2] —.-_-EIQP 2 "ol &= U&LCtfalseFAIL. Ol E& 4

Eflet RAFEfLICE

CHS oAM= Mo Bt =AME EoiELICH

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F

Holl M ALERE X HIAIX] AHS 18


https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard-examples
https://en.wikipedia.org/wiki/Conjunctive_normal_form
https://en.wikipedia.org/wiki/Conjunctive_normal_form

AWS CloudFormation Guard ALEXl 710|=
clause_G
# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR
clause_I
clause_J OR
clause_K
# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR
clause_M OR
clause_N
clause_0O
HAME 7|2 ot ZE H2 7 AHE5t01 ZEE Template-1 &= JUELICH CHS 0| E B ZStA
2.
Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty
- = =
Guard TRIT BT 25 A
ES2 o #H M, T E= HEM ARHD BH=EE MHste FELc 250 Al 7HX|
fYO| AUA&LCH.
. gl g=
- when 28
. HHE 73 25
2
CHE2 HME 7|8e 2 ot HL|CtTemplate-1. 22 M2 ZE st ol ASEIRELICH
Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

Guard =2 &

ES A8



AWS CloudFormation Guard INT=IY A To] =]

Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

2t Fo| 2jE| EHA Y7t BHEELIC A2 222 A8sto] T4 JHs 48 HMstn 27| HEl
27t SUs B H ZstolM MR AT HES MM £ YSLICH OFS oFI9H Zol SUsH H ME
S 34 £ AsL

Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list
Tags !empty

22| ES0iM 22 Yol AHEls 22 L) Hol HHAEES MHFLIC

S5 ALSOf CHE REAIEH LIS S MMS AZSMQEHE T4 25 T4,

when <condition> {
Guard_rule_1
Guard_rule_2

when 7|2 EE when EE9| A|ZHZ X|™HELICH conditionE 7IE RAIQLICH EE2 =74 WY}
AL} true () Ed<oilgk BIHELICHPASS.

CIS2E 78S 2 5t= when 252 | &IL|CtTemplate-1.

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

Guard 2t &7 28 AHE 20
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when E2 Lljo| a0 k&= Zfo| 2XFQl A —?—01| OF W7tBucketNameElLICH of X|&El Zf0| Cf
S oKt Zo| HZ3/0| Parameters MMo|A & XBucketNamekle Z< when 28 LS| M2 H

— o
7HEIX| et &LCH.

Parameters:
S3BucketName:
Type: String

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName:
Ref: S3BucketName

A META ME) 0182 SBT3 O+ OH2 Aol BHE 75| 220l2tn st o3 28
M HB 222 HXE £ Bt FIE 7 222 o2 ¥AS FFUc
rule <rule name> [when <condition>] {

Guard_rule_1

Guard_rule_2

}
rule 7| == BBE & EF9| AlEFE X|HELICH
rule namec= BHE 3 2EES 1R AHEHS= MEO| ¢ = U= EALULICEH HE35si=
Guard 72! M EQ| 2l|lo|g lLICt. O] At&0M Guard TH&!0[2t= o{oll= &, #El 25, when 25
2 BHE 75 20| ZHELICH 7 0|82 W&ststs A MEQ Tt ARE FE3HE Of A
e = U2H, o|E Sl BHE & E52 MASE = U&LICH #& O|F2 validate 2 test
T H210| & Aol Chet HHAEE MBELICH F5 0|82 74 ntelol Wit H20f 220
B7t & EH(PASSFAIL, == SKIP)Qt & 7H EAIELICE CFE o & & ZSHMIR

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
_Summary__ _ Report_ Overall File Status = **FAIL**

**PASS/****SKIP** **ryles**

checkl **SKIP**

Guard 2t &7 28 AHE 21
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check2 **PASS**
**FATLED rules**
check3 **FAIL**

when 7|IE2t 7% 0|F Flol 2 E XI¥sto BHE 2 252 2UF = BIHE T J&LICH

Cl2 20| =M A AT of|&l| when E2QLICH

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

BHE 72 S5 AL8sto] &o|E oS 2ol Hde = J&LICH

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

e & JA&LICH CHE2 2 7HK] of L

toh

CHE Guard &zt &1 SHE &
Ct.

i

=
=

mjo

MAEStD 28

o

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

Guard 2t &7 28 AHE 22
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rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

Guard # 2| o] 2! ZHE &

O| FHMM|ME Guard & M2 2Hde M 22| 2fd X B> AFEoill cHs CHELICH

ZE{22 1= AWS CloudFormation Guard 7H'ELICt ZE{Zlof CHalf o2 7| Mo kg 7|2 FX|
E £ Aol E&LIct

« AWS CloudFormation GuardZt $Si017}27?

. RE, H A

2| 2342 ASHMOIO|EHE Stst7| ?lsH 2HdEl ZHEHS H(O)eE FEE EHAYLICH el &

Alol= g2tol ot EEf2 CHY o2 st= EHE] A0l Z&E = /J&LIc HEIE HIHstH sQL

2ol ghetEl 2t e fASH 4 230 A8 ELC.

Ct2 oAl #{2l= AWS CloudFormation &Z S!/0{|AH AWS: : TAM: :Role EIAAE AMEFLICH
Resources.*[ Type == 'AWS::IAM::Role' ]

Fel= s 22 7|2 HEE mEu

- FE|o] ZF M(.) 2B 2 Resources &= 2|0 YEI}t =4 7|E UX[GHX| et=
Properties.Encrypted. @< GuardE AM 2FE WHAIF7|IE S BAIX 7| S0{E ALSE MY

AE +ZE SnHerLch

- HUEIIEE AL8stE FEIel H(.) FE2 T +EHM RO ZE 22 * STHELICHL

B EIEEE 23
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=
2 32 + AaLich
+ CIOIZ0IAM AFIS o2 YAISHE HiPR T MLICH CHE 2 oM lLict

XE:[20, 21, 110, 190]
Ei2: [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]

« QLS FXOIRE S Y

- FE| Ao KA E US FIIE

P

o
ze

rr

esources.*

ol

R
e =+ A= ZSULICH O o & A EstAR.

e
m

# Query all resources
let all_resources = Resource.*

# Filter IAM resources from query results
let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy
%managed_policies {
# Do something with each policy

CZ 2 CloudFormation ElZ3! I = X2+ 9| of LLCt.

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

B EIEEE 2



AWS CloudFormation Guard INE=IN L]

SampleSubnet2:
Type: AWS::EC2::Subnet

Ol HEZSIg 7|Hto 2 S8t HZZ = SampleRole 0|1 MEHSH %|F g2 LICHype:
AWS: :IAM: :Role.

Resources:
SampleRole:
Type: AWS::IAM::Role

Resources.*[ Type == 'AWS::IAM::Role' ] YAML &4lo| 22| Zn} g2 CtS oMo Ltet

A& LIC

- Type: AWS::IAM::Role

- HeE Hxsto] Al Aol HMAE » JUESF Heof HEIE SSELICH
« ME4EE ZF Zhol Chsll BlAEstE E50| e #Elg WELICH
I.

ard TEOIM M- & S HE.

HEIE Hof gHotod 22E B H A8t CHS Guard #32| CHE Ro|M #FXE = U&LUCt O
Mol SIS oA MYste 2| #2S HoiFE o2 ofxl M4 BES ATsMIR

#

# Simple query assignment

#

let resources = Resources.* # All resources

#
# A more complex query here (this will be explained below)

e LHOAM 244F B S K| BT LICH Guard 7#&I2| B0 CHEF ALMIEF LI 2
Gu [=E]

B EIEEE

25
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#

let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {

some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'
}
]
FHelo g E Heol 2E AY HhE

Guarde= #Hle| 2o chall 2 A e X|HELICH CH oA M when 25 2 CloudFormation &l
Z320] U= ZH AWS: :EC2: :Volume BlAA9| EncryptedVolumeType, 2 AvailabilityZone
& AMof cHsl E|AE&FL|Ct.

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']
AvailabilityZone in ['us-west-2b', 'us-west-2c']

[a
[

8 Guards EIH HIDO| YR E EIE KIVBLICH 08 S0 TS S FEFAAL.
let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /~App/

Aol ool EAIE HACE £

o

E F H(someZ|HER A2 SE HE ¢t EH 922 HIHE

@ MMl ZAIE F 7HK| ol|&| H2 25 O S S50 S Y6t x| &L

B EIEEE %
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let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/

}
O| =52 A=MO| Zt Tag ¢S HEletn &4 S e 4 20 HlwgfL|ch o™ MMdo| A&
HYEA2 F Mg SEMoR WItELCH oS 23 TE{stMR
Resources:
MyResource:
Properties:
Tags:

- Key: EndPROD
Value: NotAppStart

- Key: NotPRODEnd
Value: AppStart

i-l |:|-|;;|.| 3=|M_g| X-IO = ’”'47|-5|L—||-_-|'PASS & S| im)
Resources Properties®| C}S BZE ZIJ"—P Key 2 xINotPRODEndat 1 of 4 H*J—P °'7<|0PX| =l
CHPROD.

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

X Hmy Aol £ Hmf Mol M OFEH7ER|IILICEH Resources, Tags, 2 Properties®| B2 & gt
Value Yx|gLICtAppStart. et & Hm M2 S2|xo=z ME|L|C}

A Zots ULICHPASS.

B EIEEE 27
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L 22 A2 oh=2 o 2ol WHEILICH ZF Tags 260l CHEH Key 2! Value7t 25 Lx|sH=X] H
W EFLch chE o Aol M= NotAppStart % NotPRODENd 2t0| Y x|SHX| &t &LICt.

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODENnd
Value: AppStart

L7t= Key == /PROD$/, & Value == /AApp/OH| CHEH 25 & QISIE 2 YUX|7t 2t 2 E[X| St &L
Ct. [t2kAM Zot= LICHFATIL.

® Note
22 Std Al THMO| 2t @40] Tl 0431 2L HIZSEIE ZS 25 M ¥AIS ABsE
740l S&LICH ZMO| AZE} 2t TFOIAHL BY SMT HITsHHE B2 BY H FAS
A& BtLiCt

2o ot ol mred X
QIEIA O HMAE M HHFE | Bl Z2k(Tags: [])

DE Fele ¢ SES et FEE 7 2
=7t =AM Q77| W lE Resources:

G B B()0| WAL I} Ol 2

{3+ A&Lct

M
ton
oM in
o
g
4
MI
rn

olz{8t #{2lof cHall A
M ZET7H AFS K|

rr
oy
-0 mo
°
=l
L
m
i
>
)
Q'I_l
e
e
!
i
[l
mjo
Y
e
]
r
[ul

- HIEZS 2|AATF ZEE[0] UX| o2 B2 #ele 2 WIFAILE| D GIZE 28 2 HEE 2 H
7HEILICHFATL

- BIESlofet &2 Hl ElAA ES0| ZHE A2 #HEI{ "Resources": {} }= 2 HIIFAILED
iZE ES £Z& M 2E HWIIELICIFAIL.

B EIEEE 28
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. HIZ2lof g|AAT7} ZEE|0] QXD R 2|9t YUR|G5H= B|AAT QR

rr
ox
40
N
L]
rr
rc
Y
A}
M
re
o
Q'I_l

#Helel EEles ME J7[Ee 2 AA8ElE MR Guard HILICH &2 Mol xR iLCh.

M

E{E A& AWS CloudFormation Guard 7+&! 2 A o] CE £ A RolsHMI2.

CNF(Conjunctive Normal Form)& At&3t0{ M2 Zg&Lct.
- M £0il Zf ¢4Z4(and) 2 K|IHELICH

« & ™ Ao|of or 7|HEE ME3St0o] EEl(or)E KIHFLICH

S dldoMeE 28 2 22| HE EoiE LIt

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {
this in r(100, 400] or
this in r(4000, 65535]

MEf Z|E0l H ALS

CloudFormation ElZ 20 FEEZ 2[AAE MEE M ST 22 YRRl /27 X+ A8 E
LICt.

Resources.*[ Type == 'AWS::IAM::Role' ]

#|2l= =2 Resources MM U= ZE /2 Resources. * HHatErLICH of oM HES! el2do
8¢ #elFe Zole chg g grete Ut

B EIEEE 29


https://en.wikipedia.org/wiki/Conjunctive_normal_form

AWS CloudFormation Guard MNEX 70|=

Type: AWS::IAM::Role

Type: AWS::EC2::Instance

Type: AWS::EC2::VPC

Type: AWS::EC2::Subnet

Type: AWS::EC2::Subnet
O|x[o] A=Mof HEE HEFLICH LRIAZE 7|E2 YLICHType == AWS::IAM::Role. C}E&2 E
- Type: AWS::IAM::Role

3 CF2 AWS: : IAM: :Role E|AAO| CHEF C}YEH M =HQIEHL|C}

let all_resources = Resources.*
let all_iam_roles = %all_resources[ Type == 'AWS::IAM::Role' ]

CHZ2 2 E AWS: :TAM: :Policy & AWS: : TAM: :ManagedPolicy Z|AAE MEHGIE EHER 2 E
of of I Ct.

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]

Ct Ao M= o8 =K B|AA0]7F PolicyDocument K| E|0f U EX| &QIELIC,

Resources. *[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]
Properties.PolicyDocument exists

—

ol

J\l
ol
HL
=
FO

AU SAHor a5 HEol Cist AWS Config 4 &S0/ CHS HAE A
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resourceType: 'AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameter:
TcpBlockedPorts:
- 3389
- 20
- 21

B EIEEE 3
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- 143

CHS AHE O] f2l5HMI2.

« ipPermissions (¢!l A& 4 S Lo #& 2&lLCH

Zt 73 2Z0o= CIDR €58 232 X|Hipv6Rangesst7| I8t ipv4Ranges 2o Zt
2 lof A& LICH.

ro
1
0x
o
e

P EAZEEIO] A 583t £4I FAIS MYstn FE0| TCP AP ZEO| =5 518 5HA| o
=Xl HQlste Al BN 2HaLICH

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

some 7|HEE0| HHEAENM REELICH ZE FEl= A2t YRlsts &t 258 BrErELct 7|
2O 2 Guard= #HE|e| Atz grErEl 2 E 2hol AAeE UXIstEX| BIHE LT 22{Lto| S%0|
g datol 2est A2 ofd & J&LItH 74 52 3ol ohg FEE ne{euich

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

ol & 7tX| Zto| Q!&LICHipv4Ranges. 2 E ipv4Ranges 20| 2 EAIE IP FAQ L2 A2 of
CILICI0.0.0.0/0. StLt O|At o] Ztolet YxISH=X| &Qlstedn gLICte.0.0.0/0. -?JEIOHA'I Htet

= 2E Zt Lxlstof st= W2 ofLIX|B StLt OI Fo| A7t Ux|soF BtC 1 Guardod ElL }
some 7|9/E Guard01| 21t 2{2(9| stLt 0I“°| 2fo| &l UX|St=X| &St =S X|A[ELICH &
xl5t= FE| Aot 2k0| Qo™ Guardold @7 71 gh M shL|ct.

Cl2 ofNQt ZH0| IPv6E F7tEtLCt.

configuration.ipPermissions[
#

=2 &o| ol e 2
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# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
]
OtX|eto 2 Ot S oMol A= Z2EZ0|7t ot x| &#elgtLChudp.
configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpvée == '::/0'
#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
chge ®H FAlLC
rule any_ip_ingress_checks
{
let ports = InputParameter.TcpBlockedPorts[*]
let targets = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpv6e == '::/0'
#
# the ipProtocol is not UDP
ezl "ol 2 ZHEY 33
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#
ipProtocol != 'udp' ]

when %targets !empty

{
%targets {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

FAEHE QIZHaC) 7+ HIZSIE M85l E9 7+ ’HIZ3! LHo| CHE AEE|of CHEF & =71 =&
El ZdelMo| e MEr & Ql&LICH CHE20i Cist 24 & XTaskRoleArn,0oll CH8E & X TaskArnZ
Y 2Rt X E A8 3+0{ Amazon Elastic Container Service(Amazon ECS) 22 MHSH=
CloudFormation ®1Z2!2| of lL|Ct

Parameters:

TaskArn:
Type: String
Resources:
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ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:

TaskRoleArn: 'arn:aws:....'
ExecutionRoleArn: 'arn:aws:...'
ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzxn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzrn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'

CtEa 22 #2lE 7Hgst &Lt
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

o| #2|E ol =20 EAIE! M| 7FK| AWS: :ECS: :TaskDefinition BIAAE 25 Z&5l= %4
228 dtetstLct ch2 oMt 20| TaskRoleArn 2Z 2 &7} ecs_tasks ZEEIE CI29 1L
gruict
= .

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

B EIEEE 3%
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let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line

not task_role_from_parameter_or_string
<<

result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>

Guard IO 4 BT & T
AWS CloudFormation Guard T+%! o} o] HMEE M%E
4= QI&LICH GuardE $HAF B4 &GS K|
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EFELICH H=e o|EolE AL0|3 ALEE AHE S
= Zi0| 7bE FGLICH WaE AElZ o3t M BlEH e 52

CtZ oMM M= HE EXMYE 2L E ecs_task_definition_
Clarn:aws:iam:123456789012:role/my-role-name.

' o o

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-name'

Guard TR0 A B &5 U FX 36



AWS CloudFormation Guard MNEX 70|=

CIS Mo M = RHIZESIo| I E AWS: :ECS: :TaskDefinition ZIAAE AWS
CloudFormation AAM5tE #2|e| IS ecs_tasks MEELICH #&IS &2ME [ ecs_tasksE Z
O

Z5k04 i ElAA0i CHE A& LICH.

_

o2
HT
2
i)
=
|>
ok
4> |

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
SERTE

% HFALE AL85tod HE gL

Ol ecs_task_definition_task_role_arn #H% oX|E 7|H 22 Guard & A

Ol ecs_task_definition_task_role_arn query|value literal A0 Af

E Rz e = J&LICH o] #EE AF83HH CloudFormation RIZ3!0] /=

AWS: :ECS: :TaskDefinition 2|l4&A2| TaskDefinitionArn &40l X|&HE Zho| ™ 22X 2t
7t ElLICtarn:aws:iam:123456789012:role/my-role-name.

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

9| ecs_tasks 4 oIAME 7|82 2 R 2[(0d: %ecs_tasks.Properties)ecs_tasksE & &R &
2 = JgLch X Guarde B8 H7}t8t ecs_tasks CH& BHEHEl 2L 2 ALE5to HIE X E
SugtLict HETF 2XHQ0| obl ZE2 = ecs_tasks EQRIZ|H GuardollAM @ F 7 grMshL|Ct

® Note
Xl Guard= AFEAE X8 2F HIAIX| LHOIM B HEE X|HHX| b &L Ct

7HEd 22|

Hel= 3 o] HolEl B40| 7HA|E E LIEFHLICH g4 0|2 Bl LHollAM & e AL E £

QU&LICt BdE MOisr &= Qe M| 7HX| =& = M| 7HK| 7} s 8 B4 HR|7F /& LICH

C T £FE . QEtNo R 7E h AT MOIEIH FA 0t LH| BE FAoIM I £ F HeE
A8 £+ U&LICH A ool EAIELICH

CtS oAl & Aol ecs_task_definition_task_role_arn %
$ecs_task_definition_execution_role arne It £&=ofM Z=7|3HELICE.
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let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_azrn
{

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}
FE £F - 72 Lol M MOIE T8 £F s T S8 F2olg ZAFLD 75 oo 2L
HEE omIbwMsLICH

Ct2 of|N| #& YoM ecs_task _definition_task _role arn 2! td
fecs_task_definition_execution_role_arntE & &M =7|
SHEILICH = check_ecs_task_definition_task_role_arn@HE 1

Z| LHof|MBF Bt X & ecs_task_definition_task_role_arn & AU&LICEH
check_ecs_task_definition_execution_role_arn HHE 7= LHof|AEt
ecs_task _definition_execution_role_arn H44£E & Xg £ Ql&L|Ct

rule check_ecs_task_definition_task_role_arn
{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_azrn
{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

Guard 7EOIN B4 89 A &=
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EE £F -when MOt Z

Z
E2 oRo|RE MEE

=

CtS of|A|l & mt2oflM ecs_task_definition_task_role_arn 2!t
Tecs_task_definition_execution_role_arne= AWS: :ECS: :TaskDefinition

o S
.I.ro
o
T

1 EE Ljo| EE =F 0o =7I3HEILICH ZF 7 &9 AWS: :ECS: :TaskDefinition

E L{olMecs_task_definition_task_role_arnBt &
bR

T

X
o

ecs_task_definition_execution_role_arn H48 & x& £ Ql&L|Ct.

Guard T&! It o| B~ 0

rule check_ecs_task_definition_task_role_arn

{
AWS: :ECS: :TaskDefinition

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-
task-role-name'

Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}
}
rule check_ecs_task_definition_execution_role_arn
{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_arn
}
}

e

CHS MMolME WMol M et S5 820l of & MBELict
o gg

CI=2 2 CloudFormation ElZ2! 9| of JL|C}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

Guard &0 M #H & 2 F T
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TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

Ol HIZSIE 7|HIO 2 B E AWS: :ECS::TaskDefinition HIEZ! 2|AA 9| TaskRoleArn 40|
check_ecs_task definition_task_role_arn7t E|E=Z 5t= 2t #AIS s £+ QlaL
Clarn:aws:iam: :123456789012:role/my-role-name.

rule check_ecs_task_definition_task_role_arn

{
let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

= He| Lol M 2h= B8 Z7|8tecs_task_definition_task_role_arndtn HXM &
Xt U&LICtH arn:aws:iam: :123456789012:role/my-role-name'. 7
|

uery|value literal AM9|ecs_task_definition_task_role_arn H+E

arn:aws:iam::123456789012:role/my-role-name & ZX35t04 EcsTask 2|24 TaskRoleArn
& Mo x|-HEl gtol QIX| #FelgtL|Ct.

CI=2 & CloudFormation BlZ2!9| oi &JL|C}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

u
fjo

7Z|9to 2 e Q| ecs_tasks LHOA Bt= & 7|56t #HE|E &
LICtResources.*[ Type == 'AWS::ECS::TaskDefinition'. Guard

2ol B E EAAE 26t ofof CiEt HEEof ME & LICtecs_tasks.

= AWS::ECS::TaskDefinition ®IE&! 2[AA9] TaskRoleArn &

check _ecs_task _definition_task _role_arnO| arn:aws:iam::123456789012:r0le/
my-role-name

o 1 o
K Y 4> n
30 >

llIII=I >

bR op ©
N po

let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

Guard HEOIM 915 22 L A= 20
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rule check_ecs_task_definition_task_role_arn

{

%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:role/my-role-name'

& M2 query MMO| ecs_task_definition_task_role_arn H+E

arn:aws:iam::123456789012:role/my-role-name & ZX35t04 EcsTask 2|44 TaskRoleArn
&80 x|-HEl gtol QIX| #FelgtL|Ct.

O - HA

AWS CloudFormation EI£3! 344 X &

Z2M ALS AEol Hot S3E oS A= & LI 0] tiFIol M Amazon ECS EiA T ol ¥
o]l CHEH 20t HZ43t K018 H A 57| 9IsH Guard TAIS SHAdBrLICH

C}=2 € CloudFormation ®lZ 29| o &lL|C}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

Ol HEZE 7|Ete= OIS FAE HYsto] O|2Het 27 A 0| SFE TS FLich

- REXO| ZF AWS: :ECS: :TaskDefinition E|l&A0E EfA T J&nt A3 Q&0 2F HAL|0]
A& LICH

o A g5t AE 4E 2 AWS Identity and Access Management (IAM) 23& JL|C},

- 32 HESlof ™o||o] /&L,

Guard THEIO| M B B A EE 41
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- PermissionsBoundary &2 ZF 2d&hoi CHall X|HELICt.

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%sexecution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary

stk Ol A X 42
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when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {

%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {
%execution_iam_reference.Properties.PermissionsBoundary exists

oM BHEI F= EE2 A AWS CloudFormation Guard
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# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A ~ rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_&4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ” rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

Aol o|x| & WU Example-1= CtS1t 22 7ts8 A0E A &L
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« 7} 2 rule_name_A H7}L|H PASSO]| o|5H ZH
« 7} 2 rule_name_A W7IE|H FAILO| of3H ZH
LICt.& & rule_name_B W7}ELICISKIP.

« 7} 2 rule_name_A "I Z|™ SKIPO]| 2o|5H 24
L|C} = 2 rule_name_B WI}EL|CISKIP.

3l 2l Guard #2!0| WItrule_name_BELICEH

3}l Guard T+&lrule_name_B2 HIIZ|X| &t &

=
=
=
=

>

3} El Guard #&lrule_name B2 HWIIE|X| &t &

(@ Note
O| AHBl=7} 2 "WIIFAILEIT 7 2 rule_name_A "HI7tE|= #E0d rule_name_A X8
2 O|EsSte B0 e L|CtSKIP,
ClE2 s Y S EHot OF HEE I €52 7/ 2| Hlo|E{H| 0|A(CMDB) ++4 AWS Config
=9 o LICt O] MM E ZHE S5 +482 EoiELCt

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[@,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1
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when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

2ol ofo M check_parameter_validity=0| ZHARE &

£ check_resource_type_and_parameterE|
check_ip_procotol_and_port_range_validity=d| ZZHAEZ
Ctcheck_parameter_validity. CtS2 O|™ #iIg £t 74

o5k

version: '1.3'
resourceType: 'AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []

EHIIH% 1__|L7'<|
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ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

geeA S&5d 74
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# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard

rules encapsulated by the named-rule block

rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by

the when block
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when condition {
Guard_rule_1
Guard_rule_2

}
A BS5E FEE olalsts Ol =20| E|=5 Guard 73 IHAe| CHE oM E AESIMR.
#

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticlLoadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

#
# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure

%elbs.Properties.Scheme == 'internal'
}
eto| &l mUoflM ensure_elbs_are_internal_and_secure=0i CHSH A ZtEHH SEMHE 4SS
LICtensure_all_elbs_are_secure. CtS2 O|™ &l £4 3= CloudFormation ElZ %! 2| 04| &
LIC}.
Resources:

ServicelLBPubliclListener46709EAA:

EEEER

T
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Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
HHYAE QI TILE 357 I3t H 2Ha
AWS CloudFormation Guard 22 7[& % | O|E{od| CHaH BW7HELICH Guard Bt Q2 7HEEH M &
7|2 AME35t04 X|™HEl HEA Clo|HE et E0{2= Ho|E{of ciet HE[E sHZgLICt H|o|E T
= A= Mof cHall BWrtstedm ofe] Mol 2ot A7t H&LICh Guarde Olg{e g e += U
= HElgt 122 MSELICH A2 HEAEE QIAStH Brtol KZE sHY CI0IEHE AFSELICH.
CHS2 HEAE QA HILE MY + U= HE|IOILH7 U= Kubernetes ZE T4 9| of 2Lt
apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: 'images.my-company.example/app:v4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
HEIAE QA HWILE £35t7| QI8 M &hd



AWS CloudFormation Guard

memory: 64Mi

cpu: 0.25
limits:

memory: 128Mi

cpu: 0.75

Guard XE-I% ﬂF -|3l'0:|0| E”OlE-IE 'u'=|7|'E T AI\QL“:'- 'I_'IL
Meduict o2 z=of XI'dE Z48|o|Ldoi CHEt AMEt =

#

# At this level, the root document is available for evaluation
#

#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'

spec.containers[*] {
resources.limits {

#

# Ensure that cpu attribute is set
#

cpu exists

<<

Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#
memory exists
<<
Id: K8S_REC_22

Description: Memory limit must be set for the container
>>
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H7lcontext 2| O|3H

M ABAE = MA EMYULICEH when Z740] CHEF H7t= apiVersion &
| /lx|Eto| =&l RE ZHRHAE| CHsH = ELICH O™ ofxof M olzet =2 E HIt

- L=

EuCttrue.
O|A| O|™ oIM|ofl spec.containers[*] EAIEIS HAE FXE SHHELICH HE 7= 9| ZF ECNH
A0 CHSH ZHARIAE Zfo| o 2t ¢HEELICE spec 2529 =27 &2 XM CHF oAt Z o] Z4E!

AE7HZELICH

containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:vé6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:

memory: 128Mi
cpu: 0.75

containers £482 18t # C}S od[A|of| ZARAE T} E A|ELICEH

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:

memory: 128Mi
cpu: 0.5
- name: log-aggregator

e 51



AWS CloudFormation Guard

image: 'images.my-company.example/log-aggregator:vé6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75
F I ofsf
#4412 AI8310{ containers 49| Hiof| Z & E 2 E ghofl L& E% [*] Eolg = A&
BE22 1= o| Zt @ Ao CHs ™®I7HELIChcontain o*°I ofldl &l 2

x

Ct

ZEE H2 ZE|old Heolof sl A5 HALE % QIE L—IEP L5 o E.:. =S
%

o

[ |
ofoil chslf BF HA & & FIHELICEH

spec.containers[*] {

[

(® Note
KPElE FYUSH QA HHA HAR2 [<integer>] & YLICH *]. #X Guard=2t Z2
eI X|stx| SL&LICH 2. . 4]
HH
HiO| 18 El= RollM= B 2T SIS ELICH o & S0{ ZAE| 0|7 SILIE lE AR Hi¥S 4K
g+ e o 3ol H&ELnt

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:

52
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name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

ESMO0| HHYEE e £ U e A2 720| HiY E Al ALESHER| ZQlgL|Ct o™ oA
containers[*]7} O}IE A2 LIClcontainers. GuardeE B ZF &34lak gb 7
ot [} SHtEH HIHE L CE

o
)
i}
o
il
i
O

® Note
&40| BiQS +3

Guarde= Bt Z40|

ofr

_I_m'l'

& ol CHEF HMAE EHY e o B SAS ASTLICH

= [
e B0l SHZH BIHEL

spec.containexs[*] CHAl @Al A& spec.containers

JtE Fiele e 2t 288 HretELch SFAS AEE I F{2|2] spec. containers® I 210
£ 2F0il Q= 247t containersOtL|Ztoll A & ZstE HiQO| ZRELICH FAS AISY M L& &
ZH e RAE FXspec.containers[*]&L|Ct HiQEo| =& E 24 @A E Hitsltie 3 &

= & LICHthis. thise Z4E!

2|0 A7 HEO] fAIXRl BTt BE&LICH o|E S04, this.kind %
this.apiVersionthis.spece FE E& EA{0 b. Bt this.resourcese /
spec/containers/0/ & containers®t Z&22| Z+ 7o Ht I ElLICt/spec/containers/1.
OFRH7ERIZ this.cpu Y= HMEtH, €3] /spec/containers/0/resources/limits /0]
this.memory OHEELICt/spec/containers/1/resources/limits.

Guard T2 BAE IS AB5H0 HYAE 2t2 & EY
C |X

x|
AE Q| Zhof ut el

CH oMo M= Kubernetes EE 74301 CHEF O™ #2|0| this BAIMOZE AL 3= S CHA| 2 E
L|C}.

rule ensure_container_limits_are_enforced
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when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {

#

# Ensure that cpu attribute is set

#

this.cpu exists

<<
Id: K8S_REC_18
Description: CPU limit must be set for the container

>>

#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>

e

this BAIMOZ 8 AFSE TWRE YALICH JBILE CHS OIFISH 20| this AEE AZEHR B

InputParameters.TcpBlockedPorts[*] {
this in r[0@, 65535)
<<
result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

Ol oMM thiseE 2 ZE HS E F=xst= O ALSELICH

er A ALS O [HE &AA 27 this
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resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 110]
configuration:

ipPermissions:

- fromPort: 172

—

P

41 o
d

rule check_ip_procotol_and_port_range_validity

{

ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"
fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

M =HES blusto EHIAEE M CHS

A efLICHthis.

#

# select all ipPermission instances that can be reached by ANY IP address

# IPv4 or IPv6e and not UDP
#

let any_ip_permissions = configuration.ipPermissions[

some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{

%any_ip_permissions {

ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {

1]
i
00
rot
rir

M8 st7| =0l 2

FHEIAE OIAl W= £3517| Q3 & &HA
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fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>

ol 7=l mtU2 o|l8 &M MEany_ip_ingress_check.guardstz O
o2 MEFLICHp_ingress.yaml. 21 CtS O|2{8t A2 OIS validate BH

©

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

ClS &=240fM A ZEI2 Ztofl InputParameters. TcpBlockedPorts[*] CHEF &4 HM A7}/
configuration/ipPermissions/@ /configuration/ipPermissions/1 MI{$HS S LIEHLY
L|Ct.

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]1])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

O| 2o E olalists Ol =20l E|= 5 this BAMSZ X EIE ALE5t0o &2 CHA| 2 gL Ch.

ol
ol
rir

rule check_ip_procotol_and_port_range_validity

{
#

# select all ipPermission instances that can be reached by ANY IP address

FHEIAE OIAl W= £3517| Q3 & &HA 56
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# IPv4 or IPv6e and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>

this.InputParameterse= #H50l| Z&E 2t 72 T g LICtany_ip_permissions. #==0f
e E FHElE YRISHE configuration.ipPermissions ZtS MEHEFLICH @ FE=0| HEIA
ElnputParamatersOME AMSIE{D A=K P RE HHAEO| InputParameters USS
EteLCE.

L& =52 Ch3 ollx|et 2 o] HRIE Sloih Ha: A EgLICH

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>
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}

thiseo| Zt ZE Zt2 & x5HX|BF [21, 22, 110]12 £ HXfromPort&L|CttoPort. E C} 2|8
E & #Hoi H$EhLCt

Of AAIM ALSO IHE 27 siZ this

HeE AIE5tod 22 BAIMO R 5t FEEL
InputParameter.TcpBlockedPortse (|)=!E*=||(72‘E =
EZInputParameter.TcpBlockedPortsOliA 0|S35l0f HA|HS

V-‘T'-
e
b

rule check_ip_procotol_and_port_range_validity

{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change
}
JHCHS0| HeE HAMHoE XML,

rule check_ip_procotol_and_port_range_validity

{
#
# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.
# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].
#
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance

FHEIAE OIAl W= £3517| Q3 & &HA 58



AWS CloudFormation Guard

%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>

LHO A LHS this E Zof CHaM T S 2 UE +-ELICsports.

gLt LS FZ0f ports 04715 R E &ET7H U7 HEA ZE 277t obE =HEX|=
CHE HiMoME 22 E HZEo| MHE EoiFLICH

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

H OH HF OB B

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpv6 == '::/0'

#

# the ipProtocol is not UDP
#

ipProtocol != 'udp' ]
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when

sany_ip_permissions !empty
{

sany_ip_permissions {
<<

ipProtocol != '-1"

message
>>

result: NON_COMPLIANT
check_id: HUB_ID_2334

Any IP Protocol is allowed
when fromPort exists
{

toPort exists

let each_any_ip_perm
sports {

= this
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}
}
O CHS validate BH2
failures

ChA| Al3H
CHS

= O

gLiCt. o|Hol= &
2 validate &

.I.L

=

iy Sey
240

o|x4

=

3 df

LIct.
Summary Report Overall File Status
check_ip_procotol_and_port_range_validity
O,AI

= PASS
Alofl ZoH7t R

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
HE ol £3

PASS/SKIP rules

resourceType

PASS
"AWS: :EC2: :SecurityGroup
dat7] et ™

EX| HAES7| /sl ChE ol X|od M

o o|2
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InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

902 IPV6 FA T S1&ElE 89~109 9| LHOI A& LICH CHS validate BHS CHA| A3t F9|
313t
Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,

column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))

with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range
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E|AE AWS CloudFormation Guard T+3

7|8 M3 B2 HAE ZB|2L3E AWS CloudFormation Guard AF&3t04 Guard #%/0| o| =3 CH

2SS U £ QIALICH o] MMM B9l HIAE IS B4alsts WD test WU
At&stod & It UE HAESHE O Ar8sts Yo Ciet &S MBS L

Che| HAE mdoi= . json,,, .JSON, .jsn .yaml .YAMLE= & H & 5tLt7t Qlo{ok gL

Ch.yml

|

- M=

NN e
Guard T#%/2 EHAI5104 9124 | O|E{E T7HEFLICH REMIBH LIRS 7hE 75| ZHA] CHRIS RH R 5HAA|
o

712 9/ EIAE TS Of2| RIS Guard T Tl Lol =t el alol |:H°+ o4 ATHE Z Bt

Ct.

8 HOIAF _test.json EEE AFSSH0d 9l BIAE 10| 0|8 X|BsHE 20| E&L
C_tests.yaml. 0i& S0f 2t 74! 10| R B B9 BIAE THUO| my_

2 X|™gLIChmy_rules_tests.yaml.

T2
CHE e Bl HlAE THe] 728 YAML BAleR 2oiEL

- name: <TEST NAME>
input:
<SAMPLE INPUT>
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expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

g

AM

o

Ct2 Guard EIAE oo £ 44211},
input

BlAEE ClOIE{ILICH TS X2t 20| & Bl B AE M Bl S A8 StE WOl £

o> =
C

L1 1o

- name: MyTestl
input {3}

24 O|o|E{ol| CHal WoHE M ol & &= Antduct. ZF 7219 of & At Q|oi| = EllA
Fo| #212 X|XstL|CH of|AF ZAal= cf2 = stLbodof &Fuct.

4| O|Eqof| CHal M-St =0 2 BIHELICHrue.

0
U™ Al
+ FAIL - 2124 Co|Efoll CHaH A% 5t3 F2lo| 2 BWItELICHalse.
ol24d A
= B

o_>11°

* SKIP - o|O|E{oi| CHal A E[H #=|0| EE|HEIX] §E&LICEH
expectations:
rules:

check_rest_api_is_private: PASS

2l IRl |Clapi_gateway_private.guard. O] #%/2| 5% 2 CloudFormation &
52 E Amazon API Gateway Z|&A R 0| Z2t0|H! HNAZSOZD HIZE|R=X| &

oFLH 63
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AWS CloudFormation Guard
gt StLf O|&f o 2=

WL &=

# Select all AWS::ApiGateway::RestApi resources
present in the Resources section of the template.
Resources.*[ Type == 'AWS::ApiGateway::RestApi']

#
#

let api_gws
# 1) All AWS::ApiGateway::RestApi resources deployed must be private

#
# Rule intent:
# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS

Identity and Access Management (IAM) policy condition key to allow access from a VPC.

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

#
# Expectations:

ALL AWS::ApiGateway::RestApi resources in the template have
specified in the Policy property with aws:sourceVpc or :SourceVpc.

ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

#
the EndpointConfiguration property set to Type: PRIVATE.

#
# 3) FAIL otherwise.

#
rule check_rest_api_is_private when %api_gws !empty {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

%api_gws {

rule check_rest_api_has_vpc_access when check_rest_api_is_private {

%api_gws {
Properties {
aws:sourceVpc or :SourceVpc

#
#

#
condition key specified in the Policy property with

# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
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some Policy.Statement[*] {
Condition.*[ keys == /aws:[sSJource(Vpc|VPC|Vpce|VPCE)/ ] 'empty

}
}
}
}

O| A& HMeE X HM 2] o= E HIAERLICH HIZE & & AWS: :ApiGateway: :RestApi 2|4
A= ZgtolglolofofF g L.
1. CI20H 2 =7| EH|AEapi_gateway_private_tests.yaml7} L& E 2t= B EHAE 1}

s MMEHLICH X7|E|AENM Bl 242 £716lD Q2o Z AWS: :ApiGateway: :RestApi

BlAATLR7| HEA 72| HHE R 2 o & check_rest_api_is_private®fLICl.

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

2. test HHE Ar 5tod E{O(Eoi M & HWH EIAEE AMASILIC} --rules-file It2tO|E{0f 77
2| HIAE male x|&AshL|C}.

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

X Hm B AE O] At 2LICHPASS.

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

of FE EHAEE F7EfLIC O|X Bl 2| AAE TS ES HAEE S YEL
E ml I

£l api_gateway_private_tests.yam

- name: MyTestl
input: {3}
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expectations:

rules:

check_rest_api_is_private: SKIP

- name: MyTest2

input:
Resources:
expectations:

rules:
check_rest_api_is_private

{:

: SKIP
4. UC|O|EE CHY HIAE TR testE AIEEHLICE

cfn-guard test \
--rules-file api_gateway_private.guard \

--test-data api_gateway_private_tests.yaml \

£ il E|lAE o] At= LICHPASS.
Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
5. CEr|HIAE meof F JHe| HIAEE FIIELICLH CHS2 Z/SIEE HAEE EEFLC
« &M0| X|HE|X| &t 2 AWS: : ApiGateway: :RestApi 2lAAQILICEH
OfLIX|ZH TR E HAlo| 20T 7]

El I
(==

(® Note

£+ CloudFormation

O|HAEX2 f&&

Ol 2HtEH & S35t=X| HAESIE 40|
EndpointConfiguration £40| X|HE|X| 2fot 2 MME[X| AU 2 20| HAETL Auig
W22 of & ELICPRIVATE.
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« EndpointConfiguration £430| 2 MHE
HOo|z|X| £ 7| HEN F Hm o| =& SF 5K
QILICt Ol HIAEZ} S1te Zdo 2 of AF gL

CHS2 YOo|EE B 9| E|AE mhd L]t

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_rest_api_is_private: FAIL
- name: MyTest4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

6. UCIOIEE Q| HAE IAUZ testE AELICH

cfn-qguard test \
--rules-file api_gateway_private.guard \

ol

oFLH
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--test-data api_gateway_private_tests.yaml \

Ml Bimf ZateE o1 FAILU| i Zut= IL|CHPASS.

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected SKIP

SKIP, Evaluated

Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected

SKIP, Evaluated SKIP
Test Case #3
Name: "MyTest3"
PASS Rules:
check_rest_api_is_private: Expected

FAIL, Evaluated FAIL

Test Case #4
Name: "MyTests4"
PASS Rules:
check_rest_api_is_private: Expected

PASS, Evaluated PASS

7. ER[HAE oYU HIAE 1~38 FM M2|FLICH Ul S Bl AE | CHHAMEF &M ZEAEof
AMABLICH OS2 HUH0|EE B2l BHAE ThdLCt.

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:

# Resources: {}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3

# input:
# Resources:
# apiGw:
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# Type: AWS::ApiGateway::RestApi
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: FAIL
- name: MyTesté4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

8. --verbose ZE{1E AtE5t0{ E{O|ID0A test BHFES A™Astod Bt 20E HAMELICH Al
HEAE = HIHE Oldliste ol RSELICH Ol 32 Ul #Hmf EIAET PASS 2tz d3 8 Olf

off CHer RiMIet HEE MSELICH

cfn-qguard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

ct

0jo
rlo
o

e &

0%

of £=3{Q/L|Ct.

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
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apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} }))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard::rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

E30o| Fo HFY2 HM SUE
Clause(Location[file:api_gateway_private.gqguard, line:22,

column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), PASS)LIEILH= MEILICH E8HO| oMo MH=7t HIEY R[S =E Types
of & =l X|2F EF Zf o] MSEl AR E 2o FURELICE 0| B Guarde A& B7tstod SHE &
g M3&Lc

EndpointConfiguration £40| X[ &l AWS: : ApiGateway: :RestApi Z|AA00 CHEH B
ElAE THUO| | i EIAE AbZiioH 22 EIAE MBI F7HELICH BIAE Al ST} oAl
Am{ErLcH CHS2 Yool EE B¢l HIAE mtdu|ct

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:
# Resources: {}
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3

input:

Resources:

Type: AWS: :ApiGateway: :RestApi

#
#
# apiGw:
#
# expectations:

oFLH
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rules:
check_rest_api_is_private_and_has_access: FAIL
- name: MyTesté4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS
- name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_xrest_api_is_private: FAIL

HOoH OHF OH OB OH O OH OH O B OH O

10. --verbose ZC1E AFE5l0{ YO|O|EE B E|AE IIQUZE test B

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

£0i XI'8EndpointConfigurationZ|X|2t REGIONALE= Oi| & E|X| &L 7| 2 0i Ait= o

AMFAILCHE L|C}.

Test Case #1
Name: "MyTest5"
PASS Rules:

check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL

Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)

oFLH
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Clause(Clause(Location[file:api_gateway_private.gquard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration"), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} }))} )} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard::rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.guard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.gquard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

test HHO| MM E22 F2 IUO| TZE WELICH A= IIUS ZE EE2 &AM £3d9 £
EQlLct |42 EE2 ZF #AIQLIcE FAlof Ci$t when Z7H0| Qe B EAMAION ZH ES
off ZAIELICH CHS HIMAIME ZHE %api_gws !empty EIAES D SoHEL|CEH

rule check_rest_api_is_private when %api_gws !empty {

Z0| SotE|H 75 HE eHAEELICH

%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"
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%api_gws= &239| BlockClause tilE(line:21)0f|l Y st E5 FEIQULICH 75 H2 o
Z(AND) M M EO|M, 047|M ZF 212 M2 EE2I(0Rs) MERILICE. O] dZ0l= B HlTt
&L|CIProperties.EndpointConfiguration.Types[*] == "PRIVATE". [[I2}A] &

N £32 B H2 EAELICH Z2= 39| 0o{H Zt0| H| &|=X| /Resources/apiGw/
Properties/EndpointConfiguration/Types/1 20{ELICt.0| B2 1E QTypesH & El9|

AL|Ct.

oMol Mdo| of K| E AtESH0{ validate BEE A& dtod &0l CHEt =] CIO|E{E BIHe Guard
2ol Cier 913 HiolEH AE =+ U&LICH

&I &7 AWS CloudFormation Guard 123 mj2t0|E| AFR

AWS CloudFormation Guard £ AF235tH A5 50 X 0|5 =&|of =2 ml2t0|E{E AIEE £
QI&LICE 0] 7|52 F2loM 2|5 C|o|E{E &t X&lof sl B0l &5 &Lt 2ot ¢34 ot
2t0|E| 7|12 x| HEE I GuardilME E=5t= Z27} glo{ok &Lct.

AHE e

1. --input-parameters = -i Z2{3E ArS5to4 =] matO|e{7t & E oS XI-ELCH
0424 /=3 miztO|E ThUE X|IHE = U0 0|8 ZEstod 38 HHAEE Y&t &= ot
2tOlE Z|ole S&s5te 4271 (g = eiguct

2. --data EE= -d E213E A 85t0{ AT E AN HER o2 XIHELICH

AE of
1. =4 o2t0lE ZtY(o: network.yaml)S MAdEFL|CH

NETWORK :
allowed_security_groups: ['"sg-282850", "sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

2. 7t 3= o+Y(0: security_groups.guard)oiM CHS Ti2tO|EE FHESAIL.

let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]

NETWORK.allowed_security_groups
NETWORK.allowed_prefix_lists

let permitted_sgs
let permitted_pls

Guard TH=!T+ 74 2124 mt2tolE AFS 73
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rule check_permitted_security_groups_or_prefix_lists(groups) {

%sgroups {
this in %permitted_sgs or
this in %permitted_pls

rule CHECK_PERMITTED_GROUPS when %groups !empty {
check_permitted_security_groups_or_prefix_lists(

%sgroups.Properties.GroupName

)
SGELCH

Al Cl|o|E ’IZ3!(M: security_groups_fail.yaml)2

3.

# ---
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group

Resources:
mySecurityGroup:
Type: "AWS::EC2::SecurityGroup"
Properties:
GroupName: "wrong"

N
o

o
0
0

cfn-qguard validate -r security_groups.guard -i network.yaml -d

security_groups_fail.yaml

O] BHoA:

« -r A IS XIEELICH
« -iE U3 metoly oY g XIYELICH
- -d 4Z3% dio|e (R E3NS R|IELICH
CHE = otetolE
oig{ = mtetole g X|He 4 A&
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2 X|EE ZE ol A /o] mietolE Z2|E 2fet Y HEAEE Fd-igfLCh

AWS CloudFormation Guard #2104 CH&h 23 H|o|E| A5

H2IZ AWS CloudFormation Guard validate AF235104 Guard #&!0f CHEF LIOIE{E HBE £+ ¢

&L|Ct mgtole] 2 SME Z 85104 validate O CHEE XHMBH LIS AS 2 H#X5HMIR

A =

- 2124 H|O|E{E AS 5= Guard #EIS R MEILICH RIMIEH LI 7tE 7 &| 2F M B g & X 5H
Al2.

- 722 HAESI{ o|= 8t CHE R SSt=X| &RIgLICH AHMIEH LHE 2 Guard 7% HIAE EHHE
HESHAAIL.

validate W3 A

AWS CloudFormation Bl&2!1} Z+2 Guard #2101 CH3H 23 o|0|E{E ZH S 5ted™ Guard validate
HAS MSELICH --rules Tt2t0|E{0| 72 LU 0| & RIHELICH --data Ti2HO|E{0f &S
Cllo|E| mto| o|&E X|IHEHELICH

cfn-guard validate \
--rules rules.guard \
--data template. json

D
O
rIo
Ot
Hu
>
pLy
S
>
J
=
O

Q

()]
=
M
e
o
9.'-'
r
[ul

Guard7} = 2Mo 2 A55tM validat Al 2l
Guard7} 1% A {validate YL %‘EH?J RO MEf ETTME pretEiLICH @ =
El2(-s all)E AF835+04 Guard7t ZF #3I€ HWote e EodF = M5 Qot EC|E & elgLct.

i IIJII=I

template.json Status = PASS / SKIP
PASS/SKIP rules
rules.guard/rule PASS

oicd Cllo|&{ mtoi CHall ofed = AE

a2 RX BElsts Ol £20| ETS o Yol FAIS AT Hate TIE RAS THE £
UELICH I O3 TlOlE] TH = 042 o O] THod| HaH o2 % mUS ABE + laLict

Guard Tt =/0 CHEF 134 CIO|E A& 75
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validate BB --data & --rules SM0i| CHEt It CIHEE|E 71K E = U&LICH 0| S0

AN EH

7} stLt o|Ato| Cllo|E] o /path/to/dataDlrectory EZgstnt stk o|d ol #E mWUE /
path/to/ruleDirectory Z&3st= OIS HHES A™ME = UELICH

cfn-guard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

Ml

TtEI2 A 4d5t04 02 CloudFormation ElEZ2!0f HOo|E Ct &t Z|AA0 XY Al E3HE 2SI
MMt £ E€30| JeX| 2HQlg = JsLch AM 2 /x| 2EIE &7 st7| fls 227} 2l C|HEH
2|0l M , s3_bucket_encryption.guard ec2_volume_encryption.guard% 2t= HEo| ot
ofl %= Zt BlAArds_dbinstance_encrytion.guard® X% Al 535 E &QlstE #AIE 71A
£ Q&L|Ch~/GuardRules/encryption_at_rest. A& 3l 0F 3= CloudFormation HI£3I2 B2
7

—
F ol CIEE{Z2|of Q& LICH~/CloudFormation/templates. O] A< C}S 1} Z00| validate B
= Al™dgrct.

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

0424 Cllol&f ot ol Chal of2] #= HS

—|=l
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2 A 312 AWS CloudFormation Guard

ted Fof 2A|71 wAstEo| Mado| FX|E AWS CloudFormation Guard&F = 5HAIL.

- MEiEt ROl BlAATt Gl B Mol Amgict

« Guarde= %2 HAl Fn::GetAtt 2 = 2 CloudFormation ®lZ2!2 T7}5t K| ot&LCt

7t 22 EEE ABste B2 =40l AWS: :ApiGateway: :RestApi BlAATL Q=
"AW

o
Resources.*[ Type == 'AWS::ApiGateway::RestApi' 14 M2 Z HIIELICIFAIL.

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"
Oledet Z1HE WX|sted™ HHof HEE EF ot when T &I AASELICH
let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]

when %api_gws l!empty { ...}

GuardE= %2 Al Fn:GetAtt 2 = 2 CloudFormation ElZ 22 T
7+5tX| et &LCt.

Guard= 2 HEfS| LHE &+ & X[5HX| of&LICH 0§ £0{ 1Join& ALESHEH YAML B4 AWS
CloudFormation ®lZ2!1 Sub0i| A7} XX E|X| ot & LICH CHAI 2H&HEl 24E) O] CloudFormation LHZE &
SE A2ELCH & S04 Fn: :JoinGuard H2!0of CHaH Z7tet i YAML € 419| CloudFormation
HEZZ/Fn: :SublMHE ALSELICE.

I
jn
i
o|-

LHZEF 8F4=0f CHEF K}AMISH LI 2 AWS CloudFormation AF2 AZEA{ o LHZE &F 4= 2 T3tMl2.

bl 24| sHE =X

stz|o] x| et x| &olstL|ct. 4R Guard
|'§d8t x| f&LCt.

 string 2|E{E0f O|A7|O|ZE YHIC|= EXF0|
= string ZIE{ES| YHIC|=E O|AFAHO|Z EXtES

>4H=|

HeE w80l 2lAATt g 29 "ol AW LI 77
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AWS CloudFormation Guard

o SEE|x| ot

HFAISHL|CH 3K @ 2=

s2El= ClolE R
HlolE] 4

o=

=)
=

IL|C

Rust9_| PartialE

3FEX| EQIFFLICt o & E0{string & intE H|IILE &
HZE 8% Zto| S Z|X| fom™ LIEMaoZ _C.>_
q 582 &F5t7| false ol M=l 2 gdEHELICEH
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AWS CloudFormation Guard CLI m}2}0|E & H= & =X

HE OIE{H| 0| A(CLI)E AWS CloudFormation Guard S35l CtS 2 ml2t0|E{Qt HHE AI8E £
o

o
&LCH

|
A

S|
« Guard CLI 724 m}z}t0|E
- T EMEZ
- TEdY
E

- H&

« A=

Guard CLI M4 m}20|E

AWS CloudFormation Guard CLI @231} &7 Cl 2 ulet0|EE M8E £ U&LCh

AWS CloudFormation Guard 72! It dof Ho|El #=lof CHEt &8 BM EC|E MEELICt
+g

cfn-guard parse-tree
--output <value>
--rules <value>

ot 2t0|E

-h, --help

Guard CLI <4 mt2t0o|E 79
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1
.
1
1

©
H
[N
)
+

1

.
w0
o
)

1
=
1
1
©
H
=
=)
+
1
<
Q)
3
=

cfn-guard parse-tree \
--output output.json \
--rules rules.guard

A M

JSON EE& YAML A9 AWS CloudFormation &l
5t= AWS CloudFormation Guard +&! MEE X520
Lt 224l &5 3t = E 0] M ready-to-use

e
—

cfn-guard rulegen
--output <value>

=R
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--template <value>

ot 20| E

-h, --help

21 I ofl 7ISFLICH £ £ 28 JHo| FAlo| LiEhd 4+ QoD 20| 242 A

-t, --template
CloudFormation RIZ ! ntlo| ZE2 & JSON EE&= YAML Ao 2 NS FLch

01| Al

cfn-guard rulegen \
--output output.json \
--template template. json

HAE
7H¥d AWS CloudFormation Guard T%10] M2 2015 7| 5 JSON EE= YAML & 4!9| Guard 8%
HIAE mof CHa 72! otede HAE st

T2
—

cfn-guard test
--rules-file <value>
--test-data <value>

uteho|E 81
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AWS CloudFormation Guard

ot 20| E

-h, --help

-m, --last-modified

gE

CIEE 2| LHol M OFR[Bf ez =

-V, --version

LICE.

F

S
=

M

-V, --verbose

P Q&L

x4E
o=

MF & FLICh o42] ¥ X

24
=

Kl

AlEILCH

i
ar

when

|.

S
il

ofl CH

=l
3|

ALt 7

M

2N

-1, --rules-file

-t, --test-data

FLCH

ra iy =
o H

El2| 0|2 A

L—
2 = e

= YAML &40 2 H|0|E mpo| m}te

C

JSON §

args

<Qtm} s>

429
o=

C|EE{2| LA L aottlle=o 2

01| Al

cfn-qguard test \

--rules rules.guard \

82
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SKIP|FAIL|

SKIP|FAIL[PASS, Got Status

AWS CloudFormation Guard
--test-data rules_tests. json

rule_name, Status

=29
= 1
PASS |FAIL Expected Rule =
PASS
CtE MEE XA
Guard #& HAE
H=
| o
AWS CloudFormation Guard T+%|1} H|1 504 C|O|E{& & 5t04 83 = MIHE AMELICH
=N
[
cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>
==
-a, --alphabetical
guttiz=o 2 HHE CIMEZIe| Y HELICH
-h, --help
T2 HEE QMELct
-m, --last-modified
OIX|Y o 2 =HE At e 2 FHE CIHEE[o g A ELICH
-P, --payload
F_‘_d‘
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£ Sl Ot JSON "4lez &1 H0|EE MSE + U&LICH stdin

{"rules":["<rules 1>", '"<rules 2>", ...], "data":["<data 1>", "<data 2>", ...]}

O Al:

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\": {\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" ]}

INES

il

"REroIM A o] 2X1Y S5 XIMELIC "data"ol M ClOJE| THo| 2Rty == |

ct.

mjo

--payload Z21E X|HEE B --rules EE --data SME X|HEK| OIAAI2.
-p, --print-json
£292 JSON Ao 2 QIMEFLICE.

-s, --show-clause-failures

ZH METE SLICH o] H K|HE £ UaLc

=M 84
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JSON E= YAML 4= H|o|H ntee| ot == CIHEEE| 0|2 HI-S—E*L—IEP CIHEEEIE M35t
™ Guard= C|EIE{2|e] 2 & C|0|E Zhdoi . CI=E 2|0l = ololE mt
Bt 23 [0{0F 5tH C|O|Ef mp 1} %

--payload E23E X[Hsl= 2 --data SME X|HstX| OtAAIL.

-0, --output-format (EAY)

7|22k single-line-summary

518 El gL json | yaml | single-line-summary

o CIMEEIE MBS ELICH CIHMEEIE MSetH Guard= CIHEZ]
E{oil CHaH ‘Bt CIEEE|ol= & ohdRh 2 & x[o{oF 5tH, Tl olH
5t

(=]

Guard TE Bt Ao ME HEE XI™HELICH & XI'H6tH allGuard7t ™A RS E AR LICH
X435t pass, failGuarde St £= AMUfd 7 =lof CHEt @of M0t F AIFLICH & X|HstH

noneGuarde < HEE EAISHX| L&LICH 7[2XMo 2 all7t XI™ELICEH

&8%E Zf: all | pass,fail | none

-t, --type (BX+)

2= ool e HAlg MSELICH &3 HlolE 8 XI¥stH Guard= £301 CloudFormation &

Z3 2429 =2/ O|F2 EAIFLICH 7|BMO R Guarde=2t Z2 M8 B2 22 EAIFL

CtProperty [/Resources/vol2/Properties/Encrypted.

Allowed values: CFNTemplate

01| Al

cfn-qguard validate \
--data file_directory_name \

of| Al 85
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AWS CloudFormation Guard
--output-format yaml \
--rules rules.guard \
--show-summary pass,fail \
--type CFNtemplate
=g4
= 1
Guard7} HIZSE2 438O 2 4E5tH validate HHE2 F=R
Guard7} & 9|82 AlH5 M validate BHES Aoldt +
H Zella(-v)E AF83H0{ Guard7t 2 #alE HIIsh e
Summary Report Overall File Status = PASS
PASS/SKIP rules
default PASS
Ct2 AR & ESHAIL.
Guard =0l CH8t @124 cilolEf HB
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9| EH 9t AWS CloudFormation Guard
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« AWS Command Line Interface AF2 A A{Q| Ot
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« AWS Identity and Access Management AF& A A{ 9| £ oF
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