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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0Obl163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControllList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl163b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
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},

"Allow",

{
"Effect":
|
"organizations:ListAccounts",

"Action"
"organizations:DescribeAccount"

g

1,
"Resource":
3},
{
"Effect": "Allow",
"Action": "pricing:DescribeServices
"Resource": "*"
}
]
}
Ez;—a MEXIUHE 2|4 2& TEHE 518 E7F &Lt I Thd
AolBt UM AE & QTS B
HEt2 S o{gfLIct
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AWS CLI EE= AWS APIE!
+S 2= API 241}

Billing Conductor API0Y| CHEF ZAf| HM[A TEH F0q
O] of| Alofl M= IAM UE{E|0]| Billing Conductor AP104| CHEH TR HAM|A T

JSON

"Version":"2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*"
"Resource": "*"

},
{
"Effect": "Allow",
"Action": "organizations:ListAccounts"
"Resource": "*"
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Ol of Alod M= IAM IE{E|0]| Billing Conductor 2£01| CHEF 217| & MM|A HEHES FoEfL|Ct.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"billing:ListBillingViews",
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"aws-portal:ViewBilling"

1,

"Resource":

myn
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

]I

"Resource": "*"

}
]
}
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JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsFoxParent"”,
"organizations:ListChildren"

1,

"Resource": "*"

74X HI8 2 X|H56HK| &t E AH|A & 7|50 CHEt AWS Billing and Cost Explorer M| A 7{&

O ol Mof[A IAM RIEE[= 74X HI&E X[ stX| & & MH|& & 7|50 CHet HM|A7F HFELICH O]
Aol el AE & 7iE " AE LHolAM 7tsE 5] £ 50| & x[o] [U&LICH

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Deny",

"Action": [
"aws-poxrtal:ModifyAccount"”,
"aws-portal:ModifyBilling",
"aws-portal:ModifyPaymentMethods",
"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount",
"cur:GetClassic*",
"cur:Validate*",
"tax:List*",

"tax:Get*",

"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",
"payments:Get*",
"payments:List*",
"payments:Update*",
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1,

"payments:GetPaymentInstrument”,
"payments:GetPaymentStatus”,
"purchase-orders:ListPurchaseOrders",
"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",
"consolidatedbilling:Get*",
"consolidatedbilling:List*",
"invoicing:List*",

"invoicing:Get*",

"account:Get*",

"account:List*",

"account:CloseAccount"”,
"account:DisableRegion",
"account:EnableRegion”,
"account:GetContactInformation”,
"account:GetAccountInformation”,
"account:PutContactInformation”,
"billing:GetBillingPreferences",
"billing:GetContractInformation"”,
"billing:GetCredits",
"billing:RedeemCredits",

"billing:Update*",

"ce:GetPreferences",

"ce:UpdatePreferences",
"ce:GetResexvationCoverage",
"ce:GetReservationPurchaseRecommendation",
"ce:GetReservationUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPuxchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

"Resource": "*"
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Ct.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",
"Resource": [
"arn:*:cur:*:*:definition/*",
"arn:aws:billing::*:billingview/*"
]
}
]
}
20| £ AXM 20| HHAE = UTE IAM AE S I 5tEdH AASKIF HMAE
27| ARNE F7tgfct.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:aws:cur:us-east-1:123456789012:definition/*",
"arn:aws:billing: :AWS-account-ID:billingview/billing-group-
$billinggroup-primary-account-ID"

]
}
]
}
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{
"Version":"2012-10-17",
"Id": "S3PolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
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"Principal": "*",
"Action": "s3:*",
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"eventVersion": "1.09",
"userIdentity": {

"accountId": "111122223333",

=
[

st
=]

CloudTrail 21 & =& 204 &= of| A|L|C}.

"invokedBy": "billingconductor.amazonaws.com"

iy

"eventTime": "2024-02-23T00:22:08Z2",

"eventSource": "billingconductor.amazonaws.com",

"eventName":
"awsRegion":

"AutoAssociateAccount",
"us-east-1",

"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID":

"1v14d239-fe63-4d2b-b3cd-450905b6c33",

"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "111122223333",

"serviceEventDetails": {
"requestParameters": {

"Arn": "arn:aws:billingconductor

"AccountIds": [

"333333333333"

},
"responseElements": {
"Arn": "arn:aws:billingconductor

+

"eventCategory": "Management"
CreateBillingGroup

A0
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CHH2 2 CreateBillingGroup XS e

CloudTrail 21 &=

::111122223333:billinggroup/444455556666",

::111122223333:billinggroup/444455556666"
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"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

1,

"eventTime": "2024-01-24T20:30:03Z2",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {
"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/
TqeITi5Bgh"
1,
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {
"LinkedAccountIds": [
"444455556666",
"111122223333"

iy

"Name': "*x*x"
.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
1,
"requestID": "fb26ae47-3510-a833-98fe-3dc0f602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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{
"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {

0{l M Amazon EventBridge AF& AWS Billing Conductor 84


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html#eb-gs-create-rule

AWS Billing Conductor A8 YA
"targetDate": "<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": "<event ID>", // unique event identifier
"directTransfersAccepted": [
{
"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectTransfersAccepted": [
{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
]
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{
"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": '"<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": '"<event ID>", // unique event identifier
"directTransfersAccepted": [
{

"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectTransfersAccepted": [
{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ

}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{
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"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID

"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
]
}
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{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource":"*"
}
]
}
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