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AWS Billing Conductor AL 7Hol=

ID 7|8 G

ID 7|8t HE2 |AM AL X AFEAF I8 FF= & ZH2 1D HAZAE £+ Q= JSON B HA B A
QlL|Ct. ole{8t 22 AL} L 2d5t0| 04tH B|AALQF o{iH ZZH0| A ofH ZHS £3lE £ QI=X]
E Mo{EfL|Ct At 5 7|8 HAg MM s s dolEe{M™ IAM AFE ABE MM T2 2HE|&
Mo Z AL2AF K& |AM HE XHo|E #HEFAMIL

ID 7|t HE2 Qlgtol A& e = 2| Mo Z st5 O EFE £ &LICH Q2R A2 EH A
X 38 £ ol Y ZEELICH B2l HAM20| o2 AFZXH 28 L dEof AT £ U
S| AstiE Aol |c AWS A, 218 MAols AWS 223 &2 9 12 2E|s MAio| 2 EHE
LICH 2|3 M3 c= Qo MM g MEISI s WS LolEE{H IAM AFS MM O| 223 M ol
QIztol A FSof M MEIZ BIXRFHAMI2

2lAA 7|gh A

SIAA 7|8 HE2 BlAA0| QIEEE JSON MA MHML|CE Z|AA 7|H HEO| of|KlE IAM
gF AMZ| MR T Amazon S3 HZ! HEHQlL|C} 2|AA 7|HE HA 2 X|HetE MHH|AMAM MHE|A &2}
= 0|8t MM AIR25t0{ EX 2|AA0 CHE HHAZE EXE £ &LICH MEo| HAEl 2|AAQ|
A M2 XM= QER I} Y 2|AAL OffH ZZHO|A ofiH ZHd2 £33 4 QI=X|E XO|FL
Cl. 2lAA 7|8 Ao M QIEHALE X|ZdSHof Lt Eot Aol AN, ALK}, g, HC{d 0| A
A E=7F 2EE £ U&LICH AWS MHH[A.

SIAA 7[8F HME2 ST MH|A0 e CIEFR! ™AQILICEH 2|AA 7|8 HAMo|HE IAML] AWS EHE|
& Mg AEE £ glaLich

MM A Ko SF(ACL)

HMA Mo FF(ACL)2 o 2ot FA|(HY HH, AF8AF E= AEH) 7t ElAAN HMAE = U
Het2 7Hx|2 UEKX|ZE Mo{EfLICt ACL JSON MA EAM HAIZ2 AL25HK| S X|TH 2[AA 7|8 X

ZH0b 7 AFEfLICH

Amazon S3 AWS WAF2Z! Amazon VPC&= ACLs. ACLO| 28t XtAIEH L& 2 Amazon Simple Storage
Service 7He Xt 7HO|E 9| HM|A Mo SZ(ACL) IHLE HESML.

7|t A Bt

AWS £ & LetHQl =7t HM S XIHELICH ol2{gh HH Etel2 O LEHMel YA RFo what
St A o
=

o
A& Rtoi| A FoiEl= =|CH HEt

- et A - HeE A

=
[—
z|cf Hete d™ste 132

e

° o
—
[=)
il
>

=
2
o
m

>

=
>
00

Pal

YA ALE5to] AM A e 45
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<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControllList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControllList>
</AccessControlPolicy>
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

},

{

"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Billing Conductor

"organizations:DescribeAccount"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}

AWS CLI FE= AWS APITH 3 55t AFS LI 2|4 24 HErS 518
SBBHEAE API ST URISHE Srefofpt HA AR 4 UTS BrLICH
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}
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"Effect": "Allow",

"Action": "billingconductor:List*",
"Resource": "*"

.

{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"

1,

"Resource": "*"

}
]
}
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ALEXl 710|=
"Statement": [
{
"Effect": "Allow",
"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"
1,
"Resource": "*"
}
]
}
Billing Conductoroil =& Et2| 7tx{2 7| 7|50 CHEH BM|A HBH Fod
Chel(oU) A™E 7HMee o 2 EH
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren"
1,
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
A B5F 7|8 A ol x|

57



AWS Billing Conductor

AR 7H0|E

"Action": [

"aws-portal:ModifyAccount",
"aws-portal:ModifyBilling",

"aws-portal:ModifyPaymentMethods",

"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount",
"cur:GetClassic*",
cur:Validate*",

"tax:List*",

"tax:Get*",

"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",
"payments:Get*",
"payments:List*",
"payments:Update*",
"payments:GetPaymentInstrument",
"payments:GetPaymentStatus",

"purchase-orders:ListPurchaseOrders",

"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",

"consolidatedbilling:Get*",
"consolidatedbilling:List*",
"invoicing:List*",
"invoicing:Get*",
"account:Get*",

"account:List*",
"account:CloseAccount",
"account:DisableRegion",
"account:EnableRegion",
"account:GetContactInformation",
"account:GetAccountInformation",
"account:PutContactInformation",
"billing:GetBillingPreferences",
"billing:GetContractInformation"
"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",
"ce:GetPreferences",
ce:UpdatePreferences",
ce:GetReservationCoverage",

’

"ce:GetReservationPurchaseRecommendation",
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ce:GetReservationUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
ce:ListSavingsPlansPurchaseRecommendationGeneration",
ce:StartSavingsPlansPurchaseRecommendationGeneration",
ce:UpdateNotificationSubscription"

]I

"Resource": "*"

]
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"billingconductor:*",

organizations:ListAccounts'
pricing:DescribeServices"

]

"Resource": "*"

AWS ZH2|& H3: AWSBIllingConductorReadOnlyAccess

AWSBIllingConductorReadOnlyAccess
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"Version": "2012-10-17",

"Statement": [
{

"Sid": "BillingConductorReadOnly",
"Effect": "Allow",

"Action": [
"billingconductor:List*"
organizations:ListAccounts"
pricing:DescribeServices"

"billingconductor:GetBillingGroupCostReport"
1,

"Resource'": "*"
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aws :sourcelp IPv4 Zf SELIc RkMIE LHE

ZA ZH ALK E & A}

{
"Version": "2012-10-17",
"Id": "S3PolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucketl/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}
}
}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: Billing
Conductor:GetWidget on resource: my-example-Billing Conductor

0| B2, MateoE= my-example-Billing Conductor =& AF&3t04 Billing
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"eventVersion": "1.09",
"userIdentity": {

"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"

+

"eventTime": "2024-02-23T00:22:0872",

"eventSource": "billingconductor.amazonaws.com",

"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",

"sourceIPAddress": "billingconductor.amazonaws.com",

"userAgent": "billingconductor.amazonaws
"requestParameters": null,
"responseElements": null,
"requestID":

.com",

"1v14d239-fe63-4d2b-b3cd-450905b6c33",

"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",

"readOnly": false,
"eventType":
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor
"AccountIds": [
"'333333333333"

"AwsServiceEvent",

1,
"responseElements": {
"Arn": "arn:aws:billingconductor

iy

"eventCategory": '"Management"

CreateBillingGroup

A4

CH2 2 CreateBillingGroup XS MY

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

5= CloudTrail 21

::111122223333:billinggroup/444455556666",
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},
"eventTime": "2024-01-24T20:30:0372",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",
"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",
"userAgent": "aws-internal/3 aws-sdk-java/1.11.465

Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {

"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/
TqeITi5Bgh"

},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {
"LinkedAccountIds": [
"444455556666",
"111122223333"

iy
"Name": Mk k kNl
iy
"responseElements": {

"Access-Control-Expose-Headers":

"x-amzn-RequestId, x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",

"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
},

"requestID": "fb26ae47-3510-a833-98fe-3dc0f602gb49",

"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"Statement": [
{

"Principal": "*",
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"Effect": "Allow",
"Action": "billingconductor:*",
"Resource":"*"
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