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{

"awsRegion": "us-east-2",

"eventCategory": "Management",

"eventID": "3510a29e-8070-4cbc-b6ad-9ellfl18e26ec",

"eventName": "ListRecommendedActions",

"eventSource": "action-recommendations.amazonaws.com",
"eventTime": "2025-09-03T03:52:02Z2",

"eventType": "AwsApiCall",

"eventVersion": "1.09",

"managementEvent": true,
"readOnly": true,

"recipientAccountId": "123456789098",

"requestID": "ec431c91-0315-413d-bdb6-d282fd4f6d83",
"requestParameters": {
"context": "*"

"uxChannel": "EXAMPLE"
.
"responseElements": null,
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE",
"userIdentity": {

"type": "AssumedRole",

"principalld": "AROARZDBH75ZCUYWFSTUS:EXAMPLE",

"arn": "arn:aws:sts::123456789098:assumed-role/EXAMPLE",
"accountId": "12345678909",

"accessKeyId": "ASIARZDBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId":

"AROARZDBHEXAMPLE",
"arn":

"arn:aws:iam::12345678909:role/EXAMPLE",
"accountId": "12345678909",

"userName": "EXAMPLE"
},
"attributes": {
"creationDate":

"2025-09-03T03:52:00Z2",
"mfaAuthenticated": "false"

}
iy

"invokedBy": "action-recommendations.amazonaws.com"

CloudTrail 21 A&t ZLIE{E

%1 1.0 30



AWS Management Console A|EF OFLH A

}

CloudTrail BilZ = ZEI=0f Cist XFM|EH LI 2 AWS CloudTrail AH& M M 2| CloudTrail record

contentsE X 5HA

rlTI

i

CloudTrail 2E1& A&t ZLIEE &1 1.0 31


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

AWS Management Console A|EF OFLHA

AWS Console Home 0{| A A& AWS Management Console

Moz 2£€ & Ho|XIE AHEA X|H5t= &S AWS Console Home 2 & 5104E AFE St
g A

WS Management Console2| & H|O|X|L|Ct. 2&0| MZ 2a2l5t

i 4> g o ©
0 30 i IE 4y
> mp WO
Tljok

= 0

O|X|2 o|S&LIct. {50t ofZ2|F|0|ME At 24 & HIO|X|E AFR AL x| M E
LICH QIXS AL 5t AWS AMHIA T B|AA0f CHEH HE S FHs= AFSAH XM 74 24
7te &= A&LICH o EE|F0lMdE ALE5HH AWS 2|4 A2 HIEFH| O 1E O5EE & A&LICh

i m
D I2
rlllo

myApplicationsE AtE5t0{ OfE2[A|0|ME B2l = JU&LICH 2 &5t01 2= AWS AH|
O

A SEZ ET Amazon Q2 MEIE £+ &LICt

lII> r

|

. oM EE AWS AH|A 27| AWS Console Home

« O A & =4 AWS Console Home

« 2| myApplications= F U &ILI7t AWS Console Home?

« AWS Console Home0| A Amazon Q Developer?t zH &

oM 2= AWS MH|A 27| AWS Console Home
2£ E0M ZE AWS MHIA SE52 E1 240 HMAE = U&LCH
™A AWS MH|A SE0f M ASHE{H

1. AWS Management Console0l| 21218t L|C},

2. #H7 ol0o|E(=)2 MBIt 2& & HIFE = EE L.
3. EE MH|AE MEHSHL|CH
4

Z£E 0|SE AWS AMH|AE MEfgfLCH

|A0f CHEr HEZ 71718 KBt

_I
SEEs 27 2-st0{ #EE A8

BE AWS MHIA E7| 7™ 1.0 32


https://console.aws.amazon.com/

AlEf SHLHAM

7F, M7, &

|7 2hE|

ol

AWS Management Console

LICH

{0

—<

LH
<+
Toll

.W____

7|2 cilolot

t24H

[¢]

7t

ol

1l
—<

—
[Ile)

[N

()22 L}IE}

V|
=

SHEFLICH.

.l

2|5 x| 7{(Remove widget)E A

toil 4= 3702 M2

L{CH

F

=

=

t24H

£ § AIEEER =83
(o]

=2 A7

|-II

2.

x4
o

ol
il

oj

= ELICt o]

CHAIE = BlojotR ez E|E0t7tH ZE 20| 7|8 IRl H 27|12

P

ME3

CHAIEEE 7|2 do|ofR2o 2 &Y

=
=

<l

tc4

%1 1.0 33

t24H

1%45

A
=

Foil A 7|= Bj|o]o}

AFC
)

7|2 glojoteo = A
o

HO|X| 2EZ

H o[ K|
1I-

1.



AWS Management Console A|EF OFLHA

O 2 E HE A0l 2£ & HAIE=2| go[otR2 2 E|FotZf Lt

Z& & AEE0|M M e 2% stE{H

® Note
Mot HI7[Mo 2 HEL|o], % YO|O|E Al 2R 2/30| AWS Management
Consoledl| &7+ = A &LCt.

Of myApplications= TSI L|7F AWS Console Home?

myApplications= AWSO| #= £l ol E2|7i|0|M o] HIE, & El, E¢F EfM X H5S 2Elstn BLIEE
g ULE St 2& o = ULICEH o EE(AO|ME AHESHH E|AAQt HEHOIEE OESHE
£ U&LcH A™o ZE o ZE2[AH 0|, ZE ofZ2|Fo|Me] =2 XIE, 9| & E7[0M 048] MH|A

Z4£0| H® Hotal 9t OIA}olEoﬂ CHEE 7JHR ol HMAE = U&LICH AWS Management

Console. myApplications0ll& Ct& 0| Z& g L|Ct.

0

203 x
oS, - =-<T'_‘

M
78
Tjok
B
o
>
lo
2
|
ol
N
o
P
o 4o
%

ANE E= o A" &= 2= myApplications

2lA 0l E|l A4 HIE R E F
&2 HEZz2|70|M X|EE =& &= U= myApplications CHA|ZE

=X

« myApplications2| 715

o ZHE4 MH|A

—

« myApplications M| A

. 7h7 A

 myApplications0l X| == 2|1

myApplications 71 1.0 34



AWS Management Console A|EF OFLHA

« myApplications2| O Z 2|7 0| M

« myApplications@| 2|AA

« 2| myApplications CHA| 2 = AWS Console Home

myApplications | 7|5

- OfEE[A0|M M - A ofE (A0S M5t E|AAE FIELICE o E 2|7 0| M2
myApplications0ll AHSS 2 E A|E|2 2 AWS Management Console, , APIs, CLI 2! SDKs. oOfZ 2|7
O|ME MMe m = 2Z2HIAC)7t MM E|H myApplication CHA|E E04| A VM AE =~ U&L
Ct. laCE AWS CloudFormation %! Terraforme Z &3t |aC TFAM AFEE £ Ql&LICH

« OZZ|AH 0| HM|A - myApplications HFN| M ¢5t= OHEZE|AH 0|MS MEHSHOT HiF 2 H| HM|AE
&= U&Lct

o BlAA HMA - oHEE[AHO|ME MEHS0] MH|A HIF0M OHEE|FHO|M EIAAE 2= H = QIE
= UELICH 2|aAE MElStH Y MH|A 2£ 2 HE O|SELCE 2|AA E|o[822] /|X[7t
El22 MH|A HiFolM AMEX] HlS B g = A&LCH

- OZ2[AH 0|M X|E H|Z - myApplicationsE A+&35t0{ OHE 2|7 0|M ElAaA HIE, 0424 oHEE[FH O]
Mol CHet S8 2ot TA 21t = S ofE2[A0|Me| £ X|EE H|TE = A&L .

- OHEZ2|70|M BLIER L &2l - BE, canary & MH|A =& S E, Z A Amazon CloudWatch 21
AWS Security Hub CSPMZ! H|& ZAMIE AR 5104 OHZ 2/7|0|A A B U M52 TyHEHLICH AWS
Cost Explorer Service. AF Y X|E 29 L 2[M5E 10 E|laA AE & L FH HJEE &
2lg = QU&LICH AWS Systems Manager.

>
2al

JP

224 MH|A
myApplications= Ct&1t 22 AH|AE AFEFLICH

* AppRegistry

* AppManager

+ Amazon CloudWatch

* Amazon EC2

+ AWS Lambda

« AWS Z|AA BT

« AWS Security Hub CSPM

+ Systems Manager

myApplications2| 7|5 7% 1.0 35



AWS Management Console A|EF OFLHA

» AWS Service Catalog
- Ej1 x|
myApplications M| A

AWS Management Console2| 1% AFO|=H}0| M myApplicationsE AEH35l04 myApplicationsOfl Al
A8 £ JUgLct

7h74 =M%

-1 1O

9| myApplications AWS = F7} H|& g10| NS ELICH 8™ QZO[Lt AP ™2 gi&LICt
myApplications CHA|E2 =01 R oFEl 7|2 2lAA L MH[AQ| AL 232 Y 2lAA0 CHall HAE!
LFOE 05| MBELICH.

myApplications| X[ E|= 2|

myApplications= AWS Z|TICHS M AFEE = U&LCt.

o 0 4

It ot ot ot

myApplications Al A 7 1.0 36


https://console.aws.amazon.com/

AWS Management Console A|EF OFLHA

. RY(AEEE)
R

ot EF)

2l I 7|82 X B2 Z o|2{Et 2IT™0i M myApplicationsE AtE5tE{H i 2[HS =&
s &2

SE
o=F %*ééiroHOF grL|ct. of CHEt REMIEH L8 2 ZHE|E AWS 2T AWS 2| ZEHMI2. CF
SEC°I

U]
R
2
Ral
or
tn
L
ful

« OtAlo} Ef B

(
- OFAJot EHT QK
» OFAloh EHT

&(

» Middle East (Bahrain)
« 83(UAE)
- O|AEIH(REotH|E)

myApplications2| OfZ 2|71 0|4
OHEZ|7AHO|ME ALE5t0{ 2|AALt HEIHIOEHE JESE = U&LICH ol EE|70o|ME Md, 2E
x A = Al

=
g, ol o FMIstH 2HElg & A&LICH = ALIEIE Hdstod o EE|F 0l Ho| M 2[4
T &Lt

4»
1
1

E XAIse =z

(® Note
E74% 7|0l oHZEE|7|0|MHE F7tstod o &H AMAE £ U&LICH REAEH LiE2 7222 B&

|

oiZz|7o|M 7% 1.0 37


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

AWS Management Console A|EF OFLH A

« myApplications2| Of Z 2|7 0| M

» myApplications2| 7|Z& AppRegistry O Z2|71|0|M 22 &

« myApplications2| OHZ 2|7 0[M 27|

« myApplications2| O Z2|#H| 0| THE

« myApplications2| Of Z 2|7 0| Al

» myApplications®| I = AL|T MM

myApplications2| O Z 2|7 0| A

M ofE2|7o|ME MASHHLE 2023 118 8 O|FH0i| MM E! the section called “OZE2|7|0|MH 25
25104 myApplicationsE AISE = JU&LICH M ofEE|7H0|MdE dHste 2 ElaaE AMSt0]
MESEHLE 7|E Ef1E AR50 BlAAE F7IE £ QlaLch.

M of ZE2[7i|0|ME YgsttdH

1. AWS Management Console0l| 21218t L]|C},

1% AFO|=HE MEdgfLCH

i
o
2l
ol
on
o
.
3
<
>
©
=i
=
Q
=
(@]
>
wn
i

o
ofZ2|7|o|M ol&

(M= AL O ZEIF|0lM MES Qs

o o b~ w0 DN

(MES AL EfI & FIHEUCH Eia= 2440 CHE HIELCIOIEE R XISHY| {8l 2o HE
El= 71-2F Yot

(® Note
AWS o ZZ|7|0|M Eia= ME - E o Z2|7o|Mo RtS S 2 MBS ELICH KtAIEH LY
22 AWS Service Catalog AppRegistry Zt2|AF 2tLHA 2| AWS O Z Z|7|0|Ad Ef 1 E %
AoHMIL.

7. (MEAMEY) SE OES FUHELULC £ 3&2 AM8sto] ofE2|7 0| HIEIHO|HE MEE +

O E2|7i|olM H% 1.0 38


https://console.aws.amazon.com/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/servicecatalog/latest/arguide/create-attr-groups.html

AWS Management Console A|EF OFLH A
Search and select resources
(® Note
E|AAE MG T F715240H AWS BlAA BHMT|E 7ok BrLICt REAISH LI Al
5718 BZESML AWS BlAA B M7
FIE 2E glAA0= AWS o Z2|7| 0| Ef2 7t X E L|Ct
AME ME5to] E|laAE FTI6tE{H
1. EBlaa M 3 ME S MENSHL[C
2. Claa MEfZS MENELICEH
3. (M= AtE) EV[E MEfgfLICEH
4. BlAAE ZHMELCH 7I9E, OIF EE REER HMsL 2las R Mg 4
AU&LICE.
(@ Note
20 QAeE ElAAE HE = i B2 =XNE HARLICEH AWS Z|laA Eh A
7|. REMIEE i Resource Explorer User Guide2| Troubleshooting Resource
Explorer search issuesE & Z M2
5 FIte Elaa Fof JUe EHRIEHS MENELIC
6. F7tE MEfELCH
7. CISS MEfgLch
8. ME4AEE HEFLICH

Automatically add resources using tags

ofZ2|AHoIME MM m 7|& el F|-2t Ho{E X|Hstoi Y 2EE B[AAE BHE
= l&Lict ol YHE ArE5tH It XIHE 7|-gf Ho{Z Efa7t XIHE ZE 2lAa A0
awsApplication E{1E AWS AtS2 2 M8%t1 7|BMo=Z O E EI5’| |44 2| A A0 CHE

E} S7I18HE M ggLich el S718 7 #4838t EM X[HE Efa 7|-2t B2 ef a7t X
2 E 2laATt ofEE[A o|Mo| RiSe2 FIHELICH ElT 718 2 F sHZod| CHEt AHAIE
LH& 2 the section called “myApplications®| Ef1 7|3t 2 F 2> MME & ZSIA .

ofZ2(7 ol

%1 1.0 39


https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting

AWS Management Console

AlEf SHLHAM

® Note

Ef1E At&stod ol Z2[Fo|Mof E[AAE $ t5t24™ AppRegistry Of

ZCI7oldE Mstn, 2|AAE O&s 2 &35 SiAstD, 2las

of Ei2 & X|I™¢ & 0H7H|°F = &= HEto| Z g LICt Resource Groups
ResourceGroupsTaggingAPITagUntagSupportedResources AWS #2|& H
M FIFSEAHLE RHA| ALE R XY HAg Hdetn R 22" = A&LIch ohE
20| IAMS| At At ZZH Zoi| F=7HE[o{of BFLICH.

* servicecatalog:CreateApplication
* resource-groups:GroupResources
 resource-groups:UngroupResources
* tag:TagResources

* tag:UntagResources

7|& Ef3 & ME35to] E|AAE FThetedH

1.

E{ 28 AE5t0 KIS SR Elaa FIHE MEdgLICEH

7|E e 7| & gke MEfELCH

a. ElasolEfIE X|Hste ol ASElE dgg MEFiLICH RhMIEH LIS 2 AWS
Service Catalog AppRegistry 2 2|At SHLHAM S| EfT S7|5t0f 2R et HetE XS

M.

Ol2| ELck.

1
OL

H F=7| O|HE 7} €Ml EICtE WS ClAlstS
A

HE ST SOo|gtL|Ct. GLEE Al25tH AWS 7t 7|-Zt Ho{2 eEf2 7t X|™HE 2|4
3 A

|5 M, M=t BT 7]-2k mlod, ofZE2(FH[ol Mol FIHE 2|laA 0| OlE|
|

ofZ2(7 ol

7% 1.0 40


https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role

AWS Management Console

@® Note
7|I2HMo 2 7|E EfT 7|-gf Ho{E Ar&35to ofE 2|70l S HM5tH EfT S|
st7t MEELICH £t 8 & ela 715t xIHE 7I-2t Ho{2 e a7t X[HE]
ALt X1 A E 2|&AE FIH6HHL M7t o E 2|70l BE|AAE X|&H
S EZ|ELICt ofE2[AH0|Me| 2|4&A B 2| HO[X|o|MH EfT S7|53HE 2telE

= U&LICH

0I

10. CloudFormation £B4E @143st= Z? W O|X| stEre| & Qlgts MEfEL|CE.

® Note
O Z 2|710|4404| CloudFormation AB#E F7}5t24H AEH AG[O|ET R FLICH o E 2|
HlolMoll Z7HE RE 2|4 A0 AWS OHE2IFH|0lM ENT7} XIHE7| HEQILICH A=
OtX|Z o2 YO|o|EE O|F 0 +™-E =8 F42 0| YHIO|E Fof BHAE[X| 2 = AU
&LICt [metM CHREFO|LE Z|EF o E2|7H 0| X7} e e = & LCt RHAME HE
ECloudFormation AF& Aol ABH 2|AAO| UM|O|E SE 2 AZSIHR.

11. OHZE[7i|old ddS M=ErL|CH

myApplications2| 7|Z& AppRegistry OHZE2|71|0|M 2 E &

myApplicationsE A|Zf 52404 20233 112 8 O|THof| M El 7|E AppRegistry OfE 2|7 0|ME 2
=isr|ct.
oH-

1.

N o o bk~ w0 DN

CloudFormation AEH

ofEE[7iold 2ET

212 AFo|E=HFod| A myApplicationsS MEHSHL|LC.
AM &2 AE5tod ofE2IFo|ME FH&LICEH
OHEZZ|7lo|ME MENFHL|C

#unnny w4 SLEYE MELELICT

Hdsts B LB xtolM =elgrs MEfErL|CH

ofZ2(7 ol

AlEf SHLHAM

% 1.0 41


https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#tag-sync-role
https://console.aws.amazon.com/

AWS Management Console A|EF OFLHA

myApplications2| O Z 2|7 0| £ 7|

myApplications == AMH|A HF0AM OHEE|7H| 0|2 & = UELICH myApplicationso| A oOf Z 2|7
O|lME2 E= B ZIEAWS E|H EEEH|O|2 BV 2EE E=E SHAWS EH Y A HEE £

= A&LIch

(® Note
E74% 7| Hl7ollM E74& (ol F71El ofZ2[7H 04
7453t 7| AWS Management Console EHHE & Z5H4IA

> o
|
o
i

£ v UELICE KA LIE2
A2

myApplications
myApplications2| O E Z|7H[0|MHME Ee{H CtF S =Lt

1. AWS Management Console2 LI|LC}.

212 Abo|=Hlol| A myApplicationsE MEHEFL|CE,

=
2|0 M 2X] 21 E= K[ ElE 2l E MEgLcH

2

3

4. EYoEZ|FIoIME Hoc{H HM FHol 0|F, 7I¥H= = dBS U=FLICH
5 7|2

NM
W
>
A
02
ol
it
k™
jul
Ojo
o

(ME AL 7|2 E7]E 7t 2E7(|L|Ct o Z 2|7 0|4 H 0| X|

TgrLic

a. 7lo{ 2¢f ofolZE MEHELICE

b. (M= A) WO|X| 27| M=4FLICH
c. (MEAE)7tE E7| E= E|o|E EY|E ME{ELIC

e. (ME M) EIOIZ EVIE
f. (M= ALE) EAIZlE oHEE[7H 0l £t LIELIE =AM E HErE LT

Services menu
MH|A Hl7olM o EE|7o|He EedH CtS 2 s™ELICH

1. AWS Management ConsoleS ¢iL|C}.

oiZz|7o|M A 1.0 42


https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS Management Console A|EF OFLHA
2. EBEM BIZ0M MHlA

(
DE oiZEl7iloldE MEISIMIR.

3

4. OHEEIFHOIMS MeyErLIC

5. (M= AHE) 27|18 Mgt

6. (M AE) TEIE MYBLICH $4 FE B|IHE 2AAS LEYE & ABLICH RRME

LHE 2 AWS Z|AA EFAMT| Resource Explorer AH8 A M 2| Resource Explorer0i| CHEFH 7444
FIE| & HEE HESAMQ
7. (M ME) 2T MH[A Z2L0IM 2 2lAAS MEFLCH
® Tip
MH[A () E MEHSto] SEE 2| AAE AHlS BME = JaLct MEE AM THEE
=1 =3

myApplications2| O Z 2|7 0| HE

OHEZE|7|0| M2 HEISHH AppRegistry7t G2|1 MHEE UCIOIEE 5= U&LICH EF AppRegistryE
Ar&35to{ of Z2|7H0|Mel Efaot £ O S HEE = USLICH

ofZ2|7olME HElstedH

1. AWS Management Consoleg iLILC}.

2. 2209|215 Ao|=Hol M myApplicationsE MEHEFLICE

3. HEsStE{= ofE2|7Ho|ME MEdFLC

4. myApplication CHA|EE0|M 2 S MEHS CHF ofZ 27| 0| HES MEHFLCH

5. OHEz|7o|MH HEo|M o ZE2IAo|Me| HH, BT L £H OFS Hote CHE HFEFLICH
(® Note

EfT X £M JF 2ol ChEt XFAIE LI 2 AWS Service Catalog AppRegistry 2+ 2| At
SHLiMOl BT #E| W &4 OF HES FEsHM L.

6. CIOIEE =L

oiZz|7o|M & 1.0 43


https://docs.aws.amazon.com/resource-explorer/latest/userguide/configure-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/servicecatalog/latest/arguide/add-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/edit-attr-group.html

AWS Management Console A|EF OFLHA

myApplications2| O Z 2|7 0| AFx||

OfEZC|AH 0| E AAISHZ| 0l AWS AMH|

O o|&f Eestx| of2 ofE2|7o|d2 AXE & UA&LICH
A2 37 A &4 352 HM7HsHok gL

A0 HEetx| f2 RE 2 ElA

(® Note
OiEEl7olMdE MAlHE 2lasole TS FX| t&LICH AWS oOiZ 2|70l Ef 22 Ef T
7t XIgE 2laas BfaT XEE SEIZ 7 X|E U

OHE |70l S AfXi|stEdH

AWS Management Console2 jLIC}.

Z£9| 212 AO|=EHIMIM myApplications& ME LT}
A5t2d= oHE 2|7 o|ME MEFLICE

myApplication CHA|2 =0 M =Hedg MEFHL|CE
OHZ 2|7 0| A K& MEHFFLC.

AMK|E & olst CHE AFA|(Delete)E MEAEFLICE

o gk~ w N~

myApplicationsQ| T = AL MM

myApplications= Z & OHEZE[A|0|Mof CHEt T = AL|HE HHELICH I E ALIHE AI8SIH I =
& olZBblaC) T+ E S ME MME EAAE OHEEFHO|MA KIS 2 FIHE £ JU&LICH F
Z 2 E 2laA0l= AWS ofEE2(A 0| Ef 27} X7 k[0 of Z2[7H0]M 1} 947

[T

OfZ2|7[o|Mof CHEt = AL|SE HEstedH

1. AWS Management ConsoleS jL|LC}.

2. 2£9| 2% Ao|=HIoM myApplications& MEHEFL|C}
3. OHEz[Ao|lME HAstn MESHL|CE

4. =Yg MEdFLICH

5. IE AR ET|E MEdEL|Ct

6. IL ALY KPS MEHELICH

7. EAME MEiSlod I EE ZZEHCE EAFSHLCH

8. ILEE |aC =70f 204 g&Lct

oiZz|7o|M {7 1.0 44


https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS Management Console A|EF OFLH A

myApplications 2| 2|AA

Ardet = Qe AEEI)LICE o|& £01 Amazon EC2 QIAEA AWS
CloudFormation 284 5= Amazon S3 HHZ!0| U&LICH O Z2|AH O|MHH M EBIAAE F It M7

|

« myApplicationsQ| Z|AA F7}

« myApplications2| 2|AA A7

« myApplications8| 2|AA E 7|

myApplications| Z|AA F7}
ONZIF0IMol 2IAAE F751H BloAE IBSHT Hel M5 U AY E4E BalY + UsL
P 7ZIE 0

o} BlAAE ZHASH04 M

=H
of ZIAAE FIHE = UE

ElaAE HAMst T MEse{H

1. AWS Management Console2 iL|C}.
2. 2£9| 2% Ao|=EHIMIM myApplications& ME4EFL|C}.
3. OHEC|7o|lME HAMstT MENEFL|CE
4. EBlAA EHE[E MEIFLICH
5. BlaA FIJHAdd resources)E ME{EFLICY.
6. (MEALE) E7|E M=dgrLCt
7. ElAAE HMELICE 7|95, O E= RILEE ML 2las RYS MEE = US
L|C}.
@ Note

31 Qe BlAAE M2 4 ol B BXIE ST AWS 2lAA ST REAIE
2 Resource Explorer User Guide2| Troubleshooting Resource Explorer search
issues& FE5HM L.

glas 7% 1.0 45


https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting

AWS Management Console A|EF OFLHA

8. FIHY Blaa ol s FHelgts MEELICH

9. FIIE MEAFILILCE.

Automatically add resources using tags

oHEZC|7iolM2 MEE m 7|&E e 7|-4t Ho{E XI'Hsto{ CHE REE 2|4 % otE = A&
Ch. o] &2 AI85IH7I ZE ZlAA0| awsApplication E{1E AWS A5 2 ME36 1 7|2
™ X|HE

Mo 2 ofZ|Fo|M ElAAN CHE Bl S7|SHE MMELICH El S7I8H7t %%ikil
Ej2 7|-Zt Ho{2 E a7} R|HE BE 2|AAT oEZ 2|7 0|Mo] RS2 FIH=EIL|CE

7|& Bl E AEst0d ElaAE FIhetEH

1. AWS Management Console2 LI|LC}.

=& 9| 1% ALO|=H}E0| M myApplicationsE MEHSHLICEH

o > 0N
m
__

a. ElAA0 EfOE X|™steE ol A8l Qg S MEFLICH XFAIEH LI 2 AWS Service
Catalog AppRegistry & 2[x} SFHLHAM S| Ef T S7|5t EfA T 0f 2R3 HElE B XML,

b. E{ 7|2 MEdstL|C}.

d. EiO S7I|3E M5t fla 28 8 7| oO|HET #MdstElct= A QAlEE dE
5t SO|&tLICt. GLEE AF235HE AWS 7} 7|-ZF mo2 Ef 27t X|HE S|AA Q| B4 At
g2 =g £ e
6. EfZ 57|53 MMg MEdstL|Ct

MO A 2EbEel EjT E715 989 OIS siZste WHe MHELICH ORE s Zsi2T Al
T & ADfE EjT 715 2 ChAl AIEE £ QL

glas 7% 1.0 46


https://console.aws.amazon.com/
https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role
https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role

AWS Management Console A|EF OFLHA

- 0|0] U= - ol ofZE 2|7 olMoi| CHslf of B2 Z|-2f o7} Rl= =rdol o|o] EXiFE LIt oiE (70l
M2 = oldel el STVISHE X + JAXIE Z e S7|Eole M2 CHE e 7|-2F mo{7F
OfoF BfLICH CHE B 7|-2f W& X|Her = Auligh i3-S 7[5t 2 US ChAl A= gL

- Zl0f Bt = - ZE o 2/70|MolM AET z[CH =21 100702 B S713 ol ZE &

LICE.

rot

myApplications2| Z|AA |7
2| AAE H7{5t0{ o E 2|7 0| Mol E|lAA HAZBE SHAE = A&LICH

2lAAE K|7{sted™

1. AWS Management Consoleg L|C}.

2. 2&09| 2% Ato|=Ho M myApplications& MEHELICE.

3. OoHEE|Fo|ME AMstT HENEFL|CE

4. ClAA oS MEdgFLCH

5 (MEiALE) E7|E MEdELICE

6. CIaAE HMELICH 7|95, Ol = RYEE AMSHHLE ElAaA KPS MEE = J&LICH

O UAs ElaLE HE 7 9l 82 SME A LIC AWS BlAaA B[ REAMIEE

LH &2 Resource Explorer User Guide2| Troubleshooting Resource Explorer search

issuesE EXSIMIL.

T

7. M7HE ME{gLICH

8. T|AA MHE AMEHStod 2|AAE FNAHSte{D &2 &relshL|c}.

myApplications2| 2|4 A E 7|
myApplications & AMH|A Hf0l| M oHEE2[AH0|M E[AAE = = U&LICH
myApplications

myApplicationsOi| M 2| AAE EE{H CHFE =T LICH

1. AWS Management Console2 LI|LC}.

glas 7% 1.0 47


https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://console.aws.amazon.com/

AWS Management Console A|EF OFLH A

m
:I:
o
-
[ul

2. 2% MO|=HHE &% 6104 myApplications&
3. OHECZ|Fo|ME MEAELICE.

=
4. Elaa Mol 2laAE FelFLIoH

Services menu
MH|A HF0lM ol ZE|F0|MHME BEe{H LS 2 s™-ELIC

1. AWS Management Console2 iL|C}

2. EM BZ0|M MB[AGE MEIELICH

3. ZEOHEZIFoIME MEISHMIL

4. OfEZZ|AH0|MS MEdFLICH

5 (MEfALE) 27|18 MEdELICE

6. (MEMALE) EEE MEELICH £ E= EfOEE EI AE ZEZE = USLICH KpAIE
LIS AWS f M 7| Resource Explorer A& B A 2| Resource Explorer0i| CHEF 74 AH

® Tip
MHIAGHE Mesto] SEE BIAAE A& BME 4 olaLch M8 Z4 T
S X[EL|CE.

S| myApplications CHA|Z = AWS Console Home

MASHHLE 2 2 2l5tE 2 ol Z2I#H 0|0l e T/ 8 myApplications CHAIE =7} Q& LIC.
Eof= 042{ AWS MH|A Q| QIMO|EE EAlStE HIE, 2ot U 2 (X0l =
Zt A2 EAH 7|0 FItstHU, RHEH-ESHALE, M5 HL, 2718 =HE
HE2 oM 25! 2% AWS Console Home EHIE R ZFHAAIL.

myApplications I:H =
elof U&LICH EF
= A& XEAIEH L

A
- OfEE(FHOIM CHAEE EH 2
- OfEE[FH0|M 2f M

L o
. HREE 9

myApplications CHA| 2 E EH7 1.0 48


https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/configure-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html

AWS Management Console A|EF OFLH A

. HIS WA

|Zlof = OHEZZ|H 0|M BlAA ZEIE AWS MH|A IGHE FASHE Ol AISE = e HE Al
S E0| &[0 YU&LICH

ol 12 o Zz|F| 0|42 0|&, MY, AWS OfZ2|#H 0| Ef 18 EoiFLICH = QI ZEHIAC)O
M OZZ|FO|M Ef2E MM AT EALSH0 ElAAN =522 E|OE X|HE £+ YU&LICH

TR 9

o| X2 ofZ2|7o|Mo]| 76t HAFE 2AAN CHE HEQ X|EE EAIEL|CE 0o47]0le &
ZAE £+ U & HFE 2AA 88 £71 TEELICEH «A0llE Amazon EC2 QIAEIA CPU AIEE 2
Lambda & & 01 Amazon CloudWatch CHEte| E|AA Hs X|E FAM| RIEX EA|ELICEH

AFE F 71

ZFE! 2Xof 4Io|E{E ®{R24H o Z 2|7 0|Mof| CHaH stLt O|AF 2] Amazon EC2 QIAEIA EE=
Lambda &5 M™HELICH KEAIEH LI 2 AWS Lambda 7HeE R 2HLHA{ 2] Amazon Elastic Compute
22IE EM 2 Lambda A& SV |E FZSIMIL.

HIS & AMEF A

o A2 ofE2|70lM 2laA ol AWS HIE ! MEF CIO|E{E E0{ELICE O HIO|HE A& 35H0d

'Y HIS S Hlust AWS AMHIAE HIEE £ & J&LICH 0] /IS 2|laAet X7 A4E(X| 2f2
MZ, =2 U 7|E S} HIE2 XMelstm AwS oiZ2|7| 0| 22 e} 7+ X[HE 2|00 Cit
HISEH @ofefLICt EAIE HI&2 Y HIEO0|0d 24 AlZhotCt =|4 13] 0|4 UC|o|EE LICH RfAIEF

myApplications CHA| 2 E 7 1.0 49


https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/ec2
https://docs.aws.amazon.com/ec2
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html

AWS Management Console A|EF OFLHA

LI 2 AWS Cost Management AFE AHAMO| AWS E|AA ETMTIE AL HIE EME HESHA
o

L.

s
olo
0

bl

AEE 9% 7

HIE U AMET YRS Fdstei™ ol E 2|7 0| M L #H|ZHod| AWS Cost Explorer Service CHSHE & A
StErLict. o] MH|A= F7t H| 10| MBS EIH M HIEO|Lt AFM & H 0| & LICH AtAIEH LHE2
AWS Cost Management At& A9l Cost Explorer 24358 XML,

AWS HE ot 2|5

O| 21512 ol Z|7 o]0l CHEF AWS EoF ZAF ZAE E AR LICH AWS E o2 9| off Z2(7 0] Mo
AlZ fm §

=
CHEF Hot ZAL ZMHE ZHMOZ Ho{FLICH AWS. MZATEHE 2|2 2Me9 ZA Ztof KA A
1, 2ot EfMIE ZUE-SD, SRt AL el ATt 22 2|2 DA Ao HMASHT, Chs BAE
et QIALOIEE ¥ £ AELICH XHMIEH LH8 2 AWS Security Hub CSPM EHME B ZHYAI2.

AWS Hot 23 74

AWS 2ot 23l T35tz of Z 27 04 X HHoll AWS Security Hub CSPM %A & A& gLICH
KEMIEH L& 2 AWS Security Hub CSPM A& A—EAM Q| What is AWS Security Hub CSPM?& & =35t

Me. 2= HE = AWS Security Hub CSPM A& AH A 2| AWS Security Hub CSPM F = H7HE, AL
22Fal 71742 * X 5HM|Q.

== — (=

AWS Security Hub CSPM 0l A= AWS Config Recording2 FA35HoF & LIC} 0] MH|AE AWS A1
o HAAE Z|AA CHEH MR 27|12 MEELICH REMIEH LIZ 2AWS Systems Manager AH A H
M2| AWS Systems ManagerZ & Z&HM|2.

0| %12 ofZ 2|71 o|Mofl CHEF AWS Resilience HubQ| £¢423 MIE HEE EA|ELICH WILE AlZE

8t & AWS Resiliency Hub= O|2| Ho|El S #2d HYMZ J|FEo 2 2|AAE HIH6tod o E 2|7 0|9
S JEE EMELICH S My, S o S EC|ZE, ElAA ECZE B S/43 ™M 0
HZ2 XEol H2E = UA&LICH Y& FHE 28l ofE2[7H0]440] DY F7H=X|EF K| EX] O
7152 HIE G5 = JU&LICH AFMIEH LHE 2 AWS Resilience Hub EHHE HZESIAMAIR. 23 HE
£ AWS Resilience Hub 2 22 & =35HM

AWS S ¢ (X g FdsttH ofE2[A 0|2 FIHELICH XEMEH LHE 2 AWS Resilience Hub At
2 MIEA Q| What is AWS Resilience Hub?E &= sHA|2.

myApplications CHA| £ £ 71 1.0 50


https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com//securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com//securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com//securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/resilience-hub/
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html

AWS Management Console A|EF OFLHA

S EAESE B

0| 2|32 AWS Resource Explorere At235t04 2 Lo A OfZ 2|71 0| Mof| F7}+Et E|AASE EAIEHL
Ct. o] I AIg38tod 0|8, Efl 1, IDQ Z2 ElAA HEIHOIEZ E|AAE HME ML HE{RIE
A& LICH REMIBH LI 2 AWS Resource ExplorerE 2 X35HMI2.

2lAA A 2 M

2las g F445t24™ Resource Explorerg 22 2 & LICH AbA|EH LH& 2 AWS Resource
Explorer Ab& MM 2| Resource Explorer A 51718 & ASHMIL.

DevOps /%!

Ol M2 2B CIMOIEE Ho{FEE 1Y &8 Yrtst ofE2|7Ho|Mof CHEl ZX(|E FE = U
&LICt. ol24&t QIALO|Eo= Chgo| Z & ELICH

« 74 & Opsltems & 2|

DevOps /3! 717

DevOps /A& FA45l24H o Z 2|7 oM L A &0l CH3H AWS Systems Manager OpsCenterS

g MstErLIC REMIE LI8 2 AWS Systems Manager AHE AE A 2Q| Systems Manager Explorer

2 OpsCenter A|ZF5H7|E & ESHM| 2. OpsCenterE & 433}t51247F AWS Config 2! AWS Systems

Manager Explorer & 74 Amazon CloudWatch 5t0{ O|HIEJ} etMo 2 AL E|= & 2 O|HE
7|9tS 2 Opsltems AIS 22 M8 5= Q& LICH AHMIE LI 2 AWS Systems Manager AHS A

I:'4)\‘|°| OpsCenter AHEZ & EFHAMIL.

Systems Manager 0+|0|7“|E7F APE|T T QARHAE FH5tD HetE M50 WX AZHE &35t
H

& & Ql&LICH RFMIEH LI 2 AWS Systems Manager AFH& AH A 2| AWS Systems Manager b2
MYE FZTSAR.

x| 2H2|XHE 504 o & 2|7 0]M0i CHEH Amazon EC2 QIAEIA 9| XHS AWS Systems Manager
x| E MHEE £ U&LICH AFMEH LI 2 AWS Systems Manager AFS AHEAO| 2 % T x|
HMMEE HEStMR

22 HE = AWS Systems Manager 222 XM 2.

myApplications CHA| £ £ EH7F1 1.0 51


https://aws.amazon.com/resourceexplorer/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start
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* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
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» Middle East (Bahrain)
« 83(UAE)
« O|AEIH(RoIH|E)
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« Amazon API Gateway
+ AWS App Mesh
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* AWS Application Migration Service
« AWS Artifact

* Amazon Athena

« AWS Audit Manager

* AWS Auto Scaling

« AWS Batch

« AWS Billing Conductor

- AWS ZAX 2 HIE ZE

« AWS Budgets

» AWS Certificate Manager

« AWS Cloud Map

« AWS CloudFormation

« Amazon CloudFront

« AWS CloudTrail

» Amazon CloudWatch

+ AWS CodeArtifact

* AWS CodeBuild

+ AWS CodeCommit

« AWS CodeDeploy

* Amazon CodeGuru

+ AWS CodePipeline

* Amazon Comprehend

« Amazon Comprehend Medical
« AWS Compute Optimizer

+ AWS Console Home

+ AWS Control Tower

* Amazon DataZone

« AWS Database Migration Service
+ AWS DataSync

+ AWS DeepRacer
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AWS Direct Connect

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 Global View

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service:
Elastic Load Balancing

Amazon ElastiCache

Amazon EMR

Amazon EventBridge

AWS Firewall Manager

Amazon GamelLift Servers

AWS Glue

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

Amazon GuardDuty

AWS |IAM Identity Center

AWS Identity and Access Management
AWS ldentity and Access Management Access Analyzer
Amazon Inspector —

Amazon Kendra

AWS Key Management Service
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Amazon Kinesis

Amazon Managed Service for Apache Flink
Amazon Data Firehose

Amazon Kinesis Data Streams

Amazon Kinesis Video Streams

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Managed Grafana

Amazon Macie

Amazon Managed Streaming for Apache Kafka
Amazon Managed Workflows for Apache Airflow(MWAA)

AWS Migration Hub T2F HE AL
Amazon MQ

Network Access Analyzer

AWS Network Firewall

AWS Network Manager

Amazon OpenSearch Service

AWS Organizations

AWS Private Certificate Authority
Public Health Dashboard

Amazon Rekognition

Amazon Relational Database Service
AWS Resource Access Manager
AWS Resource Groups ! Ej1 HE|7|
Amazon Route 53 Resolver

Amazon Route 53 Resolver DNS & 5}5
Outposts0i| A 2| Amazon S3

Amazon SageMaker

Amazon SageMaker HE}
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» Amazon SageMaker Al Synthetic Data
* AWS Secrets Manager

* AWS Service Catalog

* AWS Security Hub CSPM

+ Service Quotas

+ AWS Signer

« Amazon Simple Email Service
* Amazon SNS

« Amazon Simple Queue Service
* Amazon Simple Storage Service(Amazon S3)
« AWS SQL Workbench

+ AWS Step Functions

« AWS Storage Gateway

- K|

+ AWS Systems Manager

* Amazon Timestream

* AWS Transfer Family

* AWS Trusted Advisor

. BE MY

» Amazon VPC IP &4 EE|x}

* Amazon Virtual Private Cloud

« Amazon WorkSpaces Thin Client
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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* console.aws.amazon.com

* signin.aws.amazon.com

* *.region.console.aws.amazon.com
* region.console.aws.amazon.com
* *.region.console.aws.amazon.com
* signin.aws.amazon.com

* region.signin.aws.amazon.com
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EXQIEE F7I5t1 ZF 4 AWS AH[A0]| DNS CHHE 448t of & LICt.

CHS json It oll= AFE = Q= AWS PrivateLink X[ ElE AWS MH|A 7} LEEE[o] Q&LICH A
HIA7IQt S8 E|X| ¢fomd o|z{8t mtof =& E|X| AWS PrivateLink & & LIC}.

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

* https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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« AWS Organizations AH|A Ao &1} & 74 AWS Management Console Z2}0|H! HM|A AL

« o4 AH 2 =E|of Chai B AWS Management Console AHS F{S(AE[E = /e A4 &)

0|>|

AWS Organizations AMH|A &[0 =41t 874 AWS Management Console
CHO|E! M| A ALS

AWS ZElofM S5 MHIAS 51835 MH|A M of HH(SCP)S A8 3He T2 518E Ehedof

signin:*E F7lslok BLICE Z2to|8! HMA VPC A= ZQIEE AWS Management Console 53l
ol 22915t8 SCP7t M8t g0| XHEHsH= IAM HEHO| £8iE|m 2 0| MEto| L ErL|Ct 0| Sof Ct
2 MH|A Ao H2H2 AWS Management Console Z20|5! M A A= ZQIEE AL 50 HMASH
= ZeE Z&stod ZE oA Amazon EC2 & CloudWatch AMHIAE A5 S 5{8 & L|Ct

{
"Effect": "Allow",
"Action": [
"signin:*",
"ec2:*",

"cloudwatch:*",
. Other services allowed

iy

"Resource'": "*"
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SCPoi| CHgt RtM[EH LHE 2 AWS Organizations AFE AE M0 M AH[A Ko HEH(SCP)E & Z5tAl
o

L.

of| & AHE 2 = =lof CH3iAHEH AWS Management Console AHE 3{& (A E[E
= AE A4 BF)

AWS Management Console 2= 23018t A'Ho| K14 EHE §235| Mo{5t= VPC AEXZQIE H
M2 AWS 20! R|4EL|CH

CHE VPC A=ExCQIE HAn 2|, o] M2 21E ™ol BI7HELICEH metAM IS E Mol 20l

2 AL B XMofst M40 =~ St= AWS MH|AE 242 X045t K| 2L&LICt 0 & S0{ M|440]
Amazon EC2 2& 1} HMAE M 0|28t VPC A= ZQIE HA2 3T H 0|
X|E EAlSH7] & of CHSH TW7HE|R| & LICH CHAl 23918 IAM EoF =
et HAZE 1AM HAM 2 A &35t04 AWS M Zrodof| CHEt HEHE AMofE &= Ud&Lct.

o
I>

(® Note
AWS Management Console Z! Signin VPC AE X QIE0] CHEt VPC A EXZQIE KA
Mzt EA Fd skl et XM LICH 2E Principal & Resources *2 48
SlloF 3t Action * L& signin:* & &tLI0o40F EFLIC} aws: Pr1nc1pa10rgId =L
aws:PrincipalAccount =7 7|& AF&5t0{ VPC AE X QIE O] CHEF HMAE HMofE =
A& LIt

24 2232 VPCUCEEZQIE ¥FZ RFof HEL|E MR 20t 24 L.

Ol VPC AEZQIE HH2 X|HE AWS =X 2| AWS H™H of Cigt 21218 3{&3t1 CHE H"Hoil Tl

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
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AWS Management Console AIZF QLM

"Condition": {
"StringEquals": {

"aws:PrincipalOxgId": '"o-xxxxxxxxxxx"

O| VPC Q= ZQIE Z{=H
RHEHER LY

ro
am
0%
o
i
|0
HU
HU
|J

2l MEH AWS HI™ st CHE AEol g 230218

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]
}
}
}
]
}

AWS Management Console 2! 23021 VPC A EZQIE0|MH AWS HHE = X &
2391 Al HItE|H 7|E MMof ciall F7|Mo 2 RHE7HELICE.

jo
Pl
o
_O'I_l
rr
02
I
rlo

A4 B 7|8 B 3 7|e HA 9 7

=

HMHAE BElELIC o] H o] X|oll M= AWS Management Console Z2F0|8] HAM|A L & 7H AR
H

dF AlS AJD4EFL|C}

S AWS M5t IAM Rt SHALE R, AR I8 E= E) E= AWS 2la20 23Z5t0{of
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RHE| = AWS A TZH ZHEHIAE 7|

AWS Management Console Z20|H! HA A= aws:SourceVpce & aws: VpcSourceIp AWS 74
ZU HHAE 7|8 X|H&tX| k& LICH AWS Management Console Z2t0|S! HHAE MEE B2
XZH0| M aws : SourceVpc IAM Z74E CHAI AL E £ d&LCH

AWS Management Console Z2}0[5! HM| A7} aws:SourceVpclt & & ste
ot 4|

o] MMol e MMHE 20| =& AWS Management Console &= Q= CHE 3 LEQIT
Z2E MYSLIC AWS MH|A, LBt o2 AWS MH|A 2422 EY EateX Q&80 AWS
Management Console & M7} ZEA|5 E REE Egsto] FELICH AWS MH|A. o283t F&
2 AM™ 10X glol HAE = UaLct 2ot @7 Aol VPC JIEZQIE AWS MH|A ALEof| CHE
CHM|A T} ZEE B2 EI% £ = AWS Management Console Z2H0|H! HMAE S3H VPCOHIAM Al
E3lti= L& Ad|A0f| Cial VPC RIEXZQRIEE F45t= Zd0| E&LICE EFH AWS Management
Console Z2t0|8! HMA 7St &7 &7 aws :SourceVpce 20| ot =l HA0| M aws : SourceVpc
IAM 2742 AL&35HoF B LICH O] MMolME ChEst HIEXHI Z29| 28 HAlof CHEt ME HEE A

AEXE7Hol 23 2151H =Y 22X AWS Management Console 2 31 AWS Management
Console ¥ MHOM AWS MHEZE ZEA L= FO| ZF 2 AWS MH|A Saljo L @eLICH ol &
£ 04, CloudWatch 12 = Cl|0|E{ 70| E2tR X0 &% O|F o{&lL|C}. B4 Amazon S32F €2
UF AWS MH[A 2& 282 & MM Amazon S3E 5 A|E L|CH.

2 HElR X 20| AL AWS Management Console Z2H0|8! HMAE AL T OFF UL B4
Z|X| et&Lct. o|™Tt obEtIFKRIZ, 28 VPCZF monitoring.region.amazonaws.com0i| TE 5t =5
T8t HEXHT B2 E Sall Mu|A0 =& LICE VPC7t com.amazonaws.region.monitoringo| CH

StVPCRAEXQIER FHE B2, 282 Y CloudWatch VPC IEZQIEE &3 CloudWatch
off TEELICH CloudWatchof CH8t VPC AIEZQIE T} Qe B, 282 VvPCo| QIEY! Ho|EH
O|& S5 HE 2 A= Z QIE 0| M CloudWatcholl =& & L|C}. CIoudWatch VPC A= ZQIEE S35l
CloudWatcholl =28t 2
o2 MMEIL|CH H
QMO AA P FAR

7|1& &ZE5HM 2.

A
2 AEZQIEE &3l CloudWatcholl =&3t= 282 aws:Sourcelpt
HMEIL|CH IAM =74 7|of| CHBt A A E S |AM AFR AOdxdo| FMod =

|II|:

2 IAM =721 aws : SourceVpc & aws:SourceVpceZl ZtZ sHE 5=
o

nx

Amazon S3 2£2 U EE M HZIE LIYE5H7| 25 Amazon S3 £ 0| =85t 2 &1 Z4 0] AWS
Management Console & MM ZE ALz 29| B2 Amazon S3 HES|3 B2 = CHELICH
OlE{E RHE VPCOHIAM AR E|X| oo 2 siEt MH|A0] Chal VPCOI AE VPC A= ZQlE S

X|HE

rr
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A835tK| et&LICt O] B2 Amazon S30i CHEH VPC IE X Q|
2h= Amazon S301| CHEt MM 22 Amazon S3 VPC = )

K|HE|l= MH|A2 &7 AWS Management Console Z2H0|8! HMAE AFESHE AR o|3st 2™
(0od: Amazon S3)2 @& HHEIAE| aws:SourceVpc 271 7|1€ Z & ELICH aws: SourceVpc =
A 712 2301 3 &0 cHst AWS Management Console Z2FO0[t! 24

VPC IDE MAHEELICE et AHE B3F 7|8k -2 A aws: SourceVpc Xﬂﬂ% F%%* a8, AWS
Management Console Z2}0|8] HA|A 2010 E& AHEZQIEE SAESHE Ol VPCL| VPC IDE
Z=7tslok B LICH aws:SourceVpce Z742 Z4Zto| 2EOQI E= 24 VPC AIEZQIE IDE HHEHEL
Ct.

(® Note

A X7 AWS Management Console Z2H0[8! M A0M X[ EIX| b= MHH|A 2£0f
M ASHOF 5t= A<, aws:SourceIP 27 7|& AL&35t0{ AFEAF2] ID 7|8k ZAHof| of| &f =2
2| HEXI A0 2804 HEXHT HR|) S5 Z&aor & LICH

CteFst HE QI3 B27} CloudTrailol| BFPEE|= whAl

ol MEE Q™| AF8 = CHY 8 I ERT FE AWS Management Console 7+ CloudTrail O[HE
7|50 etFELCt

Y HEFR X Q9| A AWS Management Console Z2H0|8] HMAE AFESHET ofF RAT ¥4
E|X| ef&LICt. CloudTrail O|HIEN= MEIA APl S&0i ALSE VPC A=ZQIE |ID § 4Z0] CHEt
M Q=271 =& ELICH

AWS Management Console & MM ZH A= 23 2| Z<L CloudTrail O|HIE 0= VPC &2 Al
2 Y27t T8 E|X| et&LICE a8{Lt AwsConsoleSignIn O|HE R8I ZH2 HEfRX AME MY
ot= Ol AWS 232l HR o Cieh X7| ™2 O[HE M=F HEo| AWS 232l VPC A=EXQIE ID
E zaELcH

AWS Management Console ZZ2}0[H! A A A|Z

O] MMof M= M H ol M AWS Management Console Z 205! HMAE HHstD E|AESHE WY

= dEELc

AWS Management Console Z2t0|8! HA|A= T5 2ot 7|S0|H HEXZ L VPCs & LICE. 0]
H FHME CHF 2 1= 2} 10| AWS Management Console ZZ2I0[8] HHAE ALESH £ & UE

YHS dFELICH

Clst HER T ZZ7} CloudTrailoll BEFYE|

rol
rir
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|

« Amazon EC2E A8t EAE M™

« Amazon WorkSpacesE AtE8t HIAE M
AM

- IAM HHZ AE35t0{ VPC M

Amazon EC2E A% EHAE M7

Amazon Elastic Compute Cloud(Amazon EC2)= Amazon Web Services 22t =0 &% 7158t
AFE TS NS EELICH Amazon EC2E AFE35H04 Hote 2| 7t MHE WEstT ot & L
EQZg FH5H AEEIXIE 2T £ U&LICH o] MHo|H= AWS Systems Manager?2| 7|5 ¢!
Fleet ManagerE Al835l04 #4 HlA3E ZTZEZ(RDP)2 AFE35H= Amazon EC2 Windows Q1A E
A0i dZ gL

0| 7}0|= & Amazon EC2 QIAEIA 0| A Amazon Simple Storage Serviced| CHEH AWS Management
Console Z2}0|8! HAM|A dZAE MYt Fst= HIAE B-EE 20{ELICt O A& AMME
CloudFormation & A& 304 Amazon EC20A{0| 7|S 2 AlZt&tste Ol A E HER T HdHE M
St FEELICH

otziel ctolo{2 32 Amazon EC2E AH&35H0{ AWS Management Console Z20[H! HM[A AZof
HM|ASHE HIEZEE HEELICE o{7|0M= AHEXI7F ZE2tO|8] IEZQIEE A8 350 Amazon
S30f st W2 Eo{ELICt
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AWS Management Console A|EF OFLH A

Client connects to the Fleet
manager using Key pair.

AWS Cloud Private Hosted Zone: amazon.com
« console.aws.amazon.com

« region.console.aws.amazon.com
+ signin.aws.amazon.com

Authenticated session connection
to Windows Server using the

1 + region.signin.aws.amazon.com Remote Desktop Protocol (RDP).
@ . + resource-explorer.console.aws.amazon.com
+ s3.console.aws.amazon.com . . .
= & + support.console.aws.amazon.com EC2 |nstance.conf|rm5. credentials
Client AWS Systems Manager + global.console.aws.amazon.com for IAM role in use as instance
Fleet Manager

profile.

EC2 instance profile role
permissions check.

5 | —_— Sign In VPC Initiate browser session in EC2

© — Endpoint m @

i H instance.
i B | i . )
' Amazon EC2 Windows sm:r: E» ! g::;:;’:ﬁ: Route53 resolver with endpoint
' Instance Conaale VPC | (Amazon 53) address.
T Endpoint

H B @ Private Sign in endpoint.

“ Private Console endpoint.

Console VPC
S3 Service Endpoint

v a n S3 service private endpoint.

1AM Role IAM Policy Connected to S3 service via
private endpoint.

CHS CloudFormation ®IZ 2! E S Atso{ HIEQ|Z A MRS 3EAHOM AHEE mhoi| M ELICH.

® Note
Of CloudFormation HZ X2 2414 O|AztA("otH|E) B[ M X|HEX| tle FEE ALY
LIcH.

AWS Management Console Z2}0|4! HA|A 73 Amazon EC2 CloudFormation template

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

Amazon EC2E A8t EHIAE MY 7% 1.0 70



AWS Management Console

AlEf SHLHAM

PublicSubnet1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnetl1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3
Description: CIDR

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"

0/24
range

0/24
range

0/24
range

0/24
range

0/24
range

.0/24

range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't3.medium'

Resources:

HAHBHHBHHAHBHHBHBRHAHHRHH

# VPC AND SUBNETS

Amazon EC2Z A5t EAE
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HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

PrivateSubnetA:

Amazon EC2E AI8SHE|AE ™
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Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

PrivateSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway

Amazon EC2E AI8SHE|AE ™
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Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !'Ref PublicSubnetA

HHHH AR H AR H TSRS
# Route Tables
HHHH AR H AR H TSRS

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:

Amazon EC2E AI8SHE|AE ™
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Type: AWS::EC2::Route

DependsOn: InternetGatewayAttachment

Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetC

HAHBHHBHHAHBHHBH B HBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBH B HBHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:

Amazon EC2E AI8SHE|AE ™
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GroupDescription: Default EC2 Instance SG
VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssm'
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: '"AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages"
VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
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Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages"
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console’
VpcId: !Ref AppVPC

HAHBHHAEHHAHEHHAH AR HAHHRHH
# ROUTE53 RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH
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ConsoleHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
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Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
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KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

3. M 2laA AFE(EZF)(With new resources (standard))=
CloudFormation HI£2 I} YZ =5l CHSS ME4ELICE

4. PrivateConsoleNetworkFoxrS3 Z2 AE O|EE Qadst £ CISS

5. VPC 2! MEUo| B ¢H5t= IP CIDR HYE =5t HLE MBE 7|2
2 M8sl= < 7[84/0le| 7|& VPC ElAAgt 7 2
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Amazon EC2 7| H|0{7} QiCtH CHS EHAIZ TI”SH7| ol 0| MZ -3l ok ELIch REAISH LK
22 Amazon EC2 AF2 MHEHA Q| Amazon EC2E Al23504 7| mjo] MM S &I ESHMIR.
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VpcCIDR:
Type: String
Default: 172.16.0.0/16
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PublicSubnetl1CIDR:
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Default: 172.16.1.0/24
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Description: CIDR range for Public Subnet A

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

DSAdminPasswordResourceName:
Type: String
Default: ADAdminSecret
Description: Password for directory services admin

# Amazon WorkSpaces is available in a subset of the Availability Zones for each
supported Region.
# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html
Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
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az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
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- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600
Path: /service-role/

fnZoneIdtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseDatal'ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
responseData, str(az['Zoneld']))

def no_op(event, context):
print(event)
responseData = {3}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
str(event['RequestId']))

def lambda_handler(event, context):
if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn
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Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetl1CIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:

AllocationId: !GetAtt NatGatewayEIP.AllocationId

SubnetId: !Ref PublicSubnetA

HHHH AR H U H TSRS S
# Route Tables
HHHH AR H U H TSRS S

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
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SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBHHAHBHHBHBRHBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBHBRHBHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:

Amazon WorkSpacesE At88H EHAE MY

7% 1.0 91



AWS Management Console

AlEf SHLHAM

- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'

VpcId: !Ref AppVPC

::Region}.s3'

::Region}.signin'
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HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
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AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref "ConsoleHostedZone"
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
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Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HH S
# WORKSPACE RESOURCES
HH S
ADAdminSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

VpcId:
Ref: AppVPC
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Outputs:
PrivateSubnetA:
Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret

(@ Note
Ol EIAE MH2 O|=F SF(HXILIot 55 )(us-east-1) I A= T A RS LIC

Moz 29l8t1 CloudFormation 2£ & JL|Ct.

> H
1A
o
FE
o
X

CloudFormation HI£3 I} YZEStD ChSS MEHELICE
4. PrivateConsoleNetworkForS3 Z2 AEH O

K=
=
5. VPC Y MEUIo| AL, ¢H5l= IP CIDR HRIE YU=istHLE MZBE 7|84t AAgELICH 7|87
2 ME25l= AR 7|23t0]|9 7|E VPC BlAAQ ZAX|K| St=X| &QlsfL|C AWS A,
A

7. ABO| MHEE % 2lAaA HE MEHSto] MY E 2|AAE SQIFLCt
8. &3 eig MEiFto Z2tolY! MELIT Workspace Simple Directory2| zt2 & QIgtLICt. olg{&t
Zt2 WorkSpaceE MAM5IT L ASHE CFHS ZZ AKX 4B AHM AFEE o Ho|=22 7|88l &
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otzfol A3 BIAF2 ZEL0[8! MEY T} Workspace Simple DirectoryQ| 20| EA|El £2f EHo| HI|E
HoiELct.

PrivateConsoleNetworkForS3 &8 D

( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )

<{ - updated Resources Outputs Parameters Template Change sets Git sync

Outputs (4) @

[ Q. Search outputs J 1 3
Key A | Value v | Description v Export name
. subnet- .
PrivateSubnetA 0aea1291fe9eb1ba7 Private Subnet A -
. subnet- .
PrivateSubnetB 04§62dc31f08309b6 Private Subnet B -
arn:aws:secretsmanager:us The ARN of the Workspaces admin's
. -east- password. Navigate to the Secrets
Work AdminP d -
orispacesAdmintasswor 1:851725487077:secret:AD Manager in the AWS Console to view the
AdminSecret-GAwMS8i value.
WorkspaceSimpleDirectory d-9067f40091 Directory to be used for Workspaces -

Z AKX E A8 3504 WorkSpaceE M5t HMASFIAIL.

|H

OIM HIEXHIE MY Cts
WorkSpaces& 4d5t2{H

1. WorkSpaces &2 L|C}.

2. EM EFo|M CIHEEIE MEIFELICE

|ZE{2] HO|X|ol M CIZE 2| AEf7F &-&IX| = IgtLct ofelol AT BIA2 &M C|E2(7t
AE CIHEEZ| HO|X|E EoiFLICt.

Directories (1) o @ View details Create directory

w
1

1 S
Directory ID v | wWorkspaceType ¥ | Directoryname ¥ | Organizationn... ¥ | Identity source v | status v
O d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service @ Registered
{71 1.0 98
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4.
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AWS Management Console Z 20|58 HMA MHEHE E|AESEZ{H

1. WorkSpacesO| EEtXHE ¥LICt O3 CFS, AWS Management Console 2 O|& 3t ot 2l

& HEE A8stod =aQlgLch.

® Note
Firefox2 HEIRXE A2

Ol THAM UEX| &gt

A2 2etR X YoM HTTPSE &8 DNS 43t M

P

ol
rr

2. AWS Management Console Z 208! HMAE AL 5t0{ AZEIURE=X| &QIE £ Q= Amazon
S3 Z2&£& Juct.

3. EMHwolM &H=-Z2t0|8! ot 0|2 S MEY5HH
&LCt ofgiol AT EIX2 FZ-Zeto|H! ofo|2 2

N. Virginia v A Admin/mg=— a8 et L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS

Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (0) info ( Create application ) :

LIS Fast (N Virainia)

PC AH EHAE

tod

HMAE M Btet= IAM 2 S HI Z 5104 Amazon EC2 =& WorkSpacesE Al&35to{ A&t VPCE

712 HAEY 4 aLc

fjo
ol
<

IAM 2 S AL

olgfel M2 X|™HE VPCE Amazon S37F AFE35HK| 8t = 8 Amazon S30i| CHEF HMAE HEEL
Ct.
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AWS Management Console

AI=EOHLHA
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "vpc-12345678"
}I
"Bool": {
"aws:ViaAwsService": "false"
}
}
}
]
}
CIS M2 2301 A=z QlEof ZEl0|E! HMA HES AL 6104 AWS Management Console A E4

=
& AWS A XM IDsoil CHEt 23212 M EHEL|C}

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
llActionll: ll*ll'

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"
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LS L—

HEoll £5tx| ef= ID2 HZY B2 oS 242 27F HOo|X|7F ZAIELICH

Your account doesn't have permission to use AWS Management Console Private Access

Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific autherized accounts.
To access this account, sign in from a different network, or contact your administrator for more information.

Logout

SENY S PS

2z 0/A HERZ0|A AWS Management Console Z 20|85 HAM|A0f HIZIHZ HAZSE{T AWS
Site-to-Site VPN AWS 7t&f Z2}0|8! HO|ESO|(VGW) 212 S M2 &8F + QAQ LII:P AWS Site-
to-Site VPN Ol M= 122 MM5I T ¢1Z2S Soll EEEE ME ST 22 E F445t04 VPCOIM
274 HEQ T o HMAE £ Q&LICH KHAIEH LI 2 SiteAWS Site-to-Site VPN Ar-g HB XM 2| What
isSiteAWS Site-to-Site VPN2 & Z35HMI2. AWS VGW(7H4 Z2H0[H! H 0| EQ0)& VPCet 2 =70
A HERZ 7to| HOIEQO| & E st 7t8 40| =2 21 MH|A LT

AWS Site-to-Site VPN AWS 74 Z2t0[H! H|0|E<0|(VGW)E
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E AWS Cloud
a

DNS Query for Console access is forwarded to local DNS
Server fro laptop

rwarding, DNS queries are forwarded to
I bmmd R53 Resolver Endpoint

B DNS queries are forwarded over AWS Site to Site VPN

n DNS Query lands on to Inbound R53 resolver Endpoint in
VPC

From resolver endpoint queries are forwarded to RS3
resolvel thit VPC+.2

DNS query is resolved to respective regional console private
a endpoint IP after referring to associa cinted Pz

Connectivity to console endpoint private IP is established
A oversite to Site VPN

O] &= of7|&IX MAH o E4 714 @A = Amazon Route 53 Resolver, §35| QIHIR2E dl{A47
AWS Management Console Z2}0[5! HA|A AEZQIET} MMEE[= VPCOHIM A S|
Lol siA7| A= ZQIE(UE R QlE{H 0o|A)7F MMELICH 27 CFS __EHEII* DNS AH
A MY XM SHE IP FAE B Z 50 ZEto|H! 3 AR oo A Bl= g = JUAsLct
2= p0jA Ecto|HE 70 242 % AWS Management Console Z2+0]5! °”kI|/\ Ae=EZQIEQ| I
2to|8! IPs2 2t 2 AWS Management Console & L|CH.

AWS Management Console Z2t0[H! HAA A= ZQIE | CHEL HAZE M 5t7| Hoi| LM ASHES
= 2 E 2| AWS Management Consoled} O|= S5 (HX|L[o} £5) 2[Z0| A AWS Management
Console Z2}0|8] HMA A= ZQIEE MEst T ZEto|d! ZAE! Q0dg AMtE A ZZH BHAHIE

2t LI

=
=
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AWS ALK AE AL A X[ (UXC)

AWS AFZXF ZE A2 AF X[H(UXC)2 HIE BEIR7H Al 22 AFE R X|[H AWS
Management Console 5t & =F0|M O|2EF ™S Il = U= FEEIEIYLC.

UXCE AtEstH Cts dEE A

o
Pal
>
o
et
1
30
>
C
[ul

o HE MY - AHHo My g HHG0] HAYE AYHoRE TEY £ UELICH olE E01 71 A ™o
EsMZ2 HAE AHHos LBME Z2EHM HHols WtMas ALSE = JU&LICt
o MH|A LAY - 2& B Ao ZAIEE AWS ME|AE HMofg = J&LICh MH|A THAIE 2 HEDt
24E AWS MH|A B E A| AWS Management Console 3t =& 7tASHEFLICH
(o]

e
™ 7EAIE - AWS 2| MEIT|o| EAIElE 2ITS Xﬂ e
2|™et & Al AWS Management Console StES & 7t

Mg FASHE g2 B2 7|8 S50l HBELICH 2E MulA U BIF0| EAISD AE Mao] A
HEIX| &LICH 242 2 S0 AH MNE JIEHO R MAHE 4 LT none”. S 2 A
Hotod EAIEE MulA U BIHg 7|23t 2 AT £ UaLIChull.

(® Note

visibleServices 2! visibleRegions A 20{M AMH|A L 2[Fo| 2B Xf|o{&LICH
AWS Management Console. , AWS Command Line Interface SDKs === 7|El APIsE S8
MAE ANgtstX| et &Lt

=S|
« AWS AFEXF A& AFE X XI™H AR5
« UXC API &=

« E AF235104 AWS AFEX B8 AFE XA X|H API & 2 AWS CloudTrail
« AWS AI2 X A AFEXF X|H o] Hot

AWS ALERE - ALS A X8 Al%5H|

UXCE AFS5tH HE #EIRI7Ho CHEt HE AFE R X|HE 7 8E = U &LICH AWS Management
Console.

NEETT H7 1.0 104



AWS Management Console A|EF OFLH A

INTS e

Al%fstE2{™ Chs 0| H gLt

- AWS AH™H

« UXCoi| CHEF 24 Z48F AWS Identity and Access Management (IAM) T8t REAM|SH LI 2 AWS Al
EX - ALS A X|ZFolof CHE IAM 2 #E[E WA E A S5t WEHE AWS I ESHML AWS
Management Console.
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oA UXC A HMA AWS Management Console
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x|
|=|
4. EANE|E A—IHI&% 2 E MH|A EE= MH|A MElo 2 MAstn 228 AL C.
Ct

5. W7 AS KRS MeEr

Z2 2 Ao Z UXC MY HMA

ZZOpiY HAoZ or= ACHEQIERE HH AR XIH MAYHE oelg £ J&Lich REAMIEH LY
2 AWS A2 XL A& AF2AF |- APl # & 21 AWS::UXC::AccountCustomization CloudFormation
HZZ HXE XM L.

AWS AHEXH B MEXE X1 API H ZEO0IE UXCOIM X HElE Zrdol MA S 50| L Elo] AU&L

E AI835t0{ AWS ALEX & AFEAL X|H API Z &£ 22 AWS
CloudTrail

AWS AL X} B8 AFE R X|I-H2 AFEXFAWS CloudTrail, 38 =71 =88 =hedof Cist BlZEE A|
-'-‘P_ MH|A QI S8HEILICH AWS MH|A. CloudTrail2 UXCOl CHEH 2 E API 21 £ &8 o|HE

2 HXELICH HME|= SE0|E UXC EL£22E29| 2 &1 UXC API 2o Ciet 2 E S &E0|
X gHElLICE. CloudTrailof| Llet EE MEsIo UXCol| +™E 2F, L¥0| +™E IP T4, 2F

M oS)l
O| —f—% El A|7|' 7<7|. A'”T Ko % EI-OI_IgEI- #‘ AA:I L—ll-—-l'

CloudTrail2 HHg 448 AWS H™ [mof| A &M HEID:I CloudTrail O|HIE 7|S0i| RIS 2 HMA
gt £ QI&LICE CloudTrail O|HE 7|£2 X[k 90 ZH AWS Z|T1e| # 2| o|HEof CHEH 27|, ZHA4 2l
CHRZE7t 7hssta, £3H0| 27158 tlZEE MBI RhAISH M2 AWS CloudTrail AHS M
HAMO| CloudTrail O|HE 7|5 =g & XFIML. OHE 7|8 E7|& CloudTrail 22 0| £t E| x| ¢
&Lt
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AWS HE x| 90 S22 O|HIEE X|EMHoz 7|Fst2{H FH

Bl AE0{1& A &Lt

E

= CloudTrail Lake O|HIE G| O|

CloudTrail| UXC Z2| O|HE

ZE| O|HIEEQ| E|AAMM ™ E|E 2] 2ol CHEt HEE XMBELICI AWS AH. 0|8 FHEE
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AWS AI2X} A& AF2XF X|H2 BEE UXC HEE Z012/ 2tdg 22| o|HIERZ 2ZEL|CH UXCTt
CloudTrailoll 2Z5t= AWS AP A Z- ALEA XIH ZHEE Z8iQ &Y S5 2 AWS AFEXF F& A

SR XK API B EE HESHMHIR.

UXC O|HE of X

OHEE= RE AAZREO| Y QHE LIEHLIKH QT E API 21, & Imtet AlZH, 273 nhetolE
Sof 23 ME7}F S04 Q&LICH CloudTrail 21 e H{E2 APl 21X & 0| =2 AEH =X of
LIEE OHETI EY =ME EAIZX| 2t &LICH

CH o Ml= GetAccountCustomizations 22 A|9d5t= CloudTrail O|HEE E0o{&ELIC}.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE: jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/MyRole/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/MyRole",
"accountId": "111122223333",
"userName": "MyRole"
I
"attributes": {
"creationDate": "2026-03-06T15:15:16Z",
"mfaAuthenticated": "false"

}
I
"eventTime": "2026-03-06T15:36:13Z7",
"eventSource": "uxc.amazonaws.com",
"eventName": "GetAccountCustomizations",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-sdk-java/2.41.27",
"requestParameters": null,
"responseElements": null,
"requestID": "543db7ab-b4b2-11e9-8925-d139e92alfe8",
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"eventID": "5b2805a5-3e06-4437-a7a2-b5fdb5cbb4e2",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::UXC::AccountCustomization",

"ARN": "arn:aws:uxc::111122223333:account-customizations"
}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"uxc:GetAccountCustomizations",
"uxc:ListServices"
1,
"Resource": "*"
}
]
}

UXC A A A XIHol| EHEF M| HAMA

CHS oKX[ol M= UXC AI™E ALERE X0l CiEE TIA| AMAE 518 ste HHE ddste Y™

ELich

o
HL
2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"uxc:*"
iF
"Resource": "*"
}
]
}
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