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Continue with email X

We'll check if you have an existing user and help create one if you don't.
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Email address
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Continue
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS
resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these
defaults choose Edit in advanced setup.

4
b

lol

t QI HIAIX|7F LEEHEf L C

N

@ You're all set, please check your email X

We sent an email to user12@amazon.com. Please check your email to verify your user
account and begin using AWS Supply Chain.

Your new user is stored in IAM Identity Center. Verify your user to active the user
account.

( Manage app’i ‘ti0f._) Sign in to AW
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody »L‘ and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WAL ™ ,9-5% All rights reserved. Read our Privacy Notice.
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS

resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these

defaults choose Edit in advanced setup.
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= Home > Manage instances ® A @

Specify instance details

Instance properties Info
AWS Region

The AWS instance will be created in the region displayed above. To change the AWS region, cancel the create instance setup, select the new region from the Select a Region drop-down on the top-right panel,
and restart creating the instance.

Enter an instance name

( )

1 to 62 characters including spaces, underscores, and dashes.

Enter a description - optional

256 characters max.

AWS KMS Key - Optional info

Choose an AWS KMS Key
You must provide an AWS Key to encrypt your data across AWS Supply Chain.

[ Q. Choose an AWS KMS key or enter an ARN } ( Create [4 )

Instance tags - optional info
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® Note

YourAccountNumber 2! YourInstanceIDE AWS A& 4 QIAEIA IDE HIE AWS
Supply Chain L|C}.

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:role/service-role/scn-instance-
role-YourInstanceID"

}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"

QIAEIAS MAE I KX AWS KMS 7|18 AHSE 4 AALICH XHA| 7|8 BEISHKIR 7|Z 718 At
SHR| SLo ™ A 7|8 Ml 4 QlaLich
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. 7| A olo|E: 7| A MESIE (e oz HhEL
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :YourAccountNumber:root"
},
"Action": "kms:*",
"Resource": "*"
b
{
"Sid": "Allow access through SecretManager for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
"AWS': MM
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",

"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",

"kms:ReEncryptTo"

1,
"Resource": "*",
"Condition": ({
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallerAccount": "YourAccountNumber"
}
}
I
{
"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"Service": "scn.Region.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"
1,
"Resource":"*"
}
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AWS Supply Chain

Select instance

(= 2
Instance details i

Instance Name Status Sub-domain

test @ Active
Created on: 6/12/2024

AWS KMS Key Instance ID
Description

User access management info

AWS Supply Chain connects to AWS IAM Identity Center, where you can create and manage user identities or easily connect to a variety of third party identity sources. We'll check to
see if your organization has a current identity source setup, or give the option to create a new one in IAM Identity Center

Status
@ Identity source connected

Application owner info Select an application owner

[ @ Select an application owner to setup AWS Supply Chain. X ]

When an identity source is connected, you must select an application owner who will setup your organization in AWS Supply Chain. The application owner will receive an email with a
link to access the AWS Supply Chain web application for the first time.
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/
https://
Accessing the AWS Supply Chain
You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/

Bookmark this URL for easy access in the future.

Your Username:
user123+1 @amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody 0 “and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WA+ — ,9-5= All rights reserved. Read our Privacy Notice.
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{
"Version": "2012-10-17",
"Statement": [

{
"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

I

{

"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",
"Effect": "Allow"
3,
{

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
"cloudtrail:StartlLogging"

iF

"Resource": "*",
"Effect": "Allow"
1,
{

"Action": [
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"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",
"Effect": "Allow"
}I
{

"Action": [

"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

1,

"Resource": "*",
"Effect": "Allow"
}I
{

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",
"Effect": "Allow"
}I
{

"Action": [
"organizations:CreateOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListDelegatedAdministrators"

]I

"Resource": "*",
"Effect": "Allow"
}I
{
"Action": [

"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

1,
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"Resource": key_arn,
"Effect": "Allow"

}I
{

"Action": [

"kms:

]I

ListAliases"

"Resource": "*",
"Effect": "Allow"

iy
{

"Action": [

"iam
na
na
na
"iam

]I

iam:
iam:
iam:
:AttachRolePolicy",
iam:

:CreateRole",

CreatePolicy",
GetRole",
PutRolePolicy",

CreateServicelLinkedRole"

"Resource": "*",
"Effect": "Allow"

iy
{

"Action": [

SSO

"sso

"sso:

"sso:

"sso:

"sso:

SSO

SSO:

Sso:
"sso:
Sso:

SSO:

Sso:
"sso:
Sso:

sso:
"sso:
:GetSharedSsoConfiguration",
"sso:

:AssociateDirectory",
"sso:

AssociateProfile",
CreateApplication",

:CreateApplicationAssignment",
Sso:

CreatelInstance",
CreateManagedApplicationInstance",
DeleteApplication",
DeleteApplicationAssignment",
DeleteManagedApplicationInstance",
DescribeApplication",
DescribeDirectories",
DescribeInstance",
DescribeRegisteredRegions",
DescribeTrusts",
DisassociateProfile",
GetManagedApplicationInstance",
GetPeregrineStatus",

GetProfile",

GetSsoConfiguration",

AWS Supply Chain 2& Al
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sso0:GetSSOStatus",
"sso:ListApplicationAssignments",
"sso:ListApplicationTemplates",
"sso:ListDirectoryAssociations",
"sso:ListInstances",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:RegisterRegion",
"sso:SearchDirectoryGroups",
"sso:SearchDirectoryUsers",
"sso:SearchGroups",

"sso:SearchUsers",

"sso:StartPeregrine”,

"sso:StartSSo",
"sso:UpdateSsoConfiguration",

"sso-directory:SearchUsers"

]I
"Resource": "*",
"Effect": "Allow"
}
]
}
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Select instance

‘ ADP-Gamma-Feb13

Instance details info

Instance Name Status Sub-domain
ADP-Gamma-| Feb13

@ Active

Created on: 2/12/2024

AWS KMS Key Instance ID
Description
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Encrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
I
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xx",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [
{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”

}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "112233445566",
"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
GenerateDataKey
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxdexr/20240306_223934_536"
b
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"keySpec": "AES_222"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rY",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": '"Management"
}
Decrypt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responsekElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xY",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",
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"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

1,

"Resource":"*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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AWS Supply Chain ZE[Rt et M

AWS 22l 22 AWSSupplyChainFederationAdminAccess

AWSSupplyChainFederationAdminAccess= AWS Supply Chain OHZ 2|70 LHo| A E e
S E o 2ot Hete 8504 AWS Supply Chain HICE| 044 AFE Lol 74l AWS Supply
Chain OHZ 2|7 0|/Mof| CHEH HA|A HetS MBS ELICH o] HE2 |IAM Identity Center AHE

A OFo cigh #2l HEt2 M3 5HH AWS Supply Chain 0| A 48435t e4ghof| 42 ELICH.
AWSSupplyChainFederationAdminAccess 2 E CHE 01 IAM IE{E[of| = A A= 2F ElL|CH.

O| 242 scn:* HEHE AWS Supply Chain SaHj0i| CHe 2 E HMAE XS KT AWS Supply Chain
ofghofl et Hetol ZAEE LICH AWS Supply Chain @3gol|= E 8t #Metoh L8 =0 ZH2|XF APIsO|

AE MAESHU AXME = U HMA HEE S
CHM|A HEHE MBELICH "ol HIAIXIE 2 A
2|= "SCNInstanceld" E{ 17} K|~ & 4 QIAEA

=

« Chime - Amazon Chime Applinstance0ll A AtE
LICH &M, xd i, TR E ey = U
T U HAMA HEHE MBS ELICH Chime Y
2 MeHEuct.

« AWS IAM Identity Center (AWS SSO) - IAM Identity Centertl M AF& A T2 E S 044 4! o
A siAstn, Z2 2 AAE LIgst, ol EE[AH 0| €F 2 LIFst, ofEEIF|oldE HHBSt

AHAE MY, ofEE|70IM EF FEE 7 e ol e HErE MI gL

H L |

[
-

=5

[

+ AppFlow- 97 ZZ TS M4, AUCIOIE, AR 4 e AN Here MBBLICH 282 44,
ACIOIE, ALM, AlRH, BXIE £ QU= HMA HEHS MBHLIC 552 B4 KT L e M sT

= S =

SEEHIZEE HEHE = U dMA HEHS MBS ELc.
« Amazon S3 -2 E HIIS LIEE = = MM A HEtE2 MSEFLICH arn:aws:s3:::aws-supply-

chain-data-* 2|44 ARNO| /= H

GetObject &! ListBucket HAM|A HEHE A
« SecretsManager - 20t 2f5 M4 9l HOot of 5 A AO|0|E0f CHEF MM A HEHS MSELICEH
 KMS - Amazon AppFlow AMH|A0]| 7| & 7| HEE LIGE = U= HMA HEHE NS ELICE key-

value aws-suply-chain-access : true E§ 17 X|El KMS 7|0i| CHEF DescribeKey, CreateGrant &

ListGrants Tt M3 ELICH Eot 25 & Mdstn Eot &% HME UOO|EE £ U= AAMA

THetE NS e

o |

4

AWSSupplyChainFederationAdminAccess 53



AWS Supply Chain ZE[Rt et M

Tt (kms:ListKeys, kms:ListAliases, kms:GenerateDataKey 2! kms:Decrypt)2 Amazon AppFlow=
MEtE|X| e H™Hol ZE AWS KMS 7(of O|28t Mt Bo{E &= U&Lct

O| Matio| MEtE2 Hie{ AWS Management Console0| A
AWSSupplyChainFederationAdminAccessE & 2I5HA| 2.

AWS Supply ChainAWS 2% 280 CHst YC|0|E

Cts Eol=0| AMH|ATL 0IE+g HZA AL S FX517| AIEHS 0|2 o] AWS 2|8 A ol Eof Y
& AWS Supply Chain M5 HE7} Lt@EE|o{ /J/&LICH O] HO|X|Q| 843 ArEoll CiEt xtS Y 2IS &
© 248 AWS Supply Chain 1—H 7|15 HO|X|oH RSS I|EE F53HML.

HE A =ES =R
AWSSupplyChainFede AWS Supply Chain & IAM 2024'A 12 10
rationAdminAccess — X% 2 Identity Center0f| A @&} El
Ho|E AHE XL} ListApplicationAss
ignments, DescribeApplicatio
n, Describelnstance %!
GetApplicationAssignmentCon
figuration 20| AMAE
UL E HEIG ¥ Ao
Ei&LCt.
AWSSupplyChainFede AWS Supply Chain = IAM 2023 H 111
rationAdminAccess — &2 & Identity Center2| ListProfi
Clo|E leAssociations & 2401| H| 2|
O|M AFSAF7L HMAE = QU
TE 22" g Hoo|E
A& LICt
AWSSupplyChainFede AWS Supply Chain & Zl& 2023 9 21
rationAdminAccess — &34 ¢ arn arn.aws.s3..aws-supp|y-
Hlo|E chain-data-*& AI-&35t04 ™

& S3 HZ! 9| PutObject &

IR 54


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSSupplyChainFederationAdminAccess

AWS Supply Chain ZE[Rt et M

28 A

0¥

kS =

GetObject Zr4of| m|Hz{|o|M

AR HMAY % Uz =
Bol% HAe Yrlols AL

Ct.

AWSSupplyChainFede AWS Supply Chain = QI&tE 20234 38 1Y
rationAdminAccess — A 24 AEXE7H AWS Supply Chain

O EE|71| o] Mof| AMAE =

UL E 51835t M BHRE F

7t &LICt 07]0l= AWS

Supply Chain OHZ 2|7 0| LK

oM 22 st Ol 22
8t Mol ZEhE Lt

A

T

St
=

AWS Supply Chain 843 Al&  AWS Supply Chain = AWS & 2023 A 3& 1
= AEf 2l Hol CHE HE ALY F
MEZ AEM&LICEH

1 AAH

of et 8 &4 Z3S AWS Supply Chain

EFAL ZEALRHS 042] 7 E4 Z2 30| AWS Supply Chain Yo 2 0| Hot U AWS FH E4
BIteruct of7|o= SOC, PCI, FedRAMP, HIPAA S0 Z & & L|Ct.

SE A8 & T2 HR[of AWS MH|A 5t SE2 A8 &5 Z2IH AWS XS He| LA
o

MHARME &2 Z2 33 At HEEAWS A H & T2 73

E ArS5I0{ EtA ZAL ETME CIRZEE £

=& & Q&LICH AWS Artifact. AFMIEH LH& 2 Downloading
Reports inDownloading AWS Artifact & Z5tM 2.

N8 Al 78 E4 Hele dlolElel UZE, SlAtel 7H £4 SE U B UED 7 et AWS

Supply Chain ZMELICE #H 48 X257 I8l CHS 2|AA S AWS MBS ELct

. ot ol FE F4 W2 AR QFLHM - O] HHE QHLHMOAE oF7|ElR{ T1Ed AbEtol 2l MHstT 2
ot 7 Z40 S E 7|2 AWS BZ2 iz & ] #lsHoF & EHHIE MBI ELCH

- HIPAA 20 2l 33 =4 tii] M7 -0 BA{olAME 7|210] AWS & AL 5L04 HIPAA E4 O Z 2|7
O|ME MYste s MHEELICH

FH 24 59l 55


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html

AWS Supply Chain ZE[Rt et M

« AWS 7 5 2|44 -0l {35 A 7tolE 252 YA A fIXlo HEE + U&LICh

« AWS Config 7Het X} FLHA{ Q| Evaluating Resources with Rules - O] SHLHMOIME ElAA T 40| LY
2 A, 9A XE, 78S Lottt H EsteX| BIHELC

« AWS Security Hub - 20t A & & 2 At Z 047 & & Qlst= AWS O] =&0| E[=5 LY
Hot dEE ZE XM AWS MHIASE & £ 9

o| 5423 AWS Supply Chain

AWS Z2Z2H olZzl= AWS 2™ U 718 Pg 7|bte 2 AR ELICLE ECIXMe R E2|ET Ha|
=l 0E] 718 FUS AWS 2|1 MBELICE Ol2Et 718 U2 B2 XA Az =2 XMElF L =2
S5E2 #F UESF0 HZElo] UELICH 78 FHS AS5tH SEH gio| FAH 7ol KIS 2 &
Of 25 Z |7} O|F0{X|= ofZ2|7i0|M L C|O|EHHIO|AE HHAHIStD 2P = JU&LICH 718 B
2 7|EQ| Bt = CH3 ClO|E MIE{ QIZEtECH 7184, LHAR ), =850l sofe Lt

AWS Z|1™ L 712 Qo Cher RAFMIEH L2 AWS 224 QIZELE R ESHMIL.

AWS 22 o1z} Qo= O|E S#3 2l 8 @7 At 2 X|5teE o =20| &= Z 7HX| 7|
S2 AWS Supply Chain A& & LILCt.

24 2 21 [E{& AWS Supply Chain

2Z U ZL|E{&2 AWS Supply Chain & 7|E} AWS E£F2MO| AEY, 718 M U H5E |Xlste= Ol
=2 L|Ct = AWS CloudTrail 2LIE{2 =& AWS X3 35t0{ AWS Supply Chaing 2 L|E

=
7h U I BIstn, MME B RS IS FFLICH

@® Note
AWS Supply Chain & 0|MEt &= APIs Z%{E/LIC} AWS CloudTrail.

AWS CloudTrail2 & =-ist7HLE AWS H'E & CHLlst0o =&t API 21 £ & 2 &tE O[HIE

E ZX{stn X|'det Amazon S3 HZ!O| 21 S MEELICH o{E ALK ! HZ 0| AWSE =
EMEX| fH LA IP FL0| 20| O|R{FI=X| X ZE0| Y MIM=X| EQlg = U&LICH
scn.amazonaws.com AWS Supply Chain O|HIEE = == A &LICt RtAMIEH LHE 2 AWS CloudTrail At

2 MOIME ZE5AAL.

56

Jr
rio
0x


https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS Supply Chain ZE[Rt et M

® Note
AWS Supply ChainCtg AL Ol f2|5tMIR.

& &= Qi AL XHE ZCHE T AWS Supply ChainO|248t AH& A= 2 o Z 2|71 0]
Aot g2lof WEE 2R RELICH ZOHE AAS A= & oHE 27 0|M 2
o H

= o [ =t —
2 AT WO, e ASA HEH0| UE BRolE 232l5t0 Lo LHIES
o

- OZ2|7H 0|M EEIXH= AWS Supply Chain QIAEIAO| AFEXHE FIHE ol HMAE
UELICH AWS KMS key. ALE X HEHS BHE[S10 AAKE FItHotHLE MHE = U&
Ct. AFS R TEtofl CHEt REMIBH LHE 2 AFEXE #EE Q8 2| HeE B ZstA L.

£4>

AWS Supply Chain CloudTrail2| Ci|O|E{ O|HIE

® Note

ofzfoll LIFE ¢ ol Z 2|70l APIsE CloudTrail2| G|O|E{ O|HIE0i] LFAAWS Supply Chain
2 of Z 2[#H 0| APIsEILICE.

CIO|E| O|HIE = BlAA 7|8 EE= BIAANM - E BlAA 2ol Ciet HEE MSEFLICHOo:

Amazon S3 4| 217| EE= AL7|). O|2 O|O|Ef ¥ o2t &LICt ClO|E{ O|HIET} CHE & s

Ol AR J&LICH 7|2XM2 2 CloudTrail2 Cl|O|E{ O|HIEE 24 3IX| & &LICH CloudTrail O|HE
7|

7|52 dlole O|HEE 7|5 et ef&LCh

HlOo|E| O|HIEN|E F£7F LZ0| M E[LIC} CloudTrail 2 201 CHt XEA|SH L2 2 AWS CloudTrail
=22 XML,

CloudTrail 2& AWS CLIEE= CloudTrail API 24 S A& 3504 AWS Supply Chain ElaA 3604 O
gt Olo|E| O|HIEE EZE =+ A& LICH

+ CloudTrail 2& S At8304 GlOJE| O|HES 25t i O#IE 0lE AE01E M3
of GIOJE| OIHIES 7IS5t7Lt 7|Z %5 S o= CloJEf A5 01E n|0|=3tod HOlE] Ol
EE 7S

AWS Supply Chain CloudTrail2| Ci|O|E{ O|HE 57


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-event-data-store-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console

AWS Supply Chain ZE[Rt et M

1. CIOIE| O/HIES 25t HIO|E| OJHIES MeyatLict
2. GlOJEf OJ#IE REIM HOlE| OIHES 2UE 244 S ML

3. MEE HERM 2O MET|E MEIFILICE 2[AA f8ol Ciet 2= Cl|o|E{ O|HIEE 21
&t7{L}, 2 E readOnly O|HEE 25l 7L}, ZE writeOnly O|HEE 28 7L}, AL X}
XY 23 MEd7| HIZ512 M504 readOnly, eventName 2! resources.ARN ZHEE H
EHEg = A&t
- E AI83l04 HIO|E| O|HEE 2Z435t24™M eventCategory EEE Data 2 AWS CLIMHESI
resources.type EE LA RE U B HYSIESE --advanced-event-selectors Izt

= g
=

OIE{E& FEefLICH Z7HE F7}15104 readOnly, eventName & resources.ARN EEO| g2 &

EHEg = A&t

O

- CIOIE{ O|HEE RS TS FXE 7 435t24H put-event-selectors BHEES A-MErLICH KbA[SH
L2 AWS CLIZ FZXof Cist Cl|o|E{ O|HE 28 XM L.

| %

=/

 CllO|E{ O|HEE 2Rt F O|HE O|0|E{ AE0{E 7d35t2{™ create-event-data-store BH
2 A#3toq Cllo|E| O|HEE ZZE A O|HIE O|0|E| AE0{E MA357L} update-event-data-
store BHEE A™A5t04 7|&E O|HE H|0|E AE0{E YO|O|EFLICE XA LIE2 AWS CLIZ
clolE]| o|HE AEo{of CHEt CIO|E| O|HE 22 S XM L.

*eventName, readOnly ! resources.ARN ZEE ZIE{2I5l01 S8t O|HER ZZSTEE 13
O|HIE MEHTV|E FHE £ JU&LICH E=oi cHEt AFMIEH LHE 2 AdvancedFieldSelector Mg &=
St 2.

AWS Supply Chain CloudTrail2| Z2Z| O|H E

EE= AWS HHEHo| 2|l &AM =™k &2 ol Ciet MEE MSELICt o8 ZHEE
Z 90l &do|gtnE ghLct 712X o2 CloudTrail2 2| O HEE 2Z8|Ct.

AWS Supply Chain2 ZE 7HEE Z8i|2! 22 CloudTrailoll 22| O|HEZ 7| &Lt
AWS Supply Chain & Oi{Z2|71|0|M APIs

Ol MMof| LIFE! APIs= T2 0| A XHE CHAI5H0{ AWS Supply Chain OHEZEZ|F|0|MHHIMH £&
gtL|C}. O|2{8t API= CloudTrail 2104 EA|E|X| &tom MH|A M3 2o = 2ol ZXE|X| o
&LICH AWS Supply Chain EHHE 2 Z5HMI2. O|218t APIsOf| CHEF HAM|AE HC{E 0| AFS K| o4&
TEHE 7|82 2 AWS Supply Chain OHZ 2740|440 2|31 M|o4{E L|Ct. AWS Supply Chain O Z 2|7
O|M Btt2 &X|5t7| 2I5 ol2{8t APIso| CHEF BMAE Mofste{n M= et ElLct

AWS Supply Chain CloudTrail2| 2| O|HE 58
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https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/create-event-data-store.html
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scn:
:AssignGalaxyRoleToUser
scn:
scn:
scn:
:CreateRole

scn

scn

scn:
scn:
scn:

scn

scn

scn:
scn:
:GetResourceBasedChatArn

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
:SetNotificationsPreference

scn

scn:
scn:

scn

AddMembersToResourceBasedChat

AssociateUser
BatchGetUsers
BatchMarkNotificationAsDelivered

DeleteRole
DescribeChatForUser
GetAccessDetailConfig

:GetChatPreferencesForUser
scn:
scn:
scn:
:GetOrCreateResourceBasedChat

GetMessagingSessionConnectionDetails
GetNotificationsPreference
GetOrCreateChimeUser

GetOrCreateUserBasedChat
GetOrganizationInfo

GetUserDetails
ListChatMembers
ListChatMessages
ListChatModerators
ListChats

ListRoles
ListUserNotifications
ListUsersWithRole
MarkNotificationAsDelivered
MarkNotificationAsRead
RemoveMemberFromResourceBasedChat
RemoveUser

SearchChimeUsers
SearchUsers

SendChatMessage

UpdateChatPreferencesForUser
UpdateChatReadMarker

:UpdateOrganizationInfo
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scn:UpdateRole
scn:UpdateUser
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scn:CreateConnection
scn:CreateDataflow
scn:CreateDeleteDataByPartitionJob
scn:CreateExtractFlows
scn:CreatePresignedUrl
scn:CreateSampleParsingJob
scn:CreateSapODataConnection
scn:CreateUpdateDatasetSchemalob
scn:DeleteConnection
scn:DeleteDataflow
scn:DeleteExtractFlows
scn:DeleteSapODataConnection
scn:describeDatasetGroup
scn:DescribeDataset
scn:DescribeJob
scn:GetConnection
scn:GetCreateExtractFlowsStatus
scn:GetDataflow
scn:ListConnections
scn:ListCustomerFiles
scn:ListDataflows
scn:ListDataflowStats
scn:ListDatasets
scn:UpdateConnection
scn:UpdateDataflow
scn:UpdateExtractFlow
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scn:AddModeratorToResourceBasedChat
scn:ComputePostRebalancedQuantities
scn:ComputePostRebalancedQuantitiesVl
scn:CreateInsightFilter
scn:CreateInsightSubscription
scn:DeleteInsightFilter
scn:DeleteInsightSubscription
scn:GetInsightLineItem
scn:GetInsightSubscription
scn:GetInstanceAttribute
scn:GetInstanceRequiredDatasetAvailabilityStatus
scn:GetKpiData
scn:GetModelEndpointStatus
scn:GetPIVForProduct

scn:GetPIVForSite
scn:GetPIVForSiteAndProduct
scn:GetPIVForSitesAndProducts
scn:GetProducts
scn:GetProductSummaryAggregates
scn:GetSites
scn:GetSiteSummaryAggregates
scn:IsUserAuthorizedForInsightLineItem
scn:ListCustomAttributeValues
scn:ListGeographiesAsGalaxyAdmin
scn:ListInsightFilters
scn:ListInsightLineItems
scn:ListInsightSubscriptions
scn:ListInventoryQuantityAggregates
scn:ListInventoryRisksBySiteAndProduct
scn:ListInventorySummariesBySite
scn:ListPIVProductsBySite
scn:ListProductHierarchiesAsGalaxyAdmin
scn:ListProducts
scn:ListProductsAsGalaxyAdmin
scn:ListSites

scn:ListUsers
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scn:
scn:
:UpdateInsightFilter

scn

scn:
scn:

scn

PotentiallyComputeThenListRebalancingOptionsForInsightLineItem

RegisterInstanceAttribute

UpdateInsightLineItemStatus
UpdateInsightSubscription

:UpdateRebalancingOptionStatus
scn:

UpdateRebalancingOptionStatusVl

Demand Planning

Ct= APIsE0iA of
LIC}.

scn:
scn:
:CreateDemandPlan
scn:

scn

scn:

scn

scn:
scn:

scn

scn:
scn:
scn:
scn:
scn:

scn

scn:
scn:
:GetDemandPlan
scn:

scn

scn:
:GetDemandPlanningDatasetJob

scn

scn:
scn:
scn:
scn:

Il

AssociateDatasetWithWorkbook
CreateBaselineForecast

CreateDemandPlanningCycle
CreateDemandPlanningDatasetExportJob

:CreateDerivedForecast

CreateWorkbook
DeleteDemandForecastConfig

:DeleteDemandPlanningCycle
scn:

DeleteDerivedForecast

DeleteWorkbook
DescribeBaselineForecast
DescribeDemandPlanningCycleAccuracyJob
DescribeDerivedForecast
DescribePlanningCycle

:DescribeWorkbook

DisassociatePlanningCycle
GetDemandForecastConfig

GetDemandPlanningCycle
GetDemandPlanningCycleAccuracy

ListDemandPlans
ListDerivedForecasts
ListForecastingJobs
ListPlanningCycles
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scn:
scn:
scn:
scn:
scn:
:UpdateDemandPlan
scn:

scn

scn:

OH
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scn

scn:
scn:

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:

scn

scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
scn:
:GetDashboardAnalytics

scn

scn:

scn

= Al

ListWorkbooks

PublishDemandPlan
PutDemandForecastConfig
StartDemandPlanningCycleAccuracyJob
StartForecastingJob

UpdateDemandPlanningCycleMetadata
UpdateWorkbook

o

:CreateReplenishmentPipeline
scn:

GetReplenishmentPipeline
UpdateReplenishmentPipeline
ListReplenishmentPipelinesByInstance

:GetInstanceReplenishmentConfig

CreateBacktest

CreateReplenishmentReviewInstanceConfig

GetReplenishmentReviewInstanceConfig
ListReplenishmentVendors
GetExceptionsSupplyInsightsStatistics
GetPorSupplylInsightsStatistics
GetPlanToPOConversionAnalytics

:GetPurchasePlanStatistics
scn:

ListPlanExceptions
ListPurchaseOrderRequestlLines
UpdatePurchaseOrderRequestlLines
ListBomPurchasePlans
ListBomProductionPlans
ListBomTransferPlans
ListBomInsights
ListBomProcesses

ExportBomPlans
GetBomPlanSummary

GetPurchaseOrderRequestExplanation
ListBomSupplyPlan
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scn:GetBomPlanRecordDetails
scn:GetBomPlanSummaryAnalytics
scn:ListBomPurchaseOrders
scn:ListBomTransferOrders
scn:ListBomProductionOrders
scn:ExportAllExplodedBoms
scn:ExportBillOfMaterials
scn:ExportInventoryPolicy
scn:ExportProductionProcess
scn:ExportSourcingRule
scn:ExportTransportationlLane
scn:ExportVendorLeadTime
scn:ImportBillOfMaterials
scn:ImportInventoryPolicy
scn:ImportProductionProcess
scn:ImportSourcingRule
scn:ImportTransportationlLane
scn:ImportVendorLeadTime

9| Amazon Q AWS Supply Chain

CHZ APIs= Amazon Q in0i| A At&ElLICH AWS Supply Chain.

scn:GetQMessage
scn:ListQMessages
scn:PutQMessageFeedback
scn:SendQMessage
scn:GetQEnablementStatus
scn:UpdateQEnablementStatus

£ AI83t04 AWS Supply Chain O|H E £t2| Amazon EventBridge

E ME83tH CHE MH|AE XS 3}H5104 Step Functions E& T ZZ 0| Al AEl| #4401 CHSE
EventBridges UA&LICEH
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Amazon EventBridge
Source :H"_ Default event bus Targets

17 5\ 1y
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+ EventBridge 7#%l2 AI& 304 AWS Supply Chain O|HIE T
« AWS Supply Chain O|HE M8 M & =%

0P>
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html#eb-service-event-delivery-level
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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EventBridge 7+ &2 AF&3+0{ AWS Supply Chain O|HIE M&

EventBridge 7|& O|HE HATJ} O|HIEE CHA S Z T4 AWS Supply Chain st =& st24H 728 M
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O| Zgfklo] &LICt. O|HIE O|o|E{7t X|HEl O|HIE W&t UX[SIHE s O|HEE FEIo| CHef

(£)Z EventBridge ME&tL|C}.

%] M Aofl Chal XbAIS| 2o B4 EventBridge AHS Mol 0|#IE0] CHS 3t T4

O|HIE 9} U %|5H= AWS Supply Chain O|HIE m{Ed A4
Z} O|HIE T2 CtS S E & st= JSON Z4A| LT,
- O|HIEE ™M&dt= MHIAE AHESE source £ ILICEH AWS Supply Chain O|HIES| AR &~ A
£ @L|Ctaws.supplychain.
Feh): UX|IA|Z O|HE ROl HIYS & 35t= detail-type &&ILICH
) LUX|A|Z CHE O|HIE 0| E =& 5t

£ detail 4 LCH

o€ E0{C}3 O|HE IE 29| ZE AWS Supply Chain Data Integration Status Change
O|HIE QI 2 X|EFLICH AWS Supply Chain.

"source": ["aws.supplychain"],
"detail-type": ["AWS Supply Chain Data Integration Status Change"]
}
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
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AWS Supply Chain O|HIE H& ME &tXx
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Z £ Ch¥st AWS Supply Chain O|HIEOf CHEH MIE ME ZI= E XolgtLCt

EventBridge € A& 35t0{ AWS Supply Chain O|HIEE MEASIT 22| = CHS ALl folst= A
ol %EL—“:l'.

o| & o|HIEO] CHBt source EEE Z AWS Supply Chain A& E|L|Claws . supplychain.

« detail-type EEx= O|HIE K& X|IFerLICt.
0: AWS Supply Chain Data Integration Status Change.
« detail HE&= SiE & o|HEQ gt2dE H|O|HE Z & & Lch
AWS Supply Chain O|HIE 2t UX|et= =S P35t O|HE IEHE Fdst= ol CHEt XhAl
gt LHE 2 Amazon EventBridge AFE CHLHAS| O|HIE THEIS HESHMIR.

O|HIE 3l O|HIE EventBridge A 2| &&oil CHEt XkA[EH L& 2 Amazon EventBridge AHE B A2
Amazon EventBridge O|HE E % ZF_oHﬂO

AWS S22 HIO|H S& &Ef HE

CH=22 AWS Supply Chain Data Integration Status Change event O|HIE Q| of ILIC}

"version": "Q",
"id": "instancelID",
"detail-type": "AWS Supply Chain Data Integration Status Change",
"source": "aws.supplychain",
"account": "acccountID",
"time": "2024-03-30T12:26:1372",
"region": "us-east-1",
"resources": [],
"detail": {
"version": "1.0",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events-structure.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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"instanceld": "instanceID",

"flowArn": "arn:aws:scn:region:acccountID:instance/instanceID/data-integration-
flows/flowname",

"flowExecutionId": "flowExecutionId",

"status": "IN_PROGRESS",

"startTime": "2024-03-30T12:26:13Z",

"endTime": "",
Ilmessagell: IIII’
"sourceType": "S3",

"sourceInfo": {
"s3Source": {
"bucketName": "aws-supply-chain-data-instanceID",
"key": "flowname"
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_delegate_policies.html
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