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https://docs.aws.amazon.com/autoscaling/ec2/userguide/get-started-with-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-cloudwatch-monitoring.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_Tagging.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-tagging.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Tagging.html
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"MetricName": "MyBackendCPU",
"Namespace": "MyNamespace",
"Dimensions": [
{
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}



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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"Statistic": "Sum"
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https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_CustomizedScalingMetricSpecification.html
https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_CustomizedLoadMetricSpecification.html
https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_CustomizedLoadMetricSpecification.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-target-tracking.html#target-tracking-cooldown
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-scaling-target-tracking.html#as-target-tracking-scaling-warmup
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Predictive scaling forecasts and scheduled actions info

Predictive scaling mode Forecast period Forecast granularity
Forecast only 2 days 60 minutes

Load metric Max capacity behavior Pre-launch instances
Taotal CPU utilization Enforce the maximum capacity setting 300 seconds

Load (Total CPU utilization)
00k (4| |!_,1| ’I"‘l [\\\ m Forecast period
| t |
so | | 1 | ’

10,0k

5.0k b bmmd e A O e b

00k
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@ Actual load Load forecast @ Next forecast time

Capacity (Instance count)
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@ Actual capacity Capacity forecast @ Next forecast time
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https://console.aws.amazon.com/awsautoscaling/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-process-shutdown.html#as-shutdown-lbs-delete-asg-cli
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-overview.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-overview.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-autoscalingplans-scalingplan.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/autoscaling-plans/describe-scaling-plans.html
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With predefined metrics
{
"MetricSpecifications":[
{
"PredefinedLoadMetricSpecification":{
"PredefinedMetricType":"ASGTotalCPUUtilization"
},
}
]
}
AtMIEt L& 2 Amazon EC2 Auto Scaling API & Z= 9]
PredictiveScalingPredefinedLoadMetricg & Z3tA| 2. Amazon EC2 Auto Scaling
With custom metrics
{
"MetricSpecifications":[
{
"CustomizedLoadMetricSpecification":{
"MetricDataQueries":[
{
"Id":"load_metric",
"MetricStat":{
"Metric":{
"MetricName":"MylLoadMetric",
"Namespace": "MyNameSpace",
"Dimensions": [
{
"Name":"MyOptionalMetricDimensionName",
"Value":"MyOptionalMetricDimensionValue"
}
1
}
"Stat":"Sum"
}
}
1
2B ol F = A A 26


https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingPredefinedLoadMetric.html

AWS Auto Scaling =

}I

AtMIEt L& 2 Amazon EC2 Auto Scaling API & Z= 9]
PredictiveScalingCustomizedLoadMetric2 & Z5tAM| 2. Amazon EC2 Auto Scaling
A

3. M K|E AF20] F7IMetricSpecificationsdtm CHA Zf2 HolgtLct
CtE22 2 K& L oy gt Mol & oM Lct,

With predefined metrics

{
"MetricSpecifications":[
{
"PredefinedLoadMetricSpecification": {
"PredefinedMetricType":"ASGTotalCPUUtilization"
3,
"PredefinedScalingMetricSpecification":{
"PredefinedMetricType":"ASGCPUUtilization"
}
"TargetValue'":50
}
1,
}

XEAMIEH L& 2 Amazon EC2 Auto Scaling API & Z 9]
PredictiveScalingPredefinedScalingMetric€ & X 35tMIL.

With custom metrics

"MetricSpecifications":[
{
"CustomizedLoadMetricSpecification":{
"MetricDataQueries": [
{
"Id":"load_metric",
"MetricStat":{

20HA|: 0| A MAH MM

27


https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingCustomizedLoadMetric.html
https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingPredefinedScalingMetric.html
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"Metric":{
"MetricName":"MyLoadMetric",
"Namespace":"MyNameSpace",
"Dimensions": [

{
"Name":"MyOptionalMetricDimensionName",
"Value":"MyOptionalMetricDimensionValue"
}
]
},
"Stat":"Sum"
}
}
]
3,

"CustomizedScalingMetricSpecification":{
"MetricDataQueries":[

{
"Id":"scaling_metric",
"MetricStat":{

"Metric":{
"MetricName":"MyUtilizationMetric",
"Namespace":"MyNameSpace",
"Dimensions": [

{
"Name":"MyOptionalMetricDimensionName",
"Value":"MyOptionalMetricDimensionValue"

}

1
}
"Stat":"Average"
}
}
1
}
"TargetValue'":50
}
1,

KEMIEH LH& 2 Amazon EC2 Auto Scaling API 9|

7'(
PredictiveScalingCustomizedScalingMetricg & & 6H‘I|O Amazon EC2 Auto Scaling
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingCustomizedScalingMetric.html
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REMIEE Li8 2 7EAH: o5 =78 ChA| 835t EFE & RstAAIR.

{
"MetricSpecifications":[
1,
"Mode":"ForecastOnly",
}
RtAIE LH& & Amazon EC2 Auto Scaling API & Z 9| PredictiveScalingConfiguration2 & Z aH Al
o

5. ScheduledActionBufferTime £40| =T A&l U= AR ol = HA 9
SchedulingBufferTime &40 i 2t2 SAELICEH
{
"MetricSpecifications":[
iF
"Mode":"ForecastOnly",
"SchedulingBufferTime":300,
}
KtAMIEH L& Amazon EC2 Auto Scaling APl & Z 9| PredictiveScalingConfiguration2 & Z 3h Al
o

6. = AH=Eo] PredictiveScalingMaxCapacityBehavior al
Pred1ct1veSca11ngMaxCapac1tyBuffer Hd0| A= R F ZSE' @"%”ONH
MaxCapacityBreachBehavior & MaxCapacityBuffer 42 b
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/A Warning
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingConfiguration.html
https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingConfiguration.html
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9.

{
"MetricSpecifications":[
1,
"Mode":"ForecastOnly",
"SchedulingBufferTime":300,
"MaxCapacityBreachBehavior'": "IncreaseMaxCapacity",
"MaxCapacityBuffer'": 10

}

XtAIE LI Amazon EC2 Auto Scaling APl & Z 9| PredictiveScalingConfiguration2 & Z Sh Al
o

.

JSON Y E T RE O|F2E MY LICH Y 0|2 7IF&H SLICE o & = =
et m ChE B2 oto|a 8ol MRt B2 Al CHA| 2 ErLICH REMIEH LIS 2 7EAL oS &
M CHAl #4351 EHelg HRSHAAIRL.
JSON I} E XE 8t F put-scaling-policy BHEE A LICH CtE2 AHAIo| HEE ZtZto| ###
## ## w2 HE5tE oMLt

rl_l

m

aws autoscaling put-scaling-policy --policy-name my-predictive-scaling-policy \
--auto-scaling-group-name my-asg --policy-type PredictiveScaling \
--predictive-scaling-configuration file://my-predictive-scaling-config.json

O| BWHEO| MCHE ME|T HHO| Amazon 2|44 O|F(ARN)S BHEHEfLICH

"PolicyARN": "arn:aws:autoscaling:region:account-id:scalingPolicy:2f4f5048-
d8a8-4d14-b13a-d1905620f345:autoScalingGroupName/my-asg:policyName/my-predictive-
scaling-policy",

"Alarms": []
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredictiveScalingConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/autoscaling/put-scaling-policy.html
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aws autoscaling-plans describe-scaling-plan-resources \

--scaling-plan-name my-scaling-plan \

--scaling-plan-version 1
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/predictive-scaling-graphs.html#review-predictive-scaling-monitoring-graphs
https://docs.aws.amazon.com/autoscaling/ec2/userguide/predictive-scaling-graphs.html#review-predictive-scaling-monitoring-graphs
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/autoscaling-plans/describe-scaling-plan-resources.html
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=™ A =lg AKX 5ledH delete-scaling-plan HEE2 A EHLICH CHS of| Al B30l M my-scaling-
plang AL&Xt 1R HEZ HiELICH

aws autoscaling-plans delete-scaling-plan \
--scaling-plan-name my-scaling-plan \
--scaling-plan-version 1
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https://console.aws.amazon.com/ecs/v2
https://console.aws.amazon.com/ec2/
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Auto Scaling IE0| CHEt CHa £ 2 YAMZ Mg 280l &Y FI7HELIcH CHE =% 7tsdt
BlAA0 CHEHCHY M 2 HAMZ MYY I HY 2448 S /IS8t 4 o2 S8 CHE &
7tsE cidol cle & 2 Mg F7HgLct
=AM
« Auto Scaling 250 CHet CHY 3 T A Ay
7|Et &% 7tsE 2lAAo] CHEF CHA S8 T H8 M
Auto Scaling I &0 CHEt CHY 8 27 A A4
Auto Scaling &0 CHet CHaf 3 =Y HAMZ MM5te{H
1. JSON ItUoM = H|&lo| 558 M™H2 CustomizedMetricSpecification AF& 3104
PredefinedMetricSpecification EE=& MMEHLIC}.
CHS2 A =X 40| o QILICH O] MM E ZF ### ## ## #### Rhdlol HEZ HEEL

Ct.

With predefined metrics

{
"TargetValue": 50.0,
"PredefinedMetricSpecification":
{
"PredefinedMetricType": "ASGAverageCPUUtilization"
}
}

RtAM[EH B Amazon EC2 Auto Scaling API & Z 9| PredefinedMetricSpecificationg & 2= 5t

M.

With custom metrics

"TargetValue": 100.0,
"CustomizedMetricSpecification": {

"MetricName": "MyBacklogPerInstance",
"Namespace": "MyNamespace",
"Dimensions": [{

"Name": "MyOptionalMetricDimensionName",

Auto Scaling S0l CHEF CHAF 3 T3] Z4AH AAd
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_PredefinedMetricSpecification.html
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"Value": "MyOptionalMetricDimensionValue"
1,
"Statistic": "Average",
"Unit": "None"
}
}
REA[EH B Amazon EC2 Auto Scaling API & Z 9| CustomizedMetricSpecificationg & Z=
StMIR.
2. =Y Mg ¥dsted™ put-scaling-policy BE 1 0| B0 A M5 EF JSON T LS AL E L
Ch CHS2 RO HEE ZVZro| gan ## ## ###E ¥HZEsE oM QLICH

aws autoscaling put-scaling-policy --policy-name my-target-tracking-scaling-policy
\
--auto-scaling-group-name my-asg --policy-type TargetTrackingScaling \
--target-tracking-configuration file://config.json

o

=Y gH™of Cislio] Z=MAE gHEELICH

3. Amazon EC2 Auto Scaling 7|8t CH& & =7 Mo = oto|ad|o|Mettis 2 = A= 7|8t

7IEF 25 ThS 8 BlA A0l CHEH CHA 551 5 BA M

-
OSoz Ohg 78 MUE sdstod CHE &Y 7tSE Elasol OiEt Ol &M Y Mg ddeL

. B JPSE CHANO] CHAY S8 AE MM FobeLich

7IEF 23 JhS B BlA A0 CHEH CHAF 551 27 S M52/

1. register-scalable-target HHE AI&35t04 2|
Bt A St E Xo|ghL|Ct.

KEQO| MEE ZtZto| puy ## ## ###2 YHZESIE oM QL|Ct B SMoj Ct= MEE
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n

1% 1o

P
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L|cth.

« --service-namespace - CH& MH|A Q| AT O|A(M: ecs). AHIA HYATO|IAE 7HM

2 24™ RegisterScalableTarget =& & X 35HAM 2.
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_CustomizedMetricSpecification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/autoscaling/put-scaling-policy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/application-autoscaling/register-scalable-target.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_RegisterScalableTarget.html
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« --scalable-dimension - CH& E|AAQ GIAE &% 7158 R ULICHO:
ecs:service:DesiredCount). &% 7t58t AHHE Yo 2{M RegisterScalableTarget &%=

E HZX5IM2.

« --resource-id- CH4 BlAAO| BlAA IDRILICHO: sexrvice/my-cluster/my-
service). 84 E|A&A IDse| & L od|X|od| CHEF REAMIBH LHE 2 RegisterScalableTarget & &

£ AzxstMl.

aws application-autoscaling register-scalable-target --service-namespace namespace
\

--scalable-dimension dimension \

--resource-id identifier \

--min-capacity 1 --max-capacity 10

O] BHO| d3stH & 7t tHe 2| ARNO| Bt E Lt

b

{

"ScalableTargetARN": "arn:aws:application-autoscaling:region:account-
id:scalable-target/1234abcd56ab78cd901ef1234567890ab123"
}

2. JSON mUoM =™ H&lol S8 482 CustomizedMetricSpecification A& 3t04

O O -
EEE ddgEuoh

PredefinedMetricSpecification
Ch2e iy 25 70| oflelLich.

o

With predefined metrics

{
"TargetValue": 70.0,
"PredefinedMetricSpecification":
{
"PredefinedMetricType": "ECSServiceAverageCPUUtilization"
}
}

RtA[EH LHE 2 Application Auto Scaling API & = 2| PredefinedMetricSpecificationg & & 5t All
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https://docs.aws.amazon.com/autoscaling/application/APIReference/API_RegisterScalableTarget.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_RegisterScalableTarget.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_PredefinedMetricSpecification.html
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With custom metrics

{
"TargetValue": 70.0,
"CustomizedMetricSpecification": {
"MetricName": "MyUtilizationMetric",
"Namespace": "MyNamespace",
"Dimensions": [{
"Name": "MyOptionalMetricDimensionName",
"Value": "MyOptionalMetricDimensionValue"
1,
"Statistic": "Average",
"Unit": "Percent"
}
}

REMIEH L& 2 Application Auto Scaling APl & Z= 9| CustomizedMetricSpecification2 & X 5}
Me.

3. XY YMZ Hdsie{™ o™ BrAH0IMH MAE JSON Tt & 7H put-scaling-policy B2 AFHE

aws application-autoscaling put-scaling-policy --service-namespace namespace \
--scalable-dimension dimension \
--resource-id identifier \
--policy-name my-target-tracking-scaling-policy --policy-
type TargetTrackingScaling \
--target-tracking-scaling-policy-configuration file://config.json

4. Application Auto Scaling 7|8t CH&f £ =7 HHo = nto|ae|o|Msteds 24 =™ A& 7|8t =
o H&of cHalio| T2 MAE gtsELICtH

7EA: ol & ZE CHAl &3t

& =¥ AL83tK| ofE 0| BHE HLAELICH
ol ZHS o5 U Yo = TEtstod oS - S ChAl E48tgtLct,

O|= 7| stE{THof| A A8t JSON IS UOIO|E2EHA: of| & A& A M5 CHS of| A2t
ForecastAndScale Z 0| Mode &M 2t 2 HZAELICE.
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https://docs.aws.amazon.com/autoscaling/application/APIReference/API_CustomizedMetricSpecification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/application-autoscaling/put-scaling-policy.html
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"Mode" :"ForecastAndScale"

™ OFS put-scaling-policy BB AF&3H04 Zt 0o & = HAME UO|0|EELICE O] M= 2
#an ## ## waan NERF 1o MEZ diEL|ch.

aws autoscaling put-scaling-policy --policy-name my-predictive-scaling-policy \
--auto-scaling-group-name my-asg --policy-type PredictiveScaling \
--predictive-scaling-configuration file://my-predictive-scaling-config. json
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E=oE 7|8 #2 2 HEE 7{M Amazon EC2 Auto Scaling Z£0|AM0| HEE +™E = /&
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LICh REMEH A2 Amazon EC2 Auto Scaling AHE Al 70| =
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PolicyName
PolicyType

TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Dimensions.Name

TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Dimensions.Value

TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.MetricName
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Amazon EC2 Auto Scaling CHAN &4
PolicyName
PolicyType

TargetTrackingConfiguration
.CustomizedMetricSpecificat
ion.Dimensions.Name

TargetTrackingConfiguration
.CustomizedMetricSpecificat
ion.Dimensions.Value

TargetTrackingConfiguration
.CustomizedMetricSpecificat
ion.MetricName

2|8t Amazon EC2 Auto
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/autoscaling/put-scaling-policy.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-predictive-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-predictive-scaling.html
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TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Namespace

TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Statistic

TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Unit

TargetTrackingConfiguration
.DisableScaleln

TargetTrackingConfiguration
.EstimatedInstanceWarmup

TargetTrackingConfiguration
.PredefinedScalingMetricSpe
cification.PredefinedScalin
gMetricType

TargetTrackingConfiguration
.PredefinedScalingMetricSpe
cification.Resourcelabel

TargetTrackingConfiguration
.ScaleInCooldown

TargetTrackingConfiguration
.ScaleOutCooldown

TargetTrackingConfiguration
.TargetValue
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TargetTrackingConfiguration
.CustomizedMetricSpecificat
ion.Namespace

TargetTrackingConfiguration
.CustomizedMetricSpecificat
ion.Statistic

TargetTrackingConfiguration
.CustomizedMetricSpecificat
ion.Unit

TargetTrackingConfiguration
.DisableScaleln

TargetTrackingConfiguration
.EstimatedInstanceWarmup

TargetTrackingConfiguration
.PredefinedMetricSpecificat
ion.PredefinedMetricType

TargetTrackingConfiguration
.PredefinedMetricSpecificat
ion.Resourcelabel

Not available

Not available

TargetTrackingConfiguration
.TargetValue
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I.

R
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X SHoE OF ol ™ A= 2 E e &8 £ &40t Application Auto Scaling
PutScalingPolicy API 49| i £+0| LIFdx|o] Q& Lct
ZHAHE LA &S Application Auto Scaling CH& &4
PolicyName PolicyName
PolicyType PolicyType
TargetTrackingConfiguration TargetTrackingScalingPolicy
.CustomizedScalingMetricSpe Configuration.CustomizedMet
cification.Dimensions.Name ricSpecification.Dimensions
.Name
TargetTrackingConfiguration TargetTrackingScalingPolicy
.CustomizedScalingMetricSpe Configuration.CustomizedMet
cification.Dimensions.Value ricSpecification.Dimensions
.Value
TargetTrackingConfiguration TargetTrackingScalingPolicy
.CustomizedScalingMetricSpe Configuration.CustomizedMet
cification.MetricName ricSpecification.MetricName
TargetTrackingConfiguration TargetTrackingScalingPolicy
.CustomizedScalingMetricSpe Configuration.CustomizedMet
cification.Namespace ricSpecification.Namespace
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-default-instance-warmup.html
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TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Statistic

TargetTrackingConfiguration
.CustomizedScalingMetricSpe
cification.Unit

TargetTrackingConfiguration
.DisableScaleln

TargetTrackingConfiguration
.EstimatedInstanceWarmup

TargetTrackingConfiguration
.PredefinedScalingMetricSpe
cification.PredefinedScalin
gMetricType

TargetTrackingConfiguration
.PredefinedScalingMetricSpe
cification.Resourcelabel

TargetTrackingConfiguration
.ScaleInCooldown 1

TargetTrackingConfiguration
.ScaleOutCooldown 1

TargetTrackingConfiguration
.TargetValue

Application Auto Scaling CHAF &AM

TargetTrackingScalingPolicy
Configuration.CustomizedMet
ricSpecification.Statistic

TargetTrackingScalingPolicy
Configuration.CustomizedMet
ricSpecification.Unit

TargetTrackingScalingPolicy
Configuration.DisableScaleln

Not available

TargetTrackingScalingPolicy
Configuration.PredefinedMet
ricSpecification.Predefined
MetricType

TargetTrackingScalingPolicy
Configuration.PredefinedMet
ricSpecification.Resourcelabel

TargetTrackingScalingPolicy
Configuration.ScaleInCooldown

TargetTrackingScalingPolicy
Configuration.ScaleOutCooldown

TargetTrackingScalingPolicy
Configuration.TargetValue

1 Application Auto Scaling® &% 7ts8t ElAATF A Y ot R(BF 571 L A7U (ST Hda)E
I FX| 7|12t2 AL8Etod A7 Q1 £ E SELICH REM|I8H LI 2 Application Auto Scaling AFHE A

BMel FX| 7|7 Holg =

Al

ol

CHAN &= =7 ™ oto| 12|04 E 2|&F Application Auto Scaling & =

a

41


https://docs.aws.amazon.com/autoscaling/application/userguide/target-tracking-scaling-policy-overview.html#target-tracking-cooldown
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/predictive-scaling-create-policy.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/predictive-scaling-create-policy.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Integrating.AutoScaling.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Integrating.AutoScaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.Console.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.Console.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-scaling-target-tracking.html#policy_creating
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-scaling-target-tracking.html#policy_creating
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service-console-v2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service-console-v2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-fleet-target-tracking.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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{

"Statement": [
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

I

{
"Action": "autoscaling-plans:DeleteScalingPlan",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"

}

KFAIEt HE = AWS PrivateLink 7}0|E Q| VPC A= ZQIE Z{AH

(=2

mjo
ita]
B
9,|_'
x
X0}

Al=xZ QlE noto|zzo|M

2019'A 112 2220{l AWS Auto Scaling APl & autoscaling-
plans.region.amazonaws.com2 ¢t 22 7|2 DNS EAE O|§ Y ACEEZQRIEZE T ¢
WELICH M A=EZQIEE= AWS CLI & SDKs. OF%] MX|5HX| &2 B2 M A= EQIEE A6
™ z|4 AWS CLI & SDKs& Mx[ELICt & O|0|E5t2{H AWS Command Line Interface AHE A
Mol dx| E= HO[0|EE AWS CLI AWS CLIZIZSHM| 2. AWS SDKs. https://aws.amazon.com/
developer/tools/

/A Important

O™ ™ol Z# M2 5 7|& autoscaling.region.amazonaws.com

A= ZQIE = AWS Auto Scaling APl Z &0 CH3H A& X|&E LICH
autoscaling.region.amazonaws.com IEZQIEE Zz}0|8! QIE{HO|A VPC HEX
RIE 2 M&35ted™ Amazon EC2 Auto Scaling AH8 A& M 2| Amazon EC2 Auto Scaling 2! Q!
E{HOo|A VPC AEZQIEE FHEFAML.

—

CLI == AWS Auto Scaling API AF2 A| & & A= ZQIE

O| X & Z|A0MHE AWS Auto Scaling API01 CHEH AWS Auto ScalingZ
2 4l autoscaling-plans.region.amazonaws.com YIEXZQIEZ
Clautoscaling.region.amazonaws.com.

A= ZQIE nto|z1elo|M 45


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html

AWS Auto Scaling ZEAE ME HABEM

Zt HYol A=z EE X|HE [ --endpoint-url https://autoscaling-
plans.region.amazonaws.com I2t0|E{E AF2504 CLIMIM M ASZQIES 558 £ Q&L
Ct.

HEE|X|[= £ x|oh, 2 BHEo| A=EZQIEE X|HE [f --endpoint-url https://
autoscaling.region.amazonaws.com It2tO|E{E A& 304 CLIGIM O|M AEXQIEE S EE
AT OlA

TE /\/\=|L|E'|-

2| Ct Yt SDKO| CHHME sHE SDK MAHME &I Ex 5101 @S EXM =
2 AolEM L. REMIEH LH2 2 Amazon Web ServicesE T T & X 5HM L.

AWS =& Ml ZEo| Ho|E 250l MEELICH AWS Auto Scaling. O 2 2ol MHE CHE AWS &
DEE A¥sie 22Y QZEE E5E Melo| /&L ct AWS —=~E+ E AEXtE elZptolMd B4
BE|= 2HXE #heldloF gLct AFE35hE AWS AH|A o E ot RAmt 72| EfA T 0 CHE MlT
AERHAA U&

|

J&LICH OIO|Ef Z2tOo|{Alod| CHEE REAMIEH LHE HIOIE+ Z2to|HA| FAQE R ESHA
4|0 4 S0 CHEE REMIBH LI 2 AWS Bt E2 0| AWS 25 Aol ol gl GDPR £

CloIE ES5 & 2?I5H x+4 H3 351 AWS HHE AWS IAM Identity Center EE= AWS Identity and

Access Management (IAM)E AL&3+04 7 ALEXHE MH35t= A0l EZ&LICH O A 512 JHE At

SXHoIA AHAlQ| R E SAS| O|dstE Ol 2R MEtDt Fo{ELICH Eft ClS0 22 WHo = O
P

=
=
O|lEHE E S35t 20| £

0
ol

- ZH AHol|l Ot & 2IB(MFA)2 AFESHMIR
« SSL/TLSE Ar&35t01 AWS 2[AAQt S4lgL|Ct TLS 1.2 E40|H TLS 1.38 HEFLICH.

« E AI25104 API L ALEX &5 ZZUE MH™EILICH AWS CloudTrail. CloudTrail £ AL 35104
AWS E S8 Zx{sl= &edol CHEr AFAM|SH LI 2 AWS CloudTrail AF2 MM 2| CloudTrail &4

- LIRS BE 7|2 2ot Moft 7 AWS 2 E 8 £FME ASELICHAWS MH|A,
= =3

« Amazon S30i| M{&E 2IZ+st C|o|E{E HMSIT
= 2EE 2o MulAE ABSHAIL.

ol 80| &= Amazon Macie?t Z2 1

. HZIZ=E QIE{H|0|A EE= APIE AWS E5H0] HMAE ] FIPS 140-3 23 43535 RE0| ZHe
2 FIPS MIEXZQIEE AFFLICH AFR2 7158t FIPS A= Z QIEof CHEH RFA|EH LI & Federal
Information Processing Standard(FIPS) 140-32 & = 35tMI2.

HolE 2= 46


https://aws.amazon.com/developer/tools/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS Auto Scaling ZE A AE YA
Dol o|HY FAt 2 7|2 HEL S8 SE= EiTOLL 0|F EEQt Z2 AR SA HAE &
Eofl 43stx| of= W0l E&LICE 07[0l= AWS Auto Scallng = 7|EF AWS MH[A oM 2&

API AWS CLIEEES AWS SDKsE A& 304 2Hists ZL7t ZEEILICH O ol AFSElE Bja ==
AR WA SHAE Lo Y2isHE 2E HlOjEE BT £ AT 2300 ASE £ YBLICH 28 A
& 0 ST Mu{ol ChEt 238 AB 57| Qlsh 442 HS URLM Z#slMs o &

EHofl URLS |
LICF.

0|-.I

-
O
e
2
Rl
>
1
w

7E xE A ¢

AWS Identity and Access Management (IAM)£ ZH2IXF7F AWS 2|A A0 CHEE BMAE HHSHA A|
05t Ol TS0 AWS MH|A E|= ILICH IAM ZH2IXH= F7F AWS Auto Scaling EIAAE AF2E
T AUeE UAFEIDR) L HEH(HE UR)S &S = UK Mo{FLICH IAM2 F71 HIE Q10| AHEE
= AWS AMH|A Qe i,

IAM AEM MA| LIS IAM AFR MTEME 2IE M.

OH M| A A0

23S 2Bt ol K& K7 SHO| UCIZHE 0| HOHE 271 T HES UL UM A
& 4 iUt o8 S0f 27| M A= Mustn o5 37| ZHE FAsE S0 Betol Rlofot
guict

=]

d

CHS EHROAM = IAM ZrE[RH7EHIAME M83l 27| =F AE 2 o] 7hsEh Mg E HMofstod 271 =

H7Eg 5ot Yol Chet M5 SEE MSE LI

o 37| =X H=lo IAME AR5l W

« OF 37| = MH|A 44 o4&

o4
« 27| ZF Al Chet K42 B 7|8 B4 o

37| 2 H=lof IAME A5 g

IAME A8 35104 AWS Auto Scaling 27 74|51% MY, HAA L 2" = U AAEXRE BaElst7| ™
of = H=Eol| A& = U= IAM 7[sE 0|

|

PNEE 47

0l
0%

a

2
=
>
i
i)


https://docs.aws.amazon.com/IAM/latest/UserGuide/

AWS Auto Scaling ZEAE ME HABEM

- ID 7|8F HH

L

. 2lAaA T7|HE

Sk
. oAlA Rlof 2=(ACL)
=
[«=)

- EiZ 7|8F 2

- 1AM 3&

ID 7|8k H=Y

IAM At EE 7|8 HHE AHSotH S EHU HEE = 2 2laA 2 50| HEEHU HE
Ele ZHE XHE = AsUch 37| ZH A2 EH &Y, g2las W =H 7|18 X|HELICH JSON
YoM AIESHE ZE Q40 CHal 2otE 2T IAM AFS AP AO| IAM JSON A 24 HZEE #
Z5tMl.

%o

|

ZEIRHE AWS JSON BHS ALS5Hod £ 7h Rololl HMAE £ Q=X XIHE 4 AL 5, of
QIEFRETH O BlAASH OfE ZZHOIM RUS +HE £ AUSKIE XIBY £ JBLICH

JSON M0 Action RAE HAMOIM HMAE 312 87LL HRSHE O ASE £ 2= B2 MUY
BLICH B8 Kole Quhto 2 97 AWS API 24T} O|§ 0| SYELICH YURIsHs API &Hd0] g
S e HS Bl e H HK| QT USLICH BAofM od2] 2edo] LR e H Jhx| HUT sl
C}. Ol2{8t %7t &tig YWHol B4 Aolatm Buict

UIZE BT £ 4 9l MBS Foisty| I8 Faol g TAILIC

Ztod otof autoscaling-plans: HSFALE AFSELICH ™
A7F zetz|ofof gLt 37| = AH&lol= o] MH|AZ 3

2 i
S & 9l= E{AZE MBse 1S el To| UaLicH

B BEE0M o2 Y S X|dstedH Chs ol Alet 2ol = FEELICH

"Action": [
"autoscaling-plans:DescribeScalingPlans",
"autoscaling-plans:DescribeScalingPlanResources"

o
ne
[N
N
[N
=
1]
>.
0l

[
A
A
Al

lal
2
fjo
be!
o
[C]
4>

Ql&LICH 0| € £04, DescribeBl= EHO{2 A|ZH5H

37 2E A

Zof IAME Ar8stE Y™ 48


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS Auto Scaling =

0
N
1t
>
0o
nx
0%
x

"Action": "autoscaling-plans:Describe*"

MM MHHM AMEE = U Z7| 2H A= &Ho| M| SE2 Eoi{M AMH|A &2 FXE 9l AWS
Auto Scaling0ll AIS E|= BN, 2|44 B X 7|E XML,

Z|AA

—_

Resource 24 &= 2o| MEE|= AN E K|I™HELICE

I

37| =™ A&ol= IAM 2 MHO| Resource LA R AFEE £ Q= MH|AH Ho|E 2[AAT} G
&LICH M2k IAM oM AFE & 4= QIE Amazon ElAA O|S(ARN)O| Qi&LICH 27| =X HZ
&hdof CHEF HMAE NofotEdT IAM M S 2 HE [ BFEA| *(EE)E 2|AA 2 ALS 5o & LCH
= 7|

Condition 2A(E= Condition E5)E AFS5tH HMO| Y&kl ZHE X[HE = JU&LICH o
':01, EYdm olF0o HME MBE £ Ql&LICt RS E3ste{H 0|2 HolgEl =H 7|8 A

37| £ AEle MulaE £7 718 MBHK| x|, YR Mo 57 7] A}

MH i
AWS A =71 7|18 E2{H IAM AHS MBA Q| AWS T =7 ZEAE 7|

37| 2E A= XA BEH 7|¢ WM o & EedH 37| T A =lof| Cier At73 5 7|5 FA oi|&| T

Amazon Simple Storage Service S2| CHE Amazon Web ServicesT 2lAA 7|8F HEH HAg x|HE
LICt. o & E0f, M HEE S3 Aol 4Z25t0d4 SHE HHZlof| CHEF M| A HEHS BE[E = USL

HM|A Ko SZ(ACL)

37| = HE2 AMA Xo{ FF/R(ACL)E X|HsHX| A &LICt

37| =™ A Eol IAMS ME25t= g 49


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsautoscaling.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsautoscaling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS Auto Scaling ZEAE ME HABEM

B 7[gh QB

0II

37 2 AL B8 K 4 YALICH TF EjI1E XIME £ A MulA Mol BlasTt gl
o
 —

-
LICt et 2lAA0l EfTE 7|8 ot= AMA XMo1E X|pdstR| ef&LICH

37| =8 A=ol= e 7|gho| HA|A KMoE X[ SH= Auto Scaling A0 €2
Elaa7t ZEE = A&LICH REAEH LIE 2 AWS AMH[A0] CHEH IAM 2 ME R ZSHMIR.

QUA| R4 Z3HE AL 504 HHBo|MHME S8l 2215 AL, IAM L& £UstHLE, mAF A dgt
2 £lgt £ Ql&LICt AssumeRole EE = GetFederationToken Z+2 AWS STS API 212 5 &=5}04
LAl Rt SHE 7IMSLICH

AWS Auto Scaling = APQXPE CH&lstod CHE AMHIAE S &6t= ol 228 Heto| AWS A—il:ll/\ 4
o5t 2 AL EHLICH MH|A 944 4l "

Z2Y AEE o 2 dEE £ Y&Lch "AE LHE2 1A
2 X

=

ELVEY

|OIJOHJ

AWS Auto Scaling = =8 #HZ|
A AEXHE CHASIOATHEE &

« 0= 37| Z™ AMH|A 44 gt AWS Auto Scallng ol A CloudWatch2| 1t 7{ x| Cl|O|E{0]] 4 A
A% 4 QlaLich 8t ZE o|E 2 8 oSS 7|H 2 Z Auto Scaling ZE 0 CHal of 2FEl ZHede

SN & LIk RS USE oS 271 Z8 MUl 912 ol Belg AEANL,

« Amazon EC2 Auto Scaling AH|A ©4Z4 4% - AWS Auto Scaling 7F Auto Scaling 2 & 0| CH &t CH
A FH I M| HMASHD ZE|E £ QT E FHEELICH XFA|EH LI Amazon EC2 Auto
Scaling AFH& A A{2] Amazon EC2 Auto Scaling AMH|A 9173 282 X 5HMI2.

7

- Application Auto Scaling A{H|A 9373 24& - AWS Auto Scaling 7} CHE & & 7Hs 8 2lA A0 CHE
CH& =X = HAof BMAS D BEE = JUTE ASELICH 4 MU|A0|E MH|A 47 &0l
LM Q& LIc REMIBH M E = Application Auto Scaling AFHE A A Q| Application Auto Scaling
MH|A 948 g g XM L.

o4
oL |
A
T
uto

37| =™ A Eol IAMS ME25t= g 50


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-service-linked-role.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-service-linked-roles.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-service-linked-roles.html

AWS Auto Scaling ZEAE ME HABEM

CHS HALE AFEst0{ A™dodl o|0] MH|A 44 A o] J=X| FlE = U&LICH
MH|A 44 g ol o|0| YUe=X| FletedH

https://console.aws.amazon.com/iam/Hl A IAM 2& 2 L|Ct.
2. EbM Rfof A i8S AMEHSH T

122 =-"1-d

3. S 50IM AwSServiceRole2 HMS0{ HHH UE MHIA AZA A2 FaLCH HUstEiE
MH|A 4 g ol 0|2 H&LCt

MH[|A g
AWS Auto Scaling 0ll= 27 A&l I8t MH|A 3go| gig L Ct.

oE 27| =2 MH|A E A

AWS Auto Scaling £ 2 A Zl2 AI2¢e [ AF2XIE CHAISI0{ CIEE 556t O 2o Met
AWS 0fl MH|A 44 g S AFSELICH RIS L8 2 27| 2 A =S 28 MH[A A4 o8 Ehp

S A EFAAL.

CHE EHRIOIME oS 27| ZROH CHEE MHIA 917 AES MASHD Balsts WS HHerLT o
& 1AM UE{E|(ALS R 18, 18 S)7h MHIA A7 AHS MY, BT EE AXE & UTS HEtS

T &sffoF BfLICt.

MH|A 47 ofgho] ol3f FoiEl B

AWS Auto Scaling = 0| =H2 %*’és'§FAWSServiceRoIeForAutoScaIingPIans EC2AutoScaling&
[ 2t= MH|A HAZE JE S ALE5to{ AAEXHE CHAlstod CHE AWS MH[AE S EFLICH

AWSServiceRoleForAutoScalingPlans_EC2AutoScaling= autoscaling-plans.amazonaws.com
MH|AE dlZ|sto] HE S e LICH

A A g2 el A AWSAutoScalingPlansEC2AutoScalingPolicy 2 (£) AFS &L, 0]
o] Hete Hi{M AWS B 2|E MA & X o] AWSAutoScalingPlansEC2AutoScalingPolicy S & &

HAMHM 2 A= ddstD o|& =S e
AWSServiceRoleForAutoScalingPlans_EC2AutoScaling J& & £+ 522 MME o7t giaLiche
O &S AWS MstLct.

REPSEEE, 51


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAutoScalingPlansEC2AutoScalingPolicy.html

A A AL HEA

AWS Auto Scaling
24010k B LIt REAM[EH LK

7t AEXHE CHAISHO MH|A 44 AE S WY
Mol MH[A A7 A HeErE MESHMIR

22 |AM A2 A

F AHA—|(_/|\_%)

ofr

MH|A 44 g MY
IAM 22, IAM CLI EE= IAM APIE AF83510f £ 822 MH|A Qi A& S e £+ U&LICH KA
&t LHo: IAM AtE A MH|A 44 8 M FX5HMR
MH|A o178 g2 BHEE{TH(AWS CLI)
A 4 gt s WgELIct

CHS create-service-linked-role W22 A2 309 AH]|

aws iam create-service-linked-role --aws-service-name autoscaling-plans.amazonaws.com

|
(he

ok
e

L

m>

MH|£& 44

IAME A8 30 AWSServiceRoleForAutoScalingPlans_EC2AutoScaling 2|
Mol MH|A 9474 o5t M HEIS A X SHMQ

CH ZhMIEE LIS

o K| A
gHg W 4 9

2 IAM AFE M

AWSServiceRoleForAutoScalingPlans_EC2AutoScaling

27 2% Aol o 0|4 LWLSHK| e 2
ofarg AWsHe 20| FaLIC

Tetet DE 27| £ ARG AXE oI MulA ¢ e

M2 MASE WS YR 4+ AU

20f Ch3t Mt A

AWS A oM ol & 37| =H

AAE +~ A&LICH o|FH| 5t

LICt.
IAM 2&, IAM CLI 2 IAM APIE AL8510{ AMH|A 947 odatg AtXE £ Q)
IAM AHE HEAM| MH|A 4F A AN E BESHMR

HY S 44X = olF =Hol &

AWSServiceRoleForAutoScalingPlans_EC2AutoScaling AH|A 2424
MEtEl 2 HE g Mgt 48 S CHA| AWS Auto Scaling 438 LICEH

KHEE 2™

—

298 MEE X[H
AWS Auto Scaling

AEE = AWS E|T UE ZEIAM MH[A
I &FxX 0O

E/dof cHer RtM[EH LIS 2 AWS B & =X

AWS Auto Scaling = X%

gt 271 =8 HH
ol stCh2Fr2 2 XA L.

|Oi|E£o|_|E = = O O
52

MEI= o2 oIF


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/general/latest/gr/autoscaling_region.html
https://docs.aws.amazon.com/general/latest/gr/autoscaling_region.html

AWS Auto Scaling ZHAE AE HENM

27| 278 A=of Chgh X3 5F 7[8F H2 of X

7l IT-.‘ IAM AL RHS O ZHd HEHE QLI IAM BEIRHE 37| 28 AEoz sheie
% 9l E A2 LI AS R Ei OIEH) MBS Roists IAM S MAdstn SEsiol BLIC

Ol2{3t Of M JSON Z% B AE ALS5H04 IAM S MA5HE WS YO RAH IAM AHS MT A
=

JSON oA Z= e

AHgI O_I|-IA-||/\ El:b Al-x.”%El-
o)

% 7|uk &&ol mat Aol A8 E7E AWS Auto Scaling ElAAE
SHAYEH 4 QALICE D Tl R

A5 =8 S
Ex| o7t ZHELICH o] AU olsh AWS Aol HIgo| WA 4
Mot BEY ME oS XIHD HY A S

AWS ZHEIE HMES AT 24 HEOR MEH- AR U AZCol HEH HoIE A
ofe Uurs{el ALS Afalof CHEH HEHe Rofshs AWS BBl HAS ASHLIC oM ASE 4
PG LICHAWS AT, A8 Af2lo] % AWS 3124 2hel® B Bolsjol B

Y g F72 Fole %
Ol F&LICH RHME B 1AM ALS MTMO| AWS 23 B3 E= AWS 520 chet 2Hels &
M AESHML.

. B4 B S - IAM HHES S50l HELS MAHE B9, HYUS +sts o W Hete
RO{ELICH. O[T/ 324 214 HEO2 YT S ETOIAM S 2la20f Cfsf £ 4 2
£ 5odg Yolgich IAMES AFS o] HEHE MB3HE Wil Tt RLAIE HEE IAM ALS MY
Mol 2l IAMO| T3 2 FEHS AEFML

HH 5F 718 A oA 53


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS Auto Scaling

IAM Access AnalyzerE S35l IAM EX 2
Analyzero| M IAM &2 210{(JSON)2}
&It LIt IAM Access Analyzere 10074

0 Qt™st 7|SHQl HME At E &

—
Analyzeroil M H& HE 2 FX5HML.

+ THB QIB(MFA) H2 -0l M IAM AL AF EE R E AR B3 AlLI2I27} s 79 £7h 2ot
2 2I3 MFAS AWS HHZILICH API Zdg I 358 1 MFA7H 2253 Mol MFA =742
ZFItgrLICh REMIEH LIS 2 IAM AFE B MFAE S8 20 API HAHAE FZESHMR

IAMS| 28] Atzdod| CHEF REAIEH LHE 2 1AM AL MMl IAMS| 2ot B2 ALe| & & ESHMRL

MEXRI7F A7 ZYE HEE MHEE §{&

Chee 27| T AEe MME 4+ ol HEte Roists X123 5 7/gH Mol ot

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"autoscaling-plans:*",
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudformation:ListStackResources"
1,
"Resource": "*"
}
]
}
& Qe

271 £ ARl ChE TS £ 2|5 ALS I 2O ANl ST BlAAR B
L

1 H o | o
Z7F HEho| Rlofof FLICE ofedet HEh2 ER 8 &7t HEhof Lt JU&LICH

i

e

(19
Yl
12

F of| Al

Pl
b
0l
02

7

I'
0

54


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Auto Scaling ZEAE ME HABEM

st 2t 2£ A8AeE A-EHAM &% 7s8 Bl AAE AMS T AWS Auto Scaling 2201l A
CloudWatch X|E CIO|E{o] I2HZ & & £ 2l 2ol LR HLICL AWS Auto Scaling &AM %l

AN
= O Z€e#t F7 HEt MEE= oS Z &Lt

« cloudformation:ListStacks: AEH L}

- tag:GetTagKeys: S EfT 7|7t & E 37| =™ 7ts8t 2lAaa 77|
 tag:GetTagValues: § Ei1 7t0| Z& & 2[AA F 7|

- autoscaling:DescribeTags: 58 Ef27} Z &l Auto Scaling 2 & 37|

« cloudwatch:GetMetricData: X|&E 2= 9| 0| E 7|

MERI7H Ol 27| T BstE £ YT S 518

CIE2 0E 37| ZYES &8s = = Het2 Rodsts A48 5 7|8 HRof of LCt. o248t
T48t2 Auto Scaling 282 27| RS & MYE 37| ZH A= 7[s2 =& FLIC

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeScheduledActions",
"autoscaling:BatchPutScheduledUpdateGroupAction”,
"autoscaling:BatchDeleteScheduledAction™
]I

"Resource": "*"
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* autoscaling:UpdateAutoScalingGroup

* autoscaling:DescribeAutoScalingGroups
* autoscaling:PutScalingPolicy

* autoscaling:DescribePolicies

* autoscaling:DeletePolicy
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 ecs:DescribeServices

* ecs:UpdateService

* application-autoscaling:
* application-autoscaling:
* application-autoscaling:
* application-autoscaling:
* application-autoscaling:

* application-autoscaling:

=1

A Ik 2|

A
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7tst2{®™ AFE XH= Amazon ECS 2! Application Auto Scaling2| Ct

RegisterScalableTarget
DescribeScalableTargets
DeregisterScalableTarget
PutScalingPolicy
DescribeScalingPolicies

DeleteScalingPolicy
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ec2:DescribeSpotFleetRequests

ec2:ModifySpotFleetRequest

application-autoscaling:
application-autoscaling:
application-autoscaling:
application-autoscaling:
application-autoscaling:

application-autoscaling:

RegisterScalableTarget
DescribeScalableTargets
DeregisterScalableTarget
PutScalingPolicy
DescribeScalingPolicies

DeleteScalingPolicy

DynamoDB E{|0|E EE= 22 QldlA

37| = A=l DynamoDB E|O|E€ E&
Application Auto Scaling®| CH& #8to| Q!

dynamodb:DescribeTable
dynamodb:UpdateTable

application-autoscaling:
application-autoscaling:
application-autoscaling:
application-autoscaling:
application-autoscaling:

application-autoscaling:

Aurora DB Z2{AE

37| =X #H|&lod| Aurora DB 2HAEE £
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rds:AddTagsToResource
rds:CreateDBInstance
rds:DeleteDBInstance
rds:DescribeDBClusters

rds:DescribeDBInstances

RegisterScalableTarget
DescribeScalableTargets
DeregisterScalableTarget
PutScalingPolicy
DescribeScalingPolicies

DeleteScalingPolicy
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* application-autoscaling:
* application-autoscaling:
* application-autoscaling:
* application-autoscaling:
* application-autoscaling

* application-autoscaling:

RegisterScalableTarget
DescribeScalableTargets
DeregisterScalableTarget
PutScalingPolicy

:DescribeScalingPolicies

DeleteScalingPolicy

MH|A 8 Ag ddol| 2 Het

AWS Auto Scaling OIAE 2l AL R7H 05 ZR0| BAIEHEl £ A XS MAE 1) ME|A 42
I8 AWS HIE AAE 4 i HEto| LR BrLICH MulA 47 20| ofE gik FRE A
T 182 AWS Auto Scaling 4A3BLICH MHIA 9478 9182 ALSRHE THAISHOI CHE MHIAE 25
& 4 AWS Auto Scaling T S0l #3He FodstLict

odst X5 MAMO| AHZ5te{™H AL XH7F iam:CreateServicelLinkedRole ZQ1of CHEE HEtES ER

"Action": "iam:CreateServicelLinkedRole"
CHE 2 AMHlA 917 I8 S MAdSHE HEHS Roists K2 B |uh &0l oilLict

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/autoscaling-

plans.amazonaws.com/AWSServiceRoleForAutoScalingPlans_EC2AutoScaling”,
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"autoscaling-plans.amazonaws.com"
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