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AWS

"Version": "2012-10-17",

"Statement": [{

"Effect": "Allow",

"Action": [

"artifact:Get"

1,

"Resource": [

"arn:aws:artifact:::report-package/*"

1]

AWS GovCloud (US)

"arn:aws-us-gov:artifact:::report-package/*"

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
]
1]
}

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [

HEI1ME M HEeZ nto|ze ol



AWS Artifact
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,
"Resource": "*"
1]
}

X 2|AA HEHolo|zd| oM

Jm

Bl7HA| HEto| Z & El 7| & EHY

i 7H Al 24 %H:

AWS

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [

"arn:aws:artifact:::

"arn:aws:artifact:::

"arn:aws:artifact:::

AWS GovCloud (US)

HHE MES
7tE Hetol 27 7= ChHA =& LICH

=| HEto| ZEE MIMOZ HhELICH BETAM 2lAA e

report-package/Certifications and Attestations/S0C/
report-package/Certifications and Attestations/PCI/

report-package/Certifications and Attestations/IS0/

HEI1ME M HEeZ nto|ze ol
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AWS Artifact
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"artifact:Get"
1,
"Resource": [
"arn:aws-us-gov:artifact
Attestations/S0C/*",
"arn:aws-us-gov:artifact
Attestations/PCI/*",
"arn:aws-us-gov:artifact
Attestations/ISO/*"
]
1]

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [

:::report-package/Certifications and
:::report-package/Certifications and

:::report-package/Certifications and

"artifact:GetReportMetadata",

"artifact:GetReport",

"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportSeries": [

llsocll ,
IIPCI n ,

HEI1ME M HEeZ nto|ze ol
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1,
"artifact:ReportCategory": [
"Certifications and Attestations"
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AWS Artifact AEXt7t0l=
AWS
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}
AWS GovCloud (US)
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]

}
]
}
MistE Hetol ZEE M Y
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AWS

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements

1,

"Resource": "*"

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [

M #eteZ oto|zgolM 24
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"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"
},
{

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]

}

BlAAT} obl EX HMet2 noto|2d|0|MEH0 A £FollM HAS CREE 42 9l S 8FLC},

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",

M #eteZ oto|zgolM 25
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AR 7H0|E

"arn:aws:artifact:::agreement/*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [

"arn:aws-us-gov:artifact:
"arn:aws-us-gov:artifact

MEstE Hetol £

i)
n
=
o
12

AWS

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",
"Action": [

"artifact:ListAgreements",

:*:customer-agreement/*",
:::agreement/*"

M #eteZ oto|zgolM
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"artifact:ListCustomerAgreements"

1,

"Resource": "*"
I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [

"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource'": "*"

}I

M #eteZ oto|zgolM 27
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"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

=]

>

A7t ot &4 HEHES nto|adojMstod ZE +FEM AYS CR2EE, £8 A S=ELICH

N
T
02
12

AWS

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [

M #eteZ oto|zgolM 28
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}I
{

AWS GovC

"Ver
"Sta
{

"arn:aws:artifact::*:customer-agreement/*",

"arn:aws:artifact:::agreement/*"

]

"Effect": "Allow",

"Action": "iam:ListRoles",
"Resource": "arn:aws:iam:::role/*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",

"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

loud (US)

sion": "2012-10-17",
tement": [

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [

M #eteZ oto|zgolM
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"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]
I
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws-us-gov:iam:::role/*"

},
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws-us-gov:iam:::role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",

M Hetez otolzEolM 30



AWS Artifact

AR 7H0|E

iy
{

"artifact:ListCustomerAgreements

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

}

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",
"Action": [

M #eteZ oto|zgolM
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"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

]I

"Resource": "*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

M #eteZ oto|zgolM
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=

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

iy
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
},
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,
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"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"
1))
"Resource": [
"arn:aws:artifact:::agreement/AWS Business Associate Addendum"
]
b
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws:artifact::*:customer-agreement/*"

AWS GovCloud (US)
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{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact:::agreement/AWS Business Associate Addendum"

]

1,

{
"Effect": "Allow",

"Action": [
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*"

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource": "*"

M #eteZ oto|zgolM
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},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",
"Effect": "Allow",

M #eteZ oto|zgolM
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"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/agreement-0g8HCNyYwYNp8AR1"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Version": "2012-10-17",
"Statement": [

{

£ oto|1go|Mdstod ZE =F oM H*FE Ct

0

22, 5 A SZELICL

"arn:aws:artifact:::agreement/AWS Organizations Business Associate Addendum"

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",

]

M #eteZ oto|zgolM
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},
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam:::role/*"
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/
AwWSServiceRoleForArtifact"
I
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}

AWS GovCloud (US)

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

]I

"Resource": [

"arn:aws-us-gov:artifact::*:customer-agreement/*",

"arn:aws-us-gov:artifact:::agreement/AWS Organizations Business Associate

Addendum"

M #eteZ oto|zgolM
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]
I
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws-us-gov:iam:::role/*"

},
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws-us-gov:iam:::role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,
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"Resource": "*"

iy

{
"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtqjv"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [

"iam:GetRole"

1,
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"Resource": "arn:aws:iam::*:role/aws
AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",
"Effect": "Allow",
"Action": [

-service-role/artifact.amazonaws.com/

"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

]I

"Resource": "*"

AWS GovCloud (US)

"Version":
"Statement":

{
"Sid":

"2012-10-17",
I

"ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",

AcceptNdaForAgreement",

GetNdaForAgreement",

AcceptAgreement"

"artifact:

"artifact:

"artifact:
1,

"Resource":

}I

"arn:aws-us-gov:artifact

:::agreement/agreement-B47fKOArVebCOXEL"
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"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
},
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
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"artifact:GetTermForReport"

1,
"Resource": "*"
}
]
}
Ct= EM2 MEstEl Met2 S8 AWS SOC, PCI & ISO ET MBI CIREE
lct
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

3,
{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"
]
}
}
}
]
}

ok
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Example EFAF 2 LM E 2[5t 7| /8t KA of A|
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CtE EM2 2 & EtAF ET M 7[s0f HetE FodgrLct.
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
1,
"Resource": "*"
}
]
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}
CtE S22 2 HAO| CHEt EtAF ET MO MR HEE = = U= HEt2 R2oid

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}

d ol CHEE EtAF ET MO MR HEE E = e TErE 50
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"artifact:GetReportMetadata"
1,

"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"

® Tip
AHA| HAE Holsh= Ci & AWSArtifactAgreementsReadOnlyAccess EE =
AWSArtifactAgreementsFullAccess £t 2|8 HAME AtE5t= 242 12qatof & LC.

Example 7|2f £ 2| 2 of Al
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [

"y

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

}I
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{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

—

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

]I

"Resource": [
ngn
]
I

{
"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

—
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

}
]
}
e HMS HE 47 A2 21 M8E 4 ols Hete Rofgin
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}

Example 2 &g g Z*H of Ml AWS Organizations

Ctg EX27tet & Eéff Ol AWS Artifact AtE5tE IAM HE 2 HMHE = Qe HEHE FoigLIct
AWS Organizations. ZZ|o| 2| A2 0| HH0| Q/0{of Z& HAZ AlZE = U&LICE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"
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}
CHS QM2 AL HEH2 B 048 = AWS Artifact = HEHS £ 04§ LICH AWS Organizations. =
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

Example 22| AXo| H S #E[5H7] 2Tt 2 0d Al

ChS SA2 2hel A8el Aok telg Hete FoigLich

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",

x|
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

]I

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"
1,
"Resource": "*"
.
{
"Sid": "AWSAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"
1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
.
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
A48 AWS 2Tl IAM X2 of| A 55




AR 7H0|E

AWS Artifact
]
}
b gMe X5 Hog 8 4 ol HES FofgLich
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

A8 AWS ZIT29| IAM HA of| A

56



AWS Artifact

CHE S22 AWS Artifact &2 A8 S = e ™A HEHE F0q

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:DeleteEventRule",
"notifications:DeleteNotificationConfiguration",
"notifications:DisassociateChannel"”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [

nin

[}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

i n

—

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",

"notifications:CreateNotificationConfiguration",

"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [
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]
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel"”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"
1,
"Resource": [
nxn
]
}
]
}
Ch WM TAS AR & Qe HEtS Rofgtin
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
A2 AWS 2IT19| IAM ZAH of & 59
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"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [

i n

—

che mA

S T MHFE HE

rlo
1
T
>
30
rr
I
ro
mjo
I
i
o
r
ful

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

]I
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"Resource": [

i n
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
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"artifact:GetTermForReport"

1,

"Resource": "*"

—

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

nmin

]
3,
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

3,
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

—

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [
nmin
]
iy

{
"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

-

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
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"artifact:TerminateAgreement"
1,
"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"
}
]
}
Che MMS AN 7 Aote 21 AE 4 e Mee Rofgrn
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

9| IAM H=H of K| AWS GovCloud (US) Regions

65



AWS Artifact INT=IY A To] =]

Example 2 S& & &2 of Ml AWS Organizations

Cts EH27tet S E.%PE Ol AWS Artifact AtE8t= IAM A 2 e = = HEFE FofELict
AWS Organizations. Z%]2| #E2| HHE2 0| HEto| QlojoF =] HlefS AlEtE = U&LICtH
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
}
]

}
CIS HAM2 AL HEHES 204E = AWS Artifact Q= TEHS £ 04&LICH AWS Organizations. Z %! 9|
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"
1,
"Resource": "*"
},
{
"Sid": "AWSAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"
1,
"Resource": "arn:aws-us-gov:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"
},
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
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"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",

"organizations:ListAWSServiceAccessForOrganization",

"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I
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{

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"
1,
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}
g MMe x5 slog 2 4 ole Mete Roigur
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"
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"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,
"Resource": "*"
I
{
"Sid": "GetCustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
I
{
"Sid": "AWSOrganizationActions",

"Effect": "Allow",
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"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,
"Resource": "*"
I
{
"Sid": "GetRole",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementsActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

}
{

"Sid": "GetCustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

}
{

AWSArtifactAgreementsReadOnlyAccess 73



AWS Artifact INT=IY A To] =]

"Sid": "AWSOrganizationActions",
"Effect": "Allow",
"Action": [

"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"
.
{

"Sid": "GetRole",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"

}
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
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"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [

"artifact.amazonaws.com"

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

]
}
}
},
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
AwWSServiceRoleForArtifact"
I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",
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"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource'": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

}
iy

{
"Sid": "GetRoleToCheckForRoleExistence",
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"Effect": "Allow",
"Action": [
"iam:GetRole"

1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{
"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

]I

"Resource": "*"
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Ct2 EM2 Certifications and Attestations HF9| 2 E AWS Artifact ET1ME 212 = U
= HetE Fo{gLct
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"
}
}
}
]
}
Ct= EM2 A& 3 S0C Al2|=22Q| 2 E AWS Artifact E 1AM E 12 = U= TE2 Boig = U&
L|C}.
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
3, {
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"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": [
T
1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SO0C",

"artifact:ReportCategory": "Certifications and Attestations"

CHS %

S
Artifact Z1ME S 4 s HEHS Hoig 4 aLIch

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportSeries": "S0C",
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ol 2 E AWS

IAM =74 7| AHE

84



AWS Artifact AR 7H0|E

"artifact:ReportCategory": "Certifications and Attestations"
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"Records": [
{
"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"errorCode": "AccessDenied",
"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not
authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-
east-1::report/report-f1DIWBmGa2Lhsadg",
"requestParameters": null,
"responseElements": null,
"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",
"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",
"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"

.

"eventTime": "2015-03-18T19:04:427",

"eventSource": "artifact.amazonaws.com",

"eventName": "GetReportMetadata",

"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",
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"requestParameters": {
"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1le4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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