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= @ app Studio

AnyCompany App

Pages

= AnyCompany App
4 Header & navigation

* @ Pagel

Add your first component

Design your app's interface. Click on a component to add it to the canvas, or drag and drop it here

CJ Ask Al

o & S0 ArSXI7I HEE U™ sHoF st oHE 2|7 0lMolE CFS WO|X|et 78 2471 /e & UE

L|Ct.

. ARV HEE BT MESHE O ASSHE ¥4 T4 2471 EEE /2 Ho|x|Lic

+ 7k @iziof CHEt MEJH ZEE B0l T4 247 ZEHE S8 27| HolxIULic,

. 7h J2fof Cifet REMIBH BETL ZEE M HE 74 2471 Z8E M 27| Ho|xIULd

T4 400 HolE TETh ol FAN Ze M HE E= ClolE7 Z8E 4 ALITH Amazon
S3 01 OIDIXIE ZAY5t04 AL RHOIH EAIstHs OIDIX| Hol9t 22 RHSEHE AS5H0d 55 &
2E ZEE 4 Al

sistE dol SLELICH HO|X| mtetO|EE A& stod B m| ol X[of A CF
{|O|X| ZEtO|E] AHE Ateie] UEHEQl ofl= A & T~ L|Ct

E_
E

ofZzI7olMdel ul 2= 9



Add a permission2|

E

|
=

| o] x| 2]
3X7F MR Jof HO[X[Z MEE=

1=

=

—

| o| x| 2| AMo{= Ct
Ald

|.

—

S

2|7 0]

L
=

AL AbE o= &=

AWS App Studio

047| M
OH

0

J

)

x4
(=]

=S HLE,

t74Lt, o

2 & XMEstHu, M HO[X|2 0|

toq of Z 27| 0|

)

= M8
jo| ZAEl| o[ LA LI

=

ol XFoA
i — |

=

NS
xto
x|

=
—

Holg == &Lt App Studio0d| A

ofn

|
10

0]

XFo4
==

SIS

2|70l ARLCIR
A0

i

OH
=
F 20l A

—

[

A

P

=
-

©°

2|7 oj4el 2
&Lt

AL 74

L

)

=7t
|=| 1 845 7} o74 &L Ct.

LICt. of

I.

=

S

e

=
2l7lolde| @ F = Fn7t EAIFELICHTL

L

o
L

A
OH

| -

[

.|

A
o

__I.L

LICt CHS 7] ¥0|
S50| EAIEHLULCH XSEE

2|7 00| A K}

=
T i, o] midof

=

AL

o] =
x+od
o

M AHS=HE EAIRLICH FEE RHS3t mtetO]E{(0] Al 9|

EAEULCH ZHHAM 74
al 74

—
=

-

L|Ct.
%9l
o8

I.

I.

zZ xt=35} o' L|ct. o7 |0 M RS 5t

o|0fx|

(=)
C

=2
=
—

| XIS 3 ’”E 2oq
L]

LICE Xt S3tE At SE 7152

Ct



AWS App Studio Add a permission2|

= @ :K;:p Studio

AnyCompany App . ages. utomations ata @ App settings

Automations

» 4 Automation1 H Q Search

API Actions
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Example_JS_Action
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urn "Hello World";
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Build app

Create and build your
application’s Ul and business
logic.

Preview

Use the Preview environment
to quickly view and test
functionality, and debug with
browser tools and the debug
panel.

1
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Use the Testing environment to
test your application’s
connection and interactions
with external services, share
with testers for end-user

Share application >

Share new applications with
end users once the application
is published to the Production
environment.

In the Production environment,
perform final testing for new,
unshared applications. Once
shared, the version of an
application in Production is the

testing, and use the same

version end users have access

debug tools as Preview. to.
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Provisioned
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ProvisionedRedshiftForAppStudio"”,
"Effect": "Allow",

"Action": [
"redshift:DescribeClustexs",
"redshift:GetClustexrCredentialsWithIAM",
"redshift-data:ListDatabases",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:DescribeStatement”,
"redshift-data:ExecuteStatement"”,
"redshift-data:GetStatementResult"

]I

"Resource": "*"

}
]
}
Serverless
JSON
{

"Version":"2012-10-17",
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"Statement":
{
"Sid": "ServerlessRedshiftForAppStudio",
"Effect": "Allow",

"Action": [
"redshift-serverless:ListNamespaces",
"redshift-serverless:GetCredentials",
"redshift-serverless:ListWorkgroups",
"redshift-data:ListDatabases",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:DescribeStatement”,
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult"

[

1,
"Resource": "*"
}
]
}
6. CtS= MEigLICt.
7. HE 2 MM 5 0o|X|of A RedshiftServerlessForAppStudio == | ATH(MEH A
ghHRedshiftProvisionedForAppStudioll Z'2 &= 0| & MSELICH.

8. WA MMZ MEASto] HAZ MMELICE

O|X| ool MAMet HME ALESHE IAM Q&S MMEHLICH App Studio=0| Y
Amazon Redshift 2|AA0| M AE £ &LICt

App Studio®l Amazon Redshift 2|2 A0 CHEF MM A HEHS Rodsts IAM U S MAMsE{H

1. JAM Ehs MHE HEHo| = ALEXLE IAM 2 £0f 2O LICH oA S E 22| ALEXIE
AME35tE 40| EELICIAWS EBlAA ZHE|E QFt ZE| AFS A 4.

2. BIZ EFAM FOoM A S MEdFFLICEH

3. g ddS MENELICEH

4. QAR = s AEE| REM AFEAL X AZE| HAMS MEHFHL|CY,

5. App Studio OHZEZ|AH|0|M0| HHolMO| V&S UL T 3{5te{™H 7|2 WMS O3 Ao
2 HFEL|C}.

AWS AH|Ao0f @44

44


https://console.aws.amazon.com/iam

AWS App Studio Add a permission2|

R0 M T+ Rl EAIRHE BHOF BLICH AL 8 242 App Studio®] HI% A% HlO|X|of M &

= & A&LICH

111122223333 App Studio 214 4/\% MHESHE ol AFSE AH-Eel AWS A™ HEE HE
LICt. App Studio QIAEIA O] HH M&oi AWS H/HE IDZ LIE L|C.

I

e 1111111-2222-3333-4444-5555555555555% App Studio IAEIA S| 7|’ A%of QIAE
A IDE LIEE App Studio QIAEA IDZ HFE L|C},

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld":
"11111111-2222-3333-4444-555555555555"
}
}
}
]
}
CtZ2 MEIELICEH
6. T F7tolAM 0| EtH|(RedshiftServerlessForAppStudio = )0l M M43t HAS ZH M
&t MEHSHL|CIRedshiftProvisionedForAppStudio. 22 Qiof Qe +E MEHEH X =H 0|
=5 E|0] 40| S048 MBHo| EAIEIT EHQIEHS MeishH o] ML

ChS2 MEfErLIct
7. OIf, d&E & &8 mo|x|oi|M 9E o|F X TS MSELICH

AWS MH|A0f A4Z 45



AWS App Studio Add a permission2|

/A Important

047|M 238 0|2 1EHAHl: Amazon Redshift 2lAaA MM 2l 314
(AppBuilderDataAccessRole)2| GRANT B0 AL El 48 o|& 1t U x|5HoF & LICt.

8. 3EtA!: Bl FItolM A Ef2 FIHE MEHSI0{ CHF Ef 2 & F7+5104 App Studio HMAE NS
glct
« 7|: IsAppStudioDataAccessRole
2 true

9. oish Mg MEdstT MAE Amazon ElAA O|Z2(ARN)S 7|25 SLICH App Studiodi| A
Amazon Redshift 7{=HIE{E M AJst mf 2§t

3EHH|: Amazon Redshift 7{<IE{ A4

O|Ml Amazon Redshift 2| A AL} IAM A1 gl odst2 Moo 2 ST MEE Al25t0{ 27 e

M S35 = S
Amazon Redshiftol] 21Z25t= O AFE & == U= HHEE App Studioof M&&L(Ct,

(® Note
FHHE{E M4 5tE{H App Studiodf 22|k} 24&H 0| Q{0{oF ErL|Ct.

Amazon Redshift® Z{HE{S MM 5tc{™

2 %%aﬁﬂﬂﬁﬂ%ﬁﬂﬁﬂwﬂa4”Ew1ﬂxﬂﬂa =1 2 F{E{of CfEt I 7}
Al H[0|X|Z olS B LIt

ot
E
O

- O|&: 7H4E{ 2| O|&

mjo
I°

L
o
-
ful

24
- A AHEE o chet dY¥E MI gL

AWS MH|A0f A4Z 46



AWS App Studio

Add a permission2|

. 1AM 2380l A MAE |AM 238 o] Amazon ElAA O|Z(ARN)S =33 LICH2bEHAl: App

=
Studio®l Amazon Redshift 2| A A0 CHEF HM|A HEHES Hodst= |IAM e A

KME LI 2 1AM AL HBME HZotM2.

« 2|™: Amazon Redshift 2| A A7} Q1= AWS 2|™ 2 MEHSH

23: Amazon Redshift Serverless =& ZZ2H|X{HE S {AEE AI&5

r
ul

- ARE R
=Hefuict.
- 2e2aH EE HY 38 M8 Z2H[XJES MEE T2 App Studiod| AZE
MERILICH MEHEIASE MEiEt 32 & 358 MEELUC
» CilO|E{H| 0|4 44=H: App Studio0l| @42 E ClIO|E{H|O| A E =S L|C
+ AF2 715E ElO|2: App Studiodl| A2 E Ef|0|2 2 MEHELICH
6. CtSS MEHELICH €4 HWEE AESIT ddes MEELIC
7. M=z dgE HAE7L HEE S50l LIEH LT

Amazon DynamoDBO{ @123

App StudioZ DynamoDB2} 91735}

04
g+ UCE Stoi™ O 5 HAE 3o oF &Lt

Olo

1. 1Et7: DynamoDB Z|AA MM 2l M
2. 2EH7|: 23t DynamoDB #HEHE AL 3504 IAM E& 3 48 MY

3. DynamoDB 7{lE{ M4

1EtA|: DynamoDB Z|AA A gl 7

Ct= AAtoil k2t App Studio?t B 7H AFE & DynamoDB 2|A&AE M5t 48 LCtH

App Studio®} &7 A& & DynamoDBE A 5te{™

2I{7} o Z 271 0|0 A DynamoDB Z|A A0 M| ASHT A

1. o 232! AWS Management Console 31 https://console.aws.amazon.com/dynamodb/

DynamoDB &2 iL|Ct.

ol MAE BHE| AL AHE ALBSHE 2Ol EALICIAWS BlA4 BEIS 913 Eal ASKH A4
A % El

AWS MH|A0f 44

47


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/dynamodb/

AWS App Studio Add a permission2|

5. EHlolE ddS MEELICH
AME

6. El0|S0| #EE = EHO|=0| App Studio0l] AZAETH EAETS LT =2 FIHELICH

a. E-”Ol%% A—|EH3|._—1|_ XI-O-I% AMEHSE |:|.% %I-% EI-AH% A—lEH%I-L_ll:l._
=

r°I-
mlo
>
oo
9'|_|
A
>
=
0%
12
$a
19
ok
0%
0x

2CHA|: &8t DynamoDB ™t

App Studio0l| A DynamoDB 2|AAE ALE5HE{T 2 2|At7t IAM 3 &l 4%t
of a0l HMAE =~ U HEHS Fo{soF FLICH IAM HA2 L7} Ab U
He|ot MM, 217, MO|o|E = Ao Zo| sHE HIO|Eol CHal E & = U= &*?Q% X1|01°.=.H—Il:+.

O CHS 1AM HA2 App Studiodl A AR SHE 1AM 3&hof| 4 ZAELICH

MH[& A HME st old o IAM AE & ddste Wol E&LICH o|E S0 €7t DynamoDB2|
I3 | olsll X|HEl= 5 72| of Z2|7|0|ME HHste B2, stLie 27| HAM AR st

StLtE 247], dd, Holo|E & AX|7F E LI 2F2|Xt= DynamoDB2| i Ef| 0| oi| CH

CRUD #H&Ho| /= F 7He| IAM Hgf S ddsioF gLct

2attA: X5t DynamoDB &2 AFE5t0{ IAM 2 M

App Studio0l A A48t T AFR BHE 1AM S &ofl= OfZ 2|7 01A40| 2 2ot Al|E M2t o T

XTI 2|lA A0 CHEH 2|4 HEHRH T3040} BFLIC

1. |AM E2S MM HEHo| Rl ASALE IAM 2&0i 2O QI LICt oM MMHE #HE|l AASKIE
A83tE 740l EELICIAWS 2[4 A EEIE I8 ZHE| AER

2. 2% =M FHolM YA MENELIC

3. A dds MEELIC

4. HHMHEHET] MMM JSON SME MEELICE

5. JSON HM EME ?=IE—".%}7-IL} 04 A& LICH O BHoll= DynamoDB Ef|0|E0] CHEF 217| M

5’|(CMK)§ 2 3 3t £l DynamoDB Ef|0|£ 0|
1%
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AWS App Studio

@ Note
ChE X2 ledeste
H AEIE QI5H tYE
(ARN)2 2 H3YoF gL

()2 AI83tE 2 E DynamoDB Z|AA0 MHEEL|CH. 2o &

FIEE App Studio?t &7 AF2E 2|AA O] Amazon ElAA O|F
CF.

Read only

Ct2 A& 2 ZA4E DynamoDB Z|AA| CHEH 27| UM A Hete Bodghich.

"Version":"2012-10-17",

"Statement": [

{
"Sid": "ReadOnlyDDBForAppStudio",

"Effect": "Allow",

"Action": [
"dynamodb:ListTables",

"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect"
1,

"Resource":

g

Full access

a2 4 E DynamoDB ElA A0 CHEH M4, 217, AH|0|E L AFA

"Version":"2012-10-17",

49
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"Statement": [
{
"Sid": "FullAccessDDBFoxAppStudio”,
"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate"”,
"dynamodb:PartiQLDelete"

]I

"Resource": "*"

Read only - KMS encrypted

Ctg M2 AWS KMS HEtE XS 36to] 24 &3 3tEl DynamoDB 2|4 A0 CHEF 87| H
MA #Het2 HodghL|Ct ARN2 AWS KMS 7|2| ARNS 2 Hf3of gh|Ct.
JSON

{

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ReadOnlyDDBForAppStudio",

"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect"

]I

"Resource": "*"

}I
{

"Sid": "KMSPermissionsForEncryptedTable",
"Effect": "Allow",
"Action": [
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"kms :Decrypt",
"kms :DescribeKey"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

}

Full access - KMS encrypted

g

?—

—

Ct
Ml

[> Do

Ly

JSON

M2 AWS KMS Het2 XS 35to 7 8E &5 5HEl DynamoDB 2[4 A0] CHEF 2]7|
st2 2048tLICH ARNS AWS KMS 7|2| ARNS 2 HF#of &tHL|Ch.
{

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ReadOnlyDDBForAppStudio",

"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate",
"dynamodb:PartiQLDelete"

]I

"Resource": "*"

}I
{

"Sid": "KMSPermissionsForEncryptedTable"”,
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey"
]I
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

CH
24
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(=)

=
7. HE 2 MM 5 0|X|of A ReadOnlyDDBForAppStudio SE = , M (MEY Al
&FullAccessDDBFoxrAppStudiol}t Z2 M3 O|EE NS ELICI

8. WM MMS Mstol WMES ML

2bEHA|: App Studio®l| DynamoDB Z[A A0 CHeh HMA HEHE F0{5t= IAM GFE 4o

O|A| O|Zof MAds HAME ARSHE IAM &S MA8HLICH App Studio=0| HAE A}
DynamoDB EZ|AA0]| HAASFL|C}

ol

otof g &

App Studio0l DynamoDB 2|2 A0] CHEE HM|A HEHE Fost= IAM FE S MA5HE{H

1. IAM OB e M 0| s ALSALE IAM 2&0) 22 LICH oA MAE B2 ASKIE
A8 3 20| TELICIAWS 2la~ BEIE 913 BHel A8 M4
2. B0 T oA B S M F Y HHS MBI

=AY *
3. AEE =+ U AEEl REoM AEX XIE MZ| XS MEELICH

o
4. App Studio OHZ 2|7 0[M0] AHHo|MO| A& S === 5{8stciH 7|8 MS OhS A

HA0| M T+ RHE| EAIRHE HHR ok BLICH AL 8 2H2 App Studio®] A% A% HO|X|of A &

1111222233332 App Studio QIAHAE MM5t= Ol AHSE A™He AWS HE HEZ HE
LICt. App Studio QIAEA S| A o AWS HH IDE LtAE LICt

If

e 1111111-2222-3333-4444-5555555555555# App Studio QIAEIAO| A Mo QIAE
A IDE LEE App Studio QIAEA IDZ HFEL|CY.

JSON

"Version":"2012-10-17",

"Statement": [
{
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld":
"11111111-2222-3333-4444-555555555555"

}

L

CtE2 MEigLICt

5. &t £71olM 0| EtH|(ReadOnlyDDBForAppStudio EE= )0l A A A 5H RS Z4 A5t 11 AMEH
g LICtFullAccessDDBFoxAppStudio. & Qdof Q= +8 MEHSIH HAO| =& £[o{ HAO0|
£ 048t HBHO| AL 2QIEtE MEASHH A 0| MEHEL|CE
CtE2 MEigLICt

6. O|F, dE L M mo|x|of|M & O|F L MHES XS ELct

7. 3HA: Ef FI7toIM M E T FIHE ME4SH0{ CHZ Ef & F7+5+04 App Studio HMAE XS

gLt

« 7|: IsAppStudioDataAccessRole

2L true
8. g MM MEfstD M E Amazon 2|44 O|&(ARN)E IS8l SLICH App Studioo| A
DynamoDB 7H=IE{E M8 ml 2 &t

DynamoDB 7{=E] A4

O|A| DynamoDB ZIAAQ} IAM &2 Ll oste Moo 2 sig HES ALE5t0od W7t e
DynamoDBOi| 24Z5HE Gl ALE & £ QU= HHEIE App Studio®ll A Mg Lct.
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(@ Note
7B E Y-d3t2{H App Studio0i| 2 2|&t S & 0| Qlo{oF BrLCt.

DynamoDB& 7{E & 445t2{™

1. App StudioZ O|S & L|C}.

2. 2I% A SMOI M HUEE MEHLICH 71E HUlE S8 2 4 E{of CfE & 7}
£l H|o|X|2 o|sELICt,

=AM Fol 2
K MHEF 27 2 A

B A4S MeEErLIC

£ 0{ M Amazon DynamoDBE ME{EFL|C}.
A

S
£ dstod HHYEE FE&LICH

 O|&: DynamoDB 7 E{2| O|§ 2 =g L|Ct.
[m]

24
« AH: DynamoDB 7HHEE{0f| CHEH MEHS =38t}

1AM &0 HHE IAM & 0| Amazon 2|4 A O|F(ARN)S ZIFLIC2bE A App
Studio0il DynamoDB 2|4-A0] CHEF AAM|A HEHS F045t= IAM g 4. IAMO] CHEF RHA
gt LI 2 IAM At8 HBME HZESHMR.

4

 2[%: DynamoDB Z|&A7} 2|x[8F AWS E|ITS MEIFLICEH
« A8 7tSE EHIO|Z: App Studiodll 4Z2e E|O|E2 MEFLICE
6. Cl=S MEHSH |C} 017d MEE HE st 1 MAS MeEdst o}

= - 14 o= - T1d

7. MEZE dME HEET HUE S50l LtEHS LT

ofl ©4Z2 AWS Lambda

"l°T"

App StudioE Lambda®t ¢4Z83t04 L7t of Z 2|71 0| 0f A Lambda 2|40 HM[ASHD AHE
UL S 5tedH CHF HHE sl oF &LICH.

1. 1EtAH: Lambda & MM 2 M

2. 2EHA: App Studio®| Lambda 2|2 A0 CHEF M| A HEHES F045H= IAM 38 M

3. 3EtA|: Lambda F{lE{ AiAd
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1EtA|: Lambda &4 A4 2 214

7|& Lambda &7} Qi B2 HX &5 Mok ELICH Lambda &+ MAof CHEt REMIEE LHE
2 AWS Lambda 7HEFA}F SFHLHAE B R SHA

2CHA: App Studio0l Lambda 2|2 A0] CHEE HAM|A FHEHE R 045t 1AM g A

App Studio®| M Lambda 2[AAE AFE5tEAH ZHE[XE7HIAM L& S M4
BN AE = e HEHS Foq4aloF B LICE IAM &2 o Z2[7H0|M0]
2lAA = Zdg Mo{ghLct.

— O*

5104 App Studio0| 2|A A0
ambdaOflA YA AE = Qe

1. 1AM i8S Mads HEto| Qs ALSRLZ IAM 2£0) 2IQIELICH oA MAE Ba| ABKIE
A8 3t 70| EALICIAWS 2lA~ BEIE 915t 2| ALK 444

2. B&O| T M ABS M F AY WHS MBI

3. AEIE 4 U AEE| SHOIM ASX XIF A2 FAS Metshc

4. App Studio OHEZIFHOIA0] AT A0l HE S +USHZH 51 3t2int 7|2 HMES 08 HMo
2 HhELIc

YoM CHZ At2| EAIRHE HEH ok B LICH AHEE 22 App Studiol| AIE M m|0|X[oi| A &

o T
£ & U&UCh

1111222233332 App Studio QIAEIAE MMSt= O AFSE HHe AWS AYH HS 2 HHE
LICt. App Studio QIAEIA S| A Mol AWS HHE IDE LtAEE LC.

e 1111111-2222-3333-4444-5555555555555# App Studio QIAEAO| A1 & of QIAE
A IDE LFEE App Studio QIAEIA IDZ HEELICEH

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld":
"11111111-2222-3333-4444-555555555555"

}
}
}
]
}
CtE2 MEfgL(CtH
5. Tt FI7tolMq Agol s HEt2 Foiste HAMS AMstn MEIELICH HA Qo] e +E
MEHSHE HAO| E Ko Ao Fodet HEHO| EA|E|D & QIEHS MENSIE HAO| MEHE L
Ct. Lambda2l Z% Lambda &+& S £ = U= HEtE F0{5t= AWSLambdaRole HHE =
7tst= 2ol &Lt
el M =28 U dEE Z 3§60 Lambdaoi A IAM HAE AL St 2ol CHEt RhAEE LHE
2 AWS Lambda 7HEH A} OFLHM 2] Identity and Access Management for AWS Lambda MM & &t
ZML.
CtE2 MEELICH
6. O|, dE Y M Ho|x[o|M & o|F L MBS NMISELIC

o
U
—
n
>

1=

o
wn
+
c
o
-
o
O
Q
+
)
>
0
0
D
n
n
X
o
=
®

8. W& MMg MEiF D MME Amazon 2lAA O|F(ARN)E 71538 ELICH App Studio0i| A
Lambda 7SIEE MEE m 2ot

3EHA|: Lambda F{lE{ A4

O|X| Lambda 2[A&42HIAM EA Sl et g I oz ST HEE AL85tod W7 Y S Lambda
.l

H
o o
of edst= ol AF8E =+ U= B E App Studiool d&EfLICH
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(@ Note
7B E Y-d3t2{H App Studio0i| 2 2|&t S & 0| Qlo{oF BrLCt.

Lambda& FHYE{E 4524

mA_ o1k FHAE(S HELICE 7IE A4S S22 2 el Cfet 271

=~

4. FHHE S8 S 2ol 7|Et AWS MHIAE MEiELIC
5. Chg TEE 5H4stod #UEIE TAIBLIC

« O|&: Lambda 74E{2| O|F S &2dFLICt
- MH: Lambda 7E{0] CHE MBS
o IAM &0l M MAE IAM 2& 9] Amazon ElAA O|F(ARN)S 238t LICE2EH ) App Studlo
o Lambda 2|a&A0 CHEE MM A HEHS F045t= IAM & 4. IAMOl| CHEF REAIEH LHE
IAM AHE AEME XML,
« MH|A: LambdaS ME4EFLICEH
« Z2|%: Lambda Z2|A&A 7} QU
6. MM(Create)S ME4EFLICE.

7. M=z ddE HEUE 7t HEE S501 LEFELICH

Amazon Simple Storage Service(Amazon S3)0i 44

App StudioZ Amazon S32+ 9173504 Bl 7} ol & 2|71 0| A0 X Amazon S3 EIA A HAMASHT A
8 = ULE slg{H Ch3 HAE s-8&Lch

Ad

1. 1EHH|: Amazon S3 B|AA MAd gl 1A

2. 2EH7|: 2Bt Amazon S3 HENS AHE5104 IAM HA & 45 M

3. 3EtA|: Amazon S3 F{HEIE{ A A

-

HHE 2tzstn MAHe Heto| Qe AHYEE Y&t = diis HYEE AHE5104 Amazon S3 2|4
AL &3 EEsts WS HEY = USLICH App Studio 210 A Amazon S32+ & & 2&dt= LiHof
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CHEt AEMIEH LI 2 MM E 2R 5HMI2Amazon Simple Storage Service2t 7143 24 A AHS35H0| 45
e
[«

1CHA|: Amazon S3 ElAA AAd gl 1A

Aol 27 ATt 7|E 2|laAof Mt Yol 241 2JE Amazon S3 HAUE A/ ddlok & = U&LICH H
Zlg Z &5t Amazon S3 2|44 MAdof CiEH KHAIEH L& 2 Amazon Simple Storage Service A A
A2 Amazon Amazon S3 AlE5H7|E HASAIL.

HOIM S UEE FEH RAE St24= Amazon S3 B{Z!0d| CORS(Cross-Origin
Resource Sharing) T+2 F7+5H0F & LICH. CORS T+ &2 XM E HIASE FAIFE = U= HEHS
App Studio0| 2o{EfLICt ChE MRt M= E—%% F%ﬁ { Amazon S3 HZ!0{l CORS + 4 & F7}35t
= WS KpAls] dHELICH CORS & F4

A& MdHAML| CORS(Cross-Origin 2lAA

Mgt LI 2 Amazon Simple Storage Service

Z£0{M Amazon S3 HHZ!0| CORS F+& & F7t6te{H

1. https://console.aws.amazon.com/s3/ HZIS 2 0O|S gL}
2. Tet EE MEdgL(Ct
3. CORS(Cross-Origin Resource Sharing)0llA T &S ME4EFL|CH
4. CIg IAE =42 FIHLIC
[
{
"AllowedHeaders": [
i
1,
"AllowedMethods": [
||PUT||’
"POST"
1,
"AllowedOrigins": [
i n
1,
"ExposeHeaders": []
}
]
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2EHA|: &8t Amazon S3 HEHE ALE5H0] IAM HAY Sl g A

App Studio0l| A Amazon S3 EIAAE AFE5tE{H B 2|RH7F IAM H3Y 4l o4&t
of 2lAaA0 HHAE = e THELE FoisloF §fLICH. !
Helot Mo, ¢17], YOHI0|E E= 4 z |

O CHE 1AM E2 2 App StudioOl| A AtE ot IAM &hol| A ELICH

I

>
X
[0

MH|A L HME 5L 0|4 o] IAM g g MMste ol E&LICH o & S01 27 Amazon S32)
MZ ChE HAO| X[JAst= F 7o oHEEF0ME d8sts 89 &ElRs 2 HHZ/ofl THaH SHLHA 5
ol 1AM Z% B ofghg Mot Erict

2attAl: M Amazon S3 HEHE AFE 3104 IAM HA MM

I
rir
i
1
0
_QE

App Studio0i|A] &5t AtE 5= IAM ‘2ol o E2(7i0]4d0] =2 E ot Atel| &
MAsh 2lAaAo0f CHet &4 HEHEF ZBfE[o{oF BfLICH

et Amazon S3 THetE ALEsH0{ IAM A g 4 ds5tedH

HEe HEo| /= AEXRE IAM 2£0i| 2318 LICH oA HEE &E| ASXHE

o
= =
o] EELICIAWS Z|4aA ZEIE 2[e ZE| AHS AL M.

>

(@)} N w N
02
12
e
Ral
N
x
M
=)
x
[
wn
O
zZ
Io
[
mjo
x
uj
o
rC
[ul

= |
JSON 83 EME U5t 7Lt 204 H&LICH ChE BolE Amazon S3 2|40 CHEF 217 M8
L A KM A0 CHEF S of| M| 7F Z & Elo] d&LICH

@® Note
CI2 HM2 otde7tE() B AR5t 2 E Amazon S3 ElAAN MBELICH, 2 &
ot Atef|E <l5H 2t = 2| AAO|

ILEFIEE App Studio2t &7 AFSE HA EE= ECY 22
HE 4 oF & LICt.

ChS Y2 7EE Amazon S3 HZ! EE= EC0] CHEE 17| M8 HMHA (I 7| & LIA)E
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3ReadOnlyForAppStudio",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": "*"
}
]
}
Full access
Ct

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3FullAccessForAppStudio"”,
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
]I

"Resource": "*"

S M2 T4 Amazon S3 HIZ! i BC{0f CHEF RIA| HAA HEH
A

olad
=,

K271, Lk
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}
6. CtES M™ELICH
7. HE % 44 Ho|X|of A AWSAppStudioS3FullAccess, ME(ME ALE)I 22 MM 0| S
M S gLk,

L

2bEH7A: App Studio0ll Amazon S3 2|A A0 CHEF HAM|A HEHE F045H= IAM & M4

App Studio0| A Amazon S3 2|AAE AFESHE{H 22X IAM g2 A 5H0{ App Studiodd| 2|4

A0f AMAE = Qe THEHE Fodslok BLICH IAM L& 2 L7t AL8E += U= HlolE 2| Helet

A
44, 217, YoIo|E E= AXet Z 0| sllE ClolEfol CHall 2 &S + Us 2 YUS MoigfLch

MHIA 2 R 5L ol4kol IAM HE S AAdst ol BALICH

1. 1AM &2 MME Heto| Qe AFEXLE IAM 2£0i 218 oM MAE 22| AI2XHE
ME3tE Zdo| ESLICIAWS E2lAA ZE|E QEt 22| AL R AL
2. ZE&O|EM UM AT S MEIS 5 & MyS MEIFLICH
3. QAEE £ Q= AHEE| REHM AFS A XY AR HAMS MEHFHL|CH
A

HA0| M T+ RHE| EAIRHE HHR ok BHLICH AL S 2HE App Studio®] A% A% HlO|X|of A &

o
g & A&LICH

1111222233332 App Studio QIAEAE M= O A E HHe AWS AYH HE 2 HtE
LICt. App Studio RIAEIA O HZH 3o AWS HH IDE LIEE LCt

e 1111111-2222-3333-4444-5555555555555# App Studio QIAEIA O] AT Mo QIAE
A IDE LEE App Studio QIAEA IDZ HFEL|CY.

JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld":
"11111111-2222-3333-4444-555555555555"

}

Lo

CHS S MEfEhLICH

5. T8t F7tolM O™ EtH|(S3ReadOnlyForAppStudio EE= )0i| A A48t HAHS M5t 1 MES
g LICtS3FullAccessForAppStudio. A dof| Q= +& MEASH MHAo| =& E[o| HAo| &
098t HBEHO| EA|Z|T = QIEhS MEASHT HAo| MEHEL|CH
Cte2 MESgLICH

6. OIf, 4E L ¥ HOo[X|o|M & o|§ L MHS MBS ELICt.

7. 3EAH: Ef FI7todM M EiT FI7HE ME4Stod CHE E{IE F715104 App Studio HAMAE XS

« 7|: IsAppStudioDataAccessRole

o 4f:true

8. Ug MMg MEistD MME Amazon El&A O|E(ARN)S 7|S38H SLiCh ChE BHA[MIAM App
Studio0i| Af Amazon S3 HHEE 4 dst= ol ERELICH

3CHA|: Amazon S3 F{HIE{ A A

O|X| Amazon S3 2|AAQ IAM A& Ql odst2 Mo O 2 ST HEE AF25104 27} ¢S

M == (=}
Amazon S30f| 4Z5t= O ALEE = = FHHEIE App Studio0l| 487 LICt.
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(@ Note
7B E Y-d3t2{H App Studio0i| 2 2|&t S & 0| Qlo{oF BrLCt.

Amazon S3& FHYEE MAse{H

1. App StudioZ O|S & L|C}.
2. 2|§5 El-&li AFO | "E"

o —
X ME HEI EA

3.+ 7{<E] MM MEELICH

=
|€l m|o|X|= o|S&fLICt.

4. Amazon S3 744l

g
5. CHe TLCE xtadsiod 7{UElE TAisLIC

« O|&: Amazon S3 7HHE{2| O|E & =igLIC}.

4
« A&E: Amazon S3 7{HE{ol| Cier DB =fLict

Mo M FHEAEE MEELICH T7IE HHEE S5 24 B of gk E 7t

« IAM Q&0 M MM E 1AM @& 9| Amazon 2|4 A O|F(ARN)S =FLICH2bE 7! App
Studio0ll Amazon S3 Z|A A0 CHEF MM|A FHEHS FE 045t IAM & MA IAMO| CHEH XAl

g LIE2 JAM ALS UBME B xstM.

« 2|™: Amazon S3 Z|AA T} & x|8F AWS 2| MEHSHL|CT.
6. *4d(Create)= MEHEILICY.

7. M2 g HUE} e S S0 LERLIC

Amazon Aurora0i ¢1Z

App StudioE Aurora®t 21Zst0{ {7} ol & 2(71 0|40 A Aurora 2|&A0] HAM|ASHT
T Ste{H O F HHE s=&stof &LICt
1. 1E-Al: Aurora 2lAA MM 31 M

2. 2EHAH|: A3 Aurora HEHS AFE5H0{ IAM R O o gt M

3. 3EAl: App Studio0ll A Aurora 7{=IE{ M-

L

App Studio= C}HS Aurora HHH S X[EHLICH

» Aurora MySQL Serverless V1: 5.72

o

At

W
ot
1
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» Aurora PostgreSQL Serverless V1: 11.18, 13.9
« Aurora MySQL Serverless V2: 13.11 0|4}, 14.8 0|4 21 15.3 0|4t
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1

.

aws rds create-db-cluster --database-name db_name \
--db-cluster-identifier db_cluster_identifier \
--engine aurora-mysql \
--engine-version 5.7.mysqgl_aurora.2.08.3 \
--engine-mode serverless \
--scaling-configuration

MinCapacity=4,MaxCapacity=32,SecondsUntilAutoPause=1000, AutoPause=true \
--master-username userName \
--master-user-password userPass \
--availability-zones us-west-2b us-west-2c \
--db-subnet-group-name subnet-group-name

« db_nameg ¢35t= OIO|E{H|IO|A O|§ 2 2 HIELICH
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JSON

{

"Version":"2012-10-17",
"Statement": [
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"Sid": "BaselineAuroraForAppStudio",

"Effect": "Allow",

"Action": [
"rds-data:ExecuteStatement",
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:rds:*:111122223333:clustex:*",
"arn:aws:secretsmanager:*:111122223333:secret:rds*"
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e 1111111-2222-3333-4444-5555555555555# App Studio QIAEIAO| A Mo QIAE
A IDE LFEE App Studio QIAEA IDZ HEEL|CY.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xroot"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:ExternalId":
"11111111-2222-3333-4444-555555555555"
}
}
}
]
}
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=]

« 7|: IsAppStudioDataAccessRole

« Zt: true
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "BedrockAccessFoxrAppStudio”,
"Effect": "Allow",
"Action": [
"bedrock:InvokeModel"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
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"sts:Externalld":
"11111111-2222-3333-4444-555555555555"
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"Vexrsion":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0Q",
"Effect": "Allow",
"Action": "ses:SendEmail",
"Resource": "*"

mE
kO
ok

AWS AH|Ao0f @44

75


https://console.aws.amazon.com/iam

AWS App Studio Add a permission2|

}
]
}
6. Ct52 MEfgLct
7. ZAE U MM 1 0o|X|ollAH SESForAppStudioPolicy, A (MES AFEH T} ZH2 HM 0|EE AS
ghlct
=

2bEHA|: App Studio®] Amazon SESO]| CHEt HAM|A HEHE F045t= 1AM g M

O|A| O|F0of A8t HAME A5t IAM J& S MAEHLICH App Studio=0| HAE A& 5104
Amazon SESO{| M| ATHLICEH

M

App Studio0ll Amazon SESOi| CHeF M| A HEHE F04st= IAM Q&2 M5t

1. JAM g s e HEHo| s AL8ALE IAM &0 2O A LICH oA SEE 22| AH8XIE
AF=23H= 70| ZALICIAWS Z|AA THE|2 93t THE| AL R} AHAL

2. 1% 54 HollA ojgtg MeiELct

3. g MMg MEghLCH

4. AEE 4 Q= AEE| SEM AL AL XK AlE| HAHS MEHEHL|C}

5. App Studio OHEE|H|0A10| HIEHolMo| AE S £+ E = 5{85t2iH 7|2 HAS O+S Ao

2 HtEL|C}

R0 T+ RHE| EAIRHE B Ok BLICH AL 8 2E2 App Studio®] A% A% HO|X|ofAf &

1111222233332 App Studio QIAEIAEZ MM O AFSE H™HO AWS AH HEZ HIE
L|Ct. App Studio QIAEIA 9| 74| S Mo AWS HH IDE LFEE LCH

e 1111111-2222-3333-4444-555555555555555 App Studio QIAEIA S| HH MHof 2lA
EAA IDE LFQEE App Studio QIAEIA IDZ HEEL|CEH

JSON

"Version'":"2012-10-17",
"Statement": [

AWS MH|A0f A4Z 76


https://console.aws.amazon.com/iam

AWS App Studio Add a permission2|

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld":
"11111111-2222-3333-4444-555555555555"

}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld":
"11111111-2222-3333-4444-555555555555"
}
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App StudioE AHS O Aj&Hof HMAE + QU S BLICH 08 S0 T 2E0f A
A MAE MEsHE Of 207 AMAE 4 TS ool ELin

b. &l MA|M Yol FlHof M E|E MAS MEHSHL|CH AHAF MEHT| RGB, HSL EEE HEX
(o]

ACE AB3H0] M S M 4
7

JP)

O &XoM= Z App Studiol| 78 24, 40 CHal AtM|S| MBSt 79 |ME Z &= LICH

Fn
_g_% __I.LA-| oA _lA-|

O L1 o

Ol MAdofl M= OHE EIH O ARCIO| 043 T4 240IM ZREIS UHHEQl SXT} 7|52 7Het

71 SR 2 4 f 2ol HEF% TH M HE WA Azl 74 @40 0tEt OHE £
QIX|BE O|E{8H 4430 Y¥HEIQl Tl App Studio FAoIM YEHE|H K XIELIC

2t 24 @40l CH3H 7|2 OlB 0| MAEIXIHE HMTstod 2t 74 2 40| TRE O|FO 2 WY 4
&LICH Ol OIB S AFS 5104 SUB HO|X| LHQ| CHE T4 @4 EE E |
OIS Az ||:+ HE T8 24 0f0] BuE ZHSX| M2 B4, 1, UE U weiTlE
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Zlg g BEx gk 2 e
OfE2|70|M ARLCIQL B2 78 24 7 24 LHo| EAIEE 2HE = H0|HE AHS
£ A EE EHAE XIYst7| fIgt HEE MSELICH ol2E HEs 78 24 /¥ ¥ kol et

Value, Primary value Secondary valueE& B3| 2 B0|20| X|IHElE L7t B&LICH

Primary value BEE YHEOR T4 24 Lol o ZiH| EAIS|o{of sHe 71 2, ClolE Z
OlE £ ZHXE Holsts ol AL ELIC

Value HEE AISotH 7 2401 ZASHOF st= &f E= EBAE XIEE + U&LICHL

« 7|2 2L "123" EEt 22 WY A EE U2 Y =E = A& $1,999.99".
« BX ZL:"Goal" EE=o 2 WM EIAE Bo|E2 YUHE = U&LICH" Projected Revenue'.

« Zt:"since last month" EEE=2t &2 MM EXE S l2de = J&LICH Total Quantity".

of:

#44

b

T

« Hello, {{currentUser.firstName}}: #XH 21218t AFE X2 O|F0| QI QAL S FEAIEL
Ct.

{{currentUser.role === 'Admin' ? 'Admin Dashboard' : 'User Dashboard'}}:
A& Rtol edgtof et CHE CHAIEE XSS ZHARZE EAIFLICH

TE8esux 139



AWS App Studio Add a permission2|

« {{ui.componentName.data?.[@]?.fieldName}}: ID7} @1 7 @A 9| H|O[E{0f Q= 5
M &= 0| M fieldName EE 7t2 AMELIClcomponentName.

« {{ui.componentName.value * 100}}: D7} 1 74 @A 0| Ztol CHE HMS =8B
ClcomponentName.

e {{ui.componentName.value + ' items'}}: 7#4 Q49| Z}2 ID componentName & EX}
Qo HAZELICH items'.

« {{ui.ordersTable.data?.[@]?.orderNumber}}: ordersTable 74 40| & x| | O]
El &M T8 HSE HMErL|C

o {{ui.salesMetrics.data?.[0@]?.totalRevenue * 1.15}}: salesMetrics 7+ 24 9|
S CIO|E oM & £ 15% =8q 0|4 =22 A Mgt

 {{ui.customerProfile.data?.[0]?.firstName + ' ' +

ui.customerProfile.data?.lastName}}: customerProfile 74 24 9| H|O|E{0{ A O|E
 dg ddghLict.

* {{new Date(ui.orderDetails.data?.orderDate).tolLocaleDateString()}}:
orderDetails 7+ QA9 FTE UM E ECI 17| #|2 I EAIUR ZOHFFLICH

« {{ui.productList.data?.length}}: productList 74 40| HAZE H0|E{2 & ME £
E EAIRLICH

e {{ui.discountPercentage.value * ui.orderTotal.valuel}}: E2l21 F& FHE 7|
Fzo=2 %EI-O| OH=S 7:||AI_|-%I=‘}-L_||:|._

[ == e ]

« {{ui.cartItemCount.value + ' items in cart'}}: dio|Ed} &7 Zut7LIC &5 2
EAIELICtitems in cart.

AlZlE = Al235HH of = 2|7 0| M SX Ololg] 7|¢t EEIxE M350 AFEXIo| A
M = 9|
o

M Lo SM G
dEljoll = HEE EAE & JU&LICH 0|& Sall 2ot 7ielzHE Cish

Label
HOolE SHE AI85tH #+H 249 MH = NS XY £+ U&LICH O Bllo|E2 YetHo 2
T QAR SN EE 7 24 2o EAZEE AIZXR7F SXME olsistE Ol =2 0| =Lt

olo|Z E=of "0|B" HMAEE 25IH 7 240{ "0|F"0| Bl0|IEE EAIFLICE
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of: Egd4l
of: AOHH

CtE Ao MM= 2 AFEKtoll CHEH 2llol&2 71l AH5t2 2 CIE{m|O|A7F FHRlol A ZHEE =72
2 &Lc

{{currentUser.firstName}} {{currentUser.lastName}}'s Account

0f: SaaS ZTEME ztg|

CHS ool M= MEE Z2ME oM C|O|EHE 7HXet HEAEH 0|22 X|Sst ALE Xt of
Ze/7olMd Lol M & e RXIstE ol ==0| &L

Project {{ui.projectsTable.selectedRow.id}} - {{ui.projectsTable.selectedRow.name}}

of: ol=z Z2[H

Rt Al 2ot HolstE BEe A

OH

ot
A
ok
2

CHE oAM= 34X AFRKIo| T2 T} oA MEE
ghoict.

Dr. {{ui.doctorProfileTable.data.firstName}}
{{ui.doctorProfileTable.data.lastName}}

Placeholder
A2 AR 242 AS5HE 74 2471 Hlo U2 74 24 Lol EAIZE BIE £& X|E A
X|He = A&LICt 0|2 Sall AF A= o4 = FHAIZ Olal5tHLE F7F HEHAEE X|SE

Enter your name AtZ| EA|XI EHEO| HIAEE =ASIH 7 QAT K2 EAIX} A EEnter
your nameZ ZE A|ELIC},
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Al
Al

of:

b
o

of: 28 MH|A

Enter the amount you'd like to deposit into your
{{ui.accountsTable.selectedRow.balance}} accountO| ofX|o = MEHSH HZH0oi|AM Tl O]
EHE 7IXMQ B ZEZEE EASIEE 23 1240| QIE{H0|AE AEMo 2 AFSE += &L

of: TRt & 74e2H

Enter the coupon code for {{ui.cartTable.data.currency}} total 0i7|Q| XIE2| &
AlRHE AFERLS| HHIF L] 2EI=0| W2l SMoZ UOHO|EL|IEZ e &30t ZES MBI EL
Ct.

of: o|l= 22l

Enter your {{ui.patientProfile.data.age}}-year-old patient's symptomsO| OHZ

2|7 0|42 BFAte| AP E A Eotes EAME ALS5to] 2Ot JHRIStE| 1 R 88 At2| ZAIXIE BFE

= A& LI

AA SMEE ANESH T 240 HIO|E AAE MEHSH £ QALICH MENSIH | entity
o

expression®& OO/ &AA & oM MESE = l&L|Ctautomation.

IH
HEIEIS CHIOIE] 242 Mo 74 48 OHEEIH 0lMo] 7|Z Cloje| HE(E| £ 2ol 47
¥ 4 UBLICH Ol HE IO Aol M BB 3tEiE ClOIE T& £ A7|0p7t & HolE ZRof
g8t

AEE| CIO|E A4 E A8 StE F

o.
oT -

ol

- T A0 EAEY HEJI ZEE OIO|H 2 E= AEHE|7 U= B2(0d: "Name", "Description”,
"Price"e} 22 EE7} = "Products” HEE]).

« OIO|E{HIO|A, API EE= 7|E} 2|8 H|O|E{ AAON|AM CIO|E{E SXo 2 JtX{Qt 44 @ A0 EA|SH
o 3t= 42

N

ofZE|7olMe| Hlo|E 2o Hol& #H U HEE EEsltds B2
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iAol CHEr 2{2| =4

T8 248 ™A 7HA|7E ot JHAol M T o|EE AMstE &7 R 2o eddst= Zol E&LICEH AE
E| ClO|E &~40i= 7|E FE[ollM MEHSHAHLE M #HEIE S8 + = SM0| U&LIh

—_

#elg MEstH OS2 +d8E = A&LIch

- EY 7IE0l et 7 240 EAIEE OlO|HE HE{ZELICH
« 220l ZetO|HE MEstod CIoIEE Sz EEZotHLE HRELICH

« P20l ol SEE =, A £ 7B HolH =% TV|sS €SELICH

7t /U Customer °"E-|E|7F ?'E a4
ArEHO]| 2 T
E

o & £04, OHZ2|AH 0|0 , Name Email LI} Z2 Il
474 He

1=

A St XA 12

E
PhoneNumber E{|0|8 £ @A E0| AE{E[0] 2SI
ActiveCustomers CIO|E{ Edg MEHE £~ Q&LICEH

Elo|Eo| 2d 1Bt ZAIE = U&LICH

WA olo|E| Aoi metolE] F7}

7H7<1|§ ClOIE A4 2 AH8stE 42 T+d 240 WEt0IHE F7te =& JU&LICH ol2{8 mtetolE
|

|
AE8stod 71 240 EAIE HIO|HE EHEE, H™& £ HEE &+ J&Lch

0 € =01, Name, Description Price™ Z2 EE7J} Q= Products 7HA7t U= B Category
MZE SE2 EAIStE category EIO|E 714 2401 2t THetOIEIE F7HE 4+ QU&LICH AFS XL
CECI20|M HFE MEHSH E|0|E22 O|0|E] 2do| {{params.category}} EEHAIS AIE350d
MEfe HEof £6t= MBE EAGIEE AIS2 2 Yo|o|EELCY.

SN
EHAZ HI0lE 242 M50 SR X|T EA £ HAS Uistod T4 2 4ol Chet HlolE]
8 SMOo2 MMLICH Ol WES £#st LY, 0 £20| GlO|EIE ZEsLE, S5 HIKLIA
2xg 7|Ho 2 Clo|EIE AAsHoF ¥ I RSELICH

. ClolE 2Eol M X A8 E % 9= CIOIEIE ANt EEHoF s ZL(ol: 3 U 7124
JlZEoz & F2 3 A,
+ 042 QIE{E| = ClOIE| AA0| CIOIEIS ZEtstod 3 H7I8 MAsEE ZR(0l: T2 2%
Mot B DO £ Ljof EA)),
. B A EE T2 J|HOR ClOIEE ANk He ZR(Ol: ABAtel WA VIS Vlgtoz
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oIS S01 Ol 2ol & $018 EAISHOF st ## T4 Q471 2= FS CHETH 22 EHAS A8
o

0 HH £ HotetD EAIRE = JU&LICH

{{ui.tablel.orders.concat(ui.tablel.orderDetails).filter(o => o.orderDate.getMonth()
=== new Date().getMonth()).reduce((a, b) => a + (b.quantity * b.unitPrice), 0)}}

xS 3t
TE QAE HEE|AO|Me 7|E XSS E= T EZ 0 ¢1485I2dH X SEHE C|o|E £AE MEY
FLICH Ol 749 249 HOIE] Ei 7|50/ S Z2HA EE YT EZ0| Y2 MNE|7LE Ao

olEg m fELICH

A S8t ClOIE] A8 A 8HoF sHe B

. T4 40| EAE CIOIET S8 A58 2 AT B2 0| ARl HR(0f: 89 ZRA A YRR
AC0l= & "Thy| 21 21" BlolE).

- AHS3H LS| OJHIE = RIS V¥R T4 Q40| ChE &Y £ AHI0|EE EalHstElE 3
2(0f: XIZE SKUS| 2|4l BIH £ %2 ACI0|E).

. AHS5E S3) B 0IMO| CHE MHIA T AILHD T4 248 SEEH0F sHs BR(0l: EA
APIO| A Tl OlE{E 7Hxdet ElOl ol E Al).

o8 501 B HBZIHOIM ZZHAE S5 ALSAHE s B 58 74 @47} U LY
LICH. Stepflow 74 R4 ahed ohZEIAH0IM MS, A# £5| U HoH 442 HMElshs RS 5H0f o

e 4+ AUBLICH RS0} ol BB Faatol mat Bl 58 T4 @4 ofE 27 olMel B
MEHE HIEt T S M2 YEoIEY £+ AUaLI

2t T4 QA40] MEE HOIE] 248 AF ot M=t OS2I 0lMe| AHS A QIEH 0|47} St
EClole W 2XoR PEEITS stof AL Kol MEetT HHHel BEe

Visible if £42 At85t01 EH ZH E= CIOIE g2 7|He2 T H QA
ZIL|ct. o= oHZ2|A 0| AL At QIE{H0|A S| EX A
<ol Lot

{{expression ? true : falsel}}
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cC
4

rr

{{expression}}

047|M ##Al2 true FFE 2 HWIIE|E E3AlolL|C}Hfalse.

EHA0| 2 BIHEH trueTA 2471 EAELIL B8

N =
Lich. E#HAI2 B2 014 Lol CHE 74 24 CIOIE| A4 FE #40| 2k AXY 4 AaLich

olHY &3 ot &% 3 EHevt e 221 FA0| lct: 7H-s EZ&LICH AHE XL ol
FAE UM Z20I0 25 9 WEE EAISEID BLICH EHAQ B2 OHS VisbleS AT 4
A& LICH

{{ui.emailInput.value !== ""}}
Ol E3AI2 emaillnput 74 49| 70| Bl EXtQ0| ol x| =QIgtLICH AFE X7} olml | FLE
Clatsiet EH4AI0] 2 BbtrueslT 2% ©1% 7} EAELIC ol HE Hlol Slow £
Alo| 2 HItfalseZlD &5 2 EHEJ 574 &LCH

AEX7H EECHR S50 HFE MEE £ = A0 Tt 78l E2&L/ct MESE M=o

el o FAHR HEE +Eot7| /o =7t A HEE EAISHHLE &7[841 gLt

z0

o€ SO AL8XIIt ## HFE MBSt B2 TS EHME MEotod FIt ## ## ## LEE EAE

= U&LICH

{{ui.categoryDropdown.value === "Products"}}

\l

FH

Al

Tl
1

AERI7F ##t# B #a# HTE MEIStE BR0| EFHAIZ AF2SI0{ CHE F7I ZHE MEE

A& LIC

{{ui.categoryDropdown.value === "Services" || ui.categoryDropdown.value ===
"Consulting"}}
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of: 7|Et

T A0 Zko| Bl EXtPo| ot HR 7 textInputl SAE EA|SHE{H:
{{ui.textInputl.value === "" ? false : true}}

T QAB Ha EAIST
{{true}}

T 49| Zto| Bl EXtH0| ot AR T4 emaillnput RAE EA|SHE{H:

{{ui.emailInput.value !== ""}}
ChSot 22 22 HIgH3HE

10|E gfoll el 7+ QAE TR ZE 4355t 7HL I

Disabled if 7|SS AISStIH E™H XA TLE
3| = 25t = Disabled if

E- G
Faste 4 aLc ol A 240 By

w
l'oj
i
¥
Il
N
Al
FiF
4
Mo
=3
ol
>
[0

I
0X 0
o

Ab&stod = ELICH

I

dolohs #EE MEstes B9 HIFEEsHE:

{{expression ? true : false}}

Hh
rr

{{expression}}

of: XAl AE2 7|HC 2 ME HE HIEHS
22 271 oE] 7HQl & Al0| U 2 E EHe HETJ SHEA MAE W7 K| M E HES BIE 36t
oi= B Ct= Disabled If E342 AFEE = J&LICH

{{ui.namelInput.value === "" || ui.emaillnput.value === "" || ui.passwordInput.value ===

""}}
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EFHAI2 E4 Q184 Ze(namelnput, emailInput, passwordInput)Zf Hl0o{ Q! =
CE i 24410| 2 HIttruek|D ME HEO| HEMHSIELICH e+ EE ZF &
24510 E34A0| 2 WIlfalseZ|D ME HHEO| EA8HELIC.

|:k|| I

Visible if & Disabled ff 40| M 0248 R T EHAIE ASSHH AEX Lol M5t 8
L SEHHE AIEX QIEH|0|AE M50 OHE 2| 0| ALS RO A EC} 2hASHE| T gEddo| &2
482 M3E = A&
07| M ##AM 2 true EE= false2 HItEl= B2 EFHAIQILICH
od Al
{{ui.textInputl.value === "" ? true : falsel}}: The component will be Disabled if the
textInputl component's value is an empty string.
{{!ui.namelnput.isValid || !'ui.emailInput.isValid || !ui.passwordInput.isValid}}: The

component will be Disabled if any of the named input fields are invalid.

ZE[O|LA ellolokR

ClojofR S8 FH 24
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- A gj|o|o}2:0] &ilojot2
0]]0]
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- djlojor:0| BflofotR2 2EIX E= QAE B ol 72z HEELICH

Orientation( 2! &)

. $£.0|fojolRe EBHIX F= QA E CHel #of £To = MadshL|ct

« MZ:0|dojolRe EHX F= QA E CHQ o MEE MHEEHLC},

. OIZIQI BHZ-0| Y|O|OIR 2 RBEHIX L= QAE 722 MSHK|T QAT AR 7t58 LHIE =1}
StH ClE &2 e{ZEELICH

X424

o=

e 2% FEHRX L= QAE TN @A0| 21Z0f MHadghLct.

. Center: 74 24 LM 2EHIX F= QAE 722 S0 b x|EL|Ct
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Width £d2 71d 49| 7t2 37|18 XIEHLICH &9 HE|o|H EEE A8 7tsE S¢S 7IEL=

T 49| L{H|E LIEILHE 0%~100% AtO|o| M2 & ZI2 2=2dg &= JU&LCh.
Height

Height £482 78 42| MZ 3 7|& RIFELICH "auto" 2f2 2H= = A8 7ts8 SZtol et
T8 A0 £0|E S22 ZHELICL

Szt ZZhol el 7 oA o] 28X e @A 7H ZHH 0| 2™ ELICH opx(ZHE 812)0ll A 64px
| X

29| AX| Atole] S7HE Mo{FLICH Opx(THE =)0l M
A& LICHO: 4px, 8px, 12px B).

olz{gt 0lotR A2 T4 24 Lol 2&
|

= =&
Aol 27, 7H2 U AIZS 22 MoiE £ 2= KNS A

CIOJE 71 d 24

ol MMoMHE E|O|E, ME HE, XX, XA L HEY| T QA E EE 50 ofZ2|7|0|M ARLC|IL
01| M Arg‘* T e CHYE CIOIE 7+ @A E CHELICH O|3Et 74 @A = oHE2[F0|M LHoi|M
CIOIEE EA|, =& & Z25t= o AFSEILICH

EO|E M @40 &t E

| Z &= E|0|'=' Aol Ol|O|E{7F E AIELICE. ClO|E{H[0|A L %% =3
% 0|1 easy-to-read YA Z EA|5tE O AFS ELICH.
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« W] EAl0] E28 Z4ststH B0l ol LI LH7| S440] Z7tElof AL RI7F Csvet 22 o
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« {{currentRow.productName}} $4Zi &o| M|Z O|F§ =2 EAIFLICH.

« {{currentRow["Supplier Name"]}} X &O| SZUXl O|E S EAIELICE 07| & 3l
£ #aan #rdLct

« {{currentRow.orderDate}} Al &o| =& IME ZE AIFLILCE.

26t™ ID tablel# #### ###
4 R HEE B R BB BH A #HE B 4. tablelS E1IOI% M A0 AXN IDE HRT
columnNameg X 35lg{s €Ol O|E2 2 HtELICE

O Al

« {{ui.ordersTable.selectedRow["totalAmount"]}} ID ordersTablel} &7 E|O|S 01l A
S4RH MEHSH "o| & 2 MHS F AIFLICH.
« {{ui.customersTable.selectedRow["email"]}} ID customersTablel} &7 E| O[S0l A

FRY Mgt ol oY FAE EAIBLIC

- 1=

o
>
—_
x
gl
ok
0%

« {{ui.employeesTable.selectedRow["department"]}} EllO|E0IAM o &M

E ID employeesTablelt &7 E A LICE

of: AFSAH XIE & 4

7| IH|0|E-| &, AtSs £ EEHA0|M HHetE HIO|IEE 7|Ete 2 H|o|E0l| AFE AL XIH ¥ Ft
& 4= U&LICH 7|E Y 2t JavaScript EFHAIS AIE5H0 A P2 MAE £ &Lt
of| Al

« {{currentRow.quantity * currentRow.unitPrice}} =& L Q| 7} ¥E Z35t04 & 7}

AE EAlst= M &S d-efLCh

« {{new Date(currentRow.orderDate).tolLocaleDateString()}} FE dWE o 27| 4
2 gAlo2 EAIStE M|l 42 MAELICt

 {{currentRow.firstName + ' ' + currentRow.lastName +
currentRow.email + ')' }} Z &o| ™A o|F1} O|HY FTAE EAlSte Ml &S MMeL

Ct.
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of: & EA| &L AR A XI7H:

o DiZ ol L= E AR50 B[01E U L value BEO| EA| 242 ASKE XIHE 4 &Lt oA
SHe4 EAIE CIOIE{Ol ALSRE RIS BAI KIH T HES M8Y + AsLIC
N

* {{ currentRow.rating >= 4 ? '##'.repeat(currentRow.rating)
currentRow.rating }} Zt &2l & &[S 7|¢t2 2 &H O|2E|ZE EAIFLICH
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« {{ DateTime.now().toISODate() 1}}: &M 74 QLA AISE = UL E & LWE YYYY-
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e {{currentRow.colName}}, {{currentRow["First Name"]}}{{currentRow}}, EE&=
{{ui.tableName.selectedRows[0]}}: & & LHOIM & =& &o| ZHAHAEE HEFLICE.

S3tE AHE304 App Studiod M MEH & 2% 2l Zredg =
SIAE ALE5t04 HIO[EE ®Elst 1, S8 ¢S ddgstn, o|H Bl 2 E SHE =

Zi
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S3t mhEhOlE AMA
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{{params.parameterName}}: Ul 78 @A == J|E} AAMM AISSIE MEE 212 &R LICH
0 & E0{= Ipet= mh2tO|eHE = {{params.ID}}EfLICt.

AtSE mhetole =%

x

JavaScriptE At&sto{ AtS2 Ttet0EHE =&Y & QU&LICH O o & HZshM 2.

« {{params.firstName}} {{params.lastName}}: Lt2t0|E{Z2 MG E 7t AZGELICEH
« {{params.numberParaml + params.numberParam2}}: & 7HQ| ==X} utz}O|E{E FI}IELICTH

* {{params.valueProvided?.length > @ ? params.valueProvided : 'Default'}}:
I2FO/E{ 7t nullO| Lt HO|E|X| f k2 0H Z0[7} 00| Ol X| = QIEFLICEH true@! B¢ MBS E 22
ArEstn, JHX| o™ 7|24 S d-ELc

« {{params.rootCause || "No root cause provided"}}:params.rootCause It2t0|E
7} false(null, undefined E= Bl 2XtQ)Ql B2 M3 E 7|22t 2 AAEFLICH

« {{Math.min(params.numberOfProducts, 100)3}}: Zt2tO|E{ ZtE ZICHZL(Ol B )22 A&t
gLictioe.

 {{ DateTime.fromISO(params.startDate).plus({ days: 7 }).toISO() }}:
params.startDate Lt2}O|E{7} Q1 B "2023-06-15T10:30:00.0002"0| EF1A2 A|ZF
M1FU F0| SM"2023-06-22T10:30:00.000Z2" 2! 2 HIHEILICH.
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1. SYE At S3 LI M O™ RtS3H B A o Aol BF AM[A S+ U&LICH

2. actionl Y action2et= HYO| =MOHE U= BR actionl2 ADE HZEZE == CH
action2= OBt HMAE = Q&L|Clresults.actionl.

3. 0|= 2210|91E & o HE =L} 0 & S0{ InvokeAutomation XS AFR
stod At S3HE EE|Hsts HEO| /e EULICH I3 ChS xt&stof|M ol PDFE
EAMNElE AR A2 Run If ZHSZ EM HHAHE £330 PDF F017t /= HO|X|2
results.myInvokeAutomationl.fileType === "pdf" O|SE& = U&L

ChE S 50i= results HIYAHO|AE AL 304 0| 2ol XtS3t Antol| HMAsHE 20| £

g zlo] A&LICH

« {{results.stepName.data}}: stepNameO|2t= A+S 3t EtH 0| A CI|O|E{ i S ZHAAEHLICEH

nllo
M
z
g'l_-
-
[ul

« {{results.stepName.output}}: stepNameOl|2tE AtS & B &2

AHS 3 CHAlo] ol AMASHE YHS S SBI HrEtEls Clolefol nfet HabEiLIc Shedntct
44 & GlO|E TAT} CHE 4 UBLICH CHES ¥ 7Hx| YErsel oimleiLict

- ClO|H 2ldo| ZRE AtE5to] HHEtEl O|O|E{ HHO| HMAE = A&L
Clresults.stepName.data.

- API 3 & 0| ZRE A83l0{ SE 220l HMAE 5= &LICtresults. stepName . body.
« Amazon S3 0| AR E Al25l0o{ ot ZEIx| WMHAE £ &L
Clresults.stepName.Body.transformToWebStream().

Hhetz|= CllolE{ o] HEHSt results HIHAH O[A LHOIA HMASHE BHE OlaistedH AFE &2
EY Y f0 cigt HBME HZstMR. oS S50il= & 7FK] o 7F 23 E[o] /&LICH

* {{results.getDataStep.data.filter(row => row.status ===

"pending").length}}: getDataStepO| C|O|E| &2 HHEE Bt2t5l= Invoke Data Action
&8 2dol2tm 7HEEHHO| A2 oEf TWETJIt 22 P X 36t 5 O|0|H Hi¥ S EE

Zpendingst HE{ZE HiF | Lo|(7H)E gretE LIt Ol §78 z=7of el Clo[EE # el
Hut MElste ol 8 + U&LICH
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« {{params.email.split("@")[@]1}}: params.email Tt2t0O|E{0] OIIHIOE' FAIEEEBR
Ol £3HA2 @ 7|2 0iM EXAIEE BESIT @ 7|& ool /Y= B ES HHetsto] O|HY FL0| AHE
X Ol RE2 Mo ZE FEFLCH

« {{new Date(params.timestamp * 1000)}}:0| E3AI2 Unix E}FJAEH T u}lZ}0O|E]
(params.timestamp)E 7tX 2} JavaScript Date ZHX| 2 B4EHELICH EFARHT
Mot 2 EfUABIZ 0] 10002 =35+0{ Date MAXI7} of & 5l= ARl LE|x2 H
Sl Em L AlZE g2 M85t ol R 8 = JU&Lct

« {{results.stepName.Body}}: StepNameOIEP'_ Amazon S3 GetObject AHS3} & .='|'9-
O E3dAl2 mted ZHXE HMSIH, 0| L& 2 O|0|X| EE= PDF 042t Z2 Ul 4 240iX
ME DS EAlStE Ol AA8E = UELICH O] EFHA2 M 400 AL E XS5} XPOS

240/ A FAdsHoF BHL|Ct.
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Aot A58 SAlof Clo|lH AM == A™E 2=5HX| Rtod Elo|Y EA|, 2F X of| & x| Z &t
SEo| gdg + A&LICH AR Eto|Y EX|E mtetstn 2 A€ (2™ App Studio OE 2|
7lol Mol 2t ohE™o|n LehE AAEA BHE BHE + A&LITH

= IR A EXlE oS 2 &L

1. M EtO| Y BE: CIOIE] 74 247 HOIE] B4 44T YRISHR| o & ME HCHYE|0f AlZHH
Ul EE QR WY £ YaLiC

2. RSt A EHO|Y: T4 QA7 2EIS| REEY| Mol &S5 A0 SR Elo] HEtY A o
7h W AE 4 Lt
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- FEN HUE DN HEE EAStE TR HE 4 24 (customerDetails) LT,

O| O Z2|70|M0f|= orderDetails M| HE 4 QAN CIS ¢S FHE F 719
LIC}.

]

E7F

o>

// 2 text fields within the orderDetails detail component

// Info from orderDetails Component
{{ui.orderDetails.data[@].name}}

// Info from customerDetails component
{{ui.customerDetails.data[@].name}} // Problematic reference

O| oMol M= orderDetails 4 247t customerDetails 7+ LA 9| H|O|E{E & X 35tof 1Y
O|& € EAlIst24n A= ELICE Ol #4 orderDetails 247} HIO|E{E customerDetails 7+Xd
Q7| Hof| HIHZE = 7| fFE ol EX7F ElLIC customerDetails T+ 24 HIO|EH 7t 2717t
K|QAE| Lt AIHStT 74 orderDetails 40| 2 X5t HL 2 E HE 7 EA|ELICH

CIOIE S48 2 Eto|d 2% Abal
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1. ER U AR T4 48 HCSHAHLE AR THS 3R] 2013t ZRoligt GloIEIE E AL
Ot ZZES M 5t0d GIOIEIE EAISH| ol CIOIE] 28 042 & SHoIstch C}g 2E £Ze
ZHEQ| o E Eo{ELICH.

{{ui.someComponent.data ? ui.someComponent.data.fieldName : "Loading..."}}

2. 519 74 24 7HAlE ZEl: Io|E7F EEE|7| ™ol 5t 74 248 HHZSH= Stepflow, Form
L= Detailtt Z2 78 249 B2 519 +48 QA9 7HAIEE =852 MdEELICH & ZE X
Zte 49 74 24 HOE 7H24E JlHoZ JtAIME MEsHE o8 EoiELC)

{{ui.parentComponent.data ? true : false}}
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EX|X| 8 M &S AL XIEE EHQ) £ = URLs(Amazon S3 HHZ! Z 8o AMPH {8 &l= 2EIX
Hot 40| U&LICH 40| Amazon S30i| A E YEEE = Ues THRIE XIHE =& A&LCH
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o EZHY AA: ol oY L iframe(0d: CHEtE 28X EE= PDFs)8 ECE = U= ZHIQIE
E[ste ol AASELICH o]l dH2 02 74 24 = o 2laa0 &2 ELICt
* iFrame 2HIE T4 24
- PDF R0{ M8 24

- O|OX| &2A: 40| O|OIX|E ZEE £ QU= THRIS #aElsts ol AFSELICE o]l 8™ 2
T A TE N 2lAA0 gEE ELICH
« OH 271 Al HiLH
- O|O|X| Ro{ 7 24

« AA A MOl Amazon S3 A E UZEE £ Qe THOIS #EI5HE ol AFRELICH

4. Z ™ol s ESCHR0M Hote dYES MEIFLICEH

- I E frames/images/connections AtEt: O|C|04(0[0O|X|, Z &), PDFs) &= Amazon S30i 4=
C& K E Z=5HX| OIMI2.

- I E frames/images/connections §1&: Z & T HIQIo| 2 E O|C|o{(0|0|X|, Z&|, PDFs)E 2
E&HL ZE ZH Qo CHEl Amazon S301| ZHA| YZ=E & LICH

- 5™ L0 5{&:0{A O|C|o1E EE5HLE X|IHE =H|@lof DIC|o{E HYEEE £ JU&LICEH
EHQ = URLs2 SHe 2 FEE B34 S5 2 X|HELICH 047|M dLEFIE(*)E ot
EHQL ZAE FAEE XE HE0| AISSto ZHo| 2E B ZI0o| fE &S LIEHE = A
&LICH & X|™H6HH httpt YxIELICthttps. CIS S 20l &8 =9 of 7t & /o]
A&LICH
+ blob:: Amazon S3 HHZ!0AM &= BtEF C= Amazon Bedrock0Oll A 244 El o|O|X|2F Z 0| X}

| H|O|E{E 2= &Hst= 2= BLOBI L x|&HLCt.
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mO r|0|-
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M3z E3b 25t04 2 oi M gHEtE|= Tt C|O|EH & 5{& 3t of &L
Ch E54Alo| QI 7=l-<,>-o+|EE oiC||o|E*&HoF &L|C}. * blob:

|_I
(@]

O'
>
L
i
H

« http://*.example.com:Q| 5t¢ THIQI0IM ZESIE{E ZE ATt YXIEL
Ctexample.com. https ElAAQIE YUX[ELICEH

* https://sourcel.example.com https//source2.example.com: https://
sourcel.example.com & RF0M ZES 2 {E 2 E At YX|ELICEH https://
source2.example.com
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« https://example.com/subdirectory/: 5t% CIHEZ| CIHEZ|0|H TtUE 2=
stede 2 A= LX|ELICH 0 & £0{ https://example.com/subdirectory/
path/to/file.jpeg®LICt. o LUX|5IX| t&LICthttps://example.com/path/to/
file. jpeaq.
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E Ao{HRI7| I E0i App Studiotd| 22015t WS & D& = &LICH

2 YEH: IAM Identity Center QIAEIA 210| App StudioE A& [l IAM Identity Center AF2ALE
Mt o AFSE o|H Yt ALE X} O|F O] ZF AFS KA MBEIRELICH M3 E 2 olHY =4
ofl IAM Identity Center 7t 2d ZZCHE O] Z & El O|H| Y O| S EIRAELICH & AL At ZOHE T3
1 |AM Identity Center At& Xt X}Z4 ZHol| CiEt 5 & d4daliok g LICt O Ctg 24 AH8 XK= IAM
Identity Center A& Xt Ol &S & AF& 304 App Studio0l 22218 &= /& LICt.

0
-

A7 EHE olo| Ms

2 A835I04 AF8 X} O

HEl < 22IXof| Al IAM Identity Center 2

St AFE Xt IEOIL 0
I§2 21 E MHEst =S & sloF gfLich

325t74L

[l EZ
K

foi  M[m
A

A
=
=

_I_

>
©

©

2
C

S
@)

i
i
el
>
>
I
fo
10
3
e
0z
I
C
o

System error. We encountered a problem. Report the issue and the App Studio service
team will get back to you.
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We apologize, but we cannot proceed with your request. The request may contain content
that violates our policies and guidelines. Please revise your prompt before trying
again.
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Ct& Fet &/ 0|2 2|7 EEE|X| 2f&LICH Your app failed to build
and cannot be previewed
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AWS 2|3 H3: AppStudioServiceRolePolicy
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 secretsmanager - App StudioOl M E2|5tE B2l 2ot ¢t & My, 2l7|, ool & AFX|E
LiCt.

« sso-OEEA 0| QIABIAE HMBL|CH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AppStudioResourcePermissionsFoxCloudWatch"”,
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/appstudio/*"
]I
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
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"Sid": "AppStudioResourcePermissionsForSecretsManager",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:DeleteSecret",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecret",
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio-*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"IsAppStudioSecret"

}I

"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}",
"aws:ResourceTag/IsAppStudioSecret": "txrue"

"Sid": "AppStudioResourcePermissionsForManagedSecrets",
"Effect": "Allow",
"Action": [
"secretsmanager:DeleteSecret",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecret"
]I
"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio!*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}",
"secretsmanager:ResourceTag/aws:secretsmanager:owningSexvice":
"appstudio"
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}
}
},
{
"Sid": "AppStudioResourceWritePermissionsForManagedSecrets",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio!*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}
}
}I
{
"Sid": "AppStudioResourcePermissionsForSS0",
"Effect": "Allow",
"Action": [
"sso:GetManagedApplicationInstance",
"sso-directory:DescribeUsers",
"sso-directory:ListMembersInGroup"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]
}

AWS 2|3 2ol Ci$ App Studio ¥HI0IE

O| MH|A7} O|eHEt B8 Ate 2 FH5H7| A|&HE O|F 5 E{ App Studiol| AWS 2/ HA UH|0|E
off CHEH M8 HEE FLICh

ol-= -4

AWS Z 2|3 M 263



AWS App Studio Add a permission2|

HE ME Date
AppStudioServiceRolePolicy —  App Studio=MA App Studio  2025'A 3& 14
7|& E2of Cigt YdIo|E Hol" 2ot S E #El"

A M HetE FIIEGLICH

AWS Secrets Manager.

App Studio0l|AM HE AR F App StudioZ7t AWS 2|8 8 20244 6% 28
 AlF Hof| CHEF HE At FHE Al

S|
AgigLch

App Studiol| MH|A 17 &

App Studio= AWS Identity and Access Management (IAM) AMH|A 9173 o482 AL ELICH MH|

A 14 HJY 2 App Studiodl| 217 AZE n7E Rl IAM AE ALICEH MH[A 44 A2 App
Studio0l| A AHH Holstd MH[ATH AL RLE CHAlSHO CHE AWS MHIAE E&sStE Ol 28 2

LIQS HEt2 £502 FJIe LRI Qoo 2 MH|A 917 2482 AF25HH App StudioS o £/
MME = U&LICH App Studio= MH|A A4 g o| HetE HolstH, ¥ el Holk|X| o2 § App
StudioDt SHEH QI8 £l8t 4 Q& LICH HMO|El Hitolls AlIZ| MAHnL HEt 20| & E|H o] HEt
MA2 CHE IAM E{E|of 1ZE £ gi&LICt

A 2t 2[AAE ATK|EH OB ME[A 648 JE S K" = U&LICt o|FA 6tH 2|40 O
gt HAMA HEHE A2 WMHE £ 17| WE0 App Studio 2[AA7F 2 ELICH

LHE

» App Studio0i| CHEt MH[A 9473 o3& #HEt

« App Studio0i| CHEF MHH|A 9474 47 M4

« App Studio0i| CHEF MHH|A 9474 47 HE

« App Studio0i] CH8H MH|A 9474 o4& ALK

4 g 264


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

AWS App Studio Add a permission2|

App Studio®| CHEH AMH|A 947 o5t &t

App Studio= Bt= AMH|A 044 &2 AFE R LICtAWSServiceRoleForAppStudio. App StudioZt
MHIAE XISXMo 2 #E[StD oHEE|7H 0| 75 e E2 ®X|ste O 2R AWS MH|A @173 g
dL|Ct.

=

AWSServiceRoleForAppStudio AH|A @173 &2 appstudio-service.amazonaws.com Af
HIABH AZ|5HE CHE A2 HX S AFSELICH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appstudio-service.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

OlA| 1: AL XF7} App Studio QIAEIAE MHFEE 5

M

CHS oX[ol M= 4E 0| App Studio LAEIAE HHSIEE 518st= A4 538 7(gh HHE HoiEL

CH.

JSON
{
"Version'":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"appstudio:GetAccountStatus",
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"appstudio:GetEnablementJobStatus"”,
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"appstudio:StartRollbackEnablementJob",
"appstudio:StartTeamDeployment"

1,

"Resource": "*"
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{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"appstudio:*"
]I
"Resource": "*"
H
}
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Mozilla Firefox: OHZ2[#|0|M2 D|2| 224 M8 S Firefox Settings > Privacy &
Security > Enhanced Tracking Protection® ¥OIO|ERLICtCustom > Cookies >
Cross-site tracking cookies.

MacOS& Apple Safari: O Z2|7|0|ME L E=5t7{Lt 02| 22t d S "I HetefL[ClSettings >
Privacy > Prevent cross-site tracking.
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