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Database use cases
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"Effect": "Allow",

"Action": [
"dms:DescribeFleetAdvisorCollectors"”,
"dms:ModifyFleetAdvisorCollectorStatuses",
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<ip_address>£0|M 7} X2 £=E7|9/ IP FALICIMO|HMEE|A =E|7| HY 3,

2. Agentless Collector0i| A S HMAE [} AZFSH7|E MEAELICH O™ Ot 2215 2t= HIAX]
7t EAIELICH

Agentless Collector Z2&0]| M5 HMAstE B2 TS 27 ELUCHHO|MEEA 7| 74 O
x| tom 2ozt EAELICHO|MERIA £EI7| CHA|E =

7| 2&0 AMA 37
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ofo|FMEEIA £E7| #4

Application Discovery Service Agentless Collector(Agentless Collector)= Amazon Linux 2 7|8t 7}&f
HAVM)ILICH CHS MAMof A= Agentless Collector 22 2| Agentless Collector 743 I O| X[0f| A &=

7| VME Fdste YHS dYELICH

oo|TMEE|A #=E7| 7 HOIXK[oAM = &7 VME T d5tedH

1. #E7[ol§o +E7|E AEE o|F2 LUHTLICE o|Fol= SHo| & E &+ UX|T &= Xt
£ X E + gLt

2. OlolE S7IztollM =77t AAet HIOIEE = 4E Ty AE2 2 X|IEE AWS AE IAM ALS
Xt AWS MM A F[ot Hot 71§ URATTLICEH IAM AFERES| @7 AtErol| CHE REMIEH LHE =2 A

Mg & Z3tMI 2 Application Discovery Service Agentless Collector Hi ..

a. AWS access-key0ll CHAF AWS HIH O 2 X|HSIEIE HIH IAM AL XL| HAMA 7|2 2245

L|ct.
b. AWS secret-keyll CH& AWS HHO 2 X|H5t2{E HE IAM AL AHQ| 2ot 7|18 U248
Ct.
c. (M ALE) HE/IAM ZEAIE AME5t0{0l| HMASHO Ste AR ZEA| SAE, ZEA|
ZE QI MEiMo 2 J|E ZEA| MHE QIE5te ol 28 At S-S AWS gLt
3. Agentless Collector & £ 0i X Agentless Collector0i| CHEF HMAE QBsH= O ASE A4S E M
Hghct.
- AE5E NAEKE FEELICH
- 25 £ 8~64Ktoqof EHL|C}
- A& ZZo|ohg Ul 7K HF | EXHE |4 1AM Z o FLCt
- &AERHa~z)
- CHEXHA-Z)
« ZTXH0-9)

. A=K7t ob 2RH@$H%*?8,)

@$!#%*?& 0|2|e| E+ EXE ZEE + &L

a. Agentless Collector & 01 %!
b. Agentless Collector &% RHQl=4

o
= T
Z|EF Mol M 2to|MA AHekS el&LIch =2

B

=&7I 74 38
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5. Agentless Collector0i| CH3t A& UO|O|EE & A35tst2i™ 7|EF %0l A Agentless Collector At
S Aolo|EE MEdEFLICE o] &QlEhg MEHSHK| ofoHof MHE CHZ Agentless Collectors

S22 Yol|o|E3HofF & LICHApplication Discovery Service Agentless Collector =& 4|0 E..

6. T8 XS MEELICH

CHe FAOIME MEis] 77| T4 Shedoll Cha ABELICH

MER] 4 2

« (MEH AFEH Agentless Collector VM2 T IP FA £

o (M= ALEH DHCPE AHE3510{ Agentless Collector VME E XA
« (MEH ALE)) Kerberos Q15 Z2EE 74

(A4 AFE) Agentless Collector VM| L IP =4 T4
Ct= EHAHI0l M= Application Discovery Service Agentless Collector(Agentless Collector) VMO CHEF

IMIPFAE FASHE UHS MHEELICH S M50 5% SAE T T2 EZ(DHCP)S At
25t E £Z7| vMmo| EEL|C}

(@ Note
OoIMEE|A +=&7|= IPv4E X|ZELICH IPv6= X[SHX| E&LICH

Agentless Collector version 2

ZE7| VMO CHEt 1™ IP FAE 7 M5HE{H

il
C
ful

1. VMware vCenter0i M C}& HELXT HEE =%

eS| A - MEYIo| MEE|XK| ote P TAQLICE 04: 192.168.1.138.

« CIDR Y'OIA 3 - CIDR 4O V\ELE 7K eed™ £El7| VME 5 AEISH= VMware vCenter
SAEO[IP FTA MY E =QIFLICEH of: /24.

. 712 AOo|E9 0| - 7|2 HOo|EH 0= 7}7(4OE4'3=| £El7| VME 3 AEIStE VMware
vCenter SAEQ||IP TA MXE &0I5FL|C} 0f: 192.168.1.1.

- 7|2 DNS - 7|2 DNSE 7tXMtiH =&7| VME EAE 5= VMware vCenter EAE 9| P
FA MHE &lghLct of: 192.168.1.1.

(MEd ALEh =TT vMel D™ 1P FA 7Y 39
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o (MEH AHE) EZX DNS
o (ME4ALEH) 24 TH Q! O|& - O|FA st =Z!7[7F =2l 0|& 810] vCenter A E URL

e

2. C}Z oAt collector 20| =&7I|2lVM 2&E2
QlgfLict,

username: ec2-user
password: collector

3. #4174 {00l CHS B U4sto] YIEST QBB O|AS HIRASHBLICH

sudo ip link set ens192 down

ChS EhAlof et QIEH oj& 8 E Uolo|EF LICH

a. LCIS HABES ALE5H0q vi WEI 7|0l M 10-cloud-init-ens192.networkS 3L |C}.

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. CIZ oAt Zol HESZ & =& BAHM &gt S22 22 Yool EFLICE.

[Match]
Name=ens192

[Network]

DHCP=no
Address=static-ip-value/CIDR-netmask
Gateway=gateway-value
DNS=dnsserver-value

5. Ct3 BrAlof et =M@l ol& AIAEI(DNS)E Yolo|EFLICt

a. LCIS HABS ALE5H0q viollM resolv.conf IS 9L|CH.

search localdomain-name
options timeout:2 attempts:5

T %5 E ec2-user AIE25l0{ 2 21

(ME M) =ETIVvMel - IP F4 7Y
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nameserver dnsserver-value
CHS oMol E HEIE resolv. conf ItUE Eo{FLIC
search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1
6. Cie B2 Usto] LIEST ClEimlo|AE BasteLIC
sudo ip link set ens192 up
7. Ct3 ofxet Zol VvME RHE &g LCt
sudo reboot
8. CIZ CHHE ArE5tod HESIT M™ES &elgLct
a. C2 BHS U504 1P I 2HIE27A 4 Elo] JU=X| &elghulct.
ifconfig
ip addr show
b. CIS HHE L=i5t0{ HOIERO|7 SHIEH FIEIR=X| = e LICH.
route -n
E£32 Ol 32 oiX[2F FAFSHoF BLct.
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use
Iface
0.0.0.0 192.168.1.1 0.0.0.0 uG 0 0 Q@ etho
172.17.0.0 0.0.0.0 255.255.0.0 U ] ] ]
docker0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0
c. CH3 B Y=1st0d T{E 2 URLS ping®t 4 R/EXI 2elgrLict
ping www.google.com
A FEZIVME TH IP FA Y 41
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d. CIS ofxQt Z0l vCenter IP FA EEE= SAE 0|2 pingE &+ U=K| &QlgL|CH
ping vcenter-host-url
Agentless Collector version 1

&7 VMol cHet 1™ IP FAE T otedH

VMware vCenter0i| M CI2 W ER3 HEE & &Lct.

—

« HHIPFA - MEUIO MBEX| 2f2 IP FALICH 0f: 192.168.1.138.

. HEQT 0tAT - HELT OlAZE 7}MetddH £ &7 VM S AEISHE VMware
vCenter SAEQ| IP A MMHE =olghLCt. of: 255.255.255.0.

« 7|2 HOIEHO|- 7|2 HOIEHO|E 7IXMe{H =&7| VME S A= VMware
vCenter EAEQ| IP A MH™E = QlgfLICt. 0d: 192.168.1.1.

« 7|2 DNS- 7|2 DNSE 7tX2e{H =&7| VME EAEISE VMware vCenter ZAE Q| |IP

=
- (M= AMEH 2 DNS
o (MEHAE) 2ZH ZHIQIO|F - O|FE A 5tH =&7|7F =2l O|F 910| vCenter EAE URL

2. CI=2 X2t collectoxr ZO| £Z7|ISlVM 242 Y1 U5 E ec2-user AI25l0i 2 21
QI Ct.

username: ec2-user
password: collector

3. A EDIEol ohs BEE U360 HER R QIEm0|AE HIE E3tErLCH

sudo /sbin/ifdown eth@

CHS EHA|of 2t QIE{H| 0| A eth0 A YOOI EELICE.

a. CHS BHS ALE5t0q vi TEI 7|0 M ifcfg-eth0S IL|Ct.

sudo vi /etc/sysconfig/network-scripts/ifcfg-etho

42
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b. CtS ox[et Z0o| HERHZ & +& EAMM &5t HE= ClEm oA
Eghct

DEVICE=eth0

BOOTPROTO=static

ONBOOT=yes

IPADDR=static-ip-value
NETMASK=netmask-value
GATEWAY=gateway-value
TYPE=Ethernet

USERCTL=yes

PEERDNS=no

RES_OPTIONS="timeout:2 attempts:5"

5. Ct3 BrAlof et =M@l ol& AIAEI(DNS)E Yool EFLIC

a. CI= BWHE AF2510q viol M resolv.conf TS dLC}.

sudo vi /etc/resolv.conf

b. C}2 B2 AL26104 violAM resolv. conf TS YO O|EEFLICE.

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

CHS oMol ME HEIEl resolv.conf IS Eo{EL|C}.

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. CtS BES U™t HELR A IHHO|AE Ed=HELICH

[= N
sudo /sbin/ifup etho

7. CFS oxet ZolvmE MR LI

sudo reboot

8. CtE EHAE At8stod HERIR d¥e &elgfuict

(MEd ALEh =TT vMel D™ 1P FA 7Y

— =
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a. OIS BHES U™stof IP =47 SHEA FHEl0] [J=X] &l
ifconfig

ip addr show

b. O BEZ =5t0{ HO|EH 0|7t 2HIEH FILEIRA=X| ElF LIt
route -n
E32 CtF oKt At oF &Lt

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0 0 etho
172.17.0.0 0.0.0.0 255.255.0.0 u ] ] ]
docker0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0
c. L3 BYS U&stod HEZ URLE pingd &= U=X| =QIFLICH

ping www.google.com

d. CtZ ofx|2t Z0lvCenter IP F4& E= ZAE 0|2 ping¥ = U=XK| EQlgLCt

ping vcenter-host-url

(MEH AL DHCPE A 35104 Agentless Collector VME 2 A M

-

CtS A0 M= DHCPE AF8 3= S Agentless Collector VME A7 5HE W

Agentless Collector version 2

DHCPE AI8StES =

A

7IVME FgstedH

1. A EOdoM CHE BE S Adstod HER R QB 0|AE HIE E3terLICH

sudo ip link set ens192 down

(=4 AHE) DHCPE AFE3to 77| VME 2 R 44
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2. Chg Aol et Qe olA T dE HololEFLICH

a. LCIS M2 AF2510q vi HEZ|0|M 10-cloud-init-ens192.network It 4L

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. ChZ X2t 20| gt Uoo|EF LICH

[Match]
Name=ens192

[Network]
DHCP=yes

[DHCP]
ClientIdentifier=mac

echo "" | sudo tee /etc/resolv.conf

4. Chg BEE U™oto] HER A QIEH0|AE EHSHELICH

sudo ip link set ens192 up

5. CtE oxet 2ol =&7|vmE M L/cH

sudo reboot

Agentless Collector version 1

T

DHCPE AIS3HZ & £E7| VMS P A5H2IH

sudo /sbin/ifdown eth®
2. Ct3 EtAlof et HESZ #+42 Aol EFLICEH

a. CIs BHS AB3I0dvi HE 7|0 ifcfg-etho IS L|CE.

(M= %) DHCPE A8 310 2 571 VME 2 Mas



MH|A
sudo /sbin/ifdown eth@®
OlMQt Z0| ifcfg-etho mo|Zt2 YUolO|EFLICH

L

AWS o Z 2|70l

b. CIS
DEVICE=eth0
BOOTPROTO=dhcp
ONBOOT=yes
TYPE=Ethernet
USERCTL=yes
PEERDNS=yes

DHCPV6C=yes
DHCPV6C_OPTIONS=-nw

PERSISTENT_DHCLIENT=yes
RES_OPTIONS="timeout:2 attempts:5"
3. CI3 BHE =450 DNS MY S "MLt
echo "" | sudo tee /etc/resolv.conf
4. Og BPES =50 HERZ QIEHO|AE M ELICH
sudo /sbin/ifup eth0
5. CtS ofxet Zo| £&7| VM AMEEFLICH
sudo reboot
(MEH ALE) Kerberos 918 ZE2EEZ 7
OS Mt 7} Kerberos 015 ZT2EEZ2 X|5t= BRO0| Z2EZE AF25104 Aol 94Z23E £ QlaL
Ct. 0| #| 5l24™ Application Discovery Service Agentless Collector VME T 433l of &fLIC}
Ct= EtA| A= Application Discovery Service Agentless Collector VMOI| A Kerberos Q15 Z2EZ2
2 Fgste de dyELct
IS ZEEZS FH5t2{H
E719lVM 2£8 Y1 &5 E ec2-user AHE35t0{ 2 20|
46

7| VMOI| A Kerberos
CtS of|X|2t collector ZO| £

grLICH

&) Kerberos 7

(M= AL
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username: ec2-user
password: collector

2. /Jetc EHO|M kxrb5.conf 74 IY S YLICH CHS ZE X E AFE3510{ O] 2t 2 e =+
olaLCh.
AA =

cd /etc
sudo nano krb5.conf

3. O3 HEE krb5.conf 74 TS |0/ EFLICY.

[1libdefaults]
forwardable = true
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h
renew_lifetime = 7d
default_realm = default_Kerberos_realm

[realms]

default_Kerberos_realm = {
kdc = KDC_hostname
server_name = server_hostname
default_domain = domain_to_expand_hostnames

[domain_realm]
.domain_name = default_Kerberos_realm
domain_name = default_Kerberos_realm

Us MYt HAE HETY|E S=ELCH

b
4. CIS oMe Zol=&7IvME X

sudo reboot

z
1z
Pl
00l

&) Kerberos T 47
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Agentless Collector HHE{Z 0| =& 2 & AIE

HESID CloE| +7 DES AL 5HEY 2 L0l HolE ME{Q] Mi 2t B4 4S HAY 4 AUsL

Ct. ol HE R A O|E{= ol Z 2|70l 0| M zHoll S 4l5t= & Alod CHE 7HA|E 2 M3 35t04 OFO|2
glo|Md A =g 7t&Et LIt
Network Data Collection 2 & VMware vCenter 2 0| AlE5l= AMBH{0] 123511 sHE AME{e| AA

PO A CHAY IP/ZE ERfElo 2 BA9gtLCt

=M
- HEHI OOH sE 25 4%

- HESI oI =& Al

« Network Data Collection & 2| At AEl

HELI Co[H =& 28 dH

Network Data Collection 2 &£ VMware vCenter ZE0{|A 7} X2 M| QIHIEE|of CHEt HIELQA O
O|EHE & ELICt [MEtM HIEX I HIOIE =& 2EEE AE35tedH HX VMware vCenter 2ES A
MetLict X|E2 Chs FAe| XEE EAM L.

1. the section called “=%&7| H{ &£~

2. the section called “£=Z|7| 2&01 M| A”

3. the section called “=Z|7| F+44”

4. the section called “VMware Cl|O|E{ & 2E Al

HELZ HolH & ZES ddstti™

—

1. Agentless Collector CHA|2 E 2| H|E {3 H|0|E =& MMM HEXT A4 E7|E =g

Ct.

2. UHE3 o4 mo|X|o|M =&7| HElS MENEFL|C}.

3. A4 3YH MMM XY 5 MEE st |4 =AELICH ZICH 10712 A1 SH MEE =]
g £ U&LICH 2 EO0| Mol CHEt CIO|IEE XS &5t & | 2 Sst= AHE SH MEE
MEMNR 2E XA SHE ATELICH OHCIS Y MEE XMHE ST O|F AT 0iA CHA|
ALEELICH X4 5 Mo CHst REA[EH LE 2 MME B X SHM|Rthe section called “£ 9F QI
= AR
o = O

HESZ OB =& 28 AL 48
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4. OIO|E =& 7|2 d™E MMM M7t RHEEE [ Cllo|E] = &lS A5 22 A|RF5HE{H | O|E
=% A5 AlErS MEfEHLICEH

5. WinRM @15 ME MASHK| &2 B2 WinRM IS A A HIE S E MEHSHL|C.

6. XZH(Save)= MEHEILICE

£Ee 15%0tct Mol M S#EL|C X|IHE Mol Chet % Ao ME MEE 2240 My
010l Me 210l Sreleg MetgrLic

~

A4 XA

HotoIx M

- -

Ol

Network Data Collection 2 &2 WinRME& A& 3104 Windows AE{O{| A CI|O|E{ & =&l & L|Ct.

SNMPv2 & SNMPV3E A2 35109 Linux A{B{0l|A{ Cl|O|E{& £=Z&&tL|C}.

WinRM A}Z4 & &-

« CIS Z2 Windows HH2| AFEXl 0|1 S E R|™HELICE.
« \root\standardcimv2 Hl[AHO|A0| CHEF 17| VM A
« MSFT_NetTCPConnection ZzHA0] CHst 17| HEt

o Z|AFHO| B HEIS R ME MH|A AEHE MMsHE 2do| E&LICH

CHQ Z2|At EE= 24 A HHEE AFR5HK| OFAM|L.

« X E 5986(HTTPS)2 = =Z&|7|2F CHA Mu{ ZHod 424 QJo{of &FL|Ct.

« WIinRM QI&5 M HAE H|E 85K OFMI 2. WinRM @18 A AHoil CHEr RFAMISH LI 2 MMg 3t
X5l MI2the section called “WinRM QIS M 7 Al RAHxl| HHE Q15 X sHE".

SNMPv2 X+ S &E:

* 1.3.6.1.2.1.6.130]| HMH|AE £ U 7| M HRLIE| EXLEE A
« SNMPv32| 2ot 7iMo 2 218 SNMPV2SNMPV32E CH M5 = L|C}.
161/UDPE= +=%&7|2 CHA MBH ZHod| &2q Qloqok & LICt.

xE
- S&st 7[E0] ot ARLIE| EXE M E

OI-J

gLict* oD

- "HEE|" £ "Zito|yl"n 22 UEMQl EXE2 mgfLic

°
bl

FLIEI EXEE 23 ™E Al

HES OOl +8 28 AN 49
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© 1.3.6.1.2.1.6.130] HHAE £ Q= 17| M HEtS 717 ALK 0|8/ 3 L ol

—

=

F ZEE M3ELCh oD
- ZE 161/UDPE +Z7|2 CHAF M Zholl &iq Qlofof BfLict
- 2B W HE B o gyst
- YHF B Z2EZ ALE(MD5ELH SHA M3)
- T3 L4235 T2 EE MS(DESECHAES M3)
- QB YU HE B IR0 SHEH &E A
- DRE ALER OIF AHS(HE OIF ZSt7I)

. HOHOIE W M

. DEXH 5B MYIMoE A

. o PEK EE 2o 2E A8

. R BB ASY ZLIEY

. El4 HEH A2 2D TR 24 MR Roidn

HEZ CIo|E =& Al

M M7 AME|H 27| 2P A0 CHs = HE 2 AHd SHE A|TELICH 8717 |f&
A7 EHE M2 Fols T A1 UL ABHUL T 244 AnjshE £ 7| 308, 2412,
Azt 24 AI7t F0ll MEo] LIE9IZ! CIOIEIE +Tsi2im AIZBLICH 63 Aol AlTjshed £ 27|
FHE DE X7 S 04U B ¢ Al AISHLICH SRS s 2E B A SHE BYs
Lt =87 HElE MElStod XtE SHE FII6HHLE 2LIEHR QI cHa MHE 4 &Lct.
Network Data Collection 2= 2| A{H{ AFEH
CIS EoMeE A=l AEl 2 AEELICH

AEH EA|7| o|O|

s e £E HEX3T 2440 cHEt o X[eF =& A|=71 83

A& LICH

ro

M o

4

Z/ZELO|HA| Al

HEZ CIolH #& Az

50



AWS OfZ 27104 M MH|A AEXt7tol=

SE Z A7 o|O
LFEEELR HESZ £= Mt 2XM2 Qs HERZ 34
of CHer O x|9f =& A7t AuiRt&LICH KEA

B LIS S LoHE B QR IF AU M 21F 0]

L4 Q&8 K17 BHO| MBEIX| 242 MelLict
27t M K12 5B Yolol= st ALt T8
Lict.

GloJE] 812 Mol Hlolef +Elo] AISHE|X| gkekesLict o

OlEf $Eg AIESIEIH 27| Alxtg Meigt

Lict.

CEES £Z0| IS EIHXIZ S AT sHA| et
oh ¥ 2 T 70RO 252 ME DAL
ct.

VMware vCenter Agentless Collector GIO|E{ =& R E AlS

O MMoj M= VMware VMsOl M A QIHIEZ| 20t 3l At & H|0|E{E &5t ol M8 El=
Application Discovery Service Agentless Collector(Agentless Collector) VMware vCenter G| O|E{ =%l
D Eof cHs dEELct
S|

« VMware vCenter& Agentless Collector IO/ =&l 2 & A

o

« VMware CllO|E{ =& M HE E7|

» vCenter CllO|E{ &l H<| X|0od

1

« Agentless Collector VMware vCenter Ci|O|E{ £=%| 2 E0{|A{ 5= £!8t Cf|0|E]

VMware vCenter& Agentless Collector CI|O|E{ £+ & 2 & MY

O] MMoJ e of|o|ME2|A HEIE| VMware vCenter QOB &% RE S A%X504 VMware VMsO| M
Me{ QIHE 2], T2 U AFRE ClOJEIE S Este wHs dusc

VMware CIO|E] £& ZE AFR 51
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® Note

vCenter A%

2
= =
vCenter At3 T2 MIE + U x| =HAFLICH

VMware vCenter L|O|E{ =& ZEE MA5le{H

1. Agentless Collector CHA|2 = 1| O|X| 2| Cl|O|H =&l VMware vCenter AlM0f| A dH S MEH
%I-L_||:|.
=] .

2. VMware vCenter C|O|E{ =& M™ m[0O|X|o|M CIS S & ELICtH
a. vCenter A}Z3 S H0i|A:

i. vCenter URL/IPO{ VMware vCenter Server EAEQ| |IP A E Ql248FL|C}.
A

i. vCenter AF& X} O|F 01 =&I7|7} vCenter2}t & 415t= |

Ml AFERte| 0|2 U FLICH ZHIQ! AL8 XS] B2 domain\username EE=
username@domain BAI2 ALE & LICEH
i. vCenter @30 24 E= THQ MK &5 & 2dFLCt
b. CIOIH =& 7|2 EdHoi|A:
« MY MZEHZOOE £ZE AS2Z AIZSEAH CO|E =% RIS A|ZHS MEHEHL
Ct

ChEo 2 g FAoM dYstE VMware CIO|EH =& MR HE H0|X|7t EA|ELICE.

VMware Q|O|E =& M|& HE 27|

VMware Ci|O|E{ =& M2 HE H 0|X|0|| =0 A% vCenterol| CHEN M|F HE 7 E AIEL
ChMware vCenter® Agentless Collector Cl|O|E| £ & 2 & A&,

AME| vCenter ME{ of2Hoi| A%d8t vCenter7} vCenter0l| CHEF CHS X E oF &H7A LIFEElL|C.

« vCenter MHH2| IP FAIL|C}.
« vCenterQ| Mb{ =lL|C}.
« CllO|E{ =Z&lo| AefLCt.

VMware CIOIE] + 2] & B8 57| 5
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 OiX|2F Molo|E o|F Fat AlztLCt,

vCenter MH X|7HE M
H|o|X|2 %oraucr.
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X
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U
Pl
N
1
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S
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=
ol
o
n
[
o

GlOIE| 218 RHESE AISHtE S ME3HR| 242 Z20| Holxlo| BlOJE] £F AlSt HES A3

of lOJE| 12 AIBE 4 Q&LIC TlOJE] £E0| AIBEIH AlSt HE 0| ClOIE £7 BX|2 W
et
S E Aef ol 47 B0l EAISI GlojEf 0] AIBHE ZelLict
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1. VMware vSphere Z2t0[21E0{ A [vCenter]& B3t ¥ [Hosts and Clusters] EE= [VMs and
Templates]|E& ME4EFL|C

2. OIOJE| ME| BlAAE M3t Chg MES MEiErLCH
3. VCenter AFSAHE MEHBH O+ AFSAH HBS %7} BE EE MY 7|28 MeELIC
4. g MR 47| e MEdstLct
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EHESX ZAEQ B E 519 ZiA|ol CHEt CIO|E{E HM5te{™

1. VMware vSphere 22t 0|21E 0| A [vCenter]& AE4EF F [Hosts and Clusters] E£= [VMs and
Templates]& ME4EFL|Ct.

2. [Related Objects], [Hosts]S ME4EFL|C}.

3. ZAE O|EO CiEt ZHEIAE(RLER 22|) HFE& Y1 [All vCenter Actions], [Add Permission]2
MEASFL|CE.

4. [Add Permission]0lAl A E0| vCenter At&XIE F7HEFLICEH. [Assigned Role]0i| A [Read-only]
E MEdghLCt.
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[Propagate to children], [OK]S A1E4&FL|C},

SEHYESX ZAE Ex= 512 vMof CHEt CIO|EE HA8ste{H

1. VMware vSphere £ 20|21 E0{| A [vCenter]& MBSt ¥ [Hosts and Clusters] &= [VMs and
Templates]& ME{EHLICEH

2. [Related Objects]E& MEHErL|CE.

3. [Hosts](vCenter0ll 2 24%I ESX EAE |5 EA|) £ [Virtual Machines](2 € ESX ZAEH 4
VM E8 EA)E MEigLct

4. ZAE E=VMOIEO Cift ZHEIAE(RLEZR 22]) HFE Y1 [All vCenter Actions], [Add
Permission]& ME4gtLICT

5. [Add Permission]HlAd ZAE EE VMOI vCenter AL AHE F7}EFLICH [Assigned Role] ol A
[Read-only]& MEHEILICY,
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hostld*

hostName
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vCenterld
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X B2 BX|: 2026 58 2020i AWS = AWS Database Migration Service Fleet Advisor
of CHEH X|HE SEELICH 2026'H 52 20 O|F0i= 0|4 AWS DMS Fleet Advisor &
& IF= AWS DMS Fleet Advisor 2| AA0| HMAE = RAELICH REAIEH LIE= AWS DMS
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1. AP ZH BHE 223511, IAM AFSAE #+ M5t D, ClolEH +=&I7IE

2. 0Ol =& 20| =& E HEHO|H Y 85 X|EE HEE = UL
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3. LDAP MH{E F 7+t O|& AFE5t0q CI|O|E B ZE0A OS MHE HMELICH == OS AHE =
SO R FISHHUE AFSELICHYVMware OB =& 2= ALS.

4. OS MEof CHEF 44 XtH BHE 798t CHZ O|E AL&35t0o{ HIO|E{H[0|A MEHE AT LIC.

5. C[O|E{H|O|A& & 24 MEHol| CHEF 2178 At x%% Tget
Mgt L& 2 Clo|EHo|A & 247 CIo[H =& EHg FXRSIMAIR.
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* Amazon Linux 2

« CentOS Linux {71 6 O &

- Debian E{%1 10 0|4

« Red Hat Enterprise Linux EHH%1 7 0|4

« SUSE Linux Enterprise Server {7 12 0|4}
« Ubuntu EH& 16.01 0|4

Windows Server 2012 0|4}

Windows XP 0|4
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Microsoft SQL Server H{%1 2012 2! 2019 0| st
MySQL HZ* 5.6 & 8 0|35}

Oracle H 11g 2 2|A 2 & 12¢ 0|3, 19¢ & 21¢
PostgreSQL {71 9.6 2! 13 Ofst
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2. B Fo|M HE S MEHECHS dE Mg MENELIC
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grLict Ch8 AWS MH|A 9| AR AtE0lAM DMSE MEd g L|CH
4. DMS Eolztg MEisto e MEdstLCt
5. T8t &7} Ho|X|of A O|Fof 2Bt FleetAdvisorS3PolicyS MEHELICH CIS S MEHErL|CE
6. OIF XY, H4E L ¥ I O[X|o|M & 0|0l FleetAdvisorS3Role= 245t d& M
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7. ddE e S Wo AR B YS MEIELCH AME Y HES MEREFL|CH
8. A M= HE Ho|X|oM CHS JSONS HE7|o 2o{d 7|&E ZEE HiELICH
{

"Version": "2012-10-17",
"Statement": [{

"Sid":. "",

"Effect": "Allow",
"Principal": {

"Service": [
"dms.amazonaws.com",
"dms-fleet-advisor.amazonaws.

]

},

"Action": "sts:AssumeRole"
}]
}
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1. o 232! AWS Management Console
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5t 11 https://console.aws.amazon.com/dms/v2/ AWS DMS
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0S type,Hostname/IP,Port,Authentication type,Username,Password
Linux,192.0.2.0,22,Key-based authentication, USER-EXAMPLE, ANPAJ2UCCR6DPCEXAMPLE
Windows,203.0.113.0, ,NTLM,USER2-EXAMPLE , AKIAIOSFODNN7EXAMPLE
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O|Fof| F7+E OS MM M- S CIO|E{HIO|AE A5 2{M HIO|E =& 2E0 2F A &
ClO|E{H|O|A MB{oi| CHEF HA|A HEHO| *g'&grl—ltr O| HO|X|o M= 242 M™Hol M X|'H8t ZEof
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LinuxOl A ClO|E{HIO|A MEHE HAMSIEE MHE F45le{H OIS MR E 22 5HM2.
ClO|E{H|O|A ME{E HAMEITE 2 LinuxE TA45+2{H

1. ss Y netstat B0l CHEt sudo HM|A HEHE NMBEFLICEH

CHE ZE M= ss L netstat HHEO| CHEF sudo HAM|A HEHS £ 04T LICE.

sudo bash -c "cat << EOF >> /etc/sudoers.d/username
username ALL=(ALL) NOPASSWD: /usr/bin/ss

username ALL=(ALL) NOPASSWD: /usr/bin/netstat

EOF"
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FO| oMo ME ss 2 netstat W& Q| /usr/bin/ BEE AI2ELICt 0| B2 E A=K}
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1. X 5ol Het 2048 M S350 Windows Management Instrumentation(WMI) 2 WMI # 2|
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net localgroup "Distributed COM Users" username /ADD

net localgroup "Performance Log Users" username /ADD

net localgroup "Performance Monitor Users" username /ADD
net localgroup "Event Log Readers" username /ADD

otol 00l AHE OS MK ¢4 X}Z3 S Hod| X8t Windows AF2 XS] O|E 22 ysername HEE L
Ct.

3. OS MH 44 A3 ZHoi| A X|-E Windows ALERtoi|7AH HFt HEhE FoigfLCh.

« Windows Z 2| X AF S0 24 A5 & &4 g€43 & MEigLC

« WMI M0{0d| A, , L WMI WA O|AO] CHEF B AlSHCT
DEFAULT StandartCimv22! 17| 2o+ Mg MEHEHL|CT.

« WMI 22132212 B2 winrm configsddl defaultE &l&lish CHS 17| X! AW S MEAFIL
Ct.

4. CtE ZE oM E AFE5H0{ Windows EAEE /& LICH

netsh advfirewall firewall add rule name="Open Ports for WinRM incoming traffic"
dir=in action=allow protocol=TCP localport=5985, 5986 # Opens ports for WinRM
netsh advfirewall firewall add rule name="All ICMP V4" protocol=icmpvé4:any,any
dir=in action=allow # Allows ICPM traffic

Enable-PSRemoting -Force # Enables WinRM

Set-Service WinRM -StartMode Automatic # Allows WinRM service to run on host
startup

Set-Item WSMan:\localhost\Client\TrustedHosts -Value {IP} -Force # Sets the
specific IP from which the access to WinRM is allowed

winrm set winrm/config/service 'e@{Negotiation="true"}' # Allow Negosiate auth usage
winrm set winrm/config/service '@{AllowUnencrypted="true"}' # Allow unencrypted
connection
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Database engine,Hostname/IP,Port,Authentication type,Username,Password,Oracle
service name,Database,Allow public key retrieval,Use SSL,Trust server
certificate
Oracle,192.0.2.1,1521,Login/Password authentication,USER-
EXAMPLE , AKIAI44QH8DHBEXAMPLE, orcl, , ,,
PostgreSQL,198.51.100.1,1533,Login/Password authentication, USER2-
EXAMPLE, bPxRfiCYEXAMPLE, , postgre, , TRUE,
MSSQL,203.0.113.1,1433,Login/Password authentication, USER3-
EXAMPLE, h3yCo8nvbEXAMPLE, , , , , TRUE
MySQL,2001:db8:4006:812:ffff:200e,8080, Login/Password authentication, USER4-
EXAMPLE , APKAEIVFHP46CEXAMPLE, ,mysql, TRUE, TRUE,
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Of EtA|of k2t Application Discovery Service Agentless Collector(Agentless Collector)7t Migration
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https://docs.aws.amazon.com/dms/latest/userguide/dms_fleet.advisor-end-of-support.html
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« Agentless Collector 2A|01l CHEt AWS X|¥ E 9O

2= Unable to retrieve manifest or certificate file
error

VMware vCenter UI2| Amazon S3 URLO{A OVAE HHEZ St2{1 & 0| 27 7} A5t M vCenter A
H7I CHS 7 MEE SFsHeX| &l ct

« VMware vCenter Server {7 8.0 {H|0|E 1 0|4

« VMware vCenter Server 7.0 | 0| E 3q(ISO &= 23788036) 0|2

WinRM @I1& M 7+ Al XHA| MHEE 015 EX| a4
WinRM QIE A ZALE & 4316l RFx| MHEE ©15 7|22 Agentless Collector2 7FX{9of & 4
&Lch

KA MEE Q1B 7|22 7t e{H

1. VMware vCenter0l A =&7|2| VM & £ U1 OIS of|X|2 collector Z€0| YSec2-
user= 2 IQIgFL|C}.

username: ec2-user
password: collector

2. WinRM 215 Mol M5t ol ALSElE 2E XA MBE CA QB M7t CIZE{E| of 2ol U=
& olgtLICl/etc/pki/ca-trust/source/anchors. M Al:

/etc/pki/ca-trust/source/anchors/https-winrm-ca-1.pem

3. MUBME MHRlsted™ ots BES gLt

4, CH2 HYE A&S104 Agentless CollectorE CHA| A|ZFEFLICH

sudo shutdown -r now
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5. (M AIE) QIEME MBMo= JhMEEX| SOlstHH Ohe TS A¥Y £ U

sudo trust list --filter=ca-anchors | less
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* arsenal-discovery.us-west-2.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

* public.ecr.aws

CHS T2 AWS A & 2|T0|7} ot el B O RHIR2E HMAT ERELICH us-west-2

* arsenal-discovery.us-west-2.amazonaws.com
* arsenal-discovery.your-home-region.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com
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username: ec2-user
password: collector
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1. VMware vCenter®| X Agentless Collector@| IP
=

2. CI2 oMIQt collector 20| £E7|9l VM ¢

username: ec2-user
password: collector

/etc/pki/ca-trust/source/anchors/https-proxy-ca.pem
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4. M ABAME HXlsted™ Chs BB S e LI

sudo update-ca-trust
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sudo shutdown -r now
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VMware vCenter0i| A Agentless Collector2| IP

2 HEFR X E 0] Agentless Collector £ 2 Q1 LIS 4 EAIE0]

https://<ip_address>/ URLE =2IgLIC}t 047|M ip_address=0lM =EI7]|o] IP FAIL

CtO|MEE|A =F7| HiZ=.

3. EIQIg MEiE oM =&7[7F +HE 1 7 E Agentless Collector 5 & 23 LICHo]|
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6. ping E=ot Z2 B ol HHE T FE AME50{ AZEEl vCenter M7} M & EfO|T £=F7|

VMOIM IPO| 4Z8E == /I =X| traceroute= QIEfLICEH

« IP FA7F 2HIEX| £ vCenter MH[AT &M HEIQI A2 =87 2L&0M IP FLE YH|0]
Esto ctgs MEtgLIC

« IP A7 HE5HR|D vCenter AH{7F HIE S AENEIHE EMHSH5HMAIL

« IP FA7F HE5HX|2 vCenter AH{7F B AEHEHH, 25t 2XE Qe 4l HERT 44
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ClO|E{H Ol I 24 HIo|H =& 2E 9| H|o|E ME =X o2

Agentless Collector2| G|O|E{H|0|A & 2 H|O|E{ =& 2E 2| & H0|X|oll= DMSO| CHEF HAM[A
2! S30 CHEF HAM|A 0| @4 AEHTF EAIEILICH DMS HAMA 2! S3 HAMAO CHEF BMA IS0l &
AZ|H OOl MY S T E&LICH RtAIE LI 2 CO|E HE 74 HES TSt MAIL.

HolH TS et 0| 27t YstH o[ =& 2E0| QEHof| AMALE = Je=X| =HQlF
LICt 32& CHS IAM AH& X0 Hl DMSCollectorPolicy %! FleetAdvisorS3Policy *
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* dms.your-home-region.amazonaws.com

* S3.amazonaws.com
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* LDAP MO d4E &= U=X| & Qleted™ 1dap-util W7 |X|E HXIFLICt O|F A stedH ChS

sudo apt-get install ldap-util
a1 ohE FEE Ao

ldapsearch -x -D "CN=user,(CN=Users,DC=example,DC=com" -w "password" -b

"dc=example,dc=com" -h
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ssh -i C:\Users\user\private_key.pem -p 22 username@my-linux-host.domain.com

A-ELIc

WindowsO0ll A O| of| K| & & E|XI2

ssh username@my-1linux-host.domain.com

A-ELICH

Ojo

Linux0l| A O|F of| M| E
Folsted®™ Ct

« Windows OS A H{of|

winrs -r:[hostname or ip] -u:username -p:password cmd

b

HAEE = UK

gfLct.

|SH

WindowsO0{ A O|™ of|X| & & 2[XIE A3

sudo apt install -y winrm
winrm --user=username --password=password [http or https]://[hostname or ip]:[port]

"[cmd.exe or any other CLI command]"

LinuxOlA Ol o X & AlHErLICE
of G1ZAE + UEX| &olstz{H OIS HHE AFSELICH

« SQL Server C|O|E{H|O|A

sqlcmd -S [hostname or IP] -U username -P 'password'
SELECT GETDATE() AS sysdate
HAgg = AU Felsted™ ChE HE

« MySQL G| O|E{H| O] A0
-h [hostname or IP] -P [port]

mysql -u username -p 'password'
SELECT NOw() FROM DUAL
« Oracle Cl|O|E{H|O| A 0] @12 E == U =X| 2 Ql5tE{H OIS WA S ASELCH
sqlplus username/password@[hostname or IP]:port/servicename
SELECT SYSDATE FROM DUAL
* PostgreSQL Ci|O|E{H|O| &0 @IAE == U =X| & Ql5e{H Ot S HWHE MSELIC
psql -U username -h [hostname or IP] -p port -d database
SELECT CURRENT_TIMESTAMP AS sysdate
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1. VMware vCenter0l| A Agentless Collector®| IP A& 7t S L|Ct
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username: ec2-user
password: collector
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cd /var/log/aws/collector
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HEdS AR50 2 e er=5hL|c).

sudo cp /local/agentless_collector/compose.log .

docker inspect $(docker ps --format {{.Names}}) | sudo tee docker_inspect.log >/
dev/null

sudo tar czf logs_$(date '+%d-%m-%Y_%H.%M.%S').tar.gz --exclude='db.mv*' *
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scp logs*.tar.gz targetuser@targetaddress
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RVTools

Migration Hub= RVTools& S35l VMware vSphere2| LIELH7| 7tX27|E X|ELICt RVToolsH A
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Console Permissions
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]

"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,

"Resource": ["arn:aws:s3:::importBucket/*"]
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["s3:ListBucket"],

"Resource": ["arn:aws:s3:::importBucket"]
1,
{

"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
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"Resource": ["arn:aws:s3:::importBucket/*"]

O B ArEo] CHEF AHMIEH LHE 2 BE & Z 2| create-policyE AWS CLI & E5HAIL.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"discovery:ListConfigurations",
"discovery:CreateApplication",
"discovery:UpdateApplication",
"discovery:AssociateConfigurationItemsToApplication",
"discovery:DisassociateConfigurationItemsFromApplication",
"discovery:GetDiscoverySummary",
"discovery:StartImportTask",
"discovery:DescribeImportTasks",
"discovery:BatchDeleteImportData"
1,

"Resource": "*"
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aws discovery start-import-task --import-url s3://BucketName/ImportFile.csv --
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"task": {
"status": "IMPORT_IN_PROGRESS",
"applicationImportSuccess": 0,
"serverImportFailure": O,
"serverImportSuccess": 0,
"name": "ImportName",
"importRequestTime": 1547682819.801,
"applicationImportFailure": 0,
"clientRequestToken": "EXAMPLEl-abcd-1234-abcd-EXAMPLE1234",
"importUrl": "s3://BucketName/ImportFile.csv",
"importTaskId": "import-task-EXAMPLE1229949eabfEXAMPLE@3862c0"
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Turn on with the console
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O|M| MIO|ME 7} "ed LHELHZ|" ZEEE AR E|0{ Amazon Athenadl A A E H|O|EHE
B HHe =+ J&LICH 0| 7|sE M& &d&tst™ O|0|E{7F Amazon AthenaOil E A|E]
= Ol =[CH 30&0] Z

Enable with the AWS CLI

Amazon Athenal| C|O|E{ EfM 20| AP| &

S5l HAIM o2 MHE Continuous ExportE S 3H
gM3lELICH AWS CLI. Ol Al 3t24™ HX] &4

o & Mx|&liok AWS CLI & LICt.

rl&" jo

Amazon Athena®i| ME Mx|sl1 O|O|E{ EfAHE AWS CLI 7424

1. Y FMA(Linux, macOS &&= Windows) AWS CLI & Mx|gLIct. X|&2 AWS Command
Line Interface AtE MBME FZsHMR.

2. BYE ZFIZE(Windows) E= E O (LinuxLt macOS)E Lt

a. aws configure& {{#3l1 Enter 7|& F&LICH
b. AWS HMA 7| IDLF AWS EHOoF HM|A F|E =4},

O0|E0] us-west-2E& l2d&tL|C}.

o

|_
Z29 S Alof textE U24EL|C}.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/

AWS OfZ 27104 M MH|A AEXt7tol=

3. E_|.2 I:|=|E=I% OIE=I%I-L_||:|._

O|X| HlO|ME7t "d&s LHELHZ|" 2EE M- E|0{ Amazon AthenadllA A E C|O|EHE
2 %S #4455 ™ O|0|E{ 7} Amazon Athenadl E A|E|

Amazon AthenaOi| A Ci|O|E{ Bt M & & M358+ & AthenaOll M = OIO|E{E 2|50 oflO|METI A
F 2= QI&LICH CIIO|E{E A5l AZHEAIEE ”é'ﬁh__',

A3t M 47 GIOJEIE B A5tT Ahei
HIS EAS NHSHH, AlZE Z2O o2 ABIE 045, HEND 54 4E cloloja R
g % et

CHE X|&|MH = Athena 2£0|M Z7 of|0|XME HIOIEE B M &S MHELICH Athenao|
OlO|E{7} @17{LF Amazon AthenaOilA O|O|E B ME & 355X of2 A< 0l AHEE CHE Amazon
AthenaOi A C|O|E{ B M & & M3t5tEle CHaE & X7 EA|IELICFAmazon AthenaOil A CI|OE{ EF A 74
7.

AthenaOll M 0i|O|HE 7} HA S H|O|EHE =T Bf Mot

1. AWS Migration Hub 2£ 2| &M Z ol MHE MEHEFLIC}.
2. Amazon Athena 242 224 Amazon Athena0il A C|O|E{ Ef A S MEHSH|C}

3. FHel HET| Ho|x|o|A &M Fo| oi|o|E{H| 0| A of2Hof
application_discovery_service_database?} ME4 |0 Q= K| & QIgrL|CH

@ Note
E|o|Z ofzfol = ChE Elo|=2 ol|lo|MEZ O E=HE Cl|o|E MES LIEHLICE.

» os_info_agent
» network_interface_agent

« sys_performance_agent

ool A 103
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» processes_agent
 inbound_connection_agent
« outbound_connection_agent

 id_mapping_agent

AlS5104 Amazon Athen

4. Athena #2| HE7|0|M SQL HEIE =&stn A a
PFAE EeiH ChE FEIE ASE + &L

ElfLICt ol § Sof, AME ZE MH |

=
T
SELECT * FROM network_interface_agent;

O] BE2 oA #2l= Amazon AthenaOll M AP ZO|El 22| AFR EHHE B ESIAAIL.

Amazon Athena Cl|O|E{ A|ZH3}

CIOIEE AlH §P3P | |34 Amazon QuickSightet 22 A|Ztst Z2IZ40|Lt ALO|EAF|O|Z, yEd EE
= Gelphit 22 7[Et LE &4 AZE E72 28 ZEE = U&LCt O|28 =7 & AFE35H0q
HE?3 EPO|01:L , 29 xE 2l 7|El JejElg HEHEE = U&LICH ol 2 AHS5HH =& E
CIO|E{of AAE HMATIO] A|ZEE HEE & UTF AlZE T2 E S8l Athenaol AZEE L

I_EI=I
Ct.

QuickSightE AF83104 Amazon Athena G|O|E{& A|Zt3}&ted™

1. Amazon QuickSightoll 22918t L|C}.

2. Connect to another data source or upload a file(Ct2 HIO|E{ 0| ¢4 E= It YZE)2 M
EHSFL|CH.

AthenaE MEAEILICt A Athena CI|O|E{ & A CHSE &AF7F EAIFLICH

Data source name(H|O|E{ #& 0|§) o O|§2 =g LIct.

HIO|E &4 MES MEiFLCH

Eolg ME Cigl A X0l M Agents-servers-os E|O|E S MEHEH £ MEHS MENFHL|CH

AF
ClOIE ME M4 et= Cist AKXt o e EME 25 SPICERZ 7
StE MEABHLICE

N o o b~

to
N
i
x
gy
ok
o
mlo
>
N

Alztetot Mt 2iElic
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https://aws.amazon.com/quicksight/
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Amazon AthenaOi| M At Ho|El = 2| AFR

Ol Er#0ll= TCO 24 U LIESIT AlZkatet 22 Uit AR Atafof CEt 0/2] HolE #al7t L3 s
of UBLICH Ol2f3t HEIS = ICHZ AR SH7LE TR CHZ £38 4 aLtt

MM HolEl #EIE AEsttd{H LS s-ELICH

1. AWS Migration Hub 2& 2| &M oM MHHE MEiFFLICH

2. Amazon Athena 2£ & ¥f{™ Amazon Athena0ilA{ Cl|O|E{ Et M2 MEHSHL|CI.

o

2| WEZ| mHo|x[of M B A4 & o T|Oo|E{tH| 0| A of2Hof|
application_discovery_service_database’| M4 E|0 Ql=X| & QIgFL|Ct.

Query Editor(F{2| TRIZ|)olM H3t7((+) 7IZE MEHsto] M FEIE <l RS ddgLch
A EolEl FE[oM 22| & stLIE SAFELICH

Y= dGe M el =Hel A2l ol #EIE 204 d&Lich

S -

[N )
2| A(Run Query)2 MEIFHLICEH

Ol E7| ¥ &+ §H MHA IP T4 SAE 0|2 AMELICH CHE FHE[oM Ol E7IE AHE
& 4 QIALICH RE MAMSHe Yol CHEF REMIBH LI 2 Amazon Athena AFR A A O] CREATE
IEWE & ZE5HAMIS.

CREATE OR REPLACE VIEW hostname_ip_helper AS
SELECT DISTINCT
"os"."host_name"
, "nic"."agent_id"
, "nic"."ip_address"
FROM
os_info_agent os
, hetwork_interface_agent nic
WHERE ("os"."agent_id" = "nic"."agent_id");
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https://docs.aws.amazon.com/athena/latest/ug/create-view.html
https://docs.aws.amazon.com/athena/latest/ug/create-view.html
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(M — R

AEXt7H0IE
HOIMET} U7LE Qi M Al
ol #2lE ClolEel R 5 4S HAB st ol =20| ELICH LEST 0| 042] Mol ofO|HES HHE B
742 0| 2= AF25I0d HIEQT 0| o0|MEE HiZ5HK| &2 CFE MB{7| QI=X| &018F 2= Q&L |

1L
Ct. ol FZlofME 2HI2E X OFRHI2E WEXI ERiEHS Z3|ot Zato|S! 1P F 40 CHaA{g
Egfjzig LEJFLICH &, 192,10 £= 1722 Al&stE IP FALICH

—

SELECT DISTINCT "destination_ip" "IP Address" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "destination_ip") ) = @) THEN
Inol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "destination_ip") ) > @) THEN
'yes' END) "agent_running"
FROM outbound_connection_agent
WHERE ((("destination_ip" LIKE '192.%')
OR ("destination_ip" LIKE '10.%'))
OR ("destination_ip" LIKE 172.%'))

o\°

UNION

SELECT DISTINCT "source_ip" "IP ADDRESS" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) = 0) THEN
lnol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "source_ip") ) > 0) THEN
'yes' END) "agent_running"
FROM inbound_connection_agent
WHERE ((("source_ip" LIKE '192.%'")
OR ("source_ip" LIKE '10.%'))
OR ("source_ip" LIKE '172.%'));
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olOIHET} Ui Mol AIAR 45 ClolE] 24

Ol HZ|& AH835to{ fo|MET MX|E 2ZB0|AS AIAR 85 U MEE HEH CIO|EHE BME =
A&LICH o] HEl= ZF MHe| SAE 0|2 A3l 7| 2l system_performance_agent E|O|&
2 os_info_agent ElO|E2t A& ELICt O HEl= 0|HET A& £l ZE Mo CHaH A|H
AL E O|o|E{(158 7tZ9)E etEtghLct.

SELECT "0S"."os_name" "OS Name"
"0S"."os_version" "OS Version"
"0S"."host_name" "Host Name"

"SP"."agent_id" ,
"SP"."total_num_cores" "Number of Cores"
"SP"."total_num_cpus" "Number of CPU" ,
"SP"."total_cpu_usage_pct" "CPU Percentage" ,
"SP"."total_disk_size_in_gb" "Total Storage (GB)" ,
"SP"."total_disk_free_size_in_gb" "Free Storage (GB)" ,

’

’

’

’

("SP"."total_disk_size_in_gb" - "SP"."total_disk_free_size_in_gb") "Used
Storage" ,

"SP"."total_ram_in_mb" "Total RAM (MB)" ,

("SP"."total_ram_in_mb" - "SP"."free_ram_in_mb") "Used RAM (MB)" ,

"SP"."free_ram_in_mb" "Free RAM (MB)" ,
"SP"."total_disk_read_ops_per_sec" "Disk Read IOPS" ,
"SP"."total_disk_bytes_written_per_sec_in_kbps" "Disk Write IOPS" ,
"SP"."total_network_bytes_read_per_sec_in_kbps" "Network Reads (kbps)" ,
"SP"."total_network_bytes_written_per_sec_in_kbps" "Network Write (kbps)"
FROM "sys_performance_agent" "SP" , "OS_INFO_agent" "OS"
WHERE ("SP"."agent_id" = "0S"."agent_id") limit 10;

ZEHS A T2 MA ME MEE J|HO 2 M 7} O} RHIRE E4

—

ol {Ele ZE 3 Y Z2MA MF HEL &7H Zf MH|A 2| ot ZHI2E ECfEol CiEh M5 HE
£ 7tXSLch

IANAOIAM CI2 2 E 8 IANA ZE M R|AEZ| Cf|O|E{H|0|A 7} Z &H=

iana_service_ports_import E|O|E& Ot & MJ5tX| iyCtH H2[E A-st7| Mol o H|o|&

OII

—_ =
S M350k BHLICH Of B0l 444 Wof CHEH REMIEH LIS 2 IANA ZE BRIAEE| 7442 7| E0|
S MM DS HEUAIR.

iana_service_ports_import E|O|E0] *”*"EI%Q'.:'_:' OfZHIRE
X E7| D g8 dagLict RE M= Wol cHEt RhMIE

M2| CREATE VIEWE & X 3IA|2.
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https://docs.aws.amazon.com/athena/latest/ug/create-view.html

AWS OfZ 27104 M MH|A AEXt7tol=

obRH2E £ W

oo
1]

=& ddstedH

https://console.aws.amazon.com/athena/0H| A Athena 2&& L|C}.

DE JHE o RHI2E THY IP FAE LtGste CHS EH & ALE5H0d

valid_outbound_ips_helper R MMEfLICt

CREATE OR REPLACE VIEW valid_outbound_ips_helper AS
SELECT DISTINCT "destination_ip"
FROM outbound_connection_agent;

ot2H2= Eci=ol cHet Sl gz & AYste O S 2 &+ & AL85H0q

outbound_query_helper E7|E MM&tLICt

CREATE OR REPLACE VIEW outbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM outbound_connection_agent
WHERE (("ip_version" = 'IPv4')
AND ("destination_ip" IN
(SELECT *
FROM valid_outbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port"
"agent_assigned_process_id";

iana_service_ports_import ElO|E1 F 7IX| EH &+E HMHE Fo= ChS #AHSIE A
5lod ZE HHS Al Z2 MA ME HEQ &7 2t MH|A Q| o RHIR2E EfZlof CHEt ME HEE

SELECT hipl.host_name "Source Host Name",
outbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
outbound_connections_results@.destination_ip "Destination IP Address",
outbound_connections_results@.frequency "Connection Frequency",
outbound_connections_results@.destination_port "Destination Communication
Port",
outbound_connections_results@.servicename "Process Service Name",
outbound_connections_results@.description "Process Service Description”

REREEFIPE =


https://console.aws.amazon.com/athena/home
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(SELECT DISTINCT o.source_ip,
o.destination_ip,
o.frequency,
o.destination_port,
ianap.servicename,
ianap.description
FROM outbound_query_helper o, iana_service_ports_import ianap
WHERE o.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
outbound_connections_results® LEFT OUTER
JOIN hostname_ip_helper hipl
ON outbound_connections_results®@.source_ip = hipl.ip_address LEFT OUTER
JOIN hostname_ip_helper hip2
ON outbound_connections_results@.destination_ip = hip2.ip_address

ZE s WEZZNAME HEE 7802 M 7H QlHI2E S &4

Ol HElz ZE 3 YW EZZNA MR HEL} &M 2 AMH[A2| elHt2E EgiZlol gt HEE 7HA

IANAOIM CtR2 2= 3 IANA ZE BIX|AE2| dlo|E{#|o|Aa 7 ZEHE

iana_service_ports_import E|O|ES ot & M4J5tX| iyCtH FHE[E A-st7| ™o o H|o|&
2 MAdsHok BfL|Ct of El|0|E AiAd wheHof CHEF AHMIEH LIRS IANA ZE HX|AEZ| 7tX{2 7] E|O|
E dd HHHE FXRSIMAR.

iana_service_ports_import E|O|20| MME|Io™ QlHIRE ECHEIE £XE7| I8 F 7IX|
78 g8 dEdeLct & M5t wedol chEr XEMEH LHE 2 Amazon Athena AFHE AH
M2| CREATE VIEWE & ZX5HM2.

N7 FH Y g8 ddotti™

1. https://console.aws.amazon.com/athena/0ll A Athena 2£& LIC}.

2. ZE IR QAUHRE AL IPFAE LY a ChS Yo &4+8 AH85tod

valid_inbound_ips_helper E7|E& MM&L|CH

CREATE OR REPLACE VIEW valid_inbound_ips_helper AS
SELECT DISTINCT "source_ip"
FROM inbound_connection_agent;

3. Qlut2E= Eci=ol cHet SAl HIEE AYste CF S & g8 AHE 3504
inbound_query_helper E7|E& 4MELICH
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https://docs.aws.amazon.com/athena/latest/ug/create-view.html
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CREATE OR REPLACE VIEW inbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM inbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("source_ip" 1IN
(SELECT *

FROM valid_inbound_ips_helper )))
GROUP BY "agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

ol ChE #ElE ™

4. iana_service_ports_import EllO|E1 F 7}X| i &+ E M Al
of CHt M2 HEE

[
5t ZE BHS L T2 MA ME HEQ &4 2 MH|A Q| ClHIRE EBH

1H o

SELECT hipl.host_name "Source Host Name",
inbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
inbound_connections_results@.destination_ip "Destination IP Address",
inbound_connections_results@.frequency "Connection Frequency",
inbound_connections_results@.destination_port "Destination Communication

Port",
inbound_connections_results@.servicename "Process Service Name",
inbound_connections_results@.description "Process Service Description"

FROM

(SELECT DISTINCT i.source_ip,
i.destination_ip,
i.frequency,
i.destination_port,
ianap.servicename,
ianap.description
FROM inbound_query_helper i, iana_service_ports_import ianap
WHERE i.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
inbound_connections_results® LEFT OUTER

JOIN hostname_ip_helper hipl

ON inbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER

JOIN hostname_ip_helper hip2
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ON inbound_connections_results@.destination_ip = hip2.ip_address

Ol HElE ZE HEE V|ECZ A FQU AZEQ0{E AlEFLICH

IANAOI A CHR2 ZE 8 JANA ZE B X|AEZ| Cl|o|E{H|0| A7} = EHE
iana_service_ports_import E|O|ES ot %] M4J5tX| LyCtH FH2[E A-d5t7| Mo o] E|o|&
MAJ5oF BfLICH Of Eflo|2 M4 wedol CHEF RFMIBH LI IANA ZE BX|AEE| 7HX{2 7] E| O]

k=2
=
S M4 BrIg XA,

S 72§ ddsio ZE H 7IEoE A S AZEQo{E AlERLICH

fok
111
!

SELECT o.host_name "Host Name",
ianap.servicename "Service",
ianap.description "Description",
con.destination_port,
con.cnt_dest_port "Destination Port Count"
FROM (SELECT agent_id,
destination_ip,
destination_port,
Count(destination_port) cnt_dest_port
FROM  inbound_connection_agent
GROUP BY agent_id,
destination_ip,
destination_port) con,
(SELECT agent_id,
host_name,
Max("timestamp")
FROM os_info_agent
GROUP BY agent_id,
host_name) o,
iana_service_ports_import ianap
WHERE ianap.transportprotocol = 'tcp'
AND con.destination_ip NOT LIKE '172%'
AND con.destination_port = ianap.portnumber
AND con.agent_id = o.agent_id
ORDER BY cnt_dest_port DESC;
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IANA ZE HIX|AEE| 7IX{27| El0|E A

2| Ho|El #2| & YF0il= IANA(Internet Assigned Numbers Authority)l M CH22EF HE 7 2
El iana_service_ports_import Ef0|E20| Z & L|C}.

=)

—

EEZ T E 35 Y K|AEZ|0|A IANA ZE HXIAEZ| H|O|E

1. iana.org MH|A O|F 2 &
HO|A CSV IYUS CIREL :
2. Amazon S3E IS YECEFLICH AFMIEH LIS S3 HZlof It &)
H sHok BILI?E FESHAA
3. AthenaOlM 2t= M E|O|E
Athena A& dHAMS| H|O
Aol CcsV mtdE Y2 =5t

jn

%‘E 3|. ;||:|=| o.||:|:-l

e

MAMgtLICliana_service_ports_import. X|&2 Amazon
MMEE XM L. O M HE my_bucket_names O™ &
S3 HZlo| 0|2 2 CHx|sHoF & LICt

CREATE EXTERNAL TABLE IF NOT EXISTS iana_service_ports_import (
ServiceName STRING,
PortNumber INT,
TransportProtocol STRING,
Description STRING,
Assignee STRING,
Contact STRING,
RegistrationDate STRING,
ModificationDate STRING,
Reference STRING,
ServiceCode STRING,
UnauthorizedUseReported STRING,
AssignmentNotes STRING
)
ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.lazy.LazySimpleSexrDe'
WITH SERDEPROPERTIES (
'serialization.format' = ',"',
'quoteChar' = """,
'field.delim' = "',
) LOCATION 's3://my_bucket_name/'
TBLPROPERTIES ('has_encrypted_data'='false', "skip.header.line.count"="1");
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https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
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AWS Migration Hub 2& 2 At& 35104 O|O|E ZEAH

AWS Application Discovery Service (Application Discovery Service)= AWS Migration Hub (Migration
Hub)2t & &|H I ZH2 Migration Hub LHO{ A HIO|E{ =& 7|, M & o EZ|7H0|ME E1 22"

A OlA A

= 2d&LICt. Application Discovery Service 2& 2 AH& 3t Migration Hub 2& 2 Z|C[2ME LTt
Migration Hub 2& £ & dst= 42 F7+ HA L d-H0o| ER3eHK| et&Lct

o| MMol M= 2&2 A& 3104 Application Discovery Service Agentless CoIIector(AgentIess
Collector) 2l AWS Application Discovery Agent(Discovery Agent)E Z2/5t1 ZLIE{2st= W &
g = JUsLch

=

« AWS Migration Hub 2& CHA|E E0i A Cll0|E| E 7|

« AWS Migration Hub &0 M O[0|H =&7| A& 3 5X|

« 220X AWS Migration Hub HIO|E{ =& 7| &&

« AWS Migration Hub &0 AHHH 27|

« AWS Migration Hub 2&0{M At H&H

« AWS Migration Hub &0 A EfT X[H

« AWS Migration Hub & At&35t04 M CI|O[E LHE LH 7|

« AWS Migration Hub &0 M &3t

AWS Migration Hub 2& CHA|E =0 M Cl|0|E{ E 7|

7|12 A2 EE 2248 (Migration Hub) 2& B4 oM CHA[2 =& AWS Migration Hub A1EHEHL|

Ct. Migration Hub 7|& CHA|2 =01 M Application Discovery Service Agentless Collector(Agentless

Collector) 2! Application Discovery Agent(Discovery Agent)2t Z2 AMH{, AWS ofZ2|7|0|M & G| 0|
EH sZ&7[o cigt &2 =& 8HE = = U&LCt

7|2 EH*I_‘?'_EE S 29| Discover(Z4H) 2! Migrate(Ot0|121|0| M) CHA[Z2 =0 M CIO|EHE =& L

FOoE FEE0] AU, HHE HHAE 28 @3 SF0| JYU&LICE Ol FE A
%3H 7%* Z'EE Al IEE.J O Z 2|7i|0|Mof| CHEF Qo &l HEHE = QIE = U&LICH E o EE[AH 0|M
2 & EfC| of Z 2|70l Mof CHEt THe WEE 1, Alztol 2 oto|z e oM

7|2 cHA2E =& H2{™ Migration Hub 2& & 0|X| 21Z0] = B M oM CHAIEEE MEfEfL

CHAIE =0l A Clole E 7] 113
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AWS Migration Hub 2& 0| A 0| =E&7| Al&F & S|

Application Discovery Service Agentless Collector(Agentless Collector) 2! AWS Application Discovery
Agent(Discovery Agent)= AWS Application Discovery Service (Application Discovery Service)7} 7| &
QlzetE AMstE ol A&ste CloIE =& =7 Lt O E EAME ol2{gt AM olo|lH =& =
T OOIMEE|A &7 | HiX WE CIREZEot T HiXZsts LS T LICAWS OHEE|7 0| &
M 0fO|ME.

0|28t olo|E{ %! =7 = Application Discovery ServiceQ| E2|Z X|E 2|0 CIO|E{E K& 5104 Zf AH
ot sHE MM M™>El= T2 AMA0 Cist ME HEE MSgLIct olg{8t =7 & stLt7t B2 ™
AWS Migration Hub (Migration Hub) 2&0|M =& &l CIO|E& A&, SX| X & = A&LICt

AWS Application Discovery Agent(Discovery Agent)7t HZZ El & (Migration Hub) 2& 2| Data
Collectors HO|X[o| M CO|E{ =& Z2MAE A|ZSt7HLE S X[E AWS Migration Hub = 24 &LICt.

ClOIE =& =7 A% A SX]

1. AWS HHEE ALE3todo] 21921 AWS Management Consol
console.aws.amazon.com/migrationhub/ Migration Hub 2& 2 iL|C}.

Migration Hub & 44 20| Z4Moil A ClolEf +E7|8 M=hgfLICt
oloIME Bg MeABLICt
Nz EE BXIE 8 T20 Holetg MLt
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"Statement": [
{

"Principal": "*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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AWSApplicationDiscoveryAgentlessCollectorAccess #2|& A2 Application Discovery
Service Agentless Collector(Agentless Collector)0d| Application Discovery ServiceE 8§ & S4I5t10
CHE AWS MH|ALE S4IE = Qe HMA TS FoigfLich

0| 422 Agentless CollectorE +45t= Ol Xtd EHO| AL El= IAM AL RHoi|AH| @32 =040k & L

« arsenal - £%& 7|7} Application Discovery Service OHZZ|7 0|0l SEE 4 U E FHIELICH
Ol 5t +=ZEE HO0|IHE E CtA| B = &LICH AWS.

« ecr-public - =&7|7} Amazon Elastic Container Registry Public(Amazon ECR Public)2 £ &5t
of =&7[of Ciet /& HCIO|EE &E = UEF SHSELICH

- mgh - =&7|7}& & AWS Migration Hub 5104 =&7|& -_r“‘*%PE ol MEEl= Al™e & 2lrE
AMg + A&LICH ol =& E CIo|EE M&slor st= 2lTE mtst= o 2L

« sts- %877l MH|A _‘?'_%XP Eﬂo HMSIEE 5183504 =Z&7|7F Amazon ECR Publicoi |l

I ”

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"arsenal:RegisterOnPremisesAgent"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"ecr-public:DescribeImages"
1,
"Resource": "arn:aws:ecr-
public::446372222237 :repository/6e5498e4-8c31-4f57-9991-13b4b992ff7b"
.
{
"Effect": "Allow",
"Action": [
"ecr-public:GetAuthorizationToken"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"mgh:GetHomeRegion"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sts:GetServiceBearerToken"
1,
"Resource": "*"
}

AWS 2|38 E3: AWSApplicationDiscoveryAgentAccess

AwSApplicationDiscoveryAgentAccess &2 Application Discovery Service0l| S5
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O
>
=
%

O| AWSAgentlessDiscoveryService EE2 VMware vCenter Serveroi| A A&
Agentless Discovery Connector0| Application Discovery Service@t 7HE{ 4Ell X|EE S8, S41 &

ZREY + AL ANL Mg RosELIc
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| A Z 7B 7} Xt BHE AS 5t ALSKHod| A @A F LT
AWS Z 2|8 E3: ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

IAM H|Zofl AWSApplicationDiscoveryServiceFullAccess ™

20| 4|0 Qe ZFL Amazon AthenaOll A Cl|O|E{ Ef Mg 740
ApplicationDiscoveryServiceContinuousExportServiceRolePolicy7t A RSS2
HAZE Lt

O| HZ2 AWS Application Discovery Service 7t Amazon Data Firehose 2E &2 2445101 AWS
o

Application Discovery Service H|O|ME 7t =& 8t C|O|EHE BH#tet 1 AWS H'E 2| Amazon S3 HA!S

2 MEE £ EE FH2EL|C}

EEetol A2 of| o|METE =& 8t TO|E{& OiE 37| 2|8l application_discovery_service_databaset}
= M Cllo|E{H|o| A8}t Ef|0]8 A F|0FE AWS Glue Data Catalog AFE 31045 M4drL|C} O] Z=H 9| of
£ O0|™ME HIo|E =Floi CHEt HEt 20 B2 HESIMAIL.

AWS ZH 2| H24: AWSDiscoveryContinuousExportFirehosePolicy

Amazon Athena0il M CIO|E{ Ef M S At & 5t2{H™
AwSDiscoveryContinuousExportFirehosePolicy H&O0| 2 3fLICt O|& &3 Amazon Data
Firehose= Application Dlscovery ServiceOll A £=Z&/8t CI|O|E{Z Amazon S30i| £ £ /&LICH O] X%

At&oi CHF REMIBH LI 2 AWSApplicationDiscoveryServiceFirehose @38 244 EHHES R XA A|
2. 0| ¥ o| of = H|O|E{ Ef Mo CHEt HEt 2o BHHE HESHAAIR.

AWSApplicationDiscoveryServiceFirehose 238 A4

ZERtE 2™ HME IAM AFS AF A& of 488 CH
AWSDiscoveryContinuousExportFirehosePolicy HME AL [l 2H2|Xt= HX] FirehoseS
Mg £ QlE AE{E|Z A 504 AWSApplicationDiscoveryServiceFirehoseZh= &g MA8 CHS

AWS Z 2|3 M 160



AWS OfZ 27104 M MH|A AEXt7tol=
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« IAM HEO| ZAZ AL SH0{ AAMIA F7FMIE - Yo ZHE FIH5t0d B W 220l CHE A
MAE MEtE = A&LICH ol& S0, SSLE AI83t0 ZE RS T&dlof Bt x|dsts 8
MEAE B8 £ AeUT ZUS M o+04 AWS MH|A ot Z2 EHE Sl AH8LlE 2 M
Hi& 2ol CHEt HM|A HEFE Fo{g = I&LICH AWS CloudFormation. ARA|EH HE = IAM
M8 MEBEAMO| 1AM JSON A @4: Z7E FASAMR
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* 1AM Access Analyzerg S35l IAM H& S Q1504 otM5t T 7|
Analyzero| M= IAM H 2 210{(JSON) 2t 28 At H
EOIELIC} IAM Access Analyzer= 10074 O =t A
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Application Discovery Service0l| CHEH X HM|A T8 £ 04

AWSApplicationDiscoveryServiceFullAccess £ 2|28 A2 IAM AF& Xt H 20| Application Discovery
Service & Migration Hub APIsO| CHEF HAM|A FHEHS S04 LICt

HEollo] H2o| AZE IAM A& AH= Application Discovery ServiceE T35, HO|TEE AlZ
ol ZX|5t1, o|0|ME Qi ZHME AR 2l EX|5t1, Discovery Service Cl|O|E{H|O|A 0| M HIO|EHE
F2le AWS == U&LICt o] Ao CHEt AtAIEH LI&2 AWS of CHEt 2HE2[28 &= AWS Application
Discovery Service EH 2 & Z5HM 2.

Example AWSApplicationDiscoveryServiceFullAccess %3%H

"Version": "2012-10-17",
"Statement": [
{

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"mgh:*",
"discovery:*"
1,
"Effect": "Allow",
"Resource": "*"
.
{
"Action": [
"iam:GetRole"
1,
"Effect": "Allow",
"Resource": "*"
}

444 ofl o= off CHEH MA HEH o

AWSApplicationDiscoveryAgentAccess & 2|& A2 Application Discovery Serviced| SE35t1 &
A £ Qe HM|A HEHE Application Discovery AgentOl] S 048HLICH O] =Ko CHSt RFA|EH LEE =2
AWS of cist 2H2|% 2= AWS Application Discovery Service EHHE & XM 2.

Application Discovery Agentoil M Xt EHE AE5t= ZE ALEXolAH|0| Mg AZgLCt

O HA2 ALSKI0{|H| Arsenaloi| CHEE HAM|A FHEHE RO LICEH Arsenal20 M #E| & S AE
|O|ME MH|AQILICH AWS. Arsenal2 £t E 9| Application Discovery Service0ll HIO|EE

EARCI
ng e ro
2

o
C
ful

Example AWSApplicationDiscoveryAgentAccess Policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource": "*"
}
]
}
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00| E Cl|o|E{ +~&loi| Cieh #HEh F0d

ApplicationDiscoveryServiceContinuousExportServiceRolePolicy 2 2/% M2 AFE3H7F Amazon
Data Firehose & E & AWS Application Discovery Service 2 44433504 Application Discovery Service
of O|ME7t =&t TIO|E & #tst T AWS HZH 2| Amazon S3 HZIS 2 HMEE = JU&LCt

testo| HAH2 of|O|ME7F = £l AWS Glue CIOIE{E OHE 57| 25l
application_discovery_service_database L E|O|E A 7|Ot2t= A Cl|O|E{H|IO|AE AL S}
of HIO|E{ FIEt 22 E MAEtL|Ct.

O &l AtEoi CHE REAIEH LHE 2 AWS o CHEF 22/3 &2 AWS Application Discovery Service Et
HE BxFUAR.

Example ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"
1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-discovery-
service*"
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"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"

1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"
},
{
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
1,
{
"Action": [
"logs:CreatelLogStream",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-service/
firehose*"
},
{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"
}
}
},
{

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",

ez
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"Condition": {
"StringLike": {
"iam:PassedToService": "firehose.amazonaws.com"

Gl OlEd B Mofl CHEF et 504

Amazon AthenaOll A CI|O|E{ Bf MZ A& 3F24H AWSDiscoveryContinuousExportFirehosePolicy
HMzio| EgrL|ct 0| &3l Amazon Data Firehose= Application Discovery Service

ol M =%l&t ClO|E{& Amazon S301| £ = U&LICt O HAH Ab&of CHE XFMIEH LI 2
AWSApplicationDiscoveryServiceFirehose 238 M4 EHHE R X 3HAA|L.

Example AWSDiscoveryContinuousExportFirehosePolicy

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"glue:GetTableVersions"

1,

"Resource": "*"

}
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::aws-application-discovery-service-*",
"arn:aws:s3:::aws-application-discovery-service-*/*"

]

},
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{

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/application-discovery-service/
firehose:log-stream:*"

]

Migration Hub 2& HE®{3 CIO|o{OE AIEE = = ™

o
i

04

Application Discovery Service = Migration Hub0{| CH3t HM|AE 5185t 7{Lt & 5t= AHE B 7|
Hb X422 MM I AWS Migration Hub 2& HIE |3 Clolo{z2bof CHEF HA|A HEtE Fodste{H
MM0i discovery:GetNetworkConnectionGraph 22 F7tsHof & & U&LICH

Mo CHal CF S AFE 0| 25 M8 E[= B2 A Lo A
discovery:GetNetworkConnectionGraph &2 AFE5t7L} O] HAHE AdCl|o|E5HoF & LICt

- M2 Application Discovery Service & Migration Huboll CHEH BHAE §{8 5t 7LE 7{F ELICH.
« O| BM2 discovery:action-name CHA&IQF ZHE 3Lt O|4f o] 7 M Zrd S AFE 50 HMA
HetE Ro{gfLICtdiscovery: *

HFH
o H

CHS oMM E IAM H20{| M discovery:GetNetworkConnectionGraph 2 1g
2 Eo{EL|ct.

>

I &3t

rr

Example

-~

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["discovery:GetNetworkConnectionGraph"],
"Resource": "*"

}

]
}
Xtz 5 7|8k =AM of| | 168



AWS OfZ 27104 M MH|A AEXt7tol=

Migration Hub LIE |3 Clolo{z 4o CHEt XEMIBH LI 2 Migration HubOlAM HE Q|3 944 7|2

HESIAL.

Application Discovery ServiceOll MH|A 047 @dE AFS

AWS Application Discovery Service = AWS Identity and Access Management (IAM) A H|A @472 24
S AFSEILICH AMH|A @473 &2 Application Discovery ServiceOll 213 A El 1 )8t &9l IAM
295011 |CH AMH|A 997 24& 2 Application Discovery ServiceOl A AP & O|5HH MH|ATF AL AHE
H&lsto] CHE AWS MHIAE E &6t Ol Zedt ZE HErS ZaefLch
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MH|A A de 2 A SotH LRE HetE £82 2 FIIE H7t 9122 2 Application Discovery
ServiceE O] &lH MHE £+ U&LICH Application Discovery Service= AMH|A 4 d&to| Mt o
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st HM|A MBS M+Z HMHE £ g2 2 2 Application Discovery Service ZlAA7F 23 ElL|CH
S|
« Application Discovery Service0ll CH8F MH|A @474 o4& H$t
- Application Discovery Service®|| CHEt AMH|A o1 i MY
- Application Discovery ServiceOl| CHEt AMH|A @174 o4& AMK||
MH|A A2 HAEZ X[ et 7[EH AH[20f CHaH AHA|S| 2otEE{H IAML 2 2 45t =AWS AH|
AE 510 MH|A A4 g Qo| oflel MHIAE FH&LICH i Mu|A0f CHEF MH[A @44 HE
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Application Discovery Servicei| CHEH MH|A 0474 &t H

Application Discovery Servicet
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport2t= AMH|A 944 g S A &L
Ch.Oo|l M AL St 7HLE B 2|5t AWS MH|A B 2[AA0] CHEF HAMAE 3 ELICH AWS Application
Discovery Service.

AWSServiceRoleForApplicationDiscoveryServiceContinuousExport AMH|A 947 &2 C}S MH|A
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* continuousexport.discovery.amazonaws.com
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CreateDatabase
UpdateDatabase
CreateTable

UpdateTable

firehose
CreateDeliveryStream
DeleteDeliveryStream
DescribeDeliveryStream
PutRecord
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UpdateDestination
s3
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ListBucket
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22 9l 2ol MBElE 2lAAS Eod T M MM
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-discovery-

service*"
I
{

"Action": [

"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*"

I
{

"Action": [
"s3:GetObject"

1,

"Effect": "Allow",
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"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
1,
{
"Action": [
"logs:CreatelLogStream",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-service/
firehose*"
1,
{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"
}
}
1,
{

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {

"iam:PassedToService": "firehose.amazonaws.com"
}
}
}
]
}
A QIEIE|(A 1, I8, oI 5)71 Hula Y2 AHE YEGHDT MU AN 5 2SS e
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CHH2 2 DescribeTags HYUES E0{F = CloudTrail 21 50| LIEFHH of A|ILICEH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJBHMC4H6EKEXAMPLE:sample-user",
"arn": "arn:aws:sts::444455556666:assumed-role/ReadOnly/sample-user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDAJQABLZS4A3QDU576Q",
"arn": "arn:aws:iam::444455556666:r0le/ReadOnly",
"accountId": "444455556666",
"userName": "sampleAdmin"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-05-05T15:19:03Z"

}
}
I
"eventTime": "2020-05-05T17:02:40Z2",
"eventSource": "discovery.amazonaws.com",
"eventName": "DescribeTags",
"awsRegion": "us-west-2",

"sourceIPAddress": "20.22.33.44",
"userAgent": "Coral/Nettys4",
"requestParameters": {
"maxResults": 0,
"filters": [
{
"values": [
"d-server-0315rfdjreyqsq"
1,

"name": "configurationId"

},

"responseElements": null,

"requestID": "mgh-console-eblcf315-e2b4-4696-93e5-b3a3b9346b4b",
"eventID": "7b32b778-91c9-4c75-9cb@-6c852791b2eb",

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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- Oto|Bflo|M HIFRF =& 7]: arn:aws:discovery:region:account:agent/migration-
evaluator-collector/agentId

« AM F{E]|: arn:aws:discovery:region:account:agent/discovery-
connector/agentId
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aws discovery stop-data-collection-by-agent-ids --agent-ids <connector ID>
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