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Amazon Linux 2012.03, 2015.03
Amazon Linux 2(2018: 9& 252! 4Cl|0|E 0]%)
Ubuntu 12.04, 14.04, 16.04, 18.04, 20.04
Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1
CentOS 5.11,6.9, 7.3
SUSE 11 SP4, 12 SP5, 15 SP5
Windows
Windows Server 2003 R2 SP2
Windows Server 2008 R1 SP2, 2008 R2 SP1
Windows Server 2012 R1, 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022
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"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"dms :DescribeFleetAdvisorCollectors",
"dms :ModifyFleetAdvisorCollectorStatuses”,
"dms :UploadFileMetadatalList"
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"Resource": "*"
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{
"Effect": "Allow",
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"s3:GetObject*",
"s3:GetBucket*",
"s3:List*",
"s3:DeleteObject*",
"s3:PutObject*"
]I
"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"
]
}
]
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of0|ME gi= =&IZ]| OVA
[e] 8H*' atn2|&of ek MD5LF SHA2562 CHR2ZEAM &34 gt
&LICH CHR2 2E 8t 2h2 AF85to4 O|™ Bl M CHR 2= 3t

- HA =
S It

ApplicationD1scoveryServ1ceAgentlessCollector g &

3. AlaHEE

4. Linux {70 [t2h sHE MD5 ™ == SHA256 HES Al#stod
ApplicationDiscoveryServiceAgentlessCollector.ova It9O| &t &3l MYEO|CIRZ

c &t sl MD5/SHA256 mte| Zf1t & X|5t=X| = QIgL|Ct.

$ md5sum ApplicationDiscoveryServiceAgentlessCollector.ova

$ sha256sum ApplicationDiscoveryServiceAgentlessCollector.ova

OofO|MEE|A =&I7| Hi®E
Application Discovery Service Agentless Collector(Agentless Collector)= 2 Z2|0/A VMware &

Zofl dx|5tE 7t4 ofZEEto|dALICE o] MM M= VMware Z0 M CHR2 2 E 8 OVA(Open

Virtualization Archive) I} S H{E5t= 2SS HHELICE.

Agentless Collector 7}&F THAI AFQF

Agentless Collector version 2

« 2% AA| - Amazon Linux 2023

« RAM - 16GB
« CPU- 30447}
« VMware 27 AFE - VMware0l| M AL20232 AE5H7| @8 VMware SAE @7 ALE &=X

Agentless Collector version 1

« 24 AMA - Amazon Linux 2
+ RAM - 16GB
« CPU- 30{47H{

Ct& ™At M= VMware 2301 Agentless Collector OVA IS
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https://s3.us-west-2.amazonaws.com/aws.agentless.discovery.collector.bundle/releases/latest/ApplicationDiscoveryServiceAgentlessCollector.ova.md5
https://s3.us-west-2.amazonaws.com/aws.agentless.discovery.collector.bundle/releases/latest/ApplicationDiscoveryServiceAgentlessCollector.ova.sha256
https://docs.aws.amazon.com/linux/al2023/ug/vmware-supported-configurations.html#vmware-host-requirements
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Agentless CollectorS HiZ35t24™

1. vCenter0 VMware Z2|At2 23 QIEFL|C}
2. OIS 9 &5 stk

=
=
¢ UIANS: g MEfstm OVF MBS HES MEt O3 OfF Mol Che RSt £ 77|
OVA I}Qg M=i3t O DFHALE RHBELICH Muf Bal AR =0 T2 A 30| SH2
= o

- HHE AMES: HIE0M =E7| OVA Tt 2 Mx|5t2{ VMware Open Virtualization
Format Tool(ovftool)2 CtR2 2 E5+01 At & LIC}. ovftoolE CHREESHE{M OVF =+ &F
M HO|X|o| A 2IE[AE MEHFLICE

iul
0jo
rlo
(@)

<
]
o
A
Hn
-
i
>
oo

5to{ =&7| OVA I8 Mx|5tE of| ALt

ovftool --acceptAllEulas --name=AgentlessCollector --datastore=datastorel
-dm=thin ApplicationDiscoveryServiceAgentlessCollector.ova
'vi://username:password@vcenterurl/Datacenter/host/esxi/"’

Cl2e odlel ## #a# 22 MEEHL|CE

« O|& 2 Agentless Collector VM0l AL & 0| &ILC}.

- Ollo|E{ AE0{= vCenterdl = ClIO|E| AE0{2| O|& &LIC}.
- OVA I} O|&§2 Ct2EE ¢ +=&7| OVA 9| o|FLCH.
« AF2X} 0|E/Y 35 = vCenter At ZHQL|CY.

- vcenterurl2 vCenter2| URLRILICE.

« vi 325 VMware ESXi EAE Q| ZZQlL|C}.

rot
n
mjo

3. vCenter0f| A HiZ El Agentless CollectorE E#&LICH VMS ORA LEZ HESE 28
MY, M 77|18 MEdFLICE.

4. HE F 7|9 IP FA4TF vCenterol ZAIEILICH O] IP FAE AL Sto{ = 7[o0i AAFLICEH

Agentless Collector 2& UM A

CH2 EXIoll M= Application Discovery Service Agentless Collector(Agentless Collector) 2£ 01 Al
Aste WedES dHELICH
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1. Y EZIRME U1 FA EAE0 https://<ip_address>/ URLE &I=24EtLIC} 047|M
<ip_address>£0|M =72 IP FAULICIO|MEZ|A £=Z|7| HYZE.

2. Agentless Collector0ll A{Z M AE [ AZSH7|E MEAELICH O& g 23 2l5tEl= HIAIK]
7t EAIELCEH

Agentless Collector 2£0f %2 UM ASH=E A Ct22 27| ElLICtoo|FMERIA £E7| A, O
X| eto™ 2o 27} E AIEILICIAgentless Collector CHA|E E.

oo|MEE[A &7 F4H

Application Discovery Service Agentless Collector(Agentless Collector)= Amazon Linux 2 7|g+ 7}&f
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AWS access-keyOll CHA AWS HHo 2 X|HstEie HHE IAM AL XL HAA F|1E U=E
L|CF.
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b. AWS secret-key0ll CH&f AWS HHEHS 2 X|H35I2dE HIE IAM AFE XS] E0F F7|§ =L

c. (MEHAE) HEFHM ZEAIE AHESH0{0] °”A'|IA3H FSle BR ZEAZAE ZEA|
ZE Y MEIMo R J|E ZEA| MHE QEs5te o ERe At S AWSUEELCH
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.
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=
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a. Agentless Collector & £ 01| =&l 7[0f CHet HMAE IE5t= Ol AAEY FFE AUZErLICE
ole
=

b. Agentless Collector &% A{2I0| AR EQIZ s &= & CIA| I=3eh|ct

4. 7|t MHoM 2to|MA H S el&LICH 2o S2o|5tH &elgts MEighL|Ct

5. Agentless Collector0i| CH3t A& UO|O|EE & M5tst2i™ 7|EF %0l A Agentless Collector At
S Yolo|EE MEigrLICt. of Eelghg MENSHK| ptomHo| MBEE CHE Agentless Collectorg

S22 Yol|o|E3HofF & LICtApplication Discovery Service Agentless Collector =& 4| 0| E..

6. T8 XS MEELICH

Che FRloIME Meix 77| 74 ztedofl Chs AmetLict.

(o)

Ad XFoA
o

1

&) DHCPE AI-8 73104 Agentless Collector VME £ AA™

__I.L

« (MEH AFEH Agentless Collector VMO T IP T4 7
A
A

&) Kerberos §18 ZEEZE 7/

(ME4 ALEH) Agentless Collector VM| T IP T4 £

EP% Et7A|0l M= Application Discovery Service Agentless Collector(Agentless Collector) VMO1| CH
1HIPFAE Fdote e dFFLICH ME ERlstH =& 7] VMO| DHCP(Dynamic Host

Conflguratlon Protocol)& AHE5tE S 7 GE LCH

OII

® Note
olo|MEE|A =& 7|z IPV4E XIRELICH IPve= X|HSHX| L& LICH.
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Agentless Collector version 2

-
u
i ¥
2

7| VMol Cist & |P TAE AS

VMware vCenter0ll M CI HIELIT HEE +=Z&&LIC

—

« QXM IP FA - MEYS| MBEIX| f2 IP FALICEH 0d: 192.168.1.138.

. CIDR dotA3 - CIDR HIOIAZ E 71K e{H £=&7| VM2 = ABSH= VMware vCenter
FOISHL|CE. of): /24.

0|t
5
m
lo *
%
M
N
x
2
ﬂIIO
JW

|>
om
9'|_'
rir
<
=
=
Q
®

E 7tMoiH =&7|VME =
a AE-|<D-I% f—ﬂo._*L—lEl' 04: 192.168.1.1.

- 7|2 DNS - 7|2 DNSE 7IMedH = &7| VM2 EAE5tH= VMware vCenter SAE Q| |P

=
. (MEY AMEH E X DNS
o (MEAtE) EZH TRl O|F - Ol A st =& 7[7F =2l O|F 80| vCenter ZAE URL

2

2. CI=2 X2t collectoxr ZO| £&7|IS/VM E£2 U1 U5 E ec2-user AR50 2 21

QIghLIcH,

username: ec2-user
password: collector

3. A HOlEol OtE BPE 2= stod HELIZ QEm0|AE HIE E3tfLCt

sudo ip link set ens192 down

CHS ErAlof et QIEH ojA F 8 S Uolo|EF LICH

a. CI= @S AF26104 vi HWE 7|0 A 10-cloud-init-ens192.networkE 3L|C}.

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. CHE Ol&oh 20l HIESIA HE +7 Aol £ T3t HE 2 22 HololEstLc

[Match]
Name=ens192

[Network]
(M AE) I VM 1E P F4 74 41
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AWS O Z 2|70l HM Mu|A
DHCP=no
Address=static-ip-value/CIDR-netmask

Gateway=gateway-value
DNS=dnsserver-value
2I(DNS)2 UO|o|E & Lct
ALICt

Ct& THAo k2t =H Q1 O|F Al
5}0q violl M resolv.conf IS

5.
Di2dS Al

search localdomain-name
options timeout:2 attempts:5

nameserver dnsserver-value
|El resolv.conf It Hoi&ELICH

CHS oAM= HEE

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1
6. C}2 B 2245104 HEYXT QE{H 0|AZE A58 Ct
sudo ip link set ens192 up
7. CIZ ofxlet Zo|vME RHEEELCH
sudo reboot
8. [CIg CHHE AIE5tod HESIT MYE =elgLct
a. Ch2 BHE Ustod P Fo7} SH2 2HEIEX &
ifconfig
ip addr show
b. CtS BHES U=245t04 HOIEH 0|7t SHIEAH FIHE|R=X] = QELICH
route -n
&) $E7IVMe 1 IP FA& 74 42
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E32 OFS o X2t 7 AtsHoF & LICE.

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0 0 etho
172.17.0.0 0.0.0.0 255.255.0.0 u ] ] ]
docker0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0
c. LI BYS Ustod HEZ URLE pingd &= U=X| =IFLICH

ping www.google.com

d. CtZ x|t Z0lvCenter IP 4 E= ZAE 0|2 ping¥ = U=XK| EQlgLCt

ping vcenter-host-url

Agentless Collector version 1

-
u
¥
2

45

i

&7 VMol CHEt 2™ IP =4
1. VMware vCenter0i| M CIS W ER 3T HEE =& &LICH

« MM IPFA - MEUIO MYBEX| f2 IP FALICE of: 192.168.1.138.

« HEQ3 OIAT - HERT 0tATE 7IKEiH =& 7| VME S ARISHE VMware
vCenter EAEQ| P &4 MHEE &OQIFLICE 0f: 255.255.255.0.

- 712 HOoIEHO|- 7|2 HOIEOIE 7IKMeiH =& 7| VME S ARISHE VMware
vCenter ZAEQ| P T4 MHEE =QIFLICH 0f: 192.168.1.1.

« 7|2 DNS - 7|2 DNSE 7IX2{H £E7| VM EAEISHE VMware vCenter EAE 9| |P

FAMH™E &QlgtLICt of: 192.168.1.1.

= O
o (MEH AHE) EX DNS
- (ME AR 2Z EHQ! O|F - O|FEA st =& 7|7t =HIQ! 0|F 80| vCenter EAE URL
of R e = JaLct

2. CI2 oMIQ} collector 20| =EI7|Q)VM 242 €1 25 E ec2-user AIE510i 2 21
QIgtLICt.
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username: ec2-user
password: collector

3. #7400l CHS HS U4sto] YIESIT QBB 0|AS IR ASHFLICH

sudo /sbin/ifdown eth@

sudo vi /etc/sysconfig/network-scripts/ifcfg-etho

b. LCIS Gilxet Zo|HERZ HE & EAHAM +Eots HEZ QlEm|olA gt 2 ¥dlo|
EgrLct.

DEVICE=eth0

BOOTPROTO=static

ONBOOT=yes

IPADDR=static-ip-value
NETMASK=netmask-value
GATEWAY=gateway-value
TYPE=Ethernet

USERCTL=yes

PEERDNS=no

RES_OPTIONS="timeout:2 attempts:5"

5. CtS B0l et i@l o|& AIAEY(DNS)S Uolo[EELCE.

a. LCIS HHBES AIE510q viollM resolv.conf IS 9L|Ct.

sudo vi /etc/resolv.conf

b. CI2 BB AL510q viod M resolv.conf IS 0| EErL|LCE.

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

Ct2 oMo = HEE resolv. conf T2 Ho{ZL|Ct.

(MEf AL =&7Ivmel nE 1P F4 7 44
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search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. CIS BBS U=™stod HER A IE{H0|AE EHESHELICH

sudo /sbin/ifup etho

7. CHS ofldIet 20| VME RHE - g LICH

sudo reboot
8. [CI3 CHAE AFE35I0 HERT A2 =elgtL|ct

225t0d IP FATF SHIEAH FEEJ=X] & lgfLct

ifconfig
ip addr show

b. CIS BHEZ 23504 HOIEH 0|7t SHIE A FIH[R=X] =elshi|ct
route -n

E32 Ch5 oM FASHOF B LICH.

==

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0 0 etho
172.17.0.0 0.0.0.0 255.255.0.0 u 0 0 0
docker0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0
c. OF BHS 2d5tod HEZ URLE ping® &= U=X| ElgLIct

ping www.google.com
- = =2 O H sk A —
FAEESAE OIS pingg T A= K| EOlE

d. CIS X2t & 0| vCenter IP

ping vcenter-host-url
45
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(B4 A}EH DHCPE A

| & 3104 Agentless Collector VME £ &i

YHE dFELICH

Ct= EtA| A= DHCPE AF& 3T 5 Agentless Collector VM2 AT 35H=
Agentless Collector version 2

DHCPE A& S &7 vME T35t
AAstod HESIZ QB 0|AE HIE S

Di2ds AlSH

1. ¥4 HOEoM g BE

sudo ip link set ens192 down

2. Ch3 BrAof et QI H 0]& T EE YHolO|E LT

CHS B¥E M&s

Foq vi & 7|0 A 10-cloud-init-ens192.network T+ S L

CH.

sudo vi /etc/systemd/network/10-cloud-init-ens192.network
b. CIS oAXQt Z0l g2 A

[Match]
Name=ens192

[Network]
DHCP=yes

[DHCP]
ClientIdentifier=mac

echo "" | sudo tee /etc/resolv.conf

l295t0{ U E|3 QIEIHO|AE &

5. CiS oxet Zol =&E7IvME MEEE

sudo reboot

(ME4 ALE) DHCPE AFE3lo 27| VME 2 R
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Agentless Collector version 1

DHCPE Aot S +=%&7| VME F/gstciH

1. A EOIFoM Chs BEE ddsto] HER A QIEH0|AE HIFE E=HELICH

sudo /sbin/ifdown eth@®
2. Ci=2 CtAo et WEYY3 #+A42 Ad|o|E g LCt.

a. CI= BHS AI8350ovi WET|MM ifcfg-etho TS ILICEH

sudo /sbin/ifdown eth@

b. CIS x|t Z0|ifcfg-ethe mHAUQ| gtS YUO|O[EFLICE.

DEVICE=eth@

BOOTPROTO=dhcp

ONBOOT=yes

TYPE=Ethernet

USERCTL=yes

PEERDNS=yes

DHCPV6C=yes

DHCPV6C_OPTIONS=-nw
PERSISTENT_DHCLIENT=yes
RES_OPTIONS="timeout:2 attempts:5"

3. OIS BHE U=245lo{ DNS dHEES MAAHE LI

echo "" | sudo tee /etc/resolv.conf

4. OIS BEE U=™stod HER A IEH0|AE - ELICt

sudo /sbin/ifup eth®

5. Ct3 odlxet Zol +=&7IvmME ME-IELICH

sudo reboot

(M= %) DHCPE A8 310 2 571 VME 2 Mas
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(MEH ALE) Kerberos 218 ZE2EEZE T4

OS ME{7t Kerberos 21& Z2EZ 2 X|Hots AR0| ZE2EEZE AM&3510{ Mo HAZE = A&
Cl. o|= Al 524 Application Discovery Service Agentless Collector VME T 433l oF &rL|C}.

Ch2 EtAlol M= Application Discovery Service Agentless Collector VM| A{ Kerberos 218 Z2E
T5te W dEELICH

]

ﬂllo

X7 VMO M Kerberos 215 T2 EZ

jo

A5t

-

CHE o|M|2F collectoxr Z 0| =&7|C|VM Z2£2 U1 S E ec2-user AFESI0{ 2 210
grLCt
= .

username: ec2-user
password: collector

2. /etc EC0|M krb5.conf & LS PLICH OHS T = MK E AtEst0od O HYES +AE &
A& LICH

cd /etc
sudo nano krb5.conf

3. Ct2 WEE krb5.conf 74 S Ao|o|EELICEH

[libdefaults]
forwardable = true
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h
renew_lifetime = 7d
default_realm = default_Kerberos_realm

[realms]

default_Kerberos_realm = {
kdc = KDC_hostname
server_name = server_hostname
default_domain = domain_to_expand_hostnames

[domain_realm]
.domain_name = default_Kerberos_realm
domain_name = default_Kerberos_realm

(ME4 AMEH) Kerberos 43 48



sudo reboot

Agentless Collector HHE®{3 0| =& 2 & Al

HELI CIOIE =& 2ES AFS5HH 2Z|0|A C|0|E ME{Q| M 7t S&MHS AME = &
LICt. o] HEX A OIO|E{= oHE2[F0|M0| M zHol| & Alst= & Alof CHE 7FHA|-EE M S35to4 OO
Joio|d A= Z 74 s EL Ct

HE 23 HIo|E =& BE2 VMware vCenter ZE0| AlH3E MO Q125D AA IPOM SHE M

ol CHAN IP/ZE EffElo2 EAMEHL|C}.

|

. HESS HOIE £8 BE M

= O

N

a

. HESQ3 OB £F AE
« UESF HIOIE =& ZE9| Mt &El

HEXHI OOl =& 28 &7

HE23 Oo|E £+ & 2E2 VMware vCenter ZE A 7} K42 Mu{ QIHIE Z|of| CHEH W E 23 o 0]
EE s &eLICH et WELR Clole =& ZE8 ALE5t24E HX| VMware vCenter 2E2 HH
gLch X2 s FAe X|EE MEAML.

1. the section called “=%&7| H{ &~

2. the section called “£E|7| 2&0f HM A"

3. the section called “=%&7| 49"

4. the section called “VMware Q|O|E{ £& R E Al

1

HEXI HolE =& 258 dEstedH

1. Agentless Collector CHA|Z2E 2| HE {3 H|O|E =& MMM HERI HAE E7|8 M=
Ct.
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8% WinRM 215 M HAL HIg E3tE MEJEfLICEH

Network Data Collection 2 &2 WinRME Al &304 Windows AE{O{| A CI|O|E{& £=&l&rL|Ct.
SNMPv2 2! SNMPv3E A2309 Linux A{E{OI| A CI|O|E{& £=Z&IgtL|Ct.
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« \root\standardcimv2 Li|IAH O|A0| CHEF 17| HAM[A
« MSFT_NetTCPConnection Z2fA0] Cist oi7| Het
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« ZE 5986(HTTPS)2 =&7(2t CHef M Zhofl 24 Rlo{ok &FLC.
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2= 5tMI2the section called “WinRM IS A T4 Al RtA| MBE 215 ZX| 12"

SNMPv2 X+ S &:
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1. VMware vSphere Z2t0[21E0{ A [vCenter]& B3t ¥ [Hosts and Clusters] EE= [VMs and
Templates]E MEHELICEH

2. Olo|H ME 2|AAE MENS CHE TEtE MEiELC.

3. vCenter AFR XIS MEHSH C}2 AFRRA} 28t e 71 HE| £ MHE 7|52 MEISHL|C)
4, Jg HwolM 47| T8 MEELICE

5. oShelof MutE MENE CHS #elg MEIELICH

EMESX ZAEQ ZE o< ZAof CHEt Clo|EE HM5t2{H

1. VMware vSphere 22t 0|21E 0| A [vCenter]& AE4EF F [Hosts and Clusters] E£= [VMs and
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2. [Related Objects], [Hosts]S ME4EFL|C}.
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E MEdghLCt.

o

[Propagate to children], [OK]S A1E4&FL|C},

EXMESX ZAE £ 512 VMo CHEH HIO|E{E A stedH

1. VMware vSphere 220/ E 0| M [vCenter]
Templates]E& ME{EFL|C}.
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sudo bash -c "cat << EOF >> /etc/sudoers.d/username
username ALL=(ALL) NOPASSWD: /usr/bin/ss

username ALL=(ALL) NOPASSWD: /usr/bin/netstat

EOF"
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net localgroup "Distributed COM Users" username /ADD

net localgroup "Performance Log Users" username /ADD

net localgroup "Performance Monitor Users" username /ADD
net localgroup "Event Log Readers" username /ADD

oto| ool -E 0S M ¢4 Xtz ZHof| X|& 8 Windows AI2 XS] 0|22 2 ysername HFEL]
Ct.
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4. CtE ZE oM E AHE5H0{ Windows EAEE /& LICH

netsh advfirewall firewall add rule name="Open Ports for WinRM incoming traffic"
dir=in action=allow protocol=TCP localport=5985, 5986 # Opens ports for WinRM
netsh advfirewall firewall add rule name="All ICMP V4" protocol=icmpvé4:any,any
dir=in action=allow # Allows ICPM traffic

Enable-PSRemoting -Force # Enables WinRM

Set-Service WinRM -StartMode Automatic # Allows WinRM service to run on host
startup

Set-Item WSMan:\localhost\Client\TrustedHosts -Value {IP} -Force # Sets the
specific IP from which the access to WinRM is allowed

winrm set winrm/config/service 'e@{Negotiation="true"}' # Allow Negosiate auth usage
winrm set winrm/config/service '@{AllowUnencrypted="true"}' # Allow unencrypted
connection
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SELECT GETDATE() AS sysdate
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mysql -u username -p 'password' -h [hostname or IP] -P [port]
SELECT NOwW() FROM DUAL

Oracle C|O|E{H|O| A 01 AZAE + UEX| Flste{H CHE BHFS AASELICH

b

sqlplus username/password@[hostname or IP]:port/servicename
SELECT SYSDATE FROM DUAL

PostgreSQL Ci|O|E{H|O| A0 AZEE 4 QU=X| EHlstEdH CHS FHES ALSELICH
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7IXMe7| 2= o|§
VMware.VMName”?
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CPU.UsagePct.Avg”
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InKB.Avg”
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M7 EE Ol HE of| A|
ApplicationWave O| Mu{e| oto|ae|o|M «of
=gelL|ct.
EH A O|8:2t YAIO|EHOE &#|lE2  "zone:1, critical:yes"
TES =8
"zone:3, critical:no, zone:1"
/A Important
Ef20i 2IZt8t A (od:
el HIo|E)E K{%&st
X| Ot A2,
Serverld Migration Hub M S50 £  d-server-01kk9i6yw
AlE M AER L CH waxmp

2 B2 =0l HoiE B 7Hel B4 WEI} Ao
01 CIOIEIE 71HE 4 RiaLI BRE olF Eo L1F Wl 718 A8 atod of2) 71R27] 2 8ol
M BEIELICH XM Yxl 7| External IDE Y& @2 o Wk BlZ=E DRa Algstn vt

ML o ASELICH Y| 718 XK L™ 7H2 (0l M THKI27| HMESol 2 Y HolA
THYE LHE A Y| 718 AHSEILICH Of QRI0f CHEH REAIEH LIS Z4AEI M 2 ofE 2|7 014
of CHEt Uk 2 BHHS AESHAAIL.

@ Note
Migration Hub 7tM27|2 7tM27| HIZ o] Ho|E e o|Q|o| e X|#5HK| gt&LCt.
NS ALSR XIHE HEEs FALH 7IM K| eb&Lct

Q7| HEt M

HIOIEIZ 7HK 27| Fol| IAM AFSRHOIH| 7HK 2 7| IS Amazon S301| 2= (s3:PutObject)st

T HA|()E el= ol 22 F Amazon S3 MEHO| I=X| = QIR LICts3:GetObject. EE8 IAM HAM S
MASET AWS HHIM 7K 7|8 & ets IAM AL X0l 91736104 ZZ 22 BhAl AN AR
AWS CLI) &= 2& HMAE MX5HoF &FL|Ct.
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Console Permissions

ZEE MB350 AWS HIHOIM 7HX27| 2 HE £+ E IAM AL Ate| HE

2
mo oo
Pal

|l

>

=]

=

il

ALERtel HAZE 2tEl™ YAME HESedH

1. ol 222l AWS Management Console 31 https://console.aws.amazon.com/iam/ IAM 2& &

L.
2. B FHo|M ALEXIE MEHELICE
3. 3 HMS HASHE ASKIQ 0|82 MEELIC
4. TEH EHZ MEHSE & MEF FILE MEAFLICH
5 7|E EH EY g8 MElE F A MES MEIFLICH
a. S dd 1HIOI7<I01I)K-I JS NS MESI T CHS Z=Hof| d&LICH 3! 0|22 1AM A

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"”,
"s3:ListAllMyBuckets"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": ["s3:ListBucket"],

"Resource": ["arn:aws:s3:::importBucket"]

}I
{

"Effect": "Allow",

"Action": [

"s3:PutObject"”,
"s3:GetObject",
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"s3:DeleteObject"

1,
"Resource": ["arn:aws:s3:::importBucket/*"]
}
]
}
b. HMAEE MEASHLICH
c. WM Qo2 HAE5Y| Mof olgol M MM 0lES X|MsT, WL B MBS ¢

d. M= MM=2 MEHSH|C}.

6. T AWS OlM 7IK27] QS £ ¥ ALSRLL| M 204 IAM 2& HO|X|2 SotZLiC
7. HME022 MEZ AT U3 AN HMo| 0|8S HMELICH

8. Cig: HEE Mg

9. Wit X7+ MBLIC

IAM ALS ROl A FIHo Bz Ol L7 ZRMAE AISHE FHI EIMSLICH

AWS CLI Permissions

off k2t IAM ALEREOI|HIE AFE5H0{ CIOIE] 7HM 27| 2 E +dE = Us TErE 70
ol 223 ey dMs dEELct AWS CLL

1. aws iam create-policy AWS CLI BEZ At&35t0{ CtZ HEHS 71T 1AM HA S dMHE
Lict % Of IAM AHS A7 71K 27| Tt 2 Y2 =8 HZ 9| Al o|§2 2 HiELCH.
JSON

{

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["s3:ListBucket"],

"Resource": ["arn:aws:s3:::importBucket"]
},
{

"Effect": "Allow",
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"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"

1,

"Resource": ["arn:aws:s3:::importBucket/*"]

O| HE Ao CHEt RhMIEH LHE 2 BE F X 9| create-policy® AWS CLI & Z5HAL.

2. aws iam create-policy AWS CLI BEE AFE35t04 CHg HEt2 71l F7H IAM R E
Aot
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"discovery:ListConfigurations",
"discovery:CreateApplication”,
"discovery:UpdateApplication”,
"discovery:AssociateConfigurationItemsToApplication”,
"discovery:DisassociateConfigurationItemsFromApplication”,
"discovery:GetDiscoverySummary",
"discovery:StartImportTask",
"discovery:DescribeImpoxtTasks",
"discovery:BatchDeleteImportData"
]I
"Resource": "*"
}
]
}
3. aws iam attach-user-policy AWS CLI BEE AL&35t0{E A8 304 A AWS olAM 7t
M7 2EE s IAM AFS R0 A O™ & EFA[0|M -8 FAg 447 LICH AWS CLI.
O| & AL ol CHEF RFMIEH LHE 2 W& & X 9| attach-user-policyE AWS CLI & X 35HA|2.
It 7| Het MY 95
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IAM ALE XA A E FIIcE 2 O|M| 7HM 27| Z2MAE AlRE £H|7L EI&LICH

IAM AFSF7E RISEH Amazon S3 HZI0| Z4HE HREE O AHSRITL ZHE S 4 TS NE
Z4%0fl T3t 7|8 HEHS ITHZ Fofof BrLICt

£ Amazon S301 Y= =510 7tX{E 4 U5 sljok B LICH Al
Ehet7| Zoil 7+ =|_._7| mtdg 02| 4 Z/E= MBI Amazon S3 HHZ! 0] R{oof &L|Ct,

Console S3 Upload

Amazon S30{| 7}X{2 7| ot U= = 5teH

1. o 222l AWS Management Console 311 https:/console.aws.amazon.com/s3/ Amazon S3
Z&2 YUt

2. HZ 0|8 SEoM A E Y2 Eslede HZ 0|2 MEdELIC

3. YZREE MEHFHLICH

4. YZRE chet SxtolM I FI7HE ME{E £ U2 ntalg MEELCH

5. YR mlg MEldt 3 W7|E MEdELICE

6. URC=E MEFLICH

7. IYS UEC & I CHAIE S0 M Cllo|E| T 24| O|§ 2 MEdEtL|Ct

8. ZHx| M52 ME mo|x|o| 7H2 EHo|lM ZHX| URLS S AMEILICE O| URLE 7tx{27| X2 A
ME m e Lo

9. of MHEE CHZ Migration Hub £ 2| 7}x{2 7| H0|X|2 o|S & LICtH|0|E] 7t x4 27|, & C}
= Amazon S3 4| URL ZE=0f 24X URLE E04 E&LICH

AWS CLI S3 Upload

Amazon S30| 7IX 27| el o= = 5te{H

o

aws s3 cp ImportFile.csv s3://BucketName/ImportFile.csv

Amazon S30| 7} X2 7| Tt HE2E= 96
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3. o™ CchZ Zop7h ghetE L
upload: .\ImportFile.csv to s3://BucketName/ImportFile.csv
4. HHEHEI A Amazon S3 ZA| B2 E FSAFELICE 7HX7| e e M 2 EL(c

|& ME HIo|E|= A< O o]
= MEStHLIE Sl APIE

ClO|E{ 7IX 27|

Migration Hub 2& 0 M 7t X 7| HIEXS
E{E Migration HubZ 7tx{& &H|7} E ZLICt CtS X|I&ME —E—
Z£35l01 O|E =dste F 7HK| Yds MdYeLICH AWS CL
Console Import
Migration Hub 2& 2| =7 H O|X|0o{| M Cl|O|E| 7t X2 7| Al=HgfLCt.
ClOIE 7t X278 Al%f st
1. B Fo| HMoM =& MEALIC
2. 7tNMR7| HEZZ of R 2MGX| 2t B 77| 4Rto|M RHER 7K 7|E MEdst
o IEXE CIRECE = UELICHL CIREES HESE ¥ 7|&E 2= |0/A AMH o]
EHE A ZLICt. https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-
abb42f282e46/import_template.csv Amazon S3 HZI0|MH 7t K 7| RIZSIS CIREEE &
AU&LICE.
3. 7IMR7| HO|X|E FEdH 7t M 7| & RIo|M 77| & MEHEFLICH
4. 7tXM27| O|&§0M 7tX 27| O|§ 2 RIHELICH
ZEE Z/JeLIct o]l BHE sdsted™ 7t X2 7| H|o|H mt S
Amazon S30i| 7MLV utd MdEE CHEE

5. Amazon S3 Zix| URL
Amazon S30{| Y2 =3HoF B LICt RtA|EH LIS

X HAAL.
6. S QEZ RE0IM KIS ME LI
o EolM 7HdQ 7|9t ST HElE 2 4 st
GIOIE] 7HK2718 AISHSt7| QI8 M3 HAHE £33, 7hxi2 7| HOIX|o| F3 Ael, o2 AlZ,
HT EE ATE HlEC +8 HIZsto] 2 HKey| 230 NP HEt EAED HT HRCE
CHRREE 4 2l 7150| MZELICH 0] 3ol M Holx|o| ZHAo 2 olSstod AR 7
2 ClolElE & 5 ULt

dlo|E] 7t 27|
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M | O|X|ol| M HAE 2 E AMB{(C|HIO|A) |55 712 7| O|§ 2 & & A&LICH O|F Lo
LIEE 7t 27] Ol 2 MEYst0od 7EX27((7H M7 71%) H ol X|ol M O|S st MEHer 7t 27|
O|HlolH MEE 7|t ez ZE7t HEE|l= A HO|X|Z O|SELICH J8{H sl 58 7t
7|0l &8t HlolERF E A|EILICE.

otzlo|lE = Zi
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|H, errors-file I} failed-entries-file I} 0| S0{ YU&LICEH.
Zt 8 HAZE 2F HIAIXK] & 71K 7(0d| Auli$t ClO|E{ ool gred A
oI US ALE5t0] EXI7F L MEH RXIE 2 A AlEE 5= U&LIC
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AWS CLI Import

ol IO|E] 7} 7| Z2MAE Al&HstE{™ A 8Z40) AWS CLIZ
=
o

7
KEAIEH LI 2 AWS Command Line Interface AF2 A4Q

A x|sffoF AWS CLI &Lt
1o AWS HE= B
StAM2.

QE{m| o] A MX]

® Note

Ot&] 7} 7| EE3!8 &d3 K| §f2 B2 hitps://s3.us-west-2.amazonaws.com/
templates-7cffcf56-bd96-4b1c-b45b-a5b42f282e46/import_template.csv Amazon S3 HZ!
M 7t M7 | HERE CIREEE = U&LICH

HIOlE 7t 7I1& Al%rstE{™

0424

1. HOd g gnos B

)
mo
I°
Ju
o
r
[u]

aws discovery start-import-task --import-url s3://BucketName/ImportFile.csv --
name ImportName

2. OB 77| Hdo| ddx| ohE el HE T ghetE Lo

K

"task": {
"status": "IMPORT_IN_PROGRESS",
"applicationImportSuccess": 0,
"serverImportFailure": 0,
"serverImportSuccess": 0,
"name": "ImportName",
"importRequestTime": 1547682819.801,

ClolE 7t 27
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"applicationImportFailure": 0,

"clientRequestToken": "EXAMPLEl-abcd-1234-abcd-EXAMPLE1234",
"importUrl": "s3://BucketName/ImportFile.csv",

"importTaskId": "import-task-EXAMPLE1229949eabfEXAMPLEQ3862c0"
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CLI Tracking
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aws discovery describe-import-tasks

2. O|ZH otH 2E 7IK27| 2ol S50[/ JSON Aoz phEtr|r, ofEf X! 7|EF 2HEd HE
7t & MSELCH 2 EE{Zsto] 7tX27] 2rdo| ot o Eef S grete = JU&LICH

(MEH ALE).

tr27| g FHE F HHEHEl serverImportFailure 240| 0ELCH 2 A2 = &= A&
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Application Discovery Service Agentless Collector(Agentless Collector)2F AWS Discovery
Agent(Discovery Agent)= 25 B+ 2 2|CH A EE 7|2 A|AH HS CIOIEHE MBS EL

Ch = &E AAR E5 CIOIEE AL8slod £2 &2 & &R HIE(TCO)E =dE =+ JU&LICH
Discovery Agent= A|AE] H5 HE, QIHI2E L OfRHIZE HERT A4, MHOAM A= Z2
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g & A&LICH
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M5, E}2E X|™HEHE 2ol CHE REMIEH LI 2 Mg B X SEMIR2 AWS Migration Hub 2£ 2
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2 Mi 2 ohZ 2|7 0|0l ChEt Y| 2=

AWS Application Discovery Service (Application Discovery Service)Hle= AMst= M7 7|&E 51t
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https://docs.aws.amazon.com/migrationhub/latest/ug/migration-hub-import.html
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Amazon Athena0ll A Gl O|E{E & M5t H Discovery Agent7t ZAMet B E 2z #|0|A MEHHolM &7
&t CIO|E{ & & oM BAE = U&LICH Amazon Athenall| Cl|O|E{ B A40| Migration Hub 2&0f
M /g3t E| T (EE= StartContinousExport APIE At&36+04) 00| Eof CHEt Ci|O|H =Zl0| E M3t E|
o o OITETH £+ /E CIOIHE ¥ I’HOE S3 tHZloll RHE 22 MFELIC RMIEH LI8 2 Amazon
AthenaOllA O|O|E| EfM Et2d2 &R FHAAIL.

Amazon Athena0il A C|O|E{E &M &} Discovery Agents7t AMe E 2z 0|A MM +=F

8t CIO|E{E 8 2ol BAE = Ql&LICH Amazon AthenaOl| A Ti|O|E{ EH A4 0] Migration Hub 2£0f
M &/dstE| T (EE & StartContinousExport APIE A& 3+04) 00| ME o CH$t Ci|O|E =%{0| & MH3tE|

M of|O|ME 7| =&l8t T|O|E{7F H7|Mo 2 S3 HZlo]| At s o= XEEL|CH

% CHS Amazon Athenag %-E-%N# AR Ho|El 22|12 AR ZF MOl A|AIY AlAR M5 Zt
MHOIM A S Z2MA 8 U ME CHE MH 7ol HIERT S54H2 28 &= &Lt

gt Amazon AthenaE AtE35t04 AHA| AFEXF XY F2[E &dst, 4 22| oo
LHELHZ|Qt 22 F7t 7|& CIO|EH £AE YEEStT, AME MHE A o EE[A
iZdE &+ Q&LICH Athena CIO|E{H|O|AE Amazon chkJ—P Sgstod #El E-E AlZ&stn F7t
BEME e = A&LUICH
Mol M= Athenad M CIO|E{E At835tod 24 B82S Hotetn oto|ado|ME H=HE

fE YHS dTELICH AWS.
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Amazon Athena0i|A{ Cl|O|E{ B A 7{7|

Amazon Athena2| H|O|E{ EFAH2 Migration Hub 2& = =
E 790 &3t ELIC AWS CLI. Amazon AthenaOil A Z4 A4 El HIOIEJ% o EMe AIZFetedHH HE
Cllo|E &rAHE 740k &LCt.

K& LHEUZIE 74T AEHAM ME|A 44
grAwWSServiceRoleForApplicationDiscoveryServiceContinuousExportO| AHSS 2 AIE

ELICH o] MH|A @1 Ad&oi CHEH RHAIEH LH& 2 Application Discovery Service0i| CHEF MH|A 947

oist 3t CHAIS R X 5HAIA|IQ.
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Turn on with the console

"O|O|E{ =& AlIZF"Amazon Athena A1EH43t 7L} Migration Hub & 2| Data Collectors H O] X| 04 A
"Amazon Athena2| H|O|E{ Ef A"0|2t= H|0|E0| X|HE EZ S 225t LAMOE AL LHELY
7|& 74 Amazon Athenal| G| O|E{ B AH0| &M 3tE L|Ct.

Z£0{ M Amazon Athena?| Ci|O|E]| B 7{2{™

£t A 20l M Data Collectors(CllO|E{ $=Z7|)& MEighL|CH.

—

2. Olo|HE BiE MEiFLICH

F7HLt Cllo|E{ £=%&!0] o|0| 74X Y= B Amazon Athena0ilA G| O]

A ]
B EMEZE Z2FLICH
4. OF EHHloll A AAIE CHH ARt A B2 HIGOl CHsH Solshe olate Balstn H4 =&
B ESIE MEfSLICH
@ Note

O|M| MIO|ME 7} "ed LHELHZ|" ZEEE AR E|0{ Amazon Athenadl A A E H|O|EHE
B HHe =+ J&LICH 0| 7|sE M& &d&tst™ O|0|E{7F Amazon AthenaOil E A|E]
= Ol =[CH 30&0] Z

Enable with the AWS CLI

Amazon Athenal| C|O|E{ EfM 20| AP| &

S5l HAIM o2 MHE Continuous ExportE S 3H
gM3lELICH AWS CLI. Ol Al 3t24™ HX] &4

o & Mx|&liok AWS CLI & LICt.

rl&" jo

Amazon Athena®i| ME Mx|sl1 O|O|E{ EfAHE AWS CLI 7424

1. Y FMA(Linux, macOS &&= Windows) AWS CLI & Mx|gLIct. X|&2 AWS Command
Line Interface AtE MBME FZsHMR.

2. BYE ZFIZE(Windows) E= E O (LinuxLt macOS)E Lt

a. aws configure& {{#3l1 Enter 7|& F&LICH
b. AWS HMA 7| IDLF AWS EHOoF HM|A F|E =4},

O0|E0] us-west-2E& l2d&tL|C}.

o
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Z29 S Alof textE U24EL|C}.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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3. E_|.2 I:|=|E=I% OIE=I%I-L_||:|._

O|X| HlO|ME7t "d&s LHELHZ|" 2EE M- E|0{ Amazon AthenadllA A E C|O|EHE
2 %S #4455 ™ O|0|E{ 7} Amazon Athenadl E A|E|

Amazon AthenaOi| A Ci|O|E{ Bt M & & M358+ & AthenaOll M = OIO|E{E 2|50 oflO|METI A
F 2= QI&LICH CIIO|E{E A5l AZHEAIEE ”é'ﬁh__',

A3t M 47 GIOJEIE B A5tT Ahei
HIS EAS NHSHH, AlZE Z2O o2 ABIE 045, HEND 54 4E cloloja R
g % et

CHE X|&|MH = Athena 2£0|M Z7 of|0|XME HIOIEE B M &S MHELICH Athenao|
OlO|E{7} @17{LF Amazon AthenaOilA O|O|E B ME & 355X of2 A< 0l AHEE CHE Amazon
AthenaOi A C|O|E{ B M & & M3t5tEle CHaE & X7 EA|IELICFAmazon AthenaOil A CI|OE{ EF A 74
7.

AthenaOll M 0i|O|HE 7} HA S H|O|EHE =T Bf Mot

1. AWS Migration Hub 2£ 2| &M Z ol MHE MEHEFLIC}.
2. Amazon Athena 242 224 Amazon Athena0il A C|O|E{ Ef A S MEHSH|C}

3. FHel HET| Ho|x|o|A &M Fo| oi|o|E{H| 0| A of2Hof
application_discovery_service_database?} ME4 |0 Q= K| & QIgrL|CH

@ Note
E|o|Z ofzfol = ChE Elo|=2 ol|lo|MEZ O E=HE Cl|o|E MES LIEHLICE.

» os_info_agent
» network_interface_agent

« sys_performance_agent

ool A 105
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» processes_agent
 inbound_connection_agent
« outbound_connection_agent

 id_mapping_agent

AlS5104 Amazon Athen

Sk a =&0|M H0|HE
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4. Athena #HZ| HE 7|0 SQL #2|E &Mt
2IgfLICt o€ Eof, AME ZE MH IP A

=
e

SELECT * FROM network_interface_agent;

o B2 ofld|l #2l= Amazon AthenaOfl A AT HOo|El HE| AHE EHHE B ZsHMA2.

Amazon Athena Cl|O|E{ A|ZH3}

.

cIO|E{& AlZt3tst7| 2I3H Amazon Quickzt 2
Ze 7B QE AAANZE T2 HBE X
oloja, R xtE I 7|Et JefTe A

A HHAO] AZIBHE MAY 4 TS A

rIo

AlZtst =2 J240|L} Cytoscape, yEd EEE Gelphit
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Quick2 Al23t04 Amazon Athena O|O|E{& A|ZtS}5t2{H™

1. Amazon Quickoll 22918t L|C}.

2. Connect to another data source or upload a file(CHE C|O|E]{ #E20| 912 &= Ot Y2 E)2 M
EXSH_|C}
1 .

AthenaE MEHEILICH A Athena ClIO|E{ AA CHEF 2V AF7F EA[E LICH
Data source name(H|O|E{ #& 0|§) o O|§2 =g LIct.
OB A4 MES MEdEFLICE

EO|2 MEH CHSl A XtoflAM Agents-servers-os E|O|2 2 MBS £ MEHZ MEHFHLICY.

N o o b~
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o
CIOIE] ME A4 2t 2 CHEF A Ktol M O 2 EA2 2|8l SPICER 7K 7|8 MEHSH O} AlZ
StE MEEHLICE

AZtekot ’id 2L

olofE] AlZh=t 106


https://aws.amazon.com/quicksight/
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Ol Er#0ll= TCO 24 U LIESIT AlZkatet 22 Uit AR Atafof CEt 0/2] HolE #al7t L3 s
of UBLICH Ol2f3t HEIS = ICHZ AR SH7LE TR CHZ £38 4 aLtt

MM HolEl #EIE AEsttd{H LS s-ELICH

1. AWS Migration Hub 2& 2| &M oM MHHE MEiFFLICH

2. Amazon Athena 2£ & ¥f{™ Amazon Athena0ilA{ Cl|O|E{ Et M2 MEHSHL|CI.

o

2| WEZ| mHo|x[of M B A4 & o T|Oo|E{tH| 0| A of2Hof|
application_discovery_service_database’| M4 E|0 Ql=X| & QIgFL|Ct.

Query Editor(F{2| TRIZ|)olM H3t7((+) 7IZE MEHsto] M FEIE <l RS ddgLch
A EolEl FE[oM 22| & stLIE SAFELICH

Y= dGe M el =Hel A2l ol #EIE 204 d&Lich

S -

[N )
2| A(Run Query)2 MEIFHLICEH

Ol E7| ¥ &+ §H MHA IP T4 SAE 0|2 AMELICH CHE FHE[oM Ol E7IE AHE
& 4 QIALICH RE MAMSHe Yol CHEF REMIBH LI 2 Amazon Athena AFR A A O] CREATE
IEWE & ZE5HAMIS.

CREATE OR REPLACE VIEW hostname_ip_helper AS
SELECT DISTINCT
"os"."host_name"
, "nic"."agent_id"
, "nic"."ip_address"
FROM
os_info_agent os
, hetwork_interface_agent nic
WHERE ("os"."agent_id" = "nic"."agent_id");
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https://docs.aws.amazon.com/athena/latest/ug/create-view.html
https://docs.aws.amazon.com/athena/latest/ug/create-view.html
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SELECT DISTINCT "destination_ip" "IP Address" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "destination_ip") ) = @) THEN
Inol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "destination_ip") ) > @) THEN
'yes' END) "agent_running"
FROM outbound_connection_agent
WHERE ((("destination_ip" LIKE '192.%')
OR ("destination_ip" LIKE '10.%'))
OR ("destination_ip" LIKE 172.%'))

o\°

UNION

SELECT DISTINCT "source_ip" "IP ADDRESS" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) = 0) THEN
lnol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "source_ip") ) > 0) THEN
'yes' END) "agent_running"
FROM inbound_connection_agent
WHERE ((("source_ip" LIKE '192.%'")
OR ("source_ip" LIKE '10.%'))
OR ("source_ip" LIKE '172.%'));
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olOIHET} Ui Mol AIAR 45 ClolE] 24

Ol HZ|& AH835to{ fo|MET MX|E 2ZB0|AS AIAR 85 U MEE HEH CIO|EHE BME =
A&LICH o] HEl= ZF MHe| SAE 0|2 A3l 7| 2l system_performance_agent E|O|&
2 os_info_agent ElO|E2t A& ELICt O HEl= 0|HET A& £l ZE Mo CHaH A|H
AL E O|o|E{(158 7tZ9)E etEtghLct.

SELECT "0S"."os_name" "OS Name"
"0S"."os_version" "OS Version"
"0S"."host_name" "Host Name"

"SP"."agent_id" ,
"SP"."total_num_cores" "Number of Cores"
"SP"."total_num_cpus" "Number of CPU" ,
"SP"."total_cpu_usage_pct" "CPU Percentage" ,
"SP"."total_disk_size_in_gb" "Total Storage (GB)" ,
"SP"."total_disk_free_size_in_gb" "Free Storage (GB)" ,

’

’

’

’

("SP"."total_disk_size_in_gb" - "SP"."total_disk_free_size_in_gb") "Used
Storage" ,

"SP"."total_ram_in_mb" "Total RAM (MB)" ,

("SP"."total_ram_in_mb" - "SP"."free_ram_in_mb") "Used RAM (MB)" ,

"SP"."free_ram_in_mb" "Free RAM (MB)" ,
"SP"."total_disk_read_ops_per_sec" "Disk Read IOPS" ,
"SP"."total_disk_bytes_written_per_sec_in_kbps" "Disk Write IOPS" ,
"SP"."total_network_bytes_read_per_sec_in_kbps" "Network Reads (kbps)" ,
"SP"."total_network_bytes_written_per_sec_in_kbps" "Network Write (kbps)"
FROM "sys_performance_agent" "SP" , "OS_INFO_agent" "OS"
WHERE ("SP"."agent_id" = "0S"."agent_id") limit 10;

ZEHS A T2 MA ME MEE J|HO 2 M 7} O} RHIRE E4
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ol {Ele ZE 3 Y Z2MA MF HEL &7H Zf MH|A 2| ot ZHI2E ECfEol CiEh M5 HE
£ 7tXSLch

IANAOIAM CI2 2 E 8 IANA ZE M R|AEZ| Cf|O|E{H|0|A 7} Z &H=

iana_service_ports_import E|O|E& Ot & MJ5tX| iyCtH H2[E A-st7| Mol o H|o|&

OII

—_ =
S M350k BHLICH Of B0l 444 Wof CHEH REMIEH LIS 2 IANA ZE BRIAEE| 7442 7| E0|
S MM DS HEUAIR.

iana_service_ports_import E|O|E0] *”*"EI%Q'.:'_:' OfZHIRE
X E7| D g8 dagLict RE M= Wol cHEt RhMIE

M2| CREATE VIEWE & X 3IA|2.
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https://docs.aws.amazon.com/athena/latest/ug/create-view.html
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https://console.aws.amazon.com/athena/0H| A Athena 2&& L|C}.

DE JHE o RHI2E THY IP FAE LtGste CHS EH & ALE5H0d

valid_outbound_ips_helper R MMEfLICt

CREATE OR REPLACE VIEW valid_outbound_ips_helper AS
SELECT DISTINCT "destination_ip"
FROM outbound_connection_agent;

ot2H2= Eci=ol cHet Sl gz & AYste O S 2 &+ & AL85H0q

outbound_query_helper E7|E MM&tLICt

CREATE OR REPLACE VIEW outbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM outbound_connection_agent
WHERE (("ip_version" = 'IPv4')
AND ("destination_ip" IN
(SELECT *
FROM valid_outbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port"
"agent_assigned_process_id";

iana_service_ports_import ElO|E1 F 7IX| EH &+E HMHE Fo= ChS #AHSIE A
5lod ZE HHS Al Z2 MA ME HEQ &7 2t MH|A Q| o RHIR2E EfZlof CHEt ME HEE

SELECT hipl.host_name "Source Host Name",
outbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
outbound_connections_results@.destination_ip "Destination IP Address",
outbound_connections_results@.frequency "Connection Frequency",
outbound_connections_results@.destination_port "Destination Communication
Port",
outbound_connections_results@.servicename "Process Service Name",
outbound_connections_results@.description "Process Service Description”

REREEFIPE —
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(SELECT DISTINCT o.source_ip,
o.destination_ip,
o.frequency,
o.destination_port,
ianap.servicename,
ianap.description
FROM outbound_query_helper o, iana_service_ports_import ianap
WHERE o.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
outbound_connections_results® LEFT OUTER
JOIN hostname_ip_helper hipl
ON outbound_connections_results®@.source_ip = hipl.ip_address LEFT OUTER
JOIN hostname_ip_helper hip2
ON outbound_connections_results@.destination_ip = hip2.ip_address

ZE s WEZZNAME HEE 7802 M 7H QlHI2E S &4

Ol HElz ZE 3 YW EZZNA MR HEL} &M 2 AMH[A2| elHt2E EgiZlol gt HEE 7HA

IANAOIM CtR2 2= 3 IANA ZE BIX|AE2| dlo|E{#|o|Aa 7 ZEHE

iana_service_ports_import E|O|ES ot & M4J5tX| iyCtH FHE[E A-st7| ™o o H|o|&
2 MAdsHok BfL|Ct of El|0|E AiAd wheHof CHEF AHMIEH LIRS IANA ZE HX|AEZ| 7tX{2 7] E|O|
E dd HHHE FXRSIMAR.

iana_service_ports_import E|O|20| MME|Io™ QlHIRE ECHEIE £XE7| I8 F 7IX|
78 g8 dEdeLct & M5t wedol chEr XEMEH LHE 2 Amazon Athena AFHE AH
M2| CREATE VIEWE & ZX5HM2.

N7 FH Y g8 ddotti™

1. https://console.aws.amazon.com/athena/0ll A Athena 2£& LIC}.

2. ZE IR QAUHRE AL IPFAE LY a ChS Yo &4+8 AH85tod

valid_inbound_ips_helper E7|E& MM&L|CH

CREATE OR REPLACE VIEW valid_inbound_ips_helper AS
SELECT DISTINCT "source_ip"
FROM inbound_connection_agent;

3. Qlut2E= Eci=ol cHet SAl HIEE AYste CF S & g8 AHE 3504
inbound_query_helper E7|E& 4MELICH

A HolE B2l AL 111


https://docs.aws.amazon.com/athena/latest/ug/create-view.html
https://console.aws.amazon.com/athena/home

0o
1z
0%
x

AWS OfZ 27104 M MH|A At

CREATE OR REPLACE VIEW inbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM inbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("source_ip" 1IN
(SELECT *

FROM valid_inbound_ips_helper )))
GROUP BY "agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

ol ChE #ElE ™

4. iana_service_ports_import EllO|E1 F 7}X| i &+ E M Al
of CHt M2 HEE

[
5t ZE BHS L T2 MA ME HEQ &4 2 MH|A Q| ClHIRE EBH

1H o

SELECT hipl.host_name "Source Host Name",
inbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
inbound_connections_results@.destination_ip "Destination IP Address",
inbound_connections_results@.frequency "Connection Frequency",
inbound_connections_results@.destination_port "Destination Communication

Port",
inbound_connections_results@.servicename "Process Service Name",
inbound_connections_results@.description "Process Service Description"

FROM

(SELECT DISTINCT i.source_ip,
i.destination_ip,
i.frequency,
i.destination_port,
ianap.servicename,
ianap.description
FROM inbound_query_helper i, iana_service_ports_import ianap
WHERE i.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
inbound_connections_results® LEFT OUTER

JOIN hostname_ip_helper hipl

ON inbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER

JOIN hostname_ip_helper hip2

A HolE B2l AL 112
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ON inbound_connections_results@.destination_ip = hip2.ip_address

Ol HElE ZE HEE V|ECZ A FQU AZEQ0{E AlEFLICH

IANAOI A CHR2 ZE 8 JANA ZE B X|AEZ| Cl|o|E{H|0| A7} = EHE
iana_service_ports_import E|O|ES ot %] M4J5tX| LyCtH FH2[E A-d5t7| Mo o] E|o|&
MAJ5oF BfLICH Of Eflo|2 M4 wedol CHEF RFMIBH LI IANA ZE BX|AEE| 7HX{2 7] E| O]

k=2
=
S M4 BrIg XA,

S 72§ ddsio ZE H 7IEoE A S AZEQo{E AlERLICH

fok
111
!

SELECT o.host_name "Host Name",
ianap.servicename "Service",
ianap.description "Description",
con.destination_port,
con.cnt_dest_port "Destination Port Count"
FROM (SELECT agent_id,
destination_ip,
destination_port,
Count(destination_port) cnt_dest_port
FROM  inbound_connection_agent
GROUP BY agent_id,
destination_ip,
destination_port) con,
(SELECT agent_id,
host_name,
Max("timestamp")
FROM os_info_agent
GROUP BY agent_id,
host_name) o,
iana_service_ports_import ianap
WHERE ianap.transportprotocol = 'tcp'
AND con.destination_ip NOT LIKE '172%'
AND con.destination_port = ianap.portnumber
AND con.agent_id = o.agent_id
ORDER BY cnt_dest_port DESC;
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IANA ZE HIX|AEE| 7IX{27| El0|E A

2| Ho|El #2| & YF0il= IANA(Internet Assigned Numbers Authority)l M CH22EF HE 7 2
El iana_service_ports_import Ef0|E20| Z & L|C}.

=)

—

EEZ T E 35 Y K|AEZ|0|A IANA ZE HXIAEZ| H|O|E

1. iana.org MH|A O|F 2 &
HO|A CSV IYUS CIREL :
2. Amazon S3E IS YECEFLICH AFMIEH LIS S3 HZlof It &)
H sHok BILI?E FESHAA
3. AthenaOlM 2t= M E|O|E
Athena A& dHAMS| H|O
Aol CcsV mtdE Y2 =5t

jn

%‘E 3|. ;||:|=| o.||:|:-l

e

MAMgtLICliana_service_ports_import. X|&2 Amazon
MMEE XM L. O M HE my_bucket_names O™ &
S3 HZlo| 0|2 2 CHx|sHoF & LICt

CREATE EXTERNAL TABLE IF NOT EXISTS iana_service_ports_import (
ServiceName STRING,
PortNumber INT,
TransportProtocol STRING,
Description STRING,
Assignee STRING,
Contact STRING,
RegistrationDate STRING,
ModificationDate STRING,
Reference STRING,
ServiceCode STRING,
UnauthorizedUseReported STRING,
AssignmentNotes STRING
)
ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.lazy.LazySimpleSexrDe'
WITH SERDEPROPERTIES (
'serialization.format' = ',"',
'quoteChar' = """,
'field.delim' = "',
) LOCATION 's3://my_bucket_name/'
TBLPROPERTIES ('has_encrypted_data'='false', "skip.header.line.count"="1");
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"Statement": [
{

"Principal": "*",
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"Effect": "Allow",
"Action": [
"discovery:action-1",
"discovery:action-2",
"discovery:action-3"
1,

"Resource":"*"

Example policy for the Agentless Collector and AWS Application Discovery Agent

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_applicationdiscovery.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ecx-public:DescribeImages"
1,
"Resource": "arn:aws:ecr-
public: :446372222237 :xepository/6e5498e4-8c31-4f57-9991-13b4b992ff7b"
}I
{
"Effect": "Allow",
"Action": [
"ecr-public:GetAuthorizationToken"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"mgh:GetHomeRegion"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sts:GetServiceBearexToken"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS OfZ 27104 M MH|A

A MY

HZofo| Hao| 1A E! IAM AL XH= Application Discovery ServiceE 4435t 1, 00|MEE AlZE}

Ll ZX|5l1, o|O|FE Qi= ZHME AR 4l IX|5t1, D|scovery Service Cl|O|E{H| 0| A0 A HIO|E{E

HAL—- = ™1
Felg Aws £ U&LICt o] HAol CHet XEAIet LIE2 AWS of| CiEr 2F 2= &2 AWS Application

Discovery Service MME R E5HML.

Example AWSApplicationDiscoveryServiceFullAccess 23 =t

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"mgh:*",
"discovery:*"
1,
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": [
"iam:GetRole"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}
444 of| ol EOf| Tt HAIA HEH F0d

AWSApplicationDiscoveryAgentAccess 2 2|& E&2 Application Discovery Serviced|l S5t &
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Example AWSApplicationDiscoveryAgentAccess Policy

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
]I
"Resource": "*"
}
]
}

o O|XME ol|o|E| &= Zloj| CHEF H3H 5o

ApplicationDiscoveryServiceContinuousExportServiceRolePolicy #2|& S AI 53 AWS
Application Discovery Service 7} Amazon Data Firehose 2 E 2|2 M 445l04 Application Discovery
Service H|O|ME 7} %8t CI|O|E{& &5 AWS A" 2| Amazon S3 HHZIS 2 MEE £ Q&L
Ct.

ESto| HA2 ol 0| METF &8 AWS Glue CI|O|E{E DHE 57| 25H
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Example ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

JSON
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"Version":"2012-10-17",
"Statement": [
{

"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreateLogGroup"

]I

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

]I

"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-

discovery-service*"

3,
{

"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"

1,
"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*"

"Action": [
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"

T

I.

>
bal

ID 7| 33 of| Al

T
0
J

165



AWS OfZ 27104 M MH|A

"Action": [
"logs:CreateLogStream",
"logs:PutRetentionPolicy"

]I
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-
service/firehose*"
}I
{

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "firehose.amazonaws.com"

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoverySerxviceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "firehose.amazonaws.com"

CilO|Ef & Aol CHer Het 04

Amazon Athena0il A C|O|E{ Ef M E AL 35l248 AWSDiscoveryContinuousExportFirehosePolicy
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Example AWSDiscoveryContinuousExportFirehosePolicy

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"glue:GetTableVersions"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"
1,
"Resouxce": [
"arn:aws:s3:::aws-application-discovery-service-*",
"arn:aws:s3:::aws-application-discovery-service-*/*"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/application-discovery-sexvice/

firehose:log-stream:*"

1
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Example
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["discovery:GetNetworkConnectionGraph"],
"Resource": "*"
}
]
}

Migration Hub LIE 2= Ctolo{2Zof| CHEF AtAMIEF LHE 2 Migration HubOil M HE ST HAZE E7|E

HESAL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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CreateDatabase
UpdateDatabase
CreateTable

UpdateTable

firehose
CreateDeliveryStream
DeleteDeliveryStream
DescribeDeliveryStream
PutRecord
PutRecordBatch

UpdateDestination
s3

CreateBucket
ListBucket

GetObject
23

CreatelLogGroup
CreatelLogStream

PutRetentionPolicy

iam

PassRole
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreateLogGroup"
]I
"Effect": "Allow",
"Resource™: "*"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

]I
"Effect": "Allow",
"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-
discovery-service*"
}I
{
"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"
}I
{

"Action": [
"s3:GetObject"
1,
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"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
},
{
"Action": [
"logs:CreateLogStream",
"logs:PutRetentionPolicy"
]I
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-
service/firehose*"
}I
{

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "firehose.amazonaws.com"

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoverySerxviceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "firehose.amazonaws.com"

NI~ &2 <Ig ol & A8 172



AWS OfZ 27104 M MH|A A8 YA

ol

IAM AEAE[(AIE A}, &, g %)ﬂ MH|A 44 et E Mdsto HESHHLE AXlE = UEF HEt
4 =
=

S THE 4 UBLICH RHIE LIS 1AM ALS HTMol MulA 917 g

Application Discovery Service™| CHEH MH|A 0473 o4& MM

MH|A i b2 +502 MyEe Lt glaLct
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport AMH|A 24 2482 ) “C|O|E{ =
Tl AlZf"E MEiEt ¥ Data Collectors H|O|X|0i| E A|El CHEt & RtoiAM SME & RIS HLE b) AWS CLI

£ A273104 StartContinuousExport APIE S E£& I RS2 =2 MMELICH

/A Important
Ol2f2t AfulA HZ Agre aie Ao X|stE 715 A8SHE CHE AHlA0A Beig
HE B2 AGol LIEtS = J&LICH REMEF LI 2 LH IAM Aol ZEAIElE M 98 S &

Z5HMIL.

Migration Hub 2&0i|A AMH[A 178 & 4

1 AWSServiceRoleForApplicationDiscoveryServiceContinuousExport
o

sto
ddg = A&LCH

2. ololdiE e Meis o
3. Athena®l GIO|E| B4 £20|CIE #47| 9Ix|2 FEHEHLICH
4. OIF EHlolM MAIE CHEH AXIOIA BH3Y HISO! CHal Solshs Srolpte 22sm AL £E &

Ao-| |.E A—lEHoI-L_||_—_|._

= L-"1-d

oM MH|A 22 H4E 44 AWS CLI

9| Application Discovery Service &2 AF&35}04
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport AH|A 24724 24&hE AWS
Command Line Interface #4348 & Ql&LICH

O MH|A A4 A 20i|M A5 LHELHZIE AWS CLI AJZf e I AtS2 2 WHEELICHI HX #Fof
M x|x|o{oF AWS CLI &f).

MHIA A2 A ol A AL 173


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

AWS OfZ 27104 M MH|A At

0o
1z
0%
x

oM X|&EX LHELHZ|E AlZf 6104 MH|A 12 HE(CLI)E ddstE{™ AWS CLI

1. 2% M (Linux, macOS E= Windows) AWS CLI & & Mx|&LICH X[E2 AWS Command Line
Interface AtE HBEME HZESAL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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1. 24 AMA|(Linux, macOS E&= Windows) AWS CLI &8 A x|&L|Ct X|El2 AWS Command Line
Interface AHE HBME HZESHAL.

2. HH ZE I E(Windows) &= E{O|'E(LinuxLt macOS)E L|Ct.

a. aws configureZ& /245l 1 Enter 7|2 FELICH.
b. AWS AAMA 7| D2 AWS 2ot HMA 7|5 248t}
c. 7|8 2™ 0|0l us-west-28 24gtL|Ct
d. 7|2 &3 EAlof textE YAFLICH
3. O BYES =gt

aws discovery stop-continuous-export --export-id <export ID>
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aws discovery describe-continuous-exports
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aws discovery describe-continuous-export
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iam:PassRole
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o 04 BTS2 2 E CloudTrail 21 It 27| & 048] HH2 22 E{ CloudTrail 21 T} 27|

T2 E Application Discovery Service & 212 CloudTrailoll M 2 Z E|H Application Discovery Service
AP| E Z o EMSHEILICE o€ £04 CreateTags, DescribeTags 2! GetDiscoverySummary Xt
OS2 3 &35lH CloudTraill 21 mHlol| = o] MAMEL|CH

DEORME = 2O ¥Fos 23 HHUE ASKtof 2tet "ET 2 ELICH ID HEE 0|83t
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- QHEO| FE E= AWS Identity and Access Management (IAM) AFE XL X4 SHO 2 O|F0{F=X|
04—'?'—?=.'L—|EF
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Application Discovery Service 21 I} &5 0|3}
Egdolzt X|HEt S3 ol O|HEE 21 mU 2 Ql=2dgh &= QA st FHULICH CloudTrail 21
ntdol= stLt O|& o] 20 S0l Z&E = UELICH OHEE ZE AAZRREO|HYU QHEE LE
L @8 &, 2 Imiet Alzh, @& mtetolE Sofl cigt 274 E04 {&LICh. CloudTrail 21 1t
U2 HEZ API AY S Z£20| FE A EF0|ATI OILIEE §H =ME EAIEIX| A &LICEH
Ct DescribeTags 22 2 0{F= CloudTrail 21 50| LIEHH of| A[RIL|C}H

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJBHMC4H6EKEXAMPLE:sample-user",
"arn": "arn:aws:sts::444455556666:assumed-role/ReadOnly/sample-user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAJQABLZS4A3QDU576Q",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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arn
"accountId": "444455556666",
"userName": "sampleAdmin"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2020-05-05T15:19:03Z"

}
}
},
"eventTime": "2020-05-05T17:02:407Z",
"eventSource": "discovery.amazonaws.com",
"eventName": "DescribeTags",
"awsRegion": "us-west-2",

"sourceIPAddress": "20.22.33.44",
"userAgent": "Coral/Netty4",
"requestParameters": {
"maxResults": 0,
"filters": [
{
"values": [
"d-server-0315rfdjreyqsq"
1,

"name": "configurationId"

iy

"responseElements": null,

"requestID": "mgh-console-eblcf315-e2b4-4696-93e5-b3a3b9346b4b",
"eventID": "7b32b778-91c9-4c75-9cb0-6c852791b2eb",

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

": "arn:aws:iam: :444455556666:r0le/ReadOnly",
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Amazon E2|AA O|E(ARN)2 AWS E|AAE TR AYEHsE EAMEQLICHE ZE 2lAA0M 2]
AAE HES A X|HS2{E B ARNO| AWS ZBLICH AWS.& CHZ ARNs2 AWS Application
Discovery Service & o|&fL|C}.

» Discovery Agent: arn:aws:discovery:region:account:agent/discovery-
agent/agentId

« O0|ME Q= £Z7|: arn:aws:discovery:region:account:agent/agentless-
collector/agentId

- Oto|Bflo|M HIFRF =& 7]: arn:aws:discovery:region:account:agent/migration-
evaluator-collector/agentId

« AM F{E]|: arn:aws:discovery:region:account:agent/discovery-
connector/agentId
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=

|2t DescribeContinuousExport APl &2
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(@ Note

=2& Ho|X|E MZE 1Fl & EZ0| THX|X| 21 2F HA|X|7} L 45} HLE
DescribeContinuousExport API7} "Stop_Failed" & EHZ Sol7l= A EZ2 A %2 11
7L} StopContinuousExport APIE 3504 CIA| A|= & £~ Ql&LICE "ol O|E] Ef Aol 0
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=M 2: Ol|0|E Ef A 2] Amazon Kinesis Data Streams A |

ADS Cl|O|E] 2|ZX|E2|0|M ol oO|ME 7| CllO|EHE H& +=Z£l5HX|B T|O|E{ B A& A& 35104 Amazon
S3 HHZ!0 M TIO|E{E £=Z5tK| fop4fd O|O|E EfAio 2 MAM=El Amazon Data Firehose AE RIS
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* aws-application-discovery-service-id_mapping_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-os_info_agent

* aws-application-discovery-service-outbound_connection_agent
* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-sys_performance_agent

m

O|O|E{ Bf Mo A = &8t Ci| 0| B X|7H
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1. Amazon S30 ME & Z4 of O|ME |0/ E MHELIC
AWS Application Discovery Service (ADS)0| M ==&l5t= HIO|E{= Eh= S3 H{Zlof| A& ElL

Claws-application-discover-discovery-service-uniqueid.
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Amazon AthenaOll A Ci|O|E{ Ef MO| & dstEl & Ef0ll M Amazon S3 HHZ! EE= HZ!0] Q!
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2. & MHELICH AWS Glue Data Catalog.
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* aws-application-discovery-service/os_info_agent

* aws-application-discovery-service-network_interface_agent
* aws-application-discovery-service-sys_performance_agent

* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-inbound_connection_agent

* aws-application-discovery-service-outbound_connection_agent
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