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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"cloudwatch:DescribeAlarms"

1,

"Resource":

g

}
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"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"

3,

"Action": "sts:AssumeRole"

e
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-
east-1:111122223333:secxet:secret_name-alb2c3"
]

T AAT} Parameter Store It2H0|E{ Y

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetParameter"
]I
"Resource": [
"arn:aws:ssm:us-east-1:111122223333
]
}

T AATESSM EMY

JSON

:parametex/parameter_name"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetDocument"

1,

"Resource": [
"arn:aws:ssm:us-east-1:111122223333:document/document_name"
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"Version":"2012-10-17",
"Statement": [
{
"Effect":
"Principal":

"Allow",
{

"appconfig.amazonaws.com

"Service":

},

"Action": "sts:AssumeRole"
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= Windows) E=E
AWS Tools for PowerShell 2435l = &
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aws appconfig create-application \
--name A_name_for_the_application \

AIEFLICH oM o E2|7io|EE ?lBF

-

ol

835104 AWS AppConfig OHZ 2|7|0|MHE

--description A_description_of_the_application \
--tags User_defined_key_value_pair_metadata_for_the_application

Windows

aws appconfig create-application ~
--name A_name_for_the_application A

--description A _description_of_the_application »
--tags User_defined_key_value_pair metadata_for_the_application

PowerShell

New-APPCApplication °
-Name Name_for_the_application °

-Description Description_of_the_application °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_for_the_application

20
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Linux
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
Windows
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
PowerShell
ContentLength : Runtime of the command
Description : Description of the application
HttpStatusCode : HTTP Status of the runtime
Id : Application ID
Name : Application name

ResponseMetadata : Runtime Metadata

oil A o E2|710|ME et B3 B AWS AppConfig

Zk AWS AppConfig O Z 2|71 0|0l CH3H stLt O|&fo| Bt 82 HolfLICH B E2 Beta £
Production &%, AWS Lambda & == ZIE|0|L{2| o Z2|7|o|MT L2 AppConflg CHato| =2
M Hix JELICH oEZ2I7I0|M 5+ 7+ 24 (0d: Web, Mobile % Back-end)0d| CHEF Bt E2

o|lgt £ Ql&LCt ZF #7Z0i CHSH Amazon CloudWatch ZEE F#+M& £ ‘BJ%LlEP. AAEI2 M
HiEZ S0l Z2EE ZLIEHZELICH ZE7I EB|HEH A|AEO| 2HE SeiErLIC

AlEst7| ™
AWS AppConfig 7t CloudWatch A2 0| Cliet SHSE #+H4E EWS TS dt2i™ 7t CloudWatch 3
AWS AppConfig 0| SE& = = T8Et2 7+l AWS Identity and Access Management (IAM) —’!Q%

21

o
o
0z
0x



AWS AppConfig

Add a permission2|

TgolloF B LICH CFS HAtolA of H& S MEJELICH XtAEH LHE

212 & x5tAIA|Q.

=
« AWS AppConfig 74 dH&(E2E)
« AWS AppConfig 4 MA(HHE

>..

AWS AppConfig 823 2 44(

CtS Mxbof et 2£2 ALS

b

b7 4

o

ok
fljo
18

g5t

rr
0

rH
iy

2 XS Bof Chat M3t T4 B

—

504 AWS AppConfig AWS Systems Manager 273 MA4gtL|C}.

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
FLCt.

2. EAM FolM oiEE|7HolMME MELEH CFHZ ofZE 27 0| 0|F 2 =45t M|F HE H0|XIE
L|CH

3. EZEEES MEistn #E ddS HEgLct

4. O|F0| &tZ2| ol AT LT

5. o gZol gk dES L= LICH

6. (MEHAIE) BLIE{ MMM IAM & ZEE MEiS OIS, ZEE ZLIE-St2dE X|Eol CiS
cloudwatch:DescribeAlarmsE& X7 S & ™E0| U= IAM AHE S MEAFLICH

7. CloudWatch B2 SE0{A ZLIE{RIE Amazon 2lAA O] (ARNs) &tLt O|&t o] X|EE /=248
LIC}. ol2{8t X|E & StLE7F ALARM MEN7F E|H7} 7244 HHEZ E AWS AppConfig S &lgtL|Ct H
& xIEOl CH#t REAIB LIS 2 HiZ Ol RIS E9 RLIE| Belg HXstM2.

8. (MEALE) & o7 MMo| =0l M BES MEBLICH XEMIEH LIS S AWS AppConfig 2%
OlsH &g FESIMAIR

9. (M= ALE) Bl MMof 7|t MEIX] g2 =g LICt stLtel 2|40 CHel %|CH 507H2] i1 &
g = A&t

10. 238 48 L=t

AWS AppConfig £ &t32 4t CtS 23 M7 EE HO[XIE EARLICH oM 748 =2 E HH
2

AWS AppConfigZ O|S

AWS AppConfig £ MM(2&) 22


https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig Add a permission2|

AWS AppConfig 83 H(HHEE)

Ct= EXIol M= AWS CLI (Linux EE= Windows) L =E AH85t04 AWS AppConfig Bt 82 AWS

Tools for PowerShell 245l 9 S M S

CHAHE B MastedH

1. B gLict AWS CLI.

2. CI3 BHP2 A E2 MM ct
Linux

aws appconfig create-environment \
--application-id The_application_ID \
--name A_name_for_the_environment \
--description A_description_of_the_environment \
--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM

role_for_AWS AppConfig_to_monitor_AlarmArn" \
--tags User_defined_key_value_pair_metadata_of_the_environment

Windows

aws appconfig create-environment ~

--application-id The_application_ID ~

--name A_name_for_the_environment *

--description A _description_of_the_environment *

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" *

--tags User_defined_key_value_pair metadata_of_the_environment

PowerShell

New-APPCEnvironment
-Name Name_for_the_environment °
-Applicationld The_application_ID
-Description Description_of_the_environment °

-Monitors
@{"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM

role_for_AWS AppConfig_to_monitor_AlarmArn"}

AWS AppConfig 4 MM(HHE)
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-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_environment

Linux
{
"ApplicationId": "The application ID",
"Id": "The_environment ID",
"Name": "Name of the environment",
"State": "The state of the environment",
"Description": "Description of the environment",
"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"
}
]
}
Windows
{
"ApplicationId": "The application ID",
"Id": "The environment ID",
"Name": "Name of the environment",
"State": "The state of the environment"
"Description": "Description of the environment",
"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"
}
]
}
PowerShell
ApplicationId : The application ID

AWS AppConfig &3 MMH(HHE)
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ContentLength : Runtime of the command

Description : Description of the environment

HttpStatusCode : HTTP Status of the runtime

Id : The environment ID

Monitors : {ARN of the Amazon CloudWatch alarm, ARN of the IAM role for
AppConfig to monitor AlarmArn}

Name : Name of the environment

Response Metadata : Runtime Metadata

State : State of the environment
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« AWS AppConfig ZAE 74 AE0{

Amazon Simple Storage Service

* AWS CodePipeline

» AWS Secrets Manager

« AWS Systems Manager (SSM) I}2}0|E{ AE 04
« SSM &M ME A
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2 M33t2 2 AWS AppConfig ZAE T4 AE 0

0
r
% 0

Chee chest 8ol 74 HlolEle 0|8 7ls el
S8 2 7}x 78 HlolE MBI,

7ls &2 74 dlolH

S 71s Ecila FH CiolEHE 2MEE 2Htd AX & 7|2 2XE g4

JSON
{
"allow_mobile_payments": {
"enabled": false
},
"default_payments_per_region": {
"enabled": true
}
}
YAML

allow_mobile_payments:
enabled: false

default_payments_per_region:
enabled: true

2% 74 lole

CHS A7 S84 74 Clo|B= ofEE|70|H0] REE MElste EAIS MEHELICH

"throttle-limits": {
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"enabled": "true",
"throttles": [
{
"simultaneous_connections": 12
},
{
"tps_maximum": 5000
}
1,
"limit-background-tasks": [
true
]
}
}
YAML

throttle-limits:
enabled: 'true'
throttles:
- simultaneous_connections: 12
- tps_maximum: 5000
limit-background-tasks:
- true

MM A Ko 55 7 HIO|E

CHS AMIA Rlof S5 X+ FA| 74 CIOIEIE OfE |7 010l HMAER & U= ASK EE 1ES
RIEgf et
JSON
{
"allow-list": {
"enabled": "true",
"cohorts": [
{
"internal_employees": true
},
{

"beta_group": false

oM 7t = 2l M4 AWS AppConfig 27
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"recent_new_customers": false

"user_name": "Jane_Doe"

"user_name": "John_Doe"

YAML

allow-list:
enabled: 'true'
cohorts:
- internal_employees: true
- beta_group: false
- recent_new_customers: false
- user_name: Jane_Doe
- user_name: Ashok_Kumar
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® Note
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AppConfig 7PoP HEIAES Xﬂ%ﬂl—lq. 9._"‘ 1| Xl""5| 745“&59} ol CHal o=l
TElof [2kE oHE 27 0|0 CHE Z2i ZE2 AWS AppConfig BHetgtL|CE
CtEs #HE 7|5 Eci08 ddste{H HA 78 T2 EHE dMetOhs 714 Z
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- ZIs Bl FE 22 E HE(BBE)

- OIS #HE 7S Eela 4d

« AWS.AppConfig.FeatureFlags0il CHEF 2 &= 0|3
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Define attributes >
Key Type Constraint
( currency ] [ String v ] [ CAD,USD,MXN ) ( Remove )
() Required (O Regular expression
© Enum
( Add new attribute )
Y
Attribute Values
1l

Key Key

currency [ CAD J

Cancel Apply

(® Note
Zci £-of Chsll CHE Aol 7 2lstAl2.
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ok
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T =

Soiao| S8 e Szt HEtE Z0lEh GetLatestConfiguration 8
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EA M4 E XY 9| Regex IHE
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CHS ™xbol 2k AWS AppConfig 2& AppConfig 7|5 Z2i1 74 Z2 LIS M4
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1

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2

FLct.
2. EM Fo|M oiEEAH0IME MESE CHS o M ofZ2|7H0[M o] U AT O[A 24 AWS
AppConfigoll A 24448+ of Z2[AH 0| S MEHEFLICH
3. TH IR U T|s Eoia Yol 744 dds MEigLct
4. THSH MMM 75 Ecias MEiELD
5. FHEZZE MMo| 3 ZZ2E 0|F0of 0|2 LU=ELICH
6. (MEHAEHAMHES &HEsto dYES =Lt
7. (MEAE) IV SMES gESt D 2ol et ChE2 2 FLUCH
a. Y33 59| F=0i{A AWS Key Management Service (AWS KMS) 7|& MEfEFL|C} O 1
ZH 22l 7|8 A8 5HH AWS AppConfig ZAE! 74 AE0{0 M Al 72 Ho|E] TS &
S3te = A&Lict o Z[of cHEt ARMIEH LHE2 2] EoF AWS AppConfige| AWS AppConfig
oM T el 7| XIHE HESAMR
b. EfZ MMM A EiZ FIIE MEAE CHS 7| & Z2H(ME AFEH) 2 RIFEELICH
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Linux

aws appconfig create-configuration-profile \
--application-id APPLICATION_ID \
--name CONFIGURATION_PROFILE_NAME \
--location-uri hosted \
--type AWS.AppConfig.FeatureFlags

Windows

aws appconfig create-configuration-profile #
--application-id APPLICATION_ID *
--name CONFIGURATION_PROFILE_NAME A~
--location-uri hosted ~
--type AWS.AppConfig.FeatureFlags

PowerShell

New-APPCConfigurationProfile °
-Name CONFIGURATION_PROFILE_NAME ~
-ApplicationId APPLICATION_ID °
-LocationUri hosted °
-Type AWS.AppConfig.FeatureFlags

3. 7ls E2ia FE HIOIHE Y5t AI. HIOIEE= JSON & 4l0|o{of 5t H
AWS . AppConfig.FeatureFlags JSON A 7|0} &5l of
2 AWS.AppConfig.FeatureFlagsoll CHet 2% & X O|5H MM

4. CreateHostedConfigurationVersion APIE At&3t0{ 7|5 Zai1 /8 CIO|E{E AWS
AppConfigdll A& & LICt

Linux

aws appconfig create-hosted-configuration-version \
--application-id APPLICATION_ID \
--configuration-profile-id CONFIGURATION_PROFILE_ID \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data.json \
--cli-binary-format raw-in-base64-out

75 Bol1 78 Z2E 24 3
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Windows

aws appconfig create-hosted-configuration-version *

--application-id APPLICATION_ID *

--configuration-profile-id CONFIGURATION_PROFILE_ID A

--content-type "application/json" 2

--content file://path/to/feature_flag_configuration_data.json *

--cli-binary-format raw-in-base64-out

PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId APPLICATION_ID °

-ConfigurationProfileId CONFIGURATION_PROFILE_ID °

-ContentType "application/json"

-Content file://path/to/feature_flag_configuration_data. json

O| @& Content It2tO|E{0f X|HE FTHIXE C|ATF A 2EELICH 2EIX = CFS 0 A2}

fAtstiof grLict.

{
"flags": {

"ui_refresh": {

"name": "UI Refresh"

}

.
"values": {

"ui_refresh": {
"enabled": false,
"attributeValues": {

"dark_mode_support": true
}
}
.
"version": "1"
}

0Z
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Linux
{
"ApplicationId" : "ui_refresh",
"ConfigurationProfileId" : "UI Refresh",
"VersionNumber" N
"ContentType" : "application/json"
}
Windows
{
"ApplicationId" : "ui_refresh",
"ConfigurationProfileId" : "UI Refresh",
"VersionNumber" ",
"ContentType" : "application/json"
}
PowerShell
ApplicationId : ui_refresh
ConfigurationProfileId : UI Refresh
VersionNumber 1
ContentType : application/json

service_returned_content_file 0= AWS AppConfig Y& MM El HEIHIO|E{E £ &35t
= 7o dIo|E{7t 2 E|o{ JU&Lct.

(® Note
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75 S0 HYES MEStH Qo Cial ghete = U= Eela 2t NEE Mol = /JU&LIch O F
B Zeiof CHal CHet AEl(E M3 E= HIEYEE)E 7 HE =2 UsLIDH HYEoR FHE &
O Q&E m ofZ 27 0|ME A8K Ho| 7 MEE 7|E2E AWS AppConfig B7taet= Z4E
AEE MIFEUCH o X|HEl HEIAEQ Ho] CHal HolEl #&/of k= o E 2|7 o|Moi| Ct
B Zoia k2 AWS AppConfig gHeter Lt

a
CHS AT BIXE2 M 7HX| AER Hol #HEn 7|2 #HP0| (e 7Is Eeiae| ol§ 2oiF LI

Feature flag variants info Reorder variant up Reorder variant down Edit

Name |  Enabled value | Attribute values | Rule
(or (eq $userld "Alice") (eq $userld
O beta testers () ON - "123456789012"))
0O EU demographic O ON } (and (ends_with $email

"@example.com") (eq $continent "EU") )

(and (matches pattern:".*@example\
O QA testing () ON - \.com" in::$email) (contains $roles

"Engineer") (gt $tenure 5))
O default () ON

@ Variant order is used for evaluation logic

Variants are evaluated as an ordered list based on the order shown and any specified rules. The variant at the top of the list is evaluated first. If no rules match the supplied context,
AWS AppConfig returns the default variant.
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1AFRE

€q

gt

gte

Ite

or

ZHHAE Zto| R HE

3Lt 22Xl ofRE

ZHEIAE Zfo| X|™E ZtECt
XL Z2X| R E AHE
L|C}.

A0

= O

T I|AARI 7 B 5 true@! K|
o8 E ZA™ELCt.

I|QdAFKRF = 5FLF 0|40 true
CIX| oiR E A™EL|Ct

ol Al

(eq $state "Virginia")

(gt $age 65)

(gte $age 65)

(1t $age 65)

(1te $age 65)

of| Al

(and

(eq $state "Virginia
")

(gt $age 65)

(or

(eq $state "Virginia
")

(gt $age 65)
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ALERE

not

begins_with

ends_with

contains

matches

exists

split

nx
0%

o
>

Zre HiCH 2 HFE L
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A4 04
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HEIAE 7}0| X|&

HEAE Zhof XIHE 59| £
o| St
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g AtMIEt ME2 o] F=A|ef Ct

of| Al

(not (eq $state
"Virginia"))

of| A

(begins_with $state
IIAII)

(ends_with $email
"amazon.com")

(contains $promoCode
IIWINII )

(in $userId ["123",
"456"] )

(matches in:
pattern:

:$greeting
:nh-*yn)

(exists key::"country")

(split pct::10 by::$user
Id seed::"abc")
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A: (split by::$uniqueld pct::20)
B: (split by::$uniqueld pct::20)
C: <default>

A: 20%
B: 0%
C: 80%

OlFH &AHez gl Xet EXZ7I LIELIE OlRE, Z #HS -T-n”'i. | =M 2 7k 5
PN

o\
Oix|7} ot HHE S Hreter x| 25 7| & LIch X ?P‘%‘ AE W76 uniqueld k2l 20%7}
LX|SIEE X Hm ol BretELIcH COhse 2 ?P‘"Bﬂ HE. LICt J2ut 5 Hl 28 BEE0
LUX|E O|F = 2 E uniqueld 22 & 7= A% 0|0 YXIFSE2 2 Bl= OFF gt LXIGHK] &
&Lct chal =2 7|2 Mol BherELIctH

A: (split by::$uniqueld pct::20)
B: (split by::$uniqueld pct::25)
C: <default>

2 o| of| A2} OFEHIFR|R uniqueld L8| XS 20%= & A%t O'Klé L

C}. % 7 ol B BE
uniqueld 22| 25%7+ YxI5HXIEH 0 & 22 0/0| 75 A% YR|E ZHLICH HRxo 2 FA
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UitsioR THe SUS FHAE SMo|M ENTS B ) sto| B4 tolM BE W 7
| SUst seed 22 AR ELICH 2Lt 8ol mat CHE seed 2h2 AMB3HE 0l of BEIXi
UGLICH TS 2 5| A% BOIM ME CHE seed® ALS3HE oA QLICH

A: (split by::$uniqueld pct::20 seed::"seed_one")
B: (split by::$uniqueld pct::25 seed::"seed_two")
C: <default>

AolMet obE7ERIZ, YRISHE uniqueld 22| 20%7F & At LRIEFLICH [HEtA 2Ee| LIHX|
80%<= MY A BE Ho{2t ElAEELICE 097|M seed7t CHE2 7| [ Z 01| A2t YX|SHE 2tz B2 &
Rlst= 2k Ztols &t AI7F ei&Lich 8Lt YR 72 B2l 25% 2 BEE + U= uniqueld &2
el 80%0il Etst=2= At 75%7t ofLICt Ol Chg EXZ 22 LIEHL|CH

A: 20%
B: 20% (25% of what falls through from A, or 25% of 80%)
C: 60%

- 7|1E 7|5 Eei0E HEsto{ HIES Y s JAELICL M FH Z2HE YEE W= M YIS &
ool HES MEE = &Lt M M FH 2222 ddste Y EZE t=alofF ot
THEZZES Y8 = FEY Z2EH UHo EeiT0| HIE Fote # AUELICL M FH Z2EHE
HEstE R YH2 oM 715 ST 74 222 44 AWS AppConfig EHHE FHESHHR

« Amazon EC2, Amazon ECS 2! Amazon EKS Z# &l Z&H
M3tE{™ AWS AppConfig 00| E 7 2.0.4416 O|& 2 A& 3ok & LICt

- H549| O|RZ AWS CLI & SDK= #4 O|O|E{E Z A AWS AppConfig 3t X| et &LICH AWS
AppConfig 00| Eof CHEF REAM|EH LI 2 MME & X &M 2AWS AppConfig 00T E E AL 5t
0f 7 HIO|EHE AMst= B,

- 7l Ecil1 HE S A ge i sHE ol CHEr 212 X750 BfLICH &2 E HEHAEE
ola

o
2o ol £g 7
=| vl
C

2lof CHal X[ El=
L|Ct. RIM|EH L2
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| 1
d. HE AN > 90| v M T ofaf HE AN SMS AR 5Hod 0 B0 CHEF £}
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EZS AB5l0o] 7|2 HES SAsIELICH (M AFE 108
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|5 BRHIE BHEshs KRAIE WS 0IM 75 B340 2 T4 ClOJE] HHE

CH2 ™xtof A= AWS Command Line Interface (Linux E== Windows) EE &= Tools for Windows
PowerShell2 At&35t04 7|& 714 Z 20t o CHEF CHE HE 7|5 Eei1E ddste WS MEE

Lick 71E 715 BEH1E sl HES MNY 25 e
Alststz| & ZHl A

AWS CLIE AI83dto OHE HYE 7|s Sl & dYst7| ™ol Ot & e 2= o Lch

- 7ls Eeia -_r“é T2 L MMErLICt RIS I8 2 oM 7[s ZEeia 78 Z=2E M4 AWS
AppConfig B2 FESIMAIR

AWS Command Line Interface Al A

« AWS CLIQ| %|Al HAMeE YO|0|E 2
=ML

gLICH RFAM|SH L2
HMO|M Z| A HT 2| AWS CLIEX| e ’E.

CIOIEE

1. B AAH Mdsteds OfE HE Eciaol MR HEE XHste 7+ otdS HMELIch ot
U EHHXE json2Z MEELICH T2 AWS . AppConfig.FeatureFlags JSON A7|OE
Zoliof #LICH 4o ool A7|OF LIS 2 CHE 0t AR LICEH

-~

"flags": {
"FLAG_NAME" : {
"attributes": {
"ATTRIBUTE_NAME" : {
"constraints": {
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AWS AppConfig
"type": "CONSTRAINT_TYPE"
}
}

I

"description": "FLAG_DESCRIPTION",

"name": "VARIANT_NAME"

}
I

"values": {
"VARIANT_VALUE_NAME": {
" _variants": [
{
"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN
},
"enabled": BOOLEAN,
"name": "VARIANT_NAME",
"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"
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iy
"version": "VERSION_NUMBER"

CHE2 Ml 7bX| 80t 7|2 80l 28 & oM LCH.

= —

{
"flags": {
"ui_refresh": {
"attributes": {
"dark_mode_support": {
"constraints": {
"type": "boolean"
}
}
1,
"description": "A release flag used to release a new UI",
"name": "UI Refresh"
}
1,

"values": {
"ui_refresh": {
" _variants": [

{

"attributeValues": {

"dark_mode_support": true

},

"enabled": true,

"name": "QA",

"rule": "(ends_with $email \"ga-testers.mycompany.com\")"
},
{

"attributeValues": {
"dark_mode_support": true

},

"enabled": true,

"name": "Beta Testers",

"rule": "(exists key::\"opted_in_to_beta\")"
},
{

"attributeValues": {
"dark_mode_support": false

s Bl 74 Z2E B4

= oo

48



AWS AppConfig Add a permission2|

},
"enabled": true,
"name": "Sample Population",
"rule": "(split pct::10 by::$email)"
},
{
"attributeValues": {
"dark_mode_support": false
},
"enabled": false,
"name": "Default Variant"
}
]
}
},
"version": "1"
}

2. CreateHostedConfigurationVersion APIE AF835t0{ 7|5 £eia 744 CIOIE{E AWS
AppConfigdll K& &t LCt.

Linux

aws appconfig create-hosted-configuration-version \
--application-id APPLICATION_ID \
--configuration-profile-id CONFIGURATION_PROFILE_ID \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data.json \
--cli-binary-format raw-in-base64-out \
outfile

Windows

aws appconfig create-hosted-configuration-version #
--application-id APPLICATION_ID ~
--configuration-profile-id CONFIGURATION_PROFILE_ID *
--content-type "application/json" A
--content file://path/to/feature_flag_configuration_data.json *
--cli-binary-format raw-in-base64-out ~
outfile
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PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId APPLICATION_ID °
-ConfigurationProfileId CONFIGURATION_PROFILE_ID °
-ContentType "application/json"
-Content file://path/to/feature_flag_configuration_data.json °

-Raw

service_returned_content_file 0= AWS AppConfig && MM E HIEIHIOIEIE £ &3l
= '8 Olo|E{7t Z&|o{ AU&LC.

(@ Note
SAR M TS MMHE = olo|E{7F AWS. AppConfig.FeatureFlags JSON A 7|
0tE Z&48=X| AWS AppConfig £ QI8tL|Ct. AWS AppConfig EE3H= CI|O|E{2] Z 7|5
Zeia £d0| sie SMof cial Holdt M ZHE SFst=X| =R LICH

AWS.AppConfig.FeatureFlags0i| CH8F & &F =X 0|3H

AWS . AppConfig.FeatureFlags JSON A7|OtE FZZE A&3t04 7|5 Eei1 +4 CIIO|EE M4
gt

"$schema": "http://json-schema.org/draft-07/schema#",
"definitions": {
"flagSetDefinition": {
"type": "object",
"properties": {
"version": {
"$ref": "#/definitions/flagSchemaVersions"
.
"flags": {
"$ref": "#/definitions/flagDefinitions"
},
"values": {
"$ref": "#/definitions/flagValues"
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},
"required": ["version"],
"additionalProperties": false
I
"flagDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/flagDefinition"
}
},
"additionalProperties": false
},
"flagDefinition": {
"type": "object",
"properties": {

"name": {
"$ref": "#/definitions/customerDefinedName"
},
"description": {
"$ref": "#/definitions/customerDefinedDescription"
.

" _createdAt": {
"type": "string"
},
"_updatedAt": {
"type": "string"
I
"_deprecation": {
"type": "object",
"properties": {
"status": {
"type": "string",
"enum": ["planned"]

},
"date": {
"type": "string",
"format": "date"
}
I
"additionalProperties": false

1,
"attributes": {
"$ref": "#/definitions/attributeDefinitions"
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}
I
"additionalProperties": false
I
"attributeDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeDefinition"
}
},
"maxProperties": 25,
"additionalProperties": false
I
"attributeDefinition": {
"type": "object",
"properties": {
"description": {

"$ref": "#/definitions/customerDefinedDescription"
.
"constraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" },
{ "$ref": "#/definitions/arrayConstraints" },
{ "$ref": "#/definitions/boolConstraints" }
]
}

}I

"additionalProperties": false
},
"flagValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}%$": {
"$ref": "#/definitions/flagValue"
}
I
"additionalProperties": false
I
"flagValue": {
"type": "object",
"properties": {
"enabled": {
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"type": "boolean

I

" _createdAt": {
"type": "string"

},

"_updatedAt": {
"type": "string"

I

" _variants": {
"type": "array",
"maxLength": 32,
"items": {

"$ref": "#/definitions/variant"

}
iy

"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeValue",
"maxProperties": 25

}
I
"additionalProperties": false
I
"attributeValue": {

"oneOf": [
{ "type": "string", "maxLength": 1024 },
{ "type": "number" 3},
{ "type": "boolean" },
{

"type": "array",
"oneOf": [
{
"items": {
"type": "string",
"maxLength": 1024
}
I
{
"items": {
"type": "number"
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}
1,

"additionalProperties": false

I
"stringConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["string"]
},
"required": {
"type": "boolean"

I
"pattern": {
"type": "string",
"maxLength": 1024
I
"enum": {
"type": "array",
"maxLength": 100,
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
},
{
"type": "integer"
}
]
}
}
I
"required": ["type"],
"not": {

"required": ["pattern", "enum"]
.
"additionalProperties": false
.
"numberConstraints": {
"type": "object",
"properties": {
Iltypell : {
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"type": "string",
"enum": ["number"]
},
"required": {
"type": "boolean"
1,
"minimum": {
"type": "integer"
},
"maximum": {
"type": "integer"
}
},
"required": ["type"],

"additionalProperties":

I
"arrayConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["array"]
},
"required": {
"type": "boolean"
I

"elements": {

"$ref": "#/definitions/elementConstraints"

}
iy
"required": ["type"],

false

"additionalProperties": false

},

"boolConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["boolean"]

.

"required": {
"type": "boolean"

}

.
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"required": ["type"],
"additionalProperties": false

},
"elementConstraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" }
]
},

"variant": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"

},
"name": {
"$ref": "#/definitions/customerDefinedName"
I
"rule": {
"type": "string",
"maxLength": 16384
I

"attributeValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeValue"
}
},
"maxProperties": 25,
"additionalProperties": false
}
},
"required": ["name", "enabled"],
"additionalProperties": false
I
"customerDefinedName": {
"type": "string",
"pattern": "A[M\\nl{1,643}3%$"
I
"customerDefinedDescription": {
"type": "string",
"maxLength": 1024
I
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"flagSchemaVersions": {
"type": "string",
"enum": ["1"]
}
},
"type": "object",
"$ref": "#/definitions/flagSetDefinition",
"additionalProperties": false

/A Important

7|l £ei3a 74 IoIE{E HA5l2{™ o Z 2|7 00| GetLatestConfiguration
APIE S Z5oF & LICH o O|d AFEEIX| 2= GetConfiguration EEE2E 7|8
o3 7 Clo|HE HAe £ gi&LICH AtMIEH LHE =2 AWS AppConfig API & Z 9|
GetRelationalDatabase & & Z3HAAIL.

o Z (70|40 GetLatestConflguratlonE SE5 0 MZ HIZE ZTHS £AH IS =
olstE HEIL MHELICH Er=3tE JSONOE X|-Het ZF ZE2i 7|9 YXIstE 7| Mol &K
&LICH E=3tE JSONOIE enabled &89 N1 EE true EEE false 2t X H 5.=.
enabled2 trueZ MMM Zelao RE £ME EA|ELICE CF2 JSON AF

x4
S
o]
AA
7t
S

u H 2 mo

3AME DdBELCH

o

~

"$schema": "http://json-schema.org/draft-07/schema#",
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}%$": {
"$ref": "#/definitions/attributeValuesMap"
}
.
"additionalProperties": false,
"definitions": {
"attributeValuesMap": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
}
},
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"required": ["enabled"],
"patternProperties": {

"A[la-z][a-zA-Z\\d_-1{0,633}%$": {
"$ref": "#/definitions/attributeValue"

}
iy

"maxProperties": 25,
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string","maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
}
]
}
},
{
"items": {
"oneOf": [
{
"type": "number"
}
]
}
}
]
}
1,
"additionalProperties": false
}
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents.html
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« AWS Lambda & %: 7|s Eci2 L I A /4ol CHsi X|4ELICE
- JSON A 7|0} Rk Al 7 doi CHal X|2ELICH (= JSON A 7|Otoll CHEH 7|s ZEi2EAWS
AppConfig AIS 22 4

FA
« AWS Lambda &% ZAA7|
« JSON A7|0F &M HAAHZ|

AWS Lambda &4 ZAL7|

Lambda & &4 ZAA7|= oleiet 22 O|HE A7|0t2 7/ dE[o{of & LICH AWS AppConfig &=

0| A7|O0FE AFR510{ Lambda E4$E 7ZHHTo 2 SEELICH LIRS baseb4Z QA= 2XId0|1
L

URI= Xt lL|CT.

"applicationId": "The application ID of the configuration profile being
validated",

"configurationProfileIld": "The ID of the configuration profile being validated",
"configurationVersion": "The version of the configuration profile being validated",
"content": "Base64EncodedByteString",

"uri": "The configuration uri"
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import json

def handler(event, context):
#Add your validation logic here
print("We passed!")
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def handler(event, context):
#Add your validation logic here
raise Exception("Failure!")

function isPrime(value) {
if (value < 2) {
return false;

for (i = 2; i < value; i++) {
if (value % i === 0) {
return false;

return true;

exports.handler = async function(event, context) {
console.log('EVENT: ' + JSON.stringify(event, null, 2));
const input = parselnt(Buffer.from(event.content, 'base64').toString('ascii'));
const prime isPrime(input);
console.log('RESULT: ' + input + (prime ? ' is' : ' is not') + ' prime');
if (!prime) {
throw input + "is not prime";

AWS AppConfig = StartDeployment 2! ValidateConfigurationActivity API & 3 &
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"$schema": "http://json-schema.org/draft-04/schema#",
"title": "$id$",
"description": "BasicFeatureToggle-1",
"type": "object",
"additionalProperties": false,
"patternProperties": {
"IM\\sI+$": {

"type": "boolean"
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"minProperties": 1
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
]I
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/my-configurations/my-
configuration.json"
}I
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetBucketVersioning”,
"s3:ListBucketVersions",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket"
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "appconfig.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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aws appconfig create-configuration-profile \

--application-id APPLICATION_ID \

--name NAME \

--description CONFIGURATION_PROFILE_DESCRIPTION \

--location-uri CONFIGURATION_URI or hosted \

--retrieval-role-arn IAM_ROLE_ARN \

--tags TAGS \

--validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=JSON_SCHEMA
or LAMBDA"

Windows

aws appconfig create-configuration-profile #
--application-id APPLICATION_ID ~
--name NAME ~
--description CONFIGURATION_PROFILE_DESCRIPTION ~
--location-uri CONFIGURATION_URI or hosted ~
--retrieval-role-arn IAM_ROLE_ARN A~
--tags TAGS *
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--validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=JSON_SCHEMA
or LAMBDA"

PowerShell

New-APPCConfigurationProfile °

-Name NAME °

-ApplicationId APPLICATION_ID °

-Description CONFIGURATION_PROFILE_DESCRIPTION °

-LocationUri CONFIGURATION_URI or hosted °

-RetrievalRoleArn IAM_ROLE_ARN °

-Tag TAGS °

-Validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=]SON_SCHEMA
or LAMBDA"
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Linux

aws appconfig create-deployment-strategy \

--name A_name_for_the_deployment_strategy \

--description A_description_of_the_deployment_strategy \

--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
\

--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

\

--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
\

--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
\

--replicate-

to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document \
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy

Windows

aws appconfig create-deployment-strategy ~
--name A_name_for_the_deployment_strategy *
--description A _description_of_the_deployment_strategy *
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
N
--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
N
--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
N
--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
N
--name A_name_for_the_deployment_strategy *
--replicate-
to To_save_the_deployment_strategy to_a_Systems_Manager_(SSM)_document A
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy
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PowerShell

New-APPCDeploymentStrategy °
--Name A_name_for_the_deployment_strategy -
--Description A_description_of_the_deployment_strategy -
--DeploymentDurationInMinutes Total_amount_of_time_for_a_deployment_to_last °
--FinalBakeTimeInMinutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

GrowthFactor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_1i

GrowthType The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over._

ReplicateTo To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document

Tag Hashtable_type_User_defined_key_value_pair_metadata_of_the_deployment_strategy

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}

A 12 84
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Windows
{
"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",
"Description": "Description of the deployment strategy",

"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment

strategy is saved"

}

PowerShell
ContentLength : Runtime of the command
DeploymentDurationInMinutes : Total amount of time the deployment lasted
Description : Description of the deployment strategy

FinalBakeTimeInMinutes : The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete

GrowthFactor

: The percentage of targets that received a deployed

configuration during each interval

GrowthType

: The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

Id : The deployment strategy ID

Name : Name of the deployment strategy

ReplicateTo : The Systems Manager (SSM) document where the

deployment strategy is saved

ResponseMetadata
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aws appconfig start-deployment \
--application-id The_application_ID \
--environment-id The_environment_ID \
--deployment-strategy-id The_deployment_strategy_ID \
--configuration-profile-id The_configuration_profile_ID \
--configuration-version The_configuration_version_to_deploy \
--description A_description_of_the_deployment \
--tags User_defined_key_value_pair_metadata_of_the_deployment

Windows

aws appconfig start-deployment #
--application-id The_application_ID "
--environment-id The_environment_ID "
--deployment-strategy-id The_deployment_strategy_ID *
--configuration-profile-id The_configuration_profile_ID
--configuration-version The_configuration_version_to_deploy *
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--description A_description_of_the_deployment *
--tags User_defined_key_value_pair_metadata_of_the_deployment

PowerShell

Start-APPCDeployment
-ApplicationId The_application_ID °
-ConfigurationProfileId The_configuration_profile_ID °
-ConfigurationVersion The_configuration_version_to_deploy °
-DeploymentStrategyId The_deployment_strategy ID °
-Description A_description_of_the_deployment °
-EnvironmentId The_environment_ID °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_deployment

Linux
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [
{
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"Description": "A description of the deployment event",
"EventType": "The type of deployment event",

"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"

1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
Windows
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [
{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
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1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
PowerShell

ApplicationId : The ID of the application that was deployed
CompletedAt : The time the deployment completed
ConfigurationLocationUri : Information about the source location of the
configuration

ConfigurationName : The name of the configuration
ConfigurationProfileld : The ID of the configuration profile that was
deployed

ConfigurationVersion : The configuration version that was deployed
ContentLength : Runtime of the deployment
DeploymentDurationInMinutes : Total amount of time the deployment lasted
DeploymentNumber : The sequence number of the deployment
DeploymentStrategyId : The ID of the deployment strategy that was
deployed

Description : The description of the deployment
EnvironmentId : The ID of the environment that was deployed
EventlLog : {Description : A description of the deployment

event, EventType : The type of deployment event, OccurredAt : The date and time
the event occurred,
TriggeredBy : The entity that triggered the deployment event}

FinalBakeTimeInMinutes : Time AWS AppConfig monitored for alarms before
considering the deployment to be complete

GrowthFactor : The percentage of targets to receive a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

PercentageComplete : The percentage of targets for which the deployment
is available

ResponseMetadata : Runtime Metadata

StartedAt : The time the deployment started

State : The state of the deployment
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsappconfig.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsappconfig.html
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import urllib.request

def lambda_handler(event, context):
url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name'
config = urllib.request.urlopen(url).read()
return config
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Bl A E 5t2{™ Python& Lambda & +& MZ ddstn &S FItE CHS Lambda &+ & 4
A =

[
Al2. Lambda & & A& £ AWS AppConfig Lambda & 4= http:/localhost:2772 ZAZ0]
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230 A AWS AppConfig 0| E Lambda & &0 CiEt AWS Lambda 21 C|O|EHE & &
A&LICH 23 5 2ol= appconfig agentZleE MFAZF 24LICH CHS=2 1 of lLCt

AN EH

[appconfig agent] 2024/05/07 ©4:19:01 ERROR retrieve failure for
'SourceEventConfig:SourceEventConfigEnvironment:SourceEventConfigProfile':
StartConfigurationSession: api error AccessDenied: User:
arn:aws:sts::0123456789:assumed-role/us-east-1-LambdaRole/
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https://docs.aws.amazon.com/lambda/latest/dg/using-extensions.html#using-extensions-config
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
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extensionl is not authorized to perform: sts:AssumeRole on resource:
arn:aws:iam::0123456789:ro0le/testl (retry in 60s)
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2lAo|M, &3 & # M T2 uto] sHEst= B B2 = /applications/my_application/
env1ronments/my_env1ronment/conflgurat1ons/my_conflgurat1on data®lL|C}. o4
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e Ol CHAl 2|AA0| ID 22 AFEStAAIR)).
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3. (MEH AR ERFH B AWS_APPCONFIG_EXTENSION_ROLE_EXTERNAL_ID
A HEE N850 2|8 IDE RIHE £ Q&LICH O 7RI Z
AWS_APPCONFIG_EXTENSION_ROLE_SESSION_NAME 2743 B2 Al23504 MM 0|2 74 E

ol AWS AppConfig 0 0IFE AFZ AWS Lambda 103


https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_permissions-to-switch.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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Ol= ME(ZEIZL ol 55)

FHLICHE F

FHLICE M (A 7AHEI)

EO0|M LambdaZ A8t
O =2 7§ El Lambda &

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:317

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:273

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:383

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:369

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:258

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:168

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:291
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Ot Alo} EE F(EFO[H|Ol)

ARN

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:216

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:299

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:238

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:269

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:363

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:245

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:210

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:249

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension:139
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Ot Alot B & (Xt 7H = E})

of Alo} EHTQ(HEHE)

ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:286

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:213

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:268

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:269

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:268

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension:254

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:309

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:252

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:184
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China (Beijing)

ARN

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:157

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension:87

arn:aws:lambda:ap-southeast
-7:851725616657:1ayer:AWS-A
ppConfig-Extension:130

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:256

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:184

arn:aws:lambda:mx-central-1
1891376990304 : 1ayer : AWS-App
Config-Extension:138

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:323

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:236

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1ayer: AWS-

AppConfig-Extension:237
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AWS AppConfig

Add a permission2|

2|

AWS GovCloud(0|= 8%)

AWS GovCloud(O|= M%)

ARN

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:215

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:214

ARM64 ZEHE

Lambda0ll &2 HSSE F7I5t= 29 ARNS X|H&lof &L|Ct CHE E0ilA Lambdag 448t
AWS Z|™ of siE st ARNE MEHSH|C} 0|28 ARN2 ARM64 ESHE 0 2 JH2El Lambda &
42 9|5t ZdelLC}.

HZ 2.0.14126.0

0|2 SR(HEILoF =5

0= ME(ZEIZL o} 25

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:250

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:225

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:260

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:271
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AWS AppConfig

Add a permission2|

2|

FHLCHE &

FHLECH M (A 7HE])

FE(TEl)

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:178

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension-Arm64:158

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:234

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:174

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:237

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:190

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:188

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:222

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:173
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Add a permission2|

Ot Alot EHE & (EFO]H|Ol)

Ot Alot EHE & (FHHOl)

Of Ao} EfE Y (tO|HIEIHIE)

OtAlot EHE (T H)

Ot Alot EHE (M E)

OtAlo} BB L (L2AHH)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:171

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:177

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension-Arm64:113

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:228

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:171

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:221

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:177

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:183

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:206
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2|

OtAlo} BB L (AIEL)

OtAlo} BB L (Xt7H=E})

OtAlot EHE X (HEHHE)

Ot Alot EHE (22l O| Alot)

o Alo} EHTI (- BB E)

Ot AloF EHE & (EH=)

otz 2|7H 0| ZE )

O|Aztd(ElotH|E)

12
R
K
O
L

ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:252

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:189

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:169

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:132

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension-Arm64:77

arn:aws:lambda:ap-southeast
-7:851725616657:1layer:AWS-A
ppConfig-Extension-Arm64:129

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:184

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:167

arn:aws:lambda:mx-central-1
:891376990304: 1ayer : AWS-App
Config-Extension-Arm64:137
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= ARN

=otH ZIZH e mEF arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:211

China (Beijing) arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension-Arm64:158

SI(EAR) arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer: AWS-
AppConfig-Extension-Arm64:159

AWS GovCloud(O|= S5) arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:161

AWS GovCloud(O|= M%&) arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension-Arm64:160

o|™

b

FAF B

o —
o] MMo|ME 0| HHZI2| AWS AppConfig Lambda & &0l AWS 2|71 CH8F ARNs Z/E LEdstL|ct
0| S 0i= AWS AppConfig HO|ME Lambda =& 2| 2 E O|™ ™ol CHEF HE 7 Z & =0 /UK
= S X[2F A T O] EAIZ|™ 0| EE LY.
=KX

. OIFd B8 KX (x86-64 ZHE)

o
- O|™ &% T (ARM64 EHE)

Ol & & 7 (x86-64 £ E)

CH2 ZollE x86-64 ZESMEZ 2 Z Tl El AWS AppConfig 00| E Lambda & & 2] 0| HZof
AWS 2| CHet ARNsZH7} LEd o] Q& LC.

z| & & o2 CHA|El I/ 03/25/2026
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Add a permission2|

E{%12.0.11962.0

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:296

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:252

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:359

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:348

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:239

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:147

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:270

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:195

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:278
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Add a permission2|

S3(H0l)

OtAlo} BB (S 3)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:217

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:248

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:342

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:226

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:189

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:219

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:221

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:228

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:245
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Add a permission2|

2|

OtAlo} BB (M E)

Ot Aot ENE (A7)

OfAlO} EH T (A7t Z 2)

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHHE)

ot Alot Ef- B (ZEflolAlol)

Ot Alot EHE & (FHHOI)

of Ao} Ef Lk (StO|EIZHHE)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:248

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:247

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:233

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:288

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:231

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:163

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:136

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:264

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:192
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Add a permission2|

2|

OtAlo} BB L (T ARE)

of Alo} EfTI2¥(EN=)

Ot Alot EHE & (EFO]H|Ol)

HOtHZIZH Y I EF)

ot = 2|5}H(7l0| ZEFR)

olAztel(2otu|s)

&3 (UAE)

Middle East (Bahrain)

ARN

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-southeast
-7:851725616657:1ayer:AWS-A
ppConfig-Extension:109

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension:118

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:302

arn:aws:lambda:mx-central-1
:891376990304: 1ayer : AWS-App
Config-Extension:115

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension:234

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:168

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:206

arn:aws:lambda:me-south-1:5
59955524753 :1ayer : AWS-AppCo
nfig-Extension:244
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Add a permission2|

ARN
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AppConfig-Extension:184

AWS AppConfig

2|

AWS GovCloud(O|= %)
arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1layer : AWS-
AppConfig-Extension:182

AWS GovCloud(O|= M%)

O 2 ChHAIE LRt 02/17/2026
ARN
arn:aws:lambda:us-east-1:02

SR
H{7 2.0.8693
=k
0|2 SR (HAILI0 2%
7255383542 :1ayer:AWS-AppConfig-
Extension:279
0= 85(230|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:235
arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension:348
arn:aws:lambda:us-west-2:35

0|2 ME(ZEIZ Lo =8)

Extension:335

0= ME(2El2)
FLICHE & arn:aws:lambda:ca-central-1
:039592058896:1ayer: AWS-App
Config-Extension:228

9756378197 :1ayer:AWS-AppConfig-
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Add a permission2|

2|

FHLECH M (A 7HE])

ARN

arn:aws:lambda:ca-west-1:43
6199621743:1ayer: AWS-AppConfig-
Extension:130

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:261

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:178

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:261

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:207

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:235

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:333

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:215

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:176
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2|

S3(H0l)

OtAlot EHE(Z3)

OtAlot EHE ()

OtAlot EHE (M E)

Ot Alot EHE (AT

OtAlot EH B (&7tE2)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:205

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:203

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:217

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:228

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:239

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:234

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:224

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:272

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:222
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AWS AppConfig

Add a permission2|

2|

OtAlo} EfE L (HHHE)

OtAlot Ef-B L (Z &0l Alot)

Ot Alot EHE & (FHtOl)

ofAlo} Ef Tk (Sto|EIZHHE)

of Alo} EHTI (- BB E)

Ot AloF EHE & (EH=)

Ot Alot EHZ & (EFO]H|Ol)

Ho

‘= OtHI2|ZH(& It

%)

12
R
K
OfM
L

ARN

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:152

arn:aws:lambda:ap-southeast
-5:631746059939:1layer:AWS-A
ppConfig-Extension:127

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:248

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension:179

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension:41

arn:aws:lambda:ap-southeast
-7:851725616657:1layer:AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:288

arn:aws:lambda:mx-central-1
:891376990304: 1ayer : AWS-App
Config-Extension:98

0llA1 AWS AppConfig 00| E AFS AWS Lambda

130



Add a permission2|

ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:225

arn:aws:lambda:il-central-1

AWS AppConfig
:895787185223:1ayer: AWS-App

=k
OFZ 2|ZHFH|O| ZE}R)
Config-Extension:155

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:195

arn:aws:lambda:me-south-1:5

O|AEtA (R otH|E)
59955524753 :1ayer :AWS-AppCo

&S (UAE)
nfig-Extension:227
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:184

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:182

AWS GovCloud(0|= M%&)

z|¢l EE o= CHAIE IR 11/20/2025
{7 2.0.2037
2|1 ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension: 207
131
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0= M2Zalzo 25

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:162

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:258

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:262

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:152

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:57

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:189

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:106

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:189

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:133
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Add a permission2|

2|

SH@a2l)

SH&mH )

S3(HIolF)

OtAlot EfE(Z3)

OfAlo} EfBA(=Z)

OtAlo} BB (M E)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:162

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:259

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:140

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:102

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:133

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:131

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:142

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:155

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:165
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AWS AppConfig

Add a permission2|

2|

Ot Aot ENE (AL

OfAlo} Ef L (ATIZ )

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EHE L (HEHE)

Ot Alot BB (ZElolAlot)

Ot Alot EHE & (FHHOI)

Ot Alot EfE (5Ol 2t HEE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:159

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:156

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:199

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:150

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer :AWS-A
ppConfig-Extension:78

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:55

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:175

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:104

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:215
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Add a permission2|

ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:152

arn:aws:lambda:il-central-1

AWS AppConfig
:895787185223:1ayer: AWS-App

=k
OFZ 2|ZHFH|O| ZE}R)
Config-Extension:81

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:120

arn:aws:lambda:me-south-1:5

O|AEtA (R otH|E)
59955524753 :1ayer :AWS-AppCo

&S (UAE)
nfig-Extension:154
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:110

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S8)
AppConfig-Extension:109

AWS GovCloud(0|= M%&)

O 2 CHA|E ™t 2025 5% 20

IS
B 2.0.1079
ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:174

2|
)
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0= SF(HXILoF S
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AWS AppConfig

Add a permission2|

0= M2Zalzo 25

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:133

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:223

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:230

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:123

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:27

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:159

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:77

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:160

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:121
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AWS AppConfig

Add a permission2|

2|

SH@a2l)

SH&mH )

S3(HIolF)

OtAlot EfE(Z3)

OfAlo} EfBA(=Z)

OtAlo} BB (M E)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:133

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:225

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:74

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:106

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:104

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:113

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:126

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:136
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AWS AppConfig

Add a permission2|

2|

Ot Aot ENE (AL

OfAlo} Ef L (ATIZ )

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EHE L (HEHE)

Ot Alot BB (ZElolAlot)

Ot Alot EHE & (FHHOI)

Ot Alot EfE (5Ol 2t HEE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:130

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:134

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:165

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:121

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer :AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:26

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:146

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:75

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:179
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Add a permission2|

ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:123

arn:aws:lambda:il-central-1

AWS AppConfig
:895787185223:1ayer: AWS-App

=k
OFZ 2|ZHFH|O| ZE}R)
Config-Extension:52

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:91

O|ACIY(ElotH| )
S S(UAE)
arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:125
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:80

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S8)
AppConfig-Extension:80

AWS GovCloud(0|= M%&)

2 OiAE £ 20244 128 12

|4l gzto
7% 2.0.719
2™ ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:173
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AWS AppConfig

Add a permission2|

0= M2Zalzo 25

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:132

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:221

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:229

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:121

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:27

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:158

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:75

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:159

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:120
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AWS AppConfig

Add a permission2|

2|

SH@a2l)

SH&mH )

S3(HIolF)

OtAlot EfE(Z3)

OfAlo} EfBA(=Z)

OtAlo} BB (M E)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:132

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:224

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:110

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:72

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:104

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:102

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:112

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:125

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:135
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AWS AppConfig

Add a permission2|

2|

Ot Aot ENE (AL

OfAlo} Ef L (ATIZ )

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EHE L (HEHE)

Ot Alot BB (ZElolAlot)

Ot Alot EHE & (FHHOI)

Ot Alot EfE (5Ol 2t HEE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:129

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:132

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:164

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:120

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer :AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:25

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:145

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:74

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:178
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Add a permission2|

ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:122

arn:aws:lambda:il-central-1

AWS AppConfig
:895787185223:1ayer: AWS-App

=k
OFZ 2|ZHFH|O| ZE}R)
Config-Extension:50

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:90

O|ACIY(ElotH| )
S S(UAE)
arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:124
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:79

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S8)
AppConfig-Extension:79

AWS GovCloud(0|= M%&)

2 A2 ™ 20244 88 8L

|4l gzto
7% 2.0.678
2™ ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:167
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AWS AppConfig

Add a permission2|

0= M2Zalzo 25

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:126

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:213

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:223

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:116

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:21

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:152

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:153

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:114
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AWS AppConfig

Add a permission2|

2|

SH@a2l)

SH&mH )

S3(HIolF)

OtAlot EfE(Z3)

OfAlo} EfBA(=Z)

OtAlo} BB (M E)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:126

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:218

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:104

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:67

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:99

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:97

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:106

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:119

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:129
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AWS AppConfig

Add a permission2|

2|

Ot Aot ENE (AL

OtAlo} BB (S7HEZ)

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EHE L (HEHE)

Ot Alot EfE & (FHHOl)

OfAlO} EHH F(5HO|CHEHHEE)

Ho

‘= OtHI2|ZH(& It

%)

ot 2|7}(7i 0| ZE} 2)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:123

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:127

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:158

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:114

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer :AWS-A
ppConfig-Extension:42

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:139

arn:aws:lambda:ap-south-2:4
89524808438:1ayer:AWS-AppCo
nfig-Extension:68

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:172

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:116
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Add a permission2|

ARN
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

AWS AppConfig

2|
O|AEIA(ROtH|E)

S S(UAE)

Middle East (Bahrain)

AWS GovCloud(O|= S8)

Config-Extension:45
arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:84
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension:118
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

AppConfig-Extension:73
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer: AWS-

AppConfig-Extension:73

AWS GovCloud(O|= M%)

2 A= g™t 2024H 78 23

ARN
arn:aws:lambda:us-east-1:02

4 250
% 2.0.501
2|
012 SE(HEILIoF 25
7255383542 :1ayer: AWS-AppConfig-
Extension:153
0= S8(235+0[|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:112
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Add a permission2|

2|

0|2 M2@alzl o 25)

0= MF(2d2)

FHLICHE F

FE(TEl)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:195

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:210

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:101

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:136

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:53

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:144

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:99

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:111

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:201
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Add a permission2|

FHAH Q)

S3(HI0lF)

OtAlot EHE (T H)

Ot Alot EHE (M E)

OtAlo} BB L (L2AHH)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:89

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:50

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:85

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:83

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:91

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:104

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:114

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:107

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:112
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB L (AIEL)

OtAlo} BB L (Xt7H=E})

OtAlot EHE X (HEHHE)

Ot Alot EHE & (FHHOl)

Of Ao} EfE Y (tO|HIEIHIE)

HOotHEIZH S o2 F)

otz 2|7H 0| ZE )

O|Aztd(ElotH|E)

&S S(UAE)

ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:142

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:26

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension:125

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:53

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:155

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:102

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:28

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:68
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Add a permission2|

ARN
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

2|
nfig-Extension:103
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:59

AWS AppConfig

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:59

AWS GovCloud(O|= MHE)

21

Z| 0 Y22 CHAE ™ 2024 7

7% 2.0.358
ARN
arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-

=k
0= SF(HXILoL 55)
Extension:128
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension:93

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension:141

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

= —|
=)

Extension:161
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Add a permission2|

2|

FHLCHE &

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:93

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:106

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:125

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:93

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:98

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:159

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:83

arn:aws:lambda:eu-south-2:5
86093569114:1layer:AWS-AppCo
nfig-Extension:44

0llA1 AWS AppConfig 00| E AFS AWS Lambda

152



AWS AppConfig

Add a permission2|

2|

S3(H0lZ)

OtAlot EHE(Z3)

OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:76

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:76

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:83

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:108

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:101

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:79
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AWS AppConfig

Add a permission2|

2|

OtAlo} EfE L (HHHE)

Ot Alo} Ef-BL(ZHHO)

ofAlo} Ef Tk (StO|EIZHHE)

HOtHIZIZH & I 2 F)

Ot Z 2|7H(7H| 0| ZEt2)

O|At(ElotH|E)

&S (UAE)

Middle East (Bahrain)

AWS GovCloud(O|= 8%)

ARN

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:20

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension:107

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension:47

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:128

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension:83

arn:aws:lambda:il-central-1
1895787185223 :1ayer: AWS-App
Config-Extension:22

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:85

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:54
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Add a permission2|

ARN
arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1ayer: AWS-

AWS AppConfig

2™
AWS GovCloud(O|= MF)

O Z CHAIE It 20230 128 1

ESNEES

7% 2.0.181

2|

| — 1 —|
=)

FHLICHE F

AppConfig-Extension:54

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension:113

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension:81

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension:124

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension:146
arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App

Config-Extension:81

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App

Config-Extension:93
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AWS AppConfig

Add a permission2|

S3(HIolT)

ARN

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:32

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:81

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:142

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:73

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:29

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:68

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:68
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB (S 3)

of Alo} EfTIQH (= T)

Ot Alot EHE (M E)

Ot Alot EHE (AT

ObAloO} Ef T (A7IZ =)

Ot Alot EHE (A= L)

Ot Alo ENE & (Xt 7H = E})

OtAlot EH B (HEHE)

{

Ot Alo} Ef-BL(FHFOI)

ARN

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension:73

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:86

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer: AWS-A
ppConfig-Extension:5

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:94
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Add a permission2|

ARN
arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo

AWS AppConfig
nfig-Extension:32

arn:aws:lambda:sa-east-1:00

=k
0010852771 :1ayer:AWS-AppConfig-

ofAlo} Ef k(S O|CIZHHIE)

=otHI2IZH & o2 F)
Extension:113
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:73

Ot=Z 2|7} O| ZEIR)
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Config-Extension:7
arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App

Config-Extension:34

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

oAzt (ot =)

&S (UAE)
nfig-Extension:73

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-

Middle East (Bahrain)
AppConfig-Extension:46

arn:aws-us-gov:lambda:us-gov-

AWS GovCloud(O|= %)
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:46

AWS GovCloud(O|= M)

2 O~ 2l gt 2023 83 14

PN

b
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AWS AppConfig

Add a permission2|

7% 2.0.165

0= MEZEIZU o =5

FHLICHE F

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:79

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:121

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:143

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:79

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:91

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:29

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:108

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:79
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AWS AppConfig

Add a permission2|

2|

SFH@a2l)

SH&mH )

S3(HIolF)

OtAlot EfE(Z3)

OfAlo} Ef B (= Z)

OtAlo} BB L(ME)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:80

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:139

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:71

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:26

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:66

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:66

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:71

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:82

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:91
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AWS AppConfig

Add a permission2|

2|

Ot Alot ENE (AL

OtAlo} BB (S7HEZ)

Ot Alot ERE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EHE X (HHE)

Ot Alot EfE & (FHHOI)

OfAlO} EHH F(5HO|CHEHHEE)

Ho

‘= OtHI2|ZH(& It

%)

ohZ 2|57k ol ZEl )

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:89

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:60

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer:AWS-A
ppConfig-Extension:2

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:92

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:29

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:110

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:71
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Add a permission2|

ARN
&S (UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:31
arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:71

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AWS AppConfig

2|

Middle East (Bahrain)
AppConfig-Extension:44

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= &%)
AppConfig-Extension:44

AWS GovCloud(O|= MHE)

ol
=

Z|0 EE o2 CHAE IRt 2023H 2.8 21

B 2.0.122
ARN
arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-

Extension: 82
arn:aws:lambda:us-east-2:72

2|
8743619870:1ayer: AWS-AppConfig-

0= S8 (HX|LIot 5 58)
Extension:59

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

= e
_._T)
Extension:93
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AWS AppConfig

Add a permission2|

2|

0= M7 (2e2)

FHLCHE &

S=(H01%)

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:114

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:60

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:54

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:52
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AWS AppConfig

Add a permission2|

OtAlo} BB (S 3)

OfAlO} EHBY (= 2)

OtAlot EHE (M E)

OtAlot EHE & (2At7H

OtAlot EH B (&7tE =)

Ot AloF EHB & (AIEL)

Ot Alot B & (Xt 7H = E})

Ot Alo} Ef-BL(FHHOI)

ARN

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:52

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:54

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:62

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:37

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:71
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Add a permission2|

ARN
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-

AWS AppConfig

2|
HOIHEIZH S I EF)

ot Z 2|7}H(#H 0| ZE}2)

Middle East (Bahrain)

AWS GovCloud(O|= S8)

Extension:82
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:54
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension:54
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

AppConfig-Extension:29
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AppConfig-Extension:29

AWS GovCloud(O|= M%&)

2 A= g™t 20221H 8 23

ARN
arn:aws:lambda:us-east-1:02

24 2tzto
™ 2.0.58
=S
012 SE(HEILIoF 25
7255383542 :1ayer: AWS-AppConfig-
Extension:69
0= S8(235+0[|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:50
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AWS AppConfig

Add a permission2|

2|

0|2 M2@alzl o 25)

0= MF(2d2)

FHLICHE F

FE(TEl)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:78

arn:aws:lambda:us-west-2:35
9756378197 :1ayer :AWS-AppConfig-
Extension:101

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:50

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:69

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:51

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:98

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:47
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AWS AppConfig

Add a permission2|

2|

S3(H0lZ)

OtAlot EHE(Z3)

OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:46

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:46

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:47

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:46

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:51

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:24
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Add a permission2|

ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

nfig-Extension:60

arn:aws:lambda:sa-east-1:00

AWS AppConfig
0010852771 :1ayer:AWS-AppConfig-

2|

Ot Alo} EH B F(FHIOI)

Extension:69
arn:aws:lambda:af-south-1:5

S otH ZIZH & ot 2 F)
74348263942 :1ayer: AWS-AppCo

nfig-Extension:47

arn:aws:lambda:me-south-1:5

ot 2|7H(7i| 0| ZEt2)
59955524753 :1ayer:AWS-AppCo

nfig-Extension:47
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:23

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S8)
AppConfig-Extension:23

AWS GovCloud(0|= M%&)

2 oA Et: 2022 48 21

|4l gzto
7% 2.0.45
2™ ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:68
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AWS AppConfig

Add a permission2|

0= MF(AElZLot S7)

FHLICHE F

FE(TEl)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension: 49

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:77

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:58

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:49

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:97
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AWS AppConfig

Add a permission2|

S3(HolT)

OtAlot EHE X (Z3)

OtAlot EHE ()

Ot AloF EHE (M E)

Ot AloF EHE (LA

OtAlot EH B (&7tE =)

OtAlo} BB (A= L)

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:45

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:45

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:46

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:50

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:58
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Add a permission2|

ARN
arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A

ppConfig-Extension:23

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

AWS AppConfig

2|
Ot AlO} EH B (XIFLEE}
Ot Alo} EH B F(FHIOI)
nfig-Extension:59
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:68
arn:aws:lambda:af-south-1:5

HotHEIZH & o EF)
74348263942 :1ayer: AWS-AppCo

nfig-Extension:46

arn:aws:lambda:me-south-1:5

otz 2|7}(7| 0| ZE}R)
59955524753 :1ayer:AWS-AppCo

nfig-Extension:46
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:22

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:22

AWS GovCloud(O|= M%)

z|¢l &F o2 CHA[E E™Mt: 2022/03/15
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AWS AppConfig

Add a permission2|

B{7 2.0.30

0= MEZEIZU o =5

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:47

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:89

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:54

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:47

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension: 48
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AWS AppConfig

Add a permission2|

S3(HI0lF)

OtAlot EHE (T H)

Ot AloF EHE (AT

OtAloF EHE (M E)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:86

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension: 44

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:43

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:43

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:44

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:42

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:54

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:45
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Add a permission2|

ARN
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

ppConfig-Extension:54

AWS AppConfig

2|

Ot Alo} EfEF(AI=L)
arn:aws:lambda:ap-southeast

-3:418787028745:1ayer: AWS-A
ppConfig-Extension:13

arn:aws:lambda:ap-south-1:5

OfAlot EHE A (A}7H2E}
54480029851 :1layer:AWS-AppCo

O Alo} Ef & (= HI0I)
nfig-Extension:55
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:61
arn:aws:lambda:af-south-1:5

e otH2ZH & I EF)
74348263942 :1ayer:AWS-AppCo

nfig-Extension:44

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

Ot Z 2|7H(7H| 0| ZEt2)

nfig-Extension:44
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1layer: AWS-

AppConfig-Extension:20
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AppConfig-Extension:20

Middle East (Bahrain)

AWS GovCloud(0|= S5

2| o[ Mo

AWS GovCloud(O|= M)

O|™ &% ™ (ARM64 ZHE)
EZSHE 0 Z 79 El AWS AppConfig 0I0|ME Lambda
A& LT,
174

ClS E o= ARM64
AWS 2| CHEF ARNsZH 7} LEd o]
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AWS AppConfig

Add a permission2|

z|0l &E o2 CHA[E St 03/25/2026

E{%12.0.11962.0
2|

0= S2(Hx|LoF 25

Ol ME(ZE[ZL ol 55)

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:229

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:204

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:236

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:250

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:159

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension-Arm64:137

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:213

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:153
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AWS AppConfig

Add a permission2|

Ot Alo} EfE (EFO[H|Ol)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:216

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:169

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:167

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension-Arm64:201

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:154

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:150

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension-Arm64:156

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension-Arm64:92

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:198
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB L(ME)

Ot Alot ENE (A7)

OfAlO} EHT (A7t Z 2)

Ot Alot EHE(AIEL)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHE)

Ot Alot Ef- B (ZEflolAlol)

of Alo} BT Q¥ (- RIRHE)

Ot Alo} BB L (EH=)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:156

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:162

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:185

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension-Arm64:231

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension-Arm64:168

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension-Arm64:148

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:111

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension-Arm64: 48

arn:aws:lambda:ap-southeast
-7:851725616657:1ayer:AWS-A
ppConfig-Extension-Arm64:108
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AWS AppConfig

Add a permission2|

2|

Ot Alo} Ef-BL(ZHHOI)

OfAlo} EH I F(5HO|CIEHHEE)

HOtHZIZH Y I 2 F)

2
Rl
K
O
A

Ot Z 2|7H(7H| 0| ZEt2)

&S (UAE)

Middle East (Bahrain)

O|Aztd(ElotH|E)

S=(H 01%)

ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:206

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:150

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:190

arn:aws:lambda:mx-central-1
1891376990304 : 1ayer : AWS-App
Config-Extension-Arm64:114

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:162

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:162

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:172

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:151

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:141
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Add a permission2|

ARN
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:143

AWS AppConfig

2|
E3(A
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:130
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:128

AWS GovCloud(O|= MHE)

2 oA E E™: 02/17/2026
ARN
arn:aws:lambda:us-east-1:02

x4l g3to
{7 2.0.8693
2|1
0|2 SR (HEILO} 25
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:212
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:187

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

0= S8(2350[2)
012 ME(ZEIZ Lo 25
Extension-Arm64:225
0= ME(LEE) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:237
179
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AWS AppConfig

Add a permission2|

2|

FHLCHE &

FHLECH M (A 7HE])

FE(TEl)

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:148

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension-Arm64:120

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:204

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:136

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:199

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:159

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:154

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:192

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:143
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AWS AppConfig

Add a permission2|

Ot Alot EHE & (EFO]H|Ol)

OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:137

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:145

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension-Arm64:74

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:181

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:147

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:149

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:176

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:215

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:159
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AWS AppConfig

Add a permission2|

2|

OtAlo} EfE L (HHHE)

OtAlot Ef-B L (Z &0l Alol)

OtAlot EHE & (FARE)

Ot Alot EHE & (EH=)

Ot Alot EfE & (FHHOl)

ofAlo} Ef 'k (Sto|EIEHHEE)

HOtHEIZH S I EF)

ohZ 2|57k ol ZEl )

ARN

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:137

arn:aws:lambda:ap-southeast
-5:631746059939:1layer:AWS-A
ppConfig-Extension-Arm64:102

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension-Arm64:31

arn:aws:lambda:ap-southeast
-7:851725616657:1ayer:AWS-A
ppConfig-Extension-Arm64:97

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:190

arn:aws:lambda:ap-south-2:4
89524808438:1ayer:AWS-AppCo
nfig-Extension-Arm64:137

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:176

arn:aws:lambda:mx-central-1
1891376990304 :1ayer: AWS-App
Config-Extension-Arm64:97

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:153
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Add a permission2|

ARN
arn:aws:lambda:me-central-1

:662846165436:1ayer: AWS-App
Config-Extension-Arm64:151

AWS AppConfig

2|
arn:aws:lambda:me-south-1:5

33 (UAE)
59955524753 :1ayer :AWS-AppCo
nfig-Extension-Arm64:155
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Middle East (Bahrain)
Config-Extension-Arm64:138

O|AtY(ElotH|E)
arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap

pConfig-Extension-Arm64:127

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-

S3(HI0|F)
(AR
AppConfig-Extension-Arm64:125
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:130

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:128

AWS GovCloud(O|= AF)

z|¢l &F o2 CHA[E E™t: 11/20/2025
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AWS AppConfig

Add a permission2|

{7 2.0.2037

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:140

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:114

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:135

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:164

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:72

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension-Arm64:47

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:132

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:64

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:127
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AWS AppConfig

Add a permission2|

OtAlot EHE (T H)

OtAloF EHE (M E)

Ot Aot ENE (AL

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:85

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:81

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:118

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:68

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:63

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension-Arm64:70

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:73

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:74
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AWS AppConfig

Add a permission2|

2|

OfAlo} Ef B (&7t E)

OtAlo} BB L(AIEL)

Ot Alot EHE & (Xt 7H = E})

OtAlot EHE X (HEHE)

Ot Alot EHE & (Z 2Ol Alot)

Ot Alot EfE & (FHHOI)

OfAlO} EHH F(5HO|CHEHHEE)

Ho

‘= OtHI2|ZH(& It

%)

ohZ 2|57k ol ZEl )

ARN

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:142

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:87

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:63

arn:aws:lambda:ap-southeast
-5:631746059939:1layer:AWS-A
ppConfig-Extension-Arm64:30

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:117

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:62

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:103

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:80
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Add a permission2|

ARN
arn:aws:lambda:me-central-1

:662846165436:1ayer: AWS-App
Config-Extension-Arm64:76

AWS AppConfig

2|
arn:aws:lambda:me-south-1:5

33 (UAE)
59955524753 :1ayer :AWS-AppCo
nfig-Extension-Arm64:82
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Middle East (Bahrain)
Config-Extension-Arm64:64

oAU (RotH|E)
arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:55

S3(HI0|F)
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:53

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

=
AppConfig-Extension-Arm64:56

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:55

AWS GovCloud(O|= M%)

2 O~ el gt 20251 52 20

/4l 8o
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AWS AppConfig

Add a permission2|

{7 2.0.1079

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:107

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:85

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:100

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:132

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:43

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension-Arm64:18

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:102

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:35

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:98
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AWS AppConfig

Add a permission2|

OtAlot EHE (T H)

OtAloF EHE (M E)

Ot Aot ENE (AL

ARN

arn:aws:lambda:eu-west-2:28

2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:73

arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-

Extension-Arm64:52

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:84

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64: 39

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64: 35

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:41

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:79

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64: 44

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:45
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AWS AppConfig

Add a permission2|

2|

OfAlo} Ef B (&7t E)

OtAlo} BB L(AIEL)

Ot Alot EHE & (Xt 7H = E})

OtAlot EHE X (HEHE)

Ot Alot EHE & (Z 2Ol Alot)

Ot Alot EfE & (FHHOI)

OfAlO} EHH F(5HO|CHEHHEE)

Ho

‘= OtHI2|ZH(& It

%)

ohZ 2|57k ol ZEl )

ARN

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:86

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:58

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:34

arn:aws:lambda:ap-southeast
-5:631746059939:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:88

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:33

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:67

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:51
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Add a permission2|

ARN
arn:aws:lambda:me-central-1

:662846165436:1ayer: AWS-App
Config-Extension-Arm64:47

AWS AppConfig

2|
arn:aws:lambda:me-south-1:5

33 (UAE)
59955524753 :1ayer :AWS-AppCo
nfig-Extension-Arm64:53
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Middle East (Bahrain)
Config-Extension-Arm64:35

oAU (RotH|E)
arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:28

S3(HI0|F)
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:26

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

(A
AppConfig-Extension-Arm64:26

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:26

AWS GovCloud(O|= M%)

2 OiAE £t 20244 128 12

/4l 8o
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AWS AppConfig

Add a permission2|

B{7Z 2.0.678

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:106

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:84

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:98

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:131

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:41

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension-Arm64:17

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:101

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:33

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:97
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AWS AppConfig

Add a permission2|

OtAlot EHE (T H)

OtAloF EHE (M E)

Ot Aot ENE (AL

ARN

arn:aws:lambda:eu-west-2:28

2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:72

arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-

Extension-Arm64:51

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:83

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64: 38

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:33

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64: 40

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:78

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:43

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64: 44
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AWS AppConfig

Add a permission2|

2|

OfAlo} Ef B (&7t E)

OtAlo} BB L(AIEL)

Ot Alot EHE & (Xt 7H = E})

OtAlot EHE X (HEHE)

Ot Alot EHE & (Z 2Ol Alot)

Ot Alot EfE & (FHHOI)

OfAlO} EHH F(5HO|CHEHHEE)

Ho

‘= OtHI2|ZH(& It

%)

ohZ 2|57k ol ZEl )

ARN

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:84

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:107

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:57

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:33

arn:aws:lambda:ap-southeast
-5:631746059939:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:87

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:32

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:66

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:50
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Add a permission2|

ARN
arn:aws:lambda:me-central-1

:662846165436:1ayer: AWS-App
Config-Extension-Arm64: 46

AWS AppConfig

2|
arn:aws:lambda:me-south-1:5

33 (UAE)
59955524753 :1ayer :AWS-AppCo
nfig-Extension-Arm64:52
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Middle East (Bahrain)
Config-Extension-Arm64:33

oAU (RotH|E)
arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:26

S3(HI0|F)
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:24

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

(A
AppConfig-Extension-Arm64:25

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:25

AWS GovCloud(O|= M%)

2 O~ el gt 2024 82 8

/4l 8o
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AWS AppConfig

Add a permission2|

B{7Z 2.0.678

0= MEZEIZU o =5

0= M2@alA)

FHLICE M (A 7AHEI)

FHLICHE F

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:100

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:78

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:90

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:125

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:11

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:95

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:28

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:91
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AWS AppConfig

Add a permission2|

OtAlot EHE (T H)

OtAloF EHE (M E)

Ot Aot ENE (AL

ARN

arn:aws:lambda:eu-west-2:28

2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:66

arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-

Extension-Arm64:45

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:77

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64: 32

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:28

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:34

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:72

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:37

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:38
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AWS AppConfig

Add a permission2|

2|

OfAlo} Ef B (&7t E)

OtAlo} BB L(AIEL)

Ot Alot EHE & (Xt 7H = E})

OtAlot EHE X (HEHE)

Ot Alot EfE & (FHHOl)

ofAlo} Ef 'k (Sto|EIEHHEE)

HOtHEIZH S I EF)

ofZ 2|7}(71| 0| ZE}2)

&S S(UAE)

ARN

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:79

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:101

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:51

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:27

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:81

arn:aws:lambda:ap-south-2:4
89524808438:1ayer:AWS-AppCo
nfig-Extension-Arm64:26

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:60

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:44

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:40
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Add a permission2|

ARN
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension-Arm64: 46

AWS AppConfig

2|

Middle East (Bahrain)
arn:aws:lambda:il-central-1
Config-Extension-Arm64:28

:895787185223:1ayer: AWS-App

olAzt(=olH| )
arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:21

B3 (HOIE)
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:19

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AR
AppConfig-Extension-Arm64:19

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:19

AWS GovCloud(O|= M%&)

2 OHAE Et: 2024 A 78 23Y

|4l gzto
E{%= 2.0.501
2 ARN
) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:86
199
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AWS AppConfig

Add a permission2|

0= MF(AElZLot S7)

0= ME(221H)

FHLICE M (A 7AHEI)

FHLICHE F

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:64

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension-Arm64:72

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:112

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:1

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:21

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:79

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:11

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:82

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:51
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AWS AppConfig

Add a permission2|

2|

SH@a2l)

SH&mH )

OtAlot EHE X (Z3)

OtAlot EHE (T 2)

Ot AloF EHE (M E)

OtAlo} BB L (AT

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-

Extension-Arm64:30

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:60

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:17

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:19

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:57

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:22

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:22

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:64

0llA1 AWS AppConfig 00| E AFS AWS Lambda

201



AWS AppConfig

Add a permission2|

2|

OtAlo} BB L(AIEL)

OtAlo} BB (Xt7H=E})

OtAlot EHE L (HHE)

Ot Alot EHE & (FHHOl)

Of Ao} EfE Y (tO|HIEIHIE)

HOotHEIZH &I EF)

otz 2|7H7o|ZE )

&3 (UAE)

Middle East (Bahrain)

ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:85

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:35

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:11

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:67

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:43

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:30

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:24

arn:aws:lambda:me-south-1:5
59955524753 :1ayer : AWS-AppCo
nfig-Extension-Arm64:31
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AWS AppConfig

Add a permission2|

ARN
arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension-Arm64:11

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension-Arm64:7
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension-Arm64:5

Oo|AEI (ElotH[E)

SZ(HO0|F)
AF)
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:5
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:5

AWS GovCloud(O|= M&)

2 CHAE it 20243 78 1

RIS el
B{7 2.0.358
2| ARN
0= S5 (HXILIoF &) arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension-Arm64:61
0= S8(235+0[|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:45
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AWS AppConfig

Add a permission2|

2|

0|2 M2@alzl o 25)

0= MF(2d2)

FHLICHE F

FE(TEl)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:18

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:49

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:5

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:17

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:18
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AWS AppConfig

Add a permission2|

FHAH Q)

OtAlot EHE(Z3)

OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:51

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:58

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:49

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:16
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Add a permission2|

ARN
arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:5

AWS AppConfig

2|
=)

Of Alo} EfE A (HH
arn:aws:lambda:ap-south-1:5

54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:49

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo

ot Alot ENE (FHFOl)
nfig-Extension-Arm64:5

O Alo} EfZ F(5HO|HI2HHEE)
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:16
arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo

HolHZIZH & EF)
nfig-Extension-Arm64:11

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App

Ot Z 2|7}(7H|O| ZELR)
Config-Extension-Arm64:5

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

&S (UAE)
nfig-Extension-Arm64:13
arn:aws:lambda:il-central-1

:895787185223:1ayer:AWS-App

Middle East (Bahrain)
Config-Extension-Arm64:5

O|Aztd(ElotH|E)

(e]]]
=

2 &2l gt 2023 123 1

PN

b
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AWS AppConfig

Add a permission2|

{71 2.0.181

0= MEZEIZU o =5

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:46

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:33

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64: 48

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64: 48

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension-Arm64:33

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:1
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AWS AppConfig

Add a permission2|

OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:37

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:43

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:36

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:1
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Add a permission2|

ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

nfig-Extension-Arm64:36

AWS AppConfig

2|

Ot Alo} EH B F(FHIOI)
arn:aws:lambda:sa-east-1:00

0010852771 :1ayer:AWS-AppConfig-
Extension-Armé64:1

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension-Arm64:1
arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo

nfig-Extension-Arm64:1

gHotHEZH AT EF)
o= 2|7} 0| ZE}R)

Middle East (Bahrain)

z[¢l 2o 2 CHAE E™t: 2023/03/30
7% 2.0.165
2™ ARN
0= S5 (HXILIoF &) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:43
arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:31

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:45
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ARN
arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App

Config-Extension-Arm64:34

AWS AppConfig

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-

Extension-Arm64:46

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-

Extension-Arm64:31

Z1E)
arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A

ppConfig-Extension-Arm64:35

(=2)
arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:41

OfAlo} EHf 2IIEE)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:34
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

OtAlo} BB L(AI=L)
nfig-Extension-Arm64:34

Ot Alot EHE & (FHHOI)

2 OHAE E™3: 2023/02/21

Al EEFO

Z|
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B{7Z 2.0.122

OtAlot EHE (T H)

OtAlot EH B (&7tE =)

OtAlo} BB L (A= L)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:15

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:16

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:20

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:15

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:13

0llA1 AWS AppConfig 00| E AFS AWS Lambda
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ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

AWS AppConfig

2

@

OFA|O

z|

F EFE (= HFO)

N

B 2.0.58

2|

0= ME(elr)
SH(ZYIFEE)
FE(OILHE)
SHHE)

OS2 CHA|El Rt 2022/08/23

nfig-Extension-Arm64:13

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:2
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:2
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:3
arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:2
arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-
Extension-Arm64:7
arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:2
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ARN
arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:2

AWS AppConfig
2™
obAlo} EHEIQH(E 3)
arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:3

(M7tZ =)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

oF
ppConfig-Extension-Arm64:2

OtAlo} BB

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo

OtAlot Ef B L(AI=L)
nfig-Extension-Arm64:2

Ot Alot EHE & (FHHOl)

z[4l 2tao 2 CHAE E™t: 2022/04/21
& 2.0.45
2|1 ARN
0= S5 (HXILIoF &) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:1
arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:2
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= ARN

FHEFIFEE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:1

FHE((OIUBE) arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:6

SFHEEH) arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:1

OtAlOt EHE (T ) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:1

OtAlot EHEF(Al7tZ E) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:2

Ot Alo} EfH & (A|EL) arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:1

ofAlot EHE & (FHIOl) arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:1

Amazon EC2 & 2 Z2{|0|A A|AEI0|MH AWS AppConfig HIO|TE AS

AWS AppConfig 00| IEE A}& 304 Amazon Elastic Compute Cloud(Amazon EC2) Linux QIAEA
oM A= ofZ2|710|44 AWS AppConfig It E SEE =+ U&LICH H0IMEE= CiS0 22 WY
OS2 OofEZ|AH oM X2l & 2E|E JHMELICEH

« OlO|ME £ AWS Identity and Access Management (IAM) Q&2 ALt 74 O|O|E{Q| 2Z FHA
E #2[5t04 AWS AppConfig AFEXHE CHAISH{E S EFLICE 2 FHAI0|MH 74 CIIO|EE 7+HA]
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204 o B2/ olMol A T4 ClOIE|E BHElshs of LR = ool K47t Foism, 74 o
OlE{E LEl%E EHPIZ AR 4 Yo, ol2{3t HOlE{ol CHEt £ 58 WalEr + Y UENI 2

=
Mol dge &x| et&Lichr
+ O0|ME= AWS AppConfig 7Is &2 & AMstn siiZstr| fIgt 7|8 &8 S MI gL
- OO|HMEE 7|IEMo 2 Fi&) M=, E8 ¢4, 24 T Hlo|E | 718 doi et =2 Ale & XS
St SAlol & MH|A 5F0| 228 71d EEE FHELICH

|Siz|= S0 ol O|ME = T4 AWS AppConfig CllO|E{ AOI0|EE <|5H G| 0| E
EJELICH ofZEEF0IME ZE 2772 (A8 A X|H 7ts8 712 ZE 7)) oM
localhost0l] 2126t HTTP GETE ££5t0{ HIO|EE AMEE 2 2ZM C|0|EHE HME = AU&LICt

*AWS AppConfig H|0|ME = MH|AT} 74 [ olO|E{& FH & EFLICE O|24Et O

eS| 12 AME
SZ OCIOIEE AME 7| et M Bl &2 54 SEECH =2/}

=M

o 1EHA: (E) 2lAaA 4 2 #Het 74

« 2EHA: (2 ) Amazon EC2 QIAEIA | AWS AppConfig 00| HE M x| &l AIZ

o 3EHA: (MEH AFEOIX|BF HEE]) CloudWatch Logs0oll 21 It ME

o AEHAH: (MEH ALE B4 B ALE 5104 Amazon EC2& AWS AppConfig 0 0|ME F#+ 4
« 5EA|: (E=) T Olo|E M

« 6EH7|(4E4 AtEO|X|BF HEE): AWS AppConfig Ol O|HEof CHEF 0| E Xt S5t

Amazon EC2 QIAEAON|M M- E[= o Z2|7 0| AWS AppConfig Bt S&5tEd™ 7|s Eeil1 £=
At 34| 74 C|o|E{E Z &8t AWS AppConfig OFE|TE L T4 H|O|E{E A4d5Hok BFL|Ch RFAIEH
Lig&2 oM 715 Eeia 2 xts A 74 HlolE M4 AWS AppConfig EHHE EZSHAAL.

-

ol =ARISH=E 7+ CIO|EHE AM5tE{Td AWS AppConfig Ci| O|E 3240i| CHEH HM| A FHE
© = AWS AppConfigof E2|7|0| S FsHoF & LICt o= 2|7 0|0 HAM|A HEHS F 0]
248 Amazon EC2 QIARA oighof &S E IAM THEH HHE UO|0|EStAA|R. §3], HAo
appconfig:StartConfigurationSession 2! appconfig:GetLatestConfiguration &M
£ FItsliof FLICH CFS o & HIstMIR

P

[e]l]
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

]I

"Resource": "*"

}
]
}

Aol Hetg FItet= 2ol ChEt REMIE LHIE 2 1AM ALE BEBMO| IAM At 5F Het F7H 2 A

— -

27 (=) Amazon EC2 QIAE A0 AWS AppConfig Ol O|HE x| & A|Zf

AWS AppConfig 0 O| ME =0{| A & 2|5t= Amazon Simple Storage Service(Amazon S3) HHZ!0I|MH &
A—ELICHAWS. CFE HAHE AFE5H04 Linux QIAEIA O Z| A I:H’HOI OoO|MEE MXIELICH ofE
E|91|0|A=10| 02] QUAEIAO BAE|0] /e B OHEEIAO|ME EARGHE ZF QIARANM O &
AHE sHok gLict.

« AWS AppConfig (0| E = 744 T 4.15 0|4 2 A~ St= Linux 24 MAM ALEE
T A&LICH Ubuntult Z 2 Debian 7|8t A|ARI2 X[ E[X]| et & LICt.

« O|O|ME = x86_64 & ARM64 O} 7[RI E K| ErLC.

« 24 ofZEE|F0|M 2] AL Auto Scaling 1& 2| Amazon EC2 AFHE A} Cl|O|E{of| A x| & A|Ef
Hade =ylsls 70| EALICH 220 2 OIAEIA T} Haie xf= o2 AlsHstL|Ch KAl

mjo 11
hal

LHE 2 Amazon EC2 AF2 AEMOI|AM AlZF Al Linux SIAEIAO|A B2 AlSHE & X
PE Amazon EC2 Auto Scaling AHS MMl A& M: QIAEA HEIHO|EHE Sal CHe

—— e —

B F7| SEE HAMet7| 218 AS A HIoJEH 5t 7|& B ZEsHAAL.

0

DN E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
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« O] FA| Mo HAloIMH= QUARAN 2Ql6t0] BHEE A™dlsto] o|0|MEE MR
Sle SOl HME s WS MHEHLICEH AWS Systems Manager2| 7|s 2! Run

oHd
Command& AtE35t01 2Z Zt0|HE HelolMq BE S M-S, stLt 0|49l QIAFA
E oo = X|HE = U&LICH AHAIEH LI 2 AWS Systems Manager AH& A4=8 A 01| A

2

AWS Systems Manager Run Comman SN
« AWS AppConfig Amazon EC2 Linux QIAEIA S| (|O|ME & systemd MH|ARIL|CE,
RUIAEIA O AWS AppConfig HO|MEE MX[stT A|ZFStE{H

Linux @IAEIAO| 2018 L|Ct.

—

2. EO|IEdES g1 ekt HEte 2 g BY & ofLtE A-dgfLC
x86_64

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/latest/aws-appconfig-agent.rpm

ARMG64

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/arm64/latest/aws-appconfig-agent.xrpm

E % HZI2| AWS AppConfig HIO|MEE A%|5t2404 URLlatestOIME S M HE 2 HIE
LIC} CHS 2 x86_642] o A|ILICE.

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/2.0.2/aws-appconfig-agent.xrpm

4. Chg BPE dstod o o|HETL & S| #lgfLct

BHO| M2 M™AE[H ChSat HIxe HEE gretefLict
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https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html

AWS AppConfig Add a permission2|

aws-appconfig-agent.service - aws-appconfig-agent

Active: active (running) since Mon 2023-07-26 00:00:00 UTC; @s ago

(® Note

OO|MEE EX|stedd Chs BES AlAeLIch

sudo systemctl stop aws-appconfig-agent

3CHA: (MEH AL O|X|BF HHEEl) CloudWatch LogsOll 21 T ME

7|1EXMo 2 AWS AppConfig (0| E = STDERRM| 218 HA|EfLICH Systemd= Linux QIAEA
oM AR E|= 2 MH|AQS| STDOUT & STDERRE AlAR XHEZ 2|C|AMELICE 3L E= F
7HQ| QIAEAA O MBE AWS AppConfig O0|TMEE Al™st= 3 AlAH XHHM 2O HOIEHE 2
el = UELICH 24 o E2IA oMo 235 HAESteE O L2 &R M2 ClAT0| 2O TS
58t Ct= Amazon CloudWatch Of|0|HE & At&5to{ 21 O|0|EHHE AWS EEIRE0| UYEESHE Z
ULct Eft QIAEAMM 2eiE 23 TS AASHE S CloudWatch 00| EE #4504 Q1A

o
=
29| ClAZ B7H0| REHRIE 2 YR £ s

K

Cla3 228 SAsteha™ 40| (M= ALSH B M4 s
H 22

CloudWatch 0f|0|ME 2 A|ZH5E{8 Amazon CloudWatch AFH2 M A Q| CloudWatch Of| 0| E

= .
Systems Manager L =7 Q! it & MHE S AF& 3504 CloudWatch OfO|MEE W2 A MX[E &= UEL
Ck. XFAIEH LI 2 AWS Systems Manager AF& MBEMO| HE MY S AE ZE|E FHEFHAAL.

/A Warning
CloudWatch OOIME S AFS3HX| 9T ClAT 0| 21 THYUS MES M3t 2 0|M 21
S AfA|stof EFLICH AWS AppConfig O0|ME = OiAIZE 23 T UE RS2 = WA FE L
Ch QEHE 21 T US A XIsHK| LM QIABIA| ClAT B7t0| REFE 4 &Lt
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-host-management.html

AWS AppConfig Add a permission2|

QIAEIAO] CloudWatch O O|MEE Mx%|8t £ CloudWatch M|O|ME 74 mtale MMEHLICH #
A 12 CloudWatch 0f|O|ME0{ 7| AWS AppConfig HO|IME 27 mhed 5] WHe K|A|EFLICEH
CloudWatch M|O|ME £ mt g FM5t= ghtdof CHet XEAI8H LI 2 CloudWatch Of|O| M E T4
o M MME R ESHAAIR.

-

tn HE LHES MEELICH

-
ol

PIAEA S| CloudWatch O|O|ME T4 mt Aol CHE 1logs MME F7

"logs": {
"logs_collected": {
"files": {
"collect_list": [

{
"file_path": "/path_you_specified_for_logging",
"log_group_name": "${YOUR_LOG_GROUP_NAME}/aws-appconfig-agent.log",
"auto_removal": true

+

}I

}I

Zto| @1 A2 true CloudWatch 00| Eauto_removal = I #|E AWS AppConfig 00|ME 21
IS AtSS 2 AK|FELCE

ATHA|: (MEY ALE 814 42 AF2 3104 Amazon EC28 AWS AppConfig 00| M E 44

2 =8 At83t0] Amazon EC2& AWS AppConfig O0IME S TF4E = U&LICH systemd M
HIAQ B3 H~E MHSl2{MH EF J el mtle MMELICH CHS dAME EE0Q! B oS
445104 AWS AppConfig 0|0|ME 24 =ZF2 £ MHsl= &S 2 04{&ELICIDEBUG.

0 =
2. EO|dE g1 Chs FES Helx Hetez A™ELICH ol BFE2 74 CI™MECIE Yo

3. OIS BBS Aol EEQ HR LS HGELICH file_name2 WY O|F 22 HHELICH &
Yxh= ChEot Zotok &Lict: . conf
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html

AWS AppConfig Add a permission2|

sudo touch /etc/systemd/system/aws-appconfig-agent.service.d/file_name.conf

4. EECQIEH oo HEE UFLICE CHE oMo MHE 88 HeE Holst= Service MME
Z7LgLct o] oMol A= AWS AppConfig HIO|FE 21 &2 DEBUGE MM ErL|CH
[Service]
Environment=LOG_LEVEL=DEBUG
5. Cls HWHS A&stod systemd A4S CHA| ZEFLICEH
sudo systemctl daemon-reload
6. Cis BYS alFstod AWS AppConfig O OITIEE CHA| AR EfLICH
sudo systemctl restart aws-appconfig-agent
EE0I e ool ot 2 B3 #HE X|'335H04 AWS AppConfig Agent for Amazon EC2E +4
A& LICH
® Note
CtE Eolle ME 2f go| & Elof /}&LCH ZLIE s zof et Eo|g StEHe 2 A3
OIS REZBOE AJESof sliT ¥Ho| EL = &Lt
BE He M HE 712ak HE 2t
ACCESS_TOKEN ol 24 = ol 0] A= MyAccessToken

ME HTTP AMtHol
M Olo|EE QEE mf
MSsHok ot EE2
Molgtct EE &
2 et £0{ 0|
Bearer |HTTP 23
Ol 3o M A%sH
OI: LICH CHS o E
st
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0x
M|k
N

N
s

AWS AppConfig
Mg HE

1

[k

GET /applicat
ions/my_app/...

Host: localhost

12772

Authorization:
Bearer <token

value>
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ok

A
17 4

BACKUP_DI
RECTORY

HTTP_PORT

M

MNE ™HE 7|

Ol 2t8 HE A E3st 8lS
™ AWS AppConfig 0f
O|ME 7l AMSt= 2+

To| A E X[HE

CIE 2o XMHEE =
A&LICE.

/A Important

pull

1 |
x

rlo

ok
Ko
sl
> 0

T
-
0x
2

O

N [
B oo 3
i
y O
“m

<t

rr Hl

p O

B

s
fjo
2
>

e e ju > 4o 3T
]

»
fjo
>
=
w

NIt LHE =
of 2ot AWS
AppConfig &

212 AR 54

=
Al2.

O| B8 Hd=E= of0|™ 2772
EQO|HTT P M7 A

tle ZEE X|EY

SH
o

LICE.

7
H

AH
=

e
=

/path/to/backups

2772
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A fHe MNE HE 78k M= gt
HTTP_HOST HTTP_HOST H£ ECS, EKS AR XE TH =
AWS AppConfig 010| M. Ct3 22 M85t
o (o) ° 7|% Hl-OI_IEOI BE H Xl x4
MEJI HES3 2IH ol orern 0 7|8 &2 MY
Holaof Zatste gy HIEMI LEEHOL 5 w010y oy
Alg ®ojstiict. ypel  £(0.0.0.0)
':él %75!.% _,Elx_.!ol H o} e all (E% O|_|E‘|-‘_1-'”o|
o MaMe B¥sy|  EC2 X 2zaola 201 HrelEE)
P15t HEHY E o * localhost (2
3l chELicH - 7lg Hiels: 5 AE QIE{H0|&
localhost Z1& o BAIH2 = HiQl
« IPv4 A =E)
127.0.0.1:2772 « EYIP FAOF:
o IPV6 F=aA: [::1]:277 192.168.1.1 )
2 .« N8 X™H ZAE
o] f=
LOG_LEVEL ol &4 Ha£ oo™ info =Y
EJl 7|85t M8 H
2 472 Xy debug
ZF 2|l ol = =4 ”
Zb g lof= $AY 2l info
o 2E A2 eHol
ZerElLICE o] 2 warn
CHAEXIE £EE L
o=
Cl. 7bE M xel 7 =T
= AXO A
CHE trace, debug,
info, warn, error, =

fatal, noneJL|C}.

trace 20| E}O|
U HEE H|R35t0{ of
O|MEO CHEr M
Bl ZEELICH
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4 e M He 7|12k ME &

LOG_PATH 237t 7|18E= ClA QI8 /path/to/logs/agent.log
3 x| XI'dstX| gt
o 27} stderro|
7|15 ELuct.

MANIFEST Ol &8 He=LCtE A= AWS AppConfig
HE ZHMa e & T82 ojuL A
JMRENEE IIse EE M83t= 4
g5t #HE ClA3 <: MyApp:MyE
of M-S AWS nv :MyMani
AppConfig AgentE T festConfig
MLt olgq#t Z7Is
ofl CHat XHAI3H Li2 e ClA&30d| A oHL{H A
HUITAE 8 AR 3t = SiSs E
0 =7} AM 7| & file:/path/to/
Mt MAS &R SHA manifest.json
2.

MAX_CONNECTIONS ol &8 == ofo|™ 3 3
E 7} AWS AppConfig

oM TS HMsHE
ol AFg3te 2|CH 47

=& F-ggLch
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0x
Mk
N

ok
I
>

HE B M&E E&2 7|2k

POLL_INTERVAL o| &3 = o0 45% 45
MEJ} Aolo|EH
T ‘g O[o|E{ & AWS
AppConfig Z2335t=
gz & Mof&rLct. 7t
~ CHRI2 X[E 1h
b AlzZt

45s

5m

> d0 gy Mo
1T
C o m>xpg
S $ L

o2

5

P 5

[ 1o o =
ksl

— T &2
N |0 -
Mo @
B 2
Hu

X Im oX rlo

Somxrd Ay o o gy
r
Inl
2
i
mn
o
—_—r

()]
o
e
I
rlo
il
o

Ny
e
<)
o
1
o
-

_

20
Ojo

PREFETCH_LIST o| &3 = o0 MyApp:MyE
METl AlZH5HE AWS nv:MyConfig
AppConfig & A|0f A

SAst= 1A ol abcd123:efgh456:ij

E X|&gtLict. ofg K789
A Al PNE:
T8 MER EHER MyApp:MyEnv:Config
TEE S22 NS
1,MyApp:MyEnv:Conf
2+ JU&LICH i

ig2

0llA1 AWS AppConfig 00| E AFS AWS Lambda 225



AWS AppConfig
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ok

A
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PRELOAD_BACKUPS

PROXY_HEADERS

PROXY_URL

Mg E& 7|22k
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header: value

h1: v1, h2: v2

http://localhost: 7474

https://my-proxy.e
xample.com
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A fHe MNE HE 7|2t ME 7t
REQUEST_TIMEOUT o| &4 BH&= of 0] 3000ms 3000
MEJI 82 7icte|
£ Alztg Rojgict 5000ms
AWS AppConfig. AH] 5s

A7t SHOtX| pfem

Qo] AufgfLct.

Z7| diolH HAME 2
St _Ic_l>_x-IO| a2 ofo|™

oMol

cllo|EEl ollo|Eo|
et Yagt2E &l
=of X3 AlZho| =1t
T[Hoo|MEE 2F
E JISSt0 &A%

CHAl Al = LICH.

Mt Alzte 2EXR
XHE = A&t
AZHEFRIZ =RIE K|
HEg = UgLch
LUZ|EE msO|L =&
slLct. EHRIE X

HYEELICH of & E04
5000, 5000ms & 5s
ol F? & ME Al

ZF Zfol SLgfLct.

0l X AWS AppConfig 00| E A& AWS Lambda 227



AWS AppConfig

Add a permission2|

7 g

ok

ROLE_ARN

ROLE_EXTE
RNAL_ID

ROLE_SESS
TION_NAME

SERVICE_REGION

Mg &=

ol 24 = 1AM S
89| Amazon 2lAA
O|&(ARN)S X|H&t
LICt. AWS AppConfig
HO|ME=0| HE =2
£ @lsto{ 44 O[O|H
E AAMgrct.

Ol 48 = =&
ik ARNI} &7 AFR

o| g4 #H=& ofof
HE AWS 2™ 7t
AWS AppConfig AWS
AppConfig MH|AE

EEs5te ol 4838t
CierS xIggch 8
O|Z|x| et dEfZ F
M oo|ME= A 2
e Felstedn Al
gfLich 2ZEA &
RHE 2 oo|HET}
AEE|R| eE &L

N
s

N
M

o
>

j1d0]
Ojo

1 {e]
0|0

1 {0

0jo

1 {e]
0jo

AH

7t
= HA

M|kl

arn:aws:iam::12345
6789012:role/MyRole
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g Ha MNE HE 7|2t
WAIT_ON_M ol 4 Hae= Al true
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HTTP localhost 3 & & A& 38104 AWS AppConfig 00| E oM T4 HIO|E{E AME + U&LICH

ChS oiFMl= HTTP 220/ EQ curle B7H AL 3LICH AWS SDKE &
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A& 7tsSet EtoIE2 B 2| X|HStE A8 7tSE HTTP 2EI0[MEE
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

5104 OHZ 2|7 0| @104
ALE35lo{ ofO|MEE =

Feature Flag R332 AWS AppConfig 7oA B Zeiaet e £42 AMstci™

$ curl "http://localhost:2772/applications/application_name/

environments/environment_name/configurations/configuration_name?flag=flag_name"

Feature Flag f&2| AWS AppConfig TLAI0lIA 042] Z2i29} T £ 440

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

1| HAM| A5k

6EHA|(MEH AFEFO|X|2H HEE]): AWS AppConfig (| O|MEof CHEt AO|0|E IS5}

AWS AppConfig HIO|FMEE F7|XMo 2 00| EELICH QIAE
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#!/bin/bash

# install the latest version of the agent

yum install -y https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-agent/
linux/x86_64/latest/aws-appconfig-agent.rpm

# optional: configure the agent

mkdir /etc/systemd/system/aws-appconfig-agent.service.d

echo "${MY_AGENT_CONFIG}" > /etc/systemd/system/aws-appconfig-agent.service.d/
overrides.conf

systemctl daemon-reload

# start the agent

systemctl start aws-appconfig-agent

Amazon ECS 2! Amazon EKS0| X AWS AppConfig 00| E ALS

AWS AppConfig 00| ME & A& 304 Amazon Elastic Container Service(Amazon ECS) & Amazon
Elastic Kubernetes Service(Amazon EKS) AWS AppConfig 2t S8 = Q&LICt oo|MEE
Amazon ECS 2 Amazon EKS Z1E{|O|L4 of Z 27| 0| M1} B 7H M- El= ALO|=7} Z4E|0|L] & S &
LICt olO|MEE= Ctgat 22 WAoo 2 Z4H0|L{ A o ZE2[AH 0|1 XMe| & &2 JHMELIc

« O O|ME £ AWS Identity and Access Management (IAM) &2 AM35tT 74 O|O|E{Q] 2Z FH A
E zt2[5to1 AWS AppConfig AtEXIE CHAISIOIE S EELICE 2Z FHA|0|M F4 CIO|EHE 7HK
™M o E 2|7 0|Molq 7 HIO|EHE #Elste Ol 223t ZE YHO|E A7t E0{EDD, 74 O
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AlEst7| &1l A
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£ ZiEfolL o Z 2|70 AWS AppConfig It E8t5tE{™ 7|5 Eei1 == A A 24 OI0|E{E
Z &t AWS AppConfig OtE|HE 3! 724 CIO|E{E +dslok & LICH AtAIEH LHE2 oM 7|5 E2i
2 X7 A 7149 OlO|E{ M4 AWS AppConfig B2 R 5HAIAIL.

oM EARIGHE 71 HIO|E{E AMSHE{T AWS AppConfigZdEl|0|L] O Z 2|7 0|2 AWS
AppConfig Ci|O|E{ @0 CHEH HAM|A FHEto 2 FASHoF BLICH O EE[7H 0]4M0] HA[A Hets 2
095t2{™ Z4E| 0| AH|A IAM A& 0| AA8 5= IAM HEH HAMES AHI0|ESIMAIL. 5], HAHo
appconfig:StartConfigurationSession & appconfig:GetLatestConfiguration {4
£ F7tsliok 'Ll ZiE|o|Ld MH|A IAM J&hol|= Ctgo| Z & ELCt.

+ Amazon ECS EfA 3 &
« Amazon EKS -E ©
+ AWS Fargate L= A& 248 (Amazon EKS Z1El|0|L1{7} HF & & 2l0i| FargateE At 35t E<9)

Aol Hetg FItet= 2ol it REAMIE LHIE 2 1AM ALE BBMO| IAM At 5F Het F7H 2 A
A

=AM
« Amazon ECS S&I2 2|8t AWS AppConfig H|O|ME A|ZE}
+ Amazon EKS S &2 28t AWS AppConfig (0| HE A|Z}

(M= ALE) Amazon EKS0i| A DaemonSet AWS AppConfig 2 A8
(MES AR B8 B8 AF& 30 Amazon ECS 2! Amazon EKS& AWS AppConfig Ol 0| ME. 74
Amazon ECS 2! Amazon EKS oA A=E|= ofE 2|7 0[S {8t 743 To|E HAH

Amazon ECS S & & /8t AWS AppConfig 00| E A|Z}

AWS AppConfig 00| E AFO|=7} ZIE|0|L{= Amazon ECS 0 RIS 2 AFEE £ &LCh
Ar&5te{™ Chg MRtol HEE CHE A[ZFatof &FL|Ct

Amazon ECS(2&)E Al%stE{™

1. https://console.aws.amazon.com/ecs/v20lM 2&2 L|Ct

2. EM oM A Holg MEE LT

3. OHEZ|7Ho|Mof 2t Ho|E MENS CHF %[4l =7 TS MEfE LTt
4. MIHE Hd, A 7HE S MEIELICH

5. ZEH|o|d FIHE MENELICH
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6. O|&0ll AWS AppConfig 00| E ZHE|0|L{2| 1Rt O|§ 2 =g LICt.

7. O|0|X| URIO| Ct2& =g LICt public.ecr.aws/aws-appconfig/aws-appconfig-
agent:2.x

8. L eolL{o B2 o0& MLt

9. ZE OfE MMM, ZE D& FItE MEHEFLICH

10. ZiH|O|Ld 2 Eo0i 27728 ={FfLICH

® Note
AWS AppConfig O|O|MEE 7|EXo 2 ZE 27720l AME/LICI CIE ZEE X|HE
= A&Lct,

11. M4J(Create)2 MEHEFLICt. Amazon ECSE A ZIEIO|L] 7HHE ME5tn HFE HEE E AL
Ct.

12. BN FolM FHAEE MEE CHE S50|M ofZ 27 01d FHAEE MEHEILICEH

13. AH|A B M oHEEIF 0|0 R MH[AE MEHEFLICH

14. YO|O|EE MEfgLCt

15. HiZ FEoiM 7HZofl CHsl =& S M=fgfL|ct

16. UCIO|EE ME4BILICE. Amazon ECSE Z|Al 2Fd X O|E HH=Z &FL|Ct

17. HHZ 7| 22 |3 T4 2 &4 40l A AWS AppConfig HIO|HME T A8 SOIX| & Qlg = U&L
ch. &hed Rol M M Bl Al MehstLict

18. Z4E|0[L4 AM0f A AWS AppConfig 0| 0| E ZiE|| 0|47t LI EE|o{ U=X| & lgfLct.

19. AWS AppConfig 0| 0| E 7} A[ZIE[RFA=X| ERIStE{H 2 B2 MEHELICE. AWS AppConfig
ofOo|ME ZHEl|o|Lof CHall CtS ot 242 &2 #&LICH [appconfig agent] 1970/01/01
00:00:00 INFO serving on localhost:2772

(® Note
ohe HEE HDsthe.

« AWS AppConfig (0|ME £ & 7| Mgl = 2 M|AILICE Amazon ECS Z4E{|O|L{ Q| 2 & A
22 ZElolLAol CHEH AEf 2olg TAdstm, 55| ZHEIOI B4 A i MX s
Ch. RkMIEH L& 2 Amazon Elastic Container Se
xl-?t °|.A-||O

ervice AP| £ Z 9| ContainerDependency &
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AWS AppConfig
o B3 #H4E Q245 HLE 47835104 AWS AppConfig 0I0|ME Q| 7|2 S5 S Z™HE +

SLICH AL E £ QU= B4 H=of Ci s XEMEH LI 2 (MBI ALEH &t HTE A8 5

04 Amazon ECS 2! Amazon EKS& AWS AppConfig Ol0|TE 7N MM 2 E5HAA|
2. Amazon ECSO{| A 2*’* B £ B4 5t = wedol CHEF XM LHE 2 Amazon Elastic
Container Service 7Het X QLI S| ZAE|O|L{0f| B E B+ TE 2 FXSHAAIL

S&t2 28t AWS AppConfig 0f0|TME Al

g = A&
HHE T E AL 5104 0§ O]

Amazon EKS 3
AWS AppConfig 0 0| E AtO|=7t Z1E|0|L4= Amazon EKS B Z0M RIS 2 AE
Faf{oF & LICt CH MRHo| M= Amazon EKS kubectl HHEE

AHEELICH

AMEstE{H AR
HMEE Azste ol cHal
LICH kubeconfig Th A4 =

(@ Note
HZ&5H7| Hof kubeconfig utdo| =4 AEfQIX| EQlEf
HEof Cigt REMIEH L& 2 Amazon EKS A& B A 2| Amazon EKS Z2{AE& kubeconfig
T MM EE oHl0|EE ATSAAIL.
AWS AppConfig 0| 0| IEE A|Zr5tE{M (kubectl BEE =)
1. OHEZIFo|Mo| BLIHIAEE €T Amazon EKS OHZE|70|MH0| Bt Z1E|O|L] HHZ 2 A
1 A=K EHlEL|ch ot 2RI A= CS 1 H|xsHofF gLct

apiVersion: apps/vl

kind: Deployment

metadata:

name: my-app
namespace: my-namespace
labels:
app: my-application-label
spec:
replicas: 1
selector:
matchLabels:
app: my-application-label
template:
metadata:
labels:
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app: my-application-label
spec:
containers:
- name: my-app
image: my-repo/my-image
imagePullPolicy: IfNotPresent

2. HHE OfL|HAE0] AWS AppConfig Ol O|ME Z4E||0[L] ol ME HEE FI+ELICH

- name: appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: AWS ##
imagePullPolicy: IfNotPresent

® Note

Os SE2E HstMe.

« AWS AppConfig H|0|HEE 7|2XMo 2 X E 27720 M M™AELICLH CHE ZEE X|H
o = &Lch

. 4 HE 21245104 AWS AppConfig 01|0|7“IE o| 7|12 S&EE ™Y = AUsLICt &t
(=X=) 4 (m]
O -

3. CI& kubectl BHE A0 BHAEN HE WSS MEFLICH my-deployment= HIE

= O
OiL|HAEC| O|E2 2 HHELICEH
kubectl apply -f my-deployment.yml

4. HiZEJ} 2tE2E[H AWS AppConfig H|O|THE 7} A& SQIX| =QIFLICEH CHE BHE S AH&35Hod
Application Pod 21 T} & 2 QIgFL|C},
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kubectl logs -n my-namespace -c appconfig-agent my-pod

AWS AppConfig 0| O| M E ZiE|O|LH0i| CHal| CtE2 0t 22 &2 H&LICt [appconfig agent]

1970/01/01 00:00:00 INFO serving on localhost:2772

#4Z35t04 AWS AppConflg o 0| E 9|
BH=0f CHEF REMIEH LI 2 (ME] ALE)

o= A
Ch AL E = U= B E 2tE B E ALE5H04 Amazon
ECS 2! Amazon EKS& AWS AppConfig HIO|ME T4 MME XA

(MEd AL Amazon EKSOi| A DaemonSet AWS AppConfig 2 Al

Amazon EKSE A8 3T AWS AppConfig AgentE AO|EFIZE A&5to{ o EE|AH 0| ZEY 5tLEO|

01|0|JHE ZE[O|L{E PHE = U&LICH =& 5tE B AWS AppConfig AgentE DaemonSetZ Al

Asto] 2HAES| ==Y dtLto| 00| E ZE|0|HE dHe = U&LICH

O OE T AAHE

(@ Note
AWS AppConfig 0{ 0| EE DaemonSetZ A5 |O|MET HE Ol ZEO|M A™ES R
of CHet Z&£ 2 ofo|HEol| AMAE 4 gi&LICHlocalhost. OO|HE ZEO| P FAE X

Mrxo=Z $E6HH Ol FUsHHLE ZAsHOF BLICH

AWS AppConfig 0 0| ME & DaemonSetZ2 Al™stE{™ OHS LIE0| Z& & OiLIHAE ndS M
SLICH ## ### HIAE = ALEX2| Ol E2[7H0[M ! Bt F0f CHEr MF HEZ HHELICH AWS ##0d

AWS 2| ZEE X|HELICH: us-west-1).

apiVersion: apps/vl
kind: DaemonSet
metadata:
name: aws-appconfig-agent
namespace: my_namespace
labels:
app: my_application_label
spec:
selector:
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matchLabels:

app: my_application_label

template:

metadata:

labels:

app: my_application_label

spec:

containers:

- name: aws-appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: AWS ##
imagePullPolicy: IfNotPresent
# set a high priority class to ensure the agent is running on every node

priorityClassName: system-node-critical

CHE BHES AlRSH0{ AWS AppConfig 01|O|E DaemonSetE Zc{AE0| M7 LICE.

ocoo= 20

aws_appconfig_agent_daemonsetE DaemonSet HL|HAE Q| O|§2 2 HIELICH,

kubectl apply -f aws_appconfig_agent_daemonset.yml

(MEH AR B8 HEE A8 3101 Amazon ECS 2 Amazon EKS& AWS AppConfig 00| E T4
AWS AppConfig 00| E Z1Ef| 0|0l CHal CtHS &8 H4& HE510 o0|HEE FEE + U&L
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ACCESS_TOKEN o| &34 d £ 00 RS MyAccessToken
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A fHe MNE HE 78k M= gt
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4 e M He 7|12k ME &
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AppConfig & A|0f A

SAst= 1A ol abcd123:efgh456:ij

E X|&gtLict. ofg K789
A Al PNE:
T8 MER EHER MyApp:MyEnv:Config
TEE S22 NS
1,MyApp:MyEnv:Conf
2+ JU&LICH i
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ok

A
17 4

PRELOAD_BACKUPS

PROXY_HEADERS

PROXY_URL

Mg E& 7|22k
2 ™5™ true true
AWS AppConfig

HO|MEE= U

= T HAE o

2 2|BACKUP_DI
RECTORY 2 ZE
st MH[AOM
& HZ ol EXY5t
=X FA| EHQlEL]
Cl. false2 AZXsl
™ AWS AppConfig
Agent= LHIEQ|30f
=X7F U= deet &

ol Mul20iAf 74 o
O|E{Z Z4AHst £ gi=
Z2olEt T4 oo
MEHXE 2e8h

CF.

ol g e Gl=
PROXY_URL &tZ
T EXRE=EE

Alof Zst FHE K|
x—|°+|__||:+ 7te —%!EE

Ct.

o| &4 BHd+= AWS =

AppConfigHTTPS !
URLZ AWS AMH|AE
215104 0| O| M E 0| A
2ol iAo AISE =
Z Al HTTP URLs X|H
gt

0x
Mk
N

true

false

header: value

h1: v1, h2: v2

http://localhost: 7474

https://my-proxy.e
xample.com
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A fHe MNE HE 7|2t ME 7t
REQUEST_TIMEOUT o| &4 BH&= of 0] 3000ms 3000
MEJI 82 7icte|
£ Alztg Rojgict 5000ms
AWS AppConfig. AH] 5s

A7t SHOtX| pfem

Qo] AufgfLct.

Z7| diolH HAME 2
St _Ic_l>_x-IO| a2 ofo|™

oMol

cllo|EEl ollo|Eo|
et Yagt2E &l
=of X3 AlZho| =1t
T[Hoo|MEE 2F
E JISSt0 &A%

CHAl Al = LICH.

Mt Alzte 2EXR
XHE = A&t
AZHEFRIZ =RIE K|
HEg = UgLch
LUZ|EE msO|L =&
slLct. EHRIE X

HYEELICH of & E04
5000, 5000ms & 5s
ol F? & ME Al

ZF Zfol SLgfLct.
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ok

ROLE_ARN

ROLE_EXTE
RNAL_ID

ROLE_SESS
TION_NAME

SERVICE_REGION

Mg &=

ol 24 = 1AM S
89| Amazon 2lAA
O|&(ARN)S X|H&t
LICt. AWS AppConfig
HO|ME=0| HE =2
£ @lsto{ 44 O[O|H
E AAMgrct.

Ol 48 = =&
ik ARNI} &7 AFR

o| g4 #H=& ofof
HE AWS 2™ 7t
AWS AppConfig AWS
AppConfig MH|AE

EEs5te ol 4838t
CierS xIggch 8
O|Z|x| et dEfZ F
M oo|ME= A 2
e Felstedn Al
gfLich 2ZEA &
RHE 2 oo|HET}
AEE|R| eE &L

N
s

N
M

o
>

j1d0]
Ojo

1 {e]
0|0

1 {0

0jo

1 {e]
0jo

AH

7t
= HA

M|kl

arn:aws:iam::12345
6789012:role/MyRole

MyExternalld

AWSAppCon
figAgentSession

us-east-1

eu-west-1
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AWS AppConfig
A fHe MNE HE 7|22k M= gt
WAIT_ON_M o| &4 Haye AlE true true
ANIFEST 2 gt=2 57| o oj
false

LIHAEZL X2IE
THR| ZICL2| =& AWS
AppConfig 0| MEE
TdgrL ot

Amazon ECS ! Amazon EKS 0f|A A& E|= ofE2|70|ME 28t 714 HIO|E{ A4

23504 Amazon ECS 2! Amazon EKSO|AM A& z|= oOHEZ 2|7 0|41 2]
AEE = QI&LICH CHS olAl= HTTP EE2I0|HE S}
= A& 7ts8t etolEE{ 2| X[ HEtE AFE 7S 8t

s+ laLck

HTTP 24 S AE SEE A
T4 O|0|E{E AWS AppConfig Agent0i|A{ 744
curle 7 ArEELCH ofE2|70]M @104 &
2E HTTP 22I0|¢UEE AIE35I0{ A0|MEE
® Note
OHZ 2|71 0| 0] ‘test-backend/test-service’2t Z 0| £2H Al
AM3te{H URL Q12 S 2 AFEaHoF fLICH.

g A8t B2 74 HolEE &

=

AR e

M
Il

Hi Z 2l T 4o TR

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

Feature Flag & 2| AWS AppConfig #0IAM Bt Zeiaet siE S48 AMstedH

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

Feature Flag R32| AWS AppConfig 730l|A 0421 Zeia e}t HE &40 HAM[ASHE{TH

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?

flag=flag_name_one&flag=flag_name_two"
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T M 252 TA i, ZHE 98 U 7 Y BlolZEHT sHE ZR)S 8 st0f HTTP i
of 744 HIEFCIO|E|E BHEHEILICH OfOIFE S| ERols T4 ZHATL ZiElof YBLICH O+

o€ st

HTTP/1.1 200 OK
Configuration-Version: 1
Content-Type: application/json
Date: Tue, 18 Feb 2025 20:20:16 GMT
Content-Length: 31

My test config
HYE Jls Zei AM

(R&Eo #+M4AWS.AppConfig.FeatureFlags)2 < AWS AppConfig 00| E
Tt Ecia e Zeia ot e S AME £ UELICH AL Ao 74

HJE = JHEE AL Sl ok St B StLE EE F e EZeia 8 AMSE Wol RSEL
URLEZ AFEELICH

(® Note

TEMH B 7|5 Eela E= el 5t g2 ZE5te 712 AWS AppConfig o 0|
E H7 2.0.45 O[ &0l Bt AFEE = U&LCt.

ZZHTTP AE=ZQIE0|M AWS AppConfig T CIO|EHE AMY =~ AU&LICH §H Eelila E=

22 S Zof HA|ASE{H AWS AppConfig 14 T2 EO| ?flag=FLAG_KEY #EZ| T}ZO/E{E AIE
SHAAIL.

Crel B9t SHT B4 Y

curl "http://localhost:2772/applications/APPLICATION_NAME/
environments/ENVIRONMENT_NAME/configurations/CONFIGURATION_NAME?flag=FLAG_KEY"

o] Zeia %t slid £ A

curl "http://localhost:2772/applications/APPLICATION_NAME/
environments/ENVIRONMENT_NAME/configurations/CONFIGURATION_NAME?
flag=FLAG_KEY_ONE&flag=FLAG_KEY_TWO"
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SEN HEAE M2 7S Eoia HE S HdM5edH

L == = = = R E=) [
ct L dXolME ZEA 2HAE el 7S Seia HES AMsis dY
5 S= k=1 = o= = ol 9 ALS
e A 2 & Y-S /1Y & dE6t7| flol ol MMoME 20| CHSF FAHE
= b va == O -
LtE| |Ho 2 3t MZ XY 2E£2 ASELICL
Feature flag variants info Reorder variant up Reorder variant down Edit
Name | Enabled value | Attribute values | Rule
O beta testers () ON (:rz ?jsil;;egr; ;/:;i;e") (eq $userld
. (and (ends_with $: il
o EU demographic c ON "a@r)]exae;pfe.vcv;m”)izqa;continent "EU"))
(and (matches pattern::".*@example\
O QA testing (:) ON \.com" in::$email) (contains $roles
"Engineer") (gt $tenure 5) )
O default () ON
(@ Variant order is used for evaluation logic
Variants are evaluated as an ordered list based on the order shown and any specified rules. The variant at the top of the list is evaluated first. If no rules match the supplied context,
AWS AppConfig returns the default variant.
@ Note
=J o _— = .
=21 HE S AMstciH AFE EE0l A EH%9| AWS AppConfig 01O

o
o —_—
2CE 4 g &

e |
OF B LICE XtAMIEt LHE
w2 dEst= o

EE A8l

% OOIMEE YOIO|E, UX| EE= FIlstE &

——= H

Lambda ZHF & & Z43: AWS AppConfig 00| ME Lambda =& F7}

Amazon EC2 ZA#F & #Z: 267 (2 %) Amazon EC2 QIAEIA 0] AWS AppConfig 0l 0|

E Mx 3 AIE

Amazon ECS A#&! &Z: Amazon ECS

28t AWS AppConfig O|O|HE A|ZEF

Amazon EKS A#F & 87Z4: Amazon EKS

= 28 AWS AppConfig M|0|HE A|%E}

jane_doe@example.org(HIE} T2 1 240]| £ 043} X|

CilOIE] & 44:

of2 ALEhO| ZEX ZHHAEE ALE5t0{ £l

LS -

curl http://localhost:2772/applications/UIRefresh/environments/Production/

configurations/Features \
-H "Context:
-H "Context:
{

"ui_refresh":

opted_in_to_beta=false"

email=jane_doe@example.org" \

{"_variant":"QA", "dark_mode_support":true, "enabled":true}
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jane_doe@example.org(H|E} Z =1 240f Fro48t AtEN S| S EA} HHAEE AIE504{ Z22f Cl|o|H
74 AH-
= .

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=jane_doe@example.org" \

-H "Context: opted_in_to_beta=true"

{
"ui_refresh": {"_variant":"QA","dark_mode_support":true,"enabled":true}
}
jane_doe@gqa-testers.example.org(0i|A| ZZ20| EE 2 & HAE)S| S EA ZHEHIAEE AIE3510 &
21 Cl|O|E ZHA:
curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \
-H "Context: email=jane_doe@ga-testers.example.org"
{
"ui_refresh": {"_variant":"QA","dark_mode_support":true,"enabled":true}
}
& HYAE glo| E2HL ClOIE HA(TIR WHS s
curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features
{
"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
EoiE 2 AlLtZ|22| E211 C0|EE HMsto] FAY ZEX 108 5 1HO|"ME D EEH HPES
= plst=x] &2l

for i in {0..9} do ; \

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=$ieexample.org"

{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
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}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

"ui_refresh": {"_variant":"Sample
Population", "dark_mode_support":false, "enabled":true}

}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}

OHLIHAEE ALESto £71 AM 7|5 &d3t

AWS AppConfig 00| E = o ZZ|F|0|Moi| CHEH 72 HMet= Ol =20l e TS 22 F7t

7|2 MSgLict

« 03 Ao FAHS HAMSTE AWS AppConfig OlOIFE F4: 7|2 &= M AWS HH ol M
AWS AppConfig 00| MEE At835t0q 04| SS YA HA™HHM 74 HIO|E{E HMELICH

- ClAT0 4 SAFES M TS AWS AppConfig 00| E F43: AWS AppConfig AgentE AHE 504

T8 CIO|E{E ClA30i| ZISELICH O] 7|52 AH&%tH ClAT M #4 HI0|EE el= oHEE(A
O|ME AI83l= ZH0| AWS AppConfiget 915 & 4 &L
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o O|ME OjL|HAE O|3H

0[2{8t AWS AppConfig Of0|ME 7|52 Edststed™ DiLHAEE M
dl k

H B LICH oL T A E = 0f 0]
HEJ sdE = A= HYE Moisty| flah MSsts 74 Clo[E MEYLIC IHLHAEE JSON
o2 ME|LICE of7|ol s HHE B Cheb st Aol ST she 2|49 7| METH ZEEl0f Q&LICHAWS
AppConfig.
L HAEN = ofd 70| Z&E 4= J&LICH E8t LT AEQ| 2t TH2 XIYE FHol ASE
5L} O|Ato| OfO|FE 7|58 AlEdE & Q&LICH DL HAES| B HIX= OIS HAIS AFELCH

{
"application_name:environment_name:configuration_name": {
"agent_feature_to_enable_1": {
"feature-setting-key": "feature-setting-value"
I
"agent_feature_to_enable_2": {
"feature-setting-key": "feature-setting-value"
}
}
}
CH2 2 F 7HK| 40| U= DHLHIAE Q] JSON M IL|CH & #iml A (MyApp)2 AWS AppConfig
ol0|ME 7|5 M StX| E&LICH 5 H| 4 (My2ndApp)2 CIAT | 7 SAHE M9 CHE
A A 758 ALSELIC
{

"MyApp:Test:MyAllowListConfiguration": {3},

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {

"roleArn": "arn:aws:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "@@bl48e2-4eak4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"

b,

"writeTo": {

"path": "/tmp/aws-appconfig/my-2nd-app/beta/my-enable-payments-feature-
flag-configuration.json"

}
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Oo|ME OiLHAEE MSste &Y

OfL|m A E & AWS AppConfig H0|HE7E elg =+ e 2IAlol| otz MHEE

HAEE AWS AppConfig 7S 2 X3t of0|MET} O|E 7tE[7
OLHAEE NMZ5te4H OIS ZF S 5HLF2 MANIFEST &7 B4

OfLHAE 2K 2E He gk

irigel file:/path/to/agent-manifes
t.json

AWS AppConfig Tt application-

name:environment -
name:configuration-
name

i
o3

OH L |

|>
|m
Mt
rlTI

% (JSON)

rII
A

AWS AppConfig 0| O| M E0of| CHEF B~ 4470 CHE AHAIBH LIS 2 ALS
M.

« AWS AppConfig 00| E Lambda &% T4

« Amazon EC20lA{ AWS AppConfig Oll0|ME ALE
« Amazon ECS %! Amazon EKS0i|A AWS AppConfig H|O|HE ALS

MR
=

A
T A

T2 & £ UsLich ofolFE
E’F

0...
ol
=
o
-r-

S AIo|ENE= o &

2 A #LIct CHE AWS
AppConfig 1’82 M&E5t=
[t s HHo 2ol MHE
Z oL AEE 74 AWS
AppConfig 2 2 YCl|0|Edt
HZ & = J&LCh

7ol 42 A
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o] HHo|M FHE HMS TS AWS AppConfig (0| HE 74

H R o|E Ql245t0d 0o{2f AWS HIH ol 2 HE A
H R elof= AWS Identity and
|&(ARN), €& ID, M4 O|F L olo|MET

AWS AppConfig 0i|0|ME OiL|HAE| A} &
M3IE S AWS AppConfig 0|0|MEE T4 £
Access Management (IAM) 23& 9| Amazon 2|4

B2 s 4 ol Jlztol ZerELICH
EIHLIJHI/\ Of ‘credentials’ Al4404 O|2{Et MR HEE T LICE ‘credentials’ MM MH= CHS A
AtE L
{
"application_name:environment_name:configuration_name": {
"credentials": {
"roleArn": "arn:partition:iam::account_ID:role/roleName",
"roleExternalIld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}

{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:aws:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalId": "0Q@bl48e2-4ea4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AWSAppConfigAgent",
"credentialsDuration": "2h"
}
}
}
T2 AM5t7| Mol ol 0| HE = DHLHAENM 4o CHE Rt BB M HEE 212 O3 s
T 40l KIHE IAM &S S LI B BUHAE oM TAI0CH ME OHE X2 5 ROl &
g2 X8 £ &Lct ChS Cholo{2 =2 AWS AppConfig O OIHE 7L HI™E A(A M H 7)ol M AlE
Zl= 52 AY B2 C(E2 A AlE)ol| X|IHE HEO| A2 =t CHS GetlLatestConfiguration API
g S E5t0d siE Aol A Q1 74 Clo|E{E AMSHE AWS AppConfig &g HoiEL
Ct.
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E Account B

IAM Role

E Account A > :}

AWS AppConfig

1. sts:AssumeRole

AWS AppConfig
Agent

2. appconfig:GetlLatestConfiguration —

1. sts:AssumeRole

E Account C
>§50)
1)

AWS AppConfig

[

IAM Role

SIUH AHOIM T4 TIOIEIE HA s Mt 74

AWS AppConflg 74 |zl A MéH5|= ofo|MEL —Z',—E?;.'x{l AR TA C|O|E{= ZHAust ¢ ol

E,FL_l Ct. 42 7| Z o] AWS AppConfig MIO|MEE= S 2| Aol A O
2 $gLict of Erpol Mxtol et IAM THEt HA |AM A& S M st

= OO

06P04 01IOIEE ""._4?_*% 04
O|EHE 7tX27] {slo] AE =k
1 OHLHAEO]| oO|HE ZHHL|E FIHE + /U&LICh

AlEst7| &1l AL
IAMOI| A HEH HA g S ddstr| Mol oS SEE s &ELIch

« Zf IDsULICH AWS HIE. AM AHE2 74 HIOIEHE fls CHE AlEE FHHMe=z st HEY
LICH S=UA AE2 74 tlo|HE AM Al™Holl M3 sts AIE L

o H

fok
[1H]
rr

- M A AWS AppConfig M7t ALE 5= IAM A& 9| O|F &lLICt. CHE2 AWS AppConfig7 |[& X
SZO0|M AL StE U SFLICH

« Amazon Elastic Compute Cloud(Amazon EC2)2| A QAEIA 48E AWS AppConfig AHS &t
L|Ct.

« 9| B2 Lambda A 2452 AWS Lambda AWS AppConfig AF&&FL|C}.
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« Amazon Elastic Container Service(Amazon ECS) 2 Amazon Elastic Kubernetes
Service(Amazon EKS)2| B2 = 7Z1E|0|L] &&E AWS AppConfig AtS & LICt.

OII
Irll

ROLE_ARN 24 8 X|H5t0{ CIE2 IAM L& 2 AFE 55 AWS AppConfig 0|0 MEE T+ Ft

S WAl M2 IAM 2&S A8 5o] HEH HMS MAE £ JsLICH T4 AHo| CfEt 74 ool
HE WY AWS A-E & Zto| ™

IAM 2 g prSe{H

1. 22Ul A 2] AWS Management Console 0l 21918k L|C}.

https://console.aws.amazon.com/iam/0lA IAM &2 LC}.

SHA ol M RS MetEt

o

1]
OH
Iy
Iz
>|I

|M 7|2 JSONS CIS M2 MBO 2 HiELICH Zt ## ### ## #4# 4| 7|
}.

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

]I

"Resource": "arn:aws:appconfig:us-

east-1:111122223333:application/vendor_application_ID/
environment/vendor_environment_ID/configuration/vendor_configuration_ID"

}
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Ct&2 2 of| Lt

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"
1,
"Resource": "arn:aws:appconfig:us-east-2:111122223333:application/
abc123/environment/def456/configuration/hij789"

L
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"sts:AssumeRole"
=

"Allow",

[

"AWS" :
"arn:aws:iam::111122223333:xr0le/appconfig_rol

IE{E| MEHO{ A

2 HFELICH Zt 22 ppp ## #ppS ZAM H™Ho| MEZ HOH|0|E

o
"Principal":

"Effect":
"Action":

},

—

—
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PUN
LICE.

F
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A
e

"Version":"2012-10-17",

"Statement":

7t

F

JSON
tLE Ol
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S=UA HEo M IAM &2 HMet Foil= A4 Ao A of ] E ddo|EELICt. &3]
SZUA AHEM 7 CIoIEE AMe = UEE X E 5 E51 IAM G ARNZ F7HehLCt
JSON ¥4l CtZ1 Z &Lt

)

vendor_application_name:vendor_environment_name:vendor_configuration_name": {
"credentials": {
"roleArn":
"arn:partition:iam::

vendor_account_ID:role/name_of_role_created_in_vendor_account"
"roleExternalId":

"string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {

"roleArn": "arn:aws:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "Q0bl48e2-4ealt-46al-ab@f-c422b54d@aac”,
"roleSessionName": "AwsAppConfigAgent",

"credentialsDuration": "2h"

=0l

00| JE HE5H04 AWS AppConfig | O[T E 7t 048] AP0l 748 CI|O|EHE HME += U=

x| golg = &Lt

'YourApplicationName:YourEnvironmentName:YourConfigurationName'oll CHl ZHAHEl =

7| CIO|E{Q] INFO =& 2= 830! ZHMof 7% XMetst X|EL|ch AAof Aluijst™ Ao o|&
E LIEHLH= ERROR =& 27t EAIELICE CHE2 SZYUM A™IM d3Ho 2 A5 of iL|Ct.

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x
[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772
[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for

'MyTestApplication:MyTestEnvironment:MyDenyListConfiguration' in XX.Xms
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Cla3o| 4 SAHE S ME S AWS AppConfig ol 0|E T4

TEAES ClAT LRt HIAER XIS MHESHES AWS AppConfig O0|MEE 7 HE £ &
LICt O] Z7|&s& Ar&stH ClAT oM 7 CIO|EHE el= ofE 2|7 0|3 AHE5t= TZ0[ A
AppConfiget QIS & &= JU&LICt.

Ol 7|s2 7 ¥ 7|52 2 AEst =& A || ik &LICH AWS AppConfig Agent= C|A 30
SAE 78 Do M eIX| A&LICt F42 ClA=0f #dstE{H Amazon EC20{ A AWS AppConfig
00| ME AF® = Amazon Amazon EC2 ECS BACKUP_DIRECTORY 2! Amazon EKSOA 0f|0|ME
Ar&0of CHEt & PRELOAD_BACKUP Bt B8 FHE5HMIL. AWS AppConfig

/A Warning

Ol AT CHEH Ot 2 B2 HEE H I stM 2.

« Cl&F0 MY E 782 L HAEZ MEEIH AR O] 812 & U&LICt BIZEh ool 7+
zatEl Fdole o]l 7Is& g&dstst x| OtMI2

52 2% ClAZol #UCH T AAT HEtol 214 HEH HAS ASLICH RIS

. | 7
82 A4 PEt HMA T3 CHES HESAAIR,

Clazol 74 SAHE M7|§ &/d3tstt{H™

1. DL T AEE WESLICE

2. C|&30] AWS AppConfig & 78S ME{st T writeTo RAE FIIELICH CHE M| & & 15HA

2
{
"application_name:environment_name:configuration_name": {
"writeTo": {
"path": "path_to_configuration_file"
}
}
}

"MyTestApp:MyTestEnvironment:MyNewConfiguration": {
"writeTo": {

0l X AWS AppConfig 00| E A& AWS Lambda 258


https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html#appconfig-integration-ec2-configuring
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html#appconfig-integration-ec2-configuring
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-containers-agent.html#appconfig-integration-containers-agent-configuring

AWS AppConfig Add a permission2|

"path": "/tmp/aws-appconfig/mobile-app/beta/enable-mobile-payments"

}
}
}
3. HZE LHEE MEELICH configuration.json It Y2 Af T4 Ci|O|E{7} BHZ & ot Yool EE L
Ct.
ClATol| 74 SAHE M7|7t B Set=X| &l

AWS AppConfig (0| E 2 & HESI0{ 74 AL=0| C|Aa30]| 7|8 £ JEX| &g = J&L
Ct. "INFO write configuration 'application:environment:configuration'to file_path"g
7t ZEE INFO 20 =2 AWS AppConfig O0|ME 7L 74 SAIES ClAT0l| #Ct= R2
S =

=

—
=3
=

Lt

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MobileApp:Beta:EnableMobilePayments' in XX.Xms

[appconfig agent] 2023/11/13 17:05:49 INFO wrote configuration
'MobileApp:Beta:EnableMobilePayments' to /tmp/configs/your-app/your-env/your-

config.json

OpenAPI ALY 2 ALE5t0{ 2Et0[AE dd

0 OpenAPI| 7|9t Z2 =7 E AFE5t0{ SDKE M
& &'QLIH OHZZ|AI0|M, B H = FHO| SFEITE g2 ZEGITE O AHY 2 H0|EE
= U&LICH E3t A2 E FIetD (78 80| 043 7Rl B2) 7+ AF|0tE E & 5t04 SDK aar
O|1E S| T DEg MAME £ QAL OpenAPI(A7HEI D gholl CHEH REMIBH LHE

54
o
OpenAPI At 2 FZStAAR.

openapi: 3.0.0
info:
version: 1.0.0
title: AWS AppConfig Agent API
description: An API model for AWS AppConfig Agent.

servers:
- url: http://localhost:{port}/
variables:
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port:
default:
12772
paths:
/applications/{Application}/environments/{Environment}/configurations/
{Configuration}:
get:
operationId: getConfiguration
tags:
- configuration
parameters:
- in: path
name: Application
description: The application for the configuration to get. Specify either the
application name or the application ID.
required: true
schema:
type: string
- in: path
name: Environment
description: The environment for the configuration to get. Specify either the
environment name or the environment ID.
required: true
schema:
type: string
- in: path
name: Configuration
description: The configuration to get. Specify either the configuration name
or the configuration ID.
required: true
schema:
type: string
- in: query
name: flag
description: The key(s) of the feature flag(s) to retrieve. If not provided,
all flags are returned.
required: false
schema:
type: array
items:
type: string
- in: header
name: context
description: Request context used to evaluate multi-variant feature flags.
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required: false
schema:
type: array
items:
type: string
pattern: 'Mw+=\w+$'
responses:
200:
headers:
ConfigurationVersion:
schema:
type: string
content:
application/octet-stream:
schema:
type: string
format: binary
description: successful config retrieval

400:
description: BadRequestException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
404 :
description: ResourceNotFoundException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
500:
description: InternalServerException
content:
application/text:
schema:

$ref: '#/components/schemas/Error'

502:
description: BadGatewayException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
504:

description: GatewayTimeoutException
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content:
application/text:
schema:
$ref: '#/components/schemas/Error’

components:
schemas:
Error:
type: string
description: The response error

Foq
=

AWS AppConfig (0| ME 24 I 2 E

1A

AWS AppConfig (0|ME = 24 /Y ZEE X|HELICH 24 /i Z=& -3 st o o|HET}
Claz o] X|EE CIMEE|oM 78 Clo|IEE &Lt oM 724 HIo|HE AMstx| St&LICH AWS
AppConfig. XIEE CIME2|o| Tt UE UO|o|Esto] T HIZE AlZD0[MHE & JU&LICH CHE A
8 AMtellols 2E 7HY ZEE A8ste 20| E&LICH

mjo

« AWS AppConfig& At&3st0{ CHEEF T HTE HIZ 57| ™ol E|AE g LICH
- ZE Z|EZX|EEo HE ArZE FHAUS 7| ™ol M 7|sof CHEr CHe gl 4 S48 BlAERLICH

- e 7 ALEI2 & EIAESto] td = A Sst=X] F It

/A Warning
ZT2EM B oA 24 Ve ZEE AKX OHMIR. 0| RPEE= HIEZ 725 9l XI5 St}
2 528 AWS AppConfig 2t™ 7|s& X|35HX| f&LICt

Ch2 Mxboll el 224 71 2 =ofl 2AH AWS AppConfig (IOIMEE FA48FLICTH
27 7ie 2=0of 27 AWS AppConfig 00| MEE 74 5He{H

1. ZAFE 2Eo] Ccish MHEE WHs AFE5104 H|O|MEE MR[ELICH AWS AppConfig HI0IME =
AWS MH|ACHS T &

« AWS Lambda
* Amazon EC2

« Amazon ECS Z! Amazon EKS
2. OfO|FEJ} Als =0| 742 =x|EHLICH
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3. &t 4 2 20{ LOCAL_DEVELOPMENT_DIRECTORYE ZF7}&L|Ct. ofl0|TEo0| 27| HetE A
Q] A|lA

Ho| CIHEE[E RI™ELICH o|& §04 /tmp/local_configs &LICH.

4. C|HEZ/ol U dETLICH ot 0|F2 OHS SAIE ALEsloF &LCH.

Mobile:Development:EnableMobilePaymentsFeatureFlagConfiguration

(® Note
« LOCAL_DEVELOPMENT_DIRECTORY C|HE{2|o| mtoi FI7Ie = e 7l Zeila M
£& 24 AWS AppConfig (IO|IME 24 7iEr R Eof CHEt 7| Ecia HMEE & X

o (MEH ALED) m 2 ERLo|| et o O] E 7L T4 Cllo|E{of| CH3H Bheter
Mofgh = U&LICH 0| & 01 Y EHXLE json2 2 X|'H5tH ofEE
MEE = 980| application/json®! ot HtEHE L—|EP. RSN
£ M2r5lH o o|MET 28X RE S Z application/octet-streame AIHE &
Ch. X&tst Mo{7} 2ot AR . typeSsubtype AR &EXIE MIE £ AaL
. 22{H Ho|MENM 2= RE2Z . type/subtypes gtEtErLICt

5. CtS BBES Aesto] oO|MEE ChA| AIE et 74 CIOIEIE & LICH

curl http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

Oo|TME= ollo|HEN X|HE 2 tt ez =Z4 nto| HE AFE S FHelgLUch 28 48 XY
StX| pi2 2 oo|MEE 7|2 ¢h AR 45X & AEFLICH £ ZH 0l A0| HALE +=stH of o™

4 2 7t o
E 7t AWS AppConfig MH|A 2t 45 2 &SIE T FHE Z2e OHE7HX|E 2 THY #Z0AM S
°|'7'I| o—||g=||- |L—-|'

(® Note
EENY 74 mtdo|l M HTE B2t M Clo|E{ 2 Tt s YCl|o|E Lt
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AWS AppConfig 00|ME 22 71 2=of CHet 7|5 Sl ME

o M Mofl= 22 7 = =0l M AWS AppConfig O0IHES} ST AFBE 4 R 7|s Baia ME
Ol Z3tElof QUELICH 2 THY REolME ClOE 744 AR ®Alo| 7ls E2i1 clolEi7h B

Ch. AM A A2 GetlLatestConfiguration APIOIA EC{2E AME mj BtetE|sE A2 Ecia
2 ZEELICH AM AH EHAle Eeiao| ™A ™ ol(CreateHostedConfigurationVersion API

of & 2)E Z&stx| ef&Lct S0l cHet ™A Holol= £ 0I1§ X 2, MY =, Eai
: b

of Zkek
C

Z2Z 7 2= 0 A AWS AppConfig OIO|HES} &7 CHS 7|8 7|s Ecia MES A8 ELICH

(® Note

O0|ME7I EZA 7|5 &1 tlo|Ee| 28X RY¥E application/json (EZE 70
2 =7} ol AWS AppConfig 8Z50i M Z2i1 C|o|E{E ZHAME miet olRtIIRIZR) 2 5
TS stedH 22 7| Zei2 o] json S ALE AFSSHoF & LICE 0 & E01
Local:MyFeatureFlags:SampleBl.json®lLIC}.

ME 1: UUMZ 138 LEHLHE B Y Zeia

{
"ui_refresh": {
"enabled": true,
"new_styleguide_colors": true
}
}
ME 2. 248 7|5 Eei3 & LEHLE o 7He| Eeia
{

"background_worker": {
"enabled": true,
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"num_threads": 4,
"queue_name": "MyWorkQueue"
},
"emergency_shutoff_switch": {
"enabled": false
.
"logger_settings": {
"enabled": true,
"level": "INFOQO"

0%

CHE #HY 7| o2 M

olr
I3
ik

StLt ol¢ ol CtE Y 715 E2i1E E&sts 7|5 e ol AM Al A2 JSON Ci|olH ol
&1 Amazon lon Ci|O|E{2 EA|ELICH O] SAMM CHE Y Zel1= FMO| HE S522 E AL
1, 7|2 E2fas FA0| 22 EXNEE EAIELICH O MY Eoi10| S8 Ao B HAES L
EtLi= RE(Z0[7t 22l S8) E& 7|2 HYES LIEHHE EXGULICH HYE FZ LI X #Hm 2
H

—
A HEO #EHE LIEIHE s EEA0[1 F Hu @4 & HES| LSS LIEtUE EAFL LI

\o
(o]

HlO|TMET7} o|2{3t Tt U S MCHZE sHASEdH 24 7|s e oM S 22 =
2 AH2slok #LICt application%ion%type=AWS.AppConfig.FeatureFlags.
0E =01 Local:MyFeatureFlags:SampleMV1.application%ion
%type=AWS.AppConfig.FeatureFlags&lLIC}.

HE 1: M 7IS 2| EFAAM(E|I0{E) EE|AE LIEtLE OFE #HY Eeia

'tiered_release'::[
[
(or (and (eq $group "Tierl") (split by::$userId pct::1 seed::"2025.01.01")) (and
(eq $group "Tier2") (split by::$userId pct::7 seed::"2025.01.01"))),
""" _variant": "ShowFeature", "enabled": true}'''

]I

"' {"_variant": "HideFeature", "enabled": false}'''
ME 2: AER DOl 2t MZ CHE UXE LHEHLHE oEd 7Hel Eeia. & & Eei1= oS HEoln
otx|2k EefaE 7I2E ot

'colorway'::[

L
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(contains $userId "beta"),

"' {"_variant": "BetaTesters", "enabled": true, "background": "blue", "foreground":
"red"}''"’,
1,
[
(split by::$userId pct::10),
" {"_variant": "SplitRollOutRedAndBlue", "enabled": true, "background": "blue",
"foreground": "red"}''',
1,
"' {"_variant": "default", "enabled": true, "background": "green", "foreground":
"green"}''',
]
'simple_feature'::[
[
(contains $userId "beta"),
' {" _variant": "BetaTesters", "enabled": truel}'''
1,
' {" _variant": "default", "enabled": falsel}'''
]
'button_color'::'''{"enabled": true, "color": "orange"}'''

F

o
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/A Important
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ID, == EE|ALX| A2 7|5 ol§2 Z&fer Bl et tlo|E7t REE|X| &I 5 siiok gfLICH
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"Type": "Notification",
"Messageld": "ae9d702f-9a66-51b3-8586-2b17932a9f28",

"TopicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic",

"Message": {
"InvocationId": "7itcaxp",
"Parameters": {

[
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"topicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic"

},
"Application": {
"Id": "la2b3cad",
"Name": MyApp
},
"Environment": {
"Id": "la2b3cad",
"Name": MyEnv
},
"ConfigurationProfile": {
"Id": "la2b3cad",
"Name": "MyConfigProfile"
},
"Description": null,
"DeploymentNumber": "3",
"ConfigurationVersion": "1",
"Type": "OnDeploymentComplete"

.

"Timestamp": "2022-06-30T20:26:52.067Z2",
"SignatureVersion": "1",

"Signature": "<...>",

"SigningCertURL": "<...>",
"UnsubscribeURL": "<...>",

"MessageAttributes": {
"MessageType": {
"Type": "String",
"Value": "OnDeploymentStart"
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1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
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"InvocationId":"7itcaxp",
"Parameters": {
"queueArn":"arn:aws:sqs:us-east-1:111122223333:MySQSQueue"
.
"Application":{
"Id":"la2b3cad",
"Name" :MyApp
.
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"Environment": {
"Id":"la2b3cad",
"Name" :MyEnv
.
"ConfigurationProfile":{
"Id":"la2b3cad",
"Name" : "MyConfigProfile"
.
"Description":null,
"DeploymentNumber":"3",
"ConfigurationVersion":"1",
"Type":"OnDeploymentComplete"
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:CreateExtensionAssociation"”,
"appconfig:ListExtensionAssociations",
"appconfig:GetConfigurationProfile"

1,

"Resourxce": [

"arn:aws:appconfig:us-
east-1:111122223333:application/application_ID",

"arn:aws:appconfig:us-
east-1:111122223333:application/application_ID/
configurationprofile/configuration_profile_ID"

]
},
{
"Effect": "Allow",
"Action": [
"appconfig:ListApplications"
]I
"Resource": [
"arn:aws:appconfig:us-east-1:111122223333:*"
]
}I
{
"Effect": "Allow",
"Action": [
"appconfig:ListConfigurationProfiles"
1,

"Resourxce": [
"arn:aws:appconfig:us-
east-1:111122223333:application/application_ID"

]
}I
{
"Effect": "Allow",
"Action": "sts:GetCallexrIdentity",
"Resource": "*"
}
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from datetime import datetime
import baseb4
import json

import boto3

def lambda_handler(event, context):
print(event)

# Extensions that use the PRE_CREATE_HOSTED_CONFIGURATION_VERSION and

PRE_START_DEPLOYMENT
# action points receive the contents of AWS AppConfig configurations in Lambda

event parameters.
# Configuration contents are received as a base64-encoded string, which the lambda

needs to decode
# in order to get the configuration data as bytes. For other action points, the

content
# of the configuration isn't present, so the code below will fail.

config_data_bytes = baseb4.bb4decode(event["Content"])

# You can specify parameters for extensions. The CreateExtension API action lets

you define
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# which parameters an extension supports. You supply the values for those
parameters when you

# create an extension association by calling the CreateExtensionAssociation API
action.

# The following code uses a parameter called S3_BUCKET to obtain the value
specified in the

# extension association. You can specify this parameter when you create the
extension

# later in this walkthrough.

extension_association_params = event.get('Parameters', {3})

bucket_name = extension_association_params['S3_BUCKET']

write_backup_to_s3(bucket_name, config_data_bytes)

# The PRE_CREATE_HOSTED_CONFIGURATION_VERSION and PRE_START_DEPLOYMENT action
points can

# modify the contents of a configuration. The following code makes a minor change

# for the purposes of a demonstration.

old_config_data_string = config_data_bytes.decode('utf-8")

new_config_data_string = old_config_data_string.replace('hello', 'hello!')

new_config_data_bytes = new_config_data_string.encode('utf-8")

# The lambda initially received the configuration data as a base64-encoded string

# and must return it in the same format.

new_config_data_baseb4string =
base64.b64encode(new_config_data_bytes).decode('ascii')

return {
'statusCode': 200,
# If you want to modify the contents of the configuration, you must include the
new contents in the
# Lambda response. If you don't want to modify the contents, you can omit the
'Content' field shown here.
'Content': new_config_data_baseb4string

def write_backup_to_s3(bucket_name, config_data_bytes):
s3 = boto3.resource('s3"')
new_object = s3.0bject(bucket_name,
f"config_backup_{datetime.now().isoformat()}.txt")
new_object.put(Body=config_data_bytes)
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O] 2& 0l o] MEE AIE35l24H 0|8 MyS3ConfigurationBackUpExtension} &H7A| X{%&
&t &4 2| Amazon E[AA O|F(ARN)S SALELICH CHE 4440 A AWS Identity and Access
Management (IAM) =& eigtS ME | ARNS X|HELICH 22 ddE i ARNZF 0|2 K™

gLk

2k

Mol = AHERE XI'd AWS AppConfig & & 22 @[t HO|ZE 2 X SH X MF HE7

o
Zefzlo] A&LICH

2y 3=
AtDeploymentTick
{
'InvocationId': 'o2xbtm7',
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
Iy

'Type': 'OnDeploymentStart',
'Application’': {

'Id': 'abcdl123'
1,
'"Environment': {

'Id': 'efgh456'
I
'ConfigurationProfile': {

'Id': 'ijk1789',

"Name': 'ConfigurationName'
I
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2',
'DeploymentState': 'DEPLOYING',
'PercentageComplete': '0.0'

¥ 7=

PreCreateHostedConfigurationVersion
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'InvocationId':

'vlns753', // id for specific invocation
'Parameters': {

'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
},
'ContentType': 'text/plain',
'ContentVersion': '2',

'Content': 'SGVsbG8gZWFydGgh', // Baseb4 encoded content
'Application’': {
'Id': 'abcdl123',
'"Name': 'ApplicationName'
1,
'ConfigurationProfile': {
'Id': 'ijkl1789"',
"Name': 'ConfigurationName'
1,

'Description': "'

’

'Type': 'PreCreateHostedConfigurationVersion',
'PreviousContent': {

'ContentType': 'text/plain',
'ContentVersion': '1',

'Content': 'SGVsbG8gd29ybGQh'

}
}
PreStartDeployment
{

'InvocationId': '765ahdm',
'Parameters’': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'

b
'ContentType': 'text/plain',
'ContentVersion': '2',

'Content': 'SGVsbG8gZWFydGgh',
"Application': {

'Id': 'abcd123',

"Name': 'ApplicationName'

1,
'"Environment': {
'Id': 'ibpnqglq',

'Name': 'EnvironmentName'
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}I

'ConfigurationProfile': {
'Id': 'ijk1789',
'Name': 'ConfigurationName'

},
'DeploymentNumber': 2,

'Description': 'Deployment description',
'Type': 'PreStartDeployment'

HIE7| O|HIE

OnStartDeployment, OnDeploymentStep, OnDeployment

{
'InvocationId': 'o2xbtm7',
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
1,
'Type': 'OnDeploymentStart',
'Application': {
'Id': 'abcdl23'
1,
'"Environment': {
'Id': 'efgh456'
.
'ConfigurationProfile': {
'Id': 'ijkl1789°',
"Name': 'ConfigurationName'
.
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2'
}
sg 7z
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"Content": "SomeBase64EncodedByteArray"

AT * §7] OJHIE - 8BxQl S&

= =

"Directive": "ROLL_BACK"
"Description" "Deployment event log description”
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"Content": "SomeBase64EncodedByteArray"
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"Error": "BadRequestError",
"Message": "There was malformed stuff in here",
"Details": [{

"Type": "Malformed",

"Name": "S3 pointer",

"Reason": "S3 bucket did not exist"

}]
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1. https://console.aws.amazon.com/iam/0llAM IAM &€ LIC

2. B Fo|M dE(Roles)2 MEHEH & AF M 4(Create role)2 ME4FLICE
3. AEE £ U AEE| R MBI ALS AL X AZ| HAS MEAFHL|C
4. ASBKRE AR G EHeof chS 9l JSON HME gof E&LICH

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

=
5. T8t F7I HO|X|of M HAH S MEAFHLICH MR 4 HO|X|7F M ol M FRIL(CH
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lambda:InvokeFunction M2 PRE_* M ZOIE | AFRELICH 1ambda: InvokeAsync

CHME ON_* HM ZOIE0|| AFELICt Lambda ARNS Lambda2| Amazon 2|2 A O|F(ARN)
O F HfEL|CH.

)

%

JSON

2EHAl: AR A} X|& AWS AppConfig ZHEHof| CHe 3t 74 297


https://console.aws.amazon.com/iam/

AWS AppConfig Add a permission2|

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0Q",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:InvokeAsync"
1,
"Resource": "arn:aws:lambda:us-east-1:111122223333:function: function-
name"'

e

8. EfZ FI7HME ALE) HIO[X|ol| M StLt o] & 2| 7|-2f Ho1E FIHet = ChS: AEE MEFLICH

AH AH

4

)
9. EX AE mo[x|of O|F2t HY¥E et Ot MEdEFLICH

SR
10. M-SR XIE A2 Hato| B2l x| HolA M2 1A olol2g Metsh 08 W3 oHE M Hug
I.

=

11. M8t &Mo| stolgtg Meist Che g MEHELICH
12. O, ZAE, M4 Ho|X|oM A& O|F &Ko O
13. Of8 AlAS MBI 22{H A9E HO|XI2 SolZLICh HiLfolM A 278 MeiE LI

14. ARNS SALRILICH =& M4 Al 0| ARNZS X|'ERFLICE
3EHA|: AFZ Xl X|™H AWS AppConfig & & A4

&2 AWS AppConfig I EE Sof =& st= stLt 0|2 Ef?é'% SO|gHLICt ol & E0{ &

AWS AWS AppConfig deployment events to Amazon SNS E%E0{= Amazon SNS FA|of &

Bl &do| ZEEILICH ZF 229 45 X8 AWS AppConfig 3t 74LE7F AL RHE CHAIS}H04

WS AppConfig =& & I ZEELIC} 0| =Y L QIE AWS AppConfig & & 0|2t 3t
I.

|H o
n Hu o

=

>

M

>

3CEHA: AF2 R} K| AWS AppConfig & Al A 298



AWS AppConfig Add a permission2|

ZQEE FE LIS s Alstn HEE o Urts Mol f2lst&AI2. PRE_* &M ZRIEE 2F0f CH
3t ZX[7t FleliXle AE YX|E = U&LICH

* PRE_CREATE_HOSTED_CONFIGURATION_VERSION
* PRE_START_DEPLOYMENT

CHY EQIE Y2 ON_* MY Z2IES AE5101 AWS AppConfig A EZQ SHZ Y
T QU&LICH ON_* 21 ZOIEE= HISV|Mo2 SEFELICH ON_* 2] ZRIEE 4o FHXE
= AI5HX| f&LICH ON_* HM ZQIE Hof & F ol LR 7t ddlstsE A2 MHlAE LRE FAIStT

 ON_DEPLOYMENT_START
ON_DEPLOYMENT_STEP
ON_DEPLOYMENT_BAKING
ON_DEPLOYMENT_COMPLETE
ON_DEPLOYMENT_ROLLED_BACK

AT *HME ZQIE: AT_* HM ZQIEof RMHE =Y FY2 S7|MoE 7t S EE|H 0l AWS
AppConfig HIE2 0t HWHE S>ELICH AT_* AHM ZQIE Fof &80 277 Ydst= F< M|

AE QIZEZE Stotn HIZE SUELICH

* AT_DEPLOYMENT_TICK

AT_DEPLOYMENT_TICK M ZQIEE= ME TE| 2LIEHZ S& 2 XIYELICH

AT_DEPLOYMENT_TICK2 FA HIZ X2| 2LAAED O|M Sof ZtHxoz SEELICH EtAF ZLIE
2 £FM(0d: Datadog EE= New Relic)2 At&35t= 3 AT_DEPLOYMENT_TICK ¢ X[l B
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Datadog == New Reliclt Z2 EtAl 2LIEIR £F M2 AE5t= Z< AT_DEPLOYMENT_TICK &%
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gae My £ aLch REMIE LI 2 GitHubOlAM CHS Datadog & New Relic &8 oM E &=
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« Datadog

* New Relic
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"Name": "MySampleExtension",
"Description": "A sample extension that backs up configurations to an S3 bucket.",

"Actions": {
"PRE_CREATE_HOSTED_CONFIGURATION_VERSION": [

{

"Name": "PreCreateHostedConfigVersionActionForS3Backup",
"Uri": "arn:aws:lambda:aws-

region:111122223333:function:MyS3ConfigurationBackUpExtension",
"RoleArn": "arn:aws:iam::111122223333:role/ExtensionsTestRole"

1,
"Parameters" : {
"S3_BUCKET": {
"Required": false
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» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

Java

public CreateHostedConfigurationVersionResponse createHostedConfigVersion() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/appconfig/package-summary.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/appconfig.html
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// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

return hcv;

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a hosted, freeform configuration profile
config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name='MyConfigProfile',
LocationUri='hosted',
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')
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JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
} from "@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a hosted, freeform configuration profile
const profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
)i

// create a hosted configuration version
await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: profile.Id,
ContentType: "text/plain",
Content: "my config data",
1)
)i
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateApplication.html
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» CreateConfigurationProfile

Java

private void createSecretsManagerConfigProfile() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a configuration profile for Secrets Manager Secret
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("secretsmanager://MySecret")
.retrievalRoleArn("arn:aws:iam: :000000000000:ro0le/
RoleTrustedByAppConfigThatCanRetrieveSecret")
.type("AWS.Freeform"));

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a configuration profile for Secrets Manager Secret

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri='secretsmanager://MySecret’,
RetrievalRoleArn='arn:aws:iam: :000000000000:role/

RoleTrustedByAppConfigThatCanRetrieveSecret',
Type="'AWS.Freeform')
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JavaScript

import {
AppConfigClient,
CreateConfigurationProfileCommand,
} from "eaws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a configuration profile for Secrets Manager Secret
await appconfig.send(
new CreateConfigurationProfileCommand({

ApplicationId: application.Id,

Name: "MyConfigProfile",

LocationUri: "secretsmanager://MySecret",

RetrievalRoleArn: "arn:aws:iam::000000000000:role/
RoleTrustedByAppConfigThatCanRetrieveSecret",

Type: "AWS.Freeform",

1)

I

CreateApplication

CreateConfigurationProfile

» CreateHostedConfigurationVersion

» CreateEnvironment

» StartDeployment

» GetDeployment
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Java

private void createDeployment() throws InterruptedException {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

// Create an environment
CreateEnvironmentResponse env = appconfig.createEnvironment(req -> req
.applicationId(app.id())
.name("Beta")
// If you have CloudWatch alarms that monitor the health of your
service, you can add them here and they
// will trigger a rollback if they fire during an appconfig deployment
//.monitors(Monitor.builder().alarmArn("arn:aws:cloudwatch:us-
east-1:520900602629:alarm:MyAlarm")
//
.alarmRoleArn("arn:aws:iam: :520900602629:ro0le/MyAppConfigAlarmRole").build())
);

// Start a deployment
StartDeploymentResponse deploymentResponse = appconfig.startDeployment(req -
> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())

e
0x
|k
u
[l
=
H

309



AWS AppConfig Add a permission2|

.environmentId(env.id())
.configurationVersion(hcv.versionNumber().toString())
.deploymentStrategyId("AppConfig.Linear50PercentEvery30Seconds")

);

// Wait for deployment to complete
List<DeploymentState> nonFinalDeploymentStates = Arrays.aslList(
DeploymentState.DEPLOYING,
DeploymentState.BAKING,
DeploymentState.ROLLING_BACK,
DeploymentState.VALIDATING);
GetDeploymentRequest getDeploymentRequest =
GetDeploymentRequest.builder().applicationId(app.id())

.environmentId(env.id())

.deploymentNumber(deploymentResponse.deploymentNumber()).build();
GetDeploymentResponse deployment =
appconfig.getDeployment (getDeploymentRequest);
while (nonFinalDeploymentStates.contains(deployment.state())) {
System.out.println("Waiting for deployment to complete: " + deployment);
Thread.sleep(1000L);
deployment = appconfig.getDeployment(getDeploymentRequest);

System.out.println("Deployment complete: " + deployment);

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create an environment

environment = appconfig.create_environment(
ApplicationId=application['Id'],
Name="'MyEnvironment')

# create a configuration profile
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config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri="'hosted’,
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')

# start a deployment

deployment = appconfig.start_deployment(
ApplicationId=application['Id'],
EnvironmentId=environment['Id'],
ConfigurationProfileId=config_profile['Id'],
ConfigurationVersion=str(hcv['VersionNumber']),
DeploymentStrategyId="'AppConfig.Linear2@PercentEvery6Minutes')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateEnvironmentCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
StartDeploymentCommand,

} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create an environment
const environment = await appconfig.send(
new CreateEnvironmentCommand({
ApplicationId: application.Id,
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Name: "MyEnvironment",
1}
I

// create a configuration profile
const config_profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
);

// create a hosted configuration version
const hcv = await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
Content: "my config data",
ContentType: "text/plain",
1)
);

// start a deployment
await appconfig.send(
new StartDeploymentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
ConfigurationProfileId: config_profile.Id,
ConfigurationVersion: hcv.VersionNumber.toString(),
DeploymentStrategyId: "AppConfig.Linear2@PercentEvery6Minutes",
b
);
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/*

In this sample, we will retrieve configuration data from the AWS AppConfig

Agent.
The agent is a sidecar process that handles retrieving configuration data

from AppConfig
for you in a way that implements best practices like configuration caching.

For more information about the agent, see How to use AWS AppConfig Agent

*/

// The agent runs a local HTTP server that serves configuration data
// Make a GET request to the agent's local server to retrieve the
configuration data
URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
// To enable entity-based deployments, add the Entity-Id header to the
request:
// con.setRequestProperty("Entity-Id", entityId);
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
# the agent is a sidecar process that handles retrieving configuration data from AWS
AppConfig

# for you in a way that implements best practices like configuration caching.

#

# for more information about the agent, see

# How to use AWS AppConfig Agent

#
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import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

# To enable entity-based deployments, add the Entity-Id header to the request:

# response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_namel}",

# headers={"Entity-Id": entity_id})

# the agent runs a local HTTP server that serves configuration data

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}")

config = response.content

JavaScript

// in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
// the agent is a sidecar process that handles retrieving configuration data from
AppConfig

// for you in a way that implements best practices like configuration caching.

// for more information about the agent, see
// How to use AWS AppConfig Agent

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// the agent runs a local HTTP server that serves configuration data

// make a GET request to the agent's local server to retrieve the configuration data
const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}";

// To enable entity-based deployments, add the Entity-Id header to the request:

// const response = await fetch(url, { headers: { "Entity-Id": entityld } });

const response = await fetch(url);

const config = await response.text(); // (use “await response.json()’ if your config
is json)
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public void retrieveSingleFlagFromAgent() throws Exception {
/*
You can retrieve a single flag's data from the agent by providing the
"flag" query string parameter.
Note: the configuration's type must be AWS.AppConfig.FeatureFlags

*/

URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyFlagsProfile?flag=myFlagKey");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuildexr();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("MyFlagName from agent: " + content);

Python

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'
flag_key = 'MyFlag'

# retrieve a single flag's data by providing the "flag" query string parameter
# note: the configuration's type must be AWS.AppConfig.FeatureFlags
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response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}?
flag={flag_keyl}")

config = response.content

JavaScript
const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

const flag_name = "MyFlag";

// retrieve a single flag's data by providing the "flag" query string parameter
// note: the configuration's type must be AWS.AppConfig.FeatureFlags

const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}?flag=${flag_name} " ;
const response = await fetch(url);

const flag = await response.json(); // { "enabled": true/false }
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public static void retrieveConfigFromAgentWithVariants() throws Exception {
/*
This sample retrieves feature flag configuration data
containing variants from AWS AppConfig Agent.

For more information about the agent, see How to use AWS AppConfig Agent

*/

// Make a GET request to the agent's local server to retrieve the configuration
data

URL url = new URL("http://localhost:2772/applications/MyDemoApp/environments/
Beta/configurations/MyConfigProfile");

HttpURLConnection con = (HttpURLConnection) url.openConnection();

// Provide context in the 'Context' header
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// In the header value, use '=' to separate context key from context value
// Note: Multiple context values may be passed either across
// multiple headers or as comma-separated values in a single header

con.setRequestProperty("Context", "country=US");

StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();

int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);
}
}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);
}
Python

# This sample retrieve features flag configuration data
# containing variants from AWS AppConfig Agent.

# For more information about the agent, see How to use AWS AppConfig Agent

import requests

application_name = 'MyDemoApp'
environment_name = 'Beta’
configuration_profile_name = 'MyConfigProfile'

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{configuration_profile_name}",
headers = {
"Context": "country=US" # Provide context in the
'Context' header
# In the header value, use '='
to separate context key from context value
# Note: Multiple context values
may be passed either across
# multiple headers or as comma-
separated values in a single header
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)

print("Configuration from agent via HTTP: ", response.json())

JavaScript

// This sample retrieves feature flag configuration data
// containing variants from AWS AppConfig Agent.

// For more information about the agent, see How to use AWS AppConfig Agent

const application_name = "MyDemoApp";
const environment_name = "Beta";
const configuration_profile_name = "MyConfigProfile";

const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${configuration_profile_name}";

// make a GET request to the agent's local server to retrieve the configuration data
const response = await fetch(url, {
method: 'GET',
headers: {
'"Context': 'country=US' // Provide context in the 'Context' header
// In the header value, use '=' to separate context
key from context value
// Note: Multiple context values may be passed
either across
// multiple headers or as comma-separated values in
a single header
}
h)7

const config = await response.json();
console.log("Configuration from agent via HTTP: ", config);

GetLatestConfiguration APl 2 4Z AI85t04 Ai ¢ A FH ZE2 L
2171

ChE 7t MBols 2T} s X0l e ABO| T E0] Y&LIC O BHHO| MBS T} AP
£ AY™oz SEFLIC

GetLatestConfiguration APl 242 At&3t04 AR &4l M4 =2 E 17| 318


https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-agent-how-to-use.html

AWS AppConfig Add a permission2|

» GetLatestConfiguration

» StartConfigurationSession

Java

/*

The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

For more information about these APIs, see AWS AppConfig Data.

This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.

This class maintains a cache of the latest configuration data in addition to the
configuration token to be

passed to the next GetLatestConfiguration API call.

*/

public class AppConfigApiRetriever {

/*
* Set of AppConfig invalid parameter problems that require restarting the
configuration session.
* If the GetLatestConfiguration API call fails with any of these problems (e.g.
token is EXPIRED or CORRUPTED),
* we need to call StartConfigurationSession again to obtain a new configuration
token before retrying.
*/
private final Set<InvalidParameterProblem> SESSION_RESTART_REQUIRED =
Stream.of(InvalidParameterProblem.EXPIRED,
InvalidParameterProblem.CORRUPTED)
.collect(Collectors.toSet());

/* AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.

*/
private final AppConfigDataClient appConfigData;

/*
The configuration token to be passed to the next GetlLatestConfiguration API
call.
*/

private String configurationToken;
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/*

The cached configuration data to be returned when there is no new configuration

data available.
*/

private SdkBytes configuration;

public AppConfigApiRetriever() {
this.appConfigData = AppConfigDataClient.create();

}

/*

Returns the latest configuration data stored in AWS AppConfig.
*/

public SdkBytes getConfig() {

/*

If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.

Note that this API does not return configuration data. Rather, it returns an
initial configuration token that is

subsequently passed to the GetlLatestConfiguration API.

*/
if (this.configurationToken == null) {
startNewSession();

GetLatestConfigurationResponse response = null;

try {
/*
Retrieve the configuration from the GetLatestConfiguration API,
providing the current configuration token.
If this caller does not yet have the latest configuration (e.g. this is
the first call to GetlLatestConfiguration
or new configuration data has been deployed since the first call), the
latest configuration data will be returned.
Otherwise, the GetlLatestConfiguration API will not return any data since
the caller already has the latest.
*/
response = appConfigData.getlLatestConfiguration(
GetLatestConfigurationRequest.buildexr()

.configurationToken(this.configurationToken)
.build());
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} catch (ResourceNotFoundException e) {
// Handle resource not found by refreshing the session
System.err.println("Resource not found — refreshing session and
retrying...");
startNewSession();
response = appConfigData.getlLatestConfiguration(
GetlLatestConfigurationRequest.builder()

.configurationToken(this.configurationToken)
.build());
} catch (BadRequestException e) {
// Handle expired or corrupted token by refreshing the session
boolean needsNewSession = Optional.ofNullable(e.details())
.map(details ->
details.invalidParameters()
.values()
.stream()
.anyMatch(val -
> SESSION_RESTART_REQUIRED.contains(val.problem())))
.0rElse(false);
if (needsNewSession) {
System.err.println("Configuration token expired or corrupted —
refreshing session and retrying...");
startNewSession();
response = appConfigData.getlLatestConfiguration(
GetLatestConfigurationRequest.buildexr()

.configurationToken(this.configurationToken)

.build());
} else {
throw e; // rethrow if it's another kind of bad request
}
}
if (response == null) {
// Should not happen, but return cached config if no response
return this.configuration;
}
/*

Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.

Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher
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than expected usage costs.
*/

this.configurationToken = response.nextPollConfigurationToken();

/*
If the GetLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.
Otherwise, assume the configuration has not changed, and return the cached
configuration.
*/
SdkBytes configFromApi = response.configuration();
if (configFromApi != null && configFromApi.asByteArray().length != 0) {
this.configuration = configFromApi;
System.out.println("Configuration contents have changed since the last
GetLatestConfiguration call, new contents = "
+ this.configuration.asUtf8String());
} else {
System.out.println("GetLatestConfiguration returned an empty response
because we already have the latest configuration");

}

return this.configuration;

/*
Starts a new session with AppConfig and retrieves an initial configuration
token.
*/
private void startNewSession() {
StartConfigurationSessionResponse session =
appConfigData.startConfigurationSession(req -> req
.applicationIdentifier("MyDemoApp")
.configurationProfileIdentifier("MyConfig")
.environmentIdentifier("Beta"));
this.configurationToken = session.initialConfigurationToken();

Python

# The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.
# For more information about these APIs, see AWS AppConfig Data.

GetLatestConfiguration APl 242 At&35t04 AR EAl 724 Z2E 27| 322


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_AWS_AppConfig_Data.html

AWS AppConfig Add a permission2|

#
# This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.
# This class maintains a cache of the latest configuration data in addition to the
configuration token to be
# passed to the next GetlLatestConfiguration API call.
class AppConfigApiRetriever:
# Set of AppConfig invalid parameter problems that require restarting the
configuration session.
# If the GetLatestConfiguration API call fails with any of these problems (e.g.
token is EXPIRED or CORRUPTED),
# we need to call StartConfigurationSession again to obtain a new configuration
token before retrying.
SESSION_RESTART_REQUIRED = {"EXPIRED", "CORRUPTED"}

def __init_ (self):
# AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.
self.appconfigdata = boto3.client('appconfigdata"')

# The configuration token to be passed to the next GetLatestConfiguration
API call.
self.configuration_token = None

# The cached configuration data to be returned when there is no new
configuration data available.
self.configuration = None

# Returns the latest configuration data stored in AWS AppConfig.
def get_config(self):
# If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.
# Note that this API does not return configuration data. Rather, it returns
an initial configuration token that is
# subsequently passed to the GetLatestConfiguration API.
if not self.configuration_token:
self._start_new_session()

response = None
try:
# Retrieve the configuration from the GetlLatestConfiguration API,
providing the current configuration token.
# If this caller does not yet have the latest configuration (e.g. this
is the first call to GetLatestConfiguration

GetLatestConfiguration APl 242 At&35t04 AR EAl 724 Z2E 27| 323



AWS AppConfig Add a permission2|

# or new configuration data has been deployed since the first call), the
latest configuration data will be returned.
# Otherwise, the GetLatestConfiguration API will not return any data
since the caller already has the latest.
response = self.appconfigdata.get_latest_configuration(
ConfigurationToken=self.configuration_token
)
except ClientError as e:
error_code = e.response.get("Error", {}).get("Code")
# ResourceNotFoundException — usually means the token/session is invalid
or expired
if error_code == "ResourceNotFoundException":
print("Resource not found — refreshing session and retrying...")
self._start_new_session()
response = self.appconfigdata.get_latest_configuration(
ConfigurationToken=self.configuration_token
)
# BadRequestException — check if it's expired or corrupted token
elif error_code == "BadRequestException":
details = e.response.get("Error", {}).get("Details", {}) or {3}
invalid_params = details.get("InvalidParameters", {3}) or {}
needs_new_session = any(
param.get("Problem") in self.SESSION_RESTART_REQUIRED
for param in invalid_params.values()
)
if needs_new_session:
print("Configuration token expired or corrupted — refreshing
session and retrying...")
self._start_new_session()
response = self.appconfigdata.get_latest_configuration(
ConfigurationToken=self.configuration_token

)
else:
raise
else:
raise

if response is None:

# Should not happen, but return cached config if no response
return self.configuration

# Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.
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# Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher

# than expected usage costs.

self.configuration_token = response['NextPollConfigurationToken']

# If the GetlLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.
# Otherwise, assume the configuration has not changed, and return the cached
configuration.
config_stream = response.get('Configuration')
if config_stream:
config_from_api = config_stream.read()
if config_from_api:
self.configuration = config_from_api
print(
'Configuration contents have changed since the last
GetLatestConfiguration call, new contents = '
+ self.configuration.decode('utf-8', errors='ignore')
)
else:
print('GetLatestConfiguration returned an empty response because we
already have the latest configuration')

return self.configuration

# Starts a new session with AppConfig and retrieves an initial configuration
token.
def _start_new_session(self):
session = self.appconfigdata.start_configuration_session(
ApplicationIdentifier="'MyDemoApp’,
ConfigurationProfileIdentifier='MyConfig',
EnvironmentIdentifier="'Beta'’
)

self.configuration_token = session['InitialConfigurationToken']

JavaScript

/-k

The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

For more information about these APIs, see AWS AppConfig Data
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This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.

This class maintains a cache of the latest configuration data in addition to the
configuration token to be
passed to the next GetLatestConfiguration API call.
*/
class AppConfigApiRetriever {
constructor() {
/* AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.
*/
this.appconfigdata = new AppConfigDataClient();

/*
The configuration token to be passed to the next GetLatestConfiguration API
call.
*/

this.configurationToken = null;

/*
The cached configuration data to be returned when there is no new configuration
data available.
*/

this.configuration = null;

async startSession() {
/*
Starts a new session with the StartConfigurationSession API to get an initial
configuration token.
*/
const session = await this.appconfigdata.send(
new StartConfigurationSessionCommand({
ApplicationIdentifier: "MyDemoApp",
ConfigurationProfileIdentifier: "MyConfig",
EnvironmentIdentifier: "Beta"

1)
);
this.configurationToken = session.InitialConfigurationToken;
}
/*
Returns the latest configuration data stored in AWS AppConfig.
*/
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async getConfig() {

/*

If there is no configuration token yet, get one by starting a new session with
the StartConfigurationSession API.

Note that this API does not return configuration data. Rather, it returns an
initial configuration token that is

subsequently passed to the GetlLatestConfiguration API.

*/

if (!this.configurationToken) {

await this.startSession();

let response;
try {
/*
Retrieve the configuration from the GetlLatestConfiguration API, providing the
current configuration token.
If this caller does not yet have the latest configuration (e.g. this is the
first call to GetLatestConfiguration
or new configuration data has been deployed since the first call), the latest
configuration data will be returned.
Otherwise, the GetLatestConfiguration API will not return any data since the
caller already has the latest.
*/
response = await this.appconfigdata.send(
new GetlLatestConfigurationCommand({
ConfigurationToken: this.configurationToken

1)
);
} catch (err) {
/*
Add session restart logic — if the token is invalid or expired, restart the
session and try once more.
*/
if (err.name === "ResourceNotFoundException" || err.name ===
"BadRequestException") {
console.warn(
"Configuration token invalid or expired. Restarting session..."
);
await this.startSession();
response = await this.appconfigdata.send(
new GetlLatestConfigurationCommand({
ConfigurationToken: this.configurationToken

D
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)5
} else {
throw err;

/*

Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.

Warning: Not persisting this token for use in the next GetlLatestConfiguration
API call may result in higher

than expected usage costs.

*/

this.configurationToken = response.NextPollConfigurationToken;

/*

If the GetLatestConfiguration API returned configuration data, update the cached
configuration with the returned data.

Otherwise, assume the configuration has not changed, and return the cached
configuration.

*/

const configFromApi = response.Configuration

? await response.Configuration.transformToString()
null;

if (configFromApi) {
this.configuration = configFromApi;
console.log(
"Configuration contents have changed since the last GetlLatestConfiguration
call, new contents = " +
this.configuration
);
} else {
console.log(
"GetLatestConfiguration returned an empty response because we already have
the latest configuration"

);

return this.configuration;
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ListApplications

DeleteApplication

ListEnvironments

* DeleteEnvironments

« ListConfigurationProfiles

» DeleteConfigurationProfile

» ListHostedConfigurationVersions

» DeleteHostedConfigurationVersion

Java

/*
This sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

WARNING: this code will permanently delete the given application and all of its
sub-resources, including

configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

an application that you may need in the future.

*/

public void cleanUpDemoResources() {
AppConfigClient appconfig = AppConfigClient.create();

// The name of the application to delete

// IMPORTANT: verify this name corresponds to the application you wish to
delete

String applicationToDelete = "MyDemoApp";

appconfig.listApplicationsPaginator(ListApplicationsRequest.builder().build()).items().forE
_>{

ok
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if (app.name().equals(applicationToDelete)) {
System.out.println("Deleting App: " + app);
appconfig.listConfigurationProfilesPaginator(req ->
req.applicationId(app.id())).items().forEach(cp -> {
System.out.println("Deleting Profile: " + cp);
appconfig
.listHostedConfigurationVersionsPaginator(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()))
Litems()
.forEach(hcv -> {
System.out.println("Deleting HCV: " + hcv);
appconfig.deleteHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id())
.versionNumber(hcv.versionNumbexr()));
1}
appconfig.deleteConfigurationProfile(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()));
1}

appconfig.listEnvironmentsPaginator(req-
>req.applicationId(app.id())).items().forEach(env -> {
System.out.println("Deleting Environment: " + env);
appconfig.deleteEnvironment(req-
>req.applicationId(app.id()).environmentId(env.id()));
18

appconfig.deleteApplication(req -> req.applicationId(app.id()));

1)

Python

# this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

#

# WARNING: this code will permanently delete the given application and all of its
sub-resources, including

#  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

o
o
o
o

330



AWS AppConfig Add a permission2|

# an application that you may need in the future.
#

import boto3

# the name of the application to delete
# IMPORTANT: verify this name corresponds to the application you wish to delete
application_name = 'MyDemoApp'

# create and iterate over a list paginator such that we end up with a list of pages,
which are themselves lists of applications

# e.g. [ [{'Name':'MyAppl',...},{'Name':'MyApp2',...3}]1, [{'Name':'MyApp3',...}] 1]

list_of_app_lists = [page['Items'] for page in
appconfig.get_paginator('list_applications').paginate()]

# retrieve the target application from the list of lists

application = [app for apps in list_of_app_lists for app in apps if app['Name'] ==
application_name][0]

print(f"deleting application {application['Name']} (id={application['Id']1})")

# delete all configuration profiles
list_of_config_lists = [page['Items'] for page in
appconfig.get_paginator('list_configuration_profiles').paginate(ApplicationId=application[’
for config_profile in [config for configs in list_of_config_lists for config in
configs]:
print(f"\tdeleting configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all hosted configuration versions

list_of_hcv_lists = [page['Items'] for page in
appconfig.get_paginator('list_hosted_configuration_versions').paginate(ApplicationId=applic
ConfigurationProfileId=config_profile['Id'])]

for hcv in [hcv for hcvs in list_of_hcv_lists for hcv in hcvs]:

appconfig.delete_hosted_configuration_version(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'], VersionNumber=hcv['VersionNumber'])
print(f"\t\tdeleted hosted configuration version {hcv['VersionNumber']}")

# delete the config profile itself

appconfig.delete_configuration_profile(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'])

print(f"\tdeleted configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all environments

o
o
o
o
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list_of_env_lists = [page['Items'] for page in
appconfig.get_paginator('list_environments').paginate(ApplicationId=application['Id'])]
for environment in [env for envs in list_of_env_lists for env in envs]:
appconfig.delete_environment(ApplicationId=application['Id'],
EnvironmentId=environment['Id'])
print(f"\tdeleted environment {environment['Name']} (Id={environment['Id']})")

# delete the application itself
appconfig.delete_application(ApplicationId=application['Id'])
print(f"deleted application {application['Name']} (id={application['Id']})")

JavaScript

// this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

// WARNING: this code will permanently delete the given application and all of its
sub-resources, including

//  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

// an application that you may need in the future.

import {
AppConfigClient,
paginatelListApplications,
DeleteApplicationCommand,
paginateListConfigurationProfiles,
DeleteConfigurationProfileCommand,
paginateListHostedConfigurationVersions,
DeleteHostedConfigurationVersionCommand,
paginatelListEnvironments,
DeleteEnvironmentCommand,

} from "eaws-sdk/client-appconfig";

const client = new AppConfigClient();

// the name of the application to delete
// IMPORTANT: verify this name corresponds to the application you wish to delete
const application_name = "MyDemoApp";

// iterate over all applications, deleting ones that have the name defined above
for await (const app_page of paginatelListApplications({ client }, {3})) {
for (const application of app_page.Items) {
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// skip applications that dont have the name thats set
if (application.Name !== application_name) continue;

console.log( ‘deleting application ${application.Name} (id=${application.Id})’);

// delete all configuration profiles
for await (const config_page of paginatelListConfigurationProfiles({ client },
{ ApplicationId: application.Id })) {
for (const config_profile of config_page.Items) {
console.log( "\tdeleting configuration profile ${config_profile.Name} (Id=
${config_profile.Id})");

// delete all hosted configuration versions
for await (const hosted_page of
paginatelListHostedConfigurationVersions({ client 3},
{ ApplicationId: application.Id, ConfigurationProfileld:
config_profile.Id }
)) {
for (const hosted_config_version of hosted_page.Items) {
await client.send(
new DeleteHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
VersionNumber: hosted_config_version.VersionNumber,
D)
);
console.log( "\t\tdeleted hosted configuration version
${hosted_config_version.VersionNumber} );

}

// delete the config profile itself
await client.send(
new DeleteConfigurationProfileCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
1)
);
console.log( "\tdeleted configuration profile ${config_profile.Name} (Id=
${config_profile.Id}) )
}

// delete all environments

o
o
o
o
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for await (const env_page of paginatelListEnvironments({ client },
{ ApplicationId: application.Id })) {
for (const environment of env_page.Items) {
await client.send(
new DeleteEnvironmentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
)
);
console.log( "\tdeleted environment ${environment.Name} (Id=
${environment.Id}) ")
}

// delete the application itself
await client.send(

new DeleteApplicationCommand({ ApplicationId: application.Id })
);

console.log( ‘deleted application ${application.Name} (id=${application.Id})"’

o
o
o
o
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aws appconfig get-account-settings
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aws appconfig update-account-settings --deletion-protection Enabled=value
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aws appconfigdata get-latest-configuration --configuration-token $(aws
appconfigdata start-configuration-session --application-identifier ID --

environment-identifier ID --configuration-profile-identifier ID --query
InitialConfigurationToken) outfile.txt
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aws appconfig delete-environment --environment-id ID --application-id ID --
deletion-protection-check APPLY
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An error occurred (BadRequestException) when calling the DeleteEnvironment
operation: Environment Beta is actively being used in your application and cannot

be deleted.
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aws appconfig delete-environment --environment-id ID --application-id ID --
deletion-protection-check BYPASS
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/role_name"
},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"
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"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": "kms:GenerateDataKey",

"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
}

Secrets Manager ¥ £ & A& 6t7Lt T2 22| 7|2 = 5HE 7|EF 74 CIO|EE M85te B2

=
retrievalRoleArn2 HIO|EHHE =5 35t5t1 AMSt7| 23 kms:Decrypt7t 2 FLICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
}
]
}

A 53 ZEAE = Clo|E{ol| CHEt £t ZRIAE HEE Zests M= 7|-2f mlo{ MEILICH

AWS KMS £ &35t ZHEIAEE F7} Q15 HIO|E{Z AF85t04 QIS El &S5 X|HELICH lo|E
3t ™| AdE53t HEHAEE 1 &t5iHE 4535 HHAEE 3 351E O|0|E{0ll AWS KMS H}Q!

A5 HEHAEES XS0k O] HIOIEE sHSE + U&LICH

AN
==
3 5ol 2% 5 ZIAEE AWS AppConfig AL EILICH A0l HIOlE| K80l s st
7l9t 7 Hlole] #22 Algste gtol ZeELICH

oM AWS KMS 12 2| 7|1E A8 3t= B AWS CloudTrail &= Amazon CloudWatch Logs&
A&3t0{7F 2 AWS AppConfig ELE RE S FXE AWS AppConfigs U&LICH AWS KMS.

ol

Ctg oM=7t 2 el 7|2 2 S8 ClO|E{o| M| ADecryptstZ| 9/t 01 A
LIE{2 AWS KMS AWS AppConfig 37| ¢/8t CloudTrail O|HIE QIL]|C}

getygs =2

of cHet X% oilolE| &= 3t AWS AppConfig 342


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context

AWS AppConfig

Add a permission2|

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "appconfig.amazonaws.com"
1,
"eventTime": "2023-01-03T02:22:28z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "Region",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:appconfig:deployment:arn":

"arn:aws:appconfig:Region:account_ID:application/application_ID/

environment/environment_ID/deployment/deployment_ID"
1,
"keyId": "arn:aws:kms:Region:account_ID:key/key_ ID",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
3,
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "account_ID",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:Region:account_ID:key_ID"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "account_ID",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"appconfig:CreateApplication",
"appconfig:CreateEnvironment",
"appconfig:CreateConfigurationProfile",
"appconfig:StartDeployment",
"appconfig:GetlLatestConfiguration"
"appconfig:StartConfigurationSession"

1,

"Resource":"*"
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import time
import boto3
client = boto3.client('appconfig')

def finish_secret(service_client, arn, new_version):
"""Finish the rotation by marking the pending secret as current
This method finishes the secret rotation by staging the secret staged AWSPENDING

with the AWSCURRENT stage.
Args:
service_client (client):

arn (string): The secret ARN or other identifier
The new version to be associated with the secret

The secrets manager service client

new_version (string):
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# First describe the secret to get the current version
metadata = service_client.describe_secret(SecretId=arn)
current_version = None
for version in metadata["VersionIdsToStages"]:
if "AWSCURRENT" in metadata["VersionIdsToStages"][version]:
if version == new_version:
# The correct version is already marked as current, return
logger.info("finishSecret: Version %s already marked as AWSCURRENT for
% (version, arn))
return

o
%S

current_version = version
break

# Finalize by staging the secret version current
service_client.update_secret_version_stage(SecretId=arn, VersionStage="AWSCURRENT",
MoveToVersionId=new_version, RemoveFromVersionId=current_version)

# Deploy rotated secret

response = client.start_deployment(
ApplicationId='TestApp',
EnvironmentId='TestEnvironment',
DeploymentStrategyId='TestStrategy',
ConfigurationProfileId="'ConfigurationProfileld’,
ConfigurationVersion=new_version,
KmsKeyIdentifier=key,
Description='Deploy secret rotated at ' + str(time.time())

logger.info("finishSecret: Successfully set AWSCURRENT stage to version %s for
secret %s." % (new_version, arn))
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"eventVersion": "1.09",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Administrator",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"attributes": {
"creationDate": "2024-01-11T14:37:02Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-11T14:45:157",
"eventSource": "appconfig.amazonaws.com",
"eventName": "StartConfigurationSession",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Boto3/1.34.11 md/Botocore#1.34.11 ua/2.0 os/macos#22.6.0

md/arch#x86_64 lang/python#3.11.4 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.11",

"requestParameters": {

"applicationIdentifier": "rrfexample",
"environmentIdentifier": "mexampleqe@",
"configurationProfileIdentifier": "3eexampleul"

}I
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"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-aaaaaEXAMPLE",
"eventID": "alb2c3d4-5678-90ab-cdef-bbbbbEXAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::AppConfig::Configuration",
"ARN": "arn:aws:appconfig:us-east-1:123456789012:application/rrfexample/
environment/mexampleqe®@/configuration/3eexampleul"
}

1,
"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "appconfigdata.us-east-1.amazonaws.com"
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