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{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:AWS ##:account_ID:secret:secret_name-alb2c3"
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetParameter"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:parameter/parameter_name"
]
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetDocument"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:document/document_name"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "appconfig.amazonaws.com"

}I

"Action": "sts:AssumeRole"

AWS AppConfig0il A o Z2[71|0|ME et LA H O]A

ol ==o| L/t oiZ

O| MiAdo| Mxt= o Z2|7i|0|0|2H= AWS AppConfig OIE|HHE E MAMet=

2|70|M2 Ht=6| o EE|7H0|Me| HUAHO|AE AlHEets ECiQt 242 ZEM A MHAULICH Ol =
X AMe Ad Fco| AR EHe|ol 2HA|I7} Ql&LICEH o & S0{ MyMobileAppOl2t= OHEEZ|F0lME
M50 A A7 M x(IEH ZHEY O E2[FH0|Me| 44 CIOIEE 75t BEIE = UAS&LICH E A
83t0{ 7|5 Eeia E= b7 @A 74 CIO|EE AWS AppConfig HIEZ 5t 1 M 5t2{H MX{ o|24&t

CHe WROIME B82S 7|5 210 74 ZR2EI HZsHE SMS MTHLIC HTS THS 44
St7LE BHEsHs AWS AppConflg SEEL I re;ér Aol 25 £ S5E FUste 7152 2
sHetLICh XEMIEH LI 2 AWS AppConfig 2% 0ls] EHlg A SHIAIR.

(® Note
AWS CloudFormation & AF&35t0{ OfZ2[7|0|M, &F, 78 ZE2E, iE, HiZ MEF L 5 A
2 74 HE S Z &S AWS AppConfig OtE|HE S ’éﬁ’é;%* T UELICH REAE LHE2AWS
CloudFormation A2 MHAM S| AWS AppConfig EIAA K% HEE HZXFMAIL.

HdAmolA Mo


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppConfig.html

AWS AppConfig ALEXl 710|=

=
« AWS AppConfig OHZ 2|7 0| M

A
[N
« AWS AppConfig O Z2|AH| 0| ME(HHE)

AWS AppConfig OHZZ|7|0|M MMH(E &)

CHS M™itof et 242 AF8 804 AWS AppConfig AWS Systems Manager O Z 2|71 0|42 A A5t
L|C}.

ofZE(7H ol dd

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2

AL|ct.

2. ErA Fof M o Z 2|71 0] M(Applications)2 MEAEH CHZ OfZ 2|71 0| M M 4(Create application)2
MEdhL |t

3. O|ol ojEE|7o|Me| o|F 2 =T LICH

4. MAHo| o Z2|7Ho|Mof CHEF ME S =TIt

5. (MEd AME) 2E MMo| SSoiA &R 2 MEBLICH XFAIE LIS AWS AppConfig 2% 0|5
EHHE EHESHAAIR

T MiMof 7|t MEHA g2 I=AgtLCt. stLbel 2|4 Ao CHEH =[CH 50702 EHE

AWS AppConfig = OHE (70| S Mt CtS 2t d 'S E AR LICE AWS AppConfigoii A ofZ 2|
70| QIFt BHAS BHELICIZ O

AWS AppConfig O Z 2|7 0| Mo(BH

B

ClS ™xtol M= AWS CLI (Linux 5= Windows) E=& AF2304 AWS AppConfig OHZ 2|7 0|
AWS Tools for PowerShell 2435l = &g M ghL|C.

EAEZE o ZC|FH 0|ME Y dstE ™

=
= BPE A™sto{ ol Z2(7oldE YEELICH

AWS AppConfig OfZE|7/|0|d M (E&) 18


https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig ALEXl 710|=

Linux

aws appconfig create-application \
--name A_name_for_the_application \
--description A_description_of_the_application \
--tags User_defined_key_value_pair_metadata_for_the_application

Windows

aws appconfig create-application ~
--name A_name_for_the_application A
--description A _description_of_the_application ~
--tags User_defined_key_value_pair metadata_for_the_application

PowerShell

New-APPCApplication
-Name Name_for_the_application °
-Description Description_of_the_application °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_for_the_application

Linux
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
Windows
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}

AWS AppConfig O Z2|7/|0|d MH(HHE) 19
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PowerShell

ContentLength
Description
HttpStatusCode
Id

Name

ResponseMetadata :
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: Runtime of the command

: Description of the application
: HTTP Status of the runtime

: Application ID

: Application name

Runtime Metadata
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aws appconfig create-environment \
--application-id The_application_ID \
--name A_name_for_the_environment \
--description A_description_of_the_environment \

AWS AppConfig &3 MMH(HHE) 21
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--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" \

--tags User_defined_key_value_pair _metadata_of_the_environment

Windows

aws appconfig create-environment #

--application-id The_application_ID *

--name A_name_for_the_environment *

--description A_description_of_the_environment

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" »

--tags User_defined_key_value_pair_metadata_of_the_environment

PowerShell

New-APPCEnvironment

-Name Name_for_the_environment °

-ApplicationId The_application_ID

-Description Description_of_the_environment °

-Monitors
@{"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn"} °

-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_environment

Linux
{
"ApplicationId": "The application ID",
"Id": "The_environment ID",
"Name": "Name of the environment",
"State": "The state of the environment",
"Description": "Description of the environment",

"Monitors": [

{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",

AWS AppConfig 4 MM(HHE)

22



AWS AppConfig ALEXl 710|=

"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"

}
]
}
Windows
{
"ApplicationId": "The application ID",
"Id": "The environment ID",
"Name": "Name of the environment",
"State": "The state of the environment"
"Description": "Description of the environment",
"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"
}
]
}
PowerShell
ApplicationId : The application ID
ContentLength : Runtime of the command
Description : Description of the environment
HttpStatusCode : HTTP Status of the runtime
Id : The environment ID
Monitors : {ARN of the Amazon CloudWatch alarm, ARN of the IAM role for
AppConfig to monitor AlarmArn}
Name : Name of the environment
Response Metadata : Runtime Metadata
State : State of the environment

AWS AppConfigtlM 4 T2 dMHZ 0|5 g LCt.
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- AR A M AR "HA M O AWS AH|A 2 Systems Manager £ & §tLtofl CIO|E{E
Mg = A&Lich
« AWS AppConfig ZAE!l M AE0]
* Amazon Simple Storage Service(S3)
» AWS CodePipeline
* AWS Secrets Manager
« AWS Systems Manager (SSM) Z}2t0|E{ A E 04
« SSM BM XME A

(® Note
Jtst A R 29 7|sn &4 E 752 MB5=22 AWS AppConfig EA R 74 AE 04
oM #4 CIO|E{E EARIGtE W0l E&LICH

Chee cherst faol T4 HlolEle 7l BalaolM EE 74 T2 Lo ALY 4 9l wHe o
& olsfsts ol T2l Bl % 7hxl 74 lole] ME LIc

7ls &2 4 dlolH
ChHE 715 Ecla FE HlolEHE 2ldEz 2HtYd A & 712 2ME gd3t e HIgg& Lo

JSON

"allow_mobile_payments": {

N
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AR 7H0|E

"enabled": false

iy

"default_payments_per_region": {
"enabled": true

YAML

allow_mobile_payments:
enabled: false

default_payments_per_region:
enabled: true

29 74 lole

S Ak A 74 HlolEE ofE 2|7 0]40]
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JSON
{

"throttle-limits": {
"enabled": "true",
"throttles": [

{
"simultaneous_connections": 12
},
{
"tps_maximum": 5000
}
1,
"limit-background-tasks": [
true
]
}
}
YAML

throttle-limits:

g *

N
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enabled: 'true'

throttles:

- simultaneous_connections: 12
- tps_maximum: 5000
limit-background-tasks:

- true

oH |4 Ko =5 744 ol o|E

CHE ANIA Mof B2 XHR HA 74 HOIEE OB A 0lMo] AM A 4

XLt

JSON

"allow-1list": {
"enabled": "true",
"cohorts": [

{

"internal_employees": true

"beta_group": false

"recent_new_customers": false

"user_name": "Jane_Doe"

"user_name": "John_Doe"

YAML

allow-list:
enabled: 'true'
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cohorts:

- internal_employees: true

- beta_group: false

- recent_new_customers: false
- user_name: Jane_Doe

- user_name: Ashok_Kumar

|
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-1 Z| M AWS AppConfig
« oM At A 74 =2 E M4 AWS AppConfig
__I.L

é) £§u|.0| AHA‘|

oM 7|8 Eclia +48 Z2H M4 AWS AppConfig
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Jls B8 74 Z2US MAEHA
&1 BT ROt TS KINY + UL
442 EHss oL 442 B
ol4dofl HELICt

&4 ol oiE

L 7|1&E 7o
&Lct sMo|gt 7|1
21 7|2 enable EEE disable

2|7 o]0l HiZ E[X| &=

ZZ2EZ LHo M M

= =
« Oof CHE & &= 0|3 AWS.AppConfig.FeatureFlags
= M2 M HH| XME

EZola
Zpjaet o4

T E gfuct k2 a=ofl o7t Liet

Define attributes

Key Type Constraint
[ currency ] [ String v ] [ CAD,USD,MXN J ( Remove )
(C] Required (O Regular expression

© Enum

( Add new attribute )
[
Attribute Values
1
Key Key
currency [ CAD
Cancel Apply
(® Note
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- 715 Eelao sd2 i Eciarvt 8dstEl ZRof|Bt GetLatestConfiguration 85

AWS AppConfig £ CtE1t 22 f82| Eeia £45 sl Mo =4S X[HELICH

3 Constraint =l
A M EXtQ 2| Regex IHEH
Enum EXGA AMEE £ UE U S
=
=
=it E|A Mol CHst = A =XF gk
Maximum &Aoo cist =[CH =&t
22 Y= Y=
EAY Hi MA HiY @ A 0| Mt Al miEd
Enum HHQEd @ A0 ALEE &= U U
2=
i B |
ZAF HH ZA HE A0 %A =X Z
Maximum HHQ @ A 9| =|CH =&} 2k

s &l FE Z2EH Y (EE)

Ct= A&xtoi k2t AWS AppConfig 2&2 AF& 35104 AWS AppConfig 7|5 ZEell1 78 Z2EHS MY
gL FE Z2EHE dHE M 7|2 7[5 EelaE dde =% JU&LIch

HI =4

SN IS IS AASH= Hi e

rr

1. hitps://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& =
ALt
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AR 7H0|E

AWS AppConfig

AWS AppConfigtiM 7|5 e 3 44 O|o|E B Z = o|S§fLCt.

7ls Eceila FE Z2EH dY(BEE)

Ct= ™Atoi M= AWS Command Line Interface (Linux 52 Windows) EE= Tools for Windows
PowerShell2 AF&304 AWS AppConfig 715 Ecil 74 T2 ZI2 M5t &S MHEFLICH +

dzzds ddeg m 7|8 7|5 Eela g 48 =& U&LIcH

1. B YLIct AWS CLI

2. |82 AWS.AppConfig.FeatureFlagsZ X|H3t0{ 7| Eelila +4 =222 ML
T8 Z2EH2 2X| URIO CHSH hostedS Ar&3SHOk & LICEH
Linux

aws appconfig create-configuration-profile \
--application-id APPLICATION_ID \
--name CONFIGURATION_PROFILE_NAME \
--location-uri hosted \
--type AWS.AppConfig.FeatureFlags

Windows

aws appconfig create-configuration-profile ~
--application-id APPLICATION_ID *
--name CONFIGURATION_PROFILE_NAME ~
--location-uri hosted ~
--type AWS.AppConfig.FeatureFlags

PowerShell

New-APPCConfigurationProfile °
-Name CONFIGURATION_PROFILE_NAME °
-ApplicationId APPLICATION_ID °
-LocationUri hosted °
-Type AWS.AppConfig.FeatureFlags

75 Bol1 78 Z2E 24
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AR 7H0|E

3. 7ls el FH HIoIHE ddstAMA|2. C0|E = JSON & 4{0]o{of 5tH
AWS . AppConfig.FeatureFlags JSON A 7|08 &435lof &
2 of gt & &= 0|5l AWS.AppConfig.FeatureFlags MM g 2 ZE5HAA|2.

LICE A Z|okoil CHEF REAMIEE LHE

4. CreateHostedConfigurationVersion APIE At&3t0{ 7|5 Z2i1 /8 CIO|E{& AWS

AppConfigdll A& & LICt

Linux

aws appconfig create-hosted-configuration-version \
--application-id APPLICATION_ID \
--configuration-profile-id CONFIGURATION_PROFILE_ID \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data.json \
--cli-binary-format raw-in-base64-out

Windows

aws appconfig create-hosted-configuration-version #
--application-id APPLICATION_ID *
--configuration-profile-id CONFIGURATION_PROFILE_ID *
--content-type "application/json" 2
--content file://path/to/feature_flag_configuration_data.json ~
--cli-binary-format raw-in-base64-out

PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId APPLICATION_ID °
-ConfigurationProfileId CONFIGURATION_PROFILE_ID °
-ContentType "application/json"
-Content file://path/to/feature_flag_configuration_data. json

0| H2 Content Tt2tOIE{ 0 X|HE ZHIXE C|AT M 2EEFLICH 2 EHIAE CF2 of| A9
S AtshoF g LICt,
{
"flags": {
"ui_refresh": {
"name": "UI Refresh"
715 B24a 7Y 22 MY 32
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iy

"values": {
"ui_refresh": {
"enabled": false,
"attributeValues": {
"dark_mode_support": true

iy

"version": "1"

Linux
{
"ApplicationId" : "ui_refresh",
"ConfigurationProfileId" : "UI Refresh",
"VersionNumber" H
"ContentType" : "application/json"
}
Windows
{
"ApplicationId" : "ui_refresh",
"ConfigurationProfileId" : "UI Refresh",
"VersionNumber" N
"ContentType" : "application/json"
}
PowerShell
ApplicationId : ui_refresh
ConfigurationProfileId : UI Refresh
VersionNumber 1
ContentType : application/json
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service_returned_content_file 0= AWS AppConfig 243 E MEIH|O|E{7} =& E 7
HlO|E{7t Z & E|o] AU&LCt.

(® Note
FAE T HEE Mg M= ClIo|E{ 7t AWS.AppConfig.FeatureFlags JSON A 7|
OtE &8=X| AWS AppConfig & QIEtLICt.= CIoIE Q| Zt 7|5 &2 Sdol e &
4 x o

‘doi cHalf Holst MeF ZHE S F35H=X| AWS AppConfig F7I2 AS & LICH

CtE #HYE 7|ls el M4y

7|5 Ecia HES A8t %ol Cisl Brete = Qe Eoia gt MEE Holg = U&Lch o
B4 Zeiaol cis ChY st HEN(E 85t E= HIZEShHE 788 =& U&LICH ?'_"%'QE TIEE
28 QME m oOHES(AH 0|ME AL AL Ho| 75 MEE 7IE22 AWS AppConfig 7t 74!
AEE NS 8ol X|IHE HEAEQ B0l HolE #&lo et= o ZE2(7H o|Moi CHE &
22 Zt2 AWS AppConfig 2HeHetL|C}

CtE AT EIX2 M 7K A3 Hol HEn 7|2 #HE0| UeE 7Is E2ia2| o § EoiF Lt

Feature ﬂag Variants Info Reorder variant up Reorder variant down Edit

Name |  Enabled value | Attribute values | Rule
(or (eq $userld "Alice") (eq $userld
O betatesters @ - "123456789012"))
0O EU demographic (:) ON R (and (ends_with $email

"@example.com") (eq $continent "EU") )

(and (matches pattern::".*@example\
(@) QA testing () ON - \.com" in::$email) (contains $roles
"Engineer") (gt $tenure 5) )

O default O ON

@ Variant order is used for evaluation logic

Variants are evaluated as an ordered list based on the order shown and any specified rules. The variant at the top of the list is evaluated first. If no rules match the supplied context,
AWS AppConfig returns the default variant.
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EMAULICEH o€ S0, AHEXI IDE AlHE|= Ao AIEXIE EH HEE 2 = Qs AEHE =3
StOAL & = U&LICH E= 2012 LHLH LEHE ALEXF B FXISHHAM 5%2| AFE XA HX 7|
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T AEIUE /& E MSKES R|YELICH Aol d35H MEE 74/2 s2|7L Y HEE 7|8
U2 HE =& JU&LICH

CtEs B 7|1s Zella 2! ol3H

7ls £l HYE S MAEE W sHE ™o ciet &l XIH3loF & LICH &2 ZHAEAE 2t =
OZ dhol B2 ANE £HOZE MMt EHAQLICH o & E0{ HIEF AFEXHAIE IDE A8 E) o]
CHEE Eclila HY S MEIStE AS Hol5t04 A8 AL QlE{HO|A ME T RS HAEE = U&LICE
O| AlLt2|22| B2 CIEE s™eLict

1. UUMZ 1302t MER 7|5 Eclila +d =222 MMehLcH

2. ui_refreshtle MER 7|5 Eci22 MAsLct

3.7l EcHOE WSt & HESto ™S FUHELIC

4. BetaUsersZt= M HE@ S M50 gMstehLICt.

5. HEIDFEH s B HES MEHE

QY HAHAEO| HE ID7H M HIE EHEE 25 §QIE
x4

E BetaUsersOl CHEF 72l
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7t 715 Beia O’é% AWS AppConfig 12|18 [ AccountID(0] MiF|2| )2 =
AEE BetaUsers #4830 Mx{ H|m & L|C}. ZAEIA E 7} BetaUsers0l| CHEH #5104 =

Et Z¥oll CHEt #4J ClIO|IE{& AWS AppConfig BtetefL|Ct HEIAEof H™ ID7t & EIX| 2 7Lt
HID7t 123 0lle| Zto B BLi= d* = 7|2 #E|of chEt 4 |O|E{& AWS AppConfig et gt
Ch &, AASA7 Z2EHM #ZoM #xH ZES =Lict
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String S2M=EEE 72 UTF-8 A "apple", "###e# HHSH#"
AlRA L} '
Integer 64H|E &= ghlLict R
Float B4H|E IEEE-754 25 A4

3.14, 1.234e-5
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Timestamp

MHI

[

m
|>
[m
;l:.ﬁ

gt

gte

Ite

true EE £ false 2t &ILICH.

& BI S0l HAHAEN M
AME|E= $key BAO| miztO|
Est = gt dLct.

MY

AHAE 710l X|HE 7240t S
UstX| iR E A-EE LIt

of| A|

2012-03-04T05:06:0
7-08:00, 2024-01

true, false

$country, $userld

of Al

(eq $state "Virginia")

(gt $age 65)

(gte $age 65)

(1t $age 65)

(1te $age 65)
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Q4ER} MY of| A
and T QAR 7 25 trueQ!X| (and
iR & A™eLICH. (eq $state "Virginia
Il)
(gt $age 65)
)
or I|QdAkAt B Skt O 40| true (or
Qx| iR & AYE LIt (eq $state "Virginia
ll)
(gt $age 65)
)
not EHMO  AS W2 BEEU L (eq $state
C}. "Virginia"))
ArERE K| A4k}
Q44ER} =k 04| K|
begins_with UEAE glo] X8 HFA (begins_with $state
2 AZtetEX| o2 E AN ATy
LIt
ends_with UHAE gfo| X|GE HFA (ends_with $email
= :'E:LI—I'EXI o:i_l?l_% 7E=|§5||%=II-I-—| "amaZOn.com")
Ct.
contains URLE 2o X8 stel & (contains $promoCode
AtEo| 2 gtklo] U =X 048 "WIN")
& ZxsLo
BElof UK O4RE AHE  ygeny)
L|cH
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QA4FRL =ES 04| |
matches ZHEIAE Zio| X[™E Ert 4]
- L (matches in::$greeting
'u‘HEI_-IJ_"l- OElegl-:X O:i_l?l_% 7E=| pattern: :"h‘*y")
MEfct
exists AHAE 7|0 gfo| MBEIA :
_ (exists key::"country")
=X| {2 E Z-ELICt
i MN== FHEIAE Z7Fo| elatE|
split _“o == ehof ezt (split pct::10 by::$user
HAIE 7IE2 2 X|EE HIE Id seed::"abc")
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LICH split &S Alof| Y
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=
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A: (split by::$uniqueld pct::20)
C: <no rule>

of4ch2 olol uniqueld 2t EE S MBste chamt 22 Em o} MMELICH

A: 20%
C: 80%

Ml Hmf HEE FI71otR|2E o|et SUEH B HIESE MEsleE B

A: (split by::$uniqueld pct::20)
B: (split by::$uniqueld pct::20)
C: <default>

Z= ct2ot 22 =7t o|Fo{FELct.

A: 20%
B: 0%
C: 80%

Ol HA Mo E of x| Ret HIZ= ZF ¥HY 7 E|0| = MOHE HIHE|D X i 2 x(of| rhat BHeteEl B
HItet™ uniqueld 242l 20%7 P 2UX[StEE X Hml
7 Ct. 2Lt & Hm 28 24+ YXIFIE 2E uniqueld
Y & AQt o|0| xR 2 2 B YUX|st= 240| gL ct. CHAl 7|2 B4 ol etetEL|Ct
i of

A: (split by::$uniqueld pct::20)
B: (split by::$uniqueld pct::25)
C: <default>

O| of|Al|et Ob&H 7L K| 2 uniqueId 2O ME 20%= A AL Ux|FLICH ¥ 73 B
uniqueld gt2Q| 25%7F Lx|5tX|Bt O|Fof| Ux|Et #& ASl IR 22 YUK H
Ol 5%E &7(1 LIHX| =4 4 Cot & H&LIct 22 = Ch31 Z&LUct.

A: 20%
B: 5%
C: 75%
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A: (split by::$uniqueld pct::20 seed::"seed_one")
B: (split by::$uniqueld pct::25 seed::"seed_two")
C: <default>

A MAEH LRISHE uniqueld 2f2] 20% 7t #& A2t LRITLICH &, 2L2| 80%7t S1tetod HE
=l Boi| Cisll ElAEELICH AEE CH27| ZE0i At Y|t gLt BoE YXIStE 2F 7hof & ztetA|
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A: 20%
B: 20% (25% of what falls through from A, or 25% of 80%)
C: 60%
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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ool ME HEE XI™Hete 7+ s Mgt
I, It 2 AWS . AppConfig.FeatureFlags JSON A 7|0}
20| A7|0OF LHE 2 CHE2t RAHEFLICE.

—_

1 |=|

~

"flags": {
"FLAG_NAME" : {

"attributes": {
"ATTRIBUTE_NAME" : {
"constraints": {

"type": "CONSTRAINT_TYPE"

}
.
"description": "FLAG_DESCRIPTION",
"name": "VARIANT_NAME"
}
.
"values": {
"VARIANT_VALUE_NAME": {
"_variants": [
{
"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN
},
"enabled": BOOLEAN,
"name": "VARIANT_NAME",
"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN
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"enabled": BOOLEAN,
"name": "VARIANT_NAME",
"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

.

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"

}

+
"version": "VERSION_NUMBER"

CHS2 M 7EX| HEn 7|2 HEol e E ol L.

"flags": {
"ui_refresh": {
"attributes": {
"dark_mode_support": {
"constraints": {
"type": "boolean"

}
},

"description": "A release flag used to release a new UI",

"name": "UI Refresh"

}
},
"values": {
"ui_refresh": {
"_variants": [

{
"attributeValues": {
"dark_mode_support": true
1,
"enabled": true,
"name": "QA",
7ls 2l 78 Z2E MY 46
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"rule": "(ends_with $email \"qa-testers.mycompany.com\")"
I
{
"attributeValues": {
"dark_mode_support": true
I
"enabled": true,
"name": "Beta Testers",
"rule": "(exists key::\"opted_in_to_beta\")"
I
{
"attributeValues": {
"dark_mode_support": false
I
"enabled": true,
"name": "Sample Population",
"rule": "(split pct::10 by::$email)"
I
{
"attributeValues": {
"dark_mode_support": false
I
"enabled": false,
"name": "Default Variant"
}
]
}
I
"version": "1"
}

2. CreateHostedConfigurationVersion APIE At&35t0{ 7|5 Z2i1 /8 CIO|E{& AWS
AppConfigll A& &L|Ct.

Linux

aws appconfig create-hosted-configuration-version \
--application-id APPLICATION_ID \
--configuration-profile-id CONFIGURATION_PROFILE_ID \
--content-type "application/json" \

--content file://path/to/feature_flag_configuration_data.json \

--cli-binary-format raw-in-base64-out \
outfile

7ls Eela 74

I Z I AHA

o o

47



AWS AppConfig ALEXl 710|=

Windows

aws appconfig create-hosted-configuration-version ~
--application-id APPLICATION_ID *
--configuration-profile-id CONFIGURATION_PROFILE_ID ~
--content-type "application/json" 2
--content file://path/to/feature_flag_configuration_data.json *
--cli-binary-format raw-in-base64-out ~
outfile

PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId APPLICATION_ID °
-ConfigurationProfileId CONFIGURATION_PROFILE_ID °
-ContentType "application/json" °

-Content file://path/to/feature_flag_configuration_data.json °
-Raw

service_returned_content_file 0= AWS AppConfig & A E HIEIHIOIEIE £ &3l
= 78 Olo|E{7F Z& /0] AU&LC.

@ Note
AR M HEE MMHE = Clo|E{7F AWS. AppConfig.FeatureFlags JSON £ 7|
0tE Z&48=X| AWS AppConfig £ QI8tL|Ct. AWS AppConfig EE8H= CI|O|E{2] 2 7|5
Zeia £-40| s SMof chal Holdt M ZHE SFst=X| =R LICH

ofl CH8F & &= 0|3 AWS.AppConfig.FeatureFlags

AWS .AppConfig.FeatureFlags JSON A7|0t2 HZZ AF&35104 7|5 £ # 4 CIO|EE M4
grLct.

{
"$schema": "http://json-schema.org/draft-07/schema#",
"definitions": {
"flagSetDefinition": {
"type": "object",
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"properties": {
"version": {
"$ref": "#/definitions/flagSchemaVersions"
I
"flags": {
"$ref": "#/definitions/flagDefinitions"
},
"values": {
"$ref": "#/definitions/flagValues"
}
},
"required": ["version"],
"additionalProperties": false
I
"flagDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/flagDefinition"
}
},
"additionalProperties": false
},
"flagDefinition": {
"type": "object",
"properties": {

"name": {
"$ref": "#/definitions/customerDefinedName"
},
"description": {
"$ref": "#/definitions/customerDefinedDescription"
.

" _createdAt": {
"type": "string"
},
"_updatedAt": {
"type": "string"
I
"_deprecation": {
"type": "object",
"properties": {
"status": {
"type": "string",
"enum": ["planned"]
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},
"date": {
"type": "string",
"format": "date"
}
I
"additionalProperties": false
I
"attributes": {
"$ref": "#/definitions/attributeDefinitions"
}
I

"additionalProperties": false

iy

"attributeDefinitions": {

"type": "object"

’

"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {

"$ref": "#/definitions/attributeDefinition"

}
}I

"maxProperties":

25,

"additionalProperties": false

iy

"attributeDefinition": {
"type": "object",

"properties": {

"description": {
"$ref": "#/definitions/customerDefinedDescription"
.
"constraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" },
{ "$ref": "#/definitions/arrayConstraints" },
{ "$ref": "#/definitions/boolConstraints" }
]
}

}I

"additionalProperties": false

iy
"flagValues": {

"type": "object",
"patternProperties": {

s Bl 74 Z2E B4
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"Ala-z][a-zA-Z\\d_-1{0,63}%$": {
"$ref": "#/definitions/flagValue"
}
I
"additionalProperties": false
I
"flagValue": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
I
" _createdAt": {
"type": "string
},
"_updatedAt": {
"type": "string
I
"_variants": {
"type": "array",
"maxLength": 32,
"items": {
"$ref": "#/definitions/variant"

}
I
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeValue",
"maxProperties": 25

}
I
"additionalProperties": false
I
"attributeValue": {

"oneOf": [
{ "type": "string", "maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },

{
"type": "array",
"oneOf": [
{
"items": {

s Bl 74 Z2E B4
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Iltypell: "String",
"maxLength": 1024

}
},
{
"items": {
"type": "number"
}
}

}
1,

"additionalProperties": false

}I
"stringConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["string"]
},
"required": {
"type": "boolean"

I
"pattern": {
"type": "string",
"maxLength": 1024
I
"enum": {
"type": "array",
"maxLength": 100,
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
},
{
"type": "integer"
}
]
}
}
I
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"required": ["type"],
"not": {
"required": ["pattern", "enum"]
I
"additionalProperties": false
I
"numberConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["number"]
},
"required": {
"type": "boolean"
I
"minimum": {
"type": "integer"
},
"maximum": {
"type": "integer"
}
},
"required": ["type"],
"additionalProperties": false
I
"arrayConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["array"]
},
"required": {
"type": "boolean"
I

"elements": {

"$ref": "#/definitions/elementConstraints"

}
I
"required": ["type"],
"additionalProperties": false
},

"boolConstraints": {

s Bl 74 Z2E B4
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"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["boolean"]
I
"required": {
"type": "boolean"
}
I
"required": ["type"],
"additionalProperties": false

},
"elementConstraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" 3},
{ "$ref": "#/definitions/stringConstraints" }
]
},

"variant": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"

},
"name": {
"$ref": "#/definitions/customerDefinedName"
I
"rule": {
"type": "string",
"maxLength": 16384
I

"attributeValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-]{0,63}$": {
"$ref": "#/definitions/attributeValue"
}
},
"maxProperties": 25,
"additionalProperties": false
}
},

"required": ["name", "enabled"],
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"additionalProperties": false

.

"customerDefinedName": {
"type": "string",

"pattern": "A[M\\nl{1,64}%"

.

"customerDefinedDescription": {
"type": "string",
"maxLength": 1024

.

"flagSchemaVersions": {

"type": "string",
"enum": ["1"]
}
},
"type": "object",
"$ref": "#/definitions/flagSetDefinition",
"additionalProperties": false

}
/A Important
7|l £ei3a 74 HIoIE{E HA5l2{™ o Z 2|7 00| GetLatestConfiguration
APIE ZE5loF &LCt O O|& MEEIX| ei= GetConflguratlon SEZ2EJ|s
Zcia M Clo|EE AME £ ei&LICh AHAIE LI 2 AWS AppConfig API & X 9
GetRelationalDatabase & & X5 AIA|2.

O EZZ|7l0|M0| GetLatestConflguratlonE SE5t0 M2 HIZE M2 $=A51H 7|5 Sejaet &4
2 Mo|ste HE It MHE LICt E&sHE JSONME XI-HEH ZF Zeia 7|9 Yx|ste 7] Mol & el
0 U&LICH E&3tE JSONOI= enabled £442| OHEEl true = false #fx ZEELICH EcH
7} enabled2 true®2 MYSIH Ecia9| RE 48T EAIELICH CFS JSON £ 7|0H= JSON £
2 HAlg dEELICH

{

"$schema": "http://json-schema.org/draft-07/schema#",
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}%$": {
"$ref": "#/definitions/attributeValuesMap"
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},
"maxProperties": 100,
"additionalProperties": false,
"definitions": {
"attributeValuesMap": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
}
},
"required": ["enabled"],
"patternProperties": {

"Ala-z][a-zA-Z\\d_-]{0,63}$": {
"$ref": "#/definitions/attributeValue"

}
},
"maxProperties": 25,
"additionalProperties": false
1,
"attributeValue": {
"oneOf": [

{ "type": "string","maxLength": 1024 },

{ "type": "number" 3},
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024

}
]
}
1,
{
"items": {
"oneOf": [
{
"type": "number"
}
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1,

"additionalProperties": false
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Amazon Simple Storage Service(S3)

AWS CodePipeline

AWS Secrets Manager

AWS Systems Manager I} 2t O|E{ A E 0
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LICt AWS Management Console. AWS
AppConfig CreateHostedConfigurationVersion
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tzto |E-| A E 01, Secrets Manager &= Amazon S30| HEE A 84 71do| A2 WX mi2t0lE,
ot = 24X E dMsto] Bl 7 ME A XESHoF FFLICH mhetO|E Clo|EHHE ME S & o] =

Mol HAHE M6t 7 T2 LHE MHE = U&LICH
=S|

- R4 dA7| ol

- FHEXMEL EEFH LU KE o3&

+ AWS AppConfig A& 74 AE04 0|5

+ Amazon S30i| X El 74 O|3H

« AWS AppConfig At SA 7 Z2 L Y (EE)

« AWS AppConfig At A 78 Z2Z HE(BBE)

fEd AAZ] ofsH
THEZRUS MY I A Hol K24 AAYIE XY £ JaLICh RE4 HAYIE 2a
3

OlE{7t RREX, olD|E Mo 2 SHHEX| HOIBLICH ZAVIE AL StElE 22 74 Z21HUS 4
A5k7] Soll ZAF7|E MAdsHoF BLICHE CHE 8ol ZAH7|E AWS AppConfig XI248HLICE

« AWS Lambda & =: 7|5 &2 & AR SA F-oi| cisl X[ ELICH

« JSON A 7|0} At57 Al F4of chall X ELICE (= JSON A 7|00 CH3H 7| ZE2H 2 EAWS
AppConfig AHS 2 2 ASEFLIC}H)

A
« AWS Lambda &% ZAAl7|
« JSON A7|0F REA A7

AWS Lambda & dAL7|

Lambda &4 &4 HAZ|E ofelel 22 o|HIE AF|ot2 F M E|o{oF B LICE AWS AppConfig &
0| A7|0}E AF25104 Lambda & 45 72t Xo 2 S E8LIC}H LI baseb4ZE QIFEE EXtQEo|
URIE= EAt3lL|Ct.

"applicationId": "The application ID of the configuration profile being

validated",
"configurationProfilelId": "The ID of the configuration profile being validated",

Ik
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"configurationVersion": "The version of the configuration profile being validated",
"content": "Base64EncodedByteString",

uri": "The configuration uri"

AWS AppConfig = Lambda X-Amz-Function-Error slH7} SE | MHEE|o{ J=X| &QlgrL|Ct
g0l M o7 M= B Lambda= O| SIHE M™EELICEH X-Amz-Function-Errord| CHEt
REMIEH LI 2AWS Lambda 7HEERF OFLHA 2] AWS Lambdall 2 F & 2| 2 XS ZHA|Z & &I x 6t
A2.

Cl2e AMAZ=EQ
AL OO 71L—

30
kol
%
N
>
m|m

|8t Lambda 85 Z =2 ZFEFEF o LT,

import json
def handler(event, context):

#Add your validation logic here
print("We passed!")

ct

il
rlo

Al

rot
b

&4 AME I8t Lambda 85 Z=9| ZFEEF of 2L|CH

def handler(event, context):
#Add your validation logic here
raise Exception("Failure!")
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function isPrime(value) {
if (value < 2) {
return false;

for (1 = 2; i < value; i++) {
if (value % i === 0) {
return false;

return true;

exports.handler = async function(event, context) {
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console.log('EVENT: ' + JSON.stringify(event, null, 2));
const input = parselnt(Buffer.from(event.content, 'base64').toString('ascii'));
const prime = isPrime(input);
console.log('RESULT: ' + input + (prime ? ' is' : ' is not') + ' prime');
if (!prime) {
throw input + "is not prime";

}
}
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"$schema": "http://json-schema.org/draft-04/schema#",
"title": "$id$",
"description": "BasicFeatureToggle-1",
"type": "object",
"additionalProperties": false,
"patternProperties": {
"[M\s]+$": {

"type": "boolean"

iy

"minProperties": 1
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» s3:GetBucketVersioning
+ s3:ListBucket

» s3:ListBucketVersions
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/my-configurations/my-
configuration.json"
I

{
"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketVersioning",
"s3:ListBucketVersions",
"s3:ListBucket"
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"Effect":
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"appconfig.amazonaws.com"& F7}gL|CH.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
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aws appconfig create-configuration-profile \

--application-id APPLICATION_ID \

--name NAME \

--description CONFIGURATION_PROFILE_DESCRIPTION \

--location-uri CONFIGURATION_URI or hosted \

--retrieval-role-arn IAM_ROLE_ARN \

--tags TAGS \

--validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=JSON_SCHEMA
or LAMBDA"

Windows

aws appconfig create-configuration-profile #
--application-id APPLICATION_ID ~
--name NAME ~
--description CONFIGURATION_PROFILE_DESCRIPTION ~
--location-uri CONFIGURATION_URI or hosted ~
--retrieval-role-arn IAM_ROLE_ARN A~
--tags TAGS *
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--validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=JSON_SCHEMA
or LAMBDA"

PowerShell

New-APPCConfigurationProfile °
-Name NAME °
-ApplicationId APPLICATION_ID °
-Description CONFIGURATION_PROFILE_DESCRIPTION °
-LocationUri CONFIGURATION_URI or hosted °
-RetrievalRoleArn IAM_ROLE_ARN °
-Tag TAGS °
-Validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=]SON_SCHEMA
or LAMBDA"
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Linux

aws appconfig create-deployment-strategy \

--name A_name_for_the_deployment_strategy \

--description A_description_of_the_deployment_strategy \

--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
\

--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

\

--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
\

--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
\

--replicate-

to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document \
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy

Windows

aws appconfig create-deployment-strategy ~
--name A_name_for_the_deployment_strategy *
--description A _description_of_the_deployment_strategy *
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
N
--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
N
--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
N
--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
N
--name A_name_for_the_deployment_strategy *
--replicate-
to To_save_the_deployment_strategy to_a_Systems_Manager_(SSM)_document A
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy
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PowerShell

New-APPCDeploymentStrategy °
--Name A_name_for_the_deployment_strategy -
--Description A_description_of_the_deployment_strategy -
--DeploymentDurationInMinutes Total_amount_of_time_for_a_deployment_to_last °
--FinalBakeTimeInMinutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

GrowthFactor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_1i

GrowthType The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over._

ReplicateTo To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document

Tag Hashtable_type_User_defined_key_value_pair_metadata_of_the_deployment_strategy

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}
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Windows
{
"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",
"Description": "Description of the deployment strategy",

"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment

strategy is saved"

}

PowerShell
ContentLength : Runtime of the command
DeploymentDurationInMinutes : Total amount of time the deployment lasted
Description : Description of the deployment strategy

FinalBakeTimeInMinutes : The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete

GrowthFactor

: The percentage of targets that received a deployed

configuration during each interval

GrowthType

: The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

Id : The deployment strategy ID

Name : Name of the deployment strategy

ReplicateTo : The Systems Manager (SSM) document where the

deployment strategy is saved

ResponseMetadata
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aws appconfig start-deployment \
--application-id The_application_ID \
--environment-id The_environment_ID \
--deployment-strategy-id The_deployment_strategy_ID \
--configuration-profile-id The_configuration_profile_ID \
--configuration-version The_configuration_version_to_deploy \
--description A_description_of_the_deployment \
--tags User_defined_key_value_pair_metadata_of_the_deployment

Windows

aws appconfig start-deployment #
--application-id The_application_ID "
--environment-id The_environment_ID "
--deployment-strategy-id The_deployment_strategy_ID *
--configuration-profile-id The_configuration_profile_ID
--configuration-version The_configuration_version_to_deploy *
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--description A_description_of_the_deployment *
--tags User_defined_key_value_pair_metadata_of_the_deployment

PowerShell

Start-APPCDeployment
-ApplicationId The_application_ID °
-ConfigurationProfileId The_configuration_profile_ID °
-ConfigurationVersion The_configuration_version_to_deploy °
-DeploymentStrategyId The_deployment_strategy ID °
-Description A_description_of_the_deployment °
-EnvironmentId The_environment_ID °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_deployment

Linux
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [
{
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"Description": "A description of the deployment event",
"EventType": "The type of deployment event",

"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"

1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
Windows
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [
{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
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1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
PowerShell

ApplicationId : The ID of the application that was deployed
CompletedAt : The time the deployment completed
ConfigurationLocationUri : Information about the source location of the
configuration

ConfigurationName : The name of the configuration
ConfigurationProfileld : The ID of the configuration profile that was
deployed

ConfigurationVersion : The configuration version that was deployed
ContentLength : Runtime of the deployment
DeploymentDurationInMinutes : Total amount of time the deployment lasted
DeploymentNumber : The sequence number of the deployment
DeploymentStrategyId : The ID of the deployment strategy that was
deployed

Description : The description of the deployment
EnvironmentId : The ID of the environment that was deployed
EventlLog : {Description : A description of the deployment

event, EventType : The type of deployment event, OccurredAt : The date and time
the event occurred,
TriggeredBy : The entity that triggered the deployment event}

FinalBakeTimeInMinutes : Time AWS AppConfig monitored for alarms before
considering the deployment to be complete

GrowthFactor : The percentage of targets to receive a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

PercentageComplete : The percentage of targets for which the deployment
is available

ResponseMetadata : Runtime Metadata

StartedAt : The time the deployment started

State : The state of the deployment
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pConfig-Extension-Arm64:55
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SHF 2ls5]) arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:77

SHOIYHE) arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:160

SHEEE) arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:121

SHE(T2l) arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:133

FHASES) arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:225

SHE(EEtD) arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:111
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ARN

arn:aws:lambda:eu-south-2:5
86093569114:1layer:AWS-AppCo
nfig-Extension:74

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:106

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1ayer: AWS-

AppConfig-Extension:104

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension:113

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:126

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:136

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:130

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:134

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:165
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ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:121

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:26

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension:146

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:75

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:179

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:123

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:52

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:91
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arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension:125
arn:aws-us-gov:lambda:us-gov-

AWS AppConfig
east-1:946561847325:1ayer: AWS-
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SS(HHEI2
AppConfig-Extension:80

arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:80

AWS GovCloud(O|= MHE)

O 2 ChAIE LRt 12/12/2024
ARN
arn:aws:lambda:us-east-1:02

|4l 2t
7% 2.0.719
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012 S2(HEILIoH =8)
7255383542 :1ayer:AWS-AppConfig-

Extension:173
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension:132

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

0= S8(2350[2)
0= M2 (ZalLo 21
Extension:221
0= ME(LEE) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:229
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:039592058896: 1ayer: AWS-App
Config-Extension:121

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:27

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:158

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:75

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:159

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:120

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:132

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:224

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:110
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pConfig-Extension:104
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AppConfig-Extension:102

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension:112

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:125

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:135

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:129

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:132

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:164
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ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:120

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:25

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension:145

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:74

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:178

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:122

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:50

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:90
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arn:aws:lambda:me-south-1:5
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arn:aws-us-gov:lambda:us-gov-
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AppConfig-Extension:79

arn:aws-us-gov:lambda:us-gov-
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AppConfig-Extension:79
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arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-
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Extension:167
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arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension:126

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension:213

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
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Extension:223
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arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:116

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:21

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:152

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:153

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:114

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:126

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:218

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:104

0llA1 AWS AppConfig 00| E AFS AWS Lambda

125



AWS AppConfig

S3(H0l)

OtAlot EHE(Z3)

OtAlot EHE ()

OtAloF EHE (M E)

Ot AloF EHE (AT

OtAlot EH B (&7tE =)

OtAlo} BB (A= L)

ARN

arn:aws:lambda:eu-south-2:5
86093569114:1layer:AWS-AppCo
nfig-Extension:67

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:99

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1ayer: AWS-

AppConfig-Extension:97

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension:106

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:119

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:129

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:123

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:127

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:158
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ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:114

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:42

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:139

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension:68

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:172

arn:aws:lambda:af-south-1:5
74348263942 :1ayer :AWS-AppCo
nfig-Extension:116

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:45

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:84

arn:aws:lambda:me-south-1:5
59955524753 :1ayer : AWS-AppCo
nfig-Extension:118
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arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

AWS AppConfig
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AppConfig-Extension:73
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AppConfig-Extension:73

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension:153

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension:112

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension:195

=)
arn:aws:lambda:us-west-2:35

9756378197 :1ayer:AWS-AppConfig-

Extension:210
arn:aws:lambda:ca-central-1
:039592058896:1ayer: AWS-App

Config-Extension:101
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arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:136

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:53

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:144

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:99

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:111

arn:aws:lambda:eu-north-1:6
46970417810:1ayexr:AWS-AppCo
nfig-Extension:201

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:89

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:50

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:85
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arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:83

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:91

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:104

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:114

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:107

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension:112

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:142

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:26
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ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:125

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:53

arn:aws:lambda:sa-east-1:00
0010852771 :1ayer:AWS-AppConfig-
Extension:155

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:102

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:28

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:68

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:103

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:59

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:59
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ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:128

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:93

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:141

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:161

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:93

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:106

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:47

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:125
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Extension:93
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3207061005:1ayer: AWS-AppConfig-
Extension:98

arn:aws:lambda:eu-north-1:6
46970417810:1layer: AWS-AppCo
nfig-Extension:159

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:83

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:44
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pConfig-Extension:76
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AppConfig-Extension:76

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:83
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ppConfig-Extension:98
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arn:aws:lambda:ap-northeast
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-3:706869817123:1ayer:AWS-A
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ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:79

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:20

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:107

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:47

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:128
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AppConfig-Extension:54
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AWS GovCloud(0|= M%&)

Z| M EEo 2 A E IRt 2023H 122 1Y
{71 2.0.181
2™ ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:113
135

0llA1 AWS AppConfig 00| E AFS AWS Lambda



AWS AppConfig

0= M2Zalzo 25

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:81

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:124
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9756378197 :1ayer:AWS-AppConfig-
Extension:146
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Config-Extension:81
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Extension:110
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Extension:81
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Extension:82
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ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:5
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ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

AWS AppConfig

2|
Ot Alo} Ef-BL(ZHFO)

O Alo} EH & (5HO|CHEHHEE)
HotHI2IZH A T2 F)

otZ 2|7+ 0| ZEL )

&S (UAE)

SS(HHEI2)

olAztel(2otu|s)

/4l 8o

2 &2l Ert: 2023 123 1

nfig-Extension-Arm64:49
arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo

nfig-Extension-Arm64:5

arn:aws:lambda:sa-east-1:00
0010852771 :1ayer:AWS-AppConfig-

Extension-Arm64:16

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension-Arm64:11
arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:5
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:13
arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:5
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=
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{71 2.0.181

0= MEZEIZU o =5

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:46

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:33

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64: 48

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64: 48

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension-Arm64:33

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:1
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OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:37

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:43

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:36

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:1
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ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

nfig-Extension-Arm64:36

AWS AppConfig

2|

Ot Alo} EH B F(FHIOI)
arn:aws:lambda:sa-east-1:00

0010852771 :1ayer:AWS-AppConfig-
Extension-Armé64:1

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension-Arm64:1
arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo

nfig-Extension-Arm64:1

HOIHEIZHS I EF)

otZ 2|7+ 0| ZELR)

S S (HHIQ)

Z[4 &2 E o 2 ChA|E R 2023/03/30
7% 2.0.165
=k ARN
0= S8 (HX|Lol 558) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:43
arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:31

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

0|2 S8(235t02)
0= M (222)
Extension-Arm64:45
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ARN
arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App

Config-Extension-Arm64:34

AWS AppConfig

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-

Extension-Arm64:46

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-

Extension-Arm64:31

Z1E)
arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A

ppConfig-Extension-Arm64:35

(=2)
arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:41

OfAlo} EHf 2IIEE)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:34
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

OtAlo} BB L(AI=L)
nfig-Extension-Arm64:34

Ot Alot EHE & (FHHOI)

2 OHAE E™3: 2023/02/21

Al EEFO

Z|
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B{7Z 2.0.122

OtAlot EHE (T H)

OtAlot EH B (&7tE =)

OtAlo} BB L (A= L)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:15

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:16

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:20

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:15

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:13
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ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

AWS AppConfig

2

@

z|

N

B 2.0.58

2|

Ot Alo} Ef-BL(ZHFO)

OS2 CHA|El Rt 2022/08/23

nfig-Extension-Arm64:13

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:2
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:2
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:3
arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:2
arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-
Extension-Arm64:7
arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:2
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ARN
arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:2

AWS AppConfig
2™
obAlo} EHEIQH(E 3)
arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:3

(M7tZ =)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

oF
ppConfig-Extension-Arm64:2

OtAlo} BB

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo

OtAlot Ef B L(AI=L)
nfig-Extension-Arm64:2

Ot Alot EHE & (FHHOl)

z[4l 2tao 2 CHAE E™t: 2022/04/21
& 2.0.45
2|1 ARN
0= S8 (HX|Lol 558) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:1
arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

0|2 S8(235t02)
012 MeEE)
Extension-Arm64:2
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2|
RYEYIFEE)

OtAlot EH B (L7tE2)

Ot Alot EHE (A= L)

Ot Alot EHE & (FHHOI)

ARN

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-west-1:43

4848589818:1ayer:AWS-AppConfig-

Extension-Arm64:6

arn:aws:lambda:eu-west-2:28

2860088358:1ayer:AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:1

Amazon EC2 & 2IZg|0|A A[ARI0|M AWS AppConfig 00| E ALS

AWS AppConfig O O|MEE
ol A E|l= ofZE(71 0|4 AWS AppConfig It
S Z ofEEAH o|M x| L #E|lE JHMFLICEH

|

AL& 3104 Amazon Elastic Compute Cloud(Amazon EC2) Linux QIAFE

2 S3¥ 4 UaLich oo[MEE C}3T 2R

A
=

« O O|ME & AWS Identity and Access Management (IAM) &2 AM&35tT 74 O|O|E{C| 2Z FH A
£ #2[5t04 AWS AppConfig AFEXHE CHAISHO{E S EFLICE 2Z FHAl0MH 74 CIO|EE 7HA]
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2™ o= 2l7io IA=|01IA-I T O0|HE #Elste ol €3t ZE UH0|E A7t EFoiED, 74 O
Ol E Zelx= Belz AME + Qlom, ol24et o[ o] CHet Z&£E YaliE +~ U= HE

Mol g WXl ef&Lct:

LS

+ 0f0|ME= AWS AppConfig 7|5 Zei1& AMst 1 siZstr| fIgh 7|2 382 M3 LIch
= =2

ni
- OO|IMEE 7|2MoZE Il M, E3 7+, 24 7 ClIO|EQ| 718 Moi| CHEt 2 At E M3
t= SAlM & MHIA &0 ERF
I r|= S0 of0o|MEE 74 AWS AppConfig ClO|E{ YH|0|EE 2I3H Cl|o|E]
EZELICH oHEE2|F 0|2 ZE 2772 (ME X X|H 7+=%+ 7|§ ZE Zf) oM
Iocalhostoﬂ o éém HTTP GET2 £&735t04 O|O|EE HME o2 M H|O|EE HME &= J&Lct

*AWS AppConfig H|0|HME = MH|AT 74 O|0|EHE *Z AME W olO|E{E 7H &g LICE ol2{E O
K2 CO|IEE AMst7| et W Bl 52 & s EECH =&

=

o 1EHAL (B 2laA My 2 HEt 7Y

« 2EHA: (Z$) Amazon EC2 QIAEIA 0 AWS AppConfig O|O|HE A x| &l A=

o 3EtA: (MEH AFEO|X|BF HEHE) CloudWatch LogsOll 21 e M&

o ACHA|: (ME4 ALE) B8 B AF8 35104 Amazon EC28 AWS AppConfig 0l 0|ME 4

« 5EHA: (B T g4

ZE): AWS AppConfig (0| Eof CHEt YOI0|E X152

MH

Amazon EC2 QAR AN A E|= O E2|70|M AWS AppConfig It S&3st2i™H 715 Eeila E=
At &A 24 O|o|E{E Z &8t AWS AppConfig OFE|HE 2! 244 C|O|E{E A AdsH{ ok SfL|Ct. RHAlISH
L2 oM 75 Ecia & Atg A 7143 dlo|E M4 AWS AppConfig EHHE XA AL,

oM ZAEISHE 74 OIO|E{E 45248 AWS AppConfig CllO|E{ 324oi| CHEH HAf|A &t

© = AWS AppConfigof £ 2|7|0| 42 T ok BfLICt o = 2[7i|0]dd0fl UM A HEHE F 045t

243 Amazon EC2 QIAEIA oftol EEHE IAM HHet HAME AO|0|ESHAAIL. £3], X240
appconfig:StartConfigurationSession % appconfig: GetLatestConflguratlon oM
£ FItst{ok gfLict. o

"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource": "*"

}
]
}
Ao HEHE F7bsts 7ol THEH REAISH LIS 2 1AM AL MMl IAM Rt B #8t 7t 3 A
HE HZtaAIR

2EHA|: (E4) Amazon EC2 QIAEA 0| AWS AppConfig 0| E A x| 2 A|Ef

AWS AppConfig 0| 0| M E =0{| A & 2|5t= Amazon Simple Storage Service(Amazon S3) HZ!0IM &
ABRIEILICH AWS. CHS HRHE AF8 3104 Linux QIAE AN XA H-IEQI HlO|MEE MXIELICt O E
2[710|440]| o2 QIAEIAO| BALE|0] /= B HEEIFO|ME ZARSHE & QIARANM O ™M
AHE s=~sHoF gLCt.

(® Note

CtEa 22 Y2 E &ogot

5t
o=

« AWS AppConfig HO|HME= 7Hd T 4.15 O|& 2 A&st=
£ Q& LICH Ubuntu2t Z'2 Debian 7|8 A|ABRI2 X|HE|X| et &LICEH

« O|0|ME &= x86_64 &/ ARM64 O} 7|EIX{E K| L|Ct.

. EAFOHZEZ|70l4 2] AL Auto Scaling & 2| Amazon EC2 A2 R} H|O|E{ofl A %| ! A|E
BHE F7lst= WOl EGLICH O™ 2 QIARHAT BHE XSS =2 A-ELICH RHAIE
LIS Amazon EC2 AFE2 ATEMOAM A|ZF A| Linux QIAEIAO|AM 223 AlSHE RXFHML.
Z7IE Amazon EC2 Auto Scaling At& B M| Rt&A: QIARA HEIH|O|EE Sal CHy
T F7| HEHE HMSHT| 28 ASKEEIOIE 85718 B X MAIL.

C
>
c
X
0
(o]
L
2
A
)
iy
>

(=
« Ol FA| Mol MRl ME AE A0 216t0 HHEES MASI0{ H0|TEE MXISH=
ste Wedg dHELct =721 Run Commandg& A8 301 2Z £2to|d
E AI/\E"OHA'I HHS Q%*%F_T'_ StLt O|&to| QIARIAE CHY O 2 X|HE = U&LICHAWS
k=2
o

2 AWS Systems Manager A& AHE A0 AWS Systems
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
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« AWS AppConfig Amazon EC2 Linux QIAEIA S| M|0|ME & systemd MH|AR{LICE.

RIAEIA O AWS AppConfig HO|MEE MX[stT A|ZFStE{H

1. Linux 2IAEIAO| 2218 LIC}

2. EO|IEdES g1 #elxt HEte 2 g BY & ofLtE A-dgfLC

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/latest/aws-appconfig-agent.rpm

ARMG64

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/arm64/latest/aws-appconfig-agent.xrpm

Ex 2| AWS AppConfig HIO|MEE Mx|5248 URLlatestOIAME EX HM HE 2 HtE
LIC}H CHZS 2 x86_642| of A|]L|C}.

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/2.0.2/aws-appconfig-agent.xrpm

sudo systemctl start aws-appconfig-agent

4. Chg BEES ddsto] ofo|METL A SIX| &elgfu|ct
sudo systemctl status aws-appconfig-agent
THo| Moz M- ChZa Hixe WEE BretefLich

aws-appconfig-agent.service - aws-appconfig-agent

Active: active (running) since Mon 2023-07-26 00:00:00 UTC; 0s ago
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® Note

OO EE EX|stedH g BHS AAFLICH

sudo systemctl stop aws-appconfig-agent

CHA|: (MEH AL O X[BH HEEl) CloudWatch Logs0ll 21 I ME

7|12% 2 Z AWS AppConfig 0 0|ME = STDERRO 218 HIA|&LI|C} SystemdE Linux HA

uES
OflA A™El= ZE MH|A2| STDOUT X STDERRE AlAH X2 2ICIMMELICH 8Lt EE F
7hof elAE A0 T AWS AppConfig 01I0I7<+E S d¥sts 32 ALHEH XMLoM 2O C0[EHE 2
ZElg = AUGLICH 24 o E 2|70l Mol| 25| HEote O L2 £FM2 C|AT0 2O 0tdE 7
S8t CHS Amazon CloudWatch O 0|HE & AP%ow# R CIO[EE AWS Ecte =0 H2ESHE A
A E

o

k=]
=

L|ct EF QIARA M 2EHE 2 IHUE MKHISHES CloudWatch Of|0|TIEE F445t04 Q1A
Ao|Cla3 S7ho| FFaXlE WE EXIE &+ U&LICH

A2 3104 Amazon EC2& AWS
=5 MdH5HoF gLict.

ClAT 248 8/855t2T 45HA: (MEL ALE) 818 B
AppConfig 0i|0|HME F4of MHE CHE LOG_PATH &4

rE (Mo

CloudWatch 00| E 2 A|Z324™H Amazon CloudWatch AFE MM 9| CloudWatch 00| E
E A235t04 Amazon EC2 QIAEIA Al 2 p0jA MHERE X|E L 20 £E2 % E.FZF_%}MM_CR__
Systems Manager2| =72 2 M2 AF235104 CloudWatch Of0|MEE W2 7| 4
Ch XEAIBH LI 2 AWS Systems Manager AF2 MHEMO| i E MY SAE 2|2

/A Warning
CloudWatch O|O|MEE AIE5HX| 2T ClAFO| 21 TS M =
ot S Atx||sHok gFLICH AWS AppConfig OO|ME = OHA|ZH 23 TS A5 2 WA|EhL

ch. QEHE 21 TUS ANSHR| o™ QlABIAL| ClAT B7Ho| REHT £ AL

mIo

QIAEIAO] CloudWatch O O|MEE M%|8t £ CloudWatch M|O|ME 4 mtale MAsHL|CH 7
A 2 CloudWatch 00| E 0ol AWS AppConfig 00| ME 21 bl =] dteds X|A[&L|CH
CloudWatch OM|O|ME 7 melg 7 dste Widol cish XFAMISH LI 2 CloudWatch 0|0 E 74
ol M Mg R ESHAAIL.

QIAEIA O| CloudWatch OfO|ME F4d It of| CFHS logs MME F715t0 ¥4 LIS KEELICEH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-host-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html
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"lOgS": {
"logs_collected": {
"files": {
"collect_list": [
{
"file_path": "/path_you_specified_for_logging",
"log_group_name": "${YOUR_LOG_GROUP_NAME}/aws-appconfig-agent.log",
"auto_removal": true
1,
]
I
I
}
7t
HA

0| @1 A2 true CloudWatch 00| Eauto_removalE &|E AWS AppConfig 0l0|FE 21
g AHSS 2 AFA|ELCE.

ATHA|: (MBS ALE) B4 2 AF& 35104 Amazon EC28 AWS AppConfig 00|ME T

A

o

24 B2 A8 3104 Amazon EC2& AWS AppConfig (IO EE A& £ Q&LICH systemd A
HAQS| 2td H-E MYste{MH S80I Bhel IS MEgLIcH oS dAoME EEQ B2l T2
A A45+04 AWS AppConfig MIO|ME ZZ £+F2 2 MM etE ¢edg E0{FLICIDEBUG.

0 =
2. EOIdE ¥1 s BEE 2elR Hetez A-AELICH o] BE2 74 CIMEEIE dgguoh

3. OIS BB Aol EEQ HR LS HIELICH file_name2 WY O|F 22 HHELICH &
Yxh= ChEot Zotok &Lich: . conf

sudo touch /etc/systemd/system/aws-appconfig-agent.service.d/file_name.conf

EEQI He oo HEE 2T LICH CHS oAM= B8 -8 Holst= Service MME
Z7LeLct o] oMol E AWS AppConfig HIO|ME 21 & & DEBUGE MM EFL|CH
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[Service]
Environment=LOG_LEVEL=DEBUG

5. L[S HHE AM&5t0] systemd S CHA| =L

sudo systemctl daemon-reload

6. LCIS HHS ASi5od AWS AppConfig (IO|MEE CHA| A|ZHEFLICE.

sudo systemctl restart aws-appconfig-agent

£0I 2| mtlof Ch2 #E H+E X504 AWS AppConfig Agent for Amazon EC2E F/& &
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"
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#!/bin/bash

# install the latest version of the agent

yum install -y https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-agent/
linux/x86_64/latest/aws-appconfig-agent.rpm

# optional: configure the agent

mkdir /etc/systemd/system/aws-appconfig-agent.service.d

echo "${MY_AGENT_CONFIG}" > /etc/systemd/system/aws-appconfig-agent.service.d/
overrides.conf

systemctl daemon-reload

# start the agent

systemctl start aws-appconfig-agent

Amazon ECS %! Amazon EKSO0|A{ AWS AppConfig 0|0|THE AtE

AWS AppConfig 0| O|HE & A+& 304 Amazon Elastic Container Service(Amazon ECS) 2! Amazon
Elastic Kubernetes Service(Amazon EKS) AWS AppConfig 2t S& & &= U&LICH Ho|MEE
Amazon ECS & Amazon EKS Z1E{|0|L{ o Z 2|7{|o| Mt &7H A& T|= AtO|=7} ZHEl|O[L] A& =S &
LICt Of0|ME = Ct23t Z2 WAoo 2 ZiH|0|LH4] ofE 2|7 0| ®E| & B EIE THMELIC.

« O O|ME & AWS Identity and Access Management (IAM) &2 AL 35t 74 O|O|E{Q| 2Z FH A
£ Zt2|5to4 AWS AppConfig AFEXIE CHAISHOE §_ glc 24 5’HA|01IA'| T HIO|HE 7t
2™ o ZZ|AH o|MoM 74 CIOIE{E #Elste ol 2R3t ZE UO|o|E 3471 Eo0{ED, 4 O
O|EE Yi|x CHRE HME =~ /oM, O[2{8t CIO|E{of| CHEF S E2 HalE = A= HEHZ E

Mol dge wxlet&Llct:

N
o
L
o)
2

« 0|0|ME = AWS AppConfig 7|s E2f & AM5tn sHEst7| {et 7|2 e-d2 NSt
7

il
|I2Mo 2 FHal M2, E23 7t 24 M HIO|H 7t8/gol CHel 28 At & M S5t
F4& MHIA SE Bt

M AE|= S0 olo|MEE 149 AWS AppConfig HIO|E{ HH|0|EE 2|5 TlolE &
2 ZJgLct AHHO|LASHE OHEEIF0IMS ZE 2772(A AL X|H 7ts8t 712 =

Ct. 7
)0l M localhostoll 423t HTTP GETS ££35104 IO|E{E HME o2 M H|0|E{E HAME &

. OJO|XMEE=
= S Al

mE
FO

IJ
u
rHo
N
o

4

I
N
J)l
[0

30 |m 12 1
gy WO

>
C
o

 AWS AppConfig 00| E = ZIE|O|LH{E CHA| A|E&tHLE ZHE 8 EHR ¢lo| ZiE|o|L{ 9| 7144 T o]
E{E oo/ EgfLICH

Amazon ECS 2! Amazon EKSO0i|A{ AWS AppConfig 0|O|TE AL 197



AWS AppConfig ALEXl 710|=

*AWS AppConfig MlOIFE = MH|A 7} T4 CIOIEIE *S 7S mf CIO|E{S FHAIELICH 0|48t O

O [ == == Ry I — |
FZ OO|EHE AMet7| fIEF W HmMi 3 &2 & 220 =8ILICHL

AlEst7| © #H| AL

o

Zieflo|L] oHZ 2|7 0|44 AWS AppConfig It Setéted™H 7|5 Eci2 E = b A 24 HIo|EE
28t AWS AppConfig OtE[HHE L 74 |O|E{ & MJ5of B LICH RHAMEH LIE =2 oM 7|5 Eeia
A A T4 ool 44 AWS AppConfig EH#2 R Z5HAAIL.

Hel i
0

a

p!

oM EARISHE 7 HIO|EHE AA5tE{™ AWS AppConfigZiE|0|L{ O Z 2|7 0|2 AWS
AppConfig CllO|E{ 23d0f| CHEt UM A HEFO R FAIsHOF BFLICEH OHEZ 2|7 0|0 HMA HEtS B
045243 ZAEO|Lf AHIA IAM 80| ALZ5HE IAM 8t TS HC|0|E5HAAI2. §35], H2of
appconfig:StartConfigurationSession & appconfig:GetLatestConfiguration {4
2 FItsiof gLict. Z4E|0l MEIA 1AM & ol= Chgo| Z & ELCt.

« Amazon ECS EfA 3 3%t
e Amazon EKS - E
A

* AWS Fargate X E &

ok

15t (Amazon EKS ZIE|O|L{7} AF & X2l FargateE AL 5lE B<)

o@

HHof WehE FIlsts 7ol ChEr REAIEH LHE 2 IAM AHE B 2| IAM AtZ4 5E Het F7t 3 A
=
=

78 HEF AR
« Amazon ECS S 2 ?I8t AWS AppConfig H|0|TE A|%}
+ Amazon EKS S&2 28 AWS AppConfig (IO|HE A|Z}

(AMEH AFE) Amazon EKSOIAM AWS AppConfig & DaemonSet=2 Al
(MEH AL B8 & A8 3104 Amazon ECS 2! Amazon EKS& AWS AppConfig 00| E T4
Amazon ECS 2! Amazon EKSO|M A&E[= o EE(7|0|Mo| T4 TI[0|E ZAH

Amazon ECS S& & <& AWS AppConfig 00| E A|Z}

AWS AppConfig 0|O| T E ALO|=7} Z4E{|O|L{E Amazon ECS #Z0|M RIS 22 AFEE £ & LICH
Ar&35te{™ Chs MRtol MHE CHE A[ZFatof &FL|Ct

Amazon ECS(Z2&)E Al%st2{™

1. https://console.aws.amazon.com/ecs/v20|A E& & L|Ch.

Amazon ECS 2! Amazon EKSO| M AWS AppConfig 00| E AtE 198


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://console.aws.amazon.com/ecs/v2

AWS AppConfig

S ol XHe ROl MEEtLICH

O 2| o4t ol 3 Holg C

A TH e, M OHE A Meistic,
C

ZE[OlA FIHE MEiE L

S L R S

agent:2.x

(0¢]
K

e
ry
m
o
T
lo
oy
40
=3
i
rx
]
o
rC
o

10. Z3E]|

® Note

AWS AppConfig 0|0|ME= 7|2XMo 2 X E 27720 M

= A&Lch

11. MM(Create)= MEELICI. Amazon ECSE M ZAHIO|L 7HH 2

Ct.

12. M ZoMd FHAEE MEE OHS S50lM ol EZE2(7Hold 2

13. AH|A B M oHEEIAI 0| Mo H= MH[AE MEHE
14. YO|o|EE MEfgfL|Ct

15. HHZ TG0l 710l CHal =& HE S M=iFLICH

16. UCl|0|EE MEHSIL|Ct. Amazon ECSE %[ Al 2 &

17. BHZ7t 22 E|™H 74 3 2 EHof| A AWS AppConfi
Ch Z2fed Riol M A 52l 2hdg MEghL .

g Olo|METI A S2IX|

AYELICH O ZEE X|8E

ddotn MF HEE EAIEL

A E MEfEfLICH

FO|
L—

ok
e
I

L

s

18. ZIE| 0|4 A Mol A AWS AppConfig M| 0| E Z4E| 0|47} LEF [0 Q=X & IELICY.

19. AWS AppConfig 0| O|HE 7} A|ZIE|F= K| E—fo._;FE#‘:':' 23
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ofOo|ME ZHE|o|Lo CHall CtS ot 242 &2 & &LICH [appconfig agent] 1970/01/01

00:00:00 INFO serving on localhost:2772
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apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app
namespace: my-namespace
labels:
app: my-application-label
spec:
replicas: 1
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selector:
matchLabels:
app: my-application-label
template:
metadata:
labels:
app: my-application-label
spec:
containers:

- name: my-app
image: my-repo/my-image
imagePullPolicy: IfNotPresent

2. HHE OfL|HAE0] AWS AppConfig Ol O|ME Z4E||0[L] ol ME HEE FIHELICH

- name: appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: AWS ##
imagePullPolicy: IfNotPresent
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kubectl apply -f my-deployment.yml
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kubectl logs -n my-namespace -c appconfig-agent my-pod

AWS AppConfig 00| E ZiE||0|L{o CHaH CHE ot 22 £ A &LICH [appconfig agent]
1970/01/01 00:00:00 INFO serving on localhost:2772
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apiVersion: apps/vl
kind: DaemonSet
metadata:
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name: aws-appconfig-agent
namespace: my_namespace
labels:
app: my_application_label
spec:
selector:
matchLabels:
app: my_application_label
template:
metadata:
labels:
app: my_application_label
spec:
containers:
- name: aws-appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: AWS ##
imagePullPolicy: IfNotPresent
# set a high priority class to ensure the agent is running on every node
priorityClassName: system-node-critical

CHS B S A0 AWS AppConfig M| 0| E DaemonSetE 2t{AE{0l| M &Lt
aws_appconfig_agent_daemonset& DaemonSet {L|HAE Q| O|§ 22 Ht&E LIC

kubectl apply -f aws_appconfig_agent_daemonset.yml
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Host: localhost
22772

Authorization:
Bearer <token
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4 e NS A 7|12k ME Z(E)
LOG_LEVEL o| g4 #H=£ ofo info =
MEJ}L 7|85t M5
e £F2 XML debug
Ct. 2t giftofl= F4XHK info
oot 2 E &2 2
Ho| ZeHELct 2k warn
2 /AR AE FESt
o=
x| et&Lct 7tE Al =T
—Z—i—.::o._l 3:'—‘?'—'3 7HE M| fatal
EX0|X| et WHK]
23 $&F2 trace,, =]
debug, info, warn,
error2 fatal@L|
Clnone. trace 21
o= of 0| Eof CHEt
Eto|Y HEE Z & st
Mg d=27 zerEL
Ct.
LOG_PATH 2Ot 7|18El=E Cla Y& /path/to/logs/agent.log

3 x| xIH3HX| &
O™ Z 7} stderro|
7| ElLCt.
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MANIFEST
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MyApp:MyE
nv:MyConfig
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MyApp:MyEnv:Config
1,MyApp:MyEnv:Conf
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false
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24 Hs M ALE 7|2k ME ZH(E)
PROXY_HEADERS o| &4 H=ae A= s gt

PROXY_URL #+74 &
¢01|A-| A X |EE§ h1: v1, h2: v2
Alof 228t SIHE K|
XMshL|Ct Zte g2
TE2E dd S5 L
CF.
PROXY_URL O| &3 = AWS A= http://localhost:7474

AppConfigHTTPS !
URLE AWS AMH|AE
& 5104 O O|MEOf| A
20| 40| AISE =
S A HTTP URLs X|™
grulct

https://my-proxy.e
xample.com
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2E e NS AR 7|12k ME Z(E)
ROLE_ARN olEd HE= 1AM QIS arn:aws:iam::12345
g 9| Amazon 2lAaA 6789012:role/MyRole
O|&(ARN)S X|H&t
LICt. AWS AppConfig
HO|ME=0| HE =2
= @l5to{ 44 o[o|H
E AAMgrct.
ROLE_EXTE Ol &td He= =IEl YU MyExternalld
RNAL_ID ot ARNI} EH7H AFR
& Q|f IDE X|™EL
Ct.
ROLE_SESS Ol &8 He= =IEl QS AWSAppCon
ION_NAME IAM & o| X4 3H figAgentSession
ot 128 MM Ol 2
K| gL ct
SERVICE_REGION o| &4 wxx= o 0] =) us-east-1
ME AWS Z|H™ 7}
AWS AppConfig AWS euwest

AppConfig MH|AE
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CHers xIggch 8
O|Z|x| et HEfZ F
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B4 W M AL 7124k A= (E)
WAIT_ON_M Ol 4 Haz= Al true true
ANIFEST 2 gt=2 57| o oj
false

LIHAETL M2|E
K| ZICHE| =5 AWS

AppConfig AgentE T
Aot

2|70 Mo| T+ CI|O|E{ Ak

o

MK

Amazon ECS 2! Amazon EKSO{|A{ A& E|= ol

HTTP 24 3 AE &2 Al2350{ Amazon ECS &

2! Amazon EKSOi|A] A8 T|= o Z 2|7 0|2
T o|0|E{& AWS AppConfig AgentOil Al ZAMEH &~ Q& LICH CHS oMlE HTTP 22t0|MES}
curls 7 ALSELICH ofZ22/AH 0| 210 EE= ALS 7tS 8 BtolER{EloM X[t AL 7HSEt
ZE HTTP 2EI0[HEE AIE5t0{ o|0|HMEE S EE = A&LICt

(@ Note
OfZ 2|7 0| M 0| ‘test-backend/test-service’@t ZH0| £EHAIE A2
M5t URL QI3 EE AR5l ok & LCt.

e Ze 24 HolElE &

ol

AR

HiZE 0| ™A 2EI=

rk

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

Feature Flag R32| AWS AppConfig 780 Bt Zciaet siE &4

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

Feature Flag &2l AWS AppConfig T30l 04 Ei22t sHE &0 HMASHE{H

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"
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AWS AppConfig
&S TH UM, 2HE 2% U 74 HH Hol2@EIT e Be)g ZEs
HeHgtLICE o O|ME SEo| ERole 7o ZEIx I} ZHE|of Ql&LICH of:

EtCO|EE gHE

HTTP/1.1 200 OK

Configuration-Version: 1
Content-Type: application/json
Date: Tue, 18 Feb 2025 20:20:16 GMT

Content-Length: 31

My test config

ER LT

olr

7
9| F49AWS . AppConfig.FeatureFlags)2| Z< AWS AppConfig 0 0|ME
LICH AFE AtEOIAM 7

Jls Beia 7 RS
B MBS THOIM B BRHT e o ok HE S HME 4 g
ZA5He 740 RS BL

Zzotdol ZEiaE H JHEF ALSSHok shE B otLt EEE F el EEiaE

Ct. Ct= oMol ME cURLE A&t

0%

7|8 A OHE

=

7|52 AWS AppConfig 01| 0|&

M
ol
rr

® Note
FAMME 75 =
E H7 2.0.45 0| Aroi| A BH r

HME 4+ UaLIC S8 BT EE

EZHTTP A= ZQIE0|M AWS AppConfig T+ ClIO|E{E
211 S 0f AMA G2 AWS AppConfig 74 T2 HO| ?flag=FLAG_KEY 2| T+2t0|E{E

I
=
A&

SHAAIL.
Bl Zefaet s &4 M

curl "http://localhost:2772/applications/APPLICATION_NAME/
environments/ENVIRONMENT_NAME/configurations/CONFIGURATION_NAME?flag=FLAG_KEY"

o] Eeia %t slid £ A

curl "http://localhost:2772/applications/APPLICATION_NAME/
environments/ENVIRONMENT_NAME/configurations/CONFIGURATION_NAME?

flag=FLAG_KEY_ONE&flag=FLAG_KEY_TWO"
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AWS AppConfig

i
)
|
rII
o2
fjo
I
1=
ol
A
k™

SEX HEAE WE 7S

o = >
CtZ Python Mo MHE ZEXH Z4E I e 715 & HEg AMS
S = "digdH=2 = ol =] 2 = k=3 (=3 S22
et 2 2 & Y2 7t & dEs 7| flsh o] EFHoM= Dol ChEa 22 HES s AlLt
= 3t MHZ XX S =S AR
2lRE V|EIe = B ME XY 52 A SE LU
Feature flag variants info Reorder variant up Reorder variant down Edit
Name |  Enabled value | Attribute values | Rule
(or (eq $userld "Alice") (eq $userld
O beta testers () ON "23456789012") )
. (and (ends_with $email
o EU demographic O ON "@example.com") (eq $continent "EU") )
(and (matches pattern:".*@example\
O QA testing () ON - \.com" in::$email) (contains $roles
"Engineer") (gt $tenure 5))
O default () ON
(@ Variant order is used for evaluation logic
Variants are evaluated as an ordered list based on the order shown and any specified rules. The variant at the top of the list is evaluated first. If no rules match the supplied context,

AWS AppConfig returns the default variant.

(@ Note
Zoiad HES dMotei™ AFE B30l M x4 HE 2| AWS AppConfig 0| 0| HEE AHE i
OfF gfLICt. XtM[EH LHE2 Ctg 2 AFE 38 ol 0o|EE YOIO|E, x| E= Ftet= &
HE MYst= CHS FHE FZeHM
« Lambda ZHFE! #Z4: AWS AppConfig 00| ME Lambda &% F7}
» Amazon EC2 ZA#&! &4: 2EA|: (2 4) Amazon EC2 QIAEA 0| AWS AppConfig 01| 0| %

E MR U AR

8t AWS AppConfig 0i|0|ME A|
218t AWS AppConfig H|O|TE Al

« Amazon ECS Z&# & &f
7(
S

« Amazon EKS A#FEl 24:

of2 MEN)el S EX HEAEE AISSto] E2ia

jane_doe@example.org(HIEF = 2 22401 £ 045} x|
o O|E] ZAH:

curl http://localhost:2772/applications/UIRefresh/environments/Production/

configurations/Features \
email=jane_doe@example.org" \

-H "Context:
-H "Context: opted_in_to_beta=false"
{
"ui_refresh": {"_variant":"QA","dark_mode_support":true,"enabled":true}
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}

jane_doe@example.org(H|E} Z =220 Fro48t AtEN | S EA} HEHAEE AI&304{ Z22f Cl|o|H
74 AH-
[ == Ry I

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=jane_doe@example.org" \

-H "Context: opted_in_to_beta=true"

{

"ui_refresh": {"_variant":"QA", "dark_mode_support":true,"enabled":true}

jane_doe@qa-testers.example.org(tA| ZZI0| EE E & HAH)Q| SEA HHEAEE AHE5104
22 | O|E{ Z4M:

M|k

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \
-H "Context: email=jane_doe@ga-testers.example.org"

{

"ui_refresh": {"_variant":"QA", "dark_mode_support":true,"enabled":true}

fok
Y]

At 7 AE 9i0| B34 CIOIE] ZA(7|2 MBS wHate

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features

{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

}
EgfE 2 AlLt2|22| Eei1 Cl|o|E{E AMsto F51e Z&EA10H S 1HO|'ME 2XE HES
T 4lst=X| &2l

for i in {0..9} do ; \

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=$ieexample.org"

{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
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AR 7H0|E

{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Sample

Population", "dark_mode_support":false,"enabled":true}

}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}

OfL|HAEE AFSsto] F£7F HM 7|5 gdst

AWS AppConfig olo|HE= o EZ|7|olMof CiEt 2 HMet= ol =20l &l TS0 242 F7t

7|s& M3ELCt.

« o A™HNIM FHE HME T F AWS AppConfig Agent 743: 7|8 == HM AWS HH 0oi| M
AWS AppConfig 00| HE & A& 310{ 0424 S = A H'HollM 7+ HIOIEE ZAErLICH.

- T8 SAEE ClAT 0| ME5 AWS AppConfig Agent T+43: AWS AppConfig AgentE AH835t0{ T
A Olo|HE C|a30 7|SELICt 0] 7|5 ALE5IH ClAT 0| 7 HI0IEHE ¢i= o &2 0]
Mg M85 1Z40] AWS AppConfiget S e = d&LICH.
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of|0|ME OHL|HAE O3l

0|24 AWS AppConfig 0I|0|ME 7|52 & Md36t2{H OiLIHAEESE

A

o

HEI &g = Us HYUE Mofst7| s MSst= 78 lolE HEY
Fet i E7

stLC} oL AE = 0] 0]
LICh OfLZ| A E &= JSON
P

O 2 EMEILICE 047|ol= BHE B Chebst Ao SHE S 2|AMQ| 7| A EZ & Elof l&ELICHAWS
AppConfig.

Ui AEo] = ofe] PAdo| ZEE 4 QlaLich E3t BiLTAEC| 2t TAS XIHE Mo A Y
stLt |4k 0| ofl0ITE JI5 S Al 4 olaLich BLHAES| 2HxE Chg HAIS AHSELICH

{
"application_name:environment_name:configuration_name": {
"agent_feature_to_enable_1": {
"feature-setting-key": "feature-setting-value"
.
"agent_feature_to_enable_2": {
"feature-setting-key": "feature-setting-value"
}
}
}

C22 5 7tX| 80| Y= OHLHAE 2| JSON A L|C 3 #Hml 7+ 8 (MyApp)2 AWS AppConfig
HOIME 7|52 AH85IX| et&LICH F M| T2 (My2ndApp)2 ClAT 0| T4 SAHE MA7(9 CHE
Y AM 7|15 ALSELICH

"MyApp:Test:MyAllowListConfiguration": {3},

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "@@bl48e2-4eak4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
b
"writeTo": {
"path": "/tmp/aws-appconfig/my-2nd-app/beta/my-enable-payments-feature-
flag-configuration.json"

}

[u-}
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Oo|ME OiLHAEE MSste &Y

OHL|EH| A E S AWS AppConfig (0| E 7} ]2 £ Qe Qx| Ttz KEHe £ Q&L & oL
HAEZE AWS AppConfig 7 H2 2 &SI D Ho|METL Y OILIHAEE 7
Ct. o O|ME DHLIHAEE NE5t2d™ CHS 4 S SHLIE MANIFEST 848 HsE

OfLH A E 2K BE M gk A& At
irigel file:/path/to/agent-manifes LT A E 7} X+ HZAE| K|
t.json ole 4% ol YHE AFSE L
Ct
AWS AppConfig Tt application- SH Yo|Eo= O &ty
name:environment- 2 ArSELct CHE AWS
name:configuration- AppConfig 782 ME st &
name o St Ao 2o HEE
OHL|HAEE C|o|ESID +
A AWS AppConfig S 2 HiE
g = A&Lch
g4 e OfL|HAE 22X (JSON) OHL|HAE 7} A} B4 K|

7ol 42 A
M %%&*I—IEL

ol'l
ol
rir
o
2
i
lal
P

AWS AppConfig 0| O| Eof| CHEF B4 A& of| CHEH REMIBH LI 2 AFE Alilof ST
M.

« AWS AppConfig 00| E Lambda &% T4

« Amazon EC20lA{ AWS AppConfig Oll0|ME ALE
« Amazon ECS %! Amazon EKS0i|A AWS AppConfig H|O|HE ALS
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AWS AppConfig ALEXl 710|=

o AHMH 72 HMF T F AWS AppConfig Agent 743

AWS AppConfig 00| ME O{iL|HAEO| Xt A & 245
A5t = AWS AppConfig HIOIMEE F48 == Ql&Lct. xra 59 "y olol= AWS Identity and
Access Management (IAM) 23& 9| Amazon Z|A A O|F(ARN), & ID, MM 0|& L 0l0|ME 7}

S $9% 4 2/ 7(zo] ZEELICH

ok

OHL|H A E 9| ‘credentials’ Al440] O|2{8t M| HEE Q=AELICH ‘credentials’ AMo|MH= CHS A
£ AEghLCt

{
"application_name:environment_name:configuration_name": {
"credentials": {
"roleArn": "arn:partition:iam::account_ID:role/roleName",
"roleExternalIld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}
0q:
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalIld": "@0bl48e2-4ea4-46al-ab@f-c422b54d@aac”,
"roleSessionName": "AWSAppConfigAgent",
"credentialsDuration": "2h"
}
}
}
T2 AM5t7| Mol ol 0| HE = DHLHAENM F4dof CHE Rt BB M HEE 212 O3 s
Tadoll XIHE IAM A2 S UBLICH B HUHASM 20T M2 CHE X2 3 xR0l &
g2 X" 5 &LIct ChS Cholo{2 2 AWS AppConfig O OIHE 7L HI™E A(AAM HH)oll M AlE
Zl= 52 AY B C(E2 A AlE)ol| X|IHE HEo| A S =t CHS GetlLatestConfiguration API
g S E5t0d s Aol A Q1 74 Clo|E{E AMSHE AWS AppConfig &g HoiE L
Ct.
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E Account B

IAM Role

E Account A > g/ol::}

AWS AppConfig

1. sts:AssumeRole

AWS AppConfig
Agent

2. appconfig:GetLatestConfiguration —

1. sts:AssumeRole

E Account C
20O
70

AWS AppConfig

> LD

IAM Role

S AYOIM T4 HIOIEIS AM st Hat T4

AWS AppConfig A AHHM M Sl oo|HMEE SZ UM AHHM 74 CIO|EE AME = AU
£ Heto| ZostLch Zt 22 YA Aol AWS Identity and Access Management (IAM) 23&HS A

45104 o O|HE HEtS FodgfLict. HA HZH 2| AWS AppConfig 00| E = S= A Aol M Tl
O|HHE 7tX 27| flsi{o]| A& S s erLIct. o] Ehplol Hitofl el IAM Heh HA, IAM g2 st
T LT AEO]| ofO|HE ZHHL|E FIte = U&LICH
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« ZF IDsULICEFAWS AE. AM AH2 2 H HIOIEE QISHCIE A-HE AHMo 2 &5 HEHY
LICH 224X AHES 74 HIo|EHE AM A™Ho| MB35t A-ELICt.
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« Amazon Elastic Compute Cloud(Amazon EC2)9| A< QIAEA A& E AWS AppConfig AFE &
L|CF.

« 9| 22 Lambda A8 &S AWS Lambda AWS AppConfig AF&&FL|C}.

« Amazon Elastic Container Service(Amazon ECS) & Amazon Elastic Kubernetes
Service(Amazon EKS)2| B2 = ZiH|0|L4 &2 AWS AppConfig AHS & LICH.

IllIrlI
ol
0z
il

ROLE_ARN &7 B2 X|H5t0{ CHE IAM A& 2 AL 3= 5 AWS AppConfig 00|
A< Y olF = 7|85H SLICh.

CH2 ROl e AW 2&E B30l T UM YUY S lauich B4 A thet 24 ool
& WIZ AWS AIF ¥ 20| MAHE 2R Bc

1. B2 A™H 2|l AWS Management Console 0l 3 218FL|C},

https://console.aws.amazon.com/iam/Hl A IAM 2& 2 JLICt.

=AY BOlA BRI Myt

A7 7|2 JSONS C}S MA MHO 2 HFBLICEH 2t ## ### ## ###E Z2UA A
= X F
B

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource":

"arn:partition:appconfig:region:vendor_account_ID:application/
vendor_application_ID/environment/vendor_environment_ID/
configuration/vendor_configuration_ID"

}

[
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"
1,
"Resource": "arn:aws:appconfig:us-east-2:111122223333:application/abcl23/
environment/def456/configuration/hij789"
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1. S2YUA A™HL| AWS Management Console 0| 1 Q18 L|C}.

2. https://console.aws.amazon.com/iam/0| A IAM E&& L},
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4. MEIE £ e AEE| RFo| AWS HHE MEIFLICH
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8. LSS ME{gLICH
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10. CISS MEiEFLICH
11. & o|&of ol =EL|Ct.

12. (M AHE) Ao dFE UHEfLICH

13. 1EHA: AEE" =
Z HbELCH Z #

et ||:+ 71 JSON t12| Mg ot mMe

* 30

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::retrieval_account_ID:role/appconfig_role_in_retrieval_account"
iy
"Action": "sts:AssumeRole"
}
]
}
14. (M= ALE) Tags(EHT)0l A Of &toll Cit HMAE T4, £ £& Mofgt Ej1-7| 2 Hoig
StLt Of & FIHEhLct
15. g g2 MEfsrL|ch 2™ g Ho|X|2 otz
16. 23 Mgt A S HMELICH O[F MEfEFLICH ARN AMof|A{ ARNS SAELICE Ol HE=
Ct& ™Ato| M X[HE35HA E it
iU AEO] XtE SH RHHQ| FIt
ZTUA ALOIM 1AM B MAIE S0l A AHoIM LB AEE Holo|E 8L S5
S2UA AHAM £ CIoIEE ZAME = UL X4 8 51 IAM A& ARNS F7HLICH
JSON ¥Al2 CtE&1t Z&Lct.

-~

"vendor_application_name:vendor_environment_name:vendor_configuration_name": {
"credentials": {
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"roleArn":
"arn:partition:iam: :vendor_account_ID:role/name_of_role_created_in_vendor_account",
"roleExternalld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}
0df:
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "@@bl48e2-4ea4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
}
}
}
CtE HE dM0| 2 sst=X| &l

oo|ME 2 & HE S0 AWS AppConfig 00| E 7} 042 7A|HoiA 24 CIO|HE AMEY + U=
L

x| &olg = &Lt
'YourApplicationName:YourEnvironmentName:YourConfigurationName'oll CHEH ZHAE &
7| CIOIE{e| INFO =& 2= &3 M AMol 7bg ME et x|Z oot Aol AmistHE & 0|7

x4
£ LIEILH= ERROR =& 27t ZAIELICH OS2 SSUA AEoM 3z AAe of 2iLCt.

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MyTestApplication:MyTestEnvironment:MyDenyListConfiguration' in XX.Xms

T SAES ClAT o AES AWS AppConfig Agent T/

T AES ClATo Yt HIAEZ RS XH{E TS AWS AppConfig HIO|FEE FMHE £ Q&
LICt O] 7|s& AF83tH ClAT 0l 7 CIo|EE 2l ofZEE|FolME AHE5HE 20| A
AppConfiget @IS & £ JU&LICE
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1. OHLHAEE HEFLICH

2. [C|A30i AWS AppConfig & FME MEHSIT writeTo K48 F7HEFLICE of:

{
"application_name:environment_name:configuration_name": {
"writeTo": {
"path": "path_to_configuration_file"
}
}
}
odl:
{
"MyTestApp:MyTestEnvironment:MyNewConfiguration": {
"writeTo": {
"path": "/tmp/aws-appconfig/mobile-app/beta/enable-mobile-payments"
}
}
}
3. A LHE S XEELICE. configuration.json T2 M Tt4d G|O|E{7t B2 & [{otC YO0l EF L
C.

LT AEE AFE3tod F£7F HM 7|5 s 225


https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html#appconfig-integration-ec2-configuring
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-containers-agent.html#appconfig-integration-containers-agent-configuring

AWS AppConfig ALEXl 710|=

FO|

—

Clazo 74 SAHE M7} 5 SSt=X|

1ok

AWS AppConfig H|0|TME 218 HESI0 44 AF20| C|A 30| Z7IF 2D U=X| ElE = A&
Ct. "INFO write configuration 'application:environment:configuration'to file_path"gt=
277 U= INFO 22 &5 2 AWS AppConfig O|0|MET T SAIEE ClAZof £2Ct= X
HLC

of:

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MobileApp:Beta:EnableMobilePayments' in XX.Xms

[appconfig agent] 2023/11/13 17:05:49 INFO wrote configuration
'MobileApp:Beta:EnableMobilePayments' to /tmp/configs/your-app/your-env/your-

config.json
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) 74 A7|0tE ZEHstod SDK &t
HEg R ﬁ IEP OpenAPI(A-‘HIHEP = gholl CHt REAlSt L2

OpenAPI0| CHEF CHS YAML A2 A8 35104 OpenAPI M 7(ot &
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OpenAPI At E B Z5tA A2,

openapi: 3.0.0
info:
version: 1.0.0
title: AWS AppConfig Agent API
description: An API model for AWS AppConfig Agent.
Sservers:
- url: http://localhost:{port}/
variables:
port:
default:
12772
paths:
/applications/{Application}/environments/{Environment}/configurations/
{Configuration}:
get:
operationId: getConfiguration
tags:
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https://github.com/OpenAPITools/openapi-generator
https://swagger.io/specification/
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- configuration
parameters:
- in: path
name: Application
description: The application for the configuration to get. Specify either the
application name or the application ID.
required: true
schema:
type: string
- in: path
name: Environment
description: The environment for the configuration to get. Specify either the
environment name or the environment ID.
required: true
schema:
type: string
- in: path
name: Configuration
description: The configuration to get. Specify either the configuration name
or the configuration ID.
required: true

schema:
type: string
- in: query

name: flag
description: The key(s) of the feature flag(s) to retrieve. If not provided,
all flags are returned.
required: false
schema:
type: array
items:
type: string
- in: header
name: context
description: Request context used to evaluate multi-variant feature flags.
required: false
schema:
type: array
items:
type: string
pattern: 'Mw+=\w+$'
responses:
200:
headers:
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ConfigurationVersion:

schema:
type: string
content:
application/octet-stream:
schema:

type: string
format: binary
description: successful config retrieval

400:
description: BadRequestException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
404
description: ResourceNotFoundException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
500:
description: InternalServerException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
502:
description: BadGatewayException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
504:
description: GatewayTimeoutException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
components:
schemas:
Error:

type: string

OpenAPI AL¥E AtE5H01 22H0[UE dY
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description: The response error

AWS AppConfig H|0|ME 24 Jet D= &
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/A Warning
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Ch2 Mxioll el 22 71 2 =ofl 2AH AWS AppConfig (IOIMEE FA48FLICT
27 e 2=0f 27 AWS AppConfig 00| MEE F A 5HE{H

1. R Bol chal MY e A& stof of OlEE MRIFLICH AWS AppConfig 0| EE
AWS MH|ACI2 D} 8t ZrS st}
« AWS Lambda
+ Amazon EC2
« Amazon ECS 2! Amazon EKS

2 OoO|MET} A =01 B =x|8HLC}.

3. #Z B 5Z0{ LOCAL_DEVELOPMENT_DIRECTORYE F7}&LICt. ofO0|MEO| 17| HEtE A
S ot A|ABIO| CIHEZ|E KIHELICH o & £01 /tmp/local_configs&ILICt
4. Cl|HEZo e MEELICH oY o|§ 2 CF2 EAlg AFE38H{oF g LCt.

application_name:environment_name:configuration_profile_name

of:
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-lambda-extensions.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-containers-agent.html
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Mobile:Development:EnableMobilePaymentsFeatureFlagConfiguration

® Note

« LOCAL_DEVELOPMENT_DIRECTORY C|EE{2|o| mtoi F£7I& = = 7|5 Zeia M
Z8 Ee{H MM AT ML2AWS AppConfig HO|ME 2 7Her 2 Eof CHEE 7|5

7
. ME st Mof7F 2B BLR L type%subtype YACR EHEXIE MIE £+ U&L
J2{H HO|IFMENM 2EI= REO=2 . type/subtypes BHEHEFLICH.

5. CtS BBES Aesto] o|0|HMEE ChA| A&t 714 CIOIEIE FELICH

curl http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

L

HO|IMEE H0|ME X|HE E 7tHo 2 24 Do HA A S &elguct E3 2tHE X
StX| pi2 AR HO|MEE 7|2 7tZAQ1 45X E AL ELICH E3 70 MOo| HALE =&3stH oo
E 7t AWS AppConfig MH|AQ 45 25T T T HE F2e OHEH7HX|E 2 THY #ZE0AMd S
ot SEFgLICh.

(® Note
EH N 4 mtdo|l M HTE B2t M Clo|E 2 Tt s YCl|o[ERfLct.

AWS AppConfig (IO|ME 24 7Y 2=0f CHEt 7|5 Eeia ME

ol MMol= 2 74 2 =0i A AWS AppConfig O 0|E S} &7H AL E 5= = 7S £ ME0]
ZEElof gLt 2Z Y 2o M= HIoIE HA Azt E4lo| 7|5 Eef o|O|E{7t R &Lict.
AM A2t A2 Zelaol gfot ZESHE GetlatestConfiguration APIOIA ZE1E ZHA4E mff Hhetg|
= ALt AM AlZH & 4Alol= 29| MA| & o|(CreateHostedConfigurationVersion AP104| &

L
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateHostedConfigurationVersion.html
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(® Note

ofo|MEJI 22 7|5 Zeia ClolE{e] 28X RS application/json (ZZ 74
S E7} oti=l AWS AppConfig Bt E0I A £ ClO|EHE ZAME met OHEtItXIZ) 2 2
DS st2{H 24 7S £ THAUO| json HEHALE ALE5Hof B LICH of & E04
Local :MyFeatureFlags:SampleBl.json®lL|C}.

ME 1:UI MZ D32 LeHiE B S eluic,

{
"ui_refresh": {
"enabled": true,
"new_styleguide_colors": true
}
}
ME 2. Y 7|s E23E LtELHE of2] S,
{

"background_worker": {
"enabled": true,
"num_threads": 4,
"queue_name": "MyWorkQueue"

},

"emergency_shutoff_switch": {
"enabled": false

I

"logger_settings": {
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"enabled": true,
"level™: "INFO"

CHE WE 715 Eaia

MK

StLt o|&fo| CHE ¥ 7|5 S8 _EﬁPE 7|15 e T 8o AM Azt EA2
Al Amazon lon OIO|E{2 E A|EIL|C}. 0] & '01|A-| CtE HE Eciae 0| EHEl =
712 Edla= FMO|HE EXERE E The

JSON G| O|Eq CH
EoZ EAL
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AE
S RE(ZO} 291 B5) EE 7|2 HHES L} r e SAIYUULICH HE FE Lol & v 245
HEo| FAIE LIEHLHE s EHA0|T 5 Wi 24 W0 2HAE LigtLls ExtdeLin

ol O|TME 7} o|2{3t Tt U E NMCHE sHAMStEdH 22 7|s e oM & &

2 Ar85loF g L|Ctapplication%ion%type=AWS.AppConfig.FeatureFlags.
04& =04 Local:MyFeatureFlags:SampleMVl.application%ion
%type=AWS.AppConfig.FeatureFlags/LI|C}.

HE 1. M 7Sl ASYE Eela8 HEE OFE MY Eeia ot

'tiered_release'::[
[
(or (and (eq $group "Tierl") (split by::$userId pct::1 seed::"2025.01.01")) (and
(eq $group "Tier2") (split by::$userId pct::7 seed::"2025.01.01"))),

''{" _variant": "ShowFeature", "enabled": truel}'''
1,
""" _variant": "HideFeature", "enabled": falsel}'"''
]
ME 2: AEXH DO el M2 CHE UXE LHELHE ofg] E2ia7F EAIELUCH XS F E2ia=s oS8
BP0l %5 Eeias 72Ut

'colorway'::[

[
(contains $userId "beta"),
"' {"_variant": "BetaTesters", "enabled": true, "background": "blue", "foreground":
"red"}''',
]I
[

(split by::$userId pct::10),
"' {"_variant": "SplitRollOutRedAndBlue", "enabled": true, "background": "blue",
"foreground": "red"}''',
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https://amazon-ion.github.io/ion-docs/
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]I

"' {"_variant": "default", "enabled": true, "background": "green", "foreground":
"green"}''',
]
'simple_feature'::[
[
(contains $userId "beta"),
' {" _variant": "BetaTesters", "enabled": truel}'''
1,
' {" _variant": "default", "enabled": falsel}'''
]
'button_color'::'''{"enabled": true, "color": "orange"}'''
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ot #2|x[of HI&o| M ELICct Edt E22iT AM 4SS 2[5t I E AH85101 ZRAIE ddst=
C}& B4% flags. AWS AppConfig recommends®t Z42 7|5 X = AWS AppConfig 0| E
28E AWS Lambda = U&LICH EEi2E0|M 2™ HAM5H= CHal AWS AppConfig Lambda 2f
LHOIM 7|5 Eei2E AAMSI TS Lambda = &2 AWS AppConfigTt &g LICH &8 %F4d5t04 o[l
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Ct. Lambda &< URLs.

AlE Fet = CIOIEHE AMst= BT E To{gfLch 2HIY AFE Atelol= Yetxo 2 T Fut
Ztz40| Zestx| et&LIC oHZZIF 0|40 ZE Ao ME T Est= ZdECH AWS AppConfig
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-multi-variant-feature-flags.html
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-lambda-extensions.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-lambda-extensions.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-configuration.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-auth.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/amplify/

AWS AppConfig ALEXl 710|=

« X[ AlZF D HIEE| A2 E E04 d5E JHMELICH
« HERI AM2of CiE SHEE HM7Hstod EHE MS
H

. ClOlE| 244 BIZ & Fod

DHFY ALS AbE 2]

2 o HZE W YT 2ClHolA JHAIE TEstE 20| EALICH O M2 a7
Aloflif $iste Tag A
e

O

o EQE Z;'—?— iEAIONH JHMR7|2 Sot7t =8 ofZ2|A0lME 7o
2fLICH Z S Al0lA 102 ZAME|H QI 22| FHAIE Yollo|E8t CHS ClHtolA0of MHE ||
grLICH HORRE T2 MAE ALE5H0d FHAIE eHE6tn 2 142 MZ DEILICEH ofEE(7H01M Al
i F XMEeE FEE 7HME2 W ZMo| st 7 FHS 2 AT[ELICHa 21 O|& AFE35Hod ¢l
HZ2| FHAIE Al=EFLICH).

Segmentation

7l B8 A8t A 1 JldtolM TIs Eeia R BEE MOTESE & &Lt o
H7| sted™ Z2aia AM S50 HHEAEES M35t M3 E HHAEE 7|8tz 7|5 Zeao| ot
Yot HE S HESIE S 7 EIE FHELICLH 0| E £0{i0S 18. X AAEXIE 2IEt 7|5 2 ¥, i0S
17.X AL ALE QI8 ¥, CHE ZE i0S HTof CHE 71 Zeia7t IS & U&LICH HES M85
™ ol 22|70l 2| ZE iOS HTH0| SYUE BHH0IM SUEt THS LHE O SIS e & QK|
o, Z4M 5 Z0f MZE HHAE(0]: "version™: "i0S18.1")0d [} 2} C|HFO|AE FAJo| XA HES
= AlgfLct

@ Note

2 HFY A2 ALE{|0f AWS AppConfig 715 Zei1 HES AIE 6t
2424 AWS AppConfig 0| 0| E ot ZEA[E ArE5Hof &Lt

rr
ox
40
N
oIr
13
il
I
i
oY
1=
9'|_|

m
==

AWS AppConfig 00| IEE At835t04 7|5 EH

>.
=
g'l_l
A
0
ok
\J
Al
mjo
for
oo
9'|_|
(@]
-l

OE AMStR| of =& MEE Fe 2 Es E
AWS AppConfig ZtEF5t T FIC[HEE|7 F 2 MESHE s F = laLIch 232 tyol thet =2
M HiZ 2Lt clotolA fFE(EIE R O T8t = OS HIO|X T Z2 ZHiUE 282
datod THE MY EIAE WEZEHM #HoR BEsts A Qo 12 7|gtE MEStE = &
Lich ol 2838 AME5tH 12 7|eto| §Y 2F MY S §F6t7| flsi SLstHU OHE T O

Ol MIEE HiZE & JA&LICH

Uitsioz 2t B0l 37|18 M RAIGHE 1S SEZ FLICL THYU AR Alzlols 2 CHIE
HIoFol 4 BHElS 80| & LIk CIOIE] 27|18 2|43kt ALSXF 7IH Fitol M UBE BHE 8

Segmentation 235


https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-multi-variant-feature-flags.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-multi-variant-feature-flags.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-environment.html

AWS AppConfig ALEXl 710|=

xlsHs Cf 20| ELICh E8 2 ClHHol AL THIB 0| &2 BT CHIZ 0] 91 B2 ALololA
stS3He 227t B| IR0l 2C/HH0lA FHAI0] IS SLLICH 74 TlO|EIE HME 4 gtk TS
HAMoz Anjste olE2MolM IS ERFLIC

a9 7|se

7ls e |5 ala Moy ol HRELICH ¥7| 2% 218 AL 5to] oHEEI
OlMo| 2 EHNIE HME 4 BLICH oI S0f OJHIE B0 %7t XIES LI LT Hl0lE{E Tl
Zste M5 DUIEZ E22 448 4 AALITH EE T2 7|8k NIHE CfEt ofEEIHOIM M2
& BEE |X| BElstn ZYE 4 e

AWS AppConfig Ol 0IF1E 10| 74 G O[Ef 74

oM 74 HIo|E{E AMstE "l‘._-l'}! 22 AmazonOAM 7He & #2|5H= AWS AppConfig MIO|MEE

A& 3t= AWS AppConfig ZALICE O0|HEE AHE5tH 74 TIO|EHE 2EZ0f FHAlet YO[O|EE

?I3 AWS AppConfig H|O|E 5' o MHIAE H|IS7|MoZ E31F &= USLICE O| FHA/ZE- ZZAMA

E Safl XId AlZtat H|E 2 2| A3t5HHA o Z2(AH 0|0 74 CIIO|EHE &4 AFSE &= JU&Lct o
O|MEE ALE3tX| 2t 22T AWS AppConfig Tl O[E{ ¥ MH|A0M 2 HEZ| APISE 288 +
A& LIt

clolE| Z8Q! MH|AE StartConfigurationSession & GetLatestConfigurationO|2H= & 7H2| Af API
g MASELICH 8 HIolE ¥ MH|A= AWS AppConfig ZIEE Eoi|Qla HE o =z 2
EE AMEF L

(® Note
OB E22! MHIAE GetConfiguration APl Z 2 At8304 +M HIO|E{E AMSHE=
Ol ZZ M AE CHAEILICH GetConfiguration APIE O O|4 AFEE|X| St&LIC.

P

rr
|K

EMAT} &S5t

ol
o
rir

2 Clo|H ¥ MH|AE AF&304 AWS AppConfig APISE &2 &
(o)

O & 2|71 0| M2 StartConfigurationSession APl 2 4& At&38t0] T4 MME HA d&5t04 74 OO
E{E AMILICH O™ MM Z2I0|1E T HI|XM 2 2 GetlLatestConfiguration® &350 AL 7}
S8t 2[4l OIO|E{E = elstn ZHMEFLICEH

FIF Eei A ALE 236


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#appconfigdata_data_plane
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#appconfigdata_data_plane
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html

AWS AppConfig ALERE7H0|=

StartConfigurationSessionO| ZEEK|H I =0 CIS HEE EHHLICH

a

. MlA0| Z==5t= AWS AppConfig OHZ2|F|0|M, &t 74 2 1A T2 Lo| AlMXK(ID E= O|E) L
Ct.

o (MEH AR MM 2BI0|MHE T} GetLatestConfiguration & ALO|od| CHZ|5HOF H= Z|A AlZE
olLlC
=

—_

olof CHet €EfInitialConfigurationToken2Z & MMo| ZEI0|HEN MB D i Mad2
MSZ EEE M ABE GetLatestConfigurationE AWS AppConfig A& & LICt.

/A Important
Ol E22 GetLatestConfiguration2 *S E&& mj st 2 ALE 3l ok & LIC}. O]
Z0i GetLatestConfiguration2 £&& [MOICt GetLatestConfiguration8H
(NextPollConfigurationToken)2| M EEE AtE5lof gfLICE ZI 22 ALE ALEIE |3
5t7| s EE2 zIcH 24 A2 S REFLICH GetLatestConfiguration ZE0A BI=
EEEE MB35l 82 AlAEI2 BadRequestExceptione BHEHEFLICEH

ek

@

GetLatestConfigurationg& £&35tH 220|ME Z=EE= 7IE %2 2| ConfigurationToken 2}
2 2T olol Cigt S8EHS=E sAIFLICH

« NextPollConfigurationToken: CtZ0f GetLatestConfiguration E& A At
ConfigurationToken Zt&ILIC}

« NextPollIntervalInSeconds: 22t0|ME7} GetLatestConfigurationol| Ct& 3£ 3517
oil 7|ct2qof 3t AlZH

- T MMol ArEE 2[4l O[o|E. E2to|Eo] o|O] Z| Al HFCS| F40] U= A< HIO
&Lct
= .

o
jo

/A Important

e &2 82 & 756l S0

- StartConfigurationSession API= O ZZ|7i[0|M, &4, 4 =2 E 2 F2Io|HES & et
S E5t04 MU|AQLS| MM MAatoF EfLICE Ol Yo = ofZ2|AH 0|2 AIZHE i
= M2 XS dMst7| 2ol =~ ELct

AWS AppConfig 00| ME Q10| 7143 HIO|E{ ZAA 537


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html

AWS AppConfig ALEXl 710|=

. KmsKeyIdentifier% A835tod FHE HiZst= 32 7 =4 2F0| kms:Decrypt
£ Hto| £ & E|ofof FLICH RHAMIEH LHE 2 AWS Key Management Service APl & Z 9|
S35l MM AR S AINQ.

JHIP

« O|™oi #+ HIO|E{E AMst= Cl| AFSRHTE API GetConfiguration &
M E|X| t&LICH GetConfiguration APl X2 &t S 3LEl 1S X|6

(i Al) AWS AppConfig APIsE 5 &350 74 M

CH2 AWS CLI od| Kol M= AWS AppConfig CllO|E{ StartConfigurationSession &
GetLatestConfiguration APl 242 AL&3510{ 74 HIO|EHE HM5t= WHE 2015
LICH 2 el BE2 7+ MMEE AEELICEH 0] Z&0{= AWS AppConfig O Z 2|710[M2
IDs(£= O|§), &4 U 74 T2 Zo| ZFELICH API= 7+ HIO|HE 7tXM2= o AFSE
InitialConfigurationToken2 Bt&t&iLICH.

aws appconfigdata start-configuration-session \
--application-identifier application_name_or_ID \
--environment-identifier environment_name_or_ID \
--configuration-profile-identifier configuration_profile_name_or_ID

NES- T i= i g,

rlo
o2

Aol HE=Z SEELICH

"InitialConfigurationToken": initial configuration token

MME AlEHEH F0f= InitialConfigurationTokens Ab&310{ GetlLatestConfigurationg & &304 74
ClOIEE 7tAZLCt 4 CIO|E{7} mydata. json Tt A& E LC.

aws appconfigdata get-latest-configuration \
--configuration-token initial configuration token mydata.json

wn
+
Q)
=
+
(@)
(@]
3
_h
|_1
(@]
C
=
Q)
+
|_1
(@]
3
(Vp]
D
wn
wn
|_1
(@]
3
9_
x
Jm
r&"

"NextPollConfigurationToken" : next configuration token,
"ContentType" : content type of configuration,

(oI Al) AWS AppConfig APIsE E&3+0{ 7143 M 238


https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html#API_appconfigdata_StartConfigurationSession_ResponseSyntax
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html

AWS AppConfig

"NextPollIntervalInSeconds" : 60

GetLatestConfigurationOf Cigt £& &2 O|T 8H 2| NextPollConfigurationTokeng

MSstok gLt

aws appconfigdata get-latest-configuration \
--configuration-token next configuration token mydata.json

/A Important
GetLatestConfiguration APl 240l CHEt Cl20t 22 £2 ME HEo Fo5tMAIL.

« GetLatestConfiguration 8 0l= 744 HI0|E{E E0{F = Configuration AMO|
EZBEILICE O] Configuration MME2 A[AERIMM M 72 O|0|H EE= HMOH|0|EEl 774
HO|EHE &2 Z<oigt LIEtLICH AJARIIM Af 74 CIO|E{LE HH|o|EE F4 T O|E

ol

£ 3tx| 28 Y Configuration HIO|E{E H|o{ Q&LICH.

« B E ConfigurationToken 8E0{A A GetLatestConfigurationg #&L|Ct
« Oflah T HiEZ O ol HIE, FHE e =8 7|E 2= GetLatestConfiguration API
A sEo £ PITE TH5tE= 0| %‘El—ll:l'.

(olIAl) AWS AppConfig APIsE Z&35t04 714 744

239



AWS AppConfig ALEXl 710|=

S (=) — . — -

& 52 AF235H04 AWS AppConfig I EZ &%

B2 e ML HHZ 3= AWS AppConfig HIEZ S0 o8] A0 2R E= SEHS F
Uste 7|52 ZEELICH 6§ S0 2 H 2US AS5H0{ CHS R 2YE Y = UL
- 7 Z21t0| HiZ E|P Amazon Simple Notification Service(SNS) FA[of & M&ELIC

- HiZE AZst7| of RIZ e Ollo|Ee] 74 Z2E LIS A3 2{YEfLIcH

« 7ls Zel27 YA E wiotct Atlassian Jira O+ & 244451 7{LF ool E & LICH.

- HiZE AIZTE [} MH|A == CIO|H £&40| Z2EHIXE 74 Of|O|Eof Hahghict

« 40| HiZ & motck Amazon Simple Storage Service(S3) HZIQ 2 714 uHedghL|C.

o
Al
e
0%
1o

A4 E AWS AppConfig OHEEI7|0|M, &t F Y 7o Z2 Lt dZ8e = JU&LICH
LHE
« AWS AppConfig % 0|5}

- AWS HE HE &

« & AL Xl XA AWS AppConfig & & A4

AWS AppConfig &%+ o3l

0| ZF&|of M= AWS AppConfig & & JHd Tt 012 AJKELICH 0] ME = AWS AppConfig Z& S A
Hatn A8 st ol LRE 2t Bl A=A E oM BRI

=S|

- 1B & o2 £EE 5 A

. 2E|‘7=|| §_||'7g- AEIch-l A|7| 7E=|7g

o 3CHA|: HEF 0474 Al Ad

+ 47 T T O S o] SHEIRIE R HO

1CHAH|: Btato = £ 313t xhoq 74%4

-1 O — T OoOoOE 1 H 20
AWS AppConfig Hi Z7} &2 E [HOtCt Slackol| HIAIX|E ELHE LRI HEI o SASAIZIE LI
T2 HiZ 37| ol Amazon Simple Storage Service(S3) {20l 714 T2 Z S AT A& LITI?

AWS AppConfig & 0|3l 240



AR 7H0|E

AWS AppConfig

THE HZaty| ol e Wiol T4 GOIEE AR ALK TS N3] Oleiet

SO AU S2 +HY 4 AaLch A XY HES ML AWS o ZEE AMHE HEE

MEE = A&LITH AWS AppConflg.

@® Note

CH 2ol AL Atfloll Al ALS R RIT &g Aadstadn statol HolEl A4 U X218 + st
= AWS Lambda & & ddstjof ZL|Ct XtMEH L2 Q& ALS A X% AWS AppConfig
53 M EHRlg BESAAIR

CISO Z2 AWS &M &3k g S8 HH %
AppConfig 2&0|MH E= E=
AWS CLI AWS Tools for PowerShell®& L—| EP.

shxf MO

= ==

Amazon CloudWatch Evidently A/B Ef| A& o| 2f &2 ALE35tE ofZ 2|71 0|440] EvaluateE
ature 2UE S £t

AWS AppConfig EventBridge0f O|HIE H{ 3 O| 2 &2 F0| HiZZE [} EventBridge 7|2
O|HE HAZ O|HEE H&ELICH

AWS AppConfig Amazon Simple Notification O &2 F42 =& W X[XEt Amazon

Service(Amazon SNS)0{| Hi Z O|HIE SNS =AM 2 HIAIXIE HEELICH

AWS AppConfig Amazon Simple Queue o &2 F0| ilZE i HA|X[E Amazon

Service(Amazon SQS)0ll HHZE O|[HE SQsS 7| E&Lct.

St & & -Atlassian Jira O &S ME3H 7|5 Z2i1 AWS

AppConfig & HZE motctol M EXIE A5t
1 dolo|EE = A&LICt

B HEoE +8Y Nd 28 241


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-evidently
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-eventbridge.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sns.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sns.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sqs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sqs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-jira.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-feature-flags

AWS AppConfig ALEXl 710|=

DEHA: BHE A Al7| B

2 AWS AppConfig AT EE Soi +st= stLE 0| 2| U E HolgL|Ct 0o E S0 &

AWS AppConfig deployment events to Amazon SNS EZXEO0{= Amazon SNS FA[of &

22 EUll= &do| e ELICH ZF 2Fd29t 45 & AWS AppConfig 5t74LE7F AFE RHE CHAI5H04

zZ M|lAE AWS AppConfig =&& [ S EEILICH 0|E =] ZRIE AWS AppConfig & 0|2t &t
C

0 CHE &t ZQIES X|BHLICE

PRE_* &Qd X|5: &Hed X|Hofl TAIE 27 PRE_* 52 28 B 37} 5 &|H 0|80l siTsts
252 $85t7| 20| AWS AppConfig MSEILICH Ol2{8 AMS 28T S Ao #M2|ELICH 2F0|
S 7§ Ol4 OIR0IZI B UM 7 $EL #ACE MYELICH EH PRE_* UM ZIEE T4
LH8S 4415t T HZTE 4 2UCHs Ho RSHAIAI. PRE_* HM ZOIEE 2 F0f ChS5H0d ZxI7}
FSHKIs 22 YXIY £5 sLic

* PRE_CREATE_HOSTED_CONFIGURATION_VERSION
 PRE_START_DEPLOYMENT

=t x}of _cajeTyr tg/gort 7;,|$ Halaf LFE FAls

* ON_DEPLOYMENT_START

ON_DEPLOYMENT_STEP

ON_DEPLOYMENT_BAKING

ON_DEPLOYMENT_COMPLETE

ON_DEPLOYMENT_ROLLED_BACK

AT * 2 X 2] X|Ho| +HE SHE AT_* 22 T E22 87(Mo 2 HE AWS AppConfig
E SEFELICHAT_* 2 XY Sof| &30 277t Y4stH MH|A= {2 EE % SX|otn HHZE
EaferLct

* AT_DEPLOYMENT_TICK

20HA|: A A A7 2 242



AWS AppConfig ALEXl 710|=

HYE g3 = T45t2{H £ AWS AppConfig ZIAAT7H AHSE M Y S
S ESe HY XM HolFLICH o & S04, §% o Z 2|70 Moi| CHEt #4 B =7+ AlZHE motct
AWS AppConfig deployment events to Amazon SNS =& & A&t Amazon SNS FA[0

CHEH QRIS S AT & MENE £~ Q& LICH £% AWS AppConfig ElAA0] CHE & &S &5 &
A X|HE dolste [ &% Aot Lt &F A2 Y o E2F0M Ee FH =2
I} Z+2 AWS AppConfig 2lAA ZHo| X|HE 2HAH| QLT

Bt AWS AppConfig O Z 2| 0|Mol= o &t Fa +44 T2 Eo

| Z&E = A& SpNg=
20| E= B E0| Hdd5ts A= sHEste A< oOHEEIF0|ME E= &4 2lAAl BHHEIZE
I ZZ20i CH3H 22 AWS AppConfig =& & L|CH

0 € £0q AccessList2te 714 Z2Llg 2 &sle MoblleAppsEI-'_ AWS AppConfig Of Z Z|710]|M0]
Act 7hdsl 221 & LTt MobileApps OHZ (71| 0| Mof| HIEH, S8 L Z2=HM BHF0| Z 7|0 QL
Cto 7PE3a BZ70&LLICH AWS 2 El Amazon SNS 22! &0 CHEH &2 & 022 Mdstn &8 2
MobileApps OHE 2|7 0|01 @12 LICH. Amazon SNS ¢ 2! =& 2 ol Z2|7|0|M 0| M| 7+X| &
A & stLtof BH=Z E motct ZHYMe 2 S EFLICH

TR

4E|-7:” -_I'Lg HH;‘TE ELJ §_||'7é|' 0_||'|AI_=|O| _JI\_%I;IE|<2-||_X| §|-0|_|

HAS dddt & AR FMH0| MMHET|HL 40| HHET|THI} 2 &S AWS AppConfig ZE 5t X|
HE A ~ELICH &0l ZEE M PRE-* Y XM Sof A|AE0| 277} ¢ MEIHE i
QFof et HEE AWS AppConfig EHEHE LT

AWS AppConfig 0= CtS 1t 22 AWS 2Hd 80| 28t k|of J&LICt O|2{3t &2 AWS
AppConfig I E2E CtE MH|ALQL S&éte= Ol =20| E = AU&LICt AWS Management
Console = SDKO{|M ZEIT] &% API 2912 5 &350 AWS CLI AWS Tools for PowerShellof|A{ 0|24

B 2t3e ASE 4 ALt

3CHA: =fE o4 M 243

= o

0x


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations.html

AWS AppConfig ALEXl 710|=

st xt MO

= ==

Amazon CloudWatch Evidently A/B Ef| A& o| 2f &2 ALE35tE ofZ 2|71 0|440] EvaluateE
ature 2 E S E5t= CHAl 2L A AFS AL Al
Moj| HE S e = UGLICH RHMIEH LHER2
Amazon CloudWatch Evidently £ AlS B
2 HESIAMAIR.

AWS AppConfig EventBridge0i O|'HE HiE ol &% 2 F#40| HtiZE [ EventBridge 7|&
OHE HAZ O|HEE M&EFLICH

AWS AppConfig Amazon Simple Notification O &2 F42 =& W X[&Et Amazon

Service(Amazon SNS)0{| Hi Z O|HIE SNS FANZ2 HA|IXIE HEELICH

AWS AppConfig Amazon Simple Queue o & &2 F0| iZE i HA|X[E Amazon

Service(Amazon SQS)0ll HHZE O|[HE SQS ch7|dof E&Lct.

S5 & & -Atlassian Jira O &2 AI83stH 7S S AWS

Zls el
AppConfig & B3 WOiCto| M EXE st
T doo|EE = &Lt
Amazon CloudWatch Evidently &% AL

Amazon CloudWatch EvidentlyE AI23lH 7|5& E0IR35E
stod M 7|52 etHstAH HE3E = U&LICH M 7|5l ds2

£ B | clzial A ROl E2hEg 52
ADIE UYE 4 RlBLIC O/ Ba 82 Foln OISR UE UIE sE £ JISE s
SAE 4 QaLich T8 AB AEES £¥5) 579 ClOEIE TIHo 2 Jls MA BHS HE £
=3

CloudWatch Evidently2| AWS AppConfig 2 &2 A& 3+ off Z2|710|0| EvaluateFeature X2
S E5te tHel 2ZoM AL X} Mol HEE &

steteh 4 QlaLch 22 MM2 APl XM 3 &2 oIt
XA Azt 718 Y fIEE EY + J&UDH HEE FPstn AL8sts Yol T RHAE LIg2

Amazon CloudWatch AH8 A M 2| CloudWatch EvidentlyS S&ll EA| 2 A/B A8 32 2 X354
A2,

Amazon CloudWatch Evidently &% AFE 244


https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-evidently
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-eventbridge.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sns.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sns.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sqs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined-notification-sqs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-jira.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-feature-flags
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html

AWS AppConfig ALEXl 710|=

Amazon EventBridge & & 0{l AWS AppConfig HHZ O|HIE AL

>

AWS AppConfig deployment events to Amazon EventBridge &2 AWS AppConfig T
HiZ QI3 E2E ZLIEZSH T & Yste ol =80| AWS El= &M Sarelu|ct &8 2 F4o| Hj=E
[HOFCH EventBridge 7|2 O|HIE HAO| O|HE 2 2Z EHLICH &S olE2A 0|, & E E= F
o T2 E 5 AWS AppConfig 5tLtol| 1488t F= ZE 7 U7t AR, SE 2 EWHE & O|HE b
0] O|HIE 2ZIS AWS AppConfig & HLICH

m
2
o

r

Iul
\_QI_I

EventBridge 7|&

EventBridge & &g T1& & HM ZQIEE | & M|o{st2{™H AHE AL
O|HE A
B U882 & AER X|H

/A Important
O| #& 2 EventBridge 7|& O|HIE AR x| LICt.

ok

I-Jél- A|.

)

F2 A

AWS AppConfig deployment events to Amazon EventBridge &S AFS35t2{™H X
23 01742 MA48104 AWS AppConfig 2lAA & stLtof &2 04738 LICt AWS AppConfig 2&
EE CreateExtens|onASSOC|at|on AP| 2t S At836t0{ S MEELICH oid2 HME [ AWS

J

I'l

AppConfig OHEZ|AHI0|M, Bt E EE= 748 T2 ZIO| ARNS X|YELICt &E2 ofE2(70|M E= &t
Aof HAd5t=E 89 7<|"c'>'5._| OHZZ|Ao|M == 4ol e E B E 7 = 2 Zof Cist o|HE 2 E|0]
MSELICH

of ciet 7ol Bl Z =[H 7} & EZ AWS AppConfig

% X|HE AWS AppConfig ElAA
22 EHLCt.

E&5tn 3ol x|HE = x|™ofl mhat &

O| &2 2 HM ZQIENM ZH Mo 2 S E=|L|C.

* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK

Amazon EventBridge & &0il AWS AppConfig HIZ O[HE AlE 245


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html

AWS AppConfig ALEXl 710|=

Ol ol A ZOIE= ALEXF X|HE &= QIELICH KA Y E 495t CHE AM ZQIE
E o2 388 £ JU&LICH RHAE L2 2d&: ALE XL X[ AWS AppConfig 2 &
4 EHE HZTSAAR

Ch= HAtofl 2t AWS Systems Manager 2& =8 AL&3t0{ AWS AppConfig =& HZAS M4
L|Ct AWS CLI.

Y AZEE dYste{H(ES)
1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
ALct.
: Meygriict

2. ErA Xof M AWS AppConfigE
2 EHoll M 2lAA0] FIHE A

4. =HE AL ME HE MMo| glAA YoM AWS AppConfig ElAaA K2 MESSLICH MEH

st 2lAaao wete CHE SlAAE MEIEEHE AWS AppConfig HIAIX|E E AIEHLICH

5. Elaao Z BETIE MEFLIC

=

dhgLick

_

CI22 &&o| ZHHMoZ S EE I EventBridge2 M& L/ MZE o[HIEQILIC.

M|k

"version":"Q",
"id":"c53dbd72-c1a0-2302-9ed6-c076€9128277",
"detail-type":"On Deployment Complete",
"source":"aws.appconfig",
"account":"111122223333",
"time":"2022-07-09T0Q1:44:157",
"region":"
"resources": [

"arn:aws:appconfig:us-east-1:111122223333:extensionassociation/z763ff5"

us-east-1",

15
"detail":{
"InvocationId":"5tfjcig",
"Parameters":{

},
"Type":"OnDeploymentComplete",
"Application":{
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"Id":"ba8toh7"

AWS AppConfig
IlNamell : IlMyAppll
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"Environment":{
IIIdII . Ilpgi1207ll

"Name" :"MyEnv"

},
"ConfigurationProfile":{

"Id":"ga3tqep",
"Name":"MyConfigProfile"

3,
"DeploymentNumber":1
"ConfigurationVersion":"1"
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"Type": "Notification",
"MessageId": "ae9d702f-9a66-51b3-8586-2b17932a9f28",
"TopicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic",
"Message": {
"InvocationId": "7itcaxp",
"Parameters": {
"topicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic"
I
"Application": {
"Id": "la2b3csad",
"Name": MyApp
I
"Environment": {
"Id": "la2b3csad",
"Name": MyEnv
I
"ConfigurationProfile": {
"Id": "la2b3cs4d",
"Name": "MyConfigProfile"
I
"Description": null,
"DeploymentNumber": "3",
"ConfigurationVersion": "1",
"Type": "OnDeploymentComplete"
1,
"Timestamp": "2022-06-30T20:26:52.067Z2",
"SignatureVersion": "1",
"Signature": "<...>",
"SigningCertURL": "<...>",
"UnsubscribeURL": "<...>",
"MessageAttributes": {
"MessageType": {
"Type": "String",
"Value": "OnDeploymentStart"
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* ON_DEPLOYMENT_ROLLED_BACK
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"InvocationId":"7itcaxp",

"Parameters": {
"queueArn":"arn:aws:sqs:us-east-1:111122223333:MySQSQueue"”

.

"Application":{
"Id":"la2b3cad",
"Name" :MyApp

.

"Environment":{
"Id":"la2b3cad",
"Name" :MyEnv

.

"ConfigurationProfile":{
"Id":"la2b3cad",
"Name" :"MyConfigProfile"
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},

"Description":null,
"DeploymentNumber":"3",
"ConfigurationVersion":"1",
"Type":"OnDeploymentComplete"
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* appconfig:ListApplications
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sts:GetCallerIdentity
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"appconfig:CreateExtensionAssociation",
"appconfig:ListExtensionAssociations",
"appconfig:GetConfigurationProfile"

1,

"Resource": [
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"arn:aws:appconfig:Region:account_ID:application/application_ID",

"arn:aws:appconfig:Region:account_ID:application/application_ID/
configurationprofile/configuration_profile_ID"

]
1,
{
"Effect": "Allow",
"Action": [
"appconfig:ListApplications"
1,
"Resource": [
"arn:aws:appconfig:Region:account_ID:*"
]
1,
{

"Effect": "Allow",

"Action": [
"appconfig:ListConfigurationProfiles"

1,

"Resource": [

"arn:aws:appconfig:Region:account_ID:application/application_ID"

]
},
{
"Effect": "Allow",
"Action": "sts:GetCallerIdentity",
"Resource": "*"
}
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from datetime import datetime
import baseb4
import json

import boto3
def lambda_handler(event, context):
print(event)

# Extensions that use the PRE_CREATE_HOSTED_CONFIGURATION_VERSION and
PRE_START_DEPLOYMENT

# action points receive the contents of AWS AppConfig configurations in Lambda

event parameters.

# Configuration contents are received as a base64-encoded string, which the lambda

needs to decode

# in order to get the configuration data as bytes. For other action points, the

content
# of the configuration isn't present, so the code below will fail.
config_data_bytes = baseb4.bb4decode(event["Content"])

# You can specify parameters for extensions. The CreateExtension API action lets

you define
# which parameters an extension supports. You supply the values for those
parameters when you

# create an extension association by calling the CreateExtensionAssociation API

action.

# The following code uses a parameter called S3_BUCKET to obtain the value
specified in the

# extension association. You can specify this parameter when you create the
extension

# later in this walkthrough.

extension_association_params = event.get('Parameters', {})

bucket_name = extension_association_params['S3_BUCKET']

write_backup_to_s3(bucket_name, config_data_bytes)

# The PRE_CREATE_HOSTED_CONFIGURATION_VERSION and PRE_START_DEPLOYMENT action
points can

# modify the contents of a configuration. The following code makes a minor change
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# for the purposes of a demonstration.

old_config_data_string = config_data_bytes.decode('utf-8")
new_config_data_string = old_config_data_string.replace('hello', 'hello!')
new_config_data_bytes = new_config_data_string.encode('utf-8")

# The lambda initially received the configuration data as a base64-encoded string
# and must return it in the same format.

new_config_data_baseb4string =
base64.b64encode(new_config_data_bytes).decode('ascii')

return {
'statusCode': 200,
# If you want to modify the contents of the configuration, you must include the

new contents in the
# Lambda response. If you don't want to modify the contents, you can omit the

'Content' field shown here.
'Content': new_config_data_baseb4string

def write_backup_to_s3(bucket_name, config_data_bytes):
s3 = boto3.resource('s3')
new_object = s3.0bject(bucket_name,
f"config_backup_{datetime.now().isoformat()}.txt")
new_object.put(Body=config_data_bytes)

O] 91&0i M O] MEE AI835t24™ 0|& MyS3ConfigurationBackUpExtensionit &7A X%
&t & 42| Amazon Elié O|&(ARN)2 SALELICH Chg MMoi| A AWS Identity and Access

Management (IAM) =& 3&2 MM [ ARNS X|IHELICH &2 e m ARNI O|B 2 XY
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AtDeploymentTick

'InvocationId': 'o2xbtm7',
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'Parameters’': {

'ParameterOne': 'ValueOne',

'ParameterTwo': 'ValueTwo'
I
'Type': 'OnDeploymentStart',
"Application': {

'Id': 'abcdl23'
I
'"Environment': {

'Id': 'efgh456'
},
'ConfigurationProfile': {

'Id': 'ijk1789',

'Name': 'ConfigurationName'
},
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2"',
'DeploymentState’': 'DEPLOYING',
'PercentageComplete': '0.0'

_I?_i-l __I.LX

S T A~

PreCreateHostedConfigurationVersion

{
'InvocationId': 'vlns753', // id for specific invocation
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
1,
'ContentType': 'text/plain',
'ContentVersion': '2',

'Content': 'SGVsbG8gZWFydGgh', // Baseb4 encoded content
'Application’': {
'Id': 'abcdl123',
'"Name': 'ApplicationName'
1,
'ConfigurationProfile': {
'Id': 'ijkl1789"',
"Name': 'ConfigurationName'

iy

'Description': "'

’
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AR 7H0|E

'Type': 'PreCreateHostedConfigurationVersion',
'PreviousContent': {
'ContentType': 'text/plain’,
'ContentVersion': '1"',
'Content': 'SGVsbG8gd29ybGQh'

PreStartDeployment

'InvocationId': '765ahdm’,
'Parameters': {

'ParameterOne': 'ValueOne',

'ParameterTwo': 'ValueTwo'
},
'ContentType': 'text/plain',
'ContentVersion': '2',
'Content': 'SGVsbG8gZWFydGgh',
'Application’': {

'Id': 'abcdl23',

'Name': 'ApplicationName'
.
'"Environment': {

'Id': 'ibpnqlq',

'Name': 'EnvironmentName'
.
'ConfigurationProfile': {

'Id': 'ijkl1789"',

"Name': 'ConfigurationName'
.
'DeploymentNumber': 2,
'Description’': 'Deployment description',
'Type': 'PreStartDeployment'

HISZ| o[HE

OnStartDeployment, OnDeploymentStep, OnDeployment

'InvocationId': 'o2xbtm7',
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'Parameters’': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'

.

'Type': 'OnDeploymentStart',

"Application': {

'Id': 'abcdl23'

.

'"Environment': {
'Id': 'efgh456'

},

'ConfigurationProfile': {
'Id': 'ijk1789',

'Name': 'ConfigurationName'
1,
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2'
}
g X

CtZ o= AFS R X|7d AWS AppConfig & 2| 3ol CHet SEH S 2 Lambda & =7t Btetst= LW
£ 2BoiFLch.

PRE_* 57| O|HIE - 8H 83

BHx

M

HHEStE{H CHS 2 AFEsHAAIL.

jn
jo

"Content": "SomeBase64EncodedByteArray"

AT *S7| olHE - 8H &3

HHEZ Of Ct & THAH|(HHZE H|& EE= EW)E XNo{5ted™H 822l Directive 2 Description S48 M
St

"Directive": "ROLL_BACK"
"Description" "Deployment event log description"

Directive= CONTINUE EE£=2| 5 7tX| gt2 R ELICIROLL_BACK. HO|ZE &0 O|248t &7
2 AF835t04 U2 9| O EHAHIE F|o{&LICt.
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57| olHE - 8350l 8¢
BEXE wetsl 2 CHS S AFSSHAAIL.
"Content": "SomeBase64EncodedByteArray"

ZEHIXE HErst D AX| o™ o F AL HhEtet x| eE&LICH

"Error": "BadRequestError",
"Message": "There was malformed stuff in here",
"Details": [{

"Type": "Malformed",

"Name": "S3 pointer",

"Reason": "S3 bucket did not exist"

]

CHZ ™xtof 2k AWS Identity and Access Management (IAM) AMH|A 482 M Al T MBHL|CHE
£ 48 £¢l).=0| &&= AWS AppConfig AF& 3104 Lambda &+ZE 3 &&tLICH.

IAM MH|A 48te M35t 71 0|2 =% AWS AppConfig 5t 5 518 524

1. https://console.aws.amazon.com/iam/HlA IAM 2& & iL|Ct

2. ErM Fo|M A (Roles)2 MEAEH = AE 4d(Create role)= MEAEL|CE
3. AMEE £ U AEE| R MBI AFSRL XIH AZ| ¥ S MEAFHL|CH
4. MEXF XIH Al HA T of CHZ 2l JSON HAE 204 E&LICt

"Version": "2012-10-17",
"Statement": [
{
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10.

11.
12.
13.

"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"

iy

"Action": "sts:AssumeRole"

—

et &7 Ho|x[ol M HA S MEELICE S Ad HO|X|7H Af R0l FRILICEH
JSON &S MEEt & Ch30t Z2 Teh S BHEV|o 204 &L

0
|Eo] AFEELICt. 1ambda:InvokeAsync

lambda:InvokeFunction &M PRE_* M &
ARNE Lambda®l Amazon 2|&4A O|&(ARN)

HME ON_* HM ZOIEo| AFZEILICE Lambda
O Z HfEL|CH.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:InvokeAsync"

]I

"Resource": "Your Lambda ARN"

}
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* PRE_CREATE_HOSTED_CONFIGURATION_VERSION
 PRE_START_DEPLOYMENT

ON_* ¢ ZRIE: 32 ON_* 54 ZRIEE AtZ 310 AWS AppConfig HIEZ 9t HHZ M
#T eLch ON_* 2t ZQIEE HISV|MoZ SEELICE ON_* 5] ZOIEE 40| FRHIXE
&SR] b LICH ON_* M ZQIE Fof & gol| 277t Y Mlsts A2 MHlAE 27 E FAlStD

* ON_DEPLOYMENT_START

* ON_DEPLOYMENT_STEP

* ON_DEPLOYMENT_BAKING
 ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK

Xhod | _<|>__|5_£§9|. 57|x-lo§ '='=|E='§AWS

AT * Erod XA 2] R|™o| FMHE EE AT * B2
L AT_* ] XK Sofl gzboll 287 Y MsHHE MulAE HIEZE Bxlstn

AppConfig Z&ElLIC
HHEZ & SuighL(Ct.

 AT_DEPLOYMENT_TICK
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@® Note
AT_DEPLOYMENT_TICK ¢ X|H2 EtAF 2LIER &2 X[®ELICtH

AT_DEPLOYMENT_TICKE T4 HiEZ ®2| LAAERD|0|M 0| EEE|LIC} EtAF ELIE{E

OII m

o)

& 2 M(0d|: Datadog)2 AtE35t= B AT_DEPLOYMENT_TICK ¢ X[Mo|M ZEE &0l
I oM JIERUE AEE EE[HE B2 HiEE EWSt= AWS AppConflg HEE dY
F 4= QI&LICH AT_DEPLOYMENT_TICK 4 x| A& 35t0{ Datadogtt & & 5t= AWS

=
AppConfig & & o| I = MEZ H2{M GitHub2| aws-samples / aws-appconfig-tick-extn-for-
datadog& & ZX3HM L.
e
/A= 10
CtZ MZ =22 PRE_CREATE_HOSTED_CONFIGURATION_VERSION ¢4 ZQIEE &
E£35t= otLtel HMS Ho|gfLICh Uri EEO|M, HM2 0| ¢d& ol AR 20 A a5t
MyS3ConfigurationBackUpExtension Lambda &< 2| Amazon 2l& 4 O|§(ARN)2 X|H &L
Ch. EE8H0| 2Fd20| 214 9| SE E0iA MM E AWS Identity and Access Management (IAM) =€ &4
g ARN2 X|HELct.
ME AWS AppConfig =&
{
"Name": "MySampleExtension",
"Description": "A sample extension that backs up configurations to an S3 bucket.",

"Actions": {
"PRE_CREATE_HOSTED_CONFIGURATION_VERSION": [
{
"Name": "PreCreateHostedConfigVersionActionForS3Backup",
"Uri": "arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension",
"RoleArn": "arn:aws:iam::111122223333:role/ExtensionsTestRole"

}
]
b
"Parameters" : {
"S3_BUCKET": {
"Required": false
}
}
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® Note
Y2 UEM Y FEN e HHS Hi{™ AWS AppConfig API & Z= 9| CreateExtension
FHME &ZFAA

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2&2
o4 L| E|-

s
4. EHF o|Eo| 1Rt 0|2 LT LICE ol d&0M=

MyS3ConfigurationBackUpExtension2 ZELICt Heft 39 HHS =gtLCt.
5. AM MMM M HM FIHE MEIEHLICEH

6. AMOo|Eol| T3 0|FS LHEFLICE Ol Ad&HME
PreCreateHostedConfigVersionActionForS3BackupS /2igfLICt O] 0|2 HMoM
A8t AM ZRIEQ =3 ST E MY LICH

=
8. Urie| Z%, Lambda &+ & MElE CHS Lambda & = SE0|M &8 MEIELICH &7 EA|

[ |
TRl pfo® 8 Yt AWS 2™ 2IR|e S et Qe X] FH gLt

10. =& mEtOIE(ME AFEY) Mol M A mteto|e F7HE MdEighL|cH
11. met0[E olFol ol§S YU ELICE o] &0 A= S3_BUCKET

12. 5~11EtAH|E HH= 5104 PRE_START_DEPLOYMENT &M Z QIE o
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https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-about-predefined.html
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 ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK

AWS AppConfig deployment events to Amazon SQS =& 2! AWS
deployment events to Amazon SNS EEO| ALSA} X|H HHS MMH5E B 2SS ¢HE A
M ZOIEE x|&8t £ olaL|C}

T ARHE

(® Note

AWS AppConfig deployment events to EventBridge %2 PRE_* HM ZQIEE
K| §5HR| et &LICH AWS 2 Ao 23 &l U7 7|2 &Y X|HE MHSE{H ALS At X|H
HFIS AfAdSE & ola ) |C).

AWS Ed o2l EH ol ALEAF X|H HAEE MHEStE A< Lambda & +E MEE 27t isLch
M =ZE HEO| Uri EE0o| Amazon 2lAA O|F(ARN)2 X|'H5t7|Bt 3-8 ElL|CH
« MEXt X|H EventBridge ¥ 2! =% 0| Z Uri EE0f EventBridge 7|2 O|HE S| ARNS 2215}
ALA|©
AMAI2.
« AF2X} X|& Amazon SNS 22| &Hxto| AL Uri Z=0f Amazon SNS F&{|2] ARNS Ql2dtL|C},
o AI2Xt K| Amazon SQS 2] 30| L Uri Z=0f Amazon SQS HA|X| CH7|€ 2] ARNE &

=IErLCH.

AEHA|: AL RF K| & Zof CHEF AWS AppConfig & & o448 MM

JE Y g Tds2{H S AWS AppConfig 2|4 27H AZE M &HH S
A x|™E 7"'°|°*L—|E & E0{, 5™ of Z2|7i|0|Mof| CHEt 74 HHE 7} AIZHE miotct
AWS AppConfig deployment events to Amazon SNS &% ASH5I T Amazon SNS FX|of
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CHEt d2lS = ASHE S MEE 4 U&LICH 5% AWS AppConfig ElAaA0f CHE &Y S s &5t= &t
U X|HE Halots Ae 5% HZ0l2tn YLICh &Y HZE2 Y oiE2FoM EE FEY 22 E
I} ZH2 AWS AppConfig ElAA 7HO| K| El 2HAH|QILICH.

E
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Etel AWS AppConfig OfZ 2|71 0|0l = 04
27 0| E= g Fol| dste 2= dsliE st
KT EZEZ20] CHal =& S AWS AppConfig EEF
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0 & =04, AccessListZle 74 Z2EE X T 6t= MobileAppsEt= AWS AppConfig O Z 2 71|0|*=|0|

ACHD 75 278 &LICH MobileApps OHZ E(A|O|40]| HIEH, S8 L Z2HM #Z0| ZFE|0] R

Cto 7bH6l 27&LICH AWS 2 El Amazon SNS 22| & 3tol| CHeH &% odZd2 MMsEta %”8%

MoblleApps OHZ 2|7 0|Mof| AZ & LIt Amazon SNS & &! & &2 o Z2(71|0|M 7490]| Al 7tX| &
4 & stLtof b= E ot ZHHMe 2 S EFLICH

Ct=Z &Atof 2t AWS AppConfig 2& 2 AL& 3504 AWS AppConfig 2 & A2 S M efLICt

HY e ddsteiH(ES)

—

https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2&2

FLct.

2. EfM oM AWS AppConfigE MEHEHLICE.

3. =z EHoM EE ol SM HES MENE CFE ElaAo] FIHE MENELICE o (&0 Me
MyS3ConfigurationBackUpExtensionS MEHEFL|C}

4. EE ElaA ME HE MMo| ElAaA f&0lA AWS AppConfig ElAaA K82 MEHEHL|CH MEY
gt 2|A A0 MeteE CHE 2lAAE MEHSIEHE AWS AppConfig IZHIAIXIE FE AIEFLICE O] @i&of

Mz oiEC|7|oldE MEiEL|CH

5. S5o|M oiEEF oS =S LICH

6. OH7HgEd= MladofM S3_BUCKETO| 7| EEof LtEE|o{ J=X| & lgL|ct. 2f E
£0f Lambda £ % 2| ARNE 204 d&LICt 0§ S01 arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension®L|Ct.

7. ElAA0| A OHETIE MENEFLICE
dAE OtE £ SourceUriof CH8t hostedE X|HS= M 74 T2 EIE OHE 0

MyS3ConfigurationBackUpExtension &2 7IHMO R S &Y = U&LICH M FHE &Y
St= I EE Q| YR 2= PRE_CREATE_HOSTED_CONFIGURATION_VERSION %4 X[&0of AWS
AppConfig 2/ LICt O] HM L OIE 7| B M5tMH MyS3ConfigurationBackUpExtension 2%
O ZtHMo 2 SEE|0| ME HMHE T2 =% 014 Parameter MMof X|HEl S3 H{Zlof| RIS 2
2 HH4gLC.
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2E MES A
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2350 LB QI AWS AppConfig ZF¢d !

O] MMollE =22 &Aoo 2 AHFXOI AWS AppConfig A4S +&57| I8 2= MEZ0| X &
|0 AU&LICH HAE B Z0M S s=d5te{H olz{et &S Java, Python, JavaScript SDK01|A‘|
Ar83tE 0| Z&LICH Ol HRloe &2 & HAE 32 Helst7| -‘?—?_F A= MEO| ZEE[] N

- BAR FE MEL XMEE R dEE=

+ Secrets Manager0ll M E 2ot S of CHEt 74 T2 & Ay
s FIHEZZEHE

« AWS AppConfig (0|HE E A}

+ AWS AppConfig 0iO|HE E At

« AWS AppConfig AgentS +%6+04 [
+ GetlLatestConfiguration API &4

- B8 EeE

—

» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

Java

public CreateHostedConfigurationVersionResponse createHostedConfigVersion() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));
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// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

return hcv;

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a hosted, freeform configuration profile
config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name='MyConfigProfile',
LocationUri='hosted',
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')
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JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
} from "@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a hosted, freeform configuration profile
const profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
)i

// create a hosted configuration version
await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: profile.Id,
ContentType: "text/plain",
Content: "my config data",
1)
)i
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» CreateConfigurationProfile

Java

private void createSecretsManagerConfigProfile() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a configuration profile for Secrets Manager Secret
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("secretsmanager://MySecret")
.retrievalRoleArn("arn:aws:iam: :000000000000:ro0le/
RoleTrustedByAppConfigThatCanRetrieveSecret")
.type("AWS.Freeform"));

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a configuration profile for Secrets Manager Secret

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri='secretsmanager://MySecret’,
RetrievalRoleArn='arn:aws:iam: :000000000000:role/

RoleTrustedByAppConfigThatCanRetrieveSecret',
Type="'AWS.Freeform')
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JavaScript

import {
AppConfigClient,
CreateConfigurationProfileCommand,
} from "eaws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a configuration profile for Secrets Manager Secret
await appconfig.send(
new CreateConfigurationProfileCommand({

ApplicationId: application.Id,

Name: "MyConfigProfile",

LocationUri: "secretsmanager://MySecret",

RetrievalRoleArn: "arn:aws:iam::000000000000:role/
RoleTrustedByAppConfigThatCanRetrieveSecret",

Type: "AWS.Freeform",

1)

I

CreateApplication

CreateConfigurationProfile

» CreateHostedConfigurationVersion

» CreateEnvironment

» StartDeployment

» GetDeployment
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Java

private void createDeployment() throws InterruptedException {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

// Create an environment
CreateEnvironmentResponse env = appconfig.createEnvironment(req -> req
.applicationId(app.id())
.name("Beta")
// If you have CloudWatch alarms that monitor the health of your
service, you can add them here and they
// will trigger a rollback if they fire during an appconfig deployment
//.monitors(Monitor.builder().alarmArn("arn:aws:cloudwatch:us-
east-1:520900602629:alarm:MyAlarm")
//
.alarmRoleArn("arn:aws:iam: :520900602629:ro0le/MyAppConfigAlarmRole").build())
);

// Start a deployment
StartDeploymentResponse deploymentResponse = appconfig.startDeployment(req -
> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
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.environmentId(env.id())
.configurationVersion(hcv.versionNumber().toString())
.deploymentStrategyId("AppConfig.Linear50PercentEvery30Seconds")

);

// Wait for deployment to complete
List<DeploymentState> nonFinalDeploymentStates = Arrays.aslList(
DeploymentState.DEPLOYING,
DeploymentState.BAKING,
DeploymentState.ROLLING_BACK,
DeploymentState.VALIDATING);
GetDeploymentRequest getDeploymentRequest =
GetDeploymentRequest.builder().applicationId(app.id())

.environmentId(env.id())

.deploymentNumber(deploymentResponse.deploymentNumber()).build();
GetDeploymentResponse deployment =
appconfig.getDeployment (getDeploymentRequest);
while (nonFinalDeploymentStates.contains(deployment.state())) {
System.out.println("Waiting for deployment to complete: " + deployment);
Thread.sleep(1000L);
deployment = appconfig.getDeployment(getDeploymentRequest);

System.out.println("Deployment complete: " + deployment);

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create an environment

environment = appconfig.create_environment(
ApplicationId=application['Id'],
Name="'MyEnvironment')

# create a configuration profile
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config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri="'hosted’,
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')

# start a deployment

deployment = appconfig.start_deployment(
ApplicationId=application['Id'],
EnvironmentId=environment['Id'],
ConfigurationProfileId=config_profile['Id'],
ConfigurationVersion=str(hcv['VersionNumber']),
DeploymentStrategyId="'AppConfig.Linear2@PercentEvery6Minutes')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateEnvironmentCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
StartDeploymentCommand,

} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create an environment
const environment = await appconfig.send(
new CreateEnvironmentCommand({
ApplicationId: application.Id,
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Name: "MyEnvironment",
1}
I

// create a configuration profile
const config_profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
);

// create a hosted configuration version
const hcv = await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
Content: "my config data",
ContentType: "text/plain",
1)
);

// start a deployment
await appconfig.send(
new StartDeploymentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
ConfigurationProfileId: config_profile.Id,
ConfigurationVersion: hcv.VersionNumber.toString(),
DeploymentStrategyId: "AppConfig.Linear2@PercentEvery6Minutes",
b
);
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/*

In this sample, we will retrieve configuration data from the AWS AppConfig

Agent.

The agent is a sidecar process that handles retrieving configuration data
from AppConfig

for you in a way that implements best practices like configuration caching.

For more information about the agent, see How to use AWS AppConfig Agent

*/

// The agent runs a local HTTP server that serves configuration data
// Make a GET request to the agent's local server to retrieve the
configuration data
URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
# the agent is a sidecar process that handles retrieving configuration data from AWS
AppConfig

# for you in a way that implements best practices like configuration caching.

#

# for more information about the agent, see

# How to use AWS AppConfig Agent

#

import requests
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application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

# the agent runs a local HTTP server that serves configuration data

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}")

config = response.content

JavaScript

// in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
// the agent is a sidecar process that handles retrieving configuration data from
AppConfig

// for you in a way that implements best practices like configuration caching.

// for more information about the agent, see
// How to use AWS AppConfig Agent

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// the agent runs a local HTTP server that serves configuration data

// make a GET request to the agent's local server to retrieve the configuration data
const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}";

const response = await fetch(url);

const config = await response.text(); // (use “await response.json()” if your config
is json)
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Java

public void retrieveSingleFlagFromAgent() throws Exception {
/*
You can retrieve a single flag's data from the agent by providing the
"flag" query string parameter.

Am
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Note: the configuration's type must be AWS.AppConfig.FeatureFlags
*/

URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyFlagsProfile?flag=myFlagKey");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}

con.disconnect();
System.out.println("MyFlagName from agent: " + content);

Python

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

flag_key = 'MyFlag'

# retrieve a single flag's data by providing the "flag" query string parameter

# note: the configuration's type must be AWS.AppConfig.FeatureFlags

response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}?
flag={flag_keyl}")

config = response.content

JavaScript
const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

const flag_name = "MyFlag";
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// retrieve a single flag's data by providing the "flag" query string parameter
// note: the configuration's type must be AWS.AppConfig.FeatureFlags

const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}?flag=${flag_name}";
const response = await fetch(url);

const flag = await response.json(); // { "enabled": true/false }
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Java

public static void retrieveConfigFromAgentWithVariants() throws Exception {
/*
This sample retrieves feature flag configuration data
containing variants from AWS AppConfig Agent.

For more information about the agent, see How to use AWS AppConfig Agent

*/

// Make a GET request to the agent's local server to retrieve the configuration
data

URL url = new URL("http://localhost:2772/applications/MyDemoApp/environments/
Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();

// Provide context in the 'Context' header

// In the header value, use '=' to separate context key from context value
// Note: Multiple context values may be passed either across

// multiple headers or as comma-separated values in a single header
con.setRequestProperty("Context", "country=US");

StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) !'= -1) {
content.append((char) ch);

AWS AppConfig AgentE A& 35to] B0l Z&E 7|5 Eeila ZHAY 283


https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-agent-how-to-use.html

AWS AppConfig ALEXl 710|=

con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# This sample retrieve features flag configuration data
# containing variants from AWS AppConfig Agent.

# For more information about the agent, see How to use AWS AppConfig Agent

import requests

application_name = 'MyDemoApp'
environment_name = 'Beta'
config_profile_name = 'MyConfigProfile'

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{configuration_profile_name}",
headers = {
"Context": "country=US" # Provide context in the
'Context' header
# In the header value, use '='
to separate context key from context value
# Note: Multiple context values
may be passed either across
# multiple headers or as comma-
separated values in a single header
}
)

print("Configuration from agent via HTTP: ", response.json())

JavaScript

// This sample retrieves feature flag configuration data
// containing variants from AWS AppConfig Agent.

// For more information about the agent, see How to use AWS AppConfig Agent

const application_name = "MyDemoApp";
const environment_name = "Beta";
const config_profile_name = "MyConfigProfile";
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const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${configuration_profile_name}";

// make a GET request to the agent's local server to retrieve the configuration data
const response = await fetch(url, {
method: 'GET',

headers: {
'Context': 'country=US' // Provide context in the 'Context' header
// In the header value, use '=' to separate context

key from context value
// Note: Multiple context values may be passed

either across
// multiple headers or as comma-separated values in

a single header

}
1)

const config = await response.json();
console.log("Configuration from agent via HTTP: ", config);
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» GetLatestConfiguration

 StartConfigurationSession

Java

/-k

The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

For more information about these APIs, see AWS AppConfig Data.

This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.
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This class maintains a cache of the latest configuration data in addition to the
configuration token to be
passed to the next GetLatestConfiguration API call.
*/
class AppConfigApiRetriever {
/* AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.
*/
private AppConfigDataClient appConfigData;

/*
The configuration token to be passed to the next GetlLatestConfiguration API
call.
*/

private String configurationToken;

/*
The cached configuration data to be returned when there is no new configuration
data available.
*/

private SdkBytes configuration;

public AppConfigApiRetriever() {
this.appConfigData = AppConfigDataClient.create();

}

/*

Returns the latest configuration data stored in AWS AppConfig.
*/

public SdkBytes getConfig() {

/*
If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.
Note that this API does not return configuration data. Rather, it returns an
initial configuration token that is
subsequently passed to the GetlLatestConfiguration API.
*/
if (this.configurationToken == null) {
StartConfigurationSessionResponse session =
appConfigData.startConfigurationSession(req -> req
.applicationIdentifier("MyDemoApp")
.configurationProfileIdentifier("MyConfig")
.environmentIdentifier("Beta"));
this.configurationToken = session.initialConfigurationToken();
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/*

Retrieve the configuration from the GetLatestConfiguration API, providing
the current configuration token.

If this caller does not yet have the latest configuration (e.g. this is the
first call to GetLatestConfiguration

or new configuration data has been deployed since the first call), the
latest configuration data will be returned.

Otherwise, the GetLatestConfiguration API will not return any data since the
caller already has the latest.

*/

GetLatestConfigurationResponse response =

appConfigData.getlLatestConfiguration(

GetLatestConfigurationRequest.builder().configurationToken(this.configurationToken).build()

/*
Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.
Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher
than expected usage costs.
*/

this.configurationToken = response.nextPollConfigurationToken();

/*
If the GetLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.
Otherwise, assume the configuration has not changed, and return the cached
configuration.
*/
SdkBytes configFromApi = response.configuration();
if (configFromApi.asByteArray().length != 0) {
this.configuration = configFromApi;
System.out.println("Configuration contents have changed since the last
GetLatestConfiguration call, new contents = " + this.configuration.asUtf8String());
} else {
System.out.println("GetLatestConfiguration returned an empty response
because we already have the latest configuration");

}

return this.configuration;
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}

Python

# The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

# For more information about these APIs, see AWS AppConfig Data.

#

# This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.

# This class maintains a cache of the latest configuration data in addition to the

configuration token to be
# passed to the next GetlLatestConfiguration API call.
class AppConfigApiRetriever:
def __init_ (self):
# AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.
self.appconfigdata = boto3.client('appconfigdata')

# The configuration token to be passed to the next GetlLatestConfiguration
API call.
self.configuration_token = None

# The cached configuration data to be returned when there is no new
configuration data available.
self.configuration = None

# Returns the latest configuration data stored in AWS AppConfig.
def get_config(self):
# If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.
# Note that this API does not return configuration data. Rather, it returns
an initial configuration token that is
# subsequently passed to the GetlLatestConfiguration API.
if not self.configuration_token:
session = self.appconfigdata.start_configuration_session(
ApplicationIdentifier="'MyDemoApp',
ConfigurationProfileIdentifier='MyConfig"',
EnvironmentIdentifier='Beta'

)

self.configuration_token = session['InitialConfigurationToken']
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# Retrieve the configuration from the GetlLatestConfiguration API, providing
the current configuration token.
# If this caller does not yet have the latest configuration (e.g. this is
the first call to GetlLatestConfiguration
# or new configuration data has been deployed since the first call), the
latest configuration data will be returned.
# Otherwise, the GetLatestConfiguration API will not return any data since
the caller already has the latest.
response =
self.appconfigdata.get_latest_configuration(ConfigurationToken=self.configuration_token)

# Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.

# Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher

# than expected usage costs.

self.configuration_token = response['NextPollConfigurationToken']

# If the GetLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.
# Otherwise, assume the configuration has not changed, and return the cached
configuration.
config_from_api = response['Configuration'].read()
if config_from_api:
self.configuration = config_from_api
print('Configuration contents have changed since the last
GetLatestConfiguration call, new contents = ' + str(self.configuration))
else:
print('GetLatestConfiguration returned an empty response because we
already have the latest configuration')

return self.configuration

JavaScript

/-k

The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

For more information about these APIs, see AWS AppConfig Data.

This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.
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This class maintains a cache of the latest configuration data in addition to the
configuration token to be
passed to the next GetLatestConfiguration API call.
*/
class AppConfigApiRetriever {
constructor() {

/* AWS AppConfig Data SDK client used to interact with the AWS AppConfig

Data service.
*/
this.appconfigdata = new AppConfigDataClient();

/*
The configuration token to be passed to the next GetLatestConfiguration API
call.
*/

this.configurationToken = null;

/*
The cached configuration data to be returned when there is no new
configuration data available.
*/

this.configuration = null;

/*
Returns the latest configuration data stored in AWS AppConfig.
*/
async getConfig() {
/*
If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.
Note that this API does not return configuration data. Rather, it returns an
initial configuration token that is
subsequently passed to the GetlLatestConfiguration API.
*/
if (!this.configurationToken) {
const session = await this.appconfigdata.send(
new StartConfigurationSessionCommand({
ApplicationIdentifier: "MyDemoApp",
ConfigurationProfileIdentifier: "MyConfig",
EnvironmentIdentifier: "Beta"
b
);

this.configurationToken = session.InitialConfigurationToken;
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/*
Retrieve the configuration from the GetLatestConfiguration API, providing
the current configuration token.
If this caller does not yet have the latest configuration (e.g. this is the
first call to GetLatestConfiguration
or new configuration data has been deployed since the first call), the
latest configuration data will be returned.
Otherwise, the GetLatestConfiguration API will not return any data since the
caller already has the latest.
*/
const response = await this.appconfigdata.send(
new GetlLatestConfigurationCommand({
ConfigurationToken: this.configurationToken
1)
);

/*

Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.

Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher

than expected usage costs.

*/

this.configurationToken = response.NextPollConfigurationToken;

/*
If the GetLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.
Otherwise, assume the configuration has not changed, and return the cached
configuration.
*/
const configFromApi = response.Configuration.transformToString();
if (configFromApi) {
this.configuration = configFromApi;
console.log("Configuration contents have changed since the last
GetLatestConfiguration call, new contents = " + this.configuration);
} else {
console.log("GetLatestConfiguration returned an empty response because
we already have the latest configuration");

}

return this.configuration;
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ListApplications

» DeleteApplication

ListEnvironments

» DeleteEnvironments

« ListConfigurationProfiles

» DeleteConfigurationProfile

» ListHostedConfigurationVersions

» DeleteHostedConfigurationVersion

Java

/*

This sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

WARNING: this code will permanently delete the given application and all of its
sub-resources, including
configuration profiles, hosted configuration versions, and environments. DO NOT

run this code against

an application that you may need in the future.

*/

public void cleanUpDemoResources() {

AppConfigClient appconfig = AppConfigClient.create();

// The name of the application to delete
// IMPORTANT: verify this name corresponds to the application you wish to

delete

String applicationToDelete = "MyDemoApp";

o
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o
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appconfig.listApplicationsPaginator(ListApplicationsRequest.builder().build()).items().forE
-> {
if (app.name().equals(applicationToDelete)) {
System.out.println("Deleting App: " + app);
appconfig.listConfigurationProfilesPaginator(req ->
req.applicationId(app.id())).items().forEach(cp -> {
System.out.println("Deleting Profile: " + cp);
appconfig
.listHostedConfigurationVersionsPaginator(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()))
Litems()
.forEach(hcv -> {
System.out.println("Deleting HCV: " + hcv);
appconfig.deleteHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id())
.versionNumber(hcv.versionNumbexr()));
1);
appconfig.deleteConfigurationProfile(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()));
1);

appconfig.listEnvironmentsPaginator(req-
>req.applicationId(app.id())).items().forEach(env -> {
System.out.println("Deleting Environment: " + env);
appconfig.deleteEnvironment(req-
>req.applicationId(app.id()).environmentId(env.id()));
18

appconfig.deleteApplication(req -> req.applicationId(app.id()));

1)

Python

# this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.
#
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# WARNING: this code will permanently delete the given application and all of its
sub-resources, including

# configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

# an application that you may need in the future.

#

import boto3

# the name of the application to delete
# IMPORTANT: verify this name corresponds to the application you wish to delete
application_name = 'MyDemoApp'

# create and iterate over a list paginator such that we end up with a list of pages,
which are themselves lists of applications

# e.g. [ [{'Name':'MyAppl',...},{'Name':'MyApp2',...3}]1, [{'Name':'MyApp3',...}] 1]

list_of_app_lists = [page['Items'] for page in
appconfig.get_paginator('list_applications').paginate()]

# retrieve the target application from the list of lists

application = [app for apps in list_of_app_lists for app in apps if app['Name'] ==
application_name][0]

print(f"deleting application {application['Name']} (id={application['Id']1})")

# delete all configuration profiles
list_of_config_lists = [page['Items'] for page in
appconfig.get_paginator('list_configuration_profiles').paginate(ApplicationId=application[’
for config_profile in [config for configs in list_of_config_lists for config in
configs]:
print(f"\tdeleting configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all hosted configuration versions

list_of_hcv_lists = [page['Items'] for page in
appconfig.get_paginator('list_hosted_configuration_versions').paginate(ApplicationId=applic
ConfigurationProfileId=config_profile['Id'])]

for hcv in [hcv for hcvs in list_of_hcv_lists for hcv in hcvs]:

appconfig.delete_hosted_configuration_version(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'], VersionNumber=hcv['VersionNumber'])
print(f"\t\tdeleted hosted configuration version {hcv['VersionNumber']}")

# delete the config profile itself
appconfig.delete_configuration_profile(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'])

o
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print(f"\tdeleted configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all environments
list_of_env_lists = [page['Items'] for page in
appconfig.get_paginator('list_environments').paginate(ApplicationId=application['Id'])]
for environment in [env for envs in list_of_env_lists for env in envs]:
appconfig.delete_environment(ApplicationId=application['Id'],
EnvironmentId=environment['Id'])
print(f"\tdeleted environment {environment['Name']} (Id={environment['Id']})")

# delete the application itself
appconfig.delete_application(ApplicationId=application['Id'])
print(f"deleted application {application['Name']} (id={application['Id']})")

JavaScript

// this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

// WARNING: this code will permanently delete the given application and all of its
sub-resources, including

//  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

// an application that you may need in the future.

import {
AppConfigClient,
paginatelListApplications,
DeleteApplicationCommand,
paginateListConfigurationProfiles,
DeleteConfigurationProfileCommand,
paginatelListHostedConfigurationVersions,
DeleteHostedConfigurationVersionCommand,
paginatelListEnvironments,
DeleteEnvironmentCommand,

} from "eaws-sdk/client-appconfig";

const client = new AppConfigClient();
// the name of the application to delete

// IMPORTANT: verify this name corresponds to the application you wish to delete
const application_name = "MyDemoApp";
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// iterate over all applications, deleting ones that have the name defined above
for await (const app_page of paginatelListApplications({ client }, {3})) {
for (const application of app_page.Items) {

// skip applications that dont have the name thats set
if (application.Name !== application_name) continue;

console.log( ‘deleting application ${application.Name} (id=${application.Id})’);

// delete all configuration profiles
for await (const config_page of paginatelListConfigurationProfiles({ client },
{ ApplicationId: application.Id })) {
for (const config_profile of config_page.Items) {

console.log( "\tdeleting configuration profile ${config_profile.Name} (Id=
${config_profile.Id}));

// delete all hosted configuration versions
for await (const hosted_page of
paginatelListHostedConfigurationVersions({ client 3},
{ ApplicationId: application.Id, ConfigurationProfileld:
config_profile.Id }
)) {
for (const hosted_config_version of hosted_page.Items) {
await client.send(
new DeleteHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
VersionNumber: hosted_config_version.VersionNumber,
D)
);
console.log( "\t\tdeleted hosted configuration version
${hosted_config_version.VersionNumber} );

}

// delete the config profile itself
await client.send(
new DeleteConfigurationProfileCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
1)
);
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console.log( "\tdeleted configuration profile ${config_profile.Name} (Id=

${config_profile.Id})")
}

// delete all environments
for await (const env_page of paginatelListEnvironments({ client 3},
{ ApplicationId: application.Id })) {
for (const environment of env_page.Items) {
await client.send(
new DeleteEnvironmentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
)
);
console.log( "\tdeleted environment ${environment.Name} (Id=
${environment.Id}) ")
}

// delete the application itself
await client.send(

new DeleteApplicationCommand({ ApplicationId: application.Id })
);

console.log( ‘deleted application ${application.Name} (id=${application.Id})’)
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:role/role_name"
b
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1))

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "kms:GenerateDataKey,

"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource":

}

arn:aws:kms:Region:account_ID:configuration source/object"
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stehat &

SEY M RIZ
AE CHE0 22 IAM H20| StartDeploymen

|
Eﬁﬂuﬂ
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*"
1,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}

AWS AppConfig GetLatestConfiguration API

Mg SEE M AA BE SE0E ALK I8 EE
Ao e = U= CHE HMO| GetLatestConfiguration R ELICH
{

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "kms:Decrypt,
"Resource":

arn:aws:kms:Region:account_ID:key_ ID"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "appconfig.amazonaws.com"
I
"eventTime": "2023-01-03T02:22:28z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "Region",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:appconfig:deployment:arn":
"arn:aws:appconfig:Region:account_ID:application/application_ID/
environment/environment_ID/deployment/deployment_ID"
I
"keyId": "arn:aws:kms:Region:account_ID:key/key_ ID",
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"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "account_ID",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:Region:account_ID:key_ID"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "account_ID",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

QIEm|O|A A=EEZQIEE AWS AppConfig AFEBH KM A(AWS
PrivateLink)
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com.amazonaws.region.appconfig
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"appconfig:CreateApplication",
"appconfig:CreateEnvironment",
"appconfig:CreateConfigurationProfile",
"appconfig:StartDeployment",
"appconfig:GetlLatestConfiguration"
"appconfig:StartConfigurationSession"

1,

"Resource":"*"
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finish_secret &< L0
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import time
import boto3
client = boto3.client('appconfig')

def finish_secret(service_client, arn, new_version):
"""Finish the rotation by marking the pending secret as current
This method finishes the secret rotation by staging the secret staged AWSPENDING
with the AWSCURRENT stage.
Args:
service_client (client): The secrets manager service client
arn (string): The secret ARN or other identifier
new_version (string): The new version to be associated with the secret
# First describe the secret to get the current version
metadata = service_client.describe_secret(SecretId=arn)
current_version = None
for version in metadata["VersionIdsToStages"]:
if "AWSCURRENT" in metadata["VersionIdsToStages"][version]:
if version == new_version:
# The correct version is already marked as current, return
logger.info("finishSecret: Version %s already marked as AWSCURRENT for
%s" % (version, arn))
return
current_version = version
break

# Finalize by staging the secret version current
service_client.update_secret_version_stage(SecretId=arn, VersionStage="AWSCURRENT",

MoveToVersionId=new_version, RemoveFromVersionId=current_version)

# Deploy rotated secret

response = client.start_deployment(
ApplicationId='TestApp',
EnvironmentId='TestEnvironment',
DeploymentStrategyId='TestStrategy',
ConfigurationProfileId="'ConfigurationProfilelId’,
ConfigurationVersion=new_version,
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KmsKeyIdentifier=key,
Description='Deploy secret rotated at ' + str(time.time())

logger.info("finishSecret: Successfully set AWSCURRENT stage to version %s for
secret %s." % (new_version, arn))
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0= CloudTrail & 2| O|0|E| O|HE f& SS0{A{ MEHE 20| E AIEILICEH resources.type
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resources.type Z{0| ZA|ELICI CloudTrailoll 2Z /= OI0|E| APl Qoil= ElAA R0 CH3H

CloudTrailol 2Z4E APl & 0| EA|ELICE.

C|O|E{ O|HIE RF(ZE) resources.type 2f CloudTrailofl 22 &|= Cl|o|E
API*
AWS AppConfig AWS: : AppConfig: :Co » GetlLatestConfiguration
nfiguration « StartConfigurationSession

*eventName, readOnly & resources.ARN ZEE ZIE{2I5l01 Q8 O|HER ZZUSEE 15
OHE MEH7|E T e = JU&LICH HEof CHEE AEAIEH LHE 2 AdvancedFieldSelector Mg & X
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https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-CLI-trail-examples
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/create-event-data-store.html
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/update-event-data-store.html
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/update-event-data-store.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-CLI-eds-examples
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-CLI-eds-examples
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
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AWS AppConfig CloudTrail2| Z2| O|H E

AWS AppConfig £ 2 E AWS AppConfig ZIEE Zo|Q] 2td2 &2l o|HEZ 7|5 &L}
CloudTrailoll AWS AppConfig 224 5t= AWS AppConfig Z1IEE Z82 Y |52 AWS AppConfig

APl & EE XM 2.
AWS AppConfig O|HI E oA

OHEE= RE AAZREO|EHY @HE LIEHIH ST E API 2Hed, 24 Itet A
RI&LICH CloudTrail 21 1t HEZI AP R 50| =2 AE_*.' Zx0| o}
LIZZ O|HETJ EH &ME EA|IZ|X| 2t&LICH

|'|

CtZ oAM= StartConfigurationSession 242 A|@36t= CloudTrail O|HIEE E0{ELICtH

"eventVersion": "1.09",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Administrator",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"attributes": {
"creationDate": "2024-01-11T14:37:02Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-11T14:45:157",
"eventSource": "appconfig.amazonaws.com",
"eventName": "StartConfigurationSession",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Boto3/1.34.11 md/Botocore#1.34.11 ua/2.0 os/macos#22.6.0

md/arch#x86_64 lang/python#3.11.4 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.11",

"requestParameters": {

"applicationIdentifier": "rrfexample",
"environmentIdentifier": "mexampleqe@",
"configurationProfileIdentifier": "3eexampleul"

}I
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/Welcome.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/Welcome.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
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"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-aaaaaEXAMPLE",
"eventID": "alb2c3d4-5678-90ab-cdef-bbbbbEXAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::AppConfig::Configuration",
"ARN": "arn:aws:appconfig:us-east-1:123456789012:application/rrfexample/
environment/mexampleqe®@/configuration/3eexampleul"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "appconfigdata.us-east-1.amazonaws.com"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#limits_appconfig
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#limits_appconfig
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-deployment-strategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
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https://github.com/aws-samples/aws-appconfig-tick-extn-for-datadog
https://github.com/aws-samples/aws-appconfig-tick-extn-for-datadog
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#ApiGateway
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#ApiGateway
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#EC2
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#ECS
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#ECS
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#EKS-ContainerInsights
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#EKS-ContainerInsights
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#Lambda
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Best_Practice_Recommended_Alarms_AWS_Services.html#Lambda
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