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Command line Al completions

Amazon Q Developer Agent for software development
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Amazon Q in the AWS Console
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Amazon CodeCatalyst
Amazon Q Developer Agent for software development
Amazon Q troubleshooting PR comment summary
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Q ChatBots

AWS Console Mobile Application
AWS chatbot in Slack and Teams

Deployment settings
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"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"

CloudZero 69


https://docs.cloudzero.com/docs/amazon-q-integration
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

Amazon Q Developer

0o
1z
0%

1,

"Resource": [
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
]
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resourxce": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}
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{
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"secretsmanager:GetSecretValue"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
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+ @datadog what monitors are in alarm?

 @datadog what is the status for monitor <monitor ID>?
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}

L4

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{

"Effect": "Allow",
"Action": [
"kms :Decrypt"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",

"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "q.amazonaws.com"

}I

"Action": ["sts:AssumeRole", "sts:SetContext"],

"Condition": {
"StringEquals": {

"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"

}

}

}
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}
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* @wiz what are my critical severity issues?
* @wiz can you specify the top 5?

- R E= YEHE VIECE BA LY - 44y
= QMILICH ME), AZE U RHD 2
* @wiz which issues are due before <date>?
* @wiz what are my issues that have been resolved since <date>?

- Hot Fofd 2| "ot - EXof 2o 3 7tste F LY Ee &0 s EEgLIct
* @wiz which issues are associated with vulnerabilities or external

exposures?

Amazon Q Developer Console-to-CodeE AF& 35104 AWS MH|A A}

S &t

r{
fll})

E ICEF FiQI7t2?

=& F I == CHE AWS MH|A AL E A8 EHste 2 EE 2Hdste ol =2 0| &El= Amazon Q
Developer®| 7|s ILIC}. Console-to-Code 2& X2 7|5% AIE A83t04 H5t=
o X ¥Ao2 SEH AWSCLI BB ZEE N

o
e
C
o

& E I = Amazon Q Developer9_| Q=HQo|E 2 A2 Al Amazon Q Developer9_| MH|A E|o47} &
=

Console-to-Code 87



m]

Amazon Q Developer A8 HEBM
E5t0 lE AHUS 7|EIS 2 CLI HHS MAS 4= 9

Ir
&

| = e =0 Cf
F. gLt 7|1&El 240f AWS CloudFormation [IF2F AWS CDK EE&=

H.
S 0iY MAE 4 s 4ol RFH0l A&LICH

o
ok
S
> T

= 2| E|o{oi] M| ASHEAH AWS Management Console0ll 21918 L|C}H &¥d I = MM St-of T
St Fole B2 IEE MM5E{™ Pro E|oqo] @ §0H0|= 2Lt
* Pro E[0{0{ M= AWS CDK

AN|gto| ei&Lct,

Pro E|0{0| HM|ASHE{T IAM Identity Center0l| S S El AFEX}040
Amazon Q Developer ProE #535H0F & LICH XHAMIEH LIS 2 MM E & ZAmazon Q Developer Pro
75 2IBstHLE AWS B EIRHoH BolstAMIR.

Q2 E|o{oi| CHEF AFMIEH LI 2 Amazon Q Developer 22 HO|X|E H#EFAML.

(® Note
U2 75 M siEste 29 Y RHAof Ciet 2 Z 0| A& HFEL|CE ol E S04
Amazon EC2 QIARA T ZH|XES & 7|8l QIAEAN CHE 30| AL HHEL
Ch. &b 2 7|8sle Ol E=

—

X#HElE 2E EY

2& F A= HM OIS 22 o] L Ao I QLPH(IAC)E MEE &= laLct
« CDK Java

» CDK Python

» CDK TypeScript

CloudFormation JSON
CloudFormation YAML

Z& F I=£ ofClollM A8 E =+ Lt R?
01 MH|AO|M 2& & ZE ME

2 F 25 & o] MHIAOM 2 SstE2 HER X 70| Hid = S Atdl| SEfE KT =LICH

T DICE ASE & oE SIF] 86


https://aws.amazon.com/q/developer/pricing/

Amazon Q Developer A8 YA

& S04 &l MHE 23| dHste S MY

fjo

7|15

ot
1

AU&LICH.

« Amazon VPC Z&0|MH= F 712 MEH(171e] = 2 & 174e| =2
A RIH et E E o2 X QIEU! HO|ENOIE ZZH|X{'IELC}.

« Amazon EC2 ££0{|A Amazon EC2 °|AE‘|A§ IZH|AMYstD HEZ MHadllof ’i x| c}.

« Amazon RDS ££0{ A Amazon RDS DB QIABAE T2 H|X{LstD =2

;E
HT
ro
IJ
mn
Z
>
O
—
>
0

)
»E
X
|
"o
2
C
=
>
e}
r

20lM &S ot CHE AWS MH|AE ALBstCet: 2& F FZ =0l oledet &
| S o
o =

0
o

AWS Console-to-Code X|25t= MH|A

* Amazon DynamoDB
« AWS loT

* Amazon Cognito

* Amazon EC2

* Amazon VPC

* Amazon RDS

M&3HE q:GenerateCodeFromCommands. 28t &t
o= AFHEAE7F Amazon QE AFE35H04 CLI BHE0MH FEE YEHSHES 5

HE 2o 89



Amazon Q Developer INESRSE

1. S MH|A(Amazon VPC, Amazon RDS EE= Amazon EC2)
2. HEtRX #o| 2EZF 7t X2l M Console-to-Code 00|

o o
ol

m _I_
N

rH
s
]

o

Offt

%

r

n

3. & §F It AMo|= mdollM 7|5 AlRtE MEfEfLICH

g2 XA SEHE RRIFLICH S MH|AL| E2&

= E AO|E= =
off CHet Y E ZFote stLte| 7|52 BrE & UA&LICH

r\l

Fof| 0| &to4 0424 AMH|A

Z& F I Aol 2 2&€ F A& MMo| S22 WX HYE |RIELICH MM2 BBt
EHS
=H=

EF7{L} AWS Management Console M[A0| 32 E [ & HX Teist= ARl 2 ELICH
IER HESIH e 2o s 2 #EFCM 2L F FZE o'l Aol SXIE MEHELICH
3EHH|: Gather CLI & Y 3 E Ay
3attA| EE= 3bEHAHIE &S Fich

attH|: Gather CLI

1. 2& F I oM 715 E s dEFLUT
24 § 3c mid 4Eo| SEOR, AM ¥R F= TE NS M85tod 7S E Fde HE ™
g+ l&Uch

2. bh& 3 stUE sEstMR

AE CloudShell Ot0|Z 2 AWS CloudShell =& LICt J22{% CloudShellO] Y2l A¥E &
HI7t €l CLI HE2 2 AU ELICt

+ CLI BB HEE EHLE H™s2H - S M=st T CLI SALE
SALt7{LE CLIE A& 35104 CloudShell2 €1 ZE Y22 AMSLICH

>
0l
[(e]
o



Amazon Q Developer A8 HEBM

of CH8t XEM|EH LIS AP MEAM Q| 2F FS12L|7) AWS Command Line Interface?& AWS CLIEI X
5t M. AWS Command Line Interface

BbEtA: 2= MY

1. 2&F I WM 7ISE S AEYLIL 2& F 2E i SEHo =0, AM EXt
e ZE AME A8sto] 7|FE HUE LEFE + JUGLIT

2. ZER HEstHE HYS MEFLICH o8 EAHME ZQlgtol MEEl Xrdpt AL ELICH

3. HMsSHE ZE RYS KHELICH 2& F A= Id QES StEe| AYE SECH2 HIFIAM
Y8 FE9| 2o H (S sts B9) BAS MEFLIL

4. =B o] dE S MEHRLICH
YHE IET SSF CLI BB A EAIEUCH

Amazon Q Developerg At&5t04 QI 2& 27 TIE

ol M AWS Management Console Amazon Q Developere= AWS MH|A Q] Sof dhdst= et £ 5,
HRE T, MH|A JNE 20ttt 22 Uitxel @ R E TIEHELICEH Amazon Q= AWS Console0i| A
S MHIAE AIE5tE S Ylsts 27 E AL

i
ol
o

* Amazon Elastic Compute Cloud(Amazon EC2)

« Amazon Elastic Container Service(Amazon ECS)
* Amazon Simple Storage Service(Amazon S3)
AWS Lambda

+ AWS Step Functions

L5t Amazon Q= 2 E AWS 22 H|0|X|2o| IAM e @ F ot A8 MH|A Q| A|SHE!l 2| AWS MH|A
H Q2 E s|Z%LICt. Amazon Q= O|F @& ZICH MMl 7128 |K|5HK| et&LCt.

Amazon QUM @FE TIEtE &= e B Amazon QE AFE35H04 X[ E X|H gl
&LICt AFM[EF LHE 2 Amazon Q DeveloperE A& 35t0{ X[ et AME EHHE EZ5HAAIL. Amazon
H =

Q 2% FEH 715D HHE SHI AUS B HOIR 0f0IZ S AL 50d X

e
Pal
-}
1]
x
x
2':
1
°

mu g

et Z 7}
Z& QFE TIttsts ol 223 HEte 2oists IAM M2 ALZX7F Amazon Q2 2£ 27 E &
Ehef = =S 58 MME HZstMR.

T
Mty
to
A
sl

91

=


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

Amazon Q Developer At

20f| A QUHIEIO| © = RCt

ol
nx
0%
x

Amazon QE At&35to{e| @ /R E TILts2{™ Chs MXHE AWS Management Console A& & LICH,

_I-

1. Amazon Q7} =2 = Qe LRIt st 27/ HAIX|o Amazon Q2 ZIH |:|-|§0| LIEFE LICEH
Amazon QE At&35t0] LFE TIEstE{™ Amazon Q2 FIEHS MEHSI0 A

2. Amazon Q7t HX 7ol CHEt HEE M S5t= &O| LIEFLLCt a3t
o =d8E = U UTo| BHAHE NI FELICH Amazon QUM X|ES M5t

= A&LIcH

rr o J|'>

3. IE=EHE XS ILICH XM D=9 S NS stEdH
E

ot (+]
OtO|2 & MHEE & LIELIE RHAMIE H

Amazon Q Developerg& At&35t0q X[k AE

Amazon Q Developerg A& 3t04 AWS Support Center Console= X & & AWS Management
Console2| O{C[0f| MLt X|#d AFHIE M5t X|Hof Eolg = ‘BAS L|Ct. Amazon Q= CHELo| ZHAEIA
A &350 AHEXHE CHAISHO X[ Abel| =ot2 RS2 BrdgfL|ct. B X[ Abell Ao =12

Hﬁ% F7teFLCt A2 & Mdet F Amazon Qe S et QIEHo|A0 Mol AMA[ZH AHES ZEH5H0q

Hote Lo 2 X[ ofo|HME|AH 2145 E& = &L

Amazon Q| A K| AEHIE M 5tH ST A7t X[ ME{ 2&£0ME HO|0|EELICt. Amazon Q
0| A dEl Atzilof CHEt UO[0|EE &

Q32 AWS HHO| x| ZHof et CHELICH ZE AWS AXt=E 7|2 x| Z2H
L Zx| X[ ol M| AT &LICH 7| XY &H EE2 7|2 K| &7 0[Q|9f

5t= AL A2 Amazon Q &l X3l 2olg = A& L|CH AWS Supportod| CHEt

XHﬂ"J LI 2 AWS Support AF& MM 9| Getting started with AWS SupportE & XML

=
Fa o)
TA/\I
EE
= O

—EO=

® Tip
XI¢d EIZNE 57| Tol Amazon QO EX| s ™ EM. REM|EF LIE 2 Amazon
Qo ZlAA BA SHZE 28 MME EIXSHM 2. AF2 718 B2 Amazon QZ RIEH HEEZ At

ol 2 T JUELICEH KME B2 2£ 27 T MMHE & XM

Oto m|0
d

INTS I Fe

Amazon QOilM At E Ydsted™ ChS @7 AFEE SFatoF FLCh

Z&0IM derHgl o Fig

92


https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html

Amazon Q Developer A8 YA

=

- 7|8 K| S-EC £2 X[ SUE ME SULICH 7|8 x| EJ 0|9 x| ERME AISSt=
o

ar L
A& XHEE Amazon QE Sofl X[#ol o8 + AU&LICH

« AEXt= Amazon Qe MEE o = Heto| U&LICH REAM[EH LIE2 ALEXL7E Amazon Q8F M
3 A olD 2 5 Al =

BlE MY 4 Qs HEH0| UALICH AHMIEH LIS K| Centeroll CEH A AR5t 2t

Amazon QE X|¢ AtHIE M5 A 20 2k MH|A EE7F R EILICH Amazon Q7 & X El AMH
AE MEHSH AR SHIE MHIAE AIE5104 AFRIE UO|O|EELICH 2Z0| ode{ MH|ALQF 2EHE 4

CHE AWS MH|A 9| L& Q1 Amazon Q 7|50il CHEH k|0l E2l5t24T Amazon Q7} OFl CHE AWS
M| &0 Cieh X|3H At E g L—| Ct. o & £0{ Amazon VPC Reachability Analyzer0i A Amazon
QUERZ ZXl A2 MEdteE 4 X Ataol M Mu|A0] CH3H Amazon VPCE MEHEHLICH

Amazon Q Developer 2= Amazon Q Business2| 7|01l CHalf X[ ol E2|5t24M Amazon QO CHEt
K| AHEIE Mg gulct.

INFa PN (R

Amazon QUM X|¢ Ate|E ddste{™ ChS BHE [EAM L.

1. Ctg 5 7tX| Y& B StLIE Amazon QE S5 X[ AtEHIE e = /&L

o

"HHAH QIAEIAO| 1ZE 4 GALICH CHAl AIHSHT Af 7] HI0JE AAS5H 2 O KIEH 04743
&S 5tx| LI Ol XS HEE HE $ 25 obalol AR EIU&LICH OHE HEXZ &
2117 AR 9l ZWOR SHOISIUALIC S 270t of7| & B 4 2leTte?

SHHE MHIA x| 93


https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html

Amazon Q Developer

ol

A
=

02

M

At
ClS o|0X|e Z|EYE 71 & LIEILIE Amazon Q AME! IO x| Alg| MM HEE E
04&LILC}.

[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
(m Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.

P Fal L
[ Cancel ) [ Edit ) Submit
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File  Edit Viev Git  Project Build Debug Test Analyze

L Search ~ awsLambdaServerless
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= I X FunctionsTestcs* + X Func
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Mog;

Amazon .DynamoDBv2;
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Generate Code Suggestions Alt+C
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Open Code Reference Log

Run Security Scan

View Q Chat Panel Ctrl+K, Q
View User Guide
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v [H| High 2 issues

CWE-522 - Not recommended aws credentials classes DynamoD...
CWE-117,93 - Log injection CampController.java [Ln 5... ,O DL

v @ Medium 0 issues Generate Fix
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AMAZON Q

v CODE ISSUES

v € Critical 0issues
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2. ZERME X 0| WILCH ZEME MMM ZEMES MEHSFLICH

a. IZE2ME JDKE UO|0|EstE{H SDK Qo| E2ECIR =2
b. ZEME Q10{& UO|O|EstE{™ Qo] =& Fo| EFCHR0M MEIEFLICEH

3. Project Settings0|A{ Modules& =48} L|C}.

a. T2 E JDKE YO|0|EsIE{H SDK ¥o| EECIR SE0f| A MEdEL|CH
b. E HO{E UC|O|EStE{H o =& Yol EFLI20i A MEHEHLICEH
KEMIEH LHE 2 JetBrains AEAMO| Z2ME 27 MH A DE 72X MHE HTFHAML.

Maven A% 0| E
Maven Runner JREE O|O|EStE{HH CHS BHHAHE 22 5HAMI2.

1. JetBrains IDEO{A{ 7|01 O} O|& 2!
2. MHE oML, A HHEZE MEfSH OIS 2= =3, Maven, RunnerE xIai|2 MEEHLICEH

3. JRE ZEO|M ERMAZHO|MEIEiE RES Y stE Ol A2 L= JDKE MEH

o
T
inl

VS CodeO|M ZE2HME M

VS CodeOM ZE2EMEE TM5le{H T2 MEof 20| E&£|o{of &L|Ct.
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https://www.jetbrains.com/help/idea/project-settings-and-structure.html
https://www.jetbrains.com/help/idea/configure-modules.html
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- Z2ZME 2E Z0{9| pom.xml I}

- Z2ME C|HEZ|9] . java I+

Z2HME| Maven 2 A% 1} 2(macOSE mvnw EE=Windows& mvnw.cmd)O| Z & E 2 T2
MEo| REf U=X| & T LICH Amazon Q= BHHE AIESIEE CHE Maven 7482 E26HX| &
&Lict

Maven EiIHE AP 5t X| g*E A% Maven2 AX|EfLICH XEMIEH LI&2 Apache Maven 243 A0 A

Maven2 |8t —?— PATH #d==0f F7HELICH XM LHE 2 LH PATHO Maven2 F715H24EH 0= A|
SHioF B 7?2 E # %M‘IIO Java runtime B4 JRE7} ot JDKE 7}2|740F & LICt FA40| 24t
EX| &olstedH mvn -vE A&ELICH £2340l= JDK B2 E 7t2I7|= Maven T runtime H

=7t E Al|o{oF & L—|EF

3EHAl 54 Yanols ot WE(ME ALY

Amazon Q0| S&E Y 0|E TUE NS E + U&LICH Ol U2 T2 MEO| Z&H-n EMA
olOo]

ZHoME B °":LE1IOIE%EF H™E LtPst= YAML It
[m]

HAE THE| S542 ZH0| fX| #E2lst2 2 £ 2O Z20|% LIEAI B AI8E = U
= glolEaE), 219! 2 =T E LIEFHLICH Amazon Q= 22 S0 WEE 235 1
HAE THE| S5 Mol HMAE = U&Lc RHME LIS 24 et 80 ZE 2 EHHE HAES
MAIR. ME THE| ZEMH2 Z 20| IRHR| A2 SINME A /IS8 £ LE AA ZSEHHYUL
Ct.
YAML oM HaBl|0|EStE s HAE THE| ZE5ME XIHE &= 2, Amazon Q= JDK g
ol ol &5 Yado|=gL|chod: Java 80 172). 7| JDK ¥80|E & HE o] ERMA
ZHOIM170HM 172 E= 210 212)2 AlEH5I04 ME THE| 582 Hadol=g = JUaLtt

Amazon Q7} %|A J
a2 o780l

] E1|0|':§ TAstH Hr o
g2l dasiole E

K 2
& £ U&LICH EE ME =
HAZMHO|ME S0t slied SEHEE Hdadlo|=28 £ U&LICt
Amazon Q= EHAZHO|M B0l S&5M a0l otUS MBstetE HAIXIE EAIE
Sted™ A It SHIZAH 7R =X] &lgLich YAML ZHYof= ChS 2271 2 FrLIct

« name - 354 dadol=

I
« description(ME4 ALR) - B35 Yado|l= uted Y ESHAZHO[Moi| CHEF AH Lt
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https://maven.apache.org/install.html
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0o
1z

02

- dependencyManagement - 12|0|E8 S5 2 E{0Q S22 & LICH
0]

[==] — [ === |
- identifier - 2t0|E2 22|, 2219l == 7|Et & 440| 0|SlLCh.
- targetVersion - 412{|0|=EE SE Mol HHLICE.
O

| o2, ofZ 2|7 0/A42] pom. xml T} o]

k

o =
« versionProperty(ME ALE) - Ho| 5Q B4
properties EfI 2 MM ELICI

« originType - 34 40| HAE mE|QIX| ME TIE|QIX|E LIEFLIMH, FIRST_PARTY E££
THIRD_PARTYO{ o|a{ X|HE/L|C}.

CHS2 4d Yad0|= YAML It ol of| 2 Amazon Q7 T1& EAMste Ol 2Rt 7Lt
name: dependency-upgrade
description: "Custom dependency version management for Java migration from IDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"
targetVersion: "2.1.0"
versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"
- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"
plugins:

- identifier: "com.example.plugin"
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targetVersion: "1.2.0"

versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

I
M
X
L
In
m
i
|>
H
=2
S
e

CI22Ccslod &S52 £ 1 IDEO| CHSH CHS THAIE
%

ESAEZR A IE Z2HES ERRATD

O|Me EH|7} & ZdUL|C EBMAZHO|Mo|| ATH5tH IDEVL HIE A +EE|X| &f2 ALICH +#
d EME stidsiedH 28 A Z2HME 1 A 24| a2 dEELICH
® Note
FE EHATMHOM S0 24 AIAEIE IHL E7HL HX REZ MEHSHR| OHM[2. 7|
Al A5 e = otHMOl HER| T ¢ddo| He st ECI0|HE & 42 AF2ELICH
FEZZME FE= PEO| o{ HHE sl o|=35t24H IDEO| CHEH CHS EHAHIE ft=2 & LICH
JetBrains
1. JetBrainsO M Qadl0|=E8tEdE R ES QLICH IDEVM Z2HMEE MZXo 2 IEHEK]
2FOIghLCt.
2. Amazon Q 21 E ME4S T del= ME Do oHE2IFH0|ME BHEHSEE S Amazon QO

QLI

3. OfEZg|7o|Md ERHAZHO|M B0| LIEtLLICH EEC2 E20M Y o|EE ZENME

= =
E MEiE Ol S ERAZ M O|ME MEIELICH

4. Amazon QE ¥I0|E S&E LUS MIstete HAIXKIE EAFLICH Hadol=g &5
4 A HHUSZ YAMLE 78t 32 S FIHELICH Amazon QE THUE HSs0d Tt
Ol SHIEA F YR =X HAFLICH 277t Lot 3EH: S54 Yad0l= ot 4
(M= AEhol BT FAID T4 WEE HESLC

5. Amazon Q7| ERMAZ N O|ME A|ZELICH ERMAZHOIM ME ME EHo|M 28t 482 2
T A&LICH

6. EZAZMO|MO| 2rElH Z=MEE UO|0|Esty| ol Faciol=E ZEE e £
gLICH M ZEE Ee{H EBMAXHO|M MF & Bo= o|SE O3 diff 2718 MEE L

Fc EfiATMOlM
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Ch EAEE X HE FoM DtUS MEIsto] A4 FEQ HYaeo|=& ZETH Z & E diff
H7|& 4uich

Visual Studio Code

10.

Amazon Q2| B3 AtEE £Er5tE{HM diff 27|82 MEHSto] x| M 32 QiL|ct. Yoo EE
oelg B 5 MEiSt D &olg MElStod T2 MEE 0| EELICE

It dado|EE| T MOotE CHE EHAI| CHEE MR HEE dog{H E Hlo|M M&
ME B ERATHOIM @ H7|E MEHEFLICE

VS Code0iM YIB|0|ESiEds Z2ME E= 5] P¥E YLICH IDEVM Z2MEE U3
Moz AEFM=X| &SHMIL.

Amazon Q 21 & MEist 1 Hel= AME | o Z 2|7 0|ME HEHSHE & Amazon QO

QHEELICH

IDE 4FEHo| 44 BrojM YaBlol=g T2 MES MetgLICH

Amazon Q7 &4 FEQ| HTE &g + e B2 A& HEYE MEstet= HIAIXKIZF ZAE
LICH &4 FETH 7K ElE HYE MEE O oM EBAZ M O[MEE MEfsto] A& T

HIAIX|7F EAIZ|H JDK JAVA_HOME B2 E =2AELICH XIM[EH LI 2 VS Code ZEME
Mg B xSIM

—LJ

Amazon Q= YIB0|E S5 ntdg Xﬂ%ﬁ e HIAIRIE “AIE LICt Hadol=g &

MO HMOE YAMLE 7AIE |
| 2|:||.Ej-|| —T-'-*"E|°‘|'—X| E_|I-

(A1 AFEH Ol MTHE 3 AT}

Amazon Q7 ERHA Z H|0|AME A|ZHL|CH. Transformation Hub EHOA RIS A& 2 4 Q)

&L|Cct

= -

Eg /\ED{IOWOI QFEEI':|=| MerE g AP%* ol FEILICH Z2MEE A
O

AA _._59|' <.>=1:LE1IOI'=EI E7+ ?:.*EI diff 27|18 dLct.
Amazon Q2| 4 A& S £2i5te{M MIQHE B4 ALE EHio 2 0|5 5104 22 MEEHLICE
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A7t Yado|lEE| 1 AMetEl = BHAo CH
MEZ| Y FIEA E
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Amazon Q Developer?} Java 2101 4 C|0|EE ?[2t I EE ETMA LM O|MSt= B

IACE EMAZMHO0|MEH7| 23 Amazon Q Developer= Z2MEO| I E o HHME Yaao|=35t
= O M85t EHAEZHOIM HEES dMHELICH IEE EMAXZHO|ME & HE AL S 5t
7| Mo AEE = JUEE ETAEZHO|M 91} ut el Xt0|E XS ELICt Amazon Q Developer=
J20|EE I EE 4 JDKS} 38tk|= O 2RFt 2|A8to| HAS s=™s22 Z2MEQ| gloj=E
2 ¥ 58S adoleste{H FIt ERMA XM O|MO| 2 ErLct ChE AMoiMHE Amazon Q7
EHMATHOIME -5t Lol ChEt REMIE LIE S MBS FLICE

A ZHO|ME AR SHT| 25 Amazon QE 2ZM Z2MEE YEsin AA FE Z2H
m] =]

EE
&8 A de 2a7 23 E Ue ofE[HES H-ELICH

HC OlE|HEE MAISt £ Amazon Q= 2o 2E #ZoM T EE e stn Yado|Este{s =
BEME =00 A A M HElS HAgLICH ETHAZHO|M A&l

|4 AL EIX| o= Aol CHEt HA CHAIE ZEstod
o)

E EAAZMO|MS7] /81 Amazon Q= EZAZM|O[M Ao MetEl HE Aol et Z=
2 |E RAEHAEE CHA|

Aado|EE CHS A4 I E HTO

Java 8~17
Java 8~21
Java 11~17
Java 11~21
Java 17~21

Amazon Q= ZEE CH4 Java I S & E|= O 2ot 2[ASHo| BHA A E MEEL|CH
Amazon Q7} %A JDK dad|o|lE & 435t eE of | 2
EME YadolEE £ JELICH == ME TIlE| 55

o T
Bzl Yool EHMATZTHOIM Softt Y SEHES

Amazon Q= ZE=E& Yaclol=g m ChSt 242 HES AlzgfLch
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« CHY Java HE HE AtFol et o Ol AASElX| gt 2= 7

- 271 e etolEeEl & ZRHHAE thY Java
7lol= ct= etolEe{2| & =3 & ME 7F

ZaELCH

Apache Commons |10

Apache HttpClient

bc-fips
Cucumber-JVM

Hibernate

jackson-annotations

JakartaEE
Javax
javax.servlet
jaxb-api
jaxb-impl
jaxen
jcl-over-slf4;
json-simple
jsr305

junit
junit-jupiter-api
Log4j
Micronaut
Mockito
mockito-core
Okio
PowerMockito
Quarkus

sIf4j

or o

A5 SSAREERIY
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» Spring Framework
» Spring Security
« Swagger

+ testng

SaloloE & tIEIEo-"E O,_ng | HEQ|Z ¢1Z20| EQ3FIEZ FE EFMAZMO|M B0 2

EHMATHO|IM S0 Amazon Q= ZZ eE0AM &2l 2l & £&-ELICH. Amazon Qe AMH & I E
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o ERMAZHO|ME FEE #lst= Ol =20 Ut 2 #Z0M Al dd 2= LEot ZHAE
Heot 2IHE £[28t6t7] 25 Amazon Q= ddEt IEE AEST HO|0|Esto 22 2XE A
LICt.

O| &2 K| Amazon Qe ™A Z2ME 7 HO00|EE|R=X] 0{F E LIEtUH= %|F
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REEMoR MIF ERHAZHOIM AR

FEH|o|Ao SEED HF Aol e
9

‘A’A'Ql—lq %, Amazon QE TZME
(@]

il =2 0| ZI= 5 IDEXAM Amazon Q MEE AIEE = 9!

FCOLIHXR| BEES EMATHOIM E
T ol AEStn A @ Fot 2 EXE sliZst7|

&LICH Amazon Q0| EE2Mo 2 A
It M IEE M3 M £ QlaLlch EM 7eh 2 Workspace ZAEIAEQL L2 7|5E At
SoloiH B2 xR HEIAEZ Z3HslT 8 Hof 03] mFUof CHSH AOHS HHS 2 Q&L |
Ct.

Amazon Q Developerg& AF&35t04 Java OfZ 2|71 0|Mof| KIH I El SQL &t

IDES| 2 E HEtE 2|&t Amazon Q Developer 0i|0|ME = H|C|= SQLE #42t5t0{ AWS Database
Migration Service (AWS DMS)E A& 8t Oracle0l| A PostgreSQLZ 2| G| O|E{H|O|A OFO|1E|0|MHE
2t=235t= o =30 & = A&LICh

AWS DMSE 27 O|O|E{H| 0|4, Cl|O|E ff0{5t2 4, NoSQL H|O|E{H|0|A & 7|Et & 2| H0|H
AEO0{E oto|alo[ME & e 2= MH[ALICH DMS2e| AWS DMS & 7|0t g2 Cf 4 o
O|E{H[O|A 0| 248 E £ /= OIO|E{HIO|A A 7|0 & T E A E WHetét= ol =S 0| ELICh RhAlEH

LH& 2 AWS Database Migration Service Ab& A M 2| What is AWS Database Migration Service? &
xl-x°|.k||o

AWS DMS % DMS Schema Conversion2 At& 5104 O|O|E{H|O|A & Oto|a0o|Mste < T4 O
O|E{HIO|A S}t S BtE|C & o E2[AH 0|Mo| &HIC|=E SQLE BEHsoF & &= Q&LICH =522 gt
&= CH4l IDEOI A Amazon QE AtE35to] BHEHE RIS3tE = AU&LICH Amazon Q= DMS A 7|0t
g o| HIEtLIOIE & AtS3stod o Z2(A0lMofl ZEHE SQLS CHY CIO|EfH|O|A % S EE|E HTUSR
akag-lgs|u )

& Amazon Q= PostgreSQLE 0O0|12{|0|4M8t= Oracle H|O|E{H| 0| A& Java OHE 2|70 9]
SQLE #HEHe = U&LICE oHE2IF 0|M0] Oracle SQL 0| £ & &l <02 IDEMM SQL ZEE
EHAZHO|MEt= SMO| EAELICH M B2 HE= A =72 FE5HM L.

1EA: AP =2

A% 5t7] 7ol IDEC] Amazon Q A% BHAIE SR =R HOlstAlR
SQL #HEhe QIEt I EMAZH|OIM BRI AlRHa}7| Toll T} AMM Z740| SEE|=X| 2HQIEL
}.
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https://docs.aws.amazon.com/dms/latest/userguide/Welcome.html
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« Oracle G| O|E{H| 0| A 0| A PostgreSQL G| O|E{H[0|A 2 AHIEEl SQLO| }U= Java OHEZE[F|0|MHE
oto|azilo|Mst= SlLIct EAZH O|M0] Agf 3PE4‘:'._=| O & 2|7 0] M0 Oracle SQL 20| =&
T|o{of fLCt.

« AWS DMS A 7|0} HEHE AL 5104 O|O|E{H|O|A AF|OIE HEtslE Z2MHAE 2EFELICH K
Mgt LH2 2 Cl|o|E{H|o|A oto|2e|o|M SFLHA 2] DMS A Z|0F B4EHE A& 5104 Oracle G| O|E{H|O|
A E Amazon RDS for PostgreSQLEZ 00|21 2{|0|M2 & ESHMIL.

- A7|0F HEto| 2= E|H AWS DMS 2£0{M 0to|18jo|ld Z2ME mtUS C

o
fu
n
o
»
°
[
n

2EHA: o ZEIFH0|d T
UHSEE sSQL T EE HHEHstE{H Java ZEMEOO| 5tLt O[4 2| | java T+ 0| Z 7 E[0{0F ELICt.

JetBrains IDEE A5t 42 T2HME 11X MHO| SDK ZHEE sl JDKE M™E&HoF &LICH =2
ME X MM Mo CHEE XHM|BH LI 2 JetBrains Ao Z2ME X MAHES R TSHM 2.

-

3EA|: HIZE sQL HE

Java OHZ E2|7|0|Mofl Z&El SQL FEE PostgreSQL CHef C|O|E{H|O| At S 2tE|= HAS R Het
Ste{H CHS B AHE 2RSHMIS.
1. Amazon Q7} A X|El IDEO|AM B4EtSHoF 5t FHIEE SQLO| Z & El Java ZEH|O|AE LC}.
2. Amazon Q OtO|Z22 ME45I0o{ ME! LS ALICt
3. Amazon QO A& ZfHoiM oHEZ|AHO|ME HESTEE - LICY.
4. Java OZ2Z|7|0|440| SQL gH&tof XEHst B Amazon

st2te HIAIX|E EAIELICH SQL conversiong ¢|23&tL|Ct.

5. Amazon Q= Amazon S30{| A ZHAMSt A7|0F HEIH|O|E TS UZEFIEIE HIAIXKIE EAIE
LICt RHEI0| M Amazon Q= I AM x|ElE NS ELict.

6. Amazon QE YHIEE sQLIt HIO[E{H0|A A7|OF mto| et El Z2ME E KNZstEtsE HIA|
K& EAIRLICH AE o] EECHR HlwoilA MAE ot S MEHEFLICEH

7. ClOIE{HIO|A AF|Oto) M ZHAE Amazon Q2| M|F HE 7+ & §Hx| & olgtLct

8. Amazon Q7 SQL ZE HEtS AIAFLICH E & HE 42 = J&LICt

9. Amazon Q= SQL ZEE BH2tet & mdof CHet ZE UClo|EQ Rt O|E MBELICH X0l

B MEE HdES OIS HE AEE +8fsl0d =& YUO|o|EELICH

EESt Amazon Q= B3 Ateof CHel T HEJI 2 E ETAZMHO|M @98 NS ELICH
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https://docs.aws.amazon.com/dms/latest/sbs/schema-conversion-oracle-postgresql.html
https://www.jetbrains.com/help/idea/project-settings-and-structure.html
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10. ZEE YHIO|EEH £ AWS DMS & = =0t7tA M sQLO| 00|10 MEl o|O|E{H| 0| AL &
o

Amazon Q Developer BHEE ERAZHOM T
Ho|ME £ &L r IAEE EMAZMHOIME
5t Amazon Q7+ &zde o b

dof I=EE YEstod HE AL E EQIFLICE RHAIE LHE2

TE AE3sto] BHEA OHE EI91IO|*._% EE._HAE
=z

i
=

=24 E & 2! 24 E0M IE LE B
HE FXSHAAIR. Amazon Qe EIZX|EEZ ZE HE AMEE 705t M EZX(IE HMELICH
EfiAxno|Mo| 2tz E|H E3X|E el 2R3 X|of Hefstol HE ArZ 2 ZEH[0|A00 SEE +
A& LICH

AlEfste{H BEE T+ & dX[otD QEE OE 78S 2l BHE FHelstn EMAXZNO[MEE Al

[N -]
« Amazon Q DeveloperE Al&35t04 HHE0|M EBHAZ M O|MH A
- BHEO| EMAZMHOIME EAX A
« Amazon Q Developer BHE EAHAZHOM EF HH 7[5

EfiA XM O|M S0l Amazon Q= £Z2Z4 &40 &l &elE & 3T LICH Amazon Qe AMH & Z =
E o{E{ EHH 2 ERMAZ M O|MELICH Z EtH| £ Amazon QE ZEE E2Z4 &7Z4oj T&35lod H4 At
g2 YUcStn E|AEELICH OH ERAZHOIME AHKSHZ| o ZE7H M S22 CHA| M&
EucH

2Z #tE8ol Y= Amazon Q7F Z2t0l8] 2|lAaA0f M Ao SHE HIAEE A™-E £ U S 3t
o ERHAXMHO|ME ZEE &Ql5t= Ol ==20| ElLICH 24 8 E0M Al M8 3 E 2eof 2t E
ot 21#g 2483517 2I51 Amazon QE MeEt A= E HESI T Yolo|Estod 2ot EXIE sHEE
LI|CF.
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(@ Note

Amazon Q= ZE2MEQ| QX MO Ol IEIXE J|HIOZ EFHA T M O|ME £&EtLICH &
ot2 | X|5t24™ ?:'.'%E X ot2 o ofE|HEE T 2NME B|XX|EEo Z&SX| 2T 7|S
I} 2ot DEof CHsl EHAZMHO|ME I ES A AB L.

od 24

[ Ne)

Olg{st 2 A&iol CHeh BHAHI'Y X|&2 Amazon Q DeveloperE A& 3504 HEE 0l EZHA LI O]

M A MMEE RZSAR

qct configure

Java YIH0|EE 2ft ETAZMHO|ME AlZH5tE{H OIS BWHES M™A>FLICH <your-source-
java-version>2| 39 JAVA_1.8, JAVA_8, JAVA_11, JAVA_17 == JAVA_212 =8 = U&
LIC} <your-target-java-version>2| 39 JAVA_17 EE= JAVA_212 Q248 & &Lt --
source_version % --target_version® 25 ME A QULICH --trust ECHOE AIE5tH 2
CE ZANste S0oF ESHAZ M O|MS AlsHsto] HOtS SX|& & OlA LI}

- O L- — 1= —_= =2 O T = 17 AAEH

=

gct transform --source_folder <path-to-folder>
--source_version <your-source-java-version>
--target_version <your-target-java-version>
--trust

SQL #Hetol cigt ERAZ M O|ME AlZtsic{H CHE S AligfLich

gct transform --source_folder <path-to-folder>
--sqgl_conversion_config_file <path-to-sql-config-file>

qct -v
EfAZMOMA TEt =2 HoeiW OIS AdeLc
gct -h
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e Java ZE HH™
™

« Java O ZC|7|0| Mol M AHIEEl SQLE ettt A< oE 2702 SQL with Amazon QE B4
Bt5t7| st A =Hg &=Lt

AL

HYPE #E0i PythonO| Mx|x|of JU&LICH BHE TFE Mx|ste SHULICH XY XY= Z
24 Python {2 3.12]L|C}.

« macOS EEE LinuxOlM EBHAZHO|ME Ald SlL|CT.
- OHEZZ|FAH 0|M2o| 3 7|= 2GB 0|5t L|Ct.
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Amazon Q Developer =& & & IAM Identity Center 215

IAM Identity Center2 215 5t24M #2|XH7F Amazon Q Developer ProE 2|2 A& A2 5351 0F 5HH
T52 Soll 2/5E AlEF URLE MIS8Hok &fLIch AR EE= #2|Xt= Amazon Q Developer 2£0f
M AlZH URLE &2 £ U&LICH AHMIEH LI 2 Amazon Q DeveloperO| A A& & A|Ef URL 37| Ml

Mg FEFAMLR.
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source qct-cli/bin/activate

mjo
02

I
fjo
>
0%
o

4. BIEN =T E IXIsted{H HA of7[E™of et 7o SHE & B=2 O
LICH.

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl
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Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-
any.whl

@ Note
EfAZHO[M0 O] US| BEE E7E MEsts 82, LIRZES HEHRZ

1.2.28 HiZ=Lc},
5. TFIFMAR|Z|RFEX| EQlEe{H ChS S AstistLICt

which gct

3EHAl 54 Yanols ot WE(ME ALY

Amazon QO 3&d YI0|E THUSE MBE + UA&LICH o U2 Z2HMES| SHY ERA
ZHolM & HYB0I=Y HTE LIFstE YAML mtdLct 5454 a8 olE ©tUE XS 5tod
Amazon Q7+ YIBOIEY [ Z2= ME THE| X HAE THE| SHYE X|YE + A&LCh
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EZMHO|IM(170MH 172 EE= 2101 212)2 A|ZH5t0] ME TtE| BS54 S YOd0|EE = U&LICH
Amazon Q7} =4 JDK YB0|EE +~HSIH HE o ERMA XM O|ME A|E 50 ZE ME THE| S
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u

description(ME ALE) - 348 YadolE nt 2 EFHAZ H0|Mod| CHEH MHEL|CH.
dependencyManagement - & 12|0| =&

dependencies - J13|0|=E& 2to|E2{2[2] =
plugins - I 0|=E& E2{1¢lo| O|F 1 TS Z & &L
identifier - 2tO|2 42|, EE{aQ E&=
targetVersion - I 0|EE S&5 M

S 2
versionProperty(4Ef Ate) - Ho| 50 FL G| HHMS R, ofZ2|710[M 2] pom. xml Tt o]

properties Ef12 MHEELICH
originType - 34 40| HAE THE|QIX| ME ZE|QIX|E LIEFLIMH, FIRST_PARTY EE
THIRD_PARTYO0]| 2|5 x|ZElL|C}.

FIF

ChE2 544 Y180|= YAML mt o] of| 2t Amazon Q7t #&2 =446t= ol 228 Lo

name: dependency-upgrade

description: "Custom dependency version management for Java migration from IDK 8/11/17

to JIDK 17/21"

dependencyManagement:

dependencies:

- identifier: "com.example:libraryl"

targetVersion: "2.1.0"

versionProperty: "libraryl.version" # Optional

originType: "FIRST_PARTY"

- identifier: "com.example:library2"

targetVersion: "3.0.0"

originType: "THIRD_PARTY"

plugins:

==
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- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

A4EHAH: 7 H eIE
ERMAZMHO|ME AIESIEdH THX IAM Identity Center2 21535t ERHA Z M O|M0f CHE 74 HE
HEE MZSsHok gLct
1. EHAEZMHOM FH ZEMNAE AlZstedH CHg BHES A-AELICH
gct configure
2. X|¥ElE Z Java 0l CHaH JDK B2 E =5tE= HIAIXIZF EAELICEH CHA BT 0] of il
Java O EE2|71|0| M &4 BT 9| DK =B x|t ELICh.
3. & CHS IAM Identity Center2 215 5t248 Amazon Q Developer Pro 5 ZZE 9| A|ZF URL
2 U=stEte HAIX|[7F EAIELICEH
JHCHE 58 AWS 21T 2 SACE U3 LICtus-east-1. X|BElE EIM S82 X|HE =
2 MME HESHHR. B 2 E S52 AWS it X ot 2| AIEXQIEE T Z A
L
4. FM 7|8 MH™HE configuration.ini TFof| A& E L|C}H.
S5CHAH: ERMA I M O[M AY
= FQEHAXMHOM KRS MBSt ERet 74 I BHS SHUFLICH
® Note
ZC0|¢E & Eeols SHHMQI HER T HZZ0| 22 I E ERMAZMHOM S0 2

Java upgrade

EzAzMHOIME HE +H
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Java HX 48| 0|E S0il Amazon QE EZHA ZIO|MO| A|E 2
EZHOIM A=ES MMELICH AZlof CHEH CHE 0t 242 HEE EE &= U&LICH

- 7H&lof Z&E SE0|A Amazon Q7 Fadlo|ESHE 2tolE 2]

- <dependency1>, <dependency2> ! <dependency5>Ft 18 0|=
» <dependency1> EE= <dependency2> S& 82 YI0|=6HK| & X
- 2tO|EE{2|E YI0|=E e BT
« IEITE oA
« <version> CH 4l O] {710 CHEF <dependency> € 18|0|=
« Amazon Q7} £=&sHoF st= EHA|
« TEZE oA

« 1~7EHAH 2t 2

- YadolE" 5E5E F7HEIA IDK HHe R aB|o|l=g f SME ST

« EEBt <dependency1> BLEE <version2> HMSE HI8|0|=

Java ZE dado|l=

1. Chs BES d&stod Java YB0|=E Qe ERMAXZNO|MEE ASELICH ERiAZD

o|M3ledE Z=0| Er{ HEZZ <path-to-folder>E HF 1 JAVA_17 SEE= JAVA_21Z2
<your-target-java-version>& Ht&L|LC}.

gct transform --source_folder <path-to-folder>
--target_version <your-target-java-version>

NHEB &

Nl
g

- Fadol=Eg BE5EE XHste B2 345H Yadol= ol A2t & --
dependency_upgrade_file M F7IgLIC}.

- EHATHOIM HES AESHHL YO|O|ESHX| toed{™ BHol --no-interactive
ZpaE F7HEILICH Amazon Q= H&lof CHEt I|EME MK foH HES Qe

7|8|7} ei&LCh
FC EFAZMOM 146
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2.

EZHA Z M 0|AM0| A|EHE|Z| F0i Maven HHZ10| & QI=L|C}H R E|= F|A BHF0| e AR

CHS £=0| ZA|ELICH

Running command: mvn --version at: path/to/current/directory
Your Maven version is supported for transformations.

HEI= Maven HT0| Qi= B2 AL TlstedT Uo|o|Estof BLICH XA LIS 2 AT
7

L
IS MBstats HAIKIE EARLICH M2 AEE o o+ Xrolol2 A2 4 2o
|

M, Amazon Q= QW& B4 AIE 2 X[HE £+ U EA2 A= S UOo|EELICE.
Amazon Q7 ERHA ZH|O|ME A|ZHEHL|CH ERHA ZH O|M ZEto] ZA] AE] UO|0|EE &
248t C}. 2+EEI Amazon Q= ERA XM O|ME At 210 U 7 ntdo| £k FEE

M-S gLt
Hazo|l=E 2 EE MHEE M ER1X| Amazon QO Z{B!ELICt. Amazon QE qct
configure &= Al ME4SH FFof et 5tLt |4 e HBeE I EE FHAUELICH

Java HEXE ¢apo|=8t & Cl2 EAZHO|ME AlRSH A HdiﬂH EZHA Z 0|0 A
HE AE S AHUE SLEH =

SQL conversion

-

25171 Tl Amazon Q DeveloperE A& 3504 Java OHE 2|71 0|0 HIEE SQL et MMS
1 0|g{et K&ol ERMA T M O|Mo| CHEE AFX =742 O|sl5HoF &Lt

X AWS DMS £ 7|0t #H2rol|AM A 7|0F HEtH|O|E mtlel 3
S5t oF BrLICH.

Hu

N

Hel

ook

i
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>

=

—

_|-'_1

e

mjo

oz 2
0>- rEI
ol

schema_conv_metadata_path: <path-to-metadata-zip-file>

ClS 232 Aldstod SQL HEtof CHEt ERA T HO|ME A|RFefLICH ERMAZ M O|MEtEE
9| E ZEE <path-to-folder>E Hi 1, 1EH 0 248t YAML otlo| ZE=2

<path-to-sql-config-file>& Hi&L|C}.

gct transform --source_folder <path-to-folder>
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0lo
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--sql_conversion_config_file <path-to-sql-config-file>

3. Amazon Q7+ A 7|0F HIEIC|O|E] moi|A o424 A7|OHE &2
UXIE A7|0F S5 MIELICH sQL HEto| AFEE &
EZl=(schema: <schema-name>)& F7}gHL|CH

H E2H

A
5

(o)

4. Amazon Q7 ERHA Z M| O|ME A|EELICH EBHA T M O|AM XHof ZAX] AFEH 4| O]
2gLCH 22 E/™ Amazon QE ERMAEZ N O|ME A, 23 & T4 Tt 0|

NS ghct.

Hx| Amazon Q01| 748l & LIC}.

L
rir
=

x
pull
=
li
|'|'IJ
>

iagolE=l 7

EMAZHOIM LA EX| EE FA

MEBAZHOIM ZYE LAl SX|5HHLE FLASHEF MEHE = UGLICH CHA AZ
H 1 S P QU

cE EMAZHOIM XU LA EX|stHLE FAstedH

CLI E{O|goi Z|IEE0| M Ctr+CE +ELICt.

EfiazioldE LAl SXIE K| FAE K| MEHELICE

oM Ho|lMg SX|st
7|08 MEHSH CHS YAML T ofl A

Fet7| ol E

- ZE ERATZHOIM EUZS UA| BX|5tE{H 12 UELICH QCT BH("qct transform
504 12A[Zt O[LHo|

H= =

’%*?:1% R7Hstod ZE ERMAZ M O|ME HSE £ Ql&LiCh
- IE ERMATZMHOIM AUYE FAsiE{H 28 LT LICH

Amazon Q Developerg At&3t0{ BHEE0|M o Z2|AHI0|ME

| —
-
Yt el FXME sidsts ol =&0| & =+ JU&LICH

HRA E20| MZ TXMX|X| i olfRE FAUIIR?

CHE 277 EAEH QB0 A8 ElE ERALEE

;

MZ Tx{of gfLct.

jo

Refreshing bearer token

AE

E

ZHA

Zojolde

[rH

('Error refreshing bearer token due to: ', InvalidGrantException('An error occurred

(InvalidGrantException) when calling the CreateToken operation:

"))

HFAH

==

EZHAZ O 0|M
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('Error getting bearer token due to: ', RuntimeError(('Error refreshing bearer token
due to: ', InvalidGrantException('An error occurred (InvalidGrantException) when
calling the CreateToken operation: '))))

=IOI__I
.
ol
s
k8
o
Ojo
0z
Ot
o
>
0%
ot
L
ful

Ol _RE

QBE A7 B UL MA# $ qct transform CHA| A#stof ERAZHO|ME ChAl ISR

FHE 79| =& HHO| AFEEIX| i E OlfE FHAUIIR?

AZMHO|MEE 2la M HHC| HWHE =T E CIR2EZEE M 0| HHL| =77t AS AIBElE B
o

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl --force-reinstall

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-any.whl
--force-reinstall

(® Note
ERAZHO|M0] O TS| BHE =7 E AISSts 82 1.2.28 LI2EER HTEHC R

HEE LICH.

Amazon Q Developer BHE & ERMAZHO|M =7 HH 7|5

Amazon Q Developer BHEE EHAZHO|ME =7 9| 34X L 174 2l2|A0] CHEF REAIEH LIS 2 CFHS
MEE AESIM2. Elo|E20ls 24 HFe| CIRZ2E 23, 2ElA dm 3 2IE[A HEJF T8 E|o] QU
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EZAZMO|M OlE|HE HM

2] 7|5 HO|Eo| M diff X & @oF mtUnt 22 ETHA X H[O|4M OfE[HE | HMAY = A&L
Ct. M&st 213 E MEHS0 IDEO| A diff EE= 9F L|Ct.

mjo
2

= .aws/transform C|EEE[0| 2EZHE XE L2 2 0| & Mol o|Fol| CtREEF ER
AZMHO|M OLE|HE O HAMAE =5 AU&LICH

stef Mef M2 T3

7|15 E|o|E0l M & AEfE MZ & £ A&LICH Amazon Q7F Alulish 2Hd2 XY
ot Z0| A F0i| A o E Mol EEStR| U2 = U= U 0| EE! o EN
AHE DELICH 2EE AYE ME T ot & LIEILIX| i 2 = U= OlE|MEE CIREEE

ol-

IDEO|M A T|= ZFdol CHst 2 7|5 0| KM | &
Visual Studio Codel| B2 ZE ETMA I O|M =] HEQ olE|[HME = .aws/transform C|&HE]
glof 242 MY ELICH AEE|X|= CHS

.aws/transform/
### [project-name-1]/
### [job-id-1]1/
#  ### diff.patch
# ### [summary-1]/
# #  ### summary.md
# #  ### buildCommandOutput.log
### [job-id-2]/
### diff.patch
### [summary-2]/
#  ### summary.md
#  ### buildCommandOutput.log
### [project-name-2]/
### [job-id-3]/
### diff.patch
### [summary-3]/
#  ### summary.md
#  ### buildCommandOutput.log
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gct history --limit 20

Java ERA T O|M EX| sHZ

Amazon Q DeveloperZ Java O Z2[7|0|ME ERAZ M O|ME [ 2 l5t= L0l

SE =
EXME sidst= ol =Fo0| 2 = A&LCh

« Amazon Q7| Z2MEE HZC & 4= Qe 0|fRE FURIIR?
+ Maven 0| Almjjsl=

« LH PATHOI Maven
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Amazon Q Developer At

ol
nx
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x

bl

Amazon Q7 T2MEE ¢ZC & 4= Qe O|fE FUCIIIL?

ZZMEJ URELX| Y= B9 OE 248 & ottt EY & AU&LICH Amazon QUM EAZlE 2
(@]

=
- Z2ME 37|54

IDEVM ZSA|EE T4

Amazon S30f HM A FHE2

ZZ2ME 37|54

IEE EMATZHO|MEL7| &5H Amazon QE AA FE Z2ME S&5M AU YU 27 ZEE =
EME ofE|[HEE MEeLICH ERMAZHO[M 20| 2|CH ZEXME ofE|HE 3 7|= 2GBRILICH

ZZME ofE[HE 37|92t #HHE 277 YYo= B2 Z2HME I7|8 S0[HU H X2 Z2HE
£ EfiA T M O|MGloF ELICt ZE ERMAZHO|M 20 Z2ME olE|HE 1ol 37|E 2
T U&EUCH XME W82 2 ERAZHO[M 230f AAMASHE{T 0{E | SHok 5tLER? MME

SECI IS (Eed

IDEOIAM ZTEA| M3 74

FEE EMAZMO[Mst7| fleH Amazon QE ZZHE OlE[HEE MH[A 4R Amazon S3 HHZ0]|
UZEFLCH Y2E T2 MHAQ| U Z SSL = TLS 215 ME A& 5H0{ Amazon S32t IDE 7+2|
StE AYEELICH ZEA MHE M8t B2 ZSA| HHO|M AFE3tE SSL EE TLS 2IBME
AlZ[E 4 Qlojof gLt JFX| LS ™ Amazon Q7 ZEMEE UR =8 4= gi&LCt
ZS A EE QBSA e 2HE 27T Y dst= B2 2AUBAME AE[stHL CHE ZHA| dEE o]
ESt=5 IDE £ 28 MAE T Yslior & = U&LICH

® Note

ZEO| ZEA| MH &= Y3t Fof a3
gLCt QAISME Fd5t7| 9l Cts HRE
22| Xl Al 2 2l3t0q IDEO A Amazon S32F

Amazon S30i| HA|A 5{E ERHE HEFAAL.
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JetBrainsO A @IS A 14

ZE A MHOIM A2 5HE SSL EEE TLS QIEME A Z[SHE S JetBrains IDE Java HEHY] 7 (UR

E)

2 74524 SSL EE= TLS 213 ME JRES| cacerts TFUZ 74X4QbofF BfLIC} cacerts Tt
HTTPS & SSLit Z2 Hot eddE 2IF MEE + s FE 215M7H ZFE nhUo|H JRES| H ot
MYo| dLgelLct QIBME 7Ixeed™ CtE HxE t= & LiCH
(® Note
Al OIS EOF 440 22X 7F eh &t = QIO B 2 cacerts INAUS £=78517| 704 EHl5t

= Zdo| E&LCH
1. JREZQ| cacerts Ito| ZZ2E ZAXELICE. JetBrains IDEQ}F &7 MZE LIS JRES| cacerts

o Z2E= 29 XX et A2 £¢! JetBrains IDE A0 it 2F S 2t &l L|ct.

CIES2 38 2 AMA 2| cacerts Tt AZ 9| o ULICH 2 XMAE MEISH] O A|E & QISHA
2.
(@ Note

<JetBrains Installation Folder>: JetBrains MZ0| Mx|El C|HE{Z|E &&= &
L|C}. o] C|HE 2= et o2 Mx| ZEMA Sof MEIE|L|C},
jbr 2= JetBrains IDEQ &7 MESEE ZHE JREL| £ BTl JetBrains IDE2}
M HEZE JREE LIEFHLICE.

Windows

Windows0i| A %|El JetBrains IDE2| cacerts I} BAZ &= S0t Z&L|CH.

<JetBrains Installation Folder>\jbr\bin\cacerts

0| € S0{ Windows?2| 7|2 2|x|0oil JetBrains IDEE Mx|8t AR B2=Ci=0 22 £ Q)

Ct.

C:\Program Files\JetBrains\jbr\bin\cacerts
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macOS

macOSof| A x|El JetBrains IDEL| cacerts WY A2 &= Ch21t Z& L.

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

o & £01macOse| 7|& 2IX|0] JetBrains IDEE H%IE B¢ F2& g0t 22 + A&
=

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

Linux0ll A %|El JetBrains IDE2| cacerts It A2 &= St Z4&L|CH.

2. cacerts ot UZ 7hx{Q}of 3t
.CrtEE .der I}t EFXIEQ
EIXP01|71| 2o|5tM2.

3. Q9IBME cacerts 7| AEO0{Z 7}XK{SLICt Java keytool BHEEZ AL85t0{ = E &= UEL

CH.

a HYLEBZES YD O BIS YL
keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. <alias>2| FR LIS HXS=F 7IX2edi= 2B 0|FE FIIHE + U&LICE O] S

M2 M= AL

c. <certificate_file>9| B2 7tXti= QB Ao B2 E X|HELICH QB A7t ZEE
.cer, .crt £ .der T+O| AZ040F g LICt.
d. <path_to_cacerts>0= 1A 0| K&t cacerts 7| AE0{ ItUO| ZEE X|HEF L

Ct ol QIBME 7t Thd Lt
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Amazon Q Developer AE HEM

o & E0{my_certificate.cerO|2t= 21EAE Windows2| IntelliJ IDEAM|A HEZE JRE
9| cacerts 7| AEO{Z 7K1 B Mol HE myaliasE X|Hsteie 82, BE2 3

ZE =+ UL

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\Intelli] IDEA 2022.3.2\jbr\bin\cacerts"

4. 7tM7| ZE2MA Sof 7| AE0] &5 E 2dstEtE HIAIX|I7F EAIE/LICE cacerts 7| AE0f
9| 7|8 &&= changeitLIC}.

5. HHES AHE F LB ME AE[StEt= HIAIRIZF EAIELICEH QLB M7L AEE = JU=EX|
T 7HMR7|E 22 5t2d™ yesE Y24FLICH

6. JRE 2|0l IDE RIA|ofl QIS ME F7I6HoF & =T QU&LICH REMIEH LI JetBrains A A0f|
M M CIZEME BIZSIMIL.

ok

Felst

Visual Studio Code0i|A 215 M 74

ZE A HHAIM AH83HE SSL 2= TLS 215 ME 425 E S Visual Studio CodeE F45t2{MH 2Y
AMAlof CHa CHE ZEA| dHg 2H} =] =elgu ot

macOS 2| Visual Studio Code0|AM QIZS M M
macOS2| Visual Studio Code0l| CHEt CIS ZEA| dHE F+/HTLIC
macOS Z|X|2lof| IS M F 7}

Ot%| AL8atX| Bt 2 B2 ZEA| MM AEstE QB AME macOS 7|& Qloll F7tatioF & LICH 71|
Qlof IBSME FTtstE ol CHEr REAIEH LIS 2 ZIA Q! AMA A DB M| MacoilAM 7|&| 21 4
MAE Ar835tod 7[AMRlo RIS M F7HE HZEstM L.

Mac CA VSCode E & A x|

Mac CA VSCode %2 AF25HH Amazon Q7 Macl| Z|A| Q1 HM| A0 T8t QIS Aof| MAMAE £
/\Aﬁ I’lEI-
g Mrlste{H OIS s35HM 2.

1. VS Code &% &0 M mac-ca-vscodeE ZAMStT Mx|E MEAEL|CT

2. VS CodeZ ClA| A|ZHEFLICH
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https://www.jetbrains.com/help/idea/settings-tools-server-certificates.html
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://marketplace.visualstudio.com/items?itemName=linhmtran168.mac-ca-vscode

Amazon Q Developer A8 YA

macOS2| VS Code0|M ZEA| ™ MH|I0|E

CtE A8 E UO|0|E 504 VS CodeZt ZF Alof & H| SHZH FEEIR=X| e LICH
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n

AMZE0o prox
Http: Proxy ZEO| ZZEA| URLE F7I&LICH
Http: Proxy Strict SSL2| 4 C

F
Http: Proxy Support EECH2 S 50{AM on2 MEHELICEH

o O A W N
—
12
o .
ﬂ
>
i
r

MY ZHAME0 http.experimental.systemCertificatesV2E I=23EFL|Ct. Hitp >
Experimental: A|AE] QIS AM V2E MEHEILICE

Windows 2| Visual Studio CodeO| A 2IE M T4
Windows 2| Visual Studio Code0 CHEt Ct & ZEA| AHE L& LT

WindowsO| M AMEE = e &

m

AEMZ IBM F7t

OFE] At StX| 22 B ZH/A| HHUM At st= 2/EAME Windows2| AZE = Q= FE 215 7|
zt AE0{of FItsHok gLIct QB ME FItete{™ CHE MHALE 2tEFLCH
1. AMEF s ™ BH FES Auct
2. O3S Y=stod QB M ZEIR =7 E YJLict
certmgr.msc
3. MEE = AEsE FE QB 7|2 AE0{E MEHELIC
4. QBEMEDIRA EZ HECE FUstn BE g MEE O 7Ix{27|. .8 MeigtLc
5. M3E xIFol et ZFA| ABEME 7HMHSLICH
6. UBME IR F AB M7 RILEIMEX| &L}
MEE = A= RE QB 72 AE0{0|M QIBME & H SEELICH FIIE ABEME 0teL
QEZ HECER 225D 448 MEBLICH QB M SHoIM 0| B MO RE S 245 2
Mg Eistof gfLict

Ac EMAZHOM 159



Amazon Q Developer A8 YA

Win-CA VSCode &% MR

Win-CA VSCod
S Moi| HAMAE
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2. MULEEOR S5olM F7HE MEiFLICH

Windows2| VS Code0iM ZEA| M™H AH|0|E

CtE A2 YO|0|E5t0{ VS CodeZt ZH A0 & A SHEH FEEIR=X] QAR LICH
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X
L
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O
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Http: Proxy Support EELCHR S50
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MY AMEO| http.experimental.systemCertificatesV2E 248tLIC} Hittp >
Experimental: A|AE CIE M V2E MEHEFL|CE

VS Code& CHA| A|ZHEFLLCE.

~

Amazon S30f HA|A &2

EAZHO|MStE S0 Amazon QE MH|A A8 Amazon S3 H{Zlo| 2 EE HEZ=3fLCt HES
3 E= Z%0| Amazon S30| CHEF BMAE F5tK| E2 AR Amazon QE ZE2EMEE UEEE
T A& Lct

Amazon Q7 Z2MEE QEC & 4= QJE £ 512{0H Amazon S30{| CHEH HMAE S{EFITEE ZEA|
e dole &4 bc'>*7<|(DLP) Han Zr2 J|E HERR #+48 247 7+ E[0] JI=X| |C
Amazon Q7 ZEMEE StE Amazon S3IHZIE {EaHoF & = UGLICH RFAIEH LHE=2

518 S50l F7tst Z URL &/ ARN EFpE B EFAAIL.

rr
>
3
Q
N
o
S5
(0)]
W o
E:_

DLP M& £ = J|EF HEQT 74 47 Amazon S3 HZ!

ifE Z2MES EMAZHO|MEH
o Q0| gtMistod Y2 =7t MBoHR| RE £ USLICH HAEIZ 58

S
E °'|o°|'E§ oilxl L%}.% 7o=|‘(l>‘ xI

Fc EfiATMOlM 160


https://marketplace.visualstudio.com/items?itemName=ukoloff.win-ca

Amazon Q Developer A8 YA

S 20| F7I5HK| & MEHGH= 22 Amazon Q7 QEEE £ QIEE AL Z2MEE ETHA
Zo|MsHoF & £ l&LCt.
Maven B&0| AI{stE O|R= FUULI?

CH=2 2 JetBrains ! Visual Studio Code IDEM|M & £ /U= Maven 7+ EX|LICH EXNE AR =
Ol 04715| Maven L F7F EAEs A2 ZZ2ZHMEN EXM7F UE = UESLICH 2F EO9| HEE A

8ot Z2HMEO| FX|E et Ot ZEMEE CHA| ERAZ M O|MEELICH

JetBrains0ll A Maven t4 &d|0|E

Maven B3 EXA|Z QI5H JetBrainso| ML EZHA L M|O|MHO| Alu{stEH A Bloll @F 227} EAIE
LICH 239| HEE AI835lod EXME sHaFLICt CH32 slidslor & & 71X A LCt

Visual Studio Code0| A Maven 4 &H|0|E

Maven 23 2X|2 @18l VS Code0ilAe| ERHA Z I|O|AM40| ATt
o| M EHOllM dEIL|CH 20| HEE AF835t0o EX|E aiZEsLct.

FLE

{= x| = elghLct.

[e]l]
i
1
0%
>0

Ct

0|0

SME

ZZMEN|z T2ME RFE E0H2| Maven 27 L& k[0 J&
« Amazon QO|M X|&3t= Maven {2 PATHOIM AL E 4= Q& LICH

KMEE L& 2 L PATHO MavenE F7t5t24™H 0= A| sliof ErL7t? MME HESAM L.

LH PATHOI Maven2 F7}5t24 o= 7| sliok & LI7t?

Maven EHIHE AF23FK| &1 VS CodedM ZEE EHAZ M O|MSE{EH MavenS A %[5t PATH
B0 F7+36HoF g LICE.
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Amazon Q Developer

O|0] Maveng 2HIE 7| MX[F=X| & l5t24™ Visual Studio Code 2|5 2| A OS EHOI'E0| M mvn -
2

vE AIRMEILICH Maven EHZTF &7/
Visual Studio Code E{0|'H0|M E23E U X|TF OS E{O|HMHE &3S UX| 2oL HHEHE 38
A= A< PATHO| Maveng F7}sHof gFL|Ct.
Maven2 PATHOI F7}tat2d™ A|ARIQ| X|&lE & LICH.
macOS
macOS PATHO| Maven2 F7}5t2{H CIS EHAHE 22 & LICTH
1. Maven AX| C|HE{2| EE= Maven2 AXx[&t EHE &ol dlY EC0o| ZE2E XHEELICH
|2 dL|Ct %Al macOS Ao B 7|8 4 zsho|1 7|

2. MEist R0 o A mh
e ~/ . zshrcol &L|Ct.

244 T2 SHEFO CHS £ Z7HEfLICH M2_HOMES] ZES 1EHHIOIM K& 8t 22 MEEHL

export M2_HOME="your Maven installation directory"
export PATH="${M2_HOME}/bin:${PATH}"

Oltst HHE AIE5H 2 E E0|HoM mvn BHEE AL E 4+ &Lt
2 E OS EO|d &€ Bt 2 E Visual Studio Code QIAEIASE S=28FLC}
4. PATHO| MavenO| £7IZ|RE=X| &Ql5tE4H A OS E{O|'dS Y1 OIS HHES AsL|Ct.

mvn -v

Maven &1} &74 £240| & A|EILICE.
5. Maven 20| E A|L|™ Visual Studio CodeZ CHA| A|ZHEFLICH A|AEIZS CHA| A|ZHSHOF &
£ A&LICH M Visual Studio Code B0/ S &1 CtS HY S A&ELICH

mvn -v

mo
0
9.'—'

22 4E7 o £240 S Ysiof FLICh Visual Studio Code £2{0| C}E A2 O3 £
Ct.

0 MHO| SHIEX| &l
+ Visual Studio Code0llA PATH B4=& = QIELICt IDE =& 0| 24 PATH B2 Ct2 |
PATHE HZAE £ Q&L|Ch & X7{5t04 PATHOIA A 7{EL|Ct.
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At

0lo

Amazon Q Developer Ao A

R

+ Visual Studio Code0{| M 7|& alg &QlgL|Ct zsh7}t ot CHE Ho 2 MHEE A< 2o
CH&H O] CHAHIE et=EshL|ct.

Windows
Windows PATHO Maven& F7t5t2{™ Ct& BAHE 2t=2 & L|Ct
1. Maven AX| C|HEE| EE= Maven2 MRS EHE ot i ECH0| B2E XHEFLICH

a. Windows HE S MEHGt0] A &S HLCt.

b. Edit environment variables for your accountZ 235t MEHErL|C}
3. BEHs HoM E2 HeE AUt Z2 Haot ol0]| UeE = M
O|EZLICH BE #HE7I EAE[X| o™ ME BHET|..E MEISH0 FIHEL

4. LUEtLtE B8 He HE M 7I1E G2E& F 'H 28Istod HESHU Mz BFE7|E M=
7|& Maven B2 &S 1AM XEet B2z HIFHLE BZ2E M S22 FIHELICH
CHS ollxet 2ol B2 2ol ™OIALZ \bin& F7IEfLICH

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

mvn -v

Maven &1} 74 £=230| EAlELICE.

Amazon Q7t ZEE LUEE + Qle OlfR= FAUULIM?

Amazon Q7 ZEE gl g [ ERMAZ M 0|MO| AIfstE ZL Amazon Q7 2
of A Z2HMEJ} MOHZ A HEX| A4S & USLICH LE TE EE FE 73

= U&LICH

Amazon QUM MSsts HE 211 £32 HESt{ ZEMEN HEY +
gfL|Ct. Cl2 2 Amazon Q7 ZEE 2
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Amazon Q Developer A2 AMEA

pom.xmloi| M HCH B2 XA

pom.xml Ztof| ML ZAZ7} Q= B Amazon QE ## IIUS 52 £+ QlenzZ A E UL FHK|
ZE = A&

CHE2 pom. xml THIOf 212 4 2/ Hoh B2 ol ofLict,

<toolspath>

<path>/Library/Java/JavaVirtualMachines/jdk-11.0.11. jdk/Contents/Home/1ib/
tools. jar</path>
</toolspath>

MO B2 E ASst= CHel ZRIEE |'o Stod ot B2 E dH8e = JU&LICh ChE2 o[ ™Mo 48
2 H0f Z2 2 tiA[st= 2ol of &Lt
<toolspath>
<path>${java.home}/../lib/tools.jar</path>
</toolspath>

A HAEWM 24 E= 2|F Hlo|EHI0]A X

Amazon QS FCE WCE [ ZRMEQ| DE KU HAEES ML S HAET 2H FE
9| ColE{H[0|AE 3 & 5Hs S Amazon QI HIOJE{H|0]A0] HHAE 4 glooE LS T} AL
+ | 5 ElAE0llA] lolEfH

sledtd ERHA Z M| O|MHE K= 51H7| &o
AEE AN|743H0F &L|C}.

r

4 dUE AZHo| 552 Old HElE B9 Z=E EUMA RN O|MSE O HdEls ZEME WE AlZt
EQLIct 2H LEV IE EMAZHO|ME ALEE HEEC HE Z2 Z2ME|M AIE
NS HlstHL O E #B0M O 28 Alzto] 23 + l&LICH 87| dF EIAE AME
= 74 C =
— . —

rr me 0 Mo Hu
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i
o

Z30| E&Lict. =8t 2ot IDE &
|IZoll= RBH A|ZHS AFR3t= ZdE E&LICH
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Amazon QUM EAIElE @F 0 HEStE S5 HZTSHM 2.
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Amazon Q Developer At

|

. Z2HE 37|54

. 302! O|LHO| 2 E diffCIREE
« IDEOIM ZEA| MY 7

« JetBrains ZTEA| A™H|M AUEFIE EX} M7

EAZMHO|MO| 2R E|IH Amazon Q= Y B[0|=EE Z=20| 0|2t ¥4 ALehol| CHEH HE T =
stEl EMAZ I O|AM @9F0| ZEHE £2{ olE|HEE MASHLICH IDE7} 52 OlE|HEE C}R2C 5}
24 £33 otE|™E 7} 1GB O|5to{of & LCt.

E£2 olE|HEY} BT B Xste B2 YIBOIEE IE TE EMAZHOM QAS CIREES
= i&LcH 2 2 otE|HEE Yx|37| @l 2 z2MES EMA TN O|M EML. EXTL K|
& H : 2 MMz F=xst

302 O|LHOf| FE diffCIREE

dapolE=El IEJ T EE FE (iff It US EAE
&SLICH EMATZHO|MO| &t 2 El F 30U0| X|Lt B EHA I
CtRZC=ghLct

IDEOIM ZHA| DA™ 74

Amazon Q= MH|A A% Amazon S3 HZ!0|M JdaBlo|EE ZEE CIRECEELICH CIREE Z 2
MAS| deto 2 SSL EF = TLS QIS ME AFE35104 Amazon S32t IDE 7He| E4l8 M™ELICH =&

A MHE A83tE B ZEA| MM AL 5HE SSL EEE TLS RIBME AZE £ 2lo{ok B LCH
JEX| 2fo™ Amazon Q7 Z2MEE Y2 =8 4 gi&Lct.

o N
i

n

Ho

W HU
N

o

o]

k™

ME AMEEHHL CHE ZEA| MY E YOlo|ESHE
_I

E ol =
& QeLich ZEA| A% AClo|=0f ChE REMISH LIS S IDEOIAM ZEA| A 74 MMS HA A
o

JetBrains ZTEA| ™o 2L E=E7tE 2R A 7H

JetBrains IDEOAM ZHA| dHE TSt d¢ Hdol=E ZEEOREEY W S LRI EA|

= 4 gL
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Amazon Q Developer At

0o
1z
0%
x

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

Ol IDE ZEA| Aol ZEA| gi5 EEol AUEFtE ERH(Y)7F EXSHY| HEY = U&LICH
Amazon Q0| At 3tE Java SDKE Ol EEo| 2UE7E EF& X|etX| ef&LCt

S ZeoM AdUEFIEE KM|HSH CHS IDES CHA| A|ZHEFLICH =
%PE SAEE X|HEloF §le AR AU=FtE ChAl ’“%*'9 AMEELICt JetBrains
IDEOIM ZEA| MM E |0|EstE{™ JetBrains ABEAML| HTTP ZEAIE XML,

/| -
I EMAIZMHO|M 220] HAMASHE{T o= AH| SHof 5tLEL?

JetBrains 2| 27101 AL

JetBrains 21 I} of| HAM|ASHE &0l CHEF REAIEH LHE 2 JetBrains A AMQ| IDE 21 mp! &F
7| = xI-X o|'k|| Q.

JetBrains2| Amazon QO|A O] LHEH 238 2 op{M IDE 20| CHS EAIUES MM 2.

software.aws.toolkits.jetbrains.services.codemodernizer

FC EMAZHOIM 2k O/ EXHUZ AIRELICH MavenollM MA4E 215 A% ol EAlS)
% 2 1% gsiol ol £X1go) el

Visual Studio CodeQ| 2104 HA|A

VS Codel| Amazon QO|M LIEH 218 3top{fH Ot S EHAHE et =2 &LCt.

1. 4E EHM S0l 27|8 MENSH OIS BE TElEE MEELCH
2. LJEHLIE Y HAEOo|A Amazon Q: View LogsE ZAEHLICH

3. 2= IDEAM YZILICt CodeTransformationo CHEt 21 TtYUS ZHAHSB{H CMD + F EEE
Control + FE AFSELICY.

VS Codel| ZE EHAZMHO|M 270|= CodeTransformation: M5 A7F E&LICH Cl2
Maven SAl &4 @ F0f CH5H VS Code0ll A M=l 27 9] o L|C},

Fy
=

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found
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https://www.jetbrains.com/help/idea/settings-http-proxy.html
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files

Amazon Q Developer

EHATHOIMEHY IDE o{EH HE £+ ULIR?
JetBrainsOll A 24 ID & 7|

JetBrainsO| A E=H
X

Zio|M & IDE 3o rP{™ Transformation Hub2| EZHAZH O|M ME HE
o 2 0|S35Hod AFEY

A
e EA|(AlH) oto|2 2 ME4ELICE.
Visual Studio Code0ll A 2] ID & 7|

VS ZE0|MH ERAZHOIM 2] IDE 3 224™ Transformation HubZ O|S3+0{ 2rQ AFEH F A|(Al
7l) otO|2 & MEHELICE.

Amazon Q DeveloperE AI&35+04 .NET OHEZ|H|0|MH ERHA X HO|M

Amazon Q Developer= ‘H4& Al 7|8 Z|HEE /T E2E S5l Windows 7|8 .NET ofZ2[7 0|4
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Hi, I'm Amazon Q. | can
answer your software
development questions.
Ask me to explain, debug,
or optimize your code.
You can enter / to see a
list of quick actions. Add
@workspace to
beginning of your
message 1o include your
entire workspace as
context.
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AMAZON Q: CHAT

Chat X -+

Hi, I'm Amazon Q. | can
answer your software
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Ask me to explain, debug,
or optimize your code.
You can enter / to see a
list of quick actions. Add
@workspace to
beginning of your
message to include your
entire workspace as

context.
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Run Terminal Help

import * as "aws-cdk-1i
import * as s3 from s-cdk-1i
import { Stack, StackProps } from 'constructs’;

r MyStack Stack {

(scope: cdk.App, id: string, props?: StackProps
scope, id, props);

aws-53";

export

53 .Bucket » 'MyBucket®, {
bucketName: "MyBuc

bH

cdk.App();
as cdk from 'aws-cdk-1j
as 53 from s-cdk-1ib/a
{ Stack, StackProps } from 'constructs’;
Mystack Stack {
(scope: cdk.App, id: string, props?: StackProps
scope, id, props);

i5-53°3

= s3.Bucket 5 XoCooXt, {
bucketName: cdk.Names . uniqueld

‘};

“my-bucket-

app = cdk.App();

MyStack(app,

.toLowerCase()}”

P Search

ZH(Enter EEE Esc)2

Run Terminal Help

from 'aws-cdk-1
import * as s3 from ‘aws-cdk-1i
import { Stack, StackProps } from 'constructs’;
MyStack Stack {
(scope: cdk.App, id: string, props?: StackProps
scope, id, props);

aws-53°;

export

53 .Bucket » 'MyBucket®, {
bucketName: ‘MyBucket-12345",

app = cdk.App();
3 as cdk from

as s3 from
~t { Stack, StackProps } from
Stack {

scope: cdk.App, id: string, props?:
scope, id, props);

constructs”;

MyStac

= 53.Bucket s T XO00OKXK", {

bucketName: ~my-bucket-${cdk.Names.uniqueld

cdk.App();
ack’);

.toLowerCase()}”
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i g MEIEHLICEH (o™ ol2i2 A3 ESlor & £ /U&LITt)
BIE O|§0 Create_sequence_diagramll 22 ZEIE O|§2 25t Enter 7|E F

ICt. ZEZE o|§ols 3ol 23 E & i&Lich
Amazon Q= ~/.aws/amazong/prompts ZH0i| Create_sequence_diagram.mdgt= Z&
ZE ntg MMt D IDEOAM TS dLct.

5. ZEZE LYo AtMEt ZEZEE FItELICH offAl:
Create a sequence diagram using Mermaid that shows the sequence of

calls between resources. Ignore supporting resources like IAM policies
and security group rules.
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MEE ZBLES AR SHE W

1. IDEOIA Amazon Q A& &S 4L|Ct.

o
eE UMsln ZEZEE Mzt

2. =R

3. Create_sequence_diagramzt Z 0| M E ZEZEE MEASIL|CH

4. (MEALE) ME U FolMd Eo [EFEP NE HEE FIteLch HAEE O i35t D ZEA
E RS O F7IE = UA&LICE 6|E B0, ZEZEE= OIS Z 2 = JU&LICH

@Create_sequence_diagram using the files in the @lib folder

EE NME&35IT Amazon Q7 EHHE MAE W7HX| ZICHRILICEH

(&) ]
[3]
Ot
|kl

| — o T
Ct ZEHIAE =58 15t SR CHete| 2 E IHIAIXIOH sz EE*EIEE e@workspace, @file
= efolder SO HYS UtEXo = Qe eIt igLch

THE Y2 K| 2200 KIS £ USLICH RF HESE ¥2E £522 THEHHL
Amazon Q7t RSS2 ZHMAE(O]: #KH B4 IHU)E F7tstod SE BUS HME £ AsLIL 1
HE ZHAE F2e AT Pl HAE U2 AR AT EAIEIH Z85HK| o2 HHAES HH

Hetst ZHEIAE ZAAHE FXI6H7| 26 nHE €52 A AE Sofgh M FLL|CH M SHe dH &
Moen 2 7|2 1" ZHEAEZOF MZ A|ZHEHLCH

1. IDEOIA Amazon Q RHE! TS 3L|Ct.

2. {20l M eworkspace, @file, @folder, == @prompt S2| ZHHAE HHS A8 & 5t
£ UHEAEE Z8Isto] T LICH

AElo] HEIAE
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1. @Pin Context M|+ AFHS:

- ME ool M "@Pin Context" HH

2.
=

FIEE HIZ2 7}7| Ab

HEAE HF &
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2.

BlELch

LICE.
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« Option/Alt + Enter 7|
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T
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£ oo

o HAEHIAE B (0: eworkspace, @file, @folder, == @prompt)
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30| LtEFHEfLICE.
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Python ZE7} K1
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Java A E7} Javadoc TA4E A2 38Hof

i
0%
=
ol
0%

__Aﬁ

J4
o
fall

g

—t

._oL

=
—

F7ALE 2

'I_'IL

E A-83HoF 5
L|C}. O]
L|Ct.

=l
3|

|.

182

~
K




Amazon Q Developer A8 YA

Z2ME FE|R ZZME project-root/.amazonqg/rules EHQ| 0t LI Tt ofl HolEL|CH

ZZME F32 MMM Amazon QE LRI Z2ME LYo M Amazon QoF AMEE molCt O|&
HHIAEZ AISOZ AFE5t1 HHE HHEE | 722 43525 FLICH /B HHAEE F7}
St= Zdof| et XEAMI8H LI 2 IDEOIA Amazon Q Developer ZHEI0f| ZAEIAE F7| MME & X 5HA|
.

o A|ARIOM 2 EE= Amazon Q HE! QIE{H|O|AE Sdll T2 ME X8 MAS £+ Q&L|Ct

Amazon Q AT QE{H|O|AE A8 5to Z2ME H22 ddst= UH

1 de o
2. ®E U2 AXoM FE HES Z2IFLct.

3. M A MM MeELICH

4. EAElE i3t & xboll #=o| 0|82 elaigfiict

O|EH st ZR2ME Q| project-root/.amazong/rules EC01| sl 0§22 otact: 1t
ol 4Lt

5. HE7|o| #& 2HXAE FtgLC

6. TUS MEELICH

I A|AEIZ AI2510{ ZTE2ME F3I2 MASHS dh

1. IDEOM Z2HME BE EHE LCt.
C

2. ZEME RE EH0|M
project-root/.amazong/rules

ol ECjols 2E Z2ME FE0| Sof LI

3. project-root/.amazonq/rulesOiM Z2ME 7= DS MELICH T2 BtEA| O3
Ct2 mtlolofof &rLct. offA:

cdk-rules.md
4., ZZH™ME JEOI3CHR
ool XiMEt ZEZ E

tedE Lot

I
£ Z7btLict ol Al:

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.
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All Amazon DynamoDB Streams tables must have encryption enabled.
All Amazon SNS topics must have encryption enabled and enforce SSL.
All Amazon SNS queues must enforce SSL.

mo

M
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I

6. I L|Ct

MEH A}
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2ME F5 0hACe BYS of £7berLIC
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15
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1. IDEOIM Amazon Q A E! mi'd& iL|C}.
2. FHE! ol2d AFKlo M 2 HES Z 250 AR 758t B E 722 20Isth|C}
3. T=EIg Z2lstod #HAH ME MMol chsH 72 747t Zuct.

« EQl A7} Qe A2 g4 MEfo|H chztol ML

« Ol EAI7F Qe FAI2 SR MMM HIEASHELICE

bHE QHAE MSstE HZE Y3 otedg &t
MSlod A2 mjoict MA T 2dMEE

P
td S Yggich

X [0
ok
I}
FO
n:O 1
9
>
3
Q
N
O
>
[9)
N
kU
In O

HEz Y3 oUS HH51H Amazon Q= CHEo 22 XS M E 40| .amazong/rules Z &
El memory-bank &t ECE01 AELIC.

product.md - Z2EME 4l 7|50i CHE 7/ LICt

=
« structure.md- ZZMEO| o} F|EHIX|, E M LU F2 T 24LC}
« tech.md-7|& A8 ZP¥3, SEH LU IE EE

« guidelines.md - ZZME o] 7{dt EF L mEIQIL|C}.

ol21 2 e Amazon Q2 MEIE M HHAER (IS0 2 ASEIN Z2MEO| CiEt HHZ HEE
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z2MEo CfEh HZ2| da 4

HZ2 W3 E ddstedH Chs At E 2tz & Lich

—

IDEO| A Amazon Q *HE! IH
ME 21 AR M 72
HZ2 W3 Mae AMEd

Amazon Q7t ZZME S EMsto] HZE| W3 oS dEetT| AlEtste M ZHE B{o| GEIL

> 0D
jm
e}
C
n

WSS o HYUAER AR E WY IHUS Mstm MY A8 4 YaLint
6. ZEMEJ} HZE|H Amazon Q7F M HEE| #2 THUS MAdstod ZHHUAEES HHO|ESHES
& 4 aLich O/ s2iH FA HES ME O3 HZE B3 AAS MeEh

HZe2 g3 48 AER XIE

MNERXIE Z2ME 2|2 ddsiod HEE| Y3 otdo| dkls A2 AASA XIHE = UA&L
o

Al
Ch ol & S0 Y E mho| 2o E= FAE XIHstsE 7AE e + &L

When generating the memory bank files like product.md, structure.md, and tech.md,
always generate content in Spanish and include detailed code examples.

22l Y 2|2 TEME project-root/.amazonqg/rules £ Aol AHEFLICH
ANERH XM Z2ME 73| MAof ciE AFMIEH LIRS MME &t &5t MRAmazon Q Developer &HE
HASE Z2NHE 75| MY,

Amazon Q Developer2| & 7|5 &=

IDEO|A{ Amazon Q Developer?t & & 2&5tH CH5t7t AME 7|Fof =X ELICH 0] 7|§ 2 Amazon Q
Jt Z2EMEE O|sHstn ECt #1802 8H2 M3ste ol =20| &l 3% ZHHAEE M3
7t 9

oo

gLich a2t 718 2ol gt ZF ™ol 282 & U= tiat 7|52 &oll= X[eho| [{d&LCh.

HEAE 2 Amazon Q2o B &5 HE0M XMEIE + U= 20 HE FS LIEHHLICH 047]of
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- CHetollM Moz RiZet HEE M7Hstedis 89

Amazon Q Developer CHSl 7|5 27|, A & LHELHZ|

S 71 B E(DE)MIAM Amazon Q2 RHEI5tH Amazon Q= 2 RE B2 HE o| T3t 2 KT FL
Ct. Olz{et CHEtE 210, AMst, AX[E = U&LICH O30 E= HTML 84 T2 LHIEYE =

A& LICH.

Amazon Q= 24 HFE{e| & C|HEE|of CHetE ME = LICH

Amazon Q= Zt 2|3 AW O|A0]| CHE CHEHE HE 2 XESIEE 5 7|2 0| EAILX| St Zde &
2= 3 AHO|AN U7| HELY £ AUE&LICH. Amazon QE A 2|3 AW 0|A0]| CHEt CHEF 7| =0t
E AIErLCt.

Fo, LHE HL|C},

[e][]

- M ool @EX HHUM ME 7|8 E7| HES ME{EhLICE
. ctrl+F(W|ndows/L|nux) L= # F(Mac)® F&LUICH
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« Amazon Q ;& ©E ¢ F Ct= & st

- ME IO 2EZH
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E REO0f XMEFLICH

Amazon Q Developer@t RE0I|MH HFZ 7}7| 7| AHE

Amazon Q= 00| E & IE{m o|A 2}
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Shift + Cmd + Enter(Mac)

Shift + Ctrl + Enter(Windows)

Shift + Meta + Enter(Linux)

Shift + Cmd + R(Mac)

Shift + Ctrl + R(Windows)

Shift + Meta + R(Linux)

Shift + Cmd + Backspace(Mac)
Shift + Ctrl + Backspace(Windows)

Shift + Meta + Backspace(Linux)
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« Amazon Q ZE 2t Zrd
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« HHZ 7171 7| AL8

. 3= BE A8

o AL oA

Amazon QO A Aot LA[ S K|
Amazon QUM elgtel = Xetg LAl FX|stD MIHste EHE Ec{™ IDEE M= gfL(Ct
Visual Studio Code

1. VS Codel| IDE & 3tEF M @ A E7|0|0] M Amazon QS ME4EHL|CY,

ID

E & A'EHol Amazon Q 2 EA|IEO0| YEILICE.
2. A& ANt Al BX| E= RS AN RH7HE MEIEHLICE

CH= 0|0|X|= VS Codel| Amazon Q 291 EA|EE Hoi&LC}.
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Amazon Q

Il Pause Auto-Suggestions Currently RUNNING
> Select Customization 1 new available

¢</> Open Code Reference Log

<¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

b Send Feedback
§7 Connect with us on Github

E] View Documentation

'{E} Open Settings
I— Sign Out Connected with IAM Identity Center

JetBrains

1. JetBrains IDEO| M IDE Z StEH &E} EAIE0{ Q= Amazon QS MEHEFLICE.

0>

FEH EAIE 2|0l Amazon Q 2 EA|E0| ¥&ILCH
A

P

Met LAl SX| E= RS A RHTHE =g LI

N
A
Ol

Cl2 o|0|X|& JetBrains IDE2| Amazon Q 2] EA|EE EoiELCt
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Eclipse

Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log

HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out
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‘Eﬂ Problems @ Javadoc @ Declaration @ Amazon Q X © Amazon Q Code Reference 8 = 8

Chat X + Open Code Reference Log

[II Pause Auto-Suggestions

Select Customization

Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out

You can enter [ to see a list of quick actions.

Try Examples:

l Explain selected code l l How can Amazon Q help me?

‘ IAsk a question or enter "/" for quick actions

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.

R Qs ready

3. A& Mo UAI EX| E= xS M MIHE MEFLICH

Visual Studio

1. & 71E A2 A Amazon Q 0}O|2& AMEHEFL|CE.
2. A8 Mot LAl BX| E= RS Ao RH7H M EH

CH= 0|0|X|= Visual Studio2] Amazon Q ] EA|E € E0o{&L|C}.

Sign In .

Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
n: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Clien Getting Started

mm local View Options P
Jdient
1 to: C
Cliernt

1 resalve hearer token awsRuilderTd :cndewhisnerer.

AWS Cloud9

Sign Cut

Amazon Q= AWS Cloud90i|lM Aot 77| A 117|& x|t x| f&LICt
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0l M Amazon Q Mot £=AI2 EX|5tE{H M A0 AFR QI & L= AF2 X} AWS Cloud9 2E
E{ Amazon Q01| HM|A HEHE F0o{5l= IAM HEE AWS Cloud9&| 7{&fLICt AWS Cloud9.

— -

AWS Lambda
Lambda0ilA Amazon Q = K|t H|&HA455HHLE CHA| A5} 5= Hhed-

1. Lambda 2£0|A & Lambda &+2| &
2. IE AAMNMMO| T3 B20AM EFE MEHSHL|C.
l:

3. EECI2 7oA AmazonQ 2

Amazon SageMaker Al Studio
1. SageMaker Al Studio 2& 2| & 5o A Amazon QE MEIFLICEH

Amazon Q I 0| L Z&IL|C}.

2. XS Mot A K| E= XS X[

>
Pl sl
d
-
M
x
L
o
-
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JupyterLab
1. JupyterLab 2& 2| & sl Amazon QS MESSFLIC.
Amazon Q T{E0| F&IL|Ct.
2. XS M LAl X E= XS Mt MIHE MEIELICH
AWS Glue Studio Notebook
1.  AWS Glue Studio =ES 2£ 2| & stE 0l Amazon QE =4 LICH.

Amazon Q I 0| L Z&IL|C}.

2. XS Mot A K| EE XS ML RIIHE A=EF L

0

Amazon Q T E etAd Ehod

Ol 4 Mol A= Amazon Q7 T ohZEaIAH 0144 Btadste Ol oiBAH £ 80| =

C}. o] ofZ 2|#H 0|42 Amazon S3 H{Z!T} Amazon DynamoDB Ef|0|E£ & %* st
55t R EHAEE dAFLICH
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017|M Amazon Q= & X7} 7tXE Et0|E 2§ MEst= O]l ==0| ELICH 34 & 7|E AFSst
o4 JHeXt= ofed MerE ™

basics boto-whisper-demo.py
mport

rom boto3.session

From boto

07| M 7 RIE S &Eof 2 M5te{s I EE MY
Amazon Q= HAE

basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import
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Amazon Q= 3 Bl A7} REGIONO| T SHE Zt0| 7|22k2l us-east-10| & ZA
AgrLict.

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1logging.INFO)

session = Session()

15 DEFAULT

L W W W W WL W LW ™

logging.basicConfig(level=1logging.INFO)

session = Session()

DEFAULT _REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))
TEST_TABLE_NAME = 'my-test-table' g str(int(time.time()))
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TEST_BUCKET_NAME, which is a constant declared earlier in the same file.9]
ALE EI

s3_client = session.client('s3’, reglun name=us-— east 1}
dynamodb_client =

~ create_s3_bucket]
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create_dynamod
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ss TestBotoWhisper(unittest.TestCase):
de

e
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Amazon QE M2

basics > boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")

response = client.list_tables()
self.asserctlntimy=test—tzbt respanse [ 'TableNames'])

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

orx|gfe 2 I A= 20
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

f main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)
create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli
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« Amazon SageMaker Al Studio®t & 74 Amazon Q Developer AFHZ
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Amazon EMR Studio®} & 74 Amazon Q Developer A&

AWS Glue Studio0llA Amazon Q Developer AF&

044 Amazon Q Developer AFH& AWS Lambda
CIE MH|A2F &7H Amazon Q Developer AHE
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JupyterLab A x|

HFEol| JupyterLabs XI5t 7Lt JupyterLabO| 0|0] AX|Z[o] /= B2 CtE BEE A sto] HY

s
£ FQolghct.
pip show jupyterlab

SEH HHE 7S5t CfE MM F tLte| sie XI&E WELICH

Pip for Jupyter Lab H{71 4.0 O|& 2 A& &+ M|

to gdsE +~ A&Lch

|l
o

I2 HES AHE3H04 JupyterLab 48 Amazon Q &2 MX|

# JupyterlLab 4
pip install amazon-q-developer-jupyterlab-ext

Pip for Jupyter Lab EHZ1 3.6 O|4F &/ 4.0 O|TF2 AF2EH M R|

ClS B™EE AR50 JupyterLab 38 Amazon Q & & Mx|stn &Mdete = &Lct

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=3.0
jupyter server extension enable amazon-g-developer-jupyterlab-ext

£ ME75lod 215 AWS Builder ID

CtE H&toll M= Amazon QE &d3te W 155t ol ALEE Builder IDE A& EfLICH

1. JupyterLab2 AF23tE HElRX 2 MZ TELICH
2. & 3tEol Amazon Q TN A A|ZHE7|E ME4FHLICE.
3. EY oM IZE SAH L TI™-S MESELICH

4. A

|25t 7| H O X0 A O|HIY F4 == Google A1 E AHE 5104 Builder IDO| 22184 7Lt 7+
11D
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7. CIS I O|X|0oll A Amazon Q7} CI|O|E{0o]| HM|ASIEE

O|A| Builder ID2 JupyterLab2| Amazon Q01 212!

LS AIFFSHHH b2 77| 7] ALS MM

& Python 3 (ipykernel) O =

=) Untitled3.ipynb [ ] 7| QDevDemo.ipynb o |+
B+ XD O » = C » Code v
[# Create a function to coov S3 bucket @ v aFe
e Suggestion 1 of 4 from Amazon Q
def copy_s3_bucket(bucket_name, source_file, destination_file)
s3 = boto3.client('s3")
s3.copy_object(Bucket=bucket_name, CopySource=source_file, Key=destination_file)
print("File copied successfully from S3 bucket to S3 bucket")
Amazon EMR Studio?t &7 Amazon Q Developer A&
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O| H|O| X[ = Amazon EMR Studio® Amazon Q DevelopergE A st1 g d35tst= WS MHEE
=~ xlo ASHSE A A
I FHE XIS R e = AaLct

LICH YUt M8t E|MH Amazon QE ETL ZEE EMeh | 3 E

@ Note
Amazon Q= Amazon EMR StudioO|A Spark 2 ¢dof| CHEt ETL AT RIEE AT
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1. Amazon EMR Studio = ES& MdM&L|C}.
2. Amazon EMR Studio =E£29| IAM AF X} 24&tof C} 2 HAg HAZsLCt
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": [

"codewhisperer:GenerateRecommendations”

]I
"Resource": "*"

}
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@ Note
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& 21042l Python} Scalag 25 X[ EfLICt.
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iu}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations”
1,
"Resource": "*"
}
]
}
3. Glue 2&2 YL}
4. ETL UM —ESZ MEISLICEH
5. Jupyter NotebookO| ME4E[0{ Q/=X| & QT LICH 4(Create)= ME4FLICE
6. Y o|§S2 U ELIch
7. 1AM Q&0 A Amazon Q2t &= X EFITE T8 A S MEAFLIC
8. LES AEE MEigLICH

0{ A Amazon Q Developer A& AWS Lambda
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codewhisperer M5 A= Amazon Q Developer2} H&fEl AH|
8t LI& 2 Amazon Q Developer O|& #Z - B8 ALE o B

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
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JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
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o0 Amazon Q

in-example.py = Release || {} launch.json

1 Select a language, Il Pause Auto-Suggestions Currently RUNNING
Start typing to disi 2= gelect Customization 1 new available

</> Open Code Reference Log

&7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

¢ Send Feedback

§? Connect with us on Github

E] View Documentation

{g} Open Settings

I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

X ®0A21®O1 WO  AWS:IAM Identity Center (amzn) [> Amazon Q C» Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF PlainText (3

JetBrains
JetBrains IDEO| Amazon Q & & 23 EA|5t2{H CHS MR E AFESELICH

1. JetBrains IDEQ} Amazon Q Z2{1Q! 25 |4l B

= =3
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. my-project v Version control v Current File v

[V ENEIE]

public class Main {
public static void main(String[] args) { System.out.println("Hello world!");

Amazon Q

[0 Pause Auto-Suggestions

&3 Open Code Reference Log
B Select Customization (1 new)
< Learn

[0 Pause Auto-Scans

Run Project Scan

Code Reference Log (3 Open Chat Panel

act your admi

Your organization controls whether suggestions include code with references. To upd:
© Send Feedback

©) Connect with Us on GitHub

? View Documentation

3 Open Settings
Sign out

5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces &

my-project > src > Main
Eclipse

Eclipse IDEO]| Amazon Q & ZX EO& EA|SI2{H CHE MHAE AFSELICH

1. Eclipse IDEQF Amazon Q E243921 25 2[4 HHE AFE5tn U=X| & lFuct
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Amazon Q 24 E
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2 Problems @ Javadoc [E) Declaration | (€) Amazon Q X (€ Amazon Q Code Reference 8 = 8
Chat X + Open Code Reference Log
[Il' Pause Auto-Suggestions
Select Customization
Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out
You can enter [ to see a list of quick actions.
l Explain selected code l l How can Amazon Q help me?
Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
R Qs ready
4, FEFHX 20 YJ|E MEdFFLICE
I T 23 Yol YRLICH ZE HE AHE Chet 2 E FH X7 LG ELICH
Toolkit for Visual Studio
—_ = C= = =,
Amazon Q7} Toolkit for Visual Studio0l| & Z7} Z & El I =EE A5t Aot MEo| FxE |fHO0|
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# Create function to create a DynamoDE Table
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Output
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Show output from: |CDdeWhi5perer Reference Log '|

JCodeycloud.py(18,5): Accepted recommendation with license: MIT
il | B

HE Bttps://github.co
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AWS Cloud 9
Amazon QE AWS Cloud 92+ B7H At&stH Z = H X7t 7|2XMez HM Q&L
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1. SageMaker Al Studio & 5tEH0| A Amazon Q THEE L|Ct.
2. AEHZT 2O YI|E MEELICt
JupyterLab
JupyterLab®ll Amazon Q #=X 218 EAl5tE{H CtF HAHE AHSELICH

1. JupyterLab & SEHOIA Amazon Q TH'E S L

2. IACEX 2O YTIE MEHSHLICE.

n

AWS Glue Studio Notebook
AWS Glue Studio —TEE0| Amazon Q & Zx EE EA|5IE{H CI2 MHXE AF2 &L},

1.  AWS Glue Studio = At

[m
> M

0

o

tEFOI M Amazon Q THE S dL|C}.

CH2 0| IDECIM ZE #ZE 7B 2 7K QlaLich I= XS DAL 7E Yol ChE B
£ Ep{™ IDEE MEHStL|CE.
Visual Studio Code
Amazon QE VS CodeOlM AI235tH I E X7} 7|EXMo 2 7{X{ Ql&L|Ct.
nHLE LES0i CHA| 7424d™ CFS HALE [MEAM L.
1. VS Code® Amazon Q &% B 5 %[ HHAHE A5t U=X| &QlghL|ct.
2. VS CodeQ| IDE & sttt 4 24 EB|0|0flAH Amazon QE MEHEFL|CH
IDE & & Erofl Amazon Q 2] EA|E0| FELICEH
MY 7| MEIEILICEH Amazon QQF ZHEl SMo| EAIE MY gio| A&IL|CH
4. FZ7FQUE TS EA| Yo MRHE MY HLE M F|ABHLICH

JetBrains

Amazon QE JetBrains IDEV|M AFE35IH ZE X7t 7IE2Mo 2 74X YU&LICH

AAEH

IEFZAMNE
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THALE LSOl CHA| 7424 CHS M2 2N 2.

1. JetBrains IDEQ} Amazon Q £22{1Q! 25 =4l A
2. JetBrains2| IDE & st A Ef E A|ZE0|M Amazon Q
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Eclipse

Amazon QZ Eclipse0lM AFE5HH Z = X7t 7|BXMo 2 74 Q&L
7Lt LESoll ChA| 7420 O HAHE [EAM .

1. Eclipse IDE2} Amazon Q Z22{1Q 25 (A HAS AI2st 1 UEX| ol
Eclipse IDEO|M MEE QLCt.
212 EtM B 20{|A Amazon QS MEHELICE.

2
3
4.
5

Toolkit for Visual Studio

Toolkit for Visual Studio0|A Amazon Q€ A5t B ZE X7 7|IBMo 2 7K U&

T7LE LSOl CHA| 4249 Ch 2 HALE T2 MR,

1. Toolkit for Visual Studio2| Z|Al HHE AL 35t U=X| =l

Visual Studio0ll M SMHE 4Lt
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4. HZO| Mot xe Fo| EEC20|M & B HAE MEELCH
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AWS Cloud 9

Amazon QE AWS Cloud 92} &7 AF35tH I E X7} 7|2Mo 2 X U&SLICH.
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DLt LES ol CHAl 74240 CHS HALE [HEAM L.

1. AWS Cloud 9 £ 9| 215 AMEF 2 A E2|0AM AWS Cloud 9 21L& MEHEL|C.
A
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2. EEOR2 HwFM 7|2 dds MEELich

Lambda
Lambda®| Amazon Q= ZE X E K| X| A&LICH Amazon QE Lambdadi M AFESHH & X
7} Tat=l 3= K|OHO| AH2FE|L|C}

SageMaker Al Studio

Amazon QE SageMaker Al Studiot|M AFEStH ZE X7t 7|2Mo 2 7{X{ QI&LICH
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TILF LFSOll CHA| 4240 O} 2 HALE T M 2.

1. SageMaker Al Studio & &EtolH M
2. Y EEOR0M 2 MH HETIE

3. Amazon Q EEC20M 2= & X7} Qe M &3t 0| &RHE MBS AL ME FAH
LICF.

JupyterLab
Amazon QE JupyterLab0l|l M AHE5tH I = X7 7|2Ho 2 74X U &LICH.

DLt LES ol CHAl 74240 CHS HALE [HEAM 2.

1. JupyterLab & AEtol M M S MEHEHLICH
2. MM CEECIR0M 12 MM M™E7|IE MEHEHL|CE.
3. Amazon Q EECIR20|M ZE FXE7} U= M 48t 0| HAHE MBS HLE M5 F AT

LICE.
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SageMaker Al Studio

Amazon Q= SageMaker Al Studio2| AE{ZE}O|= £=FM FZ7t JUe ZE Moo SEoRE
K| st x| ef&LIC.

JupyterLab
Amazon Q= JupyterLabl| AIE{ZE}O[= =F 0| X7t U= ZE ANete| SEotZE K| SHK]
er&Lct.

AWS Glue Studio Notebook
Amazon Q= AWS Glue Studio —ES2| & X7 U= ZE N FEOIR S X|§5HK| k&Lt

3= oA

Amazon Q& CtZ et ALLEIR0|M T EE Aot = U&LICH MEiE Z2 32 Qlo{2 I =E &
ME M ol ZE7 {EH E20| E = U=X| LotEEAH CHE ZE oK E F XML

A

- 8t £ 3E 2 E ?I5H Amazon Q Developer AHE

|3l Amazon Q Developer A&

o

o
« EE 292 25 Amazon Q Developer A&

+ Docstring, JSDoc & Javadoc 24 2|81 Amazon Q Developer AHE

M
Iy
.
2al

J
3 HE Aol Amazon Q Developer AHE

&t £ 3= 22 2[5 Amazon Q Developer AHS

gt Eol A= E AU 7| AEFsHH Amazon QUM A & O =g 7|ete 2 X|eh2 gfLict
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C++

JavaScript

O| f|M[ol M Amazon Q= 7HERI71 A|ZHStE ZE £ gt gL,

TypeScript

Ol Mo MHE AFERE7E TIA| =AM E 248 CHE Amazon Q7t siiY =M1 &M MS ke ZEE
NS gLk,
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from- "gaws-sdk/client-s3";

import - {

new-S3Client({});

X

C#

Ol 6 M|of A Amazon QE F4

Shell

oteH o|O|X|0o| A Amazon Q= &
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access_key_response
access_key_response=$ -u "$user_name"

if [ $? -ne @ ]; then
ERROR: Failed to create access key for user '$user_name'"

21245t 7| AlZH6H Amazon QO A

ot2H Java O KO AM AFERt= 7|E EeiA0| EXIYE publicS 2

7|8t2 2 Amazon Q= 7|2 HMEL| MEof CHEr & et
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Go Run Tools Window Support Praview . Run

= example.java o ®
public class Main {

}

Python

O| oMol Amazon Q= 7HE Rt =AM EZ J|Hto 2 §F & I EE FHMELICH

F= MM g /3 Amazon Q Developer AHR

ol
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Amazon Q= AF2 A7} B EH =AM E J|Hto 2 MA| &S _
Amazon QUM &4 MHEE FNetetL|Ct AMete £25tH Amazon Q7 RS2 2
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C

JavaScript

CtE Mol E ALERIZE 2 MEE 7Bt 2 A
= index.js Environment Var Preferences

/**
* AWS Lambda handler
*
* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
*/
| X

S W~ WNPRE

=
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Amazon Q Developer
CtZ olO|X[of M AFERt= Amazon S30M TS 17| {8 &= MBE A ERI&LICH Amazon
O| M| 7 ~etehLct.

QO|ME O|F read_from_s3 HIAME

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)

return obj['Body'].read().decode "utf-8"J)

® Note
O of M2 20| Amazon Q= import &2 Aetol
O|248t import B2 It A HOZ 0|Sst= X0l E&LILCH

QIE 2 55t 7|T gLICH =522

I CHE ol 2, CFE olOlX|o M= ALS AL Bf = MEE H PR &LICH Amazon QU= O|F

quicksort HMEQ| MA| T3S AetErLICH

def quicksort(a):

if lenfa) <= 1
return a
else:
pivot = a[@]
less = [1 for i in a[l:] if 1 <= pivot]
greater = [i for i in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater})

Amazon Q= Mot & M O|™ ZE xZt2 1e{&LICH .S o|O|X[0o|AM O] of| X2 AFAt=
gMELICH 2 OIS A S At Y2l sort O

ol U= quicksortol CHEH A|oHEl 32 ~EHFH
O ChS Amazon Q= O|0| A EE LI 2 7|EIe 2 32

Mol CHsH 34 AMEe xHAdsHL|C)
AMererct.
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def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[0@]
less = [1 for 1 in a[l:] if 1 <= pivot]
greater = [1 for 1 in a[l:] if 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

CtZ o|O|X|o M A Rt= FAE ZHERUELICE Ol FME T[22 Amazon Q= &+ MBE A
okgfLCt.

# Binary search function

def binary_search{arr, 1, r, xJ:

Ct= olO|X|ol M Ol oA o] A& A= AMoHEl &4 MES B3
binary_search &=9| Mx| 732 A tELICt.

lI|>

L|C}. O|F Amazon QE

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:

mid = 1 + (r - 1) /f 2

if arr[mid] == x:
return mid

elif arr[mid] < x:
L=md+ 1

else:
r=md-1

= oA 233
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Java

CHS S 50{|= Amazon QUM A2t 510 AFE XA A &+ dd Z2MAE LG W
of CHEF o 7} =& |0 U&LICH.

1. OtE XM ALE Xt FA4E URELICH Amazon QE &4 MBS M erefLict
AER7L S AMetE 25t Amazon Q7t & 2 &S M et

example.java [ ]

public class Main {

2. otz o|O|X|o M AFERt= Amazon Q2| XMIgtE #8517 | Tol| &+ 2ol FA4E LU=ELIc
CtE £0lM Amazon Q= FAg J|Ee =2 XehE L
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Go FRun Tools Window Support Praview . Run

example.java

public class Main {

public static int add{int a, int

C#

Ct2 of|X|od M= Amazon Q7 XA & 4+& FHAEFLICE

TypeScript

CHE of|A|ol M Amazon Q= AFE AL EM EAFY
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ring}  fileName

ring} bucketName

Python
Amazon Q= AFEXI7L 2t FMHE 7RISR A 48 dUE = J&LICH FM 2H-YE 0K
24 Amazon QOi|AM & = MBEE K|t LI X|ehE 25t Amazon Q7 AHFS2E HAME &+
o|CtE FEL = 0|Sst Mot gL XeH Atolof F£I7t2 FMo|Lt = &2 YU™stHet:

Amazon Q= &liiE 22g Y|ftez E|HEZE T LICH

CHS oMo Amazon QE A &f =2t i A EHAEE 25 SEFLICH

oHd

CHe S=oll= Amazon QOIM KIQHS 51 AL RIOIIZ| FA| 84 AlA T2 HAE OHLYsHE W
ofl CHEt ol 7t Z 8t (o] QU&LICH

1. ot2h olOIXK|oM AFEXtE FAE URRMELICH F4 oteof = &+ HB2 Amazon Q2| A|
eFlLCt.
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IJ

demo & src  main @ jav com | example ' demo

HelloResource.java

U}

F

J
Q'I_l
=

2. of2H o|O|X|IM AFERt= &4 M oi CHE Amazon Q M|etE 2 &LICH AMotg &=
ZAM7t RS2 2 T-E| 1T Amazon QE &+ 220 CHist ME2 Mot &Lt

IJ

demo ' src ¢ main  java ' com  example | demo Main g add
HelloResource.java

com.example . demo

3. ofeh olO|x|of M At Xt= Amazon Q2| M[etE & 6t7| ™o &f+ EE0| FAE = efLich
CtS £0lAM Amazon QE FM2| LIS 7(|Hez M MorE dE&
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Main - LY add

java ' com  example ' demo

demo  src - main

HelloResource.java

add(

Inzert Code

|3l Amazon Q Developer AHE

iz
i
rto
0

fjo
o

2 if/for/while/try ZE E8§2 Hd5t= Ol AFSELICH
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C

Java

oteH oMo M At Rt= if B2 MTE . 22 Amazon Q2| Mot lL|C},

Run Tools Window Support

o

example.java o | (+)

public class Main {
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C#

ofzH o|O|X|of A Amazon QE & +E 25t

TypeScript

- from- "@aws-sdk/client-s3";

w-S3CLient({});

Python

0| od M0l A Amazon QE FHHIAEE 7|
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Docstring, JSDoc 2! Javadoc 42 ?/3if Amazon Q Developer AFE

Amazon Q= ZE oM dBME Y&t 2tzst= Ol =20| E & &L

C++

Javascript

O| oMol = Amazon Q7} 7|& & 4+E J|Hto 2 JSDoc It2tO|E{E A SLIC}.
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

const-client-=.new-S3Client({});

st -putObject- = nc (bucketName, - key, -body) - = - {
st-params: = {
Bucket: bucketName,
Key: - key,
Body: - body,
};

return-client.send(new- PutObjectCommand(params));

C#

O| oMol M= Amazon Q7} 7|& & 4+E J|Hto 2 JSDoc It2tO|E{E RS LIC}.

Java

CFH2 2 Oracle # AIO|E Q| oMol =HE! o [L|CF.

otzH o|O|x[o| M AF&At= docstring 21232 A|ZHRi& LICE. Amazon Q= docstring0l =718 EHoq
E MotrtigLct.
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Amazon Q Developer

Current File ~~

Main.java HelloResource.java

~ to complete ©

CH2 2 Oracle €l AFO|E 2| o0 M 2=A=El of| QIL|C}

otz Java O A|0f M AFE K= docstring2 21238 LICH Amazon Q= docstring2 *2[st= &+ &

M erefLct.
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Amazon Q Developer
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

* @param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL

* @see Image

= & WD~ oW R W R

1
1

Python

Ol oMol A Amazon QE FiH HEIAEE J|HO 2 Docstringe FMELICH.
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£ HE Ao Amazon Q Developer AHZ

A2 AFE|Ofl 2} Amazon Q= B 7HR| HEF AFSTO 2 FA| 8t4 222 MMEIX| 28 25 QlaLCt
StX[Bt Amazon Qe £EE HE M S M3 E = UE
Go and GolLand

O| of|XM|ofl A= Amazon Q7} &

s ListBuckets() {
err errar

nE
I
021
>
0ok
[0
sl
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o
r
ful

cfg, err := config.LoadDefaultConfig(context.TODO())
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func Add(a, b int) int {
return a + b

C++ and CLion

O| A MA= Amazon Q7 EE HE ALY E MSELICH
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bool CreateBucket(const Aws::String& bucket_name,
const Aws::Client:Client::ClientConfiguration &clientConfig) {
}

Python

C+ olO|X|oi M 2 ZH2 Amazon CloudWatch Logs Z&M HIAIX|E H AlS DA}
Z FMg HEMELICH 0| 7|82 2 Amazon Q= CHS O|0|X|ofl EA|E! X%
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# Publish a message to a CloudWatch Logs Group

client = boto3.client( logs')

LSS

SHRIGE AL A7 Al S B M AFE
o= A= ES A& MetELICh

mo

P

[e]]}
rr

A< Amazon Q= O|0| EMHE LHEE 7|8t

—

# Publish a message to a CloudWatch Logs Group
client = boto3d.client('logs')
response = client.put_log_events(

logGroupiame="YPCFlowLogs® ,

@ Note
2| ofKlol A VPCFlowLogsis SHHE 44 20| bl 4 Yl&sLIct Amazon Q2 Hetof
M EQol et 40| 0|82 HAstok gL,

—

Amazon QE CHZ 0|0|X|2t & 0| 2|BHMoZ M| IE EES 2= = USLICH

# Publish a message to a CloudWatch Logs Group

client = boto3.client({'logs")

response = client.put_log_events(
logGroupMName="VPCFlowLogs",
logStreamNome="VPCFlowLogs®,
logEvents=[

{

"timestamp': int(round(time.time() * 108@)),
'message”’ : json.dumps(event)

)
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Python - Python 3.11 0|3}, Python 3 A|2|= O|LH
« C#- ZE HZTI(NET 6.0 0|4 HZE
« TypeScript - ZE H™
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- FE=F QlZEH(IaC) Hod
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+ Bash/Shell(.sh, .zsh, .bash)
+ C(.c, .h)

« C#(.cs)

« C++(.cpp, -hpp, .h)
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+ Dart(.dart)

+ Go(.go)

« HCL(.hcl)

« HTML(.html, .htm)

+ Java (.java)

« JavaScript (.js, .jsx)

+ JSON(json)

+ Kotlin(.kt, .kts)

* Markdown(.md, .mdx)
« PHP(.php)

» Powershell(.ps1, .psm1, .psd1)
 Python (.py)

* reStructuredText(.rst)
* Ruby(.rb)

* Rust(.rs)

+ Scala(.scala)

» Terraform(.tf, .tfvars)
. BEIAE( txt)

» TypeScript (.ts, .tsx)
* YAML(.yaml, .yml)
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--args It2t0|E{= O|A| O|AFHO|Z EE= JSON HiY HAIZ AIS6ts 2l X7 QI+ E X|HE Lo

# Escaped commas
g mcp add --name server --command cmd --args "argl,arg2\,with\,commas,arg3"

# JSON array format

g mcp add --name server --command cmd --args '["argl", "arg2,with,commas", "arg3"]'
#47 MCP AMH

ZZMAZ A¥E|E 2Z MCP ME{ 2|0 = Amazon Q Developer CLIE HTTPE &8l 415t &4
MCP MHE X|ELICH ¥ M= OAuth 2152 AFESHHLE ¥Eq /I &= U&LIchel Q
).

T4

4 MCP MHE type X url HEE ALE35t01 0 0|ME T4 mtedol| #EELICH

{
"mcpServers": {
"find-a-domain": {
"type": "http",
"url": "https://api.findadomain.dev/mcp"
}
}
}

OAuth 2150| Z 23t #Z4 MCP ME{E A3l B2

1. ¥4 MCP M7} Z & El o O|MEZ Q CLI MM AlZ

2. MHE *S0l "ot 5 ZEE|X| &t"0 2 EAIELICH

3. /mcp BHE A835to4 QIB AF

4. QCLIE Mol 915 0| e s e EAIstT URLE MIZELc.

5. QCLI Ml4ig Woi £ def2 Hatexiold B8 URLE duict.
6 E

= =
. BElfXQ| 215 X[EE wWELICH
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2. HdEE MEELT

3. QDeveloper B2 MEHFL|C}.

4., DRHE HEIAE X2 EZ(MCP)O| 74 J=X| elgfLCt.

5. MCP B|X|AEE|URL ZEofAM HES MEHEL|CE

6. 8 F=0i = MCP Mu{7t £&El MCP BIX|AEE| JSON I 9| URLE 238fLCt.
7. MNMEES MEELC
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CHS oXl= HAHTTP) & =Z(stdio) MCP A Helg§ 25 Z & st= MCP ElX|AEE| otdE B
o4& LICH.

{
"servers": [
{
"server": {

"name": "my-remote-server",

"title": "My server",

"description": "My server description",

"version": "1.0.0",

"remotes": [

{
"type": "streamable-http",
"url": "https://acme.com/my-server",
ZZEO|MCP 518 |5 x| 268
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"headers": [
{
"name": "X-My-Header",
"value": "SomeValue"

"server": {
"name": "my-local-server",
"title": "My server",
"description": "My server description",
"version": "1.0.0",
"packages": [
{

"registryType": "npm",
"registryBaseUrl": "https://npm.acme.com",
"identifier": "@acme/my-server",
"transport": {

"type": "stdio"

I
"runtimeArguments": [
{
"type": "positional",
"value": "-q"
}
1,
"packageArguments": [
{
"type": "positional",
"value": "start"
}
1,
"environmentVariables": [
{
"name": "ENV_VAR",
"value": "ENV_VAR_VALUE"
}
]

-
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Cl2 m7|X| A&7|E MCP Mt
Ij7|X|E CleECEstT Adst=
Cll AFRElL|CH

- HX|IAEZ R "npm"2| B2
"npx" A 7|7t AHSELICE.
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e "oci"9| AL "docker"7} A2 EIL]
CF.

ZCI0|¢E A|AEI0|E XZde of
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=N A MEAF OdlA| 2
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o H
L7k
A%t M T Z|X| AR L|CY. "@acme/my-server"
25 %M 0| "type"Q! ZHA|LIC -
type "stdio"0{0F & L|C}. “stdio”
runtimeArguments HELR] & npx, uvx EE = dockero| of| -
NS3E 2l HiFE Lt
type u_CI)_lian:iol: Ig=II-L’|EI- n_?_lilu
&t HELR] Ol ZrelL|Ct. “q”
packageArguments  MCP Mol M3 E Q14 HfE L] o] -
Ct.
type "@|x[|"0{0F B LICt. “Q|x|”
ot 7| x| Q1= grdLCt., NES
environmentVariabl MHE AIZF5H7| ol A& env of -
es 4~ 0| Hi IL|Ct.
o|l& 248 = ol LIC. "LOG_LEVEL"
ot =4 Ha 2t “Xj e

MCP A R|AEE| It MH|A

Amazon S3, Apache EE & nginx@t Z2 ¥ MH{E AL&35l0d HTTPSE S35 MCP tIX|AEE| JSON 1}
U2 MBELICEH URL2 AFE A HAFE{2| Q Developer Z20|1ETF HMAE o= QL0{0F 5FX[TF B[AL
HES|F0= HISIHY = AU&LICt

HTTPS = ZQIEO= AlZ|g 4
R HBE IZEMHeE X HEK]

A= Q1B 7 &M MBS &8 SSL 215 M7t Qlo{ok gfLct
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< Add MCP Server

@ asana Install

This server provides a way to interact with your Asana workspace
through various Al platforms and tools that support MCP.

@ atlassian

The Atlassian Rovo MCP Server is a cloud-based bridge between your
Atlassian Cloud site and compatible external tools.

I;l fetch Install

Provides web content fetching capabilities, enabling LLMs to retrieve and
process content from web pages, converting HTML to markdown for ea...

IZ' git Install

An MCP server for Git repository interaction and automation. This server
provides tools to read, search, and manipulate Git repositories via Large...

B X|IAEEZ| MCP M| Z2tO|E{(URL, THZ|X| AR} runtimeArguments S)E 17| A& lLict 12

Lt AEXHE CHEE oY = U&LICH

1. MCP E?_ ?.I__IEI. “ ugl-*ol- AE! H» _I:EE “7_|

orkspace)& M
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5. ¥4Z4 MCP MtHoll CHEt =7 HTTP SIHE XIFELICt
(@ Note
AR K| 238 ¥ E= HTTP Sl = BIXIAEE| Hol& RfHo|gfLICH O|& Sall AAE %t
= Q8 7| Es 24 EC 29 22 AU ¢HE £42 X™HE = U&Lch
MCP Bl X|AEE| JSON A 7|0}
CHS JSON A 7|0H= Q Developerdl A X|¢48t= MCP BlIX|AE 2| ot &EAIE Mo|gtL|ct. ol 2 7|0t
ArEsto] W BIXIAEE| ntdg HEE = J&LCt
{
"$schema": "https://json-schema.org/draft-07/schema",
properties": {
'servers": {
"type": "array",
"items": {
"type": "object",
properties": {
"server": {
"$ref": "#/definitions/ServerDetail"
}
.
required": [
"server"
]
}
}
.
"definitions": {
"ServerDetail": {
properties": {
"name": {
"description": "Server name. Must be unique within a given registry file
"example": "weather-mcp",
maxLength": 200,
"minLength": 3,
"pattern": "A[a-zA-Z0-9._-1+$",
"type": "string"
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"title": {

"description": "Optional human-readable title or display name for the MCP
server. MCP subregistries or clients MAY choose to use this for display purposes.",

"example": "Weather API",

"maxLength": 100,

"minLength": 1,

"type": "string"

},
"description": {
"description": "Clear human-readable explanation of server functionality.
Should focus on capabilities, not implementation details.",
"example": "MCP server providing weather data and forecasts via

OpenWeatherMap API",

"maxLength": 100,

"minLength": 1,

"type": "string"

I
"version": {

"description": "Version string for this server. SHOULD follow semantic
versioning (e.g., '1.0.2', '2.1.0-alpha'). Equivalent of Implementation.version in MCP
specification. Non-semantic versions are allowed but may not sort predictably. Version
ranges are rejected (e.g., '71.2.3', '~1.2.3', '\u@@3e=1.2.3', 'l.x', '1.*"').",

"example": "1.0.2",

"maxLength": 255,

"type": "string"

},
"packages": {
"items": {
"$ref": "#/definitions/Package"
},
"type": "array"
},
"remotes": {
"items": {
"anyOf": [
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
]
I
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"type": "array"
}

},

"required": [
"name",
"description",
"version"

1,

"type": "object"

I
"Package": {

"properties": {
"registryType": {

"description": "Registry type indicating how to download packages (e.g.,
npm', 'pypi', 'oci')",
"enum": [

npm-,
"pypi",
1,
"type": "string"
1,
"registryBaseUrl": {
"description": "Base URL of the package registry",
"examples": [
"https://registry.npmjs.org",
"https://pypi.org",
"https://docker.io"
1,
"format": "uri",
"type": "string"
1,
"identifier": {
"description": "Package identifier - either a package name (for registries)
or URL (for direct downloads)",
"examples": [

OoCl

"@modelcontextprotocol/server-brave-search",
"https://github.com/example/releases/download/v1.0.0/package.mcpb"

1,
"type": "string"
},
"transport": {
"anyOf": [
{
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"$ref": "#/definitions/StdioTransport"

I
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
1,
"description": "Transport protocol configuration for the package"
},
"runtimeArguments": {
"description": "A list of arguments to be passed to the package's runtime
command (such as docker or npx).",
"items": {
"$ref": "#/definitions/PositionalArgument"
I
"type": "array"
I
"packageArguments": {
"description": "A list of arguments to be passed to the package's binary.",
"items": {
"$ref": "#/definitions/PositionalArgument"
},
"type": "array"
},
"environmentVariables": {
"description": "A mapping of environment variables to be set when running the
package.",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I

"required": [
"registryType",
"identifier",
"transport"

1,

"type": "object"

},
"StdioTransport": {
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"properties": {

Iltypell : {

"description":

"enum" :

L

"stdio"

1,

"example":

"type":
}
1,
"required":
"type"
1,

L

"type": "object"

}I

"StreamableHttpTransport": {
"properties'

Iltypell : {

1 : {

"description":

"enum" :

"streamable-http"

1,

"example":

Iltypell :
I
"url": {

"description": "URL template for the streamable-http transport. Variables in
{curly_braces} reference argument valueHints, argument names, or environment variable
names. After variable substitution, this should produce a valid URI.",

"example": "https://api.example.com/mcp",

"type": "string"

iy

"headers":
"description": "HTTP headers to include",
"items":

"$ref": "#/definitions/KeyValueInput"

}I
"type":
}

1,
"required":
“type”,

"url"

1,

L

{

{

"aIIay"

"Transport type",

"stdio",
"string"

"Transport type",

"streamable-http",
"string"

279



0o
1z
0%
x

Amazon Q Developer At

"type": "object"
I
"SseTransport": {
"properties": {
"type": {
"description": "Transport type",
"enum": [
"sse"
1,
"example": "sse",
"type": "string"
I
"url": {
"description": "Server-Sent Events endpoint URL",
"example": "https://mcp-fs.example.com/sse",
"format": "uri",
"type": "string"
I
"headers": {
"description": "HTTP headers to include",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I
"required": [
"type",
"url"
1,
"type": "object"
I
"PositionalArgument": {
"properties": {

"type": {
"enum": [
"positional"
1,
"example": "positional",
"type": "string"
},
"value": {

"description": "The value for the input.",
"type": "string"
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}

.

"required": [
"type",
"value"

1,

"type": "object"

.
"KeyValueInput": {

"properties": {
"name": {

"description": "Name of the header or environment variable.",
"example": "SOME_VARIABLE",
"type": "string"

}I

"value": {

"description": "The value for the input.",
"type": "string"

}
I
"required": [
"name"
1,
"type": "object"
}
I
"required": [
"servers"
1,
"type": "object"
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GitLab Duo with Amazon Q Developer

GitLab Duo with Amazon Q DeveloperE AF&3t= GltLab AE20 2Y SEE ZEXMR A BH
MEZ2 M3ELICE GitLab AHA| 2 2P XMEF L LUE|IN E|lo] 2EXO| AEEE = U= SE2 Sl
GitLab M0 tHE 22 +&StT LES HWEstod Al 7|sS EEAHE £ /JU&Lct S&oll=
Amazon Q 7|8t GitLab Duo ME = EZ & T|0] 7 T2 AM|A HMete] 2™ ZHEIAE XS MSE L
Ct.

GitLab Duo with Amazon Q= CHS 2 AMS&Llct
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Al=HtE{H Set up GitLab Duo with Amazon QE EHZESHAIR.

Amazon Q Developer for GitHub(O|2| 2 71)

Amazon Q Developer2t2| S 2 &3l S+ AIMO|TMEE Sal| AISEHE 7Is MY 2 3= HEE
GitHub =& &~ /& LICH Amazon Q Developer0i GitHub A2 &Y 3l BAM L Zz2ME 3=
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GitLab Duo with Amazon Q
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GitLab Duo with Amazon Q &%
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ol 7T W4 2lAA |8 AL,

Amazon Q2 @123t GitLab Duo with Amazon Q & 2| 7|s2 &€ 88 =+ U= M2 Roistl= ™
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/
auth.token.gitlab.com/cc/oidc/instance-id"
},
"Condition": {
"StringEquals": {
"auth.token.gitlab.com/cc/oidc/instance-id:aud": "gitlab-
cc-instance-id"

il
ro
0
12

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GitLabDuoUsagePermissions",
"Effect": "Allow",
"Action": [
"q:SendEvent",
"q:CreateAuthGrant"”,
"q:UpdateAuthGrant",
"q:GenerateCodeRecommendations"”,
"q:SendMessage",
"q:ListPlugins",
"q:VerifyOAuthAppConnection"
1,
"Resource": "*"
},
{

"Sid": "GitLabDuoManagementPermissions",
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"Effect": "Allow",

"Action": [
"q:CreateOAuthAppConnection”,
"q:DeleteOAuthAppConnection™

1,
"Resource": "*"
},
{
"Sid": "GitLabDuoPluginPermissions",
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:DeletePlugin”,
"q:GetPlugin"”
1,
"Resource": "arn:aws:qdeveloper:*:*:plugin/GitLabDuoWithAmazonQ/*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"organizations:ListAWSServiceAccessForOxganization",
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"organizations:DisableAWSSexviceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

1,

"Resource":[

g

"Effect":"Allow",

"Action":[
"sso:ListApplications"”,
"sso:ListInstances",
"sso:DescribeRegisteredRegions”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:CreateInstance”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:GetSSOStatus",
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeGroup",
"sso-directory:DescribeUser",
"sso-directory:DescribeDirectory"

1,
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"Resource":[

Mg

"Effect":"Allow",

"Action":[
"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

g

"Effect":"Allow",

"Action":[
"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"user-subscriptions:ListClaims",
"user-subscriptions:ListUserSubscriptions"”,
"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

]I

"Resource": [

g

"Effect":"Allow",

"Action":[
"q:CreateAssignment",
"q:DeleteAssignment"

1,
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"Resource":[

Mg

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-sexvice-role/usex-
subscriptions.amazonaws.com/AWSServiceRoleForUserSubscxiptions"

1
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:ListInstances",
"sso:CreateInstance",
"sso:CreateApplication",
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationGrant"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:ListApplications"”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:PutApplicationAccessScope”,
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication",
"sso:DescribeRegisteredRegions",
"sso:GetSSOStatus"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
"iam:ListRoles"

1,

"Resource": [
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myn

]
},
{
"Effect": "Allow",
"Action": [
"identitystore:DescribeUser"
]I
"Resource": [
wan
]
}I

{
"Effect": "Allow",

"Action": [
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeDirectory"

]I

"Resource": [

Mg

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

]

}I

{
"Effect": "Allow",
"Action": [
]I
"Resource": [

wan

]

}I

{

"Effect": "Allow",
"Action": [
"user-subscriptions:ListClaims",

"user-subscriptions:ListApplicationClaims",
"user-subscriptions:ListUserSubscriptions"”,

"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
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"user-subscriptions:UpdateClaim"
]I
"Resource": [
wxn
]
}I
{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"”,
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DisableAWSSexviceAccess",
"organizations:EnableAWSServiceAccess"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms :CreateGrant",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey*",
"kms :RetireGrant",
"kms :DescribeKey"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

myn
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"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [

"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSSexrviceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"q:CreateAssignment",
"q:DeleteAssignment"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"

1,

"Resource": [

g
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory"”,
"sso-directory:ListMembersInGroup"

1,

"Resource": [
wen
]
}I
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
]I
"Resource": [
Wwen
]
}I

{
"Effect": "Allow",

"Action": [
"pricing:GetProducts"

1,

"Resource": [

g

|0
[o]]

i IAM 29 =X{|7} CodeWhisperer O{
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"Effect": "Allow",

"Action": [
"sso:AssociateProfile",
"sso:DisassociateProfile”,
"sso:GetProfile”,
"sso:ListProfiles",
"sso:ListApplicationInstances",
"sso:GetApplicationInstance",
"sso:CreateManagedApplicationInstance",
"sso:GetManagedApplicationInstance",
"sso:ListProfileAssociations”,
"sso:GetSharedSsoConfiguration”,
"sso:ListDirectoryAssociations",
"sso:DescribeRegisteredRegions”,
"sso:GetSsoConfiguration"”,
"sso:GetSSOStatus"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
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"kms:ListAliases",
"kms :CreateGrant",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey*",
"kms :RetireGrant",
"kms :DescribeKey"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSSexrviceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,

"Resource": [

myn
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},

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

g
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"kms :CreateGrant"

1,

"Resource": [

nmgn

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization"”,
"codewhisperer:ListCustomizations",
"codewhisperer:ListCustomizationVersions",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization"”,
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission"”,
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
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"codeconnections:ListOwnexs",
"codeconnections:ListRepositories"”,
"codeconnections:ListConnections",
"codeconnections:GetConnection"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": "codeconnections:UseConnection",
"Resource": [

g

1,
"Condition": {
"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction":
"GitPull",
"ListRepositories",
"ListOwners"

"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
]I

"Resource": [

Mg

[
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"q:CreatePlugin”,
:GetPlugin",
:DeletePlugin”,
:ListPlugins",
:ListPluginProviders",
:UpdatePlugin",
:CreateAuthGrant",
:CreateOAuthAppConnection"”,
:SendEvent",
:UpdateAuthGrant”,
:UpdateOAuthAppConnection",
:UpdatePlugin",
"iam:CreateRole",
"secretsmanager:CreateSecret"

oo 0000000009

1,
"Resource": "*"
3},

{
"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": "*",

Sted™ 22| Kol Al & 2|XF7F Amazon Q Developer &
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"Condition": {
"StringEquals": {
"jam:PassedToService": [
"q.amazonaws.com"

ZrE[XH7L B SEAte] Eeiaele FHEESE 58
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCreateProviderPlugin",
"Effect": "Allow",
"Action": [

"q:CreatePlugin”,
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"q:GetPlugin",
"q:DeletePlugin”

1,
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"
}
]
}
S 0|40l LIESIT EE 5 0l4o| A= oto|aB0lM 518
JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
]I
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:vpc/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationSexrvice"

"Sid": "MGNNetworkMigrationAnalyzerEC2RequestSgTag",

"Effect": "Allow",

"Action": [

"ec2:CreateSecurityGroup"

1,

"Resource": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-xrule/*"

1,

"Condition": {

"StringEquals": {
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"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerEC2SecurityGroupTags",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resourxce": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*",
"arn:aws:ec2:us-east-1:111122223333:network-intexface/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-path/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-analysis/*"
] ’
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService",
"ec2:CreateAction": [
"CreateSecurityGroup",
"CreateNetworkInterface",
"CreateNetworkInsightsPath",
"StartNetworkInsightsAnalysis"
]
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerENIResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
] ’
"Resouxce": [
"arn:aws:ec2:us-east-1:111122223333:subnet/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy'": "AWSApplicationMigrationSexrvice"
}
}
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"Sid": "MGNNetworkMigrationAnalyzerENISG",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:us-east-1:111122223333:secuxrity-group/*"

"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInsightsPath"
1,

"Resource": [
nxn
]I
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigAnalyzerEC2RequestTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInsightsPath",
"ec2:StartNetworkInsightsAnalysis"

]I

"Resource": [

g

1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
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"Sid": "MGNNetworkMigrationAnalyzeNetwork",

"Effect": "Allow",

"Action": [
"ec2:StartNetworkInsightsAnalysis"

1,

"Resource": [

myn
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
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"Effect": "Allow",
"Action": [
"q:GetIdentityMetaData"

]I

"Resource": "*"
}I
{

"Sid": "AllowSetTrustedIdentity",

"Effect": "Allow",

"Action": [

"sts:SetContext"

]I

"Resource": "arn:aws:sts::*:self"
}

Amazon Q7 AtS R K| ZEIE 7lof UMAS TS 518
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "QKMSDecryptGenerateDataKeyPermissions",

"Effect": "Allow",
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey",

"kms :GenerateDataKeyWithoutPlaintext",

"kms :ReEncryptFrom",
"kms :ReEncryptTo"
1,

"Resource": [

"arn:aws:kms:us-east-1:111122223333:key/key_id"

1,
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"Condition": {
"StringlLike": {
"kms:ViaService": [
"q.us-east-1.amazonaws.com"

1

AEX7F Amazon Q2 AMEIE £ U E &
Cl2 o A| 22 2240 Amazon Qe AMEIE £ Qe HetE2 EoqghuCt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
q:GetConversation”,
"q:ListConversations",
q:UpdateConversation",
q:DeleteConversation"

1,

"Resource": "*"

AL XE7H0 A Amazon Q CLIE AFE35HES 5{& AWS CloudShell

CtS ol E22 Amazon Q CLIERH &7 AL E =+ /e HEHE Fo4gfLICt AWS CloudShell.
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations"”,
"codewhisperer:ListCustomizations"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage"
1,
"Resource": "*"
}
]
}

M-SRt BEEO|M BHEr s A 1&

ol

=
=

(o]l

CHS offd| 32 #HEt S 28 Amazon Q BBE =7 & AEs01 ZEE BEE o U= HetE F0d
g LICH o] HA2 HHE0 M Amazon QO CHEH MM A0 F&E FX| et&LCt

JSON
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"qdeveloper:StartAgentSession",
"qdeveloper:ImportAxtifact",
"qdeveloper:ExportAxtifact",
"qdeveloper:TransformCode"

1,

"Resource": "*"

AMEXI7F Amazon QR 24 QLFE TICE £ QIEE 52
CtS of|A| 22 Amazon QE 2& @ FE FICHe = ol Hetg £

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
"q:StartTroubleshootingResolutionExplanation”,
"q:UpdateTroubleshootingCommandResult",
"q:PassRequest",
"cloudformation:GetResouxce"

]I

"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConsoleToCode",
"Effect": "Allow",
"Action": "q:GenerateCodeFromCommands",
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
q:SendMessage",
q:GetConversation"”,
q:ListConversations"”,
q:UpdateConversation",
q:DeleteConversation”,

Amazon Q0| CHEF HAJA 22| 365



0o
1z
0%
x

Amazon Q Developer At

"q:PassRequest"
]I
"Resource": "*"
}I
{
"Sid": "AllowCloudControlReadAccess",
"Effect": "Allow",
"Action": [
"cloudformation:GetResource",
"cloudformation:ListResources"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation”,
"q:PassRequest"

1,

"Resource": "*"

Amazon Q0| CHEF HAJA 22| 366



0o
1z
0%
x

Amazon Q Developer At

1

Amazon Q7} H|& OIO|E{0f| HMASHD HIE =[HM5t HE AMEE XMBE = UTE FHE
CH oA HAH2 Amazon Q2+ H|&0i CHaH RHEE + = HEHE £045 11 Amazon Q7} HIE O|O|
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQChatAndPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation”,
"q:PassRequest"
]I

"Resource": "*"

"Sid": "AllowCostExplorerAccess",

"Effect": "Allow",

"Action": [
"ce:GetCostAndUsage",
"ce:GetCostAndUsageWithResources",
"ce:GetCostForecast",
"ce:GetUsageForecast",
"ce:GetTags",
"ce:GetCostCategories",
"ce:GetDimensionValues",
"ce:GetSavingsPlansUtilization",
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"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansUtilizationDetails",
"ce:GetReservationUtilization",
"ce:GetResexvationCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetReservationPurchaseRecommendation",
"ce:GetRightsizingRecommendation",
"ce:GetAnomalies",
"ce:GetCostAndUsageComparisons",
"ce:GetCostComparisonDrivers"

1,

"Resource": "*"

"Sid": "AllowCostOptimizationHubAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,

"Resource": "*"

"Sid": "AllowComputeOptimizerAccess",

"Effect": "Allow",

"Action": [
"compute-optimizer:GetAutoScalingGroupRecommendations"”,
"compute-optimizer:GetEBSVolumeRecommendations”,
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetECSServiceRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations”,
"compute-optimizer:GetIdleRecommendations",
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences"

1,

"Resource": "*"

"Sid": "AllowBudgetsAccess",

"Effect": "Allow",

"Action": [
"budgets:ViewBudget"
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1,
"Resource": "*"
},
{
"Sid": "AllowFreeTierAccess",

"Effect": "Allow",

"Action": [
"freetier:GetFreeTierUsage",
"freetier:GetAccountPlanState",
"freetier:ListAccountActivities”,

"freetier:GetAccountActivity"

1,
"Resource": "*"
},
{
"Sid": "AllowPricingAccess",

"Effect": "Allow",

"Action": [
"pricing:GetProducts",
"pricing:GetAttributeValues",
"pricing:DescribeSexrvices"

1,

"Resource": "*"

L4
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation"”,
"q:PassRequest"

1,

"Resource": "*"
},
{

"Effect": "Deny",

"Action": [

"ec2:*"
]I
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

}
}
}
]
}
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"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation”,
"q:PassRequest"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
}
}
}I
{

"Effect": "Allow",
"Action": [
"ec2:describelnstances"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation”,
q:SendMessage",
'q:GetConversation"”,
'q:ListConversations"”,
"q:UpdateConversation"”,
'q:DeleteConversation”,
'q:PassRequest"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestedRegion": [
"us-east-1",
'us-west-2"
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CHS ol Al H22 Amazon Q7F AEXHE CHilstod 5t E +™ste WS YXIFLICH

4

Amazon Q0| CHEF HAJA 22| 372


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

Amazon Q Developer At

JSON

0o
1z
0%
x

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [

"q:PassRequest"

1,
"Resource": "*"

}

]
}
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
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"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation”

1,

"Resource":

myn

"Sid": "AllowAmazonQPluginAccess",
"Effect": "Allow",
"Action": [
"q:UsePlugin"
]I

"Resource'": "arn:aws:qdeveloper:us-east-1
provider/*"

}
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

nqaEn

]I
"Resource": "*"

}

]
}

)

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Side",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/rolename"
}I
"Action": [
"kms :GenerateDataKeyWithoutPlaintext",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey",
"kms :Encrypt"
] ’
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "q.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws-crypto-
ec:aws:qdeveloper:accountId": "111122223333"
}
}
},
{
"Sid": "sid1i",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/rolename"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}
]
}
S S 2I8t Amazon Q Developer A4 22 377


https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html

Amazon Q Developer At

ol
nx
0%
x

Amazon Q Developer T8t &%=

Amazon Q Developer= 5 7tX| 89| APIE At8304 HH|IAE MBS FLICEH

« HA0iA Amazon Q AHEE A|ofst= O

AR E 4 QU AL R U BHEIRE Mt
. Amazon Q AHEE Mofahe HROIM AL E 4 gl

x

H|A XS0l AFR El= Z|El API

O| M0 M= Amazon Q Developer7t At&35t= APIQE 11 7|50l CHEt HEE M3 & LCh.

=
« Amazon Q Developer T8t

« Amazon Q AFEXI 75 HEt

« 7|E} Amazon Q Developer API

Amazon Q Developer T8t

Ct2 E0il= YoM HMAE 5185t HEE = = Amazon Q Developer T80 LtQt Q&L

/A Important
Amazon Q2 R EI5E{H IAM IDO| CIS ZHdoi| CHEF Heto| 2 ghLct.

e StartConversation

* SendMessage

AEE HHo|M Ol2HE 2 & stLHE BAIH2 2 5|8t x| &= F< Amazon Q2+ M et
11 5t IAM HEH @ 77t ErgfL|ch

ru

Amazon Q ™3t & Zx 378



Amazon Q Developer INESRSE

® Note

codewhisperer &5 A= Amazon Q Developer?t B3 El AH|
8t LI 2 Amazon Q Developer O|& #HZ - H48 AtE 29F H#

q:PassRequest At

q:PassRequest= Amazon Q7} AL XHE CHAISH0{ AWS APISE &
£ Amazon Q HEHILIC} IAM IDO q:PassRequest H&HE F7}6H Amazon QE IAM ID
JHEEE U HEO|JUE APIE 3 EE = U= TErS H&aLct ol S0{ IAM A& o]
s3:ListAl1MyBuckets ™8 q:PassRequest ™0l U= B IAM 2& 0| Amazon QO]
Amazon S3 HZA!2 LIPSt =8 QAESCt T 7t 8t AFE A7t ListAl1MyBuckets APIE S &&
A& LICEH

> m&"
4>
30
n
Jn
3'_'
ol
Q'I_l

q:PassRequest Hero| H|E Astet= 1AM HAE MHE = &Lt o
M ztodg 2K R TS 5L Amazon Q7F MH[A0f CHEF 2F 49| 512
(o]

q:PassRequestl| AFEE H|ofst= IAM HE Q| of| = CHZ ID 7| HE o A|§ T ESHAIR.

- Amazon Q7+ AHSXIE C
- AXIE CHAlSHO]
« ALEXHE CHAISHOS
e EX 2|0 AFRK
o ALEXHE CHAlSH0] &

AStod R Elo 2

fa}
Q
mo

z0
rr (rr I
>
3
Q
N
@)
S5

d

2

x4 Rt
o T
x4 Xt

E
—
E
=

0
(0]

Amazon

=

> |2

Eoi

_I_
ol
-
(@]
-t

%
It
|
o
o

3t 518

I 4= /= Amazon

mazon Q & &

X o2
n
r W 4 |

2
==

1

Amazon Q A& X} 715 H§t

=
AELICH AEXHE EH*|0P04 HHE oY W Amazon Q7t SEY + U= EIPE XHE =

Amazon Q Developer 2|At= ZE|O| AFEAL & OEH| CHEt 52 Mdst D #2lsted™ ChE TEt

O| Rloof grLct.

S 8ol 715 TEho| +=dst= X UE Olsist= Ol RS LICH

Ir

User

LIS 0l T 78t ALKl ID AWS IAM Identity Center 2 EA|E|[= THE AMS RFQILICH.

Amazon Q ™8 &= 379



Amazon Q Developer At

ol
nx
0%
x

Group

LM 18 O

I

ID AWS IAM Identity Center 2 EA|Z|= AFS A 23 QLT

Subscription

% 110

CH2 Identity Center At X2} A2 E|0] RIS Amazon Q 7|S2 AMEE = U= HE
LICtH 52 stcta A AF&XE7F Amazon Q 7|S2 AHEE = %
Ct. o & £04, AdamO| Amazon Q Developer ProE F#53t= 2 Amazon Q Develope

r
28 4 QURIB BEIXITL WRE HEHS HoiE WIHKIE T 750l AMAE & giaL

r'r:

mo ot 2 1n

0oor 9 4L -l
>

7 |El Amazon Q Developer API
CHE E = IDEOIM Amazon Q28| 7|S0M AH& El= APIE E04iELICE 0|218t APIs= Amazon Q2|

7|s0i ciEt HMHAE XMoot O A E|X| &L X|BH A KE7F QA2 E 7[S0d| HAMAE M 22| HH o
AWS CloudTrail 2204 E A|EL|C}.

(® Note

AWS BEIE HM20IM MsT BElshs S AR FMLULICH AWS. AWS HEE HH2 A
(o) F (o] (o]

o 1 = —
Ao HE €S AHE &= UATF B2 LEHQ AL Atllof e HEhE M3 st

ZHE|RE7F AL RHOIAH| HAM|A HEHE B 045t 7HE HHE L2 AWS EE|1™ HME Aot AU

Ct. Amazon Q Developer0l CHE CHS AWS # 2™ HAMZ IAM At4 SHof| o148 = QU

« AmazonQFullAccess= 2|kt HMHAE ZEEF Amazon Q Developer2tol| &5 582 EM35HE
= AU HA HMAE MSELICH

« AmazonQDeveloperAccessie= ZHE|AF HHA 20| Amazon Q Developer?to| 45 282 &3t

& =+ e X AHMAE MSELICH

AWS Amazon QOi| CHEH B 2|& &= 380



Amazon Q Developer A8 YA

® Note
IDE = HHEE 0| M Amazon Q0| HMASHE AHEX= IAM TH8H0| 2R 3HX| ef&L|CH

o ALE AbEdof CHalf z[4 HEHE F 043t
X

%E A, %
FE Atello] mReh o2 2 e EHE Holstod HetE £0ls Kol E&LICH

SolEl HEte WY 4 SiaLICh 7H AWS BalE KMol HolE HEtE AWS
AIZE DE Hot FH K BHAISR, 18 U E)of U

|
£ 0|ZILICE. AWS AWS MH|A = M7F AR E|7ALE Z7|E MH[A0| AH APl 22 A SE == UA EIH
AWS ZHE|Y HME HO|0|EE 7tsMHo| =&LICt
RbA[Eh LH IAM AFE X} 7h0|E 9] AWS EHEEE HAME HXFIMQ
AmazonQFullAccess
AmazonQFullAccess ZEIE MM 2 T 29| AF& X7t Amazon Q Developer0f HMAE = U F
EE|RF BMA HEtE MBS ELICEH 8 Amazon Q Developer Pro 52 &3l Amazon Q01| M| A3}
7| 2I5H 1AM Identity Centeroll 21 215t= S Amazon Q Developer2t2| 4% 22 & M3l st= M

HM|A HEHS MSELICEH

(@ Note
Amazon Q 75 &2l € L Amazon Q Developer Pro E£0|M #2| 2 e 2= 3517| I8t
A HMAE SMsete{td FoF Heto| ZRELICH AtMEH LIS 2 ZtE[xt Mt g &=x
SHAAI2.

ol &#o|

—

ra
fjo
HT

2404 AWS Z2|& HAH E X 0| M AmazonQFullAccessE X 5HAIL.

ol

AmazonQDeveloperAccess

I'd‘ E|x|' OHA'”ﬁ 8,1'O| Amazon Q Developer9|-°| gé 7&'}_
FL|C}. 047]0d= Amazon Q Developer Pro 1S & &3l
Amazon Q01| M|ASHZ| {3 IAM ID ).kilE-ig 2 70I5H= AHA|A FBH0| ZEHEL|C}

AmazonQDeveloperAccess 22|13 HAH

82 gd3te = Ue A HHLAE XS

°" r|o

Amazon Q2| U5 7|S5E AtEstzd FIF HEto| HE + U&LICH HErol CHEr ZHMIEF LIE2 At

gottie 72 FHME HEstML.

AWS Amazon QOi| CHEF B2 &2 381


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonQFullAccess.html

Amazon Q Developer A8 HEBM

O] Malo| HetEs HdH AWS #2I& M2 & Z oM AmazonQDeveloperAccessE 2 Z5HMIR.

AWSServiceRoleForAmazonQDeveloper

O] AWS 2|3 H242 Amazon Q DeveloperE AI2stE O Uitdoz TR FH Mete FodghLch.
A2 Amazon QO 2E 2 M MM T|= AWSServiceRoleForAmazonQDeveloper AH|A 2473 4
&oll F7HE L.

AWSServiceRoleForAmazonQDeveloperE IAM YE{E|0f| 91Z3E 4= Qf
Qigrof 9145t Amazon Q7 AFSAHE CHAISHO] S +-E = UE IEP. XWI?J I—Ho: Amazon
Q Developer 2 AFEXH F50i| MH[A 42 g AF8 THHE FHESHAAL.

O A2 MPA/AL2EF0| CHSE X|EE HAIE £ e ### HEtE2 BEoighL|Ct.

Mt MR B

« cloudwatch - 2ot FX|7} HF/AF2 ol CHEH AL X|EE CloudWatchol| HIAIE = U&LICH.
O|&= CloudWatch 0|A{ Amazon Q2| A2 FX5t= O ZEhuct.

ﬂIIO
HL

24 AWS 223 & 2= 9] AWSServiceRoleForAmazonQDeveloperE & = 3t

AWSServiceRoleForUserSubscriptions

O] AWS # 28 HA 2 Amazon Q DeveloperE AI&35te O| YEHMo 2 EIQ st Hetg Fo{gL|Ct.
O| 42 Amazon Q +52 M/ HE M BHE0{X|= AWSServiceRoleForUserSubscriptions AH|A ©4
4 odghol| FIHELICH

AWSServiceRoleForUserSubscriptions& 1AM QIEIE|0f| HAZE == gi&LICt O] HAME2 MH|A 44
o45tof 4745t Amazon Q7 AFR RS CHAISHO] BH2 438 4= Qg |EP KM LIE 2 Amazon
Q Developer & AF8 X 50 MH|A 9448 g A8 EHE F X

O H2H2 Identity Center 2|2 A0 CHEF Amazon Q #50f CHEE HMAE NSt 252 RS2 2
Aolo|EgfLct.

AWS Amazon Q0| CHEH 2tE|3 &= 382


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonQDeveloperAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSServiceRoleForAmazonQDeveloper.html

ol
nx
0%
x

Amazon Q Developer At

O| Aol = Ch5 Heto| Z&&lof JU&LICH

« identitystore - 2ot &7} Identity Center C|REE| BB AE S FH5I0d FE2 AIS2E
ClO|EE = UL T S FLICt

« organizations - 29t F&|7} AWS Organizations H73 A& S £X5l0{ 152 A5 22 0|0

Eg £ JUZE 58U

0%
fjo

« sso— E0ot F&||7} Identity Center QA A B A} FHsto] FE2 XIS E OO EY +
UL T S FLICt

« kms - 20t =X|7} KMS 7|0{| M| A S5+04 Identity Centerol| T8tS o0& = U&LICt.

Mol HetS Hied™H AWS #E[™ HA FH E 9| AWSServiceRoleForUserSubscriptions& & Z 6t

GitLabDuoWithAmazonQPermissionsPolicy

O] A2 Amazon Q2 242235t GitLab Duo with Amazon Q 8 &2l 7|s2 &8 = Q= HEt2 &
OfgfLICt. HAE2 Amazon Q Developer 2 & 01| A E IAM A& ol F7HE|01 Amazon QO HAM[AE
LICt. GitLaboll IAM 2382 Amazon E|AA O|E(ARN)2Z =52 2 MSshof gfLct YA ot

GitLab Duo A& T &t - Ol

. E K| ME, 215 Mt 2o M U AC|0|E, T
M, Z22{3QI Ltd, OAuth & 44 =felnt 2 7|2 Hd g {8 F LIt

« GitLab Duo B 2| ™8 - OAuth & e1Z40| M4 3l X E &/g35tsto] S& MM 2 Moie = JU&L
Ct.

« GitLab Duo &89 M8t - Amazon Q22| GitLab Duo S &1 Z#E Z{1012 MM, Ax & A

Pk -
A3 4 9le S B RoigLich

2404 AWS 223 M2 & X 9| GitLabDuoWithAmazonQPermissionsPolicyS 2t

ﬂIIO
HL

O| MH|A 7} olg{8r 48 A& S F£X57| A|ZHeE 0| £ E{ Amazon Q Developer2| AWS 223 &Y
AO|o|Eoi CHEF ME HEE FLICt o] Io|X|2ef B4 ALEol CHEF XHS L RIS #oB{MH Amazon Q
Developer A8 B M EM 7|5 HO|X|0 M RSS I|EE F535HML.

AWS Amazon Q0| CHEH 2tE|3 &= 383


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSServiceRoleForUserSubscriptions.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/GitLabDuoWithAmazonQPermissionsPolicy.html

Amazon Q Developer

H4 74
[ )

AmazonQDe

veloperAccess -
im0l = &l =

AmazonQFu
lIAccess - 23%H
AUOIo|E

AWSServic
eRoleForU

serSubscriptions
T

AmazonQDe

veloperAccess -
SRR

AmazonQFu
lIAccess - &4%H
AUHIo|E

AmazonQFu
llIAccess - &
AUHIo|E

AmazonQFu
llAccess - &=
ddolE

GitLabDuo
WithAmazo
nQPermiss

ionsPolicy - &34
AddolE

GitLabDuo
WithAmazo

A4
= o

Identity Center0l| A FHetZ F045t7| 2/ KMS Z|of| CHEF HAM[A
E g 4stst= FIt #Etol FIHEIASLICH
Identity Center0l| A HetS H M| A

045} 7| ¢l KMS 7|0 CHst 2
7HE|A&LICE

P

= g M3lEte X7} HEHO|

—

Identity Center0| A

g2 2045t7| I3 KMS Z|oi| CHEH HAMA
E ggslst= FIt HEto| F7t

P
Terol A& LI

Amazon Q A E0|M CHE 7| E S &
7HE|A&LICE

2lst7| I8 F71 #HEtol| F

Amazon Q A E0|M CHE 7| E S &
7HE| A& LICE

2lst7| I8 F7h #HEtol F

F Z 2472000 ChEH 715 EAIS MolE HololEstT| 9
50| Z7hEIA& LI

A mazon Q Developer2to| HMHAE S
Z7t Heto| FIHEIR&LICH

Amazon Q Developerg At&3t04 EFAF OAuth OHZ 2|AH|0|ME
UCIO|EE = U= FIt HEHO| FIHEIISLICH.

GitLabO| Amazon Q Developer0i| 214350
Amazon Q & 7|52 MEEE HSELICH.

Date

2025
102 29¢

20254
102 29¢

2025
10 29¢

2025'H 5
2 14

20254 5
2 14

20254
5% 2

2025 4
2 302

2025'H 4

2 30

20254 4
217

AWS Amazon Q0| CHEH 2tE|3 &=

384



Amazon Q Developer

2

nQPermiss
ionsPolicy - M &

ZH
A

AWSServic
eRoleForU

serSubscriptions
- &M rjloj=

AmazonQDe

veloperAccess -
HAM Adol|o|E

AmazonQFu
llAccess - &=
ddolE

AmazonQDe

veloperAccess -
oo

AmazonQFu
llAccess - X3=H
AddolE

AmazonQFu
lIAccess - X3=H
dolo|lE

AmazonQDe

veloperAccess -
NE=E

AmazonQFu
llAccess - X3%H
Clo|E

nx
0%

Amazon Q7 |5 AtEXS| O|HIY £l EiE AME

£ s{8ELict

Amazon Q Developer £Z2{1QI2 At = = F7I HEto| =
7+E[R& LIt

Amazon Q Developer £2211212 74 L AH& 312 Amazon Q
Developer 2|AA0] CHEt E{TE M & #2led = /U= F7H H
Bto| F7HEIA&LICE.

L

Amazon Q& AtE35t04 CLI BHoM ZE WHE Edstete F
7t Hetol FIHEIRI& LICH

Amazon QE Al235t0{ CLI BHM T E MMEE 56 F
7} HEto| FIHEIR&LICEH

Amazon Q7 CIRAEZ| g|AA| HMAE £ QEE F7} #HEt

Ol FItEIRA&LICH

A 10| Amazon Q Developer2t2| 45 228 &4
st £+ e M| HMHAE MSELICH.

Amazon Q Developerd CHEH 75 2212 &35}t F7+ Het
O| &7tz|A&LIct.

Date

20254 2
217

20244
118 13

20244
118 13

20244
10 28¢

20244
10 28¢

2024
789

20241
78 9¢

20244 4
30

AWS Amazon Q0| CHEH 2tE|3 &=

385



Amazon Q Developer A2 AMEA

= o

= =ES Date
AWSServic Amazon Q Subscriptions7t AWS IAM Identity Center C|=!E 2024'4 4
eRoleForU 2| AWS Organizations 2| #43 At S 2 £ E AWS IAM Identity 2 30

serSubscriptions  CenterAt&XHE CHAISH0] 52 AHS2E YO|O|ESHEE HE
M 3 gt

AWSServic Amazon Q7} AFEXHE CH 415404 Amazon CloudWatch Z! 2024'H 4
eRoleForA Amazon CodeGuruE &35t 5Lt 2 30
mazonQDev

eloper - M %434
AmazonQFu Amazon Q Developer2}t2| &5 222 7t56t7H st TIA| AA| 2023\
llAccess - M & A Hetg M3 gLt 118 28
ZH
Amazon Q Amazon Q Developer7} AWS 2|3 X&Hof CHEH 473 AtE 5 2023'A
Developer #4743 Mg AlEsgLCt 112 28

g Z5 AlRt

=~

Amazon Q Developer 2! AKX T 50f MH|A 43 & AL

Amazon Q Developer= AWS Identity and Access Management (IAM) A{H|A 0172 235t S AL L
Ch AMH|A @44 982 Amazon Q Developeroll 21 AZE 178 2| IAM S ILICH MH[A

=
0474 2482 Amazon Q Developer0fl A AFE & o|5tHH AMH|ATF AL AHE CHAISHO] CHE AWS AMH|A
£ 3&56t= ol 2o 2E HEts ZEFUCH

A
« Amazon Q Developero| CH&H AMHH|A 47 <

. ALSR TS0l MHIA 47 gt A8

ot

AE

Amazon Q Developer0 CHaH AMH|A @173 o3g AFE

Amazon Q Developer= AWS Identity and Access Management (IAM) AMH|A 9473 o5t 2 AFSEL
Ct. A‘lHl 44 &2 Amazon Q Developer0ll 217 HAZE 1 RF R IAM L& L|CH MH|A

2 Amazon Q Developeroi| A AFA Zo|stH MH|A T AL XS CHAISH0 CHE AWS AH|A
E O 2ot RE Met2 ZEELICH

MH|A AZ A ALE 386


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

>

Amazon Q Developer A8 HEBM
Lot HetE 822 FIIE 7t gleEz MH[A A2 HE 2 Amazon Q Developerg Cf &7
HHE =+ U&LICH Amazon Q Developeroi M AH|A& 44 Hgo| Hetg Heolst2= L= Helst

| ot 2 $t, Amazon Q Developer0| M SHE A& S e &= U&LICH HolEl Hetols A HY
ot Het HAo| ZEf k|l o HEk A2 CHE IAM AE{E[o P4 Q

gt FO|Bt MH|A 42 AE S AXE = UELICH O[F A otH ElaA0i O
eveloper E|&A7F 25 FL|CH

i
2
2
o
N

(o]
N

]
2
>
3
Q
N
o
S
[®)
O

MH|A 947 dste x|5t= CF2 MH|A0| CHE REAIEH LI 2 AWS IAMS 2 B dst= AMH|AE &
18 AofM 0@l MHIAE Bt&LICH SHE MH|A0] CHEF MH|A o448 4E M
E

AWS Amazon Q Developer0i| CH3 £t 2|23 &EHoi| CH3H 2ot Lt

rot

Amazon Q Developero CHet MHH[A 2423 g H

Amazon Q Developer= AWSServiceRoleForAmazonQDeveloperet= AMH|A 944 g S AL E
L|Ct. O] @482 Amazon QO A 2| CI|O|E{ol| M| A St HTE HLE &= Q= THEHE F045t 1,
Amazon CodeGuru0|M Eot ETMHE MM 2l HM AT, CloudWatchZ Cl|O|E{E LHEH = U&=
HMAE MBS LC.

AWSServiceRoleForAmazonQDeveloper AH|A @14 g2 AgE +=lst7| ?sH Ct& MH|AE &
Z|gfuct,

* J.amazonaws.com

ror

O|& 0| AWSServiceRoleForAmazonQDeveloper?! 9174 ™
2lasof Che ohg e ST S S8 LI

22 Amazon Q Developer7t XS E

« X1 AWS/Q CloudwWatch namespace®| CHEt cloudwatch:PutMetricData

rlr
m

AEXH I8 = HE0| MH|A Hd dgs dd, B EE A4XE = JATSE A8 HErS 7 dslot
(@) O

LICH REAMIEH LI 2 1AM AHE B A2

x
o
>
Q
I
12
ok
H
ok
mo
ik
P
g'l_l
x

Amazon Q Developer0i| CHEt HH[A 044 dF 4

MH|A €12 G2 S0 2 M L7t gd&LICH oA Amazon QO CHEt Z2 L E M35tH
AWS Management Console Amazon Q Developer7} AH|A 9174 4&tg MM

o
C
n

MH|A AZ A ALE 387


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon Q Developer A8 YA

Ol MHl& @478 ©f8r2 ALMIZC} CHA M 43510k 3t 2 5hod Aol A
¥ ChAl 4438 4 laLich ABE UE|0|E 5% Amazon QUM AMHIA %é #2 ChAl Mgt

0H1
e
ro
|E
Hu
=
>
mlm
65

12

o o =2 = =
L|CF.
IAM 2& E= AWS CLIE AFE310{ g.amazonaws . com MH|A O|§2 2 AMH|A Q12 g S HHE
= QAEUCE RHAE LIS 2 1AM ALE B A Q| MH[A 244 g dEE HEstM L. O] MH|A& ¢
2 Ag s AxotH S ZZMAE MEsio HY S CHA| dEde = U&LICH

Amazon Q Developero CHEt MHH|A 42 A7 HE

Amazon Q Developer= AWSServiceRoleForAmazonQDeveloper AH

Eotx| ef&LICH MH[A A2 A S HHet Fol= Che 7HA|7t —’.'E = dxg = A7 WEo
g 0|2 HEBY = ol&LICt st X2 IAME A8 35tof e ol P S WEE =+ U&LICH REMIEF LK

ri' mlo

=
82 IAM ALE B Q| MH|A 47 8 HEIS HZEstML.

JR

=14 AI-7(.||

= "1

Amazon Q Developer0i| CHEt MHH|A o4

MH|& 4 o] ERF 7|5 EE MHIAT O ol EHe gis BRE aig dg e Axste A
Ol Z&LICH et M3 He 2 ZLIE- S HU R XIsHX| ef= O|ALS AEE|7F QIS BfLICH H,
MH[A A8 Aol CHE ElAAE BX] HElslol =522 AXME &~ A&LICH

(® Note

EIAAE AX|5HEd D & I Amazon Q Developer AMH|A 7} @382 AL S0|H AMxflol] Almgt
= A&Lct o 2X7t &5t 54 B J|CHRICH L 22 CHA| A|Z5tMI2.

IAME A5l =322 MH|A 8 HY S AXstc{H CHS

IlIIO

SYEHI2.

IAM & AWS CLI, == AWS APIE A& 3504 AWSServiceRoleForAmazonQDeveloper AH|A 44
2 AMELICH XA LI 2 1AM AFE B MOl MH|A @472 8 AT E FHESHMAIR.

—

Amazon Q Developer AMH|A 44 d&tof X|HE= 2™

Amazon Q Developerdi = MH[ATI MBS Ele ZE 20 HE|A @18 JE S AFES
5tX| et &LICH CHE 20l A AWSServiceRoleForAmazonQDeveloper &3& S A& £+ ¢!
REMIEH LHE 2 AWS 2| W AEZQIE MME FHASNMR.

O

MHIA A4 AF A

0l

388

_Iﬂ


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Q Developer

1x

0
x

Africa (Cape Town)

Asia Pacific (Hong Kong)
Of Alot EHE (Kt 7+ 2 E})
ok Alot EfE & (FHtol)
Of Alot EHE (2 At7H)
of Alot EHE (A1)
ofAlot EHE (&7t E2)
of Alot EfE (A= L)
OfAlO} EHBY (= 2)

FHLCHE &

U]
2
>
I
ol
0F

us-east-1
us-east-2
us-west-1
us-west-2
af-south-1
ap-east-1
ap-southeast-3
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3

eu-north-1

Amazon Q
Developer0il A X|&

389



ol
nx
0%
x

Amazon Q Developer At

2™ o|& 2™ AE 5 Amazon Q
Developeroi| A X|&

S S(HHI2) me-south-1 oL

&S (UAE) me-central-1 otL|

SHotH ZIZH & T2 F) sa-east-1 ot

AWS GovCloud(O|= S5) us-gov-east-1 otL|2

AWS GovCloud(O|= AF) us-gov-west-1 ofL|2

AR TS0 MH|A 473 248 ALS

A X 52 AWS Identity and Access Management (IAM) AH|A @474 of&r 2 AFEHLICH MH[A
Q14 a2 AL Xt 50 2 AT D REt 3ol IAM A LICH M

o4 H
SOl AR HolstH MHIA0IA THE AWS MHIAS S22 3557| 2

IX| B2 Bl AAS ARE FOIT MEIA 9473 A2 ARIE 4 UBLICH 01T 5 ElAA0) T
Q8 e 42 MY 4 gloD2 AISK TS0l EEELIC

X|H45tE CHE MH|A0] CHEE REMIEH LIE 2 AWS IAMS & 25t E MH|AE &
3E oM Yes7t e MHIAE F&LICH SiiE AMHH|A0| CHEF MH[A 247 48t

nx
0Z
x
M
HL
in
2
=]
o g
T
i
rx
gl
g'l_
r
o

AME X 50l ME AWSServiceRoleForUserSubscriptions2He AMH|A @172 A& 2 AFStL|CH o]
&2 |AM Identity Center 2|AA0] CHEH ALE X} S 0f CHEE HMAE MB350 FE2 X
O|E&rL|Ct.

ofn
|0
HU
2
jn}

AWSServiceRoleForUserSubscriptions MH|A @173 A& 2 et S Q57| {I5H CHS AMHIAE AE]
ot
= .

MH|A AZ A ALE 390


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Q Developer At

ol
nx
0%
x

* user-subscriptions.amazonaws.com

0|& 0| AWSServiceRoleForUserSubscriptions@! 3&t ™

i CHS MY E "S5 5{SELICt

o

MR AHSR T50| KIHE BlAaL0f of

« &4 *x0of CiEF identitystore:DescribeGroup

4. *xof CHEF identitystore:DescribeUser

&ed: x0of CHEF identitystore:IsMemberInGroups

A *0f| CHEt identitystore:ListGroupMemberships

&td: *x0i CiEF organizations:DescribeOrganization

2t *0f| CHEt sso:DescribeApplication

&td: *0f CiEF sso:DescribeInstance

4. *0f| CHEF sso:ListInstances

&td: *0f CHEt sso-directory:DescribeUser
MERH OE Ev UE0| MH[A HAZ JAE S M, HE = AAE = JUTSE A8 HEtE F/dstof
gLICH REA[E LI 2 IAM AL B A Q| MH|A 947 g HEtg FESIMIR

MH|A A HE2 =502 e ERIt gLt ol ASXt 252 MdstH AWS
Management ConsoleAtE At 50| MHH|A 42 AE S MderL(Ct.

O] MH|A& 4 g & MAZHCHIE CHA| B d35lHof 5tE B2 ST Z2MAE ALE 30 HEol M
&S CHA dEe + J&LIct dEE UO0|EstH AEX 50| AMH|A 4 AE S ChA| dFE L
Ct.

IAM 2& E= AWS CLIE AFE310{ g.amazonaws.com MH|A O|§2 2 AMH|A Q12 g S HHE
= QUAEUCH REAE LIS 2 1AM ALE B A Q| MH[A 944 g dEE HEStM L. O] MH|A ¢
2 A S MHstH SUE T2 MAE AHS5t0] HE S CHA| Y8 & &L

MH|A AZ A ALE 391


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

Amazon Q Developer A8 HEBM

M-SRt =0l CHEr MH[A 42 g HE

AMEXF 50l ME AWSServiceRoleForUserSubscriptions AMH|A @473 &gt WEE 4+ iaLICt
(o] H

MHIA 9178 i8S WA S0l Chret HAITE 1B S HEE £ 27| 2ol % 0| S WHE
12 5tod ofEro| MHE MY 4 UALICH XIME LIS 1AM ALS A

4>
3%
>
r
ful
Q'I_l
Ral
a
>
H <
0
>..

o= MH|AZFEH O|4 e 9l AR0j= slE cdstE ANt A
LIE{ZStAHLE R XIstX| &= O

ol E&LIct metM M=2H |
x| HElSoF £ 502 ARE £ gLt

O
MHI|A& 44 qgol CHEr 2|

@ Note
2lAAE AXISHED & 0 AHSR TS AHIATH A8 AL 0| AFof Mg 4 2l
LICE ol EX|7F YdstH H = Z7|CHRACH 2 dE CHAl A= stA| 2.

IAME AL835t0{ +S 22 AH|A HZE JEE AXStt{H CHE S +-SHAIL.

IAM 2& AWS CLI, EE= AWS APIE A& 304 AWSServiceRoleForUserSubscriptions AH|A 944
2 AXIFLUICH REMIEH LIE 2 IAM AL ME M| MHH|A 44 AE AXIE EHESHAAIRL.

AR 5 MH|A 7 dgof XIE=E 21T

ok
>
oo
mo
bel
o
o
r
[l

Amazon Q Developer 7152 AMH|A7 MSElE 2E E[T™0|M MH|A A4
KEMEE LI 2 AWS 2| Sl = 2 0lE MME R Z M.

e

Amazon Q Developer FS0{AM= MH[AZF ASElE 2 2™ HH[A A2 AE S ABSES
K|t x| et &LIct CFg 2l ol M AwSServiceRoleForUserSubscriptions 282 AF8 & = Q&L
Ct.

2™ O|& 2™ AHY &Y AR 75 X[
0= S5 (HXIL|ol &) us-east-1 of
0= ME(LalH) us-west-2 of
0= S5 (HXIL|oF B 5) us-east-1 o
MHIA 47 A8 A8 392



https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Q Developer A8 YA

2™ o|& 2™ xtE 5H INESINIEEE L
0= 88(2350|2) us-east-2 of
07 88(25+0|2) us-east-2 of
0= ME>Z|ZL|ot 28) us-west-1 of
ofAlo} Ef'H & (ZFHIOI) ap-south-1 o
OfAlo} EfHF(2ALF} ap-northeast-3 of
OLAlOt EHE (M) ap-northeast-2 o
ObAlo} EfEF(AI7IEE) ap-southeast-1 o
OfAlo} EfEF(AI=L) ap-southeast-2 o
OfAlot EfE (=) ap-northeast-1 o
LicHE SR ca-central-1 o
RHEFIFEE) eu-central-1 o
FHE((OILHE) eu-west-1 o
FHEEH) eu-west-2 of
SEma2l) eu-west-3 of
FHASESR) eu-north-1 o
ot 2z e TS F) sa-east-1 of

Amazon Q Developer0i Cist 75 &4 &0l

AWS MHIA 7 EH AH & Z20O| H| Lol =X LotE{MH AWS MH|A A H &+ T2
O HL LHE XS BAMUE AH E- T2 O3S MEIENLCH et HEE AWS A H &5 T

2O,

393

41
0
Fi
B
I
ro


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/

Amazon Q Developer A2 AMEA

= o

E ME5Io{ EIA ZAF ETMHE CIREEE 5= ULSLICH AWS Artifact. REAM|EH LIS ol E1 A CF
225 AWS Artifactod| A .

Ag Al T F4 MUS ClOIES] IZE, SN B B4 SE U B2 HED R0 2t AWS
MEIA ZHEILICH AL Al TE F4 Mol THEF AHMEH LIS AWS 20F HHME AWS MulAE
ZStMIR.

Amazon Q Developer2| = ¢I&4
AWS 22 QlZgt= AWS 2™ U 7t8 FUg S 2 A ELICLE EEIMeE -="-E|E|_|_ EEr=]
E odq 7+8 ¥ AWS 2™ MBS 3HH, ol P2 AlZto| 1 MelFol & 1Y
=2 UHEXHZD AZEHLUC 718 BUE A 8stH SH i3 7tof| At S22 ”0H = Z X7t

O|F0{X|= o EEI7H|0|M L HIO|EH|IO|AE MAH[etD RHE = JUSLICH 78 Y2 7|Eo HY
= O3 ClO|H ME Ql=etECt 7t84, LHAR M, & 20| Flo{HLICt

3
o T
OO

AWS 2™ & 7t B0l CHEt RHMIEF LI 2 Aws 2= QIZetE HZESHAIL.
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O|ME &= CtZE KI§aHoF &LCt.
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CHS URLOIAM CHE 1k ZHo| HHELICH.

* 1AM Identity Center QIAEAO| C|HE{Z| ID EE&= HEO| Qe idc-directory-id-or-alias.
IAM Identity Center0i| CHEF XFAIEH LHE 2 AWS IAM Identity Center AF& A& A 2| What is IAM
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* 1AM Identity Center QIAEA T} & 35HEl AWS 2|T0]
Q Developer| A X|¢45H= IAM Identity Center 2|71 Bt
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1CHA|: IDEOIM ZEA| MY 7
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® Note

SOCKS ZEA| L ZEA| XIS FH(PAC) U2 X|HE|X| f&LICt CHS RIE [EF HTTP
LEEHTTPS ZSAIE =822 FAd5HoF g LICH

Eclipse
1. Eclipse0l M Ct&3t 20| 7|2 ™ HLCt.

« Windows EE= Ubuntu:

« Eclipse M| HHOI A WindowE& MEEH 7|2 MHS MEiFLICH

« macOS:
+ Ol HHoilA Eclipse® S48t TS macOS HXO] et M8 Fi 7|2 MEe Metgt
Ct.

2. ZAM &0 Amazon Q2 {235t Amazon QE YLIC}.

3. ZEA MHO|MHTTPS ZEA| URLS 3|At ZEA|URLE MAELICH

O Al: http://proxy.company.com:8080, https://proxy.company.com: 8443

4. Amazon Q AHE ¥o{ F1 CIS EHAHZE o|SELICE

JetBrains

JetBrainsOl A IntelliJ IDEA M| HTTP ZEA| Z=A|of Q)= X2l M2 ZEA| MO SAE
O|EX} XEE 52 FMHELILCE.

Visual Studio

1. Visual Studio 7|& HF0olAM =7 & ME4EH CHE SMHE MEELICH
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1. VS CodeOlA CMD + ,(Mac) ==& Ctrl + ,(Windows/Linux)E £24 VS Code MM S L]

2. HAYE AM EFHolM Http: ProxyE =4 Ct3 AM Ao M 2 &LCH

AH
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Eclipse
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Eclipse
1. ZSAIURL 840l http:// = https://7t Z&E|0 QU=X] =& LCH
2. CBM I Z27 SHtED HAMA ThsEHK| FelghL|ch
3. Eclipse 2LF 230 Amazon Q 21 & AEELICH 2F 212 O|SstZ{H OIS & stLLE
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« Eclipsedl Amazon QO 21015t Q2% AEto| Q 002 Wofl Rl o2 stAEE
MEfStCHE =29, 23 E7(8 MEHFLICH
« Eclipse 70l &, 27| EA|, @2F 235 ME4SFLICY.
(® Note
Cte @F HAIX|I7I EAZl= B2
« unable to verify the first certificate, 2EtA: SSL 215 M X2l +
Aol X|Elof| et QAIBME =522 X|g5HofF &LICH.
- self signed certificate, 2Et7: SSL 215 A X2| 74 of x[Elo| et 215
ME =322 X|Hslof gLt
 ECONNREFUSED, QIE{! 44 U = ZA| HEE &olgfLct
JetBrains
1. ZSFA[URL 4ol http:// EE https://7t ZF =0 J=X| FHQIhL|ct
2. QUBM Ut Z27t SHtE2D HM|A 7HsEHR| B lEL|Ch
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® Note

COhS 2F AR EAElE B2

« unable to verify the first certificate, 2Et7: SSL 215 M X2 +
ol x|Fof et LBEME =522 X['YsHok gLct.

» self signed certificate, 2EtAl: SSL Q1B M X2| 79| X|&lo| 2t 1S
ME £=502 x|H3sfof &HLc}.

« ECONNREFUSED, QIE{A 44 2l T EA| HEE = QlgL|Ct.

Visual Studio

ZEA|URL Aol http:// EEE https://7F Z& E|o] U EX| &QlELICY.
()

Visual Studio 7|2 HF0M =& S =HHAM L.

AWS =7 F|EE MEHSI0O{ AWS EF7 ZIE HRE &XSI OIS =EF 7IE 21 E7|E ME
ghoict.

S MMM AWS EF Z|E 210 EC{7} Y2|H ot S ImpEz Mt X 22X
BHE ME7 ZetEl 23 nplg &Lt

(@ Note

CHE 27 HAIXI7 R A El= E2:

« unable to verify the first certificate, 2EtA: SSL 215 M *E2| +
Aol X|Elo| et QABME =522 X|g5HofF &LICH.

« self signed certificate, 2EtAH: SSL 215 M M2l 4ol X|&ol et oI5
ME =822 x|-sHof gFLct.

+ ECONNREFUSED, QIE{H o2 Ll = B A| HE E = QIgfLIC}.
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3. VS Codel| £3 m{'d0l| A Amazon Q E1E ZHAE&L|Ct.

(® Note
ChE 27/ HAIXIZE ZAZl= B2

unable to verify the first certificate, 2Et7: SSL Q15 A ®E| F49
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« ECONNREFUSED, QIE{tl o4 &l ZEA| HEE = QIEfL|Ct.
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Aol el chELict)
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Amazon Q Developer & QIE{H| 0|A A= QIE(AWS PrivateLink)

(® Note
Amazon Q Developer= IDEHA AF8E &= U= 7|S0i Ci5H QIEH| O|A AEXZQIEE X|H
gtLich vPc A= ZOIE o AWS 4 2! 2 AFO|E0fl A Amazon Q2 ZHEIO] K| X| St &L
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QlE{H|0|A VPC A= ZQIEE MAd5l0{ VPC2F Amazon Q Developer ZHoll Z2f0|8! d4E M™

&t 2 olALICH QIE{HO|A IEXZQIEL QIE{L HIO|E 0|, NAT & x|, VPN ¢4Z2 EE= AWS Direct
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LIC}. VPC2t Amazon Q ZHe| EZHEI2 Amazon HE I E Hlo{L}X| et &LIC.
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REAMIEH LHE 2 Amazon VPC AHS MEA{Q| RIE{HH[0|A VPC ¢ E (AWS PrivateLink)& & =3t
NL.

Amazon Q VPC Y= ZOlEof CHEt 112{ AME

Amazon QO'” H%I_ IE‘IE'Ilolj\ VPC ;‘T’; |E % AE-| 3" | X"O-" Amazon VPC AI.R AMOd A_lo IA_I o|E_|
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Amazon VPC &£ 0|L} AWS Command Line Interface (AWS CLI)E AFE 310 Amazon Q A{H|A04| CH
gt VPC AIE X QIEE Mg = U&LICH RHA[EF LHE 2 Amazon VPC AHE MEAM Q| QIE{TH[0|A 2l
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CtS MH|A Ol& &304 Amazon QO CHEt CHE VPC AEZQIEE Y/ deLICH
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o|-

* com.amazonaws.region.q

» com.amazonaws.us-east-1.codewhisperer

regiong Amazon Q Developer ZZ2 It 0| Mx|E AWS 2™ HFELICEH RtAIEE L2 Q
Developer 22 2! Q Developer ZZ E0j X|¢HEl= 2™ EF%% ’E. SHAAIR.

® Note

Amazon CodeWhisperer & = X 2| E (com.amazonaws.us-east-1.codewhisperer)= 0|5 S5
(HZ[L|oF 55 2|0l Met X[ Lt

1

A=EZQIE0| 20|58 DNSE MEJILE ™= A< 2ITol cift 7|2 DNS O|&(M: q.us-
east-1.amazonaws.com)2 AF&3t04 Amazon QO APl & & £ U&LICt

KM LHE 2 Amazon VPC AFE MEAMO| CIE{H|O|A AIEXZQIEE S5 MH|A HMAE RZT5HA|
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.

2Zd0|A HAFEE AFE35I0{ Amazon Q AIEXQIEN| 44

O] MMoMHE 2= 8|0|A HFEIE A 3504 AWS VPC2| AWS PrivateLink IEZQIEE S5l

Amazon QOi| @1A5tE T2 MAE MHHEL|C}.

1. 2z=Zf0/A ClHto|AQ VPC 7Hol VPN 4732 MAIshL|C}.

2. Amazon QO CHEF QIE{H|0|A VPC IE ZQIEE BHEL|LCE.

3. QIHF2E Amazon Route 53 QIEZQIEE MAeIL|C O/ A 5t 2= 2|0|A C|HFO| A0 A
Amazon Q IEXZQIE Q| DNS O|EE A& £ &Lt
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
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€ 01 SageMaker Al Studio 2! AWS Glue StudioZ} U&LIC}H

1. Amazon QO CHEt QIE{H|O|A VPC AIEXZQIEE BHELICE

2. 2& U3 eEd2Z Amazon Q A

« SageMaker Al Studio
« AWS Glue AR LC|Q

3. Amazon QAEEZQIEE AISSIE=SE AE &8 S FEELICL

« SageMaker Al Studio
« AWS Glue AR LC|Q

Amazon EC2 QIAEIA O| E} Al IDE AWS PrivateLink 0l A E E3l Amazon Q
0ol ©4Z2 Amazon EC2

O| MM A= Amazon EC2 RIAE A0 Visual Studio Code EE = JetBrains@t 22 EtAL S & 71 &
ZA(IDE)2 MX[5t11 AWS PrivateLinkE A& 350 Amazon Q0| A E S Fdst= ZEMAE oL
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VPC o] 5t MELIoIAM Amazon EC2 QIARIAE A|EEILICH EFAF IDESE S EHE|E
Amazon Machine Image(AMI)E ME{E = l&L|Ct 0 & =0{ Amazon Linux 2 AMIE MEHE £
A& LICEH

Amazon EC2 RIA A0 @48 L|CY.
IDE(Visual Studio Code EE= JetBrains)& A x|t #+M4&LICtH
Amazon Q &% = E0{1018 MRIELICH

=
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N
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J]",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z2",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",
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"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",

"conversationToken'": "#**=*",
"utterance": "***"
},
"responseElements": {
"result": {
"content": {
"text": {

nbodyn: n***n’
"references": []

+
"format": "PLAINTEXT",

"intents": {3},
"type": "TEXT"
},
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"metadata": {
"conversationExpirationTime": "2024-02-25T719:31:38Z",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"conversationToken": "*#*x",
"utteranceId": "3b87b46f-04a9-41ef-b8fe-8abf52d2c@53"

},

"resultCode": "LLM"
},
"additionalEventData": {

"quickAction": "dev"
I

"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539¢c7a03d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"userName": "Mary"

iy

"attributes": {
"creationDate": "2024-04-10T20:03:017",
"mfaAuthenticated": "false"

Iy

"invokedBy": "q.amazonaws.com"
b
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": null,
"responseElements": null,
"requestID": "2d528c76-329e-410b-9516-EXAMPLE565dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"eventCategory": "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Paulo",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555  user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
.
"attributes": {
"creationDate": "2024-04-10T14:06:08Z",
"mfaAuthenticated": "false"

},
"invokedBy": '"qg.amazonaws.com"
},
"eventTime": "2024-04-10T14:07:55Z2",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",
"requestParameters": {
"Host": "s3.amazonaws.com"
.
"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
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+
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9C463",

"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": '"Management"
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http://json-schema.org/draft-07/schema#",
"definitions": {
"ProgrammingLanguage": {
"type": "object",
"properties": {
"languageName": {
"type": "string",
"enum": [
"python",
"javascript",
"java",
"csharp",
"typescript",
ncn’
"cpp",
"go",
"kotlin",
"php",
"ruby",
"rust",
"scala",
"shell",
"sql",
"json",
"yaml",
"vue",
"tf",
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"tsx",
"jsx",
"plaintext"

1,

"description": "Programming Languages supported by Q"

}
}
},

"Dimension": {
"type": "object",
"properties": {
"name": {
"type": "string",

"description": "must match ~A[-a-zA-Z0-9._]*$ and be between 1 and

255 characters"

iy

"value": {
"type": "string",

"description": "must match ~[-a-zA-Z0-9._]1*$ and be between 1 and

1024 characters"
}

I
"telemetryEvents": {
"UserTriggerDecisionEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
I
"requestId": {
"type": "string",
"description": "UUID for the request"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
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"completionType": {
"type": "string",
"enum": [

"BLOCK",
"LINE"

},
"suggestionState": {
Iltypell: "String",

"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"
]
I
"recommendationLatencyMilliseconds": {
"type": "number"
},

"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"triggerToResponseLatencyMilliseconds": {
"type": "number"

1,

"suggestionReferenceCount": {
"type": "integer"

},

"generatedLine": {
"type": "integer"

I

"numberOfRecommendations": {
"type": "integer"

I

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"completionType",
"suggestionState",
"recommendationLatencyMilliseconds",
"timestamp"
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"CodeCoverageEvent": {
"type": "object",
"properties": {
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},
"acceptedCharacterCount": {
"type": "integer"
I
"totalCharacterCount": {
"type": "integer"
},
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
},
"unmodifiedAcceptedCharacterCount": {
"type": "integer"

1,

"required": [
"programminglLanguage",
"acceptedCharacterCount",
"totalCharacterCount",
"timestamp"

iy

"UserModificationEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
},
"requestId": {
"type": "string",
"description": "UUID for the request"
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1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"modificationPercentage",
"timestamp"

},
"CodeScanEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},
"codeScanJobId": {
"type": "string"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"codeAnalysisScope": {
"type": "string",
"enum": [
"FILE",
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"PROJECT"

I

"required": [
"programminglLanguage",
"codeScanJobId",
"timestamp"

iy

"CodeScanRemediationsEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
I
"CodeScanRemediationsEventType": {
"type": "string",
"enum": [
"CODESCAN_ISSUE_HOVER",
"CODESCAN_ISSUE_APPLY_FIX",
"CODESCAN_ISSUE_VIEW_DETAILS"

iy
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
iy
"detectorId": {
"type": "string"
}I
"findingId": {
"type": "string"

iy
"ruleId": {

"type": "string"
iy

"component": {
"type": "string"
iy
"reason": {
"type": "string"
iy

"result": {
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"type": "string"
I
"includesFix":
"type": "boolean"
}
}
},
"MetricData": {
"type": "object",
"properties": {
"metricName":
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 1024 characters"”
},
"metricValue": {
"type": "number"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"product": {
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between

1 and 128 characters"

}I

"dimensions": {

Iltypell: Ilarrayll’

"items": {

"$ref":

iy

"description":

},

"required": [
"metricName",
"metricValue",
"timestamp",
"product"

},
"ChatAddMessageEvent":

"type": "object",

"#/definitions/Dimension"

"maximum size of 30"
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"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"userIntent": {
"type": "string",
"enum": [
"SUGGEST_ALTERNATE_IMPLEMENTATION",
"APPLY_COMMON_BEST_PRACTICES",
"IMPROVE_CODE",
"SHOW_EXAMPLES",
"CITE_SOURCES",
"EXPLAIN_LINE_BY_LINE",
"EXPLAIN_CODE_SELECTION",
"GENERATE_CLOUDFORMATION_TEMPLATE"

1,
"hasCodeSnippet": {

"type": "boolean"

1,
"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"
},

"activeEditorTotalCharacters": {
"type": "integer"

1,

"timeToFirstChunkMilliseconds": {
"type": "number"

1,

"timeBetweenChunks": {
Iltypell: Ilarrayll’
"items": {

"type": "number"
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"description": "maximum size of 100"

1,

"fullResponselatency": {
"type": "number"

1,

"requestLength": {
"type": "integer"

1,

"responselLength": {
"type": "integer"

1,

"numberOfCodeBlocks": {
"type": "integer"

1,

"hasProjectLevelContext": {
"type": "boolean"

"required": [

"conversationId",
"messageld"

"ChatInteractWithMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",

"description": "ID which represents a multi-turn conversation,

length between 1 and 128"
1,
"messageld": {
"type": "string",

"description": "Unique identifier for the chat message"

iy

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"

},

"interactionType": {
Iltypell: "String",
"enum": [
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"INSERT_AT_CURSOR",
"COPY_SNIPPET",
"COPY",
"CLICK_LINK",
"CLICK_BODY_LINK",
"CLICK_FOLLOW_UP",
"HOVER_REFERENCE",
"UPVOTE",
"DOWNVOTE"
1,
"description": "Chat Message Interaction Type"
I
"interactionTarget": {
"type": "string",
"description": "Target of message interaction"
I
"acceptedCharacterCount": {
"type": "integer"
},
"acceptedLineCount": {
"type": "integer"
I
"acceptedSnippetHasReference": {
"type": "boolean"
},
"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy

"ChatUserModificationEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"customizationArn": {
"type": "string",
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"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"messageld": {
"type": "string",

"description": "Unique identifier for the chat message"
1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld",
"modificationPercentage"

I
"SuggestionState": {
"type": "string",
"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy

"TerminalUserInteractionEvent": {
"type": "object",
"properties": {
"terminalUserInteractionEventType": {

"type": "string",

"enum": [
"CODEWHISPERER_TERMINAL_TRANSLATION_ACTION",
"CODEWHISPERER_TERMINAL_COMPLETION_INSERTED"

1,

"description": "Terminal User Interaction Event Type"
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"terminal": {

"type": "string"

I
"terminalVersion":
"type": "string"
},
"shell": {
"type": "string"
I
"shellVersion":
"type": "string"
},

"duration": {

"type": "integer"

iy

"timeToSuggestion": {
"type": "integer"

}I

"isCompletionAccepted": {
"type": "boolean"

iy

"cliToolCommand":
"type": "string"

}I

"FeatureDevEvent": {
"type": "object",
"properties": {

"conversationId":
"type": "string",
"description":

length between 1 and 128"
}
I
"required": [
"conversationId"

}I

"SendTelemetryEventRequest": {

Iltypell: Ilobjectll’
"properties": {

"ID which represents a multi-turn conversation,
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"clientToken": {

"type": "string",

"description": "The client's authentication token"
I
"telemetryEvent": {

"properties": {

"oneOf": [
{

"_comment": "This event is emitted when a user accepts or
rejects an inline code suggestion",

"$ref": "#/definitions/userTriggerDecisionEvent"

I
{

"_comment": "This event is emitted every five minutes. It
details how much code is written by inline code suggestion and in total during that
period",

"$ref": "#/definitions/codeCoverageEvent"

I
{
"_comment": "This event is emitted when a code snippet from

inline code suggestion has been edited by a user. It details the percentage of that
code snippet modified by the user",

"$ref": "#/definitions/userModificationEvent"
I
{
"_comment": "This field is emitted when a security scan is
requested by a user",
"$ref": "#/definitions/codeScanEvent"
},
{
"_comment": "This field is emitted when a security scan
recommended remediation is accepted by a user",
"$ref": "#/definitions/codeScanRemediationsEvent"
I
{
"_comment": "This event is deprecated but may still occur

in telemetry. Do not use this.",
"$ref": "#/definitions/metricData"
},
{

_comment": "This event is emitted when Q adds an AI
generated message to the chat window",
"$ref": "#/definitions/chatAddMessageEvent"

iy
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{
" _comment": "This event is emitted when a user interacts
with a chat message",
"$ref": "#/definitions/chatInteractWithMessageEvent"
},
{

_comment": "This event is emitted when a user modifies a
code snippet sourced from chat. It gives a percentage of the code snippet which has
been modified",

"$ref": "#/definitions/chatUserModificationEvent"
},
{
" _comment": "This event is emitted when a user interacts
with a terminal suggestion",
"$ref": "#/definitions/terminalUserInteractionEvent"
.
{
"_comment": "This event is emitted when a user first
prompts the /dev feature.",
"$ref": "#/definitions/featureDevEvent"

iy

"optOutPreference": {
"type": "string",

"enum": [
"OPTIN",
"OPTOUT"

15

"description": "OPTOUT and telemetry is only provided to the account of
purchasing enterprise, OPTIN and telemetry may also be used for product improvement"

1,
"userContext": {

"type": "object",

"properties": {

"ideCategory": {
"type": "string",

"enum": [
"JETBRAINS",
"VSCODE",
"CLI",
"JUPYTER_MD",
"JUPYTER_SM"
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1,
"operatingSystem": {
"type": "string",

"description": "The operating system being used"
1,
"product": {
"type": "string",
"description": "The name of the product being used"
1,
"clientId": {
"type": "string",
"description": "A UUID representing the individual client being
used"
1,

"ideVersion": {
Iltypell: "String",
"description": "The version of the Q plugin"

.

"required": [
"ideCategory",
"operatingSystem",
"product",
"clientId",
"ideVersion"

1,
"profileArn": {
"type": "string",
"description": "The arn of the Q Profile used to configure individual

user accounts."
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« interactionType: &% &8 R0l SAL, O0+RA HAMEZE 7t27(7], 2 2)YLct.

- interactionTarget: &% & 9| CHa(0: ZE =ZF L= &3).

 acceptedCharacterCount: 2 El HAIX|o| EX} £=lL|C}

- acceptedSnippetHasReference: &%l ZZtof #Z= 7t Z§E|o] UEX| 02 E LIEIHLHE &
29/},

TerminalUserInteractionEvent

O| O|HIEE= EO|d 2t @0 E{Ol'd BE E= =0 ASA 45 &8 7ISFLIC

- terminalUserInteractionEventType: 43 & R (0: E{O|d HA E= I E & R).

« isCompletionAccepted: AtEXI7t 2 EE F=EHIM=X| 4R E LIEtLH = B2 LICH

 duration: &% &0 A3l AlZHLIC.

Amazon CloudWatch LogsOi| A AFE X} X% 24 | Al X[od] HA|A

AERF XY Mo cHst ME E Amazon CloudWatch Logsol A& & 4= d&LICH

Amazon Q Developer Z2|At7} Ctg HEt MIEE ALE35t04 0|23 208 & = UL E TS Foig

£ A&Lct.

oiq 2laA0l| 2EOE ™MEStE o 2 F Metoll ciEt AFMIEH LH Amazon CloudWatch Logs A&

MEMO| F7 HEt [Vv2]0| 2t 242 XA

JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid":
"Effect":

"Action":

"logs:
"logs
"logs
"logs

"AllowLogDeliveryActions",

"logs:

"Allow",
[
PutDeliverySource",
:GetDeliverySource",
:DeleteDeliverySource",
:DescribeDeliverySouxrces",
PutDeliveryDestination",
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"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination”,
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:1og-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexystream/*",
"arn:aws:s3:::*"

CHAI2 =0 Amazon Q Developer AFFE Xl &S £ 7|

Amazon Q Developer #Z|AtEF AF& & 4= /= Amazon Q Developer CHA|2EE &= T 2 E|o 25 X}7}
MHIAE M85t ol CHEt 88 HIOIEHE g LICt

A8 X|E E7|(HAIEE) e



Amazon Q Developer A8 HEBM

Services | Q Search Alt+5] 2] sy @ 3 N. Virginia ¥ AdministratorAccess/QDevUser|

Amazon Q Developer X Amazon Q Developer ) Dashboard

Dashboard i

The Amazon Q Developer dashboard provides metrics illustrating how your developers use various features offered with their subscription.

Settings
Dashboard New

Customizations

Plugins New Total subscriptions Active subscriptions Pending subscriptions

Subscriptions [2 9 5 5 5.60/0 4

Amazon Q Developer usage dashboard

Detailed metrics showing how developers are using Amazon Q Developer

Select time range Filter by category
| Last 5 days ‘ ‘ Shaw all v ‘ Chaose category
Suggested lines of code Active users
Lines of code written by Amazon Q Developer The number of active users over time

User (Daily active user count)
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Chat inside the IDE ... 15
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Document generati... 1
143 lines, 23.7%
0.5

Inline chat (86 lines)

Feature developme... 86 lines, 14.3%
25 lines, 4.1% - 0
Dec 5 Dec 6 Dec7 Dec 8 Dec9
2024 2024 2024 2024 2024
[ Inline suggestions (143 lines) [l Chat inside the IDE (70 lines) Date (UTC)

M Inline chat (86 lines) [ Feature development (/dev) (25 lines)
[ Document generation (/doc) (143 lines) [l Unit test generation (/test) (136 lines)
B Code fixes (0 lines) [l Code Transformation (/transform) (0 lines)
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CH.

« Amazon Q Developer ZZ1}20| Mx|El AWS Z2|F0i lo{of & L|C}. o] ZZE2 |AM Identity
Center 223 At&EX}7F Amazon Q Developer ProE A& 58 [ AX|ZIA&LICH O Z2E 1} 3
g = 2 EZ0| X|¥El= 2ol chgt REMIEH L& 2 Amazon Q Developer Z 2 EO|EF £31L[7H? &
Q Developer 2£& 2! Q Developer ZZ2E0f| X[l 2| MME XML,

- MN8XI7I F55H= AWS A Zol| Qlofok B LICEH AF8XETE 048] AWS HIHM 2S6tE B 2 A
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JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
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"Principal": {
"Sexvice": "q.amazonaws.com"

},

"Action": [
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"

}

HZ!0ll SSE-KMSE FAI5tE AR, KMS 7|0{|A] oteliel MAE F7t&hLCt.

{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
b
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "accountId"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}
}
}
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CHS o} Z2 3! H2o| Q&LICH bucketName, region, accountId, prefixE Ab4lo| HE
2 "hELch
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"
}
}
}
]
}
HZIoll SSE-KMSE 7 M5t= B2, KMS 7|0i|Af CHS HAE FItEHLICt
{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
b
"Action": "kms:GenerateDataKey",
AMNEXto|ZEZE 27 448
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}
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"records": [
{
"generateCompletionsEventRequest": {

"leftContext": "import * cdk from 'aws-cdk-1ib';\r\nimport * s3

from 'aws-cdk-1lib/aws-s3';\r\nimport { Stack, StackProps } from 'constructs';\r

\nexport class MyStack extends Stack {\r\n constructor(scope: cdk.App, id: string,

props?: StackProps) {\r\n super(scope, id, props);\r\n\r\n new s3.Bucket(this,

PXXXXXXXX ', {\r\n versioned: true\r\n P;\r\n IN\r\n "
"rightContext": "",
"fileName": "cdk-modified.ts",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:09:16.412719Z"

’

1,
"generateCompletionsEventResponse": {
"completions": ["synth() {\n return
cdk.App.prototype.synth.apply(this, arguments);\n 3}"1],
"requestId": "797c70ee-abc9-4cc7-al48-b9dfl7f6ces8"
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"records": [
{
"generateAssistantResponseEventRequest": {

"prompt": "Can you explain how to set up object-level access control in
an S3 bucket using AWS CDK?",

"chatTriggerType": "MANUAL",

"customizationArn": null,

"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",

"timeStamp": "2025-01-06T15:05:56.313070Z"

.
"generateAssistantResponseEventResponse": {

"assistantResponse": "I'll explain how to set up object-level access
control for an S3 bucket using AWS CDK. Here's how you can implement different
access control configurations: [[1]](https://docs.aws.amazon.com/AmazonS3/latest/

API/s3_example_s3_Scenario_ManageACLs_section.html)\n\nl. Using Bucket Owner Enforced
(Recommended Modern Approach):\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';
\nimport * as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,\n blockPublicAccess:
s3.BlockPublicAccess.BLOCK_ALL\n});\n" " "\n\n2. Using Public Access Block
Configuration:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport * as s3
from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n blockPublicAccess:
new s3.BlockPublicAccess({\n blockPublicAcls: true,\n blockPublicPolicy:
true,\n ignorePublicAcls: true,\n restrictPublicBuckets: true\n 3})\n});\n "
\n\n3. Setting Access Control for Specific Use Cases:\n " typescript\nimport * as
cdk from 'aws-cdk-1ib';\nimport * as s3 from 'aws-cdk-lib/aws-s3';\nimport * as
iam from 'aws-cdk-1lib/aws-iam';\n\nconst bucket = new s3.Bucket(this, 'XXXXXXXX',
{\n // Enable versioning for object-level recovery\n versioned: true,\n \n //
Enforce encryption\n encryption: s3.BucketEncryption.S3_MANAGED,\n \n // Block
all public access\n blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,\n \n //
Enforce object ownership\n objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,
\n \n // Enable server access logs\n serverAccesslLogsPrefix: 'logs/'\n});\n
\n// Grant read access to specific IAM role\nconst role = new iam.Role(this,
'MyRole', {\n assumedBy: new iam.ServicePrincipal('lambda.amazonaws.com'),
\n});\nbucket.grantRead(role);\n\n// Grant write access to specific objects
with prefix\nbucket.addToResourcePolicy(new iam.PolicyStatement({\n actions:
['s3:PutObject'],\n resources: [bucket.arnForObjects('uploads/*')],\n principals:
[new iam.AccountRootPrincipal()]J\n}));\n ""\n\n4. Setting up Lifecycle Rules
for Objects:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport
* as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n

[H
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lifecycle: [\n {\n transitions: [\n {\n storageClass:
s3.StorageClass.INFREQUENT_ACCESS,\n transitionAfter: cdk.Duration.days(30)\n

},\n {\n storageClass: s3.StorageClass.GLACIER,\n
transitionAfter: cdk.Duration.days(90)\n \n 1,\n expiration:

cdk.Duration.days(365)\n I\n  I\n});\n" " "\n\nKey points to remember:\n- Always use
the principle of least privilege\n- Block public access by default unless explicitly
required\n- Use BUCKET_OWNER_ENFORCED for object ownership when possible\n- Consider
implementing lifecycle rules for cost optimization\n- Use versioning for sensitive
data\n- Implement server-side encryption\n- Use resource policies and IAM roles
for access control instead of ACLs\n- Monitor access patterns using server access
logging\n\nThese configurations help create a secure and well-managed S3 bucket with
appropriate access controls at both bucket and object levels.",
"followupPrompts": "How can you implement multi-factor authentication
for S3 bucket access using AWS CDK?What are the best practices for setting up object-
level versioning in AWS S3 using CDK?How can you use AWS CDK to create a custom error
message for unauthorized access attempts on an S3 bucket?",
"messageMetadata": {
"conversationId": "491bd3cd-d70d-40c0-a452-5ef3f0878422",
"utteranceId": null
.
"codeReferenceEvents": [],
"supplementaryWeblLinksEvent": [
{
"uri": "https://docs.aws.amazon.com/AmazonS3/latest/API/
s3_example_s3_Scenario_ManageACLs_section.html",
"title": "[1] Manage access control lists (ACLs) for Amazon S3
buckets using an AWS SDK - Amazon Simple Storage Service",
"snippet": "The following code example shows how to manage
access control lists (ACLs) for Amazon S3 buckets.\n\n.NET\n\n**AWS SDK for .NET**
\n\n" " "\n using System;\n using System.Collections.Generic;\n using
System.Threading.Tasks;\n using Amazon.S3;\n using Amazon.S3.Model;\n\n
/// <summary>\n /// This example shows how to manage Amazon Simple Storage
Service\n /// (Amazon S3) access control lists (ACLs) to control Amazon S3
bucket\n /// access.\n /// </summary>\n public class ManageACLs\n {\n
public static async Task Main()\n {\n string bucketName
= \"amzn-s3-demo-bucket1\";\n string newBucketName = \'"amzn-s3-demo-
bucket2\";\n string keyName = \"sample-object.txt\";\n string
emailAddress = \"someone@example.com\";\n\n // If the AWS Region where
your bucket is located is different from\n // the Region defined for
the default user, pass the Amazon S3 bucket's\n // name to the client
constructor. It should look like this:\n // RegionEndpoint bucketRegion =
RegionEndpoint.USEastl;\n IAmazonS3 client = new AmazonS3Client();\n\n
await TestBucketObjectACLsAsync(client, bucketName, newBucketName, keyName,
emailAddress);\n N\n\n /// <summary>\n /// Creates a new Amazon
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S3 bucket with a canned ACL, then retrieves the ACL\n /// information and then

adds a new ACL to one of the objects in the\n /// Amazon S3 bucket.\n

/// </summary>\n /// <param name=\"client\">The initialized Amazon S3 client
object used to call\n /// methods to create a bucket, get an ACL, and add a

different ACL to\n /// one of the objects.</param>\n /// <param name=
\"bucketName\">A string representing the original Amazon S3\n /// bucket name.</
param>\n /// <param name=\"newBucketName\">A string representing the name of

the\n /// new bucket that will be created.</param>\n /// <param name=
\"keyName\">A string representing the key name of an Amazon S3\n /// object

for which we will change the ACL.</param>\n /// <param name=\"emailAddress\'">A

string representing the email address\n /// belonging to the person to whom

access to the Amazon S3 bucket will be\n /// granted.</param>\n public

static async Task TestBucketObjectACLsAsync(\n IAmazonS3 client,\n

string bucketName,\n string newBucketName,\n string keyName,
\n string emailAddress)\n {\n try\n {\n
// Create a new Amazon S3 bucket and specify canned ACL.\n
var success = await CreateBucketWithCannedACLAsync(client, newBucketName);\n\n

// Get the ACL on a bucket.\n await GetBucketACLAsync(client,

bucketName) ;\n\n // Add (replace) the ACL on an object in a
bucket.\n await AddACLToExistingObjectAsync(client, bucketName,
keyName, emailAddress);\n \n catch (AmazonS3Exception
amazonS3Exception)\n {\n Console.WritelLine($\"Exception:
{amazonS3Exception.Message}\");\n \n \n\n /// <summary>\n

/// Creates a new Amazon S3 bucket with a canned ACL attached.\n ///
</summary>\n /// <param name=\"client\">The initialized client object used to
call\n /// PutBucketAsync.</param>\n /// <param name=\"newBucketName\'">A
string representing the name of the\n /// new Amazon S3 bucket.</param>\n

/// <returns>Returns a boolean value indicating success or failure.</returns>\n
public static async Task<bool> CreateBucketWithCannedACLAsync(IAmazonS3 client,
string newBucketName)\n {\n var request = new PutBucketRequest()\n
{\n BucketName = newBucketName,\n BucketRegion
S3Region.EUWestl,\n\n // Add a canned ACL.\n CannedACL
S3CannedACL.LogDeliveryWrite,\n };\n\n var response =
await client.PutBucketAsync(request);\n return response.HttpStatusCode
== System.Net.HttpStatusCode.OK;\n I\n\n\n /// <summary>\n
/// Retrieves the ACL associated with the Amazon S3 bucket name in the\n
/// bucketName parameter.\n /// </summary>\n /// <param name=
\"client\">The initialized client object used to call\n /// PutBucketAsync.</
param>\n /// <param name=\"bucketName\">The Amazon S3 bucket for which we
want to get the\n /// ACL list.</param>\n /// <returns>Returns an
S3AccessControllList returned from the call to\n /// GetACLAsync.</returns>
\n public static async Task<S3AccessControllList> GetBucketACLAsync(IAmazonS3
client, string bucketName)\n {\n GetACLResponse response = await
client.GetACLAsync(new GetACLRequest\n {\n BucketName =
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bucketName,\n 3);\n\n return response.AccessControllList;\n
I\n\n\n\n /// <summary>\n /// Adds a new ACL to an existing object
in the Amazon S3 bucket.\n /// </summary>\n /// <param name=\"client
\">The initialized client object used to call\n /// PutBucketAsync.</param>\n
/// <param name=\"bucketName\">A string representing the name of the Amazon
S3\n /// bucket containing the object to which we want to apply a new ACL.</
param>\n /// <param name=\"keyName\">A string representing the name of the
object\n /// to which we want to apply the new ACL.</param>\n /// <param
name=\"emailAddress\">The email address of the person to whom\n /// we will be
applying to whom access will be granted.</param>\n public static async Task
AddACLToExistingObjectAsync(IAmazonS3 client, string bucketName, string keyName,
string emailAddress)\n {\n // Retrieve the ACL for an object.\n
GetACLResponse aclResponse = await client.GetACLAsync(new GetACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
3);\n\n S3AccessControlList acl = aclResponse.AccessControllist;
\n\n // Retrieve the owner.\n Owner owner = acl.Owner;\n\n
// Clear existing grants.\n acl.Grants.Clear();\n\n
// Add a grant to reset the owner's full permission\n // (the previous
clear statement removed all permissions).\n var fullControlGrant = new
S3Grant\n {\n Grantee = new S3Grantee { CanonicalUser =
acl.Owner.Id },\n };\n acl.AddGrant(fullControlGrant.Grantee,
S3Permission.FULL_CONTROL);\n\n // Specify email to identify grantee
for granting permissions.\n var grantUsingEmail = new S3Grant\n
{\n Grantee = new S3Grantee { EmailAddress = emailAddress },\n
Permission = S3Permission.WRITE_ACP,\n };\n\n
// Specify log delivery group as grantee.\n var grantLogDeliveryGroup
= new S3Grant\n {\n Grantee = new S3Grantee { URI =
\"http://acs.amazonaws.com/groups/s3/LogDelivery\" },\n Permission =
S3Permission.WRITE,\n };\n\n // Create a new ACL.\n
var newAcl = new S3AccessControllList\n {\n Grants = new
List<S3Grant> { grantUsingEmail, grantlLogDeliveryGroup },\n Owner =
owner,\n };\n\n // Set the new ACL. We're throwing away the
response here.\n _ = await client.PutACLAsync(new PutACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
AccessControlList = newAcl,\n });\n \n\n I\n\n\n" " "\n\n*
For API details, see the following topics in _AWS SDK for .NET API Reference_.\n \n
* GetBucketAcl\n\n* GetObjectAcl\n\n* PutBucketAcl\n\n* PutObjectAcl\n\nFor a complete
list of AWS SDK developer guides and code examples, see Developing with Amazon S3
using the AWS SDKs. This topic also includes information about getting started and
details about previous SDK versions.\n"
}

1,
"requestId": "dad38fc0-815c-45f7-970a-db916cb7f131"
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followupPrompts

messageMetadata

conversationId

utteranceld

codeReferenceEvents

supplementaryWebLinksEvent

requestId

/dev 21 0| A|
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"records": [

{

= O
SEO| ZY W ArSRo|H EAE =5 ofX| =
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[ H8El= 20 g 20iE

"startTaskAssistCodeGenerationEventRequest": {

"prompt": "write a python application that prints 'hello world!' text
to the screen and format it in red bold text",

"chatTriggerType": "MANUAL",
"conversationId":
"customizationArn": null,

"dalc95b6-84el-46a2-9ef9-fe92f5eelb9e",

"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-13T15:40:27.808027101Z"

+

"startTaskAssistCodeGenerationEventResponse": {
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"requestId": "e504f126-7197-4e3c-a046-1a10d5a3f3e0"

}
}
1
}
ZE 0|8 =t
records ZEZE I SHMEI 2 E 242 2HEL
LIC}.
startTaskAssistCodeGenerati AEXE7F IDES| AME! Fof 248t /dev ZE X
onEventRequest EE MYELIcH
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https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context.html#command-line-context-choosing-approach
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context.html#command-line-context-choosing-approach
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-legacy-mcp.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-legacy-mcp.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-default-behavior.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/qdev-mcp.html#disabling-mcp-for-orgs
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/deployment-options.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/troubleshooting-q-logs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/troubleshooting-q-logs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cli-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transformation-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.gitlab.com/update/versions/gitlab_17_changes/#17110
https://docs.gitlab.com/update/versions/gitlab_17_changes/#17110
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/address-issues-jetbrains-visualstudiocode.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/address-issues-jetbrains-visualstudiocode.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-inline-chat.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html#image-context
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html#github-slash-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
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https://docs---aws.amazon.com.rproxy.govskope.caamazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-tools.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform.html#transform-app-emails
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-prompt-library.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-prompt-library.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-understanding.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html#doc-gen-language-support
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-context-integration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-context-integration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-allow-customizations
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard-metrics-descriptions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard-metrics-descriptions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/doc-generation.html#use-cases
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/doc-generation.html#use-cases
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-chat-applications.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-chat-applications.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-transformation.html#supported-languages-IDEs
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-prompt-logging.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-prompt-log-examples.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cloudzero-plugin.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-manage-settings.html#q-admin-user-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access-org.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access-org.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access-org.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/gitlab-with-amazon-q.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/doc-generation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/doc-generation.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/how-CT-works.html#review-plan-accept-changes
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html#setup-eclipse
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-costs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-sql.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-sql.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/dashboard.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html#customizations-admin-connect
https://docs.aws.amazon.com//amazonq/latest/qdeveloper-ug/command-line.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html#idc-regions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html#idc-regions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html#idc-regions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-encryption.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/quotas.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
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