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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Investigations.html
https://aws.amazon.com/q/developer/pricing/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/get-ec2-instance-type-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/get-ec2-instance-type-recommendations.html
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EC2 Dashboard X

EC2 Global View

Events

Console-to-Code Preview

¥ Instances

Instances

Instance Types

Launch Templates

Spot Requests

X
Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store

Volumes

Snapshots

Lifecycle Manager

¥ Network & Security

Security Groups

Resources

EC2 Global view [£ || (O] || c |

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Instances (running)
Dedicated Hosts
Instances

Load balancers
Security groups

Volumes

Launch instance

To get started, launch an Amazon EC2 instance,
which is a virtual server in the cloud.

Launch instance v

Migrate a server [

Note: Your instances will launch in the US
East (N. Virginia) Region
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Auto Scaling Groups
Elastic IPs

Key pairs

Placement groups

Snapshots

Service health

| AWS Health Dashboard [F

Region
US East (N. Virginia)

Status

(@ This service is operating normally.
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Account attributes

Default VPC [
vpc-92304aeb

Settings

Data protection and security
Zones

EC2 Serial Console

Default credit specification

EC2 console preferences

Explore AWS

Get Up to 40% Better Price Performance
T4g instances deliver the best price
performance for burstable general
purpose workloads in Amazon EC2. Learn
more [4

Enable Best Price-Performance with
AWS Graviton2

AWS Graviton2 powered EC2 instances
enable up to 40% better price
performance for a broad spectrum of
cloud workloads. Learn more [
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Amazon SageMaker Al Studio2| Z =.0i| CHEH RHE
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File Edit View Run Kernel Git Tabs Settings Help @ U -3

7 testl.i X |+
[ ] @ Amazon Q 00 1t test.ipynb o
B + X0 0O » m C » Code v O (= Notebook [7 Cluster #& -

Hi there! I'm Amazon Q, your programming assistant. You can ask me a question using the text box

&

below. You can also use these commands: I [1: ‘ & = 8

Q} « /help — Display this help message

¢ /clear — Clear the chat window

« /fix —Fix an error cell selected in your notebook
e /test — Atestslash command.

« /export — Export chat history to a Markdown file

Jupyter Al includes magic commands that you can use in your notebooks. For more information, see the
documentation.

o * &

Ihelp >

Press Shift+Enter to add a new line

Simple 1 3 @& 0} Python 3 (ipykernel) | Idle <% Initializing...  Instance MEM ®=43% v/ Amazon Q Cookie Preferences @ Mode: Edit & Ln1,Col1 testlipynb 2 Q
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e IAM Identity Center > Users

IAM Identity Center < @ The user "MateoJackson" was successfully added. *

The user will receive an email with a link to set up a password and instructions to connect to the AWS
access portal. The link will be valid for up to 7 days. You can grant this user permissions to accounts or

Dashboard

Users applications so that they can access their assigned AWS accounts and cloud applications when they sign in
to the AWS access portal.

Groups
settings Users (2) @ Delete users Add user
¥ Application assignments Users listed here can sign in to the AWS access portal to access AWS accounts and assigned cloud applications. Learn more [2

Applications ( Username ¥ ) [ Q. Find users ] 1 1]
| username | Display name | status MFA devices | created by

Related consoles

AWS Organizations [2 O marymajor@example.... Mary Major @ Enabled None Manual

1AM [3 O MateoJackson Mateo Jackson @ Enabled None Manual

(O Mew console Learn More

Q CloudShell Feedback

Privacy Terms Cookie preferences
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Amazon Q Developer0| X CloudZero £ 28 F4435t24™ Amazon QO Secrets Manager £ ¢ f
S0f HBMAE = U HEHE F0oi5t= MHIA LS W gs5HoF & LICH Amazon Q= AH CloudZero
SHO| MEE 2ot 45 of HMASHT| 2I5H0| AE S =FLICH

AWS Z&0M E2{0QI2 FHE I M 2ot S E st 7|E Bt S E A = /U&L
Ch M 2ot gt & MM5HH HAAE MHlA A0l RSS2 MEELICH 7|& 2ot 252 7|&E AH]
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Hot A&7t 2E[E AWS KMS 7|2 2 E3HE B CHE IAM MH|A g o] ZegfL ot

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,

"Resource": [
"arn:aws:secretsmanager:{{your-region}}:{{your-account-id}}:secret:

[[secret-id]]"

]
}
]
}
Hot ot s 7t oz ptE|E AWS KMS 7|2 ¢S 35tE B2 CHS IAM AH|A 80| EFHLct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:{{region}}:{{accountId}}:secret:
{{secretId}}"
.
{
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"Effect": "Allow",
"Action": [

"kms:Decrypt"
1,
"Resource": "arn:aws:kms:{{region}}:{{accountId}}:key/{{keyId}}",
"Condition": {

"StringEquals": {

"kms:ViaService": "secretsmanager.{{region}}.amazonaws.com"

Amazon Q7 MH|A HE S +AUSHE S o1& 5tedH AH|A ol CH3 A= HHo| EELICH

(@ Note
codewhisperer S AHE Amazon Q Developer@t & El MH|A Q| 7|&E O|F QILICH RFA|
Bt L& 2 Amazon Q Developer O|& P44 - HE AR 2 TS HZESHAAI2.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
.
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{accountId}}",
"aws:SourceArn": "arn:aws:codewhisperer:{{region}}:{{accountId}}:profile/
{{profileId}}"
}
}
}

CloudZero

70



Amazon Q Developer ALE X

82 AWS Identity and Access Management AFHE A A Q| AWS AMH|

CloudZero £c{1¢2l 7+

Amazon Q Developer 2&0AM £2{3 212 FHELICE Amazon Q| MEE X3 5
Secrets Manager At&3104 20| &% 288 &3t L|CtCloudZero.

fjo

AWS

CloudZero Z241Q1g #4524 CS HXIE 2 ZSHM 2.

1. https://console.aws.amazon.com/amazong/developer/home Amazon Q Developer 2&& {JLILC}.

=

Amazon Q Developer 2

-1

Z& & Ho|X[oM dES MEfErLICE

B 2S0lM E2{a0ls MEELICH

R

£ 43¢l Ho|X|o| M CloudZero T M E5t 7| 7|2 & AME4FFLICH
=ILICH

mln
_I_
I
o
-
0x
=
o
Ral
N
O

5. T4 AWS Secrets ManagerolA Al £0F ¢f
Secrets Manager £ ¢t & % = CloudZero 2!

A £ ot of

fok
i

st

rr

e ohg MEE YLD

a. CloudZero APl 7|01 CloudZero ZZl2| API 7|& l2dgtL|Ct,

b. Amazon Q7} AtZ4 CloudZero &
O MMEILICH MMHE MHIA A

Ho| MY E Eot A0l HMASHE Ol AAEE MHIA e

71E 2ot S E M85l B¢ 2ot &3 EECHR Mol AWS Secrets Manager 20 &%
£ MEFLCH 20 250l o™ EFAo M X8t CloudZero 1& At 5F0| Z3f k|o{of &
L|Ct

T4 A2 ol ChEt REAMIE LIS K12 B ES MMS BESHL.

=1 (= R
6. AWS IAM AH|A AE FH0|M M MH|A A &E E= TIE MH[A HE ALSS MEFLICH
(® Note

6 AHIIM A E0F &t 5 S MBS B2 7|E MH|A dEE A8 & &Lt M
qgo| YL

CloudZero 71


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://console.aws.amazon.com/amazonq/developer/home

Amazon Q Developer ALEXl 710|=

M Mel& s dd
Cl A8 E MH|A o

HO| K E Hot 2t Sof HMASHE

3 X
HESHR| DHM A2,

24 Amazon Q7} X+ CloudZero &
| MEELICH MMEE MH|A HE8S

7|& AMH|

=3 ? LIEHLHE EECHR HiFoIM &S MEfghLCH ME|A g
ofoff HolE ™

o
B 3 AIZ| BAO| QK| SQIBHLICHMH|A Of8
7. T MEE Mes

8. CloudZero &
J2l0d| HMAE = U&LICE

vl
I
o
_"T'l
[
A
lo
4
M
¥l
I
o
1=
gl

o E212Q o] LIEILIE A EXtE S

E2172910] A7 ZHE YUCI0|= 520 HAY BT ARt M B2218 TAISHOF BrLICH
E2i0012 AH5HE OfF A0l 2F MAHELICH A B8 FAIE motct A E2TQ! ARNO|
ML

AER HEF 7Y
E2{7018 AR sHaiR oS HEto| eIt

« 22&0)|M Amazon Q2 REIE £~ Q= HEH A
2 A ZXSHM A2 X7 Amazon Q2 A EIE =

« q:UsePlugin ™8t

T44% CloudZero EE1210M IAM A2 B AM|A HEHS RofotH K12 BHS ZHT0f A 24
& % 9l CloudZero Aol BE ElA A0 THEH AMA HEHS HALICH CloudZero ALR A HEHE
Z2{72010/ M ZRIEIX| St LICH B2{T12l0) ChEH UMAE M o{5HEAH IAM B0l ZHTQI ARN
2 xIsH Lt
E2{7018 M4 ARISHT ChAl FAIE TfORCH A ARNO| BHEFEILICH SR0iA 21220 ARNS
AgsHe ZS ME TAE E2171010] CHEt HAA HEHS Roistzim B9 ARNS ool 5
of BfLiC}.

CloudZero £2{12! ARNE %224 Amazon Q Developer 22| Zc4191 H0|X|2 0|S3to{ 71
El CloudZero Z2241912 MEHFFLICE E22{2Q! MET HE HO|X|oA Z22{2Q) ARNS S A LICE
O] ARNE 2Hof £7}5104 CloudZero Z2{1210f CHEt HMAE FESIHLE HEE £+ &LICH.

CloudZero Z2{12lof CHEF HMAE XNofste HAME M= A2 Mo 2432 S S0
CloudZero CHSHE K|'HELICE.

CloudZero 72



Amazon Q Developer

E2{701 HNAE HofsHs IAM B9l o= MM2 BESMRASAITL Bt 3ol E2{T017t A
E

CloudZero Zc{2211} RHE

CloudZero £2{192/12 AL235t24™ CloudZero EE = AWS
AlZH @cloudzero £E0iE Q2dgtL|Ct 54 &
T|0{0F ' L|Ct@cloudzero.

Z2/70lMd ZLE & Aol CHEr 2 Z 9
mazon Q2| ZE 0 Cigt SEHM =7 Z&

Mo T
n

rr

> o

CH= 2 Amazon Q CloudZero £ Q18 Z|CHst &£ &517| @I & = U E 7HX| AFS Als| 2 gh3d

EI2 0| of LLC}.

« 2} CloudZero E7HE AFE35t= wEdol CHSH o2 7| AWS - CloudZero 7|5 0| 2 &35t= & 4lof CH
S ZEgLICH Amazon QE Z|Mo| EHEE NMB35H7| fa ~&isteds Edol CHst XEMIS HEE
SHE = U&sLct

* @cloudzero how do I use CloudZero?
* @cloudzero how do I get started with CloudZero?
« H|E QAIO|E LI - H|E QAMOIE S5 EZ 7IX{27HLt £ QlAIO|Eo0i| CHaH RtAM|IS| o= LICh.
* @cloudzero list my top cost insights
* @cloudzero tell me more about insight <insight ID>
- ZX HE 7tX27| - Amazon Q CloudZero £241 210 AWS 22X HEof CHal E2l5tMIL.

* @cloudzero what were my AWS costs for December 20242

Amazon Q Developer Datadog Z£4191 74

Datadog= QIZ 2l OHEEZ/AHO|M, HERT ZLIEHZE & BME MBS sts ZLIEZ & HoF Z5H

& L|Ct. Datadog& Ar&35t0o4 AWS O ZZ|7H0|ME ZLIERSt= ZE<< Amazon Q Developer &

Bl9| Datadog Z22{1Q!2 At 351048 BloILEX| &t HLIE T HEo| HMAE = U&LICH AWS

Management Console.

Datadog Z2119212 AF& 3040 CH3H 2ot T Datadog, AWS AMH|A EHE A2 0|53, Datadog
H

Abd & 2 L|E{of CHEl &

= =
£0f CHEH NS HEE ZH50I 34 DES B

o

£l 74524 Datadog A 2| C1E Rt 5HE KNS 601 Amazon Q2 ZHoi 1A S & d3t
#tL|CtDatadog. 2241218 FAI8H & Amazon Q MEIIM EE20| A|ZF 220f @datadogS F 7|5
01 Datadog X|ZE 0| HMAE = &LICY.

Datadog 73



Amazon Q Developer ALEXl 710|=

/A Warning

Datadog Amazon Q2| Datadog Z2{ 1210 A AL Xt Het2 A X|sHR| 2
AWS H’H0{| M Datadog £c1{12l2 745t i HHe| E2e{aQ! Mol U= ALKt E
QoM ZHAHE 4= QM= Datadog AH 2| BlA AN HMAE 5= &LICH

g T = A&l RhAlE LY

AERI7F HMAE £+ Qe E8{122 MEHSIESE IAM
82 MERH HEt T BHHE AEFAUAIR.

E2{1018 AT O3 BEIR 7 Meto| BRI,

Amazon Q Developer 2&01 HMAE £+ e HEt Eost Hits B
g A ESM 2 EIXE7F Amazon Q Developer 242 AIE5IEE 8.

|
1l
I
o
mo
-
X
ok
0x 4>
20
rr
-
ro
15}
X0}
ro
M
ro
mjo
I
(@]
Q'I_-
rr
>
=z
0
12
lo
=3
rr
1=
g
mo
ik
[
Q'I_l
=
kO
=l
]

Zt5t7| o Datadog HAHo| CtE HE
O

Al 7|58 SLICH olg4#t 2B At BHS E2{afle 7Y
&t [l AWS Secrets Manager 22t 2t 3 0fl HEE

= L|CH

=
=
N

13

ALO|E m}2}tO|E| - AFE8tE Datadog AFO|E m2tO|E{QILICE 0o & S04 u
LICh XtAMIEH LI & Datadog AdE A 2| Datadog AFO|E A|Zt5t7|E % 7<3|'/H|°

« API 7| 2 ofZ2|# 0| 7| - Amazon Q7} Datadog APIE £ &304 O[HIE 3! X|Zof AMAE 5
T & 585t HAMA F|ULICt Datadog AlE el ZE MH|AM &E &= U&LICH RHAEH LI82
Datadog MEXMO| API 2 o EE[70|M 7|E R ZTSHMIR.

(o)

H of of
4L =9

ol

3! Ml g
AWS Secrets Manager 22t 2t 3

Zo{aQelg FM43M Amazon QE Datadog @15 X234
o

H =
Manager 59t 95 & MAd3fLICH = B M3t 7|Z 2ot 458

0=
o
Rl
03
ok
>
30
i
=
>
=
%)
7

()

Q

[0}
»

Datadog 74


https://docs.datadoghq.com/getting_started/site/
https://docs.datadoghq.com/account_management/api-app-keys/

Amazon Q Developer
Hot S E Y ddste 32 2o 30l Ch2 Xt4 50| Zef k(o] T CHZ JSON 4
St=X| & lgf Lt
{
"ApiKey": "<your-api-key>",
"AppKey": "<your-applicaiton-key>"
}
Hotets Mol CHet XEMIBH LIE 2 AWS Secrets Manager AFHE MM Q| 0o o5 MM S RT3
M.
NEPNEE
Amazon Q Developer0i| A Datadog Z2{1 212 T35t218 Amazon QO Secrets Manager 292t &5
of HMAE £ Q= MBS F0oi5tE MH|A g2 MMl ok ELICH Amazon QE AHZ Datadog &
Ho| XM E Hot A sof AMAST| flsHo] HeEES +2eLCt.
AWS Z&£0M EOQE FHE M M 2ot S E ML 7|E Bt ASE ABE = UEL
Ch M 2ot 2455 WHstH ALE MH|A A0 RS2 2 WHELICH 7[&E 2ot 252 7|E AH]
A g AB3HE B9 MHlA ofEtol Ch HEt0| T E(0f 2T O+ AE| HMO| HZE|0f QU=
stolst |C}. T MH|A &t Hot of 5 ot 5 5} dhedo]| 2} CHE Lo}
I35t 3% CHE 1AM AMH|A g0l E e o

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

secretsmanager:GetSecretValue

]I

"Resource": [
"arn:aws:secretsmanager:{{your-region}}:{{your-account-id}}:secret

[[secret-id]]"
]

S3lE AL CI=2 IAM MH|A &3E

Z4 zh2[¥ AWS KMS 7[2 &
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

AR 7H0|E

Amazon Q Developer

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:{{region}}:{{accountId}}:secret:
{{secretId}}"
.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:{{region}}:{{accountId}}:key/{{keyId}}",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.{{region}}.amazonaws.com"
}
}
}
]
}
Amazon Q7} MH|A HFEE s USIEF §{SstE{T AMH|A o] CtS AZE H2o| 2 Lot
(® Note
codewhisperer S Al= Amazon Q Developer2t B&HEl MH|A Q| 7|E O|&L|C} AHA|
Bt LI Amazon Q Developer O|& 174 - B43 Ale Qo EHR2 R ESHAAIL.
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
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"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{accountId}}",
"aws:SourceArn": "arn:aws:codewhisperer:{{region}}:{{accountId}}:profile/
{{profileId}}"
}
}
}
]
}
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+ @datadog how do I use APM on EC2?
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+ @datadog summarize the global outage case
+ @datadog summarize my top cases
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« @datadog what monitors are in alarm?
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+ @datadog what is the status for monitor <monitor ID>?
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"ClientId": "<your-client-id>",
"ClientSecret": "<your-client-secret>"
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"Version": "2012-10-17",



https://win.wiz.io/reference/prerequisites#api-endpoint-url
https://win.wiz.io/reference/prerequisites#client-id-and-client-secret
https://win.wiz.io/reference/prerequisites#client-id-and-client-secret
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

Amazon Q Developer

"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:{{your-region}}:{{your-account-id}}:secret:

[[secret-id]]"

]
}
]
}
Hotots 7l 17l 228 AWS KMS 7|2 &t 5 5HEl B CHS IAM MH|A 48to| 2 &Lct,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:{{region}}:{{accountId}}:secret:
{{secretId}}"
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:{{region}}:{{accountId}}:key/{{keyId}}",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.{{region}}.amazonaws.com"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
.
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{accountId}}",
"aws:SourceArn": "arn:aws:codewhisperer:{{region}}:{{accountId}}:profile/
{{profileId}}"
}
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* @wiz can you specify the top 5?
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e @wiz which issues are due before <date>?

* @wiz what are my issues that have been resolved since <date>?
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* @wiz which issues are associated with vulnerabilities or external
exposures?
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+ CDK Java

» CDK Python

» CDK TypeScript

CloudFormation JSON
CloudFormation YAML
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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Amazon Elastic Compute Cloud(Amazon EC2)

« Amazon Elastic Container Service(Amazon ECS)
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[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
(m Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.
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Using Amazon Q Developer in the IDE
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Feature VSCode JetBrains Eclipse Visual Studio
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1. JetBrains IDE & 2| StEH0|| = A EH EAIZE0|M Amazon QE MEHEH

>
I
=5
>
A
Jdo
=
>
3
Q
N
O
>3
)
2
2
=5
>
A
o
e
L
r
[ul

Ct= 0|0|X|= JetBrains IDEL| Amazon Q £/ EAIEE Eo{&LICt.

Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log
HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out
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Eclipse

1. IDEO| A Eclipse IDES| 2L &% &'t 2 AE|0] 2= Amazon Q O}O|ZE ME LY.

2. Amazon Q AME B Z 01 HEfoIM RIS RLEF T ZA2[0f U= EXE olo|E S MEErL
=

CHZ O|0|X|= Eclipse IDEL| Amazon Q 2 EA|EE EoiELICH

2 Problems @ Javadoc [E) Declaration | (€) Amazon Q X (€ Amazon Q Code Reference 8 = 8
Chat X + Open Code Reference Log
[Il' Pause Auto-Suggestions
Select Customization
Feedback >
Hi I : Help >
i, I'm Amazon Q. | can answer your software development questions.
Ask me to explain, debug, or optimize your code. Sign out
You can enter [ to see a list of quick actions.
l Explain selected code l l How can Amazon Q help me?
Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
R Qs ready

3. XS Mot A K| E= RS M RIHE M= EFL|CH

Visual Studio
1. & 71E X2 A Amazon Q 0}O|2& AMEHEHL|CE.

7
S Mok LA EX| E= XS X[ "7 A=

—

2. Xt

CH= 0|0|X|= Visual Studio2] Amazon Q ] EA|E € E0o{&L|C}.
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Amazon Q Developer

Fo |
Alt+C

- fald
Sign In
Generate Code Suggestions

Pause Auto-5Suggestions

e 17 Resume .-'_'I_ltc-El.||:_||:_|E tion
Open Code Reference Log
View User Guide
. Oien Getting Started
mm local View Options o
feoc| SignOut it
Client
resnlwe hearar token awsPiuilderTd rendewhisnerer.
AWS Cloud9
Amazon Q= AWS Cloud90i M Aot 7{7| & 1 7|& X|#d5HR| E&LICt
0l A Amazon Q Mot =412 S X|5IE{H AWS Cloud9H M| A0 AHE B Ag E= AFE X AWS
Cloud9 2 £ E{ Amazon Q0i| HM|A HEHS Fo{5lE IAM HEES Xﬂﬂi LICH AWS Cloud9.
AWS Lambda
Lambda0i A Amazon Q ANet2 H|g st st Lt ChA| & g8t ot= 3.
1. Lambda 2£0|AM £ Lambda o| 3t E JL|ct
2. A AAMMO| 3 DR EFE MEHEHLIC
3. EECI2 HRF0lA Amazon Q ZE AoHS MEASHL|CH
SHEFOI A Amazon QE MEHEHLICEH

Amazon SageMaker Al Studio
SageMaker Al Studio 2& 9| &

1.
Amazon Q I{'H0| d&lL|Ct

2.
StEFO A Amazon Q

JupyterLab
JupyterLab £ 29| &

1.
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Amazon Q I 0| LZ&IL|C}.

2. XS Mot A K| E= RS ML RIHE M=E LI

AWS Glue Studio Notebook
1. AWS Glue Studio Notebook & 2| & 5ol A Amazon QE MEHELICE.

Amazon Q I 0| L Z&IL|C}.

2. XS Mot A K| EE XS HeH RIHE M=EF LI

Amazon Q T E etAd Ehod

O| MM M= Amazon Q7+ A o EE2|7H[0|ME 2Hdst= ol o{EH =80 E =

Ct. o] ofZ2|70|42 Amazon S3 HHZ!TF Amazon DynamoDB EH|O|2 & Md5tn 5 ¢
5ot RAEHAEE M 8gLIC
07|M Amazon Q= W A7t 7HX{E 2to|ER{2|E MEiSt= Ol =20l ELICH 34 E 7|8 AHS5t
0 7 At= o] M|etE Bt LCt

basics . boto-whisper-demo.py

import

from boto3.session import

017|M I Rt= ChE Eoll X gsttdie ZEE HdBote A4S LU™HELICH

Amazon Q= HME &2 SHIEH S ELICH 7iE Xt B 7|2 MetE +8 g + Q&L

Amazon Q ZE 2t = 124
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basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import

o17|M 7 xt= &

Amazon QE Clus-east-10| & HAeZE SHIZ A of
AgrLICt.

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1logging.INFO)

session = Session()

15 DEFAULT

N W W W W W L W

07| M FHe Rt= AFEXF2F Amazon S3 2! DynamoDB 7He| MM & 0

Amazon Q ZE 4
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AWS APIs & SDKs0{| 21§ Amazon Q= 2H}

logging.basicConfig(level=1ogging.INFO)
session = Session()

DEFAULT_REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))

TEST _TABLE_NAME = 'my-test-table' g”str(int(time.time()))

48t gt 40| 0|28t Rt & LICH S K| Amazon QE §i

N At HAE dAE &
13 5tH, try/except M2 2t dELICEH

o
7|8te 2 MA &=

A

o
E
=

TEST_BUCKET_NAME, which is a constant declared earlier in the same file.Z2|
NE=ESpnl

s3_client = session.client('s3', region_name=us—east-1)
dynamodb_client = session.client('dynamodb', region_name=us-east-1)

23 def create_s3_bucket|

Amazon Q ZE 24 =Hod
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7§t K= DynamoDB E1|0|§% Qg ool 0|8 YU¥MstT| ARRGLICE SHXIEF Amazon Qi O

ef create_dynamod

Aet2 o|Fof 44dEl DynamoDB A|440f] CHEt MHO|H FAMof| = A= LICH.
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s TestBotoWhisper{unittest.TestCase):
de

e

Amazon Q= A

basics » boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):

create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")
response = client.list_tables()

self.assertIn{tmy=—t ' respanse [ 'TableNames'])

Amazon Q ZE 2t =]
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" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

OX|Yo 2 T A= 20| - E SUE IDEQ| B0l X EIAEE MAFLICL
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

f main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)
create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

AWS I BZ0M elztel xier dd

Amazon Q Developer= EtAb IDE 2|0z AHAf| 2 M3 st= AWS MH[A LHo| M 212Fel x| et

= ddg + JaLich

CtS MMoME=E S8 AWS MH|A LHo| M Amazon Q @12+e! 2 E A
Ct.
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® Note

Amazon QS AE{ZZl0|=0o| UEZ AIE
Ol A ==lo| 22Xt 2L X

5= A< Amazon Q Developer ProE A& gtL|CH
= Moi| &7t EtAHE &t Z23HoF gLct AFMIEH LIE S
Amazon Q Developer A|Z EHd

|

» Amazon SageMaker Al Studio®|lA Amazon Q Developer A&

JupyterLabZ} &4l Amazon Q Developer AHE

Amazon EMR Studio®} & 74 Amazon Q Developer A&

AWS Glue Studio0llA Amazon Q Developer AF&
0{ A Amazon Q Developer AFF& AWS Lambda
CIE MH|A2F &7H Amazon Q Developer AHE

Amazon SageMaker Al Studiod| A Amazon Q Developer AH&

Amazon SageMaker Al Studio LH0O{A{ Amazon Q2 ;EIE = U&LICH ZEE HYE M (S22

ICE FHITE ¥ 25 el

Amazon Q DeveloperE Amazon SageMaker Al Studio2+ &7 A8 35l24T SageMaker Al A&l 3&tof|
Amazon Q ™&tE FItafof gLIC MetE F 5= W2 Amazon Q Developer Free E[0{& AMS
5t=X| otL|™ Pro E|0{1& A&3st=X|of et Zet & L(ct.

Amazon Q for Amazon SageMaker Al StudioE A5t & 3t5t2{™ Amazon Amazon SageMaker
A8 XHE 218 Amazon Q Developer 882 HESHMIL.

JupyterLabZ} &7 Amazon Q Developer A&

O| H O| X[ = JupyterLab& Amazon Q Developerg AHEst 1 & A5t5t= 2 MAEFL|CEH LR
23t E|™ Amazon Qe ZEE HMHE M I E FHE SR s#E

=
A
T

(® Note
Python2 Amazon Q7 JupyterLab0llAM X|2det= et Z2a2( do{iL|Ct
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-updated-jl-admin-guide-set-up.html
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JupyterLab A x%|

AFEol| JupyterLab2 AR|t7HLE JupyterLabO| 00| Mx|Z|o{ U= B CHE BHS A stod HT
= 2ol3tL|C}.
=2 "1 —-H-

pip show jupyterlab

SEH HYE 7St CfE MM F otLte| sie XI&E WELICH

Pip for Jupyter Lab H{71 4.0 O|& 2 A& &+ M|

n
w
0
LOL
e
1
30
I
r
[ul

2 B S AF25104 JupyterLab 4& Amazon Q EE S Mx|5tD

# JupyterLab 4
pip install amazon-q-developer-jupyterlab-ext

Pip for Jupyter Lab EH% 3.6 O|4F 2! 4.0 O|2tS AL A K|

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=3.0
jupyter server extension enable amazon-g-developer-jupyterlab-ext

£ A83tod 213 AWS Builder ID

CHE MR = Amazon QE &d35te [ Q1E 5= Ol AFE & Builder IDE A g LICE

1. JupyterLab2 AtE5t= EEt X &2 ME TELICH

2. & otH2el Amazon Q IHE0|A Amazon Q A|EFE MEHFHL|CE

3. HUFHMIE SAH U TS MEfELICH

4. AWS Builder IDA 4 T O|X|0{ M Builder ID7} 1= A< 712! O|HY FAE Hstn CtsS M
EHerLCt

0|0| Builder ID7} = A2 2 ¢ HO|X| BHAIZ ZAL{ELIC}.

CHS AWS Builder ID 4 T O|X|0{|AM O|& S =5t ClSS MEYENLICE.
k=) EH
= =

olH&l &el I=E gf

= - —=— — =
CHS SlHOIM &2 E MEdSH T & QIS OIS M-S AWS Builder ID MEHEFL|CE.

CHS 0| X|0| A Amazon Q7 O
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1
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Jhu
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>
]
o
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o |
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https://pypi.org/project/jupyterlab

AR 7H0|E

Amazon Q Developer
O|A| Builder IDE JupyterLab2| Amazon Q0| 21 QI3 oF & L|Ct
TS AESE{M HE 7t7| 7| AFE MME EHEFHAR.
7| Untitled3.ipynb ® [A] QDevDemo.ipynb e +
B+ X O [ » ® C » Code v # Python 3 (ipykernel) O =
‘# Create a function to corg/ S3 bucket v aF 8

[1:
@ Suggestion 1 of 4 from Amazon
def copy_s3_bucket(bucket_name, source_file, destination_file)
i ’

s3 = boto3.client('s3")
s3.copy_object(Bucket=bucket_name, CopySource=source_file, Key=destination_file)

print( ;ﬂ.e copied successfully from S3 bucket to S3 bucket™)

‘B MES D BAEEHE wHE MY
g 4+ Lt

Amazon EMR Studio?t & 71 Amazon Q Developer A&
0| H 0| X|0{ A= Amazon EMR Studio& Amazon Q Developer
L|Ch T #4835 Amazon QE ETL ZEE 288 I 2=

g aTst= ol A8

(® Note
Amazon QE Amazon EMR Studio™| A Spark 4o Ciet ETL A3 &l
Python=2 X[ & LICH.

=L A [
g+ Qe

Ct= Xxtoil 2} Amazon Qe &7 2SS E

1.  Amazon EMR Studio —EE£& MAELICt
2. Amazon EMR Studio =E= 9| IAM A2 X} d&tof ClS Hxig edZAgLiCt
(® Note
codewhisperer S A= Amazon Q Developer2t W& El MH|A Q| 7|& O|EILICH
REAM|EF LIE 2 Amazon Q Developer O|& 3 - B8 A @9 BHE HZstAA 2.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions
"Effect": "Allow",
"Action": [
2! 2t 70| xf|oF AFE 133



https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-create.html

AR 7H0|E

Amazon Q Developer

"codewhisperer:GenerateRecommendations

1,

"Resource": "*"

3. Amazon EMR ££ & iL|c}.
o Yoy EB)S M
E

4. Amazon EMR Studio0f| A &t

fists xted goig Mestn

AWS Glue Studio0®|A Amazon Q Developer A&

O| M O|X|ol M= AWS Glue Studio = E5 & Amazon Q DeveloperE M50 &35t e A
HErLICH U #A5HE|MH Amazon QE ETL ZEE 2 -GE I IE FME XSS Z2 e £+ UE
L|C}.
(® Note
Amazon Q= AWS Glue StudioM| A Spark 240l CHEH ETL A BEE FAEstE Ol AF8El=
£ @104Ql Pythont Scalag 25 X|HELICH
Ct& ™At M= Amazon QUMM Z& AWS Glue st=SE MA™HELICEH
1. AWS Glue Studio NotebookS Ad%8L|C}.
2. Glue Studio =ES 9| IAM {&hof C}S M= 44
@ Note
codewhisperer TS5 AH= Amazon Q Developer®t &8HEl MH|A Q| 7|&E 0|FlL|Ct
= HE-HZE A QO EHHE FHEFAR

KEMIEH LI 2 Amazon Q Developer O|& #Z4

{
"Version": "2012-10-17",
"Statement": [
{
EHEo| Mg AtE 134
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https://console.aws.amazon.com/emr
https://docs.aws.amazon.com/glue/latest/ug/notebooks-chapter.html
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html

Amazon Q Developer ALERE7H0|=

"Sid": "AmazonQDeveloperPermissions",

"Effect": "Allow",

"Action": [
"codewhisperer:GenerateRecommendations"

]I

"Resource": "*"

-

ETL ZdoiM cES S MEgLC

Jupyter Notebook O] A1E4

A ol 2 lzeLict.

IAM 2320 A Amazon Q2 &5 A &5t S FHet Hg S MEMgELICH

T ES AEE ME{ELICH

© N o o bk~ W

04X Amazon Q Developer AH& AWS Lambda

._A-|01IA‘|._ Lambda 2£01 CH3ll Amazon Q Developerg A5t 0 &dslstes WS ABELICE
Z|H Amazon QE & 4+E X MHE [ Lambda ZE HET|M|M 2C|MHEZ I = HE AIEE A

® Note
Lambda 2&0{ A Amazon Q= Python 2! Node.js HEIIE A& 35t= &40 X[ ELICH
AWS Identity and Access Management Lambda0d| CHEt 7t
Amazon Q7} Lambda 2&0|M HE AIE 2 XM35te{H IAM AFEX EE= &
of CHall 2HHE IAM HEHS Edststiof = LCt ofel ME IAM HRol| MHEE CHE

codewhisperer:GenerateRecommendations #&t2 F7}+aHofF gL|Ct.

(® Note
codewhlsperer M5 A= Amazon Q Developer®t HEHEl AHH|A Q| 7|E O|F &LICt RHA
8t LHE 2 Amazon Q Developer O|§ #HZ4 - B8 AIE 29 HH2 FxsHM
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https://console.aws.amazon.com/glue

Amazon Q Developer

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}

IAM H22 AFE S0 IAM EoF F=R{of| MEHHQl HEtE Fo45t= Zd0| 7H& E&LICE ofl CHEH IAM &
dofl CHEF REAISH LEE 2 AWS Lambda 7HEFRF CFLHA{ Q| O At74 S 2 M| A EHE|E AWS Lambda
AWS LambdaZ = 35HA|2.

Lambda0ilA Amazon Q Developer & 435}

Lambda 2& ZE HE7|0| M Amazon QE &35t CtS BAHE 22 &LICH

1. Lambda 2&2| &= HO[X|E ¥ HEStE{ = g+E MEELIC

2. ZE HETIE L=5tH Amazon Qel At5 ZE ANoto| 7|2 Mo 2 #AstELICH AMote YAl
SXI5te{H = oA mfdo| 2% 5t Z A 2|0l M Amazon QE MEHELICH HYE T EE 2
E A4 g Aol GRILch 017|01|A‘| S Aot UA| ZRIE MEdEHLICE

HIZ2 7t7| Z|1= HIZ 7t7] 7| ALS MMHE BT ERSHMIL.

CHE MH|A 2 &7H Amazon Q Developer AHE
AWS Identity and Access Management CHE AMH|AO CHEH T8t

Amazon Q7} C+& A—IHIA ol HEHIAEO|M HAE AME S AMZ5I2{H IAM AFR A} EE= A
&tol| CHalH 212 1AM HEHE & Mstalof EL|C ofg MZ |AM XEol| MHE CHZ
codewhlsperer:GenerateRecommendatlons Het2 F718HoF &huct.

(® Note
codewhisperer 25 A= Amazon Q Developer@t & El MH|A Q| 7|E O|F QILICH RFA|
gt L& 2 Amazon Q Developer O|& P44 - HE AR 2 TS A ZESHMR
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https://docs.aws.amazon.com/lambda/latest/dg/security-iam.html
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Amazon Q Developer

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}

IAM B S A& 3t01 IAM E oF FRof MEt Ml Hets Foist= WOl 748 F&LICH IAM Zredod| o
Bt REMIE LHE 2 IAM AHS Bl Eot B8 At E B ZsHMIR.

HIZ 7t7] 7| A S

fjo

Amazon QoA 2l2}2l x|t

= S0F Amazon Q A& EEE HE AME £2t0F ZH2 QHHE{ Q] &
off ZIEE HIZ 717|E At R
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- A&LIcH
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I E Vst S iYW B E(IDE)2 MEHS04 IDES| 7|2 E HEZ 7H7|E & QlgtLCt.

rr

i
ok

Visual Studio Code

xtof F|HE H 2 7}7|

+S2 2 Amazon Q AlEf MacOS: M + C
Windows: Alt + C

HY M =5 =

CtE HE AtE QEZ SIAME

O™ H& At 2% sla4 R

HEY ALY HE ESC = HAHO|AE FEHL A& HAE
E =5l EAoF LRISHK| el HE ALE
O| Af2t&iLICt,

Ct& Etof == SM+ QEZ SIME
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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VS ZEO|AM 7| HIQIEE ¥4Z35t2{HH VS T E 2 AO|E Q| Visual Studio Code0d| CHEF 7| HIQIE S
HESIAM L.

(® Note
VS ZEQ| QBRI Mot EF RS2 72X R HIE M5 E|o] J/&LICH RHAMIEH LHE2 VS
Code EAIO|ES| R{HAH E QIEIQI M[OF =7 2SS HZ5HAMR.

JetBrains

xkod 7|2 E HIZ 77|

SO 2 Amazon Q A% MacOS: &M +C
Windows: Alt + C

HE At =& =

Che HE AME QEZ SHAE

OlF #F AbE 2% Sl ArE

HE ALY 7S ESC EE HADO|AE F2HL A& HAE
E =i5tH EXVL UXISHK| ot HHE ALY
Ol Ab2hELICH.

IntelliJ| M 7| HIRIE & P43 524 JetBrains #AFO|E Q| IntelliJ IDEA 7|2 E HIZ 7t7|8 & X5
M.

Eclipse
xtod FIEE HIZ 7}7]
S22 Amazon Q A& MacOS: M +C
Windows: Alt + C
HE At =& =
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https://code.visualstudio.com/docs/getstarted/keybindings
https://code.visualstudio.com/updates/v1_75#_redesigned-inline-suggestions-toolbar
https://www.jetbrains.com/help/idea/mastering-keyboard-shortcuts.html

Amazon Q Developer

oM 7| HIQIE & B4Z35t2{™ Eclipse A

7|2 E HIZ 77|
MacOS: S4M +]
Windows: Alt + ]
MacOS: M + [

Windows: Alt + [

BHMo| 7| vl B8 2 Eclipse® Z5HM 2.

https://help.eclipse.org/latest/index.jsp?topic=%2Forg.eclipse.platform.doc.user%?2Ftasks

%2Ftkeybindings.htm

Toolkit for Visual Studio

2
2

£502 Amazon Q A|E

7| HFQIZ O] AWSToolkit.CodeWhi
sperer.GetSuggestion

H e 2
ohe A AY

7| HIQIZ O] Edit.NextSuggestion

ol

2
[

A

0¥

7| HFQIZ O] Edit.PreviousSugge
stion

7|2 E HZ 77|

Windows: Alt + C

EH
=

Windows: Alt + .

Windows: Alt + ,
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https://help.eclipse.org/latest/index.jsp?topic=%2Forg.eclipse.platform.doc.user%2Ftasks%2Ftkeybindings.htm
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xHoq 7|2 HIZ 77|

HE A 7R ESC £ WAHO|IAR F27HL} A& HAE
S 925t SRV YRISHK| s HE ALY
ol AtEHEILICH.

Microsoft2| Visual Studio 7|2 Z|EE HIZ 7} 7| & XSHMIL.

Visual Studio0flA] 7| HIQIEE #HASE{H =7 > M > 7|2Z=& ALSELICH
Amazon SageMaker Al
xFoq F|EE HIE 717|
£59Z Amazon Q A|E MacOS: M + C

Windows: Alt + C

HE ALY & =
CtE & At olzHZ Staf &
O HE AL P St E
HE AL HE ESC

JupyterLab
EHoq F|2E HIZ 77|
£=502 Amazon Q A|ZEt MacOS: M +C

Windows: Alt + C

Y ALY 5 =
ChE HE ALY Otei% St E
O|d HY ALY ?Z staE
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FIEE HIZ 7}7|

ESC

FIEE HIZ 7}7]
MacOS: &M + C

Windows: Alt + C

ZIEE HIZ 717]
MacOS: &M +C
Windows: Alt + C
=

ESC, Backspace, O} &
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Amazon Q Developer

AR 7H0|E

2. 7|2 9% ®olM 7| HielE S ML
_|

= O
3. 7| el AAH Aol Amazon QE

Code Test Monitor Configuration Aliases Versions

Code source info
File Edit Find View Go Tools Window
B lambda_function

PROJECT SETTINGS Keybindings

USER SETTINGS Change these setiin

Environment

You can also manual

¥ KEYBINDINGS

THEMES

Reset to Default Keybindings:
Keyboard Mode:
Opesating System:

codew

ame

Amazon CodeWhisperer

AWS Cloud9

+0i9 responds 1o your keyboard commands.

Reset to Defaults
Default

Auto

®

Keysiroke

ZIEE HIZ 77|
MacOS: &M + C

Windows: Alt + C

EH
=

Upload from ¥

=a
"

ESC, Backspace, O}'F WO 2L} AFJEF
HLE A& =45t HE ALZ 0| AFS 22 A
2h&IL[CE.

1. S EFES 2B S0 ylof ofol2g Mestod 7| AW B ALict
2. 7l A ol 7| HhelTlg MeisLc,

3. 71 HhIT 244 ARtoll Amazon QF 2I21EHLICH

4. 7] U PolM B U B4l STsts B2he £ ¢ 2

HZ 7F7] 7| AbS
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110
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Amazon QOi| CH

|

At

§

7o

& L|Ct. Amazon QO{|A{ X ot

Visual Studio Code

LICH.

I.

=
=

=2
[=)

P

VS Code0ll Amazon Q X 211

Q

VS Code®} Amazon

1.
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2. VS Codel| IDE & 5tCF 244 @ A EF|0|0llA Amazon QE MEHEHL|C}.

DE & A'EHofl Amazon Q & EA|Z 0| YEILCH
| -

3. AL XX 21 YWy|=2 MEisH|C)
I HZX 27 2Ho| GEILICH ZE HE ALEol| CHet 2 E HZJF LFGELICH

o0 Amazon Q 0O & 0 08

in-example.py = Release || {} launch.json code¢ (I ---

1 Select a language, Il Pause Auto-Suggestions Currently RUNNING
Start typing to disi = gelect Customization 1new available

</> Open Code Reference Log

&7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[J Open Chat Panel

¢4 Send Feedback

§? Connect with us on Github

E] View Documentation

{2{% Open Settings

1= Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

X ®0A21O1 WO  AWS:IAM Identity Center (amzn) [ Amazon Q & Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF PlainText (3

JetBrains
JetBrains IDEO] Amazon Q X 2118 EAl5tE{H CtS HXIE AFS &Lt

1. JetBrains IDESI Amazon Q E2{3Q 25 =& HTE ArS st JEX] F gL

2. JetBrains2| IDE & st M Ef E A|ZE 0| A Amazon QE MEHEFL|CE.

HEf EAIE 20l Amazon Q Y EAIE0| FEILIC.
3. FAEFHXT 2O Y7|IE MENFFLICE
I X 227 GHo| WEILICH ZE HE ALEof cist 2 E & X7F LFGELICH
IS T AME 144
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CHS O|0|X|= €2 U= Amazon Q 2] EAIE L 3 E X 211 EHg HoiFL|CH.

AN —
. my-project v Version control v Current File v
[V ENEIE]

public class Main {
public static void main(String[] args) { System.out.println("Hello world!");

Amazon Q

[0 Pause Auto-Suggestions
&3 Open Code Reference Log
B Select Customization (1 new)

< Learn

[0 Pause Auto-Scans
Run Project Scan

Code Reference Log (3 Open Chat Panel

act your admi

Your organization controls whether suggestions include code with references. To upd:
© Send Feedback
©) Connect with Us on GitHub
? View Documentation

3 Open Settings
Sign out

my-project > src > Main 5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces &

i

Eclipse IDEO]| Amazon Q & ZX EO& EA|SI2{H CHE MHAE AFSELICH

1
ro
g
T
Iul

1. Eclipse IDEQt Amazon Q E22{1219| 2|A HHME ZF M85t JUEX
2. IDEOIM Eclipse IDE2| 2E% & ZME[0f = Amazon Q O+O|2 S MEAEFL|C

3. Amazon Q AME EfS ¢4 MEHO|M Bio| QEZ MEte| e EE ol0|28 MEHELICE.

Amazon Q 24 EA|EO

CH2 o|0|X|= Eclipse IDE2| Amazon Q Xt EAIEE Eo{ELIC}.

145

kU
In
i
2
>
0l



Amazon Q Developer

AR 7H0|E

2 Problems @ Javadoc [E) Declaration | (€) Amazon Q X (€ Amazon Q Code Reference 8 = 8
Chat X + Open Code Reference Log
[Il' Pause Auto-Suggestions
Select Customization
Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out
You can enter [ to see a list of quick actions.
l Explain selected code l l How can Amazon Q help me?
I
Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
R Qs ready
4., IS X 2 UTIE MEAELICH
I X 20 Yo| GEILICH FE HE AL CHet 2 E 2 E7F LIGELICE
Toolkit for Visual Studio
Amazon Q7} Toolkit for Visual Studioof| & Z 7} Z& &l I=E X|QHstH Aok Mol HZE 0|
LFEHE LT,
# Create function to create a DynamoDBE Table
| def | uggestion (License: MIT) 1/ '|Tab" accept |§§|
ftable = dynamodb.create_table(
TableName="Products',
He 1ema=
AttributeName' id
AZ7L TEE 4£2E DE Mote AF 200 BAELIC
2Z 200 HMASIE{H AWS Of 0|22 MEIBHCHE I E X 20 GI(E MEIELICH
I ZEE +EE Aot 50| EAIELICH o] SFo0i= ctgo| ZEELICH
- Hotol 2t El QI%|. 018 T ¥ S5 20| ST 2|2 OIS LI
. IZE Bto|MA
- HzxEl LA FE
- Hzoll F&EE ZE X
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Output

nr
N+
llii
w
@

Show output from: |CDdeWhi5perer Reference Log '|

JCodeycloud.py(18,5): Accepted recommendation with license: MIT
| | [ |

HE Bttps://github.co

T SRR ST AT
R TS PR
[P LE T .
|
Fmrrlme e g
(LI LR * i |
|
I.
el ey g g
|
rrlmeneme i
rrla=- =
|
1.
(L L Er TER TE .
T P PYT
sarlps ey namy

AWS Cloud 9
Amazon Q€ AWS Cloud 92 &7 A8 5t B ZE X = 7|IBMo 2 7{X QU&LILCH.
7L LFS 0l CHA| 7424 CHS MALE [M2AM 2.

1. AWS Cloud 9 2& 29| 21% A& 2 M2[0l A AWS Cloud 9 2115 MEHEFL|CE.
A

i
[l
oz
mio
K
i
ot
r
o

2. EECH2 HwoilM 7

%
HdY ol Z=ME MYol|M &% oteie|l Aws =7 7|IEE ME{ELICE
A

=5 LE A=4 FABLICH

Lambda

oI-
>
C
]
>
3
Q
N
o
=]
D
Ml
—
Q
3
o
Q.
Q
2
x
_>,'_
Q'I_l
2
ne
P

Lambda®l| Amazon Q= ZE X E X|HE K| &
7 & E I = AN oto| MEFE LI

SageMaker Al Studio

SageMaker Al Studio®l Amazon Q #X 218 EA|5tE{H CtF HAHE AFS &Lt
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1. SageMaker Al Studio & 5tEH0| A Amazon Q THEE L|Ct.
2. AEHZT 2O YI|E MEELICt
JupyterLab
JupyterLab®ll Amazon Q #=X 218 EAl5tE{H CtF HAHE AHSELICH

1. JupyterLab & SEHOIA Amazon Q TH'E S L

2. IACEX 2O YTIE MEHSHLICE.

n

AWS Glue Studio Notebook
AWS Glue Studio —TEE0| Amazon Q & Zx EE EA|5IE{H CI2 MHXE AF2 &L},

1.  AWS Glue Studio = At

[m
> M

0

ol

tEFOI M Amazon Q THE S dL|C}.

CH2 0| IDECIM ZE #ZE 7B 2 7K QlaLich I= XS DAL 7E Yol ChE B
£ Ep{™ IDEE MEHStL|CE.
Visual Studio Code
Amazon QE VS CodeOlM AI235tH I E X7} 7|EXMo 2 7{X{ Ql&L|Ct.
nHLE LES0i CHA| 7424d™ CFS HALE [MEAM L.
1. VS Code® Amazon Q &% B 5 %[ HHAHE A5t U=X| &QlghL|ct.
2. VS CodeQ| IDE & sttt 4 24 EB|0|0flAH Amazon QE MEHEFL|CH
IDE & & Erofl Amazon Q 2] EA|E0| FELICEH
MY 7| MEIEILICEH Amazon QQF ZHEl SMo| EAIE MY gio| A&IL|CH
4. FZ7FQUE TS EA| Yo MRHE MY HLE M F|ABHLICH

JetBrains

Amazon QE JetBrains IDEV|M AFE35IH ZE X7t 7IE2Mo 2 74X YU&LICH

AAEH

IEFZAMNE
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DLt LES ol CHAl 74240 CHS HALE [HEAM L.

1. JetBrains IDEQ} Amazon Q £2212l 2 F =|A HEHE AFE St J=X| =QlgLCt
= E
=

2. JetBrains2| IDE & StEF AFEH

2|0dl Amazon Q &

Mr mo

=H
FE EA o ERE M

Eclipse
Amazon QZ Eclipse0llAM AFHE
T7HLE LES ol CHA| 7424 CFS MRS [ME2AM 2.

1. Eclipse IDE2} Amazon Q Z2{1919]

Toolkit for Visual Studio

Toolkit for Visual Studio0| A Amazon QE Al

TALE LSOl CHA| 7424™ CHS M2 MM S.

1. Toolkit for Visual Studio2| Z|4 HHE A
Visual Studio0llAf S M dLCt.
2Z EM P20 AWS =7 F|IEE ME

QIo| EELCI20AM & &

(@) N w N
it
O Pl W
(=
pal
e
I
nok
|=|A

EAEZ0|MH Amazon Q

StH ZE #XJt 7|2™Me

2. Eclipse IDEOM|A X E HL|C}.

3. 2% EBM 2 F0iA Amazon QE MEHELIC

4., FZIIJYUs ZE EA Fo| ¥AHE MEHSIHLE A=Y
5. MEZ MEGH 38 AtE 2 MEFLICH

ot

=HSH CH2 Amazon QS

—
i RS MEEtLIc

MEdErLICH

FEAIE0| EEILICH

MEdEFLICEH Amazon Q2 ZHEAEl SM0| ZA|E M Fo| E&lLCH

2 744 &Lch

Z M HTE 2F ASst JEX| #HlFLICH

8ot B AE HZE 7IEHZ 7 U&LICH

ZE 7|18Mo R XN U&LICH

IEFZAMNE
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DLt LES ol CHAl 74240 CHS HALE [HEAM L.

1. AWS Cloud 9 £ 9| 215 AMEF 2 A E2|0AM AWS Cloud 9 21L& MEHEL|C.
A

-1 O
2. EEOR2 HwFM 7|2 dds MEELich

Lambda
Lambda®| Amazon Q= ZE X E K| X| A&LICH Amazon QE Lambdadi M AFESHH & X
J} L3=l I = R|OHO| Ad2F=E|L|C).

SageMaker Al Studio

Amazon QE SageMaker Al Studio2t &7H AtEstH ZE F X7t 7|2XHoE 74X U&LICt

= = ARNEH

TILF LFSOll CHA| 4240 O} 2 HALE T M 2.

1. SageMaker Al Studio & &EtollH MY
_|

o
2. A8 EEO200M =2 4

0
=)
A
N
M

3. Amazon Q EEC20M 2= & X7} Qe M &3t 0| &RHE MBS AL ME FAH
LICF.

JupyterLab
Amazon QE JupyterLab0l|l M AHE5tH I = X7 7|2Ho 2 74X U &LICH.

DLt LES ol CHAl 74240 CHS HALE [HEAM 2.

1. JupyterLab & M oM M S MEHBILICY.
2. MM CEECIR0M 12 MM M™E7|IE MEHEHL|CE.

3. Amazon Q EEC20M 2= & X7} Qe M &3t 0| &RE MBS AL ME FAH
LICF.

AWS Glue Studio Notebook

1.  AWS Glue Studio =E & % 5tCH0| A Amazon QS MEHSHL|CH

IEFZAMNE
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SageMaker Al Studio

Amazon Q= SageMaker Al Studio2| AE{ZE}O|= =F|M F X7} U= ZE MO SEOIRE
K| st x| ef&LIC.

JupyterLab
Amazon Q= JupyterLabl| AIE{ZE}O[= =F 0| X7t U= ZE ANete| SEotZE K| SHK]
ef&Lct.

AWS Glue Studio Notebook

ro

Amazon Q= AWS Glue Studio tES0|M X7} /JE ZE X SEOR S K|HSHK| et&LC.

3= oA

Amazon Q& CtZ et ALLEIR0|M T EE Aot = U&LICH MEiE Z2 32 Qlo{2 I =E &
ME M ol ZE7 {EH E20| E = U=X| LotEEAH CHE ZE oK E F XML

A

- 8t £ 3E 2 E ?I5H Amazon Q Developer AHE

|3l Amazon Q Developer A&

o

o
« EE 292 25 Amazon Q Developer A&

+ Docstring, JSDoc & Javadoc 24 2|81 Amazon Q Developer AHE

MY
i
o
21

J
3 HE Aol Amazon Q Developer AHE

&t £ 3= 22 2[5 Amazon Q Developer AHS

gt Eol A= E AU 7| AEFsHH Amazon QUM A & O =g 7|ete 2 X|eh2 gfLict
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C++

JavaScript

O| f|M[ol M Amazon Q= 7HERI71 A|ZHStE ZE £ gt gL,

TypeScript

Ol Mo MHE AFERE7E TIA| =AM E 248 CHE Amazon Q7t siiY =M1 &M MS ke ZEE
NS gLk,
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index.ts b4

import-{-S3Client -} from- "@aws-sdk/client-s3";

=.new-S3Client({});

X

C#

o| oMol A Amazon QE FAE 7|tz

Shell
otz o|O0|X|0d M Amazon Q=

access_Key_response
access_Key_responses fuser_name

${?} =@

$user_name

2= oA
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Java
st £2o| A EE =245t 7| AESHHE Amazon QO A1 2! O™ l=2dg 7|t 2 AotE &hLCt

otz Java Aol AHEXt= 7|E EeHA0 EAE publicS K=FLICEH

fjo
>
==
X
ng
T
in|

-

0| 242 7|H O 2 Amazon QE 7|2 HIMEQ| M o] CHet Aot

Go Run Tools Window Support Preview

.+.__:

= example.java L]
public class Main {

}

Python

O oMol A Amazon QE 7HE RIS FME Y|Htez Bt £ IEE FHELICH
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x| &4 MMHE 25 Amazon Q Developer AHE

Amazon QE AI2 X7 ZH M8t FME 7|HIo 2 MR &8 MME £+ Ql&LIct &M &g ofx|H
Amazon QUM &4+ HHE HMetetLIcH M eHE 2618 Amazon Q7F AES2 2 FHME &9l Cts
EEoZ 0|55t AMorg &Lich Aot Alojof| F7H2 FMo|L ZE &8 =SHEHE Amazon Q

S sl zig vltoz BlmE|YE S¥ELICH

C

C++

JavaScript

CHS dlMoM=E AF8AIE M MEE 7[Rtez MA| g+ & d/det oS WRELICH
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B index.js x Environment Var Preferences

* AWS Lambda handler

* Exports a single function that takes the "operand" property from the event
* 1input, squares it, and returns it.

1

1
2
3
4
]
6
7
8
9
L

=

FE 2 A2 SEHALIC Amazon

def read_from_s3(bucket, key):

import boto3
53 = boto3d.client("s3")
ob] = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode("utf-8")

(® Note

0|7 ol M|t Z0| Amazon QE import 22 AMote| UEZ & 35H7|T ELICH £522
olE-|o|- 1mport —|—— .U.l-ol é,I'EI'QE Olo OI'E 7/jol "s:ﬁl—“-—-l'

I OHE o2, ot ol0|X|oIME AFER7L &= MEE EHEF&LICEH Amazon QoAM= O
quicksort HMEQ| MA| T3S AeHEFLICEH

def qguicksort(a):

if len{a) <=1
return a
else:
pivot = a[@]
less = [1 for 1 in a[l:] if 1 <= pivot]
greater = [1 for 1 in a[l1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater)

A= oA 158
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Amazon QE Mgt & m o™ 2= =ZF2 1edgfLict ofS olOlX|of A Ol od|A|e| AF& Rt=
2Ll U= quicksortol CHEH A|gHEl 732 fEIFISLICH O ChS A8 K= YEH™0Cl sort O]
MEof cHet &t MBS ZMetL|ct 23 CHS Amazon QE O|0] M E LIE S 7[He 2 T3
M| etghLCt,

def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[0@]
less = [1 for 1 in a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] 1f 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

CtZ olOlX[H M At Rt FAIE ARG LICH O] FAE 7|HIS 2 Amazon QE &+ MBS A
oherLC.

# Binary search function

def binary_search(arr, 1, r, x):

CtS olOlx[of M O|F of|M|e| AE Rt AMeHEl Bf = MEE =2 F&LICE 0[F Amazon Q=
binary_search &2 ™A 2232 AN eHELICt
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# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:

mid =1 + (r - 1) /f 2

if arr[mid] == x:
return m1d

elif arr[mid] < x:
L=mid+ 1

else:
r=md -1

Java

C2 S =20{= Amazon QOIA Rt &1 AL RFOA| TR &4 MM T2 HAES OHLHSHE B
of CHEr of 7k =& |0 RU&LICt

1. Ot MM A8 RtE FA4E LURIELICEH Amazon QE &+ MBS MeHELICH.

AEXE7t s MetE &

Q'I_l
2
>
3
Q
N
O
>
O
N
ook
4%
M
o
fjo
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o
o
r
ful

2. ot2H o|O|x|oll A AF AF= Amazon Q2| A|otE 4251 7| o
CtS £20AM Amazon Qe FAM 2 7|HIC 2 Kot MM ELICEH

m

& 220 FMg LI
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Go FRun Tools Window Support Praview . Run

example.java

C#

Ct2 of|X|od M= Amazon Q7 XA & 4+& FHAEFLICE

TypeScript

CHE of|A|ol M Amazon Q= AFE AL EM EAFY
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ring}  fileName

ring} bucketName

Python
Amazon Q= AFEXI7L 2t FMHE 7RISR A 48 dUE = J&LICH FM 2H-YE 0K
24 Amazon QOi|AM & = MBEE K|t LI X|ehE 25t Amazon Q7 AHFS2E HAME &+
o|CtE FEL = 0|Sst Mot gL XeH Atolof F£I7t2 FMo|Lt = &2 YU™stHet:

Amazon Q= &liiE 22g Y|ftez E|HEZE T LICH

CHS oMo Amazon QE A &f =2t i A EHAEE 25 SEFLICH

oHd

CHe S=oll= Amazon QOIM KIQHS 51 AL RIOIIZ| FA| 84 AlA T2 HAE OHLYsHE W
ofl CHEt ol 7t Z 8t (o] QU&LICH

1. ot2h olOIXK|oM AFEXtE FAE URRMELICH F4 oteof = &+ HB2 Amazon Q2| A|
eFlLCt.
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IJ

demo & src  main @ jav com | example ' demo

HelloResource.java

U}

F

J
Q'I_l
=

2. of2H o|O|X|IM AFERt= &4 M oi CHE Amazon Q M|etE 2 &LICH AMotg &=
ZAM7t RS2 2 T-E| 1T Amazon QE &+ 220 CHist ME2 Mot &Lt

IJ

demo ' src ¢ main  java ' com  example | demo Main g add
HelloResource.java

com.example . demo

3. ofeh olO|x|of M At Xt= Amazon Q2| M[etE & 6t7| ™o &f+ EE0| FAE = efLich
CtS £0lAM Amazon QE FM2| LIS 7(|Hez M MorE dE&
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Main - LY add

java ' com  example ' demo

demo  src - main

HelloResource.java

add(

Inzert Code

|3l Amazon Q Developer AHE

iz
i
rto
0

fjo
o

2 if/for/while/try ZE E8§2 Hd5t= Ol AFSELICH
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C

Java

oteH oMo M At Rt= if B2 MTE . 22 Amazon Q2| Mot lL|C},

Run Tools Window Support

o

example.java o | (+)

public class Main {

2= oA
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C#

ofzH o|O|X|of A Amazon QE & +E 25t

TypeScript

- from- "@aws-sdk/client-s3";

w-S3CLient({});

Python

0| od M0l A Amazon QE FHHIAEE 7|
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Docstring, JSDoc 2! Javadoc 42 ?/3if Amazon Q Developer AFE

Amazon Q= ZE oM dBME Y&t 2tzst= Ol =20| E & &L

C++

Javascript

O| oMol = Amazon Q7} 7|& & 4+E J|Hto 2 JSDoc It2tO|E{E A SLIC}.
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

st-client-=.new.-S3Client({});

X
L-const-putObject.=-async: (bucketName, - key, -body) =  {

const-params: = {

Bucket: bucketName,
Key: - key,
Body: - body,

b

return-client.send(new-PutObjectCommand(params));

C#

O| oMol M= Amazon Q7} 7|& & 4+E J|Hto 2 JSDoc It2tO|E{E RS LIC}.
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Amazon Q Developer

1
Add Configuration...

demo Main

java ' com ; example

demo ' src © main

HelloResource.java

com.example.demo

CFH2 2 Oracle # AIO|E Q| oMo =HE! o JL|Ct.

ot2H Java O A0l A AF& XH= docstring2 2238 LICH Amazon Q= docstring2 *2l5tE &
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Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image
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ant: :ClientConfiguration &clientConfig) {

L

Python

CtS o|0|X[od A 24 Amazon CloudWatch Logs 1 &01 HIA|X|E HAl3t DA}t StCH=
T Mg M EELICE 0|8 7|82 2 Amazon QE CHS o|0| k[0l EAIE WA H 5 Hul HE
MEO B 2EI0|ME 7|3t ZEE MOt = U&LICEH

AN H

# Publish a message to a CloudWatch Logs Group

client = boto3.client( " logs')

St ALEXI7E Hl&oiM EE HE AEE Y5t 8

<2 Amazon Q= 0|0| & HE L& 7|8t
OF FE £ A& MHELICH

# Publish a message to a CloudWatch Logs Group
client = boto3.client('logs')
response = client.put_log_events(

logGroupName="YPCFlowLogs® ,

® Note
2| of| Mo MHE VPCFlowLogsE SHE A2 740] obd £ 9IALICH Amazon Q| Kok
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# Publish a message to a CloudWatch Logs Group
client = botod.client{"'logs')
response = client.put_log_events(
logGroupName="VPCFlowLogs ',
logStreamName="VPCFlowlLogs ',
logEvents=
{
"timestamp ' : int{round{time.time() * 108)),
'message”’ : json.dumps(event)

)
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* javax.servlet
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* mockito-core

+ Okio

+ PowerMockito

* Quarkus

* slf4]
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» Spring Framework
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gct transform --source_folder <path-to-folder>
--sql_conversion_config_file <path-to-sql-config-file>
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name: dependency-upgrade

description: "Custom dependency version management for Java migration from JDK 8/11/17
to JDK 17/21"

Java O Z2/7il0| M 48t 189



Amazon Q Developer ALERE7H0|=

dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"
targetVersion: "2.1.0"
versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"
- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"
plugins:
- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"
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Your Maven version is supported for transformations.
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Refreshing bearer token
('Error refreshing bearer token due to: ', InvalidGrantException('An error occurred
(InvalidGrantException) when calling the CreateToken operation: '))
('Error getting bearer token due to: ', RuntimeError(('Error refreshing bearer token

due to: ', InvalidGrantException('An error occurred (InvalidGrantException) when
calling the CreateToken operation: '))))
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= Zd0| E&LICH
1. JREZQ| cacerts m}o| A2 E ZAMEILICI JetBrains IDEQ} &7 MEE LHE JREL| cacerts
o Z2E= 29 XX et A2 £¢! JetBrains IDE A0 it 2f E 2t & L|ct.

IS2 222 2 MA Q| cacerts I ZAZ 0| of ALICH W MAE MEHSI0] 0| A|E EQISHA

(@]
Q.

n

(@ Note
<JetBrains Installation Folder>& JetBrains MZO| MX|E CIHEHEIE X
Lick. o] CI3E{ElEs YEs o2 da| Z2 A4 ol MegLc
jbr ELE JetBrains IDESt BT A8t S ZHE JRES| £ {42l JetBrains IDES
27 HE—E JREE LIEHRLICEH
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Windows
Windows0l A4 x| =l JetBrains IDEQ| cacerts It ZZ &= Ct=21t ZH& L.

<JetBrains Installation Folder>\jbr\bin\cacerts

0 £ £0{ Windows2| 7|& 2|x|0il JetBrains IDEE M %|
CF.

C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

macOSo| Ax|El JetBrains IDEL| cacerts It A2 &= Ch21F Z& Lt

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/

Contents/Home/lib/security/cacerts

dX[et B2 BRE OIS ZE =+ AEL

0| & E0{ mac0S2e| 7|& &|x[0] JetBrains IDEE &
Ct.

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/

Contents/Home/lib/security/cacerts

Linux

Linux0fl A%|El JetBrains IDEL| cacerts I} A2 = Ct=21F Z&LCh

/opt/jetbrains/jbr/lib/security/cacerts

2. cacerts Y2 Jxigior oH IBAE BHHULIL 21BM Helole Yprsio . cer,
.CTtEE .der THYU HEXITF UALICH F7HoH0F B QB M7 HASK| o2 B HEND B

EIXF01|71| EOoSIM2.
QIZEME cacerts 7| AE0{Z 7}X{ZLIC}. Java keytool HHE ALEF

Ct.
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keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. <alias>2| B LIS ARt T 7IHEiE QB L] 0|2 FIHE =+ U&LICH O] &
M2 M= AR Lt

c. <certificate_file>9| AR 7IXiis= QEAMC B2 E K| LIC QB M7 &=
.cer, .crt EE& .der T} O| ZZ04{0F EL|C}H
d. <path_to_cacerts>0= 1EHO0|M XHE St cacerts 7| 2AE0{ mjo| A2 E X|HgrL

Ch Ol 2IBME 7tMe e Zhd L.

o & E0{my_certificate.cerO|2t= 21EAE Windows2| IntelliJ IDEAM|A HEZE JRE
9| cacerts 7| AE0{Z 71X CIE Mol HE myaliasE X|HSt{E B, HWH2 OS2
Z2 = Aauct

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\Intelli] IDEA 2022.3.2\jbr\bin\cacerts"

4. TIMR7| Z2MA B0 7| AE0] &S E 25t Et= HAIX[7F EA|EILICH cacerts 7| AE 0
9| 7|8 &&= changeit@lLIC}.
=X| &olst

5. WS MW = ABME Astets HAIKIZH EAIELICH QB M7 AIZE 4 2
1 IK27|E SR sEiE yes S YL

6. JRE 2I0I IDE RHAloll Q1B ME F7taHoF & £ ULICH AHME LIS JetBrains LB Ao
M Me Q1B ME BEFHAIL.

Visual Studio Code0ll A IE M 74

ZE A MM AFESHE SSL EE= TLS
AMAo CHall ChE ZEA| dHE 7 =X| = QlgL|Ct

macOS 2| Visual Studio Code0|AM QIS M
macOS 2| Visual Studio Code0| CHEt CIS ZE]A| M™HES £ AELICEH
macOS Z|XMelof 1Z5 M F7}

Ot%| AL8atX| i 2 B2 ZEA| MM A&EstE QB ME macOS 7|& loil F7tatioF ZLICH Z[A|
Qlof IBME F7tste ™ol CHEr REAIEH LIS 2 ZIAM Q! AMA A DB M| MacoilAM 7|&| 21 4
MAE Ar83stod 7IAMQlo RIS M FIHE HZEstML.
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1. VS Code &% 20 M mac-ca-vscodeE AMSI T Mx|E MEHEHLICE

2. VS Code2 C}A| A|RFEFLICE.

macOS2| VS Code0|M ZEA| MY MH|I0|E

CIS MA™E UO|0|E S0 VS Code7t ZEA|0] G| SHIZH| 2 MHEIR=X] EQIEFL|CE.

1. VS CodeOi A M7%
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Http: Proxy E =01

Http: Proxy Support EECH2 S50{A onS MEHELICE
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Windows 2| Visual Studio Code0f CHEt CI & ZEA| AHE L& LT
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Pl AB BRI 212 B2 R MOl MBI AIBHE Windowsl LZIE 4 2l £E 915 7|
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QEZ WECE FYstn H4S MYFLICH QIS M SHoIM Ol ABML| ZE B 45 3
g H=isof BLICt
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https://marketplace.visualstudio.com/items?itemName=ukoloff.win-ca
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Amazon Q7 TEMEE U2 = 5= Amazon S3 HZ!E &{235loF & £ Q&L|C RIMEH LIS
58 S50 CHEt Amazon S3 HHZ! URLs & ARNs EHHE FHZESHAAIL.
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JHoHR| 9T = Mot 2 Amazon Q7 YZEE £ AT S Of &2 Z2MES Waksiol & £ 3
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Maven B 0| Amfist= OlfE FUULIIN?

CHZ 2 JetBrains & Visual Studio Code IDEMIA € = = Maven 78 EXMLICH EXE A=
Cll 0475| Maven 2R 7H EAIElE B2 Z2MEN EXM7F g £ U&LICH 2F 239 HEE A

235l ZZMEQO| EXNE SHASH OIS T2 MEE CHA| BHEHghLICtH
JetBrains0ll A Maven 7+43 ¥d|0|E
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« MavenO| &3t E[0{ /{=X| QlIEL|Ct
M3t Maven E2{1018 MEAFLICH &85t HE

Visual Studio Code0{| A Maven 4 &H|0|E

Maven & EX|Z QI5H VS Code0i| Mol B4gto| Almsitd @ F 271 T & E HAE 1o A 2o
MAZLcH 2090| HEE AF835tod EX|E siHEELCt
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L PATHOI Maven& F7tstc{H o A| sf{ok &LI7t?

Maven ZHIHE AF25}K| &t 11 VS Code0 A ZEE 3524 MavenS Mx|6t 1 PATH EdLo0i =7}
st ok =FL|Ct.

0|0 Maven2 ZHIEH x| =X]
vE A™ELICH Maven HT D} &

Visual Studio Code E{O0|H0AM &34 A X|Tt OS E{O|H0MHE S84 UK| 25 7L} HS S 5
RAE B2 PATHO| Maven2 F7|aH{oF & LICI.

Maven2 PATHOI| F715I2{H A|AEIQ| X|&E HELICE.

macOS

macOS PATHO{| Maveng F7}35t2{H CI S EHAHE 22 & LCT

1. Maven Ax| C|HE|Z| EE= Maven2 Mx|8t Z2HE 3o} sliE ZE2{o| ZE2E A&ELICH
2. MEAs HE7|o|M /o] 7 ol ALct %4l macOS Ko AL 7|2 4L zsho|1 7|

E ‘_I'LA El'o 2 N/.ZShICO‘" AAgL—l |'

mlo mlo
%

T ot stEtoll O E2 F7HELICH M2_HOMES| Zt2 1EHAIoM K& 8t HEE MY
Ct.

!

L

export M2_HOME="your Maven installation directory"
export PATH="${M2_HOME}/bin:${PATH}"

E EO/doM mvn BHES AISE
3. EE OSHEOE &S B0 2E Visual Studio Code QIAEIA

4. PATHO{ MavenO| F7tE|{=%| & Qlst2{™ M OS E{0|dE &

o
il
o
fjo
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9'|_|
™
H 1o

mvn -v

Maven B2t 274 £2{0| E A|EILICH

5. Maven 20| E A|L|™ Visual Studio CodeZ CHA| A|ZHEFLICH A|AEIZS CHA| A|ZHSHOF &
£ AU&LICH M Visual Studio Code B0/ S Y1 CtS HY S A&SLICH

mvn -v
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S22 4pi o £241} S YsHok #LICH Visual Studio Code Z2{0| C}E #9 C}ag 483l
ol gHE | =HQIFLICt,

1]

+ Visual Studio Code0llA PATH B4=& = QIEIL|Ct. IDE =& 0| 2Z4 PATH B2 Ct2 |
PATHE HAY & A&LICh &2 H|7{5t04 PATHO|AM A|7{EFLICH

EQIErLICH zsh7t ot CHE Woz MY E F< dof
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o
(0]
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o

« Visual Studio Code0i A 7|& £l
CH3H o EHAHIE Bt=&FLct.

Windows

a. Windows HES MEN5I0 ZHM &E LCt.

b. Edit environment variables for your account& /=45t MEHEILICE
3. EEHxFHoM BE HLE HELICH B2 W7t o0 (e E< HE...2 MEiSHof
O|EELICH B2 HIt EAIZX| to™ M2 BHE7|..& M=isto] F=IHELICH

7|& Maven A2 &= 1EHAH 0| K& S 4
CHS o &9 ZHo| B2 Zof HOALR \bing F7}&FLCt

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

mvn -v

Maven HHZ 1t 874 £2{0| EA|IELICE.
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Amazon Q7 I EE L& £ = Olge FAUYULI?

Amazon Q7 I EE g & [ 480
ME7J M2 -_r“HEI | ©

Amazon QUM XMBdt= HE 20 £32 AESIo{ Z2MEN| HEE =
gtuct ChS 2 Amazon Q7 ZEE Q

pom.xmlof| A M ZAE x|

pom.xml| I}of| HCH ZZ7} UEsE B Amazon QE 2 IS S £ Qicoz IEE B 5K
2 & £ &Lt

CHE-2 pom. xml THI0f /8 4 2/ Hoh B2 ol ofLict.

<toolspath>
<path>/Library/Java/JavaVirtualMachines/jdk-11.0.11.jdk/Contents/Home/1ib/
tools. jar</path>

</toolspath>
M Z2E Ar8sts Td ZQIEE AME5t0 &t ZEE Mg = A&LICH CHES2 0|1 HMof 3
2E oo 22 chAst= Lol of Lot
<toolspath>
<path>${java.home}/../lib/tools.jar</path>
</toolspath>
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gfLich devt dulistx| =5 otedd HEtE XEsH7| ™ol R EHAEW M CIOEH 0|~ EES
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M ZEE Wests o Wals Alze s52 el

27 Y AZHo| 555 0|4 ZEls B9 IEE WHes o Zals Z2MEO| UE A7t EUL
Ch. 27 WEJt I WES AL S LS BCH WHE FS Z2MeolM ATE & s T2 2ols
7Lt CHE 21701 Cf 28 AlZto| Z48 4 QA LICH B 7| M8 BHIAE AlRE HIZAssHs 2ol Z
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JetBrains IDEOAM ZEA| HHE FHE E? Y022 ZEE CIREEE W CHE LFIH EA|

= 4 gL

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

Ol IDE ZFA| dH 9 EEAI NS HEol Uerte BRHY)7H EMSHT| HEY & J&LICH
ot

Amazon Q0| At 3= Java SDKEO| HEQ| tUEFtE &=E X[R5H K| &L
IEECRELsIt{H ZEA| i ZEoM ALUEFEE XM7HE CHS IDEE CHA| AIRFEFLICH =
SAIE ?&[olok ot= ZAEE X|HalioF stE 42 AUEFE CHA HAE AEFLICH JetBrains
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IDEOA ZEA| M2 YO0/ E 524 JetBrains ABAL| HTTP ZEA|IE X SIMIL2.
A= HE 230 HMASHE{T o= 7| sHoF ErL|77k?
JetBrains 2| 27101 HA|A

JetBrains 21 T} 0| M| ASH= 2o CHEE REM[EH LHE 2 JetBrains NEAMO| IDE 21 It &F

7|18 EZstMlL.

0oflA Amazon Q7t LIEH 238 & of{™H IDE 21 0|M CHE EXIYEE JetBrainsd M e LICEH
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= Ol EXIEZE AIEELICEH MaventM MME 2= A3 Eoll ZAIEH 2O &5

Visual Studio Code2| 210{ HAM|A

0{lA Amazon Q7t LIEH 238 & op{MH CIF EHHE VS CodeR 2 5HAMIR2.

1. AEHEM IS0 ET|E MBS CS WE THEE MEIELIC
2. LJEHLIE Y HEOo|A Amazon Q: View LogsE ZAMEHLICH

3. 2= IDEAM Y2ILICt CodeTransformationo CHEt 21 TS ZHAHSE{H CMD + F EEE
Control + FE AFSELICE.

VS Codel| ZE H& 2 70{& CodeTransformation: S A7l E4&LICH CF=S 2 Maven SAF S
&AM 220 CisH VS CodedllA MAMEI 239| o &L|Ct.
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https://www.jetbrains.com/help/idea/settings-http-proxy.html
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found
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test B0 X|HELICIH CHE HYE Z&HE = UX|OF AR X|= A &LCH
« O] B0l & 58 O|LHoi A= T|[0{0F commands: & LIC} 5

o o|.|_=_|EHE =

i
_|l'|J

&= &loF 5t B2 OtE|ME = PyPl £ npmjs.com ZH2 T
of R!o{of &Lct. Z2to|8! otE|HE E|ZX|EE|= RIHE/X| et &LICH.

« Amazon S3 HZ!1t Z 0| QIS El HM AT ERE 2lAA AWS (B 2lAaA)

= o
= A 4
Ol= 7HY & 2| Docker ZIE|O|LA7} MHERF A E[0] QI QIE{HIo| H{EE] E|AAN|BF HMAE

A7 | I E LT,

Amazon Q28| Z E N[O HAE H|&E M35t

Amazon Q7t e EtE0MH ZE N otS EIAESES 5185t 7ISs2 112{H IDEQ| MHo = 0|8
501 Amazon Q: Q/dev7t 2 _E A5t BYE HHEE HAESIE & 5182 S LICH (& 0[F0olM
settings.json0ll A TZ| 213 & MEASH C}S ST JSON MHE 2 MM falsedto] MHE THok & &
A&Lict)

Ol €S 11™:

« Amazon Q= IDEM|A /dev BBE A=Y [ 0|4 T = LUEE I8 deviile B HEE EA|S

x| ef&LCH

'/dev' M|t HIAE
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* Amazon Q= [ 0|4 devfileE & 7L}, dev B EE ARSI 7HLE, MK HEE T = XeFE ElA
E3tx| ef&Lct

® Note

Amazon Q Developer Z£ & Sall /Y &3 A& S &d3tst 7Lt HIZE E8te + gi&LITh

Amazon QE AFE 8t devfile & HIAEO| CHEF REM|EH LI 2 MME & ESHM2Amazon Q '/dev' HEH
oz MM=El IC KXot EAE.,

OOl__L_

Amazon Q Developer2| devfile 04| X

CIS oAM= devfile AFXE &35l Amazon Q2 &4 AFE5H7|0f Z4E 8t devfileE Eo{&LICE O] 0f
M=ol Ho|x|e] o MHE|o{ U&LICH.

devfile & Amazon QOi|AM devfileO| AFE £|= grgdol| CHEF AFAM|EH LHE 2 MM E FH X SHAM2Amazon Q
'ldev' BHEOE MMEI IE XQHEHAE,

Python Oi/ ]|

CtS OXl= Python Z2MEQ} 3 AEE == U= deviile2 E0iE LICH.

schemaVersion: 2.0.0
components:
- name: dev
container:
image: public.ecr.aws/aws-mde/universal-image:latest
commands:
- id: install
exec:
component: dev
commandLine: "pip3.11 install -r requirements.txt"
- id: test
exec:
component: dev
commandLine: "python3.11 manage.py makemigrations && python3.11 manage.py test"

T = oA

CHZ oAM= Node.js T2 MEQL 74 AFE £ Q= deviile® E0{&LICH.
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schemaVersion: 2.0.0
components:
- name: dev
container:
image: public.ecr.aws/aws-mde/universal-image:latest
commands:
- id: install
exec:
component: dev

commandLine: "npm install"

- id: build
exec:
component: dev

commandLine: "npm run build"
- id: test
exec:
component: dev

commandLine: "npm run test"

oA M

£ dYELich

i

CtE EoM= O[T devfile oAl Zt & E= =

AL

ExEac g8 g

rr
i
0

devfile A 7|0} A R|&&HL|CE. Amazon Q=
A 7|0} & 2.0.08F X[ 4EHLICE

schemaVersion: 2.0.0

e B0l B 7N @40 B2

components:
- name: dev IH& 2| Amazon Elastic Container Registry(
container: Amazon ECR)0|AM 7l Bt Eo 2 AFRE £ Q
image: public.ecr.aws/aws-mde/ = x|AlH o|O0|x| =7 o|0|X|E A& E L}
universal-image:latest EFHL|CE of o|O|X|e] H™E wddst7Lt o|O]
X|& Rt&lol o|O|XK|2 HIE = U&LICt RHAIE
LIE2 HE o|0|X| 2EI= EHHE EZESHAA|
i
g FHE S5t
commands:
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EX=EIEES s

. g E= 424 =
_ id: install/build|test 1nst?11, builds testl_ . Amazon Q&
exec: i #Zel HE ololx|(E=of x[EE olo|x])

component: dev ol cli-instructions X|&E A&EL]
commandLine: " cli-instructions " Ctimage:.cli-instructions £ ZZHE
o| HEIAE o 2t SetELCH 2o %A of

23t IS WHEY + UsLc
HE& o|0[x| 2E =

Amazon Q= devfileg e [ HE O|0|X|E 7t2|7I= 5 devfile2| image: EHE XY :
& O|0|X|= Amazon Q7t ZE XM|ot2 E|AESHE Ol AFSE = e A Mx|E =3, o104
T F7t & E HE2! Docker 0|0 XLt

i

9'|_l
T
n

HE oldlx|olE XlElE & 7HK| Ol JU&LICH

« 3.0
40

® Note
|4l #4& o|0|X|= 3.0(4.0 of =)ol OHEEL|C}.

& O[0|X| H 3.0 & 4.000 HX[E 7|X| SFS IS &

M
ik

FZshMl2.
Amazon2 HH 2| A 7|0t Dol T A7[otol el & o|0|X| W7|X|§ E7|HM2 2 mR[EfL|Ct

E1|0|501| LIZEE f7|X[Q| %A HEE A B0[7LE CHE THZ|X| METL QLo = |
SMO0| Q& LICt devfileQ] commands: MMof ZLE IHF|X|E Mx|ete WS MHst= HWHS 5
7P6F7-|LF image: EEo0i| 2HtE i7|X|7t £ & E A}Al| Docker O|O|X|E N3 E

—_—r
o
-
[e][}
-

OII

EAE FE XN QHof CHE REA|EH LIS MME Bt X 5HMIRAmazon Q '/dev' W o 2 MAM=EI I = K|
Ot E|AE.
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& 0o|0|X| 3.0(%lA))

Package
aws-cli
docker-compose
dotnet
golang
java
nodejs
OpenSSL
php
python
ruby

terraform

=& 0[0|X[ 4.0

Package

aws-cli
docker-compose
dotnet

golang

java

T 2he| 2 7|0
2.X

2.x

6.x, 7.X

1.21.x

corretto11.x, corretto17.x

18.x, 20.x
3.x

8.2.x

3.X

3.X

1.x

T 2he| 2 7|0
2.X

2.X

8.x

1.22.x

corretto21.x

'/dev' M|t HIAE
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Package HZ 2| AZ[0Ot
nodejs 20..x

php 8.2.x

python 3.x

ruby 3.X

terraform 1.x

Amazon Q Developerg A&t 7|5 701 =X s &

CHE HE &= Amazon Q DeveloperE AF235104 IDEMIAM 7|s€ 7t sl S0 LBt Ql 2XME sl A5t
= o 20| 2 &= U&Lct.

LH CHSt ID= oEH &2 = UA&LIH?

Amazon QE AI&Et 7|5 e Sof &dlstE EAol ChE X2 2ropd{™ Cist ID7F 2R E + aua
Lict L& 2F HAIX|C| B Amazon Q2| HIA|IX|ol CHS} ID7} E AIELICE CHSE ID7F 20[X| gto
CI2 CHHZE A2 36toq IDEOIM CHEH IDE &t&LCH

Visual Studio Code

1 0424
. oo

113!

IYES QT OfS WS ASESHL|CH

Amazon Q: View Logs.

2. VS Code B0/ £3 2&0| HEILICH Chs EXIE S AL

Amazon Q Developer Agent for software development Conversation ID:

CHet ID= 2 E Floll LI ELICH EFAARMZ 7L D7 228 Chstet YR|st=X| & lgfLct

JetBrains

1. IDE 8HolM =22 S MEfE Ot mielol 23 EAIE MEELC

2l
2
glz
I

227
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JetBrains IDE & 2 XMA|of 2t 23 ol HIAE T CIE = USLICH AHAEH LHE 2 Intellid
IDEA MOl IDE 271 1t 3 7|8 XML,

2. I 37|17} HRILICE idea.logE MEHSt0] 21 mlE L.
3. CI= EAtES AMErLct

Amazon Q Developer Agent for software development Conversation ID:

CH

ol

HIDE 28 Foil LtAELICH EtHARYZ 7} ID7F 2B Chst et Y XISHE K| & lgfLICt.

Amazon QE AI8750{ & EHAE /™

Amazon Q Developer HO|ME= AZEQ|o{ JHY =B F7| Mt 2™ B2 HAE MEE XS5
st Al 7|8 EHRI EIAE M 7|52 M3 ELCt o] ZIs2 A7t 2E EE8 EFSIHM 7S

=
ML E 7t&Este ol EEE + ATSE Z2AELICH

Cr9| Bl AE8 Amazon Q MOIRIE S CHg IS AHSSHELICH
. ElAE AfE| Alg: ofolMEE YA AT0lAS ZRME 21X, 7|E 2 U CHY THUS AL 50
st ElAE A2l AlgErLic

« O] U AR MM Amazon QE ZE|E E|AEN ZRs Zo| U ARS MMELICEH
o A

m
>
[m
kU
In

S Ho|MEE AEE E|AE AR|E VI8

AEE Q|8 Amazon Q 0lO|ME &= VS Code 2! JetBrains IDEsO| A Java & Pyth n E
E x|gtict 2t 2 aeidl oHo{of X|HElE HAE =330 CHet R MIEH e MMe & X
M| 2the section called “Et | E|AE M M(/test)”.

ol

B2 HAE MM 7|52 A252{H VS Code EE £ JetBrains IDE2 Amazon Q IDEs. 2| X|Z&lof 2}
& A2 the section called “Amazon Q Adx|” A%t L|C}.
(® Note

Y X[ IDEO E|AE ZRf|de{3 7t AHE 7Is Z2ME= M= AP QLCH

EHQ| EAE MM (/test) 228


https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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[testE AFR5I04 EHY| EAE MM

L

IAEE MYt 2 IEXE F 7K 2 YHo = B HAE HEE AIHY = J&LICH

ZZX EANSIDT Amazon Q M FE OIRA LEZ HECE Z=2S IS EHAE MME &

L|C

_

T

IHELR7E =7 ZEZE §i0] /test BEE AEote B2 (0[TMEE ChEE s™ELICH

« IDEOI|AM SR & ot S HAHELICH

. BlAE CIE{2l00] 24 TUol ST sHe B9 BIAE 140| EX| BQIBHLICH
. Ol2{8t HIAE TS BS 4 g B RS0 A IFYUo| MAMEILICH A EAE THUo| OB 2
242 Tt M oD, ALS B EIAE ZRYUYZ0f Wt test MFA E& HOIATL F 7tz

TR EH|AE MA I 2 A

UEE ZZMAECIST 22 HAHZ FHEELICH

1. ¢34 FE: Amazon Q= KIAHO|A ZHEHIAE Sl T MHEIEHAE THUXFE 7Bt Z CHa 2
C, £H 0 MYSHE|AE L HO|E FEELICH HO|HMEE MHEI EHAEE 7|IE = M H|
AE 0ol HiX|E fIXIE AMHESI T HAEE CHa I EE ZAHEELICH IR CHY ZEQF CHa
el o|§ € X|Yste MEi™M X|&E MSE = U&LICH

2. ZHIAE HZ: Amazon Q EH R HIAE OO|TMEE WBI Z2MEE ZHEHIAEZ AIE3510{ IDE Z 2
MeEO|IFE U SHMHI UX|StE HAEE MME £ &LCt

3. HIAE MM: Amazon Q 0{0|ME = EHQ| EHIAE MMdof A&t l2dg RFSH7HLE A X7} s
HEE 502 KNS E 8 LICH OH CIS B HAEE MATLICH ol Z2M|A ZHEHo]
AX o O|ME = MBI T A& AC|o|EE MSEHLICE

testE AFE3to HHRI EHIAE &Y 229
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® Note
- i Z2MER XHsts 42 7| Z2ME EMof AlZHo| A3 = A&t ol =
EMA B0 THE XE= Z7|2 0% E RXIE = U&LICH Amazon Q7 ZEME 1}
22 elelalstT YEcE M Ol HaXel SE LIt
- CHR EHAE M2 F ol B mhUM ~ELICH o8] Tt o| B Zh mt oM THEE A
O= /test BHE AASFLICE

4. MRK} 7"5' Amaz nQc %5 HEE HAE CiEF Xt0|E MBELICH /LRt HEE EHAE
L
—

B E|AEE |8 Amazon Q MIO|TENE 75 HSo et LRl AL A|8to| MEElL|Ct. O]
28t M2 2 & Amazon Q 7|1S0AM 2K EL|CE

(® Note
Zt /test BYE2 Z 2| E[of LS| AT BFoil Z e ELICH

Amazon Q MH|A& AE, ST X 2F0i cHEt XEMIEF LI 2 Amazon Qo[ AH|A AE OlSHE HZE
A 2.

AWS Management Console2| Amazon Q CHA|EEE At&5t0 M, =2 L 2 Fl B HAE £
ot +=EtEN Z2 H EHAE HY X|RE MY = AGLICH Et SEF MEt 7S AEFE 2
LIE{RSt T 7|SE M2 HI& ETMoi| HAM|AE = U&LICH Amazon Q CHA|E =0 CHEH XEAIEE LA

0I0

2 MME & Z3HM|Rthe section called “AFHEE X|E E7|(CHAIEE)”.

S Al %2

*EI5tod HEE AL

mlo

Amazon Q= 2| EIAE Hd T = MA Foil CHE e S Ateiet MEH AL
A B 788 XIHE MSELCH

A8 2 T2q ALY 230
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« XHEX| = z2aeiT AHod: X[HEX| = 21012 B2 Amazon Q= HAE mtAS WEst=
CH& ZH =0l M &i|ehs XS ' LICH

« X|HEIX| = HAE Z|Y3: X[HE[X]| gt= HIAE Zo(¥I 7t 252 Amazon Qe AHE
7tstt 2|40l 7|58 M50 HIAEE HMstEdD A= ELICt
- H|Ed oo s LEE EHIAE: Amazon Qe #EA 24 ool CHEt HIAED M5t T AFS AL
ol H A= Tof| Hote U2 V5 K|AIRLICH
o MEHEE B EE= HIME QI8 MENEE 20| & E= HMETL A XIEIX| 282 Amazon Q= At
SRt H B HAEE dM5tediE &+ E= HMES 28 HolM &2 MESI= 5 etLiFLICt
- IC QAE FE = 5 KIYE oA, &, HME E= HIAE AEE X E = 0l 8%
Amazon Q= 2429| O|§1} xIE &lstete HAIXKIE EAIRLICH
- HIS7 HME & X[E(Java): Java ZE2EHME O] ZL Amazon Q= HEE HMEO]| CHE E|AERH Y
Msln zetoldl £ ESE HMET} R|HE|H AFS Kol A S 2Lt
o S ALSTE BT TE oy FeEol| TE5M Amazon QE AFS A A 2|1 AMSE B ofl CH
gt MEE x| ZEhct.
® Note
Amazon Q= Bt |#of| stLto| S XEITFLCt o8] mpdod| CHEt E|IAEE SAlof| 2 5HH
QLRI UK EX|B EHIAE = HME|X| et&LICH EIAEE M52 8t ol stLtol ot

U Shofsfor B

Ct.

Amazon Q DeveloperZ ZE HAE

Amazon Q Developers ZEH|O|AMM EOF F|okA Ol I = ZE 2K
Z2x o E2|7H ol Mo EfMIE THME =
o
=

ME = 23 AHO0|AS D E T}l

Amazon Q= Z =M HAXMQ 2ot FoFd £ FE 2X|E ddstH Exof et 48 HY +
QAo zHE ZE EME HEELICH U7 EXel B2 ZE +HE dd L MEstod 2= ohd
£ Uoo|EE =+ AU&LICH
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SR d8YE A #E] 7|8t AHES FEE V[EeE gLCh =HAztel HE AWS & Amazon.com 2
oh 2 AlE|o| M MS3ste Amazon Q B X[7|= & Z(|Et 2ot S EXH AEE Z3tELIch 2ok HAY
| HClolEX|T BX|Z|7} F7HE|H HEE AHS2Z M &X[7|E S8 5t0 =7} up-to-date XS

=ot=X| FHlgLct.

r

(@]
i

£y

0| 7|soll X|?4xl= IDEs CHEt REM[EH LIE 2 MM E HZstM X2 E= IDE. X|HElE dodoi CHet
KMt 82 MMg FESHM/reviewE S8 ZE AE0i CHE 2104 X|F.

|

kU
I
MO
of

M

=
o

« Amazon Q DeveloperE£ ZE HE

wt
on

A
« Amazon Q Developer0l M MM El F = EX| 0|5

o O
Amazon Q DeveloperolAd ZE 2&| s &4

. 3C 28 ZEE

>
3
Q
N
(@)
>
O
O
D
<
o)
(@)
k@]
@
kU
N
o
HM
lo
ku
[N
Ho
Pl
0>
N
ki

c 2X 88

Amazon Q= CIS |82 ZE EAXoi CHell R =EE HEFLICH

e SASTAZM - AA FEO| Hot FokMHE ZHK|EHLICH Amazon QE ElAA &, SQL BW2dof A
2 AO|E 7F A3 EIRID ZH2 ChYE Hot ZAME AlgdgtL|Ct

- Hotots BIX|- 3o RIs HEL 7| HEJ L E5|X| =5 FLICH Amazon Qe ZE 2
BIAE DU StE ZEE &5, CIOIEHO|A 42 ALY U ALSXA O|B I 22 Bt AS E
AERLICH 2ot &ts A Atoll= ESEIX| f2 2ot 50 2ot of 5 & H S 5t= wedof CHst
MEJF zEHELUCH

- laC =Xl - 1=z} mto| Hot EfME HIIELICH Amazon QE ZEE QlZ2H(laC) ZE TS A
ESl{ A RE 7Y, AH &4 L 2o EME AX[E = U&Lct

- IE EXEN-ZEJ EE SR e VtsE Y 228 EE2 SF5t=X| HIFLICH Amazon
Qe 45, 714 &t&a 75 U AWS 2 A|E Z &5 olof = 8HElX| o= CHYst E 2 BEXe &
HE I BEXME MMELICt

« IC HiE Q8- T HjZot 2=l Q32 WILELICH Amazon Q= OHEE|70|M Ms 2 2N
SCh2 X5t ZE HiE = 2 2|A0 CHEt /&0l A=K =l LICt

ki
In
Mo
Pl
40
o
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https://docs.aws.amazon.com/codeguru/detector-library
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. AZES o] 74 '='“(SCA) - EbAb FE2 HIFEHLICH Amazon Q= TS0 SRE EIAF TM 24,
ctolEeg|, ZoiH¥ 3 & SLEE HAISH0d EFAF I =71 T &[4 A EHQIX| & QIgFLCEH,

IF

Amazon Q7 ZEE HESI= O Ar&35t= B X[7|e] A S 52 Amazon Q Detector LibraryE &%

1o
o

Amazon Q 2ot AZHE [} 22 FKRIELICH

- Q24 olE[HE 37| - ElAL 2O|EHE|, 1= JAR It L 2A| mtelg x5 5104 IDE Z2HME |3
AHO|A LHO| 2 E nto| Z|CH 3 7(lL|C}.

« &4 FE 37]- Amazon Q7+ 2= EtAL 2tO|E 22| ! X|HEIX| o= TS HE{Z e = &M=
AA FEO| A|CH 3 7|ILCEH

CHS EolMe Ats 22 A MA Z=2ME Aol 7% 2elEls g8Ts dFEHLICH

2| AA s dE oY= T 2dME HE
2 olE|™E 37| 200KB 500MB
AAFICE 37| 200KB 50MB

Amazon Q Developer2 ZE AE A|&f
Amazon Q& A ZEH0|AE AESHHL ZEE A EY M I EE AISCE AEE £ /JU&LCH

AlEHSL7| ol Z2E HEE X[#5H= IDEXM Amazon QE A X
04X Amazon Q Developer % EE= E2{00 x| S HESHAARL,

=5
. ZYAHE

=
. MY EE Z2HE ZE

shCh2F 233
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A A AE

® Note

Amazon Q A}S ZHE = Amazon Q Developer Pro S0 MPH AL E £ Q& L}

RS HEE Amazon Q ZX|7| 2 FSEI= 1_1“'" 7|8t HE QJLICE Amazon Qe Y sHH 2E5HE
IS MHS2E HESI A= M HX[EE A ZE EME ST LICEH Amazon QE AtS HAE
E e mf 2 fIx| ZE +HE YHsHK| ‘Es*%LIEL

H RS HEI 7|2 Moz &dstELIch Xts AEE LAl SKIsHAHLE M7KstH

Amazon QE A& [0
A EFLICE.

oM Ct= HRHE
s dE LA K| L R7H
s HEE LAl SX|sttiH CHS BHAHE 2t= & LICH
1. IDE % &tEHo| A Amazon QE MEHEHLICH

Amazon Q 2 EA|Z0| Q2lL|Ct.

2. A3 dE A EX|E LEELICH XS HEE MMosieAH A& HE MIHE Mgt

M oM AEE AlZHstod Amazon Q7F S T EE T2HMES HESES ¥ 45 UL
Ch. o s z2™ME AEols 38 7|8t ZESL dEE A 7|8 AEJ 25 Z&ELICH oY E=
2HE 7 Sof MME 3= Bxols #x 9%l 2 £Ho0| ZFHE £ AUaLic

o= 2ME ZAEE AMSIE{H OIS THAHE 2t25HM 2.

JetBrains

=

QE HEY ZRME T BUS MestEHs HAIKIE EA
= (@) (]|
— AR

=) I
el IDE01IH e 4 1 2 & EfoqoF BfLICE.
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o)
2

4. MEE HE 82 MHHLICH Amazon QI IDEOIA #A| Yol Z2ME FE it HE
g AlstEtLICH

5. HEJI 2REIH MY md flol 2= 27 0| YEIT Amazon QUM &2 EX S50| EA
Lict

6. Zlofft I= EE MEN ZCUAXIE HYUO| SH YA R BlC[HMY 2HE MUY £
LIt

ZAlof CHEt RhME Li8 2 Ee{H 2= EX oM ZE 2X 0|§ REZR0| A= EE7| of
O|Z2 MEiErLICH EXlof et HE7I & El 2= ZX AT HE ofdo| GEILICH
7. IE BXE sHZAste{™ MMHE FZstM2Amazon Q DeveloperdiM ZE ZA| 5HZ

Visual Studio Code

=
ZME TE BUS MEstats HAIXIE EA
k=] 3 A

IDEOIAM ¥Bd {1 2 & EfoqoF &fLICt.

4, M HE 982 MYBLICH Amazon Qi IDEOIAM B4R Qo2 Z2ME £ 01 HE
E AlEtguct

5. dEJIA2E|H MY mfd flo 2 E EX 20| F2[1 Amazon QUM 2 ZX| SZ0| E A
5I|_|

= |
O|2& MHEFLICH 2 X A5 S mido| 2ol Cigh HE 2 &7 IDE 2 EZ0l| ¥E

7. IE EXE sHaste{™ MM2 ZZ5tMHI2Amazon Q Developerdl M ZE EX| 5HZ

M

Visual Studio

1. Visual Studio0il M £ ZHstEi= Z2ME|M Tt LS HLICH
Q

5tEFe| Amazon Q 00|22 & MEH 510 Amazon

N
El
-
mO

w
2
104

EANZE0|M B AZH AlHE MEHSHL|CE Amazon Q7 TE2EME AZHE A|RHEFL|CE
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CtZ olOlx|2] Visual StuduoOHH MRIP._ Amazon Q OtO|Z S MEY5I0 ALS AT E ot AT
sH2
=

P File Edit View Git  Project Build Debug Test Analyze awsLambdaServerless

H-feBEE 29~ Debug ~ AnyCPU wsLambdaServeri Mock Lambda Test Tool = [> BB 5o

v

() Amazon Q - your Al coding companion - is now available in the AWS Toolkit for Visual Studio 2022! To get set up, open the Extensions Menu, select AWS Toolkit, then Getting Started.

= I X FunctionsTest.cs* + X 3 W
& ! i awsLambdaServerless.Tests = ("tgav, ambdaServerless.Tests FunctionsTesthhh - FunctionsTesthhh()
(& v Xunit;
Amazon.Lambda.TestUtilities;
Amazon.Lambda.APIGatewayEvents;

Mog;

Amazon .DynamoDBv2;
Amazon .DynamoDBv2.Model;
tApi;
tApi.Model;
Generate Code Suggestions Alt+C

Pause Auto-Suggestions

Open Code Reference Log

Run Security Scan

View Q Chat Panel Ctrl+K, Q
View User Guide

Getting Started

Submit Amazon Q Feedback...
Options...

+ New tab Sign Out

N
>
N

AEN7} Visual Studio £33 ol M Yool EELICH AZHo| 2t £ &2l

=]

mjo
N
>
r
[ul

ZM Aot 21 i Zsts Wol cHEt XEMIE LI 2 Amazon Q DeveloperdilM 2= ZX

Amazon Q Developer0i M MEE I = EX| O3

® Note

FE EA|of cist CHE HE = JetBrains IDEs oM = QIEH = Q& LICH isual Studio Code.
Visual Studiol| I E EA|of| CHet XEM|IEH LI MM E BT X 5HM|the section called “Visual
Studiol| EA| 32"
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HJE=E Amazon Q= macOSOil CHEH CHS 8230 S&HELICH

- E0O/Ed o Z2I0|E: iTerm2, macOS E{0|'E, Hyper, Alacritty, Kitty, WezTerm. E{0|22| MA| S &2
224 Amazon Qfor BHE 2LE 4 A T E FXFHAM L.

- IDE: VS ZE E0O|d, Jetbrains E{O[H(E X X[ 2J)

« macOS 10.15(Catalina) O|4f

« OF7|EX{: x86_64(Intel) EE= arm64(Apple Silicon)

Linux

H2YE R Amazon QE Linux2 Cl= 710 E&HELct

- EE 2T ME: Linux& Amazon Q BEE2 Ubuntu 22 & 24& X|35HH Ubuntu 202| L& 7|
ST} 5 3HE|L|CH I2X| O™ GNOME v42+ EE= CIAE 0] A7t Xorgol T 2121 HAME =3
olo

2123 7HBusRl Bt EAM A SE = U&LICH

- E{0|'d o2 2ll0|E{: GnomeConsole, GnomeTerminal, Kitty, Hyper, WezTerm, Alacritty, Tilix,
Terminator

« O}7|ElRX: x86_64 = aarch64

- B0 OAIE 7|52 #Al x86_64 OF7|RAR O MEH AL E = &Lt

INgaly

Amazon Q Developer= Amazon Q Developer B & 2IE{H|0|A(CLI)0i| CHEH multi-natural-language

=

=
X|HE MSELICH X|HElE UF Rtdo{ols & =01, ZFAL04, S04, O[HE[0t04, HEO], &
mHQloq, =04, BIC|o| X 22 FZ0{7} XM O B2 0{E ASE + JU&LICH

ol 7|s€ € &sted™
n

= X210{E A+E3t0{ Amazon Q Developer?t CHEHE AlZHE = /U&L
Ct. Amazo (=]

2 ZtX|5t1 XMAE 2do2 SEH 2 MEZEhLCt.
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H2I= 2 Amazon Q A x|

Amazon Q OfEZ2|7|0|M0| CHEt U CIREEE AlZ
T UELICH AME HEE XMLl HEHE 248 EX5 A2,

BHEE Amazon QE MXIE I T 2{3H ok %EF = 7}K| |
Amazon Q AMEIT} XI5 2t 7|5 0| SSH( o) S5 & 55t= O T

= _T'_E4 SHMI2.

Amazon Q A& ot AP%%PE4E Zé'—?— ZA HEZ T Hgtermo HH*EI_T'_ o ’F:.
= U M2 ERotK| et& LI RbMIE

zshqterm& & AFE5t0o{ 22l 2 & X[3
HE zip HUS A85to] MRl HZstAAl

(® Note

Windows0llA Amazon Q CLIE AF&35t= &0l CHEE REM|EH LI 2 devito EE21 HAIEE
xI-X °|.A-|| Q.

macOS

ofZz|7o|MdE CIRZESH7{LF HomebrewE A& 3H0{ macOSE WHEE Amazon QE MX[E +
OIAL||_‘_|.
AA EH .

macOS& WHE0| Amazon QE MX|Et & SSH S &2 & 43315104 50071 O| & o] HEH Tof Xt
S 2 HE ANEE £ USLICH RIME HEE 22 macOS S &XsHAAIL

1. macOSE WAHEE Amazon QE CIE=38FLC}.

2. (M= AFE) macOSOoIA BHEEE Amazon QOi| CHsH CHR2 2= 8 U g = QIFfLICH XtAMIE LI

8 I"E‘EE §_| |(A—|E|'| Al-%")% E}'_;F_%I'k”_gl.

=
4981 3LICH O/ 8% 4ojA Amazon QB AE 4 2/SH Amazon Q7 &

5 &l ES=S
=2 oHE 2 O =
HAs 2HEE K|pE =k JUsLch

6. ™ ZEIX7F B8 AlE URLE A8 3104 Builder ID EE £ |IAM Identity Center2 QIS5 & LICEH
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https://dev.to/aws/the-essential-guide-to-installing-amazon-q-developer-cli-on-windows-lmh
https://desktop-release.q.us-east-1.amazonaws.com/latest/Amazon%20Q.dmg
https://docs.aws.amazon.com/general/latest/gr/aws_builder_id.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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7. XEolmet & SES HdRIStT macOS HAM|A HEHE FoigrLCt.

#  Getting started Automated checks

T Help &support @ Shell integrations

Features

. Enable accessibility x
= CLI Completions

=
= Chat
Still having issues?
=
.+ [ranslate
1. Run g doctor toautomatically debug
B- Inline
2. Run g issue to create an auto-populated issue
Settings You can also check out the following:
@ Keybindings User manual =

& Integrations

{&¢ Preferences

Linux Applmage

/A Warning

M| 10| CHE 22| Linux HHZEO| M & Sdt= FLHE F A2l Applmage B AIE AF&35H0] Linux& &
HE& Amazon QE MX|E = JU&LICt.

ApplmageE& AtE35t0q Linux& BB E& Amazon QE Mx|5t2{™

2 Amazon QE CIR2EE§LC}.

7

1. Linux Applmage& ¥

N |y

2. Applmage A& m}l ot

chmod +x amazon-q.appimage

3. LI ApplmageE A ErLICH,
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https://desktop-release.q.us-east-1.amazonaws.com/latest/amazon-q.appimage
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./amazon-q.appimage

4. HAE #E|X7F MBS EE AlZF URLE AFE 304 Builder ID EE&= 1AM Identity Center2 @IE & LIt

Ubuntu
/A Warning
o] Mx| ¢Holl= GUIZI ZEHLICH GUI 810| Linuxoll Mx|stE B zip ItUS AIE35l0 M
x| MMg HESH L.
.deb I 7| X|E AF&3I04 Ubuntu& BHHEE0 Amazon QE Mx|E += U&LIC

Ubuntu® HZ3ZE0i Amazon QE M x|stE{™

1. Ubuntu® WY EE Amazon QE CIR2EZC=§HL|CH

wget https://desktop-release.q.us-east-1.amazonaws.com/latest/amazon-q.deb

2. MZ|XIE MRIFLICH

sudo apt-get install -f
sudo dpkg -i amazon-q.deb

3. HZZEo CHSH Amazon QE A|&HEFLICE.

q

4. HE #elxt7t ME 8 AR URLE AF& 3104 Builder ID EE = IAM Identity Center2 Q15 & LICH.

zip LS AFS

(o][]
-T

o4 Mx|

[l

Q'I_l
kl
_I'T'l
1°
mo
1
o
9'|_|
!

LinuxE Amazon Q Developer CLI2t S & 5tE{ A|AH o MEet nfdE MR
T2 Mx|5Hok & Lct.

Ubuntu 256


https://docs.aws.amazon.com/general/latest/gr/aws_builder_id.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://desktop-release.q.us-east-1.amazonaws.com/latest/amazon-q.deb
https://docs.aws.amazon.com/general/latest/gr/aws_builder_id.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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MR A UOI0|E 27 AHE

SREE IFIXIE FEEE LR %HHI"%* & Q1010F FL|Ch 2B Aol 7|2 MS &= s
= 2

o=
|IBEMo = 2021H 0|F EE[AE HFEQ| F Linux HiZ EHof Z & &l

ZOo| B & musl 7|8t HT (T Y O|&-musl.zipdl 2 EAIF)

1
gl
o
I\)
w
N
o
gl
o
oS
2
—
I

« HEE Amazon QE Fedora, Ubuntu ! Amazon Linux 20232| %| &l H{EZ ZO| 64H|E x86_64 2!

o

glibc %1 &

mjo
J\OI'

FRI5t24™ glibc HM S & QI5HM(L.

A2 musl HHE AR EFLICE.

>
o
N
Q
o
ox
40
=5
BV
T
Al
mjo
z_
]IOII
rC
In}
(@]
>
F
Rl
r9

AAE ot 7|BIR L glibc B{ZHO]| 2t M8 Ot 2= WP S MEIFL(CH
EF H{T(glibc 2.34 0|4})
Linux x86-64

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-x86_64-1linux.zip" -o "q.zip"

Linux ARM (aarch64)

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-aarch64-1linux.zip" -o "q.zip"
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Musl EH{%(glibc < 2.349| BA<)

Linux x86-642 musl

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-x86_64-1linux-musl.zip" -o "q.zip"

Linux ARM(aarch64)2} musl

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-aarch64-1linux-musl.zip" -o "q.zip"

Amazon Q BHE *E" x| 22X IHF|X| zipS TSR CIR2EEST E MElS 32 GnuPG =7 E Al

mDMEZig6@RYJKwYBBAHaRw8BAQdAy/+GO5U5/E0A72W1cD4WkYn5SInri8pc4Z6D
BKNNGOmM@JEFtYXpvbiBRIENMSSBUZWFtIDxxLWNsaUBhbWF6b24uY29tPoiZBBMW
CgBBFiEEmVYEF+gnQskUPgPsUNx63jcIMVmcFAMYoOtECGWMFCQPCZWAFCwkIBwWIC
IgIGFQoJCAsCBBYCAWECHgcCF4AACgkQUNX6jcIMVmef5QD/QWWEGG/cOnbDnp68
SIXuFkwiNwlH2rPw9ZRIQMNTASOA/OV6ZsGB4kOy1Bfc7CNfzRFGtovdBBgHgAGP
zQ/PNscGuDgEZig6@RIKKwYBBAGXVQEFAQEHQC4qleONMBCq3+wIwbZSr@vbuRba
D1xr4wUPn4Avn4AnAwEIB4h+BBgWCgAmFiEEmVYEF+gnQskUPgPsUNX6jcIMVmcF
AmYoOtECGwwFCQPCZwAACgkQUNX6jcIMVmchMgEA613RveCMOYHAGQaSFMkguoAo
vK6FgOkDawgPONPIP20A/jIA04gsAntuQgMOsPunEdDeji2t+AhV02+DQIsXZpoB
=f8yY

835t0{ Amazon Q BHEE H=2! 7|8 71X 1 public-key-file-nameg ¥
I

I Ol§2 2 HHELICH

gpg --import public-key-file-name

gpg: directory '/home/username/.gnupg' created

zip Tt M-S 258


https://gnupg.org/documentation/index.html
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gpg: keybox '/home/username/.gnupg/pubring.kbx' created

gpg: /home/username/.gnupg/trustdb.gpg: trustdb created

gpg: key 50DC7A8DC24C5667: public key "Amazon Q command line Team <qg-command
line@amazon.com>" imported

gpg: Total number processed: 1

gpg: imported: 1

_

4. Ct2 2 8t o 7| X|oj| CHEF Amazon Q WHE MEHE 1
29} O|EO| ZX|Bt &E A= sigRlLICt.

LS Ct2E gLt siE st zip Tt 3

E & HT(glibc 2.34 O|&}):
Linux x86-64:

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-x86_64-1linux.zip.sig" -o "qg.zip.sig"

Linux ARM(aarch64):

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-aarch64-linux.zip.sig" -o "q.zip.sig"

Musl E{&(glibc < 2.342] ZA):
Linux x86-642} musl:

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-x86_64-1linux-musl.zip.sig" -o "q.zip.sig"

Linux ARM(aarch64)1 musl:

curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.q.us-
east-1.amazonaws.com/latest/q-aarch64-linux-musl.zip.sig" -o "q.zip.sig"

5. MBS &felstn 22 E 8 sig X! zip It 0|§2 25 utetO|E = gpg BHo MEFLICH
gpg --verify q.zip.sig q.zip

ChEot 2ol E4ELUct
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gpg: Signature made Wed 24 Apr 2024 12:08:49 AM UTC

gpg: using EDDSA key 9AF60417E82742C9143EQ3EC50DC7A8DC24C566
gpg: Good signature from "Amazon Q command line Team <q-command

line@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.

Primary key fingerprint: 9AF6 0417 E827 42C9 143E Q3EC 50DC 7A8D C24C 5667

(® Note

Aol M o7t ol & =l X|eF EX7t 2IX|= eE&LICH o]l e 7HR PGP ZI(E

Ho
XTT

& 1)

o BHEE Amazon Q PGP 7| Atojof &lZ| A[Qlo] ¢i7| = o] -5t ZIIL|C. RhAlIEH

L2 2 Web of trustE & Z=5tAMIR2.

unzip q.zip

2. MX| =27 A™>ELICt
./q/install.sh

ZI2™Mo 2 ol Mx|ELICt~/.1local/bin.

1. Ol =

=
= o =
2. 24 SSH & gdstELict

=0{| A Amazon QE Al

stod HH

i
i
>
0lo

260



Amazon Q Developer ALEXl 710|=

g integrations install ssh

2474 Linux &
224 Linux AIAE0|AM SSH S8 F35e{H:

1. SSH M & TWEIELICE

sudo -e /etc/ssh/sshd_config

AcceptEnv Q_SET_PARENT
AllowStreamLocalForwarding yes

3. SSH AH|AE CHA A[RfEFLICH

sudo systemctl restart sshd

4. SSH M|MoiM 422 a5t ChA| ALt
5. CtA| @448t £ Amazon Q| 21918 L|C}.

reqZl A A Y

SSHE AL83t04 A AlARIO| AZE! HEH0|AM Amazon Q LA 3 & ZEI0|MEJ SEEWH R O
AX7HEEE Moz CIME £ &LICH

connect to /var/folders/tg/ulvx4xfmvgav@oxfasdzfknaxiwmbsbr/T/cwrun/remote.sock port -2
failed: Connection refused

QEE =X|5t24{ SSH MME ZE25t10 CHA| 9435 7HLEF Amazon Q LIATE Z2I0|QIEE CHA| Al
EHgFLct.

i
i
>
0lo
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=X &2

L

SSH S&foll X7t ¢ dst= F<2:

. AAEI| SHE HT(RZE £ musl)E AHE35tD U=X| =l

BIEO|H ol EReHX| 2f2 32 BEEE Amazon QE MHE + JU&LICH

1. Finderol A o Z2|70|MH EHE LIC}
2. Amazon Q OfEZ2|AHo|MHE Bt&LICH

3. OHEZ/7IolME FXISSZ Eellast7HL 0L 2LEZ HES E=Ist L "FXIS2E 0|5"E

Meigtct

4. FX|SE HISHM7AH7} 22 FLICH

Ubuntuoll A B EE Amazon QE M| 745t24H

1. apt W{7|X| 2r2|XHE ALEst0d T 7[X|E M 7HE LI

sudo apt-get remove amazon-q

2. UMHX| 74 otdE AR L

sudo apt-get purge amazon-q

HZEE Amazon Q Developer C|HHZ
23 E - Amazon Q Developerol| 2|7t 9= HLE A3lq doctorsto] YEHEQl 2EXE Alwdst T
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Amazon Q still not working? Run q issue to let us know!

# Everything looks good!

$ g doctor

Amazon Q Developer

T
N

J4

I—I__o

FL|CH o

745
==

ZEZEO 2 EXME S

3
tod HOE EngfLct.

OF =
LS L—

©°

AHE

A

g issue
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T

LICE.

Toll
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H2IZ0{l Amazon QE At
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KIo
ol

o CHA| RIF 8l EAA2.
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g login

AlSH

ol

P~

(o]

o
LHO

Kl

<0

oi
LHO

LICtq doctor.
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g doctor
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Amazon Q Developer

AS

w0

Z 0| A =

LN

LN

E{0'2 0l M

=
=

Amazon Q Developer CLI

i
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<k
ol
X0

ol

CH.

=1

Kkl
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=
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LICH.
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=
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o424
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Amazon QZ & MMS A|ZHSHE4H chat

$ g chat

L|c.

t7HLEE & LICHCHrl+D.

5]

/quit

LN

n
iy

O

w0
R

BHAl) = AlZ

b 42

ME MM Soll Ar8e

=
=

Amazon Q

m0
fall
w0
K

Command

3} AE} 7IX{27]

JSON I 2oi| A CH

/load

I &EHE JSON mAUZ LHE LT

CHs

/save

/prompts

/usage

Amazon Q CLI MM Lol & 2

ctrl-j

T X| 244

ctrl-k

/editor
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Command
/help
/issue

/model

/quit

/clear
/reset
/tools

/acceptall

/profile
/context

/compact

Co HE 2

/tools BHE AIS

#eElg = A&LICH Ol

7 Y

Command
help
trust

untrust

5104 Amazon Q7 A|ABRIOIM EHS S35t O A
&all Amazon Q7t =& E = UE PSS HMEH

AME ISt RS EAlst K] AT Mol ALEE ZEE MEfE

M Mol ZHE 7|S S K[SLICt.
3to4 O|™M HIAIXIE 25 R[ZLICt
Amazon Q7} AP E = e =7 & = 3o cist HEtE B elghLlct.

A-EEIX| f 2. Amazon Q7 A|ARIOIM At s [ SRl ZEZE

E HIgdstgfict,
Q Developer B&oi| CHet Q Z2 L B2|LICtH

Amazon QUM AL E + = HEHEAE HEE grE(gfLch

CHE 7152 S Sotn S 5E g 7|5l E38 EAIRLICH
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Command e
trustall DE 7 E AEELICHAIR SE/sE 1 S4)).
reset DETFRE 7|2 HEt £F0 2 MAEMELICE

DE Do CHEh X HEF d-E 2o

$ g chat
Amazon Q> /tools

T Hetolls ChSat 242 5 7HK| &Ef7 /&L

EE

2 Mol cHet & =& A Z[etHLE MZ|5HK| Bk

Amazon Q> /tools trust fs_read
Amazon Q> /tools untrust execute_bash

> /tools untrust fs_read

Tool 'fs_read' set to per-request confirmation.

> /tools trust fs_write

Tool 'fs_write' is now trusted. I will not ask for confirmation before running this tool.
> /tools

Current tool permissions:
execute_bash Read-only commands [Default]
fs_read Per-request
report_issue Trusted [Default]
use_aws Read-only commands [Default]
fs_write Trusted
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rin
H
el
i
ok
o
=2
el
ull

(M8EIX| &t = /acceptall B0l 3 /tools trustall)E AFE5t0 2

g s &Lt

Amazon Q> /tools trustall

/A Warning
E A8 ™ 2#0| /tools trustall [FELICH AHAMIEH HEE 2ot 28 ol & Z=5H4
Al2.

> /tools trustall

All tools are now trusted. I will not ask for confirmation before running any tools.

CHE olOlX|= CLI =77t 25 7|2 A2 el mfe| 4EfE ZEoiFLICH

[~ /tools

Current tool permissions:

- execute_bash Write-only commands [Default]

- report_issue Trusted [Default]

- use_aws Write-only commands [Default]
fs_read Trusted [Default]
fs_write Per-request [Default]

Amazon QUM Z7|[E2Xo 2 A28 £+ e EF & Ch31 Z &Lt

AN 7tset =7

= ME

fs_read AABM ot CIHEE[E & LTt

fs_write AMARM oS M5t g LICH

execute_bash AAEIO|M bash BES A= LICH

use_aws AWS MH[AQF &3 2&35H7| ?[al AWS CLIE E &8 LICtH

2
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n=1
rEE
MO
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i
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ok
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o
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r
[ul
>
=
2

report_issue

et 267



Amazon Q Developer ALEXl 710|=

Amazon Q= BA|M HEH0| gl= T E ArSsted 1 ot Tidety| ol 5218 @ HELICH HYS
oy A H (o)

&8 FE HESHU LIHX| MM 5

« AM2| fs read: Amazon Q7F ZEH|O|AE EFAHSH |9} ZFO| ol gio| It oI & St ALY
LIC}.

o AMZ|fs write: TEMEO|M I ZO 2 &5t T Amazon Q7 U S MM HL £X™5t= Ol =
20| E|= & slede 4

* Untrust execute_bash:

_m> —|o

« EAluse aws: o] 5K

Amazon Q7} =7 & AFESIH AL &2l A= HEHo| E AIELICY.
[Tool Request] Read from filesystem

Reading file: /Volumes/workplace/amazon-q-developer-cli/crates/q_cli/.gitignore, all lines

X
y/n/t

4
HuU
R
fu
H
ok
mjo
ﬁ
n@
4>

q chat MM A|ZHo] & T A&t
Options:
-a, --accept-all (Deprecated, use --trust-all-tools) Enabling this flag allows the model to execute
all commands without first accepting them
--no-interactive Print the first response to STDOUT without interactive mode. This will fail if the
prompt requests permissions to use a tool, unless --accept-all is also used

--profile <PROFILE> Context profile to use
--trust-all-tools Allows the model to use any tool to run commands without asking for confirmation
--trust-tools <TOOL_NAMES> Trust only this set of tools. Example: trust some tools:
'--trust-tools=fs_read,fs_write', trust no tools: '--trust-tools="'
--verbose. .. Increase logging verbosity
Print help

THEIM AMEVE 2 M=

Amazon Q7F ME MM S0l 2o SEHSI= O A 8e DS MEfE £+ &LICH ME MME AIE
g 7|2 20| MME|MH, Amazon Q7 X|HE Mo AFZ5tE RE S HZASH 7L 2 E AM|4Mof 7|

B 2Ys 9y & st

* Claude 3.5 Sonnet

EERE 268
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« Claude 3.7 Sonnet(Z|£%})
* Claude Sonnet 4

o|O] Al=tEr &M M40l Amazon Q7 At8stE RS HBStE{H /model BHE AASELICH

M ALE 52 2E2 X|HElE RE S50l ZAIELUCH RS HEsIEAH A4 E 7| AL8sto1 5
£& 0|Sst1 7|2 =01 M Enter§ M=45t0o4 MEHRFLICE

MEfet mE2 MY MM 7|z SoF E= HEE WK R XIELCH M M&ES AESHE Amazon QE
7|2 2EE CtA| AEELCH

Tt HYES M S50 5 ZEE ME MMS AEE = USLICH XIRElE 22O ol & --
model SME F7tst0q M4dof aig ZEE MASELICH

i

2l O|& 2 Chs A2 2 ASsHok & LICH

» claude-3.5-sonnet
 claude-3.7-A4

* claude-4-sonnet

MEEt 22 M MM 7I7t SO s WHEE mX| RXIEILICH A M&S AISHSHH Amazon Qi
|E EI:—Hc> |_—_|.A| A|-9°FL.|L__|-_

AME MMl 7|8 2d MY

_l
= =2 O

Chs &Y o S Al

[

2 AZE M Amazon Q7 A8 6tE 7|82 REEE HEE = U&LICh

Ojo
fjo
ol

At

00

g settings chat.defaultModel <model name>
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¢ claude-3.5-sonnet
 claude-3.7-24l

* claude-4-sonnet

Amazon Q= & ZE ME MMe| 7|2 RE =z e ZE S AASELICH O|Tof| dHE LHE A
8oto] &Y A MMol Chsf CHE RS dEE + &Lt

Conversations

ot

/compact BH2 i3t 7|82 ¢

fjo
Ay

st A =E OfE 7|52 £E32 EAIELICH

CHst Z|Z o] At ZO|7t St of 7t K| Amazon Q= CHEl 7|15 0| L& 2 LEHLHE 21 HA|
X|& M3 LICct/compact.

- what is rust in 18 words

Rust is a systems programming language focused on safety, speed, and concurrency.

- why is rust famous in 180 words

Memory safety without garbage collection, performance, and zero-cost absfractions.

- why is rust used by gamers in 18 words
Rust isn't primarily for gamers; it's for performance-critical systems development.
» fcompact ——summary do not mention anything related to gaming in the summary

Compacting conversation history...
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¥ Conversation has been successfully summarized and cleared!

CONVERSATION SUMMARY

## CONVERSATION SUMMARY

#* Definition of Rus t programming language in 18 words
# Reasons fTor Rust's popularity in 10 words
#* Clarification about Rust's primary use case

## KEY INSIGHTS _

# Rust is a systems programming language focused on safety, speed, and cifi:pcurrency

* Rust is known for memory safety without garbage collection, performance, amd zero—cost abstractions
# Rust is designed for performance-critical systems development

* The Amazon () Developer CLI project contains 21,807 lines of Rust code

# The largest Rust file in the project is src/cli/doctor/mod.rs with 2,344 lines

This summary is stored in memory and available to the assistant.
It contains all important details from previous interactions.

CHEH X[&

Amazon Q= CHEH 7} S El= CIREE|E 7IHe 2 TiEHE 7 + A&LICH 0|F0i Amazon Q%
AMEE CIMEE|Z Sot7tH Qoll sl Chet 7|58 RIS 2 ZEStE 5 X|AlStod EES HEsHA

A& =+ A&LICH

CIMEE| 7[8 X|&d

e CIEIEE|oM *Z MBSt < Amazon QE M CHRHE AR LICHKIEE ZEIAE T1Ed),

23Xl CIEE 2ol T3t E BAIMe = Ri7istedH Che S AFS LI

$ g chat --resume

« /save [path] - #Xl{ CHEIE JSON mlof| K& &FL|Ct.

e 7|& IS Ho{rM--forceB{™ -f EE= F7}
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« 0 Al: /save ~/my-project-conversation -f
- /load [path] - O|Toi A{ZEl JSON It UM CHSHE 2= L|CEH

« OAl: /load ~/my-project-conversation.json

@ Note

/save H /load BE2 CHat7t Hel dEE CIEEEQ SRMez X SHLICH CHEHE 2
g MY E CIEE2lol 2tAgdo] 24/ CHEHE CHAIEHCHE Mol f2lstA2.

Amazon Q= AMT MMM X7 o|0|XK|E EMst EEE + A&LICH O|0[X|
1A

=
=
Amazon Q2 SR = UE

o{M E7{Lt o|O|x| 2E2t &M fs_read TTFE AL 510 |Ct.
o[O|X| BoiM =7|
Amazon Q2 O|0|X|& SFst= 7H& ZHEHSH &2 O|0|X|E HOld #2e 2 2Y Zoict == AY

LICt. o|0|X|& EOld=z Eeiaste B2

1. O|0|X| BRI} ZEZEN AIs52o2 AFQ=EILICH
£ F7}5t04 Amazon Q7 O|O|X |2 =&E = of Cist HAHAEE XMSE = U

2. O Chg BMAE
&Lct.

3. Amazon QE O|O|X[& *E|stn 2EI=0f e SEELICH

ol Al

Amazon Q> /path/to/architecture-diagram.png Can you explain this architecture and
generate sample code for implementing it?
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o|O|X|2t &7 fs_read AFS

T E AI235t04 0|0|X|E HAIMOZ fs_read 3REY & U&LICH
Amazon Q> Can you analyze this screenshot at /path/to/screenshot.png?

Amazon Q= O|0|X| el 12 & ) o|O0|X| 2=} &7H fs_read At 2 XIS S 2 A|QHELICH.
O|O|X| AFE AlE|
Amazon Q%} O|0|X|E B RSt= UMl AL AlEl= CHSTF Zr&LCt.

. 27l 22 913 27 HAIX| 22215 4
. ot7I=4%| Coloi1 g

« UVUX A =29 & s

. =ME Ols) W g maElFoR Wt
. Ol0|xIZ B8 ES

+ Aol ChEt 7|

r

KH=lE A S AMeEr ALY

e

X|E|E ol0|X| @Alol= JPEG/JPG, PNG, GIF & WebP7t Z&EIL|Ct. 0|O|X| 2 7|= 10MB O|2t
olo{of 5t Bt @™o 2 %|CH 107H2] o|O|X|E B &

o4

210 2404

—

P
0

I-_g|

I
o

P C

M
|0

ol

T

2/t A E o B7H| DA T O|O|X| A
« Amazon Q7} O|O|X|2 £=38H& &-odoq| CHsH &40l K|

2
- STt Ctoloae| ¢ FIF HHAEE XMSst= X0l E&LILCH

r

OF md At A 2 AR

Amazon Q= AlAHE T AWS E|AAE +HY + e 2 7SS MIELICH 2o HFE olalist
T2 AREE 2T IE-|°F 7lsg st H A& ete ol == ol ELct

Hot 2/ ol

Amazon Q€ MEE ME CEn 22 &XHA 2ot 2= folstMe
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A

afiAdstod o5t x| &f2

S OIR|7HLE HISO| &

2 3|/acceptallstE /tools trustall =8

o
lo
4
2
2
o
2
rir
n
0jo
[

/A Warning
AWS = ZZ2HM #Z0|Lt 218 OIO|E & 2lAAR &8 [ /tools trustall &
/acceptall 2EE A5t A& HEELICE o|2{et 2=} &d3tEl B Amazon QO]

MA8sts BE Be AbgALel MLt

DE &4 Sl Uet oy, Z2tol8! 7|, EE £ 7IE 7|2 HET (= #F0AM Amazon QE At
ot B2 Ch& Bt =X|E #3¥st= XWo| E&LCt
ot HAMA A
7|2X 22 Amazon QE Of'H HEFE FsK| o1 IHUE eiE & JU&LICHfs_readE 7|EH2
2 AEE £ UF). Bl e 2 Eo| B2 CHE S& 2 Mete = &Lt

Amazon Q> /tools untrust fs_read

O] MM E AF&3tH Amazon Q= IHYE 7| Toi| BA|IXM HEtE @ ™-ELICt 0|& Sl MM Sofl
Amazon Q7 HMAE = U= IHUS MEHMOE Mo = U&LIC

H of
—

1B ALY
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& A5t AT ZIEO F7bsto{0] MHE WTEE 5 UL
echo 'alias g="q --untrust-fs-read"' >> ~/.bashrc

Ol A stH ZE A Amazon Q M|MO| AZ|E £ fs_read §i= 2 AR E|2 2 0} HA|AO CHE
BAIR HEHO| H Lot

i
0l
0%
i
rr
ini
o
m
N
Hel
oo
m
Ral
el
rlo
r>|
0o
;
rloll
ox
=
x
>
3
)
N
o)
>
[®)
Pl
0lo

/tools untrust use_awsdt7|

=
=
. ZRME FAS ASstol Hot XI3 U AE O HEZZHE T AS)

ok
T

Jtools trustall2 tF5HH| Al

P

2 O3 ot AlelE

ol
rir

E™M I EZ /acceptallol CHEH /tools trustall EEEE ALE35HOL

et 2Ee x|As6HM2.

« JHe EE EHAE BEME AFES T Z2EM Bt E0HE AI8EHR| S
X

« EX z40] /tools trustall CHEHATH EAI3I8 CI2E AF25t0 FA| HIE M3} /tools
resetstod 7|82 #HEto 2 Sofziuch.

o 243557 ™Mol 528 O|O|E] ¥8d /tools trustall

« /tools trustall7l EMsIEl B =4 HEICZE AWS Xt SH ALS

« /tools trustall7l E4stz|o] U= SO Amazon Q7F =&8slE ZE g Fo| LA ZLE
2]

A8 = 7|2 HEt dHoE Eob7igiH AHEE BHE /tools trustallAbSELICt

Amazon Q> /tools reset

Ol stH BE =7} 7|2 HEt +ELR E[EE|1 7|2 M2 E fs_read AMZEE #EF J&LICH
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CLIOM HE 7| H AFS

Amazon Q Developer CLI= #5t= HIAE HETV|E Hol S ZFEZEE 79d8l= /editor B
Y MIELICH ol o{{ E ZEZE, FE ofd| £ EES MBS M8t ofF 5t dRol E3
sSeLct

(o)

o

—_-

b

J|HAERZ HEJIE QL

-

/editor WHE AFESH Amazon Q= .md EE X7} Q)

=
HEYIE o ohg, BEYIE MY 28 I 2HAE 91

MEst= HEV| HE

Amazon QE A|AEIO| $EDITOR &3 H4E AF235l0d @ HEIJ|IE A™ELICH MYEIXR| gtodH 7|
22 Aulchvi.

Al DA M2 sl )

23/l B0l Mol CHsi B HEITIE dYshidE:

ol

$ export EDITOR=nano

AT M

MM Zholl HEZ| 718 dEE KIGotedH A 74 ool LHELUZ| B

[e]]}
mo
ol
N
o
r
ful

# For bash (add to ~/.bashrc)
export EDITOR=nano

# For zsh (add to ~/.zshrc)
export EDITOR=nano

# For fish shell (add to ~/.config/fish/config.fish)

e
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set -x EDITOR nano
T ntedg WES = 0|2 CHA| AI&FSHHLE S A AFLch

$ source ~/.bashrc # or ~/.zshrc

e vi EEE vim - Vi/Vim EIAE THE| 7|

=
« nano - Lt BIAE WET|(ZEX £I8H™)

« emacs - Emacs EIAE THZ! 7|

(® Note
GUI H&7[e| -w Eeia= mtdo| B E W7 x| E0['dE tH7[stA st22 S ErLICH

A= Hied
1O O H=
/editor HH2CIS HIEZRE L|CH

. /editor HHE M%ﬁ'.:‘_:'

. X|IEE HET|7to|

R >
3
Q
N
@]
>
o)
r
3
o
19

2
A
N
30
rr
ne
Pl
El
ne
mjo
0z
0%
]
r
ful

E 2 Amazon QE & EL|CE.
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of: IE &Y L K&

e

El7|2 Q/editorc{™E l2dgtL|C}.

—-_=
2. WEI7|0|M Python A3 R EE XtAEHLIC.

def fibonacci(n):
if n <= 1:
return n
else:
return fibonacci(n-1) + fibonacci(n-2)

# This function seems inefficient
# How can I improve it?

3. HEZIXME X ET

4. Amazon QEO| MA HHIAEE TEZEZ £AI5tT0 T E JIME Q8 Nete 2 EHLICE

- IE HE 7IMH27|

- EM3 2%

- SYEtIAE FE LY

- CIHE 2ol Chet AHAE XS

CHHE Amazon Q CLI /editor &1 AFfotH BHE0| EW O ZSHELICH CHE2 HLEZE
Met7| elet B 7hx| A8l =Lt

/compact0i| A /editor AHS

/compact BB Amazon Q 8E S O 7t A5 BHELICE Ol g2 £ 2MQl 3= HEof AMes
L|Ct.

Amazon Q> /editor
# Write in the editor:
Please review this Python function that calculates prime numbers:

CHE HwH@D A 278
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def is_prime(n):

if n <= 1:
return False
if n <= 3:

return True
ifn%2==0o0rn%3-==0:
return False

i=5
while i * i <= n:
ifn%i==0o0rn% (@(i+2)==0:
return False
i+=6

return True
# Save and close

Amazon Q> /compact
# This makes Amazon Q provide a concise code review

JOIC|E{E /context2} EH At

/context BUE Tt HUAEO| TS FIFEHLICH O] ZES CH THYUS A ZsHe T=8 MY

ot= ol #S&LCh

Amazon Q> /context path/to/config.json

Amazon Q> /editor

# Write in the editor:

Given the config.json file I just shared, please help me write a Python function that:
1. Loads the configuration

2. Validates all required fields are present

3. Returns a validated config object

# Save and close

/clear@}t & 7H /editor AFE
/clear WH2 A CHSIE A|RELICEH Ol ZE2 FAE ™EE M ==0| ElL|C

Amazon Q> /clear

Amazon Q> /editor

# Write in the editor:

I want to start a new discussion about AWS Lambda cold starts.
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What are the best practices for minimizing cold start times for Python Lambda
functions?

# Save and close

CHEA| CHEFO]| /editor AFE

Ol /editor BE2 AMEE motct M HA| ItUS HHEELICH CHEHOA] 048] B AtE3tod o] 8F
o

o o
S A
g loz o 4 AL

# First use of editor for initial complex question

Amazon Q> /editor

# Write in editor:

I need to design a database schema for a library management system.
Requirements:

- Track books, authors, publishers

- Handle member checkouts and returns

- Support reservations and waiting lists

- Generate overdue notices

# After getting Amazon Q's response with initial schema design

# Second use of editor for follow-up with specific implementation details

Amazon Q> /editor

# Write in editor:

Based on your proposed schema, I have some follow-up questions:

1. How would you modify the Member table to support different membership tiers?

2. What indexes would you recommend for optimizing checkout queries?

3. Can you show me SQL to create the Books and Authors tables with proper
relationships?

Ol M WAl oS HYEF0| ZE LIS S LY LR ¢10| O/N ChEHE HAse STE 54
2 MBS BHE 4 ks ZULICH 2 HE7| MM Amazon Q2| OIF ST 7|HO 2 sHe A
2 RS PHEY £ s Z2T HA XIH MoiE MIE LD

/profile0d| A /editor AFE

A
3

Jm

of

e

E7IE At8st7| ol CHE ZAHAE T2 E=Z TetefLich

HO

Amazon Q> /profile set aws-developer
Amazon Q> /editor
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# Write detailed AWS-specific questions that benefit from the AWS developer profile

context

JHICIE{E /helpt BTH AFE
HH SMO| CHEH & 2E2= B /help O|ME AEE + U&LICH/editor.

Amazon Q> /help editor

# Review the help information

Amazon Q> /editor

# Use the editor with better understanding of available options

1. E™ njUg 2 Z5loF 3HE /editor B2 /context O[O ALS

2. S&et 2ol cist 7t 28t 8E 2 Hot= /compact B /editor O[O AFE

3. ¢S M2 FHNE AIEHE /editor [ /clear 0| A

4. & B E LB Edslof 5t =S &3 HE[THE ChEtof 0421 /editor MME AFSELICH
5. /editorE& Ar&3t7| Mol M| T2 EHE 1245t04 SHIE HEAEH JU=X| ElFL|Ct
B0l AR 93t &

o MBEE TRV 20| Kl SEE ZEZEN HET|ALE

« MAF E0iMT[7} U= ZE oA ZF

- HEHt MMO R 03] RECE LYE EE 78

- L2 X E ol Ot 3CH2 G4 A8

- Bloelg XEHSIH T2 EV MEZIK| et&LICH

=Xl sHZ

=
- EOId SE: cuIl HEZ|el 32 thi7] EeH2(o: -w)E ALSstok &Lict
- 2EIRJIMEEX S BEYIE 7| Mol oS MY =X gl
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Git BlEx|Zl2 SeIg o Q CLIS| BHX| 371 Gitg elMsto R HlAsol shet g o 2
Mt F7H 4+ UBLICH 0] 752 A3 Git | XIE B0 YOI U WE T Agstn
Zare 4 gLt

Git Q4] M= 5H5 Al

Git 914} Hx| #7|= BIZXIE (0| Git 29 A2 S Elo] Y 1Y M IS S B

Ct.

SIZX|E2|M Git X ntdg QIAIELICE
o mUut EA Git AEH EA|ZIE EAIELICH
(o]

=
- Git 7|52 7|82 2 e ol M =2 X|H

/context add

3. X[ &7| QE{Ho|A0l= Git El EAIZ|7t /= ElZX[EE|Q| ool EAIFLICH

« M- YE I

« A-Thd FT}

-« ?- FMER| g oY
4. HMI|Eo LR 2 Git §EHE AHE5to{ ot e TERSIZHE YT LICH
5. SH&tE 7|18 AFEStod BIA4StT Enter 7|18 £ ZHEAEO| F7HE ntelg Medgh
Git Q14| MEfg 2|3t &l

- AMoilM Git Bl EAIZIE A8 Sto 2 HE[HLE FHEIX| ot TS WHEAH & E + U&LICH
=

=
« HX| #7[= Git 7|0 =20 +HE ool M &=2|& XIFg LI
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.« Gitol A R A8 k(. gitignore® S3H)2 0{T15]| A
C}.

ok

= UX|BF Bt 244 =217t sHA|EL

HEIAE pg|Q Z2L

Zz=2 I gl HEIAE 0|3
A& 35tH Amazon Q Developer CLIZF AFE AL 2 A|AEID &5 2 &5t= nRet YHE
AE MNE 7hof Mete &= laL|ct ZHARIAE 1 ol= Amazon Q
FE3HEl 82 MBdts ol Ar8stes Y A3, Z2ME N HE E£= 3Y
st ol
= AA

=
&Lk

my
Hu
e
r
Jm
[>
|m
H
rin
I3
Hu
5]
=
Al
0l0
m
rir
_lT_l
e

MZRTYS F75HH 18 AIAHOIA HHAET} QoD Sy ZRIHU0| YIEZ W
ZHAN DRE YACE SAET 45 ABHEE s THY WEHS XY £ JaLic

& So{Ct5E Y4 + U&LIch

« infrastructure-as-code X|&0| Z&E "H|2tE" T 211
« Python 2 E&EE AE5t= "python" T2 It

e Java Eh;':-.' A|'E=”7|' ;‘T’;?:, E|_| "Java“ .\.LE-UJ

ZEEg TErstH Amazon Q7 Zf CH3to M O|2{E U E +F2 = X|HstXx| A1 SEHE MSst

EHAEE WEHHEY = UA&LICH

rr|x
L
Rl
olo
9'|_|
rr
r\u

YBE E= /profile BHE ALE50I ZZEE 2 = /context profile JU&LICH

Iprofile BH AIS

i
e

/profile HHES ALE 3 Amazon Q Developer CLIOIAM CHYEH ZARIAE T2 0el2 B0
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0%
ol
2
>
olo
N
or
ro
|
HU
1]
Ji
Jju
o
kH
>
[t
r
o

Ql4= Q10| /profile HHES Al

g chat
> /profile
Available profiles:
* default

dev

prod

staging

nE
H

MEgd Z=zHe LIEFLICH

rir
¥
ok

(*)
s

stedEd Z 2 o|§ 2 XIEELICH

n

rin

P

M

=3

2
o

g chat
> /profile set dev
Switched to profile: dev

HEAE T U2 Ch3t Fol Amazon Q7F TE4E ME7F T3HE 0lacte UlLict of7ols =2
ME Q7 A, 2T EE, Y 72 £ Amazon QUF O} BEM0| 52 SEE MEBste Ol £8
| &= 7|Et HEJ} ZEE £ Q&L

g chat
> /context add README.md
Added 1 path(s) to profile context.

EEEEICPNS YR

jo

FIHAHZE Z2E|M AL 71S) --global EZ2i3E AFSEFLICEH

g chat
> /context add --global coding-standards.md
Added 1 path(s) to global context.

glob {EIE AL stod & ol of] WS FIHe = JU&LICH
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> /context add docs/*.md
Added 3 path(s) to profile context.

g chat

> /context show

Global context:
/home/user/coding-standards.md

Profile context (terraform):
/home/user/terraform-project/README.md
/home/user/terraform-project/docs/architecture.md
/home/user/terraform-project/docs/best-practices.md

HelAE HA

B g

HEAEOM LS MHEHEA™ /context m BWHS AHSE

g chat
> /context rm docs/architecture.md
Removed 1 path(s) from profile context.

ZE2H HHAEO|AM It U S M7H5E{T --global EEIE ASELICH

g chat
> /context rm --global coding-standards.md
Removed 1 path(s) from global context.

HEIAEO|IM R E It X|RE{H /context clear HHE AIS

g chat
> /context clear
Cleared all paths from profile context.

Z2YH AHAEE X|R2{H --global £ E MESELICH
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> /context clear --global
Cleared all paths from global context.

Amazon Q= 2ot X|& L AXEtE Holg = Ue ZENME =& {32 K|YFLICH o2&t 722 =
EME .amazong/rules C|HEZ|o| Ot3CH2 mpol| Ho|x[o{ [U&LICEH

o€ E0{ LSS KIHste HEIE g8 = U&LICH

« Amazon Q7} M| ASHK| Stotof 5t= CIEE 2|
. MAME| FCof CHE Ho QF AFE

2
- AT EE L ZYH AR

/context add BHS AIE35l0 ZHEIAEN Z2ME B3I F7I8 4 Q&L

g chat
> /context add .amazong/rules/*.md
Added 3 path(s) to profile context.

S2H HHAEN Z2ME 2 Ftslod ZE Z2 o HEE T J&LICH

g chat
> /context add --global .amazonqg/rules/security-standards.md
Added 1 path(s) to global context.

ZZHME 73 Mo 2 ALEo] ciEt REMIEH LI 2 IDE M- A 2| Amazon Q Developer ZH 204 AL &
2E| AA

=
| dE2 HERSAMR.

27 AZOl M THE o2 Z2MEoM Bsts 9 2 Z2Meo| i3t Z2THUS MaY 4 9
&Lt

g chat
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> /profile create project-a

Created profile: project-a

> /context add ./project-a/README.md ./project-a/docs/*.md
Added 4 path(s) to profile context.

> /profile create project-b

Created profile: project-b

> /context add ./project-b/README.md ./project-b/docs/*.md
Added 3 path(s) to profile context.

O CHE Z2ME Zhof o|S e M Z2ut Zhof Mehe &+ l&Lch

g chat
> /profile project-a
Switched to profile: project-a

g chat

> /profile create backend-dev

Created profile: backend-dev

> /context add backend-standards.md api-docs/*.md
Added 4 path(s) to profile context.

> /profile create devops

Created profile: devops

> /context add infrastructure/*.md deployment-guides/*.md
Added 5 path(s) to profile context.

HEAE $3 A

ZAEIAE 3= Amazon Q Developer CLI2| 7|S2 2, Q Developer2t Q| CH3t0f| HEHIAEE XSS
Z Aelste Ol AFRE £ QUELICE /context WHOE HEAES $£E08 FJIste 4l HEIA
E 3= Y2 Aty 2232 ZHHAER ZEELICH

Q Developer CLI= F 7tX| 80| ZHAE £3 & X[§ELICH
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3
>
oo
pal
=2
Rl
Ral
Hu
i
>
(i
I
r
[ul
M
iy
rlo
ro
Pl
3]
Of
|H
m
=)
o
ol
N
kil
r
[ul

HEAE 23§
Q Developer CLI2| /context hooks BHZ AI&35t0] ZHAEHIAE 3 & #el& = JU&LICH

=3 57|

[K

224y

EUsFERFOM FHE ZE FIE Hi{H:

/context hooks

WS HA 2T W F2Y +F0f s THE ZE 33

i
0
m
ﬁ@
0x
Loj
il
kA
rr
o
Mk
0x
l@
i
o

<Hds
AEE shell Y
224
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=3 M
7|&E HHAE 238 HMHSHEAH:
/context hooks rm <name> [--global]
F3 g3 £ "Mt
SY 38 st
/context hooks enable [--global] <name>
Ed 3 E HlgdststedH:
/context hooks disable [--global] <name>
2E £38 FAsEAT:

/context hooks enable-all [--global]

0d-

1L

RELET:

utok

Hi

=1
/context hooks disable-all [--global]

rin
o

=2

Example git &Ei £3 F7}
/context hooks add git-status --trigger per_prompt --command "git status --short"

30 cigt ==Y 27|
F3 HYof CHEt RME =2 LS EAlStE{E:
/context hooks help
T4
CtS RRIIM T3] 7EE =T = ULt
F37F M2l F:
ZEIAE 3 #g| 289
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~/.aws/amazong/global_context.json

F37t 20t 7|l F2:
~/.aws/amazonq/profiles/profile-name/context.json

AtE Ated| oAl

CtS Mo ME HEAE 30| UBHAOI AFE At E E0{ELIC

Git A Ej

Ol 3= Z ZEZE Y0l git status --short WHES M35 Q Developer2to| CHzto] &2
2 Z LI o|Z M ot T ol CHall EE2 k7Lt git B =20| 2R & [ Q Developer7t

2 : A
git ZIZX|EE|2| X &EE olslistE ol ==ol Euch.

F3E FItotoq CHEt AR Al Z2ME HE S EAIELICH

/context hooks add project-info --trigger conversation_start --command "echo 'Project:
"$(basename $(pwd))"

Ol F3= Cish AISt Al 8 MHE|H HHAE O #A) ZRME 0|SS X

Al FeFLICH olZE A &t Q
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F 7HK|

ol

7

q

1 OIE{H| O] A 2

Il M=%
= 2o

to{ 2124

5

g settings

AlSH
=

LE

GU

A xS
= O

tod WHZE0IM Y Amazon Q

)

S BEE M8

Command

M% GUI QIE{H0|AE dLCH.

g settings

g settings all

SA0] X|EE JSONe = 2

g settings all -
f json-pretty
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Command =LS
q settings open 7|12 WEZM Y otdS FLct.

q settings [KEY] 5§73 dE8 E7HLt d™ELICt
[VALUE]

q settings -d Y ddE ArAELc
[KEY]

q settings BHE AISE M £3 FAE XY = U&LC.
q settings -f [FORMAT]

Al
=.

A& 7t

or
rot
02

o
r
o
E

 plain: Z1tE OI3ACIRCRE &3 ah).
* json: Z1E JSONLE £=

= 1
« json-pretty: ZotE Al0| X|HE JSONSE E24FLCt.

7|E} Amazon Q CLI &

Amazon Q= MM 2| o= CIE B2 HHEE 7Is 7<1I+°F LICtH AFR 7Is8t 2E WA} sHE ¢!
+0f CHEt ZZ MO T = MMHE BT R5HMI2Amazon Q CLI & & =X

g [COMMAND] --help

Amazon Q CL| &3 &t x

O| MM H= 2 & Amazon Q Developer CLI & =
| & =& AFE5to ZF HHO| AEE = U= SMt sl 22 OlsHE LICY.

O

HHo| =F0| ER5tHM --help ZECHE A & JU&LICH

q [COMMAND] --help
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A
xod elg

CIS QlE& 2 E Amazon Q CLI B0 AFEE £ Ql&LCH
Mo ol
Rl T Al ME
--verbose -v EZNE HEE =EILICH 20 XHMlE £33
?IsH gr=g = UZ: -v, -vv, -vvy, -vvvy
--help -h B0l CHEt E2Y HE EA|
--version -V ™ HE T Al
--help-all 2 E ot BHo CHet =2 UM
B

CE MMM = 2 Amazon Q CLI -1t AFE J7ts8t QI8 MEELICE

Amazon Q2 CH3tE AE MMS A|ZHEFLICH 519 BHE2 X[H™SHX| o™ q 7242 &LClq
chat.

__I.L

A

g chat [OPTIONS] [INPUT]

Q#ME ol

ol e "HA AT

--no-inte CH3ls 2= Q0| STDOUTO| CHEH &4 |l 2

ractive =S CIMELICH E AIESIX| A St ZEZE
I EF AL Het2 236HH AIf--trust-a
11-tools #fL|Ct

--resume =T o| CIEE{2|oflA O CHSl RH7H

[l
192
ro
4>
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A
ol%

2]
rlo
0%

>

x

Cl

AL

2H | = O
--profile MEY THEIAE 21t
--trust-all- DEo| #Helg st ZE =T E
tools oto] BHEE A= 518
--trust-tools XEE =7 EEe AZ[ELcH HE2 FE2E
7 0|l SE2 M3 ELICH oAl: --trust-
tools=fs_read,fs_write .ET7E
2|5 x| o E{HE A ELICH --trust-t
ools=
INPUT AN e AE(RIR] 2l=)
of:
g chat
g chat "How do I list files in Linux?"
g chat --no-interactive --trust-all-tools "Show me the current directory"
g chat --resume
g chat --profile my-profile "Help me with AWS CLI"
Q e

AIE AL835tod xtedo XIS A 7tstt A BB oz WHateLch

?.

HO

g translate [OPTIONS] [INPUT...]

Q @l4 e

[ |

ol e "HA =l
S -n e gtE Sl (<5040 7))
INPUT AHdstede HHEo| ARiedo{ B (2
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of:

q translate "list all files in the current directory"
q translate "find all Python files modified in the last week"
g translate "compress all log files older than 30 days"

Q 2A
Amazon Q2| UErMQI Mx| & 7 EME Yot TIEEfLICH

__I.L

A0

g doctor [OPTIONS]

Q oAt 2l
o|A Mo 54Al A0
T B L- O 1 = O
--all -a +d Q0| 2EE QALEI2E ™
--strict -s dnRF
0d:
g doctor

g doctor --all
g doctor --strict

Q YHI0|E
Amazon Q OfE 2|7 0|ME 2[4 HE e = AO|o|EFLICH

?.

D

g update [OPTIONS]
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Q ool E 2l

ol o2 g4 ==
--non-int -y 2ol HIAIXIE EAISHK| &S
eractive
--relaunch- AO|O|E F CHA|EEZ CHA| A|ZFEHLICE 7|1E
dashboard 22 truedL|Ct.
--rollout EOt2 AIE
of:
g update

g update --non-interactive
g update --rollout

Q Ei|of
s gtd EECHR Himol AlZA HIOHE 7t M 7L A™ELICH Ol WY AEE E{F= EU E
o| Befof FF¥ES FLct.
TE:
g theme [OPTIONS] [THEME]
Q EloF 2l
Ol MEH
--list ArE JtsEt 2E Eor Lt
--folder Elol CIAEZ| Z2 EA|
THEME Mg Eote| o|§Lct 72 A3 Hlotol= dark, light,

system (2Ix| 1)t ZEHELICH

of:
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q theme
g theme
q theme
g theme
q theme

--list
--folder
dark
light
system

Pal
o
fjo

Haiod XIS 2HA x| o

QS35 HH
Q& ot BH
oF ¢ Y ME
install Sg2 ™dxguct def HAIXIE LXI5H7| Y8t --silent ( -
s) X|H
uninstall SE S NMHELICH o Ef HAIXIE XI5t | @8t --silent ( -
s) X|H
reinstall SE2 ChAl Ax[ELICH e HAIXRIE AXIeH7| I8t --
silent ( -s) K|
status S HEE =elgrLct &= FAloj 3l --format ( -f) X|H
Q 2lztel
U2 Al BHEE0f Y LIEIL = QIR Meh( DA E HAE)E ZtE|gfLICH AtA[EH L2 BHE X|
7|5 MME RZSAR
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g inline [SUBCOMMAND] [OPTIONS]

disable

o
[T}
o
[e][]

o
[T}
o
[e][]

status

Ho
0
ok

H
0%
ot

set-customization

show-customizations

of:

q
q
q
q
q

e

q
q

Q 219l

inline
inline
inline
inline
inline
xample
inline
inline

enable
disable
status

set-customization

x
0%

Al EAIE[= eletel Mo A st

o
i

I

Qletel X|eh Hig gEt

ANEE AEX XIE RS MEfELICH MEiMo z AR X

A 7tsE AL R XY EEE EAIELICH &3 F Aol CHat
--format ( -f) X|&

set-customization arn:aws:codewhisperer:us-east-1:123456789012:customization/

show-customizations

show-customizations --format json

AWS Builder ID( &) EE= IAM Identity Center(Pro)Z& A2 38t04 Amazon QZ Q& &fL|C}.

__I.L

0

g login [OPTIONS]
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QE21Ql el
Rl LS
--license EHO|MA 3. SM: free (Builder IDQ| Z
Center2| B<)
--identity-provider A4 5Y S Z At URL(Identity Center&)
--region AWS E|T(Identity Centerg)
--use-device-flow RlIEo= &4
ClEME Melgd = gie d2d

of:

g login
g login --license free

A<2), pro (Identity

g login --license pro --identity-provider https://my-company.awsapps.com/start --region

us-east-1
g login --use-device-flow

Q 2102

Amazon Q MMM 230 EHL|CE

TE:

g logout
o| BH2 F7I 2+E ALEsHK| ei&Lich
Q e+0|

M AFEXE & Q1B & Elof CHEt HWEE EAIRLICH

__I.L

A

g whoami [OPTIONS]
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Q whoami 21

ol oo HA L
--format -f £33 FAIULICH SM: plain (ZI272)), json,
json-pretty
QEZZue
47l IAM Identity Center AbSAHot Q1Z4E! Z2HE EABLIC. O] HYL Pro AL AHEH ALRE £ Q)
&LCh.
e
g profile
Ol BH2 F7} =& ME5IX| et&LICH
Q &dd

Amazon Q 74 MY #Elghuch A gh2lol chEh AEMIE LI 2 MM E BF X Amazon Q A& +
getMl L.

?.

A

q settings [SUBCOMMAND] [OPTIONS] [KEY] [VALUE]

Q M Q1%

ol oo 4 My

--delete -d A A

--format -f £ HARILICH &M: plain (ZIE%}), json,
json-pretty

KEY 7| AE(RIR| 2l=)

VALUE A USRI =)
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Q™ ot BHE
QMY st BHE
52 EH MY
open 7|2 WEZIM MY oS Huct.
all HAM HMYEE 25 LtEgLct X[ --format M
Q zlg
T EHAEE AMMS510{ Amazon Q x| & +M EXME AT LICH
TE:
g diagnostic [OPTIONS]
Q TIE ol
Rl T g4 MY
--format -f E24 HAQIL|CE SM: plain (ZI£Z)), json,
json-pretty
--force MNetE 2T £3 2 M
Q =H|
Amazon Q I|=E8 L= M 2 1Mo CHEt A GitHub EXIE MAdgLct.
TE:
q issue [OPTIONS] [DESCRIPTION...]
Q 2A el
Rl Te 4 =L
--force -f ZHN A Ao
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ol o2 A =
DESCRIPTION =X ME(RIx| el=)
Q HH™

g version [OPTIONS]

Q B el

oJ A{0d

R

— = O
--changelog[=VERSI HZE 238 EAMELICH --changelog #AH A, --
ON] changelog=all ZE HM™ EE= &% HT™--changel
0g=x.x.x O AtS
Q mcp
D HEAE T2 EZ(MCP) MHE #algLIct MCPo| CHEH REA|IEH LI 2 MM E & ZAmazon Q
Developer0i A MCP A& 3HAIR.
TE:

q mcp [SUBCOMMAND] [OPTIONS]

Qmcep F7+
THE MCP MHE F7+5H7{LE AT L Ct.

?.

0

g mcp add [OPTIONS]
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Q mep 2l F7t
ol
--name
--command
--scope

--env

--timeout

--force

Q mcp M7

MCP T J0ol A MHEHE M 7HE LI

?.

A

g mcp remove [OPTIONS]

Q mcp 21 M|
Rl

--Name

A E

—

g mcp list [SCOPE]

MCP MEH{E Lt dEL|Ct.

Ad404
=o

M OI& (T4

MHE AlZHshE O] AFBElE

MHE Z7te
MHHE AT [ AFS
el, key2=value2

ol
=

=
S

Ad04

= O

M7 Mol ol &(H

PRI L

)

2| Erelel M AIEF AMEF Alzt

Ust O|ELZ 7|E M FHo{Ar 7|

M7HE H{ULICH SM: workspace |, global

HAP(E=)
Ct. &M: workspace , global
g 24 HdL|ch AL keyl=valu
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Qmep =5 ¢l

A
ol%

nx
0%

SCOPE

i
12
nek

Q mep 7HX{27
CHE Tt M 4 & 7hMS LI
TE:

q mcp import [OPTIONS] [SCOPE]

Qmcep 7tM27| 2l

HRIQLICH &M: workspace , global (2% 2!)

Rl MNH

--file HM M M2 72 Th(E=)

--force SQUst 0|B2Z 7|E MH Eo{am 7|

SCOPE 7tK e HAULICH SM: workspace , global ($&l 21%)
Q mcp & Ef

TEE MCP AMEHe| #EiE 7txdZLICH.

?.

0

g mcp status [OPTIONS]

Q mcp & Ef Rl

Q1% L=

--name HENE 7HXE2 MH OIF(E )

02
o

305



Amazon Q Developer

27 el
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=AM sZ8o] 8 = U

MSE[X| éﬁL—l E

Amazon Q Developer CLI=
ol 2E4E MY E|IHAWSE £
23 xl:

ot 2

« macOS: $TMPDIR/qlog/
* Linux: $XDG_RUNTIME_DIR EE= TMPDIR E& /tmp

Q LOG_LEVEL &7 B4 H3tod 23 & FMo{E

EA
=

« error: 2F HIAIX|ZHZIEZ))
« warn: 41 2 @7 HAIX|
- info: ME, 21 & 27 HAIX]
« debug: ClH, HE, d1 & 2F HA|X]
« trace: M FH HEE Z&E ZE HAIX|
/A Warning
2I o= oY F42, 3= =2 2
oM e nlys 2 2] E = Us
AWSE MEE|X|= AKX|BHCHE AR 2O IHUE SR

23 & 4™ oAXM((CIHZE):

# For bash/zsh
export Q_LOG_LEVEL=debug
g chat

# For fish
set -x Q_LOG_LEVEL debug
g chat

A OlA
‘I‘A/\Ir=||—

ful

M E248 L E 5104 Amazon Q2to| CHst L A5
&LICt olz3t Eas 24 AlAHIMPH X{EE| T

st
aa =

= = 2lslof &fLICH.
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CELR Hies Y I HHE TFHM ASSIE2 HYE SML 222 O gH 7|HE = U&L
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- B|OF ¥44&: q theme dark,q theme light%E= q theme system
- &X ElOF E7]: g theme

- A& J7tsEEIoF LY q theme --1list
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Qletel ek zre

q inline BHEE AL&35t0q 212l A|otE Mo{E &= /{&LCt.

utok

FAM3}t: q inline enable

_|

- H|EAS}: q inline disable

- &E| EQl:q inline status

« A8XH X|H MH: q inline set-customization [ARN]

« A8 758t AKX EAl: q inline show-customizations

A BB Hxs MMHE HZEQ 2etelstMe.
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* terraform

|3 Amazon Q01| 7|04

o+

5t
=

Z2™Eo| 7|04

iL

O GitHub Ol A

GitHub 2|ZX|EE|
&LCt.

LICE.

Amazon Q Developer CLI GitHub 2|2 X|E 2|

M
H

i[d

I-o;|

=

of

—

A

=
4

H

f Amazon Q for

<]

=
(=)

=

1 B = GitHub

HEHM 2Y

o

1.

[m]

309

H
1

-

o


https://github.com/aws/amazon-q-developer-cli

Amazon Q Developer ALEXl 710|=
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g issue
ZEILEO Wl A Hn U= EME dBELICH
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Amazon Q Developer0il A MCP AFZ

S HHAE ZEEZ(MCP)2 Al O{A|AEHET} QI =7 U MH|ALL 435 288 = U= 71y
EZILICH. Amazon Q Developer CLI= O|M MCPE X|HSIE2E AFS A X|H =7 & MH[A0| @14
5tod Qel 7ls2 & E £ JU&Lct

=KX

« MCP 72

« CLIS| MCP £
« MCP MH{ 2Z2E

Ol o=
s TFUIZEZE

« IDEQ| Q Developer0i| CHEF MCP 74
- F2 o|H

« MCP O} 7|Ell%{

- 3 MCP 7H'H

« MCP 78 Il o|3H

« MCP £t

MCP 72

1,7 AnE M A AMEE U

& Services

MCPE Al ZHE € B2 425X OlF AART 435 585D, 2to|= ClOIEE 7t T,
Chst T 7o Hgsti S8 8 4 &LICH 0|2 Sél Amazon QE ZREH MEo| MAIZLS 2 AA|
A5to] 4EE X[EHE MSY = U&LIc
Example MCP O} 7|ElX{ i
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I I I I
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I I I I

(MCP Host)
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Fem - R + Fem - Fem - +

I I

I I
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Fem - R e T T Fem - +
I I
| MCP Servers |
I I
| +----mmmm - b dooococooocooocooo + |
| | I I
| | AWS Docs | | GitHub | |
| | MCP Server | | MCP Server | |
| | I I
| +----mmm - 3 dooooooooooooo + |
I I
F e - = - +

7=

</caption>

CLIS| MCP &4

O| m|o|X[olAHE MCP MHE Fdst7| 21T CLIE S48 CHELICH MCP T/ dof CHEF LBl LHE
2 MCP 78 OlsHE HZstM L.

T By

Ar&3: qchat mcp [OPTIONS] COMMAND
MCP T8 &3
Command =L
qchat mcp add TEE M F7H EE= T A

qchat mcp remove MCP F40{A A A7
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Command =L
qchat mcp list TEE M L
gchat mcp import CHE IIUMM MH #4 7HX{27|

gchat mcp status TEE M| HEf 7t X27]

T

qchat mcp help XIHE 52 B (E)ol CHet BH E= =Y SEZ QaHELICE

MCP MH 2EE

Amazon Q= HIAZIRE0WM MCP AMHE EES2E 2 E MH7F =7|&HE W7HX| Z|Ch2lX| &1 &
A &3 s8g ARE 4 st Z4 A7l 2EE 225 H E78 MEMoE AH8Y 4 7 E
L|C}.

MEH el =2
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configuration.html
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Amazon Q Developer°| MCP %EFOIO*E T2 2t= TYod JSON Ao 2 MHEELIChmep. json.

Amazon Q Developer CLI= §F 7}X| =&2| MCP #+4& X|§ g LCt.

1. 22YH 7M. ~/.aws/amazong/mcp.json - ZE I AHO|AM M
2. 23 AHO|A FM: .amazong/mcp.json - TR} KT AT O|A0 2 ST

F o2 25 MEAAIEO0|H & & 5t E= & CF EME £ gLt F oo 25 U= E2
Amazon Q Developere 5 It 250 MCP #+4& ol ZEsto] 2EHIXE AFELICH SE0|

o]

27 .
UE BR(F, TG ol Holgl MH7I fIZ3AH0|A FHHE US) 17 EAILD 34T
T8 MH E=aF AASELICH

T IYPE

MCP 74 It U2 CtE 7 X2 JSON SAIE AHEFLICH

F

"mcpServers": {
"server-name": {

"command": "command-to-run",
"aIgS": [nargln’ ||aI92||]’
"env": {

"ENV_VAR1": "valuel",
"ENV_VAR2": "value2"

Iy
"timeout": 60000

EREE 322



Amazon Q Developer ALEXl 710|=

}
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2t MCP M 322 At 0150 7|2 ZAHULICH O|& 2 2 MCP 743 T LiollA 123 Hed 2
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« command (E%): MCP AMHE Al%fste O AFSE 2 BHEAULICH &8t & BHE LIEHLH= At
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 args (MEH ALE): AR Al Mol MEE HHEE Qo HiEL Tt Qlaes T4 mhdof| Mol
3t = M2 MY FELICH Ho|Z|X| of2 F eIt Mol MEE|X| b &LCt.

« env (ME4 AFED): MEHE AIZHE [ AEE 8F BT ZefE ALt ZF gf2 EXtdoloof &
LIt HOolE|X| 2 42 &4 HIt ™EX| et&LU Tt

=

« timeout (MEY AtE): EEIOIMEIIEF 3 &, X8

o| 8E & 7Ittels 2| Y| el AlZtLICt o] gt2 ol X<~ gfolo{ok gLt Ho|x|X| of
2 79 7|=27+21 60,000ms(12)7 AR ElLIC}

stdio M F#9] of:

"mcpServers": {
"stdio-mcp-server": {

"command": "mycommand",
"args": [

"argl"
1,
"env": {

"API_KEY": "valuel"
.

"timeout": 60000
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"mcpServers": {
"markdown-tools":
0 Ilnpxll’

"command":

"args":
Il_yll’
"@example/markdown-mcp"

L

042{ MCP A &

’

{
"mcpServers": {
"git-tools": {

. "npx

"command":
"args": [
Il_yll’
"@example/git-mcp"
]I
"timeout": 30000

n
’

},
"api-tools": {
. "npx
324

"command":
"args": [
Il_yll’

"@example/api-mcp"
"API_URL": "https://api.example.com",

1,
"env": {
"API_KEY": "your-api-key"

}I
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{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::{{AWS_Account_ID}}:o0idc-provider/
auth.token.gitlab.com/cc/oidc/{{Instance_ID}}"

1,
"Condition": {
"StringEquals": {
"auth.token.gitlab.com/cc/oidc/{{Instance_ID}}:aud": "gitlab-cc-
{{Instance_ID}}"

},
}
}
]
}
et mA
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GitLabDuoUsagePermissions",
"Effect": "Allow",
"Action": [
"q:SendEvent",
"q:CreateAuthGrant",
"q:UpdateAuthGrant",
"q:GenerateCodeRecommendations",
"q:SendMessage",
"q:ListPlugins",
"q:VerifyOAuthAppConnection"
1,
"Resource": "*"
.
{

"Sid": "GitLabDuoManagementPermissions",
"Effect": "Allow",
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"Action": [
"q:CreateOAuthAppConnection",
"q:DeleteOAuthAppConnection"

1,

"Resource": "*"

I
{

"Sid": "GitLabDuoPluginPermissions",

"Effect": "Allow",

"Action": [

"q:CreatePlugin”,
"q:DeletePlugin",
"q:GetPlugin"

1,

"Resource": "arn:aws:qdeveloper:*:*:plugin/GitLabDuoWithAmazonQ/*"
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SHe WS YOhERIM Gitlab MTAME HEHL.

« /q dev - GitLab A0l A El & =& ot0o|C|o{0l M Amazon Q7t MetEl 2 E FFSE ready-
to-review 7tS58H HE LS MHSIEE & = USLICE O/ A otH IHE &Y IEE Tttt
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g-code-transformation:
stage: build
script:

- 'mvn $MAVEN_CLI_OPTS test-compile'

- 'mvn $MAVEN_CLI_OPTS dependency:copy-dependencies -
DoutputDirectory=dependencies -Dmdep.useRepositorylLayout=true -Dmdep.copyPom=true -
Dmdep.addParentPoms=true'

artifacts:

name: q-code-transformation-dependencies

paths:
- dependencies/*

rules:
- if: $CI_COMMIT_REF_NAME =~ /Ag\/transform-/ && $CI_PIPELINE_SOURCE == 'push’

when: always
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variables:
MAVEN_OPTS: >-
-Dhttps.protocols=TLSv1.2
-Dmaven.repo.local=$CI_PROJECT_DIR/.m2/repository
-Dorg.slf4j.simplelLogger.showDateTime=true
-Djava.awt.headless=true
-Dmaven.install.skip=true

MAVEN_CLI_OPTS: >-
--batch-mode
--errors
--fail-at-end
--show-version
--no-transfer-progress
-DinstallAtEnd=true
-DdeployAtEnd=true

BUILD_IMAGE: maven:3-openjdk-8

workflow:
rules:
- if: $CI_COMMIT_REF_NAME =~ /Aq\/transform-/ && $CI_PIPELINE_SOURCE ==
'merge_request_event'
variables:
BUILD_IMAGE: maven:3-openjdk-17
- when: always

image: $BUILD_IMAGE

cache:
paths:
- .m2/repository
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compile:
stage: build
script:
- 'mvn $MAVEN_CLI_OPTS compile'

verify:
stage: test
script:
- 'mvn $MAVEN_CLI_OPTS verify'

g-code-transformation:
stage: build
script:
- 'mvn $MAVEN_CLI_OPTS test-compile'
- 'mvn $MAVEN_CLI_OPTS dependency:copy-dependencies -DoutputDirectory=dependencies

-Dmdep.useRepositorylLayout=true -Dmdep.copyPom=true -Dmdep.addParentPoms=true'’
artifacts:

name: q-code-transformation-dependencies
paths:
- dependencies/*
rules:

- if: $CI_COMMIT_REF_NAME =~ /~q\/transform-/ && $CI_PIPELINE_SOURCE == 'push'
when: always
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g-code-transformation:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3
- uses: actions/setup-java@v3
with:
java-version: '17'
distribution: 'adopt'

- name: Build and copy dependencies
run: |
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mvn ${{ env.MAVEN_CLI_OPTS }} verify
mvn ${{ env.MAVEN_CLI_OPTS }} dependency:copy-dependencies -

DoutputDirectory=dependencies -Dmdep.useRepositorylLayout=true -Dmdep.copyPom=true -
Dmdep.addParentPoms=true

- name: Upload artifacts
uses: actions/upload-artifactev4
with:
name: g-code-transformation-dependencies
path: dependencies
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name: Q Code Transformation

on:
push:
branches:
- 'Q-TRANSFORM-issue-*'

env:
MAVEN_CLI_OPTS: >-

-Djava.version=${{ contains(github.event.head_commit.message, 'Code transformation
completed') && '17' || '1.8' }}

jobs:
g-code-transformation:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3
- uses: actions/setup-java@v3
with:

java-version: ${{ contains(github.event.head_commit.message, 'Code
transformation completed') && '17' || '8' }}

distribution: 'adopt'

- name: Build and copy dependencies
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run: |
mvn ${{ env.MAVEN_CLI_OPTS }} verify
mvn ${{ env.MAVEN_CLI_OPTS }} dependency:copy-dependencies -

DoutputDirectory=dependencies -Dmdep.useRepositorylLayout=true -Dmdep.copyPom=true -
Dmdep.addParentPoms=true

- name: Upload artifacts
uses: actions/upload-artifactev4
with:
name: q-code-transformation-dependencies
path: dependencies
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* @Amazon Q how do I troubleshoot lambda concurrency issues?

* @Amazon Q what are the best practices for securing S3 buckets?

* @Amazon Q what is the maximum zipped file size for a lambda?

* @Amazon Q get the configuration for my lambda function name?

* @Amazon Q what is the size of the auto scaling group name in us-east-27

* @QAmazon Q can you show ec2 instances running in us-east-17
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from CodeConnections. Check the customization's log deliveries for
details.zZle= @R/ 7t YHE = JU&LICEH

Ol 277 UstH AAM BHAY = U= fFEEF EIEZXIELIE AE6I0{ AAEX}E X|HE CHA|
M HLE o'lE”OlEoH AAI2.

RPN RNESR=RE V1= 365



Amazon Q Developer ALEXl 710|=

AR X8 AR

O| MMM = Amazon QE ALE3t01 AHE AL X|HE AfMIstE SE dBELICH

/A Warning
AZRE XIHEE AXotH ElaAgt (IZAE 2E HEO| AFX|ELICH

A-EXt XIEE AXlstedH CHE HALE [HEM L.

—

AWS Management Console0i| 2 218 L|C}.

Amazon Q Developer 2& 2 EHehL|C}.

2I1Z o| BfM FHoM AL A X|IHE MEiELICH

AR K| H[O|X|7} LtEHE LT,

Aste{= AFE R XIZH0| 0{T5] & HEfR] B2 HIE S E Mg LICt

ANE MEfELICE

o 0 K~ 0w D

(® Note
s AFE AL X|H 2| ME SEE MSsts Holx|oM ALERF X8 E A ME
Ol A ste{H AL A XY MF HE HO|X|e] 2LEZ HE0|M AKE M=

of
ol

T
o

—

z0
r o
r
o

o
ful

O| dladof= M| %|xsto CHEr Aol 27 x(of Y& LICH

(A =] 366



Amazon Q Developer ALERE7H0|=

- ZEHO|ATH LIF BHO|EEHE|E AtF A8 StX| BfE + /JU&LICH
5 +

= P
01 Amazon Q 2& 2 o|0| 78t B F & XS5t e & A&LICH

ArEst= 2dofof HEAH x[Z45t

£ ool I=EE AFSXF XYool AHS5ted™ SHE 1047t L &HE Cllo|E{ T2 207K 0|4 Z &&Hof
StH, 2 & &4 T2 &7 2MB 0|4 0[o{0oF &FLiCt FHE R 7F AFE AF XIHIM K| §5HR| et = 210

2 FACEE EHYsts 2 Y HoiZ E Amazon QO HE ALE2 Amazon Q 7|8 Z&(AFS A X|H

ob=hollM 7HK{SLICH &, AFSAF X|H0o| Qi B A 2 HE AFen SUELICH et CHAIE =
o| X|Eof ¥&e O|& = U&LICH 02 S04, "Amazon QUM AA$t I = &2 JHeRIJF Letxio
2 A3t 21047t AL AF X|Hol| Z&E ZARo 2= E2C &2 5 U&LICH

=24 2 FA aZE

EOME MY

Amazon Qe AFEAH X|H EXIE oldlist sidste ol 20| &l 23 o2 M3 E &= U&Lch

21 mtE Amazon CloudWatch Logs 1 &, Amazon S3 HZ!, Amazon Data Firehose £ ZE =

HoZ MEY + U&LICH

Amazon S3 HZ!ol| M ElE 29| MFAIE CH2T Z4&LICH AwSLogs/account_id/
codeWhispererCustomizationlLogs/region/customization_id/year/month/day/hour/
e Chen 22 018 XM HACR ¢SS

account_id_codeWhispererCustomizationLogs_customization_id_date_file_id.log.gz

/A Warning
AER X 28 z[CHet &€ 35iciH ALSA X|H dd £ 58 O[Liof 21 M&E2 dH™Hs=
0| 7t E&Lct
03 2laAo| 238 MY sh= o 2t Hetol chet RHAIEH LY Amazon CloudWatch Logs AFHE

MMl =71 HEr[v2]0l 228 222 XS,

X a4 367

Ho


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2

Amazon Q Developer ALEXl 710|=

AEXF R[H 2hed 27 HIAIX] of s

CHS Zoll= MEX X8 EX|E Olstiste Ol =0l 2 = (e 23 HAIXITH LEEE[o] /{&LICH

23 HAIX]| EdsE
Starting to ingest number repos ME
from source source

Downloading data from repo: repo =
name

Received amount MB of supported 2F
data. amount MB required. Add more

data and retry.

The provided CodeStar Connection T
ARN: Arn is invalid.

Access denied when attempting R
to reach the provided CodeStar
Connection: Arn

Failed to download with AWS R
CodeStar Connection: Arn probably
deleted by customer
ProviderThrottlingException from F
CodeStar Connection: Arn while

cloning repository: repository
Processing data from S3: S3 URI Sl
Invalid S3 path specified: S3 F
Directory

Unable to access the provided S3 T

bucket: bucket name
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The provided S3 bucket: bucket name
does not exist.
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The provided S3 key S3 URI does not
exist.
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Failed to ingest number of failed
repos / total number of repos
repositories
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Unable to process repository: repo
name, with a size of repo size GB,
exceeds the limit of max size GB.

to
4n

Unable to process file: file name,
with a size of file size, which
exceeds the limit of max file size
MB

n

Unable to process collection: 2
collection name , with total

size of total repo size MB, which
exceeds the limit of max total repo
size MB

oA
HT

The following languages will be
used for customization: Iist
of languages . Languages may

be excluded from customization
if they are not sufficiently
represented in your files.
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‘Eﬂ Problems @ Javadoc @ Declaration @ Amazon Q X © Amazon Q Code Reference
Chat X +

Hi, I'm Amazon Q. | can answer your software development questions.
Ask me to explain, debug, or optimize your code.
You can enter [ to see a list of quick actions.

Try Examples:

l Explain selected code l l How can Amazon Q help me?

Q
Q
°

Open Code Reference Log

[II Pause Auto-Suggestions
Select Customization

Feedback >
Help >
Sign out

‘ IAsk a question or enter "/" for quick actions

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
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MH|A Ao HE(SCP)2Z HA|A ZE|

MHI|A Mo HAH(SCP)2 ZE|o| HEtE HElste O AR E £ Qe 2 HM ELICH U8 ==
2 E Amazon Q Edof| Ciet MEH2 XIH35t= SCPE M504 ZE0IM AFEE £+ = Amazon Q
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codewhisperer X5 AHE Amazon Q Developer?} E&HEl AMH
8t LI 2 Amazon Q Developer O|§ #HZ - HE AtE 29 B3

Z O[S LIct XiA
ot

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DenyAmazonQDeveloperOutsideEU",

"Effect": "Deny",

"Action": [
"codewhisperer:GenerateRecommendations",
"q:SendMessage",
"q:GenerateCodeFromCommands",
"sglworkbench:GetQSqlRecommendations"”

1,
"Resource": "*",
"Condition": {
"StringNotEquals":
{"aws:RequestedRegion": [ "eu-central-1"] }
}
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AWS Amazon Q O}O|2 EE= A& mi'do| H|& H3t=|X| ot &L|CH AWS Console Mobile

Application.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
1,
"Resource": "*"
}
]
}
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Q Developer Pro 52 &3dll Amazon QOi| HM|ASIE{™ F7 HEt0| HR g = A&Lct &t
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Ol2{gr HHE MOo{ZI CHE AL St7HLE A& stEd= 7H'E Amazon Q 7|S0of CiEr HetE FIHE
= A&LICH Amazon Q2 IAM HElE st S0l CHer REAMEF LIE2 EHe =z A

DeveloperOi| CHat M| A 22| MME FHESHML.
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ZH2|Xt7F Amazon Q 242 ML E 58

CtE o H&2 AL Ao H Amazon Q 2&0IM &2 s&8E &= Ue= HEtE R o4 LICt Amazon
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"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess",
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"organizations:DescribeOrganization"

1,

"Resource": [

i n

"Effect":"Allow",

"Action"

"sso:

Sso:
"sso:

Sso
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

SSO
"sso:
"sso:
"sso:
"sso
"sso:

]I

:[

ListApplications",
ListInstances",
DescribeRegisteredRegions",

:GetSharedSsoConfiguration",

DescribeInstance",

CreatelInstance",

CreateApplication",
PutApplicationAuthenticationMethod",
PutApplicationAssignmentConfiguration",
PutApplicationGrant",
PutApplicationAccessScope",

:DescribeApplication",

DeleteApplication",
GetSSOStatus",
CreateApplicationAssignment",

:DeleteApplicationAssignment",

UpdateApplication"

"Resource": [

"

"Effect":"Allow",
"Action":[

"sso-
"sso-
"sso-
"sso-
"sso-
"sso-
"sso-

1,

directory:DescribeUsers",
directory:DescribeGroups",
directory:SearchGroups",
directory:SearchUsers",
directory:DescribeGroup",
directory:DescribeUser",
directory:DescribeDirectory"

"Resource": [

i n

Amazon Q0| CHEF HAlA 22|

409



Amazon Q Developer

AR 7H0|E

]
iy

{
"Effect":"Allow",

"Action": [
"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

i n

"Effect":"Allow",

"Action": [
"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

]I

"Resource": [

"

"Effect":"Allow",

"Action":[
"user-subscriptions:ListClaims",
"user-subscriptions:ListUserSubscriptions",
"user-subscriptions:CreateClaim",
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

1,

"Resource": [

i n

"Effect":"Allow",

"Action": [
"q:CreateAssignment",
"q:DeleteAssignment”

1,

"Resource": [

i n

Amazon Q0| CHEF HAlA 22|
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]

.
{
"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"
1,
"Resource":[
"arn:aws:iam::*:role/aws-service-role/user-subscriptions.amazonaws.com/
AWSServiceRoleForUserSubscriptions"”

]
}
]
}

£ 2[Xt7F Amazon Q Developer 2&£2 AFESIE & 518

Ct= oA HE2 A& XHo| Al Amazon Q Developer 2 & 01 HAHAE =~ Ql= HEHE Fo{gfLICH
Amazon Q Developer 2&£0IA BEIRHE 715, ZE #Z, AFSKH XY U AT E2{10ln padg &
e Zstod CHE 22 Amazon Q Developer 221 144 242 £8i3tL|CH O MAol= 174 B2

x|
KMS 7|& ddstn 8 + A= et & El0] U&L

n

.

#2[XF7F Amazon Q 2&(Amazon Q Developer 2& CHA)2 &all 2380k 3t= & 7+X| Amazon Q
Developer Pro 2/10| & LICt XtM|EH LIE 2 EE|XI7F Amazon Q 2£2 AI85HEE 518 B
HZSAAIRL.

(@ Note

MEXR X|HE E= E0{10le MAM5E24H Amazon Q Developer Pro 2| XFoi| 7| &7 480
.\.L|9LOI'L_|E_|..
= =]

« ALERE X|Hol| 2ot HE2 AER

X
« E0{0Qlof 2R Het2 MEE BZTstME X7 EelIe18 FHES 5H8.

Amazon Q Developer 2& & AFE3stti™H F MM F StLt7F HELICH He st HA2 Amazon Q
Developerg g A™E35t=X| EE&= BllI7HA| Amazon CodeWhisperer T2 LU T4 5H=
etELICH
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codewhisperer &5 A= Amazon Q Developer?t BHEHE M
8t LI 2 Amazon Q Developer O|& #47 - 4473 Al&F @oF &

Amazon Q Developer2| Al Z2|Xto| A2 CIE HAME AFSFLICE.

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"sso:

"sso:

"sso:
:DescribeApplication",
"sso:

"sso

"sso:

1,

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

SSO:

ListInstances",

Createlnstance",

CreateApplication",
PutApplicationAuthenticationMethod",
PutApplicationGrant",
PutApplicationAssignmentConfiguration",
ListApplications",
GetSharedSsoConfiguration",
DescribeInstance",
PutApplicationAccessScope",

DeleteApplication",
CreateApplicationAssignment",
DeleteApplicationAssignment",
UpdateApplication",
DescribeRegisteredRegions",
GetSSOStatus"

"Resource": [

g n

]
iy
{

"Effect": "Allow",
"Action": [

"iam:

]I

ListRoles"

"Resource": [

"y
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]
iy
{

"Effect": "Allow",

"Action": [

"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:

1,

"Resource": [

i n

GetUserPoolInfo",
DescribeUsers",
DescribeGroups",
SearchGroups",
SearchUsers",
DescribeDirectory"

"Effect": "Allow",

"Action": [

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [

"user-subscriptions:
"user-subscriptions:
"user-subscriptions:
"user-subscriptions:
"user-subscriptions:
"user-subscriptions:

1,

"Resource": [

i n

"Effect": "Allow",
"Action": [

ListClaims",
ListApplicationClaims",
ListUserSubscriptions"”,
CreateClaim",
DeleteClaim",
UpdateClaim"

"organizations:DescribeAccount",

Amazon Q0| CHEF HAlA 22|
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"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess"

]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

"

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/
AWSServiceRoleForAmazonQDeveloper"
]
},
{
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"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResource",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResource",
"codewhisperer:CreateProfile"

]I

"Resource": [
nin
]
I

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"q:CreateAssignment",
"q:DeleteAssignment”

1,

"Resource": [

T
]
.
{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

i n

mjo
Ofm
Ol

2|74 Al Amazon CodeWhisperer ZZ2ZI0| ZA CIS MY

Ecl7lolde #eElg &~ A&LICH

i IAM 29 =X{|7} CodeWhisperer O{

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory",
"sso-directory:ListMembersInGroup"

1,

"Resource": [

"

"Effect": "Allow",
"Action": [
"iam:ListRoles"

1,

"Resource": [

g n

"Effect": "Allow",
"Action": [
"pricing:GetProducts"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"sso:AssociateProfile",
"sso:DisassociateProfile",
"sso:GetProfile",
"sso:ListProfiles",
"sso:ListApplicationInstances",
"sso:GetApplicationInstance",

"sso:GetManagedApplicationInstance",

sso:ListProfileAssociations"”,
"sso:GetSharedSsoConfiguration",

sso:CreateManagedApplicationInstance",
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sso:ListDirectoryAssociations"”,
"sso:DescribeRegisteredRegions",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus”

1,

"Resource": [

"

"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": [
T

]

I

Amazon Q0| CHEF HAlA 22|

417



Amazon Q Developer ALEXl 710|=

{

"Effect": "Allow",
"Action": [
"codeguru-security:UpdateAccountConfiguration"

]I

"Resource": [
nin
]
I

{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResource",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResource",
"codewhisperer:CreateProfile"

]I

"Resource": [
nin
]
I

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

i n
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]

CHg &&4 B EIXol7 Amazon Q Developerofl A AL Rt X% 828 MAstn Balg 4 e Mt
2 RofstLict.

Amazon Q Developer 2& 0| AF& Xt X8 E #4524 Amazon Q Developer & 2|Xt7t Amazon Q
Developer 2 &0i M| AsH ok BFLICH REAEH LIE 2 227} Amazon Q Developer Z2£ £ AISstT

= 5{8 EHelg HEstAAlR.

(® Note

CHS E&Mo|M IAM MH|AE codeconnections:ListOwners
codeconnections:ListRepositories 8ol CiEt @ 7 E
Sto 2 HME HMELICH HEto| HRsiH 2Fo|E =E75tD HR0| & SELC.

® Note

codewhisperer 5 A= Amazon Q Developer?t B8 El AH]
8t LI Amazon Q Developer O|& 7 - 8473 ALE @oF B

CHE oM ME ## ### AWS HE HE 2 HbELICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"
1,
"Resource": [
nan
]
},
{

"Effect": "Allow",
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"Action": [

"kms:CreateGrant"

1,

"Resource": [
" n

]

},
{

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization",
"codewhisperer:ListCustomizations",
"codewhisperer:ListCustomizationVersions",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization",
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission",
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

T

]

I
{

"Effect": "Allow",

"Action": [

"codeconnections:ListConnections",
"codeconnections:ListOwners",
"codeconnections:ListRepositories",
"codeconnections:GetConnection"

1,

"Resource": [

T
]
I
{

"Effect": "Allow",

"Action": "codeconnections:UseConnection",

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction": [
"GitPull",

Amazon Q0| CHEF HAlA 22|
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"ListRepositories",

"ListOwners"
]
}
}
I
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
1,
"Resource": [
]
}
]
}
zZe2|R7t E3{aelg SRS §HE
CHS oA A2 2 2|XFod| Al Amazon Q Developer 2£0M EFAF E2E{a0I2 E1 7 HE £+ Qe H
gh2 2o4gLCt.
(® Note
Amazon Q Developer 2& 01 HMASHE{T B 2|KFoi| Aol Ho|El HetE ZeshL|chet2|kF7}

Amazon Q Developer &2 AT E 518.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:GetPlugin",
"q:DeletePlugin”,
"q:ListPlugins",
"q:ListPluginProviders",
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:UpdatePlugin",
:CreateAuthGrant",
:CreateOAuthAppConnection",
:SendEvent",
:UpdateAuthGrant",
:UpdateOAuthAppConnection",
:UpdatePlugin",
"iam:CreateRole",
"secretsmanager:CreateSecret"”
1,
"Resource":
.
{
"Effect": "Allow",

"Action": [
"iam:PassRole"

"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"gq.amazonaws.com"

==,

ol

018 #ESEE 58

ChS oA HA2 Z2{2 2! ARNO|| X[HE & SZRte| &

e BRH)ZE FHE = Ues TS BElXof| A B o{EL|Ch*. | 120 S Al

ARNO{M CtS S HFELICE

« AWS ## - E2{31Ql0| dME AWS 2|7 L|Ct

e AWS-account-ID-EZ2{12l0| +ME AWS HHo| A IDILICE.

 plugin-provider -, CloudZero DatadogE =2t Z0| F42 518
LICtwiz. 22432 SZAt HEE= CHARKE F2&LICH
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Amazon Q Developer &0 HM|ASHE{H B 2| R0l Ao Ho|El Met: ELchae

Amazon Q Developer 2 &2 A3 & 518.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow permissions to create a plugin from one provider",
"Effect": "Allow",
"Action": [
"q:CreatePlugin",
"q:GetPlugin",
"q:DeletePlugin"
1,
"Resource": "arn:aws:qdeveloper:AWS-region:AWS-account-ID:plugin/plugin-
provider/*"
}
]
}

S olyol HIESIT £ 5 0/42] MEU oto|aB[0lM 518

"Version": "2012-10-17",
"Statement": [{
"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
1,
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"

Amazon QO CHEF HAA 2tz
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},
{

"Sid": "MGNNetworkMigrationAnalyzerEC2RequestSgTag",

"Effect": "Allow",

"Action": [

"ec2:CreateSecurityGroup"

1,

"Resource": [
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:security-group-rule/*"

1,

"Condition": {

"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
}
}
},
{

"Sid": "MGNNetworkMigrationAnalyzerEC2SecurityGroupTags",

"Effect": "Allow",

"Action": [

"ec2:CreateTags"

1,

"Resource": [
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:security-group-rule/*",
"arn:aws:ec2:region:account-id:network-interface/*",
"arn:aws:ec2:region:account-id:network-insights-path/*",
"arn:aws:ec2:region:account-id:network-insights-analysis/*"

1,

"Condition": {

"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService",
"ec2:CreateAction": [

"CreateSecurityGroup",

"CreateNetworkInterface",

"CreateNetworkInsightsPath",

"StartNetworkInsightsAnalysis"
]

}

}

},
{
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"Sid": "MGNNetworkMigrationAnalyzerENIResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:region:account-id:subnet/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigrationAnalyzerENISG",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:region:account-id:security-group/*"

"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInsightsPath"
1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigAnalyzerEC2RequestTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface",
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"ec2:CreateNetworkInsightsPath",
"ec2:StartNetworkInsightsAnalysis"
1,
"Resource": [
"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"

}
}
1,
{
"Sid": "MGNNetworkMigrationAnalyzeNetwork",
"Effect": "Allow",
"Action": [
"ec2:StartNetworkInsightsAnalysis™"
1,
"Resource": [
nakn
]
}

ALER HE

CHS A2 AF2 X7 AWS Management Console AWS Console Mobile ApplicationZ! AWS
Documentation AFO|EE Z & AWS @ & B AFO|E 04X Amazon Q Developer?| 7|S0{| HAM|AE

T UZE gLt
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.

L
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Amazon Q Developero| CHEt 22| HAMA

® Note
IDE & BHBE0|M Amazon Qofl AMASHE AFEAHE 1AM HEHO| ER6HA| of& LTt

A& XE7F Amazon Q Developer Pro T+ 52 &35l Amazon QM| HMASES 58
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gtol EegfLct

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [
"q:GetIdentityMetaData"
1,
"Resource": "*"
1,
{
"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
"Action": [
"sts:SetContext"
1,
"Resource": "arn:aws:sts::*:self"
}
]
}

TZ4 221 7|of CHet Amazon Q HAMA &2

CHS 01IX1I gAY

(=}
o 1L—
A —

"Version": "2012-10-17",
"Statement": [
{

"Sid": "QKMSDecryptGenerateDataKeyPermissions",

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",

"kms:GenerateDataKeyWithoutPlaintext",

"kms:ReEncryptFrom",

Amazon Q7} 7|0f| HM|AE
T2 AL XHof| A 2 o4 Lct.
? Amazo QE M8 3}E=|E|=|o| X{RMO| = QBH_|C}.

=

o ofl Al ol A =
stod 12 22l
EEEE L

ofet Adot Z2 &7+ H

7|2 &E3tE 7|50
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"kms:ReEncryptTo"
1,
"Resource": [

"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {

"StringlLike": {

"kms:ViaService": [
"q.{{region}}.amazonaws.com"

et
1
20
1
i
_0&
O

AEXE7H Amazon Q2 & E!

CHS ol Al H2 2

mjo
4
i
o
-
[u]l

rH

£0i A Amazon Q2 AHEIE £ Q= Het

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
g:GetConversation",
"q:ListConversations",
g:UpdateConversation",
g:DeleteConversation”
1,

"Resource": "*"

A2 X7} AWS CloudShell2 S5l Amazon QCLIE AI28 £ QIE 2 {8

(¢}

CHS oAl HZH2 Amazon Q CLIES &7H A E &= = HEtE 20{&LICH AWS CloudShell.
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Amazon Q Developer
@® Note
codewhisperer 5 A= Amazon Q Developer?t B8 El MH|A Q| 7|E O|F JL|Ct. RHAl
8t LI8 2 Amazon Q Developer O|& 7 - B8 ALE 29 HHHE FHESAARL
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations",
"codewhisperer:ListCustomizations",
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage"
1,
"Resource": "*"
}
]
}
ANEX7t BEEOIM #HEHS MAFIEE &S
CtS oA HA2 BHE 2 28t Amazon Q BEE T 7 E AF85t0{ ZEE HEE £+ e TS Fod
glct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"qdeveloper:StartAgentSession",
"qdeveloper:ImportArtifact",
429
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"qdeveloper:ExportArtifact",
"qdeveloper:TransformCode"

1,
"Resource": "*"
}
]
}
MEX}7F Amazon QE 24 QFE FICte £ QIEE 5
CHS oA HEH2 Amazon QE 2£& @FE TIEHE £+ Qe HEtE F2o{ELCt

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
"q:StartTroubleshootingResolutionExplanation",
"q:UpdateTroubleshootingCommandResult",
"q:PassRequest",
"cloudformation:GetResource"

1,

"Resource": "*"

MEX}7} Amazon QE AF25104 CLI BRI T EE MMSIEE 5

0

CHS oAl EX2 Amazon QE AtE510{ 7|SE CLI BH0oM Z =& W & A= TErE Foist

M, 018 S3 2& O 2= 752 ABE 4 laLr

—_

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConsoleToCode",
"Effect": "Allow",
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"Action": "q:GenerateCodeFromCommands",
"Resource": "*"
}
]
}
A2 X7} Amazon Q9 2lA A CHal AMEIE & QIEE 5E

CHS oAl H2HE 2lA A0 CHEH Amazon Q2F AMEE = e HEHE F 0435t Amazon Q7 AHEXIE
AM

CHAI5H04 BlA4 HEE ZHMSHES 5 BLICH Amazon QUllE IAM AHZ B0 HEto| Qi ElAaA
of ANAT 4 Q= MBHEH AL
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
g:GetConversation",
"q:ListConversations",
g:UpdateConversation",
q:DeleteConversation",
q:PassRequest"

1)

"Resource": "*"

b
{

"Sid": "AllowCloudControlReadAccess",

"Effect": "Allow",

"Action": [
"cloudformation:GetResource",
"cloudformation:ListResources"

1,

"Resource": "*"
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Amazon Q7 AtEXHE CHAISH0 ME L2 HUS s SF 518

CtS ol Al 822 Amazon Qo AMEE 4 QlE HEHE F 0451 Amazon Q7 AHSXHE CHAISHO] Ehed
2 T E F{EFLICH. Amazon QM= IAM ID7} =88 = U= HEH0| = et &g = U
= Heho| JU&Lct
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQPassRequest",

"Effect": "Allow",

"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation",
"q:PassRequest"

1,

"Resource": "*"

}
]
}

Amazon Q7t H|& CI|O|E{0i| HAM|AStT HIE %Mt HY MEE MY = U-F 58

CHS oMl H22 HIEol CHal Amazon QeF MEE = /e #HEHE F048t 11 Amazon Q7 HIE T O]
Efoll UMAST HIS 24 U £%5 MY AES MBE 4 UTS 51SELICH 0 HHol= AWS
Cost Explorer AWS Cost Optimization Hub, &!9|

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQChatAndPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
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"q:UpdateConversation",
"q:DeleteConversation",

"q:PassRequest"

1,

"Resource": "*"

"Sid": "AllowCostAnalysis",

"Effect": "Allow",
"Action": [

"ce:GetCostAndUsage",
"ce:GetCostForecast",

"ce:GetTags",

"ce:GetCostCategories",
"ce:GetDimensionValues"

1,

"Resource": "*"

"Sid": "AllowCostOptimization",

"Effect": "Allow",
"Action": [

"cost-optimization-
"cost-optimization-
"cost-optimization-
"compute-optimizer:
"compute-optimizer:
:GetEC2InstanceRecommendations",
"compute-optimizer:
"compute-optimizer:
"compute-optimizer:
"compute-optimizer:
"compute-optimizer:

"compute-optimizer

hub:GetRecommendation",
hub:ListRecommendations",
hub:ListRecommendationSummaries",
GetAutoScalingGroupRecommendations",
GetEBSVolumeRecommendations",

GetECSServiceRecommendations",
GetRDSDatabaseRecommendations”,
GetLambdaFunctionRecommendations",
GetIdleRecommendations",
GetEffectiveRecommendationPreferences",

"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation",
"q:PassRequest"
1,
"Resource": "*"
b
{
"Effect": "Deny",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["qg.amazonaws.com"]
}
}
}
]
}

A-EXHE CHilsto] £ X UE oY &+ U= Amazon Q Het 51&

CHS OilAl 42 Amazon Q2 MEIE 4 /= MEHS £045t1 Amazon EC29] 5912 KIQI5HT IAM
D7} £ % 4+ = HEH0| 2= BE S Amazon Q7F AFBXHE ChAlSH 28 E 4 QT = 5
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
gq:GetConversation",
"q:ListConversations",
g:UpdateConversation",
g:DeleteConversation",
q:PassRequest"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

},
{
"Effect": "Allow",
"Action": [
"ec2:describeInstances"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
g:GetConversation",
g:ListConversations",
g:UpdateConversation",
g:DeleteConversation”,
q:PassRequest"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

AEXHE CHAISHOq 2HdE +&E = &= Amazon Q T8 HE

CHS ol Al H22 Amazon Q7F AEXHE CHilsod 5t E +™ste WS YXIFLICH
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [
"q:PassRequest"

1,

"Resource": "*"
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« AWS ## - E22{1Ql0| MME AWS 2™ L|Ct.
o AWS-account-ID-Z2{12l0| +&E AWS HH2| #HH IDYILICE.

« plugin-provider -, CloudZero DatadogEE =2t ZH0| HMAE FE35l2iE E{2Q B2 Xt
Ol LICtwiz. E2{1Q! 3ZA HEE= CHAEXE FEFUCH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
'q:SendMessage",
'q:GetConversation",
"q:ListConversations",
'q:UpdateConversation",
'q:DeleteConversation”

]I
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"Resource": "*"
I
{
"Sid": "AllowAmazonQPluginAccess",
"Effect": "Allow",
"Action": [
"q:UsePlugin"
1,
"Resource": "arn:aws:qdeveloper:AWS-region:AWS-account-ID:plugin/plugin-
provider/*"
}
]
}
AFSR7H S BEIQIT MY ¢ AUTE 58
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AWS ## - EZ22{32l0| MME AWS 2| LCt.
« AWS-account-ID-E242210| +ME AWS AHE2| A IDYILICE.

« plugin-provider -, CloudZero DatadogEE =9} ZH0| HMAE FE3l2{E Ec{2Q B2 Ao
Ol§LICtwiz. EE{1Q S2A EE= WAERE FELICH

« plugin-ARN - HNAE 3{8& E{12/9| ARNRILICE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
g:SendMessage",
g:GetConversation",
g:ListConversations",
g:UpdateConversation",
g:DeleteConversation"
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]I
"Resource": "*"
}I
{
"Sid": "AllowAmazonQPluginAccess",

"Effect": "Allow",
"Action": [
"q:UsePlugin"
1,
"Resource": "arn:aws:qdeveloper:AWS-region:AWS-account-ID:plugin/plugin-
provider/plugin-ARN"

Amazon QO CHEF HMA 7HE

CHS ol Al HZ 2 Amazon QE AFEE + U= ZE HEFE HFELICH

(@ Note

Amazon Q0| CHEt HMHAE HESHE Amazon Q OFO|2 1} ZHE! I =2 AWS E&, AWS ¥
ALOIE, AWS E M H|O|X| EE=0i| A& EA|ELICH AWS Console Mobile Application.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
1)
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Side",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{{awsAccountId}}:role/{{rolename}}"
I
"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "q.{{region}}.amazonaws.com",
"kms:EncryptionContext:aws-crypto-ec:aws:qdeveloper:accountId":
"{{accountId}}"
}
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
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https://docs.aws.amazon.com/glue/latest/dg/start-connecting.html
https://code.visualstudio.com/docs/setup/network
https://www.jetbrains.com/help/idea/remote.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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Amazon Q Developer 21 It &= 0|3

77%40|@ X|&# Amazon S3 HZI0] OHIEE 21 T2 =4 4 | she FAIYLICH
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CloudTrail 21 mtale HEZ AP
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E0i Oigt = M7} XIGE AR FHo| otLIEZ EH =MZ2 &

EE 3t Amazon Q Developer= dryRun ItZO|E{E At& 35101 APIE £ £46101 AANE QYK I
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5t 3E2 O|HIER A T|D requestParameters EE=0| "dryRun" : true2t &7H CloudTrail

22 SendMessage 22 MHSH= CloudTrail 21 =2 £0{ & o AlQILICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J]",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z2",
"eventSource": "q.amazonaws.com",

Amazon Q Developer 21 1t &= 0|3l 469


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventName": "SendMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",

"conversationToken'": "***",
"utterance": "***"
},
"responseElements": {
"result": {
"content": {
"text": {

nbodyn: n***n’
"references": []

},
"format": "PLAINTEXT",
"intents": {},
"type": "TEXT"
},
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"metadata": {
"conversationExpirationTime": "2024-02-25T719:31:38Z",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"conversationToken": "*#*x'"
"utteranceId": "3b87b46f-04a9-41ef-b8fe-8abf52d2c@53"

},

"resultCode": "LLM"
},
"additionalEventData": {

"quickAction": "dev"
I

"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539¢c7a03d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
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"eventCategory"

Ct=22 PassRequest

"eventVersion":
"userIdentity":
Iltypell: IIAs

: "Management"

atQig MW CloudTrail 21 #28 204 & ofAlLICH

||1.®9u'
{

sumedRole",

"principalld": "AIDA60ON6E4XEGIEXAMPLE",

arn": "arn

"accountId"

:aws:iam: :555555555555: user/Mary",
: "555555555555",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessio

Iltypell :
"princi

"arn":

nIssuer": {

"Role",
palId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn:aws:iam: :555555555555  user/Mary",

"accountId": "555555555555",
"userName": "Mary"

iy

"attributes

Il: {

"creationDate": "2024-04-10T20:03:01Z",
"mfaAuthenticated": "false"

3,
"invokedBy"

iy

: "g.amazonaws.com"

"eventTime": "2024-04-10T20:04:427",

"eventSource":

"gq.amazonaws.com",

"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "qg.amazonaws.com",

"userAgent": "q

.amazonaws.com",

"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLE5S65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",

"eventCategory"

: "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ONG6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:  user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
.
"attributes": {
"creationDate": "2024-04-10T14:06:0872",
"mfaAuthenticated": "false"

}

},

"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T14:07:55Z",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",

"requestParameters": {
"Host": "s3.amazonaws.com"

.

"responseElements": null,

"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",

Amazon Q Developer 21 I}t &5 0|5l
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"x-amz-id-2":

"ExampleRequestId123456789",

"bytesTransferredOut": 4054

},

"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLESC463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",

"eventCategory": '"Management"
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http://json-schema.org/draft-07/schema#",
"definitions": {
"ProgrammingLanguage": {
"type": "object",
"properties": {
"languageName": {

"type": "string",

"enum": [
"python",
"javascript",
"java",
"csharp",
"typescript",
ncn’
"cpp",
"go",
"kotlin",
"php",
"ruby",
"rust",
"scala",
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"shell",
"sql”,
"json",
"yaml",

vue'",
"tf",
"tsx",
"jsx",
"plaintext"

1,

"description": "Programming Languages supported by Q"

1,

"Dimension": {
"type": "object",
"properties": {

"name": {
"type": "string",
"description": "must match ~A[-a-zA-Z0-9._]*$ and be between 1 and
255 characters"
I
"value": {
"type": "string",
"description": "must match ~[-a-zA-Z0-9._1*$ and be between 1 and
1024 characters"
}

I
"telemetryEvents": {
"UserTriggerDecisionEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
I
"requestId": {
"type": "string",
"description": "UUID for the request"
I
"customizationArn": {
"type": "string",
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"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
1,
"completionType": {
"type": "string",
"enum": [
"BLOCK",
"LINE"

},
"suggestionState": {
"type": "string",

"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"
]
I
"recommendationLatencyMilliseconds": {
"type": "number"
},

"timestamp": {
Iltypell: "String",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"triggerToResponseLatencyMilliseconds": {
"type": "number"

1,

"suggestionReferenceCount": {
"type": "integer"

},

"generatedLine": {
"type": "integer"

I

"numberOfRecommendations": {
"type": "integer"

iy
"required": [
"sessionId",
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"requestId",

"programminglLanguage",
"completionType",

"suggestionState",
"recommendationLatencyMilliseconds",
"timestamp"

iy

"CodeCoverageEvent": {
"type": "object",
"properties": {

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},

"acceptedCharacterCount": {
"type": "integer"
I
"totalCharacterCount": {
"type": "integer"
},
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
},
"unmodifiedAcceptedCharacterCount": {
"type": "integer"

1,

"required": [
"programminglLanguage",
"acceptedCharacterCount",
"totalCharacterCount",
"timestamp"

iy

"UserModificationEvent": {
"type": "object",
"properties": {

"sessionId": {
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"type": "string",

"description": "UUID for the session"
},
"requestId": {

"type": "string",

"description": "UUID for the request"

1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"modificationPercentage",
"timestamp"

1,
"CodeScanEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
1,
"codeScanJobId": {
"type": "string"
1,
"timestamp": {
"type": "string",
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"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

I
"codeAnalysisScope": {
"type": "string",
"enum": [
"FILE",
"PROJECT"

I

"required": [
"programminglLanguage",
"codeScanJobId",
"timestamp"

iy

"CodeScanRemediationsEvent": {
"type": "object",
"properties": {

"programminglLanguage": {

"$ref": "#/definitions/ProgramminglLanguage"

iy

"CodeScanRemediationsEventType": {
"type": "string",
"enum": [
"CODESCAN_ISSUE_HOVER",
"CODESCAN_ISSUE_APPLY_FIX",
"CODESCAN_ISSUE_VIEW_DETAILS"

iy
"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

iy

"detectorId": {
"type": "string"

I

"findingId": {
"type": "string"

iy
"ruleId": {

"type": "string"
iy

"component": {

am
02
>
0fo
>
10
T
9
>
T

480



Amazon Q Developer ALEXl 710|=

"type": "string"
1,
"reason": {

"type": "string"

I
"result": {

"type": "string"
1,

"includesFix": {
"type": "boolean"

},
"MetricData": {
"type": "object",
"properties": {
"metricName": {
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 1024 characters"”
},
"metricValue": {
"type": "number"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

I
"product": {
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 128 characters"
},

"dimensions": {
Iltypell: Ilarrayll’

"items": {

"$ref": "#/definitions/Dimension"
I
"description": "maximum size of 30"

},

"required": [
"metricName",
"metricValue",
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"timestamp",
"product"

I
"ChatAddMessageEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"userIntent": {
"type": "string",
"enum": [
"SUGGEST_ALTERNATE_IMPLEMENTATION",
"APPLY_COMMON_BEST_PRACTICES",
"IMPROVE_CODE",
"SHOW_EXAMPLES",
"CITE_SOURCES",
"EXPLAIN_LINE_BY_LINE",
"EXPLAIN_CODE_SELECTION",
"GENERATE_CLOUDFORMATION_TEMPLATE"

1,
"hasCodeSnippet": {

"type": "boolean"

1,
"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"
},

"activeEditorTotalCharacters": {
"type": "integer"
iy

"timeToFirstChunkMilliseconds": {
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"type": "number"

iy

"timeBetweenChunks": {
Iltypell: IlaIIayll’

"items": {
"type": "number"

},

"description": "maximum size of 100"
},
"fullResponselatency": {

"type": "number"
1,

"requestLength": {
"type": "integer"

},

"responselLength": {
"type": "integer"

I

"numberOfCodeBlocks": {
"type": "integer"

},

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy
"ChatInteractWithMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",

am
02
>
0fo
A
|0

| Xto4 AlHd 483



Amazon Q Developer

AR 7H0|E

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"

1,

"interactionType": {
"type": "string",
"enum": [

"INSERT_AT_CURSOR",
"COPY_SNIPPET",
"COPY",
"CLICK_LINK",
"CLICK_BODY_LINK",
"CLICK_FOLLOW_UP",
"HOVER_REFERENCE",
"UPVOTE",
"DOWNVOTE"

1,

"description": "Chat Message Interaction Type"

iy

"interactionTarget": {
"type": "string",

"description": "Target of message interaction

iy

"acceptedCharacterCount": {
"type": "integer"

}I

"acceptedLineCount": {
"type": "integer"

iy

"acceptedSnippetHasReference":

"type": "boolean"
1,
"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy

"ChatUserModificationEvent": {
"type": "object",
"properties": {

"conversationId": {

Am
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"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"messageld": {
"type": "string",

"description": "Unique identifier for the chat message"
1,
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld",
"modificationPercentage"

},

"SuggestionState": {
"type": "string",
"enum": [

"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy

"TerminalUserInteractionEvent": {
"type": "object",
"properties": {
"terminalUserInteractionEventType": {
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"type": "string",

"enum": [
"CODEWHISPERER_TERMINAL_TRANSLATION_ACTION",
"CODEWHISPERER_TERMINAL_COMPLETION_INSERTED"

1,

"description": "Terminal User Interaction Event Type"

},
"terminal": {

"type": "string"

I
"terminalVersion": {
"type": "string"

I
"shell": {

"type": "string"
1,

"shellVersion": {
"type": "string"
1,
"duration": {
"type": "integer"
1,
"timeToSuggestion": {
"type": "integer"
1,
"isCompletionAccepted": {
"type": "boolean"
1,
"cliToolCommand": {
"type": "string"

}I

"FeatureDevEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
}
1,
"required": [
"conversationId"
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},
"SendTelemetryEventRequest": {
"type": "object",
"properties": {
"clientToken": {
"type": "string",
"description": "The client's authentication token"
I
"telemetryEvent": {
"properties": {

"oneOf": [
{

"_comment": "This event is emitted when a user accepts or
rejects an inline code suggestion",

"$ref": "#/definitions/userTriggerDecisionEvent"

I
{

"_comment": "This event is emitted every five minutes. It
details how much code is written by inline code suggestion and in total during that
period",

"$ref": "#/definitions/codeCoverageEvent"

I
{
"_comment": "This event is emitted when a code snippet from

inline code suggestion has been edited by a user. It details the percentage of that
code snippet modified by the user",

"$ref": "#/definitions/userModificationEvent"
I
{
"_comment": "This field is emitted when a security scan is
requested by a user",
"$ref": "#/definitions/codeScanEvent"
},
{
"_comment": "This field is emitted when a security scan
recommended remediation is accepted by a user",
"$ref": "#/definitions/codeScanRemediationsEvent"
I
{
"_comment": "This event is deprecated but may still occur

in telemetry. Do not use this.",
"$ref": "#/definitions/metricData"
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_comment": "This event is emitted when Q adds an AI
generated message to the chat window",
"$ref": "#/definitions/chatAddMessageEvent"

I
{
" _comment": "This event is emitted when a user interacts
with a chat message",
"$ref": "#/definitions/chatInteractWithMessageEvent"
},
{

_comment": "This event is emitted when a user modifies a
code snippet sourced from chat. It gives a percentage of the code snippet which has
been modified",

"$ref": "#/definitions/chatUserModificationEvent"
},
{
" _comment": "This event is emitted when a user interacts
with a terminal suggestion",
"$ref": "#/definitions/terminalUserInteractionEvent"
.
{
"_comment": "This event is emitted when a user first
prompts the /dev feature.",
"$ref": "#/definitions/featureDevEvent"

iy

"optOutPreference": {
"type": "string",

"enum": [
"OPTIN",
"OPTOUT"

15

"description": "OPTOUT and telemetry is only provided to the account of
purchasing enterprise, OPTIN and telemetry may also be used for product improvement"

1,
"userContext": {

"type": "object",

"properties": {

"ideCategory": {
"type": "string",
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"enum": [
"JETBRAINS",
"VSCODE",
UL,
"JUPYTER_MD",
"JUPYTER_SM"

1,
"operatingSystem": {
"type": "string",

"description": "The operating system being used"
1,
"product": {
"type": "string",
"description": "The name of the product being used"
1,
"clientId": {
"type": "string",
"description": "A UUID representing the individual client being
used"
1,

"ideVersion": {
Iltypell: "String",
"description": "The version of the Q plugin"

.

"required": [
"ideCategory",
"operatingSystem",
"product",
"clientId",
"ideVersion"

1,
"profileArn": {
"type": "string",
"description": "The arn of the Q Profile used to configure individual

user accounts."
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ChatlnteractWithMessageEvent
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:PutDeliverySource",
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"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

GetDeliverySource",
DeleteDeliverySource",
DescribeDeliverySources",
PutDeliveryDestination",
GetDeliveryDestination",
DeleteDeliveryDestination",
DescribeDeliveryDestinations",
CreateDelivery",
GetDelivery",
DeleteDelivery",
DescribeDeliveries",

"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource'

1. [
"arn:aws:logs:us-east-1l:account number:log-group:*",
"arn:aws:firehose:us-east-1l:account number:deliverystream/*",

"arn:aws:s3:::*"
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Services | Q Search Alt+5] 2] sy @ 3 N. Virginia ¥ AdministratorAccess/QDevUser|

Amazon Q Developer X Amazon Q Developer ) Dashboard

Dashboard i

The Amazon Q Developer dashboard provides metrics illustrating how your developers use various features offered with their subscription.

Settings
Dashboard New
Customizations

Plugins New Total subscriptions Active subscriptions Pending subscriptions

Subscriptions [2 9 5 5 5.60/0 4

Amazon Q Developer usage dashboard

Detailed metrics showing how developers are using Amazon Q Developer

Select time range Filter by category
| Last 5 days ‘ ‘ Shaw all v ‘ Chaose category
Suggested lines of code Active users
Lines of code written by Amazon Q Developer The number of active users over time

User (Daily active user count)

35

Unit test generatic... Inline suggestions (...
136 lines, 22.6% 143 lines, 23.7% 3
25

2
lines of mde
Chat inside the IDE ... 15
70 lines, 11.6%
Document generati... 1
143 lines, 23.7%
. " 0.5

Inline chat (86 lines)
Feature developme... 86 lines, 14.3%

25 lines, 4.1% 0
Dec 5 Dec 6 Dec7 Dec 8 Dec9
2024 2024 2024 2024 2024
[ Inline suggestions (143 lines) [l Chat inside the IDE (70 lines) Date (UTC)

M Inline chat (86 lines) [ Feature development (/dev) (25 lines)
[ Document generation (/doc) (143 lines) [l Unit test generation (/test) (136 lines)
B Code fixes (0 lines) [l Code Transformation (/transform) (0 lines)

Inline suggestions
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
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"s3:PutObject"

Amazon Q Developer
"arn:aws:s3:::bucketName/prefix/*"

L

15
"Resource":

"accountId"

1,
"Condition": {
"StringEquals": {
"aws:SourceAccount":
"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"

I
"ArnLike": {

HHZ!0l SSE-KMSE 7 dst= G2, KMS 7|0l M ofeHe| g &7t

{

"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"

"Action": "kms:GenerateDataKey",

},
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"

},
"ArnLike": {
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
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"Service": "g.amazonaws.com"
1,
"Action": [

"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "accountId"

I
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"

HZI0I M SSE-KMSE T 45t= B KMS 7|0l Tt 5 8

jo
o]
N
o
r
[ul

"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
b
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "accountId"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"

Amazon S3 HHZ! 9| O|0|E{ E 50 CHEF RFAIEH LI& 2 Amazon Simple Storage Service AHE A&
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{

"generateCompletionsEventRequest": {
"leftContext": "import * cdk from 'aws-cdk-1ib';\r\nimport * s3
from 'aws-cdk-lib/aws-s3';\r\nimport { Stack, StackProps } from 'constructs';\r
\nexport class MyStack extends Stack {\r\n constructor(scope: cdk.App, id: string,
props?: StackProps) {\r\n super(scope, id, props);\r\n\r\n new s3.Bucket(this,
PXXXXXXXX ', {\r\n versioned: true\r\n ) ;\r\n IN\r\n ",
"rightContext": "",
"fileName": "cdk-modified.ts",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:09:16.412719Z2"
},
"generateCompletionsEventResponse": {
"completions": ["synth() {\n return
cdk.App.prototype.synth.apply(this, arguments);\n 3}"1],
"requestId": "797c70ee-abc9-4cc7-al4a8-b9dfl7f6ces8"
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"records": [
{

"generateAssistantResponseEventRequest": {

"prompt": "Can you explain how to set up object-level access control in
an S3 bucket using AWS CDK?",

"chatTriggerType'": "MANUAL",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:05:56.313070Z"

I

"generateAssistantResponseEventResponse": {
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"assistantResponse": "I'll explain how to set up object-level access
control for an S3 bucket using AWS CDK. Here's how you can implement different
access control configurations: [[1]](https://docs.aws.amazon.com/AmazonS3/latest/

API/s3_example_s3_Scenario_ManageACLs_section.html)\n\nl. Using Bucket Owner Enforced
(Recommended Modern Approach):\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';
\nimport * as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,\n blockPublicAccess:
s3.BlockPublicAccess.BLOCK_ALL\n});\n" " "\n\n2. Using Public Access Block
Configuration:\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport * as s3
from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n blockPublicAccess:
new s3.BlockPublicAccess({\n blockPublicAcls: true,\n blockPublicPolicy:
true,\n ignorePublicAcls: true,\n restrictPublicBuckets: true\n })\n});\n" "
\n\n3. Setting Access Control for Specific Use Cases:\n " "typescript\nimport * as
cdk from 'aws-cdk-1lib';\nimport * as s3 from 'aws-cdk-lib/aws-s3';\nimport * as
iam from 'aws-cdk-lib/aws-iam';\n\nconst bucket = new s3.Bucket(this, 'XXXXXXXX',
{\n // Enable versioning for object-level recovery\n versioned: true,\n \n //
Enforce encryption\n encryption: s3.BucketEncryption.S3_MANAGED,\n \n // Block
all public access\n blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,\n \n //
Enforce object ownership\n objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,
\n \n // Enable server access logs\n serverAccesslLogsPrefix: 'logs/'\n});\n
\n// Grant read access to specific IAM role\nconst role = new iam.Role(this,
'MyRole', {\n assumedBy: new iam.ServicePrincipal('lambda.amazonaws.com'),
\n});\nbucket.grantRead(role);\n\n// Grant write access to specific objects
with prefix\nbucket.addToResourcePolicy(new iam.PolicyStatement({\n actions:
['s3:PutObject'],\n resources: [bucket.arnForObjects('uploads/*')],\n principals:
[new iam.AccountRootPrincipal()]J\n}));\n " "\n\n4. Setting up Lifecycle Rules
for Objects:\n " “typescript\nimport * as cdk from 'aws-cdk-1ib';\nimport
* as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n

lifecycle: [\n {\n transitions: [\n {\n storageClass:
s3.StorageClass.INFREQUENT_ACCESS,\n transitionAfter: cdk.Duration.days(30)\n
},\n {\n storageClass: s3.StorageClass.GLACIER,\n
transitionAfter: cdk.Duration.days(90)\n \n 1,\n expiration:

cdk.Duration.days(365)\n I\n I\n});\n" " "\n\nKey points to remember:\n- Always use
the principle of least privilege\n- Block public access by default unless explicitly
required\n- Use BUCKET_OWNER_ENFORCED for object ownership when possible\n- Consider
implementing lifecycle rules for cost optimization\n- Use versioning for sensitive
data\n- Implement server-side encryption\n- Use resource policies and IAM roles
for access control instead of ACLs\n- Monitor access patterns using server access
logging\n\nThese configurations help create a secure and well-managed S3 bucket with
appropriate access controls at both bucket and object levels.",

"followupPrompts": "How can you implement multi-factor authentication
for S3 bucket access using AWS CDK?What are the best practices for setting up object-
level versioning in AWS S3 using CDK?How can you use AWS CDK to create a custom error
message for unauthorized access attempts on an S3 bucket?",
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"messageMetadata": {
"conversationId": "491bd3cd-d70d-40c0-a452-5ef3f0878422",
"utterancelId": null
.
"codeReferenceEvents": [],
"supplementaryWebLinksEvent": [
{
"uri": "https://docs.aws.amazon.com/AmazonS3/latest/API/
s3_example_s3_Scenario_ManageACLs_section.html",
"title": "[1] Manage access control lists (ACLs) for Amazon S3
buckets using an AWS SDK - Amazon Simple Storage Service",
"snippet": "The following code example shows how to manage
access control lists (ACLs) for Amazon S3 buckets.\n\n.NET\n\n**AWS SDK for .NET**
\n\n" " "\n using System;\n using System.Collections.Generic;\n using
System.Threading.Tasks;\n using Amazon.S3;\n using Amazon.S3.Model;\n\n
/// <summary>\n /// This example shows how to manage Amazon Simple Storage
Service\n /// (Amazon S3) access control lists (ACLs) to control Amazon S3
bucket\n /// access.\n /// </summary>\n public class ManageACLs\n {\n
public static async Task Main()\n {\n string bucketName
= \"amzn-s3-demo-bucket1\";\n string newBucketName = \'"amzn-s3-demo-
bucket2\";\n string keyName = \"sample-object.txt\";\n string
emailAddress = \"someone@example.com\";\n\n // If the AWS Region where
your bucket is located is different from\n // the Region defined for
the default user, pass the Amazon S3 bucket's\n // name to the client
constructor. It should look like this:\n // RegionEndpoint bucketRegion =
RegionEndpoint.USEastl;\n IAmazonS3 client = new AmazonS3Client();\n\n
await TestBucketObjectACLsAsync(client, bucketName, newBucketName, keyName,
emailAddress);\n N\n\n /// <summary>\n /// Creates a new Amazon
S3 bucket with a canned ACL, then retrieves the ACL\n /// information and then
adds a new ACL to one of the objects in the\n /// Amazon S3 bucket.\n
/// </summary>\n /// <param name=\"client\">The initialized Amazon S3 client
object used to call\n /// methods to create a bucket, get an ACL, and add a
different ACL to\n /// one of the objects.</param>\n /// <param name=
\"bucketName\">A string representing the original Amazon S3\n /// bucket name.</
param>\n /// <param name=\"newBucketName\">A string representing the name of
the\n /// new bucket that will be created.</param>\n /// <param name=
\"keyName\">A string representing the key name of an Amazon S3\n /// object
for which we will change the ACL.</param>\n /// <param name=\"emailAddress\'">A
string representing the email address\n /// belonging to the person to whom
access to the Amazon S3 bucket will be\n /// granted.</param>\n public
static async Task TestBucketObjectACLsAsync(\n IAmazonS3 client,\n
string bucketName,\n string newBucketName,\n string keyName,
\n string emailAddress)\n {\n try\n {\n
// Create a new Amazon S3 bucket and specify canned ACL.\n
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var success = await CreateBucketWithCannedACLAsync(client, newBucketName);\n\n

// Get the ACL on a bucket.\n await GetBucketACLAsync(client,

bucketName) ;\n\n // Add (replace) the ACL on an object in a
bucket.\n await AddACLToExistingObjectAsync(client, bucketName,
keyName, emailAddress);\n \n catch (AmazonS3Exception
amazonS3Exception)\n {\n Console.WritelLine($\"Exception:
{amazonS3Exception.Message}\");\n \n \n\n /// <summary>\n

/// Creates a new Amazon S3 bucket with a canned ACL attached.\n ///
</summary>\n /// <param name=\"client\">The initialized client object used to
call\n /// PutBucketAsync.</param>\n /// <param name=\"newBucketName\">A
string representing the name of the\n /// new Amazon S3 bucket.</param>\n

/// <returns>Returns a boolean value indicating success or failure.</returns>\n
public static async Task<bool> CreateBucketWithCannedACLAsync(IAmazonS3 client,
string newBucketName)\n {\n var request = new PutBucketRequest()\n
{\n BucketName = newBucketName,\n BucketRegion
S3Region.EUWestl,\n\n // Add a canned ACL.\n CannedACL
S3CannedACL.LogDeliveryWrite,\n };\n\n var response =
await client.PutBucketAsync(request);\n return response.HttpStatusCode
== System.Net.HttpStatusCode.OK;\n \n\n\n /// <summary>\n
/// Retrieves the ACL associated with the Amazon S3 bucket name in the\n
/// bucketName parameter.\n /// </summary>\n /// <param name=
\"client\">The initialized client object used to call\n /// PutBucketAsync.</
param>\n /// <param name=\"bucketName\">The Amazon S3 bucket for which we
want to get the\n /// ACL list.</param>\n /// <returns>Returns an
S3AccessControllList returned from the call to\n /// GetACLAsync.</returns>
\n public static async Task<S3AccessControllList> GetBucketACLAsync(IAmazonS3
client, string bucketName)\n {\n GetACLResponse response = await
client.GetACLAsync(new GetACLRequest\n {\n BucketName =
bucketName,\n 3);\n\n return response.AccessControllList;\n
I\n\n\n\n /// <summary>\n /// Adds a new ACL to an existing object
in the Amazon S3 bucket.\n /// </summary>\n /// <param name=\"client
\">The initialized client object used to call\n /// PutBucketAsync.</param>\n
/// <param name=\"bucketName\">A string representing the name of the Amazon
S3\n /// bucket containing the object to which we want to apply a new ACL.</
param>\n /// <param name=\"keyName\">A string representing the name of the
object\n /// to which we want to apply the new ACL.</param>\n /// <param
name=\"emailAddress\">The email address of the person to whom\n /// we will be
applying to whom access will be granted.</param>\n public static async Task
AddACLToExistingObjectAsync(IAmazonS3 client, string bucketName, string keyName,
string emailAddress)\n {\n // Retrieve the ACL for an object.\n
GetACLResponse aclResponse = await client.GetACLAsync(new GetACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
3);\n\n S3AccessControllList acl = aclResponse.AccessControllList;
\n\n // Retrieve the owner.\n Owner owner = acl.Owner;\n\n
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// Clear existing grants.\n acl.Grants.Clear();\n\n
// Add a grant to reset the owner's full permission\n // (the previous
clear statement removed all permissions).\n var fullControlGrant = new
S3Grant\n {\n Grantee = new S3Grantee { CanonicalUser =
acl.Owner.Id },\n };\n acl.AddGrant(fullControlGrant.Grantee,
S3Permission.FULL_CONTROL);\n\n // Specify email to identify grantee
for granting permissions.\n var grantUsingEmail = new S3Grant\n
{\n Grantee = new S3Grantee { EmailAddress = emailAddress },\n
Permission = S3Permission.WRITE_ACP,\n };\n\n
// Specify log delivery group as grantee.\n var grantLogDeliveryGroup
= new S3Grant\n {\n Grantee = new S3Grantee { URI =
\"http://acs.amazonaws.com/groups/s3/LogDelivery\" },\n Permission =
S3Permission.WRITE,\n };\n\n // Create a new ACL.\n
var newAcl = new S3AccessControllList\n {\n Grants = new
List<S3Grant> { grantUsingEmail, grantlLogDeliveryGroup },\n Owner =
owner,\n };\n\n // Set the new ACL. We're throwing away the
response here.\n _ = await client.PutACLAsync(new PutACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
AccessControlList = newAcl,\n });\n \n\n I\N\n\n" " "\n
For API details, see the following topics in _AWS SDK for .NET API Reference_.\n \
* GetBucketAcl\n\n* GetObjectAcl\n\n* PutBucketAcl\n\n* PutObjectAcl\n\nFor a compl
list of AWS SDK developer guides and code examples, see Developing with Amazon S3
using the AWS SDKs. This topic also includes information about getting started and
details about previous SDK versions.\n"
}
1,
"requestId": "dad38fc0-815c-45f7-970a-db916cb7f131"
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"records": [
{

"startTaskAssistCodeGenerationEventRequest": {

"prompt": "write a python application that prints 'hello world!' text
to the screen and format it in red bold text",

"chatTriggerType": "MANUAL",
"conversationId": "dalc95b6-84el-46a2-9ef9-fe92f5eel69e",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-13T15:40:27.8080271012"

},

"startTaskAssistCodeGenerationEventResponse": {
"requestId": "e504f126-7197-4e3c-a046-1a10d5a3f3e0"

}
}
1
}
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