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"Topic": "arn:aws:sns:us-west-2:111122223333:mytopic",

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;
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public static void main(String[] args) {
final String usage = non

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
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System.exit(1);
}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:

, Nsae.getMessage());
System.exit(-1);

)
S

}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;
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if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);

byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
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while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int i = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currLvlHashes;

return prevLvlHashes[Q];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);
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return sb.toString().toLowerCase();

« API M HE EAWS SDK for Java 2.x APl & & 2| UploadArchiveE & X &HAM|2.

£ A875}04 S3 Glaciere| 2 E0{ o}7}0|E 42 = AWS SDK for .NET
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Example -2| &% =& APIE AI&35104 0}7t0|E 2= AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to

upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WritelLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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Example : AWS SDK for JavagE At&35104 O}7}0|E CIREE

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

Rk UL
’

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
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snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
} catch (Exception e)

{

System.err.println(e);

£ AI2735104 S3 Glaciere| 2 E0{M o}7t0|E CIR2EZE AWS SDK for .NET
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Example -2| &% =& APIE Al&35l04 0}70|E CHR2 2= AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveId = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will
begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
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Console.ReadKey();

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{

currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
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Example : AWS SDK for Javag& At&3t04 0t710[E AFA||

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

o
_|n.|J.
m
o

API %1 2012-06-01 26



Amazon S3 Glacier TR 7H0|E

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);

}
}
}
£ AH83510{ S3 Glaciere| 2 E0{A ot710|= 4 K| AWS SDK for .NET
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Example -2| 42| £Z& APIS AF235104 0}7}0|2 AMX| AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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AWS Command Line Interface ()& A& 35104 Amazon S3 Glacier0il A OI7t0|E & AME = U&LICH
AWS CLI.

A

o (A =) ™ AWS CLI

- 0:E ALE35t0q ot7to|E AKX AWS CLI

(AP =74) A% AWS CLI

1. AWSCLIE Ct22E5tn 7/ggfuct 23 X|&2 AWS Command Line Interface AF& X+ 7+0|
EoM S FHE FESIAMAIL.

A x| AWS Command Line Interface

T A AWS Command Line Interface

£ A83tod ot7+olE AFX| AWS CLI API %1 2012-06-01 28


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

Amazon S3 Glacier TR 7H0|E

HOIFLICH o2t BE2 BAH2=Z

3y ZETEof CHe U2 22stod AWS CLI MHE 2ol
A7 5EE MBstx| gfomz 7 2ol 42 FHo| A8 LI

aws help
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aws glacier list-vaults --account-id 123456789012

. of CH8F #AH 744 CIO|E{E E24™ aws configure list HWE AWS CLIAFEELICEH

aws configure list

of: £ AFZ35t0q ofzo|E AFX| AWS CLI

DiEde EC| AM ztod2 A|ZFSfLICH initiate-job o] CH

1. initiate-job BHE ALE35t04 eIl
B XtMIEE LIS 2 H Y AEE BRI,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

o & Z1}:

{
"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "##** jobid ***"
}
2. describe-job BEE ALE5t04 0| M to| HEfE & QIELICH describe-job HRO]
CHEr REM[EH L2 21 dHE HESAMR

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***
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"InventoryRetrievalParameters": {

"Format": "JSON"
1,
"VaultARN": "#**#* vyault arn ***",
"Completed": false,
"JobId": "*** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
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AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");
CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());
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class AmazonGlacierVaultOperations {

CreateVaultRequest;
CreateVaultResult;
DeleteVaultRequest;
DescribeVaultOutput;

DescribeVaultRequest;

DescribeVaultResult;
ListVaultsRequest;
ListVaultsResult;
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public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

JavagE At83tE 2E M AP| & 2012-06-01 38



Amazon S3 Glacier TR 7H0|E

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

System.out.println("\nDescribing all vaults (vault list):");

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);
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using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDeleteHighLevel
{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WriteLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WriteLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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using System;
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using Amazon.Glacier;
using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{

class VaultCreateDescribelistVaultsDelete

{

static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;

public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WriteLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void CreateAVault()
{
CreateVaultRequest request = new CreateVaultRequest()
{
VaultName = vaultName
};
CreateVaultResponse response = client.CreateVault(request);
Console.WritelLine("Vault created: {@}\n", response.Location);
}

static void DescribeVault()
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{
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = vaultName
};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");
Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);
}
static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Marker = lastMarker
I
ListVaultsResponse response = client.ListVaults(request);
foreach (DescribeVaultOutput output in response.VaultList)
{
Console.WritelLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{23,

output.VaultName, output.CreationDate,
output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

static void DeleteVault()
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{
DeleteVaultRequest request = new DeleteVaultRequest()
{
VaultName = vaultName
};
DeleteVaultResponse response = client.DeleteVault(request);
}
}

Amazon S3 Glacier0llA{ REST APIE AI235t0{ EE M4

REST APIE Al&35l0{ EEE Mdst= &ol CHEt REMISH LI 2 EE HET|(PUT Zf) BHHE & X
StAAIL.

Amazon S3 Glacier &2 AI235t01 EE M4

Amazon S3 Glacier(S3 Glacier) 2& 2 Al&35t0{ 2E & M5te{H AlES7| REE|YQ| 2EHA: S3
Glaciero M 2E dd MME M EHAM 2.

E A23104 Amazon S3 Glacierdl A 2 E M4 AWS Command Line
Interface

CHS EHAofl 2 AWS Command Line Interface (AWS CLI)E A 3104 Amazon S3 Glacier(S3
Glacier)of 2E& MM gfLct,

A

1. AWSCLIE CIRZCc 6t FHELICE &8 X|&E2 AWS Command Line Interface AFE X} 710|
EoM CHS FHE & =ESHAAIL.

A x| AWS Command Line Interface

T4 AWS Command Line Interface
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A7 5HE MBstx B2 7|8 T2ro| X474 ZHo| A E LT
* help BHEZ A8l EAAI
aws help

« list-vaults BHEE AI235t04, 2 HE HHL| S3 Glacier 2E

1234567890122 AWS & IDE HfEL|C}

aws glacier list-vaults --account-id 123456789012

. of CH8F #AH 744 CIO|E{E E24™ aws configure list HWE AWS CLIAFEELICEH

aws configure list

of.& AtE35lo] 2E 44 AWS CLI
1. create-vault BYES ALE3104 111122223333 A0l awsexamplevaul tEtE O|EQ| EE

g ddgict

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

of & A1}

{
"location": "/111122223333/vaults/awsexamplevault"

2. describe-vault WS AIE35l0{ MAE &0l

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333
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ZE7t = AWS 2| E X|HalioF ZLICt O 2Et0|MEE A8 5to] s=st= ZE U2 df

AWS 2|0l M ELICH

2. DescribeVaultRequest 224 QAAHAE HYsto 2H HEE l=etLict
Amazon S3 Glacier(S3 Glacier)= £E 0|3t AHXt2| A IDE QT ELICH HH IDE U=stK|
ot A20ls 2 MY s 22dste At - ddz|o] UeE AE IDZE ZHFEHLICH XA
gt LI 2 Amazon S3 Glacier AWS SDK for Java 0i|A AF2 EHHE R ESHAAIL.

3. 2% AKX E nleto|E{=2 Q24510 describeVault HMEE AMELICE
S3 Glacier7t EtEtste 2E MIEIH|O|E| ME £ DescribeVaultResult ZHA[OIAM AL E £ &

LICH.

CHE2 QoM dBE A E LIEHHE Java 2= ZZL|CH

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getlLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +

"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());

(® Note
7|8 REST APIH| CHEE RHM[EF LI 2 EE MTE(GET vault) BHHE HESAAIL.

2|™Mol| &5t ZE EE9| HEHIOIH 7HX 27|

listVaults HIMEE At835t01 £ AWS 2|He| 2 E =E0i et HEHIOIEHE AME =& U&
LICE.
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CHE 2 us-west-2 E|IM0l| £5t= EE S5 7HMRE Java ZE ZZMLCH 28| met 8H2
Z HEtElE 2E 2= 5E MEEUCL 3 O F I 22 Lol listVaults 3ES s™dt

of AWS EITtol M TH ZE 252 FMsLICH

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();

for (DescribeVaultOutput vault : vaultList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

ol ZE ZZo|MH 7 Aloll LimitZf2 X|H3HX| 2t 2™ S3 Glacier?t S3 Glacier API12| AZ&of| [
cf ZICH 10707HX| EEE BHEELICH S8 T3 2E7I H e d0e 8H 222 marker E
Co| M22 231} 84 S50| ASElE X|™Hol 2E9| Amazon ElAA O|&(ARN)O| F7HELICE.
K| oM marker HEE null 4 Z&LICH
D2 EE20|Z gEniCt HHEtr|lE MEE EX 2E0|AM describeVault HAMEE 5&3504 71X
Q= HEQ SUELICH

(@ Note

listVaults HHMEE 7|2 REST APIE S EELICHEE =5 X 3|(GET vaults) & X).
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2. DescribeVaultRequest SEiA QAEAE MAS0{ 2 HEE Q248 |C}.

Amazon S3 Glacier(S3 Glacier)= 2E O|E1} AFE X2 A IDE QFELICH AI™Y IDE =451 K|
oie dRoe 28 MBS s e2dst= AHE B ¢iAK[o] /Y= A™ IDE ZHFELICH REA
gt LI 2 Amazon S3 Glacier AWS SDK for NET O|A Al EHHE BT ERSHAAIL.

3. 2% AN E utetO|E 2 1245104 DescribeVault HMEE A g LICE.

S3 Glacier7t EtEtste 2E MIEIH|O|E| ME £ DescribeVaultResult ZHAOIAM AL E £ &
L|C}.
CIS2 QoM MHESH BAHE LIEHLHE C# 2= ZZQLICE ol 2= =2 0|2 ME(2dl2) 2IHo]
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client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{

VaultName = "*** Provide vault name ***"

I

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

® Note

7|2 REST APIO]| CHEF RHAIEH LI 2 EE MYE(GET vault) EHH2 & ESHAAIL.

2|Mof| &5t 2E 2E2| HEHIOIE 7HX 27|
ListVaults HIMEE ALE5t0] £ AWS 2[T0| ZE S E0| CHE HEIC|0[EE AME £ A&

CHE2 015 MR((EZ)el 2E 552 HMst
L{CF.

S EE £ 5702 MEEL
X

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{

ListVaultsRequest request = new ListVaultsRequest()

{
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Limit = 5,
Marker = lastMarker
i

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {0} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);
}
lastMarker = response.Marker;
} while (lastMarker != null);
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® Note

ListVaults HIME= 7|2 REST APIE
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£ A&3104 Amazon S3 Glacier0ll A £ E H|EHH|O|E A AWS Command
Line Interface

Ol od| Mol A= AWS Command Line Interface ()& AF& 504 Amazon S3 Glacier(S3 Glacier)olA EE
HE A HEHO|EHE AMsts EHE 20iELICIAWS CLI.
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aws help

« list-vaults BHE AIE35l04, LM El A X 2| S3 Glacier EE S £ 7IXSLICl.

123456789012 AWS X IDE HiEL|C}.

aws glacier list-vaults --account-id 123456789012

« of CH$t 34K 7+ HIO|E{E E24™ aws configure list HHWE AWS CLIAFS ELICEH

aws configure list

of: £ AE35to{ 2 E H|EIH|0|E{ ZHAH AWS CLI

describe-vault S AH83t04 111122223333 HHol| U= awsexamplevaul tEt= Ol

O| MEAE HTetM 2.

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333
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InitiateJobRequest ZH&{of ¢ HE

@ Note
EEQ|QHEZ|7} 2R E|X| f2 B¢ 2F 7} gtetElctE Mol R2|6tM K. Amazon S3
Glacier(S3 Glacier)= Zf 2 E0ICt 24A|7tE2 F7|2 QIHIEZ|E 4| LCt.

S3 GIamerE %EQE o] IDE dtetgtL|ct. o] 8H 2 InitiateJobResult Z2iA QIAE A0

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x')

);
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InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();
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GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.
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import java.io.BufferedReader;
import java.io.Bufferedwriter;
import java.io.FileWriter;

import java.io.IOException;
import java.io.InputStreamReader;
import java.util.HashMap;

import java.util.lList;

import java.util.Map;

import com.fasterxml.jackson.core.JsonFactory;

import com.fasterxml.jackson.core.JsonParseException;
import com.fasterxml.jackson.core.JsonParser;

import com.fasterxml.jackson.databind.JsonNode;
import com.fasterxml.jackson.databind.ObjectMapper;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.policy.Policy;

import com.amazonaws.auth.policy.Principal;

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.Statement.Effect;

import com.amazonaws.auth.policy.actions.SQSActions;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

JavagE At835tl= 2E QIHER|CIRE

API HHZ 2012-06-01 57



Amazon S3 Glacier

JHeER 7Hol=

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.
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glacier.AmazonGlacierClient;
glacier.model.GetJobOutputRequest;
glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;

.glacier.model.InitiateJobResult;

glacier.model.JobParameters;

sns.
sns.
sns
sns.
sns.
sns.
sns.
sgs
sqgs.
sqgs.

model

model
sgs.
sgs
sgs.
sgs.
sgs.

model.
model.
.DeleteQueueRequest;
model.
.model.
model.
model.
model.

AmazonSNSClient;
model.
.model.
model.
.SubscribeRequest;
model.
model.
.AmazonSQSClient;

CreateTopicRequest;
CreateTopicResult;
DeleteTopicRequest;

SubscribeResult;
UnsubscribeRequest;

CreateQueueRequest;
CreateQueueResult;

GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public
public
public
public
public

public

ProfileCredentialsProvider credentials =

static
static
static
static
static
static
static
static
static
static
static
static
static

static

String
String
String
String
String
String
String
String
String
long sleepTime =
AmazonGlacierClient client;
AmazonSQSClient sqgsClient;
AmazonSNSClient snsClient;

600;

vaultName = "*** provide vault name ***";
snsTopicName =
sqsQueueName =
sqsQueueARN;
sqsQueueURL;
snsTopicARN;
snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";

"*** provide topic name ***";
"*** provide queue name ***'";

void main(String[] args) throws IOException {

new ProfileCredentialsProvider();
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client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
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new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {
JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);
InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);
InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)

throws InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
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ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);
BufferedWriter out = new BufferedWriter(fstream);
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BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));
String inputlLine;
try {
while ((inputLine = in.readLine()) != null) {
out.write(inputlLine);
}
}catch(IOException e) {
throw new AmazonClientException("Unable to save archive", e);
}finally{
try {in.close();} catch (Exception e) {}
try {out.close();} catch (Exception e) {3}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));
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3.

client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",

}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

xtoqo| &t2 = WHK| Z|CckalL|ct.

= 2 7HX| Z|Ch24ok & LICH 2 E 0| A Amazon Simple Notification
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GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{

JobId = joblId,

VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)
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{

using (Stream fileToSave = File.OpenWrite(fileName))

{
CopyStream(webStream, fileToSave);

}
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Example

using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System. IO;

System.Threading;

Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Glacier.Transfer;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;
Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{

class VaultInventoryJobLowlLevelUsingSNSSQS

{

static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName
static string fileName

Rk UL
’

"*¥** Provide vault name ***";

"*** pProvide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

nen o4
" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +
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public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);
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CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1);

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
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{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))

{
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Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}
}
private static void DownloadOutput(string jobId, AmazonGlacierClient client)
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName
i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
}

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}
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1234567890122 AWS H™ IDE HfEZL|C}.

aws glacier list-vaults --account-id 123456789012
HH S AWS CLIALE &L Ct

- of CHE #AH 7+ OIO|E{& 224™ aws configure list A2

aws configure list

1. initiate-job ¥H
aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --

job-parameters='{"Type": "inventory-retrieval"}"'

of & Ax}:

{
"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

O HEHE = lgfLCt

H Xtod Al

2. describe-job BHEE AI&3t04 O|T M =he4

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --

job-id *** jobid ***

0G| P

"InventoryRetrievalParameters": {
"Format": "JSON"

1,
"VaultARN":

"Completed": false,

"ExE yqult arn *EF*F",
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"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
}
3. Mol 2=FE W7 x| 7|chEIL[C.
2o E2dg 22 s £ Qg K| 7|ckedok BHLCH &Hed IDE S3 Glacierol M 2Heig 2t 2
gt F E[A 24 A7 SCt2 BtRE[X| A&LICH SEE|AM L2 FEE HHSRAHLE, 2US AR
[l Amazon Simple Notification Service(SNS) EZl& X|'d3IiCtH S3 Glacier?t 2] 2t2 & i
g EXof HAIX|E 2Lt
EEQo| EH o|HE Cis 23 72 HdEE == JU&LICH REM[EH LI 2 Amazon S3 Glacier]
EE Y2 74 B2 B AAIL. S3 Glaciere 7 O|HIE 7} B Mgt miotch X|HE SNS E
Eof HAIXIE EEL|ch
4. Y Ex|Mget-job-output BEE ALEs0 A S output.json THUZ CIREZEE L
Ct.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

ol BH2CIS

e

E7t e mtde d-dgoh

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*#** archiveid ***",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash *#**"

}

{"ArchiveId":

13
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S3 Glacier2| A =t @2 HIS7[Ae = AHMELICH [ELM £33 Yo e{™ S3 Glacier?7h &
g 2t= & m7HX| 7|ctedof §LICH S3 Glacierg F7|Mo 2 Z3l5t04 2H¢d 4

7t E2 Y2 ot dLCh S3 Glaciere &€& 7Sk XIHHsH7| IEZLICH 20| 22 E|Hd 22
Amazon Simple Notification Service(SNS) EZ|0i| HA|X|E HAIE = A&LICH 0| 7|SE AHE5tH7|
flaiMde B EEQ| L2 7S MYsHoF gfLICH YRS FHE W= OHIE 371 o4t O[HE
2 Al S3 Glacier7t HIAIX|E & Amazon SNS EEE X|EgfLICH

S3 Glacier= §6| 2Eo| & F Mol FItE += ‘BA'E %] 2t Z(ArchiveRetrievalCompleted,
InventoryRetrievalCompleted)®2t 2rZ1El O|HIEE HolgfLICH §3 50| 2F2E[™ S3

Glacier7} & 2! HIA|X|E SNS EZlof| Al A|EL|CE.
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"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

o, 2t gEOich 7o

ek

‘/I\‘ AAE Amazon SNS EE% g._}' HE X‘”gl_ ILll:I'_

il

(® Note
o3l a2 2Eof F7betH 22 TM0A X|%E O|HIE T} LS mioiCt S3 Glacier7} 2
B HAIXIE MEFUCH =8 5] Al g REE moict EM82 2 Amazon SNS EEE X|H
4 QL BEOIM &3 7S MustD, 5 AIRtE 3 [ Amazon SNS £}
x| X|gst= B0 E S3 Glaciers F 23 HAIXIE 25 M&ELICH

S3 Glacier7t &= 2] ot2 HIAIX|Hl= & f8(InventoryRetrieval,
ArchiveRetrieval), 2] 2t=2 A'El, SNS E=E O|§, & &6 2 ':, E ARNO| Z&H=L|Ct. C}
22 InventoryRetrieval 2 22 ¥ S3 Glacier’} SNS E=lof| &8 23] HIAIX] oi| A|ILICEH

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.8147",
"InventorySizelInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

Completed EE7} true?! B0= StatusCode0i| A 20| -4F QI 2t2 0{ 7t K| & I3t of &L
Ct.
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2. SetVaultNotificationsRequest 2iA QIAEAE M5to] g 74 HEE Ql=4ftLCt.

Amazon SNS EZ| 9| Amazon 2|4 A O|Z(ARN)ZF L& HA|X|E §s6tE

2grLICH X|3HEl= oHIE S8 =E & 714 MT(PUT notification-configuration) £

2E OB 22l 74 ¥, 12|11 AN IDE YAsor FLICH LB THE X
7

rjz
|0
?l':
B

3. 2 & E met0|E{ 2 @12456104 setVaultNotifications HAMEE ASsHLICt.

=2O0oH-d

Ct2 2 QoM A BHAIE LIEHHE Java 2= ZZHQILICH 0| ZE X222 EEQ| Y| M2 M
MLt O|% ArchiveRetrievalCompleted O|HHIE = InventoryRetrievalCompleted
7} gt A8

A< F4ol 2F Amazon S3 Glacier(S3 Glacier)7F X[ El Amazon SNS EZ|of| &

= =
2 HAIXIE MESH=E - gL

SetVaultNotificationsRequest request =
.withAccountId("-")
.withVaultName("*** provide vault name ***")

.withVaultNotificationConfig(
new VaultNotificationConfig()
.withSNSTopic("*** provide SNS topic ARN *#**'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")

new SetVaultNotificationsRequest()

JavaE AN23te 2E oz 314 API %1 2012-06-01 75


https://docs.aws.amazon.com/sns/latest/gsg/Welcome.html

Amazon S3 Glacier

JHeER 7Hol=

);

client.setVaultNotifications(request);

@ Note
7|2 REST APIof CHet ZtMet LIS 2 2 E A1 EHHE HZsHAA.

of:& AtEstod EE0M & & 714 A AWS SDK for Java

CIS2 2E9| 4Z 28 MMM | AXISH £ CHA| E)45HE Java ZE A LICH C
Aldg Q8 CHAIY K& Amazon S3 Glacier AWS SDK for Java 0| A A2 CHE & =X
Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteVaultNotificationsRequest;

import com.amazonaws.services.glacier.model.GetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsResult;
import com.amazonaws.services.glacier.model.SetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {
public static AmazonGlacierClient client;
public static String vaultName = "*** provide vault name ****";

public static String snsTopicARN = "*#** provide sns topic ARN ***";

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

System.out.println("Adding notification configuration to the vault.");
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setVaultNotifications();
getVaultNotifications();
deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();

System.out.println("Notifications configuration for vault: "

+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

}
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ChS MIME A™sty| @et BAE &2 ZE oA A< MMEE HZEsHMR. oAl 20| ZEE A
P

o
CIO|ESH & 7|& EE 0| Amazon SNS EE g =45l oF &L|Ct.
Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete

{
static string vaultName = "examplevault";
static string snsTopicARN "x**%* Provide Amazon SNS topic ARN *#**'";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
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SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
{
VaultName = vaultName,
VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
I
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
I

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{
VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);

}

REST APIZ Al25t= S3 Glacierel EE 92 4
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« O:E M85t ZE B 79 AWS CLI
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A x| AWS Command Line Interface

2. BHZFZECHS BHES =I6t0{ AWS CLI DHEE &QlELct og{e WH2 BAXHa =z
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aws help

« list-vaults HHS AI25104, 2 E H|Z0| S3 Glacier EE S £ & 71X S LIC}.
1234567890122 AWS & IDE HiEL|C}

aws glacier list-vaults --account-id 123456789012
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aws configure list

CLIE Al

0l

5t01 2EE & 7 AP| & 2012-06-01 83


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

Amazon S3 Glacier

of:E A5t 2E 2 & 7+ AWS CLI

JHeER 7Hol=

1. set-vault-notifications HZ S A5t £ 0|§ o]
TAE £ QELICH 7|BEMoZ = ofH LBIE MEE|X| oF |EP

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. 22 742 Ch3 oiFe} 20l JSON EMULIC

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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Amazon S3 Glacier(S3 Glacier)= £ E 7} H|o{ &= A0
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try {
DeleteVaultRequest request = new DeleteVaultRequest()
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.withVaultName("*** provide vault name ***");

client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {

System.err.println(e.getMessage());
}

(® Note
7|2 REST API0| CHEF RbAMIEH LIS 2 E E AM|(DELETE vault) EFHE & ESHAAIL.

E AWS SDK for Java HHHE & XS A|L. Java 2
2Mol 2E &S LIEHHLICEH

£ AF235+04 Amazon S3 Glacierol M 2 E AHX| AWS SDK for .NET
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XNl AWS SDK for .NET
XNl AWS SDK for .NET

H2HE A
=— "1
H2HE A
=— "1

o| A2 =& APIE Al25lof EE AKX AWS SDK for .NET

12 APIQ| ArchiveTransferManager 2ciA = EEE MASte Ol AISE £ Qe
DeleteVault HMEE M3 ELICEH

of:o] &% =& APIE AIE35l0{ ZEE A'X| AWS SDK for .NET

F& IAE WXE E{H of.0f ¥ +=F APIE IS8T EE % AWS SDK for NET EFE & Z ot
AR C#AE MME EE 49 & AXE Z&sto] 72Xl 2E AUS LIEFHLICH

o| 5t =& APIE AIE35t01 2E 4
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1. AmazonGlacierClient 24 (22I0IME)Q| QIAEAE BHEL|CH
EEE MHE AWS 2[HE X|'dslof & LICH O] Z2I0|HEE AI835t0f s&lisie ZE 22 5i
= AWS 2|0l M8 ELICt
2. DeleteVaultRequest ZEiA QIAHAE M0 2 HEE =igLCt.
O|F1 A IDE =dsof &LICE H X IDE =5t

stE XHd 31 24ZAE(0of Q= AK IDE ZHFELCH XHA
SDK for .NET Ol A A2 EHRIE R Z5HAAL.

of= Zdool= 9 MHS 9|5H 9=

Bt LI 2 Amazon S3 Glacier AWS

3. 2 A& nletolE{2 245104 DeleteVault HIMES AlSErLICT

Amazon S3 Glacier(S3 Glacier)= 2 E 7| H|0{ i= AR0|Et i EEE ATX[EFL|Ct RHAIEH LHE
2 EE AH|(DELETE vault) EHHE & ESHAAL.

Ch e FloiAf

Het A E LIEHHE C# I E ZZQL|CH I E XZH2 7|2 AWS 2|70] /i EE
O| HEIHIO|E| MEE ZAMstL|Ct.

AmazonGlacier client;

client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{
VaultName = "*** provide vault name ***"

Iy

DeleteVaultResponse response = client.DeleteVault(request);

® Note
7|2 REST APIof| CHt REMIEH LHE 2 = E AIK|(DELETE vault) TS EESHMAIL.

[}

of:2| 5t =& APIE Al&35to{ Z2E AfX| AWS SDK for .NET

#E IZE fNME EodH of:2] 5t 2| =& APIE ALEEF ZE %] AWS SDK for .NET EFHE & X6t
A2 C#RE ofils 2E &d A MME xfstod 7|[2XQ 2 E X YUS LIEHLICH
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REST APIZ Al275104 S3 Glacier0il M EE AHK||

REST APIE At83104 BES ARIsHE ol CiEt XAt LIS S £ AR|(DELETE vault) B4

SES JSPNI-S

S3 Glacier 2£& AI25104 Bl 2 E AQK||

=E

® Note

=EE MAet7| Mo MK 7|E ot7to|Eet EEE 25 AX|sHoF #LICE O 22 REST
API, , EEE AWS Command Line Interface ()& At&35104 o}7}0|E AlK| @ HE sl Z=EE &
35lod &&=~ AWS SDK for Java AWS SDK for NETQ/&LICFAWS CLI. of7t0|E AbX]|of|
CHEE RFMIEH LHE 2 557 S3 Glacier EE0{|A{ 0}7l0|EHE AMX| BHHES R XS AAIL.

HI2 & Ct=S ErAlol et A XE = Jd& L

Amazon S3 Glacier Z2£& AI2504 Bl 2E AMK|

1.

> WD

0ff 2221 AWS Management Console 5t 11 S3 Glacier £ 0] M S3 Glacier 2 & L|C}.
2| MEH|M EE AWS 2™ 7t U=E MEHFELICE

%g ErAH 7'<|-0-||A-| EE% A-|EH%I-|__||:|._

= 71 o =— (R = |
Z2E S20iM ARIE Yots BE 018 Yol SMS M8t £ Ho|x| HTHollA AKIE MefE L
Ct.
ZE A st ARl A E MEfetod 2EEE ATME JWRIX| Flgh LI
/A Important

RESTE AI23lE 2E AMA
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£ AM&735t04 Amazon S3 Glacier0ll A 2 E AKX AWS Command Line
Interface

AWS Command Line Interface (AWS CLI)Z AF2 3104 Amazon S3 Glacier(S3 Glacier)oll A Bl 2 EL}
Hlo{ /U x| et2 EEE AXE £+ U&LICH

|

« O:& Ar83stod Bl EE AfK| AWS CLI
« O:& Ar835t0q H|o{ X of2 S E 4K AWS CLI

1. AWS CLIE CI22E5tn 7/ggfLct 2 X|&2 AWS Command Line Interface AF& X+ 7+0|
EoM S FHE FXESHAMAIL.

2. W@ EEzeoChg S Ustol AWS CLI RS HOIFLICH ol2{3 e HAxoz
A7 EHE MBox| oo 7|2 anol X4 S0l AL

aws help

« list-vaults HHS AI25104, 2 E H|Z0| S3 Glacier EE S £ & 713 LIC}.
1234567890122 AWS 7| IDE HiEL|C}

aws glacier list-vaults --account-id 123456789012

o of CHEF $AH 7244 CIO|E{E E24™ aws configure list HWE AWS CLIAFS ELICEH

aws configure list
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0f: & AE35tod Bl EE AFXK| AWS CLI

* delete-vault BHE AtEst0d 0710|127} @i EEE A MELICH

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

of: & AF235l04 H|o{ /K| b2 EE AKX AWS CLI

S3 Glacierdl M= Ox|2fo 2 HME QIHIER|E 7|22 2E0 of7t0|27} @31, OHX|3f QIHIE |

0|% 2E0i CiEt 27| ZHJ0| QUIH Aol 8tal i %E%’% &Lt Hlo] QIX| o2 2E AR
L 2E0|QIHIEZ| 2T A0|AM 0}7}0|E ID M, ZF o}7}0|E ALK, 2 E AMK|Q| 3EHAH|IZ RISE!L|C}

1. initiate-job BHEE AI83stod QHER| HM 2 S ARFELICH

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

of & An}:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

b e B — |

2. describe-job BHEE ALEst04 0| A 20| JEHE FH IR LICH

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

of & A1}

{
"InventoryRetrievalParameters": {
"Format": "JSON"
},
"VaultARN": "#*#* yault arn ***",
E A835lo{ EE AN AWS CLI
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"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Xdo| 2t=E m7t x| 7|CHRILICH

xod 242 ChRR2C 8 £ Q)8 WK 7|Chedof BLICH EEM 27 TAS MM 5L &HY
Zhe I Amazon Simple Notification Service(SNS) EEl& X|HUCHEH S3 Glacier7h 2] 2t
2 3T E ol HAIX|E EL|C}

o] 2 Mg MHEE = U&LICH KHMIEH LHE 2 Amazon S3 Glacier2]
& BHHE HZSHAMAIL. S3 Glaciere &7 O|HIEYL LAE miotch X|HE SNS &£

EP.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

ol FF2 O3 EE7t e e dg&Lich

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"ArchiveId":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",

"Size":"*** grchive size (in bytes) ***",

"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1}
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5. delete-archive BEE At&35t01 EE7} HIQIE W7 X| 2E0i{M Zt ot7}0[2 & ArAIEfLICH.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id "*** archiveid ***"

® Note
Ot7I0|E ID7} 5IO|&E == CHE 4 A2 A& St 20| HHEE A™sie{H ot710|
E IDE 2 X2 £040F &LC}.

6. initiate-job HHE AIE50{ M QIHIEED| HM 24 S AIRELICH

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

7. ¥EIL[Hdelete-vault BHE ALSSt0{ 0t710[27} Gl= EEE AfNFLICH

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

S3 Glacier 2E Ej1 X|H

Ir

MEX 12 o| HEHO|E{E El1 EENZ Amazon S3 Glacier 2EE0f &2& 4= QI&LICH ElaE 2
EE LEHHESE HoldtE 7|-2F mlo{L|CH Ef1 AMetS Z&slod Ef1oi CHEH 712X LIES
Amazon S3 Glacier Z|AA0| Ef XM B2 B X SHAAIL.
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CtE FMoM= Bl & = Eol| F7H6tHU, S8 Z3|5H7LE, AM7Hs=E ol CHaHAM A ehLict

S|

« Amazon S3 Glacier Z&£2 A83t0{ Z2Eo| EfT x|

- E A835t0{ 2E Eia X% AWS CLI
[€35to{ EE0i| Eia x|

« Amazon S3 Glacier APIE A
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EEo| cHet Ef2 & = elsted™

1. o 232l AWS Management Console 511 S3 Glacier & 2 https://console.aws.amazon.com/
glacier/home://https://https://https://https://https://https://://https://https://https://://https://https://
https://://

2. 2™ MEfo| 2|™ ME{T| AWS 2T | HE MEYEFLICH
3. ¥FZ EMEFM EEE MEIFLICH

4. =2E Z|AENM=EE MEiFLC

5 2E &M EHS MENSHL|CH Bl MMOZ A ESI0] 2EE9F = E IS EoIstL|C}

Ei2E S Eo| F7tstedH

stLtel 2 Eof %|CH 507H2] B2 E AEY + U&LICH Z SEo| AZEE Elfi0l= BtEA| D7 e Ef
3 7|7k 24o{ok grLct.

Ef2 A|Btol| CHEH REAMIEH LH2 2 Amazon S3 Glacier E|AA Eff1 XM & X5HAIL.

1. o 232! AWS Management Console 5t 11 S3 Glacier &2 https://console.aws.amazon.com/
glacier/home://https://https://https://https://https://https://://https://https://https://://https://https://
https://://

2|7 MEH O] B|X

2. MEZ| AWS 2™ oM E MESSHL|CE

3. 2FZ EMEFM EEE MEFLICE

4. BE SE20|ME|1E F7tsteiE EEC| 0|82 MEEL|C

5. 2E £ =g MEiELICt

6. Ef Mol F7HE MEAFLICH Ef &7} 0| X|7} LEEFE LICE.

7. EfZ FI7LHo|x|e| 7| HEOM BT 7I1& XIHE O F, & EEoM MdEXo = BT g2 XI™
gL

8. Save changes(#4 AtE HE)E MEIELICE

E{1E HEStedH

1. of 212! AWS Management Console 5t11 S3 Glacier & 2 https://console.aws.amazon.com/
glacier/home://https://https://https://https://https://https://https://https://https://https://https://https://
https://

2. 2™ M=ol 2| MEIT| AWS 2T | HE MEIEFLICH
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N o g &~ DN

1% B BolM BES MBI
2E SS0iM 2E 0|82 MyErLICH
2E 44 B MBS ol2HZ A Estof Ef1 MMoz

0
B0l HE S ?ote Bl Fof #QlgtS MEfet oS HiAlS MEfgLch aeiw efa HE o
O|X|7} LEEFEfLICH.
7| 220l BT 7|§ Yolo|Est MEiMo = Zf oM B 2fS YCIo|EELICH

Save changes(#13 AtE XE)E MEAEFLICY.

oM Ef2E A|7{5te{™

off 222l AWS Management Console 5t11 S3 Glacier & 2 https://console.aws.amazon.com/
glacier/home://https://https://https://https://:/[https://https://https://https://https://https://https://
https://https

2| MEo| 2| ME 7| AWS 27 o MHE MESELICE

Ct.

E AI835t0d 2E Bl X|'d AWS CLI

Ct= EtA o k2t AWS Command Line Interface ()& AF835t0{ EN2E F7+, LHQE &= MHELICH
AWS CLI.

Ztelae 7|9t ez FEELCH 2E 1700 =7t + Qe el = =|oH 5070 Lt

-

N

EE0| Ef2E F7I5t24™ add-tags-to-vault BHS ALES

x

|12,

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

O

| 2 E ol CHEr RtAMIEH LIE2 S E0f BT FI1E B ZRsHMIL.

EE0| ¢ZAE ZE ElOE Lt¥5tE{™ list-tags-for-vault HHE2 AIS

A2

ol

£ A83stod 2E e x| AWS CLI API HHZ 2012-06-01 94


https://console.aws.amazon.com/glacier/home
https://console.aws.amazon.com/glacier/home
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-AddTagsToVault.html

Amazon S3 Glacier TR 7H0|E

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

Ol ZE %ol CHEt ZtMIEH LI 2 S EC| BT LIY¥E & EStAMIR.

A
of AZAE Ej MEO|M StLt oAt el 18 A|7{8tEd™ remove-tags-from-vault HH

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

O| ZE Zf ol CHer xtMIEH LIS 2 S EolM BT MHE BESML.
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K42 7|(GET lock-policy)
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E M504 EE FH2 AWS Command Line Interface
ol&L|CH AWS Command Line Interface. 221 X|HE EE0f EE &2
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SA0| A%|E| T &3 D7 BHEFEILICH BE BT Z2HALE Y2 Al 24A1ZH O[LHO| 2H2 El040F BL|
%Xl ofop BE &3 HA0| B0 MR

1. AWSCLIE CI2ECstn #AELICH &2 X|E=2 AWS Command Line Interface AFZ Xl 710
A

EoMCE =HME AHxstd

A *%x| AWS Command Line Interface

744 AWS Command Line Interface
2. BB ZEZE s S AUsto{ AWS CLI BHE =HlgLch ol2{8t WE2 BAIMeR
A 5HE MIeK| ooz 7|2 z2ntol X2 SHo| AL E Lt

aws help

o list-vaults HYEES AIE5t0{, 2 El H|Z 0| S3 Glacier EE S £ 71X 3 LIC}H
1234567890122 AWS & IDE HfEL|C}

aws glacier list-vaults --account-id 123456789012

o of CHEt A M ClIOIE{E 224™ aws configure list WS AWS CLIAMS &FLICEH

aws configure list
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1. initiate-vault-lock2 AtE35l04 2E &3 HAMZ M|t SE I &= &HE
InProgress 2 MAXstLC.
aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig.json
2. a3 FH2 O3 At 20| JSON EMYULICE o] BHEE Ar&St7| Toll VAULT_ARNZ
Principal& At& Ao MEet 2o 2 diELct
ZI2{= EEQ/ARNS #2op{MH list-vaults BES ALSELICH
{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-lock
\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::111122223333:root\"},
\"Action\":\"glacier:DeleteArchive\",\"Resource\" :\"VAULT_ARN\",\"Condition\":
{\"NumericLessThanEquals\":{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}
3. EE #a2 AESD LM BHetEl 1lockIdE & Ql5tA.
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}
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aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

Fed CF

—_ =

rk
[0

« AWSCLI BE & Zo| =E EZ Al

- AWSCLI BE HZOo| ZE Lt

« AWSCLI B & Zo| gt 2E HZ

- SEE FHF X

- =E &3 STEHDELETE lock-policy)

. 2E FZ &2(POST lockld)

« 2E &2 71X 7|(GET lock-policy)

CLIE Ar85tol 2E & & API| {7 2012-06-01 99


https://docs.aws.amazon.com/cli/latest/reference/glacier/initiate-vault-lock.html
https://docs.aws.amazon.com/cli/latest/reference/glacier/list-vaults.html
https://docs.aws.amazon.com/cli/latest/reference/glacier/complete-vault-lock.html

Amazon S3 Glacier TR 7H0|E

- 2E &2 AIE(POST lock-policy)

S3 Glacier 2£2 AF835l01 EE &3
Amazon S3 Glacier EE 28 0|8510{ Zt S3 Glacier EENICI 2EE &2 HMS A3 ™ &4
b x 5 E x3z

(=)
= =

Mo &= & x5ty M = U&LICt S3 Glacier 2E & Z0i CHE XHMIEH LIS =
OH M| A
= —

X=Ho 2 Amazon S3 Glacier

/A Important
- HM ZEE UFE1 2E 2 A& 2HdE OS2 017102 & 2 Eof Y= =otof HAHo| X
SL|E5 st= [WE HEELIC
- BE 2 Mo BT L of 04 HAHALL AXE 4 gLt

2E 33 MM ASR BEO Zsod B S ARLICH 212 B3 eyt I BoR M
5T &3 IDE HHEEILICH BA0| DY 5 MEi Il A3 D7 BHE T WIHK| 24 A2 So 2E &
2 80| REELIC

1. of 212! AWS Management Console 3t11 S3 Glacier & 2 https://console.aws.amazon.com/
glacier/nome://https://https://https://https://https://https://://https://https://https://://https://https://
https://://

2™ MEo| 2

r>|

1 4=

>
=
wn
AU}
2
2
x
i
x

¥
L
n

o b~ 0D
MR MR

/A Important

Bix{ EEE BHET BE A3 MM 228 O3 oj7lo|2E B0 YRS stof o)
7g HEs

\I
M i
|m

Z£S A=si0] 2E &= API {7 2012-06-01 100


https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy.html
https://console.aws.amazon.com/glacier/home
https://console.aws.amazon.com/glacier/home

Amazon S3 Glacier TR 7

11.

12.
13.

14.

15.
16.

2E BT MM MMM BE BT M ASS ML
22 BT MM AR HOKIM BE &3 MM HIE HE MoE EE HAE MK HAE
sAlo2 XIHELIC

Vault Lock API 21E 2 S E5I7{LI S3 Glacier 2£2| CHEIF UIE S EE &2
2 Al&E = QELICH EE =2 EA FAof cist XEM[EF L& 2 Amazon S3 Glacier
E M2 HM oAIE HXFAMR2

[E -
ZE &3 ID 22 oiEt &XtolMd ALEREe| &2 IDE SAsto{ eF&ist FAo M ELICH

/A Important
2 E B3 0| AIRTE|H 24AI7H O|LHol &2
LICH &3 Z2EMAE 2E5I2{H HEA[ £

=~ EMAE tZ8loF &
=
ID7} Bt=2 E| 1 &

FLICH 24 AlZF OLHod| &

=
2 IDE MB3HA| oM &I ol &&0| AR ELICE
&3 IDE N RO MEE F 2|8 MeisLICH
24 A7t O|LHO| BE 33 HME BlAESLICH HA0| ATHZ A SCHH B2 &3 HA o

2E MHESHAM 2.

o

2E I3 22 Tfsh 4XI0IM HOIBHS M50 BE 3 MM Z2NA #2E EIEY 4 9
g oIt

NZute 2 D2 =HAE AXof| @l2dstL|c}.

2E 33 228 Mz

API B{71 2012-06-01 101


https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy.html#vault-lock-policy-example-deny-delete-archive-age
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy.html#vault-lock-policy-example-deny-delete-archive-age

Amazon S3 Glacier TR 7H0|E

Amazon S3 Glacier0|A{ o}z7t0o|E =]

Ot7tOIEE ALEl, SBY, EA4 S SE0| MEEle ZE AAE ZEfLICH Amazon S3 Glacier(S3
Glacier)2| 7|2 A E2|X| E2{ILICt Zf ol7I0|E= 1R ID7F U2 M AIZ ez MBS FIHE
T U&LICE O}7I0|EE Y2 =5l S3 Glacier?t OF7+O|E ID7} ZefEl SE S gHEHErLICt. of otzt
O|= ID= ot7to|E 7t MEE AWS 2|0 M TR ELICH CHS2 ot7to|E ID2| oM LICt.

TIgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIB0Oc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS3I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

of7tolE IDQ] ZUOl 138HHOIE QILIC} 3t of7t0|2 8 UREY I M2 MUKl YUY £
UBLICH B, IDE ALS3H OF710|H 8 Tk 4 YUXIBH Mo zE 2% 3x| RELICH

/A Important

S3 Glacier= &2l 2&2 MIELct o

St X2t 1 gof CHE S3 Glacier?t 2| 45 2 & 0| = AWS Command Line Interface (CLI)E
AEstHL I EE AHdtof & LICH o & E0{ AHEl HIC|R & 7|t M Z2 O|o[EHE
Z2E5t2{™ AWS CLI & AF&35t7{LI REST APIE &I A& 5H7{LE Amazon SDKsE AH& 5104
LEE g £ Us ZEE Fslor #LICt ol S3 GlacierE AtE35t= AWS CLIZ o] CHst

KM LHE 2 AWS CLI S3 Glacier &2 E & ZX5HAMA|Q. E MX|6tE{H 2 AWS CLIO|SE
LICFAWS Command Line Interface.

@ Mo
g
||

ZE0|ME SEE ddst 7L AXE + &L

|

« Amazon S3 Glacier0i| A 0}7}0|= =]

=
- 2CI0|ME & ot7t0[E MEHIO|H RX|
-

« Amazon S3 Glacier0i o}z7to|2 =2

« S3 Glacier0f|A{ O}7}0|E CIREE

« Amazon S3 Glacier0il A o}7t0|& ALK

API {71 2012-06-01 102


https://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
https://aws.amazon.com/cli/

Amazon S3 Glacier TN R} 70

Amazon S3 Glacier0of| M ofzto|=2 &Hed

in

S3 Glacier= Y2E, CREE, AX| 5§ 7|2%9Q1 o} 70|82 242 X|EHLICE o}7}0|E CIREEE
HIS7|A 24 lL|Ct.

Amazon S3 Glacier0f o}7}0|H Y2 E=

-

olZlo|EE Bt o2 E2 i IIEZ LIS 0{ YZ =8 = QUSLICH OlFI0|EE ot IEZ
Lol YZEE M AE5tE API Z2£2 HEIME Y2 =2t fELICH RHME LI8 2 Amazon S3
Glacier0]| 0}710|E U2 E RS EXSHAAIL

/A Important

S3 Glaciere &2l 242 NI LICt o]l E20ME 2EE MM HL AXE £ Q&LCH.

J2qLt S3 Glacier2tl| CHE 2 & &% 2& 0| A= AWS Command Line Interface (CLI)E At

E5t7Lt I EE Eg5Hok gL|Ct 0 & S0{ ALEL, HIC|2 & 7|EF M2t 22 CIO|HE YE
E5t242 AWS CLI & M&3t7{Lt REST APIE &% AM&3t7{Lt Amazon SDKsE A& 3104

QHEE & £+ Ue A EE EMSHoF §LICH oA S3 GlacierE A& 35t= AWS CLIg o CHEF

KMIE LI 2 AWS CLI S3 Glacier 21X & HZsHMAIR. & Mx(5t2{H 2 AWS CLIOIS &

LICFAWS Command Line Interface.

Amazon S3 Glacier0il A o}z}o|E ID 37|

ot7t0|E ID= sl ot7t0|E7t MEE EE0AM EE QHER|E 22 =501 H g + Q&L
-

EE QHEZ| CIR2Z =0 CHet AFAMIEH LI 2 Amazon S3 GlaciertilAd 2E QIHIEE| CIREZ = B
S A EEAAQ.

Amazon S3 Glacier0i A 0t7}0|E CIREE

O}7}0|E CIREEE | 7| A B4 L|ct et X £ ot7I0|EE CHREEStE 2URE Al
Erafiof BLict 2 20| = 4Ik|™ S3 Glacier= Ot710|EE CIREEE £ UL S EH|ELICH &
ol 2= E|™ ot7t0|E CI|O|E{E CIRECEE £ UELICH 20| HIS 7|42 2 o|R0{X|7| WZ o
ZQq 2t2 A| Amazon Simple Notification Service(SNS) EZlof &2 HIA|X|E ™E ST S S3 Glacier

7

of 2FE = J&LIch Z 2y 2ot SNS FHME X|IHstHLE, &2 §E o|HEI g F &
B HAIXIE MEE = JACS SEE 78E = UELICE ot7t0|E T2 2 =0 CHEF REAIEH LI 2

S3 Glacier0l|M o} 7l0|E CIREEE EXSHAA|IL.

olztole =red AP| & 2012-06-01 103


https://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
https://aws.amazon.com/cli/

Amazon S3 Glacier TR 7H0|E

Amazon S3 Glacier O}7}0|E ALK

S3 Glaciere 8 £10{ 3tLt2| O} 7I0|EHE AtXN|E = U= API 21 S £ MSELICH RHAEH LI
Amazon S3 Glacier0f|A OF7}0|E AMK|| EHHE BT ERFHAAIL.

S3 Glacier O}7}0|E H|0|E

o|0| Y2 =8 ot7t0|E = LHEO|LE dBE UCIO|EE + gi&LICE ot7o|E LigolLt B E o
O|Est{™ HX{ aliH ot7I0|2 & AfM|Eh = CHE of7t0|2 & Yz Est= ol RS S LICt of
&t
—

FIo0|EHE YZE¢& motCt S3 Glacier7t 1%

ZcIO|ME & otz 0|2 MEtH|O|E R X

MERZ{QI of5to|2 MHE XM 2|5t 1 S3 Glacier= 070|201 7= HIEIHIOIEHE XIEHX| of&

LIC}. ot7I0|2E Y2 =% [ S3 Glacier’t IDE &Y 35 X|2t 22 EXIP0|7| mfEof olz7to|E 9]

O|0|E F&FE + 9l&LICt ot7to|2 HEIH|O|E = 22I0|ME FolM | XIE &= U&LICt HEtH o
CIPS 7t

T — =2 T AAH
E{oll= o}7I0|E O|§2 &l ofztO|E0of CHEr f |08t ME It et E Lt

(® Note
Amazon Simple Storage Service(Amazon S3) T Z40|2IH F7 LI A E HZlo| Y=2=&
[l MyDocument.txt EE= SomePhoto.jpg £ 2 A 7|€ Aol €F& = U&LICt S3
Glacierdl e Y2 E5tE= otzto|=ol| 2| 7|E &2 = ei&LICh

28H0IE % 0}7}0|E HIELEIOIE|E RAIE W= S3 Glacier} 0F7H0|E IDSH ALS AF7} @218 AT
g E#tets 2E QHERE SAIBCHS ME ¢ Qojof BLICH 7% BE QMER|E Cte2s s
of7tol HIEHIOIEIZ KI8T 2l 22t0leE & Clo|EH|0l2 0l 2ME ZMstE ol AASE

JetLict 2E QHELZIE
ot S3 Glacier7t OF X2t = #H|E QIHIER|, & §H A[Ho| A4S gHErEfLICH

=2
HAESE T

04 |2 =X
= U&LICH I2{Lt S3 Glacier= CHEF 5t 0 3 HM EE °|“*|EE|E *"3*L—
(@]

Amazon S3 Glacier0i| 0}7}0|E2 YZE
Amazon S3 Glacier(S3 Glacier)= EE 44 4 Aol A E = U=

ot Ee 2&2 AFooHA‘l O}7}0|E2E S3 Glacieroll YZEE &= U&LICH AR
ol Z2 HIO|EE Y= =524 REST APIE 2174 AWS CLI A

5t 7{LI Amazon SDKsE Al235104E
MEFtHL ZEE &% 3P04 QAsHoF ghLiCt.

ofztolE AFA| API {71 2012-06-01 104



Amazon S3 Glacier TR 7H0|E

0 M S3 Glacier& AFE3st= AWS CLIg o] CHEF REM|EF LHE =2 AWS CLI S3 Glacier &%
A2, E MRI5tE{™H 2 AWS CLIO|IS & LICFAWS Command Line Interface. CFHS 2| Y2

ME Amazon SDK for Java, Amazon SDK for .NET 2! REST APIZ Al2735l04 o}7}0|E

of d=Eots YHS HYELICH

G_>
)
Q,
)
e

|

rol

F7| €

g

ol
o

« Amazon S3 Glacier0 O}7}0|EHE 2 E

- Ol7I0|E | EHY MY =

- CHEE OI7I0|EE OB IIEZ L0 YEE(HE|IIE YZE)

Amazon S3 Glacier0i| 0}7I0|EHE Y2 E3FH7| ¥t SM

- Of7I0|E o] Bt R A2 =: 3 7|7} 1byteOl| M ZICH 4GBQl O}7I0|E= Bt o2 (dE =&t
4 olA | |CH 5HK|BF S3 Glacier 2ZH0| 100MB7} H= CHE2F of7to|E 5
(o]

UZEE 7SS MNEE Ag HETLICEH RIMIEH LHE2 of7t0|E2 0| Bl 2t =2 = EHE & X5
AMAI2.

- of7lo|E2o| HE|IIE ¢ Z = %|CH 40,000GB(10,000*4GB)2| CHE & o}7l0|EHE HE|IIE 2=
APIE Al235lod Y=g £ QlaLcH
HE|ZIE UZECE API S22 2% OMOI_— .JEE AEE ME SMHo 2 MA L& LICEH o
70| o}7I0|EE o4 & S

&LICH O3 HEER2 =AMl 4280

2tzt Hed WAoo 2 (ECEE |,||:+_ ‘:"'EIJLI-E 0@ 7t 2R E FHE|HEt T A okzol=E 7} ot
P2 EE I 7(|7F 1bytedll A 2k 40,000GBOA Of

A& |:+ xMﬂoF 82 CHEZ OI7I0|EE OB HEZ LIF0{ HEE

/A Important
S3 Glacier 2E QIHIEZ|= stF &t & Ld|o|EEILICH [ElM of7t0|EE Y= E=FtCt 1 8l
MME2ol7lo|E7t 2EE0| HIZ F7IL|0o{ ZE£0|LI CIREZC S EE QHER| S50 A
Z|X|z= g&LICH HAY 2E QIHE |7} O|O|EE|o{oF §F LTt

[e]

L

otzto| AP| A 2012-06-01 105

[T
i

I
mo
e

ZL5t7| fIE


https://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
https://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
https://aws.amazon.com/cli/

Amazon S3 Glacier TR 7H0|E

AWS Snowball Edge MH|A ALE

AWS Snowball Edge £ QIE{HE 23|50 Amazon & C|HFO|AE AWS AF2350q CHE Q| HIO|E{E

A

S E ST E LICH REMISH LI 2 AWS Snowball Edge M HE H0|X|E R XFHAAIL.

7|& Hl0o|E{Z Amazon S3 Glacier(S3 Glacier)oll 242 =524 AWS Snowball Edge C|HFO|A |8
5 StLIE AF235HM OIOIE{E Amazon S3Z 7IMR2 CHE =& F7| 7=l AL&35t0q o}710|E2& S3
Glacier 2E2|X| 2242 0|Sste A2 Doddl & = U&LICH Amazon S3 ZHA|E S3 Glacier AE
2lX| EeiA 2 MESHH, Amazon S37F LIRS 2 S3 GlacierE AF&35t04 £Ct MEst HI8 22 LY
T e Bo| 7tsELICEH ZHA| 7t S3 Glacierol] A& 0] IX|EF O|E 2 04T15| AF& X7+ Amazon
S30{|AM & 2|5t= Amazon S3 ZHX| 0|, AF& XF7t S3 Glacierg 3l 21 HMAE & Qi&LICt

Amazon S3 =% F7| M 3! S3 Glacier AEZ|X| E2AZ 9| ZH| TEtof CHEH REM|EH LI 2
Amazon Simple Storage AMH|A AME HBMO| x| =3 F7| 22| L 2| T2tE FTtML.

Ot7lo|Ee| el MU H=E

Amazon S3 Glacier0l| 0}7} 0|2 12 = THloj A A3 740} ZHo| . &2 37|9| o}zlo|E & £Hel ¢
Yo 2 LR & £ &LICt X2 Amazon S3 GIaC|er(S3 Glacier) 1ZH0| 100MB7} 'HE= CHE &
OI70|EE YR C 8 M HE|NE YR E 7158 AFRsHE 20| FRELUIC

ZA
« E A3}0{ 0}7I0|EE EHel {0 2 942 = AWS Command Line Interface
« E A835}04 0}710|HE B 2do 2 2 E AWS SDK for Java

» Amazon S3 Glacier0| & Al &304 0o} 7}0|EH & Bl X4 AWS SDK for NET 22 Z2E
+ REST APIE AI&35l= 01710|E9| EHel 2fed 2 E

E Al235}0{ o}70|HE Bl &teio 2 942 = AWS Command Line Interface

T

AWS Command Line Interface ()& AF2 3104 Amazon S3 Glacier(S3 Glacier)0i| 0}7}0|2 & Y2 =&
£ Q& LICIAWS CLI.

A

o (AP Z=7) %™ AWS CLI

o 0f:E AI25}0q o}7l0|EH LdE2ZE= AWS CLI

ot7tolEol Bl A Y= API B 2012-06-01 106


https://aws.amazon.com/snowball
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-transition-general-considerations.html

Amazon S3 Glacier TR 7H0|E

(AP =) 4 AWS CLI

1. AWSCLIE CIRECstD A LICH &2 X|&=2 AWS Command Line Interface AF& Xl 710
CoMCIE =NE & ZSHAA

* help BHEZ A8l EAAIR
aws help

list-vaults S AF35104, A=l H1XO| S3 Glacier EE 228 7HX{SL|C}.
1234567890122 AWS & IDE HfEL|C}

aws glacier list-vaults --account-id 123456789012
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aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
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"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@ObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21el8aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mwbk76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmbDSyDUmZwKbwbpAdGATGDiB3hHO@ObjbGehXTcApVud_wyDw"

}
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CHHE B XStAAIR. of2iet Z 0| MEEY EE O|F1 It O|F 2 AHE8s 2 =E YO|o|EsHof &

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);

UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);
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olzto|EE oz =& AWS 2IXS X|ZdsHok BtL|Ct. O] 2E}0|HEE AI235l0{ &8ss D E xHY]
2 siiE AWS 2|™of M ELICt.

2. UploadArchiveRequest 224 QUAHAE M50 Y WEE U=ehLCt.

MZE=E oo IE+ 9|01|_._ H 0|2 =29| M3 44(SHA256 EE|-&Al), ZEE O|F, HI0|E{2| LHE ZO|, A|

o

HE IDE =sIX| e BRole 2 MEE {6 &=dste AHE - HA4z|o U= A™E ID
£ Amazon S3 Glacier AWS SDK for Java 0| M Al EHlE BHX5HA

3. & X E metolEe 2 =245t04 uploadArchive HIMEESE AT LICEH

24 Amazon S3 Glacier(S3 Glacier)7t 3222 MEH YZ=Fl ot710|E IDE Bt Ct.

CHE2 2ol dBE A E LIEHHE Java 2= ZZL|CH

AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);

System.out.println("Location (includes ArchiveID): " +
uploadArchiveResult.getLocation());
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of:2| 5t =& APIE Al235t04 B &0 Z o7} 0| 42 E AWS SDK for Java

ClS Java 2 E oi|X|oll M= AWS SDK for Java & AF&35t0{ 0}7I0|EE EE ()0l Y2 =& L
|

Ctexamplevault. O] of|A|o A& o CHEH EHA[E X|EI2 EclipseE AHE 504 Amazon S3
Glacier®| Java 0| A| A3 EHE R ESHAAIL. ofElie Z 0| YEEE EE O|ED It 0|2 A
3 =& UClo|E5HoF &hLCt.

import
import
import
import
import

import
import
import
import
import
public

java.io.ByteArrayInputStream;
java.io.File;
java.io.FileInputStream;
java.io.IOException;
java.io.InputStream;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.services.glacier.AmazonGlacierClient;
com.amazonaws.services.glacier.TreeHashGenerator;
com.amazonaws.services.glacier.model.UploadArchiveRequest;
com.amazonaws.services.glacier.model.UploadArchiveResult;
class ArchiveUploadLowLevel {

public static String vaultName = "*** provide vault name ****";
public static String archiveFilePath = "*** provide to file upload ****";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

File(a

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// First open file and read.
File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName(vaultName)
.withChecksum(TreeHashGenerator.calculateTreeHash(new

rchiveFilePath)))
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.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);

System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());

} catch (Exception e)
{

System.err.println("Archive not uploaded.");
System.err.println(e);

Amazon S3 Glacier0| A& A& 3504 Ol7t0|EE EF 21 AWS SDK for NET 22 &
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o O| 5t =& APIE AI25l04 B 2o 2 o}710|E dZE AWS SDK for .NET
Sﬂ At
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of:2] &%l =& AP
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I7to|l2 Y42 E AWS SDK for .NET

CH2 2 0|2 ME(2HIE) 22| 2 E(examplevault)o] O}7I0|EE YZESH= C# I E AL

oMl Ale ol CHEh EPAIE XIE2 ZE oA A2 HHE HXstaA2. ofeiet 20| MEE
=

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK.

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WriteLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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}

o| 52| & APIE AI85l04 EFY EQ{o 2 o}7t0|E (42 = AWS SDK for .NET
Kol API= ZE of70|E EtQdof e st HMHEE MZ&tL|Ct OS2 AWS SDK for NETS Al

=2 =
&toq o7t 0|2 E Y ECot= THA[ILICH

olzto|EE oz =& AWS 2IXS X|ZdsHok BtL|Ct. O] 2E}0|HEE AI235l0{ &8ss D E xHY]
2 siiE AWS 2|™of M ELICt.

2. UploadArchiveRequest 224 QUAHAE M50 Y WEE U=ehLCt.

Mz % Of|o|E| Qo= Ho|ZE2| &3 M(SHA256 EE|-3HAl), 2E 0|, HX ID 52 2isHok

HE IDE =sIX| e BRole 2 MEE {6 &=dste AHE - HA4z|o U= A™E ID
2 ZFFEsrLICt REMIBE LH2 2 Amazon S3 Glacier AWS SDK for .NET 0| A AF2 EHE B R 5HA

3. & X E meto|Ee 2 =245t04 UploadArchive HIMEESE AT LICEH

S3 Glacier7t 2E 22 MEH Y= =l ot7to|E IDE dtEtghL|Ct.

of:2| 5t =& APIE AI&35t0{ B 2 Yo = o}7t0|E Y2 = AWS SDK for .NET

CH22 oM EHAOIM s S MAStE C# ZE oM LICt O] o AMof A= AWS SDK
for NET £ AI&35l04 0}7I0|EE EE()0f ¥Y2RE
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oln

fL|Ctexamplevault.
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® Note
o}7}0|EE EH 2o 2 YZ E5tE 7|2 REST APIOI| CHEH REAISH LI 2 ol710|2 Y2 E
(POST archive) HHHE2 & ZSHYAIR

O| oil Al A=Y &ofl CHE EF74I'=’E4 XI’E!% C oiix Al HHpE B ESHAAIL. ofeiet Zo| HzE
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Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowlLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string archiveId = UploadAnArchive(client);
Console.WriteLine("Archive ID: {0@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()

{

VaultName = vaultName,

otztolE ol Bt Ff 2= AP| HHA 2012-06-01 115



Amazon S3 Glacier TR 7H0|E

Body = fileStream,
Checksum = treeHash
};
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;

REST APIE At835HE Ot710|E2| B B U= E

O}7|0|E UEE API ZEE S5l oI7I0|EE B o= Y2 g = UELICH AtAIEH LHE2 o
7H0|E 42 E(POST archive) EFHHE FHESHAIAL.

CHEZ OI7I0|EE 03] IHER LIF0{ YEE(HE|IIE YZEE)
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. HE|OIE M2 C ZZ M A

© F2AY

« AWS CLIE AFE35l0{ CHEE o}710|H YZEE

» Amazon SDK for Javag AI&35t0{ CHEZ OI7I0|EE LEE LIF0{ YEE

- E AE5t0{ CHE T o1710|E HAEE AWS SDK for .NET

« REST APIE AI8st= CHE T 0710|220 HE|IIE Y=

HE|IIE ¢2E T2 MA

Amazon S3 Glacier0 0+70|E =2 = 0| A AAHEEF HEQF ZH0| Amazon S3 Glacier(S3 GIaC|er) i
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HE(ME Y= E LIYE 2ol M gF&F 1,000
Tle =0 HEIE H=E I+

AWS CLIE AtE35t0{ CHEZ of7lo|E Y2 E

AWS Command Line Interface ()& AF& 304 Amazon S3 Glacier(S3 Glacier)0f O}7I0|E & HZEE
4= QI&LICIAWS CLI. CHT 2 ofztolEo| 2 E & A2 76t 7| f8H, S3 Glaciers HE|TIIE 42
EE X|§5tE 042 API A2 MSELICH O] API 242 ALE5t0{ O}FI0|EHE HER LIF0{ U2
Eg £ &Lt olzet HEE2 =Moo &atelo] Zf —.* = %AOE U2 ELICH HE|DE ¥=2
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£ 37|71 1byte0| A 2F 40,0007 |H|HFOIE(GiB)oi| O|=2& 0Ot7}0|E0 | AEE = &Lt

S3 Glacier HE|IIE YZ =0 CHE RHME LI 2 CHEZ OF7I0|EE 02 IHEZ LIF0{ Y2 E(H
E|IIE MZ ) MME &E5HAM L.

A% AWS CLI

« (2F AHE) Python M x|
« (2F AFE) S3 Glacier EE MM

(AP Z=7d) M AWS CLI

1. AWSCLIE EPQEE%P FA4gtL|ct. #tad X|E2 AWS Command Line Interface AF2 X} 70|
oM LIS FXNE 2 Z5HAA2.

A %x| AWS Command Line Interface

T4 AWS Command Line Interface

ZEo CHE BYEE U245t0{ AWS CLI MHE =HQIFLICH o|2{E HHE2 AR
£ M35tx| fe2 2 7|2 T2 0ol X4 SHO| Ar8 L

LS ——
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« list-vaults HYES AIE5t0{, 2 E H|ZO| S3 Glacier EE S &2 71X SLIC}
1234567890128 AWS ™ IDE HfEL|C}.

aws glacier list-vaults --account-id 123456789012

o Of CHEt 4R} 7144 CIlO|E{E 2E2{™ aws configure list B™ES AWS CLIAFS & LICTH

aws configure list
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2

9| SHA256 E 2| SHA|E BFEA| HlAtat of L
cr O| &2 %‘.‘EE% st u+°'9| SHA256 EEI SHAIE AH&tste Aot CHELICH YEE Sl ot
7}0|E2 9| SHA256 EE| SHAIE AAHE M Java, C#(.NETS} & 7)) EE= Python2 AFSE 4 & LICH
O| oj Aol MHE Python2 AFS & LICH Java =& CH#HE AFSsteE W XE2 &I M AL Mg & x
SHMI2.

Python2 A x|5t= &Eof CHEt AEAIEH LI 2 Boto3 7HEH At 7+O|= 9| Python A x| EE= O
A x5 A2

o

=
E=S

(2T AHE) S3 Glacier 2EE M

CHS OlAIE A2 324 Xo{ T GlL} 0|42 S3 Glacier 2 E 7| M4dT|of Qlo{oF ELICH 2 E A Mof
CHet REMIEH LI 2 Amazon S3 Glaciero| A SEE A MME 2 X SHMI2.

of-2 AF25t0{ CHEZF 0}7}0|EE og{ It EZ YZE= AWS CLI

Ol tlAlolAM= T E

M5t
Amazon S3 Glacierofl 2=t

HE|ZIE YZ = AP 5 E AF235104 O] IS o] IHEZ LI5S0
L|C}.

|]:0II |—_|

/A Important
O BHHE AlZS7| T 2F ALY HAHE BEF M =X| =elgLct o7t0|HE Y= =5t
B0 HFEA| 2E 7} MAME|o] 9/ AWS CLI 7F A E|o{ Ql0{ok 8t Java, C#, EEE Python
2 AL&3t0{ SHA256 E2| SHAIE ALt EH|7L £lo{Qlo{ofF B LICt

Ct2 MXto|ME= initiate-multipart-upload, upload-multipart-part2 complete-
multipart-upload AWS CLI HHEE AFSELICH.
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O| HZof| CHEE REMIEH LHE =2 AWS CLI B & & 9] initiate-multipart-upload, upload-multipart-part,
complete-multipart-upload MME & ZE5HM| 2.

1.

initiate-multipart-upload BH@E AI&50{ HE[TIIE HEE E|AAE HHELICE 2
37|& HIO|E =& X|'ggLct. Ot x| tEE XI5t AAEXIIF YEEE =
Hst= 3 7|E metok gLIcH HE[TE o o

LICt &t X|2F 2|5 EHAMMH YZEE 22 e 2 I EQ| & 3 7|7t HIO|IER EREHLICEH

CHS H™EO|M --vault-name & --account-ID WZt0O|E{L| 2t AFEXIC| HEZ HFELICH
Ol BHE2 mE 37|71 T 1M|H|HFO|E(MiB)(1024 x 1024HIO|E)QI ot7}0|E &
E X|EELICH 2R3t B 0| --part-size IIEIO|E 4 E HH M2

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

of & Zat:

"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"
}

2 E|H 0| Ha2 HE|IE YZE 2|AAQ HZE IDQ S3 Glacier LH2| Q| x|&E &a15HL|C}.
0|% CtAHO|A O] Y2 E IDE AF2EFLCY.

m

O| oAl E CHS HHEE AIE5l04 44MiB IS MHET 1MiB Ha 2 st ClE 2 M3 E
UReE £ QELICH AN IYUS UZRESdHE CIO|EE M3 2 B&sln 4 IlEE YZRES

£ HIR e HXE E + U&LICH

et

Linux EE= macOS

CHS B2 Linux EE£= macOSHIAM file_to_uploadZ O|E0| X|HE 4.4MiB IS ot

mjn
r

mkfile -n 9000b file_to_upload

Windows

ClS B™E2 WindowsHM file_to_uploadZ O|&0| X|HE! 4.4MiB L& PHELICH
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fsutil file createnew file_to_upload 4608000

3. CI2eZ ol ntYe 1MiB 32 E&§Lct,
split -b 1048576 file_to_upload chunk

O|X| CtZat Z2 ot 7Hel H3 7t /&LICH MF Wl 7H= 1MiBO| 1 OFX[2f
HFO|E(KiB) &l LIC}.

ofr
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chunkaa
chunkab
chunkac
chunkad
chunkae

HBS AF235loq ol7to|Eo| DtEE YZE=&FLICH ol7l0|EE mEE o{H
P4 St wAloZ D EE YECEE £ QU&LICH HE|DE
EEOM ?:.EE%E + Qe ItE = =|CH 10,0007 IL|C},

CHS BRO|M --vault-name, --account-ID, ! --upload-id lLPEH:IlE'l 2t dhELICh
YZE IDE initiate-multipart-upload WY &30 2 XS E ID2F Y| oF & LICH. --

range It2t0|E{= 27|71 1MiB(1024 x 1024HI0|E)QI TtEE U2 =T & X|IHFLICE o] 27|

= initiate-multipart-upload BZoAM X|HEHst 37[et Ux[sHok ELICt EHest A2 37|
2 Z™5HML. --body ItEIO|E = YEESIE THE Q| O|§2 RIMELICH

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MIotH HHAM YEEE MHES| M3 0| & E £=20| MM FELICH

5. upload-multipart-part HES CtA| A™sto] HE|DIE YECO| LIHX| IEE YEEF L
Ct YREESH=E REDN YRGS ZF BHO| --range L --body OH7HH = 2t S YO|O|EF L
Ct.

aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID
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aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

(® Note
HZ =9 Oix|a2k 2£0| 1MiB O|2H0|2 2 %|F B 9| --range It2t0|E 2t 22O}
o 2&L(CH d35tM 24 HHEol M YEEE ZF 2 E0i CHEF M3 o] =& E 222
AElct.

6. CI2SSZ 0}710|EE Z&5tn YZEE tZELICEH of7to|E 9| A 3. 7(|2F SHA256 E 2| SHA|

Ot7t0|E2 2| SHA256 EE| SAIE 7|&tst7| fIsi M Java, C# EE= PythonE A8 E & U&LICH
O] ol Al M= PythonE AL EFLICH Java EE& C#E AIE st W XIE2 &3 Al dlMds

SEXS RN

Ojo

Python It checksum.py& d&st1 Chg I EE FIHELICH et A2 HE 12| 0|

2 HHMMI2.

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. checksum.pyE& &l&5t0{ SHA256 EE| sHA|E AMELICH OHS siiAlE £330 URISHX| f 2

= U&LICH

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aeastc4t7b308290ad12d084T69988ae0c

8. complete-multipart-upload BHEE AtE5t0{ ot7}0|E YEEE R Z2ELICt --vault-name, --
ol

account-ID, --upload-ID, & --checksum Tt2t0|E{Q| g2 HFELICH --archive Tt2t0|
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Bl Z{2 ot7to|E 9| Xﬁil A 7|E HIO|EZ X|HELICH O] £f2 HEA| Y= =8 7HE TtE 37(9
20l lofof gfLict Heet < 0| 42 HiTAlL.

=
=)

aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

tE2 |t Hdo| olzto|E 9| ID, M3 4 2! S3 Glacier Li2| &|%x|E &=24&rL|C}.
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e 2 e MZELICH Amazon S3 Glacierdll 0F710|2 42 = MM & X)),

37|9| ot7}0|EHE UECESI= O AASE += U= HAMEE MSELIch ol &
Uof 2} of7to|EHE B Yo 2 U2 E5H7LE Amazon S3 Glacier(S3
HOI7I0|E2 & ot HER LIF0{ YR EFL
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olr
mjo M
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ol
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o Mol APIE 7|2 REST #&dAlod 7+ A o =&oct. et oS &
o2 UZ e HMEE ME5HHLE, E2 g3 of7lo|l2 9| A
6+= HME 2§& MSELCH o|H B = XEllE APIE ALE 5}

2 37[ef of7tolEE HY
¢ HE|IHE Y=EE X|H
=

CHEZ ot7to|2 o HE|m}

E HZCof chai M dEehect.
1o 2l X3 APIo]| CHEE REAMIEH LH2 2 Amazon S3 Glacier AWS SDK for Java 0 A A2 BRI
HESIAAIR
=X
o O| AR £=ZF APIE AI25I0{ CH2EF 0}7}0|1EE 040 IIE 2 €42 E AWS SDK for Java
« O| 5l =& APIE AI235t0{ CHEZF 0}7}0|EE 043 IIEZE == AWS SDK for Java

A E & Aelo] IEH APIE ALE36t0{ 0t7I0|EE YEESIE HAMEE SYELICE ChHEt 5tolg
H AP 2 ot7tol2 I 7|0 (2t of7O|EHE T o2 Y2 EE K| ofL|™ S3 GlacierH| A |
35te HE|IIE QU2 = APIE AASEX| ZHELICH RtAIEH LI 2 2| 49| =& APIE Ar&35}04 of
7lolE {2 = AWS SDK for Java BHHE XA

iml
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o| 5t&| =& APIE AIE35t0{ CHEE ol710|E & ot IHEE YEE AWS SDK for Java

UHZEE MEEstod Mofg e XMl APIE AF85lod 23S scre
Ct. Ct22 AWS SDK for Javag A& 3504 CHEZ 0t7t0|EHE 04 HPEE |-'1‘-0-| oZ st el
LICt.

I-J

1. AmazonGlacierClient EciA(2cI0|HE)Q| QIARHAE BHELIC.

ot7t0|E & XMEE AWS 2| E XIgstioF ELICt O] Z2t0|HEE A
siE AwsS 2|™of M ZELict

olo
Q'I_l
A
4>
0%
Q'I_l
rr
Ha
rn
2
104
rlo

2. initiateMultipartUpload HMEE = &5t0{ HE|IE Y2 E A|RFELICH

Ot7I0|2 & UZEY ZEE 0|1} O}7t0|EE 04E{ IHEZ L0 Y2 EstE O MEE THE A7
|

J2|n NS M)S L246oF g LICh InitiateMultipartUploadRequest EEA Q] QIAEIA
E 0ts0{ 0| HEE X|Z2&L|Ct. 2™ S3 Glacier7} 2E 22 ¢2C |IDE dratetL|Ct.

3. uploadMultipartPart HAMEE &350 Zt ItEE Y2 = LICH
HZCslE THEDIC 2E 0|8, #A| IHEO|M YZEE %5 o}7lo|=2 2| HIO|E 9|, I E OO
Elo| |34, a2|7 YZE IDE l2dslof ghct.

4. completeMultipartUpload HIMEE S£5t0{ HE|TIE Y2 =E OtEILICH
Ollf= YZE ID, ™A otz7tolE | M3, ot7t0|E A T7|(PRES ZE TtES| & 37]), a2l
EE 0|28 =dsH{oF & LIC}. S3 Glacier= YE == nfERE of7}0|E2E 7445104 o}7I0|E IDE
gketetLCt.

of: & AI835to{ CHEZF O}7}0|EE mtEo| YEE= AWS SDK for Java

CtZ Java ZE A0 M= AWS SDK for Java & AF&35+0{ OI710|EHE EE()0l YE2EEF L
Ctexamplevault. O] iAo A&l Hredod CHEF EHA[E X| &2 EclipseE AFE 50 Amazon S3

o
Glacier2| Java Oi|A| A2l EHHS HESHAAIR. of2iet Z 0| YZES oYU O|FE AESH ZEE
ClO|EsHok grL|CH.

(@ Note

ofeH oXMl= TE 3 7|7F 1IMB~1GBY [ & & LI|Ct. StX|Bt S3 Glacier= Z|CH 4GB 3.7|2|
oItEE X[§ELCt
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Example

import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import

public

java
java
java
java
java
java
java
java
java

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.i0.ByteArrayInputStream;

.io.File;

.io.FileInputStream;
.i0.I0Exception;
.security.NoSuchAlgorithmException;
.util.Arrays;
.util.Date;
.util.LinkedList;
.util.List;

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.AmazonServiceException;

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.

services

services.
services.
services.

glacier.
glacier.
glacier.
glacier.

.glacier.

glacier.
glacier.
glacier.

util.BinaryUtils;

class ArchiveMPU {

AmazonGlacierClient;
TreeHashGenerator;

model.
model.

model

CompleteMultipartUploadRequest;
CompleteMultipartUploadResult;

.InitiateMultipartUploadRequest;
model.
model.
model.

InitiateMultipartUploadResult;
UploadMultipartPartRequest;
UploadMultipartPartResult;

public static String vaultName = "examplevault";
// This example works for part sizes up to 1 GB.

public
public
public

public

static String partSize = "1048576"; // 1 MB.

static String archiveFilePath = "*** provide archive file path ***";

static AmazonGlacierClient client;

static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

cli

ent =

= new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try

{

System.out.println("Uploading an archive.");
String uploadId = initiateMultipartUpload();

String checksum =

uploadParts(uploadId);

)
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String archiveld = CompleteMultiPartUpload(uploadId, checksum);
System.out.println("Completed an archive. ArchiveId: " + archiveld);

} catch (Exception e) {
System.err.println(e);

private static String initiateMultipartUpload() {
// Initiate
InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,
NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));
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byte[] binaryChecksum = BinaryUtils.fromHex(checksum);
binaryChecksums.add(binaryChecksum);
System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()
.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))

.withChecksum(checksum)

.withRange(contentRange)

.withUploadId(uploadId);

UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =
client.completeMultipartUpload(compRequest);
return compResult.getlLocation();
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E M350 CHE T of7}0|E Y42 = AWS SDK for NET

NETE& Amazon SDKO|A M3 stolgid & 220 API & 25 = U2 ot7t0|E2 & 2 & 5toq
H2Cdte W Iil-'—°*L—IEP(Amazon S3 Glacier0i| 0}7t0|E HE2E MM FX),

- P APIE ZE 37|29 0}710|EHE HUEES= O AASE £ U= HAMEE MSELICH o] ¥y
2 YEC5t= otod| et of7t 0|2 & B 2o 2 Y2 E5t7{Lt, &2 Amazon S3 Glacier(S3

Glacier)ol M x|zl HE|ME YZE 7|SE ALE8l OI710|2 & 02 HEZ LI+ 0o Y= =7FL

| API= 7|2 REST #&ixofl 7b2 | oHE & LICH MEtM S &2 37]|9] of7tol= & B
NUoR URESHE HAMEE MSs6H7HLE, 52 T8 ot7t0|E9| B2 HE|IE UREE X|H
stE HME 282 MSELUCH ol B0l ME MBI APIE AL stE CHER of7to|= o] HE|T}
E Y2 o ChalA ALt

1o 2! Xz APIoi| CHEF XEAMIBH LH 2 Amazon S3 Glacier AWS SDK for .NET Of|A AFE EHRIE
HZAAR

A
« O| AR £=& APIE A 85104 CHEZ o}7}0|EE ofE{ IIEE YZ = AWS SDK for NET
« O| 5t =& APIE AI85I0{ CHZ Ot7I0|EE o2 IEZ YZE AWS SDK for .NET

AE IE oEtelol e APIE ALE5tod ot7H0|EE YE2Edte HMEE SYELICH CHEF 5tole
APl 2 ot7tolE I 7|of et of7to|E & B Y Aoz Y2 =E K| oFL|P S3 Glacierol A K|
ot= HEIME UZ = APIE ASEX| ZYELICH RtAMEH LI 2 2 &2l =& APIE ArE35104 Of

] WS SDK for .NET EHHE HESIMAIL.

]IO
Hu
[N
> Im

O £ & APIZ AF25104 CHE ¥ 0}7}0|EE 047 IIEE A2 = AWS SDK for NET
UZCE MESHsHoq Mo e MEH APIE AFE5H01 RHE T
_|

o
Ct. CH2 2 AWS SDK for NET2 A& 35104 CHE 2 o} 710|E & 0
LICt

1. AmazonGlacierClient EcHA(ECIOIHE)Q| QIARAE OHELICEH
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Ot7IO|EE XMEE AWS EITE XI'gsloF ELICE O 2Et0|AEE AL8stod +&stes ZE HYS
sie AWS 2|™of M S ELICH.

2. InitiateMultipartUpload HMEE = &5t0{ HE|IE Y2 E A|RFELICH

Ol7I0|EHE YECEEY ZE O|F0 Ot7I0|EE o HER LI+ 0| YECSH= Ol AASE IHE 37,
Jg|n AE(ESM)2 Y=dsloF FLICH InitiateMultipartUploadRequest A QIAEA
E 0tE0{ 0| HE E NE&LICt 22{™ S3 Glacier’7t SE2Z YZE IDE dHeEHErLCH

3. UploadMultipartPart HIMEE 2 &35l01 Zt TEE YRS LICH
YELCSt= TEOIC 2E O|F, ¥ EMM YEEE 2|5 of7t0[E 2| HIO|E 2|, THE OO

Elo| M3, a7 ¢Y=2= IDE &l24sHok guict.
4. CompleteMultipartUpload HIMEE £ &35t0{ HE|TIE Y2 & OtELCH
UZE= D, ™A of7to|E2 9| &2 Y, ol7t0|E A7 |(HPEES RE HEQS| & 37|), A8l E 0|

52 MZaHoF BLICH S3 Glacier= YZEE THELE 0F5H0|2 8 T445t04 0f710|2 IDE s
L{Ct.

0{: NET& Amazon SDKE AIE35t= CHET O}7I0|EE TER LIF0{ YEE

CHS C# 2= oMol M= AWS SDK for NET £ AF835l04 0710|EE EE()0fl YZEEHL
Clexamplevault. O] Oi|A|o| A% ghedof| CHEF EHA[E X[EI2 ZE oA AR EHE EXFHAAIL.
ofzHet Zo| YEEE Y O|F 2 M85 T =& Yol|o|E5Hof &Lct.

Example

using System;

using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU

{
static string vaultName = "examplevault";
static string archiveToUpload "*** pProvide file name (with full path) to upload

Rk UL
’
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static long partSize = 4194304; // 4 MB.

public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {0@}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static string InitiateMultipartUpload(AmazonGlacierClient client)

{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()

{

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

};

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
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{

List<string> partChecksumList = new List<string>();
long currentPosition = 0;
var buffer = new byte[Convert.ToInt32(partSize)];

long fileLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))

{
while (fileToUpload.Position < filelength)
{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,
partSize);

string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);

partChecksumList.Add(checksum);

// Upload part.

UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()

{
VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
UploadId = uploadID

i

uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;

}

return partChecksumList;

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)

{
long filelLength = new FileInfo(archiveToUpload).Length;

CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()

{
UploadId = uploadID,

ArchiveSize = filelLength.ToString(),
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Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

i

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;
}
}
}
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/A Important

EZE Aol &M Cllole ZHA HA2 policyEnforcedException 04 2|0f

2t Initiate Job 20| Amist= #Helo| & = JU&LICH CIo|E 7t 27|
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PolicyEnforcedException 0f2|of CHEt XtMIEH LIS 2 @F SEH B2 FESIAA
(@)
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L3t B S3 Glacierdll A& &l Cl|O|E{e| CHEF CIOIEH MIOIHEE S#E = J&Lct S3
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java.io.IOException;

com.
com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.

amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
.services.glacier.AmazonGlacierClient;
.services.glacier.transfer.ArchiveTransferManager;
services.sns.AmazonSNSClient;
services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {
public
public
public

kkklo.
4

public
public
public

public

static St
static St
static St

static Am
static Am
static Am

static vo

ring vaultName = "examplevault";
ring archiveld = "*** provide archive ID ***";
ring downloadFilePath = "*** provide location to download archive

azonGlacierClient glacierClient;
azonSQSClient sqgsClient;
azonSNSClient snsClient;

id main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

sgsClient =
snsClient =

new AmazonSQSClient(credentials);
new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {

ArchiveT

ransferManager atm = new ArchiveTransferManager(glacierClient,

sgqsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
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CHS

1.

System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)

System.err.println(e);
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I?| =& APIE AF83t04 Ol7I0|E CIR 25 AWS SDK for Java
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2 AWS SDK for Java XMEi|e APIE A5l 2E QIHERIE 71X & BHALCE

AmazonGlacierClient A (ECtOIHE)Q| QIARHAE O LICEH

Ot7l0|2 & Ct2=2E& AWS 2| XIYstok & LIt o] 2Et0|UEE MEstod +st= ZE 5
A2 i AWS 2|0l S ELICH

. archive-retrieval HAMEE A&35t04 initiateJob &S A& LICH

InitiateJobRequest E'~EH¢ RQIABAE Mdsloi CHREEE #5t= ot7+0|E 29| ID, Amazon
S3 Glacier(S3 Glacier)7} 2 2t 2 HA|X|& H AR Amazon SNS EZ(ZM) & & HEE A
glct. 224™ S3 Glacier7t %EQE Zhed | InitiateJobResult 2
oA QUARAOM AFSE = A&LICH

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)

.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

E X|%35t04 S3 Glacier?t of7to|E2o| U
Cl o€ E0{CIE 22 2™ F7 PEFEH S3 Glacier7t Ot7}0|E2 & 1MB~2MBEt ZEH|SIEE &
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int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchivelId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)

.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();
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GetJobOutputRequest E2iA <y
Ct. S3 Glacier7t gtetst= &322 GetJobOutpu

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

el e =7t A 2 £ 2 CIREEFLCH SMSE GetJobOutputRequestOiA HEO|
E HRE X|™H5to] £ LR 7I K7Lt TR £32 ¢ 22 3 HRE LIFOo{ CIRECE
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GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the

output.
.withVaultName("*** provide a vault name ****'");
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« Amazon Simple Queue Service(Amazon SQS) CH7|¥&E pHELICH

otzH ol A= Amazon SNS E 0| HIAIX|E CH7|Gol| HIAIE £ QUE=E o7 |0 A SHE CH7 | &
M HAZFLICH

- X|QE otFto|ES| CI2 ZE A S AIRTELICH

xtod @ 204 A S3 Glacier7} 2] &t 2 £ 42| HA|X|E Y EZo| HAIE £ UTE MAE
Amazon SNS EZ!0| X|™E/L|Ct.

o Zt D7t ZEE HAIX|7F =X| Amazon SQS CH7|¥E F=7|XMo 2 &rolshL|Ct.

HAIX|7} Q2T JSON 712 S EAsto] 20| Moz A= EU=X| LD d3Xez
2R E|USH o7t 0|EE Ch2 = =7 LC

« Amazon SNS E =1} MM El Amazon SQS CH7|&EE AMAl|stod MHE|gfL|ct.

import java.io.BufferedInputStream;
import java.io.BufferedOutputStream;
import java.io.BufferedReader;
import java.io.BufferedwWriter;
import java.io.FileOutputStream;
import java.io.FileWriter;

import java.io.IOException;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.io.OutputStream;

import java.util.HashMap;

import java.util.lList;

import java.util.Map;

import org.codehaus.jackson.JsonFactory;

import org.codehaus.jackson.JsonNode;

import org.codehaus.jackson.JsonParseException;
import org.codehaus.jackson.JsonParser;

import org.codehaus.jackson.map.0ObjectMapper;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.policy.Policy;

import com.amazonaws.auth.policy.Principal;

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.Statement.Effect;
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import
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import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.policy.actions.SQSActions;
auth.profile.ProfileCredentialsProvider;

services.
services.

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
.sqs.model.CreateQueueRequest;

services

services.
services.
services.
services.
services.
.sgs.model .ReceiveMessageRequest;

services

services.

glacier.
glacier.

.glacier.
services.

glacier.
glacier.
glacier.

AmazonGlacierClient;
model.GetJobOutputRequest;
model.GetJobOutputResult;
model.InitiateJobRequest;
model.InitiateJobResult;
model.JobParameters;

sns.AmazonSNSClient;
sns.model.CreateTopicRequest;
sns.model.CreateTopicResult;
sns.model.DeleteTopicRequest;
sns.model.SubscribeRequest;
sns.model.SubscribeResult;
sns.model.UnsubscribeRequest;
sgs.AmazonSQSClient;

sgs.model.CreateQueueResult;
sgs.model.DeleteQueueRequest;
sgs.model.GetQueueAttributesRequest;
sgs.model.GetQueueAttributesResult;
sgs.model.Message;

sgs.model.SetQueueAttributesRequest;

public class AmazonGlacierDownloadArchiveWithSQSPolling {

public
public
public
public
public
public
public
public
public
public
public
public
public
public

public

static String
static String
static String
static String
static String
static String
static String
static String
static String
static String

archiveld = "*** provide archive ID ****";
vaultName = "*** provide vault name ***";
snsTopicName = "*** provide topic name ***'";

sqsQueueName = "*** provide queue name ***";
sqsQueueARN;

sqsQueueURL;

snsTopicARN;

snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;
static AmazonSQSClient sgsClient;
static AmazonSNSClient snsClient;

static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");
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Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveld(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();
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private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;

Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
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GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;

try {
output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead Q;
do {
bytesRead = input.read(buffer);
if (bytesRead <= 0) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {
try {input.close();} catch (Exception e) {3}
try {output.close();} catch (Exception e) {3}

}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

}
}
OoiA| 2:2| 5t =& APIE AF&3}104 of7t0|E ZAM AWS SDK for Java- 32 EZ CIREC
CH= 2 S3 Glacieroi M o}7t0|EHE HAMSHE= Java ZE o A|QILICH O|H FZE XM=
GetJobOutputRequest ZHA|0{A HIO|E HY|E X[Z5t0] 2 £3E 3 CH}E CIREEFL
Ct.

import java.io.BufferedInputStream;
import java.io.ByteArrayInputStream;
import java.io.FileOutputStream;
import java.io.IOException;
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import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

java.util.HashMap;
java.util.List;
java.util.Map;

com.
com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

fasterxml
fasterxml
fasterxml
fasterxml
fasterxml

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.jackson.
.jackson.
.jackson.
.jackson.
.jackson.

.auth.pol
auth.pol
auth.pol
auth.pol

core.JsonFactory;
core.JsonParseException;
core.JsonParser;
databind.JsonNode;
databind.ObjectMapper;

icy.Policy;
icy.Principal;
icy.Resource;
icy.Statement;

auth.policy.
auth.policy.

Statement.Effect;
actions.SQSActions;

.auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;
glacier.TreeHashGenerator;
glacier.model.GetJobOutputRequest;
glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;

services

services

services.
services.
services.
services.
services.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services.
services.
services.
services.
services.

.glacier.model.InitiateJobResult;

glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model.
sns.model.
sns.model.
.SubscribeRequest;
sns.model.
sns.model.

sns.model

CreateTopicRequest;
CreateTopicResult;
DeleteTopicRequest;

SubscribeResult;
UnsubscribeRequest;

sgs.AmazonSQSClient;

sqs.model.
sgs.model.
.sqs.model.
sgs.model.
sqs.model.
sgs.model.
sqs.model.
sgs.model.

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

class ArchiveDownloadLowLevelWithRange {
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public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static

public static
public static

public static

public static

String vaultName = "*** provide vault name ***";
String archiveld = "*** provide archive id ***";
String snsTopicName = "glacier-temp-sns-topic";
String sqsQueueName = "glacier-temp-sqgs-queue";
long downloadChunkSize = 4194304; // 4 MB
String sqsQueueARN;

String sqsQueueURL;

String snsTopicARN;

String snsSubscriptionARN;

String fileName = "*** provide file name to save archive to ***";
String region = "x** yegion ***";

long sleepTime 600;

AmazonGlacierClient client;
AmazonSQSClient sgsClient;
AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");
try {

setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete

successfully.");

}

downloadJobOutput(jobId, archiveSizeInBytes);

cleanUp();
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} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();
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}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveld(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws
InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);

JsonNode jobDescNode = mapper.readTree(jpDesc);

String retrievedJobId = jobDescNode.get("JobId").textValue();

String statusCode = jobDescNode.get("StatusCode").textValue();

archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedlobId.equals(jobId)) {
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messageFound = true;
if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < 0) {
System.err.println("Nothing to download.");
return;

System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());
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System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +
TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));

System.out.println("read = " + totalRead);

fstream.write(buffer);

startRange = startRange + (long)totalRead;
endRange = ((endRange + downloadChunkSize) > archiveSizeInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));
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using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

static string downloadFilePath
store the download ***";

"*** pProvide the file name and path to where to
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public static void Main(string[] args)
{

try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");

Console.WriteLine("Once the archive is available, downloading will begin.");

manager.Download(vaultName, archiveld, downloadFilePath, options);

Console.WriteLine("To continue, press Enter");

Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
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Ot7tO|EE CI2=EE AWS E|I™E X|gstok gfLICt O] 2EI0|UEE AI85to +dst= ZE &
A2 s AWS E2[Zof M S FELIch

2. archive-retrieval HAMEE A&35t04 InitiateJob &S A|ZELICH

InitiateJobRequest 24 CUAHAE MHE5t0{ IR2EEE #5t= ot7H0|E Q| ID, S3
Glacier7l 2] 2t2 HA|X|E HAIE Amazon SNS EE/(SM) & & HEE MIELIcH 2™
S3 Glacier’t 822 2] IDE gH&tefLICt 0| 822 InitiateJobResponse ScA QIAFE
A0M AL E = J&LIC.
AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***",
}
i
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;
Ctg 8u Zo| MEiMo 2 HIO|E Y& X|'H3510{ S3 Glacierd| A ot70|E 9| YR B EH|5tE
E 93l £ laLct 22{™ S3 Glacier= % 0| X|& 8t Hioll [H2} of7H0[ = 0d| A 1~2MBP_I ol o]
E{Et ZH[& Lt

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
{

VaultName = vaultName,

JobParameters = new JobParameters()

{

Type = "archive-retrieval",
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Archiveld = "*** Provide archive id ***",
SNSTopic "*%* Provide Amazon SNS topic ARN *#**!",
}
};
// Specify byte range.
int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. &rdo| 22 = mih x| 7|CHRILICH

A EHZS CIREEE = U2 W7HX| Z|ClEqok %*l—l Ct. 2 E0i A Amazon Simple Notification
Service(SNS) ETE AHE = U T L7 T2 MHESIJHLE 2YS AZHE [ Amazon SNS
EZE XH3RACt™M S3 Glacier7t 2] &2 & alie EZof HAIX|E E-L|ct. CHS MMM A
35tE ZE ol Al= S3 Glacier7t HIAIXIE AAIE & UES Amazon SNSE AFHSEFLICH,

Describelob 22 Zl%] $ &350 S3 GlacierE Z2I o =M EHQd 2t 2 MEHE &QI5tE Hhed
= U&LICH SHX|ZF Amazon SNS EZo| o2l AI25H AlEstE wedo| HAEEL|CH

4. GetJobOutput MMEE Asto] 2] E2{(0t7I0|E O|O|E)E Ct2Z =8 LICH

GetJobOutputRequest Z2

A QIAEIAE MAIS0{ 5] D, 2E 0|2 S 9% MEE 0243t |
Cl. S3 Glacier7| BH&tst= £242 GetJobOutputResponse ZHA|O|AH AL & = Q& LICEH

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{

JobId = joblId,

VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
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flol 2= =Z2 A 2y EH¥S COREEELICH SM2E GetJobOutputRequestofA HEO|
E HRE X|Hstod £ YLD 7HMH7{LL MA £ O &2 F3 HRE LIFOo{ CIREEE
T U&LICH

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{

JobId = joblId,

VaultName = vaultName
};
getJobOutputRequest.SetRange(@, 1048575); // Download only the first 1 MB chunk of
the output.
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o| oo M= Ct2at ZHe xHods &35t |C}.
« Amazon Simple Notification Service(SNS) E& A7

S3 Glaciere= %Y 2tz # siiy EXof &S TS ELICH

« Amazon Simple Queue Service(Amazon SQS) CH7|¥ & M sL|CH.

otz ol Ali= Amazon SNS EEO| HIAIXIE HAIE = U5 CH7|Lol| EXE AZ=LICH

. X|M&E ofzto|lEo| CtREE S A|RHELIC.

Ot2H 0ol Al= S3 Glacier7t 2] 2t2 & HIAIX|E MEE = UEE &Y 20| M Amazon SNS E
g X|™Ect
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HAIXIZE Q2T JSON T2 241504 B do| B0 2 #REIUEX| 2HolgtLich 43 %
o= 22 E(9io™ ol7o|EE cte2CstLCt ofgf ZE 01IX1|01IA-|: JSON.NET 2ho|=ala]
(JSON.NET #Z)E A&3t0{ JSON T2 EMFLICH

L

« Amazon SNS EZ|1} EZl0| MAI8F Amazon SQS CH7|¥ S Abxl|Stod ™He|ghLCt.

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadlLowlLevelUsingSNSSQS
{
static string topicArn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
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static string archiveID = "*** Provide archive ID ***";
static string fileName "*** Provide the file name and path to where to store
downloaded archive ***";

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

nen 4

" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

" [+

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \'"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ\"" +
" I+

n }Il +

" I+

" 1"+

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
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{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl queueUrl });

static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add policy to the queue so SNS can send messages to the queue.
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var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sqsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,

Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgqsClient.ReceiveMessage(receiveMessageRequest);
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if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))

{
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CopyStream(webStream, fileToSave);

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);
}
}
}
}
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using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

using System.Collections.Specialized;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange

{

static string topicAzrn;
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static string queueUrl;
static string queueArn;
static string vaultName
static string archiveld = "*** Provide archive ID ***";

static string fileName = "*** Provide the file name and path to where to store

"*¥** Provide vault name ***";

downloaded archive ***'";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ\"" +

" I+
n }Il +
" I+
" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Download archive");
DownloadAnArchive(archiveld, client);
}

Console.WritelLine("Operations successful. To continue, press Enter");

NETS AF=S3l= ofsl0|E Clez 2 APl {7 2012-06-01 166



Amazon S3 Glacier TR 7H0|E

Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
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{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.

ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)

{
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var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)
{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
using (Stream fileToSave = new FileStream(fileName, FileMode.Create,
FileAccess.Write))

{
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long currentPosition = 0;
do

{

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{

JobId = joblId,

VaultName = vaultName

i

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =

client.GetJobOutput(getJobOutputRequest);

}

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}
currentPosition += partSize;
while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{

byte[] buffer = new byte[65536];

int

length;

while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{

output.Write(buffer, @, length);
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import os

output_file_path = "output_directory_path"
vault_name = "vault_name"

chunk_size = 1000000000 #1gb - size of chunks for parallel download.
notify_queue_name = 'GlacierJobCompleteNotifyQueue' # SQS queue for Glacier recall
notification

chunk_download_queue_name="'GlacierChunkReadyNotifyQueue' # SQS queue for chunks
sns_topic_name = 'GlacierRecallJobCompleted' # the SNS topic to be notified when
Glacier archive is restored.

chunk_queue_visibility_timeout = 7200 # 2 hours - this may need to be adjusted.
region = 'us-east-1'

archive_id = "archive_id _to_restore"

retrieve_archive = True # set to false if you do not want to restore from Glacier -
useful for restarting or parallel processing of the chunk queue.

workers = 12 # the number of parallel worker threads for downloading chunks.

def setup_queues_and_topic():
sqs = boto3.client('sqgs')
sns = boto3.client('sns"')

# Create the SNS topic

topic_response = sns.create_topic(
Name=sns_topic_name

)

topic_arn = topic_response[ 'TopicArn']

print("Creating the SNS topic " + topic_arn)

# Create the notification queue
notify_queue_response = sqs.create_queue(
QueueName=notify_queue_name,
Attributes={
'VisibilityTimeout': '300', # 5 minutes
'ReceiveMessageWaitTimeSeconds': '20' # Enable long polling

)
notify_queue_url = notify_queue_response['Queuelrl’']
print("Creating the archive-retrieval notification queue " + notify_queue_url)

# Create the chunk download queue

chunk_queue_response = sqgs.create_queue(
QueueName=chunk_download_queue_name,
Attributes={
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'VisibilityTimeout': str(chunk_queue_visibility_timeout), # 5 minutes
'ReceiveMessageWaitTimeSeconds': 'Q'

)

chunk_queue_url = chunk_queue_response[ 'Queuelrl']

print("Creating the chunk ready notification queue " + chunk_queue_url)

# Get the ARN for the notification queue
notify_queue_attributes = sqs.get_queue_attributes(
QueueUrl=notify_queue_url,
AttributeNames=["'QueueArn']

)

notify_queue_arn = notify_queue_attributes['Attributes']['QueueArn']

# Set up the SNS topic policy on the notification queue
queue_policy = {
"Version": "2012-10-17",
"Statement": [{
"Sid": "allow-sns-messages",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": "SQS:SendMessage",
"Resource": notify_queue_arn,
"Condition": {
"ArnEquals": {
"aws:SourceArn": topic_arn

]

# Set the queue policy
sgs.set_queue_attributes(
QueueUrl=notify_queue_url,
Attributes={
'Policy': json.dumps(queue_policy)

# Subscribe the notification queue to the SNS topic
sns.subscribe(
TopicArn=topic_arn,
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def

Protocol="sqgs',
Endpoint=notify_queue_azrn

)

return {
'topic_arn': topic_arn,
'notify_queue_url': notify_queue_url,
'chunk_queue_url': chunk_queue_url

}

split_and_send_chunks(archive_size, job_id,chunk_queue_url):
ranges = []

current = 0

chunk_number = 0

while current < archive_size:
chunk_number += 1
next_range = min(current + chunk_size - 1, archive_size - 1)
ranges.append((current, next_range, chunk_number))
current = next_range + 1

# Send messages to SQS queue
for start, end, chunk_number in ranges:

body = {"start": start, "end": end, "job_id": job_id, "chunk_number":

chunk_number}

body = json.dumps(body)
print("Sending SQS message for range:" + str(body))
response = sqgs.send_message(
QueueUrl=chunk_queue_url,
MessageBody=str(body)

def GetJobOutputChunks(job_id, byterange, chunk_number):

glacier = boto3.client('glacier')
response = glacier.get_job_output(
vaultName=vault_name,
jobId=job_id,
range=byterange,

with open(os.path.join(output_file_path,str(chunk_number)+".chunk"), 'wb') as
output_file:
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output_file.write(response['body'].read())
return response
def ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url):

response = sqs.receive_message(
QueueUrl=notify_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=20,
MessageAttributeNames=['Message']
)
print("Polling archive retrieval job ready queue...")
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty

if 'Messages' in response:
print("Received a message from the archive retrieval job queue")
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.

jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
jsonresponse=json.loads(jsonresponse[ 'Message'])
if 'ArchiveSizeInBytes' in jsonresponse:

receipt_handle = response['Messages'][0]['ReceiptHandle']

if jsonresponse['ArchiveSizeInBytes']:

archive_size = jsonresponse['ArchiveSizeInBytes']

print(f'Received message: {responsel}')
if archive_size > chunk_size:
split_and_send_chunks(archive_size,
jsonresponse[ 'JobId'], chunk_queue_url)

sqs.delete_message(
QueueUrl=notify_queue_url,
ReceiptHandle=receipt_handle)

else:
print("No ArchiveSizeInBytes value found in message")
print(response)

else:
print('No messages available in the queue at this time.')
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time.sleep(1l)

def ReceiveArchiveChunkMessages(chunk_queue_url):
response = sgs.receive_message(
QueueUrl=chunk_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=0,
MessageAttributeNames=['Message']
)
print("Polling archive chunk queue...")
print(response)
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty
if 'Messages' in response:
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.
jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
if 'job_id' in jsonresponse: #checking that there is a job id before continuing
job_id = jsonresponse['job_id']
byterange = "bytes="+str(jsonresponse['start']) + '-' +
str(jsonresponse['end'])
chunk_number = jsonresponsel['chunk_number']
receipt_handle = response['Messages'][0]['ReceiptHandle']
if jsonresponse['job_id']:
print(f'Received message: {responsel}')
GetJobOutputChunks(job_id, byterange, chunk_number)
sgs.delete_message(
QueueUrl=chunk_queue_url,
ReceiptHandle=receipt_handle)
else:
print('No messages available in the chunk queue at this time.')

def initiate_archive_retrieval(archive_id, topic_azrn):
glacier = boto3.client('glacier')

job_parameters = {
"Type": "archive-retrieval",
"ArchiveId": archive_id,
"Description": "Archive retrieval job",
"SNSTopic": topic_arn,
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"Tier": "Bulk" # You can change this to "Standard" or "Expedited" based on
your needs
}
try:

response = glacier.initiate_job(
vaultName=vault_name,
jobParameters=job_parameters

print("Archive retrieval job initiated:")

print(f"Job ID: {response['jobId']}")

print(f"Job parameters: {job_parameters}")

print(f"Complete response: {json.dumps(response, indent=2)3}")

return response['jobId']

except Exception as e:
print(f"Error initiating archive retrieval job: {str(e)}")
raise

def run_async_tasks(chunk_queue_url, workers):
max_workers = workers # Set the desired maximum number of concurrent tasks
with concurrent.futures.ThreadPoolExecutor(max_workers=max_workers) as executor:
for _ in range(max_workers):
executor.submit(ReceiveArchiveChunkMessages, chunk_queue_url)

# One time setup of the necessary queues and topics.
queue_and_topic_atts = setup_queues_and_topic()

topic_arn = queue_and_topic_atts['topic_arn']
notify_queue_url = queue_and_topic_atts['notify_queue_url']
chunk_queue_url = queue_and_topic_atts['chunk_queue_url']

if retrieve_archive:
print("Retrieving the defined archive... The topic arn we will notify when
recalling the archive is: "+topic_arn)
job_id = initiate_archive_retrieval(archive_id, topic_arn)
else:
print("Retrieve archive is false, polling queues and downloading only.")

while True:
ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url)
run_async_tasks(chunk_queue_url,workers)
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AR5 AIAID.

2. %Yo| &= E F ot7t0|E H|O|E{E CIRES=FLICH AtMIE LI 2 21 £3 7HX 2 7|(GET
output) EHHE FESIMAIRL.

E AF235104 Amazon S3 Glacier0| A 0F7t0|E CIZE AWS CLI

AWS Command Line Interface ()& AF& 304 Amazon S3 Glacier(S3 Glacier)olA O}7l0|2 & CIR2Z
EE = U&LICIAWS CLI.

1. AWSCLIE CI2Z2E35l1 A EL|CH 224 X|&2 AWS Command Line Interface A& A} 7}0|
A

EoMCE =HME Hxstd

HOIFLICH o2t BE2 BAHe=Z

aws help

e list-vaults HYS AIE5t04, 2 El H|Z 0| S3 Glacier EE S &2 71X S LIC}H
1234567890122 AWS & IDE HfEL|C}.
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Amazon S3 Glacier

aws glacier list-vaults --account-id 123456789012

o o CH8F $4AH 7244 OIO|E{E E24™ aws configure list HWE AWS CLIAFS ELICEH

aws configure list

0. & AtE3t0q 0}7}0|E CHREE AWS CLI

@ Note
O}7}0|EE CIR 2 E5te{H HtE A| o}7}0|E IDE 2ofof gL ||:+ ~4':+74|E k2 o}zto|e
IDE AMEILICIH CREE5t2d= oF7H0|E IDE 0|0 €1 U=

= AR 5HAR AF M.

1. initiate-job BHE ALEsto] QHER| HM 24 AZFEL

Ct. QIHE 2| E D Mol= AFR K}
o| o}zto|= ID7} LEE =L}

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

oA Z1}:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. describe-job HHE AIE35l04 0| =tQfo| H2Jo| MEHE & QlEt

1 =

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

of & Axt:

"InventoryRetrievalParameters": {
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"Format": "JSON"
1,

"VaultARN": "#*#* vault arn ***",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
}
3. Eedo| 2R WKl ZIckuc
S EUS CIREEY 4 S W] 7Ict2{ol BLIch BEOIM &R THS MESAL S
2 A|ZE M Amazon Simple Notification Service(SNS) EZ2 K|S FUCHH S3 Glacier?t &4
2 F Y EEoi HAIXIE EHLIC
2E0| EX O|HE sl 22 TS MEE & laLich RHMIEH LI8 Amazon S3 Glacier
EE U2 74 S B EFAAL. S3 Glaciere £ O[HIE 7} gh Mgt mjotch X|HE SNS E
o HAIX|E E-iLICt
4. ZEE|H get-job-output BHES AFE5t04 AM A4S output.json IHUZE CIR2EEFL
Ct. o] moll= At X2l ot7t0|= ID7F Z&FE [ L.
aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json
O| BH2 CIF Eo7t U= TS MELICH
{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",
"ArchivelList":[
{"ArchiveId":"*#*#* archiveid ***",
"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"#*** archive size (in bytes) ***",
"SHA256TreeHash":"*** agrchive hash ***"
}
{"ArchiveId":
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1}

5. initiate-job BHEZ AIE35t0{ EE0|A Zf o}7}0|EE AMSt=E ZZ2MAE A|ZFRFLICH of2H
archive-retrievallt Z0| 2] ut2t0|E{E K|'H35H0F & LICE.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*** archiveld
***\II}II

6. archive-retrieval 0| 2t= & 7} X| ZICIEILICt describe-job WEZ A& 5104 O
B o| HEHE = olghLct.

o S |

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. 9 &0l 22 E|™ get-job-output BHES ALE 504 Ot7O|EE CIREE=FLCH.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

Amazon S3 Glacier0il A of7}0|E ALK

Amazon S3 Glacier(S3 Glacier) Zt 2| 2& 2 AI&35101 0l710|E & A M|E = & LICt Ol 7t0|EE 4f
XN|3t24™ AWS Command Line Interface (CLI) = M 7| ZEE A& 35104 REST API 213 EE= AWS
SDK for Java & .NET 2HIH 2t0|E2{Z|& A& 35l0{ &X| EE sHof ?;I—IEL CHE FAoMHE AWS
SDK for Java & .NET 2{1{ 2} O|E22{E|, REST API I & AIE £ AdYE LI AWS CLLI.

Q'I_l
rir
0%
IE

EN|

« E A83t0{ Amazon S3 Glacier| A o}70|E AFX|| AWS SDK for Java

« £ AF&304 Amazon S3 Glacier0|A{ ot70|E A K| AWS SDK for NET

« REST APIE At&35}04 S3 Glacier 0t710[E A%

« AWS Command Line Interface & At &304 Amazon S3 Glacieroi|A{ 0t7}0|E AFx]|

Ot7tolE &= %EOHA‘I gh gHof| StLEA AFX 1I§ T QUA&LICH ot7I0[EE A oPE4 o éml HE Al 0P9P0|

ofztolE AFA| API {71 2012-06-01 182
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Ot7tO|EE AfX|Eh Fol T AfK[Et O}7}0|EE 72 = HUS AIHE &= ULE st A2 7ts

Al
StX[gt of7to|E 7HK 27| 2 o] A E|X|= St&LICH.

o|o| ot7}0|E IDoi| CHsH Tl QI ok7H0|E 7t 7= ChHE AlLtE|201
£2 435Xl efg = A&LIcH
* S3 Glacier7t ot7}0|E AtX| RHE +&IE M, of7t0|E2 HM 2o € H3t k|0 CIOIEH CH22EE
#Hl|st QUCHH otztol2 HM X do| SEHE T A&LICH
* S3 Glacier7} 0t7}0|E AfX| - E 418 [ ot7}0[E HM %rdof of7t0|E T2 =

Z EHIFOH EH¥E 22 £ &L

In
M
X
OHl
d
|0

O}7}O|E 7tX{27|0i| CHEt REA|EH LHE 2 S3 Glacierdi A ot710|E CI22E BHHE FXRSHAAIL.

HSHEE A&Lict olO] AX|E ot7l0|EE AfA|stedn s 2R/ 7 YlstX|= ef&LICh

o| gk =)

=

rlo

Ol7I0|EHE AtX||SH 250 EE QHIEZ|IE CIRECE A AMK|El ofz710|B7 S 80| Z&8E £
& LIC} S3 Glaciere stF0f & Hot 2E QIHEZ|E FH|5H7| IHEYLCEH

AA EH

® Note
E2E o}7}0|E9| XI5 AX|E Amazon S3 Glacier0i A EE of7t0|E2 2| XIS AHK|E XA

O
S,

£ A&735l0{ Amazon S3 Glacier0f| A 0}Z7F0|E AFX| AWS SDK for Java

CHHS 2 AWS SDK for Java 312 =& APIE At&3104 Ot7H0|E & AfA|SHE EFAIILICH

1. AmazonGlacierClient E2iA(E20|AUE)Q| QIAEHAE BHEL|CE

AfXeted= of7tolE7F ME El= AWS 2| E X[-sHor & LI of 2CI0|HEE Ar&E5t0 =
= 2E Y2 i AwS 2|0l MSE LIt

—

0X
Q'I_l
hvd
FO
%
A
HL
(1
°
n
g'l_-
-
[ul

2. DeleteArchiveRequest oA QIABAE M

ot70|= ID2t EE O|F, 22| AIY IDE L=stioF FLICH A IDE YU3stx| fe FR0E 2
H HEE 2l Yd-ste A4 5B AAL(0f U= AE IDZ ZHFELICH ZHMIEF LHE 2 Amazon

= 10
S3 Glacier AWS SDK for Java 0| M Al EHHE S XA A,

3. 2% AKX E uleto|E{=2 Q24510 deleteArchive HIMEE ASMELICE

4L o

m

ol
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https://aws.amazon.com/solutions/guidance/automated-deletion-of-vault-archives-in-amazon-s3-glacier/
https://aws.amazon.com/solutions/guidance/automated-deletion-of-vault-archives-in-amazon-s3-glacier/
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CHE2 flollM dFE BHAHE LEHHE Java 2= ZZFL|CH

AmazonGlacierClient client;
DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***")

.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

@ Note
7|2 REST APIof CHet ZtMet LIS 2 ot71 0= ATA|(DELETE archive) EF#E & ZsHAA2.

of: 2 AF23510q ofz0o|E AKX AWS SDK for Java

Ct2 Java ZE X0l AHE= AWS SDK for Java & AF23504 ol 710|E & ALX||ELICE. O] od|A|e] AlstH
ghedof CHet BHAIYE X2 EclipseE A2 3109 Amazon S3 Glacier@| Java 0| A| At Ehedg B X 5|4
AlQ. olgliet Zo| 2E o|E1} AX|E 5= oF7l0o|E 2| OlFI0|E IDE AF235H| ZEE -|0|E ot
ghLict.

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();
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client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// Delete the archive.
client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

£ A&8735t0{ Amazon S3 Glacier0f| M 0Fz7L0|E AFX| AWS SDK for .NET

A

fjo

NET& Amazon SDKOA XMSstE at0[EE X 22 API= 25 OF7H0|EE AfAst= Y

« O 82 =& APIE AI835104 0r710|E AFK| AWS SDK for .NET
& APIE AL836to{ ot 7t0|E AFK| AWS SDK for NET

o| A £=~Z APIE AI25l0q of7t0|E AFR| AWS SDK for NET

1 2'e APIS| ArchiveTransferManager 2214 £ OI7}0|EE AK|stE Ol A E = /U=
DeleteArchive HMEE M3 gLICH.

of:o| &2 =& APIE AI83504 0}7+0|E AFA| AWS SDK for .NET

CHS c# ZE oMo =] A2 =& API AWS SDK for NET £ Al235}10q 0}70|EE AMX|&FLICE.
O] oixl|lo| Aldl wheHof| CHEH BHA|E X2 T = of A AlSH EHE 2 XS AAI2. ofiet ZHo| AFXIE
35l= ofztolE 2| of7t0|E IDE AIEdH ZEE Yoo/ EELCE.
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Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

class ArchiveDeleteHighLevel

{

static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{

try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

[
[

APIE AFE35104 of7t0|E AMA| AWS SDK for .NET

9l %

ol
A

Ct=2 AWS SDK for .NETE AF&3t0] A X|5H= EHAIQILICEH

1. AmazonGlacierClient 2ciA(EC0|HE)Q| QIAEAE DHELICEH

(i
o
-

AA|stedE ot7HolE 7 KMHE e AWS EITE X|Hslok gfLICE o] 2EI0|AUEE A8 3sto]
= ZE U2 T AwS ZI™of M ELC.

2. DeleteArchiveRequest 224 QIATHAE Mol 2 HEE =g Ct.

NETS AF23l= of70l= AHA| API {7 2012-06-01 186



Amazon S3 Glacier TR 7H0|E

Ot7I0|E ID2F EE O|F, a2l HAE IDE =aloF &fLICH HHE IDE U&sHK| 2= B 2
HMEE fal e=dste At 38 A4E|o e AIE IDE ZHEEHLICH AFMIEH LH
S3 Glacier0i| A AWS SDKs A2 EHE B RSHAAIL.

3. 2% ZX|E mzl0|EE 235104 DeleteArchive HIMES AZHELICT

£ Amazon

0i:2| 3t ¢| =& APIE AF&3t04 O 70|E AFXK|| AWS SDK for .NET

Cl22 oM EHAIE MAESHE C# M XM LICE o] Ao =2 5t =F API AWS SDK for NET &
AE35t04 o}7t0|EH E AFA|EFLICEH
(® Note

7|2 REST APIo| CHEt REAIEH LI 2 o}z 0|E AR|(DELETE archive) EH

jo
ik
P
g'l_l
>
>
o)

O dllxlef A&l ol CHer BFAlE X|E2 ZE oA A B S HZstA A2, ofelier 2ol A&
et otztol22| o702 IDE A8l Z=EE Yool EgLCt

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelLowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{

Console.WriteLine("Deleting the archive");
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DeleteAnArchive(client);

}

Console.WritelLine("Operations successful. To continue, press Enter");

Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static void DeleteAnArchive(AmazonGlacierClient client)

{

DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName
Archiveld
};
DeleteArchiveResponse response = client.DeleteArchive(request);

}

vaultName,
archiveld

}
}

REST APIE Al 2735104 S3 Glacier 0}7}0|E. AHK||
O}ZI0|E = of7}0|E AMK| APIE AFE35t0d AFAIE = QI&LICE.

- Of7to[E= AFX| APIOY| CHEE AEAIEH LI& 2 oF7t0|E ATK|(DELETE archive) EHHE2 EESHAAIL.

« REST API At20] CHEF XFMIBE LH2 2 Amazon S3 GlacierE /8t APl &= BRI X SHAA L.

AWS Command Line InterfaceE Al- &304 Amazon S3 Glacier0i|A{ 0}7} 0|
= ALK

AWS Command Line Interface ()& AF2304 Amazon S3 Glacier(S3 Glacier)0l A 0l 7t0|2 & Abx||E
2 Q&LICIAWS CLI.

A
o (AFH Z27) M™ AWS CLI
« Of:E AE35}04 of7to|E AMK|| AWS CLI
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(AP =74) A% AWS CLI

0. &

1.

AWS CLIE Tt 25t FogfLct #& X[E2 AWS Command Line Interface AF& A} 70|
ColM CHE FHME #EsHAAIL.

A x| AWS Command Line Interface

WP ZETE CHS HHES QU=245t0{ AWS CLI D™ oIghLict o|2{3 B2 HAIMe =
AE EBHES MB5HK| ez V|8 T2 ol X3 SHO| AFSELITH
 help HEES AMEdH EAAIR

aws help

list-vaults B2 AF2510{, A E H Xl S3 Glacier EE 2£& JtXSLICt.
123456789012 AWS X IDE HiEL|C}.

aws glacier list-vaults --account-id 123456789012

of CHgt 34xH 74 CIO|E{1E E24™ aws configure list WS AWS CLIAMS & LIC

aws configure list

AL&3toq ofz7o|E AMX| AWS CLI

initiate-job BHE Ar&3t0 QHER| M XS AIFELICH

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

of & A1}

{
"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"
}
£ AH835to{ of7tolE AFAM| AWS CLI API B{T 2012-06-01 189


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/reference/glacier/initiate-job.html
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2. describe-job BHE A& o0 O™ AM Zrfo| HEfE = QlgfL|Ct
aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***
of & At
{
"InventoryRetrievalParameters": {
"Format": "JSON"
1,
"VaultARN": "#**#* vault arn ***",
"Completed": false,
"JobId": "*** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
}
3. Aol 2=F winx| Z|ck&ILICE.
A EHS OIRELY & U2 W7HK| 7|CtedoF &L CH S EoM S8 88 d™stHLE &Y
£ AZE 1 Amazon Simple Notification Service(SNS) EZ & X|HFCH S3 Glacier7h 2Hd &
Zz 7 ol EZol| HAIXIE E-HLICH
ZEQo| EH o|HEO Cisf 23 72 8 = JU&LICH RtM[Et LI 2 Amazon S3 Glacier2]
e o2 MBS AESAAIR. S3 Glaciers S O|HIE7} WS molch x| HE SNS E
ol HIAIXIE 2Lt
4. P EE|M™ get-job-output BHS AFE5t04 AM =12 output.json IHUZE CHREEFLICEH
aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json
Ol BH2 Ot EE7t e ©hdE ddgfLct
{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
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"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

13
5. delete-archive BHE AIE3toi EE7} HIXE WX 2 E0i|M 2t ot7t0|EE APK|EFLICH

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***

£ A83tod ot7+olE AFX| AWS CLI API E{%1 2012-06-01 191
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Amazon S3 Glacier0l| Al AWS SDKs AlE

AWS = Amazon S3 Glacier& OZ2[70|ME e e &= = SDKsE M3 LICt SDK 2to|E 212
7F 7|2%21 S3 Glacier APIE EHE57| 20 T2 e Zrdo| Et=stEILICH o & E0{ 4 2F-HE
S3 Glacieroll & & molc BFEA| 7 Q15 E {8t MHEE F76H0F & LICH SDK ZHO|EE{ZIE At
835t A I =0 AWS E0 X174 SO K| Z5HofF 5trd 2Ho|EE 2l B s MBS H Ao S3
Glacier2 M4 E &0 =& &L|Ct AWS SDKsE 7|2 REST APIo]| OHE E|E 2to|EHEH 2|8 MZ 56t
0 HEE & FHstn 82 xMelste ol A8 E £+ U= 4 E MSELICH

=S|

« AWS Java 2! NETE SDK z}o|Ez{zZ|

« AWS SDKO{ A S3 Glacier AFHR

« Amazon S3 Glacier AWS SDK for Java 0| A Al

« Amazon S3 Glacier AWS SDK for .NET 0| M A2

AWS Command Line Interface (AWS CLI)= S3 GlacierE AWS AMH|AZE 51018 &EIsteE S8
TFeLC ctR*E =0 CHE REMIEH LHE 2 B E AWS CLIRTZSHA A2 AWS Command Line

Interface. S3 Glacier CLI @& S22 AWS CLI & X E XM 2.

AWS Java & .NET2 SDK 2o|EH2]
Java & NET& AWS SDKs= &% =& & 5t =& i 2to|E{2|E MSELICt

HekRF OFLH A AWS SDK for .NET Z &0 A AWS SDK for Java L2 A2 3504 Amazon S3 Glacier
I.

Aol o€ & E &+ UA&LICH
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- —

Melld API7H S L 7t

<Y 2 2to|E2{2|= S3 Glacierol| M X|HE[= 7|&# REST API(Amazon S3 Glacierg
=) 71 s A o= ' LICH 2 S3 Glacier REST 2Fdntct Z 2ol APIZ} S ste 2o o &
=]

rot
>
9

28 Q¥ 2% 24H, S3 Glacier ST XMEl¥ SH AME MBI LICH 2L 2 2tol
£ 712 S3 Glacier &S 7H huistH Teet ZeLict

SDK 2tol=e{2|of CHet RFMIEH LI 2 Amazon S3 Glacier AWS SDK for Java 0| A Al 2! Amazon
S3 Glacier AWS SDK for .NET OlAM Al BHHE HXFHAAIL.
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AWS SDK for Ruby

AWS SDK for Rust
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AWS SDK for Swift
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Amazon S3 Glacier AWS SDK for Java 0| A Al

=0l AHE CHZ Amazon S3 Glacier(S3 Glacier)ol| it 49| £=ZF 4 512 +& APIsE 25 AWS
SDK for Java A& & LICFAmazon S3 Glacier0| A AWS SDKs AtE. CH2Z 0] CHEF AFAM|SH LHE 2
Java® Amazon SDKZE AWS SDK for JavaZ Z5lA|L.

(® Note
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2o AmazonGlacierClient EciAE S3 Glacier?| 7|2 REST 2 i€ ofZst= o ZEest 2
M3 LICHAmazon S3 GlacierE 2|8t API 2 X). o| ¢S =1 s &8 e HX] g st
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0 € £04 AmazonGlacierClient 2elA = EEE MME £+ U E createVault IHIA-lI:E =&t
LICt ol HMEE 712Xl 2E MM REST 2o oHEELICHEE BHE7|(PUT Zf) & X). 0] &
2 AM&35tedH MHA CI 2 Java ZE X2t} 240 S3 Glacier 222 =418 CreateVaultResult ZH
| OIAE{AZ MA5HOF BHLIC}H

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
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.withVaultName(vaultName);
CreateVaultResult result = client.createVault(createVaultRequest);
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Do API AL

O Z2[Z0|M T & TS 7tA 57| fldiE 5t =& APIS| Y HIM=of CHa 49 =& F
438 F345t= ArchiveTransferManager 2248 AWS SDK for Java M3 &HL|Ct. 1 ol
upload, download HIMHE & Ot7t0|E & dof| f&8¢8F HMET U&LILCE.

—L AA

o|§& E0{ CtZ Java ZE =22 1nof HIM=Q! uploadE ALE5t04 Ot7l0|EE HZ=FLCH

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

T¥ste ZE Y2 ArchiveTransferManager Zi&E &8 mf X|&& AwS 2Tl HSE L
Ct. AWS 2™ E XI™etX| eto®It 7|2 AWS 2|T™us-east-12 2 AWS SDK for Java A’EElLICY.
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AWSCredentials QIAEAR FME 4= Q&LICEH

EclipseE A& 3504 Amazon S3 Glacier2| Java 0| A| Al

Java ZE 01|X|% AlZtSHE 71 4|2 g2 %Al AWS Toolkit for EclipseE A x|5HE ZdLICH Z[Al
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Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

CtE2 stolele APIGM RIEZQIEE O|F MF(2EE) 2tz dYsis ¢S LIEH I=E X
(@)

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgqsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");

snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqsClient,
snsClient);
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228 AmazonGlacierClient E2iA & Amazon S3 Glacier(S3 Glacier)Q| 7|2 REST ¢ of
gote ol et ZE Y-S XS ELIchAmazon S3 GlacierE 9|8t API & Z). Ol2{8t ¥ g =Y
SEEE Me HY HE st 2 HAE MEeh & W o|M 2ol CHEF S3 Glaciere| SEH & BHete
= ALE SH AN E =3sHoF =Lct.
0 & £0{ AmazonGlacierClient EclA= =EE MEE = U&= CreateVault HMEE
MEgLch ol HMEE 7|229l 2E M4 REST 2ol HEELICHEE BHE7I(PUT Zf) &

b

Z). O HHE AE35t7| fliMeE HA CHS C# 20| CreateVaultRequest &
CreateVaultResponse 224 QIAEAE MA5tod 23 HMEE XME5lD S3 Glacier SE S £
SHOF & L.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{

AccountId = "-",
VaultName = "*** Provide vault name ***"

};

CreateVaultResponse response = client.CreateVault(request);
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7tet x| i &LICH & A48T M AH IDE KNS stX| AWS SDK for NETA 2 2H0|EEHEl=
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T8 API AL
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AsE I35 ArchiveTransferManager 224 E AWS SDK for NET M3 &L|CH 1 &of

Upload, Download § Ot7t0|E %ol RS & HMET U&LICH

& E0{CtE C# ZE =Z2 18|H HMERI UploadE AtE35t0{ Ot7I0|EE HEE=FLICH.

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archivelId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;
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NET 2E of|&|e| et = 2 M|A(Visual Studio AHR)

1 Amazon SDK for NET £A| X4 & Fdoi| AHE CHE AWS X248 SHoi| CHEF XA
SH Z 202 Mdghuct AWS

2 AWS Hl Z2ME BHIESIZ A&3+04 M Visual Studio ZEMEE Bt L|CH
3 Z2ME mtQ Program.cs o Z=E &1 Qe Mol I == CHAF LICH
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glacier.us-west-2.amazonaws.com. Ct& C# = =2t Z0| JIEXZQIEE CIE AWS E2[H2e

2 4dEg = A&Lch

CHE2 Z2oE APIGM AEZQIEE O[T ME(2E2) 21T (us-west-2)22 HYstE YHS U
Bt 3 E ZZFLCY.
Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
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var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
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Hello Amazon S3 Glacier
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NET

SDK for .NET

(@ Note
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using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;
public static class HelloGlacier

{

static async Task Main()
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{

var glacierService = new AmazonGlacierClient();

Console.WritelLine("Hello Amazon Glacier!");
Console.Writeline("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{

Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:

{vault.VaultARN}");
}
}

API M5 X2 = AWS SDK for NET API & = 9| ListVaultsE 2 XSt AIAIL.
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* Hello Amazon S3 Glacier

+ AWS SDKsE Al 23t= S3 Glacierod| CHSH =]

AWS SDK EE £ CLIQF AddTagsToVault E7H AHE

AWS SDK EE= CLIS CreateVault B7H AHS

AWS SDK EE & CLIQ DeleteArchive E7H AL

AWS SDK EE= CLIS DeleteVault B 74 AHS

AWS SDK EE &= CLIQ} DeleteVaultNotifications & 7H AHE
AWS SDK EE &= CLI2F DescribeJob E7H AHE

AWS SDK EE & CLIQ DescribeVault & 7H AHS

AWS SDK EE = CLI2t GetJobOutput E7H AHS

AWS SDK EE &= CLISF GetVaultNotifications & 74 AHE
AWS SDK EE= CLISt InitiateJob B 7Hl AL

AWS SDK EEE= CLIS} ListJobs & 7Hl AHS
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« AWS SDK K& CLISt ListTagsForVault B 74 AHS
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AWS SDK EE &= CLI2F UploadArchive E7H AHE
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« AWS SDKsE& At&3t= S3 Glacier0i| CHEF ]
+ AWS SDK =& CLISH AddTagsToVault 7 AHE
« AWS SDK = CLISt CreateVault &7H AL
« AWS SDK E = CLI2t DeleteArchive E7H A
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+ AWS SDK EE&= CLI2} DescribeVault 874 AlHE
+ AWS SDK EE£& CLISH GetJobOutput A AHZ
+ AWS SDK EE= CLISF GetVaultNotifications & 71 AFR
« AWS SDK EE £ CLIS} InitiateJob BT AFHE
« AWS SDK EE£ CLIS ListJobs E7H AFHE
« AWS SDK EE £ CLISt ListTagsForVault &7 AHS
« AWS SDK EE£ CLIS ListVaults E7H AHE
« AWS SDK EE= CLI2} SetVaultNotifications &7H AHS
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+ AWS SDK EE£ CLI9} UploadArchive &7 AL
« AWS SDK EE &= CLI2F UploadMultipartPart & 74 AHS

Hello Amazon S3 Glacier

CtS FE of| A|ofAHE Amazon S3 Glacier AF2 2 A|ZtSHE 2 e Ho{EL|C}.

.NET
SDK for .NET
(® Note
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using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier
{
static async Task Main()

{

var glacierService = new AmazonGlacierClient();

Console.WritelLine("Hello Amazon Glacier!");
Console.Writeline("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)
{
Console.WritelLine($"{vault.CreationDate}:{vault.VaultName}, ARN:
{vault.VaultARN}");
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« APIO| CHEF M| XHE = AWS SDK for .NET APl & X 9| ListVaultsE & EstM 2.

AWS SDK 7HE R} OHLHM 2! T E ofA|e] MA| SE2 MM FHZ5HM2AWS SDKOA S3 Glacier Ab
&. 0| FHoll= A&7 |of et HE 9 0T SDK o Chet M2 HE T ZEE|o] &Lt

AWS SDKsE AF235E S3 Glacier0f CHEH ZHed

CIS FE X0 AHE AWS SDKsE AF235104 70 S3 Glacier 242 £ 8istE W2 HoiEL|Ct

Zt of| Mol = GitHuboll CHE 213 7F Z& &[0 U&LICH 047[0 M ZE M 2 AldHof CHSt X|&EE &

£ £ U&Lct

O| YF 2 S3 Glacier APIE S &5IH, ZHEAE M AfiT|o{of st O 2 Z2Z 20| EF e 2
CQILICH AWS SDKsE A28t S3 Glacier A|LIE|2 O ZHAEIAEN = &S E £ Ql&LC}.

CHS of|Alofl= 71HE UEtMo 2 AFR K= bt L& E|o] U&LICH ™A S5 2 Amazon S3 Glacier

API ZZE HZSHMR.

PN

+ AWS SDK £ CLISF AddTagsToVault E7H A

« AWS SDK E £ CLISt CreateVault B 7H AHS

+ AWS SDK =& CLISt DeleteArchive &7 AHE

« AWS SDK E £ CLISt DeleteVault E7H AL

« AWS SDK EE £ CLISt DeleteVaultNotifications B 7Hl AHS
+ AWS SDK EE= CLI2} DescribeJob B 7H AHE

+ AWS SDK EE= CLIS DescribeVault E7H AHE

« AWS SDK E = CLI2 GetJobOutput S7H AHS

+ AWS SDK EE = CLI2} GetVaultNotifications & 7H AFE
« AWS SDK EE£ CLIS} InitiateJob BT AFHE

« AWS SDK EE £ CLIQt ListJobs 7 Al

+ AWS SDK & CLISt ListTagsForVault E7H AHE

bl
-
o}
+
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JHeER 7Hol=

+ AWS SDK EE= CLI2} ListVaults & 7H ALE

« AWS SDK E = CLI2t SetVaultNotifications B 7H AHE
+ AWS SDK =& CLISH UploadArchive &7H AFHS

+ AWS SDK E & CLI2F UploadMultipartPart 74 AHE

AWS SDK = CLISF AddTagsToVault & 74 AFR

Ct2 ZE 06 Al= AddTagsToVaultQ| AHE WS Hod FLICH

NET
SDK for .NET
(® Note
GitHuboll . Ef 2 L& 0| /&Lt AWS =
U Al WHE HI/IEAR

/// <summary>

o ZIZXEE|M A o & 3t ™

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>
/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,

string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
1,
AccountId = "-",
VaultName = vaultName,
};

var response = await _glacierService.AddTagsToVaultAsync(request);

£
I°
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return response.HttpStatusCode == HttpStatusCode.NoContent;

« APl MIf HEE AWS SDK for .NET API & Z= 2| AddTagsToVaultE & ZE A 2.

CLI

AWS CLI

0

ClS B2 0|&0| X|HE my-vaultol & 7He| Ef2E F7+EHLICH

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --
tags id=1234,date=july2015

Amazon GlacierdlME 2 g +de m AE ID Q71 HRtX|2F 5t0[Z 2 ALE 501 AHE
el AEE xIge = A&Lich

. AP| M8 ME = AWS CLI B3 2% 0| AddTagsToVault MME & X 5M 2.

AWS SDK 7HEFR}F OtLHA & T E of|A|e] A SE2 MME B ESHM2AWS SDKOA S3 Glacier At
&. 0| FHlofl= Al=F5t7[ol CHEt HE 2 0|7 SDK H{Zof| CiEh M HE T ZEFE|o] Q&Lict,

AWS SDK EE= CLIQ} CreateVault &7 Al
C}2 3 E oAl= CreateVaulto| Al wedg Hod FLC}.

stef ofRls Ch 2 Z2 ol L#3H Z0IH HM A0 24 Agshor BLICH Chg 2= ofiA
olME HEAE LHolM O] Bt Bholgt & aLict

- Il BE o uhy) o Jhed AR}
NET
SDK for .NET
® Note
GitHuboll Cf B2 L§0| Q& Lich AWS Z.C of EIZXIEE/lM M oS &1 8
ol AlSisHE e B E MR

£
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/// <summary>

/// Create an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to create.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
i
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

« APIOf CHEt M8 HE = AWS SDK for .NET API & X 9| CreateVaultE & X 5HA|2.

CLI

AWS CLI

CHE B™-E2 my-vaultgte M EEE dd&FLICH
aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacierol ME =dg &st | A& ID Ql7F ZR5HK|CH §HO0|E2 AFE236l0{ Al
ClA™E XIHE + U&LICt.

« APl M5 HEE= AWS CLI & I X 9| CreateVaultg & X35HAM|2.
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Java

SDK for Java 2.x

@® Note
GitHubofl .4 & H&0| AU&LICH AWS ZE of 2|ZX|EC|0M HA of|E &1 MY
[@]

L
9 AHE WS by

O
rlo

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
import software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateVault {
public static void main(String[] args) {
final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];

£
e
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GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);

glacier.close();

public static void createGlacierVault(GlacierClient glacier, String

vaultName) {

try {
CreateVaultRequest vaultRequest = CreateVaultRequest.builder()

.vaultName(vaultName)
Lbuild();

CreateVaultResponse createVaultResult =

glacier.createVault(vaultRequest);
System.out.println("The URI of the new vault is " +

createVaultResult.location());

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());

System.exit(1);

« API M|E ME EAWS SDK for Java 2.x APl & Z 9| CreateVaultZ® & X5t AA|I2.

JavaScript
SDK for JavaScript (v3)
(® Note
GitHubOl - Ef2 &LIch AWS ZE of 2|ZX|EC|HM A o & 3o HH

o
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0 O
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const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

EEE ddgLich

// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
%

run();

« XkMIEF HE = AWS SDK for JavaScript ZHEF A} OFLHME & ZHMIL.
« APl MIf MEE AWS SDK for JavaScript APl 2t X 9| CreateVaultE XA AI2.

SDK for JavaScript (v2)
(® Note
GitHubol| I Bt 2 LHE0| /&LIch AWS FE of Z|ZX|E2[oIM A ol & &1 dF

L AlstE YHE HIKIEA L.
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// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object

var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });

// Call Glacier to create the vault

glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {

if (lerr) {
console.log("Created vault!");
}
1)

- KtMI8F HEE AWS SDK for JavaScript 7HEMAF LM E EESHAIL.
« API M| HE EAWS SDK for JavaScript APl & X 2| CreateVaultE 2 X35 AA|2.

PowerShell

Tools for PowerShell V4

olA 1: MAEX AEE M MEAE WHEELICH -Accountld Zt2HO|E{0]] Zt0| MBS ElX| it
2 cmdlet2 M AEE LEHL E 7|22 & AFS LI

New-GLCVault -VaultName myvault
ER

/01234567812 /vaults/myvault

« API M|® HE = AWS Tools for PowerShell Cmdlet & Z(V4)9Q| CreateVaultE & X 35HAM L.
Tools for PowerShell V5

oAl 1: AFHE X AIHEE M HEAE MAMELICH -Accountld T 2FO|E{0f| Z2f0| MBEIX| ety =
Z cmdlet2 X AHE LIEIL = 7|24t2 W& AF2EhLCt

New-GLCVault -VaultName myvault
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2.
—.

T

/01234567812 /vaults/myvault

- API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V5)2| CreateVaultE & Z35HMIL.

Python

SDK for Python (Boto3)

(® Note
GitHubOll Cf Bt 2 LHE 0| J&LICH AWS FE of Z|ZX|E2[M A o & &1 dH
9l Al sHe WS HIQE AR

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault
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« API M| HE = AWS SDK for Python (Boto3) APl & = 9| CreateVaultE® & X5 AAIL.

A SHHIRAWS SDKOA S3 Glacier At
Bt M2 HEZ ZEjo] A&LIC

AWS SDK 72t X OHLHA] 2 S = of|xl|o| FA| E=22 MMS
&. 0| FHlolle Alxtst7|of CHEH M EQF 0|7 SDK ol CH

AWS SDK == CLI2f DeleteArchive E7H AIE

Ct2 3 E o AlE DeleteArchivel| At W 2 Hod FLC}.

HY oxe i 2 Z2a3oM E3et 2=0|0d HEAE SHF A=>stof &LICH OHS 2= oA
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CLI

AWS CLI

HiEH
[=3=|

EofM ot7t0|EE AfX|et

rr

CH2 delete-archive O A0 M= example_vaultOlAM X|HEl o}710|EE A 7HELICEH

aws glacier delete-archive \

--account-id 111122223333 \

--vault-name example_vault \

--archive-id ScOu9ZP8yaWkmh-XGLIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc0ODxrId3Ln-
Gi_k2HzmlIDZUz117KSdVMdMXLuFWi9PJUitxW073ed@43eTLMWkHOpd9zVSAuV_XXZBVhKhyGhJ7w

Ol BF2 g3g ddstx| et&Lict

« APl M8 HE = AWS CLI @& & X 9| DeleteArchiveE FHZESHMIL.
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Java

SDK for Java 2.x

@® Note
GitHubOll { Bt LH0| /&LICH AWS ZE o 2|ZX|EC|0|M MA| o & &1 A
Ll ASSE S HIQKIEAR

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>

Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.

mon,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1);
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String vaultName = args[Q];

String accountId = args[1l];

String archiveld args[2];

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
String archiveld) {
try {

DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« APl M5 ME = AWS SDK for Java 2.x APl £ X 9| DeleteArchiveE & X5t AA|L.

Python

SDK for Python (Boto3)

(® Note
GitHuboll f Bf2 LI 0| Q& LICH AWS FE of 2|ZX|ES|oIM &A o8 &1 MH
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.

try:
archive.delete()
logger.info(

"Deleted archive %s from vault %s.", archive.id,
archive.vault_name

)

except ClientError:

logger.exception("Couldn't delete archive %s.", archive.id)
raise

« API M|& HE = AWS SDK for Python (Boto3) API & X 9| DeleteArchiveE & ZE5HAIAIL.

AWS SDK 7HE R} SFLHAM R T E ofXe] MA| S5F2 MMHE FESIM2AWS SDKOA S3 Glacier At
E. O] Fxloll= AlZ5Z(of CHet 2 0|F SDK 7o Ciet MR HE X E?:. Tlod d&LCH.

AWS SDK EE= CLI2} DeleteVault &7 Al
C}2 3 E o Al= DeleteVaulto| Al WedE Hod FL|C}.

HH oNE CHtE =2 O340 M 2F|$ I EO|H HEIAEO HF| ASsof & LICH CHE ZE o K|
OMeE HAEIAE LI O] 242 = QIE &= &LICH
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CLI
AWS CLI
CHS HAE2 my-vault2ts EEE AMXELICH
aws glacier delete-vault --vault-name my-vault --account-id -

Ol BH2 &332 MMSIX| et&LICE Amazon Glacierdl M= &S &E mf #H/H ID Ql4=7t
Z35tX|E 5lo|EE ALE5t0d AHE B2 A™EE XIEE &= /U&LICH
« APl M2 HE= AWS CLI B & =X 9| DeleteVaultE & =M.

Java

SDK for Java 2.x

(@ Note
GitHuboll { Bt LI 0| /& L|CH AWS ZE of Z|Z X EZ|0MH M| o E 31 MY
Ll ASiSE S HIKIEA2

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = """
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Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« API M8 ME = AWS SDK for Java 2.x APl & X 9| DeleteVault® & X5t A|IL.

bal
-
o}
+

API {71 2012-06-01 220

il
I


https://docs.aws.amazon.com/goto/SdkForJavaV2/glacier-2012-06-01/DeleteVault

Amazon S3 Glacier TR 7H0|E

Python

SDK for Python (Boto3)

@® Note
GitHuboll { Bt LI 0| Q& L|CH AWS ZE of S|ZX|EZ|o|MH M| o E 31 MY
ol AlSS E 2HHE HIQIEA 2

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

« API M|§ HE = AWS SDK for Python (Boto3) APl £ Z 9| DeleteVaultE & XA AL,

AWS SDK 7HEFR}F OHLHAM & I E ofA|e] A SE2 MME E XM R2AWS SDKOA S3 Glacier At
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AWS SDK EE£= CLI? DeleteVaultNotifications &7/ Al

C}2 T E o A|l= DeleteVaultNotificationsQ| At EEdE Hoqd ELC}.
CLI

AWS CLI
XME 4ol Chet SNS 23 A7

CtZ delete-vault-notifications O|Alo|M= XIHE EE0f Ci5H Amazon Simple
Notification Service(SNS)0|A &8 & &l2 M AHFLICEH

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

« APl M5 HEE= AWS CLI & & X 9| DeleteVaultNotificationsE & X 35HA|L2.

[o][]

Python

SDK for Python (Boto3)

@ Note
GitHubOll . B2 LH0| )&LICH AWS ZE ol 2|ZX|EC|oM MA| o2 &1 AN
gl AllSHE HE HIRIEAMR2

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

I
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@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.

try:
notification.delete()
logger.info("Notifications stopped.")
except ClientError:

logger.exception("Couldn't stop notifications.")
raise

« APl M|¥ HE = AWS SDK for Python (Boto3) API & Z= 9| DeleteVaultNotifications& & Z= 3t
AA|Q
= — ®

AWS SDK 7HErXF OFLHA] 2l I E ofA|e] MA| S EL2 MM "é.*zéwlszAws DKOI A S3 Glacier At
&. 0| FHlofl= Al=Fst7 ol CHEt HE o 0|7 SDK H{Zof| CiEt M HE T EFE|o] Q&Lct,

u°l'

AWS SDK EE£& CLIQF Describelob 71 Al

CIS FE o A|= Describelobl| AFE &S Hod EL|C}

CLI
AWS CLI
CtE EE2 my-vaultete M4 QIHIED| HAM 2efof CHEt HEE AMELICH
aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW
=ag4.
= "1
{
ST
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"InventoryRetrievalParameters": {

"Format": "JSON"
},
"VaultARN":
"Completed": false,
"JobId":

"arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-

RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_Xgq1lNHS61ds04CnMw",

"2015-07-17T20:23:41.616Z2",

"Action": "InventoryRetrieval",
"CreationDate":
"StatusCode": "InProgress"

Q4 IDE aws glacier initiate-job 2
xto{e A

Rl&LICH. Amazon Glacierol ME

sto4 ALS B9l AlEe

- API N2 HE

PowerShell

Tools for PowerShell V4

GCJobOutput cmdlets ME
HoE JtXE &= JU&LIC

Get-GLCJob -VaultName myvault -JobId "oplx..

2d.
.

M

Action

Archiveld
ArchiveSHA256TreeHash
ArchiveSizeInBytes
Completed
CompletionDate
CreationDate

InventorySizeInBytes
JobDescription
JobId

2= AWS CLI B3 & X

. oplx...

ws glacier list-jobso| Z30M 32 £

218 T%%E mf H1% ID Q17+ H2 K| 5t0IZ S AL

X8 + A&

X 9| DescribeJob2 EX5HML.

10| ME2XMo 2 2t2 E|™ Read-

2 26 e QHED 28)E 27 1Y AlA
.JSbthM"
: ArchiveRetrieval
: 0909j...X-TpIhQIw
: 79f3ea754c02f58...dc57bf4395b
: 38034480
False

: 1/1/0001 12:00:00 AM
: 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :

JSbthM

£
e
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JobOutputPath

OutputLocation :

RetrievalByteRange : 0-38034479

SelectParameters :

SHA256TreeHash : 79f3ea754c02f58. .

SNSTopic

StatusCode InProgress

StatusMessage :

Tier : Standazxd

VaultARN arn:aws:glacier:
« API M5 HE = AWS Tools for PowerShell Cmdlet

Tools for PowerShell V5

.dc57bf4395b

us-west-2:012345678912:vaults/test

=~
[= R

Z(V4)2| DescribeJob2 & X 3HAML.

ol 1: XIHE 2ol M HEE ghatErLIch 2ol 332 22 k| Read-
GCJobOutput cmdlet2 AFE5t0{ 2 2EHIX(OI7I0|E E= QMHIEZ| S5)E 2 Tt AlA
Ho = Mg &= U&Lich

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"
£

Action : ArchiveRetrieval

Archiveld : 0909j...X-TpIhQJw

ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b

ArchiveSizeInBytes 1 38034480

Completed False

CompletionDate 1/1/0001 12:00:00 AM

CreationDate 12/13/2018 11:00:14 AM

InventoryRetrievalParameters :

InventorySizeInBytes 1 0

JobDescription

JobId : oplx...JSbthM

JobOutputPath

OutputLocation :

RetrievalByteRange : 0-38034479

SelectParameters :

SHA256TreeHash : 79f3ea754c02f58...dc57bf4395b

SNSTopic

StatusCode InProgress

StatusMessage :

Tier : Standazxd

bal
-
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+
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VaultARN : arn:aws:glacier:us-west-2:012345678912:vaults/test

« APl M| HE = AWS Tools for PowerShell Cmdlet & X (V5)2| DescribeJob2 & X 5HM 2.

[== R )

Python

SDK for Python (Boto3)

® Note
GitHubOll { Bt 2 L 0| /&LICH AWS ZE of 2| ZX|EZ|0|M A o & 21 M
L ASiSE S HIKIEAR2

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s."
job.id,
job.action,
job.status_code,

)

except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)

£
e
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raise
else:
return job.status_code

« API M| HE &= AWS SDK for Python (Boto3) API & Z 9| DescribeJobg I X35HAIA|2.

AWS SDK 7HE R} OHLHAM B! T E ofAe] MA| SE2 MM R ZHM2AWS SDKOA S3 Glacier Ab
&. 0l FXoll= AlIEFsE7|of CHEt 2 o 0|7 SDK 7ol CHEE ME HET ?:. T|o{ U&LCt.

AWS SDK EE &= CLIQ} DescribeVault 7 A

oo

CIS 3 E o Al= DescribeVaultQ| Al B2 Hod FL|C}.

NET
SDK for .NET
(@ Note
GitHubOll - Bt Li 0| &LICH AWS ZE of Z|ZX|E2|0A H&| o E &1 MY
9 MEsHE WS HARME
/// <summary>
/// Describe an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)
{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
i
var response = await _glacierService.DescribeVaultAsync(request);
// Display the information about the vault.
e
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Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
Console.WriteLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");
if (response.LastInventoryDate != DateTime.MinValue)

{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

return response.VaultARN;

« API M8 ME = AWS SDK for .NET API Reference | DescribeVaultE & Z=5HAM 2.

CLI

AWS CLI

ol

CtS BYE2 my-vaultehs S E0| CHEF CIOIEE AA g LT
aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacierd| M= %S e M AH ID 2171 2R 8tX[Et 50|EE ALE5l0{ AHS
el AlEE xIge = U&LIch

- API M8 ME = AWS CLI E23 2t & 9| DescribeVault MM &= 5HA|L2.

AWS SDK 7HEr R} OHLHAM 2! F E of|A|e] MA| S/ 2 MME M 2AWS SDKOA S3 Glacier A
&. 0| FHlofl= Al=F5t7|ol CHEt HE o 0|7 SDK H{Tof| CiEH M HE T ZEEE|o] Q&Lct,

u°l'

AWS SDK = CLISF GetJobOutput &7 AIE

CH2 Z = o Al= GetJobOutputll AHS 2 Hof FLICH

HA ode 2 Z2I30M L3 et 20| HEAEof 33 A-stof &LICH S Z = oA
M= HEAE LHolM O] 24 S &felg + AU&LICH

ztof API {71 2012-06-01 228


https://docs.aws.amazon.com/goto/DotNetSDKV3/glacier-2012-06-01/DescribeVault
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/describe-vault.html

Amazon S3 Glacier TR 7H0|E

CLI
AWS CL
[} B EE QIHE 2| 40| 5242 output. jsonzhs A CIZE{2I2| Trloll x{%Et
LICH
aws glacier get-job-output --account-id - --vault-name my-

vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqLNHS61ds04CnMW output. json

_]Ob idE= aws glacier list-jobsQ| £0fA{ &Qleh = JU&LCt H12E £ 0t 0|F
=M 0|§ 0| HF AR K| ot /x| 2l+=&lLICt Amazon Glacierd| M= S &
74|JH ID RI=7} ER5tX|EF 5t0|E S ALE5to AAE 52 A™EE XIHE = JU&Lch

£
{
"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"
}

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z2","ArchivelList":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload
test","CreationDate":"2015-04-06T22:24:347" ,"Size" :3145728,"SHA256TreeHash" :"9628195fcdk

« API M2 HE = AWS CLI B & X 9| GetJobOutputE X SHM 2.
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PowerShell

Tools for PowerShell V4

oAl 1: XIEE = Lol M 7PX4_<?__'.:_§ ofeFE ot7tolE EHAE 226t 2HAE ClAa
Ao| ol MY ELICH 22 E Al MaM(Us )0l ABELICH #Hst= 2 -Select
'+ & x|Hetod MadeS xE ?_F MA SES e & A&t

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zq2XLiW" -FilePath "c:
\temp\blue.bin"

« API M8 HE = Cmdlet & X (V4)2| GetJobOutput2 & Z35HMIL. AWS Tools for PowerShell
Tools for PowerShell V5

oA 1: X El Zf 4ol M 7PI4°EE ofofEl ot7lo|lE EHIZE CIREEStT —E—E._“i% Cl&
30| mpdof MEELICH Ch2 AI M (Us )0l AE5ELICH HstE B -Select
'+ & X|Hstod Alade E?:.?_ 1A SES grete = J&Lich

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zq2XLiW" -FilePath "c:
\temp\blue.bin"

. AP| M5 ME = Cmdlet X (V5)2] GetJobOutputS &= 5t MI2. AWS Tools for PowerShell

Python

SDK for Python (Boto3)

(® Note
GitHuboll { Bt LI 0| /& L|CH AWS ZE of S|ZX|EZ|MH M| o E 31 MY
Ll ASiSE S HIKIEAR

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.
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self.glacier_resource = glacier_resource

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

« API M[¥ HE = AWS SDK for Python (Boto3) API & Z 9| GetJobOutputE & X5t AAIL.

AWS SDK 7He R} SFLHA R T = of Ko MA| S 52 MMHE FHESIMR2AWS SDKOA S3 Glacier At
. 0| FH|oll= AlZfst7|ol Cigt HE 2t 0T SDK Aol T MF HE X ATL_?:. Tlof U&LIch

AWS SDK EE&= CLI?F GetVaultNotifications 74 Al
CI2 I E ofA|E GetVaultNotificationsQ| Al &EdE Eod EL|C}.
CLI

AWS CLI

i

CHS BE2 my-vaultete MEAL0 o8 7 dBS 7HMSLICH
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aws glacier get-vault-notifications --account-id - --vault-name my-vault

24.
—.

M

-~

"vaultNotificationConfig": {

"Events": [
"InventoryRetrievalCompleted",

"ArchiveRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"

7t BtEHEIL|CH. Amazon Glacierol M e &fedg
23504 AIE 52 A™E x|HE = U&Lct

WS CLI H23 2 =X 9| GetVaultNotificationsE & = 5HA|2.

Python

SDK for Python (Boto3)

@ Note
Ho| A&LICt AWS ZE of Z|ZX|EZ|0|M A o2 &1 M
(o]

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.
min

self.glacier_resource = glacier_resource

@staticmethod
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def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events."
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s."
vault.name)
raise
else:
return notification

« API M8 HE = AWS SDK for Python (Boto3) APl & = 9| GetVaultNotifications& & &5t 4
AR,

AWS SDK 7HEr R OHLHAM & FE ofA|e] MA| S/ 2 MME M 2AWS SDKOA S3 Glacier A
&. 0| FHlofl= Al=F5t7[ol CHEt HE o 0|7 SDK H{Tof| CHE M HE T ZEFE|o] Q&Lict,

AWS SDK EE = CLI2F InitiateJob & 74 AFE
CIE ZE o A|E Initiatelobl| AFS &S Hod ELC

HYodeE it 2 Z2a=olM L3t =0l HAEAE | X A>sHofF gfLICH COHS 2= oA
M= HHAE LHol M o] 2 e &g + JU&LCH
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NET

SDK for .NET

@® Note
GitHubOll { Bt LH0| /&LICH AWS ZE o 2|ZX|EC|0|M MA| o & &1 A
Ll ASSE S HIQKIEAR

MEL0|M ot7tO|EE JFA{Z LIC}. O] o M|0fl M= ArchiveTransferManager 2EiAE AL
LICH API M8 HE £ ArchiveTransferManagerE & X 5HM 2.

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.
/// </summary>
/// <param name="vaultName">The name of the vault containing the object.</
param>
/// <param name="archiveId">The Id of the archive to download.</param>
/// <param name="localFilePath">The local directory where the file will
/// be stored after download.</param>
/// <returns>Async Task.</returns>
public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

};

// Download an archive.

Console.WriteLine("Initiating the archive retrieval job and then
polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will
begin.");

await manager.DownloadAsync(vaultName, archiveId, localFilePath,
options);
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return true;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;
}

/// <summary>
/// Event handler to track the progress of the Archive Transfer Manager.

/// </summary>

/// <param name="sender'">The object that raised the event.</param>

/// <param name="args">The argument values from the object that raised the
/// event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{
if (args.PercentDone != _currentPercentage)
{
_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");
}
}

« APIOi| CHEH M| HE = AWS SDK for .NET API & X 9| InitiateJob2 E ESHAIR.

CLI
AWS CLI
CtE -2 my-vault ML QHIEZIE 71X E &YE AlRFELCH
aws glaciexr initiate-job --account-id - --vault-name my-vault --job-parameters

'{"Type": "inventory-retrieval"}'
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"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"jobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacierol Mz 22 & i AE ID 271 2R 5HX|2 510|E S AL 5104 AIE
SOl AHEg xIHE = U&Lct.

ct

Ojo

BE 2 my-vault MY L0A OFFHOIEE 72 E HYUE AlRELICH

aws glaciexr initiate-job --account-id - --vault-name my-vault --job-
parameters file://job-archive-retrieval.json

job-archive-retrieval.json2 % R, ot7t0|2 ID ! L2 MEX 2| 0|EE XY
5t 224 Z0H2| JSON I lL|Ct,

"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsNuDp-
AJV1u2ccmbSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

O}7I0|E IDE= aws glacier upload-archive % aws glacier get-job-output £
off E AIELCt.

2d.
.

T

-~

"location": "/@11685312445/vaults/mwunderl/jobs/17IL5-
EkXYEYOWs95fClzIbk205uLYaFdAYOi-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6nBDI9cMNHzyZJ059-8N9aHWav"

}
xtod migtO|E| & Aloj| CHer AFAMISH LH2 2 Amazon Glacier APl & X 0| 2] A|&F MM & X
SHMI2.
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Java
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SDK for Java 2.x

(® Note
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/**

* Before running this Java V2 code example,
* environment,

*

* For more information,

*

software.
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software.
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software.
software.
software.
software.
software.
software.

java
java
java
java
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.io.
.io.
.io.
.io.
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amazon.awssdk

amazon.awssdk

File;
FileOutputStre
IOException;
OutputStream;

including you
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amazon.awssdk.
amazon.awssdk.
amazon.awssdk.

EZ 9| InitiateJob2

AZEHHL.

c o S ZXEE|MH A o & 3t A

regions.Region;

am;

r credentials.

services.glacier.
.services.glacier.
amazon.awssdk.
amazon.awssdk.
amazon.awssdk.
amazon.awssdk.
amazon.awssdk.
.services.glacier.
amazon.awssdk.

services.glacier.
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services.glacier.

core.ResponseBytes;

GlacierClient;

model.
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model.
model.
.GetJobOutputRequest;
model.

model

JobParameters;
InitiateJobResponse;
GlacierException;
InitiateJobRequest;
DescribeJobRequest;
DescribeJobResponse;

GetJobOutputResponse;

set up your development

see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class ArchiveDownload {
public static void main(String[] args) {
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final String usage = """

Usage: <vaultName> <accountId> <path>

Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

}
String vaultName = args[Q];
String accountId = args[1];

String path = args[2];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {
try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")
.build();

InitiateJobRequest initJob = InitiateJobRequest.builder()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());
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return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
.jobId(jobId)
.accountId(account)
.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();
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ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);

os.write(data);

System.out.println("Successfully obtained bytes from a Glacier
vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {
System.out.println(e.getMessage());
System.exit(1);

« APIOf CHEt MIE HE = AWS SDK for Java 2.x APl & X 9] |nitiateJob2 EZESHMIL.

PowerShell
Tools for PowerShell V4
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Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

=a4.
= "1
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM
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« APl M8 HE = Cmdlet & X (V4)9Q| InitiateJob2 & Z35HMI L. AWS Tools for PowerShell
Tools for PowerShell V5

oAl 1: AF A7 A8 XIHE HMEAMM OFFI0|EE 7ML E BdS AIRELICH Get-
GLCJob cmdletE Al&5t04 2td HENE 2fle = Q&LICH 4ol o

Read-GCJobOutput cmdletE2 AI&3t04 0}7t0|E EHIXE 24 It A|ARISE 7IXE8 &= U
&LCt.

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

=K
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

« API M8 HE = Cmdlet & X (V5)2] InitiateJob2 & Z3tM| 2. AWS Tools for PowerShell

Python

SDK for Python (Boto3)

® Note
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ML CIHIEZ|E 7S LC.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.
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self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

MY 20lM ot7t0|EE 7HRZLICH

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete
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within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

- APl MI§ HE = AWS SDK for Python (Boto3) APl 2 % 9| InitiateJobS &t =t AAIL.
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NET
SDK for .NET
@ Note
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/// <summary>
/// List Amazon S3 Glacier jobs.
/// </summary>
/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>
public async Task<List<GlacierJobDescription>> ListJobsAsync(string
vaultName)
{
var request = new ListJobsRequest
{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,
i
var response = await _glacierService.ListJobsAsync(request);
return response.Joblist;
}
« API M| HE £ AWS SDK for .NET API & X 9] ListJobsE & X3l AA|2.
CLI
AWS CLI
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aws glacier list-jobs --account-id - --vault-name my-vault
=a4.
= -
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Completed": false,

"SHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fTa7de5f219fb39823836d81f@cc@elB8aab7",

"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"JobDescription": "Retrieve archive on 2015-07-17",

"ArchiveSizeInBytes": 3145728,

"Action": "ArchiveRetrieval",

"ArchiveSHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",

"CreationDate": "2015-07-17T21:16:13.840Z7",

"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

3,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""
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« API M2 HE = AWS CLI B8 & X 9| ListJobsE & ESIAML.

Python

SDK for Python (Boto3)

® Note
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()

A4 XA
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elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

« API M5 HE = AWS SDK for Python (Boto3) APl & X 9| ListJobsE & X 5HAAI2.
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SDK for .NET
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/// <summary>
/// List tags for an Amazon S3 Glacier vault.
/// </summary>
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/// <param name="vaultName">The name of the vault to list tags for.</param>

/// <returns>A dictionary listing the tags attached to each object in the

/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string
vaultName)

{
var request = new ListTagsForVaultRequest
{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,
I
var response = await _glacierService.ListTagsForVaultAsync(request);
return response.Tags;
}

« APl M8 HE = AWS SDK for NET API & X 9| ListTagsForVaultE & Z3HM 2.

AWS CLI

CHS B™E2 my-vaultele 2E0| M E E{2E LIFELICH

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
=ag4.
= 1.
{
"Tags": {
"date": "july2015",
Ilidll; I|1234I|
}
}
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/// <summary>
/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>
/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()
{
var glacierVaultPaginator = _glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();
await foreach (var vault in glacierVaultPaginator.VaultlList)
{
vaultList.Add(vault);
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return vaultlList;

« APIO]| CHEE B ME = AWS SDK for NET API 2 = 9| ListVaultsE & X 5HAI2.
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aws glacier list-vaults --account-id -

£
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.028Z2",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon GlacierdlME 2 g +de m AE ID Q71 HR2tX|2F 510[Z 2 ALE 5101 AHE
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SDK for Java 2.x
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.lList;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class ListVaults {
public static void main(String[] args) {
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
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try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();
for (DescribeVaultOutput v : vaultlList) {

totalVaults += 1;

System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« API MlE ME = AWS SDK for Java 2.x APl & Z 9| ListVaultsE 2 X5t A A|I2.
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Python

SDK for Python (Boto3)

(® Note
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

« API M| HE &= AWS SDK for Python (Boto3) API & Z 9| ListVaultsE & ZE3HAA2.
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aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json

notificationconfig.json2 HA|& SNS At O|HEE X|H5tE= #A £EH2| JSON
o lL|ct.

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glaciero(l e 2SS +&e M A™ ID 271 ZHR5HX|TH 5IO0|EE AFE3510{ AIS
S0l AHEg XIHE = U&Lct.

« API M5 ME = AWS CLI B33 & = 9| SetVaultNotificationsE & Z=5HAM| L.

Python

SDK for Python (Boto3)

® Note
GitHubOll { Bt 2 L 0| Q&LICH AWS ZE of 2| ZX|EZ0|M A o & 21 M
L ASiSE S HIKIEAR2

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

£
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification
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« API M|® HE = AWS SDK for Python (Boto3) API & & 9| SetVaultNotifications& & &= 5t &
Al

AWS SDK 7HEF R} SHLHAM & I E of|A|e] MA| SE2 MME E XM 2AWS SDKOA S3 Glacier At
&. 0| FHlofl= Al=H5t7|ol CHEF HE 2 0|7 SDK H{Tof| CHE M HET ?:. T|o{ U&LLCt.

AWS SDK EE= CLI2H UploadAxchive &7 AFS

CH2 ZE o Al= UploadArchivel| AHE WS Hof FLCH.

] oAlE it T2 30iA 238t I =0|H ZHEIAE O S5 M™SHoF &LCt CHS psl
olME HEIAE LHOAM O] S &Holst 4 QlaL|ct.
- IS B, o 8| gl Zhed AlE
NET
SDK for .NET
(@ Note
GitHuboll Cf Bt 2 LH 0| &Lt AWS ZE of 2|ZX|EZ|M XA o & &1 M
U Al WEHE HI/IEAR

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.

/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{

£
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var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.
var response = await manager.UploadAsync(vaultName, "upload archive

test", archiveFilePath);
return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

- APIOi| CHEH M| HE = AWS SDK for .NET API & Z 2| UploadArchiveE & Z3HAM|L.

CLlI
AWS CLI
CS W2 archive.zipOl2t= M E2HQ| ot710|E & my-vaultils SEM Y=2=5L
CH.
aws glacier upload-archive --account-id - --vault-name my-vault --

body archive.zip

£3:

"archiveId": "kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"checksum":
"969fb39823836d81f0@cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}
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UZ = Fl ol7t0|E2E AMFHEAH aws glacier initiate-job HZ S AFE 3104 A =t
NL.

« API M8 HE = AWS CLI E& & X 9| UploadArchiveE & X 5tHA|

o

Java

SDK for Java 2.x

(® Note
GitHubOll Bt Li&0| {/&L|Cct. AWS ZE o 2|ZX|E2|oM HMA o2 &1
2 AYsHE WHS HIAEMHE

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;

P StO|EE ALE5t0d ALS

P

ol

Alxt

A4 XA
=

import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;

import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/
public class UploadArchive {

£
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static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = non

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\
\AWS\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,
path);
return res.archivelId();
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} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return

mim,
’

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
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if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)

£
e
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throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int i = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currLvlHashes;

return prevLvlHashes[Q];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
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sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

« API MI& ME

rr

AWS SDK for Java 2.x AP| £ & 2| UploadArchiveE & E 34 A|2.

JavaScript

SDK for JavaScript (v3)

® Note

HEol| UA&LIct AWS ZE of E2[ZX|EE|oMH TA| o & FH1n dH-
o

const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

ofzlo|EE Y= =8hLCt.

// Load the SDK for JavaScript
import { UploadArchiveCommand } from "@aws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer
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const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {

const data = await glacierClient.send(new UploadArchiveCommand(params));

console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
I

run();

« XbMIEF HE = AWS SDK for JavaScript ZHEF A} OFLHME & ZSHMIL.
« APl M| HHE = AWS SDK for JavaScript API & Z 2| UploadArchive &

SDK for JavaScript (v2)

(® Note

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {
if (err) {
console.log("Error uploading archive!", err);
} else {
console.log("Archive ID", data.archiveld);

Ho| &LIC AWS ZE of 2|ZX|EZ[0M ™A of|E &1 M7
(o]

I
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« API M| HE

AWS SDK for JavaScript 7H2f X} QHLHAME R ZFIMIL.
= AWS SDK for JavaScript API 2% 2| UploadArchiveE Z Xt A A|2.

PowerShell
Tools for PowerShell V4

oM 1: B IS X[HE XHE L0 Y2 E5104 0f7H0|E ID2t AMHE M3 S rerehLich

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

Z=a4.

= 1.
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

oAl 2: EH A& 7z o 2HAE MSA A XIEE MEL0| YZEELICH Y2EE %
o CHall cmdlet2 o O|F, s Ot7H0|E ID, o7 0|2 2| A& El M3 HE LHE HLICH.

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6xrU_. ..Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UploadArchive S & &= Al
o

.
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Tools for PowerShell V5

oAl 1: B g XIHE MY L0 Y= Est04 0f7H0|2 IDQF A& E A3 S gHerghLict

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

=e2d.
= —1-
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
oAl 2: EC HIE FZo| 2HIRE ASA AH| X[HE MEL YEEFLICH HEEE Z
oo CHEH cmdlet2 T O|Z, sl{E of7+0|= ID, of7}0|E2 o] HAHEl XIS L= HL|C}.

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

=29

= 1.
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQIw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6TU_...Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

FMIL. AWS Tools for

P
[e]]}

- APl M® HE = Cmdlet & X (V5)2| UploadArchiveE &
PowerShell

Python

SDK for Python (Boto3)

(® Note
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

« API M8 HE = AWS SDK for Python (Boto3) APl & Z 2| UploadArchiveE & ZE5tAAIL.
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M2 AWS SDKO| A S3 Glacier Al

SEC,
g M2 HE T ZEE|o] J&LICH

AWS SDK 7H2tR}F OHLHAM 2 T E of&l|e] A E2 2 MME
&. ol FXlol= AlEfst7]of EHé 259} 0|7 SDK HZof Cf

AWS SDK EE= CLISF UploadMultipartPart &7 AFS

CH2 ZE 0 Al= UploadMultipartParto| AFE &g Eod HLICH.

CLI
AWS CLI

CHS ™2 otzto|29| & #ml 1MiB(1024 x 1024HI0|E) £ 2 Y2 = &Lt

aws glaciexr upload-multipart-part --body partl --range 'bytes

0-1048575/*' --account-id - --vault-name my-vault --upload-

id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk -

OssZtLqyFu7sY1_1R7vgFuJV6NtcV5zpsJ
Amazon Glacier0il M= 2dg =& M AN ID 217 ER5HX|EH 5t0[E 2 AFE5H04 AFHE
S0l AMS RIMY & UsLich
=& OZt0EE 24 o A|AEC B & ot Z2E ASefLIC He| meto|Ee 2HdEl ot
7t0|E0 M 2 E0| At X|ét= HIO|EE LIEtL= HTTP 2HX H|E AFSFLCH Y2 D=
aws glacier initiate-multipart-upload BESZ HtetE|0 aws glacier list-
multipart-uploads& AFE35t04 7tXE =& JU&LICH
AWS CLIE At&3+0{ Amazon Glacier0ll HE[IIE P2 =E5t= BHEof CHE XEMIEH LI 2 AWS
CLI AH8 MM 2| Amazon Glacier AFE S 2 X &HAMI2.

« APl M2 HE = AWS CLI B™ & =X 9| UploadMultipartPart& & X 35HA[L.

JavaScript
SDK for JavaScript (v2)
(® Note
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I Z4#| o 107tHlO|E A3 HE|TE YR =5 M|}

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" }),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Error!", mpErr.stack);
retuzrn;
}
console.log("Got upload ID", multipart.uploadId);

// Grab each partSize chunk and upload it as a part
for (var i = 0; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
};

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
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uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

};

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, "seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);
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import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.

try:

vault
logger.info("Created vault %s.", vault_name)
except ClientError:

glacier_resource

self.glacier_resource.create_vault(vaultName=vault_name)

logger.exception("Couldn't create vault %s.", vault_name)

raise

else:

return vault

def list_vaults(self):

Lists vaults for the current account.

try:

for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
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:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
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def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.

:return: The list of jobs of the requested type.

job_list = []

try:

if job_type == "all":

jobs

elif job_

jobs

elif job_

jobs

elif job_

jobs

elif job_

jobs
else:
jobs

logger

= vault
type ==
= vault
type ==

= vault.

type ==
= vault
type ==
vault

L]

for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)

except ClientError:

logger.exception("Couldn't get %s jobs from %s.", job_type,

vault.name)
raise
else:

return job_list

.jobs.all()

"in_progress":

.jobs_in_progress.all()

"completed":
completed_jobs.all()
"succeeded":

.succeeded_jobs.all()

"failed":

.failed_jobs.all()

def set_notifications(self, vault, sns_topic_azrn):

.warning("%s isn't a type of job I can get.", job_type)

Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.

:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that

:return: Data about the new notification configuration.

receives notifications.
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try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

1,

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_arn,
vault.name
)
raise
else:
return notification

o SciAao| -8 2Y S &35l0d 2
- X

def upload_demo(glacier, vault_name, topic_arn):
Shows how to:
* Create a vault.
* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.
* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
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:param topic_arn: The ARN of an Amazon SNS topic that receives notification
of
Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)

print(
"\nStarting an archive retrieval request to get the file back from the "
"vault."

)

glacier.initiate_archive_retrieval(archive)

print("\nListing in progress jobs:")

glacier.list_jobs(vault, "in_progress")

print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an
"archive request with Standard retrieval typically completes within 3-5 "

"hours."
)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the
f"{notification.sns_topic} topic when {notification.events} "
f'"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS
topic "
f"when the archive retrieval completes so wait a few hours."
)
print("\nRetrieve your job output by running this script with the --retrieve
flag.")
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import argparse
import logging
import os
import boto3
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from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
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logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise

[
%s'",

else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
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)

except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)

raise
i 2cHA 0| #+E RH S £5t0{ 2= E 2ol M of7to|E Z2EHEXE 7t 2 CtS ot740|
2E AAELCH

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:
vault.load()
except ClientError as err:
if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(

olztolE EEIx J7tx{2 7| 4 ofzto|E AbK| API B4 2012-06-01 280



Amazon S3 Glacier TR 7H0|E

f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")

if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-"  vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)
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"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"
1,
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"glacier:ListVaults"
1,
"Effect": "Allow",
"Resource": "*"

}

AWS =0l MdstT gE|stes S ™A | B2 U AL AFRIE #MElF
LICH AWS. 2|8 HH2 AF8AIL 2ot HetE ZAE 7t IS ot APQ Abedjol 2Bt H
B2 FOo{EfLICH XtAEH LIS 2 IAM AL DB AL AWS

Aol A BRIOIH HHE 4+ = ChE AWS B 2l% HHME S3 Glacierol| 2t s EILIC

« AmazonGlacierReadOnlyAccess —£ &3l S3 Glacierol CHEt 217| & HMA HEHS Fo4ELICH
AWS Management Console.

« AmazonGlacierFullAccess —= 3l S3 Glacierol| CHet T&f| HAM|A HEHE FodgL|CH AWS
Management Console.

ez

0l

ERIEEEERL API {7 2012-06-01 301


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon S3 Glacier

JHeER 7Hol=

S3 Glacier API 221
C}. S3 Glacier EE
LI|C}.

MO4sE =
= O -

Ch Bl A

&= S3 Glacier AWS 22|33

Clglacier:ListVaults.

REA[EH LHE2 1AM AHE B Mo AL XIoi|A Hel FIHE
AEX7F RAS| 1 QEH HEE 8 £ UEE 58

O| O M|= IAM AR KE7F RFAI

MRS M=

Z2IPY YAl RO By HEY £

19| AL X DO}l ZE! 212HQl 3
42 Bo{FLIC O] BAols 2&0lA
ol Mol Z3E

o
rot
o
ror
fjo
SI_'
0o
Q'I_l
FIF
S =
0
Pal
- A
0
>
E:

1I OIE-|°F APRXP INESRSES

498t $ 2 e

Al
o A
o479t &

g
==
R4 R4 =H

=

fjo
>

o]
AA

M 20| CfE MBS RodEL

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
A 5H 78 HA o x| API {71 2012-06-01 302


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon S3 Glacier TR 7H0|E

]I

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:InitiateJob",
"glacier:GetJobOutput",
"glacier:DescribeJob"]
}
]
}
ol 2: ALSAITH BES M3t £ ARAS T 4 UCES 518
Ct= % 0 Al= Resource 2401 X|IHE W1t 20| 2EE us-west-2 2|T0i| M85t 2SS 77
8 4 QI MEHE RO{BILICH LB Erdofl THEH ALMISH LI 2 Amazon S3 Glacier®] 2E 22 74
CHR2 A ARSHAAIR. E8H0| W2 AWS 2[Hel ZEEE LIYstr EH 2E dE2 712 = Ue
TehE Fo{guct
/A Important
glacier:CreateVault 2 US AIE35t0{ ZE Mo HEtE Roig M= S EE MAEE M7t
X 2E 0|2 227| {E 0 Resource gf0ll AUEFIE EXH*E BIEA| X5 o &LCH
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*",
"Action":["glacier:CreateVault",
"glacier:SetVaultNotifications",
"glacier:GetVaultNotifications",
"glacier:DeleteVaultNotifications",
"glacier:DescribeVault",
"glacier:ListVaults"]
}
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",

"Action":["glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:UploadMultipartPart",
"glacier:ListParts",
"glacier:ListMultipartUploads",
"glacier:CompleteMultipartUpload"]

oKl 4: AEXIO|H &EH S EO| TiEF ZE HE 518

| S -

CH2 X2 of| A|lE= 0| 0| examplevault®l EE 2| 2 E S3 Glacier 2fdofl Hetg Fo4&fLCt.

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:*"]
}
]
}
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"Version":"2012-10-17",
"Statement": [
{

"Sid":"cross-account-upload",
"Principal": {
"AWS"™: [
"arn:aws:iam::123456789012:root",
"arn:aws:iam: :444455556666:root"

+
"Effect":"Allow",

"Action": [
"glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:AbortMultipartUpload",
"glacier:CompleteMultipartUpload"
1,

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
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"Version": "2012-10-17",
"Statement": [
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"Sid": "add-mfa-delete-requirement",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:root"

iy
"Effect": "Allow",

"Action": [
"glacier:Delete*"
1,
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/
examplevault"
1,
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "deny-based-on-archive-age",
"Principal": "*",
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"
1,
"Condition": {
"NumericLessThan" : {
"glacier:ArchiveAgeInDays" : "365"
}
}
}
]
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "lock-vault",
"Principal": "*",
"Effect": "Deny",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"
1,
"Condition": {
"StringLike": {
"glacier:ResourceTag/LegalHold": [
"true",
]
}
}
},
{
"Sid": "you-can-delete-archive-less-than-1-year-old",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
.
"Effect": "Allow",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”
1,
"Condition": {
"NumericLessThan": {
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"glacier:ArchiveAgeInDays": "365"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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HE|IIE 2= SEHDELETE uploadID)

Zost MEHAPI 22d): glacier:AbortMultipartUpload

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*
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EE 32 SEHDELETE lock-policy)

L8t HEHAPI 2f): glacier:AbortVaultLock
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S E0i| Ef3 F7HPOST tags add)

Q8 HEHAPI 2Fd):glacier:AddTagsToVault

]

2l4&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
HE|ZIE ¢ZE 2tZ(POST uploadID)

Ziodt MEHAPI 2@d):.glacier:CompleteMultipartUpload

2lAA: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
EE &2 = (POST lockld)

Z st MEHAPI Zd):.glacier:CompleteVaultLock

24

Iz

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
EE BHE7|(PUT &b) *

LIt MEHAPI 2 d):glacier:CreateVault

ZlAaA:

S3 Glacier 274 7|:
Ot7}o|E AMM|(DELETE archive)

Lt MEHAPI 2@d):.glacier:DeleteArchive

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
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ZIQ 8 MEHAPI 2fd):.glacier:DeleteVault

2l4&A:arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey

EE HMA Y2 AX|(DELETE access-policy)

ZIQE MEHAPI 2 d):glacier:DeleteVaultAccessPolicy

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-

name, arn:aws:glacier:region:account-id:vaults/example*,

arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey

E E 2| AX|(PUT notification-configuration)

Xt
A

L8 MBHAPI 2fd):.glacier:DeleteVaultNotifications

2l4&A:arn:aws:glacier:region:account-id:vaults/vault-

name, arn:aws:glacier:region:account-id:vaults/example*,

arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
24 MTH(GET JobID)

2E

=

Lot HMEHAPI 2t d):glacier:DescribeJob

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-

name, arn:aws:glacier:region:account-id:vaults/example*,

arn:aws:glacier:region:account-id:vaults/*

S3 Glacier =274 7|:
A H(GET vault)

Lot MEHAPI 2 ):glacier:DescribeVault
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2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 274 7|:
HIOIH 7tX 27| E& 7K 2 7|(GET policy) *

ZIQE MBHAPI 2 d):.glacier:GetDataRetrievalPolicy
2lAA: arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier =74 7|:
x4 &84 7112 7|(GET output)

L3t MEHAPI 2 d):glacier:GetJobOutput

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 274 7|:

EE HMA M= 71 X422 7|(GET access-policy)

OII

o

Zl Q8 TEHAPI 2td):glacier:GetVaultAccessPolicy

2lAA: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 27 7|:
EE X2 7FX27|(GET lock-policy)

Lt MEHAPI 2 d):glacier:GetVaultLock

2l4&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier =274 7|:

=E 23l 7 X2 7|(GET notification-configuration)

oI

Lt MEHAPI 2 ):glacier:GetVaultNotifications
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2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier =74 7|:
£ A|ZH(POST jobs)

ZI Q8 MBHAPI 2fd):.glacier:InitiateJob

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
HE|IIE 42 E AIZHPOST multipart-uploads)

0|

Lt HMEHAPI At ):glacier:InitiateMultipartUpload

=1L

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
EE HZ AIZH(POST lock-policy)

=1L L

et HEHAPI 2d).glacier:InitiateVaultLock

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey

o 55 X 3|(GET jobs)

Ze3t HEHAPI 2d):glacier:ListJobs

2l4&A:arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 27 7|
HE|IIE Y2 55 X 3|(GET multipart-uploads)

oI

Lt MEHAPI 2t d):glacier:ListMultipartUploads
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2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 274 7|:

I E =5 Z3|(GET uploadID)

Lt MEHAPI 2t d):glacier:ListParts

=1L L

2l4&A:arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 274 7|
=

EEO| B 55 X 3|(GET tags)

ZIQ st MEH(API 2FQd):glacier:ListTagsForVault

2l4&A:arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 274 7|:
Z|(GET vaults)

ML
Im
10
Jfu
P

ZIQ 8 MEHAPI 2t d):glacier:ListVaults

S3 Glacier =74 7|:
£ E0|M Ef AMX||(POST tags remove)

Lt HEHAPI 2t d):glacier:RemoveTagsFromVault

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
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CIOIE 7t 7| H2 D& (PUT policy) *

ZIQ 8 MBHAPI 2fd):.glacier:SetDataRetrievalPolicy
2lAA:arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier 274 7|:

=E HAMA M G (PUT access-policy)

IIIE
0Il

Q8 HEHAPI 2Fd):glacier:SetVaultAccessPolicy

2l4&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey

EE 23] 4 MH(PUT notification-configuration)

Zo st MEHAPI Z@d):.glacier:SetVaultNotifications

2l4&A:arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
Ot7t0|H L2 E(POST archive)

L3t MEHAPI 2t d):glacier:UploadArchive

2lA&A: arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 271 7|: glacier:ResourceTag/TagKey
Il E 92 E(PUT uploadiD)

Lot HEHAPI At ):glacier:UploadMultipartPart
2l4&A:arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/example*,
arn:aws:glacier:region:account-id:vaults/*
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S3 Glacier Z71 7|: glacier:ResourceTag/TagKey
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CloudTrail 21 & =2 LIEFHLICEH
{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": "999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
.
"sourceIPAddress": "127.0.0.1",
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"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",

"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUVvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",

"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",

"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",

"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
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"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJIQyVA",
"requestParameters": {
"accountId": "-"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",

"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ESF6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",

"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

Amazon S3 Glacier 21 I} Y &= 0|

H AP| A 2012-06-01 336

on



Amazon S3 Glacier TR 7H0|E

"userName": "myUserName"
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&3 SH &l

22 CiR 2 APl SEol 35X R LIEHLHE SH 5ICi8 ME ELict

04 x| AHO4

[N -] = O

Content-L SH 29| ZOo|(Ho|E)IL|Ct.

ength i
*Y: EXY

Date Amazon S3 Glacier(S3 Glacier)7t S& 3t 2t & A[ZFILICE of: wed, 10
Feb 2017 12:00:00 GMT M A2 RFC 2616 MM 3.30i X|HEl ™A
b A F StLEo{oF & LICEH BHEtE|= Dates CHE EMet LZHCIE =
UA&LICH o & S04 0t710|E = =(POST archive) 2E0lA BHEtEl= &/t
Eof7lo|le SXMoz EEQ| QHEZ| S50 EAIZE IWet Ux|sHK| o
£ 42k aLich
Y X1

X-amzn-Re MEXIe| S 175tH AlHE57| 25l S3 Glacierol| M AHdEl ZF Lt

questId S3 Glacieroll X7t U= BL=0| 242 AHE5t0 2XE 5H?=i'§ AWS = Q!
&LICt et o] 2t 2 7|85 = 0| E&LICH
22X Y

x-amz-sha olzto|lE == QIHIE Z| EE29o| SHA256 E2|-GHA| M MHULICH M3 M A

256-tree- Atod| CHEE REMIEF LEE2 A 34 AL EHHE B ESHAAIL.

hash i
& Bt

L™ MAES7|

S3 Glacier= AF& A7t Q80| MBS0, EH B E QS QB S QLT FLICH 2o HHE5H2{H
253 Al & 0|85H CIXI-E MBS AHAtsHoF FLICH 2335 sHAlE 232 27HE 5o 1R
Al 2k 2 BHEHStE B AUt OHAI o Cist 3ol L HAEQL HoF HMA 7|71 ZEE L
Ct. SHA] %.:.—’F-E QLY MBoR st Al gt2 Bretghuct ME2 230l Authorization
sle| L lLCt.
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S3 GlacierS RS 418 £, HB} 280l MY 0l 4B 23 SUe A 2 9 2ig
A& 504 MBS RAATErLICH 7D 5
ch. 2%R| gto™ @8o| HEELICH

g LICH MBS Adeto| fIet Z2Mas OS

e

S3 Glacier= AWS M&E ™ 4E O|&FF 215 K|
M 2o = LHE £ &LCh

. HY 1 EAR

oz
0=
0%

HTTP @& M7 gilo
KA LEsto] AHE R 7F HE
Q

- HE2 MEY EXA W

ot 53t Al B40f CHEE 22 2t B SHLIZ Al 8 2AIUS BHELICH MBE SRIPOlEs 21y
2 SA LTEIFC OlF, 2% LM, K2 B Ml 2X1Y, OF Aol M HTEE QA 7
2L K2 B 9 SR RIS M, AWS BT W AMHIA B2 0| 7Lt

. EY 3 M MY
MEE 2RI AT o £ Q2 EXIUS SIS Y= 5 Al HAE ALSSH0d Mol CHE
MBS BHELICH THEE 7| 2ot HAlA 7|2 AlstshM X172 5 w9l 2x1ge AL sto] Yriel
SHAl 71 BHIAIX] Q15 3= (HMAC)E BHEO] AIAMEILICH B, 0 MT Aol M ALS 3t i Al &
4= Clo|E Y2 = E 9l8H S3 Glacier APIOIA| AFS 8= £ s{Al 22| 0] oblLict,

|
o MY AL oAl

o AER|Y X2 Q|5 MY A4t

O 1 HE=

ME AL o Al

SHLHEFLICH Of ol Al=

CHE ol Aloll A =3
2 1AM AHE dFMe| AWS

==

— =
RERIEE gaa

=2

o =

APl % MY

O| ol AlofA= ChE 2t 20| 7HEE LIt

Fri, 25 May 2012 00@:24:53 GMT&IL|C}.

- QEEIYARIEE
- AEZQIEE 0|2 SE(HXILIol 28) 2|M2l us-east-1]LICH.
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ot 2 T E(JSON 22 82 3t Z &Lt

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

A1 A 2F dE0M AlttEls 2Fe| WA A2 thant Z&Lch

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T0024532
x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl4a9afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7 QMo 0tx| E2 98 B 2ol SHAIULICH E8 T 2HolAM Hlof e Ml HA S0l ol

AN -

OfF gfLICH Hl|o{ Q= ol £ ol APIoi| chHslf # 2| mhetOlE{7t 17| & ILICh.

AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5fldala2d@feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

>

12 o xm E2 YnalE

g ERrE e A : HAEE X A &Y e 0= =2 &
U187 Eo sAIZLICH Rt BF HRoM Ar8stE MHIA 0§ 2 glacierLiCt.
3 ME HEol M ot E 7= Chsnt Zo| £3E & &L

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"), "us-
east-1"),"glacier"), "aws4_request")
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Hot HH A 7@l wlalrXUtnFEMI/K7MDENG/bPXxRfiCYEXAMPLEKEYE AIE35tE B, HAHE M
He Ct=2a Z&Lch

3ce5b2f2fffac9262b4da9256f8d0@86b4aafts2eba55f111c21681a65al127b7c2a

O-X|2F A= Authorization SIHE MAMstE JULICEH OIZ8 HAMA 7| &;0f CHEt 3= CHS
o2& oIS EE =0[7]| @8l & HiE S F71EH).AKIATOSFODNN7EXAMPLE

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aaf4s2eba5f111c21681a65al127b7c2a

AEZ|Y EHAE {8t ME Hlgt
o}7t0|2 42 E(POST archive)2t IHE 42 E(PUT uploadiD)= A1t &7
amz-content-sha256 SI{E F7I60F ot= AEZ|Y 2 LICt AEE
E2|Y SEHE F7I5t= [EB Me|stm CHE 2ol ME BhAH et Hats| Ux

3 02
4
I

AEZ|Y SHQl x-amz-content-sha2562| A &2 YEEE TX| LIE(HO|2E)2| SHA256 SHA|
of [tk EetEILICEH B, o] HlAt2 SHA256 EE|-sHA(KM 3 A 7l4het CHE LICH YEHMHel 2 Qo
0|2 £ O|0|E{2] SHA256 S Al 2t 2 HO|2 = H|0|E{Q| SHA256 E2I-5iAlQt CHELICEH

HO|2E O|O|E{7} H}IO|E HIYE X|™HE|M CH Java ZE TZHE AF26104 SHA256 SHA|E HAHE

= A& LI

public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance('"SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();
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07X 2 CHOIME O ZE =ZF 1 20| H 0|2 £ Cl|O|E{ 2| SHA256 SHAIE A& &= U&LCH

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

2 E 2| API2| M H|4F of K|

CtZ2 S3 Glaciere| 5+ 2AEZ|Y API & 5tLtRl 0471 0[E AE E(POST archive) 2 4of ALSE HE
2 ddst7| 2t ME HEE dBst= ol AJLICE o] oAl ME CtE 3t Zrol 7H &Lt

« SHEIYARIE Mon, 07 May 2012 00:00:00 GMTILICH.
- AEEZQIEE OF SF(HX|L[oF §5F) 2|72l us-east-1 LT}

L]
—
__

2 I|0|Z =& "Welcome to S3 Glacier" £ AH L|C}.

Uit @ FE(JSON 22 Z8h)2 o2l of|xet Z &Lt ME 28 x-amz-content-sha256 3
o7t £ & Elo] U&LICt E_EF x-amz-sha256-tree-hash®@ x-amz-content-sha2562| Zt0| &
UerLict. sHXIBF 37|17 IMBE HE oF7I0|EE Y2 e e O K| ok&LCt.

POST /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
x-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

HAEEY 5l

AFQd 1: HA 9 MMM AXLE|E Fo| HAl A2 ofgliel Z&LICH odE &
Q! x-amz-content-sha2560] Zf0| L& Z|o] U&LICH O 2 HO|ZEE 211 SHA256 SHAIE
HZX| H LS 20 MHEE AHlAtSHoF 8tcle 4 o|Oo|ghLct.

POST

/-/vaults/examplevault
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host:glacier.us-east-1.amazonaws.com
x-amz-content-sha256:726e392cb4d09924dbadlccOba3b00c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

x-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@0c3643d03d14chb4b823e2f041cff612a628

HotAE MB Hat2 MHE Aok of|Alof ZHEFSHA MHE|0] U= BAHE [MHELICH 2ot HAA 7|2
AuthorizationZ} HA|A 7@l wIalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEYS AL 35HE
AKIAIOSFODNN7EXAMPLE Sl{= of2fet Z&LIch(7t=d8E /s EHt& ol F7HE).

Authorization=AWS4-HMAC-SHA256

Credential=AKIAIOSFODNN7EXAMPLE/20120507 /us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764al1e9al44677c43d9906fd98a5742c57a2855deb

A3 AL

Ol7I0|EE Y2 & = x-amz-sha256-tree-hash 2! x-amz-content-sha256 SIC{E 25
Z 8t A|740F BFLICH x-amz-sha256-tree-hash |EHE 24 E20|M HO|2ZE X3S LIEHH
LIC} o]t FEA|ME x-amz-sha256-tree-hash Sl 2] A& gredof| CHAH A MHE A& LICH x-
amz-content-sha256 3= A HO|2E=29| sHA|0|0, HEHE F0{5t= Ol ZFLICt REAMIEH
LHE2 AEE[Y APIS| MTE HA of X EHE B ZsHAAL.

LY HOIZEE O Z &L

« T%| o}70|E: o}7} 0|2 UEE APIE AME5I0i HU QLECE OI710|HE HEEY I H 2&F
ol M | ot7tO|2E ™ C

« Ol7l0|E I}E: HE|TIE Y2 E APIE AF25l0{ 0l7I0|EE o8] IIEZ LIF0{ UZ2CEE e 2
H 220iA ot7to|E TtERH H&EELICEH O|if= of7to|E TtE o M3 40| 2F0f =& =[o{oF &
LICH 2E IIEE YEEd F HE|ME YEE #E @S TEE W= TA| otztolE o] XM=/ 0]

I3 |ofof BfLCH.

HO|ZE %3442 SHA256 Eal-siAlULICh E2l-Al2tn B2l olfE MAde Hitste By
oll A SHA256 Al 2t2 2 o|R0{T EBIE Hthsty| ME QU FE0f EX5HE SHAl Zko] T of
7tol= o] &3 eluict.
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® Note
O| Etalof A= SHA256 EE|-GHAIE 7|4tsts G0l CHahA] CF & X|2F 22k S USCHH o
HHXE AT gErala LUt

SHA256 EC|-AlQ] A& @i Ct2aF ZH& L CH

1. 1MB &3 E|oict H|o|2 E O|0|E{2| SHA256 SHA|E HAHEfL|C} OFX|2k M3 = 1MBECH &*
2 4 &LICH o2 S0{3.2MB 0}710|E2E U2 & 7L #S 1MB B3 £+l 3740l Cish ztZ
SHA256 Sl A| 2t HAHSH £ LI X| 0.2MB O|O|E{2] SHA256 S A| 2t AHlAtEFLICE o248t oHAI
ZfEO| EClo Bl ==& EMELIC

2. Eg|o|M C}S A S E otsLiC.

a. O|0{X|E ot 2 == sl Al 2f 27HE Adst . HAZEE sHAl 2k 2l SHA256 SHAIE 7|&HEfLICH OfF

= 9|
7 SHA256 SHA|E 44 2! Ad5t0d 52| o= 27Ho] CHEt &2 ==& BtsLct
b. 3¢l = =7t & JHEH A EIRS M= Y SHA| 2k 2 EBlel Chs BlleE sZg Lt
3. 2|1F EC7t REJ E X[ 2B A E BrEELICH E2|o| RE= TA| ofzto|E Q| SHA| gtoll ST
5tH, 20l M2 5t ECe] REE HE|ME Y2 =0olA ZF HE Q| SHA| Zhofl sHE &Lt

A
« E2-5{A| oAl 1: ol 70| EO| B ¥ Y2
- EZ|-8HA| of|xll 2: of7t0|E o HE|TIE Y2

« mlo| EE|-a Al AL

s CJOIE{ CIREE Al AT £l

EC|-siAl oA 1: ot7tO|EC| HU 2H U2

ot7t0|E YEE API(0H710|E Z = (POST archive) #ZX)E AH&35t0{ 0l710|EE B QEO =
ECE e 23 Ho|2=0o ™Al otzto|E2 7t ZEHEILICE [EFA x-amz-sha256-tree-hash 28
sllc{oll = A ofzto|E2 2| EE|-3HA|7 & £|o{oF & LICt of|& &0 65MB of7}0|EE = =5tC}t
T 7HEst &L Ct ChS Cholo{a 32 of7to|E o] SHA256 SHA|E Fot= Z2MARILICEH otztol=
£ 27 1MB HI M SHA256 s Al k2 7lAHEFLIC LIHX| 0.5MB E||O|E-|_°_| SHA| 2t AHl&HEH # O
M ™At BEe CHE EE|E BHELICEH
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“SHA-256 Tree Hash ™,
t_  ofthe Archive

d_;,,r -
~SHA-256 ™, S SHA256
. Hash \_ Hash
_ g ‘H‘a._ /"

~ SHA-256 ™, ~SHA-256 “GHA-256 %

‘. Hash J Haah { . Hash .__,- \
“SHA-256 | TSHA-256 ™ ~SHA-256 ™ < SHA-256 ™ < SHA-256 ™ < SHA-256 ™, ~ SHA-256
\ _Hash /N Hash J\  Hash J\_  Hash /i Hash % Hash )\ Hash

’._.

1MBdata | 1MB data 1 ME data 1 MB data 1 ME data ‘-:'asatr:E'

6.5 MB Archive
E2|-a| Al oAl 2: o}7IO0|EH | HE|LIE Y2
HE|IIE YZCEE M85l ot7I0|EE UZE & B EC-sHAIe AN IHE B @FO 2 0}4540]
HE YR g met SUFLIC HE|IIE Y2 E= ZF QM(IHE &2 E(PUT uploadID) API AH&) 0t
Ct otzto|E otED Y2 EFC= MOt RYUSHAH| CHELICH MetM ZF ZhEo s st M2 4B x-
amz-sha256-tree-hash @& sl|Hof =& LICH X2t 2 E IEE YEEFH Foil= HE|TIE
2= 2tZ(POST uploadID) 7 slc{ofl &l of7lo|E o] EE|-SHAIE =245l0{ HE|IIE (2=
Z(x-amz-sha256-tree-hash &Z) QS ™M&&loF &Lict
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JHEER} 70| =

(* SHA-256 Tree Hash
\ of the Archive S
___--r"'_-- T
f'Part 1 SHA-256 Tree N "ﬁart 2 SHA-256 TrEE
L Hash J ~\ Hash v
S o S -
T I
- S "_,f !
- .-"'.-' ‘H-"""k .z" I\l‘\l.".'
= S L
~BHA-256 SHA-256 ™, < GHA-256™, Y
L hash hash N hash _,’ ]
/ % !
/SHA-256", “SHA-256", SHA-256", (“SHA-256" ~EHA-256™, \ ~SHA-256, | (“SHA-256™,
‘. hash S\ hash S\ hash S %\ hash Mhﬁh#=hhﬁhj=k_mm_j
--_—l__-- --__I__- o - -___|_ - i - - - -_T_-

4

‘ 1 MB data

Part 1
4 MB size

Gl =S
Example 1: Java O{|A|

CI2 2 Javag AF835104 I} ol SHA25
MlLct o] oANl=

TreeHashExample.computeSHA256

import java.io.File;
import java.io.FileInputStream;
import java.io.IOException;

Fi
1MB data | 1 MBdata | 1 MB data ‘ ‘ Wﬁ Y

I} Q|x|2 Q142 Qladstod AlsH

Part 2
2.5 MB size

SMo 2 MEL|IGLICH 3 AlLt2[of et 2
mazon S3 Glacier(S3 Glacier)0l| CH3H Amazon SD

20{X|7| WZ ol At Rt=

6 EC|-SHAIE 74|’K She WS LIEHH o
i3t 7L, E2 Z =0iM
TreeHash IHIkl':% Y AEE
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import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

public class TreeHashExample {
static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s
ioe.getMessage());
System.exit(-1);

, inputFile,

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
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* @return a byte[] containing the SHA-256 tree hash
* @throws IOException

& Thrown if there's an issue reading the input file
* @throws NoSuchAlgorithmException
*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.

* @param file

& A file to compute checksums on

* @return a byte[][] containing the checksums of each 1 MB chunk
* @throws IOException

ks Thrown if there's an IOException when reading the file
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

e

29|
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int bytesRead;
int idx = 0;
int offset = 0;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

E An array of SHA-256 checksums

* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/
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public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array
*

* @param data
* a byte[] to convert to Hex characters
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* @return A String containing Hex characters
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2: C# .NET O{|A|

=2 ItY 2| SHA256 EE|-sHA|E 7|ttst= WS LIEHH o M LICt o] o= ot R|E el
(@)

ct
2 3{stof e + U&Lich

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{

class Program

{
static int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the
* specified file

*

* @param args

* args[@]: a file to compute a SHA-256 tree hash for
*/

public static void Main(string[] args)

{
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if (args.Length < 1)

{
Console.WriteLine("Missing required filename argument");
Environment.Exit(-1);
}
FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try
{

byte[] treeHash = ComputeSHA256TreeHash(inputFile);

Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());

Console.ReadLine();

Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadlLine();
}
/**

* Computes the SHA-256 tree hash for the given file

*

* @param inputFile

& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)

{
byte[J[] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
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return ComputeSHA256TreeHash(chunkSHA256Hashes);

* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.

* @param file

*

* @return a byte[][] containing the checksums of each 1MB chunk

A file to compute checksums on

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == 0)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
oo EE|-HA| A4t API H7 2012-06-01 357
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{
file.Close();
}
catch (IOException ioe)
{
throw ioe;
}

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

*

An array of SHA-256 checksums

* @return A byte[] containing the SHA-256 tree hash for the input chunks

*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;

for (int i = @; i < prevLvlHashes.GetLength(Q); i

{

=142, j++)

o}
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// If there are at least two elements remaining
if (prevLvlHashes.GetLength(@) - i > 1)
{

// Calculate a digest of the concatenated nodes
byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +

secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,

firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,

firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,

concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;

o}
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GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS0jlb5gqlIZ55yHgt5vP54Z5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

12{™ S3 Glacier7t CI21t Z42 27 SE S HHetetL|Ct

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg

Content-Type: application/json

Content-Length: 185

Date: Wed, 10 Feb 2017 12:00:00 GMT

{
"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
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HTTP/1.1 404 Not Found
x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®@
Content-Type: application/json
Content-Length: 154
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "ResourceNotFoundException",
"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",
"type": "Client"
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O|#H MM E 2 S5 X 3|(GET jobs) & T&5t0d statuscode7t §HE 2E &Y
7txM e glct. ol %ﬁ% Zt(statuscode, finished & InProgress)O| of il 22
Succeeded %2l FailedE& =d&tLICt

o

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01
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S3 Glacier= &2 HIAIX|QF &7 InvalidParameterValueExceptiong

Authorization:

AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

HTTP/1.1 400 Bad Request
x-amzn-RequestId: AAABaZI9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg
Content-Type: application/json
Content-Length: 141
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "InvalidParameterValueException",
"message": "The job status code is not valid: finished",
"type: "Client"
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- 2E0|M EiT ArAI(POST tags remove)
CHM|A & M%(PUT access-policy)

= O
E o2&l 74 M¥(PUT notification-configuration)

J

EE &2 ZTHDELETE lock-policy)

AMOH

= O

O Mol H= EE &0 Locked HEN7I Ol B2 SE &3 Z2MAE SHELICH 2¥E2 2F

& 2E Z20| Locked #E Y 3R 0l= AccessDeniedException 2F 7 BHEHEILICH EE &

= ZEZMNAE SCH5IH XHE EEAM 2E &3 YT AXELUCH

InProgress2 S &£5tH 2E 20| EE &= AIE(POST lock-policy) & Ef 2 MEHELICEH

Locked2 &5t =2E #30| =E &2 & =(POST Iockld) AEHE MEHELICH EE &2 dH=

EE &3 X2 7|(GET lock-policy)& E&5tH & &= U&LICH EE &3 MEA‘IIAOH CHet Kbl S
LI 2 S3 Glacier EE &2 B2 AT A 2E H32 YMo Cidt RAME LIBS EEEZ T

ol Ztede HE Mg Z&LICt EE 20| InProgress AEfO|7LE, £2 EE0o| HZAE HAo| giE
B0z 0| Y2 o] xtel| SSHeE S EE £ U&LCH
2

SE &2 dME AX|5te4™H HTTP DELETE 282 £ E 9| lock-policy 3¢ El&A URIE TEE

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
AccountId Zt2 AWS A IDYLICE O] 22 @Fol| MBSt ol M El= A+ ZSHa o
ZE AWS A IDSF Lx|GHoF g LICH AWS HIH IDE XIHEHHLE MENMo 2 B '-'(510|
Z)E XIHE = U&LICh ol B2 Amazon S3 Glacier= 20l MHSt= Ol MEEl= A B
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2% 0i|Al

O|H oMol M= O|F 0| examplevaultQ! EE2| lock-policy &t EIAAZ DELETE 80| ™

SELCH

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
x-amz-glacier-version: 2012-06-01

Y0l S M2 4K x| S3 Glacier= CHE 0| A|2F ZO| HTTP 204 No Content SE& HFEHE

4

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
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= Eof el F7HPOST tags add)

Ol 2ol M= X|HEt EHOE S Eo| FIHELICH Z EfO= 7|t o2 FMHELICH =
JHoll F7HE = = Bl = ZICH 5070 LICH EES| EfT MEtE Z1t5tE LE Y <o
LimitExceededException @& 7} EHEHEIL|CH

r

XIEet 7ol Ef27t o|0] EEo| EXfsts ol 7IE 7| 442 Fo M A ELCh ef7oi CHE Rk
&t LI 2 Amazon S3 Glacier E|AA0| EfT X|H MM E XML
Request Syntax

Ef1E SEof F7lste{H ChZ 72 oMt Z 0| HTTP POST & & Efl1 URIZ T&EEfLICH

POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
(® Note
AccountId Zt2 AWS A IDYILICE O] gf2 REo| ME5t= ol A8El= At Ht A
ZAE AWS HE IDeH L x|5HoF B L|Ct AWS HH IDE XI™H 6t 7Lt MEHMOo 2 Bl ' (510
Z)E x|™HE 4 U&LICH 0| B Amazon S3 Glacier= 20| MHESE O AI2ZlE R4 &
Bt HAZE AWS HHE IDE MR LICH HHE IDE X|H5t= A< IDO| 5t0[&E(-)2 Z&5HA
of&LCt.
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operation o EE SXMOZ
At m2t0je EEo| M EfT

operation=add

add gto| &
AP AI(POST tags remove) &L Ct.

FHHEEHL HEIE o

23 3l
3oie BE B0l YBHHQl @8 SRt AL EHLICH
& 3ic| MHS BEsAIR

 UHHEQl 93 SC{of ChE LIR R 28 2

ZEEo| Frte efalLict Z eiaE 7|0 gtez FEELICH 22 B 2L =2 J&LTH

XFoA _g_i-l o| A—|_g_3|.

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId

Date: Date
S 5l

ol Ztoie CHE 2ol SThof YUhs ol S 3c{gt AL 8
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Amazon S3 Glacier 04| 2| & @7 HIA|X[of CHt REA[EH LIS @7 S5 MME Tt
Of| Al

QE oAl

OF

Che e EEof Z7He E119} #7 HTTP POST R &8 & sts ofmULc

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
SE2 o

&0o| 8335tH S3 Glacier?t CHE 0| A|QF ZO| HTTP 204 No ContentZ BHEHEMLICEH.

r

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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- SEEQ| B0 55 T 3|(GET tags)

- EE0|AM EfT AA|(POST tags remove)
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E£E FEJ|(PUT 2t

A4

= O

0| 22 X|X5t O|ECE MER EEE MAMStLICH E2E9| 0|2229 AWS 2| LHo|AM g8l ok
gk AWS A, AE 1700l M Z|CH 1,000707H K| S EE MEE = UELICL H E2 2E dMS
gt XtM|et HME = Amazon S3 Glacier MZE ME HE H0|X|2 & EsHML.

=E O|§2 XIde W= & XIES matok o,

+ Ol§0l Z3 = 2A 2Ol 1~255&tYLCt

. &8 EX= A~Z, a~z, 0~9, -'(3t0| &), ‘(HE), (O E)L|CH

O| Y2 HEHE #7| HZEo SYUE EE o] Al TS ™ = U2, Amazon S3 Glacier(S3
Glacier)7t X|’'det 2EE X Mdet O|FREHe FHel g I:||7'<|7<| ei&LCt.

o

al
Eli

ML
m

HEE Il HTTP PUT 2HE dEE S EQ| URIZ TS FLICH

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
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Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

(® Note

AccountId Zt2 AWS H’E IDRILICE. O] 22 &0l MHESt= ol AASEl= XtZ4 ZH ot o
ZE AWS HH IDQ Yx|sHoF BFLICH AWS AIX IDE X|I&SHHLE MEdXdo 2 Bl (5l 0|
£)E X|HE £ U&LICEH 0| ZR Amazon S3 Glaciere 20| MAESHE Ol AIEEl= X3 &
o A= AWS HH IDE A8 ELICH A™ IDE XIH5t=E 4 IDo] 5H0[E(-)2 E&SHK
et&LCt

Ol Y2 % w0 E A8 etx| ef&LCH.

of UeHHQl 2 sl ASELICH LAl @73 5ol CHEt LIS

rlo
Ok
Ot
kO

Ol 2ol 2 E&F2 H|o{ R{o{ok &fL|CHOHIO|E).

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
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Location MEE EEQ| o™ URI A2 LCH.

R
Amazon S3 Glacier 02| & 27/ HIA[X|of CHE RHAMIEH LIB2 27 S MEE FXSHML
Of| Al
L 0ilAl
CHS2 HTTP PUT &S T& 510 examplevaultEhs Ol 2l SEE MM ste ol QLCH

PUT /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Content-Length: @

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

I, Location SO 2E9| 4CHX URI B2 E gHetEfLICH AY IDe
|Z(Location’) K| 0{50f & 2ei0] &4 - lrHod| EAIELICH

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault
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-« EE 55 X 3|(GET vaults)

. 2E AX|(DELETE vault)

« Amazon S3 Glacier2| Identity and Access Management(IAM)
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« AWS Command Line Interface

EE & 22 (POST lockld)

= MEHE InProgressOiA LockedZ T&t5l0i EE H2 ZZMAE &

= EE &2 Y HEE £ QI&LICH InProgress2 S E5IH EE £
Z2E z2 A|ZHPOST lock-policy) AFE|E MEHE|L|CH EE &2 MEle 2E &2 71X 7|(GET

lock-policy)S &=50 7t & QlAaLICH 2EE &2 m 2 MAO CiEt RIMIEH LIRS S3 G

InvalidParameter @& 7} whAistL|C},

2
EE 3 ZEMNAE ZESIE{HHTTP POST M2 fEE &2 ID &7H EE 2| lock-policy
&<l 2lAA URIZ S EHLICH

-
MO

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
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Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

(® Note

AccountId Zt2 AWS AHE IDYLICE O] k2 -l MESt= ol AHSEl= At 1} o
ZAE AWS A IDL & ﬂﬂ%*uqAWSN“D%I%aHuMH“OEQNHﬁOI
EZ)E x|HE 4 U&LICH 0| B Amazon S3 Glacier= 20| MHESE Ol AIElE X1 &
o A= AWS HH IDE A8 ELICH AM IDE XIH5t=E 4 IDo] 5H0[E(-)2 E& K
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HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
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CZ2 HTTP POST S HZ IDQ} &7 T45l0d 2E o2 TZMAE 2t235t= oM LiCt.

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: Iength

x-amz-glacier-version: 2012-06-01

24 Amazon S3 Glacier(S3 Glacier)7t Ct& 0| A|2t Z'O| HTTP 204 No Content 8%

r

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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E & SEHDELETE lock-policy)
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F= 7HXK4 2 7|(GET lock-policy)
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= E AMXN|(DELETE vault)

ol 2fd2 2 EE AA|ELICH Amazon S3 Glacier(S3 Glacier)= OFHX|2f CIHIEZ|E J7|E 22 2E0
XMEE otztolE 7t im, ofx|a QIHIER| O|F S Eof CHEF A 7| 2 40| Qi A0l Bt5 EEE
MELCH & =4 & stutete BHESHR| gte dRols 2E AXNIt SEHEI(EET AXNE[R] &
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® Note
EEE AXSHH siT BE0| HAT 2E AMA HH A AXELICH BE HAA o
CHEH REAISH LIS 2 BE HMIA BM EHRIS HZSHAA
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EEE MZX|S2{™ DELETE ™S EEQ| 2|A

ol
HO

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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Amazon S3 Glacier TR 7H0|E

x-amz-glacier-version: 2012-06-01

(® Note

AccountId e =
Eio 2 Bl -5t
= ol Al k= A4
SIO|E (-2 X

gt Aol AWS AE IDYLICH AWS HH IDE X|™HSHHLE M
|Zg 4= I&LICt. 0| B Amazon S3 Glacier= %&0f HH st
WS & IDE AM2ELIC A IDE A25tE Z< IDO]
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HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
SH 3lH
ol Ztde CHP 2ol SEol UBHE{Ql S FICiRt A EHLICH UBHKIQl ST FlCioll TR LIS 35
SH &l MME HEsAH2
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T
Amazon S3 Glacier 04| 2| & @7 HIA|X[of CHEt RtA[EH LIS @7 S5 MME Tt
O Al

L 0ilAl

CHS2 0|§0| examplevault? EEE AA5tE MM ULICt Ol 2% oMo M= DELETE ¥
AME BlAAEE)S| URIZ MSELICEH

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

SEal o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

B B

« EE BFET|(PUT 2

- EE 55 X 3|(GET vaults)
X

« &4 AIEH(POST jobs)

» Amazon S3 Glacier2| Identity and Access Management(IAM)
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Amazon S3 Glacier TR 7H0|E

EE HMA M2 AX|(DELETE access-policy)

AMOH

= O

OlH ZH Lo Me X|HE EEo| HZAL|0] U HAMA HHZ AX|ELICE O] 2 U2 2T = Ut
Mg Zt&Lch CHA| 23 A Amazon S3 Glacier(S3 Glacier) 7 UM A HE S TS| AM7HSHE Of| 2zt
O| AlZto| ZR5t7| IHEH 4K @S MEE ol B2 AlZt SO HHMo| M8k AE £ =&
A& LIt

Ol 22 HEME A &Lt et SEN| ZAK|0] U= MAMO| QICEE A XE o] A2l 25
= AUAELICH SEE MM A HAMo| CHEt RtM[EH L2 S E HA|A A EHHE HESHAAR.

2

AR HAM|A M Z AKX|GHE{T HTTP DELETE 282 =E 2| access-policy 32| 2|44 URIZ
ME eI

22

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note
AccountId ZI2 EEE A8 Aol AWS HHE IDYLICH AWS HIE IDE XIHEHHLE M
BiMo 2 Bt '-'(510|E)E XIHE + U&LICt 0| B2 Amazon S3 Glacier= 27801 M5}
E Ol A2 ElE X124 31 ¢4Z2E AWS A IDE AFEELICH A™ IDE AF83lE Z< DO
StO|E(-)2 Z'E =+ gdgLch.

Ol 242 23 utetd|EE A8 et x| ef&LICh

A &l
O| Ztd2 P E ZQdof LA Ol @ 3Bt AFREHL|CH B0l @ 5ol CHSH LIB2 =8 2
Ml MMg XML
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HAMo| dB3 Mo 2 AKX E|H S3 Glacier7t SEH0IAM 204 No Content& EBHEFEFLICEH

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
SE A
O Aol cHR B ol 8ol YuaiQl S STt AL ELICH YEhaiol S& sliciol ChEt LIS S8
SH sl MME XM L.

CHES BE AMA BMES AXsts WHe HHE ofmlLiC

0

O|tH oi|AM|of M= O|F 0l examplevaultQ! Z=E 2| access-policy o+l E|AAZ DELETE 27%O|
MSELICH

DELETE /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
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x-amz-glacier-version: 2012-06-01

Mol MZ X o2 AK|E|T S3 Glacier7t SEOIM CHS o A9 240] 204 No ContentES HtetstL|

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

« EE HA|A XA 71X{2 7|(GET access-policy)

s EE MMA HA MH(PUT access-policy)
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* AWS Command Line Interface

£ E 22! AX|(PUT notification-configuration)

A0
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OlH ZrHoldeE EE0| UHE LB FE(EE L& 78 HE(PUT notification-configuration)) & Af X
guch &2 23Mo 2 detdE Z&LICH &, Amazon S3 Glacier(S3 Glacier)7t 2 2l2 &3]
HIg M3l 5t= O 2F7to| AlZH0| 2R35iH, X QHES B & TA| Sot2 g g =k UL
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Amazon S3 Glacier

JHeER 7Hol=
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HO

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

AccountId Zt2 &
Biro 2 Bt '-(5t0|
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Ol Y2 2% w0 E A8 tx| ef&LICH.

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

| AWS A& IDQILICH AWS A IDE K| & 5L M
Ql&LICt 0] B Amazon S3 Glacier= 20 ME st

WS H ™ IDE ArSELICH HE IDE At83%t= 4= IDo]|

Ehodofl LEtxQl @ ST AFS EHLICH UBHA QI @ X FC{ol CHE LIBR2 =25 2

Date: Date
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ol Ztde SE EBS #retstx| ofaLct
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Amazon S3 Glacier 09| 2 @& HIAIX|ofl CHEt REAIEH LIS ©F ST M2 AZsHHL

e 2Eo| MHE 22 THS MAsE Wiue LB olxUL

O|H oMol = O|EO| DELETEQ! EE9| notification-configuration 3tQ| E|lAAR
examplevault 0| M&ELI|CH

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

SEol o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

E &l 7IX 2 7|(GET notification-configuration)
(@)

E 2] 74 M (PUT notification-configuration)
3

Glacier@| Identity and Access Management(IAM)
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« AWS Command Line Interface

EE MH(GET vault)

>

N

Ol o= EECQ| Amazon ElAA O[S (ARN), EE Md it 2E0o| K& E olztolH &~ 2

Eo| MY E ZE ot7to|lHo| & 37| & = E0f| Cist HEE HHEtEfLICEH ofztolEo| =0t & 3 7|=
Amazon S3 Glacier(S3 Glacier)7t OFX|ZH o 2 Mt 2E QIHERZ|IE 7|[&E2 2 & LICHAmazon S3
Glacier 2 E &I MM 3 X). S3 Glacier= 712/ 01 2E QIHIEZ|E e LICt o] 22 ofztol=
Eoﬂ ZF7t5tHLE AXEH ZlF ol 2E MY ES ©MEstHet: 3Ho| ¢4 L8 0| BrF || &t

E
£ =k ks A 2o

> [IH

=
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M
m

HEE 7IXQE{HGET 282 EH £E 2|AA 9 URIZR M&ELICH

4
Ho

GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId g2 =EE £ R&F Al™e AWS AH |D°'L||:|' AWS A IDE X|™5t7HLE M
EfZ{o 2 [l ' (510|E)E X|IME £ /&L, | 32 Amazon S3 Glacier= &0l MYt
= O A8 El= Rt4 3 AAAE AWS H Y IDE MEELICH A IDE M&3te Z< DO
SO|E(-) 2 ZEE + gLt

Ol Y2 2% uetO|EHE A8t ef&LCH.
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HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String
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LastinventoryDate

S3 Glacier7t OFX |2 2E QIHIEE|E 2tE 8t UTC M lLict EE QIHIEZ|o| AIZfof CHEF REA]
g LI82 2 Al (POST jobs) ':F-"Jo ’é.*ZSoP*'AlS’_.

FE:1S0 8601 ™M FAIo| BAMYE EFHQLICEH 0d: 2013-03-20T17:03:43.2217
NumberOfArchives

Otx[2t 2E QHIEC|E 7|E22 EE0| MEE o702 ~lL|ct QIHIEE|T} o} & 2 Eo|M A
He|x| 2 He, o8 S0{ EEE Y2 MMsACHH o] EE null ZHS BHEFEfLICH
S Al fﬂ.

SizelnBytes

OFx|ef CIHER| I E 7|ZC 2 o} 710|HE QH{GIEE ;\T,;l%:l-a.o:i 2o X{&E ol7lo|Eo| &
37|(HHOIE)ILICt QIHIE 2|7t ol &l 2 EoAM ALK © ’
AAEI-DIj Ol "E!E: null 7'tc> |:’|'2|'°|'L—||:|'_

oY

AI Ax|.

VaultARN

E E 9| Amazon ElAA O|E(ARN)ILICE.

S BAY

VaultName
Hd Al X|HGE 2E O|§QLICH EE O|E2 2 E°| ARNOT Z&HEL|CEH
8 2xig
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Amazon S3 Glacier 02| &! @& HIA[X|ol CHEF AEM|EE LI 2 2 F SE MME XML

01| Al

CI22 O|&0| examplevaultQ EE0| CHEt HEE 71X2= W2 AHEE o MIL|CH
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JHeER 7Hol=

GET /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

SEal o

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

{
"CreationDate" : "2012-02-20T17:01:45.1987",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,
"SizeInBytes" : 78088912,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"
}
2 Chel
-« SEE BHE7|(PUT 2h)
« EE 55 Z3|(GET vaults)
- 2E AR|(DELETE vault)
« Z¢d AIZH(POST jobs)

« Amazon S3 Glacier?2| Identity and Access Management(IAM)
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EE HMHA MM JH KL 7|(GET access-policy)

A4 04

= O

Ol Y2 FEo dHE|0] U= access-policy 39 2lLAE HAMELICE 69 2l4A HHoil of
Bt XMIE LIS EE HMA A HH(PUT access-policy) MM E HESML. 2E0| MY E[0] U
£ HM& 0| e FRoE 404 Not found 277t HFEHEILICH EE HM|IA FAol| CHE RHA
g L8 2 SE A& HA HHE BESHAAIR.

Y

R EE HM|A HHME 71X LE{M HTTP GET L2 =E 2| access-policy 59 El&4A URIZ
M&EL o

==

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId 2t EE
EAxio 2 [HQl |

Bt Aol AWS A IDYLICH AWS HE IDE R|&SHHLE M
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HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string"
}
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2% 0i|Al

O|tH oMol M= GET 0| EE 2| access-policy 5t% 2|44 URIZ MEELICEH

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

20| HE5tH S3 Glacier’t SEH EE20IA EE HMA HHZ JSON 24t SAlo 2 BrErgrL|ch

HEHEl JSON EAtE2 EE HM|A 2 HH(PUT access-policy) 6IA|2F 20| "\"& O|AFH 0|= EX}
2 MEFLICH 5HX|2 CHE XM E 7H5d e 2IsH BHetEl JSON EXMEoi M o|AA 0| EXIE

M| 2lst A& LIt

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy":
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "allow-time-based-deletes",
"Principal": {
"AWS'": "999999999999"
.
"Effect": "Allow",
"Action": "glacier:Delete*",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"DateGreaterThan": {
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"aws:CurrentTime": "2018-12-31T00:00:00Z"
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A M|(DELETE access-policy)

s EE MMA YA MY (PUT access-policy)

01 &% Amazon SDK 5 3LIOIA O APIE AFS3HE Hedoll CHEH AEMIEH LIS 2 CHE S B ESHA

10 19

* AWS Command Line Interface

EE 32 72 7|(GET lock-policy)

>

404
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OlH oM XIHE S E0i £
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ME|0f /= lock-policy ote 2laA0M CHEO 22 &4
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AEH(InProgess & Locked)
Ot2 A|E. &2 IDE 2E &2 T2 MAE Orx|= o AFSELICH

Zt 20| A|ZtE|0] InProgress A EI2 TEHE Al

151 21 1

E ZZ AZHPOST lock-policy) A EHZ MEHEILICH
= 22 (POST lockld) 4EfZ2 MetEILICH ESt EE MZ B
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CHDELETE lock-policy)2 2% ££5101 2EE &g Z2EA|
MNlAof CHE REAMIEH LHE 2 S3 Glacier 2E C

2e0| MHEl] Y BE BT MM £
2 WMol CHEt AHMIEH LIS 2 2E F3 BM TS XA,

X ZEE &3 ¥AI Ve S48 ghEtete{T O 7 & olXe Z 0| HTTP GET 2FE EEQ
lock-policy s2] 24 URIZ S FELICH

o

<
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e

GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

AccountId e =
EiMo 2 Bt '-(5t
= ol Al L= A4

StO|E(-)2 Z&E
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ot
O H
Amazon S3 Glacier(S3 Glacier)= & 220k JSON A0 Z EE MA|A HMS BHEtgrLCt.

__I.L

Ho

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"
}
S5 sl
ol 2L iR o SEOll Yrtxiol ST FICIE ALSELICH BRI ST ol CHEt LIS 35
SH sl Mg & xshML.
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ExpirationDate
2 ID7F OtEE|=E UTC Y™t AlZtRlLICH 2E Z20| null AENY = 0| 20| LockedO| E
T+ U&LICH
2:1S0 8601 M Ao EAtE EFHQILICH 0f: 2013-03-20T17:03:43.2217

CreationDate

E Z20| InProgress &EZE HetE UTC ™Mt AlZERILICEH

=

MHL

Ktd E34QlL|ct. of: 2013-03-20T17:03:43.2217

=

Ho

F:1S0 8601 Mt 54| 9]

T

Amazon S3 Glacier 02| & @7 HIA|X|ol| CHEt RIAIE LIE2 @7 SH AME FXstAR
0| Al

CIE2 2E &3 YHE Htetets SHS AYst oAUt

QE oAl

O|H Ml M= GET 2% 0| EE2| lock-policy 5% 2l4&A URIZ S ELICH

GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

&2l of

REO0| HB35tH S3 Glacier7t 8E 220AM SEE HAMA HAEZ JSON XY Ao = gHetghLCt.
HHEHEl JSON EAtE 2 = E & F AIE(POST lock-policy) 27 of|M[et Z 0] "\"& O|A7|0|Z= EXIE2
ArZELct ot X|EF CHE oMo M e 7HS S I8l BHetEl JSON EXHoiA o|A70|Z EXHE A Q|
stRA&LICH.

HTTP/1.1 200 0K
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

{
"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
},
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
}
}
}
]
}
"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
B ool
+ 2E = SEH(DELETE lock-policy)

. 2E &2 2 2(POST lockld)
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- 2E &2 AIE(POST lock-policy)
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« AWS Command Line Interface

£ E 23 71X 2 7|(GET notification-configuration)

AMOd
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OlH Ao ME EE0| MHE|0] U= notification-configuration 5tQ| ElAAE 7}X4§|,||:|-

EE & F4 M (PUT notification-configuration) & Zx). 2E0i| & F40| MHE|0] UX| fomH
04 Not Found 2F 7t BtEtElLICH 2 E ¢ 3loi CHEE REAIEH LIE 2 Amazon S3 Glacierl| £ E &
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ol 1 HEE 71XLE{M GET ™2 EE | notification-configuration 3t9 244 URI
2 ™M&Eoh

TE

GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId g2 =EE ARE AHE2 AWS AHH IDRILICE AWS A ™ IDE X|'E35H7ALE
Eixo = B '-'(510|E)E XI™E &= U&LICH 0| B2 Amazon S3 Glacier= 23 0i| A&t
= O MA8El= At 3H 1ZE AWS HH IDE ALEEfLICH HE IDE AH83t= E< I1Do]|
SO|E(-E ZEE =+ gigLct
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2 metolE

Ol Y2 % utet0HE A8t ef&LCH.

ol LAl 2 st ASELICH MRl 2HE S0l CiE iI82 S8 2

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Events": [
String,
1,
"SNSTopic": String
}
SH 3H
Ol 22 iR Eo| SHol| Ll SH &lCBr AFSefLICH Letxel S slHof CHEt LIiE2 S8
SH &l Mg & xS L.
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Eof CHB REMIEH LIE2 2EE 223l 724 M (PUT notification-configuration) EHHE X 5HAA|

(@)
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o

L3 HlY

SNSTopic

Amazon Simple Notification Service(SNS) E =l 2| Amazon Z|AA O|S(ARN)ILICH XFA|EH LIS
2 Amazon Simple Notification Service A% 7F0|=2| Amazon SNS A% 517 [& B ESHAIR.

7 EXtL
5
Amazon S3 Glacier 02| 2! @7 HIA[X|of| CHEF REMEE LIE2 2 F SE MME XM
PN

CHe e EEo| MNE LB THS I WHe MHE omLc

O|H oMol M= GET 20| EE 2| notification-configuration 3t EIAAR MEELICH

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

SE 2l o

SEHO| H3MoR ptetr|H UM 22 7 EAX7t S 2201 JSON Ao= EAIE

LICt ol o Alofl M= o et & 7+X| O|#HIE(ArchiveRetrievalCompleted®t
InventoryRetrievalCompleted)of CHEt 2 & HIA|X|7} Amazon SNS EE arn:aws:sns:us-
west-2:012345678901 :mytopicLZ M&EE|E 7We Eo{FLICH

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

EE 92 Ko7 API 817 2012-06-01 402
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Content-Length: 150

{
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"
1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}

E 23l AA|(PUT notification-configuration)
(@)

= 1
E o2&l 74 M¥(PUT notification-configuration)
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« AWS Command Line Interface

EE &2 AIR(POST lock-policy)
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2ol 2 Eof| M A 7{E LICH. EE = 2F=(POST lockld)2 EE510i EE &2 ZZMAE OFX|H £
E FZ ME7} LockedZ2 HXEEL|CEH

(@ Note
=E 30| Locked #EE HIF O|F 0= SUSt EE0| Ci5H MER EE IS AIZE =
igLct
=E &2 SEHDELETE lock-policy)2 2 £ &£45l0{ 2E &3 ZEMAE SHE = JA&LICHL EE
22 dElE 2E B2 7HX27|(GET lock-policy)2 E£6HH & &= Q&LICH EE &2 T2 MA0
CHEr REMIEH LI 2 S3 Glacier EE &2 BHHE B XRSHAAIL.

EE 20| InProgress &EfY [ O] 242 5 E5M AccessDeniedException 2/ 7} Bhet
ELIct EE 30| InProgress & EfY [ MER S E T3 XS AIZSIE{H BEA| EE &3
& EHDELETE lock-policy) S E{ & &3l of & LIC}.

2

EE 2 ZZMAE AESIE{HE OIS 72 oM ZH0| HTTP POST RS EE 29| lock-policy
59 ElAA URIZ M&EHLICH

TE

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"Policy": "string"
}
(® Note

AccountId Zt2 AWS A& IDQLICE O] Zt2 2| MESHE ol AHEZlE AHE S8 A
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Amazon S3 Glacier(S3 Glacier)= 20| =2 £|H HTTP 201 Created &2 BtetefLICtH
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MO

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

x-amz-lock-id: lockId
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04 x| AMOd
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x-amz-lock-
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JSON EXtd2 o|AaF 0]

PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}
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HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

F2d CH

- = =

rkl

M
m
]

X = & EHDELETE lock-policy)
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At2 22 (POST lockld)
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F= 7FX 2 71(GET lock-policy)
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« AWS Command Line Interface

EEO| Bl =58 Z3|(GET tags)
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Request Syntax

EEQ|El1 S5 Z3[5l2{H OIS 7+ & OiX[eF Z 0| HTTP GET &2 Ei1 URIZ & ELICH

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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(® Note

AccountId Zt2 AWS A& IDQILICE O] Zt2 30| MYESE O AR El=
= AWS A IDeF L x|HofF & LICt. AWS A IDE
XIEE = &Lch ol B2 Amazon S3 Glaciers &0

HAZE AWS HH IDE A8 ELICH HIH IDE RIHsHE Z IDM 3t0IE(-)2 E&5tK

ﬁ)_

(m ] jl_'.

Ol Y2 % w0 E A8 etx| ef&LCt.

xHojo| M2t MH|ATFHTTP 200 0K &

Response Syntax

HTTP/1.1 200 OK
x-amzn-RequestId:
Date: Date
Content-Type: application/json
Content-Length: Length

x-amzn-RequestId

{
"Tags":
{
"string" "string",
"string" "string"
}
}
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GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2
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2% 0| MZ 8™ Amazon S3 Glacier(S3 Glacier)7} CHS of|Alet Z-o| 2EE Q| E|1 S =1} &A HTTP
200 OKE gretguct.
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JHeER 7Hol=

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:02:00 GMT
Content-Type: application/json
Content-Length: length
{
"Tags",
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
B ool

=E0o| Eia F7HPOST tags add)

- EE0|AM EfT AIA|(POST tags remove)
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« AWS Command Line Interface

EE =5 X 3|(GET vaults)
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GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note
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HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"Marker": String

"VaultList": [

{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,

EE=SSZ=
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"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String

},
]
}
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GET /-/vaults HTTP/1.1

= 24l B Lct.

7b grEhElLICE

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version:

2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

SEolof

Marker7} null ZtE Z7| EM H ol SEE = 3|

ok

ZE7I gicte W& olOlELch.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-25T12:14:31.1217",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"
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GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/
examplevaultl HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

SEolof
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o 2335t04 HO|X| oA O] A& ElLICt.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.21872",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},

{
"CreationDate": "2012-03-19T22:06:51.218Z7",

"LastInventoryDate": "2012-03-21T22:06:51.21872",

"NumberOfArchives": 0,

"SizeInBytes": 0@,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
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"VaultName": "examplevault2"
}
]
}
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» Amazon S3 Glacier2| Identity and Access Management(IAM)
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« AWS Command Line Interface

EE0|M E 2 & X|(POST tags remove)

ot 2t oAM= S E0l| AZAK|0] U= EfT EEolA EiZE 171 Of&f ArM|EF LIt Ef 1ol CHEH REA|
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Request Syntax

ZE0|MEi1E AfXSted™H CHE & oAt Z 0| HTTP POST 23 & Ei1 URIZ MEELICH.

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01
{
"TagKeys": [
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"string",
"string"
]
}
(® Note
AccountId g2 AWS HE IDRILICE O] k2 Lo MBSt= ol AEkl= At ZF 1t o
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HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
& §lH
Ol Aol CHR B ol 8ol YAl S STt AL ELICH YEhaiol S& sliciol ChEt LIS S8
SE&H MME E XA 2.

T
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Of| Al

L 0iAl

CH22 HTTP POST 22 & stod X[ Ef2E AtAlstE oM Lict

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01
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{

"TagsKeys": [
"examplekeyl",
"examplekey2"
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436 Amazon S3 Glacier(S3 Glacier)7} Ct& 0| Al2F Z'O| HTTP 204 No Content& gt

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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« AWS Command Line Interface

=E HAM|A HA D3 (PUT access-policy)
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£ PUT 288 EE9| access-policy Q| ElAA0H M&ELICH EEDtCH AMA H2 1 IIE M
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M EME MHEste{™ ChS & o XQt 20| HTTP PUT LTS EE29| access-policy 3t
X

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"

}

(® Note
AccountId ¢t2 =EE L R8 H™Hol AWS HH |D°'LII:+ AWS A ™ IDE X|I™E5tHLt M
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HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
& &M
o el chfE ol SErof YRl SE iCiat AFSELICH YuHAQl S& slciol ChEt LIS 28
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CHHZ 2 HTTP PUT 22 EE9| access-policy 5t9 BlAA URIZ & 5HE WA QILICEH Policy
JSON ZXIYE2 o|A70|Z EXIE "\"& ALSELICH

PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
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Content-Length: length
x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-owner-access-
rights\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\"}1}"}
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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« EE MM A A AT (DELETE access-policy)

« EE AN A M2 71X 7|(GET access-policy)

01 £ Amazon SDK & otLtoll A Ol APIE AL dt= &Hdoll CHE RtM[EH LHE2 CHEE H Z skl

10 19

« AWS Command Line Interface

MU

E o2l £ M3 (PUT notification-configuration)

>

404
= O

Amazon S3 Glacier(S3 Glacier)0ilA{ 07t0|E I 2EE QIHEZ| M2 H|S 7|4 240|7| IHZof T
M A4S AlEfstod 22 E W7 K| ZICHE! Foi 2td £ 2 CtRE S8l oF g LICH 20| I ZEIS
[ 22! MAIX|E Amazon Simple Notification Service(SNS) EZ/0] HAISIEE 2EE 748 +
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SLICH O/ Bjo 2 BEof CHEt 28l 744 AF0| 7HSBHLICH AHMEH LIS 2 Amazon S3 Glacier
ol 2E YB T EHHS ISR

o2l g MYste{H PUT 282 EE9| notification-configuration 3t 2lAaA0] H
SELICH 23 Fd2 2Eo el Ch27| 2o 2E 59 2laAtn E27|% gLch 2™dE
Amazon Simple Notification Service(SNS) EEH & XS 6= JSON & A2t S3 Glacier7t & HA|X|E

EZio] M&E o|HIE7} & T|o{oF ELCt.

o

rr

|
A

A2 HAIXRIE HASIES SEEE 74

ok

- O|HE = Ct3t Z&LICH

>

« ArchiveRetrievalCompleted: O| O|HIE= O}7|0|E HAAMOZ A|ZHEl 20| 2 E|QAS [ &
e LICHE ] AIZI(POST jobs)). 2t2E 242 #EN7} Succeeded EE= Failed7t & == JU&L
Ct. SNS FHM2 & Els 22 HAIXI= 2 HAB(GET JoblD)0| A HHEte|= &340 S U eFLC.

- InventoryRetrievalCompleted: O| O|HIE= QIHIEZ| Mo 2 A|ZE 20| A E LIS Y
2h B LICHE ] AIZ[(POST jobs)). 2t= & X2 &Ei7 Succeeded EE Failed7t E + A&
LICH SNS M2 ME e Y2 HAIXIE 2 HAHE(GET JobID)MM EretElE £240 SUFLICH

E
oA

Amazon SNS EE2 &2 HAIXIE siE EE HAIE = UEF HEA| EE0] Het2 Foidtof &L
Ct.

o

SEo et &3 782 MHEsEiH PUT FE EEQ| notification-configuration 5t% 2
AA URIZ MEELICE 782 2 220M X|H5tH, Amazon SNS EX| O|F§ 2 H|RSH 4 ETo
2 ZZ HAIXIE EE|7HSt= O|HE S| Hido| Z & ELICH

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

"SNSTopic": String,
"Events":[String, ...]
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(@ Note
AccountId 2 EEE 4 Re AlH2| AWS HHE IDRILICEH AWS A IDE XI5 HLE
Efx{o 2 [l '_(510|E)E X|ME £ Q,JQL,IEF 0| Z< Amazon S3 Glacier= 301 AHE3}
£ O AA8El= At Yo A E AWS HH IDE AFSELICH HE IDE AFH8 3 B< Do
StO|E(-)2 Z&E = i&LIch

O| 2tele X uleto|E{E A2 5HK| k&Lt

A &l
O| 22 P E EQdof LA Ol @ Bt AR EHL|CH UEHA Ol @ 5ol CHSH LIB2 =28 2
Mo MMg XML

SNSTopic

Amazon SNS E & ARNQIL|C} XtAIEH LIS Amazon Simple Notification Service A|Z 7+0|=.9]
Amazon SNS A|Z5H7|& &= SHMI2.

= 5 0{F: 0of

oF 2| 71440| 318 /™ Amazon S3 Glacier(S3 Glacier)7t SE 2 Z 204 No ContentZ gHetghLIC.

S API {71 2012-06-01 425
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Amazon S3 Glacier TR 7H0|E

?.

HO

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
84 A
O| Y2 2 & Yol ROl @3 SlHBH AFSFLICH LRl @ slCof et LIB2 38 2
el MME FERSIMR
S8E 2=
O| &2 8 E=E2 Ut Xx| ef&Lict
F
Amazon S3 Glacier 02| & @7 MA|X|of CHEt AtMIEH LIE2 2F SH AME FXstMle

CHE2 SE 98 79 Y S dY ook

Ct2 282 examplevault €& 782 MHE35I04 F 71| O[HIE
(ArchiveRetrievalCompleted® InventoryRetrievalCompleted) & 20| Amazon SNS E X
arn:aws:sns:us-west-2:012345678901 :mytopic2Z M& (A &L|CH

PUT /-/vaults/examplevault/notification-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

EE o2 74 Ay API 817 2012-06-01 426



Amazon S3 Glacier TR 7H0|E

SEol o

230l 4

OH
ol

IH SEH OS2 204 No Content7f HeHEILICEH

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

[m
o
o

d

X2 7|(GET notification-configuration)

E 23l AA|(PUT notification-configuration)

« Amazon S3 Glacier?2| Identity and Access Management(IAM)

{ £ Amazon SDK & &tLt0lA O APIE ALEstE Edoll CHEr REMIEF LB 2 CHEE A X stAl

(0]
_Z
o

* AWS Command Line Interface

ofzo|e %o
CHZ 2 S3 Glacierdl A AP E = Q= oF7to|E 24 lL|Ct.

=K
« O}7}0|E A X|(DELETE archive)
« O}7t0|H Y42 E(POST archive)

Ot7}0|E ArA|(DELETE archive)

AMOH
= o

OlH Z o M= ot7t0|EE S E0i| A AX[ELICH of7t0|HE S EMM & ol StLER! AX|E 4= QU
&LICt of7O|EE AfX|SE T A K| R Al ot7t0|E IDE i=dstoF & LICt. ot7+0|E ID= i of
FH0|E7t KMEE EE0M S E QHERZ|E CHREESt0{ HQlE = ?A%LIE} EE QHER| IR
E0f CHEF REM|EF LHE 2 Amazon S3 Glaciertil M EE QIHIEE|CIR2EC EHHE FXFHAAL.
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Amazon S3 Glacier I RE 7Hol=

Ot7tO|E & AMEr = A Xt of7t0IE & T2 = XY E AlA
StX|2t ot7to|E 7t 7] Ado| ddEx|= &Lch

ok

AN = =] — o —
T AUAEE 2Yste A2 7ts

ot7to|2 & ArME m elel ot7tol= IDo| CHal Tl QI of7H0|E 7t X2 7|E ChE AlLtE|0i

ole
ot 93 ok, &2 d3stK| gE sk U&LIch

- Amazon S3 Glacier(S3 Glacier) 7+ 0} 710l AR @82 4418 m 0t 710l Z4A tdo| & Aste)
o{ HlOlE| CHRE 2= 8 FH|5tT ICHH OF7Hol 74 Bdo| FEHE & Lo
+ S3 Glacier7t 017}0|2 AK| 248 4418 T 00| 244 50 of7}0|2 R 28 4BHo

2 ZH|3t A0l &S Cf22CE 4 QaLCt

ox

O| Ztode mWsMe ZHAL|Ct o|0| AHX|El ol 70| EE AX|5tE{ D SHE @77t e MstR|= ot&Lct

Of7t0|E & AMA|5tE{Ed DELETE RS 0}710|E 2|AA URIZ MESELICE

-
Ho

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com

x-amz-Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId 2 2EE A R8 AHe| AWS A IDLICH AWS A IDE XI5 HLE M
EiMo 2 Bt '-'(510|&)E XIEE = J&LICE 0| B2 Amazon S3 Glacier= 27801 MH 5}
£ O A8ElE Rt 5YD ¢1ZE AWS H X IDE AFSELICH A IDE AFH8sHE ZE< DO
StO|E(-2 X8 e = &Lt

Ol Y2 2% utet0|IEHE A8t ef&LCH.
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23 siH

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
SEE
ol Ztde iR 2ol SEoll Yetxiol ST FIT{B ALSELICH UBHHQl S & s{ol Cf3t i8S 35
SE 5IN MM HESAIR
se EE
ol steie 8% BE tHEtstx| oA

to
3

0| Al
CHHZ 2 0|&0| examplevault®l EE0IM Ol7t0|EHE AX|5HE WS LIEHNH of M L|C.
L 0ilAl

Atx|et ol7l0|E 2| IDE archives &t 2IAAE XX =L|C}.

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

0l0

Efof of

FO
o

O| & st™ S3 Glacier= Ot7tO|E 7} M| ERACHE 2|0|2] 204 No Contentz SEEfLICE.

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

F2d CF

- L

rk
o

HE|IE U2 E A|ZH(POST multipart-uploads)
« O}7I0|E Y42 E(POST archive)

« Amazon S3 Glacier2| Identity and Access Management(IAM)

otztolE Y2 E(POST archive)

A4
= O
O|H 2o M= ot710|EE S EO| FIHELICH Hd3MHo2 YECX|MHOO|EHE 23 7|7t XMHEE
T 2 &LICt. Amazon S3 Glacier(S3 Glacier)= S E0IAM & 2| x-amz-archive-id d|Hoi 0}7}0|
H IDE EtetELICH EtetE|= of7t0|E ID= LIS ot7to[=of HAM|ASH= o HRSEE X{EHof
gt
U Z E5t= CllO|E 2| SHA256 EE|-SHAIE U=dsHok B LICt. SHA256 E2|-5HA|2| 74| &tof| CHEH KtAl
gt L8 2 M AL BHHE BESAAL.

(® Note

SHA256 E 2| sHAlE APIE AF2E o 0}7+0|E 42 E(POST archive) 2Hedof ot ZQ L
CH EANSE e 22 %MI or&L|CH AWS CLI.
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Ol7I0|EHE U= g I MENXo =2 %|CH 1,0247H2] Ql4f 7tSB ASCII EAte| ot7to|E MEE XY
_|

& 4 Ql&LICH S3 Glacier= OF7t0|EE AMSIHLE EE QIHIER|IS 7HX2 [ of7to|E MY ut
BHEFLICH S3 Glacier= 0 WAICZE & %E siAstx| e&LICH of7o|E dEOo| nrE He=
A&LICH 3 TS AHE5104 ob710|E S5 TIMHLE SEE = ¢l&LIch

S3 Glaciers &4421 o}7}0|2 HEE M Qlst & of7to|E o] £IHXQI HIELH|OIEE x|t &t &

LICt. ot7tO0|E IDE EFFE EXHE0|7 [[H-'?'-Oﬂ otzto|E9| o|0|E FHZAL & 4 gl&LICH CHAlo]
Z2to|ME FofM ot7to|2 HIEIHO|HE RXIE o U&LICH KHAM[EH LIE 2 Amazon S3 GlacierOi|

K Ob7ol= Bte EHIg RHESHAIAL.

otztolE= HZAE &= gi&LICt o|0| YEEF o7t0|EH = LHEO|Lt MBS HEE &= eigLIc
eH

Ol7I0|EE YEEStE{™ HTTP POST HIAMEE AFE5101 &Y QLEE ot710|EE XMHEE = E9|
archives 5t%| 2laA0H MESELICEH Ol L&ol= of7t0|E HO|2E 3 7|2t M3 (SHA256 E
2[-s{Al)O] ZE k|00 6t H, SMo 2 of7t0|E MBEE FItE =& JU&LICh

T2

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>

@ Note
AccountId g2 =EE ARE AHE2 AWS AHH IDRLICE AWS H™E IDE X|'E35H7ALE 4
Eixo = B '-'(5t0|E)E XIHE = S?A'ﬁL—l Ct.0| 22 Amazon S3 Glacier= 2%0i HH3}
= O MA8El= At 3H 1ZE AWS HE IDE ALEEfLICH HHE IDE AH83t= E< I1Do]|
SlO|E(-2 ZEE =+ gigLct
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& nietolE
OlH 2o e @ melO|E{E AFESHR| &f&LCH.
23 -

ol TS BE ol Yekxiol @3 FlC| 2ol T+ 2 HILE AFSE LICH LSOl 23 o
=4 C
o

| =
CHEF REMIEH LIB2 S5 2

B sles Tl
Content-Length ) ) of
72| 3 7|(HtO|E) LIt REA[EH LHE 2 http://www.w3.org

/Protocols/rfc2616/rfc2616-sec14.html#sec14.132 & =54

A2,

Al =X}

7|2 2f: None

Mok =74: 9ig
KR LV - = M o1 B AJCHO| 4 Ad 04 of2

o C 5= i [=Nol =
description = E =§—0|'|_ o_l'al'o_l— EO|=|L—||:|' on_—E o0

HUt sl AEAE 2 E = U&LICH ofztolE A

oM MHO| 1Re Eee &LICH 2E QHER|E 71X

2 M= (Xt AIEHPOST jobs) &%) SEO 2 BHEHE|E= of 5}

ol=otct o] dHo| Z&EL|CH

7 EXtY

7|82kt None

MeF =74: MHS 1,024AHECH 2 74LE ZHofof &FLICH R &

£ EXs Mo ZEE MQIE 7HIE ASCIZ 3 SHME §

S| ASCII 10Z1=2k 32~126 EE= 16Tl 2f 0x20~0x7E ! L|C}.
x-amz-content- ] of]
<ha?56 H| 0|2 =2| SHA256 A| 2 (41 sHA)ILICH O] 22 x-

amz-sha256-tree-hash &llC{olM X|&StE it CHE

LICH.
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Amazon S3 Glacier TR 7H0|E

=E= ME Eh
7 EXtY
7|22k: None
M = edg
x-amz-sha256- ) ) of
tree-hash A X7 A&t 5HE HO|2E &34, & SHA256 E2|-SHAIY
LICt SHA256 E2|-5HA|2] 7|&kod| CHE REAIEH LIS 2 A=
o AL B E FASHAIR. S3 Glacier7t CHE H| 0|2 E |
Idg A Folls 230l HRELCH
7 EXtY
7|&22k: None
M = i
QLY EE
L E2E0s YE=F Clo|E 7 ZEELCH
ot
o -

S3 Glacier= Ot7t0|E& 28K 7|7 X% 5B A of7t0|E IDoi| CHEt URI Z2 & BHEHefLICH

-
HO

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier
Location: Location

x-amz-archive-id: Archiveld

o o7t ZEELICH LRl

0[0
it}
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JHeER 7Hol=

R3] A

[= N =) = o

Location )
MNE7 %Z71E ofztolE 2|4aA0] 4THE URI AR YL
7Y 2XE

X-amz-arc ] _

hive-id otzto|= IDRILICE O] 2 Location SIC{MIE Z & ELICH
8 4L

x-amz-sha N o,

I o e S3 Glacierol| A A= ofzto|E &3 A42lL|C}.

hash Y 2R

Amazon S3 Glacier 0|2| &! @7 H|A|X|of| CHEF RAFM|SH LHIE2 2 F
of| A
2% 0of Al

CHE2 ot710|EE YEESI=E F oM LIc.

POST /-/vaults/examplevault/archives HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:

0lo

it
1=
el
fjo
o2k
7]
Q'I_-
>x
FO

beb@fe31lalc7ca8cb6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60
x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4sldd6d3adaef@c85d2ff6309f1d4b520eeecda3

Content-Length: 2097152
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-

amz-glacier-

version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

ofzlolE Y=
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<Request body (2097152 bytes).>

SEo o

oreHet Zro| d& ™2l Eoll= S3 Glacier?t ofz+o|E20f| 8§ IDE 71X & + U= Location &l
7t Z&=EL|Ct,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe31lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/
NkbByEe jwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhgG6eGo0Y928il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTGlqrEXAMPLEATchi

b2d Ck

- L

rk
rio

Amazon S3 Glacier0f| A o}7}0|= X}
CHE OF7I0|EE O IHER LIF0{ YZE(HE|IE YZE)
Ot7t0|E ATM|(DELETE archive)

Amazon S3 Glacier2| Identity and Access Management(IAM)

E|E'|E|.L_L|-E ?—_-.IEE Xtod

|
CHE2 S3 Glacier0ll A AL & 4 9l HEITIE Y2 = FhedelLict,

S|

« HE|DIE Y2 = SEHDELETE uploadID)

« HE|ZIE Y2 E 2FZ(POST uploadID)
2EC A

- HE[ZIE |ZH(POST multipart-uploads)

« HE|ZIE Y2 E =5 X 3|(GET multipart-uploads)

« IE Y2 E(PUT uploadID)
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HE|IIE Y2 E SEHDELETE uploadID)

A

= o

HE|TE H2E AU I8 2 WYols YR E IDE AHE HE|INE YR & SHELIC
HE|IE Q2= SH 2o 433 2ole UZRE IDE MB35t FIMMQI IEE Y= =5t HLE Ot
E Ay +¥8E = gLtk 22 E HE|NE Y2 == SHo| 27tsELICh 28U olo|l SEE
U2 = dAXMe R FHOo| 7HsELIG

HE|TE HZ o CHEF XEMIEH LIE2 CHEZ OfFI0|EE 08 MEZ LIF0{ YZE(ZHE|TE Y2

2
HE|IIE YZEE SHSItdH EE9 multipart-uploads 52| 2IAA URIZ HTTP DELETE 8
£ 21 §Y UE[LHE YZE IDE URIC| YR ESZ AEHF AL,

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
AccountId Zte =
BiMo 2 Ehel -
= o A 8El= X

=
o
3L0IE(-)8 ZEEY + ¢

23t HXo| AWS A IDYLICH AWS AKX IDE X|&SH7HLE M
X|&& = l&LICH 0] B2 Amazon S3 Glacier= 2 0{ A A5}
S HX IDE AEELICH A IDE AF83tE B DO

53
S |m

Ol 2¥2 2% utet0|IEHE A8t ef&LCH.
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A 5H
O] 22 2 E Zrdof UEH™MOl @3 FHDH AL EFLICH LBl @ o CHE LIBR2 28 2
el MME BFRSHMIR

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
SEEE
O| 2 CHE 2| SHO Yitxel SE P AFSEFLICH LEHAel & 3o CiE LI82 38
SE & M2 EXFHA 2.

o[
QE oAl

CHZ ol o A|oME EHE|TE YZE ID 2[AA 9| URIZ DELETE RE™O| M&ELICH.

DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

SEol o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

- IIE YEE(PUT uploadID)

HE|ZIE 2 E 2t (POST uploadID)

« HE|DIE Y2 E 55 X 3|(GET multipart-uploads)
« IIE =& Z3|(GET uploadID)

- CHEZ 0}7}0|EHE 04 IHEZ LI+ 0| YECS(HEIME HEE)

« Amazon S3 Glacier2| Identity and Access Management(IAM)

HE|ZE YZE= 2tF(POST uploadID)
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-

ot7}0|E & o{E 350 S EO| XME st LI S3 Glacier’t MEH| &/ &l of7to|E E[AAQ| ofFt
O|E IDE EFEtEFLICt of7t0|EE YZ =St LA LSO ot70|E & JHX{2c{H gHetEl of7tolE
IDE XMZ&afiof &rLCt.
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O|2 o{MZElolA Zf ZETL X[ete X2 &E & JUXS Y &2 XIEE U ol %5 ot7to|
BHE o2 il S3 Glacier= FHE LI He|o| RFE AAFLICH olmf, +&& He7t /}= 8
0| S3 Glacier7t @7 E pretetT HE|IIE Y2 E 2tz 2ol SEHELICH

HE|TE M2 E 2r2 U2 HEHS AELICH MEtM X Hm HE|THE A2 E 2tz HHs 43
S=Z 0tEl & B7(ZF Lol SYUE HUS CHA| 2 E6HE B20lE U0l SSHe 2 Mdx|n U
Ol7t0|E IDE HFEHRfLICE Ol UIES|Z o2 Qlal 24Z20| SEHT|7HLE 500 M 27 7+ & dst=
F20| REFLICL OliE UE|ME YZE &7 22 BESIHEE $5 of7t0|2E WHstx| &
T SYEt otztolE ID7 P&LICH B, HEIME H2E 22 FolE IIE S5 X3 HUs 2 &S +
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HE|DIE YECEE A2 52{MH Y2 E A @%of CHEt SH 22 HTTP POST 2% 2 S3 Glacier7t
MMEt Y2 E IDO| URIZ MEEAML. 0l & Al A2 URIQE SLELICE Ol Hedt 3
£ sl 2lol = M*|| of7to|E 2| SHA25 19} otzto|E o] & I 7|(HIOIE)E & =
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-
MO

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
Xx-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

(® Note
AccountId ZI2 EEE AR A™Ho AWS AH IDYILICH AWS A IDE K|-HEHHLE M
Eido 2 HHRl'-(510|E)E X|HE £ &LICH 0| B Amazon S3 Glaciere= 30l M st
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ol M X[ TA| o702 2 SHA256 EE|-3HA|2t UX|ete B0l S3 Glacier= Ot7H0|EE EEo0f|
FIHELICH et SH2E2 MEH F7HEl ot7tol2 E[AA 0| URL ZE2F E7H HTTP Location il
HE gHEHEiLICE ofztolE 37| £ &AM 21 SHA2560| YX|5tX| f2 T S3 Glacier’t 2LFE
HFEhslD Y2 C = OjetE AFEHE SX|BFLICH HX|0F LESof of7}0|EHE AMEX{o 2 MAE £ 9
XHEE Hetdh gIo2 HE|LIE (YZ2C §t2 HU2 MMAIZE £ JELICH HE|DE YZC T &=
1 4= S3 Glacier’t Y2 E IDE 3|&LiCt

=
(=

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
Xx-amz-archive-id: Archiveld
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O|H oAM= HTTP POST EO| HE|IE YZE A|ZF QMO Z HiEtEI URIZ S ELICH 2™
ol ME A o710l 2| SHA256 EE|-HA|QF & of7t0o|lE 37|18 25 X|&EL|Ct.

POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffcOf54dd5fdd66b62da70d25edacdd
Xx-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
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HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEe jwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImMD12yEZONi5L260mwl12vcs@1MNGntHEQL8MBfGlqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImMD12yEZONi5L260mwl12vcs@1MNGntHEQL8MBfGlqrEXAMPLEArchi
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- HE|IE 2= SEHDELETE uploadID)
2=

- HE|ME YZE 52 X 3|(GET multipart-uploads)

« IIE =5 X 3|(GET uploadID)
- 22 0}7l0|EHE 0 IEZ Lt 0| YEC (HE|DE Y2 )

- Ot7I0|E AM|(DELETE archive)

« Amazon S3 Glacier@| Identity and Access Management(IAM)

HE|IIE Y2 E A|ZH(POST multipart-uploads)
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POST /AccountId/vaults/VaultName/multipart-uploads

EE9| multipart-uploads
FotH, SMo =2 ofzlo|lg M™

Host: glacier.us-west-2.amazonaws.com
Date: Date
Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
x-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize
® Note
AccountId &2 SEE AR A™E AWS AY IDYLICH AWS AE IDE R8st 7LE
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HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId
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POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-archive-description: MyArchive-101

x-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

SEol o

S3 GlacierE HE|IIE HZE Z|AAE MM £ EEO|multipart-uploads 5t ElAA0 F7}
gLICH Location 8% o= HE|THE YZ = IDO| CHEF & CHA URI BE7F Z & E|0 JU&LICE

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

JHE mE HZ o et REAMISH LI 2 THE 92 = (PUT uploadID) EHHE R XSt AAI2.
BHd EH

I} E @2 = (PUT uploadID)
. HE|DIE ¥z 2FE(POST uploadID)
S EH(DELETE uploadID)
C S5 Z 3|(GET multipart-uploads)
Z|(GET uploadID)
I X|(DELETE archive)
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» Amazon S3 Glacier2| Identity and Access Management(IAM)
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ItE 55 Z3|(GET uploadID)
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multipart-uploads)) BtetEILICH MO 2 marker 2 1imit It2tO/EHE XIHE = JU&LCt

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01
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HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts"
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
1,
1,
"VaultARN" : String
}
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CreationDate
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LE 3 7|(HIO|E)ILICt o] 37|= HE|ME YEE Al @Ho|M X|He 2kt S UeLct

o2
IS

. =Kt

=

E

HE|ME U2 O| IHE 37| SF|ULICH BHYEE[= ZF ZX|= RangeBytes & sha256-tree-
hash O|&/gf HO{2 T4 EL|C.

S Y
RangelnBytes
It EO| HtO|E (el &ehat 2Lt

82Xt

SHA256TreeHash
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72X

VaultARN

HE|ZIE UZ =7} A|EE|= 2E 9| Amazon ElAA O|F(ARN)ILICE

78 X
*F

Amazon S3 Glacier 04|2| &! @ F MA|X|0of| CHEF REM|EH LIE2 2 F SH MME EXSHMR.
of| A

OiA|: HE|ZIE YEEO| otE 5§ T 3|

Cl2e YRCslE ZE TtEQ| 228 X 35|65t od|A|QLICt. ofgl oilX|l= HTTP GET 22 T =
Ol HE|DIE 2= o| HE|DE YEE ID URIE A&t %|CH 1,0007H77H K| HEE dhetstL|ct.

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

SEol o

S3 Glacier7t 820M X|HE HE|IIE UZ2E Dt PZAE[0{ YEEE = 2
MM E THET| 27H# LI BHEtE|E Marker EE7} null 2tE Z7| {20l HE[ZIE ¢ |:o1|
Holle MEJ} O Qittes R

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

toh

EEES

i
Ml
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Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM51VylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVInRHaPjUIddQ50xSHVXjYtrN47NBZ -
khx0jyEXAMPLE",

"PartSizeInBytes" : 4194304,

"Parts"
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "@ld34dabf7be316472c93blef80721f5d4"
1,
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "0195875365afda349fc21c84c099987164"
3,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

OiMl: HE|ZIIE YE2E9O| ItE =5 Z3|(Marker ! Limit Request Zt2t0|E{ X|&)

CHe2 HOIXl HUS AFSSH 2Tt 8 XBHsts WS LIEHH oM LICh of2H GRS HTTP GET
232 I% 50 YE|ItE Y2 co| WE|THE Y2 ID URIZ MSHD THE 170E BHEFELICH 1t
= S5 AlE IE0k 3 Wil narker BE0IED) XIYELICE, O/F S 25 £3) 230l 81

A
ol A marker 7I% 7txE —’F =) |EP T8 O 01|7<1|01|A‘|= limit EPEPDIE-UP 12 d¥E[of otE

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
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SEol o

S3 Glacier7t SEH0iAM X|HE Tl & HE|TE U2 ID AZAE|0{ Y=EF 1t
Ct.

|m
I
i
mo
e
i
o
r

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQUO-Qb3B9j3TITf7WajqQ",
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@ld34dabf7be316472c93blef80721f5d4"
1,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
2 o

HE|ZE 2= A|ZHPOST multipart-uploads)

- IIE Y2 E(PUT uploadID)

« HE|ZIE Y2 E 2tZ(POST uploadID)

» HE|ZIE Y2 = SEHDELETE uploadiD)
=5 X 3|(GET multipart-uploads)

- CHEY ot710|E2E o2 MEZ LIF+0{ YEC (HE|ITE YZEE)

« Amazon S3 Glacier®2| Identity and Access Management(IAM)

i
M
Jin
Jh
[
oh

API 471 2012-06-01 454



Amazon S3 Glacier TR 7H0|E

HE|DIE YZ = S & X 3|(GET multipart-uploads)

AMOH
= o

O|H HE[IIE UEE AU ME §H EE0|M Tt 5 HE[ME U2E S5S EAELICH TIY
=0l HE|DE °'|§EEF HE|IE 2= AIZHPOST multlpart uploads) EO 2 A|ZHE[RFX|Tt O &
2tRE[HLE SEL|X| o2 HE|DE Y2 E LELICH HEIE 2= S5 =30 Uit SH2=2
Hbete|= EE% Ml &l &= M7t ei& LIt

HE|TE YEE S5 3| Y2 HOo|X| i E X|HELICH 7|22 0| 2o dtete|= -
E|IZlE 2= == Z[CH 507HULICH SH 2292 marker EEE &4 01504 S5 2 #H|& 0[0{7t
= 0771 QJeX| At oiof gLICH E=0| Ol gle BRHl= marker EE7t null 2f2 #&LICH

marker 7} null Zt0| O
Glacier)7} 0| HE|T
IEt0|E 2 HE|IE EE SE QM st H o T

|I11 I'\_

717224 Amazon S3 Glacier(S3
HHEHSE OF7 2o 2 AME marker 9%

_'_

£ Z3|5t24H GET RS EE 9| multipart-uploads 3t 2lAA URIZ ™
marker & limit Tt2t0|EE X|™HE = U&LICH

OE2 T AAHE

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01
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® Note
AccountId 2 EEE A F8 AHS AWS HE IDRILICEH AWS A IDE XI5 HLE M
EfX{O 2 CFQ '-(510|ZE)E X|XE £ Ql&Lch | 32 Amazon S3 Glacier= 301 A3}
= O ArE 2= AHd 381 AEE AWS AE IDE AFS & LICH AE IDE A835t= E< DO
StO|E(-)2 Z&E = i&LIch
Q% metolE
HE MY e
limit ) ) ) oL
SE 2o = ttetr|= 2|0 Y2EE =& X|-FELICt o] ot
O/EE XY x| oM J2E S5 = 35| 2140| %[CH 50747+ K]
U2 EE greteruict.
Y EXL
Mef = x4 W gh 1. 2o ¥ 2k 50
marker ) otLI2
H|O|X| o M8l EF Bt EXFFILICE markere &
EE 55 Z3[%t AI’“EI" U2 E X|HELICH Ol dE2E
F8 23| 80  marker 22 7tXZLICt marker= O
UEE =5 T3] 0| AlzHE Z0tof HO|X|E H|&35HA Of
740k &t= A<0f 2t F=7HEHLICE.
Y XY
MeF =4 gig
™ 3
O| U2 CHREEo| SEHO| et SH SHE AASELICH LBl SE slHof CHet LIE2 38
SH s MM FE5HMR
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HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Marker": String,
"UploadsList" : [
{
"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String
},
]
}
S5 5l
Ol 2td2 CHRE ol 8Eof et SE SHEH AFSELICH Bt SE slHol| Ciet 82 =&
SE &l MME FZSML.

-

JSON 8H 2&0l= &1t 22 JSON 2E7t Z e Euch
ArchiveDescription

UE|THE UZE AIE 0| X|Het ot7to|E dEILICH HE[IIE U2 E Al E 0l A of7t
Z

ol MAEZ X|H5HX| &2 42 0| 2EE&= null ¢t2 4 &Lt
S 2AY
CreationDate

HE|IE L2 =7t A|ZFEl AZHUTC) L.

HE|DIE HE2EE S5 T35 API {71 2012-06-01 457



Amazon S3 Glacier TR 7H0|E

738 EALYULICE 1ISO 8601 M B4 ERAIYE ERAQLICE of:
2013-03-20T17:03:43.2217

ob7
Zntof HOo|X|E HASSHM Oi7|= XIHE LIEHE 25 EE EAGEQLICH HE|IIIE YZ2E 55
=3 QM2 MEA ML T markerE A835t0{ EE20| YR E FIIE JIMSULCH e o
REJH Q2 B9 0l 22 nulluch

(POST multipart-uploads) L &M X|H5t= ot
At

o &t 3 7|ULIC} obx(e ot E
E Melstn YZELR|E ntEQ| & 37(0|7| R0l ol 2 7|ECH T

E
£ vk A&

MultipartUploadld

HE|IE Y2 = IDYLCH

0II

8 21ty
UploadsList
HE|ME Y=Z = Zixof CHE HIEIH|IOIE S/ LICE o] S5 &=52 242

ArchiveDescription, CreationDate, MultipartUploadId, PartSizeInBytes,
VaultARN S2 28 35tod SHEslE YZE9| 0|8-2t mHof Zigtez T HELICH

S8

VaultARN

olz7to|E 7} ME E|= 2 E Q| Amazon 2lAA O|E(ARN)ILICE.

78 X
5
Amazon S3 Glacier 02| 2! @7 HIA[X|of| CHEF REM|EE LI 2 2 F SE MMHE & XFHHIR
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01| Al

oA 2= HE|IE HYEE S5 X3

CtE22 2E0M 21 3¢l Z& HE|IE U2 S5 E T 35(5t= oA YULICH O[H oMo M=
HTTP GET 30| X|HE EE9| multipart-uploads 59 ElAA URIZ MESELICH 280
marker It2t0[EQ 1imit Zt2tOIEHE XIASHK| eE 47| HZofl ZICH 1,000707 x| Tl S ¢l HE|m}
E Yz 7} ghekElL|CH,

LHE oAl

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

SEal o

S3 Glacier= XHE EE0|M T 52 D E HE|IIE YZ=0| SE S SEOf| A BHEHENLICE.
marker 2E7} null 20|22  O|& SEE2 3|8 Y27 Qict= A& o|0lFLICt.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T23:20:59.130Z2",
"MultipartUploadId":

"xsQdFIRsfJIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dM@Om4RUz1aqoEyeb6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
1,
{

"ArchiveDescription": "archive 2",
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"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
.
{

"ArchiveDescription": "archive 3",

"CreationDate": "2012-03-20T17:03:43.2217",

"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

[

oixl: B2 HEIIE Y2E 25 =

tol

CtS2 | o|X| ofHE2 AtE8H At =8 HMetst= WS LIEHH oM LIct o oMol M= HTTP

GET 30| X|HE EE9  multipart-uploads 3t9 2lA&A URIZ MSELICEH 8 1imit THEl

O/E7} 12 M™EE|o] U&LICE Ol SEoM etetk|l= Y2 E 711742 MEHElcts 72 2|0l5HH,
marker It2t0|E= Btet 50| A& L= HE|THE (2= IDE LIEHALICEH

LHE oAl

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJr20CW2AbZBKpRZAFTZSJIMtL2hYf8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

SE2ol o

jo
olo

Amazon S3 Glacier(S3 Glacier)= X|HE SEMAM T S £ 74 0|5te| HE|IE HU2E =5
oM gtetet=0l, XI™HE o7 E AlZsto] Z0HE F 70 ghetgrLct.

HTTP/1.1 200 0K
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZzFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWwBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

-

2 E AlR(POST multipart-uploads)
(PUT uploadID)
E 22 (POST uploadID)
E ZEH(DELETE uploadID)
IE 5 & ZX3|(GET uploadID)
- I8 OI7I0|EHE O EZ L0 Y= E(HE|IE H=L)

e
m
_t:.l
[m
In ]I_._

« Amazon S3 Glacier2| Identity and Access Management(IAM)

It E Y Z E(PUT uploadID)

>

404
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O|H HE|ZE A

IA‘I" ot7to|E MEE UZEBLICH HE UZ2E QENM HZEEE
Ot7}0[= 04 R

.I

ﬂ
OIE 121E XIHst7| IE0l o7 0|2 IE &= =AMoi| 4 telo] ¥=Eg = U
o= El‘EE A2 Cst= 74 JisehLct HE|IIE U2 oA YR ES 4 Q)
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HE|IE YZ o CHer XMEH LIE2 CHEZF OtFI0|EE 08 MEZ L0 Y2 (ZHE|TE U=

Ct2 27 & & 7HKI2tE AtAIRI B0l= Amazon S3 Glacier(S3 Glacier)7t AF8 XIS IHE LHZ2E Q
Hg HEELC

« SHA256 EE|-Al7} Lx|5tK| E&LICH THE CIO|E7t & & & E|X| =5 5l2{H THE Q]
SHA256 E 2| S{AIE H4tsto] o F7t6H0k g LICt. S3 Glacier?t IHE G| O|E{ =411t &7
SHA256 E 2| S{A|IE A&tgFLICE ol & SHA| 2tO] [ x|5tK| et 20| @ FE SHEELICEH
SHA256 E2|-3 AlQ] H|4atod| CHEF REAIEF LI 2 A4 A4 BHE HESHAAIRL.

« SHA256 M3 SHA|7} LR[GHX| &t &LICtH HEt Fodof ER36t7| 2o YEEE HMA Ho|2=
SHA256 M& SHAIE H4tEh = 3o $7+°.=.*LIE+. SHA256 M s{Ale| AHlAtoll CHEE REAIEH LH%
2 M3 AL B2 HESHAARL.

& LC:

« IIE 3 7|7t UXIGHK| et&LICt OrX|2 ZItEE Melstn 2t ES| 3 7|= alieste HE|IIE (=2
= A|ZH(POST multipart-uploads) 280 X[&8t 37| BF=E Al 2 X|5HoF & L|Ct. OFX|2 o E 9|
37|e XHE 3 7|2k &L ZHofok g LCt.

® Note
HE|ME PEE Al @E0IAM X|HE 3 7|2CH oA SA|of OHX|2 THETJ} ot THE
E dECsts B0 E YZE QY2 3oz AAFLICL 5t X[E o] HE[IE
Y= 2tz 0| ddE|X| &Lch
9|. ot

- H7t HX| h&LICH ROl HIO|E He| Zto] sHE 5t= Al QEAM X|HEt otE 37(2 &
X| et&LICH 0 & E04 277} 4194304H0|E(4MB)Q! THEE X|HEICIH R &8t IIE HRlE=
0~4194303H} 0| E(4MB-1)2} 4194304(4MB)~8388607H} O| E(8MB-1) I LIC}. g =
2~6MBE M’H5tM He|et TtE I 7|7t X[ Qlot YEETI @R E SHE[1 BrLCt.

O|HTTP PUT 2 HE|TIE YZE A|E Q&AM HHEEI Y2 E IDO| URIEZ MESEHLICH S3
Glacier= YZE IDE AI85104 IIE U2 EQ EX HE|TIE ?QE
Cllo|E{2| SHA256 E2|-3HAl(x-amz-SHA256-tree-hash 3i|),

I
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Al(x-amz-content-sha256 3l), HO|E ¥ 2{(Content-Range 3lH), 22|11 HIO|E Ee|o| IIE
Zl0|(Content-Length 3ll4) 7+ Z & =|o{ofF & L|C},

?.

HO

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

x-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

(@ Note
AccountId 2 SEE A Re Aol AWS HE IDYLICE AWS HH IDE K| 8t 7Lt 4
Efx{o 2 [l '_(510|E)E X|ME £ 9,!§L,||:} 0| B2 Amazon S3 Glacier= 301 M3}
£ O AFEEl= At 31 A2 E AWS AE IDE AFSELICH AE IDE A8 35t B2 DO
StO|E(-)2 Z&E = lsLich

ol &ie 93 metnlelE AL sHxl et Lch

Ol Btgie BE FHefof ARl 2 siH ol C+e 2 SICIE ASELICH Yksiol 9 Fciol

| = | o
CH RHAISH LIS 2 28 28 3ic| BHlg AZstAlL.

HE M =
Content-Length oL

I
Ml
2
u
In
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A = s
7|22k None
Mok =74: gig
Content-Range of
O| ItEo| YZ=Z oM E2IEl ol7I0|E Q| HIO|E
HRIE AlELICE S3 Glaciere= 0| HEE A5t
04 O}ZI0|EHE MHSt =AZ o{dEZIELICE O]
2| 842 RFC 26162 MHELICH &l HME &
™ Content-Range:bytes 0-4194303/
3 ZrgL|Cl
8. EXY
7|2Zk: None
M = Hel= HE|D E YEEE AIRE M x|
Mgt otE 3 7|2t 2 £ i&LIC
X-amz-content- of|
<ha256 AUZ EE|E= HO|ZE 2] SHA256 &I A(ME Sl Al)
elL|C}. O] 22 x-amz-sha256-tree-hash 3
HollM X|H5HE gtk CHE LICE
7 EXY
7|22k None
Mok =74: glig
X-amz-sha256- of|

| = = 1|43
tree-hash 22 E £|= OI0|E{2] SHA256 ECI-SHAIE x'fhul

LI}, SHA256 E 2|3 Al2] Al&tof CHEH KA
2 FAM AN IS AL,
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http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.16
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o E U2 =7t A4Z5H S3 Glacier?} 204 No Content 2EE HhetstL|Ct.

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier
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PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacb087002a99a5f48bf953
Xx-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b00c3643d03d14cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

Cle ItEE UZ =8 T Mits &L 5HX|0F (dZ E & 1} E o] SHA256 EC|-SHAIE MEH Al
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PUT /-/vaults/examplevault/multipart-uploads/

OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f1l0e02544d651e2c3ce90as4307427493
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b00c3643d03d14cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date;x-
amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

E7t YEEER|E =M 4 EeiXIE S3 Glacier7t 2t IE Q| M| MAA S ALE5t04 ofHlER =ME

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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x-amz-sha256-tree-hash: c06f7cd4baacb@87002a99a5f48bf953
Date: Wed, 10 Feb 2017 12:00:00 GMT
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GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01

(@ Note
AccountId 2 EEE 4 Re AH2| AWS HHE IDRILICH AWS A IDE XI5t HLE
Eixo 2 CHl'-(510|E)E XIHE = %!ﬁL—I Ct.0| 22 Amazon S3 Glacier= %0 HH3}
£ Ol Ar8ElE A4 3E AZE AWS HE IDE MEFLICE #HE IDE MEst= E< IDO
StO|E(-)2 ZEE + gLt

(® Note
RH0|A JobIDE MEFSt= ARz EH SEM A MLl e ZE HYES =
=0l HHEHEILICH Aol 2% Z2l0) Ciet AAE LIS E Ao 2% Z3I(GET jobs) HEIE HE
SHAUAI2.
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HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"Action": "string",
"ArchiveId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {

il
I
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"AccessControlList": [

{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
iy
"Permission": "string"
}
]I
"BucketName": "string",

"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
I
"UserMetadata": {
"string": "string"

1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"

}I

"OutputSerialization": {

I
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"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
1,
"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",
"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
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ArchiveSizelnBytes
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CreationDate
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£&:1S0 8601 ™
InventoryRetrievalParameters

HRA7E XIHE QHEE| 7HK 270 AAE =l= 3 mhEt0lE L.

£&: InventoryRetrievalJoblnput ZHA]|

InventorySizelnBytes

Alo| EXt EFHQILICE 0d: 2013-03-20T17:03:43.2212Z
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LY 21y

JobOutputPath

£ &: OutputLocation Z4A]|

RetrievalByteRange

O7t0|E 7t X2 7| 20| M 7t X2 = HIO|E 8 ?{0|H, &
"StartByteValue-EndByteValue"E [HELICt OI7t0|E 7IX{2 7|0 M HRIE XI™5HK| §fe
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H 370 12 i ZfLIct QIHIER| 71X 7| EE= MEH 2 = Ol E=7t null 22 #&
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98 SelectParameters ZHA|
SHA256TreeHash
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StatusCode
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GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

7tX 27| 2 e4o|Lt otzto|
: A .=1 Fo M8E[x| &2
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rr [c olo
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Action ZE Zt2 ArchiveRetrieval &lL|C}.

« ArchiveSizelInBytes EE= OI7t0|E 7IX 27| 2ol &5t= ot7t0|22| 3 7|& LIEHH
L|Ct

« ArchiveSHA256TreeHash EE & TA| ot7t0|E 0 CHEF SHA256 EE2|-SHA|E LIEFHLICE.
-

* RetrievalByteRange ZEE= XU A% FH0|M & sts HLIE LIEHLICH O|H Kol MHE

Al otzto| 2 & - LI

« SHA256TreeHash EE&= & AR Q™M & 5t= Wl CHE SHA256 EEI-SHAIE LPEP-”
LIC}. O|tH oAM= ArchiveSHA256TreeHash ZEQ SUsHL|CE O] 22 MA| of7t0|EE
M= 42 o|0|FLct.

« InventorySizeInBytes ZE &= Ot70|E 7t 7| & ol MBE[X| L7| HE 0| null gt2 %
&L|cH
= .

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: 419
{
"Action": "ArchiveRetrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi
"ArchiveSizeInBytes": 16777216,
"ArchiveSHA256TreeHash":
"beb0fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
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"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T17:21:39.339Z7",
"InventorySizeInBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": "0-16777215",
"SHA256TreeHash": "beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress."
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

OS2 QHEE| 712 7| rde| SH oM LIct CHE Atgol RolstAlR.

« Action EE Z/2 InventoryRetrieval &LIC}.

« ArchiveSizelInBytes, ArchiveSHA256TreeHash 2! RetrievalByteRange ZE&= QIHER]
7| Lo MEE[X| &7 EO null 2t 2 Z&LCt

- Q40| 0{M5| T F0|T CIRECE QIHER[I} & T5] & eIRt7| WZof
InventorySizeInBytes EE Z{2 nullL(CH 5tX|BH 2] MH 7 ™o 20| 2= |UCH
™ o| 2= £3 37(7t BretElLICt

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T23:18:13.2247",
"InventorySizeInBytes": null,
"JobDescription": "Inventory Description",
"JobId": "HkF9p607yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZz55yHgt5vP5472ShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
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"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591Z",
"CreationDate": "2013-12-05T21:51:12.2817",
"InventorySizeInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx-
BN3@JaBru7PMy01fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:127",
"EndDate": "2013-11-20T08:12:457",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS0t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUJEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},

« &4 E&4 71X 2 7|(GET output)
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« Amazon S3 Glacier2| Identity and Access Management(IAM)
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Hot C2EEstE 40l o4 El= 27|17t X838t Htol|E #He|of| k2t E2t&LICH 0 & £04 HtO|
E H?|E bytes=0-10485752 X|™st= dR0l= CtR*EE 37|71 1,048,576Ht 0| E0|0{0F & L|Ct.
MR ot7to|EE CHRZESHE 720l 04 3 7|E Amazon S3 Glacier(S3 Glacier)0i| 0}7H0|EE ¢
ECE Mo I 7|2t SUFLICH & ElE Z7|= &Y £3 71X7| SHMM SHE L BHetE L
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Glacier7t 5912 etE 8t % 24Al7H otolls SIRIER| &Y EAS CtRECE 4 UALICH
2H

e

2d 242 7 E{H HTTP GET 288 S8 20| output URIZ M&ELICH

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01
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(® Note
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HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
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JHeER 7Hol=

Content-Type: ContentType

Content-Length: Length

x-amz-sha256-tree-hash:

ChecksumComputedByAmazonGlacier

[Body containing job output.]
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Content-Type

Xx-amz-sha256-
tree-hash
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2 ELct

o}7}0|= H|O|E{ ZAL Content-Type application/octet-
stream QILIC}H

SE QHEZ|Y e 2HUS AlEStHAM CSV B4l @ SHRACHH
Content-Type2 text/csv@lLICt. 1 gol= 7|2Xo 2 2 E 2IHl
E2|7I JSON 4o 2 ghEtE|H, Ol Content-Type applicati
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{
"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [
{"ArchivelId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash":

+

String

EE QHERD| U2 A|ZE [ CSV(RIEZ #E2F ) A2 QHERUCIH 2E IHER|7F 2
2o csv @4l Z dreHEILICE CSV & Aloll= "Archiveld”, "ArchiveDescription”, "CreationDate",

"Size", "SHA256TreeHash" & €0| 571 Q2 M, Zf Ho| Hol=

s st=

JSON Z/=9} Zt&LCt.

(® Note
CSV BAIIAME SH W=7t 2R ER SoiM BHEE 45 QaLICH HE EE 2
MSE7 Z3E TEE 84 SN quM-I grErELIC ol & S01my archive

description, 1= "my archive description,1"2 gFeHE/LICH 2

ghEls geo 2

£ E0{my archive description,1"28& "

SEZ SoiM g

2E ZMSE EAts ool &2 Al EXtet & o|AFA O|Z XE[ELICE o
my archive description,1\"2"&, 22|

T my archive description,1\"22 "my archive description,1\\"2"Z£ Ht&tE

LICt W&elA| EXH= O|&A|0|Z ME|E[X| b &LICE.

JSON 8 &0

rr
o
mjo
A
my
rlo
[
wn
O
Z
1z}
In
N
Hel
o
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rC
[ul

ArchiveDescription
ofz}o|E=of CHEr AHIL|Ch
8.

Archiveld

N

HO

otztol|= IDQILICE.
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ArchiveList

ot7to|E MIET|O|E{e| BHERILICE. o] HiEE Fdst= Al
72| HEtC|OIEE LIEFHLICE.

mn

e ztzt EEof XE&E of7}0|E 1

S HIY
CreationDate

otzto|E 7} MHEE UTC Emet AlZHLICE.

28:1S0 8601 ™t EAlo| EXIE E3HQLICH 0f: 2013-03-20T17:03:43.2212Z

InventoryDate

EE #HZ 0|%F OIX|A2o R Y E 2E QIHEZ|O| UTC EMet AlZHILICE S3 Glacier7t 50
gt 2 E QHERIE ZH4SHXIEH OFX|2 QIHIER| O|F S Eo0f of7t0|E =T7H = AX|7t Qs
o

8 1S0 8601 ™ Ao BAMYE E3QILICH 0d: 2013-03-20T17:03:43.2217Z
SHA256TreeHash

ot7to|E 2| SHA256 E 2|-8{ Al L|C}.

N
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MO
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37|

otzlo|E 3 7|(HtO|E)ILICE.

oY

AI Ax|.

VaultARN
ol7t0|E2 7}K2 7|7  ™EEl Amazon ElAA O|E(ARN) ZlAAQILICE.

N

0%
MO

o
aT

5
Amazon S3 Glacier 0i|2| & @ F MA|X|0o]| CHEt REM|EH LIE2 2 F SH MME EXSHMR.
of| A

CHS2 ot710|E 7t 7] e &t ol Lch.
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JHeER 7Hol=

oxd 1: EHCR2EE

O| o A|= ofzto|E2 ZAAH =Hod A|ZF @ &of CHEt SE S 2 S3 Glacier7t 2438 O|O|E{ & ZAAHghL|CL.

L oAl

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CG16fuSm6VzWOT7esGQfco8nUXVYwS@jlb59qlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacie
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dcb540091b

SEal o

jobID/output

r_
12966f2a2

CS2 otzto|E 7tM 27| Bredo| SE ofM|lLict XS 2™ Content-Type &7t

application/octet-streamO|1, x-amz-sha256-tree-hash dlH7t SEoil &
Ch. ol &2 2E &Y olo|E{7t gtetElct= A& 2|0l

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb@fe3lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

F o] U&L

|>

ChE2 HEE| 7PX4°7| ol 3H oM LICH oM E 2 Content-Type slIEH7F

o
application/json®L|Ct. BBt 8EH O x-amz-sha256-tree-hash sEH7 £
L|C}.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 906

Fxlo] UX| ef&

N EH M7
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{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",

"InventoryDate": "2011-12-12T14:19:012",
"ArchivelList": [
{

"ArchiveId": "DMTmICA2n5Tdqqg5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5Qyj9xd1MCE1mBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Iwazsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a0b27b337da5b18988dbcc619a3e608a554ale62"
},
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuUyB4265Hs3AXj9MoATIhz7tbXAvcFeHusgU_hVi01lWeCBe®@N51sYYHRyZ7rrmRkNRuYrXUs_sjl2K8ume_7mKO_
uHEloHgaW9d37pabXrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z7",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3dsbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

ol 2: 22 EY CIREE

o

O| ol Ali= ofzto|E A &red AlZF @ - o CHEt 8H 22 S3 Glacier7t &gt 0|
gLCH 28 oIME 25 & Hmll 1,024HE0|E B 7R E = Range SIC{7 AFR £l Q& LICH.

L oAl

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

x-amz-glacier-version: 2012-06-01

xrol =21 JI M9 7| API E{% 2012-06-01 486
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

2EHo| of
CIS MZXQ 2E o|M|E E™ 206 Partial Content 2E 0| l&LICH 0] B2 S3 Glacier7}
HhEH5HE HEO|E HY|E X|H3SH= Content-Range SICIE SEO ZEELICH

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range: bytes 0-1023/8388608

Content-Type: application/octet-stream

Content-Length: 1024

[Archive data.]

bed T
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. X+Q{ MB(GET JobID)
£ A|ZH(POST jobs)

« Amazon S3 Glacier?| Identity and Access Management(IAM)

2rQ] A|ZH(POST jobs)

A

ko
=

®)

Ct

rlo
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R & 2| Amazon S3 Glacier(S3 Glacier) 2d& A& gHL|Ct
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« archive-retrieval: O}7t0|E ZH4M

. inventory-retrieval: 2E QIHEE| 24
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Ed o|HEo CHs EE0
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&3 g2 Zﬁﬂﬁ“’ ] AIZFE @& o SNS E=HR| X EtCHH
FLICH REAE 82 = E & 74 A&(PUT notification-
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Lsof ChEt RIS LIS S ST B2 Thelg AESHIAR.
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O}7t0|E 7} StartDate® EndDate AFO|OIA MAIE|IS M 2] AlZF @M 5 mietOlE] 2t

X|H35t0o{ QHIER| &5 7IX2 4+ YUSLICH O™ StartDate @Y EE= O|% EndDate O|F0f|
M E otzto|E2 7t Bt ElLICH StartDate 80| EndDatet @1245l 24 StartDate &Y &= O|F
off MAE D E ofzto|2 0| QIHIEZ|E 7FXK{ZLICt HHCHE EndDate 10| StartDatet @245t
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xtod A%t 2OIM Linit TEHOIEIS AXstod et QIMER| B2 48 ABHe 4 2laUh 1

213 XISE Limit7h%| QIME 2| # 20| QM E| 5Hed H2ofl ZHELICH AWE S| B=0| o
Zeols Aol HOIX|7H BHAZILIC A4S 0FEl # 5] MB(GET JoblD)S S5 $4 5 Alst

QHOIM ABSHE DS 2IY 4 UALICH DI7E OFS QIHER $22 7He s AISHS Ligt

LICH O &Hed AT £210| D4R &Y AR QHS ¥He MAs) TH QIWE IS HO|K|IER &

T 4 UALICH nulg BHEFSHE SHd AT DHAHE € THIHK] 08 AIBBLICH null2 AL E 4 2

S QIMIE R B0l T 014 9182 LiekkiLICt

Limit THEtOIEIS S 9| ThatOlEiet B A8 E 4 laLich

917} |8 obztolE 7Hxi2 7|

OF7HOIE FHKIRTI Obstolit TA| i HOIZ ASHEr 4 LI HIS XI%5H0d ofstol =& 7}
ME O R HH0IS EAIE ATHLIC AITEE HRIE HIIOI(MB)2 HREI0 L,

CHA| 25l 84| o| A|ZH Z2tO| 1IMBE Lt0{Xx{oF 5t11, #|e| Z2 Zt + 10| IMBE LtF0{X|7L} o}
7}o|= o Z 1t Zrotok gfLICt M7t X[HE otz 0|2 7t 7|7t H|7tHtO|E HEE [MEX| 2t M
400 SEO| gretElLICt O shof & £ JIX27|(21 Y £3 712 7|(GET output))& AF83H CH2
ECEst= OolEe May a2 7tXME{™ Hel7t EB[-HAIZ HEE[o{of g LICH EE|-SHAl HE H

?lofl cHEt REMIEt LI 2 CIOIE CHREE A &I o =4 CHlg FASAARL.

]]E

i

Ot7tOlE AM X US A M 2 EE2| Tier ZEOMOHE M4 & L

—_

£ x¥g + &Lt

- Expedited: M% HEE MEstH of7tolE S0 gt 712 2F
Ch 7H& 2 o}70|E(250MB+)E M|Qletn A& ASE

Ho| Eest AL, =7 do|E
A8 | A2
HIOIEt UM o Z 1~5& otof| AFE = U&LICH

E5t0 AMAE=E

- Standard: £Z HBS AS5HE & AlZt Lol 2E ofstol=ol UM AT 4 QlaLich EE H5S
A8 5t0f AMAHE ClOEIE Yo R 3-5AIZH hof AFSE 4 laLIch o] SME A
=

2 XYs5tX| fe &Y 3ol 7|2 SMYLCh.

Ol
Ijo
Z

« Bulk: '3 A& S3 Glaciero| M 7+&F XMz st HES2Z M HEIO|E EHR|o| CHE 2 CIO|E{ = X
28t HIE2 2 5t F tofl ZHAME £ QI&LICH 3 HSE AHE5lo{ M ASHE HIO|E{E YEHX o
2 5~12A|ZF ool AL & £ U&LICH

A% 9l 3 7kxd2 7|0l CHEt REAISH LIS S3 Glacier 0170|2744 EHedg R ESHAIAIR.
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42 A|ESHE{ HTTP POST HIMEE AI835I0{ Y @S EE9| jobs
C X

A
Ch. 8 O] JSON EMIAM & %o CHEt A HEE XIHELICH 2YH RE2 Type EEZ
XIEEL|CH ER3HCHH SNSTopic EEE X250 S3 Glacier7t 2] 2t 2 & &3 HIAIXIE HAIE
£ Q= Amazon SNS EZl& LIEFH &= U&LICE

(® Note

EZo| Exiet K| ot AR, L= HIA|IX|ZE Amazon SNSOf| HA|stE{td EZIS =% MAdsHof
g LICH S3 Glacier= AFEALE 25 ETE MM5HK| et& Lt EZlol= EFEA| S3 Glacier
EEO|WAES LI HEHO| 2lo{0F ELICt S3 GIacierE EE7t EEE AAE HEHo|
=X| QIS x| f&LICt HEto| 2HIRE FAE[0] UX| §fo™ 20| A EE|HEt: L E HIA
X7t =AEX| et 8 == A&LICt

T2

CIZ2 &Y AlEFE 28t 2F F 2Lt

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

"jobParameters": {

"ArchiveId": "string",

"Description": "string",

"Format": "string",

"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"OutputLocation": {
"S3": {

"AccessControllList": [

{
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"Grantee": {
"DisplayName": "string",

"EmailAddress": "string",

"ID": "string",
"Type": "string",
"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
I
"UserMetadata": {
"string" : "string"

1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",

"QuoteEscapeCharacter": "string",

"RecordDelimiter": "string"

iy
"OutputSerialization": {
"csv'": {
"FieldDelimiter": "string",
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"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

iy

"SNSTopic": "string",
"Tier": "string",
"Type": "string"

(® Note

AccountId ¢S £
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SIO|E(-2 Z&E

T i

0

20 0F [
o> & oup b
o4
M
H

%omglm

FO
0

=
[

HO

FO
0k

28 E
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jobParameters
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HEE x|Hst7] @
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: jobParameters Z4%]|
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2
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T
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T

S3 Glacier7t 2t S ddeLICt SEHSE 5 URIE BHEHELICH.
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MO

HTTP/1.1 202 Accepted

Mol AWS 7S |D°'|-—||:|' AWS A IDE
|28 =~ & LICH O] AL Amazon S3 Glaciere
AWS HZ IDE Al2&LICt A IDE At23stE Z <2 Do

K| &A&35H7HLE M
Lo MHS}
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x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

== e
5 [ A
Location
xto{o

| &CHA URI Z=LICH O URI B2 E ArSal 5 EHE &otE =
.l

= =
UG LICE REMIEH LHE 2 %] HB(GET JoblD) EHHE FH RSt A,

Xx-amz-job-id | - o L
L|C}. O] 242 Location sl = Z &= L|Ct.

]IO

X-amz-job-

AMEH 7471 XC|= O|x ol 74z o
outputopath = ATV KMFEIE AAxintxiel B2 elLic

Ol &t dolli= BE S3 Glacier 5¢{0f Y02 Walst 4 9= ©F olof C+g 2 FE ZEELICH

Amazon S3 Glacier®| @ /0| CHEt AHMIEH LD @7 ZE FSE2 2F SH MME EXsHML.
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= HH HTTP 8#Ef 2 #E
=

InsufficientCapaci & EE MElgd = A= 8F 503 Service  Server
tyException o| X3t Z<of Et2tEILICE O  Unavailab

LRE ME Mot ME e

®EZE L E3 KLl

ME || et&LIC.

Of| Al

QA ofA|: ol7t0|E JK{ 7| EHd A|EF

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

"Type": "archive-retrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi

"Description": "My archive description",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

CI22 2% EF9| RetrievalByteRange ZEO0|M 7K 2 ot7t0|E HRE X|H35t= 0l M LICH.

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",
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"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" "Bulk"
}
SE o
HTTP/1.1 202 Accepted
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p607yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
LY A UHER| 7t 7| 2 A%}
Chee QHE R 7H27| X2 AlEHstod examplevault 2EO|AM ofstole = en

Od| A & L[}
= 742 o|g|3

=
HEE

FL|C}.

0l FormatO| CSVE MHE|o{ o2 OIHIEZ|7} CSV

POST /-/vaults/examplevault/jobs HTTP/1.1

Host:

x-amz-Date:
Content-Type:
x-amz-glacier-version:

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

glacier.us-west-2.amazonaws.com
20170210T120000Z
application/x-www-form-urlencoded

2012-06-01

S52 7K
VvV 84lo 2 HhetElnt

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"
}
SE2l o

HTTP/1.1 202 Accepted
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date:
Location:

Wed, 10 Feb

2017 12:00:00 GMT

/111122223333 /vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP547ShjoQzQVVh7vEXAMPLE jobID
Xx-amz-job-id: HkF9p6o7yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP547ShjoQzQVVh7vEXAMPLE jobID

THIOIXIE 27| fiE 54 2™ AI’S.*E*L—IEP.
2 gm EEHZ S MEst 20 =& HYstod =
LIk

"ArchiveId": null,

"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",

"EndDate":

"Limit"

[
N

"2013-12-05T21:25:427",
"10000"

CHS 2 =re] MY(GET JoblD)0IA 7HX{2 OFHE
Aol of| M| LC.

"ArchiveId":
"Description”
"Format": "CS
"RetrievalByt
"SNSTopic": n
"Type": "inve
"InventoryRet
"StartDat

"EndDate":

"Limit":

null,

: null,

v,

eRange": null,

ull,
ntory-retrieval",
rievalParameters": {

A&

e": "2013-12-04T21:25:427",

"2013-12-05T21:25:4272",
"10000",

50 C}S QIHIE 2| 3= H|0|X|E JIK{QLE &
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"Marker":

"vyS0t2jHQe5gbcDggIleD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0Su
+

[}

SEalof

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54Z7ShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p607yjhFx-

K3CGlefuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54Z7ShjoQzQVVh7vEXAMPLE jobID
x-amz-job-output-path: test/HkF9p607yjhFx-

K3CGlefuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP5472ShjoQzQVVh7vEXAMPLEjobID/

B oo

o Zred MB(GET JoblID)
=5

« %9 &2 7Ix{ 2 7|(GET output)

« Amazon S3 Glacier2| Identity and Access Management(IAM)

(® Note
Amazon S3 Glacier(S3 Glacier)= %[0 O+Fl 242 A A|I6H7| T YA 7|zt R XISHR[EF %]
SHo 2= HERE AYUS AXELICH HEE HY EHR2 71X S = JUSLICH 22 E FHY
ozt sz O|F LM 7(|ZH2 |X|5t7| {2 &Y &t=2 L E HIAIX|E =X[ALE & i Cf
22C AZ7t MUistHEtE &Y £E42 712 &= U&LCh o|& 501 0t710|E 7tX 27|
A Z AlZtStod of7t0|EE CHR EC BTt 7Y Sk &LICH 5t X|BH 2Hd0| ’F= £|0{ 0710
SRS
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o grck. ofgde AlLtE|20ME A
A
T

List Jobs &2 H0|X| DA R|ErLICt. [t &4 Marker ZEE &Ql5
2 =38 ol o gie™ Marker 2E7t nullZ2 MY ELICH 58§22

Marker EE7} nullo| otl gfe = M E[o O g2 =5 m|o|x| Di&of

Ch S YoM AR E|E 2t SE 2 gHEHsl2{H marker 2% IH2HO|E{E 0| Marker MM
7HM2 Y 24Ol List Jobs 2= MHFLICH

Q&OIM Limit TEt0EIE XIBEHH SEHOR YetEls 20 5] £8 ety
Bh2 507HILICE BHEFES AHed 47} of7|of M ABIsHE M Bt Zti2C B2 4 UXIBH RIF gte &1t
3 &
= T

E EI)AEL’ltl'.

Edt MO Z statuscode THEHOIE] EE= completed TI2HO|E{E, £2 E CIE X|H5t0od HHEtE =
M SE52 HEE =L A& statuscode T2HO|E{E AF8 3 InProgress, Succeeded
EE= Failed M EHQF LUX|5te YD Bttt =8 X|1HE = J&LICh O 2|0l completed Tt2t0O[E
E ANES5tH 22 E & U(true) E= 2R E|X| 42 &Q(false)dt BHEtst =& X|HE = Q&LICH

H
T=E
ZE R &Y S5 2 HtetslciH GET RLEE EE 2| jobs 5% 2|44 URIZ HMEELICH

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note
Accountld Z/2 EEE AR HHol AWS AH IDYLICH AWS HH IDE RIH5H 7Lt o
iMooz B -'(5t0|E)E XIEE + U&LICH 0| B2 Amazon S3 Glaciere 201 A st
£ O A8 &= At 53 A4 E AWS HH IDE MEFLICH HE IDE MEstE B IDO
StO|E(-)2 ZEE + &L
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J
[
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23 sl
ol i Ch 2ol SO UpRiel SE SICiEt ALSELICH UBtxiel S& slCiof het LIB 2 35
SE o MMg BEEAL.

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

Content-Type: application/json
Content-Length: Length

{
"JobList": [
{
"Action": "string",
"ArchivelId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {
"s3": {
"AccessControlList": [

1
e
Bl
Jn
[
ol

API B{& 2012-06-01 501



Amazon S3 Glacier TR 7H0|E

{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
1,
"UserMetadata": {
"string": "string"

I
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv'": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"

iy
"OutputSerialization": {
"csv": {

1
I°
A
I
[
ol
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"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

iy
"SHA256TreeHash": "string",

"SNSTopic": "string",
"StatusCode": "string",
"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"

1,

"Marker": "string"

[}
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=
T

Amazon S3 Glacier 02| &! @7 H|A[X|0o| CHEF RAHM|EE LI 2 2 F SE MME B XFHHIR.

of| Al
CHE e BE Shodol ChEt MBS Hretsts WS A ol ULITh & H o MolME SHed 2742
THE 20|, 2|1 F HA iR SHetol 5H9l Fgrol HHeElLICH

CHE2 S E &Y BHEsts GET 28 oM dLch.

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

g9l of

CHee BE QMER| 7HI2 (0l M 01742 HO|X| I1ZE A% 3Hs of7tolE K27 BHent QI
£2| 71K 27| 5elo| ST ofMULICH 1 ol T SES 2® Marker HE7} null2 MEE/0f O
oly 222 Z3I8 50| giCks XS ¥ 4 YsLich

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
1i10T69g8ByClfIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
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"ArchiveSHA256TreeHash":
"25499381569ab2f85elfd0@eb93c5406a178ab77c5933056eb5d6e7d4adda6@9b”,

"Completed": true,

"CompletionDate": "2012-05-01T00:00:09.304Z",

"CreationDate": "2012-05-01T00:00:06.663Z7",

"InventorySizeInBytes": null,

"JobDescription": null,

"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMO-

JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":
"25499381569ab2f85elfd@eb93c5406a178ab77c5933056eb5d6e7d4adda609b”,

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,
"Completed": true,
"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizeInBytes": 1988,
"JobDescription": null,
"JobId":
"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ00OUtmNAT@KaVZ4wWkWgVjiP1dI73VU7imlm@pnZriBVBebngaAcirZq_C5"
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
}
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]I

"Marker": null

o R 5t S8

tol

Hrgtst= marker 27 XM ILICE of7|0 M= 1imit mhet
HI &

CHE2 Y2 GET Zt2tO|EH 2 X5t =
e gretst = & X|™stn d&LICt2

OlE{7} 2 dExlod Z|cH 27077k

]

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID&1imit=2
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

S2 Y27 E gretet = Y S50 Ho|X|E AlSsiM oid & Q== Marker E=7} nullO] of
4 MHE] A S oA Lch.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqcjtx2CjKZ6b-
XgxEuA8yvZ0OYTPQfd7gWR4GRm2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4-
FXuIBfViYUIVveeiBE51F04bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"Completed": true,
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"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447Z",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId": "s4MvaNHIh6m0alf8iY4i0G2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-IMunR9JoVa8y1lhQ",

"RetrievalByteRange": "0-8388607",

"SHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.4442Z2",

"CreationDate": "2012-05-01T16:59:42.977Z2",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4ATfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Standard",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

}
1,

"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}
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GET /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date
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x-amz-glacier-version: 2012-06-01
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x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
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£0M 7IX7| X gig S MEiste ZWot SYELICH 2£0|M OO 7t K27 ™
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CHS2 OlOIE 7t 7| HA S Hhet
2 oAl

O|H X0l ME GET 20| E2o| #{X| URIZ TS ELICH

GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2

SEO| 4BHOZ HretE|H COlE] 7h2 7| A0l SE B0 JSON HAISE EAIELIC

HTTP/1.1 200 0K
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[

{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"

}
]
}
}
2l el

« OIO|E{ 7tX 27| 2 M3 (PUT policy)

- &4 A|ZH(POST jobs)

Het e U Al B AISH W2 RE 10 XIS ELC S8 AR
9l) 91 oz eutol SR ElLICH

AR 7 31U Aol M2 e O & 20| ELICH o€ S04 AR Um71 88 310|
2t 02 b E 92 30U LT AR EmTL 12 31U0|2HH B2 IbE 22 28QIL|CH 2Ef o
oflo| M olz{8t 7|s& & + U&LICt

Request Syntax

HHEH| Z2H|XHLE 7t 7| 82 LtPEsie{H OIS 2 oM 20| HTTP GET 23S T2 H|X
== 22F URIO|H MSEHLICH
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JHeER 7Hol=

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date
Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId /2 AWS HE IDYUICt. 0] Zt2 2ol MEst= o AH8El=
A= AWS AN IDeF & x|3HoF e LICH AWS AN IDE X|A5 |.7.||_|. MEHR o 2 CHel: '(
st= ol AHSElE X

£)& X|Ideg &= U&LICt 0l B2 Amazon S3 Glacier=
Pt 4AE AWS HH IDE MSELICH A™ IDE ®IH

Ol 5¢ie 23 Watn|ElE A8 3Rl b LTt

2% sl

ol ele BE Fejol YHsIQl @ S AL E LICH Yl
3 3o MMS AT MR

Response Syntax

HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json

| ME
8<% IDoi| &tO| ()2 Z & stX]

el

{40l CHEF LHE

X|-7=' 7<

o nE
ST ©O
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I

ZZHNIE 83 1D
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Content-Length: Length
{
"ProvisionedCapacitylList":
{
"string",
"string"
"string"

"CapacityId" :
"StartDate" :
"ExpirationDate"

[a

St 5

SCHF =
= OFO

=

2 TS FLOfE SRUTC) LT

o 59

78 EFLULIC 1ISO 8601 M B4
2013-03-20T17:03:43.2217

ExpirationDate

%F

Z2HXMEE CHe7t B2 ElE EMH(UTC) LT

& EXPQULICH I1ISO 8601 M Aol EXtM

2013-03-20T17:03:43.2217
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ol

HIAIX[ol| CHEF REMIEF LIE2 2F

00
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o
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01| Al

CHE2 A8 Z2HIMEE 8T EIE Lidste oM LCh.
2% 0ilAl

O|H dilMol M= GET 28 & T&stod X|HE Ao Z=H|X'JE 8F B 552 7IMSLICH

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

OH
[e][]

(=X =10 2 Amazon S3 Glacier(S3 Glacier)7t CHS 0i|A|QF Z 0] HI™Hof| Z2H|X'IE 8T B¢
=SS0} &4 HTTP 200 OKE BrEtgfLICt

ME0 LHEE Z2HIMEE 8% A2 Al Em7t 2017 1€ 31L0| Btz ™7t 2017'A 2
28UQ! RO ol ULICH M HHE Chz, AR ™7 31UQl Bols Bz IMeE OHS & 2O

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",

{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z2",
"ExpirationDate": "2017-02-28T14:26:33.000Z",

I

{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095Z"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",

},
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= Z2H|XMIE 2 FOH(POST provisioned-capacity)
Ol Zrofl M= AWS Ao ZEH|MIE 23 CH|E FoigtLct.

ZzHIXMIE T FE2 FOIE S & AlZH & AZ M2 E 1701 XSELDH A2 AlIF S
I.

0
W2 2E Hee 174 (E B

AlZF b7 310l ARole Bt dmbe ChS E 2ol ELICH o & S0 AIE Em 71 8% 3120|
ot Ot St E 92 30U L|CH AR Em7F 1 3120|2HH BHE It 28 28 QlL|Ct.
ZZHIXMIE 82 S5 2o g mf A& HMof cist AA g7Fo| E&FELICH ZF & B2 580}
Cl Al ZHM 33|12 £8le £ lm, %|CH 150MB/s2| M #{2|ZFo| MIZELCH T2 H|XMDE 22k
CHSH REMEH LI 2 ol710|E AM S M B BT R SHA A

ZzHIMIE 8T BelE 1718 2712 MEHELICH AWS AHH.

of CHall Z2H|IMYE 82 T2 Foiste{H T2 H|MYE 8FF URIZ HTTP POST £33 AWS A

POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01
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(@ Note
AccountId Zt2 AWS A IDYLICH O] k2 2Fo| MESt= ol ASEl= At ZH1} o
ZAE AWS A 1Dt Yx|3HoF g LICH AWS HH IDE XIEet AL MEiR o 2 Bl '-(510]
£)E X|HE 4 U&LICH 0l B Amazon S3 Glacier= 280 MY Ol A El=E A1 HE &
Pt AAE AWS HH IDE MEEFLICH H™ IDE X|Hst= B IDo| 5t0|E(-)2 Z& 5K
ef&LCt

ot

o H

2] 30| 43 5tH AMH|AT7FHTTP 201 Created SE& BHEHELICH
7=

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

X-amz-capacity-id: CapacityId

SH slH
M3l SH= ZE Yo UEHQl SH s 2lof ctE 85 sl 7F ZEEuict Yetxel S&
Sidofl CHE XEMIE L8 2 S8 8H slle] Balg EXRSHAAIR.

HE =k

x-amz-capacity-id IZEHIMIE S8 HRE AEst= IDYLICH
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SH 2&

O| 2el2 SH EE2 uHatstx| f&Lict

F

O| Zofl= 2 E S3 Glacier 2fdol| UHtXo Z gt Ms £~ ol= @ F Qlof ClS @F T ZEELICH
Amazon S3 Glacier?| 27 0i| CHet XtA[Et LI8t @7 I E SE2 27 SH MME FXstMlL.

2= =k HTTP&Ef 2 R¥
=
LimitExceededException dolo] @HO| Z2H|XFE &F 400 Bad 2ot
Chelol AM XMBt2 Z=1t8t B0  Request o[
ghetElL|Ct
Of| Al

CHee AN Z2HIKYE 8% B8 FoHsHs oimleLICH
2% ofA

otz oMol A= HTTP POST REE T™Estod Z2H|X'FJE T HE FOiELICH

POST /123456789012/provisioned-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dchb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

HTTP/1.1 201 Created
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:02:00 GMT
X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z

bed CF

— =

rk
[0

- ZEH|XYE 8 LIA(GET provisioned-capacity)

ClOIE] 7tX 27| E& HH(PUT policy)

A4 04

= O

Ol &Hd2 PUT 2ol XITE AWS EITIollA CIOIE] 2444 B Amsh ohg MG SLiCh of Cha
AWS TS stLlol B AaE 4 UaLICHAWS A, PUT 80| A 5He & ofLiol &Ml
AU

SHRIBH B8 A Stdo] FRE|7| Holls T B9l 7hx27| sredol M EIX| etLic. CloJE] JHA
©7| Aol CieH RIAIBH LI2 S3 Glacier CIOIE] Z44 &M EHIE 2 & aH4lAlR

H

ze

CIO|E] 71X 7| Mg MASE{H CHS 712 oflA[et Z 0| HTTP PUT A S Ol|0|E 7t 7| =Y
URIZ M&EhLICt

PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number

[
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}
}
(® Note
AccountId g2 AWS AHH IDRILICE o] 22 - MPst= ol AHE El= At SH 1t o
ZE AWS A DLt °'xloHOI= LICH AWS HH IDE X|™EHSHHLE MEiMo 2 B '-'(51 0]
£)E x|™HE 4 U&LICH ol B Amazon S3 Glacier= 20| MYESE Ol A ZlE X4 &
Hot HAZE AWS H™ IDE A ELICH A IDE XIH5tE B IDM 30| E(-)S E &S]
of&sLICH
2% utetolE
Ol Y2 % w0 E A8 St ef&LCH.
2™ 5H
ol Ztie ZE Frojofl UHHEQl @ FICiEt AL BILICH UEHHQl 23 Sicioll TiEt Lig2 B 2
HelH MMAE FESHAR
QLY EE
LY EE2| JSONO| Zetk|lz HEE= ChE0 Z &Lt
BytesPerHour
gt AlZto| 7tX 2 = U= Z[CH HiO|E =IL|Ct,
O| E =& Strategy ZE Z/0| BytesPerHour 2! Z<0i0F 2 FL|C} Strategy EE7}
BytesPerHour 2 MM |0 /UX| i 2 &EHoiA Ol EEE HHSHH PUT 20| 7-I'='5'I—IEP.
Al =Xt

il A.
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g™ FEULICH o] #E0| 55 F40|7|= shX[EH #M = Strategy 2 =2t BytesPerHour 2=
o

2
L

MEE ClolE 7tx 27| HHo| Lt

758t gt BytesPerHour|FreeTier|None. BytesPerHour= 2&0I|M 2|CH 7t X7 SE &
MEAStE 0t SYBLICH FreeTiers 2£0IM Z 2| Elo{BtE MES= A0t SYEHLICH

None® 20/ 7Hx{27| B4 gig g Meists 20t SUstLICH Z&olM CloIE 7t 7| &
*g MEtsts Z00f CHE KEMIEH LI 2 S3 Glacier ClOIE] Z{A 1% EHlg & E ot AlAIS.

0l0
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HO

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
S& &
Ol &l cHR B ol 8ol Yuaiol S STt AL ELICH YEhaiol S& sliciol ChEt LIS S8
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01| Al

2 oAl

OF

CtZ& Strategy EE7} BytesPerHour 2 AHEE|0 U2 [ HTTP PUT 282 &5t of| A LCt.

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}
}
CtZ & Strategy ZE7} FreeTier2 MME[0] JUE M HTTP PUT 2FE T&E st oA L.

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

"Policy":
{
"Rules":[
{

"Strategy":"FreeTier"
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]

CtZ 2 Strategy ZE7} None2 AHE|0] U2 I HTTP PUT L2 &5t oM lLct

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"None"
}
]
}
}
82l o
20| 43 35tH Amazon S3 Glacier(S3 Glacier)7t CHS 0| A|QF ZH0| HAME MHFH £ HTTP 204

No ContentE& ErEHErLIC.

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

bed

- L=

rk
o

« OIO|E{ 7tX 27| A 7}X{ 2 7|(GET policy)

- Zted A|Z(POST jobs)

HIOIE 7tX 27| EH dH API B 2012-06-01 540



Amazon S3 Glacier JNELR} 7HO|E
=
BEM7|I5
« #HXH ME HT: 2012-06-01
CHS E£ 2018 72 52 0| 2 Amazon S3 Glacier 7HEf X} SFLHA{ 2] ZF 2IE| A HAEE S 2 At
&g B LICH o] MHAof Bt Yolo|E YIS woF{ RSS IEE TS5& ELich

W ALY = o

Amazon S37} S3 Glacier
Flexible Retrieval 2! S3

Glacier Deep Archive0ll =
EO_I ox—l AI:E 7;|°_|%'=

Amazon Glacier 0|& #HZ4
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Ct. E&F SEEM HMA HME EH Holst
7|9 LHE 2| Ar&Rtet HIZLIA JE2 S 80(|1 2
O| H[EL|A TEL{AHE S Eof CHEt HAMA T

LS 2H 2o = J&LICH RtMEt 8RR =ZEE

MA EA EHRE A RSHAAR.

>

GIOE 74271 OIW S3 Glaciers CIOIE] A BADt ZHAk 222 K| 201411 128 11
MM U ZA 22 HELICH GlOJE 7HM2 7| BAo|
GlolEf 7Hxi2 7| AIEHE 217 MEsts S Alol ClolE
£ JIQE Ol [HE HISS ZHHHH BEE 4 sl

Ch. ol &2 o] 22/ Z AWS Management Console

O|™ ollo|E API B{& 2012-06-01 542



Amazon S3 Glacier TR 7H0|E

HZA ALE = 2elA It
IE = S3 Glacier APIE AF275104 XAl CI|O|E{ A4 $+H
g ™ol £ l&L|ct RHMIEH L& 2 S3 Glacier H| O]
B M H2H CHE BT ESIMAIL.
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