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PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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"engineVersion": "engine-version-number"
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POST /v1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mq.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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™ AWS Management Console, AWS CLIEE= Amazon MQ APIE AFEE £ Ql&LICH

AWS Management Console

1.
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Amazon MQ 20 23918 L|C}.
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--auto-minor-version-upgrade - O+O|L] M RIS ¥HId|0|E SME s gLCt.

aws mq update-broker --broker-id broker-id --auto-minor-version-upgrade
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PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
Xx-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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"autoMinorVersionUpgrade": "true"
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AWS CLI
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1

E

« --host-instance-type - JIC0|=EE& EE7{ AT ATl HT HZ LT}

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type
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PUT /vl1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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"host-instance-type": "host-instance-type"

2. (MEH ALE) AT HHE S A| 80| =35+24™ RebootBroker APl 242 A& 35t HZFHE R
HEIStLICH broker-idE A m2t0/EE X|&ELC.

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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2. (M= AHE) describe-broker CLI BEE A&stod fX| &2| 7|7t0| YOHO|EE|R=K] & QlghL]

Ct.
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PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string
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https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
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{
"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles",
"timeOfDay": "13:00"
}

2. (M= AHE) DescribeBroker API 242 At&st0{ RX| 22| 7[ZH0| HO|O|EE|R=X] & Qe
Ct broker-ide Z2 mi2t0|E{E X|EELICH

GET /v1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://console.aws.amazon.com/amazon-mq/
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ

JHeER 7Hol=

2& AP]

AXN ™ S DELETION_IN_PROGRESS
AMEE I & REBOOT_IN_PROGRESS
AY S RUNNING

2 ] Ze CRITICAL_ACTION_RE

QUIRED

Amazon MQ 2|2 A0 Ef1 F7}

2277} & 50|
O| X{5txlo{ HZH&
Zegrict X siEel =
oM =4 Ze I =EE ME

=
o EXME
A
T

HIS BTS2 2I5 Amazon MQ ElAAE TA5HT AlgsteiH HEH EE 40| SHS Austs o
=

EtCloIE & FI7He & J&LICE 0l 7Is2 EZ7{7t 2

M £3| fS8gLICt HIE €F B0 E

A& stod AtA| BHIE FEE HHESI =S AWS HTEME FHE £ U&LICH o|E A stedw 71 lstod

ofr

Bl 7|2t 2f2

67HHIg oY

e
=
= o L

=

MAEEE HEetMR.

0 & £0{ Amazon MQ Z[AA 9| H|E ME X SXE LIELE=

2laA 7|

Cost Center

Brokerl

Stack

Cost Center
Broker2

Stack
Broker3 Cost Center

Fot= AWS HE HRME Z&LICH REMIEH LHE 2 AWS Billing AHE A A0 A

34567

Production

34567

Production

12345

Ef1 X[

33


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
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1. Create a broker(E.27{ 44) | 0| X|0f| A Additional settings(F 7+ A4%)& MEHEILICEH

2. Tags(EH1) ot2Holl M Add tag(EHZ F7H)E MEgLICE

3. Key(Zl) & Value(zgf) Ho{1E =dgL|Ct.

4, (ME=4 AHE) Add tag(EH1 F7HE MEdstod EE27{0f oi{ EHIE F7HELICH

5. Create broker(E27{ M4)& ME4ELICEH

TS WA O 18 St

>

Create configuration(T 43 84d) I 0| X|0{| A Advanced(Z1 =)& MEHELICE
A

-

% 0

Create configuration(=

0

(M= AHE) Add tag(Eil2 F7HE EISt0d 710 o2 B2 & F7HefLCh.
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3. Key(Zl) 2 Value(Zt) Ho{E 238},
4

5. Create configuration(T4 )2 ME{FLICH

H4d) HO|X|2| Tags(EH 1) ot2Holl M Add tag(EHT F7HE M=AELICH
(@)

Ef1E F7I8 & Amazon MQ 2£0|M 2|AA0| CHEH EfE &l HE| MHE & USLICH REST
APIE AI835l04 E|[AAQ| EHIE EOIE =& Q&LICH XHMEH LIE2 Amazon MQ REST API| &t
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
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http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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+ MQTT

* MQTT over WebSocket
* OpenWire

« STOMP

+ STOMP over WebSocket

4 Ad
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ActiveMQ E 270l = 0424 £40| U&LICH o|E S5 S Z &Lt

- O|§ (MyBroker)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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« Amazon 2|A A O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

« ActiveMQ & 2& URL(https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:8162)

RtA[EH LHE2 Apache ActiveMQ MEXo| Bl 2£2 FXSHMIR.

/A Important
activemg-webconsole IE2 Z&5tX| = e 2o Y2 X|Hsl= 42, 2E0|
Amazon MQ EZ7{0f| H[A|X|& ELHHL E2FHoIM HIAIX|E =418 HEHo| gi7| Eof

ActiveMQ €l 248 AI238H £ giaLC}.

- 200 BH ZEEZE QEXQIE

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(® Note
OpenWire QIEXZQIE QIL|C},

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

KtMIEF L& 2 Apache ActiveMQ B AL & 782 HRSHML.

® Note

M7 E27{2] B Amazon MQE 2712| ActiveMQ & & URLE A3 3X|2tH, &
stLto| URLEF A3 ElLICEH OMEF7EK|2 Amazon MQE Zt oo Bl =2 E Zof sl

-

Hoj|
274

227 37


http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
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+ REST Operation ID: User

+ REST Operation ID: Users
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html
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http://activemq.apache.org/failover-transport-reference.html
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Client ! : EFS Volume
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Broker us-west-2b

Amazon MQ EE7H HELIa

Amazon MQE ActiveMQQe| EE27{ HER3 7|52 R|EfLiCt.

HEFHUHE/IE= SAof o] 848 B QUAHA B2 7 E£= /L7 EE2FHE FHEELICH BER
HUEXIE ddstH o{ef E27 QAHALO| 7IEY, LIZEE X 2 WHYO| FoE + UE
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HEX3 HAEE AF25t04 8t HZFHE CIE EZ2 70 8510 EZ27 HERXIE M™EELICH U
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27| 80| HIO|E E= 0|F AR F+H8ELICE H| H0|E HAZH M= HAIX|I7F §E EE27{0d| M
CtE EE A2 M ELICH 0|5 29 42 HAX|le F EE7 ttof o= MPFELICH

HE3T HLUE 7} Ho|ZE2 2 £ HE B HIA|IX|IT Broker20i A Broker1 2 MEHEILICE 0 €& S04,
CtEe E27] 49| T0|& networkConnector &= &lL|C}.
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SE53 XtE ZHE A5l oF L|Cct 227 AQ| <networkConnector> 7430 &5 & XNZ25tE

EH , X E27{Bo| CHE ALSXt2t S YT 2t E AL8st0d E27{ A ALERIE ddsHok &LICHOl

2 AMEX O|F U &3 22 SRste HEo| 178t AFEXIR). <networkConnector> 401 A

userName £ X|H35lH Amazon MQ7} HEIY Al RIS 2 ¢S5 E FIIEHLICH

/A Important
passwordOi <networkConnector> 42 X|HstX| OtM 2. E27{ 74 mtof Y HA
E 3 & XEStH Amazon MQ 2&0|M liiE dE 7t EAIZI2Z2 HESHK| §f&LICH REA
8t LI 2 Configure Network Connectors for Your Broker EHH2 2 X 3HMAIL.
WA 2|
AWS EZ|THo 2™ Q= HEFH UEIE FsteiH s 2|Tol EE7HE HHE 5T sHE 22 7{9|
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Amazon MQ

JHEER} 70| =

Brokerd

Ol XNt 2 HEH HERIE #d5t2{H EE27Ho| 2tojof B! EHE
networkConnectors & =2 Broker1 2! Broker42| 2440 F71& %= Q&LICH

Broker1& HEL3 FE:

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>
Broker22 HE 2|3 7{E:

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker42 HE Q|3 F{HE:

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
</networkConnectors>

ME HUEIE A8 55 Fol Zx|

networkConnector LA E 743dt= XA 2|0 EE7] transportConnector M2 #+/85101 &
5 Zof ZAIE B8 5HT UERIZ0IM HEAHE 273U MAE [ 9B EUHAE 2l

<transportConnectors>
<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

O| 0| Mol M= updateClusterClients 2! rebalanceClusterClientsE 25 trueZ AHE
LICt. 0| < ZEI0|¢MEE HEXIS| EEFH SEE MIYor M EE7{7| &o{stH HE7{0f 2|
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 rebalanceClusterClients: E27{ HELIH M E27H7 F71E 1| Ecl0o|HEII HEF ZF
of 2|HHMS == FFLICH

« updateClusterClientsOnRemove: EZ77| EE27{ HERXIE LI7IH EEZX| HEZ 2t
O|HEE YClo[EF LY.
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Revision 1 to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

azon MO cc gurations support a limited subset of ActiveMQ properties. Info
<?xml version="1.8" encoding="UTF-8" standalone="yes"?=
<broker xmlns="http://activemq.apache.org/schema/core"=
=l--
A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
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Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

configurations support a limited subset of ActiveMQ properties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
c;!--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).
You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
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A<, 21&0| Amazon MQ
20] ActiveMQ ¥l 2&8 Al

rr

activemqg-webconsole 2 ZEotX| ot= Het 2oi Y2 x[H5
HZ2 70 HA|X|E ELHHLE EE7'|0‘||A‘| HAIXIE 41" HEto| @i7| I
_Qol- _/'\_ O-IA |_||:_|.

—__

7182k null

T-89| of| A

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
topic=">"/>

5t 24
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</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

(@ Note

Amazon MQ 7|+ ActiveMQZ2| activemg-webconsole 2&2 2 E CH7|Q L Fxoi CHst
ZHEAt HEtE ERStD QUELICH Ol Aol ZE AFSKE EHE|RF HA|lA HEtES H&LCt

networkConnector

networkConnector= networkConnectors st ZEM @ A 9| 5t|&L|Ct.

conduitSubscriptions

HEF UHESA W HERI 40| S o F=35t= ofe] 2H|XLE 8 AHIXIE FZt=XK]
0{f E X|™HELICE o€ £04 conduitSubscriptions7t trueZ MMEE|DT F AH|XIZFEZ7B
o 91Z45t0d CHY 2 RE AH|E 32, EEFBE 0|89 #52 UESRZ ZS S8t EE7{ A0
CHEH B ol =2/ 502 AFELICH 2822 HAIX|S| BY SAHER E27{ AdA EE7 BE
MLt

(® Note
conduitSubscriptionsE trueZ MYsIH &5 LHEXI ECfES £ = U&LICEH &t
X2k O] M2 AFE25HE AH|AF AtO|Q] 2 Al 2X||7} dhAist = QT UL AILIE|2(0d

=
x

=210 = AN =
JMS HAIX| B4 7| E= 7|1 FH)HMH ERE SEHE Zefg = JU&LICH

Shel 24 & 76
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duplex

EZH UESRT L ¢3Z40| HIAIXKIE A 2 AH|SHE O PREI=X| 018 E X|™ELICt o & E0
EZ7{ A7l H| H0|& 2EZE HZE 7 BQP ojAAS M *?_ 2 HAIX|lE EE27{ A EE27{BE
oF MetE £+ QU&LICH SHX|EF EZ2F7{ A7 EE27{ BQt M0O|& S e A<ol= EE7 B}
<networkConnector>E F8& Z Q0| HEFH AR HAIX|E HEE = U&L|CH

7|22k false
name
H27 UELRT L} E2IX|2| 0|5
7|82k bridge

uri

HEFH HEQTo EE27Ho| 2EE AIZX} 0|E.
7122k null

89| of

(@ Note

networkConnectorE AI235t0{ HEZ7{ HERIE Holg M HE 70l SSE ALHEXS| &
SE ZEA|IF|X| OIMIL.

2/l EE27HE FHE EEFH HEYT

O| TAMoIME 270l ER I HEH UEQX AR HAZAE|0] QI&LICH HEST HHE|e| 0|2
connector_1_to_20|1, EZ27{0] S&E ALE Xt O|& 2 myCommonUser 0|11, 2422 duplexOl
1, OpenWire QIEZQIE URI'.: M5 At static: 2 AME3stod EE7{ 7+ LY A4S LIEF-LCY

_=s=

<networkConnectors>

o
o
0]
k>
1
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<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617)"/>
</networkConnectors>

XEMIBF HE = Configure Network Connectors for Your Broker2 & Z35HAIR.

O EEAHE A EE EEHUHERA

Ol FEUME o] 7ol E277} EZ2 7 HEX{IZ odZAK|0] Ql&LICH HERZ 7HHE|Q 0|E2
connector_1_to_20|1, E27{0f ZEE ALK} 0|& 2 myCommonUser 0|, 2142 duplexO|
17, OpenWire IEXZQIE URIC| & EE FEE FS52 Y5 Al masterslave: 2 AL&3t0{ EE2 7 7H
o x| HAZES LHEHHLICH E27 7t o} Zx|= HEHSIE|X| fo M RHHAZE A=7t FEHE ASE
L|Ct.

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al1-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note
H27{ HERF0|= masterslave: EFAE A dtE X0l E&LICH O] MFAE O A
MOl static:failover:()?randomize=false&maxReconnectAttempts=0 *+E1 &
OI%I-|_||:_|.
=H-d .

(® Note
O XML T doil= S%0| 518 x| k& LCH

kahaDB

kahaDBE persistenceAdapter 5t Z=M @ A 9| 5t JL|Ct.

0]
k>
1
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= A
o

concurrentStoreAndDispatchQueues

CHZ |0l S Al X & CIATRIE
7|8 SAME I ClATR| HIE Gt

i
>

7123k true

cleanupOnStop

® I HH:
Apache ActiveMQ 15.16.x O 4}

Hg Ml el 42 EE27{7} X WM 7HHIX| =8 2 HE7I S™YEX| A8 2 SE T2 MATL Wt
ELICH £ 271 B7t6HH CHE ClO|E{H|IO|A EE= A7 &2 O|O|E{H|0|A Rl B2 & LCH
7|22k true
journalDiskSynclinterval
journalDiskSyncStrategy=periodic®| ZB? C|lA3 S7ISHE +&E mo| 7tz (ms)LICt. X}

Mgt L& 2 Apache ActiveMQ kahaDB AHEME & E5HAI2.

7|22k 1000

journalDiskSyncStrategy

® I3 HE:
Apache ActiveMQ 15.14.x 0|4

ClA3 718 Hxg 2 etLICt RIS LI 2 Apache ActiveMQ kahaDB MM E 2 ZEHMI2.

[ e R
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® Note
ActiveMQ Mol HOIE| & 40| journalDiskSyncIntervalel AlZto2 XEHEICt T
J1EElof UBLICH 5, 7122 12 2LIC CloJE] 242 ST 22 2 £5 UX|EH
%571 WAl | o LICh AL Al Folsfiof BhLiCh.

preallocationStrategy

M A otdo| 2 82 E27{7t M o2 0|2 €Yot YHS F I LICH REAE LI 2

Apache ActiveMQ kahaDB MBEME & XM 2.

ok

7|22} sparse_file
49| oi|A|

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsageE systemUsage 5t9| ZEM @A 0| 5t|QL|CH MAXI £ 7F =B4X|7| Tol| E2
77t ArE e ZICi 37+2 Mo{ELICH REMIEH L8 2 Apache ActiveMQ MM Q| MAXE 5 & A&

HEstMR.

ol

Il 24
memoryUsage

memoryUsage= systemUsage 5t 249| +{ULICH HIZE| AHSZ 2 B2lg L ct
memoryUsageE O|S5tH &5 0| HotLt B O| AL E[D U=X]| AS T
AEE o = HMofe = U&LICH RHAM[EF LHE 2 Apache Active MQ
M.

0]
k>
1
0%
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Amazon MQ

JHeER 7Hol=

o
-

elea

memoryUsage= memoryUsage 5t 49| 5t{ILIC}

I
0x

percentOfdJvmHeap

o

N
M
N

t: 70

il
0z

sendFaillfNoSpace

Ay

_I-

mk 4> OH

ol
AL
ZHMIR.

1= o 9
mm mek o

7|22k false
sendFaillfNoSpaceAfterTimeout
Z|&22k null

o oA

Example

()0l M 70(Z &) Ato|2] Lot

<broker xmlns="http://activemq.apache.org/schema/core">

<systemUsage>
<systemUsage sendFailIlfNoSpace="true"

sendFailIfNoSpaceAfterTimeout="2000">

<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

| 91 B2 send() HMETZL HIiE x| 0§ & LMYFLICH 7|22 falseOlH S At
2 77X send() HIMEE RIEFEILICEH REAIBH LI& 2 Apache Active MQ AEA{ 2| AT

o
o
0]
k>
1
0%
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ActiveMQE Amazon MQ2| 2| ZH H|O|E & X

JHEER} 70| =

ActiveMQE Amazon MQE 7|2 2|xe| 7|12 EZ27{0|M EXE AWS 2|5 EX|2E HEHE HIS

Z|A HIAIX| SXME 518 35te 2™ 7F dIo|E S A|(CRDR) 7I52 A3 & LICH ActiveMQ Amazon MQ
APIOf CHEE Zof Zx| LE S A&sH M SXE BEE7{7} 7|2 227 HEE $4|1 364K 7|2
HE27{z SHN& Jg= ZS5ELIct

2| 7+ ClolE| 2XIE 93 72 B2 U 2XE 22

7|2 AWS 2| e| 7|2 EZ oM SN E et SME E27=Z HIS7|A HolE SXE <IEt 7=
1 SX2 EEAHE YHE + J&Lth 7|2 22 7|2 EEZHEtD st g4tV EE 7| &5

- =2 O

Hoiz FEELCH EX 2|M2 SME E27etn st= € 4/ti7| E27{9| &= mo{=2 T EELICH

Clojlo{ae Ex 2|Xo| EXE 22 H7} 7|1 oMo 7|2 HEHEEE HIS7| A do|H
2 |

us-east-1 :  us-west-2

! VPC-abc i : EVPC-xyz

. Replication
_ Traffic

N

Primary Broker

EC2 Broker Client

..........................................................................................................................

712 EE7e SX2 EE27= 2™ ZH CIO|E 57 £FM g2 gLt 7|2 2lde 7|18 22
off TOH7} Hralisted TE EE= o ZX|E AlIESto EX 2[7o| SXE HEHE 7|2 EE7E &7
& 2 Q&LICH O8{H o|™Mo| 7| H2F77 EXME BE27JI ElT O|F EXME 2277l 7|IE =
712 SAZLCH 7|12 227 2 22X 227 Mol Cist X|E Amazon MQ 2| 7t T|0|E| 2X
HEH 4 MMg FE5HM L.
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® Note

M7 E27{0| MEBt AL E
Ol E CH7|Hol= AL8E = gd& LT

Amazon MQ 2| 7+ C|o|E X E27{ Ad

2| 7t O[0|E{ SM|(CRDR)E AtE5tH Eoi el & AWS E[F12| ActiveMQE Amazon MQ H|
AR EE27{ Ztol| ™t £ QlaLICt 7|E HEFHE 7|2 EEFHE X|™H5t1 0| HE7{o| ExX|=

2 dHstHL M 7|8 EE7He SHE E27HE & d8e = J&Lct I3 CHE Amazon MQ
Promote APl X912 Al 50 2XIE HE2FE 7|2 H27] gtz 8748 & Q&L 7|2 52
ot SX2 EE7{of CHEt RtAIEt 82 2| 7 Co|H SHE et 7|2 EEAH L SHE EEH A

Hf =4
o H

rr

CH2 XI&2 Amazon MQ Management Console2 AF235t01 SX|E E27{E MMt 745

« 1EHA|(MEL ALED: M 7|1 227 MY

=H
« 20HAL 7|E HE2 7O SAE MY

A=A

A=A B[P OI0IE X 7ISE ASste{H OIS AN 2F A E HEst &80k &LCH

« HA: A 2A 2 HIOIH X 7|52 ActiveMQE& Amazon MQ E27{ T 5.17.6 0| &0 M TF A}
g8 = AsLCH

- 2 324 2| Ho|E SXe= 0= s8(R510|2), 0= sF(HX[L|ot £8), 0|7 ME(EZ)
% 0= MR ZEIZLol §8) 2™ X[HELICtH

« QIAEIA 23 32 A 2|X HI0|E ExllE EE27 QIAEA 3 7|7l mq.m5.1large O|AHQl Zdofot
ArEe = J&LICH

A5t HE|E/AEHHIO| E 2 7{oj Tt

=l
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[
HU
|>
L]
2
2
o
m
Ji
2
rir
inl
oM
N
oo
02
12
=
Hel
i
o

CRDR EE27{ M4 83



Amazon MQ TR 7H0|E

- 227 4el: E27] 4E}7} RunningQ! 7|& E=27{of CHEHME SXE B2 HE Mde £ &L
Ct.

1EHA(MEE AR M 7|2 EE 7 A

M7 227 4y

1. Amazon MQ &0 212I&L|C}.
Amazon MQ ££2| E27{ I 0| X|o|M E=2 7 MAES MEdsLC}.

2
3. Select broker engine(E 2 7{ A ¥l +1EH) T O|X[|0f| A Apache ActiveMQE EHEILICY.
4

Select deployment and storage(H{2Z & A E Z|X| MEY) I 0| X|2| Deployment mode and storage
type(HiZ 2= & AE2[X| ) MMM CtEE S LICH

«  HHiE ZREOM EE/MCH7| ERHE MESSILICH EM/CH7| EE27HHE F 7He| MEZ CHE 7+
ojodo] Q)= = 7ol EEF 7} S W02 FAEIL|C) 0|28t EE 7= of=Z|F| oM Ll
Amazon EFSQ S7|Alo 2 SAIELICE XHMEH LI 2 ActiveMQE Amazon MQ E 2 7{9]
HiZ SM S BT ERSHAAIL.

5. Next(Ctg)E MEHELICE.

6. Configure settings(&%& F4d) HO|X[2] MF HE AMoi|M CtES MEHELICE.

a. Broker name(E2 27 0|§)2 /U= ELICtH

/A Important
Hel Al HE (PILE 7B 7| HE = BIEE Y2 E HE27 o|§of F7+etx| of
AR, EZE7{ 0|&2 CloudWatch LogsE E &8t CHE AWS A{H|AO| A HA[AE
= A&LICH E27{ o|§2 712! Cl|o|E{Lt 2l Tl o|E{ofl Ak et7| {8F Zio] ot
LICH

rol

ot

b. Broker instance type(2 27 QIAEA RH)S MEARLICHO: mg.m5.large). RHAIEH HE=
Broker instance types2 & Z35HA 2.

7. ActiveMQ Web Console access(ActiveMQ & 2& HAMA) MMM Username(AH& Xt O|F) &
Password(¥ 2)& =eLICt EE27{ Ar& X} O|F 2 f = 0il= CHE Agto| MEFLICEH

« AF2XO|E2 WAL CHA| OIRIE, UE L EA J|E(-. _~)BF T8E £+ Qlauct
- S EA 12K Z0l0| A 4710] 1 BRI QOO SHH &E, EE F=ESE( =) E X
gHeh £~ QigaLct

CRDR EZ7{ 84
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/A Important
JHel Al HE(PILE 7IEF 7|2 ME e QA HEE 227 A ol £II5HK]
OFAAIR. E27{ AFE X} 0|2 CloudWatch LogsE Z &8st CHE AWS MH[A A HA|
AE = JUELICH EE27{ ALEXE O|F2 7HR CIO[E{LE TIZ 8t HIo|E{ol| AL 5H7| I8t

Z30| of L ct.

HO|X| &4Ero| =44 E|A| Arhi= Amazon MQ7F 27 EIFoIA SHE B27E MMstT USS U
EFALICH H2710] CRDR 2¥ L RPO AEHT 20l8t 4 Ql&LICh CRDR %& % RPO 4
sixilstedt 227 El|lo|E22| LEH gHo| = 7|0 2 oto|2& MEfELICH O/ TS 7
I O|X|oi A CRDR & = RPO & EHE SHAELICEH.

2CHA!: 7|1E EE27{0| 2|2 M4

1. Amazon MQ &£ 2| HZ 7| I{|0|X|o| M SXllE2 E27{ MMEES MEH

|

o
A
n

2. 7|2 227 MEH HO|XK|0|AM CRDR 7|2 EEHE AI2E 7|&E BE27{E MENgtL|Ct a2|1 .}
S MEtEhL|Ct.

3. SAME E2=z7 #d Holx[o|M =E&CH2 MR E AM&Estod SHE 2|He MEELICH

4. =SHZ EEFE ActiveMQ 2& ALER MM SXE EE7 2& M-SR MAEX 0| & &
S E UHEfLICH E27 A8 Xt o|F 2t ¥ 50l = O S MEto| HEELICH

- MKt O|F2 G<xcAt CHA|, OHEE, HE U EQ 7|5 (-. _~)BF Z&E = A&t
- 5= A 12X Zolo| =& 4700 TR EAIE Qoo SHH HE, 2B E= SE(5) = E
=E gLt
/A Important
JHQl Al HE(PI)LE 7|EF 7|2 HE £ DA e HEE HE27] ALSA} Ol ol F7}5HXK|
O AIR. E27{ AL X} O|& 2 CloudWatch LogsE Z &8 CHE AWS AMH|A A Al
A% = U&LICH EE7{ AEX} O|F2 712! TIO|E{Lt BIZ & C|O[E{o| At&5t7| 28t

Z30| ot lLct.
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A AMM 7|2 E27He SXE HEFH 250
gL EZ27 ALS A 0|1 & &0l = Chs M

5. HE7] 7t HHAE AW GlOJE] SH A
UNIAE AL RO AFRRH 018 U 258

ol HE&ELICH.

_75_
’ 1] ; =2 = = — =
- 5= E|A 12K Zolo| x4 4740 1R EXITL QI0{0F StH & E, 2B E= SE(, =) X
Sstst A O-IAL_||:|.
a2 T HAE

/A Important
742! M%@E(Pll)LUIEUI%"SEE& izt HEE HE7 ALEXl O|&of| F7}6tK]
OtAAIR. EE7{ ALEXL O|& CIoudWathL sE E St CHE AWS AMH|A0 A HAll
A% = &LICH EE27{ AEX} O0|F2 712! Hlo|E{Lt BIZ & C|O[E{of| At&st7| 28t
Z30| oLt

>

IIIIO

27} M¥e FALIC J2/1 O+ S MEELICH
6. HE UMM HOIXIoIM SHE B2 ME HEE HESLICH SHE 227 M4 Ltz
=
7. JBCHE 7R BRHE MEYELICH O/ o SXE 2T MR 227 K

&lof| 8t X|&l2 Rebooting a Broker AlME 2t ZEHM2.

ActiveMQ EE27{9| F7t M 7ol CHEt REMIEH LI 2 A[ZISH7]: ActiveMQ E 274 A4 &l o474 Al

Amazon MQ Z|™ ZH HIO|E SA| E2 7 AHA||

7|2 E& =xE CROR(EIM 2 OB SX) 2278 AXs 2w HA| 22 70| Hoig sl
Che AR Elsiof SLICH Oh XIEIS AWS BHE| 248 A8 8ol 20| Hof2l2 shAstn AR
she Wile HoiELo
1. =27 Holx|olA Ho{2g s sief= CROR H27IE Metsh O} HES MystLICH
2. =27 HE Ho|xlol Hole] S| MMM 227 Hoi2 sHAE Meigtc
3. mY ol "HOI'S Q2istod MEtg SHOIBHLICH B2 7 Hof2 SHAIE Meistict
4. 3 CHE oY HME 712 B2 HE MEYHLICH Ol 510 SHIE 22T HELE
=

Ct. H27 RHE ol CHEF X|El2 Rebooting a Broker MMEZ #ZSHMIL. 7|2 EE27{7t RIEE
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ElH £ E27{ 2% Ho{20| HMEIH /HEM o= AXE 5 Ql&Lch ERFE ArxstedH
At

Deleting a broker MM FH XML,

Amazon MQ SAN& EE7E 7|2 EE7 U E &43517| f[et ™Et =
o =x| AlEf

M2 718 dEnt datdE SMAIELICEH o] Zof x| 20| #=2E I EEFHE2 SUs & EN7t

Euct Mg sdstH H27] 7t 2atdo| dEE= S0 ZE2I0[1E 0| o= ERHE AFEE™

T Qe 7|7t0| B2 = J&LUct SX20| 84ke =t F EEAHI 2F SUs & EN7t ok ™

gto| M o2 = F 2ITe| AEfet 2™ 7+ HE =0l R ELICH

Fof x|z dEHECH 7188 E RMAIRLICH o] 2ol #=2E | EE7{7t St 4 EfE R XL

x| etg = A&LIct Fof ZX|E =&t FH| olo|E{7t E7I§FEI74LF 7|12 EEF7} —EE rMBE
orm X

CHS Ctolo{a 2 Metol M SX CH7[Fol HIHX| T E27 &Ej7t S7I3tElE S o= B2
ZCI0|UE AAES w26t X| o A2 EoiELICH ol ZZM[A0(AM 7|2 EZ7{2| VPCH| U= Zet
O|ME = &HQ{0| ML= SO ] O|AMO| AE| HIZ4S MASt £ gloM 7|2 HEF: 2x=2oR
Y SELICE =X cH7|€o| HIHX| F E27{7t st dEi7t ZH SHME 2BE=7{e| VvPCo| Rl 2
EtO|MEE Fof =X| 5fHo| =21 SNE EZ277 7|8 EE2AHZ 42 MK SHE E=7
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JHeER 7Hol=

us-east-1
VPC-abc P i
2 . Replication

i Traffic :

Primary Broker Replica Broker

Demotion in Progress Promotion in Progress

1 ] 3 ]

EC2 Broker Client S EC2 Broker Client i

-
.
B

CS Clojlo{ae XMet T2 AT 22 =
7t 7182 EE7{ &
HE{ OO|E{E MAM5tT AH|E £ AAHL—IEF

-------------------------------------------------------------

x Replica Broker
3 :
EC2 Broker Client

................................................... .
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B N e
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Replication
Traffic
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ol
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>OO

-------------------------------------------------------------
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: Primary Broker
1
EC2 Broker Client
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ZEE2 M8oto SXE EE2FH &4
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rr

ol ZX|E AIE3sto SHE BEE7HE 674524 Amazon MQ Z2£0|M CHS HAE ME

C

r
m

(® Note

7|2 EZFoME Met E= Zoll ZXIE AEE £+ el&LICh

1. SAN&E 2E27{9| EITMe R MetgLct EEFH HO|20WM 7| ERFHRE SA4F JIE SME E
EFHE MEFLICH

2. HEHAMHF & Ho|x|o|M Ct5E s ELICH

— [
2. HUEH|M ™= Hof =X|E MEiELCH
3. HIAE MXtofl ‘confirm'S &2i5to MEHS & QIgtL|Ct
4. Efelg MEdghct

M
>
™
[
o
|0
Hu
s
oy
i
r
[ul
021
2
M

7} Ztol %71 2E|H B2 7
H|O|X| ACto| miEtM RIHE EA|E0| Mo 2 HEELICE

(® Note
TE2 M2 E27H7t SHE et SHELICH o|F YOH0|E= | E[X| &LCt.

Amazon CloudWatch?| 2| ZF 4|0|E{ X R | E

ActiveMQ& Amazon MQ 2| 7+ C|o|E |SAl 7|s2 7|2 EE27{e SX2 BEE27{9| AEd, 7184
L H5E fXI6t7| fIE X|EE MSEELICH SXN Z2MA So| EX 2o SHE EEFHE 7|2
2ol 7|2 EEHERE HIS7[Ae2 SX|E Oo|EE g&Lct 7|2 2|Tel 7|2 EE7{0]| Eof
7F S M Bt = BHof ZXIE AIRSlod EX E|Fo SXME E2FHE VI BEEHE s £

& LICt. Amazon CloudWatchOllAM X[ & E = &Eoi ciEt X|&& Amazon MQ2| CloudWatch |
A A MME BEFMIS.
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CRDR Ef AR

Ct= EH’:lé I = Amazon CloudWatchOll L2 = X|E 7} AAtE|= ghAlg MAshL|Ct O|o|E| 2|
= 570o| Et AR Z 7} RI&LICY.

AN EH

AN 2F AlZHTCO): TR Al LCt.

- &8 AZHTC): 718 EZ 7ol 2lsf S| CH7|Zoi o HE 7} HHE AHULICH 7|8 EZ27{2t X
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"

duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:61617)" />
</networkConnectors>

- EEAHE EH/07| BEE7H 0| @St 42 #eEl metolE 2
randomize=false&maxReconnectAttempts=01 &7 & E27{ Z50i static
+failover T4 2 OpenWire AEZQIE uriE AFSEHLICE o Al

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"

duplex="true"
uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>

</networkConnectors>
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activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
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--destination queue://MyQueue
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activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000
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<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>

<dependency>
<groupId>org.apache.activemg</groupId>

<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(® Note
HAIX| MARHE &4 PooledConnectionFactory E2AE AFSaHofF BHL|CH REAISH
HEE g HE E MEE FXTStAL.

M4, MyQueuet= O|F 2| CH7|Y, 22|10 HIAIK| Y&HRHE & d7fLc

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue("MyQueue");

=270l Java Oi Z2|7i|0| M A 100


http://activemq.apache.org/failover-transport-reference.html
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// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BEXY "Hello from Amazon MQ!"E MMMt CIS HAIXIE

0l

// Create a message.
final String text = "Hello from Amazon MQ!";

M&ELICH

TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. SARHE Helghlch

producer.close();
producerSession.close();
producerConnection.close();

HAIX| AHIXHE W5t HAIX|IE +415tE4H

CHS XIEo et HIAIR] MAXHE MMSED HAIXRIE =L

1. HEZHO|A=XZQIEE ArE5t0d MIAIX| HAtXtol CHEH UMS 2 HEEIE M-8 Ot S HEE

ol CH3l createConnection HIMEE & ¢&LICI

// Create a connection factory.

final ActiveMQConnectionFactory connectionFactory = new

ActiveMQConnectionFactory(wirelLevelEndpoint);
// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);

connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();

consumerConnection.start();

HZ7{of Java OZE|7I0|M 1A

101



Amazon MQ

JHeER 7Hol=

2.

3.
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® Note
HIAIX| AH|XFE PooledConnectionFactory 2EiAE AFS3HH oF ElL|CH REAMIEH A
HE 84 Hd E MNSE BTML.
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// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =

consumerSession.createConsumer(consumerDestination);

HAIXIZH 27|18 ZICH2|CH7F HIAIR|7F =2f 6t O 4 AlgfLCH.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;

System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
AWS H|A[E MH|A(0d: Amazon SQS)2t HE| &H[R= BE27H0]| X[EXHo 2 AZE L
Ct.

AHIRH MM S HAEE S=ELCH

consumer.close();
consumerSession.close();
consumerConnection.close();
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+ STOMP over WebSocket
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

LDAP login configuration(LDAP 2102 714d) Mol Ct g E+ HEE M3 Lot

o AFEXl 7|eh AFZXIE HAME CIEEZ| HE EB(DIT)H Y =E29| 1§ 0| L}

« MEXRH AM UR[: userBase LHOIA ALEXIE A& Ol AHE == LDAP AX EEL|CH S2to[d
EOo| &R} O|F0| HM EHE 9| {0} Rt2| ZAIRIZ CHAMIELICE RtMIEr LIE2 215 & HEr 504

- .
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15t O o

. 043 AM Qk|: roleBase LHOJAM &2 3= O AFREl= LDAP
AL 14 ZEfo| {0} RHE| EAIRE O

userSearchMatching® ¥x[5t= AFEXI2| IR 0|2 &AM

AMELICt ZEto[HE | AFEAt O|F2 {11 A2l EAIRIE CHA|ELICEH of & S04 CIRE 2|2
g 5o siiY dego| ZE MEXRL| ALE At O|E0| ZEEl memberZle 40| 28 E B2
(member:=uid={1})1 Z2 M ZEHE X3 = U&LICH

CHS olOlx|oME oledet MR HEE XIHetE |IRIE = EAIELICH
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

Optional settings(AM &% 47) MMM CtSot 22 MEIX
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dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user
uid: jdoe
sn: jane
cn: Jane Doe
mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password
2| oflX[2] 2HIE userRoleNameE A2 524 memberOf 42 X|IHELICH Q15 0| HB5tH
AEXHoIH rolel H& 0| EEELICE.

- g O|&: 2t0| ST P& ol O|FQ HE &Fo| I& O|F SHULICL o E 501 28 =2 Lt
O|&o it cng XIHY &= U&LICH 215 0| H35tH HHE &5l s 2 g =2l cn &4
ZLO| ALKt Al & ELIct.

« MEX AM 5t ECI: LDAP AHE R AM R2[o HRIE HolFLCh True@l B2, userBase0| &
O|El = olgfol U= MA 5t EBIE AMSIEE M7 MHELICE

. 38 Z4M 59| EE|: LDAP & M 7Y2|o| HIE MOlFLICh True®! ZS, roleBased] Mol
= of2lof U= TIA| Shel EEIE AT He7t d-EE LI

CtS olOlX[ M ol MEIx MY E XIHE QIRIE E X EAIFLIC
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Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

oI5
QIZ 2 QIsHAE 22H0IRIE Xk ZHO| K230k BLICE Ol2{3t X2 TS LDAP Mol 2l A
SR 71gro| ALS Aol Chah A ELICH

ActiveMQ E27{0]| MISE AFE X} 7|82 LDAP MM AFE A7 MHE &= DITS| = EE 7+2|740k
grLICE o & E012 AF® § AWS Managed Microsoft ADO| L =M@l 74 @A corp, example 20|
com!D ZX Bl corp 20| = HR OIS S ARl 7|HO 2 UsersAt2EHLICH.

OU=Users,0U=corp,DC=corp,DC=example, DC=com

ActiveMQ EZ27{= EZ7{of CHEt 2 2}0|HE 94 XS QIS 57|
£ AMshLCE

|3 DIT2| O] %[0 A] AF2 K}
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. Active Directory Users and Computers
File Action View Help
& |F =2 HE 3RET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v 3| corp
3| Computers
2 Destination

3| Group

3| GroupTwo

2 Users
ActiveMQ 24 FEE AF8XLC| £4 0|E S uidd SIEZYSIZZ ZH AL R A| ST &M ’é!%*
Ol A=X| &elstioF ELICH Ho|a AHEXI2| @12 ALEXt O|F 2 AFE = UELICH AtAIEH LIS

=]
activemq &4 I E 3 Windows Server 2016 0|4 H{T12| Active Directory A X 3! ZFE{0 IA‘I ID
g F82 &x

Xte| ActiveMQ 2& HMAE EH355tE{™ iE AL XH7t amazonmg-console-admins

B Rofo] B9 S251 AN B WY IS MPHLICL Be Rof m2to

activemq.xml 7t ol Q= cachedLdapAuthorizationMap 242 %3H CH&f(EEE 2tYE
FtE, CH& ZEhEE S-ELUCH RAE L8 2 FHAIE LDAP HEt §0{ ZES XML,
(® Note

HZ7{9] activemq.xml A UM cachedLDAPAuthorizationMap LA E ALE35tEd
HE S35l +4S MAE AWS Management Console [ LDAP Q15 4! #H&h 2o SMHS MEY

ActiveMQ E 279} LDAP £ 1


https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L89
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://activemq.apache.org/cached-ldap-authorization-module

JHeER 7Hol=

Amazon MQ
5t 7{LE Amazon MQ APIE At83H0d M| 22 M/ & LDAP | authenticationStrategy
S£M4E = 5o gLt

cachedLDAPAuthorizationMap 42| Y Z CtZ Al 7+X| £ 2 NS 3sHok & LC.

* queueSearchBase
* topicSearchBase

» tempSearchBase

/A Important
SRet WEI EE 79| 7/ ol A MEEIX| A5 57| 28 Amazon MQE
cachedLdapAuthorizationMapOlA CtE &8 ALE5HK| £t 5§ AFEELICEH
* connectionURL
+ connectionUsername

» connectionPassword

HZ 78 MME M Amazon MQEE S35 AWS Management ConsoleEE = APl 39|
ldapServerMetadata 80 X3 st= 22 ?lel SH2= CHAIELICH

CH2 2 cachedlLdapAuthorizationMapll & A& E0{&LICt

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata
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o248t Zt2 Zf CHA 8ol AHE HEto| XIHE DIT LHo| IxIE AlgrL|ct. et AWS Managed
Microsoft AD, example 22t SUSt ZH|Ql 714 RAE AI8stE Q2| Aol MHE ZE CHA {8
EZES TS corptte X8 Er@|ldestinationE comX|HELIC sHE OU Lo M queues, topics
2 temp CHAFOY| CHSH OUE SHLIA MdE o~ Ql&LCH

HEkM CH7 [ R Cleof Het Foi HE
Lt

pe|

Okl
o
rr

e CH7 | ZAA 7|82 DITOIAM T2 %ol QA

OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help
& nFE 48 XEC=H

1 Active Directory Users and Computers [WIN A

Saved Queries

3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

2 Users

OrEH7ERIZ2 A 2 HA| CHE o] ALE HEH #EI2 DITOHAM S e =&Fof A&LICH

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
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OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

2t Cha RB(CH7IY, T4, YA OU LHoA QHYUEE EE S5 hy 0l&S MBE + YL
Ch7Iedo) M3t Rof FAlS KT oHeiH CH]

Al DEMO.EVENTS.$.2 2 Al&fst= BE

OUE ddg =+ JU&LICH

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ OUE Queue OU LHo{| & LICt.

ActiveMQ2| 2t LE=FtEof CHEF RHAMIEH LIS 2 2L E

DEMO.MYQUESH &2 &7 Ci7|¥e| H

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e | 2@ B8 Bz HMmE T

1 Active Directory Users and Computers [WIN-IL A

| Saved Queries
v 3 corp.example.com
3| AWS Delegated Groups

= | AWS Reserved

. Builtin

=

| Computers

v 3| corp
3| Computers
v 2 Destination
v 2 Queue
3 | DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

3| DEMO.EVENTS.S

3. Temp
3. Topic
3| Group

3| GroupTwo

—

a2 | Users

—

CHel = tUEFIEE LIEIHLE ZF OU LHAIM Ml 7He| 2o 1 &8 i/ dsHoF & LIC ActiveMQ2|
T E HEtH O EER|2 7|/ 7|z elAb et dL|Ct ofed8 ZF AFE HEhol| CHEr REAIEH LI 2
o

>

Olz{8t 20 1 & read,write % admin®| OI& S XI&5Hok &rLICt ol2{8t Zf 20t I & LHollM At
SAHEE IS FUME £ o0, oY AFSKH EE IS B AU £8Y HEre AU 2
|

eterte et &g fE= 7 chefof ol2{8t 2t 2 &o| Ee L Ch.
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JHEER} 70| =

_ Active Directory Users and Computers
File Action View Help

& | rF /8 XELE HE/DPRETE%R

1 Active Directory Users and Computers [WIN-IL A || Name

| Saved Queries 8% admin
v i:_] corp.example.com %read
_:.'__ AWS Delegated Groups %write
2| AWS Reserved
| Builtin
| Computers
v (3] corp

5 Computers
v | Destination
v 2 Queue
2| DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
o DEMO.EVENTS.S
3 Temp

3 Topic
3. Group
3 GroupTwo
o | Users
' Domain Controllers

] in..

ForeignSecunityPrincipals
LostAndFound .

Type Description
Security Group...
Security Group...
Security Group...

® Note

BEIRt 122 MM 08 o|SoM SS0| LA
ofl HZHE 274 Al Windows 2000 O|F T#&l0iA 20| Z2 0|8
ob7| 2 ofl B A85HL|Ct Windows 2000 O|™ H{M EIAE AFRIO| 7t MAof Qake
X|ot Meixio 2 nRsfof BLICt ol SEL 1/5t7| QI8H ZH admin 220 uuid H0O|

7te = A&LCH

LIC}. ol =2 2 &0|DITe| CHE 21X
2
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File Action View Hel New Object - Group
e A0z (M = NN E

| Active Directory Users a
~ Saved Queries
v 33 corp.example.com

AWS Delegated (
AWS Reserved
Builtin

| Computers

<

Group name:

S; Create in:
-

2.com/corp /Destination/Queue/DEMO.MYSECONDQUEUE

| admin

Group name (pre-Windows 2000):

| admin-alias-uuid-3f3b6ae7d|

Group scope

(O) Domain local
(®) Global
(O Universal

Group type

@ Security
() Distribution

Cancel

E are no items to show in thisy

Domain Controllers

ForeignSecurityPrincipals

LostAndFound

EX™ Aol admin E
ot 220

Ct. read £
Ct.
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Hot 35 HEtol 7HE MERHE F7tst= A 2o A 2&E F7¢

ActlveMQOHA‘I JE°| &4 0|§2 CHA| StEZYSE R activemg &4
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o
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MU AHE £ s
CHAMOfl & 4 e

U&LICH Tt

ACo L2 2 F7te O&

O|= /| 5t2d™ AP At uidel A2t S T2 MAE =&ELICH Windows Server 2016 O B{7

9| Active Directory AtEXt 3! ZHFE{0i|A{ ID OHE

A (B4 AFE) AWS Lambda & =0 @124

TEE HESMR.

AWS Lambda = Amazon MQ EZ27{9| HA|X|0f @1Z5t1 AIEE = U&LICH HEFHE La mbda01|
e = CH7 |G HIAIXRIE el &8 S7(40 2 S&E5H= O|HE AA OfEZ MdsL|Ct
3EHAL: (M4 AFEH) AWS Lambda g 4~0il 947 17


https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html

Amazon MQ

JHeER 7Hol=

Hdst= O|HE A4 OHE2 HAIXRIE EE7{0| A HXIZ 2117 JSON 24X &4
2 BEErLCH

* mq:DescribeBroker

* ec2:CreateNetworklInterface

+ ec2:DeleteNetworklInterface

» ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

(@ Note
ZIQHIAM Heto| giom™ &7 Amazon MQ E|AAQ|BZEE M
&LIC}
IS &35

2. (MEAE) E‘I%i HBHA 7HSH0| Gl EEHE WHEt 4T

- HE2! MEUE 5tLEC| NAT HIOIEQI0|E FAHELICH REMIEH LIS

LM M VPC 47 B = of QIE{ & MH[A HMA S HZsHM L.

- VPC YIEZQIEE A
iZig MBI A
Ol oiZdstof BfLICt RtMISH L8 S

Manager A =EEZQIE
QIE{HO|A VPC UEXQIE ZHE &HX

Lambdaoi| CHEH M.

O| Lambda H|O| 2=

E #3104 Lambda

2 AWS Lambda 7He Rt

£35t04 Amazon Virtual Private Cloud(Amazon VPC)2t Lambda Z+2|
mazon VPC= AWS Security Token Service (AWS STS) 2! Secrets
AWS Lambda 7HS X} OFLHA{ 04| A

3THAL: (M= AFEH) AWS Lambda F2=0f &4
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
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3.

AWS Management Console® At&35t0{ Lambda & 01 CHS EZ7E O|HE 4
Cl. create-event-source-mapping AWS Command Line Interface @& At
L|Ct.

>
Hu
-
0%
]
r

olo
o

HME|E Lambda HO|2Z2EE HE 740

HZ7{0| M AH|8F HIA|X|E Lambda ?:.—f—ﬂ *MElsteE ZEE E/-EELICH O|HE AA OiZE oA
of 2l
MQ CH7|2 2| Lambda HO|2E of &AL

F

(® Note
O| oMol M testQueues CHZ|E 2| O|S lLILC}.

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType": "jms/text-message",

"data": "QUIDOkFBQUE=",

"connectionId": "myJMSCoID",

"redelivered": false,

"destination": {

"physicalname": "testQueue"

1,

"timestamp": 1598827811958,

"brokerInTime": 1598827811958,

"brokerQutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message"
"data": "3DTO0W7ch51prgVLQaGQ82$48k=",
"connectionId": "myJMSCoID1",
"persistent": false,

"destination": {

"physicalname": "testQueue"
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iy

"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

Amazon MQZE Lambda0i @125t = &, Amazon MQ O|HIE A A0 CHSH LambdaZl X|steE S M

al O|HIE AA O|E 270 CHEE XHAISH LHE 2 AWS Lambda 7HEFXF OHLH A0l A Amazon MQO4| A
Lambda A2 & B XSIAMI2.

OII

ActiveMQ E27{ A2 X} MM

ActiveMQ AF2Xt= ActiveMQ EZ27{2| CH7|E L FH|of| HMAE = U AHE EE= o E 2|7 o|M e

LICH AEX7E £ HEtE A8 78 + UELICH o & §04 UF ALK ActiveMQ # Z£01|
MM ASHESE A + UA&LICH

o|0f M 2llolE &LICH At Xtol ZEE st a0 tial S Ci7|E & FAof 2Lz
X FHoM En Oi7|E 2 FHE 2ElE HErE 7 HE & A&LICH

f=1
I=|E
CH7 1 =

(@ Note
JE8 A8RIe SYNOR T +E gaLch I8 Flolg2 T8 siut ol ol AFBR
E Z7be ) MAED aB0lM 2E AFSKHE K4ste ARIgLIC

(@ Note

Amazon MQ 7|8t ActiveMQZ2| activemqg-webconsole IE2 2 E L7 2 F=A|of CH$t
TRt HEtE2 ER5tD QELICEH Ol AE2| 2 E AP AT HE|RF HAMA Hete &Lt

Ct= oMol M= AWS Management Console AFE 3104 Amazon MQ E27{ AF&XIE M, HE &

OCO) L-_H x
Mxste YHE EoiFLICH
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M ActiveMQ E 27 AF2 X} A

1. Amazon MQ Z&0i 2 12lgL|Ct.

2. HE7{ S50 E27{ 0|F(0il: MyBroker)2 ME4Et CIZ View details(M|F HE E7()& MEAF
L|C}.

MyBroker | O|X|2| AtE X} Al4doi o] EZ7{0of| &8t 2ZE ALERI7t LI ELICH

paolo.santos No Devs

jane.doe Yes Admins

Create user(AtS At 4 4) CHst 4 Xtof| Username(AHE At 0|F) & Password(¥ )& =FLICEH
(ME ALED) AL RETE S6tH 2 O & ol§ 2 &l E 2 FE6tod UZELICHO: Devs, Admins).

(MEH AFEH) AL RFT} ActiveMQ B 2£0f BMAE £ QA 624 ActiveMQ Web
Console(ActiveMQ & 2&)2 ME{gFL|CH

o o &~ W

7. AEXpd-EES MEiFLICH

/A Important

AU FZA| AERIOIH HE At 0| HEE|X|E ef&LICH
3 LH%% ’ﬁ.%ﬁPEﬂj CtE |X #El 7[2tE ZITEHL E274E A S Ssf{ok ghLich

1. Amazon MQ 2&0| 22QlgfL|Ct.

2. HZ7 S50l EZ7 0| (0dl: MyBroker)2 MEHSH CIS View details(MIF HE £ 7))
L|CF.

t|EH

i
ot

MyBroker W O|X[2| AtEX} Mol 0] EZ 70 &8t EE ALS AT LIQELICH
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paolo.santos No Devs

jane.doe Yes Admins

3. =IQIE¢o Qs HEE MEfstn WRIS MEFLICH

Edit user(ArZ X+ T &) CHSF & KH7F A LICH
4. (MEH ALE) M Password(&%)E l238tLict.

5. (MEfAME) ALEXI7L £51H 2 28 OIS HER TFE8H04 RIS AHLE MAELICHO:
Managers, Admins).

6. (MEH ALE) AFEREZE ActiveMQ B Z & 04| HMAE = UA 5HE{T ActiveMQ Web
Console(ActiveMQ & 2&)2 MEHEL

7. AEXtol CHEr HE MY E XY st2{™ Done(2t=z)S MEHEFLICEH

/A Important
APRXPOH CHEH 848 AP0 oI FA| AEX0|H HE ArZ 0| M &IX[= ef&LICH
L8 MEstA™ CtE /X| &l 7|ZhE ZIChE|Hu E2 7 E X F S sl oF &f LT

ActiveMQ E 2 7{ A2 X} AHA]|
Cf 0|4 TQ 5K S AFRRFE AMXIE & QiLCt,

1. Amazon MQ &0 23 ¢Ql&L|Ct.

2. H27{ 550 M EE7 0|F(0: MyBroker)= MEit CIZ View details(MF HE E7()E M=
L|Ct

MyBroker H|O|X|2| At X} MMoi o] E= 740l &8t ZE AL AT LG ELICH

paolo.santos MNo Devs

jane.doe Yes Admins

3. EIQIHQotlE HE(M: MyUser)E 1Eet CI 2 AX|E MEHETLICE.
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4. AEXl ALK|E &0l5t2{H Delete MyUser(MyUserE AMK|ISHAIZA&LITH? CHEF A Rof|
M Delete(AfA)E MEHFHLIC,

/A Important
U FA| AERIO|AH HE AL O] MEE[X|= & &LICH
3 LIS M8stciH Ch3 | X| #E| 7[Zh2 ZICtE|HL E27E A F 2atiok gLCh.

ActiveMQE St JMS(Java Message Service) AHE 0|
CHE oMol M= ActiveMQE ZE2 2L WA 2 AME5tE YWHE Eod FLCH.

« OpenWire O{A| Java ZE= EE7{0] @1Z%t1, CHT7 (@B MMstDT, HAIXIE 2L 2&L|Ct &t
Mg M- 242 Connecting a Java application to your broker EH 2 & ZE5HM|2.
« MQTT oflX| Java ZE= E27{0f @51, FHE ddst, HAIXIE AAlstn gH&L|Ch

» STOMP+WSS o{Xl| Java Z=E= EE270f A5t T, CH7|¥S W5t D, HAIXRIE AAlStD gH&L
Ct.

AN E=A

Ad
o

VPC "

i
tok
0%
toh

P

VPC LM 22 7{0]| HMAE = U TS 5l24™ enableDnsHostnames 2! enableDnsSupport
VPC &2 g4d5tslioF 8fLICt RFMIBH LI 2 Amazon VPC AFHE A 2| VPCO M DNS X|#4& 2
Z5tM.

2. HE7{ SF0M 227 0|F(0dl: MyBroker)2 EHEFLICY.

3. MyBroker M O|X|2| Connections(P1Z2) MMM E27{0| ¥ 2& URL X 20l0{ Bl Z2E
o{SLct.

=
o =
4. M5 HE Mol Hot J HEQIoM Bt IEQ| OIF EE

o
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6. mHO[X| stEroilA 2l P—E—EE MEfet = HES ME{ELICH
Al
o

F=Ade=xZolEo EH?_P TAE FIHELICH COFS oAM= 227 & Z£0i CHsl of 2
Aot GHS 2oiELICH

a. T= F7HAdJd Rule)E ME4EL|CEH
b. &0 Custom TCP(AFE Xl X[ TCP)E ME4EFLICEH

c. Port Range(ZE HQ)oll ¢ 2& LE(8162)E =igtLICt,

KoM SIS 2 HMASH DR 5t 25 URL

o

E_I_

d. Source(22)0|A Custom(AFE A X|H)E MEHEH HEHOIM & 2&0 HMASHE O AHSE

A|AEIO] P Z=A0]: 192.0.2.1)2 =48tLC}.

OpenWire
activemqg-client.jar & activemqg-pool.jar H7|X|E Java EciA B2 o FIHEL
2 oXl= Maven ZEXME 9| pom. xml W LH| EXHSt= OlE{et F&HHE Eo{FLICt
<dependencies>
<dependency>

<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>

</dependency>

<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>

</dependency>

</dependencies>

activemg-client.jarol CHet AtA|EH HE = Apache ActiveMQ AE A 2| Initial
Configurationg & X 35tM L.

Java AHE Of|X|
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MQTT

org.eclipse.paho.client.mqttv3.jar H7|X|E Java 24 B2 FIHELICH CHS of
M= Maven Z2ME pom.xml ItYO| 0| Z& M2 2Eo{FLICt.

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mqttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

org.eclipse.paho.client.mqttv3.jar0ll CHEF XM LHE 2 Eclipse Paho Java Client&

SESC VRS

STOMP+WSS

CtZ Z7|X|E Java EeiA F=0f F7HEFLCE

* spring-messaging.jar

* spring-websocket. jar

* javax.websocket-api.jar
* jetty-all.jar

* slf4j-simple.jar

* jackson-databind.jar

CtZ olAl= Maven ZEME 9| pom. xml It LHM| EXl5t= Ol et S&ES Eo{ELICt

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>
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<dependency>
<groupId>javax.websocket</groupIld>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>
<groupId>org.eclipse.jetty.aggregate</groupld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

REMIEH LHE 2 Spring Framework A& A 2| STOMP SupportE & Z=3HM2.

AmazonMQExample.java

/A Important
CHS olxl| 2 =0 MARIeL AHIRIE B ABE|M A™ELICH Z2HM A|AB(EE 2
27 QAEA Fol TX| E|AE)Q| AR MAXIQL AH|RIZF HEO| FAE FE AHEOM

MR E|= K| 2QIBtLIC

OpenWire

/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
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* A copy of the License is located at
* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JIMSException {
// Establish a connection for the producer.
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final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {
// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =
connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
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.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage)
consumerMessage;

System.out.println("Message received: " +
consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
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connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.eclipse.paho.client.mgttv3.*;

public class AmazonMQExampleMqtt implements MqttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMgtt().run();

private void run() throws MqttException, InterruptedException {

Java AL Of| A 130



Amazon MQ TR 7H0|E

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MqgttClient client = new
MgttClient(WIRE_LEVEL_ENDPOINT, clientId);

final MqgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
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System.out.println("Received message from topic " + topic +
": " + message);
}
@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");
}
}
STOMP+WSS
/*

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the
* permissions and limitations

*/

import

org.springframework.messaging.
import org.
import org.
import org.

import

License for the specific language governing
under the License.

converter.StringMessageConverter;
springframework.messaging.simp.stomp.*;
springframework.web.socket.WebSocketHttpHeaders;
springframework.web.socket.client.WebSocketClient;

org.springframework.web.socket.client.standard.StandardWebSocketClient;

import

org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;

public class AmazonMQExampleStompWss {

// Specify

the connection parameters.
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private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new
MySessionHandlex();

// Create a connection.
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return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,

head,
sessionHandler).get();

private void subscribeToDestination(final StompSession

stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon

MQ!".getBytes());
private static class MySessionHandler extends

StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {

System.out.println("Connected to broker.");

private static class MyFrameHandler implements StompFrameHandler

public Type getPayloadType(final StompHeaders headers) {

return String.class;

}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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http://activemq.apache.org/maven/apidocs/org/apache/activemq/jms/pool/PooledConnectionFactory.html
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(@ Note
HIAIX| AH|XH= PooledConnectionFactory EciAE AFESHH OF ELICH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();
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http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/advisory-message.html
http://activemq.apache.org/multicast-transport-reference.html
http://activemq.apache.org/multicast-transport-reference.html
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import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
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274 250l hall Ol243t 7I22ke R XIsHE 20l TALICH SHXIEH IME olEi3t VI23te £, A

ol = AXE + A&

EH
=0

Amazon MQ= E27{E MAE
£ MMELICH 7|2 M2 cls1)

P
Ll

rr

QIAEA RF W 2 HE Do It HAI KB
2Eof it ol ol xIFELICH

m rx
o

H=I

- B QIARA — AWS-DEFAULT-POLICY-SINGLE-INSTANCE
» Z{AE{ HE - AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ
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e QIARA HE7{0| Z? Amazon MQE HH M =2 22 022 dHELICH 7|2 M &2l
2 MHolStE{H 2 M =2 222 MER X|H WS =Y e & &Lt SS{AE i
E 9| A2 Amazon MQE EE27 7|22t0| M &2 22 12 HYELICH EB{AES| 1 REH AHSXt
RE HAg Mysieid 120t 2 M &2l ghs Yt

@ Note

2{AE HlZ oM ha-mode & ha-sync-mode E27{ Mz2 SaijA 0|22 & 1784

(HA)Of| 2 3tL|Ct

7|2 AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ HAE
&=2] 2/0| 02! ha-all-AWS-OWNED-DO-NOT-DELETE %4

mode & ha-sync-mode E&0| A& MEEHLICH 1 RE A o

Amazon MQE &3 Ho|of ha-mode 2! ha-sync-mode& XIS 2 FI}HErLICH,

CtE S50 M= Amazon MQ7H M2 HEElE EE27o| ME%t= 7[2 A I AM|Fhofl CHa AHE L
Ct. max-length, max-queues % max-connections®| Z}2 EZ27{9| QIAEHA R L HIZ ZE

of whet cHELICH s 2t 2 TE 7= 2L Badol| Lok &Lt

« queue-mode: lazy(TH)- X|Q1 7 |Q¥E EHSIELICH 7|2MHo 2 T7|E2 HIAIXK|e] ¢l H=
2l FHAIE fXI5t0d EZ27{7} HIAIXRIE _/.\_ |Ktol[AH| 7t s 8 & We| MEE = U gFLct 0|2
Rl EE7Ho| HZ 27t #FHX|IT 18 HEe| ZE7H Y4E = J&LICH X[ Ti7|¥2 75

gt £l HIAIX|E C|AZ R 0|S5tE{ § L.II:}. et B &8 ZZH0M HZ2 20 fXEl= HA|
K| =7t Z20{ELICH x| CH7| P E AHE 5P RabbitMQE Amazon MQUIM K & HIAIE 229
U oi7|EE x|He = A&LICH §H AE AEH0ME X[ Ti7|PE MEste HE27{0| d50| &
7t EedE = laLch ol &l HIZE| FHAlo M HIAIX[E TE ot= Zd0] otL|2t HIAIX|7} ClA 30
MEZ7Z o|SE[7| ELICH

C
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max-length: number-of-messages(’&%) - CH7 | 20| HA|IX| =0 CHEt M|EtE M™YgLct 2
HAE HZO|M O MEH2 EE27 R{E D 22 AofLt | K| e[ 7|zt o|Fof CH7|E S7I5t

|
Al BX|E ERIgLICH

overflow: reject-publish(E#)-max-length HMES A8 | M CHZ[ZE 2| HAl
=

CHZ
X| #=7} max-length Z{oll T8t & M HIAIXIE HESHES ELICH CHY|¥0| RLHEE 4E{0|H
2t HIAIXI7E & AER| L5 517t 2/ 22 7of HIAIXIE AAISHE 2EH0|XIE o Z 270l
H AR 2012 54510k BFL|CH HIA|XF &Qle 73dst= dhedo] O

Sgelf= = "redoi CHt REMIEH LH® 2 RabbitMQ 2
MOIEO|M HAIX 2018 B XFHM LS.

® HixZ 2=
22 AH

« max-queues: number-of-queues-per-vhost(vhost Mgt - E27{9| CH7|d £~of CHt A|st

S MAEBILICH max-length &% 0|9} otz 7hR|E SEAE BHZOIM CH7|Y £ xststed &
27| HREOo|Lt S| #E| 717 01F0f 7Y S7I8 YAl FXI7H wXIELICH CHy|¥S XsHshn

CH7 e SX|5t7] {8 BtE8F 29| CPUT AFRE|= Zdx whx|=lLC},

= AL

« max-connections: number-of-connections-per-vhost(vhost M8l - 2270 CiEt 2l

O|HE A& ol MEtS HYTLIct HY Ztol et 24 & MgtetH gt B2 7 M2 2| A
S22 HEoM 18 HZe| BEJI st 5 S0| YA SXIE = U= EXM7E EXIELICH

C

® HH

e
N

I>
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ol

—

r

&, EE{AH
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JHeER 7Hol=

HE 71872,

® Note

max-length 2 max-queue 7|& A&l
LICt HAIX|7t 5kBECH #W 2 Z<2 max-length & max-queue At

grLCt.

CHS Eol= M2 MMHE 2E27{9| 7|2 MIEt 2ko| Ltet &
78 2 HilZ 2eof et ol2dst 2k ME = LICH
QAEA RF Deployment max-length max-queues
mode(HHZ ZE)
t3.micro Ehel OIAEHA N/A 500
mb5.large EHQl QIAEIA N/A 20,0007
S AH 8,000,000 4,000
m5.xlarge EHQ QIAEIA N/A 30,00074
=2HAH 9,000,000 5,000
m5.2xlarge Etel OIAEA N/A 60,000
Z2{AH 10,000,000 6,000
m5.4xlarge EHQ QIAEIA N/A 150,000
2 AH 12,000,000 10,0007H
RabbitMQ& Amazon MQ 27| = X|&
A& Bl ofZEE|AH0|lME 7HE & X|HStE EEF QIARA RS MEE
de MY s BE27 dso ¥ 0|x|l= 30 22 2218 et

st

- O L=

|

AlX| 27| 5kBE 7|&

rot

LIC}. Amazon MQE EZ7{9| QIAEA

max-conne
ctions

500
4,000
15,000
8,000
20,0007
15,000
40,000
30,00074

100,000
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- TSE HAIX|Q &
- HZElol E2-E HA|IK]
- 5 HAIX|

e HEF QIAEA R¥(t3.micro)2 OHEEIAH0|MH M52 HAEE mMTt AH835t= 0| E&L
P ZE2EM =F0| ZEI0|UE Y 7Y, 22 XM, 22l L HIAIX], 5= HAIX|ol CHai M=
HZ2 7 QIAEHA R&8(m5.1arge O|4)S HEE |EF

HE27E HAES 0 YIZE HAIE QT Aol MErs QIAHA SHI 37|8 WHHs X0l 5
QEtLIch Chg 27| 28 KIEo Wt B 2| 0|Mol JHE KEE QAL RHS AHIHML.

ul
1
o
>
il
I>
FE

of chet 271 =24 x|&

Che Eols B QIABIA HE7{o| 27t QIAEIA REu Al0) #HE Zto| Lo} LT

QARA R Az A CH7 | MY AH| Shovel
& N}

t3.micro 500 1,500 2,500 1,000 150
m5.large 5,000 15,000 30,0007 1,000 250
mb.xlarge 10,000 30,00074 60,000 1,000 500
mb5.2xlarge 20,0007 60,000 120,000 1,000 1,000
mb5.4xlarge 40,000 120,000 240,000 1,000 2,000

ZHAE HiZ o CHEF 37| = X|H

S oz Sl E27{9| Z} QlAHA REE | 8t Zho| Lot A&LICH
OIAEIA 28 CH7 | AMEEY AH|R Shovel
m5.large 10,000 1,000 150
mb.xlarge 15,000 1,000 300
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Amazon MQ et 7hol=
QIARIA 2 CH7 | M AR} Shovel
m5.2xlarge 20,0007 1,000 600
mb5.4xlarge 30,00074 1,000 1200
g oS 22 94 & g Meto| MEELch
QIARIA R ik A
mb.large 5000 15,000
m5.xlarge 10,000 30,0007
m5.2xlarge 20,0007 60,000
mb5.4xlarge 40,000 120,000
SAE E27{0| Hast Bt g2 A8 7ts 8t L E =2 RabbitMQ7t A8 7Hs 8t = E Zhofl 2|4
AE ZHists gAlof et EAIE ZECHEE = JELICHE Bt 72t Ztste B O E =0
CHet AAE ME M5t ChA| A|=5tHLE QIARA 3 7|& YaB0|=5t0 2|C Bt & =3 =+ A
&Lct.
257 HAIX|

® Note

CHS HIAIRISl 2 F

Connection

7 HAIXIZEEFEHELICH 28 22 m

LIPS

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused:
connection limit (500) is reached"

Channel

node

371 =™ x|&
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ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbiteip-10-0-23-173.us-west-2.compute.internal’' has reached the
maximum allowed limit of (15,000)"

A H|R}

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

(@ Note
CHS 27 HAIX|E HTTP Management APl &AlE AL EtLIC}.

CH7 |

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (30,000) is reached"}]

Shovel

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 250 per node\n"}

Vhost

"error":"bad_request","reason":"cannot create vhost 'my_vhost': vhost
limit of 4,000 is reached"}

RabbitMQE Amazon MQE Z&{1¢9l

RabbitMQ& Amazon MQE #E[ APl & RabbitMQ & 2£& & M3 3st= RabbitMQ 22| E2{71 212
XeLcH & 2£ & 22| APIE AH85to EE27{ AAEXF & HA g st 2Elgd = J&Lch

22| £ Q! 2|of RabbitMQE Amazon MQE CHE £ @I K| &hLct.

|

« Shovel Z&{1 2l
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« Federation Z241 ¢!

Shovel &241 QI

Amazon MQ ZE2/& EZ7{= HA|X|E &t E27{ QIAEA Q| CHT7[E L W E0AM CHE EZ27 QIAH
A E O|ssts ol AEE == = RabbitMQ shovelE X|#HEfLICt ShovelE2 AtE36t0{ =&t Zgf
E EZHE AZst I HAIXK| 2271 B2 =2 HAIX|IE B&e +~ &L

Amazon MQ # 2|8 RabbitMQ EZ7{= S* shovel2 X|HELICH S shovel2 HEIY mZI0IE{E
OH7H B8 AFE5to 745t 20| E 1ZAS S T2 e WAoo 2 AHANMEKX| Al & FX|
& &= U&LICH ol £0{ RabbitMQ # 2| APIE ALE3HH CHS API IEZQIE o CHE PUT 22
A5t0{ & shovel2 FEE &= UELICE Ol HFMAMHE {vhost} & EE7{2| vhost O|E2 = HIF*
I {name}& M 5% shovel2| O|ES 2 HIE £ U&LILCH.

/api/parameters/shovel/{vhost}/{name}

QY E&Eo ci7|¥o|Lt mer & sttat X[Z5HoF & LICH o2l oAM= src-queued XIHE 2
Z CH7|¥ 1} dest-queued!| HolEl HA CH7|QE 72| S shovel2 & LICH OFEH7HK|2 src-
exchange % dest-exchange ItEO|E{E A& 35t0{ & W@t 7t2| shovel2 78 = U&LICH

{
"value": {
"src-protocol": "amgp@91",
"src-uri": ‘"amgp://localhost",
"src-queue": '"source-queue-name'",

"dest-protocol": "amgp@91",

"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"

/A Important

shovel CHA 0| Z2l0lH! H2 72 AR CH7|YE se= W& ZF shovel2 +AE = QiaLICH

5™ shovel2 Ar25t= Ao CHSE REM|EH LI 2 RabbitMQ S shovel Z8{1 212 T FHAMIL.
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® Note

Amazon MQE X% shovel A2 2 X|I5t K| ot&LICH.

Federation Z£{1 Q!

Amazon MQE 15 1w &t LU CH7|™PE X|HELIC} Federation2 AFE5HH 7HE EE2 7oA CHZ |,
2t 3 AH|RF ZHO| HIAIX| EES SME £ YELICH A5 7| 2 nEe x|™ ZF 23 E AF85Hod
CHE E27{9| m|o{oi AAELIC} 72X 2 45 e HAIXIE & H 2tREs = g 945 7|
U2 AH|RI7F 2ot 0HE 94 HO|E HIAIXIE 0|58 = Ql&aLct

Federation2 AI25tH CIRAEE
g £ Q)& LICH RabbitMQ & 2

= AN EH
date = A&

ol= &t r= c7|do| HA|X|E AH|SIE

= [ | AA
L= 22| APIE AF835H0{ CHRAE 2 E 2 7{0{| M federationS

ek Jj
W |r

/A Important
UAER Cf7|d £ BB0| TEto|Y 2270 s H moidolMe T4E & gla
HE2| 2270l Cf7|W £ T8 7Ho|Lt HER HE 70| YAER 47| £ BED g}
oyl HE 7ol e AER TH7|Y E& DE Ztofgt HCiBolMe TAIE & UaLict

o€ S04 #E| APIE A& L5 2 +&5t0d federationg 78 + U&LICH

. EP% - £0f CHEt federation A E Holst= stLt 0|4 2| YAERIE T EELICH RabbitMQ & 2
ZHE| APIE A8 35104 federation A S Holg = U&LICH ZE[APIE AIESIHOS 2
&75t04 /apl/parameters/federatlon upstream/%2f/my-upstreamo CHEt

A
POST S MME £ Q&L

{"value":{"uri":"amqgp://server-name","expires" :3600000}}

= AN
== T
==
=

L=
[
=3

22| APIE
ko4 /api/

. CH7IY EE DEO| HSE & TS HMS FABLICH RabbitMQ 2
APIE AS 3R CHS 2% &

ol

- M |

=
4L O
OST & o;:-lc> AHA—|oI- A ﬁl_

xl

{"pattern":"Aamg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}
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® Note
Y 220 Me Mol = metel o|F 0l aqu AlEFetCt D 7HEELICH Ht A 2amg
\.2 A&3H O|E0| “amq’Z Al Sl ZE 1L | CH3H federationO| & A 3HElLIC}.

RabbitMQ MB{e| w2 O|§ S CI=E A X|HE # A& LICE.

Federation Z41 212 FM5l= ol CHEF AEMIEF L2 2 RabbitMQ federation Z241 212 & =X
SHAI2.

e
1
i
é’.':'
>

wek Z0{a @l

7|2X 2 2 RabbitMQ& Amazon MQE Y2 si{A| B2 R £ Q1S X|MELICH L2 sfiAl
w2 HAIXIe| 2t E ZIolA ALHE SHAl 2t 2 7[Rt = HAIXIE CH7|E2 et ELICH 2t
7|17t MH5| 2 S5t U2 Al w2 HAIX|IE CH7 | Ztol Bl ™ #SstH 248 & A&LICH

el

1Al metof HIQITEE A< HiRlY 7|= Zf CH7 (ol uiRld 7t S5 X(|E A™ste
HFQIE 7HEX|7t =2 CH7 €2 HIQIEE LUt sA
LICH &tx SHA| me EEZ XM HAIRHE EHEF
1 CH7 |G| HIAIRIE AHISHES HA|MoZ 7450

e
o
0

uu o

rr M Cmw
]

am ooy 2

0>|

Ao &2

2

B > o

oD AHA

Pl

wEkofl CHE REMIEF L2 GitHub 2 AO|E0f|AM RabbitMQ &2~ SHA| m e RS &

o
ol di
2
gl=l
Pl

>
FO

B

RabbitMQE Amazon MQO{| 242 &

Amazon MQ BH 7|22[E AtEstod ALE At XY A KetE MEY & U&LICH HEE = 7=
M 9l KBS AMIBH £ CHAl 445t HLE 57} vhostB A48t % A vhostoll 712 M2 T} Rgte o
gsltie 9 o5 HAHE AEE += /JU&Lch
/A Important
RabbitMQ A&l & 3.12 0[5t& Amazon MQO A1 #4XH 7|2 ARt HA2 ChZ 3t Z &L,
RabbitMQ

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* all {"queue-version":2} 0

7T 3.13 O|¢f oAM= 7|8 A&HA Aol S 20| HEEIR&LICH

0
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vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode":"automatic", "queue-version":2} 0

O| MCl|O|E= RabbitMQ OHEE[7H0|M SEfof ChEt 715X 43 A& ol eisLct.
Al O|E42 o7 |€ T 23] Ch7 |0l S A0 M= XFHS MASH £
HE Ch7|Qolgt MBE|E 5 5t2{H™ --apply-toE quorum_queuesZ AX5HoF gLICt
Zch4] 0|23 CH7 | L AH CH7| P2 ME5tes AR E ALE5t0d B of HA - -apply-
to:classic_queues HEH CH7|¥ HAZ MM5HoF B LICEH

/A Important
ClS EHAIE s=&sied™ 22X HEHo| U= RabbitMQE Amazon MQ EZ7{ AFE X7} Qo

OfF RfLICH HEFHE XS HME m BHE EEIXE AASXHE AL SHHLE LIS BHERE = U
ECIE ALEXIE AIEE £ UALICH OIS Eole Ee s #2XF AFEREfj2 & #eto| "
Al(regexp) NEHS 2 LI Q& LICH.

Tags regexp 2471 regexp T regexp A 7|

*

administrator L8 5 &

RabbitMQ AFZXIE MMt AFEAF Ef & HEHS 2HElskE ol CHEE REAIEH L8 2
RabbitMQE Amazon MQ E27{ Al 2K} EH2lg |

RabbitMQ & 2&& AF8st0d 7|2 HH U 7ty SAE KMghe XEstedH

1. Amazon MQ Z&0| 23l LCt.

2. 2% B 3ol X Brokers(227H)E MEREFLICE.

3. EEHIFEMMEME ME HEF{O| 0|F2 MEHFLICE
4

H27{ ¥ HE 5 0|X|2|] Connections(?1Z) AlMH0{ M RabbitMQ 2 2& URL
RabbitMQ & Z2&0| M EZ2I X B EE= ol F&ILICH.

227 Z2|XF ALl 0|8 L & E AF235104 RabbitMQ & &0 22918 C}.
RabbitMQ & 2£ 9| I 0|X| & Etof| A Admin(& 2|XHS MEHEHLIC}.

jo

MEEFLICH

0
12

157


https://console.aws.amazon.com/amazon-mq/
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7.  Admin(&2|x}) H o[|X|2| 2 B B FH 0l M Policies(X2H)E MEHELICH
8. Policies(=#H) | O|X|0{| A EZ7{2| $4XH User policies(AHEAI H2H) S E2 2 £+ U&LICH User
policies(AtE Xt Z3%&H) of2H{0d| A Add / update a policy("E&H F7HICIO|E)E =

=
9. ME=Z7 Hxig MM35e{8 Add / update a policy(H& FI7}/AO|0|E)o|MH CHS S =& ELICH

a. Virtual host(7t& ZAE
& vhostE MEHSIE{H /

@® Note
Z 7} vhostE MA5HX| &t 2 ZAL Virtual host(7Ha A E) 40| RabbitMQ <01
EAEIX]| fom HME 7|& vhostol 2t M & ElLICE

b. Name(O|&)0 22| 0|F S U=ELICHOI: policy-defaults).

c. Pattern(Z{E)0l| regexp THE . *E =T LICt 0| B2 YAO| EE7o| ZE CH7 (Pt UX|
grLCt.

d. Apply to(M& CH&h 9| EELCIR S5 0{ A Exchanges and queues(L & & CH7 | E MEHF!
L|Ct.

e. Priority($M &2)0i| vhostol| M EEI C
AlZtol RabbitMQ CHZ | 2! wetof &&s| 5Lt

X% Xo| KBS M & olaL |t
o1 Oo—l HHEZE 1o 2 T AAHE
RabbitMQ Mg g2 M =2l U dXlste S MEELICH S M = I YA
£ ZEsts Yol ek RhAIEH LHE 2 RabbitMQ Server AEMoIAM ZHA S E X 5HMILR.

f.  Definition(&2l)of|l Ct& 7|-2f Wo{& F7terLiCt.

+ queue-mode=lazy. EECI2 S F0{M String(ZEAt)S MEHFLICH

- overflow=reject-publish. EEC}2 SF0i| M String(EAtY)S MEHELICEH

(@ Note

Chal OIAEIA HE 7of= XME35HX| OFM| 2.

- max-length=number-of-messages. E27{9| QIAEA 37| A HiEZ R E=of [}
number-of-messages®& Amazon MQ H% Z[S 2 HFELICHO|: mq.m5.large Et&
E{o| Z4S 8000000). EECH2 = Z0{ A Number(XXHE MegLICH
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Bt QIAEIA HZ 7ol ME5HX| OFMIL.

g. Add/update policy(’E& F7}H/UO0|E)E MEHFLICE
10. M HZH0| User policies(AtS At HR) o] S F0i| EA|Z|l=X| & QIgLICtH

@ Note

Z2{AE EE27{9| B2 Amazon MQE= ha-mode: all & ha-sync-mode:
automatic M2 HO|E AIS2E MEFLIC.

11. RLEZ B ZolM Limits(MEHE MEIFLICEH

12. Limits(A|et) T 0| X|of A 22 7{Q| 34Xl Virtual host limits(7t4 EAE XMgh) SEE £ & U&aL
C}. Virtual host limits(7t4 Z A E |8 of2i0f| A Set / update a virtual host limit(7t & S AE A
8t M3/dH|0|E)E 2 arELCt.

13. M vhost Mg 445t24T Set / update a virtual host limit(7t& EAE A|§H M/ 0|E) ofeh
oM CtEE - ELICt

a. Virtual host(7t& EAE)Q| EECIR SE0|AM HMMS HAZE vhoste| O|§2 MEHFILICE 7|
& vhostE MEHSIE{H /& MEHFLICY.
b. Limit(Mgh) el EECHR &4M0i X max-connectionsE MEEL|C.

c. Value(Zh)ol ‘='E5’-|°| IABIA 37| 2 Bz D=0 [l Amazon MQ & Zf2 2dgLct
(0d: mg.m5.1large £ 9| A2 15000).

d. Set/ update limit(X| st *Ex"/‘?.!.'HIOIE)% ME4SHL|Ct

e. ¢ BHAHE =5t Limit(&MEh el E&CHR2 0| A max-queuesE MEHEFLICE.

14. M X80 Virtual host limits(7H& 3AE HMghe| S50 EAIZ/=X| &olgL|ct

> 1>
e

_|_F°

RabbitMQ Z 2| APIE AI&35t0{ 7|8 HA L 714 S AE ANEHE M E5He{H

1. Amazon MQ Z&0| 2 IgL|C}.

2. {lZ EHM Eoi M Brokers(EE27{)E M

3. EEF SHoMMYEMS HEE E27{0| 0|FS M=ELICH

4. E=27{ 1 0|X|2| Connections(24Z) A40{| A RabbitMQ & & URLE 7|E&LICt. O|l= HTTP
QYA AE5tE EEF A= X IEQLCE

=HErLlCt
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https://console.aws.amazon.com/amazon-mq/

LICt. o] HHEol M= CH7|€0| %2F2
oZFE VhOSt9| Ol%g

Amazon MQ
5. MEOE EE 2ot WHE T2 JLch
6. M EZ7 HMZ MASHH CHS curl FS Y
S 712 / vhostol| QICtD 7PEELICH S THE vhostol] MESHEH
2 HiELCt.
® Note
#u#t w4t p#E TEIRF 230 2o 015 HEE HiR M. E27{o] QIARA 37| 2 i
Z 20l 2t number-of-messagesE Amazon MQ M ZtS 2 HHELICH policy-
namee HXO| 0|E 22 HFELICH broker-endpoint& O|0f| 7|& 8t URLE HIEL]
CH.
curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*" priority": "definition":{"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \
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RabbitMQ& Amazon MQ= HH L{S| £48 2F ME 5Lt otof & 3HX| et&LIct Sl
Al O3 cH7 (&t A{FH Ci7[Fol SAlo| M= HA2 MME + glaLct Hao| HH
CH7|Eof|2t M8 E|E S 5t24™ - -apply-toE quorum_queuesZ MAX5HoF grL|Ck E2H4
O/242 ch7|€at HH Oi7|E2 & ME5te 3% AE U7 EA ¢ ot L2t --apply-
to:classic_queuesE et HE o WA Z sl of gFL|Ct.

J

AWS-DEFAULT M2 2 “applies to” Tt2ZtO|E{0| M A CH7 | REE AISSE MEISIEE =HY T
7t & LICH RabbitMQE Amazon MQ2| 7|2 ZAof| CHEt AtA|EH LHE 2 RabbitMQ configuration
policies EMHHE XML,

RabbitMQE& Amazon MQ2| & CH7|E 2 & AL
2 oh7 | =H Al S8 JHMSIEAH CF S 28 ALIE AFR 8= Zi0| E&LC)
4 Bt E MA5t0] K8l HIAIX| &2

fofl HAIXIE HIAIX|7F Aofstod oed | CHAl HMEE m 2 UBFLICH delivery-limit 42 Qls
£ AME5tod HIAIX| T& B & Y5t o2 H ATS e HAIXKIE AAE + A&LICH HIAIX|7
B8

ME Bt ol 518 A+ 20 0| RIS /T RabbitMQMI M SHE HIAIX|E M|7HstD AFA|ELICE
TS e & dYstH HIAIXKIZECHZ|E B ofofl CFA| F=7HELICH

0
12
o
0x
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H cH7[Fo| HIAIX] &4 =<

#H oi7|gol= HAIXK] M =27t ei&LICH HAIX]
0 & datioF BfLICE ofed #E CH7 (0] = HIAIX|L
oM HIAIX] M =2|E HEetAM 2.

M7t 2o B2 HHO7IEE oddd
A H

o
M &QE Hole WS RabbitMQ A AM

7|2 =X el AS

RabbitMQ& Amazon MQE #HH Ui7|¥E AE5te FE{AE EE27{of CH3l 7|BXo 2 =X Ql+&
370 =EZ MABILICH x-quorum-initial-group-sizeZE #7335 Amazon MQOIME 7|EZt
2 CtA| A ¢l 322 A-ELct.

RABBITMQ_QUORUM_QUEUES NOT_SUPPORTED_ON_CURRENT_VERSION £
A sz

H_|xl_-| 3.12 o|3|.§ A|-9-3|-O=| I:I-OI Ol/\E-lA = E.E_|/\|_Z_-| HE?—IO-HA—I _=rL_|E-| |_-_|.|

7|8 MASted D 5 RabbitMQE Amazon MQOIM 2 Zl Q] 3=
RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSIONO| &r248tL|C}.
RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION 2| s Zo cist RpA|EH
LI 2 Amazon MQ # & CH7| 2| RabbitMQ ZE Amazon MQ EHHE 2 EsHMIL.

RabbitMQ X} & A

CtZ Xt& M= Amazon MQO| A RabbitMQE T35t At& st S 2 0{ELICH Node s,
Python, NET St Z2 CtYet Z2 2 Q102 X|HEl= S2H0|E Bto|EE|E A8 5tE W
of CHet RtAIEH L& 2 RabbitMQ A|ZF HLHA{ 04| A RabbitMQ A& ME E E5HAM(L.

|

- BE27 78 48 HE

« RabbitMQ& Amazon MQ2} &7l Python Pika A&

» RabbitMQ LA| SX|E CH7|¥ S7[3t EX| HZE

« 2EHA: EE74{0f JVM Z|gF of ZE|7H|0|M 44

« 3EHA|: (MEY4 AFEH) AWS Lambda &40 A&
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BE27 7|2 48 Hi

2 AL873H04 CloudWatch 21 E#448} & HgAsle} Ze B2 7|2 MYe HEE 4 sl

AWS Management Console.
RabbitMQ EZ7{ S T Z

1. Amazon MQ &0 219QI&LC}.

4. CloudWatch Logs Al40iA E= HE S Z&/sto] Lt 2O & &d3tst7LE HIZE EstefLict o

E tHls 28| ef&Lch

® Note

+ RabbitMQ EZ27{2| B Amazon MQE AHS 22 AMH|A 9142 AE(SLR)2 A& 5104
CloudWatch of| &8t 2 1 & H A|EFL|Ct. RFA|EF LIS 2 the section called “AMH|A 9473

g N8 B HE AR,

« Amazon MQE= RabbitMQ EZ7{0{ CHEt 24 Al 24 X|HSHX| et&LICH

5. Maintenance(fX| Z2l) MMolM EZ7{0| K| 2| Y™ T AIELICH.

oM AWS ZE|AE I E27HE M HEo 2 ¢aslo|=5ted™ xS otolu MM asfols &
M58 MEBLICH XHS YIBl0ISE 29, AIZH24AIZ BA) I AlZtTh(ZI= 22 UTC)oll o3
MolEl fx| &e| 77k =&of| 2ELICt

6. Schedule modifications(=% 0i|2)E ME4EFL|C.

(® Note

Enable automatic minor version upgrades(O+tO[L{ HH7 A& Jci0|= & +d3})Bh MEL S}
= 42 EE7 MRE0| ERsX| 47| iZEoi H{E 0| Save(XM&)E HFE LICE

KIEE Alztol 7|2 d™ol EZ 7o HEF LI
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ TR 7H0|E

RabbitMQ& Amazon MQ2+ & 7H Python Pika A&

CHS At& A0 ME RabbitMQE8 Amazon MQ E27{0of Q1AS =& 7 E TLSE A8 5+0q Python
Pika 220|HEE MHSIE &S H0o{ELICH PikaE RabbitMQE& AMQP 0-9-1 Z 2 E Z 9| Python
TEYULICE O Ri& MM PikaE Ax[stz, Ci7|¥E MolstD, E2 79| 7|2 W&o HIAIXKIE ©™
St & HAIRIE d™stm, CH7[GolM EHIAIXIz FASIES AH|AFE HHE5te WS CHLHE L

« 1EHA: 7|2 Python Pika 22I0|1E M4

o 2B A HIAIRE

>

z |0

i 2 HAIX ME
A A

« 3EAL AHIXF dE & HAIX] 2

0

« ATl (ME AL OIHIE 2 A7 & HIAIX] 4H]
- CIS EA

e

Ol A& XM E 2tZotedH Chat 22 AT o He Lo,

RabbitMQE Amazon MQ E27{ At A|8t L2 RabbitMQE Amazon MQ EZ27{ MA 2 X X5HA|
(@]

- 24 Ao &F MX|E Python 3

* Python pipE& AFE35t0{ AXIEl Pika Pikag Mx|stcit M E{O|d 2 Y1 ch32 AdefLIch

$ python3 -m pip install pika

O| R*t&ME TI~SIEAH vhostof| CHEF 447 &
A S

EXtvt et ol HELICh O E= ER
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Tags regexp oS regexp A7 I regexp 2 7|

none 0% o @
LIGE AFS K HEH2 AL KEOA| 7] 2 7| HEHDE MSELICH E2740] CHEr el &S +&E
T e el Ea 2o cHst OHMIA T8t 2 204&|X| A &LICH AFS XIS HMAE XI"*EI CHo|€=2
MEtste E E8A D{EHE AFE5I0d HEtE FIIMo 2 MEHE = U&LICH olE 04 17| HHt
ESHA IHEIE AThello world].*Z Bd4E5H sHE AFEXI0|AHIE hello worldZ AI’“o}E CHZ|
Lo M el = Q= TEE Fo{ELICt.

RabbitMQ AFZAHE M5t AFEX
£ Amazon MQ E27{ AF A} CH2d

flul
I
Pl
H
ro
fjo
rH
o
g'l_l
rr

aheqof| CHSH AFMIEH LHE 2 RabbitMQ

[0
ik
M
g'l_l
=
FO

1EtA: 7|2 Python Pika 22I0|Q1E A4

RabbitMQ& Amazon MQ EZ74e} &5 =88 M MEAIE Holstm TLS #40i 22§ SSL Z1E!
AEE KN|Z8HE Python Pika 2210|1E 7|2 A E MMsieiH C =

1. MEDEES G Z2ME CHet M CIMEHEIE 498t O, siiE CI-E 2|2 o|S & LICt

$ mkdir pika-tutorial
$ cd pika-tutorial

2. CI29| Python ZE7} £&E basicClient.py2tE 0|59 TS MMEtLICTH

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA')

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"
parameters = pika.URLParameters(url)
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parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

O|X| BasicPikaClientOllA &f & & HAIRL & AH[Xtol| CHet F7H A& Holg = AU&LCH

2CHA|: HAIRF MM 2 HAIX| &
CH7|¥ e Meiste HIAIRIE MAStT T HAIXIE MEsie{HE OS2 s 8L ot

1. OS2 3= MEQ| LHEE SAstT 2Z 9| o™ B0 M et 2t s et CIREE|of
publisher.py2 XMEELICI

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

RabbitMQE Amazon MQS} &7l Python Pika At&
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"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

BasicMessageSender 224 £ BasicPikaClientOlA 4&5t04 CH7 (P M5t T, CH7 |
ol HAIXIE M&stD, Hdd8 E= FIHHMEE THELCH TE MES 7Y &t

2t e 7|& ALE5tod HIAIXKIE 72 Rt ez etERLICH

2. if __name__ == "__main__": Of2HoM CI= HE 7} L& El BasicMessageSender 44
A =e2 MEEE met0/eHE wA gL Ct.

 <broker-id> - Amazon MQ7} 22710 CisH H4st= T REH IDYLICH B2
7{ ARNO|M IDE 72 BME &= U&LICt o|& E0{ ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
A2 227 IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819Q]LIC}.

« <username> - EZ2710] HA|X|E & = U= SET HE0| U= HEFH ALK AHEXl 0|8
olL|ct
= -

« <password> - EZ7{0f H|A|X|E

M-
>
o

= UE SEE HEo| U= EEFH ALSAo| 2 E LCt
=
=

+ <region> - RabbitMQ& Amazon MQ E £ 7
west-2.

3. publisher.pyE& M8t Aot sLet CIREEOIM Ot B-E S A>ELIct
$ python3 publisher.py
I Ed3Ho 2 M™AE|H ED|E Fof ch2at 2ol E2FLICH

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'
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SEHA|: AH|RF A L HA[X] =4
CH7 |Gl A B HIAIR|S $Al5H= AHIRFE MAISIEAH O S 488Ut

1. Ct

0jo

E=Y

|

M|k

o| LHEE SAtetn 2ol SUF CIHEE|0| consumer. pyE XEfLICH
from basicClient import BasicPikaClient

class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "_main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

|7 EFA M et 71IAI Fet
Al

0 A, BasicMessageReciever= BasicPikaClientOilAd
Ar&:5tod BH MIAIK|S o

O
=}
Met HddE B FFHAMEE FRIELICH

RabbitMQ& Amazon MQ2}+ & 7 Python Pika A& 183



JHeER 7Hol=

Amazon MQ

2. if __name__ == l2HollA BasicMessageReciever MMAIZ HE L

== "_ main_": &
It 2t0|E{E AFEAte HEZE WA|RfL
04
o

3. Z=zHME C|EEEo|MCHS

$ python3 consumer.py

5t

AUEH HAIX| 220 2t T 718 Z& e slo7t HOlE Foll ZAELCH

FET ESHeE

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0",
routing_key=hello world queue'])> <BasicProperties> b'Hello

'redelivered=False’,
World!'

ATHA: (B4 ALY OIHIE Rz M I HIAIX] AH|
CHZ |0l M od2] HIAIXKIE AH|stEdH TSt 20| Pikall basic_consume HME L 28 &t+E

A ErLCH

e a0 oS HME Eolg FIHELICH

1. consumer.py0|A BasicMessageReceiver &

def consume_messages(self, queue):
def callback(ch, method, properties, body):

print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback

auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')

self.channel.start_consuming()

2. consumer.pyllif __name__ == "__main__

consume_messages HMEE S&&LICH
if __name__ == "_main__":
# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver

"<broker-id>",
"<username>",

= BasicMessageReceiver(

184
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"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. consumer.pyE CIA| A&st, H3 8t 7| S HAIX|7t HOIE Foll ZAIELICH

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

Cts B

 X|El= 7|El RabbitMQ Z2t0|1E 2to[=e2[oi CHer RHAM|EH LHE 2 RabbitMQ & AtO|E0f| A
RabbitMQ Z2t0[2E HEME & Z M.

RabbitMQ Y A| SXI|E CH7|¥ S7I3t =X i E

RabbitMQE Amazon MQ 2 AE{ HfZ 0| A ZF CHZ|Gof| HIAIE! HIAIX|E Ml 7Hel E27{ = E Zto]
SxEuct olz4&lolztn §tE= ol S A& RabbitMQ EZ7{0i| 1718 8(HA)S M3 ELICH E8{AH
HHZ Ol CHZ (¥ &t =9l 7|2 SXE1t 5tLt ol4 el 0|2 E FMELICH O[22 E CH7|Fo| HE &
= HAIXR| CHZ| o] 27| & HIRE ZE Y2 WA 7|2 ti7[Hol|l M El CHZ s 0l2] ™Ao 5
pS[E=[ w3

o & £0{ O/ E C7|¥0| 7|2 =E(main)@ = 70 Ol2{(mirror-1 Y mirror-2)2| Ml 7 ==
oM SAECtD 7HEerLch o 023 E ch7|de| 2& HAIX[7H 2E Ol2{of Motz ci7|Eo| §
ZIZHEILICH mE(mirror-1)7t Y AlZE AL E = A ElCEtE CHY (P2 &S5t Al HAIXKIE
CHZ |0l @2 =+ AU&LICH 22U CH7|¥E S7IgtsiedAM mirror-18 A8 E + 9= S mainof
HAIE HIA|IX|E mirror-10] SX|5HoF & L|Ct.

Ole42lol| CHEF REMIEH LHE 2 RabbitMQ 2 AFO|E0A 24 O E CH7 (¥ S HZESHAIL.

ol
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7Rl &2 L oi7|E S713

FX| 22| 7|2t & Amazon MQE & |X| 2| g & ol 3 oM =-stod EE 7T} Al
ST LICH WEkM 2 = EO| 25 0| CHA| AlZHE M CHY | ¥ E S7I8telior & = JU&LICH S

7|8tst= s¢ Ole{of =X klofof 5t= HIAIX|= sHE5l= Amazon Elastic Block Store(Amazon EBS)
EE0M HZEIE ZEE /0] HIXI2 HMEIE/LICH HIAIXRIZE BIXIE &2I5tH 7€ e o WEH 57|

stg = U&Lct

CHZ |0 A RXRIE[T HAIXZL 22 Ci7|¥o| 3 M2 S7I3HE|n of & CHZ ZFefo| R 7Y
ELICH JedLt Hix| el cllol& 2ol h:__l HEZE St=of 7R H =0 8T HEEl B2
7t gdistod Ch7|d S7137F LAl SXIELICH HIZE] AHEZ2 CloudWatchl| E27{ L E X|E
RabbitMemUsed® RabbitMgMemLimitE H|1W 504 & Qg &= Q& LICEH HIAIX|[7} AHR EE= AFA|
E|7AHLE BiR| 2] HIAIR] =7t EX| §fo™ S7|8 7t 2t2E & elgLCh

(® Note
CH7|E S713t HiR| 271& £0|H SH EHMME 71 O Blot A = U&LICH

Al 3X|El EH

|22 31125t242 ha-sync-batch-size HAME M35t CH7|¥ S7|
3IE CHA| AlZtote W2

=

=
0iF £ 0| AA& ALl EHAHIE WELCH
=
« M™ =

« 1EHA: ha-sync-batch-size Z4%H A&

« 2EH7Al CH7|E S715F CHAL AEF

CtS EfA

o 2laa

—

AN E=A

Ol K& ME AFE5tEdH 2[Rt HBEHo| 4= RabbitMQE Amazon MQ EZ 74 AFE X7} 240{0F EHL|
Ct HEFHE X5 SMHE m 0HE BHEIXF AL KHE A5 LIS BHE/JS = U= CHE AFSXRL
E ALSE = el Ohs Eolls 28t &2kt ALEAL Ef 2 #HEHo| it Al(regexp) HEIS 2 Lt
o A& Lct.

ﬂl?l
o |
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Tags regexp €471 regexp T3 regexp AA7|

*

administrator o @ 5 &

RabbitMQ AF2XIE MMt AFEAF Ef1 L HEHE B E|SHe WHol CHEE REAMIEH LI 2 RabbitMQ
& Amazon MQ EZ27{ ALK} B2 & X 5HA2.

1EtA|: ha-sync-batch-size M2 M &

CIS HRIME E27{0M MHElE ZE Cf7|Pol ML= Mg FIt5t
RabbitMQ £ E—%OILP RabbitMQ Z 2| APIE A& £ U&LICH REMIEH LHE
oM 22| Z2{a XM L.

YHS EoiFLICH

o
RabbitMQ & AIO|E

rulo

RabbitMQ ¢ 2& & AF23l04 ha-sync-batch-size HAE X3l 7{H

1. Amazon MQ 2£0{| 222l&rL|C}.

2125 &t M 20l M Brokers(2Z27)& ME4EHLICE,

H27 SS0lM M BHE M8 Y BE7o| oS Mes

0D

= 2 7{ H 0|X|2| Connections(91Z2) MM0{ M RabbitMQ & & URLS ME{ELICI. RabbitMQ
o 2£0| M EEtRK B E= Foi AEILICH

HZ7{ #2|Xt 2301 Hot 015 HE E AI235104 RabbitMQ & &0l 218 L|Ct.
RabbitMQ # 2£ 9| 1| 0| x| & EHol M Admin(Z 2IXH S MEdgL|CE

Admin(Z2[Xt) Ho|X[e] L EZF &M F0ollAM Policies(H )& MBS LICY.

© N o o

Policies(Z32H) H| 0| x|l A E 2 7{2| 34X} User policies(At& At Z2H) 5
policies(At S At Z32H) of2iod A Add / update a policy(SZH F 7/ O]

(® Note

7|20 2 RabbitMQE Amazon MQ 22{AE|{= ha-all-AWS-OWNED-DO-NOT-
DELETEZt= 7| H27{ H2a1}t &7H MEELICH Amazon MQE EE7HC| 2 & CH7 (Y
Ol Ml E 250 SAZl1 CH7|¥o| KIS 2 S7(8tE|=5 o] HAg telghLict.

9. ME=Z7 YAg MH35led™ Add / update a policy(E& F7HYQOIO|E)oM CHEE &S LICEH

a. Name(O|5)ol XzHo| 0| € 4% LICHOi: batch-size-policy).
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\|

b. Pattern(ZHE)0l| regexp THE . *E e LICt 0| F HHO| HE7{o| 2 & CH7 (¥t LX|
st|CH
= .

c. Apply to(XH& CH&h ol EELCIR S E0{ A Exchanges and queues(L & 2! CH7 | E MEHE!

L|C}.

d. Priority($M &=2/)0f vhosto|l MEEI CIE ZE HMECt 2 Y& =gt xIHE
A2t RabbitMQ CH7 |2 2! wetof HE 5| stLtol M Hol RS M8 &= JU&LIct
RabbitMQE 71&E £2 @M =9 211 Ux|5ts MRS MEIELICH MM M =2 & A=Y

|

5t
= =
g ZAgste Yol cHet XEMIBH LIS 2 RabbitMQ Server MBI HEHE &= 5HA
e. Definition(’&2l)ol| Ct& 7|-2t Ho{E F7teLct,
« ha-sync-batch-size=100. EECI2 S 50| Number(xAhHE MEAEFLICH
® Note

CH7|d0]

L
size ¢t Z™stD EHSH

s0
rir
O
N
[
ull
A
Q

2 HAIX| =2t 37|18 7|E22 ha-sync-batch-
I.

OF & &+ U&LICH

T

/A Important
ha-mode Hol= 2 & HA B Ao 2 gfL|ct MeFstMH HES 0| Amighlct
« ha-sync-mode=automatic. EELC}I2 S 50| A String(ZXtQ)S MEHFLICH

f.  Add/ update policy(’S2 F7H/QO|0|E)E MEASLICE

10. M HEH 0| User policies(AtE At H&) o] S F0i| EA|Z|l=X| & QlgtLct

RabbitMQ & 2| APIE AI&35104 ha-sync-batch-size HAE XM 352{H

1. Amazon MQ &0 212I&LC}.

2. 2% A Eo| M Brokers(E27{)& MEAFLICE.
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3. EZF =50MMEHME HEL E27{9| 0|F = MEHELICH

4. E=Z7{H0|X|2| Connections(R1Z) 4440{ M RabbitMQ & & URLE 7|5 gfLICt. O|l= HTTP
QHEHM AIE 5t E27{ =2 QEQIL|CH
5. MEOIE EEs dote WHE FE ALt

o =
6. ME=Z7 HMZ HHstc{H CHS curl FES UMELICH o] BHo|ME CH7|€o| %2F= 212

@ Note
#ay w1y papns 227 ge|lA 2aQ1 2ot
StE|X| ot 2 HIAIR| =2 2 7IE 7|£E2 2 ha
BHEGloF " = JELICH EEHJAEXZQIEE

RIE HEE HHT M. Ti7|do U= S7I
-sync-batch-size Zt(100) =Hst1
O|Zof Z7|& 8t URLE Ht&E L.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '"{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. HR7{o| A8 HAo| M HHMO| FIEINIEK| HOlshHH TS curl BUS U ZE B
27 Mg Lgstn

curl -i -u username:password https://b-589c045f-1f81n-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

2B A CHZ | S 713 CHAl AlEf

CH7 ¥ S 7|8 CHA| A|RFEFLICE.

o
o

HZ7{0fl Ml ha-sync-batch-size M XM

RabbitMQ & 2&& AF&st0d CH7|¥ S7I3HE CHA| Al%fstedH

(® Note
RabbitMQ & 2&& ¥edH O| At& M 1EA| O™ XX E HZsHAIL.
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1. RabbitMQ & 2£ 2| H 0| X| 4ol M Queues(CH7 ) E MEHFLICE
2. Queues(CH7|) HO|X|Q| All queues(ZE CHZ Q)0 LAl SXIE CH7 QWS H&LICH 2
ol M CHZ|Fol| 448 A 52 o] O|F 0| LEdE[o{oF BfLICHOY: batch-size-policy).

3. SFAEHIRI 272 S7I3H ZZMAE CHA| AlAFsteds HX Ch7[E S7I3HE FAFLICH O3
CHS CHZ | S713HE CHA| AJZRFEFLICH

(® Note

S7|37F YAl BX|Z|n MBZXo 2 22 E|X| 8t 2™ ha-sync-batch-size 22 £0|1 CH
7|8 S7I5HE CtA| Al&HSH EMIR

CHS A

- CH7|¥0| 7|32 Amazon CloudWatch X|E RabbitMQMemUsedE& & Q1504 RabbitMQ = =0
MAZsE H2E| €2 2LE-E £ QU&LIC E58F RabbitMQMemLimit X|EE &QI5l0{ =
Ol HZZ| Mete ZUEZEE = JU&LICH XpMIEH LHE 2 Amazon MQOI CloudWatch X|E HM|A
2! RabbitMQ& Amazon MQ E 2 70| A& 7tS§t CloudWatch X|E EHHE2 & ZSHAIR.

« OH7IE S713t LAl SXIE L xlstzdd Ci7[¥E B RXIst2 HAIXIE MElste X0l E&LI
HAIX| 27|17t o & QI3 2E9| B2 E27 QlAH 42 CL'AEJA 3

£ HZE27t H

1A REE o
1A REUEZRHIIE LAY

7|2 Yazol=sHe 240l F&LICH 227 QIAH
Hge MMg HRstieEE7 72 A5 HE

» M RabbitMQ& Amazon MQ EZ7E YdE [ Amazon MQE E27{ 52 %|X&tst7] flal 7|
2 el B2 M A 7t ZAE MEhE MEELICHL HE27o HEE=E 7|2 X & KEtHo
HeE 82 Y dYst= [ol E&LICH 7|2 HH & vhost MEtE st S&doll CHet AtMI LY
2

O -

the section called “E27{ 7|E2Z}” EHa2 2 X 5HM L.

UpdateBrokerlnput - Amazon MQ APIE At&5t0] EE27{ QIAEA ¥ E YO|O|ESIE{H 0| EE
7 £8E AFSELCH

- ItZt0/E| 2 2 (RabbitMQ Server A3 M) - RabbitMQ & AO|E.0{A{ RabbitMQ Tt2tO[E{ 2 X424
of CHel RtMIS| & ob=LCt.

« RabbitMQ 22| HTTP API - RabbitMQ & 2| API10{| CH&H XtAl|S| ol L|Ct.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://www.rabbitmq.com/parameters.html
https://pulse.mozilla.org/api/

JHeER 7Hol=

C}. Ct2 oMo M=
U2 MM

g &= USLICH
14g sk, Ch7|
RabbitMQ £2}0|1E Elo|E 2|z

2CHA|: 22 740i| JVM 7|8t o Z 2|71 0|M 947
12 E 2 7{0f|
stod 22 7{0f Cst

% 4

st od4
E gtol=2g{z|o]

Amazon MQ
O Z 2|7i|0|M

|E2HE|E AFS
Ho{=EL|C} Ctst 2102 x| HE|=
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SSEF F
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xS

RabbitMQ EZ27{E M5t
RabbitMQ Java Z2I0|21E E}0
, HAIX|E H&ste dHS &
£ Al235104 RabbitMQ EZ7{0f ¢1Z2& = Q&LICH X|HEE
2 RabbitMQ Z2t0|1E 2to|=EH2| L LA =7 &

CHEr REMIEH LHS

EE| A& Ol A
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= T I\AI:IL’lEl.

2| OH
=

5t24M enableDnsHostnames 2! enableDnsSupport
2 MHAMO| VPCO|A DNS X|22 &
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VPC LHo M E 2 7{0]] HAM|A
VPC £A12 & M5tsloF BFLICH XHAIEH LIS Amazon VPC At
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https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/devtools.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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a. T= F7HAdJd Rule)E ME4EL|CEH
b. &0 Custom TCP(AFE Xl X[ TCP)E ME4EFLICEH

c. Source(Z2)0M Custom(ME Xt X&) MBS HEfoM & 2&0f AMASHE Ol ALSE
AABIOlIP F4(0:192.0.2.1)8 =48HLC.

d. XMZ(Save)2 MEELICE
OlM EE27{7} QIHIRE HZAE &8 = J&Litt

=L
S =

2E XHS&HE 2I3H Apache Maveng A&3t= B pom. xml Z+of| CtS =
Apache Maven2| Project Object Model Tt 01| CHEF REMIEH LI 2 POM A7HE B ESHAIL.

<dependency>
<groupId>com.rabbitmqg</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

4 X}SE 0| Gradleg AI8dtE ER Chg S&58S MARLICH

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

Connection 2! Channel EciA 71X 27|

RabbitMQ Java Z20|HE &= ZtZF AMQP 0-9-1 14 2 M'dS LIEHLHE Connection & Channel
APl 2ciA7F L8 El com.rabbitmg.clientE Z& Q| Ii7|X|2 AARELIC} Connection &
Channel EcHAE Ar835t24™ CFS of|A|et 20| HX] 7HA{SLICH.

import com.rabbitmq.client.Connection;
import com.rabbitmq.client.Channel;

ConnectionFactory &4 2 HZ 7{of HAZH

CHS oflAlofl w2t X|A&E ml2t0|E{E AF835104 ConnectionFactory 224 9| QIAEIAE MAEHL|
Ct. setHost HMEE AI83510{ &AM 7IS8t E27{ A=XZQIEE FELICEH AMQPS 2004 2!
Q1Z0lE XLE 56712 AFSELICY.
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https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html
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ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

w20l HIAIX] A A

Channel.basicPublish& AF235t04 HIAIX|E mEto] HAIE £ ‘&'ﬁl—lﬁf CHE oAl = AMQP
Builder EcHAE AI&3t0od 2EHIX R0l plain/text? HAIX| £ ZXE B =gLCt

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),
messageBodyBytes);

(® Note

BasicPropertiest= Ats MM E LK SefA Q| LIE ZeiA Q1 AMQPRILICY.

CHo | 75 & HIAIR] =4

Consumer QIEHO|AE Sall CH7|¥E 75510 HAIRIE £AE £ UELICH #5535 £3H5H=
HA|X|7F AFS 2 2 HIEHE|L|C}.
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ConsumerE F3s= 7IE 4|2 22 59 22lA DefaultConsumerE AF256t= ZAQlLCH Cf=2
of| M2t Z+0| DefaultConsumer ZHA|E basicConsume &0 YR Z XMESlo{ 152 HHE
U&LICH.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
D)8
(® Note

autoAck = falseZ X|H 22 Z Consumerof HIE E MHAIXIE & QI8 0F 504, oAt Z
Ol handleDelivery HIMEO|AM =4S 7+ & ZHHAFLICEH

HAA I L EE27{Q A4 &7

RabbitMQ EZ7{2t AZEE Boo{H Ot Zo| M HZEE 25 F&LICH

channel.close();
conn.close();

(® Note

RabbitMQ Java 22I0|E BI0|E{EIE AF2 5= Bdol CHEE REAIEH LI & RabbitMQ
Java 220|HE API 7}0|EE XM 2.
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https://www.rabbitmq.com/api-guide.html
https://www.rabbitmq.com/api-guide.html
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EHA: (MEH AFE) AWS Lambda & <=0 914

AWS Lambda & Amazon MQ E 2740 445t 1 HIA|X|E A& £ l&LICH EZ7{E Lambdao]|
iZAE M= CH7|YHMH HIAIXIE i &+ E S7|AC2 & |HE AA DHES MMEHLICE
E=z ZHA| &EHA

s 0
MH5t= O[HIE A A DHE2 HAIXKIE 7{0{| A HfX|2 {11 JSON A19| Lambda H[0|2E
H

HZ7{& Lambda &+0f 21Z&stcdH
1. Lambda &f+ & ol CHS IAM S HetE FI7HELICH

* mq:DescribeBroker

* ec2:CreateNetworklInterface

* ec2:DeleteNetworklInterface

* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

® Note
"_él_g_él' |AM ﬁ?_"Ol g,jglzl_ |%:||'_/|\_7|' Amazon MQ El_jl\_égl E'”_'_T’_E% ’é‘,'—cT',—&,'QE 34% _/'\_ 9';!
&Lt
2. (MEYALE) HEZ| HMA 70| Qe ERHE MMSt A2 2 5 §HLE 3504 Lambda
7t 2740l HASITE s{slofF gLict

« HEZ MEUY 5LEO| NAT HOIERIOIE FMHEILICH REMIEH LI 2 AWS Lambda 7HEr R}
SFHLHMOAM VPC 244 Bf 2| QIE{H! S MH[A AMAE HZtM L.

+ VPC AEEZQIEE A& 35104 Amazon Virtual Private Cloud(Amazon VPC)2} Lambda 2]
dAE MMELICH Amazon VPCE= AWS Security Token Service (AWS STS) 2! Secrets

3EFA: (MEH AFE) AWS Lambda & =0 ¢4 195



https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
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Manager Q1= ZQIE ol = AZ5Hok LIt XEMISH LI 2 AWS Lambda 7HEERE OFLHA{ 0| A
LambdaOo] CHEF QIE{H| O|A VPC AEEZQIE LS A XML

=]

Ch. create-event-source-mapping AWS Command Line Interface HH 2 AL2&
L|C}.

3. AWS Management Console2 AF&3l0{ Lambda &0l CHall EE7{E O|HE AAZ FHFL

st= I EE ZAMEHLIC O|HIE AA ONZ 0 A
El o wat ctELICH CHS 2 RabbitMQ& Amazon

Ct.

ZAME|= | ambda HO|ZES EHE27{0

4. BE27o]x AH|3F HA|X|Z Lambda &£ 7} &2
9| ¢l
MQ CH7|€ 2| Lambda 0|2 E 0| AL

(® Note

O Aol M test= RabbitMQ CHZ|€E 2| o|F 0|1 /&= 7I& 7t SAE Q| O|FLICE. M
AlX|E &S [ O|HIE AAE test:: /0 HAIXIS L}dgLICH

=

"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
118,
97,
108,
117,
101,
49
]
1,
"header2": {
"bytes": [
118,
97,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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108,
117,
101,
50
]
.
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
},
"redelivered": false,
"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYNnFMUXhENEUifQ=="

Amazon MQZ Lambda0 @1Z2sl= e, Amazon MQ O|HIE A A0 CHSH LambdaZt X|&ste M
gl O|HIE AA OfE @F0f CHSt REAIEH LHE 2 AWS Lambda 7HEFAF OFLHA{ 0| A Amazon MQO1| A

Lambda AF2E B X SIMI2.

RabbitMQ& Amazon MQ &l {7 22

RabbitMQ= 2|0| M| HT #t2| Atoil| et ™ HE & X. Y. Z2 78 & LICt RabbitMQE
Amazon MQ #3310 X= HO|XH A, Y= OOl HA, z&= THR| HH S & LIEFAL|CH Amazon
MQ= HO|X H™M HE 7t HEE B2 HOo|H HH HE o2 ZHFELICE 0o & 01 T 3.1301 M
40229 Ha0|=E= HOIXM HM ¥azlo|l=2 ZHFEL|Ct 0Ol ™ EE= TR| T HS B B
GE 32 0lo| HTX HEo = ZtFELCH o|§ 501 HT 3.11.280 M 3.12.132 2| ¥aB0|lE=
otold H™ ¥dasio|l=2 ZHFFEuLct.
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
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https://www.rabbitmq.com/streams.html
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AT HM Haeol=

HO|XH EE= OO HAMSE =52 2 YaBo|=8 = /J&LCt

AMEXI BE27E X|HEl= CHS
% gtst™ R X[ 22| 7|ZF S Amazon MQUIM EE2HE X|HE[=

A= 0fo|L] HA (ool & &S
24 o x| HMS 2 Had|ol=&hL|ct,
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A

BH27{ 5 ¢arlo|=of cist XFMIEH LI 2 the section called “@I T BT 480 |=” EHHE & X
StMlL.

AZEI H{F 3.13 O|M S AIESlE ZE HZ2 79| AL, || &E| 7|2+ 5o X[HE = &
29| ¢a8|0|EE= Amazon MQO|A{ & 2|&fL|Ct.
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Rall
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/A Important

RabbitMQ= && H7™ Y| 0[E(0d]: 3.9.x04 M 3.10.xE) Bt S ELICt. HO(o|EE M OO|L
A ZdL%E £ giaLIchol: 3.8.x01M 3.11.x).

el CIARIA HE7E= R EE = S 2t HEf7t ELict 22{AH HE7o| A2 MR- B
of Ol Ch7|¥ & S7I=tsloF &Lt CH7 o] Zo{X|H 7 |E S7Ist Z=AMATHC 22 43 +
AELICH OH7 |8 713t Z2MA Solls LRI MR OHT|EE AL8E = Ql&LICH OI7IE &
7|3 Z2MAT 22 ElH B2 {7 CHA| AL THSSHEILICH S S 2[4 5t6t2{E EB{E 0| M2 Al
Ztol dagol=stE ol E&LICH HE aefol= 2 Atef|ofl CHEr XbAMIEH LI 2 RabbitMQE
Amazon MQ 23 AtE| EHHE FXsHML.

-

KHElE AT HY =5 EA|

describe-broker-instance-options AWS CLI WS AF&3t0q x| ElE 2 E otol & o]
X QE S LhdE 5 oLt

aws mq describe-broker-instance-options

AT LU QAHA RFHE AN E LEZStE{H CHZ0l L2 --engine-type & --host-
instance-type M2 ALSELICH

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker-instance-options.html
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o & £0{ A1 E RabbitMQ & mq.m5.large QIAEHA RO CHH HE{RASIE{™ engine-type=
RABBITMQZ, instance-type2 mq.m5.largeZ CHAIELICH

RabbitMQE Amazon MQ Z & Abg|

O| EHHE & Z=3510{ Amazon MQO{AM RabbitMQ EZ7HE 0|8& | M52 2CHEtstn ME2IF HI
g FlAsHE 4 Qs WS MG HoMR.
/A Important
Amazon MQE $&l| A E 2| &£ = RabbitMQ 3.9.x0MH T E X3 E JSON 222 K|35t
x| et &Lt
/A Important
RabbitMQ& Amazon MQO| M= ALE X} O|§ 22 "guest"E X[HGIX| Ao 22 M EEHE
MMM 7|2 HAE A ™ol AMELICH Amazon MQE E8H T ZH0| A8 "guest"Ete Al
HE FIIMo 2 AMA|EFLICH
S|
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boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

CHY|¥E XISEo 2 7435t 2 0| XMQF 20| MessagePropertiesE
PERSISTENT_TEXT_PLAINSZ MZA3l0{ P+ HAIXIE CH7[LHol 2 = U &LILCH.

import com.rabbitmq.client.MessageProperties;

channel.basicPublish("", "my_queue",
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MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());
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QUHHT o 2 HiZ £ 012 AolM EAISHELICH o E S0 RabbitMQ Java 22H0|ME Bo|H2{E|E
M8 [ Ct2 of|X|Qt 20| Channel#basicAckE At23t04 ZHEHSt basic.ack 2 4012 A%
& £ &Lt

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
® Note
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CtZ oMol M= RabbitMQ Java Z210|E 2t0|EE{E[& Ar&3t0{ B AH|Ate| O|2| 7HK4 7] gk
2 1022 Y5t WHE Eo{EL|Ct.
ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);
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=
2. O3 CH2E 7Hworker_enable_remote_controlA celery@...pidbox CH7|Qo| 5% M
Mg SXIgLIct olZEA &M 22 72| h7|Y o|g o] E0{ELCH.

worker_enable_remote_control = false

3. B k2 HAIX| €52 S £0[|24™ Celery OHZZ|7H0|MHE AIZHE INE ZF5HK| -E &
7Lt --task-events Z22E K| 5+04 Celery worker-send-task-events& & L|C}.

4, CtE m2t0|E{E ALE5t0q Celery OHE 2|7 0|44 AlZHENLICEH

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

Celery H{T 5.5 O|& 9| A2

1. Celery HT 55, #H CH7|¥2 X|§5tE 24 HAY E&= O|F HESE LB O|=EFLICH AFS
S0l Celery HTZ2 = QI5t2{HE M8 LICtcelery --version. #H CHZ7[Qof CHEF XpA|EH
L2 MME &R 35HAM| 2the section called “FH & CH7 |,

2. Celery5.5 0|22 HaB0|=E8t F& "#EH"task_default_queue_type2E F4&LIC
3. ¥ CE E=7{ HE SM0lM Publish ConfirmsE 740k &f LICI.

broker_transport_options = {"confirm_publish": True}
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ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

(® Note

OHZ 2|7 0|0l Connection.Close HAMEE Al235l0{ A2 S26IH A5 LWEYA
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Producer >O-) 20 < Consumer
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Amazon MQ broker

AWS S3

Ct2 of|X|od M= Amazon MQ, AWS Java 2.x2 SDK 2! Amazon S3& A2510{0| IHEAS Ho{SF L]

Ct.

1. X Amazon S3 HZ AHEXE ZEE HAIXK| 2eiAE HolgfLCh

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;

}
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public void publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.

Message message = new Message();

message.s3Key = s3Key;

message.s3Bucket = S3_BUCKET;

// Assign values to other fields in your message instance.

publishMessage(message);

}
3. Amazon S30{M HO|ZEE AMSI1, HO|ZEEE X2|5t11, Amazon S3 ZA|E AMK|5l= AH|

A EHE e

public void consumeMessage(Message message) {

// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()

.bucket(message.s3Bucket).key(message.s3Key).build())
.asutf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());
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mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z7",
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"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

3,
"responseElements": {
"grantId":
"Qab0ac0d0b000f00eaddccaleddfcOdbcedddcO00TO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
}

EBS grant creation

EBS T ddol cHet o['HE T} sttt EAIE LICH

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce®@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

RabbitMQ& KMS 7|& At&35t04 E{AE HIEZE M5t 5712| CreateGrant O|HIE 7} AWS
CloudTrailoll 2Z4E A& 2 = U&LICH M F 7HX| O|HE = Amazon MQO1| CHEt HEHE Md5i=
O|HIEQIL|C}. C}2 M| 7HX| O|HIE = EBS7} EBSOIAM A28 HEH2 AMAdste= O|HIEQIL|CE

CreateGrant AWS CloudTrail 21 &= 28{AE Hi{=Z

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
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iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

},
"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

b

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
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"sourceIPAddress": "203.0.113.0",

"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
},
"responseElements": {
"grantId":
"0ab0ac@dob000f00eaddccPaleddfcOObce@ddcO00T0000000cObc@a®000aaatSAMPLE",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®@00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EBS T ddol cHet o|'HIET} 371 EAIELICH

"eventVersion": "1.08",
"userIdentity": {
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"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

I
"operations": [
"Decrypt"

1,

"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
},
"responseElements": {

"grantId":

"Qab0ac0d0b000f00eaddccaleddfcOdbcedddcO00TO000000cObc@a®@@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
},
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE"
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"eventCategory": '"Management"
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"Version": "2012-10-17",
"Statement": [
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"Action": [
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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{
"Version": "2012-10-17",
"Statement": [{
"Action": [
‘mg:*,
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"
1,
"Effect": "Allow",
"Resource": "*"
byl
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"
}
1]
}
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21: vpc BIAAO| CHEt ec2:CreateVpcEndpoint.

2
2

: subnet Z2|AA0| CHE ec2:CreateVpcEndpoint.

2
104

: security-group 2lAA0| CHEt ec2:CreateVpcEndpoint.

2
2

:vpc-endpoint 2|A&A0| CHEF ec2:CreateVpcEndpoint.

2
104

:vpc BlAA0| CHEF ec2:DescribeVpcEndpoints.

2
104

: subnet 2|AA0] CHEF ec2:DescribeVpcEndpoints.

2
2

:vpc-endpoint 2|AAM CHEF ec2:CreateTags.

2
104

: log-group 2|&A0] CHEt logs: PutLogEvents.
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2d: log-group 2lAA0] CHEt CreateLogStream.

« X4: 1og-group EIAA0 CHE CreateLogGroup.
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

3,
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

b
{
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"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

1,

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"

1,

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:ResourceTag/AMQManaged": "true"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreatelLogStream",
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"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
]
}
]
}
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* CreateBroker (POST)
 CreateUser (POST)
* UpdateConfiguration (PUT)

« UpdateUser (PUT)
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"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
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"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfweek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*!",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
},
{
"username": "MyUsername456",
"password": "***",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [

"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
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"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

1,
"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mqg:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"
},
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}

® Note
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"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": { "Service": "mqg.amazonaws.com" },
"Action": [ "logs:CreatelLogStream",
"logs:PutLogEvents" 1],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmgq/*"
}

[
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O| 2|lAA 7|8t HAHe2 O} HT AWS CLI Z0|E AF85to{ 25l oF & L|Ct. o] Aol us-
east-12 AFAF 179 MEZ HELICEH

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":

[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mq.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],

\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"
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® Note
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mq.amazonaws.com"
},
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Principal": {

"Service": [
"mq.amazonaws.com"

]

I

"Action": [

"logs:CreatelLogStream",

"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:mq:*:123456789012:broker:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
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Amazon MQ X sHZ

O| Bt ME Amazon MQ EZHE ALSE mff gt M £ ¢
57| flal ="8E &= U= Aol s A™ELIcH Yetxol
section called “E Xl siZ: Y8t Amazon MQ ”. 7 2T
M.

Amazon MQZ2| ActiveMQ 2| 3HZ& Amazon MQ

X‘“ H7=I = x." AMOd

= O
ok 2x s 4 o| MMo| HEE AL83t04 Amazon MQ EZ 7
ofl A ActiveMQZE Erqsh i &b ME + e &

Hhxol BA|E EITHstD sHAE & A&Lict

BROKER_ENI_DELETED Amazon MQ2| ActiveMQE= 22 74{9| Et24
M HER3 QE{HO|AENI)E 2fX|5tH
BROKER_ENI_DELETED ZEE grMA|ZIL]
Ct. Amazon MQ

BROKER_OOM Amazon MQ2| ActiveMQE HIZZ| 22 5
ZoZ Qs HEF I} MA|E 2 E Hx|H
BROKER_OOM dAE & M AIZILICI. Amazon
MQ
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HZE ZEE LMAIZIL
CtRabbitMQMemLimit .

RABBITMQ_INVALID_KMS_KEY Amazon MQZ2| RabbitMQ
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key(CMK)I2Z MMEI EZ
717t AWS Key Management
Service (KMS) 7|7} H|& A5}
El 72 #X[5tH INVALID_K
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g MMErLIct Amazon MQ
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7t F7tEl= St AH[E|X| ¢
2 M[A|X] =7} Bfo} RabbitMQ
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RABBITMQ_QUORUM_QUEUES_NOT _SUPPORTE Amazon MQZ2| RabbitMQE
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UOIABA E= SHAE H
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. HE7} 43 F0IT telnet@ AL 3104 IS Q1Y £ UXIBH, FFHOIE Fol M HEH 4

910 SSL o 2|E ErEtet %J%L—IEP.
i

= Fol U= EZ 7ol AZstedn st=X| QI LICH EE7{of CHEF HMAE SSSH=F &
g Fdsliof g == JU&LICH

= 0| FIPS A=EZQIEE AHE5t01 EE 7ol ¢4d35t= 70| H=X| &l LIct Amazon
MQE= API 212 A& I FIPS QIEXQIERE X|H5tH, 2E27{ QIAEA X}FX||of CHEF 2F0|o] &=
& 4o cisiM= x[&stX| e &L ch

E 2 7{2] Public Accessibility(I{E 2 HAM|A 7I54) SM0| Yes(o)Z2 MHEE|o] U=X| & QlEhL
Ct. SHE S440| No(otLR)2 HHE B2 MEUS| HERT HMHA ol S5(ACL) &S &l
LICH AF8X X' HERZ ACLE M8Et 2 2270 CHEt HMAE NMB357] e HES
3 ACL +&l2 #HZEsHoF & =5 QU&LICH Amazon VPC HIERZol| CiEt AHAIEH LI 2 Amazon
VPC A& B0 M QUE{L HM[A 2 HSHE R ESHMIR.

o
4. 227{0| ot 1F FE2 HQUFLICH O ZEO ChE 7S 5185t UEX| HAFLICH

® Note

Amazon MQZ2| ActiveMQ2} Amazon MQZ2| RabbitMQE ?1Z20{ MZ CIE T EE Amazon
MQ AFE 57| IHE0| CHE T E= AT o et 2E3HELICH

Amazon MQ2| ActiveMQ Amazon MQ
- ¥l E£-XE 8162

* OpenWire - X£E 61617

« AMQP - £E 5671

« STOMP - £E 61614
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« MQTT - 2ZE 8883

+ WSS-XZE 61619

Amazon MQZ2| RabbitMQ Amazon MQ
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24 U AZ|API- ZE 443 2115671

« AMQP - £E 5671

5. EZ 7 ATl foil CHsll CHS UIERXH T AZE HAEE A-FLICH

(@ Note
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Hu
M
to
olﬂ
r°l-

HEZ| HHA 7 sAM0| Qi HEF{2| AL Amazon
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LH 2| Amazon EC

ActiveMQ on Amazon MQ

Amazon MQ E2 79| HIEY 3 24Z30| M ActiveMQE E|AE 524 Amazon MQ

M EDOlE E= BEE ¥ Yulch

CHZ nslookup BHES A&5to E27 DNS BIZEE #H2lgLIct g4/ci7
g2E U7 AEZQIEE RF HAEFLICH /7| AEXZQRIE
of {7t HOAt -1 &= -22 AEEL|CH HEXQIEE ALSA HE 2 CHAELICH

—_

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

E£30| ZAIELICH

o

27t 3ot ChE HIR

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1l.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45.us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

2RIl IP FAE Amazon MQ Z£01| XS E IP FAL UX[SHOF ELICH Oli= DNS AE{of|
M EMQ!o|F0o| 2HZH #elx|T ChE BAHZ 0|8 T + USS LIEF-LICH
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CHS telnet BYS M#3to] H270| HESD HEE HASLICH ASZEE A
SX HEE OB LICH port S 8 240 B2 ZE W3 81622 CHASHHL TRt 3
e £ ZRESS EHAESHM CHE tolof YW ZER MBI

® Note
EM/CH7| HHE S| BR telnet2 CH7| HIEZQIEZ AlSH5H Connect failed
R F HAIXKIE E&LICH CH7| CIARA XHA|I7F A S0|22 ol HAXOl F44
O|X|2t ActiveMQ Z2 M A7} A&l F0| otL|T E27{2| Amazon EFS AEZ|X| &
S0l dMAae = lgLct F -1 Y -2 A=ZQIE FFof CisH BHES A= stod
EMACh7| QAARHAE P5F EHAES OF & LICH

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

utok

44 QIAEIA O HS I}

Ojo

1} Hlgh E340| AIELICH

Connected to b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

0

JE0| d3stH £ 2 ChS1 HIR & HTML & A{0{0F EfLICt.

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>

RabbitMQ on Amazon MQ
Amazon MQ E2 72| HE L3 ¢1Z20| A RabbitMQE EHIAE 5t24H Amazon MQ

1. MEDE Es BEE ¥ Yulch

2. C}Z nslookup BHE AAstod EZ7{ DNS HIZEE F{E[ELICH AEZQIEE ALEXE
HE 2 CfAgfLch

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

27t d3otH a1t HIR

rok

b E£230| EAIELICH

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name : rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
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Amazon MQ
3. LIS telnet BHE A5l EZ2 7O HIEQT BEE HAESRLICH A=EQEE A
X HMEZ CiAELIC portE ¥ 242 B LE 44322 CHA|sH 7L 2tolof Bl
AMQP ®1ZE EHIAESIE{E B2 56712 CHANE &= U&LICH

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

D3240| A

JE0| St ChEm Hixe £30| ZAIELICH

—

Okl
ol

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.

(® Note

telnet 42 H X & XIS 2 EEILICH

4. O & otLIE sstM L.

« telnet BYO| 43 35HH ConnectionCount X|EE &QI5tT HE7{7} max-
connections 7|& HAol MM E gtoll = 5K tASS &elELIcH B2
Connection.log 21 O&2 AEst0o] et ol TEI=X| &elg = &LICt o]
XZE7I 02t 3™ #HAY stLt o|&ef Eeto|HEI HEFHo| HAAK|of Qe JLICH.
X|ZEof HZ0| 022 EAE|= B telnet BE HAEE CHA| &Y™
CloudWatcholl M ¢4 X|EE HAlSt7| Tof|l 40| BRE= BR 0
sfiof & = A&LICH X[E= o2 A AIELICH

. TEE HAA THSHO| g HEFHO| BP telnet THO| A
HIE 913 QIE(T|0A AEHE EholshT AER7} in-useQIX] ZOIBHLICH 2t LET O

E{H 0| A 0] CH8H Amazon VPC 52 212 MAstD MMEIsE 2382 ZAESLCH
telnet BHS S M| EE27{O| IP FTAE &1 Hig Wil Z&5t0{ 042 mZ!0|
ACCEPTEDQ!X| &QlgrL|Ct XtMEt LI 2 & 21 oA E = 2lst2{H Amazon VPC
JHEE R OHLHM el B E EO B|ZE o & HXTHMIL.
(® Note
O| BtAIE HEZ! M A 7s540| U&= Amazon MQ E 2 7{2| RabbitMQ0i| &=

L|X| ot&LICH Amazon MQ
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5. CtZ curl BHE AAstod RabbitMQ 22| B 2&0i Cier 142 & elgfLct

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com:443/index.html

BE0| §SstH £ 2 ChS1 HIR B HTML £ A{040F Bf LTt

<!DOCTYPE html>
<html>

<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

H27{7} Al¥ 0|1 telnetE A2 35tod 1A E &QlEr = UX|BH EEH0|
UE HoME HEEY & 9111 SSL Q& grEréetn Q&LICH

HZ27 K| | 7|7t S| E2FH A= ZQIE QI
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ZCl0o|¢ES| EBHAE AE0{0f CHEH 215 35t7| 218 Amazon Trust ServicesOll A Amazon £E Q15

= 7d0| Z&LICH 2 E Amazon MQ E27{ 215 A= 0| RE CAR MHEEL|CH
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Amazon £ E CAE AIE35IH EZ27{0f 215 M YH|0|E 7} & molc M Amazon MQ EZ7{ 215 A

EHold o2y L7t &L

HE27{E MMUR|G 227 Mol AlmfFiaLc

HZ7{7} CREATION_FAILED &ENQI B2 Cl=22 +&E

. |IAM HEHE =OoldtL|c EEHE MASE{TH AWS 22|13 IAM M2 AF25HHLE A2 R K| A
2HIE Amazon EC2 M3t Zlgto| 9lo{of gL|ct. Ze st

2 Amazon MQ E27{E d¥st= o ERF IAM HEtE &

m

IAM ’g"—'.*oﬂ AmazonMQFullAccess 2
Amazon EC2 Hsto CHEF RHM|EH LHE
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=2 7{oi CisH MEHSI= MEUH 0| 37 Amazon Virtual Private Cloud(VPC)0d|
29 Amazon VPCOH|A Amazon MQ EE2 7{E MM A 5l2484 Amazon VPCE _/.\_%’-%FE
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- Xodg E M ActiveMQ 2 &0 M 04 2| org.apache.jasper.JasperException: An exception
occurred processing JSP page=2(E) € &= A&LIC}.

g 43t =0l = CloudWatch LogsOil A E 2740 CHEF d8t 231t
.l

CloudWatch LogsOilM E27H0{| CHEt 20 & = =+ Qi 4 OS2 s LCH

1. E27HE MHE5IHLE MEESt= A XA logs:CreateLogGroup HEHO| =X &I LIC
AMNEXI7F EZHE MMEHL RHE RG] Tofl CreateLogGroup HeHE AFERFof| Al F7}51X]
OI'OEH Amazon MQ7|' 23 :-I=1E voéI'XI 8;|-|/=|\|—|L_—I'

o
= X| &QIgL|Ct Amazon MQ7} CloudWatch Logs B2 IE0 2O HASIEE
Amazon MQO{| C}& CloudWatch Logs API 2240 CHEt HAMA FHEHE ROt S 2lAA 7
ME FIgLc

- CreatelLogStream- X|™HE 23 T &0 CHEt CloudWatch Logs 21 AE 2 M8 L|Ct
« PutLogEvents - X|'HEl CloudWatch Logs 211 AEZ0f O|HIEE %

CloudWatch LogsHl 221 & HAltES Amazon MQMIA ActiveMQE 7 5t= &0l CHEF KHAIEH
Lig&2 224 742 FZStMIR. Amazon MQ

SI2 7| FAIS S SR 22171200 RILIRA o7 RUNNINGH} Zciet
H2 70l HFE 4 AL ol

HEFHE CtA| AIEREZLE, o2 El fX| 22| 7|7H0| 2t 2 E ?— = Ch7| QIAEATE E M5 E|= Fof
OHIER Qlsl| 42 BAM|7t &g = ELICt F 8 ZF HEZ MAIE F 44 =&z EEF9]
Amazon EFS EE= Amazon EBS AEZ|X| E&01 1|4 —._E o 20| M|A|X|7F E=RH5H0d ghAust
= A&LICH CHA] AlEF5tE &2 Amazon MQE X|&H HIAIX|IE AEEIXIOHA-I H27 HZ2ZZ 0|S

gLt o] ZIEHE #21517] fI8 Amazon MQ for ActiveMQ E 27404 CHE CloudWatchOil M CHS K|
EE DLIHEE £ UA&LICH

StoragePercentUsage — 100%0|74L} 100%01 28t =2 HIEZ Qs E27{7| LS HE
ol' A OlA |_||:_|._

T AAE
« JournalFilesForFullRecovery — S5t SE5t1 CA| Al e = AHYE XD ot =8
LIEHHLICEH 2kOl B7tstHLE XIS 2 120t oM CHA| Al%tet & 14 EX7 HME = /e

sHEx|x| ef2 ERAMO| ZAIELICH
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
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« OpenTransactionCount — R{A|E = 02 Ct 2 A= EE7{7} O|TI0f| At 8 HIAIX|E X% st
0T A|Z22 o4 EX(7 S Mg LIct

ol 22X sHZ5t24™ rollback() BE= commit() & StLIE AF235l0{ XA ERRME sl ZAst= A
O| ZE&LICH RIMIEt LIBE LE42 1, rollback()2(E) AH85104 XA ETHME A= 2= of

ME H2{pd XA ERAM =27 CHIS BESMAIL.

= -0

o

U ZotolpiEE HE 70l ALl U OHE SatolpiEE A TY 4 g

H27{7} RUNNING #EHO|H LU= 2 270 43Mez HAFe £
AUE= JH & =+ ¢i= 82, EE 70 I:H° 2tolo Hﬂt“' A Bt ol TS
ol

Bl o1 BrTol TR YR %

« CloudWatch Logs0ilA{ Amazon MQZ2| ActiveMQ EZ2710]| CHEt et 227 23 E & QIFLICH.
Amazon MQ Bt 0| EE &t 42, E27{ 219| Reached Maximum Connections2 & &5t
Al2. Amazon MQ E 2 7{2] ActiveMQE& CloudWatch Logso| CHEH REAM[EH LIS 2 MME & ZE5HA
Qthe section called “CloudWatch Logs0il A 2Z12| X 0|3,

otolof gl A2 Mol st E2dHe FIH Al AZE MI Moz HEELICH ol EXE aiZ
StoiH E27{ QIARA REE Yado|=stE 0| E&LICH HAZE0 7MY X
G2 MEfSt= 2ol CHEt AEAIEE LHE 2 Broker instance types EHRE & Z5HAA

otolof Bl o1& =7t HEF 44 St ECt Bt A2 &ldt 42 2et0|¢E AE - s El
BNt Ydle = &LICH EEZ 20| M Cheof XAt F YlSt= ... Inactive for longer
than 600000 ms - removing ... &FO0| JU=X| EHQSAAR 2O §F2 ZEI0[HE AEE
e 4 2XE LIEPALICEH o] £1tE E27{9} AIF S 121 CHA| i85t 2

St= Network Load Balancer(NLB)E &3dll 22t0|1E7} HE7H0f 1A ] f 2HELICt. ol= T
EHO|L4 7|gt 2EI0|HENM H Yo 2 pHEHELCY.

REMIEH LHE 2 ZEto|ME & 28 FQISHMA|R. EZ7{= 600000ms F0i H|gE TCP 122
2ot 4 A~Z 2 HISLICH

UF ZCIo|UEE AZBEY = S 293



Amazon MQ TR 7H0|E

i £&E Il ActiveMQ E2£04 A 042
org.apache.jasper.JasperException: An exception occurred

processing JSP page2(E) £ = JU&LICH

ZHEREE Q152 A8t CHY | & FA| £Qloi CHEl AuthorizationPluging FEstE 3
2, XML 714 mdof| /= AuthorizationEntries 242 AIE5tD 2E CH7|Y L FX|of CH
Bt activemg-webconsole & Al TEHE 5185 AAI2. O|F A 5t ActiveMQ & 2£0|
ActiveMQ EZ27{2t SLIE == Ql&LICt

CtZ oAl AuthorizationEntry2 2 CH7[Q & FA|of CHer e17| I M 7| HEHE activemq-
webconsole &0 F£0o{&L|Ct.

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole, admins,users" topic=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
</authorizationEntries>

ol
-

07X [2 E27{2t LDAPE S&E M, amazonmg-console-admins &0 CHEt
AAI2. LDAP 8o it XEM|I8H LIE 2 the section called “LDAP S&f 0| &t & &ALl
AAI2.

m

o ro

mo mo
I
M2
g'l_l

2 A s1Z23: Amazon MQ2| RabbitMQ Amazon MQ

&35t04 Amazon MQ E 2 7{0{| A RabbitMQE Zr4g [ &g = = LU= Ql
M E ittt 3H7E='%EF T AU&Lch
S
* CloudWatchO M CH7 | EE= 71 A E O CHer X[ EE = = Sl&LICH
« Amazon MQZ2| RabbitMQM|A E2{121 & 43l 5tedTH oL A sfiok FL|7t?
- 22 7{0j cEt Amazon VPC #

o
II
o
Ic!
1
20
I
L
[ul

CloudWatchOllAH CH7 |9 EE= 714 S AEO CHEt X|EE 2 = Qi&LlCt

CloudWatchOI M CH7|F EE 7IM SAEE E £ Qe B U7[Y £ 714 SAE 0|0 Sy, &4
|. S

EE= 7|EF ASCIIZL Ot B AT

H 2£9| ISP o2 294



Amazon MQ TR 7H0|E

Amazon MQOI A= O|Eo0f 28, B EE= J|EF ASCIZF ot EXRF7F 2 & El 714 SAE Gl CH7|QE 9o
XEE HAAIE = i&LICt.

A2 o|Eof Cist XEMIEF LH2 2 Amazon CloudWatch API 2 X 0| #} &2 & X SHMI2.

Amazon MQZ2| RabbitMQOU| M E2{1 Q18 /43524 o= 7| 3ljoF &L
k2
Amazon MQZ2| RabbitMQE $3XH Z g/-d35El RabbitMQ 2|, M8, H | o|M, LztEl 5

7|2
Al et Zp{aQIek x| et x| IE E0422l ALEof Cist XFAM|SH LH® 2 the section called “=
Q) BHHE HESHAAIR.

=22 7{0]| C{Et Amazon VPC =& B44EE = gigLiCh

Amazon MQE EZ27{7} MM El £ Amazon VPC 7+ H4AE X| 5t X| et &Lt A Amazon VPC F#
S22 A85t0{ M| ERHE M5t E2t0|HE ¢dZ URLE M EE27 M2 URLE YOOl E35HoF &
LIC}.

Amazon MQZ2| ActiveMQ: M| El EFE3X I{{E 3 ClIE{H|0|A& BE
Amazon MQ

Amazon MQ2| ActiveMQE EZ27{2| EtzdX HEL|3 QIE{H| O|A(ENIE AfAl|E
BROKER_ENI_DELETED ZE 2 A4 A|ZILICH Amazon MQ X222 Amazon MQ H.2 7] AiAsH
[l Amazon MQ& Virtual Private Cloud(VPC)O|A AFEAF A1 ofehol| EF23A HIEQ|T QIE|HO|AE
T2H|MI5tE2 B2 EC2 HEto| e ot

Ol HIEQ{Z QE{H0o|A= +Hst7HLE A AstH oF ElLICH HIER T QIEHO|AE +st7HLE AX|
ot VPCoI HZ27{ 7ho| 20| BF Moz &4E + U&LICH HERF QEH0|AE A X stE{H
MM B2 7E Ardlshor gL

Amazon MQ2| ActiveMQ: EE27 H2Z| 2= AE Amazon MQ

Amazon MQ2| ActiveMQE HIZE| 20| EE5t0f H27{7} RHA|ZF REZE 7{x|%d BROKER_OOM
ZEE Y MAIZILICH Amazon MQ EZ27{7} HI2A RExgln T st MAIR 2xof 2 I E27E
B2 AlZE LHo|| BtE Ol 57 A& ASEILICH HEE 80| 2F35I0{ A|ZS 28 Qi E
2= MAIE Rxof E0{Z = A2, 0| AlZk St EE27{eto| &5 &0| MEHE LICt

Amazon MQ2| RabbitMQO|M £ Q1S & d=lattds o7 stioF g L|7t? 295


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html

Amazon MQ TR 7H0|E

Amazon MQe 7|2Mo 2 EZ 740 Cist X|EE &SI LICH. Amazon CloudWatch 2401
MIASEHLE CloudWatch APIE AI&35t01 EE27{ X|EE 2 & USLICH CFS X|E = ActiveMQ
BROKER_OOM AEE FIEHE [ & LICE

>

Amazon MQ CloudWatch X|E HEZE2| AF22F0| 2t 0|]

TotalMessageCount HAIX|= A E[AL B 7|E
77t R| M| 2 2l0d| MHEEILICtH
HA|X| =7} Bfo 2[AAT}

FESFH AHSE S LIEHLHTH

2 HZE AESZE ZE7H

& 4 e

El

0z Hif

HeapUsage HE7H7} AR A 5t=
ActiveMQ JVM HZ 2| X 82|
HIZ LICt HIg0| =25
HEZF7} E|AAE O] AL
st UZ 2 LIEIHLHH OOM &

[}
ot e+ &Lt

ConnectionCount ZClo|oE 2 HIZEIE

7t g g = U&LICH

CpuUtilization HEZ7 T/ M85t €T
Zl EC2 AFE fR(ECU)Q
HIZ (%) LIct.

TotalConsumerCount E27{o| AZE ZE AH[X
of CHall A-EE F=of HAIX|7t
A HIRFO A M E[7] Moi| &
EZX|oM HZE 2 2EEL
Ct AH|AF H4E =71 B8 8%
HZ2| Ar8Z0| Z7t5t0 =
2 HZZ AEE BE7H L

g+ A&LCH

BROKER_OOM

296



Amazon MQ TR 7H0|E

R A|Z 2 Z 9 BROKER_OOM BEE %*xloram HIAIX|7} BE2H AH|E|E 2 sf{oF &HL|ct. 7HE

Ol HZ2 7 QIARA %S MEIS T DLQ(Dead Letter Queue)E HE|5t04 MEE 4+ Q7L ':'fi
El HAIXIE AFAMISHHE ElLICH Amazon MQ2| ActiveMQ 28 A2l Amazon MQOIA E1HAQ1 MsE
HEste Yol CHsH AHMIS| LotE 5= QU&LICE

Amazon MQZ2| RabbitMQ: =2 M2 2| A& Amazon MQ

RabbitMQE E27{2| M2 2| AF2Z 0| CloudWatch X|E RabbitMQMemUsedE Al El [ ot
RabbitMQMemLimitOof o|5ff AlHE|= HEZE 2| MEtE Z0te I =2 HZE MEF BEE LA
ZILICt RabbitMQMemLimit® Amazon MQOIA E7HSIH Zt SAE QIAEA RO AIEE = U
£ HEZ2E|lE 124sto] S5 FYEIRELICE CloudWatch 218 & 4355104 Memory resource
limit alarm set on host node rabbit@hostname HIAIX|IZ =2 HZ2E AISE BEE 4
HE =T U&Lch

122 2 ZAEE 2MA|Z] Amazon MQ2| RabbitMQ E27{= HA|X|E HAlsts 2= Z2to|A
EE MEELICH Amazon MQ HIZE| AFSFO| £7| ME0| E27{7t B2 TH & siad2 S stA
OtE = OHE EX7F YME =5 &Lt

HZ2 AFEE 0| =7| INE0| A|&S2 2t2e = gl B QIARA HEE= AR R0 E0{&d ==
A2, O AlZt SOt EZ27{2}to| &5 &0 MEHELICH E2{AE HHZ Q| CH7|FHMH MECHE
Eo| SME Zto| HIAIR| S718t7F LAl SX|E = JU&LICH CH7 |8 7137 LAl SX[E/H CH7 [0
M HAIXIE AHIE = gleH, HEE B2 E liZasts S Ex 2 | AsHok g LICt.
Amazon MQE =2 HZE| AMSE BE7I Y4Mst= EE7HE CHA| A|ZHSHX| e, EE 77t A% 5
M BEE 22|= 8t RebootBroker APl X ¢dof CHEt of 2|2 vhetshL|Ct
O] MMOo| MEE A5t E27{0] &t M El RabbitMQ =2 HIZ 2| AF22 ZBEE ZFICtst 1 sidst=
Cll =20l Euct.

® Note

Zodt ZXIE #It ¥ RABBITMQ_MEMORY_ALARM & Ef7} X|24X|= Ol ZcH 3 AlZto| &
2+ e

RABBITMQ_MEMORY_ALARM 297


https://activemq.apache.org/message-redelivery-and-dlq-handling.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html

Amazon MQ TR 7H0|E

® Note
mq.m5. QAAEA R mg.t3.micro QIAEHA REoZ H2HE EP—‘-’—:LEHOI =
gl&LICH H2E Ci2O8|0|l=E52{H H2HE ANty M E27HE dgsliof &Lct,
M

+ RabbitMQ & Z2&2 AF& 35104
+ Amazon MQ X|EE A8t =

- E2 HEEMEE BE aiZ

R S PN
. SRAE HEM YA SXIE CH71U S715 2
o T OIARA HEF{0|M XA FE = X 4

. 52 HIE A8 BE wx|

RabbitMQ & 2£2 AFE8510{ =2 HIZE| AFESE GE ZRIE

RabbitMQ HE2L£2 2 o CHEt RIMIEF HIZE AFE HEE MMstn ZAE &= UELICH CHFE S

stof Ol YEE &Helg + A&LIh

1. ol 219l AWS Management Console &1 22 7{2| RabbitMQ & &S L|ct
2. RabbitMQ 2&0 &= 712 (Overview) H O|X|2] .= =(Nodes) S F0|M == O|F2 ME4FLICH

3. L AR HE Ho|Xx|olM HEE| ME HE(Memory details)E MEHSt T MMS &%t =

O|HEE AH8 HEE & = U&LICH

RabbitMQ7} & 2&0M MSsts HZE A8 HEE o= El4AT7 HZ2|E B0l £H[stn /1
=2 HZ2 M8 FEo| MUUXIE Yotl= ol 50| 2 & U&ELICH RabbitMQ & 2£& S

Mgd £ Qe HIZE| AF2EF MR HEof chE XEMIEH LIRS RabbitMQ A 241 2 AlO|E

Bl AtSof et FE S B ESHAMR.

Amazon MQ X|EE A28 =2 HIZ 2| AFESE dE TIE

Amazon MQE 7|2xo=z2 E27{0f Cist X|EE
CloudWatch APIE AI&3t0{ EE7H K| EE E + ¢

¥ EEE TEe W f8gLC

A3l eL|Ct. CloudWatch &0 M| AL
U&LICt CFS X|EE RabbitMQ &2 HIZE| AE

RabbitMQ & 2& & At8sto] £2 HZE A8 BE T 298


https://www.rabbitmq.com/memory-use.html
https://www.rabbitmq.com/memory-use.html

Amazon MQ

JHeER 7Hol=

Amazon MQ CloudWatch X|E&

MessageCount

QueueCount

ConnectionCount

ChannelCount

ConsumerCount

PublishRate

HZ 2| Ar8E 0| B2 olf

HAIX|l= A E[7AL B 7|E
H77F K| | 2 2|0 AHEElL|Ct.
HIAIR| =7} Bfo™ Z|AAT}
I'—P':6+7+I MEEE LIELTH
=2 HEE AT FE7H Y

de = A&Lch

CH7|¥e HIZ 2|0 AME T H
CH7 | 71 Blo@™ =2 o2

Bl MET BEI LT = U

&LCt.

7 OHTIRIE, 2 e
At25t0d AMHE fMEr =
HZ220 HEEl0d "D =7t
|:|J-O|:|=| h:g |:|‘||EE| A}Q%F %;'

27t e 4 Qs

HZ 7o AAE 2 E AH|X}
ofl cHal A= =9 HIAIX|7¢

AH|RFO| A HE K| 7] Hof| &

EZXM HEEE 2EEEL

Ch AHIXL HE =71 B2 42

Ls =2
HZ2| Ar8=Z 0| B7tstod &
2 HZE MEF BEI LY
s £ oA | |CH

=2 T AAH

HIAIX| HAlE EE27{ HEZ2
E A E LIt 22 7{0i H|A|
X7t HIAlEl= HIg0o| HF =
T 2277t AH|KFAA HIA|

Amazon MQ X|EE M8t =2 HZEE| ASH Z

299



Amazon MQ TR 7H0|E

Amazon MQ CloudWatch X|E HE2Z| AF2EF0| 2ie 0|]

- A&LIcH

270l 22 HEC MESTH FE W2 £0|1 EXE sl EstedH AGEl elol| ek of2Het 22
| =

HZ 2| Ar8E 0l B2 ol Amazon MQ HE At

CH7 1ol = HAIR| =7 ChEE s>ELCH

F &Lk
CHZ |0l AIAIE HIAIXRIE

AH[EFLCEH

o CHZ|GOoIAM HIAIRIE AFXIE
LICt.

- EE7{0iM TH7|E S AFAE
LICt.

2270 THE I 47 Of7IY 48 SULIcH
4% BraLict

HEFHM MY A4 7t HAE =& ELICH RHAIEH LY

{5 Bf&LICt 8 2 the section called “?173
AR = ZAEHHE X
SHAAI

SR MHE AL 27t A 28 FULCH RAME LY

=
L5 Bf&LICH 22 the section called “¢1Z4
2l i = SA MMHE 3 X
StAI2

2 2 A8 3= siZ 300



Amazon MQ TR 7H0|E

HZ 2| AF2ZF0| B2 0|8 Amazon MQ & ALE
B2 70 2= AH|KF =7} HZ70o| AZ2E AH|XI =B
{5 Bf&LCH Z Lt

HAIX] AIA HIEOI HF =&  AAIRZE EE27{0of| ELi= O
LICE. AR RIEE ZELCH

220/ HZ AT HIZTh  HIAIXIE HAl £& AH|EA

LS EaLn Lt HE7HE TS| Qls 2
ZlO|HET HEHo| HdEe
AEsteE BIEE EQJLICH

o)

HAE YA S B4
Amazon MQZ2| RabbitMQ E27{0f Cit HAZE2 Z 2} 0|HE o Z 2|7 0| M0i| A B L RabbitMQ £
FL2 M50 £50E tH2 £ QA LICI RabbitMQ &l 248 AI25t0o{ A8 Hop{H OIS

M 2.

4% T

—

ol 2121 AWS Management Console 5t 22 7{2| RabbitMQ & 2&& iL|ct.
RabbitMQ Z& 0| A 21Z(Connections) & C

k=)
=
214 H0|X|e| 2 & ®Z(All connections) SE0|M B2 449| O|F S MEdELICEH

w0 D
(o]
i
N
1L

i ME HE m|o|X|oi M 0] 24 & 7|(Close this connection)E ME4El0{ MM S & 5tst CHS
7t
o

Ml 2 7|(Force Close)E ME#SFLICEH o et 2 Ql24st MHE F7}8t04 0|F(Reason)2
7|2 HIAEE HZAE £ USLICH Amazon MQ2| RabbitMQE 242 EE | ECI0|HE0 X|
X8t 0|KRE dtEtsfL|Ct. Amazon MQ

5. Cheh 4XHolA] 22I(OK)E H=stod pizdg Selstn SraLict

(® Note
Zct0[UE ofEE|7[0|MH0| BTl = EZ 70l CHEF HEE RAS2E CHA| dEst =S 78
= UGLICH 0| 32 E27 H 2£0M HEE BHe AUEs dE £ Ad 8 £0IE

ol S&stx| ef&LICH.

2
!

a
2
I
N
M
b

b

301



Amazon MQ TR 7H0|E

EZ ZE(H: AMQP M8 5671 ZE)0f
g UA|Ho = REE £+ A&LcH HE2HE MAME | Amazon
= CBot aF £oi ciEt REM|EH L& 2 Amazon
o

i
O
o
10
0
m
o)
K
K mo rir

ZeiAH iz LA SX|E CHT|E S713 sl 2

S0l stLt ool CH7|Y HIAXIE AHEE =+

Ztoll HAIXIE S7|&Hste T -
A2, O] AlZE Sk 4 XA Eoich =2 HZE AT
CH7 |G S713H7H LAl SXIE = e, HEE B2 o #elo| & = U&LICH

UAl BSXIE CHZ7|Y S7I8F S K| L RHA|= 0| CHEF REM|EH LI 2 the section called “AA| & X|El CHZ|

=2 M2 BEE LMA|F|E Amazon MQ2L| RabbitMQ EHY QIAEIA HEZF{E CHA| A|ZHStT

AZHe 22|17 SE5HK| ot 22 A28 £ A = ¢&lo] /& LICH Amazon MQ O|2 2l
RabbitMQ7| RHA|ZF FZof E0 -|7M‘| =AM7F s E Wt x| EE27{eto| FI &5 2&0| 27ts5HA

2 & UA&LICH EZ277 MAIE Fxof = 32, of MM &M dEE Amazon MQ HE HUS
HEslod =2 HZE| AFSE 5'_._% Hag =+ SiﬁL—IEL

HEHE SF5e{H H EH2 HE22E 717 4
SHAE H{Z MR S|, B QIAEA H27{= CHA A|&.+3+E
37t Q7| E0 =2 HEE AFSTE BE7F &lE AEloMd Yadol= %E 4‘— U&LILC.

2 HEZ AT G2 EX

HZ 2| AHSEO| B2 o|R Amazon MQ & ALt

CH7|doll = HAIR| =7 ChE& s>ELCH

T B&uich

SoiAE HiZoIM LAl SXIE CH7|E S71= siE 302


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#adding-security-group-rules

Amazon MQ TR 7H0|E

HZ 2 At22F0| Bt 0|8 Amazon MQ & ALE

HE27o| FHE CH7[E =7t CH7|ed = M§tE dE EE =
L5 Et&LCt AshLct.

HEFHHM dYE HAZ =71 AL = M2 MH EE FA
{5 Bt&LCt 3tLC}.

Bz dEE Md =7t 2Et0[UE o Z2[7H| oMol M

L5 Sf&Lct ALY 2o M 8 MHE
Lict.

=2 7{0]| oAZ2E AH|XF =7} A2 AH[Ao| O|2] 7ML

L5 Sf&Lct 7| Mgte Mygct

SCl0|¢E A Az BlE7t QA AL o BEIZE 0|

L% =&t 2 +~Ho| Z1 HAAS ALSE
L{ct.

H27{o| HZE| ZE7 HELH SAE QIAHA RES 7t 2lAA7t s QUAHAR A
O|EY + UELICH EZ7 lAaA fHES |0 2
t

REST API & Z 9| UpdateBrokerInpu

Amazon MQZ2| RabbitMQ: & =& AWS Key Management Service
7| Amazon MQ

Amazon MQZ2| RabbitMQE T2 Z2[3 AWS KMS key(CMK)2 2 MAIEl 52 7{7} AWS Key
Management Service (KMS) 7|7} HI& &3tEl A2 ZXI5tH INVALID_KMS_KEY S & g2+ 3
EE d-#Lct Amazon MQ CMKE A8 3%t RabbitMQ E27{= KMS 7|7t & dg38tElof i1 EHE
7{oll HR# RE HEto| QX MIIMOR QI8 LICH RabbitMQOIA 717} & A8 eI X| 2Holgt
2 gl 72 B2 7= 72|51 RabbitMQE INVALID_KMS_KEYS gHehstL|c.

H4KMS 7171 Slo™ HE27{s 12 B2 KMS 1ol Chet 7|2 HEte XX ALt ALK}
718 CHA| 2 A48H5tT B2 247} ChA| AISHEI7| T RIE H2747} 718 A8 5t 223t seig +3
4 QI&LICH KMS 7|7} HIE AJ3HE] RabbitMQ E2 7= 45 KstE WXIst7| £

RABBITMQ_INVALID_KMS_KEY 303


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput

Amazon MQ TR 7H0|E

RabbitMQO{AM KMS 7|7} CHA| & MstEl A &elstH EZ27{7F A2| siAIELICH Amazon MQE
KMS 7|7} H|Z2tAMSLEl H2 FHE CIA| AZHSHR| Stomd, HE2 77 AL ZHREIKMS 7|18 AF25HE
Bt RebootBroker API 40| CH 8t 0 2| HtetstL|Ct.

INVALID KMS_KEY ZIE 4l 52

INVALID_KMS_KEY %] Zl4= I =& FIEst 1 sHZsted™ AWS B-EE QIE{H 0| A(CLI)2F AWS
Key Management Service 2& 2 A& 3ok & L|Ct

KMS 7|& CtA| #d&tste S

1. DescribeBroker HHMEE 5 &304 CMK EZ2719| kmsKeyIdE ZAMBLICtH

2.  AWS Key Management Service 2&0{ 2291 L|C}.

3. I 2™ 7| WolX|oM EM7E s E27H2| KMS 7| IDE Aot AEH7F #-OIX| &QlghL
Ct.

4. KMS 7|7} HIEMHstEl 32 7| &dg MEHE OH S

EHstE MEISH04 7|2 CHA|
7|E CtA| E M358t £0i= RabbitMQ7t E27HE Z|

oA 77t x| 7|24 oF ErLCh.

ZIQ st HEto| HE27{9| KMS 7|2t 0476 12 E|0] QI=X| EQI5HE{T ListGrantListGrant HAE
£ 5 £5109mg_rabbit_grant % mg_grant7t EXHSH=X| 2 QIR LICH. KMS T8t EE= 7|71 AFA|
28R ERHE ”HI Stu et ZE HEto| Z&E M EE7HE MMsHor gfLICH 2271 AN &

INVALID_KMS_KEY &2 %] 22 FEE YX[StEdH KMS 7| = CMK HEFE =522 AKXt
Lt HIZd3tst x| OrM|R2. 7|1§ AfKlstedE B EZ27E AFK|sHAM| 2.

Amazon MQZ2| RabbitMQ: C|A 3 X|&t AE Amazon MQ

ClA3 ME B2 = M HAIX|7F F7HEl= S0 AH|E|X| &8 HAIX| =7} BLoF RabbitMQ

oM M85tE Cl23 E80| ZARS S LIEHHLICH RabbitMQE 22719 AL 7t

58t C|A3 Z7HAmazon CloudWatch X|E RabbitMQDiskFreeZ Al#)0| C|A 3 A
8t(RabbitMQDiskFreeLimitZ Algd)oi T&35tMH C|lAT ME ZEE 2 A|ZLC}.
RabbitMQDiskFreelLimit= Amazon MQOIAM MHEE|M 2 EE2 7 QIARA R ALEE &= U&=
ClAa3 37t 12{5tod HolE[i&Lch.

ClAa3 gt BEIF 2dEt Amazon MQ 7|8 RabbitMQ E27{= M HIAIXIE AAlStE Ol A" =
A ElLICh HAIRERE AHIXILZ 2 A0l UE B AHIKE HAXIE &S + A Euict 28

INVALID_KMS_KEY ZIEH 2l 517 304


https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-deleting-broker.html

Amazon MQ TR 7H0|E

AE{0l M RabbitMQE A#3HE Z ClAZ FEE SHAE MA0IM SALICH 3 =7} R
Dl 2 WoiX|H CHE BE L EE S0{2E HAIKIE AEFEILICH ClAT Z7hol £55t7| B2of

277t 32 Tt LU si2E SHSHAH B==s O E EXM7t e = JU&LICH

Amazon MQE =2 C|A3 AE7I YdlstE EE7{E CHA| A|ZHSHX| oto, EE2HIF HSSHM EE
E 2¢2|E ¢t RebootBroker API €40

(® Note

mq.m5 QAAEHA S| mg.t3.micro QLAHA REOZ HZF{E CIRIF0|EE ==
A&LIcH HE2FE Ct2 80|25t 2{H H2HE AlAlstn M 22 7{E AAdsloF gLt

ClAT X3t A2 RICH ol 5z

Amazon MQE 7|2Mez EZ7{0f gt X|EE &/d8 & LICE. Amazon CloudWatch £ 01 HAM|A
&t 7{Lt CloudWatch APIE At83t0d EE27H X|EE = & Y &LICH MessageCountE= RabbitMQ C|
A3 MEt BEE EIEF%E M RE3 REULICH HAIX = ASE[HL HZ7|E 7K HZ 20 MEE
LICH HIAIX| =7t Btem ClAa3 AEE|K|7} 6 A8 E S LIEILMH Cla3 ZE 7} ghg & Q)
&Lch

ClA3 ANMet BEE FICEHSEd™ Amazon MQ 2| 2£2 AF85t0{ Cl2 2 =&ghLct.

« CH7|Gol AIAE HAIXIE MEIE M AZS ddELct
« CH7|IGoIAM HIAIXKIE AFAIELICH

« 270 CH7|EE ArA|ErLICE

(@ Note
L3t =x|E F 8t £ RABBITMQ DISK ALARM AEf7t K|/ X|= O %|CH 24 AlZto| A& £
U&Lct.
ClA3 Met ZE7CHA| & MStE 42 WX|5H7| 6 SAE QIARA RES £} 2lAA7F Ye 2
T - | CHEt REMIEH LH

ABHAZ O E1|0| gk = &ELICH EE2 7 QIAHA REE YO|0|ESIE Yo
Amazon MQ REST API #Z 9| UpdateBrokerInput MME X E3FIM Q. 8 HAIRFQE AH|R
MEZ OE A4 2 X|st= Kol E&LICE

m o

Cla3 Mg 25 TIE 2 siZ 305



Amazon MQ TR 7H0|E

Amazon MQ & & CH7|2¥ 2| RabbitMQ ZE Amazon MQ

2/ Ch7|2¥ 2 Amazon MQ B{ZF 3.13 0|4 o] RabbitMQO{| A EF X[ ElLICE. Amazon MQ Amazon MQ
9| RabbitMQE H7 3.12 O[st& At&Esto{ B QIARA = FEAE E=74{0lM 2H CH7|ES
‘M43t & RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION [l 2%t
4 2o I = 2 drMA|ZIL|CEH Amazon MQ

1]
0

RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION ZEE ZIttst 1 s ZAsted

- HAIXIE EEE ZRIt Qe B2 HH U7|¥e AAstT EEFH HEME 3.13 0|22 80|

WS CHA| MMHE £ &Lt

- HAIXIE EE5H0F st B T 3.13 O|&0ll M A EZ7HE MAEH ChS M E27{0f| A 2= ChH7|
U MMsloF ELICH M 2272t HH 7| ¥ 448t £0i= Shovel == HH2|0|MH Z22{22]
2 A835t04 O|M EZFHUM M E27{Z HAIX|E Oio|aaio|Me £ &Lct OH S oM =
Z27E AHAELIC.

RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSIONZ ¥ X|5t2{™ sliE 227
ol #HE CH7|de ME57| Ho|l EEH TS 3.13 0|42 2 Yl o|=&LCt.

RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION 306



Amazon MQ TR 7H0|E

2l 2L

Amazon MQ Z|A&A

CHE Eol= Amazon MQE O|2E [ 88 2|AA T} LEeF /&LICE

glAA LS
Amazon MQ REST API & X REST ZlAA, oA 2%, HTTP HIME, A 7|0},

utetole & MH|20M BhetetE 27 ol CHEt
AFELct

AWS CLI & & = 9| Amazon MQ HAIR| EE27{ Zoi| A2 E &= U= AWS CLI
o] cHsh dHlL|Ct

AWS CloudFormation AF2 A A 2| Amazon AWS: :Amazon MQ::Broker GgZl&A

MQ 5t™ Amazon MQ E27{E MMstT F
MNEE FHet L X[HE EE27{0l| CHEt AFHE
AHE ™5t XHE EE7{0f CHet HEE vt
gtotH XIHE EEFHE A = A&LCH

E M
A H

—

0x Olo

AWS: :Amazon MQ::Configquration G2l&
AE ME3H Amazon MQ FAHE M
dHE MEE %‘—7P3P7-ILP MNEBXE =%
X|&E 2AJ0f| CHEF ME S dhster & Q)

M E Ho|X| Amazon MQOi| CHet HEE XSst= 712 &
IH| O K| L|C.

EE x3 Amazon MQe} ZH#El 7|&=X & 20| CHs EE
g+ A INURE {8t HRLIE| 7|8 Z2FHQ
L|C.

AWS Z 2|0/ x| M Q= B} MH|A0lA OHZE(FiI0IME P55t A
#5t= ol =20 &&= one-on-one 2

Amazon MQ Z|lAA 307


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://docs.aws.amazon.com/cli/latest/reference/mq/index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-supported-resources.html#cfn-supported-resources-application-services
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-supported-resources.html#cfn-supported-resources-application-services
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-broker.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-configuration.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://aws.amazon.com/amazon-mq/
https://forums.aws.amazon.com/forum.jspa?forumID=279
https://aws.amazon.com/premiumsupport/

Amazon MQ

JHeER 7Hol=

Z|AA

—_

ActiveMQ& Amazon MQ Z|&A

CHZ Zoll& Apache ActiveMQE 0[&

Z|AA

—_

Apache ActiveMQ A|Z 70|E

ActiveMQ2| AN St

RabbitMQ& Amazon MQ Z|A&A

CHZ E o= RabbitMQE O|8E [ FE&t 2o

RabbitMQ A|Z 710|=

RabbitMQ ZEI0[AE 2to|E22| & JHYA &
__FL

RabbitMQ 2 & AFE|

g o R8s

WS Premium Support0oil AWS CHst
7|18 & H ol|x|

2lAATELERF QI&LILCE.

A4
= o

Apache ActiveMQ2| S 4] AHML|Ct

JMS HIAIX|, AHEH, HIAX]| X|&4, 15 2 H

-1 O L-O
3t 2odo| X E MHSIE Apache ActiveMQO]|
CHt 7tol=Q)Lct.

& Apache ActiveMQ
ActiveMQ Z 20|
=E

SEXS YIRS

&t
Ct.

Z 2242 odo{ 2l S
o2zl SE L
E % QpidJMS E2I0|¢HE

7b LEeE L& LICH

A od
= O

RabbitMQO1| CHet S 4] B M LI

RabbitMQ 2212 Qs 2 Ao 2 X|E|= 2
Elo|E Zlol=2eq2| & IR = ol CHEE 7t
ol=luct.

RabbitMQ 2ted2 9|8t 2 Al L HEF A

= L-O

ol CHEF CloudAMQP2| 7t0|=lL|C}.

oot

ActiveMQ& Amazon MQ E|AA

308


http://activemq.apache.org/getting-started.html
https://www.manning.com/books/activemq-in-action
http://activemq.apache.org/cross-language-clients.html
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client
https://mvnrepository.com/artifact/org.apache.qpid/qpid-jms-client
https://www.rabbitmq.com/getstarted.html
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/devtools.html
https://www.cloudamqp.com/blog/2017-12-29-part1-rabbitmq-best-practice.html

Amazon MQ

JHeER 7Hol=

Amazon MQ ZIZ2|A HH

CHS Z 0= Amazon MQ 7|5 EElA & 74 At o] Lidx|of Ql&LICt

=L

20254 42 22

2025 42 16

2025 4 7Y

2025\ 28 13

202574 28 12

MM ¢iols

O|X| DeleteConfiguration APIE AF&35t0{ Amazon MQ EE7 &S
AME + U&LIch REMIEH LI 2 Amazon MQ APl & Z 9| 242 EHE5HA
o

RabbitMQ& Amazon MQE O[Al| 7 AEH(IPv4 L IPv6) AIEEZQIEE AE
stod 22 U Zato|s! HE2 ol 7Y 4+ UTS KIMBLICH AHME LIS
= Connectlng to Amazon MQ 2! Configuring a private Amazon MQ broker Al

O|X|| ot Alo} EHELL(EHS) X HA|Z(ZF) 20 MH Amazon MQE AMHEE =+

O A+& 7hset E[Tol| CHEr RHMIEH LIS 2 AWS Yt &= 7H0[=E2| AWS E
HUJSEREE HZXFAR

O|A| ZHLICHE F) & HLHZP ME(Z7H2l) 2IT0 M Amazon MQ API FIPS ¢
CxQIEE MEE =+ U&LICH

Amazon MQ APIO|AM FIPS AIEXQIEE ALE5t= Yol CHEr REAIEH LI 2
MME £ ZE M2 Connecting to Amazon MQ.

|Zo]| CHEt RFM|BH LHE 2 AWS EF 2= 7to|l= 9| AWS 2|

Broker instance types

» ActiveMQmq.t2.micro :20251 58 12
 ActiveMQmq.m4.large : 2025 58 12

309


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ TR 7H0|E

=L B UOo|E

2025 A 3% 17U mg.t2.micro mq.m4.large O|F0l|E HEFHE MME

= &L

20244122 10  Amazon MQE O|A| EcHEE HEE] QlE{lol| = &3t X| &£ 1 Virtual Private

& Cloud(VPCs)2t Amazon MQ API 7tol 2435t 7| 2|8l AWS PrivateLink At&
£ X|erLict. XEM|IEH LI 2 the section called “AWS PrivateLinkE At 5104
Amazon MQO{| @173” EHE R ESHAAIL.

20241112 18 O|A| ot Alot EHE (20| Alot) 20 Amazon MQE A& = U &LICt.
o O A 7ts 8 BIZo CHE REMIBH LHE 2 AWS YEF & X 7t0|=2o| AWS E|
E

A ZOIES AEFML.

2024411 14  Amazon MQE CIS Z2 AT HA X|H SELS YEELICH
ol
=

« ActiveMQ 5.17: 2025'4 6& 16

o
e

RabbitMQ& Amazon MQ %! {7

+ RabbitMQ 3.11: 2025\ 22 17
+ RabbitMQ 3.12: 2025':4 3& 17

z M HMez aefol=st= Yol CHE AEMIEE LIE2 MdE HZEsHMR.
.l
ﬁ

Amazon MQ EZ74 &l ™ Y ad|0|=E
2024'A 11 13 Amazon MQE O|Al| IPv4 EEE IPV6E AFE510d HZE = U FYU A MH|
= £ A= ZQIEE X[ LICH Amazon MQ 7Y A& 2T MH|A AEZQIE

£ A X AAAADNS B|ZEZ &l 4= QI&LICH RtAEt LIS 2 277 Eh3dE &

ZotAAR.

310


https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

=L

20244 728 25

20244 73 22

20244 78 2

20249 6% 10

M5 ool

Amazon MQ7} O|A| MZ2 00| ANEl HH & 2|A QI ActiveMQ 5.18€ K| &
gLICH REMIEH LIES CHR RIRE B ESHMI.

+ ActiveMQ 5.18 2 2|A H 0| X|

« ActiveMQ& Amazon MQ I ZI HH &2
« Amazon MQ E27 IFI HX azlol=
 Spring XML 7 Tl ALS

Amazon MQE O|Al| HH7 3.13 O|& 2 AtE st EE2 70| MEF 2{H CH7|[FES

R|HeLICH HEH 7 |¥2 Raft &2l dn2|E2 AFE35t0{ CIO|H datdE |
Xl5tE SHME FIFO CH7|YE S LICH HH CH7|ge | HIAIXI M2l 7S
2 M33st22 X2|TIX| A2 HAIXIE &elst= ol E30| E = JU&Lch.

CHZ7|EE AlIEHSEE{™ Amazon MQ 7|EF RabbitMQ2| # & CH7 | B
tMI2.

ok
o

ol

O|A| RabbitMQ& Amazon MQ7} O|A| OtO|L{ {7 & 2|A 2l RabbitMQ 3.13
2 K|HELICH AT HT 3.13 0|42 MEFtE ZE HEFHO| B2, RX| #E
7|12t S0 x| ¥l %A x| HM 22 2| a8|0|=E& Amazon MQOI| A &
2lgtLIct AtAIEH LI 2 Amazon MQ EE27{ AIEl A {ago|= EHelg 3t
ZHAAIL.

QAT BT 3.132 AFE35tE HE27 Q| Chu (Y, AT AHIXF 2! shovelod| CHEH
MZ st 7} TE K|S RabbitMQE Amazon MQ 37| & X|& 0| LdO]
ED|A&LCt.

o| ZlZ|Aao| £ AME 4! 7|s0f CHEH RFA|EH LI 2 RabbitMQ A GitHub
2| Z X|E 2|0 A RabbitMQ 3.13 2I2|A MEE & X 5IAM2.

K| = RabbitMQE Amazon MQ BT L H27{ ¢ 2{|o|=0fl CHEF RbA|EH
LH 2 2 RabbitMQE& Amazon MQ 7T A 22| M2 X SHMIR.

OIXfl FHLICH ME(Z7HEl) EIF0I A Amazon MQE ALE & 4= Ql&LICH O] Ab
8 7ts 8t 2|1™ol et REAIE LIS 2 AWS 2t & X Jtol=9| AWS 2| &

ACEOIES HESML.

311


https://activemq.apache.org/activemq-5018004-release
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.13.3
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

=L

2024 5& 10

2024 5% 9

M5 ool

Amazon MQ HA x| ZAZIC{olle E27 AT HEo| X|H SE Al7|7F EA|
Zlo{ QU&LICt AE HHMO| x| 0| ZZE/MH Amazon MQE Y HEO| 2 E
HZ27{8 x| .S 00| HE2S 2 IS Yo|o|E&LICH. Amazon MQ
= E H™ X|Ho| BERE|7] |4 90 Mo O|2] & X|gF L Ct.

o

HM x| A2IH & X[ S & Hlstt{H LSS BESHAR.

« ActiveMQ& Amazon MQ 2T HHA 2|
« RabbitMQE Amazon MQ Tl HF 22|

Xl el 7|zt S E27{7t Ot X HHe =z HUH0|EX|=5 XS 01 0|
L1 HA Ha0|=& &85t s J&LICH REMEF LI 2 Amazon MQ E
Z7 AT HHE Yaelol= MME

O|A| RabbitMQ& Amazon MQ7Z} O|A| 0}O[|L] HHE & 2[A 2l RabbitMQ 3.12
£ X|EHLIC} 3.12.13 O|Ato] BE HE 7= ZEHAl C7|Y M 2(CQv2)E
AHE31H 3.12.13 0|40 2D E CH7|YW2 XA CHI7 P2 RS EFLICE

P sl
N
0]
L
o
ot
X
ol

3.12.13 O|™ H{Fo| HE 72| AL CcQv2 Ll x|9d Fot74LE 2[4
HZ1 2| RabbitMQE Amazon MQE ¢1dj|o|=E8 Zdg HEELCt.

ol &2lao| £7d Atg & 7|S0oi CHEt REMEH LIE2 CHEE HZ st 2.

 RabbitMQ AMH GitHub 2|2 X|E2|2| RabbitMQ 3.12 & 2[A HE

K| El= RabbitMQE& Amazon MQ HA & EZ7{ 418 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 HHA & 2| MME HZESHAMIL.

312


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.12.13

Amazon MQ

JHeER 7Hol=

=L

2024 3 4

20244 1€ 19

20234 12& 15

ol
=

20234 12& 11

ol
=

2023 10 26

ol
=

MBEM HH|0|1E
RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.282 X|HErLICt.
o| Zlg|ao| £=d AIE & 7|0 CHEE REMIEH LHE 2 CHS 2 HZSHMI2.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.28 E2Z|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
L& 2 RabbitMQE Amazon MQ AZI HH £ 2| MM S FZSHMI2.

RabbitMQ& Amazon MQM| M= AFE Xt O|F§ 2 2 "guest"& X|HSHX| ptexa

2 M EHEFHE MAMSIH 7|2 HAE Aol AXELICH Amazon MQE EE§t
T ZHO| et "guest'Ete A™ME FI|1Mo2 AMX|ELICH

O|A| o|AZtA(RotH|E) 2|0l M Amazon MQE ALE & = /U&LICE O] At
& 7ts8t 2o chet REAMISH LHE 2 AWS i 2 X 710|= 29| AWS 2|7 2
A= ZQIEE REFMSL.

RabbitMQ& Amazon MQ7} O|X| RabbitMQ 3.10.25& X|gdEtL|Ct.

ol &elaol 7 ArE & 7|sol CHEr ZtMIEF LHE2 CHEE XM L.

+ RabbitMQ M GitHub Z2[ZX|E 2[2] RabbitMQ 3.10.25 & Z|A HE
» RabbitMQ changelog

X[ El= RabbitMQE Amazon MQ HA & E27{ 418 0| =0 CHEF REA|Et
LH 2 2 RabbitMQ& Amazon MQ 2T A 22| M2 B3I ZSHMIR.

Amazon MQO| A Z| &l ActiveMQ 0O+O|L{ {7 5.15.16, 5.16.7, 5.17.60| L

AC|0|EQ} & & AlZ|A&LICH ActiveMQ2| O|F OFO|L] H{FI2 T 0|4 Al
S| gomM BE H{F2] 515014 5.15.162 2, 5.1601 A 5.16.72, 5.1701|

M517622 ZE HEHE UOO|EE o H LIt

ActiveMQ E 274 Cl|0|E.0| CHEF RFMIEH LI 2 ActiveMQE Amazon MQ ¢l

T #e| MM E A xetA 2.

313


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.11.28
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.25
https://www.rabbitmq.com/changelog.html

Amazon MQ TR 7H0|E

=t HEM LHI0|E
2023 9 27 RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.202 X|&gfL|Ct,
ol EElao| +H At A 7|50l CHEt RtMIEF LI 2 CHEE A RSHMR.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.20 & Z|A HE
» RabbitMQ changelog

X|HEl= RabbitMQE Amazon MQ HZT X E27{ 4 18|0|=of CHEH RHAIEH
L& 2 RabbitMQE Amazon MQ ATl HH 22| MM S FZSHMI2.

2023 78 27 RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.162 X|&eFL|Ct,
ol &2lao| +7d Atg & 7|50l CHEt REMEH LIE2 CHEE HZshM 2.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.16 & Z|A HE
« RabbitMQ changelog

X[ El= RabbitMQE& Amazon MQ HA & EZ7{ 418 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 HHA & 2| MME HZESHMIL.

!

[e][]

2023 78 27 RabbitMQE& Amazon MQE O|A| RabbitMQ E27{0i CHEt 742 Hd
HMEst= AE XIHFLICHL

HE27{o| FdE FII5t= ol CHEt RhAIEH LIE 2 RabbitMQ Broker
Configurations AM 2 FE5HM L.

O| 7|sof CHEt ZtAIE LIB2 ChS & B ESAIR.

. 2% HH
. 2R HM W

314


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.11.20
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.11.16
https://www.rabbitmq.com/changelog.html
https://www.rabbitmq.com/parameters.html#operator-policies
https://www.rabbitmq.com/parameters.html#disable-operator-policy-changes

Amazon MQ

JHeER 7Hol=

=L

2023H 6 23

2023 6 21

2023H 5 18

MM HOlo|E

Amazon MQE O|AM| ME2 EX AT HHA ZIZ|A QI ActiveMQ 5.17.32 X|&
grLict. ol Zl2|A = Amazon MQL| MZ2 2| Zt O|o|E{ SX|(CRDR) 7|
52 X|HELICH

KtMEt LHE2 CHE Atz & HZshM .

CRDRZ A|&t5tE{™ JHet R OFLHAM 2| ActiveMQE Amazon MQ2| 2|7 7t

CIlO|E SA| MME 3l L7
« ActiveMQ 5.17.3 ZI2|A H 0| K|
« ActiveMQE Amazon MQ &l X &2

« Amazon MQ E 274 2 &l B
Spring XML 748 T ALS

Al
I?
I
o
o
N

ActiveMQ& Amazon MQE O|A| 7| 2|Fe| 7|8 EE 7ol SA|&E AWS 2|
ol BR|E B2 HE HIST|A HAX| 2HE 583t 2 7 ClolE =X
(CRDR) 7|52 XBELICH 7|& 21740] 7|&2 =2 7ol Ko7} e AisH Rzt
L AOH ZAIS AR to] Hx DjRo| HAE HEAE J|E HEAE A

g = A&LICH

CRDRZ A|&5tEd™ 70 R OHLHAM 2] ActiveMQE Amazon MQ2L| 2|7 Zt O
O|E] EX| MM XML

O|A| CtS ZI™0A Amazon MQE A2 E £ Q&L

 OtAlot B (HEHHE)
« OFA|o} Ef B (st O|ClEtHE)
. _I_I_E-|(/\_u_-||0|)

- RE(FEls)

o >

& 7t
=

b 2|7Hof| CHeF REAM[EH LIS 2 AWS B & E 7H0|=2| AWS E]
E

E #=xstMle.

o
Hoolr
ro ro

p!

315


https://activemq.apache.org/activemq-5017003-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

=L

2023 42 14

2023 48 14

2023 3% 31

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ HH7Z 3.9.272 K| &fL|Ct.
PR

ol &2la9o| £+ ArE & 7[Soil CHet RbAMlEH LIE2 OHS 2.

mo
il
[e][]

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.9.27 E2|A HE
» RabbitMQ changelog

K| 2 =& RabbitMQE Amazon MQ A 2! 22 7| | o|=of CHt REA|SH
LH € 2 RabbitMQ& Amazon MQ AT HHA 22| MM E I XML,

RabbitMQ& Amazon MQE= O|A| RabbitMQ & 3.10.202 K| & &fLICt.
ol EEl&ao| +H At A 7|50l CHEt RMIEF LI 2 CHEE A RSHML.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.10.20 & Z|A HE
« RabbitMQ changelog

X[ El= RabbitMQE& Amazon MQ HA & EZ7{ 418 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 HHA & 2| MME HZESHMIL.

RabbitMQE Amazon MQ7} RabbitMQ 21 &l & 3.10.172 H|EM3IsH& L
C}.

RabbitMQE Amazon MQ ElI} RabbitMQLl| 2 E AA K| ZE|AtE HA
3.10.1704 M RabbitMQ # 2| 2& A E =& LICt. Amazon MQE O HH
M "‘4;I§HQLIE+ o] Exle| Y& £0|24™ RabbitMQL| A T x| H{F10| &
SO HZA 3.10.2022 M EEZHE MM, 2[4 HO =7, E¢ot
Ul ds 42 ASeE Btog{™ 0to|L] HE Ats HIB0|E =

ME %“Sﬂ%}f 0| E&LICH

/= RabbitMQ& Amazon MQ H{Z0i| XtM|EH LI 2 RabbitMQE
Amazon MQ Q&I S B Z3IHM2.
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Amazon MQ

JHeER 7Hol=

=L

20234 3 1Y

20234 28 21

2023 1€ 13

B UOo|E
RabbitMQ& Amazon MQ= O|Al| RabbitMQ HZ& 3.10.172 X|&&LICt.
ol EElao| +H At A 7|50l CHEt XtMIEF LI 2 CHEE A XStMR.

+ RabbitMQ M GitHub 2[ZX|E 2[2| RabbitMQ 3.10.17 & E2|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
L& 2 RabbitMQE Amazon MQ AZI HH £ 2| MM S FZSHMI2.

RabbitMQ& Amazon MQ&= O|X| AWS Key Management Service (KMS)2+ &
gl MH & 5 3HE MBELICH oA AbA| 22 22| CMKE MEHSHA
Lt AWS KMS A0 M AWS E 2| KMS 7|E AFSE = &Lk REAIEE LK
2 XM Al 255 S BESIYAIRL.

Amazon MQE CIS1t Z42 o 2 AWS KMS 7| AFE S X|HELICY.

« Amazon MQ &% KMS 7|(Amazon MQ owned KMS key)(Z7|22f) - 0| Z|=
Amazon MQ7} 2R3t #2|5t0H AFS A Ao &Lt

- AWS ZZ|™ KMS 7| - AWS #2|& KMS Z|(aws/mq)= Amazon MQO{| A
MEXHE CHAISHO M, 2| L A5t HHe| KMS 7L Ct.

- 7|1& I ZE[E KMS 7| A= - 178 2E[E KMS 7= AFE X7 AWS Key
Management Service (KMS)M|A M5t 1 #t2|&FLCt.

RabbitMQE Amazon MQE O|X| RabbitMQ {71 3.8.342 X|&&fL|C}.

ol YalAol £73 A W 7ISofl ChEH REMIS LHSS CHE 8 &

It

LMl

(o]l

+ RabbitMQ M GitHub Z|® X|E 2|2| RabbitMQ 3.8.34 EZ|A HE
» RabbitMQ changelog

K| El= RabbitMQ& Amazon MQ HA & EZ7{ {12 0| =0 CHEF REA|Et
LH 2 2 RabbitMQ& Amazon MQ AT HHA 22| MME B X SHAMIR.
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Amazon MQ TR 7H0|E

= MM LOlo|E

2022'A4 12 15 RabbitMQ& Amazon MQE O|A| RabbitMQ H{7 3.9.24& X|§gfLICt.
o]

Ol &2lao| £ At & 7|S0oil CHEt REME LIE2 CHEE & X

2.

mo
il
[e][]

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.9.24 E2|A HE
» RabbitMQ changelog

XLl = RabbitMQE Amazon MQ HA & E27{ ¢{150| =0 CHEt Rt St
LI & 2 RabbitMQ& Amazon MQ Tl HHH™ 2| MM E EESHM .

20223 12E 13 ES(UAE) 2IT0i M O|M| Amazon MQE AMEE =+ U&LICH O] MR JtsE
o 2|™oi| CHEF REMIEE LHE 2 AWS Y & & 7tol=2 AWS 2[F & = Z Q1

EE AXFNL.

2022'4 112 14  RabbitMQE Amazon MQE O|A| F QIE A ZIZ2|AQ13.102 K|

2 O|A| RabbitMQ CHZ |0l A Z2HAl CH7 | HZ 2(CQv2)E EA15t
LICH 3.801M 3.102 29| &I YOI0|E= XIHEIX| E&LICH RHA|E
|:|.I=l 7;|.EE xl-xo|.k||o

rot
by
I

+ RabbitMQ 3.10.10 EZ2|A HE
» RabbitMQ changelog

K| E|E RabbitMQE Amazon MQ H{F L H2 7] 18||o|=0f CH KbA|EH
L2 2 RabbitMQ& Amazon MQ 27 A 22| MME2 I X SHMIR.

2022'A4 11¥€ 92  Amazon MQE O|AM| ME22 EX ATl HA ZIZ|A QI ActiveMQ 5.17.28 X|&

gfLCH XM LHE2 CHE AR E HZsHAMIR.

- ActiveMQ 5.17.2 2l2|A HO|X]

* ActiveMQE& Amazon MQ AT HH 22|

« Amazon MQ EE27 AIZI HA ¥aefo|=
 Spring XML 7 Tl ALS
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Amazon MQ TR 7H0|E

= MM LOlo|E

20224 8 172  Amazon MQE O|AM| MEZ2 F A ZEl HH Z2|A QI ActiveMQ 5.17.12 K| & &

F ATl v
LICH RtMEF LI 2 CHE AR E F XM,
- ActiveMQ 5.17.1 2l2|A HO|X]
+ ActiveMQE& Amazon MQ ATl HH #E|
- Amazon MQ EE7 IFI HA ¥ elo|=
 Spring XML 7 Tl ALS

20224 78 142 Amazon MQe O|AM| EX AZ HE &2|A QI ActiveMQ 5.16.58 K| & LICH.
AHME L2 CHS RIRE & X5HM2.

- ActiveMQ 5.16.5 2l2|A I| 0| X|

* ActiveMQE& Amazon MQ AT HH 22|
 Spring XML 74 Tl ALS

« Amazon MQ EE7{ AIF HA dd0|=

2022 5¢ 4 Amazon MQO|| E27{ 7 440{ M networkConnector 240 CHEF Z 2% A
017} FIL|R&LICEH

« H27{9] Amazon MQ HEQ3 MM L M

20224 4% 2521  Amazon MQ O| Z2|A0{= CRITICAL_ACTION_REQUIRED HE=Z7{ AEj
9} ActionRequired API &40| FIL|R&LICEH CRITICAL_ACTION_RE
QUIRED £ EZ7{ 50| XM5tz|H Lde{ELICH ActionRequired £ 7He
At 7tol=0i M 24l 2 Ledof Ciet X|EE2 #= ol A8E = Ue ZEE X
SELch.

- =M sid

« Amazon MQ APl & Z 9| ActionRequired £A]
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Amazon MQ

JHeER 7Hol=

=

20224 42 20

20224 3 1

202274 28 25¢

202274 28 16

M5 ool

Amazon MQE O|AM| E X ATl HH 2IE|A QI ActiveMQ 5.16.48 K| ELICEH
Mt L8 2 o A2 & FESHAM L.

- ActiveMQ 5.16.4 2l2|A HO|X|

* ActiveMQE& Amazon MQ AT HH 22|

 Spring XML 7 Tl ALS

« Amazon MQ EE7 IFI HA ¥ 8lo|=

Ot Ao} Ef B (Xt7F2E}) 2l MH Amazon MQE MEE == JU&LICH O A
& 7tse 2lnlof ChEt REMIEE LHE 2 AwS YEh & X 7to|=2] AWS 2| 3
AcxZREE FZSIMLR.

—= HA

RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.27€ X|&ELIC}.

=t
(=]

A2

A
ol

ol &2la9o| = Arg & 7|0l CHer RbAMlE LIE2 O S

fjo

« RabbitMQ AMH{ GitHub 2|E X|E 22| RabbitMQ 3.8.27 Z/2|A XE
» RabbitMQ changelog

K| El= RabbitMQE& Amazon MQ HA & E27{ 418 0| =0 CHEF REA|Et
LH2 2 RabbitMQE Amazon MQ A7l HHZ 22| MME & X 5HM2.

A&LICE O
o AWS 2|

1

O|A| ot =Z 2|ZH(Z 0| ZElR) 2™ Amazon MQE A2 &
A& 7tsEt 270l CHEt REAISH LI& 2 AWS B &= 740

2 ICEOIEE HESAHS.

In
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Amazon MQ TR 7H0|E

=L B UOo|E

2022'4 22 144 RabbitMQE& Amazon MQ= O|Al| RabbitMQ 3.9.132 X|& & LICt. O-O[L] BH7
s Gasol== 2HE! 3.801A 3.92 ¥aclo|=st= O A E = elgLch
OFA stedH E27 =5 YO 0|= & AstAAL.

RabbitMQ 3.90 =&l MZ2 7|50 CHet XtMIEF LIE 2 GitHub & ALO|E
O A 3.9.08 E2|A L E H0|X|E & XTI AAIL.

@ Note
34X Amazon MQE= K| #5HX| &
EE JSONMM 2 x=sHE 22

&L|CI. A E ZIEE & RabbitMQ 3.901|

Ol &2lao| 74 Atg & 7|50l CHEt REMEH LIE2 CHE S HZ st 2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.9.13 E2|A HE
» RabbitMQ changelog

X|2El= RabbitMQE Amazon MQ HA I E =71 4 8{|o[=oif CHEF RHAl|EH
LH& 2 RabbitMQE Amazon MQ A ZI HE 2| MM FH XM R.

2022'A 2 7 Amazon MQE RabbitMQ= ME HE27 X|EE £Ql5l04 2 2{AE| HIZ 9|
MN-E ZF0M TR CAAARES ZLIERE £ Q&L

KtMEH LHE2 CHE At2 8 HZ s .

« the section called “RabbitMQ X|E”
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Amazon MQ

JHeER 7Hol=

=L

202274 12 18

20224 18 13

20227 18 6

20214 12& 20

ol
=

M5 ool

g LiCH

e

RabbitMQ& Amazon MQE= O|A| RabbitMQ 3.8.26& X|

&t =

ol &2lao| £ At & 7|0l CHet RbM[E LIE2 OS2 |

fjo

2.

[e][]

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.26 & 2|A HE
» RabbitMQ changelog

X|2El= RabbitMQE Amazon MQ HA I E =71 4 8{|o[=0oif CHEF RHAl|EH
LH& 2 RabbitMQE Amazon MQ A ZI HE 2| MM FH XM R.

Amazon MQO| EE7{7} =2 HZ22| GEE UMAIZAT HIHA MEY E=R
0|2 24+ 7| 28t RABBITMQ_MEMORY_ALARM AtE{ 3
Ct. Amazon MQE =2 HIZ 2| BEE ZFIH, a2 2 & Xx|5

= =<
REMIEH et HY A2 MIELICH F£7H HEE 28 B XM,

 the section called “ RABBITMQ_MEMORY_ALARM ”

ActiveMQ E 2 7{& Amazon MQOi| CHEF CloudWatch LogsE +435tH,
Amazon MQ= 5 CHEIR EXMIE & X[et7| {8 IAM 2[4 7[gh HA 9
Moy =74 HEMAE 7|91 aws:SourceArn 2! aws:SourceAccount A2

e
2 X|HELCH 7 2= Oh&2 & X sk .

+ the section called “I At MH|A ESE CH2[Q] & X

ActiveMQE Amazon MQOlE MEZ X|E ME ToZ X|HE|E ChYst ™
S TZZEZE MNE5I0d EZ7{0] 8T £ U= = 44 +E ZLIEHZE
Lol X |EQEHEF HEQIo HEFHo| A= =& &2 T |E{2IE =
UeE MER XEL TUL|URESLICH FI7I HEE CISS HX5HAM 2.

« the section called “ActiveMQ X|E”
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Amazon MQ TR 7H0|E

= MM LOlo|E

2021 11& 16 RabbitMQ& Amazon MQ= O|Al| RabbitMQ 3.8.232 X|& & LICt.

oJ
ol 2ElAa9| =™ At I 7|S0f CHEt RiMIEH 82 CtE2 FESHAL.
+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.23 E2|A HE
» RabbitMQ changelog

X|2El= RabbitMQE Amazon MQ HA I E =71 4 8{|o[=0oif CHEF RHAl|EH
LH& 2 RabbitMQE Amazon MQ A ZI HE 2| MM FH XM R.

20214102 12 Amazon MQe= O|A| EX A Zl HE 2E[A QI ActiveMQ 5.16.32 X[ HELICEH
o Mt L8 2 oS A2 E FESHA L.

- ActiveMQ 5.16.3 2l2|A HO|X]

* ActiveMQE& Amazon MQ AT HH zt2|

« Amazon MQ EE7{ AIF HA dd0|=

 Spring XML 74 Tl ALS

20214 92l 8¢ RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.22& X|&ELIC}.

o| ZIZ|A0lE o|F0| X|HE|E ™ RabbitMQ 3.8.170{| A & QIE! 0| A| K|
FK| AZHTTL)E AF2SHE 7| 23 EX|ol CHSE 0| Z & E|of U&L
Ct. 7|& EE2HE H™ 3.8.222 Yad0|Est= Zd0| E&LCE.

ol &2lao| 74 Atg & 7|S0oi CHEt RtMEH LHE2 CHE S HZshM 2.

« RabbitMQ AMH{ GitHub 2|E X|E 2|2| RabbitMQ 3.8.22 ZI2|A A&
» RabbitMQ changelog

K| ¢ E|E RabbitMQE Amazon MQ HHA 2! 22 7{ {ad|0|=of CHst REA|EH
L2 2 RabbitMQE Amazon MQ A7 A & 2| EHES HESHM L.

20214 8% 2521  RabbitMQE Amazon MQE HIA|X|E S| A|ZHTTL)S AF2 5= CHZ|2404 A
AlHEE EXM 2 QI5H RabbitMQ 2T T 3.8.172 LA[MS 2 HIE Hs3&L
CH A 3.8.112 Al&st= Aol E&LICH
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Amazon MQ TR 7H0|E

= MM LOlo|E

ok

HefL|CH o] Yd|o|E

AESHL.

e

2021472 299 RabbitMQE Amazon MQ= O|X| RabbitMQ 3.8.172 |
of ZtEl =8 AHY & 7Isoi CHEt RiMiet LHE2 Chs

fjo

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.17 E2|A HE
» RabbitMQ changelog
+ RabbitMQ& Amazon MQ &l {7 EE

20214 78 16 O|A| AWS Management Console AWS CLIEE = Amazon MQ APIE AF& 5104
Amazon MQ EE7{9| K| 2| 7|2t =HE £+ U&LICH EE7{ |KX| &2
Z|ztol ChEt REMIBH LHE 2 CtE 2 & E5HA 2.

« Amazon MQ EZ 79| x| 22| 7|Zt of &F

2021 72 6 RabbitMQ& Amazon MQ= L&t SHA| I3 o cidt X|§He =UELICE
Qlptx SHA| MBS HA|X|C| EFRE! F|0IM HAFE SHA| ZtS ZIEFS 2 T Al
Xlo| B2 E CH7|YUZ R|HELICH RIMISH LIES OIS AR E &I XSHMI2.
- A SiAl e Z2{a 9

« RabbitMQ GitHub 2| Z X|E 2|2| RabbitMQ /& s A| 10

ok

x5

0%

20219 6% 7 Amazon MQE= O|M| ME22 F AT HH 22|A Q! ActiveMQ 5.16.28 X|&E
LICtH XtMEE LI 2 CIS AI2E HZTFHMIR.

« ActiveMQ 5.16.2 2 2|A H 0| X|

* ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HA ¥aefo|=
 Spring XML 7 Tl ALS

2021458 26 O[A| = (HI0IF) X S=(EAF) EIT0| A RabbitMQE Amazon MQE AtEE
= AELICH ME 7P%?_ 2|Tofl CHEF AEAIEH LHE2 AWS 2| 2 =20l

g AxsML.

IIrn 1
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Amazon MQ TR 7H0|E

L AMEM AO|0|E
20214 52 182  RabbitMQE Amazon MQE E27 7|27t #edgLICt.

HEZ7{E %2 MM i Amazon MQE E27{2| M5E %|%x15}57| &
EHSI QIAEAA Q3 A H|EZ 2Cof et o] 227 ZAH Al yhost A|
AMEELICH REMIE LI 2 O AIR & & E5tMR.

M
I_

(=1

=

o 2

« RabbitMQE Amazon MQ E27{ 7|E3}

20214 52 5 Amazon MQE O|A| ActiveMQ 5.15.158 X|&tL|Ct. RtMIEH LIS Cl=2 &t
Z2E FXSML.
« ActiveMQ 5.15.15 ZI2|A 10| x|
« ActiveMQE& Amazon MQ 2T HHA 2|
 Spring XML 7 Tl ALS

oo

2021358 54 Amazon MQ7t AWS 2|8 G&of Cigh HE Arg F£XME AERH&LICH XA

U882 ChE A= & A EStM 2.

« the section called “AWS £ 2|3 24"

2021942 144 O[x| 5= (H0|F) & 53 ('FAF) 21T A Amazon MQE AFEE = U&LICH.
A8 7ts et 2lT™ol| ChEt REMISE LI8 2 AWS EIT L AEXZQIEE R Z5HA|
o

20214 48 7 Amazon MQE O|A|| RabbitMQ 3.8.112 X|&gtL|Ct. o] MO|o|Eof =& = £
M A" 2 J|s0i CHSt REMISH LI 2 CHS 2 & ESHMIL.
« RabbitMQ MH GitHub 2| Z X|E2|2| RabbitMQ 3.8.11 2 2|A HE
» RabbitMQ changelog
« RabbitMQE Amazon MQ ¥l H{Z &t 2|

2021A4 4214 O|A| ok Alo} EH (2 ALF}) EIT0MH Amazon MQE AFEE £ &LICH Al
& 7ls& 2|™of chst REM|EF LH 2 Amazon MQ 2™ 2 0|
SHMI2.
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Amazon MQ

JHeER 7Hol=

=

20204 12& 21

ol
=

HBEM HHo|E

Amazon MQE O|A| ActiveMQ 5.15.14& X|&tL|C}. RFAMIEE LI 2 Ct S &

E2E HXSHMR.

« ActiveMQ 5.15.14 ZI2|A HE
« ActiveMQE& Amazon MQ 2T HHA 2|
 Spring XML 7 Tl ALS

/A Important
o] ZIZ|A0M &24El Apache ActiveMQ EXIZ 215l ActiveMQ !
240 A2 2 Pause Queue(CH7|E LAl BX|) HE S ActiveMQ
& Amazon MQ EZ710]| AF8E = gi&LICt o EXofl CHEH RHA]
&t LI AMQ-81048 & ESHMIL.
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Amazon MQ TR 7H0|E

=L B UOo|E

2020 118 422  Amazon MQe O|M 2| AFBElE 2E AA HAIX| EE7{2! RabbitMQE X|
HELICH o|E2H 5t ZEE CHA| 2 e 2 AWS 10| 7|& RabbitMQ |
AR E27{E Z oto|ado|ME &= U&LICH

RabbitMQ& Amazon MQ<= 7H& IHMle H27] 3 FHAHTE HAIXKI EZ
7E 25 2elstn Qlzet Z2H|IXME, E27 4, AZE 9|0 YC|o|E Lt
€2 e xelgo

Amazon MQE RabbitMQ 3.8.62 X[ HELICH X|HEl= AT HT O CHE

KEMIBH LI 2 the section called “HH7 22| THRE &= 6HAI2.

« AWS ZZ| E|o{oll= 11A7F Oig =|CH 75047t e| B QIARA

ro 227 2 =|C§ 20GBo| AEE2|X|7} igrilulj XHElE QIARHA R
&40l CHEF RFMIBH LHE 2 Broker instance types EFHHE HZESHMIL.

+ Amazon MQ for RabbitMQE A& 3tE AMQP 0-9-12 At&3t0{ RabbitMQ
Zt0|E Bto|EHE|7t X[Hste 2E Ho{ZE EE27 0| HMAE = A&
LICH X|pEle Z2EEZE U &5 ME2ol Cigt AfMlE LHE 2 the section
called “RabbitMQ& Amazon MQ Z2E Z” HHHE & E5IAM|2.

« RabbitMQ& Amazon MQE Amazon MQ7} #Xi MZElE ZE 2T M A

235t & QALICH AFE 753t R E Z|Xof| CHal RFM|S| LotEa{E AWS 2|

X

T AAH
R ELVT

Amazon MQ AFE & Al&tStD, EEFHE MG, JVM 7|8 o EE2|F0|ME
INES

7(
RabbitMQ E 2 7{0i| 21Z35l2{H™ F5H7|: RabbitMQ E 27 M4 2l o474 ¢+
212 A XFMSL.

20204 102 22  Amazon MQE ActiveMQ 5.15.132 KR|EfLICt RIM|SH LIRS CI= RIRE
OEI KI-X °|.A-||O

« ActiveMQ 5.15.13 2lE2|A ME
« ActiveMQ& Amazon MQ A%l
« Spring XML 7 ot ALS

EHZ 2 E|

20204 9% 30 O|M RH(YeEtr) 2o Amazon MQE AFEE £+ U&LICH AL J7hsE
2|70l CHEt XFMIEH LI Amazon MQ 2|1 L JIEZQIEE X 5HM|L.
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Amazon MQ

JHeER 7Hol=

=L

20204 7€ 27

20204 7€ 17

20204 62 30

20204 42 30

M5 ool

Active Directory EE= CHE LDAP ME{O| K& &l XI5 Z3HE A& 5104
Amazon MQ AtEALE QIBE = A&LICH EB Amazon MQ AHEXHE F7t,
AR 2 $HED A 2 CHT ol CHEE HEtS Y E T Q&LICh RhMIE
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