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UM CHAl EHE £ AL B2 KK BB 7I2He ZHE [ B2 7842 B WX o

&Lt

H027{ K|

o

T

s A
MEE =

rH

2| 7]12H8 =& 35l248 AWS Management Console, AWS CLI &£ & Amazon MQ APIE
L|Ct.

o>

AWS Management Console2 At&35t0{ EE27{ fX| #E| 7|zt of <
AWS Management Consoleg Al&3dto{ E27 |X| &2| 7|ztE =Hste{H
1. Amazon MQ Z&0i| 2aelgfLct

2. AZEHM M ERHE MESICOS 5
3. EZ7{ MF HE Ho|Xx|oM Edit(HE)S
4

=
Maintenance(® x| Zt2)0ll M CtS 2 & ELCH.

oM € Yaclol=e E27E MEHEFL|CT.
|

=
MEdgfLICH
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https://console.aws.amazon.com/amazon-mq/
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a. AlE Em(Start day)2| EELCHR S50|AM 2 &(0d: €2 Y(Sunday))S MEHEFLICEH.
b. Al%f AlZH(Start time)ol M Ctg EE27{ | X| &2| 7|7t 2 o &g AlZtat 22 MEHFLICEH
(04:12:00).
(@ Note

Start time(A|ZF AlZH S MH2 UTC+0 E& AlZtCHZ2 FHELICH

5 =Moo MEIFLICH OH F OIS AMER & E= SAIE MEHEILICH CH2 AR R £ 8 MEY
St E27HE MMEESHX| b1 RX| &2l 717t0] ZA| Ho|o|EELICH FAIE MESIH ERH
7t A AMERE LT

6. HZZ ME HE Ho|x|e] £X| &2| 7|ZH(Maintenance window) OF2Hoi M 7|2 MH X0l &

E

AlEl=X| #elghlct

AWS CLIZ AtE235t0d EE27{ § K| &t2| 7|ZF o <k
AWS CLIZ Al235t0{ H27{ §X| BE| 7|7t =& 5t

1. ChZ oAt 20| update-broker CLI BZEE A& 35104 CtF metO/EHE KIZ g LCt.

« --broker-id - Amazon MQ7} E27{0f| CHal M5t= TR IDYLICH E2
7{ ARNOIAM IDE #& BAMe = J&LCt o & £0{ ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
A H27 IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819LlL|C}.

« --maintenance-window-start-time - T8 | X| 2| 7|2+ A|Z A|ZHE ZA™HSHE oi2kO|
E{o|H Ctg + =2 X|™&EL|Ct

. DayOfWeek - 2 QIL|Ct T2: MONDAY| TUESDAY | WEDNESDAY | THURSDAY |
FRIDAY | SATURDAY | SUNDAY
« TimeOfDay - 24 A|Zt FAIQ| AlzZtRIL|Ct.

« TimeZone - (ME{ AME) 2THE Al EEE UTC @Z A A o] A|ZtCHRILICH 7|EX o 2 UTC
2 M™YELICH

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

B2 K| el off 30


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html

JHeER 7Hol=

Amazon MQ

2.

(MEH ALE) describe-broker CLI H&E
C}.

iE S dstod /x| #El 7|1ZHo] HHOIEEIRA=R] =l gL

aws mq describe-broker --broker-id broker-id

Amazon MQ APIE AI835tod EE27{ || &t2| 7|2t o ef

Amazon MQ APIE AI235t0{ HZ2 7 fX| 2| 7|ZtE =-siedH

1.

r

UpdateBroker APl 2td2 A2 &FLICH broker-idE A2 mZl0|E{2 X|A&ELICt CHS ofl o]
Me EE2H7F us-west-2 2|X0f| QCtD 7HEELICH AL E £+ = Amazon MQ QIEXZQIE
of CHt REMISH LHE 2 AWS Yt 2 X 0| Amazon MQ IEZQIE 4l SHEH2FS AR SHAIL

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

2T 2
RS AR E LI

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"

te| 7|Zho| YOI EE[R= K] & lE L

H

(A1EH ALE) DescribeBroker APl 242 AH&35t0{ X[ #
Ct. broker-ide A2 20|62 X|EELICH

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

E oM maintenanceWindowStartTime It2t0|E] & WeeklyStartTime 2lAA

B2 K| el off
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https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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Amazon MQ EE7 R FE!

Bz M 74 M8sieiH E2HE MFEE + JU&LICH

(@ Note

Bt ActiveMQ E27{7} SE6tX| ot B2 AMFE501 2F SEjoM S7E £+ &LICH

Ct= oMol A= AWS Management Console2 AH& 3104 Amazon MQ EZ27{E Xf
HoiELCt.

-I|I
91
rr
OII
I

mo

Amazon MQ EZ27{E& AE&5tE{H

1. Amazon MQ Z£0i 2aQIgL|Ct
2. EHEZ7{ SZ0irx 227 0|E(0f: MyBroker)2 MEHEFL|C.
3. MyBroker W O|X|0{ A %], Reboot broker(2Z27{ RHE &) E MEHEFL|CE

/A Important

CHl QIARIA B2y RIREEE SO QEalQl MEi7t ELICH 2HAE BEHE A
=

=
& £+ UX|PH ZH =& B Hofl L R EEIELICE
4. Reboot broker(E27{ RHF &) CHgt & XKtof M RHRES MESHLICE.

HE7 LS o 58 HE AQELCH MEEO| AATA I7| HHS st CH7/Y 2
=1 iva

=
Ol7t & BRI £ HEIE B AR

Ct2 ofl Mol A= AWS Management Console2 Al&35t04 EZ7{E AlX|steE WHg EoiFLICH
Amazon MQ E 274 AHK||

1. Amazon MQ 20 21Ql8L|Cl.
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https://console.aws.amazon.com/amazon-mq/
https://console.aws.amazon.com/amazon-mq/
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2. EE7H FFo|AM EZ7(0d: MyBroker)& MEHEt Ct S Delete(A M) E MEHELICEH

3. Delete MyBroker?(MyBrokergE A A&7t 27) ChEt & Xt0l| M deleteE =B F Delete(4t
M)E MEdgFLCt

HE27{ AHME of 58 Wk AEL|CH

Amazon MQ 2271 AEl

HE27{o| x| =7 AEiE EAIE/LIC} CI2 Z o= Amazon MQ EE27{9| ArEl7} LEdE|o] RI& L
C}.
2& API A
A Al CREATION_FAILED BHZ27{E MM £ Qi&LICH
MM T S CREATION_IN_PROGRESS HZ7{E ot &= SQlLCt
AR T S DELETION_IN_PROGRESS HEZ7E MAIStE SLICE
AMEE T &S REBOOT_IN_PROGRESS BHZ27E MEE 5= UL
C}.
Alst RUNNING H27{7} &St
S MY Ee CRITICAL_ACTION_RE H27{7} A So|x|2t M5
QUIRED 0| M3tE|o{ H2™MQl = X[7t
ZegtLICH Xl sidel =58
oﬂH xHQ Ag.m = Ad%”ék

Amazon MQ 2|2 A0 El F7}

HIS HTE 9I3 Amazon MQ EIAAS TAST AWsH® B2 £ 740 SHS AEste 0
EHG|OJE| B8 F7He 4 BLICH O] 7|58 2747t B2 W §35| RBFLICH HIS BT Ej08
AR50 HIS TEE HYSHTE AWS HTME TR + ABLICH 0FH 4™ Bz 7l9t ol
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Amazon MQ FHEE R}

7t0|E

0| & £0{ Amazon MQ Z2|AA9| H|E ME & SXM& LIEILiE B8 F7IE = U&LCh

2lAA 7| 43

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker2

Stack Production

Cost Center 12345
Broker3

Stack Development

O| El1 XA MANME SUEH H|I ME{o|A] &=l &
I, 2210] Gi BRI O HIS BE EI0E AR S BT RIE 4 AALICH

Amazon MQ £ 0| M Ef1 F7}

CtS EHAOf 2 Amazon MQ 2£ 0| MMSHE 2lAAN EfOE WEAH F7te &= A&L|Ct

1. Create a broker(2 271 24) 1| 0| X|0{| A Additional settings(F 7t A&)E MEHEFLICH
Tags(Ei2) of2H0il M Add tag(EiT F=7hHE =4FFLICH
Key(Z]) & Value(Zf) Ho{1E =dgL|Ct.
(MEH AFBH) Add tag(EHT Z7HE MEisto] 22 7{0f ode Ef1 2 Z7he

Create broker(E27{ M)& MEHFLICH

1I°I'

o b~ 0N

TS M 0 B8 Tt

1. Create configuration(743 44J) H 0| X|0{ A Advanced(Z1=)& =g LICH
2. Create configuration(74d A4d) m|0| x| 2| Tags(Ei1) Ol2H0ollA Add tag(EH F7HE ME4EL

o
o

3. Key(Zl) & Value(zt) H0{1E =3gfLICt.

ZHEAWS AE T ME 7S SSELICH XHAM[EH LIE2 AWS Billing AHS B A0|A] 27t
HE &89 E0M d8s &EsAR

|CF.

Amazon MQ 2£0M Ei F7}
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

JHeER 7Hol=

Amazon MQ

4. (M= ALE) Add tag(Bi2 F7HE M=istod 710 ofd] EfE FIHELICH

5. Create configuration(741 A4d)S MEistL|C}.

A8, MHE = U&LICH REST

20l
A& LICEH REMIEH LH& 2 Amazon MQ REST API &

Amazon MQ 2&0|M Ef F7t
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
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ActiveMQE& Amazon MQ Al

Amazon MQE MEtH EHeo = HFE L 2EEX| E[ALE AHE5I0 HAIX| E27HE &lH
Mg £ &Lt AWS Management Console, Amazon MQ REST API EE= AWS Command Line
Interface & AtE35t01 E27HE Y, el L AXME = JU&LICH

ActiveMQE Amazon MQ EZ27{&= £t QIAEIA |='E9-I e EAMICH7| E27E2 HjZ g £ Q&L
Ct. & HHE 2E Z50{A Amazon MQE H|O|EE 55 ME S0 =2 L7+ HEE MSELICH
(® Note

Amazon MQE H|0|E{ AE 042 Apache KahaDBE AFEErLIC} JDBCS LevelDBSF 22 7|
Et CIO|E AE0{= X|HE[X| ef&LICH

ActiveMQ7} X|&d35tE
AM315t04 E =2 7{0] Mk

DE z2Y Ho{E A8t CHS Z2EZ0f CHall WA Z TLSE &
B AU

- AMQP
« MQTT
« MQTT over WebSocket

* OpenWire
« STOMP
« STOMP over WebSocket

Amazon MQ REST API0]| CH&F XFAIEH LI 2 Amazon MQ REST APl & X & & X5HMIL.

ActiveMQ& Amazon MQ E 2 7

ActiveMQE& Amazon MQ E 2 7{EF?

B2 7{= Amazon MQOIA| A&list= HAIX| E27{ grEglLict. o] RIAEAE Amazon MQ2E| 7|&
ael 25Ut H27 QIAEA A ms) X 3 7(|(large, medium)e| M 2 H27{ elaH
A 28(0f: mq.m5.large)LICH REAMISH LI 2 Broker instance types AlM

o4

o

r=3
=

£ stLEel 748 o /e stLtel BEz7z FEELCH EZ7HE ofE27
CC

0| QIAEA 27
0| 2! Amazon EBS EE= Amazon EFS AEEZ|X| EE1 EAIEHLICE
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http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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- UM HEEAHE F MLl M2 COHE 7H8 B0l Rl F 7Hel BEEF7t &5 Ho{Z2 F8EuU o
olzgt E=7{= ol Z2I7 0|4 & Amazon EFS2t S7[4

AEMEF HE & ActiveMQE Amazon MQ EZ7{9| HiZ SME HX5HAM L.

ApacheOilM Al HZ1O0| EAIE W E= 71 ATIo| Af OFO[L HE 2 2 Tef|o|=8te4EH oto|L] BT &t
S dadol= % % g = A&LICH XS Hdaslole= @Y, AlZh24AlZE E4A) & AlZFCH(ZIE 22
UTC)oill olsll HolEl /x| 22| 7|z =& ol Y-dgL|ct

BH27{ 49 & 2ol cHet XMIE LI 2 &S A XstML.

[e][]

« AlRH5t7|: ActiveMQ 2274 A4 2 947
. 527

* Broker statuses

KHE= 2olofelld Z=EZ

ActiveMQ7} X|¢Hste ZE T2 ¢10{E ARSI OIS Z2ZEZ0f CHsl| BAMZ TLSE &
AM3slstod HZ7{0f HMAE 4+ Q&LICE.

- AMQP
+ MQTT

+ MQTT over WebSocket

* OpenWire

STOMP

STOMP over WebSocket

Ad
o

g

ActiveMQ EZ27{0]= 048] £40| AU &LICH o|§ W Chat Z&LCh

 O|& (MyBroker)
- ID(b-1234a5b6-78cd-901e-2fgh-314576k17819)

« Amazon 2|&2A O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FHEE R}

7t0|E

. ActiveMQ & 2& URL(https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:8162)

REMIEH LI 2 Apache ActiveMQ MEAMC| El Z2£2 HZESHMR.

/A Important
activemg-webconsole I§2 E&5tX| of= et o W2 x[H
Amazon MQ E 2 7{0]| IH|A| |% LH7HLE E2 740 M HIAIXE =2
ActiveMQ & Z2&£2 AIS dgLct.

- 2tOoo{B ZEEZ QEXQIE

* amqgp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

 ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(@ Note
OpenWire A= ZQIEQIL|C}

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

RtA[EH LHE 2 Apache ActiveMQ B Mol TS FHE HAESIA L.
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
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BHE27| &40 M| 22 Amazon MQ REST API £ X 0| C}2 CH2 A XM L.
« REST 2] ID: 227

« REST 21 ID: 227

« REST %] ID: E27{ AMEE

HZ27{ ALK}

ActiveMQ MRXP= ActiveMQ EZ70| CH7|d X FX|of HMAEY = Qe AR 2= ol EE]7 0[]
LICH AEX7F &8 Hetg 48 78 + UELICH o & S0 AR ALK ActiveMQ # Z£01|

HH AT SIBE £ 2
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L|C

—_
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s

= 20| ®|A ellolE2 LI AL8 Xt 2 &S €Yot a0l sl £ cHr|8 & FXol ELix
CHZ | & X0l 2t cf7 | & =X E 2relg Hetg 788 + U&Lh

/A Important
AEXE HES T HE A0l AABRIAH FA| MEE[X|= S &LICH #HE LIBE HE
M OHE /X ZEl 7122 ZICelHL EEHE MF E 6ok gLt

ted

ol

ArEXE & 0] CHet REMIEF LHE 2 Apache ActiveMQ B M| ChZ EHHE R EstMIL.

. HEt 2ol
- gt 2od ofx

ActiveMQ AFS AL MA MR 2 APK|of| CHSE REMIEH LI 2 CHE2 2 X SHAIS.

« ActiveMQ E27{ ALK} MA

» Users

AHERF &

A2 £AM0o| M| 22 Amazon MQ REST API 2= 0| C}2 CHH 2 &I X 5HMI2.

« REST Operation ID: User
» REST Operation ID: Users

User 39


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html

Amazon MQ TR 7H0|E

ActiveMQE& Amazon MQ E27{9| HiEZ SM
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M &l Amazon EBS &= Amazon EFS AE2[X| 281 S AR LICEH Amazon EFS AEZ|X| 282
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LICt. Amazon EBS= %2 CH7| AlZtot =2 Me|ZFof x|1MetE EE =& AEE[XIE M3ELCh &
E2|X| Mo cHer AtAMIEH HE = Storage .J-‘E% ARSML.

Ct2 clolo{aze o] AZol EX|E Amazon EFS AE2|X|7} = EHY QIAEA HE 7
L|C}.
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! Amazon Web Services Cloud

—=

Client Amazon MQ EFS Volume
i Broker
us-west-2a !

Ct2 clolo{aze th AZ LHo| o] AH{ofl EXIEl Amazon EBS AE2|X|7} = Y QIAEA EH
27{E HoiF L},

! Amazon Web Services Cloud

—=

Client Amazon MQ EBS Volume
i Broker ‘
us-west-2a
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SM2: 1712482 /8t Amazon MQ EA/CH7| EE2 7

SAMCH7| B2 7= £ 709 MZ CHE 7hE Qo] 9l £ 7ol E27{7t 5= molz S 0|
et EE27{= ofE2|70|M & Amazon EFS2t S7|AIe 2 SAIELICH Amazon EFS AEE|X| 2
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http://activemq.apache.org/failover-transport-reference.html
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E Amazon Web Services Cloud
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Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client ! 5 EFS Volume

Amazon MQ |
Broker us-west-2b
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H27{ HEQ|F 0 HI0|& 441 0|5 £ QlaLich EafEe IHMsH AL Bt
SIIE UX|st7| Qs CHE E2740] 0|5 Q442 T & £ Ql&LCt EEdt 0| ¢dZ22 2= gj|o|Ao
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HE7{ HEXII} AE 8BS Melsts g A

HEFoMH EE27{ A7} EZ7{ Bo| 9445l2{H E27{ AE CHE MAK = AH|XHe OFEF7LR| 2
2T At SHS ALSEHOF B LICH 227 AQ| <networkConnector> 74401 &5 & MB35t
EH , HA EE27{ Bo| CHE ALSAtet SYE 2t2 Ar85to1 EE7{ A ALSAHE Mok L{CH Ol
2 AMEX O|F U &3 22 SRste HEo| 178t AFEXIR). <networkConnector> 401 A

userName £ X|H35lH Amazon MQ7} HEIY Al RIS 2 ¢S5 E FIIEHLICH

/A Important
passwordOi <networkConnector> 42 X|HstX| OtM 2. E27{ 74 mtof Y HA
E 3 & XEStH Amazon MQ 2&0|M liiE dE 7t EAIZI2Z2 HESHK| §f&LICH REA
8t LI 2 Configure Network Connectors for Your Broker EHH2 2 X 3HMAIL.
WA 2|
AWS EZ|THo 2™ Q= HEFH UEIE FsteiH s 2|Tol EE7HE HHE 5T sHE 22 7{9|

AEFZQIEO HELRXT HEEHE FHELICH.
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JHEER} 70| =

Brokerd

Ol XNt 2 HEH HERIE #d5t2{H EE27Ho| 2tojof B! EHE
networkConnectors & =2 Broker1 2! Broker42| 2440 F71& %= Q&LICH

Broker1& HEL3 FE:

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>
Broker22 HE 2|3 7{E:

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker42 HE Q|3 F{HE:

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
</networkConnectors>

ME HUEIE A8 55 Fol Zx|

networkConnector LA E 743dt= XA 2|0 EE7] transportConnector M2 #+/85101 &
5 Zof ZAIE B8 5HT UERIZ0IM HEAHE 273U MAE [ 9B EUHAE 2l

<transportConnectors>
<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

O| 0| Mol M= updateClusterClients 2! rebalanceClusterClientsE 25 trueZ AHE
LICt. 0| < ZEI0|¢MEE HEXIS| EEFH SEE MIYor M EE7{7| &o{stH HE7{0f 2|

HHLt T L™ELICH
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 rebalanceClusterClients: E27{ HELIH M E27H7 F71E 1| Ecl0o|HEII HEF ZF
of 2|HHMS == FFLICH

« updateClusterClientsOnRemove: EZ77| EE27{ HERXIE LI7IH EEZX| HEZ 2t
O|HEE YClo[EF LY.

updateClusterClientsE true2 MHESIH E27{ HEX IO B HZ7{0f A =S ZE2+0[2

EE THE 4 st

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

M E 2747t HZE| ZetolgEE WEYT0] Qs 2E H27{0| URI SS2 oL 225 o
Zofl ATjstH 220l T M MBElE B27 5 L2 SHoR MEE £ AsLIh

ol Zx|oi| cHet RtMIEH LIE 2 Active MQ HB MM Zolil ZXIE R E27H & SHE HESHA

o
(@]
a1

ActiveMQE2 Amazon MQ EZ27{ QIAEA 3%

HZ 7 QIAEA ZE A M5) L 3 7|(large, medium)Q| MY X §t
mq.m5.large)LICt Ot E 0= ActiveMQ EZ7{0f| AF8 7tS
0| LtFE|o] U&LICH

= 27 QlABA (O]

=,
Amazon MQ EZ27{ QIAEA 2

re rio

Amazon MQE UAEA R X|0| BEE|7| 2|4 90 Moi| O|2 SXIELICt S| 25K ek
TEXH SEL T EEHE M QAHA RF o2 YI0|E5t= W0l E&LICH
/A Important
20254 3% 17 O|F 0= t2.micro EE= mq.m4.largedM EZ27HE MEE 4 i&LICEH
OIAEIA £ vCPU H2E(GB) M AR AEZ|| Amazon MQ
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o
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QIABIA R VvCPU HZ2(GiB) Y ALE AET|K] Amazon MQ
g XH B
mqg.m5.lar 2 8 Z2EHM EFS £&
ge EBS
mqg.m5.x1a 4 16 ZZ2EHM EFS &=
rge EBS
mq.m5.2x1 8 32 z2HM EFS &E&=
arge EBS
mq.m5.4x1 16 64 z2EM EFS E&
arge EBS
MelF o] AFgof cHet RhM[E LHE2 XEIZFS Z[CHEtst7| @6l SHE EE7H QIARA F3 ME
CHHE B XstAR.

ActiveMQ& Amazon MQ EE27{ 7+

T A= ActiveMQ EZ7of CHEH 2 E M 0| XML & Al(ActiveMQ2| activemq. xml T KA}
OS2 X ELICH HEFHE MYs5t7| Mol 42 g = JaLich a3 g F42 st 0|49

HZ7{0| M8 = U&LICH

/A Important
T2 HEMNE HE ALg 0| EE7{0l| HA| HEE|X|= A&LICH HE LIS XSsted™
2 7K #2| 7|12t 7I|ctelHAL E2HE ME .St oF g LCt
DeleteConfiguration APIE AME3HMEL S AAe = A&LICE RiME L2
Amazon MQ APl #Z o] 248 & Z5HMIR.
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* ID(c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

« Amazon ZlAA O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

AMo| ™

—

1
L

Jm

RSt

mo
ot

-4 £2 Amazon MQ REST API 2 X 9o| C}S £

I

« REST 21 ID: +

0z

« REST 21 ID: +

0z

[ B
1

TN S HA S52 O3 B2 HFEstM2.

« REST =1 ID: 44 717

« REST 1 ID: 4 707

Spring XML 74 It ALS

ActiveMQ E27{£ Spring XML It E A& st0{ T EELICH AP Ho|E CH, CHy EA, Het Fod
g2 4 {0 Qi 22 ActiveMQ EE719| oft] EHE |Ct. Amazon MQE O|2{&t
TH A S UHEHI ME X AECX 22 YR RAE MofgLich EZ27{o| HERT H4nt
42 7IE 7 M2 Hx XA &L

XHElE 1 SMo| MA| MEE Amazon MQ XML A 7|00l X|HE|o] U&LICH CHS BITE AL
504 K| Els A7|0He] zip Lt CHHREZEFLICEH

 amazon-mg-active-mq-5.19.1.xsd.zip

* amazon-mg-active-mg-5.18.4.xsd.zip

* amazon-mqg-active-mg-5.17.6.xsd.zip

 amazon-mg-active-mq-5.16.7.xsd.zip

* amazon-mg-active-mg-5.15.16.xsd.zip
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.19.1.xsd.zip
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip
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@ Note
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3. Configurations(74J) I 0| X|0{ X Create configuration(7t43 4d)S MEHEILICY.

4. FM 4 mo|x|el ME HE (Details) M40 A 724 0|F(Configuration name)(0dl:
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® Note

ActiveMQ& Amazon MQOI| Al X| 3t ActiveMQ Tl EHZAO]| CHEE AHAIEH LIS 2 the
section called “HT™ &2’ BHHE B XML

M2 T4 THE A
Bz A48 448 Fols FE 7HEE A 8sto 2 HElaHoF & LicH

=

1. T8 F50M MyConfigurationS MEHELIC

® Note

A 7 JH-H2 Amazon MQ7E T1EE dEe

oo

él- AH A =] |_| |:|._

MyConfiguration HWO|X|0] M22 T 7HHol| A8 E27{ AT & X HE(4: Apache
ActiveMQ 5.15.16)0| T A|ElLIC}.

2. [Configuration details] B0l 74 7 #HE, HAE U XML 4|9l EE27{ FJ0| EA[ELICEH

o 11—

(® Note

2N T8 HEsH M 78 IHo| S GELcH

r

Revision 1 to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

azon MO cc gurations support a limited subset of ActiveMQ properties. Info
<?xml version="1.8" encoding="UTF-8" standalone="yes"?=
<broker xmlns="http://activemq.apache.org/schema/core"=
=l--
A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
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[Edit configuration]& ME{st 1 XML 742 BHEELICH.

xE g MEErLIc

Save revision(7H’& A X%) gt & X274 EA[ELICEH

A description of the changes in this revision2 QI=dgfL|Ct

T3 M 71 E HEO| MF ELIC

/A Important
Amazon MQ 2£0| A7|0to]| (iet 22D SX|E 4 me2t0EeHE A SeE M
2lgrLch REMIEH L0 {2 E XML Zh2tO|E S| A 552 Amazon MQ Broker

Configuration Parameters Bt & ZE5HA|2.

-

0x

mjo

4>
02
ro
ok
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HU

N
2
-
0x
X
02
mjo
il
oo
ok
als
30
o>
r
[ul

Amazon MQ

Configurations
HE27{ S 50| 22 7{(0il: MyBroker)& &4t Ct S Edit(H &) S M= LICH
[Edit MyBroker] I O|X| 2| [Configuration] A4l 440{| X{ [Configuration] & [Revision]& =43} 11
[Schedule Modifications]& AE{&FL|C}.

Schedule broker modifications(E 2 7{ =% 04|2f) A40{A{ During the next scheduled
maintenance window(| 2 El Ct& | X| &2l 7|7t S¢) E= Immediately(FAl) Soi| =

2 AIME dEfEfLICH
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/A Important
el QIARIA HRIE MR YEE S0t QEatl AEjILITh BRAE 227l B
277} MR YR SO 8t #of stLtol =St TR ELICH

RIEE Alzhol 74 7ol E27{of M ELICH.

Bz7ol FEI1EE HEE = 0|& HEY + J&LIct Chs X|® wel 7+ I8 s HEELICH

1. Amazon MQ &0 21 QI8 L|Ct.

2. HEZ7 FE0M EZ7{(0i: MyBroker)E& MEdSF C}H2 Edit(TE)S MEHELICH,
3. MyBroker M| O|X|0{| M Edit(HE)E MEHELICE
4

Edit MyBroker(MyBroker T &) I 0| X[2] 71 MMM #H L IfHES MEStD HEIS MEIE

L|Ct.
® Note
HEE MHE M FAS M| ofe B A I 74 IS Amazon MQ7F 227
b A

MyBroker 0| K|l 7o A8kl EE 7] ATl & L HT(0: Apache ActiveMQ 5.15.8)
2 = & UaLch
5. [Configuration details] B0l 74 7 #HE, HE U XML 4|9l EE27{ FJ0| EA[ELICEH

(® Note
2 FdE TEsHH M 74 7HE 0| G ELICH

r
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Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

configurations support a limited subset of ActiveMQ properties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
c;!--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).
You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
6. [Edit configuration]& MBSt XML + &S HZAELICH.
7. MNMES HEgLCH

Save revision(7H& H™ X&) CHEt & A7F E A LICH
8. (MEH AFEH) A description of the changes in this revisiong QI248fL|CH.

9. XMZS MEELICH

T8 M 7 E ol MEELICH

/A Important
Amazon MQ 2£0| A7|otof et 22 L1 ZX|E M I2Zl0/EE AISeE o
2l LIC XEAEH L8 318 El XML Zk2t0|E{ Q] MA 552 Amazon MQ Broker
Configuration Parameters EHHE & X 35HA(2.

Amazon MQ &0 &l 24

CtS2 Amazon MQ M HEEl= 49| MF SELICH RHAIEH LI 2 Apache ActiveMQ A
HMO| XML 82 HAETAM L.

i
abortSlowAckConsumerStrategy (54)

abortSlowConsumerStrategy (54

S8l 24 53
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A
authorizationEntry (&%)

authorizationMap (5t Z=M 24)

kO

authorizationPlugin (5t =M 24)

broker(54d | 5t ZEM 24)

compositeQueue (54|32 ZEM 24)

compositeTopic (54|52 EEM 24)

constantPendingMessageLimitStrategy (5%)
discarding (54)

discardingDLQBrokerPlugin (£54)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination (54)
fixedCountSubscriptionRecoveryPolicy (548)
fixedSizedSubscriptionRecoveryPolicy 5o
forcePersistencyModeBrokerPlugin (54
individualDeadLetterStrategy (54%)
lastImageSubscriptionRecoveryPolicy

messageGroupHashBucketFactory (54)
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JHeER 7Hol=

2

mirroredQueue (54)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (54)

oldestMessageWithLowestPriorityEvictionStrategy

n
1
%
FO
\|_->/.

policyEntry (54|52

policyMap (5t ZEIM 2A)

prefetchRatePendingMessagelLimitStrategy (59
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (59
queue(5d)

redeliveryPlugin (54|35t AEM 24)

redeliveryPolicy (54)

redeliveryPolicyMap (5t% Z=EME 24

N—"

retainedMessageSubscriptionRecoveryPolicy (5

roundRobinDispatchPolicy

sharedDeadLetterStrategy (54|35t ZHEM 24)

simpleDispatchPolicy
simpleMessageGroupMapFactory

statisticsBrokerPlugin
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S

storeCursor
storeDurableSubscriberCursor (54)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry (54
tempQueue (54)

tempTopic (54)
timedSubscriptionRecoveryPolicy (54)
timeStampingBrokerPlugin (&54)
topic(54)

transportConnector (5%4)

A

uniquePropertyMessageEvictionStrategy (59)

L

virtualDestinationInterceptor (&t Z=HM 24

virtualTopic (54)

vmCursor

vmDurableCursor

vmQueueCursor
Amazon MQ F M0 HABElE 24 & ST £
CtZ 2 Amazon MQ TFEHM SEElE 24 R ST S| ME SELICE RtMEH LIS
ActiveMQ HEMO| XML 74 XML

2 Apache
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abortSlowAckConsumerStrategy abortConnection
checkPeriod

abortSlowConsumerStrategy

authorizationEntry

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelLastAck
name

abortConnection
checkPeriod
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic
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LA 59
write
broker advisorySupport

allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep
maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID

producerSystemUsagePortion
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A

cachedMessageGroupMapFactory

compositeQueue

Ad
o

I

rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority

timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rJMSXUserID

useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics

cacheSize

concurrentSend

copyMessage

forwardOnly

name
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A

compositeTopic

conditionalNetworkBridgeFilterFactory

constantPendingMessagelLimit
Strategy

discarding

Ad
o

I

sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit
replayDelay
replayWhenNoConsumers
selectorAware

® Xl HAE:
Apache ActiveMQ 5.16.x

limit

deadLetterQueue
enableAudit
expiration
maxAuditDepth

maxProducersToAudit
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processExpired

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy
forcePersistencyModeBrokerPlugin

individualDeadLetterStrategy

processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval

queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

persistenceFlag
destinationPerDurableSubscriber
enableAudit

expiration

maxAuditDepth
maxProducersToAudit

processExpired
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A

messageGroupHashBucketFactory

mirroredQueue

oldestMessageEvictionStrategy

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

Ad
o

I

processNonPersistent
queuePrefix

queueSuffix

topicPrefix

topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
bucketCount

cacheSize

copyMessage

postfix

prefix

evictExpiredMessagesHighWat

ermark

evictExpiredMessagesHighWat

ermark
advisoryForConsumed

advisoryForDelivery

advisoryForDiscardingMessages

advisoryForFastProducers

advisoryForSlowConsumers

62



Amazon MQ JHEER}E 710l =
e A
advisoryWhenFull

allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch

maxAuditDepth
maxBrowsePageSize
maxDestinations

maxExpirePageSize

63



Amazon MQ JHEER} 70| =
e A
maxPageSize

maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl

queue
queueBrowserPrefetch
gqueuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers

sendFailIfNoSpace
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A

usePrefetchExtension

prefetchRatePendingMessagel
imitStrategy

queryBasedSubscriptionRecov
eryPolicy

queue

Ad
o
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sendFailIfNoSpaceAfterTimeout

® Xl HA:

Apache ActiveMQ 5.16.4 0|4t
sendDuplicateFromStoreToDLQ
storeUsageHighWaterMark
strictOrderDispatch
tempQueue
tempTopic
timeBeforeDispatchStarts
topic
topicPrefetch
useCache

useConsumerPriority

multiplier

query

DLQ

physicalName
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redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded
redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration
maxAuditDepth
maxProducersToAudit

processExpired
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storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

topic

Ad
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I

processNonPersistent

immediatePriorityDispatch

useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration
futureOnly
processNetworkMessages
ttlCeiling

DLQ
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transportConnector name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

cee 4
Mg axstAe

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend
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networkConnectionStartAsync

HES|Z CH7| AlZtE £0|1 Ot WESZ7E MAlo] AE LS 5t
M<networkConnectionStartAsync> EiI1E AISELICH sHE ElO= 2277t A-TIE ALS
0 HE7{ A& HIS7|Mo 2 HEQT HZES HHEE ARG EE X|AFLIC

(][]
-

7|22t false

T2 oA

<broker networkConnectorStartAsync="false"/>

Amazon MQ M HEBE|lE 24, ot AEM 24 LT 512 24

CHZ 2 Amazon MQ TFEHM S8 ElE 24, 5t M 24 LT 512 LA9| ME SSLICH
REMIBt LHE 2 Apache ActiveMQ B AL XML 4 FHESHM

LA St A A 5t 24
authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap

HErls AHM 69
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Amazon MQ JHEER} 70| =
SR St AEM 4 St 24
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations gueue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin
discardingDLQBroke
rPlugin
forcePersistencyMo
deBrokerPlugin
redeliveryPlugin
statisticsBrokerPl
ugin
timeStampingBroker
Plugin
systemUsage systemUsage
transportConnector name
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Amazon MQ

JHeER 7Hol=

A

compositeQueue

compositeTopic

policyEntry

forwardTo

forwardTo

deadLetterStrategy

destination

Fl 24

[o][]

updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

queue

tempQueue
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JHeER 7Hol=

A

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

Fl 24

[o][]

tempTopic
topic

priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory
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simpleMessageGroup
MapFactory
pendingDurableSubs fileDurableSubscri
criberPolicy berCursor
storeDurableSubscr
iberCursor
vmDurableCursor
pendingMessagelimi constantPendingMes
tStrategy sageLimitStrategy
prefetchRatePendin
gMessagelLimitStrat
egy
pendingQueuePolicy fileQueueCursor
storeCursor
vmQueueCursor
pendingSubscriberP fileCursor
olicy
vmCursor
slowConsumerStrategy abortSlowAckConsum
erStrategy
abortSlowConsumer$S
trategy
subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy
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JHeER 7Hol=

A

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

retainedMessageSub
scriptionRecoveryP
olicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

wrapped

Fl 24

[o][]

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy
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JHeER 7Hol=

A

sharedDeadlLetterSt
rategy

virtualDestination
Interceptor

Amazon MQ 5% 24 &

e el 24 &
g &xEMR.
=HA

 authorizationEntry

* networkConnector

» kahaDB

deadLetterQueue

virtualDestinations

Fl 24

[o][]

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

queue
tempQueue
tempTopic
topic
compositeQueue
compositeTopic

virtualTopic

Hofl CHEk RbM[EH dBILICH ZEAM[EH LI 2 Apache ActiveMQ A AM2| XML T
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k>
I
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» systemUsage

authorizationEntry

authorizationEntry= authorizationEntries 5t Z3M 40| 5t IL|C}.

Ad
(=]

I

admin|read|write

M-SRt 2 E0|H FoiE Heh KMt HEE F Her F0 ¥ FE2 HESFAL.

activemqg-webconsole I &2 Z&3X| = Mt 204 W X|Yst= <, 2 E 0| Amazon MQ
B27{0] HAIXIE EHHL EZ2F{IM HIAIX|E 5= 41T HEHO|

8¢ + H&LIch

7122k null

&9 oA

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

® Note

Amazon MQ 7|8+ ActiveMQ2| activemg-webconsole 2&2 ZE CH7|Q L Fx|oi CHEt
Ze|At HEHE ER/stn UELICH Ol &2 ZE AFSALE ZE|RF HMA HEHS Z&LIch

{201 ActiveMQ & 22 A

0]
k>
1
0%

oh
40
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networkConnector
networkConnector= networkConnectors st ZAaM @ Ao| 5Lt
A
. A
=
« FAOl0of
2 Ad
-1 O

conduitSubscriptions

HEHUESR | HEXZ ¢dZ0| S LSt CHaol| 255t= 048] LHIXHE 8 AHIRIE FZ 5K
0{£E X|HgLICt 02 £01 conduitSubscriptions7t trueZ MHEE|DT F AH|XIZFEZ7{B
of HA5l0 CHA S ZHE| AH|E HR, E27{BE O|E9| F 52 UEYT S S8t 227 Ao
CHSH Bl =2l 5o 2 ZAgteLICH 222 HAIX|S Bt SAHED EZ27 AdMH EZ27{ B2
== i

(® Note
conduitSubscriptionsE& trueZ H%stH 5= HESZ ECEE Y =+ U&LICH
X|gt o] £ 92 ALS3tH AHIRL ALO|e] ZE WY EX7H LEE = U1 LT AlLLE|2(0
JMS HIAIX| MBHZ| EE= EHI7|M FA)IMH HRE SE2 g = JU&LICH

71822k true
duplex

HE7 HERT L] ¢4Z0| HIAIXIE MAt L AH|GH= O A El=X| 048 E X|HFLICH o & S04
HEZ7{ Al H M0|Z REE HE27{B2to| ¢12E MMt AL HAIX|l= EHEF AV EEF BE
oF MEHE = U&LICH SHX|EF 227 A7 EEF B T0|E ¢1dS M FAoll= EE7{ Bt
<networkConnector>E T+ 8E ZQ Q0| EE7{ AR HA|XIE MY E &+ J&LICH

7|22k false
off=

H27] HEL3 L} E2|X|2] 0|E.
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7|22k bridge
uri

B2 UESIE FHste F EZ2H S stLi(EE o4t E=27) 2| 2tolo{ B Z2 EZ A= 0

(® Note
networkConnectorE AI235t0{ EEZ7{ HEXIE ™Holg | EE 7ol S E AFEXLo| ¢

S E ZEAIF|X| OIML.

27l EEFE FHE EEFH HERXT

O| o= 270l ER {7 EEH U ELQ IR HAZE|0] YU&LICH HERXT HHEES| 0|2
connector_1_to_20|1, E27{0] S & E ALE Xt O|& 2 myCommonUser 0|11, 2422 duplexO|
1, OpenWire IEXOIE URI'— M5 At static: 2 AH850{ EE7 7F Y HAZAS LIEFHLICE

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

KEM|t HE = Configure Network Connectors for Your Broker€ & X 35HMIL.

OH EEFHE #MHE HEFH HEXA

O| T HHMME ot 7He| EZ2 77 HE 7 HERIZE AZAE|0] U&LICH HWERT HHEQ| 0|5
connector_1_to_20|1, E27{0] 3SE AIE X} O|& 2 myCommonUserO|H, ¢IZE2 duplex0|

o
o
0]
k>
1
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1, OpenWire QIEZQIE URIC| HEE L EE SE]E2 HF Al masterslave: 2 AHE350{ EE7{ 7t
o Zx| @ZAS LIEHELICH E27 2t Fol| Zx|= HEHSHE(R| Ao MAE A7 FEHHE HSE

LICH.

<networkConnectors>

<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617,
ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(@ Note
HEFH UERI = masterslave: HFAIE AHE5tE Q0| EZ&LICH Ol HFAE O BA|
MOl static:failover:()?randomize=false&maxReconnectAttempts=0 =1 &
Lot

(® Note

Ol XML #80ll£ S40| 518 =[x| et &LICt

kahaDB

kahaDBE persistenceAdapter 5t9 Z=M @ A 9| 5t JL|Ct.

Ad
S

il

concurrentStoreAndDispatchQueues

CHZ |0l SAl M & Clam RIEELIcH REME Y2 = =2 AHIXHE Sl o

=<

7|8 SA ME I ClATR] H

2
In
>

fhiok
0>-ﬂ|
\_?ﬂ

=

FAl

FAd

mo ol
g'l_-

A

(@)
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7|18¢k: true
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cleanupOnStop

® X HE:
Apache ActiveMQ 15.16.x O 4

HIgdzte 49 E27{7t SXIE ml 7HHIX| =& L HE[7t ™LX pfesz Sz T2 MATHEEL
ElLICh 71 B7tstH CHE ol o|E{HI 0] & EEE AFEE] CIO|EH|0|A R B2 FEEfLICH

journalDiskSynclinterval

journalDiskSyncStrategy=periodic®| 3% C|A3 S7I3HE +E Wl ZtE(ms)LICt Xt
Mgt LH& & Apache ActiveMQ kahaDB AEMHE X 3HMI2.

7|22k 1000

journalDiskSyncStrategy

® ¥ A
Apache ActiveMQ 15.14.x O 4

ClA3 718 Hxg 2 etLIC XM LHE 2 Apache ActiveMQ kahaDB MM E 2 ZEHMI2.

7|22k always

(® Note
ActiveMQ M M0f|= O|0|E| £40] journalDiskSyncInterval®l A|ZtS 2 MEHEICD
Z|l&klof UA&LICH &, 7|22t2 1= LI Olo|H £42 sliT 2t EECt 2 == UX[E
25t H BAISH7 = of-E&LICH ALE Al F2lsHof §hLct,

preallocationStrategy

M xd ojdo| 3t 22 EE77 Xd ©tUE 0|2 & 5te YHE FHELICH XA L2
Apache ActiveMQ kahaDB AEME & XML

5t 24

I

M 80
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7|22k sparse_file
49| oi|A|

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsaget systemUsage ot Z2M Q@A 0| H{QLICH AR} £E7F =24X|7| Hol E2
77t AL E E|Ci S7H2 Mo{ELICt XM LHE 2 Apache ActiveMQ M A Q| MAtxL 5§ o8

HESHM L.

Fl 24

o

memoryUsage

memoryUsageE systemUsage ot 49| §t|L|Ct HIZ 2| AF2Z2 2H2|ELct.
memoryUsageE O|35tH &S 0| UotLt BLO| AFE[T UEX| HS FHE = U222 &Y ME
M

!
AMBE MMXMoZ Mo{E & U&LICH RHAIEH LI 2 Apache Active MQ AE Ao AF|0LE & X5}
M.
St 24

memoryUsage= memoryUsage 59| 49| 5+ ILICt.

g
0x

percentOfdJvmHeap
O(Z &M 70(ZE ) Ato[o| H=iLCt,

7|22k 70
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Amazon MQ

WLt 7ol
2 Ad

-1 o

sendFaillfNoSpace

0% S¢H0| le B2 send() HIMETL MU EX| ofF & MHELIC 7|22 2 falseO|H S7HS At
88 £ U2 WXl send() HIMEE RIEHEFLICEH XM-IIoF L& 2 Apache Active MQ AEAMQ| A 7|
OHE F x5,

7|&dt: false

sendFaillfNoSpaceAfterTimeout
7|82k null
T2 of A

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>

<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">

<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

ActiveMQE Amazon MQ2e| 2| ZH H|O|E & X

ActiveMQE Amazon MQE 7|2 2|Feo| 7|12 EZ27{0{M EXNE AWS 2|5 EX|2 HEHE HIS

7| HAIX| SME 3185t= 2l 7t Clo|H = M|(CRDR) 7|s2 M3 & LCt. ActiveMQ Amazon MQ
APIO] CHEr ol ZX| RS AASIH A SHE EE277 7|2 BEEF Qg2 673L|10 o/ 7|2
HE7 = SM2 Jg2 ZSELCh

2|™ 7+ ol|lo|E =X E &8t 7|2 EE7 & SX2 EE 7

712 AWS 2|To| 7|2 22 7oA SXE 2t sXE2 EE7Z HIS 7|4 ClolE SXME {8t 7|2
X =ME HEHE 4EE + &LICH 7|2 ElT2 7|8 BEE7EtT st HY/ti7| ER Ao &5
Hz 2™

g0=
SE 5=
Hoiz FEELCH EX 2|M2 SME E27etn st= €4/ti7| E27{9| &= mo{2 T EELICH

2™ 7t dlolE =X 82
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CHS Choloa2 Ex 2o SHME 2277t 7|8 2lde| 7|8 BE=7{=2 5 E HIS7| SX| o|olH

g sdlstes AE EoiE LI

us-west-2

VPC-xyz

! Replication
_ Traffic

N

Primary Broker

o_0O : o__0O
Replica Broker x
1 P P

Ii:}l —3

EC2 Broker Client

EC2 Broker Client

.............................................................

7|8 HE7iol 2RIE B2 2H 2 O0E 27 & 2M o
off o7t L ASHH FIBH i BoH ZAIE AlFHstod X BlHol 8
& 4 aLich 28{H olxlel 7|2 B2yt 2XE B2y} £l
72 AL 72 22y Y zle

Mg EZ27 ddol ciet x|=
Bz 48 MEE HxetAR.

2 guct 7|2 2l™e| 7|12 B2
MNE EEHE 7|IR HEHE &4
Ol BAE EEZ7I 7|E BEE
Amazon MQ 2| 7+ 0|5 =X

bl

® Note

Yo7 E2 70| MEF AL E = U&LICH
O3 E CH7|Eol= AL8E = gd& LT

Amazon MQ 2| 7+ C[o|E X EE27{ Ad

2| 7+ Cllo|E{ 2 A|(CRDR)E AH835tH E o et & AWS 2/712| ActiveMQE Amazon MQ HH|
AX| 22 7] 7tol| ®Btat & ola

MEtsh & QA L|CH 7| E BEEFHE 7|2 HEFHE X|MH5tD 0| HEFHO| EX|=
2 ddsHL M 7|2 EE7et SAE EEFAHE 1 848 = J&LICH 23 CHE Amazon MQ
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ol 2R|E BE7of ChEt RIMIE I8 2 21T 7t ClolE| EXE SIft 7|2 B2 U 2x|E 227 M
Mg xR,

]]

2 Amazon MQ Management Console2 At&3t04 X2 EEHE st T F5t= Y
L|C}

Az A 2™ OIo|E SX| 7|52 AH8stEAiH CHE AT 2F Al E AESst &= of{ok &Lic

- HM: 324 2™ Olo|E| =X 7152 ActiveMQE Amazon MQ E27{ T 5.17.6 O| & 0 A{2H AL
8& = U&Lict

- 21 324 2™ HIO|H SX= Ol S8(25t0(2), Ol= SF(HXILot 58), 0|5 ME(EZ)
2 0|2 MEZ2IZL ot 58) 2[HolM X|HE Lot

« QIAEIA 23 g2 A 2™ H0|E| EXMlE E27 QIAEA F 7|7l mg.m5.large O|AQI ZH<0f|Tt
ArZE = U&LICH

- HiZ R 324 [ CI0IH SXMe o5 718 BY X E AL S5t AE|E/ARMHIO| EE7{of| B
A8E = U&LIct

- 227{ Aef: E27{ 4Ef7} Running?! 7|E EZ 7ol CHSHAMEt SEXME E27HE Mg £ USL
Ct.

1EHAI(MES ALED): M 712 HE 7 ¥y
M7 BE27{ MA

1. Amazon MQ &0 2 Ql& L Ct.
Amazon MQ £ 2| EZ2 7 H0|X|0M E27 MMH S MEIEHL|CE.

2
3. Select broker engine(E2 2 7{ Al 41EH) H O|X|0f| A Apache ActiveMQE MEHEILIC.
4

Select deployment and storage(H H_ 2l A E2|X| ME) 5 0|X| 2] Deployment mode and storage
type(HiZ 2= L AEZ|X| R) AMolMH CtEE s=AFLICH
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- HiXE ZCo|M /7| HEHE MESSILICH E8/CH7| HEHE=E F el M2 OHE 718
Wodo e F e EE2 I B Ho{2 TAELICE ol28t E2 7= ofZ 2|7 ol 2
Amazon EFSet S7|AI0 2 SAIFFLICE RHAIEH LHE 2 ActiveMQE Amazon MQ E£7{9]
HHEZ SM MME 2T SHMIR.

5. CtSS MEgLICH

m

ofr

6. Configure settings(A% 7 4) HO|X[2] T HE MMoi| M Ct H

0jo
jo
>.

q FL|C}.

r
d
I

a. Broker name(EZ7{ 0|8)2 =24&LICt

/A Important
7hel Al HE(PI)LE 7|EF 7|2 HE = RISt HEE 227 0|80l F7t6HX| Of
AA2. EZ27{ 0|EE S35l CloudWatch LogsE E & 504 CHE AWS AH|[AO] HA|
LI B

£8 4 Ltk 227 0|82 el Clo|E{Lt Yz Et HlolEfol AL 37| SI2t Zo|
obElLIct

F_._

b. Broker instance type(2Z7{ 2!
Broker instance types2 & X oHHIR

A f8)2 MEIELICHM: mg.m5.large). REAIEF HE =

7. ActiveMQ Web Console access(ActiveMQ & 2& HAM[A) Mol M Username(AHE Xt O|F) &
Password(¥ 2)E 2FLICH H27 AH8 Xt O|§ 1 &5 0ll= CHS AEHo| M8 FLct.

« AEX OIF2 BxAL CHA|, Ot&lE, HE I =4 7I§_(-. ~)':'f Zate + gLt

. gmE HE BB EE SE(A)E X
B + glaLict

/A Important
7Ol Al ME (PI)LE 7|EF 7|2 ME EE QIS MEE 227 ALK 0|0l FII5HK]
OtMAIR. EE27{ ALE Xt O|§ 2 S3H CloudWatch LogsE = Er%m CHE AWS MH[A0|

AMAE = U&LICH EZ7 ALEX 0|F2 7HR! SO|E{LE BIZ 8 Ci|o|E{oi| AHE 57| 2
gt Zd0| otLct.
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Ct
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MM LE = A&LICH EZFH AEX 0|52 712! C|O|ELE BIZF Tl olE{ol| AtSst7| 2
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FIt dEE FEELICE a8l ot

A =3 W&t L|C}.
6. 4dE I M mo|X[oM EXE EE

=
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7. OHCHE 7|12 EEAHE MEEELC o2 5tH SAME2 EEAHT AR ELICH EEFAH RS
Bloj| CH8 X|&l2 Rebooting a Broker MM & & X 5HAI2.

ActiveMQ EL27{0| Z7} A% TAdof CH#t REMIBH LIBS AIRH57]: ActiveMQ SL27 484 2l 017 A4
M2 A ESHMIS.

Amazon MQ 2| ZF HI0o|e S A EE 7] AHA|

7|18 E= SX2 CRDR(EIM ZH HIO|E{ 2X) E2F{E AMA|SE2{H HX E27{9| mf|o{—&lE A&
Ct= AHE &St oF &FLICt CHZ X[E2 AWS Management Console2 A& 35104 E27{0| H|o{&/2 3

Mt ZHFEst= WHE H2oiFELICH

i

1. E27{Ho|X|ofM H o2& sHAl5le{= CRDR EE27E MEe Ol S HES MEiE L

E
Y Zoll "confirm"S =jsto] MENS & QITLICE B =7 w012 si{M|E M=ighL|cH
2 OS2 mo{E siME 7|2 E27HE MREYELICH o|FEA otH SXME B2 MREEEL

HgZ
Ct. 227 ME Eloi| st X|&El2 Rebooting a Broker AME & XML, 7|2 E27{7} RIEE
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Deleting a broker AlM&

Amazon MQ EXNE HE2FHE J|E H27{ dgt2 £Z4517| It Met =
o =X| AlEf

SXE H2IE 78 227 qBE s EE B ME EE Tol ZAIE ARY £ sl =
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b. Edit MyBroker1 H[O|X|2| 71 Al4d0oi| M E7[E ME4EFLICE.
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- BEZ27E gM4/07| E27{o] 9185t B #el metole ?
randomize=false&maxReconnectAttempts=01t &7 5§ E27{ 250 static
+failover T4 2 OpenWire IEZQIE uriZ AFSELICH oAl

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,
ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp; maxReconnectAttempts=0)"/>
</networkConnectors>
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Broker) 2! #1794 4 (Remote Address) &0 Lt &ElL|C}.

4. B=z7{MyBroker20i HMAE = = oFF AIAE0IM AH|RHE Y E7LICH of:

activemq consumer --brokerUrl "ssl://

b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \
--destination queue://MyQueue

A H|X}7+ MyBroker22| OpenWire NIEZQIE 0| 4451 7| MyQueuedlA HIA|X|E AH|
guct.
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activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mg.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000
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d. Source(Z2)0|M Custom(MEX X&) MEIEH HEfoM & 2&0of AMASHE Ol AHS
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<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

actlvemq client.jaroll CiEt RtAIE HE = Apache ActiveMQ A A Q] Initial ConfigurationS &
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1. EEFO|A=FZQIEE ALE5l0{ HIA|X| 2AtXLoY| CHEH UMS E2IE A2 HED|E MMSHCHS
HHE 2|0]| CH3H createConnection HAMEE 5 &38fLCt.
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http://activemq.apache.org/initial-configuration.html
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@ Note
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(@ Note
HIAIX| MARFE g4 PooledConnectionFactory S2iAE AFS3EHoF EHL|CH REA|IEH
HEE= g4 o EANSE FZTMR.

MM, MyQueuet= OI& 2| CHZ |, 2|1 HIAIX] HAMXHE HGELICH
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// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. 2% "Hello from Amazon MQ!"ZE A8t CtS HIAIXIE HSELICE

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);

System.out.println("Message sent.");

4. HMXE HElELc

producer.close();
producerSession.close();
producerConnection.close();

HIAIR| 2HIZHE &5t HAIX|E +dlstedH
CtE IRl 2t HIAIK] SAHRE ddstn HIAIXIE &g

1. EEFHO| A= EQIEE AFE5H04 HIA|X| AtRIo CHEF UMS @12 HEE|E M5 Ot HEL]
0l CH3H createConnection HMEE S &&rLICH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
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connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(@ Note

HIAIX] AHIXFE PooledConnectionFactory A S AL SHEH o ElLICH RhAIEH
HE 84 0 E M8E HZESAML.

2. MM, MyQueuet= O|F2| CH7|Y, 2|1 HAX| AHIRHE dd7LICH

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.

final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. HAIX|IZ} 27|18 ZICt2ICk7F HIAIXIZF E2fstH 0§ == &IEFLICH

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;

System.out.println('"Message received: " + consumerTextMessage.getText());

@ Note
AWS HIA|E MH|A(M: Amazon SQS)Q H 2| AH|RHE EEFH0| XSO E 1ZAE L
Ct.
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consumer.close();
consumerSession.close();
consumerConnection.close();

ActiveMQ E 2749} LDAP £3!

/A Important
Amazon MQE Z2t0|8! CAM =8t M QIS ME XI5HK| b&LICH

TLS7t Ed3tE SEoM O T2 EZ S AE 501 ActiveMQ EZ7{0f| HMAE - Ql&L|CH

© AMQP

+ MQTT

« MQTT over WebSocket
» OpenWire

« STOMP

« STOMP over WebSocket
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http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
http://activemq.apache.org/security.html#Security-SimpleAuthenticationPlugin
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Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

LDAP login configuration(LDAP 2121 #4) MMof|M CtF =+ HEE MSELct

< ALSA 71gh A8 AHE AME CIEEE| B2 E|(DIT)o I =E9| 17 o|FuUch

o AKX AM 2UX|: userBase LHOIM AFZXIE &= Ol AHS &= LDAP AA ZE{QILICH ZEto]ed
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Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

Optional settings(A1EH2] A7) Mo CtEot 22 MEX HEE MSE £+ JU&LICt

« AL R 4B OB AL AL T8 TAIHI0l CHEH AL Rt CIMEE] $S0 Qi LDAP £449] 0/
QLI Lol [t ALRRF SEE ABAtYl CIElE] #S0 2l S4 3o AgE 4 el
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Ct. Ol userRoleName SME AtEsIH 0| £42| 0|FE MSE = UELICH ME SO OIS AE
A EEE nodof E&LICH

dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com

memberOf: rolel

userPassword: password

2| of|M|2| HIE userRoleNameS AN|Z35t24™ member0f £ S X|HELICH 2150| HB5tH
MEXO|AH rolel &d&to| & ELICT

o4&l O|&: 10| Sl UE 2| 0|EQ W& F=9| OF 0|8 SHYULICEH ol E0{ OF 59| &t
O|§oi CHEt cnE XIHE £ USLICH C150| H35H HHZE &6l Ue 24 e &5o|cn &4
Zho| AF Rtof| A gEElLCt

AMEX M 512 EE|: LDAP AFE A M 2|0 HRE HOolFLIC True@! A<, userBased| H
O|El L= ofeof U= MA 5t ECIE QM= E HY7F M- ELICH

g HM 512 EC|: LDAP gt AM 2| HRIE HolgfLICh True?l B2, roleBasedd Ho|E
= oleioll U= MR 5t ECIE AMIIES W7 d™EE L Ct

CtS olOlx[olME of2der MM dHEE XIEE fIRIE T EAIFLICHL

Role Search Matching

The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.
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SY2 252 et 7x2 HE FoiE 9IEF FZx ol & 7HX| 7|2 ©HFE nE{g + J&LIch

Authentication
0I5 g SIsiME S2toIoiE K74 ZHo| a0k BLIC 0243t X174 SHS LDAP Aol 2l A
St 718to| At Rtoil CHal ZE ElLCH

ActiveMQ EZ70i| MZE AFERF 7|82 LDAP ME{0|M AL X7 HE El= DITe| = EE 7I2[740k

gtLICE o € E012 A8 § AWS Managed Microsoft ADO|Z. =M@ 74 @A corp, example O]
com@U T ZE EHR| corp 20| Y= BR CISS MR 7|82 2 UsersAH2EHLICH

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ E27{£ EZ7{0f CHet 22I0|HUE A4 2™ E 215 5t7| fIsi DITL| 0| fIX[0llAM ARt
g dMgfLct

_| Active Directory Users and Computers

File Action View Help
¢ |H = Hm ?RiEY

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com

o AWS Delegated Groups

o AWS Reserved

| Builtin

| Computers

v 3] corp

3 Computers
2 Destination
3| Group
3| GroupTwo
2 Users
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g 248 ®ESMR

EX™ A2XO| ActiveMQ & dAA
OO0 &8 U K| &elghL|ct.

1]
ik

L
LOL
9'|_l
u
ar
2
ol
=
ol
Pal
0

&Xt7F amazonmg-console-admins

e §0{0| B HE7{ FHoi M HEt AM 7|8t XIHELICH #HEt Rois HE7{9]
activemq.xml 7t mtoi Q= cachedLdapAuthorizationMap QA E Sl CHA(EE U=
FtE, CHe EEHEE S-ELICH RME LI 2 FHAIE LDAP HEt £0{ ZE2 F XML,

[== R

(® Note
H=27{9] activemq.xml 7+ I} U0{ M cachedLDAPAuthorizationMap LA E A& 3t2d
HE Sl +42 YEE W LDAP 21& X Het Ro{ SMS MEISHHLELE Sall 74 dH2
AWS Management Console A3t 7{Lt, Amazon MQ APIE AF835l0 M 1S MAJE LDAP

[ authenticationStrategy &8 2 MAdloF &LICt. AWS Management Console

cachedLDAPAuthorizationMap 42| YR E CtF Al 7tX| £ E MS3sHok g LICt

* queueSearchBase
* topicSearchBase

* tempSearchBase

/A Important
S8 27 E27{o| 4 mtdof X XM =X =5 5t7| /8 Amazon MQE
cachedLdapAuthorizationMapdM CHS £ 4 AF-%%F | 25t % REHEFLICH
* connectionURL
* connectionUsername

* connectionPassword
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https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://activemq.apache.org/cached-ldap-authorization-module
https://docs.aws.amazon.com//amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy
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2=27{E MME [ Amazon MQEE 55 S
ldapServerMetadata £ 80M M3 st= 2S¢

CH2 2 cachedLdapAuthorizationMapll & A& EoiELIC}H

<authorizationPlugin>

<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"

topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com
tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="Ffalse"
/>
</map>
</authorizationPlugin>

FLICE. kA 212l of| &i|of A

Olz8t Zt2 Z CHA R ol AbE HEto| X|IHE DIT LHe| QXIS AlE
AWS Managed Microsoft AD, corp example o] SUst THQl 71 LAE AI&St= comER 2
A 82 L85 2t & HRldestinationE XIEELICEH Y OU LM queues,

toplcs I temp EH”OH CHSH OUE St e = d&LICt

Foi WEE MIst= Chi7Id A 7|8H2 DITOIAM TS IR0l U

o
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OU=Queue,QU=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
&= HFE 48| XEG=H

1 Active Directory Users and Computers [WIM A

. Saved Queries
%3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

2 Users

OHEIZRRIZ A 3 LAl CHA O] AFS M3 7RIS DITOIM SU8 2&of YaLich

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

Zt CHA SEEH7IY, A, FANS OU LI ot EFIE EE= EE CHA 0|82 M3 E = J&LCt
0 € £0{ M5 Al DEMO.EVENTS.$.2 2 Al&t5tE ZE CH7|¥o| HEt B0 #=E XMZ5ie{H S
A

OUE ddeg =+ &L

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com
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@® Note
DEMO.EVENTS.$ OUE Queue OU LHO{| & LICt.

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example,DC=com

. Active Directory Users and Computers
File Action View Help
e 2@ o EBe:z Bl

| Active Directory Users and Computers [WIN-IL A
| Saved Queries

&)

v _:.Fr_:j corp example.com
a2 AWS Delegated Groups

= | AWS Reserved

| Builtin
| Computers
v 3] corp
3| Computers
v 2| Destination

v 2| Queue
= DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

3| DEMO.EVENTS.S
- Temp

'n... in..

i | Topic
3. Group
3 GroupTwo
o Users
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CHY == FUEFIEE LIEHLHE Zf OU LHOAM Ml 7He| 2o 2 & & ddsloF ZLICH ActiveMQ2l
DE HEtDF OFRIER| 2 247|227k el Rt Het ILICH ofedet Zf ALE ‘Hetol CHer XEAIEE LHE 2
ActiveMQ HEXM0AM 2Ot E HZstML

olz{8t 29t 1 & read, write & admin®| O|& S XI&5Hok &rLICt ol2{8t Zf 20t I & LHollM At
EXEE IEE FIIE = U2 T MEA E= 252 & Y S oY HEHE 7HELCHL &
otderte et &g E= 71 chefof olg2{8t 2t 2 &o| EeELCH.
| Active Directory Users and Computers

File Action View Help

& | E B XEZ HEITRETI%

] Active Directory Users and Computers [WIN-IL A || Name Type Description

Saved Queries &2 admin Security Group...
v 3 corp.example.com Egread
3| AWS Delegated Groups égwritr:
| AWS Reserved
| Builtin
Computers

Security Group...
Security Group...

L e

v [Z] corp
| Computers

Destination

£
U

2 | Queue
= | DEMO.MYQUEUE
= | DEMO.MYSECONDQUEUE
= | DEMO.EVENTS.S

2| Temp

£

= | Topic
3| Group
2. GroupTwo
2| Users
= | Domain Controllers
ForeignSecurityPrincipals
LostAndFound N

(® Note
#eElRt 258 ddstH I8 o|FolM S=o| dELICE ol S&2 2 50| DITL| CHE IR
off AT 274 Al Windows 2000 O|F T+ 2{0lM 20| Z2 O|§E SRS 51&stH K|
27| 2ol EAErLICt Windows 2000 O|F ™ EIAE &xto| g2 MY & FX| &
K2 MHeHo =2 D ioflof ELICH Ol SEE Tlst7| e 24 admin ZE0f uuid HOJAE F

7te = A&LCH
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File Action View Hel New Object - Group %
ol AR 10 = RNE
] Active Directory Users a ‘\?/2 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries g
v :T-ﬂ corp.example.com E are no items to show in thisy
o] AWS Delegated Group name:
o | AWS Reserved ’ admin I
| Builtin
1 Computers Group name (pre-Windows 2000):
v [3] corp |admin-alias-t.luid-3f3b6ae7c| |
a2 Computers
v (3] Destination Group scope Group type
v 3] Queue (O Domain local ® Security
a1 DEM( (® Global (O Distribution
= DEMq O Universal
3| DEM(
o] Temp
3] Topic
=/ Group Cancel
2| GroupTwo
| Users
= | Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound L7
< >

S CH4 Ol admin Hot B0 ALSRHE £7H5HEY ALSAIT ST FRIE A4 W AKIE £ el
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Ol A sledH AF2 A} uide| 229 SQUst T2 MAE £33t} Windows Server 2016 O] AF B 7
9| Active Directory AHE AL 2 HFEOIM ID OHE & HESHMR.

A (MEH AFE) AWS Lambda &40 944
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AWS Lambda = Amazon MQ E27{2| HA|X|ol 15t AF2E £
dZ4s = ch7 QoM HIAIXIE el &+ 57402 3&ES= 0
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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* mq:DescribeBroker

* ec2:CreateNetworklInterface

+ ec2:DeleteNetworklInterface

* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue
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« HEZ MEUY 5LIS| NAT HIOIERIOIE FMHEILICH KEMIEH LI 2 AWS Lambda 7HEr R}
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« VPC AEZQIEE A&304 Amazon Virtual Private Cloud(Amazon VPC)2} Lambda 7+2]
A2 MMELICH Amazon VPCE= AWS Security Token Service (AWS STS) 2! Secrets
Manager A= ZQIE0of = Q4Z5H0F B LICH AtA|IEH LHE 2 AWS Lambda 7HEE X} OFLHA{ 04| A

Lambda0i| CHEF QIE{H|O|A VPC RIEZQIE M B XFHAMIL.

3.  AWS Management Console2 At &3t0{ Lambda & =0 CHsli EE27HE 0|
Ch. create-event-source-mapping AWS Command Line Interface HHES A& £+ U&
L|CF.

4. =EZ7{0|M AH|St HA|X|E Lambda &7t X2lste ZEE ZMELICH O[HIE AA DHZ0lM
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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® Note
O| oMol A testQueues CHZ|E ol 0|5 &L|CE.

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType": "jms/text-message",

"data": "QUJIDOkFBQUE=",

"connectionId": "myJMSCoID",

"redelivered": false,

"destination": {

"physicalname": "testQueue"

.

"timestamp": 1598827811958,

"brokerInTime": 1598827811958,

"brokerOutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51prgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
.
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
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http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
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ActiveMQZE &t JMS(Java Message Service) A& Oof| A
CS oMo MHE ActiveMQE ZZ I WAoo Z AISSHE WHE 2o FLICh

« OpenWire 0OiA| Java ZE= E27{0f AZstD, CH7|¥E st HAIX|E ELiT gr&L|ct xt
Mgt M 22 Connecting a Java application to your broker EFHE X 35HA|2.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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OpenWire

activemg-client.jar & activemg-pool.jar Ii7|X|E Java EciA B20o F7tgLICE Ct
& OlX= Maven ZEMEO| pom. xml It L{of| EXHSt= O|EHet SEHE EoiELICt.

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupld>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

activemg-client.jaroll CHet AtA|EH 2 = Apache ActiveMQ AE A 2] Initial

Configurationg & Z M.
MQTT

org.eclipse.paho.client.mqttv3.jar I7|X|E Java EciA B20of FIHELICH CH of
M= Maven ZEME pom.xml IOl 0| B&HMHE Ho{ELCH

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>

Java AL& Oi|X| 122


http://activemq.apache.org/initial-configuration.html
http://activemq.apache.org/initial-configuration.html
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</dependency>
</dependencies>

org.eclipse.paho.client.mqttv3.jar0ll Cigt AtMIE LHE 2 Eclipse Paho Java Client&

SESC VRS

STOMP+WSS

CtZ Z7|X|E Java EeiA Z=0f F7HEL|Ct

* spring-messaging.jar

* spring-websocket. jar

* javax.websocket-api.jar

* jetty-all.jar
* slf4j-simple.jar

* jackson-databind. jar

CH2 o Ml= Maven Z2XME 9| pom. xml It LHol| EXH5HE Ol2Et E&AMS

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>

<groupId>org.eclipse.jetty.aggregate</groupld>

<artifactId>jetty-all</artifactId>

<type>pom</type>

<version>9.3.3.v20150827</version>
</dependency>

HoiELICt.
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https://www.eclipse.org/paho/clients/java/
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<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

REMIE LHE 2 Spring Framework B A 2| STOMP SupportE & X 5HML.

AmazonMQExample.java

/A Important
CHS oAl 20l MAXIQL AHIKIE B ABE|M AMELICH Z2HM A|AE(EE 2
27| QIAEA Fof ZX| HAE)Q| AR MAKIQL AH|AIJF HEQ| FAE L= AHE0|M

A™E[=X| FlgfL o

OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/
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import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT

= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws IJIMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

Java AHE Of|X|
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// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =

connectionFactory.createConnection();

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

Java AHE Of|X|
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// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage)
consumerMessage;

System.out.println("Message received: " +
consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*
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* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/
import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MgttCallback {
// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-

east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqtt().run();

private void run() throws MqttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MqgttClient client = new
MgttClient(WIRE_LEVEL_ENDPOINT, clientId);

final MqgttConnectOptions connOpts = new
MgttConnectOptions();
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// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
System.out.println("Received message from topic " + topic +

" + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");
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STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the
* permissions and limitations

*/

import

org.springframework.messaging.
import org.
import org.
import org.

import

License for the specific language governing
under the License.

converter.StringMessageConverter;
springframework.messaging.simp.stomp.*;
springframework.web.socket.WebSocketHttpHeaders;
springframework.web.socket.client.WebSocketClient;

org.springframework.web.socket.client.standard.StandardWebSocketClient;

import

org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;

public class AmazonMQExampleStompWss {

// Specify

the connection parameters.

private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =

"wss://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-

east-2.amazonaws.com:61619";

private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
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final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());
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private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

}
}
private static class MyFrameHandler implements StompFrameHandler
{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}
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aws mq describe-broker-instance-options
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instance-type SME A%

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
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Client Elastic Amazon MQ
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Consumer) Interface
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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(@ Note
HIAIX| AH|XH= PooledConnectionFactory EciAE AFESHH OF ELICH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();
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import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
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FgE L= RabbitMQ ==& CHE AZE KIS 22 MuiR|5tedn A= ghLich SEo| A
M 2L AZ ZHol ZtS2 2 MZEYE LD

°X| ﬂ|-E| 7|7|- g ELE_|£|_:_.|9_| nEex | 1|-E| xl-o-lg %|- |:|-|o.|| oI' il:AAI AoH5|:|§ <>I-o = 7|.|
o|ao| =7} Al S AEiZ SX|ELICH =71 SEHE miotct sHE ==9| 2CI0|HE
0| Zo{X| CHA| 5o B LICH SEHAEN| AISSE CHA| AASHE S ZEH0|UE
E7F Ao /=X| = elstoF g Lt ?_?=i' =0 CHEr XkAI8H LEE 2 the section called “1
A HESRT A1 At S5 B g HESAMR.
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Amazon MQ TR 7H0|E

Amazon MQE ha-sync-mode: automatic2 AYSEE KX #E| 7|12t 5 24 =271 2
CAEOl| CHA| =@l f CH7[Fol S7IgHElLIcH THo|E S718 o= e 2 7| &
Aol RHEHEILICH CHo7[E 2 BH fXI5tH RX[&El 7|2t & O7|E 5713t TS &2tete

= A&LICH

7|2 82 AxlstH oF ElLICt o] HHE AK|SHE Amazon MQOIM AtS 22 EMI SggLich &
g Amazon MQE ALERI7H SEHAERE BEEAHO|M YEst=E CHE 2E Ao HA $40| HEE]

TS gLk HA £4 90| BAg £715H Amazon MQOIM 3E £48 A522 ¥7+§H—IEP- w7t
84 £4o| ChE HME F715tH Amazon MQ7H Y B2 S CHAELICH Sei4] Dl2{=o cHet x
|

o
Mgt LiE2 2eiA D2 E CH7[¥e xRt .

Ct2 ctolo{a@e z+zt Rk&| Amazon EBS 280| /1 AEIE ZR6t= 37H 7H2 WH(AZ)2l 37 =
E7t & E RabbitMQ AR EE7 HHZE E0iELICH. Amazon EBSE H2 CH7| AlZt &2
MelFol 2 M3tE 28 =& AEC|X|E M3 E L
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https://www.rabbitmq.com/ha.html

Amazon MQ TR 7H0|E

! Amazon Web Services Cloud

EBS Volume

Amazon MQ
Broker !
us-west-2c |

................................................

Availability Zone:

NSO

=

Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |
—

Amazon MQ EBS Volume
Broker

us-west-2a |

RabbitMQ& Amazon MQ E27{ QIAEA 3%

HZ 7| QIAEA A (M7g)2t 2 7|(large, medium)e| AT E MHE EZ 7 QIAEHA 3 (0f:

mqg.m7g.large) 0|2t & LIC}.

Amazon MQE QIAEA
ol Moj| &

= xl_?—l_-l S22 |_-| |0||:o|'|_ Z_J |'§EI—|EI'.

|[20| SR E|7| 2|4 90 T™of O|2| SXIELICH SEO| w5kl of
A o=z Ya
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Amazon MQ THLRE 7H0|=
/A Important
mq.m7g == mq.m5 QIAEA 80 mg.t3.micro QIARA R¥oZE HEFHE CIRO
clo|=EE &= gi&Lct
mq.t3.micro QIAEHA RE2 S2AEH HIZE X|3HX| §t&LICH
m7g BRAE HZE 9IEt QIABIA R
SHAE HZ L 7 mg.m7g.x QLIAHA REE AIEst= Wo| E&LIC CHE Eolles EFX{AH HY
Zo ME8E £+ U= mg.m7g.x QIARHA REEO| LIS U&LICH
QIAEIA vCPU HZ2| HEZ TE ALE AE K| cEgC
23 (GiB) EES AdEE
E Cjoi= 327(GB)
(Gbps)
mg.m7g.me 1 4 0.52/12.5 7t EBS 5
dium
mg.m7g.la 2 8 0.937/ Z2EM EBS 15
rge 12.5
mg.m7g.xl 4 16 1.876/12.5 ZT=ZEM EBS 25
arge
mq.m7g.2x 8 32 3.75/15.0 zZ2EM EBS 45
large
mq.m7g.4x 16 64 7.5/15.0 zZz=M  EBS 90
large
mqg.m7g9.8x 32 128 157|7HHIE =Z2EHM EBS 175
large
mqg.m7g9.12 48 192 2257|7HH] =Z2—HM EBS 260
xlarge E

m7g 2HAH BIZE 2
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Amazon MQ

JHeER 7Hol=

HE=Z
715 /HA
E ojei=

(Gbps)

307|7HHIE

HEL3
P EIIES
E foiE

(Gbps)

0.52/12.5

0.937/

12.5

1.876/12.5

3.75/15.0

7.5/15.0

157|7HH|E

22.57|7HH]
=

|K
10
g

|
Hu
i
g

|
Hu
i
g

|
Hu
i
K

[k
i
g

hu

[K
g
K

AE 2K

EBS

SO0| Ltk

AEE|X|

EBS

EBS

EBS

EBS

EBS

EBS

EBS

o == |
A EE

37|(GB)

345

LICE.

o=
A EE

37|(GB)

200

200

200

200

200

200

200
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Amazon MQ IR 740l =
CIAEAA vCPU H2 2 HEX3 TE AR AE K] Lo == o |
73 (GiB) 7|E/HA ADdEE

E CHoi= 27/(GB)
(Gbps)
mq.m7g.16 64 256 397|7HHIE =ZEZEHM EBS 200
xlarge

mq.m5 EhU QUIAEA HIEZ O] QIARA KT

CtE Eollz= B QIARA HiZ O AFSE = /U= mg.m5.x QIAEHA RIF0| LI} U&LICH
QIAERIA vCPU HZ2| HEL3 TE ALE A E 2K ==l
23 (GiB) 71E A A3 28

E CHoi= 37/(GB)
(Gbps)
mq.t3.mic 2 1 0.064/5.0 =l EBS 20
ro
mg.m5.lar 2 8 0.75/10.0 Z=ZHM EBS 200
ge
mqg.m5.xla 4 16 1.25/10.0 ZZEHM EBS 200
rge
mqg.m5.2xl 8 32 2.5/10.0 =M EBS 200
arge
mq.m5.4xl 16 64 5.0/10.0 z2EHM EBS 200
arge
mq.m5 SHAE HIEZE @[3 QIARHA R
CtE ZoleE 2HAEH HHZO ASE = U= mg.m5.x QAEHA KEO| Lt &LICEH
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Amazon MQ TR 7H0|E

QIAEA vCPU H=ZzZ| HERIZ HE M8  AEEX] g

A (GiB) 7|E A AJEE
E 9= 3A7|(GB)
(Gbps)

mg.m5.lar 2 8 0.75/10.0 =Z=ZHM EBS 200

ge

mg.m5.xla 4 16 125/100 ZZHM EBS 200

rge

mg.m5.2xl 8 32 2.5/10.0 z2HM EBS 200

arge

mg.m5.4xl 16 64 5.0/10.0 z2HM EBS 200

arge

H=2z 2 clag A8

Amazon MQE 2lAaA ATICZEE E567] 95 ZF RabbitMQ EZ27{0f HZ22| & C|A3 H[Z}
2 FAELICH YAHZIO0l 2| RabbitMQeE ZEE EE|7{st T HIAIRI7E HIAIX|E &K R 6t
T8 REELICH HEO| AN U= AHIRIE AL WA R R SELICE gLt AARRE AH|A}
7t U A4S S RStE 9 AH|IRT RHEHEILICH

/A Important
Amazon MQE O|248t &lAHZtE EelstE 2 =-HE = elaLch 2 70|
KR [H AR 7 RES 22 AHE SHAIELICH 2% 2 HE = the section
called “ RABBITMQ_MEMORY_ALARM * & B2 & &5t 4 A 2the section called
“RABBITMQ_DISK_ALARM’.

HZ2Z2 EA&

vm_memory_high_watermark ItZtO|E{= HAIXIS| HIA|X| &S XHEHSE7| Hof RabbitMQ E2
Ht AHE £ U= 20 HZ2| &2 HolLIc HIZE| A 0|0| YAt S =16+ RabbitMQ
7t H22| ZEE E2|HE LI RHAIEH L8 2 RabbitMQ ¥ AFO|EQ| HZE| ZEE F XML,

EEEEEERZE] 159


https://www.rabbitmq.com/docs/alarms
https://www.rabbitmq.com/docs/memory

Amazon MQ TR 7H0|E

mq.m7g QAEA RO B2 Amazon MQ= CHSot Z2 MO HZ 2| 50| K{E{OA 22 H™E L
Ct.

QIAEIA S H 22| sto| KIE{0t3(GiB)

mqg.m7g.medium 1.8

mqg.m7g.large 4.3

mqg.m7g.xlarge 9.3

mqg.m7g.2xlarge 19.3

mq.m7g.4xlarge 39.4

mq.m7g.8xlarge 79.7

mq.m7g.12xlarge 119.8

mqg.m7g.16xlarge 160.1

mg.m5 UAHA RO FL Amazon MQE & CH HIZ 2| 80| HE{OITE 0.4(AHE 7Hs5E HIZEI2

mq.m7g QAEAO| H 22| &AHZL0| =25 RabbitMQE BEE EE|H57| o AHE 7ts8H |
228 O HOo| A8 E £ Q&LICH mq.m7g QIAEAO| M5 JiMof CHEE XIS LIE2 AWS EZ
12| AWS Graviton3-based M7g QIABAE AFE3510{ Amazon MQO| A RabbitMQ &5 7THME & X
SHMI2.

ClA3 AR

disk_free_limit ZIZ2}0|E{E RabbitMQ =0 2238t %A 04R C|A3 B7HE ™HOlgfLICH =
o| 048 C|A 3 Z7t0|0| M|Et o} 2 Ho{X|™ RabbitMQE ClA3 BEE E2|HstD H AR} O
ARIE M&E6HK| RS AHEELICEH REAIEH LIE 2 RabbitMQ & AIO|E Q| C| 4

42 Cla3 ofR MEhe dELICH B A
HO| ATIE B2 ERfEE XMElE O E 27t 7| W2 FIH ESE XS
P o E&LUCH

i
>.
i
Hu
N
rr |
n
>.
H
Ok
:

ot7| 2lsfl ClA= 0

=0
ok
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https://aws.amazon.com/blogs/big-data/improve-rabbitmq-performance-on-amazon-mq-with-aws-graviton3-based-m7g-instances/
https://www.rabbitmq.com/docs/disk-alarms
https://www.rabbitmq.com/docs/disk-alarms

Amazon MQ TR 7H0|E

HiZ 2= ClA3 o{F ABHGiB)

e QlAEIA 10

Cluster 2

mq.m5 QIAEA R80| Z2 Amazon MQE TSI 22 ClA3 ofg Mt MRELICH ol2f3t 2t
2 B QIAEA B SHAE HE BFof HEFHUCH

OIAEA ©39 ClA&3 o5 AMEH(GiB)
mqg.mb5.large 12
mq.mb.xlarge 20
mq.m5.2xlarge 36
mq.m5.4xlarge 69

mq.m7g QAHAS|C|AT 04F BVt O X7 MZE0 SYEH mq.m5 QAR A H|SH HAIX] AE
2lX|ol Z2H|XJE Cla3 S8 O Bo| 488 = /JU&LCh

8 Z0l oHBEIH OIS THE & K|HetE B2 AHA SHS M

He MHE s 225 M50l Y¥e Olxls 2018 mafeL

. ZEHOIE U rhyIE 4

. TS E HAIXIS ¢

. HZalol HaE HAlX

. &% HlAlR|

Cf 52 m7g.medium 227 QIAHA S HEEIHOIM 5 HIASNE HEELICH Satolo

$m7g.large Ol F= Z2HM &2
_|

2|l L HAIX| 2 S5 HAIXIE ALS st &Lk

),\I
o
Ot

371 =™ x|& 161



Amazon MQ TR 7H0|E

/A Important
mq.m5 E._E mq.m7g QIAEA RE0o|A mg.t3.micro QAHA RF¥oZ HE2HE CIRO

s

rr
N

30| B

ol

HE7E HAES I YARE HAIE 27 Aol X3t QAL SEM 378 B
@3t}
iy | .

AN RabbitMQ 4 E27{92] 7|2 2|AA X|EtE AF2 35104 Amazon MQ 25 Aad|of| 2 oHZ 2|7 0| A
off 248t QIAEIA 37|82 ZAX™ELICE 0|28t 7|2 2lAA MEH2 8 m7g QIAEA S8 4l 2
CH7|¥E 7|8t e 2 §hL|ct.

« m7g HY QIAEIA HE O CHEF 7| ElAA A

s m7g 22{AE HiZ O CHEF 7|2 2lAaA X|Et

QIAHIA RF U HIZ Dsol MOl ACH K| KB 2He S 4 USLICH TR ZRTM B

% = = o
o|HE AI5t7| Tol| B7IEl o2 HE2F7{ M58 HAESE 7,dOI ZE&LICH
« m7g Bt QIAEA HYZOf CHEF Z[CH 2|AA XS
« m7g 22{AE HiZ o CHEF Z|CH 2lAA X8t
e m5 Bt QIAEIA HYIZ ol CHEF ZICH 2|AA N|Et
« m5 2{AE H{EZOof CHE =|CH 2[AA ANEH
o« @F MAIX]
® Note
RabbitMQ 3.13 E2 740l 7|8 Z2|AA XM eHo| MZB K| St X|BH XM|oHEl 7|22t A5t X
o| E&LICH.
7182 2|AA ANEH
RabbitMQ& Amazon MQE RabbitMQ 4 O|& 0| EE27{ E|AA XN§t = MHE X|HELICH BEEFHE
M5 Amazon MQE Ol 2lAA Aol Z7|2ZtE RS2 2 MELICE ol248t 7|84t it

-

7|& Blas et 62



Amazon MQ TR 7H0|E

MRl o4 A E IHEHE +86tHM EZ7 718HE EEste 7IEalY g E LI SE /22E
QT MF O & XA XE 7 S HEstod E27 SEE MER X|FE + U&LCH

G5 7| ™ol Chs Argoll RIS,

/A Important
1. 7 HE2 HEE27 d5 Y 7180 &2 0|& = Y&Lict
2. 7|2 7+d SME HEst7| ™ol 2 olshef LIt
3. x| HIZE M B0l M T4 BT AE ElAE
4. HMZAE XS £ S22 4B 2L
/A Important
Olz48t +M9| 7|22/ X|HEl= HPIE= RabbitMQ HH, QIAHA RE U EHEFH HIZ 2=

of L2t cHE Lch,

/A Important
o XHEE HelE Hold 774 ot E2HE AZs L Y5t 27 SHO| 2L
Ct.

EZ7{0 CHEt ol248t 7|2 BlAA MEHE AFE A X| Y5t WS MME X 5HM Rthe section
called “BlAA A|8F FA4”,

oll

RabbitMQ 4.2 E27{0f| MEL|= 7|2 2|AA ANEHe L|ct.

« m7g Y QIAEA HfE O CHEF 7| = ElAA AE

. m7g 2RAE] HIEOl CHE T BlAA RIS
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Amazon MQ

JHeER 7Hol=

7|2 2laA gt

/A Important

RabbitMQ 32 Amazon MQ E27, 7|E7t2 Z|CH 2lAA ANgte 2 FAE|H Amazon MQE
BlAA ME 2HE RHH9|

mqg.m7g.n
dium

mqg.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mqg.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

100

1,500

3,000

6,000

12,000

24,000

36,000

48,000

500

4,500

9,000

18,000

36,000

72,000

108,000

144,000

A

AHIRE

10

10

10

10

10

10

10

10

Jlse MBsHxl e

Queues

500

1,000

2,000

4,000

8,000

16,000

24,000

32,000

vhost

10

50

100

150

200

250

300

350

L|C}. RabbitMQ

Shovel

30

50

100

200

400

800

1,200

1,600

500

1,000

2,000

4,000

8,000

16,000

24,000

32,000

HIO|E

T2l 2l

HIAIX]

37|

524288

524288

524288

524288

524288

524288

524288

524288

7|2 2lAA Xt
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Amazon MQ TR 7H0|E

2HAH EE7{9| 7|28

RIAE g L&Y AMEY Queues  vhost Shovel &t HFO|E

AR dFE4+ AMdS  2HF =ET
HIAIX|
37|

mqg.m7g.n 100 300 10 100 10 10 100 524288

dium

mqg.m7g.le 500 1500 10 1,000 50 30 1,000 524288

rge

mq.m7g.x 1000 3000 10 2,000 100 60 2,000 524288

arge

mqg.m7g.2 2000 6000 10 4,000 150 120 4,000 524288

large

mq.m7g.4 4000 12,000 10 8,000 200 240 8,000 524288

large

mqg.m7g.8 8000 24,000 10 16,000 250 480 16,000 524288

large

mq.m7g.1 12000 36,000 10 24,000 300 720 24000 524288

xlarge

mqg.m7g.1 16,000 48,000 10 32,000 350 960 32,000 524288

xlarge

RabbitMQE Amazon MQ Z|CH 2|AA A EF RabbitMQ

T QIARA Hi ol CHEF #& CHZ[F0] /e m7gel 27| 2 X|H

CHE Eols BHY QIAEIA B 0| 2t QIABIA 3 A0 B 20| Lioh QlaLich
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Amazon MQ

JHeER 7Hol=

A E

> o

o2 =

o
T

mq.m7g.n
dium

mq.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mq.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

SHAEHHIZE 2

Ct

0jo

e
b

300

5,000

10,000

20,000

Fa

40,000

80,000

120,000

160,000

A

900

15,000

30,000

7

60,000

120,000

240,000

360,000

480,000

ef #{=™ cH7[dol

Eol= 2HAE EHE2 7ol zt

A

A H|R}

1,000

1,000

1,000

1,000

1,000

1,000

1,000

1,000

QUARIA

Queues

2,500

20,000
4

—

30,000
7

40,000

60,000

80,000

100,000

ral

120,000

10

1500

1,500

1,500

1,500

1,500

1,500

1,500

Vhosts Shovel wEt
150 12500
250 100,000
el

500 150,000
1,000 200,000
2000 300,000
4000 400,000
6,000 500,000
8,000 600,000

PSP ES

O] LEoF &LICEH

HIO|E

=5

HIAI X

37|

134217728

134217728

134217728

134217728

134217728

134217728

134217728

134217728

Z|cH 2lAaA MFt
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Amazon MQ

JHeER 7Hol=

A E

> o

o2 =

o
T

mq.m7g.n
dium

mq.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mq.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

oA
N
1> OF

300

5,000

10,000

20,000

Fa

40,000

80,000

120,000

160,000

2

L |
1> OF

900

15,000

30,000

7

60,000

120,000

240,000

360,000

480,000

A

A H|R}

1,000

1,000

1,000

1,000

1,000

1,000

1,000

1,000

Queues

500

10,000

15,000

20,000
4

—

30,000
7
40,000

50,000

60,000

M5 Ctd QIAEIA HYZOf| CHEE =|CH 2| AA X|EH

Al

70| Zk Q1A

=

15,000

o4

E{A =t

—

0%
Jin

o
T

ML ~

H| <}

1,000

Vhosts

10

1,500

1,500

1,500

1,500

1,500

1,500

1,500

|CH 8t

bt

Queues

30,00074

Shovel

50

150

300

600

1200

2,400

3,600

4,800

El
i

500

50,000

75,000

100,000

Fa

150,000

200,000

250,000

300,000

Zfol Ltek &Lt

Vhosts

1500

HIO|E

=5

HIAI X

37|

134217728

134217728

134217728

134217728

134217728

134217728

134217728

134217728

Shovel

250

Z|cH 2lAaA MFt
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JHeER 7Hol=

Amazon MQ
QIAEIA oid A M A Queues Vhosts Shovel
£ H| Xt
m5.xlarge 10,000 30,0007 1,000 60,000 1500 500
m5.2xlarge 20,0007 60,000 1,000 120,000 1500 1,000
mb5.4xlarge 40,000 120,000 1000 240,000 1,000 2,000
m5 Z{AE HiZ ol CHEt =|CH 2|4 A A8
CHE E0l= E281AH EE27{9| Zf QIARA S3H x|CH §t Zfo| L2t /&Lt
QIAEIA R Queues MEY AH[RE Shovel
mb.large 10,000 1,000 150
mb.xlarge 15,000 1,000 300
m5.2xlarge 20,0007 1,000 600
mb5.4xlarge 30,0007H 1,000 1200
e O3 242 A4 2 M st ot M8 ELCh
CIAEA & o4 A
mb.large 5000 15,000
m5.xlarge 10,000 30,0007H4
mb5.2xlarge 20,00074 60,000
mb.4xlarge 40,000 120,000
S{AE E2 70| HE S st 22 AF8 7158 = E £2 RabbitMQ7| AF8 7Is8 E ZHol 2|A&
AE BHlistE EAlo| Mel EAIE g ECHEE = U&LICH R B 2t2 T06lE B CHE 2o

Z|cH 2lAaA MFt
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Amazon MQ TR 7H0|E

CHEH 12 MZ AAsHT ChAl AIZ 81 7LE QlABIA 378 Yadlol=stof 2|c) BIEE S & 9/

T E X5t ChE @7F HAIX|7H EHEHEILICH 2 E 2H2 m7.1arge B QIARA BHEE 7|22

(® Note
ChE HAIRICSl 2F ZE= AL &2l 22to|ME 2tolE8 2|0l mef HEE & AU&LICH

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (5000) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbit@Eip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

AH| R}

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

Z|cH HIA|R| 27|

(406, 'PRECONDITION_FAILED - message size 524289 is larger than configured
max size 524288')

I.

ok

ar

(406, "PRECONDITION_FAILED - cannot declare exchange 'limit_test_3' in
vhost '/': exchange limit of 10 is reached")

(® Note
CH2 27 HAIX[= HTTP Management API & Al2 AL EtLIC.

Z[C 2|AA A8t 169
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CH7 |

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (10,000) is reached"}]

Shovel

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 150 per node\n"}

Vhost

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 1500 is reached"}

RabbitMQ& Amazon MQ E27{ 7|23}

RabbitMQ& Amazon MQ EZ7{E M4 | Amazon MQE EZ27{ M5 & #|/X3l5H7] {lal 7|2 &
gtol 227 M= dl yhost M[EHE X &FLICH Amazon MQE vhost M8HE 7|£(/) vhostol|BF Z{ 28
LICF. Amazon MQE MZ MM E vhostol| CH3H 7|2 HAg MESIX| A&LICH M EZ7{2t 7|E E
27| B5of Cisl o|2q8t 7|22t 2 s XIst= Kol E&LICt oFX|g AXNE ol 7[24t2 =74, K

Hol e AXE + &Lt

Amazon MQE RabbitMQ 3 2! RabbitMQ 42 Amazon MQOi| CH3 MZE CIE2 E27{ 2= 4l yhost A
st2 MAEHLICH RabbitMQ * 0|2 CHS 5H| MMM REAIS] A& EFLICE

Amazon MQE EZ7HE d4e ] MEstE QABHA E W E=27 HiZ Z=of et SA40E xgt
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"name": "default_operator_policy_AWS_managed",
"pattern": ".*",
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"priority": 0,

"definition": {
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"ha-sync-mode": "automatic"
}

}

O|EH HBst= B2 Atall 2YX HHo| HA £d2 Z&st= Aol E&LCH
CHZ | MQdof| CHEt =28 AA 724

oAl ch7|¥e - 7| €2 oto| 2o MR X|EH 22t0|ME I EE YO|O|EstR| 2 4=
quorum_queue.property_equivalence.relaxed_checks_on_redeclaration2 trueZ T 435t04 & CH7|
U2 ChA| Modet M A ofl2lE U X[E = U&LCt.

HTTP 2ot &l T4

secure.management.http.headers.enabled 7142 CtS HTTP £¢F 3|HE &3t

el
C
n

« X-Content-Type-Options: nosniff: E2t2X{7} 2 AfO|E Q| mtU HAIZ FESI= O AEE= &€
2l&Q 2Ex ALIHE K| 255 ELICH

« X-Frame-Options: DENY: CH& AtEHO| B2 E2{3 2l Atalo| & Ato|E | Z i oi| 2| 504
AEXE ol JAE EXIELICH

« Strict-Transport-Security: max-age=47304000; includeSubDomains: 22t X7} 0|% 0 & AlO|E
L 5H2 T Qlof H7Izh(1.5H) AZEE M HTTPSE ALSst= 5 AL

{7 3.10 O| &0 M M El RabbitMQ& Amazon MQ EZ7{ol= 7|8

X o 2 secure.management.http.headers.enabled7} true2 M&EL|C}.
secure.management.http.headers.enabledE trueZ A&3t04 O|2{8t HTTP 2ot SIHE & = YUSL
Cl. Ol24&t HTTP E ot SIH{E S EoFR35l2d™ secure.management.http.headers.enabled & falseZ A
AMehct.

ol &

OAuth 2.0 215 4l Hst 2o 3+

Ol

OAuth 2.0 74 SM 2 =22 7{0f CHEF OAuth 2.0 @15 MAof CHEt RIMIEH LHE2 X|HE|= OAuth
2.0 74 2 OAuth 2.0 218 &l HEt 20{ Al S HZTFHAMIL.

Tg 7tsE g 182


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

Amazon MQ

LDAP 215 &/ H

JHeER 7Hol=

ro
I
A
-

X

Ao CHEt REMIBH LASS KIRIEIE LDAP 743 2 4

=

0

HTTP Q15 7 2t & EZ74of CHst HTTP 215 MA™Hof| CHEt REAMISH LHE 2 HTTP 215 2 H§H 2o
ol MM A ESIMHTTP Q15 2l Het Hod A2,
(@ Note
HTTP 215 Z2{12/2 RabbitMQE Amazon MQ K71 4 O|A 0| HEE AL E £ & LICt
RabbitMQ

SSL 2l&AM el& #+4

SSL 2IEM 215 74 2t & EZ 7ol it SSL Q1B A 215 Mol CHEF RtMIEH LI82 SSL 218 M
PIE W MMS HZSMRSSL 215 215 AL,
(® Note
SSL 218X 215 Z£21{1 212 RabbitMQE Amazon MQ 7 4 O|& of MEF A& = UEL
Ct. RabbitMQ
mTLS 74

RabbitMQE Amazon MQE CIY st AIEZQIE G Q|8 AH|AO| CHEH Eot HAZAE Qal| 45

TLS(MTLS)E K| ELICh mTLSE EEt0IMERt M 25 QB ME ALE5t01 QBT S 27504
S E Hots MES Lo

(® Note

mTLSOl CHH Z ko[l QIF 7|3 AHE2 RabbitMQE Amazon MQ BT 4 0|40 Mgt AL &
= A&LICH RabbitMQ

TSt

rok
o\
)

183



Amazon MQ TR 7H0|E

/A Important
RabbitMQ& Amazon MQe 218 AM ! Z2I0|8! 7| mtofl AWS ARNs AR S MBFFLICH &I

|
Mt LI 2 RabbitMQ T#412| ARN X|&E &HX35IM2.

o| mlo|x[e| LIS

« AMQP QIEXQIE

+ RabbitMQ £2| 21218l

« RabbitMQ OAuth 2.0 £2{2¢!
+ RabbitMQ HTTP 215 £&{1¢!
+ RabbitMQ LDAP Z2{212!

« AMQP Z2}0|HE 47

AMQP = ZQIEof CHet 2EI0IHUE HAE IS mTLSE FHELICL SSL 21E A 215 AL E L

RabbitMQ 22| £2{3¢l

RabbitMQ 22| QIE{H 0| A0 KBS =S mTLSE T &&fLICt

(® Note
22| APIO|E 4748 mTLS7F R E|X| et& Lt

XpEls 4

aws.arns.management.ssl.cacertfile

Kl

22| QIE{H|0|A0f idstE SEI0IAUE B ME HBSH7| fIet 215 7|2 T L.

management.ssl.verify

Ijof el B e X|HE|= %L verify_none, verify_peer

TgtsE U 184



Amazon MQ

JHeER 7Hol=

management.ssl.depth
gtolg i3t 2oy @15 M Mel Zlol Lt
management.ssl.hostname_verification

SAE O|E &0l 2. X|HE|= Zf: wildcazxd, none

X|HE|X| ot= SSL M
CIS SSL 7 Zf2 RIE|X| eb&LCt
A =5 27|

* management.ssl.cert

* management.ssl.client_renegotiation
* management.ssl.dh

* management.ssl.dhfile

* management.ssl.fail_if_no_peer_cert
* management.ssl.honor_cipher_order

* management.ssl.honor_ecc_order

* management.ssl.key.RSAPrivateKey

* management.ssl.key.DSAPrivateKey

* management.ssl.key.PrivateKeyInfo

* management.ssl.log_alert

* management.ssl.password

* management.ssl.psk_identity

* management.ssl.reuse_sessions

* management.ssl.secure_renegotiate

« management.ssl.versions.$version

« management.ssl.sni

RabbitMQ OAuth 2.0 Z2{1 2!

OH

Amazon MQO{| A OAuth 2.0 XtZ4 &
|

MMS HZSMRQOAUth 2.0 915 U HEH 204,

ror

L

A2 2| HAZ 2I5H mTLSE FHFLICH XIHElE F

T4 rtstt a



Amazon MQ TR 7H0|E

RabbitMQ HTTP ¢/& Z2{2¢l

Amazon MQOIAM HTTP Q15 MHZo| A2 QI8 mTLSE T MELICH X|HElE 42 Mg 2
ZSMHTTP 215 & Mt £04.

RabbitMQ LDAP &4l

Amazon MQO{| A LDAP MEHHZ 2| AZAE 2|l mTLSE FHefLICH X|ElE FH2 MES HZstHAl
RULDAP 215 3 HEt F0o4.

AMQP Zc|0|ME 21Z4

H 0| & ME M AL 5= AMQP 2ZH0|HE 30| CHEr TLS Ilo{ & Qlg FgfLict XAl
g LI&2 AMQP 2202 E SSL S A ESHAML.

/A Important
Amazon MQE 2 AMQP 2ZI0|HE HAZE @[t Z20|UE B M FdE K|t ef&
LICH 2k mHEe ol 2 ME2 Z2t0|¢E Q5 M 2150l E2 8t mTLS x| EZ274of

g & glsLch

2|AA X 7

=

MOl TZH AL IHE 85 HMH EEH II8HE B35t 7IERY HE S LICH EH /322E
ST ALEol o & A ME M g HAE5 0 E2 7 SE 2 AFSXF X|HE £+ d&Lch 72 2l F
CH 31 Ztof CHSt REMIEE L2 MME & X 5HM 2the section called “3.7| =% X| 2
olaA 0|F & 74 7|

Z|AA O|E T4 7

Connection connection_max
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2lAA OlF Td 7

Vhost vhost_max

Shovel runtime_parameters.limits.shovel
Exchange cluster_exchange_limit

M AH|RE consumer_max_per_channel

Z|CH HIAIR] 27| max_message_size
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T

2lAA MEHE AHolstE B
Amazon MQ APl 2! Amazon MQ 2£ & AI235t0{ 2|AA AEtE A& ol& 4~ Q)& LCt.

CtE oMo H=E AFE5tod THZ[E == 7|2 AMetE REelst= WS EoiEL|c AWS CLI.

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"cluster_queue_limit=500" | base64 --wrap=0)"

SE0| 8335H 78 71-0| ¥EELICH 42 RabbitMQ EZ27{0] 91251 E2HE MEE5H0d
MEHolE xMEdtof gLICt AtMIE LA 2 MME FZ5tM L. RabbitMQ Broker Configurations
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{{<host-instance-family>.<size>.<mode>}}

mode Z/2 HHEZ REE LIEFLHLICE.
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connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}
{{m7g.xlarge.3}}

connection_max = 4000
{{m7g.xlarge.3}}
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* max_message_size

* channel_max_per_node

* connection_max
 cluster_queue_limit

* vhost_max

* consumer_max_per_channel

* runtime_parameters.limits.shovel
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* cluster_exchange_limit
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connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

At grol oix|efe 2 27| 1000 E 0] F2 MEE connection_maxZ &= & LICH

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

connection_max = 1000

(® Note
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AWS CLI.
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aws mq update-configuration \

--configuration-id <config-id> \

--data "$(echo -e "connection_max = 1000\nchannel_max_per_node =
64\n\n{{m7g.large.3}}\nconnection_max = 2000\nchannel_max_per_node =
128\n{{m7g.large.3}X\n\n{{m7g.xlarge.3}}\nconnection_max = 4000\nchannel_max_per_node
= 256\n{{m7g.xlarge.3}}" | base64 --wrap=0)"

« dk 7|2Zf: connection_max = 1000 %! channel_max_per_node = 64

« m7g.large 22{AEH EE7{: connection_max 2000 2 channel_max_per_node = 128

« m7g.xlarge 28{AE E274: connection_max = 4000 %! channel_max_per_node = 256
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aws mqg update-broker \
--broker-id <broker-id> \
--configuration id=<config-id>, revision=<revision-number>
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Configuration Revision N for configuration:cluster_queue_limit has limit: of value:
100000000 larger than maximum allowed limit:5000

CIAEIA R ol HlE DY 7|27t & X|HE|= Z|C ©HLIE the section called “7|&2 E|AA X8
2t = 5t M| Lthe section called “Z|CH 2|AA AN|EH.
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/lib/rabbitmq-activedirectory-stack.ts#L232
https://github.com/amazon-mq/rabbitmq-aws/blob/main/API.md
https://github.com/amazon-mq/rabbitmq-aws/blob/main/API.md
https://github.com/amazon-mq/rabbitmq-aws/blob/main/API.md
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+ RABBITMQ_INVALID_ASSUMEROLE
« RABBITMQ_INVALID_ARN_LDAP
« RABBITMQ_INVALID_ARN

oM AlLtE2[2

« H27{b-f0fc695e-2f9c-486b-845a-988023a3e55b7F IAM &S AL 35104 AWS Secrets
Manager 20t &t S <role>0 HMASIEE FHER}&LICEH <arn>

« Amazon MQO] M| & El &0l AWS Secrets Manager 29t & 50| CH8F 17| #BHo| Qe B
RabbitMQ 210i Ct & 2F 7t EAIELICE.

[error] <@.254.0> aws_arn_config: {handle_assume_role,{error, {assume_role_failed, "AWS
service is unavailable"}}}

Lt H27{= INVALID_ASSUMEROLE ZZ| AENZ TMEHEILICE RIAM|E LIS
INVALID ASSUMEROLEES & Z=3tM| 2.
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[error] <0.254.0> LDAP bind failed: invalid_credentials
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curl -4su 'guest:guest' -XPUT -H 'content-type: application/json' <broker-endpoint>/

api/aws/arn/validate -d '{"assume_role_arn":"arn:aws:iam::<account-id>:role/<role-

name>","arns":["arn:aws:secretsmanager:<region>:<account-id>:secret:<secret-name>"]}"'
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ChE oMo HEE AHESto4 AMQP Z2t0|ME SSL I|o el R elst= S-S EoiE LIt
AWS CLI.

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"amgp_client.ssl_options.verify=verify_none" | base64 --wrap=0)"
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5t04 RHHO|E X 5ok FLICH RtM[EH LI82 MME & E5HM L. Creating and applying broker
configurations
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://www.rabbitmq.com/docs/access-control
https://www.rabbitmq.com/docs/access-control
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation
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https://www.rabbitmq.com/management.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users.html

Amazon MQ TR 7H0|E

{"password":"password","tags":"administrator"}
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https://github.com/rabbitmq/rabbitmq-consistent-hash-exchange
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https://github.com/rabbitmq/rabbitmq-auth-backend-ldap
https://github.com/rabbitmq/rabbitmq-auth-backend-http
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https://github.com/rabbitmq/rabbitmq-auth-mechanism-ssl
https://github.com/rabbitmq/rabbitmq-aws
https://github.com/rabbitmq/rabbitmq-server/tree/main/deps/rabbitmq_jms_topic_exchange
https://github.com/rabbitmq/rabbitmq-jms-client
https://github.com/rabbitmq/rabbitmq-jms-client
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https://www.rabbitmq.com/docs/prometheus
https://www.rabbitmq.com/client-libraries/devtools
https://www.rabbitmq.com/client-libraries/devtools
https://www.rabbitmq.com/docs/extensions
https://www.rabbitmq.com/docs/amqp
https://www.rabbitmq.com/client-libraries/jms-client
https://www.rabbitmq.com/client-libraries/jms-client
https://www.rabbitmq.com/client-libraries/jms-client
https://github.com/rabbitmq/rabbitmq-jms-client
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https://javaee.github.io/jms-spec/pages/JMS20FinalRelease#reference-implementation
https://javaee.github.io/jms-spec/pages/JMS20FinalRelease#reference-implementation
https://javaee.github.io/jms-spec/pages/JMS20FinalRelease#reference-implementation
https://rabbitmq.github.io/rabbitmq-jms-client/2.x/stable/htmlsingle/index.html#destination-interoperability
https://rabbitmq.github.io/rabbitmq-jms-client/2.x/stable/htmlsingle/index.html#destination-interoperability
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https://console.aws.amazon.com/amazon-mq/
https://www.rabbitmq.com/parameters.html#policies
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https://console.aws.amazon.com/amazon-mq/
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FIt Mz 27} Eostk| ote 8t HE2|9t ClAaa BFof FHAIELICH F7t EHIEEI7P e

XlE Cclazol ciet HAIX| K& S 2El5tE RabbitMQ E27 HFHLE (YL Mo 2 X|&4 HSolzt
o ghol olsh M2 2lofl M M7HELICH

M3l5ted™ CH7|”¥E durableZ MAUHEI T HIAIX| MY ZEE persistentZ M
CH2 o] oMol MHE RabbitMQ Java 22I0|Q1E 2I0|E 2|8 AF6t0d X|&E O 7|
_‘?'_ {&LICH. AMQP 0-9-12 e [ M& ZEE "2"2 dHstod HAIXIE G

D
=

4 e oA
o o me >

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

CHY|¥E XISEoZ F/d35HH CFS 0| XMQF 20| MessagePropertiesE
PERSISTENT_TEXT_PLAINSZ M%3l0{ P+ HAIXIE CH7[LHol 2 = U &LILCH.

import com.rabbitmqg.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());
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P%ga* I CH2 of|X|eF 20| Channel#basicAckE AF235t0q ZHEHSE basic.ack 2 4012 A%
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// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
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Ct.

1. X Amazon S3 & AMEXIE LB e HAIXK| FeHAE HolgfLCh

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;

}

OF

2. Amazon S30{| HO|2Z2E & X{%& 31 RabbitMQE Sdl|l X HAIXIE ™MEsHE HAAIXF HMEE

gLt

public void publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.
Message message = new Message();
message.s3Key = s3Key;
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Amazon MQ

}

message.s3Bucket = S3_BUCKET;
// Assign values to other fields in your message instance.

publishMessage(message);

Amazon S30| A HO|2ZEEE ZMSt D, HOo|EEE %{2|5t1, Amazon S3 ZHX|E AHX|5tE AH]

Kt

p

YHS FeIELICH

ublic void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build())
.asutf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());
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ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

(® Note
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1. CH7|YE Oo|EhE &+3t5led™ task _create_missing_queues2 & L|LC}.

2. %™ CHS worker_enable_remote_control& 7HA celery@...pidbox CH7|¥o| 8%
Me ZX|ghLct o= A stH E2 7ol ch7 | o|EFO| Z0{SLLC}.

worker_enable_remote_control = false

3. B38| A2 HAIX| 252 = £0|24™ Celery OHEZE|7|0|M S AIZHE I -E EE& --task-
events Z2i3E EZ&5HK| 2Lol Celery worker-send-task-eventsE & L|C}.

4. CtZ mi2t0/E{E ALE5t0q Celery OHE 271|042 AlZFENLICEH

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

Celery HT 5.5 0|4 9| B2

1. FHHO7|¥e K[HsE 24 HE
A}Q &l Celery TS = QlstEd
£ the section called “FH&H CH7|2

Ol Celery H{7 5.5 = 1 0|F A2 2 dago|=¢&fLct.

™ celery --version2 AFSELICH HEHol CHEF XbAMIEH LA
4»
=

MME HZsHM L.

2. Celery5.5 0|22 YI00|=E8 ¥ task_default_queue_type= "quorum"S 2 T4 F L
Ct.

Ojo

3. OIS E=7 HE SM0M AHA| &l 740F gfLICt

broker_transport_options = {"confirm_publish": True}
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IR} 7Ho|=
1A HESI3 ATl Rt& 57
RabbitMQ = =01 CHEt 22t0|HE AZ0| HUiE B2 & 718 SXIE Ex|st7| fls xAt& HE
a 57E Y %*é;é}%}f Zd0| £&LICH RabbitMQ Java 220/ E EtO|EEEIE 4.0.0 HEHF

AE9| 1/0 R Z oM MEIZIX| &2 ol A7t Edlst AL, A% 47| & Alzh Zk7F AR =7, MEH
7t tEHIEE =Xl 82 A& 62 577t EE[HELICH

Z2to|AE Lt RabbitMQ == 7He| =7| 20| Amlist= 7"°01|" S 5774 EB[HEIR] ei &L
A ChA| Alzstod 27| 4 AIHE Qs =5 ol Z2|7|old Z=EE 2 dst= 2ol E&LICH O
2 oAl M= RabbitMQ Java 22t0|HE BtO|E2{Z|E A& 5toq ’<7| HIERZ ATHE CrAl Alst
£ 4'H2 2o FLICH

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

® Note

OHZ 2|7 0|M0llA{ Connection.Close HAMEE AI235l0{ A2 S26tH A5 LWEQ3A
St 2838 E[HU EE|HER| e &LICH.

2CHA|- HE2H X|E L A8 TL|EE

RabbitMQ& Amazon MQ E £ 7{0{| CHt CloudWatch X|E 2 AEE MH7|Mo 2 B L|E{215104 M A
Z of Z 2| o|Mol| P& O|x|7| ™ol AHAM EXE Al D sHEst=E Zd0| E4LICH EF24X O A
2 ojEC|FoIME FXIStD Z&o| M52 EESE{T AFM o4& ZLIE{RI0| E4aAMlL|ct

RabbitMQ& Amazon MQE EZ27{ 85, ElAA AAEE L HIAIX| EE0| CHEF QIAIOIEE Xﬂ%ﬂ
X8 CloudWatchol AAELICH BUERIE £ KBS HDal AF8Z T ClAZ AR

ook [r
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https://www.rabbitmq.com/heartbeats.html
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ZlL|ct BEE2HI} 2lAaA MEtol 7 R|HL s K57 eh e I CloudWatch ZE & MAE 4
A& LICH

o

Ct

mjo
[

= XE

DLEZE L

I

RabbitMQMemUsed %! RabbitMQMemLimit

HZE AASEE ZLIERsH0d HAIX] HIAE AHEE £ = HZEl SEE EXIFLIc

RabbitMQDiskFree %! RabbitMQDiskFreeLimit

ClAZ AR Y S BUE-sol 2271 MTHE Yo 4 9l ClAZ 37 2ME YIBLICH

Z{AH H{EO| B EE X|EE ZLIEHZSI EE EXME AEELICH

RabbitMQ X} & A

CtZ Rt& M= Amazon MQO|A RabbitMQE 435t At& st S 2 0{ELICH Node s,
Python, NET S} Z2 Ctst =2 7212 2102 X|HElE S20|HE EIo|EHEEIE A8 siE ¢
of CHEt RtAIEH L& 2 RabbitMQ A|ZF HLHA{ 04| A RabbitMQ A& ME E X 5HAM(L.

|

. 27 7|2 ME H

+ RabbitMQ& Amazon MQ2+ &7 Python Pika AFHS
+ RabbitMQ € A| SX|E CH7|E 5718 X sHE

« 2CHAl: E27{o] JVM 7|8 o E 2|7 0| M 914
o 3EHA: (ME AFEH) AWS Lambda g 50l 244
+ RabbitMQE Amazon MQOi| OAuth 2.0 2! ! Hst 2o A2

» RabbitMQ& Amazon MQO| CHEH IAM Q15 & HEF 204 AIE
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« RabbitMQE Amazon MQOi| LDAP ¢1& 2! Hst
=

=
RabbitMQ& Amazon MQO{| HTTP 215 4! Het 204 A
2

RabbitMQ& Amazon MQO] SSL 215 A 2IE At

AMQP 3! 22| IEZQIE 0| mTLS ALS

JMS oHEE[7H[0]M AZA

HE7 7|2 48 HE

F

ok
0%
on
o
m\l
ro
|T

27 7|8 d8s Hildg + A&Lict

E A27310q CloudWatch 21 &433 =& H|
AWS Management Console.

RabbitMQ EE7 SM T E|

1. Amazon MQ ZZ0 2 12lgL|ct.

2. BEZ7 SE0|M 2Z7{(0i: MyBroker)& ME{SH OIS Edit(H &) MEHEHLICH

3. Edit MyBrokexr(MyBroker T%!l) H 0| X| 2| Specifications(At &) 44404 X Broker engine
version(E 2 7{ Al ) EE = Broker Instance type(E 274 QIAEA R3)S ME4ELICT.

=0

4. CloudWatch Logs MMoM E2 HE S 22504 Bt EOE &/935t5H7{Lt HIE G ghLct. o
£ BAl= ER5HR| ei&Lot.

® Note

. RabbitMQ 22 79| 742 Amazon MQE AHEO 2 MH|A 9174 &48H(SLR)S AFR 504
CloudWatch of &gt 2 3 & HA|ELICH XFAM|SH LHE 2 the section called “AMH|A @14
45t Al EHHE B ESHMIR.

« Amazon MQE RabbitMQ EZ7{0{| Cist ZHAF 24 & X|HSHX| et&LICH

5. Maintenance(f K| Z2l) MMolM EZ7{0| K| 2| ™M FAIELICH.

AWS ZE|A Al EZ2HE M HEe =z | 0|=5ted™ XIS 0tolLd HE da8|0|= &% §P%
MEJEILICH XS Yadol== Y, Alzh24 Al B4l & Az (ZI22f2 UTC)oll 2fs Ho|El
X #E| 7|2 = o gt

6. Schedule modifications(=% 0i|2)E ME4EFL|C.
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® Note

Enable automatic minor version upgrades(O+tO|L{ HH& A& 4 2{|0|= & 3Bt B 5t
= 82 EE27 MEEo| ER35tX| etV =20l B{E 0| Save(ME)E HhgL|ct.

XEE AlZhol 7|2 ™ol E=2 7ol HEE LI

RabbitMQ& Amazon MQ2} &7 Python Pika AHS

CHS AH& Mol E RabbitMQE Amazon MQ EZ7{0f A EE M E TLSE AFHE 5104 Python
Pika 22t0[MEE HH5t= WS EoiELICt Pikae RabbitMQE AMQP 0-9-1 Z2 E Z 9| Python
FHULICE O] Rt& MM = Pika A, CH7 | M, E27{0| 7|2 RS2 HAIXIE S/
AR D, CH7 G0 HIAIRIE =St =S AHIKF HEE HLHELICH

|

o NI Z=H

« 1EtA: 7|2 Python Pika 22I0|Q1E M4

L AAR S S HARIESE

.
N
A
2

« 3EHA: AHIA dHE H HAIX] =2

.
N
i
a

D (ME M) O[HIE Rz MY 3 HIAIX] AH]

CHS EtA

AN =7

— —

[l

Ol A& XME 2tZotedH Chat 22 AT o He Lot

RabbitMQE Amazon MQ E27{ At A|8t L2 2 RabbitMQE Amazon MQ EZ27{ MA2 R X5HA|

(@]
L.
(=)

c

A Aol &# Mx|El Python 3

+ Python pipE& AtE35l04 A X|El Pika PikaE AX[st2{H M HO|E 2 &4

kl
jul
Il
jo
>
0%
o
r
o

$ python3 -m pip install pika
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https://github.com/pika/pika
https://github.com/pika/pika
https://www.python.org/downloads/
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Het
O| R*t&ME TI-SIE4H vhostoll CHEF 47| & 27| HEt0| = RabbitMQE Amazon MQ E 274 At
SXt7}H 8 E ol LWRELICH ChS EolME T3 2|4 HEH2 M A(regexp) HEO 2 MHF L
CH.

Tags regexp T+ regexp A 7| regexp 47|

none ¥ ¥
LISl ALRRF HEHR AL RIolA| 97| & 7| HEHEH MBS ELICH 2270l ChE 2Ha| Atlg +3E
= e &l Eo{ lofl cHEt °”A1IA Tet2 FOiE|Xx| A &LICH AERI| HMAE XHE CH7[E=
Mgtetes M7 E#HA IEH AL 83to] BEHe FIto2 MEHY 4 laLich o8 S0f 97| B

EFHA IS A[hello world].*Z #HZEsIH ST ALE XA = hello worldZ AlZfsH= CH7|

oM eig =+ 2l AR RoiELIC

M=

flu}
I
pl
=
ok
fjo
=
L]
Q'I_l
rr

RabbitMQ AFEXIE MM3l1D AFEX
2 Amazon MQ EZ27{ AF2 X} Bt

dhedo]| CHEH AFAMIEH LHE 2 RabbitMQ

[0
1k
M
Q'I_l
=
FO

12t7|: 7|2 Python Pika 22I0|HE MM

RabbitMQ& Amazon MQ EZ27{Q &5 28 [ HMXIE Ho|5t1 TLS Fdof 23 SSL 74
AEE HM33tE Python Pika 220|YE 7|2 SeiAE ddstedH CtE e +#FLICH
1. MEDZEES o =2 M Eo CHEt M CIHE{ZIE M8t CFHg, Y CIZEEE|2 o|SFLICt
$ mkdir pika-tutorial
$ cd pika-tutorial
2. LC}Z9| Python ZE7F £& El basicClient.pycte 0|52 oS A EFLIC.

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
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ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

O|X| BasicPikaClientOlAM A& El HIA|RF 2 AH|XboOY| CHEF 7t SEHAE Ho|gh 4 Ql&LCH.
2CHA|: HAAIRF MM & HAIX| &
CH7|¥ e Mgt HAIRIE MAStD THe HIAIX|IE MEstE{H ChS S S EHLICH

1. Ctg ZE MES WSS SAStT 2Z| 0| EHA[o| M Mgt [t s et CIEEZ|of
publisher.py2 MEELICI

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()

self.connection.close()

if __name__ == "__main__":
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# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

__
N

BasicMessageSender 224 = BasicPikaClientO|A &350 C
of HIAIXIE M&stn, dEE Ee= F7I HAMEE FRELICH ZE HE2
ctRE 7|18 ALE5t0 HIAIXIE 7|2 nEte = et 8L

2. if __name__ == "__main__": Of2{ol|M CtF HE7} L& El BasicMessageSender 4%
A 2oz MEE[= m2Zt0HE DA ELIC

« <broker-id> - Amazon MQ7} EZ7{of| CHal M 5t= TR IDYLICH EZ
7{ ARNO| A IDE #+ & EME &= A&LICtH 6§ E0{ ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
A2 H27 IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819LlL|C}.

+ <username> - EE27{0| HAIX|E £ &= U= SE& Heto| U EEZ7{ AL Xt2| AHEX O|F
Lct.

« <password> - EE7{0| HAIX|E £ == U= SE& Heto| U= EEF AIER| &= LY.

- <region> - RabbitMQ& Amazon MQ EZ27HE M g% AWS 2| LICt. RabbitMQ 0 & =
04 us-west-2%IL]C}.

3. publisher.py& &gt 2t S U CIHEE|0 A CF

1jo

Hae NHHLIC

$ python3 publisher.py

I E3Hez A EHO|d Fol ohE1 2ol EELICH
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Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

SEFA|: AH[RF o 2 HAIX] =24

CHZ |Gl M EF HIAIRIE +~4letE AHIKIE dEsiEd™ Che S &g Lo

e M

1. C}

0jo
Mk

J

ol LIS SAtst 2ol SYUs CIZEE|M consumer.py 2 MEELICEH

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")
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# Close connections.
basic_message_receiver.close()

O™ CHAHO| M et A A|IRtE OFEE7FX| 2 =04 A BasicMessageReceiver &f

o
£BasicPikaClientst B HA|IX|E s=AlstT AAS B 7| Qe F71 S FeAgfLICH

_== = = [

2. if __npame__ == "__main__": & Ol2HoA{ BasicMessageReceiver MM&AIZ HME L
II2tO/EHE AFSALS| HEZ WA

=

[ ]

3. Z=z™E C|dEZ|o|AM CH

rr

$ python3 consumer.py

AL d3He 2 AL HAIX| 220 2t E 718 & et slei7t EHold Foll R AIELICH

—

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

ATHA: (M= AFEH O[HIE 22 MF W HAIK| At

ull

CHZ |0l M o2 HIAIXIE 4AH|sted ChE 1 20| Pikall basic_consume HIME & 284 &
A& 'L,

1. consumer.pyHA BasicMessageReceiver EciA 0 CHS HIME HolE FItEFLICEH

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. consumer.pyllif _ _name__ == "_ _main__": OF2HollA O|F EH|0|A &l

— of gt

consume_messages HMEE S&&LICH

if __name__ == "_main__":
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# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver/(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. consumer.pyE CIA| A&st, 38t 7| S HAIX|7t HOIE Foll ZAIELICH

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

CH= EHA

 X|ElE 7|El RabbitMQ Z2t0|1E 2to[=e{2[oi CHEr RHAM|EH LHE 2 RabbitMQ & AtO|E0f A
RabbitMQ Z2t0[2E HEME & Z M.

RabbitMQ & A| SX|E CH7|E S7[=t =X &

RabbitMQE Amazon MQ 222 E HZ0HM 2t CH7 (2ol AIAIE HAIXIE M 7He] 227 = Zhof
SR ELICH 0l2{olaln sHe o ZX|E RabbitMQ 2270l 17H84(HA)S MBELICH S2iAH
HHZ o] Ch7 (e & o= o| 7|2 SAED} st ol Dlei2 FAELIC DI oyl M8 s
= HAIX| CH7 1ol 7|8 HIRE 2E Sele Bixi 7|2 of7|Qol M8 T ohg sh iz TAol =
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o & E0 DI E CH7|€0| 7|2 =E(main)t & 7 Ol2{(mirror-1 L mirror-2)2| Ml 7 =
oM SAECtD 7ggtLct o D& E Ch7|¥Eel 2 E HAIX|7F 2 & Ol2{of Mutz|™ cH7|¥o| &
Z|1ZHEILICH =E(mirror-1)7F Y AlZH AAESE = A ElHEt: Ci7 (¥ 2 &6t D AlS HAIXKIE
CHo|dol 2 == l&uch aU CH7|¥E2 S7I8tstEAMH mirror-12 AFSE = = S maind|
HAIE! HAIX|E mirror-10 SXl|sHof &L|Ct.

Ol242lof CHEt XFAIEH LIS 2 RabbitMQ 2 AFOIE oA 2214l O|22IE Ci7|US BxsHHIS.
X el Y oi7|d 715

FX| 22| 7|2 & Amazon MQE ZE K| &2 S & #Hofl & =0 =835l EE2 AT AL
St S TLICH M2t ZF =EO| 215 0| CHA| A|ZHE [ CHT (P E S7I3tsHoF & = JU&LICH &

718t5t= &¢ Ole{ofl =X klofof 5t= HIAIX|= sHE 5l= Amazon Elastic Block Store(Amazon EBS)
SE0M HEZEE2 2EE|0{ Hix|2 XMZ|ELICH HAIXIE Hix|2 ME|StHCH7|PEE H =2 7H S7|

3HE = AsLICt

CH7 | Q0| HH X HAIR|7} 2ofHd CH7|¥€0| MBXo 2 S7|3tE|1 oA CHE Zred0| RH7H
ZElL|ct Ut Hix|e| dIO|E| o]l = Eo| HIE 2| ol 7[R |H L EM 222 HE2E BE
7t e dlsto 7@ S715H7F LAl SXIELICE HEE| AFEE2 CloudWatchl| EE27{ == X|E
RabbitMemUsed® RabbitMgMemLimitZE H|@m&tod QI8 £ QI&LICH HIAIX|7F AFR EEE A
E[7HLt B x| o] HIAIX| =7t EX| et 57|57t 2t=2E = &LICt

® Note

CH71% S715t bRl 2718 Z0/pd S8 EHM 471 Of BObE £ UBLICH

UAl SX|E CH7|E 5718t EME HZE4H ha-sync-batch-size HAME M3 1 7 |P S7|
SIE CtA| A2t WS Eo{F & O] AI& A el BAHE mELict

=
- A ZEH
« 1EHAl: ha-sync-batch-size & M &

« 2EHA|: CH7 | S713t CHA AIE

- CIS EA

. B gan
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M Z=A

—

O| A& AME AF25tE{H E2|AF #HEH0| UE RabbitMQE Amazon MQ E 27 AL X}7} Jo{of gL
EF HEZE XMZ 48 [Mf BtE 2Kt AERIE AESI7LE LIS BHEMRE = U= CHE A EXL
ANEE = J&LICH CHS £oll= 8 BE|RE AFSAL BT & HFHO| M1 Al(regexp) HEHS E Lt
P Q& LILCt

Tags regexp 2471 regexp T3 regexp 7|

*
*

administrator o &

RabbitMQ AFZXIE MMStT AFEX
2 Amazon MQ EZ7{ ArS X} B E & X SHA2.

m
I
4
H
ro
fjo
rH
0]
9.'—'
rr

Aol CHEF REMIEH LHE 2 RabbitMQ

1Et7|: ha-sync-batch-size H& Mg

CtS MitoME HEFHoMH MM El= 2E CH7[Q0 M8kl= HME FItsts W2 Eo{ELICt
RabbitMQ & 2& 0|Lt RabbitMQ Z 2| APIE A E = U&LICH XtA|EH L& 2 RabbitMQ & AIO|E
oM 2| Z2{1 218 & Z=5HM 2.

RabbitMQ & 2£ & A&3l04 ha-sync-batch-size HAME XM E35t2{H

1. Amazon MQ &0 212I&L|C}.

212 EFAM 2ol M Brokers(E27{)E ME4EILICY.

H27 SS0lM M BHE M8 Y HE7o| oS s

A w0 D

=2 271 H0|X|2| Connections(91Z) 401 A RabbitMQ & £ URLS MEIEFL|C} RabbitMQ
2 Z2E0| M EEtM & E= Fol FEILct

H27{ g2zt 23¢el 2eF 15 HE E AHE5t0{ RabbitMQ & &0 23 lgfLICt
RabbitMQ 2 &£ o| H|0|X| ArEof| A Admin(2HEIXH S MEfstL|ct.

Admin(Z 2|xt) Ho|X|e] LEZ B M F oM Policies(B )& MEASILICEH

© N o O

Policies(Z2l) H O|X|oll M E27{2] 34X} User policies(Ar2At ) S =22 E ¢
policies(At& X Z4=H) of2H0d| A Add / update a policy('E3 F7HUH0|E

=
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Amazon MQ

JHeER 7Hol=

® Note

7|20 2 RabbitMQE Amazon MQ 22{AE|{E ha-all-AWS-OWNED-DO-NOT-
DELETEZI= 7| EE7{ A0 &7 MHEELICH. Amazon MQE EE7HL| 2 E CH7|Y
Ol Ml E 250 EX|ET CH7|€0| AISo 2 S7|SE|E2 o] HAHE zha|gtu|ct.

9. ME=Z7 HAg M35le{T™ Add / update a policy(E& F7HUOIO|E)oM CHEE & LICEH

Name(O|&)0l|l 20| 0|2 =T LICHO: batch-size-policy).

Pattern(ZHE1)0l| regexp THE . *& U23gfLICt 0| B HHO| HE7{o| ZE CH7 (¥t LX|
st|CH
=] .

Apply to(H2 CHAh 9| EELCH2 SE 0| M Exchanges and queues( & & CH7 | E MEHE
L|C}.

Priority($M &</)0i| vhostol MEE! C
AlZtol| RabbitMQ CHZ |2 & w2tol| &
at

RabbitMQ= 7tE =2 M &9l &

Definition(&2[)of Ct& 7|-2t Ho{& F7tefLct.

« ha-sync-batch-size=100. EECt2 S 50| A Number(ZXH)E MEIEFLICEH

CHZ |0 RiE S7I8tElX| f2 HAIX| =2t 7|8 7|E2 2 ha-sync-batch-
0 +

Fe = A&LIcH

« ha-mode=all. EECIR S50l String(EAI)S MEHFHLICE

/A Important

ha-mode Ho|= 2 E HA

=

e GAof| ZELICH dEfst™ AS 0l AlufgfLCt

rk

« ha-sync-mode=automatic. EECI2 S Z0i| M String(EXtL)=S MENFFLICE
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® Note
ha-sync-mode Ho|= 2E AFEXl K| H2of LIt M2F6H Amazon
MQ7t AtS 22 HOo|E F7HgfLCt.

f.  Add/ update policy(’E F7H/QO[0|E)E MEAELICE

10. M E=0| User policies(A& Xt &) o| S K0 L A|Z|=X| = lgfL|Ct,

RabbitMQ # 2| APIZ AF&3104 ha-sync-batch-size S XM 352{H

1. Amazon MQ £Z£0f 23918l

2. 2% B &0l M Brokers(EZ27{)E MEHELICE

3. HEEHIFoMMHEHE MEEY HEFO| 0|2 MEFLICH

4. E=ZE7{ 1 0|X|2| Connections(4Z) A 40{| A RabbitMQ & 2& URLE 7|E&LICt O|l= HTTP
LHENM At EEFH A= ZQIEQILICH

5.

M EOId E= #Hsts BEE &S GLch
1

6. ME=zZ7 HHMZ G52 O curl FHEES UHELICH ol BFoIM= Ci7[F0o| %2F2 Q1=
O

(@ Note
#ay padl ppppe HE7{ 2K 230 2o 013 MEE HIRAML. CH7 || is S|
StE|X| §f2 MHIAIX| =2t 27| 7IE2 2 ha-sync-batch-size 2k(100)2 ZHst1
BHEsloF g = U&LICH EEFH AEEZQIEE 0|0 7|S 8 URLE HFELICE.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. 2270l SR HRol Al HAO0| FILEIE K| HOIsEIH O curl BBS Ystod 2E B
27 Mg LhstLic
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curl -i -u username:password https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq. us-
west-2.amazonaws.com/api/policies

2EHA|: CH7 | S 718 CHA| AIZf
HZ27{0| M ha-sync-batch-size H¥ME M8t = 7| S7|3E CHA| A|RFELICEH

RabbitMQ & 2&& At&5t0d CH7 |8 S713HE CHA| Al%fstedH

(@ Note
RabbitMQ & 2£& Ye{™ o| A& M 1EHA12| 0| X[&EIE & ESIAMIL.

1. RabbitMQ & 2£ 2| H0|X| & oM Queues(CH7|¥)E MEAEHLICH

2. Queues(CH7|) HO|X|2| All queues(ZE CHZ|Q)0MH LAl SX|E CH7|PES F&LICH ¥ A
ol A MA48H M X% 0| 0| (0dl: batch-size-policy)O| CH7 |0l FE A0

3. EOE HIX| VIR S7I8F ZEMAE CHA| A|EotEd{ HA CH7|QE S7I8HE FAgLICH O
CtE CHZ|E S713HE CHAl AlZFEFLICE.

(® Note

S7I37t A SX|E|D HBHo2 PR E|X| 2t 2™ ha-sync-batch-size gf{2 &£0|1 CH
7|8 S7I3tE CHA| Azl EMIR.

CHE EHA

- CH7|¥0| 7|3t =|™ Amazon CloudWatch X|E RabbitMQMemUsed& £ 2135104 RabbitMQ = =.01|
MAEstE HRZ2E ¥2 ZLIEZE 4+ QU&LICH EF RabbitMQMemLimit X|EE & QI5l0 L=
olHZal MEtE ZLEZE = &Lt RHAMEH LHE2 Amazon MQOI CloudWatch X|E HAM|A
2! RabbitMQ& Amazon MQ EE 70| A& 7t5 38t CloudWatch X|E EHHE B ESHAIL.

- CH7|YE S718F LAl BXIE L x[std™ CH7|¥ S BH | X6t HAIXIE *EISt= X0l E&LICE
HAIX| 2717t H 2 9 2E0 H 227 QAAHA RS HRE/ H B2 o 2 QIARA 3
7|12 YaB0|EStE Wo| E&LICH EEF QIARHA RF U EZRF 7|2 d WE| CHet RhAl[E

AN
W82 Ez7 7|2 dd HE MEg AxstM .
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« A RabbitMQ& Amazon MQ EZ7{E MME [l Amazon MQE EE27{ ds2 %835 7| 254 7|
grol BE27 EH 2l 7ty SAE KetE MEELICH E27{of HE = 7
A HY ddst= Aol FE&LICH 7|2 3 & vhost MEHE ddst= &od| CHer RtHA
ttps://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmqg-defaults.html
FEotM 2.

IRl
M
Al
2
=
Pl
ro
o

L

mo ol 2 rir
s 110 Tr

i

|.

rk

i

2lAA

UpdateBrokerlnput - Amazon MQ APIE At&5t0{ E27{ QIAEA RS AO|0|ESIE{H 0| EE
7 S8 AFSELCH

. mi2t0/E 2 A (RabbitMQ Server A A) - RabbitMQ 2 AHO|E 0| A RabbitMQ Zt2t0|E 2 =4
ofl CHal XkMIS| & ot LT,

« RabbitMQ 22| HTTP API - RabbitMQ & 2| API10{| CH&H XtAl|S| ol L|Ct.

17 U A £ B4
Amazon MQ E27{& RabbitMQ2t2| 142 ZEI0|UE o Z 2|7 0|40 A & 7{LI RabbitMQ & 2
£2 ME30d 822 HE £ UELICEH RabbitMQ & 2£2 ArE35t0o] ¥1Z2 Eop{HOIZE =+

M 2.

1. ol 212/ AWS Management Console st 22 7{2| RabbitMQ ¥ 2£2 iL|ct.

2. RabbitMQ &0l M 21Z(Connections) Bi& ME4EFL|C}

3. 72 ho|x|e] ZE AZ(All connections) S0l B S ¢1Z29| 0|5 S ME4FLICE

4, A4 ME HE fo|x|ofM o] @1 E 7|(Close this connection)E ME45I0 MM E & &6 OIS
M & 7|(Force Close)& MEASILICH Eol mtal 27 =2dst MEE F715t0{ 0|R(Reason)2l
7|2 HlIAEE HAE = U&LICH RabbitMQE Amazon MQE 4SS 2 W ALER7F X8t
O|F & Zzcto|Eo ghatgct.

5. CHEH &R0l A & QI(OK)S ME4SI0] (4d g &fQlstm EH&Lct.

HAS Hom el oddn HA4E 2 E AMET EELICH

2
!

a
2
I
N
iy
b
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://www.rabbitmq.com/parameters.html
https://pulse.mozilla.org/api/

Amazon MQ
@® Note
Z2l0|oE ofZ2|7o|MHo| &2l £ EZ70]| CHst HAS NS 2 CHA| MY E 7 M&
= U&LICH O| 22 HEEH ¢l 240 442 B A2 AA E= AME 8 E0|=
o 235K et&Lict
HEEZ| HMATL s HEEFO| 3R, MAHE HAIX| Z2EEE X E(0: AMQP 212 & 5671 ZE)0f
M QIHIRE EBiEE /HESt0{ 148 UAXMo =z RIEHE = &LICH HZ2FHE MMHE [ Amazon
MQOi| MZet Eot 180l ZEE ATHE £ U&LICH 2o OF =0 cHst REMIEH LHE & Amazon
VPC AL MEMO| 2ot I &0 & FI7IE HEFHML
2CHA|: EE27{0]l JVM 7|8t o Z 2|7 0| o4
E MMt £ ojZ2|FAH0|ME EEF0]| 1ZEE £ Q&LICH CFS oMo ME
= 5to4 22 7{of CHEr o 7EE A5, 7 |¥ S M5t
04&FL|Ct. Ct¥et 202 K| L= RabbitMQ 2210|HE 2to|EB{Z|
LIC}. X|HE|E RabbitMQ £20|91E 2lo|E {20
E &ZXSHM 2.

RabbitMQ E2 7
RabbitMQ Java ZEI0|1E EI0|EE{E|& AL
= HiE{S Ho{=
J& + As .
gtol=g{2| 2 JHE R =7

D'”Alxlg X|_é.\0|'|_ o H= L
5t04 RabbitMQ EZ7{0f| 172 &
HE

ILl

2 RabbitMQ £2}0|

=l RabbitMQ E 2 7{0i[gt M &

EAME
CHEF REAIEH LHE
A =
(® Note
CtEol M e BHl= HEER AMA 7S g0 MME
Ct HE2 HMA 75H0| U= HEFHE YH5te dRole HUHE = A&LC
VPC & &3t
VPC Lol A EZ 70| HMAE 4= QIE = 512{™ enableDnsHostnames 2! enableDnsSupport
VPC £4& g4staliof FLICH XtMIEH LI 2 Amazon VPC AF& B 9| VPCO| A DNS x|#Hg &
ZIML.
Q2L A4 #4935t
1. Amazon MQ Z&0 2 I&LICt
2. EE27{ZS50i|M EE7{ 0|F(0d: MyBroker)2 MEHEFLICt
2EHA): E27{0f yvM 7|EF OHE E|FH| 0| A4 251


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#adding-security-group-rules
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/devtools.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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9| Connections(91Z3) MMM E27{9| &l 2& URL 2 2tojo{ Bl Z2E

3. MyBroker W O|X

20| F4 WEEE Mo{gLITh
4. MIT ME MMo| 2ot ol EQITolM 2ot 18| 0|F FE
2 =

EC2 Dashboard?| 20t 1 & m| 0| X|7} & A|E/LICH.
5. HotOE SSoM EQt OES MElgLICH
6. HO|X| stEHOM QHtREE MENSH = HEZ MEfgL|CH
[= &

7. Editinbound rules(2/HI 2 Ol SIHHSE HMASHTDA 5t= 2E URL

g e ZQIEof ChE FAIS FIHELICH TS R0l ME 227 ¥ 240l thal of ZrdS £

ot= LHE 2oiELIct

o°"
[e][]

o

%! Z7HAdd Rule) MetLICH
2840l Custom TCP(AFZ A} X|& TCP)E MEH3HLIC},

c. Source(22)0|AM Custom(AHE A X|H)2 MEHEH MEHOIM & 2&0 HMASHE O AHSE

AlAEIO| 1P FA(04: 192.0.2.

d. XZS MEfghLct

=
i
I°
i
ok
r
A

OlMl E27{7} QlHI 2 E HZAE 518 + U&LICH

4 XtS3HE ?I5H Apache Maven2 At83dt= B pom.xml Itof CtF SEMHE F7HELICH
Apache Maven 2| Project Object Model Tt0{| CHEF AtAIEH LIE 2 POM ATHE B EFHMR

<dependency>
<groupId>com.rabbitmq</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

8lC XI&S3H0] Gradleg AIE35te A< OIS &4 E MAUTLICH

dependencies {
compile 'com.rabbitmg:amqp-client:5.9.0'

28 E27{0i| JVM 7|8t o E 2|70 o4 252


https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html
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Connection 2! Channel EciA 7K 27|

RabbitMQ Java Z20[HE &= ZtZH AMQP 0-9-1 14 2 M'dE LHEILHE= Connection 2 Channel
APl 22HA 7 LB El com.rabbitmg.clientE %42 WZ X2 AL R LICH Connection &
Channel E2HAE AtS5ted™ CFE o x|t 20| HX] 7hX{ZLCH.

import com.rabbitmg.client.Connection;
import com.rabbitmq.client.Channel;

ConnectionFactory 44 3 HZ 7{0f HAZ

CHE offdlof| et XIHE mtetO|E{E A83t04 ConnectionFactory 22149 QIARIA S MgfhL|
C}. setHost HMIAEE AI2510{ QM 7|28t E2 7 A= ZQIEE A3t |} AMQPS 2+0]0d &
HEols ZE 56712 A ELICL

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

W 2ol HIAIX] AH|Al

Channel.basicPublish& AF&3t04 HIAIX[E mEHo| AAIR = U&LICE EP% oMol M= AMQP
Builder EcHAE AI835t0{ 2EIX R&O0| plain/text? MHA|X| £ X E L=8rL|CH

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
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.userId("userId")
.build(),
messageBodyBytes);

(® Note

BasicProperties= Ats MM E LK SefA Q| LIE ZeiA Q1 AMQPRILICY.

CHZ |G 75 & HIAIK] =2

Consumer RE{HO|AE S8l CH7|¥E 7 535t01 HAIXIE +AIE = U&LICH A=55tH E2 5=
HIAIR|7F RSO 2 HiEHEL|C}

ConsumerE T 3sl= 71E 4|2 &2 512 2214 DefaultConsumerE AFESHE ZALICt CHS
oi A2t Z 0| DefaultConsumer ZHA|E basicConsume $£0| UEE MESIo{ T=E2 MM
U&LLCt.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
18
@ Note

autoAck = falseE X|HI}H 222 Consumerof HIZ & HIA|X|E &Ql&H ok stOd, oi| At 2
Ol handleDelivery MMEO|A =&t Jt& ZHHFLICE

2EHA|: 22 7ol yvM 7|et ol Z 2|70 247 254



Amazon MQ TR 7H0|E

oiZdchy| Al B2 7|9} o473 11 7|

= — -_= Ls

T

RabbitMQ EZ7{2t A4S Boo{H Ot Zo| M HZEE 25 F&LICH

channel.close();
conn.close();

(® Note
RabbitMQ Java 22}0|HE El0|EHEIE ArEste &0l CHEF REAISH L& 2 RabbitMQ
Java 2CI0|21E API 7I0|EE & ZSHMIL.

3EHA|: (MEH AFEH) AWS Lambda & 404 44

AWS Lambda = Amazon MQ E27{2| HIA|X|0of @135t AIEE = U&LICH HEF{E Lambdao|
oids = CHo|PolM HIAIXIE el1 &8 57/(42

2
dYSHE O|HE LA OHE2 HAIXKIE E270IM HIXIZ
H

3= 0
2|1 JSON ZHx

1. Lambda g+ A2 A0l CFS IAM Q& HEHS FIHELICH

» mq:DescribeBroker

» ec2:CreateNetworklnterface

» ec2:DeleteNetworkinterface

» ec2:DescribeNetworkinterfaces

» ec2:DescribeSecurityGroups

» ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

 logs:CreatelLogStream

 logs:PutLogEvents

» secretsmanager:GetSecretValue

3EFA: (MEH AFE) AWS Lambda & =0 ¢4 255


https://www.rabbitmq.com/api-guide.html
https://www.rabbitmq.com/api-guide.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
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@® Note
ZeFt IAM HEto| 1™ &7t Amazon MQ 2|42 BZEE ISR 22 = A
&uch

2. (MEH ALE) HEEZ| HAMA 7H5A0| gl HEHE MMEH A2 Ol & sLHE £#35104 Lambda
7t EHE27of Mt 2 5{= 5ot

« HEE| MHEUHTE 5tLES| NAT H|O|EQ0I& FEELICH RtAM[EH LHE 2 AWS Lambda 7He &}
SFLHMOM VPC 217 B = of QIE{! B MH[A HHA S HZEsHM L.

- VPC AIEZQIEE At83l04 Amazon Virtual Private Cloud(Amazon VPC)2t Lambda 72|
A g MMErLICH Amazon VPCE AWS Security Token Service (AWS STS) 2! Secrets
Manager IE ZQIE 0= Q4Z43Hok LIt RFAIEH LHE 2 AWS Lambda 7HE Xt OHLHA{ 0l A
Lambdadi| CHEF QIE{H[O|A VPC AIEXQIE F4 S HZ5IML.

3. AWS Management Console2 AF23t0{ Lambda & 01| CH&H E27E O|HIE AAZ FAIEFL
Ct. create-event-source-mapping AWS Command Line Interface B2 A& £ Q&
L|Ct.

4. EZ27H0|M LH[E HIAIXIE Lambda & 71 M2l ZEE &/dE
AME|= Lambda HO|ZEE= E27{0| AT o et C
MQ CH7|2d 2| Lambda H|O| 2 = 04| Af|L|C}.

LICt O|HIE AA OHE O
IELICt CF22 RabbitMQE Amazon

(® Note

of Mo M test= RabbitMQ CH7 Q| O0|&0|1 /= 7|2 714 SAEQ| O|EQILICH O
ARIE 22 [ O|HIE AAE test:: /0 HAIX|E LtdEtL|LCt.

"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{
"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"headers": {
"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

},
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I
"redelivered": false,
"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYnFMUXhENEUifQ=="
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Amazon MQZ Lambda0i ¢1Zsl= 2, Amazon MQ O|HIE A A0 CHSH LambdaZt X|&ste M
3l O|HE AA D& 270 CHE KHHI?_F LI 2 AWS Lambda 7HEF R} QLA 0| A Amazon MQO| A
Lambda AIE &2 & XFHM|L.

RabbitMQ& Amazon MQOI OAuth 2.0 215 4! Mt 2o A2

0| Xt& Mo A= Amazon CognitoE 2.
off CHBt OAuth 2.0 152 F/8dt= &S dEELIC

® Note

S2(H0|F) L B3 (L AF) 2T Amazon CognitoE AFE & &= & LICH.

/A Important

0| A}& A= Amazon Cognito0l| 2t & £|X|2t CHE ID MBS UA(IdP)E A8 & & Rl&LICh
XEMIEH LIS 2 OAuth 2.0 218 oA & & Z=5HAIL.

Ol Ho|x|2| LHE

« OAuth 2.0 2158 F435t7| {8t AI =H

+ AWS CLIE AF830{ Amazon Cognito2 OAuth 2.0 15 74
» Amazon CognitoE AF&8F OAuth 2.0 ! EH&= Q18 74

OAuth 2.0 2152 7 M6t7| Qt AP =7

AWS CDK AEH RabbitMQ& Amazon Cognito OAuth 2 Z2{1 912 HiZ 3504 O] Rk& Mol 2R
8t Amazon Cognito Z|AAE MAE 4 Ql&LICEH Amazon CognitoE =522 MHstE 42
RabbitMQ& Amazon MQ EZ 70| A OAuth 2.0 F435t7| T™of| S A =4S S F 5ok gLict.

Amazon Cognito& M5t 7| /8t At™ =7

« AMEX ZE& M504 Amazon Cognito HE=EZQIEE MAEHLICE 0|2 A 5t24™H Amazon Cognito
ol M OAuth 2.02 ALE5tE B: CHFBH OAuth 2.0 HEt 2 ojoi CHal YotE7|EtE MFel =22

£ AzstMl2.

« |7} Ho|El AL X} & read:all, write:all, configure:all 2! tag:administratoriA
rabbitmqZte ElAA MHHE MELICH 0|28 H2= RabbitMQ &t AZELICEH

OAuth 2.0 15 & Het 04 A S 258
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EIAA M Ao CHs XEAIEE LI 2 Amazon Cognito ZHEE RF FLHA 2| A XF Z(AWS
Management Console)0i| CHt 2[AA M HO|E HZESHAIR.

« CtS ofE2|7lo|d 2EI0[HUEE HGELICH

« Machine-to-Machine application R&9| Al
RabbitMQ AMQP Z2t0|1E0i| At 2EI0|ME
27 0| ZE0[HE L Mdof CHet REMIEH LHE

2 FZ5HMIR.

21704 22tolelE.
| 220l QILict. of
3 4 ZatolgiE A

Xt Z0i chEt of
Hok ot Tt Q
%

oF A
! Zcto|ME

' ox IlJ|I=I

« Single-page application R2| AAEXt Z0f CHEt o E 2|7 0| ZEL0|1E. RabbitMQ
el 2&0 AA8XHE 2a0lstE Ol A8 ElE HER! Z2t0[HEQLICt. CHE ™R A4 E
RabbitMQ& Amazon MQ E27{Q| A=EZQIEE HEE M URLE Z&5IE5F 0| o ZE(7 0]

M ZEto|HEE HOolo|EsHof g LICH RHAIEH LHE 2 Amazon Cognito 2& 2 ArE5t0 22|
230 MEg BEML.

Ct.

AWS CLIZ AF27310{ Amazon CognitoZ2 OAuth 2.0 215 74

CtZ &Ato A= Amazon CognitoE IdPE Al& 6101 RabbitMQE Amazon MQ E £ 7{0f Ci &t OAuth
2.0 2152 MH5te WS Ho{ELIC o] MXIoAH= AWS CLIE AIE3504 EREr BIAAE M5
CHS M™xto M E configurationID & Revision, <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>
ql <2591 ZH2 RI2| EAIRF 242 AX| Z2E2 2 HbHok g Lct.

1. CFS o x|+ ZH 0] create-configuration AWS CLI & AF2310 A 7S MLt

aws mq create-configuration \
--name "rabbitmg-oauth2-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#user-pool-settings-client-app-client-types
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#cognito-user-pools-app-idp-settings-console-create
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#cognito-user-pools-app-idp-settings-console-create
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.docker.com/engine/install/
https://docs.aws.amazon.com/cli/latest/reference/mq/create-configuration.html
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-oauth2-config on RabbitMQ

3.13",

"Revision": 1

1,

"Name": "rabbitmg-oauth2-config"
}

FEo{ o 2 A8 T = rabbitmqg.confZleE 7

rok

2. CI= Xt 20| OAuth2.02 215 2/ H
Muds MdELCt

auth_backends.1 = oauth2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool.

# If you used the AWS CDK stack to deploy Amazon Cognito, this is one of the stack
outputs.

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.IwksUri}
auth_oauth2.resource_server_id = rabbitmq

# Amazon Cognito does not include an audience field in access tokens
auth_oauth2.verify_aud = false

# Amazon Cognito does not allow * in its custom scopes. Use aliases to translate
between Amazon Cognito and RabbitMQ.

auth_oauth2.scope_prefix = rabbitmqg/

.alias = rabbitmq/read:all

.scope = rabbitmq/read:*/*

.alias = rabbitmqg/write:all

.scope = rabbitmq/write:*/*

.alias = rabbitmqg/configure:all

.scope = rabbitmq/configure:*/*

auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.

W N NN PP

# Allow OAuth 2.0 login for RabbitMQ management console
management.oauth_enabled = true
# FIXME: Update this value with the client ID of your public application client

OAuth 2.0 @15 2 M3t 2o AL 260



JHeER 7Hol=
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management.oauth_client_id
= ${RabbitMqOAuth2TestStack.ManagementConsoleAppClientId}
# FIXME: Update this value with the base JWKS URI (without /.well-known/jwks.json)

auth_oauth2.issuer = ${RabbitMqOAuth2TestStack.Issuer}
management.oauth_scopes = rabbitmg/tag:administrator

& 2lol e

0| A2 B{9| A2 AL 5104 Amazon Cognitodi] B1O|E! 9IS RabbitMQ = &
L|C}.
HHE AE3stod T4 2 AololEF LI

3. CI2 ofxQ Z 0] update-configuration AWS CLI B2
Ol BHM o Hxte| 1EHAHol CiEt SHoZ g2 M IDE FI7HELICE o & &0 c-

fa3390a5-7e01-4559-ae@c-eb15b38b22ca®lL|C|.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca>" \

--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O] BH2 L3 oK FAEE S

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-

a713-983e59f30e3d",
"2025-07-17T16:57:04.520931+00:00",

"Created":
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {

"Created": "2025-07-17T16:57:39.172000+00:00",

"Revision": 2

1,
"Name" :
"Warnings": []

"rabbitmg-oauth2-config",

4. O| Mxlo| 2Bt A0l A A A8H OAuth 2.0 T2 HEZF{E MAsHL|Ct o|Z A sled™ CHS of
X0l M2t ZH 0| create-broker AWS CLI B2 AF25IEH EL|Ct O] BJ0d| A 1EHA|2F 2EHA 9]
SHUM A2 24 1Dt 7HH HS E ZH 2z =g LICt 0d: c-fa3390a5-7e01-4559-ae0c-

eb15b38b22ca ! 2.

?

aws mqg create-broker \
--broker-name "rabbitmg-oauth2-broker" \

--engine-type "RABBITMQ" \
--engine-version "3.13" \
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--host-instance-type "mg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e01-4559-ae0dc-
ebl5b38b22ca>","Revision": <2>}' \

O| BE2 CFS ox|et RAFEH SE S BFEFEfLICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-oauth2-
broker:b-2alb5133-al@c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. CIS ofxQt Z 0l describe-broker AWS CLI WS ALE3lo EZ 70| AE|7}
CREATION_IN_PROGRESSO{A{ RUNNINGZ HEtE|=X| EQlgfL|Ct. o] H2dofM O] BEtAH o A
oM ¥ E27{ IDE =248}, 0d: b-2a1b5133-a10c-49d2-879b-8c176c34cf73.

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"

O

| HHE2 CI 2 oi|X|et RAte SE S HHEHELICH OIS 8Y 2 describe-broker B 0| Bt
she T 2ol oAl BMYLICH 0| SHE B2 MElg BE2E B3t Ol ABEE 15
M2 EoiELICE 0] B config_managed 1& T2 EE7{7} OAuth 2 215 YWHE AL
S LIERRLICE.
{
"AuthenticationStrategy": "config_managed",
"BrokerState'": "RUNNING",
}
OAuth2E A&3104 RabbitMQ 2| 2&0] 21015t2{H EE2H A =X CIEE 3T Amazon
Cognito & Z2t0|AUEN RE&F =Y URLE Z7tstof ELICH AtMIEH LI 2 ME Amazon

Cognito CDK AEH M3 o| 5EHA|IE HAFHA L.

6. LCtS perf-test.sh 23 EE AFE3510{ OAuth 2.0 215 & M3t £F0{E & QlgrLCt.

= - L=
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https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker.html
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls

Amazon MQ TR 7H0|E

0| bash A3 ZIEE Al275l04 RabbitMQE Amazon MQ EZ7{0f CH§t 212 E|AEEL|CE. O]
A3 ZIE= Amazon Cognito| A EZE 7HX{et 20| MoHE FHE[JA=X|
o2 FEE|H HE AT HAIX|IE AlAlstD AH|StHE A2 & = UELICH

ACCESS_REFUSED @&/ 7} st 22 7{0o]| CHEF CloudWatch 218 AF&35t0{ 4 MY EX|
HEE &= U&LICH Amazon MQ E2&0A E27{9| CloudWatch 21 &0 Ci$t 3 &

= UA&LIcH

fjo NM

ol 23 ElE0|ME CHS 22 MSsH ok gLict

« CLIENT_ID %! CLIENT_SECRET: Amazon Cognito 2&2| & 220|21E H|0|X|0of|A O|2{Et
7

ahe g+ UA&LCH

+ Cognito =HI2!: Amazon Cognito 2£ 0| &2
| Z

T A&LICH BT 0AM ZH QS MEEL
Ct. =Ml Ho|X[2| E|laA M MMM o] gf2

« Amazon MQ E27{ JIEZQIE: Amazon MQ 2&£9| &
Mol Ztg &g + U&sLICH

71 MF EE m o|x|oi = AZoi

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

CLIENT_ID=${RabbitMqOAuth2TestStack.AmgpAppClientId}

CLIENT_SECRET=${RabbitMqOAuth2TestStack.AmgpAppClientSecret}

# FIXME: Update this value with the domain of your Amazon Cognito user pool
RESPONSE=$(curl -X POST ${RabbitMqOAuth2TestStack.TokenEndpoint} \

-H "Content-Type: application/x-www-form-urlencoded" \

-d

"grant_type=client_credentials&client_id=${CLIENT_ID}&client_secret=${CLIENT_SECRET}&scope

configure:all rabbitmg/read:all rabbitmq/tag:administrator rabbitmq/write:all")

# Extract the access_token from the response.

# This token will be passed in the password field when connecting to the broker.
# Note that the username is left blank, the field is ignored by the plugin.
BROKER_PASSWORD=$(echo ${RESPONSE} | jgq -r '.access_token')
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# FIXME: Update this value with the endpoint of your broker. For

example, b-89424106-7e0e-4abe-8e98-8deddada7630.mq.us-east-1.0on.aws.
BROKER_DNS=<broker_dns>

CONNECTION_STRING=amqps://:${BROKER_PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1
CONSUMERS_COUNT=1
PRODUCER_RATE=1

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \
--flag persistent --rate $PRODUCER_RATE

OAuth 2.0 215 € AI83510d HZ7{E MMHE i CIS Q18 W & 5tLIE X|HE &= &L
« OAuth 2.0 M&: o| &4 HE Al23le{H EHZ27{E M35t
MAIL. O|™ Hxtol ME OAuth 2.0 215 dhtHOr AL S

« OAuth 2.0 & Et&= Q1E: o W E ALESloiH EE7HE M5t
grL|ct. 8 ChS MAFQF 20| auth_backends.2 = intern

rr
o ofn
e
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ol
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ol |-0||
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CHE ™RIOIME <ConfigurationId> & <Revision>If Z2 KIE| EAIRF 2t2 AKX 222 Y
OF gfLICt.

1. F ¢l

0l

YHE DF ALSSIAH COHS oflxet 2ol BE27 S gL

auth_backends.1 oauth?2
auth_backends.2 = internal

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
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auth_oauth2.resource_server_id = rabbitmq
auth_oauth2.verify_aud = false

auth_oauth2.scope_prefix = rabbitmq/
auth_oauth2.scope_aliases.l.alias = rabbitmqg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmqg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmq/configure:*/*

O] A2 e HEE ME3t0d Amazon Cognitod] HO|El #2|E RabbitMQ =& H 2|0l oiZ/ &
2. CHS oixet Zo| F 25 WHE 5 M8sts 2278 MdFLich

aws mg create-broker \
--broker-name "rabbitmg-oauth2-broker-with-internal-user" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \
--configuration '{"Id": "<ConfigurationId>",b"Revision": <Revision>}' \
--users '[{"Username":"<myUser>", "Password":"<myPasswordl1>"}]"

3. Amazon CognitoE At&35t04 OAuth 2.0 15 T4 MXtO| 5EHAH|QF 6THAO| dHEI CHE 227
HEjQ Q1T W MY F0| SR =X =elgct.

= O O AA -

0§ AtE

I

RabbitMQ& Amazon MQO1| CHEl IAM 215 &I Mt

2 Hitol ME RabbitMQ& Amazon MQ E27{0f| CHal AWS IAM 215 2 HEt 2048 &/-g35t6te
HE E0{ELICE IAME M358 = AL X= AWS IAM A4 ZEHE A& 35104 RabbitMQ 22| API

M| A ST AMQPE S5l 24 Z2% 4 &LICH IAM 215 0| RabbitMQE Amazon MQUIAM 5 55}
= ZAalof chet REMIEE L8 2 MM E F R 8tM|Rthe section called “IAM 215 2 HeF £09”.

« AWS RabbitMQ& Amazon MQ EE27HE A K8t AWS HHo| 22X At 4 5

« Ol EIX XA BHez FHE M FE(AWSCLI Z2EH = #E Hay AL8)
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« AWSCLI Mdx| & 4
« jq HHE JSON ZZ MM Hx|H

o curl HHEE =7 MXIH

E A83504 1AM 215 2 HEF 204 7244 AWS CLI

2w

.

HZ 7o 2R B8 Hy

export AWS_DEFAULT_REGION=<region>
export BROKER_ID=<broker-id>

2. OIRH2EJWT EZ &5t
AWS 7’doll CHall ofRHI2E ¢l X4 &Y w2 olMe & &3t

ISSUER_IDENTIFIER=$(aws iam enable-outbound-web-identity-federation --query

'IssuerIdentifier' --output text)

echo $ISSUER_IDENTIFIER

-0z A™e 1 Re Y2 At A'ER URLO| HAe 2 EA|IELICHhttps://

<id>.tokens.sts.global.api.aws.
3. IAM EH M 4

AR 5EEEE 7IMHE &= U

cat > policy.json << 'EOF'

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "VisualEditorQo",

"Effect": "Allow",
"Action": [
266
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"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"
1,

"Resource": "*"

CALLER_ARN=$(aws sts get-caller-identity --query Arn --output text)
cat > trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "$CALLER_ARN"
b
"Action": "sts:AssumeRole"
}
]
}
EOF

aws iam create-role --role-name RabbitMgAdminRole --assume-role-policy-document
file://trust-policy.json

aws iam put-role-policy --role-name RabbitMgAdminRole --policy-name
RabbitMgAdminRolePolicy --policy-document file://policy.json

>
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6. RabbitMQ OAuth2 A% 344

OAuth2 215 & Het £04 dHE AFE 50 RabbitMQ 78 IS S ELICH.

cat > rabbitmg.conf << EOF
auth_backends.1 = oauth2
auth_backends.2 = internal

auth_oauth2.jwks_url = ${ISSUER_IDENTIFIER}/.well-known/jwks.json
auth_oauth2.resource_server_id = rabbitmq
auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.additional_scopes_key sub

auth_oauth2.scope_aliases.l.alias = arn:aws:iam::$(aws sts get-caller-identity --

query Account --output text):role/RabbitMgAdminRole
auth_oauth2.scope_aliases.l.scope = rabbitmqg/tag:administrator rabbitmg/read:*/*
rabbitmqg/write:*/* rabbitmqg/configure:*/*

auth_oauth2.https.hostname_verification = wildcazrd

management.oauth_enabled = true
EOF

7. BEZ27{ 74 HH0|E

2270 A TAIS HBELICH

# Retrieve the configuration ID
CONFIG_ID=$(aws mq describe-broker --broker-id $BROKER_ID --query
'Configurations[@].Id' --output text)

# Create a new configuration revision
REVISION=$(aws mq update-configuration --configuration-id $CONFIG_ID --data "$(cat
rabbitmq.conf | base64 --wrap=0)" --query 'LatestRevision.Revision' --output text)

# Apply the configuration to the broker
aws mq update-broker --broker-id $BROKER_ID --configuration Id=$CONFIG_ID,Revision=
$REVISION

# Reboot the broker to apply changes
aws mq reboot-broker --broker-id $BROKER_ID

|u}
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Ctg HHAHZE TI-5H7| RUNNING Mofl E27 & Ef7t 2 SotZ W7FR| 7|CHRIL|CH
8. JWT EZ 7IX27]
IAM H& 2 +&st &l Kt 3T EES d&Lict
# Assume the RabbitMgAdminRole
ROLE_CREDS=$(aws sts assume-role --role-arn arn:aws:iam::$(aws sts get-caller-
identity --query Account --output text):role/RabbitMgAdminRole --role-session-name
rabbitmqg-session)
# Configure the session with temporary credentials
export AWS_ACCESS_KEY_ID=$(echo "$ROLE_CREDS" | jq -r '.Credentials.AccessKeyId')
export AWS_SECRET_ACCESS_KEY=$(echo "$ROLE_CREDS" | jq -r
'.Credentials.SecretAccessKey')
export AWS_SESSION_TOKEN=$(echo "$ROLE_CREDS" | jg -r '.Credentials.SessionToken')
# Obtain the web identity token
TOKEN_RESPONSE=$(aws sts get-web-identity-token \
--audience "rabbitmg" \
--signing-algorithm ES384 \
--duration-seconds 300 \
--tags Key=scope,Value="rabbitmqg/tag:administrator")
# Extract the token
TOKEN=$(echo "$TOKEN_RESPONSE" | jg -r '.WebIdentityToken')
9. RabbitMQ Z2| API0| A A
JWT EZ & AI&35104 RabbitMQ 2| API0]| HM[A T LICE.
BROKER_URL=<broker-id>.mq.<region>.on.aws
curl -u ":$TOKEN" \
-X GET https://${BROKER_URL}/api/overview \
-H "Content-Type: application/json"
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°:+o| MB35 1AM Q1E0| 2HH2 7| &S| HOIFLICH S5 ol JSON HAlo| HE 7 7)
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BROKER_DNS=<broker-endpoint>
CONNECTION_STRING=amqps://:${TOKEN}@${BROKER_DNS}:5671

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to 1 \
--producers 1 --consumers 1 \
--uri ${CONNECTION_STRING} \
--flag persistent --rate 1

ACCESS_REFUSED & 7| gt dstm 2 2 70| CH 8t CloudWatch 218 AFE35H04 718 MH EX|
HEE = A&LICH Amazon MQ 2£0|M 2 Z7{9| CloudWatch Logs 21 &0 CHEF &3
F (e}

RabbitMQE Amazon MQO{| LDAP 215 ! H&t 204 Al

O| AH& MoIMHEE A8 35104 RabbitMQE Amazon MQ E 2710 CHEt LDAP Q15 2! HEt 2042 74
She g g MYEEhL|C AWS Managed Microsoft AD.

o| Ho|x|e| LHE

- LDAP 215 3! Het 2048 57| |t A =

« AWS CLIE AF8735104 RabbitMQO| A LDAP 4

LDAP 215 & ‘Heh 504

Tot7| et A =2

r

RabbitMQ LDAP & && Amazon MQE CDK AEE HiE5t0{0| Rt& A0 ELEH AWS E[AAE M
Mgk £ laLlch AWS Amazon MQ RabbitMQ AWS Managed Microsoft AD

LDAP AL At 2! 1 & AWS Managed Microsoft AD, Network Load Balancer, 215 M
Zzg 6P04 et BE AWS E[AAE RSS2 YHELICH AR e 2(AA09

o4
i ——]
Mx| 22 1|7|X| READMEEZ & ZstM 2.
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/
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CDK £EiZ A8dtE Tl E|lAAE 322 HHst= E? RabbitMQE Amazon MQ E = 740f
LDAPE Td5t7| ol SS8F Q1= et7t QJUEX| & elgtLict

Amazon MQE MA5t7| QI8 AP =
AWS CLI 7 >=2.28.23: H2 7] M Zof AL2Xt O|ET A5 = MENX o2 F7IE 4 &Lt
AWS CLIE Al 23504 RabbitMQOi A LDAP 44

O| ™Al Mi= AWS CLIE ME5t0{ HRE 2|aAE MMetT e LICH ChE HAtdME
configurationID 2! 7§, <c-fa3390a5-7e@1-4559-ae@c-eb15b38b22ca>2t Z2 A2l EAIXF 2t
2 A 222 dhof <2>FLCt,

1. CFS o|X|QF 20| create-configuration AWS CLI S AF25tod | =S MAgLICH.

aws mq create-configuration \
--name "rabbitmg-ldap-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

O| FF2 O3 ollX|et RAEF SE & BrerEfLich

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",

"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-ldap-config on RabbitMQ
3.13",

"Revision": 1

I

"Name": "rabbitmg-ldap-config"

LDAP QIZ ol H$

rok
I
2
>
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2. CISoixet Zolete 78 IS Mdrabbitmg.confdtod LDAPE 215 2 Mt £o4 Yo
| =

I S =
2 AELCH "HESIo| 2 E K| EAIKF ZHE EAIEI${RabbitMgLdapTestStack. *})E HH
ZE AWS CDK AIM 274 ABH £33 £ = 0o|of 4 835t= et A 2t 2 HhELICtH

.|

auth_backends.1 = ldap

# LDAP authentication settings - For more information,
# see https://www.rabbitmq.com/docs/ldap#basic

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.

auth_ldap.servers.l = ${RabbitMglLdapTestStack.NlbDnsName}
auth_ldap.dn_lookup_bind.user_dn = ${RabbitMqgLdapTestStack.DnLookupUserDn}
auth_ldap.dn_lookup_base = ${RabbitMglLdapTestStack.DnLookupBase}
auth_ldap.dn_lookup_attribute = ${RabbitMgLdapTestStack.DnLookupAttribute}
auth_ldap.port = 636

auth_ldap.use_ssl = true

auth_ldap.ssl_options.verify = verify_peer

auth_ldap.log = network

AWS integration for secure credential retrieval

- see: https://github.com/amazon-mg/rabbitmg-aws

The aws plugin allows RabbitMQ to securely retrieve credentials and certificates
from AWS services.

# Replace the ${RabbitMglLdapTestStack.*} placeholders with actual ARN values

# from your deployed prerequisite CDK stack outputs.
aws.arns.auth_ldap.ssl_options.cacertfile = ${RabbitMglLdapTestStack.CaCertArn}
aws.arns.auth_ldap.dn_lookup_bind.password =
${RabbitMgLdapTestStack.DnLookupUserPasswordArn}

aws.arns.assume_role_arn = ${RabbitMgLdapTestStack.AmazonMgAssumeRoleArn}

# LDAP authorization queries - For more information,
# see: https://www.rabbitmq.com/docs/ldap#authorisation

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual group DN

# values from your deployed prerequisite CDK stack outputs

# Uses Active Directory groups created by the prerequisite CDK stack

auth_ldap.queries.tags = '''

[{administrator, {in_group,
"${RabbitMglLdapTestStack.RabbitMgAdministratorsGroupbDn}"}},
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{management, {in_group,
"${RabbitMglLdapTestStack.RabbitMgMonitoringUsersGroupDn}"}}]

# FIXME: This provides all authenticated users access to all vhosts
# - update to restrict access as required

auth_ldap.queries.vhost_access =
{constant, true}

# FIXME: This provides all authenticated users full access to all
# queues and exchanges - update to restrict access as required

auth_ldap.queries.resource_access =

{for, [ {permission, configure, {constant, true}},
{permission, write,
{for, [{resource, queue, {constant, true}},

{resource, exchange, {constant, true}}]1}},
{permission, read,
{for, [{resource, exchange, {constant, true}},
{resource, queue, {constant, true}}1}}

# FIXME: This provides all authenticated users access to all topics
# - update to restrict access as required
auth_ldap.queries.topic_access = ''"'
{for, [{permission, write, {constant, true}},

{permission, read, {constant, true}}

3. CI2 ofxQt Z0] update-configuration AWS CLI HHE AFE35l0d 2 MHE OIo|EE
LICt O] HZdoiA o] Hxto| 1EHA|of CHE SHoZE gt2 LM IDE FIHELICE o & E0] c-
fa3390a5-7e@1-4559-ae@c-eb15b38b22calL|LC}.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"
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Ol FF2 O35 oA RAEF SE &S BrerEfLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-ldap-config",
"Warnings": []

4. O Hzto| 2EtH|0| M 4445t LDAP T2 AtE5to] EEFHE Mg Lct o|E A st2d™ Ctg
O M2t Z 0] create-broker AWS CLI BEZ2 AFSELICH O] BHAM 1EAHQt 2B H ol &
HolM d2 79 D2t 7Y HEE 2hzh =gt LCt. of: c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca ! 2.

aws mqg create-broker \

--broker-name "rabbitmg-ldap-test-1" \

--engine-type "RABBITMQ" \

--engine-version "3.13" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

O| BE2 CF= oA|et RALE SE S BFEFELICH

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-ldap-
broker:b-2alb5133-al@c-49d2-879b-8c176c34cf73",
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"BrokerId": "b-2alb5133-al1@c-49d2-879b-8cl176c34cf73"

A EZ7{ 0|8 X|™ At

T4 CDK AZHol A MAEHIAM 82 H27) OB S 2 AIF =S MErEL
0l0| Y4 nt= K| SQIELICH TX| GO
P
=

o4
Ctrabbitmg-ldap-test. E27
IAM 23&rofl ARN 2212 2|3l g

5. CI= X2t 20| describe-broker AWS CLI Z232 RUNNINGAIR S04 22749 AEN7}
CREATION_IN_PROGRESSOIM 2 HeEtE|=X| = lgrL|Ct. o] E& oM o] EHA|e| ZAutof A
2 H27{IDE 238fL|C}. 0d: b-2a1b5133-a10c-49d2-879b-8c176c34cf73.

—

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10@0c-49d2-879b-8c176c34cf73>"

HtetefLICh ChS SE2 describe-broker 0| BHet
| SEH2 B2 JEit EEFHE ESst= Ol MEEIE 215
HoiEL|Ct O 7='—|— config_managed 9I5 ™22 E27{7} LDAP 215 &S AI2E
LK

= .

L|C}

mo A o o
— JUorr
mjo
III |
oot -

{

"AuthenticationStrategy": "config_managed",

.7

"BrokerState": "RUNNING",

= CDK 2Ei0| M MGt E|AE MERL & 5HLIE AFE5H04 RabbitMQ AMA HE

o
5]

# FIXME: Replace ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} \
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--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a user (should fail - console user only has monitoring permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \

-X PUT https://${BrokerConsoleURL}/api/users/testuser \

-H "Content-Type: application/json" \

-d '{"password":"testpass", "tags":"management"}'

F04 ALS

E

RabbitMQ& Amazon MQO{| HTTP ¢/& &! H

O] XtEMUIMHE /8 HTTP AHHE Al25}04 RabbitMQE Amazon MQ E27{0f CH8t HTTP /15 &
Ht HodE M= WS MEHSH O}

(@ Note
HTTP @15 £2{12I2 RabbitMQE Amazon MQ HHZ 4 O| &0 MBH AHEE £ JU&LICEH
RabbitMQ

O| I[O|X|2] LH&
« HTTP Q15 L HEt Ho{E F 57| I8t A =
« AWS CLIZ A}235}04 RabbitMQOIA HTTP 215 T4

HTTP 215 & #et 2048 FE5t7| 2l A =1

AWS RabbitMQ& Amazon MQ HTTP 215 S&E /8t CDK AEHE HIESH040| AF& A0l ZHe
AWS Z|AAE MM E £ Q&L

O CDK A2 HTTP Q15 MH, Q15 M & IAM HghS Z&stod HRP ZE AWS 2448 A2
2 dyLich Aol ¢ gt ElaAo A £52 17| X| READMEE & ZsHAMI2.
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/

Amazon MQ TR 7H0|E

AWS CLI 7 >=2.28.23: H2 7] M Zof AL2Xt O|ET A5 = MENX o2 F7IE 4 &Lt
AWS CLIZ A2 3504 RabbitMQOIA HTTP Q15 744

O| MxtollA= AWS CLIE At235t04 ZR 8t g|lAA
AlRF 2t AKX 2t 2 HFoF &LCt.

]
0z

Mot FMAeLCH CF2 ™A ME A2 £

1. CI2 olM|Qt Z0] create-configuration AWS CLI B S AF&35t0{ Aj S MMFrLIC.

aws mq create-configuration \
--name "rabbitmg-http-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",

"Description'": "Auto-generated default for rabbitmg-http-config on RabbitMQ
4.2",

"Revision": 1
.
"Name": "rabbitmg-http-config"
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2. st 2o &$H#HO 2 rabbitmq.conf AFESIL S 2t 74
EAMRZHE EAES${...})S HIZE AWS CDK AR
S

| AA| Zt2 2 "Lt

auth_backends.1 cache
auth_backends.?2 http
auth_cache.cached_backend = http

# HTTP authentication settings
# For more information, see https://github.com/rabbitmqg/rabbitmg-auth-backend-http

# FIXME: Replace the ${...} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.
auth_http.http_method = post

auth_http.user_path = ${HttpServerUserPath}
auth_http.vhost_path = ${HttpServerVhostPath}
auth_http.resource_path = ${HttpServerResourcePath}
auth_http.topic_path = ${HttpServerTopicPath}

# TLS/HTTPS configuration
auth_http.ssl_options.verify = verify_peer
auth_http.ssl_options.sni = test.amazonaws.com

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.auth_http.ssl_options.cacertfile = ${CaCertArn}

3. update-configuration AWS CLI BHEE ALE5t04 42 HOlO|EgLICH 3EHAH el 74 ID
E ArS .

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"
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Ol FF2 O35 oA RAEF SE &S BrerEfLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-http-config",
"Warnings": []

4. HTTP 8 A5t EEFHE MMELICH O™ BAHe| 4 ID2 7HE HE E AFSELICE

aws mqg create-broker \

--broker-name "rabbitmg-http-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

O| BE2 CFS oA|et RAE SE S BrEtEfLICH

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-http-
test-1:b-2a1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8cl176c34cf73"
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JHeER 7Hol=

5.

o]l Hajde I:I-% o x| 2|

[l
1>

describe-broker AWS CLI 232 RUNNINGAI 3504 EZ27{Q| AEH7}0i| A
CREATION_IN_PROGRESSZ & c|=X| &QlgL|Ct.

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"
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"AuthenticationStrategy": "config_managed",

7

"BrokerState": "RUNNING",

CDK AEHO| A MM E|AE AL XL T 5tLIE AFE510{ RabbitMQ HMA ZAS

# FIXME: Replace ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} with the actual

ARN from your deployed prerequisite CDK stack outputs

CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \
--secret-id ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} \
--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a vhost (should fail - console user only has management
permissions)
curl -u RabbitMqgConsoleUser:$CONSOLE_PASSWORD \
-X PUT https://${BrokerConsoleURL}/api/vhosts/test-vhost \
-H "Content-Type: application/json" \
-d '{}'
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RabbitMQ& Amazon MQO1| SSL RIS A CI15 A2

Ol RAt&MollMe= Zetolt! 215 7|#E A& 5H0{ RabbitMQE Amazon MQ E Z 740 CHEH SSL 215 A
l5g FHste WHsS eIt
(@ Note
SSL 215 A 15 £2{12!2 RabbitMQE Amazon MQ HZ 4 O| &0l AEH ALEE = &L
Ct. RabbitMQ

o| mlo|x[e| LIS

« SSL 2IBA RIS F 857 PIEF AP =

« AWS CLIE Al &3510{ RabbitMQOiA SSL Q1M 15 4

SSL 215M 218 A

—

fjo

A

rob

el
A

F7] 2

olr

T4

SSL Q1B M QB2 45 TLS(MTLS)E Ar&35t0{ X.509 Q1B ME ALE5t04 ECt0|HEE QIS ELICEH
AWS RabbitMQ& Amazon MQ mTLS S¢S /8t CDK AEHE HHE51040| RF& A0l E L8 AWS 2

AAS MXIE & QlAL|CH

|2, 22t0|ME 1B M U IAM S S ZE 5t LBt ZE AWS 2|42 E X}

(@ Note
CDK AE{E HHZ35}7| Fofl RABBITMQ_TEST_USER_NAME &4 H8 MMEtL|C) o] 2t
Z2l0|E QB Mol Ut O|E(CN)2Z A E|H A& M BHAIAM AL 5HE ALZ Kl 0|21}
x|SOk B LICE. o: export RABBITMQ_TEST_USER_NAME="myuser"
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-mtls-sample/
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Amazon MQE MMSH7| QI AAH =

L

AWS CLI ™ >=2.28.23: E27{ M4 F0f| ALX} 0|B T 43 & Meixoz Fyleh £ UaLct,
AWS CLIE A& 35t0{ RabbitMQO|A] SSL 15 M 21E T4

o| x"i|-0-||A-|E AWS CLIE A|-95|-0=| r:.lo%|- E|AA§ AH A4 o|-_|_ _—I.LA-ioI-L_||:|. [_-_|.° x'|7§|-0'||A‘|E
configurationID, Revision Z! <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>2t Z2 At2| E A
R Etg A e R HH"-|0|= <2>gfLCt,

1. CFS o|x|QF 20| create-configuration AWS CLI HEE AF25t0d A =S MAghLICH.

aws mq create-configuration \
--name "rabbitmg-ssl-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

O| BF2 O3 ollA|et RALEF SE & BrerEfich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-ebl1l5b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-ssl-config on RabbitMQ
4.2",

"Revision": 1
},

"Name": "rabbitmg-ssl-config"

2. CtZ odlXet 2ol 2te 74 MF 12 drabbitmq.confdtod SSL QIE A QIS5 2 AHS & LICH.
HEZSo| 2E KE| EAIRF ZH(Z2 EAIES${...})S HIZE AWS CDK AFH =74 AB &34
olof & Sst= lxEto| X gt = HiELID
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auth_mechanisms.l = EXTERNAL
ssl_cert_login_from = common_name

auth_backends.1 = internal

# Reject if no client cert
ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}

1I°I'

3. CI2 ofxQt 20| update-configuration AWS CLI HHE AFE35t0d 2 HE HIo|E
LICt O] HZ0IA o] Hxto| 1EHA|of| CHE SEHSE B2 14 IDE FIIELICE o & E0
fa3390a5-7e0@1-4559-ae@c-eb15b38b22caL|LC}.

_|_
0
1

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BE2 Ct2 oot RAE SE S BHEFELICH

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2

+
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"Name": "rabbitmg-ssl-config",
"Warnings": []

4. O| Hxto| 2EHH| 0] A48 SSL QIS M 215 M2 AI25t0d HE7HE MAehL|Cct o= A st
g4 CFS ol XIQF Z 0| create-broker AWS CLI B2 AFEFLICE O HZof| A 1EHA|2t 2
Aol SEHUM L2 74 1Dt 7HE HEE 22 =R LICEH 0d: c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca & 2.

aws mg create-broker \

--broker-name "rabbitmg-ssl-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]'

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-ssl-
test-1:b-2a1b5133-a10c-49d2-879b-8cl176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. CI=2 XN 20| describe-broker AWS CLI 232 RUNNINGAIE5t04 E=27{o| AE|7}
CREATION_IN_PROGRESSOIAM 2 HeEtE|=X| & lgrL|Ct o] H&E oM o EHA|e| ZAutof A A
2 H27{IDE ME&L|C}t 0 E £0{b-2a1b5133-a10c-49d2-879b-8c176c34cf73 L]
Ct.

aws mq describe-broker \
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--broker-id "<b-2alb5133-al0@c-49d2-879b-8c176c34cf73>"

O| BF2 O3 olN|e RAEF SE S BrEtELICH ChS 8E 2 describe-broker HEO| Hhet
S Tl B30l o BT, 0 SHE 271 Yeio} 218 D2sE o HBEE B
MEFg Ho{FLICH 0| B2 config_managed 2/5 ME2 HE7{7} SSL Q1M 215 HHE At
g8 S LIEtHLICH
{
"AuthenticationStrategy": "config_managed",
"BrokerState": "RUNNING",
}

6. LIS ssl.shA3REE A&Es0{SSL 215 M 2152 #elgLict

0| bash A3 E|EE AF25+0{ RabbitMQE Amazon MQ E 2 7{0i| CHEt A2 E|AEEfLIC}. 0]
AJEEE ZECI0|HE QISME Q50| AR5t 0| MOHZ FHEIUR=X| &QIEfLICH 83
Moz ME|H 2277 HIAIX|E HAISID AH|stE ZdE E £+ & LCH

ACCESS_REFUSED 27/ 7} g5t 22 740i| CH 8t CloudWatch 218 AI235lo{ 774 ™M EX
sag £ Q& LICH Amazon MQ 2£0{M EZ2 79| CloudWatch 21 1=0f CHEF I3 £

= A&LIcH

mo miu

ol A3 ZE0IME CHS %S MBsHok BrLict

« USERNAME: 22I0|1E 215 Mol Uit O|F(CN)LICt,
« CLIENT_KEYSTORE: 22}0|21E 7| AE 0 I} (PKCS12 &4))o| ZZQLICH E 4 CDK AEH
MEE A2 7|8 2= LICH$(pwd)/certs/client-keystore.pl2.
« KEYSTORE_PASSWORD: 2ZI0|QIE 7| AE0{9| & 5 |L|C}. El4= CDK AEAZ AIEFH E<2 7
2 &3 = uLCtchangeit.
« BROKER_DNS: Amazon MQ 2&2| E27{ MT Y& H|o[X|of /= HAZAo|Mo| S HE =
U&LICH

#! /bin/bash
set -e
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# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<client_cert_common_name>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--sasl-external \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

AMQP 2! 22| IEZQIE | mTLS At

o| A& MolME Z2tolt! @I 7|22 AF23510f AMQP 2210|1E ©478 2! RabbitMQ 22| 1E{H 0|
A0 CHall 43 TLS(MTLS)E #85ts WS JdHFLICH
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® Note

mTLSO|| CHEt Z2to|E! 215 7|2t AF2 2 RabbitMQE Amazon MQ H71 4 O| Ao AHEH Al 2&t
£ Q& LICH RabbitMQ

O| I[O|X|2] LY
« mTLSE 7 M357| Qe A =7
« AWS CLIE AF2735l04 RabbitMQO| A mTLS 744

mTLSE Tdst7| flet AP =2

2} o RabbitMQ mTLS &&f

AAE MEE £ LI

2|8t Amazon MQE CDK AEHE HYZ 5t040| RF& A0l 228 AWS 2|
WS Amazon MQ RabbitMQ

> Mo

O| CDK AEH2 QI& 7|2, ECI0|ME QIS M X IAM U S & 5to 2§t E% AWS Z|AAE R}

CDK AEBHZ AI25tE CHAl B AAE £502 MAHSE A2 RabbitMQE Amazon MQ EZ27{0{| M
mTLSE 7 A35t7| ™ol 888 =27t U=X| & elghL|ct.

Amazon MQE M™35H7| I8t AFH =7
AWS CLI HHZ >=2.28.23: H2 7] M Zof AL2Xl O|ET A5 = MENXO=Z FJIE 4 &Lt
AWS CLIZE Al23504 RabbitMQO| A mTLS 44

O| xto M= AWS CLIE At835to] LR et 2|AAE MMStT FEELICH OhE HAtME
conflguratlonID 2l 7§, <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>2t Z2 A2l EAIX}F gL
2 MA Zte 2 HhoF <2>FLct,

1. CtS odlAet 20| create-configuration AWS CLI H™H 2 AF8 5o M S Mgt

aws mq create-configuration \
--name "rabbitmg-mtls-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"
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Ol FF2 O35 oA RAEF SE &S BrerEfLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-mtls-config on RabbitMQ

4.2",
"Revision": 1
3,
"Name": "rabbitmg-mtls-config"
}

2. CISoXQt Zo| 2le 74 ot g MArabbitmg.confdlod AMQP & 2| dl=ZlEof Cit
mTLSE FHELICH RESIo| ZE KtE2| EAIXF ZH(E EAIES${...})S ZE AWS CDK At
THAE EH EE= Olof 48ste lZetel MA| gt 2 &Lt

_ L HA —

auth_backends.1 = internal

# TLS configuration

ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true
management.ssl.verify = verify_peer

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}
aws.arns.management.ssl.cacertfile = ${CaCertArn}
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3. CI= ofxQt 20| update-configuration AWS CLI HHE AFE35l0d 2 MHE OIo|EE
LICt O] HHolA o] Hxto| 1EHA|of CHE SEHoZE gt2 LM IDE F7HELICE o & E0] c-
fa3390a5-7e0@1-4559-ae@c-eb15b38b22calL|LC}.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BF2 O3 ollX|et RAEF SE &S BrerefLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-mtls-config",
"Warnings": []

4. O| Mx}o| 2EHH0IA MAIEt mTLS Ao 2 HZF{E MAELIC}H O|Z A sted™ CF2 oMot 2
O| create-broker AWS CLI HHEE AIE & LICH O] BE|M 1EAH|QF 2EHA || SE A (2
M D W HEE ZH2E l2dstL|Ct of: c-fa3390a5-7e0@1-4559-ae@c-ebl15b38b22ca

al 2.

aws mqg create-broker \
--broker-name "rabbitmg-mtls-test-1" \
--engine-type "RABBITMQ" \
--engine-version "4.2" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "SINGLE_INSTANCE" \
--logs '{"General": true}' \
--publicly-accessible \

AMQP 2! 22| A= ZQIE 0] mTLS AF2 289



Amazon MQ FHEE R}

7t0|E

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
253"\

--users '[{"Username":"testuser", "Password":"testpassword"}]'

O| BHE2 CFS ox|et RAFE SE S BFEFEfLICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-mtls-
test-1:b-2a1b5133-a10c-49d2-879b-8cl176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. LCI2 oAt 20| describe-broker AWS CLI 232 RUNNINGAI2 504 E 2 74{9| AE|7}

CREATION_IN_PROGRESSOIAM 2 HeEtE|=X| & lgrL|Ct o] E&oM o] EHA|e| ZAutof A

o

Ct.

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8cl176c34cf73>"

e H27{IDE NI LICt 0dE £0{b-2a1b5133-a10c-49d2-879b-8c176c34cf73 L]

O| BH2 ChZ oMt FAtet SE S BtetefLIC CHS 8H 2 describe-broker HZ0| Bt
st SR S0l oF Al EYLICH
{
"AuthenticationStrategy": "simple",
"BrokerState": "RUNNING",
}

6. CIS ATEEE AIE30d mtls.sh mTLS I5& &lgfL|Ct.
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0| bash A3 ZIEE Al275l04 RabbitMQE Amazon MQ EZ7{0f CH§t 212 E|AEEL|CE. O]
AR EE= ZCI0|0E QISME AIE35I04 HA4Ag Q155D 10| M2 2 HEIR=K| &elFE

Lich, 48502 TAEIM S22} HAIKIE HAISHD AHsHs 28 & 4 s,

ACCESS_REFUSED @&/ 7} st 22 7{0o]| CHEF CloudWatch 218 AF&35t0{ 4 MY EX|
sase £ Q& LICH Amazon MQ 2£0{M EZ 79| CloudWatch 21 1=0f CHEF &I3 £

= UA&LIcH

At
=

o M

ol 23 ElE0|ME CHS 22 MSsH ok gLict

« USERNAME Z! PASSWORD: EZ7{Z 48t RabbitMQ AFE X} AtZ4 SHQLICEH

« CLIENT_KEYSTORE: 22}0|E 7| AE0{ I} Y(PKCS12 HA|)o| ZEILICH T+ CDK AHEH
S AN88 B 7|8 2= YLIchs(pwd)/certs/client-keystore.pl?2.

« KEYSTORE_PASSWORD: ECI0|HE 7| AE0{9| &S QL|CI E4 CDK AEHE A8t EA=2 7|
2 g5 = YLCtchangeit.

+ BROKER_DNS: Amazon MQ 2£ 2| EE7{ M¥ HE H0|X|0of U= HAZ|HO| 2 3t =

A&LICH.

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<testuser>

PASSWORD=<testpassword>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${USERNAME} : ${PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \
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-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-cert-%d'
$QUEUES_COUNT \

--queue-pattern-from 1 --queue-pattern-to

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \
--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \
--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

JMS o Z2|7i|o|sd AZ

i AHAKLRF RabbitMQ CHZ [l AM HIA[K]

d5t= YHE EoiELICH HAIXIE
£ %2 AHIXE ddsts dHE otgLct
AlZ5t7] 7ol Maven Z2ME of 2 F RabbitMQ JMS S&EE FI7HELICH
JMS 1.1 X 2.02| B
<dependencies>
<dependency>

<groupId>com.rabbitmq.jms</groupId>

<artifactId>rabbitmqg-jms</artifactId>
<version>2.12.0</version>
</dependency>

</dependencies>
JMS 3.19| <
<dependencies>

<dependency>

<groupId>com.rabbitmq.jms</groupId>

<artifactId>rabbitmqg-jms</artifactId>
<version>3.5.0</version>
</dependency>
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</dependencies>

AH
o

>

PN

ChE ZE oMo M= JMSE AFE 5104 RabbitMQ CHZ[Fof &= WS Eo{ELICH.

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", "guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", '"guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

connection = factory.createConnection();
connection.start();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination(queueName, true, false);
// Send the message to the queue

MessageProducer producer = session.createProducer(destination);
producer.setDeliveryMode(DeliveryMode.PERSISTENT);

String msg_content = "Hello World!!";

TextMessage textMessage = session.createTextMessage(msg_content);

producer.send(textMessage);

System.out.printf("Published to AMQP queue '%s': %s'", queueName, msg_content);
AH|AF M
CHE ZE Aol MHE JIMSE AF2310{ RabbitMQ CH7 |F0AM el WS EoiELIC.

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;
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// Setting the connection factory
RMQConnectionFactory factory = new RMQConnectionFactory();

factory.
factory.
factory.
factory.
factory.
factory.

setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
setPort(Integer.parselnt(envProps.getProperty("RABBITMQ_PORT", "5672")));
setUsername(envProps.getProperty("RABBITMQ_USERNAME", '"guest"));
setPassword(envProps.getProperty("RABBITMQ_PASSWORD", "guest"));
setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
useSslProtocol();

// Establish the connection and session

jakarta.jms.Connection connection = factory.createConnection();
String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination();
destination.setDestinationName(queueName);
destination.setAmqgp(true);
destination.setAmgpQueueName(queueName);

// Initialize consumer
MessageConsumer consumer = session.createConsumer(destination);
consumer.setMessagelistener(message -> {

try

{

if (message instanceof TextMessage) {
TextMessage textMessage = (TextMessage) message;
System.out.printf("Message: %s%n", textMessage.getText());
} else if (message instanceof BytesMessage) {
BytesMessage bytesMessage = (BytesMessage) message;
byte[] bytes = new byte[(int) bytesMessage.getBodyLength()];
bytesMessage.readBytes(bytes);
String content = new String(bytes);
System.out.printf("Message: %s%n", content);
} else {
System.out.printf("Message: [%s]%n", message.getClass().getSimpleName());
}

} catch (JMSException e) {

1)

System.err.printf("Error processing message: %s%n", e.getMessage());

connection.start();
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Amazon MQ2| & oF

E =29oFAWS Of £|@M =2{LICH AWS 22
St 5 #5E ololH M & HESRZ ot7|H& el o]

Hot2 AWS 9 AL A} 7t BS MlelLich B5 Aol DS 0] AFYS SEtecol ot U B2t
-

L Eeto = MEFLICEH

Zct*E Eob- AWS £ AWS 22 E0M AWS MHIAE A-stE QIZetE 258 Mol &
LICH AWS SEBHE QHESHH| AHSE 4 ol MHIAE RIS ELICH EFAL ZARHE AWS A Z4 =
Eo esloz HOlo| STHE XMY|XMOZ E|AESHD &QlshL =

£ Z2 o0l st AAE ISR TH B4 Z2 08 ANS MBS B9l Ll MHIATE £4 T2

« 2EHREO| HOot - ALEXte| M2 A StE AWS MH|A0 2t Z-EELICH E8F Fote FHAS
ClO|E BIZ T, TIAtel 27 ALY, &3 HE A 7 EE HIXE 7/ 240 CHsiAM T o] A&L
Ct.

0| MBEM= Amazon MQE A8 E M 28 MY ZHEE MEst= WS olsst= ol TS0l Fulot
S ZHoIME ot 3l F& £ 280 %7 Amazon MQE TAIsHs W2 HoiSLct. £3
Amazon MQ E|l&AE ZLIERSHT E55t= Ol 20| £l= CHE AWS MHIAE M85t YIS

ot LICH.

S|
« Amazon MQQ| H|O|E{ E&

« Amazon MQZ2| Identity and Access Management
« Amazon MQO|| CHst #7& & =Ql

« Amazon MQ2| = &4

« Amazon MQ2| P12} H ot

« Amazon MQO{| CHst EoF B8 Abg|

AWS 85 22l 29 Amazon MQe] CIOIE} 20 NS EILIC. o] 2do] U i AWS £ 2€
Al 1 H38 #olo| olaLIct AWS B9 E. AL RHE 0] QlZ 2t S AT
Zexol CiEt SX| HEhe K1 Mlo| Y&LICH AL HE AWS AHIA of Hot TAdT} g2 B
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£ 0| THEH T ALSRHOI7 RL&LICH GIOJE ZatoluAloll B3 AHMEH LIS 2 Hl0JEf Zato|u
A FAQE RZE3HMR. REO GlOJE] & 20f CHet REAIEH LIS S AWS 2ot 2210/ AWS B5 22
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N
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o

clolel 25 E 26 &t H 3351 AWS A AWS IAM Identity Center EE = AWS Identity and
Access Management (IAM) 2 W AFXHE HHStE W0l E&LICH O[F AH| 5tEd 7HE At
EXtof|H xtilo| 2R E SAS| o|dst= ol 28 ettt RoigLct =8 Ol 22 Yo 2 o
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OlEHH& E33t= W0l &
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« Zt A™o| CtE QIS (MFA)S AFSEHLICE.
« SSL/TLSE AF&3t04 AWS B|AAL SAIFLICH TLS 1.2 E<0|H TLS 1.32 HEELICH

AZstL|Ct AWS CloudTrail. CloudTrail £X12 A2 3504
Bt LI AWS CloudTrail At MEM2| CloudTrail £

S A2
- Lol 2E 72 £ Moiet & AwS 2 =3t

SEM2 AFRELICH AWS MH|A.
=

P
=
« Amazon S30{ K& El B1Zt 8t Cl[O|E{ & AMSIT E5 5= Ol 20| &l= Amazon Macie?t Z2 1

= 2218 2o MH|AE AFSELICH
- HE OIE{ W 0|A EE= APIE AWS S5Hol| HAM|AE I FIPS 140-3 A5 ¢35 ZEO0| EHest 4
P FIPSA=ZIEE ASELICE A8 7H5E FIPS A= ZQIE0f CHE REMIE LI 2 2 HE
=

M2l EE(FIPS) 140-32 HZE35HAMI2.

DZHo| O|H|Y FAL L2 7Y MEL S8 MEE EfOLl 0|8 ZEQ Z2 Al HAHAE I
cof 245t x| b= 2ol E&LICE 047]|0l= Amazon MQ EEE= 7|EF AWS AMH|A 0l & AWS

CLI, APl EE= AWS SDKsE& At&73t0{ 2Idst= 47t Z&ELCE O|§ol A&l ElO E= At
HAEAE Zoof 3stE 2E CIOIEE HF £ TE 230 AASE £ UaLch Q8 Mo

URLE RIZE 0 s Afeioll CHEt 2348 HB 57| 918 2 LS URLO ZarafAfs o ELick

Amazon MQ for ActiveMQ&t Amazon MQ for RabbitMQ E£7H&2| A HE7H H 2& E&=
Amazon MQ APIE S35l 2|AAE MME [ 2E27{ 0|§0|Lt AL XL O|F 0l 7HO! Al MHE(PII) &£
= 7Bt 7| HE E= RIZE HEE ALESHK| OHAA |2 EE7] 0|3 AL& X} 0| &2 CloudWatch
LogsE EZ& 3t CHE AWS AMH|AOM HMAE = JU&LICH EEF AHEXL O|F2 70! Ci| oLt &l
Z &t clo|E{of| At&3st7| @8t Zdo| ob Lt
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Amazon MQO]| HZEHEl A2 X} IOIE s & Al &S SHEILICE. Amazon MQ $ & Al &5 5= AWS
=

Key Management Service (KMS)0ll ME El ¢t =3l 7|2 Cl|0|E{E &5 3t5t0 &4 E Eot2 NMBEhL
Ct. Ol MH|AE At83tH S5R3t EIIOIEi Heot f#HE 2P R U EHMHE 2 = U&UHOD £ F
AN ASSE ABSHH LSS Y &4 U X F AHE 0| ER 8t 2otof piZist ofZ 2|7 |0|ME
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Amazon MQE & SEHO|HLI ME 2 HAIXIE ¢53 7|2 253515104 ot H5HA 22| & HEE
LICk KEAIBH LI 2 AWS Encryption SDK 7HEF X} SHLHME &R FHAIL.

ME Al g 53t

Amazon MQE AWS Key Management Service (KMS)2 S&tz|o £t M & ¢S 3IE MISEHL
Ct. Amazon MQE | % Al CIO|E{E &4 &38|t

ActiveMQ& Amazon MQ E£7{ &£ &= RabbitMQ& Amazon MQ E27HE M/ E M Amazon MQ
AWS KMS key 7t X% O|O|E{E = 35t6t= Ol ASEE XIHEY = U&LICH KMS 7|18 XIH5HX| &
S ™ Amazon MQE AFEALE CHAISH0{ AWS AR KMS 7|18 M5t D AF&EHLICH Amazon MQE 3
A CHE KMS 7|2 X|4EfL|ch KMS 7]of CHt REAMISH LI 2 AWS KMS keys B2 &I X 5HAI2.

o

HZ27{E MME [ CtS & 5tLIE MEISH0d Amazon MQ7 €53 7|2 AISE 52 714
&L|Ct

et
1
g

« Amazon MQ &% KMS 7|(Amazon MQ owned KMS key)(Z|£4%}) - Ol 7|= Amazon MQ7} A5 5t
T #elstH AFEAE AHI'Hod|l & Lt

« AWS ZZ|E KMS 7| - AWS 22|38 KMS Z|(aws/mq)E Amazon MQO|A AL AHE CHAISHO] A4,
| Y A8 StE AEel KMS 7| Lt
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mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
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arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.
"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EBS Her ool Ciet o|HIET} otLt E AIELICE

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"constraints": {
"encryptionContextSubset": {

"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"

}I
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"responseElements": {

"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

RabbitMQ& KMS 7|E Al835t0{ 20{AE HHEZE M5 5712| CreateGrant O|HE 7} AWS
CloudTrailol ZEZE "Ag 8 &= UELICE M 5 7HX| O|HE = Amazon MQO]| CHSF HEHE ME5te
O|HIEQIL|C Ct=2 M| 7 X| O|HIE = EBS7} EBSOIA A28 HEH2 AMAdst= O|HIEQIL|CE.

CreateGrant AWS CloudTrail 211 &5: 20{AE HjxZ

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d4l1lc4abe2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

.
"responseElements": {

"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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EBS grant creation

EBS et ol Ciet o|HIET} 371 E A[ELICH

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBrokex",
"mq:RebootBrokexr",
"mq:DeleteTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/environment": "production"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

Amazon MQ XL 7Hol=
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JSON
{
"Version":"2012-10-17",
"Statement": [{
"Action": [
'mq:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelInternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"
1,
"Effect": "Allow",
"Resource": "*"
1A
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"
}
}
H
}
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://www.rabbitmq.com/docs/access-control
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQServiceRolePolicy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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:vpc-endpoint 2|A&A0 CHEF ec2:CreateVpcEndpoint.

2
2

:vpc BlAA| CiE ec2:DescribeVpcEndpoints.

2
2

: subnet 2|AA0] CHEF ec2:DescribeVpcEndpoints.

2
2

:vpc-endpoint 2|AA0| CHE ec2:CreateTags.

2
104

: log-group 2|&A0] CHEt logs:PutLogEvents.

2
2

: log-group 2lA&A0] CHEF 1logs:DescribelogStreams.

2
2

: log-group 2|&A0] CHEt 1logs:DescribelogGroups.

2
2

: log-group 2|AA0| CHEF CreatelLogStream.

2
2

: log-group 2l&A0] CHEF CreateLogGroup.

RabbitMQ& Amazon MQ EZ7{E & I} AmazonMQServiceRolePolicy T3t H2E A5
01 Amazon MQ7} AtE At CHAI CHE 2fd 2 s=dE = AU &LCh.
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« 23 38 M35t Amazon CloudWatch Logsoll E27{ 238 H A& L|Ct
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
}I
{

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resourxce": [
"arn:aws:ec2:*:*:vpc-endpoint/*"
]I
"Condition": {
"StringEquals": {
"aws :RequestTag/AMQManaged": "txue"
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"Effect": "Allow",
"Action": [

"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreatelLogGroup"

]I

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
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us-east-2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Amazon MQ A}Z3 S 4l Qi A|

ChE HE & ALE5H01 Amazon MQ R IAM2 2 e [ &g + Q= itHel EXME TlEstn
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=

« jam:PassRoleg &35l & QIS E|X| &S
A

« LHAWS A 2|F 2| AHE 0| L Amazon MQ E|AA0| HMASHES HE5tD HE&LICH

0| iCh= AWS Management Console HIA|X|7} Z A|Z|TH £HE2|Xtol| A 225t
gbofof ghL|CH EElRtE 2301 2o Q158 HEE NI 8 AR ILICH.

CtZ olX| 2/ = mateojackson AF&XI7t E2&2 AL&35H04 ##0] CHEN ME HEE E241 ot X|ot
mq:GetWidget TEH0| Qe A0l &4 ghLCt.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget
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O| B2, Mateo= my-example-widget QS AL&350i mq:GetWidget E|lAA0]| HBMASES &
Edts YA 2 Yolo|Estetn 2hE|RtoA 2 -7 LI

iam:PassRole2 &35l & QS E|X| A

iam:PassRole XS +&E + U= Wet0| gictes 277 =& E/H Amazon MQOY| g MEE
T ULF YA E Ao|o|EsHok g LIC
7|E g E g A

US AWS AHI2 Of A A MHIA A EE AMHIA 97 98 s CfAl
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

k=2

O] B2, Mary7t iam:PassRoleX UE TlE = UL F Mary2| HHZ YO|0|E5HOF LTt
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#WorkingWithSecurityGroups
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://console.aws.amazon.com/cloudwatch/
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2. EM Fo|M [Metrics]E MEEFLICY.
3. AmazonMQ X|E UHYADO|AE MEHSHL|CE.
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» Topic Metrics by Broker
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« AWS Management Console - Amazon MQ £ £ 0|55t0{ EE27{o| ME HE H|0|X|E ¥ A4
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« AWS CLI - describe-broker &2 Al2&tL|Ct.
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aws mq describe-broker --broker-id <broker-id>
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global:

scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-aws-cluster'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics'
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
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'<broker-prometheus-endpoint>:16003"

S 742 SHEE7 74 240 O3 ASHOI 2AMS QIs) £7t MR X|E HYE|E 2320|
3ot
global:

scrape_interval: 60s

scrape_configs:

- job_name: 'rabbitmg-connection-churn'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['connection_churn_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-ra'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['ra_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-queue'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
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params:
family: ['queue_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
job_name: 'rabbitmg-exchange'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['exchange_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
job_name: 'rabbitmqg-connection'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
job_name: 'rabbitmg-channel'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['channel_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
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- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange-count'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['exchange_names']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"

ActiveMQE& Amazon MQ EZ2740{| Al 7} 8 CloudWatch X|E

ActiveMQE Amazon MQ X|E

XE CHe =ES

AmgpMaximumConnect IH= AMQPE At835t0{ EZ7{0]

ions HAZg = U= =i ZEHo|A
E Ut AZ g ol o

&t XFMIEH LI 2 Quotas in

Amazon MQ AME EF = 5HAl
(@]

L.

BurstBalance % *ME|Fo| £ MstE H27{9]
HAIX| CIO|EHE & Xlst= O
MEE|= Amazon EBS E£0]
ot 9l HAE FB|% HIg
QILICH o] W HA L 0o =EF
StT HHAE WAL CHA| &Y
L& 77+ X| Amazon EBS &
E0lM MIst= I0PS7H Z A
&FL|Ct. Amazon EBSOi| A B
AE WHA 25 ghAlof CHE

ActiveMQ X| & 344



Amazon MQ

JHeER 7Hol=

XE

CpuCreditBalance

CpuUtilization

CurrentConnections
Count

CHO

%

= (vCPU-&)

/A Important
O| K| E=mqg.t2.mic
ro HEZ7| QIAEA
F ol CHaA2F AL
g o+ A&Lich
CPU ZEIR X|E
Ztzdo 2ot A|.9_%E

2
- A&LIcH

2
rn

@)
g ~for

[>
n rm
4 1
H -
C A
1
rok

iy

L An
i
ok >
[u
i
»a
=

4 ro
"
0

=

U
i
|>

rir
o lrQ

==

ol

rir

oy 9
40 K_#
> g I
o @ —
e

A > AR R >
[

o M o [>
oy 2
r B z:lﬁ s
0 X g
mn -

22

04| A x1|7-|5l|,||:+ HEH
HA|= ZICH =7t QU

c [
>

M=

L EE S I

T o> >0 g > W

HZ27{7} X ArE5t= &4
El Amazon EC2 AHE %
(ECU)2Q| H|g lL|C}.

FAd 0474
O —-=

= H Bz 79| #x|

utok

LICt o] et=ofl ==& s M

ActiveMQ& Amazon MQ X|E

345


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit

Amazon MQ JHeER 7Hol=

Sk EH| AE

EstablishedConnect = HZ 70| dHElo{ Qe &

ionsCount ol H|gM AEfo| & ¢4 =2
LIC}.

HeapUsage % HE7H7} AR A St=
ActiveMQ JVM HI22| A &to]
H|E L|C}.

InactiveDurableTop H= HIE A AEQl P X0l F=H|

icSubscribersCount 7t Rtel #~(Z|cH 2000) L
Ct

JobSchedulerStoreP % X AFEE AE0{0f AFE

ercentUsage k= ClA3 7t HE g
LI|C}.

JournalFilesForFas 7H= 2 FE F ANYEE X4 ot

tRecovery U L.

JournalFilesForFul M= EATE ZE F ANMUE X4

1Recovery mbd =L |ct

MgttMaximumConnect M= MQTTE A2 35104 EZ2 70

ions o474st £ ol= x|c 2 +0|9d
E £QlL|ct. A4 g=EFof Cf
& XFMIEF LI 2 Quotas in
Amazon MQ AME & ZE A
.

NetworkConnectorCo = NetworkConnectorE A+ 604

nnectionCount HZ27 HEX3 | HZ 70
1AEl = £=QlL|C}.

NetworkIn HIO|E BEZ7o| A EfE 25

LICtH

ActiveMQ& Amazon MQ X|E

346



Amazon MQ JHEER}E 710l =

XE che ME

NetworkOut HIO|E HEZ7{0| HtAl ERfTl 22 9]
L|Ct.

OpenTransactionCount 7= TId 501 & ETAM =L
Ct.

OpenwireMaximumCon Ih== OpenWireE AtE35l0{ EZ 7

nections of AZe = = zIc EEtol
1E £QlL|Ct. o143 eehEko
CHEF RtAMEH LH8 = Quotas in
Amazon MQ MIME E ZE5HA|
2.

StompMaximumConnec 7h== STOMPE At&35t0{ EE2 740

tions HZge = U= %I E2toled
E #=QLct. AZd gZ o o
8t XtMIE LHE 2 Quotas in
Amazon MQ MlME &= 5HA|
2.

StorePercentUsage % AEE|X| M EHol| A AFE E! H
Z¢elLct. o] HIZ0| 10001 =
=StH 22747t HAIXIE A
o

TempPercentUsage % HIGE T HA[X|of| AFE El= Al
8 7tst LAl AEE[X|Q| W
22 LICH.

TotalConsumerCount 7H== s E274o| CHefof| 53
HAIX] AH|RF 2= IL[C.

TotalMessageCount 7h== 22 7{0] XZE M AIX] ==

TotalProducerCount 7h== s EE27{of CHafof &5t

E HIAIX] EERE LT

ActiveMQ& Amazon MQ X|E

347



JHeER 7Hol=

= AN
Amazon EBS EE&0{A ==

17| Bted =lLct.

aHE|

—_

Amazon MQ
= EoiM +8

XE
M=
Amazon EBS
M| 2] s=lL|Ct

VolumeReadOps
5tod EE 7

W=
WebSocket2 Al
= Z|CH E2}0|

7=
of 94Zds & Q=
oiE 20l |C}. o4 &ehakFof|
CHEF AFAIEH LHE 2 Quotas in
= SHA

WsMaximumConnections
Amazon MQ MME & X

VolumeWriteOps

(@]
a1

_?_I__l

nx
02

ActiveMQ E 274 X|E &}
HZ7{o| o|&§&lLICt

.=.EIIAP._ 1<
Ntz 227

flo{@l -1 & -2

.°=!I—IEP.

F=H) x| &

Ho

g 7t

ActiveMQ CH&H(CH7 | &
E7} T3 =

/A Important
CtZ X|EO0|= CloudwWatch £3 7|zZHof CiEt &

* EnqueueCount
* ExpiredCount

4 gl =x|) x| &

348

ActiveMQ CH&H(CH7 [



Amazon MQ TR 7H0|E

* DequeueCount
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 CreateConfiguration

* DeleteBroker

 DeleteUser

* RebootBroker

* UpdateBroker

® Note
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/A Important
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* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

* DescribeUser
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"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMqConsole"
1,
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
1,
{
"username": "MyUsername456",
"password": "x**",
"groups": [
"admins"
]
}

Amazon MQ 21 I} &= o 365
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1,

"creatorRequestId": "1",

"publiclyAccessible": true,

"securityGroups": [
"sg-alb234cd"

1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

1,
"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mqg:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"
1,
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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/aws/amazonmqg/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit
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LHoll 170 EE= 27| 2T AEBIE dEELICH 20 AER9 A2 et Z &Lt

activemq-b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.10g
activemq-b-1234a5b6-78cd-901e-2fgh-3145j6k17819-2.10g
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= A8 Kol AH logs:CreatelLogGroup HEHO| QU

/A Important
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
(® Note
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
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« PutLogEvents - X|'"4El CloudWatch Logs 21 AEZl0j| O|HEE ™ME &Lt

CHS 2laA 7|8 HAM2 logs:CreateLogStream & logs:PutLogEventsOl CHEt HEtE 204
L|Ct AWS.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service":
"mq.amazonaws.com" },
"Action": [ "logs:CreateLogStream",
"logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
of 2l&A 7[eh Y2 Chg BHE AWS CLI Z 0|8 AFE35t04 Fedshok g LICt O] oMM us-
east-12 A& At I1Ro| HEZE HiELICEH

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

(® Note

Ol Mo M= /aws/amazonmg/ HFALE AL617| R0 2IXEE AWS H&E 3 e4ot
2laA 7|8 HA g 745K ok ghLlct.
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® Note

E M XA HEHAE F|1E B5F A3t= A2 aws:SourceAccount Zfot
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LIC}.
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": "mq.amazonaws.com"

},

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/

amazonmq/*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",

"aws:SourceArn": "arn:aws:mq:us-
west-1:123456789012:broker:my-broker:123456789012"
}
}
}
]
}
LSk Ch2 O 20| AH el 2 E 22 7{oi CHSF CloudWatch Logs HMAE M BHEIES ElAA 7|8 ™
Mg M 4 st
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
""mq.amazonaws.com"
]
}I
"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:mq:*:123456789012:broker:*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"

it MHlA 2SE o2l YK 371



Amazon MQ

JHeER 7Hol=

ESE OiElxt 2ok 2ol 2t REMIEF LIS M8 HBAMe ESE

A< wekM = CloudWatch Logs7t 04| &8t C
Mol Zxlol et 7HR E MSstD siZE YHE de{SLIch.

1 =

CloudWatcholl 21 2£20| EA|E|X] @

Amazon MQ AFEXHO|A| CreatelLogGroup TS F7Istn H2HE MEELICE 0| Sl

Amazon MQ7t 211 O£ MAIsH 4 Ql& L}

CloudWatch Logs 2 &0 23 AE 0| EA|KL[X]

UELICE Ol ErelolME

|.

Amazon MQO]| CHEr 2lAA 7|8t e AIstL|Ct Ol E8| EE 7} EOE AAIE £ &Lt

R]
Pl
ol
M

372


https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ

JHeER 7Hol=

Amazon MQZ2]

CloudWatch 2|

=X o M= Amazon MQ LH°|

ol
AAEH

4R 44
04 Amazon MQ EE27{ &

=3
- HE27
. 24

* Users

-« OIoIH M%

- APl %

227

CH= Eoll= Amazon MQ E 2 7{Q} atzdE

Limit

HZ7{0|8

rIo

HeFL|CH 5 AWS HlHof CHal St 242 &

t24™ Amazon Web Services &t 2t X 0| AWS AH|
T B HMEE FoE EAIZX| &&LICH Amazon
10i| CHet AFMIEF L2 2 Amazon CloudWatchE A2 6t

AWS Ao 180 g LIC}.

1-50Xt0{0F & L|Ct.

HZ7

373


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ JHeER 7Hol=
Limit HE
LS EHEHO Z=EZT 200 Bijd 14
/A Important
RabbitMQ EE27{0l= M E[X| &L
Ct.

H2Y Hot a8

CloudWatchOlM 2 LB E|=

(Ch7|&

2 )

CloudWatchOllM 2 LIERIE|=

(CHZ 1)

B227{C Eja

74

g etofo B A

ActiveMQ CHAf

RabbitMQ CH4f

mg.*.micro QIAEHA RFEHEFHO|FL
300
/A Important
RabbitMQ EE27{0ll= M8 E|X| et&L
Ct.

CloudWatch= &2 1,0007H CHAMBF 2 L|E{2E
L|CF.

CloudWatche= AH|XF =of (et HEE CHA S
*S 500712 2 LIE{&IELCt.

50

CHS E0lE Amazon MQ #81 HEAE 30| LIEE|of U&LICH

Limit

T4 0l8

1-150X}040F B LIC}.

374



gt xl 7tol=
= =Xt

785

of x|

RISt
= =

ASCII =&}

|_

o
—

=3
o

|2 7+

—

(o]
(@)

Limit

Amazon MQ

300

0

-t

o
%0

=l 2t

7(0-IE

of x|

RISt
= =

LICE.

F

=

ASCII =&}

|_

o
—

L—

FO| Ltdx|o] l&LICH.
=

| 7+

—

1-100X}04 0f

o

StCH2
o

=
i

4

=
il

F

rl
(]

Amazon MQ ActiveMQ E 2 7{2}

=

—

—

Users

CI2 Eof
Limit
A& X} O]

&Lt

0%

__o=._
__O_H
H

od

= 2 Xt

7g5

ol x|

A oF ElL|CH
RISt
==

LICE.

F

=

ASCII =&}

|_

o
—

L—

=)
| A 47H O|AtO] 1R EX

|24 7}
Ct.

—

12-250K}t0{of

Z

(©)

LICE.

I
ol

I.

ot

__o_”_
H
i
]
<

375

Users


https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters

JHeER 7Hol=

Amazon MQ
Limit =k
H2AY AERHE = 2F) 250
AERE IE(H= 25) 20

CIOIE M%

CHS E 0= Amazon MQ CllO|E AE2|X|e #tEdEl & F &0l LiFx[o] AU&LICH.

>

40

AL

Limit =23

LB EEHGS AERX| 8F mq.*.micro QIAEA R EHZFHO| B
20GB. Amazon MQ 2IAEIA R3of 28t XHA|
8t L8 2 Broker instance types &M & & =5t
Me.

CHE HE2HY AEZ|X| & mg.m5.* QIARA RYE HE7{9| Z2 200GB
Amazon MQ QIAEIA o zt5t AtAIE LIS

2 Broker instance types EHHE & XML

Amazon EBS7t X|¢st= HEHY & A7 E
=2 °|'_||:_
A H A Important

RabbitMQ EZ2 70|l M L|X| ot& L
C}.

50GB. &¢d A7|E2{ Ab&oll CHEr REAMIEH
LI 2 Apache ActiveMQ API A4 A{0{| A
JobSchedulerUsage EHHE FZESMLR.

2B HEHT A 2EEX| T

/A Important
RabbitMQ EZ271{0l= MEE[X| et &L
Ct.

Ol Oo|E{ X%t 376


https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html

Amazon MQ TR 7H0|E

Limit HE

CHE E27{C QUA| AEC|K| 27
/A Important
RabbitMQ EZ27Holl& MEL|X| ot &L
Ct.

Cl2 AMst g2 MH|A CHEZEEZ K|617] I8 2E Amazon MQ APIsO|A AWS A& =2 A
ElLICE Amazon MQ API0]| CHEF REAISH LHE & Amazon MQ REST API £ =& 2 X 5HMI2.

/A Important

O|ZHEr EZH 2 ActiveMQE Amazon MQ E = RabbitMQ& Amazon MQ EZ7{ H|AIE API
off M E|X| ef&LIct ol & S01 Amazon MQ7t HIAIX| H& £ 418 ZHEX| Qt&LICH

>
T
iy
Y
i
02
ro
H
>
T
Ty
1
ro
H

100 15

377


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ TR 7H0|E

Amazon MQ 2X| siZ

O| EHHOIHE Amazon MQ EZ7{E AISE [ 2h s £~ Qle ABHXol EX|e e EXME sHast
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« STOMP - £E 61614
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access
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2. Ct3 nslookup BHES 4¥Wslod E27{ DNS BIZEE R 2IFLICt E4/CH7| HiZ S| B
st oy dEx OI_I E DE EAESLICH A7 dEZQIEE I1QRSFEEZFHID

of £7t& HolAt -1 = -22 AEELICH JAEZQIEE MEX HEZ CHATLICEH

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com

Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

EOIEl IP A E Amazon MQ 220 MZE IP A9 2x|sloF & L|CH O]= DNS AH{0f

Eo| 2Hl2H &olz|T ClS BHHZ 0|SE £ 22 LIEFLLICE
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Qi HAIX|E er&LICt 7| QIARA AHA|7F A 50|22 0|l Haxol 34
O|X|2F ActiveMQ ZZ M| AT} A3 %OI otL| E27{9| Amazon EFS AEZ[X| &
B0 HMAE = i&LICH F -1 2 -2dEXQIE D50 CHal BFHE2 A=5H0]
M AU AABHAE DF EHAESHOF &LCT

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

west-2.amazonaws.com port
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Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.

Escape character is 'A]'
4. LCIZ B sLIE sdsM2.

« telnet H2d0| A2l EstablishedConnectionsCount X|EE &Qlstn B2 7
7F =|cH 2tojo] B|dl 044 St ofl TESHX| it =X| EQIELICH HE27{ General 211

£ dEstof etrol =EHF =X &Y = U&LICH O X[EJH 0ECH T 24X StLt
Ol¢fo| ZEt0|HUET HZ 7ol 2Ak(o] /= WLICH X|& ol 2140[ 022 EAXlE

B9 EEAH X|EII IE HAIZIER telnet B2 HAEE CHA| A™st T AAE #7|
M1E ol 7Ich&lLc

 telnet HHEO| Alu{sttd E27{0| Bt29X | E 2|3 CIE{H0|A MEHE fQlstD MEH7P
in-use®IX| FQIFLICH Zf QIARAO[ HEL{F QIE{m|0|A0f Ci3H Amazon VPC &
MAStD MMEISE 208 ZHEFLICH telnet Y MYE o HE?-|0| IP
5tstod 944 miZ!0| ACCEPTEDQIX| EQlgtL|Ct RtA|I8H LiE
3l 55 27 o ME Q1524 Amazon VPC 7HEt R} OHLHAO| 58 20 B A E 0|

5. ChZ curl BHES AWt ActiveMQ & 2| &l &0 CHet AL S FelgtLct.

= —-=

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

BHol o

Okl
o

HEH

rui)h

292 C} 23} H|& 8t HTML 2 A{o{oF &FL|C}.

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>

<head>

<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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RabbitMQ on Amazon MQ
Amazon MQ& RabbitMQ EZ712| HE{|3 214E EHAESIE{H

1. MEOZE = BFE TS YLl

2. ChS nslookup HHE ME5t0i E27{ DNS BIZEE H2IELICH A=ZQIEE AR
YEZ cHMELIC

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
#el7t 3 stH CHE 1 Hlx g &340 EAIELICH

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. OIS telnet HHE A0 HZ7{O| HEQT HZR2E HAESILICH A=ZQEE A
S HEZ A ELICH portE ®l 242 B ZE 4432 2 CHA|SHHLE 2H0]oq B
AMQP 9ZEE HAESIE{E B 56712 CHA||E &= & LC.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

BHol o
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M CHE ot HIE £30] ZAIELICH

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.
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KIE7} 0 2 #AH 5Lt 0l4f0| ZEHOIAETH B2 7ol HZElof U ZielLic
X|E 0l 01720 002 EAIEI= ZL telnet B2 EAEE CHA| M8 EHLICH 227{7}
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. TE2 A& THS 40| gl BE7]o| B2 telnet BO| MmsiE 2270 Eaix
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telnet BHBS SEY M EEHO| IP A E 3t HHE Iz S Z E5ho4 @172 T{Z 0|
ACCEPTEDQIX| &olgfLct. XtM[EH LHE X 5 & &0 ™ Amazon VPC
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(® Note

HEZ! MM A 7I5440] 2= Amazon MQE RabbitMQ E27{0of= 0| EtAH|7} X
SC|X| ot&LCH

5. CtZ curl BHE &Astod RabbitMQ 22| & 2 &0i Cier 122 & elgfLct

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

FH0| S5t EH2 ChS ot HIR B HTML £ A{040F & L|Ct,

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>
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https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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HE27{7} A3 0|1 telnet2 AF25t0d (1ZAS &rolgh £ QIx|Et Z2}0|
UE Ho|ME HEE & 911 SSL oI E Bhetstn U&LCH

227 Sx Ba 717t Bol 225 A= ZQIE QBT YUCIOIEEIS 4+ AUALICH Amazon MQ
227 ABME B2 70| KISHOI 7+ I Hotg RXI5H7| 9Is) £7IMo 2 BAHIELICH

Z2I0|HEQS| EBHAE AE0{0] CHaH 215 35H7| $I8H Amazon Trust ServicesOlA Amazon R E Q&

7|2HCA)E 0|835tE Zd0| E4LICH 2ZE Amazon MQ E27{ QIS ME 0| FE CAZ MBELICH

Amazon £ E CAE AME5tH HZ 70| QIEM YHIO|E7} /2 motct Af Amazon MQ EZ7{ QIE A
E oM C2EEd Wt glaLct

E27{E MAMMX|OL B2 7 MAof Almigi&L|Ct.
H27{7} CREATION_FAILED &E{QI AR C}SES £&ErLICt.

-+ IAM HEHS FHIFLICH B2 FHE M5 AWS 221" IAM R A8 5L AL SR K|
IAM H2401| AmazonMQFullAccess 2HFE Amazon EC2 ™8t £IgH0| Qlo{of gLt &5t
Amazon EC2 T to| CH8 XFM|EH LIE 2 Amazon MQ EZ7E MAM5l= o 228 IAM HeHE &
ZM Q.

- 2270 chal MEHS= MELI0] B8 Amazon Virtual Private Cloud(VPC)0ll Q4= K| & Q1gtL|C}.
3% Amazon VPCOA Amazon MQ EE271E /4J5t2{% Amazon VPCE L/ 5t= A oM 44
afiof fLct,

EZ 77} CHAl AIFEIA =0 OlRE # 227U
HEI7} ASOR ChA| AR 22 013 0% & st HEY 4 &L

2 £ U&LICH F7|M2 2 Amazon
E9jo -I of CiEt RX| #E|E - ELICH
&} et ZIcH 2A1ZHH K| RIS E
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2 olloF MME HESHAL.

- of st T RX| HE| 712 HEo 2277t CHAl AR EIR]
MQE HAIX| E27{9| tEQ0], Y MK E= lFl AZ
SX| B2 7|zt2 chEHX|BF HIAIX| 22 7{0f| CHEH of 2FE
UELICH EE27{= 2A|2te| R X| #E| 77 & XNIE CHA
7|ztoll CH8 XkMIEH LI 2 the section called “E 27 F x| &

- HE27{ AAHA RYO| HECIFAOIM HIZE0f MESHR| 2 = USLICH 6|E E04,
mq.t3.microdiM ZEHM QI EEE AASHEBEF 2|AAT7 BEME = U&LICH CPU A
EEO| =ML EZF HEE AHEE 0| =™ 22717} 0l 7|x| A A CHA| AlZHE = J&LICH EZ

SSL o2 387


https://www.amazontrust.com/repository/

Amazon MQ TR 7H0|E

HoM A8 B2l cPU 2 HZE| &2 & Rlste{™ AT RFHoi CiEt CFE CloudWatch X|EE ALE
gfLict

ofr

« Amazon MQ& ActiveMQ -
22 Cpultilization2
(@]

EHEl Amazon EC2 AR E SS(ECU) & 2277} 34X ALE35H= H|
OI&tL|C}. ActiveMQ JVM M2 2| Bt = B2 77} 34X AI5t=
FLICE.

oo 1

H|2 & HeapUsageE &2l

« Amazon MQE& RabbitMQ - &2 E Amazon EC2 A& & SX(ECU) & EZ7{7} Y Al
235t= HIE2 SystemCpuUtilizationg EQIELICIH AFEE RAM E&(HIOIE)2
RabbitMQMemUsed2 £ QIS 11 RabbitMQ =E0|M AFESHE HIZE| HIEL2 ST i
RabbitMQMemLimitZ Lt LICH.

HE7 QIAEA 94 9 9T 2ol MEE QIANA RS MHsHe Wil ChE AHAIE LI8S

-
Broker instance types MM XML,

Amazon MQ2 ActiveMQ 2| &

o MMo| & & AlB510f Amazon MQS ActiveMQ 22718 AL S I WAIE 4 Rl Yutxiol 2
e FErstD szE 4 st
=

. 22 M3 T CloudWatch LogsOllA E 2 7{of| Ciet Lt 2L} ZAI 232 2 & GEL
C

- HEFH AR E= K| 22| 7(7H0| XL+ AEHZ7F RUNNINGT ZiEete H27{of o148 E <= 8
&LICH O|®?

- ¥ Zoto|MEE HEHHo|| ¢ZE|= Bt O E ZEI0|HE= A4S = eigLUch

o Xodg E M ActiveMQ 2 &0 M 04 2| org.apache.jasper.JasperException: An exception
occurred processing JSP page=2(E) 2 & A&LIC}.

E2Zg 93 =0olT CloudWatch Logsoll A 22740 CHEH LB 2Lt

dAM 2EOE =2 + elgLich

CloudWatch LogstiMd E27{0of CHEt 2E1E £ £ Qi AR CH=2 $£&sLct.

1. E27HE MYE5HL MEESt= A2 X0 A logs:CreateLogGroup HEHO| U=K| & lEL|Ct
MEX7F EEHE MM HLE MERISHT| 0| CreateLogGroup TEHE AL K| A F7+5HK|
eto™ Amazon MQ7t 23 O&2 MM sHX| t& Lt

Amazon MQE ActiveMQ 24 sHZ 388



Amazon MQ TR 7H0|E

2. Amazon MQ7} CloudWatch Logs0ll 210] 23 E HAIE £ QYT E 2|AA 7| HAg M3
= X| #Ql&L|Ct Amazon MQ7} CloudWatch Logs 21 280 238 AASHES 5{&35ed™
=

Amazon MQO]| CtZ CloudWatch Logs API Zf40i| CHEt HM|A HELE 2ot 5F 2[AA 7
M FggLc.

« CreatelLogStream- X|HE 23 3 &0 Ci#t CloudWatch Logs 21 AEEIS MM ELICH.

« PutLogEvents - X|'SEl CloudWatch Logs 21 AEZ0f O|HEE MY EFLICEH

CloudWatch Logs0ll 218 HAl5tE S Amazon MQE ActiveMQE T35t &gdod| CHSE KFAISEH LY
g2 2Z F4E FxstMlL.

o= m=0

E2 7| AR = R X Bl 7I2H0] KILHH AEf7} RUNNINGDH ZTizts
E2 70l HFE 4 LI 0lR?

HE7E CHAl AR, oftEl R X BEl 7Iztol #2E F EE Of7| @
OIMIEE Ols) o1z EXIZH WAH £ aLich £ A9 BT B2 WA £ ol EXE B2
Al

Amazon EFS E== Amazon EBS AEZ|X| EE0] H|HAM KXo 2 E‘;% O| H|A|X|7} EXHSt0q gf2isr
= U&LICE CHA| AIZHSHE S92 Amazon MQE X|EX HAIX|IE AEEZ[R|MH EE27{ HEZ2|Z 0|8

°*L—|EP o| FIEkE 2015t 7| 28 Amazon MQ for ActiveMQ E 2 7{0| CHEF CloudWatchOf| A CHS K|
E DUEHZE = J&Lct

- StoragePercentUsage — 100%0|7{L} 100%0]l 2&t =2 HIEZ QI3 E27{7 A HE

g & A&LICH

« JournalFilesForFullRecovery — E &5t =25t CHA| A|ZHEH & M2 XD ot &
LFEHLICE 20| S7t5t7LE XISMo 2 120} =M CHA| AIZ S & 44 BA7F &g = =
HAEZX| 2 ESHMMO| EAIE LICEH

« OpenTransactionCount — AHA|Ef = 02Ct 2 A= EE2 747} 0|0 AFEF HIAIX|IE K& 5t
240 A|=StE 2 44 EX|7F e gLct.

O| 2X|E sl Zsl2d™ rollback() EEE commit() & slLIE Al25t0{ XA ERMAME s AstE
O| Z&LICt RIM[EH LHE S 2B{E 11, rollback()2(E) AHE35t0{ XA EEHME SHZE5t= ZE o
ME Hoi{M XA EZHAME 57 CHHE BT AAL.

AIZ = H27{of A4 389


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html

Amazon MQ TR 7H0|E
ULF Zoto|MEE= HEFo| AZAL|= i CHE ZE0|MEE de = ¢

&LCt

HZ7{7} RUNNING &EHO|H €7 2C0|UEE HEFHo| §SH2 =2 4" &= U =
HEE= JFH & = 9l 32, EZ 710l Cigh 2tojof Bijd 214 stroll ZERE + U&LICH 2+o]od

ol o4 stroll T2 =X| Felsted oSS s LICH

« CloudWatch Logs2| Amazon MQ& ActiveMQ EZ7{0] CiEt LBt HZFH 2 =
Ch st oll &8 B, H27{ 29| Reached Maximum Connectionsg & X3S .
Amazon MQE& ActiveMQ EZ7{E /&t CloudWatch Logs0il CHEF RFM|EH LHE 2 the section called
“CloudWatch LogsOIM 2Z12| # X 0|5 MME R ZHMI2.

4

2
jo

ro
ot
rC

otolof il 18 AMEto|l EEHSIH EE2HE FIH A AZAE MI Mo 2 HEELICE o]l EXME SHA
ot2iH H27{ QIAEA RS YB0|ESt=E W0| E&LICH KFTEEof 7+ X
ofl CH8t XFMIEH LI 2 Broker instance types EHHE & Z 5HAA|

IHE KR erRiE

otolof Bl AZE 7t H27{ A4 S ECt Mohe WS et ¢ 2eto 22 El
EX7 e = JA&LICH E27 230|M Che o] At F & dlstE ... Inactive for longer

r

than 600000 ms - removing ... &=O0| UsX| ERUSMHAIR. 2T §F2 Z20|UE RFEE
= o2 EXNE LEF-LICE o] 21 B2 79} A3 Q17 =

5l = Network Load Balancer(NLB)E &35l 22I0|1EJ} HZ2740f o124 m . 2@ FLICt. O]
E Ol 7|Et FEI0|HEM O YEtX o= BHEMELICEH

ZCI0|ME & 218 EQlst A2 E27{= 600000ms <0 H|&E TCP &g

=2 I ActiveMQ 2£01AM 0f 2
org.apache.jasper.JasperException: An exception occurred
processing JSP page=2(E) & = U&LILCH

e 9152 AP85t D Y| 2 =X £2lod| CHEt AuthorizationPluging #+435t= 4

2, XML 74 mof| = AuthorizationEntries 242 AIE5tD 2E CH7|E L FX|of CH

gt activemg-webconsole & A HEtE S AIR. O[F H| 5tH ActiveMQ & £ 0|
ActiveMQ E27{2t S48 = Q&LICH

CtE oAl AuthorizationEntry2 Z& CHZ|E L FA|of CHEF &7 & 27| HEHE activemq-
webconsole &0 S£o{&L|Ct.

UF ZCIo|UEE AZBEY = S 390



Amazon MQ TR 7H0|E

<authorizationEntries>
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1. Amazon CloudWatch Logs Insights2 0|&3t04 E27{2| 21 O &0 CH3H CtS F2lE AL
Ct. /aws/amazonmq/broker/<broker-id>/general

fields @timestamp, @message

| sort @timestamp desc

| filter e@message like /error.*aws_arn_config/
| 1limit 10000

2. Ch31 FAE 27 HAIX|IE H&LICH

[error] <@.254.0> aws_arn_config: {handle_assume_role,{error,
{assume_role_failed, "AWS service is unavailable"}}}
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Amazon CloudWatch Logs Insights2 0|&35t04 E2742| 21 a0 CHal| CtS F 28 A-E L
Ct. /aws/amazonmq/broker/<broker-id>/general

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. CIST fAEE 27 HAIXIE Z&LCH

[error] <@.254.0> aws_arn_config: {<<"could not resolve
ARN 'arn:aws:secretsmanager:xxx' for configuration
'aws.arns.auth_ldap.dn_lookup_bind.password', error: \"AWS service is unavailable
\"">>, {error,"AWS service is unavailable"}}

RABBITMQ_INVALID_ARN_LDAP 403



Amazon MQ TR 7H0|E

« IAM 23&H0i secretsmanager:GetSecretValue T&0| Q= X| QI LICH.

4., HZ7| 7AMS AUO|0|ES7| 0ol ARN HAHA 745 APIQIEZQIEE AI235I04 £ AHEE A

Amazon MQZ2| RabbitMQ: &=ZE HTTP ARN Amazon MQ

Amazon MQ2| RabbitMQE HTTP auth_backendd| CiEt SSL 15 M == 7| Tt 0| ARNsO|
StLt Ol RESHK| §L7HLE HMAE = giE B INVALID_ARN_HTTP 32 & EH I

E gt MA|IZILICEH Amazon MQ Ol Q15 M 2 = zlo|8! 7|7} = &=l Amazon S3 ZHA|| 2 AWS
Secrets Manager 20t &t & & Zal0F aws.arns.auth_http.ssl_options.keyfiledt=
aws.arns.auth_http.ssl_options.cacertfile
aws.arns.auth_http.ssl_options.certfile =0 X5 E ARNSO| M E L|C}.
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| sort @timestamp desc
| filter emessage like /error.*aws_arn_config/
| limit 10000

2. CI31 FAE 2F HAIX|IE H&LICH

[error] <0@.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:s3:::xxxx' for
configuration 'aws.arns.auth_http.ssl_options.certfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}
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Amazon MQZ2| RabbitMQ= EXTERNAL auth_mechanism& CA /15 E E-IéE AE 012 ARNs

O| 5tLt Olef RESHK| §E7HLE HAM|AE = 1= B INVALID_ARN_SSL 52 2 T 3=
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| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| limit 10000
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[error] <0.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:acm-pca:xxxx'
for configuration 'aws.arns.ssl_options.cacertfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}
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fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000
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[error] <@.254.0> aws_arn_config: {<<"could not resolve ARN
'arn:aws:s3:::bucket-name/certificate.pem' for configuration
'aws.arns.auth_ldap.ssl_options.cacertfile', error: \"AWS service is unavailable

\"">>, {error,"AWS service is unavailable"}}
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E Of ZX|& AlZt5to] EX 2|He| SXl2 EEAHE 7|2 EEFHE &4

CRDRE A|Zt5tE{™ FHL R QHLHAM 2| ActiveMQE Amazon MQ2L| 2|7 Zt O
O|Ef A MME & xHM2.

O|A| CtZ 2|0 A Amazon MQE AIEE £ JU&LICEH

« OfAlot EHEL(HHE)
« OFAjot EfE L (5tOIHEtHEE)
- SHEAH)

- RE(FEl5)

Ol AR TH5 Bt EITI0ll CHEF AFAIEH LIS AWS U & Jhol= 0| AWS 2|
YU AEZOIEE FHEFHNL.

RabbitMQ& Amazon MQE O|X| RabbitMQ H{71 3.9.272 X|&&fL|C}.

=
(=]

ol &2la9o] = At & 7|0l CHer RbAlEH LIE2 O

o

A2

A
ol

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.9.27 Z/2|A HE
» RabbitMQ changelog

X[ El= RabbitMQE Amazon MQ HA & E27{ 4 12i0| =0 CHEF REA| St
LH2 2 RabbitMQE Amazon MQ A7l HHZ 22| MME & X 5HM|2.
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https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.27
https://www.rabbitmq.com/changelog.html

Amazon MQ

JHeER 7Hol=

Date

2023 42 14

2023H 3% 31

20234 3 1Y

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ H{7 3.10.202 K| &L|Ct.
o| Zlg|Aao| £=d AE Q! 7|0 CHEE REMIEH LHE 2 CHE 2 HZSHAMI2.

+ RabbitMQ M GitHub Z[ZX|E 2[2| RabbitMQ 3.10.20 & Z|A HE
» RabbitMQ changelog

X|HEl= RabbitMQE Amazon MQ HZT X E27{ 4 18|0|=of CHEH RHAIEH
L& 2 RabbitMQE Amazon MQ ATl HH 22| MM S FZSHMI2.

RabbitMQ& Amazon MQ7} RabbitMQ 2%l & 3.10.172 H|EM3IsH& L
C}.

RabbitMQ& Amazon MQ El1t RabbitMQ2| L& A A RX| #E|Rt= HH
3.10.170{ A RabbitMQ 2| 2& EX| & & W& LICH Amazon MQE O] H
e ’S;I?ﬂ%L—IEP Ol Zx|o| W& S £0|24H RabbitMQL| A THX| HZEIO| &
HlEls S0 T 5.10.1002 M S271E SAHHR. 218l 2 8, Bt
AColE FEE ANS2Z 7IMe{H HHY dadole gME &4
st= 4ol C.

ol

o> 0_.>_ T
= 0I

= ro

ot

mazon MQ B{Z10]| XFM| 8 LHE 2 RabbitMQ&

ArEE = = RabbitMQE Am
MM L.

Amazon MQ Q& HEE

Ir

RabbitMQE Amazon MQE O|X| RabbitMQ {71 3.10.172 X|&L|Ct.

ol &2la9o| £7d Atg & 7|S0oi CHEt RtMEH LHE2 CHE S HZshM 2.

u}

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.10.17 & Z|A HE
» RabbitMQ changelog

K| E|E RabbitMQE Amazon MQ H{F L E2 7] 18||o|=0f CH RbA|EH
L2 2 RabbitMQ& Amazon MQ 2T A 22| M2 X SHMIR.

P
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.20
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/issues/7142
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/upgrading-brokers.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-version-management.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-version-management.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.17
https://www.rabbitmq.com/changelog.html

Amazon MQ

JHeER 7Hol=

Date

2023 28 21

2023H 1€ 13

2022'4 12 15

ol
=

M5 ool

RabbitMQ& Amazon MQ&= O|X| AWS Key Management Service (KMS)2+ &
o MH & 43 3HE MBELICH O[X XbA| o2 22| CMKE MEHSHA
Lt AWS KMS A0 AWS #E2|-& KMS 7|E AFHSE = &Lk KEAIEE LK

2 ME A &E5 HHE HRtAAR.

Amazon MQE CH21} Z2 o 2 AWS KMS 7| AH 2 X[ EfLICH

« Amazon MQ £ KMS 7|(Amazon MQ owned KMS key)(Z7|22f) - 0| Z|&=
Amazon MQ7t 2 R35t1 Zt2[st0H AF& X H1™Hol| &L Ct.

- AWS ZZ|™& KMS 7| - AWS #2|& KMS Z|(aws/mq)= Amazon MQO{| A
AMNEXHE CHAISHO M, 2| L A5t HHEe| KMS 7L Ct.

- 7|1& D HE[F KMS 7| MEH - 12 U 2[F KMS 7|= AL XE7F AWS Key
Management Service (KMS)H|A M5t 1 #t2|gF Lt

RabbitMQE Amazon MQE O|A| RabbitMQ {71 3.8.34E X|&&fL|C}.

ol YalAol £73 A W 750l ChEt REMIE LSS CHa g &

A
o

M.

+ RabbitMQ AMB{ GitHub 2|2 X|E 2|2| RabbitMQ 3.8.34 & Z|A HE
» RabbitMQ changelog

X E|l= RabbitMQ& Amazon MQ HHA & H27{ 418|0| =0 CHEH RHAIEH
LH € 2 RabbitMQ& Amazon MQ AT A 22| MM E BT XML,

RabbitMQE Amazon MQE O|A| RabbitMQ {71 3.9.242 X|&&fL|C}.

ol EElAaol =74 At & 7|50l CHEr ZtMIEF L8 2 TS 8 XSt L.

(o]l

+ RabbitMQ M GitHub Z|Z X|E 2|2| RabbitMQ 3.9.24 EZ|A HE
» RabbitMQ changelog

K| El= RabbitMQ& Amazon MQ HA & EZ7{ {12 0| =0 CHEF REA|Et
LH 2 2 RabbitMQ& Amazon MQ AT HHA 22| MME B X SHAMIR.
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.34
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.24
https://www.rabbitmq.com/changelog.html

Amazon MQ TR 7H0|E
Date MEAM Yo(o|E
2022112813 SS(UAE) 21T M OIFl Amazon MQE AFS 8 4 l&LICh O A 7H5 3
=1 2|0 CHEF REMIEE LIE 2 AWS 2B &F X J710|E 9| AWS 2|7 (=gl

20224 11& 14

ol
=

2022'4 118 9

2022H 8 17

EE AZME.

RabbitMQ& Amazon MQE O|A| F AZTI HA &2|AQI 3.102 X|HELICE
O|A| RabbitMQ CHZ |0 24l CHZ7|¥ HH 2(CQv2)E & M83te += U&
LICt 3.80 M 3.102 22| 21 UOI0|E= X|HE|X| E&LICH REM[EH LHE 2

CI=22 X 5HML.

« RabbitMQ 3.10.10 EZ2|A ME
« RabbitMQ changelog

K| HElE RabbitMQ& Amazon MQ HHX & E27{ 18| 0|=0f| CHEF RfA|EH
L2 2 RabbitMQ& Amazon MQ A& HHA 2| MMHE FHESHMIL.

Amazon MQe O|A| ME22 EX AZI HAM 22|42l ActiveMQ 5.17.28 X[
BLICH REMIEH LIS TS S HESMIR.

- ActiveMQ 5.17.2 2l2|A HO|X]

* ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE7{ AF HA dTd0|=
 Spring XML 7+ Tl ALS

Amazon MQE O|AM| 22 F AT HH 22[A Q! ActiveMQ 5.17.12 X[
==

LICE ZtMIEF LHE 2 A zotMl2.

Ojo

- ActiveMQ 5.17.1 2l2|A HO|X]

* ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HA ¥aefo|=
 Spring XML 7 Tl ALS
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https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://blog.rabbitmq.com/posts/2022/05/rabbitmq-3.10-release-overview/
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5017002-release
https://activemq.apache.org/activemq-5017001-release

Amazon MQ TR 7H0|E

Date AEM HH|0|E

20224 7¥ 142 Amazon MQt O|AN| 2= AT HH EE2|A Q2! ActiveMQ 5.16.58 K| g LICtH.
Mt L2 che8 FEshAM L.
- ActiveMQ 5.16.5 2l2|A HO|X|
« ActiveMQE Amazon MQ Zl HA zt2
 Spring XML 7 Tl ALS
« Amazon MQ EE7 IFI HA ¥ 8lo|=

2022 5¢ 4 Amazon MQO{l E2 74 T+ 440{ A networkConnector 40| CHEF T2 =
017} F IR & LICEH

« H27{9| Amazon MQ HIEQ|3 MA I A

2022'H 43 2520 Amazon MQ O| 2/2|A0= CRITICAL_ACTION_REQUIRED E=Z7 AEf
9} ActionRequired APl &40| FIIE|R&SLICH CRITICAL_ACTION_RE
QUIRED &= EZE7{ 80| XMstx|™ LS LIt ActionRequired = 7HE
At 7to|l=0i M EX| sHZ wdof CHet X|EE = ol A S = Us ZEE A
SELch.

- =M sid

« Amazon MQ API & X 9| ActionRequired =M

2022'4 4% 20  Amazon MQE OIX| EZ& AT HH 22|A R ActiveMQ 5.16.48 X[ FLICH
Mt L8 2 che2 F x5,
« ActiveMQ 5.16.4 2 2|A 1 O|X|
* ActiveMQE& Amazon MQ AT HH 22|
 Spring XML 7 Tl ALS
« Amazon MQ EE27 AIZI HA ¥aefo|=

2022'A4 3% 12 ofAlo} Ef K (XIFHZE} 2IT0I M Amazon MQE AFEE 4= QU&LICH O Ab
g 7ts8t 2ol chet REAMISH L8 2 Aws Lt & Jtol= o] AwS 27 &

RIS ZOIES BHESME.

425


https://activemq.apache.org/activemq-5016005-release
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/amazon-mq-creating-configuring-network-of-brokers.html#creating-configuring-network-of-brokers-configure-network-connectors
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-actionrequired
https://activemq.apache.org/activemq-5016004-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

Date

2022'4 28 25¢

2022'4 2 16 Y

20224 28 14

M5 ool
RabbitMQ& Amazon MQ= O|A|| RabbitMQ 3.8.272 X|& & LICt.
ol FalA0| £ At I TS0l ChEt REAME LIS 2 CHE S AL ESAIR.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.27 E2|A HE
+ RabbitMQ changelog

XLl = RabbitMQE Amazon MQ A & E27{ ¢{150| =0 CHEH REA| St
LI & 2 RabbitMQ& Amazon MQ &l HHH™ 2| MM E EESHM L.

O|A| otz 2|77 0| ZE}2) B[ M Amazon MQE A& E = l&LCt Of
AE 7tsE 2ol CHE REMIEH LHE 2 AwsS i & X 7Hol=2o| AWS 2|
ELI O{||:iO|E = xl-?t°|.k||o

RabbitMQ& Amazon MQE O|Al| RabbitMQ 3.9.132 K| gfL|ct. oto|L] A
s dapolE= 2iE! 3.80 A 3.92 180 |ESt= O AFRE £ i LCH
OZH SledH E27{ =5 I8 0|EE ASAAL.

RabbitMQ 3.90 T E MZ& 7|50 CHst REAISH LI 2 GitHub ¢ AIOIE
O| A 3.9.02 ZE|A - E H0|X|E FHZFAAIL.

(@ Note

°4XH Amazon MQe X|#H3HX| & &LICH A E ZEE = RabbitMQ 3.90
QUE JSONOM £ ESHE 2EHE AFSELICE.

ol &2la9o| +7d Atg & 7|Soi CHEt RtMEH LIS 2 CHE S HZshM .

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.9.13 Z/2|A HE
» RabbitMQ changelog

X| ¢ El= RabbitMQ& Amazon MQ HA 2! HEZ27{ {1 a|0|=0of cHt XEA|E
LI & 2 RabbitMQ& Amazon MQ &l HHH 22| MM E EESHMR.
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.27
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://www.rabbitmq.com/streams.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.13
https://www.rabbitmq.com/changelog.html

Amazon MQ

JHeER 7Hol=

Date

20224 28 74

20224 18 18

2022\ 18 13

20227 18 6

20214 12& 20
oJ

M5 ool

Amazon MQE RabbitMQE MEZ2 H27{ X|EE T al5lo4 E{AE HiZ 9|
MNE ZF0MEZ CAAASES ZLIERE £ Q&L

KtMEt LHE2 CHE S s .

« the section called “RabbitMQ X|E”

RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.262 X|ErL|C}.
o| Zlg|Aao| = ALE Q! 7|0 CHEE REMIEH LHE 2 CIS 2 HZSHAMI2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.26 & 2|A HE
+ RabbitMQ changelog

K| ElE RabbitMQE Amazon MQ HHA 2 E27{ ¢a|o|=of CHst KbA|EH
L€ 2 RabbitMQ& Amazon MQ A7 A & 2| MME HZESHAMIL.

z

Amazon MQOU| EEZ7t =2 HZ22| BEE ¢
O|& 224F7| 28 RABBITMQ_MEMORY_ALARM gEH 3

Ct. Amazon MQE =2 H22| B2 E T, siZE & 3

REMlE HEQ HE A E MSELICH F7F HE= Cha2 HASHA L.

+ the section called “ RABBITMQ_MEMORY_ALARM ”

ActiveMQ E 2 7{& Amazon MQOi| CHEF CloudWatch LogsE +435tH,

Amazon MQ= £&E CHEIRI EXE YXI5H7] /1T IAM 2|44 7|8 HA 9|

MY = HEAE 7|9l aws:SourceArn 2! aws:SourceAccount AME
RHELCH 7 HE= CHE2 §ESHMIR.

« the section called “I A} MH|A ESE CH2[Q & X

ActiveMQ& Amazon MQOl= MEZ2 X|E ME T2 X|HEl= EF%F
& Z2EZE MEs5to{ EE 70| AE = U= ZISI AL B 2L

= Qe XE HEFH HERT o E27{0] 014
U= MER KR T UEIRSLICH F7F HEE=

n
ol ok
ok

e

« the section called “ActiveMQ X|E”
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.26
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ

JHeER 7Hol=

Date

20214 11& 16

ol
=

20214 10& 12

ol
=

20214 98 8

20214 8 25¢

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.232 X|ErL|C}.
o| Zlg|ao| £=d AIE & 7|0 CHEE REMIEH LHE 2 CHS 2 HZSHMI2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.23 E2|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
LH& 2 RabbitMQE Amazon MQ A ZI HH 2| MM S FHESHM .

Amazon MQE O|A| Ex ATl HH 22|42l ActiveMQ 5.16.32 K| & ELICEH
XHMEH LHE2 ChE S HEstAL.

- ActiveMQ 5.16.3 2lZ|A I 0| X|

+ ActiveMQE& Amazon MQ ATl HH |

« Amazon MQ EZ7{ AIF HA dd0|=

 Spring XML 7 Tl ALS

RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.22& X|&ELIC}.

o| ZIZ2|A0lE o|F0 X|HE|E ™ RabbitMQ 3.8.170{| A & QIE! 0| A| K|
S K| AZHTTL)E A2 SHE CH7|d 23 EX|ol CHSE =5 0| Z & E|of U&L
Ct. 7|& EE2HE H™ 3.8.222 Yad0|=E35t= Zd0| E&LCE.

ol &2la9o| +7d Atg & 7|Soi CHEt RtMEH LIE2 CHE S HZ s .

« RabbitMQ AH{ GitHub 2|Z X|E 2|2| RabbitMQ 3.8.22 &Z|A HE
» RabbitMQ changelog

K| = RabbitMQE Amazon MQ B L H 2 7{ ¢ 2{|o|=0fl CHEF RbA|EH
L2 2 RabbitMQE& Amazon MQ 7T A 22| B2 I XSHMIR.

RabbitMQ& Amazon MQE HIAIX[EH | X| AIZHTTL)Z AI835t= CHZ[€olM
AlHE 2R 2 QI8 RabbitMQ 7! B 3.8.172 LAIMO R HIZAs F&L
CH A 3.8.112 Al&st= Aol E&LICH
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.23
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5016003-release
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.22
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/discussions/3272

Amazon MQ TR 7H0|E

Date AEM HH|0|E

ok

20214 72 292  RabbitMQE Amazon MQ= O|Al| RabbitMQ 3.8.172 X|&ELICt. O]l YH|O|E
of Z&El = AL X 7|s0i et REAM[EF LHE2 CtE 2 & XstAIR.
+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.17 E2|A HE
« RabbitMQ changelog
+ RabbitMQ& Amazon MQ I Zl K EE

20214 78 16 O|A| AWS Management Console AWS CLIEE = Amazon MQ APIE AH& 5104
Amazon MQ EE7{o| fX| Z2| 7|72 ZHE = JU&Uch BEE7 |§X| &2
Z|zZtol ChEt REAMIBH LHE 2 22 & E5HA 2.

« Amazon MQ EZ74{9| fX| &t2| 7|Zt of <F

2021 72 6 RabbitMQ& Amazon MQ= L&A SHA| w et Ko CHEh X3S A& LICE
UEA SHA| B2 HIAIXIC| IR E FI0|MH HAE SHA| ZtE 7|EFS 2 HIA|
Xlol Z2E CH7|Y¥2 R|HELICE RIMEH LIE S CIS 8 & ZTFHM 2.
o UMX SHA| wE ZE2{7 QI

« RabbitMQ GitHub 2| Z X|E 2|2| RabbitMQ /& s A| 0

ok

X

o

2021462 7€ Amazon MQE O[A| M2 F AT HE Z2|A QI ActiveMQ 5.16.28 X[ E
LICh RtM[EE LIS 2 LS8 B EstAML.

=,
=

« ActiveMQ 5.16.2 2 2|A 10| X|

+ ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HH ¥azlo|=
 Spring XML 7+ Tl ALS

20214 528 26 O|M 3 (H0|Z) Y S (A 20| A RabbitMQE& Amazon MQE At E
T &L A8 7}%%_ 2| 8ol it XEAIEE LIg 2 AwS 217 3 = 2 Q!

£ AxStAL.

IIrn 1
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://activemq.apache.org/activemq-5016002-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ TR 7H0|E

Date MHEM AO0|E
20214 52 182  RabbitMQE Amazon MQE E274 7|27t #edgLCt.

HEHE Mg 4HE Ml Amazon MQE E27{2| d5E %[X3}5l 7| 2I5H A
Bt QIARIA R L HiE ZEof et Y7ol EZ27 EA I vhost MEHS
MMELICEH REMIEH LI 2 Ch2 8 & ESHMIL. hitps://docs.aws.amazon.com//
amazon-mq/latest/developer-guide/rabbitmg-defaults.html

H3FLICH RtM[EH LI 2 CHE 2

r+o

2021 52 5 Amazon MQE O|A| ActiveMQ 5.15.152 X|
A ESIMQ.

« ActiveMQ 5.15.15 ZI2|A 10| x|
« ActiveMQE& Amazon MQ 2T HHA 2|
 Spring XML 74 Tl ALS

2021458 54 Amazon MQ7P AWS 22| HAol| CHet HE ALY =X E AIFIELICH KHA
82 CEE HXstM

« the section called “AWS & 2|3 &2

2021448 144 O|d S=(H0lF) Y S=(EA) 20| A Amazon MQE AIEE £ JU&LICEH
A& 7tSE 2l CHEt AEMISH LIS S AWS 2| 2 JIEZQIEE FHZESHA
o

2021d 42 74 Amazon MQE O|X| RabbitMQ 3.8.112 X|&&L|C}. O] YClo|Eof Z& & £
M A" U TS0l CHEt REMISH LI 2 CHS 2 & ASHMIL.

0jo

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.8.11 Z2|A HE
» RabbitMQ changelog
« RabbitMQ& Amazon MQ 7l H{F 22

L

20214 42 1 O|X{| ot Alo} EHE Y (2AFt) EIT0IA Amazon MQE AHEE =
e E

ol

AA
8 7}s8t 2|0 cHEt XEMIEH LHE 2 Amazon MQ 2|1 &l e &
A 2.

o m»

M n
>

ot
P
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://activemq.apache.org/activemq-5015015-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.11
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

Date

20204 12& 21

ol
=

HBEM HHo|E

Amazon MQE O|A| ActiveMQ 5.15.145 X|EtL|C} RIM|EH LIE2 CIS22

SEXS YIRS

ActiveMQ 5.15.14 Z2|A HE
ActiveMQE& Amazon MQ 27!

Spring XML 748 T A8

/A Important
o] ZIZ|A0M &24El Apache ActiveMQ EXIZ 215l ActiveMQ !
240 A2 2 Pause Queue(CH7|E LAl BX|) HE S ActiveMQ
& Amazon MQ EZ710]| AF8E = gi&LICt o EXofl CHEH RHA]
&t LI AMQ-81048 & ESHMIL.
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https://activemq.apache.org/activemq-51514-release
https://issues.apache.org/jira/browse/AMQ-8104

Amazon MQ

JHeER 7Hol=

Date

20204 11& 4

20204 10& 22

ol
=

2020 9 30

M5 ool

Amazon MQE O|AN| HE| A BEl= @E HA|X| E27{2! RabbitMQE X|
HELICH o|E27H 5t ZEE CHA| 2 ~gE 2 AWS 10| 7|& RabbitMQ |
AR EZ27{E Z oto|ado|ME = U&L

]

RabbitMQE Amazon MQE 7§ mlAlxl 227{ 3 BHAEZE HAIX| 22
7E B galsin Qlmal TRk, B2 MY, AZE o] Yool=g}
Ze stedg x2lgLict,

Amazon MQ= RabbitMQ 3.8.62 X[ LICI X|HE

KEMIEH LI 2 the section called “H7 22| THRE &= sHAI2.

« AWS Z Z| E|o{oll= 1147 oig =ICH 75047t S| B QIAEIA mq. t3.mic

ro E=27{ 4 %|CH 20GBL| AEE|X|7} ;‘t%"5|L.|E|- x| 0
&0 chgt REMIEH LI 2 Broker instance types EHHE & ESHAIL.
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https://www.rabbitmq.com/
https://aws.amazon.com//free/
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/devtools.html
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/
https://activemq.apache.org/activemq-51513-release
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html
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https://activemq.apache.org/activemq-51512-release
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https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://activemq.apache.org/activemq-51510-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-describebrokeroutput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

JHeER 7Hol=

Date

20194 68 3

2019 5 10

20194 42 29¢

2019 42 16

20194 42 8

M5 ool

M £ e F 712 A28 Amazon CloudWatch X|EE Establish
edConnectionsCount 9l TnactiveDurableSubscribers ¢lL|C}.
AHMEH L2 CHE 2 & X5HM 2.

» Monitoring and logging Amazon MQ brokers

» Monitoring and logging Amazon MQ brokers

ME2 mqg.t2.micro QIAHA RS Q& olo|H AE2|X|7} 20GBE A
StEILICEH RtMIEH LI C tMI2.

_>c

O O =x
e J2Es

ol

« the section called “Cl|O|E{ A&

» Broker instance types

O|AM| B2 7|2 HAnt 2[AA £
s 2=t Q.

EN
=
ok
mjo
>
ol
ok
-|>

AU&LICH RHME LIS 2

« Amazon MQOIA IAME AIE25IE &

o H
« Amazon MQ API & 0i CHt 2|AA =& FHE

O|M| REST APIE Al23loi E27{ X A &
£ HAME = AGLICH RAE LIS OhS S HEstMR.

P

[e]]}

Amazon MQE ActiveMQ 5.15.98 X|§HELICH XHMIEF LIE2 CISE2 &
M.

« ActiveMQ 5.15.9 EA| HE
« ActiveMQ& Amazon MQ 2T HHA 2|
 Spring XML 7 Tl ALS

437


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344450&styleName=Text&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7C35bdc422838889098b8e9b64d138bf97db8f7f82%7Clout
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https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344359&styleName=&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce767efb47d2196ab945146ed285c1496e25eb830%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344049&styleName=&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce767efb47d2196ab945146ed285c1496e25eb830%7Clout
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-tagging.html
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hipaa-compliance/
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https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12343805&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12343307&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12342685&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341947&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341669&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341031&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client

Amazon MQ

Date

2018H 8& 30

2018\ 7€ 30

20184 78 25¢

20184 7€ 19

MM HOlo|E

El™MUME ALSE

ol
ok
1

Amazon MQ= CH& 2| 2foi ofAlof BB (&7IZ =)

o
Rl
o
aul
o
00 00 00

- %E;(E%a$zz)

. RH(olURE

ek 9l ZAF 2 38 Amazon CloudWatch Logs0ll HlAl8HE & Amazon MQ

= &Lt AFMIEH LHE 2 Monitoring and logging Amazon MQ

Amazon MQE= CH& 2|7 2|oi| of Alo} Ef
HMoOIME AFSE = U&LCH

B (=) L ofAlot BB (AME) El

. 012 SR(23t0l2)
. 02 SR(HEILoH =5
. 012 MR(ZEIZLIo 28)
. 012 HE(2EI7)

- OfAlo} EHESH(Al=LI)

- SHEZAIFZE)

. RH(OtUHE)

Pal

AWS CloudTrail & AF83t04 Amazon MQ APl &8 228 £ QlaLch
Mgt LI 2 Logging Amazon MQ API calls using CloudTrail B2 & =354
AR,

441



Amazon MQ

JHeER 7Hol=

Date

2018H 6& 29

2018'H 278 6

MM ool

M2 MElEo| HeE detHel Jie, HAE
m]

q.m&.large 20T

* mg.m5.1large

* mg.m5.xlarge

mq.m5.2xlarge
* mg.m5.4xlarge

Y EZ2EHME I ZEC0=

Cl2n 22 H27 QIARA 93

KEM|EH 2 = Broker instance types2 & X 5HMI2.

Amazon MQE CtE 2| 2lof 0|5 MF(AE[ZLol S7) E|MAMHE AFSE

4

442



Amazon MQ TR 7H0|E

Date AEM HH|0|E

2018 62 142  « AWS::Amazon MQ::Broker AWS CloudFormation Z|AAE Al236}04

ChE s 8 = UL

- BE27E YdELich

o TAHZE AEES TS HLE XIME HE2 7o) CHEF AFRRFE £XELCH
. X|ME 22 7{0] CHEF MEE BtEHsHL|C)

. X|HE H2HE AF|ELICH

(® Note

Amazon MQ 2 2 7{ Configurationld2| &4 &= & Amazon MQ E 2
HASA S @2 HEstH EEFHI FA| R EL|CH

« AWS::Amazon MQ::Configuration AWS CloudFormation 2|AAE

A&stod CHE HYS +dE + AU&LICH

= &
. TEE MdELc
« XEE FEE Holo|EFLICH
- X|HE ol CHet MEE gHetEoict
(@ Note
CloudFormation € AF&3t04 Amazon MQ +AEE £=H& £+ U x|t

MAE = &L

2018 6 7 Amazon MQ 2&2 5204, HE & Z=28Z0q, A Qlo{, O|EZ|oto] L &=
o H&|E K|

il
C
ful

2018 52 17 HEFE AI2X} St £ 250HULICH AIME ME = Users2 2 X 5HMIL.

2018 32 132 HE7| MM o158 MT AQEILICH RIAEH LIS 227 MM 22 E &
XotM2.

443


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-broker.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-configurationid.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-user.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-user.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-configuration.html
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-put
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https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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