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AWS Management Consoleg At&35t0{ 7|2 EEHE ddst=

1. Amazon MQ ZZ0i 21 lgL|Ct.

2. Select broker engine(E2 2 7{ A%l 41EH) H O|X|0f| A Apache ActiveMQE MEHEILICY.
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(® Note
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PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string
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x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string
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Create broker(E27{ M)& MEHFLICH

1I°I'

o b~ 0N

TS M 0 B8 Tt

1. Create configuration(743 44J) H 0| X|0{ A Advanced(Z1=)& =g LICH
2. Create configuration(74d A4d) m|0| x| 2| Tags(Ei1) Ol2H0ollA Add tag(EH F7HE ME4EL

o
o

3. Key(Zl) & Value(zt) H0{1E =3gfLICt.

ZHEAWS AE T ME 7S SSELICH XHAM[EH LIE2 AWS Billing AHS B A0|A] 27t
HE &89 E0M d8s &EsAR

|CF.

Amazon MQ 2£0M Ei F7}
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

JHeER 7Hol=

Amazon MQ

4. (M= ALE) Add tag(Bi2 F7HE M=istod 710 ofd] EfE FIHELICH

5. Create configuration(741 A4d)S MEistL|C}.

A8, MHE = U&LICH REST

20l
A& LICEH REMIEH LH& 2 Amazon MQ REST API &

Amazon MQ 2&0|M Ef F7t
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
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ActiveMQE& Amazon MQ Al

Amazon MQE MEtH EHeo = HFE L 2EEX| E[ALE AHE5I0 HAIX| E27HE &lH
Mg £ &Lt AWS Management Console, Amazon MQ REST API EE= AWS Command Line
Interface & AtE35t01 E27HE Y, el L AXME = JU&LICH

ActiveMQE Amazon MQ EZ27{&= £t QIAEIA |='E9-I e EAMICH7| E27E2 HjZ g £ Q&L
Ct. & HHE 2E Z50{A Amazon MQE H|O|EE 55 ME S0 =2 L7+ HEE MSELICH
(® Note

Amazon MQE H|0|E{ AE 042 Apache KahaDBE AFEErLIC} JDBCS LevelDBSF 22 7|
Et CIO|E AE0{= X|HE[X| ef&LICH

ActiveMQ7} X|&d35tE
AM315t04 E =2 7{0] Mk

DE z2Y Ho{E A8t CHS Z2EZ0f CHall WA Z TLSE &
B AU

- AMQP
« MQTT
« MQTT over WebSocket

* OpenWire
« STOMP
« STOMP over WebSocket

Amazon MQ REST API0]| CH&F XFAIEH LI 2 Amazon MQ REST APl & X & & X5HMIL.

ActiveMQ& Amazon MQ E 2 7

ActiveMQE& Amazon MQ E 2 7{EF?

B2 7{= Amazon MQOIA| A&list= HAIX| E27{ grEglLict. o] RIAEAE Amazon MQ2E| 7|&
ael 25Ut H27 QIAEA A ms) X 3 7(|(large, medium)e| M 2 H27{ elaH
A 28(0f: mq.m5.large)LICH REAMISH LI 2 Broker instance types AlM

o4

o

r=3
=

£ stLEel 748 o /e stLtel BEz7z FEELCH EZ7HE ofE27
CC

0| QIAEA 27
0| 2! Amazon EBS EE= Amazon EFS AEEZ|X| EE1 EAIEHLICE
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http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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- UM HEEAHE F MLl M2 COHE 7H8 B0l Rl F 7Hel BEEF7t &5 Ho{Z2 F8EuU o
olzgt E=7{= ol Z2I7 0|4 & Amazon EFS2t S7[4

AEMEF HE & ActiveMQE Amazon MQ EZ7{9| HiZ SME HX5HAM L.

ApacheOilM Al HZ1O0| EAIE W E= 71 ATIo| Af OFO[L HE 2 2 Tef|o|=8te4EH oto|L] BT &t
S dadol= % % g = A&LICH XS Hdaslole= @Y, AlZh24AlZE E4A) & AlZFCH(ZIE 22
UTC)oill olsll HolEl /x| 22| 7|z =& ol Y-dgL|ct

BH27{ 49 & 2ol cHet XMIE LI 2 &S A XstML.

[e][]

« AlRH5t7|: ActiveMQ 2274 A4 2 947
. 527

* Broker statuses

KHE= 2olofelld Z=EZ

ActiveMQ7} X|¢Hste ZE T2 ¢10{E ARSI OIS Z2ZEZ0f CHsl| BAMZ TLSE &
AM3slstod HZ7{0f HMAE 4+ Q&LICE.

- AMQP
+ MQTT

+ MQTT over WebSocket

* OpenWire

STOMP

STOMP over WebSocket

Ad
o

g

ActiveMQ EZ27{0]= 048] £40| AU &LICH o|§ W Chat Z&LCh

 O|& (MyBroker)
- ID(b-1234a5b6-78cd-901e-2fgh-314576k17819)

« Amazon 2|&2A O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FHEE R}

7t0|E

. ActiveMQ & 2& URL(https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:8162)

REMIEH LI 2 Apache ActiveMQ MEAMC| El Z2£2 HZESHMR.

/A Important
activemg-webconsole I§2 E&5tX| of= et o W2 x[H
Amazon MQ E 2 7{0]| IH|A| |% LH7HLE E2 740 M HIAIXE =2
ActiveMQ & Z2&£2 AIS dgLct.

- 2tOoo{B ZEEZ QEXQIE

* amqgp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

 ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(@ Note
OpenWire A= ZQIEQIL|C}

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

RtA[EH LHE 2 Apache ActiveMQ B Mol TS FHE HAESIA L.

zZ

ote

g7 E2749| A2 Amazon MQE 2712| ActiveMQ &

®

OII

A= ZQIEE A RIE B Hofl 2t mlojo| 3 A=z ol
Ats B2 Ho{2 LiepLIct

IZI\O

#l 24 URLE MS35HX|gH & o
FLto| URLEH & ASHEIL|CH OFEE7ER| 2 Amazon MQE Z otolof Bije! Z 2 EZ0f CHaH 274
E Lich -1 2 -2

HZ7
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
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BHE27| &40 M| 22 Amazon MQ REST API £ X 0| C}2 CH2 A XM L.
« REST 2] ID: 227

« REST 21 ID: 227

« REST %] ID: E27{ AMEE

HZ27{ ALK}

ActiveMQ MRXP= ActiveMQ EZ70| CH7|d X FX|of HMAEY = Qe AR 2= ol EE]7 0[]
LICH AEX7F &8 Hetg 48 78 + UELICH o & S0 AR ALK ActiveMQ # Z£01|

HH AT SIBE £ 2

m>

L|C

—_

iy
s

= 20| ®|A ellolE2 LI AL8 Xt 2 &S €Yot a0l sl £ cHr|8 & FXol ELix
CHZ | & X0l 2t cf7 | & =X E 2relg Hetg 788 + U&Lh

/A Important
AEXE HES T HE A0l AABRIAH FA| MEE[X|= S &LICH #HE LIBE HE
M OHE /X ZEl 7122 ZICelHL EEHE MF E 6ok gLt

ted

ol

ArEXE & 0] CHet REMIEF LHE 2 Apache ActiveMQ B M| ChZ EHHE R EstMIL.

. HEt 2ol
- gt 2od ofx

ActiveMQ AFS AL MA MR 2 APK|of| CHSE REMIEH LI 2 CHE2 2 X SHAIS.

« ActiveMQ E27{ ALK} MA

» Users

AHERF &

A2 £AM0o| M| 22 Amazon MQ REST API 2= 0| C}2 CHH 2 &I X 5HMI2.

« REST Operation ID: User
» REST Operation ID: Users
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html
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ActiveMQE& Amazon MQ E27{9| HiEZ SM

Amazon MQE EZ 70| CHsH B QIARA S SE{AEH HIZ SME MSELICH

=M 1: Amazon MQ T QIAEIA HE 7

C
—

e

U QUAFA HEFE= §tLEo| 7t8 FYof /U= 5H—F ol HEFE FHELICH EE7{= ofE2[A 0|
M &l Amazon EBS &= Amazon EFS AE2[X| 281 S AR LICEH Amazon EFS AEZ|X| 282
ClOIEHE 048] 7t8 FY(AZ)oll 55 X% 0F04 k-l -’F-’uf- LTt 71888 M3t E HALUE
LICt. Amazon EBS= %2 CH7| AlZtot =2 Me|ZFof x|1MetE EE =& AEE[XIE M3ELCh &
E2|X| Mo cHer AtAMIEH HE = Storage .J-‘E% ARSML.

Ct2 clolo{aze o] AZol EX|E Amazon EFS AE2|X|7} = EHY QIAEA HE 7
L|C}.

jn

H o]

I

! Amazon Web Services Cloud

—=

Client Amazon MQ EFS Volume
i Broker
us-west-2a !

Ct2 clolo{aze th AZ LHo| o] AH{ofl EXIEl Amazon EBS AE2|X|7} = Y QIAEA EH
27{E HoiF L},

! Amazon Web Services Cloud

—=

Client Amazon MQ EBS Volume
i Broker ‘
us-west-2a
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SM2: 1712482 /8t Amazon MQ EA/CH7| EE2 7

SAMCH7| B2 7= £ 709 MZ CHE 7hE Qo] 9l £ 7ol E27{7t 5= molz S 0|
et EE27{= ofE2|70|M & Amazon EFS2t S7|AIe 2 SAIELICH Amazon EFS AEE|X| 2

2 H0|E{Z oda] 7+2 WA(AZ)o B2 KA St0d 2|7 £F 0| LIF AT} 712 M MBSIES AE+74|5|
RAgLCh RHMIEt HE = Storages HZHAIL.

-

g Hofl stLtel B2 7 QIARIARN 2] AEfjo|T, CHE BE27 QIAEAE CH7| AE{RIL

27| QAEA = 5Lt MCHE 2 S 5K &t HLE 8X| 22| S0|™ Amazon MQ7} H|&HA olA

E MH|& BX|st= O &2 Alzto| A&t D™ chg E4 l:H7I RQUARAT} %“Hsril 019

Mg s4I5H7| AlEre = U&LICH AlEFe R &
a

Jh U AMELICH B2 S RRsH & & Bof

&
2 A
P
pal
N
4 T
0%
I
L
[ul

g8tz 22719| B2 Amazon MQE 27HQ| ActiveMQ & 2& URL2 A3 3HX|2H, & #of 5tLtQ]
URLEH gdstElLICt OFEH7H X2 Amazon MQe Zf 2H0[o4 B[ EE—-—OH CHaH 27HQ| A=EZQIE
£ M3 atx|gH g Hof 2t Wjofe| Bt A=Z QIERE EdStHELICH -1 & -2 ™HO|AlE §5 Ho{& Lt
EFHLICH etolo Bl ZEEZ AHEXQIES| B TOH =X 7‘*-"‘-2 A& 3sto{ of E2|7H0|M0| CHE

A= ZQIE} AT S 518 4 BLic

CtS Cholo{a 2 o42f Azoll SXIE Amazon EFS AEE(X|7} Qls #4407 HE27{E Eo{FLICt.
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http://activemq.apache.org/failover-transport-reference.html
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E Amazon Web Services Cloud

-----------------------------------------

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client ! 5 EFS Volume

Amazon MQ |
Broker us-west-2b

Amazon MQ EE7H HELIa

Amazon MQE ActiveMQQe| EE27{ HER3 7|52 R|EfLiCt.

H27 UEXTE SAI0] 043 B4 B QIAEIA HE s Farfy| HR2H2 AL B2
HUESIE MM ofz] 227 QIABIACL| 7HE A, LIZEA W 2E WMol N £ A

L|CF.

H27{ HES3 55 &4

HEHUESI: HEHI HLUEHE ALE5tod &t EEHE CIE E27{0f PZg =M AHEE L
Ot WEYD FHUEl= 3t H27{0lM CHE HE2F{Z 2C|ME HAIXIE MI gL HEXT FHHAE
= HEZ 70 H|O|E &= 0|5 Z=E FEELICE H| H0[E5 AZMe HAIX|7F EEH 227

o CHE 222 MELICH 01F H20l B2 HAIRIE F 227 Zhofl FYEoz FMrgL,

HEX3 7HLAE{7} O|F2ZE LT HAIX|7t Broker20{| A Broker1 2 MEE =& U&LICH
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H27{ HEQ|F 0 HI0|& 441 0|5 £ QlaLich EafEe IHMsH AL Bt
SIIE UX|st7| Qs CHE E2740] 0|5 Q442 T & £ Ql&LCt EEdt 0| ¢dZ22 2= gj|o|Ao
M Amazon MQ Z 2|8 EE2HZE BEEXMOZ O C

HE7{ HEXII} AE 8BS Melsts g A

HEFoMH EE27{ A7} EZ7{ Bo| 9445l2{H E27{ AE CHE MAK = AH|XHe OFEF7LR| 2
2T At SHS ALSEHOF B LICH 227 AQ| <networkConnector> 74401 &5 & MB35t
EH , HA EE27{ Bo| CHE ALSAtet SYE 2t2 Ar85to1 EE7{ A ALSAHE Mok L{CH Ol
2 AMEX O|F U &3 22 SRste HEo| 178t AFEXIR). <networkConnector> 401 A

userName £ X|H35lH Amazon MQ7} HEIY Al RIS 2 ¢S5 E FIIEHLICH

/A Important
passwordOi <networkConnector> 42 X|HstX| OtM 2. E27{ 74 mtof Y HA
E 3 & XEStH Amazon MQ 2&0|M liiE dE 7t EAIZI2Z2 HESHK| §f&LICH REA
8t LI 2 Configure Network Connectors for Your Broker EHH2 2 X 3HMAIL.
WA 2|
AWS EZ|THo 2™ Q= HEFH UEIE FsteiH s 2|Tol EE7HE HHE 5T sHE 22 7{9|

AEFZQIEO HELRXT HEEHE FHELICH.
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Amazon MQ

JHEER} 70| =

Brokerd

Ol XNt 2 HEH HERIE #d5t2{H EE27Ho| 2tojof B! EHE
networkConnectors & =2 Broker1 2! Broker42| 2440 F71& %= Q&LICH

Broker1& HEL3 FE:

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>
Broker22 HE 2|3 7{E:

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker42 HE Q|3 F{HE:

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
</networkConnectors>

ME HUEIE A8 55 Fol Zx|

networkConnector LA E 743dt= XA 2|0 EE7] transportConnector M2 #+/85101 &
5 Zof ZAIE B8 5HT UERIZ0IM HEAHE 273U MAE [ 9B EUHAE 2l

<transportConnectors>
<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

O| 0| Mol M= updateClusterClients 2! rebalanceClusterClientsE 25 trueZ AHE
LICt. 0| < ZEI0|¢MEE HEXIS| EEFH SEE MIYor M EE7{7| &o{stH HE7{0f 2|

HHLt T L™ELICH
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 rebalanceClusterClients: E27{ HELIH M E27H7 F71E 1| Ecl0o|HEII HEF ZF
of 2|HHMS == FFLICH

« updateClusterClientsOnRemove: EZ77| EE27{ HERXIE LI7IH EEZX| HEZ 2t
O|HEE YClo[EF LY.

updateClusterClientsE true2 MHESIH E27{ HEX IO B HZ7{0f A =S ZE2+0[2

EE THE 4 st

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

M E 2747t HZE| ZetolgEE WEYT0] Qs 2E H27{0| URI SS2 oL 225 o
Zofl ATjstH 220l T M MBElE B27 5 L2 SHoR MEE £ AsLIh

ol Zx|oi| cHet RtMIEH LIE 2 Active MQ HB MM Zolil ZXIE R E27H & SHE HESHA
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ActiveMQE2 Amazon MQ EZ27{ QIAEA 3%

HZ 7 QIAEA ZE A M5) L 3 7|(large, medium)Q| MY X §t
mq.m5.large)LICt Ot E 0= ActiveMQ EZ7{0f| AF8 7tS
0| LtFE|o] U&LICH

= 27 QlABA (O]

=,
Amazon MQ EZ27{ QIAEA 2

re rio

Amazon MQE UAEA R X|0| BEE|7| 2|4 90 Moi| O|2 SXIELICt S| 25K ek
TEXH SEL T EEHE M QAHA RF o2 YI0|E5t= W0l E&LICH
/A Important
20254 3% 17 O|F 0= t2.micro EE= mq.m4.largedM EZ27HE MEE 4 i&LICEH
OIAEIA £ vCPU H2E(GB) M AR AEZ|| Amazon MQ
g X 3
mg.t3.mic 2 1 Lot EFS
o

QIAEAA ELQ] 42


http://activemq.apache.org/failover-transport-reference.html#FailoverTransportReference-Broker-sideOptionsforFailover
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QIABIA R VvCPU HZ2(GiB) Y ALE AET|K] Amazon MQ
g XH B
mqg.m5.lar 2 8 Z2EHM EFS £&
ge EBS
mqg.m5.x1a 4 16 ZZ2EHM EFS &=
rge EBS
mq.m5.2x1 8 32 z2HM EFS &E&=
arge EBS
mq.m5.4x1 16 64 z2EM EFS E&
arge EBS
MelF o] AFgof cHet RhM[E LHE2 XEIZFS Z[CHEtst7| @6l SHE EE7H QIARA F3 ME
CHHE B XstAR.

ActiveMQ& Amazon MQ EE27{ 7+

T A= ActiveMQ EZ7of CHEH 2 E M 0| XML & Al(ActiveMQ2| activemq. xml T KA}
OS2 X ELICH HEFHE MYs5t7| Mol 42 g = JaLich a3 g F42 st 0|49

HZ7{0| M8 = U&LICH

/A Important
T2 HEMNE HE ALg 0| EE7{0l| HA| HEE|X|= A&LICH HE LIS XSsted™
2 7K #2| 7|12t 7I|ctelHAL E2HE ME .St oF g LCt
DeleteConfiguration APIE AME3HMEL S AAe = A&LICE RiME L2
Amazon MQ APl #Z o] 248 & Z5HMIR.

Ad
o

A

Bz 7 Fdole oft] $d0l U&LICH ollAlE S 2 &Lt

 O|& (MyConfiguration)

B2 TY 43


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations-configuration-id.html
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* ID(c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

« Amazon ZlAA O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

AMo| ™

—

1
L

Jm

RSt

mo
ot

-4 £2 Amazon MQ REST API 2 X 9o| C}S £

I

« REST 21 ID: +

0z

« REST 21 ID: +

0z

[ B
1

TN S HA S52 O3 B2 HFEstM2.

« REST =1 ID: 44 717

« REST 1 ID: 4 707

Spring XML 74 It ALS

ActiveMQ E27{£ Spring XML It E A& st0{ T EELICH AP Ho|E CH, CHy EA, Het Fod
g2 4 {0 Qi 22 ActiveMQ EE719| oft] EHE |Ct. Amazon MQE O|2{&t
TH A S UHEHI ME X AECX 22 YR RAE MofgLich EZ27{o| HERT H4nt
42 7IE 7 M2 Hx XA &L

XHElE 1 SMo| MA| MEE Amazon MQ XML A 7|00l X|HE|o] U&LICH CHS BITE AL
504 K| Els A7|0He] zip Lt CHHREZEFLICEH

 amazon-mg-active-mq-5.19.1.xsd.zip

* amazon-mg-active-mg-5.18.4.xsd.zip

* amazon-mqg-active-mg-5.17.6.xsd.zip

 amazon-mg-active-mq-5.16.7.xsd.zip

* amazon-mg-active-mg-5.15.16.xsd.zip

Olg{st A7|0}E AF235t0 7 S ASstD H7 g &= U&LICH Amazon MQOIME XML Tt S
oz C5to] TS M2E £ &L|CH XML IS 12 = 5H Amazon MQ= A 7|oOfod| 2} &S
E M oietolEe X8 72 m2l0|eE RS2 2 w75k AM7HE L.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.19.1.xsd.zip
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip
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3. Configurations(74J) I 0| X|0{ X Create configuration(7t43 4d)S MEHEILICY.

4. FM 4 mo|x|el ME HE (Details) M40 A 724 0|F(Configuration name)(0dl:
MyConfiguration)2 245t & 27{ A FI(Broker engine) HHZS MEHSHL|CH.
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® Note

ActiveMQ& Amazon MQOI| Al X| 3t ActiveMQ Tl EHZAO]| CHEE AHAIEH LIS 2 the
section called “HT™ &2’ BHHE B XML

M2 T4 THE A
Bz A48 448 Fols FE 7HEE A 8sto 2 HElaHoF & LicH

=

1. T8 F50M MyConfigurationS MEHELIC

® Note

A 7 JH-H2 Amazon MQ7E T1EE dEe

oo

él- AH A =] |_| |:|._

MyConfiguration HWO|X|0] M22 T 7HHol| A8 E27{ AT & X HE(4: Apache
ActiveMQ 5.15.16)0| T A|ElLIC}.

2. [Configuration details] B0l 74 7 #HE, HAE U XML 4|9l EE27{ FJ0| EA[ELICEH

o 11—

(® Note

2N T8 HEsH M 78 IHo| S GELcH

r

Revision 1 to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

azon MO cc gurations support a limited subset of ActiveMQ properties. Info
<?xml version="1.8" encoding="UTF-8" standalone="yes"?=
<broker xmlns="http://activemq.apache.org/schema/core"=
=l--
A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
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[Edit configuration]& ME{st 1 XML 742 BHEELICH.
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Save revision(7H’& A X%) gt & X274 EA[ELICEH

A description of the changes in this revision2 QI=dgfL|Ct
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/A Important
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Amazon MQ

Configurations
HE27{ S 50| 22 7{(0il: MyBroker)& &4t Ct S Edit(H &) S M= LICH
[Edit MyBroker] I O|X| 2| [Configuration] A4l 440{| X{ [Configuration] & [Revision]& =43} 11
[Schedule Modifications]& AE{&FL|C}.

Schedule broker modifications(E 2 7{ =% 04|2f) A40{A{ During the next scheduled
maintenance window(| 2 El Ct& | X| &2l 7|7t S¢) E= Immediately(FAl) Soi| =

2 AIME dEfEfLICH
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/A Important
el QIARIA HRIE MR YEE S0t QEatl AEjILITh BRAE 227l B
277} MR YR SO 8t #of stLtol =St TR ELICH

RIEE Alzhol 74 7ol E27{of M ELICH.

Bz7ol FEI1EE HEE = 0|& HEY + J&LIct Chs X|® wel 7+ I8 s HEELICH

1. Amazon MQ &0 21 QI8 L|Ct.

2. HEZ7 FE0M EZ7{(0i: MyBroker)E& MEdSF C}H2 Edit(TE)S MEHELICH,
3. MyBroker M| O|X|0{| M Edit(HE)E MEHELICE
4

Edit MyBroker(MyBroker T &) I 0| X[2] 71 MMM #H L IfHES MEStD HEIS MEIE

L|Ct.
® Note
HEE MHE M FAS M| ofe B A I 74 IS Amazon MQ7F 227
b A

MyBroker 0| K|l 7o A8kl EE 7] ATl & L HT(0: Apache ActiveMQ 5.15.8)
2 = & UaLch
5. [Configuration details] B0l 74 7 #HE, HE U XML 4|9l EE27{ FJ0| EA[ELICEH

(® Note
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Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

configurations support a limited subset of ActiveMQ properties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
c;!--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).
You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
6. [Edit configuration]& MBSt XML + &S HZAELICH.
7. MNMES HEgLCH

Save revision(7H& H™ X&) CHEt & A7F E A LICH
8. (MEH AFEH) A description of the changes in this revisiong QI248fL|CH.

9. XMZS MEELICH

T8 M 7 E ol MEELICH

/A Important
Amazon MQ 2£0| A7|otof et 22 L1 ZX|E M I2Zl0/EE AISeE o
2l LIC XEAEH L8 318 El XML Zk2t0|E{ Q] MA 552 Amazon MQ Broker
Configuration Parameters EHHE & X 35HA(2.

Amazon MQ &0 &l 24

CtS2 Amazon MQ M HEEl= 49| MF SELICH RHAIEH LI 2 Apache ActiveMQ A
HMO| XML 82 HAETAM L.

i
abortSlowAckConsumerStrategy (54)

abortSlowConsumerStrategy (54

S8l 24 49
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A
authorizationEntry (&%)

authorizationMap (5t Z=M 24)

kO

authorizationPlugin (5t =M 24)

broker(54d | 5t ZEM 24)

compositeQueue (54|32 ZEM 24)

compositeTopic (54|52 EEM 24)

constantPendingMessageLimitStrategy (5%)
discarding (54)

discardingDLQBrokerPlugin (£54)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination (54)
fixedCountSubscriptionRecoveryPolicy (548)
fixedSizedSubscriptionRecoveryPolicy 5o
forcePersistencyModeBrokerPlugin (54
individualDeadLetterStrategy (54%)
lastImageSubscriptionRecoveryPolicy

messageGroupHashBucketFactory (54)

S8l 24 50
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JHeER 7Hol=

2

mirroredQueue (54)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (54)

oldestMessageWithLowestPriorityEvictionStrategy

n
1
%
FO
\|_->/.

policyEntry (54|52

policyMap (5t ZEIM 2A)

prefetchRatePendingMessagelLimitStrategy (59
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (59
queue(5d)

redeliveryPlugin (54|35t AEM 24)

redeliveryPolicy (54)

redeliveryPolicyMap (5t% Z=EME 24

N—"

retainedMessageSubscriptionRecoveryPolicy (5

roundRobinDispatchPolicy

sharedDeadLetterStrategy (54|35t ZHEM 24)

simpleDispatchPolicy
simpleMessageGroupMapFactory

statisticsBrokerPlugin
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S

storeCursor
storeDurableSubscriberCursor (54)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry (54
tempQueue (54)

tempTopic (54)
timedSubscriptionRecoveryPolicy (54)
timeStampingBrokerPlugin (&54)
topic(54)

transportConnector (5%4)

A

uniquePropertyMessageEvictionStrategy (59)

L

virtualDestinationInterceptor (&t Z=HM 24

virtualTopic (54)

vmCursor

vmDurableCursor

vmQueueCursor
Amazon MQ F M0 HABElE 24 & ST £
CtZ 2 Amazon MQ TFEHM SEElE 24 R ST S| ME SELICE RtMEH LIS
ActiveMQ HEMO| XML 74 XML

2 Apache
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Amazon MQ JHEER}E 710l =
e A
abortSlowAckConsumerStrategy abortConnection
checkPeriod

abortSlowConsumerStrategy

authorizationEntry

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelLastAck
name

abortConnection
checkPeriod
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic
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LA 59
write
broker advisorySupport

allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep
maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID

producerSystemUsagePortion
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A

cachedMessageGroupMapFactory

compositeQueue

Ad
o

I

rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority

timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rJMSXUserID

useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics

cacheSize

concurrentSend

copyMessage

forwardOnly

name
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A

compositeTopic

conditionalNetworkBridgeFilterFactory

constantPendingMessagelLimit
Strategy

discarding

Ad
o

I

sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit
replayDelay
replayWhenNoConsumers
selectorAware

® Xl HAE:
Apache ActiveMQ 5.16.x

limit

deadLetterQueue
enableAudit
expiration
maxAuditDepth

maxProducersToAudit
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e A
processExpired

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy
forcePersistencyModeBrokerPlugin

individualDeadLetterStrategy

processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval

queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

persistenceFlag
destinationPerDurableSubscriber
enableAudit

expiration

maxAuditDepth
maxProducersToAudit

processExpired
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A

messageGroupHashBucketFactory

mirroredQueue

oldestMessageEvictionStrategy

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

Ad
o

I

processNonPersistent
queuePrefix

queueSuffix

topicPrefix

topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
bucketCount

cacheSize

copyMessage

postfix

prefix

evictExpiredMessagesHighWat

ermark

evictExpiredMessagesHighWat

ermark
advisoryForConsumed

advisoryForDelivery

advisoryForDiscardingMessages

advisoryForFastProducers

advisoryForSlowConsumers
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e A
advisoryWhenFull

allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch

maxAuditDepth
maxBrowsePageSize
maxDestinations

maxExpirePageSize
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e A
maxPageSize

maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl

queue
queueBrowserPrefetch
gqueuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers

sendFailIfNoSpace
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A

usePrefetchExtension

prefetchRatePendingMessagel
imitStrategy

queryBasedSubscriptionRecov
eryPolicy

queue

Ad
o

I

sendFailIfNoSpaceAfterTimeout

® Xl HA:

Apache ActiveMQ 5.16.4 0|4t
sendDuplicateFromStoreToDLQ
storeUsageHighWaterMark
strictOrderDispatch
tempQueue
tempTopic
timeBeforeDispatchStarts
topic
topicPrefetch
useCache

useConsumerPriority

multiplier

query

DLQ

physicalName
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LA &4
redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded
redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration
maxAuditDepth
maxProducersToAudit

processExpired
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A

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

topic

Ad
o

I

processNonPersistent

immediatePriorityDispatch

useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration
futureOnly
processNetworkMessages
ttlCeiling

DLQ
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e A
physicalName
transportConnector name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

cee 4
Mg axstAe

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend
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- HE2 7

networkConnectionStartAsync

HES|Z CH7| AlZtE £0|1 Ot WESZ7E MAlo] AE LS 5t
M<networkConnectionStartAsync> EiI1E AISELICH sHE ElO= 2277t A-TIE ALS
0 HE7{ A& HIS7|Mo 2 HEQT HZES HHEE ARG EE X|AFLIC

(][]
-

7|22t false

T2 oA

<broker networkConnectorStartAsync="false"/>

Amazon MQ M HEBE|lE 24, ot AEM 24 LT 512 24

CHZ 2 Amazon MQ TFEHM S8 ElE 24, 5t M 24 LT 512 LA9| ME SSLICH
REMIBt LHE 2 Apache ActiveMQ B AL XML 4 FHESHM

LA St A A 5t 24
authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
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Amazon MQ JHEER} 70| =
SR St AEM 4 St 24
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations gueue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin
discardingDLQBroke
rPlugin
forcePersistencyMo
deBrokerPlugin
redeliveryPlugin
statisticsBrokerPl
ugin
timeStampingBroker
Plugin
systemUsage systemUsage
transportConnector name
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A

compositeQueue

compositeTopic

policyEntry

forwardTo

forwardTo

deadLetterStrategy

destination

Fl 24

[o][]

updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

queue

tempQueue
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A

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

Fl 24

[o][]

tempTopic
topic

priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory
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simpleMessageGroup
MapFactory
pendingDurableSubs fileDurableSubscri
criberPolicy berCursor
storeDurableSubscr
iberCursor
vmDurableCursor
pendingMessagelimi constantPendingMes
tStrategy sageLimitStrategy
prefetchRatePendin
gMessagelLimitStrat
egy
pendingQueuePolicy fileQueueCursor
storeCursor
vmQueueCursor
pendingSubscriberP fileCursor
olicy
vmCursor
slowConsumerStrategy abortSlowAckConsum
erStrategy
abortSlowConsumer$S
trategy
subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy
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A

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

retainedMessageSub
scriptionRecoveryP
olicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

wrapped

Fl 24

[o][]

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy
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A

sharedDeadlLetterSt
rategy

virtualDestination
Interceptor

Amazon MQ 5% 24 &

e el 24 &
g &xEMR.
=HA

 authorizationEntry

* networkConnector

» kahaDB

deadLetterQueue

virtualDestinations

Fl 24

[o][]

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

queue
tempQueue
tempTopic
topic
compositeQueue
compositeTopic

virtualTopic
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» systemUsage

authorizationEntry

authorizationEntry= authorizationEntries 5t Z3M 40| 5t IL|C}.

Ad
(=]

I

admin|read|write

M-SRt 2 E0|H FoiE Heh KMt HEE F Her F0 ¥ FE2 HESFAL.

activemqg-webconsole I &2 Z&3X| = Mt 204 W X|Yst= <, 2 E 0| Amazon MQ
B27{0] HAIXIE EHHL EZ2F{IM HIAIX|E 5= 41T HEHO|

8¢ + H&LIch

7122k null

&9 oA

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

® Note

Amazon MQ 7|8+ ActiveMQ2| activemg-webconsole 2&2 ZE CH7|Q L Fx|oi CHEt
Ze|At HEHE ER/stn UELICH Ol &2 ZE AFSALE ZE|RF HMA HEHS Z&LIch
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networkConnector
networkConnector= networkConnectors st ZAaM @ Ao| 5Lt
A
. A
=
« FAOl0of
2 Ad
-1 O

conduitSubscriptions

HEHUESR | HEXZ ¢dZ0| S LSt CHaol| 255t= 048] LHIXHE 8 AHIRIE FZ 5K
0{£E X|HgLICt 02 £01 conduitSubscriptions7t trueZ MHEE|DT F AH|XIZFEZ7{B
of HA5l0 CHA S ZHE| AH|E HR, E27{BE O|E9| F 52 UEYT S S8t 227 Ao
CHSH Bl =2l 5o 2 ZAgteLICH 222 HAIX|S Bt SAHED EZ27 AdMH EZ27{ B2
== i

(® Note
conduitSubscriptionsE& trueZ H%stH 5= HESZ ECEE Y =+ U&LICH
X|gt o] £ 92 ALS3tH AHIRL ALO|e] ZE WY EX7H LEE = U1 LT AlLLE|2(0
JMS HIAIX| MBHZ| EE= EHI7|M FA)IMH HRE SE2 g = JU&LICH

71822k true
duplex

HE7 HERT L] ¢4Z0| HIAIXIE MAt L AH|GH= O A El=X| 048 E X|HFLICH o & S04
HEZ7{ Al H M0|Z REE HE27{B2to| ¢12E MMt AL HAIX|l= EHEF AV EEF BE
oF MEHE = U&LICH SHX|EF 227 A7 EEF B T0|E ¢1dS M FAoll= EE7{ Bt
<networkConnector>E T+ 8E ZQ Q0| EE7{ AR HA|XIE MY E &+ J&LICH

7|22k false
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7|22k bridge
uri

B2 UESIE FHste F EZ2H S stLi(EE o4t E=27) 2| 2tolo{ B Z2 EZ A= 0

(® Note
networkConnectorE AI235t0{ EEZ7{ HEXIE ™Holg | EE 7ol S E AFEXLo| ¢

S E ZEAIF|X| OIML.

27l EEFE FHE EEFH HERXT

O| o= 270l ER {7 EEH U ELQ IR HAZE|0] YU&LICH HERXT HHEES| 0|2
connector_1_to_20|1, E27{0] S & E ALE Xt O|& 2 myCommonUser 0|11, 2422 duplexO|
1, OpenWire IEXOIE URI'— M5 At static: 2 AH850{ EE7 7F Y HAZAS LIEFHLICE

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

KEM|t HE = Configure Network Connectors for Your Broker€ & X 35HMIL.

OH EEFHE #MHE HEFH HEXA

O| T HHMME ot 7He| EZ2 77 HE 7 HERIZE AZAE|0] U&LICH HWERT HHEQ| 0|5
connector_1_to_20|1, E27{0] 3SE AIE X} O|& 2 myCommonUserO|H, ¢IZE2 duplex0|
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1, OpenWire QIEZQIE URIC| HEE L EE SE]E2 HF Al masterslave: 2 AHE350{ EE7{ 7t
o Zx| @ZAS LIEHELICH E27 2t Fol| Zx|= HEHSHE(R| Ao MAE A7 FEHHE HSE

LICH.

<networkConnectors>

<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617,
ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(@ Note
HEFH UERI = masterslave: HFAIE AHE5tE Q0| EZ&LICH Ol HFAE O BA|
MOl static:failover:()?randomize=false&maxReconnectAttempts=0 =1 &
Lot

(® Note
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Ad
S

il

concurrentStoreAndDispatchQueues

CHZ |0l SAl M & Clam RIEELIcH REME Y2 = =2 AHIXHE Sl o

=<

7|8 SA ME I ClATR] H

2
In
>

fhiok
0>-ﬂ|
\_?ﬂ

=

FAl

FAd

mo ol
g'l_-

A

(@)

w M
2

ol

FO i

7|18¢k: true

0]
k>
1
0%

ob
40

75



Amazon MQ TR 7H0|E

cleanupOnStop

® X HE:
Apache ActiveMQ 15.16.x O 4

HIgdzte 49 E27{7t SXIE ml 7HHIX| =& L HE[7t ™LX pfesz Sz T2 MATHEEL
ElLICh 71 B7tstH CHE ol o|E{HI 0] & EEE AFEE] CIO|EH|0|A R B2 FEEfLICH

journalDiskSynclinterval

journalDiskSyncStrategy=periodic®| 3% C|A3 S7I3HE +E Wl ZtE(ms)LICt Xt
Mgt LH& & Apache ActiveMQ kahaDB AEMHE X 3HMI2.
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journalDiskSyncStrategy
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Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>
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sendFaillfNoSpaceAfterTimeout
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Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>

<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">

<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>
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b. Edit MyBroker1 H[O|X|2| 71 Al4d0oi| M E7[E ME4EFLICE.

TH0| AFB5tE EEFH AT - L HT(0|: Apache ActiveMQ 5.15.0)0] E A|ELICE.
M7

HE s, dF XML S4e| EZ7{ F80| EA|ELICH

c. [Configuration details] E{0f 74
_|
e. T Ito| 5t M <networkConnectors> MlMof Q=E FME MHstD Ot HEE
=g

« HE3 FHEE{ 2| hame.

« = H27{0] ZEE! ActiveMQ ¥ 2& username.

- HEZE B QARA HE7{0of HAZ5t= B MyBroker20i| static: MFA &
QIE urig Mgt o I% EW Cisa 240t

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- BEZ27E gM4/07| E27{o] 9185t B #el metole ?
randomize=false&maxReconnectAttempts=01t &7 5§ E27{ 250 static
+failover T4 2 OpenWire IEZQIE uriZ AFSELICH oAl

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,
ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp; maxReconnectAttempts=0)"/>
</networkConnectors>
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3. UESLZ X7t AZEUEX] &letT| s HIEXIE MEHELICH

HIE 23 E2|X|(Network Bridges) A440{| A MyBroker22| O|& & 47} 4 HZ7{(Remote
Broker) 2! #1794 4 (Remote Address) &0 Lt &ElL|C}.

4. B=z7{MyBroker20i HMAE = = oFF AIAE0IM AH|RHE Y E7LICH of:

activemq consumer --brokerUrl "ssl://

b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \
--destination queue://MyQueue

A H|X}7+ MyBroker22| OpenWire NIEZQIE 0| 4451 7| MyQueuedlA HIA|X|E AH|
guct.

5. EHZE7{MyBrokerlOl AAAE £ U= oFF AAEIM YAKIE MMt HH HAIXIE TS
grulct. off:
=

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mg.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

MARE7E MyBroker12| OpenWire QIEZQIE 0] 9173511 CH7 | MyQueue 2 X|&X HIAIX|E
MagLICE
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d. Source(Z2)0|M Custom(MEX X&) MEIEH HEfoM & 2&0of AMASHE Ol AHS
AAEIOl P $¢(01|: 192.0.2.1)E =3gfLict.
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activemqg-client.jar & activemqg-pool.jar I{7|X|E Java A B20i| FIHELICH CHS
oAM= Maven ZE2HME 9| pom.xml Lt L{of| EX{3H= 0|28t as—’—'.‘- 32 2o{EL|Ct

<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

actlvemq client.jaroll CiEt RtAIE HE = Apache ActiveMQ A A Q] Initial ConfigurationS &

/A Important
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1. EEFO|A=FZQIEE ALE5l0{ HIA|X| 2AtXLoY| CHEH UMS E2IE A2 HED|E MMSHCHS
HHE 2|0]| CH3H createConnection HAMEE 5 &38fLCt.
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(@ Note
HIAIX| MARFE g4 PooledConnectionFactory S2iAE AFS3EHoF EHL|CH REA|IEH
HEE= g4 o EANSE FZTMR.

MM, MyQueuet= OI& 2| CHZ |, 2|1 HIAIX] HAMXHE HGELICH
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// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. 2% "Hello from Amazon MQ!"ZE A8t CtS HIAIXIE HSELICE

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);

System.out.println("Message sent.");

4. HMXE HElELc

producer.close();
producerSession.close();
producerConnection.close();

HIAIR| 2HIZHE &5t HAIX|E +dlstedH
CtE IRl 2t HIAIK] SAHRE ddstn HIAIXIE &g

1. EEFHO| A= EQIEE AFE5H04 HIA|X| AtRIo CHEF UMS @12 HEE|E M5 Ot HEL]
0l CH3H createConnection HMEE S &&rLICH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
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2.

3.

connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(@ Note

HIAIX] AH|XFHE PooledConnectionFactory ScHAE AFESHH F ELICH REA|IEH
A

HeE g dd E ASE HZstMR.

MM, MyQueuet= OI& 2| CHZ |, O 2|1 HIAIX| AHIKHE H-GELICH

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".

final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =

consumerSession.createConsumer(consumerDestination);

HAIXRIZ 271€ ZICk2|Ch7F HIAIR|7F =236t O +AlgfLCH.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;

System.out.println('"Message received: " + consumerTextMessage.getText());

@ Note
AWS HIA|IE MH|A(0: Amazon SQS)et &2l AH|RHE EE7{0]| X|SXHo 2 HEE
Ct.
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consumer.close();
consumerSession.close();
consumerConnection.close();
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Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

LDAP login configuration(LDAP 2121 #4) MMof|M CtF =+ HEE MSELct
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Amazon MQ
o g HM QX|: roleBase LHOA A& 3= O AFE El= LDAP A EE{QILICEH
userSearchMatchinglt Yx|5t= AF XS] I} O|E2 ZAM EE{ 9| {0} AtE| EAIXIZ CH
XMELICH ZCI0|HES| AH8X}E O|& 2 {17} At EAIRIZ CHA|ELICE o| & E0 CIHE 2|2
AEt =0 Y Heto| RE AFS KO AFE Xl O|§0| Z& El membert= £40| & E 82

(member:=uid={1})1} Z M ZEE NI = U&LICH

fIxIE &&= EAIFLICH

rr

CtE olOlX|olME Ol2Et MF HEE X|™st

Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

Optional settings(A1EH2] A7) Mo CtEot 22 MEX HEE MSE £+ JU&LICt

« AL R 4B OB AL AL T8 TAIHI0l CHEH AL Rt CIMEE] $S0 Qi LDAP £449] 0/
QLI Lol [t ALRRF SEE ABAtYl CIElE] #S0 2l S4 3o AgE 4 el
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Ct. Ol userRoleName SME AtEsIH 0| £42| 0|FE MSE = UELICH ME SO OIS AE
A EEE nodof E&LICH

dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com

memberOf: rolel

userPassword: password

2| of|M|2| HIE userRoleNameS AN|Z35t24™ member0f £ S X|HELICH 2150| HB5tH
MEXO|AH rolel &d&to| & ELICT

o4&l O|&: 10| Sl UE 2| 0|EQ W& F=9| OF 0|8 SHYULICEH ol E0{ OF 59| &t
O|§oi CHEt cnE XIHE £ USLICH C150| H35H HHZE &6l Ue 24 e &5o|cn &4
Zho| AF Rtof| A gEElLCt

AMEX M 512 EE|: LDAP AFE A M 2|0 HRE HOolFLIC True@! A<, userBased| H
O|El L= ofeof U= MA 5t ECIE QM= E HY7F M- ELICH

g HM 512 EC|: LDAP gt AM 2| HRIE HolgfLICh True?l B2, roleBasedd Ho|E
= oleioll U= MR 5t ECIE AMIIES W7 d™EE L Ct

CtS olOlx[olME of2der MM dHEE XIEE fIRIE T EAIFLICHL

Role Search Matching

The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.
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SY2 252 et 7x2 HE FoiE 9IEF FZx ol & 7HX| 7|2 ©HFE nE{g + J&LIch

Authentication
0I5 g SIsiME S2toIoiE K74 ZHo| a0k BLIC 0243t X174 SHS LDAP Aol 2l A
St 718to| At Rtoil CHal ZE ElLCH

ActiveMQ EZ70i| MZE AFERF 7|82 LDAP ME{0|M AL X7 HE El= DITe| = EE 7I2[740k

gtLICE o € E012 A8 § AWS Managed Microsoft ADO|Z. =M@ 74 @A corp, example O]
com@U T ZE EHR| corp 20| Y= BR CISS MR 7|82 2 UsersAH2EHLICH

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ E27{£ EZ7{0f CHet 22I0|HUE A4 2™ E 215 5t7| fIsi DITL| 0| fIX[0llAM ARt
g dMgfLct

_| Active Directory Users and Computers

File Action View Help
¢ |H = Hm ?RiEY

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com

o AWS Delegated Groups

o AWS Reserved

| Builtin

| Computers

v 3] corp

3 Computers
2 Destination
3| Group
3| GroupTwo
2 Users
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ActiveMQ &4 FE= AEXH2| £ 0|FF uido |'__|_oo|' Zb ARt A BT 4] EE
O| A=X| =latiok ErLCt Holah AAEKto|l A ALEXL Ol I'o & £ A&Lct RHAIE LHE 2
activemq &4 I E 2 Windows Server 2016 0|4 T 9| Active D|rectory AEx S HFEAMID
g 248 ®ESMR

EX™ A2XO| ActiveMQ & dAA
OO0 &8 U K| &elghL|ct.

1]
ik

L
LOL
9'|_l
u
ar
2
ol
=
ol
Pal
0

&Xt7F amazonmg-console-admins

e §0{0| B HE7{ FHoi M HEt AM 7|8t XIHELICH #HEt Rois HE7{9]
activemq.xml 7t mtoi Q= cachedLdapAuthorizationMap QA E Sl CHA(EE U=
FtE, CHe EEHEE S-ELICH RME LI 2 FHAIE LDAP HEt £0{ ZE2 F XML,

[== R

(® Note
H=27{9] activemq.xml 7+ I} U0{ M cachedLDAPAuthorizationMap LA E A& 3t2d
HE Sl +42 YEE W LDAP 21& X Het Ro{ SMS MEISHHLELE Sall 74 dH2
AWS Management Console A3t 7{Lt, Amazon MQ APIE AF835l0 M 1S MAJE LDAP

[ authenticationStrategy &8 2 MAdloF &LICt. AWS Management Console

cachedLDAPAuthorizationMap 42| YR E CtF Al 7tX| £ E MS3sHok g LICt

* queueSearchBase
* topicSearchBase

* tempSearchBase

/A Important
S8 27 E27{o| 4 mtdof X XM =X =5 5t7| /8 Amazon MQE
cachedLdapAuthorizationMapdM CHS £ 4 AF-%%F | 25t % REHEFLICH
* connectionURL
* connectionUsername

* connectionPassword
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L89
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://activemq.apache.org/cached-ldap-authorization-module
https://docs.aws.amazon.com//amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy

Amazon MQ TR 7H0|E
2=27{E MME [ Amazon MQEE 55 S
ldapServerMetadata £ 80M M3 st= 2S¢

CH2 2 cachedLdapAuthorizationMapll & A& EoiELIC}H

<authorizationPlugin>

<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"

topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com
tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="Ffalse"
/>
</map>
</authorizationPlugin>

FLICE. kA 212l of| &i|of A

Olz8t Zt2 Z CHA R ol AbE HEto| X|IHE DIT LHe| QXIS AlE
AWS Managed Microsoft AD, corp example o] SUst THQl 71 LAE AI&St= comER 2
A 82 L85 2t & HRldestinationE XIEELICEH Y OU LM queues,

toplcs I temp EH”OH CHSH OUE St e = d&LICt

Foi WEE MIst= Chi7Id A 7|8H2 DITOIAM TS IR0l U

o
(o]

ek CH7 | R e ol H
ELCH

OU=Queue,QU=Destination,OU=corp,DC=corp,DC=example, DC=com
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https://docs.aws.amazon.com//amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata
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. Active Directory Users and Computers

File Action View Help
&= HFE 48| XEG=H

1 Active Directory Users and Computers [WIM A

. Saved Queries
%3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

2 Users

OHEIZRRIZ A 3 LAl CHA O] AFS M3 7RIS DITOIM SU8 2&of YaLich

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

Zt CHA SEEH7IY, A, FANS OU LI ot EFIE EE= EE CHA 0|82 M3 E = J&LCt
0 € £0{ M5 Al DEMO.EVENTS.$.2 2 Al&t5tE ZE CH7|¥o| HEt B0 #=E XMZ5ie{H S
A

OUE ddeg =+ &L

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com
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@® Note
DEMO.EVENTS.$ OUE Queue OU LHO{| & LICt.

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example,DC=com

. Active Directory Users and Computers
File Action View Help
e 2@ o EBe:z Bl

| Active Directory Users and Computers [WIN-IL A
| Saved Queries

&)

v _:.Fr_:j corp example.com
a2 AWS Delegated Groups

= | AWS Reserved

| Builtin
| Computers
v 3] corp
3| Computers
v 2| Destination

v 2| Queue
= DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

3| DEMO.EVENTS.S
- Temp

'n... in..

i | Topic
3. Group
3 GroupTwo
o Users

ActiveMQ E 2712} LDAP 8& 109


https://activemq.apache.org/wildcards
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CHY == FUEFIEE LIEHLHE Zf OU LHOAM Ml 7He| 2o 2 & & ddsloF ZLICH ActiveMQ2l
DE HEtDF OFRIER| 2 247|227k el Rt Het ILICH ofedet Zf ALE ‘Hetol CHer XEAIEE LHE 2
ActiveMQ HEXM0AM 2Ot E HZstML

olz{8t 29t 1 & read, write & admin®| O|& S XI&5Hok &rLICt ol2{8t Zf 20t I & LHollM At
EXEE IEE FIIE = U2 T MEA E= 252 & Y S oY HEHE 7HELCHL &
otderte et &g E= 71 chefof olg2{8t 2t 2 &o| EeELCH.
| Active Directory Users and Computers

File Action View Help

& | E B XEZ HEITRETI%

] Active Directory Users and Computers [WIN-IL A || Name Type Description

Saved Queries &2 admin Security Group...
v 3 corp.example.com Egread
3| AWS Delegated Groups égwritr:
| AWS Reserved
| Builtin
Computers

Security Group...
Security Group...

L e

v [Z] corp
| Computers

Destination

£
U

2 | Queue
= | DEMO.MYQUEUE
= | DEMO.MYSECONDQUEUE
= | DEMO.EVENTS.S

2| Temp

£

= | Topic
3| Group
2. GroupTwo
2| Users
= | Domain Controllers
ForeignSecurityPrincipals
LostAndFound N

(® Note
#eElRt 258 ddstH I8 o|FolM S=o| dELICE ol S&2 2 50| DITL| CHE IR
off AT 274 Al Windows 2000 O|F T+ 2{0lM 20| Z2 O|§E SRS 51&stH K|
27| 2ol EAErLICt Windows 2000 O|F ™ EIAE &xto| g2 MY & FX| &
K2 MHeHo =2 D ioflof ELICH Ol SEE Tlst7| e 24 admin ZE0f uuid HOJAE F

7te = A&LCH
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=

File Action View Hel New Object - Group %
ol AR 10 = RNE
] Active Directory Users a ‘\?/2 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries g
v :T-ﬂ corp.example.com E are no items to show in thisy
o] AWS Delegated Group name:
o | AWS Reserved ’ admin I
| Builtin
1 Computers Group name (pre-Windows 2000):
v [3] corp |admin-alias-t.luid-3f3b6ae7c| |
a2 Computers
v (3] Destination Group scope Group type
v 3] Queue (O Domain local ® Security
a1 DEM( (® Global (O Distribution
= DEMq O Universal
3| DEM(
o] Temp
3] Topic
=/ Group Cancel
2| GroupTwo
| Users
= | Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound L7
< >

S CH4 Ol admin Hot B0 ALSRHE £7H5HEY ALSAIT ST FRIE A4 W AKIE £ el
C}. read 2OF TEO] £75HEd CHATOIA 948 £ AT write TEOH F7hohed CHANOf & £ UL

Ct.

Hot JF HEtol 78 MAEXHE F7lste A 2ol ™A O2ES Fote =& A&t gL
ActiveMQOUIM 21 &2| £ 0|E 2 CHA| SIEZESIEE activemg &4 FE0]| L2 OHE FIHE I8
off 7HA| 224 group0fNamesO| QU=X| = laoF &FL|Ct.

Ol A sledH AF2 A} uide| 229 SQUst T2 MAE £33t} Windows Server 2016 O] AF B 7
9| Active Directory AHE AL 2 HFEOIM ID OHE & HESHMR.

A (MEH AFE) AWS Lambda &40 944

30
o>

AWS Lambda = Amazon MQ E27{2| HA|X|ol 15t AF2E £
dZ4s = ch7 QoM HIAIXIE el &+ 57402 3&ES= 0
HHd5t= O|HE AA DIEES HAIXIE EE27H0|M HIX|Z2 211 JSON A
2 BEEhL|Ct.

LICH. EE7HE Lambdao]
A OfZE S MAIsHL|C}.
A

|rn
ot +>

H|

rr

o=

Al9| Lambda H[0|2 =

N
_._'

HZ7{Z Lambda &40l 24Z45l2{H

1. Lambda &% A A& of Ot IAM g HEH2 FIHELICH
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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* mq:DescribeBroker

* ec2:CreateNetworklInterface

+ ec2:DeleteNetworklInterface

* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

® Note

Bt IAM HEt0| gie™ & 47} Amazon MQ E|AAQ| BZEE HE X

|0

2 ¢

jo

A 0O
_I_Hl-sl

2. (MEHAIE) HE2 HMA 7IsMo| e EEHE HES B2 OIS & stLHE +=835t04 Lambda
(o] = o|:

« HEZ MEUY 5LIS| NAT HIOIERIOIE FMHEILICH KEMIEH LI 2 AWS Lambda 7HEr R}
SFHLHMOAM VPC 244 Bf 2| QIE{H! S MH[A AMAE HZtM L.

« VPC AEZQIEE A&304 Amazon Virtual Private Cloud(Amazon VPC)2} Lambda 7+2]
A2 MMELICH Amazon VPCE= AWS Security Token Service (AWS STS) 2! Secrets
Manager A= ZQIE0of = Q4Z5H0F B LICH AtA|IEH LHE 2 AWS Lambda 7HEE X} OFLHA{ 04| A

Lambda0i| CHEF QIE{H|O|A VPC RIEZQIE M B XFHAMIL.

3.  AWS Management Console2 At &3t0{ Lambda & =0 CHsli EE27HE 0|
Ch. create-event-source-mapping AWS Command Line Interface HHES A& £+ U&
L|CF.

4. =EZ7{0|M AH|St HA|X|E Lambda &7t X2lste ZEE ZMELICH O[HIE AA DHZ0lM
ZME|E Lambda HOIZEE E2 70| AT ol wat CHELICH 22 ActiveMQE Amazon
MQ CHZ7 |2 2| Lambda H|O| 2 = 0i|A|IL|C}.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html

Amazon MQ

JHeER 7Hol=

® Note
O| oMol A testQueues CHZ|E ol 0|5 &L|CE.

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType": "jms/text-message",

"data": "QUJIDOkFBQUE=",

"connectionId": "myJMSCoID",

"redelivered": false,

"destination": {

"physicalname": "testQueue"

.

"timestamp": 1598827811958,

"brokerInTime": 1598827811958,

"brokerOutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51prgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
.
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

3EHA|: (MEH AFE) AWS Lambda &40 91722
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Amazon MQZ Lambda0i @1Z2sl= e, Amazon MQ O|HIE A A0 CHSH LambdaZt X|&ste M
gl O|HIE AA OfE @F0f CHSt REAIEH LHE 2 AWS Lambda 7HEFRF LA 0| A Amazon MQO1| A

Lambda AFE2 & EHXSHAIS.
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(® Note

Amazon MQ 7|EF ActiveMQZ2| activemqg-webconsole I&2 2 E CH7|Y L FA|of CHst

=

ze|RH HEre Efstn U&LICH ol 2&E2| ZE AMSRI T ZE|RF MM A HetE Z&Lich

CtZ od|Alof A= AWS Management Console2 A& 303 Amazon MQ EE27{ AFSALE M4, HE &
Ax|steE WS HoiELICh

M ActiveMQ EZ27{ AFZ A} A

1. Amazon MQ 2&0| 22l C}.

2. HZ7 SE0|M EZ7 0| (0dl: MyBroker)2 MEHSH CIS View details(MF HE £ 7))
L|CF.

AI_-|EH

i
ot

MyBroker | O|X|2| ALE R} M4dof| O] EE 740 £t 2= AEXR7L LG ELICH
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
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1. Amazon MQ 2&0 229Q18fL|ct.

2. EE7 S50|M EZ7{ 0|F(0i: MyBroker)2 ME4Et LIS View details(M|F HE £71)
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OpenWire

activemg-client.jar & activemg-pool.jar Ii7|X|E Java EciA B20o F7tgLICE Ct
& OlX= Maven ZEMEO| pom. xml It L{of| EXHSt= O|EHet SEHE EoiELICt.

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupld>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

activemg-client.jaroll CHet AtA|EH 2 = Apache ActiveMQ AE A 2] Initial

Configurationg & Z M.
MQTT

org.eclipse.paho.client.mqttv3.jar I7|X|E Java EciA B20of FIHELICH CH of
M= Maven ZEME pom.xml IOl 0| B&HMHE Ho{ELCH

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
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</dependency>
</dependencies>

org.eclipse.paho.client.mqttv3.jar0ll Cigt AtMIE LHE 2 Eclipse Paho Java Client&
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CtZ Z7|X|E Java EeiA Z=0f F7HEL|Ct

* spring-messaging.jar

* spring-websocket. jar

* javax.websocket-api.jar

* jetty-all.jar
* slf4j-simple.jar

* jackson-databind. jar

CH2 o Ml= Maven Z2XME 9| pom. xml It LHol| EXH5HE Ol2Et E&AMS

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>

<groupId>org.eclipse.jetty.aggregate</groupld>

<artifactId>jetty-all</artifactId>

<type>pom</type>

<version>9.3.3.v20150827</version>
</dependency>

HoiELICt.
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https://www.eclipse.org/paho/clients/java/
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<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

REMIE LHE 2 Spring Framework B A 2| STOMP SupportE & X 5HML.

AmazonMQExample.java

/A Important
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OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/
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import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws IJIMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");
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// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =

connectionFactory.createConnection();

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);
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// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage)
consumerMessage;

System.out.println("Message received: " +
consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*
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* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/
import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MgttCallback {
// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-

east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqtt().run();

private void run() throws MqttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MqgttClient client = new
MgttClient(WIRE_LEVEL_ENDPOINT, clientId);

final MqgttConnectOptions connOpts = new
MgttConnectOptions();
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// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
System.out.println("Received message from topic " + topic +

" + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");
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STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the
* permissions and limitations

*/

import

org.springframework.messaging.
import org.
import org.
import org.

import

License for the specific language governing
under the License.

converter.StringMessageConverter;
springframework.messaging.simp.stomp.*;
springframework.web.socket.WebSocketHttpHeaders;
springframework.web.socket.client.WebSocketClient;

org.springframework.web.socket.client.standard.StandardWebSocketClient;

import

org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;

public class AmazonMQExampleStompWss {

// Specify

the connection parameters.

private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =

"wss://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-

east-2.amazonaws.com:61619";

private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
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final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());
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private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

}
}
private static class MyFrameHandler implements StompFrameHandler
{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}
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aws mq describe-broker-instance-options

ATl L QIARA RFEHE AN E LE{RStE{H ChZ0l L2 --engine-type & --host-
L

o
instance-type SME A%

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

o & £0{ 21 E ActiveMQ & mq.m5.1large QIAEA R CHs HE{R5t2{™ engine-typeS
ACTIVEMQZ, instance-typeg mq.m5.largeZ CHAI|EFLI|C}.
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Client Elastic Amazon MQ
{(Producer or Network Broker
Consumer) Interface

SERVICE SCOPE
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Ct. ol & E™ CtSot Z&LCt.

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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(@ Note
HIAIX| AH|XH= PooledConnectionFactory EciAE AFESHH OF ELICH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

& & Failover Transport& At&5t04 02 EE7{ AI= X QlEof 44

OfZ (700l o] E= 7 =2 RIE ol 2AAsHoF st F(0: 2 £ HHEZ ZEE ALE5t=

/CHZ|
2L 2= 8|0/A HAIR]| EZ7H0| A Amazon MQZE OFO|18|o|M3le -‘?— Mo ZX| MEE MEF
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import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
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https://www.rabbitmq.com/docs/disk-alarms
https://www.rabbitmq.com/docs/disk-alarms
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HiZ 2= ClA3 o{F ABHGiB)

e QlAEIA 10

Cluster 2

mq.m5 QIAEA R80| Z2 Amazon MQE TSI 22 ClA3 ofg Mt MRELICH ol2f3t 2t
2 B QIAEA B SHAE HE BFof HEFHUCH

OIAEA ©39 ClA&3 o5 AMEH(GiB)
mqg.mb5.large 12
mq.mb.xlarge 20
mq.m5.2xlarge 36
mq.m5.4xlarge 69

mq.m7g QAHAS|C|AT 04F BVt O X7 MZE0 SYEH mq.m5 QAR A H|SH HAIX] AE
2lX|ol Z2H|XJE Cla3 S8 O Bo| 488 = /JU&LCh
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/A Important
mq.m5 E._E mq.m7g QIAEA RE0o|A mg.t3.micro QAHA RF¥oZ HE2HE CIRO

s

rr
N

30| B

ol

HE7E HAES I YARE HAIE 27 Aol X3t QAL SEM 378 B
@3t}
iy | .

AN RabbitMQ 4 E27{92] 7|2 2|AA X|EtE AF2 35104 Amazon MQ 25 Aad|of| 2 oHZ 2|7 0| A
off 248t QIAEIA 37|82 ZAX™ELICE 0|28t 7|2 2lAA MEH2 8 m7g QIAEA S8 4l 2
CH7|¥E 7|8t e 2 §hL|ct.

« m7g HY QIAEIA HE O CHEF 7| ElAA A

s m7g 22{AE HiZ O CHEF 7|2 2lAaA X|Et
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o|HE AI5t7| Tol| B7IEl o2 HE2F7{ M58 HAESE 7,dOI ZE&LICH
« m7g Bt QIAEA HYZOf CHEF Z[CH 2|AA XS
« m7g 22{AE HiZ o CHEF Z|CH 2lAA X8t
e m5 Bt QIAEIA HYIZ ol CHEF ZICH 2|AA N|Et
« m5 2{AE H{EZOof CHE =|CH 2[AA ANEH
o« @F MAIX]
® Note
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MRl o4 A E IHEHE +86tHM EZ7 718HE EEste 7IEalY g E LI SE /22E
QT MF O & XA XE 7 S HEstod E27 SEE MER X|FE + U&LCH

G5 7| ™ol Chs Argoll RIS,

/A Important
1. 7 HE2 HEE27 d5 Y 7180 &2 0|& = Y&Lict
2. 7|2 7+d SME HEst7| ™ol 2 olshef LIt
3. x| HIZE M B0l M T4 BT AE ElAE
4. HMZAE XS £ S22 4B 2L
/A Important
Olz48t +M9| 7|22/ X|HEl= HPIE= RabbitMQ HH, QIAHA RE U EHEFH HIZ 2=

of L2t cHE Lch,

/A Important
o XHEE HelE Hold 774 ot E2HE AZs L Y5t 27 SHO| 2L
Ct.

EZ7{0 CHEt ol248t 7|2 BlAA MEHE AFE A X| Y5t WS MME X 5HM Rthe section
called “BlAA A|8F FA4”,

oll

RabbitMQ 4.2 E27{0f| MEL|= 7|2 2|AA ANEHe L|ct.

« m7g Y QIAEA HfE O CHEF 7| = ElAA AE

. m7g 2RAE] HIEOl CHE T BlAA RIS

7|2 2laa Xt 159



Amazon MQ

JHeER 7Hol=

7|2 2laA gt

/A Important

RabbitMQ 32 Amazon MQ E27, 7|E7t2 Z|CH 2lAA ANgte 2 FAE|H Amazon MQE
BlAA ME 2HE RHH9|

mqg.m7g.n
dium

mqg.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mqg.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

100

1,500

3,000

6,000

12,000

24,000

36,000

48,000

500

4,500

9,000

18,000

36,000

72,000

108,000

144,000

A

AHIRE

10

10

10

10

10

10

10

10

Jlse MBsHxl e

Queues

500

1,000

2,000

4,000

8,000

16,000

24,000

32,000

vhost

10

50

100

150

200

250

300

350

L|C}. RabbitMQ

Shovel

30

50

100

200

400

800

1,200

1,600

500

1,000

2,000

4,000

8,000

16,000

24,000

32,000

HIO|E

T2l 2l

HIAIX]

37|

524288

524288

524288

524288

524288

524288

524288

524288
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2HAH EE7{9| 7|28

RIAE g L&Y AMEY Queues  vhost Shovel &t HFO|E

AR dFE4+ AMdS  2HF =ET
HIAIX|
37|

mqg.m7g.n 100 300 10 100 10 10 100 524288

dium

mqg.m7g.le 500 1500 10 1,000 50 30 1,000 524288

rge

mq.m7g.x 1000 3000 10 2,000 100 60 2,000 524288

arge

mqg.m7g.2 2000 6000 10 4,000 150 120 4,000 524288

large

mq.m7g.4 4000 12,000 10 8,000 200 240 8,000 524288

large

mqg.m7g.8 8000 24,000 10 16,000 250 480 16,000 524288

large

mq.m7g.1 12000 36,000 10 24,000 300 720 24000 524288

xlarge

mqg.m7g.1 16,000 48,000 10 32,000 350 960 32,000 524288

xlarge

RabbitMQE Amazon MQ Z|CH 2|AA A EF RabbitMQ

T QIARA Hi ol CHEF #& CHZ[F0] /e m7gel 27| 2 X|H

CHE Eols BHY QIAEIA B 0| 2t QIABIA 3 A0 B 20| Lioh QlaLich
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mq.m7g.n
dium

mq.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mq.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

SHAEHHIZE 2

Ct

0jo

e
b

300

5,000

10,000

20,000

Fa

40,000

80,000

120,000

160,000

A

900

15,000

30,000

7

60,000

120,000

240,000

360,000

480,000

ef #{=™ cH7[dol

Eol= 2HAE EHE2 7ol zt

A

A H|R}

1,000

1,000

1,000

1,000

1,000

1,000

1,000

1,000

QUARIA

Queues

2,500

20,000
4

—

30,000
7

40,000

60,000

80,000

100,000

ral

120,000

10

1500

1,500

1,500

1,500

1,500

1,500

1,500

Vhosts Shovel wEt
150 12500
250 100,000
el

500 150,000
1,000 200,000
2000 300,000
4000 400,000
6,000 500,000
8,000 600,000

PSP ES

O] LEoF &LICEH

HIO|E

=5

HIAI X

37|

134217728

134217728

134217728

134217728

134217728

134217728

134217728

134217728
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mq.m7g.n
dium

mq.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mq.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

oA
N
1> OF

300

5,000

10,000

20,000

Fa

40,000

80,000

120,000

160,000

2

L |
1> OF

900

15,000

30,000

7

60,000

120,000

240,000

360,000

480,000

A

A H|R}

1,000

1,000

1,000

1,000

1,000

1,000

1,000

1,000

Queues

500

10,000

15,000

20,000
4

—

30,000
7
40,000

50,000

60,000

M5 Ctd QIAEIA HYZOf| CHEE =|CH 2| AA X|EH

Al

70| Zk Q1A

=

15,000

o4

E{A =t

—

0%
Jin
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1,000

Vhosts

10

1,500

1,500

1,500

1,500

1,500

1,500

1,500

|CH 8t

bt

Queues

30,00074

Shovel

50

150

300

600

1200

2,400

3,600

4,800

El
i

500

50,000

75,000

100,000

Fa

150,000

200,000

250,000

300,000

Zfol Ltek &Lt

Vhosts

1500

HIO|E
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HIAI X

37|

134217728

134217728

134217728
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JHeER 7Hol=

Amazon MQ
QIAEIA oid A M A Queues Vhosts Shovel
£ H| Xt
m5.xlarge 10,000 30,0007 1,000 60,000 1500 500
m5.2xlarge 20,0007 60,000 1,000 120,000 1500 1,000
mb5.4xlarge 40,000 120,000 1000 240,000 1,000 2,000
m5 Z{AE HiZ ol CHEt =|CH 2|4 A A8
CHE E0l= E281AH EE27{9| Zf QIARA S3H x|CH §t Zfo| L2t /&Lt
QIAEIA R Queues MEY AH[RE Shovel
mb.large 10,000 1,000 150
mb.xlarge 15,000 1,000 300
m5.2xlarge 20,0007 1,000 600
mb5.4xlarge 30,0007H 1,000 1200
e O3 242 A4 2 M st ot M8 ELCh
CIAEA & o4 A
mb.large 5000 15,000
m5.xlarge 10,000 30,0007H4
mb5.2xlarge 20,00074 60,000
mb.4xlarge 40,000 120,000
S{AE E2 70| HE S st 22 AF8 7158 = E £2 RabbitMQ7| AF8 7Is8 E ZHol 2|A&
AE BHlistE EAlo| Mel EAIE g ECHEE = U&LICH R B 2t2 T06lE B CHE 2o

Z|cH 2lAaA MFt
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CHEH 12 MZ AAsHT ChAl AIZ 81 7LE QlABIA 378 Yadlol=stof 2|c) BIEE S & 9/

T E X5t ChE @7F HAIX|7H EHEHEILICH 2 E 2H2 m7.1arge B QIARA BHEE 7|22

(® Note
ChE HAIRICSl 2F ZE= AL &2l 22to|ME 2tolE8 2|0l mef HEE & AU&LICH

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (5000) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbit@Eip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

AH| R}

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

Z|cH HIA|R| 27|

(406, 'PRECONDITION_FAILED - message size 524289 is larger than configured
max size 524288')

I.

ok

ar

(406, "PRECONDITION_FAILED - cannot declare exchange 'limit_test_3' in
vhost '/': exchange limit of 10 is reached")

(® Note
CH2 27 HAIX[= HTTP Management API & Al2 AL EtLIC.
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CH7 |

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (10,000) is reached"}]

Shovel

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 150 per node\n"}

Vhost

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 1500 is reached"}

RabbitMQ& Amazon MQ E27{ 7|23}

RabbitMQ& Amazon MQ EZ7{E M4 | Amazon MQE EZ27{ M5 & #|/X3l5H7] {lal 7|2 &
gtol 227 M= dl yhost M[EHE X &FLICH Amazon MQE vhost M8HE 7|£(/) vhostol|BF Z{ 28
LICF. Amazon MQE MZ MM E vhostol| CH3H 7|2 HAg MESIX| A&LICH M EZ7{2t 7|E E
27| B5of Cisl o|2q8t 7|22t 2 s XIst= Kol E&LICt oFX|g AXNE ol 7[24t2 =74, K

Hol e AXE + &Lt

Amazon MQE RabbitMQ 3 2! RabbitMQ 42 Amazon MQOi| CH3 MZE CIE2 E27{ 2= 4l yhost A
st2 MAEHLICH RabbitMQ * 0|2 CHS 5H| MMM REAIS] A& EFLICE

Amazon MQE EZ7HE d4e ] MEstE QABHA E W E=27 HiZ Z=of et SA40E xgt
£ YdggLich 7|8 gX2 chs1t 2ol 2 2=of et o|Fol X|EE L

RabbitMQ 3& Amazon MQ: RabbitMQ

=

_,_
O

2| QIAEIA — AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« Z2{AE HHE - AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ && AWS-DEFAULT-QUORUM-
QUEUES-POLICY-CLUSTER-MULTI-AZ

RabbitMQ 4& Amazon MQ: RabbitMQ

_,_
O

« CFed QIABIA _ AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« Z2{AE{ H{ZE - AWS-DEFAULT-POLICY-CLUSTER && AWS-DEFAULT-QUORUM-QUEUES-
POLICY-CLUSTER-MULTI-AZ

227 7|22t 166
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(® Note

Z{AE HHZ M ha-mode & ha-sync-mode E27{ H22 ZEi4 0|83 & 17184

(HA)O ZRBfLICH 0l2{3t A% 2 RabbitMQ 38 Amazon MQOY B+ 2{& |0 RabbitMQ 401/ =
TEEX] & LICH.

7|8 AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ HAE AX||3H Amazon MQE M
=2| 20| 02! ha-all-AWS-OWNED-DO-NOT-DELETE M AFS&LICt 22{™ Z4 ha-
mode 2 ha-sync-mode HHO| A& MEELICH DRt AEX XY HAME dHMst= 32
Amazon MQE & H9|0i ha-mode & ha-sync-mode& AtS2Z F7I&LICH

|

12

o
Pl
rok
nx
0%

bl

oz
oz
N
i
=

404

AMAH Ol A H

o 1=

ol
>

[} S=olAE Amazon MQ7H MZ A EIS 270l MR sHs 712 H& 3 KStoll Chsf A
Ct. max-length, max-queues 2 max-connections@| g2 &
of thek CHELICH s 2t HE 7[=2k BHadof Lot A&LCh

— HA — AN EH

rlo

RabbitMQ 3 2! RabbitMQ 4 E27{ 2 F0f CHet X

- queue-mode: lazy(ZH)- X|0d CH7|¥ES EMsIELICE 7|IBMo 2 CH7|E2 HIAIX[C] 21 HE
2| FHAIE R X|5t0d E27{7} HIAIX|E LHIRIOIAH 7hsE & We| MY
ol EEFHO| HZ27t REMAT T 8F HEe AE7t &g = U&LICH X[ CH7|FE2 7ts
gt &H HAIX|E CIATE 0|S5ted & LIC [MEtAM MHef 28 270 HIZ 2o RX[El= HA|
X| 7} Z2o{ELICt x| CH7|¥ S AFR ST RabbitMQE Amazon MQOIAM H & HAIE 2Z=9}
ZICH7|EE X|3E = UELICH EYE A8 AEdME X[ Ti7|¥E2 M85t EHEFHO| 80| &F
7 =E4E = A&t ol 2 HZ 2| FHA||AM HIAIXIE HESt= 20| oLzt HIAIX|7t ClA 3o
MEZ7Z 0|SE|7| HEYLICt.
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® HiZ 2E=
C (®)
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- max-length: number-of-messages(=%H) - CH7 | 20| HAIX| =0 CHEt M|EtE M™YgLct 2
HAE HHZO|M Ol MEH2 EE27{ R{E YT 242 FR0iLt | X| 22| 7|2t o|F ol CH7 (¥ S713+ &
Al BXIE LX[ELCH

@ Hiz 2=

Cluster

- overflow: reject-publish(X%H)-max-length HME A&t CH7|Q0H M CHZ (2| HIA|
K| =7t max-length gtoll ==&t = M HIAIXIE HESHZE ELICH CH7|E0| LH{EER 4 Ef0|H
EtE HIAIX|7F & AE|X| E =8 5171 I5H E2 70| HIAIXIE AASHE 20| E ofZE2|7io|lM2
HAIRE 2 RlE F3dat oF B LICH HAIKRL & elg F3dst= Ldof CHet REAIEH LI &2 RabbitMQ
MO|EO|M HAIXF EQl2 X FHM L.

I_I ol

® HixZ 2=

Cluster

RabbitMQ 3 224 A%

« max-queues: number-of-queues-per-vhost(vhost Mgt - E27{9| CH7|d £~of CHt A|st
2 M™ELICH max-1length & Ho|ot OHEHIHK|2 E2{AE HIZOM CH7 | =& MStetH =2
EHMEEOILL X #2| 7|2t o|F ol CH7|d 718 YAl SXI7H W X|ELICH CH7|¥2 MEHsHH
CH7|¥e SX|6t7| Qs =8t 2ol CPUZF AFE ElE AT WX|ELICH

C

[N

H
I.

® =
o

—

e

m
>

BA Bo|AH
- max-connections: number-of-connections-per-vhost(vhost M8t - EZ7{0f Cist Set
O|HE AW 0| Mshg MYELICH A ghol el o2 8 MetetH =8t H2 7 HZ 2| A

o2 HEZoM I8F HZe| ZE7t LMstD 2&0| YA BXIE = U= =Xt Y X|ELICH
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Amazon MQ
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/A Important

max-queues & max-connectionsE RabbitMQ 3& Amazon MQO|2t A&

RabbitMQ

(® Note

max-length & max-queue 7|& A&
LICt HIAIX|7} 5kBELCH &M 2 32 max- length 2! max-queue A

gL

ol MZ M4
HIZ 2E=0{

J0 11
o2 o

QIABIA R

o
T

mq.m7g.medium

mq.m7g.large

mqg.m7g.xlarge

1=| 5 2 7{9] 7|E

(et ole{et 2t

Deployment

mode(HfZ 2 E)

I%._ Zfol Ltk U&

SkL|C}.

max-length

LIC}. Amazon MQE

max-queues

2,500
100
20,0007
10,000
30,00074

15,000

&t

z’8

=227{9]| ¢l

SELCH.

max-conne
ctions

100
100
5,000
5,000
10,000

10,000

IAE

/\

B227{7|
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QIARIA &

0%

mqg.m7g.2xlarge

mq.m7g.4xlarge

mq.m7g.8xlarge

mqg.m7g.12

xlarge

mqg.m79.16
xlarge

ro
>
[
>
0%

=0

t3.micro
mb5.large
mb.large
mb.xlarge
mb5.xlarge
mb5.2xlarge

mb5.2xlarge

Deployment

mode(HfZ 2 E)

Th QIARA
Cluster
Ehd QUARIA
Cluster
Ehel QIAEIA
Cluster
Ehel QIAEIA
Cluster
ol QIARIA
Cluster
Deployment

mode(HfZ 2 E)

Thd QIARIA
Ehd QIARIA
Cluster
Ehel QIAEIA
Cluster
Ehel QIAEIA
Cluster

max-length

e Al

oo

o4
HA

ol
0o

10,000,000

H

ol

AF

0¥

o4
HA

ol
0o

12,000,000

H

oQl

F AL

0¥

o4
HA

ol
1o

20,000,000

H

oQl

I-A|.

0¥

oA
HA

ol
0]

30,000,000

f

ol

F A

0%

o4
HA

ol
{0

40,000,000

max-length

ol
on
Pal
0%
50
0jo

ol
on
>
02
0
Ojo

8,000,000

(o]}
-

on
>
0%
0
Ojo

9,000,000

H

ol

F AL

0%

oA
HA

ol
Ojo

10,000,000

max-queues

40,000
40,000
60,000
30,00074
80,000
40,000
100,000
20,00074
120,000

50,000

max-queues

500
20,0007
10,000
30,00074
10,000
60,000

10,000

max-conne
ctions

20,0004
20,0007
40,000
40,000
80,000
80,000
120,000
120,000
160,000

160,000

max-conne
ctions

500
4,000
15,000
8,000
20,0007
15,000

40,000

B27AHIIEU
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Amazon MQ e Rt 7hol=
QIABA R Deployment max-length max-queues max-conne
mode(HHE 2 E) ctions
m5.4xlarge EHd QIARIA e A Q13 150,000 30,00074
m5.4xlarge Cluster 12,000,000 10,000 100,000

RabbitMQ E27{ 74

T M0of= Cuttlefish 8412| RabbitMQ E2740]| CHEF R E MAo| Z&ELICH EE2FHE M
TS HMEE = UaLcH O ChE 7S SiLE ol 4ol EZ 7o M Q

Ad
o

A

Bz7{Fdol= ofe] £40| [U&LICH oAl= CS Z&LCh

« O|&(MyConfiguration)
- ID(c-1234a5b6-78¢cd-901e-2fgh-3i45i6k17819)

« Amazon 2|A A O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b678cd-901e-2fgh-3i45j6k17819)

M &Moo Mi EE2 Amazon MQ REST API 2= 0| CI2 B8 & X 5HA2.
« REST & ID: 74
- REST %4 ID: 2

« REST 221 ID: 4 707
« REST 1 ID: 4 707

|

Olo

. RabbitMQ E27{ T4 AiA{ Ol &
* RabbitMQE Amazon MQ 74 7HH T Z RabbitMQ

=
8¢ =+ U&LCh

EEETEST
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"ha-mode": "all",
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aws mq update-configuration \

--configuration-id <config-id> \

--data "$(echo -e "connection_max = 1000\nchannel_max_per_node =
64\n\n{{m7g.large.3}}\nconnection_max = 2000\nchannel_max_per_node =
128\n{{m7g.large.3}X\n\n{{m7g.xlarge.3}}\nconnection_max = 4000\nchannel_max_per_node
= 256\n{{m7g.xlarge.3}}" | base64 --wrap=0)"

« dk 7|2Zf: connection_max = 1000 %! channel_max_per_node = 64

« m7g.large 22{AEH EE7{: connection_max 2000 2 channel_max_per_node = 128

« m7g.xlarge 28{AE E274: connection_max = 4000 %! channel_max_per_node = 256
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aws mqg update-broker \
--broker-id <broker-id> \
--configuration id=<config-id>, revision=<revision-number>
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Configuration Revision N for configuration:cluster_queue_limit has limit: of value:
100000000 larger than maximum allowed limit:5000
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SSL 2IEM @1F Z2{12/2 RabbitMQE Amazon MQ HZ 4 O| &0l A2 M EE == &L
Ct. RabbitMQ

« 22I0|HE QB ME AE[E = U= 215 7|2H(CA)HMH MBS oF & LICH RabbitMQ&
Amazon MQE= @& &of 25 A2 AEFLCt
QIS M #dd MM 2 e A|AEI0| HA|

RabbitMQ& Amazon MQE CA @l 2
gtLICH XEMIEH LHE 2 RabbitMQ F432| ARN

x
A 5Ok 5t= A0 AWS ARNs AL 2 XS
XHE HZstM L.

+ Amazon MQE Z2L|E{& ™M& H&t0| Q= monitoring-AWS-OWNED-DO-NOT-DELETEC}
= AAR ALSAE RAISSE M-ELct o] ArEAtE SSL 1B M7t EMstEl E27{0| M
T RabbitMQ2o| LHE 215 A|ARIE AHE5IH FZ 8 QIE{H|0|A HMAZR X|BHELICE.
Amazon MQE E S El A%t EfTIE F715t040| ALE X2l A X|E & KIFLICE.

RabbitMQ& Amazon MQ EZ7{0] CH8t SSL QIS A QIS F A5t &0l CHer RFAMIEH LI 2 Al
MZ 2 XSIMRSSL QIS M Q15 AL

o| HO|X|2e| L&
« X|{E|l=SSL 7
« Amazon MQZ2| SSL F+/ ol chst F71 S

K| #El= ssL 744

RabbitMQE& Amazon MQ= Z2t0[AE AZBE I8 SSL/TLS 7 E X|HELICtH ARN X|2oi| CHet
REMIEH LHE 2 RabbitMQ T2 ARN X|HE HESHAM.

SSL RI& A1 ¢l 201

0l


https://github.com/rabbitmq/rabbitmq-server/blob/3751301d5a851f3f0a7d0b15583e52cb81af4e6b/release-notes/4.2.0.md#enhancements-3

Amazon MQ TR 7H0|E

ARNsO| ER8t 74
ssl_options.cacertfile

CHAl aws.arns.ssl_options.cacertfile AR

SSLQIZEM 219l 74

ct

Ojo

TE2 2LH0|UE AUB MM ALER 0|FE FEsts LS Mo{FLICH

rlo

ssl_cert_login_from

AEXE Ol FEO| AEE QUSM HEE X[HE L X|HE= 2t
« distinguished_name - ™A 1% O
 common_name - &gk O[F(CN) EE A
« subject_alternative_name EEE subject_alt_name - & CHA| O] AL

ssl_cert_login_san_type

FX CHA| o|F 2 AFEE = SAN 82 XIdELICh X|@El= gL dns, ip, email, uri,
other_name

ssl_cert_login_san_index

A CHA OIS AMEE M AHEE SAN E 52| QIHAE XIYELICHO 7|8, &7t ofd Ha04
OF BfL|ct.

ssl_options.verify

o] &9l 2= X|ElE Zk: verify_none, verify_peer
ssl_options.fail_if_no_peer_cert
ZCI0|MET} QB ME NMBotK| e 89 2 HEE X iR LCH £2 2t Lt

ssl_options.depth

e

elS I8t 2/ B M & Q) Z ol Lct
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ssl_options.hostname_verification

ok

AE Of Fol m = K|

i [
ot
o

E|E Zf: wildcard, none

X|HE|X| ot SSL SM
CHS SSL 7+ SM2 K[HEX| ¢f&LICt
A =5 27|

* ssl_options.cert

* ssl_options.client_renegotiation
* ssl_options.dh

* ssl_options.dhfile

* ssl_options.honor_cipher_order
* ssl_options.honor_ecc_order

* ssl_options.key.RSAPrivateKey
 ssl_options.key.DSAPrivateKey
* ssl_options.key.PrivateKeyInfo
* ssl_options.log_alert

* ssl_options.password

* ssl_options.psk_identity

* ssl_options.reuse_sessions

* ssl_options.secure_renegotiate
« ssl_options.versions.$version

* ssl_options.sni

ssl_options.crl_check

Amazon MQ2| SSL F+44of CHst =71 4

Ol

L8t Amazon MQE SSL Q18 A l150f CHs CtS0 242 F71 A5 ME8&LCH

0l
fjo

« AWS ARNZ AL835HoF 5t M&0| U= AR E MI38HoF aws.arns.assume_role_arn & L|C}
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RabbitMQ& Amazon MQO{ CHEt LDAP 215 4! H$Et 504
RabbitMQ& Amazon MQ= 2|5 LDAP MHHE A5l EE27H AFEXIQ| e1E AU HEH £04{E K[|
stL|CH K| E|E CHE 22 RabbitMQE Amazon MQ E27{0f Ciet 215 4! HEH Ho{E E X 5HA

o
S,

£2| QIEH'E S35l LDAP Ao HMAE £ Ql0{0F & LICt RabbitMQE Amazon MQ
= &3 TLSE AI273510{ LDAP MuHol QISSIESE 2 HE = A&LCh
RabbitMQ& Amazon MQe= 52 22 RIZ S LDAP ATt 24 Il A|AE0f| HAM[ASH
OfF 5t %ol AWS ARNs A& XME%8FLICt XIAISH LI 2 RabbitMQ F432| ARN X|H

= HEMS.
=

- 7|& 227{0llA LDAPE & &5tstedd 1AM H 8t
mq:UpdateBrokerAccessConfiguration& Z&35H0oF & LICt

« Amazon MQE ZLIEE ™& WMol /= monitoring-AWS-OWNED-DO-NOT-DELETEZ}
= AMAR ALSKE RIS 2 YT LICH o] ALEXH= LDAP X|EH E27{0{ M RabbitMQ
Ol LHE 215 AAHIE AIE35tH F 8l QIE{H|0|A HMAZ B A[SHEILICH Amazon MQE
2S5 E AEX E{TE FIt6t040| A XS] AXE L X[ELICH

RabbitMQ& Amazon MQ EZ7{0 LDAPE F45t= &R0l CHEr AHAIEH LHE 2 MM E EESHA|
QLDAP 215 2! HEt 204 AFS.

o| mlo|x[e| L&

o X|{E|= LDAP 74

« Amazon MQZ2| LDAP o] CHet F7t HS

X E[= LDAP 7+

RabbitMQ& Amazon MQE AWS ARNsO| 28t C} & 0f 2| M|2|5t1 RabbitMQ LDAP Z2{-12101|
MNTAN 7ls8t BE B4 E X|EL|CH RabbitMQ ARN X|g4oi| CHEE REAM|EH LI 2 RabbitMQ +44

O| ARN X|HE &ZTFHMIL.
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JHeER 7Hol=

ARNsO| 28t 7
auth_ldap.dn_lookup_bind.password

CHAl aws.arns.auth_ldap.dn_lookup_bind.password AtS

auth_ldap.other_bind.password

CHAl aws.arns.auth_ldap.other_bind.password AF®

auth_ldap.ssl_options.cacertfile

CHAl aws.arns.auth_ldap.ssl_options.cacertfile A&

auth_ldap.ssl_options.certfile

CHAl aws.arns.auth_ldap.ssl_options.certfile A&

auth_ldap.ssl_options.keyfile

CHAl aws.arns.auth_ldap.ssl_options.keyfile AFZ

K| H=lX| o= SSL &M
CHS SSL 78 &Mk X|HEIX| ef&LICH

A =55 27|

* auth_ldap.ssl_options.cert

* auth_ldap.ssl_options.client_renegotiation
* auth_ldap.ssl_options.dh

* auth_ldap.ssl_options.dhfile

« auth_ldap.ssl_options.honor_cipher_order
* auth_ldap.ssl_options.honor_ecc_order

* auth_ldap.ssl_options.key.RSAPrivateKey
« auth_ldap.ssl_options.key.DSAPrivateKey
* auth_ldap.ssl_options.key.PrivateKeyInfo
* auth_ldap.ssl_options.log_alert

* auth_ldap.ssl_options.password

* auth_ldap.ssl_options.psk_identity

* auth_ldap.ssl_options.reuse_sessions
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« auth_ldap.ssl_options.secure_renegotiate
« auth_ldap.ssl_options.versions.$version

« auth_ldap.ssl_options.sni

Amazon MQZ2| LDAP o CHet 71 AS
St Amazon MQE LDAP 215 4l st 2o4{0f CH3H CHE 1t 242 F7F 45 MEFLIC

« auth_ldap.loge B A& &= Q& LICEH network_unsafe

+ LDAP MH{E LDAPSE AI83&HoF BfLICH auth_ldap.use_ssl EEE WA|XoZ E445}15Hof
auth_ldap.use_starttls L|C}

« AWS ARNZ Ar&3Hof 5t= MH0| U=

« auth_ldap.serverst R&8tIP &4 &= =8 FQDNO|o{ofF & L|C},

. CI2 7|= 858 LDAP 11 O|E0]|o{oF grL|Ct.

e AR E XME3HoF aws.arns.assume_role_arn £L|C}.

* auth_ldap.dn_lookup_base

* auth_ldap.dn_lookup_bind.user_dn
* auth_ldap.other_bind.user_dn

* auth_ldap.group_lookup_base

{10l
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 RabbitMQ & 2| £2{3¢!

- M2 Ee2{a¢l

- HaolM E{a2l

« UztEl SHA| MBH Z2{10l

« OAuth 2 £2{19!

« LDAP £2{19!

« HTTP £2{0¢l

- SSL 21EA EE{a¢8l

+ aws =2{29!

« JMS Topic Exchange Z2{21¢!
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« Prometheus Zc4{12!

RabbitMQ & 2| E{3 2!

RabbitMQ& Amazon MQE RabbitMQ & 2£& 222X 7|Et UIQt &7 HTTP Z7|dt 22| APIE A|
L

Z5HE RabbitVQ 22| 21918 AIMELICH RabbitMQ & 2& 2 22| APIE A8 3to] 2271 A
2K U XMAMS MAs T zHE|s £ olaLc)

o=/ = SoolL- = T KA

Shovel Zc{1 @

RabbitMQ& Amazon MQE RabbitMQ ME Z2{1Q2/12 X|HSI2Z2 gt EE 7| CH 7| 2! mEtof M
CtE H2 7|2 HAIX|E 0|5 E £ UL LICH RabbitMQ Shovel2 AF25t01 =25tH ZHEf =l H27E
Q15T HA|X| ZEE7} B2 L Eo| HA|XK|E 24AHEH £ QA L|Ct

/A Important

shovel CHAtO| Z2}o|E! HE 7Ol AR 7| = 1 & 7t shovel® 7AIE £ Qi L|CH.
Amazon MQ= 8% shovel A& 2 |%%+x| or&L|Ct.

SX M=ot x|HELICH 88 ME2 HEIY Iiet0|EE AL835to |0 E2t0[E Hdds Sal
ZZ2O2 HAlo 2 AN EX] AI’% st SX|E = U&LICE 0 & 01 RabbitMQ & 2| APIE AIE 3t

:
—1— =
0 ChZ API IS Z QIEof CHE PUT RS H4stod 88 MES F4E += U&UCt ol XM=
{vhost}& EZ7{9| vhost OI%QE HF D {name}2 M S MEQ2| 0|2 & HtE == U&LICH

/api/parameters/shovel/{vhost}/{name}
LY 2&0i ch7|golLt et F shtek X|%&sHok gFL|ct. of2H o &0l M= sre-queued XIHE 24

CH7 |43t dest-queued]| HolEl B3 CH7|E 7ho 88X MHES T &fLICH OHEF7HK| 2 src-exchange
2! dest-exchange LtEIO|E{E AFE5to] & nE 7toll MEE FHE £ JU&LICH

{

"value": {

"src-protocol": "amgp@91l",
"src-uri": "amgp://localhost",
"src-queue": "source-queue-name",

"dest-protocol": "amgp@91l",
"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west2.amazonaws.com:5671",
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"dest-queue": "destination-queue-name"
}
}

Federation Zc41 ¢!

Amazon MQE RabbitMQ H|H2|0|M Z2{1218 AFE 35104 m{gy|o|AMd mE 2
Federation2 A28t 7He E 2 7{0f| A CH7|Y, & 2 AH|X ZHo| HIAIX| EEE EX
F s 7| L w2 X 7t B3 E A85to{ CHE EE7{9] m[ofof dZg

22 HIAIXIE & H etREstE Bt s CH7|¥2 AHIXOF 2 otE =

|%%I- 2 OIAL_“:I._
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= T ArAHEH

L |m
u

Federation2 Al235tHM CI2A et = 7€ e| HIAIXIE AHISHE

=
= & LICH RabbitMQ & 2

= 3 04 CI2AE 2| 2 27{0{ A federationS
gdste = &L
/A Important
UAEZ CH7|E = m@to| ZElo|8! B2 7ol )l B< mHdo|ME g &= &Lt
T2 =270/ (7| e B Ztolut HED 2270 PAER Cf7|Y EE DET Za}
O|2l EE27{o| CIRAEZ| CH7|¥ & Wt Zhol|Bt Hi{Ef|o|MdE e = U&LICh

o & £04 22| APIE AtE5HH LIS 2 +&5t0q federationg 78 + U&LICH

n

P

E wcof ci8t federation HZEE XHo|s5tE 5 O| A E&E F /4T LICI RabbitMQ €l 2
L= 2| APIE AF2 35104 federation @12 E HOol&h = U&LICH ZElAPIE AFE35t0{C
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=
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3

fjo
x

85104 /api/parameters/federation-upstream/%2f/myupstreamO0i| Ci g POST 2 &

At
= UA&LIcH

mok rHr ey

{"value":{"uri":"amqgp://server-name", "expires":3600000}}

- 7|8 E= HsE 2 THELICH RabbitMQ & 2& E= HEIAPIE AIS
5to HAS T A&LICH B2l APIE AI835104 CHE R 228 AHE35t0q /api/policies/%2f/
Q = A&

=
federate-me0i| CHEH POST &S MAJst

{"pattern":"Aamg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}
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@® Note
SHEE2 Mol g 0|§0| amqZ A|AfstCtn 7FEELICH M7 A Aamg\E AL &
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YR SHA| LB E2{1 @

RabbitMQE Amazon MQE RabbitMQ L 2tE sHA| mer 83 Z2{19!
B2 HIAIXRIC] EIRE FIoA HAAE SHA| 2t S 7|82 2 HIA|X|E CH7| = =
7t M3 2S5t Y™ SHA| 2 HAIXRIE CH7|Y ZHof H| DX #S5HH 248 £+ U&LICH

CHZ |0 Lt siAl ol HiQIEEl B HIE 7IE 2 Ti7|&E 9 HFO.J% IMERIE 74’“3PE
LRI =RFULICH HIRIE 7S R|7t £2 CH7 €2 HielEE et
Of HIAIXIE ®&LICH L™ siAl met EEZ X|0|M HAIXE B
X2 AH|IRHE & Oi7|E o HIAIXRIE AHIHEE BAHez 4
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RabbitMQ& Amazon MQE OAuth 2 QI5 giole Zp{101E K|
of et =2 &MshELcH 3““2PEI 10| E{a0I2 5 &
25 2|5 OAuth 2.0 Xt3 3H S 2 Xteto| S& ot &7 OAuth 2.0

OAuth 2.0 2I1&0f CHEr XEAM[EF L8 2 MME EHESHM20Auth 2.0 215 & 'E?_F —'?—04.
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RabbitMQ& Amazon MQE LDAP Q& o= Zp{1QI2 X|&LICt o] E5{aQl2 EE27{ 740

Ut ZARE HASHELICH FASHEIHO| EBI0IS BY MBA ASK Q15 U Mt HoiE 9l
25

|I=

Q|2 LDAP C|HE{2| MH|A0 CHEt SEf Tt &7H LDAP 215 X HEt 2048 XS ELICt LDAP 2150
CHEH REMIBH LIS 2 MME A XSHMLDAP 91 21 8t £od,

HTTP Z2{2¢l

RabbitMQ& Amazon MQ= HTTP 215 8iol= Se{aQI8 X|ELICt RabbitMQ O E2{32I2 E
27{ Fdof et ZHR 2 g-st Lo g43tr|Ho| E22{aQ2 Y HEA ALER 215 & HE
04 IoH F HTTP Mol CHEF St &M HTTP Q15 & Wt R0{E MBS ELICH HTTP 215
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® Note

HTTP ©/& Z2{1Q!2 RabbitMQE Amazon MQ K7 4 O| &0 MTH AFE 4= Q& LLCt.
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SSL I&M &1

Amazon MQE RabbitMQ EZ 710 CHEl 43 TLS(mTLS)E X
4ol 2Ct0|HE QB AME AL85t0{ AFSKIE QIS ELICE O
AR 2 gygstELcH M35t HERIIE Sl A 58S ™ 0
X.509 22I0|HE QB ME AI2510{ Q1B M 7|8t QIZ 2 NMZeLICH SSL 215 M 1& 0 CHEH REAl
st LIRS MM A XM QSSL OIS A OIS,

@ Note
SSL 215 M 218 E2{12!2 RabbitMQE Amazon MQ 7T 4 O| &0 MHEBH A" 5= U&L
Ct. RabbitMQ

aws Z{1¢l

aws 22132912 E27{ 740 2} RabbitMQ& Amazon MQUIM Z7HE 2 & MsHELICE.
RabbitMQ Amazon MQO{A 7Her 2! | X| 2 2|5t=0] 77 LIE| E22{1 22 RabbitMQ T4 A7H0i| A
AWS ARNs AF&35101 AWS MH[AOIM Xt 3 U QIS ME CHH5HAH AAE = U&L|CH ARN X|
ol CHEt REMIEE LI 2 MME & 3HM2ARN support in RabbitMQ configuration.

JMS Topic Exchange Z2{19!

JMS Topic Exchange Z2{1 212 & RabbitMQE Amazon MQO| A & &3HELICH RabbitMQ JMS
Zeto|HES} &7 2 S5t0 Al & 7|E JMS O ZE|710|440| RabbitMQE Amazon MQO{| 9128

& T BhLict

(® Note
JMS Topic Exchange £2132!2 RabbitMQ& Amazon MQ HHT 4 O|& 0| HBF ALEE = QU
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Prometheus Z 21212 RabbitMQO0{| LHE £|04 /S RabbitMQ EZ7{2 Amazon MQO| A &HAt &t
AstEILICH RabbitMQ 4.252 E{ Amazon MQE & 7| ZLIEZE I8t &2l E{aQl cHAl = E¥ X|E
0l PrometheusE& AF2 3= RabbitMQ @2 AA TEFDE A x|ghL|Ct.

£2{1QI2 /metrics, /metrics/detailed%! /metrics/memory-breakdown AEEXZQIEE &
3l Prometheus EIAE EHAIOR X|EE = EFLICE Prometheus £= 8Tl ZLEZ 7 E A
E35tof olt{et IEXQIEE A3 0|Z5t04 CHA|EREE F#F6t1 S22 HdYE = JUsLch

£ §t Amazon MQE O|24€F Prometheus X|E 2| MHEl 51| &2 CloudWatchofl HIA|EL|C}.
CloudWatch X|E 0 CHEt XFA|IEH LIE 2 RabbitMQE Amazon MQ EZ 7101 A& 7} 8t CloudWatch
XE MME HZTML.

AN=ZQIE MEF HE, 215 & 2320[& 782 MMHE HZstM2Prometheus X|E A4,

RabbitMQ7} X|¢ste T2 22 0|2 M5t CI2 T2 E 2 A0 CHSH TLSE & 4Ad3}5104
RabbitMQ EHZ740] HM|AE £ QU&LICH.

« AMQP(0-9-1)
AMQP 1.0
JMS 1.1

JMS 2.0
JMS 3.1

RabbitMQ& Amazon MQ JMS X|¥ RabbitMQ

O|X| RabbitMQ JMS Z2t0|AEE A& 5t0{ RabbitMQ 4& Amazon MQO|A{ JMS 1.1,2.0 2 3.1 ¢
AZ2EE A™E £ RabbitMQ.

RabbitMQ JMS Z2| 0|1 E
RabbitMQ JMS Z2}0|HE = JMS o Z 2|7 0|2 Amazon MQ RabbitMQ E2740f| 91435l = ol &
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X|HElE IJMS 1.1, 2.0 2 3.1 APIs

RabbitMQ 48 Amazon MQEE{= Z2{1Qljms-topic-exchangeO| &4 &/3}EL|Ct RabbitMQ
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JMS CH7 | CcHAboll CHEt UMS MEN T |= R|RIE|R| of& Lt

JMS NoLocal 75 42 X|®EIX| ef&L|Ct.

CtE 2 Melstt JMS 2.0 & JMS 310 M2 FIHE 2= APIs7t X|#ELICH https:/
javaee.github.io/jms-spec/pages/JMS20FinalRelease#reference-implementation

« JMSProducer.setDeliveryDelay API= K| E|X| of&LICH
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/A Important

RabbitMQ& Amazon MQ &l E{F 3.13 O|3t0{| A $AH 7|2 QAR HA2 Cl 3t 2 &L Ct
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vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode":"automatic", "queue-version":2} 0

7T 4.0 Ol oM 7|8 A&A Aol S 20| HEERA&LICH

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"queue-version":2} 0

RabbitMQ 40| A= 24| CH7(|Q 0|22 X HA E3 d-0| X|HElX| teo=20| HE0| H
Q3tL|C}.

SEHA) DIZR CH7 Gt 242 Cf7IQoll S A0l B ElS MM MaE + glaLich Hao|
2 cf7|Qojot M E|E & 5te{™ --apply-toE quorum_queuesZ A3l of g L|CH.
Zcoi4! 0243 cH7|Fa 2{H 7 (ES & AtEste B2 HE 7|8 Y2 ot ofL2t --
apply-to:classic_queuesZ MHsH H o] A MM5H{oF & L|CH

ok

/A Important
CHS BHAIE s=&8sted #ElXF Heto| Q= RabbitMQ& Amazon MQ EZ7{ A& X7 QLo
Of &fLICH HEEFHE MZ HMHE W BHE ZHEIRH AFSAHE M3 LIS BHEUE = U
= CHE ASXIE A8 E = U&LICH O F Eols EoF 22|kt AFS AL ef 7 & HEHo| Ht
Al(regexp) NEHS 2 LI Q& LICH.

Tags regexp 2171 regexp T3 regexp A 7|

*

administrator o & o &

RabbitMQ At AHE ddst 1 ALSAH B I HEHE 2

ol 5t= 2o CHst REM[EE LH 2
RabbitMQ& Amazon MQ EZ2 74 AF2 X} EHele & X 5HA
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RabbitMQ &l 2&& A83stod 7|8 EH A 7Hd 54 E MEhE MEstedH

W N

© N o O

212 M 3ol M Brokers(E27{)E MENEHLICH.

HE7 SR0M M EME MY EE7{2| 0|F S MEHFLICL.

B=z7] MF EE H 0|x|2| Connections(21Z) 440 A RabbitMQ & & URLE MEHEfLICH.
RabbitMQ & 2£0| M E2} X &Y = Fof Y&lL|ct

HE7 #E|X A8XF 0| X &S E AHE 5104 RabbitMQ & E& 0 23 9I8L|ct.

RabbitMQ & Z£ 2| H 0| X| & Tl Admin(&2|AH)S MEiEhL|Ct

Admin(Z2[Xt) Ho|X[e| L EZF &M F0lAM Policies(H )& MBS LICY.

Policies(Z%H) H 0| X|of A £ 2 7{2] 34Xl User policies(AFEAI H2H) S5 £ + A&LICH User
policies(AtE At Z3%H) ot2Hof M Add / update a policy("E& F7HJO|0|E)E = &g

MEZ7{ Y22 M35l2{8 Add / update a policy(E& FI7HUOO|E)o|H CHZE S~ ELICtH

a. Virtual host(7
E vhostE A._"

(® Note
Z7} vhostE MASHK| oF2 Z L Virtual host(7H A E) S M0| RabbitMQ £0]|
EAEX| o HAM2 7|2 vhost B A& ELICE.

LS —

b. Name(0|Z)0l &#o| 0|22 /248tL|CHod: policy-defaults).
.|

y
c. Pattern(Z{E)0l regexp THE . *& U2JerLICt. 0| B HHO| HE7{o| Z & CH7 (¥t LX|
st|Ch
= .

d. Apply to(M& CH&) 9| EELCIR S E0{ A Exchanges and queues(L & 2 CH7 | E MEHE!
L|CF.

e. Priority(®M =2|)0 vhostol 2 S El

CHE ZE dHEC 2 48 L™-egLch xIgE
AlZtol RabbitMQ CHZ | & m&toll H=s| stLtel A Ho| MEe MEE + A&Lit
RabbitMQE 7t £2 @M =2l 2t Xlst= HHS MEFLICH HH M =2 & YA
|

= o
2 ZA&ste Yo cHet AHAIEH LI 2 RabbitMQ Server A
f.  Definition(d2l)oll Ct & 7|-2t Ho{E& FItEFLICH.
- queue-mode=lazy. EEC}2 FF 0| String(EXIY)S MEHFFLICEH

- overflow=reject-publish. EECI2 S F0i|M String(EXtL)=S MENFLICE
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https://console.aws.amazon.com/amazon-mq/
https://www.rabbitmq.com/parameters.html#policies
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Bt QIAEIA HZ 7ol ME5HX| OFMIL.

« max-length=number-of-messages. E27{9| QIAEA 37| A HZ 2 E=of e}
number-of-messages& Amazon MQ H¥ ZISZ HFELICHO|: mq.m7g.large 24
E{o| Z< 8000000). ==Ct2 = =0 A Number(XXH)E MEAELICEH

(® Note

Tt OIAEIA HEF{0o|= XM5HX| OtMI L.

OII

g. Add/ update policy(&2 F7}/AC|0|E)E MEHFILCY.

10. M HEH 0| User policies(AtE At H&) o] S F0i| EA|Z|l=X| EQlgfL|Ct

(® Note

SAE HE7{9] 2 Amazon MQE ha-mode: all % ha-sync-mode:
automatic HH Ho|E A5 2 MEFLICt

11. LEZ &M FollM Limits(MghHE MEIEHLICH.

12. Limits(MIEH) H O|X|oflAH E 2 7HQ| $9AY Virtual host limits(7t & EAE ANEH S22 £ = U&U
C}. Virtual host limits(7+& A E X8t of2ioll M Set / update a virtual host limit(7t& SAE X
Bt A/ YO(0|E)E & & EhLICt.

13. M vhost M|8H2 435124 T Set / update a virtual host limit(7F& SAE A8 M%)/ 0|E) ofzh
oM CtEE =-ELICt

a. Virtual host(7t& EAE)Q| EECIR FS50|M ERE AZE vhoste| O|F S MEHELICE 7|

2 yvhost2 MEHEIE{H /2 MEHSH |C}
b. lelt(X'”%l_l')-Q-l E E—l’% %Ale‘"A‘I max- Connechonsé dEﬁHEI' L—l E-l'

c. Value(Zh)oll E27{Q| QIAEIA 37| L HiZ P o 2t Amazon MQ HE Zt2 24&L|ct
(0d: mg.m5.1large 22{AE{9| A2 15000).

d. Set/update limit(XM|et &/ A4C|0|E)E MEHFLICY.

e. ¢ EHAHE =5t Limit(&3h el E&CHR 0| A max-queuesE

rx
:
r
o

14. M M|EH0]| Virtual host limits(7t& ZAE HMgheo| S50 EAIZI=X| &olgL|ct
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RabbitMQ ZF2| APIE A8 35104 7|E EX U 7ty EAE HMEhE HEstedH

> w0 Dd

o

Amazon MQ £<£0i 21§t

1% Ef A Fof M Brokers(227{)& ME{ELICH
HEFH SF0M M 8HME M8 E27{9| 0|§2 MHELICH

= 271 H0|X|2| Connections(91Z) 4lM0i M RabbitMQ & & URLS 7|S & LIC}. Ol HTTP
SLHEM AIESIE EZ27 =2 QIEQILICY.

A EfOIg s 243t

rr
2
I
A
?|'_|
o
Q
-
[ul

Mo £ U=ELICt ol HHEoMeE CH7|¥0| %2F2
=L 7|E /vhost01| Qctm 7HHELICH HAE CFE vhosto] 2& 3512484 %2F S vhost2] Ol%
2 HFEL|C}.

® Note
#un #xdk g8 HEING 2R Eot Q15 HEZ HHP MR EE7| QIARA 7| & Hi
Z 2o et number-of-messages® Amazon MQ HE ZfS 2 HIELICH policy-

name2 H*0| 0|§ 2 Z HFELICH broker-endpointE 0|0 7|&8t URLZ HIEL|
Ct.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

FO|

—

2270 AL X E Mol A ER0| RILEI
27 Mg LhstLin

N =

rr
ok
o
2
o
0]
@]
cC
H
|_l
0F
ot
mo
o
A4
H
Nn
|T

curl -i -u username:password broker-endpoint/api/policies

M max-connections 7t4 SAE XN|gt2 MAISE{M CF2 curl HEIS Ql2d4srL|Ct. o] H2dof
MeE 7|98 0] %2F2 QIZEE 7[& / vhostd] QICtD 7HERLICH MAEZ CFHE vhostol| 24 & 5t
M %2FE vhost2| 0|22 2 HiEL|C
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ

® Note

#uy a0l #1182 RE|IAF 201 2o Q15 MEZ HI M.
Z 2o et max-connectionsE Amazon MQ HHZ& Zt
CIEE 0|0 7| & URLZ HFELICE.

HEZ27{0| QIAEIA 37| 4l HY
OZ HtELICH HEFH AEL

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \

broker-endpoint/api/vhost-limits/%2F/max-connections

9. M max-queues 7}4 SAE K|
=4 gflct.

ol

r2 ddstci™ ol EHAHIE BrSotE| ChS2t 20 curl BFE

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \

broker-endpoint/api/vhost-1limits/%2F/max-queues

10. E27{9o| 7t4

SAE KMEtol M AMEto| FIHE|REX| &QI6HE{™ CHS curl BHES ¢l2dsloi 2
ELE27 74 SAE ANEHE LpdgLct.

curl -i -u username:password broker-endpoint/api/vhost-limits

Amazon MQ 7|8+ RabbitMQ2| 33 CH7 |

#IE ci7lgde Blciole SrE)e B2 A0IE SxlE)2 L8 SR oplY K EULIC 2IcE A
S8 4 9 BT HE Cf7|UL Raft 20| YIS AS 3t 4+ SEZ MER 2lCf =E8 M
£511, 01N B SUB FRAAEIM BEY zE= agaucr LHHR| ZH2 9l OlRAE A%
SHELICH 2t 2 M2 CHE 7hS Folofl 97| IR 0f 3t S8 YAIMOZ AR E 4 9l B9
Ol CHE 78 PolM AIZ 4 ;%HHEW§;%ﬂwMM+g|weauq

o g

H 7€ 2 HIAIX|7F dlufstod ofed | CH7 (ol F7HE mf W dst=

ol HIAIXIE MElste ol &
FL|CH

oo M
I

jul
Ojo
1|
m!
rlo
ox

Pol= #2 th7IUS ASshAlE o ELICk
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https://raft.github.io/
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. UAICH7 |G AL stE Be
. Ch7Ig W2 a0t 7l Ee
o

- B2 o7l AlzE fMAlste B2

H 7€ MAHFEA™H x-queue-type SIEHE quorum 2 MY EFLICH

A

* RabbitMQ& Amazon MQL| ZeiA CH7|¥oM #H CH7|¥ = oto|as|o|4
* RabbitMQE& Amazon MQ2| & CHZ ol CHEt = 7

« RabbitMQE& Amazon MQS| #& CH7 | 2 ALzl

RabbitMQ& Amazon MQL| Al CH7 |0 & CH7|&E 2 oto|22|o|M

SYUE FHAEHAM M 7ty SAEE ddst7HLt QIE2) 04 oto| g0l E +&stod Amazon
MQ EE7{ HZ 3.13 O|& ol 24l DIHZ Ch7|¥ S &= CH7|¥2 oto|adolMde £ JU&Lch

=M 1: RabbitMQ& Amazon MQ CHZ7 | Oto|2 a0l =& AL&3to{ EciAl O|HE
CH7 |0l #& ci7|¥ =2 olo|2a|o|M

Amazon MQ= 224 Ci7|€EE #H ch7[¥ = oto|ad|o|Mst= 7| oto|zelold =7 & M3
_?_ﬁ

gLICt O]l =7 = RabbitMQ & 2£29| #2|At > CH7|Y oto|2 0| EE= HTTP APIE Sall HAMA

g & A&LCH

EFE A&stt{H Amazon MQ CHZ |2 OO|1E0|M =7 & HASHM L.

[e][]

SM2: M 7IA SAEE AI23510{ oAl 0|242! 7| QoM # cif 7|92 ofo| 28|

SUsH SE{AEOM A 7} SAEE MAME04 Amazon MQ EZ27{ {7 3.13 0|40 A 214! 0|2

2 U2 HH CH7|¥ 2 oro|ado|HE = JU&Lct

1. 7|& EHAEHWM 7|2 T (Y RES HESZE MH5H0{ M 71 SAE(vhost)E M/ EHLICE.

2. URIZ} 2ciA] 0B CH7|E2 AH85tE Ol 7H4 SAEE Jte[7| =5 AE35H0{ M vhosto A
Federation Z2{1 212 Mg Lt

3. rabbitmgadming At&3t04 O|F vhoste| Ho|E M U2 of ol HH
CHo|€dnt s 8tE| = 5 w4 A5l oF g LICH mHof M8 3Ho & A HE At S 52 RabbitMQ #

2/H 7|2 oto|za ol 218


https://github.com/amazon-mq/rabbitmq-queue-migration

Amazon MQ TR 7H0|E

H o7 dHMM Ho| 0|5 & ESHMIL.
vhostZ CHA| 7t A& L|C}.

fE

(@]
I

rot

28 At

oo
fijo

Thloll X8 F HOIE A

4. M vhostolAd M HAE MMELICH #EH CH7|&2] Amazon MQ H3 240 CHEF HE A2
RabbitMQ& Amazon MQQ2| # & CH7[doi| CHEF 2 1 B2 RIERSHMS. 2 CHS ol A
MM I3 0|2 0| vhostOl A A vhost2 A|ZHEL|CE.

A H[REeE HARETE M vhostE AHESHE S A e LIt

2

Shovel Z22{32I2 F 445104 LIHX| HA|X|E o|S&rL|Ct. CHZ7|90| H| X|2d Shovel2 AMA||EFL
C}.

ZefA 0|22 cH7|FoilM H™H Ci7 @z 2| 2IEd 0|4 Ofo|z e o]M

Eallol~ 0ol 2204 48504 Amazon MQ 2271 HIF 3.13 0l4f0llM 2244 0/21& h7 /e
% # C47|¥2 oto|aBoldE & UesLich

1. AHixtet MARHE SRIELCH

2. U AT CH7IPS M2 MaELc,

3. Shovel Z2211218 Fdst0{ O[T ZeiAl O/ cH7[FollM M Al H CH7 €2 HIAIX|E O
SefLch 2E HAIXIZH LAl #HEH CH7 [P 2 0|SstH ShovelS AFA|EFLICH.

4. A2 BEA DY h7IYS AFELIC 271 ChE 22 S84 Dl2{E Cf7 (YD S Y8 08D
loITig AbS she B CH7IYS CHAl AABLICY

5. M Shovel2 ddst0] YAl HH CHZ|Foi M M #{H CHZ[F=E HIAIXIE O|SELICH.

um

RabbitMQ& Amazon MQS| # & CH7 |40 CHEF = 724
Amazon MQO{| A RabbitMQ E27{2| & CH7|dof| Y HAM S FIIE + U&LICH

#{H Of7|Hol cHer YAs d8e m oS

fjo

=5 oF gfLCt.

- haZ A|&5tE HM £48 25 MAHELICHM: ha-mode, ha-params, ha-sync-mode, ha-
sync-batch-size, ha-promote-on-shutdown, ha-promote-on-failure).

 queue-modeE M 7HELICt.

- QH{ER7J} reject-publish-d1xE MYE B2 LHEZE HEFLICH

0
12
o
0x

219


https://www.rabbitmq.com/blog/2023/03/02/quorum-queues-migration#moving-definitions
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/A Important
RabbitMQ& Amazon MQE 2 Lio| 2 2F MEst7Lt otodl M5t x| f&LICH Sel
Al O cH7|¥ot /EH Ci7[Fol SAlo M8l HA2 MME = dgLct Mao| /H
CH7 |02t M8 E|T S 5124 --apply-toE quorum_queuesZ MAZ5HoF L|Ck E2H4
O/2{3 cf7 (&t - ch7|PE2 & A8 st 39 ™ Ch7|d E& ok of L2t --apply-
to:classic_queuesZ Mt H o MAMZ MJ5HoF &LCt.

AWS-DEFAULT H& 2 “applies to” TtEtO|E{0M M CH7|[¥E RS XIS
7t @i& LICt RabbitMQ& Amazon MQ2| 7|& & of| CHEF XtAIEH L1882 2 PAL HA £ EHe g2 &
ZotHIL.

RabbitMQE& Amazon MQ2| & CH7|QE 2 & At

HEOVIE 5 Al 952 7HdstedH Chs 2 AFsl|lE AL8 st 2ol E&LICH

pAl
of
ro

E & HdHEstod ol HIAIXK| XE|

ol HIAIXI= HIAX|7F Auistod ofed H CHA| T2 ] YA LICH delivery-limit EA Ql
E A83stod HAIX| & St & HdYstH oft] H PSS El= HAIXKIE AXME = A&LICH HAIX|7
S| §{& 2o o B O| RHTS E[T RabbitMQOI| A SHE HIAIXIE AM|7{5t D AFAELICH
St & d™otH HIAIXIZHCHZ|E B eFol ChA| FTHEILICEH

RAR A
oF O

H 7| HAIR| @M =2

& th7|olls HAIXR 24 &207h Gi&LICh HAIX] M =217t st Ze & thr|gg odzd
70 Al AdsHoF BFLICH 048] 23 CH7(20| Y= HIAIK|Q] DM 29|12 sl w2 RabbitMQ AT A
oM HIAIK| 24 #29/8 HZSM2.

7|8 5H el A8

RabbitMQ& Amazon MQE #H U7|UE AEsls ElAEH BEE27{of CHsl 7|2Xe = =X Q=&
37 =E2 M™EFLICE x-quorum-initial-group-sizeE& P& Amazon MQOIME 7|22k
E ClA| SA| Q14 322 MAELC

RabbitMQE Amazon MQ Z & Atg|

CHe Z2EM FH| X
St HIAIXK| 2|2

Zlo] 2} RabbitMQE Amazon MQ EZ7{Z ztid | E27{ M52 23t
M8 x|XMgtgct.
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https://www.rabbitmq.com/docs/quorum-queues#priorities
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/A Important
Amazon MQE 34X AE 2! FF = RabbitMQ 3.9.x0|AM E= X 351E JSON 222 X5t
x| et&Lct.
=X

« RabbitMQE Amazon MQL| H27{ A% 4l o474 2| 28] Al
« RabbitMQ& Amazon MQL| HIA|X| L7 A Tl AME|A B8 AR
« RabbitMQ& Amazon MQL| ds (M3 S 24 T At

« RabbitMQE Amazon MQL| HIEL3 S¢i2d ol T L|E{Z 2 Al

RabbitMQE Amazon MQLe| E27{ % 4l o444 &t2| 2 Ata|

BEH EAE A 6 tEle EZ2AH HAIX| #XElF, 2laA AEE X Z2HME QI ZE ME[7Is &
Mg Ex Iérf Al A 4LICH RabbitMQE Amazon MQ E27HE ddst 7 & m, E27{9|
dsE Stist7| ls et QlaEHA RS MEHSt D, dZ2E EEMe =z #elst, HAIX| Ol2
IHM27|§ FEste Ofhs 2 ALEIE 2 RSHAIR

/A Important

RabbitMQ& Amazon MQO| M= ALKt O|F 22 "guest"E X|H5tX| te22 Ml HEFHE
MMEIH 7|8 HAAE A™HOo| AMIELICH Amazon MQE E8F T1ZH0| A8 "guest"2hE 7l
78_._ _|_7|X-IOE AI-7(-||oI-|_|[_‘_|.

1CHA|: 2 2{AE HIEZ AR

ZT2HM QI2E0| HQ 1S HAIX| SHBS BHE | 6 B QABA B2 Ll 2
AE HIZE AL8stE Aol E4LICH 2SHAH HiXZE B &olf x|
k=3 7;.||_._ol-|__||_-_|._

SHAE H{Z = 3702] 7+ Q¥of EAHE 3712] RabbitMQ EE27{ = EZ FAE|0], A} S Fof =X
E M35t 718 P 5Lt 2 TS| A2 E = QA K2t 20| AISE| =5 & LICH Amazon
MQE ZE Eo| HAIXIE RIS 2 SA|5t04 == &0l EE= fX| &2 5o 71848 E& &Lt

EiAE HlZ= ZEEM #Zof Z+30|H Amazon MQ AH|A =& H 2ol M X[ E LICH
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F& M=ol Cht REAMIEH LHE 2 RabbitMQE Amazon MQ2| 37| £ X[EHE X

S3EHAI: AEHCHZIE ME

SHAE HIZE AR5t #HE f7|(2 3.13 0|4 RabbitMQ EZ 742
7|9 8o cigt 7|2 MEf A& olo{of EFLICH #HE 7P =2 oH-H M 5—58 SIE =R S]]
XA AlZtg MB5te 24 SA 7| SELICE.

| Kl
rﬁ
ok
ox
=)
x
O JHI
pal
r
]

0
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1E74l: S HIAIR] & XSS OV A4S

AT HAIRlE EE 77} SEE[HLE CHA| AZH5HE A& oM HIoIH X[&MH2 _'?'_?_EE* = Aguct A
T HAIXR|E T2sts SAl ClAa30l 7ISEUCH Jeut X[ chy|gn &2

FIt Mz 27} Eostk| ote 8t HE2|9t ClAaa BFof FHAIELICH F7t EHIEEI7P e

XlE Cclazol ciet HAIX| K& S 2El5tE RabbitMQ E27 HFHLE (YL Mo 2 X|&4 HSolzt
o ghol olsh M2 2lofl M M7HELICH

M3l5ted™ CH7|”¥E durableZ MAUHEI T HIAIX| MY ZEE persistentZ M
CH2 o] oMol MHE RabbitMQ Java 22I0|Q1E 2I0|E 2|8 AF6t0d X|&E O 7|
_‘?'_ {&LICH. AMQP 0-9-12 e [ M& ZEE "2"2 dHstod HAIXIE G

D
=

4 e oA
o o me >

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

CHY|¥E XISEoZ F/d35HH CFS 0| XMQF 20| MessagePropertiesE
PERSISTENT_TEXT_PLAINSZ M%3l0{ P+ HAIXIE CH7[LHol 2 = U &LILCH.

import com.rabbitmqg.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

(I

2EHA|: AAIR &l B AH|RF ME &2l 74
HAIXRIZE E2 70l HSEIREX| &#Rlsts Z2MAE A AR #lol2km FLCh AAR &l o
Ax|I7t etEdHoz MEE AI™E H% |7 o]0l LEILICEH AARE &elg EZ2 7o MY El= HAl

HZ
X|o] £ & MofstE oz =0l ELIch HAIR & elo| gl HAIXI7 83 XMez ME|ZIR=X]
Holg =+ glol, EE277F MEIE + ol HAIXKIE AXME &= A&LICH
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P%ga* I CH2 of|X|eF 20| Channel#basicAckE AF235t0q ZHEHSE basic.ack 2 4012 A%
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// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
® Note
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C}= Clo|o{a 32 RabbitMQE Amazon MQ 2! Amazon S3E Al235t0{ 28| &0l IieHE 36t
dred2 Ho{ELCt.

Io o\
Producer > o-’n')o < Consumer
’

L)

2 o_0O 3

Amazon MQ broker

Y
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AWS S3
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Cl= oMol A= Amazon MQ, AWS SDK for Java 2.x 2! Amazon S3E Al235}04 0| THEIS
Ct.

1. X Amazon S3 & AMEXIE LB e HAIXK| FeHAE HolgfLCh

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;

}

OF

2. Amazon S30{| HO|2Z2E & X{%& 31 RabbitMQE Sdl|l X HAIXIE ™MEsHE HAAIXF HMEE

gLt

public void publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.
Message message = new Message();
message.s3Key = s3Key;
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}

message.s3Bucket = S3_BUCKET;
// Assign values to other fields in your message instance.

publishMessage(message);

Amazon S30| A HO|2ZEEE ZMSt D, HOo|EEE %{2|5t1, Amazon S3 ZHX|E AHX|5tE AH]

Kt

p

YHS FeIELICH

ublic void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build())
.asutf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());
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ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

(® Note

RabbitMQ AtHt Z2t0[AHE 2}0o|E 2|0 AM global E2i12
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HEE ASE 4+ 9 H 4 YBLich HZE ZEE S 7542 Folsw ot e Sy
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2 E Celery HH

1. CH7|YE Oo|EhE &+3t5led™ task _create_missing_queues2 & L|LC}.

2. %™ CHS worker_enable_remote_control& 7HA celery@...pidbox CH7|¥o| 8%
Me ZX|ghLct o= A stH E2 7ol ch7 | o|EFO| Z0{SLLC}.

worker_enable_remote_control = false

3. B38| A2 HAIX| 252 = £0|24™ Celery OHEZE|7|0|M S AIZHE I -E EE& --task-
events Z2i3E EZ&5HK| 2Lol Celery worker-send-task-eventsE & L|C}.

4. CtZ mi2t0/E{E ALE5t0q Celery OHE 271|042 AlZFENLICEH

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

Celery HT 5.5 0|4 9| B2

1. FHHO7|¥e K[HsE 24 HE
A}Q &l Celery TS = QlstEd
£ the section called “FH&H CH7|2

Ol Celery H{7 5.5 = 1 0|F A2 2 dago|=¢&fLct.

™ celery --version2 AFSELICH HEHol CHEF XbAMIEH LA
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MME HZsHM L.

2. Celery5.5 0|22 YI00|=E8 ¥ task_default_queue_type= "quorum"S 2 T4 F L
Ct.
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3. OIS E=7 HE SM0M AHA| &l 740F gfLICt

broker_transport_options = {"confirm_publish": True}
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ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

® Note
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RabbitMQMemUsed %! RabbitMQMemLimit

HZE AASEE ZLIERsH0d HAIX] HIAE AHEE £ = HZEl SEE EXIFLIc

RabbitMQDiskFree %! RabbitMQDiskFreeLimit
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E A27310q CloudWatch 21 &433 =& H|
AWS Management Console.
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1. Amazon MQ ZZ0 2 12lgL|ct.

2. BEZ7 SE0|M 2Z7{(0i: MyBroker)& ME{SH OIS Edit(H &) MEHEHLICH

3. Edit MyBrokexr(MyBroker T%!l) H 0| X| 2| Specifications(At &) 44404 X Broker engine
version(E 2 7{ Al ) EE = Broker Instance type(E 274 QIAEA R3)S ME4ELICT.

=0

4. CloudWatch Logs MMoM E2 HE S 22504 Bt EOE &/935t5H7{Lt HIE G ghLct. o
£ BAl= ER5HR| ei&Lot.

® Note

. RabbitMQ 22 79| 742 Amazon MQE AHEO 2 MH|A 9174 &48H(SLR)S AFR 504
CloudWatch of &gt 2 3 & HA|ELICH XFAM|SH LHE 2 the section called “AMH|A @14
45t Al EHHE B ESHMIR.

« Amazon MQE RabbitMQ EZ7{0{| Cist ZHAF 24 & X|HSHX| et&LICH

5. Maintenance(f K| Z2l) MMolM EZ7{0| K| 2| ™M FAIELICH.

AWS ZE|A Al EZ2HE M HEe =z | 0|=5ted™ XIS 0tolLd HE da8|0|= &% §P%
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6. Schedule modifications(=% 0i|2)E ME4EFL|C.
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® Note

Enable automatic minor version upgrades(O+tO|L{ HH& A& 4 2{|0|= & 3Bt B 5t
= 82 EE27 MEEo| ER35tX| etV =20l B{E 0| Save(ME)E HhgL|ct.
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CHS AH& Mol E RabbitMQE Amazon MQ EZ7{0f A EE M E TLSE AFHE 5104 Python
Pika 22t0[MEE HH5t= WS EoiELICt Pikae RabbitMQE AMQP 0-9-1 Z2 E Z 9| Python
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$ python3 -m pip install pika
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RabbitMQ& Amazon MQ EZ27{Q &5 28 [ HMXIE Ho|5t1 TLS Fdof 23 SSL 74
AEE HM33tE Python Pika 220|YE 7|2 SeiAE ddstedH CtE e +#FLICH
1. MEDZEES o =2 M Eo CHEt M CIHE{ZIE M8t CFHg, Y CIZEEE|2 o|SFLICt
$ mkdir pika-tutorial
$ cd pika-tutorial
2. LC}Z9| Python ZE7F £& El basicClient.pycte 0|52 oS A EFLIC.

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
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ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

O|X| BasicPikaClientOlAM A& El HIA|RF 2 AH|XboOY| CHEF 7t SEHAE Ho|gh 4 Ql&LCH.
2CHA|: HAAIRF MM & HAIX| &
CH7|¥ e Mgt HAIRIE MAStD THe HIAIX|IE MEstE{H ChS S S EHLICH

1. Ctg ZE MES WSS SAStT 2Z| 0| EHA[o| M Mgt [t s et CIEEZ|of
publisher.py2 MEELICI

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()

self.connection.close()

if __name__ == "__main__":
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# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

__
N

BasicMessageSender 224 = BasicPikaClientO|A &350 C
of HIAIXIE M&stn, dEE Ee= F7I HAMEE FRELICH ZE HE2
ctRE 7|18 ALE5t0 HIAIXIE 7|2 nEte = et 8L

2. if __name__ == "__main__": Of2{ol|M CtF HE7} L& El BasicMessageSender 4%
A 2oz MEE[= m2Zt0HE DA ELIC

« <broker-id> - Amazon MQ7} EZ7{of| CHal M 5t= TR IDYLICH EZ
7{ ARNO| A IDE #+ & EME &= A&LICtH 6§ E0{ ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
A2 H27 IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819LlL|C}.

+ <username> - EE27{0| HAIX|E £ &= U= SE& Heto| U EEZ7{ AL Xt2| AHEX O|F
Lct.

« <password> - EE7{0| HAIX|E £ == U= SE& Heto| U= EEF AIER| &= LY.

- <region> - RabbitMQ& Amazon MQ EZ27HE M g% AWS 2| LICt. RabbitMQ 0 & =
04 us-west-2%IL]C}.

3. publisher.py& &gt 2t S U CIHEE|0 A CF

1jo

Hae NHHLIC

$ python3 publisher.py

I E3Hez A EHO|d Fol ohE1 2ol EELICH

RabbitMQ& Amazon MQ2}+ & 7 Python Pika A& 236



Amazon MQ TR 7H0|E

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

SEFA|: AH[RF o 2 HAIX] =24

CHZ |Gl M EF HIAIRIE +~4letE AHIKIE dEsiEd™ Che S &g Lo

e M

1. C}

0jo
Mk

J

ol LIS SAtst 2ol SYUs CIZEE|M consumer.py 2 MEELICEH

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")
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# Close connections.
basic_message_receiver.close()

O™ CHAHO| M et A A|IRtE OFEE7FX| 2 =04 A BasicMessageReceiver &f

o
£BasicPikaClientst B HA|IX|E s=AlstT AAS B 7| Qe F71 S FeAgfLICH

_== = = [

2. if __npame__ == "__main__": & Ol2HoA{ BasicMessageReceiver MM&AIZ HME L
II2tO/EHE AFSALS| HEZ WA

=

[ ]

3. Z=z™E C|dEZ|o|AM CH

rr

$ python3 consumer.py

AL d3He 2 AL HAIX| 220 2t E 718 & et slei7t EHold Foll R AIELICH

—

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

ATHA: (M= AFEH O[HIE 22 MF W HAIK| At

ull

CHZ |0l M o2 HIAIXIE 4AH|sted ChE 1 20| Pikall basic_consume HIME & 284 &
A& 'L,

1. consumer.pyHA BasicMessageReceiver EciA 0 CHS HIME HolE FItEFLICEH

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. consumer.pyllif _ _name__ == "_ _main__": OF2HollA O|F EH|0|A &l

— of gt

consume_messages HMEE S&&LICH

if __name__ == "_main__":
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# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver/(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. consumer.pyE CIA| A&st, 38t 7| S HAIX|7t HOIE Foll ZAIELICH

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

CH= EHA

 X|ElE 7|El RabbitMQ Z2t0|1E 2to[=e{2[oi CHEr RHAM|EH LHE 2 RabbitMQ & AtO|E0f A
RabbitMQ Z2t0[2E HEME & Z M.

RabbitMQ & A| SX|E CH7|E S7[=t =X &

RabbitMQE Amazon MQ 222 E HZ0HM 2t CH7 (2ol AIAIE HAIXIE M 7He] 227 = Zhof
SR ELICH 0l2{olaln sHe o ZX|E RabbitMQ 2270l 17H84(HA)S MBELICH S2iAH
HHZ o] Ch7 (e & o= o| 7|2 SAED} st ol Dlei2 FAELIC DI oyl M8 s
= HAIX| CH7 1ol 7|8 HIRE 2E Sele Bixi 7|2 of7|Qol M8 T ohg sh iz TAol =
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o & E0 DI E CH7|€0| 7|2 =E(main)t & 7 Ol2{(mirror-1 L mirror-2)2| Ml 7 =
oM SAECtD 7ggtLct o D& E Ch7|¥Eel 2 E HAIX|7F 2 & Ol2{of Mutz|™ cH7|¥o| &
Z|1ZHEILICH =E(mirror-1)7F Y AlZH AAESE = A ElHEt: Ci7 (¥ 2 &6t D AlS HAIXKIE
CHo|dol 2 == l&uch aU CH7|¥E2 S7I8tstEAMH mirror-12 AFSE = = S maind|
HAIE! HAIX|E mirror-10 SXl|sHof &L|Ct.

Ol242lof CHEt XFAIEH LIS 2 RabbitMQ 2 AFOIE oA 2214l O|22IE Ci7|US BxsHHIS.
X el Y oi7|d 715

FX| 22| 7|2 & Amazon MQE ZE K| &2 S & #Hofl & =0 =835l EE2 AT AL
St S TLICH M2t ZF =EO| 215 0| CHA| A|ZHE [ CHT (P E S7I3tsHoF & = JU&LICH &

718t5t= &¢ Ole{ofl =X klofof 5t= HIAIX|= sHE 5l= Amazon Elastic Block Store(Amazon EBS)
SE0M HEZEE2 2EE|0{ Hix|2 XMZ|ELICH HAIXIE Hix|2 ME|StHCH7|PEE H =2 7H S7|

3HE = AsLICt

CH7 | Q0| HH X HAIR|7} 2ofHd CH7|¥€0| MBXo 2 S7|3tE|1 oA CHE Zred0| RH7H
ZElL|ct Ut Hix|e| dIO|E| o]l = Eo| HIE 2| ol 7[R |H L EM 222 HE2E BE
7t e dlsto 7@ S715H7F LAl SXIELICE HEE| AFEE2 CloudWatchl| EE27{ == X|E
RabbitMemUsed® RabbitMgMemLimitZE H|@m&tod QI8 £ QI&LICH HIAIX|7F AFR EEE A
E[7HLt B x| o] HIAIX| =7t EX| et 57|57t 2t=2E = &LICt

® Note

CH71% S715t bRl 2718 Z0/pd S8 EHM 471 Of BObE £ UBLICH

UAl SX|E CH7|E 5718t EME HZE4H ha-sync-batch-size HAME M3 1 7 |P S7|
SIE CtA| A2t WS Eo{F & O] AI& A el BAHE mELict

=
- A ZEH
« 1EHAl: ha-sync-batch-size & M &

« 2EHA|: CH7 | S713t CHA AIE

- CIS EA

. B gan
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M Z=A

—

O| A& AME AF25tE{H E2|AF #HEH0| UE RabbitMQE Amazon MQ E 27 AL X}7} Jo{of gL
EF HEZE XMZ 48 [Mf BtE 2Kt AERIE AESI7LE LIS BHEMRE = U= CHE A EXL
ANEE = J&LICH CHS £oll= 8 BE|RE AFSAL BT & HFHO| M1 Al(regexp) HEHS E Lt
P Q& LILCt

Tags regexp 2471 regexp T3 regexp 7|

*
*

administrator o &

RabbitMQ AFZXIE MMStT AFEX
2 Amazon MQ EZ7{ ArS X} B E & X SHA2.

m
I
4
H
ro
fjo
rH
0]
9.'—'
rr

Aol CHEF REMIEH LHE 2 RabbitMQ

1Et7|: ha-sync-batch-size H& Mg

CtS MitoME HEFHoMH MM El= 2E CH7[Q0 M8kl= HME FItsts W2 Eo{ELICt
RabbitMQ & 2& 0|Lt RabbitMQ Z 2| APIE A E = U&LICH XtA|EH L& 2 RabbitMQ & AIO|E
oM 2| Z2{1 218 & Z=5HM 2.

RabbitMQ & 2£ & A&3l04 ha-sync-batch-size HAME XM E35t2{H

1. Amazon MQ &0 212I&L|C}.

212 EFAM 2ol M Brokers(E27{)E ME4EILICY.

H27 SS0lM M BHE M8 Y HE7o| oS s

A w0 D

=2 271 H0|X|2| Connections(91Z) 401 A RabbitMQ & £ URLS MEIEFL|C} RabbitMQ
2 Z2E0| M EEtM & E= Fol FEILct

H27{ g2zt 23¢el 2eF 15 HE E AHE5t0{ RabbitMQ & &0 23 lgfLICt
RabbitMQ 2 &£ o| H|0|X| ArEof| A Admin(2HEIXH S MEfstL|ct.

Admin(Z 2|xt) Ho|X|e] LEZ B M F oM Policies(B )& MEASILICEH

© N o O

Policies(Z2l) H O|X|oll M E27{2] 34X} User policies(Ar2At ) S =22 E ¢
policies(At& X Z4=H) of2H0d| A Add / update a policy('E3 F7HUH0|E

=
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Amazon MQ

JHeER 7Hol=

® Note

7|20 2 RabbitMQE Amazon MQ 22{AE|{E ha-all-AWS-OWNED-DO-NOT-
DELETEZI= 7| EE7{ A0 &7 MHEELICH. Amazon MQE EE7HL| 2 E CH7|Y
Ol Ml E 250 EX|ET CH7|€0| AISo 2 S7|SE|E2 o] HAHE zha|gtu|ct.

9. ME=Z7 HAg M35le{T™ Add / update a policy(E& F7HUOIO|E)oM CHEE & LICEH

Name(O|&)0l|l 20| 0|2 =T LICHO: batch-size-policy).

Pattern(ZHE1)0l| regexp THE . *& U23gfLICt 0| B HHO| HE7{o| ZE CH7 (¥t LX|
st|CH
=] .

Apply to(H2 CHAh 9| EELCH2 SE 0| M Exchanges and queues( & & CH7 | E MEHE
L|C}.

Priority($M &</)0i| vhostol MEE! C
AlZtol| RabbitMQ CHZ |2 & w2tol| &
at

RabbitMQ= 7tE =2 M &9l &

Definition(&2[)of Ct& 7|-2t Ho{& F7tefLct.

« ha-sync-batch-size=100. EECt2 S 50| A Number(ZXH)E MEIEFLICEH

CHZ |0 RiE S7I8tElX| f2 HAIX| =2t 7|8 7|E2 2 ha-sync-batch-
0 +

Fe = A&LIcH

« ha-mode=all. EECIR S50l String(EAI)S MEHFHLICE

/A Important

ha-mode Ho|= 2 E HA

=

e GAof| ZELICH dEfst™ AS 0l AlufgfLCt

rk

« ha-sync-mode=automatic. EECI2 S Z0i| M String(EXtL)=S MENFFLICE
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® Note
ha-sync-mode Ho|= 2E AFEXl K| H2of LIt M2F6H Amazon
MQ7t AtS 22 HOo|E F7HgfLCt.

f.  Add/ update policy(’E F7H/QO[0|E)E MEAELICE

10. M E=0| User policies(A& Xt &) o| S K0 L A|Z|=X| = lgfL|Ct,

RabbitMQ # 2| APIZ AF&3104 ha-sync-batch-size S XM 352{H

1. Amazon MQ £Z£0f 23918l

2. 2% B &0l M Brokers(EZ27{)E MEHELICE

3. HEEHIFoMMHEHE MEEY HEFO| 0|2 MEFLICH

4. E=ZE7{ 1 0|X|2| Connections(4Z) A 40{| A RabbitMQ & 2& URLE 7|E&LICt O|l= HTTP
LHENM At EEFH A= ZQIEQILICH

5.

M EOId E= #Hsts BEE &S GLch
1

6. ME=zZ7 HHMZ G52 O curl FHEES UHELICH ol BFoIM= Ci7[F0o| %2F2 Q1=
O

(@ Note
#ay padl ppppe HE7{ 2K 230 2o 013 MEE HIRAML. CH7 || is S|
StE|X| §f2 MHIAIX| =2t 27| 7IE2 2 ha-sync-batch-size 2k(100)2 ZHst1
BHEsloF g = U&LICH EEFH AEEZQIEE 0|0 7|S 8 URLE HFELICE.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. 2270l SR HRol Al HAO0| FILEIE K| HOIsEIH O curl BBS Ystod 2E B
27 Mg LhstLic
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curl -i -u username:password https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq. us-
west-2.amazonaws.com/api/policies

2EHA|: CH7 | S 718 CHA| AIZf
HZ27{0| M ha-sync-batch-size H¥ME M8t = 7| S7|3E CHA| A|RFELICEH

RabbitMQ & 2&& At&5t0d CH7 |8 S713HE CHA| Al%fstedH

(@ Note
RabbitMQ & 2£& Ye{™ o| A& M 1EHA12| 0| X[&EIE & ESIAMIL.

1. RabbitMQ & 2£ 2| H0|X| & oM Queues(CH7|¥)E MEAEHLICH

2. Queues(CH7|) HO|X|2| All queues(ZE CHZ|Q)0MH LAl SX|E CH7|PES F&LICH ¥ A
ol A MA48H M X% 0| 0| (0dl: batch-size-policy)O| CH7 |0l FE A0

3. EOE HIX| VIR S7I8F ZEMAE CHA| A|EotEd{ HA CH7|QE S7I8HE FAgLICH O
CtE CHZ|E S713HE CHAl AlZFEFLICE.

(® Note

S7I37t A SX|E|D HBHo2 PR E|X| 2t 2™ ha-sync-batch-size gf{2 &£0|1 CH
7|8 S7I3tE CHA| Azl EMIR.

CHE EHA

- CH7|¥0| 7|3t =|™ Amazon CloudWatch X|E RabbitMQMemUsed& £ 2135104 RabbitMQ = =.01|
MAEstE HRZ2E ¥2 ZLIEZE 4+ QU&LICH EF RabbitMQMemLimit X|EE & QI5l0 L=
olHZal MEtE ZLEZE = &Lt RHAMEH LHE2 Amazon MQOI CloudWatch X|E HAM|A
2! RabbitMQ& Amazon MQ EE 70| A& 7t5 38t CloudWatch X|E EHHE B ESHAIL.

- CH7|YE S718F LAl BXIE L x[std™ CH7|¥ S BH | X6t HAIXIE *EISt= X0l E&LICE
HAIX| 2717t H 2 9 2E0 H 227 QAAHA RS HRE/ H B2 o 2 QIARA 3
7|12 YaB0|EStE Wo| E&LICH EEF QIARHA RF U EZRF 7|2 d WE| CHet RhAl[E

AN
W82 Ez7 7|2 dd HE MEg AxstM .
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« A RabbitMQ& Amazon MQ EZ7{E MME [l Amazon MQE EE27{ ds2 %835 7| 254 7|
grol BE27 EH 2l 7ty SAE KetE MEELICH E27{of HE = 7
A HY ddst= Aol FE&LICH 7|2 3 & vhost MEHE ddst= &od| CHer RtHA
ttps://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmqg-defaults.html
FEotM 2.
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rk

i

2lAA

UpdateBrokerlnput - Amazon MQ APIE At&5t0{ E27{ QIAEA RS AO|0|ESIE{H 0| EE
7 S8 AFSELCH

. mi2t0/E 2 A (RabbitMQ Server A A) - RabbitMQ 2 AHO|E 0| A RabbitMQ Zt2t0|E 2 =4
ofl CHal XkMIS| & ot LT,

« RabbitMQ 22| HTTP API - RabbitMQ & 2| API10{| CH&H XtAl|S| ol L|Ct.

17 U A £ B4
Amazon MQ E27{& RabbitMQ2t2| 142 ZEI0|UE o Z 2|7 0|40 A & 7{LI RabbitMQ & 2
£2 ME30d 822 HE £ UELICEH RabbitMQ & 2£2 ArE35t0o] ¥1Z2 Eop{HOIZE =+

M 2.

1. ol 212/ AWS Management Console st 22 7{2| RabbitMQ ¥ 2£2 iL|ct.

2. RabbitMQ &0l M 21Z(Connections) Bi& ME4EFL|C}

3. 72 ho|x|e] ZE AZ(All connections) S0l B S ¢1Z29| 0|5 S ME4FLICE

4, A4 ME HE fo|x|ofM o] @1 E 7|(Close this connection)E ME45I0 MM E & &6 OIS
M & 7|(Force Close)& MEASILICH Eol mtal 27 =2dst MEE F715t0{ 0|R(Reason)2l
7|2 HlIAEE HAE = U&LICH RabbitMQE Amazon MQE 4SS 2 W ALER7F X8t
O|F & Zzcto|Eo ghatgct.

5. CHEH &R0l A & QI(OK)S ME4SI0] (4d g &fQlstm EH&Lct.
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2840l Custom TCP(AFZ A} X|& TCP)E MEH3HLIC},

c. Source(22)0|AM Custom(AHE A X|H)2 MEHEH MEHOIM & 2&0 HMASHE O AHSE

AlAEIO| 1P FA(04: 192.0.2.

d. XZS MEfghLct

=
i
I°
i
ok
r
A

OlMl E27{7} QlHI 2 E HZAE 518 + U&LICH

4 XtS3HE ?I5H Apache Maven2 At83dt= B pom.xml Itof CtF SEMHE F7HELICH
Apache Maven 2| Project Object Model Tt0{| CHEF AtAIEH LIE 2 POM ATHE B EFHMR

<dependency>
<groupId>com.rabbitmq</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

8lC XI&S3H0] Gradleg AIE35te A< OIS &4 E MAUTLICH

dependencies {
compile 'com.rabbitmg:amqp-client:5.9.0'
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https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html

Amazon MQ TR 7H0|E

Connection 2! Channel EciA 7K 27|

RabbitMQ Java Z20[HE &= ZtZH AMQP 0-9-1 14 2 M'dE LHEILHE= Connection 2 Channel
APl 22HA 7 LB El com.rabbitmg.clientE %42 WZ X2 AL R LICH Connection &
Channel E2HAE AtS5ted™ CFE o x|t 20| HX] 7hX{ZLCH.

import com.rabbitmg.client.Connection;
import com.rabbitmq.client.Channel;

ConnectionFactory 44 3 HZ 7{0f HAZ

CHE offdlof| et XIHE mtetO|E{E A83t04 ConnectionFactory 22149 QIARIA S MgfhL|
C}. setHost HMIAEE AI2510{ QM 7|28t E2 7 A= ZQIEE A3t |} AMQPS 2+0]0d &
HEols ZE 56712 A ELICL

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

W 2ol HIAIX] AH|Al

Channel.basicPublish& AF&3t04 HIAIX[E mEHo| AAIR = U&LICE EP% oMol M= AMQP
Builder EcHAE AI835t0{ 2EIX R&O0| plain/text? MHA|X| £ X E L=8rL|CH

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
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.userId("userId")
.build(),
messageBodyBytes);

(® Note

BasicProperties= Ats MM E LK SefA Q| LIE ZeiA Q1 AMQPRILICY.

CHZ |G 75 & HIAIK] =2

Consumer RE{HO|AE S8l CH7|¥E 7 535t01 HAIXIE +AIE = U&LICH A=55tH E2 5=
HIAIR|7F RSO 2 HiEHEL|C}

ConsumerE T 3sl= 71E 4|2 &2 512 2214 DefaultConsumerE AFESHE ZALICt CHS
oi A2t Z 0| DefaultConsumer ZHA|E basicConsume $£0| UEE MESIo{ T=E2 MM
U&LLCt.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
18
@ Note

autoAck = falseE X|HI}H 222 Consumerof HIZ & HIA|X|E &Ql&H ok stOd, oi| At 2
Ol handleDelivery MMEO|A =&t Jt& ZHHFLICE
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oiZdchy| Al B2 7|9} o473 11 7|

= — -_= Ls

T

RabbitMQ EZ7{2t A4S Boo{H Ot Zo| M HZEE 25 F&LICH

channel.close();
conn.close();

(® Note
RabbitMQ Java 22}0|HE El0|EHEIE ArEste &0l CHEF REAISH L& 2 RabbitMQ
Java 2CI0|21E API 7I0|EE & ZSHMIL.

3EHA|: (MEH AFEH) AWS Lambda & 404 44

AWS Lambda = Amazon MQ E27{2| HIA|X|0of @135t AIEE = U&LICH HEF{E Lambdao|
oids = CHo|PolM HIAIXIE el1 &8 57/(42

2
dYSHE O|HE LA OHE2 HAIXKIE E270IM HIXIZ
H

3= 0
2|1 JSON ZHx

1. Lambda g+ A2 A0l CFS IAM Q& HEHS FIHELICH

» mq:DescribeBroker

» ec2:CreateNetworklnterface

» ec2:DeleteNetworkinterface

» ec2:DescribeNetworkinterfaces

» ec2:DescribeSecurityGroups

» ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

 logs:CreatelLogStream

 logs:PutLogEvents

» secretsmanager:GetSecretValue
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https://www.rabbitmq.com/api-guide.html
https://www.rabbitmq.com/api-guide.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html

Amazon MQ TR 7H0|E

@® Note
ZeFt IAM HEto| 1™ &7t Amazon MQ 2|42 BZEE ISR 22 = A
&uch

2. (MEH ALE) HEEZ| HAMA 7H5A0| gl HEHE MMEH A2 Ol & sLHE £#35104 Lambda
7t EHE27of Mt 2 5{= 5ot

« HEE| MHEUHTE 5tLES| NAT H|O|EQ0I& FEELICH RtAM[EH LHE 2 AWS Lambda 7He &}
SFLHMOM VPC 217 B = of QIE{! B MH[A HHA S HZEsHM L.

- VPC AIEZQIEE At83l04 Amazon Virtual Private Cloud(Amazon VPC)2t Lambda 72|
A g MMErLICH Amazon VPCE AWS Security Token Service (AWS STS) 2! Secrets
Manager IE ZQIE 0= Q4Z43Hok LIt RFAIEH LHE 2 AWS Lambda 7HE Xt OHLHA{ 0l A
Lambdadi| CHEF QIE{H[O|A VPC AIEXQIE F4 S HZ5IML.

3. AWS Management Console2 AF23t0{ Lambda & 01| CH&H E27E O|HIE AAZ FAIEFL
Ct. create-event-source-mapping AWS Command Line Interface B2 A& £ Q&
L|Ct.

4. EZ27H0|M LH[E HIAIXIE Lambda & 71 M2l ZEE &/dE
AME|= Lambda HO|ZEE= E27{0| AT o et C
MQ CH7|2d 2| Lambda H|O| 2 = 04| Af|L|C}.

LICt O|HIE AA OHE O
IELICt CF22 RabbitMQE Amazon

(® Note

of Mo M test= RabbitMQ CH7 Q| O0|&0|1 /= 7|2 714 SAEQ| O|EQILICH O
ARIE 22 [ O|HIE AAE test:: /0 HAIX|E LtdEtL|LCt.

"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{
"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html

Amazon MQ TR 7H0|E

"headers": {
"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

},
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I
"redelivered": false,
"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYnFMUXhENEUifQ=="
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Amazon MQZ Lambda0i ¢1Zsl= 2, Amazon MQ O|HIE A A0 CHSH LambdaZt X|&ste M
3l O|HE AA D& 270 CHE KHHI?_F LI 2 AWS Lambda 7HEF R} QLA 0| A Amazon MQO| A
Lambda AIE &2 & XFHM|L.

RabbitMQ& Amazon MQOI OAuth 2.0 215 4! Mt 2o A2

0| Xt& Mo A= Amazon CognitoE 2.
off CHBt OAuth 2.0 152 F/8dt= &S dEELIC

® Note

S2(H0|F) L B3 (L AF) 2T Amazon CognitoE AFE & &= & LICH.

/A Important

0| A}& A= Amazon Cognito0l| 2t & £|X|2t CHE ID MBS UA(IdP)E A8 & & Rl&LICh
XEMIEH LIS 2 OAuth 2.0 218 oA & & Z=5HAIL.

Ol Ho|x|2| LHE

« OAuth 2.0 2158 F435t7| {8t AI =H

+ AWS CLIE AF830{ Amazon Cognito2 OAuth 2.0 15 74
» Amazon CognitoE AF&8F OAuth 2.0 ! EH&= Q18 74

OAuth 2.0 2152 7 M6t7| Qt AP =7

AWS CDK AEH RabbitMQ& Amazon Cognito OAuth 2 Z2{1 912 HiZ 3504 O] Rk& Mol 2R
8t Amazon Cognito Z|AAE MAE 4 Ql&LICEH Amazon CognitoE =522 MHstE 42
RabbitMQ& Amazon MQ EZ 70| A OAuth 2.0 F435t7| T™of| S A =4S S F 5ok gLict.

Amazon Cognito& M5t 7| /8t At™ =7

« AMEX ZE& M504 Amazon Cognito HE=EZQIEE MAEHLICE 0|2 A 5t24™H Amazon Cognito
ol M OAuth 2.02 ALE5tE B: CHFBH OAuth 2.0 HEt 2 ojoi CHal YotE7|EtE MFel =22

£ AzstMl2.

« |7} Ho|El AL X} & read:all, write:all, configure:all 2! tag:administratoriA
rabbitmqZte ElAA MHHE MELICH 0|28 H2= RabbitMQ &t AZELICEH
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://www.rabbitmq.com/docs/oauth2-examples
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample
https://aws.amazon.com/blogs/security/how-to-use-oauth-2-0-in-amazon-cognito-learn-about-the-different-oauth-2-0-grants/
https://aws.amazon.com/blogs/security/how-to-use-oauth-2-0-in-amazon-cognito-learn-about-the-different-oauth-2-0-grants/

Amazon MQ TR 7H0|E

EIAA M Ao CHs XEAIEE LI 2 Amazon Cognito ZHEE RF FLHA 2| A XF Z(AWS
Management Console)0i| CHt 2[AA M HO|E HZESHAIR.

« CtS ofE2|7lo|d 2EI0[HUEE HGELICH

« Machine-to-Machine application R&9| Al
RabbitMQ AMQP Z2t0|1E0i| At 2EI0|ME
27 0| ZE0[HE L Mdof CHet REMIEH LHE

2 FZ5HMIR.

21704 22tolelE.
| 220l QILict. of
3 4 ZatolgiE A

Xt Z0i chEt of
Hok ot Tt Q
%

oF A
! Zcto|ME

' ox IlJ|I=I

« Single-page application R2| AAEXt Z0f CHEt o E 2|7 0| ZEL0|1E. RabbitMQ
el 2&0 AA8XHE 2a0lstE Ol A8 ElE HER! Z2t0[HEQLICt. CHE ™R A4 E
RabbitMQ& Amazon MQ E27{Q| A=EZQIEE HEE M URLE Z&5IE5F 0| o ZE(7 0]

M ZEto|HEE HOolo|EsHof g LICH RHAIEH LHE 2 Amazon Cognito 2& 2 ArE5t0 22|
230 MEg BEML.

Ct.

AWS CLIZ AF27310{ Amazon CognitoZ2 OAuth 2.0 215 74

CtZ &Ato A= Amazon CognitoE IdPE Al& 6101 RabbitMQE Amazon MQ E £ 7{0f Ci &t OAuth
2.0 2152 MH5te WS Ho{ELIC o] MXIoAH= AWS CLIE AIE3504 EREr BIAAE M5
CHS M™xto M E configurationID & Revision, <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>
ql <2591 ZH2 RI2| EAIRF 242 AX| Z2E2 2 HbHok g Lct.

1. CFS o x|+ ZH 0] create-configuration AWS CLI & AF2310 A 7S MLt

aws mq create-configuration \
--name "rabbitmg-oauth2-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#user-pool-settings-client-app-client-types
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#cognito-user-pools-app-idp-settings-console-create
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#cognito-user-pools-app-idp-settings-console-create
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.docker.com/engine/install/
https://docs.aws.amazon.com/cli/latest/reference/mq/create-configuration.html
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-oauth2-config on RabbitMQ

3.13",

"Revision": 1

1,

"Name": "rabbitmg-oauth2-config"
}

FEo{ o 2 A8 T = rabbitmqg.confZleE 7

rok

2. CI= Xt 20| OAuth2.02 215 2/ H
Muds MdELCt

auth_backends.1 = oauth2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool.

# If you used the AWS CDK stack to deploy Amazon Cognito, this is one of the stack
outputs.

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.IwksUri}
auth_oauth2.resource_server_id = rabbitmq

# Amazon Cognito does not include an audience field in access tokens
auth_oauth2.verify_aud = false

# Amazon Cognito does not allow * in its custom scopes. Use aliases to translate
between Amazon Cognito and RabbitMQ.

auth_oauth2.scope_prefix = rabbitmqg/

.alias = rabbitmq/read:all

.scope = rabbitmq/read:*/*

.alias = rabbitmqg/write:all

.scope = rabbitmq/write:*/*

.alias = rabbitmqg/configure:all

.scope = rabbitmq/configure:*/*

auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.
auth_oauth2.scope_aliases.

W N NN PP

# Allow OAuth 2.0 login for RabbitMQ management console
management.oauth_enabled = true
# FIXME: Update this value with the client ID of your public application client

OAuth 2.0 @15 2 M3t 2o AL 255



JHeER 7Hol=

Amazon MQ

management.oauth_client_id
= ${RabbitMqOAuth2TestStack.ManagementConsoleAppClientId}
# FIXME: Update this value with the base JWKS URI (without /.well-known/jwks.json)

auth_oauth2.issuer = ${RabbitMqOAuth2TestStack.Issuer}
management.oauth_scopes = rabbitmg/tag:administrator

& 2lol e

0| A2 B{9| A2 AL 5104 Amazon Cognitodi] B1O|E! 9IS RabbitMQ = &
L|C}.
HHE AE3stod T4 2 AololEF LI

3. CI2 ofxQ Z 0] update-configuration AWS CLI B2
Ol BHM o Hxte| 1EHAHol CiEt SHoZ g2 M IDE FI7HELICE o & &0 c-

fa3390a5-7e01-4559-ae@c-eb15b38b22ca®lL|C|.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca>" \

--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O] BH2 L3 oK FAEE S

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-

a713-983e59f30e3d",
"2025-07-17T16:57:04.520931+00:00",

"Created":
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {

"Created": "2025-07-17T16:57:39.172000+00:00",

"Revision": 2

1,
"Name" :
"Warnings": []

"rabbitmg-oauth2-config",

4. O| Mxlo| 2Bt A0l A A A8H OAuth 2.0 T2 HEZF{E MAsHL|Ct o|Z A sled™ CHS of
X0l M2t ZH 0| create-broker AWS CLI B2 AF25IEH EL|Ct O] BJ0d| A 1EHA|2F 2EHA 9]
SHUM A2 24 1Dt 7HH HS E ZH 2z =g LICt 0d: c-fa3390a5-7e01-4559-ae0c-

eb15b38b22ca ! 2.

?

aws mqg create-broker \
--broker-name "rabbitmg-oauth2-broker" \

--engine-type "RABBITMQ" \
--engine-version "3.13" \
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https://www.rabbitmq.com/docs/oauth2#scope-translation
https://docs.aws.amazon.com/cli/latest/reference/mq/update-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/mq/create-broker.html

Amazon MQ

--host-instance-type "mg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e01-4559-ae0dc-
ebl5b38b22ca>","Revision": <2>}' \

O| BE2 CFS ox|et RAFEH SE S BFEFEfLICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-oauth2-
broker:b-2alb5133-al@c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. CIS ofxQt Z 0l describe-broker AWS CLI WS ALE3lo EZ 70| AE|7}
CREATION_IN_PROGRESSO{A{ RUNNINGZ HEtE|=X| EQlgfL|Ct. o] H2dofM O] BEtAH o A
oM ¥ E27{ IDE =248}, 0d: b-2a1b5133-a10c-49d2-879b-8c176c34cf73.

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"

O

| HHE2 CI 2 oi|X|et RAte SE S HHEHELICH OIS 8Y 2 describe-broker B 0| Bt
she T 2ol oAl BMYLICH 0| SHE B2 MElg BE2E B3t Ol ABEE 15
M2 EoiELICE 0] B config_managed 1& T2 EE7{7} OAuth 2 215 YWHE AL
S LIERRLICE.
{
"AuthenticationStrategy": "config_managed",
"BrokerState'": "RUNNING",
}
OAuth2E A&3104 RabbitMQ 2| 2&0] 21015t2{H EE2H A =X CIEE 3T Amazon
Cognito & Z2t0|AUEN RE&F =Y URLE Z7tstof ELICH AtMIEH LI 2 ME Amazon

Cognito CDK AEH M3 o| 5EHA|IE HAFHA L.

6. LCtS perf-test.sh 23 EE AFE3510{ OAuth 2.0 215 & M3t £F0{E & QlgrLCt.

= - L=
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https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker.html
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls

Amazon MQ TR 7H0|E

0| bash A3 ZIEE Al275l04 RabbitMQE Amazon MQ EZ7{0f CH§t 212 E|AEEL|CE. O]
A3 ZIE= Amazon Cognito| A EZE 7HX{et 20| MoHE FHE[JA=X|
o2 FEE|H HE AT HAIX|IE AlAlstD AH|StHE A2 & = UELICH

ACCESS_REFUSED @&/ 7} st 22 7{0o]| CHEF CloudWatch 218 AF&35t0{ 4 MY EX|
HEE &= U&LICH Amazon MQ E2&0A E27{9| CloudWatch 21 &0 Ci$t 3 &

= UA&LIcH

fjo NM

ol 23 ElE0|ME CHS 22 MSsH ok gLict

« CLIENT_ID %! CLIENT_SECRET: Amazon Cognito 2&2| & 220|21E H|0|X|0of|A O|2{Et
7

ahe g+ UA&LCH

+ Cognito =HI2!: Amazon Cognito 2£ 0| &2
| Z

T A&LICH BT 0AM ZH QS MEEL
Ct. =Ml Ho|X[2| E|laA M MMM o] gf2

« Amazon MQ E27{ JIEZQIE: Amazon MQ 2&£9| &
Mol Ztg &g + U&sLICH

71 MF EE m o|x|oi = AZoi

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

CLIENT_ID=${RabbitMqOAuth2TestStack.AmgpAppClientId}

CLIENT_SECRET=${RabbitMqOAuth2TestStack.AmgpAppClientSecret}

# FIXME: Update this value with the domain of your Amazon Cognito user pool
RESPONSE=$(curl -X POST ${RabbitMqOAuth2TestStack.TokenEndpoint} \

-H "Content-Type: application/x-www-form-urlencoded" \

-d

"grant_type=client_credentials&client_id=${CLIENT_ID}&client_secret=${CLIENT_SECRET}&scope

configure:all rabbitmg/read:all rabbitmq/tag:administrator rabbitmq/write:all")

# Extract the access_token from the response.

# This token will be passed in the password field when connecting to the broker.
# Note that the username is left blank, the field is ignored by the plugin.
BROKER_PASSWORD=$(echo ${RESPONSE} | jgq -r '.access_token')
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# FIXME: Update this value with the endpoint of your broker. For

example, b-89424106-7e0e-4abe-8e98-8deddada7630.mq.us-east-1.0on.aws.
BROKER_DNS=<broker_dns>

CONNECTION_STRING=amqps://:${BROKER_PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1
CONSUMERS_COUNT=1
PRODUCER_RATE=1

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \
--flag persistent --rate $PRODUCER_RATE

OAuth 2.0 215 € AI83510d HZ7{E MMHE i CIS Q18 W & 5tLIE X|HE &= &L
« OAuth 2.0 M&: o| &4 HE Al23le{H EHZ27{E M35t
MAIL. O|™ Hxtol ME OAuth 2.0 215 dhtHOr AL S

« OAuth 2.0 & Et&= Q1E: o W E ALESloiH EE7HE M5t
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CHE ™RIOIME <ConfigurationId> & <Revision>If Z2 KIE| EAIRF 2t2 AKX 222 Y
OF gfLICt.

1. F ¢l
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YHE DF ALSSIAH COHS oflxet 2ol BE27 S gL

auth_backends.1 oauth?2
auth_backends.2 = internal

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
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auth_oauth2.resource_server_id = rabbitmq
auth_oauth2.verify_aud = false

auth_oauth2.scope_prefix = rabbitmq/
auth_oauth2.scope_aliases.l.alias = rabbitmqg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmqg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmq/configure:*/*

O] A2 e HEE ME3t0d Amazon Cognitod] HO|El #2|E RabbitMQ =& H 2|0l oiZ/ &
2. CHS oixet Zo| F 25 WHE 5 M8sts 2278 MdFLich

aws mg create-broker \
--broker-name "rabbitmg-oauth2-broker-with-internal-user" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \
--configuration '{"Id": "<ConfigurationId>",b"Revision": <Revision>}' \
--users '[{"Username":"<myUser>", "Password":"<myPasswordl1>"}]"

3. Amazon CognitoE At&35t04 OAuth 2.0 15 T4 MXtO| 5EHAH|QF 6THAO| dHEI CHE 227
HEjQ Q1T W MY F0| SR =X =elgct.

= O O AA -

0§ AtE

I

RabbitMQ& Amazon MQO1| CHEl IAM 215 &I Mt

2 Hitol ME RabbitMQ& Amazon MQ E27{0f| CHal AWS IAM 215 2 HEt 2048 &/-g35t6te
HE E0{ELICE IAME M358 = AL X= AWS IAM A4 ZEHE A& 35104 RabbitMQ 22| API

M| A ST AMQPE S5l 24 Z2% 4 &LICH IAM 215 0| RabbitMQE Amazon MQUIAM 5 55}
= ZAalof chet REMIEE L8 2 MM E F R 8tM|Rthe section called “IAM 215 2 HeF £09”.

« AWS RabbitMQ& Amazon MQ EE27HE A K8t AWS HHo| 22X At 4 5

« Ol EIX XA BHez FHE M FE(AWSCLI Z2EH = #E Hay AL8)
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« AWSCLI Mdx| & 4
« jq HHE JSON ZZ MM Hx|H

o curl HHEE =7 MXIH

E A83504 1AM 215 2 HEF 204 7244 AWS CLI

2w

.

HZ 7o 2R B8 Hy

export AWS_DEFAULT_REGION=<region>
export BROKER_ID=<broker-id>

2. OIRH2EJWT EZ &5t
AWS 7’doll CHall ofRHI2E ¢l X4 &Y w2 olMe & &3t

ISSUER_IDENTIFIER=$(aws iam enable-outbound-web-identity-federation --query

'IssuerIdentifier' --output text)

echo $ISSUER_IDENTIFIER

-0z A™e 1 Re Y2 At A'ER URLO| HAe 2 EA|IELICHhttps://

<id>.tokens.sts.global.api.aws.
3. IAM EH M 4

AR 5EEEE 7IMHE &= U

cat > policy.json << 'EOF'

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "VisualEditorQo",

"Effect": "Allow",

"Action": [
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"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"
1,

"Resource": "*"

CALLER_ARN=$(aws sts get-caller-identity --query Arn --output text)
cat > trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "$CALLER_ARN"
b
"Action": "sts:AssumeRole"
}
]
}
EOF

aws iam create-role --role-name RabbitMgAdminRole --assume-role-policy-document
file://trust-policy.json

aws iam put-role-policy --role-name RabbitMgAdminRole --policy-name
RabbitMgAdminRolePolicy --policy-document file://policy.json
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6. RabbitMQ OAuth2 A% 344

OAuth2 215 & Het £04 dHE AFE 50 RabbitMQ 78 IS S ELICH.

cat > rabbitmg.conf << EOF
auth_backends.1 = oauth2
auth_backends.2 = internal

auth_oauth2.jwks_url = ${ISSUER_IDENTIFIER}/.well-known/jwks.json
auth_oauth2.resource_server_id = rabbitmq
auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.additional_scopes_key sub

auth_oauth2.scope_aliases.l.alias = arn:aws:iam::$(aws sts get-caller-identity --

query Account --output text):role/RabbitMgAdminRole
auth_oauth2.scope_aliases.l.scope = rabbitmqg/tag:administrator rabbitmg/read:*/*
rabbitmqg/write:*/* rabbitmqg/configure:*/*

auth_oauth2.https.hostname_verification = wildcazrd

management.oauth_enabled = true
EOF

7. BEZ27{ 74 HH0|E

2270 A TAIS HBELICH

# Retrieve the configuration ID
CONFIG_ID=$(aws mq describe-broker --broker-id $BROKER_ID --query
'Configurations[@].Id' --output text)

# Create a new configuration revision
REVISION=$(aws mq update-configuration --configuration-id $CONFIG_ID --data "$(cat
rabbitmq.conf | base64 --wrap=0)" --query 'LatestRevision.Revision' --output text)

# Apply the configuration to the broker
aws mq update-broker --broker-id $BROKER_ID --configuration Id=$CONFIG_ID,Revision=
$REVISION

# Reboot the broker to apply changes
aws mq reboot-broker --broker-id $BROKER_ID

|u}
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CtZ EHAZ ZTIZ3E7| RUNNING Mol E27{ AEf7t 2 FotZ 7 x| 7|Ch&IL(C,
8. JWTEZ 7IX7|
IAM H& 2 +&st &l Kt 3T EES d&Lict
# Assume the RabbitMgAdminRole
ROLE_CREDS=$(aws sts assume-role --role-arn arn:aws:iam::$(aws sts get-caller-
identity --query Account --output text):role/RabbitMgAdminRole --role-session-name
rabbitmqg-session)
# Configure the session with temporary credentials
export AWS_ACCESS_KEY_ID=$(echo "$ROLE_CREDS" | jq -r '.Credentials.AccessKeyId')
export AWS_SECRET_ACCESS_KEY=$(echo "$ROLE_CREDS" | jq -r
'.Credentials.SecretAccessKey')
export AWS_SESSION_TOKEN=$(echo "$ROLE_CREDS" | jg -r '.Credentials.SessionToken')
# Obtain the web identity token
TOKEN_RESPONSE=$(aws sts get-web-identity-token \
--audience "rabbitmg" \
--signing-algorithm ES384 \
--duration-seconds 300 \
--tags Key=scope,Value="rabbitmqg/tag:administrator")
# Extract the token
TOKEN=$(echo "$TOKEN_RESPONSE" | jg -r '.WebIdentityToken')
9. RabbitMQ 2| API0]| 4 M[A
JWT EEE AF275104 RabbitMQ & 2| API10d| M| ATFLICE.
BROKER_URL=<broker-id>.mq.<region>.on.aws
curl -u ":$TOKEN" \
-X GET https://${BROKER_URL}/api/overview \
-H "Content-Type: application/json"
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°:+o| MB35 1AM Q1E0| 2HH2 7| &S| HOIFLICH S5 ol JSON HAlo| HE 7 7)
HE} 28 E|o{ &L
10. JWT EEE AF835t0§ AMQPE 3ol &4

S HAE =7 A JWT EE2 AHE5t01 AMQP HZE E|AERLICH

BROKER_DNS=<broker-endpoint>
CONNECTION_STRING=amqps://:${TOKEN}@${BROKER_DNS}:5671

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to 1 \
--producers 1 --consumers 1 \
--uri ${CONNECTION_STRING} \
--flag persistent --rate 1

ACCESS_REFUSED & 7| gt dstm 2 2 70| CH 8t CloudWatch 218 AFE35H04 718 MH EX|
HEE = A&LICH Amazon MQ 2£0|M 2 Z7{9| CloudWatch Logs 21 &0 CHEF &3
F (e}

RabbitMQE Amazon MQO{| LDAP 215 ! H&t 204 Al

O| AH& MoIMHEE A8 35104 RabbitMQE Amazon MQ E 2710 CHEt LDAP Q15 2! HEt 2042 74
She g g MYEEhL|C AWS Managed Microsoft AD.

o| Ho|x|e| LHE

- LDAP 215 3! Het 2048 57| |t A =

« AWS CLIE AF8735104 RabbitMQO| A LDAP 4

LDAP 215 & ‘Heh 504

Tot7| et A =2

r

RabbitMQ LDAP & && Amazon MQE CDK AEE HiE5t0{0| Rt& A0 ELEH AWS E[AAE M
Mgk £ laLlch AWS Amazon MQ RabbitMQ AWS Managed Microsoft AD

LDAP AL At 2! 1 & AWS Managed Microsoft AD, Network Load Balancer, 215 M
Zzg 6P04 et BE AWS E[AAE RSS2 YHELICH AR e 2(AA09

o4
i ——]
Mx| 22 1|7|X| READMEEZ & ZstM 2.
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/
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CDK £EiZ A8dtE Tl E|lAAE 322 HHst= E? RabbitMQE Amazon MQ E = 740f
LDAPE Td5t7| ol SS8F Q1= et7t QJUEX| & elgtLict

Amazon MQE MA5t7| QI8 AP =
AWS CLI 7 >=2.28.23: H2 7] M Zof AL2Xt O|ET A5 = MENX o2 F7IE 4 &Lt
AWS CLIE Al 23504 RabbitMQOi A LDAP 44

O| ™Al Mi= AWS CLIE ME5t0{ HRE 2|aAE MMetT e LICH ChE HAtdME
configurationID 2! 7§, <c-fa3390a5-7e@1-4559-ae@c-eb15b38b22ca>2t Z2 A2l EAIXF 2t
2 A 222 dhof <2>FLCt,

1. CFS o|X|QF 20| create-configuration AWS CLI S AF25tod | =S MAgLICH.

aws mq create-configuration \
--name "rabbitmg-ldap-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

O| FF2 O3 ollX|et RAEF SE & BrerEfLich

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",

"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-ldap-config on RabbitMQ
3.13",

"Revision": 1

I

"Name": "rabbitmg-ldap-config"
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2. CISoixet Zolete 78 IS Mdrabbitmg.confdtod LDAPE 215 2 Mt £o4 Yo
| =

I S =
2 AELCH "HESIo| 2 E K| EAIKF ZHE EAIEI${RabbitMgLdapTestStack. *})E HH
ZE AWS CDK AIM 274 ABH £33 £ = 0o|of 4 835t= et A 2t 2 HhELICtH

.|

auth_backends.1 = ldap

# LDAP authentication settings - For more information,
# see https://www.rabbitmq.com/docs/ldap#basic

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.

auth_ldap.servers.l = ${RabbitMglLdapTestStack.NlbDnsName}
auth_ldap.dn_lookup_bind.user_dn = ${RabbitMqgLdapTestStack.DnLookupUserDn}
auth_ldap.dn_lookup_base = ${RabbitMglLdapTestStack.DnLookupBase}
auth_ldap.dn_lookup_attribute = ${RabbitMgLdapTestStack.DnLookupAttribute}
auth_ldap.port = 636

auth_ldap.use_ssl = true

auth_ldap.ssl_options.verify = verify_peer

auth_ldap.log = network

AWS integration for secure credential retrieval

- see: https://github.com/amazon-mg/rabbitmg-aws

The aws plugin allows RabbitMQ to securely retrieve credentials and certificates
from AWS services.

# Replace the ${RabbitMglLdapTestStack.*} placeholders with actual ARN values

# from your deployed prerequisite CDK stack outputs.
aws.arns.auth_ldap.ssl_options.cacertfile = ${RabbitMglLdapTestStack.CaCertArn}
aws.arns.auth_ldap.dn_lookup_bind.password =
${RabbitMgLdapTestStack.DnLookupUserPasswordArn}

aws.arns.assume_role_arn = ${RabbitMgLdapTestStack.AmazonMgAssumeRoleArn}

# LDAP authorization queries - For more information,
# see: https://www.rabbitmq.com/docs/ldap#authorisation

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual group DN

# values from your deployed prerequisite CDK stack outputs

# Uses Active Directory groups created by the prerequisite CDK stack

auth_ldap.queries.tags = '''

[{administrator, {in_group,
"${RabbitMglLdapTestStack.RabbitMgAdministratorsGroupbDn}"}},
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{management, {in_group,
"${RabbitMglLdapTestStack.RabbitMgMonitoringUsersGroupDn}"}}]

# FIXME: This provides all authenticated users access to all vhosts
# - update to restrict access as required

auth_ldap.queries.vhost_access =
{constant, true}

# FIXME: This provides all authenticated users full access to all
# queues and exchanges - update to restrict access as required

auth_ldap.queries.resource_access =

{for, [ {permission, configure, {constant, true}},
{permission, write,
{for, [{resource, queue, {constant, true}},

{resource, exchange, {constant, true}}]1}},
{permission, read,
{for, [{resource, exchange, {constant, true}},
{resource, queue, {constant, true}}1}}

# FIXME: This provides all authenticated users access to all topics
# - update to restrict access as required
auth_ldap.queries.topic_access = ''"'
{for, [{permission, write, {constant, true}},

{permission, read, {constant, true}}

3. CI2 ofxQt Z0] update-configuration AWS CLI HHE AFE35l0d 2 MHE OIo|EE
LICt O] HZdoiA o] Hxto| 1EHA|of CHE SHoZE gt2 LM IDE FIHELICE o & E0] c-
fa3390a5-7e@1-4559-ae@c-eb15b38b22calL|LC}.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"
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Ol FF2 O35 oA RAEF SE &S BrerEfLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-ldap-config",
"Warnings": []

4. O Hzto| 2EtH|0| M 4445t LDAP T2 AtE5to] EEFHE Mg Lct o|E A st2d™ Ctg
O M2t Z 0] create-broker AWS CLI BEZ2 AFSELICH O] BHAM 1EAHQt 2B H ol &
HolM d2 79 D2t 7Y HEE 2hzh =gt LCt. of: c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca ! 2.

aws mqg create-broker \

--broker-name "rabbitmg-ldap-test-1" \

--engine-type "RABBITMQ" \

--engine-version "3.13" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

O| BE2 CF= oA|et RALE SE S BFEFELICH

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-ldap-
broker:b-2alb5133-al@c-49d2-879b-8c176c34cf73",
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"BrokerId": "b-2alb5133-al1@c-49d2-879b-8cl176c34cf73"

A EZ7{ 0|8 X|™ At

T4 CDK AZHol A MAEHIAM 82 H27) OB S 2 AIF =S MErEL
0l0| Y4 nt= K| SQIELICH TX| GO
P
=

o4
Ctrabbitmg-ldap-test. E27
IAM 23&rofl ARN 2212 2|3l g

5. CI= X2t 20| describe-broker AWS CLI Z232 RUNNINGAIR S04 22749 AEN7}
CREATION_IN_PROGRESSOIM 2 HeEtE|=X| = lgrL|Ct. o] E& oM o] EHA|e| ZAutof A
2 H27{IDE 238fL|C}. 0d: b-2a1b5133-a10c-49d2-879b-8c176c34cf73.

—

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10@0c-49d2-879b-8c176c34cf73>"

HtetefLICh ChS SE2 describe-broker 0| BHet
| SEH2 B2 JEit EEFHE ESst= Ol MEEIE 215
HoiEL|Ct O 7='—|— config_managed 9I5 ™22 E27{7} LDAP 215 &S AI2E
LK

= .
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mo A o o
— JUorr
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{

"AuthenticationStrategy": "config_managed",

.7

"BrokerState": "RUNNING",

= CDK 2Ei0| M MGt E|AE MERL & 5HLIE AFE5H04 RabbitMQ AMA HE

o
5]

# FIXME: Replace ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} \
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--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a user (should fail - console user only has monitoring permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \

-X PUT https://${BrokerConsoleURL}/api/users/testuser \

-H "Content-Type: application/json" \

-d '{"password":"testpass", "tags":"management"}'

F04 ALS

E

RabbitMQ& Amazon MQO{| HTTP ¢/& &! H

O] XtEMUIMHE /8 HTTP AHHE Al25}04 RabbitMQE Amazon MQ E27{0f CH8t HTTP /15 &
Ht HodE M= WS MEHSH O}

(@ Note
HTTP @15 £2{12I2 RabbitMQE Amazon MQ HHZ 4 O| &0 MBH AHEE £ JU&LICEH
RabbitMQ

O| I[O|X|2] LH&
« HTTP Q15 L HEt Ho{E F 57| I8t A =
« AWS CLIZ A}235}04 RabbitMQOIA HTTP 215 T4

HTTP 215 & #et 2048 FE5t7| 2l A =1

AWS RabbitMQ& Amazon MQ HTTP 215 S&E /8t CDK AEHE HIESH040| AF& A0l ZHe
AWS Z|AAE MM E £ Q&L

O CDK A2 HTTP Q15 MH, Q15 M & IAM HghS Z&stod HRP ZE AWS 2448 A2
2 dyLich Aol ¢ gt ElaAo A £52 17| X| READMEE & ZsHAMI2.
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/

Amazon MQ TR 7H0|E

AWS CLI 7 >=2.28.23: H2 7] M Zof AL2Xt O|ET A5 = MENX o2 F7IE 4 &Lt
AWS CLIZ A2 3504 RabbitMQOIA HTTP Q15 744

O| MxtollA= AWS CLIE At235t04 ZR 8t g|lAA
AlRF 2t AKX 2t 2 HFoF &LCt.
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1. CI2 olM|Qt Z0] create-configuration AWS CLI B S AF&35t0{ Aj S MMFrLIC.

aws mq create-configuration \
--name "rabbitmg-http-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",

"Description'": "Auto-generated default for rabbitmg-http-config on RabbitMQ
4.2",

"Revision": 1
.
"Name": "rabbitmg-http-config"
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2. st 2o &$H#HO 2 rabbitmq.conf AFESIL S 2t 74
EAMRZHE EAES${...})S HIZE AWS CDK AR
S

| AA| Zt2 2 "Lt

auth_backends.1 cache
auth_backends.?2 http
auth_cache.cached_backend = http

# HTTP authentication settings
# For more information, see https://github.com/rabbitmqg/rabbitmg-auth-backend-http

# FIXME: Replace the ${...} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.
auth_http.http_method = post

auth_http.user_path = ${HttpServerUserPath}
auth_http.vhost_path = ${HttpServerVhostPath}
auth_http.resource_path = ${HttpServerResourcePath}
auth_http.topic_path = ${HttpServerTopicPath}

# TLS/HTTPS configuration
auth_http.ssl_options.verify = verify_peer
auth_http.ssl_options.sni = test.amazonaws.com

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.auth_http.ssl_options.cacertfile = ${CaCertArn}

3. update-configuration AWS CLI BHEE ALE5t04 42 HOlO|EgLICH 3EHAH el 74 ID
E ArS .

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-http-config",
"Warnings": []

4. HTTP 8 A5t EEFHE MMELICH O™ BAHe| 4 ID2 7HE HE E AFSELICE

aws mqg create-broker \

--broker-name "rabbitmg-http-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

O| BE2 CFS oA|et RAE SE S BrEtEfLICH

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-http-
test-1:b-2a1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8cl176c34cf73"
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5.

o]l Hajde I:I-% o x| 2|

[l
1>

describe-broker AWS CLI 232 RUNNINGAI 3504 EZ27{Q| AEH7}0i| A
CREATION_IN_PROGRESSZ & c|=X| &QlgL|Ct.

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"
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"AuthenticationStrategy": "config_managed",

7

"BrokerState": "RUNNING",

CDK AEHO| A MM E|AE AL XL T 5tLIE AFE510{ RabbitMQ HMA ZAS

# FIXME: Replace ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} with the actual

ARN from your deployed prerequisite CDK stack outputs

CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \
--secret-id ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} \
--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a vhost (should fail - console user only has management
permissions)
curl -u RabbitMqgConsoleUser:$CONSOLE_PASSWORD \
-X PUT https://${BrokerConsoleURL}/api/vhosts/test-vhost \
-H "Content-Type: application/json" \
-d '{}'
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RabbitMQ& Amazon MQO1| SSL RIS A CI15 A2

Ol RAt&MollMe= Zetolt! 215 7|#E A& 5H0{ RabbitMQE Amazon MQ E Z 740 CHEH SSL 215 A
l5g FHste WHsS eIt
(@ Note
SSL 215 A 15 £2{12!2 RabbitMQE Amazon MQ HZ 4 O| &0l AEH ALEE = &L
Ct. RabbitMQ

o| mlo|x[e| LIS

« SSL 2IBA RIS F 857 PIEF AP =

« AWS CLIE Al &3510{ RabbitMQOiA SSL Q1M 15 4

SSL 215M 218 A

—

fjo

A

rob

el
A

F7] 2

olr

T4

SSL Q1B M QB2 45 TLS(MTLS)E Ar&35t0{ X.509 Q1B ME ALE5t04 ECt0|HEE QIS ELICEH
AWS RabbitMQ& Amazon MQ mTLS S¢S /8t CDK AEHE HHE51040| RF& A0l E L8 AWS 2

AAS MXIE & QlAL|CH

|2, 22t0|ME 1B M U IAM S S ZE 5t LBt ZE AWS 2|42 E X}

(@ Note
CDK AE{E HHZ35}7| Fofl RABBITMQ_TEST_USER_NAME &4 H8 MMEtL|C) o] 2t
Z2l0|E QB Mol Ut O|E(CN)2Z A E|H A& M BHAIAM AL 5HE ALZ Kl 0|21}
x|SOk B LICE. o: export RABBITMQ_TEST_USER_NAME="myuser"

CDK &®E AL83ts Ot E|aAE
SSL 218 el&E F¢gst7| Tl S
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-mtls-sample/
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Amazon MQE MMSH7| QI AAH =

L

AWS CLI ™ >=2.28.23: E27{ M4 F0f| ALX} 0|B T 43 & Meixoz Fyleh £ UaLct,
AWS CLIE A& 35t0{ RabbitMQO|A] SSL 15 M 21E T4

o| x"i|-0-||A-|E AWS CLIE A|-95|-0=| r:.lo%|- E|AA§ AH A4 o|-_|_ _—I.LA-ioI-L_||:|. [_-_|.° x'|7§|-0'||A‘|E
configurationID, Revision Z! <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>2t Z2 At2| E A
R Etg A e R HH"-|0|= <2>gfLCt,

1. CFS o|x|QF 20| create-configuration AWS CLI HEE AF25t0d A =S MAghLICH.

aws mq create-configuration \
--name "rabbitmg-ssl-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

O| BF2 O3 ollA|et RALEF SE & BrerEfich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-ebl1l5b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-ssl-config on RabbitMQ
4.2",

"Revision": 1
},

"Name": "rabbitmg-ssl-config"

2. CtZ odlXet 2ol 2te 74 MF 12 drabbitmq.confdtod SSL QIE A QIS5 2 AHS & LICH.
HEZSo| 2E KE| EAIRF ZH(Z2 EAIES${...})S HIZE AWS CDK AFH =74 AB &34
olof & Sst= lxEto| X gt = HiELID
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auth_mechanisms.l = EXTERNAL
ssl_cert_login_from = common_name

auth_backends.1 = internal

# Reject if no client cert
ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}

1I°I'

3. CI2 ofxQt 20| update-configuration AWS CLI HHE AFE35t0d 2 HE HIo|E
LICt O] HZ0IA o] Hxto| 1EHA|of| CHE SEHSE B2 14 IDE FIIELICE o & E0
fa3390a5-7e0@1-4559-ae@c-eb15b38b22caL|LC}.

_|_
0
1

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BE2 Ct2 oot RAE SE S BHEFELICH

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2

+
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"Name": "rabbitmg-ssl-config",
"Warnings": []

4. O| Hxto| 2EHH| 0] A48 SSL QIS M 215 M2 AI25t0d HE7HE MAehL|Cct o= A st
g4 CFS ol XIQF Z 0| create-broker AWS CLI B2 AFEFLICE O HZof| A 1EHA|2t 2
Aol SEHUM L2 74 1Dt 7HE HEE 22 =R LICEH 0d: c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca & 2.

aws mg create-broker \

--broker-name "rabbitmg-ssl-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]'

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-ssl-
test-1:b-2a1b5133-a10c-49d2-879b-8cl176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. CI=2 XN 20| describe-broker AWS CLI 232 RUNNINGAIE5t04 E=27{o| AE|7}
CREATION_IN_PROGRESSOIAM 2 HeEtE|=X| & lgrL|Ct o] H&E oM o EHA|e| ZAutof A A
2 H27{IDE ME&L|C}t 0 E £0{b-2a1b5133-a10c-49d2-879b-8c176c34cf73 L]
Ct.

aws mq describe-broker \
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--broker-id "<b-2alb5133-al0@c-49d2-879b-8c176c34cf73>"

O| BF2 O3 olN|e RAEF SE S BrEtELICH ChS 8E 2 describe-broker HEO| Hhet
S Tl B30l o BT, 0 SHE 271 Yeio} 218 D2sE o HBEE B
MEFg Ho{FLICH 0| B2 config_managed 2/5 ME2 HE7{7} SSL Q1M 215 HHE At
g8 S LIEtHLICH
{
"AuthenticationStrategy": "config_managed",
"BrokerState": "RUNNING",
}

6. LIS ssl.shA3REE A&Es0{SSL 215 M 2152 #elgLict

0| bash A3 E|EE AF25+0{ RabbitMQE Amazon MQ E 2 7{0i| CHEt A2 E|AEEfLIC}. 0]
AJEEE ZECI0|HE QISME Q50| AR5t 0| MOHZ FHEIUR=X| &QIEfLICH 83
Moz ME|H 2277 HIAIX|E HAISID AH|stE ZdE E £+ & LCH

ACCESS_REFUSED 27/ 7} g5t 22 740i| CH 8t CloudWatch 218 AI235lo{ 774 ™M EX
sag £ Q& LICH Amazon MQ 2£0{M EZ2 79| CloudWatch 21 1=0f CHEF I3 £

= A&LIcH

mo miu

ol A3 ZE0IME CHS %S MBsHok BrLict

« USERNAME: 22I0|1E 215 Mol Uit O|F(CN)LICt,
« CLIENT_KEYSTORE: 22}0|21E 7| AE 0 I} (PKCS12 &4))o| ZZQLICH E 4 CDK AEH
MEE A2 7|8 2= LICH$(pwd)/certs/client-keystore.pl2.
« KEYSTORE_PASSWORD: 2ZI0|QIE 7| AE0{9| & 5 |L|C}. El4= CDK AEAZ AIEFH E<2 7
2 &3 = uLCtchangeit.
« BROKER_DNS: Amazon MQ 2&2| E27{ MT Y& H|o[X|of /= HAZAo|Mo| S HE =
U&LICH

#! /bin/bash
set -e
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# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<client_cert_common_name>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--sasl-external \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

AMQP 2! 22| IEZQIE | mTLS At

o| A& MolME Z2tolt! @I 7|22 AF23510f AMQP 2210|1E ©478 2! RabbitMQ 22| 1E{H 0|
A0 CHall 43 TLS(MTLS)E #85ts WS JdHFLICH
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® Note

mTLSO|| CHEt Z2to|E! 215 7|2t AF2 2 RabbitMQE Amazon MQ H71 4 O| Ao AHEH Al 2&t
£ Q& LICH RabbitMQ

O| I[O|X|2] LY
« mTLSE 7 M357| Qe A =7
« AWS CLIE AF2735l04 RabbitMQO| A mTLS 744

mTLSE Tdst7| flet AP =2

2} o RabbitMQ mTLS &&f

AAE MEE £ LI

2|8t Amazon MQE CDK AEHE HYZ 5t040| RF& A0l 228 AWS 2|
WS Amazon MQ RabbitMQ

> Mo

O| CDK AEH2 QI& 7|2, ECI0|ME QIS M X IAM U S & 5to 2§t E% AWS Z|AAE R}

CDK AEBHZ AI25tE CHAl B AAE £502 MAHSE A2 RabbitMQE Amazon MQ EZ27{0{| M
mTLSE 7 A35t7| ™ol 888 =27t U=X| & elghL|ct.

Amazon MQE M™35H7| I8t AFH =7
AWS CLI HHZ >=2.28.23: H2 7] M Zof AL2Xl O|ET A5 = MENXO=Z FJIE 4 &Lt
AWS CLIZE Al23504 RabbitMQO| A mTLS 44

O| xto M= AWS CLIE At835to] LR et 2|AAE MMStT FEELICH OhE HAtME
conflguratlonID 2l 7§, <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>2t Z2 A2l EAIX}F gL
2 MA Zte 2 HhoF <2>FLct,

1. CtS odlAet 20| create-configuration AWS CLI H™H 2 AF8 5o M S Mgt

aws mq create-configuration \
--name "rabbitmg-mtls-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-mtls-sample/
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Ol FF2 O35 oA RAEF SE &S BrerEfLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-mtls-config on RabbitMQ

4.2",
"Revision": 1
3,
"Name": "rabbitmg-mtls-config"
}

2. CISoXQt Zo| 2le 74 ot g MArabbitmg.confdlod AMQP & 2| dl=ZlEof Cit
mTLSE FHELICH RESIo| ZE KtE2| EAIXF ZH(E EAIES${...})S ZE AWS CDK At
THAE EH EE= Olof 48ste lZetel MA| gt 2 &Lt

_ L HA —

auth_backends.1 = internal

# TLS configuration

ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true
management.ssl.verify = verify_peer

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}
aws.arns.management.ssl.cacertfile = ${CaCertArn}
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3. CI= ofxQt 20| update-configuration AWS CLI HHE AFE35l0d 2 MHE OIo|EE
LICt O] HHolA o] Hxto| 1EHA|of CHE SEHoZE gt2 LM IDE F7HELICE o & E0] c-
fa3390a5-7e0@1-4559-ae@c-eb15b38b22calL|LC}.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BF2 O3 ollX|et RAEF SE &S BrerefLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-mtls-config",
"Warnings": []

4. O| Mx}o| 2EHH0IA MAIEt mTLS Ao 2 HZF{E MAELIC}H O|Z A sted™ CF2 oMot 2
O| create-broker AWS CLI HHEE AIE & LICH O] BE|M 1EAH|QF 2EHA || SE A (2
M D W HEE ZH2E l2dstL|Ct of: c-fa3390a5-7e0@1-4559-ae@c-ebl15b38b22ca

al 2.

aws mqg create-broker \
--broker-name "rabbitmg-mtls-test-1" \
--engine-type "RABBITMQ" \
--engine-version "4.2" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "SINGLE_INSTANCE" \
--logs '{"General": true}' \
--publicly-accessible \
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--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
253"\

--users '[{"Username":"testuser", "Password":"testpassword"}]'

O| BHE2 CFS ox|et RAFE SE S BFEFEfLICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-mtls-
test-1:b-2a1b5133-a10c-49d2-879b-8cl176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. LCI2 oAt 20| describe-broker AWS CLI 232 RUNNINGAI2 504 E 2 74{9| AE|7}

CREATION_IN_PROGRESSOIAM 2 HeEtE|=X| & lgrL|Ct o] E&oM o] EHA|e| ZAutof A

o

Ct.

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8cl176c34cf73>"

e H27{IDE NI LICt 0dE £0{b-2a1b5133-a10c-49d2-879b-8c176c34cf73 L]

O| BH2 ChZ oMt FAtet SE S BtetefLIC CHS 8H 2 describe-broker HZ0| Bt
st SR S0l oF Al EYLICH
{
"AuthenticationStrategy": "simple",
"BrokerState": "RUNNING",
}

6. CIS ATEEE AIE30d mtls.sh mTLS I5& &lgfL|Ct.

AMQP 2! 22| A= ZQIE 0] mTLS AF2
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0| bash A3 ZIEE Al275l04 RabbitMQE Amazon MQ EZ7{0f CH§t 212 E|AEEL|CE. O]
AR EE= ZCI0|0E QISME AIE35I04 HA4Ag Q155D 10| M2 2 HEIR=K| &elFE

Lich, 48502 TAEIM S22} HAIKIE HAISHD AHsHs 28 & 4 s,

ACCESS_REFUSED @&/ 7} st 22 7{0o]| CHEF CloudWatch 218 AF&35t0{ 4 MY EX|
sase £ Q& LICH Amazon MQ 2£0{M EZ 79| CloudWatch 21 1=0f CHEF &I3 £

= UA&LIcH

At
=

o M

ol 23 ElE0|ME CHS 22 MSsH ok gLict

« USERNAME Z! PASSWORD: EZ7{Z 48t RabbitMQ AFE X} AtZ4 SHQLICEH

« CLIENT_KEYSTORE: 22}0|E 7| AE0{ I} Y(PKCS12 HA|)o| ZEILICH T+ CDK AHEH
S AN88 B 7|8 2= YLIchs(pwd)/certs/client-keystore.pl?2.

« KEYSTORE_PASSWORD: ECI0|HE 7| AE0{9| &S QL|CI E4 CDK AEHE A8t EA=2 7|
2 g5 = YLCtchangeit.

+ BROKER_DNS: Amazon MQ 2£ 2| EE7{ M¥ HE H0|X|0of U= HAZ|HO| 2 3t =

A&LICH.

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<testuser>

PASSWORD=<testpassword>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${USERNAME} : ${PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \
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-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-cert-%d'
$QUEUES_COUNT \

--queue-pattern-from 1 --queue-pattern-to

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \
--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \
--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

JMS o Z2|7i|o|sd AZ

i AHAKLRF RabbitMQ CHZ [l AM HIA[K]

d5t= YHE EoiELICH HAIXIE
£ %2 AHIXE ddsts dHE otgLct
AlZ5t7] 7ol Maven Z2ME of 2 F RabbitMQ JMS S&EE FI7HELICH
JMS 1.1 X 2.02| B
<dependencies>
<dependency>

<groupId>com.rabbitmq.jms</groupId>

<artifactId>rabbitmqg-jms</artifactId>
<version>2.12.0</version>
</dependency>

</dependencies>
JMS 3.19| <
<dependencies>

<dependency>

<groupId>com.rabbitmq.jms</groupId>

<artifactId>rabbitmqg-jms</artifactId>
<version>3.5.0</version>
</dependency>
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</dependencies>

AH
o

>

PN

ChE ZE oMo M= JMSE AFE 5104 RabbitMQ CHZ[Fof &= WS Eo{ELICH.

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", "guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", '"guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

connection = factory.createConnection();
connection.start();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination(queueName, true, false);
// Send the message to the queue

MessageProducer producer = session.createProducer(destination);
producer.setDeliveryMode(DeliveryMode.PERSISTENT);

String msg_content = "Hello World!!";

TextMessage textMessage = session.createTextMessage(msg_content);

producer.send(textMessage);

System.out.printf("Published to AMQP queue '%s': %s'", queueName, msg_content);
AH|AF M
CHE ZE Aol MHE JIMSE AF2310{ RabbitMQ CH7 |F0AM el WS EoiELIC.

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;
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// Setting the connection factory
RMQConnectionFactory factory = new RMQConnectionFactory();

factory.
factory.
factory.
factory.
factory.
factory.

setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
setPort(Integer.parselnt(envProps.getProperty("RABBITMQ_PORT", "5672")));
setUsername(envProps.getProperty("RABBITMQ_USERNAME", '"guest"));
setPassword(envProps.getProperty("RABBITMQ_PASSWORD", "guest"));
setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
useSslProtocol();

// Establish the connection and session

jakarta.jms.Connection connection = factory.createConnection();
String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination();
destination.setDestinationName(queueName);
destination.setAmqgp(true);
destination.setAmgpQueueName(queueName);

// Initialize consumer
MessageConsumer consumer = session.createConsumer(destination);
consumer.setMessagelistener(message -> {

try

{

if (message instanceof TextMessage) {
TextMessage textMessage = (TextMessage) message;
System.out.printf("Message: %s%n", textMessage.getText());
} else if (message instanceof BytesMessage) {
BytesMessage bytesMessage = (BytesMessage) message;
byte[] bytes = new byte[(int) bytesMessage.getBodyLength()];
bytesMessage.readBytes(bytes);
String content = new String(bytes);
System.out.printf("Message: %s%n", content);
} else {
System.out.printf("Message: [%s]%n", message.getClass().getSimpleName());
}

} catch (JMSException e) {

1)

System.err.printf("Error processing message: %s%n", e.getMessage());

connection.start();
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CreateGrant AWS CloudTrail 211 &5: B QIAEA HZ 7

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
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arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.
"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EBS Her ool Ciet o|HIET} otLt E AIELICE

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"constraints": {
"encryptionContextSubset": {

"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"

}I
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"responseElements": {

"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

RabbitMQ& KMS 7|E Al835t0{ 20{AE HHEZE M5 5712| CreateGrant O|HE 7} AWS
CloudTrailol ZEZE "Ag 8 &= UELICE M 5 7HX| O|HE = Amazon MQO]| CHSF HEHE ME5te
O|HIEQIL|C Ct=2 M| 7 X| O|HIE = EBS7} EBSOIA A28 HEH2 AMAdst= O|HIEQIL|CE.

CreateGrant AWS CloudTrail 211 &5: 20{AE HjxZ

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d4l1lc4abe2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

.
"responseElements": {

"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

299



Amazon MQ

JHeER 7Hol=

EBS grant creation

EBS et ol Ciet o|HIET} 371 E A[ELICH

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://www.rabbitmq.com/clustering-ssl.html
https://docs.aws.amazon.com/whitepapers/latest/logical-separation/encrypting-data-at-rest-and--in-transit.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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https://www.rabbitmq.com/specification.html
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+ TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256
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AWS IAM Identity Center (IAM Identity Center), Single Sign-On 2!& =& Google/Facebook Xt23 &
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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"Resource": "*"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBrokex",
"mq:RebootBrokexr",
"mq:DeleteTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/environment": "production"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon MQ TR 7H0|E

"Resource": "*"

Amazon MQE API @150l & AWS 27 MBS AFEELICH XHAMIEE LI 2 AWS &BF & o] AWS
AP| 9% MHE & X5 AAI.

(® Note
#4X Amazon MQE Z|AA 7|dt HEH B BlAA 7|8 HAMS A28 IAM 215 & X|H5HK|
of&Lct

AWS ALERHOIH E27, 714 X ALEXRE 2t 2 SQlstedH IAM H3 ‘HetE B RS ok gfLICt.

A

« Amazon MQ E 27| MiMo]| T st 1AM HEH
« Amazon MQ REST API 8t &=

- Amazon MQ F7} HEt §=X

« Amazon MQ API 2dof| CHst 2| AA =& HEt

Amazon MQ EZ2 74 MMof 225 IAM HEt

HE7{E 4’95t24H AmazonMQFullAccess IAM ™A Z A& 5t7{LE IAM 3o CHS EC2 THEHS
ol'BHOI: o|‘|_||:_|-

mazon MQO{ A ActiveMQ EZ7{E MM5t= Ol ERE 2IAAE T5E

CHS AEX XIE 32 Am
= F el E(E e ZHE)eE FEELICHL

= e HEHE Fodst

/A Important
+ ec2:CreateNetworkInterface 222 Amazon MQ7} AL XIS CHAISHO] A A A
oM EF2dX | EQ|T QE{HO|A(ENNE MM TE 5{&5l= ol 2 ghLich.

« ec2:CreateNetworkInterfacePermission 2212 Amazon MQ7} ENIE ActiveMQ
HZ 70| 45T 52IgLICt.

API 215 B! HEt F0d 314


https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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U E EFELIC
JSON
{
"Version":"2012-10-17",
"Statement": [{
"Action": [
'mq:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelInternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"
1,
"Effect": "Allow",
"Resource": "*"
1A
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"
}
}
H
}
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
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Amazon MQ REST APl & ZI@ 5t &t
Amazon MQ REST API o Tt
CreateBroker mq:CreateBroker
CreateConfiguration mq:CreateConfiguration
CreateTags mq:CreateTags
CreateUser mq:CreateUser
DeleteBroker mq:DeleteBroker
DeleteUser mq:DeleteUser
DescribeBroker mq:DescribeBroker
DescribeConfiguration mq:DescribeConfiguration
DescribeConfigurationRevision mq:DescribeConfigurationRevision
DescribeUser mq:DescribeUser
ListBrokers mq:ListBrokers
ListConfigurationRevisions mq:ListConfigurationRevisions
ListConfigurations mq:ListConfigurations
ListTags mq:ListTags
ListUsers mq:ListUsers
RebootBroker mq:RebootBroker

AP| 215 3 Het Fod 316


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
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Fd: vpe BlAA0| CHEt ec2:CreateVpcEndpoint.
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2

: subnet 2|AA0| CHE ec2:CreateVpcEndpoint.

2
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: security-group 2lAA0| CHEt ec2:CreateVpcEndpoint.

2
I

:vpc-endpoint 2|AA0| CHE ec2:CreateVpcEndpoint.

12
2

:vpc BlAAN CiEt ec2:DescribeVpcEndpoints.

2
104

: subnet 2|AA0| CHE ec2:DescribeVpcEndpoints.

2
104

: vpc-endpoint BlAA0| CHE ec2:CreateTags.

2
2

: log-group 2IAA0| CHE 1ogs: PutLogEvents.

2
2

: log-group 2l&A0] CHEF 1logs:DescribelogStreams.

2
2

: log-group 2lA&A0] CHEt 1ogs:DescribelogGroups.

2
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: log-group 2l&A0] CHEt CreateLogStream.

2
2

: log-group 2IAA0] CHE CreateLogGroup.
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

]I

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resourxce": [
"arn:aws:ec2:*:*:vpc-endpoint/*"
]I
"Condition": {
"StringEquals": {
"aws :RequestTag/AMQManaged": "txue"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
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"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "txue"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreatelLogGroup"

1,

"Resourxce": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
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aws mq describe-broker --broker-id <broker-id>
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CtZ M Mo M= RabbitMQE& Amazon MQO| CHEt M Z Prometheus A3 E0|E 42 M3 LCH
<broker-prometheus-endpoint>& EZ7{Q| Prometheus HEEZQIE SAE O|FE HHF D
<username>& EZ7{ X}d ZH<password>2 £ HtFEL|Ct.
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CHEEO| AFR Al3flole CHE TAS AP35t 20| EALICH /metrics ASEQIES AFEHE 5HH
HA Z2IAE] AEfol CHEt & ZAIE XIET MBEoE M XIE £70] oHs glo] 27 s
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global:

scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-aws-cluster'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics'
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#http_config
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'<broker-prometheus-endpoint>:16003"

S 742 SHEE7 74 240 O3 ASHOI 2AMS QIs) £7t MR X|E HYE|E 2320|
3ot
global:

scrape_interval: 60s

scrape_configs:

- job_name: 'rabbitmg-connection-churn'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['connection_churn_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-ra'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['ra_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-queue'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
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params:
family: ['queue_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
job_name: 'rabbitmg-exchange'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['exchange_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
job_name: 'rabbitmqg-connection'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
job_name: 'rabbitmg-channel'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['channel_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
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- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange-count'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['exchange_names']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"

ActiveMQE& Amazon MQ EZ2740{| Al 7} 8 CloudWatch X|E

ActiveMQE Amazon MQ X|E

XE CHe =ES

AmgpMaximumConnect IH= AMQPE At835t0{ EZ7{0]

ions HAZg = U= =i ZEHo|A
E Ut AZ g ol o

&t XFMIEH LI 2 Quotas in

Amazon MQ AME EF = 5HAl
(@]

L.

BurstBalance % *ME|Fo| £ MstE H27{9]
HAIX| CIO|EHE & Xlst= O
MEE|= Amazon EBS E£0]
ot 9l HAE FB|% HIg
QILICH o] W HA L 0o =EF
StT HHAE WAL CHA| &Y
L& 77+ X| Amazon EBS &
E0lM MIst= I0PS7H Z A
&FL|Ct. Amazon EBSOi| A B
AE WHA 25 ghAlof CHE

ActiveMQ X|E 339



Amazon MQ

JHeER 7Hol=

XE

CpuCreditBalance

CpuUtilization

CurrentConnections
Count

CHO

%

= (vCPU-&)

/A Important
O| K| E=mqg.t2.mic
ro HEZ7| QIAEA
F ol CHaA2F AL
g o+ A&Lich
CPU ZEIR X|E
Ztzdo 2ot A|.9_%E

2
- A&LIcH

2
rn

@)
g ~for

[>
n rm
4 1
H -
C A
1
rok

iy

L An
i
ok >
[u
i
»a
=

4 ro
"
0

=

U
i
|>

rir
o lrQ

==

ol

rir

oy 9
40 K_#
> g I
o @ —
e

A > AR R >
[

o M o [>
oy 2
r B z:lﬁ s
0 X g
mn -

22

04| A x1|7-|5l|,||:+ HEH
HA|= ZICH =7t QU

c [
>

M=

L EE S I

T o> >0 g > W

HZ27{7} X ArE5t= &4
El Amazon EC2 AHE %
(ECU)2Q| H|g lL|C}.

FAd 0474
O —-=

= H Bz 79| #x|

utok

LICt o] et=ofl ==& s M

ActiveMQ& Amazon MQ X|E

340


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html#IOcredit

Amazon MQ JHeER 7Hol=

Sk EH| AE

EstablishedConnect = HZ 70| dHElo{ Qe &

ionsCount ol H|gM AEfo| & ¢4 =2
LIC}.

HeapUsage % HE7H7} AR A St=
ActiveMQ JVM HI22| A &to]
H|E L|C}.

InactiveDurableTop H= HIE A AEQl P X0l F=H|

icSubscribersCount 7t Rtel #~(Z|cH 2000) L
Ct

JobSchedulerStoreP % X AFEE AE0{0f AFE

ercentUsage k= ClA3 7t HE g
LI|C}.

JournalFilesForFas 7H= 2 FE F ANYEE X4 ot

tRecovery U L.

JournalFilesForFul M= EATE ZE F ANMUE X4

1Recovery mbd =L |ct

MgttMaximumConnect M= MQTTE A2 35104 EZ2 70

ions o474st £ ol= x|c 2 +0|9d
E £QlL|ct. A4 g=EFof Cf
& XFMIEF LI 2 Quotas in
Amazon MQ AME & ZE A
.

NetworkConnectorCo = NetworkConnectorE A+ 604

nnectionCount HZ27 HEX3 | HZ 70
1AEl = £=QlL|C}.

NetworkIn HIO|E BEZ7o| A EfE 25

LICtH

ActiveMQ& Amazon MQ X|E

341



Amazon MQ JHEER}E 710l =

XE che ME

NetworkOut HIO|E HEZ7{0| HtAl ERfTl 22 9]
L|Ct.

OpenTransactionCount 7= TId 501 & ETAM =L
Ct.

OpenwireMaximumCon Ih== OpenWireE AtE35l0{ EZ 7

nections of AZe = = zIc EEtol
1E £QlL|Ct. o143 eehEko
CHEF RtAMEH LH8 = Quotas in
Amazon MQ MIME E ZE5HA|
2.

StompMaximumConnec 7h== STOMPE At&35t0{ EE2 740

tions HZge = U= %I E2toled
E #=QLct. AZd gZ o o
8t XtMIE LHE 2 Quotas in
Amazon MQ MlME &= 5HA|
2.

StorePercentUsage % AEE|X| M EHol| A AFE E! H
Z¢elLct. o] HIZ0| 10001 =
=StH 22747t HAIXIE A
o

TempPercentUsage % HIGE T HA[X|of| AFE El= Al
8 7tst LAl AEE[X|Q| W
22 LICH.

TotalConsumerCount 7H== s E274o| CHefof| 53
HAIX] AH|RF 2= IL[C.

TotalMessageCount 7h== 22 7{0] XZE M AIX] ==

TotalProducerCount 7h== s EE27{of CHafof &5t

E HIAIX] EERE LT

ActiveMQ& Amazon MQ X|E

342



JHeER 7Hol=

= AN
Amazon EBS EE&0{A ==

17| Bted =lLct.

aHE|

—_

Amazon MQ
= EoiM +8

XE
M=
Amazon EBS
M| 2] s=lL|Ct

VolumeReadOps
5tod EE 7

W=
WebSocket2 Al
= Z|CH E2}0|

7=
of 94Zds & Q=
oiE 20l |C}. o4 &ehakFof|
CHEF AFAIEH LHE 2 Quotas in
= SHA

WsMaximumConnections
Amazon MQ MME & X

VolumeWriteOps

(@]
a1

_?_I__l

nx
02

ActiveMQ E 274 X|E &}
HZ7{o| o|&§&lLICt

.=.EIIAP._ 1<
Ntz 227

flo{@l -1 & -2

.°=!I—IEP.

F=H) x| &

Ho

g 7t

ActiveMQ CH&H(CH7 | &
E7} T3 =

/A Important
CtZ X|EO0|= CloudwWatch £3 7|zZHof CiEt &

* EnqueueCount
* ExpiredCount

4 gl =x|) x| &

343

ActiveMQ CH&H(CH7 [



Amazon MQ TR 7H0|E

* DequeueCount
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"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMqConsole"
1,
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
1,
{
"username": "MyUsername456",
"password": "x**",
"groups": [
"admins"
]
}
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1,

"creatorRequestId": "1",

"publiclyAccessible": true,

"securityGroups": [
"sg-alb234cd"

1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

1,
"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mqg:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"
1,
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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L
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Ehel QIARA HE 77} QIEX| EE E4/Oi7| E2 77t X0l 2t Amazon MQE ZF 21 O F
LHoll 170 EE= 27| 2T AEBIE dEELICH 20 AER9 A2 et Z &Lt

activemq-b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.10g
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
(® Note
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service":
"mq.amazonaws.com" },
"Action": [ "logs:CreateLogStream",
"logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
of 2l&A 7[eh Y2 Chg BHE AWS CLI Z 0|8 AFE35t04 Fedshok g LICt O] oMM us-
east-12 A& At I1Ro| HEZE HiELICEH

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

(® Note

Ol Mo M= /aws/amazonmg/ HFALE AL617| R0 2IXEE AWS H&E 3 e4ot
2laA 7|8 HA g 745K ok ghLlct.

Amazon MQO]| CHEH 2[AA 7|8F 24 1 364


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html

Amazon MQ TR 7H0|E

WAt MH|A ESE O2(2 S

=SZ CHEIR EXME AU E =-3E HEto| gis AEE[7F HEto| K B2 AEE[AA 2t E =~ 5t
CE 2% £ Qe 2ot EXQULICE ol AWSTAF MH|A 7152 ESE CHEIXt EXME Zele &
U&LICH MR MHIA 7HE 2 3F MHIA(EIY E &5t MHIA)7LCHE MH[A (xlx-l Z5|= MH|A)
ENHEEE M ddE =+ JELICH MY 285t= MHI2E OE 7H0| 2| A A0 CHaH M A H
gho| gl WAoo = 2S5t HEtE A8t S =5 E £ JU&LICH Ol I%P | flati= A"l 2
AA0f CHEF HM|A FHEHO| F04E MH|A 22 FXE A8 sto] ZE A-|I:||/\01| CHet Clo|E{2E B35 5
= O =20| £l E+& AWS X3 gLct.

Amazon MQ Z|&A 7|8 HAo| Mg T HMAE F|Ql aws:SourceArn ¥
| R|&E

aws :SourceAccountE AFE50q stLt O|&f 2| X[ E EZ 7101 CHEF CloudWatch Logs M A E A

gtot= 20| E&LICH

® Note
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": "mq.amazonaws.com"

},

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/

amazonmq/*",
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"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",

"aws:SourceArn": "arn:aws:mq:us-
west-1:123456789012:broker:my-broker:123456789012"
}
}
}
]
}
LSk Ch2 O 20| AH el 2 E 22 7{oi CHSF CloudWatch Logs HMAE M BHEIES ElAA 7|8 ™
Mg M 4 st
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
""mq.amazonaws.com"
]
}I
"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:mq:*:123456789012:broker:*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"
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« 24 U AE|API-ZE 443 2 15671

« AMQP - ZE 5671

5. H2AH AT fol Cia Ot S WIERZ HZE HIAEE eI

(® Note
HEZ| MM A JH540| PeE HEEF{| B Amazon MQ E
LHo| Amazon EC2 QIARHANM EIAEE MYstD SHES ‘_é§'7|'§|—||:¥.

ActiveMQ on Amazon MQ

Amazon MQE& ActiveMQ EZ£7{2| U ELQ3 S E|AESIE{H
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ TR 7H0|E

2. Ct3 nslookup BHES 4¥Wslod E27{ DNS BIZEE R 2IFLICt E4/CH7| HiZ S| B
st oy dEx OI_I E DE EAESLICH A7 dEZQIEE I1QRSFEEZFHID

of £7t& HolAt -1 = -22 AEELICH JAEZQIEE MEX HEZ CHATLICEH

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com

Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

EOIEl IP A E Amazon MQ 220 MZE IP A9 2x|sloF & L|CH O]= DNS AH{0f

Eo| 2Hl2H &olz|T ClS BHHZ 0|SE £ 22 LIEFLLICE

EE EHAEFLICH AEZQEE A

81622 CHA|StHL} Zedt A
CHAIELICE.

3. CI2 telnet WS A&l5t0d I='E5'-|°| HEXZ B2

X HEZ M ELICH portE ®l 240 B ZE #HS
=} IEZ

EM/CH7| B2 0| B telnet2 CH7| A=EXZQIEZ ARSI Connect failed
Qi HAIX|E er&LICt 7| QIARA AHA|7F A 50|22 0|l Haxol 34
O|X|2F ActiveMQ ZZ M| AT} A3 %OI otL| E27{9| Amazon EFS AEZ[X| &
B0 HMAE = i&LICH F -1 2 -2dEXQIE D50 CHal BFHE2 A=5H0]
M AU AABHAE DF EHAESHOF &LCT

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

west-2.amazonaws.com port

AEAO| AR OHE1} HIR B £30| EAIFELICH

utok

FAd OJA
o

-
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Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.

Escape character is 'A]'
4. LCIZ B sLIE sdsM2.

« telnet H2d0| A2l EstablishedConnectionsCount X|EE &Qlstn B2 7
7F =|cH 2tojo] B|dl 044 St ofl TESHX| it =X| EQIELICH HE27{ General 211

£ dEstof etrol =EHF =X &Y = U&LICH O X[EJH 0ECH T 24X StLt
Ol¢fo| ZEt0|HUET HZ 7ol 2Ak(o] /= WLICH X|& ol 2140[ 022 EAXlE

B9 EEAH X|EII IE HAIZIER telnet B2 HAEE CHA| A™st T AAE #7|
M1E ol 7Ich&lLc

 telnet HHEO| Alu{sttd E27{0| Bt29X | E 2|3 CIE{H0|A MEHE fQlstD MEH7P
in-use®IX| FQIFLICH Zf QIARAO[ HEL{F QIE{m|0|A0f Ci3H Amazon VPC &
MAStD MMEISE 208 ZHEFLICH telnet Y MYE o HE?-|0| IP
5tstod 944 miZ!0| ACCEPTEDQIX| EQlgtL|Ct RtA|I8H LiE
3l 55 27 o ME Q1524 Amazon VPC 7HEt R} OHLHAO| 58 20 B A E 0|

5. ChZ curl BHES AWt ActiveMQ & 2| &l &0 CHet AL S FelgtLct.

= —-=

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

BHol o

Okl
o

HEH

rui)h

292 C} 23} H|& 8t HTML 2 A{o{oF &FL|C}.

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>

<head>

<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ TR 7H0|E

RabbitMQ on Amazon MQ
Amazon MQ& RabbitMQ EZ712| HE{|3 214E EHAESIE{H

1. MEOZE = BFE TS YLl

2. ChS nslookup HHE ME5t0i E27{ DNS BIZEE H2IELICH A=ZQIEE AR
YEZ cHMELIC

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
#el7t 3 stH CHE 1 Hlx g &340 EAIELICH

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. OIS telnet HHE A0 HZ7{O| HEQT HZR2E HAESILICH A=ZQEE A
S HEZ A ELICH portE ®l 242 B ZE 4432 2 CHA|SHHLE 2H0]oq B
AMQP 9ZEE HAESIE{E B 56712 CHA||E &= & LC.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

BHol o

Okl
of

M CHE ot HIE £30] ZAIELICH

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.
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® Note

telnet 42 H X & A2 2 EEILICH

4. ChE & otLIE sdstAMIL.

« telnet BAHO| HF3IH ConnectionCount X EE -*3.“&'3}_7'_ EHZ7{7} max-
connections 7|2 Haio MHE 2ol EESHX
Connection.log 21 1§28 AE5t0{ &0l = ?ﬂfxl golg = &Lct. of

'I' >O
ﬂlo
fjo
S0
o
o
r
[ul

1§
HU
N

KIE7} 0 2 #AH 5Lt 0l4f0| ZEHOIAETH B2 7ol HZElof U ZielLic
X|E 0l 01720 002 EAIEI= ZL telnet B2 EAEE CHA| M8 EHLICH 227{7}
CloudWatcholl Af 942 X|E 8 7 Alst7| Tol 40| EREI= B2 0| ZRHAE s

sioF & & A&LICH X|E= ofE AHAIELICH

. TE2 A& THS 40| gl BE7]o| B2 telnet BO| MmsiE 2270 Eaix
=915 QIEIHOLA AEHE 2OIsm AE7} in-use@lX| HOIELIC 2t =T ol
E{m| 0| A 0] CH8H Amazon VPC 35 215 MAMstn MM=EIsE 208 ZHESLICH
telnet BHBS SEY M EEHO| IP A E 3t HHE Iz S Z E5ho4 @172 T{Z 0|
ACCEPTEDQIX| &olgfLct. XtM[EH LHE X 5 & &0 ™ Amazon VPC

JHELR} OHLMO| 52 21 8|3 E of 2 B X35HA|

(® Note

HEZ! MM A 7I5440] 2= Amazon MQE RabbitMQ E27{0of= 0| EtAH|7} X
SC|X| ot&LCH

5. CtZ curl BHE &Astod RabbitMQ 22| & 2 &0i Cier 122 & elgfLct

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

FH0| S5t EH2 ChS ot HIR B HTML £ A{040F & L|Ct,

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>
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https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ TR 7H0|E

HE27{7} A3 0|1 telnet2 AF25t0d (1ZAS &rolgh £ QIx|Et Z2}0|
UE Ho|ME HEE & 911 SSL oI E Bhetstn U&LCH

227 Sx Ba 717t Bol 225 A= ZQIE QBT YUCIOIEEIS 4+ AUALICH Amazon MQ
227 ABME B2 70| KISHOI 7+ I Hotg RXI5H7| 9Is) £7IMo 2 BAHIELICH

Z2I0|HEQS| EBHAE AE0{0] CHaH 215 35H7| $I8H Amazon Trust ServicesOlA Amazon R E Q&

7|2HCA)E 0|835tE Zd0| E4LICH 2ZE Amazon MQ E27{ QIS ME 0| FE CAZ MBELICH

Amazon £ E CAE AME5tH HZ 70| QIEM YHIO|E7} /2 motct Af Amazon MQ EZ7{ QIE A
E oM C2EEd Wt glaLct

E27{E MAMMX|OL B2 7 MAof Almigi&L|Ct.
H27{7} CREATION_FAILED &E{QI AR C}SES £&ErLICt.

-+ IAM HEHS FHIFLICH B2 FHE M5 AWS 221" IAM R A8 5L AL SR K|
IAM H2401| AmazonMQFullAccess 2HFE Amazon EC2 ™8t £IgH0| Qlo{of gLt &5t
Amazon EC2 T to| CH8 XFM|EH LIE 2 Amazon MQ EZ7E MAM5l= o 228 IAM HeHE &
ZM Q.

- 2270 chal MEHS= MELI0] B8 Amazon Virtual Private Cloud(VPC)0ll Q4= K| & Q1gtL|C}.
3% Amazon VPCOA Amazon MQ EE271E /4J5t2{% Amazon VPCE L/ 5t= A oM 44
afiof fLct,

EZ 77} CHAl AIFEIA =0 OlRE # 227U
HEI7} ASOR ChA| AR 22 013 0% & st HEY 4 &L

2 £ U&LICH F7|M2 2 Amazon
E9jo -I of CiEt RX| #E|E - ELICH
&} et ZIcH 2A1ZHH K| RIS E
A —’F A&LICH EE2 7 K| #E|
2 olloF MME HESHAL.

- of st T RX| HE| 712 HEo 2277t CHAl AR EIR]
MQE HAIX| E27{9| tEQ0], Y MK E= lFl AZ
SX| B2 7|zt2 chEHX|BF HIAIX| 22 7{0f| CHEH of 2FE
UELICH EE27{= 2A|2te| R X| #E| 77 & XNIE CHA
7|ztoll CH8 XkMIEH LI 2 the section called “E 27 F x| &

- HE27{ AAHA RYO| HECIFAOIM HIZE0f MESHR| 2 = USLICH 6|E E04,
mq.t3.microdiM ZEHM QI EEE AASHEBEF 2|AAT7 BEME = U&LICH CPU A
EEO| =ML EZF HEE AHEE 0| =™ 22717} 0l 7|x| A A CHA| AlZHE = J&LICH EZ

SSL o2 382


https://www.amazontrust.com/repository/

Amazon MQ TR 7H0|E

HoM A8 B2l cPU 2 HZE| &2 & Rlste{™ AT RFHoi CiEt CFE CloudWatch X|EE ALE
gfLict

ofr

« Amazon MQ& ActiveMQ -
22 Cpultilization2
(@]

EHEl Amazon EC2 AR E SS(ECU) & 2277} 34X ALE35H= H|
OI&tL|C}. ActiveMQ JVM M2 2| Bt = B2 77} 34X AI5t=
FLICE.

oo 1

H|2 & HeapUsageE &2l

« Amazon MQE& RabbitMQ - &2 E Amazon EC2 A& & SX(ECU) & EZ7{7} Y Al
235t= HIE2 SystemCpuUtilizationg EQIELICIH AFEE RAM E&(HIOIE)2
RabbitMQMemUsed2 £ QIS 11 RabbitMQ =E0|M AFESHE HIZE| HIEL2 ST i
RabbitMQMemLimitZ Lt LICH.

HE7 QIAEA 94 9 9T 2ol MEE QIANA RS MHsHe Wil ChE AHAIE LI8S

-
Broker instance types MM XML,

Amazon MQ2 ActiveMQ 2| &

o MMo| & & AlB510f Amazon MQS ActiveMQ 22718 AL S I WAIE 4 Rl Yutxiol 2
e FErstD szE 4 st
=

. 22 M3 T CloudWatch LogsOllA E 2 7{of| Ciet Lt 2L} ZAI 232 2 & GEL
C

- HEFH AR E= K| 22| 7(7H0| XL+ AEHZ7F RUNNINGT ZiEete H27{of o148 E <= 8
&LICH O|®?

- ¥ Zoto|MEE HEHHo|| ¢ZE|= Bt O E ZEI0|HE= A4S = eigLUch

o Xodg E M ActiveMQ 2 &0 M 04 2| org.apache.jasper.JasperException: An exception
occurred processing JSP page=2(E) 2 & A&LIC}.

E2Zg 93 =0olT CloudWatch Logsoll A 22740 CHEH LB 2Lt

dAM 2EOE =2 + elgLich

CloudWatch LogstiMd E27{0of CHEt 2E1E £ £ Qi AR CH=2 $£&sLct.

1. E27HE MYE5HL MEESt= A2 X0 A logs:CreateLogGroup HEHO| U=K| & lEL|Ct
MEX7F EEHE MM HLE MERISHT| 0| CreateLogGroup TEHE AL K| A F7+5HK|
eto™ Amazon MQ7t 23 O&2 MM sHX| t& Lt

Amazon MQE ActiveMQ 24 sHZ 383
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2. Amazon MQ7} CloudWatch Logs0ll 210] 23 E HAIE £ QYT E 2|AA 7| HAg M3
= X| #Ql&L|Ct Amazon MQ7} CloudWatch Logs 21 280 238 AASHES 5{&35ed™
=

Amazon MQO]| CtZ CloudWatch Logs API Zf40i| CHEt HM|A HELE 2ot 5F 2[AA 7
M FggLc.

« CreatelLogStream- X|HE 23 3 &0 Ci#t CloudWatch Logs 21 AEEIS MM ELICH.

« PutLogEvents - X|'SEl CloudWatch Logs 21 AEZ0f O|HEE MY EFLICEH

CloudWatch Logs0ll 218 HAl5tE S Amazon MQE ActiveMQE T35t &gdod| CHSE KFAISEH LY
g2 2Z F4E FxstMlL.

o= m=0

E2 7| AR = R X Bl 7I2H0] KILHH AEf7} RUNNINGDH ZTizts
E2 70l HFE 4 LI 0lR?

HE7E CHAl AR, oftEl R X BEl 7Iztol #2E F EE Of7| @
OIMIEE Ols) o1z EXIZH WAH £ aLich £ A9 BT B2 WA £ ol EXE B2
Al

Amazon EFS E== Amazon EBS AEZ|X| EE0] H|HAM KXo 2 E‘;% O| H|A|X|7} EXHSt0q gf2isr
= U&LICE CHA| AIZHSHE S92 Amazon MQE X|EX HAIX|IE AEEZ[R|MH EE27{ HEZ2|Z 0|8

°*L—|EP o| FIEkE 2015t 7| 28 Amazon MQ for ActiveMQ E 2 7{0| CHEF CloudWatchOf| A CHS K|
E DUEHZE = J&Lct

- StoragePercentUsage — 100%0|7{L} 100%0]l 2&t =2 HIEZ QI3 E27{7 A HE

g & A&LICH

« JournalFilesForFullRecovery — E &5t =25t CHA| A|ZHEH & M2 XD ot &
LFEHLICE 20| S7t5t7LE XISMo 2 120} =M CHA| AIZ S & 44 BA7F &g = =
HAEZX| 2 ESHMMO| EAIE LICEH

« OpenTransactionCount — AHA|Ef = 02Ct 2 A= EE2 747} 0|0 AFEF HIAIX|IE K& 5t
240 A|=StE 2 44 EX|7F e gLct.

O| 2X|E sl Zsl2d™ rollback() EEE commit() & slLIE Al25t0{ XA ERMAME s AstE
O| Z&LICt RIM[EH LHE S 2B{E 11, rollback()2(E) AHE35t0{ XA EEHME SHZE5t= ZE o
ME Hoi{M XA EZHAME 57 CHHE BT AAL.

AIZ = H27{of A4 384


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html

Amazon MQ TR 7H0|E
ULF Zoto|MEE= HEFo| AZAL|= i CHE ZE0|MEE de = ¢

&LCt

HZ7{7} RUNNING &EHO|H €7 2C0|UEE HEFHo| §SH2 =2 4" &= U =
HEE= JFH & = 9l 32, EZ 710l Cigh 2tojof Bijd 214 stroll ZERE + U&LICH 2+o]od

ol o4 stroll T2 =X| Felsted oSS s LICH

« CloudWatch Logs2| Amazon MQ& ActiveMQ EZ7{0] CiEt LBt HZFH 2 =
Ch st oll &8 B, H27{ 29| Reached Maximum Connectionsg & X3S .
Amazon MQE& ActiveMQ EZ7{E /&t CloudWatch Logs0il CHEF RFM|EH LHE 2 the section called
“CloudWatch LogsOIM 2Z12| # X 0|5 MME R ZHMI2.

4

2
jo

ro
ot
rC

otolof il 18 AMEto|l EEHSIH EE2HE FIH A AZAE MI Mo 2 HEELICE o]l EXME SHA
ot2iH H27{ QIAEA RS YB0|ESt=E W0| E&LICH KFTEEof 7+ X
ofl CH8t XFMIEH LI 2 Broker instance types EHHE & Z 5HAA|

IHE KR erRiE

otolof Bl AZE 7t H27{ A4 S ECt Mohe WS et ¢ 2eto 22 El
EX7 e = JA&LICH E27 230|M Che o] At F & dlstE ... Inactive for longer

r

than 600000 ms - removing ... &=O0| UsX| ERUSMHAIR. 2T §F2 Z20|UE RFEE
= o2 EXNE LEF-LICE o] 21 B2 79} A3 Q17 =

5l = Network Load Balancer(NLB)E &35l 22I0|1EJ} HZ2740f o124 m . 2@ FLICt. O]
E Ol 7|Et FEI0|HEM O YEtX o= BHEMELICEH

ZCI0|ME & 218 EQlst A2 E27{= 600000ms <0 H|&E TCP &g

=2 I ActiveMQ 2£01AM 0f 2
org.apache.jasper.JasperException: An exception occurred
processing JSP page=2(E) & = U&LILCH

e 9152 AP85t D Y| 2 =X £2lod| CHEt AuthorizationPluging #+435t= 4

2, XML 74 mof| = AuthorizationEntries 242 AIE5tD 2E CH7|E L FX|of CH

gt activemg-webconsole & A HEtE S AIR. O[F H| 5tH ActiveMQ & £ 0|
ActiveMQ E27{2t S48 = Q&LICH

CtE oAl AuthorizationEntry2 Z& CHZ|E L FA|of CHEF &7 & 27| HEHE activemq-
webconsole &0 S£o{&L|Ct.

UF ZCIo|UEE AZBEY = S 385
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<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole,admins,users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole,admins, users" write="activemqg-webconsole,admins,users" />

</authorizationEntries>

ol
-

OrEt7bR|2 22749 LDAPE SEE [, amazonmg-console-admins I &0 CHEt &t
AAI2. LDAP S&of| et XEM|I8H LIE 2 the section called “LDAP S &2 &t & Al MM
M.

mo mo
I

P2
oh

2 A 1Z2: Amazon MQE RabbitMQ

MMo| MEE Al235104 Amazon MQE RabbitMQ EZ27{E AISE [ gHAs £~ Qe UHIE QI 2
= x|
=

» CloudWatchOll M CHZ| EE= 7t SAEO CHEF X[ EE £ = HW&LICH

 Amazon MQE& RabbitMQUIA Z243 212 &85t 24T 0L H| sHok B LI7H?

I
Hu
M
=
jul
ok
>
3
Q
N
O
>
<
v
@)
.y
0%
jo

II
o}e
ek
4%
3%
>
r
o

CloudWatchOllA CH7|Y¥ EE= 714 SAE CHEt R|EE 2 £ QigLCt.

CloudWatchO|M CH7 | EEE 7I4 SAEE E £ Qe FR 7Y EE 714 SAE 0|0 24, €

L= 7|EH ASCIIZL ot 2RE7F £ 8 E|o] U= K| = IgFLICh

Amazon MQOI A= O|E0f Bt & tt= J7|EF ASCIIZt ot EXA7F &=l 714 SAE Bl Cf7|Q€ 9|
XEE HAIE &= i&LILCt.

%2 0|20 Cist XEMIEF LH2 2 Amazon CloudWatch API 2 X 0| #} &2 & X SHMI2.

£l s1Z2: Amazon MQE RabbitMQ 386


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents

Amazon MQ JHEER} 70| =
Amazon MQE& RabbitMQO|M &1 218 &d3tete{™ o{=E A ofi ok &L
k2

Amazon MQE& RabbitMQE & 7|EX o 2 &3l Z|o] U&= RabbitMQ & 2l, &, H 0| M,
UM s Al mEt 24210k X|HELICH R|ElE 22132 A8 CHEt REMIBH L8 2 the
section called “Z2{121 EHHE HESHAA|IL.

Amazon MQE E27{7} MMdE & Amazon VPC 7+ HZAE X|H5HX| et&L|ck. M Amazon VPC T
Mg M85l M| EE27HE MMStT SEI0|¢1E 44 URLE M EE27{ 943 URLE ICi|O|E 3l of &
LIC}.

ZHAH HiZ0|M CHZ[E S718H7F LA SXIE

RabbitMQ2| =2 HZE| MEF BE EX|E sidst= &of stLt ol& 2| CH7|E HIAIXIE AHSE &
AHE EMI LAY s JU&LICH ST Ti7|E 2 & ZHoll HIAIRIE S7I3tstE TldsteE Y +
A2, O Al S ZH CHT|[U2 HA X MES & = oA ELch =2 HEE M4EF BE W0

[=Jy
EH7|‘£ S713t7t LA XIE + U2l HZ2e ZEo| #Helo] E = A&

LA SXIE O7|¥ S7I3 SK| & RHAZof| CHEF RHAM|EH LHE 2 the section called “H A SX|E CH7|
2 5715 =X HZE” Mg HARSHM L.

RabbitMQE Amazon MQ Ere QIAEA EH27{7} RHA|ZF B Zof Q& LCt.

2 HZ2e A8 ZEE Y HAIZ! RabbitMQE Amazon MQ £ ._ﬁ EAA HZ27E HIZ 2|7} Al

oP7|01| SE5HK| o2 S E0M RfA|ZSIH EEFHE AMEE™ —ﬂ“— °17| ?/&do| U&LICt o|2 2l&l
RabbitMQ7} R A|ZF £ Lol S0{7}AM E2X|7t sHZE € U7 R| E27{Qto| F 7t &5 & -gol EIlssHA
2 £ &Lt E2FT7I MAIE R2xof e B2 Amazon MQ HE 28 AHHIE M83lod =2 NI
2| A28 a8 = eigLich
HEZHE SFsItiH M B2 HZ22E 71T H 2 AHA o2 Yad0|=E5t= /ol E&LICEH
EAH HZ M EHE|, B CIABHA HEF{= ChA| A|ZSHE S0 L E 7Ho| =&E 7 |Yd S7|
st7t Q7| IHE0| =2 HIZE MAEF BET & deh dEfjoi M Hao|=E8 = AU&LCt.

H27{o| R E 2E[xt Aol gt HAA HetE A& LICH

IAM 2152 AtE5t0{ AMAE SFE & QU&LICH AWS A Hol CHEt ofREI2E & A 5T HS
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Amazon MQ

JHErRE 7HO

=

Date

20244 11 14

ol
=

2024'4 11& 13

ol
=

2024'H 7€ 252

2024 7€ 22

M5 ool
Amazon MQE CHS Tt 22 A7 BT X9 B2 US LELICH

ActiveMQ& Amazon MQ ¢TI A 2|

« ActiveMQ 5.17: 2025'4 6% 16

o
Gl

RabbitMQ& Amazon MQ %! {7

+ RabbitMQ 3.11: 2025\ 28 17
+ RabbitMQ 3.12: 2025\ 3% 17

x

M HHEe=z Yaefol=sts Yol chet RiMEH HE = Amazon MQ E2

bh

71 AE HAM dago|lE MMHE B XML

Amazon MQE= O|Al| IPv4 EE= IPVGE AFE35I04 H1ZE == UeE FY A8 MH|
A QdEZQIEE X|HELICH Amazon MQ 7Y AEH | MH|A AEXZQIE

= A X AAAADNS BIZEZ HQUE == lgLCH RiME LiIE2 72?2 HRIE &

Amazon MQ7} O|X| ME &
gtLICH RtMIEH L2 S

ActiveMQ 5.18 & 2|A 1| O|X|
ActiveMQ& Amazon MQ ¢TI {7 2]

« Amazon MQ EE7 IFI HA ¥4azlo|=
Spring XML 748 T ALS

Amazon MQE O|A| HHE 3.13 0| 2 At E3st= EZAHoMEH HH CH7[¥S
=

KIHELICH 3H Cf7| €2 Raft o 1 2[ES2 AHE5t0{ Cl|o|H LB HEE 7
Xlot= SHE FIFO CH7|¥ FEILICH #{H CH7[E2 -rr‘H HAIXI M2l 75
g M3st2z Me|=lX| of2 HAIXIE 2elst= ol =&0l & & JU&LICH

CHZ|™¥E AlZHStE{H Amazon MQ 7|8t RabbitMQ2| # & CH7 | B
tMI2.

o
B ot

o
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https://activemq.apache.org/activemq-5018004-release

Amazon MQ TR 7H0|E

Date AEM HH|0|E

20244 7¢ 2 O|X| RabbitMQ& Amazon MQ7} O|A| Ot0|Ld HHZ 2lZ2|A 2l RabbitMQ 3.13
= K|EfLICH AT HH 3.13 0| E MEste EE EZ7{9| 2, /Xl ZE
7|zt St X[HEl= 2[4 x| HMS 20| 480/ == Amazon MQOi| A 2t
2IgrLIct XtAEH LI 2 Amazon MQ EE7 AIFI HA 4ado|= EHHE &
ZotdAI2.

AT H™ 3.132 AF85t= B2 CH7|YE, AT A H|AF & shovelod| CHE
MEZ2 7t £ |5 RabbitMQE Amazon MQ 37| 274 X|& 0] d|O]
EE|R&LCEH

o| Zlg|Aao| £ AE & 7|s0o CHEH REAEH LI 2 RabbitMQ AMH GitHub
2|Z X|E 2|0 M RabbitMQ 3.13 2IZ2|A MEE HXSHMIL.

X| ¢ El= RabbitMQ& Amazon MQ HHM 2 E27{ ¢ d|0|=0d CHEt REA[E
LH 2 2 RabbitMQ& Amazon MQ AT A 22| MMHE2 X SHMIR.

M

20249 6 10 O[A| ZHLtct ME(AHEl) 2l Amazon MQE ALEE = JU&LICE O] A
& 7tse 2lniof ChE REMIEE LHE 2 AwS YEh & X 7Ho|=2] AWS 2| 3

ANEZQIEE HRSAML.

20244 5% 102 Amazon MQ HA X|H ZEIHol= E274 AT HTO| X[H SE AlZ(|7F E A
2o }&Lct. AE HTO| x| 0| ZEE[MH Amazon MQeE Y HTS| 2 &
H27{E x|2k|e .2 00| X e 2 XIS Ad|o|E&HL|Ct. Amazon MQ
= Z H™ X|H0| BERE|Z| |4 90 ™of O|2] & X[ LCt.

[T

HH x| A2 & X[ =& EHlstt{H ChS S BESHAR.

« ActiveMQE& Amazon MQ 2T HHA 2|

« RabbitMQ& Amazon M

o
2
A
£
2
o
Gl

SR &2 7|2t St EEF{7}t O T x| HHES ZE UOH|0|EE|=F A& Ot0|
L HHA dadio|l= & &Mete = USLICH XA LIE 2 Amazon MQ E
27 AT H™ Hago|lE MMHE % I

-
ofr
i
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Amazon MQ

JHeER 7Hol=

Date

2024'4 58 9

2024 3 4

20244 18 19¢

20234 12& 15

ol
=

M5 ool

O|X| RabbitMQE Amazon MQ7} O|Al| O}0|L A 22| A2l RabbitMQ 3.12
E X|§ELICH 3.12.13 OlAte| RE HE7{= Z 24! CH7|Y¥ HA 2(CQv2)E
A3 3.12.13 O|& 2| 2 E CH7|¥2 XA CHI7 P2 RS ELIC

3.12.13 O|™ Ao H2 79| B CcQv2 L X|od CH7| ¥ S & Ad385t Lt = Al
H7Z1 2| RabbitMQE Amazon MQE ¥djlo|=Eg Zdg HEELCt.

Ol &2la9o| 78 Atg & 7|50l CHEt REMEH LIE2 CHE S HZshM 2.

+ RabbitMQ AMH GitHub 2|2 X|E2|2| RabbitMQ 3.12 E2[A HE

X|#HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0|=of| CHEF RHAEH
LHE 2 RabbitMQE Amazon MQ ATl HH 22| MM S FZSHMI2.

RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.282 X|HErLICt.
o| Zlg|Aao| £=H AIE Q! 7|50 CHEE REMIEH LHE 2 CIE 2 HZTSHMI2.

+ RabbitMQ M GitHub Z[ZX|E 2[2| RabbitMQ 3.11.28 & 2Z|A HE
+ RabbitMQ changelog

K| El= RabbitMQE& Amazon MQ HA & EZ7{ 412 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 HHA & 2| MME HZESHAMIL.

RabbitMQ& Amazon MQO| M= ALE X} O|F 2 & "guest"E X|HSHK| fe=
E M EEHE dd5tH 7|2 HAE AHEo| AXELICH Amazon MQE EE
T Z40| A8t "guest"EtE AI™EE F7|Ho = AMIFLICH

O|A| o|AEtA(RotH|E) EIT0l M Amazon MQE AFEE £~ l&LICH O Al
& 7ts8t 2o cher REAMISH LHE 2 AWS i 2 X 710|=E 29| AWS 2|7 &

A= xZREE FZSIMLR.
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Amazon MQ

JHeER 7Hol=

Date

20234 12 11

ol
=

20234 10& 26

ol
=

2023H 9 27

MBEM HH|0|1E
RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.10.258 X|HErLICt.
o| Zlg|ao| £=d AIE & 7|0 CHEE REMIEH LHE 2 CHS 2 HZSHMI2.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.10.25 E2|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
LH& 2 RabbitMQE Amazon MQ A ZI HH 2| MM S FHESHM .

Amazon MQO{|A %| &l ActiveMQ OFO|LH B{%1 5.15.16, 5.16.7, 5.17.60| B

Aol E et &M & AlZIR&LICH ActiveMQ2| O|Z1 OFO|L] T2 I Of4F At
SE|X| oM 2 E HTO| 5.150M 5.15.162 2, 5.160 M 5.16.72, 5.170]

M517.622 2E EHE7E YOH|O|EE 0| LICt.

ActiveMQ E 2 7{ Y| 0|Eof| CHE AFAMIEH LI S ActiveMQE Amazon MQ ¢l
T ZE| MME XML,

RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.202 X|g4EtL|Ct.
o| 2Z2|A0| £ AtE L 7|50l CHEt XIM[EH LIS 2 CIE S R ESHMIL.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.20 & Z|A HE
» RabbitMQ changelog

K| = RabbitMQE Amazon MQ BT L H27{ ¢ 2{|o|=0ofl CHEF RbA|EH
L 2 2 RabbitMQE& Amazon MQ T A 22| M2 X SHMIR.
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Amazon MQ

JHeER 7Hol=

Date

20234 7€ 27

20234 78 27

2023H 6% 23

MBEM HH|0|1E
RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.162 X|HEFLICt.
o| Zlg|Aao| £=d AE Q! 7|0 CHEE REMIEH LHE 2 CHE 2 HZSHAMI2.

+ RabbitMQ M GitHub Z[ZX|E 2[2| RabbitMQ 3.11.16 & Z|A HE
» RabbitMQ changelog

XLl = RabbitMQE Amazon MQ HA & E27{ ¢{150| =0 CHEt Rt St
LI & 2 RabbitMQ& Amazon MQ Tl HHH™ 2| MM E EESHM .

i

ol

RabbitMQE Amazon MQE O|Al| RabbitMQ E27{0f CHet A2 MM

MEste W& X[HELICH

"H270] 242 F7t5t= Wdof cHEt XHAM|IEH LI &2 RabbitMQ Broker
Configurations 4lM 2 & X5 M| 2.

O| 7|sof CHEt ZtAIE LIS 2 LS & B ESAIR.

NS
NS

02
I

I:|7

Mo |Mo

02
Ji

Amazon MQE O|M| M2 Ex A& HHA
gtct. oltd 22| A= Amazon MQe| MZ
s X|ELICH

A0l ActiveMQ 5.17.32 x| ¥
7 2t dlo|E{ EX|(CRDR) 7|

E I
=
I
[

Mt 82 ohes FEsHAML.
- CRDRZ Al%5tEdH T

ClolE| S| MMe ’E.*.’E%WIP._.
« ActiveMQ 5.17.3 &
* ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE7{ AF HA dTd0|=
 Spring XML 7 Tl ALS
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Amazon MQ

JHeER 7Hol=

Date

2023 6% 21

2023 5 18

20234 48 14

M5 ool

ActiveMQ& Amazon MQ= O[Al|l 7|2 2|™e| 7|2 EE 7ol SX= AWS E
Mo| SAM& EE7E H|IS7|4 HAIX| SAHE §&835t= 2l 7t dlo|H =X
(CRDR) 7|5 € M3&LIct 712 279 7|2 22 7{of Zoi7t s et
E Of ZX|& AlZt5to] EX 2|He| SXl2 EEAHE 7|2 EEFHE &4

CRDRE A|Zt5tE{™ FHL R QHLHAM 2| ActiveMQE Amazon MQ2L| 2|7 Zt O
O|Ef A MME & xHM2.

O|A| CtZ 2|0 A Amazon MQE AIEE £ JU&LICEH

« OfAlot EHEL(HHE)
« OFAjot EfE L (5tOIHEtHEE)
- SHEAH)

- RE(FEl5)

Ol AR TH5 Bt EITI0ll CHEF AFAIEH LIS AWS U & Jhol= 0| AWS 2|
YU AEZOIEE FHEFHNL.

RabbitMQ& Amazon MQE O|X| RabbitMQ H{71 3.9.272 X|&&fL|C}.

=
(=]

ol &2la9o] = At & 7|0l CHer RbAlEH LIE2 O

o

A2

A
ol

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.9.27 Z/2|A HE
» RabbitMQ changelog

X[ El= RabbitMQE Amazon MQ HA & E27{ 4 12i0| =0 CHEF REA| St
LH2 2 RabbitMQE Amazon MQ A7l HHZ 22| MME & X 5HM|2.
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Amazon MQ

JHeER 7Hol=

Date

2023 42 14

2023H 3% 31

20234 3 1Y

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ H{7 3.10.202 K| &L|Ct.
o| Zlg|Aao| £=d AE Q! 7|0 CHEE REMIEH LHE 2 CHE 2 HZSHAMI2.

+ RabbitMQ M GitHub Z[ZX|E 2[2| RabbitMQ 3.10.20 & Z|A HE
» RabbitMQ changelog

X|HEl= RabbitMQE Amazon MQ HZT X E27{ 4 18|0|=of CHEH RHAIEH
L& 2 RabbitMQE Amazon MQ ATl HH 22| MM S FZSHMI2.

RabbitMQ& Amazon MQ7} RabbitMQ 2%l & 3.10.172 H|EM3IsH& L
C}.

RabbitMQ& Amazon MQ El1t RabbitMQ2| L& A A RX| #E|Rt= HH
3.10.170{ A RabbitMQ 2| 2& EX| & & W& LICH Amazon MQE O] H
e ’S;I?ﬂ%L—IEP Ol Zx|o| W& S £0|24H RabbitMQL| A THX| HZEIO| &
HlEls S0 T 5.10.1002 M S271E SAHHR. 218l 2 8, Bt
AColE FEE ANS2Z 7IMe{H HHY dadole gME &4
st= 4ol C.

ol

o> 0_.>_ T
= 0I

= ro

ot

mazon MQ B{Z10]| XFM| 8 LHE 2 RabbitMQ&

ArEE = = RabbitMQE Am
MM L.

Amazon MQ Q& HEE

Ir

RabbitMQE Amazon MQE O|X| RabbitMQ {71 3.10.172 X|&L|Ct.

ol &2la9o| £7d Atg & 7|S0oi CHEt RtMEH LHE2 CHE S HZshM 2.

u}

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.10.17 & Z|A HE
» RabbitMQ changelog

K| E|E RabbitMQE Amazon MQ H{F L E2 7] 18||o|=0f CH RbA|EH
L2 2 RabbitMQ& Amazon MQ 2T A 22| M2 X SHMIR.

P
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Amazon MQ

JHeER 7Hol=

Date

2023 28 21

2023H 1€ 13

2022'4 12 15

ol
=

M5 ool

RabbitMQ& Amazon MQ&= O|X| AWS Key Management Service (KMS)2+ &
o MH & 43 3HE MBELICH O[X XbA| o2 22| CMKE MEHSHA
Lt AWS KMS A0 AWS #E2|-& KMS 7|E AFHSE = &Lk KEAIEE LK

2 ME A &E5 HHE HRtAAR.

Amazon MQE CH21} Z2 o 2 AWS KMS 7| AH 2 X[ EfLICH

« Amazon MQ £ KMS 7|(Amazon MQ owned KMS key)(Z7|22f) - 0| Z|&=
Amazon MQ7t 2 R35t1 Zt2[st0H AF& X H1™Hol| &L Ct.

- AWS ZZ|™& KMS 7| - AWS #2|& KMS Z|(aws/mq)= Amazon MQO{| A
AMNEXHE CHAISHO M, 2| L A5t HHEe| KMS 7L Ct.

- 7|1& D HE[F KMS 7| MEH - 12 U 2[F KMS 7|= AL XE7F AWS Key
Management Service (KMS)H|A M5t 1 #t2|gF Lt

RabbitMQE Amazon MQE O|A| RabbitMQ {71 3.8.34E X|&&fL|C}.

ol YalAol £73 A W 750l ChEt REMIE LSS CHa g &

A
o

M.

+ RabbitMQ AMB{ GitHub 2|2 X|E 2|2| RabbitMQ 3.8.34 & Z|A HE
» RabbitMQ changelog

X E|l= RabbitMQ& Amazon MQ HHA & H27{ 418|0| =0 CHEH RHAIEH
LH € 2 RabbitMQ& Amazon MQ AT A 22| MM E BT XML,

RabbitMQE Amazon MQE O|A| RabbitMQ {71 3.9.242 X|&&fL|C}.

ol EElAaol =74 At & 7|50l CHEr ZtMIEF L8 2 TS 8 XSt L.

(o]l

+ RabbitMQ M GitHub Z|Z X|E 2|2| RabbitMQ 3.9.24 EZ|A HE
» RabbitMQ changelog

K| El= RabbitMQ& Amazon MQ HA & EZ7{ {12 0| =0 CHEF REA|Et
LH 2 2 RabbitMQ& Amazon MQ AT HHA 22| MME B X SHAMIR.
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Amazon MQ TR 7H0|E
Date MEAM Yo(o|E
2022112813 SS(UAE) 21T M OIFl Amazon MQE AFS 8 4 l&LICh O A 7H5 3
=1 2|0 CHEF REMIEE LIE 2 AWS 2B &F X J710|E 9| AWS 2|7 (=gl

20224 11& 14

ol
=

2022'4 118 9

2022H 8 17

EE AZME.

RabbitMQ& Amazon MQE O|A| F AZTI HA &2|AQI 3.102 X|HELICE
O|A| RabbitMQ CHZ |0 24l CHZ7|¥ HH 2(CQv2)E & M83te += U&
LICt 3.80 M 3.102 22| 21 UOI0|E= X|HE|X| E&LICH REM[EH LHE 2

CI=22 X 5HML.

« RabbitMQ 3.10.10 EZ2|A ME
« RabbitMQ changelog

K| HElE RabbitMQ& Amazon MQ HHX & E27{ 18| 0|=0f| CHEF RfA|EH
L2 2 RabbitMQ& Amazon MQ A& HHA 2| MMHE FHESHMIL.

Amazon MQe O|A| ME22 EX AZI HAM 22|42l ActiveMQ 5.17.28 X[
BLICH REMIEH LIS TS S HESMIR.

- ActiveMQ 5.17.2 2l2|A HO|X]

* ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE7{ AF HA dTd0|=
 Spring XML 7+ Tl ALS

Amazon MQE O|AM| 22 F AT HH 22[A Q! ActiveMQ 5.17.12 X[
==

LICE ZtMIEF LHE 2 A zotMl2.

Ojo

- ActiveMQ 5.17.1 2l2|A HO|X]

* ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HA ¥aefo|=
 Spring XML 7 Tl ALS
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Amazon MQ TR 7H0|E

Date AEM HH|0|E

20224 7¥ 142 Amazon MQt O|AN| 2= AT HH EE2|A Q2! ActiveMQ 5.16.58 K| g LICtH.
Mt L2 che8 FEshAM L.
- ActiveMQ 5.16.5 2l2|A HO|X|
« ActiveMQE Amazon MQ Zl HA zt2
 Spring XML 7 Tl ALS
« Amazon MQ EE7 IFI HA ¥ 8lo|=

2022 5¢ 4 Amazon MQO{l E2 74 T+ 440{ A networkConnector 40| CHEF T2 =
017} F IR & LICEH

« H27{9| Amazon MQ HIEQ|3 MA I A

2022'H 43 2520 Amazon MQ O| 2/2|A0= CRITICAL_ACTION_REQUIRED E=Z7 AEf
9} ActionRequired APl &40| FIIE|R&SLICH CRITICAL_ACTION_RE
QUIRED &= EZE7{ 80| XMstx|™ LS LIt ActionRequired = 7HE
At 7to|l=0i M EX| sHZ wdof CHet X|EE = ol A S = Us ZEE A
SELch.

- =M sid

« Amazon MQ API & X 9| ActionRequired =M

2022'4 4% 20  Amazon MQE OIX| EZ& AT HH 22|A R ActiveMQ 5.16.48 X[ FLICH
Mt L8 2 che2 F x5,
« ActiveMQ 5.16.4 2 2|A 1 O|X|
* ActiveMQE& Amazon MQ AT HH 22|
 Spring XML 7 Tl ALS
« Amazon MQ EE27 AIZI HA ¥aefo|=

2022'A4 3% 12 ofAlo} Ef K (XIFHZE} 2IT0I M Amazon MQE AFEE 4= QU&LICH O Ab
g 7ts8t 2ol chet REAMISH L8 2 Aws Lt & Jtol= o] AwS 27 &

RIS ZOIES BHESME.
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Amazon MQ

JHeER 7Hol=

Date

2022'4 28 25¢

2022'4 2 16 Y

20224 28 14

M5 ool
RabbitMQ& Amazon MQ= O|A|| RabbitMQ 3.8.272 X|& & LICt.
ol FalA0| £ At I TS0l ChEt REAME LIS 2 CHE S AL ESAIR.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.27 E2|A HE
+ RabbitMQ changelog

XLl = RabbitMQE Amazon MQ A & E27{ ¢{150| =0 CHEH REA| St
LI & 2 RabbitMQ& Amazon MQ &l HHH™ 2| MM E EESHM L.

O|A| otz 2|77 0| ZE}2) B[ M Amazon MQE A& E = l&LCt Of
AE 7tsE 2ol CHE REMIEH LHE 2 AwsS i & X 7Hol=2o| AWS 2|
ELI O{||:iO|E = xl-?t°|.k||o

RabbitMQ& Amazon MQE O|Al| RabbitMQ 3.9.132 K| gfL|ct. oto|L] A
s dapolE= 2iE! 3.80 A 3.92 180 |ESt= O AFRE £ i LCH
OZH SledH E27{ =5 I8 0|EE ASAAL.

RabbitMQ 3.90 T E MZ& 7|50 CHst REAISH LI 2 GitHub ¢ AIOIE
O| A 3.9.02 ZE|A - E H0|X|E FHZFAAIL.

(@ Note

°4XH Amazon MQe X|#H3HX| & &LICH A E ZEE = RabbitMQ 3.90
QUE JSONOM £ ESHE 2EHE AFSELICE.

ol &2la9o| +7d Atg & 7|Soi CHEt RtMEH LIS 2 CHE S HZshM .

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.9.13 Z/2|A HE
» RabbitMQ changelog

X| ¢ El= RabbitMQ& Amazon MQ HA 2! HEZ27{ {1 a|0|=0of cHt XEA|E
LI & 2 RabbitMQ& Amazon MQ &l HHH 22| MM E EESHMR.
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https://www.rabbitmq.com/streams.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.13
https://www.rabbitmq.com/changelog.html

Amazon MQ

JHeER 7Hol=

Date

20224 28 74

20224 18 18

2022\ 18 13

20227 18 6

20214 12& 20
oJ

M5 ool

Amazon MQE RabbitMQE MEZ2 H27{ X|EE T al5lo4 E{AE HiZ 9|
MNE ZF0MEZ CAAASES ZLIERE £ Q&L

KtMEt LHE2 CHE S s .

« the section called “RabbitMQ X|E”

RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.262 X|ErL|C}.
o| Zlg|Aao| = ALE Q! 7|0 CHEE REMIEH LHE 2 CIS 2 HZSHAMI2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.26 & 2|A HE
+ RabbitMQ changelog

K| ElE RabbitMQE Amazon MQ HHA 2 E27{ ¢a|o|=of CHst KbA|EH
L€ 2 RabbitMQ& Amazon MQ A7 A & 2| MME HZESHAMIL.

z

Amazon MQOU| EEZ7t =2 HZ22| BEE ¢
O|& 224F7| 28 RABBITMQ_MEMORY_ALARM gEH 3

Ct. Amazon MQE =2 H22| B2 E T, siZE & 3

REMlE HEQ HE A E MSELICH F7F HE= Cha2 HASHA L.

+ the section called “ RABBITMQ_MEMORY_ALARM ”

ActiveMQ E 2 7{& Amazon MQOi| CHEF CloudWatch LogsE +435tH,

Amazon MQ= £&E CHEIRI EXE YXI5H7] /1T IAM 2|44 7|8 HA 9|

MY = HEAE 7|9l aws:SourceArn 2! aws:SourceAccount AME
RHELCH 7 HE= CHE2 §ESHMIR.

« the section called “I A} MH|A ESE CH2[Q & X

ActiveMQ& Amazon MQOl= MEZ2 X|E ME T2 X|HEl= EF%F
& Z2EZE MEs5to{ EE 70| AE = U= ZISI AL B 2L

= Qe XE HEFH HERT o E27{0] 014
U= MER KR T UEIRSLICH F7F HEE=

n
ol ok
ok

e

« the section called “ActiveMQ X|E”
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.26
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ

JHeER 7Hol=

Date

20214 11& 16

ol
=

20214 10& 12

ol
=

20214 98 8

20214 8 25¢

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.232 X|ErL|C}.
o| Zlg|ao| £=d AIE & 7|0 CHEE REMIEH LHE 2 CHS 2 HZSHMI2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.23 E2|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
LH& 2 RabbitMQE Amazon MQ A ZI HH 2| MM S FHESHM .

Amazon MQE O|A| Ex ATl HH 22|42l ActiveMQ 5.16.32 K| & ELICEH
XHMEH LHE2 ChE S HEstAL.

- ActiveMQ 5.16.3 2lZ|A I 0| X|

+ ActiveMQE& Amazon MQ ATl HH |

« Amazon MQ EZ7{ AIF HA dd0|=

 Spring XML 7 Tl ALS

RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.22& X|&ELIC}.

o| ZIZ2|A0lE o|F0 X|HE|E ™ RabbitMQ 3.8.170{| A & QIE! 0| A| K|
S K| AZHTTL)E A2 SHE CH7|d 23 EX|ol CHSE =5 0| Z & E|of U&L
Ct. 7|& EE2HE H™ 3.8.222 Yad0|=E35t= Zd0| E&LCE.

ol &2la9o| +7d Atg & 7|Soi CHEt RtMEH LIE2 CHE S HZ s .

« RabbitMQ AH{ GitHub 2|Z X|E 2|2| RabbitMQ 3.8.22 &Z|A HE
» RabbitMQ changelog

K| = RabbitMQE Amazon MQ B L H 2 7{ ¢ 2{|o|=0fl CHEF RbA|EH
L2 2 RabbitMQE& Amazon MQ 7T A 22| B2 I XSHMIR.

RabbitMQ& Amazon MQE HIAIX[EH | X| AIZHTTL)Z AI835t= CHZ[€olM
AlHE 2R 2 QI8 RabbitMQ 7! B 3.8.172 LAIMO R HIZAs F&L
CH A 3.8.112 Al&st= Aol E&LICH
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.23
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5016003-release
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.22
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/discussions/3272

Amazon MQ TR 7H0|E

Date AEM HH|0|E

ok

20214 72 292  RabbitMQE Amazon MQ= O|Al| RabbitMQ 3.8.172 X|&ELICt. O]l YH|O|E
of Z&El = AL X 7|s0i et REAM[EF LHE2 CtE 2 & XstAIR.
+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.17 E2|A HE
« RabbitMQ changelog
+ RabbitMQ& Amazon MQ I Zl K EE

20214 78 16 O|A| AWS Management Console AWS CLIEE = Amazon MQ APIE AH& 5104
Amazon MQ EE7{o| fX| Z2| 7|72 ZHE = JU&Uch BEE7 |§X| &2
Z|zZtol ChEt REAMIBH LHE 2 22 & E5HA 2.

« Amazon MQ EZ74{9| fX| &t2| 7|Zt of <F

2021 72 6 RabbitMQ& Amazon MQ= L&A SHA| w et Ko CHEh X3S A& LICE
UEA SHA| B2 HIAIXIC| IR E FI0|MH HAE SHA| ZtE 7|EFS 2 HIA|
Xlol Z2E CH7|Y¥2 R|HELICE RIMEH LIE S CIS 8 & ZTFHM 2.
o UMX SHA| wE ZE2{7 QI

« RabbitMQ GitHub 2| Z X|E 2|2| RabbitMQ /& s A| 0

ok

X

o

2021462 7€ Amazon MQE O[A| M2 F AT HE Z2|A QI ActiveMQ 5.16.28 X[ E
LICh RtM[EE LIS 2 LS8 B EstAML.

=,
=

« ActiveMQ 5.16.2 2 2|A 10| X|

+ ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HH ¥azlo|=
 Spring XML 7+ Tl ALS

20214 528 26 O|M 3 (H0|Z) Y S (A 20| A RabbitMQE& Amazon MQE At E
T &L A8 7}%%_ 2| 8ol it XEAIEE LIg 2 AwS 217 3 = 2 Q!

£ AxStAL.

IIrn 1
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://activemq.apache.org/activemq-5016002-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ TR 7H0|E

Date MHEM AO0|E
20214 52 182  RabbitMQE Amazon MQE E274 7|27t #edgLCt.

HEHE Mg 4HE Ml Amazon MQE E27{2| d5E %[X3}5l 7| 2I5H A
Bt QIARIA R L HiE ZEof et Y7ol EZ27 EA I vhost MEHS
MMELICEH REMIEH LI 2 Ch2 8 & ESHMIL. hitps://docs.aws.amazon.com//
amazon-mq/latest/developer-guide/rabbitmg-defaults.html

H3FLICH RtM[EH LI 2 CHE 2

r+o

2021 52 5 Amazon MQE O|A| ActiveMQ 5.15.152 X|
A ESIMQ.

« ActiveMQ 5.15.15 ZI2|A 10| x|
« ActiveMQE& Amazon MQ 2T HHA 2|
 Spring XML 74 Tl ALS

2021458 54 Amazon MQ7P AWS 22| HAol| CHet HE ALY =X E AIFIELICH KHA
82 CEE HXstM

« the section called “AWS & 2|3 &2

2021448 144 O|d S=(H0lF) Y S=(EA) 20| A Amazon MQE AIEE £ JU&LICEH
A& 7tSE 2l CHEt AEMISH LIS S AWS 2| 2 JIEZQIEE FHZESHA
o

2021d 42 74 Amazon MQE O|X| RabbitMQ 3.8.112 X|&&L|C}. O] YClo|Eof Z& & £
M A" U TS0l CHEt REMISH LI 2 CHS 2 & ASHMIL.

0jo

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.8.11 Z2|A HE
» RabbitMQ changelog
« RabbitMQ& Amazon MQ 7l H{F 22

L

20214 42 1 O|X{| ot Alo} EHE Y (2AFt) EIT0IA Amazon MQE AHEE =
e E

ol

AA
8 7}s8t 2|0 cHEt XEMIEH LHE 2 Amazon MQ 2|1 &l e &
A 2.

o m»

M n
>

ot
P
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://activemq.apache.org/activemq-5015015-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.11
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

Date

20204 12& 21

ol
=

HBEM HHo|E

Amazon MQE O|A| ActiveMQ 5.15.145 X|EtL|C} RIM|EH LIE2 CIS22

SEXS YIRS

ActiveMQ 5.15.14 Z2|A HE
ActiveMQE& Amazon MQ 27!

Spring XML 748 T A8

/A Important
o] ZIZ|A0M &24El Apache ActiveMQ EXIZ 215l ActiveMQ !
240 A2 2 Pause Queue(CH7|E LAl BX|) HE S ActiveMQ
& Amazon MQ EZ710]| AF8E = gi&LICt o EXofl CHEH RHA]
&t LI AMQ-81048 & ESHMIL.
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https://activemq.apache.org/activemq-51514-release
https://issues.apache.org/jira/browse/AMQ-8104

Amazon MQ

JHeER 7Hol=

Date

20204 11& 4

20204 10& 22

ol
=

2020 9 30

M5 ool

Amazon MQE O|AN| HE| A BEl= @E HA|X| E27{2! RabbitMQE X|
HELICH o|E27H 5t ZEE CHA| 2 ~gE 2 AWS 10| 7|& RabbitMQ |
AR EZ27{E Z oto|ado|ME = U&L

]

RabbitMQE Amazon MQE 7§ mlAlxl 227{ 3 BHAEZE HAIX| 22
7E B galsin Qlmal TRk, B2 MY, AZE o] Yool=g}
Ze stedg x2lgLict,

Amazon MQ= RabbitMQ 3.8.62 X[ LICI X|HE

KEMIEH LI 2 the section called “H7 22| THRE &= sHAI2.

« AWS Z Z| E|o{oll= 1147 oig =ICH 75047t S| B QIAEIA mq. t3.mic

ro E=27{ 4 %|CH 20GBL| AEE|X|7} ;‘t%"5|L.|E|- x| 0
&0 chgt REMIEH LI 2 Broker instance types EHHE & ESHAIL.

« Amazon MQ for RabbitMQE A& 3tE AMQP 0-9-12 At&35t0{ RabbitMQ
Zt0|1E Bto|EHE|7t X[Hste 2E o2 EE2 70| HMAE = A&
LICH X|pEle Z2EEZE U 5 ME2ol Cigt AfMIEH LHE 2 the section
called “RabbitMQ& Amazon MQ Z2E Z” HHHE & E5IAM|2.

+ RabbitMQ& Amazon MQE Amazon MQ7} #Xi MIZElE ZE 2Tl M A

8 £ U&LUch AH8 718t ZE 2|10 Chal REMIS] otE i AWS 2|

X

T AAH
R ELYT

Amazon MQ AFE & Al&HStD, EEFHE MG, JVM 7|8 ofEE|F0|ME
INES

X
RabbitMQ E 2 7{0i| 21Z35l2{H F5H7|: RabbitMQ E 27 M4 2l o474 ¢+
212 A XFAM L.

Amazon MQE ActiveMQ 5.15.132 X[ LICH XtM[EH LI 2 CI22 & X5

M.

« ActiveMQ 5.15.13 El2|A ME

« ActiveMQ& Amazon MQ A& HA gH2|

« Spring XML 7 ot ALS

O|M| FE(Lete) 2IHoM Amazon MQE AL E + JUELICH ALE 7t5E
2|0 CHet XEMIBE LI 2 Amazon MQ 2|7 L A= ZOIEE X 5HAMI2.

427


https://www.rabbitmq.com/
https://aws.amazon.com//free/
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/devtools.html
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/
https://activemq.apache.org/activemq-51513-release
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html

Amazon MQ TR 7H0|E

Date AEM HH|0|E

2020 78 27 Active Directory EE= CHE LDAP AMEHO| HE =l AtE ZHE ALE 5104
Amazon MQ AFEALE QIBE &= A&LICH E7 Amazon MQ AHEXHE F7t,
AN Y - FA L CH7|Hof chet HEtE 228" = JUSLICH RHAIE
MEE= LDAP2} ActiveMQ S8 HZSIMI2.

20204 72 17¢  Amazon MQE O|M mg.t3.micro QIAEHA RS X|ELICH RHAMIEH H
H £ Broker instance types2 & Z M2

2020'A 62 3021  Amazon MQE ActiveMQ 5.15.122 X|&rL|Ct. RtMIEH LIS Cl22 2 x5
M.
« ActiveMQ 5.15.12 Zl2|A HE
« ActiveMQ& Amazon MQ I ZI HA &t 2|
« Spring XML 7+ Tl ALS

20204 42 302  Amazon MQE broker A0 A 5t ZEIM
grLich XEMIBH HE = systemUsage

mo

2l
P
ol
Pl

Amazon MQE= kahaDB 3t A0 Al 7HX| ME2 &8 = K| ELICE.

* journalDiskSyncInterval - journalDiskSyncStrategy=per
iodic o AR C|A3 7|3t s el 7 (ms)LICt.

e
A3 S5 HA

0 0°"

¢ journalDiskSyncStrategy - SRS
- preallocationStrategy - A X{d otelo| 23t 4
o dE 0|2 €Fste WHes F e LICH

HAE HEE S48

2k

FZE St Al

o
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https://activemq.apache.org/activemq-51512-release

Amazon MQ TR 7H0|E

Date MHEM AO0|E
2020'A 3& 3¢ Amazon MQE F 7tX| M2 CloudWatch X|EE X|EL|C}.
« TempPercentUsage - H|PET HAIX|0o AAEl= AE 7t5E HA| AE
2|x|e| HHE ZQlL|C}.

- JobSchedulerStorePercentUsage  -Z&% AFE AE0{0] AFE
k= ClA3 Szto| HE gLt

KEMIB L& 2 Monitoring and logging Amazon MQ brokers EHHE & Z 5 & A
o

—_—r .

2020\ 22 4 OtAlo} EHE (B E) L S5 (H2Q)) 2IX0i M Amazon MQE AFS &
LICt AFE 7t 8 2| 1| CHEE REM|EH LIE2 AWS 2| 2 A EZQIEE X
SHAI 2.

2020 12 2221 Amazon MQE ActiveMQ 5.15.102 X|gfL|Ct RIMEH LIE2 OIS x5t
HL.

o ActiveMQ 5.15.10 EA| HE
+ ActiveMQ& Amazon MQ A& HA zH2|
 Spring XML 7+ Tl ALE

2019 12219 REESES) Y dotd2lzhA T2 F) 2| A Amazon MQE AFSE £
- UAELICH AL8 JHs 8 E[Tofl CHE REAIEE LIS 2 AwS B[ S A=EZQIEE
XX
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https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://activemq.apache.org/activemq-51510-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

JHeER 7Hol=

Date

20194 12& 16

ol
=

2019 10 18

ol
=

MM ¢iols

Amazon MQ= HE27{ AE 2[X|0fl 7|2 Amazon Elastic File System(Amazon
EFS) CH&! Amazon Elastic Block Store(EBS)E AF& 504 X 2|ZF0i|l %Xt E

HEFHE MU= E X[HELICE O s 718 Ao Al =2 78 2 =H|
E g 835t2{™ Amazon EFSE AIS3HML. B2 X[ A7 X =2 XMelFS

£ 835242 Amazon EBSE AI8AI2.

/A Important

« Amazon EBSE mq.m5 E27{ QIAHA & LU AT AL E
= U&Lct

- H27{E dd8 o= OIAE
HEHAEDX| R82 HEE = Qi&LICH

« Amazon EBSE 3ed Lo O|o|E{E = X5t
ActiveMQ & 4/CH7| HHZE 2 EE X|5HK| oE&LICH

° 4
]
0o
2

KtMEt LIE2 CHES

It

F = 5HA

[0

+ Storage

- MEIFES xlChEst7| f/5H SHIE EEH AEE(X| 3 ME

« Amazon MQ REST API #ZX0|M broker-instance-options EZl&A
9| storageType &4

« Monitoring and logging Amazon MQ brokers Et# 2| BurstBalance ,
2 VolumeWriteOps X|EILICH

VolumeReadOps

MEE + U= F 70l MZ2 Amazon CloudWatch X|E = TotalEnqu
eueCount % TotalDequeueCount LICt XFAM|EH LI& & Monitoring and
logging Amazon MQ brokers EHHE & ZE5HM 2.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html

Amazon MQ

JHeER 7Hol=

Date

20194 10& 11

ol
=

2019 9 30

20194 82 30

2019 7 22

2019 62 19

20197 68 12

M5 ool

Amazon MQ= O|Al| O|= &#& 2|0l M FIPS(Federal Information Processing
Standard) 140-2 Z4 A= ZQIE S X|ErLIC}.
AtMet L2 CheE HESHM L.

* FIPS(Federal Information Processing Standard) 140-2

« Amazon MQ 2|™M L A EZQIE

UpdateBrokerInput S4 4 pe
DescribeBrokerOutput SX4E #ZsIAMSL.

O|AM| UpdateBrokerInput £ AF23l0{ 240M EE27{Qt 12T Hot O

E2 YOlo|EE =+ /AU&LICH

Amazon MQE AWS Key Management Service (KMS)2 S&Hz|o M & &
Z3& MSELICH o|A AtA n 2 22|38 CMKE MEiSH7HLE AWS KMS HI™
oA AWS ZEZ|™ KMS 7| A& = U&LICH RtMEH LIE2 MHE Al =
3 HHRE HEstAAIR.

Amazon MQ= CH2 1 ZHe Yo 2 AWS KMS 7| AFR S K| 48t Ct.

« AWS A8 KMS 7| - 7| Amazon MQ £ 0| 7|0l gi&LICH.

« AWS ZZ|E KMS 7| - AWS Z2|& KMS Z|(aws/mq)= Amazon MQOI| A A}
EXE CHalsto] MM, #E| & ArE st A ™ KMS 7| LICt

- 7|& 12 #2|E CMK ME{ - T 74 22| CMKE AFEXI7F AWS Key
Management Service (KMS)0{|A{ 2435104 22| & LCt.

sH@zl) L ofAlol EfE(FHIO|) 2IF0A Amazon MQE AFEE £ U&
LICH AFE 7hs 8 2I™ol CHEE REMIEH LH8 =2 AWS 2|7H &l el = Z 9l
SHAI2.

FHLICHE F) 210l A Amazon MQE ALY & A&LICH A& 7tsE 2T
of| CHEF XtAIEH LI 2 AWS 2| L QIE X QIEE %
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-describebrokeroutput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

JHeER 7Hol=

Date

20194 68 3

2019 5 10

20194 42 29¢

2019 42 16

20194 42 8

M5 ool

M £ e F 712 A28 Amazon CloudWatch X|EE Establish
edConnectionsCount 9l TnactiveDurableSubscribers ¢lL|C}.
AHMEH L2 CHE 2 & X5HM 2.

» Monitoring and logging Amazon MQ brokers

» Monitoring and logging Amazon MQ brokers

ME2 mqg.t2.micro QIAHA RS Q& olo|H AE2|X|7} 20GBE A
StEILICEH RtMIEH LI C tMI2.

_>c

O O =x
e J2Es

ol

« the section called “Cl|O|E{ A&

» Broker instance types

O|AM| B2 7|2 HAnt 2[AA £
s 2=t Q.

EN
=
ok
mjo
>
ol
ok
-|>

AU&LICH RHME LIS 2

« Amazon MQOIA IAME AIE25IE &

o H
« Amazon MQ API & 0i CHt 2|AA =& FHE

O|M| REST APIE Al23loi E27{ X A &
£ HAME = AGLICH RAE LIS OhS S HEstMR.

P

[e]]}

Amazon MQE ActiveMQ 5.15.98 X|§HELICH XHMIEF LIE2 CISE2 &
M.

« ActiveMQ 5.15.9 EA| HE
« ActiveMQ& Amazon MQ 2T HHA 2|
 Spring XML 7 Tl ALS
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344450&styleName=Text&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7C35bdc422838889098b8e9b64d138bf97db8f7f82%7Clout

Amazon MQ

JHeER 7Hol=

Date

20194 3 4

20194 28 27

2019 18 24

20193 1€ 17

M5 ool

HEFH UESF ol E2Ct0|HE AMEH] L S Fol =x| 7ol CHaH 4
M7F MRS LICEH transportConnectors T4 SME networkCo
nnectors T4 M1 & 78501 S Holl ZX[E St ELICH AbA

B L8 2 CHe e BESML.

- M& HEEE MEFF 5K o X

« Amazon MQ E27{ HEQ|3

* Amazon MQ Broker Configuration Parameters

Amazon MQE CHE 2| Qlof REHETE) 2l AHSE = A &L

« OtAlot Ef B (&7tZE)

. 0|3 58(235H0/2)

- 0= SFR(HX|LIol 557)

. 0|2 MR @Iz 28
- 0|2 MR (2E21H)

al
* OtAlo} Ef B (T H)
* OtAlo} Ef B (ME)
« OtAjo} Ef B (AIEL)

Amazon MQmq.t2.micro PIAEHA FHE2 O|A folo{oH Z2EZY
14 1007HE8H X[ ELICt REAMIBH LHE 2 Quotas in Amazon MQ HH#HE &=

StMl.
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Amazon MQ TR 7H0|E

Date AEM HH|0|E

2018'A 12 19 HZ27 HEXI0AMH 22| Amazon MQ EZFHE 7L & £ Q&LICH XFA
2 LIS CIS e HZT5HMIL.
« Amazon MQ EE27{ U ERX=3

» Creating and Configuring a Network of Brokers
- HEFH HER/IE SHIZ 7Y

* networkConnector

* networkConnectionStartAsync

20184 12& 11 Amazon MQ<& ActiveMQ 5.15.8, 5.15.6 2! 5.15.02 X|¢gfLICt.
o]

+ ActiveMQOI|M SHZEE {2 & 7THM AL
« ActiveMQ 5.15.8 EA| ME
« ActiveMQ 5.15.7 EA| ME

20184 128 5281 AWS = H| 8E 2 FM5t= O E20| Zle 2lAaA Ef1 X[HE K| L|Ct.
CIAAE MEE O t= Y 2IAAS MR HEE & QIS0 2[A A0 Ef
X

a
o
|He = UA&LICE RHMIEE LIE2 ElAL00 BT X|E EHHE HZESHAIL.
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