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InternalAccessResoUrceTYPEDELAIlS ........cooiiiiiie e 234
= RO 234
= LR 234
INternetConfigUIatioN ..........oooi e e e e e e e e e e e e e ———— 235
= RO 235
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= LR 235
B T0] o] I 1Y =] P PUUPUUPURR 236
=TSR 236
= LR 237
B [0 o] = o) P PUPURRRTRR 238
=TSR 238
= LR 238
KmsGrantConfiQUration ...............eueiiiii i e e e e e e e e e e e e e e e e e e e e e e e eessanaaaaanes 239
=TSR 239
= LR 240
KMSGrantCONSITAINTS ........eeiiiiiiiiieee ettt e e e e e e e e e e e e s s s ee e eeeeeeaaeas 241
= RO 241
= LR 241
KmsKeyConfIQUIatioN ...t e e e e e e e e e e e aaeaes 242
= RO 242
= LR 242
10T 11 o] o PP UPPPPPRRR 243
= RO 243
= LR 243
NetworkOriginConfiguIation ............ooeiiiiii e e e e e e e e 244
= RO 244
= LR 244
L= 1] = =T 0 0T o PP PPPRPN 246
= RO 246
= LR 247
PONCYGENEIALION ...t e e e e e e e e e e e e e e e e e e e e e e e e e e et as 248
= RO 248
= LR 249
PolicyGeneratioNDEtallS ...........oooooiiiiiiieee e —————————— 250
= RO 250
= LR 250
0] 1o o PP 251
= RO 251
= LR 251
RdsDbClusterSnapshotAttributeValue ..., 252
= RO 252
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= LR 252
RdsDbClusterSnapshotConfiguration ..............ooooimiiiiiicceee e 253
=TSR 253
= LR 253
RAsDbSNapshotAttibUtEVAIUE ...........oooeieeeeeee e 255
=TSR 255
= LR 255
RdAsDbSnapshotConfiguration ..o 256
=TSR 256
= LR 256
REASONSUMIMAIY ...t e e e e e e e e e e e e e e e e e et e e e s e — e e e e e e e e aaaaaaaaes 258
= RO 258
= LR 258
ReCOMMENAALIONEITON ... ..ottt e e e e e e e e e eeaeas 259
= RO 259
= LR 259
RECOMMENAEASTED ... et e e e e e e e e e aaaaaeaaes 260
= RO 260
= LR 260
ReSOUrCETYPEDELAIIS ... e e e e e e 261
= RO 261
= LR 261
S3AccessPoINtCONfIQUIALION ..o 262
= RO 262
= LR 263
S3BUCketAclGrantConfiguration ............ccccoooiiiiiiii e 264
= RO 264
= LR 264
S3BUCKEtCONFIGQUIAtION ... e e e e e e e e e e e e e e e e e e e e e 265
= RO 265
= LR 266
S3ExpressDirectoryAccessPointConfiguration ... 267
= RO 267
= LR 267
S3ExpressDirectoryBucketConfiguration ..............oouuuiiiiiiiiiiieei e 268
= RO 268
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= LR 268
S3PublicAccessBIOCKCONfIQUIrAtIoN ...........uuuiieiiicceee e 269
=TSR 269
= LR 269
SecretsManagerSecretConfiguration ..............ooooiiiiiiii e ————— 270
=TSR 270
= LR 270
SNSTOPICCONTIQUIALION .. ..o e e e e e e e e e e e e aaeeeeeeees 271
=TSR 271
= LR 271
Lo (4] (=3 - PP EERUURR 272
= RO 272
= LR 272
S PN e — e eeeeeeeeeaeeaeeaeeeeette———————————————————————a 273
= RO 273
= LR 273
SASQUEUECONTIGUIALION ...t e e e e e e et e e et e e e e e e e e e e e e nnnnrneeeeeees 274
= RO 274
= LR 274
1= LU ] == <o o SRS 275
= RO 275
= LR 275
SUDSIIING ..ottt e et e et e e e e e e e ettt et ————————————— e e aaaaaaaaaaaaaeeeeereaa———————_ 276
= RO 276
= LR 276
L= LSRR 277
= RO 277
= LR 277
LI =11 L 0] =T 1 PP 279
= RO 279
= LR 279
UnusedAccessCOoNfIQUIAtioN ...........ooooiiiiiiiii e 281
= RO 281
= LR 281
UnusedAccessFIindiNgSStatiStiCS ......cccoooiiii i 282
= RO 282
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= LR 283
UnNusedACCEeSSTYPESTAtISHICS ....ccoieeeei e 284
=TSR 284

= LR 284

(8 T 1T =T o o () o U 285
=TSR 285

= LR 285
UnusedlamROIEDELAIIS .........coo o 286
=TSR 286

= LR 286
UnusedlamUserAccessKeyDetailS .........coooouuiiiiiiiii e 287
= RO 287

= LR 287
UnusedlamUserPasswordDetailS .............uuuuiiueiiiiii e 288
= RO 288

= LR 288
UnusedPermisSioNDetailS ...........oooiiiiiiiiiiiiii e e e e 289
= RO 289

= LR 289
UnusedPermissionsRecommendedStep ........ccoiiiiiiiiiiii i 290
= RO 290

= LR 290
V£ T F= 1 (=1 o] [ Te3 V4l 0T L1 o [P 292
= RO 292

= LR 293
ValidatioNEXCEPLIONFIEIA .......cooeee e e e e e e e e e e as 294
= RO 294

= LR 294
VPCCONFIQUIALION ... e e e e e e e e e et et e e e e e e e e e e aaaaaaaaes 295
= RO 295

= LR 295
B TEEEOIE oottt bttt ettt et aeeae ettt 296
A R O D R R ettt ettt 298
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* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding
* GetFindingRecommendation

* GetFindingsStatistics
* GetFindingV2
* GetGeneratedPolicy

» ListAccessPreviewFindings

* ListAccessPreviews

» ListAnalyzedResources

* ListAnalyzers

* ListArchiveRules
» ListFindings

* ListFindingsV2
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+ ListPolicyGenerations

» ListTagsForResource

+ StartPolicyGeneration

» StartResourceScan

» TagResource
» UntagResource

* UpdateAnalyzer

» UpdateArchiveRule

» UpdateFindings

» ValidatePolicy
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ApplyArchiveRule

o
>
_Ii
11°I'
C
_lTI_

otzlolE & 7|FES £S5t 7IE Aol ofzto|2 FA
Request Syntax

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI 273 ulz2t0|E

22 URI ZtetOEE AMEsHR| ef &L

%2 JSON Ao 2 CtS o|o|E{ & gt&Lct.
analyzerArn
2447|2] Amazon 2|A A O|F(ARN)ILICEH

F&: String

OHEL: [A:]*:[A:]*:[A:]*:[A:]*:[~:]*:analyzer/. {1,255}

T4 041 of

clientToken

ruleName
g8 720 olguict
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HTTP/1.1 200

Response Elements
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AccessDeniedException
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HTTP &'Ef T E: 403

InternalServerException

& M 27,

retryAfterSeconds
MAI=E W7t x| ZIct2le Z=ILICh.

HTTP &Eil ZE=:500

ResourceNotFoundException

resourceld
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4t &7 HTTP 200 8
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resourceType

HTTP &Ef ZE: 404
ThrottlingException

Mt =t 2R E ZTFALICH

retryAfterSeconds

MAI=E W7t x| Z|ckelE ZF U

HTTP &Ei T E: 429

ValidationException

AS ofe| @5 lL|Ct.
fieldList
ABEX| o2 HE =5l C}.

reason
o 2|o| o|salL|Ct.

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule
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« AWS Python& SDK
- AWS SDK for Ruby V3

]
[
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CancelPolicyGeneration

O R{E| X{RH AHA]
AL O L. O 71 OO

| A 8thct.

nio
a0

Request Syntax

PUT /policy/generation/jobId HTTP/1.1

StartPolicyGeneration 20 M BttJobIdEl= &LICEH = GetGeneratedPolicy@t
T AME5to{ T HAME HMSH L BH AHE 5o YA M 2F

CancelPolicyGeneration A& JobId &= JU&LICtH

fjo

T4 S of: of

Request Body

i 2o

o| ei&Llct.

rr

=
[

[o][]
Mo
i

Response Syntax

HTTP/1.1 200

Response Elements

Eefo| dBstH AMH[ATHH|[0{ Q= HTTP EE2 &7 HTTP 200 S & CHA| & ELICH

1

DE HHoM SSHez Ydsts 2F 0ol cHet XME L1822 LErHRI 27 R MME A ESHA
o

AccessDeniedException

O| &

Sp T A SEE HAM A HEro| gi&LICH
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A
0
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HTTP &#Ef Z E=: 403
InternalServerException
LHE MH 27/,

retryAfterSeconds

MAI=E m7tx| Z|ckelE ZE o

HTTP &Ef Z=:500
ThrottlingException

Mgt et @ 7R E = tiaL

retryAfterSeconds

A= & W7k K| 7|Ct2l= = luCt.

HTTP &Ei I E: 429

ValidationException

A5 ol 2/ Lct

fieldList

N .
HBEIX o2 WE 25

reason
of ee| o|& LICH.

HTTP &Ei ZE=: 400

gl

104 AWS SDKs

« AWS BHE QIEH0|A V2
« AWS .NET V4& SDK

« AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

Sl
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« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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CheckAccessNotGranted

o= %

S0 M & I X| e = x| Fl gL

REE AMATEZ

Request Syntax

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}
URI 273 m2tolH
RHE2 URI IZHOEHE A SHX| L& LICH.
3 Ee
LHE2 JSON ¥A|o 2 O} O|O|EE gr&LCt
adCCessS
X HE HHo|H BofsiHE e ke Heto| Z &l HAMA A IL(CH 2Bt X[ZH35HE 1AM
= XMEo| D= g|AA0 CHEH 5HLF O|Ato| ZHQdof| CHE HMAE & OIstL|CH. g
LA A = A HAMA
XH™E 2laa & 5Lt

Access Analyzer= 8252
A2 IAM Access Analyzer= kL O|& 9| B|AAO|M B S
FH |IAM Access Analyzere

OH k

5|
XI55
4 ol MM MBS HOILICH

AADHRIHE B
M2 &OI5HL|CH BT} BlAAS B E
S StLt o[& 2 =

|)<\DI-0.||A-| x'X-IE| XI-O-I

EtQl: AccessZix|| HI
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policyDocument

MiHo| EEHIXxZ AI2E JSON HA EMYUL|Ct

Mol QEYULICH X4 5 MM 1AM 2ot FAlo] HHS HoiFLIch 12 BT Mol
IAM 48, AL R W TEOf CHE 2HEIS U Qlztel HRo| ZEHEILIC

A A2 AWS Z|A A0 CHEF HEHS Eo{EtL|CH 2|AA AXHol= [AM 23&tof| CHEt AlZ| &

- = =]
2 9! Amazon S3 B{Z/0f CHEH B1Z! I&40| ZBHEILICH

SR

HTTP/1.1 200
Content-type: application/json

"message": "string",

"reasons": [

{
"description": "string",

"statementId": "string",
"statementIndex": number

]I

"result": "string"

[
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message
XEE AMATE B E=X] 047 & LIEIL = HIAIX|JLICH
72Xt
reasons
Zxte| FEof CHeh dFLict
Etl: ReasonSummaryZ4&i| Hi
result
B A 518 0{F E QT A LICt ZAutot @l B PASSK|IHEE HAE2 MM A XM XH
El HEH 2 5{85tK| efaLIch A7t @l B2 XIHE HHMFAILO| AMA Ao YR E= HE

e 518% + e

Et: 22Xt
$X& 4f: PASS | FAIL

°R

2E YoM SSHoE Ylsts off CHEH RtAMEH LI 2 LBl @ F 78 MMS FHESHA
2.

AccessDeniedException
Ol &edg 4+ 8% 4 ol SEE AMA Heto| geict
HTTP &fEll 2 E=: 403

InternalServerException

L2 A 27
retryAfterSeconds

A= & Tk R| Z|CH

HTTP & Ei Z=: 500

2l Z=JLct.
APl H71 2019-11-01 13

to
Ju



B

IAM Access Analyzer API &

InvalidParameterException
XIEE oetole7t 2R E[I&LICH

HTTP &fEi ZE: 400
ThrottlingException

Mgt et 2 7 E Zoti&Lch

retryAfterSeconds
MAI=E W7t x| ZIck2ls ZLCh

HTTP AFEf 2= 429

UnprocessableEntityException
XEE M E MElg = elaLich

HTTP &fEi 2 E: 422

ValidationException

A3 ol 2/ Lct

fieldList

HBElx| e e S =L

reason
of e|ef o|& LICt.

HTTP &Ei ZE: 400

F
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2104 AWS SDKs

« AWS BZE QIE{H 0|4 V2
AWS .NET V4& SDK
AWS SDK for C++

AWS Go v2& SDK

AWS Java V2 & SDK

]
fi
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« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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Request Syntax

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"
}
URI 2% mi2t0|H

QS URI It2tO/E{E ME5HK| of&LCH.

LY JSON Ao 2 C} 2 H|o|E E E&LCt
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CheckNoNewAccess
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policyType
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HTTP/1.1 200
Content-type: application/json

"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number

]I

"result": "string"
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result
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AccessDeniedException
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ok
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fjo

HTTP &fEi ZE=:403

InternalServerException

LHF MH 27/

retryAfterSeconds

MAIZ ci7|sts Z=LICH.

HTTP &fEil Z=: 500
InvalidParameterException

XEE oetolE7t &2 ER{& L

HTTP &fElil 2 =: 400
ThrottlingException

Mgt eIt 2 7FE Zntsi&Lch
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retryAfterSeconds
MAIZ ch7|5h= ZLICH.

HTTP &fEi ZE: 429

UnprocessableEntityException
XEE M E MElE = el&LIch

HTTP &fEi ZE: 422

ValidationException

A5 o2 2 F7 L.

fieldList

HBEIX o2 TE S8t

reason
ofele| ol lL|Ct.

HTTP &fEi ZE: 400

Sl

2104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

* AWS Go v2& SDK

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess
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IAM Access Analyzer

CheckNoPublicAccess

2|4

Ly

A G0l X|HE Elas 0| CHer HEER] HMA HEFE Foig = JUEX| FAELICH

Request Syntax

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{

"policyDocument": "string",

"resourceType": "string"

22 URI Zt2tOEE ME5HR| ef&LICH

resourceType
T 2| AN 0] CHEH TIHE 2lAaA RBYULICH 6E S04 Amazon S3 EHZIol T8t TE2| k|
AE EOlstE{H Z|lAaA REAWS: :S3: :Bucket2 2 E ME4E &= Ql&LCt
xR X|BEX| e 2las ¥l B IAM Access Analyzer= 27 & BHetgfLICEH
EtQl: =Xt

$%& 2k AWS: :DynamoDB: :Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

APl HHZ 2019-11-01 20
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| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint

| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail: :Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

[z}

T 048 of

gg 78

HTTP/1.1 200
Content-type: application/json

{
"message": "string",

"reasons": [
{
"description": "string",

"statementId": "string",
"statementIndex": number

}
1,

"result": "string"

[a

mlo
e
op
o
r
ful

xtedo| MEBSHH MH|AZHHTTP 200 &

CtE ClOIE = AH|20f 2|3 JSON E4Alo 2 gretELICH

message
XM= HAMO| 2|AA0 CHEE HHEE! HMAE FES=EX| IR E LIEHLHE HIAIR[LICE
Y XY
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reasons
RIS BlaA HA0| BlaA RO L3 HE2 AAA MEHS Roists 0l S2LICH

EtQl: ReasonSummary Z4&i| HH

result
XEE 2lAaA Y| CHEt HEZ| HMAE & Qlst AutlL|ct Zn7t 1 A PASSHAME XY
E BlAA Y| CHEt HEE HMAE 515K L&LICH 2ot @l B FAILEAM2 X|HE 2
AA Y| CHE HEZ HHAE SHEE &= U&LICH

stelof M BEHOZ WAsts QRO CHE AFME LIS 2 YHHsol o

AccessDeniedException

rr

of

AT

rot
2
=
>

]
rot
S
50
>
r
Ani

ol Beig 4+

ek

Ea o)
TI\I\I

mjo

HTTP &Efl ZE: 403

InternalServerException

LI AME 27
retryAfterSeconds
MAIZ & 7K 7Ick2ls ZILICH.

HTTP &fEi ZE=: 500
InvalidParameterException

XEE otetolE7t &2 =& L

HTTP &fEil 2 =: 400
ThrottlingException

Mgttt 2 7 E ZoR&LICH
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retryAfterSeconds

FMAIZE w7k R| ZIChEl= =L,

HTTP &fEi ZE: 429

UnprocessableEntityException
XEE M E MElE = el&LIch

HTTP &fEi ZE: 422

ValidationException

A5 o2 2 F7 L.

fieldList

HBEIX o2 TE S8t

reason
ofele| ol lL|Ct.

HTTP &fEi ZE: 400

Sl

2104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer

APl & X

CreateAccessPreview

2lAA MBS HHE%UI Mof 2|A A0 CHEF IAM Access Analyzer

A Ol2l 27|18 Mgt
Request Syntax

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI 273 ulz2t0|E

¥ URI It2tOEHE A8 St ef& Lt

analyzerArn

AMA Ol2| 278 ddst= ol AEXlE 7

SEfel EM7|of CHEF HMA O|2| 278 4

F: String

MEM7|o
e £ QlaLch

ZAF 40 E Ol2|

O| ARNQILIC} Account &

OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

T4 045 of

%TAI\EOA-”

& A Active

CreateAccessPreview
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APl & X

L4 &S 0 ofLiR

configurations

HHA Ol2| E7I8 Aasts ol A
7lol= RSHEl HM|A Ko TAIS AL 5o BlAL0] S ElS
=3 ELICH T BES] stLkel R 47 & Elofof Bt

HTTP/1.1 200
Content-type: application/json

{
IIEII: "String"
}
SH 24

I8 &= 2lAaA0 CHet AMA KMo FEULICH HMA Ol2| 2

Q| MM|AO] CHEF Z=AF A7t

id
HMA O|2] 27|l 7] IDYLICE.
K& String
IHEd: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}
o

QlH}X{O

E BolM B0 wass QR0 ChE RME LISS &

0 HI

olo
il
=l
M
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AccessDeniedException

A;
_I_%l;l

ok

AN
T AR

jo

o &4
HTTP & Ef Z E=: 403
ConflictException
S o 2FULIC
resourceld
2| AA Q| IDQILICE.

—_ —

resourceType

0%

alasr

HTTP &fEll 2 E=: 409
InternalServerException

L& MEH 27,

retryAfterSeconds

.
UE B

MAIZ CH7|5tE ZLICH

HTTP &Eil ZE=:500

ResourceNotFoundException

= = A
qg El_j.\_ﬁg <= T

resourceld

2| AA 9| IDQILICE.

resourceType

0%

2lAaAol 7

HTTP & Ell ZE: 404

ServiceQuotaExceededException

MHIA R ET 2RE 55

resourceld

2laA IDYILCH
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B

APl &

resourceType

SEAESES

0%

HTTP &Ef FE=: 402
ThrottlingException

Mgt ete7t @ FE Tosi&LICh
retryAfterSeconds
MAIE 7 |st= ZiLicH
HTTP & Ef Z E: 429
ValidationException

AE o 2 F LCt.

fieldList

ASE|X| ot TeE 229 0}

[=N'=) = =

LS

reason
of e|ef o|& LICt.

HTTP &fEll 2 =: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

]
[
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
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« AWS Python& SDK
- AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

i
P

IAM Access Analyzer API
CreateAnalyzer
HHof chet 2A47|& et
Request Syntax
PUT /analyzer HTTP/1.1
Content-type: application/json
{
"analyzerName": "string",
"archiveRules": [
{
"filter": {
"string" {
"contains": [ "string" 1],
"%": [ Ilstringll ]'
"exists": boolean,
Ilmll: [ Ilstringll ]
}
1,
"ruleName": "string"
}
1,
"clientToken": "string",
"configuration": { ... 3},
ntagsn: {
"string" : "string"
1,
"type": "string"
}
URI % »jzto|E
232 URI T2tO/EHE M-S st X| ef&LICh
- =
ey =2
QS JSON BAlo 2 C} 2 HIo|EE graLch.
API H{7 2019-11-01 29
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analyzerName

Mg 2470l olgeLint
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L

30

Zo| M2k =4 Zo|= 1. =|CH Zo|= 255.

I{Ed: [A-Za-z][A-Za-z0-9 .-]*
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E‘JI\‘ o;'_l?l_: 04|

archiveRules
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ER|
jo
ofy
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g'l_l

EM7o| =7t 0P9POI‘=' 1_1"'5.% XEgLCH otztolE &
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E}Q!: InlineArchiveRule ZHA]| HY

i ol

clientToken

(0]

LY BAY

T4 B 0f ofLI@

configuration

2ad7|o] TAIE RIMHLICH BA41717} DAL HAA EA17I0] A2 XIHE OIS AMA Hel7}
TAd0l ASEILICH EA7I7 LIR HAA BATIQ B XIHE LIS HMA B4 F2I0] 7o
A ELICH

$&: AnalyzerConfigurationZ4&|

&1 o] Z4A= UnionlLICH O iAo MtH= stLtBF XI5t 7Lt gHere & &Lt

tags
24700 M8Y 7|3 Hool tiPYULICH RLIZE 22X =&AL B, _, ./, W E=-2 A8Y
& +UaLict-
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type
dMe 27| RPULICEH 2|HEE A™Y stLte| BA47|0F MME = Q&LICH 2[MEE £
A z|CH 5710 EMTIE ME = l&Lch

& 2t ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

[z}

T 048 of

SR

HTTP/1.1 200
Content-type: application/json

{

arn": "string"

}

ge

0l0
>

bl

Fdo| HEstE MH|ATFHTTP 200 S22 gH&EfLICH

d

CHS ClO|E= MHIA 0] 2/3H JSON Aoz ghetElL|ct
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230 ols HHE EA47|2] ARNILICE.
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&: String
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OHE: [A:]*:[Ac]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

=
T
BE HUoIM BEMO R WMSHE RO TIE AHHE LIS U0 08 S MM AESA
(@]

AccessDeniedException

ol &ted 4 ol SR A& HEto| gL

fjo
1
0%
et
rr

HTTP &'Ef 2 E: 403
ConflictException

SE£ o 2FLCH

resourceld

2|40l IDYLCH

—_

resourceType

o2

BlAA .
HTTP &'Ef T E: 409

InternalServerException
LR M 257,

retryAfterSeconds
MNMAI=E W7t x| Z|chels = Lch

HTTP &Ei ZE=:500

ServiceQuotaExceededException

Ol

MHIA SR QLFE SFERELICH
resourceld
2|AA IDRILICE

resourceType

o2

2liaa R
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HTTP &fEll 2 E: 402
ThrottlingException

o

P 7 E ZoRi&LICH

r

X8t

retryAfterSeconds

MAI=E m7tx] 7|ctel= = Lch

HTTP &fEi ZE: 429

ValidationException

435 o2 @FLICE.
fieldList
AKX o2 e S5/t

reason
o 2|o| o|salL|Ct.

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APl & X

CreateArchiveRule

KIBE 2 A47(0f CHEt of7tol2 212 MAIBHLICH ofstols Rl RIS MM o Hol# 7IES
SXcts M ZLE NS0 2 ofstol=ELIC
ob7tolE FAIg Madets Bl AL E 4 Rl TE| 7lof ChEt XPAIEH LIS 1AM ALS AT 0] 1AM

Access Analyzer ZE 7|E HZESHA L.

Request Syntax

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

Zo| d|ef: |4 Zol 1. =/ Zol= 255.

O{Ed: [A-Za-z][A-Za-2z0-9_.-]*
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AccessDeniedException

A;
_I_%l;l

ok

AN
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jo

o &4
HTTP & Ef Z E=: 403
ConflictException
S o 2FULIC
resourceld
2| AA Q| IDQILICE.

—_ —

resourceType

0%

alasr

HTTP &fEll 2 E=: 409
InternalServerException

L& MEH 27,

retryAfterSeconds

.
UE B

MAIZ CH7|5tE ZLICH

HTTP &Eil ZE=:500

ResourceNotFoundException

= = A
qg El_j.\_ﬁg <= T

resourceld

2| AA 9| IDQILICE.

resourceType

0%

2lAaAol 7

HTTP & Ell ZE: 404

ServiceQuotaExceededException

MHIA R ET 2RE 55

resourceld

2laA IDYILCH
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resourceType

SEAESES

0%

HTTP &Ef FE=: 402
ThrottlingException

Mgt ete7t @ FE Tosi&LICh
retryAfterSeconds
MAIE 7 |st= ZiLicH
HTTP & Ef Z E: 429
ValidationException

AE o 2 F LCt.

fieldList

ASE|X| ot TeE 229 0}

[=N'=) = =

LS

reason
of e|ef o|& LICt.

HTTP &fEll 2 =: 400
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« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

]
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
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« AWS Python& SDK
- AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule
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DeleteAnalyzer
RIME BM7|8 AXELICH 247

=
=
Access Analyzer7t HIZ ASHEILICH 2417101 MBI RE FAF Z0H7k AMELICH Of el 4

g & glaLch

Request Syntax

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

Q™ 2 URI IEHOIE{E AL ELCH

analyzerName

ArA|Er 2A47(|9| 0| LCH.
Zio| M =|A Ziol 1. =|CH Zo|E 255.
I{Ed: [A-Za-z][A-Za-z0-9 .-]*

E 045 0of

clientToken

Zzlo|odE EZQIL|CE.

Request Body

e 2= 220l &Lt

ol

Response Syntax

HTTP/1.1 200

Response Elements

4ol 43 5HH MH|AT}E H|of Q= HTTP 2= &7 HTTP 200 SEE CHA| A& ELICH

r
HO
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o
TE HUoM SEXMoE Ylsts 2 R0l Ciet RHAMEH LI 2 LEXQl 2 F R MdES HESHA
(@]

AccessDeniedException

O Bl 8 & 9l SEE AAA HEto| gL

- H

fjo
ek
rr

HTTP &fEi ZE:403

InternalServerException
LS MHH 2F.
retryAfterSeconds
MAIZE W7t K| Z7|ct2ls Zuct
HTTP &Ef ZE=: 500
ResourceNotFoundException
EY a2 E HE = &L
resourceld
2|AA 9| IDYILICY.

resourceType

o2

2lAAO| R
HTTP &Ef ZE=: 404
ThrottlingException
Mg et @7 E ZaMELICH
retryAfterSeconds
MAIZE w7t x| Z7|ct2ls Zuct
HTTP &fEll ZE=: 429
ValidationException

A5 ol 2 FLCH.

|==N=)
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fieldList

HE =Xl ofe W 2Lt

reason
of ef ol LICH.

HTTP &fEi ZE: 400

Sl
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer
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DeleteArchiveRule
X|HEE ot7to|E #EE AfAIELICH
Request Syntax

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI 273 ui2t0|E

FO
o

2 ChS URI Zt2tO|EHE AFSELICH

analyzerName

ANE otztolE AT HAAE 2447(0| 0| LICE.
Z4o| M2k %A 4ol 1. Z|CH Zol|E 255.
O{Ed: [A-Za-z][A-Za-z0-9_.-]*

Ll 045 of

clientToken

Zcto|HE EFLICH

ruleName

Request Body

e 2o

rr

E2E0| &Lt

ol
Ho

Response Syntax

HTTP/1.1 200
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Response Elements

2tedo| HS 6t AMH[ATE H|o] Q= HTTP 221 &7 HTTP 200 82 CHA| &

1

DE 3ol ZEHOR UM 2 FOI CHE AHAIE LIS
(@]

AccessDeniedException

o &Hod =

1 =

mo
1
ot

HTTP &fEi ZE=:403

InternalServerException

L M 28

retryAfterSeconds
MNMAIEE W7 Z|ctels = U

HTTP &fEi ZE=: 500

ResourceNotFoundException

resourceld

2| AA 9| ID]ILICE.

resourceType

HTTP &Eli 3 =:404
ThrottlingException

Mgt BtE vt @78 ZRFALICH

retryAfterSeconds

MAIZE w7t x| Z|chel= ZLch.

—_

T e SE8 HMA HEto| giaLich

Response Elements
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HTTP &fEi ZE: 429

ValidationException

A5 ol 2 FLICH

fieldList

HEExl oo W =5

reason
o 2|o| o|salL|Ct.

HTTP & Ef ZE=: 400
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer

APl & X

GenerateFindingRecommendation
OIAMS HE ZAF Zofof CHEt HE Arehe Madgtiic
Request Syntax

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

2t HE A E ddste ol A8 &= E47(2 ARNRILICH

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200

Response Elements

40| M 26t MH|ATE H|o{ Q= HTTP E24+ &7 HTTP 200 2E 2

GenerateFindingRecommendation
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AccessDeniedException

Xtod SH
=]

|

o

ot
rir

ol
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HTTP &fEll 2 =: 403

InternalServerException
LS M 2 F
retryAfterSeconds

MAIZ CH7|5tE ZLICH

HTTP &fEl Z=: 500
ThrottlingException
Mgt steot @ 7 E =& LICH

retryAfterSeconds

Az CH7 |5t ZLICH

HTTP &Ef 2 E: 429

ValidationException

A5 ol 27 L|ct

fieldList
ABEX| gf2 HE SELch
reason

ofele| o|slL|Ct.

HTTP & Ef ZE=: 400
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https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer

APl & X

GetAccessPreview
X|HE 2M7]0| HAA D2 E7|0f CHEH &

Request Syntax

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI 273 ui2t0|E
&2 CtE URI Tt2t0|E{E AFEELICEH

accessPreviewld

HMA 0|2 E7|e] 2 IDYLCE.

I [a-f0-91{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{4}-[a-f0-9]{12}

Zis 0458 of

analyzerArn

MM Ol2| 27|1& ddsts ol A8 El= 24472 ARNRILICE

OHEA: [~ ]* [~ ]* [~ 1% [~:]*:[*:]*:analyzer/.{1,255}

I
>

045 0of

Request Body

e 2o

rr

E2E0| gl&Lct

ol
HO
i

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {

"analyzerArn": "string",
"configurations": {

GetAccessPreview
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"string" : { ... }
I
"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
}
SH A

1od0] A4 5HEd AHIATEHTTP 200 SE S BH8fLICH

= o

A

CtS Olo|E{= AMH|20f 2|5 JSON &4

accessPreview

Hr
N
e
2'-'
0
A
I
T
[u}

HMA O|2| E7|0f cHEt &

EtQl: AccessPreview ZHA|

7ol CHet RtMIEH LI 2 B2l

o
-

=]
=0

AccessDeniedException

T = Us SEE HAM A HEro| &L

rr

Of ¢4

jo

HTTP &fEil Z = 403
InternalServerException

LS MHH 2F.

retryAfterSeconds

Z Lk

rr

MAI= CHZ|St

HTTP &Eil Z=:500
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ResourceNotFoundException

EYElaAE HE + U&LIDH

P

resourceld
2[AA 0 IDYLICY.
resourceType

X

2lAA0| R,

HTTP &Ef ZE=: 404
ThrottlingException

Mgttt 7 E ZoR&LICH

retryAfterSeconds

MAIT= chZ|st

rr

HTTP &fEi ZE: 429

ValidationException

A5 o2l 2 FLCt.

fieldList

ZBExl o2 WE =5
reason
ofelof olgelLict.

HTTP &Eil ZE: 400
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
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« AWS Java V2& SDK
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview
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GetAnalyzedResource

EME BlAaAl CiEt HEE AMEtL|Ct

—

Ol B¢l QI HA|A B AI7|o|AMEH RIHEILIC

Request Syntax

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI 273 1i2t0|E

FO
0k

2 CI2 URI Tl2tO|E{E AFEEFLICH.

analyzerArn

x4
o

HL

E Mg E497[0] ARNRILICH

OHE: [~ *:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

]
1>
2
n!
3

Request Body

e 2ol 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
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B

Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}
SH A
AH10| 4B 5HEd MHIATHHTTP 200 SE BB LICH

resource

IAM Access Analyzer7t 2|AAE 2ME [ 32 HE7I & El AnalyzedResource Z4A| L]
Ct.

Etl: AnalyzedResource Z4&]|

=
T

MME FH RSt
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2
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InternalServerException
L= AME 27
retryAfterSeconds

MAIZ CH7|5tE ZLICH

HTTP &Eil ZE=:500

ResourceNotFoundException

resourceld
2lAA0| IDRILCE.
resourceType

2lAAO .

HTTP &Ef ZE: 404
ThrottlingException
Mgttt @7 E =& LICH
retryAfterSeconds
MAIE CH7|st= ZILIcH
HTTP &fEll = 429
ValidationException

AE o 2 F LCt.

fieldList
HBEIx| e We 2=
reason

of2]2| o LICH.

HTTP AFEH 2= 400
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource
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GetAnalyzer
RIHE 2470l cHEt HE S ZHAMELich
Request Syntax

GET /analyzer/analyzerName HTTP/1.1
URI 273 mtet0|H

L2 ChE URI TtetO|EE AFSELICH

analyzerName

HME 2M7|2| o|F L.

Z ol dMef: |4 Zol 1. =|Ci Zol= 255.

Request Body

e 2= 220| &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

"analyzer": {
n n Ilstringll’

arn":

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string"
"name": "string",

"status": "string",

GetAnalyzer
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"statusReason": {
"code": "string"
1,
"string" : "string

1,
"type": "string"

[a

Zredo| AZ25tH MH|AZFHTTP 200 &S HF& 8L C}

r

Ct2 HIo|E{= AMH[A0f 28 JSON HAlo = BretE LIt

analyzer

2A970of et HE7F 28 E AnalyzerSummary ZHA| I L|CH

EtQI: AnalyzerSummary ZH&{|

o8
TE FefolM BEMOR YMsHE QFO CHEF KHMIE LIS S UHHEI0l 0 F 98 MMS MM
o

AccessDeniedException

AN O e —
== S8t A

rr

Ol 2t

fjo
1
0%
et

HTTP & Eil ZE=: 403

InternalServerException

L& MEH 27,

retryAfterSeconds

MAI=E W7t K| ZIck2le Z=dLICh.

HTTP & Eil Z=:500

APl HH& 2019-11-01 57

olo

n
0]
B>



IAM Access Analyzer

APl & X

ResourceNotFoundException
EdelacE HE = olgLULh
resourceld

2[AA 0 IDYLICY.
resourceType

o=

2lAaA 9|
HTTP &Ef ZE=: 404
ThrottlingException
Mgt eteTl @7 E Za&LICH
retryAfterSeconds

MAIEE W7k x| Z|ctels ZLch

HTTP &fEi ZE: 429

ValidationException

A5 o2l 2 FLCt.

fieldList

ABEX| g2 He S5

reason
od2|o| o|salL|Ct.

HTTP & Ei Z=: 400
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« AWS Java V2& SDK
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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GetArchiveRule
ot7tol|= Aol CHEt MEE st |},

otztole =lg MM ste ol AHSE = U= EE 7|0 CHEF XEM[EF LHE
Access Analyzer ZIE{ 7|E &AM

Request Syntax
GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI 273 ui2t0|E

Q¥ CHg URI TtELOIE & A8 ELICH.

T2l ZJMe BEAM7|o] 0|2 ¢Q]LCE.
Zo| AM|eF: x|A Zol 1. 2|cH 2ol 255.
I{Ed: [A-Za-z][A-Za-z0-9 .-]*

T4 041 of

ruleName

O{Ed: [A-Za-z][A-Za-z0-9_.-]*

Request Body

e 2o

rr

EE0| &Lt

Ol
HO
I

Response Syntax

HTTP/1.1 200

2 IAM A

g AP MO IAM

GetArchiveRule
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Content-type: application/json

"archiveRule": {
"createdAt":
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]

"string",

}I

"ruleName":

"updatedAt":

"string",
"string"

[a

archiveRule

|

FL|CH. ofz}ol
LICH.

gt HEE X

Ot7to|E &0 C ]
OS2 ot7to|E¢

ot= M 2Lt E XS

EW EW

E}l: ArchiveRuleSummary ZH%||
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o

HTTP &Eil ZE=: 403
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InternalServerException
L= AME 27
retryAfterSeconds
MNMAIEE W7 Z|chels =AU

HTTP &Eil ZE=:500

ResourceNotFoundException

resourceld
2lAA0| IDRILCE.
resourceType
ElAAS RF.
HTTP & Ef = 404
ThrottlingException
Mgttt @7 E =& LICH

retryAfterSeconds

rir
P
I°
T
ful

KMAIEE kK| Z|CHE

HTTP &E| T E: 429

ValidationException

AE o 2 F LCt.

fieldList
HBEIx| e We 2=
reason

of2]2| o LICH.

HTTP AFEH 2= 400
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AWS BHE QIE{H 0|4 V2
AWS NET V4& SDK

AWS SDK for C++

AWS Go& SDK v2

AWS Java V2& SDK

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule

IAM Access Analyzer APl & X

GetFinding

X|HE ZAntol st MEE ZHAMELICH GetFindingZt GetFindingvV2E 25 IAM &2 29| access-
analyzer:GetFinding Action 40| AAEELICH access-analyzer:GetFinding HYE
g etol 2{ofoF gLt

(@ Note
GetFinding2 2|5 HMA 270 MEH X|HELICH LHE I OJAME dAA 2470l
GetFindingV2E At sfof rL|Ct.

Request Syntax
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI % »jzto|E

Q¥ CHg URI TtEIOIEE A8 ELICH.

analyzerArn

Request Body

e 2&oi

rr

E&0| gl&Lct

ol
HO

Response Syntax

HTTP/1.1 200
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Content-type: application/json

{
"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
}
SEH 4L
a+40| HZSHH MHIATEHTTP 200 ST S Br&stLicH

finding

N

A0t M2 HE7F 28 E finding A LT

0o
o
0]
B>

API %1 2019-11-01 65



IAM Access Analyzer APl & X

Et{: Finding Z4%i|

Fo

=
T

MMEE X st

0%

E stelolM TEHOR YA QRO CHE AHME LIS S YH sl 0%

0 HI

AccessDeniedException

T = QU &Lt

o
2
x
>
El
o
°
50

=d
ST

rr

O %t

ffo

HTTP &fEi ZE=:403

InternalServerException

L& MEH 27,

retryAfterSeconds
MNMAIEE W7 Z|chels Z L

HTTP &fEi ZE=: 500

ResourceNotFoundException

resourceld

2| AA9S| IDQILILC.

resourceType

HTTP &Ef = 404
ThrottlingException

Mg ete7t @ F & Tosi& Lo
retryAfterSeconds

MAI=E W7t x| Z|ckelE &= o

HTTP &Ei T E: 429
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ValidationException

A5 ol 2 FLICH

fieldList

HzExl o2 W =5

reason
o 2|o| o|salL|Ct.

HTTP & Ef ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFinding

IAM Access Analyzer APl & X

GetFindingRecommendation
RIHE 24470l ChEt Aot HE Algtol CHEt MEE Mgt
Request Syntax

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI 273 1t2t0|E

FO
0

2 Ch& URI Zt2tO|HE AFSELICH

analyzerArn

m\l

20 HY ALY E ddste ol AEXlE E47(2 ARNRILICE

OHE: [A:]*: [~ ]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

id

At HEY Mgl 17 IDYLICH

ZO| A< |2 2ol 1. 2|t Zol= 2,048.

T4 HS of= of
maxResults

SHEof grete x[cf Aat =Lt

REsH He: Azt 1uCh =|CHZf2 1000QL|Ct
nextToken

tetEl Aol Ml o|X| i A El= EZLICH

Request Body

e 2= 220 &L

ol
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Response Syntax

HTTP/1.1 200

"string",

Content-type: application/json
{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
I
"nextToken": "string",
"recommendationType":
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}
SH A

CtE ClOIE = AH|20f 2|3 JSON EAlo 2 BretELICH

completedAt

| AlmiEt o|of CHEH RHAIEH

44 RecommendationErrorZ4Ai|

nextToken

ol

HhetEl 4

Kt

=0
o
el

o
=

to| H|o|X| ool AR E|= EZQlLC}.

G l=]

Heluct
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recommendationType

ZAutof Ciet W A fFLICH

 BAY

m
°

S E Zf: UnusedPermissionRecommendation

T2 BA

recommendedSteps

ZAnto]| cier HE CHA| o=t

E}): RecommendedStepZi&| Hi

resourceArn

{&: String

W arn:[As]* s [Ae]* A% [~ D% *

startedAt
Aot HE AL ZAMo| AlRFE AlZEILICEH
S8 Elagz

MME B xS

0%

QFOo CHEr RiMIEF LI 2 LB MR 2 F &

AccessDeniedException

30

JESEERSTEES:

|

fjo
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HTTP &fEll 2 E=: 403

InternalServerException
L2 A 25,
retryAfterSeconds

MAI=E W7t x| Z|ckelE ZF U

HTTP &Eil ZE=:500

ResourceNotFoundException

EMEIAAE FE 5 Ql&LICH
resourceld

2lAA 0l IDRILICH

resourceType

HTTP & EH I E: 404
ThrottlingException

Mgt steot @ 7 E ZF&LICH
retryAfterSeconds
MAIZE w7k x| Z7|Ch2lE 2L
HTTP & Ei ZE=: 429
ValidationException
A& o 27 LICH
fieldList
ABEX ete He S5O
reason

of2]2| o LCH.

HTTP AFEH 2= 400
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AWS BHE QIE{H 0|4 V2
AWS NET V4& SDK

AWS SDK for C++

AWS Go& SDK v2

AWS Java V2& SDK

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingRecommendation

IAM Access Analyzer

GetFindingsStatistics

ol HM|A EE OJAHS ANA BA470f CHEt EHIE 2T A4 S22 AMFLICH

rr

Request Syntax

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

"analyzerArn": "string"

URI 273 ui2t0|E

22 URI ZtetOEHE MEsHR| ef& LT

analyzerArn

S7HE ddst= ol MEEl= EA7]|2] ARNRILICEH

o2

: String

30

OHE: [A:]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

[l
als

045 of

SR

HTTP/1.1 200
Content-type: application/json

"findingsStatistics": [

€ coo &

1,
"lastUpdatedAt": "string"
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CtS Olo|E{= AMH[A0f 2|5 JSON EAe 2 BhEHEILICE.

findingsStatistics

Qe HMA E= OAMS AMA ZA Aot 7ol 2ELICH

EtQl: FindingsStatistics 24| H{

lastUpdatedAt

ClO|E & AlZhlLich =AH 2t SH|7F XIEE 2447101 CHsl 0]
£ MYAXIX| k&Lt

2t SH Aol obx|

m]
a]
ol AME|X| et 2 F<0

o2 ¢
Zc

30
o
m

PN

5

o
u

0%

HAUolMH 3oz Ydsts 270l CHE AtMEH LIE2 LM 2 F R MME HZSHA

o H
S

AccessDeniedException

ol Beig £

et
rr
of
AT
rot
2
=
>
]
rot
S
50
>
r
n

2 0
T/\I\I

jo

HTTP &Eil ZE=: 403

InternalServerException

i ME 2%
retryAfterSeconds

MAI=E m7tx] 7|ctel= = uch.

HTTP &Ei ZE=:500

ResourceNotFoundException

oA APl HH& 2019-11-01 74



IAM Access Analyzer

B

APl &

resourceld

2| AAQ| IDQILICE.

resourceType

2lAA9|

0%

8.
HTTP &fEi ZE: 404
ThrottlingException
Mgt et @ 7FE Zo&LICH

retryAfterSeconds

FMAIZE w77k R| ZIChEl= =L},

HTTP &fEi ZE: 429

ValidationException

A5 ol 2 FLCt.

fieldList

ABEX| gf2 HE S5

reason
of e|ef o|& LICt.

HTTP & Eil ZE=: 400

F

2t

al
210{¥ AWS SDKs

« AWS BHE QIE{H0[A V2
« AWS .NET V4& SDK

* AWS SDK for C++

« AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3

]
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingsStatistics
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+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingsStatistics

IAM Access Analyzer APl & X

GetFindingV2

XIHE Antof cist HEE HAMEILICH GetFindingZt GetFindingV2E 25 IAM 2 29| access-
analyzer:GetFinding Action 40 AFEELIC} access-analyzer:GetFinding &2
g Mol R{ofofF gLct.

Request Syntax

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 2% miz2t0|E
932 CtS URI T2} 0/E{2 AFEtLCt,

analyzerArn

maxResults

SEoil grete z[c] Znt Lt

nextToken

ahetEl 20t o| Ho|X| D&l AFB &= EZE)ILCEH

Request Body

e 2= 220 &L

ol
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IAM Access Analyzer

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

SE A

Erodo| M2 MH|AZFHTTP 200

CH2 d|o|E{= MH|A0] 2|5 JSON

analyzedAt
ADHE MAIE BlAA T|uh A
C B EIPNC S

Response Syntax
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782X

findingDetails

ZntE dYst 1 0|

dst= Y
E}Q): FindingDetails Z4 4| HH

findingType

Ato| FEULICE 2F HAHA EA7|9

A AMA EM7I0 BE 9F

gtedof CHet X2l A

o o o
7C=>'_I_ 'IT°C=>||_

=1
o

ExternalAccess®l
= UnusedIAMRole, UnusedIAMUserAccessKey,

UnusedIAMUserPassword EE= UnusedPermission

L Q% InternalAccess@L|C}.

°
MO

E} N

[e][]

P

=
—

U £ UELICH LhE o

AX|3tE HIAIXILICH

|L|Ct. O]

A g470

$%& ¢t ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |

UnusedIAMUserPassword | UnusedPermission | InternalAccess

nextToken

dretE A0to| I o|X| ool Ar 8 El= EE

LY 2AY

resource

2LCh.
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Etel: =Xt

MO

FE 4f: AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

% %f: ACTIVE | ARCHIVED | RESOLVED
updatedAt

27t Uoo|EE AlZFLICH

o2
5

TIPN

Jo

o
u

AEE A zshAl

olH
~

stelol M BEXOZ WMsHs QRO CHE AHME LIS 2 YEH=iol

1 —

—_

o
X

0%

= O
T T

o H
rin

AccessDeniedException

Ol Bfig £ 88 4 9l SEF HMA HEHO| eiaLich

fjo
]
rr

HTTP &Eil ZE: 403

InternalServerException

L& MEH 27,

retryAfterSeconds

MAI=E m7tx] 7|ctel= =L ch

HTTP &Eil Z=:500
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ResourceNotFoundException
EdelacE HE = olgLULh
resourceld

2[AA 0 IDYLICY.
resourceType

o=

2lAaA 9|
HTTP &Ef ZE=: 404
ThrottlingException
Mgt eteTl @7 E Za&LICH
retryAfterSeconds

MAIEE W7k x| Z|ctels ZLch

HTTP &fEi ZE: 429

ValidationException

A5 o2l 2 FLCt.

fieldList

ABEX| g2 He S5

reason
od2|o| o|salL|Ct.

HTTP & Ei Z=: 400

F

ik

al
104 AWS SDKs

- AWS HZE CIE{H0|A V2
« AWS .NET V48 SDK

« AWS SDK for C++

« AWS Go& SDK v2

Sl
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« AWS Java V2& SDK
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APl & X

GetGeneratedPolicy
E Ar835to] MdEl HME HMELICIStartPolicyGeneration,
Request Syntax

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URI 273 uj2t0|E

FO
ok

2o

0jo

URI Zt2+0|E{E AFSEFLICEH

includeResourcePlaceholders

ddsitde M5 S +Z LD QMo Elas & ME +&E X|¥ste 2ol st 2|4
ARNs2| Rt2| ZAIRHE AL8oto S YHEX| iR E X|HE + JU&LICH

0 € Sof HHO| Z|AA MMM "Resource":"arn:aws:s3: ::${BucketName}" CHAIQ} Z

2 el ZARE ®E 5 AELch .

includeServicelLevelTemplate

ddsitis M S 2 UL MH|A =& HHE dEEX| oF & X

ek
N
30
Ii>
o
o

IAM Access Analyzer= iam:servicelastaccessedE AF835t0{ %|200| MH|A =& HIEE!
2 ddst= ol AHSE MHIAE A-EEFLC

jobld

StartPolicyGeneration &0 M EtetJobIdEl= &ILICEH = GetGeneratedPolicy@t
S ME5to] HHE HAME HMSHHLEE BH ALE 5o WA MM EE

CancelPolicyGeneration F A& JobId &= U&LICH

Request Body

ol

e 2= 220 &L
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"generatedPolicyResult": {
"generatedPolicies": [
{
"policy": "string"
}
1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [
{
"allRegions": boolean,
"cloudTrailArn": "string",
"regions": [ "string" ]
}
]
},
"isComplete": boolean,
"principalArn": "string"
}
},
"jobDetails": {
"completedOn": "string",
"jobError": {
"code": "string",
"message": "string"
},
"jobId": "string",
"startedOn": "string",
"status": "string"
}
}
SE L

xto{o| A Z 5t

r
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IAM Access Analyzer

Ct2 Hlo|E{= AMH[A0f 2a JSON HAle = BretE LICEH

generatedPolicyResult

o e M2 HE7F Z 8 E GeneratedPolicyResult ZHA|QIL|CH.

A3l B O

=

e

{8 GeneratedPolicyResultZ4 ]|

jobDetails
ME HAol CHEr M HE 7 £ 8 E GeneratedPolicyDetails ZH&|IL|C}.

Et2l: JobDetails ZHA]|

o
DE UM SSHoE Ylsts 270 CHE REMIEH L2 BRI @ F R MME FH XA
o

AccessDeniedException

ol

T A SEE HAM A HErO| &L

rr

o| X+o4

|

o
1
02
et

HTTP &fEi ZE=: 403

InternalServerException
LS MHH 2F.
retryAfterSeconds
MAI=E w7t x| ZIck2ls =Lch.
HTTP &Ef Z=: 500
ThrottlingException
Mgt ete7t @ 7 E Tosi&LIch
retryAfterSeconds

A= & W7k K| 7|Ctel= = luCt.

HTTP &Ei T E: 429
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ValidationException

A5 ol 2 FLICH

fieldList

HzExl o2 W =5

reason
o 2|o| o|salL|Ct.

HTTP & Ef ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetGeneratedPolicy
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ListAccessPreviewFindings

KIEE HM A O] 27]0iM dEE HMA Ol2 27 ZAH 2ot

Request Syntax

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI 27 nj20|E

QAL C}S URI Tt2HO|E{E AFSELICH

accessPreviewld

HMA O|I2| E7|e] 2 IDQL|CE.

IHEd: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

]
=
>
1

z

X
g'l_n

Ir
o
>
0o
Jull
rr

MI

%

N

lo

>

Py

zZ

e

C

ful
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F: String

OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

T4 o4 ofLIR

maxResults

HrgrEl Zoto| mlo| x| oo Ar8 &l EZ LT

0%

XY

=l

e
1

ALE: ofL|2

-
oo

SR

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" ],
"changeType": "string",
"condition": {
"string" : "string"
.

"createdAt": "string",

0lo
m
-
gl
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"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"

iy

"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
},
"type": "string"
}
1,
"status": "string"
}
1,
"nextToken": "string"
}
SEH 24

findings

XIHE TE 7IZD YxISHE ML 02 27 ZA Aol B

EF2l: AccessPreviewFindingZi&i| HH

nextToken

dt

r

HEl Antol mio|x| ool A8 xlE EE /LT

N

=0
o
el

o

0o
o
0]
B>
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AccessDeniedException

o| =Heq

- H

mo
1
0%
ne
o
2
X
>
o
rok
o
j1{6]

rr

A O e —|
A= 5E

HTTP &fEil 2 =: 403
ConflictException

= 0l 27 LICEH
resourceld

Z|AA 0| IDLCE
resourceType

S EAESE

0%

HTTP &fEi ZE: 409

InternalServerException
LS M 2 F

retryAfterSeconds

MAIZE w7t x| Z|chel= = Lch
HTTP & Ef Z=: 500
ResourceNotFoundException
EHBlaaE 2 £ 4Lt

resourceld

2lA&A 0l IDYLCH

resourceType

Q Fof cHet XtMIEF L8 2

QlH
=

|.
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ThrottlingException

o

P 7 E ZoRi&LICH

r

X8t

retryAfterSeconds

A= & W7k K| 7|Ct2|l= = luCt.

HTTP &fEi ZE: 429

ValidationException

435 ol @FLICE.
fieldList
AKX o2 e S5/t

reason
o 2|o| o|salL|Ct.

HTTP &fEi ZE: 400

]

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
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ListAccessPreviews
X|IHE 2A7(0f CHEt HMA OI2| 27| E2S AMFHLICH
Request Syntax

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 273 mi2t0|E

X0}
o

2 CtS URI TI2HO|E{E AFS ELICE.

analyzerArn

M4 Ozl 27|18 ddst= ol A8 El= 24472 ARNRILICE

OHE: [A:]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}
2= 045 of

maxResults
SEo ghere x| 20k = LCt.

nextToken

HhgE Znto| mo| x| oo Ar8 &l EE LI

Request Body

g 2&oi

rir

E&0| &L

[o][]
Ei]
I

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
"analyzerArn": "string",
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"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"
}
SH A

1od0] A4 5HEd AHIATEHTTP 200 SE S BH8fLICH

= o

A

CtS Olo|E{= AMH[A0f 2|5 JSON EAe 2 BheHEILICE.

accessPreviews

M7of CHall AAE AMA D2 27| SF L

=
=

Et2l: AccessPreviewSummaryZH&]| HH

nextToken

HhErEl Zato| mlo|X| oo AL8 &l EZ UL

- - =

Y XY
=
T
DE UM SEHo R WMEE QR0 CHE RMIE LIS LEtAQI 27 R8 MM &E A
(@}
L.

AccessDeniedException

T + Us SEE HAM A HEro| &Lt

mjo

o| X+o4

|

HTTP 4B FE: 403

InternalServerException

L& MEH 27,
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retryAfterSeconds
A= & W7t x| 7|chels =L C.
HTTP &fEil Z=: 500
ResourceNotFoundException
EY EIarE HE = laLIh
resourceld

2| AA S| IDQILILCY.

resourceType

2lAaA9|

0%

F.
HTTP &Ei T E: 404
ThrottlingException
NEt gt @R E ZOUELIC

retryAfterSeconds

MAIZ & 7K ZIck2ls Z=dLIC.

HTTP &Ei T E: 429

ValidationException

25 ool 2B Lt
fieldList

HBElx| e We 2=
reason

of e[2] o] & LCt.

HTTP &fEi ZE: 400

2t

gl
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AWS BHE QIE{H 0|4 V2
AWS NET V4& SDK

AWS SDK for C++

AWS Go& SDK v2

AWS Java V2& SDK

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews
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ListAnalyzedResources

(s
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>
>
Jio
J
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M

z

g'l_-
-
o

XHE M7 28 XIHE )
Request Syntax

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI 273 1lzt0|E

LS URI ItEtOEHE AHE S| ef& Lt

EAME BAA B2 ZMY 24470 ARNQILICH

OHEA: [~ ]* [~ ]* [~ 1% [~:]*:[*:]*:analyzer/.{1,255}
T4 o4 of

maxResults

4 8= of%: ofLIR

HrgrEl Zuto| mlo|x| oo Ar8 &l EZ LT
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=l
od
el
Pl
ne

FE 4f: AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

L g5 ofF: ofLlR

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}
SEH 24
Zjo| M FZ 5t AMHIATHHTTP 200 SE2 gH&ELICH

CHS dlolE{= MH|A0] o5 JSON EAlo = dhetElL|c),
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analyzedResources

2lAA SEQLCE

E}2]: AnalyzedResourceSummaryZi&l| Hi

nextToken

T

tet=l Aoto| W o|X| oA ArE &= EEILICEH

= - =

r

N

=l
o
Mo

o
u

MMEE HZ kA

OlIHFX40O
0

HAHoMH SSHoz Wlst= 270 CHEh AtAMlEH L2 LE QI

o
-

0%

= O
T T

o H
S

AccessDeniedException

T + A= SEE AMA HEto| &L

rr

o] =

mjo

HTTP &fEi ZE: 403

InternalServerException
LS HH 2F.
retryAfterSeconds
MAIZE m7x| ZICk2ls ZQILICH.

HTTP &Ei ZE=: 500

ResourceNotFoundException

resourceld

2| AA S| IDQILICE.

resourceType
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ThrottlingException

o

P 7 E ZoRi&LICH

r

X8t

retryAfterSeconds

A= & W7k K| 7|Ct2|l= = luCt.

HTTP &fEi ZE: 429

ValidationException

435 ol @FLICE.
fieldList
AKX o2 e S5/t

reason
o 2|o| o|salL|Ct.

HTTP &fEi ZE: 400

]

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources
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ListAnalyzers

Request Syntax

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

R =8t 2L: ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |

ORGANIZATION_INTERNAL_ACCESS

Request Body

e 2oz 220| &Lt

rir
A0

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzers": [
{
"arn": "string",
"configuration": { ... },

ListAnalyzers
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"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",
"status": "string",
"statusReason": {

"code": "string"

1,
"tags": {
"string" : "string"

}I

type": "string"

1,

"nextToken": "string"

[}

2
2
o
0x
OH
g'l_l
e
x
o
[>
N
T
_|
_|
mv)
N
(e)
o
0l0
]
[0
rE
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analyzers

EAM7I7F dMEIA&LICH

EF2l: AnalyzerSummaryZi&i| Hi

nextToken

HrgrEl Zato| mlo| x| oo Ar8 &l EZ LT
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HTTP &#Ef Z E=: 403
InternalServerException
LHE MH 27/,

retryAfterSeconds

MAI=E m7tx| Z|ckelE ZE o

HTTP &Ef Z=:500
ThrottlingException

Mgt et @ 7R E = tiaL

retryAfterSeconds

A= & W7k K| 7|Ct2l= = luCt.

HTTP &Ei I E: 429

ValidationException

A5 ol 2/ Lct

fieldList

N .
HBEIX o2 WE 25

reason
of ee| o|& LICH.

HTTP &Ei ZE=: 400

gl

104 AWS SDKs

« AWS BHE QIEH0|A V2
« AWS .NET V4& SDK

« AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

Sl
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« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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ListArchiveRules

XEE EM710f el Y HE ofztolE

Request Syntax

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken

HTTP/1.1

URI 273 1i2t0|E

kO
o

analyzerName

N

TEE dME 2AM7(ef o|F LIt

Z ol Mef: |4 Zol 1. =|Ci Z o= 255.

O{Ed: [A-Za-z][A-Za-2z0-9_.-]*

Ll 0458 of
maxResults

QHO|M grete =[] Aot Lt

nextToken

dhgrEl Z2oto| mlo|x| oo Ar8 &l EZ QLT

Request Body

e ¥ 220l &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"archiveRules": [

2 ChZ URI Ttet0|EE AFSELICH

ListArchiveRules
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{
"createdAt": "string",
"filter": {
"string" : {

"contains": [ "string" 1],
"%": [ Ilstringll ]’
"exists": boolean,

"@": [ Ilstringll ]

}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SEH 24

zQjo| B stH AMHIATFHTTP 200 S Bha st

r

CHS o|o|E{= MH|A0] 2|5l JSON &EAlo =2 gretElL|Ct.
archiveRules
XEE 2M7(0 CHall ddEl oftztolE &l S FLCH

El2l: ArchiveRuleSummaryZi&{| Hid

nextToken
gretE A0to| H|o|X| Aol AFE El= EELCE

N

=0
o
el
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HTTP &#Ef Z E=: 403
InternalServerException
LHE MH 27/,

retryAfterSeconds

MAI=E m7tx| Z|ckelE ZE o

HTTP &Ef Z=:500
ThrottlingException

Mgt et @ 7R E = tiaL

retryAfterSeconds

A= & W7k K| 7|Ct2l= = luCt.

HTTP &Ei I E: 429

ValidationException

A5 ol 2/ Lct

fieldList

N .
HBEIX o2 WE 25

reason
of ee| o|& LICH.

HTTP &Ei ZE=: 400

gl
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« AWS BHE QIEH0|A V2
« AWS .NET V4& SDK

« AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK
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« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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ListFindings

XHEE 2M7|0MH HHE At S5 AMELICH ListFindings?t ListFindingsV2= 25 1AM
M2 MAHO| gccess-analyzer:ListFindings Action 2401 AF&ELIC} access-

analyzer:ListFindings & &g HEo| QLo{of §f LCt.

At SEZ AMste Ol A8 E = U= ZE| 7[of Chal Zot2E 2 IAM AE B 2| IAM Access
Analyzer ZE 7|8 &Z

® Note
ListFindings= 2|5 AAMA 2A47(ofot X|HELICH LHE L OM8 HMA BA 7|0l
ListFindingsV2E Ar&3HoF & LICt.

Request Syntax

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI @73 ujz2t0|E

Q&2 URI ZtetOEHE MEsHR| ef &L
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QLHE2 JSON Ao Z 3 HIO|EHE Er&LCt

F&: String
OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/.{1,255}
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nextToken
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SR

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{

"action": [ "string" ],
"analyzedAt": "string",
"condition": {

"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SE L

4 MH|A7FHTTP 200 S22 dhs gL Ct

rl:l
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CI2 o|o|E{= MH|A0] 2|5 JSON & Al

findings

2447 0ilM ZA4EH AT B0l M XIHE LE| 7|ZD Yxlsts 2 20|

EFQl: FindingSummaryZ{%| Hid

nextToken

Ht2El Z41t 0| I O| K| oo AFR E|= EZQlL|C}.

. BXrE
o=
PE UM SSHE YlstsE 270 CHE REMIEH LHE2 eI @ F R MME FH XA
2.
AccessDeniedException
O| 2tUE +&lE = U= S2T ML Heto| it

HTTP &Ei Z = 403
InternalServerException

LHE MH 27/,
retryAfterSeconds

MAI=E W7t x| 7Ick 2l Z=IuLCh.
HTTP &fEll 2 =: 500

ResourceNotFoundException

EdelarE HE £ gL
resourceld

2lAA 9 IDYLCY.

resourceType

o2

2lAAol &
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HTTP & Ej Z E: 404
ThrottlingException

o

P 7 E ZoRi&LICH

r

X8t

retryAfterSeconds

MAI=E m7tx] 7|ctel= = Lch

HTTP &fEi ZE: 429

ValidationException

435 o2 @FLICE.
fieldList
AKX o2 e S5/t

reason
o 2|o| o|salL|Ct.

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
[
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ListFindingsV2

A SE2 ZHMELICE ListFindings @} ListFindingsV2E 25 IAM

Findings Action Q40 AFSEILICH access-
4040k BfL|CH.

M7[o M Y El
access-analyzer:List

nalyzer:ListFindings X2 £&g WMol Q

H 2] IAM Access

A8 4 Ql= ZIE] 7|of CHaH LotEE{H IAM A

Request Syntax

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",

"filter": {

"string" : {
"contains": [ "string" 1,
"eq": [ "string" 1],
"exists": boolean,

"neq": [ "string" 1]
}

},

"maxResults": number,

"nextToken": "string",
"attributeName": "string",
"orderBy": "string"

}
}

4L o

URI 23 mj2t0o|E

8otx| k&Lt
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analyzerArn

A E AMst 27|10 ARNQIL|CY.

F&: String

OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

SEoll grete z[o] Zat oot
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o

A
O

T4 ¥S o ohR

nextToken
HtetEl Zoto| H|o|x| ool A8Els EZYLICH
S BArY
L4 H2 of: ofLR

sort

HEol A8 k= 7IE L
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: SortCriteriaZi ]|
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1
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HTTP/1.1 200
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Content-type: application/json

"findings": [
{
"analyzedAt": "string",

"createdAt": "string",

"error": "string",

"findingType": "string",

"id": "string",

"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"status": "string",
"updatedAt": "string"

]I

"nextToken": "string"

[a

ZHod0| MEZSHEH MH|ATFHTTP 200 22 HH& 8L CT

|0
HU
e
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o
r
o

CI2 dIO|E{= MH|A0| 2|5 JSON & Al

findings

EAM7[0lM AT Aot SolM xIEE EH 7|En o

Etl: FindingSummaryV2Z4&i| i

nextToken

SVSER eV
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AccessDeniedException

ol &t

mo
02
e

A

T
HTTP &'Ef T E: 403

InternalServerException
LHE MH 257/,

retryAfterSeconds

MAI=E W7t x| ZIckelE &= U

HTTP &Ei T =:500

ResourceNotFoundException

resourceld
S| AAO| IDQILICEH
resourceType

2|AA9|

0%

73
HTTP & Ef Z E: 404
ThrottlingException
Mgt et @7 E Zo&LICH

retryAfterSeconds

MAI=E W7t X| ZIct2le Z=dLIC.

HTTP &fEll ZE=: 429
ValidationException
A5 ol 27 LCt.

fieldList
HBEIX| ofe WE 22Ut

reason

of2]2| o LCH.
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HTTP &fEi ZE: 400

]

104 AWS SDKs

AWS BHE QIE{H 0|4 V2
AWS NET V4& SDK

AWS SDK for C++

AWS Go& SDK v2

AWS Java V2& SDK

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2

IAM Access Analyzer

ListPolicyGenerations

K72 S0t QHE DE M MM L}
Request Syntax

GET /policy/generation?

maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI 23 n}20|E

23 ClS URI It2O|EE AP ELICE

maxResults

nextToken

Hr2t= 471 o| I|0| K| OHZlol| AF2 &=

principalArn
Mxig MMSEE IAM AE{E[(AFS A}
oot E 20 E &

D& arn:[A:]*:iam::[~:]1*:(role|user)/.{1,576}

Response Syntax

HTTP/1.1 200
Content-type: application/json

"nextToken": "string",

CC = o9st

=
L ody x4 Hot

)2l ARNRILIC,
IE{2lListGeneratedPoliciesste{™He}t &4 Al EL|C}.

F Aol cHet Zxter &

ListPolicyGenerations
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"policyGenerations": [

{

"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"

[}

g e

0lo
>

Fed0| A2t MH|AZFHTTP 200 SEH2 Hr&gHL|C}

= o

JA

CHS olo|E{= MH|A0] 2|3l JSON EAlo 2 ghetElL|Ct.

nextToken

HhErEl Zato| mlo|X| oo Ar8 &l EZ LT

policyGenerations

MEE HAMol CHEr ME HETH 28 El PolicyGeneration Z4A{|&IL|Ct.

E}QJ: PolicyGeneration Zi&|
oR
ZE HHoMH SSHoR Wllst= Fof CHet KtAIEH &2 LA 2 F R MME H XA
O

AccessDeniedException

THE =AU SEE A

M4 Heto| gi&Lct.

mjo

JEE

HTTP AlEf 2= 403

InternalServerException

L& M 27
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retryAfterSeconds
MA|Z ci7|st= Z=LICH
HTTP &Ef Z=: 500
ThrottlingException
Mgt et @7 E ZaM&LICH
retryAfterSeconds
MAIE 7 |st= ZiLicH
HTTP &Ell ZE: 429
ValidationException

AE o 2 F LCt.

fieldList

ASE|X| ot TeE 229 0}

[=N'=) = =

LS

reason
of e|ef o|& LICt.

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

]
[

APl 471 2019-11-01 120


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations
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« AWS Python& SDK
- AWS SDK for Ruby V3

]
[

APl 471 2019-11-01 121


https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations

IAM Access Analyzer APl & X

ListTagsForResource

mo
N
>.
=
Q'I_l
-
o

XHEE E|laro| MEE EfOD =5
Request Syntax

GET /tags/resourceArn HTTP/1.1
URI 2% m}zt0|E

232 Ch3Z URI Tt2HO[EE AFS = LICH

resourceArn

Request Body

He 3oz 20| ei&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"tags": {

"string" : "string"

(-

51910| MZHe MHIATF HTTP 200 ST BHEELICH

r

C+e CllolEl= MH|A0] |51 JSON &4l = uhatslL |},
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tags
XHE 2laso| MBE|l= EfTLICH

MMEE HZ sk

QIHFX4O| Al

FHoM SSHez Wdlstes 270l CHEr XhA[EH LI82 LB 2F &

0%

AccessDeniedException

BF HAM|A HEto| gi& Lt

A Ol =K
TA/\I|_3T'__|_—|

02
e

0| ZHoje &

|

fjo

HTTP &fEi ZE=:403
InternalServerException
LHE MH 2F.
retryAfterSeconds
MAIZE w7t x| 7Ick2ls Z o
HTTP & Ei Z=: 500

ResourceNotFoundException

resourceld
2lAA 0 IDYIL|CE.

resourceType

0%

2lAaAol &

HTTP & EH I E: 404
ThrottlingException
Mgt et @7 E =&
retryAfterSeconds
MAI=E w7t x| ZIck2ls =L ch
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HTTP &fEi ZE: 429

ValidationException

A5 ol 2 FLICH

fieldList

HEExl oo W =5

reason
o 2|o| o|salL|Ct.

HTTP & Ef ZE=: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource

IAM Access Analyzer
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StartPolicyGeneration

YA MY ™S AEELICH
Request Syntax

PUT /policy/generation HTTP/1.1
Content-type: application/json

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

+

"policyGenerationDetails": {
"principalArn": "string"

URI & mz2t0|E

o = -

d |
EIO|ME EEoz F& KA Al el 38 8o ZAntvt grete|H F7F 217t gi& L

AER T E MEXYLICH HEEE2 API 20|
gl MEZMoz otgr|H SUst 3

StartPolicyGeneration
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Setolels E22 XIHshK| 2™ SDKOIA B2H0IME E20| AWS RSS2 MAELIC
S8 Bxp

T4 S 04 ofLIQ

gag ddsty| e EMTrailsted=ol cHet M5 HE7F 8 E CloudTrailDetails ZiA]|

Mg MMEE{E IAM AEE|(AFS K EEE 48 o] ARNS Z & EHLCH

El &!: PolicyGenerationDetails Z4&]|

Ll 0458 of

gg 78

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"

[

jobld

StartPolicyGeneration 2 J0{M Bt&tJobIdEl= L |' £ GetGeneratedPolicy®t
B ALS 504 MAE HAS ZMS LIS B AL S B N 23

CancelPolicyGeneration ¥4 & Jobld & QU&LICH
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Y. BEXrd
°%
PE UM SSHE YlstsE 270 CHE REMIEH LHE2 BRI @ F R MME FHESHA
2.
AccessDeniedException
O| 2fUg s&lE = U SET WML THeto| it

HTTP &fEll 2 E=: 403
ConflictException
S o2 27 LC.
resourceld
2| AA 9| IDQILILCY.

resourceType

0%

2lAA /.
HTTP &Ef 2 E: 409

InternalServerException
LHE MH 27/,

retryAfterSeconds

MAI=E W7t X| ZIck2le Z=dLIC.

HTTP &Eil ZE=:500

ServiceQuotaExceededException

Ol

MHIA S EI LQLFE SFRELICH
resourceld
2|AA IDRILICE

resourceType

o2

2las 7
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HTTP &fEll 2 E: 402
ThrottlingException

o

P 7 E ZoRi&LICH

r

X8t

retryAfterSeconds

MAI=E m7tx] 7|ctel= = Lch

HTTP &fEi ZE: 429

ValidationException

435 o2 @FLICE.
fieldList
AKX o2 e S5/t

reason
o 2|o| o|salL|Ct.

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

+ AWS Go& SDK v2

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration

IAM Access Analyzer

StartResourceScan

Request Syntax

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI @73 ulz2t0|E

22 URI ZtetOEHE ME5HR| ei &L

2 AFMSHe O AFRE E4A47|9] ARNQILIC,
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F: String

W& arn:[As]* o [Ae]*c[Ac]*[Ar]xeLx

Z 045 0f
resourceOwnerAccount
2|AAE ARE AWS H™H IDYLICH CHEE S| AWS ZIAANM AR AEE BlaA7 MMHE A
gl
78 X
ZrAtg:oiLle
SE TE
HTTP/1.1 200
Response Elements
2r40| HE5tH AH|AT}E H|o = HTTP 223 74 HTTP 200 82 CHA| IS EHLICH
°R
DE HHoM SSHo 2 wdlstE 270 CHEF RiMEF LI 2 LB 2 F 7 MME HEotAl
2.
AccessDeniedException
Ol g =™E = U= S8 HM& Heto| glaLc

HTTP &Eil ZE: 403

InternalServerException

W& M 27

retryAfterSeconds
MNMAIEE W7 Z|chels = U

HTTP &Eil Z=:500

Ao

g7

0/0
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ResourceNotFoundException
EdelacE HE = olgLULh
resourceld

2[AA 0 IDYLICY.
resourceType

o=

2lAaA 9|
HTTP &Ef ZE=: 404
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TagResource
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Request Syntax

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}
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Response Elements

2tedo| HS 6t AMH[ATE H|o] Q= HTTP 221 &7 HTTP 200 82 CHA| &

1

DE 3ol ZEHOR UM 2 FOI CHE AHAIE LIS
(@]

AccessDeniedException

o &Hod =

1 =

mo
1
ot

HTTP &fEi ZE=:403

InternalServerException

L M 28

retryAfterSeconds
MNMAIEE W7 Z|ctels = U

HTTP &fEi ZE=: 500

ResourceNotFoundException

resourceld

2| AA 9| ID]ILICE.

resourceType

HTTP &Eli 3 =:404
ThrottlingException

Mgt BtE vt @78 ZRFALICH

retryAfterSeconds

MAIZE w7t x| Z|chel= ZLch.

—_

T e SE8 HMA HEto| giaLich

Response Elements

API {71 2019-11-01 134



IAM Access Analyzer

APl & X

HTTP &fEi ZE: 429

ValidationException

A5 ol 2 FLICH

fieldList

HEExl oo W =5

reason
o 2|o| o|salL|Ct.

HTTP & Ef ZE=: 400

Sl

104 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

+ AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[

APl 471 2019-11-01 135


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource

IAM Access Analyzer APl & X

UntagResource
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Request Syntax

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1
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UpdateAnalyzer
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Request Syntax

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

"configuration": { ... }
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Request Syntax

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}
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IAM Access Analyzer

UpdateFindings

Request Syntax

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}
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ValidatePolicy
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Request Syntax

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}
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HTTP/1.1 200
Content-type: application/json

"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [

{

"path": [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
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"nextToken": "string"
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