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* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding
* GetFindingRecommendation

* GetFindingsStatistics
* GetFindingV2
* GetGeneratedPolicy

» ListAccessPreviewFindings

* ListAccessPreviews

» ListAnalyzedResources

* ListAnalyzers

* ListArchiveRules
» ListFindings

* ListFindingsV2
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+ ListPolicyGenerations

» ListTagsForResource

+ StartPolicyGeneration

» StartResourceScan

» TagResource
» UntagResource

* UpdateAnalyzer

» UpdateArchiveRule

» UpdateFindings

» ValidatePolicy
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Request Syntax

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI 273 ulz2t0|E

22 URI ZtetOEE AMEsHR| ef &L

%2 JSON Ao 2 CtS o|o|E{ & gt&Lct.
analyzerArn
2447|2] Amazon 2|A A O|F(ARN)ILICEH

F&: String

OHEL: [A:]*:[A:]*:[A:]*:[A:]*:[~:]*:analyzer/. {1,255}

T4 041 of

clientToken

ruleName
g8 720 olguict

ApplyArchiveRule API| H{74 2019-11-01 4



IAM Access Analyzer

APl & X

0%
MO

Kt

ne

o .
T .
4ol X|eF: =4 Zol= 1. zIcH Zo[= 255.

O{Ed: [A-Za-z][A-Za-z0-9_.-]*

[z}

T 048 of
(=) |

SE &
HTTP/1.1 200

Response Elements

Efdo| 3 otH AHIATHH|0] = HTTP &

r
MO

ol &ds

HTTP & Eil ZE=: 403

InternalServerException

LHF MH 27/,

HTTP &Elil Z=:500
ResourceNotFoundException

A
o

Am
m
>
1>
mjn
0t
fjo
1
50
I
[
[ul

HTTP &Ef = 404
ThrottlingException

Mgt et 2 7 E Zoti&Lch

HTTP &Ei T E: 429

It B7H HTTP 200 &2 CHA| & EHLICE

olo
Ao

g7

API {7 2019-11-01 5



IAM Access Analyzer

B

APl &

ValidationException
23 oo 2/ LCt

HTTP &fEi ZE: 400
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104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ApplyArchiveRule
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CancelPolicyGeneration
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Request Syntax

PUT /policy/generation/jobId HTTP/1.1

URI 273 ui2t0|E
Q%2 Che URI I}2}0[E{E AFRErLIC},

jobld

StartPolicyGeneration 20 M EtetJobIdEl= &LICtH = GetGeneratedPolicy@t
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CancelPolicyGeneration A& JobId &= U&LCt

ffo
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T 048 of

Request Body
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Response Syntax

HTTP/1.1 200

Response Elements
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HTTP &fEi ZE=: 403

InternalServerException
LHF MH 257,

HTTP &fEll Z=: 500
ThrottlingException

A

rot
rot

TIRRF

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
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Request Syntax

POST /policy/check-access-not-granted HTTP/1.1

Content-type: application/json

"access": [

{

"actions": [ "string" 1],
"resources": [ "string" ]

1,

"policyDocument": "string",

"policyType": "string"

URI 273 uj2t0|E

22 URI ZtetOEE ME5HR| ei &L

RHE2 JSON 4|02 Ot F C|o|EHE &Lt
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- = =]
2 9! Amazon S3 B{Z/0f CHEH B1Z! I&40| ZBHEILICH

SR

HTTP/1.1 200
Content-type: application/json

"message": "string",

"reasons": [

{
"description": "string",

"statementId": "string",
"statementIndex": number

]I

"result": "string"

[
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HTTP &Eil ZE=: 403

InternalServerException
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HTTP &Eil ZE=:500

InvalidParameterException
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HTTP &fEi ZE=: 400
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ThrottlingException
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rot
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HTTP &fEi ZE: 429

UnprocessableEntityException

REE MM E MEIF + elaLch

HTTP &fEi ZE: 422

ValidationException
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HTTP &fEi ZE: 400
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+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
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Request Syntax

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI 273 ui2t0|E
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HTTP/1.1 200
Content-type: application/json

"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
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"result": "string"
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UnprocessableEntityException
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ValidationException
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess
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CheckNoPublicAccess

2|4
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A G0l X|HE Elas 0| CHer HEER] HMA HEFE Foig = JUEX| FAELICH

Request Syntax

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{

C

"policyDocument": "string",

"resourceType": "string"

RI & ntztolg

22 URI Zt2tOEE ME5HR| ef&LICH

policyDocument

22| M| A0) CHaH T JSON & 2MLict

o kK
od
el
pal
ne

e
1
0%
I
2

L
2

resourceType

2| ofp| A0 CHoH T7HE El4A SELLICH ol S04 Amazon S3 BIZI0f ChE T2 2] Ak
= MEHSH & ola

stdM 2lAA STAWS: :S3: :Bucket2 2 E MEHE ZL|Ct.

> &
11
|_

- 1
50|
1 -

Bt o2 X[HEIX| &&= BlAaA R8Ol AR IAM Access Analyzer= 2/ & Bt LICE.

—

Jo
Fol

m
o

CEAMY

$%& 2k AWS: :DynamoDB: :Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

APl HH& 2019-11-01 17
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| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint

| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail: :Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

[z}

T 048 of

gg 78

HTTP/1.1 200
Content-type: application/json

{
"message": "string",

"reasons": [
{
"description": "string",

"statementId": "string",
"statementIndex": number

}
1,

"result": "string"

[a

mlo
e
op
o
r
ful

xtedo| MEBSHH MH|AZHHTTP 200 &

CtE ClOIE = AH|20f 2|3 JSON E4Alo 2 gretELICH

message
XM= HAMO| 2|AA0 CHEE HHEE! HMAE FES=EX| IR E LIEHLHE HIAIR[LICE
Y XY
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ol

PN Jof K=2
=1 EHE

HTTP 4B FE: 403

InternalServerException
LHR MH 257/,

HTTP &Eil ZE=:500

InvalidParameterException
XEE oetolE7t 2 ER& L

HTTP &fEll 2 E=: 400
ThrottlingException

N
to
&=l
i
Pt
151
39
o>
r
[ul

Mgkt

HTTP &} 3

reasons
XEE 2las Aol 2|laA o CHet HER] HMA HEHE Foist= 0lF SE L.
EtQl: ReasonSummary Z4&i| HH

result
XEE 2las R0 Cieh HEE] HAA 2Ql Zotl|ct Zotot 2l B PASSEAE2 X[HE 2
AA SO ChE HES HHAE S185HK| SALICH ZIvt Q1 S FAILEMS X|HE Blas
FHol CHet HEE! HMAE HEE = U&LICt
Ete: 2Xtd
$X& 4f: PASS | FAIL

o8

T E YoM SSHoE ellst= 2LF o CHEE ARMIEF LI 2 Yetrel @ F MME FZ MR

to
Ju
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B

APl &

UnprocessableEntityException

REE MM E MEIF + elaLch

HTTP &fEi 2 E: 422

ValidationException
23 oo 2/ Lct

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer

APl & X

CreateAccessPreview

2lAA MBS HHE%UI Mof 2|A A0 CHEF IAM Access Analyzer

A Ol2l 27|18 Mgt
Request Syntax

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI 273 ulz2t0|E

¥ URI It2tOEHE A8 St ef& Lt

analyzerArn

AMA Ol2| 278 ddst= ol AEXlE 7

SEfel EM7|of CHEF HMA O|2| 278 4

F: String

MEM7|o
e £ QlaLch

ZAF 40 E Ol2|

O| ARNQILIC} Account &

OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

T4 045 of

%TAI\EOA-”

& A Active

CreateAccessPreview
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

APl & X

IAM Access Analyzer

L4 g2 of2: ot

configurations

ElaA0f CHEF HMA KMo FEULICH HAMA Ol2] 2

M4 O2 E7(8 MM35t= O A8 El=
504 E|AAN R E Q|5 MM A0 CHEt TAF ZAD}I) =

| 1= MeHE HMA Kol FHE ALS
PEILICH Fdoll= H& 3| otLhe| 247 Z & T(o{oF §rL|C.

ok

OH

. 2 A4-Configuration Z4| 2

= of%: of

=l
o

e
1

I

set 78

HTTP/1.1 200
Content-type: application/json

{
IIEII: Ilstringll
}
SH A

Fod0| M2 SHH MH|AZFHTTP 200 S22 Hr& LT}

= —

A

CtZ HIo|E{= AMH[A0f 28 JSON ¥4l = BhetE LIt

id

HM|A O|2| E7]|2 1 IDYLCE.

F&: String

e [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-T0O-9]{4}-[a-f0-9]{12}

UHEOI O F MM BESMIL.

(@}
=2L— 1 L—_ -

(=}
[

2E Mol BEHMOE WsHE 2F0ll THE RHMI LIS
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HTTP &fEi ZE=: 403

ConflictException
S o2 L7 LC.

HTTP &Eil 2 E=: 409

InternalServerException
LHE MH 27/,

HTTP &Eil ZE=: 500

ResourceNotFoundException

HTTP & EH I E: 404

ServiceQuotaExceededException

MHIAMSEII LFE E53aLICH

HTTP &Eil ZE: 402
ThrottlingException

Mgt ete7t @ 7 & Totsi&Lich
HTTP &Ell ZE: 429
ValidationException

A5 ol 2/ L|ct

HTTP & Eil ZE=:400

Sl

210{¥ AWS SDKs

« AWS Command Line Interface
« AWS SDK for .NET
« AWS SDK for C++

Ao
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer
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« AWS Go v2& SDK
« AWS Java V2& SDK
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

i
P

IAM Access Analyzer API
CreateAnalyzer
HHof chet 2A47|& et
Request Syntax
PUT /analyzer HTTP/1.1
Content-type: application/json
{
"analyzerName": "string",
"archiveRules": [
{
"filter": {
"string" {
"contains": [ "string" 1],
"%": [ Ilstringll ]'
"exists": boolean,
Ilmll: [ Ilstringll ]
}
1,
"ruleName": "string"
}
1,
"clientToken": "string",
"configuration": { ... 3},
ntagsn: {
"string" : "string"
1,
"type": "string"
}
URI % »jzto|E
232 URI T2tO/EHE M-S st X| ef&LICh
- =
ey =2
QS JSON BAlo 2 C} 2 HIo|EE graLch.
API {7 2019-11-01 25
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analyzerName

Mg 2470l olgeLint
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Zo| M2k =4 Zo|= 1. =|CH Zo|= 255.

I{Ed: [A-Za-z][A-Za-z0-9 .-]*
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archiveRules
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E}Q!: InlineArchiveRule ZHA]| HY
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clientToken

(0]

LY BAY

T4 B 0f ofLI@

configuration

2ad7|o] TAIE RIMHLICH BA41717} DAL HAA EA17I0] A2 XIHE OIS AMA Hel7}
TAd0l ASEILICH EA7I7 LIR HAA BATIQ B XIHE LIS HMA B4 F2I0] 7o
A ELICH

$&: AnalyzerConfigurationZ4&|

&1 o] Z4A= UnionlLICH O iAo MtH= stLtBF XI5t 7Lt gHere & &Lt

tags
24700 M8Y 7|3 Hool tiPYULICH RLIZE 22X =&AL B, _, ./, W E=-2 A8Y
& +UaLict-
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type
dMe 27| RPULICEH 2|HEE A™Y stLte| BA47|0F MME = Q&LICH 2[MEE £
A z|CH 5710 EMTIE ME = l&Lch

& 2t ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

[z}

T 048 of

SR

HTTP/1.1 200
Content-type: application/json

{

arn": "string"

}

ge

0l0
>

bl

Fdo| HEstE MH|ATFHTTP 200 S22 gH&EfLICH

d

CHS ClO|E= MHIA 0] 2/3H JSON Aoz ghetElL|ct
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APl & X

OHE: [A:]*:[Ac]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

o
DE SUolM BEMOE WwasHs 2ROl CHE RRMIE LIS

Atoq
= H

o

HTTP & Ef F=: 403
ConflictException

5= 02

HTTP & Ef F=: 409
InternalServerException

LS MHH 2F.

HTTP &Ef Z=: 500
ServiceQuotaExceededException

MHA IR 2FE SIS

HTTP &Ef F=: 402
ThrottlingException

Mgt et @7 E =aM&LICH

HTTP & Ef ZE: 429
ValidationException

4=

|==N=)

oo @&FelLC}.

HTTP & Eil ZE=:400

gl

n2t

21048 AWS SDKs
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=
T
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* AWS Command Line Interface

» AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APl & X

CreateArchiveRule

KIBE 2 A47(0f CHEt of7tol2 212 MAIBHLICH ofstols Rl RIS MM o Hol# 7IES
SXcts M ZLE NS0 2 ofstol=ELIC
ob7tolE FAIg Madets Bl AL E 4 Rl TE| 7lof ChEt XPAIEH LIS 1AM ALS AT 0] 1AM

Access Analyzer ZE 7|E HZESHA L.

Request Syntax

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

Zo| d|ef: |4 Zol 1. =/ Zol= 255.

O{Ed: [A-Za-z][A-Za-2z0-9_.-]*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer
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AccessDeniedException

o| &Heq

|
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- T A SEE AAMA HEHo| gi&LICH.

HTTP &fEil 2 E=: 403
ConflictException
SE oQ 2F Lch

HTTP &'Ef T E: 409

InternalServerException
LHE MH 27/,

HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & EH I E: 404

ServiceQuotaExceededException
MHIA MEETF QLRE SFF&LICH
HTTP &Ef ZE=: 402
ThrottlingException

Mgt eIt @ 7R E Znti&Lch

fjn

HTTP &fEi ZE: 429

ValidationException
23 oo 2L/ LCt

HTTP &fEi ZE: 400

F
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21048 AWS SDKs

« AWS Command Line Interface

APl HH& 2019-11-01 32

mk
Kl


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer
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» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer APl & X

DeleteAnalyzer
RIME BM7|8 AXELICH 247

=
=
Access Analyzer7t HIZ ASHEILICH 2417101 MBI RE FAF Z0H7k AMELICH Of el 4

g & glaLch

Request Syntax

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

Q™ 2 URI IEHOIE{E AL ELCH

analyzerName

ArA|Er 2A47(|9| 0| LCH.
Zio| M =|A Ziol 1. =|CH Zo|E 255.
I{Ed: [A-Za-z][A-Za-z0-9 .-]*

E 045 0of

clientToken

Zzlo|odE EZQIL|CE.

Request Body

e 2= 220l &Lt

ol

Response Syntax

HTTP/1.1 200

Response Elements

4ol 43 5HH MH|AT}E H|of Q= HTTP 2= &7 HTTP 200 SEE CHA| A& ELICH

r
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HTTP AlEf Z=: 403

InternalServerException
LHE MH 27/,

HTTP &Ei ZE=:500

ResourceNotFoundException
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g elAaE 3E  glaLith
HTTP & Ef ZE=: 404
ThrottlingException
Mgt et @ 7FE Za&LICH
HTTP & Ef Z E: 429
ValidationException

A5 ol 2 FLCt.

HTTP &Eil ZE=: 400
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104 AWS SDKs

« AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS Go v2&8 SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer
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« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3

]
[
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer APl & X

DeleteArchiveRule
X|HEE ot7to|E #EE AfAIELICH
Request Syntax

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI 273 ui2t0|E
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2 ChS URI Zt2tO|EHE AFSELICH

analyzerName

ANE otztolE AT HAAE 2447(0| 0| LICE.
Z4o| M2k %A 4ol 1. Z|CH Zol|E 255.
O{Ed: [A-Za-z][A-Za-z0-9_.-]*

Ll 045 of

clientToken
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ruleName

Request Body
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Response Syntax

HTTP/1.1 200
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Response Elements
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InternalServerException
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ResourceNotFoundException
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HTTP & Ef Z E=: 404
ThrottlingException

Mgt et 2 7 E Zoti&Lch

HTTP &fEi ZE: 429

ValidationException
A5 ol 2 FLCt.

HTTP &Ei ZE=: 400
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+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

]
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GenerateFindingRecommendation
OIAMS HE ZAF Zofof CHEt HE Arehe Madgtiic
Request Syntax

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

2t HE A E ddste ol A8 &= E47(2 ARNRILICH

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200

Response Elements

40| M 26t MH|ATE H|o{ Q= HTTP E24+ &7 HTTP 200 2E 2

GenerateFindingRecommendation
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2E HHoM SSHez Ydsts 2F0of cHet XME LI 2 LErHQl 27 MEZ FHEotM 2.

of o~ = SEE AAMA HEro| gi&LICH

HTTP &Eil ZE: 403

InternalServerException
LR M 257,

HTTP &Ef 2 =:500
ThrottlingException

Mgt et 2 7 E Zoti&Lch

HTTP &El ZE: 429

ValidationException
AE 0lle 27 LICt

HTTP &fEi ZE: 400

F

2t
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21048 AWS SDKs

AWS Command Line Interface
* AWS SDK for .NET

* AWS SDK for C++

+ AWS Go v2& SDK

« AWS Java V2& SDK

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

« AWS PHP V3& SDK

AWS Python& SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
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+ AWS SDK for Ruby V3

]
[
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GetAccessPreview
XHEE 2A7|of HAMA Dl2] 270 CiEt HEE AMELCt.
Request Syntax

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI 273 ulz2t0|E

FO
o

2 ChZ URI TtetO|EE AFS = LICH

accessPreviewld

HMIA O|2| 27|29 1] IDYIL|CE.
OHE1: [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{&}-[a-f0-9]{12}
Ll 045 of

analyzerArn

HMA OI2| 27|18 et ol A=l EA97[2] ARNILICH

OHE: [~ *:[Ae]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

e
1

015 of

Request Body

e 2= 220l &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",

GetAccessPreview API HH 2019-11-01 43
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"configurations": {

"string" : { ... }
1,
"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
}
SEH 24
20| ¥E3HH MH|ATFHTTP 200 SE 2 BHSELIC

CtS ClOIE = AMH|20f 2|3 JSON E4Alo 2 BretELICH

accessPreview

HM A Ol2] E7/of et HE7F ZefE A (ot

El2: AccessPreview ZH&||

=
2E AofM TEMOZ Waksts 2ROl CHE REMIE LIS S UEHx]

ol XYS

HTTP & Eil ZE=: 403

InternalServerException
LHE MH 27/

HTTP &fEi Z=: 500

ResourceNotFoundException
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HTTP & Ej Z E: 404
ThrottlingException

rot
rot
i

A Tt RF

HTTP &fEi ZE: 429

ValidationException
23 oo 2/ LCt

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

Zotsi&LCh

]
[
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
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GetAnalyzedResource

EME Elaa0] st HEE ZHMELIC

Request Syntax

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI 2% mz2t0|H

FO
0

2 CFS URI Zi2tOE & AFS &L

analyzerArn

HEES HMY 24470 ARNRILICH

OHEA: [Ac]*:[A:]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

Ll 0458 of

resourceArn

0z
HL

2 M35 g|AAO| ARNQILICE.

OHE: arn:[A:]*: [~ ]*:[A:]*: [~ %%

e
1

04&: of

4

Request Body

Hl:l- Ri-l o.||

g 2 =

rr

ol gi& L.

ol
HO

Response Syntax

HTTP/1.1 200
Content-type: application/json
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{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}
SEH 4L
2tQd0| ME3HH MH|ATHHTTP 200 SE & BH& &L

resource

IAM Access Analyzer7t 2|AAE BME M 32 HE7I & El AnalyzedResource Z{A L]
Ct.

Etl: AnalyzedResource Z4&]|

DE SolM BEMOE WasHs QRO CHEF AHAIE LIS S UHEQI O F MM AN,

HTTP & Ef Z&: 403

InternalServerException

L& MEH 27,

0o

n
0]
B>
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

A

rot
rot

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

Tt 7E Zoi&LICH

]
[
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer

GetAnalyzer
RIHE 2470l cHEt HE S ZHAMELich
Request Syntax

GET /analyzer/analyzerName HTTP/1.1
URI 273 mtet0|H

L2 ChE URI TtetO|EE AFSELICH

analyzerName

HME 2M7|2| o|F L.

Z ol dMef: |4 Zol 1. =|Ci Zol= 255.

Request Body

e 2= 220| &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

"analyzer": {
n n Ilstringll’

arn":

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string"
"name": "string",

"status": "string",

GetAnalyzer
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"statusReason": {

"code": "string"

3,

"tags": {
"string" : "string"

iy

"type": "string"

}
}
SH 24

Ctg CIOo|E{= MH[Ao0f 2al JSON EAlo 2 dtetE L|Ct
analyzer
2A7)of et HE7F Z8E AnalyzerSummary ZHA|IL|C

EtQ: AnalyzerSummary Z4&]

°or

2E FHolM TSRO YMSHE QTR0 CHE RHME LIS S YHHEQI OF MM AEFML.

AccessDeniedException

o| pNdeok!

|

mjo
1
rir
Of
ML
o
12
x
[>
el
o
o
59
>
r
[u]

02
e

A
o

HTTP &Eil ZE=: 403

InternalServerException
LHE MH 27/,

HTTP &Ei I =: 500

ResourceNotFoundException
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ThrottlingException

rot
rot
i

A T RF

HTTP &fEi ZE: 429

ValidationException
23 oo 2/ Lct

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

ZIotsi&LCh

]
[
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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GetArchiveRule
olzto|E F=lof it A2 =2 ZHAMBhL|C},

ot7tolE Elg WHsts ol AH8E == U= EE 7[of CHEr REAIEH LHE
Access Analyzer Z L

Request Syntax

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI 273 ui2t0|E

FO
o

2 ChZ2 URI T2t0|EE AFS ELIC.
analyzerName

ﬂ.

A
N

£ AME EM7|9o| o|F LLCt.
Zo| MeF: |4 Zo] 1. Z|cH 2ol 255.
I{Ed: [A-Za-z][A-Za-z0-9 .-]*

L% o of

ruleName

IHEd: [A-Za-z][A-Za-z0-9_.-]*

Request Body

e 2&ol= 220| &Lt

o (=] — =

[e][]
I

Response Syntax

HTTP/1.1 200
Content-type: application/json

2 1AM AFE

H MOl |IAM

GetArchiveRule
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{
"archiveRule": {
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
.
"ruleName": "string",
"updatedAt": "string"
}
}
SEH L

r

xto{o| AdZ 5t

CtS ClOIE = AH|20f 2|3 JSON &4l 2 gretELICH

archiveRule

otzto|E H&of CHEt MEE Z&ELICIH ot7t0|E &2 A8 MMHE I Holgt 7|22 5F
st M 2 E XHS2 2 ofzto|E gLt
E}2l: ArchiveRuleSummary ZH&||
°s
Uptriol o & MM HESHML

Ol Belg £ HE £ Ut SEE AMA BB

HTTP &'Ef 2 E: 403
InternalServerException

L& MEH 27,

API %1 2019-11-01 53

0o

n
0]
B>



IAM Access Analyzer

B

APl &

HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

A

rot
rot

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

Tt 7E Zoi&LICH

]
[
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule
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GetFinding

X|HE ZAntol st MEE ZHAMELICH GetFindingZt GetFindingvV2E 25 IAM &2 29| access-
analyzer:GetFinding Action 40| AAEELICH access-analyzer:GetFinding HYE
g etol 2{ofoF gLt

(@ Note
GetFinding2 2|5 HMA 270 MEH X|HELICH LHE I OJAME dAA 2470l
GetFindingV2E At sfof rL|Ct.

Request Syntax
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI % »jzto|E

Q¥ CHg URI TtEIOIEE A8 ELICH.

analyzerArn

Request Body

e 2&oi

rr

E&0| gl&Lct

ol
HO

Response Syntax

HTTP/1.1 200

GetFinding AP| 4™ 2019-11-01 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

B

APl &

Content-type: application/json

{
"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
}
SEH 4L
a+40| HZSHH MHIATEHTTP 200 ST S Br&stLicH

finding

N

A0t M2 HE7F 28 E finding A LT

0o
o
0]
B>
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Et{: Finding Z4%i|

ol steig

HTTP &fEil 2 E=: 403

InternalServerException
L2 A 27

HTTP &Eil ZE=:500

ResourceNotFoundException

Am
M
04
jo
1
50
I
C
n

Helas

HTTP &Ef = 404
ThrottlingException

Mgttt 2 7R E ZoRi&LICH

HTTP &fEll ZE=: 429

ValidationException
23 oo 2/ LCt

HTTP &fElil 2 E=: 400

gl

2t

10423 AWS SDKs

« AWS Command Line Interface
« AWS SDK for .NET
« AWS SDK for C++

°F
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« AWS Go v2& SDK
« AWS Java V2& SDK
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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GetFindingRecommendation
RIHE 24470l ChEt Aot HE Algtol CHEt MEE Mgt
Request Syntax

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI 23 nj2i0|E

FO
0

2 Ch& URI Zt2tO|HE AFSELICH

analyzerArn

m\l

20 HY ALY E ddste ol AEXlE E47(2 ARNRILICE

OHE: [A:]*: [~ ]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

id

At HEY Mgl 17 IDYLICH

ZO| A< |2 2ol 1. 2|t Zol= 2,048.

s o457 of
maxResults

SHEof grete x[cf Aat =Lt

REsH He: Azt 1uCh =|CHZf2 1000QL|Ct
nextToken

tetEl Aol Ml o|X| i A El= EZLICH

Request Body

e 2= 220 &L

ol
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Response Syntax

HTTP/1.1 200

"string",

Content-type: application/json
{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
I
"nextToken": "string",
"recommendationType":
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}
SH A

CtE ClOIE = AH|20f 2|3 JSON EAlo 2 BretELICH

completedAt

| AlmiEt o|of CHEH RHAIEH

44 RecommendationErrorZ4Ai|

nextToken

ol

HhetEl 4

Kt

=0
o
el

o
=

to| H|o|X| ool AR E|= EZQlLC}.

G l=]

Heluct
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recommendationType

Zntof et WY A fFLICH

m
o

 BXtY

P

I

2% Zt: UnusedPermissionRecommendation

recommendedSteps

Zztol Cheh Y BA 25U

E}2): RecommendedStepZi&| Hi

resourceArn

TLHEl_":arn:[":]*:[":]*:[":]*:[":]*:.*

startedAt
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InternalServerException

LIS A 25,

HTTP &fElil Z=: 500
ResourceNotFoundException

X
o

am
L}
b
|>
i
w
o
1
3
>
T
[ul

HTTP &fEll 2 E: 404
ThrottlingException

A

rot
rot

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

Tt 27 E Zol&LICH

]
[
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IAM Access Analyzer APl & X

GetFindingsStatistics

OJAHE AMA BM7(of CHEF &AE B SH =52 AMe L

rr

Qe MMA
Request Syntax

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string"

URI 273 1lz2t0|E

Q¥ URI ItEHOEHE AFS S| ef&LICH

QLE2 JSON Ao Z S HIO|EHE Er&LCt

analyzerArn

SHE ddste ol A8l EA7I9 ARNILICH

SR

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [
{ ... 1%
A,

GetFindingsStatistics API BH7 2019-11-01 63


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

"lastUpdatedAt": "string"

[}

findingsStatistics

QI HN|A EE DA AMA ZA ZT SHC 28

E}l: FindingsStatistics Z4 & H{

lastUpdatedAt

ZA At SH Aol ooz
1=

7t o|™ofl AME|X| ef2 F<0| £ MAXIX| ef&

M

S: EFAH

=l

=t
2E Bl BEHOR YMsHE 2Rl ChE AHM S LSS &

ol &tds

HTTP 4B FE: 403

InternalServerException
LS HH 27

HTTP &Ei ZE=:500

ResourceNotFoundException

ClO|E &l AlZFLICH X[HE EM7[of CHall ZA A1t SH|

LICE.
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ThrottlingException

rot
rot
i

A T RF

HTTP &fEi ZE: 429

ValidationException
23 oo 2/ Lct

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

ZIotsi&LCh

]
[
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GetFindingV2

XIHE Antof cist HEE HAMEILICH GetFindingZt GetFindingV2E 25 IAM 2 29| access-
analyzer:GetFinding Action 40 AFEELIC} access-analyzer:GetFinding &2
g Mol R{ofofF gLct.

Request Syntax

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 2% miz2t0|E
932 CtS URI T2} 0/E{2 AFEtLCt,

analyzerArn

M
E
i
0=
0x
rok
AL
1z
N
1o
>
Py
Z
I°
C
ful

ZAlst AL 3ol IDILCY.

T4 045 of

maxResults

SEoil grete z[c] Znt Lt

nextToken

ahetEl 20t o| Ho|X| D&l AFB &= EZE)ILCEH

Request Body
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

SE A

Erodo| M2 MH|AZFHTTP 200

CH2 d|o|E{= MH|A0] 2|5 JSON

analyzedAt
ADHE MAIE BlAA T|uh A
C B EIPNC S

Response Syntax
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findingDetails

E}Q): FindingDetails Z4 4| HH

findingType

Ato| FEULICE 2F HAHA EA7|9

2ot dEstn O|E slidste W chet XIH

O oSO
7C=>'_I_ 'IT°C=>|:

AX|3tE HIAIXILICH

QlL|CtExternalAccess. O]

A
o paiind
A8 HMA BEMT]9l A2 82, UnusedIAMRoleUnusedIAMUserAccessKey,

UnusedIAMUserPasswordE=e & £ U&

93e Lt InternalAccess.

q

MO
Pal
0

LICtHUnusedPermission. LHE HMA EA7|0| AR

$%& ¢t ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess

nextToken

dretE A0to| I o|X| ool Ar 8 El= EE

LY 2AY

resource

2LCh.
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Etel: =Xt

MO

FE 4f: AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

updatedAt

o8
2E YoM M2 &lsi= 2LFof CHEt AfMEH L2 et el @ F MME FX MR

HTTP & Eil Z=: 403

InternalServerException
LIS MHH 2F.

HTTP &Ei I =: 500

ResourceNotFoundException
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HTTP & Ej Z E: 404
ThrottlingException

rot
rot
i

A Tt RF

HTTP &fEi ZE: 429

ValidationException
23 oo 2/ LCt

HTTP &fEi ZE: 400

Sl

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

* AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS SDK for Ruby V3

Zotsi&LCh

]
[
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IAM Access Analyzer APl & X

GetGeneratedPolicy
E Ar835to] MdEl HME HMELICIStartPolicyGeneration,
Request Syntax

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URI 273 uj2t0|E

FO
ok

2o

0jo

URI Zt2+0|E{E AFSEFLICEH

includeResourcePlaceholders

ddsitde M5 S +Z LD QMo Elas & ME +&E X|¥ste 2ol st 2|4
ARNs2| Rt2| ZAIRHE AL8oto S YHEX| iR E X|HE + JU&LICH

0 € Sof HHO| Z|AA MMM "Resource":"arn:aws:s3: ::${BucketName}" CHAIQ} Z

2 el ZARE ®E 5 AELch .

includeServicelLevelTemplate

ddsitis M S 2 UL MH|A =& HHE dEEX| oF & X

ek
N
30
Ii>
o
o

IAM Access Analyzer= iam:servicelastaccessedE AF835t0{ %|200| MH|A =& HIEE!
2 ddst= ol AHSE MHIAE A-EEFLC

jobld
StartPolicyGeneration &0 M EtetJobIdEl= &ILICEH = GetGeneratedPolicy@t

HH AtEsto] HEE HAME M LI A ALSsto] EM U 2FHE

CancelPolicyGeneration F A& JobId &= U&LICH

[z}

T 048 of

Request Body

ol

e 2= 220 &L
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"generatedPolicyResult": {
"generatedPolicies": [
{
"policy": "string"
}
1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [
{
"allRegions": boolean,
"cloudTrailArn": "string",
"regions": [ "string" ]
}
]
},
"isComplete": boolean,
"principalArn": "string"
}
},
"jobDetails": {
"completedOn": "string",
"jobError": {
"code": "string",
"message": "string"
},
"jobId": "string",
"startedOn": "string",
"status": "string"
}
}
SE L

xto{o| A Z 5t

r
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Ct2 Hlo|E{= AMH[A0f 2a JSON HAle = BretE LICEH

generatedPolicyResult

ted MIE HEJF 28 El GeneratedPolicyResult ZH&I|QILICH,

A AIE| K4xH QI 72

- O 71 =<

e

F8: GeneratedPolicyResultZ4 ]|

jobDetails

MAME Mol CHet M HE T ZEEl GeneratedPolicyDetails ZH&|ILICH.

OO L- O

Et2l: JobDetails ZHA]|

HTTP AlEf Z=: 403

InternalServerException

LHE MH 27/,

HTTP &fEi ZE=: 500
ThrottlingException

Mgt ete7t @ FE Tosi&LIch

HTTP &#Ei Z = 429
ValidationException

A5 o2 2 7L

HTTP &fEi ZE: 400
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* AWS Command Line Interface

» AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

]
[
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ListAccessPreviewFindings

KIEE HM A O] 27]0iM dEE HMA Ol2 27 ZAH 2ot

Request Syntax

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI 27 nj20|E

QAL C}S URI Tt2HO|E{E AFSELICH

accessPreviewld

HMA O|I2| E7|e] 2 IDQL|CE.

IHEd: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}
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F: String

OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

T4 o4 ofLIR

maxResults

HrgrEl Zoto| mlo| x| oo Ar8 &l EZ LT

0%

XY

=l

e
1

ALE: ofL|2

-
oo

SR

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" ],
"changeType": "string",
"condition": {
"string" : "string"
.

"createdAt": "string",

0lo
m
-
gl
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"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"

iy

"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
},
"type": "string"
}
1,
"status": "string"
}
1,
"nextToken": "string"
}
SEH 24

findings

XIHE TE 7IZD YxISHE ML 02 27 ZA Aol B

EF2l: AccessPreviewFindingZi&i| HH

nextToken

dt

r
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DE oM SEMOR WMstE &0l et RHAIE LIS
AccessDeniedException

o| xl-o-l%

A
= = T

HTTP &E 2 E: 403
ConflictException

S& o2 2F Lct

HTTP &fEi ZE: 409

InternalServerException
LHE MH 257/,

HTTP &'Ef T E: 500

ResourceNotFoundException

Jm

HElaaE HE 5 &Lt

HTTP & Ef Z=: 404
ThrottlingException

Mgttt 2 7 E ZoR&LICH

HTTP &Elil ZE: 429

ValidationException
23 oo 2/ LCt

HTTP &fEi ZE: 400
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21048 AWS SDKs

« AWS Command Line Interface
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» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
[
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ListAccessPreviews

RIEE EM7I0of Tt HMA Ol 27| S5

Request Syntax

jo

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken

HTTP/1.1

URI 273 ui2t0|E

FO
o

analyzerArn

HMA OI2| E7|§ et ol A=l EA97[2] ARNILICH

OHEL: [A:]*:[A:]*:[A:]*:[A:]*:[~:]*:analyzexr/. {1,255}

Ll 048 of
maxResults

Het

SEoi

ot
ek
o

|CH 23 =~ LCh.

rII

nextToken

HrErEl Znto| m|o|X| o AF8 &l EE LI

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{

2 Ch& URI Zt2tO|HE AFSELICH

ListAccessPreviews
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"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"

[a

]I

"nextToken": "string"

[a

ge

olo
k>

el

fdo| M= 6t MH[ATZHHTTP 200 SEE EHSELICH

d

CtZ HIOo|E{= AMH[A0f o8l JSON EAlo = BHetEILICEH

accessPreviews

4470l ChaH Z{A4E AN Ol2 7] S=ULICH

El2l: AccessPreviewSummaryZi&| Hi

nextToken

HrErEl Znto| m|o| x| oo Ar8 &l EE LI

HTTP &fEi ZE=:403

InternalServerException

L& MEH 27,

olo

n
0]
B>
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

A

rot
rot

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

Tt 7E Zoi&LICH

]
[
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
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Request Syntax

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI 273 1lzt0|E

LS URI ItEtOEHE AHE S| ef& Lt

EAME BAA B2 ZMY 24470 ARNQILICH

OHEA: [~ ]* [~ ]* [~ 1% [~:]*:[*:]*:analyzer/.{1,255}
T4 o4 of

maxResults

4 8= of%: ofLIR

HrgrEl Zuto| mlo|x| oo Ar8 &l EZ LT
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=l
od
el
Pl
ne

FE 4f: AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

L g5 ofF: ofLlR

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}
SEH 24
Zjo| M FZ 5t AMHIATHHTTP 200 SE2 gH&ELICH

CHS dlolE{= MH|A0] o5 JSON EAlo = dhetElL|c),
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analyzedResources

E}Ql: AnalyzedResourceSummary Zii| H{

nextToken

HrgrEl Zoto| mlo| x| oi o Ar8 &l EZ LT

=
DE Tl M TEMOZ WasHE 2Tl ChE KPR LIS 2 UHAI0I O F MM HASMR

ol stelg

HTTP &fEll 2 E=: 403

InternalServerException
LHE MH 27/,

HTTP &fEi ZE=: 500

ResourceNotFoundException

HeElaaE ¥E + gl&UDh

Am

HTTP &Ef Z=: 404
ThrottlingException

A LIl 2F7E =ai&LICH

rot
rot

HTTP &fEi ZE: 429

ValidationException
AE 0llQ 27 LICt

HTTP &Eil ZE=: 400
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10424 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
[
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IAM Access Analyzer

APl & X

ListAnalyzers

gy S22 AME L

Request Syntax

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI 273 mi2t0|E

Q¥ CHg URI TtELOIE & A8 ELICH.

maxResults

SEoil grete z[c] Znt Lt

nextToken

Ht 3} =| 74

ghetEl Zato| Hio|x| ool AFE == EZ LT

& 2t ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

Request Body

g 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

arn": "string",

ListAnalyzers
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"configuration": { ... },
"createdAt":
"lastResourceAnalyzed":
"lastResourceAnalyzedAt":
"name": "string",
"status":
"statusReason": {
"code":

"string",
"string",

"string",

"string",

"string"
3,
"string" "string"

iy
n ::Eell: Ilstringll

]I

"nextToken": "string"

[a

analyzers

EAM7I7F AMEIA&LICH

EFQl: AnalyzerSummaryZ4%| HH

nextToken
Z| ZAnto| o] x| oHZof| AF2 El= EZ QL)

Ly XY
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HTTP &fEi ZE=: 403

InternalServerException
LHF MH 257,

HTTP &fEll Z=: 500
ThrottlingException

A

rot
rot

TIRRF

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

Zoti&LCH

]
[
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers
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ListArchiveRules
X|HE 2AM7]of Cha MAE otztole &l 58 HMFh Lt
Request Syntax

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 273 nj2i0|E
2%e C}2 URI I2}0/E{E AL ELCt.

analyzerName

a2 HAME 2447)9f olg Lot

Z ol A|ef: |4 Zol 1. =/ Zol|= 255.

El

HEd: [A-Za-z][A-Za-z0-9_.-]*

Z 045 0of

maxResults

nextToken

drerEl Z2oto| mlo|x| oo AL8 &l EZ LT

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SEH 4
Zed0| 835t MH|ATFHTTP 200 SE 2 BHSELICH

archiveRules

XEE 2M7(of sl H-E otztol2 & S5 L

EFQl: ArchiveRuleSummaryZi&| HH

nextToken

UhEHEl Z4Tto| m{o| x| HZol A8 Els EEQlLIc

- - -

Ly XY
=
o
DE Mo B2EXoZ dMStE 2F0f Ciet RIMIEH LIS Aol o F MME XM
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HTTP &fEi ZE=: 403

InternalServerException
LHF MH 257,

HTTP &fEll Z=: 500
ThrottlingException

A

rot
rot

TIRRF

HTTP &fEi ZE: 429

ValidationException
23 ool 2/ LCt

HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3

Zoti&LCH

]
[

API %1 2019-11-01 92


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListArchiveRules
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListArchiveRules
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules
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ListFindings

XHEE 2M7|0MH HHE At S5 AMELICH ListFindings?t ListFindingsV2= 25 1AM
M2 MAHO| gccess-analyzer:ListFindings Action 2401 AF&ELIC} access-

analyzer:ListFindings & &g HEo| QLo{of §f LCt.

A 552 dMste o AFSE £ e EE Z]oi CHal 2otEe{™ IAM AFE MO IAM Access
Analyzer ZIE 7| & H XML

® Note
ListFindings= 2% HAA 2A47[of A2t X[ ELICH LHE 2 OJALE HAHA BM 7ol
ListFindingsV2E Ar&3HoF & LICt.

Request Syntax

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI @73 ujz2t0|E

Q&2 URI ZtetOEHE MEsHR| ef &L
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QLHE2 JSON Ao Z 3 HIO|EHE Er&LCt

F&: String
OHE: [Ac]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/.{1,255}

i 048 of

30
oo
Mo
>
ne
O
3
=
-}
N
0
=2

nextToken

HhErEl Zato| m|o|X| oo AL8 &l EZ UL
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HTTP/1.1 200
Content-type: application/json

{
"findings": [
{

"action": [ "string" ],
"analyzedAt": "string",
"condition": {

"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SE L

4 MH|A7FHTTP 200 S22 dhs gL Ct

rl:l
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findings
SM7(0lM ZAst 2 SolM RIFE L 7|ED Yxlsts 2T 20| 2l B2 ==L

EF2!: FindingSummaryZi&| Hi

nextToken

uhehEl Zato| W0 x| DHZiol AFRElE E2 L}

L= =

St= 270l CHe RbM[EH LIE2 LEMMOI 2 F Mlds B ZRSHAIL.

Ha
rn
2
1054
2
x
OH
Ofm
il
|0
Hu
n
0%

ol 3fde

HTTP &fEll 2 =: 403
InternalServerException

LHF MH 257,

HTTP &Ef Z=: 500
ResourceNotFoundException

(S EES

Am
M
ot
fjo
1
50
I
C
[ul

HTTP & Ef ZE: 404
ThrottlingException

A LIl 2F7E =ai&LICH

rot
rot

HTTP &Ei T E: 429

ValidationException

AE o 2 F LCt.
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HTTP &fEi ZE: 400

]

104 AWS SDKs

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
[
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ListFindingsV2
M7l HEE Aot S8 2 AMELICH ListFindings®t ListFindingsV2& 25
29| access-analyzer:ListFindings Action 240 AF2ELICH access-
Ilg s&#E = Qe T™eto| Qlofof gLct.

BMO| IAM

ZIEq 7|of CHEt REMIEH LI 2 IAM AFS

XNEE 2
=
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o
IAM S

o
analyzer:ListFindings

A0 222 HMSHE O ABE 4 ¢

=
Access Analyzer ZE 7|E & ZE35HA

O

| =

A
o
a1

Request Syntax

POST /findingv2 HTTP/1.1
application/json

Content-type:

{
"analyzerArn": "string",

"filter": {
"string" : {
"contains":
II%II: [ "Strj_ng" :]’

"exists": boolean,
", [ "String" :]

Il@ g

[ "string" 1],

I,
": number,

"maxResults
"nextToken": "string",

"sort": {
"attributeName": "string",

"orderBy": "string"

URI 273 ui2t0|E

8otx| k&Lt

QY2 JSON HAle
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analyzerArn
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0%

: SortCriteriaZi |

=l

[l
als

&= 047 ot

SR

HTTP/1.1 200
Content-type: application/json
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{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SEH 4L
A+10| AT MHIATHHTTP 200 SEE HH&3tLIC

findings

XEE 2 7|20 LRlstE EM7I0lM AME ot S50| s E? SSYLICHL

E}Ql: FindingSummaryV2Z4x| H{i

nextToken
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HTTP &fEi ZE=: 403

InternalServerException
LHE MH 2F.

HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

Mgt eIt 2 7FE Zoti&Lch

HTTP &fEi ZE: 429

ValidationException
A5 ol 2/ Lct

HTTP &fEi ZE: 400

Sl

2104 AWS SDKs

+ AWS Command Line Interface
+ AWS SDK for .NET

* AWS SDK for C++

+ AWS SDK for Go v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3

]
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ListPolicyGenerations

K72 S0t QHE DE M MM L}
Request Syntax

GET /policy/generation?

maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI 23 n}20|E

23 ClS URI It2O|EE AP ELICE

maxResults

nextToken

Hr2t= 471 o| I|0| K| OHZlol| AF2 &=

principalArn
Mxig MMSEE IAM AE{E[(AFS A}
oot E 20 E &

D& arn:[A:]*:iam::[~:]1*:(role|user)/.{1,576}

Response Syntax

HTTP/1.1 200
Content-type: application/json

"nextToken": "string",

CC = o9st

=
L ody x4 Hot

)2l ARNRILIC,
IE{2lListGeneratedPoliciesste{™He}t &4 Al EL|C}.

F Aol cHet Zxter &

ListPolicyGenerations
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"policyGenerations": [

{

"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"

[}
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policyGenerations
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AccessDeniedException
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InternalServerException
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ThrottlingException

rot
rot
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A T RF

HTTP &fEi ZE: 429

ValidationException
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HTTP &fEi ZE: 400
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IAM Access Analyzer

ListTagsForResource

K|ME Q| AAN MEE B0 22 S ZHAEH|C}
Request Syntax

GET /tags/resourceArn HTTP/1.1

URI 273 ui2t0|E

2 ChS URI Zt2tO|EHE AFSELICH
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ok

resourceArn

E{1E ZdM38F 2| AA 0| ARNQILICE.
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{15 of

e
1
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4

Request Body

He 3oz 20| ei&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"tags": {

"string" : "string"

(-
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HTTP &fEil 2 E=: 403
InternalServerException
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HTTP &Ef FZ=: 500
ResourceNotFoundException
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HTTP & Ef ZE=: 404
ThrottlingException

Mgt ete7t @ F & Totsi&Lch
HTTP &Ell ZE: 429
ValidationException
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IAM Access Analyzer

StartPolicyGeneration

YA MY ™S AEELICH
Request Syntax

PUT /policy/generation HTTP/1.1
Content-type: application/json

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

+

"policyGenerationDetails": {

"principalArn": "string"

URI 273 m}zto|E

clientToken
SHHSHEE BES7| /ol MBste I R8 CH/AER 72 AlEXIQLICH BHSH2 API 80|
BB SR EIE S BLICH HEAM 230 A 2 @Ho| HEHoE R kM SYs 220
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Mg MMEE{E IAM AEE|(AFS K EEE 48 o] ARNS Z & EHLCH

El &!: PolicyGenerationDetails Z4&]|

Ll 0458 of

gg 78

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"

[

jobld

StartPolicyGeneration 2 J0{M Bt&tJobIdEl= L |' £ GetGeneratedPolicy®t
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CancelPolicyGeneration ¥4 & Jobld & QU&LICH
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ol &Ys

HTTP &fEi ZE=:403

ConflictException
S o2 27 LCH.

HTTP 4B FE: 409

InternalServerException
i M 2 F

HTTP &Ei I =: 500

ServiceQuotaExceededException
MHIA MBE7 LFTE SFF&LICH

HTTP &Ef Z=: 402
ThrottlingException

Mgt steot @ R E ZR&LICH
HTTP &Ei T E: 429
ValidationException
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IAM Access Analyzer

StartResourceScan

Request Syntax

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI @73 ulz2t0|E

22 URI ZtetOEHE ME5HR| ei &L

2 AFMSHe O AFRE E4A47|9] ARNQILIC,
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£ String
OHEL: arn: [Ac]* s [Ac]*e[Ac]* e [Ar]*e L *
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resourceOwnerAccount
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Meduct.
8. Extd
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HTTP/1.1 200

Response Elements
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InternalServerException
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ResourceNotFoundException
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HTTP & Ej Z E: 404
ThrottlingException
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HTTP &fEi ZE: 429

ValidationException
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HTTP &fEi ZE: 400
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer

TagResource

XM= 2| AA0 Ej2E F7HEHLCE

O —

Request Syntax

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI 273 ui2t0|E

2 CFS URI Zi2tOE & AFS &L
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resourceArn
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HTTP/1.1 200

TagResource
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ResourceNotFoundException
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ThrottlingException
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HTTP &fEi ZE: 429

ValidationException
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UntagResource

X HE 2lAA0M EZE M HELICH
Request Syntax

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI 2% miz2to|H
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0t

2 CFS URI Zi2tOE & AFS LI

resourceArn

Z7te efjao| 71Lct

]
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Request Body
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Response Syntax

HTTP/1.1 200

Response Elements
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AccessDeniedException
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InternalServerException
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IAM Access Analyzer

UpdateAnalyzer

QI KA E447|0f= 0] Kdo] XIHIEIR| S&LICt

Request Syntax

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

"configuration": { ... }

analyzerName

=g EM7|9 o|§Lch

4ol X|ef: =4 Zof 1. =|Ci Zol= 255.
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gg 78

HTTP/1.1 200
Content-type: application/json

{
"configuration": { ... }
}
ST 24
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C+e CllolE{= ME|A0] |5 JSON &4l = uhatslL |},

configuration
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ConflictException
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HTTP &fEi ZE: 409

InternalServerException
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException
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HTTP &fEi ZE: 429

ValidationException
A5 ol 2/ Lct

HTTP &fEi ZE: 400
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IAM Access Analyzer

UpdateArchiveRule

XIEEl ofztolE =2 7|&En 22 YO|o|EFLICE.

Request Syntax

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI 273 ul2t0|E
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException
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HTTP &fEi ZE: 429

ValidationException
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IAM Access Analyzer

UpdateFindings

Request Syntax

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}
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Request Syntax

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}
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Content-type: application/json

"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [

{

"path": [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number

1,

"nextToken": "string"
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« AWS Go v2& SDK
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+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK
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* AccessPreview

» AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

 AnalysisRule
* AnalysisRuleCriteria

* AnalyzedResource
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* ArchiveRuleSummary
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration

IAM Access Analyzer APl & X

S3ExpressDirectoryBucketConfiguration

Amazon S3 CIHE 2| tHZ!oi| Cial & FEl HAM|A Ko 7 ILICE Amazon S3 HZ! HAE X|Hst0q

o o
M Amazon S3 C|EIE{2| HZ! EEE AR T 7|& Amazon S3 CIEE 2| HZlof| CHEE S X|eteEr =
U&LICH 40| 7|& Amazon S3 CIAEE{ 2| B{Zl0f| CHEF 7£A0|1 Amazon S3 HHZ! HAg X|H5HK|

1= o
o2 3% dMA D2l E7]= CIHEEEl HZlo| AZQE 7|E EHME ALSELICH M A 02 27|71
M 2|28 0|1 Amazon S3 HHZ! HAME X|Hst K| Bi2 B MMl D2 27|= Aol gl=C
2l HZA! 2 7hEELICH 7|1& HA! EHo| AKX E F|ehstedH Hl Extde X[Ee = U&LICH Amazon
S3 CIEE 2| HZ! 2ol CHE REAMIBH LHE 2 Amazon Simple Storage Service At AP M 2| C|EIE
2| HZlof| cHer EHZ! HA o M & EH RSHMI.

LH &
accessPoints

Amazon S3 CIHE{ 2| tHZ!ol| CHal & FEl A& ZQIE LT

o

F8: EAY-S3ExpressDirectoryAccessPointConfiguration Z4&{|

7| THE: arn:[A:]*:s3express:[A:]*:[A:]*:accesspoint/.*
Zi4 o8 ofLR

bucketPolicy
Amazon S3 C|=E{2| HHZ!oi| CHal MIeHEl B{Z] ALt

q
=

Jo
od
el
pal

(0]

Sl

@104 AWS SDKs.

« AWS SDK for C++
« AWS Java V2& SDK
« AWS SDK for Ruby V3

S3ExpressDirectoryBucketConfiguration API H7 2019-11-01 249


https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-example-bucket-policies.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
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APl & X

IAM Access Analyzer

SecretsManagerSecretConfiguration

Secrets Manager 20+ &5 o] M QL|Ct AtAM|EH LHE 2 CreateSecretS

HOotots MA al MEHX AWS KMS &5 3 7|2 K|Z5l0{ M| HOF &5 T= ARSH7|E HoH S
of gt +MHE Aote = QU&LICH 40| 7|& 2o &5 of CHe Zdo| 2ot ¢t 5 MAHS X|HEHK|
IR A2 dMA O2| E7(= 2ot &3 of Cieh 7|1& HRME AFSELICH HAMlA Ol2] £7(7F A 2|4
A0f Ciet Ol2] £7(|0|1 HAME X[H5HK| et= 8% A& 0|2 E7(|0Me= ER0| gis §E & 7t
Mefuct 7|E YAo| AX|E AetetEd™ Bl EAtEE XI™HE = U&LCh MetE 7450| M EoF e
50 cHet 7+440|11 KMS 7| IDE X|HstX| &t 2 B2 HMA O[22l E7[= AWS 2™ 7|8 AEF
L|Ctaws/secretsmanager. KMS 7| IDO]| gl EAtE 2 X|'H5tH HAMA O|2| E7[=2] AWS #E|
g 7|8 AFSELICHAWS A, 20t of & XA xf|gtof CHet AtM[Er 82 2T S FZsHMR AWS
Secrets Manager.

LHS

kmsKeyld

B4%I1Q||C}.

KMS Z|2o| M[etEl ARN, 7| ID EE= EHEY

Hot ool UMASILL BEIF 4 2 ABRE Holshs MeHE Blas ML

Y EXY

ozt
o

21048 AWS SDKs

« AWS SDK for C++
« AWS Java V2& SDK
« AWS SDK for Ruby V3

API B{71 2019-11-01 251

SecretsManagerSecretConfiguration
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https://docs.aws.amazon.com/sns/latest/api/API_Topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SnsTopicConfiguration
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/quotas-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SqsQueueConfiguration
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