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2l7o|ME et T HiEE & UELICEH Amazon EC2E AFE5H04 HstE 9| 7t MHHE +
Sto EHot 2l HEQIZES #+M45H AEZ|X|E &eElg = U&LICt.

I_

2ERX 22 E 2LEHE API E{%1 2006-03-01 6


https://docs.aws.amazon.com/AmazonS3/latest/userguide/outposts-sharing-with-ram.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsManaging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsNotificationsCWE.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html#ConsistencyModel
https://docs.aws.amazon.com/ec2/index.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
https://docs.aws.amazon.com/datasync/latest/userguide/getting-started.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
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https://aws.amazon.com/tools/
https://aws.amazon.com/outposts/rack/pricing/
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https://aws.amazon.com/outposts
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://aws.amazon.com/outposts/pricing/
https://docs.aws.amazon.com/outposts/latest/userguide/order-outpost-capacity.html
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S3 on Outposts0i| A X|¢Hst= API 2] S5 2 S3 on Outposts API 22 EHHE & E5HM L.

S3 on OutpostsH| A X|&5t= Amazon S3 AWS CLI B
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https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/cli/latest/reference/s3/presign.html
https://docs.aws.amazon.com/cli/latest/reference/s3/rm.html
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Amazon CloudWatch 273 X|&
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QEX X2 HA

S3 Select

AWS Lambda O|HIE

ME M2 22
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S3 on Outposts LU EXT F AIE

2 E S3 on Outposts BA|A ZRIEZ 2t E!5HE{T S3 on Outposts HIEEZ
SHoF rLICt. S3 on Outpostsoil CHEH A= ZQIEof|= Ct2 3t ZH2 A|BHo| M ElLct,
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* 192.168.0.0/16
Outpostof CHeF = ZQIE &= 74X|X| St E CIDR 50| = VPCOHIMEH A&k £~ QlaL|C
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Z|ofof BfLICt.
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£ E3l S3 on OutpostsE A E £ Q&LIC}.
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7150l A AEE|X|, HMA HAM, 53t B X|H &) MEE = U&LICH S3 on Outpostsod|
CHEH REMIEH LI 2 Amazon S3 on OutpostsEt 21017122 MME R XFHAMIL.
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« AWS Management ConsoleE A& 35104 A% 57|
« AWS CLI &! Java& SDKE AI&3504 A|&F5H7|

AWS Management ConsoleE AF&3+04 A|EH517|
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Z d|o|H ®2| ! Hlo|H BlIX[EHAI7} 2Bt oHEE|ZHo|ME 28 20|20 AME &M XME
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
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12. (Z1& VPCOI| CHet MEH ALEH CI2 1 22 A= Z QIE HA|A & (Endpoint access type)S A1EH

glct.

« Z2}0|Y!(Private) - VPC} E7H AR E B MEIELICH

« 172 A2 |P(Customer owned IP) - 2 Z8|0/A HEXHT LHOIM 1 AR IP F4 Z(ColP) 1t
H ALSE F MEfELCY.

=
13. (A48 AFE) Outpost AAM|A ZQIE A (Outpost access point policy) & XIEELICE 2&0= H
oM AL E = UE HMA ZRIE Q| Amazon ElAA O|F(ARN)O| AtSS 2 E A|ELICH.

o=
14. [Outposts HHZ! 244d(Create Outposts bucket)]2 MEHELICE,

16

(® Note
Outpost IEZQIETI MM HZIO| AFSE FH|7t El2d™ 2| 52 M 22 = U&E
LICH =71 HZ! dHE Y52 MR HE 2 7|(View details)E =8 LICE.
CtZ EHA
Amazon S3 on OutpostsE AIEE 32 24X C|O|EH= &4 Outpostdll % ELICH. AWS7} Outpost
;S MX|5He 32 IOIE & F 2F AMES §F517| 2I5H Hl0IE{7t Outpostoll 2EHZE R X|ELICH.

)
F

H
A= Outpostoi| M Ed0{Lt K| eto{ AWS 2|T0i| /U K| f&LICt. AWS Management ConsoleO| 2]
M Lol 3AEEEZ E2£8 AF83510{ Outpostl| ZHA|E YUZE 3P7-|LP zElg & dgLich as{u
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE AI&3l0{ HMA ZOIEE S5l A
ME Y25t el = Jsuct

é
H:I
Iﬁ
mlm

S3 on Outposts HHZ!, BMA ZIE T M3t Foll= AWS CLI EE = Java® SDKE At
&5t0{ HZ!lol| A E YEEE = UsL |' XH‘H?_ H 2 S3 on Outposts HZlof| Z4x| 2= EHA

EQ
;1 o
ZSHAAIR.

AWS CLI 2! Java® SDKE At275t04 A|ZHSH7]

Amazon S3 on OutpostsE AFHE 3t AWS OutpostsOil A S3 H{ZIE MMt 22 H|o|E YMA, 2
Z dlole M| L SOl BIX|HA|I7F 2R3 o E2[7AH 0| flsH 2=a0|A0M ZAME & X-I”
5t ZHAHEE £ QJALICEH S3 on Outposts= S3 Outposts(OUTPOSTS)ZHE MZ2 AEZ|X| 2eia
Xﬂ-‘—""LIEI- OI 2oas Amazon S3 APIE AM&3t0{ AWS Outposts2| 02 C|HFO|A QL AHE{ 0| |:+|o|
oYX o 2 MESIE T MAEIRIELICE. Virtual Private Cloud(VPC)& &8t
" EXQIE 4ZAE ALE35104 Outpost HHZITF SAIEHLICH HMA HAH of 55} EN

Ch= BHA AP| {7 2006-03-01 17
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22 2535104 Amazon S3 HHZ!0 A 2F Z 0] Outpost HZI0IAM S LS API ! 7|5 A E £ Q&
LICt. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK &= REST
APIE &3ll S3 on OutpostsE AFEE = JU&LICH KHAIEF LI 2 Amazon S3 on OutpostsEt F ¢!
Ih9? MMS AT EAMS.

S3 on Outposts& AlZtst{H HZ!, AMA ZQIE L A= ZQIES MMsHoF FLICH 2™ A~ E

HZI| A28 = J&LICt O Ao AME AWS CLI 2 Java® SDKE A& 3504 S3 on Outposts
E AzHste 22 Ho{ELICH 2£2 AFE5H0{ A|ESHE{ AWS Management ConsoleE AHE 504
AlZISHZ| dME EHERSHMR.

A
« 1EHA|: HZ! BHE 7|

o 2EHAH: HMA ZOIE MY

L

e 3EHAH: QIS ZQIE A4

« 4Et7|: S3 on Outposts HHZ!0f ZHx| 2=

1EHAH: A BHE 7|
Ct= AWS CLI & Java& SDK 0i|A|0{| A= S3 on Outposts HHZ! 44 giedg Ho{FL|Ct,
AWS CLI

Example

Ct oMol M= AWS CLIE AF& 304 S3 on Outposts HHZ!(s3-outposts:CreateBucket)2
MadstL|CH ol B S AMESEAM user input placeholdersE& AEXIe| MEZE CHA EHLICH.

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java

Example

CtZ oMol M= SDK for JavaE A& 3504 S3 on Outposts HHZ!(s3-outposts:CreateBucket)
Mggfuct.

k=]
=

import com.amazonaws.services.s3control.model.*;

1EA: HZ BHE 7] API %1 2006-03-01 18
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0o
1z

public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket
.withBucket(bucketName)
.withOutpostId(OutpostId)

new CreateBucketRequest()

withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket

s3ControlClient.createBucket(reqCreateBucket);
System.out.printf("CreateBucket Response

o 11
%S%

n", respCreateBucket.toString());
return respCreateBucket.getBucketArn();

2CHA|: HMA ZOIE M

Amazon S3 on Outposts EH{Z!0 HA| A 524T
£ AWS CLI 2 Java8 SDKE AtE

H N O M5t FedsHok gfLICH CHE of A
5o UM A ZRIEE HMst= WS EoiELIC
MM A ZQIE = Amazon S32| 3R] ClO|E{ MEo| CHEF CH 2 CIO|E HA|A ZE[E ZHASHENLICE
HMA ZQIE &= GetObject 2! PutObject Z'2 Amazon S3 ZH&l| S +~&st= O AHRE = Q!
£ HA| HAE HEST A=ZIER]LICH S3 on OutpostsE &3l Outposts HZ! 2| ZHA]|off HAM|A
StE{T HAM|A ZQIEE ALSSHof BLICEH HAMA ZRIEE 714 SAE AEIYUO| FA X[HE X|HE
L|CF.
AWS CLI
Example

CH2 AWS CLI 0| XM|0f A= Outposts EHZ!01| CHEF HAM|A ZQIES AMAISH
™ yser input placeholders& AFEXIC HEZ

CHA| L.

aws s3control create-access-point --account-id 123456789012
--name example-outposts-access-point --bucket "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

COHMA X

API HHZ 2006-03-01 19
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SDK for Java
Example

CtZ SDK for Java 0i|Al|0{ A= Outposts H{Z!0i| CHEF HM|A ZQIEE MAHELICEH O] MKE AtE
524 user input placeholders& Ar&AtS| HEZ CHAIELICH

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)
.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);

System.out.printf("CreateAccessPoint Response: %s%n", respCreateAP.toString());

return respCreateAP.getAccessPointArn();

Al A=ZQRIE 4

2% & Amazon S3 on Outposts HMA ZQIEZ Bt EISH24™ S3 on Outposts A=EEZQIEE M43}
o F3tof gLICH AEZQEE MAM5E{™ Outposts & ZI1T10 CHEF MH|A 213.919| &4 @440
L3It Outpostol 4= Zt Virtual Private CIoud(VPC)Oﬂ'_ HAE A= ZQIETL SHLIM QUZ

A&LICH A= 2QIE S Zrof CHEt REMIEH LI 2 S3 on Outposts HESIT 27 A EHEE X

StMl2. Outposts EHZ!0ofl UM|ASH D 24| 2 S *°”oPE4“‘| A= ZQIEE M/ dslok BfLICE RHAIEF

CHS o Ml= AWS CLI 2! Java® SDKE Al235l0f i
OlE AiA Ql ZHE|of =Bt Hetol CHEt AFM|BH LIRS
A

-
o
=

2 HxMIL.

3THA: AEZRIE MY AP| %1 2006-03-01 20
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AWS CLI

Example

CHS AWS CLI Mo ME VPC BlAA HHA 52 AHE5104 OutpostsQ| NEZQIEES MAIEt
LICt. VPCE= MEHIM T E|A&LICH ol BB E AM-AStE{™ user input placeholders&
Ar&Rrol HE 2 CHA| g LC.

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl

CHZ AWS CLI MM E D AR IP T4 E(ColP E) HMA Y2 A& 5104 Outpostdd| CHE
2

7H
A= xQlEE MAEtLICH ol HHEES AM3SEA™ user input placeholdersE& AMEXIo| HE

i

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

SDK for Java

Example

Ct= SDK for Java 0| A|0{ M= Outpostd| CHiet AEZQCIEE MM EFLICE Of oA E AFSStE{H
user input placeholders& AEXe| HEE CHAELICE.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId("sg-abl19eadi")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

CHAH: A= ZQIE AfM AP| 4 2006-03-01 21
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M

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type
is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =
s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +
createEndpointResult.getEndpointArn());
}

4AEH7|: S3 on Outposts HHZ10]| ZHA| Y2 =

UK E L ZE=324H S3 on Outposts H{ZI01| ZHA|| 2= BHHHE HESHAM L.

4E+7|: S3 on Outposts H{Z!0l| Zix|| HZ = API T 2006-03-01 22
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S3 on Outpostsoi| CHEH HIEXZ

Amazon S3 on OutpostsE At&3t04 EZ H|O|E AAM|A, CIO|E 2|, CIO|E] B XIHAIE ERE 5t
= OfEZ(AH 0|2 2o 2=o0|AM AN E XMEstT AME = U&LICH O] M= S3on
OutpostsOll HAM|ASHT| I8t HIERIZ 7 Atehol CHa AHEELICH

=H

. UESIZ AN A B3 ME

« S3 on Outposts HHZ! T} ZHA{| of] HAM|A

- WAt AY EEM HERT QIEH0|A

LICH SHA|lA ZOIE T

2
M AWS HE2/3 LHo|AM
g AEXQIE HAMA

P ZA Z[ColP ]| &

VPC L& = 2Zh0|A HEXF M S3 on Outpostsol| HA|AE 4=
A= ZQIE IZAE AFE5104 Outpost HHZ] 1t SAISFLICE O] (1S AFS
VPC2 S3 on Outposts HZ! 7to| EEfZl0| R X|ELICH A EZQIEE M
RS Private(VPC B} &0 ZBR) E= CustomerOwnedIp(ZLZH A%
) B0l M X|g5HoF & LICH.

o]
A
ot
Ad
(=]
o

« Private(VPC ctRE 2| ER) - HMA FE2 X|™H5tX| 2™ S3 on Outposts= 7|2E2 2
Private2 AFSELICH Private AHA|A FHEE AIE E2 VPCL| QIAEAE Outpost2| 2[AA
of Stlste ol HEE IP FAE R E 5tX| f&LCH VPC LHo{ A S3 on Outposts 22 sl
= U&Lch Y VPC EtRE 2 Sdf 2= |0|A HIERXI0M 0| FEo| dEZQIER HNHAE
T A&LCH AbAMEH LHE2 AWS Outposts AFE Bl 2EZ H|0|ER|0| 2t*E HIO|I=2E2 HZE5t
MNE.

« CustomerOwnedIp(ColP £2| AR)-7|EZ/2Z Private YHA &0 o}
CustomerOwnedIpE MEHE B IP T4 HE XI™G5HoF B LICE O] HMA FE2 ALESt0 2
ZA0|A HWEXHFHM X VPC LHoA S3 on Outposts X2 3 4= U&LICt VPC LiofAM S3
on Outpostsof| HA|AE [ EEfZI0| 2L HO|ESO|e| CHAZES = ABHELICEH

'I'

S3 on Outposts B{Z! 1 ZHA]|0f] HA|A
S3 on Outposts HHZ! Tt ZHR[of| HM|ASHE{H CHF &S 0| Qlo{of ghL|Ct,

« VPCO{ CHEF HAMA ZQIE

HESIZ AAMA FF A= AP| H{T 2006-03-01 23
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- SYVPCO Oigt AEZQRIE

« Outpost@t AWS 2|71 AtO|2] &4 @473, OutpostsE ZITI0f| AAZA5HE ol CHEt REMIEH LI 2
AWS Outpost AFHE MM 2] AWS 2|10 Outpost HZEE R EFHAMIL.

S3 on Outposts2| H{Z! ot ZHx|of| HAM|ASH= Erdod| CHeF REA[EH LHE 2 S3 on Outposts EHZ! 74 &
S3 on Outposts ZHA| 2] EHRE HESHAR.

Wik HHE Et2dx] | ELQIT CIETH 0|A

S3 on Outposts AIEZQIE = Amazon ZlAA O|E(ARN)E 7+ HHE 2|AAQILICH o|2{8t d=
EQIET} MHE|M AWS Outposts= Ct2| WA H™E B | EQ|3 QIE{H|O[AE ™ EfLICt. S3
on Outposts WA H™H B2 | EL|3 QIE{H|O|AE CHE WER3 QIE{H 0|AQ} H|RSHX[EH S3
on Outposts7} WA 74| Et2dX | EQ{3 CIE{H|0|AE Amazon EC2 RQUAEIAN| HAZASICHE 8 7}
x| o |7t &Lt

S3 on Outposts =MH|2! O|F AIAERI(DNS)2 it A Et2d™ HERT CIEHO|AE S3 2¥2

2L WAL} S3 on OutpostsE Amazon EC2 24 9| L E 3 QIE{H0|A FoM 8 £+ U=
AWS HHoIM m At HH B2 L EQ|T QIE{H|0|AE MAFLICH

ColP £ HMA K2 MEste AEEZQRIEQ AL, S3 on Outposts= T+ E! ColP E2| WAt HH

o4 1P FAE BEretD HAHBLICH

ol

Et2dx | EQ{3 QlE

il

HO|AE AL

DA AE BN HESIS QEH0[AE ALt 4 2| API EH7 2006-03-01 24
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S3 on Outposts HHZ! &4

Amazon S3 on OutpostsE A& 3t AWS OutpostsOlA S3 HZ!E MMt T 2Z IO HAMA, 2

A Hlole M| & HIolE BIX|EHAI7F 2R3 ol ZEE[AH 0| fI5 2za|0|A0M ZHAE & X-I”

5t ZHAHE &~ QA LICEH S3 on Outposts= S3 Outposts(OUTPOSTS)ZHE MZ2 AEZ|X| A

M SgLCt ol A= Amazon S3 APIE AR 3H0H AWS Outposts2| 0424 C|HFO|ALF AMHE{O| I:-IIOI
E{E 0|F5tE WAOR OtMMo 2 XMESHE S MAEIGSLICH HMA MA of 535 EfjZe ZHst

0 Amazon S30i| A2} Z 0| Outpost HZI0MH S API X 7|52 AFEE £+ U&LICH REMIEH LIS

2 Amazon S3 on OutpostsZt 21017t 27 HH2 X &HA|2.

Virtual Private Cloud(VPC)E S&F HA|A ZQIE W AE X QIE AAZ A& 5104 Outpost I:I-I AL F
AEFLICE S3 on Outposts HZ! 2! ZHR|of] M| A SHE{E VPCO]
QJofof BHLct. AtAIEH LHE 2 S3 on Outpostsdi| CHE L|_ ?I1Z B

A

S3 on Outposts0i| A EHZ! O|& & OutpostOtCt 1R 3+, Outpost & 2|70d| CHEF AWS 2|1 2 E
AWS H|"H ID, Outpost ID ! O|E2 A3l 7| 2|8t HZ! o|F0| HFLct

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

REMIBH LI 2 S3 on Outposts2| 2|AA ARN BHHE HESHAAIL.

CHM|A EZOIE

Amazon S3 on Outposts= Outposts EHZ! 0| BMHAE = = FUSt +E 2 E Virtual Private
Cloud(VPC) M& M A ZQIEE K| LCt.

MM A ZQIE = Amazon S32| 37 ClIOIE] MEo| CHE CH 2 CIO|E HA|A BE[E ZHASHELICE
HM|A ZRIE = GetObject 2 PutObject 22 Amazon S3 A 22 s&st= O AHSE = A
= HZo| HAZEE HERXHZ A=ZIEQILICE S3 on OutpostsE &35l Outposts HHZ! 2| ZHA|| 0l HAM|A
StEd™H M A ZOIEE ALE5Hof BLICH HMA ZRIEE 7H SAE AEIJOS| FA XA X|HE
L|Ct,

CH2 oAM= S3 on Outposts HMA ZQIEO 1| AMEE ARN 4|2 HoiELICH HMA ZQIE ARNO]
£ Outpost & 2|T0i CHEF AWS 2| 2 WS A& ID, Outpost ID L HM|A ZQIE 0|F0| Z& |
0] U&LICE.

MEA] API H{%1 2006-03-01 25
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arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

AExZQIE

Q%A E S3 on Outposts HMA ZQIEZ 2R EI5HE{T S3 on Outposts °*|':;TL_°._|E§ MMstT FA
afioF & LICt S3 on Outpost ol 37_ IEE AH238H VPCE Outposts HZ!ol Z2toldloz od4e ¢
A& LICE S3 on Outposts A=EZQIE = S3 on Outposts H{Z!0]| CHEH ZIH Q| 7+4 S& RHyd ARt
(URNYUICH +HBo = &3 E_I 17} MBS VPC 7 2AQ]LC.

Outpost Q= ZF Virtual Private Cloud(VPC)0ll= ¢1ZAE AIEZQIETL LA QI &= Qo
Outpostd NEZQIEE %|C§ 10071 2R & £ U&LICH Outpost !0l HAM|A ST 24| ZHHe £
5toi™ ol2et A=EZQIEE HMatoF &Lt O|H A=ZQEE MHE [ S32 S3 on Outposts
oM S 2Hd0| 2HE5to{ API 2= 2 S22 SUSHA |FXI" = A&t

S3 on Outpostsoil CHEH API ZH¢d

Outpost H{Z! API 242 22|57| 2I5H S3 on Outposts= Amazon S3 A= ZQIEQ} C}HE T o] ¢l
CIQIEE SARIELICE O| IEXQIEE s3-outposts.region.amazonaws.com®lL|C}.

Amazon S3 AP| 212 Al2sledH ! 2! ZiA|of MEE [ 2HIE ARN &A= Al of g L|Ct.
2% 0| Amazon S3(s3-control.region.amazonaws.com)0i CiEt ZdR1X| S3 on Outposts(s3-
outposts.region.amazonaws.com)0i CHEF ZdQIX[E Amazon S37t ZHE = U F API 240
ARNZ E5HoF B LICH ARN &Aof 2}, S37+ Lo MG H MPstT LES BI*YE = US
L|CF.

0
m
E
>
o
>

2% 0| Amazon S3 0] Yo 2 MSEE m{otCh SDKE ARNOMIAM 7148 QA E FE 51 ARNO
M F&8toutpost-id I% 748l &7} & x-amz-outpost-idE EEELICE ARNS| MHH[A
0|22 S3 on Outposts A= ZQIE 2 Bt EIE|7| FMol| Q&0 MB35t O AR EILICH 0] S&te

s3control E2t0|HE| 9|3H MEIE A AP Aol M ELIch

CH2 E 0= Amazon S3 on OutpostsOl CHet &% API 241} Amazon S301| CHEH B4 AFEH O Ll
&Lt

API S3 on Outposts Zt2+0O|E] 2t
CreateBucket HZ! O|&& ARN, Outposts IDZ

ListRegionalBuckets Outpost ID

Al=xolE API 7 2006-03-01 26
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API S3 on Outposts Z}2tO|E] gf
DeleteBucket HZ! O|§ S ARN2Z
DeleteBucketLifecy HZ! O|§2 ARNS 2
cleConfiguration

GetBucketLifecycle HZ! O|§ 2 ARNCE
Configuration

PutBucketLifecycle HZ! O|§2 ARNSE
Configuration

GetBucketPolicy HZ! O|§2 ARNS 2
PutBucketPolicy HZ! O|§2 ARN2E
DeleteBucketPolicy HZ! O|§ S ARN2Z
GetBucketTagging HHZ! O|§ 2 ARNSZ
PutBucketTagging HZ! O|§2 ARNSE
DeleteBucketTagging HZ! O|§ 2 ARNSE
CreateAccessPoint HA|A ZQIE O|E2 ARNRLZE
DeleteAccessPoint HMA ZQIE O|E 8 ARNSZE
GetAccessPoint CHAM|A ZQIE O|E2 ARNRZE
GetAccessPoint HA|A ZQIE O|E2 ARNRSZE
ListAccessPoints HHA ZQIE O|EE ARNSZE
PutAccessPointPolicy HH|A ZQIE O|EE ARNSE
GetAccessPointPolicy HA|A ZQIE O|E2 ARNRSZE
DeleteAccessPointPolicy HMA ZQIE O|EE ARNSZE

S3 on Outposts0f| CHEH AP ZF 4 API| 7 2006-03-01 27
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S3 on Outposts HHZ! Q| A4 4l 2t

S3 on Outposts HHZ! 9| A d1t ghE|of CHEr RiMIEF LIS 2 Che FHME A xtAI2.

S3 on Outposts BHZ! A4

Amazon S3 on OutpostsE At &5t AWS Outpostst| A S3 HZA!E M5t EZH O|O|H ML, E

Z HlolH »2| & Cllo|E BlX|HAI7F E2FF oiZ2|7|0[ME 2lal 2= a|0|A0M A E A ME
5T ZHAEH & ola

AEh o~ QI&LICH S3 on Outpostsi= S3 Outposts(OUTPOSTS)E2H= ME2 AEEIX| EEiAE
MEgrLlct. ol EeiA = Amazon S3 APIE AHE 5HH AWS Outposts@| 024 C|HFO|A 2F AMB{oi T O]
E{E O|5stEl HAloR oHHMo 2 MHESIEE MAEI}ELICE Virtual Private Cloud(VPC)E &8t
HMA ZOIE WASZQIE HAZAZ AFE 504 Outpost HHZ! I S AIBFLICH HA|A HE, oF 535 Ef
ZE Z&5t0{ Amazon S3 HHZ!0{ A2 Z 0] Outpost HZIOA SLE API R 7|5 A}R%E A&
LICt. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK EE= REST
APIE &3l S3 on OutpostsE AFEE = U&LICH RHAIEH LH&2 Amazon S3 on OutpostsZh F1¢!

B EotMR.

N
0
N
x
prd

mjo

@ Note

HZ2 HAE Mdst= AWS HH0| AR5tH O] HH2 HHZlol &S 7{0/g
& A ILICE HZ! o= Outpost, Ef, 7|2 235}, HMA ZQIE MY So| 14 £40
&ELICH HAMA ZOIE Mol HZA!S| ZHA|of HAMASHZ| 2Bt Virtual Private Cloud(VPC)

ol HM|A ZQIE XA 72|71 7|E MIEHC|O|E{7F Z & ELICH RHAIEH LI S3 on Outposts
Abet EHAIE BT EHAIALD.

Virtual Private Cloud(VPC)2| QIE{H|O|A VPC AEEZQIEE S5 HHZ! L A= ZQIE 2| A

= AN =< - L_—
MHAE MB35t7] 28 AWS PrivateLinkE AFE 35t HZIE Md35t24™, S3 on Outpostsoi| CH
Bt AWS PrivateLink& & X 3HM|2.

T

CHS ofl |0l A= AWS Management Console, AWS Command Line Interface(AWS CLI) 2 AWS SDK
for JavaZ AF835104 S3 on Outposts HZIS MM = gdg HoiFLICH

S3E& A8

1. AWS Management Console0ll 21 QI8 & https://console.aws.amazon.com/s3/0{| Al Amazon S3

Z&s gLt
2. 2% BAM FHof|M Outposts HHZ!S B LICH

S3 on Outposts HHZ Q| 444 ol z+Z| API| HH7Z 2006-03-01 28
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3. [Outposts HHZ! 4d(Create Outposts bucket)]= A1EHEHLIC}.

4. HZ! O|F(Bucket name)ol| HZ! 2| = |2l O|F A|AEI(DNS)E &35t= Ol =g LCt.
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8.

10.

11.

12.

13.

[Outposts HAM|A ZQIE M (Outposts access point settings)] EFHOIAM BMA ZQIE O|EE &
={ELict.

S3 AAMA ZRIEE S39| 3R O|0|H MEO CHet CH# 2 CIO|E{ AAMA ZEIE ZhAFFELIC
HAA ZQIE = S3 A 21y S =-st= Ol AHSE = U= Outposts HZ!O| AZEE HE L3

A
—_— A -
A= ZQIEQILICH REAIEH LIS AMA ZOIE CHIS FESHAAIR.

2IE o|&2 ol 2| X Outposte| H™H Lol M T35t 0F 5tH HAMA ZOIE 74 & A
ol

0| Amazon S3 on Outposts HA|A ZRIEof CHEH VPCE MEHEFL|C

VPC7} @12™ VPC 4 (Create VPC)2 ME4EL EP. KEMIEH LI 2 Amazon S3 AFHE A9
JhA mapolY! 222 E(VPC)E KIBHEl HAIA
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Virtual Private Cloud(VPC)E AF&35t AFEAL7L Holft 7t HEQIZE AWS E|&AAE | Fef
= A&LICt o 7t HESIT= AWSS| &% 7t58t QIZEIE AFEEtCh= o[-t &7 2o
A& ClO|Ef ME{M 2Q5t= 7|&E WESIA L Of gLlct
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(Z7I& VPCof CHEH M AtE) A= ZQIEof CHaH AEZQIE MEL! (Endpoint subnet)S MEHE

LICE.

MEHE2 VPCO| IP F4 HR|LICH MetE HELO| gleM HEU Hd(Create subnet)S 1=
grLiCh XEM|I8H LI& 2 S3 on Outpostso| CHet HIE 22! B

(ZI&E VPCO| CHEt MEd At AlEZQIE CHEH AEXZQIE Ot I F(Endpoint security

group)= MEHFL|CY,

« Z2}0|%(Private) - VPC2t &7 AL E Z< MEHFFLICH
« 124 A ] IP(Customer owned IP) - 2 Z3|0|A HER/Z LA T2 4] IP T4 E(ColP)t
A ALY B MEHELICH

(B4 ALE) Outpost HM|A E QIE HE(Outpost access point policy)2 XIHELICH E&£0=
Mol M AR E £ e HMA ZQIE O] Amazon ElAA O|E(ARN)O| RIS 22 E A|E/LICH.
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(@ Note
Outpost IEZQIETI MM HZIO| AFSE FH|7t El2d™ z|C 52 M 22 = U&E
LICH F7F HZ A™ 2 -d5tE{H MR HE E7|(View details)E MEHEHLICY,
AWS CLI At
Example
CHS oMol M= AWS CLIE AFHE 3104 S3 on Outposts HHZ!(s3-outposts:CreateBucket)S 24

3tLICH o] HES AlSHS }E=|E'=| user input placeholders& Ar&Ate| HEZ CHAELICEH

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

Java® AWS SDK At

Example

CHZ ol Mol A= SDK for JavaZ AF&3+04 S3 on Outposts HHZ!(s3-outposts:CreateBucket)S
M ABH|CE
ocood™

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);

System.out.printf("CreateBucket Response: %s%n'", respCreateBucket.toString());

return respCreateBucket.getBucketArn();
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(® Note
HA2 HAE ddst= AWS HHO| A R6tH 0| AE2 B2 HEY = U fLet Al
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S3Z& A8
1. AWS Management Console0i| 21218t % https://console.aws.amazon.com/s3/0|A{ Amazon S3
Z&2 dulct
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04| A Outposts HHZ!2 MEHEFLICEH.
17t QE Outposts HZS MEHSHLC.
d(Properties) Bi= MEHRFLICE
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AWS CLI AFS

CtE AWS CLI od|X|of M= TR E2H0IM Ei2(tagging. json)E X|I'H5t= JSON 2 ME A&t
07 S3 on Outposts HZ!0f| E{ 1 X|H 42 MEELICE O] o|XE AE5tE{™ & user input
placeholder& A&Xto| HEE CHA|ELICH.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging.json
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{

"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]

CHZ AWS CLI o Aol M= B3 E 0| M =% S3 on Outposts HZ!Of| EfZ 78S M rL|Ct

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

O| B o cHEt AFMIEH LHE 2 AWS CLI & Z 9| put-bucket-tagging2 & Z35HAM 2.

HZ! HAM S AF2 35104 Amazon S3 on Outposts H{Z!0| CHEF Y M| A
J.FEE'

rk

HZ A2 HA 0 siE HZo| ZX|off BMA HEHE 2oig = /U= 2|44 7|8 AWS Identity and
Access Management(IAM) HAQIL[C} HZ! AR AR HAMES H A8 4= Q)& LICH HZlof ¢
A Het2 HA AR A8 ZE HA o ZAXof MEELCH HZ! HE2 37(7F 20KBE A3t
ELICH REMIEH L8 2 HZ! HAH EHHE HASIAMAIR.
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Amazon S3 on Outposts HHZ! Q| H{Z! H& F 7} EE= HE

HZ HA2 HZ 0 sHE 22| Ao HA|lA HEHE RoiE = /UE 2laA 7[E AWS Identity and
Access Management(IAM) A L|CH HZ! AR A2 HAME HIIO| A2 = A&L|CH HZlof o
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AE MEt2 HA ARA7 A8 ZE HZ9| 2o MEE LI HE! HAM2 3 7|7t 20KBE A|Et
ELICH REMIEH L8 2 HZ! HA EHHE HESHAA
ClE =X ol M= AWS Management Console, AWS Command Line Interface(AWS CLI) EE& AWS
SDK for JavaZE A& 3104 Amazon S3 on Outposts HZ! M2 2 UO|0|EStE WS Eoi&LICH
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anagement Console0i| 21218t £ https://console.aws.amazon.com/s3/0{| A Amazon S3

2|2 Er A 2oj| M Outposts HHZ!2 AMEdSFL|CE

=
HEE HZ! HH0o| /U= Outposts HZIS MEHEFLICH
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X

M5 AL A E TEISHE{™ Outposts HHZ! 23 %H(Outposts bucket policy) A1l 4404 A

O|A| S3 on Outposts HHZ! MM Z FItst7{Lt WEE = U&LICE RHAIEH LHE 2 S3 on Outposts
2 IAM A% EHHE B XStAAIR.

AWS CLI A+S
CHE AWS CLI 04| |0 M= Outposts HA ol &S M gfLCt

1. CHS HZ MRS JSON THUZ KA BLICE 0] o Alofl A T 9| O|Z L policyl.json2E x|
MELCH user input placeholders& Ar&Xto| HE 2 CHA|ELICEH

"Version":"2012-10-17",

"Id":"testBucketPolicy",

"Statement": [

{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

},

"Action":"s3-outposts:*",
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"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-

bucket"
}

2. put-bucket-policy CLI B&3o| A2 Z JSON m}UE MEELICH O] HHES MMEIE{H user
input placeholders& A+&Xte| HEZ CHA g LICE.

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json

Java& AWS SDK At&

CHS SDK for Java 0|0l A= Outposts H{Zlol| HA S ME&FL|C}.

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {
String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",

\"Statement\":[{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"}1}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()

.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());
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Amazon S3 on Outposts EHZ! 2| EHZ! Z3H H 7|

HA EE2 HZA O siE HZo| ZA|off BMA HEHE 2oig = JUE 2|44 (8 AWS Identity and
Access Management(IAM) SR L|Ct HZ! AR AP HAE HAO| 12 = U&Lict H3of ¢
ZAE HE2 HA ARAIL ARE 2E HA Q| 2o MEELICH HA HA2 37|71 20KBE A|Et
ELIc XME LI 2 HZ HAH BHg XS AIL.

CtE A0 M= AWS Management Console, AWS Command Line Interface(AWS CLI) 2= AWS
SDK for JavaZ AF&3+04 Amazon S3 on Outposts HHZ! M2 g & 0I5l = wie EoiELIct
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% &AM F 0ol M Outposts HHZA S MEAEFL|C
g HEto| = Outposts HZ!IS MEHELICE

[Permissions] &2 MEAELICE.

o b~ w0

Outposts HZ! 2= (Outposts bucket policy) MMM 7|E HZ! HME HEE &= Q&LICH RHA|
3t LI 2 S3 on Outposts 2 IAM A7 EHHE HESHAAIL.

AWS CLI A+S

CHS AWS CLI 04| AM|0 M= Outposts HZ ol CHEH H2 S 7t X4ZLIct o] HES M™5IE2{H user
input placeholders& A-&Ate| HEZ CHA|ELICE

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Java& AWS SDK AtE

CH2 SDK for Java 0| A|0{ M= Outposts HHZ!0i| CHEF HAE THR{Z LIC}.

import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {
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GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy =
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

Amazon S3 on Outposts H{Z!2| B{Z! &Y ALK

HZ M2 HZD S HZo| ZHA|of M A HEHS 2ode = Q A 7| FAWS Identity and
Access Management(IAM) SR IL|CH HZ! AR AP HAMZS HZlO| 12 = &Lict H3of ¢
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1. https://console.aws.amazon.com/s3/0{l A Amazon S3 2&& LCt.

212 &t & 0i M Outposts HZ!S MEHEFLICE,
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[Permissions] &2 MEHEILICY.
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AWS CLI A+S

XM= AWS CLIE AFE 3104 S3 on Outposts HZ!(s3-outposts:DeleteBucket)l| HHZ!
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aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

HHZ! E3 of| A

S3 on Outposts HZ! A S ALS5tH MAFH HEHS 71T AFSKHEE ZAf|of] HM A" = UEF 5104
S3 on Outposts HHZ! o ZHA| HMAE HS g = UELICH QIS AFE Rt XAt HEto| |ict
™ S3 on Outposts E|AA0| HMASHK| ZotH & =E U&LICH

0| M Mo M= S3 on Outposts HHZ! HE 0| UBHE{OI AL Abzi|of| CHSE of M| E A A|EFLICE o8t ™
M2 HAESE{™ user input placeholdersE (Hstel HZ! O|& ) Atxl| HEZ CHA|ELICEH

A 20| HEHE Fo{ EE 7-|—=|'—3PE4 ™M Amazon 2|44 O|F(ARN) & 7[E} 4o tLEFIE
L2 HFALR AIEStALE .htmlot 22 XHE SHERE &2

AWS Identity and Access Management(IAM) Z3& 21040l CHEt RHA[EF LH& 2 S3 on OutpostsZE IAM
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Ed 1P Ao et HMAE HMEHE = S3 on Outposts HZ!0f| AMAE + Q= VPC =
EQIE VPCAAIP A EE QR IP FAL XIHsH ok ghLc 2 X| fomM MEFH #M3tHo|
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Condition E2 AWS M| =71 7|2l NotIpAddress L aws:Sourcelp =71 7|2 AFS&rLICEH
aws:Sourcelp 271 7|= HEE! IP 4 HLHB A E = JU&LCt olz4st =74 Z|oi| CHEt AFA
8t LI 2 Actions, resources, and condition keys for S3 on OutpostsE & X 5HM| 2. aws : Sourcelp
IPv4 2t2 EZ CIDR 27| S ALEFLICH XtAMEF LIE2 IAM ALS DB M| IAM JSON E2 @ 4

HA —
HZEE HZESHMLR.

/A Warning

0| S3 on Outposts S A& 57| T0f O] 6|X|2] 192.0.2.0/24 1P T4 HLUE AFS At
of 2gter gte = uhELICH O K| pfom HElo| AMAE = gigLch

"Version": "2012-10-17",
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"Id": "S30utpostsPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/

accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/

bucket/amzn-s3-demo-bucket"
1,
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"
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CH= S3 on Outposts HHZ! HA of Mo M= IPv4 & IPv6 T4 HYIE EEFstod 2o &
EIPFAE ZF ESE YHE 2o ELICE o]l HM ool M= IP FA 04X 192.0.2.1

2l 2001:DB8:1234:5678: :10{ CHEt VMAE F{E5IH, TA 203.0.113.1 &
2001:DB8:1234:5678:ABCD: : 10 CHEE HM|AE 7HEEHLICT

aws:Sourcelp X7 7|= HEZ IP T4 HP{of|Pt AE = U&LICH aws:SourceIpol CHE IPV6
42 E & CIDR @2lo[o{ok g LICE IPv6e| B 02| HLE LIEILHZ| 2I5H : : 2 AH8E = U&LIC
(0: 2001:DB8:1234:5678: :/64). AtA|Bt LIE2 IAM AL MBEMO| IP F4A =74 QIMAE F X5
M.

_

/A Warning
0| S3 on Outposts % ’2% AE35H7| Hof o oX[e] IP T4 HYE ALE AtEdlol ekt gfe =2
AR, JZEX| to™ HZ!o| HMAE = gi&LICH.
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"Id": "S30utpostsPolicyId2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket",
"arn:aws:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS -
ID/bucket/amzn-s3-demo-bucket/*"
1,
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: : /64"

},
"NotIpAddress": {
"aws:Sourcelp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

Amazon S3 on Outposts EHZ! LI

Amazon S3 on Outposts& At& 35t AWS OutpoststlA S3 HZ!S Mdstn 2Z O|0|E HAMA, 2
Z dlole M2| L HIolE BIX|HA|I7F 2R3t ol EE2[AH 01 E f/s 2B 0|A0M ZME & X-I”
5t Z4AHEl &~ QIALICEH S3 on Outposts= S3 Outposts(OUTPOSTS)ZHE MZ2 AEZ|X| A
AMZgtict o] 224 = Amazon S3 APIE AF235HH AWS Outposts2| 0424 C|HFO|AQF A{EHof| HIOI
EE O|&stEl WAoo 2 oMo 2 XMESHE S MAEIIE LT Virtual Private Cloud(VPC)E &8t
HMA ZQIE W A=EEQIE HAZAZ AME 5104 Outpost HHZ T S AIFHLICH HA|A M2 oF 5 351 EN
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Outposts0ll 2| Amazon S3 A8 YA
42 EZ 35104 Amazon S3 H{Z!0{| A2} Z 0] Outpost HZIM|MH SUEF API 2 7|52 ALEE = U&E

L|Ct. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK E+&= REST
APIZ £3H S3 on OutpostsE AF2E 4= Ql&LICH REMIEH LI 2 Amazon S3 on Outposts2h F 919!
t2? Mg A xEshM L.

S3 on Outposts0i| A2l H{Z! &Hdodf| CHEH XEAM|IEH LI 2 S3 on Outposts HHZ! 24 EHE R ERFHAIL.

It

CH2 oAM= AWS Management Console, AWS CLI, AWS SDK for JavaZ A& 304 S3 on Outposts

HZ! S5 tretste S EoE L

S3 EZ& M8

https://console.aws.amazon.com/s3/Hl A Amazon S3 2£ & JLIC}.
212% EtA 2+0j| A Outposts EHZ! 2 MEHSHL|CE.

3. Outposts H{Z!(Outposts buckets)0l|A{ S3 on Outposts HZ! =52 AEFLICE.

N

AWS CLI AHS

CtZ AWS CLI 0i|X|0 A= Outpostoll U= HA SEE 7HX{SLICt ol BHEES MAE5tE{™ Z user
input placeholder& M&XIS| HEZ CHAELICE o] Wol Chdt XkMIEH LH& 2 AWS CLI &
Z 9] list-regional-buckets& & X5HAIL.

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

Java& AWS SDK Al

Cl= SDK for Java 0| A|0| A= Outpostl| HZ! =
Storage Service APl & X 9| ListRegionalBucketsE & & 5tM|.

J
o
|
2

lo
=
[u]
g2
x
rol
=

&2 Amazon Simple

import com.amazonaws.services.s3control.model.*;

public void listRegionalBuckets() {

ListRegionalBucketsRequest reqlListBuckets = new ListRegionalBucketsRequest()
.withAccountId(AccountId)
.withOutpostId(OutpostId);

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(reqListBuckets);
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System.out.printf("ListRegionalBuckets Response: %s%n"
respListBuckets.toString());

’

AWS CLI & Java& SDKE At&3t0{ S3 on Outposts HHZ! 712
7|

Amazon S3 on OutpostsE A& 5t AWS OutpostsH|A S3 HHZIS ﬂ_:_ EZ OO|H HAMA, 2
Z dlolE M2| X SOl BIX|HAI7F 2R3 o EE2[AH 0|2 25 2=a|0|A0M ZHAME 2H ME
St AMeh = l&LICt S3 on Outposts= S3 Outposts(OUTPOSTS)EPE MZ2 AEZ|X| 2814
M-S gfLct ol A= Amazon S3 APIE A8 350 AWS Outposts2| 0424 C|HFO|AQF ME{0] Ci| O
E{E 0|85 &tEl YAlo2 otHMo 2 XH =S MAHER}&LIC. Virtual Private Cloud(VPC)E &8t

HMNA ZRIE W AESZQIE HAZAS AE5H0{ Outpost HZA! 0t SAITFLICH HAA A, 535 EN
Z2 X510 Amazon S3 HHZ!04| A2t 20| Outpost HHZIMIM SUFH API & 7|5 A}R%E A&

LICt. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK == REST
APIE &3l S3 on OutpostsE AFEE £ U&LICH XtMIEH LI& 2 Amazon S3 on OutpostsEh T2
97 MMS A XEAQ.

= =0

CtZ ol Alol A= AWS CLI 2! AWS SDK for Javag AF&3t0{ S3 on Outposts HZIE 7HX2= W2
2o{EL|Ct.

(® Note

AWS CLI EE= AWS SDKZE £33l Amazon S3 on OutpostsOil A ZFe4&t mf B{Z! 0
Outpostl| UM A ZQIE ARNZ M3 LICH HAMA ZOIE ARN2 CHSH €2
=0, 047|M region2 Outpost7t f|x[Et Z|T1e| AWS 2| I =EL|CH
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point

S3 on Outposts ARNO| CHEF AFM|EH LHE 2 S3 on Outposts 2| 2|AA ARN EHHE EE5HA
(@]
AWS CLI AFE

CH= S3 on Outposts 0 A0 A= AWS CLIE A8 3504 HZ!IE 7HX4SLICt O] BE S A& ste{™ 2
user input placeholderE& Ar&XIQ| HEZ CHAIFLICEH O] B0l CHEH XEAMIEH LIS 2 AWS
CLI #Z 9| get-bucketg FESHAM L.
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aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

JavaE AWS SDK Al

Ct= S3 on Outposts M| A= Java& SDKE AL&35t04 HZIE 7HXAZLICH XHAI8H LI 2 Amazon
Simple Storage Service APl & X 2| GetBucket2 & A 5HAIL.

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n", respGetBucket.toString());

Amazon S3 on Outposts EHZ! AHA]|

Amazon S3 on Outposts& AF&5tH AWS Outposts0il A S3 HHZ! S A5t 24 C|0|E HMA, 2
A Hlo|E M2l X HIo|E BIXIHAI7F 2R ofEE[AH 0|MS 25 2 0|A0M ZHAME &H MHE
St AMEF &= Ql&LICt S3 on Outposts= S3 Outposts(OUTPOSTS)EtE MEZ2 AEZ|X| ECiAE
MBgrLICt ol EciA = Amazon S3 APIE A& 304 AWS Outposts2| 042 C|HFO|A 2} MB{od Tl O]
EE O|&stEl WAlo2 otHdMo 2 MESHE S MAEII&LICE Virtual Private Cloud(VPC)E &8t
HMA ZQIE WA=EZQIE HAZAZ AME 5104 Outpost HHZ T S AIFILICH HA|A M2 oF 5 5 EN

2 Z #3504 Amazon S3 H{Z!0{ M 2F Z 0| Outpost HHZl0lMH S API & 7|52 AHRE &+ ¢
LICt. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK EE= REST
S3 on Outposts& AFEE = U&LICH REAIEH LI 2 Amazon S3 on OutpostsEh F 2l

o>

S3 on Outposts0i| A 2| H{Z! &Fdod| CHEF XEAIEH LHE 2 S3 on Outposts HZ! 2] EHRE B ESHAIR.
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® Note
* Outposts HZ!E ArA|sted™ HZ! 0| H|od Rlo{oF & LCt.

Amazon S3 Z& 2 S3 on Outposts 24X 242 K|35t X| L& LICt S3 on Outposts H{Z! 2
| E AtK|StE{Ed REST API, AWS CLI EE= AWS SDKE A& 3af{of & LICt.

« Outposts HZ!Z At A|5tE{™H HA{ BHZ!od| Bt Outposts VM| A ZQIEE AFX|sHoF & LICEH
REMIE LI 2 HMA ZOIE AKX EHHE B ESHAAL.

xZQ
. AHE Bz 27 & o

PIE 4

o>

L|C}.

Ct= oMol M= AWS Management Console 2! AWS Command Line Interface(AWS CLI)E A& 5104
S3 on Outposts HHZ! 2 &x||5t= LS EoiELICt

S3 EZ& M8

1. AWS Management Console0ll 21 QI8+ & https://console.aws.amazon.com/s3/0{| A Amazon S3
L[C.

.I.L

Z&2 o
2. 2% EFA 3Hof| A Outposts HHZ! S MEHEL|CE.
Asteie HAE MEIStT ATKE MEHENLICEH
4. ANE =elgLc
AWS CLI AFE

CHS o Aol M= AWS CLIE AH&35H0{ S3 on Outposts HZ!(s3-outposts:DeleteBucket)S A Al
gtLICH o]l HHEE AMMSEd™ user input placeholdersE AEXIe| HEZ CiA|gHLICt

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Amazon S3 on Outposts HA|A EZOIE EHQ]
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Outposts0| A 2| Amazon S3 AE HEM

= HZlo| AZE HERZ A= 2 RIE LT} S3 on OutpostsE &3l Outposts EHZ! 2| ZHA|0f] A M| A

StEd™H HMA ZQIEE ALE5HoF FLICH HMA ZRIEE 7HY SAE AEJOS| FA X|HEH X[
L|Ct.
® Note
Outposts HHZ!2 Outposts HHZ S M45t= AWS HHO| AR 3HH O] HH2 o AAMA
ZOIEE EYE = Ue RYUS A™ULICH

CtE E20 M= S3 on Outposts EHZI0]| CHEH HA|A ZQIEE MEst D 2FE|sts Aol CHs dEE
LICH

ESS|
« S3 on Outposts HMA ZQIE 44
« S3 on Outposts HHZ! HAM|A ZQIE 0| HZ! AEI HE ALE

o HMA ZOQIE 0 CHEt ME H 7|

« Amazon S3 on Outposts HAM|A ZQIE S5 E7|

o HA|A ZOIE AKX

. %‘k”ﬁ ;‘TL_O._|E R4 XH ;'57|. EEE 1q K|

« S3 on Outposts HA|A ZRIE o] CHEF HA|A ZQIE KA H 7|

S3 on Outposts HA|A ZOIE M

£ Amazon S32| 37 OB MEoi CHet CHrt &2 HIO|E A& 22| ZHASHETLICH

= GetObject & PutObject Z2 Amazon S3 Zxl| 2tdS +&StE O AFSE =

£ HZlo| HAZEE HERZ A=E2EQILICE S3 on OutpostsE &35l Outposts HHZ! 2| ZH&||0f] HM|A
StEd™H AMA ZQIEE ArS5HoF BLICH HMA ZRIEE 7t SAE AEUO| FA X|HEH X|HE
L|CH.

CtZ ool M= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK
for Javag AL&3t04 S3 on Outposts HMA ZRIEE Mst= WS 2o{ELICtH

12
x
[>
il
o
Im
0=
0x
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Outposts HHZ! 2 Md5t= AWS HH0| ARSHH O] HE2 HZ!of| HAM|A
= X

S3EZE AE

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|C}.

2. 2% B FHolM Outposts HHZ!S MEAFHLICH

3. AHMA ZQIEE HM oFE1E Outposts HZ!S MEAELICtH

4. [Outposts HAMA E (Outposts access points)] 12 MEHELICH

5. Outposts M A ZOIE EF0J M Outposts HAM|A ZQIE MAHS MEHSEH |C}

6. Outposts HMA ZOIE MH B HMA ZQIEQ| O|EE UGt T HMA EQIE 9| Virtual
i

Private Cloud(VPC)E& ME4gLICt

7. HAlA EOIEo CHE BMS 7451248 Outposts HA|A EOIE B Chelol ST TS @
%I-L_||_—_|.
=] .

KEMIBE LI 2 S3 on OutpostsZ IAM A& BHE X FHAAIL.

AWS CLI A+S
Example

Ct= AWS CLI of Aol M= Outposts EHZ!01| CHEE HM|A ZQIEE MMHTLICtH O BHE A stcd™

user input placeholders& AFEXt2| HEZE CHA|ELICE.

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration VpcId=example-vpc-12345

Java® AWS SDK A+
Example

Ct= SDK for Java 0| Al|0f A= Outposts H{Z!0]| CHEF HM|A ZQIEE MHEILICEH O 6lXE AtE 5t
248 user input placeholdersE AM&XIe| HE 2 CHA|EHLICEH
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import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)
.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);

System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();

S3 on Outposts H{Z! HM|A ZQIEof HZ! AEIQ HE

>
olo

S3 on OutpostsE &3l Outposts HHZ! Q| ZHA[of| HM|ASHE{TH MHMA ZOIEE ALESHOF B LICEH B2
ofl CH8F HM|A ZOIEE MAdE mHOICl S3 on OutpostsE AHS 22 HA|A ZOQIE HAIZS MAEH |
Ct. 2 dIo|E{ E2&Q! 2Fdof HAM|A ZQIE ARN CHAI Of °”A1|/\ ZQIE HEFS MEE = A& LICH
st
=

o€ S0 AMA ZQIE HEZ AL 5t0{ PUT, GET, LIST S2 Z2 2 £F &g =88 =
&Lict Y 2ol S52 24 2ElE 218 Amazon S3 API 2 U E(E) FXSHAAIR

Ct=Z oAM= Ol& 0l my-access-point @l HAMA Eof CHet ARN & AMA ZQIE HEZ Hoq
ELict

= .

o HA|A EZOIE ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

o MHMA ZOIE HE -my-access-
po-00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3

ARNO{| CHEH ZHAIEE LIE 2 AWS LF &&= 0] Amazon 2[4 4 O[S (ARN)S A ZESHAIR.

AMA ZQIE HEo| CHEr XbMIEF LIS 2 CFE 52

o2k

FRSHMI2.
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. ML ZOIE HE

« S3 on Outposts ZH&| ZF0f| A HAM|A ZOIE HE ALE

« MEt ALY

H A& ZOIE WS S3 on Outposts HZ/TH S Y LIYAH 04 Lioll MAELICH HMA ZOIES
A4/ S3 on OutpostsOll A HZ2E 4 @i HAA ZOIE WAlg RSO MMLICH AMA

oo on A
QlE HA2 R &8 S30nOutposts HZ! 0|52 ZE QF A2 SESIHLIS FESZ T HEL

access point name prefix-metadata--op-s3

@ Note
--op-s3 HOAtE HMA E
Eoll= AL85tX| b= WOl &

L8O oo o2 |:|'|;'I = HMA ZRIE Of
2 S3 on Outposts HHZ! 2Fd MM e ’E*Z‘_%M'lli?..

CHM|A ZQIE Xl &7

Ct= oMol M= Amazon S3 2& 2! AWS CLIE AtE5t0] HMA ZQIE HES &= WUHE Ho{E
LICE.
Example : Amazon S3 2£ 0| HAMA ZQIE HE 37| Al A}

Z2E0M HHA ZOIEE M8 £ Access Points(HMA ZRIE) S5 9| Access Point alias(H A A
ZOIE HE) Aol HMA ZQIE HEZ JHXMH2 = &Lt

—

1. https://console.aws.amazon.com/s3/0{| M Amazon S3 2&2 L|Ct.
2. 2% M E0oiM Outposts HMA ZQIEE MEHEILICE

3. AMA ZQIE HIES FAtstt{™ CFS & StLHE >R LICH

« Access Points(HAMA ZQIE) S R0 HMA ZQIE O|F o U= S M HES MEIE OIS
Copy Access Point alias(HMA ZQIE WAl SAHE MEiSLICE
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Outposts0| A 2| Amazon S3 AE HEM

« HMA ZOIE 0| S MEIEFLICE O3 CHS Outposts access point overview(Outposts A A
XA 7)o HMA ZOIE HEIS

bk

Example : AWS CLIE At&35t0{ HMA ZQIEE st SEOM HHA ZQIE HEY 37|

create-access-point B0 CHE CHE AWS CLI GlAlE AMA ZRIEE WHstn AIS2=
ME HMA ZOIE WA BhetgrLct o]l BEE AMSIE{™ user input placeholdersE& AHE
Xto| HE = CHAELICE

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w81ijx1qzlbp3i3kusel®d--op-s3"

Example : AWS CLIE AF&3t0{ AAlA& ZRIE HEE 7HM27|

AWS CLI B0 CH#t CFS get-access-point MAE X|HE HMA ZOIE0]| CHEF HEE
dheterLict o] HEole HMA =RIE HEIO| ZEELICH ol HHES A
placeholders& ArEXto| HE 2 CHA|FLICE.

#5t2d™ user input

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
I
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
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+
"CreationDate": "2022-09-18T17:49:15.584000+00:00",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : AWS CLIE A&35t0{ HMA ZQIE HEZ H7| 25 AMA ZQIE LA

list-access-points @™o CHEt CH2 AWS CLI (iXlE X|HE HMA ZOIEN CHEt HEE
LtdstL|ct o] HEolE HMA ZQIE wWalo| ZEELICE ol HHEE A E{™ user input
placeholders& ALEXt2| HEE CHA[ELICH

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{
"Name": "example-outposts-access-point",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"

o
"Bucket": "example-outposts-bucket",
"AccessPointArn": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

S3 on Outposts ZHA| 20| M MM A ZOIE HE ALS

HHA ZQIEE AEHE M TS = HES K| ot 0 HMHA ZQIE HES ASE = USL
Ct.

O] AWS CLI o{iA|0{ M= S3 on Outposts HZ1 Q| get-object ﬂ° % o{EFLICt. o] Mo M= ™
& HMHA ZOIE ARN CHAl HMA ZOIE HEIS --bucket 2l Zt A& gfLct.

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf
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{
"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,
"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",
"ContentType": "text/rtf",
"Metadata": {}
}

Outposts Z1EE Z8|2!
MR

2422 AWS Identity and Access Management(IAM) & 2Ho{| A AL & 4= Qi&LICH

HAMA ZQIE FAol CHEt HE £ 7|

E = Amazon S32| ¢ ClO|E| M Eof CHet CH# 2 ClIO[E| HAMA BEIE ZHAFELIC
EE GetObject & PutObject Z2 Amazon S3 x| 22 +&ste Ol AIBE £
7

Wh
ok

Ofr
A

=]
SHE{EY ML EOIES AL SHO} BILICH MM A ZOIEE JH4 S AE ABIUO| T4 XKD K|
Lt

Ct= &A= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag AF&3t04 S3 on Outposts HAM|A ZQIEN| CHEt 74 HEE Htetstes &S 2o{ELICt

ol
AA

| HEQ3 A=z QIEQ|LIC} S3 on OutpostsE S35l Outposts EHZ! 2| ZHR||of] H M| A
st
=]

S3E& AE

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|Ct.

2. 1% Bt 3Ho{ M Outposts UM A ZQIES MEHSH [T}

3. FHEAMEHEEE Outposts MM A ZOIEE MEHFHL|CH

4. Outposts HAM|A ZQIE 72 (Outposts access point overview)ollAM HMA ZQIE M ME HE

g AE&LICt
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CHZ AWS CLI 0| X[0f| M= Outposts EHZI0f| CHEF BM|A ZRIEE JXAZLICH user input
placeholders& ALEXto| HE 2 CHA|ELICE.

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

Java2 AWS SDK A2

CH2 SDK for Java oMol AHE Outposts EHZ!0i| CHEF MM|A ZRIEE JF{SLICEH

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointAzrn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

Amazon S3 on Outposts HM|A ZQIE S5 H7|

O A
|
£ i
&t
Lict.

X QIE = Amazon S32| 37 HIO|E MEO CHE CH 2 ClIO[E] AAM|A 2E[E ZHASHEFLICH

=
GetObject & PutObject Z2 Amazon S3 Zxl| 2t g +=&st= O AFRE = QU
| JEQm A=xZQlEQIL|C} S3 on OutpostsE S35l Outposts EHZ! 2| ZHx]of
RIEE AtE3dHof BfLICH HMA ZRIEE Tt SAE AEIQUS| F4 XHE X|HE
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Ct= &A= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag AL&3l04 S3 on Outposts HMA ZQIE S8 2 vhetst= WS Eo{FLCH

S3Z2& A8

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|Ct.

API HHZ 2006-03-01 53


https://console.aws.amazon.com/s3/

Outposts0f 2| Amazon S3 AFS AT A

2. {l% EFA 3Hof| A Outposts HMA ZQIEE MEHEFLICEH

3. Outposts HA|A I 2IE(Outposts access points)0llA S3 on Outposts HHA ZOIE S5 HAE
Llct.

AWS CLI At

Ct= AWS CLI of Aol M= Outposts EHZ!01| CHEF HM|A ZQIEE LIAFLICH O] BHE A stci™

user input placeholders& AF8XIQ| HEZE CHA ELICH.

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Java2 AWS SDK A2

CH= SDK for Java 0| A|0{ M= Outposts HHZ!0]| CHEF M A ZQIEE LIQEFLICEH

import com.amazonaws.services.s3control.model.*;

public void listAccessPoints(String bucketArn) {

ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)
.withBucket(bucketAzrn);

ListAccessPointsResult respListAPs

s3ControlClient.listAccessPoints(reqListAPs);
System.out.printf("ListAccessPoints Response: %s%n", respListAPs.toString());

}
QHAM|A ZOIE AbK]
MM A ZQIE = Amazon S32| 3R ClO|E{ MEo| CHEF CH 2 CIO|E HAl|A BE[E ZHASHENLICH
HM|A ZQIE &= GetObject & PutObject Z2 Amazon S3 ZHA|| Zdg +&85t= Ol A SE = U
= HZlol A4 E HIEQ T A= ZQIEQILICE S3 on OutpostsE & 3lf Outposts HHZ! 2| ZH&||of] Al A
StEd™H AMA ZOIEE ALE5HoF FLICH HMA ZRIEE 7H4 SAE AEJOS| FA X|HMEH X[
L|Ct.

CtZ odl Ao A= AWS Management Console 2! AWS Command Line Interface(AWS CLI)& At& 5104
HM& ZRIEE AAstE &S Eo4FLICH

=H=2 41—
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1. https://console.aws.amazon.com/s3/0 A Amazon S3 &2 LICt.

Iz Bt M 2oj| M Outposts A& ZRIES MEHSHL|CE,

Outposts HAM|A ZQIE EHRO|M AHE Outposts VM| A ZQIEES MEHEFL|CE

AXE MEELICEH

o & w0 N

y
ARIE olstuict.

o S |

AWS CLI At

CHZ AWS CLI 04| X[0fl M= Outposts AHMA ZRIEE
input placeholders& AFEAtS| HEZ CHAIEL

J>
ﬁ
T
]
2
rulo
0
ol

t24™ user

EF

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

AML ZQIE EH F7h = HE

HMA ZREN = sHE HMA ZRIEE S35l O|F {7 ZE 270 CH3H Amazon S3 on Outposts 7}
MEste nRet Het U HESIT Mo{7t U&LICH 2 HMA ZRIEE 7|2 HA| ¢1Z8E HA!
a2 2 ESoteE AR XY HMA ZOIE HAMZ ML KFMFH ISR HMA ZRIE B
2 2 ZEAAIR.

2 &X= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag AF&35t04 S3 on Outposts HA|A ZQIE0f CHEF HAM|A ZQIE HAMZ F7t t= WES= &
HE 2o{ELICt

S3E2& A8

1. https://console.aws.amazon.com/s3/0lA Amazon S3 &2 LICH

2. 2% B E0o| M Outposts HHZ!S MEHEFL|CH

3. AMA ZIE YMZ HEE Outposts HZ! S MEHELICH

4. [Outposts YM|A ZOIE(Outposts access points)] B2 ME4EHL|CIH

5. Outposts HMA ZQIE EHROI|A PR S HEE HMA ZOIEE MEHS D YA HES MElF
L|CF.
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6. Outposts HAMA ZQIE A CHpo| A HAE FIt6t{LE HEELICH RHA[EH LHE 2 S3 on
OutpostsZ IAM &7 EHAHE HZEFHAAIL.

AWS CLI AFZ
CtZ AWS CLI 0{X|0{| A= Outposts HA[A ZRIE O CHEE M2 E XS L|CH

1. OIS HMA ZQlE HAES JSON IHUZ MEELICE O] (Al Thlo| 0| B2
appolicyl.json22 X|HELICt. user input placeholders& AM&XtQ| HEZ CHAIE L
Ct.

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
.

"Action

:"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}

2. put-access-point-policy CLI BHEo| UEE JSON WHUE MEELICE user input
placeholders& AtEXte| HEE CHA[ELCH

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json

Java& AWS SDK AtE

CH2 SDK for Java 0 A|0{ M= Outposts HAM|A ZQIEO| CHE 2SS X ggL|Ct
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import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)
.withPolicy(policy);

new

PutAccessPointPolicyResult respPutAccessPointPolicy
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);

System.out.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

printWriter.printf("PutAccessPointPolicy Response: %s%n"
respPutAccessPointPolicy.toString());

~

S3 on Outposts AM|A EQIE0f CHEF HMA ZQIE HA H7|

HMA ZRIEN = T AMA ZRIEE S5 O[F 0T 2E %0 CH8 Amazon S3 on Outposts7t
MG ste TRE Met U HEY Moist UALICH Z HMA ZOIEE J|2 B0 HZTE B &
a3 2 Sote AR XY HMA ZRIE HAME MEELICH KFMEH LHE2 HMA ZRIE B
2 HXsAAIR

83 on OutpostsH| A2 MMA EQIE =0 CHEF XEA|IEH LH& 2 S3 on Outposts HHZ! 21 EHS &

Ct= &A= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
JavaZ A235104 S3 on Outposts HA|A ZQIE X2 HiE deig HoiFEL|CH

S3 &

[lg

A&

1. https://console.aws.amazon.com/s3/0l M Amazon S3 &2 3Lt

2. 1% =4 E0od M Outposts HMA ZQIEE MEHFHLICE
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3. HAME 2 Outposts BA|A ZRIEE MEAELICE
4. Tt (Permissions) B40{ A S3 on Outposts H

MA ZQIE HME HESLICH
P
=

o Lo
ClE M FIt &= H

on
2
X
>

EQIE HA

fjo

HEotodH A

e

AWS CLI AFZ

CHS AWS CLI 04| M|0f A= Outposts HMA ZQIE0f CHSH HAE JIX{ZLICE o] WY S AlsstedH
user input placeholders& Ar&XtQ| HE 2 CHA|E LICH.

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:Ss3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

Java& AWS SDK Al

Ct= SDK for Java 0 A|0{ = Outposts HA|A Eof oiet HM2 7tx{SLICt

import com.amazonaws.services.s3control.model.*;
public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);

System.out.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

printWriter.printf("GetAccessPointPolicy Response: %s%n"
respGetAccessPointPolicy.toString());

4

Amazon S3 on Outposts A EEZQIE Q]

2%E Amazon S3 on Outposts HAMA ZQIEZ BtLE!IS2{H S3 on Outposts A= EZQIEE A5
o FM5HoF giLicH A= ZQIEE MASH24™ Outposts & 2|10 CHE MHH|A 2390| &4 94Z40]
I
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QELICH Outpostd] = Z+ Virtual Private Cloud(VPC)Ml= QIZAE AIEXQIE T} LM QlIE 5
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QILICH A= ZQIE SEHerol CHEH RHAIEH LIS S3 on Outposts LIESIT 27 AE BHelg &%
SHAIR. Outposts EHZI0] UM AT 2% SAS +85t24H A= ZQIES A4dshor BHLICH KRMIEH

Ljge AEXQIE E

A= M = MEf HEE AFE5t0] IEEZQIES| HEHE Wt E = /&LICH Outposts7t
xRl AEHY ZR CREATE_FAILEDZ} gHEHEILICEH 40| Ri7HEl & MH|A 33 ¢1ZAE 2 elst
T, A=EZQEE MAGHE, MM 22 MAZE = JU&LCH FIH 2F ZIE SE2 ot E F X6t
Me. REME L2 A=z 0lE S XS MAIR
API AE] EA| AIf O|R @R 2E HIAIX| - Al O]
7|
CreateEnd Create_Fa  OutpostNotReachable Outposts & 2[7oi CHEt MH|A &3 o
point iled HOo| BOIHCOZ AEXQIEE MME
= QigLIct A2 =elstn A= x 0l
EE MAE & OhA| AIZ3HMIR
CreateEnd Create_Fa InternalError LI QT E Qe AI=EZQIEE MHEY
point iled = QigLICH AEXZQIEE AMK|5t C}
Al MESHMIR.
DeleteEnd Delete_.Fa  OutpostNotReachable Outposts & 2|0 CiE MH|A &3 o
point iled 70| Bo{HooZ HEZQIEE AR|E
o= Qi&LICt A4S &0lst T CHA| Al
StMI2.
DeleteEnd Delete_ Fa InternalError LiE @F 2 Qs =EXZQIEE AXE
point iled T QAELICH ChA| A|=5HMI 2.

CtZ MMoj M= S3 on OutpostsOl CiEF AEEZQCIEE M5t 0 22|t BWgdof CHa ABEELICEH

|

« Qutpost0i| HEEZQIE 44

« Amazon S3 on Outposts AIEZQIE SE H7|
A

« Amazon S3 on Outposts AIE ZQIE Alx]
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LErLCt Outpost01| %Jt Zt Vlrtual Private CIoud(VPC)Oilt 9_4?2"5| A= ZQIET} oH—PA' AI\% o
AU&LICtH A= QIE FFFFof CHE AFAIEH LIS S3 on Outposts HEHT 2 F At B2 X
St M 2. Outposts HHZ!0l| HM[A ST ZHA]| ’“°*% TAstoiH A= ZQIEE MMatoF B |CH XpA|EH
L8 2 A= xZQIE BHHE HESIHAIR

o

0
mio

Mdol| 2ot HEtoll Chgt AFMIEH LI 2 S3 on Outposts AIEZQIE o CHEF M8 B

A= ZQIEE M43t H S3 on OutpostsOll A AWS Aol AHH|A @473 A&r2 MABHLICH KEAISH LY
&2 Amazon S3 on Outposts™| CHEF MH|A 244 AF AI8 EHRE B ETHAAIR

CHS o Aol M= AWS Management Console, AWS Command Line
for Javag Ar&3t04 S3 on Outposts AEXZQIEE MM 5t= WS Eo{FLICt.

S3Z2& A8

1. AWS Management Console0i| 21218t % https://console.aws.amazon.com/s3/0| A Amazon S3

=
Iz EFM 2oj| M Outposts A& ZRIEES MENSHL|CE,

E
Outposts 2= Z 1 E (Outposts endpoints) BiS AMEHEHLIC.
Outposts A= Z QIE M4 (Create Outposts endpoint)2 ME4ELICT

OutpostOiA O] AEEZQIEE M4 OutpostE MEAEFLICE

o o A w N

VPCOIM ot & A= ZQIE 7} 1o Outposts HEEZQIE FE|E E45t= VPCE MENELICH

Virtual Private Cloud(VPC)E AF25tH AL X7} Holst 714 HIEQITZ AWS BlAAE A|EHE
= UA&LICH O] 7t HIEER = AWSS| & 7tSE QIZEHE AFS ST o[-
KHA| ololEf MEfollM 2Yst= 7|1E HELZ 2t 0l FAFEFLICH

o
N
ki
]
lo

VPC7t 9o VPC W dE MEfEfLICH RtMIEF L& 2 Amazon S3 AHE DB A C| 7H4 Z 208!
get? ( C)Z MerEl HMA ZRIE BHET|E HZsHMR

7. Outposts IEEZQIE X (Create Outposts endpoint)S ME4EFL|C}.
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AWS CLI AHE
Example

CHE AWS CLI tlMol MHE VPC ElAA AMA REE ALE5104 Outposts 2| A= ZQIES Mgl
Ch VPCE MEUo| M Dt E|A&LICH o] B ASStE{™ user input placeholdersE AHE
Ato| ME 2 ChAg Lt

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@d1

CH=S AWS CLI Aol M e
CEQIEE MAM$tLICE O

AMgfFLCH.

DH LR IPFA E(ColP ) HMA K E AE35H0{ Outpostod| CHEH 2
Od2dsS A
o =

AlSiSlEd™ user input placeholdersE AFEXIS| MEZ Cf

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

Java& AWS SDK AIZ
Example

Ct= SDK for Java 0 &|0f M= Outpost CHEt AEXZQIEE HFLICE O] M E AHEStE{™ user
input placeholders& MEXte| HEZ CHAFLICH.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30QutpostsClientBuilder
.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId('"sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type is
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// customer-owned IP address pool (CoIP pool)
CreateEndpointResult createEndpointResult =
s30utpostsClient.createEndpoint(createEndpointRequest);
System.out.println("Endpoint is created and its ARN is " +
createEndpointResult.getEndpointArn());
}

Amazon S3 on Outposts VIELQIE S5 H7|

ot

2 Amazon S3 on Outposts HM|A ZQIEZ 2t RE5I2{™ S3 on Outposts HEEZQIEE M35
Mok EL|ct A=EXZQIEE M4d3t2{T Outposts & 2|70l CHEE AHH|A 21390] &M 40|
2rLICt. Outpostod| U= Zf Virtual Private CIoud(VPC)Oﬂ'_ HETE AEEQIETJ} SHLIM QUE

SLICH A= 2 QlE SErFof Cist REMIEH LI 2 S3 on Outposts HIERT @F AFE BHRE & X
St M. Outposts H{Z10d| HM|ASHT ZHA| 24 S —’F%‘i Sto{H A=ZQIEE MgsHoF & LICH REAlEH

L2 A=EXZQIE EHRHE FETHA AL,

20 E K RO
> FO 4J

CtS oA=& AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
JavaZ A835104 S3 on Outposts A= ZQIE S F S HHetste e Eo{FL|Ch

S3 2L A8

1. https://console.aws.amazon.com/s3/0l M Amazon S3 &2 LIt
2. 2l B Fol A Outposts MM|A ZIEE MEHFHL|CE.

3. Outposts HAM|A E OIE (Outposts access points) H O|X|0f| A Outposts A E i 1 E (Outposts
endpomts) 2 *._‘iE—*.'E L|C}.

4. Outposts QI = X 91 E (Outposts endpoints)0llA{ S3 on Outposts HEEZQIE SE2 2 &= UA&L
Ct.

AWS CLI AIE

CHS AWS CLI o Aol ME AR AT @4Z2E AWS Outposts ElAAQ| AEZQIES LEAEHLICEH
O| B0l CHEt AtAMIEH L8 2 AWS CLI & Z 9| list-endpoints& & XML,

aws s3outposts list-endpoints

Java& AWS SDK AtE

CZ SDK for Java M| M0l A= Outposte| AEZQIEE LIQELICH RHAIEH LI&2 Amazon Simple
Storage Service APl & Z 9| ListEndpoints& & X HMILR.
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import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

Amazon S3 on Outposts A EEZQIE ALK
”S% Amazon S3 on Outposts H M| A i?_léi 2t E'a}EzltH S3on Outposts I ZQIEES AA
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&LCH Q=EZQIE %Hg%;oﬂ CHEt REMIEH LIE2 S3 on Outposts HIERT @ F ALY HHoES X
StMI 2. Outposts HHZ!0f| M ASHD A 22 s ste{H A= QEE M5 oF FLICH RHAIE
LI82 =X QIE HHE FHEFIMAIL.
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Ct= ol XMl= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
JavaZ AL235104 S3 on Outposts A=EZQIE SEE S Ax|ste e HEoiFLICH

rH
g

AE

S3

1. https://console.aws.amazon.com/s3/0lA Amazon S3 &2 LI

2. 1% B 3o{M Outposts HMA ZQIEE MEHEHL|CE

3. Outposts HAM|A ZQIE(Outposts access points) I 0| X|0{| A Outposts 2= Z QI E(Outposts
endpomts) e MESRFLCH
4. Outposts Q1= EZ QIE (Outposts endpoints)0i| A &t x| e = ZQIEE MEHSI T AFK|(Delete)E

SHErL EP.
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AWS CLI AFZ

ol

ClS AWS CLI oMol AHE Outpostl| A=EZQIEE AK|ELICH O] HES A
placeholders& AEXte| HEE CHA|E LICY.

24™ user input

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

Java2 AWS SDK A2

Ct= SDK for Java 0| N[0 A= Outposte| HE=EZQIEE AXELICE O NME AFEStEd™ user
input placeholders& A+EAte| HEZ CHAIELICE

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);
String[] resourceParts = endpointArn.getResource().getResource().split("/");
String endpointId = resourceParts[resourceParts.length - 1];
DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)
.withOutpostId(outpostId);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");
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S3 on Outposts ZH&{| =4

Amazon S3 on Outposts& AF& 358 AWS Outposts0i| A S3 HZ! S *”*"ﬁ_l_ EZA C|O|EH HAMA, &
4 o|o|H ®2| X HIo|H BlIX[HAI7} Ee Bt oHE2|7Ho|ME 2ls 2 af0|A0M AME &lH XME
St AMe = l&LICt S3 on Outposts= S3 Outposts(OUTPOSTS)EPE MZ2 AEZ|X| 22124 E
M3t ol 2eiA = Amazon S3 APIE AFE5HH AWS Outposts2| 024 C|HHO[AQF B0 E| O]

E{E 0|8 &t el ZAlez2 tHMo 2 XSS MAE[R}&LICE Virtual Private Cloud(VPC)E S&t
OHMIA ZOIE S A= ZQIE HAZAZ ALE S04 Outpost EHZA 1k S AITFLICH HAllA E"—h‘, ef= 3t Bl
£ Z 3504 Amazon S3 HHZ!0| A QF Z 0] Outpost HHZIOIAM S API & 7|SE AL E £ &L
EP. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK EE= REST API
£ E3l S3 on OutpostsE A E £ Q&LIC}.

Z4&| = Amazon S3 on Outposts0ll HE == 7|2 A ULICH ZE AxE o HAlo ZFELICH
Outpost EHZ! 2| Zi&||ofl UM AStE{E HMA ZOIEE ALSalioF B LICH 2| 2ol HZ!E X

L

IX%

= o=
[ HMA ZQIE O|F0| ZFE HMA EZOIE Amazon 2|44 O|F(ARN) E= HMA X O_E HE
S AMEELICH M A ZQIE WHEof CHEH AFAMIEH LI 2 S3 on Outposts H{Z! HM|A ZOIE of H{Z!

N
o
;

LB HE AS MME A

FA

ClS odlMl= S3 on Outposts HM|A EZQIEof CHEF ARN %&.% 2 o{ELICt 047|0ll= Outpost7t U=
2|9 AWS 2| ZE, AWS ™ ID, Outpost ID 2! HM|A ZOQIE O|F0| 2 ELICt

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEF RFA|EH L& S3 on Outposts2| 2[4 A ARN EHHE B X

ol
-T

Al

o

ZHR| ARN OutpostZt 2|x|Et AWS 2|, AWS A ID, Outpost ID, HZ! 0|8, x| 7|2 =

ok
o
ini

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

Amazon S3 on OutpostsE AI&& ZF A & Outpostod| K& ElLICH. AWSZ} Outpost
HE MX|5te B OIOIH &F 27 Mg 2|5l CllOIE{7} Outpostoll ZZHZ | X|EILICH.
x| = Outpostd| A BIo{LIX| 2 H AWS E2|T0] /K| &t &LICH AWS Management ConsoleO| 2|
M Lo SAREEE Z2&2 AFE5104 Outpostl| A E U2 E5tALE BEIE &= eigLct. a2{Lt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE Al235t0 HAM|A ZRIEE S5l 2
ME YEC st HHElE &= JUsLct
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« AWS SDK for JavaZE A& 35104 Amazon S3 on Outposts {1 2| ZH&|| S A}
« Amazon S3 on Outposts HHZ! 0| A ZH&|| 7} X2 7|

ZHA| Lt
» Amazon S3 on Outposts EHHZ! 9| ZH&|| ALK

+ HeadBucketZ AI&3t04 S3 on Outposts HZ! 0| EXH 5t HZlof| M| AE = RI= HEHO| JU=X|

30|
i

« Amazon S3 on Outposts EH{Z! 9]

S

. Javag SDKE AI85t04 HE|IE Y2 43 ol

+ S3 on OutpostsOil A O|2| MBE URL AHE

rk

2|

- 2Z Amazon EMR on Outposts& A& 5t= Amazon S3 on Outposts

- TEHF0{ & 2B FHAl

S3 on Outposts HHZ!0f| ZHX| Y2 =

%= Amazon S3 on OutpostsOil HEH == 7|& M ULICh ZE &= o™ HZlol| ZEELIc

Outpost HZ! 2| ZHA|of] HA|ASHE{Td KM A ZOIES AbsH{ok FLICH ZHA| Zdof IS x|&dgt

[ HAMA ZQIE O|F0| ZEE UM A ZQIE Amazon 2|44 O|F(ARN) = HAA ZQIE HY

2 MSELCH HMA 2IE BEF ol CHEF RAMIEH LIE 2 S3 on Outposts HHZ! A& Z QTEof HZ!
2

A ZOIE
AEIY HE AE MME HESHMR.

C}2 oAM= S3 on Outposts A AA ZOIEof CHEH ARN A2 Hof
2|™o| AWS 2| ZE, AWS HH ID, Outpost ID & HMHA ZQIE O

I
rr

LICt. 047]04= Outpost7t U
0| Z&ELcH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO]| CHEH AFM|EFH LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHMIR.

Amazon S3 on OutpostsE AIEE E<2 O|E{= &4 Outpostll MHEElLICH. AWSZt Outpost
HE MX|5tE B OIOIH & F 27 At SE5t7| 2I5H ol0|E{7I Outpostol| 2EZHZE FX[E LICE
ZHAM|= Outposto| M 0Lt K| ot o2 AWS 2|Fod| UX| & L|Ct AWS Management ConsoleO| 2]
M Lo SAREEE Z2& S AFE5104 Outpostl| A E YR =5t7LE BEIE £ eigLct. it
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE Al235t0 HAMA ZRIEE S5l 2

ME dz=Estn Eld + A&LICH

Ol
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Ct= AWS CLI & AWS SDK for Java O|A|0fl M= HAMA ZRIEE AFE 3104 S3 on Outposts H{Z!0|

UM E HEEs= W

AWS CLI

Example

S 2oiELIct

CtZ oMol A= AWS CLIE A&3+0{ sample-object.xmlO|2t= Z
EHZ!(s3-outposts:PutObject)ol HiXIELICt O HHES At 5tE{™

placeholder&
put-object& EHZ3tAMIL.

AERe| HE = CHAELICH of B0l CHEr XA e

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java

Example

CHE WA= Javag

SDKE ArE

ZH %
ZH %
04 Z+
—

L

24
HE

%2 S3 on Outposts

user input
2 AWS CLI & Z 9|

504 S3 on Outposts HZIofl Z4X|IE B x|EFLIC} O] K MIZE Al

85t2d™ Zt user input placeholder& AEAtS| HEZ CHAFLICEH

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ObjectMetadata;

import com.amazonaws.services.s3.model.PutObjectRequest;

import java.io.File;

public class PutObject {

public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String stringObjKeyName = "*** String object key name ***";
String fileObjKeyName = "*#*#* File object key name ***";
String fileName = "#*#*#* Path to file to upload ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html
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AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload a text string as a new object.

s3Client.putObject(accessPointArn, stringObjKeyName, "Uploaded String
Object");

// Upload a file as a new object with ContentType and title specified.
PutObjectRequest request = new PutObjectRequest(accessPointAzrn,
fileObjKeyName, new File(fileName));

ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("plain/text");
metadata.addUserMetadata("title", "someTitle");
request.setMetadata(metadata);
s3Client.putObject(request);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

AWS SDK for Javag& A& 304 Amazon S3 on Outposts EHHZ! 9| 24
A S At

Z47M|= Amazon S3 on Outposts0i| & El= 7|2 A ULICH 2E A= ofE HZlof| =& & LcH
Outpost HHZ! 9| ZHA| 0] HA| AR HM|A ZRIEE ALEHoF & LICH Z4A| 2ol HZl2 XIHE
[ AMA ZQIE O|F0| ZEE HAMA ZQIE Amazon 2|4 A O|F(ARN) &= °“A'||/\ ZQIE HEY
2 ALSELCH HMA ZOIE wElof CHEt AFMIEH LI 2 S3 on Outposts HZ! M A Z RIE0of H{Z!
AELY HEAME MME FESHMR.

CHZ oAl S3 on Outposts HMA ZQIEof CHEF ARN &4 '% HoiELICt 047]0fl= Outpost7t U=
2|2l AWS 2| ZE, AWS HHE ID, Outpost ID & HA|A ZQIE 0o|E0| ZEELICH
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arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEH AFM|IEH LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHAIR.

Amazon S3 on OutpostsE AIEE A< Z{A| HIO|E{= &4 Outpostol| A& E LICH AWS7t Outpost
M2 dR|ote B OIOIH 4F F A E 5F5t7| ?lsl Ol0|E{7} Outpostol| EHZE | X|ELICH.
43| = Outpostd| A BIo{LIX| 2 H AWS 2|T0] /UX| ef&LICEH AWS Management ConsoleO| 2|
™ Lol ZAREEE 242 AME5H04 Outpostl| ZHXE YR E5tHLE #ElE &= & LIch e Lt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE Al&35t0 HMA ZQIEE S5 2
HME UZc st #ElE & UaLch

HfHA

rr
o

Ct= odlXMof M= AWS SDK for Javag A& 35t04 S3 on Outposts HHZ! 2| ZHA|E L5t
ELICt.

Java2 AWS SDK Al

Ct= S3 on Outposts 0 AM|0| A= SDK for Javag At&35t0{ ZHA{|E STt HZIQ| A A ZE S AErL
Ct. Ol oME AL83tE4™ user input placeholdersE AFEAte| MEZ CHA|ELICEH

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "**#* Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
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s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Amazon S3 on Outposts HZ!0| A Z4&|| 7} K42 7|

Zix|= Amazon S3 on Outpostsofl ME El= 7|2 JHAM LIt 2E 2= o{E HZlo| & ELICt
Outpost HHZ!9| ZHA|of] HM|ASHE{TH BMA ZQIEE ALESHOF B LICH ZHA| Zdofl HAS X|HE
I HAMA ZRIE O|EO0| ZEEl HMA EQIE Amazon ElAA O|E(ARN) EEE& HA|A ZQIE HE
2 ALSELCH HMA ZOIE wElof CHEt AFMIEH LI 2 S3 on Outposts HZ! M A Z RIE0of H{Z!
AEY HEAME MME FESHMR.

Ct= oAM= S3 on Outposts KM A EZOIE CHE ARN EAIZ E0{FLICH 047]0d= OutpostZt U=
2|2 AWS 2| ZE, AWS HHE ID, Outpost ID L HA|A ZQIE 0o|E0| ZEELICH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEH AFM|IEH LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHMIR.

Amazon S3 on OutpostsE AIEE A< ZA| Cl|olE{= &4 Outpostol| M&ELICH AWS7t Outpost
ME dX|ot= BR OIOIEH & F F A S 5F5t7| /ldll Ol0|E{7} Outpostol| EHE & X|E LICH.

A= Outposto| M 0Lt X| ot AWS 2[Fod| U] 2 &L|Ct. AWS Management ConsoleO| 2]
™ Lo SAEEEE Z2&£2 ALE5104 Outpostl| A E YR =5H7LE #HEIE &= igLct a2t
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE AI&350{ HMA ZOIEE S5l
ME Y2t Eeldg = Jauct

CtZ oMol A= AWS Command Line Interface(AWS CLI) & AWS SDK for JavaS A& 304 2| E
CIREE (MR 7|)ste EHE 2oiELCh
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AWS CLI AFS

Ct= oMol M= AWS CLIE AH85104 sample-object.xmlO|2tE Z4X|E S3 on Outposts
HZ!(s3-outposts:GetObject)o| A 7kXK{ZLICt. Ol BB E ArE35te{™ Zf user input
placeholder& MEXtS| WEE CHAMELICH O] BHod| CHEt AtAMIEH LI 2 AWS CLI & = 9] get-
objectE R XFIAMIL.

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

Java® AWS SDK At

CZ S3 on Outposts 0| X0 A= Java& SDKE AHE5t0{ ZUA|E 7tAZLICH O M| E At 35S
™ 2t user input placeholder& At8AI| HEZE CHAIELICE RHAIEH L& 2 Amazon Simple
Storage Service API Reference2| GetObject MMZ FHE5HAM L.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "*** gccess point ARN ***";
String key = "*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and

print the object's content.

ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

} finally {

// To ensure that the network connection doesn't remain open, close any

open input streams.

if (fullObject != null) {

fullObject.close();

}

if (objectPortion != null) {

objectPortion.close();
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}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);
}

System.out.println();

Amazon S3 on Outposts EHHZ! 2| ZH&| L}

&= Amazon S3 on Outposts0Oll K& E= 7|2 i ULICH 2E 2= o{H H{Zlo]

ZeELCH
Outpost B1Z!2| Z4|of| AM| A5t 2{H HMA ZQIEE ALSsHoF FLICH 2 tedofl 2l g XIWE
[ HA|A ZQIE O|F0| ZFE MAM|A EZQIE Amazon 2|4A O|F(ARN) EE= HAM|A Z 0._5 F=Ed
ANEELICH HMA ZOIE R0 CHH XFAIEH LI 2 S3 on Outposts H{Z! M| A Z OIE o H{Z!
/\E+0| EHE AL MM RSN

CH2 oAM= S3 on Outposts HMA EQIEof CHE ARN 34*'% 2 o{&L|Ct 047]0d= OutpostZt UE
OlE

[ R |
2l1%o| AWS 2| Z =, AWS A ID, Outpost ID & HAA E O|§0| =& ELUct

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO{| CHEH AFAIBH LHE 2 S3 on Outposts 2| 2[AA ARN EHHE B ZFHAI2.

— =

(® Note

Amazon S3 on Outposts& AIEE 32 A Clo|EH= &4 Outpostdl ME ELICH AWSZH
Outpost 22 Mx|ot= AR HIOIEH &4 F T AEE SF5t7| I EI|0|E-|7P Outpostol| 2

ZZE fX[ELICt ZAM = Outposto| M lo{LEX| 2t H AWS 2[Toi| /K| et &L|CE AWS
Management ConsoleO| Z|T L{ol| ZARE|IEE 2& S AL&3610{ Outpost2| M| E UEESt
A L
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ei&Lct 2 8{Lt REST API, AWS Command Line Interface(AWS CLI), AWS

=
S5t0{ UM A ZOIEE S5 HAME YT stn BalE £+ UsLic

CtZ oMol A= AWS CLI 2! AWS SDK for Javag& At&36+0{ S3 on Outposts HZ! 2| A& LIFst=
g Ho{E Lo
AWS CLI AFE

ZH

CHZ oMol A= AWS CLIZE AF&3+04 S3 on Outposts H{Z!(s3-outposts:ListObjectsVv2)o| Z4
ME LIAErLICH o]l HHEE Ar838ted™ & user input placeholderE AFEXIS| HEZ CHAIE L
Ch. o] ol CHEt REMIBH LI 2 AWS CLI £ % 9] |ist-objects-v2E & ZEHMI2.

aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-

access-point

(® Note
AWS SDKZ S35 Amazon S3 on OutpostsOllA] O] 2t A&

[ HZ! O|& CHA! Outposts HM|A ZOIE ARNS arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-Outposts-Access-Point @A 2 MSELICt S3on
Outposts ARNO1| CHEH REAM|8H LI 2 S3 on Outposts 2| 2|AA ARN EHHE HZSIMIL.

JavaZ AWS SDK Al

Ct= S3 on Outposts HIMM|A = Javad SDKE A& 3104 HZ!Q| UK E LIZELICE O] tME AHE
5t2d™ ZF user input placeholder& AFEXIS| HEZ CHAIELICE

/A Important
Of of Aol M= ListObjects API 2r40| x| Al HHT Q! ListObjectsV2E AFEELICH OHEE]
710|144 7HEr Al o] FHEE API 242 M85t W0l E&LICE O™ HTnto| 33 S 2|8l
| 2.

]

Amazon S3= O| API 20| O|™ HAE A& X|HELICt.

import com.amazonaws.AmazonServiceException;
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import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
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// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Amazon S3 on Outposts EH{Z! 2| ZHx|| AFK|

Z47M|= Amazon S3 on Outposts0i| ME El= 7|2 JHAM LICH 2E ZAx= o{E HZlof| & E LCH
Outpost HHZ! 9| ZHX|of] M| ASHE{H HMA ZOIEE ALESHOF B LICH ZHA| Zrdofl HZAS XIHE
=]

I KA A ZOIE O|F0| ZFE AHMA ZQIE Amazon 242 O[F(ARN) £ HAA ZOIE S
2 AF2ELICH MM A ZRIE HiElol| CHE RKFAIEH LI S3 on Outposts HHZ! M| A ZQIE o H{Z!
AEFQ] BIE| A2 MIMS A X SAS.

Ct= oAM= S3 on Outposts HMA ZRIEof CHE ARN %‘M% Ho4EL|Ct 047]0= Outpost7t U=
2|™o| AWS 2| ZE, AWS A ID, Outpost ID 2! Al RlE O|FOo| =& ELICt

|>

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

Amazon S3 on OutpostsE AIE & F< 2| g & Outpostod| X{&ElLICH. AWS7} Outpost
e Mx|5tE B OIOIH &F 27 Mg 7| 2/3H clolE{7} Outpostoll ZZHZ X[ E LICEH
U= Outposto| M 0Lt K| ot o AWS 2[Tod| UX| & L|Ct AWS Management ConsoleO| 2]
M Lo SAREEE Z2&2 AM8310q Outpostl| ZHHME U2 EFHHLE #EIF = & LIcH Lt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE AI&35l0{ HMA ZOIEE S5l A
ME YRt #HElE &= JUaLct

CHS od| Mol A= AWS Command Line Interface(AWS CLI) 2 AWS SDK for JavaE AF&3104 S3 on
Outposts HZ!o| EF ZHA| EE= o2] A E AfK|st= WS HoiELICt
AWS CLI AFE

CtE oMol A= S3 on Outposts EHZ!0I A EF Y 2| EE= o2 A E AfAetE EdE EoiELICH
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delete-object

Ct= Mol MH= AWS CLIE AF& 3104 S3 on Outposts HHZ!(s3-outposts:DeleteObject)
0 sample-object.xmlO|2t= ZHA|E AFA|RLICEH O]l BEZ Ar&5tEd™ ZF user input
placeholderg& A& Xte| WEZ CHA[ELICH O] B0 CHeh RtA[EH LI&2 AWS CLI & Z 9|
delete-object& & Z=3FHM2.

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

CHE oMol A= AWS CLIZ AF&3104 S3 on Outposts HHZ!(s3-outposts:DeleteObject)ol
M sample-object.xml & testl.textEtes F A E AMELICH ol BHES AHE5t2{™ 2t
user input placeholder& AM&Xte| HEE CHA|ELICt O] B0l CHE REAIEH LIS 2 AWS
CLI ¥ Z 9| delete-objectsE & Z5tA L.

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json

{
"Objects": [
{
"Key": "testl.txt"
I
{
"Key": "sample-object.xml"
}
1,
"Quiet": false
}

Java& AWS SDK AE

CtS o Ao M= S3 on Outposts EHZIOI M B Z4A| EEE= ofed A E AKste HdE 2oiELICh.
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CHZ S3 on Outposts 0| X0 A= Java& SDKE AHE5t0 HHZA!C| ZHA|E AFXIFLICH O] oiKIE Al
25124™ Outpostol| CHEH UM A ZOIE ARNJ_} MRS ZHH| Q| 7] 0|22 X|MELICH AHMIEH LIS
2 Amazon Simple Storage Service API & Z0{| A DeleteObject& & ZE35HAM L.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

DeleteObjects

CH2 S3 on Outposts 0| X0|AHE Java® SDKE ALE36t0{ HZ!of| A E Y= =6t 1 AMX|ELIC
O| oM E A2 3t24™ Outpost0l] CHEF HAM|A ZQIE ARNES K| ELICH REAMEH LI 2 Amazon
Simple Storage Service API 2 Z0{ A DeleteObjectsE ZH X &tM2
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;

import java.util.Arraylist;
public class DeleteObjects {

public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload three sample objects.

ArraylList<KeyVersion> keys = new ArraylList<KeyVersion>();

for (int i = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
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DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();

System.out.println(successfulDeletes + " objects successfully
deleted.");

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

HeadBucket2 A} 3104 S3 on Outposts EH{Z!0| ZXY St H{Zlof| A
MAE £ Qe HEHo| U=X| &l

Z4A|= Amazon S3 on Outpostsoil HE El= 7|2 WM ULICH 2E 2= ofE s{Zlol| Z&HE LCt.

=
Outpost HHZ! 0| ZHX|of] HM|ASHEH HMA ZOIEE ALESHOF B LICH ZHA| &Fdof HZIS X|HE
[ M A ZQIE O|F0| ZFHE HMA ZOIE Amazon 2|44 O[F(ARN) EE HAlA ZOIE €A
2 A2 ELICH HMHA ZRIE HiElo] CHEH XFAIEH LI S3 on Outposts HHZ! M| A ZQIE o H{Z!
AEFQ BIZ| AL MMS R EEAMS.

Ct= oAM= S3 on Outposts UM A ZRIE 0 CiE ARN EAIZ E0{ELIC} 097(|0l= OutpostZt U=
2|™o| AWS 2™ Z =, AWS A ID, Outpost ID 2! HM|A ZQIE 0|F0| ZEEILICEH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEF RFAM|EH LI 2 S3 on Outposts Q| 2|AA ARN EFHHE EHESHAIR.

[

(® Note

Amazon S3 on Outposts& AIEE 32 24X Clo|EH= &4 Outpostdll M& ELICH. AWS7H
Outpost 2 Mx|ot= AR HIOIEH &4 F T A& S SF5t7| I EI|0|E-|7P Outpost0l| 2
A2 | X|ELICH ZA[= Outpostll M oL X| &t o AWS Z|T0]| U] E&LICEH AWS
Management ConsoleO| Z|T L{ol| ZARE|IEE 2&E AL&3610{ Outpost2| ZHHM|E UEESt
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= 2Lt REST API, AWS Command Line Interface(AWS CLI), AWS
SDKE AtE35t04 HAMA EO.JE% Sl HAE YECEstn #E|ld = JA&LIch

CHS AWS Command Line Interface(AWS CLI) 2! AWS SDK for Java 0| A|0{ A= HeadBucket API &}
12 AL 8104 Amazon S3 on Outposts 20| ZRHSt T H{Z/ol] HAM|AE £ = HEto| YEXIE &

=H=

Clet= WS HodELICH KHMIEH L& 2 Amazon Simple Storage Service AP & Z= O] HeadBucketE&
ZSHML.

AWS CLI AtE

CHS S3 on Outposts AWS CLI MIA|0{| M= head-bucket S AFE3104 HHZ!0| EXISt D

HZlol| M AE = = HEHO| U=XIE SR LICEH o]l BHEE ME3Ed™H Z user input
placeholder& MEXRtS| WEE CHAMIELICH O] B0l CHet AFAIEH LI& 2 AWS CLI & Z 2| head-
bucketZ XA L.

aws s3api head-bucket --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

Java& AWS SDK A&

Ct= S3 on Outposts KA M= HZ!O| ERHStT M| HMAE = U= HEHO| JA=X| & Qlst=
a2 Ho{ELICH O] o|MIE AFE 324 Outposto CHEH HAMA ZOIE ARNS K| EFLICEH REA|E

LH& 2 Amazon Simple Storage Service API & %= O HeadBucketE & Z5HAM|2.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
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AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Java2 SDKE Al235l0{ HE|TIE 92 E £ Al

re

F2|
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otn AME £+ &L AWS Management Console, AWS Command Line Interface(AWS CLI),
AWS SDK = REST APIE &3l S3 on Outposts& AL & = &Lk XFAIE LI 2 Amazon S3
on OutpostsZt FAURIIIR? MME FZ M L.
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "*#** Target object key ***";

try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-

credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;

int partNum = 1;

0%
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List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
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for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

[a

HE|IIE YZ =& AF235104 S3 on Outposts HHZ!0f| /= CHE | S A

CtZ S3 on Outposts MN[0 A= JavaE SDKE Ar&304 HZ!0| X E SAHELICE O MXE AtE
524 Z user input placeholderE& A8XH| HEZ CHAIE LICEH

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.
GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);
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ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);
long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
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// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

Lt
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.lList;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***",;
String keyName = "*** Key name ***";
String uploadId = "*** Upload ID ***",;

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()

.build();
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ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

S3 on Outposts HHZ!0| A £l S| HE[IIE H2E =5 M
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.lList;
public class ListMultipartUploads {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
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try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointArn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

S3 on Outposts0il A O|2] MEE URL AFE
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Cloud(VPC)Q| At X2t HKIE SR5H7{LE O|E0H HXME UZRE L= MXE £+ UEsE HEE Fof
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AWS Signature Version 4(SigV4)
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A MEBE URL 2% 0| AWS Signature Version 4(SigV4)& A+& 5104

7| Yo HZ! HE L AMA ZQIE HMo|MH =7 7|8 A8E = U&LICH o E S04 AZ0[ 10
0|4 X't B2, example-outpost-bucket HZ! 2| ZH&|of CHEF Amazon S3 on Outposts At
ElURL 2HE HESlE s3-outposts:signatureAge ZE AFS5HE HE! Haig MHE £+ Q

&LICH O] M E AI836t24™ user input placeholdersE AFEAte| ME Z CHA|ELICEH

X A
2

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10

minutes old",

"Effect": "Deny",

"Principal": {"AWS":'"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/
xu

"Condition": {

"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}
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{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

aws:SourceIP AWS T =74 7|8 AF&3+04 S3 on Outposts EHHZ!Of| CHEH HMAE EH HERX=Z
HRIZ AMetstE HZ! M2 of| MlE S3 on Outposts 2 IAM A% MMES & ESHAL.
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AWS SDK Z! AWS CLIE AI235104 S3 on Outposts {10l Qe ZAE 2R E 0|2] MBEE URLS M
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AWS SDK AtE

AWS SDKE AF&735104 ZHR|S Z4M

= U&LICH

et

£ TS CHE ASKIOIZ MBE 02| MBE URLS M43g

® Note

AWS SDKE Al€35l0o4 0|2 MBEE URLE MAE i 0|2 MBEE URLS| Z|CH 2HE A|ZHS M
M AHZEEH 74LICE.

Java
Example

CtZ oMol A= S3 on Outposts HHZ!0I| A A E HAE = UL E CHE ALEX|A XS E 0|2
MBE URLE MMELICH XM LH& 2 S3 on OutpostsOi| A O|2| MEE URL AFS EHHE & X
StAAI2. O] AME AF83IEdH user input placeholdersE AFXE| MEZ CHA|ELICH

import com.amazonaws.AmazonServiceException;

import com.amazonaws.HttpMethod;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GeneratePresignedUrlRequest;

import java.io.IOException;
import java.net.URL;
import java.time.Instant;

public class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
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Regions clientRegion = Regions.DEFAULT_REGION;
String accessPointArn = "*** access point ARN ***";
String objectKey = "*** object key ***";

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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CHS oMol A= S3 on Outposts HHZI0I| M ZHX|E HAHE 4~ QIT & CIE ALEXIo|AH MESE
MYEE URLS MMErLICH REMIEH LI 2 S3 on Outpostsoll A O|2] MEEI URL AFE EHd2 & X
StAAI2. O] M E AF835IEdH user input placeholdersE ALl MEZ CHA|ELICH

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**#* access point ARN ***";
private const string objectKey = "*** object key ***";

// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;

private static IAmazonS3 s3(Client;

public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);
}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
I

urlString = s3Client.GetPreSignedURL(requestl);
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}
catch (AmazonS3Exception e)
{

Console.WritelLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);

}

catch (Exception e)

{

Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}

return urlString;

Python

CH2 oAM= OI2] MEE URLS 4445104 SDK for Python(Boto3)2 AL&35H A E SR EL
Ct. 0 & 01 Boto3 E2}0|21EQ} generate_presigned_url &+ AIE35l0{ ZXE
£ e 02| MEE URLS ddgLct

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

SDK for Python(Boto3)2 At&35t04 OI2| MEE URLS HM5t= ol CHEF AFMIEH LIS 2 AWS
SDK for Python (Boto) API & Z 9| Python2 & X 3tAML.

AWS CLI AIZ
Ct= oMol AH AWS CLI &2 S3 on Outposts HHZ!01l CHEH O|2] MBEE URLS HA & LCt. of oAl

E M83ted™ user input placeholdersE AFEXIS| MEZ CHA|ELICH

(® Note
AWS CLIE AI83t0o4 O|2] MEE URLS MAME i 0|2 MEE URLS| Z|CH BFE AlZH2 M
MAIHo 2R 7dlL|CH.
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aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

KEMIEF LI 2 AWS CLI B & =x etLiAol 0|2 MBS FHEstMIL.

0|2 MEE URLE 4443104 S3 on Outposts HHZ!0f| 24X L2 E

HZ! A g A0l E5HX| &8 Outpostoll 2Z 2 MEHE Z4A|of 8HAIX HAM|A HEHS F o045t 2{H
02l MEE URLE AFEE £ &LIcH HZ 28 XHE Ol2] MBE URLE AHE 38104 Virtual Private
Cloud(VPC)2| Attt ZHXME SRSt7HLt O[S0l A E YUEE E= AXE = JUs HEHE F0d
& = /&L

AWS SDK EE £ AWS Command Line Interface(AWS CLI)E AF835104 O|2| MHEE URLS MAEHH
URLS SH &dnt odZg|ct, £k 2|4 1% 2 2| 70| AFS AL X|H DHE AlZHE ME4SL0{ 0|2
MBE URLO| CHEF SHAIR] HAA HEHS Hog = Ql&LCt O2] MEE URLE 37 35HH VvPC2
ArERE7E PE ME AFS AR WX{FH URLOY Z&E &g g 4= Q&LICH URLO| BHE AlZHod|

TS URLO| BtEE| T o O|& &S 35HK| pE&LCH.
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SDK for Java 2.x

O| oi|Xl= Bt A2 2 S3 on Outposts HZ!0f| XM E UE=5t= O A E = U= 02 MB
ZURLE Mdgste U2 2o{ELICt XbMIEH LHE = S3 on Outpostsl A O|2] MEE URL
A8 EHHE HESIMAIR

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointArn)
.key(keyName)
.contentType("text/plain™)
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);

String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

A H2E= API %1 2006-03-01 99



Outposts0| A 2| Amazon S3 AE HEM

Python

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();

SDK for Python(Boto3)

O| (M|= BHA[M S 2 S3 on Outposts Y2 g = e 02l MEE URLE
HE Eo{FLICt XHAIEH LHE 2 S3 on Outposts0il A O|2| MZE URL AFHS EHH
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Q. URLEZ At83t0{ 273524 Requests TH7|XIE AFESHAIR.

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)
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def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):

Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)

parser = argparse.ArgumentParser()

parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")

parser.add_argument(

'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
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'action', choices=('get', 'put'), help="The action to perform.")

args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(

s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':

args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must

be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")

print(response.text)

print('-'*88)

if __name__ == '_main__
usage_demo()
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{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"
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"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"
"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"

}
}I
{

"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {3}
},
{

"Classification": "spark-env",
"Configurations": [

{
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"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"

}
}
1,
"Properties": {}
.
{
"Classification": "spark-defaults",

"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",
"spark.sql.sources.fastS3PartitionDiscovery.enabled": "false"

}
}
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o AF|7} HEZ! HMA MBS 7HE £ QT = S3 on OutpostsHlME &4 S3 1
AHEHO| B g3t K| 0] QAﬁl—IEL

1

2 QA2

S3 on Outpostsol CHEH IAM A WS KtMS| dotEE{™H CHE FHME FESHML.

=

« S3 on Outposts A O| H oF =X

« S3 on Outposts2| 2[AA ARN

« S3 on OutpostsOl CHEF 2324 of| X|

« S3 on Outposts A= ZQIEof CHEH # 8t

« S3 on Outposts 2| MH|A 9473 248t

S3 on Outposts A o| H ok =

S3 on Outposts HHZ!Of| CHEE HMA HEHS F045t= ElLoA M& I, Principal

7
E AF835H0od Y 2|AA0| CHEF 2 40|Lt S HE = Ue AR E= ol E2FH0|ME XlooHOF
ZLICt S3 on Outposts 20| A CIS 2ot FX & StLIE AISE = /&Lt
« AWS HH
o 1AM AFZ R}
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>
ol
nx
0%
x

- IAM &
Y IP Helof CHEF AMA
X|gstod ZE ok FA

Mjn JI

/A Important
=0l E X |

P =4 HQ|of CiEt BMAE M EHstE ConditionT EESHA]
Principal .u._+_0ﬂ LeFtE ERH(*)E AHE 3= Outposts HHZ! 2| S301| CH
g 4= gi&LICh o] AMBH2 Outposts EHZ 2| S301| CHEH B7H BMATL GREE sHE O

E XI$tstE Condition RAE AF2StE MMM AU=7E 2%

ElLICt. ol Ali= S3 on Outposts™| CHEF 22 of Aol M & RI5HMIL.

Principal 240 CHEE RAtAIEH LI 2 IAM AHS MBEA S| AWS JSON A 4 Hok Fi

ot 5}
LS L— L—
St RdZHS AFAd
- O 12 1 O
| ES0|
E &z

SHMI2.

S3 on Outposts2| ElAA ARN

S3 on Outposts0i| CHEF Amazon 2|4 A O|&(ARN)MI= Outpost7t {1 &8 AWS 2|7 2]0d|Outpost ID,
AWS HHE ID, EIAA 0|&0| ZEELICH Outposts EHZ! & ZHA|of] HMASHD ErdS +H5te{d Ot

= Elo|Z0ll ZA[E ARN 4| & stLIE AtEsHoF g LICH.

ARNS| partition &2 AWS 2|™ 28§ LIEFHLICH ZF AWS H|

=H =
YELCH X|HElE TEM2 ohET &L

« aws - AWS 2™
« aws-us-gov - AWS GovCloud (US) 2T

Ct= E|0|20{ = S3 on Outposts ARN 8 A E0o{F L|C}.

Outposts 7| Amazon S3 ARN &4/
ARN
BHZ! ARN arn:partition :s3-

outposts: region:
account_id :outpost

/ outpost_id /
bucket/bucket_name

He stLte| mE|Mdo = #H 2|7} X|

of

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904 /

Outposts 7|8t S32| ARN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

ARN

nx
0%
x

o

0%
IS

bucket/amzn-s3-demo-

Outposts™| A 2| Amazon S3

Outposts 7|8t Amazon S3

bucketl

arn:aws:s3-outpo

ARN
HM|A EZQIE ARN arn:partition :s3-
outposts: region: sts: us-west-2
account_id :outpost 2123456789012
/ outpost_id /accesspo outpost/ op-0lacsd
int/ accesspoint_name 28a6a232904 /accesspo
int/ access-point-
name
Z4A| ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012
/ outpost_id / outpost/ op-0lacsd
bucket/bucket_name / 28a6a232904 [/
object/object_key bucket/amzn-s3-demo-
bucketl /object/m
yobject
arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
1123456789012
outpost/ op-0lachd

S3 on Outposts KA A ZOIE

2% ARN(ZIR0] AHS)

account_id :outpost

/ outpost_id /accesspo
28a6a232904 /accesspo

int/ access-point-

int/ accesspoi
nt_name /
object/object_key name/object/myobject
Outposts 7|8t S3 ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012
outpost/ op-0lacsd
28a6a232904

/ outpost_id
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Outposts0| A 2| Amazon S3 At

S3 on OutpostsOil CHEH 243 of Al

0o
1z
0%
x

Example : AWS H"d 22t |7} = S3 on Outposts HHZ! &=

CHS HZ! HA2 AWS A EoF =X E AFE 3104 S3 on Outposts H{Z!0]| CHEF M| A HEHS HoiE
LICE o] 3! HAME AF83I2d™H user input placeholdersE AFEXo| MEZ CHA|ELICH

"Version":"2012-10-17",
"Id":"ExampleBucketPolicyl",
"Statement": [
{
"Sid":"statementl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
.
"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

Example : £ IP 4 H 2|0l CHet BMAE MEtste FUEFIE Hot FR|(*) L =
Outposts HZ! 2324 0| 53

o
N
sl
30
i

Ct2 HEA B2 £ 1P Hlol CHEh HMAE MEHet=E aws:SourceIp 270t &7 L EstE E
o FA|(*)E ASELICE o] HZ! HAME AL835t2d™ user input placeholders& ALEXIQ| HE

"Version": "2012-10-17",

"Id": "ExampleBucketPolicy2",

"Statement": [

{

"Sid": "statementl",
"Effect": "Allow",
"Principal": { "AwS" : "*" 3},
"Action":"s3-outposts:*",

S3 on Outposts0f| CHEF 2321 o &| API| {7 2006-03-01 116



Outposts™| A 2| Amazon S3

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket",

"Condition" : {

"IpAddress" : {
"aws:Sourcelp": "192.0.2.0/24"
},
"NotIpAddress" : {
"aws:Sourcelp": "198.51.100.0/24"

}
}
}
]

}
S3 on Outposts A= ZIEof CHEH et
S3 on Outposts AHEZQIE %42 2|5t 7| 2|8 S3 on Outpostsoil= IAMS| 178 HEto| 2 E
L|CF.

(® Note

c DHARIP FA E(ColP ) HMA RS MEd5e A=EEZQREQ AL CHE EH|O|Eo A
HE CHE ColP E2| IP FAE YT = A= T Uo{of FLCH.

« AWS Resource Access ManagerE Ar&3+04 S3 on Outposts0fl HAM|ASH=E S A™Hol &4

S TR A ASAE B8 MEUOIM A A= ZIEE MY £ iaLich B8 A
Bol N8R} KA IS OIS 8 it 22 B8 AXE OupostolA Al MEHE

3 on Outposts 3¢ B2 & E35HA

o
C/)

M5l o rLlct. REMIEH LH® 2 the section calle
Al2.

CIS El0|20{HE S3 on Outposts AIEZQIE 224 |AM HetES Eo{FLIC

& IAM T4 &
CreateEndpoint s3-outposts:CreateEndpoint

ec2:CreateNetworkInterface
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xHod
-1 |

IAM T4 &t
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets

ec2:CreateTags
iam:CreateServicelinkedRole
2ZY0/A I AR IPFA Z(ColP E) YA
A RHEE MEStE H=EZRIES FR OIS
Ze 74 Hsto| Wt

s3-outposts:CreateEndpoint

ec2

ec2

ec?

ec2

ec2

ec2

:DescribeCoipPools
:GetCoipPoolUsage
:AllocateAddress
:AssociateAddress
:DescribeAddresses

:DescribelocalGatewayRou

teTableVpcAssociations

A= ZQIEof CHEr Mt
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Outpostsoll A2 Amazon S3 AE HEM
Sh IAM T4 &t
DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface
ec2:DescribeNetworkInterfaces
2Z0A THARIPFL E(ColP E) AAl
A QS A ASERIES] HL O T}
Z2 &7t Heto| 2ot
s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress
ListEndpoints s3-outposts:ListEndpoints
® Note
IAM HEof| M 2|AA EfIE ALESto] HEtE 2Elg = /U&Lich
S3 on Outposts | MH|A @174 o4&t
S3 on Outpostsi= IAM AH|A AZA Fe S ALESto AL XLE CHAlSH LT HERT E[AAE HdEE
LICE REAIEH LH& 2 Amazon S3 on OutpostsOil CHEE AMH[A 9172 238 AFE BHE FXRSHAAIL.

S3 on Outposts2| Hi|O|E

71222, Amazon S3 on OutpostsO|
8t At = o 5 3H(SSE-S3) 8 AL 5104
Amazon S3 #2[8 7|E MEF MH &

&3 5t

X

o}
=

o}
=

|-0|| 0>|

==
i
2

fok

| ZE O|IO|E{= Amazon S3 2@ U535 F|IE E
FEILICH REAISE LIS
3H(SSE-S3) AHE 2 FZstMIL.

2 Amazon S3 AF2 AHHEAM 9]

[eLkId
==

S3 on Outposts 2| AMH|A

A Oi74
I_E
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Outposts0| A 2| Amazon S3 AE HEM

PABICHH D2 KIS ¢33 F|(SSE-C)2 M & &3 381E A 8Y % U&LICH SSE-CE MB35
o 4% AP gfgm Uz %§§

ot 7|18 RIEELICH MH & & E3t= 24| HEHO[E{7} ot =l 24|
=h=rakel

b L& 2 Amazon S3 AFE Using server-side encryption with

(® Note
S3 on Outposts= AWS Key Management Service(AWS KMS) 7|(SSE-KMS)E AtE &t AH

& 43 3HE XIstx| ek&LICt

S3 on Outposts0i| CHEt AWS PrivateLink

S3 on OutpostsE 7}4t EEP0|'=" HERF Lie| Zzto|8! AEXZQIEE S35l S3 on Outposts AEE|
X|ofl CHEt RIX] 22| HMAE N 25H= AWS PrivateLink® K| 248t Sofl LiF HER3 of
FEIXE ZtA SIS T 7hA EF |5 22tRE(VPC)2| Z2I0|8! IP FAE AHE5H09 Outposts ZHA| A&
EZ|X|of CHEt e S +3E = U &LICEH AWS PrivateLinkE At 5HH HEZ! IP FALLEZS
Al MHHE AEE Rt ls

||=
[ ﬂlllll

Amazon S3 on OutpostsOll CHEt AWS PrivateLinkE A& 3t 714 Z210|8! 22 E(VPC)oIAM 2l
E{H0|A VPC AIEXZQIEE Z 2 H|X{'E5l04 S3 on Outposts HZ! 22| & A= ZQIE EHE| APIOf 4
MAE 2= Ql&L|Ct CE{H 0|A VPC RIEXQIEE= 714 ZEtolY! W EQ 3 (VPN) &= AWS Direct
ConnectE &3 VPC EE= 2Zoi|0|A0 HfZEl of Z (70| AM &Y HMAE = JU&LC HA
3l A=EZQIE ZE| API= AWS PrivateLinkE S35H HMAE £ Q&LICH AWS PrivateLinke GET,
PUT 2 0|2} SAISH APIQF Z2 CIO|E{ T4 API 2 4E X|6HR| ef&LCt ol28t =¢f2 o|O| S3
on Outposts AIEZQIE L HMA ZRIE FHZ Sall HISIHE TS ELICH ZpAMIEH LHE2 S3 on
OutpostsOll CHEt HEXZ S HESHAARL.

RIEHO|A JEXZQRIE = VPCO| MEHHM ZEt0o|8 IP FAT EEE 5tLt 02 *9_ Bt HE
3 CIE{H| O|A(ENNZ ZEAIELICEH S3 on Outposts0i| CHEF A= ZQIE QIE{H|0|A @S AWS Ll

E2|39] S3 on Outposts HZ! L A= ZQIE & E| APIZ AHS2Z BHREELICE E °F AWS Direct
Connect EE= AWS Virtual Private Network(AWS VPN)2 S3all 2 = g|0|& ofZ 2|7 0|40l vPC 2]
QIE{m|o|A A= ZOIE | HMAE £ U&LICH VPCE 2= 0|4 HERIZo| HAZASHE Yedo CH
8t XtAMIE LHE & AWS Direct Connect AHE &M 3! AWS Site-to-Site VPN AHS MBEME R =5t
AlR.

|T|

CIE{H|O|A AEXZQIEE CIS Clolo{ @At Z0| AWS HIERITE S8l 22|11 AWS PrivateLinkE
&3l S3 on Outposts HZ! & A= X QIE 22| APIO| CHEF LE S B E ' LICH
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html

Outposts0f| A 2] Amazon S3

CUEN AWS Cloud Customer premises
S

AWS Outposts

Service link

&

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

I-II

&= AWS PrivateLink 7}0|E2| QIE{HO|A VPC Q=

X

QIE{m|o|A A= ZQIEof CHEH YOI
|.

QIE(AWS PrivateLink) & & ZE5HAAIL.

|
« A 3 AE

+ S3 on Outposts QIE{H O|A QNEEZOIE MMA

« 2Z70|A DNS 74 doo|lE

+ S3 on OutpostsOil CHEt VPC QIEZQIE A4
+ S3 on Outposts™l CHEH HZ! &3 Gl vpC 2

[N
Hel
o
[m
02
12

2z

x

i =S

AWS PrivateLink® £3l| S3 on Outposts H{Z! L = ZQIE E EI API0] OHMl st= 8<% VPC A|

gto| MEEILICH RFMIEH LI 2 AWS PrivateLink 7+0

AWS PrivateLink &2 2F2 2 XsHM 2.

EL 8t AWS PrivateLinke CI2 & X| 6t X| et &LC.

Federal Information Processing Standard(FIPS) IEZQIE

+ S3 on Outposts E|O|E{ T1& API(04: GET, PUT ! SASH ZHX| API )

+ Z2}0|8! DNS
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/
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S3 on Outposts QIE{H|O|A A= ZQIE HM A

AWS PrivateLink® AF& 3504 S3 on Outposts HHZ! & A= ZQIE 22| APIO]| OHHI sto{H A= =22l

EH DNS O|§2 MEFES o E2|70|M2 YOIO|EsHoF B LICH QIE{H|O|A A=EZQIEE Mg
[ AWS PrivateLinkO M= 27t X| 82| A= Z QIEH S3 on Outposts 0|F 2! 2 *E'E"J_'—P FAHZ M

ggfuck

- 2| DNS 0|§ - /5t VPC A=EZQIE D, MH|A AlEEXE, AWS 2|H,
vpce.amazonaws.com(%|: vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com)O| Z & & L|C}.

« YHHEDNS O|F - 1R VPCAEZQIE D, 7H8 YA, MH|A AL, AWS 2|,
vpce.amazonaws.com(H|: vpce-1a2b3c4d-5e6f-us-east-1a.s3-outposts.us-
east-1.vpce.amazonaws.com)O| Z& EL|Ct Ol7[EAx{7} 78 FE Eelste 82 ol M

2 M8 = JU&LICL o|E §0{, 2F E M st U 2IME HIo|E & HIEE £0|= ol I9dE
DNS O|§2 ME3E = /&Ll

/A Important
S3 on Outposts PIE{H[O|A AEZQIE= I{= 2! DNS = Hl0f|A & QIEL|Ct S3 on
Outposts= Z 205! DNSE X|H5tX| i&LICH 2E HA! LW A= ZQIE E2| APIO]| --

endpoint-url Tt2t0|EE AFSELICH

AWS CLI o K|

rulm
O

--region ¥ --endpoint-url ItZt0/E{E A&E3l04 S3 on Outposts UE{H|O|A AE=EZQIE
3 HZ! #rE| L A= ZQIE EE| APIO] HAMAFLICEH

Example : 2IEZQIE URLE AFE304 S3 M0 API7} Rl B3 LI

CHS oMM Bl us-east-1, VPC EEQIE URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com % A™ D 1111222233338 i st= HEE HiELICH

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333
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AWS SDK 0i| K|

SDKE %|& HTIe 2 YH|0|EstD, S3 on Outposts 2IE{H|0|A A= ZQIE0f CHE S3 A|0{ APIO]
HMASH7| I5H AEXZQIE URLE AHESHESE ZCI0|MEE F+ 4T LICH

SDK for Python (Boto3)
Example : QIEZQIE URLE AFE35104 S3 Xo{ APIo]| M| A

CtS MM 2l us-east-1 X VPC AEXZQIE URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com2 HEstE HEZ HFELICH

control_client = session.client(

service_name="'s3control',

region_name='us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

ol

M HE = Boto3 7HE Rt RHLHA{ 2] AWS PrivateLink for Amazon S3& & X

AR SHMI2.
SDK for Java 2.x

Example : 2IEZQIE URLE AtE3t04 S3 A|0{ API0f| Y A[A

CHS oMol VPC FIEZQIE URL vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com % 2| Region.US_EAST_12 g ste HEZ HFELICH
// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com"))

.build()

AHAMIBH Li2 2 2ol EE{HH AWS SDK for Java APl X 9| S3ControlClient AME B ZSHAIA|
o

T

2z d0/A DNS 4 4d|o|E

o= ZOIEY DNS 0|22 AF25104 S3 on Outposts HZ! ZE| 2l Q= ZQIE 22| APIZ QIE{H 0|A
A= X QIEO] HMAE = 22 0|A DNS =IAHE UH|0|EE 27t ei&LICH IH{E2 S3 on

2Zg0/A DNS 74 ACo|E API {71 2006-03-01 123


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html

Outposts0| A 2| Amazon S3 AE HEM

Outposts DNS = H|QI0{A QIE{m[o|A IEZQIES| ZE[O[H! IP FALAZ AEZQIEH DNS O|F S

FoIE = A&LCH

b

S3 on OutpostsOil CHEt VPC ANEEZQIE 4o

S3 on Outpostsof| CHEt VPC QIEH|O|A AEZQIEE MM 5E{™H AWS PrivateLink B A{2| VPC
A=xZQE YEe HZshM .

S3 on OutpostsO| CHEF HZ! 22 2l vPC AE X QIE HA

S3 on Outpostsol CHeF BMAE KMofsteE VPC AEZQIEO| AEZQIE HAMS HAZAS 4= Q&L
Ct. S3 on Outposts HZ! 2424 90| qws: sourceVpce ZHE A835t0{ EH VPC AIEXQIEQ| ET
EHHZlof| CHEE HMAE AEHE =T JU&LICH VPC AHEZQIE HAMZ AL& M S3 on Outposts HZ!
Z2| APl 2 IE 2 QIE 22| APIOf| CHEF HMAE M o1& = USLICH HZ! HHZ AF835HEH S3 on
Outposts HHZ! ZH2| API0]| CHEF HMAE ANofE = U&LICE aB{L} aws:sourceVpceE AFE 5104
S3 on Outposts2| ZHA|| Zrdoi| CHEH HAMAE BEIE =& i&Lct

S3 on Outposts WA|A HHM2 CtF0 22 HWEE X|I™HgLct

« O] 2 5183kt HE 5t= AWS Identity and Access Management(IAM) 20+ &
« HBEHL HEEl= S3 Ao B
« 40| 318 E|HLF 7HE El&= S3 on Outposts 2|lAA

CHE oM E HZ! = A= ZRIEof CHEF HMAE Metsts HAME EoiFLICH VPC Ao CHEt
74 s

REMIE LI 2 AWS X, Amazon Virtual Private Cloud(VPC) 42 S MM WE /32t vPC 244
SMg xS AA2.

/A Important

« O] MMM MHESH=E VPC AEEZQIE 0] CHEH oA HAME MEE AR o= x| &LA B2
of CH8t BMAE XFEHE = USL r VPC HEZQIENM Al2H5H= 20| CHEF HHZ! 4
NAE Metst7| {8t 2! HEH2 2ol Cist 2 E HAAE RIEHE &= J&LICH o] EXE
a5t tl*t'*01| CH8t REMIEH LI 2! Aol VPC EE= VPC QIEZQIE ID7} 2HI2
Xl oI&LICHE ZSHAAI. HIo| HHAE = UEE HMES ™5 WHS £l
2RI R[4 MIE)E FESHMAIR.

o CI2 oAl HZ! HAE2 AF25H7| Mol VPC QIS ZQIE IDE AP AlE|of| 288 2o 2 Hb
THL. OZEX| ofom™ HZlof HMAE £ Qi&LICEH
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
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A& dEBAM
« HHollA &Y VPC A= ZQIE 9| S3 on Outposts HHZ!0l CHEH HAM|ARF 5{&8t=E B2 2
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"Version": "2012-10-17",
"Id": "Policyl1415115909151",
"Statement": [
{ "Sid": "Access-to-specific-bucket-only",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket"

}

04: S3 on Outposts B{Z! Z=H 9]

Jlm

H VPC A ZOIE oA HAIA 7452

CHZ S3 on Outposts HZ! HME vpce-1a2b3c4d VPC AEXZQIEE S3ll example-outpost-
bucket HZ!I0{ M GetBucketPolicyo!| CHEF HMAE 7HE & LICH.

aws:sourceVpce 72 A= X QIEE X|HstH, VPC AEZQIE 2[A A0 CHEF Amazon 2lAA
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"Version": "2012-10-17",

"Id": "Policyl1415115909152",
"Statement": [

{
"Sid": "Deny-access-to-specific-VPCE",
"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",

"Resource": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket",

"Condition": {

"StringEquals": {"aws:sourceVpce": "vpce-la2b3c4d"}

=
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Amazon S3 on Outposts@t &7H A& & &= Q= AWS Signature Version 4(Sigv4) ¢!& 1t
] 0 LICt HZ! HAMo|M o248t Z74E F7I5t04 B HH 48 AH835101 2F
ST M S S22 MY = USLICH 0| A] HHY

FD

2l e 2 ME HT 4 2t 24 7|18 A 85t B
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H CIB(AWS MY B 4)2 R ZSHMIL.

18 7tsEt 7| ME
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ts:authType SIS 4l 2HE X1|°F0PE4 O MEHXM =71 7|8 A E = JU&LIC

o€ E0{ 0| 71 7|E A83510{ 2% 2150 HTTP Authorization
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REST-HEADER

REST-QUERY-STRING
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Example : s3-outposts:signatureAge

CHS HZ! HAM2 HEO| 108 0|4 K|t B example-outpost-bucket 2| ZiA||oi CHEH URL 27
O] A M El S3 on OutpostsE 7HE & L|C}.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",
"Effect": "Deny",
"Principal": {"AWS":"444455556666"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

%1
’

"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

Example : s3-outposts:authType

CtE HZ] HM2 @& 21501 Authorization SIEHE AFE5tE -0 SEFLICE OI2] MEE
URL2 #{E| OH7HHS-E ALE5tod @ & 215 HEE M35tV M=ol 02 MBE URL 282 HE
ElLCH RFAIEE LI 2 Amazon Simple Storage Service APl £ Z 9| Q15 B XA L.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests."
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/
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"Condition": {
"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"

Example : s3-outposts:x-amz-content-sha256

BZ) A A MBE URLE AF83Hs Y2 =9} 20| MBEIX| g2 HolRET} s 2E ¢

I ju L1
mo |n olo

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny uploads with unsigned payloads.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

%N
4

"Condition": {
"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"

AWS B EIE A2 AWSOl ols MAEIT BEIElE ST AR HMLICH AWS BEIE B A
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkInterfaces",
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"ec2:DescribeVpcs",

"ec2:DescribeCoipPools",

"ec2:GetCoipPoolUsage",

"ec2:DescribeAddresses",
"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,
"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": [

"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

}I

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

1,

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

S3 on Outposts0f| CHEF AMH[A Q17 Ag HEt
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{
"Effect":

"Action":
"ec2:

1,

"Allow",

L
AllocateAddress"

"Resource": [

"arn:

]I

aws:ec2:*:*:elastic-ip/*"

"Condition": {
"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"”

iy

"Sid": "CreateTagsForAllocateIpAddress"

"Effect":
"Action":

"ec2:

"ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

]I

"Allow",
L

ModifyNetworkInterfaceAttribute",
CreateNetworkInterfacePermission",

DeleteNetworkInterface",

DeleteNetworkInterfacePermission",

DisassociateAddress"”,
ReleaseAddress",
AssociateAddress"

"Resource": "*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/CreatedBy": "S3 On Outposts"

}I

"Sid": "ReleaseVpcResources"

"Effect":
"Action":
"ec2:

1,

"Allow",
[

CreateTags"

"Resource": "*",
"Condition": {
"StringEquals": {

ec2:CreateAction”: [
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"CreateNetworkInterface",
"AllocateAddress"

1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"

1,
"Sid": "CreateTags"
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M D7t A}&LCt o|2{8H(E= CHE) ZAE PutObjectt 242 7|Et Qo2 +=H5t= 39 M 2
7t 18t HA IDE 7HEILICE
. Suspended(o')\l S X|E) - 2l o] ZH&|ofl cHalH S3 I:I-I 2|2 LA SXIELICH HEA ZEI7F LA
SCE & I FIHE BE A= HA nulle £AELICH REMIEH LIS Amazon S3 AFE A

BMe| HE 2|7t LA SXIE HZA o A —’Fﬂ% HZStMR

S3 on Outposts H{Z/0f| CHEH S3 BT Z2|E & A5tet Fole HTo| HEIZ|X| gt 2 AEHZ Sotz £
igLch Lt HH 2l LAl BRI = U&Lich S3 T Ztafof chet XEAIEH LHE2 S3 on
Outposts HZ/2| S3 T Zt2|of| CHEE ZiE| MMS HEsHaAL.
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H710] 2t ZUm|ofl Tl A BHFIZF 07H 014 0] OIF Ol R LICH AEEIX| HISS FOl2™ I
£l 712k Foil 2141 BIHO| Of Ll XIS BHESHES BZ S3 4T 57| FAIS THE £ YL LA
8 LHS 2 Amazon S3 on Outposts EAZ/0] CHEt 3 F7| T4 M4 2 B3| B2 FASHAAIL

C+2 oflof M= AWS Management Console 2 AWS Command Line Interface(AWS CLI)E A}& 3104
7|Z& S3 on Outposts HZ!0of CHEH HA & 2|§ & d5tstHL LAl BX|5tE YHE EoiELICh S3 H

M 27 EMHeE S3 IS MAEHEdT S3 on Outposts H{Z! MM MM E B X FHAI2.

HZI2 HEg M5t AWS AE0| £2R35HH O] AE2 KAl Ehdg HAlE
3t AR QLICH HZ!olE Outpost, EHL, 7|2 453t HAMA ZQIE MM So| 14 £40| X
(o]
I_

gLt HMA ZOIE HHolE HA Q| 2|0l HMASHT| 2Bt Virtual Private Cloud(VPC)
Ol HM|A ZQIE XA 72|71 7|E HIEHC|O|E{7F Z & ELICt KHAIEH LH& 2 S3 on Outposts
o BRI B ESIAAIL.

HZ!o| 83 M 2t ddE HElsic{H CEa-Z2 0l-5hA| 2.

1. AWS Management Console0ll 21218t ¥ https://console.aws.amazon.com/s3/0|A{ Amazon S3
Z&2 gt
215 ErA Foll M Outposts EH AMERSHL|CE

E
A (Properties) E”% AMERSELICY.

o
HHZ! {7 2 2l(Bucket Versioning)HlA THEIS MEHSHL|C}
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6. CIe 84 3 LIS Mstod tZ/ol S3 X 2| MBS BRI
. S3 BT BEIE YA BRID A R HE M2 SXISHEIH Suspend(UAl EX)E Mt
Lict.

. S3 LA BEIE BAISE T AAEE ofe] JHOl THE =XIES X{Es2{H Enable(E A
MestLc,
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7. Save changes(t1d AtE MEHE MEASLICEH

AWS CLI AFS

AWS CLIE At&3t0o{ %ol CiEt S3 HT 2| & & g5t U LAl SX[etE{™ CHS oAt 2
O| put-bucket-versioning B&E AL g LICt 0|28t KM E AM83tEd™ Zh user input

placeholder& ArEAto| HEZE CHAELICH

REMIEH LH8 2 AWS CLI & Z 9| put-bucket-versioningg & Z M| 2.

Example : S3 HHM Zt2|& B M35t6l= 82

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

o
ze

F

[e]l]
rr

Example : S3 A ZE[E LA| K]

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended
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LEHEIHL O Z|A MO 2 TAEIH ZHE BHEAFIEE 8 F7| 328 OHE 4 YaLlch &3
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https://docs.aws.amazon.com/cli/latest/reference/s3control/put-bucket-versioning.html
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20 57| FA MY

o o b~ w0 DN

AWS Management Console0l| 21218t & https://console.aws.amazon.com/s3/0| A Amazon S3

=
=f A 201l A Outposts HZA! & MEHEFLICE.

#2|(Management) &

A
e MBSt D = F7| 72| M4 (Create lifecycle rule)S MEHEHLICY.
al 0]

0=
S E

Lifecycle rule name(3 7| & o|8)o Zt2 =Lt
Rule scope(Tt& H2) oM CtE M & StLIE MEdSHL|CH

8324 Limit the scope of this rule using one or more filters(3tL}t O] &
RO Q| MEhHE MENFILICE O CHE M5 A ZE, Ei E= ZA

E Ao o] =& 7| F=|2 M&324™ Apply to all objects in the bucket(EHZ! 2]
E

Lifecycle rule actions(=38 F£7| & &) M Ctg SM & stLHE MEILICEH

- Expire current versions of objects(ZiA| 2| A {7 Bt=) - A B2|7t M8 E HE ol B2
S3 on Outposts= A&l OFHE F7t5t D A E Ol HTMSE FX|ELICH S3 HT #EIE At
835IX| otE HZ!2| R S3 on Outposts= | E WF X Z ALK|ELIC.

« Permanently delete noncurrent versions of objects(Zi&| 2| O|F BT &7 AtA|) - S3 on
Outposts= O|T HTO| 2K & F7 Mo =2 AKX g LICtH

- Delete expired object delete markers or incomplete multipart uploads(2FZ2 ! Z4x| A-A| OF7 &
E 28t HE|DE Y ZE AK|) — S3 on Outposts= BHZ El ZHA|| AHA| 07 =& 228
HE|LE YEEE FF Mo =2 AX|gLCt

A Ef2E AFEoto] =B F7| &l o] HR|E MEtst= 4G Delete expired object delete
markers(2t 2 El ZHA| AFK| OF7 A A& MESE o~ @& LTt Expire current object versions(ZH
Mol #xl HE BHR)E MEHEH 3R Delete expired object delete markers(2F 2 El 24| AHA| OF
74 At M) MEdE o~ gis Lot
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8. Expire current versions of objects(Z44{| 2| &l HHA Bt 2) EE= Permanently delete noncurrent
versions of objects(Z4&|2| O|T A B7 AIK)E MENSt 32 & dmt == x| ol =FE 7|
Hto 2 = EE|HE FEELICH

9. Delete expired object delete markers(ZF2 El ZHA| AFA| OF7 AMK)E MEHSH B2 B2 El ZHA| &
AN ot A XIE 22152474 Delete expired object delete markers(2t=Z El ZHA|| AFA|| OF7 AFA)E
ME#SFL|CE.

10. Timeline Summary(EFIZIR! @ 2h)ollM = F7| F2|€ HE ST Create rule(T2] M) MEH
ghlct.
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7.

Lifecycle rule actions(=3& F7| & )M CtE SM & SILIE MEIFLICH

- Expire current versions of objects(Z4&[2] 4R & Bt =) - X 2|7t EHEtE HZlel B2
S3 on Outposts= 41Xl OFHE F7I5tD A E O™ HHSE RX[ELICH S3 T HEIE A

&35t x| et= HZ!2| B2 S3 on Outposts= A E BFHE AKX LICE.

- Permanently delete noncurrent versions of objects(Z4&l|2| O] T 7 &FA[) — S3 on
Outposts= 0| HTO| ZHX|E YR M= ArA|EFLICEH

- Delete expired object delete markers or incomplete multipart uploads(2tZ2E 24X AHA| O
= BT HE|DIE Y2 E AMA|) — S3 on Outposts= PHREl ZHA| AFA| 07 E= 22t
HE|IE YEEE IFHMo = ATXELICH

A E}IE MBSt =8 F7| 2o HIE Netst= B Delete expired object delete

markers(Zt =2l Z4X| & A| 0F7 AFK)E MBS = @& LICH Expire current object versions(ZH

& of F4XH T BtR)E MEHE 32 Delete expired object delete markers(ZH= El 24| 4| OF
O

7| AR)E AMEHE 4 gigLIC

—_

® Note

27| 718 HElE AN obH & St HE|TE =20 & A8 E + &Lt

Expire current versions of objects(Zi&|2| 24X T BtE) EE= Permanently delete noncurrent
versions of objects(Zi&[2] O|T™ HH™ B7 AKX E MBIt B2 EW It £= 24| =B 7|gh
S & EEHE gL

-4

0

Delete expired object delete markers(2t 2 &l ZHA|| AFK|| O AM|)E MEHEH A< TFREl Z4F]| A
Ml O0r74 AFA|E & Q1524 Delete expired object delete markers(2H2El Z4x| AFA| OF7 AMADE
MERFL|CE.

10. Save(MZ%)E MEAELICE
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https://console.aws.amazon.com/s3/0M|A{ Amazon S3 2&& L|C}.
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5. Delete(&X)E MEARFLICY.

AWS CLI 2! Java2 SDKE AI25t04 £ F7| 74 MM gl atz|

S3 = F7|E AF235+04 Amazon S3 on Outposts2| AEZ|X| 8F S %|XstE £+ U&LICH 2| 7}
QEfE[ALI H 2[4 HHSE TAEH HHME BHEAFIEE =8 F7| A& BtE = J&Lct =3

F7| FAIS M4, AR, A8 BRI EE ANE 4 s

S3 =& F7|of ciet RtMIEH L& 2 Amazon S3 on Outposts HHZIO| CHEH =3 F7| 74 M4 2l #E
MMg & x5HMR.

@ Note
HZ2 HAE dE5t= AWS HEO0| £ 7stH O HAEE2 =8 F7| A2l 48, A&, M8
= CC Ak S Q

Q15 A& lL|Ct.

0

AWS Command Line Interface(AWS CLI) 2! AWS SDK for JavaZ AF&3t04 S3 on Outposts H{Z10]|
it =8 7| 782 M 2 #t2|sted™ CHS oA E & X5HA 2.
=AM

YT TS

- S3 on Outposts HZI0i| CHEF =8 F7| 4 7127

+% 77| 7Y HE

AWS CLI

Ct=S AWS CLI MM E =& F7| 78 EAZ Outpost HZI0l| M-S &LICt o] HA2 ZEei|a7t
XHEE HF A (myprefix)2t 10 Fof BtE2 /= E27F 28 E 2E AXME X[HELct. of o
E ME35tdH Z user input placeholderE ALEXIC| HEZ CHA|ELICEH

1. £ F7| 74 MM JSON U Z K{EHEFLICE 0] ofAloflM mHUo| O|ES
lifecyclel.json2Z X|HE/LICH

"Rules": [
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"Ip": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
1,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,

"ObjectSizeGreaterThan": 1000,
"ObjectSizelLessThan": 5000

iy
"Status": "Enabled",

"Expiration": {
"Days": 10

2. put-bucket-lifecycle-configuration CLI H&o| UL Z JSON IS XMEE IEP
O| HHS A83Itd™H Z user input placeholderE ALEXIC| MEZ CHA|ELICt o H

230 CHEE REMIEH LHE = AWS CLI & Z 9| put-bucket-lifecycle-configuration2 & X 5HM 2.

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel. json

SDK for Java

Ct= SDK for Java OiAMol M= =& F7| 7192 Outpost HZI0f| M FLICt Ol =& F7| 282
Zeavt XI-HE S A myprefix)2t 102 0| 2 E|= Efa7F Z&E 2E 4 E X[HE L
Ct. Ol IXMIE Ar83tEd™ 2t user input placeholderE MEXto| MEZ CHAErLICt REAMIEH
LH& 2 Amazon Simple Storage Service APl & Z= 9| PutBucketLifecycleConfigurationg & & 5t Al
o

.
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import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2").withValue("mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()

.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix'")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()

.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()

.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketlLifecycle
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

PutBucketLifecycleConfigurationResult respPutBucketLifecycle

new

s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",

respPutBucketLifecycle.toString());

AWS CLI 2! Java® SDK AFS
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S3 on Outposts HZ!ol| CHeh =8 7| 74 727

AWS CLI
CtS AWS CLI oAM= =& F7| 7+ EEEZ Outpost HZ!of| 7t X4ZLICH o] BHEE AFE5tHE
™ Zt user input placeholderg& Ar&Xte| WEZ CHA[ELICH O BZof CHet AkM[EF L2
Amazon Simple Storage Service AP| & Z& 9| get-bucket-lifecycle-configurationg & Z=3HMIL.

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/

bucket/example-outposts-bucket
SDK for Java

CHZ SDK for Java WMo ME =& F7| 7192 Outpost HZI0A| 7S LICH REAIEH LIS 2
Amazon Simple Storage Service AP| & Z 01| M GetBucketLifecycleConfiguration2 & & 5tM| 2.

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle = new

GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());

S3 on Outposts0il CHEH Z4&| S|

AWS Outposts0il A S3 S XM E AFE3tH CHE Outposts == S Y8 Outpost] Y= HZ! ZHof S3 A
*HME XAHS2Z EX|5t =S Amazon S3 on OutpostsE TFAE &= Q& LICH OutpostsoilA S3 EX|E
MESHOOIEH 4F 2F A2 &5t ol E20| =5 Z7{LE CHE Outposts 2= 0424 7|1 Hof|
AR C|o|E{2] o] EXMEES FXIE = U&LICE OutpoststlM S3 SXE ABSHH AHE &5t
AEER| @F MEE2 SF5tD AE 7to| Hlo|EH S/ E Z&te &= JU&Lct SXMEo| &4 0|t
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EE 5t Outposts0llA S3 =X 7|52 HA! 7t 2| SX| AFEHE DLE ™S 7| I8t AME x| E L &2

2 M3 ELICH Amazon CloudWatchE AF&3t0{ SA| B2/ SQ/ HIOIE, SM ER 52 &Y, A4 4l
CH& HA! 7ho| K| X1 AlZtE FAsto S| 2 482 ZLEZE = A&LICH 74 2XE ¢
&5t EIEHstD =ote{t =X A Aol chet ¢ 2l2 2415t =5 Amazon EventBridgeE A’H

g+ JA&LCH XME 82 A e[S HERSHMAIR.
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S3 on Outposts= =&l T2 XMLE MEELICEH
Management(IAM) T+ &1+ 3tLt Ol & 9| #&lg XY Jl—lEF.

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>
</Rule>
<Rule>
</Rule>
</ReplicationConfiguration>

S3 on Outposts= AL XL7F £ 048t HEF Q0| ZHAM|E SAE &= i&LIcH SH Mol X|'H8t IAM
182 A8 3504 S3 on Outpostsl HEHS F04FLICH S3 on Outposts= AFHEXHE CHAIGHO] ZHA|E

=M 7o AP| 7T 2006-03-01 147



Outposts0f 2| Amazon S3 AFS AT A

= RIS | SI8 1AM A2 E YSLIC ZAIE Axtst7| Ziof 1AM °='%E*01I LQE Mt Roishof 2L

C}. $3 on OutpostsOil CHE O[2{8H FEtT EH248t RIS LIS 1AM O18F M MMS FESMIR

Che AlLtEl2ol s Sl 40l 8 7hx| FAlS F7kerct

. DE AHE BB B

ol 6t T SIS SAIS2E B2, TRl B R7ist0l A o9l TS Muss B2
ZE{olM 247 7| MEAL Bl EE O] £ 7HRIE 2F KIBsH0d Aol A0l M 59l Ft
g Agstct

CHE ZiX[o| 5t EE2 SHlstedH SA 7ol ofg] =l FI7HE = U&uct ZF #=loAM CHE
A st HE S MEstE ZEHE RIYELICH o|& £0{ tax/ EEdocument/ 7| HFAE Z= 24
ME SAStES M = J&LICH O|F A sted™ F 7t x| #&I2 F7HELUCE stLtE tax/ 71 ™5
At ZIE{E X|™M6t D CHE StLE document/ 7| HFALE K|&EL|Ct

S3 on Outposts SAl| 714 & SA| =loi CHEF AFM|EH LHE 2 Amazon Simple Storage Service API &
Z 9| ReplicationConfiguration2 & ZE5HAMI2.

OutpostsOilAM S3 EX| 7|s2| 27 AHE

« CH4F Outpost CIDR HQ{E AA Outpost HEL! Ef|o|E0] @12 Z|o{ok rL|Ct RtMIEH LIg S =X
CHHE HESHAAIR.

i

A HAD Ol HZ! 250l S3 A EEIE & 438tsHoF gfLICH BT #HE[ofl CHEF REAIEH LHE
2 S3 on Outposts HZ!2| S3 HT # 2|0l CHEt #t2| MME HESHAAIL.

« Amazon S3 on Outposts7t AL AHE CHAISHA CHa HZ!O &4 B{ZIo| A E SHE HEtS 7HK|
T Rdofok gLlct &, ALE X7t S3 on Outposts0ll GET 2 PUT HEtE 2|5tE MH|A g s MM

sHioF & L|ct,

-

CMHIA of8tg MAdsT| Fofl A4 HZI0| CHEF GET HEHD CHAL BHZI0f CHEF PUT HEFHO| Rl0{of
gt

2. S3 on Outposts0fl HEtS IstE AMH|A S Mdste{H ™
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. T3 OllAIE B2 TS 4 QU MHIA Bt FXHIZAM S3on Outposts S AlEsHs A2 HAS &
04FLICt.
{

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
1,
"Action":"sts:AssumeRole"
}

« ChS o= Aol ALEA CHA S/ 5t e s HEF S Foiste HMA S HoiE LIt
4 %

oSES SEl MEte ER5tA gl ol WM ALEsted
™ user input placeholders& AXM HEZ CHA|FLICEH &A 2 CH4 Outpost BHHZ! Q| Outpost
IDQt &4 2 CHA Outposts HZ! 2| HZ! O|F & AAM|A ZQIE O|E2 2 W[5l of &LICH.

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"
1,
"Resource":[
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
.
{
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"Effect":"Allow",
"Action":[
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"
1,
"Resource":[
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
}
]
}
MM A HM2 OHS HYE oY HErS Fo{gfLich

« s3-outposts:GetObjectVersionForReplication - Z& Z4&|0f O| Zfdoi CHEF HEHO| £
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Of ZHxj|lof o] & HEto| U2 S3 on Outposts7t SME QsH ZA| Ef2E 218 = U&LICh
KMt L& 2 S3 on Outposts EHZ!0f| CHEF EHT F71 BEHHE B ZStAA|R. o|2{8 HEHo| g1
A< S3 on Outposts= A E SH|otX|oh 27| Ef O = FH|SHK| S &LICt

« s3-outposts:ReplicateObject & s3-outposts:ReplicateDelete - DESTINATION-
OUTPOSTS-BUCKET HHZ)(CH & 2ol =& ZHA{|of Of &4 MEto| /2P S3 on Outposts7} CH
& HHZI0) 2R £ AN OFHE SHE 4+ QSLICH AR 0FHol CHE XFMIEH LIS AR &H S

ol SAo Ojx|= V&S HZstAAIL.

(® Note

« DESTINATION-OUTPOSTS-BUCKET HHZ/(CH& BHZ!)o| s3-
outposts:ReplicateObject &40 CHEF HEHO| /o™ ZHA EfT 9| =X 5
gfLict. kM s3-outposts:ReplicateTags & ol CHEt HEtS HAHSZ §o4
g Ee7t eigLct.
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DESTINATION-OUTPOSTS-BUCKETOI s3-outposts:ReplicateObject &Y
of CHEt HEHE F o043l oF BILICH s3-outposts:ReplicateObject 22 S3 on
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S3 on Outposts 2 5E 2 S3 on OutpostsOi| A HO|8t 2Fdg BT SHMIL.
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IAM 2fEtg AR AWS HIHS BT IAM &0l RoiE heig +3E Heto| Qlofof B
Cth.
ol & S04, &4 Outposts HZ!0| CHE AWS HIHO| A7 8 A 74 Z &t E[o{ it 7+ 5t
AaLIch 2% AQRHS HZ WA U HAHA ZOIE HMS S5 IAM AHS ARE AWS

Aol 2t Hete T *l""oi Foqaljok grL|ct B{X| 2t S3 on Outposts= ZA]|
o AMAE =~ glen 2 Ao SX7F AuiFfLch
0{7|0l M dBst= THE Z'SI/\ SH #4490 g gELch MM SX F4E FhstedH

S3 on Outposts0i| F7+ HetE F0{5{0oF L|Ct,

A A 2 CHA Outposts HZ!IE MZ CHE AWS HHEHAM AR E B #EH Fof
a2 3 Y Outposts HZA!E SUE AHHM AR6HX| b= E2, T4 Outposts HA 2| AR X7}
CHah %ol CHEt 3 of HAM|A 2 QIE MM S AMH|O|ESHOF & |EP o248t M2 Ct= HAH of A2t
20| A Outposts HHZ Q| A7 AH2E IAM AMH|A AEHo| SA| &2 ™8T = = HEt2 Foidlot
gLich aedx| eto™ SA7F AuigLict o] H&ol M= DESTINATION-OUTPOSTS -BUCKET7} CH&t
HHZIILICEH ol248t HA | A|E AF83tEd™ user input placeholders& AN HEZ CHA SHA
o
IAM MH|A oistg 2502 MMSIE 22 CF2 M2 ol Alof L2 Zdx{™ 48t B2 E role/
service-role/Z MHERLICE XHAIEH LIE S LotEE{™M IAM ALE AE MOl IAM ARNZ & = 5tHAl
o

{

"Version":"2012-10-17",
"Id":"PolicyForDestinationBucket",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

}I

"Action": [
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"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"
1,
"Resource": [
"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"

]

{
"Version":"2012-10-17",
"Id":"PolicyForDestinationAccessPoint",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

b

"Action":[
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1)

"Resource" :[
"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/

object/*"
]

® Note
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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/A Important
Ol A&ol AHEstE Z=2utdof E2eh #Heto| ook FLICH 0§ §0{ =A| Fof
M S3 on Outposts7t 2 = U= IAM MH|A A4E 2 XI™HELICH A
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S04S AZSMQ. HEIR HOH Q15 HEE AR50 HBE IE0US MMY B

FE zzo o] ZE e +dste ol Eet HEtol FoiELICH

Zlg st HEM HA 2|8 A2 MHEEFLICH CFHS create-bucket @& 0O|
o} S8 )(us-east-1) 2™l SOURCE-OUTPOSTS-BUCKET H{Z)l& MAd&tL|ct.
2 M83t2d™ user input placeholdersE AXN HEZ CHA|ELICEH

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

CH2 put-bucket-versioning B2 SOURCE-OUTPOSTS-BUCKET HZIo| T #E|E &4
3l

SFLICH O] HHEE Ar&3t2d™ user input placeholdersE AN HEZ CHA|E LICH.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-multiple-profiles.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-multiple-profiles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

HZIE ddstT HA0A HH BHEIE A8 M™YELICH CFS create-bucket BE2 0O
H(2BZ)(us-west-2) 2l DESTINATION-OUTPOSTS-BUCKET H{Z1& MAd&tL|Ct O]

2 M83t2d™ user input placeholdersE AXN HEZ CHA|ELICH

>
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® Note
A A 2 CHA Outposts HZI0| 25 S8 AWS A™ol /g | SA 42 MY 5te{H
SUsH BHE T 20t U2 AASELICE O] A MHE acctAE AL ELICE F HEIE M
E CHE AWS AHUM AR 8 2o M 742 HAESE{H HAoCH 22 ChE =
zuele x|xstct

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

CH2 put-bucket-versioning &2 DESTINATION-OUTPOSTS-BUCKET H{Z1o| {7 # 2|
E M3 grLIct o]l HHEE Ar83led™ user input placeholdersE AN HEZ CHAE L
Ct.

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

mIo
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4. |AM MH|A &2 MMELICH SA 74 oHEHoM o] MH|A
BUCKET tHHZ!oil =75t A ElLICE S3 on Outposts= AFSAHE
LICH. |

g HELICH IAMYE2 CI29o| F BHAZ MAEL|C
a. |IAM d&s MMEHLICE

i. Ctg A2 H22 SAstod 24 HAFE 2| e/l CIZE{Z(0f s3-on-outposts-role-
trust-policy.jsonO|2t= O|&2| WAUZ XFELICE O] A2 MH|A HJEs T
T48H2 S3 on Outposts AHH|A EoF Fxiof £o4EHL|Ct.
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
1,
"Action":"sts:AssumeRole"
}
]
}
i. CI2 HHs Adlsl| dete MMELICEH user input placeholdersE AFEXte| &
H 2 CHAI LI

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. AH|A &0l HEH HHY
&4xH C|2E{2|0f|l s3-on-outposts-role-
permissions-policy.json ItUE K& ELICE O] HA2 C}Y et S3 on Outposts
2 2 2R Zrdof CHEr M2 MMZS AE5tE{™ user input

placeholders& AN HEZ CHA|

Chs Het YME SAtsto 24
n

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":[
"s3-outposts:GetObjectVersionForReplication",

"s3-outposts:GetObjectVersionTagging"
1,

"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-

OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-

OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
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},
{

"Effect":"Allow",

"Action":[
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"

1,

"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]

i. OIS ™S Asto] WMg M5 T 0|8 Agof A LICt user input
placeholders& M8XtQ| HEZ CHA|ELICH

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. SOURCE-OUTPOSTS-BUCKET H{Zlof| X M F7t&hL|Ct.

a. S3on Outposts API= XML EAlo| SX| £4& 7 5HX|BF AWS CLIE JSON2
2 XNEE SAM #4828 P ELCH CHS JSONS 24 HAFE{ Q| A C[REE
O replication.json WUZE HEFLICE O FHE2 AE35tEd™ user input
placeholders& &AM HE 2 CHAIELICH

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },

"Filter" : { "Prefix": "Tax"},

"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
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b. CtZ put-bucket-replication BEE A&5t04 &AA Outposts HZ!IO| X &8 F7t
gtLICH O] HHEES AI836t24™ user input placeholdersE &AM HEZ CHA|ELICH

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OQUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

c. =X 7MS AMSIE{H get-bucket-replication HWHES AFSELIC) o] HHE A5l
248 user input placeholdersE AKX HEZ CHA|EL|CEH

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA
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SH &Ef 7ie

SH ALEI0E SHME FAsE &4 HZAD S3 on Outposts7t X E SA|5H= CHA HZI0| &
LICt of2deh HHZlo M Z&i|(GetObject AbE)LtE 24| HIEFH|O|E{(HeadObject AHE)E 2R3
on OutpostsE SEHLZ Ct21 Z0| x-amz-replication-status SIHE BtEHELICH.

o AA HIIM HXE @HSH QX A7 SAM o MEHst B2 S3 on Outposts7t x-amz-
replication-status Sl|l{E gtetgrLict.

0oE £0o{ SX| M40l 24X 5 At TaxDocsE X|™H3H 7| O|& HF A7l TaxDocs Q! ZH&{| gt
S5t S S3 on Outposts™| X|A[EtCt 7+aH & AICH O] 7| O|& S AHO: TaxDocs/
documentl.pdf)E& ¥ &= M E HUEE5HH ZF SX|ELICEH 0] 7] O|F HFAIE AFEE 24X 2
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- 7| O|& HFA7t HEFLICEH ol & E0{, HF A TaxZ2 2| EXE 7 48& Z22tH Tax/
documentl & Tax/document2? 20| 7| O|&0| Z&HEl ZHH|EH E/|EL|CH 7| 0|E0]
document3Q! Zix= A E[X| Z&LICtH

AEN7} Enabled & L|C}.

. B BTt YAl SEHE BZ00] K| HOIFLICH A4 HIZII CHA T RR0M BT BaIE
& 498t 8flof HLICH

. CH2 AWS HIZO| CHA IS AR 8 B2, ST THY BIZI0] A4 HZ! ARKL) 2 SHIE 518
SHe B2 BAMO| QK| 2QIFLICH Al A4 3 CHA Outposts BIZ/8 MEZ CHE AWS H|Z0]

7 st

:

o

s
MAREY B2 M3t 2ol

- A SHEo| cHe Aol LIELEX| Bt E B2, OHE X2 SXH7F A EE + A&Lich

 S3 on Outposts= A HZ0|M CHE S 40| d8et SMEE =XsHK| t&LICH g &
01 HZ! A HZ! BE, HZ! BUIM HZ! CE S| +42 H’E3HEH S3 on Outpostsi= HZ! BOf|
U= A SHMES HZ! CE |SHEHK| f&LICt

HZ! A2l YRS HZ! BSH HHZ! C2 SIS A4 HZ x| 40| M2 CHE =& T2 M
of] HZ! CH&F S MYELICH O & E01, &4 HI A0 F 7He| SK 728 ddstod stLtel
22 oy HZ Boll SAst=% ot CHE 732 e HZ! Coll SXst=S & + AU&LICH

. AA HZI ARAHE CHE AWS A0 2 Y2 E HEe RofE £ sl 7|2xoz HE
B! SRR CHE ATOIA Aals Zxlo] sl Hetol SiaLich BH| FEE P B ARK
AL

rl

—
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Outposts0| A 2| Amazon S3 AE HEM

AWS A 5ol sHE ZH|ol CHEF BA| HMA HES ZHREE QP SHE A dM HEt2 2o{d
= U&Lct,
- M TEM AN & ELHETE H= 5t HEgs =A
0| 42 S3 on Outposts7t x| E ZH
OF gfLICt HX{ ZHXME Mt = s 7|&E Aol EH2E F7Ie 8=
ME =HsHR| ef&LICt

- HA GHo| ChE A Y & otLholl ol SA| ol Cieh HMAE HFEotH SH7F Aot

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

P A

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"

« Amazon EventBridgeE ZHA|7F CHA Outposts 2 S XIE|X| 2 [ AHSAt|H SRS B = UE
LICH RFAIEH LH& 2 Outposts0ilA S3 S A 7|01 EventBridge AHE EHHE B XFHAAIL.

OutpostsOllA S3 S| 7|50 EventBridge AFHE

Amazon S3 on Outposts= Amazon EventBridge2t S& | s3-outposts LHIZUAHO|AE ALEE
L|Ct. EventBridge= OHEZ2|7H0|M S CE Bt £ A 9| C|O|EQ 1A= Ol AFE £ Ue MHElA
O|HIE HA A—IHI&O'L,IEL XtMIEH LHE 2 Amazon EventBridge AFE A A{2| Amazon EventBridge
B MME2 HESAMR.

f R R — E

=x| 74 28 8720l £S0| EIT = Amazon EventBridge S 4455104 =R Alnj o|HIEof T3t 22
S £~ AE 3 Q&LICH EventBridge= 24|71 CHA Outposts2 SH|ZIX| ot S B ALKl A L&
o 5t

A

= T =

2 B = aLct SX £l 2| of TR A Efol CHE XtMlEH LHE2 =X B 7He dME FX
o

Outposts HHZ!0l A & O|HIE 7| & M& mjolct S3 on Outposts= EventBridge0l| O|HEE H'H &
AELICH CHE CHA Ot HE2| S O|HE RS MEIE 7t gigLICt E§ EventBridge TH2I2
A835to{ O|HEE F7I CHA O R IR EE £ QU&LICE EventBridge7t & 4%t S3 on Outposts
£ CI2 o|HIEE 25 EventBridge2 M& & LICH
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html

Outposts™| A 2| Amazon S3

OHE &1 M HAHO[A
Operation SA & Lol X =SA7F A E L s3-outposts
FailedRep Ct. OutpostsolA S3 S A Azl o|Fod CH

lication 8t XkM|EH LI 2 EventBridgeE AFE 5104

OutpostsOil M S3 S Al ATl O] £E7| Al

Mg 2 xshML.

EventBridgeE AlE

5104 OutpostsoliM S3 24| Almj o|f 27|

Ct2 Eflo|E0ll= OutpostsoilAM S3 Ex| Almj 0|7} LI E|0{ Q& LICH EventBridge I8 #44
504 Amazon Simple Queue Service(Amazon SQS), Amazon Simple Notification Service(Amazon

SNS), AWS Lambda EE = Amazon CloudWatch LogsE S 3l Almff 0|&
ghofl CHEt RhAlIEH LHE =2

EventBridge| A O|2{8F 2|4 A AL 2B H

M AEE HEsHML.

SH Ao o|®

AssumeRoleNotPermitted

DstBucketNotFound

DstBucketUnversioned

DstDelObjNotPermitted

DstMultipartCompleteNotPermitted

g AAlstn 2 & &L

2 EventBridge0i| 2lAA 7|t

A4
= o

S3 on Outposts7t SA| F40f X|HE AWS

Identity and Access Management(IAM) 23 &

= 2 & lgLch

0]
W
(@)
=
O

utposts7} SA| &0 X|HE CH H

Outposts CH&F BHZI0| M BHA 22|17} &35t E|
K| er & LICH OutpostsOilAM S3 SHZ A
E SAotEd™ cHe HAM HT #EIE &
A 5t5HoF &LCt.

S3 on Outposts7t CHAF B{Zlof| AFK|El ZH &
E =Xg = elgLch o HZlol| CHEk s3-
outposts:ReplicateDelete TEHo|

FEE[RIZ = U&LICL

S3 on Outposts7t CH4F H A= X 9l

ol 2
A
UE|LE ==& 2= d + gl&aLich of

S el
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-use-resource-based.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-use-resource-based.html
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SH o ol&

DstMultipartInitNotPermitted

DstMultipartPartUploadNotPe
rmitted

DstOutOfCapacity

DstPutObjNotPermitted

DstPutTaggingNotPermitted

A

L
0

=

A HHZ!od| CHEt s3-outposts:Replic
ateObject TEHO| FEEINE = USL
Ct.

S3 on Outposts7t CH&f HZIof| RI= 2|9
HE|TE YECEE ARE = gigLIct o
& HZlod| CHEt s3-outposts:Rep
ateObject TEHO| FEEINE = USL
Ct.

S3 on Outposts7t CH&F HZ!H| Q= HE|m}

E HEC AN E H=cE £ gLt of

& tHZ!ofl CHt s3-outposts:Replic
ateObject TEHO| FEEIS = USL
Ct.

CHAF Outpostoll S3 AEE|X| 0| EF35l7|
[HE 0l S3 on Outposts 7t CH4F Outpostol| =
Mg = ei&Lich

S3 on Outposts7t CH& HZ!of| ZAXME =&l
= i&LICH cHe BHZlof CHBt s3-outpos
ts:ReplicateObject HEto| Ef e

£ & A&LICH

S3 on Outposts7t CHaf HZ!of| 24X EH T &
SXNe = elsLICh CHA HZ!of| CHEE s3-
outposts:ReplicateObject ol

FEE[RIZ = U&LICHL

DstVersionNotFound S3 on Outposts 7t CHAF B{Z104| A S ZHA]| E
Mo| HEIHIO|E|E 2X5te o =B 2|
HEHE 3 + glaLich
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SH o ol&

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

SrcHeadObjectNotPermitted

SrcObjectNotEligible

SH 2X 2ol chet XEAIet LHE2 CF

o JAM & MM

- =X 2l siZ&

CloudWatch& A}& 304 EventBridge 2 LIE{ &

T LIE{ZZ2 23l Amazon EventBridge7} Amazon CloudWatch@t & & ElLICt Ev
o= 70 Yx[et= O|HIE 5= L HE|of 2|5

12 0tC} CloudWatcholl 1&g LICEH o248t X|&E

0jo
=k
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A 04
= o

S3 on Outposts& A4 Outposts HZ! 1} o4
E HMA ZOIEH CHE SX 242 &2
&Lt

1> m}d

S3 on Outposts7t SME I A& HZ!9|
Ao HMAE = R&LICH LA BHZof O
8t s3-outposts:GetObjectVersio
nForReplication 0| F2EI/URE
A& LICE

S3 on Outposts 7} &~A H{Z!9| 2

Hol HMAE + i&LICH A4

X Ej2 A
H{ZJoq| CH
8t s3-outposts:GetObjectVersio
nTagging W&HO| +EEIRE = UELICH

S3 on Outposts 7t & A HZI0| A 24| HIE}
IO E e = Q& LICH &4 HZlo O
8t s3-outposts:GetObjectVersio
nForReplication T&tO| FEEIRS =+
A&LICE.

A E SHo| AHEE = iaLIcH A ==
A EN27F X AT 2 x|5HK| oF&L|Ct.
G S (Red

ventBridgee= X|EE
H

=
[

dOo| ZEE A7t ZEELICH EventBridge0l M #2/0| AL O 750t AZHEl ZE CHYO| =
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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« CloudWatch CHA| 2 =0 A EventBridge T+ /01| AF& & &= /= EventBridge X[ EZ & 2LIEHZE £+
A& LIt 1% CFE CloudWatch ZE 2t Z2 CloudWatch 7|5 & AF&5tod £ X|Eof CiEt FE
E M™E £ JU&Lct olE{Et X|EIt ZEOM XI-Et ArS AL XIE 2dAIZto &5t g2l 2o
Jof et =XIE FE = U&LICH

« Amazon CloudWatch LogsZ EventBridge #219| CHA o2 M &
EventBridgeE 21 AE 2|2 M3l 1 CloudWatch LogsE 0 9|
grLict. RbM[EH LI 2 EventBridge & CloudWatch LogsE & Z3HMIL.

EventBridge O|HIE ™Y C|HZ I OHIE ot7toldol CHer RiMIeH LIS 2 ChE M E & ZotAl2.

- O|HE RAIE A 2 DLQ(Dead Letter Queue) AHE

- EventBridge O|HIE o}7}0|Y

AWS RAM A2 & E3l S3 on Outposts &5

Amazon S3 on Outposts= AWS Resource Access Manager(AWS RAM) AFE S S35 == LH 048] A|

HMolM S3 8F SR E X|HELICE S3 on Outposts 2FE A2 HH CHE AL XH7| Outpostod| A H
7l ACEQOIE Gl HAA ZOIEES MAST BHalsh & OIE = 5{28 £ olaLc},

MoME AWS RAME AFZ73104 S3 on Outposts & #&1 2|AAE AWS ZE|O| C}E AWS AY

« Outpost 2 F A+ Aol = AWS Organizations0ll ZZ|0| &[0 & LICt REAMIEH LIE 2 AWS
Organizations AHE HBMO| & HMHE HEFHAM L.

WS A’gol ZEELICE RhMIEF LIE2 AWS

« XZloj& S3 on Outposts S 2 3] 5ted =
i Mo MMS BRSNS,
o

Organizations AHE AEA L] AWS 7| %0 =

- SREIIX St O M & stLHE MEFLICH A X QIEo HMAE = JLE F Hl 2[4
(MES! EE= Outposts) & =4l oF B L|CH 1= Z CIE = S3 on Outposts0ll X{E & Cl| O[E{ 01| HAll
A5t7| 2F HEXHNZ 27 AUt

ZM 1 ZM2
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-monitoring.html#eb-metrics
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-use-resource-based.html#eb-cloudwatchlogs-permissions
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rule-dlq.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-archive-event.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_invite-account

Outposts0f 2| Amazon S3 AFS AT A

=M1 =M2

AMEXI7F Outposts & HM[A ZPIEO| HZIE  AFE X7t Outposts & HM[A Z2IE0| HIEIE
Mdstm siiE HElol M E FIte = A&l M5t T sHE HAo| A E FIHeE = JUsL
C}. Ct.

Meuyl Outposts

A+& A7t VPC(Virtual Private Cloud)2t A=

S AEX7ES3 8F XHE & AWS Outposts 2&
O AT IEXQRIEE M8E = UEE HE

T ARIL= © = H|o|X|E &ler &= Ql&L|CH. EE8F A2 X}
&L 7} 37 Outpostsol| HEHES MM T A=
CIEE MHE £ A&LCh.
[SPNS

1. OutpostE L7 & AWS HEE AFE 304 AWS Management Console0l| 23215+ 1, https://
console.aws.amazon.com/ram/home0| A AWS RAM 2& & 4L}

2. AWS RAMO{| A AWS Organizations CH& SR E %“ééﬂ?ﬂfxl EolgtLCt XEMIEH LHE 2 AWS
RAM AR A M0 AWS Organizations LHO| A 2[4

3. M ZZHoM SM10|Lt SM 28 ALE35t0] 2|44 R
7t o424 7 U= B2 SRtEdE 2lLA 2 Amazon 2|4AA OI%(ARN)% A._‘|E—*.'?=.*L—IIZP. ?iIE_JTgOIE

= g4d3t5tedH MEY! == OutpostE SR ELICH

Blas ZRE MASHE Wiol CHEF XEMEH LISS AWS RAM AFS MTAQ| Bl44 28 4
Mg AEHMR

4. E|AAE St AWS AEH| M O|X| S3 on OutpostsE At S 4= QU0{0F BfLICE A Z= 740
M dEis Mol et A" AFSAtoA oHE HE & MSE LT

=M1 M2
Outpost ID Outpost ID
VPC ID

MESID
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https://console.aws.amazon.com/ram/home
https://console.aws.amazon.com/ram/home
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
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® Note
A& Xt= AWS RAM 2&, AWS Command Line Interface(AWS CLI), AWS SDK E= REST
APIE AI835t0{ 2laA7t SREIR=X| & Qe = & LICE A& XM= get-resource-shares
CLI BHEE At83l04 7|E 2|laA SRE 2 = UELICL

AHE oA

S3 on Outposts 2| LA E CHE HHD 378 = 51T 74|’é> ol A Outpost°| H{Z 3 ZH |
&LICH MEY BIAAE B

oMo M= AF2XI7F AWS CLIZE AI23510{ B|AAE 2 &Ft
ZL|C}H
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a
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Example : H{Z] 24

Ct2 oMol M= Outpost op-01ac5d28a6a2329040| M amzn-s3-demo-bucket1O|2teE HAIS
MAdstLICH ol HHEE A85H7| Mol 2 user input placeholderE AHE AbEilof XEtst 2o 2
HbE LICt

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

0| H2dof CHEt XEMIEH LIS AWS CLI & X 9| create-bucket2 R X5HAM|L.

Example : M| A ZOIE MY
CH2 oMol M= ofel Eflo[2 2] of|A| m}tEtO|E{E A2 3104 Outpostoll HAM|A ZRIEE MMEHLICEH O
WIS A617| Mol user input placeholder ZtTH AWS BIZI ZEE AL AtEilof XMEHsH Zto

2 HFEL|C}.

N
T

ot 2H0|E

o
>

HA™ ID 111122223333
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/get-resource-shares.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-bucket.html
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g gul)= ot

HMA ZQIE O|F example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost HZ! 0|5 amzn-s3-demo-bucketl

VPC ID vpc-1la2b3c4d5e6f7g8h9

(® Note

AE D mtEt0|BE S/ AFS ARl HZ! A7/ AHe| AWS 7E ID0{oF FfLCt.

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \

--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \

--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

O B o CHEt AFMIEH LHE2 AWS CLI & Z 9| create-access-pointE & A5HAIL.

Example : x| Y2 =

CHS oMM E AFSAIe] 2Z It AAEIIM AWS A1 1111222233330 M A% 8HE Outpost
op-0lac5d28a6a23290401 QU= UMA ZOQIE example-outpost-access-pointE S8l O|&
Ol images/my_image. jpg®! ZAMZE my_image. jpg TtLS U2 EFLIC O] BHES AMESH7| ™
Ol user input placeholder gt1t AWS E|™ ZEE ALS Aol ME§t S 2 v LI

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image.jpg --key images/my_image. jpg

O Bof CHer AtMIEF LI 2 AWS CLI & E 9| put-objectE & Z5HM 2.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-access-point.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/put-object.html
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® Note
Ol Yo 2 Qldl| EIAAE BE £ I8 QLRI Yst7HL 8HSHX| &= B VPCOH 3R
A=ZIETL gig = A&LICH
28 A= xQIET} EX| &l624H list-shared-endpoints AWS CLIZEE AIE
{ A= ZQIET} Q= A2 Outpost AR ARl £{245t0 A= ZQIEE MMM
&2 Amazon Simple Storage Service API & Z 9| ListSharedEndpoints& & = 5tA|L.

Example : AEZQIE MM

Ctg o X0l A= Outpostod| CHE AEZQIEE HMTLICH 0] BYEE ALE5H7| T0] Outpost ID, HE
SD 2 2ot I8 IDQ| user input placeholder ZtE AFHE Abeilof A&t Zto 2 HiEELICH

(® Note

E|lAA SR0] Outpost 2|47 ZREI Z ALEXLT) O] 2 RlE e + U&LICH

=

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --

security-group-id XXXXXXX

o] 3o cHet REMIEH LI 2 AWS CLI X 9| create-endpointE & E5HAIL.

S3 on OutpostsE AtESt= CHE AWS AH[A

AWS OutpostsOilAd 2ZHZ ASiE|= CHE AWS AH|A T Amazon S3 on Outposts S 2 AIS &
A&LICE Amazon CloudWatch0ll A S30utposts WA H O|AE S3 on Outposts Li2| H{Z!0d| CH

1

i

MM X EE E0o{FX|EH 0248 X|E o= CHE AWS AMH[AO| CHEH AL ZFO| ZFEIX| b &LICH Ct

Ls kH

£ AWS AH|AO0|AM A& 3= S3 on Outposts 8 2 H2|5ted™ O Eo| HEE A ZTSHAI2.
AWS AMH|A M RAlS| otE 7|
Amazon S3 ZIM%QI S3 on Outposts AtEFH0l|l= 25 exlste AE  X[E £7|

} HZ! CloudWatch X|E 7} Q&L

=l

7|E}F MH[A

API H{%1 2006-03-01 179


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/list-shared-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/create-endpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics

Outposts™| A 2| Amazon S3

A8 HEBM

AWS MH[A

Amazon Elastic
Block Store(Ama
zon EBS)

Amazon
Relationa

| Database
Service(Amazon
RDS)

Ad404
=o

Amazon EBS on Outposts2| A< AWS OutpostE A 4F
CHa S 2 MEHSET S3 on Outpostol] 2ZZ XEHE £ Q
&L|Ct.

Amazon RDS £2Z W4 Z A& 350 RDS 24 ES Outpost
of 2EHZE M = U&Lct

AtM|S| otE 7|

KtMIS| grotE 7|

KtAMIS| ot 7|

7|EF MH|A
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
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Outposts0| A 2| Amazon S3 At

S3 on Outposts 2 L|E{E

Amazon S3 on OutpostsZ A& 35T AWS OutpostsOlA S3 {2 MASt 1 2Z O|o|E| YMA, 2
Z ollole M2l & olo|E BIXISHAIZt HREt ol E2|7olMdE 2lsH 2Z0|A0M HME H ME
St AME £~ Ql&LIC} S3 on Outposts= S3 Outposts(OUTPOSTS)EHE MZ2 AEZ|X| 2CiAE
M3 gLct ol E2iA = Amazon S3 APIE AHE 5HH AWS Outposts@| 024 C|HFO|A 2+ AB{oi Ti| O]
EE O|5stEl Ao 2 oMo 2 XA & MA EIA&LICE. Virtual Private Cloud(VPC)E & &t
HMA ZQIE W A=EEQIE HAZAZ ALE 5104 Outpost HHZ 1 S A1EHLICH °—”.A1IA MM oS3t Ef
ZE Z %5104 Amazon S3 HHZ!0{ M eF Z 0| Outpost HZI0MH SUSHAPI L 7|5 A2E £ &
L|Ct. AWS Management Console, AWS Command Line Interface(AWS CLlI), AWS SDK EE= REST
APIE &3l S3 on OutpostsE AIEE = U&ELICH REAMIEH LH&2 Amazon S3 on OutpostsE F 2!
7t Mg HEstA L.

Amazon S3 on Outposts A EZ|X| 8F 2| ZLIE{ZIof CHE XtM|EH L2 TS FHE FZESHAML.

A
« Amazon CloudWatch X|E & AtE 8 S3 on Outposts S £ 2|
« Amazon CloudWatch Events& A& 3104 S3 on Outposts O|HIE 2 Z] =4l
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"source": [
"aws.s3-outposts"

1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"

1,
"eventName": [
"DeleteObject"

iF
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl1"
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"eventVersion": "1.08",
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"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
I
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"X-amz-server-side-encryption": "Aes256",
"Content-Encoding": '"gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"X-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
I
"responseElements": {
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
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"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
I
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "@2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
},

"eventCategory": "Data"
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* AbortMultipartUpload

» CompleteMultipartUpload

» CopyObject
» CreateMultipartUpload

+ DeleteObject
» DeleteObijects

» DeleteObjectTagging
» GetObject

* GetObjectTagging

» HeadBucket

» HeadObject
» ListMultipartUploads

* ListObjects
» ListObjectsV2

» ListObjectVersions
» ListParts

+ PutObject
» PutObjectTagging

» UploadPart
* UploadPartCopy

HZ! 222 2|8 Amazon S3 Control API ¢4
S3 on Outposts= HZ! g |8l ChS 1t ZH2 Amazon S3 Control APl 2r912 x|IghL|Ct,

* CreateAccessPoint

* CreateBucket

* DeleteAccessPoint

» DeleteAccessPointPolicy

* DeleteBucket
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html

Outposts0f| A 2] Amazon S3

Outposts £2|E& 2?2t S3 on Outposts API

DeleteBucketLifecycleConfiguration

DeleteBucketPolicy

DeleteBucketReplication

DeleteBucketTagging

GetAccessPoint

GetAccessPointPolicy

GetBucket

GetBucketLifecycleConfiguration

GetBucketPolicy

GetBucketReplication

GetBucketTagging

GetBucketVersioning

ListAccessPoints

ListRegionalBuckets

PutAccessPointPolicy

PutBucketLifecycleConfiguration

PutBucketPolicy

PutBucketReplication

PutBucketTagging

PutBucketVersioning
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CreateEndpoint

DeleteEndpoint
ListEndpoints
ListOutpostsWithS3
ListSharedEndpoints
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()

.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://aws.amazon.com/outposts/rack/pricing/
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« AWS Identity and Access Management(IAM) AF& A+ EE= S3 on Outposts HZ! HHO|M AA 1P F
2 HE”EE M88ts 42, IPve T4 HRIE ZESIEF HAE Aol|o|EsHok & LCt
(® Note
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
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AWS Command Line Interface(AWS CLI) & AWS SDKE At&3st= E2, Iet0lE £ Z2ia 8 A
5101 FU AR A ZQIEE HAY = JUELICH T4 U] S3 on Outposts AEZQIEE RHH
o|5to FU ARM AU ZQIEE BY X|HE =& AU&LICt

FUAEAEXZOIEE ALE5104 CF2 0| M IPVv6E S35H S3 on Outposts BHZ!0]| HM|AE 4= Q&L
CH.

« AWS CLIOJ| CHEF LIE2 AWS CLIC| 77 AEI AIEZQIE AIEE BIZFHAMAIL.

« AWS SDK(AWS SDK2| S3 on Outposts 7 AE dIE ZQIE AL & X).

IAM ZZHOJ| M IPv6 =4 Al

IPv6 ZZEE 2 AF875104 S3 on Outposts HZ!0ll HMA 7| Foi| IP FA ZE{ZI0] AFE = IAM AF

87Xt £ S3 on Outposts HZ! E20| IPv6 F4 9IS L85t TS AC|0|EZIAEX| = QIshict

IP Z4 LE{Z HHM0| IPv6 TAE #EISHE 2 YOO|ELX| 2 HR, IPv6 ZREEZS A5t T
&= S¢ S3 on Outposts HHZ!0l| HAM|ASHK| Z5HH E = JU&LICH

AM G2 P F4 2 AMAE MEFLICH CHS 83 on Outposts HZ! &
E IPv4 49| 54.240.143.* IP HIE AlgdstL|Ct o] L

A P S3 on Outposts E{Z!(DOC-EXAMPLE -BUCKET)0d| CHBF HMIATF HEEL

ZE IPv6 T2t HEEIE Hel 8ol /le=2 2 o] HAME2 IPve =47 DOC-EXAMPLE-BUCKETO]|

-~

"Version": "2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": "arn:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}

IAM &= M IPv6 =& AR AP| E{T 2006-03-01 196


https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

Outposts™| A 2| Amazon S3

}
}

—
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"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

]
}
}
IPv62 At85t7| Tol| IP F4 HE{ZE AEstE BHHE ZE IAM ALE At HHZ! HHO0| IPve 4 Y
P& 5125t S YO|O|EdHOF ELICE 7| IPv4 T4 HR| Qo= T2 9| IPv6 T4 HRIE ZEetE
= IAM B2 AC|0|Ests 20| Z&LICH IPv6 X IPv4 ZFE S8 AMAE 585 ! HMol
o= HAHAZE EX P FTAE KF BHHE R TSHAML.
https://console.aws.amazon.com/iam/2| IAM 2& 2 At&35t04 IAM AL Xt HME AES = U&aLct
of CHEH REAIEEH
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=
IAMO| CHEF AFMEF LI 2 IAM ALE ABEME & ZESHMIL. S3 on Outposts H{Z! &%
LH& 2 Amazon S3 on Outposts HHZ! 0| HHZ! H& F 7} L= HE MME FHESHMIL.
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Linux &= Unix QIARA EE= macOS X ESHES A5t AR IPv6E S8t U AR AEZQIE
HMAE HAEEF = UE&LICH & E01, IPv6E &8 Amazon S3 on Outposts IEZQIE HAHES

A
HAESE{™ CHS dig BHE ALSELICH
dig s3-outposts.us-west-2.api.aws AAAA +short

IPv6 LIEQIZE St 7 2B A=ZQIET Mz MHE R dig BH2 AZEE IPve FLE B

ghefuict off:

dig s3-outposts.us-west-2.api.aws AAAA +short
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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2600:1f14:2588:4801:d802:8ccf:4e04:817

AWS PrivateLink2 IPv6 Al

S3 on Outposts= AWS PrivateLink MH|A 2 AIEZQIE0f IPv6 ZE2EEZ S K|2ELICH AWS
PrivateLinkOl| A IPv6 ZEEZ S K| 2 2 7|0/A F& 7|El Z2to|E! ¢4Z0{ M IPve LIEQIE
E3| VPC LH2| MH|A A= xZOlEof @438 £ U&LIC} EES8 S3 on Outposts® AWS PrivateLink 2|
IPv6 X| 2 &S5 AWS PrivateLinkE T AB AICZQIEQL SEE & A&LICH. AWS PrivateLink
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AWS PrivateLinkZ IPv6 Al 2

AWS PrivateLinkE IPv62t &7 AtE5tE B IPv6 £ FYU AR VPC QIE{HO|A JEZQIEE A
MatoF BL|Ct AWS Management Console2 AFE3101 VPC JIEZQIEE MMst= EiHol C
HEQ1 EHA| = AWS PrivateLink AFE FLHA{L| RIE{H|O|A VPC AEZQIEE AL 510 AWS AlH|A
HNAE FESAMR.

AWS Management Console

Ctg ZARtod| k2t S3 on Outpostsol| 212 5= UE{ | 0|A VPC AEZQIEE M efLCt.

1.  AWS Management Console0i| 212135} 11 https://console.aws.amazon.com/vpc/H A Amazon
VPC 2£&& YLt

2. EM YoM A=ERAEE MEHFFLICH
®)

3. Create endpoint(=Z 2l

4. MH|A ¥F(Service category)HlA AWS MH|AE MENEHLICY,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.aws.amazon.com/vpc/
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5. MH|A 0|&2] A< S3 on Outposts AH|A(com.amazonaws.us-east-1.s3-outposts) S ME4E
L|Ct.

6. VPCO{X S3 on Outposts0Oi] VM| ASH= O AHEE VPCE MEHELICEH
7. MEUIO| 42 S3 on Outposts HMHAE AR MEHE 7+8 QAT SHLIPH MEAEFLICEH &
U 7t8 PWHoiAf ofe] MELIS MEHE =~ gigL|ct MEiSH ZF MEUo|M A IE X QIE
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AE XGstedHM IP F4 XEE MEstn MEY F4 Q0| IPve FAE Y LICH

8. IPFL 7B B2 7Y £HS MEFLICL AEXQIE HESZ QBB 0[£0] IPv4 &
IPv6 FAE ZF HEFLICH O SM2 MEIS ZE MELI| IPv4 X IPv6 T4 HRI7I 25
UAE F20EF x| HELIC

9. EHotIEO| FR VPCAZZRIEQ A= XQIE HEL|F QETo|A0 AAY Hot OFS
MEfgHLCH 7|2 Mo 2 | Eet aEo| vPeol AZAE L CH

10. GHollM ZE HMAE M=4St0{ VPC C.’_"EEO.JE% St ZE 2lao EH%_ DE ok FH
Ol 2 E HUS SISYLICH = ALEA X[EE ME5H0 VPC AEZQIEE Sal 2|40
Ciet 22 st flsh 2ot Falof 2 ii% Mloist= VPC °"':;‘t°._|5 HAg o
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Ch REMIE L8 2 = Z0IE HAE FXSHMIS.
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12. Create endpoint(¢ll

Example - S3 on Outposts HHZ! =4
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S3 on Outposts7t VPC A= ZQIE o} A
Mg ddlo|EsHH FLlch

t2{24 21t 2-0| S3 on Outposts S

{
"Statement": [
{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
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AWS CLI

® Note

VPC A= ZQIE0|M IPv6 UIEXIE &445}6t24H S3 on Outpostsoll CHEt
SupportedIpAddressType EEO| IPv6E AAaHoF & LICt

CtZ XM M= create-vpc-endpoint BHEE AFE5H0{ M 7 AEH QIE{H|O|A QIEXQIE
E Mdgct.

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

AWS PrivateLink MH|A Ao 2 ME MHEEIAEXZQIE (1IAL2 VPC UAELZQIE MHIA B
ZA7F =E2HSlHoF AI2E = A& LICH REAIEH LIE 2 AWS PrivateLink AFS MEAMO| = ZQIE

0178 9 43 91 HEE HEFHML.

CHE o0l A= modify-vpc-endpoint BHEE ALE510{ IPv ME VPC UIEXQIEE 7Y
A= ZQIEZ UO|O|EFLICH FY AR A= ZQIEE IPv4 L IPv6 LIER|T 250l CHE
MAE HASFLICH.

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

AWS PrivateLink& IPv6 HE 3 &35 &edof Cist XEMIEH LI 2 Expedite your IPv6 adoption
with AWS PrivateLink services and endpoints& & Z35tM 2.
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S3 on Outposts T A AEXZQIEE= IPve L IPVAE &8 S30
Ct. o] M40 AHE S3 on Outposts T AEH A= ZQIEE

|

« S3 on Outposts FYU AR AEEZQIE

« AWSCLIS| T AEHAEIZQIE AL

« AWS SDK2| S3 on Outposts 7 AE QIEXZQIE ALS

S3 on Outpost AEHOE ZOIE
7Y AEH M EO.JEOH Hst= 82, S3 on Outposts HHZ! URLO| IPv6 & IPv4 A2 & QI

o
Outposts HHZ!0i| M| A SH= B ol XfA[EH LI 2 IPv6E S35l S3 on
e

FU AEHAEZQOIEE S35l S3 on Outposts HHZ!0]| BM|ASHE{T T2 LA AEXZQIE O|EE AFE
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=
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s3-outposts-fips.region.api.aws

FIPS £ A= Q= ZOIE 0= BHe HE F2l0] ABELICH

H:I

s3-outposts.region.api.aws
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AWS Config Tt o| Z 2ot 74 2t use_dualstack_endpointE trueZ AX5l04 s3 &
s3api AWS CLI BEO| & & Amazon S3 LE 2 X|HE 2|He| FU AR AEXQIER HRL|CE
--region M2 AH850 8 I £ = FH 2[HS RIHE LI

AWS CLIOIM T AR AEXZOIEE AP%%PE A2, path &4 A0 X|HELICH T4 oo
MYE FA AEIUR2 HZ! 0|EO J=X| URLO| U= K| Mo{&LICH RFMIEH LHE2
AWS CLI AlE MHA

PO 20

|
12| s3outposts & ’E*.’F_%Pé!*l

AWS CLIE Sdll 7 2B AEZQIEE AI&3l2i™ s3control EE= s3outposts B
ol http://s3.dualstack.region.amazonaws.com &= https://s3-outposts-
fips.region.api.aws AEEZQIES} &7 --endpoint-url It2tO|EE AFSELICEH

of:

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

AWS SDKZ2]| S3 on Outposts 7T AE AIEZQIE AR

o] Mo = AWS SDKE Al5}0
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AWS SDK for Java 2.x 7 AEf A= ZQIE o X

I\)

CtZ oMol A= AWS SDK for Java 2.xZ S3 on Outposts 22+0|1E MM Al S3ControlClient
2/ S30utpostsClient FEHAE AIE5t0] FYU AR A EEZQIEE & M35t WS Eo{ELICt
Amazon S3& A Java X E Z 4 LU E|AESHE #Edol| CHEt AFMIEH LIS 2 AWS CLI & Javag
SDKE M&35t0{ Al&5H7| MME FASHAIR.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;

public class DualStackEndpointsExamplel {

public static void main(String[] args) {
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Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.builder()

.accountId(accountId)
.outpostId(navyId)
.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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Example - 7 AE
com.amazonaws .AmazonServiceException;

.S30utpostsClient;
.model.ListEndpointsRequest;
.model.ListEndpointsResponse;

s3outposts
.model.S30utpostsException;

com.amazonaws.SdkClientException;
awssdk.regions.Region;
services.
s3outposts
s3outposts

amazon.
awssdk.
services.

try {

import
import
import software.
import software.amazon.
import software.amazon.awssdk.
import software.amazon.awssdk.services.
import software.amazon.awssdk.services.s3outposts
public class DualStackEndpointsExample2 {
public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
// Create an S30utpostsClient with dual-stack endpoints enabled.
= S30utpostsClient.builder()
region(clientRegion)
.dualstackEnabled(true)
.build();

S30utpostsClient s30utpostsClient

’

ListEndpointsRequest listEndpointsRequest

ListEndpointsRequest.buildexr().build();
ListEndpointsResponse listEndpoints
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n

// The call was transmitted successfully, but Amazon S3 on Outposts

listEndpoints.toString());
} catch (AmazonServiceException e) {
// it, so it returned an error response.

}

couldn't process
e.printStackTrace();
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
// couldn't parse the response from Amazon S3 on Outposts.

client
e.printStackTrace();
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}

WindowsO| A AWS SDK for Java 2.xE At&35tE A<, C20 22 Java 7t HAIUVM) €2 A

soF & + A&LICH

java.net.preferIPv6Addresses=true
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