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Amazon Elastic Container Registry(Amazon ECR)= ot™M35t 1 &% 7 =
Z1gf|o|q o|O|X| HIXK[AE 2| MH|ALICH. Amazon ECR2 AWS IAMS A|‘g'3|'0=| 2laA 7|4k H
§to| = Zeto|8l BlZX|EBIE K|HELIct et X[EE AL AF EE= Amazon EC2 QIAEI AT}
g0l 2|ZX|EE| & o|O|X[of| HAM|AE = JU&LICH BSt= CLIE AH&5to{ =71 0|0O[X|, Open
Container Initiative(OCI) O|0|X| & OCI £t OtE|HEE FA|, £ & #2& = JU&Lch

rlHI:I

® Note

Amazon ECRE IH{E2! ZIE|0|Lq o|0|X| E|ZX|EE|E X|ErL|Ct. REMIEH LH2 2 Amazon
ECR IH{EZ Al MHM2| Amazon ECR I{E2I2 Foi0I7I2 8 XXM 2.

AWS ZiE{|0|L] MH|A El2 GitHubolA HEZ! 2= R X|gL|Ct o47|ofE Elo| o &edg st x
U= X|of CHEt HEJH ZEE|0| U ZE AWS 40| 2 T|=EE X3 E = UsLICt RtAIE
LiE 2 AWS ZE|0|l{ 2EEME R ZSHML.

Amazon ECRO| 714 L 2 @4

Amazon ECR2 AWSOHIM XS 35t= 288 2t2l& Docker Z1H|0|L] Bl X|AE 2| MH|AQILICH Ol
£3l Docker Z1E{|0|L{ O|0|X|& ot™M 5t otMdAo 2 x{&F B2 L HHZ & 4= Q)& LIt o248t 70

o ’
I 7 QAL BT RS 5t04 LHol M OHRIst T =HA

M 7tsstH AMEIE 4= /= Docker Z1E| 0L &I K|
AEE| MHIAE MI5t22 Z4E|0|L{3E o EC|H0|ME E8Xo 2 E|5tD =& AWSE UE

LICH.

CHE = Amazon ECRO| H 71X 2 7i'd & 74 @ AIL|CH

HXIAEE]

Amazon ECR BllX|[AEE|E ZF AWS AEH MB k= Zetol8! 2|2 X|EEIZ, 5Lt 0|4 2| 2
EZXECE d8E = UaLct o[2{#t 2|ZX|EEIE AE35tH Docker 0|0[X|, Open Container
Initiative(OCI) O|O|X| & 7|E} OCI £ & OtE|HEE AWS &4 LHoi| K& 5t Hf=Z & & Ql&LCt
REMIEH L& 2 Amazon ECR Z2I0|H! M X|AEE| EHS EHASHAAIL.
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StD 7tKE = &L REMEH LI 2 Amazon ECRS| Z2t0|E! HIX|AEE| 015 B8 & XS
MA@
= —_ .

2lZX|EE

Amazon ECR2| 2| Z X|EE|= Docker 0|0|X|, Open Container Initiative(OCI) O|0|X| & Z7|E} OCI
SEOlE|HEE MEE = U= =2l™ A MAL|ct B Amazon ECR B X[AEE| L0 A 042
2| ZX|EE|E AE5t0{ ZIH|0|L4 O|0O|X|E #+ e = U&LICH RtAMIEH LHE 2 Amazon ECR Z 2t
Ol E|ZX|EC| B8 FZHMAI.

E|ZX|E2| =

BIEXIEE HMS NS BIZXIEE] L BIERIEE L) ZHx0| THEF UNAE Hofd 4 g
Lick. RMI3H LIS ® Amazon ECRO| Z2t0l4! EIZ RS2 B4 EHHIS X st AAIL.

o|0O| x|

2|XZ X|E2|of Z4E||o|Ld O|O|X|E F Al 7t K2 = U&LICH 7He A|ARIMH 2ZZ 0|24Et O]
O/X|E AFE3H7HLE, Amazon ECS EfA 3 HOo| &l Amazon EKS ZE AFFO{A] O|E AFEE = U
&L|CH RFMIEH LI 2 Amazon ECS0| A Amazon ECR 0|0|X| AF2 2 Amazon EKSO{|A{ Amazon

ECR O|OX| A8 MM E FH oM.

Amazon ECR =& F7| YAME AtEstH 22 €l o|0|X[Lt O|AE o|0[X|& HElst Btz A7
stod o|Olx|e| =& F7|& 2tElg = U&LICH XMEt LHE 2 Amazon ECRS| =&
£ =

x40
o =
| EH S ALEstod o|aO|x| el &S HZstHA2.

Amazon ECR2 Z1E|0|L4 o|O|X|e| Az EQ|of FFHE Albst= ol =& F= S& O|0|X|
7|15 MBS ELlct xpMlet LHE2 0|0[X|0f A Amazon ECRO| &AZ Effo{ F|fd

7|§|_|_0|'AI=I|A|_?_

HAM|A & oq

Amazon ECRE& IAM2 Al235l04 2|ZX|E2|of CHE HMAE K|o{grL|Ct. Amazon ECR E|ZX|E
2l FAl 7IXM7| E= HElE 8 = Ue Y HEHo| U= IAMALEREH I8 ElJ HE =

ME = A&t XMIEH L& 2 Amazon Elastic Container Registry2| 20t EHlS &= 5HA A

i
>
= =)

to 0
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ME xIHELCH REMIBH LEE 2 Amazon ECROIAM ZEtO|E! O|0|X| S| EHHE XA

et 3 3}(Encryption)

Amazon ECR2 AWS KMSE Al 83504 X{%& &2l Docker O|O|X|2] MHH & =355 X|HEFLICH
KM LI 2 Amazon ECRO|A S| CI[O|E{ E= BHE EXSHAAI.

AWS Command Line Interface &

£ o|0|X| M4, LI, FA| L 71K{2 7|2t Z0] Amazon ECR E|ZX|EEI9 &% X &35l HWHE
AWS CLI M| Z&Lct.
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Amazon ECR22} & k|o{ 2ot Ll #& &+ & 2[3H Amazon ECR AWS CloudTrailofl CHEH API
SES 2D AAME £ U&LICH REMEH LHE 2 £ AF25104 Amazon ECR 24 2ZI AWS

Amazon CloudWatch

Amazon ECR2 Amazon CloudWatch& AI&35t04 ZLEZE = = X[E2F 238 M335HH, Of
£ 33ll Amazon ECR EIZX|EE|2| 51 AISEE FHY + J&LICH AHME LI& 2 Amazon
ECR E|ZX|EZ| X|E EHHES & ZTSAAI2.

el ME
ZEIE MB2 Ol|0IX|7F Amazon ECRE F AR M 2235t MBS AE2E Y3504 TE|0|LA O]

=
0K MBS ZrASHELICEH ZHMEE LIE2 ZEIE MT EHE ARt AAIR.

Amazon ECRS| LEF AFE AME|

Amazon ECR2 AWSO|M M|Sst= 8 213 Docker Z4E|0[|L BIX|AEE| MH|AQILICE.
Docker Z1E{|O|L] O|O|X|E K& st HHESHY| I8t ot Mstm &% 7158 E|ZX|ECIE MS33tE
2, Zelo|L43tE oHE2IF 0| HiZ M Bl 7 @ AT E[R&LICH Amazon ECR2 CHEF
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AWS MH|A 2 2zg0]A BF0iM ZE|o|L{tEl o E2|70lME 75, 2 A Adstes Z= M4
g thastefLo

CtZ2 Amazon ECR2| 2 7tX| £ ALS At LT
ZiEf ol o|O|X| ME X HiZ

Amazon ECR2 ZZ&| LHoi| Docker Z4E|O|L4 O|O|X[& M& L HHZE S HLE S7H ALE 2 2l MS
St= 3 &4 2lZX|EC| A7 S Fuch Jie Rt Z4E|0[L 0|O|X|& Amazon ECRZ F A&t
Ct= Amazon EC2 EE= Amazon EKS AWS2t Z2 LHe| 2 & HFE & F0M 7tKE = U&L
Ct. AWS FargateAFA|8H LI 2 Amazon ECR Z2l0|8! E|ZX|E2| B2 BT HAAI2.

x| 501 £8 2 |4 5Q! HiZ(Cl/CD)

Amazon ECR2 AWS CodeBuild AWS CodePipeline%! 7|E} CI/CD =72+ & stH SgHlo{ A
ElO|L{&tEl o ZE 2|7 0|M el XAt S&HEl 5, HAE & Hi{ZE X|@ELICH ZHE|o|L4 O|O|XIE CI/
CD T}o|Z2}9lo| Y52 Amazon ECRO| AHE 02 T A|5t04 Chebst 2170 YptE|T otsixioz
HHZE = U&LCt

Oro|Z 2 MH|A o 7[ElRq

Amazon ECRE OHE2/7 0140 ZiE0|I42 T7| Y5l Of 21 S2E MHIAZ MEstElE of
0|22 Mt of7|i%{ofl {8t 8tLICt 2t 0fO| 22 AH|A 0= Amazon ECRO| X{&HEl TR 8
Sl0IL OIDIXIE AFRE 4 QoM T MHIAE SEHOR i, HIE U e 4 QlaLich

tolEE|lE A OHE Eet*= HIZ

Amazon ECRE Docker Hub EE £ EtAl BHIX|AEEZ|QF Z2 CHE Z1E|0|L] Bl XK|AEE|0l| A Z4E| 0]

L{ O|O|X|& 7tX e 7Is& XIHELICH O|& Sl &2 Amazon ECREZ Z1H|0|L4 o|O[X|e] &
& Z|EZX|EE|E AFE35t0 5to|EE|E BE0|UL OFE 22t E &3 e L 2tEl B2 =S
SRl = A&t

HA|A KMof L ot

Amazon ECR2 M2&HE! AM A Ko HFHLIEE MSstEE X2 BIXIAEZ|o|M ZHE| o]
O|O|X|E FAISHHL 7t £ U= AFSRHE N0 = J&LICH EBF 1F & HE 2045 AWS
Identity and Access Management ?/aiQt & & E[0{ Z4E0[L4 o|O| X[l C HMAE EFE

LICt REAMIEH LHE 2 Amazon Elastic Container Registry2| 2 oF B2 & x5t

O|0|X| FoFd &7

Amazon ECR2 ZiE{|0[L4 o|O|X|oi| CHEt AZ E Qo] F|ofd & &R

= |
£ M3Sstod st #HE Eote HEHOIH #EE RXISHES X|H
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zzhols! ZE|o| Bx[AEg]

HotEE A &4 2F AMEo| ¥4st =90 B2 Amazon ECRE Z2t0|&!
HEZ Y XIAEZ|N =S E|X| &t =Xlo| AWS &
Amazon ECR Z2}0|E! B X|AE 2|

Eg|Z Ar83stod &l

= I
LHOIAIE QUM AT 4 QIES 8 % 9

LICE ZtMIEE LHE 2

ZAE|o| & R|A

CHS A X 5L AIA|Q

Amazon ECR SX|E AI88t 22 24 o Z2(710|M Hi =

Amazon ECR S| 7|s2 Ar&5tH Z4e||o|L1{&tE ¢l oHE 2|70 o|O|X|E 7|2 E|ZX[E2|o
4 ElE 355104 0421 AWS B0 RIS Z HIZE = U282 M MAMHOE B2 X|Ad AlZtS
2 UAEIZEHHEZE EX5lD 2Y BEEe 22 £ Q&L RHMIEH LIS Amazon ECRO|
M Zztold! o|O|X| Ex| MM X5 HAMIR

o=l ZE| o] o|O|x|el A= X 2|
Amazon ECR =& F7| M AI5tH &, = = EjO9 22 Ho|El #ElZ 7[Ete 2 28|
El Z4e|o|d o|O|X|E RIS 2 HElstn, AEZ[X| HI&2 z|Mststn, +HE BIXIAEEIE *X|
St BHot A 3 EFE JMetn, KISEHE Sall e I EZRE 7HASE = U&LICH RHAIE
LH& 2 Amazon ECRO| =& F7| M2 2 AL&35l0o4 0|0|X| He| XI55 MMHE & ZTFHAMIL.

Amazon ECRQ| 7|5

. 43 7| WM BERER Y olnlxlel £ F7I8 Balsts ol T80 EUith ABEIX| o
| 2 =

&5t04 O|0|X| HE| AIS3tE HE

2| ZX|IE2/of X257 Mol HIAES 4 &L

AL

=
- OlDlx| A2 Helolu olnixlSl £ZEgjo] HereE Nuse o £ 8
o BlZXIEE|Z FAIE 22zto| Af o|OlXI7t
LIch. xEAIEE R

|>

III}'L

Ac]

1]

Y

z

o

1> on
o> w

AZMEIL|ICH O—HC +° o||:||x|

[ |
ECRS| AZEQ|0{ F o é?_H% ’E.*E%PHIR.

- ux 2™ W R AEH SHE %3H O|0|X|& ERet ol & Hixl
Hel=

TIELICH REAE LS

o| ElLct. Zt 2|Z X|E 2|

o|O|X|of|l A Amazon

& £ QlaLIch ol BIXIAE

2L Amazon ECR2| Z2}0|H! B X|A

[
« EAR JIA| FEI2 Z2I0|E! Amazon ECR HIX|AEEZ|Q YAER

FHA|BtE HEHE Xﬂ%i LIC}. Amazon ECR2 EAF FHA| # &S
Q 0

Amazon ECR Z 208! B|R[AEE|Q| FHA|E

HXIAEZ|OAM 2ZXEEIE

A235I04d H7|Mo 2 QAEE]

O||:||x|7|. _|_|A| AFEHO|x| ol
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Amazon ECR A8 HEBM

LCh XEMIEH LI 2 Amazon ECR ZEIO|8! B|X[AEE|9t YAEZI BX|AEE S7[3 HHE
SEIPNEN

. BlEXIER| MM HESS ABSHH BAR A, FA Al 84 = =X 2 ol AFKHE ChA
3104 Amazon ECROJA 44448t BIZ X|E 2o CHEH MES HOlE £ YaLICH (IS0 MAE 7
RS20 ChE B EUS, 25 7Y, ATAIR2 Y, 28 27| YN o AbL BB A

EAT AL FAIA MY ES 28 Kol Sof M4E BlExIEE

& 4 glaLic RAIE LIS E
moiste HIES! Crelg BT AAIR,

=
- BE[E ME2 0|0|X|7F Amazon ECRE FA|E [ &E35t MBS AAS2E M504 Z4E|0[LA O]
OIX| MBS ZhastefLIcH REMEE LIS 2 2E[E MB EHE HRstAAL.

Amazon ECR A|Z} &

Amazon Elastic Container Service(Amazon ECS) EE= Amazon Elastic Kubernetes Service(Amazon
EKS)E At83t= 39 Amazon ECRO| & AH|A Q| HH 0|22 O|2{8t F AMH|A0f CHEt MHE
Amazon ECRO{| CHEF M3t S AL LICEH

Amazon ECR AWS Command Line Interface 0| & At&3st= E<% %4l Amazon ECR 7|S2 AWS
CLI X|¢5tE HEIC|E AFEELICE. 0l A Amazon ECR 7|s01 CH8 X[ 20| EAIZ|X| ot AR %

Al Aol 2 AWS CLIZBo|= & LICH AWS CLI. =&l H{T1o] A x|ofl CHEF REAIBH LI 2 AWS
Command Line Interface AF& MEM2| o Z|Al HT Mx| &= H|0|EE AWS CLI AWS CLIRF =5
M.

AWS CLI 2! Dockerg& A& 35t0{ Z1E|0|L4 O|O|X|E ZZ20|H! Amazon ECR EIZX|EEIZ FA|5tE
Hhed 2 olob B4 Amazon ECRO|A =3 F7)oi| ZA 0|0|X| 0|5 MME 2 XML,

Amazon ECR 7}73

Amazon ECRE AF235tH 2|ZX|E 2|0 MESH= CIO|E{e| &, o|O|X| FA| & EE L2 E{2| O|O|E
M&, o|0|X| ME & SH[et Zo| ZECQIEH o|O|X| 2Fdof| EH°F HIEE X|EELICH RIME HEE=
Amazon ECR 2= & X35HAM 2.

Amazon ECR A& 2 APl HH& 2015-09-21 6
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https://aws.amazon.com/ecr/pricing/
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ol
nx
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x

Amazon ECROIAH =& =70l ZX 0O|0O|X| 0|=

Amazon ECRE & At&3st= @< Docker CLI 2o+ &7H CHS B HIE ALE35tod M E 0|0|X|E AWS
CLI MA35tD, 7|2 BIXIAEZ|M @15 5tD, ZEto|8! B|ZX|ERIS MAELICH O3 ohg Zatolg!

2|ZX|E2IE ME5to{ O|O|X|E FAlStT O|0|X|E 7HXZLICE M Z O|0|X| AS 2 O™ ME

o|0|X|2t 2|ZX|EE|IE AKX ELIC}.

AWS Management Console CHAIE A& tE{H EHHE AWS CLIENZ 5t & A|Rthe section called “O|0]
XE MYE 2ZX|EC|

kst AWS SDKs, IDE £2! 2! Windows PowerShell B2 & 11 & 2 85104 AWS Z|AA ZE[of
28 £+ = CHE =70 CHEF XFMIEH LEE 2 http://aws.amazon.com/tools/ & R 5HAIA|L.

Z|4& AWS CLI 2 Docker7t AX|E|04 UX| ot AFEE EH|7}F E|X| o2 B2 CFS BAHE AHE 35104

= CJE DE Mi|ELC
AM x| AWS CLI

Amazon ECR AWS CLI | ME Al&5t2{H %A AWS CLI HHE M x|EFL|CH REAM[EF LHE 2 AWS
Command Line Interface Al AE A0 AWS Command Line Interface x| & & X3IAMI2.

Docker A x|

Docker= %| 4l Linux B Z H{&(Ubuntu §)& HIZ 5104 MacOS & Windows S Ct et 2 & Kol A
A8 = A&LICH §H 29 AMA| ol Dockerg dx[ote HiEdol CHEt XMIEH LHE 2 Docker A x| ot
LHME & =5HMIR.

DockerE AFE357| @I 24 7He A|AEIO| 35K eE&LICH Amazon EC2E O|0O| AF8 &2 A<
Amazon Linux 2023 QIAEIAE A|XHEl T DockerE A x|5404 A|ZHer 4~ Q& L|C}.

O|0| Docker7} Ax[E[o{ A2 1EHA|: =74 O|0|X| 24 EAZE ZdLAELICH

Amazon Linux 2023 AMIE A2 5= Amazon EC2 @IAEIAO| DockerE A %|5t24H

1. %4l Amazon Linux 2023 AMIO|AM RQIAEIAZ A|ZEHL|CH RFMIEH LIS Amazon EC2 AFS A
DI O] QIAEIA A|EHS R =3HM|S.

= =0

2. QIAEIAO dZ2ELICH REMIEE LI Amazon EC2 AF2 MM Q| Linux QIAEIAO 42
ESHMIL.

o
nt
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/installation/#installation
https://docs.docker.com/engine/installation/#installation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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3.

QUAaBEA0 AXIE 7K L TZ|X]| FHAIE UCIO|EE LICE.

sudo yum update -y

%|41 Docker Community Edition I{7|X|& A x|gtL|C}.

sudo yum install docker

Docker AMH|AE A|RFEFLICEH

sudo service docker start

sudoE AF23HX| &t 1 Docker HHEE A™E = UEE docker AE0M ec2-userE F7HE
LIC}.

sudo usermod -a -G docker ec2-user

Z0kRst 1 ChA| 22 2lsHA M docker 21& HetE ME{EFLICE Ol <l A SSH E{Ol'd
¥ B2 Mol QUABAE CHA| AAE & JU&LICH M SSH MM 2 siE ZlE docker 25

O
#etg 2 Hoich

sudo Q10| ec2-user?t Docker H&I2 AldHEt £ QIEX| &QIgHL|C}.

docker info

® Note
Ao et eE ec2-user?t Docker CHEO]| M AE £ Q)= M2 AZ5H7] ¥l 2l
ABRAE LRSI E = UESLICH OIS 2F7F EAIE E2 QIABHAE HERIEHL
Ct.

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

1EHA: =71 o|O|x| 4

o EHHl0ME ZHEHSH 2l o Z 2|7 oMol £ 7 0|0|X|E AMAdsto] 0|8 27 A|AHIO|L} Amazon EC2
CIABAANM HIAEELICE

1EtA: =74 o|O|x| 4 API E{%1 2015-09-21 8
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JUEWELS
Ztekst 24 ol Z 2|71 0|41 2] Docker O|0|X|E A Ad5tE{H
1 Dockerf11e0|EPE otele MAISHL|CH Dockerfile Docker O|0O| k|0l At & 7|2 o|O|x| &

H5t= DL B AEQLICH DockerfileOll CHE RHAIEH LH 2

touch Dockerfile

2. 23 BHE Dockerfileg =d5t1 CHE LIS F7HErLICEH

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

O| Dockerfile2 Amazon ECR HE 2|0 S ARIE|= I{E 2] Amazon Linux 2 O|0|X|E AF2E
LICk RUN X|&2 T{7|X] 9HAI% ?:. Z Ef|o{ WZ|XIE MX[et2
'Hello World!'& 7<I-A-|ol-|_,||:|- ZE FLICt EXPOSE X|&2 5’4E1IOIH
ol ZE 802 5t CMD K|

in]
o
[m
Q'I_l
H
P
x
r
10
ne
N 1
11°I' P 3
r |H

7&!
3. Dockerfile0l A Docker 0|0|X|E& wE=3fL|Ct.

® Note

otef 9| “"E"Oil M Docker2| &5 HHIA = otz 20l= & = CH4lod Dockerfile 2l
A d=7t 2ed + &L

1EtA: =74 o|O|x| 4 API E{%1 2015-09-21 9


https://docs.docker.com/engine/reference/builder/
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docker build -t hello-world .

4. ZiEo|Ld o|O|x|& LidgrL|ct,

dockexr images --filter reference=hello-world

=a4.
= —1.
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB
5. MZ Ye=F o|O|x|E AMAMELICH -p 80:80 M ZHE|O|LM Qe =EE XE 802 ZAE
Alagiof 9l ZE 800 OHEELICH docker runoll CHEH REAIEH LIRS 524 Docker /8 %

dockexr run -t -i -p 80:80 hello-world

® Note
Apache @ MHERE{ Q| £230| HO|'F ol EA|ELICE "Could not reliably
determine the fully qualified domain name" MIA|X|= FAISIT ELICH

6. EEt*ME Y1 Dockerg At ZIHO|LHE 3 A6t U= MHE 7HE2I1ZLICH

« EC2 QAEAE AME3 T UE B 2| Public DNS Z(0|H, O|= SSHE QAR A A4
& A8 5tE FAQ SYUFLICH QIAEAC Hot IF0|M ZE 8001 QIHIRE EfEIS
S3foF ELICt

« Dockerg 2Z0|AM H™ASIT U= A2, HEt X0 http://localhost/% 72z

« Windows = Mac A E{0|| M docker-machine2 A& 3t= A<, docker-machine ip @& 2 At
835104 DockerE& EAEISHT Q= VirtualBox VM| IP A& ’;i Ar&5t 4= Docker TH 4

flo ;9

O| O|E2S 2 machine-name& HtE&LI|C}.

docker-machine ip machine-name

1EtA: =71 o|O| x| A API 7 2015-09-21 10
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Amazon ECR At

"Hello, World!" 20| /= & M Oo|X|7} E A|ELIC}.
7. Ctrl + c2 2245104 Docker ZIE|O|L{E S X|gfL|C}.

2CHA|: 2|EX|EE| MAd

Amazon ECRO{| FA|& O|O|X|7t EHIZIRCH O|E ERE EIXZX|EEIE MHstoF &Lct Of
ofl0f A= hello-repositoryZte E|ZX|EEIE M LICH LIS o] 2|ZX|E2|0] hello-
world:latest O|O|X|E FAletH ElLICH Z|ZX|EEIE MHsed™ Ol BYES AT LICH

aws ecr create-repository \
--repository-name hello-repository \
--region region

3EtA: 7|= BllX|AEe|of CHali 215

£ Mx|stm 448 £ Docker CLIZ 7|2 BIX|AEE|o| AWS CLIQISgtL|C}. o] H| 5124 docker &
0| Amazon ECR2 AF83t0{ O|O|X|E F AT 7tX{E 5= U&LICH £ 015 Z2MAE 7tA 55
= get-login-password BEE AWS CLI X3 & LIC.

get-login-password& At &304 Amazon ECR 2| X|AE 2|0 CH5H DockerE 215 5t24™ aws ecr get-
login-password B2 AEFLICH Q15 EZ 2 docker login B0l MEE I} AL X} O|E2 2 AWS
Zt2 M835ta, 9153524 = Amazon ECR Bl X|AEE| URIE X|HELICt ofgq BllX|AE 2ol CHH ¢
&ote 4% & olx|AE2|of CisH BHEES Lt=3lok gLt

|>i>
0

/A Important
QEJ| ubAistH XAl Q| AWS CLIE M x|sH7LE a8l|o|=&fL|ct AtAIBH LIS A
Command Line Interface AF& MH M0 AWS Command Line Interface d%|& &= oM‘IlR

+ get-login-password(AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand(AWS Tools for Windows PowerShell)

2BHA|: E|ZX|EE| MM APl 7 2015-09-21 11


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR A8 HEBM
(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

ATHA|: Amazon ECRO{| O|O|X| F A

O|A| O] MMof A 24438 Amazon ECR 2|Z X|EE[0f O|0|X|E FAIE &= U&LICH ChS A =7

- docker HH™ 1.7 0|4 0| Mx|Z|of /&LICEH
« docker login0il Amazon ECR T&F £0{ EZ0| #/dk|0o{ U&LICt
« Amazon ECR Z|ZX|EE[7} UM AEXIAH Z|ZXIEEIE FAIE = Ue HAMA HEHO| A& L

Z7o| BFEEH, A™ol 7|2 BIX|A2E2|o A= MEA HdE 2[ZX|EE|oi o|0|X|E
&SLIC
=

=)
=]
A
2
AL
H
]
A
02!
o
d
>
3

Q

N

o

>

m
@)
Py,
2
+
=
9.'—'
A
2

1. B3 E XIFstD FAIE o|0|X|E AEE = AT =20l X{Z e O|0IXKIE LIFEfLICH

REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE

hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. ElZX|EE|o| FAlE o|O|X|o E{ZE X|HEfLICH

docker tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. O|O0|X|E FA|FfLILCE.

docker push aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

4CHAl: Amazon ECRO{| O|O|X| FA| AP| 7 2015-09-21 12
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2.
—.

T

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

size: 6774

5EtAl: Amazon ECROIA] O|O|X| 7} XKL 7|

O|0|X|& Amazon ECR Z|ZX|EE[0f| F A2t F O[& CIE {IXIHM 7tXKE = JU&LICH ChE A =
710| == £ docker CLIE AI235104 O|0|X|E 7tXSLICH.

« docker HH 1.7 O| &t 0| M%|Z|of /U &LICH

« docker login0ll Amazon ECR T&F £0{ EZ0| 7 d&|0] U&LICE

+ Amazon ECR EZ|ZX|EE|7} RI0{0k &tH AIEXOA| 2| ZXEEIZRE 7IHE = U= ML T
O| 2{0{0F ErLCt.

rot

Ol2{8t AP Z=740| BHEE|H 0|0|X|E 7HX{E £ U&LICt Amazon ECROIA oflAl| O|O|X|E 7t
oiH, OhS BE S gLt

dockexr pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

2d.
—.

T

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

5CHA|: Amazon ECROIA 0|O|X| 7FK 27| API 7 2015-09-21 13
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67| O|O|X| 4 X

2|ZX|E2| & stLtof e ol0IX|7t o ol HRstX| o2 4 O|0IX|E AAE - {l&LICt olOo]

S - AAEH
X|E AtA|5t24T olOIX|7F B0 Q= EIZX|IEEIQ 0|0|X|2] imageTag EE= imageDigest Zt2 K|
Metuct ch2 oMo = o|O|X| EH2 1atestE A& 3104 hello-repository ElZX|EE[0] )=
O|0|X|E AfAEfLICt 2|ZX|E2|0fM ofA| O|0IX|E AtM|2E{H CHE BHEES A>T LICH
aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

7EtA:: B|Z X|E2| AHX|

ololx|el ™A E|ZX|EEI7F  o|¢ ERsHX| gi2 B2 ElZXIEEIE AXME = A&LICH ChS oA
HME --force Ec2E AFEstod O|0|X[7} & E E|EZX|EEIE AAELICt o|OlX|[7t &01 /U=
2lZX|EC|(Y 2lZX|EE etof Rl= 2 E O|0|X))E ArX|stE{™ CHE TP S A™dELICh

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

6THA: o|O| x| & A AP| 7 2015-09-21 14
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Chen e HE
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L
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Al
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&35t04 Amazon ECRE AIE M M2 =|™Mste = U&LILCH.

Docker 1.10 O|& S AI235l0{ SA| H 5 UZE &8

7 0|0|X|= ABSLZE MK U2, AS2 o|O|x|e] &7t L= EHAIILICH Dockerfile2] Zt
2 ME2 HE2 HdELICEH Docker 1.10 O| &2 AL 5} 75'-?— DockerE 7|=2%2 2 Amazon
ECRO| SA| UZEE &SI THM 7158 A2 HBSE FAI50] YZE A|ZHO| BHF L8 MYE
L|C}.

=
S
=

[

A2 37|19 7|& o|olx| A&

Docker Hub® S5l MBEl= 71& ollxlolis ABAHe| HEEIAH 0140l M BR3HR| o2 B e
Z4 Z2a30| T8 E0] 212 % UALITH Docker HF LIEIIA CHE AtZHO| MAJstT S| B

2lsteE 22 3719 o|0|X|E M85t Zd€ 1845t 7HL, ofL|T Dockerl| %|A scratch O|0O|X|&

A8 304 A8XF 1ROl 7IE 0/0IXIE WESHAAIR. HAMEH LIS S Docker B AMollM 7| ol0|
x| MAE HE S AAIR.

DockerfileOll A 7% %20l HAE 5S4 == 13 57|

Docker= HlEE 7HAlst0d e AlztE EQILICH OFX|2F L= O|F A &0l HEE ALYl gl
E

= = — o H. —
Dockers A& ChAl st ChAI FHAIE! TS AFSEILICE 24Ut ZF A& Ol Weo| A
S0l Z45/0f UALICH HB 0l MZEIH Dockerts ST HS#at oLzt siE A% ol Al

T ChAl Aub gt

Docker I' 2 CIA| EIE= 5t HES S CHA| YECE 6= O ZRFt AlZH2 %A 3156H2{™, Dockerfile
o|gHZMz 7IE MR I+ Z2 HALIE B 208 JELICH AF HEBL = S5 2233
(OHZE|F|0|MHo| AA FE )2 AEHO| FFof HoAA|2

ELQs It ME S WXt A2l HH

ABol MAE B2 IHUS $4 ABIM AREICRLE ST A
g HEstMe.

Ol

o dF =z H&LIct S oAl

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

AP| 4 2015-09-21 15


https://docs.docker.com/engine/userguide/eng-image/baseimages/
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=

02

M

] RUN EE0l ol EE HAEo| HE targz ot I O] mtAo| &
04 AU&LICH Ol= Ul 2] RUN B0 2|3l tar.gz T 0| AKX Zl=

a0l aFE&LICt S22 ntdo| 2/F =7 o|0|X|of| Z& E|X| §f== 5t7| 2ls ol2det F
B2 Ch31 20| EFY RUN 20fl &7 F0d g = U&LICH

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

7t I 2lel =2 2l

[m
>
oo

= = 2
ECROIM O|O|X|E 7tXE M Y dstE x| AlzhE EY = U&LICH ofE 2|7 0]
EC2 QIAEAOM A5t U

2 7tME + &Lt

ofZEE|7oldE Ast UE fIRIKM 71 71t 2 E|He| A=EZQIEE ALSH
7 [
A

rr

B2, OS2 2 ZEE AL835t0d QIAHA Q| 718 B0l M 2™

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]*$/\1/p")

2

2 -region I}2}O|E{S AF28104 AWS CLI 2o 2 MEFSEHLE, aws configure H22 A2 5}
ZEof cist 7|2 2|z MHE & Ql&LIC AWS SDKE AI835tod S&£& I 2/de MY
T U&Uch XME 82 s =2 a2 21012 SDK MBEME HESHA AL

—_—r.

o 2 m

1> |H

AP| 4 2015-09-21 16



Amazon ECR At

ol
nx
0%
x

Amazon ECR BRI AEZ|0 2F

IPv4 M8 A=EZQIE L= FU AEH(IPv4 2 IPv6) A= ZQIEE AR50 Amazon ECR Z 20|

Bl X|AE 2|0l M OCI 0|0O|X|, Docker O|O|X| & OCI £ OIE|HEE FA|, E, 4A|, &0l &l 2|8 &=
A&LICH IPv4 HETM QH5E{H FU A EE IPv4 AEZQEE MEF = UELICH IPv6
HERIHM @Hsts A2 FU A USZQIEE ASELICH IPv4 AEZQIE L FYH AR QdE

IQIEE AIR3}0q Amazon ECR HEZ| B|X|AEZ|0| 2&H5t= Yol CHEE REMIEH LHE = Amazon
[

ECR HEEZ| BX[AEE REE HASIMHL. IPv6S S35l Amazon ECRO| HAM|ASHE Cf| CHEr =7t

Q=2 iaLch 220 chdt XMIBH LI& 2 Amazon Elastic Container Registry 2 22 HZE35HAMIL.

Amazon ECRUIEZQIEE |IPv4 M2 AEZQIE = FU ABH A EZQIE X|® 0|Q|0 402

XIHELIC o|lEt £ E2 C2 2 = && = J&Lict

- S -4 AEXQIEE B|MHEZE CHELICE

- 38 -Ad=ExQIE MEH2 AWS SDK EEE OCIl & 2! Docker HHE QIE{H|0|AE AFESHEX]| 0
2o ek &k ELct

« HOt_E F|M0|AE Amazon ECRO| FIPS &t dlEZQIEE N ZELIC} FIPS &8 Amazon

ECR IEZQIE O] EF0f CiEt Federal Information Processing Standard (FIPS) 140-32 & X 35HA|
o

AWS CL| Z/SDKO0{A Amazon ECR APl & & %] E|3PE IPv4, 7 AEH Docker & OCI E20|AH
Eo|M X|5tE MH|A AEZQIEN CHEF REMIEH LIE2 MHIA JIEZQIEE FHZSHMIL. AWS
SDKs

IPv6S Sl 2% 5t7|

IPv62 £ 38l Amazon ECR BllX|AE 2|0 25t FU A= 2l

AEH
£ E38l| Amazon ECR BIX|AEZ|0f HAMASHY| Mof CHS T AES Ef‘&'%}HIR.
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« ZCI0|HES} HEQTE IPv6E K|&HoF EHLCt.
« Amazon ECR2 IPv6E Sl L2 2 82 X|HELICH

« OCI 2 Docker EC}0|1E 2%:

<registry-id>.dkr-ecr.<aws-region>.on.aws

- AWS API 27%:
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Amazon ECR At

ecr.<aws-region>.api.aws

- IPv6 T4 HRE ZHEIEE LA IP FA EEHEE AE5t= 2 E AWS Identity and Access
E= HXIAEZ| HHE Yool EsHoF BLICH XFAIEH LIS 2 1AM & EH04| A
=

« IPv6E ALE5tH M HMA 27301 IPv6 42| Remote IP FATJF EAIELICH 7|E EF, &3
2E L AZEQ0{E HIO|ESIO] IPve FAI2| Ol et IP FAE F&E EMHMR.

® Note
23 mof IPve FA7t Qe Aot #HE5t04 EXMTE /s B, AWS Supportddl & 2[5t Al
o

Z2, Ch3 ool Lot QI curl B AL 5tof IP6S 5
o

Example

curl --verbose https://ecr.us-west-2.api.aws

[§%2

CHE ofxl|et RALE HEE 7HXMSLICH IPveE2 Sl AEE B, AZEE IP FATHIPve FA71 EL

Ct.

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
Host: ecr.us-west-2.api.aws

* Request completely sent off

*

\%

Microsoft Windows 7 EE & Windows 102 Al 35tE A<, CFS od|A|of LIeF e
01 IPv4 EE= IPvE2 S5l U AEH A ZQOIE0f HMHAE £ Q=X| H|AEE

ping ecr.us-west-2.api.aws
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AWS Command Line Interface (AWS CLI) 2/ AWS SDKsE& A& 5t
= A|-9-5|-0=| _ll_=ro-| AEH 01|:£O|E§ x-|g|-o|.7.||__|. ;A—l u|-°|0-|| E-I
504 7|2 Amazon ECR A= ZQIE £ RHZ{0|5l04 IPv6E & A5tE &
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ExampleEHEE AtE35t04 71 #HZ4
aws configure set default.ecr.use_dualstack_endpoint true
ExampleZ AF&3104 IPv6E S35l 23 AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

Docker CLIOJIA Amazon ECR QIEIZQIE Al

Amazon ECR 2|Z X|E2|of 2aQl5t1 o|O0|X|oil Ef2E X|X &t & Amazon ECR B K| AE 2|0 M
OCI o|0O|X| & Docker O|O|X|E FA| & £ &= USLICL CFS MM E F FU AR JEXZQIE
2 E7 U= Docker FA| L Docker £ B Ho{FLICt.

Example IPv4 QIEZQIEE A& $t Docker O|O|X| F Al

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag

£ A& Docker O|O|X| FA|

m

Example & AEH olE x 9l
docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example IPv4 QIEZQIEE A& 8t Docker O|0|X| &

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag

Example 7 AEB A= X QIEE A& EF Docker O|O|X| &

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
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https://docs.aws.amazon.com//sdkref/latest/guide/feature-endpoints.html
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IAM ZEH0 M IPVE A AFS

B X|AE 2|0l IPv6E A& 3104 HM|ASHZ| Fof IP
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2 MR AUHL FE2 £ UELICH IAMS 2 HAA HEtS BE|sts Yol gt X
Amazon Elastic Container Registry& Identity and Access Management EHHE & XML
IP FAE EEESE IAM EM2 P F4 7 QMK E AISELICH O HA M odz IP &
ZH AMKE AE50] F{BEIE IPv4 TAO| 54.240.143.* HE AldgtL|CH o] HIE dloLt
= ZE IP FAE BIX|AEC|(exampleregistry)ol CHEF HM AT HEELICH 2E IPv6 FA7| 5
2 Hol dtof /o2 Z o] MM IPve FATJF exampleregistryol HMASE S Wx|ELICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecxr:*:*:repository/exampleregistry/*",
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"}
}
}
]
}
Ct= oMol EAIE! HE2F 20| IPv4(54.240.143.0/24) X IPv6(2001:DB8:1234:5678: :/64) F

HRAE BF 5SS T X2 EC| Mol 2 @A E +HE + U&LICH O] Condition 5
A2 AHE5t0{ IAM ALE A & BIX|AEE| HAE 2F UO0|EY =+ [JU&LICH

og +>

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

Amazon ECR

"2001:DB8:1234:5678::/64"

/A Important
IPv6ES ALE3H7| Tof| IP 4 EHE{ZIE AIEste
£ Yol|o|EdfioF gL ct BlX|AEE| EHMol= IP
Ct.

El ZE IAM ALEXLe} Bl KA E 2| HAY

HE R E
A LEIYE MK ot 20l B4

https://console.aws.amazon.com/iam/2| IAM Z2& 2 AtE35104 IAM ALE AL HHE HEE £ JU&LICH
IAMO{| CHBH REMIEH LI 2 1AM AP MBEME R ZSHMIQ.
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Amazon ECR Z2o|E! Y| R|AEZ]

Amazon ECR Z2tO[H! BH|X[AEZ|= 718 L &3 40| Foft of 7|El Aol A O[0|X|E = ARE L
Ct. z=z2tole! BIX|AEE|E AF835lod =71 0|0|X| & Open Container Initiative(OCI) 0|0O|X| 22|1 o}
EMERZ FE Z2to|8! o|0|Xx| 2[ZX|EEIE &EIE = JU&LICH ZF AWS AHEH2 7|2 =Z2t0|8!

Amazon ECR Bl X|2E 2|2t &7 MZE/LICE Amazon ECR HEE! Bi|X|AE2|of CHEt AFMIE LI 2
Amazon Elastic Container Registry IHE 2| AF& HBMO| HEE| B|X[AEEE FZotMR.

Zzlo|dl HIRIAEZ| 704

- 7|2 Zz2to|H! BIX|[AER[S] URL2
https://aws_account_id.dkr.ecr.region.amazonaws.com &JL|C}.

- 7|2HMo 2 ArSKte| AE2 Zto|Y! BIX[AEE[M U= ElEX|EE(of CHEt 7] & M7 HAA
et Z&LIch gLt AH8 K= Amazon ECRAPIE S £& 4 Q/1 Z2tolY! 2|ZX|EE|Z O]
O|X|& FAlstHLE ZE2o[8! E|ZXIEE[0 M 0||:||7<|E 7tXME = U= HEto| EELICH Amazon
ECR2 Ct¥et =& 0| AFER M AE KNo{5t= BEIE EHME E 71X MSELICH REAIEH LIS
2 Amazon Elastic Container Registry AtZ4 & 7|t'._F HA oA MME F oM.

- ZzZo[8! B X|AEE|of CHEH Docker Z2I0|EE
Z35tod sl BlR|AE 2|l 2|ZX|EE[of o|O|X|
Amazon ECRQ| Z2}0|8! B|XK|AER| Q15 S

=35t

|53l OF docker push 2! docker pull B2 At
At 7Kg £ gLt RHAMlEt L8
ZIHMAIL.

=
- ZZtolY 2|2 X|ECl= AEA HMA HM S E|ZX|EE M 2

|0 M m|

(o]
—
= A
T
=}
(= s

2 Al8stod Molg + el
o}, 2lZ xIE 2| o CiEt &FMI3F LI& 2 Amazon ECRO| Z2fo|y! 2lEX|E 2| B EHlg & E
SHAI2.

-+ Z2fol% eix|AE2lol B2 IS 2ls Z2toly BIRIAS 0] it 2HIE T 50 nfol L)

ol8! HIXIAEE|S] AWS 2| 7+ JELT’_ HEo| HH Ztol SME &= U&LICH RFMEH LIS
Amazon ECRO|A Zzto|H! Oo|O|X| SX| EHE HZFAAIL.

Amazon ECRQ| Z 20! Y RIAEE| 215

AWS Management Console, AWS CLIEE= AWS SDKsE At&35t0o{ Z2t0|8! 2|ZX|EEIE MMstD
zhelgh = U&LICH oz W2 AFE5to4 o|O|X|of CHall S8 3| £&= A 22 L8 U2 +
st £ Q&LICH o248t 2EI0|MEE EF AWS Q15 WS AL ELICH Amazon ECR APIE A}
835104 0|0|X|E F At 7HK{E £ UKD, Docker CLI =& 2104 Docker 2H0|EE{EIE AFE 57|

&Lt
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Docker CLI= 7|

= of
RIEstn &g = ULF —’?;;Pb.l':iﬁl% =it of E*L—IEL
CISo| MREXMoZ MHEEI P XIAER| QIF WHE AE £ et
Amazon ECR Xt3 3 =0 AFE
Amazon ECR2 Amazon ECRO1| Ci3H O|0|X[E F A5t 7tX{Z M Docker At HE O &lH

Mot AH8E = UEZ Docker AHE 5 EH{E AMSeLICch Ax| & o EH = Amazon ECR
Docker A}24 £ #HE XML

® Note
Amazon ECR Docker At 3 = $A HE| HE| 215 (MFA)2 X|#5tK| &Lt

Her 2o EZ M E

T Fo{ EZo| HE Hels e Fo EES HMste Ol ASE IAM 22 FA| o HEt Heleh A
R LICH e Foi EE2 1AM 20 F|7F HAM|ASHD 1247 S R &8 Amazon ECR B X|AE
2|0l HAM[AsHE O ALSELICH HEF & Ht O 2404 GetAuthorizationToken APl & A&
&to4 ALE Xt O|F Awset QI T E f S & X5t base64Z QAT E HEH Foi EE S HMSHOF &f

L|

LICt HHE2 AWS CLI get-login-password 2185 EE22 AMst C|Z 504 Ol 7HAsE
Cl. 23 C2 0| EEE docker login B&30f mhO|Z 3504 Q15 E £ U&LICH

[T

get-loging A& 301 Amazon ECR Z2}0|8! B|X[AEZ|0i| CHEl DockergE 215 F21H

01 Amazon ECR B X|AE2|0i| CHEH Dockerg 21& 5t aws ecr
get-login-password B2 A™ELICH 215 EZ 2 docker login B0 MY & ] AFSXt O|§2
2 AWS 2 AH835t 1, 21535 2d= Amazon ECR Bl X|AEE| URIE X|HELICH od BIXIAEE]
of Cisf IEste B¢ Z BX|AEE|of CHall HE S gt=soF g LCt.

«  get-login-password2& AF

mlo 00
g'l_l

/A Important
=7} g5 £ Al O] AWS CLIE Ax|SHHLF dadio|lE8tLCt RIM|E L2
AWS Command Line Interface AF2 MAE M0 A AWS Command Line Interfaced x| & &}
ASHMI2.
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https://github.com/awslabs/amazon-ecr-credential-helper
https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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» get-login-password(AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com

+ Get-ECRLoginCommand(AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --passwoxrd-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

HTTP API 215 AHE

Amazon ECR Docker B|X|AEE| HTTP APIE X|&&LIC 28{L} Amazon ECR2 Z2}0|8! &
XAEZ[0|7| IHEN 2E HTTP Qo HEt Fof EES MSBsl ok &LCt o -H M2 A& 504
HTTP H&t 8204 SI{E F7tcurldt L get-authorization-token AWS CLI HZ oA ME35tE #E Hod

E2g MYE £ el

Amazon ECR HTTP APIZ QI&5t= i

1. 2 AM23slo{ Het Boi EEZ2 ZM AWS CLI 6t &4 =2 MAshL|Ct

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. APIE Q155t24™ $TOKEN H4E curl@] -H SMof| MEtgtL|Ct o€ S0 Ct2 H2L2 Amazon

ECR 2|ZX|E2|2| o|0[X| E{2E LI LICE RtMIEF LHE2 A BIXIAEE[HTTP API HZE &
ME 4TEAME.

0

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

T

2zte e ZaLch

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50
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https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html
https://docs.docker.com/registry/spec/api/
https://docs.docker.com/registry/spec/api/
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Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}

Amazon ECRS| ZZ}O|E! HIX|IAEE MH

eto|d BIX|AEE] HHEE AL8Stod HIX|AER| +&E0AM 7|

=
|

Amazon ECR2 2 F8ELUCH =t
Ol HIXIAEE| M2 Z 2|0 Chsl| =2 FHEELICH Z2to|8! HIRIAES| AHE AF835tod C}
A

= 7Is€ 748¢ = &Lt

. HIX|IAER| HEH-BIR|AER HEH HAS Zxof CHE Mo 2 EA
MIEt L2 Amazon ECRC| Z2t0|H! B|X|AEZ| HEt CHlg ’é*ZF_%FQMP_.

e EAR A FE - ZEAR FHA| FEI Amazon ECR Z20|8! HX|AER|O| UYAEZ! B
oA o|0|X|= FHA|E ] AFREIL|C} RFMIBH LIS Amazon ECR Z2}0|E!
2 Y RIAEZ 57|35 CHHEE A XSIAAIR.

« SXN FM-5H FHE2 SIZX|EZ|7FAWS 2™ EEE AWS A™EZHo| SALE[EX| 08 & Xo{5HE
O AFZEILCH RFMIEH LI 2 Amazon ECROIA Z2t0|E! o|0|X| EX| EHHS & ZX5HAAIL.
AH

o

- ZIEX|EE| Y HEZ - Amazon ECRO|AM ALZALE CHAISIO M| E[ZX|EEIE HHE [ HE8E
EE Mg Molste ol 2IZXIEE| A4 MESIO0| AFSELICH EAF FHAI &), FAI Al A4 =
ESHZ WHE SZXIESIE 2 § £ USLICH RIMEH LIS EL2 WAl FALA MM £
=x el Zo MME BIZX|EEIE Mojsts HES! EHS AESHAAIR.

- A M. J|EHMOR BRIAER|E 7|2 AT ABIES MHE|o] YsLch IS AWS A
SIEE MEY 4 oM, 0l 7152 2Y AN X T2 o] K| FAHS 2F AMGHE
s s A 2EE MBELICH RIS LI 2 0|0|X|0f A Amazon ECRS| A Z E¢)o] F[eF4
A EHHE HTSAAIR

Bt Tgstod £ o[0|XIE 7tx2 M Otx|% & Bt Y

£ CIOIE M2l - £ ElY UO|O|E Ml
Ol YEIOIEEIX| A5 & = U&LICE Ol E EIYO| =& 7| H& A™Ho] %'%F% O|x|X| &t
£ dlgie= BElAE EE= CI/ICD SH0f| A2 &= o|0|X|of| ELICH RHAISH L2 Z EFR (O]
E MNQ| AE EHHE B ESHAAIR

- EEHN M- E8 €A AE2 HXAER UHel E|ZXIEEI7I B8 ASS MES= A 3
HEE S73t=X| {2 E XMo{st= Ol AFSELICH REA|EF LI 2 Amazon ECRO| Blob Ef AH EH¢
g XA
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Amazon ECR

Amazon ECRO{| Blob EfxH

Amazon ECRE HX|AEZ| LHe| 2|ZX|E2| Ztol 25 o|0|X| HEE 2 K)5H= Blob EM/ligtE 7|
2 K|HELICH gdststH B BR[AEZ| Lo E|ZX|EElE 58 SAES XMES= CHAl S
HIX|IAER| LIS CHE EB|ZXIEE|o AES &ExE = U&LICH.

B X|AE2| BLOB EMRi7} & A48t =|T8d Amazon ECR2 Ef&H mt2tO|E{7F Z &=l FEA| 2] Sof K|
AER|Q| 7|E HSE &QletLct Aso| St BIXIAEZ| LHQ| CHE 2|Z X|E2|oj o|O| /e 4

5
Amazon ECR2 28 UZEste Al 7|1ZE AISE EFRHErLICE.
(® Note

OCl 22t0|21E = BlobO| 0|0O| CHE 2[ZX[E2[o EXE = UASS & X[ B A mietO|H
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2 xsoz E?:.*E. ||:+ Amazon ECR2 Z2CI0|¢1E 2| POST &0 o|zq{et utetOlE{ 7t Q)
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- BLOB EIAXE H|EA5} 6 7|2 ZAXE 22 BLOB EFRI7E A E AEHZ FEAIE 7|E o|O|K|= AL

Blob Ef A 43

AWS Management Console EE=& AF&5t0{ 2| X|AE 2| AWS CLI off CHE! Blob B RHE 74
&Lct.

(® Note

AER= EIZX|EE|0M AE S BAsiE{H EIZX|E2|oi CHEt
ecr:GetDownloadUrlForLayer IAM H&to| E & L|CH
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Amazon ECR At

AWS Management Console

Ct= CHAlof| m2tE AF& 5o BIXK|AEE(Q| Blob B A 742 YO|O|EFLICH AWS Management
Console.

Ze2tols! Blx|AE2[of CHEt Blob B X T4 747
1. https://console.aws.amazon.com/ecr/private-registry/repositories Amazon ECR &2 L]
Ct.
2. HMZRZoM 2TS MEELICH
Ef A Zoll A ZEto|E! BIX|AEE]
4. Blob Ef X H|O|X|o| M & & E ME4EfLICH

CtE BHEZ AE5t0{E ALE35104 TIX|AEZ|2| Blob B 7482 MC|O[EFLICH AWS CLI.

aws ecr put-account-setting --name BLOB_MOUNTING --value ENABLED

Amazon ECRS| Z 208! B|X|AEE| HEH

Amazon ECR2 HIX|IAEE| HME AIE35I0{ ZEt0|8! HIX|IAER| =& 2| AWS EoF Fxiof HEHS
o4&t

g MEiSto MHELICH BIXIAEE| HA Hels HE 1(v1)2 HH
2(V2)Q| ME CHE F 7HX|7t U&LICH V2E ZE ECR ™ SHALE| HR|AED| & f;H 12|

={. st2 ZEsteE & 42
LICH APl o MA 55 %Amazon ECR AP| SHLHME XML, V2 HE2 7|8 BIXIAEE]
M HeLlct BIXAEZ HM HR|E E L d™ st wol cist RhAME Li82 =fE EHXIA
2| M2 He|Z HME MM HZESHM2. Amazon ECR Z2H0|! BiIX|AE 2| Lt Mo CHEt KHA
3t LIS Amazon ECRS| Z 20| HR|AEZ| MA MME 2= HM2.

L|Ct.

e V1 - ™ 19| 22 Amazon ECRE Zz}0|8! Y X|AEE| £ 0| MO Ol HEES M35
EZlo 2XE

« ecr:Replicatelmage - &4 HX|AEE[2tD st= CHE AH|'Hod| O|O|X[& Bl XA
£ Qe Hete BoigtLct At A SH g AFS ElLCH
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 ecr:BatchImportUpstreamImage — 2% O|0|X|E HA5t1 O] O|0|X|E =Z2tO[&! BIX|A
2|2 7tXME = U= HEE Fo{FLCH

« ecr:CreateRepository - Z2}0|8! HX[AEZ|0] E|ZX|EEIE EHY = U= HEtE Roig
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2l M MELCt

_,_
¢}

AYE 5185t 2= ECR 80| BIX[AE

rn
m
O
Py

Z£ £ CLIE A85t01 BX[AEL| B HeE 2Lt HEE = &Lt
® Note
ecr:* &g Zeto| HRIAER MMo| £IE 4+ UKD FASIIEE A HE T
A B0l 7ls0f met Mot S et £7tske 2ol 7 E4Lnt
=M

« Amazon ECRO{| Ci#t Z2}o|8! HIX|AE 2| 22 o A

o EZEQRIAER MHAH Q2 ME

=

« Amazon ECROIA &t A S A|of| CHEE A R|AEE| HEH F 04

« Amazon ECRO|M EAF FHA|0f CHE B RIAE 2| T8 04

Amazon ECRO{| CH8F =2} 0|E! HIX|AE S| Z=H o K|

CHS olMlE AF2 A7) 2HE Amazon ECR HIX|AEE| &3 HEHE Mo{ste Ol AF8E £ Qe M M
H 2o{ELCt

(® Note

Zt oMo A ecr:CreateRepository 0| HIX|AEZ| HAMOIM MHEITH SH7F Al g
g = A&t gLt ESA7F d35ted™H AE Lo o|§0| €2 ElZX|E2|E BHE0{0}
L|Ct.

I 0z
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Amazon ECR

of: AA HZXO| RE IAM QIEHKI7I 2 E BZX|ECIE SXNGIEE 52

IAM QIEFRHAL R U g7t 2E BIEXIEEIE =

rin

CIS SR |AEL| HEH HAS AA H™HO 2
NSt E &S8Lct
CIS Atgol f2l5tM 2.

- B2: Mol AWS HIH IDE QIERIZ X[HstH FE ASKHED ofLIE ST AIY LHe| 2 E
IAM AFE R & g0l HM[A HEto| Fo{ELICE ol A AGol (e AMA HErE XS

I

=< 1=

{
"Version":"2012-10-17",
"Statement":[
{
"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
},
"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]
}
]
}
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Amazon ECR

of: 0424 Aol IAM QEIX} &

& BIRIASE| We WIS 7 Jhol 2ol ULk 2 B8 24 AT 2E 1AM
9l of8h7} ZE BEXERE SHGES

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:xo0t"
},
"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:123456789012:repository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: : 444455556666 :root"
},
"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:123456789012:repository/*"

B XK|AE 2| Z2H of K|
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Amazon ECR A8 HEBM

of: &4 HHe 2E AIM REf X7 HFALE prod-2l 2 E E|ZX]|EEIE SAH6tTF
518 gfLict.

ChE CIXIAED| HEF X2 A4 AEe 2E IAM QIEFRHALE R X A4E)7t prod-Z AlESHE 2
E clZX[EEE SHMst=E {88 L
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository"”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/prod-*"
]
}
]
}

o

sat fRIAEE] HY Helz

/A Important
M AR B2 M Al v2 BIXIAEE| EHME AESHES HX[AEE7 A2z FEE

[N ]
LICH AF2XE7F #|SHoF & = x|7F Q& LICH. Amazon ECRE O|FM BIR|AEE| MHAy1o2

E2ls Ae H¥stx| t&LICt

£ = CLIE AL83to HIX|AER| EX HRIE EHL HEY = U&LICH
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Amazon ECR At

0o
nx
0%

AWS Management Console

CHS Ef7lol et A 48 EML. BlIRIAER| X Hel& EHL YO|O|EstedH o] H o[ K|
O| CLI HAtE A xstM 2.

Zolo|d! B|RK|AEZ|of CHal EAE HRIAEE| XA 77|

1. https://console.aws.amazon.com/ecr/private-registry/repositories Amazon ECR 2&2 3L

2. BN E30iM 2TE MEIFLICH
3. EHAMFoM Ztols! BIXIAEE 7|s R HEE
o] x[e] EIKIAEE| FAol M HA JSONS & QlFLICH v1 ZAo| (e d? v2E o
|IEstE XIEol &7l Hitd7F R AIELICH & dstE MEELIC
HXAER HH He|7t V22 HHI0IEERS S 7tEI7]= uid7F EAIELICH

5. MEHXMOE CLIE AME5t0d HEtE #+8e =& U&LIct RtMEH LI 2 Amazon ECRS| &
cO|8l BRIAEZ| MY B8 BT AR,

® Note
HX[AER HA H|E Bt MH0|EstE{™ 0| W o|X|2| CLI M}

ru|m
i%]
>
Q'I_l
x
FO

AWS CLI

Amazon ECRE V2 BIXIAEE| BAS MABLICH CHE B0l T2t BIXIAEE| HA IS 2
7Lt YICIOIEBLICH &0l MRIASE HA IS L WHE & glaLinh

« S AR BRI HKIAEE YAE HAMEE{H.
aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE
name It2tO|E{= o HEQLICH O] O|§ 2 M3 stX| o™ Ot 277 L dgLct
aws: error: the following arguments are required: --name

x|AEE| HX HEo| £E32 LIt ChF ol 30 M BIXIAEE| E3 HEH2 v CH

B RPS=EEE T EE

r2
ok
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Amazon ECR At

0o
1z
0%
x

"name": "REGISTRY_POLICY_SCOPE",
"value": "V1"

ARIAER M M V1AM V22 HAE 4 Ql& LIt V1
7} oblLCh.

ro
4

HEE|E HX|AEE| G2 He

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value
o § E0f, CtS BHE AE5t04 V22 UO|0|EFLICE
aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

diX|2E2| X HHEo| £ FLICh O S ol E20|M= BIX[2EE| HH HTO0| V2E o
LIC

Clo|E =R & LICH
{
"name": "REGISTRY_POLICY_SCOPE",
Ilvaluell: I|V2||
}

Amazon ECRO|AM it A™ =R|of ciet dX|AEE| HeH 204

R A5 BH RHE Aws 26t Falol Beg
£2| SHE 5185t ol AR EL 78Kz
ol #tol QIaLIC AIRIAS 0l RHAS =
BlxlAEE] HAg PAsH S

04504 AA HIRIAEZ|HAM BIRIAEZ|Z B|EXK]|
A& SHRIAEZ| LHOIM nxkF 2|18 EXNE s £
Me = e CHE AH-Hol| HEhe 2oists A< gt

HIX[AEE| HA2 ecr:ReplicateImage API o] CHa #&tE FoisloF g LICt O API= 2|
= A zhol O|0IX|E EME & U= LHE Amazon ECR APIQILICE. ecr:CreateRepository
TEtof CHEF HEtE R 04" &= U&LICH O] MEHE AL&3tH Amazon ECRO| BIX|AEE|0]| Z|ZX(|E
27l e A2 ElZEXEEIE MMHE 4 U&LICt PHeF ecr:CreateRepository HeH0| M B &l X|
ofomd AA B|EZX|EZ|Q O|E0| &2 BIZXIEEIE HXIAEZ|M =522 MMslof gL|CH & &
ol ZF ~™E|X| ofom™ SX||7f 4

AlmligtL|ct. Aloli$t CreateRepository EE& ReplicateImage
AP| 242 2 = CloudTrailoll EA|EL

CH.
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Amazon ECR At

SHof chst HEt HAME 5= Y- (AWS Management Console)

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)2 L|Ct,

EhM D S0 M BXIAEE| HME THE 2lHS MEdgrLIC
M FolMq ZEtols! BIX[AEE[Qt 7|5 I HES ME{et Ctg HEtS MEiELICH
_I

=H
Bl X[ AE 2| HeH(Registry permissions) H[O|X[0| A & 444J(Generate statement)= 1= L|C}.

o & 0N

M HET|E AL8stod HA dHE HolstedH O S EAHE sdsti 2.

Q

02
12
=l
o9t
(=)
x
Ji
g
_>|'_|
N
o
mjo
x
jlu
o
A
[1

H
b. A DO LRE A IDE YBLICH O] WEE BKIAED HMoIM SidZ AFSELICH
s =

=
Foig ZF AHe| AE IDE eELICt oie] AlY IDE x|IEE

ok

SHof cist Het HHME F5= Y- (AWS CLI)
1. registry_policy.jsonO|Zl= O|F2| WS BHED BX|AEE| Mo 2 MSLICH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecxr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
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Amazon ECR

1z
0%
x

}

S o s AH8stod BIX|AEE|

MAHS
o=

aws ecr put-registry-policy \

BrELIcH

--policy-text file://registry_policy.json \

--region us-west-2

74
=

HX|AEZ|of CHEE &

RIS
oS==E

A5} 04

aws ecr get-registry-policy \
--region us-west-2

Amazon ECRO|IAM &

Amazon ECR Z2}0|H!
X5t ol

20j M F04%

RIZ I B x
HEE £+ UG IEP IAM ¢
5t 5

ehol B

n r|0

O

k=3 =| 2 1A 7':
=

Zetols! BIX[&EE|of ChEh HE ™

AF FHAlof CHEF Bl K| &

=AF IHAIE
EE[of BIXKIAEE| HEH HHo|M 5185
O| @4ghLC.

=1d~5]
=

Eg| HEF §0
AMN2FEE 71 1AM DE{E| o] HEH HY=E
= HEECHAM

= 4=

(AWS Management Console)

1. Amazon ECR 2 £ (https://console.aws.amazon.com/ecr/)2 L|C}.
2. EMDZ0|M Zetolt! HIXIAEE HEt B2 FHE SIS MEFLICH
3. EMF|M Zztols! HXIAERIE MEHSI D 7|5 L MAHS MES IS HEHS MEIELICH
4. BIX|AEZ| HEH(Registry permissions) H O|X|0| A & M4 (Generate statement)= ME4SHL|CH
5. MMsigi= 4 EAF FHA| HEH HE 2of CHall CtE 2 =~ ELICh.
a. B R¥(Policy type)2 2 EAF FHA| HE(Pull through cache policy)2 MEHELICH
b. & ID(Statementid)0M EAF FHA| 2 HEO| O|F S UZIELICH.
c. |IAM E{E|(IAM entities)OllA &0l Z&He ALK & £ g2 xHELCH
d. ZIZX|EZ| YA OIAMM HMES 8 EAR FHA| #EIS MEALICE.
e. C2|lZX|EZ| 0|&(Repository names)dlM 22 Mg 2|ZX|E2| 7|2 O|F2 XI'EFLct
0 € £04, Amazon ECR Publicoil A Amazon Linux 2| ZX|EZ|E X|Hdl2ie B2 2EXIE
2l 0O|&§2 amazonlinux@lLIC}

-
=

&5 FHAlo CHEr HE F0d
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Amazon ECR At

Amazon ECR ZZ}0|E! 2|Z X|E 2]

Amazon ECR Z2}0|8! 2|Z X|E 2|0ll= Docker 0|0|X|, Open Container Initiative(OCI) 0|0|X| 2! OCI
S 2t olE|HETI Z & |0 & LICH Amazon ECR API 2§0|Lt Amazon ECR 2& 2| E|ZX|EE| 4|
ME Ar&3stod O|0|X| Z|ZX[ECIE MY, ZLIEHZ I 4|5t o|0lX| E[ZX|EE[H AMAE = QU
= AEXE Mofsts Het2 MYE &= &Lt E§F Amazon ECR2 Docker CLIZF SEEIZE 74

2 #tZoM EIZX|EEIZ O|0|X|E F Al 7HKE £ U&LICh

=X

- ZEto|! E|ZX|EE] 7HE

- O|0|X|E XMZE Amazon ECR Z 20| E|ZX|EE| M

Rl

o

1r o
al

HL

HL

N

« Amazon ECRO{|M Zz2}0[H! 2|ZX|E2[o| 2E

« Amazon ECRO|A Z2}0|E! B|Z X|EE| &K

Amazon ECRC| Z2l0o|t! 2|Z X|EE| =Y

Amazon ECRO|M Z2l0o|8! 2|ZX|E2| Ef1 x|

ZZio|8! 2|ZXIEE] 7HE

- Z|2Me 2, AR A™EE2 AHdle] 72 BIXIAEEIN U= EIEXIEE[0 CHEF e47] & A T| A Al
A HEtE @& LICHaws_account_id.dkr.ecr.region.amazonaws.com). 2Lt AAEXt=

Amazon ECR APIE 3 Z35t1 2|ZX|E2|2 0|0|X|E FEAIstAHLF 2|ZX|E2|0AM o|0|X|E 71X
= Qe HEto| R EHLICH Amazon ECR2 CHY S =Z 0| ALE X M AE Ko{sle &2l H

L
Mg o 7t x| MBI XEME L& 2 Amazon Elastic Container Registry AHZ4 £ 7|8F 23 of

N EHig AEs AR,

« CIZX|EEE AFSAF HAMA HA I IiE 2|2 X EE “‘—'1 DFE AEstod Mofg + U&LICH Xt
MBt LH8 2 Amazon ECRO| 0|8l E|ZX|EE| H& Erelg

- CIZX|EC|O|E2 HIYUATO|AE X|HE &= U2MH 0|2 Sl RAIE EIZXIECIE IESE =
UELICEH 6§ S04 ST BIX|AERIE ArE5tE E0| 048] 74 /Y= B2, & A= team-a WY
AHO|AE AISE = QlE HHH Bl BE team-b UYAHO|AE AIE 4 Q&LICH O A &
OZM Zt El2 B HAamO|AT} ool 22 web-appEtE 12| 0|O|X|E ER5HAH ELICH 0]
THE M8SH Z B9 OIE-I°F O|O|X|& 7+ gio| SAlof At E = A&LICH B AQ| 0|O|X[=
team-a/web-appO|X & B2| O|0|X|= team-b/web-app&ILICtH.
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Amazon ECR AP MEHM

= o

- O|OIX|E Atalo| BX|AEE[of e 21 A A zhol CHE 2lZX|E2Z SME + J&LIct Blx]

AAEH

o
AEE| MYHOM S 82 X504 O] 2fdE s&E &= U&LICEH XM LI Amazon ECR
ol ZElo|El B|R|AER| X THRIZ BRI X FHAIAL.

B X|AE 2| =ZF0{| A BLOB E &7t
Ct.

mIOI-
LOL
il
rE._'
E
Ral
HT
o
_\,'_

S ol0jx| AES BRY 4 sl

o|0|X|E A& E Amazon ECR Z2}0|H! B|ZX|EE| MA

Amazon ECR ZZt0[|8! E|ZX|EE|E e CH3F ElZX|EE|IE A8 3stod ZE| ol o|O|X|§ MF

/A Important

AWS KMS (DSSE-KMS)E& A8t 0|F HE MH & &5 35t= AWS GovCloud (US) 2|0 M
oF AF28F 2 QlaLCt

T AAHE

=y
=

L|Ct. AWS Management Console2 At&35t0{ Ct& EhA[of 2t Z2to|H! E[ZX|EEIE HFLICt

B ZX|EZ|E 44 5l2{H(AWS Management Console)

1.

2
3.
4

5.

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/repositories)= 23 L|C}.
M @ 20lA EIZXIERIE MY BT MELCH

Zgio|Hl E|ZX|EEIE MBS OIS BlZXIEC| H8S MEFLICEH

2| XZ X|E 2| 0|5 (Repository name)0ll ZIZX|E2|2| TRt 0|5 S Y& LICt SIZX|EE| 0|8
2 MMM 2 XIHE = U&LICHO: nginx-web-app). £& ElZX|EEIE HFEE OE355H7]
?lal Hdamo|laol FIHE = U&LICHO:project-a/nginx-web-app).

(@ Note
E|ZX|E2| O|&2 2|0 256712 2AtE Z&E & U&LICH OIF2 =AZ AlFfsHof 5t
T, AEXeE AL ot0|E, LE, ObE X e Al()E ZEE + A&LICH 0|F &2iAl

A& R|E|X| ef&LICH

O|0|x| i #HE 7ts Q)M ChEmt 242 S| ZX|EE| Bi1 HE 7tsd 48 & otLiE MY
Ct.

~

wa, - MEHSHL|CH Amazon ECRO| 7HA|El o|O|X|&E
UHIOIEE &= UTE E AF A XS AABSHE SlZX|EC|of HEELICH E§H AR B

O|0|X|E MEE Z|ZXIEE| dd AP| 7 2015-09-21 37
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Amazon ECR A2 AMEA

7ts Ef 0] CHE EiO HI0|EE HIEM3tste{™ #HE 7ts Bl X e A E 2 Xtoil Ef O
E2 U=t HLE fAtE oft] Bl E OHE St FFLUEFIE(ME ALSELICH
- HE 875 - O|0|X| B2 & Ho{Mme WS WK[sted™ o] SMS MEHEILICH M
Bt SM2 7|E Ej7F U= Ol0IX|E FAIE I 2[ZX|EEIQ 2E B2 X2
2o MELCt 7|1&E Ef27t Q= o|0|X|E EA|5tE{1 5P Amazon ECRO|

ImageTagAlreadyExistsExceptiong BtetgfLICt £t L 844 E7+s Ef0f CHEH EY
1 YHIO|EE EM3tstii{H #HE E7ts Ela Mol HAE xtol EfT 0|2 L=SHHLE &
Atgt oitf O E OfE st A UEFIEME AHSELICH

(@ Note

HE BT HE 7tsd Y2 XIHER| &L

Hol M AES-256 £ = & StLIE MEIEfLICH AWS KMS. AtA[EH LI 2 XMEE HI0[E

a. AWS KMS £ MEHEH 7 Tt HE 25519 0|F HE 2535 S0 A] MEHEFLICH AWS
] F oHEL|C XM HE = Amazon ECR

b. 7ZIBEMoZ #HEO0| UE AWS EE I% 7|7} MEHaws/ecrE/LIC}. O] 7= AWS KMS & 5 5}
7t 2#HSHE BIZEXERIE M HHE M Al-Ho| HHELICH o 2™ F7|((n2)E MES

0f TR AWS KMS 7|8 MEHBILICH AWS KMS 71E 22AEQF S 2|Fof Qlofof &
=45t 04

LICF. AWS KMS 7| MAalg MEH5I04 242 AWS KMS 0|5 5104 AHAl| 7|2 AMAI&HL|C}.

7. O|O|X| &7 MHo| A2 7|2 A2 Qe BlZXEE| &0 22 HAHE XHE = UX|oH =
Zlo|E! HIXRIAEE| £F 0 A TS x|g%}f 4o| 7R E45LCH Z2FolEl HIRIAER| &
FM A MYHE FEstH 12 AZHO|LE 7|2 A S0 MEE = o, EHE 9504
AZHE BIEZX|ECIE XIHE = U&LICH

8. MM(Create)2 MEHEFLICE.

Ol ZX|EZ|E MA52{TH(AWS CLI)

1. aws ecr create-repository @1 AWS CLI E7HE AtE5t0 EIZX|EEIE HMHE &= J&LICt.

aws ecr create-repository \

--repository-name hello-repository \
--region region
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AH04

Amazon ECR AE HEM

2. ClZX|EE| ¥d " HE3I0| HolEl 3¢ ot 2lZX|EE| o|F & <=8t Amazon ECR F#
Al BB E ALE35t0q 0|0|X|E —‘:*—AI% of 2| ZX|E2IE dHE = U&LICH Amazon ECR2 2[Z
XEE| M REZ ol MM Ho|El HHE AFE5to] E|ZX|EE[E RS2 =2 M dgLCt. ot %] 2
ZXEC| Md HER0| HolE[X| et2 df EMstX| f= o|0lX| 2[ZX[E2[of Ciet 20| A
o g L.

docker push aws_account_id.dkr.ecr.region.amazonaws.com/prefix/my-new-
repository:tag

Ct= EHA|

2|ZX|EE2|of o|0|X|E EAI;PE HAHE 224 2|ZX|EE|E MEstn FA| BB E7|E M=EL

Ct. 2IZX|E2|E o|O|X|E
of O|0|X| FA| MME x*xow

OII

te dhedof CHer XEAISH LH2 2 Amazon ECR ZE2l0|E! 2| Z X|E 2

FO

Amazon ECRO|AM Z2I0|H! E|ZX|EE[Q EEH= L NHE HE &

N

2ol Bl Z X|EE|E A8t F0i= AWS Management Console0| M E|ZX|EE|0f CHEF ME HE

sto|st
5}

[—— #‘ /\A l"lEI-

2| Z K| E2|of XEE= o|Ol K|
Zt o|O|x|e] 27| 2! SHA C}O|MAE S 2|ZX|E2|ol AMZHE ZF o|O|X|of CHE ME ME

Z2|ZX|EZ2| LH=0] cHal X|™H=E AZH HIE

ElZX|EE|ol AEE HE EAF FHA| #E0| U=X| 047
2lZX|Ec|of CHet =3 4

@ Note

Docker HHZ1 1.92 A[25+H, Docker 22t0|2AE 7t V2 Docker S| X|AE 2|0 O|O|X| HEE F
Al5t7| ©of O|E =& L—IEF docker images BEO| £22 A FE|X| 2 o|0|X| 27|E &

AlgtLCt. 2k A Docker= AWS Management Console0l| EA|El O|O|X|£Ct & o|0|X|E gt

e+ g8 YTl SUich
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ol
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2| ZX|E2 HEE E2{H(AWS Management Console)

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)=2 & L|C}.

A DS EE{s ElZEXE27H ZEE 2| Mg c

A oM 2|2 X|EEIE MEELICEH

> w0 Dd

2| Z X| E 2l(Repositories) H 0| X|0{| A Z2}O[E!(Private) B2 MEAEI CIF E|ZX|EEIE QI
C}.

Z 0|0|X|(Images) 27|12 M™E|0o{ Ql&LICt

5. ElZX|EC| MF EE Ho|x|oM 2&2 7IEH2
2 ISiMde B4 HIwE ALSELICH

2| ZX|E 2ol CHEt CHE HEE #elst)|

. 29H(Summary)g M=i5tof BIZX|E 2lof ChE BIE X2 ME HE U E J2E HolEE
gLICH

«  0lO|X|(Images)& E45tod E|ZX|E 2|0l = olO|X| ez 0f CHEF EE
CHet RtMet 2 & 2EedH olflS ol0|x| el & M=MELICH RHAMIE LIS

—

22 AESHAANL.

£ ZELICt o|O|x|o
£ Amazon ECRO|

-

M O|OX| ME HE 27| H

B2 7h XIEEIX] ef2 ol

Zof Q= AAHE Mt

|X| & At D 42 ol0IX|7} UE AR, AXE ElZXEEQ &
=8t04 A Kl|(Delete) & MEHE 4~ U&LICH RHMIEH LI&2 Amazon ECR
ol Ol0IX| A% EHRIE B ESHIAIL.

«  TEH(Permissions)2 {EH5104 | ZX|E2[0] MEE E|ZX|EE| EME FLICH RHAEF LIS
2 Amazon ECRO| ZEl0|8! E|ZX|EE| MM BHHE HXFHAAIL.

- % F7| M (Lifecycle Policy)2 M=45t0f EIZX|EE|0f MEE & F7| MM FLiCt
047|M + F7| LHAYE 8 4 AUSLICH RpMBHLIE S Amazon ECRO| 3 F7| HAg A}

Satod o|O|x| HE| AtSE HHE HEsHEAIL.

«  EiZ(Tags)E MEistod 2|2 X|EE|0| HEE HIEIHO|H Ei2 & SLICH

Amazon ECRO{IA Z2t0[8! B|ZX|EE| &I A

2lZX|EC| ASE OXIH Ol AfAE & U&LICH oM E|ZX[EEIE
Console2|ZX|EE[ol Z& & 2 E O|0X|= ANMElEz Ml FAE 4 elaLIch

/A Important
AAE ElZX|EE2[o] = olOlX|= AfAMELICH of 22 A Fag + &L
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Amazon ECR At

ol
nx
0%
x

2| ZX|EE2|E A Xl|5tE{TH(AWS Management Console)

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)=2 & L|C}.

=M B 20l M AKstEi BIZAIE I S0f 9l BlFg MeErLc

2
3. EMEOMEZX|ECIE MENFFLICE
4

-

Ct

0jo

2| X| E 2|(Repositories) H O| X |0l A Z2}0[8!(Private) B2 ME4S AN E 2lZXEEE

MENSt D AMA|(Delete) & MEHEHLICE

o
rot

5. repository_name M| FoiM AKX 2|ZX|EE[7F MHAER=X] &
MEASHL|CE

% MX|(Delete) &

Amazon ECR2| Zzo|d! E|ZX|EE| M=

Amazon ECR2 E|AA 7|8t #EHE AL8 35t E|ZX|EE(0f CHEF HMAE MofFLct 2l T|gt
M2 AHE5HH 2IZX|IEE|of AMAE £ U AR £ QeI ST EIZXIEC|0IM =&E =
UE LS KHE = UELICE 7I2HMe 2 E|ZX|ECE T AWS A ™HE E[EZ X|EE|0f HAMA
& £ gt 2lZX|EE|of chet 7t HMAE 5185Hs EIZXIER HAg M £ JaLct

AA H

- ZIEZEX|EZ| A IAM A H|w

« Amazon ECRQ| Zz2}0|E! Z|Z X|E | H=H of X

« Amazon ECR2| Zz}0|8! E|ZX|EC| M M M

E|ZX|E2| HAut AM HA H| o

Amazon ECR Z|ZX|EE| M2 74 Amazon ECR Z|Z X|E2|0] CHet HMAZE FNo{st=E L7}
XHE| D A ElE IAM HR 0| 512 EIEHILICH IAM A2 2lHlX o 2 Amazon ECR MH|A T
of CHEH HEtE M5t Ol AFSEIX|TH §H ElAA0 CHE HMAE HMofste O AHSE = U&
L|CF.

Amazon ECR BIEX|E 2| AT IAM B3 25 S AFSR T g0l ZLXIElolM £ 8E 4+
QIe g M M ASELICH BIZXIEE| HMolME SH A

EIAKIBH IAM HAolAE HEH0| HRE F(EE 1 voiol BS)

E2| & = 1AM A 5 SHLIIMEE AL A EE of8ro] B

M Stdo] 31 Elofof B TR E gALICH

2 ZX|EE YA API 7 2015-09-21 41


https://console.aws.amazon.com/ecr/repositories

Amazon ECR

/A Important
Amazon ECR2| 27 A&ofl [t APEXU} x| AE2|of CHEH @1Z st
FA E35t7| ™ol 1AM HH2 S5
£g & ®to| lojof gLIct. Amazon ECR2 Ct
FE[E IAM HA g & JEX| A3 &L REMIEH LS
g H} X =

M3gu
B 7lgr S oA B E HRstAAL.

Amazon ECR Z|ZX|E2|of|A o|O|k|2

ecr:GetAuthorizationToken API01|
L5t =0 M AP R HHAE KMot
2 Amazon Elastic Container Registry X2

CC =
T
=2
=

ik rl—J |'0|I

_

otel ollofl M EZ 0| Ol2{et HHM R & otLIE ALEst0d E|XZX|E2(0l CHEF AMAE MoE = A&
LICE.

ol ool &Y AEX7t EIZX|EE[t T 2|ZX[EE| LHe| O|0|X|& dEE & JUTF ot= Amazon
ECR 2|ZX|EE| E2o] Lttt AU&LICH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usex/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories"
1,
"Resource": "*"
}
]
}
O odlof M= ElaA TZtOIEE AHE501 A HRIE stLto| E|ZX|EEE XI™H(E|ZEXIEE|ef TR
ARNS Z X|H)5t0{ 2|2t SUSt S E5t= IAM HAE Eo4ELICH Amazon 2lAA 0| (ARN)

s Alof et REAIEH LIS S 2144 BHEIg BESIML.
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Amazon ECR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepolImage",

"Effect": "Allow",

"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories"

1,

"Resource": ["arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"]
}

1

Amazon ECR2| Z2to|d! 2|ZX|E2| HAY ofA|

/A Important

o| Ho|X|e| 2|ZX|EZ| HA of| A= Amazon ECR Z 208! B|ZX|E2|of| XM &835l7| {8t A
QIL|C}. Amazon ECR E|ZX|EE|E B|AAR K|HHSIEE £H5K| otom™ |AM EoF =X\ 2}

Y N MEE B2 MOZ & Sstx| t&LICH 2lZX|E2| H2 Aol CHEr REME LIS
2 Amazon ECR2| Zzj0|9 E|ZX|EC| B HE MY E XM 2.

Amazon ECR 2|Z X|E2| M3 7i8d Amazon ECR ElZX|E 2|oi CHEt HMHAE No{5tE 2 1|7}
AEED ASElE= IAM H2E 0| 512 FELICH IAM H2 2 UetX o 2 Amazon ECR AH[A x|
of CiEr Het2 M&E5t= ol AFS EIXIBH &7 2lAA0 CHEE HMHAE Mot Ol AFEE = U&
LICH RtMIEF 82 ElZX|EE] HAHaH IAM EA H|w S FESHAAIL.

[ == R Y

%
o
E[x

2| ZX|E2| ™ oA=& Amazon ECR Z 20| 2|ZX|E2|of CHEt HMAE Moist= O AHS

A= Wt BHES Eof FLICH
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Amazon ECR At

/A Important
Amazon ECRS| 2 7 At&of ritet APRXUP =[P ES
FAl

MHH |m
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Amazon ECR Z|ZX|E2|of|A o|O|k|2

CC =
ol
=2

ecr:GetAuthorizationToken APIO] §_E = g meto | .
ABt = F 0| M ALK} A AS Kot 21 IAM XA S od 7P7<| Xl-cT'sETL—lEF REAMIEH LIS
2 Amazon Elastic Container Registry X123 33 7|8k 2 of|A| TS EZSHAAIL

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:usex/push-pull-user-2"

]

},
"Action": [

"ecxr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecxr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage"”,

"ecr:UploadLayexPart"

]I
"Resource": "*"
}
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Amazon ECR At

}

off: Ct& HA™ &

J

=2
o

Jhu
3|_'
s
C
ful

ChE EIZX|EC| M2 §H HHo| O|0|XK|E FAlet

/A Important
THetE Foisttis Al™ole ElZX[EE EA
ZX[fe™ 277t e dgfLict

AstE|o] Qlo{ofF &fL|Ct 1

mjo
a
In
rr
o
2
=
ﬂl‘i"

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountPush",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecxr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"
]I
"Resource": "*"
}
]
}
CtE EIZX|EE| HH2 CHE ASROA A HMA HEHE MBS stHM(admin-user) Y2 ALEX}
7t O|OIX|E 7t LEE 388 LICHpull-user-1 and pull-user-2).
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x

® Note
ARHOIM X|HEIX| et= 2t SE 8 2|2 X|E 2| HAH O] AWS Management Console 3 set-
repository-policy AWS CLI W2 At&35l0] Y2 M8 + &LCt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:usex/pull-user-1",
"arn:aws:iam::111122223333:user/pull-user-2"

},
"Action": [
"ecr:BatchGetImage",
"ecxr:GetDownloadUrlForLayer"
1,
"Resource": "*"
},
{
"Sid": "AllowAll",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usexr/admin-user"
},
"Action": [
"ecr:*"

1,

"Resource": "*"
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Amazon ECR A8 HEBM

oA 25 HE

S 2lZX[EE| Y2 2 E A™Ee| ZE AEXRVL O|0X|E 7HME 7IsE HF &L

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Resource": "*"
}
]
}

of: EH IP A0 CHEt HMA A EH

CHS XM E 5§ F4 HRAM 2|2 X[E2|0] HEE ] oflHEr A& X H = Amazon ECR %
UE Y = Ue HEHS Fodstx| ef&LICH

O| Bl ZHE2 HEBEI= IPVA(QIEIN Z2EE HT 4) IP $49|54.240.143 . * HE AHEFL|CY

Condition S NotIpAddress 2711 AWSTR| aws:Sourcelp 27 7|21 =7 7|1E AFS &L
Ct. O] =74 Z|of| CHEt REMIBH LI 2 AWS e T ZHEIAE 7| HHHE HASIMR. aws:sourcelp
EZ CIDR E7|HE ASELICE REME LIE2 IAM AL R ABEMO| IP F4 74 Qddt

"Version":"2012-10-17",
"Id": "ECRPolicyIdi",
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Amazon ECR

"Statement": [
{

"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Resource": "*",

"Condition": {

"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

o: AWS MHIA &E

ol Egtsle O st Amazon ECR API| Zr10f| IZH
LIC} CIS oM E AM8E B2 aws:SourceArn &

S
JEL
7|& AH835toq O|E{Et HEtE e = U= ElhL o HRE

CHS 2|ZX|E2| MM g AMH|
8t AWS CodeBuild HMAE 58
aws:SourceAccount =7

ELICH RFAMISH LI 2 AWS CodeBuild AH& A& M 2| CodeBuild € Amazon ECR OfA|E & X

o

-l .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Sexvice":"codebuild.amazonaws.com"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition":{

x| st of
StAll

2l ZX|E2| HH oA AP| 7 2015-09-21 48


https://docs.aws.amazon.com/codebuild/latest/userguide/sample-ecr.html

0o
1z
0%
x

Amazon ECR At

"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:us-
east-1:123456789012:pxoject/project-name"

},
"StringEquals":{

"aws :SourceAccount":"123456789012"
}

Amazon ECRQ| Z2}0|t! Z|Z X|E| XA AT M

otz EtAIo AWS Management Console [}2+2] E|Z X|E (0] HMA HM MHE FI1E £+ U&L
Ct. 2= X|EZ|Otct H& MHEZ o2] 7| FIHE = U&LICH o A| HEE2 Amazon ECR2| Z 20|48
2l EZXE2] A of x| A % ZESAM L.

/A Important

Amazon ECR2| @ F At&oi| et A RH7} BIXIAE

Amazon ECR 2| ZX|E2|0{A{ O|O|XIE F £ E35t7| ™ol IAM HHME2 S5H

ecr:GetAuthorizationToken APIO| E&& & #$§H0| Qlo{ofF & LICt Amazon ECR C}

Aot =EIM AFERL HMAE Mo{5t= BElE IAM ERE & 7t X[ S gLk AtAIEE LIS
S 7|8 HA of| M| EHE A XFHAAL.

2lof chal @185t
Al EE X%
EXN
=
12
2t
=

2 Amazon Elastic Container Registry X+Z3

ElZX|EE| HX dFE d™¥stedH

jo
e
o

1.  Amazon ECR Z & (https://console.aws.amazon.com/ecr/repositories)

£ D B0l A M MHS MUY BIEXIEET S0f UE BITS MBI,

EhA ZrollM 2lZX|E2IE MEELIC

R

2| X X| E 2|(Repositories) HO| X [0 M EIZX|EE| EHIXE Eo{H YA MHS MM Z|ZX|E
2|E MEdErLCt

5. ZIZX|EZ| o|0|X| SE E7|o| Bt 2ol A 8H(Permissions), T El(Edit)& ME4SHL|CH.
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Amazon ECR
@® Note
Ef M Zbof| HBH(Permissions) S440| EA|L|X| ofo™ 2|ZX|EEZ| O|0IXK| SE E7|of Q
=X| #lgrLct.

© © N ©

10.

11.
12.

Tt TE(Edit permissions) H 0| X0 MBE F7HAdd statement)E MEHELICE
o

<
I
M
x

=HEFLICH.

x4
20 F|(Principal)ollA B TS HMSE YIS MYBLICH AME LIS IAM AHS 4T
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>
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- AWS A& IDs AWS H|& $5(0d: 111122223333)2 X|&5t04 EXM AWS H Kol ZE AR}

oA 22 ME8ELICH E=z FEE S5 MEs0{ 042] 7HHE XIEE + U&LICH

/A Important
HEtg Roistais AlMols 2lEXIEE MM BrEE 2|Fo| Z4stE|o] 2lofok B

——= T

Ch O=X| gfe™ 277t LAeLCt

ok

« IAM AE{E[S] B2 AWS HHUM B2 MY HY L= AFSKIE ME{ELICH

® Note
RN X|HEIX| b= 2Ot S& 8 2|ZX|E 2| HE o] AWS Management Consoled
I

2 set-repository-policy AWS CLI BHEE AI&3t0o{ HMg M8 = &LCt.
Erd(Actions)2| B2 JHH API 2 SEof|AM HH dHE X E8Hof 5t= Amazon ECR API 2]

x|
o HeIE MEHEfLICE
2z E|H X{Z(Save)2 MEist0 HA S D LICH
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Amazon ECR At

Amazon ECRO{IA Z2t0|8! B|ZX|EE| Ef1 K|

ol
nx
0%
x

Amazon ECR E|ZX|EC|E HElste Ol 20| E|=5 AWS E|AA EfTIE AME5t0d Al = J|E
Amazon ECR 2IZ X|E2|ofl Xtx| HIEIC|O|EE &Y & = U&LICH o & £04, A% 2] Amazon ECR
SIZX|E2|of CHEt Ej TErS Holstod 2 E|ZX|EC|e| ARKE FHE £ U&LICH

Bl 7|= A

EH1= Amazon ECROIE o|0[7} gio0f ¢iZistH Sxta siAglLIcH Bf27t ElaA0] RG22
YTEls 742 obelLich B 719t 28 BMAY 4 2oH HMEK| ElAL00M EH1E FHE £ 2
SLICH EAT0| 22 ¥l BRI MAE 4 UXITH edT0| 2 NulZ MHE 4= gLt 3T 2

A 20| CH3H 717k 71Z Ef19 SR EHIE FTksHE B A 30| OIF B8 HOMLICH BlAAE
Arx[etH 2|A A0l Ciet 2E B E AFK|ELICEH

I
1
20
£}
=

Amazon ECR &, AWS CLIZ! Amazon ECR APIE Al235t0{ EjO2 &g 4= l&LCt.

AWS Identity and Access Management (IAM)E AFE5tH AWS A MO EH I E M, WE E= 4
Mg Hetol U AFSAHE MoE &= Ql&Lct IAM Z24o| EfT0il CHEE REAIEH LIS 2 the section
called “EH1 7|8t HM|A Ko{ AHE” MME FEFHAML.

c|AA0 Z2X|E EfD

Amazon ECR E2|ZX|E2|0f F£7I5t= B HIE X A8 EDMoM &3 = HIE &2 AEE
[ FSELICH RAIEH LIE 2 Amazon ECR AFS E 1M EFE B Zst A2,

2EE Alanol HISE HRIHEI D 71 218 SUER b0l 2l Udl YEE PHY £ AL
C}. 0§ S04, 53 OHEEIH0IM 0IB 22 043 BlA 20| EY2E XIZE O+ 2N 3

r>" 0z
o

o4 AMH|a0| 4

| 3H
A X0 cHet REAMIEF LY

= &5t0q
S ofEE|7I0olMe| E HIEE & =+ UELICH B E MEEHHIE &Y ETA
=
o

2 AWS Billing At& B MM Z7H HIE & E0ME HZotM 2.

(® Note
Y= EOME &3t B2, 24A7F F0of O]'H HO| HO|HE = =+ U&LICH

Amazon ECRO|AM Zz}o|8! 2[ZX|EE2|of Ef1 F7}

Hl

Zetol&! ElZX|EE|o B2 E FHe &+ &LICH
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Amazon ECR At

0lo
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E{19] 01 U @ Abailof CHEF REMIEH LIS AWS 2l44 EATL XI5 ALS ATA{O| BT 0| X|H
e 3 9T ME U DY ARE HESHML.

2lZX|E2[of Ef F7HAWS Management Console)

o

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/)2 &3 L|LC}.
M DZ0M ALSE 2[E MEELICH

B M 2ol M 2|2 X| E 2|(Repositories) & MEHEFL|CH
2|ZX|E2| Ho|X|oAM E1E X|KslEdE 2

2 HwolM 2lZX|EE| EfTE MEdEFLICEH
2|ZX|E2| E}1 I O| K|l M EfZ F7I, Ef2 =7}

elZx|E2| ef2 HE mHo|X[olAM Zf Ef1 o] 7[2t 2t E XIFE S MY S ME{ELICH

N o o~ W N
M
x
L
o
-
[u]l

2|2 X| E 2|(AWS CLI EE= API)ofl B} 7}

AWS CLI EE= APIE A&38toq 5Lt Ol o] Ef & FIH6et7HLE Ho{& == &Lt
« AWS CLI - EfT-2[AA

- API & 24 - TagResource

CtZ oMol A= AWS CLIE At&3sto E & F7I5te WS Eo{ELct

oAl 1: 2|ZX|E 2ol Efa x|

Ct

1jo

BE2 2 ZX|EElolf el E XKIFGELICH

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=stack,Value=dev

oA 2: odz]{ El2 2 E|Z X|EE|oi Ej2 X|H

S BE2 2lZX|Eelol Ml 71l ej3 & FIHErLich

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3
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oAl 3: 2| ZX[EE[C| Ef T LI

s BE2 2l ZX|Ee(et A4E Ef 2 & LR LICH

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepository/repository_name

oAl 4: 2|ZX|E2| MAd 2 EjT F7}

CIS B2 test-repote 0|52 EIZX|EEIE MMSIH 7| team L 2t devs7t YE Ef
st|Ch
= .

11
i
N

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

Amazon ECR2| ZZ}0|8! 2|Z X|E 2|0 Ef2 AFA|

zeto|d! 2[ZX|EE|M EfE AXME = JU&LICEH

Zztols! 2|2 X[E2|HMH EfTE AFA[SHE{H(AWS Management Console)

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/)2 {3 L|LC}.

M DZ0|M ALSE 2[HS MEiELICH

2| ZX|E2| HOo|X|oM Ei 2 & M7Hsted= EIZX|EE| 22| & IEtZ MEgL|C.

X Mo M ElZX|EE| Eja= MEH
2| ZX|E 2| el H 0| K|l A HElS MEdst|C),
M A

2

E|ZX|E2| e B mlo[X|of M AAME 2 B0 CHall K|7HE M=istn MY S MEfELICt

zotols! E[ZX|EE[MM Ef2E A A|5HEAH(AWS CLI)
AWS CLI == APIE At&3tod 5Lt O|&t ol EH1 8 AXIE = &Lt

» AWS CLI - untag-resource

« APl &9 - UntagResource

CHS o X0l M= AWS CLIE At85t0{ E|ZX|EE[0AM Ef2E AfK|st=E EHE 2oiELICH
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0o
1z
02
x

Amazon ECR At

aws ecr untag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tag-keys tag_key
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ol
nx
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Amazon ECR2| =2} 0|&! o|O|X|

Amazon ECR2 Docker O|0O|X|, Open Container Initiative(OCI) 0|0|X| 2! OCI £&t olE|HEE =g}
O|t! E|ZX|E 2|0l MEELICH Docker CLIE AFE38t7HLE ME 5= 2Et0|UEE AE35t04 O|0IX|IE
2lZXIECE FA L EZE = JsLCH

OCI v1.10{ CiEt Amazon ECR X| 2 A& 3HH OCI Referrers APIZ2 HO|El & =X 0
m

o g £ Q&LICH olE|HMENE ME, AZE Qo] XA HAM M (SBoM), Helm AHE, AZH ZA1} 4
EFo| ZELICH ZiE|0|L o|0|X[2| otE|[HE ME = sliiE ZIHo|LQt &7H MSE[D 2[ZX|EE

O| A El O|0|X|2 AIMEE EHE ol 0|0|X|2 KMEEIL|CE.

Amazon ECRO{|A 0]|0|X| M2 2! Amazon ECR Z2}0|t! E|ZX|E2|0|M HH 2! 7|E} OlE|HE At
A Ho|x[olle MY &+ ofE|HEE A5t Wedoll CHEt ofl 7F Lot 4&LICt Z4E|0[ o]0l R| M
ofl CH8t RFAIEH LHE 2AWS Signer ZHE R} SFLHA{ 2] Z4EO|L O|O|X| MHEE FHZSIMIL.

=X

« Amazon ECR Z20[8! B[Z X|E2[0f O[O|X| FEA|

« Amazon ECR Z2}0|H! E|ZX|E 2|0 M 2! 7|E} o}E|HE ArR|

« Amazon ECRO{M O|O|X| M2 HE 27|

« Amazon ECR Z2}0|8! E|ZX|EZ|0{|M 24 &tZF 2 2 0|0|X| 7IK{2 7|
+ Amazon Linux ZIE{|0|L] O|O|X| 7} 7|

+ Amazon ECROIM O|O|X| AFA]|

+ Amazon ECRO O|O|x| £zt

+ Amazon ECRO{IM O|O|X| EH2 CHA| X7

* Amazon ECROi|AM O|O|X| E{T & Ho{MX| I 5 & X|

« Amazon ECRO|M X|5t= Z4E0|L O|O|X| OjLIHAE &5 Al
« Amazon ECSO0{ A Amazon ECR O|0|X| Al
« Amazon EKS0{lA{ Amazon ECR O|O|X| At

Amazon ECR Z2}0|8! 2|Z X|E 2|0 o|O| K| FEA|

ok

& Jhs5 3t olEIWES

Docker O|O|X|, {L|H|AE S5 2 Open Container Initiative(OCI) 0|0/ x| &
zzZto|Y 2|ZX|EE|of FAE = A&LICH
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.aws.amazon.com/signer/latest/developerguide/container-workflow.html
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Amazon ECR2 O|O|X|E CtE E|ZX[E2|0| SA|sts EHS MIELIct Ze2tol BX|AaEE E7E
oM SH & KIFsto] AR BIX|AEE|0M CHE 2Tt CHE AEez SHE + U&LICH &t
.|
(=]

(® Note
21X ot7to|=El O|0[X|E FAlstH siE O[O|X[7} of7to|EHoM RtS22 S x|1 & 7HE
LICt o|O|x| 22t & S2dof CHEt REAEH L& 2 MM E B Z=stM2Amazon ECRO]| O[O[X| &

.

B X|AE2| BLOB B A7t & Ast (1 B R metO|E{7f Z & El 32 Amazon ECR2 FA| &¢d Fof
HXIAEZS 7|E HES AHS2 2 2QIFLICH A S0l SYS BIX|AER| LHS| CHE 2|ZX|EE|

of o|0] /U= B Amazon ECR =2 UELCSte Ud 7|1E ASS EMELICH AtME L2
Amazon ECROI| Blob Ef A Et#

rlo
ofM

fjo
ok
P
_o'|_|
>
>
to

|

- O|0|X|§ Amazon ECR Z2}0|8! E|ZX|EE|E FA|5t7| 2|8t 1AM HEt

« Amazon ECR Z2}0|8! 2|3 X|E 2|0{l Docker O|O|X| 3 A|

« Amazon ECR Z|ZX|EZ|0f C}E o} Z|EIx{ O|O| K| FEA|

« Amazon ECR Z|Z X|E 2|0 Helm Xt E FEA|

O|0|X|E Amazon ECR Z2}0|8! Z|ZX|EEIZ FEAI5t7| QI8 IAM HE

FO

g'l_-
r
_lTI_
ﬂ
k>
rH

A2 X}7}F 0|0/ X|E Amazon ECR Z2t0|E! 2|Z X|E2|E FAlStE{H IAM #HEto| 2o 3
3t2 BHodste 2 Atglof et EX 2|Z X|E2|of CHE HAMA MBS Bodeh 4= Ql&LICt E3t 2
E E|ZX|E2[of CHEF HMA HEtS Fofg = U&LCt.

MEXIE 018 EZE 2%5l04 0|0|X|E FA|5tEdE Z Amazon ECR B X|AE 2|of CHal 2158l ok
2 kst

grLch Amazon ECR2 CHY 8 =Z 0l M AFERE HM|AE AMoidt= ofE] AWS ZEIE HAE MI &
LIC} REAMIEH LI 2 AWS Amazon Elastic Container RegistryOll CHEH 2|3 & B XA A]
o

S MEXR IRO IAM HHE BHE £ J&LICH O IAM A2 O|0|X|E 8§ 2|ZX(|EEIR F
Alste O 23t Hetg FofgLct 84 2l=X|E2|of CHet HEtE ANEHsieiH 2= XEE[of A
Amazon 2|4 A O|&(ARN)E AHE &L
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecxr:CompletelLayerUpload",
"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"”,
"ecxr:BatchGetImage"

]I

"Resource": "arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"

},

{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

}

CHS IAM 22 o|0|X|E 2 E B|ZX|EE|Z FAlstE O 2ot Het

fjo
I
b
o
r
[ul

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

ecr:CompletelLayerUpload",

ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
ecr:InitiatelLayerUpload",
ecr:BatchCheckLayerAvailability",
ecr:PutImage",

ecr:BatchGetImage"
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]I

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/*"

0o
1z
0%
x

Amazon ECR Z2}0|8! 2| X|E 2|0 Docker O|O|X| 3 Al

docker push BEE A+&35t0o{ Z4E|0|L O|O|X|E& Amazon ECR EIZ X|EZ|2 FAIE &= J&LICt

Amazon ECR2 C}& Ot 7|Ex{ O|0|X|0f| AL& El= Docker BHILIHAE 55 M 2 FA|IL X[
Ch. XkMISH LH& 2 Amazon ECR EIZX|EZ|0f CHES oF7|Elx{ O|0|X| FA| EHE FZSHAIQ.

Amazon ECR Z|Z X|E 2|0l Docker O|0|X|& F Al5t2{H

O|O|X|E FAI5t7] 0l Amazon ECR EIZ X|EE|7F ERHEIHLE EIZX|EE| M &
4040k ErLct. AtAIEH LI 2 O|0|X[E XMEE Amazon ECR ZEt0[8! E|ZX[EE| A4
Al, FALA MY E= SX 2 Sof| dME 2|ZXEZE Mofste HES! MME FXRSIML

= A T1=

1. O|O|X|& #F Al5tEd= Amazon ECR Bl X|AE2|0oi CH3H Docker 2C+0|MEE QIS EILICH 215 E
22 MEEl= tX|AEg|oict 2R35HH, 12A12F St R FLICH RHMIEH HE = Amazon ECR
ol Zto|H!l HIX|AEE| 215 S FHEFIAM L.

Amazon ECR Zi| x| A E 2|0 Ci5H DockerE @15 6t21H aws ecr get-login-password HHEE A
gLIch Amazon ECR 215 E2& docker login W20l S8 [ ALK} O|E 22 AWS 2t S AL
sl1. 91&5l24= Amazon ECR BlIX|AEZ| URIZ X|&EtL|C} o] BIR|AE 2|0l CHal Q15 5}
749 7| ot o X|AEE[of CHai BHE S gh=3HoF & LICH.

/A Important

R} e MStH %A MOl AWS CLIE Mx|SHHL ado|=§fLict. RIS LI
AWS Command Line Interface AF2 X} 7}O|E 0 A AWS Command Line Interface A | &
A ESIMQ.

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. Ot% FAlsted= cllX|AEE(of o|0lx| 2|ZX|EEI7t i1 2lZXEE| & HES0| HolE B2
lZX|EE| Hd RESe HFAR Hst= E|ZX|EE| 0|2 AE5t0{ O|0IXKIE FAIE = U
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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&LICH ECR2 ElZX[EE| dd BIER S AT HolEl 482 At8slod E|ZX[EEIE AS2=2
HEELC

(o]
[e]l]

x|

t= 2lZ2X|EE] dd HER 0] Hel=lx| 82 elZX|EC|E ddsloF ZLIct REMIE
=2 Al
o

ofe
2 FHAL FALAI M = SR Sl Sof MAE BIZXIERE Mojsts MBS =

I
MEE Amazon ECR ZEt0[8 E|ZX|EE| HEE HAtM 2.

3T
=L

rlo

i =

=
x|

o)
=]

|
g2
L

=

O|O|x|& AM&EgfLICt docker images BEE A™sto] A|AR|0] Q= ZE|O|LA o|O]
FLCH.

o9 pY  (m |>

w
Rali

mjn 2:

dockex images

0

52 Al £240{|M repository:tag 2t EEE O|O|X| IDE & Qlstod O|O|X|E Algdsl 4= Q&L
k.

4. A2¢ Amazon ECREIX|AEZ| 2|ZX|E2| 2 o|O|X| E}1 O|E =
BH(MEH AFEN O] = o|O|X|ol EH2E R|HELICH BIXIAEE AR

[

aws_account_id.dkr.ecr.region.amazonaws.com®L|Ct. 2[ZX|EE| O|§2 O|O|X|o
CHaH MAIsH 2| ZEX|E|9F Y x|5Hok & L|Ct. o|O|X| Ef1E A2kt EN 17} 1atestQl ZHo =2 7+
ZFELCt

CtZ oAM= ID e9ae3c220b232 2 A&3sto{ 2Z o|0|X|oi| E{2E X|I=H& L
Ctaws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. docker push BEE At&35t04 O|O|X[& FAlRfLICEH

docker push aws_account_id.dkr.ecx.region.amazonaws.com/my-repository:tag

6. (MEH ALE) Step 4T} Step 5(2)E BHEsto{ o|O|x|ofl 7} Ef1E X8t olg{8t Ef2E
Amazon ECRO1| 3 A|gfL|C}.

K|E2[of CHE ofZ|Ex] o|O|X| F Al

Hl

Amazon ECR 2|

Alg = &LIcH oL tLE ol o] o|O|x| OlF & XI'¥stod Y& xl= o|0lx| S5 UL

Docker HILIHAE S8 & MM5tT FA|504 CHS oF7[EIX O|EI|I|E Amazon ECR 2|ZX|E2|0f F
_ 5 A
Ct. CHE 22| 42 oljLH CEF R2Y XA E= OF?IE—*WOHH sdt 7ls€ MB35k= 0|

CHE ot Z|=4x1 O[Ol x| F Al APl HHZ 2015-09-21 59
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Olx|o M dEELCH BHLEHAE 552 Ha4= obeLIch RHMEH LI82 =7 OiLEHAE S FZxst
M.

L HAE S5 C2 Amazon ECR O|O|X|2t OFEH7HX[2 Amazon ECS 2] 29| EE= Amazon
EKS ZE ALY 7}K L} X & £ Q&L Ct

A =

!

Docker CLIOIAM A&E™ 7|52 ZLICH A3™ 7|s0ol| cist REMIEF LI 2 Docker M AMO| Aled™

7lsE HxstML.

- O|O0|X|E FA|5t7| 0 Amazon ECR 2|ZX|E 2|7} Qlo{oF B LICH XEAM|SH LHE 2 the section
called “O|O|X| & MEE S|ZX|EC| M B XA,

« Docker OILIHAEE MM3le{H K| O|0|X|E 2|ZX|EEIZE F A|SH0oF LICt o|O|K| F Ao CH
Bt REM|IEF LHE & Amazon ECR Z2}0|H! 2|Z X|E2|0d Docker O|0|X| FEA| BFHE & XML

Ct= o} 7|E & Docker O|O|X|E Amazon ECR 2|Z X|E 2|0l FAl5t2{H

1. O|0|X|& =FEA|5t2d= Amazon ECR Bl X|AE 2|0od CH3H Docker 2210|M1EE QIFELIC 215 E
22 M8El= dXAEC(OiCt 2R35tH, 12Al17F S &2 & LICh AtM[EF HE = Amazon ECR

o| Z}o|Hl YIRKIAED| Q1B S AXSIMNL.

Amazon ECR Zi| x| A E 2|0 Ci5H DockerE @15 6t21H aws ecr get-login-password HEE A1
gtLICH Amazon ECR 215 E £ docker login B0l &g [ AFEXl O|E2Z AWS LS AL
&1, Q1535t24E Amazon ECR BIX|[AEE| URIE K| ELICE of] BIXIAEE[ol CHEH 1B 5HE
A% Z olx|AEE|of CHs BHEE gr=stofF & LICt

/A Important
QT St A BH{TO| AWS CLIE Mx|5H7HLE aslo|=&fLict RIAISH LHE2
AWS Command Line Interface At X} 7}O|E 0| A{ AWS Command Line Interface’ d x| &
AZTSHA2.

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. O|O|X| EjaE &2lstod 2|Z X|E2|2Q| o|O|X|E LIdErL|Ct.
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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aws ecr describe-images --repository-name my-repository

3. Docker IL|HAE SE2& MAMELICH manifest create W& X El o|O|X|7} o|O] 2|=Z K|
Egof UeX| &5ty ZHZE OiLHAEE MAEEHLICt

docker manifest create aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository aws_account_id.dkx.ecx.region.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkx.ecxr.region.amazonaws.com/my-
repository:image_two

4. (MEH ALE) Docker OHILIHAE S AARLICH O|ZEH 3tH DL EHAE S0 HEEl=
Zk o|0|X| OHL|HAE S| 3 7|2 CIO|MAEE &Qleh 4~ Q&L

[

ok

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

5. Docker OjL|HAE S & Amazon ECR Z|Z X|E 2|0 F A& L|C}.

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

Amazon ECR Z|Z X|E 2|0l Helm Xt E FA|

Amazon ECR Z2}0|8! 2|Z X|E 2|0l Open Container Initiative(OCI
Ol 7|s2| o & Eed™ CtZ BHE 2l Helm RLEE Amazon ECR

o
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Amazon ECRO|M S AEIE|E= Helm A EE Amazon EKSO|A At
Amazon EKS Z2{AE{0| Helm xtE M x| MME R XSHAML.
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Helm Xt E & Amazon ECR E|ZX|E2|2 F A|5tE{H

1. Helm ZctO|HE Q| %[Al HME MRIELICH O|E EHAIE Helm HEE AFE5H0d RF M E|A&LICH
3.18.6. Amazon EKS X|¥ Kubernetes tHHA1t 9| S &S E & 5t24H Helm HHT 3.9 O|&F 2 At
25tML. AEMIEH HE = Helm A %|E & Z5HM L.

2. Ct= BEAof et BHAE Helm REEE M ELICH XEMIEE LIE 2 Helm Docs - A|ZEH7|E &
SHMI2.

a. helm-test-chart 2t= Helm Rt EE TFE 11 templates CIHER|9| EHXE X|ZLICtH

helm create helm-test-chart
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/
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rm -xf ./helm-test-chart/templates/*

b. templates ZC{0] ConfigMape MAI&tLICH.

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:
name: helm-test-chart-configmap

data:
myvalue: "Hello World"

EOF

3. AEES M7|ZELICH 220l Helm XAHEES FAIE 0§ AR5t TH7|X| AHE Q| T+ 0| 0| Z 8
=[B=3
cd ../..

helm package helm-test-chart

e

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. Helm AtEE X% EI XES|E MMELIC B|ZX|EE| 0|2 2EHH|0 M Helm RIEE M
g [ AFBEH 0|5 FLICH XFMIEH LHE 2 O|0|X|E X{%E & Amazon ECR Z2}0|E! |
EIXEC MM EHE 7"*ZE%I-’.;I)KI_CP_.

E et
mO
o_|-
o
o
L
ok

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. Helm XtE & #F A|5t2{= Amazon ECR | X|AE2|0f| CH3H Helm 2E2I0|H1E ct. 2l

SEL
5 EZ2 AI8E|E HIX|AEE|0tCt ER5HH, 12A12F S0 & & LICH RFAMIEH HEE Amazon
ECRCo| Z2l0o|El BIR|AERZ| Q&S &X M L.

ol=sh_
—

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com
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6. helm push BB E AtE5t0{ Helm ALEE F A[ELICH. £330 = Amazon ECR Z|ZX|EZ| URI &
SHA ClO|MAE 7} 28t z|o{oF & L|Ct,
helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecx.region.amazonaws.com/
7. Helm AEE MM L.
aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2
£20{M artifactMediaType It2t0O[E7} 245t OLE|HE R¥E LIEIL=X| & lghL|Ct
{
"imageDetails": [
{
"registryId": "aws_account_id"
"repositoryName": "helm-test-chart"
"imageDigest":
"sha256:dd8aebdda7df991a0ffe@®b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE"
"imageTags": [
"9.1.0"
1,
imageSizeInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00"
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"
}
]
}
8. (M= AHE) 7t EAZ, Helm ConfigMapS MRISt Amazon EKSE A RfLICH RtAMIEH LIS
2 Amazon EKS 2{AE0]| Helm RHE Mx| EHHE R ZSHAIAL.
2| ZX|E2M HE |El OLE[HHE MK
< OtE|
AR

Amazon ECR Z 2} 0|
£ Al235104 Amazon ECR Z 20| 2|Z X|E 2|0 A MHE

&Lct ME & 7|E 7 X olE|HEE AK||5t=
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ORAS CLIE At&st0q 0|0|X| ofE|HEE &E|stE{™
1. ORAS ZcI0|MEE MR[etT FEELICH

ORAS Z2ZI0|HE MdA| X /o CHEt XfAIEF LI 2 ORAS AP M| UX[E A ESHAL.

2. Amazon ECR O|O|X|04| A& 7tS ¢ OE|HEE LI¥5I24™ oras discover CHZO{ O|0O|X| Of
Eg 245104 AFSEFLICH

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

A7t a1 Hi g JLc

111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46f58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. O|™ of Mol ORAS CLIE AF23t0{ HEHE AMA|5tE{H OIS HES AT LICEH

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

A7t a1 Hi g JLc

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-
east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and
all tags associated with it? [y/N] y

4. yE FELICH otE|YHEE Arx|sHoF &fLICH.
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Error response from registry: failed to delete 111222333444 .dkr.ecr.us-
east-1.amazonaws.com/

0ci@sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:

[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775F9b74943b5b]

O| A= OCI 1.1 EA| &of| EA|E! O|0|X|E AMK|E [f A4t
O|0|X|E &=st= 0

(= e

2 e = UAELICH 2FM A= E WX
HLHAEE BX{ AfA|stioF O|0IX|IE AfAE

1
30
o>
L
ful

1. AMAEEE MED AEE DLIHAEES

AFIsHEAT e g et

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

27t ChEo Hi g AU

Are you sure you want to delete the manifest

"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b"

and all
tags associated with it? [y/N] vy

OHLHAETF AKX EH MES AKIE

=

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06dl116e46461d1c3cda8927e69c48108c42
LICh y2 =& LICtH

Are you sure you want to delete the manifest

"sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42"

and all
tags associated with it? [y/N] vy
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Amazon ECR At

0o
1z
0%

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

4. MBo| AMERA=X] EelstedH S S UM ELICH

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

A0 oS Hiz

Ll
N
°
I
n

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
0ciesha256:88c0c54329bfdc1d94d6f58cd3fcbh1226d46F58670f44a8c689cbh3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

E|ZX|EE|Z O|0|X|E F AT # oiis HEE = + J&Lict 2&E ME YE= o3 24 &Lt

- O|O0|X| URI

- O|O0|X| Ef2

- OlE|™E DO|C|o] fE
 O[O|X| OfLIHAE RF

« AZHAEY

- 0|O0|X| 27|(MB)

- O[O|X|7} EIZX|EE|0of FAIE Algt

« S| e

O|O|X| ME HEE 2 2{MH(AWS Management Console)

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/repositories)= 3L|C}.
2. EtM @20 o|0|X|E Z&ste ElZXIER7} TEE 2| MEdstL|ct

3. EMEFM EZXIEEIE MEIFLICE
4

2|2 X|E 2|(Repositories) H|O|X|0l| M EEi= 2= X|EZ|E MEHELICY.
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Amazon ECR At

ol
nx
0%
x

5. ElEZX|EZ|: repository_name HO|X|0{ M MF At E = O|0|X|E MEHEFLICE.

tEo 2 o|0|X| 71X

ol

Amazon ECR ZZ2}0|8! 2|ZX|EE2|0|MH 2EZA
7|

r

Amazon ECROIAM At & == /= Docker O|0|X|& A& 5t2™ docker pull BEE AI&3t0o1 2ZH &t
Ao 2 0|0|X|E 7FMZLICh 7|& BIR|AER| E£&= CHE AWS HE HAZE BIX|AE 2|0 O] =Y

2 48 £ AsLIh

_I

Amazon ECS %] ™ 9|0f|A Amazon ECR O|0|X|& At&3t24H Amazon ECS0i|A Amazon ECR Of
O/X| A2 MME BT ESHMI2.

/A Important

ot7tO|= &l o|0|X|E 7tXE = gi&LIch E2El O|0|X|§ 7txeiE HX Sadstok gfLict
o|Olx| £ & =7dofl CHEt RtAIEH LI 2 MldE & ZstMI 2 Amazon ECRO O|O[X| £ 2.

/A Important
Amazon ECR2| 27 At&ofl [t A}Rxm x| AE2|ol CHE @1& st
Amazon ECR Z|ZX|EZ|0{| A O|O[X|E FA| E= E35t7| Hol| IAM HAME S5H
ecr:GetAuthorizationToken APIO] E%% g H$to| QIo{ofF &fL|Ct. Amazon ECR2
Ch st = ZE0llM A& R HMAE Kofsts o] AWS ZEIE HHME MBELICH Amazon
ECRS| AWS Z 2|3 H&ol CHet AtME LI82 MM E FHESHML2AWS Amazon Elastic
Container Registry0i| CHEH 23 &2,

|->i

Amazon ECR 2|XZ X|E 2|0l A Docker O|0|X|& 7}x{22{H

1. O|O|X|Z& 7}X{28{= Amazon ECR B X|AE 2|0] CH3H Docker 22I0|1EE QB & LICH 0I5 E
MEE|= BIR|IAEE|OICH ER5HH, 12A|17F St KFEFLICEH XHMEF HE &= Amazon ECR
°| MEPOIH' dXAEZ Q5 S FZtML.
A

y=
2. (M= AMY) 7FX{E O|OIX[E AlEELICH

« aws ecr describe-repositories BHEE AL 50 BX|AEZ|0| U= EIZXEE SEES EA|

= A& LI

ok
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Amazon ECR

aws ecr describe-repositories

Qo] HIX|AEZ| oMol = amazonlinux 2t E|ZX|E2|7} & LCt

AAEH

«  aws ecr describe-images BWHE AL25l04 ZIZX|EE| LHof| /= O|0IX| SEE EAIE £ Q
&L|Ct
= B

aws ecr describe-images --repository-name amazonlinux

20| oi|A| 2|ZX|EE2|0o= O|0|X| C}O|MAE latestd &7H 2016.09 2!

sha256:f1d4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807
T Bt X[-EE o|OX[7t L& LICE.

OII

3. docker pull BB E ALE5to{ O|0|X|E EZELICE O|0[X| O|& BA2 EIOE 7I&E2E 7KL
= dR registry/repository [:tag], CIHOIMAEE 7|22 7IMHE
/repository[@digest]LICH.

==
o
=I_I_

registry
dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important

repository-url not found: does not exist or no pull access 2LF7I &
AlE|= B2 Amazon ECREZ Docker 22t0|HEE Q1B 5HOF & = U&LICH RHAIEH LIS
2 Amazon ECRO| Z 0|8l BIX[AEZ| Q15 EHHE R EFAAIL.

—_O = - =

Amazon Linux Z1E{[0|Lq O|0O|X| 7} X2 7|

Amazon Linux Z1E{ 0|4 0|O|X|&= Amazon Linux AMIO| Z& = S2st AT EQ|0] T QAR EE
2= =] |C}F. Amazon Linux Z1E|0|L{ O|O|X|= Docker Y2 2ZE 2| 7|& 0|0O|X|2 0| &tZF0jLt AR

St A OlA

st 4~ QI&L|CH Amazon EC22| o = 2|71|0|M0i Amazon Linux AMIE A2
Z1E{lo|Lq O|O|X|E AtE35l0o{ OHZ 2|70l ZE|0|L3tE &~ U&LICH.

AAEH

ot= Z4< Amazon Linux

24 744t 240l Amazon Linux Z1El|O|L] O|O|X|E AF&EF CHE Amazon ECSE AWS AFR 5104 Of
ZC|AH0|ME B FAIE £ &LICt REMEH LI 8 Amazon ECSO| A Amazon ECR O|0O|X| AFE Bt
(@]

Amazon Linux Z4E{|0|L4 O|O|X| 7tX4{2 7| AP| HHA 2015-09-21 68



Amazon ECR

A8 HEBM

Amazon Linux Z1E{0|L{ O|O|X|= Amazon ECR Public & Docker HubOi| A At

8¢ & A&Lch

Amazon Linux Z1E{|0|L] O|O|X| X|&dofl CHEH otE 24 AWS 7HEH A X HO 2 O|S5HAHIL.

Amazon ECR Publicoll A Amazon Linux Z1E{|0|L4 O|O|X|& 7} X 24H

1.

Docker 22} 0|21EE Amazon Linux Public &I X|AE2|0f| @15 &fL|Ct. 2l
gtLict. REMIEH LI Amazon ECRS| Z2l0|E! M XA E

ok

o
T [

® Note

ecr-public B2 H{7 1.18.1.187 O|&r2| AWS CLI 0l AL E 5=

S =
o
2l 915 e

2A|ZH S¢ef

[ —

1
SHAAIL.

x|k, =4 HH

O| AWS CLIE AIE35t= Zd0| E&LICH REAMIEH LI 2 AWS Command Line Interface At

X} 7t0|=E0i M AWS Command Line Interface’ x| & & ZsHHI2.

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS

--password-stdin public.ecr.aws

M2 oS Z&Lch

T

Login succeeded

docker pull HHE A& 3+04 Amazon Linux Z1E| 0[] O|O|X|& 7} LICt. Amazon ECR
Public Galleryol| Al Amazon Linux Z1E{|0[L4 O|O|X|& E 2424 Amazon ECR Public Gallery -

amazonlinux® & XstM 2.

docker pull public.ecxr.aws/amazonlinux/amazonlinux:latest

(M= ALE) 2ZHoiM ZE|0|LHE A-ELICH

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

Docker Hub%{| A Amazon Linux Z1E{|0|L{ O|O|X|& 7} X 22T

1.

docker pull HHE A2 3104 Amazon Linux ZIE{|0|L{ O|O|X|& 7t SLIC}.

dockex pull amazonlinux

Amazon Linux Z4E| 0| O|O|X| 7} X427
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Amazon ECR At

ol
nx
0%
x

2. (M M) 2ZHoiM ZE|0|HE A=gfLCt

docker run -it amazonlinux:latest /bin/bash

Amazon ECRO{|A{ O|O| x| AFA]|

O|0|X| AtE & Otx|H 2|ZX|EZ|0lA 0|2 AtA|E 4=
XEZ 2 2|ZX|ES LIRSl o|Olk|E 25 AX|E £
cro|8! E|ZX|EE| AXE HZTFM L.

ol&LICH BIZX|EZ| AF2E ofx|H ™A 2=
& LICE KtAMIEH ME = Amazon ECRO|A =

olnIx|E £522 AKlste Cial ElZXIEEl] 2l olnlx|ol 4T 7| #ElE 2ot #1HHo2 A
ofE 4 Qi KE A 23 F7| HMS B £ aLIch £ 57| HME 0| ZZHAE RS
cF. REMIE LiS S

(@}

—r .

(® Note
2|ZX|E2|of o|O|X|7} E&tE|o{ I YLE 0|0|X|7} Amazon ECRO| OCl v1.12 X|§st7| A

of FAIE Z2 U Mol ST Ol0IXIE 7+2I7] Ol0Ix| QI E= HHUHAE S50
olgsLich mtakM OCl vi.1 o|F olOlx|E AtKIE mf s o|0|X|E R xsts HUBAE =2

£ TS2 = YX[stod OlE[HEE AX[siof & 4 U&LICH

O|0|X|& AFA|5tEdH(AWS Management Console)

1. Amazon ECR £ £ (https://console.aws.amazon.com/ecr/repositories)2 & L|C}.

=4 220l ARIE OlOlXI7H S0f Qi BlEie Mg
= A4 SHoll M BIZ XIS EIE MELC

2|2 X| E 2|(Repositories) I O|X|0o{| A &-A|E O|O|X|7} E0{ = 2lZX|ECIE MEHELICY.

o & w0 DN

SHErLIC

6. 0|0|X| &tK|(Delete image(s)) CH&F AFRFOIIA] AFAIE O|O|X|7F MEHE|QI=X| BHQIEH £ ALK
(Delete)& MEHEILICY.
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Amazon ECR At

0o
1z
0%
x

O|O|X|E &fxl|5tE{H(AWS CLI)

1. 2lZX[E2lol /= ol0|x|§ LtAELICH e 7t X|”4El o|O|X|= o|0|X| CtolMAE QL £ Ef
O 55 25 4Ltk B3t X8l X| g2 ololx|o= o|O|x| Cto|MAERF Ql&LICH

— L= Ak

aws ecr list-images \
--repository-name my-repo

2. (MEH AME) AFRISHE4E O|O|X|QF 4ZAT E{1E x|&d5tod o|OlX|ofl CHEH x| o= EHI = AbX|E!
L|Ct. o|OX|of M Ot X|2F Ef 2 & AfA|5tH O|O|X = AMA|IELICEH

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. O|OlX| CtolMAEE X|Hatod EY27t RIEEIRAAHLE XIEE|X] i 2 ol0|XIE AfA[ErLICH CHOlA
AEE 3 Zotod 0|0|X|E Arx|st™ o|O|x[et o|0fx|e| Bf 257t AFK|ELICH

aws ecxr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

0424 o|0|X|E AtA|siEdH @& olAf o8] o|0|X| E{2 B = o|O|X| CHOIMAEE XK|HHE £ Q)
L|C}.

o>

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

Amazon ECRO{ o|O|X| £ &t

ECR o}7t0|E AEE2|X| E2A T RALITN?

Amazon ECR 0}7t0|E2 AE2[X| EeilA = Z4E|0[|L1 O|0|X|E /T XMEE 7| AEE|XIE MB35t
ME2 AEZ|K| 2EAQLICH Amazon ECRE 5 7HX| AEE|X| 2eiAE MZ2ghLct.
« ECREZ AECLIR| EoA - M7 | Moz HMASH=E &4 olOlXk|e 7|2 AEE|K| A L|C}.
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Amazon ECR A8 HEBM

« ECRO}7IO|E AEE|X| 2EHA - 7O HMASHK| IR #H &4 = HI|XE
of 5t= O|O0|X|e| MH|E AEE|X| EcHALICt ofzlo|lBE AEE|X| E 7l 0
?lsh 27 AEE[X| F2iA0f H|SH cHEZF o|O|X|of CHE HIE S HAELICE RtMEt 23 HE=
Amazon ECR 222 &HZ3M .

O|O|X|E ofztolEstE{™ F 7HX| &440| U&LICH HX{ OS2 7[@2 2 O|0|XIE RS2 = E st

EE Y8 F7| nag 7HE = &L

- O|0|X|7} FAIE O|F A1t Alzh

- O|0|X|E OIX|BS 2 7IX2 & Fatst Alzh
. ZIEZX|EZ|Q o|O|X| $

XgE 7|7k SoF EarEl

—

& 0 OZ MASHEE MHE FHE £ UELICH REAIEH LIE
2 Amazon ECRQ| £ F=7|

g g+H =
S AtE3stod o[Olx| HE| AASE MME H s,

Amazon ECR 2& E=E AI835104 O|0|X|E ot710|EE =& JU&LICH AWS CLI. RHAM|E L8 2
O|x| Eat MME E XM 2.

ke

ot7to|E =l o|O|X|E CIA| AF235HOF 5= Z32 ECR Standard AEZ|X| EciAZ 221 £ Q&LCH
ECRO| 20 O|L{of o|O|X|E |SE H2Z 0 EA
|.

AHe = Ql&LICH SE o|0|X|l= MZ IEI o|O|
XXH SESIH S 0| AZE|H SA| AL = U&LICH S/HE o|0|X|olls A7, SA L 2|Z X
Eg| a8 F7| Hxio| MEELIC AIMEH LIS 0|0|X| S MME &X5HM 2.
o|0|X| £ &t
Amazon ECR 2£2 AM&35tHU =& F7| A AL 5104 O|O|XK|E &8 22 0+7+0|E AWS CLIGH
7Ll RS2 2 of7to|EE 4~ Q&LICt. o|O|X|7} ot7tOo|EEl BL:

- O|O|X|7} ot7to|E AEE|X| EEfAZ O|SELICH

- EEE O|0|X|= 7tXE &= QA& LICH E#E O|0X]| 71 MR 7| L2 404 272+ &7 Auighct.

 O|O|X|E 7}X2 =& Q¥ X|2t describe-images WHEE A& 504 A5t 7LY list-images BES At

8350 LIEE = JU&LCt o|0|X| 4 Ef= £ E A|E/LICFARCHIVED.

- HztEl o|Olx|el x4 XME 7|zt2 90U lLICt of7to[Eof 90 0|2t 2 EtEl o|0|X|= AFX|
Ste =8 7| WM 79e 4+ Qi&LICh 90 0|2t Sot E#tEl o|0|X|E At A|SHOF 3t B
batch-delete-image APIE At&3dtioF 5t X|BF Z|4 90 AEE[X| 7|ZHol| CHEF Q20| EatElL|Ct

- O[O|X|7} E|ZX|EE| 27|29 ot7tO|EE! O|O|X| Rof| LIEF LICH Ol B2 2= X|E2|of olO|x|7¢
StL} Ol&f ot 7IO|E &l B0l EAIF).
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Amazon ECR A8 HEBM

OIXIE =322 MEfst7{LL O|0|X|E E|ZX|E 2|0l CHA| ¥ Alsto{ O|O|X|E &4 O|0[X]|

= A&LIch

T

=3
=

_?—I__l

o

LT
J
e o

7|&0l| = ololx|& AfMlsteE =& F7| EAo| = < 0l

ro

. B|ZX|E2|0f ol7t0|E AlZtat Z
O|x[7F AFXNIElLICE

AWS Management Console
O|0O|X|& otz7I0|E ot

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)=2 & L|C}.

2. EHAM ZFoiA otzto|E5tEd= OlO0|X|7t iz EIZXIEE|7t Z&E B[S MEfgL(ct

3. EMEFM EIZEXIECIE MEIFLICE

4. B|ZX|EZ| Ho|X|olAM otzto|E5tEd= o|O|X|7l Z&E B|ZX|EEIE MENBHL|CE

5. Of7to|E23stE{= O|0|X|E MEHELICE O|0|X| M2 HEI7F EAIFLICH

6. O|O|X|E ot7t0|E5tE{™ ot7t0|E HES MEIStT HIA|IX|7F AL &Qlg MENEEL|CE.

7. ElEZX|EZ|o] A2 ot7t0o|=2El o|0|X|2! ZHS MZ of7I0|=El o|O|X| §0| MZ ofz7to|E &
O|O|x[2t &7H LiEHZLICH CHE otztO|EEl o|O|X|7t Rl B0l o|O|X[7t i Riof F7HE
L|CtH

AWS CLI

O|O|X|E of7to|E stE{H

«  update-image-storage-class BHE 2 At835l04 AEE|X| EEiAE E C|0|E3I04 O|0IX|E
olzto|=gtL|Ct. ARCHIVE

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE
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Amazon ECR At

ol
nx
0%
x

=38 7| M E ALE3tod 0|O|X|E ot7to|E &tedH

- T8 37| S MEsto{ E|ZX|EE[0l CHEF of7tOlE &S Fgstod O|OIXIE RS2 2 of
7H0|EE = U&LICH =38 7| M E AtSotH Ch2n 22 7I&ol et o|0|X| & AtS2 = of
7to|EE &+ /AU&LICH

- O|OIX|7} FAlE o|F Bmt Alzt
- O|0IX|E OtX|Ze = 7IM2 & Jueh Alzt

- M MEZ X|E =Y o|O|X| £

X|AE 7|7 S0t HAE 0|0|K|2 QRO S AX|SIE 2 A0 =7 KRS AE AT 0l
LICt ot7to|E % o] & &l =& 7| HAof CHet AEAIEF L8 ofxl= MM E & ZshAl
QAmazon ECRO| 8 F7| & At&3tod o|alx| HE| At SE

12
jo

@ Note
HetE olOfx|el 2|4 XE 7|7H2 90 LTt ofzto[E=of 90 O|Ete 2 EztEl o[O|X|
= Aot =8 F7| HME A HE = eiaLch 90 O/t Sk E#tEl o|0|X[& AFA|
5o 3t= < batch-delete-image APIE AF&3HOF 3 X|2F %A 90 AEE|X| 7|ZHo]| CH
gt @ Z0| fEatFLct,

describe-images BY & AL&5t04 O|0|X|E MBSt ot7t0|=E O|0|X[image-statusl|= &L
CFARCHIVED. £ 7|£2 2 0|0|X|E ZE{2limage-status3lod of7t0|E2E O|O|X|BH E 7L} &4 O]
O|x[2t = = USLICH

ol0|x| =&

ot7}o|E El o|O|X|E E2I5t'H ECR Archive AE2|X| Z22|A0|M ECR Standard 2AEZ|X| 2EA R
CIA| OIS EILICH SHE O|0IX|= EZE AECIX| Q222 HIAELICH 52 Z2ZMAE= A o|O|X|7}

M I S SAE ShY

mo rir

. =2lo| 22D O|0IXIB JHKE 4 2ALICH S Yoz 2i0) 2020] ZalXIE of WA
tEE = &Lch

- ElZXIEE|of CHall F Al Al AZHO| & d3tEl F2 S/El o|0|x|7F AZHELICE o|0|X[7} o702
T|7l Hel o™ 2 At MEE + Sl&LICH

- EIZXIEE SMI FEE 2 S Al M 2 d3E Z2 SHE ol0X|7H SAMELCH

O|O|X| =& AP| 7 2015-09-21 74



Amazon ECR At

0o
1z
0%
x

- SHE o|O|x|7t #d o|0|X| S 5= of LIEtEfLICH

O|0|X|E S#ste= tle LdEtHo 2 x| 202 0| AE[X|2H H WEA 222 = UELICH S Z2A
£ &0 o|O|x[= ot7to|EE &EflZ RX|E|0d 50| 2t =2 K| 7tKE & & LICh.

AWS Management Console
otz}o|E2 & o|0|X|E = sted™

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)=2 & L|C}.

=
2. M ZRZ0|M S2stz{= otztol2E o|0lX|7t = elZX|EE|7F & & 2| E MHY
Ct.

I

L

EfAM oM BIZX|ECIE MEIELICEH

2|Z X|E 2| Ho|x|ol M otzto| =&l o|0[X|7F =& &l 2|2 X|E2IE MEYELICEH

r

HEl olO|x| ’iE =i EhL|CH

e
o

t2d= otzho|=E &l o|0[X|& MEAELICE.

|'_I_l 22| Xtod=2 il‘Ol%l-L_lEL

© N o o

S | G 1
rio
mo
x
jlud
[o][]

e
o
1o

r

o
=
=z 2 W7Hx| Z7|chEL/ch S#0| 2= X[ o|0|X|7t &4 o|0|X| F5Foi ZA[ELICH

AWS CLI

ot7to|=El O|O|X|E S sted

2

«  update-image-storage-class BEZ Al&35t0{ AEZ|X| 224 E E Cl|0|E5t0] ot7+0|EEl
O|0|X|& =&&L|Ct. STANDARD

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class STANDARD

describe-images B At&35t04 O|0|X|E MBtH =7 ¢l 0|0|X|image-statusl|= &L
CFACTIVATING. gf2 image-status AF&36t01 2 O|0|X|E EHE{ZACTIVATINGSI0{ Al =& ¢l
O|0|X|E & = AU&LICH

o|O|x|

I
e
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o

ot7to|=El O|0|X|E S&st= CHE Y2 ol0|X|E 2|ZX|Ee[ol CHAl F Alst= ZIILICE 24X of
7t0|EEl O|O|XIE F AlstE aliE ol0|X|7F HA| 2= ot7to| 20l M &7HE LI

Amazon ECRO{|A O|O|X| Ef 1 CFA| X|7H

Docker Image Manifest V2 Schema 2 O|0O|X|& At&5tH put-image B 2| --image-tag SME Al
&35t04 7|& o|O|X|of| Ef2& CHA| XIHE &= U&LICH DockerE AL&3t0{ O|O|X|&E 7HRK{27HLE FA|
SHR| et ENOE ChA| XIHE £+ &Lk 37171 2 olOlx|e| Z< o|Z A 5t o|O|Xx|of E{2E
CtAl X|H5tE Ol E= AlZts HERIT CHHZES 3 H " = USLICH

o|O|x[ofl EfZE CHAl X[ 5tE{TH(AWS CLI)
£ AL&5tod o|OlX|oll EHE CHAl X|I&5l2{H AWS CLI

1. batch-get-image HWEE AFE35t04 Ef2E CHA| x| & o|O|x|oi CHEt o|0|X| OHLIHIAEE 7}
et mtdof =M ELIct o] oAM= EIZXIEEIM ## Ef27t = olO|XK|e] OHLHAE,
amazonlinux7t MANIFESTEFE O|& 2| 4 Hof XA EL|CE

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. put-image BHO| --image-tag SMS AHESto{ MER Ef27t X|FE O|0|X| OHLHAEE
Amazon ECRO{| 'd&LICH O] ofloi A= ol0[X|7t 2017. 032 B XI'E |04 U&LICH

@® Note
Of H{7Toi| M ——image-tag SMS AMEE = 9ic 82 24 HHSE AWS CLIYO
dlo|=&fLIct. REMIBH LI 2 AWS Command Line Interface AFS AREAM Q| x| AWS
Command Line Interface S & X 5tM2.

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. MEZ o|0|x| efz27t o|O|X[oi A E|o{ =X| = QIFFLICE of2iel £E=30f M o|O|X|of|l EH2
latest®2t 2017.037} QU&LICE.

aws ecr describe-images --repository-name amazonlinux

o|O|X|ofl Ef1 CHA| X|H AP| 7 2015-09-21 76
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Amazon ECR

1z

02

"imageDetails": [

{

"imageSizeInBytes": 98755613,
"imageDigest":

"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

o|O|X|odl EH2E CHA| XI5 3t24H(AWS Tools for Windows PowerShell)

£ AME75to4 o|O|X|ofl Ef1E CHA| X|Z5tEd™ AWS Tools for Windows PowerShell

Get-ECRImageBatch cmdletE At&35t0od Ef & CHA| X[HE o|O|x[<e]

MHEZ2 7K CtS 0|8
3 #Haof LI o] oMM E BIZX|EE| amazonlinux®| ## EJ7F Q= o|O|X|7} &ZA
B4~ $Imageof 7|=ElLICH.

(® Note

A AEI0] M Get-ECRImageBatch cmdlet2 Al
PowerShell At MH

o =0

&8 £+ e 42, AWS Tools for

M2l AWS Tools for Windows PowerShell %2 & Z35HM L.

$Image =

Get-ECRImageBatch -Imageld @{ imageTag="latest" } -
RepositoryName amazonlinux

2. o|O0|x|e| OHL|HAEE $Manifest E7Z H40f £L|C}.

o|0|x|oil Ei1 CFA] X|H
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Amazon ECR At

$Manifest = $Image.Images[0].ImageManifest

3. Write-ECRImage cmdletl| -ImageTag &M AL&35t0{ O|0|X| OHLHAEE ME2 EfT 2t
Amazon ECRO{| ‘E&LICt. O] oilol A= O|0|X|7t 2017. 092 Ef RI'HE[0] U&LICH

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. M=Z o|O|x| Ef27} o|O|X|of| k|0 U=X| & lErL|Ct. ofefe| E=240i|A{ o|O|X|ofl EH1
latest®2 2017.097} {U&LICt.

Get-ECRImage -RepositoryName amazonlinux

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279%9eed@cl7bc674a7707f4256d5d497 2017.09

Amazon ECRO{IA O|O|X| E{ 2 E HO{M K| AT 5 K|

SIZX|EZo|MH Ef1 28 E 7{ o|O|X| EH1 Ho{M7|E & X|E &= &Lt Ef

O EHYE A F elEX|EEol o|0| EX5t= Ef 7t XIHE 0|E||X| T Al5tH
ImageTagAlreadyExistsException @/ 7} BHEHELICH EH:L 8 2 E Blao &g 0[E
LICH L& EfO= HE E7IE XIHst D CHE ElOe HE 7tsste 78'%* = QigLch.

AWS Management Console & AWS CLI =7 & At&35to Mf E2|ZX|EE| E= 7|E ElZX|EE2|9] O
O/X| B} HE JtsgS AHE &= U&Lct & HAE AL85tod 2lZX|EEIE MA5ted™ 0[0|X|
E X{Ze Amazon ECR Z2t0|H! E|ZX|E2| MM MM 2 X 5HM 2.

o|0|X| E{1 HA 7Isd M™E(AWS Management Console)

OlOIX| B HE TtsdE

x
X

5t24H

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)=2 &3 L|C}.

2. HMZDZolM HEE 2lZX|ES7t 2 E 2IHS MR

O|0|X| Ef1 & Ho{MX| L= & &K API 7 2015-09-21 78
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ol
nx
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x

Amazon ECR At

3. EMFofzztoll BIX|AEE|MM EIZX|EEIE MEFLICH

EIEXIEEI EAEX| et Zeto|8! BIX|AEE|E MEsto M7 & & & e ChS ElZXIE

2| mlo|x[oil M o|0|X| i HE 7t HEE Hste EIZXIEE| 0|F 2ol

£
A EIC|2 HES MENELICY.
5. S MEfEOE HEOM 22X EEIE MEfELICH
6. O|OIX|E O HA Jts )M OIS £ 2 ElZX|EC O HA 7tsd 8 & SHLIE MEIEL
Ct
- B4 715 - o|0|X| E{ 2 E FHo{rrE{H o] S S MEIFLICH. Amazon ECRO| ZHA|El O|O[X|&
UOIOIEE = UET E AF FHA| U2 M E5t= 2|ZEXIEC|0f HEELICH 8, UF HE
7ts Ei0l| CHEt Ef T UO|O|EE HIEE3Etetei™ ¥HE 7t5 BT M el ’IAE 4 Xtof E{ O
E2 =St HLE fALE 042 Ei O E OHE St JAUEFIE(HE ASELICH
- HZE E7ts - O|0IX| B2 & Ho{M e RAE YX[StE{H o] SMHS MEHFLICEH
Eiet SM2 7IE B0t Ue OIDIII— Alg M 2|ZX|EEQ BE Ef2t A2
=20 MELCE 7|E el Q)= o|O|X|E FEAIStE{D 5t Amazon ECRO|

ImageTagAlreadyExistsExceptiong BtetELICt 8t LR HE E7ts 0l CHEt Ef
1 YO|O|EE & Md3elsteiM HE E71s Bl NQ| EIAE AMXtof E{1 O|1E S =5t HLE &
Argt o2 Ef1E OHEstE A UEFE(ME ASELICH

>.

|ZX|E2] =&0M A Y

(= =S
X &Est= Zd0| 7}& E4&LCH =
= o

o
=
7|8 27Mg ArEstn EEE
0

7. OIDIXI AZH M (Image scan settings)2| 3 7| AHE
R|HE £ UX|et Zato|S BIXIAEE| =E0AM A 7Y
EP0|H' HXIAEZIM A7 HHE X|YHotH 12 AHEE
5to] A7HE Z|ZX|EEIE XYY = UA&Lct RHAEH L2
oFAl ATH EHRIS At R SIAIAI.
7

9
.TL

L

7t HMEEHE 2|ZX|ES|of CHet =3 MY

CHE T 5 SILHE AL 3t0d W7 BUHs Bi12 TAT M Ol0Ix| ElZXIEEIE AAELICH

O|0|x| Ef1 ¥4 J7ts8 ME(AWS CLI) AP| 7 2015-09-21 79
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A8 HEBM

Amazon ECR

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --

region us-east-2

- O|O|X| Ef 1 #HEd N2 EE{2t &7 create-repository(AWS CLI)

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters

filtexType=WILDCARD,filter=filter-text --region us-east-2

- O|0|X| B2 HE 7t &7H New-ECRRepository(AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-

east-2 -Forxce

« O|0|X| Ef2 HZAM X2 ZE{2} &7 New-ECRRepository(AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FiltexType=WILDCARD Filter=filter-text} -

Region us-east-2 -Foxce

2|z X|E 2ol CHsll o|O|x| EfT HE 7tsE HEE YO|O|EstE{H

CHS B & stLEE AL8stod 7|& ElZX|EE|Q| O|0X| Bia HE 7Isd dHEE A

O|O|X| Ef 2 put-image-tag-mutabilitymutability(AWS CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-

mutability IMMUTABLE --region us-east-2

« put-image-tag-mutability(AWS CLI) 2! o|0|X| Ef1 ¥ 7t54 A 2| EE

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters

filtexType=WILDCARD,filter=1latest --region us-east-2
Write-ECRImageTagMutability(AWS Tools for Windows

- O|OIx| B #HE 75 €0l /=

PowerShell)
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Amazon ECR A8 HEBM

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

« O|O|X| Ef 1 AN K| Q| ZE|E AEE Write-ECRImageTagMutability(AWS Tools for Windows
PowerShell)

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECRO{IAM X| 35t Z4E|0|L4 O|O|X| OjL|THAE & Al
Amazon ECRE CtS1t 62 Z4E||0|1 Oo|O|X| oL HAE EAlE X|HELICEH

« Docker O|0|X| OHL|H|AE V2 A 7|0} 1(Docker HHZ 1.9 O|5Holl A AFHE )
- =7 0|0|X| LT A E V2 AZ|0OF 2(Docker T 1.10 0|40l M AFSH)
« Open Container Initiative(OCI) AF(v1.0 &/ v1.1)

=7 o|0|X| OHLIHAE V2 A7|0F 22 X|HHHCIS 7152 AFE £ &LCH

- Bt o|O|x|oi oded 7Hel Ef1 AFE 7S LICH.
« Windows Z1E{|0|L{ O|O|X| K% X|H.

Amazon ECR O|0|X| OL|HAE 7t

Amazon ECRO{| O|0|X|& FA|5tD 7}X{ 2™, ZIE| 0|4 2Tl E2I0|HE (M: Docker) 7t Bl X|AEE|Q}
Stlstoqd o|O|x|ol| AHS E BlIX[AEE| & ZEI0|METL QAE £ U= IHLIHAE FAo =2 UX|A|
ZiLct.

=

Docker %1 1.9 0|5t AF&3t0{ Amazon ECRO] O|O|X|& FAl5t= Z<, Docker O|0|X| OHL|TH A
E V2 A7|0t1 8AloZ 0|0|X| OHLHAE & Al0| M{ZHE LIC} Docker H-I’H 1.10 O|&4 S A8 35l0d
Amazon ECRO{| O|0|X|& FAl5tE B, Docker O|0|X| OHLHAE V2 A7|0F 2 @AISZ 0|0O|x| OH
LHAE A0 AEELICH

Ef-12 Amazon ECRO|A O|O|X|E 71X 2= AR Amazon ECRE Z|Z X|E2|of X{Z = o|O|X| oiL
HAE SAIS HHEHSHLICH SHE A2 ZEI0|¢E oM QIAISH &= QlE ZA0iBF & Alo| HHEHE|LICE.
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Amazon ECR A2 AMEA

= o

?S“il% S2I0|HE A 2IAISHK| 25H Amazon ECRE 0|0| K| OHL|H A
teFLICH. o & £ 0 Docker 1.9 22}0|1E &= Docker 0|
O|X| OILIHAEE 2&35t1, Amazon ECR2 Docker O]

AME= o|0|X| ofu|™A
EE ZCI0|¢EM 2l 3
O|X| OjL|HAE V2 Schema 22 MHE L=

O X oL HAE v2 AF7|0F 1 EHAICE OILIHAEE HHEsL|CH CFS EoAM= Ef2 2 o|OlX|2 7}
X [ Amazon ECRO|M X|H5t= AIS 7= 8t g48hod| CHaH A& T LICt
ZClo|HENM 2 V2 AZ|0F1 A2 V2 AZ|0F2 EAloZ OCl| @4Alo 2 ECROf
st= A 7|0} ECRO{| F A& ECRO| F A& FAIE
V2 A 7|0} 1 BHEto| ZLRSHX| 2 V2 AF|Ol1 Aoz  HE EIls
g4g+F
V2 A7|0} 2 #Het 271s, Ectoled  HHEto| EesHX| efg v AF|ol2 @Alo =z
EJlV2 A7|O0H12 E e E
HH =]
b I == |
OCl HEt E7ts OCI| EAlo = Higt= B42t0| 25X ot
/A Important

O|0|X|E CIOIMAER 7ML E B2, AA8E = U= weto| eiaLct 22l0|HEE=

Amazon ECRO{| K& &l O|0|X| OiL|HIAE FEAIZ O|5H5t T 240{0F & LICt AFE X7t Docker

1 9 0|5t 22t0|HE M CIO|MAEE 7|Z2Z Docker O|0|X| OHLIHIAE V2 A7|0F 28 2
Mot 82 o|0/X| 7}K 7|7t Mgl RtMIEH LI 2 Docker ME MO BX[AEE| S8

HE AXFAML.
Of odlof M Ef 22 S Ut O|0|X|E R st= B, Amazon ECRO|A ZEt0|AHE M QIAIE
T e A2 2 o|0|X| ojL|HAEE B2ttt 2|2 o|0[X| 7k 7(7F ES L.

Amazon ECSO{|AM Amazon ECR O|0|X| A}

Amazon ECR Z2}0|8! Z|ZX|E2|E AR50 Amazon ECS EfAT0IM 7t 4= Q= A
EO[L4 O|O|X| & otE|HEE S ARIE £ l&LCt 0] &=0| 25352484 Amazon ECS EE&
Fargate, Z1EO|L4 O{lO|ME0f ecr:BatchGetImage, ecr:GetDownloadUrlForLayer &
ecr:GetAuthorizationToken APIZ BHE £ Q= HEto| QlofoF & L|C

Amazon ECSO{ A Amazon ECR O|O|X| A& AP| HHH 2015-09-21 82
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CHE EZ o= Amazon ECR Z2}0|H! B|ZX|EZ|0AM EHATE 71K = O| Ee st HErE AMZste
Zb AIZF S| A2 E IAM GE' 0| EA|Z|o] U&LICH Amazon ECS= E et HEto| & &l 2t2™
IAM HH: & MSELICH
UNESER - IAM 3& AWS ZH2[& 1AM A
Amazon EC2 QIAEIA Q| Amazon ECS E2AHEON & AmazonEC2Container
Amazon ECS £ =l Amazon EC2 QIAEA ServiceforEC2Role

oF AZ2El Z4E|0|Ld QUARA
IAM &2 AFS ' LICH REA|
Bt i8S ol2e{™ Amazon
Elastic Container Service 7Hgt
At eHLf M| ZdE| O[] QIAE

XEMIEH LH& 2 Amazon Elastic
Container Service 7Hgt &k} OF
LH A 2| AmazonEC2Container
ServiceforEC2Role MM g 2t

Fargate2| Amazon ECS

A 9| Amazon ECS

A JAM &4 O=|oI-° xl-xo|.k||o

Amazon ECS EHA 3 9|0 A
FX 5= ElAT A" 1AM &
2 ME5tML. REMIEH L
oto} 2 24T Amazon Elastic
Container Service 7Hg A} OFLY
Mol EfA T AR 1AM HE 2

HEsHMR.

mo mek o>k

Amazon ECS Z2HAE| 52

B 2Z3|0jA M EE 7H
O Al(VM) T Q474! ZAE] 0|
CUIAEAA |JAM &2 AFE Sl
M. REMEH LIS LotEEd
™ Amazon Elastic Container
Service 7 R} eFLHA | ZAE]

ol QIAEIA Amazon ECS

ZotMIR.

AmazonECSTaskExecu
tionRolePolicy

XEMIEH L& 2 Amazon Elastic
Container Service 7Hgt A} OFLY
M2 AmazonECSTaskExecu
tionRolePolicy MM & & x5l
M.

AmazonEC2Container
ServiceforEC2Role

REMIEt LI 2 Amazon Elastic
Container Service 7H& X} ot
LH A 2| AmazonEC2Container
ServiceforEC2Role AMg 3t
ZMQ.

[}
4>
r#

rot
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/A Important
AWS ZZ[E IAM HHol = AEol 225K &g = U= F7t+ Heto| Z e E|o] U&LICE O
82 0| ¥=E2 Amazon ECR Z2t0[|8! E|ZX|EE[0|M 7tX 2= O 228 &[4 HerelL

{
"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}

Amazon ECS EHA 3 9|0l Amazon ECR 0O|0O|X| X|7H

Amazon ECS EfA 3 XOo|E OtE [l Amazon ECR Z2}0|E! E|ZX|EE|0MH SAEILE
ZiElo|Ld o|O|X|E R|HE £+ U&LICH EfA 3 HO|of A Amazon ECR 0|0O|X[of| CHEH T
A registry/repository:tag O|& X|HEE A& st U=X| &QISHM L. ol & S04

aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latestL|C}.

CtS 2] Mol ZZH2 Amazon ECS 2] 2 9|9| Amazon ECROIAM EAEE|E= 74E|0|L4 O|O|X|E
X|’Est= Ol AFSE 7+ E2 E0o{ELILCH.
{

"family": "task-definition-name",

"containerDefinitions": [

{

"name": "container-name",

EfA 3 % 2|0i| A Amazon ECR O|0O|X| x| AP| 7 2015-09-21 84
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Amazon ECR At

"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

Amazon EKSO| A Amazon ECR O|0O|X| Al

Amazon EKSO{|A{ Amazon ECR O|0|X|E A2E £ Q&LICt

Amazon ECRO|M O|0|X|& & =& = o|0|X|of CHall Al registry/repository:tag Ol
X|HE Ar&3sHof gLt of: aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest

Z 1AM HE

HEE e R 2™ = FE0M SAREL|E Amazon EKS /I Z2E7) e B LCISE AWS
Fargate AE StA 2.

Elf|= Amazon EKS /3 2 E=: Amazon EKS X} =
Q8rLICt Amazon EKS & Xt = E |AM &0l & Amazon
g £|oqoF & LCt.

- HE™EE A 2E™E =EM
IAM 238 (NodeInstanceRole)O|
ECROi| CH3H CtS 2ol IAM H2H FHEH0

JSON

=L

Ilo
=1
I

3

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource™: "*"

}
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« SAERIE|E Amazon EKS 32 E AWS Fargate: £=0{ Z2}0[48! Amazon ECR 2| Z X|E2[0]
M O|O|X|E 7IX&8 = U= HEt2 NS 5t= Fargate ZE A &2 ALSELICH RHAIE LIS 2

Fargate TE= AlSH o4l OLE T |8 2 X SHM|2.

Amazon EKS Z2{AE{0] Helm A E M X|

Amazon ECRO{M S AEIE|E Helm At EE Amazon EKS Z28{AE{0] Mdx|g £ Ql&L|Ct.

gtL|Ct. 0|5 EHHl= Helm A2 Al25t04 R E|Qi&LICH

EQ AR
MEE Helm %2 HZ5HML.

Helm Z2}0|¢d
3.9.0. RkA|Et
o E|ABHAWSCLI Q1. 23 9E._E2 6.3 HTO| HFE{0| AX|=|o{ Ql0{oF B LICH REAM|E LIS

« Amazon ECR E|Z X|E2|0f| Helm XtEE F A& L|CH AFMIEE LIS Amazon ECR 2| Z X|E 2|0]|
Helm AtE FAIZ(8) XA L.

« Amazon EKSZ E45t7| 25 kubectlE FHMELICH AFMIEH LI 2 Amazon EKS AFR MW
M2| Amazon EKS2| kubeconfigdid S &AM L. Ee{AEH CHe Ot B0l 438 49 X
M3tAH A48t ZdLCt

kubectl get svc

Amazon EKS Z2{AE{0] Helm At E & M x|5tE2{™

1. Helm A E7} EAEE|= Amazon ECR Bl X| £ EE|0f Helm 22t0[HMEE QUBSELICE 215 EE
2 Ar8&l= dlx|&~E2|otct ‘*'RﬁFEH 12Al2t S¢F %EZ LICH XtM|EF LHE 2 Amazon ECRE]

=
ZefolA EX|AEE 218 EHE HZEsHMARL.
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aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. AEE MX|FLICH helm-test-chartE EIZX|EE|IE HF 11 0.1.02 Helm Xt EL|Ef1E
HF &= L|C}

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

i
o
O
o

T

(]

3. XE Mx|

helm list -n default

£33 of Al
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0
4. (ME4 ALE) Mx|E Helm AE ConfigMapS R XA,

kubectl describe configmap helm-test-chart-configmap

5. 2=E|H ZHAEO0|M AHE EE|AE MHE = J&LCH

helm uninstall ecr-chart-demo
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Amazon ECR2 ZiE{|0|L4 o|O|X|oi| MEst= F 7HX| &S X[ ELICH

ZeElE MB(HE)

2/% Y2 0/0IXI7 Amazon ECRE FAIZ [} 225t MBS HSO2 MastLCt of wede
MHS HASFLIC BEE MB2 HRRo| ASR A HEElS M3 WAILICH KM LIS
e HEE MBS BEFAAL.

+= MBS Notation CLI & AWS Signer Z2{19!2 AI&3510{ 0|0|X|E Amazon ECRZ F A|&t
7| ©of o|O|x|oi| MHEELICH o] &H2 ME ZEMA CHEt B2 Mo{E MBstH FA| 9132
Z2 QIR0 M o|Olx|ofl AHE3HOF 5tHLE M Erdof CHEE MESHE Mo{7t 2Rt AR R8&
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LICE ZtMIEF LB 2 =5 ME EaE HZstAA2.
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. BZX|E/0l MEE MBS 2lZX|EET ZIch 0|0|X| £0f CHE MH|A ETErol ZEELICH 2
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ECR MH|A EEHEr CHelg HESHAAIR.
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MAI5to4 ZEo|L] o|O|X|of| RIS 22 MEEFLICE W2l Eel0|ME & =3 E M|t 7
g EHRI Qo BHKIAEE FHOZE MEE S0 #HEIE &= U&sLICH

2El™ MBS #4524 Amazon ECR2 AFE5104 5Lt O| & 0| MBA ME Z2EE HE5t= M

H FHE ddstn, MEIxMo 2 o|0|X|E MAHSHoF 5t= 2lZX[EEIE HEtst= ElZX|EE EHE

ALt A4 EMH Amazon ECR 28 ™2 O|0|X|E FAlstE 7HAl|el AtE Z3H2 ALE 5104

ZAE ] RS2 2 o|0| K| MEstL|C}.

el™E MEE #4524 HA Ch=S 0] 1040k LIt

o MEAIMYE Z2 I . MEAN HME T2 L2 5t oA MAMsHL|CH ME T2 T2 Amazon ECRO|
MMEZEHE s&iste O AR E £+ e 188 AWS MEA SIAAQILICH ME ZZES AFS

5t Z4E|0|Ld O|0|X| & AWS Lambda HiE SHEU ZH2 I = ofE|HMEo| MESHT &g = QU
ELICH Zt ME Z2H2 MBE ME E3HE, S34E 1D U 7|6t EHELE YEE XG0
E 50{ ME Z2Z ARNS Ct31 Z&LCtarn:
signing-profiles/profile-name.
« |IAM H&t - O|O|X|E FAlStE IAM EoF FH = 28 MEBA ME 22 3 gt ECR 2|2 X(|E 2
IAM o] Qlofob BLICH ECR EIZXIE 2| ST MBR HH 3Hed 2
TS IAM 29Ot FH|0| K2 B |8t WS S3s o FLCH Tk ol
o4& LICt.

artition:signer:region:account-id:/

<

He
U_I—

T oh ot
|_

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
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"Resource":"arn:aws:ecr:region:account-id:repository/repository-name"

1,
{
"Sid": "SignPermissions",
"Effect": "Allow",
"Action": [
"signer:SignPayload"
1,
"Resource'": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
}
]

Amazon ECR B2l MBS A8 3tH 014 MY TFR(BIKIAET 2IcH 107H)S Madstol ot ZHE
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ZXECE MEte = Uauch 24 732 oM AHE 2T x|
GELICH M O||:||7<|7F FAZ|H Amazon ECR2 o|0|X|of MEE £ QAIE Mo 7= gl oy =z i)
Ux|ELICH x| &F0| 042 7 U= B Amazon ECR2 042 MEE M ELICt.

(@ Note

MBS £502 &0I5tE A0 Notation CLIE M x%|aHoF & L|C}H

(@ Note

Amazon ECR ZZ2|& ME2 AWS Signerg AFE 8 ZdE[O|L4 O|O|X| ME 2 AI8E = U=
2 E AWS ZI™0AM AL E 4= Q&LCH.

AEEE7|
chg ErAlof w2t 22l% AEE FAELICH Amazon ECROI MBI M Z2 ol ot X8 ©B
stm Meixio 2 o|o|X|7t MBElofol st 2IZXIEEIE MEtets TEIE MSELIch

AWS Management Console

Ct& BtAf m2tE AFE5tod #2l™ MBS & LICH AWS Management Console.
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2. T3 MB HOIX|oM 713 d&g= H=IFLCH

3. MY Z2RLHo|x|o| MEX Z2E ME} AWS 0l A AWS MEX Z2E Mg MEiStD
Z2 L OIS YT 05 Mo R MB /% 7|ths WEELICH O™ 3 88 MM
El=g

4. HE{ Ho|x|o| E|ZX|EE| M=o M E|ZX|EE| 0| WEE UHYLICL 2T # TieS U™
ot

5. dAE A 4 mHolx[ofA & AWS MER = E 3 2|ZX|EE| 0|F EEE FHIELICH
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2|21t
2E Zo| HE HolH My *.jE—”.E.*I—IEL

AWS CLI

MEB Z=EH ARNE AFE5t01 AE 78S HEFLICH OHS LIE 2| JSON I s A dgrLict

"signingProfileArn": "arn:aws:signer:region:account-id:/signing-
profiles/profile-name",
"repositoryFilters": [
{
"filter": "test*",
"filterType": "WILDCARD_MATCH"

O OE, S Bds Ayt

aws ecr --region region \
put-signing-configuration \
--signing-configuration file://signing-config.json
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aws ecr --region region \
get-signing-configuration

M F4d0| ZFE API SOl EAIELICH
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O|0Ix| ME &EH 2

O|0|X|& ElZX|E2|oi FA[gfL|ct oA

docker pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"

IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

FAlet = o|0|X| B2 E ALEstod ME EHE FHQIELICEH

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

E|ZX|EE| O|F0| ME ol HelE 2|ZX[EE| ZEet Y
7t ZAIEILICH &Ef7L S35t 2l ZXIEEo MBo| FAIZE

« T T AL

MY TS AL

aws ecr --region region \
delete-signing-configuration
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Inspector0ll A MH|A @1 IAM (& 0| RIS 22 MMELICH AIAMEH LIE=2 A
MHP XM 2| Amazon Inspectordil CHEF MH[A 44 g A S & T HMIR.

mazon Inspector A&

- Zalo|8! HIXK|AER|0| CHEF 1 F ATHE XS 74T Amazon Inspector= O|0|X| FA| Et A EH
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Amazon ECR A8 HEBM

SCAN_ELIGIBILITY_EXPIRED A7ZH A E|7} ZEEILICH Amazon Inspector0i A 0|28t O|O|X|E
AZH5tE{E B<0l= ol0/XIE sHY ElZX|ECIZ CHA| F A5l oF &FL|Ct.

« Amazon ECR ZZ}0|8! B|R|AEZ|0f CHSH & ZHA0| X Yo A ZEet Ux|stE ElEX|
EQ|I7} 12 AMOF AL235Hod AZHEILICH EEQF UX|SHK| ot SBIZX|EC|ol= off AZH BIE 7}

MYE|H AHE|X| t&LICH 15 ATHE AT =8 AH2 XIHE[X| E&LICH RHMEE HEE=
Amazon ECROM A ZHE 2|ZX|E2|E MEIstE ZEE XM R.

- 03] EE{7} SUS 2lZX|EC|Q YXIGHE FA| L HALG AT Al ATHE Q|Ft HEO| TEE XI5t
= A%, Amazon ECR2 T Z|ZX|EE[Q| FA| ZHE{ AZHoi| Q1% AZH EEE MEFLICH

- 13 AZHE 74 Amazon ECR2 EIZX|E2|o| AZH BT 7} B E f O|HEE EventBridgeE T
&8HLIC Amazon Inspectore 7| AZH0| 22 5|7 O|0|X| AZH A7t MM UHOIE EEE S =&
= 1 O|HIEE EventBridgeZ ™M&&rLIC}

Amazon Inspector0il A O|O|X[e] & AZH 7|zt #4F3

>
W

.

Ho| & M3l &l F Amazon ECR2 T/ El 7|7t 8¢ A& AHE FA|E o|0|X[E AZHEL
1S £ Amazon Inspector= O|0O|X|7} A& =|7HLt T2 AZHO| HIEH3HE W7HX| 22 X|E
LIEf>2gtLICt 85 0o| @7 AF&toll 27| Amazon Inspector 2 & 0| F Al Sx 7| ZHEICHZL
2 =80 A 7ztg B FHE £+ U&L EIZX|EEQ] A7 J[7h0| ButstH AZH HEHE
SCAN_ELIGIBILITY_EXPIREDZ EA|ELIC}. Amazon Inspectoroi A Amazon ECRQ| RHAZH 7|zt
MEE M5 Eol| CHE XEAMIEH LI 2 Amazon Inspector AHE A—E A Q| Amazon ECR A A ZH

7|z +EE HEstM L.

oo
TR T
ML
_|>|

0% HI

Amazon ECRQ| 12 AZHo| T8t |AM &t

Amazon ECR 12 AZH0|= Amazon Inspector MH|A @173 |IAM & 0| 2R5tH, 12 AHS &
3l U AFESHE IAM FR|ol= 2700l Z 28 Amazon Inspector APIE £ && Heto| U&LICH =2}

OlH! BIX|AEE|of CHEH & AZHE 74 Amazon Inspectord| A Amazon Inspector AMH|A @173 |IAM
oigto| AtS2 2 MMELICEH XEAMIEH LE& 2 Amazon Inspector A& A A 9| Amazon Inspectorod| CH

Bt MH|A 47 98 A8 2 XM,

CHZ IAM EM2 12 AMS EM3lstn AHE5t7| fIFt 2 HEHE R 0o4FLICH 047]0d= Amazon
Inspector7} AH|A 44 |IAM Q&S Mste O WRF Meta 13 AMS HHL 110 A AN E
HAMSHE o 228 Amazon Inspector API #&to| 8 E|o] Q&LICH
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"

g AHE FEY + Us AT IAM HEtO| A= K| HAELICH REMIEH LHE 2 Amazon ECRE| 11
= 2 700f 2238 IAM HEH EHEE B ESIMR

AWS Management Console
ZzZto|Y elX|AEE|of CHEt T2 AZHE 742{H

1. Amazon ECR £&(https://console.aws.amazon.com/ecr/repositories)= 3L|C}.

2. BHMZS0M AN FEE YT 2IHS MEELICH

ki
il
[»
N
_l
0x
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR A8 HEBM
3. EMEFM ZZto[ BIXIAEZ|, MHEE RIE 2 MEIFLICH
4. AZM FH(Scanning configuration) H 0| X[ AZH R&(Scan type)oll M 15 AZH(Enhanced
scanning)= MEHEHL|C},
ZIBHoE g AME MENSIH 2 E E|EXEETt 5K o = AZHEL|CE
5. &Moo=z AMY EH E|ZXERE MEstE{H 2 E E[XZXEEIE XISXHo2 A FlE
2 ME FA3CHE EHE ™Molghuct
/A Important
UEFtETl Qi HEE HEHE X8t EE 2= X|EC| o|§ 3 LXIFLICH o
EtETL e EE(*)= FALEFIET} E[ZX|EE| O|F M 074 Ol* O| EAtE CHA
st= 2|ZX|EE| O|F ot LXIELICH EH 28 E4]of Cist o & E 24T the section
called “ZE| L FIE” MME R XML

a. EZlEXIEZ|0|§2 7|EteE EHHE st OtE e FI7HE MENFLICH
b. OIOIXIE FAIE M AZE 2|ZX|ECE ZHEeLIC
- FANE M 2E SEX|ECIE AHGIZ{H ZE E|IZX|EE| FA| Al AHE HEFHLIC
- FAE I} AHE EH 2| ZX|ECIE MEHSIE{M 2[ZX]|EE| O|§2 7|2 EHE
Q213 Ot TE| £7HE MeBLIC
6. XM MEELICH
7. 13 AHE Hi{s Z 270l Cis o] HAIE BH=gLich
AWS CLI
CHE AWS CLI BE 2 A8 381018 A8 3stod ZEto|8! BX[AEE|ol CHEt 12 AZHE ZHLICH AWS
CLl. rules ZME AlEstod A7 EHEE X|HE == J&Lct
* put-registry-scanning-configuration(AWS CLI)
ChS oiMolME ZEto|s! BX|AEE|of CHet g AZHE ALICH 7222 rules7t X|EE
X| ot ZALR Amazon ECR2 A7 M2 B E E|ZX|E2|of CHEH Qi AZHo =2 MEsL|CT.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \

k=

A T
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Amazon ECR A8 HEBM

--region us-east-2

CtS MM = Z2to|2! BIXK|AEE|o CHal 13 AZHE 7HTD A ZEHE Kl’gﬂl—lq {plfel
A ZEE AHE5tH 0| prod7t = 2E H

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod",6"filterType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

CHE ofxol M= ZEtolSl BlIRIAEE|of Cisl T2 AZE 70 OFE A7 EEE XIGELICH
oMol AZH EZHE{= 0|0l prod7t Z& & ZE EIZX|EC|0l CHell A% AZHE HDCHE ZE
2| ZX|E 2|0l CHsAMBF FAIE M A0S L

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFilters" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}, {"repositoryFilters" :
[{"filtexr":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

Amazon ECRQ| I1& A7ZHE 2|8t EventBridge O|HIE ™&
2 AHE 7{H Amazon ECR2 EIZX|EE|o| AZH HIE 7| ¢4ZEE 1 O|HE E EventBridgeZ M&
gLICk Amazon Inspectore £7| AZHO| &t 2 &1 O|0|X| AZH ZAupot M, AC|o|E £= SEE

=]
O|HIE £ EventBridgeZ & &HLICH
EIZX|EZ| AZH 2T #HZo] CHEH O|HIE

HXIAEZM Cla] T2 AHE 74 A 12 AZHO| 74T 2|AA T HHZAE|MH Amazon ECRMIAM CFH2

OHEE T™EELICE of7]ofl= dd S M |£X|EE| HE Sl E|ZX|ECe| AHEIE EE= T
= 27 7|50| AT E[ZX|E2|0|A O|0|X|E M5t HLE &5t Aol ZEELICH RHMIEH LHE
2 0|0|X|0f M Amazon ECRC| A E Q0] kAl AZH EHE EAFHAIAIL.
{
"version": "0",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",

EventBridge O|HIE API {71 2015-09-21 101



0o
1z
0%
x

Amazon ECR At

"source": "aws.ecr",
"account": "123456789012",
"time": "2021-10-14T20:53:4672",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

1,

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",

"scan-type": "ENHANCED"

Z7|olglx] &4 O|HE(DZ ATH)

BHXIAEZ|of CHSH 2 AMS 74 AL % 7| 0|0|X| AZHO| &t 2 E|Td Amazon Inspectordi| A CHS 0]
HIEE ™MSEFLICH finding-severity-counts TtEHO|EE A4 E =&F0| U= AR08 Zt2 gt

BtstL|Ct. o & S04, O|O|X|0d CRITICAL £=&0| ZAnt7} glom AlZt 72 E TV} dhetx| x| of& LIt &t
Mgt H=2 = 0[0[X|ofl A Amazon ECR2| 0S & == 2fd 40 7 [X| FAH AHE FEsHM L.
O|H E mj&d:

{

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]
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}

E2 ofAl:
{

"version": "Q",

"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

O|0|X| &ZH A1t AUC|O|E O|HE(ZZ A 7H)

HX|AEE[o CHaH TZ AZHE 74H O|O|X| AZH A7t M4, UC|0|E E= 2 E [ Amazon
Inspector0i| A CtZ O[HIEE MEELICH REAMIBH LI 0[0|X[0{ A Amazon ECR2| OS 2! = JEH
A Q1o WHF|X| F[Fg A

O|H E mj&d:
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"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

£33 of Al:

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd@f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

1,
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [

{
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"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."

}
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"resources": [

{
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"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"

},

"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",

"region": "N/A",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

CH= Amazon Inspectoroi| A ZoHE 04
M oMol F|ofM 2l - E 5 (CVE) O

K|l 224 Al 22 7Hx| LEHHel EXMof Chet 24| o2 MF HEE EedH Amazon ECROIA O[0|%|
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AWS Management Console

AWS Management Console2 At&5t0{ O|0|X| AZH ZAIHE HMstE{H CHS
Ol|O|X| AZH AtE ZHM5tE{H

—

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/)2 ¥3LICt.

THE MEMR.

2. BMRZ0MelEXIEET Ue 2lTS MEIFLICH

3. EM FolM ZZXEEIE MEELICH

4. 2|ZX|Ec|(Repositories) H|O|X|of M A7 AT E AME o|0|X|7t & & E|ZX|ECIE MH
gLt

5.

o|O|x| = o|x|e| o|O|X| E§Z HollM AZH AIHE A2 o|0|x| E{Z & MEAELICE.
A

6. Amazon Inspector Z&0|AM HF HEE E{H 0|F Lol M F & O|FS MEAErLICEH

AWS CLI

CHZ AWS CLI HHEE AF8310{E AFE 3504 O|O| K|

AASHL|CH AWS CLI. imageTag

ﬁ = % [ == My |
IF= imageDigest& AtE35t0{ O|0|X|E X|HE = U2, & Ct list-images CLI BHE AFE 5t

01 7tXE2 = UA&LICH

* describe-image-scan-findings(AWS CLI)

CtZ ofolA= olO|x| i & AFSELICH

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

CHS ollol A= olOlX| COIMAEE AHSELICEH

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2
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o|0| k|0l A Amazon ECR2| OS F|oFA] A ZH
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nx
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x

Amazon ECR 7|2 AZH2 AWS L|O|E|E 7|& &2 A236t04 ZE|0|L] o|O| K| AZ E Qo] F| M
£ YRS 2 MM F ek d e A RIstod 5071 o2

S AWFLI 7|2 7S B| ASE °
| MAFLICH oligt 4

CIOIE] IIEE AAI5t04 YURHX QI F|ekdd Bl .- Z(CVEs)Ol CHEH ZAF ZATHE
A0E SSYA 2o Ho, Olo|H I|=, {3 QEZ|HA T|IE, 371 F2FA O|O|E{H0|A(NVD) &
MITRE7} Z & EL|C}.

Amazon ECR 7|= AZH2 E[FMAWS E MH[A0| LIEE 2 E 210l A X[ ELICH

Amazon ECR2 7I58t R UAEZ HIEZ AAQ| CVEO| CHEt MZEE AI2EL|CH O=HX| otoH
! MAIZIE E2
1T O ([T [ —|

T8 2(oH4 B AIABI(CVSS) H47H AFSEILICH CVSS M4 E AL 804 NVD #[of
L=2e] AlZ

.I
= =
2 = UELICH RHMIEF LHE2 NVD F e A2t S22 FX5HML.

Amazon ECR 7|2 AZH2 ZE{E X|§510 FA| A| AZHE B|ZX|EEIE KIHELICH FA| EES
A0 UX|GHK| = EIZXIECIE 85 AW BT Z MHE|DZ AHE 522 A|ESH{oF &L
Ct. OlO|X|= 24 AlZtOtCt Bt HDF AZHE = QIELICE O] 24 A|Ztoll= Z|Z o FAIE M AZH(FHE
BR)URE =5 AZMO| ZEELICEH 7|8 AZHE AF8SHH F o BlIX|AEE|0 M 24 AZHE ZICH

20 T
Iy |
T

n

=
100,0007H2] O|O|X|E AZHE £

Zt o|O|x|oi| CHal Or X2t 2 2tRE O|O|X| AZH ZDtE HME = U &LICt o|0|X| AZHO| 2R E|H
Amazon ECR2 Amazon EventBridgeZ2 O|HIEE M&erL|Ct XFM[EH LI 2 Amazon ECR O[HIE &l
EventBridge EFHE H XS AAIL.

72 a7ig fe 28 A X[

Hot B Ao (2D X[EXMQI EHE 2hE = UL E X|ElE HEHS 2 MK E HE M85t
7ol E&UCt S2UA H™of a2l SHE 29 MAE O ol HXIE LO0|EE|X| oo ZE CHE
2ol d2 sl 2 Aol Ciet MMER Eot M1 T O Ol YWEEIX| E&LICH E8F LE S
ol A 2 = 2P AMA el E& X|#o| BREH I|I=EdM 7|E 2ot M1 I & X[E M AHE L
Ch HHZEO| IS YA Q| x| & K| Z5+H =l Amazon ECROMIAM F2FMH HAME 0|4 X|RSHK|
ofg = U&LIc SEE 28 XM Aol Cis Amazon ECRO| M35t ZE Zite HE M3 SHo=
Ok AbE3HoF FLICH XIHElE 2 A & HH| MA| S5/ 2 Amazon Inspector AFS AH MO X|
HEl= 28 A A - Amazon Inspector AZHE &R 35HMIL. Amazon Inspector

Amazon ECR2| O|O|X|of CHSt 7|2 A 7ZH 74
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CHS Ef7loll et stut ol & ol FAIE mf A7 EHEE Holg + &Lt

Zztole! BIX|AEE|of CHEr 7|8 AZHE 7{edH

1. https://console.aws.amazon.com/ecr/private-registry/repositories Amazon ECR &2 L|Ct.
2. HM @S0l A TS UYY 2ing MeE U
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AWS Management Console
AWS Management Console2 At&3t04 =& O|O|X| AZHE A|ZfStE{H O BEHAHIE [HEAM L.
1. https://console.aws.amazon.com/ecr/private-registry/repositories Amazon ECR 2&2 3L
ckh.
M 220 Bl Z2X|EEE YEE cIde MElELICH

=
EfAM oM BIZXIECIE MEIELICEH

S AN
L]
HH
A
Hn
o
Py
@
xS,
o
@,
~—
3
=.
@
3
l:_-—
E
2
x
>
P
o
o
=]
Ral
M

& E
O|O|X|(Images) W O|X[of| A AZHe O|O[X|E ME4St CFHS AZH(Scan)2 ME R LICY.

+S2Z 0|0|X| & API {71 2015-09-21 109


https://console.aws.amazon.com/ecr/private-registry/repositories
https://console.aws.amazon.com/ecr/private-registry/repositories
https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR

AWS CLI

» start-image-scan(AWS CLI)

CHS ool A= olOlx| B2 & AFSELICH

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

CHZ oflol= o|O|X| CO|MAEE AFRELICEH

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

+ Get-ECRImageScanFinding(AWS Tools for Windows PowerShell)

CtE ofolA= olO|x| i & AFSELICH

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Force

CHS ool A= olO|X| CtO|MAEE AFSELICH

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

Amazon ECRO|AM 7|2 A1 ZHu} A

orx|gfe 2z gr=z &l 7|2 o|O|k| AZHO| AZH AW E HME £ aLIcH YHE AT EL o] FfH2
LetQl F[of o X - E(CVE) H|O|E{H|O| A0 7|8t MU E 7

O|O|R| &ZH Al & 7t x| LEF&Ql 2X|of CHEt EX| s MF HEE E2{™H Amazon ECRO{A{ O[O X]|
LM ZX o2 g HEstMR

AWS Management Console

AWS Management Console2 At&3t04 O|0|X| AZH A& HAS2{M CHg EHAHE [HEAM L.
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https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html
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AWS CLI

CtZ AWS CLI B-EE Ar&35t01E AtE5t0q O|O|X| AZH At E HMELICH AWS CLI. imageTag
EE= imageDigestE Ar&36t0{ O|O[X|E X|HE £ U2 M, = Ct list-images CLI BHE ALE 5t

01 7tXE2 = UA&LICH

« describe-image-scan-findings(AWS CLI)

CtE ofolA= olO|x| el & AFSELICH

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

C}2 ofloi M= o|O|X| CIO|MAEE AFsHL|Ct.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

» Get-ECRImageScanFinding(AWS Tools for Windows PowerShell)

CHS ool M= olOlx| B2 & AFSELICH

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2
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https://console.aws.amazon.com/ecr/private-registry/repositories
https://console.aws.amazon.com/ecr/private-registry/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRImageScanFinding.html

Amazon ECR

Ct= odof M= o|0O|X| CIO|NMIAEE AFZEHL|CE,

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageDigest sha256_hash -

Region us-east-2
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UnsupportedimageError
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B AMNE 85241 5t UnsupportedImageError 27 7t &
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2 Amazon Linux, Amazon Linux 2, Debian, Ubuntu, CentOS, Oracle Linux, Alpine, and RHEL
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https://hub.docker.com/_/scratch
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
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« Amazon Inspector Z&0{|M ECR A ZH 7|ZHECR re-scan duration)O| 43 E|1 O| A|Zto| &
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SCAN_ELIGIBILITY_EXPIREDZ EA|ELICI.
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« Amazon ECR I{EZ 2, Kubernetes Z1E{ O[] O|0O|X| B|X|AE 2|, Quay(R!&E ER 8i3)

« Docker Hub, Microsoft Azure Z1E{ 0|4 BIX|AE 2|, GitHub Z1E| 0|4 Bl X|AE 2], GitLab Z1E{ 0L
Bl X[AEE| & Chainguard B|X|AEZ|(E 2t & £ 2 AWS Secrets Manager 215 ER)

« Amazon ECR( AWS IAM &2 A8t 215 EQ)

GitLab Container Registry2| 42 Amazon ECR GitLab2| MH|AE AZE|0{(SaaS) MEE AFE
5t EAF FHAIDE X|HELICEH GitLabl| SaaS AME AtE0] CHEE AHAIEH LHE 2 GitLab.com2 & X35}
MNE.
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html
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gdole sx|&EE| =& F7 HEto| Eestx| eh&LCt

Zztols! el xIAE (ol cHEr e EHY
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MM5HE g#(AWS Management Console)

1. Amazon ECR &% (https://console.aws.amazon.com/ecr/)2 3L|C}.

I=l
= @S0l M Zatolyl BlRIAER HEt B2 TAY BlEe Mg

2

3. ErM XofAM Zzto|d! BIRIAER, HRIAEEZ| HEtE2 MESHLICE

4. BIX[AEE| HeH(Registry permissions) H 0| X0 A & 244J(Generate statement)S 1= L|C}.
5

ddsttdis 24 E4F Al Het EH 2o Chisll ChS S gL

a. X fP(Policy type)2 2 EAF Al HH(Pull through cache policy)2 ME{ELICH
b. & ID(Statementid)0M EAF FHA| & HEO| 0|F S U ELICH
c. IAM E{E|(IAM entities)0ll A 2ol Z&Het AL A}, 28 EE= He S X|IHELICH

el x
d. ZlZX|E2| HYAH O|A(Repository namespace)Z MAg 448 EA
st|Ch
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0 & 04, Amazon ECR PublicH| A Amazon Linux 2|ZX|EE|E X|Hsl2de B2 SIZX|E
2| 0|8 amazonlinuxLIC}.

zZztols! Bl XA E 2|0l CHEr HEr H2E Ydsts S (AWS CLI)

CHS AWS CLI BEE AL85H0{E At8st= Zetol8! BlXIAER| HErE XIEELICH AWS CLI.

1. BIXIAEC| H2MO| LI ptc-registry-policy.jsonOlEt= O|EQ| 24 mfUS ML
Ct. CtZ oMol M= AFE XA 2l ZX|EEIE st It 7ol MEE EAF FHA| HElof HAZ

EH UAEZ AAQI Amazon ECR IH{E 2|0{ M O|0|X|E 7K = U= ecr-pull-through-
cache-user H&t2 S o4& LICEH

JSON

{
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Amazon ECR
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
}I
"Action": [
"ecr:CreateRepository”,
"ecr:BatchImportUpstreamImage"
]I
"Resource": "arn:aws:ecr:us-east-1:111122223333:xepository/ecr-public/
xn
}
]
}
/A Important
ecr-CreateRepository Het2 FHA[E! O|O|X|& M&Est= 2|ZXIEE[7} o|O| EXHSH
x| t= BBt HELICH o & E0f 2|ZXIEE| MY 2t o|0|X| & 20| #E]

S
RS IRt 22 HEO| IAM 2ot FX|of ofs =™ El= d<7t s ELICt

2. put-registry-policy BEE At&3t0{ BIX|AEZ| WS M™ELICH.

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

CtS EHA

EA2 4N FES ASE FHITH HYOH OH Bl Ohg T Z 4L

. EAR YA FES MABLICH KM LIBS Amazon ECROIM EAR 7HA| 72 MM B &
PSS

. BIEX|ER MM HESS ML 2IERIER] AN HESIS ARHTH EAR JIA| 1Y S
Amazon ECROIA AL RH CHAI A4&43t A BIZ XIS 2lol AHSE MAS HOIZ 4 aLich RS
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ol
nx

HA

4

1 d8E E|XZX[EE|E MojstE HER B3

su 0l0
rlo
M
|>
n
M
>
=
>
>
0z
0%
R
rr
Ji
P!
2
1854
oM
o
0

i 74X ECRO|IA ECRPTCR O] M A%

Amazon ECRO{IA Amazon ECRZ(ECROMIA ECRZ) EAF FHA| 7|52 AF835IH 2™, AWS HH
E= = Ztof O|0|XIE KIS o2 57|58 4 /&LICt ECR-ECRPTC 7|52 AH235HH o|0|k|E
7|2 Amazon ECR BIX|AEZE|Z FA|5t T CIR2AE 2| Amazon ECR B X|IAEE|of o|0|X|E 7§ Al

= EAFR A EIE FEE = U&LICH

@& H ™ ECROIM ECRZ 2| Z2A R FiAlof B3 IAM &=

0421 AWS A4 2| Amazon ECR XA EE| Ztoi| 0|O|X|& 7HAlstEd™ CH2 A E R 7A[E0M 1AM &
g ddstno| Mol YMg Fdstod g HErE M3 gL

AR CHA A E & Amazon ECR Bl X|AEE[0fA] O|O[X|E 7tXE = U= H
;.*L—IEL IAM Hgf 2 ddeh ChE 24 F FHA| 720l 0|& X[Esto{ O|2{EF HErS e

AEZI Y RIAEZ AKRAE 2lAA HAMO|M FHA| HIRIAEZ| A K07 O|0|X|E 7}K 2

CHS oldlE AFS Al CHAl A E 2] Amazon ECR B XKIAEE[0|M O|OIXIE 7HM & £ Qe HEtS
IAM &0l Soi5t= HEt HAME 20oELICt Amazon ECRO| 0] &igtg 2rom o] Mo x|HE H

g2 2 Euich

JSON
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Amazon ECR

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditoxo",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecx:BatchImportUpstreamImage",
"ecxr:BatchGetImage",
"ecr:GetImageCopyStatus"”,
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

L4

IAM 3&hof| CHEr &= 2 &

CtS Mol MHE Amazon ECR EAF FHA|E g S = = U
Mz YHE HoiELICH

| —
—

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

WA 7HE ECROUIM ECRES| EAF FHAl0| ELFH IAM HHY
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Amazon ECR A2 AMEA

UL E B Amazon ECR X2 EE|0| M ElAaA A dd

£ 8t YA EZ Amazon ECR BIX|AEE| A /A= CHRAER HXIAEE ARAO|A CHE &YE =

1 =

=5
Ol Zest HetE foiste dXIAER| M E= 2|ZX|E2| HME FIH6{oF hLlCt.

(® Note
CtS Elaa HA2 I AH ECROIM ECRE S| EAF FHA| FMolgt e stL|ch St
HE, Bl™ ¢ 24T WAl B2 o] Mol EAIE IAM HE A & J2HEE QB L

=
=
ot YAER YR AER HRIAEE SUB AT ol B RE
r

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:root"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

Amazon ECRO|M EA T FHA| F&] A

Amazon ECR Z 210|3! 2l x|AE 20l 7HAlstef olnIx|7t 3l 2 HAEg 2lxla 2l chaf
EAF INA| HEE MdsHoF L.

Hot A E AE%t 2150 EHRet UAER HX|IAEE|S B2 A3 5HE Secrets Manager 2 ¢ &
S 2 MEsof gLICH 7|Eo| FEE MESHHLE M EE M = A&LICH Secrets Manager &

OF ¢t $ = Amazon ECR 2£0|L} Secrets Manager &0 MMd& 4 A &LICH. Amazon ECR 2&
=3 A O o

ecrets Manager & 2 Al&35}0{ Secrets Manager 22t S E
2 2|ZX|EE| Xk 5 K& AWS Secrets Manager AI/ME & X 5HM|2.

>
()]
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Amazon ECR A8 HEBM

M Z=A

—

« EAR A FEIS MMHE £ Qe MAHSHIAM BHEHO| QEX| ZOlgFLIC XM LIS
A X|AE 2|9 Amazon ECR Z2l0|H! HIX|AERIZE =755t o] o3t IAM Het £
MNe.

- HOotASE AMEE Q150 ER
Secrets Manager 20t &t3 7 C

« HOtot5 0| 0|&2 ecr-pullthroughcache/Z A|EEHLICH AWS Management Console 2
ecr-pullthroughcache/ M5 A7t Q= Secrets Manager £ ¢F ¢ &t & A[ELICY.

- Eot ST UeE A E ElM2 EAF Al #E 0| Qe AE & 2l YRSt ok ghLCh.

EAR A #EIZ MY 5= L (AWS Management Console)

CtZ HH= Amazon ECR 2£&2 AM835t01 EAF FHA| 2] & Secrets Manager 20 25 & 4Jst
= YHE E0{ELICt. Secrets Manager Z2&2 AFE3510 20t A S E HH5tE{H 2o of S0 A E
2l 2|ZX|EE| X174 5H K& AWS Secrets Manager MM E & X 5HM 2.

Amazon ECR IH& 2|, Kubernetes Z1E| 0|1 B X|AEE| EE = Quayl| BL

1. Amazon ECR & (https://console.aws.amazon.com/ecr/)2 3LI|C}.

2. EHMDS0M Zeto|H HIRIAEES MHEE FHE 2IHe MEIELIC

3. B Fo|M Zeto|Hl BIXRIAER|, EAF FHAIE MEAFLICEH

4. EAF FHA| F-(Pull through cache configuration) H O| X |0l A 72 F7HA rule)E MEHEHL]
C}.

5 1EA: &4 X[ H o[X|oi| M B X|AE Z|of CH3H BAE R B X|AEE| S 50i| A Amazon ECR T
£ 2| Kubernetes == QuayE MEEH & CS2 MEELICEH

6. 2EHA!: 4 XI5 H0|X|0{| X Amazon ECR Z|Z X|E 2| HF At CHEH A4 HEZ! Y XAEZ|0]
M 7tX2 O|O|XIE 7S H AL E Z|ZX|E2| HUAHOIA MFALE X|HstD CtE2 ME
gLch HYAamolAE 7[2MHo 2 BEE|X|BH AFSAF XY HYALOAE XHE =2 UE
L|C}.

7. 3CHA: AE L M HO[X|oMH EAF A #E] FHE AESHCIF A8 S MEdELIC

8. dMstii= 2 EAF FHAlol| CHSH O™ EHAHIE gH=ELICH EAF FHA| &2 ZF 2|Tof| CHsH

Z
H#EE AH A -||E=|I L||:|-
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Amazon ECR At

ol
nx
0%
x

Docker Hub2| A<

o

> w0 Dd

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)& QJL|Ct.

=AY Dol A ZEholY BIXIAEER MHS T 2IMe MEELC

St Bl M ZElo|8! BIRIAER|, EAF FHAIE ME4EFLICH

EAF Al 4(Pull through cache configuration) H O| X |0l A F#2] F7HA rule) & MEHEHL
Ct.

1EHA!: AA K| HO| XM Bl X|IAE 2|0 CHEH Docker Hub, CH2 & MEASHL|C}

2EHA|: Q15 74 Ho|X|o|M YAER] 2ot 015 HEof l:HoH Docker Hub2| 21& 2tzd & ot 2l
5 HE E AWS Secrets Manager 29 ¢ X of & of = x|
Amazon ECR 2&2 M835to{ M Eot S & e = AAEL—“:I'-

a. 7IEES ASE AISsE{H 7|&E AWS EoF & AHES MEHELICH 2ot &% 0|F 2 B
? ESC22 At8st01 7|E EoF 5 & MEHSt & OS2 ME{ELIC

® Note
o= ecr-pullthroughcache/ 5 ALE AL&3t04 O|F 0| Q! Secrets Manager &
ok 2&t% AWS Management Console Bt EA|EILICH 8 2ot ts = EA R FHA| 7
20| dodE SUE H™Y L 2|Tol {Loqok FrLCE.

b. A HOH 2SS BHEHM AWS 2O o F MAS Musin Ohg AYUS £¥E S Oige M
=3tL|ct
. Ho ot OlB0lM Ot % E MW OIFS KB LICH 2O 4F OIF2 1~512
Aol QUIZE SR8 Zaksok BrLict

iii. Docker Hub 4M|A EZ0{ M Docker Hub HAMA EZE K|XHELICH Docker Hub 4
NA EZ MMoi cist REMIEH LI 2 Docker A A{ 2| Cre
tokens& EZ3HMR.

ate and manage access

3EA|: cHe XIE m O] X|0l A Amazon ECR E|ZX|E 2| HFAtol| CHsl A4 HEE] BX|AEE|0f
M 7tx2 o|0|x|E 7H&E M ALSE EIZX|EE| HHAHO|AE XYt CHES MEFLICH

Hgamolas 7|B@Mez A IL(X|2H MER XY HYAHO[AE X|HY +L U&LICH
4EA: AE & A HOX|oMH E4F A 73 HE HES Oh8 448 H=FLICH

A& AWS Management Console
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https://console.aws.amazon.com/ecr/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.docker.com/security/for-developers/access-tokens/

Amazon ECR A8 HEBM

9.

ddsttdis 2 E4F iAol Ol O|F EHAIE BHSELICH E4F Al 722 Z 2[7Hoi| CHsH

d
He 2 MEELICH

GitHub Container Registry2| &<

o

7.

w0 D

Amazon ECR 2 £ (https://console.aws.amazon.com/ecr/)S jLIC}.
M DOS0M Zeto|H! BlXAERE MYEE FHE 2|I™E MBI
H 2ol A Z2tol8l BIRIAER], Z2AF FHAIE MESSHLCE

EAZ | Al F4(Pull through cache configuration) H O|X|0lA 721 F£7HAdd rule)E MEHEHL

1EHA|: AA X|IH H 0| X0l M BRI AE 2|0dl CHEH GitHub Container Registry, CHS & ME4EHL|CE
2EHA|: @15 T4 Ho|X|oMH HAER EHot 215 HEof CisH GitHub ZiEl| 0| Bl X|2E2|2] 2
& gl 2ot 015 HE E AWS Secrets Manager 20t &5 2 X{&5HoF &FLICH 7|&E B¢t 243 E
X|A5t7HLE Amazon ECR 2&2 Ar&35t01 M £E¢ot S & e &= JU&LICt

0

a. 7|EEHQHLEE MEStE{H 7[E AWS Eot &5 AE S MEHELICH 2ot &5 0|§2| E
? EECH2E MEsiod 7|E Eot 5 & MEfEH £ CH2 & ME{EfLICH
(® Note

o= ecr-pullthroughcache/ HFAIE A6t |
Ok 2t% AWS Management Console 2t & A|E|L|C}H EE8F EOoF ¢
20| ddE SLUE H™ L 2|Tol RLoqok ErLICE.

.
ol
rr
Mk
>
-
=
=
=1

fijo
T

b. MEQ4EE BFSE{™ AWS EoF &% WS MBSt T O3 HYe et = O S
EH
=H

i. Hor s o|FolM 2o 5 E HdEStE Ol S KIYELICH 2oF &% 0[F2 1~512
Rtol & gfLck

ii. GitHub ZIE|O|] Bl X|AEE| HMA EZ0|M GitHub ZIE 0| BRI AEE| HAMA
EZE KIEELICH GitHub A& EZ Mo CHEt RHAIEH LHE 2 GitHub B 2|
Managing your personal access tokens& & Z5HM| L.

3EHA|: CH& XI5 m| 0| x|l Amazon ECR E|ZX|EE| HF AL CHEH A A THE 2]
M 7tX2 O|0|X|E FHAIE [ AEE ZZXEC| HIYATHOIAE X|™stT CHE 2 MEHELICEH
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens

Amazon ECR AE HEM

HgAmolas Z|IEMe = HEE[X|EH AHSAH X E YA DHO|A

8. 4EA: AdE & U Ho|X|o|M EAF FHA| #& FHE AES T

9. MAMetEdeE Z ZEAF JHAlof CHaH O|F EHAHIE gtEELICH EAF WAl #&I2 Z 2|Tod| CHal
H#EE AH/&'ELJE".

Microsoft Azure Z1El|O|L4 Bl X|AEE|C| B

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)2 3IL|C}.

2. HAMDI0M ZZlo|H BIX|IAER MME FHE 2[XS HEELICH

3. EM Fo|M Ztol! BIRIAEER], EAR FHAIE MEHELICH

4. EAZ F|A| F(Pull through cache configuration) H O|X|0{| A 2] F£7HAdd rule)E MEIEFL]
Ct.

5. 12HA: AA X HO|XK|oi M CHS =hde ~&ELICH

a. OIX|AEZ|0|AM Microsoft Azure Z1E{|O|L] BRI AEE|E MEHSHLICE.

b. AA BIXIAERZ| URLOIA Microsoft Azure Z1E{|0|L B|X|AE 2|9 O|E 2 XMt CI=2E
MEHFFL|CE

/A Important
.azurecr.io ™OAE RS2 AMYX|2Z HFAE X|HetH EL/CH

6. 2CHAl: 215 74 mo|X|e] YA E R Hot 015 HE 0of| A Microsoft Azure Z1E|0|L B XA EE| 2|

o
QI gted Hot 015 HHEE AWS Secrets Manager 2t 23 2 X{&sHok &LICH 7|&E 2ot ¢S
£ XI'd5t7{L} Amazon ECR 2£ & AL8st0 A 2o &t 3 & e + &L
a. 7|E 2ot A5 E ASSHET 7IE AWS Hot o AES MEHELICH 2ot o F o0|§ol F
S CECI2E AM85tod 7|E B¢t A E & MEiE £ OS2 MEFLICH
(® Note

0= ecr-pullthroughcache/ &HFALE AL&35t04 0|& 0| @ Secrets Manager £
ot 23 AWS Management Console Bt EA[E|LICt E3t 2ot S = EAR FHA| 7
20| ddE S A™ A 2|Tof Loqof g Lct,
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Amazon ECR A2 AMEA

b. MBS EE BHER{E AWS O O3 MM MESD O YR £ U F Ot M

SHErLICH
i. HEotefs o|FolM 2ot ef5 & dYst= OlF2 XIEELICH EoF &5 0|F2 1~512
Aol RUZAE EXHE ZFlof &LICEH

ii. Microsoft Azure Z1E{ 0| B XK|AE 2| AF2 X} 0| 0d| A Microsoft Azure Z4E{|O|Lq B K| A
E2| AL8Xl 0|82 R|I™gfLct.

iii. Microsoft Azure Z1E|O|L] HIR|AEE| UM A EZ 0| A Microsoft Azure Z1El|O|Ld 2| K| A

EQ| HMHA EEE K|HELICEH Microsoft Azure ZIE|O|L] HIX|AEZ| HHA EES T
= &= o] cist XEM|ISH LEE 2 Microsoft Azure A Q| Create token - portal& & X
SHMI2.

7. 3EA!: cH4 )& I 0| X|0f| A Amazon ECR ZlZX|E 2| 5 Atol| CHaH == |
M 7tK2 o|O|XK|E FHAE H AL E BIZX|EC| HIYAHOIAE X|H5tD LSS MEHEFLICEH
HUAHO|AE Z[EMoE A MHE|X|BH AFSAL X|H WA O|A
8. 4EAH:HdE X

_|

O

9. MM3HE{E 2t BAR A CHaH OIF EHAIE BHEFILICH BAR JHAl FAIR 2 2IF0] Ths
HEE MYELIC

HolRIoIM BAT FHAI FA T4 AES Of

K

GitLab ZiE{| 0|4 EIXK|AEE|2| B2

1. Amazon ECR & (https://console.aws.amazon.com/ecr/)2 L|Ct,

2. HAMDI0|M ZZlo| BIX|IAEE MYE FHE 2[XS HEELICH

3. EM Fo|M Ztol! BIRIAEE], EAR FHAIE MEHELICH

4. EAZ F|A| F(Pull through cache configuration) H O|X|0{| M 2] F£7HAdd rule)E MEIEHL]
Ct.

5. 1EA: &4 XIE HO|X|ol| M Bl K| A E 2|0l CHaH GitLab Z4El|O|L] BIXK|AERE|, TS S MEIEL

Ct.
6. 2CHA|: ©1= A4 m|O|K[of|AM A EE of CH3l GitLab Z4El|lO[LA Bi[X

= H 0 |
—r O
5 At ZHE AWS Secrets Manager 20t & S 2 X{ESHoF BLICH 7|& 2ot 243 E Il%"%}}l
Lt Amazon ECR Z&2 AM835to{ Af 2ot &5 & MME = gLt

>

a. 7|& 2ot LS E AME5tEiH 7|E AWS EoF &5 A2 MEiFLICH 2ot et o|§ol &
L EEODRE ME5t0] 7|E Eot 5 E MEAEH = OS2 MBI LICE Secrets Manager 2
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.aws.amazon.com/ecr/

Amazon ECR A2 AMEA

£ 2 AE75}104 Secrets Manager 20t &t & ddst= ol CHet REAISH LI 2 EoF & 5
of YAEZ Z|ZX|EE| XtHE 5B XME AWS Secrets Manager% AXSIMR
® Note

0= ecr-pullthroughcache/ % —'?—A}E A& 304 O|&F O] 2l Secrets Manager &£
oF &t% AWS Management Console Bt EA|EILICH 8 2ot s = EA R FHA| 7
Elo| MdEl Sst A™ Al 2™ @ 0-|0|= gt

b. A HO 2SS BHEHM AWS 2O o F MAS Musin OfS HYUS £HE S Oige M
=43tL|ct
. Ho ot OlB0lM Ot % E MW OIFS KB LICH 2O 4F OB 1~512
AHE E o BhLict

iii. GitLab Z4E{|O|] A R|AEE| HMA EZ0|M GitLab Z1E|O|L] BIR|AEZ| MMA E
Z2 K|™MefLICt GitLab ZAE| O[] BIRIAER| HMA EZ MAdof CHEF RFAIEH LIRS
GitLab AHMO| 7RI HMA EE, OF HNMA EE F= ZZ2ME HAJA EZE X

SHMI2.

3CEHA|: CHA X m| 0| X|0i M Amazon ECR Z|ZX|EE| HF A0 CHall &4 HE 2! B|X[AEE[0
M 7tXM2 o|0|X|E 7 &g W A8 S EIZX|EE| HYHAHO[AE X[Hstn CHE S MEiFTLICH
Hgamolas 7|B@Mez R IL(X|2H MAER XY HYAHO[AE X|HY =L U&LICH
4EA: AE & dE HOIX|oM EA4F A 73 7HE HES O d&S ME{ELICH

4 oPﬁE Zt EAF i Alol| CHsl O EFAIE BF=ELICH EAF FHAl &2 ZF 210l Chsl

AWS H& LH Amazon ECR Z2lo|d! B|R|AEE|ol B

> w0 N

Amazon ECR 2 £ (https://console.aws.amazon.com/ecr/)2 L|CH.

m

P 2 50lM ZEfol N BIXIAER| dEE F4E 2lHe MEELIcH

]

om

A ZolM ZEtolSl BIR|AER|, EAF FHAIE MEJENLICEH

A F FHA| A (Pull through cache configuration) H O X|0{| M 2] = 7HAdd rule)S MEHEFL]

niy
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://console.aws.amazon.com/ecr/

Amazon ECR A2 AMEA

5.

1EHA|: YA E 2! X|™ H 0| x| 2| A X|AE 2|0l A Amazon ECR Z2t0|8! 4l 0| A MEdEFL|CH
2|0 M LA E 2l Amazon ECR BIR|AE 2|9 2|XME MEiSH & Cl2g MEishL|C}.
28HA;: HIYAH O|A XIH I O|X|o] FHA| HIHUAHO|AMAM EH HFAIL U EAF FHA| ElxE
XECIE MHEX| ofLIH HF AL Qs EAF A 2IEXECIE MMEX| ME4ELICH EH
AME MEHSHE A2 HAER YHXIAEC|MA O|0|XIE FHASH7| I8 HIKYATHO|AS UL

0 i
x

AER0] EXHStE EE HFAE 7IK2X| {8
5l 2 2 Sl ZX|EE|M 7IKHE =
A UAEE BZXEC HFAE X|HE = ChES MEIELICEH

il

THAI U HAER LYATOIA ALSAF KIBol CHE RHMIZH LHS S ECROIM ECRZ )
A FHAIO] CHEH BIZRIEE] HEA ASA KT MM BTSN

IIHI!I

3EHA: AE L MM mo|X|olM EAR FHA| 72 FMHE HAESIC

2] P
ddstcdi= 4 E4F Aol CHsl O] EFAIE BHSELICH E2A4F i

A
Tz dEELUroh

CHE AWS H X 9| Amazon ECR Z2}0|E! B|R|AEZ|Q AR

> WD

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)& QJL|Ct.

EMM D20 Z2to|8! HX[AEE| BME F/EE 2I™S MENgFLICH

= =
EfA Fol M ZEtOo|H! BIXIAER|, EAF FHAIE MEAFFLICEH

EAF F{A| F4(Pull through cache configuration) H O|X|0{| M 7= F7HAdd rule)S ME4EFL|

1EHA|: YA E 2] X|™H 10| x| 2| B|XK|AE 2|0l Amazon ECR Z 20|88l &l 3 2 A 7H|& S AMEH
grLict. 2|0 YAE R Amazon ECR BIX|IAEE|Q| 2|1 MEHEHLICH A YAE
Amazon ECR H|X|2E 2|2 AWS HH IDE X|Hst & CtSS MEHEHLICEH

m-

2EHA: #E X1 HOIXIoIM IAM g ol CHaH mAF A AR FHA| A L0 ASY HE 2 M
A3 CHS MES MEELI

A& AWS Management Console API B4 2015-09-21 129


https://console.aws.amazon.com/ecr/

Amazon ECR A2 AMEA

@ Note
Wit 4 ECRUIM ECRE S| EAZ FHAlo] 2Bt IAM A0 A MAEI HEHS M3}
= 1AM A& = M=l oF &Lt
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create-pull-through-cache-rule AWS CLI BEE A& 3504 Amazon ECR Z2t0|H! B| X[ AEE[of CHEt

ZAS FPA| FEIS MASLICH Eot et5 2 AIR3H Q1F 0| TQ S QAEZ HX|AER|C AL XA

& B E Secrets Manager £t 2t 3 2 X{Z 5ok & LICt. Secrets Manager 2&2 AI&35t0{ 20t &f5
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Amazon ECR At

X|zlEe Zt YA ER BXIAEE|of CHsl CFS ol X7 MSElLCH.
Amazon ECR HE 22| Z2

CtZ oAl A= Amazon ECR HEE| HX|AEZ|0f CHEF EAF FHA| 7S HHELICH E|ZX[E
2l MFAE ecr-publicC 2 X|'HELICH O|FE A otH EAR FHA| HEIE 3H st Zt E|Z X E
2|7l ecr-public/upstream-repository-name2| BH XA E Ar&35HAH ELICEH

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

Kubernetes Container Registry2| 3

Ct= oMol M= Kubernetes THE 2] HIX|AEZ|M CHE EAF FHA| #2222 HEFLICEH 2[ZX|EE]
MEFAE kubernetesS Z X|IHELICEH O|FH 5t EA T FHA| F2I2 S&H MM 24 E|ZX|EC
7} kubernetes/upstream-repository-name| BH &M|HE AL 3HH ELICH.

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

Quayl| A2

CtE oAM= Quay HE R BIX[AEZ|of CHEt EAF FHA| A eIt 2|2 X|EE
HFALE quayE X|ZELIC o/ A otH EAF FHA| H#EE Sl Wst 2 2[ZX|EE|7}
quay/upstream-repository-name2| BH MHE At&35tAH ELICH

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

Docker Hub2| A

CHS ofX[0i A= Docker Hub Bl K| AE 2|0l CHEF 2L F FHA| H#EE HGELICH EIZX|EE] EF
AHE docker-hub2 2 X|HEfLICH O|FHH 5tH EAF FHA| AEE %3H gg%_ 2t 2|2 XIEE|7t
|

docker-hub/upstream-repository-namel| BH #|HE A+
S ME7} 2 & E 2o &5 0| MA|| Amazon ZlAA O|F(ARN)E K|
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aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix docker-hub \

--upstream-registry-uxrl registry-1.docker.io \
--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-

pullthroughcache/examplel234 \
--region us-east-2

GitHub Container Registry2| &
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MSFAE github2 2 X|HELICt o= A st & HA| TEIE S5l ’é'i "%._F Zt 2| ZX|EE(7}
github/upstream-repository-name2| BH 7<1|74|E A& 5HA ELICH GitHub ZE|O| MIX|AE
o] 2ot oI5 ME T T EE 2ot ¢F 5 o MA| Amazon ElAA O|&(ARN)S X|H5HoF FLCt.

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \
--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-

pullthroughcache/examplel234 \
--region us-east-2

Microsoft Azure Z1E|0|L4 Bl XA E2[o] B2
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icrosoft Azure Z1E{| 0|
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Ct2 of|X|od A= Microsoft Azure ZAE{|O|L] BRI AEE|Of| CHEE ZEA R
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OII
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LICH.

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \
--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-

pullthroughcache/examplel234 \
--region us-east-2

GitLab ZIE|O|L4 BIX|IAEE|S| B2

Ctg Ao M= GitLab Z4EI0|L] BIRIAEZ|of CHEF EA R FHA| 722 MMHELICH E|ZX|EE
AR Al FEE Sof g8 24 2|ZX[EE| 7t

HFALE gitlab2 2 X|HELICt O|ZH stH &
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gitlab/upstream-repository-name2| BH MHE A+E5t7H ELICH GitLab Z4E|O[L4 BIX|AE
2| 2ot o1E MEJF ZEE 2ot o S o] Mi| Amazon ElAA O|§(ARN)S X5t oF gLt

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

AWS & LH Amazon ECR Z2jo|d! B|R|AEE|Q B

ChE Mol MeE SL8H AWS AI™ LH2| 2|7 ZH Amazon ECR Z 208! Bl|X|AEE|of CHEH EAF 7Y
Al TFEIS MABHLICH BIZXIEE HEALS ecr@2 XIMELICH O/FH 5t EAT JHA| PRI 8
S Mt Zt B|ZX|EE|7} ecr/upstream-repository-nameS| WY XM HE AL SHAH ELICH
aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix ecr \

--upstream-registry-uxrl aws_account_id.dkx.ecx.region.amazonaws.com \
--region us-east-2

CHE AWS HZH2| Amazon ECR Z2t0|8! BX|AEEZ|9| AR

CHE oMol S8t AWS AE LHo| 2| ZF Amazon ECR Z 20| BIX|AE E|01| CHet EAF
Al EElE H-ELct E|ZX|EC HFALE ecr2 2 XHEELICE oA 5t Al HEE
Sal MMt Zt 2|ZX|E2I7} ecxr/upstream-repository-nameS| HH xﬂﬁl% MOEMI =L},
Amazon ECRUM EAF FHA| =] M0 HHE HEHE AHE5H04 1AM & 2| | Amazon 2|4
A O|F(ARN)Z K| aHoF gFL|Ct.

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \

--custom-role-arn arn:aws:iam::aws_account_id:role/example-role \
--region us-east-2

Chainguard Bl X|AEE[Q| B2
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aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix chainguard \

--upstream-registry-url cgr.dev \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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EAZ FHA| FE(AWS Management Console)E A5 524
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1.  Amazon ECR & (https://console.aws.amazon.com/ecr/)2 ¥3LILC}.
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validate-pull-through-cache-rule AWS CLI &2 Amazon ECR Z2t0[|H! Bi|X|AE 2|0l CH =
Al #EIE AEst= ol A ELCt CHE Ao M= ecr-public HIRIAH O[A XS AL :

LICE Ol gt2 ASY E4F Al #A HFAL 222 HhELICH

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

HolM isvalid mt2t0|E = A8 2| 88 048 & LIELICH true® A< Amazon ECR2 YA E
HXIAELZ|M HAAE = U QUS| HBFMELICEH false@l AR X171 wisto{ HAE0i Alf
&LICH failure OEHOIE{E SIS LIEFHLICE.
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Amazon ECRO|M EAF FHA| #EISZ 0|0|X| 7} X 27|
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AR

(® Note

CIS MM ENM AL SHE 712 Amazon ECR EIZX|EZ| HYAHO|A ZHE AWS
Management Console At & LICH &1 7498 Amazon ECR Z 20|l Z|ZX|EE| URIE At
gatof gLct.
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docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes Z1H|0|4 M| X|AE 2|

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub
Docker Hub 24! o|0|x|2| AL

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

(® Note
Docker Hub 34! 0|0|X[2| B2 /library M5 ALE XZ 3ok & LICE CHE 2 & Docker Hub

B|ZX|EZ|o| B /library HFAE M=Fafof &LICEH
7|E} 2= Docker Hub O|0O|X|2] AL

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub ZiEl|0|H B X|AEE|

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag
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docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab Z1E{| 0|1 Bl R|AE 2]

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

Chainguard 2l X|AEE]

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/chainguard/repository_name/
image_name:tag
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Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"
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Docker &4 0|0|X|2 Ej27} X|™HE! Docker Hub EIiXIEEIOHkI 7t
XM M= AH8 3= URIM| /library/E Z&sHoF #LICt 0 & S0
aws_account_id.dkr.ecr.region.amazonaws. com/docker-hub/
11brary/1mage name : tag®ILICt. Docker Hub &4 o|0O|X|oi| CH3H /1ibrary/
AF A HEIE AE 5104 O|O|X|E 7K L2E{1 5™ 403 Forbidden 27F7
/K'||°._P L& 2 Amazon ECROIM EAF FHA| R RS2 O|O|X| 7K 7| EHHE & E5HA

failed to resolve reference "111122223333.dkr.ecr.us-

Error response from daemon:
: pulling from host

west-2.amazonaws.com/docker-hub/amazonlinux:2023"
111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests

2023]: 403 Forbidden
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« ecr:CreateRepository - CH& Bi|X|AEE|0| 2[ZX|EE|7t ot X gl B ECRO| AIS2E

g8 = JUZE S

/A Important
ecr:CreateRepository HelE F0{5tX| et= 82, SAlol G357 o Cha A™oll S
Ut O|F 22 B|ZX|EEIE 822 ddsliof &LCh

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountReplication",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"ecr:ReplicatelImage",
"ecr:CreateRepository"
]I
"Resource": "*"
}
]
}

. BIRIAEE MHOIM X FAIS Ao iy AE W BlME XIFELIC
o

- SXME FY5t= IAM 2B Rt 228 ECR HEH0| U=X| EH 2
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24 ZEX|EZ0lE FIF HMo| ER5HK| &L &4 E|ZX|EZolsE SA HEt2 Fo45t
ZX|EE| ¥HMo| EestK| et& Lt

rr
m

2HF Ol 25

AA: A2 BIZXIEEIE SHIE I8 S L3 HR0| LR SHA| &L

« 235f: & AHHu cid AE 250l X|AEE| HAo| EeEfLch

AbA: CH e Aol 2F Bl x| AE 2| HEF HAo| EegfLct
- 26l ZIZX|EE| MO HX|AEE| HHe2 Z2 AL/t

Aral: E|ZX|EE] HA |ZX|E2|of CHEr AMAE FMojstE B, BIX|AEE| HH2 FX

2 c
N
o Z2 dx|AEE =& HYS MofgfLch.

o CHat AHol BIX|AER| HE HAOo| FEE|0] =X =els|ct.

o HIXIAEC| %H0i| ecr:ReplicateImage 2! ecr:CreateRepository 20| 25 E & L|0]
UA=K| = elghLct.

o AA AHHE D7 CHA BIXIAEZ| HAo| SHF 2| X|™HE|o{ Qe K| Eolgh|ct

- O 2lZX[EE7F [eX| & FLICHecr: CreateRep051tory7P Foix|x| gf2 B
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2IZX|E2| 01§ 2 SHIt +-E B2 0i 2ITD AHolM SYUstAH RRIELICH Amazon ECR
e =21 o] Z|ZX|EZ| 0|2 HAS |5 K| k& LICH

Amazon ECR& £ X|of CHEt = 2}o I IHIXIAECIE M FHE W AFHEAHE CHAISHO] MH[A
ZIAM HE 2 MMELICH MH|A 244 IAM G- 2 Amazon ECR SA| MH|AM EBIZXEEIE M
g5t BR[AEZ[o|M o|O|X|E |SAste Ol 2238 HetE 2o{&LICt RHMIEH LHE 2 Amazon
ECRO{| CHEF MH|A 9474 o4& AFR EHHE B ESHAAIL.
x AE SH7FLMee{H Zeto|8! HIXIAER| CHA M HE BIXIAEE|M sHE o|O|XK|E
SN = U= HEHS 204510k FLICH O] 22 =zto|Hl BX[AER| HEH HAMg MH5t0{ = H
ElL|ch RFAMIEE LHE 2 Amazon ECRL| ZE2IO|H! HX|AEE| Het BHHE FHESHAAIL.
Zolo|e! HIRIAE2|of Ciet HEF HEH0| HEtE M|HSHEE G| O|Xof| EoE FI™ ¢l 5
Mot 222 = U&LCh
2™ 7 EXME £35ie{M siY 21 LA = 2|™of et 2| 2tde £85t 7| Mol AA A|
Mt cha AME 25 2o S EQISHoF gFLICH XEMIEH L& 2Amazon Web Services &8 &
Ol AWS Z|H BE|E A ZFHMIL2.
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cn-north-10{ SAE = gd&LICH AWS THE|40f| CHEF REMIEH LIE 2 AWS Bt ZZEO| ARN &
Alg 2t E M.

=
=
ul

Zatoly! Bx|AE 20l Chet SR Aol ZE FlolM ZIch 25740] TR CHA Ol ZEE 4 2l

0 zlch 10742] 2ol ZEELICH 2 F=joll= 2|cH 100702 E{7 ZEE + A&LICL OIE §
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. BIZXIER MYL JIENoR SHEX oM, ZIZXIEE MY HES A3t 2lEXIER
M¥S SHE 4 UaLC Ol2{Et MHIE Bl HZ THs Y, LB 8, BEXIED HE W LY F
7| &o| ZeHEILICH BIEXIE S| M4 BE S0l CHEF AHMIEH LIS EAT FHAL AL Al 44 =
£ =7 sted Fof MAE BIEXIE IS Mofshs HES MM HEFHMR

. BIZXIES|0IM B EHA0| #AEHEI0] 2T 7IZ ol0jX| SUs EATE AFGSHE 0lnlXIvt
=x =/ ol0|x|7t SAEIXIg F2E ejs T et EIx| etLICH 0|2 QI ofolXlol EfL7t XIF

ZIX| g & A&LICH

« O|O|X|E =X|E [ Blob Ef A7} L AHEl ZR ECR2 AA E|EX|EE|Q| HS0| CHA BHIXIAEE|0
o|0| UA=X| EOIELIC CHA HIXIAEE|H| AIS0| 0|0 Y= ER ECRE s HSE ETAELICE

0II

® Note

AA HKRKIAEZ|7L CHA BIX|IAEZ|QF CHE A2 ECRO| SHMHE AS2 EAsE{H F dIX|A
Eg| 250 CH3l BLOB EfRHE & A3} 8Hof & L|Ct.

Amazon ECRO{| Ci{et = z2}o|8! o|O|X| EA| oA

Ctg oldl= =2tols! o|0|X| S0l CHEt LRI AFE A& E0{ELICH & ALE5t0d EXE +
Hot= B JSON T2 MME [ JSON ME AlZIHo 2 AFEE AWS CLIs U&LICH AWS
Management Console2 AF&35t0{ SHME FH5t= 22 AE L MZ Ho|X[oM X 732 dEE
[} R AHSH JSONO| ZE A|ELICH

offA[: Bt CHef 2[™ol Cier At 2™ A 74

Chee B BIX|AEE| LHM 2R 2| SXE F45H= ol & EoiELICt. o] oMol M= A ID7t
1111222233330|1 us-west-2 0[2|Q| E|MoM o] S &g X|Hetcts RS 7HEE L

{
"rules": [
{
"destinations": [

{
"region": "us-west-2",
"registryId": "111122223333"

}

SX oA API B4 2015-09-21 154



Amazon ECR At

]

0o
1z
0%
x

offxl: 2lZzX|E2] HEHE At&stod wit 2™ SA 4

CIHE2 M5 A O|8 gtut ex|steE 2lZX|E2|o| CHal %t 2| SHE 7+5t= oM LICt of oA
olME A ID7F 1111222233330|1 us-west-1 0|2|2| Z|F0M O] EXN| +MHE X|HsD HF
A7t prod®@l BlZX|EE|7F QChE RS 7HIELICEH

{
"rules": [{

"destinations": [{

"region": "us-west-1",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

}]

1]
}

offA[: Bt CHef 2[™ol cier At 2™ X 74

CIE22 B HIXIAEE| LHOWAM 2k 2| |SXME /5t o€ Eo4ELICE O] oAM= A ID7}
111122223333 0|1 us-west-1 == 0]2|9| E|H0|MO| EX - dE X|™stctD 7HHELIChus-
west-2.

{
"rules": [
{
"destinations": [

{
"region": "us-west-1",
"registryId": "111122223333"

I

{
"region": "us-west-2",
"registryId": "111122223333"

}
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oflA: At A™ SA| 74

CHS2 diX|2E2(of Chet 2iF AEH SHME FdstE 6§ 204 ELICE O] dK[o M=

444455556666 A L us-west-2 2|0 CHEt EXNE FA4&LICT

/A Important
Wit A SH7t LdstedHE c AHoM SHE 51835t

= Bx|AEE| e HHME 7o

o
ok BrL|Ct. REAIEH LI 2 Amazon ECRS| Z2l0|E! HIX|AER| HEt B2 X SHAIAL.

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

ofA: Lol M o4ed & K|

CtE2 clx|&EE(ol Cis of2d SX #2E Fdsts HME LTHELICEH o oAol M= HF A7 2
BERBAS HBH BEBE BEBH KB BEEBBE BHE ARRE BE B## #### 111122223333 A™ol CfE =

Mtest& FMELICH prod us-west-2 us-east-2 SA| F&oi=
UM 2 A2 z|CH 25702 Chef & X1 g LICh

{
"rules": [{
"destinations": [{
"region": "us-west-2",

"registryId": "111122223333"

Z|cH 10702] &0 Z&E =

oAl mxt HH =& #+o
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1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]
.
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

of: 2& =X 2% X7

CI=2 HRIAEZ|NAM RE EX| M2 MH5HE HAQUL|ct EX M M7Hsied Bl 72 i
‘gatiok B LICt.

{

"rules": []
}
/A Important

SH d¥g MAHH = o|d™ol SxE 2|2 X|E2| E£E Ol0IXK|= AXEIX| gf&LICH O o4
Lestx| e A2 SXE 2HUXE 522 Axsof gLt

Amazon ECRO|IAM Z2}o|8! o|O0|X| A #4

zZztolsl BRI E (ol CHEr 2|ME SXME FIELICH 2 2 SX E= AE 7 SHE 788
A& LIC

SH7F ULt oz AFSElE W ol ofl= Amazon ECROI CH8t Z2to[4! o|0|X| SA| oK S(E) =X
StMI2.
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HXAEZ SX 8HEE F45t2{HAWS Management Console)
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1. Amazon ECR 2£(https://console.aws.amazon.com/ecr/repositories) = IL|C}.

2. HAMZSAMUXIAEE SM HAYHE FEE SIS MEFLICHL

3. ErAM XofM z2to|8! 8 X|AEEl(Private registry)E& MEdEFL|CH

4. Zgio|% BX|AEE| HO|X|oM HdHEE MBI 2 SH 8ol HES MEighLCH

5. SX|(Replication) H O|X|0{| M =&l 7+=! F=7HAdd replication rule)E MEHELICE.

6. & R 8(Destination types) H|O|X[0{| M Al 2| S&l|, nxt HE SM E= & OHE MESIES

He x| MEEH £, CHS(Next) S ME4RFLICH

P

2™ =X 7F EMstE E2 oy 2™ 74 (Configure destination regions)l A kLt 0|4+ 9|
T (Destination regions)2 MEiEH = CHZ(Next)2 MEIELICEH

\l
Ok 1x 2
o¢>|-

=]

=]

8. A HHE SH7F gd8tE 42 A A™E SKA|(Cross-account replication) 0| A & X[ A E 2|0
CHet A AE SA dYe MEdEHLICE CH4 A% (Destination account)oll CHA A& o] A1 ID

o 3tLt o|& o] EX|E CH4 2|T(Destination regions)2 /238 L|Ct CHAF 7| +(Destination
account +)& MEHSt0] 71 HHE SH Y2 FHFLICH

/A Important
DAt AYE SHIF L M5E{HE Cl o AHo| M SXE 852 S HIXIAE EI et HME
Aafof rLict. XEMIEH LI 2 Amazon ECRO| Z 208! BIX|AEZ| #HEF BHHE & X
SHAAI2.
9. (M= ALE) EE| F7HAdd filters)H 0| X|0f| M =X =0l CHaH StLt o4& o] HEE X|Het CHS
F7HAdd)E MEAEILICE S| 2hdnt dZ2e 2 TLE{of CHaH o BHAHE vt ELICH EE = 2=
X EZ| 0| HFAE X|FElo{of ELCt EE7t FIHEIX| o™ 2E Z|ZX[EE| LHEO| FH|
ELch 2E ZEe{7t FIHE|M CHS(Next)2 MERFLICE

10. HE 2! X|&(Review and submit) HO|X||M SH| 75 74
rulte)= MEHEFLICH

fjo

HAE? Ctg & MZE(Submit

HX[AEZ| S ¥EE F45t2{HAWS CLI)

1. BIXI2Ez[of cish Holg |A| #2lo| Z&E JSON mtYg BHELICH |A| 4oz ZE 73
off CHall Z|cH 25702 T cHarat ZF 7= 100702] ZE{7 /= ZICH 107He] #2l0] Z&E =+
A&LICH ZHA AE oM &t 21 SME Fdsteid 1R2 AY IDE XIEELUCH o B2

0

0 Al= Amazon ECRO]| CHEF = 2to[H! o|O|X| S A o M E & =T LICE.
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{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. BIRIAEZ|of CHst EX| FAS AAEH|CT.

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. HIX|AEE| dHEE el

aws ecr describe-registry \
--region us-west-2

Amazon ECR2| Zz2}0|8! o|0|X| =& A& X|7

zZztols! BxIAEE|ol cHEr SA dHE M7HsHHL HIE E3tsted™ B A FF8& dHsHok gL
Ch AWS CLIolE & A7 HZo| gi&Lich

HIXIAEZ] SA ™ E M 7H5HE{HAWS Management Console)

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/repositories)= IL|C}.

2. EMZSoMEXIAEE =X HYE MAHE 2IMe M LICH

3. EM oM ZEtoldl BIXIAEEIE MEEHLICE

4. ZEto|! BIXIAEE| HOIX|oM HYE MEE O S S #HolM HES MU
5. Zb Eof chsh 4K S48 MEistod 7| SX #Alg 25 MAHELCH

6. XM¥S MEstod gl =A #HS ME LT
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HXIAER S MHEE A 7Hst2{HAWS CLI)

2. HBIXRIAEZo El SAN FHE ME

SH €S MAHE LI

aws ecr put-replication-configuration \

3. 2x A

--replication-configuration file://empty-replication-settings.json \

--region us-west-2

0| MAHEIR= x| & lghLch.

aws ecr describe-registry \

--region us-west-2

8l replicationConfigurationO| ZE A|x=|o{oF & LIC}.

/A Important
SH HdEE MHsl T olrlol| SH|E 2|ZX|EE| EEE Ol|0|X[= AHEX| f&LICH o o4
Zestx| A2 B2 SKE EHXE =352 = AX|sfor gfLCt.

=™ AMA
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Create on push, Repository
Pull through cache, or

Replication

Repository creation template

ChE2 elzx|Ee| dd "E3 o] Z o2t OlE{ol| CHsl RkAMIS| dEELICH.

=EN
MEAE YB3 T 7Y 2 ZRIER| UATO|A HMTALICH O] T AHE AFE 501 A48t
2E 2 EXIEE0lE o] HESol Mol Mxo| MEELI of& Sof HF A prodE prod/2
AlEtete B E 2lZXIE 2|0l MBELUCH 0FIFXIZ ME A prod/team prod/team/22 Al
et DE 2lEXIER0 MBELUCH F ol MBS TésE BXIAER|0M B HESIO Y

TAL7t ‘prod’0| 1L TFE HEZ O] HFAL prod/teamo._ —?— M S A7t ‘proditeam’@! HZ3!0| 0|
E0| ‘proditeam/2 2 AlEstE RE 2|ZX|EE|o A EL|CH

QIZE A WES0| gl BlXIAERlS| BE BZXIEEIO) HES!
o
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IIIJ

X gstz{H ROOTE HFA

A

/A Important

MFA Bols &4 fIeE /71 MEELICH ecr-publicg MFAIE |7§>3PE a2
Amazon ECR2 ecr-public/& ""—'?—APE FSEUC EAF Al 7
2 = MM o XIHtE 2 EXIES HFAME 2ZXES MY "HE
&t o gct.

0

Ol YES AT M AZOIH BIEXIE D Y4 HEXC TS UYsts ol AR ELILH
A% oh

AME cAr M&of 2t o] el Z 2!

S 28 AEZ2I02 MdE Amazon ECR MM B|ZX|EE|7F ZHELICH &
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5.

JSON

"Version":"2012-10-17",

[

"Statement"

"Effect": "Allow",

[
CreateRepository",

"ecr:ReplicateImage",

"ecr

"Action":

"ecr

TagResource"

1,

"Resource": "*"

"Allow",

[

"Effect":

"Action"

"kms :CreateGrant",

"kms

RetireGrant",

"kms :DescribeKey"

1,
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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f. ElEZEXEZ| MY Jgo| 4 HEZTMM EIZX|EE| EfT E= KMSE A8 [ 2[Z K]
5| MM HE S0 AHSE AFS A K| IAM BS CECHS M40l AEEHLICHAA
st L2 SlZXEC| M HESIof CHEH IAM 38 MM &x). OH & 28 MEfEL
Ct.

9. 3HA: HE L HYH Ho[X|olM 2[=X|EE| M HEXo X[Het ¥EE8 AEFLUCH HE =

ME MEfsto] HZEEILICt 2t2 5t M S MEigh|ct

AWS CLI
create-repository-creation-template AWS CLI B&2 Zeto|8! B|X[AEZ|of CHEt 2|2 X[EE| A
MElZale MAMss O AR E LD
S ZX|EE M "HES(AWS CLI)S DHE2{™
1. AWS CLI & AF&3104 create-repository-creation-template B230i| CHEE AZIBES AL

Ct.

aws ecr create-repository-creation-template \
--generate-cli-skeleton

BEo| Eol= ElxX|E2| dH HES o MA| FE0| EAIELICH

"appliedFor":[""]1, // string array, but valid are PULL_THROUGH_CACHE,
CREATE_ON_PUSH, and REPLICATION

"prefix": "string",
"description": "string",
"imageTagMutability":

"MUTABLE" | "IMMUTABLE" |"IMMUTABLE_WITH_EXCLUSION" |"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
1,
"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",
"kmsKey": "string"
1,

"resourceTags": [
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{
"Key": "string",
"Value": "string"
}
1,
"customRoleArn": "string", // must be a valid IAM Role ARN
}

2. O|X Aol £242 A23510{ repository-creation-template.json IS MAIEHL|
Ct. ol E5!2 o|0|X|E Dieie| EIZX[EE|Z F A5t 7tME &+ UL S st= 2| ZX|EE
20| Q= prod/*ofl MAME BE 2|ZX|E2l0f CHEH KMS 228 7|8 ABsHT, 227} X|
th O|0|X|E BtEAIZ|E =T F7| YHME HHEst T, ECRO| KMS 7|0 HM|ASto{ O|2H2] 2
ZX|EE|0 examplekey ElAA EYOE EFE = JUES ste ASK X|H A S L
CH.

{
"prefix": "prod",
"description": "For repositories cached from my PTC rule and in my

replication configuration that start with 'prod/'",
"appliedFor": ["PULL_THROUGH_CACHE", "CREATE_ON_PUSH", "REPLICATION"],
"encryptionConfiguration": {
"encryptionType": "KMS",
"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-
cdef-examplel1111"

1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

I

{

"filterType": "WILDCARD",

"filter": "beta*"

}
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"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":
[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"]1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"
}

3. C}3 BYUE AI85tod E[ZX|EE B HEZ 2 ptELC CFg X0 A repository-
creation-template.json CHAl O[T EtA[O|AM Mot 7148 Tt Ao O|F S XIZdsHoF &L
Ct.

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

ElZX|EE| dd RESE HEsto] 7HE HEE + A&LICH EIZX|EE| HH HESS HEstH
M 4ol 7| & "HE3lol| HZELCt

/A Important

O|= o|™of BHE E|ZX|EE[ol= IS FX| ef&LICH

AWS Management Console

Sl ZX|EE| 4 "ES S WESIE{HH(AWS Management Console)

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/)& 3 LILC}.

2. EMZZoM BHESEE SlZXIEC dY REE0| /e 2l MEfgfLch

3. EM FolM ZetolH Blx|aEE|, dHE il 2 MEdgfL(ct

4. EHMZIoM 22X EE WY —EXS MENELICEH

5. EBlEXIEZ| 4o HES Ho|X|o|M HEE EZX|EC| Hd HESS =L
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6. =

AWS CLI
ZlZXE2| dd "HESS HESHEAHEAWS CLI)
«  update-repository-creation-template W&EZ2 AFE35104 7|& E|ZX|EE| M HE3IZ2 ol o]

EtL|ch ’RIZ3/0| prefix g2 XI&sHok gfLICt OIS oMo MHE prod MFALE AF235104
SIZX|EC| MM HESE Yolo|EELCE.

aws ecr update-repository-creation-template \
--prefix prod \

--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filtex=latest

BEo| £=0l= UHO|EE E|ZX|EE| Hd HET | MF 27 EAIEHLUICH

ElZX|EC| dE HE3 AIEE 2ot 0|8 AME =+ J&LICH EIZXEE| dd BER0| A XL
HEAR A EE SH &Y Sof dE2E HF A ofelio] Mz ddE[= E|ZX|EEE CHE YRIetE
HEZ3S e 4 ol F2 JIE MYS H4ELICH XA LSS 2IEXIEE MY HES BE
Al Mg BESAL

/A Important

O|= o|™of BHE E|ZX|EE[ols S22 FX| ef&LICH

AWS Management Console
SIZX|EZ| M B EZI(AWS Management Console)2 4HA|5t24H™

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/) =
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3. EMF

POl A Z2to|E! BIR|AER|, 2|ZX|EE| MM ElZE

A
4. ElZX|EE| 4E "HES Holx|oM AxE 2lZzX|EE 4

5. A SECH HimolM AIKIE MEfgLcH
AWS CLI

DI ZX|EE| MA HZ2IAWS CLI)S AHA 524 H

delete-repository-creation-template.html WS At8 3504 7|& B|ZX|EE| dMd RHES
MEcH HE2 9| prefix af2 XI™HsHof & LICH CHE X0 M=

ElZX|EE| dd MERE AME LT

S =
prod HFAE A& 35}04

aws ecr delete-repository-creation-template \
--prefix prod
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policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. ofLt O|Ao| HIAE TF2Ig MAdstL|Ct

2. HIAE 7AE XMEst Ol2| 27|18 JFE U

3. F=YUFV| M UWIKe ZE FEIS 4ED 2 72|0| YEES F= O[0IXIE EAIFLICH

4. JHUCE £8 F7| g Grtte 73 M 2o et #32 M8stn 2|ZX|EZolM Btz
E|AL 2EE =S HYE O|0IX|E EAIFUCL K2 A M e HesE g2 2 =& 2
OIEfLICH A& S0 RM=27H12 FAI2 M7 20 FA{ECH 2 MEfLCH

5. HAE ZADE ZHEsl0{ BFREE|7L} o}7t0|EHEl ZWo 2 E A= 0|0O|X|7} o|= 8 o|0|X|QIX| & ¢l

gLt
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- B2 &= 84 pushed_at_time EE£ 2 MZtransitioned_at_timeZ|H &4 0|7 o|O|X|7}
M o|0|X|£ct Hx{ Br=2ElL|Ct. o|O[X|7t ot 7tO|EEIRCHt k7ol | & Z< cH4l o|O|x|e]
last_activated_at7} AFSEL|Ctpushed_at_time.

- = F7| YA FEI2 tagPatternList £ tagPrefixList & StLIE

£ eiaLch s X|pt £ F7| YHof= o] #=lo| Z&E £ Q!

HED HFEAM S 852 Z5F MEFLICH tagPatternList 2= tagPrefixList ZIOH ME zE

o| e a1 ot YUx|etH O|O[X|7t 33X 2 UX|FLICEH

 tagStatusO|(7}) tagged?! B tagPatternList EE= tagPrefixList OH7HEHOF ALSE

= A&Lch
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« tagPatternListS(E) AF2E Wl 0|0|X|7} U=7tE ZE{Q YUx|EHH 0|0|X|7} M23XMHo =2
Ux|5te= JAULICH 6§ E01, prod* EE{E M&35™ 0|F 0| prod, prodl = production-
teamldt Z0| prodZ A|ESt= O|0IX| Ef2 ot LXI5HAH ELICt OHE7HX|Z *prod* EHEIE M
5t O|& 0| repo-production B &= prod-team®t Z0| prod& Z&35t= 0|0|X| Ef2QF Y %|5t
P J=[ 1w ¥

/A Important
EALEY A UeFtE(*) £ ZICH 4702 MBHEILICH & S04, ["*test*1*2*3",
"test*1*2*3*"]2(S) FESHKIEE ["test*1*2*3*4*5*6" ] 2(&) & 6FK| &t &LICH

« tagPrefixList At& Al tagPrefixList &0l U= BEE QALUE=FtE EE{J} o|0|X[2 Ef 2t &
xlote < ol0|x|7t HB3XMo 2 UX|ELCt

=

- countUnit Z}2tO|E{=7t sinceImagePushed, sinceImagePulleds= & countType@l B0
O A2 ElLIClsinceImageTransitioned.

« £ Ar&3l™ countType = imageCountMoreThanO|0|X|=& 7|E2 2 71 %2 O|O|X|FE 7t
& 2 E o|0|X|7HR| M E pushed_at_time CHS X|HE +~E2Ct 2 2 E 0|0|X|7} BH2E|AHLE

- & A85H pushed_at_time7tol 2t X|HE -2 CH 2EHE countType =
sinceImagePushed=2 & O|O|X|7} BFR E[7LE E &t countNumber & LICH

-« E Ar83t™M last_recorded_pulltimeZtof 2t X|1HE L2t 2EHE countType =
sinceImagePulled2 E O|0|X|7} E & countNumberELICH O|OIX|E 7IXH2X| 2 B2
CHAl o|0|X|Q| pushed_at_time7t AF&ELICtHlast_recorded_pulltime. O|O|X|7} OF7}
O|EE|ACHI Bt 7o S EIRAX|LH o|O|X[7F S HE o|F EZE[X| 2 A< CH4l o|O|X|<]
last_activated_at7} AF@EL|ICH ast_recorded_pulltime.

« E M85l last_archived_at7iol 2t XIHE L4+E2Ct QEE E2El countType =

sinceImageTransitioned2& O|O|X|7} countNumber BF=EL|CH

- Bz e YoM E=-pushed_at_timeZ|H 4 0% o|O|X[7} M o|OfX[Z2Ct HA Brz ELICEH

Amazon ECRe| =& 7| M3 O|2| E7| MM

+9 77| & 0l2] 2718 AH85Hod M8 F o|0jx| EIZXIE Rl £ B 57| WMol BHS 2oy
£ UBLICH 23 7| B KE 20 M8s7| Mof 0l2| 27|18 £8sts 2ol 2 AslLic

=Y F:7|dM Ol 27| MM API %1 2015-09-21 177
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® Note
Amazon ECR S M| E At835t0{ 02 BI £ = AHol| 2™ EZX|IECIE SAteteE B2 =8
7| dHM2 sy EIZX|EE|7H dHE 2™ el 2|ZX[EE|o 2 =XIE FE + Ut Mo
olgfLict et SHM7t gdstEl B2 EIZX|ECIE SHsteis 2 21 & Al™o =8 F

7| gMg ddstnxt g+ A&

= F7| ™ MM 2 (AWS Management Console)

1. Amazon ECR & (https://console.aws.amazon.com/ecr/repositories)= 23L|C}.

2. BMZS0M+EF7 EH 02 27| ddY 2IZX|EE7I §04 e 2ITS H=ELICH
3. EfM Fo| mpto|8! BX|AEE|(Private registry)0ll A 2| Z X|E 2|(Repositories) & AME4 g LICH
4. Zgto|8! E[ZX|EE|(Private repositories) I O| X0 M E|ZX|EE[E MEIstT Y EECIRS

2toltl
835104 =& 7| EH(Lifecycle policies)2 ME{EFL|C},

5. EIZX|EZ|of chet =& F7| W™ 7= Ho|X|oMH HIAE 7= HE(Edit test rules), 73 44
(Create rule)2 MEEFL|C

a. TE M&=LQ(Rule priority)oll & M= HEE LELICH #& M =2lof et =
B F7| EH FE0| MEE|E &A7t ZHELLH H2 HEE £2 24 &2/ olOlgLct
ol E E0{ =7t 12 A2 M7t 22 #EIECH Mg LICH

b. T= dB(Rule descrlptlon)01| H 7| M FElo] MHEES Ql2dstL|Ct

DFE MEfELICH

/A Important
ofz] 7He| E{ 2 & X|HstH, XIHE Ef27t = 2 E O|0|X[SEH MEFELICH
d. O|O|X| &efoi| CHsl B X|HE (A L= LR)E
B X|EHoM sl =8 7| GAod| (et =XIE F
1 52 X8 = U&LICH o|§ S04 prod,
prod*Z(E) X|™stod Z & o|O|X|of| CHEF =X|
™ XIEE Ef27t e 2E O|0|X|EE MEE L

MEdst B ot =gt Ux|of Cit
= |8t E(*)2 AF835toq o|O| x| EH
prodl, prod2 S22 o|0|x|7t Ej2 =™
E #|alof grLict ofq 7Hel EfaE X|H St
Ct.

=Y F:7|dM Ol 27| MM AP| HHA 2015-09-21 178


https://console.aws.amazon.com/ecr/repositories

Amazon ECR At

ol
nx
0%
x

/A Important
ALY et ste(*) = Z[CH 47H2 MBHEILICEH o|& S04, ["*test*1*2*3",
"test*1*2*3*" ] () FESHK|D ["test*1*2*3*4*5*6" ] 2(£) RESIK| &
& LCt.
e. O|O|X| & Efof CHSH EfT X[HE(HFA LX)E MESEH 32 HFAF LX[of CiEt EfT X[ZHof
CHaH =& F7| H&Mof w2t ZX[E #& ol0X| Bl S5 2 XIHe = U&Lct
f.  Ux| 7|Z0lM O|0|X| & o|F &=, OIX|H 22 J7|FE E AlZh 0|F Y=, O|O[X| 2 O]
= Y= E= O|O|X| =& MBSt CFF 442 XIFELICt
9. TE Aol gtE E= ofzto|2E MEFLICH
h. MES MEigLICH
7. 5~TCHHE gt=35l0d =& F7| WM EHAE #EE FIHELICH
8. =B 7| ¥ 0|2 E7|& Adsic{H ElAE MY A& (Save and run test)2 MEIEL|CE
9. HAE =& 7| 731t Yx|st= 0l0|X|(Image matches for test lifecycle rules)ollA =& F7|
MM Olg| E7|ol g2 AEFLCH
10. Ol2l 7| 247t HFEARRMH = F7| Mo 2 XM (Apply as lifecycle policy)2 ME5+04 X
HAazoE 8 F7| YME MUELICH =8 F7| YME MEft + JE2 dh= 0|0|X[7t 24 A
7+ o|Lof BtE (AL B E [ 2 of&atof gLiCt

1. 2] 27| Z0t7t BEAK| oM Lt 0|42l HIAE £ F7| FES AT stLt 0l40)
TS Msof CHAE OHS BIAEE HhE oo Euin

Amazon ECRQ| E|Z X|E2|0of| CHEF =& FT 7| Zd=H A Ad

=38 7| M AEstod OJME EIZX|EE| O[0[X[|& BESH7HLE Hatsts 7 & HMEE &8
Ch 4+ 77| G2 M3 & 9Erg e olO|XIE 24A1ZF ofLiol| BHR E|ALE EabElLICh
(® Note

Amazon ECR SX|& At&3t04 042 2|1 L= HI™Hol| AN E|ZX[|EE[E SAtsts 32 =8
F71 8Me slig ElZ2X|EE7t & 2IHe| | X|EE|olEt =X & + Atts Holl 7
olgtLict. matM SX7t E45tE A2 2EXIERIE SMet2E 24 21X L HHl +H F
7| 8ME ddstnnt & = UGLIC
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M Z=A

—

ol
nx
0%
x

D AR 8 7| EH D2 27§ ddstod =8 7| EH & ol what o|0[X|7t Btz E|7HL} of
7HO|E | =X| = RIETLICH X|&2 Amazon ECRE| =& F7| HA O|2| 27| 44 MM FEsHA
(@}

L.

£ F7| HA MM YEH(AWS Management Console)

1. Amazon ECR 2% (https://console.aws.amazon.com/ecr/repositories)S 3L |C}.

2. EMBZ0M T FI7| Mg dHE EIZXEE7 U}e EIdE MEgLIC

3. EtM Zo| Zzloly! B|X|AEE|(Private registry)oll M 2| X| E 2|(Repositories) S AMEHEFL|CH
4. Ezto|H! 2|2 X|EE|(Private repositories) H O|X|0| M E|ZX|EE|E MEAStD 2H EECIRS

Ar&3tod =& F7| HA(Lifecycle policies)2 MEHEFLICE

o

2lZX|EZ|of CHet =& F7| E2 & H| 0| X|ol| M & 24d(Create rule)S MEHEFLICY.

6. =3 F7|EH 7ol O Chs MF S22 & UHstAl2.

a. T& 4= L2l(Rule priority)ofl & M= HEE 2T LICH 73 24 &2lof et =
Y F7| 8 Aol MEBElE =47 AHELLOL K2 A M e/l HEs g2 M &
€ o|0[EfLICH & E0 =271 12 #E2 *M=27F 22 #AECE MELICH

b. & HF(Rule description)oll =& 7| M2 7 ={of dHZ AU=fLICt.

/A Important
oi2d 7He| i1 & XI™sHH, XIHE Ei27t Q= 2E O|0|X|SEF A= FEL|ch
d. O|OfX| &efol CHall Ef 1 XIHE(QALEFIE LX)E MBS B AUEFIE UX|of| CHE
Ef 2 X|I"Hoil M Chall =B F7] HAMoi| ek ZXIE F 2 E(*)& M&3toq o|OfX] Ef
1S58 X"8g = J&Lct o & 01 prod, prodl, prod2 S22 0|0|X|7} E{1 =™
prod*2(&) X|&35tod ZE o|O|X|of CHEt =x|E #|5HoF ELICH o] 7He] Ef2E X3t
™, X|EE Ef27} = 2 & O|D|X|S 2 MEHEIL|CE.
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Amazon ECR

—

/A Important
SRUT HUCSTIE(*) = ZICH 47H2 MBHEILICH S S04, ["*test*1*2*3",
"test*1*2*3*" ] 2(=) FESHK|TE ["test*1*2*3*4*5*6" ] 2(=) RESIK| &

&Lct
e. OIDIX| AEHO| CHEH BN RIBIT(MTA LR)E M TP MTA Lxlol ChE EA XIFo]
M TS 4% 7] ool mat Zx|8 £I% Ol0/X| 41 B2 %

=
|He + A&LICH
Q

hu

f. x| 7I—’.f—01IA-I O|0|X| 4 o|F U=, OIX[H2
C F

2 A{EHSH

2 £ €l & AlZt o|F ==, O|O|X| E & Of
ﬂ. =

2| 5t{0| M BHE = ofzto|= B MENELCH

W =7 EA A YEHAWS CLI)

=8 F7| Mg Y9 2|ZX|EE|Q| 0| S 7tXMSLICH

aws ecr describe-repositories

=38 F7] 8™l L&} policy. jsonzts O|FC| 24 mtelE BrELICH =38 F7| 29| of

ME Amazon ECRS| =& F7| HA ofx| EHE R = otAl

(@)
L
ME2 0|FE XIFstod 8 7| YAg ddstn ddet =8 7| G2 JSON mts &xg

LICH.

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json
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A8 BN
A48 24901 CHEH KEMIBH LA 2 Amazon ECRO| £ F7| B &4 MMS HEHML. 8 AHS5t03
£ T HAMS MASHE WH T3 XIES MMS AWS CLIEFESIMR ST F7| B3 M4 wr

=8 F7| Mo AExE= B|ZX|E2|2 AFst 7| Mol BIHELICH =8 7| Z2of Cigr JSON T
£ HES2 osn 24l

)

"rulePriority": integer,

"description": "string",

"selection": {
"tagStatus": "tagged"|'"untagged"|"any",
"tagPatternlList": list<string>,
"tagPrefixList": list<string>,
"storageClass": "standard"|"archive",
"countType":

imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",

"countUnit": "string",
"countNumber": integer

},

"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"

ol0|X| +F2=2 HEHZE

CH2 olAMlE 14UECH 2EHE prod* Q| tagPatternList2(E) AF& 3104 prod(2)2 Al 5= o|0|
XIE BHEAIZ|= EHof CHet =& F7| @& 22 Eo{ELICH

= L

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
= F7| Y HEZ
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Amazon ECR
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
countType": "sinceImagePushed"
"days"

"countUnit":
"countNumber": 14

}I
{

"action":
"type": "expire'
}
}
]
}
OFX|H o2 7IX2 AlZtE 7|22 EEE
CHS oMol M= Ol0|X|E 90 HE Lol EJE|X| i 2 ol7l0|2 AEE|X|Z HMEtets WA +=FH F
7| M 2128 EoiELCt.
{
"rules": [
{
rulePriority": 1,
"description": "Archive images not pulled in 90 days",
'selection": {
"tagStatus": "any",
"countType": "sinceImagePulled"
"countUnit": "days",
countNumber": 90
I
"action": {
"type": "transition",
"targetStorageClass": "archive
}
}
]
}
ansition 2 dut &7H ALS5Hok BfLICH expire
A HHE A
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5toq4 O|0O|X|E of7to|E AEE|X|2 MEtsinceImagePulledst CH expire dm}
sinceImageTransitioned E7HE Ar&35t0o4 O|O|X|E AtAIELICE O|O|X|= AfA|5t7] Tof
%|A 90 S0t otztolE2 AEZ|X|of Qlo{oF BfLC}.

ofzto|le & A7t ZEE

o
CHZ oMol M= ofztolE AEE[X|of 365 HE 0|4 E2tEl O|0|X[E Bt A|Z|= EHo| =8 F7|
¥y 222 BoiEL
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
},
"action": {
"type": "expire"
}
}
]
}
/A Important

sinceImageTransitioned 7+ S 2 expire & & archive 2EZ|X| EciA et &
H Ar&3sHor g LICE o|0|X|= ArA|5HZ| ™o |4 90 S¢t ot7tolE AE2[X[of Rlo{oF &
L[C.

ol0|x| =2 EEHE

ChS o= e gie olOlx| & 7HEF R X[t LIHX|E 25 B2 A|7|= G20l CHEt

s HF7| HH
TELICH

A
0
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{
"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

e £F 57| HMo| S50 721 A8 oULich o ZM BIZXIEEI9 £
of A B LEHL} lasLict

EIZX|EE| HEIX;

- O|O|X| A, Taglist: ['beta-1", "prod-1"], FAl: 10 ™
- O|0|X| B, Taglist: ["beta-2", "prod-2"], FAl: 9 ™
- O|O|X| C, Taglist: ['beta-3"], FAl: 8 T

A A .
£ F7| B HAE:

718

12
o
Y
=l
]

{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
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"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

ol +& #7| ¥Ho| =2l & ¢ &Lich

rr
(=

T2 12 prodZ Al%st= B &2 0|0|XIE AEELICH 71 e JFE AlFsiA Rlst=
o|O|X|7t &k 74 olstd Wit x| O|O|X|E EAIELICH O|OIXK| AE B2 2 FEAIRfLICH

« T 22 betaZ AlFetE Bl E 2l O|0[X|E AEELICH 7HE Qe JFEH AlEsiA LRlsteE
olO|x|7t & 7H olst W77t X| O|O|X|E EAIEfLICE o|O|X| A2t O|0|X| BE 25 B2 E E AL
Ct. ©, O|0|X| AE o|0| 7= 10 M &l =d o|0|x| B7t Btz E|H 3] 12| #{8t0| £[22 7L
ElLict

- Zx}: o|O|X| A7} B2 E|A & LICH

of B
O|d2 o|™ ol ojot SYE E|ZX|EE|0|X|2H ZutE MHESF7| {lall & @M =28 HEM&LICH
2|EZX|E2| HEI=:

- O|O|X| A, Taglist: ['beta-1", "prod-1"], FAl: 10 ™
« 0|O|X| B, Taglist: ["beta-2", "prod-2"], FAl: 9 &
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Amazon ECR
o|0OIX| C, Taglist: ["beta-3"], EAl: 8 7

A A .
SR PNE

-~

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",

"countNumber": 1

.
"action": {
"type": "expire"

"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",

"countNumber": 1

o
"action": {
"type": "expire"

ol =& F7| YMo| =2l 31 ZaLot

LICE 7t 22iE JFE AlFsiM UXlst=s

- TE 12 betaZ Al&tst= EN &2l O|0|X[E AT
o|O|x|7t &t 74 o|5t Y w77t X| o|O|X|& EAIELICE Al O|O|X|E 25 &QI5tH o|O|X| A%t o|O|X|
BE Ot2 2 E A|ELICH

API B4 2015-09-21 187




Amazon ECR A8 HEBM

+ T2 25 prod2 AlAtsts Ef 2RI O|0IXIE APMBILICH 7HE QEHEl WEE AlSHalA YURlsHs
olDIxI7t & 7H 0|3+ TH7HX| OlOIXIE EAIZLICE 748 0lOIXlE 0lO] 75| 1041 QIR mE
ofl #QI% O|0|X|7k G, IEtAf 7} O|0IX|E EAISHK| k& LIT

- Z1h: o|O|x| AeH ol|0|X| B7t Btz E|R&LICH

Crel F oM H40| 22 TER

OII

CHS o= BF Y 720l S+2| efT mfEol| Ciet =8 7| @3 222 XY
Egfet 8 7| E2o| Ao dBnt Al LIEFLE A& LICH

2 L|CtH o 2 E|Z K]

of A
B m&ol S+o BT iEE XIEE M o|0|X|= S50 = e mEn 25 UKX|sH ok gLCt.
2| ZX|E2| HEX:

- O|O|X| A, Taglist: ['alpha-1"], FAl: 12 ™

- O|0O|X| B, Taglist: ["beta-1"], FAl: 11 ™

« 0|O|X| C, Taglist: ["alpha-2", "beta-2"], FAl: 10 &
« 0|0|X| D, Taglist: ["alpha-3"], FAl: 4 &

- O|0O|X| E, Taglist: ['beta-3"], FAl: 3 ™

« O|O|X| F, Taglist: ['alpha-4", "beta-4"], FAl: 2 &

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],

"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
1,
"action": {
"type": "expire"
}
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2] 12 alpha 2 beta(Q)Z AlZtste e &2l o|O|K|E Aldgt
grQlgfLict s 2t 221El o|dlx|, & olO|x| Coil ZAlsoF BfLICt,

- Z3}: o|0|X| C7} BFEE|R&LICH.

]

of B
CIZ o= 871 A8 E £ Qls Ef2E Eo{ ELICH
2| ZX|Eg| HE=:

- O|O|X| A, Taglist: ['alpha-1", "beta-1", "gamma-1"], FAl: 10 =
- 0|0|X| B, Taglist: ['alpha-2", "beta-2"], FAl: 9 &
- O|0|X| C, Taglist: ['alpha-3", "beta-3", "gamma-2"], FAl: 8 ™

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}
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- #3212 alpha ¥ beta(o)i AlEst= e © 8l O|0[X|E AEELICH o|A2 2 E O|0XIE &
gt 7+ 2eiE ZFE AlFsiM Lxlst= olOlx|7t & 74 olst w7t x| ofO|x|E E AR

C}. O|0|X| ASt BE D2 2 ZE A|EHL|C}.
- Z1}: o|O|Xx| ASt O|0|X| B7} Bt 2 E|A&LICE.

2 E o|0|X| EEE

Cte =8 F7| @29 of= oft] HEE 7tZ 2 & O|0|XIE XIGELICH HEM 2 ZXIEZIQ +=TF
Z7| E2o| Zxte| dFTnt 2fJA LIEILE & LICE.
ofl A

=0l R[S 0|DIX| 3 JHEH RIS LIHAIE 25 B2 Al7IE Faoll of

= =
F7| 8™ FEE Eod FLCHL

rot
1
0%

Z|ZX|E2| HE=:

« O|O|X| A, Taglist: ["alpha-1"], FAl: 4& &
- 0|0|X| B, Taglist: ['beta-1"], FAl: 3 X
« O|0O|X| C, Taglist: [], FAl: 2 ™

« O|O|X| D, Taglist: ["alpha-2"], FAl: 1 &

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
b
"action": {
"type": "expire"
}
}
]
}
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O]l & =7| MMo| =2|= 21 Z&Lc.

- TE12 2E ol0lXIE AlY
O|X|E Gtz A|74ofF &hLC}.

- Z1t: o|0O|X| A, B, C7t BFE E[Q&LLCE.

Z|ZX|EZ|

O|0O|X| A, Taglist: ["alpha-", "beta-1", "-1"], FAl: 4 ™
Image B, Taglist: [], Pushed: 3% &
0|O|X| C, Taglist: ["alpha-2"], FAl: 2 ™

« Image D, Taglist: ["git hash"], Pushed: 1& ™

"rules":

O|O|X| E, Taglist: [], FAl: 1 ™

[

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,

"action": {
"type": "expire"

}

"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
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"countUnit": "days",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
}
]
}
ol +% 77| Mol =al= ot ZaLict
- 73 12 alphaZ Al&st= Ef &l O|0|X|E AEELICH o|O|X[ A2t C
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XEE L2t 221 o|0|x| 2

CHS olMlE 3020| prod X|h 2 Al%fstE Ef7E QIE OIOX|E E#tete +&8 F7| XS 20iE
LICt.

{
"rules": [
{
"rulePriority": 1,
"description": "Archive production images older than 3@ days",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 30
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

ChS olMlE 90 S¢t E-LIX| f2 O|0IX|E EdtsteE =8 7| GME EoiELICH

{
"rules": [
{

"rulePriority": 1,

"description": "Archive images not pulled in 90 days",

"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90

}

"action": {
"type": "transition",
"targetStorageClass": "archive"
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0o
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x

ofstole W Btz 7

o

ChS oilXl= 300] x|t O|0|X|E E2tet CHZ 365 0|4 E2tEl O|0|X|E BT A2 2 BtRA|F|=

=38 7] EHME HEofE LI

(® Note
HarEl ololx|el |4 ME 7[zh2 90 IL|Ct. ot7to|Eoi 90 o|Liofl 22t El o|0|X|= A
Mste =& F7| G 78 & i&LIch 90 O|gt St EztE o|0|X|E AfxlsH ok st=
AL batch-delete-image APIE At&3lOF 5t X|BF %|4 90 AEE[X| 7|Ztol CHEF @ F 0| £t
ElLICt.
{
"rules": [
{
"rulePriority": 1,
"description": "Archive images older than 30 days",
"selection": {
"tagStatus": "any",
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 30
1,
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
1,
{
"rulePriority": 2,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
Ot7}+0|E o Al
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Efl T & El

tagStatus

7| E&o| =lo| o|O|x|of CHEF EHI & RI™HEXIE HolFLICt. tagged,
SMS A8E = U&LICH anyE XYM ZE O|0|X|= BIt =2 #&L
Ct. & x|I™ste 82 tagPrefixLlst 2t EE= tagPatternList #fk= X|"taggedshoF & LICt
=

=

X|HetE B tagPrefixList ¥ untaggedE 25 d=Fslof & LICttagPatternList.

tagPatternList
R SE[EAY]
L+ 83 0458 tagStatusO|(7t) iR X[H™HE|0{ QT tagPrefixList2(=) XIHE[X| g2
He of
oT

tagPatternList2(E8) AP%3P04 ok

EH17h KIBE olOIXloll CHE £% F7| B4
T #5240 QU= THE (1) B

o=
22 EfIE X|YsE R0l FALICH £ 57| galos
Rl AlE2 PEEIE 0/0Ix| B3 HE S22 XYl
*

W
U9.'-'
ol
]

AE LICt. ol & £01 prod, prodl, prod2
SoZ o|0|X|7} E}2 x| Ef T THEd S5 prod*E MA 2 E 0|0|X|E X|&SHok & LICH 0424 7|
Ol 2 E XI™HstH, XIHE Efa7t Q= ZE O|0|X|E 2 HEHELICE,

b s rr

/A Important
EAEE U FtE (%) = ZICH 47HE MBHEILICH o & S04, ["*test*1*2*3",
"test*1*2*3*" ] 2(=) FESHKIB ["test*1*2*3*4*5*6" ] 2(=) RE5HX| A&
Ct.

Bl MFAISS

tagPrefixList
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Zl4 o= 048 tagStatusOl(7}) B2 X|HElof Ql1 tagPatternList2(E) XIHEIX| b2
740 o1|
oT

"tagStatus": "tagged"2(E8) X|H5t1 tagPatternList2(E) XIHGHX| ot BT AL
SELICE =8 F7| LAlo= AMSIZ{H HEE FEE|= O|0X| BT HFM SES XlooHOIE
pT

o 11—

gtLICH 0 Z £04 prod, prodl, prod2 S22 0|0|X|7} E2E|H ElT HF A
O|0|X|& X|Z5HofF gLCt ofed 7Hel & XIHsHH, XIHE E 7t /e ZE 0|0
Euct.

AEZ|X| EeiA

storageClass

N

10
0%
MO

L7} countType@l B2 0 sinceImageTransitioned

TE20| AEZ|X| EefA ol o|O|X|BH MEHEILICE. imageCountMoreThan,
sinceImagePushed®= &= countTypellE& AtE5t= B X|BElE sinceImagePulled® st
22 eL|Ctstandard. o 7+ 8 S ME835t= B sincelmageTransitionedE0|H X|H

Ele RY8 22 uittarchive. O|& AEF6H 2| 2t0| standard AFSELICH

= Tr=1=

I2E 738

countType

ololx|o M8 7I2E RS XIGELICH

countTypeO| imageCountMoreThan2 £ MHE|M countNumber = X|H3t0{ Z|Z X|EE|

off Zxlst= o|O|X| =0 A|EtE Mot= #EIE BHELICEH countTypeZt smceImagePushed
sinceImagePulled® £ 2 MHME AL sincelmageTransitionedZ|ZX|E 2o Q= o|O|X|
off AlZt MEt2 X[™countNumberstEi™ countUnit & &= X|'E§LICY.
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: 04, countType7} sinceImagePushed, sinceImagePulledE= 2 M E Z<00H 7t

or me
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LICt. sinceImageTransitioned

.

FEHQIE LIEHNE daysel 72 E BRIE x|™stn 2™ 2l countNumberE K| &fL|CH.

>
N

= ()

Ol sinceImagePushed, sinceImagePulled®= £ countType?! Z2<0i2F X|%5H0k &L
X{5i0d © 27| ui Al

CtsinceImageTransitioned.7} countType CHE ZfQ1 B i BRIE K| 5HH e
3I-|__||:|.

sleE 4

countNumber

t2E HEE XIEELICH o8&l 22 &o Y LIthe2 318l 2ol otH).

&8t countTypeO| imageCountMoreThanO|2tH, g2 E|Z X|EE|0| ERst1 A2 o|O|X[<Q
CHeLICH AF2 8 countTypeOl sinceImagePushedZt™, Zt2 o|O|X|oi| CHEF Z|CH & &t
T RILICEH countType AF& El7F sinceImagePulled®! A< 22 O|O|X|E OIX|H S 2 7K

=
O|% =|cH LLIC countType AFEEl7} sinceImageTransitioned®! ZA< Zt2 o|O|X|7}
HztE o|F z[cH Y=ot
X+oA
b I — |
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St R|HgL|Ct X ElE 2t expire (O|OIX| AfAl) & transition (O|O|X|E o}7}O|
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= EtY YOIO|E M| 2| AHY

Amazon ECR2 AWS Inspectorl| £ A28t 2 & Z 2| LastRecordedPullTime EF A
ClO|EgLICH & EtY UOIOIE MRIE A& 5HH EFAF AFHLA(04l: Crowdstrike, Snyk, Trivy)e| £} Z
O| Oo|0|X|E & i o|0O|X| & AlZHE YOIO|ESHK| etotofF &= IAM 238 ARNs2 X|HE = U&L
Ct. ol ZE Elo| £H F7| M2 ZAXof W& O|x|X| LT 2 sl2dE EIAE T CI/ICD SXof Al

oo =
8&l= OIEIIX|01I FEELCh

MLl =52 g ol o|0|xIE 7M™ & A2 HE K| ei&Lch o
A !

N =
2 A& Lol EgLICt H™EE x[cH 100702 M| #F8 F+HE = JU&LIch

Z Bt UOIO|E Mol &= #e
Z £l Yool MOl BS2 22lshaIE CHS 1AM HEtol BRELICH

ecr:CreatePullTimeUpdateExclusion - M2 S 50i & ARNZ F
o9& L|Ct.

ecr:DeletePullTimeUpdateExclusion - N|Q| S50{|MH A& ARNS MHE £ QU= HEtes
£ogrLct.

« ecr:ListPullTimeUpdateExclusions - M| S50 = ZE 248 ARNs LIFe £ Q
ol-o |='O;|<>|-L|E_|.

@ Note
iam:PassRole T&t0| Z35HX| &t &LICH Amazon ECR AHedg 43
USR] &0 M| 74 ARNsEH ALE5toq o|O|X|e| E Bt S UCI0|E
x43tL|C}.

Amazon ECR 2& == AWS CLIE A85t0{ & Bt UHI0|E Mol §=8 2eElg + J&Lch
AWS Management Console
£ Bt AClo|E M2 =2 #2l5t2{TH(AWS Management Console)

1.  https://console.aws.amazon.com/ecr/private-registry/repositories Amazon ECR 2£ & 3L
Ct.
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https://console.aws.amazon.com/ecr/private-registry/repositories
https://console.aws.amazon.com/ecr/private-registry/repositories

>
0o
1z
0%
x

Amazon ECR
2. HMZSoM 2TS MEELICH
3. EMFoAM zZztol BX|2EE| 7|s X HdHEE MEet CFS £ Bl YUOI0IE XMeIE MH
gLt
4. HNRIE FtotedH M FI7HE MEASI D AJE ARNS =et CHE FI7HE MEHELIC
5. Mol =2 M7HstedH SFolM A ARNS MEIst D AKE MEHRFLICH
6. ZEXNLYESFES Hi{H S50l 7 HE ZE S ARNs EA[ELICH
AWS CLI

T
=5
=

el

Et UO|o|E X2l HdstedH

create-pull-time-update-exclusion BWHE S A& 3104 AQ| FF0i & ARN2 F7+&LICt

aws ecr create-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

D342 045t ARN LU AMAd E}QIAEH T = HHEHSFL|C}

[

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

Ete ACI0|E XM<2IE Arx|steds

delete-pull-time-update-exclusion BHEE AL 510 M2 SZ0i| A HE ARNZ A7 gLt

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

HH2 AK|E - ARNS HrerghL|Ct,
{
"roleArn": "arn:aws:iam::123456789012:role/scanner-role"
}
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1. list-pull-time-update-exclusions BEE At&35t0{ A2 S50 U= ZE A& ARNs
aws ecr list-pull-time-update-exclusions

Mel7t 7 EEx| f2 22 BB2 B S5 gretefuoh

"pullTimeUpdateExclusions": []

MLzt +EE B2 BHE2 A ARNs.

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-role"

—_

2. Z1E Ho|X| Ol Z45tEd™H --max-results L --next-token It2tO/E{E AL ErL|LC}.

aws ecr list-pull-time-update-exclusions \
--max-results 4

BE2 KEE o Aot o B2 20 E A8 =+ UE nextToken B E BHEHELICH
{

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-rolel",
"arn:aws:iam::123456789012:ro0le/security-role2",
"arn:aws:iam::123456789012:role/security-role3",
"arn:aws:iam::123456789012:ro0le/security-roles"

1,
"nextToken": "ukD72mdD/mC8b5xV3susmlzzaTgp3hKwR9nRUW1lyZZ79..."

Zzto| chE m|o|X|§ HAAstedH 0| = nextTokenl|E AHE R LICH

aws ecr list-pull-time-update-exclusions \
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--max-results 4 \
--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwRO9nRUW1yZZ79. ..

Et ] UCIO|E M| AbEof CHet 1Eq AFE

[

E Bt YUOIo|E MRl AH8E Me OfS AHE 2 1EfstMle.

- Mo &= LEo| 7|2 Ho|X| 27[= 100RILICH maxResults & nextToken Zt2tO|E{ 2 &7A

O|X| OHEE AEE += /JU&LICH

2HIE ARNs =8 IAM &8 ARNE 5{&ElL|CT

- 0|0| EXfstE Mol 52 M2 5™ ExclusionAlreadyExistsException 2F
gt EX5HR| b= MLl =2 AXISHE{ T 5t ExclusionNotFoundException 2/ 7t &
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= 8 & ZET30)| et AtMEH 82 AWS i & T2 J3HE He| L MH[AE H XS
M.
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Hot- AR MU2 AMEstE AWS MH[A0f a2l AHEELICH E8F FstE FIALS]
ClOIE I, TIAte] @7 AMY, 2t HE I 7S HIRE V(e 240 CisidE Mol &L
Ch.

O| MHEME Amazon ECRE AIEE [ 23 M RHIE ME3l=

= bc'! |=|% OIO E
Ct2 FAME 2o 2 X &4 2x0f 2 Amazon ECRE F A5t #ed2 Ho{E Lt =8l
Amazon ECR Z|AAE DLIERSIT E535tE Ol E20| £l CHE AWS MHIAE AIE5E & %

2ok LICt.

S|
« Amazon Elastic Container Registry& Identity and Access Management
- Amazon ECROIMO| CIO[H EE

« Amazon Elastic ZAE| 0| BIX|AE2|of CHEt 7™ &4 &0l

« Amazon Elastic Container Registry2| @/ Z 2} & ot
o WXl MH|A ESE CH2|2] &K

Amazon Elastic Container Registry& ldentity and Access
Management

AWS Identity and Access Management (IAM)E ZZ[XF7F AWS ZlAA0f CHEF HHAE CHHSHA A|
043t Ol =2 0| AWS MH|A E|= ILIC IAM 2[R oH AL XH7F Amazon ECR ElAAE AL

SEZ
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

n
n
"iam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement":[
{
"Sid":"GetAuthorizationToken",
"Effect":"Allow",
"Action":[
"ecr:GetAuthorizationToken"

1,

"Resource":"*"

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories"”,
"ecr:ListImages",
"ecr:DescribelImages",

T
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"ecr:BatchGetImage",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
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Amazon ECR CreateRepository APl 212 Sall 2|ZX|ECE MEE [ Ef2E XI™¥E = U&
LICk REAIBH LI& 2 Amazon ECRUIM Z2t0[H! 2|ZX|EE| EfT X B8 B XA AL,

AZR7E M Al 2| ZXEEO| EfOE XIHE £ USB{H AL E ddste BUS ASE HE
O| 2J0{0F BFL|CHOi: ecr:CreateRepository). Bl&

ecr:CreateRepository R0|A F7} Mt HoiE

x| &elgt|ct.
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YoM AL Rt EIZX|EEIE Y5t HLE key=environment, value=devE EH1E x|

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
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"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

Ct= EMo| M= AFE X7t key=environment, value=prod2 Ef1E X[H5tX|

2|0l M O|O|X|E 7K E & & ELCt.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Resource™: "*"
},
{
"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"

}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resource": "*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "ECR",
"Effect": "Allow",
"Action": [

"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayexrAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage",
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"ecr:BatchGetImage",
"ecx:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
}
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x
10

AWS KMS ()& AL 3t 0I5 715 M & 233518 A& 5t04 Amazon ECR 0l0|X|ofl & H & 9| 25
éré MHEE MENEH 4 Q& LICIDSSE-KMS. DSSE-KMS & 429 R AISSE-KMS3t |8t 3t # 5
2 MFLICH AAE LIS 2 AWS KMS 7|2 AL8 3t 0|5 75 MK 5

Zt Amazon ECR ZIZX|E2|oE E|ZX|E2|7F MMEE I} MHEE|= ¢S5 40| A&Lch 2 2=
XEZ MECIE ¢33 72 ALEE = JA&LICH RHMIEH L& 2 0|0/XIE MEE Amazon ECR
zzlol8l Z|ZX|EE| MM EHedE B XFHAAIL.

AWS KMS et 35t71 € M838HE B|ZX|EC|I7F M EIH KMS 7|18 AF85t0{ E|ZX|EE|o| 2EHXE ¢f
&tgrLlct B8t Amazon ECR2 Amazon ECR E|Z X|E2|E I|E 04Xt EoF X2 AL28l0{ KMS

9|01| AWS KMS &t 204E FI}+&HLICE.

CHS2 Amazon ECRO| AWS KMS ¢t S&El0f Z|ZX|ECIE 535 L sliSsts WAlol 22 &2
O|HE NS ELICt.

1. 2|ZX|EEIE 4 ] Amazon ECRE DescribeKey 2E 201 T1& AWS KMS 504 &5 5t 714
ofl XIHE KMS 7]2] Amazon ElAA O|E(ARN)S AS 5t ZHAME

2. Amazon ECR20{ & 7i2| CreateGrant 22 E L} KMS 7|of| CHst #t
04 Amazon ECRO| H|O|E{ 7|2 AF235}0{ H|O|EIE ¢S5 5t5t0 =

3. olOIXIE FAlg i ol0|x| A& Y OHLIHAES &5 3t5HE O AHSE KMS 7|8 AWS KMS X|H
8l = GenerateDataKey 220|0f O|F0{&lL|C}.

4. AWS KMS = M HIO|E| 7|2 MAMstD X|™HE KMS 7|2 &5 3}8t Ct= o|0|X| HlE HEIH O|E &
O|0|X| DHLIHAES 71 A& e &S stE ClolH 7|18 M&ELIct

5. O|OIX|E 7tX& mf & = &tE OO 7|1& AWS KMSXIH3st0{ 555t Q0| & ELICH

6. AWSKMS = &3 &lEl O|o|E] 7|12 535385l 5535 E ol 7

. dlolHe Z|= ol|O|x| Bllo|o{& 7tX 27| o o|O|X| 2l|o|o1E S Z3t5t= Cl AASELICH.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon ECR A8 HEBM

8. ZIZX|E2|7} AKX Z[2d Amazon ECR20] & 7H2| RetireGrant 2 & E L AWS KMS Z|ZX|E 2|
o CHaH M E Mt 204E AL SX|ELIC

k= Ny

Amazon ECRO{IAM AWS KMS 7|8t 2t 5 3H(SSE-KMS EE = DSSE-KMS)E AFEE e CHS A
24sHof &Lct.

0ok
mjo

a

« KMS & 532 AF25t0{ Amazon ECR Z|ZX|EE|E MM KMS 7|E X|™HSHK| &2 84 Amazon
ECR2 aws/ecr 7|EXo 2 20| AWS Z2|E 7| U=E AI2ELIC 0| KMS 7|= KMS &353
7 M8 E BIZXECIE M MAE m A™Ho| MAEELIC

« ZIEXEZV MHE Fole SIZXEZ EE =

« I1R9KMS 7|2 KMS &S5 M85t 42, sliE 7I= ElZX|E2IF SUE 2o lo{ok &
L|C}.

I

ok

« Amazon ECRO| At AtE CHAISH0] Mst= Roi= FAL|X| ehotok B LICH HZH el AWS KMS 7|
E M8 =+ = TEHE Amazon ECRO|| £045t= M3t R0iE F[A 6T Amazon ECR20| T O]
E{of] HMASHHLE, 2IZX|EEIZ FAIE M O|OIXKIE E3t5t7LE, EIZXEE|E /HMHS M 55
518 4 Q& LICH Amazon ECRO| CHEH H3t 2048 #|A5HH HZ AFEO| SA| SHAUSLICH HA
A HEHE F|ASE{H e 2042 FASHE CHA SIZX|EEIE ANELICH 2IZXIEZ|7F AKX L
4 Amazon ECR2 A& AtE CHAISH0] 204 HEto| At S SX|AIZLICE
« AWS KMS 7| At 1} B24E H|& 0| Y&LIC RHMIE LI 2 AWS Key Management Service
22 HXsAAI2.

0|5 HE M & & 535 A1} 2teAE H[& 0| J&LICH RtMIE HE = Amazon ECR 222 & X
SHMI2.

Zi4 JAM M8t

AWS KMSE AF&5104 At & 5512 Amazon ECR 2|ZX|E 2|8 M5t 7Lt AMste B2, B
Bt ALS HEH2 ALS B0 S KMS (o et CHELICH

Amazon ECR AWS £2|3 7| 8 A2 A| 28 IAM M8t

7|22 o2 Amazon ECR Z|ZX|EE|0 & 53 AWS KMS 7} & M5t T|UX|THKMS Z|7F X|&H £ x| ot
2 7% Amazon ECR AWS ZZ|¥ 7| &7t AL ELICH. Amazon ECR& AWSEZ|™E KMS 7|8 At S
5to E|ZX|EE|IE Y538t A2 SIZXEEE MMe HEto| e 2E B A= 22 X|Eg
oA AWS KMS 2 Z3HE EH3te & J&LICH JBL 2|ZX|EEIE & A|ete IAM 2ot FX=
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https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/ecr/pricing/
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kms:RetireGrant 1‘%FOI 1040k BFLICEH O|& 7| 3t 2|Z X|E2|7F M EE f AWS KMS 7|0 &
7HEl HEt 2047} AL S K[ELICH

CtZ ol oAl IAM HE2 ef S 317} &3t El E|ZX[ECIE AfAMete O] 2R 2[4 HEE A5 A
EXtolA eletel WMoz FIHE £ &LICH E|ZX|EE|E 3 3tste ol A= KMS 7|= 2|4
A mEt0IEE AFEStod

> HU
o

JSON

{
"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms :RetireGrant"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]
}

2l QL& LICH

72t KMS 7|& 2h= [ AWS KMS 0lA g dst= 7|2 718 MEstALE B X[8E =X
"I—IEP HE LFA7 D 2E[E 7|18 2El" = USS KMS 7(of CHE 7| HHE2 HHe FE
ALEXtofl CHEH 2= AWS KMS ZrdS 518 3HoF & LIC 7| Eaof Hel7th X[EE &

4= UX[BH 2| AT FE ASKO|H KMS 7|1 HEIE = = 80| 2odx/o{oF FLIC
ECRO|M 2 2ieh @%oi| CHSHAEE KMS 7|1 AL E &= UL E 5248 kms:ViaService & 7d 7|&
ecr.<region>.amazonaws.comz{Z E7H AL & £

Ct2 oAl 7| S KMS 7|8 ARE AWS HE(FE AL RN H KMS Z(0d| CHEF A HMA H
32 2odstL|c}H 0| oAl 7| A3&Hof| CHEF KFA|SH L H%% AWS Key Management Service 7H& X} QFLH
Mo| AWS H|&of CHEF HMA 58 LU IAM B M3 E A XFHAMIL.
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
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JSON

{
"Version":"2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUsexPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"
}
]
}

Z|ZX|ECIE M5t IAM AEXRL, IAM 8 E£= AWS H™Holl= 228 Amazon ECR
kms:DescribeKey #8t 2|0 T kms:CreateGrantkms:RetireGrant, 2! ™80 Qlo{of grL|ct.

(@ Note

O| kms:RetireGrant HEH2 2|ZX|EE[E MEdt= AFEX EE= AE 9| IAM HRoi| =7}

T|o{oF gLIC}. O] kms:CreateGrant & kms:DescribeKey #et2 KMS 712 7| Z=H0|L}
EIZXEZIE MMHSIE AR EEE P& o] IAM Mol FIHE £~ Ql&LICH AWS KMS #&t
It gt Aof CHEt REAIBH LI 2 AWS Key Management Service 7Het AF FLHA{ 2] AWS KMS
API -‘.'-_|o|- xl-o4 EII ElAA PN . % =} o|-k||o

[=

Che ol of & 1AM &M ot 5 3l7} # 448t 2IZX|E 2|8 Mt T Bl XIEE7} SR EH X sHe
ol TRt 24 M3 % X2 ALSRtoIA elatel HAoR £7tE 4 Qe BEXERIE 25t
she Ol AFREIS AWS KMS key £ 2l4A TH2HOIEIS AFR 3104 XIS % QaLICH
JSON

{

"Version":"2012-10-17",
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR

"Id": "ecr-kms-permissions",
"Statement": [

{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",

"Effect": "Allow",

"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}

0| KMS 7|& LIYESIEE &

r}u
Mp>

E|ZXEEE HGE W ASKTL

= OOE
E M2 Al SIH0IM T 2EI-HE KMS 7|12
Mo 2422 AH2E I KMS 7[2F HE

ElZXECE H-EE m 2[x2X|E2|of CHEr
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Amazon ECR 2£8 F%3|'04
X7t 2|ZX|E2|of ¢

g A&LICH OIS IAM

HoiE LIt

3t

— I_EE

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"

1,

"Resource":

g
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Amazon ECR AE HEM

2o Amazon ECR #3% =& ZL|E{2l AWS KMS

AWS CloudTrail £ AI235+04 Amazon ECRO| AF2AE CHAISIO40]| ELHE 2
KMS Q& LICH CloudTrail 212| 21 & =20= 2t 21A Aleds & QIE E 5}
7t =& E|o] l&L|ct.

S5t HEIAE = HOME|X| of2 oo HIOIEE ZE &5t 7|-2f Ho{ MEQLICH HIOIE &35 2
Hol| 2455 HEHAEE T &s5H A 55 ZHAEIAE T 25 5HE O|O|E{0] AWS KMS & 535} dialo 2
HIQIZEILICE 2t SUst 4531 HEIAEZ ™MEsHof O CI|O|E{E sS4+ & LCt.

GenerateDataKey %! Decrypt 2 -0|A{ AWS KMS Amazon ECR2 At& &¢l 2|Z X|E 2|2} Amazon
S3 HZE A= 5 71| 0IF-2f o7t Y= ¥ 55t HEAEE ASTELICH S¥HS oS of A2t
Z&LCt O|F2 CIEX| ot x|oh ZE &l &35t HEAE Zf2 2f gfotct oS LICtH

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09%e@ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"
}
53 HEIAEE AL 35104 AWS CloudTrail 2 Amazon CloudWatch Logs@t Z2 ZHAFBHIZESQ 2
oM 22|n EH 3 HEt B040| TS 2 M O|2Et =5t ArdS AlEE = U&LICH

3t ZEAEE F 72| 0|5-2t Hoiz FJELICt

Fol

Amazon ECR &

« aws:s3:arn— & Y O|&-Zf o= HZIE AEELICE 7|= aws:s3:arn®LICt O| gt
Amazon S3 HZ!2| Amazon ElAA O|&(ARN)ILICE.

"aws:s3:arn": "ARN of an Amazon S3 bucket"

o€ £04, H{Z!2| ARNO| arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/

sha256:a7766145a775d39e53a713c75b6Tfd6d318740e70327aaa3ed5d09e0ef33fc3df Ol
Ell_=1 |°:|" |.9-|E-I|/\E‘— |:|.I=I lL-lIO-IE ——|-o|-|__||:|._

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df"
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR A8 HEBM

. aWS'ECR'arn— = i 0|5§-7f Ho{e= EBIZXIEEIS| Amazon ElAA O|F(ARN)S AlErLICEH 7|
= aws:ecr:arn®LICt. O] gt 2lZX|EE|2] ARNRILICE

"aws:ecr:arn": "ARN of an Amazon ECR repository"

0E £0f, 2|ZX|E2|2 ARNO| arn:aws:ecr:us-
west-2:111122223333:repository/repository-nameO|H 53t HEAE = CIS HO{E
stL|Ct.

%
2R

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

=X

HZ

ol

Z4£ 2 Amazon ECR 2lZ X EC|E ATA|IE [l EIiXIEEUI- ME ™Mo 2 AN E|RAKX|TF Amazon ECR
O| 2IZXIECIC| KMS 7|0 F£7IE F04 HEIO AIEE SXIANZL = Qs R OSY L2 77
AMErLCt.

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

ol A< E|EZX|EC|of CHEF AWS KMS HEF R04& 2T AL SXIE == JU&LICH
2l ZX|E2[of CHEt AWS KMS THEt R0iE =822 A8 &X[stE{H

1. 2lEX|IEZ|of AFE El= AWS KMS Z|of CHEF M8t 2 0{E LIYELICH Of key-id 22 Z&01A
dte @ Fof ZEELICH BHES AH835t0 AI™ol £ 2™ AWS #E[™ 7| & 12 2|3
KMS 7|18 25 L}¥list-keys& =T A&LICH

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

E30i= 2| ZX|E 22| Amazon 2lAA OIE(ARN)J— EncryptionContextSubset7} Z & ElL
Ct. Ol= Zloi| F7tEl 2o Het 5 AEE SXIAZ[E{= HetE AYste ol AASE =+ U&LICH
Ol GrantId &f2 Ctg B0 M 2o HEHE X[ W AASELICEH

2. g|ZX|E2lol| FIHE AWS KMS Z|of CiEt 2t Het £0{E AHE SXIFLICE GrantIdel 4t Ol
M CHA E2d0f o] Bof HEto| IDE HFEL|C}.
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aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

AWS MHIA 7t S8 78 E4 229
O ME Ol LS AESHT B s B B4 TS MeELICH Y HEE AW

S EZZ,

£ AE35tod EtAL ZAF ETME CF2
Reports inDownloading AWS Artifact

g = UA&LICH AWS Artifact. AtA|EFH LH& 2 Downloading

mo u

1

A8 A TE 4 MUL ClO[ES] T T, SIMS| FH E4 SE W B HED 0| et AWS
MHIA ZHELICH AL Al 78 F4 Mol CHEt REMIE LIS 2 AWS 20t MHME AWS MHIAE
ZstMlR.

Amazon Elastic Container Registry2| @IZ 2} £ 0ot

21" MH|A Q! Amazon Elastic Container Registry= AWS 22H HEQ|3 Eoto 2 H S EL|CH
AWS 2ot MH|A 27t QIZEHE AWS E S 5t ol CHEF XhMIEH LIS 2 AWS ZEt2E Zofs
HxstA . =zt Hot B M E ALE5tod Bt EE MAIsted™ 2ok #ZE] AWS Well-Architected

Frameworkl| Q1Z2t E5 E 2 X3IAM2 AWS .

AWS O HIAIEH API E&E AIE5l0{ HER T E S35 Amazon ECRO| M AT LICH SEI0|MEE
CtS & K|daHok gLIct.

« Transport Layer Security(TLS). TLS 1.2 E%0|04 TLS 1.32 HH & LIC}

« DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2t Zf2 2t
ME EoHPFS)0| X2 El &4 Z ME . Java7 O|&f Q| |4 A|AERIR CHEE o|2et REE X[&E
L|CF.

Ol24et API 2 o HIERIT !IRIMME ZEE & UK, Amazon ECR2 &4 IP F40 MHE
Met MgE Y = Us 2ldd 7 HMA HHE X[RELICH Amazon ECR HHE A&E5t0 &
AN=EZQ

& Amazon Virtual Private Cloud(Amazon VPC) IEZQIE = EX VPCOHIM HMAE HMofg
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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Amazon ECR At

T A&LICt ol 5t WERXZ Liel £ VPCOH|MEBH X|ZE Amazon ECR 2lAA0d CHEF AWS
HET HMAT = J—P"'OE Az ELch REMIEH LI 2 Amazon ECR QIE{H|0|A VPC IEZQIE
(AWS PrivateLink) M2 &= AAIL.

Amazon ECR 2IE{H|0|A VPC = E QI E(AWS PrivateLink)

CIE{H|O|A VPC RIEZQIEE A2 T = Amazon ECRE 7445104 VPCL| E ot AEHE SFAFAIZ
£ 9Lt vPC o EO.JEE ZatolY! IP FA(IPv4 2 IPv6 25)E S5l Amazon ECR APIsOll H]
ZINE HMAE £ = 7|2 AWS PrivateLink2 TS E/L|Ct. AWS PrivateLink= VPC2F Amazon

ECR 7+l 2E WE T E2H TS Amazon UIE AR MEHELICH QIE{L AlO| =9 0], NAT Clutol
& i Jha Zato|%! HO|ERI0I7H HL gl

AWS PrivateLink 2! VPC A E X QIE 0 CHEF AFAM|IEH LI = Amazon VPC ALE AEAMO| VPC QIE X
ClEEZ R XSIMIS.

Amazon ECR VPC A= ZQlEof CH3F 1124 A&
Amazon ECRO| CH3H VPC M= ZQIEE 7 A57| Mol CHE T2 AFEHol Rol5tMIL.

« Amazon EC2 QIAEA0|M EAEIE|E Amazon ECS 2210| Amazon ECRO|A Z2}0[8! o|O]
X|IE 7t E = UL F 5t24™ Amazon ECS& QIE{H|O|A VPC AEZQIEE MEFLICH KA
8t LI& 2 Amazon Elastic Container Service 7H&f X} 7}0|E 9| QIE{H|O|A VPC QIE Z QIE(AWS
PrivateLink) & & X 3tM2.

- Amazon ECRO{ M Z1E|O|L] O|O|X|& 7tX L= Fargate0ll A S AR E|= Amazon ECS Zrd2 &Hed
off Chet 2 Al 1AM 8ol =74 7|& F7tstod s 2ol Al 2= §H VPC X s ME|A
o A8 k= VPC HEZQIEN CHEt HMAE MEHE = JU&LICH REMIEH LIS 2 Amazon Elastic
Container Service 7H X} 7}0|E9| RQIE{H|O|A AEZQIEE S5 Amazon ECR O|0|X|E 7t 2

E Fargate 2o CHEt IAM HEHMEIAIEH S B X SIMI2.

« VPCUEZQIEN HAZEE Hot IE2 VPCo| Z20|H! MEY0|A 443 ZER S0{2E= A
&1 &3atoF & LC}.

« Amazon ECRVPC HIEZQIEE FU AE(IPv4 2! IPv6e) A S X|RELICH 7Y AR vPC =
EQIEE A detH IPv4 X IPve Z2t0| IP FAE S EBfEHE ZF &2

O

=
- VPC A= ZQIEE O|F SE(HX|LI0O} B58)2| AWS APISDK IEZQIES
£8| 2| X|E2|E K|AHF LY.

« VPC Q= ZQIE = Amazon Route 532 S5l AWS K| 2= DNSEF X|&IerL|Ct. XFAIC| DNSE Al
e d2ole Z7XQIDNS ME 2 ALE & = U&LICH XHMIEH LI 2 Amazon VPC AHS A

Mo DHCP 2M MEEZE XM 2.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
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Amazon ECR S MEM
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« Z1E{| 0|40l Amazon S30i| CHEt 7|&E 4ZE0| U= B, Amazon S3 HO|EQ|0| A=EEZQIEE F7t

mo rir

g O HdZ0| Al BEE = JaLUch SEE EX| 2 22{H Amazon S3 HO|E S| 0| =2 Q!
EE A&3%t= M VPCE 4448t ¥ Amazon ECS E{AE et 1 Z4E|0|L{E M VPCo{ O+o|E| 0]
Mgfuct.

. TAZ YA £ Ab83tod O|0|X|E *{F 7tX{2 [ AWS PrivateLink & At&3t0o{ QIE{H O|A

TS
VPC AEZQIEE AI3 T = Amazon ECRE2 7448t 22, NAT HOIEH0|E AI&35t0{ SUsH
VPCOl H{E2| MEu2 MAdslol ghLich 23 Ch2 siE Zato|d! MELolA NAT HoOolEH0|Z,
D E olRHI2E EfiEE QIEHACR Bt E5H0F E &g s8E &= JUauct % o|0|x| Eof
O| o] ER3tX| f&LCt RHMIEH LHE 2 Amazon Virtual Private Cloud AHE A& A{Q] ALt
|° Z2Hol8! MEUo M QIE{L OHMI E 2t xstMle.

X}
- FIPS 140-3 4& 2 E9| Z% Amazon ECR2 VPC =X QIEof CHEt

5 o
FIPSAE=ZQIEE

X*OE Wlndows OIIII|7<|E Amazon ECR EIiXIEEIE EAEtE Z;'—C.’—, OIE4°F O}EI HE 7} Z&HEl A

2 Qg AB 22 7ZHF o] FA|Z|X| et &LIC} Microsoft7} OIE|HMEE MB35t Z, e AIE2
Mlcrosoft Azure P1Z2tof| A AAMELICE o248t O|]RE ZE| 0|17} Azure0ll A O|24Et 2[2H HE S 7t
M2 = UEE Ste{H VPC AEXQIEE tE= 7 0|t 9| FI}H EHA7L 2 FhLc

Docker CHEO|A --allow-nondistributable-artifacts Zci1E AF8310{ Amazon ECRZ
Windows O|0|X|& FAIE [ Ol S& 2 FAIE = A&LICH #E3tE/M o] E2ia= 2tol[dA T £ 04
El A5 € Amazon ECRZ FA|gfLICH 22{™ AzureOll CHEE F7F HM|A Q10| VPC AEEZQIEE &
&l Amazon ECRO{|A{ O|2{Et O|O|X|E 7t 2 =+ U&LICh

/A Important
--allow-nondistributable-artifacts Z2H12| AL 2 Windows Z1E| 0| 7|& 0|
O|X| 2to|MA Q| Z7ZHE E45lofF & O|F E HiAMIGHR| Ao S7H == EFAF RHHHER S =2
Windows 2EHIZE HAIE £+ A&LICH AR 848 LHoMH | AR 2 {8 FLICE

Docker A %|0fl O] E22f2E Ar&3t24™ Docker A %|0 2t Docker CHE 43 oS =35l 0F &L
Ct. Ol= Yet™ o 2 Docker QN EIMMO| M t= 4 M M7l 445t 7HLE C:\ProgramData
\docker\config\daemon.json I} Fgstod FEE = JU&LIC

m|3 x
50
i H

CHE2 2 749 olglLict. gt 2 ol0lx|§ FAlstE 2|ZX[E2| URIZ HHEL|CH
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"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

1

4o|-

Docker CHE 4 It =8t £0f= 0O|0|X|E F Al5t7| T10i Docker CHEE CHA| A|=FSHoF &L
Cl. 7|2 A&0| 2|ZX|EC|o FAIZIREX| &Ql5t0] FA|7F ZSFH=X| &QlghL|Ct

(® Note

Windows O|0|X|2] 7|& AS2 37|7F EFLIct & 37| AIE2 FAlst= Ol AlZto| Zo4x|
11 Amazon ECRO|A O[|24&F o|O|X|of| CHEt =71 AEE|X| HIE S “E MAIZILICE o4&t O]

SF g AlZH XSO KHEA HIEE 0|l O B Zest ZAR0] B 0| SME AIESHE
Zlo| E&LICH o & E0 mcr.mlcrosoft.com/w1ndows/servercore olO|x|el ma7IE

Amazon ECRO|M &S & M f 1.7GiB & LILC}.

Amazon ECR2 VPC HIEZQIE AN

Amazon ECR AMH|A0] CiEt VPC A=EZQIEE M/5lE242 Amazon VPC AHE MEBE M| QIE{H 0| A
A ZQIE M HAHE AFSELICH

Amazon ECRVPC YIEZQIEE FU AE(IPv4 ! |Pve) A S X|JELICH 7Y AR vPC AEE
QIEE YHstH IPv4 A IPve Z2tO|H! IP FAE S8l EBfZIS
E =

o
Zel0|HEL| HESS 71 A=ZQRIE Q| 7|S0f et MHE IP HEHE AH8sto

Amazon EC2 QIAEIA M SAERIE|= Amazon ECS 2210{ = Amazon ECR 9IEZ QIE 2} Amazon
S3 HIO|ES 0| CIE7I B& EFL|Ct

ZESHE ™ 1.4.0 O|&4'2 ALE35t0{ Fargate0| A = ARIE[= Amazon ECS 22 Amazon ECR
VPC = ZOIE Q9 Amazon S3 HO|EQ 0| MEZQIET RE T ghL|C}.
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Amazon ECR A2 AMEA

EE HT 1.3.0 0|3tE ME510{ Fargateofl A 3/\E'E|E Amazon ECS Zd2
com.amazonaws.region.ecr.dkr Amazon ECR VPC A= X QIE 3! Amazon S3 |0|E9{0| = Z QI
Eptg Ee= gLt

@ Note

A= xZQIEI YHElE =Me 26tk ef&LICh

com.amazonaws.region.ecr.dkr

O| RIEZ QIE = Docker Registry APIO| AHEEILICH push & pull?t Z2 Docker 22t0|AE H
P2 0| A=EZQIEE AFSELICE

Ol EXQEE MMs [ =2}0|H! DNS ZAE 0|EE &M3taHor Lict 2% A dted™ vPC
A= ZQIEE MAME | Amazon VPC 2£0{A Z210|E! DNS 0|8 & M3l SMHE HtE A| MEHS
M.

com.amazonaws.region.ecr.api

(® Note

X HE ##2 0|12 S8(23510/2) AWS 2|FT 20| Amazon ECROIM X|H5HE 2|™us-
east-22| 2|T AlHEXIE LIEHALICH

FIPS 140-3 & 21Z42| A< FIPS A= X QIE O|F com.amazonaws.region.ecr-fips.dkr 2!
com.amazonaws.region.ecr-fips.apiS At& & LICH.

O| A= ZQIE= Amazon ECR API0| CHEF &0 AF&ElLICI DescribeImages &
CreateRepository?t Z2 API 240| O| =X QIEZ S ELICEH

Ol A=xQIEV HHE M ZEI0[S! DNS ZAE O|F S €3t = U&LICHEHM). VPC AER
RIEE e M VPC &0 Z2t0[5! DNS 0|& & 43} (Enable Private DNS Name)& &85t
01 0| ¥ & & dsteLIct VPC A= QIEof Col Z2t0|8! DNS ZAE O|§& Ed&ste 3
? SDK EE= AWS CLI & M8& M A=ZQIE URLE X|HE AWS CLI 2Rt 1= = SDK EE
£ z[d e = Ho|o|E LT
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FIPS 140-3 £ 91Z49| B2 FIPS YIEXZQIE 0|& com.amazonaws.region.ecr-fips.apiE AL&

O|E 2 &M3stst 2019 18 24 O|Fof & 2|AEl SDK EE= AWS CLI
5 -endpoint-url I2tO|E{E AF25t0{ QIE{H|0|A A= ZQIEE X|HS
efLict CHZ o |7<1|01|A‘| A= ZQIE URLS| HAlg HoiELICH

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

VPC I ZQIE0f Chstod Z2o|4I DNS SAE 0|2 HAIslstx| b Z2, 11 QIE{H 0|4 o
ExQIE0] CHet VPC RJIEEZQIE IDE X[H5t= --endpoint-url Tt2tO|E{E ALS 5l oF & LIC}.
CHS ool AE A= xZQIE URLS| A2 Eo{FLICH

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

FIPS 140-3 £&t 94740| HR FIPS §IE X QIE URLE AF28tL|Ct.

aws ecr create-repository --repository-name name --endpoint-url https://api.ecr-
fips.region.amazonaws.com

Amazon S3 HO|E9||0| JI=EZQRIE Hd

Amazon ECS 2f49| 42 Amazon ECRO{|A Z2}0[8! O|0|X|E 7} X221 Amazon S301 CH3H O]
Edo|d=ExQlEE ’%“SﬁH F 8tL|Ct. Amazon ECR2 Amazon S3E AF235t04 O|O|X| H&SE X{& 5l

7| E0] HOIES0o| Ad=xQIETJ} ERFL|CH ZHE|0|L{7} Amazon ECRO{A O|O|X|E EF—-—EE &t
[ Amazon ECROf| °_H.A|_%+04 Oo|0|X| OHLIHAEE 7+x1 1 Amazon S30{| A AIX| o|O|X| AIE F
2Z2LC3lofF gLICH CHE 2 Z Docker O|O|X|of CHEt HIEE E &8 Amazon S3 H{Z!2| Amazon EI_/.\_

A O|&(ARN)ILICE.
arn:aws:s3:::prod-region-starport-layer-bucket/*

(® Note

Amazon ECRE ¢
= QIEH oA dE

0]

Ei VPC RJIEZQRIEE HMM5= 32 FY ABH Amazon S3 Gateway
E (= S 2 g3 MM E A XFIMS.

ClE{m|0|A VPC = Z QIE(AWS PrivateLink) AP| {71 2015-09-21 248


https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#privatelink-ip-address-types

Amazon ECR

A MY

M

Amazon VPC AP AMHMO| A 0| E M
S3 HOIESIO| AEXZQIEE MMEILICH A=ZQIEE MEHE

=H35H OF ErLICH.

com.amazonaws.region.s3

Amazon S3 H|O|ES0| EZPIE = IAM HH EME A8 5H04 AH[A OHMV\E Mgtetulct. &

& IAM 48 £ = J|EF AFSAF FAtof 21248t 2 E A|FH AFEHo| 04715] o] HAMELC HA M |7

ol ZE UM A(Full Access) HEE AL28 4= Q& LICH Amazon S3 ! A& HEHS Amazon
(@]

ECR Al20] T8 XA El Mt

—

ll
Pl
r_@
[o][]
AVEs
rEI

4 Amazon ECRO]| CH8t |4 Amazon S3 BHZ!

HEE(E) HZ M.

Amazon ECRO{ CHEH %|A Amazon S3 HHZ! H8t

Amazon S3 HIO|EQ0| IEEZQIEE |IAM H2 EME ALE5101 MH|A HMHAE AMIEHEFLICE.
Amazon ECRO{| CH8t Z£|A Amazon S3 HHZ! HEHOH 512 5t2{H A= X QIEof CHEH IAM HAH MHES
M A5 I Amazon ECRO| AF2 3= Amazon S3 HHZ/of| CHEE HMAE K|EHetMI L.

Ct= E|0|2 & Amazon ECRO]| Z 28t Amazon S3 H{Z! =l HMetZ2 MHEEFL|C}H
Tt ==

arn:aws:s3:::prod- region-starport Z Docker O|O|X|oi CHEF A F 0| Z& =

-layer-bucket/* Amazon S3 HZ!of| CHEt AMAE XS ELICH
us-east-2 £ 0O/F S8(L350|2) 2[x1t &
O| Amazon ECRO| X|&st= AWS Z|T12| 2|
AEXE LEEFHLICE

0| A|
CtS o= Amazon ECR ZH10f| 28t Amazon S3 H{Z!0f| M| A HEHE Foiste & lLCt.
{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [

"s3:GetObject"

Efo|A=x0lE MM MXE AFR3H0{ Amazon ECR& Amazon
= VPCOl CHE 2HRE! E|o|E S M

QlE{H|0|A VPC M= Z QIE(AWS PrivateLink)
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iF
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

CloudWatch Logs IEEZQIE MM

QIE{S! H|O|E9|0| 10| VPCE AF&3t1 awslogs 211 ECIOIHE A5l 21 HEE

CloudWatch LogsE T& 5= Fargate A2 €2 ALE35t= Amazon ECS 42| A<, CloudWatch

LogsOil CHEF com.amazonaws.region.logs Q/E{H 0|A VPC °"':i°|E§ M dsh ok BrLICh RHAE

L& 2 Amazon CloudWatch Logs AtE B A 2| CIE{H0|A VPC AIEEZQIE E S5 CloudWatch
Logs MAEE FXSHML.

Amazon ECRVPC QIEXZQIEQ| AEZQIE FIRH A A

VPCRAEZQIE M2 JA=E2QIEE HEHL =8 Al AEZCIE AZE5HE IAM 2|laA FHAL
Ch AEZQIEE MEE m HMES AEsH K| 2= MH|A0 CHEF A HMAE si&3tE 7|18

ME AWS AZYLICH AEZQIE Y2 ASBK M e MH|AE GME FAISHALE A|5HK| ©f

&LICH O|= AEZQIEO|AM XIHE MH|AZO| HMAE Mofsty| 2IFF B of YHMeL|Ct A==

OlE M2 JSON HAloZ &H4dslfoF BHLICH RHMIEH LIE 2 Amazon VPC AFE M Aol vPC 2=

ZQIEE Sall MH|A0f CHEF HM|IA KMO{E B ZHMR.

Etd 1AM 2laA HAMZ MAst D 0|8 Amazon ECRVPC IEXQIE B Fof ¢dd5t= X0l E&U

n

CIS 2 Amazon ECRO{| CHSH A= Z QIE ZAO| of| IL|C} O] A2 EX |AM &S &5l 5104
Amazon ECRO{ A O|0|X|& 7}X{SL|C}.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I
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"Effect": "Allow",

"Resource": "*"
1]
}
ChE A= xQlE HA ofx= XIHE 2|ZXIEE7 AW E[= JAE YXIFLCH
{
"Statement": [{
"Sid": "AllowAll",
"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
I
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]

"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
},

"Sid": "PreventDelete",
"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
},
{

QlE{H|0|A VPC M= Z QIE(AWS PrivateLink) AP| HH7T 2015-09-21 251



Amazon ECR At

0o
1z
0%
x

"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,

"Resource": "*"

I=<|>}'

Amazon ECRO{| CH8t VPC IE Z QIE ZJ=H

fjo

+%43t

rr
It

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC 2& 2 dL|C}.
2. EHAMFMA=EZQIEE MESEFL|CH
3. Amazon ECRO| CHEF VPC AEEZQIEE O F] M5t X| 22 B2 Amazon ECRE VPC = Z Q|

E 48 HHs HxstAe.

4. BME FI7IE Amazon ECRVPC AIEZQIEE MBSt 3t ot HA(Policy) BiS M=4E
Ct

o
0

2 HE(Edit Policy)2 =5t 0 XS HEFLICH

-1 =
K& (Save)2 MEsto] MM S R{AEfLICH

ZRSHE MEUO|VPC A ERIEE MM, MY, £8 FE ARNY £ giaLich 2iL SRt A
BUlo|yPCA=EQIEE AIEE & UYUSLICH

WAt MH|A =SE CH2|el 2hX|

ESE Ci2IR 2XIE &g +8E HEto| ols AEIE7H HEto| o B AE{Elol e 4335
TE Qe £ o= 2ot 2X|L|Ct oM AWSTA MH|A 71E 2 ESE CHE2|X 282 Zeig £+
leLich maE AHIA 7HE S B MHIA(RIY 3 &6t AHIA)7H CHE MHIA(HE 3 55)E MH|2
E Y SEE 0 YT £ UaLch SH 3 &5 MHIAE CHE D20 2lacof chs AMA H
Bto| Qi WAICE A E5HA HEH2 MESIEE ZaHE = QU&LICE 0|8 Y X|sH7| 23 AWS ol M
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£ AEe| 2laoi CHet HAMA Heto] FoiE MH|A RIEFRIE ALS3H0 ZE AMH[A01 CHE HO]E
E Essle d £20| &l =7 E M3FLICH

Amazon ECRO| 2|&A0f CHE MHIAE M3 35Hs HEtE XMEteted™ 2laA Haol A

aws :SourceArn %! aws:SourceAccount 22 T HEHAE 7|8 ALE35tE 20| E4LICE 3l
Lto| E|AAR WAF MH|A HMALL HAL|EE 5{&5tE{e B aws:SourceArn2 AFESHM[L. S
= AEHe ZE Z|AAT WA MH|A AT HAEE|E T §{83lti= B2 aws:SourceAccountS
(E) ALSELIC.

ESE OEIXt ENME8E ESste 7 20l &2 2|AA 9| HA| ARNO| ZE
El aws:SourceArn T X7 HEHIAE F|E A5t ZAULICH 2lAA 9] A ARN
2 2L} 0d2] BIAAE X|H5t= B, ARNS| & = i B &0 CHal QFO'Ei’F

= FHE

EXH*)E X & T aws:SourceArn 22 X7 HEAE F|E AFSHELICEH 6 & S0
(@)

7
arn:aws:servicename:region:123456789012:* lL|C},

§

rob
M

OtoF qws:SourceArn Zt0ll Amazon S3 HHZ! ARNI} ZE2 A& ID7F =& E|o] /UX| ot2 AL, ©
MNetatedd & 22 X HEHAE 7|18 25 AFE38H{oF & LCt.

aws : SourceArn?@| Zt2 ResourceDescription0|0{0F & L|C}.

Ct= o A0l AHE Amazon ECR 2|ZX|E 2| HEH0{| M aws : SourceArn 2! aws: SourceAccount H
S 7 HEAE 7|8 M85to] ESE CHEIAt XM E EXISHHAM T A—II:IIAQI- E3tste o 2ot
Amazon ECR API Zr210i CHEt AWS CodeBuild M AE {25l W Eo{FLICt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Sexvice":"codebuild.amazonaws.com"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition":{
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Amazon ECR

"ArnLike":{
"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:project/project-name"
}I
"StringEquals":{
"aws :SourceAccount":"123456789012"
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Amazon ECR 2 L|E{Z!

Amazon ECROIM HA| CIO|E{E = &5l04 47| 7k535tH AlAlZhol| 717t FHEXIE MElste
Amazon CloudWatchZ& AF238H Amazon ECR API A& 2 ZLIE{RIE £ Q&LICH ol 8 SHE
237t 7|18 KB R 718 HEE E10 API ALEol CHE # 2 2 = JU&LICH Amazon ECR X|Z |
O|E= 1& 7tH2 2 CloudWatchZ At& & E LICE CloudWatcholl CHEH XEAIEH LHE 2 Amazon
CloudWatch A& dEME HZESHML.

Amazon ECR2 T&h £04, 0|0|X| F£A| & O|O|X| 72 7| Z4of CHEH API AR E J|Hto 2 St
XEE MZstct.

2 LIE{22 Amazon ECR & AWS £F M9o| o, 718 & ds2 RXlste O 2
Ch CHE XM Zolvt e B2 20t A CIHTE = JU-E AWS £FME T Hs5tE ElL20M
2 LE{E Ho|B{& +&st= Aol E&UCh st X|BF Amazon ECR

=0l CHEt e L este ZUET A& E s &S0k JLCh

-maﬁa+¢%aua%afw5
. A8 BLEY £
. BLIEZ Sde S3E AR

I.

- EA 2l Al eredoF g CHY

CHS BHAMM = S AlZha CHE st 25 ZHMH S 5745104 230 (B Amazon ECR

X450 7|E418 MHE LI Amazon ECRE 2UIE{ZE [ Al 445 GlOIEi2} BB E 4 TS B
SLIEZ ClO/EIE ME ST Yrsiel M HEID 5 ol42 AlMstn 08 HFE WS Tt
L|C}.

A

. MHIA TR AlZSt 3 B A

« Amazon ECR ALEE X|E

e Amazon ECRAIE E1 M

« Amazon ECR 2|ZX|EZ| X|E

Amazon ECR O|#HIE 3! EventBridge
£ A83t0{ Amazon ECR %4 2Z AWS CloudTrail
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A-“:”ﬁ %EI-L__I-EF A|7I-§|. al 7=|E A4 XA

o o =

CloudWatch 2& & Ar&3t04 MH|A EHF S AlZfEtstn T AFSE S MH|A EEF D HWs =
= QUAELICH SFEF0 7R |H SBE U T FEHE dHE & UA&LICH

Soe AlZtslsn MEltoR HEE MNsEH

1. https://console.aws.amazon.com/cloudwatch/0|| A CloudWatch 2£& jL|C}.

2. EHMEFAMIIEE U

5t
=
3. ZE XIE HolM ALSE S MEIE CHE AWS 2|aAaEE MEfELICH

a. JdeHZ 2 EA|El X|E(Graphed metrics) B2 MEHEHLIC.

b. £3 E3$iAl(Math expression), 2l E31AI0 2 A|Z}(Start with an empty expression)2 AEi 5t
Lich 23 ch2 M ol M5 M E (Details)ol SERVICE_QUOTA(m1) S 248 Ct.
Jdef=Zofl Af £0| FItE|o] X|Z ol ZAIE BlAA0 CHEE MH|A S E AIFFLICH

6. M AT S LT HESE H2iH M EHAS FII8t7LE $XH SERVICE_QUOTA E 3

Al HEELICH M E344/0] 32 m1/60/SERVICE_QUOTA(m1)*100= AFSELICE.

7. (MEHAE) MH[A 2P E | H2otes 39 YT GEE HYst{H OS2 s-™ELICH

a. ml/60/SERVICE_QUOTA(m1)*100 2| X (Actions)0lA B of0|22 MEHEILICE. O]
ofo|Z22 FXH ELCt.
S M HO|X|7t LtEFELICEH

b. ZZd(Conditions)ollA KHIZt & (Threshold type)Ol X3%d(Static)0| 1 E34Al10| s & f
OFCHWhenever Expression1 is)7t & (Greater) 2 2 MM E| = X| & QIgLICt 2 Chthan)od|
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* GetAuthorizationToken

* BatchCheckLayerAvailability
+ InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage

* BatchGetImage

* GetDownloadUrlForlLayer

Class = QlL|ct. $9RH Amazon ECROIME 2
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* RepositoryCount

* ImagesPerRepositoryCount
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SNS FA| EE= Amazon SQS CH7 | 23

AtAMIE L& Amazon EventBridge AH& A A 2| Amazon EventBridge A% 57|18 XML,
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C}= & Amazon ECR2| 0 A| O|HIEQIL|C} O|HIEE %|MO| g 7|Ho 2 grM=EL |C}
2t 2 Fl 0|0| K| F Alof CHEF O|HE

Zt o|0|X| FE A7} 22 £|M CHS O|HE 7 S EILICH XEMEH LI 2 Amazon ECR ZE}0|8! 2|Z x|
E 2|0l Docker O|O|X| £ A| BHdE BT SHAIA

"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:34Z",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"
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Amazon ECR
}
EAF FHA| o] CHEt O|HIE
EAF INA| 2 Q0| A|=E[H CHZ O[HIETF MESELICH AEAMIEH LHE 2 Amazon ECR Z 208! B[ K|
AEDIQ HAER HXIAED 7|5 HHS HXSIMAL.
{
"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:48Z",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":

"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",

}
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"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"image-tags": []
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"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
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"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
1,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}
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"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z2",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
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"action-type": "DELETE",
"image-tag": "latest"
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"version": "Q",

"id": "4f5ec4d5-4de4-7aad-a046-EXAMPLE",

"detail-type": "ECR Image Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:09Z",

"region": "us-east-1",

"resources": [],

"detail": {
"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "ARCHIVE",
"image-digest":

"sha256:1f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",

"result": "SUCCESS",

"manifest-media-type": "application/vnd.oci.image.manifest.v1l+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json"

o|O|X| 53 Zrdofl CHEr O[HIE

otztO|EEl O|O|X|7} SHE[M CHE O|HIETI HSELICH target-storage-class EE= E ™
ZLICISTANDARD. O|HIEof= O|0|X[7} OFX|H o 2 FRE A7|E E0{F = last-activated-at
Zo ot ZEHELICH

"version": "0Q",
"id": "7b8fc5e6-5ef5-8bbe-bl157-EXAMPLE",
"detail-type": "ECR Image Action",
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"source": "aws.ecr",
"account": "123456789012",
"time": "2019-08-06T0Q1:15:227",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "ubuntu",

"result": "SUCCESS",

"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.v1l+json",

"last-activated-at": "2025-10-10T19:13:02.742"

XX =2 2o gt o|HE

O}7}O|EEl FHZEXHSBOM, ME = ZHI Z2 =X olE|HE)7 ST OIS OHET MSE
EILICH detail-type= gt O|O|X| &t #BECR Referrer Actiondt”| 9|8t ZJILICH
manifest-media-type % artifact-media-type EEE S¥ElE EH FEHO & ZXE AlY
grct. o] Mo AH= SBOM OE|HE 7} Sfl=|1 Q& LICH.

"version": "Q",

"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",
"detail-type": "ECR Referrer Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T01:20:457",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:1f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa’a5fe6d7e609d7",

"repository-name": "sbom",

"result": "SUCCESS",

"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
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"last-activated-at": "2025-10-10T19:13:02.742"
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O/X| =X EHHe FZstAAL.

{
"version": "Q",
"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",
"detail-type": "ECR Replication Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2024-05-08T20:44:547",
"region": "us-east-1",
"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234"

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"

Aloligt o|O|X| S A[od| CHEF O|HIE

o|0|X| =AM7t 22 k|H CHF O|HET M&ELICH result EEO|= FAILED7} 28 E|H O[HE A|
£ g0l F7t 2F HEI 2&E + JU&LICH

"version": "Q",

"id": "d9c244c2-7130-ff84-f3b2-59577c9ch000",
"detail-type": "ECR Replication Action",
"source": "aws.ecr",

"account": "123456789012",
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"time": "2024-05-08T20:45:127",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-app"

1,

"detail": {
"result": "FAILED",
"repository-name": "my-app",

"image-digest":
"sha256:8g6c3751gf7gc5g47603eged4511d5a80ead5g901589354311489bde2345",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "latest"
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"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}

},
"eventTime": "2018-07-11T22:17:43Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"

},

"responseElements": {
"repository": {

£ ol AlILICH

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"repositoryName": "testrepo",

"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

}I
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"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0f: Amazon ECR 2|ZX|E2| M4 A| AWS KMS CreateGrant API 2]

CHS oMl KMS & 5317t #4438} El Amazon ECR AWS KMS Z|ZX|EC|E A s
CreateGrant 22 H 04 = CloudTrall 21 &2 20{EL|Ct KMS &5 357} %giril A
El Zt 2|z X|E2lof CHEH CloudTrailoll & 7H2| CreateGrant 21 50| E AlZ|o{of &

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

o
"webIdFederationData": {

1,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

iy

"responseElements": {
"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"
},
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}

1,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageTag": "latest",
"registryId": "123456789012",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \'"sha256:3b37166ec61459e76e33282dda@8f2a9cd698ca7e3db6bc4tseb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
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\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \'"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":

\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n

},\n {\n \"mediaType\": \"application/

vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n

\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d

\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \'"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlae
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el11a50ates42\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":

\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
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\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e

\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \'"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"imageTag": "latest"

}
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}
I
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57"
"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
}
oflA: o|0|X| 7}X 27| 2
CHS& BatchGetImage QS ALE$ 0|0OIX| 7K 7[8 AlQI5tE CloudTrail 21 58 20iF
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{
"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name"
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "Mary_Major"
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
I
"eventTime": "2019-04-15T17:23:20Z2"
"eventSource": "ecr.amazonaws.com",
eventName": "BatchGetImage"
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"awsRegion": "us-east-2",

"sourceIPAddress":

"ecr.amazonaws.com",

"userAgent": "ecr.amazonaws.com",

"requestParameters":

"imageIds": [{

{

"imageTag": "latest"

11,

"acceptedMediaTypes": [
"application/json",

"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.

]I

"repositoryName":

oci.image.manifest.vl+json",
oci.image.index.v1l+json",
docker.distribution.manifest.v2+json",
docker.distribution.manifest.list.v2+json",
docker.distribution.manifest.vl+prettyjws"

"testrepo",

"registryId": "123456789012"

iy

"responseElements":

null,

"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"

11,

"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

1,

"eventTime": "2020-03-12T20:22:12Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923a3a",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
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"countType": "Image count more than",
"countNumber": 2
3,
"action": "expire"

15
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742¢c90e6e1297bfalbc@c45”,
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e@352cbf9561e050427baf",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
},
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117el1bc28cd20751e584b4ccd19b1178d14cf02d134b0@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"tagList": [],
"pushedAt": 1584042844000
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1,
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"

}

of: o|O|x| otzto|E =

Ct= M=7t 2 targetStorageClass AEE UpdateImageStorageClass &2 A& 35104 of
7}0|2 E|&= O|0|X|E& E04F £ CloudTrail 21 52 2 0{&LICIARCHIVE.

"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}

},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
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"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"

1,
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fc6d3e"
1,
"imageStatus": "ARCHIVED"
}
I

"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

oxloMHE =3 &2l OIEIIXI 2 04F = CloudTrail 21 ¥=& E0{ELIC ot7t0[=E & o|O|X]|

CHE oIM=7F 2 targetStorageClass A& El UpdateImageStorageClass A2 A& 35104 Of
O/X|& S&st7| @8 =7| APl Z£& 2 0{ELICISTANDARD. SE 0= O|0IX| &EH7I 2 EAIE L
CFACTIVATING.
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"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"repositoryName": "testrepo",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fc6d3e”
1,

"targetStorageClass": "STANDARD",
"registryId": "123456789012"

I
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
I
"imageStatus": "ACTIVATING"
}
},

"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
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"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

MH|A OJHIE(= S ot 2)

S e HIS7| S 5ol 222 [ dEEl= AH|A o|HEE Eo{ELICE o] oftHl
= =] o

x|
E R82 0|HE 0|§ EE=0|M ImageActivationEventE EE 350 32 5+ U&LICH

serviceEventDetails MMol= S At & 2|F o|0O|X| &EN7F L& E|0] U&LICE.

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

.

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
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"repositoryName": "testrepo",
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"
1,

"eventCategory": "Management"

of: o|O|x| BTz &

CIS oME OCl 1.1 #HE &45t= 2ct0|ME T} Referrers APIE AFE5H0{ o|O|X|ofl CHEH &=
¥ 2 M= Al7|1& E0{F = AWS CloudTrail 21 =22 2o{FL|ct.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

.
"ec2RoleDelivery": "2.0"
.
"invokedBy": "ecr.amazonaws.com"
.
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
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"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",

"repositoryName": "testrepo",
"subjectId": {
"imageDigest":
"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a"
I

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
I
"responseElements": null,
"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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* Hello Amazon ECR
« AWS SDKZ Al23t04 Amazon ECRQ| 7|2 AME ot 7|

« AWS SDKsE AFE 8t Amazon ECR ¢

+ AWS SDK =& CLISt CreateRepository & 7H AFHE

« AWS SDK EE= CLI2} DeleteRepository & 7Hl AR

« AWS SDK £ CLIQt Describelmages &7 AHE

« AWS SDK £ CLIQI DescribeRepositories &7 AFHE

« AWS SDK EEE CLI2} GetAuthorizationToken E7H At

« AWS SDK EE= CLIS GetRepositoryPolicy B 7Hl AHE

« AWS SDK EE£ CLISt Listimages &7 AFHE

« AWS SDK2} PushlmageCmd &7 AHS

+ AWS SDK EE= CLISt PutLifeCyclePolicy 71 AtE

+ AWS SDK EE= CLISt SetRepositoryPolicy B 7H AHS

+ AWS SDK EE= CLISt StartLifecyclePolicyPreview & 7H AHE
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);

}

public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()

.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imageIds().stream())

.forEach(image -> System.out.println("The docker image tag is:

+image.imageTag()));

}
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SDK for Kotlin
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t trimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
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imageResponse.imagelds?.forEach { imageld ->
println("Image tag: ${imageId.imageTagl}")

- API M5 HE =AWS SDK for Kotlin API & Z 9| listimages& & XA 2.
Python
SDK for Python(Boto3)
(® Note
GitHuboll . Bf2 Li&0| &Lt AWS ZE of Z|ZX|EC|0IA] M| ol &1 MY

Ol AlSH3t= HHHS HHQIE M.

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.
:param repository_name: The name of an Amazon ECR repository in your account.
print(
f"Hello, Amazon ECR! Let's list some images in the repository
'{repository_name}':\n"
)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(
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repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- API M|§ HE = AWS SDK for Python (Boto3) API & Z 9| listimagesE & Z3HAI2.
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import software.amazon.awssdk.services.ecr.model.EcrException;

import

software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**

* Before running this Java V2 code example,

* environment,
*

* For more information,
*

set up your development

including your credentials.

see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role,

*

see:

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.

Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-
text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());

e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);
System.out.println(DASHES);
System.out.println("""

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining

the security and integrity of your container images. The repository

policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);

7|8 A YotE 7| API %1 2015-09-21 299



0o
1z
0%
x

Amazon ECR At

System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**

* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**

* Sets the lifecycle policy for the specified repository.
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {

CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();

response.whenComplete((authorizationTokenResponse, ex) -> {

if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();
System.out.println("The " + imageName + " was pushed to

ECR");
} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
}
return CompletableFuture.completedFuture(authConfig);
1);
authResponseFuture.join();
}
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« APl M8 ME = AWS SDK for Java 2.x APl 2 = 9o| CI2 FX|E & X35MR.

* CreateRepository
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+ SetRepositoryPolicy
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import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their

712 AFE YotE 7| API {7 2015-09-21 320



Amazon ECR A8 HEBM

applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the

images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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import
import
import
import
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import
import
import
import
import
import
import
import

aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
com.
com.
com.
com.
com.

sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.

kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
github.dockerjava.
github.dockerjava.
github.dockerjava
github.dockerjava.
github.dockerjava.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {
"AWS" : "$iamRole"
1,
"Action" : "ecr:BatchGetImage"
1]
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

« StartLifecyclePolicyPreview

Python
SDK for Python(Boto3)
® Note
GitHuboll . Ef2 LI 0| U&LICH AWS ZE of Z|ZX|EZ[0M Ml of & 31 8T
9l AlssE WS HRIEAR

BE ZEZE A CHtE AlLtE[ & Mg

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(

7|2 A ot 7| AP| & 2015-09-21 341



Amazon ECR A8 HEBM

"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

Amazon ECR 24g BiZ 5t= ECRWrapper ZciAQILIC}H

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.

try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.'", repository_name)
raise
else:
logger.error(

"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)
raise
else:
logger.error(
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"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

raise
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--repository-name project-a/sample-repo
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}
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aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"
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aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true
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/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an

empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.
* @throws RuntimeException if an error occurs while creating the
repository.
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*/
public String createECRRepository(String repoName) {

if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or

empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
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Kotlin

SDK for Kotlin

(® Note

GitHubOll = B£2 LA Ol QL& LICH AWS F.= of 2|2 XIS 2ol FA of & &1 M
9 MBS WS HEAL.

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
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}
}
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Python
SDK for Python(Boto3)
(@ Note
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L AstE S HIKEMR

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon

ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str,

Creates an ECR repository.

:param repository_name: The name of the repository to create.

:return: A dictionary of the created repository.

try:

£
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response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

raise

« API M|& HE = AWS SDK for Python (Boto3) APl & = 9| CreateRepositoryE & ZHAMI2.

SAP ABAP

SDK for SAP ABAP API

(® Note
J&LICH AWS ZE of 2|ZX|EZ0M A ol & 51 M

TRY.
" iv_repository_name = 'my-repository'
oo_result = lo_ecr->createrepository(
iv_repositoryname = iv_repository_name ).

DATA(lv_repository_uri) = oo_result->get_repository( )-
>get_repositoryuri( ).

MESSAGE |Repository created with URI: { lv_repository_uri }| TYPE 'I'.

CATCH /awsl/cx_ecrrepositoryalrexex.

" If repository already exists, retrieve it
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DATA 1t_repo_names TYPE /awsl/
cl_ecrrepositorynamels@0=>tt_repositorynamelist.
APPEND NEW /awsl/cl_ecrrepositorynamels@@( iv_value =
iv_repository_name ) TO 1lt_repo_names.
DATA(lo_describe_result) = lo_ecr-
>describerepositories( it_repositorynames = lt_repo_names ).
DATA(1lt_repos) = lo_describe_result->get_repositories( ).
IF lines( lt_repos ) > 0.
READ TABLE 1t_repos INDEX 1 INTO DATA(lo_repo).
oo_result = NEW /awsl/cl_ecrcrerepositoryrsp( io_repository =
lo_repo ).
MESSAGE |Repository { iv_repository_name } already exists.| TYPE 'I'.
ENDIF.
ENDTRY.

« API M|¥ HE = AWS SDK for SAP ABAP API 2 X 9| CreateRepositoryE & X 5HM| 2.

AWS SDK 7H At oHLHAM & F = of|Ai|o| TA| S 52 M S & ZstHQAWS SDKO|AM Amazon
ECR ALE. O] =X|oll= AlZfat7|of CHEF HE 2 0|7 SDK HZTof| CHet M| HE T Z 3|0 AU&L
Ct.

AWS SDK EE&= CLI2} DeleteRepository &7 ALE
CH2 ZE o A|E DeleteRepositoryl| AHE ¥EHE Hoi EL|C}

HYoAle it Z2a2olM L3t Z=0|H HAEAEO| X A>sHofF gfLICH COHS 2= oA
M= HHAE LHolAM o] 2 S &g + JU&LC

- 7|2 A ot 7|

« Amazon ECR A|Zt5}7|

CLI
AWS CLI
2| EZ K| E2| AA|

C}HS delete-repository oA @& &2
|

24 HZAEHo| 7|12 glR|AEE|MM XIHE 22X EC|IE
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aws ecr delete-repository \
--repository-name ubuntu \
--force

£
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

mazon ECR AF MHMO| Z|ZX|EC| AKX E FXFML.

A ™
« APl MIE HE =AWS CLI B & X 9| DeleteRepositoryE & Z35HM 2.

REAME LHE 2
x

Java

SDK for Java 2.x

(® Note
GitHubOll . Bt LH0| Q)&LICt AWS ZE ol 2|ZX|E2|0M AMA| o & &1 A
Q! AlSSHE S HIKEAMR2

Deletes an ECR (Elastic Container Registry) repository.

* @param repoName the name of the repository to delete.
@throws IllegalArgumentException if the repository name is null or empty.
@throws EcrException if there is an error deleting the repository.

@throws RuntimeException if an unexpected error occurs during the deletion
process.

*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or

*

*

empty");
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« API M|¥ HE =AWS SDK for Java 2.x APl & Z 9| DeleteRepositoryE & X 5HA| 2.

Kotlin

SDK for Kotlin

(® Note
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ol AlElstE 4HE HIRIEAM2

£
e

API {71 2015-09-21 360


https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/DeleteRepository
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples

Amazon ECR

/**

* Deletes an ECR (Elastic Container Registry) repository.

*

* @param repoName the name of the repository to delete.

*/

suspend fun deleteECRRepository(repoName: String) {

if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or

empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

- API M|¥ HE =AWS SDK for Kotlin API & Z= 9| DeleteRepositoryE & X 5HA| 2.

Python
SDK for Python(Boto3)
® Note
GitHuboll . B2 L& 0| AU &LICH AWS T E 0 Z|ZX[EEZ|0|A TA| 0 & &1 A
L dists S HIFEMR

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client
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@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

« API M|& HE = AWS SDK for Python (Boto3) API & Z 9| DeleteRepositoryE & Z5HM| 2.
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SAP ABAP
SDK for SAP ABAP API
@® Note
GitHuboll Bt LI 0| )& LICH AWS ZE ol 2|ZX|EZ|0M MA| o & &1 AN
Ll ASSE S HIQKIEAR

TRY.
" iv_repository_name = 'my-repository'
lo_ecr->deleterepository(
iv_repositoryname = iv_repository_name
iv_force = abap_true ).
MESSAGE |Repository { iv_repository_name } deleted.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.

ENDTRY.

« API M| HE

rr

AWS SDK for SAP ABAP API| & Z 9| DeleteRepositoryE & Z5HAIL.

AWS SDK 7HEr Rl OHLHAM & F E of|M|e] A S/ 2 MME & ESHMS2AWS SDKO|A Amazon
ECR AFZ. O] FX|ofle AlEts7|of CHEF HE QL 0| SDK H{ZFIof CHet M8 HEE 28 E|o] &L
Ct.
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AWS SDK &= CLI2F DescribeImages &7 AFR
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CLI

AWS CLI

2|ZX|E2|e| o|OX|E M
Ct= describe-images X0 M= Ef27F v1.13.691 cluster-autoscaler 2|ZX|EE

of o|O|x[oi CHEr MIF HEE ZEAIELICEH

oll
-
1]
.
™

ecr describe-images \

aws
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6
=24
= 1
{
"imageDetails": [
{
"registryId": "012345678910",

"repositoryName": "cluster-autoscaler",

"imageDigest":
"sha256:4a1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5"

"imageTags": [

"vl1.13.6"
1,
"imageSizeInBytes": 48318255,
"imagePushedAt": 1565128275.0

= AWS CLI B & ZE 9| Describelmages& %!
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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« APl MIf MEE AWS SDK for Java 2.x API 2t = 9| DescribelmagesE& & X35HAMI2.
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SDK for Kotlin

(® Note
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)
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Amazon ECR INESRSE
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")

} else {
println("Image is not present in the repository.")

=t

« API MIf HE E=AWS SDK for Kotlin APl & Z Q| DescribelmagesE & X 35HMI2.

Python

SDK for Python(Boto3)

® Note
GitHubol| o Bf2 L& 0| l&LICH AWS FE of E[ZX|E2|0M T o & ¥ HF
X A= YHE HIHEMLR.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon

ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
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) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

raise

« API M| HE = AWS SDK for Python (Boto3) APl & Z 9| Describelmages& & Z5HMIR.
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SDK for SAP ABAP API
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TRY.
" iv_repository_name = 'my-repository'
it_image_ids = VALUE #( ( NEW /awsl/cl_ecrimageidentifier( iv_imagetag
= 'latest' ) ) )
IF it_image_ids IS NOT INITIAL.

oo_result = lo_ecr->describeimages(

iv_repositoryname = iv_repository_name

it_imageids = it_image_ids ).
ELSE.

oo_result = lo_ecr->describeimages(

iv_repositoryname = iv_repository_name ).
ENDIF.
DATA(1t_image_details) = oo_result->get_imagedetails( ).
MESSAGE |Found { lines( 1lt_image_details ) } images in repository.| TYPE

'I'.

CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.

CATCH /awsl/cx_ecrimagenotfoundex.
MESSAGE 'Image not found.' TYPE 'I'.

CATCH /awsl/cx_ecrinvalidparameterex.
MESSAGE 'Invalid parameter provided.' TYPE 'I'.

ENDTRY.

- API M|¥ HE = AWS SDK for SAP ABAP API & & 2| DescribelmagesE& & X 3HM2.

AWS SDK 7HEFR} OHLHAM & F E of|X|e] ™A SE2 MM E & XML AWS SDKO|A Amazon
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CLI
AWS CLI
HX|AEEo E|ZX|EEIE MHstE{H
Ol Mo E Aol 712 BIXIAEZ| e ElZXIEEIE HYELICH
0424.
[= N3
aws ecr describe-repositories
=a4.
= —1.
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
« APl M8 HE = AWS CLI & & X 9| DescribeRepositoriesE & X35HMIR.
Java

SDK for Java 2.x

(® Note
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);
} else {
System.out.println("No repositories found for the given
name.");
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}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

« API M8 HE =AWS SDK for Java 2.x AP| £ Z 9| DescribeRepositoriesE & XA 2.

Kotlin

SDK for Kotlin

(® Note
GitHubOll I Bt 2 LHE 0| J&LICH AWS ZE of Z|ZX|E2[M HA o & &1 dY

9 A YHS HYUENR.

/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
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return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri

} else {
println("No repositories found for the given name.")
return ""

}

}
}
« API M| HE =AWS SDK for Kotlin API & Z= 2| DescribeRepositoriesE & E5tMIL.

Python

SDK for Python(Boto3)

® Note
GitHuboll o Bf2 L& 0| I&LICH AWS FE of E[ZX|E2|0M A o & ¥ HF
X A= GHE HHHEMR

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.
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:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

« API M|® HE = AWS SDK for Python (Boto3) API & Z 9| DescribeRepositories& & & 5t All
o

- .

Rust

SDK for Rust

(@ Note
GitHuboll { B2 LI 0| /& L|CH AWS ZE of Z|Z X EZ|0MH M| o E 31 MY
Ll ASiSE B S HIKIEAR

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();
println!("Found {3} repositories:", repos.len());
for repo in repos {

println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());
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ok(())

« API M2 HE = AWS SDK for Rust API £ X 9| DescribeRepositoriesE & Z35HM| 2.
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SDK for SAP ABAP API

(® Note
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TRY.
" it_repository_names = VALUE #( ( NEW /awsl/
cl_ecrrepositorynamels@@( iv_value = 'my-repository' ) ) )
oo_result = lo_ecr->describerepositories(
it_repositorynames = it_repository_names ).
DATA(lt_repositories) = oo_result->get_repositories( ).
MESSAGE |Found { lines( 1lt_repositories ) } repositories.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.

MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

« API M8 HE = SDK for SAP ABAP API & Z 2| DescribeRepositoriesE & Z35HM 2. AWS
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CLI
AWS CLI
7|2 BllX|IAEE|of CiEt HEt F0{ EEE 7tX{2o{H
CtZ get-authorization-token OiA| BHE2 7|2 B XK|AE2|of CHEF HEt H#0o{ EEE 7t
XZLct.
aws ecr get-authorization-token
£
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
« APl M2 HE =AWS CLI & & Z 9| GetAuthorizationTokeng & Z35HAM| 2.
Java

SDK for Java 2.x

(® Note
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/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the
error message.
*
* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

« API M5 HE =AWS SDK for Java 2.x API & X O] GetAuthorizationToken2 & X35tAMI2.
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/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}
« APl M2 HE =AWS SDK for Kotlin API & X 2| GetAuthorizationTokeng & X 5HAMI2.
Python
SDK for Python(Boto3)
(® Note
GitHubOll I Bt Li 0| &LICH AWS ZE of Z|ZX|EE2|0|A H&| o E &1 MA
o Adsts YHE HIHEAMR
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class ECRWrapper:

def __init__(self, ecr_client: client):

self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon

ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.

try:

response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]

except ClientError as err:
logger.errox(

"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

« API M|§ HE = AWS SDK for Python (Boto3) API
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SAP ABAP
SDK for SAP ABAP API
® Note
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TRY.
oo_result = lo_ecr->getauthorizationtoken( ).
DATA(1t_auth_data) = oo_result->get_authorizationdata( ).
IF lines( lt_auth_data ) > 0.
READ TABLE 1t_auth_data INDEX 1 INTO DATA(lo_auth_data).
DATA(1lv_token) = lo_auth_data->get_authorizationtoken( ).
MESSAGE 'Authorization token retrieved.' TYPE 'I'.
ENDIF.
CATCH /awsl/cx_ecrserverexception.
MESSAGE 'Server exception occurred.' TYPE 'I'.
ENDTRY.

« API M5 ME = SDK for SAP ABAP API & = 2| GetAuthorizationToken2 X 35HAM|L. AWS
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CLI
AWS CLI
2| ZX[E2|of CHEt 2|2 X2 HME AMse{H
Ct= get-repository-policy OAM0|MH= cluster-autoscaler 2|ZX|E2|Q| E|ZX|E
2| H&ol| Ciet AT HEE Eo{ELICt
aws ecr get-repository-policy \
--repository-name cluster-autoscaler
Z=e2d.
= —1.
{
"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}
- APl MI& HE =AWS CLI @& & X o] GetRepositoryPolicyE & Z35HMIL.
Java

SDK for Java 2.x

(® Note
GitHuboll = Bf2 L& O] U&LICH AWS ZE of 2|ZX|EE|0M TA| o E &1 MH
9l Alsss WS HiRIEAR

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
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Amazon ECR A
*/
public String getRepoPolicy(String repoName) {

if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or

empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

« API M[¥ HE =AWS SDK for Java 2.x APl & Z= 9| GetRepositoryPolicyS & Z5tAM| 2.
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SDK for Kotlin

@® Note
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

« API M|¥ HE =AWS SDK for Kotlin API & %= 9| GetRepositoryPolicyE & X 5HM| 2.
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Python

SDK for Python(Boto3)

® Note
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.

:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
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raise
else:

logger.error(

repository_name,

err.response["Error"]["Message"],

raise

- API MI& HE = AWS SDK for Python (Boto3) APl & %=

"Couldn't get repository policy for repository %s

. Here's why

9| GetRepositoryPolicyS & Z= &t Al
o

L.

SAP ABAP
SDK for SAP ABAP API
(@ Note
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3 Alst= S H/EMR
TRY.
" iv_repository_name = 'my-repository'
oo_result = lo_ecr->getrepositorypolicy(
iv_repositoryname = iv_repository_name ).
DATA(lv_policy_text) = oo_result->get_policytext( ).
MESSAGE 'Repository policy retrieved.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositoryplynot00.
MESSAGE 'Repository policy not found.' TYPE 'I'.
ENDTRY.
« AP| M5 HE = SDK for SAP ABAP API & Z 9| GetRepositoryPolicyE & Z3tMIL. AWS
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M2 275t MRAWS SDKOIA Amazon
SDK B0l Chet M M2 T Z8tElof e

AWS SDK 7He R} eFLHA R F E ofx|ef T =
ECR AE. O] ZX[oll= AlZfst7|of CHE 78 ot |
Ct.
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AWS SDK EE= CLIQ ListImages &7 A8
CH2 ZE o Al= ListImagesO| AHE &HE Eo ELICH
CLI
AWS CLI
2|z x|E2/2| o|0|X|& LtPst2{H

CHS list-images MMM E cluster-autoscaler E|ZX|EE|Q] O|O|X| S5 EAIE
L|C}.

aws ecr list-images \
--repository-name cluster-autoscaler

£
{
"imageIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
.
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
},
{
"imageDigest":
"sha256:4alc6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"
}
]
}
« APl M5 Y& = AWS CLI BE & Zx 9| ListimagesE A ZE oM 2.
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async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();

println!("found {} images", images.len());

for image in images {
println!(
"image: {}:{}",

image.image_tag().unwrap(),

image.image_digest().unwrap()

);

ok(())

« API M5 ME = AWS SDK for Rust APl & X
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/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(0Q).authorizationToken();
String decodedToken = new
String(Baseb4.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
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.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
b
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
}
return CompletableFuture.completedFuture(authConfig);
1);

authResponseFuture.join();

« API M5 HE = AWS SDK for Java 2.x APl & Z 2| PushimageCmdE & Z35HMI2.
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/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
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println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

« API M8 HE =AWS SDK for Kotlin APl # Z 2| PushimageCmd& & Z35HAMI2.

AWS SDK 7HEf X} OFHLHA] 2
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AWS SDK EE= CLISF PutLifeCyclePolicy &7H AFS

C2 ZE ol AlE PutLifeCyclePolicyl| AbE W Hof ELCH.

Zetzlof J}sL

CLI
AWS CLI
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CHZ put-lifecycle-policy MMM E Aol 7|2 BHIXKIAEEH XIHE 2|ZX|EE|0]
CHet +3 27| Mg Mastct
aws ecr put-lifecycle-policy \
--repository-name "project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"
policy.json?| 2HIX:
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
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"countUnit": "days",
"countNumber": 14
},
"action": {
"type": "expire"
}
}
]
}
£
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

KtMIEH LHE 2 Amazon ECR AHE dYMO| =& F7| Mg XML,
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class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:
str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.
:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1lifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

Dr2 I A E M st oM oot

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.

policy_json = {
"rules": [

£
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{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14,
1,
"action": {"type": "expire"},
}

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

)
- API M|& HE = AWS SDK for Python (Boto3) API £ Z 9| PutLifeCyclePolicyE & ZE3HMIR.
SAP ABAP
SDK for SAP ABAP API
® Note
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TRY.
" iv_repository_name = 'my-repository'
" iv_lifecycle_policy_text = '{"rules":

[{"rulePriority":1,"description":"Expire images older than 14 days"
lo_ecr->putlifecyclepolicy(
iv_repositoryname = iv_repository_name
iv_lifecyclepolicytext =

<Y

iv_lifecycle_policy_text ).

MESSAGE |Lifecycle policy set for repository { iv_repository_name }.|
TYPE 'I'.

CATCH /awsl/cx_ecrrepositorynotfndex.
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MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrvalidationex.
MESSAGE 'Invalid lifecycle policy format.' TYPE 'I'.
ENDTRY.

« AP| M8 HE = SDK for SAP ABAP API & X 9| PutLifeCyclePolicyE & Z3tM 2. AWS
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AWS CLI
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C}Z set-repository-policy (Aol M = ool Z&E E|ZX|EE| EHE cluster-
autoscaler Z|ZX|EZ|0f HAZE LICH.

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json?| 2HI=:

"Version":"2012-10-17",
"Statement" : [

{
"Sid" : "allow public pull",
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"Effect" : "Allow",
"Principal" : "*",
"Action" : [

"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

T
i

-~

"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\"
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- APl M8 HE =AWS CLI BE & =X 9| SetRepositoryPolicyE & Z5HMIL.

Java
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/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does
not exist.
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* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """

{

"Version":"2012-10-17",

"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" : "%s"

.
"Action" : "ecr:BatchGetImage"

11

}

man,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

« APl M8 HE E=AWS SDK for Java 2.x API & Zx ] SetRepositoryPolicyE & XML

Kotlin

SDK for Kotlin

® Note
GitHuboll o Bf2 L& 0| I&LICH AWS FE of E[ZX|E2|0M A o & ¥ HF
U AEsE WHE HIYEMR

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" : "$iamRole"
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"Action" : "ecr:BatchGetImage"

3]

""" otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

« AP| M8 HE =AWS SDK for Kotlin API & Z= 9| SetRepositoryPolicyS & Z5tMIL.

Python

SDK for Python(Boto3)

® Note
GitHuboll o Bf2 L& 0| Rl&LICH AWS FE of E[ZX|EE2|0|M T o & ¥ HF

S
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class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.
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:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

, repository_name)

%s'",
repository_name,
err.response["Error"]["Message"],
)
raise
IAM 4% CHREE ANA MEHS Roists MIFIULICH

def grant_role_download_access(self, role_arn: str):

Grants the specified role access to download images from the ECR
repository.
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:param role_arn: The ARN of the role to grant access to.

policy_json = {
"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

« API M5 HE = AWS SDK for Python (Boto3) API & = 9| SetRepositoryPolicyE & &= 5t Al
o
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SDK for SAP ABAP API
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TRY.

iv_repository_name = 'my-repository'
" iv_policy_text = '{"Version":"2012-10-17", "Statement":[...1}"'
lo_ecr->setrepositorypolicy(
iv_repositoryname = iv_repository_name
iv_policytext = iv_policy_text ).
MESSAGE |Policy set for repository { iv_repository_name }.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
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MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

« AP|I M|f HE £ SDK for SAP ABAP API & % 2| SetRepositoryPolicyS & X 8HM 2. AWS

AWS SDK JHEE At QHLHM & 2 E of| M| 2] x| =2 MM AT SHMRAWS SDKOA Amazon
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CLI

AWS CLI
£ F7| B4 0j2| 2718 MasH

CHZ start-lifecycle-policy-preview iAol HE X|HE 2|ZX|EE[0fl CHEH JSON It

Uz FolE +3 7| M 02| #7118 ML

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json?| 2EHIX:

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",
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"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
.
"action": {
"type": "expire"
}
}
]
}
=29
= 1.
{
"registryId": "©12345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n \n
\n I\n}\n",
"status": "IN_PROGRESS"
}
« API M8 HE =AWS CLI HE & X 9| StartLifecyclePolicyPreviewE & Z5tM| 2.
Java
SDK for Java 2.x
(@ Note
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
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val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !
describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« API M|& HE =AWS SDK for Kotlin API & Z 9| StartLifecyclePolicyPreviewE& & X 5tA| L.
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Bash

AWS CLI Bash A3 ZIE Al

® Note
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#!/bin/bash

# Amazon ECR Getting Started Script
# This script demonstrates the lifecycle of a Docker image in Amazon ECR

# Set up logging
LOG_FILE="ecr-tutorial.log"
exec > >(tee -a "$LOG_FILE") 2>&1

echo '"===================================================
echo "Amazon ECR Getting Started Tutorial"

echo "===================================================
echo "This script will:"

echo "1. Create a Docker image"

echo "2. Create an Amazon ECR repository"

echo "3. Authenticate to Amazon ECR"

echo "4. Push the image to Amazon ECR"

echo "5. Pull the image from Amazon ECR"

echo "6. Clean up resources (optional)"

echo '"===================================================

# Check prerequisites
echo "Checking prerequisites..."

# Check if AWS CLI is installed
if ! command -v aws &> /dev/null; then
echo "ERROR: AWS CLI is not installed. Please install it before running this
script.”
echo "Visit https://docs.aws.amazon.com/cli/latest/userguide/install-
cliv2.html for installation instructions."
exit 1
fi
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# Check if AWS CLI is configured
if ! aws sts get-caller-identity &> /dev/null; then
echo "ERROR: AWS CLI is not configured properly. Please run 'aws configure'
to set up your credentials."
exit 1
fi

# Check if Docker is installed
if ! command -v docker &> /dev/null; then
echo "ERROR: Docker is not installed. Please install Docker before running
this script."”
echo "Visit https://docs.docker.com/get-docker/ for installation
instructions."”
exit 1
fi

# Check if Docker daemon is running
if ! docker info &> /dev/null; then
echo "ERROR: Docker daemon is not running. Please start Docker and try
again."
exit 1
fi

echo "All prerequisites met."

# Initialize variables
REPO_URI=""
TIMEOUT_CMD="timeout 300" # 5-minute timeout for long-running commands

# Function to handle errors
handle_error() {
echo "ERROR: $1"
echo "Check the log file for details: $LOG_FILE"

echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"
echo "Resources created:"
echo "- Docker image: hello-world (local)"

if [ -n "$REPO_URI" ]; then
echo "- ECR Repository: hello-repository"
echo "- ECR Image: $REPO_URI:latest"
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echo "Attempting to clean up resources..."
cleanup
exit 1

# Function to clean up resources

cleanup() {
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::
echo "Cleaning up resources..."

# Delete the image from ECR if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting image from ECR repository..."
aws ecr batch-delete-image --repository-name hello-repository --image-ids

imageTag=latest || echo "Failed to delete image, it may not exist or may have
already been deleted."
fi

# Delete the ECR repository if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting ECR repository..."
aws ecr delete-repository --repository-name hello-repository --force ||
echo "Failed to delete repository, it may not exist or may have already been
deleted."
fi

# Remove local Docker image

echo "Removing local Docker image..."

docker rmi hello-world:latest 2>/dev/null || echo "Failed to remove local
image, it may not exist or may have already been deleted."

if [ -n "$REPO_URI" ]; then

docker rmi "$REPO_URI:latest" 2>/dev/null || echo "Failed to remove

tagged image, it may not exist or may have already been deleted."

fi

echo "Cleanup completed."
echo ''===================================================
# Step 1: Create a Docker image

echo "Step 1: Creating a Docker image"

# Create Dockerfile
echo "Creating Dockerfile..."
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cat > Dockerfile << 'EOF'
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \
echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh
EOF

# Build Docker image

echo "Building Docker image..."

$TIMEOUT_CMD docker build -t hello-world . || handle_error "Failed to build
Docker image or operation timed out after 5 minutes"

# Verify image was created

echo "Verifying Docker image..."

docker images --filter reference=hello-world || handle_error "Failed to list
Docker images"

echo "Docker image created successfully."

# Step 2: Create an Amazon ECR repository
echo "Step 2: Creating an Amazon ECR repository"

# Get AWS account ID

echo "Getting AWS account ID..."

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

if [[ -z "$AWS_ACCOUNT_ID" || "$AWS_ACCOUNT_ID" == *"error"* ]]; then

handle_error "Failed to get AWS account ID. Make sure your AWS credentials

are configured correctly."

fi

echo "AWS Account ID: $AWS_ACCOUNT_ID"
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# Get current region

AWS_REGION=$(aws configure get region)

if [[ -z "$AWS_REGION" ]]; then
AWS_REGION="us-east-1" # Default to us-east-1 if no region is configured
echo "No AWS region configured, defaulting to $AWS_REGION"

else
echo "Using AWS region: $AWS_REGION"

fi

# Create ECR repository

echo "Creating ECR repository..."

REPO_RESULT=$(aws ecr create-repository --repository-name hello-repository)

if [[ -z "$REPO_RESULT" || "$REPO_RESULT" == *"error"* ]]; then
handle_error "Failed to create ECR repository"

fi

# Extract repository URI
REPO_URI="$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com/hello-repository"
echo "Repository URI: $REPO_URI"

# Step 3: Authenticate to Amazon ECR
echo "Step 3: Authenticating to Amazon ECR"

echo "Getting ECR login password..."

aws ecr get-login-password --region "$AWS_REGION" | docker login --username
AWS --password-stdin "$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com" ||
handle_error "Failed to authenticate to ECR"

echo "Successfully authenticated to ECR."

# Step 4: Push the image to Amazon ECR
echo "Step 4: Pushing the image to Amazon ECR"

# Tag the image

echo "Tagging Docker image..."

docker tag hello-world:latest "$REPO_URI:latest" || handle_error "Failed to tag
Docker image"

# Push the image with timeout

echo "Pushing image to ECR..."

$TIMEOUT_CMD docker push "$REPO_URI:latest" || handle_error "Failed to push image
to ECR or operation timed out after 5 minutes"
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echo

"Successfully pushed image to ECR."

# Step 5: Pull the image from Amazon ECR

echo

# Remove local image to ensure we're pulling from ECR

echo

docker rmi "$REPO_URI:latest"

"Step 5: Pulling the image from Amazon ECR"

"Removing local tagged image..."

image"

# Pull the image with timeout

echo

"Pulling image from ECR..."

| | echo "Warning: Failed to remove local tagged

$TIMEOUT_CMD docker pull "$REPO_URI:latest" || handle_error "Failed to pull image
from ECR or operation timed out after 5 minutes"

echo

"Successfully pulled image from ECR."

# List resources created

echo
echo
echo
echo
echo
echo

"Resources created:"

"- Docker image: hello-world (local)"
"- ECR Repository: hello-repository"
"- ECR Image: $REPO_URI:latest"

# Ask user if they want to clean up resources

echo
echo
echo
echo
echo
read

"Do you want to clean up all created resources?
-r CLEANUP_CHOICE

if [[ "$CLEANUP_CHOICE" =~ ~[Yyl$ 11; then

# Step 6: Delete the image from ECR
echo "Step 6: Deleting the image from ECR"

repository --image-ids imageTag=latest)

(y/n): "

DELETE_IMAGE_RESULT=$(aws ecr batch-delete-image --repository-name hello-

if [[ -z "$DELETE_IMAGE_RESULT" || "$DELETE_IMAGE_RESULT" == *"error"* ]];
then

echo "Warning: Failed to delete image from ECR"

else

echo "Successfully deleted image from ECR."
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fi

# Step 7: Delete the ECR repository
echo "Step 7: Deleting the ECR repository"

DELETE_REPO_RESULT=$(aws ecr delete-repository --repository-name hello-
repository --force)
if [[ -z "$DELETE_REPO_RESULT" || "$DELETE_REPO_RESULT" == *"error"* ]]; then
echo "Warning: Failed to delete ECR repository"
else
echo "Successfully deleted ECR repository."
fi

# Remove local Docker images

echo "Removing local Docker images..."

docker rmi hello-world:latest 2>/dev/null || echo "Warning: Failed to remove
local image"

echo "All resources have been cleaned up."
else
echo "Resources were not cleaned up. You can manually clean up later with:"
echo "aws ecr batch-delete-image --repository-name hello-repository --image-
ids imageTag=latest"
echo "aws ecr delete-repository --repository-name hello-repository --force"
echo "docker rmi hello-world:latest"
echo "docker rmi $REPO_URI:latest"
fi

echo ==================================================="
echo "Tutorial completed!"
echo "Log file: $LOG_FILE"
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"
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