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Amazon ECRO| 714 L 2 @4

Amazon ECR2 AWSOHIM XS 35t= 288 2t2l& Docker Z1H|0|L] Bl X|AE 2| MH|AQILICH Ol
£ 3l Docker Z4E|0|Lq O|O|X|E Ot st otXxo =2 & 22| L HjZ e £ l&Lict. olz{st 70d

o
I 1A QAL BN &S 5t04 LHofl M OHRist T B

M 7tsstH AMEIE 4= /= Docker Z1E| 0L &I K|
AEE| MHIAE MI5t22 Z4E|0|L{3E o EC|H0|ME E8Xo 2 E|5tD =& AWSE UE

LICH.

CHE = Amazon ECRO| H 71X 2 7i'd & 74 @ AIL|CH

HXIAEE]

Amazon ECR E|X[AEZ|= ZF AWS HHo| M3 kle 2ol E[ZX|EE[Z, stLt o|& el 2=
XEZIE MMAE = UAGLICH o|z{8t 2|ZX|EE|IE AFE 35 AWS 274 Lo A Docker O|0O| K|,
Open Container Initiative(OCI) O|O|X| 2! 7|E} OCI £ & olE|HEE XE st HiZ & &= Ql&LICt
KEAMIBE LI 2 Amazon ECR Z2I0|E! BIR|AEE| B2 & TSHAAL.
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BIEXIEE HMS NS BIZXIEE] L BIERIEE L) ZHx0| THEF UNAE Hofd 4 g
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o|0O| x|

2|XZ X|E2|of Z4E||o|Ld O|O|X|E F Al 7t K2 = U&LICH 7He A|ARIMH 2ZZ 0|24Et O]
O/X|E AFE3H7HLE, Amazon ECS EfA 3 HOo| &l Amazon EKS ZE AFFO{A] O|E AFEE = U
&L|CH RFMIEH LI 2 Amazon ECS0| A Amazon ECR 0|0|X| AF2 2 Amazon EKSO{|A{ Amazon

ECR O|0|X| AH2 LIS A x35HM|Q.

Amazon ECR =& F£7| ¥ g At&stH 22| El o|0|X[Lt O|AHE O|O|X|E HElstn BFREA|7[=
Mo|5toq o|OlX|e] =& F7|E #eElg = JU&Lct KHAIEH LHE 2 Amazon ECRL| =&
| A E ALE5toq o|0|X| HE| AtSE 2 A ZSYAIRL.

Amazon ECR2 Z1E|0|L4 o|O|X|e| Az EQ|of FFHE Albst= ol =& F= S& O|0|X|
7|15 MBS ELlct xpMlet LHE2 0|0[X|0f A Amazon ECRO| &AZ Effo{ F|fd

7|§|_|_0|'AI=I|A|_?_

HAM|A & oq

Amazon ECRE& IAM2 Al235l04 2|ZX|E2|of CHE HMAE K|o{grL|Ct. Amazon ECR E|ZX|E
2l FAl 7IXM7| E= HElE 8 = Ue Y HEHo| U= IAMALEREH I8 ElJ HE =

ME = A&t XMIEH L& 2 Amazon Elastic Container Registry2| 20t EHlS &= 5HA A
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AWS Command Line Interface S &

= O|0|X| M4, Ltd, FA| & 7tX{27(2 Z 0| Amazon ECR Z|ZX|EZ|Q 45 2 35t= BHE
AWS CLI M| S gfLiCt.

AWS Management Console
Amazon ECR2E &l #2le =k /22 2 AWS Management Console2|ZX|E 2| ! 0|0O|X|

HUE et AER £l E QIEH 0| AE MSELICH

AWS CloudTrail

Amazon ECR22 S&f|o{ 2o &l 7™ &4+ & 2|5 Amazon ECR AWS CloudTrailofl CHE API
SES EAS D AAME = U&LICH REMEH LHE 2 £ AF25104 Amazon ECR 24 2Z AWS
o

Amazon CloudWatch

Amazon ECR2 Amazon CloudWatchE& Al235t0d ZLIERIE £ e X|Eet 212 NMB3HH, Of
£ S5 Amazon ECR 2IZAIEE[0| 5T ASZS FXE 4+ AULLICH XFMIEH LIS 2 Amazon
ECR E|ZX|EZ| X|E CHHE & ESHAAIL.

Amazon ECRS| &t AtS AR

Amazon ECR2 AWSO| A X3 st 2t T8 2t 2% Docker Z4E| 0| Bl X|AEE| AMH|ALICE.
Docker Z4E{|0|L O|OIX|E XM& st 1 iE 57| I3t otdstn &E 753t 2IZX|EEIE MBS

2, el o3&l oHZ 27 0| HiZ 0| Bl 7 @ ATt E[R&LICH Amazon ECR2 CHE S
AWS MH|A 2 2z g0]A BHE0|M ZE| 0|3t El ofZE2|7H|0lME 75, Hix L AdstE Z2MA
E ZtASHELIC

CI=2 2 Amazon ECRL| 3 7HX| T2 AP AbE|QILICE.

olHF AF= A2 AP| HHZ 2015-09-21 3



Amazon ECR INT=IY A To] =]

ZE[OlA olOlx| ME & Hi=

Amazon ECR2 ZZ&| LHoi| Docker Z4E|O|L1 O|O|X[& M& L BHZESHLE S7H ALE S Il &S
St =S ES Al B|EX|EQ| & BHLCH et A= ZHE{|0|L] O|O|X|E Amazon ECRZ ZEA|3t
Ct= Amazon EC2 EE= Amazon EKS AWSS ZH2 L AFE &E0M 7tK2 &= U&LICH AWS
Fargate Xt M8 L& 2 Amazon ECR ZEt0|H] 2|ZX|EE| EHH2 R ESHAAIL.

X|&HMel S8 & X|[& Q1 Ui = (CI/CD)

Amazon ECR2 AWS CodeBuild AWS CodePipelineZ! 7|E} CI/CD =72 & 5tH S&x|of 7
ElO|L{3El o Z 2|70l Me| Kts = EHAE L HiZ E Xx|grL|ct ZE|o|L] o|O|X|E cI/CD uot
olzztelo] UL E Amazon ECRM| XIS 2 FA[5H0{ CHFEH gHE0] Latk|n oHEA o 2 Hij

g =+ A&LCh

Oro|Z 2 MH|A o 7|ElRq

Amazon ECR2 O{iZ2Z|7|0|M0| ZIE|O|H 2 7| FHEl= O &1 S&E MHIAZR MEStE|l= ot
O|ZZMH|A ofF|El&{ol| Z{&tetL|ct 2t 0ho|2 2 MH|A0lE Amazon ECRO| K& El 18 A
EO[L4 O|O|XIE AIEE &= U2 7HHE MH|AE SEXMo=E JHY, tiZ 3 &Ee

—= 1k =
StO|EE|E A CHE Z2tRE HiZ

1
30
I
r
n

Amazon ECR2 Docker Hub 2= E}AF HIX|AEE|QF ZH2 CHE Z4E| 0| B X|AE 2|0l M ZE] 0]

L4 O|0|X|E 7tXE 7I52 XIHELICH O|& &l Z&2 Amazon ECR2 ZiH|O|L4 o|O|X|e] &
& B ZX[ECE AFE35l04 5t0|EHE|=E B F0|Lt CHE 2L 2t E MEtoM L E HixZ 2EH S

SR = ULt

AAMA KMo I Eet

Amazon ECR2 ME3tE HAM|A Aol HFHLIEE M3st22 X2 BIXIAEE|o|M ZE| 0|
O|O|X|E FAltHLE 7tK{E == U= AL KHE WMo = JU&LICH £8t 21F & Hek F0{E AWS
Identity and Access Management ?[5l|Qt S & =01 ZIE| 0| o|O|X|oi| CHEt 2ot HMAE 27 &
LICt. XtMIEH LI Amazon Elastic Container Registry2| £ ot EHHE & x5}

O|O|X| F|eFe AZH

Amazon ECR 71| 0|L4 o|O|X[of| CHEl AZ EQfo{ F|ef ISP kS 7
2 M335tod ettt HE E5te Aol 32 |XISHESE K| LICH RHAMEH LHE = 0]
0| X|0{| A Amazon ECRO| AZ E Qo] A AZH HHHE HTFHAAIL.

ZZlold! ZH|Iol HIX|IAEE|

HOt e 3% =4 931 AFsto| YZdst X XI0| Z42 Amazon ECRE Z z}o|d! ZHE| 0| &I X|A
EZ|2 AF235t04 21Zst ZE|o|d o|O|X|7} HEZ! HRKIAEZ|H| =& E|X| ot 11 =Elo| AWS &4
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LHO{MEF M| A e = JUEF & = U&LICH RHMEH LIE 2 Amazon ECR ZE2t0[8! B XA EE|
(@}

Sul | Eay=l
TS HESHAA

7F%%F71I st M MAMo = X|Qd AlzZto| B
= = |=|7g'3|-_Tl_ _<,._>_<3;I _=,'_,E=,F% £ = A&Lct AHA[EH LHE 2 Amazon ECRO|
S

|
=

M Zzto|E! o|0|X| EX| EHHE & ESHMIL

Q2l=l Z4E|o|Lq o|O|k|e| AI= A Z|
Amazon ECR =& F7| HMZ AI5tH &, = £ = EjO9t 22 Ho|El &2 7[Ete 2 28
=l Z4e|o|d o|O|X|E RIS 2 Helstn, AEZ[X| H|E&2 x|M5tstn, +HE BIXIAEEIE FX|
St Hot U 7 H EE VMEH D, KAISEE Sall e KT EZE 7HASHE = U&LICH REAM|EE
LH& 2 Amazon ECRO| =& F7| MAME AL&35l04 0|0|X| M| XS5 EHHE HTFHAMIL.

Amazon ECRQ| 7|5

- =8 F7| G2 2[Zx|EE0f = ol0lX|e| +&B FT[& 2telstE ol =&0| ELIch AFSE[X] &
£ 0|0|X|& Helsts S FolgLict 732 2lZX[EE|o HEst7| ™o HIAEE £ U&L
CH REMIEF HE = Amazon ECRO| =3 F7| G2 S A&E5104 0|0[X| HE| A S3tE HZSHAL.

g Aldste ol =Fo| Lok & E[ZX|EE|
IH E|ZX|E2[Z FAIE ZHZf el Af ofd|x|7¢
o

= FA Al AHSIES 788 = A&t Ol A 5
AMELICE O CFg o|0|X| AZH AotE AME = &Lt RHMIEH HE = 0|0/ X[ A Amazon
ECRL| AZ EQ|of F A AZHE FZSIMR

- Wit 2™ U TX AHYE SXE Sall o|0|X|E 2 et 2ol &A uix[& = U&LICH Ol HIXIAE
Bl dHoZ AMEH 21 B2 FELICt REMIEH LI 2 Amazon ECRO| Z 2108 B X|A
EQ MY EHHES HESAAIR.

« EAR INA| #E2 Z2t0|8] Amazon ECR BIX|AEZ|Q| HAER BX|AEZ|MM E|ZX|EEIE
A= w2 KM ZELICH Amazon ECRE ZEAZ FHA| FEIS AF2510{ Moz HAEE]
B XA E2|0f 24735109 Amazon ECR Z2t0|8! BIXKIAEZ|9| FHAIE! o|O|X|7} | Al AFEHQIX| 2Ol

sruct. REMIEH LI 2 Amazon ECR Z 20|l Y RIAEZ| UAER Y RIAEZ S7|5 BHHE
AHEEHAAD.
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Amazon ECR A|Z} &

Amazon Elastic Container Service(Amazon ECS) EE= Amazon Elastic Kubernetes Service(Amazon
EKS)E AHZ3HE 232 Amazon ECRO| & AH|A0| 2F0|S2 0|3t & Au|A0f 3t Mxe
Amazon ECRO{| CHEF M1t S AL LICEH

Amazon ECR AWS Command Line Interface 0| & AtE35t= G2 %4l Amazon ECR 7|S& AWS
CLI X|#38lE HEIC|E AFEELICE. 0l Amazon ECR 7|50 CH X|20| E0|X| St B X

Al HZo| 2 AWS CLIGaBo|= 8 L|c AWS CLI. %Al A o] Mx|of CHEt REMISH LI 2 AWS
Command Line Interface AtE MB M| MX| E= Z[4 HT S| £ YH|0[EE AWS CLI AWS CLIEE
M.

AWS CLI Ol Docker& Al235t04 716/ 0| O|O|X|E Z2}0|E! Amazon ECR 2|Z X|EB|E2 FEA|SIE
HteH g 2ol 2 2{™ Amazon ECROIAM =& F7|0f| Z* O|0|X| 0|5 MME H XML
Amazon ECR 7}73

Amazon ECRE AF235tH 2|ZX|E 2|0 A& S C|o|E{e| 1t o|O| K| FA| & E20f|M & E OOl

ol CHel M EF H|E 2 XK= ot ELICH AtM[et HE = Amazon ECR 228 X 5.

Amazon ECR A& 2 APl HH& 2015-09-21 6


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/ecr/pricing/

Amazon ECR INT=IY A To] =]

Amazon ECRO|M =& F7|0f| A& o|O|X| O|&

Amazon ECR2 A& AtE5t= 4 Docker CLI 2ot & 74 CtE EHAHIE AtE5to{ ME O|0O|X|E AWS
CLI MM, 7|2 MXIAEZ|H CI&55t1, ZTEto|d! B|ZX|E2E MMELICH O 2 Z=2told!
2| ZX|EZ|E AE3t04 O|0|X|E FAl5tD O|O|X[E 7FA{ZLICt HE O|0|X| AFE S Ot M
O|0|X|2t E|ZX|EE|IE AfAELICE.

M|k

AWS Management Console CH A& AH&5t2{d AlM
E XM¥E 2EXEE 8y

mjo

AWS CLIZf = 3t M| Rthe section called “0|0| x|

C}F8H AWS SDKs, IDE =+ 7|E 2! Windows PowerShell 38 & =7 & Z 85101 AWS 2lAaA &
2o A8 E + U= CHE T F0f CHEr XEAMIEH LI 2 http://aws.amazon.com/tools/ B Z5HMIL.

AN =7

%|41 AWS CLI 2! Docker7} A%| 5104 QK| ot AFRE ZH|7} £|X| ot 2 HL C}2 BHAIE AR 35}0d
= CJE DE Mi|ELC

AMx| AWS CLI

Amazon ECR AWS CLI | ME Al&5t2{H %A AWS CLI HHE M x|EFL|CH REAM[EF LHE 2 AWS
Command Line Interface AF& AH M0 A AWS Command Line Interface’ x| & & X 5HM|2.

Docker A3 x|

A

inux B2 B (Ubuntu §)& HIZ 3104 MacOS ! Windows S CH 8t 23 | A 0d| A
ICt & 28 MA | DockergE Ax|5t= &Edof| CHEF XbAMIEH LI 2 Docker A x| oF

DockerE AFE35t7| Qo 24 7He A|ARIO| ER3FHX| St&LICH Amazon EC2E O|0| AIE 01 3=
Amazon Linux 2023 QIAEIAE A|XHEl T DockerE A x|5404 A|ZHer 4~ Q& L|C}.

O|0| Docker7} Ax[E[o{ A2 1EHA|: =74 O|0|X| 24 EAZE ZdLAELICH

Amazon Linux 2023 AMIZ A& 3HE Amazon EC2 QIAEIAO| DockerE A %|5t2{H
1. %|4l Amazon Linux 2023 AMIOI| A QIAEIAE A|ZHEFLICH XEM|BH LI 2 Amazon EC2 AFE A
M| QIARA AZE FZSHMIR.

2. QUAEA AZTLICH XFMEH LI 2 Amazon EC2 AHE B XM Q| Linux QIAE A HAZEE &

5.

MHEE=A APl & 2015-09-21 7


https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/installation/#installation
https://docs.docker.com/engine/installation/#installation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

Amazon ECR MNEX 70|=

3. QaBEAo AxIE WZ|Xx| & TZ|X| FZHAIE HUCIOIEE LICE.

sudo yum update -y

4. %|4l Docker Community Edition I 7| X|& A x|gL|C}.

sudo yum install docker

5. Docker MH|AE A|ZHELICE.

sudo service docker start

6. sudoE AFE35HX| &= Docker BHES AHE £ UEF docker 2E0 ec2-userE FIIE
LIC}.

sudo usermod -a -G docker ec2-user

7. ZIotRstn ChAl 23926 M docker 25 S M4 LICE O <lsl TR SSH E{O|'E
¥ B2 Mol QUABAE CHA| AAE & JU&LICH M SSH MM 2 siE ZlE docker 25

O
#etg 2 Hoich

8. sudo $i0|E ec2-user7} Docker WS Aldlst £~ Ql=X| &QlgL|Ct.

docker info

® Note
Ao et eE ec2-user?t Docker CHEO]| M AE £ Q)= M2 AZ5H7] ¥l 2l
ABRAE LRSI E = UESLICH OIS 2F7F EAIE E2 QIABHAE HERIEHL
Ct.

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

1EHA: =71 o|O|x| 4

o EHHl0ME ZHEHSH 2l o Z 2|7 oMol £ 7 0|0|X|E AMAdsto] 0|8 27 A|AHIO|L} Amazon EC2
CIABAANM HIAEELICE

1EtA: =74 o|O|x| 4 API E{%1 2015-09-21 8



Amazon ECR

A= Thols
Ztekst 24 ol Z 2|71 0|41 2] Docker O|0|X|E A Ad5tE{H
1 Dockerf11e0|EPE otele MAISHL|CH Dockerfile Docker O|0O| k|0l At & 7|2 o|O|x| &

H5t= DL B AEQLICH DockerfileOll CHE RHAIEH LH 2

touch Dockerfile

2. 23 BHE Dockerfileg =d5t1 CHE LIS F7HErLICEH

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

O| Dockerfile2 Amazon ECR HE 2|0 S ARIE|= I{E 2] Amazon Linux 2 O|0|X|E AF2E
LICk RUN X|&2 T{7|X] 9HAI% ?:. Z Ef|o{ WZ|XIE MX[et2
'Hello World!'& 7<I-A-|ol-|_,||:|- ZE FLICt EXPOSE X|&2 5’4E1IOIH
ol ZE 802 5t CMD K|

in]
o
[m
Q'I_l
H
P
x
r
10
ne
N 1
11°I' P 3
r |H

7&!
3. Dockerfile0l A Docker 0|0|X|E& wE=3fL|Ct.

® Note

otef 9| “"E"Oil M Docker2| &5 HHIA = otz 20l= & = CH4lod Dockerfile 2l
A d=7t 2ed + &L

1EtA: =74 o|O|x| 4 API E{%1 2015-09-21 9


https://docs.docker.com/engine/reference/builder/

Amazon ECR INT=IY A To] =]

docker build -t hello-world .

4. ZiEo|Ld o|O|x|& LidgrL|ct,

dockexr images --filter reference=hello-world

=a4.
= —1.
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB
5. MZ Ye=F o|O|x|E AMAMELICH -p 80:80 M ZHE|O|LM Qe =EE XE 802 ZAE
Alagiof 9l ZE 800 OHEELICH docker runoll CHEH REAIEH LIRS 524 Docker /8 %

dockexr run -t -i -p 80:80 hello-world

® Note
Apache @ MHERE{ Q| £230| HO|'F ol EA|ELICE "Could not reliably
determine the fully qualified domain name" MIA|X|= FAISIT ELICH

6. EEt*ME Y1 Dockerg At ZIHO|LHE 3 A6t U= MHE 7HE2I1ZLICH

« EC2 QAEAE AME3 T UE B 2| Public DNS Z(0|H, O|= SSHE QAR A A4
& A8 5tE FAQ SYUFLICH QIAEAC Hot IF0|M ZE 8001 QIHIRE EfEIS
S3foF ELICt

« Dockerg 2Z0|AM H™ASIT U= A2, HEt X0 http://localhost/% 72z

« Windows = Mac A E{0|| M docker-machine2 A& 3t= A<, docker-machine ip @& 2 At
835104 DockerE& EAEISHT Q= VirtualBox VM| IP A& ’;i Ar&5t 4= Docker TH 4

flo ;9

O| O|E2S 2 machine-name& HtE&LI|C}.

docker-machine ip machine-name

1EtA: =71 o|O| x| A API 7 2015-09-21 10


https://docs.docker.com/engine/reference/run/
https://docs.docker.com/engine/reference/run/
http://localhost/

Amazon ECR INT=IY A To] =]

"Hello, World!" 20| /= & M Oo|X|7} E A|ELIC}.
7. Ctrl + c2 2245104 Docker ZIE|O|L{E S X|gfL|C}.

2CHA|: 2|EX|EE| MAd

Amazon ECRO{| FA|& O|O|X|7t EHIZIRCH O|E ERE EIXZX|EEIE MHstoF &Lct Of
ofl0f A= hello-repositoryZte E|ZX|EEIE M LICH LIS o] 2|ZX|E2|0] hello-
world:latest O|O|X|E FAletH ElLICH Z|ZX|EEIE MHsed™ Ol BYES AT LICH

aws ecr create-repository \
--repository-name hello-repository \
--region region

3EtA: 7|= BllX|AEe|of CHali 215

£ Mx|stm 448 £ Docker CLIZ 7|2 BIX|AEE|o| AWS CLIQISgtL|C}. o] H| 5124 docker &
0| Amazon ECR2 AF83t0{ O|O|X|E F AT 7tX{E 5= U&LICH £ 015 Z2MAE 7tA 55
= get-login-password BEE AWS CLI X3 & LIC.

get-login-password& At &304 Amazon ECR 2| X|AE 2|0 CH5H DockerE 215 5t24™ aws ecr get-
login-password B2 AEFLICH Q15 EZ 2 docker login B0l MEE I} AL X} O|E2 2 AWS
22 Ar8stn, 215 6t2dE Amazon ECR BIX|IAEE| URIE K|HEELICH od2q BIXKIAEE|of CHal @
&ote 4% & olx|AE2|of CisH BHEES Lt=3lok gLt

|>i>
0

/A Important
QEJ| ubAistH XAl Q| AWS CLIE M x|sH7LE a8l|o|=&fL|ct AtAIBH LIS A
Command Line Interface AF& MH M0 AWS Command Line Interface d%|& &= oM‘IlR

+ get-login-password(AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand(AWS Tools for Windows PowerShell)

2BHA|: E|ZX|EE| MM APl 7 2015-09-21 11


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR INT=IY A To] =]

(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

4THH|: Amazon ECRO{ O|O|X| 3 Al

o
>
o
Rl
x
[
=)
x
0z
0%
rok
>
3
Q
N
@]
=)
o
@)
X
]
Hel
Ral
HM
]
2
o
=]
Ral
M
>

FAE = JA&LICH OIS APH =

!

r

- docker HH™ 1.7 0|4 0| Mx|Z|of /&LICEH
« docker login0il Amazon ECR T&F £0{ EZ0| #/dk|0o{ U&LICt
« Amazon ECR Z|ZX|EE[7} UM AEXIAH Z|ZXIEEIE FAIE = Ue HAMA HEHO| A& L

ZH0| MHEE|H AHHO| 7|2 BRIAEZ[M UsE MEAH HHE 2|ZX|E2[of O|OX|E
&L|C
=

=)
=]
A
2
AL
H
]
A
02!
ol
d
>
3

Q

N

o

>

m
@)
Py,
2
+
=
9.'—'
A
2

1. B3 E XIFstD FAIE o|0|X|E AEE = AT =20l X{Z e O|0IXKIE LIFEfLICH

REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE

hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. ElZX|EE|o| FAlE o|O|X|o E{ZE X|HEfLICH

docker tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. O|O0|X|E FA|FfLILCE.

docker push aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

4CHAl: Amazon ECRO{| O|O|X| FA| AP| 7 2015-09-21 12
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2.
—.

T

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

size: 6774

5EtAl: Amazon ECROIA] O|O|X| 7} XKL 7|

O|0|X|& Amazon ECR Z|ZX|EE[0f| F A2t F O[& CIE {IXIHM 7tXKE = JU&LICH ChE A =
710| == £ docker CLIE AI235104 O|0|X|E 7tXSLICH.

« docker HH 1.7 O| &t 0| M%|Z|of /U &LICH

« docker login0ll Amazon ECR T&F £0{ EZ0| 7 d&|0] U&LICE

+ Amazon ECR EZ|ZX|EE|7} RI0{0k &tH AIEXOA| 2| ZXEEIZRE 7IHE = U= ML T
O| 2{0{0F ErLCt.

rot

Ol2{8t AP Z=740| BHEE|H 0|0|X|E 7HX{E £ U&LICt Amazon ECROIA oflAl| O|O|X|E 7t
oiH, OhS BE S gLt

dockexr pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

2d.
—.

T

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

5CHA|: Amazon ECROIA 0|O|X| 7FK 27| API 7 2015-09-21 13



Amazon ECR

67| O|O|X| 4 X

2|ZX|E2| & stLtof e ol0IX|7t o ol HRstX| o2 4 O|0IX|E AAE - {l&LICt olOo]

S - AAEH
X|E AtA|5t24T olOIX|7F B0 Q= EIZX|IEEIQ 0|0|X|2] imageTag EE= imageDigest Zt2 K|
Metuct ch2 oMo = o|O|X| EH2 1atestE A& 3104 hello-repository ElZX|EE[0] )=
O|0|X|E AfAEfLICt 2|ZX|E2|0fM ofA| O|0IX|E AtM|2E{H CHE BHEES A>T LICH
aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

7EtA:: B|Z X|E2| AHX|

ololx|el ™A E|ZX|EEI7F  o|¢ ERsHX| gi2 B2 ElZXIEEIE AXME = A&LICH ChS oA
HME --force Ec2E AFEstod O|0|X[7} & E E|EZX|EEIE AAELICt o|OlX|[7t &01 /U=
2lZX|EC|(Y 2lZX|EE etof Rl= 2 E O|0|X))E ArX|stE{™ CHE TP S A™dELICh

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

6THA: o|O| x| & A AP| 7 2015-09-21 14
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Chen e HE

.I_
mi
Vol
L
]
Al
u
jo
>..

&35t04 Amazon ECRE AIE M M2 =|™Mste = U&LILCH.

Docker 1.10 O|& S AI235l0{ SA| H 5 UZE &8

7 0|0|X|= ABSLZE MK U2, AS2 o|O|x|e] &7t L= EHAIILICH Dockerfile2] Zt
2 ME2 HE2 HdELICEH Docker 1.10 O| &2 AL 5} 75'-?— DockerE 7|=2%2 2 Amazon
ECRO| SA| UZEE &SI THM 7158 A2 HBSE FAI50] YZE A|ZHO| BHF L8 MYE
L|C}.

=
S
=

[

A2 37|19 7|& o|olx| A&

Docker Hub® S5l MBEl= 71& ollxlolis ABAHe| HEEIAH 0140l M BR3HR| o2 B e
Z4 Z2a30| T8 E0] 212 % UALITH Docker HF LIEIIA CHE AtZHO| MAJstT S| B

2lsteE 22 3719 o|0|X|E M85t Zd€ 1845t 7HL, ofL|T Dockerl| %|A scratch O|0O|X|&

A8 304 A8XF 1ROl 7IE 0/0IXIE WESHAAIR. HAMEH LIS S Docker B AMollM 7| ol0|
x| MAE HE S AAIR.

DockerfileOll A 7% %20l HAE 5S4 == 13 57|

Docker= HlEE 7HAlst0d e AlztE EQILICH OFX|2F L= O|F A &0l HEE ALYl gl
E

= = — o H. —
Dockers A& ChAl st ChAI FHAIE! TS AFSEILICE 24Ut ZF A& Ol Weo| A
S0l Z45/0f UALICH HB 0l MZEIH Dockerts ST HS#at oLzt siE A% ol Al

T ChAl Aub gt

Docker I' 2 CIA| EIE= 5t HES S CHA| YECE 6= O ZRFt AlZH2 %A 3156H2{™, Dockerfile
o|gHZMz 7IE MR I+ Z2 HALIE B 208 JELICH AF HEBL = S5 2233
(OHZE|F|0|MHo| AA FE )2 AEHO| FFof HoAA|2

ELQs It ME S WXt A2l HH

ABol MAE B2 IHUS $4 ABIM AREICRLE ST A
g HEstMe.

Ol

o dF =z H&LIct S oAl

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

AP| 4 2015-09-21 15


https://docs.docker.com/engine/userguide/eng-image/baseimages/
https://docs.docker.com/engine/userguide/eng-image/baseimages/

Amazon ECR

(A R 3 S A RUN B230]| ol A48 HS 0l #I2 targz T W 0] T o] o
of UBLICH Ol L ¥ RUN Hofl QI8 tar.gz THUO| ARIE|=
3 1ol 25 7 olnlxlol ZEEIX| LTS 57| SUsH Ol2dE B
UN 20l 871 R0 22 4 LIt

ox
40
2
Hn

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\

mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

M 712 EITe| IE X QIE AFS
= =
ECROIAM O|O[X|E 7IX2 M & M5t= X[ AlZtE2 EL &= A &LIC o EE2|A O

EC2 QIABRIANM A5t (e B2, OIS A ZEE AL83dt0d QIAHA Q| 718 Aol M 2™
£ 7tXE & &Lt

ofZEE|7oldE Ast UE fIRIKM 71 71t 2 E|He| A=EZQIEE ALSH
7 [
A

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\

sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

1

|2 --region TEtO|EHE AFESF04 AWS CLI B0l HE 5t 7Lt aws configure BHEE ALE 5104
2ool 7|8 2IMe 2 dYE + l&LICH AWS SDKE AM85t0d SEE M 2ITE U™

T U&LICH RHME L2 oiid =2 e 2102 SDK MBME R EHAAIL,

AP| 4 2015-09-21 16
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Amazon ECR BHIX|AEEZ|0| 2F

IPv4-only AEZOIE EF= 7 AEH(IPv4 & [Pv6) AEZQIEE AFE5104 Amazon ECR MEPOIH' el
X|AEE2|0o{lA OCI 0|0|X|, Docker O|O|X| 2! OC| &t OlE|HEE FA|, &, Al

AELICH IPv4 HER{I0M H5te B2 FYE AR E= IPV4 AIEEZQIEE AP
IPv6 LUEQIT oM @HSE R 7Y AR Q=
£ A83t04 Amazon ECR HEZ| HX[AEE|0| L& 5t= HE
HEZI Y RIAEZ|M| RA5I7|E & ZE5HML2. IPV6E £3H Amazon ECR01| °"'A'||

H=I
FQ
|m
mfn
- >
lI_l_ Ol

5
7t 222 glaLch QFoi Cigt XkMISH LI& 2 Amazon Elastic Container Registry 2 22 & Z35HA
o
® Note
Amazon ECR2 7 AR A= X QIEE SF AWS PrivateLink EE{ZE X| 5t X| et &LICt
AWS PrivateLink X|#0| 22t B2 IPv4-only Amazon ECR YIEXQIEE ALE3loF & L|Ct

Amazon ECR YIE ZQIE = [Pvd-only HEZQIE = T ABIAEZOIE x| 0]Qo| Moz
XHELct ol2{8t £ dol= oo Z&EE &= &Lt

- ZIM-Z4 A= EE E[MEE CHELICH

9:'1
2
[N
I
)
[m
x
uj
ro

AWS SDK = OCI 58 2 Docker HZZE QIE{H|O|AE AF25HEX| 0

oF - 22 F|H0|M Amazon ECR2 FIPS S8t IEXZQIEE M3 FLICH FIPS &4 Amazon
ECRAUEZQIE S50 CHEt XtM|EF LIS FIPS(Federal Information Processing Standard)

AWS CLI 2!ISDKO0{|AM Amazon ECR APl & & * EI%P= IPv4, 7 AE Docker & OCI E20[2d
Eo|M X|H5tE MH|A AEZQIEO| CHEF REMEH LIS 2 MH|A QIEXZQIEE FHZEFHML. AWS
SDKs

IPv6E £t 2% A|EHSH7|

IPv6E E35H Amazon ECR HIX|AE 2|0l @A5E{H 5 AEBH A= ZOIEE AFZ5H0oF &FL|Ct. IPv6
£ =5 Amazon ECR HIX|AEZ|0f| HMASH7| M| CIS F AME S &rolghL|Ct.

IPv6 A|ZF517| AP| 4 2015-09-21 17


https://docs.aws.amazon.com/AmazonECR/latest/public/public-ecr-requests.html
https://docs.aws.amazon.com/AmazonECR/latest/public/public-ecr-requests.html
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/ecr.html#ecr_region

Amazon ECR AR 7H0|E
« 22}0|MES} HERIE IPVEE X|H&HoF & L|Ct.
« Amazon ECR2 IPv6E Sl LI 2 82 X|ELICH

« OCI 2! Docker 2C}0|21E 2%:

<registry-id>.dkr-ecr.<aws-region>.on.aws

- AWS API 27%:

ecr.<aws-region>.api.aws

. |PV6 Xj\ I:HO e E%I-g|._||:_§ AN

Management (IAM) EE

IPv6 =4 ALE EHRIE

« IPVv6E AFE35HE ME A
.|

2E I AZTEQ0|E

= ==

=
A 270 IPv6 &412| Remote IP F£A7F EA|IELICE 7
C|O|E3t04 0|248t IPv6-formatted| IP =AE & EAMstL|Ct

® Note
21 ntdol IPve 47t Qs R 2t#dstod EX7F /e B, AWS Supportddl & 2|5tHAl
o

B2, Ok o Aof Ltet U= curl BHEE A8 5101 IPv6E &
(@)

Linux/Unix EEE Mac OS XE A5t
A& £ Q=X HAEE = Ql&LIC

ol YU AE A= ZOIEof A
Example

curl --verbose https://ecr.us-west-2.api.aws

Cl2 oAt SAHS HEE 71X SLICt IPveS S8l 1= A, HAZE 1P A7 IPve TA7F ElL

Ct.

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off
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Microsoft Windows 7 EE= Windows 102 At&35l= B CFS 0i|X|2t 20| ping BHEE AHE 5104
IPv4 £= IPv6E S5l 7 d AR A EZQIEO HMAE = UK HAEE = A&LICH

ping ecr.us-west-2.api.aws

FU AEEZQIEE ALESH0] IPV6E S8l 28

AWS Command Line Interface (AWS CLI) &/ AWS SDKsE A& 3}
E NS850 U AR AEZQIER TS HLE T4 o

01 7|2 Amazon ECR A= EZQIEE M o|stod IPv6E EH3tE = U&LICH 7]
use_dualstack_endpoint trueZ2 HAMsl= BHS A& 50 2 ES HEE =+
g AtME L2 T AR U FIPS AEXZQIEE use_dualstack_endpoint® = 8P M. M
docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html

7T

Example BEZ AtE5104 748 #F
aws configure set default.ecr.use_dualstack_endpoint true
Example & A&3t04 IPv6E S35l 27 AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

Docker CLIOJIA Amazon ECR QIEIZQIE Al

Amazon ECR ZlZ X|E2|ol 22915t o|0|X|ofl Ej2E X|A 3t & Amazon ECR B X|AEZ|0] M
OCI O|0O|X| & Docker O|O|X|E FAI5tT 7tX{E = UELICH CHS MMM E FYE AR JAEZQIE
7 25 QU= Docker ¥ Al Y Docker £ BHE LoiFLICtH

Example IPv4 QIEZQIEE AL&304 =7 O|O|X| FA|
docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example 7 A AEZQIEE AFE5H0 =71 O|O[X| FA|

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag

FUARAEEQIEE AMESt0] 27 API 7 2015-09-21 19
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Example IPv4 RQIEZQIEE AE3}04 Docker O|0|X| 7}X{2 7
docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example 7 & AB A= ZQIEE AM&3t04 Docker O|O|X| 7t X427

docker pull <registry-id>.dkr-ecr.us-west-1l.on.aws/my-repository:tag

IAM ZEHO M IPVE A AFS

IPV6E AF235104 BIR|IAEZ|o HAMASHZ| DO IP TA ZE{RIS AF26HE IAM AF2 XF 2! Amazon
ECR HIX|IAERZ| M&Ho] IPve T4 HR|7F £&E|o] Q=X| &QlgtL|ct IP T4 ZE{2

FAE XMEISHEE UOIO|EL|X| f2 AR SEI0|HEE IPv6 AR S AlEHE 1
HMA HELE B2 7L EISE £ UELICH IAMEE HA|A HEHE Belst
t

LH& 2 Amazon Elastic Container Registry& |dentity and Access Managemen

P F=AE HE—StE IAM HH2 P FA 2 AMKE AL ELICH TS BlIXI2EE| E& of A
M= IP T4 27 UKL E ArE510] HE L= IPv4 FA254.240.143. % HRIE AlHSI =
A2 HoiELICt O] HRIE HojLteE 2E IP FAE BIXIAEZ|()0f CHEF AM AT HEEL
Clexampleregistry. Z & IPv6 FA47} 5{&E HE B0l 7] {Eofo] HAM2 IPve FA7tof A

MAste A8 Y X|gLICtexampleregistry.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:::exampleregistry/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

IPv4(54.240.143.0/24) & IPv6(2001:DB8:1234:5678::/64) T4 HRIE 2 F 5{&35l2{H C}
2 oxlet Zo| BIX|AEE| WRo| R QAE £ LICL O Condition 25 YA|E AE5H0]

IAM ALSAF L BIX[AEE| HHE 2F UH0|EE & &LIC

IAM SR0J[ A IPv6 T4 AFE API BT 2015-09-21 20
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Amazon ECR INT=IY A To] =]

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

/A Important
IPv6E AtE35t7| Tof IP T4 EEZS A85t

ool E5Hof gLICH BEIXIAEE| HMo|ME |

https://console.aws.amazon.com/iam/2| IAM Z2& & AtE3504 IAM ALE AL HHE HEE £ JU&LICt
IAMO]| CHEE REAIEH LIS 2 IAM AFHS MEME R Z35HMIR.
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Amazon ECR Z2o|E! Y| R|AEZ]

Amazon ECR Z2}0|8l HIX|AER|E 7} .l EEM0| oLt of Z|ElX{0{ A O|O|XIE EAEIEL]
Ct. Z=ztols! BIX|AERIE AH83t04 =71 0|O|X| & Open Container Initiative(OCI) O|O|X| 12|12 of
E[HEZ FE Zto|8! o|0|X| Z|ZX|EEE &ElE = U&LICH Z AWS A™H2 7|2 =208
Amazon ECR HIX|AE 2|9} &7H M-S ELICH Amazon ECR HE 2| B|X[AEZ|of CHE REMIEH LI 2

Amazon Elastic Container Registry IHE 2| AF& HBMO| HEE| B|X[AEEE FZotMR.

Zzlo|dl HIRIAEZ| 704

- 7|2 Zz2to|H! BIX|[AER[S] URL2
https://aws_account_id.dkr.ecr.region.amazonaws.com®lL|C}.

- 7|2HMo 2 ArSKte| AE2 Zto|Y! BIX[AEE[M U= ElEX|EE(of CHEt 7] & M7 HAA
et Z&LIch gLt AH8 K= Amazon ECRAPIE S £& 4 Q/1 Z2tolY! 2|ZX|EE|Z O]
O|X|& FAlstHLE ZE2o[8! E|ZXIEE[0 M 0||:||7<|E 7tXME = U= HEto| EELICH Amazon
ECR2 Ct¥et =& 0| AFER M AE KNo{5t= BEIE EHME E 71X MSELICH REAIEH LIS
2 Amazon Elastic Container Registry AtZ4 & 7|t'._F HA oA MME F oM.

- ZzZo[8! B X|AEE|of CHEH Docker Z2I0|EE
Z35tod sl BlR|AE 2|l 2|ZX|EE[of o|O|X|
Amazon ECRQ| Z2}0|8! B|XK|AER| Q15 S

=35t

|5 51 OF docker push 2! docker pull B S A}
AlstD 7FKE £+ USLICH REMIEH Lig 2
Eye FSPNE=]

« ZZl0|8! B|EX|ECIE AEAF HMA HA L B|EZXEC| HAMM DFE ALE5H04 AMo{E = UEL
Ct. 2|ZX|E2| HRHof CHEt REAIEH LIRS Amazon ECRS| Z2l0|E! B|ZX|E2| MHAH CHag &t X
StMl2.

. Zptol|el HRIAER|O BlZXIEEI= Zoto|E! HIRIAEC|| CHE EXME 45104 AHA| = 2to|E!

dlX|AEE2[e] AWS 2|1t THE HIY ol SXE + AU&LICH REAIEH LIE 2 Amazon ECROIA £
ctols! o|O0|x| S| EHHE BESAAL.

|0 M m|

(o]
—
= A
T
=}
(= s

Amazon ECRQ| Z 20! Y RIAEE| 215

AWS CLI, &= AWS SDKs AWS Management ConsoleE AHS %+04 Zotols! E|ZX|EEIE M5t
| = UELICEH O|2{3H W2 AH&3Stod O|O|X[o CHEH S & 23| £= AM 22 L2 AYS +

e = A&LICE o|2{et E2to[HUEE E&E AWS 215 EH % A& 8LICt. Amazon ECR APIE A
835104 0|0|X|E F At 7HK{E £ UKD, Docker CLI =& 2104 Docker 2H0|EE{EIE AFE 57|

&Lt

gx|IAER 7HE AP| 7 2015-09-21 22
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Docker CLI= 7|

= of
RIEstn &g = ULF —’?;;Pb.l':iﬁl% =it of E*L—IEL
CISo| MREXMoZ MHEEI P XIAER| QIF WHE AE £ et
Amazon ECR X}Z3 & A AtS
Amazon ECR2 Amazon ECRO1| Ci3H O|0|X[E F A5t 7tX{Z M Docker At HE O &lH

Mot AH8E = UEZ Docker AHE 5 EH{E AMSeLICch Ax| & o EH = Amazon ECR
Docker A}24 £ #HE XML

® Note
Amazon ECR Docker At 3 = $A HE| HE| 215 (MFA)2 X|#5tK| &Lt

Her 2o EZ M E

Tet £0{ EZo| HE Hele Tt 0ol EES AMSt= Ol AFSE 1AM EQt TR 9| HEH et o
XIgLct Het 2o{ EES IAM EoF HM|A ST 12A|2F S92 R =8 Amazon ECR BIX|AE
2|0l M ASHE Ol AFSEILICH ™ 8k o P44 GetAuthorizationToken APl 1S AFS
5t04 ALE XL O|F Awset QI E =z
L|C}. get—logln—password PHH2 AWS
O Ch=Z 0| EZ2 docker login BEO 2 I

B5Hs base64 2 QITTIE HEt Hoi E2S ZMsof B
CLI 915 E22 743D CI2T3tod Ol ZHASHEILIC

I
E
9'|_|
2
o
0N ¢
wt !
1> “
0 g
> |
C
_lTl_

get-loging A& 301 Amazon ECR Z2}0|8! B|X[AEZ|0i| CHEl DockergE 215 F21H

01 Amazon ECR B X|AE2|0i| CHEH Dockerg 21& 5t aws ecr
get-login-password B2 A™ELICH 215 EZ 2 docker login B0 MY & ] AFSXt O|§2
2 AWS 2 AH835t 1, 21535 2d= Amazon ECR Bl X|AEE| URIE X|HELICH od BIXIAEE]
of Cisf IEste B¢ Z BX|AEE|of CHall HE S gt=soF g LCt.

«  get-login-password2& AF

mlo 00
g'l_l

/A Important
=7} g5 £ Al O] AWS CLIE Ax|SHHLF dadio|lE8tLCt RIM|E L2
AWS Command Line Interface AF2 MAE M0 A AWS Command Line Interfaced x| & &}
ASHMI2.
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https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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» get-login-password(AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com

+ Get-ECRLoginCommand(AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --passwoxrd-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

HTTP API 215 AHE

Amazon ECRE Docker S| R|AEZ| HTTP APIE K| ErL|Ct a2{Lt Amazon ECR2 Z2t0[E! &l
XAEZO|7| HEM 2 E HTTP 2%of Het £o{ EEE NEZ38Hok &LiCt 2| -H SMHE ALE5t0d

HTTP H&t 8204 SI{E F7tcurldt L get-authorization-token AWS CLI HZ oA ME35tE #E Hod

E2g MYE £ el

Amazon ECR HTTP APIZ QI&5t= i

1. 2 AM23slo{ Het Boi EEZ2 ZM AWS CLI 6t &4 =2 MAshL|Ct

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. APIE 21&5t24H $TOKEN H+E curle| -H S Mo ME&hL|ct
ECR 2|ZX|E2Z|2| O|0|X| E}2E LI Qe LICH RIME LHES =7
ME ATHEMS.

oo
i
Al
[ul
o
0F
Oﬂ‘i
o
>
3
Q)
N
@]
=)

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

T

2zte e ZaLch

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

HTTP API QIZ AR AP| T 2015-09-21 24


https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
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Amazon ECR INT=IY A To] =]

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}

Amazon ECRS| ZZ}O|E! HIX|IAEE MH

Amazon ECR2 ZZI0|8! BIX|AEE| MHE MEsIod EIXIAEE| +&EM 7SS FIFLICH Z&t
ol EIX|AEE] dE2 Z 2|™ol Chslf B2 T+ JELICH ZEto|S! BX|AER| dEE AF&stod Tt
g 7l #dg = U&UCh

- BIXRIAEE| HEt-BIRIAEE HE Y2 SX U EAR
Amazon ECR2| Z2|0|H! HIX|AEE| HEt BHelS ’E.FEF_%H;MIE.

« EAR A E - EAFE FHA| HEI2 Amazon ECR Z 20! B|X[AEE[Q HAEZ] B|X[AEE]
oM olO|x|& 7HAlst= ol ArEELICH XfMIEF LIE 2 Amazon ECR Z 208! BX[AEE|2F A
EZHXIAED S7|3 HHE HZTstAAIR.

- SXN 72M-=2X 7H2 2|ZX|ECSI7FAWS 2™ £ A™H ZHol SALE|EX| 04F £ Fo{3tE Ol Al
ZL|C}. REAIEE LI 2 Amazon ECROIIA ZEL0|E! O|0|X| EX| MME EESIAL

- EIZXIEE| Y "HES - ElZX|EE dd HET 2 AERE Ci4)st0{ Amazon ECROIA Af E[Z
XNEEZIE HEe M MY E&E HYS Holsts ol AASELICH EAF A 2oz YHE 22
UELICH REMEH LI 2 ELAF Al E= SH MY Soil d85l= E[ZXE

7|2 A70ol| sl EESHEILICH T2 ATHE AISsIEE U
AOEH OI 7le2 2 AA A zzaeld o] 7 |X| FFHE ZF AWsHE RIS & &
o =

|O0| X0l A Amazon ECR2| AZ E Qo] F|<k

Amazon ECRS| Z 208! B|R|AEE| HEH

Amazon ECR2 E|XK|IAEE| XM E AtEsto{ =0 BIRIAEE| =& 2| AWS EoF Ao ‘HetS
Fo{gfLCt.
HelE BX|cEE] M HTE MEYsto] AHEHLICH BIX|AER| EAY

O U&LICH HA 1(v1) I HH 2(V2). V2= ZE ECR HetE Z &5
=3
of

HOI7k MZ CHE T 7hR| HiH
e PNETE <L
M2, V2 Hre 7| BlxlAsz]

CHEH REAIEH LHS S A4d2 A5t

[ — N
=

QlL|ct API 24 o| MK E =2 Amazon ECR API 710

=
AR HolRILIC HRIAEE] HM HOIE 2L MEsHE Wy

[==
|.

HX|AER MY AP| A 2015-09-21 25


https://docs.aws.amazon.com/AmazonECR/latest/APIReference/Welcome.html

Amazon ECR INT=IY A To] =]

MNQEZE BRIAEE| HA Q|2 FB Amazon ECR Z 20! B|R|IAEE|Q] Yt MXof| CHEF RHA|
Bt L2 MME 2R 5tMIRAmazon ECRL| ZEL0|E! B|R|AEE| M.

HA2 CtE2at Zo| XEAI5| B Eo] A& LICH

« V1 - HH 12| B2 Amazon ECR2 Z 20| XA EE| +F0{M CHZ HEHEF Mg LICH.

o
« ecr:ReplicateImage - &4 BIX|AEE|EID 3HE= CHE A™Hof o|O|X|E BIXK|AEEo| SXAE
T U= HEtE RBo{gLIch A A SHoEF A ELCH

« ecr:BatchImportUpstreamImage — 2|5 O|0|X|& ZM3t1 O O|0|XIE ZEI0|H! BXIAE
22 7K 2 = Ue HEt2 2o{Fict

« ecr:CreateRepository— Z2l0|8! BHIX|AEE|0f Z|ZX|ECIE MAHE £ Qe HEtE HoiEt
LICt. o] HEt2 SH|E[7LE FHA|E O|0|X[E MEst= E|ZX[EE|7F ZE2to[H! BX|AEE[o Of

Ol Zx4stx| ef= F<oll E28fLct

e V2 -H{™ 29| L Amazon ECRE2 HAo| I E ECR 22 58351 2 E ECR &0 BIX|AE
E| X-IxHO X-I EI'L||:|'

_,_
o

rH
g

= CLIE AL835to] BIX|AER| EX HRIE EHL HEY =+ U&LICH

(® Note

zzto|Y ellX|AEE| XMool ecr:* ZYE FIHY & UX|CH AUEFEE AL SHE CHA A
8 82 7lsol el 2ot & 5t FItets Kol Y Abdll= ZhFELCH

|

« Amazon ECRO{| CHEF ZEI0O|E! B K| AEE| X2 of A

. =% |'E.||7(|/\EE| X{RH o _<|>_|§ &

« Amazon ECRO|M 2% AZ S Aol CHE HR|IAEEZ| HEH F0

« Amazon ECRO|IAM ZAF 7 Alo] CHEr Bl R|IAE 2| HEH B0

1

Amazon ECRO{| CHEF ZZ}0|E! HIX|IAEE| HAH oA

CI2 oMl AL AF7L ZHE Amazon ECR BIX|AEZ| &t et AMo{ste O AIRE £ Qe ME A
B 2oiELCt.
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® Note

Zt | M|ofl M ecr:CreateRepository 20| HIX|AEE| HHMHM MHE ARz STt
df ek = &LcH Ju SH7F A3 524 A™ Lol o|F 0] &2 EIZX|EE|E BHE0q
of gLt

oA|: AA HZHHO| RE AMEA7I RE Z|ZXEZE ENSIEE 52

CHS BIXIAER| HEF HH2 AL AHHO RE MEXIVE ZE EIZXIEEE SHMSTS 58 LICH

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_id:root"
.
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

of: o2 HHe| FE A8X} 518

CS SIX|AEZ| Het HAMollE F 7He| 20| Y&LICH Z 22 AA HHO| RE ASXII 2ZE 2%
XEEIE SAHESE HSFLICH

"Version":"2012-10-17",
"Statement": [
{

"Sid":"ReplicationAccessCrossAccountl",
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"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_1_id:root"

},

"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_2_id:root"
I
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

A AA HHO| RE AZKT7L HF AT} prod-2 2 E EBIZX|EEIE SEMEIES 5
-515+L—H:L
o H

CHS IXIAEE| HE HME2 AA HHO| RE MRVt prod-Z AlEStE ZE EIZXEEIE SH|
S8 S FLCt
{

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"

Bl RIAE 2| 3 of x| AP| 7 2015-09-21 28
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},

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"

3 XA EE] B Hel2 oE

los

/A Important
AT ALERe| B BIRIAEEIE MY Al V2 EIRI2EE| HHE ASSHTE S22 FHE
LICt AFE X7 F[SHoF & =X[7F @& LICtH Amazon ECR2 O|M BIX|AEZ| HAo
£ JAE WEsHR| ef&LIChv.

24 i CLIB ASSH0I BIRIAEE| B3 H9IE BHL HZY + oLt

[lg

AWS Management Console

CtS EtAlof 2t AE MEE golgtLich HX|AEZ| HA HeE E7{L} AO|o|EStE{H 0| T 0]
X|Q| CLI M E &HZ3IM L.

zZztols! el XA E (ol CHsll F&E BRIAEE| HH -3

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/private-registry/repositories) 2 3L

HIXIAEE| H2 Hel7t V22 YO0l EXIRS S LBt = BiL{7F EAIELICH
?-

5. CLIE At8stod MEiMoz HEtE Y £ J&LICH RHMEF L& 2 Amazon ECRS| Z

B0 BIX[AEE[ 4 BHHE HRstMAIR.

=Y bRIAER A He2E et API 7 2015-09-21 29


https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR

® Note
HIXIAEE| M3 S B/} H|0|E5t24R0| To|X|2| CLI MAHE & ZSHMIL.

AWS CLI

Amazon ECR2 V2 B X|AE 2| Y
7L} Ado|E & LICH 220 AM Bl K

e X A2 EQI YR|AEE| XI*H

—

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE

name ItZtOB{E Ea HEQILICH O] O|F 2 MSstX| gt Chg 277t L A4E

aws: error: the following arguments are required: --name
HIX|IAEE| EH HHo| £3g FLICH CFg oAl £l M BlIX[AEZ| HA HEH2 V1ILICH.

{
"name": "REGISTRY_POLICY_SCOPE",

"value": "V1"

T ElE BXIaEE HH He

HAE = U&LIChV2. VIR T

HX|AED| HHM HHESM VIR
7 opLCt.

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value
o|§ S04 CtE HHES A835to{ V22 YO0l EF LT
aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

L|C}. Ct2 o x| E2d0i M BR|AEZ| K& 70| V22 |

M

i
mo
I

HX|IAER] ¥ HYo
O|EE|A&ELIC

APl HHZ 2015-09-21 30
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"name": "REGISTRY_POLICY_SCOPE",
"value": "V2"

Amazon ECRO|IA &t Al ERX|of CHEr S X|IAEE| M8 504

WAL A

2 WS Eot =x||of| HetE 52045104 AA BIX|AEZ|HM BIRIAEE|Z 2|EX|
EZIE SAE =

o

= A

IZ 2 5t= o AL EUCH 7|22 xHA| HIXIAER| oM 2At 21X 2XIS
TEE = s HEto| UELICH HIX[2EE[H 2HZE SHME £ U= CHE AHH™ol| Hete Rofstes

I
g0l BX|AEE S FdstH ELlch

o 20 oo

r

HIXIAEZ| ¥ ecr:ReplicateImage API &40 CHEH FEHS F 043l ofF & LICH O APIE 2|
Z |1X|E& SNE = U= LHE Amazon ECR APIILICH ecr:CreateRepository ™
ehofl CHet HetE Foig = JU&LICt o] HEHE ALE 35 Amazon ECRO| BIX[&EE|H| 2|ZX|EE
7t Qe AR BIZXECIE HMHE & Q&LICt BFeF ecr:CreateRepository HEHO| MBS EIX| o
oM AA BEXIEC|Q O|F0| Z2 BlZX|EEIE IXIAEEM S22 MMsHof BLICH F =
Ol 2F s™E|X| pto™ JX|7t MuigL|ch AMuidt CreateRepository = ReplicateImage
AP| Z240| CloudTrailoi ZE A|E L|C}.

R

Ir
&
oz
N
2
ko)
O

Sxlof cheh ek AE 75t 2 (AWS Management Console)

1. Amazon ECR £ & (https://console.aws.amazon.com/ecr/)S JL|C}.

=AY B20IM BRIAER| HAMS T4 BIMS MBI

M FolM zeto|sl BXIAERIE MEst 1 V|5 & S MEE O S TetE MEELICH
AH A

o & w0 b

ol X[~ EE| ‘Heh(Registry permissions) H 0| X0l M & H‘d(Generate statement)& A={ & L|Ct
HH dH7IE AHEsto] HH HHE HolstZ{H Ohg HAIE ™St

a. M RYM SH - At A™S MEIFLIC

b. ZID0 R 2 IDE UHFLICL o] HEE HKIAER| HHolM SidZ2 ALSELICH

|Zo| A™H IDE =dgLct ot A IDE X|HE

At A Sxof cHEt #HEt Fod API {7 2015-09-21 31
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Amazon ECR MNEX 70|=

SKloi cHet Het HHE Fgst= YH(AWS CLI)

1. registry_policy.jsonO|2t= O|F2l ItUE BHE1 HIX|AEE| WMo R AMSLICH

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. MM OUZ AEstod BX|AEE| HWAME BHELICH

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. BIXI&EE|of Cigh S AMstod FQIgfLICt

aws ecr get-registry-policy \
--region us-west-2

Amazon ECRO|AM EAF FHAlof CHEF B[ R|AEE| HEH £ 0]

Amazon ECR Zzto|H! Bl|X[AE 2| HEt
X|Hste o €88 & U&sLICH 1AM ¢
25 4 &M

2 EAF IAE IE 2 78 IAM QIE{E| o] HEH HYE
=y 1
Mo Hoist HEto| Bt B 1AM ™

INE=15
loll 2IXIAE 2| Het Mol M 51&st= HEtECH IAM

ol @ MEhLIcH

EAR FiAlof| CHEF B Fod AP| 7 2015-09-21 32
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Zzto[s! BllIX|AEZ|of CHEt et HAME M5t B (AWS Management Console)

o ~ w0 bh =

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)2 ¥3L|LC}.

=
=AY B 20 M Zatolyl BIXIAER Wit B2 T BITS M
=AY 30l ZEtolY HXIAEEIE MHT Vls U NHS MEE O HEtS MErLIC

= o
Bl x| AE 2| HEH(Registry permissions) H 0| X[0{| M & 44d(Generate statement)S MEHEL|C}.
H

ddsttdis 4 E4F Al Het EH 2ol Chisll ChES s~ LC

0 0%
rlIIo
_I_
Jm
o
-
[ul

a M R (Policy type) 2 2 EAF FHA| HE(Pull through cache policy)
b. & ID(Statementid)0lA EA X

c. |AM E{E|(IAM entities)OllA H&oi| ZEHE ALK & = degS XIHELICH

d. FHA| HIYATHO|ANAM HAE (1ZAE EAR FHA| HEIS MEAELICE

e. EIEZX|EE| 0|&(Repository names)o|A 22 MBe 2|ZX|EE| 7|2 0|§2 X[HF LIt
04 £ £04, Amazon ECR PublicOil A Amazon Linux Z|Z X|E2|E X|Hsl2ie ER ClZXI|E

2| 0|8 amazonlinuxLIC}.

=
=
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Amazon ECR INT=IY A To] =]

Amazon ECR ZZ}0|E! 2|Z X|E 2]

Amazon ECR Z2}0|8! 2|Z X|E 2|0ll= Docker 0|0|X|, Open Container Initiative(OCI) 0|0|X| 2! OCI
S 2t olE|HETI Z & |0 & LICH Amazon ECR API 2§0|Lt Amazon ECR 2& 2| E|ZX|EE| 4|
ME Ar&3stod O|0|X| Z|ZX[ECIE MY, ZLIEHZ I 4|5t o|0lX| E[ZX|EE[H AMAE = QU
= AEXE Mofsts Het2 MYE &= &Lt E§F Amazon ECR2 Docker CLIZF SEEIZE 74

2 #tZoM EIZX|EEIZ O|0|X|E F Al 7HKE £ U&LICh

=X

- ZEto|! E|ZX|EE] 7HE

- O|0|X|E XMZE Amazon ECR Z 20| E|ZX|EE| M

Rl

o

1r o
al

HL

HL

N

« Amazon ECRO{|M Zz2}0[H! 2|ZX|E2[o| 2E

« Amazon ECRO|A Z2}0|E! B|Z X|EE| &K

Amazon ECRC| Z2l0o|t! 2|Z X|EE| =Y

Amazon ECRO|M Z2l0o|8! 2|ZX|E2| Ef1 x|

ZZio|8! 2|ZXIEE] 7HE

- Z|2Me 2, AR A™EE2 AHdle] 72 BIXIAEEIN U= EIEXIEE[0 CHEF e47] & A T| A Al
A HEtE @& LICHaws_account_id.dkr.ecr.region.amazonaws.com). 2Lt AAEXt=

Amazon ECR APIE 3 Z35t1 2|ZX|E2|2 0|0|X|E FEAIstAHLF 2|ZX|E2|0AM o|0|X|E 71X
= Qe HEto| R EHLICH Amazon ECR2 CHY S =Z 0| ALE X M AE Ko{sle &2l H

L
Mg o 7t x| MBI XEME L& 2 Amazon Elastic Container Registry AHZ4 £ 7|8F 23 of

N EHig AEs AR,

« CIZX|EEE AFSAF HAMA HA I IiE 2|2 X EE “‘—'1 DFE AEstod Mofg + U&LICH Xt
MBt LH8 2 Amazon ECRO| 0|8l E|ZX|EE| H& Erelg

- CIZX|EC|O|E2 HIYUATO|AE X|HE &= U2MH 0|2 Sl RAIE EIZXIECIE IESE =
UELICEH 6§ S04 ST BIX|AERIE ArE5tE E0| 048] 74 /Y= B2, & A= team-a WY
AHO|AE AISE = QlE HHH Bl BE team-b UYAHO|AE AIE 4 Q&LICH O A &
OZM Zt El2 B HAamO|AT} ool 22 web-appEtE 12| 0|O|X|E ER5HAH ELICH 0]
THE M8SH Z B9 OIE-I°F O|O|X|& 7+ gio| SAlof At E = A&LICH B AQ| 0|O|X[=
team-a/web-appO|X & B2| O|0|X|= team-b/web-app&ILICtH.
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- O|O|XIE Rtale| BX[AEEo] e &l d Zhol CHE ElZX|EE|Z2 SHME & A&LIch BlX|
AEE| 40l SX| F8E XIEst0{ Ol HYUE s + U&LICH XAEH LIE 2 Amazon ECR
ol Zelo| BR[AEE U HHE HEStAAL.

or?.'_
=}
o X
0
]
o

O|O0|X|E K& & Amazon ECR Z2}O|E! B|Z X|EC| MM

/A Important

AWS KMS (DSSE-KMS)E& A8t 0|F HE MH & 25 35t= AWS GovCloud (US) 2|0 M
oF Al 2 QlaLCt

T AAHE

Amazon ECR Zz2t0|8! E|ZX|EEIE et CtE EIZX|EEIE AHE504 ZIE|0|L] O|0|X|E XME &
L|Ct. AWS Management Console2 At&35t0{ Ct& EhA[of 2t Z2to|H! E[ZX|EEIE MHELIC
E M830{ E|EXIEE|IE ddEste THHE MMS AWS CLIZTZSHMIQ2E A E|ZX[EE| M4,

EIZX|EEIE MM 5tE{TH(AWS Management Console)

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/repositories)2 & L|C}.

S D SollM BIEX|EEIE AN BITS MEELICH

E|ZX|E2| HO[X|ofM Z2to|8! E|ZX|EEIE MEE OHF EIZX|EE] H8S MERfLICH

p w0 b

2| Z X|E 2| 0|&(Repository name)0l| 2|ZX|EE[Q| 1Rt 0|2 =g LICt BIZX|EE| 0|
2 KA 2 X|HE & U&LICH: nginx-web-app). £= ElZX|EEIE HF R 05357
?H HigAamo|Aaof FIHE = U&LICHM:project-a/nginx-web-app).

(® Note
E|ZX|EE| O|F2 z|0i 256712 EXtE Z&E + UELICH Ol
, 22 Ao XA §tO|E, 2E, Ob

Ve
1L
S HE E= 0|8 et AISE = &

= 2 EXLZ AlZEfsf{oF ot
efAl()EF Z&E =+ JA&LICH 0| sto|E,
L

o H

5. Ei3 2844(Tag immutability)l M 2|ZX|EE|Q| E 7 _
Ef12 FHE 2|ZX|EE2l= O|0|X| {2 & Ho{Me W YXISH FLICH RMIEH LI 2 Amazon
ECRO{AM O|0|X| E{IE FHO{MX| = & UX| CHE FESHAAR

T/40{ M AES-256 £ = & StLEE MEISHLICH AWS KMS. AHAIEH LI 2 K& El C|o|E
Ehg & ZSHAAIL.
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Amazon ECR INT=IY A To] =]
a. AWS KMS £ MEHSH A B HE 453512 0|1F HS & 53 So|A{ MEHEFLICEH AWS
KMS = 0|5 5 253t Abgolls &7t Q30| RIbELct RHMIE z;s Amazon ECR

b. Z[2XMo= HFO| U= AWS & I% 7|7} MElaws/ecr EILICE O] 7|= AWS KMS &= 3}
ME i AE MEELLICH o #el™E 7(2F)E MES
LICH. AWS KMS 7|= E2{AEQ SYEH 2IT0i 2404
{1 242 AWS KMS 0|5 5104 RtAll 7|1 MiAdstL|ct.
X

LICH AWS KMS 7| &&& M=istod 2
7. OlOIX| A MHo| F2 7|8 A2 2ol E|ZX|EE| +&E0|M &7 UHE X|HE + JUXIEH =
2to[ EﬂXIAEEI TEHM A FEE X|HetE *OI 7t E&LCH Zetol8! BIX[AEE|
7<01|)K-| AN “’8% TdstH 15 AZHO|LE 7|2 AT oM MEHE + I, EEHE Holstod

Chs B

Cl. 2IZX|EE|Z 0|0|X|E FAlste &Edod| CHst RFMIEH LI 2 Amazon ECR Z2}0|E! EZ[Z X|E

=
=
ofl O|0|X| FEA| MMES &= 5HA

2IZRIEEI0) O|DIXIS FAISHE IS 2% 2 XIS IS MUstn FAI B 2|8 Meg
ohe
e

Amazon ECROM|A Z2t0|E! E|ZX|E2[e| 2EIX L M HE 27|
chol8l Z|Z X|E2|IE M8 Fol= AWS Management ConsoledlAM 2IZ X|E2[of CHEH MIE HE

sy
E #5og + AﬁL—IEF.

- Z|ZX|EElo M El= olO|x|

- Zt o|O|x|e] 27| 2 SHA CIO|MAE S 2|ZX|E2|of X{ZEl 2t o|O|X|of CHEH M8 HE

- E|ZX|EZ| LHEof Chal X|HE AZH Bl

- CIZX|EE0| IZE EH E
A

- CIZX|EZ|of CHE ef S5t D™

-
I_ 1
AT Al #E0| JAEX| o4F

® Note
Docker HA 1.92 A|ZH5tH, Docker 22H0|21E 7t V2 Docker B K| AE2|0f| O|O|X| HS S F
AlSt7| Zoi| 0|8 &= &rLICt. dockerimages o] £2342 A FE|X| k2 O|0|X| 2 7|E £
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AlEHLct, [EPEM‘I Docker._ AWS Management Console0l| EZ A|El O|O|X|£Ct & o|0|X|E gt
o

CIZX|EE| HEE E24H(AWS Management Console)

mo
e
rC
[ul

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/repositories)

2. B OZ0M 2 2lZXIEEI7F 28 E 2IMS MEiFLct

3. EM Ho|M EZX|ECIE MEfELCH

4. E|ZX|EE|(Repositories) I O|X[0| A Z2}O|E!(Private) B2 ME{E CI S E|ZX|EEIE = QI L
C}.

5. ElEX|EEZ HMEF ™HE Ho[X|ofMH 2&2 72X 22 0|0|X|(Images) E7|2 ™[0 [U&LICH
2lZX|EC|of CHEt CHE HEE 215t 7| /lsiA= B M HF8 AFSELICH
- 29%(Summary)2 MEHSI0] Z|ZX[E 2|0l CHE Z|ZXEE| MF HE L ZE 72 E H0|HE

=Lt

- O|O|X|(Images)& MEistod Z|Z X|E2|0i )= O|0|X| Ef1oi CHEF HE & ZLICt. o|O|x|of
CHE RtMIEH HEE EedH 1S ol0|x| 2 E ME=iBfLICt REMIE LI& 2 Amazon ECRO]|
M O|O|X| M2 HE E7| g HXstAAR.

Ef 27k XIHEIX| 62 0l0Ix| & AKIstT Al olOIXI7} Rl B2, AXIE ElxXIEE|Q 2l
Zof 9= ARIE MEHSH0] AK||(Delete) 2 AME4E

o
ol M olOlx| &K EHHE B ZsHMAIL.

(@)
4>
30
o>
r
_lTI_
>
>
ok
L
o "
rlo
>
3
Q)
N
@]
>
T
O
Py

«  T8H(Permissions)2 ME45t04 B|ZX|EC|0| M E SIZX|EC| EME FLICH AHAMIE L
2 Amazon ECRS| ZEI0|8! E|ZX|E2| HAH EHE I XFHAAIL
=2

- =8 F7| YH(Lifecycle Policy)2 MEH5t0] E|ZX|E2|M| MEE +=F F7| HYME FLICt,
07| =8 F7| LHHE = = Y& KHME LHE 2 Amazon ECRL| =& F7| HAZ Al

Eotod o|0|x| HE| At SE BHHE HEsHAAIL.

. EfT(Tags)E M=stod 2l x| 2l0l M8 HEEIoE B2 E 2t

Amazon ECROAM Z2t0[|H! E2|ZX|EE| AFA

SIZX|EZ| AL 2 0Fx|H 0|8 AKX = U&LICt oM E[ZX|EE|E AX|5HH AWS Management
ConsoleZ| ZX|E2|of Z&E ZE 0|0|X|T A A|ELICt ol 22 FA 8 + i&LICt
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/A Important
AMAE EIZX|EE|o /= ol0lXK|= AXELICH o] 2 Al

0%

2| ZX|EZ|E AA 5t2{H(AWS Management Console)

1. Amazon ECR £& (https://console.aws.amazon.com/ecr/repositories)= 3L|C}.

2. HMZZ0M AXsEE EIZXIEE7H 01 JE EITS MEFLICH

3. EM FolM ZIZXIEEIE MEAFFLICE

4. EZ|ZX|EZ|(Repositories) H O|X|o| A Z 2} 0|8 (Private) BlS =8
MERSL T AFA|(Delete) & MEHEELICY,

5. repository_name AKX oM AXE Z|ZXIER7F MEAZ[JA=X] =F
MEdstLCE.

-

Cte AXE ZIZXEEIE

o
rot

% MX|(Delete)E

Amazon ECR2| Zz}to|d! 2|ZX|E2| HAH

Amazon ECR2 2|44 7|8t HEtE ALE3to{ E|Z X|E2[of CHEt AMAE MofgrLich 2laa 7|8t
TEE AL85HH BlZX|EEof AMAE = U= MEX EE JE N ST 2lZXE2HM +HE =
AE HYS XY = UGLICL 7IEH R 2|2 X|E2|E ddt AWS A™E 2[ZX|E 2|0 ML
g = JaUch 2lZX|EEof CiEt I HMAE 5= S|ZXES| HHME HMEE & J&LICh

- CIEZX|EC| HA0}F |IAM HA H|
« Amazon ECR2| Zz}o|E! B|ZX|E 2| X2 of A

« Amazon ECRS| ZZ|0|8! Z|ZX|EC| H= MH MY

ElZXEE ™

12
>
=2
oA
12
o
El

Amazon ECR Z|Z X|E2| MAHe Ji¥d Amazon ECR Z2|Z X|E 2|0l CHEt HMHAE K|o{stEE 4|7}
XHEE D ALl IAM HAo| 512 ZELICH IAM HA 2 QlH R o 2 Amazon ECR AMH|A Fx||
of CHet et M5t= Ol A2 E|X|DH EX 2|AA0 CHE HHAE No{ste O AIRE £ S
L|C}.

Amazon ECR Z|Z X|E2| MAHD} |AM M2 D= EX ALK} EEE 80| 2|Z X EC|0M £8E 4
e e 2-E m A2 ELICH ElZX|EC| HMAME §H AFEXE

I'II'
(o]
@
10
bl
§
1> 4
0°I"
(@)
3'_'
ol
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Amazon ECR
T[RAX[THIAM HH M= HEto| HEE FR(E= O gtoiel B<R), i &2 HEELICH 2|2 K]
E2| G £ IAM B 5 stLol AR AL EE g o| By HEto| S8 LM ElD, ¥% R0

S 5
M o] S Elo{of & Ee= gisLIct

/A Important
Amazon ECR2| @ AtEof 2l AFE A7 BIXIAE 2|0 CHEH Q1B s
Amazon ECR 2|ZX|EE2|0{|M O|O|X|E FA| EE= 57| | IAM HHS S5l
ecr:GetAuthorizationToken APIO]| 5 &2 gto| lo{oF &L|Ct. Amazon ECR2 EF

LICH REMIEH LHE

g A
et +EM ALS A HMAE Hofst= odEd #EIF IAM HE MS
7lgr o HZzstHAlI2.

st
=
Amazon Elastic Container Registry AtZ4 & 7 A o | B S

ol

| =
E

b

otel ollofl M X 0| Ol2{et HM R & otLIE ALEs0d E|ZX|E2(0f CHEF AMAE MolE + &

|

LICH.

ol oloil= &8 AER7E E|ZX|EE[2t O 2|ZX[EE| LHe] o|0|X|§ dFE =+ UL F ot= Amazon

- 10O

ECR 2|ZX|E2| EHO0| Ltet &LICH.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"
]
}
]
}

O| oo M= ElAA mEtO|EE AA86to HH HIE stLtel 2|2 X|EEE XIH(EIZX|EE|ef FA
ARNS Z X|H)5t0{ 2|2t SUSH SM 2 E 5= IAM HAE Eo4ELICH Amazon 2lAA O|E(ARN)

Aol CHEF AHMIBH LIS S BlA4 DAl AT stAAlR.

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "AllowDescribeRepoImage",
"Effect": "Allow",
"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"”
1,
"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]
}

Amazon ECR2| Z2I0|8! Z|ZX|E 2| ==Y of|A|

/A Important
o| Hlo|x|e| 2|ZX|EE| H™ ofMl= Amazon ECR Z2I0[|8! 2|ZX|EE|0f M &35t7| {8t X
QILICt. Amazon ECR E|ZX|EE|E BIAAR X|HSIEE £36lK| &to™ |AM EoF F x| et
Y A B2 MoiE & S5HX| eta LU ct 2lZX[EE] EA Aol CHEt REAMIE LS
2 Amazon ECRO| Z2|0|8l 2| ZX|E2| MM MH MHE & ZEFHM L.

Amazon ECR Z|ZX|E2| HME 71 Amazon ECR Z|ZX|E 2|0 CHEF HMAE Mo{st=E H(7}
RHEE| D AR L= IAM HAHo| 519 ZeL|Ct IAM HA 2 elHtRdo 2 Amazon ECR AH|A &
of CHer Het2 XMEste ol AF2E|X|EH EX 2|AA0 CHEF HMHAE KofsteE O AHRE £+ &
LICH REMIEE LI 2 ElZX|EC| AT IAM A H| T EH g B XA,

Z|ZX|E 2| M= of X|= Amazon ECR Z2}0|8! 2|Z X|E 2|0 CHEF BMAZ Foiste O| AFR

k=2
=
¥ 4 9l HE WUEBES 2of B

/A Important
Amazon ECR2| T At&tof [z} AFQIUP HX|IAEEZ|of CHEl @1& 5t
Amazon ECR 2|ZX|E2|0{|M O|0|X|E FA| EE= E517] T IAM HAS S3i
ecr:GetAuthorizationToken API01| £ & H§to| Qlo{oF ELICt Amazon ECR2 EP

o3t +FOIA AHRRE HNIAE AofsHE 042 2/ IAM HR2 MBELICH RFMIE LIS
F x4
(=)

St
=
Amazon Elastic Container Registry XtZ3 & 7|8t 2 of x| CHHE FHESHAAIL.

2l ZX|E2| HH oA AP| 7 2015-09-21 40



Amazon ECR INT=IY A To] =]
Oi|Xl|: 8t & O|&fo| AFE Xl 5{&

CHE ElZX|EE| E&2 & F old o] AER7E 2|ZX|E 2ol CHsl O|0|X|E FAlst 7ML=

ol

Jh
ol

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

.
"Action": [

"ecr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

]
}
]
}

ChE 2lZX| 22| EHM2 &8 HEo| o[0|X|E F A== S §LICE
/A Important

THetE Foisttis AlEole ElZX|EE| Mg BtE= 20| &d3tx[o] R{ofoF &fLICH O

ZX| otomM @F | gh gLt

"Version": "2012-10-17",
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"Statement": [

{

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

},

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

]

}
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Y2 AZRHAAH A BMA HEHE NS stHEHM(admin-user) Y5 AAS Xt
7t O|OIXIE 7IKREE 3
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5tL|CHpull-user-1and pull-user-2).

(® Note
RHOIM R|HEIX| et= ECt S& 8 2|2 X|E 2| O] AWS Management Console 3 set-
repository-policy AWS CLI BEZ At&35to] HAg M = U&Lch

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
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]
.
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
.
"Action": [
"ecr:*"
]
}

olA: 25 H%F

O 2lZXEE Y2 2 E A™Ee| ZE AEXRVE O|0X|E 7HMRE 7|5 HF &L

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}
]
}

S dAoME §E T4 HelolM ElZX|E [0l HEE i o{ider A+& X0 H| = Amazon ECR %
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Condition 252 NotIpAddress 2711 AWSZTA| aws:Sourcelp =7
EFLch ol x=d 7 2.
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{
"Version": "2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
}
}
]
}

of: AWS MH|A §{&

CHS 2lZX[EE| HH2 oS AH]

H %g!‘ ol-l— E” _u.IOO|' Amazon ECR API 7<|'0'|o.|| |___H
8 AWS CodeBuild C’-'."kllﬁ% e
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aws :SourceAccount = Hetg e = UeE 2laAa o HYE X|H3H ok
gFL|CH RFM|EH LI 2 AWS CodeBuild AHE A3 A 2| CodeBuild € Amazon ECR O|A|E & Z5HAA|
(@]

{

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"

},
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
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"Condition":{
"ArnLike"-{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"

I
"StringEquals":{

"aws :SourceAccount":"123456789012"
}

Amazon ECRC| Z2lo|E!l B|ZX|EC| MA ME MY
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1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)2 & L|C}.
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® Note
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I
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Amazon ECRO{IA Z2t0|8! B|ZX|EE| Ef1 K|

Amazon ECR E|ZX|EC|E HElste Ol 20| E|=5 AWS E|AA EfTIE AME5t0d Al = J|E
Amazon ECR 2IZ X|E2|ofl Xtx| HIEIC|O|EE &Y & = U&LICH o & £04, A% 2] Amazon ECR
SIZX|E2|of CHEt Ej TErS Holstod 2 E|ZX|EC|e| ARKE FHE £ U&LICH
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Amazon ECR &, AWS CLIZ! Amazon ECR APIE Al235t0{ EjO2 &g 4= l&LCt.
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1.  Amazon ECR & (https://console.aws.amazon.com/ecr/)2 &3 L|LC}.
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2|2 X| E 2|(AWS CLI EE= API)ofl B} 7}

AWS CLI EE= APIE A&38toq 5Lt Ol o] Ef & FIH6et7HLE Ho{& == &Lt
« AWS CLI - EfT-2[AA

- API & 24 - TagResource

CtZ oMol A= AWS CLIE At&3sto E & F7I5te WS Eo{ELct

oAl 1: 2|ZX|E 2ol Efa x|

Ct
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BE2 2 ZX|EElolf el E XKIFGELICH

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=stack,Value=dev

oA 2: odz]{ El2 2 E|Z X|EE|oi Ej2 X|H

CHE B™E2 elZX|E2(o M 7Hel i3 & F7HEfLict

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3
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aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepository/repository_name

oAl 4: 2|ZX|E2| MAd 2 EjT F7}
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aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

Amazon ECR2| ZZ}0|8! 2|Z X|E 2|0 Ef2 AFA|

zeto|d! 2[ZX|EE|M EfE AXME = JU&LICEH

Zztols! 2|2 X[E2|HMH EfTE AFA[SHE{H(AWS Management Console)

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/)2 {3 L|LC}.
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zotols! E[ZX|EE[MM Ef2E A A|5HEAH(AWS CLI)
AWS CLI == APIE At&3tod 5Lt O|&t ol EH1 8 AXIE = &Lt

» AWS CLI - untag-resource

« APl &9 - UntagResource

CHS o X0l M= AWS CLIE At85t0{ E|ZX|EE[0AM Ef2E AfK|st=E EHE 2oiELICH
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aws ecr untag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tag-keys tag_key
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« Amazon ECR Z2}0|E! 2|Z X|E 2|0 O|O| K| FEA|
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"
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},

{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

}

CHS IAM Z2 2 O|0|X|E 2 E ElZX|EE|Z FAletE Ol B8 HerE Fo{gLCh.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/*"
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“O|0|X|E MEE 2|ZX|EC| MAE FXFMS.
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/A Important

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com
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>.

OteH |l = ID e9ae3c220b232 aws_account_id.dkr.ecr.region.amazonaws.com/
my-repository:taglZ Al&3sto{ 2Z o|O|x|oll Ef2 & X EhLCH.
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Amazon ECR INT=IY A To] =]

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. docker push HEE2 A8 35104 O|O|X[E FAIRLICEH

dockexr push aws_account_id.dkx.ecx.region.amazonaws.com/my-repository:tag

6. (&=4 AL Step 410t Step 5(2)& HH=5t04 0|0[x|of &7+ 1 & X35t Ol2{8 EiE
Amazon ECRO{| 3 A|&FL|C}.

Amazon ECR Z|Z X|E2|of CtS o} 7|Elx{| o|0O| K| ZFE A

Docker IiLIHAE S5 ddst FAls04 CFE o 7| =A OIIIII7<IE Amazon ECR 2| Z X|E2[oi| ¥

o
AE = gUch tHLHAE S52 st o4 2| o|0|x| o|F & X|Estod Ydx|= o|O|x| S5 &L
Ch CHR 22 32 tiLHAE S52 Chget 28 MA = 0F5’IE“7'<101IA-I SY 7|52 MSste ol
OIx[ol M MAELICH HLIBAE S22 T4t obuch RHMIE LIS T tiLAEE & X3

M.

U HAE S8 CHE Amazon ECR 0|0|X|2} OFEF7FR|2 Amazon ECS 2] 9| EE= Amazon
EKS ZE ALLO|M 71X 27{Lt & EE 5= &Lt

Docker CLIOIA A&H™ 7|S5& LIt A& 7ISol Chgh RiMIEF L& 2 Docker dEAM Q| A%

Zlsg BZstML.

- O|0|X|E& FAl5t7| T0d Amazon ECR ZlZX|E 2|7} Qlo{0F & LICE RFM[EH LI 2 the section
called “O|O|X|E MEE S|EZX|EC| M B HZSHAAIL.

« Docker OIL|HAEE MAM5ledgd HXA] O|O|X|E 2|Z=X|EZZ FA|5HoF 8FL|CH o|O|X| Z Alod| CH
St XHM|IEH LI 2 Amazon ECR Z2}0|H! 2|Z X|E2|0i Docker O|0|X| FA| BFHE XXM

Ct= o} 7|E %] Docker O|O|X|£ Amazon ECR Z|Z X|E 2|0o]| FA|6l2{H

1. O|0|X|2 ZE Al5t24= Amazon ECR BIX|AE 2|0 CH3H Docker 22I0|1EE QIS ELIC} Q15 E
2 AI2E|= BX|AER|OICH 2R 5HH, 12A12F S0 S5 8HLCt RHMIEH ME = Amazon ECR
ol mptol8l HXIAEZ| Q15 S REFAML.

Amazon ECR Bl X|AE 2|0l CH3H DockerE Q!5 3t24™ aws ecr get-login-password B2 S A
grLICk Amazon ECR 215 E 2 docker login B0l TEE [ AFEXl O|ES 2 AWS L2 AL
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features

Amazon ECR
st1, 21535t24= Amazon ECR B|X|AEEZ| URIE X|™HEFLICE o42d BIX|AEE|0f CHEH 1B 5HE
HS 7 BRIAEE|of Chaf B wh=shor gLIC

/A Important
R/} er M5t x4 HEO| AWS CLIE Mx|5HHLE (daso|=E'LICH REAIEE LHS
£ 2ot 2 P4 AWS Command Line Interface A2 X} 7}O| =0 A AWS Command Line

Interface’ x| & & Z5HAMI2.

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

2. OlOlx| Ei2 & #felstod 22 X|E2|2| O|0IX[E LtFLICt

aws ecr describe-images --repository-name my-repository

MABrLICH manifest create @Y &=l o|0O|X|7} o|O| 2|ZX|

=

EE2E=2
— 11 =2 OO0
Qlstn 24z ofLHAEE YEELCH

3. Docker OjL|H A
Eglof U=X| &

docker manifest create aws_account_id.dkr.ecx.region.amazonaws.com/my -
repository aws_account_id.dkx.ecx.region.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkx.ecxr.region.amazonaws.com/my-

repository:image_two

4. (M= ArE) Docker DHLIHAE S 55 HALELICH O[Z A stH DHLH|AE S50 HEEl=
Zt ololx| oiLmHAE S| 3 7|9t CIO[MAEE &g = &L

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

5. Docker BHILITHAE S Amazon ECR Z|Z X|E 2|0 FA|&fL|Ct.

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

Amazon ECR Z|Z X|E 2|0l Helm XtE FA|

Amazon ECR Z2}0|t! 2|Z X|E 2|0{ Open Container Initiative(OCI) O}E|HE & F A& &~ Ql&LICH.
0| 7|52| o & EE{M CI2 BHE 2t Helm XHEE Amazon ECRZ F A|EfLC}.
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Amazon ECR INT=IY A To] =]

Amazon ECRO|A S AEIE|E Helm XFEE Amazon EKSO|A AF25tE dhtHof CHE REAISE LHE 2
Amazon EKS 2 AE{0| Helm At E Mx| MME X X5HAML.

Helm XtE £ Amazon ECR 2|Z X|E2|2 F A|5t2{H

1. Helm Z2t0|HE Q| 2|4l HME MXIELICH O|E EHAIE Helm HEE AFE5H0d RFHE|A&LICH
3.8.2. XtM8t HE = Helm M%|E HXSHM2

2. LCFS EHAlof et BHIAE Helm XFEE MAEHLICEH XEAMIEH LI 2 Helm Docs - A|%f5H7|8 & X
SHMI2.
a. helm-test-chart 2= Helm RIEE THE T templates CIHEE|Q| EEHIXE X|SLIC}H

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. templates £H0{ ConfigMapE AMMEfLICH

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vi

kind: ConfigMap

metadata:
name: helm-test-chart-configmap

data:
myvalue: "Hello Woxld"

EOF

3. XES H7|FELICH S0l Helm HES FAIE [ S 3HE T7|X| #E0| T+ OlF0| T3
Euct
cd ../..

helm package helm-test-chart

24
24

M

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. Helm AEE MEEY EIZX|EEIE YEFHLICH E|ZX[EE| 0|F2 2B HK|M Helm AIEE A
& M AFS e O|F 1 YR|sHok LIt AtAM[EH L8 2 O|0|X|E ME S Amazon ECR ZE2t0[8! 2]
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/

Amazon ECR INT=IY A To] =]

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. Helm XtEE& F Al5t2{= Amazon ECR Bl X|AE2|0i CH3H Helm E2I0|UEE QIS5 &L|Ct. 2!

Z EZL AN2E|E BHXIAEZ|OCH 2R5tH, 12A12F S 5 8hL|ct RHMIEH 2 E = Amazon
ECRO| Zzlo|H! HIX|AEE| Q215 E XM 2.

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

6. helm push BEE AtE5t0{ Helm At EE FA[EL|Ct £330{= Amazon ECR E|ZX|EZ| URI &
SHA CHO|MAE 7F Z & E|0{0F & LICt.

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecr.region.amazonaws.com/

7. Helm AtEE MIEFAMIL.

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

E£30M artifactMediaType T2tO|E{7F 2 & et OIE|HE RE S LIEILH=X| = QIgfLICH

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"9.1.0"
1,
"imageSizeInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"
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}

8. (MEH AEH I EHAHE 2l HelmE A %I8l T Amazon EKSE ConfigMap AIZEHLICH REA|IEH
LH2 2 Amazon EKS Z22{AE{0] Helm % E Mx| S 2XsHAAI2.

Amazon ECR ZZ}0|8! 2|Z X|E2|of| AHEE o|O|X|of MH

Amazon ECR22} S & k|0{ Z4E[0[LA o|O[X|ol| MBE £ U= LS AWS Signer M3 & LICH Z4E]
o|Ld o|OlX|et MHEES 25 =Zzto|8! Z|ZX|EZ|of MEE £ QlaL|CH

e A

Mg LHE Amazon ECR A-IHIA SEE EHHE BTSN

= —
- &Z ofE|™METI 2|2 X|EE|0l U= Amazon ECR =3 F7| 32
24 A2k O|LHol S OFE[HEE XS elgct

Xl o|O|X|E AtX|8t &

M

INTS e

Alzh3t7| Hof Chg AFH @7 AFgo| S5 Elofok guch,

I

« Z|4 HTO| AWS CLIE Mx| & 7% I Ct. AtAIEH L8 2 AWS Command Line Interface AHE A
HAMS| AWS CLIZE| A EHE 9| *E"KI = YOO|EE FZTSHMIR.

+ Notation CLI2} Notation& AWS Signer EE—I olg Mx|&LIC REMIEH LI 2 AWS Signer 7Hg R}
eHLiM Q| Z4E[O|L] O|O[X| MBS et AT 2 F M E HZEFHA L.

=
« Amazon ECR Z2}o|t! 2|Z X|E 2|0 AZEEl Z4E|| 0| o|O|K|od| MEEtL|CH RIAEH LIS
Amazon ECR Z2}0|E! 2|Z X|E2|o] O|O|K| FEA| B & X 5HAAL.

Notary 22t0|HEo0f CHEt 215 F+4

>~|

Notation CLIE Al 235104 MBS THEE{EH THX{ Amazon ECRO| 215 & &= QI & ZEI0|HEE 7
A45HoF gfL|Ct. Notation 2210| 1 %3t S8t 5 AE0| Docker® Ax|8t 2 Notation2
Docker Z2}0|1E 0| AH&3t= oI5t 15 2 RHAFS & LICt. Docker login 2! logout &

Ol0IX| ME APl HHZ 2015-09-21 59
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Amazon ECR INT=IY A To] =]

=2 A2 5™ Notation sign & verlf VP SLet AtF SES MEE = A2 NotationS
HE 2 QIEE L7l Q&aLICH 2152 {8t Notation E2HO0|Q1E 7440 CHE XEAM|ISH LIE 2 Notary
Project &2l OCI &= EHIIAEEI% St Q52 XM

Docker EE£ Docker A4 SHE AI3t= CIE T 7 E AE5HX| 8t = 22 Amazon ECR Docker At
4 E5HTR0|E XAHAE BH AEOIR A88H= ZJ0| E&LICH Amazon ECR A4 & =<0(|€ MXR|
st T AISH= wheof CHEF AEMIBH LI 2 Amazon ECR Docker AHZ23 23 = 20|12 & X sHAML.

o|Olx| ME

CHS EHAHIE A8 5H0{ Z4E| 0|4 o|O|X[of| CHEt MEE 443t Amazon ECR Z2+0|8! 2|Z X|E2|0]|
Rl&L|C} Notation2 CIO|MAEE AF235F04 o|O|x|of MEEFL|C}H.

o|O|x[of| M=

1. AWS Signer ME ZSHZEE AF835104 Notation-0CI-SHA384-ECDSA ME T Z EIE M
Ct. --signature-validity-period Zt2t0|E{E AF8 35104 HE R & 7|7H2 MEiMO
&t &~ Ql&LICE O] ZL2 DAYS, MONTHS EE= YEARSE AFE 5104 X|HE 4 QU&LICH |R&
X|H35x| eto™ 7|22k 13571 &0] At ELCt

aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA

ME ZzL o|Fols At LE()E ASE = U&LICH

2. Notation 22I0|¢1EE 7|2 BlX[AEC|0f 215 L|Ct CHE oAM= AWS CLI & AFE 504
Amazon ECR Z2}0|4! Bi|X|AE 2|0l Ci 8t Notation CLIE @IS &rL|Ct.

aws ecr get-login-password --region region | notation login --username AWS --
password-stdin 111122223333.dkr.ecr.region.amazonaws.com

3. Notation CLIE AF235}0q o|O|X|ofl MHstT 2|ZX|E2| 0|3} SHA CIO|MAEE AF35104 O]
O/X|E RIEguict a8 MEo| YHE|ln ME S ol0|x|7t (U= R SYUEH Amazon ECR
Zalo|d! Z|ZX|EEIE FAIELICH
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https://notaryproject.dev/docs/user-guides/how-to/registry-authentication/
https://github.com/awslabs/amazon-ecr-credential-helper

Amazon ECR

CtS ol Aol M= SHA CHO A &

E sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLEO|(7F) Q!
= curl 2lZX|E2|Q| o|0|X|of MEStD U&LICH
notation

sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin

"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

Cts B

ZAEfo|L] o|O|X|of| MEEH & 2o MBS &QIE 5
Signer 7Hgf X} OHLIAM Ol M & 2Zof A O|O|X| EQlg

Amazon ECR Zz}o|d! 2|Z X|E 2|0 A 2! 7|E} OlE|THE ALK

ORAS Zz}0|1EE AI27510{ Amazon ECR Z2t0|8! E|ZX|EZ|0MH HH 2! 7|El 2 X & ofE]|
HEE LIYstD AAIE & &Lt ME & 7|EF # X olE[HMEE AMK||5l= A2 O|0|X|E AMA|

== T = 1

A0t R AR LICH Amazon ECROIA O|O|X| AfA| & ). CHE2 OtE|HMEE LtPst T MBS A5t
YLt

ORAS CLIE At&swstoq o|0|X| OlE|HE & 2F2|stEdH
1. ORAS ZcI0|MEE MR[etT FEELICH
ORAS Z2I0|HE Mx| & Fof CHEH RHAMIEH LIE 2 ORAS B M| HR(IE HEFAL.

2. Amazon ECR O|0|X|0i| AFHR 7}5E OlE|[HEE LI(E5IE{™ oras discover CHZ0{ 0|0O|X]| Of
Eg 245104 AL ELICH

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

At ChEo Hi g AU

111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46f58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
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https://docs.aws.amazon.com/signer/latest/developerguide/image-verification.html
https://oras.land/docs/installation

Amazon ECR

AR} 710|1E
### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d4852062219851171

3. O|H™ ofM|oflA ORAS CLIE AF83t0{ MBS AFA|5te{HH ClE HH

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06dl116e46461d1c3cda8927e69c48108c42

=2 A -

At ChEo HiE AU

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-
east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and
all tags associated with it? [y/N] vy

AFX|SHoF & LICt.

Error response from registry: failed to delete 111222333444 .dkr.ecr.us-
east-1.amazonaws.com/

0ci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42
unsupported: Requested image referenced by manifest list

[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775T9b74943b5b]

O| Almf= OCI 1.1 EA| Hoil FAIE! O|0/X|E ATMIE I e = UELICH LR M HAZFE JRH,
0|0|X|2 A= ste DL THAEE HX| AX|sHoF O|O|X|2 AMK|

1. Adsteis A0 AZE MiLEHAEE AXetedH oSS U=E

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b
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Amazon ECR

4.

E|ZX|E2|Z o|0|X|§ F AT = siis SEE

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775F9b74943b5b"

tags associated with it? [y/N] vy

and all

LICH oHL|m A E 7} AFK| E[odo

o - =
V= T
A

;
LT AET AXMEH HBE AXE & A&LICH

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

Are you sure you want to delete the manifest
"sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42"

tags associated with it? [y/N] vy
Deleted [registry] 111222333444.dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

and all

MBOo| A M E[RA=X] stz ChE S YL

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

2ot ChEo Hi g Ao

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fch1226d46f58670f44a8c689cb3c9b37b6925

### application/vnd.cncf.notary.signature
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

Amazon ECRO{|A O|O|X| M| HE E 7|

L

APl HH& 2015-09-21 63

O|O|X| ME HE 27|



Amazon ECR INT=IY A To] =]

- O|OIX| URI

- O|O|X| Ef

- OlE|HE O|C|o] &

- O|0|X| DHLHAE &

. A7 AE

- 0|O|X| 27|(MB)

- O[OIX|7} E|ZX|EElof FA|E Alzt

« =X HEH

o|0|X| M HEE 2 2{M(AWS Management Console)

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/repositories)= 3L|C}.

EtM D S0l O|O|X|E Z&sleE 2lZX|E2|7F =& E 2|xE MEiELICE

EfAM oM BIZX|ECIE MEIELICEH

2| X X| £ 2|(Repositories) H 0| X|0{|A EE{E S|ZX|EEIE MEHSFLICH

o M~ b

2IZX|E2|: repository_name HO|X|0|M ME AL S

ML
=]
Ral
M
x
gl
o
r
o

Amazon ECR Z2|0|E! B|Z X|E2|HMH EZH BtFS 2 0|0|K| 7+K
Q7|

Amazon ECROIAM AFEE == /= Docker O|0|X|E A& 35t2™ docker pull BEE A& 3to1 24 #t
ZAo 2 0|0|X|E 7IXMHSZLICH 7|8 BIRIAER| £ CHE AWS HETH AZE BIX|AEZ|0fMHOo| & e

£ e + J&Lich

Amazon ECS 24 & 2|0f|A{ Amazon ECR O|0O|X|& AF& 32424 Amazon ECS0{|A Amazon ECR O|
OX|AlE MME &FHXSHAMS.

/A Important
Amazon ECR2| 27 Ab&foi| [ite} A}SZXU} BlX|AE 2|0l CHalf Q1B st
Amazon ECR 2|ZX|E2|0{AM O|0|X|E F= Z517| Moj IAM MM E5

FAE
ecr:GetAuthorizationToken API01| 5

S EE & Hsto| lojof & L|CH. Amazon ECR2
CHSE = Z 0| M AFE A HMHAE FMofshE 048] A

Ct.
WS 2|3 M2 x| Z2FL|CH Amazon

O|0|X| 7tX 27| AP| 7 2015-09-21 64


https://console.aws.amazon.com/ecr/repositories

Amazon ECR INT=IY A To] =]

ECR2| Aws #2|& E2of Cier RiMet L2 MM E HZstMRAWS Amazon Elastic
Container Registry0il CH&t 2213 H34.

Amazon ECR 2| Z X|E 2|0 A Docker O|O|X|E 7}x 2™

1.

3.

OIDIXIE 7tX{22{= Amazon ECR B X|AEE2|0i CHSH Docker 2EI0|HEE QIS ELICH QIS E
2 M8E|lE dXIAEC|DIC 2235HH, 12A|2F S & &FL|CH XHMIEF HE = Amazon ECR

o| Zefold BllX|2ECE 215 HASAL.
A

S
(MEH ALS) 71X o|O| K|S Algdsfuct.

ok

- aws ecr describe-repositories BE 2 AI&5t0] HX|AEZ|H U= 2ZXIEE S5S A

A
= U&Lch
aws ecr describe-repositories

2|o] of K| HIXR|IAEE|0l= amazonlinuxO|2tE BlZX|EE|7F Y& LICH.

ok
0

1

- aws ecr describe-images BHE AtE5t0{ 2|Z X[E2| LHof| /= O|0X| SEE EA|
&Lct
= .

aws ecr describe-images --repository-name amazonlinux

2|o| of A 2|ZX|EZ|0oflE O|O|X| CIO|MIAE latest &7 2016.09 &

sha256:f1d4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807C

T e 7E x[GE o|O|X|7F A& LIt

docker pull BHEE ALE35t04 O|0[X|E EZELICE O|0|X| Ol BAI2 EHOE 7|IE2E
7M1= BR registry/repository[:tag], CtO|MAEE 7[E22 7 =
registry/repository[edigest]lL|Ct.

docker pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important
repository-url not found: does not exist or no pull access 2F7I &
AE|= 742 Amazon ECRE Docker 22I0|Q1EE QIFsof & £ Q& LICH RFM|EH L
2 Amazon ECR2| Z2O|H! BX|AEZ| Q15 CHl8 B XA AIL.
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Amazon ECR MNEX 70|=

Amazon Linux Z1E{[0|L{ O|O|X| 7} X2 7|

Amazon Linux Z1E{|0|L{ O|O|X|= Amazon Linux AMIO|| Z& & Sast Az EQo] T4 QAZEH
2= EL[Ct. Amazon Linux Z1E{0|L4 O|O|X|= Docker YT E2E2| 7|2 O|O|X[2 0'|'— EEolLE AL
%= Q& LICH Amazon EC22| o Z 2|71 0|M0d Amazon Linux AMIZ AF23StE 7B Amazon Linux

5t
=
ZiE|o|L4 o|O|X|E AtE3sto{ o EE(7H| 0[S HE|O|L{=HE =~ A& LT

24 748t #Z0oi M Amazon Linux Z1El|0|L] O|O|X|E AF&EF CHE Amazon ECSE AWS A& 5104 Of
Zz|7|0|ME B FAIE = l&LICt REMIEH LI 2 Amazon ECSO|A Amazon ECR O|0|X| AF2 Bt
FAIA|Q.

mo

[l K= -
HEEZX

ol
>

Amazon Linux Z1E{ 0| 0|O|X|&= Amazon ECR Public 2! Docker HubOllA AF2 & 4~ Q& LICt
Amazon Linux Z1E| 0|4 o|O|X| X|24ofl CHEH YotE 24 AWS THE AL ZHO 2 O|SFHM2.

Amazon ECR Publicol A Amazon Linux Z1E{|0|Lq O|0|X|E& 7tX{ 4

ol
—

=
o
Ched

2A|ZH S0t

L 1
SHAAI2.

1. Docker 220|21EE Amazon Linux Public 2l X|AE2|0of @I&&FL|Ct.
EZ| 2l&

SEgUCH XtME LI8 2 Amazon ECRL| 208! B X|A

@ Note
ecr-public -2 H{7X11.18.1.187 O|& 2| AWS CLI A AFEE 4= QK| Z|A BT
O| AWS CLIE AME35tE Zdo| E&LICEH RtAMIEH LIS L otE2{™H AWS Command Line
Interface AF2 X} 7}0|E0{| A AWS Command Line Interface d x| & & XSHMIL.

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

=2 o3 Z&Lch

T

Login succeeded

2. docker pull BHEE AL 3104 Amazon Linux Z1E0|L4 O|0O|X|& 7}X{&LIC}t. Amazon ECR
Public Galleryol|A{ Amazon Linux Z1E{|0[L{ O|O|X|& E24™ Amazon ECR Public Gallery -
amazonlinuxg & Z35tMIR.

dockex pull public.ecx.aws/amazonlinux/amazonlinux:latest

Amazon Linux Z4E{|0|L4 O|O|X| 7tX4{2 7| AP| HHA 2015-09-21 66
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Amazon ECR INT=IY A To] =]

3. (M= AME) 2ol HElO|LIE AlBELICH

dockexr run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

Docker Hubl A Amazon Linux Z4E{|0|L4 O|O|X|& 7}X{224{™
1. docker pull & AL235104 Amazon Linux Z1E|O|L1 O|O|X|& 7FK{SLIC}

docker pull amazonlinux

2. (M= ALY 2ZHolM ZE[0|HE AlErLIct

docker run -it amazonlinux:latest /bin/bash

Amazon ECRO{|A O|O|X| & A

LICE 2|ZX|EE| AF8E DFR|IH TA| 2|2

O|0|X| AFR S Ot x| ZIZX|E 2|0 0|2 ATXN|E
2 L|C}. XtAMIBF M E = Amazon ECRO{A =

XEZ 2 2ZXEQ L o|O0|X|E B5 AMN|E
o8l B|ZX|EE| &AM & ZFHMIL.

A
A
_I_(B

2

=
2
AE

O|0IXIE =S 22 AAst= CHAl ElZX|EE(0f RlE ololX|e] =& 7| #E|& Bt EXHez A
O = A= ML =8 F7| S BFE = UELICH =B 7| HH2 0| ZZHAE R S3HEL
Ch REM[EH LIE 2 Amazon ECRO| =3 F7| G S A&E5104 O|0[X| HE| A S35t EHE BESHAA|
(@)

—_—r

(® Note

2|Z X|E2|oj o|0|X|7t E& |0 1 LE 0|O|X|7F Amazon ECRO| OCI v1.12 X|§st7| ™
of FAIE 42 L& Mol s o|0|X|& 7t2|Z7|= o|0|X| IHA E= L HAE S50|
Q& LICt. 2t OCI v1.1 0|M o|O|X|E AtX|E H sHE O|O|X|& & Zst= OiLIHAE 22
2 =892 AX|5to] OlE|HMEE AlK|GHOF & = U&LICH.

O|0|X|& ArA|5tE{H(AWS Management Console)

1. Amazon ECR % (https://console.aws.amazon.com/ecr/repositories) S 3L |C}.
2. B ZZo0lM AKE olOIX|7t E0 U= 2ITE ME LI

O|O| x| AfA| API 7 2015-09-21 67


https://console.aws.amazon.com/ecr/repositories

Amazon ECR INT=IY A To] =]

3. B oM EIZX|EEIE MEiELICH

4. E|ZX|EEl(Repositories) I O|X[o| A Af A& o|O|X|7t E0{ U= EIZX|EEIE M= LICE.

5. ElZX|EZl: repository_name HO|X|o M AtK||E o|O|X|2| 10 Qe AXIE MEHS T AK||
(Delete)& MEHEILICE.

6. O|O|X| AtX|(Delete image(s)) CHEF A RFollA AFK|E o|O|X|7F MEHE|QIEK| & QI8H £ Abx|
(Delete)& MEHEILICE.

O|O|X|& &FA|5tE{HH(AWS CLI)

1. ElZX|E2| = ol0|x|& LtFEL(ct Bia 7t X|g & o|O|x|= o|0[Xx| CtO[MAES #E4 Ef
OS2 25 ZaLlch efavt x|MEX| o2 ol|o|x|olE o|Olx| clo|MAERF QlaLc

aws ecr list-images \
--repository-name my-repo

2. (M= ALY A xlstzdE olOlx|et AZE B E X[Fstod o|O|x|of CHal #X| i = EHTE AT MIE
LICt. o|Olx|oll A orx|2f 2 E ArA|stE o[ 0[X| = AFA|ELICH

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. O|O|x| CtolMAEE X|Estod B{7F RIE XA R[] &2 o|O|X|&E ArAMIEfLICH CHolA|
AEE #ZX35t04 O|0|X|E AMA|5HH o|O|X|2F o|O|X|e| Ef2 257 AFM|E LICH

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

o>

042 O|O|X[E AfM|5tEdEH 20lA o42{ O|0|X| E{2 EE= O|OIX| CHO|MAEE X|HE & QU
LICE.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

OlOIX| AFA| AP| %1 2015-09-21 68
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Amazon ECRO{|A O|O|X| Ef 1 CtA| X|7H

Docker Image Manifest V2 Schema 2 O|0|X|& A& 3t put-image B Q| --image-tag SME Al

H1l—-=

&3tod 7|Z o|Olx|of EfZE CHA| X|HE == U&LICH Dockerg At&3t04 O|0[X|E 7HKAQ7HLE F A
otx| gtn= EfIE CHA| X|IEE = U&LICH 27(7t 2 ol0|x|e| B ol A st o|0|x|of i &

CHAl X|EetE Ol E= A HERIZ HEEFE 371 Hofe = U&

olO|X|oll B E ChA| X|"H3t24H(AWS CLI)

£ Ar835tod o|O|X|of| Ef2E CHA| X[H 352424 AWS CLI

L{CH

1. batch-get-image BEE At&5t04 E{E CHA| X|EE o|O|x|oi cHet o|O|Xx| OHLITAEE 7t

e} mof =HAIgtLICE O] Mo ME BlZXIEE|0|AM ## Ef27F /= o|O|X|e| OjLHAE,
amazonlinux7t MANIFESTEFE O|§ 2| &4 gd0fl B EILICE

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. put-image BHO| --image-tag SMS At&5t0o{ MER Ef27t X[HE! O|0|X| HLTHAEE
Amazon ECRO{| ‘g &LICt. O odlof M= o|0IX|7t 2017. 032 Ef X[ /o] U&LICH.
(@ Note
O| HTIO| A --image-tag SME AEE £ gl B2 =AM HTSE AWS CLI®O
tllo|= &t RtM|S LI 2 AWS Command Line Interface AFE MEAM Q| A x| AWS
Command Line Interface® & Z35HAM 2.
aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"
3. M=Z2 o|0|x| ef 27} o|O|X|oi| AZE[o{ U=XK| & lErL|ct. ot2iel &30l M o|O|x|of Ef

latest®} 2017.037t l&LICt.

aws ecr describe-images --repository-name amazonlinux

T

M2 o3 2 &L

o|0|x|oil Ei1 CFA] X|H
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Amazon ECR

"imageDetails": [
{
imageSizeInBytes": 98755613

"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",

"imageTags": [

"latest",
"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",
"imagePushedAt": 1499287667.0

5t24H(AWS Tools for Windows PowerShell)

o|O|X|ofl Ef2E CIA| X|HF

52484 AWS Tools for Windows PowerShell

&5t04 O|O|X[of| CHEF MHE 7tXK4Qt CHA| EfO & X|'H5tn &
Ql= o|0|X|, amazonlinux7} &4

AR

£ A&wstoq o|O|x|ofl B2 E CHA| X|

1. Get-ECRImageBatch cmdletE At
Z wi~of 240 Ct o] NI M= BIZX|IE 2|0 ## ER2 7t

B4 $Image Ol AA0{Z&IL|CEH

(® Note
AABIO|AHE Get-ECRImageBatch cmdlet A& & 4= Q1= B AWS Tools for
PowerShell AF2 AMZEA 2| X2 AWS Tools for Windows PowerShell & =AM 2.

$Image = Get-ECRImageBatch -Imageld @{ imageTag="latest" } -
RepositoryName amazonlinux
t 248 o ot

o|l0|X|e| OHLIHAEE $Manifes

$Image.Images[0].ImageManifest

$Manifest =
3. 9] -ImageTag M2 AI&35t04 O|0|X| OHLHAEE M EH2Q & 7H Amazon ECRO| Write-
ECRImage cmdlet Hix[&FLICt. Of ofofl M= OI0|X|7} 2017. 092 ET X|I'EE[0{ [U&LICEH
API BT 2015-09-21 70
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https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html

Amazon ECR INT=IY A To] =]

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. MZ2 o|0|x| Ef27} o|OlX|of @1AE|o] U =X &QlgrL|Ct. ofeiel E=290iA{ o|O|X[of EH2
latest®} 2017.097} U&LICt.

Get-ECRImage -RepositoryName amazonlinux

M

2 o3 2 &L

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 2017.09

2lZX|EC|oM EfT EHME 7{ O|0[X| Ef Ho{MT|E UX[E &= U&LICH Ef
1 EHYE  F 2lZX|E2lol o|0| EX5t= Ef27t XIHE O|O|X|E FAl5HH
ImageTagAlreadyExistsException @/ 7} gFeHELICE ElT €2 ZE EfT0o| F&¥2 O|F
LICH L& EfO= HE S7IE XIHSt D CHE ElOs HE 7Hs3E 5 XI-HE =+ eigLich

AWS Management Console &/ AWS CLI =7 & At&35to Mf E2|ZX|EE| E= 7|E ElZX|E2|Q| O
O/X| B} HE 7tsgS 8HE = UAsLcH 2& HHE A85tod E|ZX|EE|E 445248 0|0| K|
E K& & Amazon ECR Z2l0|dl E|ZX|EE| MM MM 2t x3HAM2.

O|0|X| B ¥4 71578 HdH(AWS Management Console)
O|0|X| EfO #HFE 7tsdE HdHsteiH

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/repositories)2 & L|C}.

B?M RS0 HEY 2 ZX|EE7F 27 E 2ITE MEFLICH

Ef M 2ol M Z|Z X |E2IE MEiSHLICE

w0 N

2| X| E 2|(Repositories) I O| X|0{ A Z2}0|8!(Private) B2 MBS Ot WEE 2|ZX|ECIE
MESt 0 HE(Edit)S M=EFLICH

O|0|X| Ef1 & Ho{MX| L= & &K API {7 2015-09-21 71
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Amazon ECR INT=IY A To] =]

5. Ef 2H(Tag immutability)oll M 2| ZX[EE(Q| B HE 75 HdEE MEgLICH HE E7ts
Eioz 7 dE 2|ZX|E2|= o|0|X| B2 & Ho{ME WS YK

6. O|0|X| AZH M (Image scan settings)2| B2 7|&
2 XI™E = UK Zetol8! BIRIAER| =EHM =
2tO[S! BIX[AEE(HM A7 MHE X|YstH 15 A E=
stod AZME E|ZX[EEIE XIHY &= U&LICH RHAlEH LIg2 O

oF

Effof Fofd AT ERHE HESHAAR.

=)
A
=3
x
>
3
Q
N
(@]
-]
m
@)
py
o
F>
[3]

—_

7. 353 M™(Encryption settings)2| A< 2|ZX|EE[7t MEE|™ 2|ZX|E2|0f CHEF S5 Y
= X

[ |
2 WHE 4 giooz o g2 B

8. X% (Save)2 MEislod ClZX|EE| HH

« create-repository(AWS CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

* New-ECRRepository(AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

2|Z X|E 2ol CHsll o|0|x| Ef 1 #HE 7tsd HEE YO|o|Este{H

CHS BY & stLEE A8 dtod 7|E EIZX|E2|Q| o|0|X| Ei HE Tt5d DS UOlo|EgLICH.

* put-image-tag-mutability(AWS CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

+ Write-ECRImageTagMutability(AWS Tools for Windows PowerShell)

O|0|x| Ef1 ¥4 J7ts8 ME(AWS CLI) AP| 7 2015-09-21 72
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Amazon ECR INT=IY A To] =]

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

Amazon ECRO|AM X|®stE Z4E|0|L4 O|O|X| DL HAE & A

Amazon ECRE C}

]]IO

1 Z+2 7Ef|o|Ld o|0|X| OHLHAE EAIZ R|EHLCH.

« Docker O|0|X| OHL|HAE V2 A 7|0 1(Docker EHHT 1.9 O[30l M AFSE)
- T7{0|0|X| OHLHAE V2 A 7|0 2(Docker EHE 1.10 O| &0l A A El)
« Open Container Initiative(OCI) AF(v1.0 &/ v1.1)

=7 o|0|X| OHLIHAE V2 A7|0F 22 X|HSHHCIS 7152 AFE £ &LCH

- Ef o|Ofx|oi| o421 7He| B AFE 7S RILICH.

* Windows ZiE{0|L O|O|X| X X[&.

Amazon ECR O|0|X| OfL|HAE T&t

Amazon ECRO{| O|O|X|& FAletT 7} X2 ™, ZAE| 0[] A El Z2t0|AE(0dl: Docker)7t BIXKIAEE|2F
Stlstoq o|O|x|ofl AtEE BIX|AEE| X ZCto|UET A Y £ U= IHILHAE HA22 UR|A|
ZLct.

=

Docker %1 1.9 O|5tE& A& 35+04 Amazon ECRO| O|0O|X|& F Al5t= A<, Docker O|0|X| Of LT A
E V2 A7|0t1 €4Alo2 0|0|X| OHLIHAE &4l0| H{ZHE LICH Docker I:I-I’H 1.10 O|& E AtE3t0d
Amazon ECRO{| O|0O|X|& F Alst= 4, Docker O|0|X| O{LIHAE V2 AF|OF 2 @Al Z 0|0O|X| Of
LIHAE A0 HEE LCY.

Ef12 Amazon ECRO|A O|O|X|E 7}X4L
HAE FAIZ gHEterLct siE EAlg 2
M E o|O0|X| oLHAE &Alg 2210 ol @1AI5HR| 28 Amazon ECR2 O|0|X| OfL|H| A
EE Zol0|¢MEN M 2IASHE Ao 2 HEtELICE 0 & S04 Docker 1.9 Z210|2AE = Docker O|
0|X| oHL|H A E V2 Schema E 1’& E|= o|OfX| oL HAEE 231, Amazon ECR2 Docker O|
O/X| OiLHAE v2 AZ|O0F1 S OHLHAEE BtaretLCt O EoAM= Ef 2 o|0|X|E 7}
X42 | Amazon ECRO{|A] XI%oPE AP% 7ts et wdetol CHal dEELICE

FIF

742 Amazon ECRE Z|Z X|E 2|0 AMZH=! o|O| x| OHL
O|HAE 0| A Q1AIEH £ Ql= 742 0f|TF 3 AlO| HFEHE|L|C}.

T AR

—_

(o]
—

r\ol- Im
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22lo|HENM 2™ V2 27|01 A2 v2AF028AICE  OCI @AISZ ECRO
5t= A 7|0} ECRO{| S AlE ECRO| F A& F AR
V2 A 7|01 HEto| TSRSt V2AF|o1 Aoz  HE EJls
BHEHE
V2 A7|0} 2 HEt E71s, S0l HEO| EHRSHR| A4S V2 ATZ|0F2 @AloE
EJlV2 AF|OHME E Bt E
HH =]
b I == |
OCl HEt E7ts OC| EAlo 2 HHEt=E HEto| ZRSHX| St
/A Important

O|0|X|E CIOIMAER 7IME 2, AH8Y & U= HEro| gl&LICH 2LI0|HEE

Amazon ECRO{| X% & o|0|X| DHLIHAE ZHA|Z Ofsist T RLo{ok BrLICt AHEXE7F Docker
1.9 O|5t E2t0|HE0|M CtO[MAEE 7|& 22 Docker O|0|X| OHLIHAE V2 A7|0F 28 2
t= @< O|0|X| 7tX2 7|7} Aufgf LIk REMIEH LHE 2 Docker dE M| BX|AEE| S

1

ZA<2, Amazon ECROIAM 2 20| Eof| A QIAIE

o
A
k=]
o| ool M Ef2 2 S2l3t o|0|X|E Q&S
= U e stct 22|z o|O|X| 7k 7|7 AZ28hL|C}.

= Ao 2 o|0|X| of =

r_\9£ rlr

S O
=
EEI_

Amazon ECSO{|AM Amazon ECR O|0|X| AF2

Amazon ECR Z2}0|8! 2|ZX|E2|E A& 3+04 Amazon ECS EfAT MM 7tXE = U= A
B0l O|O|X| & otE|HEE S ARIE = l&LCt o] &=0| 25352484 Amazon ECS EE&
Fargate, Z1EO|L O{lO|ME0f ecr:BatchGetImage, ecr:GetDownloadUrlForLayer &
ecr:GetAuthorizationToken APIZ BtE £ Q= HEto| QlofoF & L|CH

T4 JAM HEt

Ct2 E0oi= Amazon ECR Z2}0|8! E|ZX|EZ|0IM EfAT E 7tx{e O st HEt2 MEsi=
Zh A2 fEo| AHEE IAM & 0| EAIE|0] J&LICH Amazon ECSE LR Bt #HEto| £3
IAM HAZ XS g Lct

d
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Amazon ECR

Azt g

o2

Amazon EC2 QIAEIA O]
Amazon ECS

Fargate2| Amazon ECS

A 9| Amazon ECS

/A Important
AWS 2/ IAM H2H0
Aol gsE
Ct.
{

s

IAM 3

Amazon ECS 22{AEN &
£ El Amazon EC2 QIAEA
ot edA4El ZHE|0|L] QIABRIA
IAM &S ALSELICH REA
gt LI 2olE22{H Amazon
Elastic Container Service 7Hgt
Rt et el ZAH|0|L] QIAE
A 1AM O=I<>EI-o xl-?(°|.A-||O

Amazon ECS EfA 3 & 9|0l A
XoteE EjAT AlSH |IAM

=}

(e e

B2 AIESHM2. REMIEH LIS
£ 2o} 2248 Amazon Elastic

Container Service 7H& X} OFLH
MO ElA T AR IAM HFE S

SESSYIRN

Amazon ECS ZZ{AE{0| S5
2l 2zaola My EE 7h4
H4I(VM) T} H4ZIEl 745 o] L
QIAEIA IAM A E A8 St
N2, xtMIE Lig S olE 2
™ Amazon Elastic Container
Service 7HE Rt FLH A 2| ZIE]|
o|L{ QIAEIA Amazon ECS

= ASO LRSI o & s &

L= T AAT- T

AWS Z2|¥ IAM 3

AmazonEC2Container
ServiceforEC2Role

AtAMIEt L& 2 Amazon Elastic
Container Service 7H&t X} ot
LHA 2] AmazonEC2Container
ServiceforEC2Role A4 2 2t
ZEtM2.

AmazonECSTaskExecu
tionRolePolicy

AEMIEH LI 2 Amazon Elastic
Container Service 7H2f K} OFLH
M 2| AmazonECSTaskExecu

tionRolePolicy MM & & =3}
M.

AmazonEC2Container
ServiceforEC2Role

XEMIEH L& 2 Amazon Elastic
Container Service 7Hgtx} OF
LH A 2| AmazonEC2Container
ServiceforEC2Role MM g 2t
Z3MR.

7} HEto| =& Elo] Yl&Lct. of
2 Amazon ECR Z 0|8 E|ZX|EE[0|M 7ML= o EEh &[4 HEFL

[}
4>
>
£
r#
ro
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonECSTaskExecutionRolePolicy
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonECSTaskExecutionRolePolicy
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

Amazon ECS EHA 3 H2|0{| A Amazon ECR O|O|X| x|

Amazon ECS EfA3 I% ._P% [ Amazon ECR Z 208! 2|ZX|EZ|0M T AR E|
£ Zieo| o|O|x|& %IE AU&LICH EfA3 Holol A Amazon ECR O|O|x|oi| CH

&t A reglstry/rep051tory:tag O|F KIHE M85t Ue=X| EStMIR. of:

aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest.

OII

CS & ™Mol =ZH2 Amazon ECS 24 2 9|9] Amazon ECROU|IM EAEE|E Z1E|0|L] O|O|X|E
XHsle o A28 228 Eo{ELCH

"family": "task-definition-name",

"containerDefinitions": [
"name": "container-name",

"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

1,
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Amazon EKSO| A Amazon ECR O|0O|X| AF2

Amazon EKSO{|A{ Amazon ECR O|0|X|& A& £ &LICt

Amazon ECROiM o|OlX|E & =¥ W= o|O|X[oi| CH3H MA| registry/repository:tag Ol
X|HE Ar&3sHfof grLct of: aws_account_id.dkr.ecr.region.amazonaws.com/my-

repository:latest
Zl=~ |AM T8t

2El™8 = KA 2™ £ E=0|AM Amazon EKS KIZ2ZEE SAESE R LSS AWS
FargateAESHAI2.

0|I

o M2IY e KA 2ElE =20 ZEAEIEE Amazon EKS /32 2E: Amazon EKS 2k}t =
IAM 23&(NodeInstanceRole)O| ERELICt Amazon EKS 2 Xt = E IAM 3&0{= Amazon

ECRO CH3H CtS 2l IAM M= Hsto| & |o{of & L|C}.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

@ Note
Amazon EKS A|Z51 7|0l M eksctl EE= AWS CloudFormation & &
B & HYA L= O5S 448 32 ol2E IAM HE 2 7B Mo 2 ARt L E 1AM HE
off & ELIct.
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html

Amazon ECR AL 7Hol=
« SARIE|= Amazon EKS °-IEL§': AWS Fargate: ZE=0i Z2}0[5! Amazon ECR E[Z X[EE[0]
M O|O|XIE 7IME &+ UE HE2 MS5te Fargate ZE A AT S AFSELICH REMIEH LIS 2

Fargate ZE 4%l g BHET|E HESHMIR.

Amazon EKS S22 AE{0{ Helm *tE M %]

Amazon ECRO|M EARE|= Helm AHE & Amazon EKS Z2{AE| X[ = JU&LICt

A =

Helm Z2t0|AE 9| x4l HTIE MX(|ELICt 0|& BHH = Helm HHE AHE3H0{ ZHEIJ&LICH

3.9.0. XtM[EF HE = Hel

o X|ASFAWSCLI2|1.23
Z| A ™o AWS CLIA |

« Amazon ECR Z|ZX|E 2|0 Helm Xt E & FAIR&LICH XFM|EH LI& 2 Amazon ECR 2% X|E 2[0f|
Helm RtE FA|Z(E) F=x5HM L.

0| AFEof DX[=[o] RI0{oF BfLICH XtAMIEF LIS 2

« Amazon EKSZ 2 d35t7| {3l kubectlE S LICH XIM|IEH LI Amazon EKS AHE A™H
M2| Amazon EKS2| kubeconfig#dg & ESIM L. E2HAE0| CHsl CHE BHEo| M3t ¢ ™
MEHH FA48E 7Lt

kubectl get svc

Amazon EKS 2 AE{0| Helm AIEE M x|5t2{™

1. Helm X E7} SAEE|= Amazon ECR B X|AEZ|0| Helm 2CI0|HEE QISELICH QIZ EZ
2 M8l tX|IAEZ|OICH 2R5HH, 12412 SO K& &LICH RMIEH LI 2 Amazon ECRS

Zeto|A BIR[AEE[ Q15 BHE ARt AAIR.

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. AEE MX|ELICI helm-test-chartE& BIZXIEZIZ H 1T 0.1.08 Helm RtEQ| B2
HF & L|C}.
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https://docs.aws.amazon.com/eks/latest/userguide/fargate-getting-started.html#fargate-sg-pod-execution-role
https://helm.sh/docs/intro/install/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
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helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

A7t a1 Hi g JLc

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. #E Mx|E =olgL|ct.

helm list -n default

£ oAl
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (ME4 ALE) Mx|E Helm A E ConfigMapS R ZEHAMI2.

kubectl describe configmap helm-test-chart-configmap

5. HRE|H BPAEOIM HE TEIAE MHE & Lo

helm uninstall ecr-chart-demo
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0|0|X|oflA Amazon ECRS| A Z EQfo] F|2fAd AZH

Amazon ECR O|O|X| AZHE AE5tE ZIE|O|L] O[O|X|2| AZE Q0] FofdE AlEe = U&LICH

O 22 A 80| M3EL

I}

/A Important
SHE AN TR A U FAE TR AZH BT ZHol| MEHSHH o|™of| AHEE AZHE I O] &
A2e £ QA ElLCH AZHE CHA| AXSHoF g Lich gLt ol AZH S 2 CHA| M5
™ MHE AHE ASE = JaLct
o 132 A7 - Amazon ECR2 Amazon Inspector?t S & Z|0{ E|ZX|EEIE K|SO E XI5 AT
g £ QlaLch 2Y A 2 z2 el oo I 7| x| £k ol Cial ZdElolL o|OlX|7F &

|2F A 0| LIEFLIE AZH 7217} 94H|O|E |11, Amazon Inspector7} O|HEE

HELCH M22 F
M&otod ASRoA LEILICH nF A2 CheE M3 gL

EventBridge| ™

ZH - Amazon ECR2 YA Ql #[ofd I .- £(CVEs) HIOIE{H|O|A & AL st F 7HR] HT

« AWS 7|2 7|2 AZH - 34X GAO|H HE | 7|2 7|22 AFSELICIAWS . 2 E A7 T2 7
XAEQM|s 7|2xo 2 o] FAEl H{ZF0| MEHEIL|C}.

« Clair 7|2 A7 - 2E AA Clair Z2MEE AM85H O 0|4 AFSEIX| et&LICt

TR ATS ASHH FAIY [ AHSHES BEXIZEE THAAHL £5 AWS 2HY £ 9l
A (=4
haind =

= —
a0 S5 MIgLUCh 7|2 22 O3

/A Important
M B{7 9] Amazon ECR Basic Scanning2 DescribeImages APl SE 2
imageScanFindingsSummary & imageScanStatus 42 AI&3t0{ AZH AN E i
gt3t x| of&LICH CHAl DescribeImageScanFindings APIE ASEfLICH REMIEH LIS S
DescribeImageScanFindings EFHE & X35 A AIL.
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Amazon ECR INT=IY A To] =]

Amazon ECRO| A AZH

ok
m
Hel
Ral
Hm
m
Tij
x
Jm
ol
rr
1]
m

']
o
g
o-)
Ral
[>
[m
o
2
]
ro
o
=
Ral
[>
=~y
mo
4
0x
ok
I}
m
M
>
()
g'l_l
i
I
B
ok
L]
Hel
Ral
Hn
L]
M
[l
gl
gl:

LE|E X|HolH S USIHET} 9 LEls LEE Zotets E 2|ZXIES 0|2 YRIFLICH o
e stE 7t Qe WE|(*)= U} 2lZXIEE| 0|S0lA 074 0|4to] 2XHE CHF|sHs 2lZX|E
2| o|E 1 Yx|ELch

C}S EO|E0ME E|ZX|EE| O|E0| 7I2F0] EAIL|T MEZS0 oA ZE7F XI™HEE AE E
of&LIC}.

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod of| o o of of|
*orod of ol otL|e otL| oL
prod* ol ofL|R o ofL|L of
*prod* ol ol of of ol
prod*repo oL oL of ot of

22X E2| ZE API 7 2015-09-21 81



Amazon ECR A=t 7tols
O|O|X|0{ X Amazon ECRS| OS & =2 a2 10{ I 7| K| F[<Fd
AN

Amazon ECR 11 &

Amazon ECRZ} Amazon Inspector 25 & AI835t04 A7 AN E =Y
Inspector0dl CHEF AFAIEH LHE 2 Amazon Inspector AHE MH

AZH2 Amazon Inspector?t &g E[0{ Z1E|0|L4 o|O|X|oi| CHEl F| ke A
M3gch 2F AMA Y Z2 320 Y o IHF|X| F o 250 cHal 240 o|O|X[7F &

80|58 & Ol

LICt. Amazon

AAEH

M2| Amazon Inspector2 Z1E{|0|L4 0| O]

X Aa7ig FHESHAML.

N5 ANE MESIH KIS UG AME Q6 FHE E|ZX|EC|Q} FAIE [ A EF FHE 2|2

XEEIE Mg = JUELICH O] U2 A7 LEIE M50 =~AELICH

g A T ALY

Amazon ECR 1 & AZHE &35t 7| Toi| CHZ Arg S Tedaliok & LCt,

« Amazon ECROI|A O] 7|5 & At&3%t= Ol E= F7} HIE2 ¢4X|2t O|0|X|E A 75244 Amazon
Inspector0i| M HIE S X[Z8HofF g LICt. O] 7|52 Amazon Inspector7t X|BE|= 2|70 AHSE
= UELICH RHMEH LHE2 OS2 B XstML.

« Amazon Inspector = - Amazon Inspector 2 =

« Amazon Inspector X[ E2|T - [ L AIEZQIE

« Amazon ECR & AZH2 Amazon EKS & Amazon ECSO|A O|0O|X|7} AFE £l WS Eof
ELICt O[O|X|7t OtXR|ZH S 2 AL E AZ7|E & l5tD 2 O|0|X|E ME83t= EE{AH T8 AlY
g &= UL o] HE= #YstH A8 &= o|0|X|of CHE F M 2 Ee| M= E K|
H5t= O =20 ELICH ME 2T Fgo| JES 2 = Us SHAEE HEH =eld
o= QU&ELICH O|2{Et HEE Ystn 82 E= Yof Cist RtMIEH &2 MME HZESHA
LDescribelmageScanFindings.

« Amazon Inspector= §8 2 #M|A|of| CHEF AZHE X|RFLICH ™A S 52 Amazon Inspector At
2 MYPMO| x|#HElE 28 XA - Amazon ECR AZHE HZEFIMR.

« Amazon Inspector= Z|ZX|EE2|of CHEt T2 A 7|52 MBste ol 28t M2 |28t
= MH|A o473 IAM g2 A3HLct Z2to|8! Bl|X|AE2|of CHa T2 AZHE 748 Amazon
Inspector0| A MH|A @122 IAM & 0| AtSo 2 MM ELICH XEMIEH LIE 2 Amazon Inspector A&
MHP XM 2| Amazon Inspectordil CHEF MH[A 44 g A S & T HMIR.
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html
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SCAN_ELIGIBILITY_EXPIRED A7ZH A E|7} ZEEILICH Amazon Inspector0i A 0|28t O|O|X|E
AZMEtE{E B0l o|0|X|E Y 2IZX|EE|Z CHA| F A|5HoF &L},

« Amazon ECR ZZ}0|8! BIX|AEE|of CHEH T2 HAMO0| 74K Qo™ HAM ZIE|{9F Ux|stE E2|Z K|
ECI7t 12 HMOE AL25t0d AMEILICH TE{Q YX|SHX| otE 2|ZX|EE|0E Off ﬁan Iz 7}
MHET| AHE|X| SEESLICH T2 AHE A8 o5 A2 X|HEX| E&LICH RIMSH HE =
Amazon ECRO|IM AZHE B|ZX|EE|IE MEHSIE ZE2 HESHMIL.

- 04t ZE{7} S 2IZX|ECIQ Yx|GtE FA| & &
= 42, Amazon ECR2 slig 2|ZX|E2[9| FA| ZH

- I APHE 74 Amazon ECR2 E|ZX|EE|o] AZH EIE 7t #HZEE [l O|HIEE EventBridgeE ™
&3rLICE Amazon Inspectors X 7| AZHO| 2t 2 |1 0|O|X| AZH Aty MM ACIO|IE E= F&
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i O|HIE E EventBridge2 M&&fLC}.

Amazon Inspector0i| Al O|0O|X[2| 15 AZH 7|zt #HE

T2 A M358t £ Amazon ECR2 LM El 7|7 S0 M2 FEA|E 0|0|X|E X|&Xoz AHE
LICt 7|22 2 Amazon Inspector= O|0|X|7F A M E|HLE 12 AZHO| HIE MSHE W7HK| 2[Z X
ECIE ZLIEHIFLICH &Ho| 2F Atgo| %A Amazon Inspector 2&0|A FA| 43t 7|ZHEICH =
Tk RHAZH 7|7tE 25 FEE = U&LICH 2|ZEX|EE|ef 271 7|zZto| BotstH A MEZI 2 &
AlELICFSCAN_ELIGIBILITY_EXPIRED. Amazon Inspector0i A Amazon ECR2| RHAZH 7|7t A
2 FM5= Eof| it XEAMIEH LI 2 Amazon Amazon Inspector AFE MM S| Amazon ECR A
o7 FHE FXSHMIR.

Amazon ECRO| 112 A7ZHo| 28t IAM TEt
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Amazon ECR 12 AZH0|E Amazon Inspector MH|A @173 IAM & 0| ZR5tH, 12 A
3l 2 AL EHE IAM FA|0 = AZHoi| 2 28 Amazon Inspector APIE E&& HEH0| U&L
olt! HIX|AEE|of CHEH T2 AZHE 74 Amazon Inspector| A Amazon Inspector AMH|A @173 |AM
ogto| AtsSo 2 MMELICH XEAMIEH LE& 2 Amazon Inspector A& A A Q| Amazon Inspector0d| CH
gh MH|A 4 g A2 B XSHMR.
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Inspector7t AMH|A 42 IAM Q&2 dM5t= O 2R Hetlt 18 AHE HHL 10 A ZOE
HAMSHE Ol 228 Amazon Inspector APl #8to| &t E|o] QU&LICH

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#scan-duration-setting
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#scan-duration-setting
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html
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"Effect": "Allow",

"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"

Amazon ECR2| O|0O|X|of| CHEt & AZH 24

Zztols! BIxIAEE(e| 2™ et 12 AZHE FEELICH

Iz AME FEY = U MHE IAM HEFO| J=EX| FH QR LICH XMIEF LIE 2 Amazon ECRS| 1T
= 270 28 IAM HeF HHEE B EstAe

AWS Management Console
Zetol&! BIX|AEE|of CHE ng AHE 7{e{H

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/repositories)= & L|C}.
S DS M A TS HYE 2|IS MEiELICH

—_= - "1d

=
B FollM Z2to| BXIAEE] dEE Ata 2 HE=fghLCt

AP T 4d(Scanning configuration) H O X|2| AZH R ¥(Scan type)ol|l A 1= A ZH(Enhanced
scanning)= ME4 g L|CH.
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JlExoz 1F AMS MEsH BE | XIEE7 Ham oz AL
5. YI&TOR AW ST ELXIEEIE MHUSHEIH DE BIEXERIE XSHOR A7 HolE
.l

/A Important
tdestedl gle HEls HEE X&ste 2E 2ZX[EE| o|F UR|EfLICH 2 Y
ErlE7t /e EE(*)= AUEFIET} 2|2 X|EE| 0|F0i|A 071 o4 2| EAHE CHA
st= 2|ZX|EE . s g Alof CHEt ol & 224 the section
called “EE{ U 7t=” MMEZ R XML,
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1z}
n

a. CIZX|EE| 0|2 7|ftez HEE U™et Cfs EHE FI7IE ME{ELICH

24
b. OIOIXIE FAIE M &HE 2|2X|EEE BHEELICH

. EAY I 2E BIEX|EEIE AMHEIH ZE BZXIEE] FA Al ATS Mz
. FAY M AWY S 2ZXIEEIE MY 2EXIED 0B VMO LEIE
QI2i3t C+g TE| £7HE MEBLICH
6. MEES MeprLich
7. D2 AW Hei= 2 ol Chah ol BHIE BHEELIC
AWS CLI
CHE AWS CLI BHE A8 31048 ALS 3101 Zeto|! HIXIAE o] CHEt T3 AS ZLICH AWS
CLI. Tules Z4HE AFS5H0 ATH TIEIS RIY 4 lBLICH

 put-registry-scanning-configuration(AWS CLI)

CtS oMol M= =Zeto|8! BIRIAEE|o CHEt T2 APME ALICH 7|2Xo 2 rules7t X|HE]
X| ot AR Amazon ECR2 A7 M B E E|ZX|E2|of CHEH Qs AZHO 2 MEsLICE.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

ChS dlMoM= Z2tols! BlXIAEE|of Cholf 12 AHE AT AT EHEHE XIGELICH oA 2]
A HEE ME8HH 0|F0 prod7t U= 2E EIZXIEE|O CHe H& AME A = J&LICH
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-scanning-configuration.html
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aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFilters" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \

--region us-east-2

CtE oiMolME zetols! BX[AEE[ol Ciell 2 A7HE AT OfE A7 LEE X[HgLIcH
oMol &ZH EHE{= OI&0 prod7t Z&E 2 E ZIZX|EC[f CHe & AME HAD COHE BE
E|ZX|E2|0of CHalMBH FAIE mf A4S ZLC

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod",6"filterType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtex":"*","filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

_I_

Amazon ECRS| 11 & AZHE {8t EventBridge O|H

M=
(MY

HIE & EventBridgeE T™&

= AZME 7{H Amazon ECR2 Z|Z X|E2|e| AZH BIE 7} t4ZE=! 11} O]
I MA AH|O|E EEF= S =2 E

74 =
= =
5tL|Ct. Amazon Inspectore Z7| AZHO| 22 &| 1 O|O|X| AZH ZAL}t7

O|HIE E EventBridgeZ & &fLICH

2lZX[EE| &ZH Bl #HZF0| CHEt O|HE

HIXIAEE|of Ciolf 12 APHE 4 2 13 A0 7T E|AA71 BB E[P Amazon ECROM CHS
O|HIEE ™M&FLICE of7|ol= Mo SC M 2|ZX|EE|, HE S 2|ZX|EE|e] A EIE E= 11
= 2 7150| AT 2[ZX[EE|0|M O|0[X|E &5t HLE AXstE A0l ZEHELICEH ZtMIE LIS
2 0|0|X|ofA Amazon ECR2| AZ EQ|0{ ¥4 AZH EHEHE HESHAMAI.

ol

"version": "Q",

"id": "@c18352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467",

"region": "us-east-1",

"resources": [],
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"detail": {
"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

Z7|olO|x| A7H O|HE(@Z AZH)

BHXIAEZ|of CHSH 2 AHS 74 AL X 7| 0|0|X| AZHO| &t 2 E|T4 Amazon Inspectordi| A CHS 0]
HIEE ™MEELICH finding-severity-counts II2tO|EE MZIE £&0| U= d<R0iE 22 gt

=
BHErLICE. ol S04, OlOIX|0fl CRITICAL & 9| Ay} glow Azt 72 EJ} gHetE|x| ef&Lch &}
Mgt M5 = 0|O0|X|0i A Amazon ECRS| OS 2! =2 722l @10 I 7|X| F|FA AHS R ESIMS.
O|HIE TH&:
{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]
}
£33 of Al
{
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"version": "Q",

"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

OlDIX| AZH 23} YC0|E O[HE(DS AZH)

HXIAEZ0| CHE T2 AZHE 7™ o|0|K| AZH A7t MAd H|0|E = S22 E! I Amazon
Inspector0f| A CH= ME st REMIEE LI 2 0|0 X|0d A Amazon ECRS| OS & =2 2|

|
3 o1of 7| K| FIoA AT IS BESHIAIR.

O|H E m{Ed:

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
}
£2 0 Al:
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"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd@f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

.

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",
"version": "3.0Q"
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"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",

"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
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"imageHash":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",

"imageTags": [

"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"

}I

"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",

"region": "N/A",

"type": "AWS_ECR_CONTAINER_IMAGE"

15
"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

CH= Amazon Inspectoroi| A ZoHE 04
M2 oddrol F|of M gl - E 5 (CVE) O

K| AZH Al 22 7} R| UEb&Q1 2X|of Ciet 22X s ME HMEE 2248 Amazon ECRO|A O|O|X|

AWS Management Console

AWS Management Console2 At&35t0{ O|O|X| AZH AN E HMstE{H CHS BHE [MEAM L.
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o|O|X| & 74 A& A5t

1. Amazon ECR & & (https://console.aws.amazon.com/ecr/)2 ¥3LICt.

2. EMDSolMElEZXIEETUE SITS MENEHLICH

3. EMEFM EIZEXIEEIE MEELICE

4. E|ZX|EEl|(Repositories) T O|X[o| A AZH ZTHE HME o|O|X[7t Z&E E|ZX|EEIE MEH
g LICH.

5.

o|O|x| = o|x|e| o|O|X| B} HollM AZH AIHE HAH Y o|0|x| E{Z & MEAELICH.
A

6. Amazon Inspector &AM HF HEE E2{H 0|F Lol M F <&

AWS CLI
CtZ AWS CLI B-EE Ar&35t01E AtE5t0q O|O|X| AZH At E HMELICH AWS CLI. imageTag
& imageDigestE AFE3t04 0|0IX|E X|HE 4 Q2M, £ Cf list-images CLI BHE2 A3}

01 7tXE2 = UA&LICH

« describe-image-scan-findings(AWS CLI)

CtE ofolA= olO|x| el & AFSELICH

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

CHS ollol A= olOlX| CHOIMAEE AHEELICH

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

o|0O]|X|ol M Amazon ECR2| OS F|2FA A ZH

Amazon ECR2 8t Ql F[efM Al .t E T (CVE) ClIO|E{HIO|AE AFRSHE F 7HK| HTHO| 7|8 A
x.||_._oI-L_||:|._
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24 AA| B4 AWS 7|2 7|2 Clair 7|2
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of| of
Ubuntu(Noble 24.04
Numbat) o ot
Ubuntu(Oracular 24.10
Oriole)) ol ofL|R

Amazon ECR2| o|0O|X[of| CHEt 7|8 AZH 714

2. HM DI A FHEE MHEHE 2|TS ME4FLICH

3. EMFM =ZztolH BR[AER], AHE MHEHFFLICE

4, A FTHE HO|X|e| AZH SYoM 7|2 AME MHEHFLICE

5. 712XMoz2 RE BEZXELE 5 AHoZE MME/LICH Too et TE FA| Al AHE K™
SHod FAIE M AHE FHE £ QELICH 2 E BlZX|EC| £ 7HdE 2|ZX|E 2|0l CHEH FAIE
I AZHS AdX{sr 4= Q& L|Ct KHMIEH LI Amazon ECROA AZHE E|Z X EE|IE MEHS=
ZIE| EHHE B XS AAIR.

Amazon ECR2| o|O|X|o]| CHaH A=l 7|2 AZHo 2 K&

Amazon ECR2 AWS HIO[E|E 7|&2 AI8dl= 7|2 Ao & & E H
O|x| AZH 7|2 MBS LICt 0| 7|s2 Z4El|o[Ld o|0|x|Q| A E 9|0
ElLICt S ™A= CLAIR 7|22 AF8stE Ol T 7|2 AZHE A
718 Ao 2 MetsteE ol ==20| Euct

£l Z4ef| o[ o]

.
LR
fjo

Ol

glzl

_(3II:

0%

oo
Q'I_l
rr

My
4o 4

(=)
= Eol
o| SEA I-EI_ |:|.|7c-|o|

78 27 7 API & 2015-09-21 96


https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR INT=IY A To] =]

/A Important
M AR ZZR MM Al AWS_NATIVE AZH 7|=8 A5t 2 BX|AEE|7} RS2 7+
ElLcH A2 X7 F|SH o I= g =x|7} @& LICt. Amazon ECRE 0| AZH 7|&Ql CLAIRE E|
£l A HESHK| et&L|Ch

lII> m

3

AWS Management Console

0
—

[ TH

zztol|Y el x| A EE|of CHsl EF&fEl 7|2 A7

s
mjo
i
(g i
-l

1.  Amazon ECR 2&(https://console.aws.amazon.com/ecr/private-registry/repositories)= 3L

AME MEHEFLICEH

()] IsN w N
|>
r%
_I.
i
o
Pl
[
x
Io
|rn
Fﬁ
02
o
>
gl
9'|_|
Avd
2!_
0%
r
E:_
Al
lo
N
i

S FAIE M AHE MHEE == U&LICE 7<HK'||°P H-Q-2 Amazon ECRO+|A-| AFHE B|ZR|EQ|
E MEHSE ZE| THHE HXSAMAIR
AWS CLI

Amazon ECR2 Z & Zz|0o|d! HIX|AEZ|oi CHSH 7
of Xl 7|8 A7 REE &Qlsln 7|8 A REE

aws: error: the following arguments are required: --name

7|8 A7 %8 HH™E CLAIROIA AWS_NATIVEZ HZAELICH 7|2 A7 8 XS CLAIRO]|
M AWS_NATIVEZ B4Z8t £ CA| CLAIRE K|S 2l X2 HESIX| &t&

od
i
N
ri

Ao 2 HME AP| 4 2015-09-21 97


https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR INT=IY A To] =]

aws ecxr put-account-setting --name BASIC_SCAN_TYPE_VERSION --value value

O|0|X|0{ A Amazon ECR2| OS F|&M =5 A ZH

BlZ X|EEl0] FAIZ I AZH0| TAIEl0] K| o2 ZL 0|0/K| AZHE 2502 AlRHE £ UL
OlOIXIE 24AIZHDbCH BF HH AZHE 4 UALICH 0| 24 AIZHOll £|% O] FAIZ M AHTAHE B9

sl
U ZE 5 20| ZEELIC

O[O|X| A7 Al & 74X| LRI EX[of CHEt EX sHZE MFE HEE 2248 Amazon ECROi[A{ O|O|X]

AWS Management Console

[e][]

AWS Management Console2 At&3t04 =& O|O|X| AZHE A|ZStE{H CHE BEHAHIE [HEA L.

1.  Amazon ECR & (https://console.aws.amazon.com/ecr/private-registry/repositories)= 3L

Ct.
2. HMDS0AMIZXECSE MEE 2Ids MENELICH
3. EHAM FoM EIZX|ERIE MEIFLICH
4. E|ZX|EE|(Repositories) H O|X|o|M AZHE O|0|X|7} E0{ U= EIXZX|EEIE MEHELICH
5. 0|O|X|(Images) H O|X|of M AZHE O|O|X|E MEHEF CHF A ZH(Scan)S MEELICE.
AWS CLI

+ start-image-scan(AWS CLI)

CtE ofolA= olO|x| i E ArSELICH

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

CtS ofolM= olO|x| CiO|MAEE AFEELICH

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2
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Amazon ECR

AWS Tools for Windows PowerShell

IS ool M= o|O|X| EH2E At2EHL|CH
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» Get-ECRImageScanFinding(AWS Tools for Windows PowerShell)

ALEX} 7O

CHS ool A= olOIX| CHOIMAEE AHE

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
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AWS CLI

CtZ AWS CLI B-EE A& 351018 AtE5t04 O|O|X| AZH At E HMELICH AWS CLI. imageTag

= imageDigestE& AFE35t04 O|OIX|E XIHE &= /20, & T} list-images CLI BHE AS 5t
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* describe-image-scan-findings(AWS CLI)

CtS ofolA= olO|x| i & AFSELICH

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

CHS ollol A= o|O|X| COIMAEE AHEELICEH

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

» Get-ECRImageScanFinding(AWS Tools for Windows PowerShell)

CHS ool A= olOlx| B2 & AFSELICH

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

CtS ool A= olO|X| CtO|MAEE AFSE LICH

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2
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UnsupportedlmageError
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2 Amazon Linux, Amazon Linux 2, Debian, Ubuntu, CentOS, Oracle Linux, Alpine, and RHEL
Linux HiZ & o = Aol CHEt T 7| x| F ™ A S X[ELICH Bz Eo| ZHojdA | X|HS &
K| et H| £l Amazon ECROIM F|ef AME O ol X|H5tX| e = A&LICH Amazon ECR
2 Docker scratch O|O|X|0l| M & El o|O|X|e] AME X|SHX| et&LCt.

/A Important

A A< Amazon Inspector= §7 29 A & 0|C|o{ f&oi| CHEF AZH
ELICH ™A 552 Amazon Inspector AHE B MOl X|HEl= 28 AMA| & 0|C|

UNDEFINED &zt =& 0ol BtetElL|Ct

&Zt =& 0| UNDEFINEDQ! & 74 AN E gh2 4 U&LICEH ofoi cHer dgrxel 2ol ot &

>
r\l.l

H AFE} SCAN_ELIGIBILITY_EXPIRED O|3H

ZZFOo[H HIRIAE E|01| CH&H Amazon InspectorE AFE8t ITg AZHO| A8t E[o] QU AFH F|of4
2 21 e B A7 4EH7F SCAN_ELIGIBILITY_EXPIREDZ EAIE 4= Ql&LICt oof CHEr 7t
5 Utsiel Hole ke T 2Ll

zZzto|8l MIX|AER|of| CHE T2 AZHE ®{S 74T Amazon Inspector= O|O|X| FA| EFA
SHEZE Z7HE K|t 302 SOt Amazon ECRO| FA|E o|O|x|2t QIAIgFL|Ct 0| o|O|X|ol&=
SCAN_ELIGIBILITY_EXPIRED A7ZH &Ef7} Z B ELICI. Amazon Inspector0ilA{ O[24&t O|O|X|E
A7M5t2{= B<ol= o|0|X|& T 2|ZX|EEIZ CHA| FAlSHof & LICt.

« Amazon Inspector Z& 0l ECR MAZH 7|ZHECR re-scan duration)O| 43 E|1 O A|ZtO]
ZAntstH o|O|x|o] A MEN7I AFR ZE inactive®t &7 expiredZ B8 o|O|X|of|
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https://hub.docker.com/_/scratch
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
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CHEH 2 & 2had M A0 25|58 of| 2FEL|CH O Z3F Amazon ECR 2&0 A 71 &Ef7}
SCAN_ELIGIBILITY_EXPIREDZ EA|ELICE.
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Amazon ECR Z2}0|8! HIRIAEE|2 HAER HX|AEZ

AR A A E AL 8stH LA EE BXIAEE[e] 2EIXE Amazon ECR Z 20| Bl X|AE 2|2t

Amazon ECR2 Xl Ct & YA E R BIX|AEE[ol CHEF EAF FHA| #& dEdS RIRELICH

« Amazon ECR Public, Kubernetes 74Ei|0[L{ O|O|X| B X|AE 2| & Quay(2!E EL g

» Docker Hub, Microsoft Azure Z4E{| 0| Bl X|AE 2, GitHub Z4E| 0|4 Bl X|AE 2| & GitLab Z1E 0|
L BIXIAEE|(E 2t &5 2 AWS Secrets Manager 215 E Q)

« Amazon ECR( AWS IAM &2 AIE 8t 215 EQ)

GitLab ZIE|O|Ld BIX|AE 2|2 ZHS2 Amazon ECR GitLab2| MH|AE A Z EQ||0{(SaaS) M0l
Ok EA 2 FHAIE X|PELICH GitLabQl SaaS M E At&of CHet AEAMIEH LI 2 GitLab.comE & X3t
NL. -

H ot oF 5 (04: Docker Hub)E A8 8t 15 0| EHR 8 UAER HXAERQ B2 Eot 015 HE
AWS Secrets Manager 22t 2t 3 0ofl K{& 50k & L|Ct. Amazon ECR 2&2 At835t04 QI8 & 2
E& BIx[AE 2|0 CiEt Secrets Manager £ 0t E Mg = A &LICH Secrets Manager &2
At 835104 Secrets Manager 20t £ & 5= wEdol| CHet AtMIEH LIS2 2ot S0 UAEF 2
|.

ZX|EE| A 5H ~HE AWS Secrets Manager MME & X SHMIS.

Amazon ECRC| A2 YA EZ| 4l [} 2 AE 2] Amazon ECR HX|AE 2|7} CHE AWS Ao £6t=
B IAM g S MAMsHoF ZrLCH IAM g S MM et= % .=1 of CHEt REMIEH L2 WXt 7HE ECRO|
M ECREL| EAF FAl0f 28 IAM A EHMHE XA AR

(@)

sl
OII

[m

2 o X|AEZ|ol CHE EAF FHA| #EIE EHT T Amazon ECR Z2t0|8! BIX|AEE| URIE
SHEk AAAE 2] BR|IAEZ|0|AM O|0|X|E 7} SL|ch 2848 Amazon ECRO| E|ZX|ECIE
i O|0|X[E =etolt! BIX|AE 2ol FHAIRLICH XIHE Ef27F /= FHAIE o|O|x[e| &
Z 9%0| 742 Amazon ECR2 UAEZ| HX|AER|MM siE EX Ef7} /= olO|X|e M B
BHol5t 1 &|A 24 AlZtOtCH BF M mpto|E! B R|AEZ|2| 0|0|X|E YH|0|E ST AZEL|Ct

mo 1> 0x = I
0x O [>
ok ok
I-JR

oI ZX|EE 48 HEH

Amazon ECR2 Z|ZX|E2| M el Z o] CHEt x|
FHA| =S AL 35104 AFE X} CHAI Amazon ECRO A

I
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/
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& LI Z HESols M BIEXIECIE S5 BETO| 0fAsHs of ASElE BEXIER HYA
TolA HEATF TEE0] Y&LICH HBIS BlAA 7|b HAA MM B0 HHY, otssf 4W
7l HA2 IR e 2E BEXIER HHO T4S XIWY 4 YBLiC BIEX |§E| 4 eERl 6

2 EZXIECIE 44
XEEols IS
2§ AojstE HE

2 ZAZ JYA| E= =X &He % of| A”’HEI El;‘tﬂE

Amazon ECR 24 F FHA| 7 =2 ALY M= CHS AFZ S nedslioF ZLict

n

= M E EAF Al 73 Mol X|HEIX| et&LICt
« 3 (HIO|&)(cn-north-1)

S (A (cn-northwest-1)

« AWS GovCloud(O|= &% )(us-gov-east-1)

- AWS GovCIoud(Ell‘_—'.‘ ME)(us-gov-west-1)

« AWS Lambda = EAF FA| FZIE AI2 5104 Amazon ECRO|A Z1E|O|L] O|O|X| 7} M2 7|8 X|&
SHX| et &LCt.

« EAER JIAIE AE35I04 0|O|X|E 7K 2 AL 0|0|X|E XS 7IX{2 [l Amazon ECR FIPS AH
A= ZOIEJ} X|HE|X| &t&LICH Amazon ECRFIPS MHIA QIEZQIEE AI25IH &5 EAR
GIPSESE==1 B w

« Amazon ECR ZZI0|8! HIX|AEE| URIE S35l FHAIE! O|O|X|E 7t 2H AWS IP 401 2|5H Of
O|X| 7IXM 2 717F A|=HElLICt o2 A 8t o|O|X| E0| YAE R BX|IAEE[0M 348 E Bi0|E
aretgko]| L& x| K| er&Lct.

« Amazon ECR ZZ2I0|8! HIX|AEE| URIE S35 FHAIEl O|O|X|E 7t 2™ Amazon ECR2 YA E
2| 2|Z X|ECIE 24 AlZtotct 8t H o] MAStod FHAIE O|O|X|7F Z| A HHHQIK| & QIgFL|CH HA
EZ| YXIAEE|of A O|O|X|7F UE B Amazon ECRE 7HA|El 0|0|X|E HOl|0|EstE{D A|ZEl
LICt. o] EtolHE= ZHAIE! o|O|x|2e| OfX|et EE 7|dto 2 &FL|C}.

« 0{fH 0|92 E Amazon ECRO| dAEZ| Y X|AEZ|o|A 0|0|X|E LO|o|EE 4 i1 o|O|X|E 7}
MOetE orX[efe 2 FHA|E! o|0|X|= 04 5] 7FK S LICt.
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T

- YAERIYKIAEE EOt 915 HE I} ZLEHEl Secrets Manager 29 &5 E PHE e EHoH &S
O|&0]l ecr-pullthroughcache/ HFAIE AI25HoF SfLICH EESH HOt A S = ZEAR FHA| &

o] &l S AE A 2|70 {ofof B LICH.

. EAR FHA| FEIZ AIR5104 CHS o} 7|ElX] 0|0|X|E 7tXK{2™, Amazon ECR 2|ZX|E2|2 oL
HAE S53 0jLHAE S50 H#XEl= Z 0|0|X|E 7FMSLICH £ ot 7|=X{E 7t K22
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Amazon ECR2 AlH|A 244 IAM S& 2 AFSELICE 0] 9E 2 Amazon ECRO| E|ZX|EE|E HH
St 11 Secrets Manager ¢t 2f & IS ZH5l0 QIE5IH ALEXIE CHAISH04 FHA|El O|O|X|E F A
b MHHIA AZ 1AM HE2 EAF FHA| 30| BHEO{E [

ot= O 28 HetE MSELC s
2 MMEILICH RIMIE LI EAF FHAl0 CHEF Amazon ECR AMH|A @173 o4& EHH S BT R SHA
A2,

72X o 2 F|A|El O|0|X|E 7K = IAM 2ot =R|of= IAM HA 2 S5l 2o{El HEto| &L
Ct. Amazon ECR Z2}0|8! B|X[AEE| HEF HAME A8 5104 IAM QIE{E|Q] HEE HRIE FIIE K|
MEg = U&LICH RHMEt HE = B XAEEZ| HE A2 XS L.

EAZR A YT EZEZE A25104 A=l Amazon ECR E|ZX|E2|E CFE 25 Amazon ECR 2|E
XE2IMHE FFELICH EA & o|0|X| A7 242 E% 2|ZX|E2| 7|s0| X|HELICE.

Amazon ECRO| Z2AE FIA| 2212 AIR5104 ALK} CHAI A E|ZR|EE|E MASIEs A AUx|st
= clZX|EC| MM  #E20| gis 8t OIS 78 A™Eo| 2l=X|E2lof M ELIC 2|ZX[EC| dd
HEZ2E AF83104 Amazon ECROIA A8 B|ZX|EE|0| M= MHEE AFEX CHA Holgh =
UELICH KtM|EH LR EAF A EE= SH &2 Sof MME|l= 2|ZX|E2|E Mot ’HEE
E2lg HXSHAAIL.
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EAR Al 7RIS AH85t0{ 2|2 X|E2|Q| o|0|X| Ej B S &35t Amazon ECROAM &
Ut E{IE AE5t= O|0IX|E UCIo|EE == Al ELICt

EAR Al FEIS AH8510{ S22 O|0IXKIE 7HKMLE AR Qe BZ27 ERE & &Lt
QIE{HA A2} st EY A48o| lenz MIfE WX|57| s Z2E MHeE ZW[o| E4LCH
[EtMHE AF8 3o QIE{H O|A VPC AIEXQIEE A83FHES Amazon ECRE T8t 42 & HHm|
Zof 2le{dlo] CHet B2t 9 =K| &Qls{oF AWS PrivateLink EfLICt O|Z 7| st= 8t 7HK| i

F_OE'I_I—I—
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QIE{ HO|EROIE AFE5tod S VPCH HEZR| MEUES MAst Ot QIE{lof C
H2E EfElE Z20|8] MEHM HEE MEHCR Bt st JYULICH EAF FHA|
g M835tE &% 0|0|X| 7K 7(ol= o] dHo| ER35tX| et&Lct. RHAlE LIS S otE 2
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html
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2 &gndo 2 AIR35H7| YeiMe Zetole! BlR|AEZ|of @155t o|0|X|E FE Al
| @ B+ Amazon ECR AP| H&tnt {E0{ Ct21t 22 F7} H§to|
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o =

ecr:CreatePullThroughCacheRule — E Al 7R MEE = e HEtE Fo{gLct
O Hete xt3 & 7[gt IAM HH 2 Sl —|-01|E|010|= grulct,

« ecr:BatchImportUpstreamImage — 2|% O|O|X|E A5t 0| O|0|X[E =Z2tOo|E& BIX[AE
22 7tK2 £ U HEt2 2oLt o ME2 Zeto|8l HIXIAEZ| HEt YA X2 ZF 7|5
IAM HHZ AL 5tHLE ElAaA 7|8 Z|ZX[EC| HEH HEE ALE5t0 042 = 9
E 2| Hatoll CHet RFMIEH LI 2 Amazon ECRCS| ZE2t0|E! Z|ZX|EE| M2 MME HESIMR.

« ecr:CreateRepository — Z20|H! B|X[AEE|of Z|ZX|ECE HEE = U= HEtS RoiF
LICt. o] #HEt2 FHAIE O|0IX|E MEst= EIZXIEE|7t o|0| EXfstR| &=
TEt2 A4 Y 7|8t 1AM B £ = ZptolH! HIX|AER| M HEHof o3l

dlX[AEE| Het ArS

Amazon ECR Z2}0|8! B X|AEE| HEI2 EAF FHAIE APgﬁP £ 74y IAM QIE{E| o] HEt HRIE

Xgste ol 288 + U&LICH IAM AE{E[o]| BX[AEE| HEF HHMo| M 518t HEHECHAM H
Zof A Foigt HEto| B2 B2 IAM EAo| MELICH. 01|— £04, AFE X7 ecr: * #HEHO| F04E
B0z tx|AEE| =&E0AM F7H Heto| EstX| &LICh.

Zeto|d! BXIAEE|of CHet Het WAME HM5t= W (AWS Management Console)
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9
E
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1. Amazon ECR & (https://console.aws.amazon.com/ecr/)
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4. PBIX|AEZ| M8H(Registry permissions) H O] X|0i| A
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a. "™ R (Policy type)2 2 EAF FHA| HAH(Pull through cache policy)2 MEHEFLICt
b. & ID(Statementid)0M EAF FHA| & HEO| 0|F S U EfLICH

=
c. IAM AIE{E|(IAM entities)l| A &R0l Z & e AL AL, 38 E= Fg S x[HeLt
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https://console.aws.amazon.com/ecr/

Amazon ECR

d. ZIZX|EE| YA O|A(Repository namespace)Z HAM S Q188 EAF FHA| 7
%I-L_||:|.
= .

|X-I
o

e. CIEZX|EZ| O|F(Repository names)HA 7 &2 MEE E|ZX|E2| 7|2 0|§2 X[Hg
0 & £04, Amazon ECR PublicOlA{ Amazon Linux 2|ZX|EE2|E X|HslEde G2 SZX|E

2| 0|8 amazonlinuxLIC}.

Zeto|d! BRIAEE|of CHEt et HAME HM5t= Y (AWS CLI)

CHZ AWS CLI HHEE AF8310{E AP35t Z 2ol BR|AEE| HEHE KIHFLICH AWS CLI.

1. HIXIAEZ| HAMO| L& ptc-registry-policy.jsonOlE2t= 2
Ct. CHE Ao ME AEXtAH EZXIEEIE HHetD Do MEE EAF FHA ﬁ"'iloﬂ Az
E PAE R AA QI Amazon ECR I{E 20l M O|O|XIE 7tXE = UE ec

cache-user &2 F0{&L|C}.

Z 9
il
o
HU
[\
El
ne

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
},
"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"
1,
"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"
}
]
}
/A Important
ecr-CreateRepository #et2 7HA|El O|O|X|E K& ste= 2|ZX[E2[7F o|O] ZXH st
X oteE dRoot 2Lt ol & E0{ EIZX|EE| dM dnt o|0|x| & =Hdo| 2|

RS IHEREQE 22 HE O IAM 2ot FA|of ofs =™kl <7t s ELICH
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2. put-registry-policy BEE AtE5t04 BIX|AEEZ| HAMS HAEfLICt

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

CHS B A

ELR A HEIE MEE EH|7I EIIe™ CHS A= Ch31 Z&Lch

« EAR YA FEIE MMEILICE RIMIEH LI 2 Amazon ECRUIA EAF FHA| #&! M EHdg &
ZotAAI2

- CIZXEC HE HESS MHELICH 2|ZXEC MME HESIS AIES5HH EAF A 2 50
Amazon ECROAM AF2X}F CHAI MAMSH M Z|ZX|EC|0 AR E MAME ™ol|s £ Q&L REA|sH
LHE2 EAF IHA| E= SA 2] ol MHE= 2|2 X|EC|E Mo{sle HES! EHalg &xsHY
Al2.

WAt HH ECRO|M ECRPTCR 2| Het M7

Amazon ECRO{ A Amazon ECRZ(ECROUIAM ECRE) EA R Al 7|52 AFESHH 2/, AWS H|
XM rE= £ Cf ZHof O|O|R|E RIs2e 2 S7|5He 4 Q/&LICH ECROIA ECRPTCE O|O|X|E 7|&
Amazon ECR | R|AEZ|2 F A5t CIR2AE 2 Amazon ECR Bl X|AE 2|0 O|0|X|E FHMEIEE
EAR A #EIE 7 EE = J&LUch

R H|1% ECROIA ECRZ LS| EAF FHAof 22 IAM Z43H
0424 AWS 7% 9| Amazon ECR BIX|AE 2| Z+oll O|O|X|E FHAISHE{T CFHRAE R H &M IAM
g ddstnol MMo| HMg Fdstod Chg HEtE MSELICH

« Amazon ECRO{|E

MEXIE Cirlstod YA E 2 Amazon ECR B X|AEE|0| A O|O|X|E 7IXK{E
Heto| WoBtLct IAM &2 MMstClg

S EAF FHAl FElof X|H5t0{ o|z{8t HEtE RO 4

r°l-

|
FUAAEE HXIAEE| ARALE FHA| BIRIAEE| A A0 O|O|X|E 2lAA HMO 2 T1H2

CHS EtA API {71 2015-09-21 108


https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-policy.html
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IAM J.%E*Oﬂ CHer Az E3 4

2| Amazon ECR Bl X|AEZ|0{| M

CHS oxll= AL KHE CHAISHO] HA olO
8% 01F LICt Amazon ECRE &g +ld

£t2 IAM g of Fofst= TEF YA
= Hete graL

[ =]

mo |m
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",

"ecr:BatchImportUpstreamImage",
"ecr:BatchGetImage",
"ecr:GetImageCopyStatus",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

IAM 3&hod| CHEF AlZ| A A A

Ct2 oMol M= Amazon ECR EA R FHA|E dgt2 £lgh £ Ql= AWS AH|A 2ot =X E AlEds
= AME Mg Ho{ELICt

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"

}I

"Action": "sts:AssumeRole"

[a

UAE 2 Amazon ECR HIX|AEEZ|0|M S|AA HEH A

3t HAEZ| Amazon ECR Bl X[2EE| &R At BIX[AER| MM = 2[ZX|EZ| XS F7I5t04
CIR2AEZ BXIAED| ARKo|A CHS 2 YE = st= Ol 228 TS Foisior gLct
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:root"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"”
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

Amazon ECROIAM EAE FHA| & AHA

Amazon ECR Zzto|&! BIX|&E 2|0 7HAlstEd= o|OIX|7} & El ZF UAER B KIAE 2|0 Cist
AR WA =S Y dsloF ZLict

oIl

ste UAEE HX|AEE|Q B2 2ot 218 HE E Secrets Manager 22t 25
E (o]

2 Eot7HLE M| A ZE e = AU &LICH Secrets Manager = ¢F
&= Amazon ECR O|Lt Secrets Manager 2&0{AM Mg = A&LICH. Amazon ECR 2& Of
Al Secrets Manager —E—%% &75}04 Secrets Manager 290t 2 S & dM5tE{H 2o S0 JAEE
2| ZX|E2| A2 5 K& AWS Secrets Manager MM HEFHM L

THH
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« HOot 50| 0|&2 ecr-pullthroughcache/E A|ZELICH. AWS Management Console 2
ecr-pullthroughcache/ M5 A7t Q= Secrets Manager £ ¢F ¢ &t & A[ELICY.

Hot AZ 7t e AE L 2lM2 EAF Al #20] e Al & 2l LR|s ok ghLch.

AR — o =

EAR A #EIZ MY 5= L (AWS Management Console)

& H7H= Amazon ECR Z2& 2 AI&3t04 EAF FH Al #&! & Secrets Manager 2
HeiZ 20{ELICt Secrets Manager 2&£2 AtE5t01 20t 5 & dMsttiH £
2|ZX|EE| Ak 5 MHE AWS Secrets Manager MM &= 3|

>

ouorr L1
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Amazon ECR IH& 2|, Kubernetes Z1E| 0|1 B X|AEE| EE = Quayl| BL

v

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/) =

=
B 230l ZEtol8l BIX|AEE| MHE FHE 2 E =L

gm

A oM ZEfOIS! BIX|IAEE| EAF FHAIE MEIRLICH

A w0 D

A FH Al 4 (Pull through cache configuration) H O|X|0{| A 72! F7HAdd rule)& MEIEFL

M

5. 1EAH: &4 X[E B o[ X0l A Bl X[AEE|of CisH YA ER] BXIAEE] S5 0|M Amazon ECR TH

[ |
E2| Kubernetes £ QuayS MEISH £ CIS2 MEdELICEH

6. 2EtAl: CHA X|& m O] X|oflA{ Amazon ECR Z|Z X|EE2| S Aol CHEH AA TH{EE! B|XK|AE |0
M7t 2 o|O|X|E FHAE I ArEE BlZXIEL| HYAATHO|A HMFAE XI""%P_T'_ CI2E MEH
gLICH YA O|AE 7|IBMo 2 REEXIBE AFEXF XIEH HIYUAH O|AE XHE =& &
LIC}.

7. 3EAH: AE L MM HO|X[0M EAF FHA| 72 FHE HESHCIS e MEdELIC

8. MMdlgde 4 EAF FHAlod CHEH O™ BHAHE EtSEILICH EAF FHA| FEI2 2 2|70 CHEH

2|
2 et

MHEE=A API B{%1 2015-09-21 111


https://console.aws.amazon.com/ecr/

Amazon ECR INT=IY A To] =]

Docker Hub2| A<

1. Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)2 L|Ct,

2. HAMDI0M ZZlo|H BIX|IAEE MME FHE 2[HS HEELICH

3. EMFo|M Ztol BIRIAEE], EAR FHAIE MEHELICH

4. EAZ F|A| F(Pull through cache configuration) H O|X|0{| A 2] F£7HAdd rule)E MEIEEL]
Ct.

5. 1EHAH: A4 X H 0| X|o| M Bl KIAE 2|0l CHEH Docker Hub, CHS 2 AME4EHL|CEH

6. 2EAH: 215 74 HO|X[oM HAER EoH 215 HE EHoH Docker Hub2| 21& 24 & ot Q!
5 HE E AWS Secrets Manager 29 ¢ X of & of = x|
Amazon ECR 2&2 M835to{ M Eot S & e = AAEL—“:I'-

a. 7IEES ASE AISsE{H 7|&E AWS EoF & AHES MEHELICH 2ot &% 0|F 2 B
? ESC22 At8st01 7|E EoF 5 & MEHSt & OS2 ME{ELIC

® Note
o= ecr-pullthroughcache/ 5 ALE AL&3t04 O|F 0| Q! Secrets Manager &
ok 2&t% AWS Management Console Bt EA|EILICH 8 2ot ts = EA R FHA| 7
20| dodE SUE H™Y L 2|Tol {Loqok FrLCE.

b. M HOHAEE CHERT AWS O 5 MR MWD OFS HYS £YE 2 O3S M
=3 LIch
. Hoters OlBolA ot %58 MBHE 0|&2 KIWEHLICH O 5 0|82 1~512
Aol QUIZE BAHE EEHsfok BrLiCh

iii. Docker Hub 4M|A EZ0{ M Docker Hub HAMA EZE K|XHELICH Docker Hub 4
NA EZ MMoi cist REMIEH LI 2 Docker A A{ 2| Cre
tokens& EZ3HMR.

ate and manage access

7. 3EA: 4 x| 0| X|0{| A Amazon ECR EIZX|E 2| HF A0 CHEH AA THE 2! Y X[AEE[o
M 7tX2 O|0|XIE FHAE I AHSE BIZX|EE| HIYATHOIAE XIHst OS2 MEFLICH

Hgamolas 7|B@Mez A IL(X|2H MER XY HYAHO[AE X|HY +L U&LICH
8. 4EA: HE & dd Ho|X[olM EAF A 73 FHE HES OhE ddS L=FLCH
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https://console.aws.amazon.com/ecr/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.docker.com/security/for-developers/access-tokens/
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9.

dMstiis 4 EAF FHA|f CHSH O EHAIE ehSELICH EAF FHA| FEI2 ZF 2o CHsH
H#EE AH A -|E|=.|__||:|.

GitHub ZiE||0|H BIX|AEE|2| B2

> w0 Dd

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)& QJL|Ct.

M D S0|M Zeto|H! BXAEE dHE FHE TS MEfgLICH
EHA Fol M ZEtO|H! BIXIAER|, EAF FHAIE MEAFFLICEH

EAF F{A| F4(Pull through cache configuration) H O|X|0{| M 7= F7HAdd rule)S MEHEFL|

- 015 M Ho|X|o|M FAER]| Hot 015 MEof chdH GitHub ZiE| Ol BIX|IAE 22| QI
O O

|: S
5 o 2oF 015 HEE AWS Secrets Manager 2 KEfslok gfLICH 7|1E Eot &S E
X835t 7Lt Amazon ECR 2&& AFE5I0] A 22t &5 & HHE + A&t

a. 7IE Hot g5 3 ASSHHM 7IE AWS 2o 45 AL S MBHLICH 2ot &5 0|82l B
S CECIRS A5 7IZ 2ot 45 8 Mest $ 0he 2 MfshLn
® Note

o= ecr-pullthroughcache/ S ALE AF&35104 0| 0| Q! Secrets Manager &

|
ok 2&t% AWS Management Console Bt EA|EILICH 8 2ot fs = EA R FHA| 7
20| ddE SUE A™Y L 2|Tol {Loqok ErLCE.

Il

b. MESHASE BFEE{H AWS EoF &f 5 ddS MEstn OhS e s 2 O3S o
SHErLICH
i. HotetE o|&o

ii. GitHub ZIEl|O| B X[AEE| M A EZ0|M GitHub Z4EIO|L4 BIXK|AEZ] HA|A
EZE XIEgLct GitHub HAMA EZ Mo CHE REA[EH LHE 2 GitHub B A 2
Managing your personal access tokensE& & E5HAMIL.
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https://console.aws.amazon.com/ecr/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens

Amazon ECR INT=IY A To] =]

7. 3CHA: cH4 X|& o 0| X|oll A Amazon ECR EIZ X|E 2| M5 Ato] CHa AA TH{EEZ! I
M 7 o|O|X|E FHAe [ Al E B|ZX|EE| WYATHO|AE X|HstD CISS MESSHL|CE.
HUAHO|AE 7IBMOZ RHEE|X|EH AFEXAF X HIKATH O|A
8. 4EHA: AE L MM mo|X|olH EAF FHA| A& T HS HESHC}
= =
= |

9. ddsttdi= 4 E4F FHAlof| CHsH O] EHA|

He 2 MEELICH

Microsoft Azure Z1El|O|L4 B X|AEE|C| B

1. Amazon ECR £ £ (https://console.aws.amazon.com/ecr/)S L|C}.

HAM DS ZEto|Y! BIX|2EE| MEE FHE 2[TS ML

M FolM zeto| X BIXIAER|, E2AF FHAIE MEFLICH

el
o
i

EAF F{A| F4(Pull through cache configuration) H O|X|0{| M 7= F7HAdd rule)S MEHEFL|

5. 1EAH: AA X[H HO|X[o|M CFS 22 = &Lt

a. COIX|IAEZ|0|AM Microsoft Azure Z1E{|O|L] BRI AEE|E MEHSHLIC.

b. AA BIX|IAERE| URLMIA Microsoft Azure Z1E1|0|Lq Bl K| AE 2|2 0|2 X|&stD Ct
MEHFFL|CE

0jo
fjo

/A Important

.azurecr.io MOIAIE RIS 2 MYUXIEZE HF AL X|HSHH ElLICH

6. 2EA: 215 7 Ho[X|el YAEZ! Hot 215 HE o M Microsoft Azure Z1El|O[L1 B X|AEE[2]
QlE #ed HOot Q1F ME E AWS Secrets Manager 29t &t 5 2 X{& &l oF gHL|CH 7|& 2o gt 5
E X|™5IHLE Amazon ECR Z2&2 AI835to{ A 2ot S & MME = JU&Lct

a. 7IEESASE ASste{H 7|E AWS EoF &5 AL S MEiFfLICH HoF &5 0|§2l F
* ESCI22 AI85to 7|1E 2ot o3 & MBSt £ OS2 MEiFLIC
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Amazon ECR

® Note

0= ecr-pullthroughcache/ S AIE AI&3t04 0|& 0| QI Secrets Manager &
ok 2&t% AWS Management Console Bt EA|EILICH 8 2ot s = EA R FHA| 7
=lo| M E st AE & 2|0l 2{o{oF gfLCt.

b. MESHsE prSEiH AWS EoF &5 MME MEStT O S e sdEt = 082 M
=Hehoh
i. 2ot YE olfoM 2ot &5 & dFst= OlF 2 XIYHLICH 22 4 Z 0|§2 1~512
Aol RUZE EXHE EESHoF ELICH

ii. Microsoft Azure Z1El|0|Ld B X|AEE| AFE Xl O|& 04| M Microsoft Azure Z1E| O[] B X|A
EC| AHEX} Ol € RIHELICH

ili. Microsoft Azure Z1E|0|L] BIK|AE 2| M A EZ 0l M Microsoft Azure Z1El| 0|4 B X|A
Eg| HAHA EEES K|™HELICH Microsoft Azure Z1E|0|L] B X|AEE| HMA EZS 0O

= =

== gedof it REMI8H L& 2 Microsoft Azure A A 2| Create token - portal@ &%
SHMI2.

7. 3EHA|: CHA X|Z O] X|oflA{ Amazon ECR Z|Z X|E 2| S Aol CHEH AA TH{EE! B RK|IAEZ|0
M7 o|O|x|E FHAE I AIEE BIZX|EC| WYUAHOIAE X|H5tD CHS S MEIELICE

- 1 -
HYATolAL 7B HOR BNEIRIEH SR XIT HIYATOIAE XIHE £5 s
8. 4EHA: AE U M4 HOIRIIM BAF Al A PAS HES CHS NS MBI

9. ddsttdi= Z EAF FHAlof CHal O|F EHAHIE BHSELICH EAF FHA| FEI2 Z 270l Cifs

2. EM ZZ0lM Zetolsl BX|2ER dY¥e F Y 2lTe MEELICH
3. EM oM ZeEto|s! HIXIAER|, EAF FHAIE MEIRILICH
4. EAF A LA (Pull through cache configuration) H O|X|0f| A 72! F7HAdd rule)& AMEHEL

niy

5. 1CHA: AA K| Ho|X|ol M BHIX|AE 2|0 CHEH GitLab Z1EO|L] HIX|AEZ|, CI28 MESHL|
Ct.
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.aws.amazon.com/ecr/

Amazon ECR NE=IN ] o] )=
6. 2EAH: eIE 7 HO[X|o|MH HAER Eot 21F HEof Cis GitLab Z4E(O[L4 BIX|AEZ|2| €l
& K24 5HE AWS Secrets Manager 20 & & 2 X{&ESHoF & LICH 7|& Bt &S E X|HSHH
L} Amazon ECR 2& 2 At&5to{ M| 2ot S & Mg = /A &Lch.
a. 7|& 2ot LS E AMS5teiH 7|E AWS EoF &5 A2 MEiFLICH 2ot et o|§ ol &
L EELI2E M835l0 7|E EoF 25 E Bt = OS2 MENELICH Secrets Manager 2
£ 2 AE75}104 Secrets Manager 20t & & ddst= ol CHet REAIEH LI 2 £t & 5
of JAEZ 2|ZX|E2| XtH 5F XME AWS Secrets Manager2 & Z35HAMIL.
® Note
o= ecr-pullthroughcache/ M5 AE At&35t0{ 0| 0| 2l Secrets Manager &
ok &t% AWS Management Console Bt EA|EILICH 8 2ot s = EA R FHA| 7
Eo| & SUE AY X 2ITol Ao{ok BrLICE.
b. MEQ ASE BHEE{H AWS 20t &t5 MMHS MElS T CHF 2 YE st = OS2 M
EHEFLICE.
i. Hotes o|FoM 2ot 5 & MHESt= O|F2 RIYELICH 2ot &5 O|F2 1~512
el RFLIZE BRHE EEatof gL
i. GitLab Z1E|0|L] MIX|AEZE| AL A} O|E 04 A GitLab Z1El|O|L B X|AEE| AFE X} 0|2
£ X|’ggLct.
jii. GitLab ZIE|O|L] BIR|AEE| HAMA EZ0|M GitLab ZIEl| 0| BIX|AEE| HMHA E
& X|H-EELIC GitLab ZHH|O|] B R|AEEZ| M A EZ Mol CHE XFAEF LIS

GitLab dBML| 7H2I AMA EZ, O F

HMA EZ = T2HE HYA ESS FX

ShMl=.

7. 3EA: CHY x| ™ 0| X|ofl A Amazon ECR EIZX|EE| HFAtof CHaH A4 HER! HX|AEE|o
M 7tx2 ololx|E FHEE m A8 E|ZX|EE| HIYFAHO|AE X5t CheS ME=ARLICH
HeAamHolA= 72 Mo BEE|X|T ASA XE HIFATO|IAE X|8E =X AU&LIC

8. 4EAl dE X LG HOIX|M ELF Al 78 FEE HEE OIS dd8 H=FLICH

9. dysttis Z AT Aol CHall oI EHAHIE BH=ELICH EAF FHAI FEE Z+ 2|70l CHEl
Hr 2 SYE L

AWS H& LH Amazon ECR Z2lo|d! B|R|AEE|ol B

1.

Amazon ECR 2 & (https://console.aws.amazon.com/ecr/)= LI|LC}.

A& AWS Management Console
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://console.aws.amazon.com/ecr/

Amazon ECR INT=IY A To] =]

2. B BR0IA Zetoly BXxIAER MYE P 2INS ME

= B |
3. EHAMEFM ZEo|H HXKIAEE, EAF FHAIE MEHEILICE.

4. EAER F|A| FA(Pull through cache configuration) H O|X|0{| A & £ 7HAdd rule)E MELEHL]
Ct
5 15H: dAEZ! x| H©o|x|e| HIX|AEE|0|A Amazon ECR Z2}0|8! 2! o] AX e MEistL|Ct
E 2| Amazon ECR BH|X|AEE|Q| 2|XE MENSH £ 28 MEdgtL|Ct

=
AHO|A X|H HOIX|2] FHA| HIHAH O|ANM & HFAVE UIE EAF 7 |
KEEIE HIEX| ofL|H HF AT Qs EAF FHA| E|ZXEEIE dEEX] ’.L"E—”.E LICt &3
o a2 YAEE HX|AEE|0|A o|0|X|E FH&st7| 2T YA
X

7. UAER HYAHOIAMM HAER BIRIAEEI Y ST MTAE IHKSK| iR E Mzt
Lk, HEA M YAER HKIAEE[C BE BZXIESIIM 7S & s
X

2 E|ZX[EE| MFAE X|He = OhES MEFELICH

ok FII'I

(® Note
Al H HAER] AT O|A ASAE X0l Ciet ZEMEH LIE = S HESHA
QRECRMAM ECR EAR FHAIZ E|EX|EZ| HMFA AFEAE XIH.

8. 3t AE X A HO|X|oMH EAR WA & FHE AES Chg ddS ME{EfLICH

0. MMsiE{s BAT JHAIDICO| IS S EHLICH AR FHAI FAIE 2 ETof Chel HE 2 A
MELICH

CHE AWS H 2| Amazon ECR Z2t0|8! HR|AEZ

1. Amazon ECR &% (https://console.aws.amazon.com/ecr/)2 3L|C}.

2. HMDZolM Zzio|H BIX|AEE MYE FHE BlHS MEIgLICH
3. EMM EofAM ZztolE! BHIRIAER], EAR FHAIE MEHEL|CE
4

E A Al F5(Pull through cache configuration) H O|X[0| A T+ & F7HAdd rule) & MEHEHL
.
5. 124 YA E2] x|™ Ho|x|2| B XK|AE2|0A Amazon ECR ZE2}0|E!
gruich 2o YA E R Amazon ECR HIX|AEE|Q| IS MEIEFLICY. 74I’“01|H A
Amazon ECR Zi|X|AEE[S| AWS H™H IDE X|HEt & Ctg2 MEfgLCH

6. 2FtA: e X|™ Ho|X[of M IAM 3 &of CHaH WAt AT EAF FHA| KM A0 ASE Astg M
Siet ChE dgs MEEU

1
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Amazon ECR INT=IY A To] =]

® Note

ol M MAEl HEHS 5= IAM g2 MEdSlof HL|ct At |2 ECRO|A ECRE Q]
EAZ FIAl0] 2R IAM KA,

L

7. 3E: HAAT0|A K| BHlO|X|2l FHA LIJATO|AOIA S5 HEATH U BAR JHA| 2I%
XIEEIE MAEX| OFLIH HEATL g1 BAR FHA 2IZXIEEIE HNYR| HBLIL ST
HMTAE Mt B2 HAER BHXIAEE|0IM 0/0IXIE HAsH7| 28t HUAmOlA0 U
2 A28 HEA OI8S XIRsHok Bruict

8. UAEY HYATOIAHM HAEZ HXIAEEI U SH MFALE 7HS K| 0L E Mt
LICH HTALE MEfEhX| ofo M YAER BIX|AER|Q RE 2lZXIE|IAM 7HHiS 4 QL
Ch. HAIXIZH EAISIH HAEE BIZXIE 2 HEAE XK & 088 Mtz

@ Note
IHAl X HAER] H YA O|A ALSAE X|Hol CHEF REMIEF LIS 2 MM E R otAl
QECRUXM ECR E4F FHAIZ E|ZX|EE| HFA AEX XH

9. 4HA: HE L M HO[X|o|MH EAR FHA| HE FES HES OHE A8 S MEHFLICE

10. ‘ddstei= EAF FHAIOICHO| EHAHIE BH=SELICH EAF FHA| A2 ZF 2|0l Cis HEZ A
MELICH

EAR Al &I MH5HE Y (AWS CLI)

create-pull-through-cache-rule AWS CLI B2 A& 3104 Amazon ECR Z2t0[H! B X|AE 2|0 CHE

EAR Al FEIS SMEELICH 2ot &S 2 QIB5HoF 5t UAER BIX|IAEZ|Q B Eot oI5 ™

E Secrets Manager 22t & $0f {3l 0F & LICH Secrets Manager 2&2 AI&35t0{ ot S E
5tzd™ 2ot et ol YAER B|ZX|EE| A3 5 KM% AWS Secrets Manager 42 & = 5HA|

AH A
[N
o
a1

A

2g|= zt YAER| YXK|IAEZ| CHEl CFS oM 7} AMZ =L Ct
Amazon ECR I{E&|°| A2

CHS oMol e Amazon ECR HE 2| B X|IAEZ|of CHEH EAF FHA| F3
Bl HFAME ecr-publicZ X|HgtLICt ol A 5tH g— = FHA |.,—.,L§;% 5
2|7t ecr-public/upstream-repository-namel| BE MHE Ar&5tH ELICEH
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https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecxr.aws \
--region us-east-2

Kubernetes Z1E|0|L{ HIX|AE 22| B2

CHS o|X|0| M= Kubernetes THE 2| B X|AEE|0] CHE EAF FHA| #2I2 HEFLICH E|ZX|EE|
MFAE kubernetesSZ X|HEILICH O|ZH ot EAF FHA| FEIS S6H MMsH Z E|ZX|EZ
HH &HE AFRSHA ELicH

7} kubernetes/upstream-repository-name2]

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \

--region us-east-2

Quayl| Z<

CHS oMM = Quay HEE BIX|AE [0l CHEF EAF FHA| FEE dEELICH 2|ZX[EE|
33 2 2|2 X|E2(7t

HFAME quayZ X|HELICE O|FEAH 5tH EAF FHA| HEIE Solf Y8

quay/upstream-repository-name| BHE HMHE AHS3HA ELICH
aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2
Docker Hub2| B<
CtS oMol M= Docker Hub EIXIAEE|of CHEH EA4F FHA| 72 HHELCH 22X EE HF
A& docker-hub2 2 X|HELICt O|FEA 5t EAF FHA| H#EE %6H ’é'i et ZF e|ZX|E2|7t

docker-hub/upstream-repository-name2| WH ®|HE ALE
& HE7F & E HoF of 5 o] M| Amazon 2lAA O|S(ARN)S X|

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \
--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-

pullthroughcache/examplel234 \
--region us-east-2
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Amazon ECR

GitHub ZiE||0|H BIX|AEE|2| B2

Ct2 oMo MHE GitHub ZiE|O|L] BIXK|AE 2|0l CHEF Z2EA R FHA| FEIS MASHLICH B ZX|EC]
HMEFALE githubS 2 X|HELICE O|EH ot EAF FHA| 22 S5 Mst 2 e[ZXIEE|7t
github/upstream-repository-name8| BE #|HE AHE5tH ELICt GitHub Z4E|O| BIX[AE
2| 2ot 015 HEJ} EE Hot o5 o] M| Amazon 2lAA O|F(ARN)S K| &l of ghLct.

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

Microsoft Azure Z1E{|0|L4 Bl X|AEE|o] B2

CtZ ol Aol M= Microsoft Azure Z1EO|L] T XK|AE 2|of| CHEF EAF FHA| &I HMHELICH 2=
XEE HFAIE azureE X|HELICE O|FHA 6tH EA T FHA| 722 Sl st 2 2|ZX|EE
7t azure/upstream-repository-name2| BH MHE ALESHA ELICIH Microsoft Azure Z1E| O]
HBXIAER 2ot 215 HET7F ZFE 2ot &F 5 o MA| Amazon ElAA O|&(ARN)E X|HsHof &

LICE.

oII

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

GitLab Z1E|0|L] BRI AEE|2| B

Cts X0 ME GitLab ZHEI0|L] BIXIAEEZ|0of CHEF EAF FHA| 728 MMELICH E|ZX|EE
HMTFAE gitlabe = X|HELICH O H 5t EAF FHA| #32 Sall HMe ZF 2= X|EE(7}
gitlab/upstream-repository-name2| HH M H S Ab28tA ELICH GitLab ZiE|O|L BIXIAE
2| 2ot 015 MEJF ZEE 2ot ¢F S o MA| Amazon ElA&A O|F(ARN)S X|5H0F & LIC

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \
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--region us-east-2

AWS & LH Amazon ECR Z2jo|d! B R|AEE|Q B

CHS o Aloil M= S8 AWS HE LHe| 2| ZF Amazon ECR Z2+0|8! BIX|AEE|of CHEE EAF 7Y
Al 7RIS MMEHLICH BIZXIES| HFAE ecr2Z X|HELICH O|ZHH 6tH EAR FHA| AEIE S
S Mt Zt B|ZX|EE|7} ecr/upstream-repository-nameS| WY XA E AL A ELICH

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--region us-east-2

CHE AWS H 2| Amazon ECR Z2t0|E! HR|AEZ

#

CHS ol Alofl A
A FEIS A
S Aadst zF g|&

S U AWS A™ L2l 2| 7H Amazon ECR Z 208! BIX|AEE|o] CHEH EAF Y
LI 22X EE| HFALE ecr2 2 X|HELICE O|ZH 5tH EAR FHA| FEIE S

XIE2I7} ecr/upstream-repository-name2| HWH MHE AFESHA ELICH of
M MMEE HEtE AF25H0d IAM 24& 0| A Amazon 2lAA O|§(ARN)S X|&3HoF & LICtAmazon
ECROIM EAF FHA| 7 A&,

]I°|' rr

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr \
--upstream-registry-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:role/example-role \
--region us-east-2

% 1o
>
0l
ol
lo 12

SIZXEZ| MY HEXS HHELICH 22X EZ| MY "HER
Amazon ECRO{M A} Mgt M EIZXECo AASE HEHE Y
L2 EAT A E= =X &2 o dME= 2lZX[E2E ANo{5
Al2.

AR A HEIO| REMHE HEELICH EAR A FEIo REMHE HBE I
AER PHRIAEZS HERT HZE HED YAER BX]| 2
Secrets Manager 202 & S 01| HAMAE £ U= S
Amazon ECRUIM EA R FHA| #E] AT HHE FZSHHAIL.

Amazon ECR2
e L E

FQIRFLICH RhMIEF L2

o|_>| B

Z A
==
o4 A
==
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22 AIRFEFLICH REAISH LIE 2 Amazon ECRUIM EA R FHA| F2I22 00|

AEE
2 HXAAL.

. BAT A A
x| 7H542 7| EHRd

—

Amazon ECROUIM EAF Al #& A5

50| 2t YAER BXIAEE|of CHa EAF FHA| #2IE YHEt & #=0| MHZE &St =X

HBE = JUELICL EAR FHA| 728 HEE [ Amazon ECR2 UAER BX|AEE|Q HERI

H4g BHED HAER HIXIAEE[o| Hot @15 HEII ZEEl Secrets Manager 22 2 20 HA|A
& 4= AEX| HelstH Q1B 0| MBHEX| =QIErLch

EAF FHAl A EAS AIENSET| Tof M EH IAM TEHO| U =K 3*0._|5*L— Ch ZtMEH LHE 2 HAE
2 XA EE2[2t Amazon ECR Z 208! BIXIAEE|E S7|8sh= O 228 IAM et EHHE HZ st
MAIR.

EAF I Al FEI(AWS Management Console)2 A3 5t24H

CHS Et7l= Amazon ECR 2£2 AI85t0{ EAF Al &2 AS 5t W2 Eo{ELICE

-

Amazon ECR & (https://console.aws.amazon.com/ecr/)2 3 LILC}.

2. EHAM DS ASY 2T A FAO| ZEE IS MEELICH

3. EM FolM zeto|H BXIAER] EAF HHAIS MYELIC

4. E2R A TE HOIXK|M HBY EAF Al FAIS MMELICH 23 O 2 =&0H2 o
T8 Ao M HiE HI|8 Mg

5. EAR A FE ME HE HOIX0IM & SECIR HIFE AH8sIT 915 &olg Megh it
Amazon ECR2 Zut7t Z& & iL{E E AR LICH

6. ZBstels 2t 24T FHAl FAlof Chah ol BAHIE Br= Bt

EAZ FHA| FEAWS CLIYE BB 5tedH

T
=5
=

validate-pull-through-cache-rule AWS CLI &2 Amazon ECR Z2t0[H! Bi|X|AEZ|od| CH
WAl IS HEste ol ASE LTt CHE o Ao M= ecr-public WA T O[A HFAL
LICt o] k2 AEE EAF Al #EIo| MF AL g2 2 HiELICH

o Hu

B EAL
EAE

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/validate-pull-through-cache-rule.html
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HollA isValid mEt0|E{E 52| 83 048 E LIEFHLICH true® B9 Amazon ECR2 ¥AE
HIXIAEZ[of HAZ2E £+ Ao QB0 MEFHELICH false@l B EX7F & MSto{ ZHE0f Ay
&LUICH failure TtEtO|E{E QIS LIEFLLICEH

2% o 010

Amazon ECROAM EAF FHA| RIS Z 0|0|X| 7FX

Pg M= & &F WAl &2 AL&3t04 O|OIXKIE 7HME M ALS St B

TEg HoiEL B
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AR FHA| HEIE ALE50{ YAER! O|0IXIE 7HME 50| 2F 7+ L5 M Amazon ECROI|A
EAZ WA EX HZE MM FARSto] 7ha UtAel @ F 3l s WS =elsiMR.
EAZ IHA| F2] 2Y S AIZHSH7| Mol A 1AM HEHo| Qe K| & QIEFLICH RIMIEH LIBR YA E
2| Y| X|AE 2|9 Amazon ECR Z2}0|8! HIXAEZIE S7|5t6t= O ZQ3HIAM T3t EHelg &t x5
AMAI2.

(® Note

CtS dlAMoM=0M AFHE SH= 7|8 Amazon ECR E2|Z X|EE| HJAHO|A ZF2 AWS
Management Console AF& &L|CH &7 745t Amazon ECR Z20|8! 2|ZX|EE| URIE At
gatof gLct.

Amazon ECR I{E2l9| AR

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes Z1E 0| Bl R|AE 2]

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

Docker Hub & 4! o|0|x|2| &
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docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note
Docker Hub 34| 0|0|X|2| B2 /library M5 AtE Z&3H{oF &LICt CHE 2& Docker Hub
SIZX|EE|Q] AR /library MFALE MEFslof %*HEF.

7|E} 2= Docker Hub O|0O|X|2e| AL

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub Z1El[O|4 &I X|AEE|

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure Z1E|0|4 B X|AE 2|

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab ZE| 0| Bl X[ A EE]|

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

Hot oS0 YAER B|ZX|EE| A3 5H X{Z AWS Secrets
Manager

150 2Hedt HAER B|ZX|EZ|H CHEt EAF FHA| #EI2 S8 M= 20 015 HEE Secrets
Manager 22t 2t 5 2 X&&liok &f LIC}. Secrets Manager Hot ot 5 2 AR50 H|R0| ghAish 2 9|
&LICH XEM|8H LI 2 AWS Secrets Manager 2 22 2 X 5HAA|2.
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i X 7|/gk oo B username= 7|2 K|35 Docker Hub A& Xt O|E2 4
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i. 5 | 7I/2f Ho{e] B accessTokeng 7|2 X|H3t1 Docker Hub HMA EE
2 222 X|HELICI Docker Hub HAMA EZ Hdof CHEH XtA|EH LI 2 Docker
MHAMO| Create and manage access tokensE & X 5HM 2.
c. 233 7|0 AL 7|E aws/secretsmanager AWS KMS key 2t € R XI5t CHSS MENE

LICt. O] Z|& AF&St= Ol E= HI&2 eigLIct XtAIEH Li& 2 AWS Secrets Manager
ME MB M| Secrets Manager2| 20 2t3 2535t I S535IE FZSHM .
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https://console.aws.amazon.com/secretsmanager/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon

ECR

GitHub

/A Important

Amazon ECROIE ecr-pullthroughcache/ HSFAIE ALE35HE 0|§ 2]
Secrets Manager 22t 2t % AWS Management Console Bt & A|EIL|C}

b. (MEH ALE) Tags(Ef1) MMM 2ot k5 0f EfTE FIHELICH EHE MEF2 AWS
Secrets Manager At& B A{Q| Secrets Manager 20 2t 5 Ef T X|HE HZESIAQ. T

o = —
et HEE g5 EX| e a2 ol MESHK| OtMI2.

>

c. (MEH AFEH 2lAA HBHResource permissions)olM 2lAA HE S Hot oF 5 of F7}5lE
™ &t T & (Edit permissions)2 MEHEHLICEH XHAM[EH LI 2 AWS Secrets Manager AHS
=

o
—
MH M 9| Secrets Manager 20 & S0i| HEt HM HAZEE FEFAML.

=

d. (ME§ AFE) HOH 95 =Rl EO &S E ChEol ZxllstE{H 2Ot 43 2X|S AWS
2|RMEEtLC Hot 95 2 R|Z =R|5HLE HOIXIZ CHA| S0rbM LIS Ol EXE 4

=H of 5
Q& LICEH REAMIEH LIS AWS Secrets Manager AFS AEAMO| E0ot 2f5 E CHE 2T

—_ A==

(MEH ALEH) WA T Ad(Configure rotation) HO|X|0A RHS T HE Z 4= USLICH T/ 1
HME & O3 LIS 2 = JU&LICH REM[EH LI 2 AWS Secrets Manager AHE B 2|
Secrets Manager 20t &5 WA E FXStM L. CHES MEIFLICEH

[== R - I |

Review(ZE) HO|X[of M E0t &t 5 ME HEE HEE F Store(XME)E MEAFLICH
Secrets Manager= 20t &t S50 2 S0t LICH &7t EA|L|X] 2™ Refresh(ME I

&S MefErLc

Container Registry

GitHub ZIE{|0|L] BIR[AE 2| 2ot 215 HE (AWS Management Console)E 2|8t Secrets
Manager 20t &t 3 & M45t2{™

1.
2.

https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2&2 L|C}.

Store a new secret(A 2ot &t 3 X{Zh)S MEHFHLIC,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/
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b.  FI/zk Mool M GitHub Eot Q15 HEE It #S T 7§ AABLICH 2ot Aol Ak
65,536HIO|ETF K| K& e 4~ Q& Lt

i A 71/2k Ho1e] B usernameS 7|2 X|H3E1 GitHub AFE X} 0|8 =2
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i. 5 $H® 7|/Zf Ho{el B accessToken2 7|2 X|H35t 1 GitHub HMA EEE 2L
O 2 X|FELICH GitHub MM A EZ Mdof CHEt REM[EF LHE 2 GitHub A 2|
Managing your personal access tokensE & Z5HM| L.

c. £33 7|0 BL 7|E aws/secretsmanager AWS KMS key 2t € R XI5t CHSS MENE
LICt. O] Z|& AF&St= Ol E= HIE2 eigLICt RtAIEH LI& 2 AWS Secrets Manager
A2 MH A 2| Secrets Manager?| 2ot &t$ r S35 Bl 553518 & XSMS.

/A Important
Hot ot E & $3t5l24™ 7|2 aws/secretsmanager ¥ =3t 7|1 AL 35Hof
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Amazon ECRO|E ecr-pullthroughcache/ HFALE AFS35HE 0|5 9]
Secrets Manager 29+ &% AWS Management Console 2t I A|E|L|C}.

b. (ME4 AHE) Tags(EH) MMM 2ot &5 0i EfTE FIteFLICt EfE M2
Secrets Manager AF2 MRH A Q| Secrets Manager 29+ &t 5 EfT1 X|HE XA, 2
et MeEE 53K ofea 2 ol X{E S| OhAIL.

o
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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A& LICH KEAMIEH LI 2 AWS Secrets Manager AFE MEAMo| HOoF ¢t 5 E CIE 2|7

—_ =9
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Microsoft Azure Container Registry

Microsoft Azure Z1E| 0|4 Bl X|AEE| 22t 21&5 HE (AWS Management Console)E ?|2+ Secrets
Manager 20t &t & OtEp{™

1.  https://console.aws.amazon.com/secretsmanager/0l| A Secrets Manager 2& 2 L|Cl.

2. Store a new secret(A] 20+ ef & X{EH) S MEHEFLICEH.

3. Heotef
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0

Hot s REMMCHE Rl Eot 458 MEfgfLICH
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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GitLab Container Registry
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https://console.aws.amazon.com/secretsmanager/
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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Secrets Manager 22t 2t % AWS Management Console Bt & A|EIL|C}
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6. Review(ZE) H|O|X[of|M EQt &5 ME HEE HES F Store(ME)E ME{FLICE

Secrets Manager= £ o+ ¢
=) E MEfgtL(Ct

ok
Ao
Ju

SE sotyLIct =7t EA|IL|X| et 2P Refresh(ME 1

ECRO|AM ECR 24 F FHAIZ E|ZX|EE| HFA ASKE X

AR WAl A2 ecr EIZX|EC| HAFAIL HAER] E|ZX|EE| WFAE 25 X|HELICH ecr 2
X E2| HFAtE #&0t ¢4Z2E Amazon ECR 7HA| BIX|AEE|O| BIZ X |EE| HIYAHO|A HSF A

ILICL. O] MFAIE A835tE 2E BIZX|EE|E &0 HolE UAEZ B XIAEE|ol CHa FHA|ZT
F A4
|

° H MW

ik

SEE B ZX|EEIE EAFRYLICE 6§ S0 HFAIE 2 A& ete ZE E|ZX|EE2(0 prod H&
Ctprod/. AZE E4F FHA| 20| iz BIX|AEE|| ZE E|ZX|EE|0| RESE ME 5o
E MFAIROOTE AtEgFLCt
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR ALERE7H0|=
/A Important
HMFAF Zoe g4 AUE /71 M8 ELICH ecr-publicg HFAIR X|H3E E< Amazon
ECR2 ecr-public/2 HFAE ¥ ZgLCH
UAER BEZXES| HFAME YAER E|ZX|IEC| OB UXIELICEH 7|BMo 2 2 MY &0
ROOTUAEZ B|ZX|EEQ LUX|IAZ = U&LICH Amazon ECR E|ZX|EE| HFALo] gfo| ot A
oot HAEZ 2|EX|ECS| HFME HMHEEY = U&LICHROOT
Cte E= E2F Al A2 MFAM FHEE 7IHIS R FHA| E|ZX|EE| 0|0 YA EE 2|ZX|EE
Ol 7to| fEE Eo{EL|ct
WAl HIK AT O] A UAEZR HYAHO[A OfE A GGHA| E|IZX[EE] >
UAEZ B|ZXIEZ])
ecr-public ROOT(7|&%)) ecr-public/my-app/
imagel - my-app/im
agel
ecr-public/my-app/
image2 - my-app/im
age2
FE FE my-app/imagel - my-
app/imagel
El-a El-a team-a/myapp/imagel -
team-a/myapp/imagel
my-app UAEZ A my-app/imagel -

Amazon ECRO{| A

3L
—
=

AR WAl 22X 2

| O|0|X|E 7[ME2 M =

upstream-app/imagel

E2F WAl 2H s
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E|ZX|E27t EXistX| XS

o
S

et o|0IX|E HE = 9

2| ZX|E2|7F EXHK| St =CtE 27/ = Amazon ECR Z2}0|E! HIR|AEZ|f 2|ZX|IEE|7} @A

Lt AAEZ! O|0|XIE 7tXM2E IAM 29+ F|0{H| ecr:CreateRepository ™EH0| £ 0{E|X|
LA 7| IHE Ol 7HE RHF %*%*?:.*L—ll:} O| L/ E sHZASIE{™ pull BHO| 2|ZX|EE| URIZ} SHIE
x|, dAEZ O|0IXIE 7IX 2= IAM 20 FX|of| 25 IAM HEH0| 20{EIRE=X|, L& FAIH
AAEZ| o|O|X|ofl CHEt 2lZX|E 2|7} Ogﬁga.;. o|O|X| &g +=&5t7| Toll Amazon ECR Z2}0|
HIBIR|AEZ|of MEE[R=X| =Ol5HoF B LICH HREH IAM THEto| CHE XHMISH HE = YA EE]
ol X|A E 2|2} Amazon ECR Z2}0|8! BIX|IAEE|IE &7|3t6tE O ER3 IAM HEt MMg &t x
M.

CtE2 Ol LR/ 2 of| 2Lt

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

Ojo

O|0|X|E & & + g2 2 LtElLi= 27 = O[0IX|7t HAER BIX|AEZ|of ERHSHR] L HL HA
EZ| 0|0|X|E 7t & IAM E 9t FX|0|AH ecr:BatchImportUpstreamImage T8H0| £0ik]
x| efekx|ok 2|Z X|E 2|7} 0|0] Amazon ECR Z 20|80l MAE| T Q7| 20l 7HE K} ghal
guct o] 27 & sHAsiz{™ HYAEE 0|D|X| o OIEIIXI Ei O|F0| 2HtEX|, s &=0| EXY
6+=XI 2|1 YAEZ O|0X|IE 7HML IAM oF Fxilof 2 IAM HEHO| Ro{ERE=XIE
FOIsHoF & L|Ct. Zl 8t IAM T8tol CHEE REMIEE ME = YA EZ| Y X|AE 2|9 Amazon ECR
co|2l BIXIAEE|E §7I8t5t= ol 228 IAM d?.f MME BIZSML.

_|\o|

n

0jo
rlo

P Ol 2 72| o &Lt

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

Docker Hub El|Z X|E2|0M 7IX{2 Z<R 403 2X|E 27 uM

Docker 34| 0|0|X|2 Ef27} X|HEl Docker Hub ZIZ X|EE[0{ A 7}

XM e A8 3= URIO /library/E Z &0k &LIC o & S0
aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag®lLIC}t. /1library/ for Docker Hub 3 4] O|0|X|E H2t5tHH EAF
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FHAl HEIE AI2510q 0|0|X|E 71X 2EdD & [} 403 Forbidden
82 Amazon ECRUM EAF FHA| #EISZ 0|0|X| 7t 27| Bt

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-
west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333 .dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECRO{|A = 2}o|E! o|O|X| EX|

2l ZX|EE EXE X|¥StEE Amazon ECR Z2I0|H! HX|AEEIE FAE £ & LICt Amazon
ECR2 2™ Zt SX2t %t AH SHME 25 R|HELICH X A SA7F 252w cHa HH™
Ol AA HRIAER|M EXM7I SHEIZE YRIAES et MRS A&l 0F L|CH RHMEH LiEe
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Hetn HIRIAEZ|AM O|O|X|E SA|stE O 2Rt Hete £o48LCh REAIEH LI 2 Amazon

ECRO| CHEF MH|A 44 8 M8 EHRS A2,

rol

o

FX S

—_

i

ol
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
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« AWS ME|M ZhoflE mAf 2™ SH|7F X|HEX| e &LICH o|& S04, us-west-22| E|ZX|EEE
cn-north-10{ SME o gd&LICH AWS THE|40f| CHEF XEMIBE LIE 2 AWS Yt R ZE S| ARN &

A2 BXRFAML.

3]

2Hol5! BIXIAE 2ol ChEH =& TAdolis BE FA0IM 2ICH 2572 TR CHAO| ZBHE £ 9l
of 2IcH 107H2l Flo| EEEILICH 2t Fxlof= /ch 10072l TEIZF 3 E & AL

3 o€ E0{, Z2EM Y HAEN AFEEl= o|0|X|7} & E 2|ZX|EC|0 CHal &
HE 4 s

- SH 742 ElZX|EE| YFAE X|Hstod Zeto|! BIX|AEE[0M SHEE 22X EE HEHE
£ KlELCH didE oA ElZXEE] HEHE AISsto Wit 2[H SH 748 MHEE ARt L.

« SX 2d2 o|0|K| FAIE Bt Ot B MEHL|C} 0 & £01, us-west-20|AM us-east-12 a2
us-east-10{M us-east-22 W x 2| SME F+98t B us-west-22 FA|E 0|0|X|= us-
east-1C 20t 5X|E 5t us-east-22 CtA| SAI5HX| et&LICt Ol S22 WAt 2| & wil A
M =M 25 M8 ELCt

- CHEE 9| o|0|x|& 30 O|Liol ERIIX|Et E2 AL =xof Alztol o 22 A2 4 &Lt

o
=3
- BIXI2EE| SHME AKX ZHe s>dskR| ef&LIch SXHE o|olx|et E|ZX|EEl= O 0|8 AE X

X etE M #3522 ANE =+ JU&LICH
k=]
=

CIAM M 2 4 57| g HIR 2T RIS YL SXEK gon HolH 2lZXIE2| Qo]
= dsE2 F=x| ek&Lct.

. BEXIEE M¥e 7IENMoz SXEX on, BEXIEE M4 HETS AS
MEe SRE + AALICH ol Mol BT WH TS, A28, BIERIER Mt Y
80| ZEELICH BIEXIEE M4 HEZ 0l THE AHAIEH LIS 2 MMS AESMREAR 7t

CC— iz

=
SH &Y Foill 48=l= EIZX|EE|E Moist= ’EE.

- EIZX|EE|0M BT EfHYE0| Edstklo] 1 7|E olOlx|et SUE i E ASSt= olOlX|7t
SH =/ o|o|x|7t SXMEXEF S5E Eias & EIX| ef&LCt o|2 2l o|O|x|of Ef 27} X[H

Z|X| g2 &+ A&LICH

Amazon ECRO{ CHet = 2to|E! o|O|X| EA| oA

CIS olXl= Z=2t0|8! o|O|X| SXI|of CHEF ULHEIQI AL AIRIE EO0{ELICH E AIE35t0d SXIE F#
Hot= 9 JSON It U2 e [ JSON M E AR HO 2 AFEE AWS CLIs= [U&LICH & A
83tod SXME Fdste A 4E Y ME Holx|oM SA #Elg HEE W RAHSH JSSONO| AWS
Management Console E A| & L|C}.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax

Amazon ECR MNEX 70|=

offA[: Bt CHef 2[™oll Cier At 2™ SH 74

ChE2 B BX|AEE| LA &t 2| SHE F#+/d5t= o8 E0o{ELICE o] oMo M= A 1D
1111222233330|10 us-west-2 0|2|2| 2|X0{M O] EXN| + & X|HSCt= A 7HHELICE

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

offAl: 2lZX|E2| HEHE AtEsH0d uif 2| |H 73

CI22 M5AF O|& gtut e x|steE 2= X|E2|o| CHal %t 2|™ SHE 7-5t= oM LICt of of|A|
M= AR ID7F1111222233330| 1 us-west-1 0|2|2| 2|™0|M O] EX| +AMHE X|HstT HEAH
7t prod®@! E|ZX|E2|7} Q= A2 7HE & L.

{
"rules": [{

"destinations": [{

"region": "us-west-1",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

]
}
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offA[: Bt CHef 2[™oll Cier At 2™ SH 74

CHE2 B HIXIAEE| LHOIM 2 & 2| |SXME 7+ -d5t= oE EodELICE O] oAM= AHIE ID7}
1111222233330|1 us-west-1 L us-west-2 0|2|2| 2|F0iA O] EX| 7+ E X|MHiCtE e

= A=

7HE gL

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
},
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

oflAl: At A™ SA| 74

CtE22 BllX|AEEZ|o| CHEF At AYE SHE 7-5t= o| & 204 ELICH O] oAM=
444455556666 | &l us-west-2 2|F0] CHEF SXNE FTAELICE

/A Important

& AE SH7F Y MESE{H CHY A-HM SXE {8525 BlX|AER| HEH HAMg -
ok BrL|Ct. REMIEH LI 2 Amazon ECRC| Z2l0|E! HIX|AER| HEt B X SHAIAL.

"rules": [

{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"

ofMl: Bt CHe 2ol ChEt Wit 21X S/ 4
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oA Lol M o4 & X|™H

Ct22 BlIXIAER|o CHEH odE] SA 722 F 5= HAME ATHELICE o] KA MHE us-west-2
2|70l chell HSF A7t prod?@! E2|ZX|IEE|Q us-east-2 S|T0f CHall HF AT} testQ! E|ZXIEEIE
SX|st= sttel RIS R 111122223333 Adol Ciet SME F+ 8 LICH SX F+4ol= =ICH 1074
ol 20| ZEtE + oM Zt F&|2 2|0 25712 Che & x| ch

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

.
{

"destinations": [{

"region": "us-east-2",

"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

}]

}
]
}

Amazon ECRO{IA Z2}to[8! o|O|X| A £

Zetol& BIR[AEE|o CHE 2IHE SME FEELCH 2l ¢ SHM E= AE 2 SN E 788 =+
A& LICH
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M DZ0|M EXAEE SHM MYE FEE 22 MEIFLICEH

&M ZHol M ZZ2ol8! B K| A EE(Private registry) S MENELICH.

ol BIXK|AER| HO|X|o|A M S MEHECHE =X -0l HES MEHEFLICE.

=X (Replication) H O| K|l M =X 7% F=7HAdd replication rule)& AMEHEFL|CE.

CHah & (Destination types) H O| X0 w &t 2| X, it HHE SXN £= & CHE AISSIES

MYEX| MEHEH 3 CFS(Next)2 MEIEHLICH

M E=X7F gM85tE 4 i 2/ 7 4(Configure destination regions)0i| A 3tLt O] 2f Q]
CHS (Next)2 AMEAEFLIC

8. A HXM =EX|7 EAISIE Z S X|(Cross-account replication) 0l M Bl X| A E 2|0

CHEF A AY S| dHE MeEfgtL|Ch CH4 A& (Destination account)ofl CHAH A& o] HH ID

ol 5tLt o]&to| SX|g CHA 2T (Destination regions)2 21248 LICH CHA 7|1 +(Destination

account +)& MEHSI0 F7I H™HE SX Y o2 T g Lot

o o K~ w D

>

/A Important
xt AE SH7FLMEE{H CHa AHoM SXME S85IES BX|IAES| HE HME
FAMEH0F EHL|Ct. KFAMIEE LI 2 Amazon ECRC| Z 20|l HR|AEE| HEt BHE &
SHAAIL.

9. (ME4 ALE) EE| F7HAdd filters)H 0| X|0l| M =X &0 CHaH StLt O 4o HEE X|Het CHS
ZF7HAdd)E MEIELICH =X 2Fdnt "Eﬁa Z ZIE{of CHall o] EHAHIE grS§LICH EHElE 22
X|EZ| 0| HFALZ X|HEE|o{of Lct E 1 P =7HEX| o™ 2 E E|ZX|EE| LHE0| FH|
EL|ch B E ZE7} £74E/H CHE (Next)@ AEHEHLIC

10. AE 2! XME(Review and submit) HO|X||M SA| 75 74
rulte)= MEAELICE.

i

ffo

HdE

rok

FCH

Ojo

T2 M[ZE(Submit

1. dIx|2E2|of cHsi Heolgh S| 30l & E JSON IS BHELICH A FYols ZE 73
off CHel =|cH 25702 o CHaf Tk ZF #&IF 100702 EHE{7F Qe Z=|CH 10702 #=l0| Z&E +

o
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https://console.aws.amazon.com/ecr/repositories

AR 7H0|E

Amazon ECR
A& LICH XA HE LM &t 2[M SXME F45te{H TRl AM IDE XIHEELICH H B2
2to[8! o|O0|X| =X oM & & ZFLct

AA EH
0i A= Amazon ECRO]| CHEH

{
"rules": [{
: [{

"destinations":
"region": "destination_region",
"registryId": "destination_accountId"

1,

"repositoryFilters": [{
"filter": "repository_prefix_name",

"filterType": "PREFIX_MATCH"

3]
]

}
dlX|~E [0l CHEr X 7 4E dEgLh

2.
aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \

--region us-west-2

3. HXA2EZ| MHHH

aws ecr describe-registry \
--region us-west-2

APl 471 2015-09-21 141

=T



Amazon ECR INT=IY A To] =]

ZA2 YA EE 2R 5] Sof MMEl= BlEx|E2IE A
=

ofst= HEZ

Amazon ECR 2[ZX|E2| dH HEZE A&35t0{ ALE A} CH &l Amazon ECRO|AM 483t = 2|Z K]
2lof| CHet MEE HolgLict 2|ZX|EE| M HEXo| MY E|ZX|EE|E Mddt= SetoBt &
5 7|E 2|ZX|E2|L CHE WS AFE5H0] AT 2|2 XIEEol= Q2 F=X| f&L|ct $XY
S|ZX|EE| Md HESZ AL85t0{ 0|28t 7|soi CHE 2|ZX|E2| M o MH2 M8 = U&
L|CF.

ElZX|EE| 44 REE2 O3 2lMo|ME X|HEIX| ef&LIcH

« 53 (HO0|&)(cn-north-1)
S3(dAF)(cn-northwest-1)

AWS GovCloud(O|= S )(us-gov-east-1)

AWS GovCloud(O|= M&)(us-gov-west-1)

BIERIEE] M HES BS WA

Amazon ECROIAM AFEXFE CHAISHOd M Z2tolH! E|ZX|E2IE Mok 3t AR 7F USLICH o
Al

- ELAF A HEIE HME2E AE50d YAER E|EX|EC|Q 2HIAE HAMSt T Amazon ECR Z
2to|s! Bl x| A E2loi| KME ELCh.

Amazon ECROM EIZX|EE|E CIE 2™ E= A™Ho| SA|siEis B2.

E42 F4A FEOILF SHIE BIZXIE Bl Yxlsts BIZXIEE| M4 HEZO| 8 B Amazon
ECRE M EIZXIE2l0| 7|2 MBS AL BLICH 0|23t 7|2 MRols B 24 SR, AES-256
ot £ 3t AHS, BIEXIEE| EE 23 F7| HM ©g o 8 S0 LI

DZXED MM EIZEIS AR5 H ZEA

TH=2 O
ICk M 2lZXIEE|2 EHZL EHY &E3 74, 2

$_
Amazon ECR0| M3 MAME Holg = A&
EZXEC HE =8 F7| HHM ElAA E|OE Holg = J&Lct

AFE Hrd API HH 2015-09-21 142



Amazon ECR INT=IY A To] =]

F Al HHolM 22X |EE| & HESE AFSE [ Amazon ECRO{A] A
_z_

CHS Choloa 2 &4
E5le HIAEEE Eod

L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Replication Repository

or
Pull through cache

Repository creation template

OS2 BlZX|E2| 44 JES 9| 2 mheto|E o Cholf XkA|S| B R LICH

MFA
MFAM=s HESL HAZAE 2|ZX|E HIFATH O|A HFALRJLICEH O HFALE AFE 3o MAE
2E 2|ZX|E2[ol= o] HEZ0| MolE Mol MBELICL o& S0 HF Al prode= prod/2
AztetE 2 E BlZXEE|o MEELIC OrEH7FRI2 HF AL prod/team prod/team/S 2 Al
ots 2 E 2lZX|E2o MEELICH F el RIESE Z&5ts BXIAEZ|M & ’RES o
S A7t ‘prod’o| L CHE "HIESIO| HSF AT} ‘prod/team’ @l 5'—?— S A7} ‘prod/team’ @l EIZ2!0] 0]
&0| ‘proditeam/2 2 A|Z5tE 2 E E|ZX|E2|0 MEE LCY.
= o

M EE0| 9 HKIAERI0 RE BZXIE B0l HESS S5t ROOTE HEA
o

/A Important
HEAL B0z &4 F-‘?—l‘.’:lE._/ I M ELICH ecr-public2 MFAIRZ X|MHsteE B2
Amazon ECR ecr-public/2 HSFAIE FZELICH EAF FHA| #EIE AI85l= 4
L A MM S |’55'3FE CIZXEC| HFAE CIZEX|EC| HE HES! HFARE K|

Yol oF ErLCt.

Ol YES AT M= A 0| BIEXIEE| Y4 HEXO 8BTS UYsts of ALRELILH
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HetE 2odgfLct.

 ecr:DescribeRepositoryCreationTemplates - BIX|AEZ|Q| E|ZX|EE| M4 HESIS L}
Pg £+ U= HEHE FogLch.
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2 Fo{gLct.
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"Allow",
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"Allow",

[
"kms:CreateGrant",
"kms:RetireGrant",
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nen

[
"ecr:CreateRepository",

"ecr:ReplicateImage",
"ecr:TagResource"

"2012-10-17",
L
"Effect":
"Action":
"Resource":
"Effect":
"Action":
"Resource":

1,
1,

"Statement":
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2l EZ 2! AWS Management Console A EIZX|EE| Ei EE&= KMSE A3t EIZX|EC| Mo &l
Z30M 2| ZX|EE| HY A2 XYY HE AE5t0{ Amazon ECRUIM AL & = Q= g2 M
ME = A&t

AWS Management Console

s YdstcdH

off 2321 AWS Management Console 5t 11 https://console.aws.amazon.com/iam/://https://
https://https://https://:/Ihttps://https://://nttps://:/nhttps:/:/Ihttps://://https://https

2. ZEo MM ALs Mt £ HE HHS =L

3. ARERRIE A g ME

4. MEXRFXIH A= HA A Mof ool LIt U= AEXF XH A= HAE 204 &L

—

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]

}

5. Next(CtZ)E MEAEFLICE.
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AWS CLI

o

create-repository-creation-template AWS CLI B&2 Zeto|8! B|X[AEZ|of CHEt 2|2 X[EE| A

MBS Maste ol ASELICH

c2lZX[EC| 44 EE3/(AWS CLI)E BrEciH

1. AWS CLI & AF&3104 create-repository-creation-template B230i| CHEF AZIBES AT L
C}.

aws ecr create-repository-creation-template \
--generate-cli-skeleton

BEo| Eol= ElxX|E2| dH HES o MA| FE0| EAIELICH

"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE and
REPLICATION
"prefix": "string",
"description": "string",
"imageTagMutability": "MUTABLE"|"IMMUTABLE",
"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",
"kmsKey": "string"

Iy

"resourceTags": [

{
"Key": "string",
"Value": "string"

15
"customRoleArn": "string", // must be a valid IAM Role ARN

2. O|™ Et7H|o| E242 AF85104 repository-creation-template.json ItUS A&
Ct. ol HIZ2!2 O|0|X|E & F SIZX|EE|prod/*E FA| U IIKE = Ues E|ZX|ES HH
2 Al23sto{oi M MAE RE Z|ZX|EE|of CHEE KMS &5 35 7|18 MXstm, 237t x| o|O|
X|E BHEAFIE Y F7| A2 MXS T, ECRO| KMS 7|0fl HMAS D EAA EITOE &

Z Z|ZX|EElexamplekey0l| B E = UL E ot= AFSAL XY A2 A™FLICH

— I

0 rlIIO
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"prefix": "prod",
"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",
"appliedFor": ["PULL_THROUGH_CACHE", "REPLICATION"],
"encryptionConfiguration": {
"encryptionType": "KMS",
"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-
cdef-examplel1111"

},
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "MUTABLE",

"repositoryPolicy": "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Sid
\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"]1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

3. OIS BHS AE5tod ZlIZX|EC| MM HESZ ptELICt CFE oA M repository-
creation-template.json CH&l O|F EtA[O|AM Mt 714 Tt Aol O|F S KIZdsHoF &L
Ct.

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json
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AWS Management Console
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7. T4 MEe A=stn Yools gL

8. UGIOI=E Meistol M AN HEX T2 HSHLIC

AWS CLI

D ZX|EQ MM HEZ2I2 HE 52{HAWS CLI)

update-repository-creation-template &2 AFE5t0{ 7|&E 2|ZX|EE| M8 HESE A

EgtLict HlZ30| prefix 2t2 XI&sHof #L|ct CHS MMM E prod MFAE AL
S| ZX|ES| M HESE YHlo|[EFLICH

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE"
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4. ElZX|EC| 44 JE3 Ho|x|oM Afxe EIZXIEE] Y HESIS MR
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AWS CLI

SIZX|ES| M "HEZAWS CLI)2 A 5t2{H

-« delete-repository-creation-template.html WHEE AtE5t0{ 7|E E|ZX|EC| M RERE 4f
MELICH ®IZ30| prefix 22 XI&sok &fLICt O oMM = prod MFAFE AFR5104

E|ix|EE| AHA—| E-II% % AI-X."oI-L_“:l.

aws ecr delete-repository-creation-template \
--prefix prod
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Zx|EEof MEst7| Tof BHo| B2 Al7|= Ol0IX|E &elste 2ol S2ELct B|ZX|EE|of
T F71GME MEstH, s 0|0|X|E Bt= 7|Eof FEE 7 24 A2 OLHo BF2E o= ol &5f
OF & LICH Amazon ECRO| =& #7| E&of Mzt WS +AE W 0] 22 AWS CloudTrail2| 0]
HEZ HRELICH RtME W82 £ ALE5101 Amazon ECR %4 22 AWS CloudTrail Hag &=
StAAIL

CtS Clolo{a&2 =& 7| 3 {3 E2 & ZoiELICH

All rules are
Create lifecycle . |Save and run test .| evaluated and o Tr|1_e ;uées aée .| Review the . |[Apply the rules as
policy test rules 7| lifecycle policy 7| images are *1arp "IE ;sr?[ 0N > results of the test || a lifecycle policy
marked rule priority
1. St O|¥ ol HIAE =2 M gLc
2. HAE #F=EE Mt 0|2l 27|18 gLt
3. Y FV|HEMLItxte ZE 7RIS A2 ZF 30| WS F£= O|0|XKIE EAIFLICH
4. DM OE B F7| M 77l 73 M =2l et 732 MEstu 2|Z X220l 2tz
E|= 5 MHE O|0IX|E EAIELICH & M =@ HEII HEFT M &=2[7F ot &Lt of
8 S0 M7 191 FAIR SM=2|7 2] FAIECH MELIC
5. HAE ZDE AESIo B2 E ZWo 2 E AIE o|0|X[7t o= 8t o|O|X|QIX| &QlghL|ct,

0%
ER
N
0
12
lo
L.
ofn

4
e
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Amazon ECR INT=IY A To] =]

6. EIZX|EZ|0 g =& F7| Moz EHAE 73S HEELICH

[>Ty |
7. =38 F7| EMS ddstH, o|0|X|7t Btz T|E ol FEE 7 24 A2t oLl B2 E W= of &S

OF &rL|C}.
AN ~ X 1L X
3 37| B WL A
£ F7| MM YIIXE £ F7| HAMo| WE JSONS| L2 EAstoi RE 22 WIlst Ol #
2 M =2|of et olz{et 1Al SIZX|E2| LHe| o|Olx|of 2 E& o] U&LICH CIES2 &
ZF7| M ™It xto| =2lof CHal KEMIS| AHEEFLICH o Al Amazon ECRS| =24 7| & of x| Al
g HZSM2

mazon ECR =& F7| H&2 Fx| o|0|X|E AtX[Et =

X olE|HE7 2|ZX|EZ0 UE A
o2 ™Ma|gtLct.

24 A2t O|Lol i OFE|HMEE Xt S

. 3R M £=Qof BAHQI0| ZE FEIO| SA| WIHELICH RE FE0| WILE|H 72 M &2]of
(et #=lo] S Euch.

>|>

o M=b3| & 7 2= NMZE = olsl o|O|x|7t BFR E LI

- Aol Bl X' 7ol Y x|st= o|0lX|= Oo|ECt M=27t 2 #Elof 9|5 B2 E|X| et &L
Ct.

« HEI2 MU EH =2 FEIeE EAIE o|O|X|of EAIE == gioLt, FRE|X| 2 JAX{FH Al
g = Asuct

- 73 HEtoleE et efa M5 A &Eol £ E|o{oF & LCH

- QX 8t JHo| =IO Ef O E|X| L2 O|0[X|E MENE = U&LICt

- OLHAE S50{AM o|0|X|E &Z5tE E< O|0|X|7t BFE2E|2{H HX OiLIHAE SEE AMK|H
OF &Lt

- Ot2= &4 pushed_at_timeO| BHSIH, &4 Ai o|0|X[ECt 2eiEl o|0|X|7F HA B2 & L|CtH

o = F7| YA A2 tagPatternList = tagPrefixList & tLIE X|HE £ QUX|BF £ C}
XHe == d&LIct sHx|B =& F7| HAMol= ofe] 720 ZEE = UM ChEH 3]0 A
HE D HFA S52 25 AASELICEH tagPatternList == tagPrefixList 240l e 2 E
El27} O|O| K|

=

o| ef oot Yx|5tH O|0|X|7} BXMo 2 UX|ELICH

- tagStatusO|(7}) tagged?! B tagPatternList & tagPrefixList Oi7HEd0F ALSE
= U&LICH

l2em ol0|X|7} UEFtE TE{Q UxISHH O|0|X|7t MBXHo =z

04, prod* ZE{E ™M&3st™ 0|F 0| prod, prodl &= production-

b5t olOIx| Ef 1ot UX|ISHA ELict OrEHIHX|2 *prod* HEE MHE

- tagPatternListZ2(E)
Ux|5t= JLICt ol &
teamlzt Z0| prodZ Al

>|ru|n >-

d

_ :
PSR

oF
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5l 0|5 0| repo-production EEE prod-team@ 20| prodE Z &5HE 0|0|X| Ef2QF YUx|5H
A Euct,

/A Important
ALY A UEFIE(*) = ACH 47HZ MEHEILICH OlE S04, ["*test*1*2*3",
"test*1*2*3*" ] 2(=) RESHKIB ["test*1*2*3*4*5*6" ] 2(2) K& 5 K| A &LICE.

tagPrefixList AL& Al tagPrefixList ztoll Qe 2E A U=7tE EE{7} 0o|0[X|2| Ef1 8t Y
XlstE < olOlx|7t 43 M= URIFLICH

countUnit It2tO|E{= countTypeZt sinceImagePushed®! A0t AL ErLC}.
H

_I_

ot
countType = imageCountMoreThanOlME= pushed_at_time2 HIE S ZE M JEE 2eiE

Jo 2 O|0|X|E &7/t CHE XI™ FIR2EEC & 2 & 0|0|X|7t Bt ELCH.

countType = sinceImagePushed0| A& pushed_at_time7t countNumberE HIE® S Z X|H
o 2 Qe E 2 E o|0|X|7F BrZEL|CH.

Amazon ECRO| £ =7| XaH O|g| B 7| MAd

4 4>

A
o

LN

B F7| EH 02| 2718 AHE5tod 2& ™ o|0|X| 2|ZX|EEoM =B F7| HHo| JFS &elgy
AU&LICH =8 F7| S HE L0 JHRoP7| Mol 0|2l E7|E +=™&st= Kol 2 At Lch.
(® Note
Amazon ECR £X|2 AF235104 0] 2|X EE= A Aol A 2|ZEXEDE SASIe A2 &1
F7| S22 i 22X |E27F YEE 2I-e| E|ZX|EE|0B ZXIE F[E += JUcts Hol |
O|gfLICt. metM SH7I #dstE 2 2lZXEEIE SAsteds 2 2™ L Al-o| =8 F
7| EME W5t oA g = &L
3 F7| H2H M W (AWS Management Console)
Amazon ECR 2 & (https://console.aws.amazon.com/ecr/repositories)= & L|C}.
M IS0l =T F7| EH 0|2l BV Ade 2|EX[EE7 E0 /e 2IdS MEigLIC
et M & ol Zeto|8! B X|AEE|(Private registry)0ll M 2|Z X| £ 2|(Repositories) & MEHELICE
Zzto[! 2|Z X|E 2|(Private repositories) H O|X|0| A E[ZX[EE[E MEHSIT 2 EFCIRS

Ar&35t0od =& F7| HH(Lifecycle policies)2 =18 L|CH.
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5.

©

S| ZX|EZ|ol CHE =& F7| M2 72| 10| X|ol| M E|AE 72| TE/(Edit test rules), TH&! A4
(Create rule)= MEHEFLIC

2h 0 57| B HIAE Tl CHE CHS M2 HEE XIFSHL.

a. TE M&=LQ(Rule priority)oll & M= HEE LFLICH #& M =2lof et =
B 7| G FE| 0| ML= = M7t AHEELICH A7 & E+8 M =27t EotELIC
0E E0{ RM=27H 12 #E2 fME=R|7t 20! #EECE MELICH

b. 7= M(Rule description)0ll = F7| M2 7 2alo| MHZ Ql24%hL|C}

o =
c. O[OIx| &Efoil CHsll E{T XIHE(JALEFE LX), BT X|HE(HFA LX), B2 g5 E=
D& MEfELICH

/A Important
ofz] 7He| E{ 2 & XIHstH, XIHE Ef27t = 2 E O|0|X[SEH MEFELICH

-4

d. O|O|X| &fEfoll CHaH Ef T RIHE (A LUEFIE LR))E MEAE A2 o UEFtE Ux|of CHE
Ef T XIHoM CHal = F 7| H3of| (et =XIE F|E 4 LEFE(ME AHE 504 o|0|X| Ef
a1 552 K-8E = U&LICH 08 £04 prod, prodl, prod2 S22 0|0|X|7} E{2E|H
prod* (&) X|&5to{ 2 o|0O|X|of| CHEt =X|E FISH ok & LICH oE] 7He| EfIE K| 5t

EHELICEH

od,
x|
M XHE E}27 e 2 E o|O0|K|STH MEHFL

/A Important
EAEE ALEFE(*) £ Z|CH47HZ2 MEHEILICH & S04, ["*test*1*2%3"

"test*1*2*3*" ] 2(=) FEOSHK|T ["test*1*2*3*4*5*6" ] 2(=) RESIX| &
&LCt.

O

e. OIDIX| &EHOl CHoh B RIRE(HFA Yx)E s 2 MT AL Yxlol CHEH B4 X|Sof
EE S XIHE 49

= = o
CHall =& 7| EHoi| ek ZXIE g ol0lx| Eia |5

f. Xl ZIE0lX ol0|X|7t FA|El ol = o|0|X| 7H+ =ntE MEE OHF, 22 X|I-E Lo

ASistE{T™ EHIAE MHE A& (Save and run test)S MEIEFLICY,

T2 Yx|sHE 0l0|X|(Image matches for test lifecycle rules)0ll M =& F7|
ofste HE S

A
L

u g
o
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10. Ol2l 27| 247 HFEARRMH =B F7| Mo 2 XM (Apply as lifecycle policy)2 E5+04 X
Hazo2 £ F7| HMS HELCH =8 F7| WS M8 F0i= 24 A7t O|LHof| ¥ &
= 0|0O[X|7t Bt2EZ od|&fatof & LICt

=
. DI2| 271 23 &R AR OB L OO HLAS £ F| G HAFHD S ol
AN

Amazon ECRO| Z|Z X|E2|0of CHEF =& T 7| A A

L
bl
=
>
fm
0Z

=38 F7| BME AMESIo OJALE 2|ZX|E2| o[0|X[|E B2 AIZ|E 3 HE S dEFLICH =8 F
7| Mg MMt Qe g ol0|x|7} 24A1Z ofLiol BtEEluct
(® Note

Amazon ECR SH|& At&5t0o{ o] 2| E= A ™o 2™ 2|ZX|
F7| A2 T E|£X|EE|7|' M E 2ol 2| EX|EE|ofE =X
olgtLICt. tEtM X7} A3t El AR BlZXEEIE EXsieds 2 2| U A™ol| £H F

7| g Mas DA 8 4 AUsLICH

m i
i
>
9'|_|
Ir
X
40
4>
02

A =2

D A 8 F7| X 0|2 2718 ddstod =8 7| E3 #& ol ofs| Brz &= o[O|X|7t ol
e O|0|X[2IX| & IghLICE X|&I2 Amazon ECRE| =& F7| EA 0|2 27| dd MME HZsHM 2.

£ F7| HA MM Y (AWS Management Console)

1. Amazon ECR £ & (https://console.aws.amazon.com/ecr/repositories)= 23L|C}.

2. EMBZ0M T FI7| Mg dHE EIZXEE7 U}e EIdE MEgLIC

3. EfM zto| mpto|! B K| A EE|(Private registry)oll M 2|XE X| E 2|(Repositories) & AME4EHL|C},
4. =Zgto|8! E[ZX|E2|(Private repositories) HO|X|0| M E|ZX|EE[E MEStD &Y EECIRS
A835lod £ F7| M (Lifecycle policies)S AMEHEHLIC.

2 ZX|EZ|of CHet =& F7| E3 & J'Hlolxloﬂkl T& M M(Create rule)2 ME{EFL|C}

F=H F7| Q™ 7Eof CHE OHE MF HEE LGN,

a. T& fM&=2(Rule priority)ol| #& M= HEE U=FLICH A& 24 =2lof et
P F7| HM F30| MBElE =M7t AYELUD A3 M e HEIH IEFE M &R
7} =OotEILICE & E0{ ME=Q7H 10! #E2 M=Q7t 29 #AIECH MFHLICH
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Amazon ECR

b. = dB(Rule description)0l| =3 7| H2 7 2o| dHS ={FLICt
A
o

c. OlO|x]| FEH01| CHstl B XIHE(QFLEFE L)
DSE MEELCH

/A Important
ofz] 7He| E{ 2 & X|HstH, XIHE Ef27t = 2 E O|0|X[SEH MEFELICH

d. OlOlx| &Efoil CHsll E{T XIHE(QJALETFE LR)E MEet B2 A L=7t= UR|of CHE
Bl XI'Eol M CHal =3 7| ZAofl EEPEP ZRIE FIE ALEFE(")E AEsH0{ 0[O K| Ef

OS5 XHE £ J&LUth ol§ §04 prod,
prod*2(&) X|&stod = E o|O|x|oi| CHEt =X
M, X|HE El27} e 2E o|0|X|S 0 ME{EL

—

prodl, prod2 S2Z 0|0|X|7} E{2&|H
E F|tioF gLict ofz] 7Hol EHOE XIH5t
Ct.

/A Important
EAEE ALEFE(*) £ Z|CH 47HZ2 MEHEILICH & S04, ["*test*1*2*3",

"test*1*2*3*" ] 2(=) FEOSHK|T ["test*1*2*3*4*5*6" ] 2(=) RESIX| &
&LCt.

el

e. O|O|X| & Efol CHal BT XIFE(HFAF LR)E MBS 32 HFAH Lxlofl CiEr Ef2 X[FHo]|
M ool =3 7| 3ol et ZXIE FE ol0|x| Bl SFS X

f. LRl 7|0l o|O|x|7} FA[E o|%F E= O|0[X| 74 Z1HE MBS CHF, 2f2 XIEELICH
~E

7. 5~TEHHE gt=stod =& F7| WX =g FIHELUCH

T3 F7| EH Ao tHAWS CLI)

1. =8 FI7| YMS YHE 2= X|E2|9] 0] 7t &L

aws ecr describe-repositories

2. =HF7| HMo| L83 policy. jsontte= O|§2| 2EZ mtdE BHELICH =T F7| HAo| of
M= Amazon ECRL| =& F=7| HAH of X EHHE XML

3. XMEL O|FE x|gstod +8 F7| M2 ddstn ddet +8 F7| M JSON mtes H=
L|C}.

M =A
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aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

A8 % 40] CHEt REAIBH LIS 2 Amazon ECRO| 43 7| M8 &4 MMS AEFHMEL. 8 AS5tHod
FH F7| GHME ddsts ol cHet X|E2 MEE AWS CLIRNZStH =8 F 7| A 44 ihe
AWS CL
=0 F7| G HES
=8 F7| Mol HBlx &= 2|2 X|E2|Qt HE5t 7| Mo BIHELICH =& F7| EXof Cigh JSON 7
= HES2 O30 Z&Lct
{
"rules": [
{
"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
"countUnit": "string",
"countNumber": integer
1,
"action": {
"type": "expire"
}
}
]
}
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ol0|X| +F2=2 HEZE

CtS M= 14U 20 QBHE prod* 2| tagPatternList2(E) AFH8 5104 prod(2)Z AlE 5= 0l0]
XE MR A|Z7|= DM CiEt =8 7| WM 2E2 Eo{ELICH

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
3,
"action": {
"type": "expire"
}
}
]
}

ol0|X| =2 EEHE

ChS o= e gd= olOlx| & 7R R X[et LIHX[E 25 B2 A[7|= G20l CHEr =38 F7| EHY
7 & LCH.

"rules": [

"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"

o|0lx| =B 2 ZE{E API {71 2015-09-21 162

o



Amazon ECR

e 48 7| MM S40| 7212 A8
of A B LIEHL} lLICt

2| ZX|EC| HE=:

« O|O|X| A, Taglist: ["beta-1", "prod-1"], S Al:
- O|O|X| B, Taglist: ["beta-2", "prod-2"], & Al:

- O|O0|X| C, Taglist: ['beta-3"], FAl: 8 ™

T FI| Y HAE:

LICH ol EM 2| ZXIEE|Qt £

F7 -

12
o
Y
=

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
sS40l 72loz ZHY
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"countNumber": 1
.
"action": {

"type": "expire"

ol =& F7| Mol =2|= Ct3a 2 &Lt

rr

T 12 prod2 Alxrsts B 22! O[0IXIE AlEELICH 7He QEHE RRE] AlFtsiM YUxlsts

o|0|x|7t & 74 ol5t 7t x| O|OIX|E EAIELICE O|OIX| AE BFREE E AR LICEH

. 7% 2= betaZ AlAtst= Bl 22l 0|0O|X|E AlEErLICH 7HE QEHE ZdEE] AIRSHM Y XI5t
o|D|x|7+ st 7 olst 74 x| o|O|X|E EAIELICE o|O|X| A2t O|0|X|BE 25 B2 2 EAIEL
Ct. &, olO|x| AZ olof w2 10 A IR =0 o|0|X| B7t BF= =M 7% 19| 2|EH0| Z[ 2= AL
E.i!l—ltr.

- Z3}: o|0|x| A7} BHEE|QA&LIC.

ok

of B

O|d2 olxlo| oflet SUEt 2| ZX|E2|0[X|2H AntE HdEHEHY| s 7= M =28 HEM&LIDH

E|ZX|EE| ZHEIX:

- O|O|X| A, Taglist: ["beta-1", "prod-1"], FAl: 10 H
- 0|O|X| B, Taglist: ["beta-2", "prod-2"], FAl: 9 ™
- O|0|X| C, Taglist: ['beta-3"], FAl: 8 ™

A A .
£ 57| MM AL

{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
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"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}
Ol =38 F7| YMo| =E|= CtZot Z&Lch
« 73 12 betaZ Al ét= EiO &2 O|0|X|E AlEeLICt 7HE 2eiE JAEE A XISt

A
o|0[X[7t &t 71 olstd 77k x| o|O|X|E EAIFLICH Ml O|0IX|& 25 & Qlst O|O|X| A2t o|O|x]
BE CtE = EA[ELICH
« T2 2E prodZ Al%stE BT &2 O|0|XIE AMEELICH 7HE el AFE AlFsiA URlst=
o|0|X|7t & 71 olstd 7k X| o|OIXIE EAIELICH 7+& o|O|X|= o|0| & 10iAM &7 | =
off #Qlg o|0|X|7t e, ek &7t o|O|XIE EAISHK| ef&LICH.

- Zx}: o|O|X| A2t o|O|X| B7t Bt2 £} & LICE.

Crel F oM H40| 22 TE

ChS o= B 720l M S0 BT miEo| Ciet =8 7| 3 22 XIEELICH o2 2| Z K|
ECet =8 7| H2o| Ao 4Bt Al LIEFLE J_&LICH

of A

B =0l S0 e HEHE XIEE M ol0[X|= S50 U BT miEHn 25 LX|sof gLict
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2|ZX|E2| sl =:

« O|O|X| A, Taglist: ['alpha-1"], FAl: 12 ™
. 0|0|X| B, Taglist: ["beta-1"], EAl: 112 ™
- 0|0|X| C, Taglist: ["alpha-2", "beta-2"], FA
- O|0|X| D, Taglist: ['alpha-3"], FAl: 4 ™
- O|0|X| E, Taglist: ['beta-3"], FAl: 3 ™

- O|O|X| F, Taglist: ['alpha-4", "beta-4"], FAl: 2 ™

l: 10 &

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
1,
"action": {
"type": "expire"
}
}
]
}

ol =& 7| Mo =g

rr

ChSa Zr&Lch

=1

212 alpha U beta(2)2 AI&tsHs Ej 22l 0|0|X|E AlgstLICH O[22 ol0|x| Cot FE
sroIstLict 5 224 E 0|nlxl, 5 olnlx| Cofl E AlsHok BrLIC

- A} o|0|X| C7t BtR E[RI& LCE.

_|_

of B

CHS o= &7 ALE

et
1
50
rr
hul
N
1]
HL
2
I
L
n

o|EZX|E2| ZHEI=:
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- O|O|X| A, Taglist: ["alpha-1", "beta-1", "gamma-1"], FA[: 10 ™
- 0|O|X| B, Taglist: ["alpha-2", "beta-2"], F Al: 9 ™
- 0|0O|X| C, Taglist: ["alpha-3", "beta-3", "gamma-2"], FAl: 8& &

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

ol =38 7| EHeo| =z

rr

CSak Z&Lch

T2 12 alpha & beta(2)2 AlAtst= Ei1 & El O|0X|E AlEELIC 0| X2 2& O|0|XIE &
QUErLICH 7+ 2eiE REE ARSI Yx|Sh= OlOIX|7t & 7 olst Y 7t X| O|O|XK|E FEAIEL
Ct. o|0|X| A9t BE Rt2 2 FEAIEHL|CH

- ZA1}: o|0|X| A2t o|Olx| B7} Btz E|RI&LICE.

2 E o|o|x| ZEEE

CHE 3 7| Aol o= 03] ZE{E 7tT ZE 0|0|XK|E XIMELICH ZM BIZXIEEI £+
H 4 a2 7H LEEFLE 24 & LICH

2ofl M E[X|2F o|0|x| & 7HEF R XSt LIHX|E 25 BF2AI7[= SAof ol 3

A
0

rot
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2|ZX|E2| sl =:

« O|O|X| A, Taglist: ['alpha-1"], FAl: 4 ™
- 0|0|X| B, Taglist: ['beta-1"], FAl: 3 ™
- O|0O|X| C, Taglist: [], FAl: 2 ™

- O|O|X| D, Taglist: ["alpha-2"], FAl: 1

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "any",

"countType": "imageCountMoreThan",

"countNumber": 1

1,
"action": {
"type": "expire"
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Ir
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rl

SIZX|E2| HE=:

- O|O|X| A, Taglist: ["alpha-", "beta-1", "-1"], FAl: 4 ™
- Image B, Taglist: [], Pushed: 3% &

12 ZE ol0|x[& A& LIt o|O|X| A, B, C,DE
|E€ Btz A|7{oF EfLICt O|0|X| A, B,CE Bt2Z EA
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Amazon ECR

- 0|0O|X| C, Taglist: ["alpha-2"], FAl: 2 T
+ Image D, Taglist: ["git hash"], Pushed: 1& &
 O|O|X| E, Taglist: [], FAl: 1 ™

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1

.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{

"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
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Amazon ECR ALEXl 710|=
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Efl T & El
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

Amazon ECR INT=IY A To] =]

o)

. C}E QIE(MFA) 22 -0l IAM ALS R = RE AFRXI7F HRE AlLl2|27} 9l B9 Z7} Hot
S 9Isi MFAS AWS AIRZILICH API &g X8 358 0 MFA7H E25HH 2ol MFA
ZIFEILICH RFAMIE LIS S 1AM AFE AITEAO] MFAS S8t H ot AP AAIAS R E5HHI2.
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8 MEMO| ALKt H HEt ZIIE HESHAAL.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon ECR

AWS CLI == AWS APIEt E£35l= A XtoAHIE 24 2& HEt2 S8 7t dsLich. 2 o
A, S3EHEAE AP| ST URISHE SHJolB HMAE & QTS B
AMEREZL RHAlO| HEtE & = ULE &8
O| odlXl= IAM ALEXEZL RE21o| ALE A} IDO| A E! QIEIRl I ZEIY HME & & UL S 585t
YHME dYsts SUS 204ELICH ol WMol 2 £0IM = AWS CLI EE= AWS APIE A8 510
Z2apfY WAoo g BHEY 4 U HEtol TEEUC,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [

{

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

1,

"Resource":"*"

I
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

}

BT 7[gh KAl A Ko AHS

Amazon ECR CreateRepository AP| i AM25tH B|ZX|E2IE MAE ) EjaE R|HE
A& LICH AtM|EH LHE 2 Amazon ECRO|AM Z20[8! E[ZX|EE| EiT X|H BHHE HXSHAAL.
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O] Rlo{oF EFLICHO|: ecr:CreateRepository). ElAA MM EAo|MH Ef27F XIHEIT Amazon2
ecr:CreateRepository X0 F7t Het RF0{E S ALSXIolH Ef2E HHE HEHO| U=
x| #elgtct

IAM HHZ Safl Ef 7|8 M A Mo{E AL E =+ J&LICH o & & Ot Z&Lch

ClS QoM E AFAL| BIZXIEEIE M5 HLE key=environment, value=devZ Ei1E x|
St 5 {8 ELich
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
.
{
"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
}
]
}
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2 MM =2 it X[EE|X| A2 F2 AEX7H 2ZE E[ZX[EE|0M O|0|XIE 7S = UESH
&8 ¢&LICtkey=environment, value=prod.
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*"
b
{
"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"
}
}
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}
]
}

AmazonEC2ContainerRegistryPowerUser
AmazonEC2ContainerRegistryPowerUser M2 IAM 20t Q15 0f 1ZE = QU&LICH.
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Ol AmazonEC2ContainerRegistryPowerUser H&2 CtS1t ZH&LICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",

ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",

ecr:DescribeRepositories”,
"ecr:ListImages",

ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage"

]I

"Resource": "*"

AmazonEC2ContainerRegistryReadOnly
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource": "*"
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- Z|EZXIEE| N HEZ0i CHEt Amazon ECR MH|A 9473 248

Amazon ECR MH|A 44 o4&t o x| El= 2™

Amazon ECR2 Amazon ECR MH|A 7} M2 &= RE 2|™0| M MH|A 4?=i' dgh At
Ct. Amazon ECR 2| 7+& Mo CHEt REMIEH LIE=2 AWS 2| 2 AIEZQIEE & X

2 xofl & Amazon ECR AMH|A @173 3

o

Amazon ECR2 AWSServiceRoleForECRReplicationO|2t= AH|A @174 oj&tg AIEEfLIC} 0|8
&l Amazon ECRO| 02] H’dof| Z*{ O|0|X|E SME &= U&LICt

Amazon ECRO{| CHEF MH[A @372 4 T

rot

AWSServiceRoleForECRReplication AMH|A 9173 45t
L|Ct.
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AY S +Yst7| sl CHS MHIAE MZIF

« replication.ecr.amazonaws.com

Ct= ECRReplicationServiceRolePolicy g HEt HAE2 Amazon ECR7} 2lA&A0M CHS &
US MEJIEE SHSELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
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2. EM OZ0M =X 40| MHEE 2|™E MENFLICH
3. EMEFo|M ZztolHl BR[AERIE ME{ELICE
4

2ol Bl X|AEE|(Private registry) H O|X[2| =X T 4d(Replication configuration) 44404 A{ £
&l(Edit)2 MEHELICH

SH 22 ArKstedH 25 AK|(Delete all)& MEAEILICE O] EHAHIE ALEsted™ & QlO|
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Amazon ECRO{| CHEF AMH|A 0474 & Mt

AWSServiceRoleForECRPullThroughCache AMH|A @178 A& 2 &S =st7| 2[5 CtE ME[AE

N

* pullthroughcache.ecr.amazonaws.com
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rot

Ol AWSECRPullThroughCache_ServiceRolePolicy T&t H22 AH|A dgrol HAZELICH
O| ZrZ|d HA2 Amazon ECRO|| LI & Mg &g = Qe WErE FoigfLICH RHAMEH LIE2
AWSECRPullThroughCache_ServiceRolePolicy B¢

e ecr - Amazon ECR MH|A 7} O|O|X|E 7}AQ} ZElo|El E|ZX|EEIZ FAIE £+ QEE §{2EL
Ct.
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- secretsmanager:GetSecretValue - Amazon ECR AMH|A7F AWS Secrets Manager 20t &3
of A& 3tE ZEHIXRE AME + ULF ST LICE ol EAF FHA| 7#EIS AHEst0{ =0l 2l
X|£aEE|ef 215 o] Hedt YAER BX|AEE|0|A O|0X|E 7HAlstE B2 ERELICH o] et
2 ecr-pullthroughcache/ O|§ HFA7I /= 2ot &5 0Bt AHEFEL|CH

AWSECRPullThroughCache_ServiceRolePolicy H*Hof= CtS JSONO| Z &HELICEH

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage",
"ecr:BatchGetImage",
"ecr:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

3,
{

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]
}
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ALK 624

1. Amazon ECR 2 (https://console.aws.amazon.com/ecr/)E L|C}.

2. BMRZ0M ELAF IHA| HEO| MHE 2|TIS MHEdErLC

3. EM ZolM zZetold BIXIAEEIE MEELICH
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4. EZzto|H! g X|AEE|(Private registry) HO|X[|2] EAF FHA| F4d(Pull through cache
configuration) A440{| M T &l(Edit)S ME4EFLICH

5. ddst ZAZtol EAF FHA| 7ol CHsll 22 MEfet = 72| AK|(Delete rule)& AME4ELICE

IAME AtE35l0d +F2 = MH[A A AL E MXotcd{H OS2 TASIAML.

IAM 2& AWS CLI, == AWS APIE P 504 AWSServiceRoleForECRPullThroughCache MH|A
0174 o45tS AFKEHLICEH KFAIBH LIRS IAM AL Ao MH|A 0473 o33t AFKIE & X 5HA| 2.

2| ZX|EC| MY "EES!0 CHE Amazon ECR MH|A 44 HdE

Amazon ECR2 AWSServiceRoleForECRTemplateO|2t= MH|A 947 2482 AF23104 Amazon
ECROIM EIZX|EC| MM HEZS! 2t 2t2 57| Qo AFE RIS CHAISt0d 2t Qe +8lE £ Qe ¢

st2 2oqgfLct.
Amazon ECRO]| CHEF MH|A 474 & HEh

AWSServiceRoleForECRTemplate AH|A 944 Qg2 Ay 2 =st7| {8 TS MH|AE AlZ[EL
Ct.

* €Cr.amazonaws.com

H
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rot

Mg 5

O| ECRTemplateServiceRolePolicy #&H HAH2 MH|A oS
Amazon ECRO{| At XHE CHAISHOf 2| ZX(EE| MY 2 UE %cl;lgEI- = Qe Hetg Fofguct

ECRTemplateServiceRolePolicy M*0{= Ch& JSONO| Z & ELICH,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
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o AL E &+ A&LICH

Amazon ECR2 Amazon ECRO| #2|3t= Amazon S3 H{Z!0f| O|0|X|& XMEELIC} 7|EXMo =2
Amazon ECR2 Amazon S3 mEI At 3 7|2 AFR50] M & 25512 AI2etLCE o] 2535 7|
= AES-256 2335t AT E|ES AHE35to &7 CIOIEHE 3 stefLICt Of 2o CHEF 2 x|= &
Xl gter F71 HIE eiol Xﬂ-‘-E' LICt REAIEF LHR— Amazon Simple Storage Service AHE B 9|
Amazon S3 #2[d 453 7|(SSE-S3)E MH & Y5 5HE AHE350{ IO E3 8 FHZSHMIL.

POI'

Amazon ECR EIiXIEEI O|ASSIE L
%

b M|lo{3t24™ AWS Key Management Service ()01l X% El
KMS 9|9|- B MH & 4535} ol

&LICIAWS KMS. £ AF235104 AWS KMS Ci|O|E{E ¢f
7|ztelsteE 7|22k AF& S HLE AFA| KMS Z|(Z 2 2
=] 9IE+ e X-8g = au'su:r le LHS

AWS KMS (SSE-KMS)H| ME & KMS 7|& AHS 8t
Me.

2 Amazon Simple Storage Service AtE dHE A 9|
MH & ¢S 3IE AF83510{ 0| ES E & X6

AWS KMS ()& AtEEt 0|F HE M & & =38 E AL&3810{ Amazon ECR O|0O|X|of| & H[E 2| &=
r P4 Q& LICIDSSE-KMS. DSSE-KMS &M 22t R AISSE-KMS3HX|Dt & HIE
X

StE MBSt & MEiE

CHal = A B2 7HE LS55 E M ELICH AT LHIE2 AWS KMS Z7|E ALE8F 0|8 AS MH &
of & 3} AF8(DSSE-KMS)2 & X 35HM2

Zt Amazon ECR EZIZX|E2|0lE EIZX|EEI7F MAHE ) MME|= 255 40| JlaLich ZH 2=
XEZ MECIHE ZE8 FH2 AEE £ JU&LICH RHAMlEt L& 2 0|0|X|E MEE Amazon ECR

Zetol E[ZXEE| dE EHE RS AAIL.

AWS KMS &5 35171 &A5lEl 2|ZX|EE|I7F MME|H KMS 7|2 AF235t0 B|ZX|EE| EEHIXE ¢
Z35lerL|ct. =3 Amazon ECRE Amazon ECR E|ZX|EZ|E IR 0{k} EoF T2 AF23510{ KMS
7|0{ AWS KMS Het 2048 F7}&fL|Ct.

CHZ2 Amazon ECRO| AWS KMS ¢t S k|0 2| ZX[EE|E 255 U 5ot YAlo &2 &2
O|HE NS ELICt.

1. 2|ZX|EEIE & ] Amazon ECRE DescribeKey 2E 201 T1& AWS KMS 5t04 &5 5t 714
ofl X|HE KMS 7|2 Amazon 2|44 O|E(ARN)S St AMghL|ch
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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2.

© N o O

Amazon ECR20{ 5 7H2| CreateGrant 2% ELH KMS 7|0i CHEF Mt E0{E AWS KMS 445}
04 Amazon ECRO| |O|E{ 7|& AI&35t04 CI|O|E{E ¥ =85t SE55e = UES FLICH
. O|O|X|E F Al ] o|O|X| HE L OHLIHAEE &5 355t= O AFHEE KMS 7|2 AWS KMS X|H

5l = GenerateDataKey 2%0]0i| O|F0{&lL|C}.

. AWS KMS = M H|0|E| 7|2 MAstn x|HE KMS 7|2 25388t Ctg o|0|Xx| A5 HlEtH| ol 2
o|0|X| ofLHAER} &M MEE &= 3HE ool 7|& MEFLCY.
t

. OlOIX|& 72 i ef 3 3tEl OO0l 7|& AWS KMSX|H35t04 5

AWS KMS = 2f 3 3tEl O|0o|H 7|& si=sot1 siSEl C|0|E 7|& Amazon S3Z & EfLICH

HJI-

GlolE 7= olalx| Eilo]o{& 7t 7| ™of o|O|x| 2l|o[o{& S5 3tst= O] A& ELICH

2| Z X|E 2|7} &K E|H Amazon ECR201 & 7H2| RetireGrant 28
o CHaH M E Mt 204E AL SX|ELIC

HT

LH 2|ZX[E2| AWS KMS

k= Ny

Amazon ECRO|A AWS KMS 7|8 ¢f

ok

5}(SSE-KMS T = DSSE-KMS)E AF2 & = CHS AL

0ok
fjo

a

c4atioF &Lt

KMS &5 32 Al2356t04 Amazon ECR BIZX|EE|IE MAST KMS 7|& X|&5HK| et 84 Amazon
ECR2 aws/ecr 7|2™Mo =2 HEIO| AWS #E2|-E 7| U=E AISELICH O|KMS Z|= KMS & 58
7t 2EEE Bl EXECIE M HAE ml AHH-Hol MdELICE

I

2lZX|EC7 HEE 2o 2ZXES 255 FHE HEE = gl&LIch

TR KMS 7|12 KMS 2 Z3HE ALEstE 22, sl 7I= ElZXIEE|9t S ™ol Rlofok &
LI},

Amazon ECRO| AtEXHE CHAISHO] MM St R0{= F|AE|X| @fotok ELICH A 2| AWS KMS 7|

E MEE = &= #EHE Amazon ECRO| ‘='040P Tet 2048 F|£435HMH Amazon ECR20] G| 0]
E{0of] HMASIHLE, 2|ZX|EEI2 FAIE M O|OXK|E E3t5t7LE, 712 M =535t = gL
| SA| SAHBHL[CH HMA HEHS F A5

Ct. Amazon ECRO{| CHEF HEt £ 04E FASHH HZE AL
oddH HEF 2E0{E F| A St CHAl 2|ZX|ECIE AMK|EHL
A XHE CHAISH0] B0 HEHO| AR S S KIAIZILICE

5
Ct. 2|ZX|E2|7} AKX 2|PH Amazon ECRE

AWS KMS 7| At 1t 2tEEl |80 U&LICH AFMEH LI 2 AWS Key Management Service 2

22 HxHMAIR
05 HE Mt = 255 ALS3 HRE HISO0| Y&LICH RHMEH LIS 2 Amazon ECR 222 & X
stAlR
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/ecr/pricing/
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L4 1AM HEt

AWS KMSE Al235t04 M & ¢ 5352 Amazon ECR E|ZX|EE|E MAMSHL ANt B2, 2R
AL HEH2 AP B2 E™ KMS Z|of 2t CHE LCE.

Amazon ECR AWS ZE|3 7| 8 AL A| B3t IAM H3t

7|22 2 Amazon ECR EIZX|EZ|0] & 3 AWS KMS 7} & -stE|R K2 KMS 7|7} R|H K| oF

2 &< Amazon ECR AWS #2[8 7| 87t AF&ElLICH. Amazon ECRE AWSE 2| KMS 7|1E& AL8

5to4 E|ZX|EEIE Y E5t6te B2 EZX[ECE MHE Helo| e 2 B¢t FAl= 2lZX|EZ

0l AWS KMS &S 5HE & dste = J&LICH aedLt 2|ZX|E2E AXstE IAM EoF FA&=

kms:RetireGrant ‘?;'?J JoqoF gFLICt Ol A st EIZXIEEI7I M E I AWS KMS Z[of =
7HEl HEH 2047} AFE S X|E/LICE

W

CtZo| of Al IAM HE2 2f S 517} &5t El 2| ZX[EEIE AfAste O] ERE 2[4 HEE A5 A
EXtoA eletel Mo 2 FIHE = U&LICH 2| ZEXIEEIE Y3 35t6tE Ol A8El=E KMS 7= 2l
A OEt0|EE AMAE5to] X[EE += JU&Lct
{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms:RetireGrant"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]
}

I 2E 7 IE AEE M 2 IAM THE

T2 B2 718 ALS 5ol AWS KMS 22517 B 4I8HEl SIZXIEEIE MHE T KMS 7| AT}
BIEXIEEIE MAste AL R i ofBtof CHEH IAM B Dol W3 Mol UsLICH

128 KMS 7|8 BHE [ AWS KMS 0flM A3t 712 718 AS3HHLE B XIME 42 9
ELICH HE ARA7E D 22" 7|18 #Elg &= JUTE KMS 7[9| 7| WM AHo RE
S| CHEH ZE AWS KMS B2 518310k BLICE 7| Baol M7t XIHE Mete
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Amazon ECR MEX

UXRIBH 2|4 F RE ASKOIH KMS 7|1& ZEIE = U= HEHo| £ o4z|o{of & LICH Amazon
ECRO{AM 248k @ Hof CHSHA B KMS 7|& AL " += U =5 5124 kms:ViaService Z7 7|&
ecr.<region>.amazonaws.comZtD} A AL & 4= Q&LICH.

CIS oA 7| M2 KMS 7|18 A7 8 AWS HAH(FE A RH|AH KMS Z[oi CHEE AR HAHIA T
st2 S2o{ELICt Of o A| 7| Zd=Hod| CHEF RFM|EH LHE 2 AWS Key Management Service 7H2 X} OFLY
Mol AWS Aol CHEr HMA 54 & IAM HA 23St E R AR 5HML.

— [==

=}
—

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "kms:*",
"Resource": "*"
}
]
}

2|ZX|ECIE MH5H= IAM AEXRL, IAM 238 E£= AWS H™Holl= 228 Amazon ECR
kms:DescribekKey #8t 2|0 T kms:CreateGrantkms:RetireGrant, 2! ™80 Qlo{of grL|Ct.

(® Note

O| kms:RetireGrant H&H2 BIZX|ECIE MMot= AFS K EE= A& 9| IAM HAMof| F7t
T|o{oF gLIC}. O] kms:CreateGrant & kms:DescribeKey #&H2 KMS 712 7| Z=H0|L}
EIZX|EEIE MHste MER E= Aol IAM HAof =78 4= Ql&LICH AWS KMS FHét

a5 EAlof CHet REAM[EE LHE=2 AWS Key Management Service 7H&f X} @FLHA S| AWS KMS
AP| T8t &ted Ol E'AA AZAxXE A c,|.A-||o

CtZ 2o oAl IAM HE2 et 535171 M5 E 2|ZX|E2|E MEstD 2|ZXIEE7F 2R XM A X|5H=

o 2t z|4 M % HEE ALZRA elgtel HMo 2 FI7HE = J&LIct BE[ZEXEEIE Y=t
5t ol A8 El= AWS KMS key = ElAA Tl2HOIE{E AFS35H04 X|HE £+ &Lch.
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR
{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"
1,

"Resource":

"arn:aws:kms:us-

west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}

2ZXECIE M
Amazon ECR £2£8

g+ UELICH O 1A

HoiE LIt

"Version":
"Statement": {
"Effect":
"Action": [

MY T AFR

= AE
X7t 2|ZX|EEof &

"2012-

£0{M KMS 7|& LIYSI =S 58

=
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K7k

H 2lZX|E2|ol CHE 253
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2IZX|ECE MM
A2 Al BIFOIM 72 22|13 KMS 7|5 Lt

ArEE M KMS 7|2t HEE L

5104
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M A4=H o aAo
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o

10-17",

"Allow",

"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"

]I

"Resource":
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Amazon ECR INT=IY A To] =]

AWS KMSE £3F Amazon ECR &% 22 ZL|EE

AWS CloudTrail £ AF& 304 Amazon ECRO| AL XIE CHAISHO{0| ELlE 28 E FHE += AWS
KMS Q)& LICk CloudTrail 20| 21 &t2o0f= i} 217 Ales 4 oI 2 5= ot 53} HEAE 7|

7t e E[of Q&L cH

S5t HEIAE = HOME|X| of2 oo HIOIEE ZE &5t 7|-2f Ho{ MEQLICH HIOIE &35 2
Hol| 2455 HEHAEE T &s5H A 55 ZHAEIAE T 25 5HE O|O|E{0] AWS KMS & 535} dialo 2
HIQIZEILICE 2t SUst 4531 HEIAEZ ™MEsHof O CI|O|E{E sS4+ & LCt.

GenerateDataKey %! Decrypt 2 -0|A{ AWS KMS Amazon ECR2 At& &¢l 2|Z X|E 2|2} Amazon
S3 HZE A= 5 71| 0IF-2f o7t Y= ¥ 55t HEAEE ASTELICH S¥HS oS of A2t
Z&LCt O|F2 CIEX| ot x|oh ZE &l &35t HEAE Zf2 2f gfotct oS LICtH

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09%e@ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"
}
53 HEIAEE AL 35104 AWS CloudTrail 2 Amazon CloudWatch Logs@t Z2 ZHAFBHIZESQ 2
oM 22|n EH 3 HEt B040| TS 2 M O|2Et =5t ArdS AlEE = U&LICH

3t ZEAEE F 72| 0|5-2t Hoiz FJELICt

Fol

Amazon ECR &

« aws:s3:arn— & Y O|&-Zf o= HZIE AEELICE 7|= aws:s3:arn®LICt O| gt
Amazon S3 HZ!2| Amazon ElAA O|&(ARN)ILICE.

"aws:s3:arn": "ARN of an Amazon S3 bucket"

o€ £04, H{Z!2| ARNO| arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/

sha256:a7766145a775d39e53a713c75b6Tfd6d318740e70327aaa3ed5d09e0ef33fc3df Ol
Ell_=1 |°:|" |.9-|E-I|/\E‘— |:|.I=I lL-lIO-IE ——|-o|-|__||:|._

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df"
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR

. aWS'ECR'arn— = i 0|5§-7f Ho{e= EBIZXIEEIS| Amazon ElAA O|F(ARN)S AlErLICEH 7|
= aws:ecr:arn®LICt. O] gt 2lZX|EE|2] ARNRILICE

"aws:ecr:arn": "ARN of an Amazon ECR repository"

0E £0f, 2|ZX|E2|2 ARNO| arn:aws:ecr:us-
west-2:111122223333:repository/repository-nameO|H 53t HEAE = CIS HO{E
stL|Ct.

%
2R

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

=X

HZ

ol

Z4£ 2 Amazon ECR 2lZ X EC|E ATA|IE [l EIiXIEEUI- ME ™Mo 2 AN E|RAKX|TF Amazon ECR
O| 2IZXIECIC| KMS 7|0 F£7IE F04 HEIO AIEE SXIANZL = Qs R OSY L2 77
AMErLCt.

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

ol A< E|EZX|EC|of CHEF AWS KMS HEF R04& 2T AL SXIE == JU&LICH
2l ZX|E2[of CHEt AWS KMS THEt R0iE =822 A8 &X[stE{H

1. ZlZX|E2|o] A2 El= AWS KMS 7|0 CHEE H3t Ho{E Ldst
2 2F0o ZEELICI 1list-keys BHES AF&30{ HHo| 5 2™ AWS EHE|

LICt O] key-id Zt2 2&0iAM
T BEE KMS 7|18 25 LIQE &5 laLot

| al

=

HF

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc

--region us-west-2

E30i= 2| ZX|E 22| Amazon 2lAA OIE(ARN)J— EncryptionContextSubset7} Z & ElL
Ct. Ol= Zloi| F7tEl 2o Het 5 AEE SXIAZ[E{= HetE AYste ol AASE =+ U&LICH
Ol GrantId &f2 Ctg B0 M 2o HEHE X[ W AASELICEH

2. g|ZX|E2lol| FIHE AWS KMS Z|of CiEt 2t Het £0{E AHE SXIFLICE GrantIdel 4t Ol
M CHA E2d0f o] Bof HEto| IDE HFEL|C}.
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aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2
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« AWS Security Hub - Lif £ 9+ &E{o] C Zt & AWS MH|A XS ELICH AWS. Security
Hub= 2ot ZHEE S ALE5t0{ AWS E|AAE HIH5tT Eot A 2F L 2 Atad|of ciEt 778
E5E gelgLch x[#El= ME|A U Ko S5 2 Security Hub A0 F X & FX5HMIL.

« Amazon GuardDuty - S| &l A {2 2 o|XQl #&0| JUe=X| B2 ZLIEZISt0] AAEXE, AWS H Y
2L, ZiE|0|L X Cllo|E{ol CHEt FRHA 2IE AWS MH|A EFX|ELICH GuardDutys §4 7
HEF ZY UMM 275t &Y BX 2F AHEE 55501 PCIDSSe 22 Chdst #™E &

S QQF MNESMEEH E2E & & U&LICH

T& == &0l API B 2015-09-21 219


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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Amazon Elastic Container Registry2| @/ 2} & oF

2|8 MH|A Q! Amazon Elastic Container Registry= AWS 22 HE Q3 EotoZ ES ElL
Ch. AWS EoF MH|A 7| olZ L2 AWS ES 5= &dol CHet REM|ISH LI 2 AWS 228t 2
or2 HMxsMle. Q= et Hot 2 Atef|E AF&35to] AWS BHAE MASHE{H 2ot #1E] AWS Well-
Architected Framework2| QIZ2} 25 E H XML,

AWS 0o M HAlSH API &
£ X|25HoF &rLCt.
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2 M504 HEYIE S5l Amazon ECRO| M ASLICH nZHE CI=

« Transport Layer Security(TLS) TLS 1.2 Z40|H TLS 1.3 H& & L|CH
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DHE (Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2t &2
& EoPFS)o| & E 2E MET Java 7 0|4 2| 2[4 A|AEI2 O E 0|28t REE X[&
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Edt FEH2 AMA 7| ID L IAM LUEFRLQ BHEAE 2ot &f 5 HMA F|E ALE 504 AMHSHoF &LCt
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T A&LIC o|FHA otH HERT el £ VPCOH|AMEH X El Amazon ECR 2|4 A0 CHE AWS
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AWS PrivateLink & VPC A= QIE o CHEF XHM[EH LI 2 Amazon VPC AFE AEHA S| VPC QI E E
CIEE FZTTHAML.

Amazon ECR VPC = ZOQlEof CH3F 1124 AME
Amazon ECROY| CH3H VPC QIEZQIES T A5t 7| Mof| CHS T2 MEo ROl AMAIR.

« Amazon EC2 QIAEIAO|M S ARIE|E Amazon ECS 2f%10| Amazon ECROIA Z2}0[&! 0|O]
X|IE 7IXME = UL S 5t24™ Amazon ECSE QIE{H|O|A VPC AEZQIEE MMHTLICH KA
8t LH& 2 Amazon Elastic Container Service 7 A} 7}0|= 9| QIE{H|O|A VPC M E E QIE(AWS
PrivateLink) & & Z 35t &A|2.
« Amazon ECRO{|A{ ZIE{0[L1 O|O|X|E 7IX{2 = Fargate0l M EAEIE|= Amazon ECS 22 & ¢
of CHE Zhed M¥ 1AM &0l = F|& FItstod Y Aol AL8 El= £ VPC X 3T Mu|A

o AF2ElE VPC AIEZQIEOf CHEt HMAE Xﬂ?_% = U&LICH RFAIEH LI 2 Amazon Elastic
Container Service 7H& A 7}0|E 2| QIE{H|O|A AEFZQIEE S35 Amazon ECR O|0|X|E 71X
E Fargate 20l CHEH IAM HEHAMEHAIEH S ’E.* FAAI.
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« VPCRUEEXQIEN AE Eot IF2 VPCO| ZEI0|8! MEUI|M 443 TER E0{Q= A
513l ok LCt.

« VPCRAEZQIEE Wkl 2| H™HE
=

A&l s 2Fol vPC A= £ Q!

M XI5t R| ef&LICH APl 358 Amazon ECRE &g
d-gstiof gLict.

- o

« VPC A=EZQIE = 34X Amazon ECR HEZ| 2|ZX|EE|E X|H5HX| t&LICH EAF FHA| 73]
2 A83lod VPC A= ZQIEQ 52 E 2o Zato|H! 2|ZX|E2|oA HE R O|0|X|E ZAERS
= Zdg nedsl EM 2. KEMIEH LI 2 Amazon ECR Z2t0|E! B R|AEE|QF YA EZ] BX|AEE|
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S7|5t EFHE HXSHAMAR.

 VPC A EZQIE = Amazon Route 532 &3 AWS A3 E DNSEF X| & LICt X419 DNSE ALS
= AR0|= ZHXOQIDNS ME S AFE £ QA LICH RFMIEH LI 2 Amazon VPC AFR A&
Mol DHCP M MEE EXstML.
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&I O 40| B A| SEHE £ QlaL|Ct SEHE HHX| 4o P{M Amazon S3 HO|EY|0| 9= £ QI
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® Note

Windows O|0|X|2| 7|2 AE2 7|7t ELIC & 27|2] AlE2 FAlst= Ol Alzhol Zoix|
1 Amazon ECRO{|A] O[21§t o|O|x|of| IZH°F FIt 2E2[X| HIEE LYAIZILICH o248t o]
72 4 Az XEMHR MY A HIEE £0| Ol 1 Zedt ZRoiE ol SME A8ste

Zdo| E&LICH o€ S04 mcr. microsoft com/windows/servercore O|O|X|2| 3 7|=
Amazon ECROIAM =&t 2F 1.7GiB &lL|C}.

Amazon ECR2 VPC JIEZQIE MM

Amazon ECR AMH|A0] CiEt VPC A=EZQIEE M/d5lE242 Amazon VPC AHE MEBE M| QIE{T|0|A
ASZQIE M HAHE AFSELICH

Amazon EC2 QIAEIA M SAEIE|E= Amazon ECS 2210{ = Amazon ECR ¢IEZ QIE 2} Amazon
S3 HOIES 0| AEXQIETV BF EHeFLICH

7™ 1.4.0 O|&2 AL835l0q Fargatel A A RIE|= Amazon ECS 22 Amazon ECR
VPC = ZQIEQt Amazon S3 HO|EQO| A=EZQIEI RF TR L|CH

ZE HZT 1.3.0 0|5tE A& 5t0q Fargatedil Al ZARIE|= Amazon ECS 42
com.amazonaws.region.ecr.dkr Amazon ECR VPC Y= ZQIE 2! Amazon S3 HO|E 0| = Z QI
EQtE ZQ =2 gLct

(® Note

AN=ZQIETI HdElE =ME 2stX| et&LICt

com.amazonaws.region.ecr.dkr
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Amazon ECR

com.amazonaws.region.ecr.api

(@ Note
X™EE #2202
A

S8(235t0|2) AWS 2|T 3t ZH0| Amazon ECRMIM X[ &t= 2[Fus-
east-29| 2| AlH

AHE LHERHLICE

O] I Z QIE = Amazon ECR APIO| CHEt E&0f| AF&E LICt DescribeImages &
CreateRepository®t Z2 API 2/40| O| A= X QIEZ MESELICE

Ol =xZETJ MMHE | Z2t0|H! DNS ZAE 0|2 EH5tE £ JU&LICHSM). vPC =X
CIEE MHE M VPC Z2&£0|AM Z2t0[E! DNS 0|& &3} (Enable Private DNS Name)& &5t
0 O| MM E MstefLict VPC A=ZQIEof CHS Z2t0|H! DNS ZAE O|§ &2 Ed35tsle &4
L SDKE=AWSCLI EAMEE M AEEXZQIE URLE X|HE AWS CLI ER7} =S SDK EE=
E z[A Mo 2 Yo|o|EFLCt.

IZZI0|H/ DNS ZAE 0|2 &35t 201914 18 24 o|™of &Z|AE SDK &&= AWS CLI
HXME A835lE B --endpoint-url II2tO|E{E AFE 3510 QIE{H|O|A AIEZQIEE X|H 3
of &tLICt CI2 oMM E A=ZQIE URLS HAlZ Ho{FLICH

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

VPC A= ZQIEof Ci5to{ Z2t0|%! DNS ZAE 0|§S EE SN gE 22 1 QlE{H 0| A o
ExzQlEof it VPC A=ZQIE IDE X|HSHE --end OIE{& ALS3HoF &L
Chs oAoMe AlEZQIE URLS| EAlg EoiE LI

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecr.region.vpce.amazonaws.com

Amazon S3 HO|E90| A= ZQIE MM

Amazon ECS 242| 22 Amazon ECRO|AM Zz2}t0|8! o|O|X[E 7FK{22{H Amazon S301| CH3H H|O|
EQo| d=EZQIEE MASHoF B LIC}. Amazon ECRE Amazon S3E AF25104 0|0O|X| HEE X{&st
7| 20 Ho|EQo| A= xQIET} ERFHLICH ZIE|O0|L{7F Amazon ECROIA O|O|X|E CIRZEE

[ Amazon ECRO{| @4 AM|A3H04 O|O|X| OHLIHAEE 7K T Amazon S30|A AlX| o|0|X| HESE C}
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2Z2CaloF gfL|CH CHE 2 2 Docker O|0|X|0f CHEt HE 2 E &8 Amazon S3 BHZ!2| Amazon 2|4
A O|&(ARN)ILICE.

arn:aws:s3:::prod-region-starport-layer-bucket/*

Amazon VPC A& AdHAM | HO|ERO| FEZQIE MM MHAE AL 3104 Amazon ECRE& Amazon
S3 HOIERO| A EZQIEE MMELICH A=ZQIEE MM = VPCO| CHEr 22 E Ho|lEE M

=S ok B LICH.
com.amazonaws.region.s3

Amazon S3 H|O|EQ0| AEZQIE = IAM HE EME ALE5104 MH|A HMAE HMBHELICH &
A4 IAM & o= J|EF AP A Mo 24t D E AMFH AFE 0| 0{75| O] HMELC HX M E|7|
ol ZE MM A(Full Access) HE S ALRE 4= Q& LICH Amazon S3 H{Z! MM A HEHS Amazon
ECR Al20f 223t %|A 4 Meto =2 X|8HstEd™ Amazon ECRO| CHEF %A Amazon S3 H{Z!
HEH2(E) XSt
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Amazon S3 HIO|EQ0| A EEZQIEE |IAM H2 EME ALE3510{ MH|A HMHAE AMIEHEFLICE
Amazon ECRO{| CH8t £|A Amazon S3 HHZ! HEHOE 512 5t2{H A= X QIEof CHEH IAM HAH MHES
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Ct= E|0|2 & Amazon ECRO{| Z 28t Amazon S3 B{Z! M=l HetZ2 MHEEFL|C}
Tt =l

arn:aws:s3:::prod- region-starport Zf Docker O|0|X|0of CHEt A 0| Z & E

-layer-bucket/* Amazon S3 H{Z!0f| CHEt HMAE XS ELICEH
us-east-2 = 0|7 SH(L3s0|) 2/t
Ol Amazon ECRO| X|&st= AWS Z|T12| 2|
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"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

CloudWatch Logs AIEEZQIE MM

CIE{ HO|ES| 0| gi0| VPCE A3t awslogs 211 EEIOIHHE A

:%)_I_l
i
I_I
rﬁi
[

CloudWatch Logs2 T™& 5= Fargate A2 82 AM& 3= Amazon S,
Logs| CHEF com.amazonaws.region.logs QIE{H O|A VPC HIEZQIEE MdsHoF g LICt KtAIEH
L& 2 Amazon CloudWatch Logs AFE ME XM Q| CIE{H|O|A VPC YIEZQIEE S3H CloudWatch

Logs AtEE B XML,

Amazon ECRVPC 9IEXZQIEQ|AEZQIE HAH MM

VPCRUAEEZQIE MM2 A ZQIES THELI £ A| A=EZQIE| HAZASE IAM BlAA HHEQL|
ChA=EZQEE MME | HAE Q145 K| toHE MH|AO| CHEH TX| HMAE §ESE 7|2 H
S AWS HAZAELICH AEZQIE HAM2 AASK M2 e = MH|AY MRS R A|SHHLE mA|5HK] oF
&LICH ol A=EEZQIENM KIHE MHIAZO| HMAE No{517| 28t HE o MAQIL|C} A=F
ClE A2 JSON Aoz ZH &l oF &L|CH XIMEH LHE 2 Amazon VPC AFE MM Q| VPC =
ZOIEE E& MH|AO0| CHEt HMA KN0{E R ZFHMLS

EHl IAM ElAA HHAg MAMS T 0|2 Amazon ECR VPC o |E D50 45t Zdo| E&5L
CF.

C}=S 2 Amazon ECRO| CHSt /IEZ QIE FAo| of 2lL|Ct. O] HA2 EX |IAM &S & 443515104

Amazon ECRO{|AM O|O|X|E 7t SLIC}.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
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"AWS": "arn:aws:iam::1234567890:role/role_name"
I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Effect": "Allow",
"Resource": "*"
1]

ChE A= ZQIE HH ofxl= X|HE 2|ZXIEE7t A ElE ZAg WX|ELICH

"Statement": [{
"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
1,
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]
}
ChE =X QE M oM 4ol F oxME B H2ol| Zefefuict
{

"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",
"Action": "*",
"Resource": "*"
I
{
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"Sid": "PreventDelete",
"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
},

{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"
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Amazon ECRO]| CH8t VPC DIE Z QIE MRS £%i5

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC E&& L|C}.

2. EM YoM A=EZRAEE MEHTFLICEH

3. Amazon ECRO] Ci8t VPC AIEEZQIEE O & MM5IX| b2 A Amazon ECRE VPC 2= xZ 2l
E Mo Thaig atzstilAlR.

4. BMZ FI7tE Amazon ECR VPC =X QIEE MEAS D 31T 5HEHO| A (Policy) S MEHE
L|C}.

x4

o

M Z|(Edit Policy)2 MEist T Mg #Hz3stL|c}

iﬁ =
6. X{%(Save)S MEistod MMS K{FBLICH

L

SR AMEUWO| VPC ASZOIEE MY, M, 43 EE AR + gaLich 2L SR A
H40| VPC IS EQIES ABE £ UaLiCt
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WA MH[A ESE CHE|2] B K]

ESE O2x EXME HHeS =8 HEto| gie AEE|7F HEto| O BE2 AHEE|HH ZHS =~ st
CEZRE £+ e 2ot EAQLICE oM AWSTAF MHIA 7HE 2 ESE CIEIX EME ZeiE &
U&LICH WRF MH|A 7HE 2 §t MH|A(ZE5HE ME[A)7FCHE MHIA(ZEEE ME[A)E 2HN
OFZ SEE mf YME £ QELICH EHXMoZ SESE MH|AE CHE TZHo| 2lA A0 CHEH HAMA
TEto| Qi WAO R XS5 H HEtS M85 S =& E = UELICH Ol ¥X |oF7| 215 AWS of
Me HE2| BlAA0] CHEE HAMA FHEHO| £04E! MHH|A EoF =/ E AFESto{ 2 E MH|A0] CiEt o
O|E{E E&35t= ol E20| &l =+ & M3& ot

Amazon ECRO| 2|A A0 CHE MH|AE M3t HEtS AMEtate{H 2laA HAolM

aws :SourceArn ! aws:SourceAccount :EH" HHEAE F|E ME5t= Wo| E&LCE 5t
LEO| BlAaADE WXt MH[A HH AL HAAE|IE T 5{835l2{= B aws:SourceArnE ALESHAIL. i

aw
2 AHO RE BlAAT IR MH|A AL HAAL| =8 5{85t2dE B aws:SourceAccountS
(8) Ar8EfLICt.

ESE CHEIAt EMEREH E5 6t 7t 208 &2 2|AA 0| MA| ARNO| &
=l aws:SourceArn MY =7 ZHEIAE 7|8 A&t RLICH 2laA 9| MA| ARN
2 D27} o{q E|&AAE X[H5tE B9, ARNS| & = Qi 2 &0 CHa tUEsE
EXH*)E & T aws:SourceArn 22 X7 HEIAE F|E AFSFELICEH 6 & S0
arn:aws:servicename:region:123456789012:* lL|C}

OFoF aws :SourceArn Zf0ll Amazon S3 HHZ! ARNZF ZH2 AH™ ID7F =&t |0 /K| et2 AL, Hete
MNetotedd & 22 Xd HEHAE F|1E 25 AF38H{oF &LCt.

aws : SourceArn2| Zt2 ResourceDescription0|0{0F &L|C}

CH2 oMo A= Amazon ECR 2| Z X|E 2| 2AH0| A aws :SourceArn & aws:SourceAccount ™
o X HEHAE F|E AR50 ESE 2R 2XIS YR|SHHAM ST AMH|AQ S8t6t= o Ze st
Amazon ECR API Zr210i CHEt AWS CodeBuild M AE {25l el Eo{FLICt.

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"

}I
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AR 7H0|E

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
1,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
}
]
}
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* BatchCheckLayerAvailability
+ InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage

* BatchGetImage

GetDownloadUrlForLayer
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"version": "Q",

"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",

"source": "aws.ecr",
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"account": "123456789012",

"time": "2019-11-16T0Q1:54:34Z",

"region": "us-west-2",

"resources": [],

"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":

"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"action-type": "PUSH",
"image-tag": "latest"
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"version": "0Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Pull Through Cache Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2023-02-29T02:36:48Z",

"region": "us-west-2",

"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"

1,

"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb421fa41b658480779d80c77abl15EXAMPLE",
}
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ol X|IAEZ|of CHEE 7|2 AZHO| AHS HHEEIM 2 o|O|X| AZHO| Rt 2 E M CHF O|HIE 7 M&ELICH
finding-severity-counts Lt2t0|E{= AZE =&EO0| U= FRolEh gL2 EHEtELICE o & S04,

-/ L AN
O|O|X|ofl CRITICAL =&2| A7t gio™ AZt 2 E 7} BhEtE|X| et &LICt RHAIEH LI O|0[X|
0{ M Amazon ECR2| OS F|of 4 A 7H HHHE HESHMAI2.
(® Note
2 AZHO| AHE MHE! 2 Amazon InspectorOi| A 45t = O[HIEof CHEF XEA|EH LI 2
Amazon ECR2| 112 AZHE 2|8t EventBridge O|HIE & MME HZSIMIL.
{
"version": "Q@",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:487",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

3,

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"image-tags": []

HR|IAEZ|of CHall T2 AZHO| A2 MMEI EA 12 AFH0| M35 E 2|AA 7} HHZE T Amazon
ECRO{M C}2 O|HIEE MEELICH 07]0l= M S A 2| 2|, H4 50l E|ZX|E2[o AZH
x4 h

U s 13 AZHO| AHS AHE BIZXIEE0IM OIDIXIE A5t Lt ALMSHE A0l ZEHEIL
ch. RLAIEH LI&-2 OI0|X|0fAf Amazon ECRO| AZ E9J0f #9F4) A7H EHHIS A ZSHAIAIL
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"version": "Q",

"id": "@cl8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
.
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}

O|0[X| Af&ilofl CHEr O|HIE

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
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"detail-type": "ECR Image Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-11-16T02:01:052",

"region": "us-west-2",

"resources": [],

"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":

"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"action-type": "DELETE",
"image-tag": "latest"
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"version": "Q",

"id": "c8b133b1-6029-ee73-e2al-4f466b8ba999",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:54Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

1,
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"
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"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2018-07-11T21:54:07Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}

}
},
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"repositoryName": "testrepo"
I

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

},
"requestID": "cbhb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "AIDAIEP6W46J43IG7LXAQ",

"arn": "arn:aws:iam::123456789012:user/Mary_Major",

"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Mary_Major",

"sessionContext": {

"sessionIssuer": {

Iy
"webIdFederationData": {

1,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

3,

"invokedBy": "AWS Internal"
3,
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",

"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,

"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
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"constraints": {
"encryptionContextSubset": {
"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

.
"responseElements": {
"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"
},
"requestID": "Q47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageTag": "latest",
"registryId": "123456789012",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \'"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":

\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265F5c390ffb21bb0c277941\"\n
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},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlae
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fce6d3e”,
"imageTag": "latest"

}

}

I

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"

}

}

iy
"eventTime": "2019-04-15T17:23:20Z2",

"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",
"requestParameters": {
"imagelIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",

¥82 2oiF
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"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
.
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

I,
"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
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"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,

"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"

}I

"lifecycleEventImageActions": [

{
"lifecycleEventImage": {
"digest":

"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@c45",

"tagStatus": "Tagged",
"tagList": [
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"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71cl1b6660d645d2cd79cc8ce91b38e0@352chbf9561e0@50427bat",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
1,
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117e1bc28cd20751e584b4ccd19b1178d14cf0@2d134b@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"taglList": [],
"pushedAt": 1584042844000
1,
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"
}

of: o|O|x| Blmie] &
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

I
"ec2RoleDelivery": "2.0"
I
"invokedBy": "ecr.amazonaws.com"
I
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albacedbf503a"

},

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [

Amazon ECR 21 12! &= 0|3l
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"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {
public static void main(String[] args) {

final String usage = """
Usage: <repositoryName>
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Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:

+image.imageTag()));

}

}

- APIOi| CHEE MIE HE =AWS SDK for Java 2.x APl & X 9] listimages& & X 5tMIL.
Kotlin
SDK for Kotlin
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTag}")

tMl2.

[o][]
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Python

SDK for Python (Boto3)
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import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
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for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "_main__
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- API M|5 BE = AWS SDK for Python (Boto3) APl & & 2| listimagesE & Z35HMIS.
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);

}

public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()

.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imageIds().stream())

.forEach(image -> System.out.println("The docker image tag is:

+image.imageTag()));

}
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t trimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
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imageResponse.imagelds?.forEach { imageld ->
println("Image tag: ${imageId.imageTagl}")

- API M5 HE =AWS SDK for Kotlin API & Z 9| listimages& & XA 2.
Python
SDK for Python (Boto3)
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import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.
:param repository_name: The name of an Amazon ECR repository in your account.
print(
f"Hello, Amazon ECR! Let's list some images in the repository
'{repository_name}':\n"
)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(
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repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)
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import software.amazon.awssdk.services.ecr.model.EcrException;

import

software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**

* Before running this Java V2 code example,

* environment,
*

* For more information,
*

set up your development

including your credentials.

see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role,

*

see:

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.

Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**

* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**

* Sets the lifecycle policy for the specified repository.
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {

CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();

response.whenComplete((authorizationTokenResponse, ex) -> {

if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();
System.out.println("The " + imageName + " was pushed to

ECR");
} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
}
return CompletableFuture.completedFuture(authConfig);
1);
authResponseFuture.join();
}
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« APl M8 ME = AWS SDK for Java 2.x APl 2 = 9o| CI2 FX|E & X35MR.

* CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

+ SetRepositoryPolicy
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« StartLifecyclePolicyPreview
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import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining

the security and integrity of your container images. The repository

policy allows you to

define specific rules and restrictions for accessing and managing the

images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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github.dockerjava
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services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request

val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {

repositoryName = repoName

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =

ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)

val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",

712 AFE YotE 7| API {7 2015-09-21 303



Amazon ECR INT=IY A To] =]

"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {
// Fetch the existing repository's ARN.
val describeRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)
}
EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeResponse =
ecrClient.describeRepositories(describeRequest)
return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->

val desRequest
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

« StartLifecyclePolicyPreview
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class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
712 Atg Lot 7| API H{71 2015-09-21 309



https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR INT=IY A To] =]

self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

Amazon ECR 24g BiZ 5t= ECRWrapper ZciAQILIC}H

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.

try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.'", repository_name)
raise
else:
logger.error(

"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)
raise
else:
logger.error(
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"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

raise

« API M|& HE = AWS SDK for Python (Boto3) APl 2 X 9| LIS FAE & X3 2.

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

AWS SDK 7Her A} QFLHA B¢ ZE of|M|of A SE52 MM T tMAWS SDKOA Amazon
ECR ALE. O =H|oll& AlZFat7|ofl CHEH HE 2 0|7 SDK HZTofl CHet M| HE T Z 3|0 U&L
Ct.

AWS SDKs& A& & Amazon ECR &

C

IS 2 E X0 MH= AWS SDKsE AF235+04 7§ Amazon ECR S ~&isl= &Y =
Ct. Zt odlAoll= GitHubol| CHEt 237} Z & E|o] U&LICH o470 ZE M L Al&lof CHEF X|&S
&g = U&LCt

CI2 odlAol= 7HE Qetxo 2 AFRE|E Ehodnt Z3tr|o] QI&LICH MA £ =& Amazon Elastic 71
EH O] BIXRIAEE| API X E FZ5HMIR.

&Fo] API %1 2015-09-21 323


https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/CreateRepository
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/DeleteRepository
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/DescribeImages
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/DescribeRepositories
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/GetAuthorizationToken
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/GetRepositoryPolicy
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/SetRepositoryPolicy
https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/StartLifecyclePolicyPreview
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/Welcome.html

Amazon ECR INT=IY A To] =]

of| Al

» AWS SDK EE = CLI2} CreateRepository &7H A

« AWS SDK EE& CLISt DeleteRepository &7l AHE

» AWS SDK == CLI2} Describelmages & 74 AFHR

« AWS SDK EE= CLI2} DescribeRepositories B 74 AHE

« AWS SDK EE£& CLI2F GetAuthorizationToken £ 7 AHS
+ AWS SDK K& CLIS GetRepositoryPolicy & 7H AHE

« AWS SDK & CLISt Listimages &7 AFHE

» AWS SDK®2} PushimageCmd & 71 AlE

+ AWS SDK EE& CLIt PutLifeCyclePolicy 74 AFHE

+ AWS SDK EE= CLI2} SetRepositoryPolicy B 7 AHE

« AWS SDK EE £ CLIS} StartLifecyclePolicyPreview &7H AL

AWS SDK EE&= CLI2} CxreateRepository &7 ALE
Ct2 ZE o A|= CreateRepository2| AL WS Hoq FLICH

A oAe cite T2 oM &3st I E0|H HEAE| & AdsHor & LICH CHS ZE oA
o= HEIAE LHoA O] Y E = lE &= U&LICEH

« 718 ALE otE T

CLI
AWS CLI
oAl 1: 2IZEX|EE| M

CHE create-repository Mo Me= Ao 7|2 BIRIAEEZ|MM X|IHE HUADHO|A L
of ZIZX|EEIE 4 dFLict

aws ecr create-repository \
--repository-name project-a/sample-repo

2.
—.

M

-

bl
-
o}
+

API {71 2015-09-21 324

il
I



Amazon ECR INT=IY A To] =]

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

KEMIEH L& 2 Amazon VPC A8 HBA Q| E|ZX|EE| $EE HZsML.

o Xl 2: o|O|x| {1 HE EVsL2 2 FIE 2|2 X|EE[E YdsttiH

Ct= create-repository iAo M= ALl 7|2 dX|AEE|0|MH EfT 2HEE /s 74
= 2| ZX[EC|E MggLICt.

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

Y]
i

~

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"
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aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true
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T
i

)

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

KtM|EF LIE 2 Amazon ECR AHE B A{2| O|O[X| A7HE & E ML,
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Java

SDK for Java 2.x

(® Note
GitHubOll ] B2 L& 0| /& LICt. AWS ZE of Z|ZX|E2|0|M A o & &1 ™

3 Aeste WHE HIEMLE.

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or

empty");
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CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
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/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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Python

SDK for Python (Boto3)

® Note
GitHuboll I B2 L8Ol I&LICH AWS ZE o 2|ZX[E 2|0l M TA| o & ¥ HY
2 A™sts SHE HIHEAMR

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":

£
e
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print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

raise
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--force

=a24.
= —1-
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}
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/**

* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.

@throws IllegalArgumentException if the repository name is null or empty.
@throws EcrException if there is an error deleting the repository.

* @throws RuntimeException if an unexpected error occurs during the deletion
process.

*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or

*

*

empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();
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* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")
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class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise
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aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

£
{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":

"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizelInBytes": 48318255,
"imagePushedAt": 1565128275.0
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}

} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {

System.out.println("Image is present in the repository.");
} else {

System.out.println("Image is not present in the repository.");
18

// Wait for the CompletableFuture to complete.
response.join();

« APl MIf HE = AWS SDK for Java 2.x AP| £ = 9| DescribelmagesE & X35 AA|2.

=]

Kotlin

SDK for Kotlin

® Note
GitHubOll { Bt 2 LH0| /&LICH AWS ZE of 2| ZX|EE|0|M A o & 21 M
Ll ASiSE S HIKIEAR

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }
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val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")
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class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise
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aws ecr describe-repositories
Z=ed.
= -
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
3,
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.

* @return the repository URI for the specified repository name.

* @throws EcrException
information.

* @throws CompletionException if the asynchronous operation completes

exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();

if there is an error retrieving the repository

String errorMessage = "Thread interrupted while waiting for

asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
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} else {

String errorMessage = "Unexpected error: " +

cause.getMessage();

throw new RuntimeException(errorMessage, cause);

}
} else {

if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {

String repositoryUri

describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +

repositoryUri);

System.out.println("No repositories found for the given

} else {
name.");
}
} else {

System.err.println("No response received from

describeRepositories.");

}

1)

response.join();
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* Retrieves the repository URI for the specified repository name.

*
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* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri

} else {
println("No repositories found for the given name.")
return ""

}

}
}
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class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
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def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {

let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {3} repositories:", repos.len());

for repo in repos {

println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {3}", repo.repository_name().unwrap());

0k(())
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aws ecr get-authorization-token
2.
{
"authorizationData": [
{
"authorizationToken": "QVATOKN..."
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
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/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

« API M5 ME =AWS SDK for Java 2.x API & X 9| GetAuthorizationToken2 & X35HM|2.

bal
-
o}
+

API B4 2015-09-21 347

il
I


https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/GetAuthorizationToken

Amazon ECR INT=IY A To] =]

Kotlin

SDK for Kotlin

® Note
GitHubo| . Bt 2 Li&0| U&LICH AWS ZE of E|ZX|EZ|0MH MA ol E &1 MH
9 A WS HABMEL
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}

« API M5 HE =AWS SDK for Kotlin APl & X 9| GetAuthorizationToken2 & X SHMI2.

Python

SDK for Python (Boto3)

(® Note
GitHuboll { Bt LI 0| Q)& LICH AWS ZE of S|Z X EZ|MH M| o E 3t1 MY
ol AlSliStE S HIQKIEA 2

I

API B4 2015-09-21 348


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

AR 7H0|E

Amazon ECR

class ECRWrapper:
def __init__(self, ecr_client: client):

self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str

Gets an authorization token for an ECR repository

:return: The authorization token.

try:

response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]

except ClientError as err:

logger.errox(
"Couldn't get authorization token. Here's why %s",

err.response["Error"]["Message"],

raise

9| GetAuthorizationToken2 & X 5HAMI2.
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AWS SDK EE &= CLI2} GetRepositoryPolicy 74 AHE
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CLI
AWS CLI
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Ct= get-repository-policy A0 MH= cluster-autoscaler 2|XZX|EE[Q] E|ZX|E
2| 2o CHer M7 HEE EoiELCH
aws ecr get-repository-policy \
--repository-name cluster-autoscaler
=a4.
= "1
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}
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SDK for Java 2.x
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* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- API M8 HE =AWS SDK for Java 2.x APl & Z 9| GetRepositoryPolicyE & Z35HM 2.

Kotlin

SDK for Kotlin

® Note
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S MdlstE WS I EML.

/**
* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request

val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {

repositoryName = repoName

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =

ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)

val responseText = response.policyText
return responseText
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SDK for Python (Boto3)

® Note
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.

try:

response = self.ecr_client.get_repository_policy(
repositoryName=repository_name

)

return response["policyText"]
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except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.
raise

else:
logger.error(

"Couldn't get repository policy for repository %s. Here's why

, repository_name)

repository_name,
err.response["Error"]["Message"],

raise

« AP| M| HE &= SDK for Python (Boto3) API & & 2| GetRepositoryPolicyE & =M 2.
AWS
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CLI
AWS CLI
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CHS list-images MIMO|ME cluster-autoscaler Z/ZX|EZ|Q| O|0IX| SES EAIF
LICE.

aws ecr list-images \
--repository-name cluster-autoscaler
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"imagelIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
I
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
},
{
"imageDigest":
"sha256:4al1c6567c38904384ebc64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

ol
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Rust

SDK for Rust

(® Note

GitHuboll . B2 LH0| Q)&LICH AWS T E of 2|ZX|EZ|oM XA ofE &1 A

3 Aeste WHE HIEME.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
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println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()

);

0k(())
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SDK for Java 2.x

(® Note
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(@]

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.

I
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*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
String decodedToken = new
String(Base64.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[0@];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
b
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
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}
return CompletableFuture.completedFuture(authConfig);
1}

authResponseFuture.join();

« APl M8 HE = AWS SDK for Java 2.x API £ = 9| PushimageCmdE & Z3HAMI2.

Kotlin

SDK for Kotlin

® Note
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L ASiSE S HIKIEAR

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->

val desRequest
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
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val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

« AP| M5 HE EAWS SDK for Kotlin APl & Z 2| PushimageCmdE & ZE5tMI2.
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CLI

AWS CLI
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CHZ put-lifecycle-policy MMM E A™o| 7|2 BIXK|AEEH XIHE 2|ZX|EE|0]
CHEF = 7| MRS MAISHL|C}.

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json?| 2HIX:

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
.
"action": {
"type": "expire"
}
}
]
}
£
{
"registryId": '"<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

bal
-
o}
+

API {71 2015-09-21 360

il
I



Amazon ECR INT=IY A To] =]

}

mazon ECR Al MHMO| £+ F7| HE g FXSIAM2.

AWS CLI B3 & Z 9| PutLifeCyclePolicyE & ZX3HM 2.
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Python

SDK for Python (Boto3)

(® Note
GitHuboll . Bf2 L& O] U&LICH AWS ZE of 2|ZX|EE|oM HA| o E &1 MH
9l st W WAL

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.

try:
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self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1lifecycle_policy_text,

)

print(f"Put lifecycle policy for repository {repository_name}.")

except ClientError as err:

logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

Dr2 I HAE Mot o UL

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14,
},

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)
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CLI

AWS CLI
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CtZ set-repository-policy MM0Me ool Z & E E|ZX[EE| HHE cluster-
autoscaler Z|EZX|E2|0] ¢AZELICt

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.jsonl| 2HIX:

"Version" : "2008-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
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"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\"
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« APl M8 HEE=AWS CLI E& & X 9| SetRepositoryPolicyE & X5HAMIL.

Java

SDK for Java 2.x

® Note
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/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*
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This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """

{

"Version" : "2012-10-17",

"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" i "%s"

1,
"Action" : "ecr:BatchGetImage"

]

}

[TRTRIEN
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
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response.join();

« APl MIf HEEAWS SDK for Java 2.x APl & %X 2| SetRepositoryPolicyE & X 35tMI2.
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SDK for Kotlin
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/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,

) {
val policyDocumentTemplate =
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
},
"Action" : "ecr:BatchGetImage"
1]
}
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"t trimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

« API M8 HE =AWS SDK for Kotlin API & & 9| SetRepositoryPolicyE & EHAM|2.

Python

SDK for Python (Boto3)

(® Note
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class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon

ECR client.

ecr_client = boto3.client("ecr")
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return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.'", repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

IAM g} CI2E2E HA|A H

o

£ F0i5t= oM Lict.

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

£
e
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{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

« API M|¥ HE = SDK for Python (Boto3) API £ Z ©| SetRepositoryPolicyE & Z3HMIL.
AWS
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--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.jsonQ| ZEHI=:

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
.
"action": {
"type": "expire"
}
}
]
}
£
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \'"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n I\n
\n I\n}\n",
"status": "IN_PROGRESS"
}

« APl M HE =AWS CLI H& & =X 9| StartLifecyclePolicyPreviews & Z5HM L.
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Java

SDK for Java 2.x

® Note
GitHubOll - Ef2 Li& 0| J&LICH AWS ZE 0of Z|ZX|EE|0A HAM o & H 1 A
3 AlstE S H/AEMR

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}

} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {

System.out.println("Image is present in the repository.");
} else {

System.out.println("Image is not present in the repository.");
18

// Wait for the CompletableFuture to complete.
response.join();

« API M5 HE =AWS SDK for Java 2.x API & Z 9| StartLifecyclePolicyPreviewg & &= 5tAll
o

-l .

Kotlin

SDK for Kotlin

(® Note

| Q&I AWS 2= of BlZRIE S0l HA oIS &3 M

= o

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {

require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
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require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag

cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal

}

val request =
DescribeImagesRequest {

repositoryName = repoName
imagelds = 1listOf(imageld)
}
EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")

} else {
println("Image is not present in the repository.")
}
}
}
« API M| HE =AWS SDK for Kotlin API & Z= 2| StartLifecyclePolicyPreviewE & X 5tA| L.
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