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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResouxrces",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*"
1,

"Resource": "*"
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{
"Name": "parameter2-name",
"Values": [
"value3",
"value4"
]
}
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{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
}
]
}
]
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[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]
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"Values": [
"MyApplication"
]
.
{
"Name": "Arn",
"Values": [

"arn:aws:servicecatalog:us-east-1:123456789012:/
applications/<application-id>"
]
}
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* Name

O| mZtO|E{= AWS CloudFormation 2E0| Y& E [ AAEXE7F &F et AE0| EA| 0|&E XIH

il

O| Z}2t0|E{= AppRegistry2| ol Z2|71|0|4404| 214 El AWS CloudFormation 2E49| Amazon 2[AA
O|E(ARN) ZZE X|HgLct.

(® Note

O|2{8t R AE ¥4Z35124T AppRegistry 2& F = S5 AWS SDK 2/ AWS CLI 212 AL
&to{ o E 2|7 0|2 =d5HoF & LICH.

CHS o XMl= AWS: :CloudFormation: :Stack AMH|A 42 O 20| 744 MM Ho{FL|C}.

"Type": "AWS::CloudFormation::Stack",
"Parameters":[

{
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Name": "Name",
"Values": [
"MyStack"

]

},

{
"Name": "Arn",
"Values": [

"arn:aws:cloudformation:us-
east-1:123456789012:stack/MyStack/<stack-id>"
]

AWS::EC2::CapacityReservationPool

O Configuration f82 2|44 JE0| & FHHO| X35t S8 SF ES L-|'E|"T=I|'I% NP
gLict o] 2laA J&9| #4482 Amazon EC2 & 01|°k0|0-|0|= FLICH 2lAA T
MARS 8 odlATE A85I0{CHE AHWM SR8 8F ool 25 =& E 5+ Q!
Resource Access Manager. O|Z 7| 5t™ 0| 2|l&aA I§E T o< ut2tolH
Amazon EC2 RQIARAE A|ZtE = U&GLICH O|FE A 6tH QUAHAE IFM A
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Configuration &= X|&sHoF g LICt.

. mt2to|E{7} stLEQ] AWS: :ResourceGroups: :Generic 8:

T

- It2t0|E| allowed-resource-types & AWS: :EC2: :CapacityReservation®| E& gf. O]

FHHME Amazon EC2 8 o ofEt 2|4 JF 0| F 70| & = JU&LICH

OF FMO| AWS: :EC2: :CapacityReservationPool &5 ulztO|E{E X|HEHK| ok&LICH

CIS oAM= olz48t 2 &2l Configuration AMHE Ho{FL|C}

"Type": "AWS::EC2::CapacityReservationPool"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-cr-group.html
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},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::CapacityReservation" ]
}
]
}

AWS: :EC2: :HostManagement

O| AlE#4X}I AWS License Manager = 1 & M0 M & == Amazon EC2 A E 2| Lo CHEt A
2 X|I-HE Lt RIME L8 2 o] 3AE 2|lAA OE S AWS License Manager & Z3HM|2.

Ol #89| Configuration ¥S2E MH|A HA ElAA IS F85te G2 CFg a2 AL&5t04
B4 9| Configuration ST X|H5H0F &LIC}.

- It2t0|E{7t allowed-resource-typesO|1 AWS: :EC2: :Hosto| Bt 2t 7t %
AWS: :ResourceGroups: :Generic R&. 0| R M= Amazon EC2 & SAEDI OF 74
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 I}2}0|E{ deletion-protection 2! UNLESS_EMPTYQ| Bt gt 7I%!
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= QigLch

AWS: :EC2: :HostManagement AMH|A 4 O & f¥ol= chSot 22 Ttetole 7t X[ ELlch.

 auto-allocate-host
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https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
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[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-allocate-host",
"Values": [ "true" ]
1,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]
* auto-release-host
Ol ZtO|E = DX 2 A3 QARATL BSEE £ 0152 M8 SAEE AS2 2 S{AMEX]
0{2 & X|HELICH RHMIBH LH82 Amazon EC2 AH8 MYl M8 SAE SHNE HZAML.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-releasing
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"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-release-host",
"Values": [ "false" ]
.
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
},
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}

allowed-host-families
O| ZIZIO|E{= O| 21 &2 T HHHQI QIAEHATI AIEE £ U QUAEHA S mUZ|E K|I™HELIC
O|HIO|H |: EAtY HH.

S8ElE g 4 42 &8 Amazon EC2 QIAEA 2% 2| AR C4, M5, P3dn EE&
R5d)040F BfLick.

OE 748 8= odes ARE QATADCE EE M5 QIAEA QY IUE|o| 0| E = US
= K-t
L
{
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
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"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]
.
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
},
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}

* allowed-host-based-license-configurations

9| Amazon Z|4&
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ol W2t OlE = & T 7ol M8 Lt oo Zo/AZ 7|E 2to|MA F &

O|&(ARN) B2 E X|™HEfLICt
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Zis 048 TS, o] m2t0|E| EEE any-host-based-license-configurationg X|H&
UX|EH = CF X[HE = gL 5 ES2 87 M8E = gigLch
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/about-service-linked-groups.xmllist_awslicensemanager.html#awslicensemanager-resources-for-iam-policies
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{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLEL1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1ic-8a786a26f50bas16eb658EXAMPLE2222"
]
}
]
I
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
1,
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]
* any-host-based-license-configuration
O| mZtO|E= §H 2to|MA F4HE JE0| ¥ZEs5HX| o2 RS XIHELICH 0| B ZAE 2|4
A 50| FEH2 FTOAT 7lgt 2lo|dA FEE AEE = U&LICH 2to|MA =of A|E

Zis 048 =4S, o] ma2tO|E| £ = allowed-host-based-license-configurationsg X|
HE 4+ UX| E O X|HE = ELICH F €32 €A ALSE £ glaLch

o 1= HA =H
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ChE FE 25 odes 28 #8230 ZE Zo{/A% 7|8t Elo|dAa T EHE AHE

gruct,
[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
I
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
]

O oldeE ZE S4E #E| 8 B 7dol L6t 4S8 2oiELICH

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": ["true"]

.

{

"Name": "auto-release-host",
"Values": ["false"]

T4 78 2 get0fE

29



AWS Resource Groups

},
{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]
},
{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-

configuration:lic-6eb6586f508a786a2basl1EXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-

configuration:1ic-8a786a26f50bas16eb658EXAMPLE2222"

]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
},
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/resource-groups.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/resource-groups.html
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HE2Z g2tHoM X|dsts 32| Ela2a2B 2 EFELICH

ZrEfotedH a2 5ol e 7|8 2|7t Z & Elo{of FLICH X|HElE REel Elasst
£ Bt RIeH KSez 50 FE#o| Eulh

- 0| M R8ols X|¥E|l=E Parameters7t & LICE

- 0l T4 R0l BlAA DBE NGB LIEAD Weke 33 2B0IM oY 18E HEaARI &

CHS oldl= o]l R&e| 2 &0l et Configuration 2! ResourceQuery M2 HoiELICH
{
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}

1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"]1}13}",
"Type": "TAG_FILTERS_1_0"

CHS oXl AWS CLI BE2 o™ 78 & #ElE MEst0d Bl a5 8 ddFLich

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFilters\": [{\"Key\": \"environment\", \"Values\":

[\"production\"1}13}"3}' \
--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []1}]’

nGroupn.{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",
"OwnerId":"123456789012"

iy

"Configuration": [

{
"Type": "AWS::NetworkFirewall: :RuleGroup",

T4 78 2 get0fE 31
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"Parameters": []

1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
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* Type
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"Type": "TAG_FILTERS_1_0"
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« "AWS::service-id::resource-type-"AWS::EC2::Instance"2

resource-type AtY EXIL0| HEE FEE SELICEH

* TagFilters

E} 2 7|2t &4
*+ "Key" - 7| O|F0|
gLt

ol 24e Ela
=Ny
A =

. "Values" - XIEE Flof chal HEZ TEE 2t 0| ZHEH 2XPL
A8t 380 FAMLIC

O 7|ek ol S5 YRlsteE 22 7T 2l
A xEo=z Agfsliof #LICH o & S04, CF

O|zHEt ZE JSON A E JSON X 9| & & BAtA
21 22 JSON 7= oIMl2| QueryE 12d# =+ JU&LICH O] #2|= El 27t ‘Stage’O| 11 Z£0|
‘Test' @l Amazon EC2 QIAEA D OiEISH| QI8 ZddLCt.
{
"ResourceTypeFilters": [ "AWS::EC2::Instance" ],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}
N JSON2 Ct St Z2 & £ EXIYERE EHE =+ A2 Query O| U2 AEE = UE
LICt JSON 7= 0| gi2 2 EE [2 EAF0[|0{0F 22 X & El 2 MFE EAILE &2HAl 2
Xtz CtSah 2ol ool &2 A|E 204 o|A 7 o|Z&fjof & LICt

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\"

\IlStage\ll , \Ilvalues\ll : [\IlTest\ll] }] } n

Zto| CLI & mZtO|E{2 EAIELCE

24 ™M*l| ResourceQuery EAI0| CHS2 1}
--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\"
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test

\"1}313"}'
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 CREATE_COMPLETE
CREATE_IN_PROGRESS
DELETE_FAILED
DELETE_IN_PROGRESS
REVIEW_IN_PROGRESS

/A Important

CloudFormation AEB4O| HIEH{ 7} M8t 2|lAaAE OE S| M7t E[X|
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CloudFormation AEH 7|8t B2|[AA & 9| ResourceQuery ItEtO|E R0 E CHSO 242 QA7 X
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* Type
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"Type": "CLOUDFORMATION_STACK_1_0"

* Query
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* ResourceTypeFilters
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« "AWS::service-id::resource-type - "AWS::EC2::Instance" Z2 &4|9|
resource-type AtY EXIE0| HEE FEE SELICEH

e StackIdentifier
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I. o] #2lE X|™HE AWS CloudFormation AEHQ|
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O[2{8t 2 & JSON R4 E JSON #Zx9o| 8t &
22 JSON X of M| Query S TE{E £
UF 2l Amazon S3 HZIEF LX[A|7[7] 2{EF A

"ResourceTypeFilters": [ "AWS::S3::Bucket" ],

"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLE"
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SiE JSON2 CHE1t 22 & £ EAEZE E3dE = UM Query 240 2oz MEE + U&L
Ch JSON = 0| Zt2 EMUZEZ |2 EXtL0|o{ok st22 ZEE 2 MFE EAtLE 2fA| EXts
ChS1h 2ol ool ¥<ei A& S04 O|AFH 0| ZsHoF BfLICH.

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

J24™ ™A ResourceQuery EAE0| CHE 1t 20| CLI B mf2tO|EH 2 EAIELICEH

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :S3: :Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-
west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLE\"}"
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Console
1. AWS Resource Groups 2&01 2 3918tLC}
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$ aws resource-groups create-group \
--name resource-group-name \
--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilt

exrs

\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",

\"Valuez\"]}]}"} 1
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$ aws resource-groups create-group \
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--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'
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\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
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stack_identifierc= BE Mol EAIE HiQF 22 AR ARNRILICEH

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
"{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
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\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

CHS B> 2 ol Lch.

$ aws resource-groups create-group \
--name My-CFN-stack-group \
--description "My first CloudFormation stack-based group" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResouxrceTypeFiltexs\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"
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HME F 7HX| BHES Ar&3t0{ AWS CLIZE S| # 2|8 YOlo|ESt D
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1. 59| MY HFsK| eterdm o]l BHAIE ALF T ChS EHAIZ ZrLIch AWS CLI MlAod A
CtS2S =248t OIS Enter 7|18 =2 & 0IF X MY 4 S Atelo| 4o = HiELICtH
$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"
CtE BE2 of M Lct.
$ aws resource-groups update-group \
--group-name my-resource-group \
--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."
o| 0424

El/\A 0%4 EH:_

= Enterg "%L—IEF °._F Z{elof J_IEH 207H

$ aws resource-groups update-group-query \
--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\"
\"Value2\"]}]}"}'

ChS HE2 oildduct.

$ aws resource-groups update-group-query \
--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'
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AWS CLI & AWS SDKs
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of CHEt 2t 2 ALSAL I Ro| ZIoZ Hit D COf S HES A™ELCt

$ aws resource-groups update-group \
--group-name "resource-group-name'" \
--description "description_text"

ChES BH¥2 oA Lich.

$ aws resource-groups update-group \

--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

= -

1IA‘I EI/\ %—%'Q-I A S5 MSELct gt -=r'-4EI01I _._IE

$ aws resource-groups update-group-query \

AWS CloudFormation &84 7|8t 2 & AC|0|E 46



AWS Resource Groups

--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"]1}"}'

CHS -2 o Lch.

$ aws resource-groups update-group-query \
--group-name "my-resource-group" \
--description "Updated CloudFormation stack-based group" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9%e-50d5cEXAMPLE\", \"ResouxrceTypeFiltexs\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"
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https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/event-types.html#tag-event-types
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* resource-groups:UpdateAccountSettings
 iam:CreateServicelinkedRole
* events:PutRule
* events:PutTargets
* events:DescribeRule
* events:ListTargetsByRule
* cloudformation:DescribeStacks
* cloudformation:ListStackResources

* tag:GetResources
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https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
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AWS Management Console
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AWS CLI

AWS CLI EE= AWS SDKsE Al83t0i 18 = 7| O|HIEE 7{2{™

CH2 Mol M =& AFE3H0{ Resource GroupsOlM & =% F7| O|HIEE AWS CLI 7= W
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$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

Che ®a olixI S Als5tod 7|55 0] HKd QK| &OlE 4 olaLich £ Aef Lo SYs Ztol &
AlEle sefo| g2 &

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

a& +38 F7| o|HE 747 51


https://console.aws.amazon.com/resource-groups/groups/settings
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« AWS CLI - aws resource-groups update-account-settings 2! aws resource-groups get-account-

settings
+ API - UpdateAccountSettings & GetAccountSettings
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$ aws events put-rule \
--name "CatchAllResouxrceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchAllResourceGroupEvents"
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https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
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18 EXt¥ES et Teto|E Ztolle A8 52 2 Mt 2lof ket CHE & Al
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M E2l0lE g2 sE6ts Jo|H g1 @77 E YME = A& P

Ol THE! JSON BAHAS 0| MF LI CHE ZE oliFlolM THe
eventpattern.txt&L|C}.
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]
}
}
}
JH CHE, O HES AAsto &2 A5t ool AFEAL X[H O|HIE THE S A g
L|Ct.

$ aws events put-rule \
--name "CatchResourceGroupEventsForMyGroup" \
--event-pattern file://eventpattern.txt

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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Ct= AWS CLI put-targets BE2 O™ M0 MME my-sns-topic 7#EI0f 0|F 0] 2!

Amazon Simple Notification Service(Amazon SNS) &ME AZEL|CH 72l X|HE 2 E0|
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$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []
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FZEshM2.

[e][}

KM WEE OIS RE

M
ok

« AWS CLI - aws O|HIE put-rule %! aws O|HIE put-targets

 API - PutRule ! PutTargets
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https://docs.aws.amazon.com/cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {

"state-change": '"create"

E % 7| o|HEE 7HM Amazon EventBridge AWS Resource Groups Z O|HE M&E X
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https://docs.aws.amazon.com/eventbridge/latest/userguide/delete-or-disable-rule.html
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 events:RemoveTargets
* events:DescribeRule

* events:ListTargetsByRule

AWS Management Console
EventBridge0l CHeF 2.8 +=& F7| o|HE ¢3S 1= WY

1. Resource Groups 2&0|M &% HO|X|E dLCt
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0| A& 0| Resource Groups= [ 0|4 EventBridge 7|& O|HE HAZ O|HEE ELIX| 2
H, 732 O ol XEISHof & O& &3 O|HEE =AISHX| t&LICH MEfMo 2 o[2{3t #&lE
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$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

}

}
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« AWS CLI - aws resource-groups update-account-settings 2! aws resource-groups get-account-
settings
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https://console.aws.amazon.com/resource-groups/groups/settings
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
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« API - UpdateAccountSettings 3 GetAccountSettings
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"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,

"detail": {
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://json.org
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://wikipedia.org/wiki/Universally_unique_identifier
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"ResourceGroups Group State Change"
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resource- ResourceQuery O FHHS dolsts #Helel JSON EFHL|CE
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"state-change": "create"
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_ResourceQuery.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ResourceQuery.html
https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html
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o

CtS O|HE oMl= my-service-groupO|2tE OIS M2 MM E 2lAA OFS LIEFHLICE O] of
MM 2IES "project"="my-service" Ef217} Y= Amazon Elastic Compute Cloud(Amazon
EC2) QIAR A QLD OESH= BT 7(B R ElE AFSELICH

{
"version": "Q",
"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:017",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,
"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
AClo|E

"state-change": "update"
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"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:017",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 3.0,
"state-change": "update",
"group": {

arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
3n

},
"old-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
yn

detail EEQ| X 62



AWS Resource Groups

AR} 7h0lE

}
AFK|
"state-change": "delete"
O[HEE= 7|& O&0| AN ERSE LIEtHLICH ME HE EE=ol= ID o= 2 &0 ciet HEtH 0]
E{7t ZEE|X| et &LICH O] O|HE = Ho|4 O] arn & unique-idofl CHEH OFX|2 O|HIEO|2E 0|
HIE 0|%0i event-sequence HE7} RHAHELICEH

{

"version": "0",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change"
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [

"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
}
}
}
I8 B4 ¢
"detail-type": "ResourceGroups Group Membership Change"

Ol detail-type &2 E2lAATF D& FIHE|HLE D&M ®M7HE[0 2 & HEHAO| HEEIRS S
LIEMELICH. O detail-typeS X|HstE ZH2 2|4 2| resources LEoll= HEHAlO| HAE 1
O| ARNIt &0 FIHEIZLE I FM MHE 2|49 ARNO| Z & ELICH

=2
15

Ol detail-typeS XIHE M details MMof L& E|= HEO]
L|CF.

rr

Ct

Ojo
Fel

of MEHEl Te g ZEE
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!
0%
x
Cl
AL

E 0|

i
=0

= O
event-seq HIEZE Al LYt Botete AR, &Y a1 &0l CiEt ol
uence E =ME UEPHLICH 2 E0| AXElD 7% D7
HZAEH HS 7 A E L CH
group Group JSON ZH&{ ARN, O|&, 1R IDE 7|E2E O|HIER HAZAE[=
E A uict.
resources ResourceChange J& HH4o| HAEE Z|aA ol HfF /Lt

JSON Z| Hi ]
Ol ResourceChange ZiA= Zt 2|laAo0f CHEt C

membership-change - &2 "add" E£&
"remove" L|C}.
arn - £7 = AMHE 2|2 A 9] ARN.

- resource-type -FIJ}EE= MHE ElhAS

=0
o

CHS FE oAM= etdol HIEHA HE o CHEt o|HIE LIS Eo{ELICE o] oMo 2 &0
2IAA L7} F7HE|D AE M 2lAA sHLU I MAHE = 748 BodS L Ct.

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {
"event-sequence": 2.0,
"group": {
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"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
I
"resources": [
{
"membership-change": "add",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"
I
{
"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"
}
]
}
}
CHESH AR AlEd|oll CHEF EventBridge AFEAF X|H O|HIE mHE of ||
C= EventBridge A& At x| O|HIE THE of| A= Resource Groups0ilA A5t OJHEE S OfH
E 73 2 o cis 5t= OIHE

2ot ZEZ RO

CIS ZE Ao EXE OIEO|L SlAAT Eost B Z #a# ## ## ###E AN HEZ HiEL|
Ct.

2 E Resource Groups O[HIE

{
"source": [ "aws.resource-groups" ]
}
OE AEf EE B HY oE
Ctg ZE ode 2 38 A& HE0l s LcH
{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change " ]
}
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CHg ZE oAlE 2E I8 B HHol s e

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]

[a

S3 280l hat ol

{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
O|H oilXl= X[HE 2| HE LHES X ELICH OIS oixll= SYet 2YE +SIHNT 1
20| CH2 180 T4 BlAAQ BRO| HT IS T UXBILICH

"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" 1]

£d 2laaof Ciet O|HE

EY 7 Elasol Oig O & HHA HE O|HER AXMS T LEHIE + U&LICH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

AERE X OIHIE T oA
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"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:instance" }

]
}
= resource-type AHXIE AL E HE S OfE2 S5l & o|4 o R¥2 7+E5HH OfE
& T &LCt o™ oAt HEI CHE MM E 28 HEl ¢H4E O|HES| detail =0
|

resources ZEJ} XTEE|X| e 2 OF HHH4 HZE o|HEDR Oj & & LICE.

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}

2E 2lAA N7 oHE

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" 1],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

Ed glaLof Cfet ZE 2laa X7 o|HE

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]

AERE X OIHIE T oA
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}

Ol R ol o|HE HE{Foll= o MMl & Hm| KoM AHEE %4 @] resources HIEE AME
g o+ HELICH Ol z|¢?| resources RA49| E|AAT7H D E0| FIHE|E 2|4AA0[|X|2F O[HE
£ 05| i E & A7 MHEYLICE &, O 2 ZE M= &R 28 O|HEE grete & U&
LICH CHA O oMo R A[E FL &2 APooPHIR.

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}
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oA 2lAA & 4K AWS Resource Groups

AWS Resource Groups Z2& EE=8 AFE5t0{ 2|44 OFS AWS CLI A A& = J&LICHAWS
Resource Groups. ElA&A IE8 MASHE 252 7 MR ZlAAL AN 2 Ol Eja= AMK|E|
Xl etgLct J8 7+ Y 38 =& a8t AX|ELc.

Console

1. AWS Resource Groups &0l 2218t
2. M FOIM MYE BAL TES HAELIC

3. AX|sigde 2lAA T1E0| 0|22 MEHE OIS B MHE E7|2 MEistL|C}

4. IF=0Z20| ME ME I o|X|0M QE= AEF I AME|0f 9/= AFXIE AMEHSH |C}
5. ARK| ZQl HA|XK|7F EAIZ|H ALK 2 MEESH|C)

AWS CLI & AWS SDKs

2lAaA JE5E MHste Yy
1. CIS BYES UBELICH resource_group_name AX 3& O|ESZ HELICEH

$ aws resource-groups delete-group \
--group-name resource_group_name

2. MAE Eolste HAIKIZI EAZH yesE 248t & EnterE +ELICH
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AWS Resource Groups & Tag Editor2} &7 ALEE &= Qe
oAA Y

AWS Management Console ==& AF&35104 E|lAA DS HHSH OIS siiY 282 S8l HH 24
A9t &3 & AWS CLI & = U&LICH o2 AWS ElaA0] EfOE F7+8HChs Y EH2E ALE 5t
0 1§ HWHAE &g = JU&LICH ol FAMH=E AHE5H0d AWS Elaa JEN ZEE = U=
2laA 78 AWS Resource GroupsZt Tag EditorE AF&35104 Ef2E XIHE = e ElAaA K8
CHa A EL[CE.
/A Important
Xl BE 2laa R0 CHe 2§ 7|82 2 5t= Resource Groupse MER2 2|4
Resource Groupsoﬂkl X|¢He motct Rise 2 FEHE F7HE = JUsLICH X[HE[=

=
=
E 2lAa4 RHE J|HOR St JIE 2lAA IB0IM XIS £ JIE CIFR AT E
e 2, IBS A MES MECHOf B 2lAA0M S0 AYE £ 2B

= , Ls = E% %I-ol._llz_
M. ol CHE 2lasol CHaH 44498t RES 3t EE SHQJ0| O 8tR| of 2 BlAA FE &g
HBHo=R gRE 4 gk 2lac0| HBES o0Y 5 AsLICH OE B 2laa g
S EEE FItotod X|HE 8o E|AAR D50 YR I E|EF X|HE = U&LICH

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

| All supported resource types

CtZ E 0= Tag Editorol| A Ef X, EfT #E| 7|gF 2 &2 HEH A, AWS CloudFormation AEf 7|
it O o M Aol X|El= 2laa -ﬁ-%ﬁol Ltet & LICH.
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d Ho|

« Tag Editor E{1 X|d - Tag Editor &2 AtE35t0{ 0| R el 2|40 EfOE X[HY = JU&LICH
OEX| ko™ AWS Resource Groups Tagging APl EE& SliY ElAA S| AR MHIAMAM 7|EXHS
2 X|¢ste e x['E MEIAE ALS3HoF & LICH.

« E{2 7|8t O E - 2lAA0] IZAE a2 HE{Ao| AME|E 2lAA OE0 0| R8O EAAE X
e = AsUC OE2 E O 7| Ol gt2 XIHstH, Eia7t YXIsteE 2E ElacE ISR
a0l £35HAH &,

« AWS CloudFormation A& 7|8t & - CloudFormation AE{0| /2 2 MMEI B|AAZ HEHAO|
TEE ElaA OF00| REo 2AAE ZEE = JUELICH OE2 ABO| ARNE X|HstH, 2E
M 2lAAE RSS2 a5 70| ELICH AWS CloudFormation AE404| E{1 & F7+5tH A
EHO| ool EE Lt

A2 & X|Z|0{ Resource GroupsHlAM T 0|4 X|E|X| b= BlAA REOISE
= A8 SX|E 2lAA 8 MMHE HZSIAM L.

rlo

ol &xef Zof A

® Note
Resource Groups %! Tag Editor= CtS E9| 2|4 A RS X[H5HX|E U] 2lAA RE 20
M A E5HR| RE &= U&LICHAWS 2.

AWS DeepComposer

2laA Tag Editor  EHZ 7|8k AWS
Ef T XIS g CloudForm
ation AE4
Zlgk &
AWS : : DeepComposer: : Composition X Ot v o X OfL|
AWS : : DeepComposer: :Model X OtL|R v o X OtL|R
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Amazon API Gateway

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:

:ApiGateway:

:Account

:ApiKey
:ClientCertificate
:DomainName
:RestApi

:Stage

:UsagePlan

Amazon API| Gateway V2

2|AA

—_

AWS: :ApiGatewayV2: :Api

Tag Editor
El x|

X OtL|R
X OfL|
X ot
X OfL|
X OfL|
X otL{

X OfL|R

Tag Editor
S RPN S

X OfL| 2

BT 78t
as

B2 7[gt
ad=

AWS
CloudForm
ation A E4
Al gt

v o
v o

X ot
v o
v o

X ot

v o

AWS
CloudForm
ation A E4
ZI18t O &

X OtL|L

Amazon AP| Gateway
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|IAM Access Analyzer
AL Tag Editor  E{T 7|8t AWS
Ef x| ag CloudForm
ation A EH
ZI8t 38
AWS: :AccessAnalyzer: :Analyzer X OtL|R v o X OtL|R
AWS Amplify
AL Tag Editor ~ E{Z1 Z7|E} AWS
Ef1 X[ g CloudForm
ation AEH
718t 3 &
AWS : : Amplify: :App X OfL| v o X OtL|R
AWS App Runner
g|AA Tag Editor ~ Ef1 7|8k AWS
Ef x| ag CloudForm
ation AE4
Zlgt &
AWS: :AppRunner: :AutoScalingConfigura « ohLl2 7ol « ohLl2
tion
AWS : : AppRunner: : Connection X OtL|R v o X OtL|R
AWSf :AppRunner: :0bservabilityConfigu « obLIQ 7ol « obLIQ
ration
AWS : : AppRunner: :Service X OtL|R v o X OtL|R

IAM Access Analyzer
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|AA

—_—

AWS: : AppRunner

AWS: : AppRunner

: :VpcConnector

::VpcIngressConnection

AWS AppConfig
2lAA
AWS: : AppConfig: :Application
AWS: : AppConfig: :ConfigurationProfile
AWS: : AppConfig: :Deployment
AWS: : AppConfig: :DeploymentStrategy
AWS: : AppConfig: :Extension
AWS: : AppConfig: :ExtensionAssociation
AWS AppFabric
glaa

AWS: :AppFabric: :AppAuthorization

Tag Editor
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X OtL|2

X OfL|R

Tag Editor
B x|

X OtL|R
X OfL|R
X OfL|
X OtL|R
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ation A E4
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AWS AppConfig

74



AWS Resource Groups

AR} 7HolE
2lAA Tag Editor ~ E{Z1 Z7|&} AWS
Ef 2 XIS i CloudForm
ation A E4
7|18t &
AWS : : AppFabric: :AppBundle X Ot v o X OtL|R
AWS : : AppFabric::Ingestion X OfL| v o X OfL|
Amazon AppFlow
AL Tag Editor ~ EiZ1 Z7|Et AWS
Ei 2 XIS e CloudForm
ation A E4
et 3E
AWS : : AppFlow: : Connector X OtL|R v o X ot
AWS : : AppFlow: : Flow X OfL| v o X OfL|
Applntegrations
AL Tag Editor ~ E{Z1 Z7|Et AWS
Ei 1 XIS e CloudForm
ation AE4
et 3E
AWS: : AppIntegrations::Application X OtL|R v o X ot
AWS: :AppIntegrations::Datalntegratio « obLIQ /ol « obLIQ
n
AWS: :AppIntegrations::EventIntegrati « obLIQ 7ol « obLlQ

on

Amazon AppFlow
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AWS App Mesh

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

:AppMesh:
:AppMesh:
:AppMesh:
:AppMesh:
:AppMesh:
:AppMesh:

:AppMesh:

:GatewayRoute
:Mesh

:Route
:VirtualGateway
:VirtualNode
:VirtualRouter

:VirtualService

Amazon 4Stream

AWS:

AWS:

AWS:

AWS:

AWS:

:AppStream:
:AppStream:
:AppStream:
:AppStream:

:AppStream:

:AppBlock
:AppBlockBuilder
:Application
:Fleet

:Image

Tag Editor
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X OtL|R
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X OfL|
X OfL|
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AWS App Mesh

76



AWS Resource Groups ALERE7H0|=
2lAA Tag Editor ~ E{Z1 Z7|&} AWS
Bl X3 i CloudForm
ation A EH
7|8t &
AWS: : AppStream: : ImageBuilder v o v o v o
AWS: : AppStream: :Stack v o v o v o
AWS AppSync
AL Tag Editor ~ EiZ1 Z7|Et AWS
Bl X[ e CloudForm
ation A EH
gt ag
AWS : : AppSync: :Api X OtL|R v o X ot
AWS : : AppSync: :DataSource X ot X OfL|R v o
AWS : : AppSync: : DomainName X OtL|R v o X OtL|R
AWS : : AppSync: : GraphQLApi X OtL|R X OtL|R v o
Application Auto Scaling
BlAA Tag Editor ~ EHZ 7|8F  AWS
Ef T XIS g CloudForm
ation A E4
708t o=
AWS: :ApplicationAutoScaling::Scalabl
PP J x oLl v of x oLl

eTarget

AWS AppSync
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AWS Application Migration Service

2lAA
AWS: :MGN:
AWS: :MGN:
AWS: :MGN:
AWS: :MGN:
e

AWS: :MGN:
mplate
AWS: :MGN:
AWS: :MGN:
AWS: :MGN:

:Application
:Connector
:Job

:LaunchConfigurationTemplat

:ReplicationConfigurationTe

:SourceServer
:VcenterClient

:Wave

RlE X5 2H(AIOps)

AWS: :AIOps: :InvestigationGroup

Tag Editor
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AWS Application Migration Service
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Amazon Athena
BlAA Tag Editor ~ EHZZ 7|2k AWS
Ef1 X[ g CloudForm
ation AEH
718t 3 &
AWS: :Athena: :CapacityReservation X ot v o X ot
AWS: :Athena: :DataCatalog X OtL| v o X OtL|R
AWS: :Athena: :WorkGroup X OfL| v of X OfL|
AWS Audit Manager
BlAA Tag Editor ~ EHZZ 7|2k AWS
E} x| s CloudForm
ation A EH
78t a8
AWS : : AuditManager: :Assessment X OfL| v o X OfL|
AWS: : AuditManager: :AssessmentFramewo « obLIQ 7ol « obLIQ
rk
AWS : : AuditManager: :Control X OtL|R v o X OtL|R
AWS B2B Ci|O|E{ W&t
BlAA Tag Editor ~ EHZZ 7|2k AWS
Ef X[ s CloudForm
ation A EH
78t a8
AWS: :B2BI::Capability X OtL|R v o X OtL|R

Amazon Athena
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2lAA

AWS: :B2BI::Partnership

AWS: :B2BI::Profile

AWS::B2BI::Transformer
AWS Backup

glaa

AWS: :Backup: :BackupPlan

AWS: :Backup: :BackupVault

AWS: :Backup: : Framework

AWS: :Backup::LegalHold

AWS: :Backup: :ReportPlan

AWS: :Backup: :RestoreTestingPlan
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AWS Backup gateway
BlAA Tag Editor ~ EHZ 7|2k AWS
Bl x| Tl CloudForm
ation A EH
Zlgt &
AWS: :BackupGateway: :VirtualMachine X ot v o X OfL|2
AWS Backup 7424
BlAA Tag Editor ~ EHZ1 7|8F  AWS
Bl x| = CloudForm
ation A EH
Zlgt ag
AWS : :BackupSearch: :SearchExportJob X OfL| v o X OfL|
AWS : :BackupSearch: :SearchJob X OfL| v of X OfL|
AWS Batch
BlAA Tag Editor  EHZ1 7|8k AWS
Bl x| = CloudForm
ation A EH
Zlgt ag
AWS: :Batch: :ComputeEnvironment X OtL|R v o X OtL|R
AWS: :Batch: :ConsumableResource X OfL|2 v o X OfL|2
AWS: :Batch: :Job X oL v o X OfL|2
AWS: :Batch: :JobDefinition X OfL|2 v O X OfL|2

AWS Backup gateway
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2lAA Tag Editor ~ E{Z1 Z7|&} AWS
Ef 2 XIS i CloudForm
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AWS: :Batch: : JobQueue X OfL|2 v o X OfL|2
AWS: :Batch: :SchedulingPolicy X OtL|R v o X OtL|R

Amazon Bedrock
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AWS : :Bedrock: :AsyncInvoke X OtL|R v o X OtL|R
AWS : :Bedrock: : CustomModel X OfL|2 v of X OfL|2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AwWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"
}

2 B2 DR EEALIC, WH S 4FE UIBTINOR 01RolELC NBE HY 4
AHE CHZ AWS CLI B0l E5t04 918 AN AEhS 2Qlg 4 QlaLict

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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A-EX7E Rtdlol 1ot HEtE 2 & UEE 58

O| o XMl= IAM AFERI7E RFAQ| AL AL IDOY| HAZAE 2zt L 23 HME 2 = UL E 535l
Hig MMSE g Eo{ELICE o] MAMMollz 2£0|M EE= AWS CLI EE= AWS APIE AF& 5104
ZZ O HAo 20| X2 2 FE £ e HEto| ZEELICH

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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& 4 ols WS Pof FLICH shXI2 HEHE 18 B projectol 20| WAl Hot Fxlof izE
project Ei9t SUB gte ZHE BB HoiELIC
JSON

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource": "arn:aws:resource-
groups::region:account_ID:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/

project}"}
}
}
]

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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resource-groups:ListGroups ™&0| Q= ZFR0i Mg LCt.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:resource-groups::us-
west-2:123456789012:group/my-test-group
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
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MEIA0] B2, O3t HAS AR stod CHE ALRHOIZH| ElA A0l CHE HA

KtMS| dotEHE{H O S BESAIR.
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« A AWS A Bto| B|AA0| CHE HMA HEHE MBsHe WHE LotEE{H IAM ALE AT A 9|
A AWS H ™ 8t CHE Q| IAM AFE XE0i| 7| HAM|A HEH MBS FESHAML

« ERALO] 2|AA0| CHEE HMA MBS XS ste WS LotE 2™ IAM AFE AHEAQ| EFAF AWS 7|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS Resource Groups

CloudTrail 21 THU2 TE2| API 1M 2 S0 CHEH &4 XIHE A% 50| ohy| 20| S &

MZ EAE|X| ef&LCH

CH2 2 CreateGroup HYES 2 04F = CloudTrail 22 50| LIEHH of| A|RIL|C},

{"eventVersion":"1.05",

"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",

"accountId":"831000000000","accessKeyId":"ID number",

"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:472"

},
"sessionIssuer":{

"type":"Role",

"principalId":"ID number",

"arn":"arn:aws:iam: :831000000000:role/Admin",

"accountId":"831000000000",

"userName" :"Admin"

}

.
"eventTime":"2018-06-05T22:18:237",

"eventSource":"resource-groups.amazonaws.com",

"eventName":"CreateGroup",

"awsRegion":"us-west-2",
"sourceIPAddress":"100.25.190.51",
"userAgent'":"console.amazonaws.com",

"requestParameters":{
"Description": "EC2 instances that we are

"Name": "Staging",
"ResourceQuery": {

using for application staging.",

"Query": "string",
"Type": "TAG_FILTERS_1_0"
},

"Tags": {

"Key":"Phase",
"Value":"Stage"
}

I

"responseElements": {

240
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"Group": {
"Description":"EC2 instances that we are using for application staging.",
"groupArn'":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"

3,

"resourceQuery": {
"Query":"string",
"Type" :"TAG_FILTERS_1_0"
}

iy
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",

"eventID":"82z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

}
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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"Principal": "*",

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:GetAccountSettings",
"resource-groups:GetGroupQuery"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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https://docs.aws.amazon.com/ARG/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-ResourceGroupsandTagEditorFullAccess
https://docs.aws.amazon.com/ARG/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-ResourceGroupsandTagEditorFullAccess
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