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Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to [t

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client

fleet in the WorkSpaces Thin Client management

console.
Admin management flow
5 Thin Clien
’
)
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service
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* Amazon WorkSpaces

* AppStream 2.0

« Amazon WorkSpaces =¥ 17750

REVAB

RIBEICE, BETEDINTX—

® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

RERITTERTI2aAVHVKI2DHBYET,

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.

v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

1

Enter your environment details
Create a name for your environment. This name should be descriptive and unique. Or you may
choose to use the default name. You may also add users and groups to your environment.

2

Select your virtual desktop provider
You will need a service to provide your users access to their virtual desktop and compatible

resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web,
or AppStream 2.0.

3

Send the activation codes to your device users

Once your environment and virtual desktop service are set, you will be provided with a unique
activation code for your set up. Provide this code to users for them to access their virtual
desktop.

Environments (6) info

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

Name v | virtual desktop service
O Environment 01 WorkSpaces

O Environment 02 WorkSpaces

O Environment 03 WorkSpaces

o

(3J Cloudshell

Feedback

v | Virtual desktop service ID [4 v | Activation code
d-00000000 gheltpas
¢-00000000 ghiSrax1
¢-00000000 ghl13e0p

c Actions v Create environment
12 >
v Device count Time created v
1 October 16, 2023, 20:38 (UTC-07:00)
1 October 13, 2023, 11:38 (UTC-07:00)
0 October 03, 2023, 21:22 (UTC-07:00)

i
s
—
N
7
S

=30

CDIREICEH

Terms  Cookie preferences

ENFshiz—=0#5F.
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IV RIAI-—Y—HFREBFRAINYTRELCT D
tAIRLEHICEATEHII—R,

COIREICT V1AL TWS WorkSpaces >
SOTZAT U NTFINAADE,

RIBANMERE N - B,

CCHEORITTERTIVIAVEEBHYET. ChSOLVWThAZBRLT, MSTBT7I3a>

%I:I

o
EEIBINTORBERRLET,
B UANEEHLET,
BEORMERRLET,

M BEAREEEBEBTED ROY THY
SUANEBEET,

REZERTZTOLAZRBRLET,

RREUAR
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Amazon WorkSpaces > 72472 b EEEHAR
- REZwRETD
- RIRZHIRIS

IRIR D &AM

RIEZBIRT S &, WorkSpaces > I0FA T RV —=I)LICEDRBEOFHFMNI RIS, HBERT
EDEDICHKRYET, AVV—-ILICK, CORBNrERAIZIREFRAINY Z7ONAMZ—0FFEE
RRAENhET,

NEY D

- BE

« RAEFTRU MY TIRIEDFEM

B=

BIEt 923> Tk, WorkSpaces > U054 T NREDEBHENBELZTBALET, XOXK
2, BBENREXLTOMEERLET,

Summar y
WaorkSpaces Web 00:00 (Device local time) 1
August 07, 2023, 16:04 (UTC-04:00)
August 07, 2023, 16:04 (UTC-04:00)
S Bk
AT COREBICEEMN TSN E—ZDEB T,
REFAIRNY TH—ER COREBANAEATZREFAINY 7770/
g‘_o
REFRAIRNY TH—ERH REFAINY TH—ER7ONAE—HFZD
RIBICE) YT —ZDHEB T,
FOFA4R—a]—R CHI—REF, I RI—Y—HIREFRY

NYTRIBICT OV EATROICEALET,

RIBOFM 23



Amazon WorkSpaces > 74T >~

EEENAR

BEx

V7 NDIT%E(Cup-to-dateREEIC/R D

XDTF AT 42 RODOREHREZ

XVTFIARTA2 RODKT KZ

7

XUTTFUAT142 ROUDIEHR

BEENITSNETNARA

Y R I

RETAT Ny TREOFH

WorkSpaces > 754

S

DREICKY),
MLKUi?o

V7RO ITOBRBEHNE

BBYI7NIVITEFNRBRENZBEOR
Ao

BEBYI7RNIIT7ERIRT IZ2EBENORKZ,
BEYI7 NI TERIRELER,

COIREICT V1AL TLWS WorkSpaces >
SOTZAT U NTFINAADE,

CDIRENERE iz B,

T RRER, RETAIRNYTAVE—TILAATEITENET, &1~

2—T7IAACR, SARRZHHPIZDREDINTA—ZOEY MNIBYET,

Amazon WorkSpaces 74 L 7 M) O F¥#H

Amazon WorkSpaces TAmazon WorkSpaces> > V74 F7 > RNREW, F4L IV MV ZFEAL TR

BFRAIVRNY TEERBRUPRITLET. ROKIZ,

WorkSpaces directory details

Directory ID Crganization name

abc Name

Directory name
xyz

Directory type
Simple AD

Ex

T4LOUKJID

FHOBRERETOMEZRLET,

Registered

© True

Status

® Active

S

COREICEEM TS NhTWS Amazon
WorkSpaces 1 L7 M1,

RIBOFM
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EEENAR

BEx

[Z1 LU KNUE]

[Organization name] (2#8%)

[T4LORN)RAT]
BREH

AT—ZA

S

< M Amazon WorkSpaces 71 L 2 ~J (ZB8E
FHshk—Z0HR T,

Amazon WorkSpaces 4 LV M) Z#HT 2
RO TN

Amazon WorkSpaces 74 LV k) DR,

Z @ Amazon WorkSpaces 71 L U MU N & &
ENTVBHLESH,

Z @ Amazon WorkSpaces 1 L O NUNT D
TATHESD,

Amazon WorkSpaces Secure Browser 78— & JL 0 ¥4

Amazon WorkSpaces Secure Browser TAmazon WorkSpaces> > 754 7> NREK, I TR—
ZNEFEALTRETFAINY TEZERBLTERITLET, XORIC, FHOZERE TOMEZ R

LET,

WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Ex
=R

YR B %

VITR—ZIIY RKRA K

Time created

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

S

Z M WorkSpaces Secure Browser R— & JL(C
BEMFsniE—E0EEFo

— M WorkSpaces Secure Browser 7R— & JL A"
ERE i BB,

BRETFATRNYTREANOT 7 EAICERE L
% URL,

RIBOFM
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AppStream 2.0 0 F¥4H

WorkSpaces &> 954 7> NERIEE, AppStream 2.0 lBHRAZ Y I TERITEh, REFRAIKNY S
ZERUTEITLET.,. RORKIC, FHOBRERETOHEEZRLET,

AppStream 2.0 details

Stack name IdP login url Time created
xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
LES E7L
AZY 9% Z @ AppStream 2.0 AZ Y V IZEER TS5 N
IE—E0ORE5EF.
IdP 044 > URL AppStream 2.0 AZvooQJ4>&Qd 7™
NZERAEHN% ID 770/ 1 X — URL,
ERX B Z Z M AppStream 2.0 AR Y I NERE =B
B o
IRIREEKRT D

RABRITDICE. EFNAARAICAWS IV RI—H¥ -1 —FT 1 VI —ERAFBET
9. WorkSpaces > VAT MNEXROY—ERAZFERALET,

« BlWHETSshIEF1L U M) ZANL 2 Amazon WorkSpaces

« ElWHTSNEAZY V%ZN L iz AppStream 2.0

« DIJR—=ZILT RLAZAN L % Amazon WorkSpaces Secure Browser

BEORBEICH—ERAZE)IETEH, ILLY—ERAZERTILENH KT,
(® Note

WorkSpaces > 9754 F > Nk, BUU—23a>RHOBFEBTFAIRNY TOAERRLUE
EP

e
i

ZERT S 26



Amazon WorkSpaces &> 754 7> h EEES AR
ReEY D

c ATY7 . REDHMEZEANLTS

« ATV 7 2. REBTFAIVKNYT7ONAE 2 ERT D

c ATV 3 FNARI—Y T IOTAR=23 20— REZEETD

ATY7T 1 REBEOFMEANTS

1. REOFM 71—/ RIZREOZHZEADLET,

2. BRBVINIITNYFERETDICE, [VIRNIIT2EICEHRORECKRD]FIY IRY
DARZFVICLET,

(® Note

BEYI7RNIJITEFNBMCE>TVWEWES, FEBTEFHZT V1920, V7
ROITOBMHRANNTATLANEFRZEHITEZIET, CORRICEREILT
NAABRYTRNIDITEHRZZELEE A

. TNAADVTRNIDITEYNON=232VRBDATALICR 2> TREYET, <
ODN—23AVREFON—23VTRBEVEENFHYET,

3. REDODXVTFTUVAVAVRIDEATD1-ILNIBDRAIVITZERLET,

« SATLAREOX D TFVATVAVRIVZERTZ -REVI NI I T Z2BERS S h KX
CEBNICEHRLET,

* [NARABLXDTFUAT4 2V RUZER]-REVINIVITZBEEHRL CVBERZRE
£9,

4. REBFRAIONYTH—ERZBRLET,

 Amazon WorkSpaces

« Amazon WorkSpaces ¥ 1775 DY

» AppStream 2.0

ATV 2 RBFROUNYZ7AONA S %#1BIRT S

A—H—CRBFARAINYTEEBRMDOHD V)Y —ANOT I AZRHIZH—EANVETT,

REZEKTS 27
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/A Important
WorkSpaces > IS A T NEBE IV —INEEICEBETDICEK., DATLANEED
EHZRBELTVRBENHYNET,. ChSsOEHRHE., "TEIRFHEEE [CEREhTV

£
AVYV—ILERETDHIIC, ZATLNChSOEHZR/LTVWS I EZBABL T EE
W,

Amazon WorkSpaces O {3

Amazon WorkSpaces l& Windows D 7YX Z—2 RFAV KNy FREIEH—E AT, YR—K&
NTVWBREDTFNAANSTEVY—ARILTIOELATEEXY,

1. Amazon WorkSpaces 2T IClE, XROWThAZRITLET,
s CHEAOREICEDETHEALEVWFALIMNVZBRLTKEZY, ROVIFZIUAR
ZZRIDD, RET A —)IREFEALTFILINIZRETEET,

« WorkSpaces 1 LI N DERREZBIRLT, F4LINJERERLE
9. WorkSpaces T4 LV M) DERDEFMIC OV TIE, "WorkSpaces D74 LUK ZE
B33, 22RBLTLEEL,

2. REOERRZEZRBRLET,

RBEZERTZHETE, BTHMERETER T, FCOVTR, "REZHEETS) 238U
TLEEL,

AppStream 2.0 O £

AppStream 2.0 i, FAIOKNY T TSV 5—>2a3> &2 ASTIT TSI AWS ICAKN) =22
ITHEHICERATED VINZ— RBOZEBT TV —23 AN —EATY,

/A Important

AppStream 2.0 IRIFEZER TS ICIE, cli_follow_urlparam % false ICERET D HEN
HYWET, ChEERTDICE, ROBEETVLET,

- BEN7O77A4I)TlE, aws configure set cli_follow_urlparam false %
TLET,

REZEKTS 28


https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html

Amazon WorkSpaces > 72472 b EEEHAR

« ProfileName EVSEROMFWEZTO7 7ML DFEEF. aws configure set
cli_follow_urlparam false --profile ProfileName ZE{TL T &L,

1. AppStream 2.0 ZFRETDICIE, XOVThAZEETLET,
« CHEAOREBICEDLETHEALEVAZY VZBRRLTLKEETY, ROVIFHXIVARNES
BI2D, RETA—I)ILRZEALTAEY VERETEET,

« ARV IUDERRZZEBRLUTARY VZERLE T, AppStream 2.0 AX Y U DHERKIC D
WTEHLLKE, TAZYIDOERL 22RBLTLSEEL,

2. IDZONAAOOTAVEOYTIRNURLZEIAPAY A URL] 74 —LRICAHLET, =
nIZkV), 1—%—I& WorkSpaces > 04T NMIOJA VB RTCATTIRNTEET,

3. WIRDEMRZVEBERLET,

REZEBLERTE, BTHEZHRETEERI. FMAICOVTR, "BRZHEETH 2ZRLT
<EZEW,

Amazon WorkSpaces Secure Browser O &

Amazon WorkSpaces Secure Browser l&, BEEOV I 7 7SRO I —H—ICZEBI I TR—
AN —%4MO— R & Software as a Service (SaaS) 77U —23a T O AERETEILSICEE
chiz, BROAMDT7ILNZR—2 R WorkSpaces AV —ILTTY,

1. Amazon WorkSpaces Secure Browser ZEE T B ICIE. XOVWIThAZEETLET,
s REBICEAITZVIJTR—RIEBRLET, ROVIFEIVVRANESRBITDH. BE
714—)REFALTIVITR—ZIEBRETEET,

- WorkSpaces Secure Browser DERRZ > ZEIRL T, VITR—ZIILEERLE
¥, WorkSpaces Secure Browser 7 I 7R—Z )L OEROFHMIZ DV TIE. Amazon
WorkSpaces Secure Browser Dt Y K7 v 7 ) BSRLTLSEEV,

2. RIRODEMRZEZBERLET,

REZEBLERTE, BTHEZHETEERI. FMAICOVTR, "BRZHEETH 2ZRLT
<EZEW,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
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AFVT 3 FNARLI—HY—LFIFAR—2 3V - RERETS

BBEFETFRAINYTH—ERAERETRE, AWSIYEZXIXRNOY—=IIICEY NTY7THD
—BOTITAR—3 - RIEEETNINET,

COTITAR—32]—REEED WorkSpaces > I A T RFNA AT —H—IZ1R#
L. I—Y¥—R@GhzZEALTREFAINY TICTIOERATEERT,

TINA A1 —H—#H Amazon WorkSpaces >~ 95 A T N EBET D HEOFMIZI OV TR,
"Amazon WorkSpaces> > 95 AF > N1—H—HA Ry 2ZZRBLTLEEV,

REZRETD

WorkSpaces > VAT NEBIV V=)L, B201—Y—0REFAINY TREZEEL
F9, cOOAVV=ILS, REFAIVNY TREZRETLIFHIBRTEERT,

1. METIREZERLET,

(® Note
ROYTRIVIANEZZRIDN, RRE7A—ILREZEALTREZRRTERT,

2. TO23VREVEBRLET,
3. RAYTRIVIARYSHEZERLET., RIROBEIT 1V RUNFRRENET,
4, ROVTFhHLrERELET,

c REREB] 71— /LRTREODBENEZEELRT,
s BBYIRNIITNYFEHMOVYTINIITEFROFMOTF IV IRY VAZEELEXT,
s REICEDEBTIX VT FUADVAVRIVEZATZ1-INTDRAIVITZEELET,

5. REDRERZEBIRLKT,

RIEZHIRT S

(® Note

FRA AN BRENTVABEEHBTEELA, £T. BENOTNTOF/NM REEH
RELTHBTDRENBYET,

RRZRETS 30


https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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1. HIBRTZREZBERLET, ROVITEIVUARNEZSZRIZD, RRT7 11— RZEAL TR
BRERRTELRY,

2. TO2aVREVERBRLET,

3. RAYTHIVDARNYSHIRZZERLET. RIEOHIBROEER D 12 RUNFRRENET,
4, WERIAT7OJ T, [Delete] CGEE) EABLET,

5 [HIBRI KRR ZEZZBIRLET,

TINAA

WorkSpaces >0 AT NOZELY R1I—HY -, REFRAINYTREBEA >S4 IY—A
CERTDERTFNAARAZFRELTVET, chs0F/N1 Alk., AWS B+ ~® WorkSpaces >~
DSAT7NEBEIY I TEBENET,

ZOOAVY—INS, F-LAOTNAAEEXTEET,
TINAAJAD

XYRD—OHNOEBEOTFNARAILZE, BETEDINFA—RERTTERT VAV I2LH
WERY,

Devices i Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 {§}

[l Device ID A Device name v | Activity status

O GO723H08 - @ Active

L4

TINA AV A~ DO

TINAADNFZXA=BZALEI-—RBIE—EBERRENET, RORIC, BEOBFERELTOMEZRL
x5

TINAA 31
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Amazon WorkSpaces > 774 T >~

HRES A K
X B
T/IN14 A 1D B2 D7 /INA AICEN) HTShIZ#BIES,
TINARE

(A7 23 FNA AR TE—EDOEH,

TFOTAETADAT—RA TFINAADREDAT—R A, 2DODAT—X
AREN BV ET,

« PUOT47 -BE7 ABEICABEL<EE 1T
XY ND—=DICERZENTVET,
« EFOUT4T -BET7HBEICEZY ND—IC
BHREhTLERA,
EBRAT—ZA FNAADNEYRNTYTEh, COAWS T H
DORNCBEERITOSN, BENRED—ZTH
DLEEBBLET., ROVThHLDIRREIZKE

WET,
* Registered - ChETF7 2L NDAT—R A
T9,
s BRER —TNAARVEY RBLTER
BER7OEARTY,
(@ Note
BREBBRREOT/NA AZHIBRTE
=S

- Deregsitered — 7*/\ 1 AlF EE [C B FRFERE
nxXL L,

(@ Note

TINA AZHIBRTE D DF, BRE
BRAT— R AE R BRBERAT—

FNARIARN
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EEENAR

BEx

IRIKE ID

VI7KNDIFAVTZATUA

TFNAAVANDT >3~

ZRITLET,

Ex
[®%]
EH
HEERT

o3z

S

BADWTFNDLTHBHEEDHKT
EE

c T—HNATER -FNAAGT—H4T&h
ESC R

CODTFNA AT RY FENTVWDREDHF
To

FNAAVTRNDITOAVTSATARA
F—BR, 2 DDAF—RAREN BVET,
. %L

. JE%EHL

CCHORITTERTIVIAVEEBHYET. ChSOLVWThAZBRLT, MSITHT7I3a>

%I:I

B
BEEITDIINTOTNAIAZRELET,
FNAAVANEEHLETS,
FINAADHMERRLET,

ROVYFHADIDUD)ARNERE, U TEETTE
=7,

s FNAABZwRET S

o BRERR

« T—HA7

. [Delete] (HIB)

TINAAVA R
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EZx EAL]

s PFNAADFHMET OV AR—KTD
FINA ADEX FNAADZEX7OLAZHBLET,
(N =Ry

- FINA ADEH

- FNAABORE

« FNARADOYEY N EBBRB
« FNARDF—HAT

o« TINA ADHIBR

s TNAADEFHMERRE

TINA AD A

FINA AZBIRT D E, WorkSpaces VT4 T NAVY=)ICFOT/INA AQOFHMA RRE
N, BRETEDERSICHBYET, AVV-NIECRE, FNAADORY ND—D AT EEERENTZET
HERICREIBHMERTENET,

NEY D

- B2

s FINAARRE

c A —Y—TFIOT41ETA

=

BIE+ 0> 3> Tk, WorkSpaces 20 F AT M TFINA ADERBEENBIEZHRBALET, XD
RIC, BBEOREZLTOMEEZRLET,

TINA ADFEA 34
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EEENA

k

Summary

Device serial number

ARN
[ ]

Device name
Device type

Activity status

@ Inactive

EES
TINAADTITINES

ARN

TINA R

TFNAARAT

TFOTAETADAT—RA

el
Sk
o

BHBRAT—FA

Environment ID

Enrollment status
Registered

Enrolled since

Current software version

Scheduled for software update
2.81

Software compliance

September 27, 2023, 20:33 (UTC-07:00)

Last logged in
October 07, 2023, 03:08 (UTC-07:00)

Last posture checked at
March 19, 2024, 17:53 (UTC-07:00)
£ Not checked in for past 7 days

S
% OF/TA AEY S TS NEBEIES,

Amazon )Y —AFx—LA (ARN) X D7/ A
AD—EDEBF.

TFNAACHTFZER. BRIZERL TLWEW
BER. BREFTAZENTEEXRT, TSL
BWE, TF7AILNOFRARFTFSIhET,

THIYRCUY 9ERTWBIY RI—H—
FINA ZADRA T,

COTNAADREDAT—R R, 2D2DA
T—RAREFRDERY TT,

- FOTA47

« RTFOTAT

/N4 AN ERT S REOHAES,

TFINA AN Y KTV TEh, COAWS 7H
VRNCRENTSh, BENREN—HTH
DLEEMEALET, ChlF. XD 4 DDRE
OVWThAICEYET,

* Registered - chiEFF7 I NDAT—ZA
T9,

TINA ADEEE
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Ex =4 B

. BRER —TFNA1ARUEY NBLVERK
BEBR7OEARTT,

. BRMREZEHR - T/NA ARFEREICBRHERE
nEL L,

(® Note

FINA ZEHIBRTE B DOE, B
BAT—RAELERET N1 TR

F—BADVT D THBBADH
<7,

o« F—HATEHR-CODFNAAIF, BEBEIC
KOTHEFZEBL TV AEVEN—Tch TV

x9,
DARE (Z & 8% FINA AN T O T 1 7{LEeni-B 1,
B¥OJA14> BHOO7 4> B,
TRRBEICTFIVIENLES BHOTNAARAFIYIADOHE,
REODVYZ7 DI TN—232 COFNAANREFEALTVWRAYTIRNIIT
/\‘_93\/0
V7RIV ITEFHOFE TINAATATZ1=-)IehlY 78D T
/\‘_93\/0
V7RNDITFAVTSATUAR V7RI T7EY BN THD C & 2R
i?o 2 '30)7\7_'—97\4ﬁ%7§‘“5)”$3'o
o EEH
- JEEH
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1-4—0Y

User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {8}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

ER Bt
BEOFNA AT V1A COTFTNA AN BREICEAET hEBR,
TINA ARRE

TFINAADNZX—=ZALEI-—BIL-—EBERRENET, RORIC, BERETOHEZRLET,

® Note

TINA ARERBRE. TINAAF A ZA2VOBEIIOHEHRENET, TINA AN FTZ
12D5EE., —HOBBIE<BZO>TVWAS AN B KT,

BHLERY RND—Y

WorkSpaces > 954 T > NTFINAADFMICIE, FINAADZRY NO—VEGOBEN RRE N
F9, RORIC, BERELTOMEZRLET,

TINA ADFEA 37
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EEENAR

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type
ETHERNET

Status

@ Connec ted

BEx
RAEEH B

[ Z 17

AT—ZRA

AO—ALIPT7RLA

T—RIOITAF7RLA

Bluetooth & & U* &30 ##38

Local IP address

Gateway address

B

BFOTNAAREO BRI Y —)LEEH
ENET,

FNAADNEATDIZRY NDO—THEOZA
7o BIRAAT K, 41—y NEEE WIfi
OVWTFhHATT,

XYRND—=DDAT—Z R, TFINA AN REE
mENTVD A, BE20 DUAICEKERT
WBEBE., AT—RAE T#fEEFHR EXRRE
hNET, XY RND—U5 20 2L EYIiE iz
BE. 20 pEICREBICERE AL, &L,
FINA AN BRBICA >V EZ—FY NMIEHRENT
HSRBBUEBEBZTRTIRSICAT—RANE
byYERT,

Ehchicxy NDO—000—-A)LIPTRL
Ao

BEREhEXY ND—ODT—RJTATRL
Ao

WorkSpaces > I Z AT > NTFINA ADFMBICIE., TNAACEEE N TVREATHIROV AR
RFENET, ROKRIC, BERELTOMRBEZRLET,

TINA ADEEE
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EEENAR

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

UVC Camera (046d:0825)

Ex

Bluetooth

B E h - EiDHES

BRERU—T

Type

Mouse (USB)
Keyboard (USB)
Speaker (USB)
Microphone (USB)

Webcam (USB)

111}
1’

o
FINA4 A® Bluetooth AT7—R AR, 2 DDA
T—RAREFXOESY T,

=

o I

FANYY

b

CH

=

i

Logitech X VALK EDEHRENLETHBE DS
Bl&E, NJRA(USB) BEDERENETDH
BORATDIARN,

& WorkSpaces > I Z ATV RTFNAAICREEIE—RAIHBYET, XOKRIC, COE—ROD

AT—BAZRLET,

v Power and sleep

Turn off display after
Never

Ex

RREFTICTS

B8

TINA AN RREFTICTDIRTDIRT VT A
7 B,

TINA ADEEE
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1—Y—TIF1EF«

CORTIZE, BEODTFNAADEY NTYTEFERRRICEITZBETHROOTNARRENET, XD
RIZ, COOJDEEEZRLET,

User activity details (1) e (  Export details ;@
1 by J keyword 1 ]

Device accessed on v User ID v Virtual desktop service ¥ Virtual desktop service 1D v IP address v Session ID

March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces d-123456abcde 2a02:-ad46a:9b7c:... gw2-BaB8e81

Ex BLE

TTFTIORAENETINAA TINA AN T VT 17L& hiz B,

J1—%—1ID TFNARAZT 7 ATB2I—Y—0ORBNES,

BREBFRAINYTH—ER TFNA AN ERTRRETAINY TH—E
Ao

RETAINYTH—ERXID A—Y—CEEFTFShIZREBTFAINY T
"j'—t"7\ ID ﬁ%o

IP7RLA TFNAARAZTI7EAT2 IP OHEBES

ARYKNEAT TINA ADERTTEDFM.

(® Note

WorkSpaces Personal ZFkZ . VDIs ICEOJ A VHABAR ROKHFRTRENET,

T—7ILDLECHZBREN—ZFEALT, T—7ILAOBENERERRTERT. T—7ILOKR
ZERT7ALRIIIBEELTERY,

FHOIVAR—RREVEEBRLT, T—T )& csv 77 ATV AR—NTEET,

TINA ADFEA 40
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TINA AB DimSE

1. WEIBZTNAAZERLEY, ROV ITHIVARNEZZRIBD. RET71—I)LRZFEAL
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Amazon WorkSpaces > V24 T7 2 MBI 1
T A

NDUSIREFIUT A FRELEEANS T, SBERRAWS . HF1UT( EREERT B
BOEHERETLS CBEENEF—REYR—ERY NT—OF—FF0F Y EEATEET,

EFIUTAE, AWS EHEROBOERERETI.,. EEREETILTRE, ChZEel TV R0t
FAVTABRPIVZTRAOEFI YT A EHALTLET,

« DT7IJRDEFI1VFTA4 -AWS I, TAWSH—ERZRITITDAVTTARNTIOF v ZRE
THRDEENHBYVETAWS VTTR, AWS £, Tk, Z2ICEATERDH—EAEEHL
TVWET, Y—RN—F1—0EEEE. A WS AT FATFAT7AT LAV TIAT VA
T7O9ZLN0—RELT, HHOEFI1UT 1 OEMMEEZERNICT AN KTRIE. Amazon
WorkSpaces >0 ZA T NIBARAEND AV TSA T A7A7ZAOFMICOVWTE, ™3
VT TATOATATZLAWS ICLBDHRREERNOY—ERADATFATATOTZ Ly 5
BLTLSEZL,

« VT RADEFIVT A -BEROERR.,. FATD AWSH—ERICL>TREWET, £

2, A—%—k., F—2O#ENE, SHOEH, BASThIEZRPRHZLE, TOMOERICOWV
TEERZEVET,

CORFIXDNEE, WorkSpaces IV ZA4 T NaeERATHRICHEERTFIINZERTSHE
ZEMIBDDICKIEET, UTORNEYITR, EF1UTABRTAVTSATAOENZIE
RIBELDIC, WorkSpaces V54T NVPN ZRETDHEERLET, WorkSpaces <~

DSATRIY—AQDEZRZ) VT ERBIZRI MO AWS H—EADOFERFEICOVWTEHRSA
LET,

NEY D

- Amazon WorkSpaces V9 ZA T MNIHIR2T—2RE

« Amazon WorkSpaces >V ZAT7 D ID B ROT IV EAER

« Amazon WorkSpaces > 954 T > NOMESH
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Amazon WorkSpaces >0 ZA4A T MNMIH T2 TF—2RE

BE AWS £EEF)L. Amazon WorkSpaces >0 FA4A T hROTF—2REICEAENET,
NDEFITHEETNTVDELSIC, AWSRKIRTD 227929 0-NINAVTSARNSIF+
ERBEIDEEINBYERITAWS VTIR, I—HF—R&, COAVTZARNTIF¥TERAREh
BPAVTUOVICNRTZIERZHBIBDEINI BVET, £, FHTS "TAWSOH—ER 1 O
tFIVTFTARELEBRRVEI Y —OEFEBYET, T—FTSAN—OFMICOVWT
&, =27 FANV—ICBETHELEL HDEBMESRLTIKEETV, BMMNTOF—XREOFMICO
WTk, AWS EF1UF 4 7OJICERE N AWS EFEEEFILS LU GDPROJOJREE
SHBLTLEEY,

T—RREOBWT, FELEHRZHREL AWS THU K, AWS IAM Identity Center & 1z Ik AWS
Identity and Access Management (IAM) ZFEAL TREX D 1—H—ZREITD L ZHEHLET,
COFEICKY, TNTFIhOTAaTEEZTIDEOICHELBEROKIN GI—H—ICFEEhET,
T, ROBETT—RZ2REIDEEHEBOLET:

« BTNV NTSEZRFEL (MFA) 2ERALE T,

« SSL/TLS ZEALTAWS DY —RELBELEXRT, TLS12AKET, TLS13 ZHEMHLFT,

s TAPIEA—YHY—TOT74ET1OO7RHEZFREL 9 AWS CloudTrail, CloudTrail FE# %
ALTAWS 79T A1ETAZF+7F Y I2HEICOVTIE, " AWS CloudTrail 21— —H 4
R OCloudTrail ZEFFDEH 1 Z22RBL TSV,

« AWSESILY1—>3re, TOFROIRTOF7AILMNOEFIF«O NO—ILEFEH
LET AWS OH—E A,

« Amazon Macie BENDFELBZEBEThtttF21UFT 4 —ERZFEALEFT, 5k, Amazon
SBICRBEENTVAIERT—ZORHEREEIELE,

e ANVRSAVAVE—TIAAETEIFEAPIAWS ZNLTICTIOEATSDEZIZ FIPS 140-3 18
XA DES{LED 21— LA MBERBEEEF. FIPSTI RKRANEFEALET.,. FATFRER FIPS
TV RARAMOFEMICOVTIE, NEMPBEROIEHRIE (FIPS) 140-31 ZSRBL T EE L,

BERDEX—)ILTRLABEDBUELIBBERE., 27, LR [BE 71— REED
BHEXOTFARN 7 A—=ILRICEHDBEVZLEZHSBHOLET, Chik, > VY—JL, API,
AWS CLIE =1& SDK Z#ERA L T WorkSpaces > I 5 AT REEMLD AWS O —E X Zig
ETBBEEERETT, AWSSDKs X7, LR BREIICFEAET NS BHREROTFANT 1 —I)LR
CABLETF—RE, BRELERZHOTICERAES NI BEN BV ET, HAEBT—/V—IC URL 21
HIBHEE, TOH—N—AOVIITANEZRIETEDLSIC, REEHRZ URL ICEHEVZLE
B<BBAOLET,
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Amazon WorkSpaces > 9754 F > Nk, WorkSpaces > I 5 AT > "N TFINAADO 11— —fEH
ERBTFAIORNYTH—EREDA AT OAVICEHTIERZNEL TRBALET, HlIREE,
AR XTEY, XY ND—UBH. XY ND—U1BR. 7/V14 AEHK. SAML FBEEERHR. /N1 A
BEEHR, VY2 ILR—KMBETT, COBERE. T ERAZRMIZLHICEAESH, ¥—E
ANDI—H—TOARVIVAZOLEEZEHICERAETNZIBEEN GVET, 51, Y—ER%E
RBEIZILEHICOHK, I—H—HNFH—EAZFERALTVS AWS U—2 3 2 OASBICERN EZEE h
PHBENBHYVET., COBHIE. AWS T7TANY—BHICRH > TREBEhET,

Ky

- TS

- Amazon WorkSpaces V74T hOREFOT—XEES1L
- BIEROBESI

- F—EE

c ARV KND)—=OKNTTAVIDTZFANT—

T— RS

WorkSpaces 2> 924 F > NE, I—H¥—8&E. T/NAAID, D7ONA X —HE#H. ANJ—
SVUFAIONY T IDBEDREETFNAADHARIA AT —2EREL £F, WorkSpaces
SUOTATURNGEY I AVDRALARRTERELET, REET =T —ZXIE Amazon
DynamoDB & Amazon S3 ICRFEENE T, WorkSpaces I 547> Mk, BEHLIZ AWS Key
Management Service (KMS) ZEH L £ 7,

ATV ERBITBICEK. ROBARZAICRH2>TLSEEZL,

s RNBETOEABREEL, WorkSpaces > OSA T RNT O3V ICERT B ENO-IL%E
ERLET,

c NARI—XZ—IRF—ZRUIBETTF—REIVRY—TIVRTHRELET, chll&k
V). WorkSpaces > 04T NEREHRDTF—RZEBEL EF—THES{LTEXT,

s RET7 V9T A4R—=23]—ROEI—Y-RIAEBRERLAEITIEERFIENVETT,

- BEEEK, WorkSpaces > O FA T RAVY=)IICOTA VTR RBENHYET, 1—H—
l&. WorkSpaces > 9S4 T EY NTPYTOTOFTF4R—=>3D—RZEZALL, FEEHE
WEFALTANI=—ZVTFRAIONYTILOATAVTRHEN HYET,
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- MBWBTIOEAEN HNIEHTE WorkSpaces 9 TA T RNEEY RNT YT TEET
N, BMWBETOTAR=2321—REOATA20T2 00— —FFABEHRN/EVRY, &Y
AVEHBRTBDCERFETEREA,

e A—H—@F., FNAAY—IN—Z2FALT, BEZOY VT3S, BEFHITZSHL., N1 A%

AYRNEIDUTBINERBIRTDCET, Y2 a aEaBRARNICKRTTEETT, chlcky), N

A AtEYyZarprEEEz A, By 2 a REBRfOVTENET,

WorkSpaces > 954 T > MNE, AWSKMS TIXNTORRT—RERFILTD LT, 772
IRNTAVTIUOVEXRTF—RZRELE T, BEOREZEAITAIBRICIZS—IREL LBES.
I—H¥—GHLWEYZIVICTIEATEYS, FNAAICVINIITTPYTTF—NEEBATSC
tiFTEFELA,

Amazon WorkSpaces > > V54T > NOREFOTF—XEBESIL

Amazon WorkSpaces >4 T Nk, 7)) M THRES{LERHEL., AWS FIEORES{LF—
EEALTRERFOBEEORET—2ZRELET,

« AWS FiE*— — Amazon WorkSpaces > US54 T M, F7F)I R ThsnF*x—2FEH
LT, BAZHBETERT—XZ2EBBNICESILLET., AWSFIEX—ZRR. BE. FALL
V), TOFERZEELEYN TR LR TEREA, EEL, F—RZ2RBSILTDF—2Z2RETS
EHICASHAOREZTO LY, JOVZLZEELEYNTRXERFHYERA, FMICOVT
. TAWS Key Management Service RO Y /N—HA R, ® TAWS FiE+¥—, #25BLTLKE
=L,

REFOT—RZT7AI)INTESHELT, BET—XORBLEASIEADOA—/N—AY REEME
EEZBRBTEET, ARIC, R2BT7VT—232Z2BEL T, BREESLLOOATZA4T >
AERHBEHICHIETEERT,

COBESHLAVY—ZEDCLEY, BOBSHKRATZRBRLEVTDCERFITEREAN, 22
V74TV RN REZERTDEELCHEERNIEEITDIF—ZBRIBZ LT, BIFD AWS FREDES
SIF—DLEIC2 DEDBES{LLA VY —ZEMTEEXT,

s HAZAY—XNZX—T RF¥— — Amazon WorkSpaces >V ZA4TF7 > N&k, I—%—HER. FI
B, EBITDRIRMHAAZIN—~NZR—IRF—OFEAZYR—KNL, BIFO AWS FRERESLIC 2 &
BOBS{LAVY—ZEMLET, cOBSHKLAV—ZZ2ICHETESD LD, KOKXDIBRXA
VERTTEFET,

« F—RVI—DERELHE
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MOV TR, TAWS Key Management Service ROV /N—HA R, ® "THAZI—NZ—

RF¥—1 ZZRLTSEE,

IRDOFKE. Amazon WorkSpaces > I Z AT R FEDRSICBAZBETEDTF— R BT

PHNZEREDHIZENDTT,

F— 5 AWS KRBT BF—DRES L

RIRA B3

WorkSpaces > 02 A4 TF >
NRIER

TINA AE =R
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NTINA AR

7N ARRE Gk
WorkSpaces > 024 TF >
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TINA RAERZ T 5%
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® Note

Amazon WorkSpaces > 94T > Nk, AWSFiEx—%2 AL TEAZEETE S
T—REEHTREISDET, REFOBSILZEBNICEVDICLET,

EEL, DARY—XZ— RF—OFEAICIE AWSKMS BN BAEhET, DED:FA
IC2WTIk., TAWS Key Management Service D& R 1 2SBL TS EE L,

Amazon WorkSpaces > 05 AT > " AWSKMS ZERT S 5%

Amazon WorkSpaces >V Z AT KRTld, DAZI—NZ—I RF—ZFERATHLHOF—KR
S—HFRBETT,

Amazon WorkSpaces > 72 AT > NTlE, RORAFPARL =23 VICHAZN—NFR—TI RF¥—
EFERATRLEHOF—RIS—HFHETT,

« KMS AWS (CGenerateDatakey D VT AN ZEEFELTTF—RZRBSILLET,
« KMS AWS (CDecrypt UV T ARZEFEL T, Bt hTF—2Z2ESLET,

NDARI—XZ—T REF—AOH—EADTIVELARBVOTELHIRTEEXR T, ChZE(TS

&. Amazon WorkSpaces > V9 Z AT MEHDARY—NZ—I RF—ICKX>THRESLEhLETAN
TOF—BRICTIVEATERBLLZY), TOTF—RIKBFELTVBRARL—2 a2 NFEEEZZTET,
Bl ZE, WorkSpaces > I TA T M TORATERVREDHMZERELEID>ETD L, 7.1'/\
L —> 3> IFAccessDeniedExceptionTZ—%ZRLET, E5IC, WorkSpaces >V 4T

N7 /N1 A& WorkSpaces > VAT NREZFERATELZLSBYET,

NARI—XZ—I RF—ZEKTS

AWS YZI XY ROV Y=L E L AWS KMS APl AR L —2a v &AL T, SHHRAXI—Y
Z—I RF—ZEHNTEET,

WMAAZI—XZ—I RF—ZERTDICEF

TAWS Key Management Service RXAY /N—HA R EHDRBHAII—NZX—TJ RF—0D
BATY TZRITLET,

F—RT—

F—RII—F, DARI—ANZ—IRF—ADTIEAZHBLET,. IXNTOHARIN—TR—
IRF-LCRE, F—ARU—PF12EFHBETT, CORVZ—ICE, TOF—2FEFTES 11—

REFPOESIL 64


https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk

Amazon WorkSpaces > 974 F >~ BEEEHAR
H—CZTOFEAFEERETDAT—IMXRINFEERATVET, F—RUZ—F, HAXIY—X
Z—Y RE—DERBICIBETEET, FHMICOWTIEE., TAWS Key Management Service T/
OYN—=HARL O THAEI—ANAEZ—F—AOTF IV LAZHHTD, #SRLTLILEE L,

HABI—XF—2 RF—% Amazon WorkSpaces > 754 F> NIV —ATHATSICE,
F—RVZ—TRO API ARL =23V ZFATRILENHY)ET,

« kms:DescribeKey — Amazon WorkSpaces > 95 A T2 M F—ZRIAITEDLSIC, HA
BAN—NZX—T RF—OFHZRHELE T,

« kms:GenerateDataKey — HAZN—NFZ—TI RF—ZFEALTTF—RZRBSILTESDRSICL
£9,

e kms:Decrypt — HAZRN—NYZ—I RF—Z2FEALTTF—REESTTEDRSICLET,

Amazon WorkSpaces > 95 A T MZBNTERDRI)S—AT—M X NOHFIERLTICRLUE
£

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AWS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",

"Effect": "Allow",
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"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;*"

"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",
"kms:List*"
1,
"Resource": "*"

RUS—TOEROEEICETAFHEMIOV TR, TAWS Key Management Service RO Y /N —
HAR, O TRV —THERZEETS, Z2SRBLTIEEL,

F—TOEVAOKNT TN 1—FT4 2T D2VWTOFMIE,. TAWS Key Management Service T

OYN—FH4 R, ZZRLTSEZL,
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WorkSpaces > 9S4 T2V RDHAZI—NXZ—Y RF—DEE

NARI—IZ—TRF—EG, UTFTOVY—ADE2 LA V—BS{LELTIEETEET,

« WorkSpaces 2> 724 T > NRE

RIEZIERT S EEIZ, Amazon WorkSpaces > V54T N BRI B BAT—R ZBEF1L
TRLHICEATS kmsKeyArn ZHETADCETT—EXF—ZHEETEL T,

« kmsKeyArn — KMS AWS HAZN—NZX—I RF¥F—OF—HBlF. ¥— ARN ZRRHL £T,
NARI—NZ—T REF—THESILE i WorkSpaces > 047> RREICH L WV

WorkSpaces > 9 Z AT > N FINA AN EBIME NS E, WorkSpaces > 05 AT > " FINA A
WorkSpaces > VATV RNREDASHARN—NZX—I RF—BEZMELET,

EEIYTHFANE, F—RCHTRIBMOIYTHAMERERCF—LBORTOAT A
Y hTT,

AWS KMS &, BMORAET—FZE LTHESHIAVTFANEZFEAL T, BT hEBSEYR—
NLET, T—R2ZBESHLIBZVITANIBESHIY =\=7\I\EE&)6&: AWS KMS [FEE51t
AVTFARNZBSHENET—RIINA2 RLET, T—R2ESTRICE. VITIANIEUR
AV TFARNZEZOERT,

Amazon WorkSpaces >V 74 T7 > NOBEES{LITF AN

Amazon WorkSpaces > 74T > M, IXTDHO AWSKMS BES{LARL —> 3> TRIUKS
B TFFANEFALET, ¥—IF aws:thinclient:arn. fElk Amazon VY —AX—A
(ARN) T3,

REBSACIVTFARNIROERY TT,

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
TFINAABEHAVTFANFROERY TY,

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"
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}

EZRVVIJCESHITHEANEEATS

HHHDAEI—IZR—T R¥F—%FEHL T WorkSpaces 954 T NREZBES(LTBEE
F. DAY —XFR—I RF—HFEORSICEAETNTVRIAZRETHLHIC, BELIATF
ANZEEERPOJTHEAITRZEETEXRY, BSIATFAME. AWS CloudTrail £ &
Amazon CloudWatch Logs IC& 2 TERE N O ORICEREHEENET,

ESILIVTFANEZEAL TEEYR - RF—ANOT IV EAZHHETS

MPNDARIN—XR—I RF— (CMK) \NDT IV EAZFHIZD=HOFRHELT, F—RUZ—&
IAM RS —AOBESHIVTFANEZERIZDEETEERT,

RIC, BEOBESHKIVTFARDAAZIN—NFR—I RF—ADTIERAZFETDF—R)>—
AT—RMXVRNOBZERLET, CORVZ—AT—M XY NOZHETIE, kms:Decrypt O'H L
CESIATHFANZEETSDHESHITFANIKNHI BETT,

"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Amazon WorkSpaces > VAT > NOBSILF—DEZXD T

Amazon WorkSpaces > 9I9 5 AT M)V —ATAWS KMS HARAY—NZX—IJ R¥F—%FEHT
% &, AWS CloudTrail & 7z l& Amazon CloudWatch Logs Z £ L TAmazon WorkSpaces > > 95
AT RN AWSKMS IZIAETBDVIIANZERTEET,

RDPBlEDescribeKey, Amazon WorkSpaces >9S5 A T2 M HAZN—NXZR—T R¥—TH
FENETF—RIT IV EATREHICZHFTET KMS ARL—>3 2 Z2FZRVTTB1260
GenerateDataKey, Decrypt. . ® AWS CloudTrail 1 X2 N TT,

XDPITIE, WorkSpaces 9054 7T > NREencryptionContext® ZHRTEE
9. WorkSpaces > V54T > hFT/INA AL, BE®D CloudTrail 1 R A RERENE T,
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DescribeKey

Amazon WorkSpaces > 9754 F7 > M&, DescribeKeyZAARL—>3a>zZFERAL TKMS HA
BAN—NF—TI RF—ZRIALET AWS,

RIZ, DescribeKey ARL —2 3> ZREBRITBD IR MNOHlIZRLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
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"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces > 74 F7 > &, GenerateDataKeyZARL—>3 > ZFEAL TTF—
2EBESILLET,

LTFDARY MMITIE, GenerateDataKey #ARL—2 3V ZRELTVET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T12:21:037",
"mfaAuthenticated": "false"

}
},
"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

Amazon WorkSpaces > > 954 7 > M T INA AfE#HGenerateDatakeyZRET B 54,
GenerateDataKeyZAARL —> 3> ZFERALTTF— R ZBS{LLET,

GenerateDataKey AR L —>3 &, Sid #*Amazon WorkSpaces >V 54 F > M —ER

CF— 2 OESEESEHTTS, O KMS F—RUI—AF—hXY NTHTENET,
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"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"

REPOESL

72



Amazon WorkSpaces > 72472 b EEEHAR

}

Decrypt

Amazon WorkSpaces > 9754 F7 > M&, Decrypt ARL—> 3> ZFRALTTF—2&2ESL
LET,

RIZ, Decrypt ARL—2 32 2RI BDARIMOHZERLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
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"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"

},

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
Decrypt (by service)

WorkSpaces > 77 AT 2 N FINA AN RBEREFETFNAABRICET IV EATD L.
DecryptARL—> 32> 2EALTF—X2ESLET, Decrypt ARL—32F, Sid &
Amazon WorkSpaces > > VAT M —EAICTF—2DBS{LEBETZHFT TS O® KMS
F—ARVI—AT—M XV NTHIEIET,

RODARY NITIE, ZNLUTEBENL DecryptARL—2 3> &EHL £9G6rant,
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:25Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "Decrypt",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
HHEo55
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I

"Resource": "arn:aws:thinclient:*:*:*"

}I
{
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"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",

"Effect": "Allow",
"Action": [

]I

"iam:GetUserPolicy",

iam:ListGroupsForUser",

"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
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{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
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BPEHICFERAENET, £/, WorkSpaces I T4 T NAWS Y —=)LThsn)Y—
AEZRRFNTDEHICEFAETIETT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
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"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

]I

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowThinClientFullAccess",
"Effect": "Allow",
"Action": [
"thinclient:*"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
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"workspaces:DescribeWorkspaceDirectories"

15

"Resource": "*"
1,
{

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",
"Action": [

"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",
"Action": [

"appstream:DescribeStacks"

1,

"Resource": "*"
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. F7AI)LNTEBARNZOTRELET,

Amazon WorkSpaces > > 24T 2 M&k, §XTDO WorkSpaces > U747 >N vO—
LWTL—=FARL—=23 0 ZEBARIPMNELTRERHELET, WorkSpaces 754 T RY
CloudTrail IZ528 9 % Amazon WorkSpaces > 024 7> RN NOA—=IL7TL—2FARL—>3 >
DVJANIDWTIE, Amazon WorkSpaces AT NAPIVT7 7L VAL Z2Z5RLUTLKE
=L,

WorkSpaces > 05 AT > R R NDOBI

BARVNIEEOEBERNSOE—DIVITANERL, UIJITARNENEZ API ARL—>3
V. ARL=23VORKE, UIITAMNNTA—E2BEICHTREREZEHET, CloudTrail O
7740 NTUY O APIO-LOEFRFHFSNERAZY VRL—ATRABEVESD, ARV NG
BEDIEFTRRIENEEA,

XDOPlE, RegisterDevice AL —> 3> &RT CloudTraill {1 X N ZERLTVET,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-06-19T17:13:44Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"dsn": "G1X11X11111111XX",
"activationCode": "xxxlxxx1'",
"model": "AFTGAZL"
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},

"responseElements": null,

"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,

"resources": [

{
"type": "AWS::ThinClient: :Device",

"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

RXDFIE, UpdateDeviceDetails AL —2 32 %Z7RT CloudTrail {1 X RZRLTVET,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b00c-45ef-b293-cd389121033a",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient::Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111
}
1,

:device/DEVICE_ID"

CloudTrail 4 X2 kD]
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"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {

"settings": {

"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

iy
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"

I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,

CloudTrail 41 X2 ~ D4l
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"sound": {
"microphones": [
{
"name": "name",

"selectionStatus": "SELECTED",
"type": "BUILT_IN"

}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "USB"
}

]

1,
"powerAndSleep": {

"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"
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"Statement": [
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"Action": [
"thinclient
"thinclient
"thinclient

]I

"Resource":"*"

:ListEnvironments",
:ListDevices",
:ListSoftwareSets"
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