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1. AWS Directory Service AV —=)LOFES—23a>oRAT, F4ALIOMNIZERBIRLET,
2. WorkDocs 4 MZHIETDFALIKN) IDEZEEEHET, chHFHA NOABID TT,

ROBIC, 1AM BELEHRZFEAL TAPIHOHL Z1T5EZ RLE T,

import java.util.Arraylist;
import java.util.List;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.workdocs.AmazonWorkDocs;

import com.amazonaws.services.workdocs.AmazonWorkDocsClient;
import com.amazonaws.services.workdocs.model.DescribeUsersRequest;
import com.amazonaws.services.workdocs.model.DescribeUsersResult;
import com.amazonaws.services.workdocs.model.User;

public class GetUserDemo {

public static void main(String[] args) throws Exception {
AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

AmazonWorkDocs workDocs =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)

.withRegion(Regions.US_WEST_2).build();

List<User> wdUsers = new Arraylist<>();

IAM 11— —3R5EE#® % 5 L T WorkDocs IZ$##:9 2 4
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DescribeUsersRequest request = new DescribeUsersRequest();

// The OrganizationId used here is an example and it should be replaced
// with the OrganizationId of your WorkDocs site.
request.setOrganizationId("d-123456789c");

request.setQuery("joe");

String marker = null;
do {
request.setMarker(marker);
DescribeUsersResult result = workDocs.describeUsers(request);
wdUsers.addAll(result.getUsers());
marker = result.getMarker();
} while (marker != null);

System.out.println("List of users matching the query string: joe ");

for (User wdUser : wdUsers) {
System.out.printf("Firstname:%s | Lastname:%s | Email:%s | root-folder-id:%s\n",
wdUser.getGivenName(), wdUser.getSurname(), wdUser.getEmailAddress(),
wdUser.getRootFolderId());
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import java.util.Arraylist;
import java.util.list;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.auth.BasicSessionCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.securitytoken.AWSSecurityTokenService;

import com.amazonaws.services.securitytoken.AWSSecurityTokenServiceClientBuilder;
import com.amazonaws.services.securitytoken.model.AssumeRoleRequest;
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import com.amazonaws.services.securitytoken.model.AssumeRoleResult;

import com.amazonaws.services.workdocs.AmazonWorkDocs;

import com.amazonaws.services.workdocs.AmazonWorkDocsClient;

import com.amazonaws.services.workdocs.model.DescribeFolderContentsRequest;
import com.amazonaws.services.workdocs.model.DescribeFolderContentsResult;
import com.amazonaws.services.workdocs.model.DocumentMetadata;

import com.amazonaws.services.workdocs.model.FolderMetadata;

public class AssumeRoleDemo {

private static final String DEMO_ROLE_ARN = "arn:aws:iam::111122223333:role/workdocs-
readonly-role";

private static AmazonWorkDocs workDocs;

public static void main(String[] args) throws Exception {

AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");

// Use developer’s long-term credentials to call the AWS Security Token Service
(STS)
// AssumeRole API, specifying the ARN for the role workdocs-readonly-role in
// 3rd party AWS account.

AWSSecurityTokenService stsClient =
AWSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(longTermCredentials))
.withRegion(Regions.DEFAULT_REGION.getName()).build();;

// If you are accessing a 3rd party account, set Externalld
// on assumeRequest using the withExternallId() function.
AssumeRoleRequest assumeRequest =
new AssumeRoleRequest().withRoleArn(DEMO_ROLE_ARN).withDurationSeconds(3600)
.withRoleSessionName("demo");

AssumeRoleResult assumeResult = stsClient.assumeRole(assumeRequest);

// AssumeRole returns temporary security credentials for the
// workdocs-readonly-role

BasicSessionCredentials temporaryCredentials =
new BasicSessionCredentials(assumeResult.getCredentials().getAccessKeyId(),
assumeResult
.getCredentials().getSecretAccessKey(),
assumeResult.getCredentials().getSessionToken());

O—)L % 5| & (37T WorkDocs (Z###:9 2 6
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// Build WorkDocs client using the temporary credentials.
workDocs =
AmazonWorkDocsClient.builder()
.withCredentials(new AWSStaticCredentialsProvider(temporaryCredentials))
.withRegion(Regions.US_WEST_2).build();

// Invoke WorkDocs service calls using the temporary security credentials
// obtained for workdocs-readonly-role. In this case a call has been made
// to get metadata of Folders and Documents present in a user’s root folder.

describeFolder("root-folder-id");

private static void describeFolder(String folderId) {
DescribeFolderContentsRequest request = new DescribeFolderContentsRequest();
request.setFolderId(folderId);
request.setLimit(2);
List<DocumentMetadata> documents = new ArraylList<>();
List<FolderMetadata> folders = new ArraylList<>();

String marker = null;

do {
request.setMarker(marker);
DescribeFolderContentsResult result = workDocs.describeFolderContents(request);
documents.addAll(result.getDocuments());
folders.addAll(result.getFolders());
marker = result.getMarker();
} while (marker != null);

for (FolderMetadata folder : folders)
System.out.println("Folder:" + folder.getName());
for (DocumentMetadata document : documents)
System.out.println("Document:" + document.getlLatestVersionMetadata().getName());

O—)L % 5| & (37T WorkDocs (Z###:9 2 7
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1. ROKSIZ AmazonWorkDocsClient MDA AR A%ZERLET,

IAM 1—H%—5R5HE8EEAL TW25BE,. TIAM 1—HY—5R5E#HR %= #FEH L T WorkDocs (Z
L, 1——a20T )95, 2CSBLLEEV, AMO—=)LZE) HTTVIIEE O
IC2WTI TO—)L%5|Z =2 (7T WorkDocs IC#E#:d 2, B#CSBLIEE,
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EFIVTAZBUETHIEHIC, ARERY IAMIA—H—TREELTZ7IFL—FT1 YR
dA—Y—=ERLTEEL,

AwWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

// Use the region specific to your WorkDocs site.
AmazonWorkDocs amazonWorkDocsClient =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

2. TYvy70—ROEH, LTOLSICBEFE URL ZEBBLET,

InitiateDocumentVersionUploadRequest request = new
InitiateDocumentVersionUploadRequest();
request.setParentFolderId("parent-folder-id");
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request.setName("my-document-name");
request.setContentType("application/octet-stream");
InitiateDocumentVersionUploadResult result =
amazonWorkDocsClient.initiateDocumentVersionUpload(request);

UploadMetadata uploadMetadata = result.getUploadMetadata();

String documentId = result.getMetadata().getId();

String documentVersionId = result.getMetadata().getlLatestVersionMetadata().getId();

String uploadUrl = uploadMetadata.getUploadUrl();

3. BEMNZURLZMFEALT, UTOLSICRFIXNZTY7O—-RLET,

URL url = new URL(uploadUrl);

HttpURLConnection connection = (HttpURLConnection) url.openConnection();
connection.setDoOutput(true);

connection.setRequestMethod("PUT");

// Content-Type supplied here should match with the Content-Type set

// in the InitiateDocumentVersionUpload request.
connection.setRequestProperty("Content-Type", "application/octet-stream");
connection.setRequestProperty("x-amz-server-side-encryption", "AES256");
File file = new File("/path/to/file.txt");

FileInputStream fileInputStream = new FileInputStream(file);
OutputStream outputStream = connection.getOutputStream();
com.amazonaws.util.IOUtils.copy(fileInputStream, outputStream);
connection.getResponseCode();

4. LLTFOESIZRFIXINATF—RAZE ACTIVEICZEELT, 7Y 70O0—R7OBAZZTL
x99,

UpdateDocumentVersionRequest request = new UpdateDocumentVersionRequest();
request.setDocumentId("document-id");
request.setVersionId("document-version-id");
request.setVersionStatus(DocumentVersionStatus.ACTIVE);
amazonWorkDocsClient.updateDocumentVersion(request);

K¥1xX> &7y 70-K3% 9
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L. BR7TSYRT7TA—LARHEIZDAPI 7O 32 2FEALTURL ZFERALT77AMILER DY
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GetDocumentVersionRequest request = new GetDocumentVersionRequest();

request.setDocumentId("document-id");

request.setVersionId("document-version-id");

request.setFields("SOURCE");

GetDocumentVersionResult result = amazonWorkDocsClient.getDocumentVersion(request);

String downloadUrl =
result.getMetadata().getSource().get(DocumentSourceType.ORIGINAL.name());
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"workdocs:CreateNotificationSubscription",
"workdocs:DeleteNotificationSubscription",
"workdocs:DescribeNotificationSubscriptions"”

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
1,
"Resource": "*"
}
]
}
BRZEEMWELTSICE

BHEEMCTDE, BHREYTAUS47LE&IC, CreateNotificationSubscription N QRO H L

ZHALET,
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l&. TAmazon Simple Notification Service RO Y /N—H 4 Ry ® "HTTP/S T R7RA 2 "N
ND77T b, 282RBLTLEEL,

/A Important
SNS [, BREThEIRRSANIERAYE—22EELET. BHZZITESIC
., COXVE—CZRRBRIBDYVEN HYVET, £, ANV RIS A2 E—T 14
AFLEEFAPIZNLULTAWS ICT VAT S EEIC FIPS 140-2 THRIDE A DES{LTE
TA1—)IHNYBEBIFEE. FIPSTRRA N ZFEALET, FIARRER FIPS T2 R
RANOFMAICOVTIEE, TEPBFHRWIBHIEFIPS) 140-2, B#ZSBIEE L,

2. UTOREZRTLET,

- %D 2B T B
1. [AWS Directory Service AV =)L FETF =23 RA2 T, [F4LIBMJ] ZEBRLE

ED
2. Amazon WorkDocs D4 MZXETS [TF4L I RNJ D, ZTOHAMOEBIDELT
EHBELET,

c YTROVT2A2VVITIARERDESICHERLET,

CreateNotificationSubscriptionRequest request = new
CreateNotificationSubscriptionRequest();
request.setOrganizationId("d-1234567890");
request.setProtocol(SubscriptionProtocolType.Https);
request.setEndpoint("https://my-webhook-service.com/webhook");
request.setSubscriptionType(SubscriptionType.ALL);
CreateNotificationSubscriptionResult result =
amazonWorkDocsClient.createNotificationSubscription(request);
System.out.println("WorkDocs notifications subscription-id: "
result.getSubscription().getSubscriptionId());
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- organizationId — ##&® ID,

- parentEntityType — B ® X 4 7" (Document | DocumentVersion | Folder),
+ parentEntityId — #H® ID,

- entityType — LT 1714 DRA7 (Document | DocumentVersion | Folder),
« entityId—I>T14 714D ID,

- 7

9232 —ROVWThHADEICKDTVIAVTY,
delete_document

move_document

recycle_document

rename_document

revoke_share_document

share_document

upload_document_version

BAZEMNLTDICE

https://console.aws.amazon.com/zocalo/ T WorkDocs AV — )L ZBEE T,

[WorkDocsH 4 R DEE]| R—T T, BHNOTFALI KNV ZRBRRL, [7023Y], [BHAZEHE]
DIEICEIRL E T,

(BRZEER)R—IT, BHAZEMICTS ARN ZERL., [BHZEML]) 2ZBRLET,

A—%—%EKT S

N

Bk, WorkDocs T1—H—ZERKTBHEERLTVWET,

(® Note

Zhik, Connected AD SRENDEMBARL —3 >0 TlEH' EH A, Connected AD R
TI1—Y—RERTHEE. I—F—H IV E—TSAXFALIRNULTTIERELT
WBDMBENH'VY)ET, KIZ. ActivateUser APl ZRO*H L T, WorkDocs T1—H—%&TF 2
TFATIHTEDHRENHET,

ROBITE, 1 FHNARDANL =204 —2%2F 20—V —Z2RITDHFEEHALTLET,
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CreateUserRequest request = new CreateUserRequest();
request.setGivenName("GivenName");
request.setOrganizationId("d-12345678c4");

// Passwords should:

// Be between 8 and 64 characters

// Contain three of the four below:

// A Lowercase Character

// An Uppercase Character

// A Number

// A Special Character
request.setPassword("Badpa$$word");
request.setSurname("surname");
request.setUsername("UserName");

StorageRuleType storageRule = new StorageRuleType();
storageRule.setStorageType(StorageType.QUOTA);
storageRule.setStorageAllocatedInBytes(new Long(10485761));
request.setStorageRule(storageRule);

CreateUserResult result = workDocsClient.createUser(request);

AWS O>Y —)LA S WorkDocs 484 ID Z#EB T2 (CE. XOFIEICHVWET,
B ID ZEEBIBICE

1. AWS Directory Service AV —=I)LOFES—>23a>R42T, F4LINJEBRLET,
2. WorkDocs A4 MBI BDTALIRN) IDEEZEEEOET, chHAYANOEBID TY,

JY—=ANOT 7t AFA 21 -—F—ICHFETS

RDOBIE. AddResourcePermissions APl ZERAL TUY —ADOUSERANNOCONTRIBUTORIERR Z# {1+ 5
TR EERLTVET, APIZFERAL T, 72N F—FEE RFIXNIHTZII—HF—FLE
IN—=T T O EAHFA2ERAZEETEET,

AddResourcePermissionsRequest request = new AddResourcePermissionsRequest();
request.setResourceld("resource-id");
Collection<SharePrincipal> principals = new ArraylList<>();;
SharePrincipal principal = new SharePrincipal();
principal.setId("user-id");
principal.setType(PrincipalType.USER);
principal.setRole(RoleType.CONTRIBUTOR);
principals.add(principal);
request.setPrincipals(principals);

DY—=ZAANOT 7 AFA 21— —IF592 14
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AddResourcePermissionsResult result =
workDocsClient.addResourcePermissions(request);

DY —=ZAANOT IV A#A 21— -5 2
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BET7Vr—>3> 0T 7 A

WorkDocs B2 APIslE., IAM R S —ZBLU TCRAB LVEBEINET, IAMEEEIE IAM R
—%ERL, ARENAPIICTIVEATHEHICERATES IAMO—)LFELEEI—Y—ICT7RY
FEBENTEET,

BlELTUTOEONFARENATVERTD,

2R

« WorkDocs API ADT J AFAZTFROYN—-ICRNE5T S
» WorkDocs APls

« AMO—J)Z8IZZF3T7IVEAHTEI—H—-IC~E5T3
« BED WorkDocs 1 VARV ANDT IV ADHIR

WorkDocs API AND TVt AZFA Z2FROYN—ICHE5TS

(@ Note

EFIUTAEBRITH DI, TEERY IAM I—F—TRHBESTIFL—FT( vy K1—
F—BERL T EE L,

IAM BEBENFEESE. U AWS 7HDU MAS IAM 1—H—IZ WorkDocs APlI 7O A& ET
EEXT, CchETSIZIE. WorkDocs APl 7 7 AHFAIAR) > —%&EKL., IAM AI—H—ICTFR2Y F
LET., XOAPIRDS —F, EFETEX DescribeAPI IZGARYEAHFTZNAELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkDocsAPIReadOnly",
"Effect": "Allow",
"Action": [
"workdocs:Get*",
"workdocs:Describe*"

]I

"Resource": [
nin

WorkDocs API AND T UV AFAZ2FROYN—IZFE5T3 16
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WorkDocs APls

H—RN=—F 1 —FHRE, TFLEEHIOAWS TAHIY RN Z2FRALTVWAI—HY—ICTI7ERAEZNES
TEET, chEITSOICEK. IAMO—=)LZ/ER L. WorkDocs APl ZFRAI7AR) > —%2TF XY FLET,

TORBADT7 #—LR, ATFOFUATHETT,
- AREGRLUEBICELTVERTA, BAEED AWS 7H T2 & WorkDocs AWS 7HO >V K&

FEEYET,
s DENMY—RN—FT1—OFT 75— 3 > BEEIC WorkDocs API 7O AZHFAI T 258,

EE550F)ATE, ARED AWSAWS 7HU N& WorkDocs A4 REFRARNTBHIDT
DUORND2DOOT AT MNFBEBELTVET,

BREG. 7HIYNEBREN IMO—LEERTES &SI, UTOEBRERETIBLEN B Y
£7.

« AWST7HDU>KNID

- BEN Y —2RBBNTREHICERTHI-—2 External ID, FHMHICOVWTIE, AWS U
V—AANDT IV AEEFE=ZFBILNHETDELEICHARBID 2#FRTIHE 2SBLTLIEEVL,

« PTG —23aU0NFTFTORATEIHENBHS WorkDocs APIs DA KR, IAMAR—ANDKR S —Hl
ik, B%2DAPI LRIINTHFAFRLERFEBTORIS —EERITDENTE, EHHHVEIEY
A[AET 9, WorkDocs APIsWorkDocs API ) 7 7 LA, ZSBL T EE L,

ROFNEE, JARATHIRNTIOEAQEHDO IAM OBREICEEFNDATY ZICOVWTHHALT
WEd,

VOATAIVRTIOERALCHLUTIAM ZRET DI

1. WorkDocs APl 7 Uz AFFAIR) > —%Z KL, WorkDocsAPIReadOnly/Rl) > —Z U H L
9,

2. WorkDocs Y4 R Z2KRARTD AWS PHUY RO IAM OV —=)LTHLLVWO—-ILZERL &
EE

WorkDocs APls 17


url-iam-user;id_roles_create_for-user_externalid.html
url-iam-user;id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/
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a. A4 AWSN R XY =) U, https://console.aws.amazon.com/iam/ T
IAM OV —)LZ2RAEXT,

b. AVVY—IOFES—23>2RA>T[Roles] (A—JL) &2 '1) Y UL, [Create New Role]
FLLO—LOER) Z2O2VYILET,

c. [Rolename] (A—/ILB)RY VAICEOO—IIOENZREZHFXI<IBHO-)ILBZANL
£9, HlZF. workdocs_app_role T, A—IBIEFEAWS THUKNAT—ETHD
PBEAFBHYET, O—ILBZADLES, [Nextstep] ROATY ) 220UV ILET,

d. [Select Role Type] (A—ILZ 4 7 MiEIR) R— T, [Role for Cross-Account Access] (¥ O
THIOORTOAOO—I) 023>z BRL, ERTH2O0-ILORATZBRL F
3'0

c A—HY—TAIVRNEVY—-AAWS TAHINOEEDEBETHZHE. £LEFMA
DTAIRFBEAUCLHICBLTWREERE., FIBTRT7HIUNEOT IVt AZRET
P2ZBRLET, cox7>ari@, I—%— O-J, TOEREhZVY—-AHFIAX
TRAUT7HAIRMIBLTVWRFZEICEERLET,

« WorkDocs U4 NEFIETDTHIKNOEBETHY), 77Ur—3a>rFROY/N—
AWS THOVRASA——ICHFAZ2R5T2E8RF. AWSTHU NEH—R/N—
THORNEBOT OVt AZRMETZZ2BRLET, COFT> 3> TR, BFEK
L?.*\ BZFBIL >TRMHEIZIARID ZEEL T, B=FNO-IILZFEALTHEEED
VY—ALT O EATERRBICAL T, EBMZRILTIXEN HVET, FHIEOL
T, "How to Use an External ID When Granting Access to Your AWS Resources to a
Third Partys (AWS YUY —AANDT VL AEZR=ZEILNEITREEICHNEID 2EAT
PHE)EISRBIEEV,

e. ROR—=IT, DIY—ANDT IV ELAZFATDAWS PHU ~NID ZHEEL., ¥—R
N=—TFTA—DOT I LADBERFHEEID ZADLET,

f. [NextStep] (ROATY N ZOVYIOLT, RUS—BETFTRYFLET,

3. RUS—OTRYFAR—T, BICHERL = WorkDocs API 7O AHFRIARUS —&BEL,
RUS—DEICHBDRY VAZEBIRL, ROARATYTZ2#20UYvOLFET,

4. FHMzEwREL. SEOSBEAICO—)L ARN Z0E—L T, [Create Role] (A—/LDER) & &
Dy oLTO—)ILOERETETLET,

5. O—J)LARN ZBXEEHBELET, O—J)LARN OHIZLLTIZRLET,

arn:aws:iam: :AWS-ACCOUNT-ID:role/workdocs_app_role

WorkDocs APls 18
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IAMO—)Z5|2XH2T7 IO tAFT 21— —ICHFE5TS

BEEAWS THOY REHOERER, I— -2 IAMO—-IZ5ERTR L ZHFATEERT,
TOEHICE, LLWARUS—ZERLTZTOI—HY—CTEYFLET,

ROBICRTRSIC, RUZ—ICE, sts:AssumeRole 702 a2 ICdd3 Allow SIRZEET A
T—KRX>KN&, Resource BEEROO—IL® Amazon VY —AZ—LA (ARN) ZEH I HENH V)
F9, FIN—"T AN=—29vTFEREETRYFEBELU TRV —ZMBLEI—Y—E, BE
ENEO-LICHYIVEBADENTEERT,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<aws_account_id>:role/workdocs_app_role"
}
}

FED WorkDocs 1 AR ANDT O ADFIRE

AWS P H 2 MCEE® WorkDocs H4 RA B Y, BEDH A MDD API T O LAZFATREE
. ConditionEE%ZEHTEZET, Condition BEEWF., RUL—ZETITBE1IT0E%HE
BRETHDENTEEXT,

ROBNE, ZRHEEZRZRLTOLXRT,

"Condition":
{
"StringEquals": {
"Resource.OrganizationId": "d-123456789c5"
}
}

FROZBERER)S—ICHRETHDE, 1——F IDH ® WorkDocs 1 VARV AICOIKRT IEAT
& FE9d-123456789c5, WorkDocs 1 VAR A D, A ID XLETF1LIKNY ID &EEFE
NET, HFHICOVTIEE., ™FED WorkDocs 41 VAR ANDT I ADEIR,, #25BLTLE
=L,

AWS 2V —)LAS WorkDocs ## ID ZEE T DIk, XOFIEICHVET,

IAMO—=)%26|EZH2T7 VAT I1I-—F—ILFE5T2 19
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1. AWS Directory Service AV —=)ILOFET—>3RA2T, F4LIVNIZEBRLET,
2. WorkDocs 4 MCRBTBTFALIRN) IDEZEEEHET. chAYA NOEBID T,

4% 7E D WorkDocs 4 > ARV ANDT 72 AN F|R 20


https://console.aws.amazon.com/directoryservicev2/
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A—Y—TF70T—>32OFRMET U1 AHH

WorkDocs 1—H—LAXRIOFT 7V r—3 &, WorkDocs AV —IILEZFERAL TERBLVE
BEhET, AREGE. FT77VT5—>32IC—E0 IDs Z181# 95 WorkDocs 1Y — )L DMy
ApplicationsR—TIZF7VT—>2 3V 2B RIBDVBENF HVET, BREFLC, BREFVAA
LYKNURIZIBELT, PORAN=O2ETTVT—2a32 AT 22 TR HENf SV E
ED

BE, 77)5—>23 R3EBENTVWSA0OERL AWS 7HJ> NA® WorkDocs 4 MZD&T
OEATEET,

AES

« WorkDocs APIs 2 U3 7V EAFTORE
« APIFO'HLTO 7 #)LZ—ID OfEH

« P7VT—2 3V OER

« F7VT—=>32A0—-7

 Authorization

« WorkDocs APISFEDYH L

WorkDocs APIs ZIF O HT 7 IV AT ONE

AN RSA A BE—TIAAODI—H—ICIE. WorkDocs BRT IR T D ELBT I EAFH
A A B ETT Directory Service, #RABZWE, £O APIFUHULTEREY Y —AT 7 EAHIH
XYV E=IHBRENET, RORVI—RBGRLeBERENELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [

"workdocs:*",
"ds:*",
"ec2:CreateVpc",
"ec2:CreateSubnet"”,
"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",
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ec2:DescribeVpcs",
"ec2:DescribeSubnets",

ec2:DescribeNetworkInterfaces",

"ec2:DescribeAvailabilityZones",

ec2:AuthorizeSecurityGroupEgress",

"ec2:AuthorizeSecurityGroupIngress",

ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
ec2:RevokeSecurityGroupEgress",

"ec2:RevokeSecurityGroupIngress"

1,
"Effect": "Allow",
"Resource": "*"

S ERAOT VEAFAZ2NETEEE

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"
1,

"Effect": "Allow",

"Resource": "*"

}
]
}

ORI —ZFEALET,

RV —Tlk, RIDOFT V3 ETXTOH WorkDocs DescribeARL—23a>ADTFT VA%
AIL&EJ, DescribeDirectories 7% 3 (F. Directory Service 74 L7 NJIZET 2155
ZHEBLET, Amazon EC2 ARL—2 3 &V), WorkDocs & VPCs&EH T XY R A NZEE

BTEXT,

WorkDocs APIs ZHR T 7 VAT O~ E
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APIFOPHELTO 7 # )X — ID OERA

APIFDHE LA 7 ANRICTOEATREERYST, 7HIINEFETRELT7AINAID Z2FERATI
ENfHOYVET, L&A, client.get_folder(FolderId='MyDocs')%ZEL -HE4&. APl BT
i U (& UnauthorizedResourceAccessException XY £—J £ M 404 XY +—T&BRLET,

client.get_folder(FolderId='MyDocs"')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 253, in _api_call
return self._make_api_call(operation_name, kwargs)
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 557, in _make_api_call
raise error_class(parsed_response, operation_name)
botocore.errorfactory.UnauthorizedResourceAccessException: An error occurred
(UnauthorizedResourceAccessException) when calling the GetFolder operation:
Principal [arn:aws:iam::395162986870:user/Aman] is not allowed to execute
[workdocs:GetFolder] on the resource.

ChZeRETRICE. 72T —OURLICHS ID ZFALTSEEL,

site.workdocs/index.html#/foldexr/
abcl123def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577.

ZOIDZETE, ELVERNBRENET,

client.get_folder(FolderId="'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3c
{'ResponseMetadata': {'RequestId': 'f8341d4e-4047-11e7-9e70-afa8d465756¢"’,
'"HTTPStatusCode': 200, 'HTTPHeaders': {'x-amzn-requestid': 'f234564e-1234-56e7-89e7-
al@fas5t789c', 'cache-control': 'private, no-cache, no-store, max-age=0',
'content-type': 'application/json', 'content-length': '733', 'date':
'Wed, 24 May 2017 06:12:30 GMT'}, 'RetryAttempts': 0}, 'Metadata': {'Id':
'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577', 'Name'’:
'sentences', 'CreatorId':
'S-1-5-21-2125721135-1643952666-3011040551-2105&d-906724f1ce', 'ParentFolderId':
'0a811a922403ae8e1d3c180f4975f38194372c3d6a2656c50851c7fb76677363",
'CreatedTimestamp': datetime.datetime(2017, 5, 23, 12, 59, 13, 8000,
tzinfo=tzlocal()), 'ModifiedTimestamp': datetime.datetime(2017, 5, 23, 13,
13, 9, 565000, tzinfo=tzlocal()), 'ResourceState': 'ACTIVE', 'Signature':
'b7f54963d60aeld6b9ded476f5d20511'}}
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T7VTr—>32 0ERK

WorkDocs B EEL T, XOFEEFERALTTF V-3 2K LET,

T7Vr—>3a>aERTEEE

1. https://console.aws.amazon.com/zocalo/ T WorkDocs >V —J)LZHE X T,
2. [RATZ7VVTr—>32) [F7VT5—2320ERIOIBEICERLET .

3. ROEZAALET,

T7)r—>3arvg
77°|J/7-_:/3 ya)%ﬁﬁo

Email( X —JL)
T7r—>3a>ICBEREX—ILT7 RL A,

Application Description(7 7") r—=< 3> O HA)
77°|J/7-_:/3 ywéﬁﬂﬂo

)X ALK~ URI

WorkDocs A RS 7 1Y & UR AL U NT S5,
Application Scopes(F7 7°U o —> 3> A0—7)

F7OTr—>3a2VICRETEIAI—T (AR TLEREERAKOLTIA), FHICOVT
&, "77075—232A0-7 1 2Z2R<EEV,

4. [#EHK] Z2BRLEY,

F7Ur—>3>Ax3d—7

WorkDocs &, ROFT 7 Vr—>3 A= HR—KLTVET,

- Content Read (workdocs.content.read) l&. 77°U4 —2 322X ® WorkDocs APIs ND 7
VEAZFALET,
- H48*

. Bt

T7ITr—23> OER 24
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- Content Write (workdocs.content.write) l&. 77°U4 —2 3 2 (2R MO WorkDocs APISND 7
VEARAZFALET,

- ER*
- EF*
- HiBR*
- a7 ORKR
-« Hb*
- Em*
- HiBR*

Authorization

T7Vr—2a B8N RT79%&, P74 —2 32 WorkDocs 1—H—ICRbH > TERAI & 1)
DIARNTEET, ChETSICE. 77U —>3 & WorkDocs OAuth T RARA N IZT D
T ALhttps://auth.amazonworkdocs.com/oauth, XD IV TIUNSAXA—RZEETIHLEN
HVET,

o [ B]app_id —TF7VT—=2 3N BERENTVBRHEICERES DTV —>3 2 1D,

o [#%ZA] auth_type — I TAKR®D OAuth B4 7', B R—KRENTVBER ImplicitGrant T
CP

o [%AB]redirect_uri —F 7T =23 N T IORAN—=—D 2ZEITHILEHICEFEALEUA
1L 72K URI

« [F7 >3] scopes —AROA—T7TOAVIXEPY D) AR, BELBEVEES, BERFICERE L
AA=TOUARNNERENET,

c [FTT3U]state — T IV EARN =TI EEEIIREND XFF,

(® Note

AR RTGAVAVE—TIARAELEFEAPI ZFEHLTAWS ICT7O9EATSHEZIC FIPS
140-2 REEBZADESILETED 1 — I BEBZEE., FIPST RARANEFEALET, F
FAEERR FIPS I RIRA > NOFMIC OV T, [EFPIBHMUERE (FIPS) 14021 &S
BEEV,

Authorization 25
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TORBAR—O2VEEDS DO OAuth 7O0—2RBIBLHDOY T GET UIITARN,

GET https://auth.amazonworkdocs.com/oauth?app_id=my-app-
id&auth_type=ImplicitGrant&redirect_uri=https://myapp.com/
callback&scopes=workdocs.content.read&state=xyz

BT, OAuth BAI7O0—HICITHhET,

1. 77U —>3a>d1—4%—(&, WorkDocs U4 REBEZADTBDELDICKROSNET,
2. J1—Y%—I& WorkDocs FRIR—TICURX AL I hEh, RIAEHRZEADLET,

3. FREFICHZhT D&, I—H—IZ WorkDocs ANDTF O AHFAE# T 7Ur—>a it 5£k-@E
ERITRCEEFUTHRAEEENINRRENET,

4, I1—Y—HNEEBEET Accept 23 8RT DL, 7TTHRK, JTUNTX—=RELTOT O+
A= &)= arvEReeslz, 7705—23a>0d—I)L/NY 2 URLICUAAL I
ehFET,

WorkDocs " 5® GET DT ARN®DHI -

GET https://myapp.com/callback?acessToken=accesstoken&region=us-east-1&state=xyz

TOEAN—=D2CIMA T, WorkDocs OAuth H—E A&#EIR L = WorkDocs 4 RO O T /NZ
X—A&region& LT £LIRULET, WorkDocs AZBT 77U Tr—>32F. region/N\TX—2ZFEHA
L T WorkDocs H—E ATV RRA NERETILEN HYET,

ARV RSAVAVE—TIAARAFTEEAPI ZFEALTAWS ICT7 VAT D EEIZ FIPS 140-2 14
XA DES{LED 21— LA MBERBEEF., FIPST RKRANEZFEALET.,. FATRELE FIPS
T2V RARANOFMIIOVTIE, PEFHIBHROERE (FIPS) 140-2 | ZZ SR LEE L,

WorkDocs APISFETNH L

TFOEAN—O ZBEBLEER. 77U —> 3> F WorkDocs H—E AICK L T API O— )L %17
STENTEET,

/A Important

WorkDocs APISFETN H L 26


https://aws.amazon.com/compliance/fips/

Amazon WorkDocs FROYIN—HA K

COBIE, cul GET UVIARNZEALTRFIXD MDA EZF—RZMEITZHEZRLTVE
ER

Curl "https://workdocs.us-east-1.amazonaws.com/api/vl/documents/{document-id}" -H
"Accept: application/json" -H "Authentication: Bearer accesstoken"

A—H¥—0II—KT7 )X EZRT B> 7 )L JavaScript BAE,

function printRootFolders(accessToken, siteRegion) {
var workdocs = new AWS.WorkDocs({region: siteRegion});
workdocs.makeUnauthenticatedRequest("describeRootFolders", {AuthenticationToken:
accessToken}, function (err, folders) {
if (err) console.log(err);
else console.log(folders);

1)

Java X—AD API RO H LY TR, LTOEHY T,

AWSCredentialsProvider credentialsProvider = new AWSCredentialsProvider() {
@Override
public void refresh() {3}

@Override
public AWSCredentials getCredentials() {
new AnonymousAWSCredentials();
}
};

// Set the correct region obtained during OAuth flow.
workDocs =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider)
.withRegion(Regions.US_EAST_1).build();

DescribeRootFoldersRequest request = new DescribeRootFoldersRequest();
request.setAuthenticationToken("access-token-obtained-through-workdocs-oauth");
DescribeRootFoldersResult result = workDocs.describeRootFolders(request);

for (FolderMetadata folder : result.getFolders()) {

System.out.printf("Folder name=%s, Id=%s \n", folder.getName(), folder.getId());
}
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WorkDocs A7 Y NFZR —2T ¥ —

WorkDocs Content Manager k. WorkDocs 44 hASOAV TV T Y 70— RELFX T O—
REB2ELARILOI—FT14)T4Y—=I)LTT,

NEY D

« WorkDocs AT UYNZR—J v —DEE

« RFIAXIBMOATO—R

- RFaAXhOTYZ7TO—R

WorkDocs AT YNZR—T v —DEE

WorkDocs Content Manager &, BB7 77U r—>3>e1—H—-—F77)5r—>3 > ICERATESR
9,

l_ﬂg‘_77o U 7_> 3 ya)i%é\ Faﬁ%%(ilg% AWS nlL.\nIE F*Etwunﬁ I\ 7/&@)% l/_C
WorkDocs Content Manager Z#E 32 XENf H V) ET,

EBT7 75 —>3a>05E,. WorkDocs 754 7> Mk (IAM) RREEE#HR T AWS Identity and
Access Management #18i{L T D UREAN BV ET, TS5IC. THLURED APIFOHL TR, BELM—
DOEEBIDIMENHYET,

ROOA—RF, JavaFhk cea#ERALTI—Y—T7 77U —< 3> ® WorkDocs Content
Manager Z# LT B HZEZZRLTVET,

Java:

AWSStaticCredentialsProvider credentialsProvider = new AWSStaticCredentialsProvider(new
AnonymousAWSCredentials());

AmazonWorkDocs client =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider).withRegion("region").builc

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("token") .k

C#:
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new AmazonWorkDocsClient(new AnonymousAWSCredentials(),

AmazonWorkDocsClient client
"region");

ContentManagerParams params = new ContentManagerParams

{

WorkDocsClient = client,

AuthenticationToken = "token"

I

IContentManager workDocsContentManager = new ContentManager(param);

R¥aXhODATO—R

B & & WorkDocs Content Manager ZFAL T, HEDON—2 3 KEFEH/N—2320OR
F1X>2 K% WorkDocs A SHAIVO—RTEERT, UTOFITIEE, JavaB R C#ZFEAL TR
FAIXROBEON—>3 %D O0—RLET,

(® Note

REIAXRNOBH/N—23 02X O0—RTBICE, VersionId VI IT AN DEER
(Z GetDocumentStream ZIEELBZWVWTLSEE LY,

Java

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

C#

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();
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// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

REaXNOT7YTO—R

WorkDocs Content Manager Ik, WorkDocs 4 NCOV TV ZTY7O—RTBDHD API Z12
MLET. LTOHITR, JavaB LRV CHEZFEALTRFIXNZTYZ7O—RLET,

Java

File file = new File("file-path");

InputStream stream = new FileInputStream(file);
UploadDocumentStreamRequest request = new UploadDocumentStreamRequest();
request.setParentFolderId("destination-folder-id");
request.setContentType("content-type");

request.setStream(stream);

request.setDocumentName("document-name");
contentManager.uploadDocumentStream(request);

C#

var stream = new FileStream("file-path", FileMode.Open);

UploadDocumentStreamRequest uploadDocumentStreamRequest = new
UploadDocumentStreamRequest()

{
ParentFolderId = "destination-id",
DocumentName = "document-name",

ContentType = "content-type",
Stream = stream

¥

workDocsContentManager.UploadDocumentStreamAsync(uploadDocumentStreamRequest).Wait();
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