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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected/
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https://www.infrastructure.aws/
https://aws.amazon.com/s3
https://aws.amazon.com/glacier/
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AWS D—2J0O0— ROTMESHEZ MG ICKRIIL TEHFLET,

active/passive

| Backup & Warm | Multi-site
Restore Pilot Light standby active/active

« Lower priority use cases + Data live = Always running, but smaller + Zero downtime

+ Provision all AWS resources + Services idle *+ Business critical + Near zero data loss
after event * Provision some AWS resources + Scale AWS resources after event « Mission Critical Services

+ Restore backups after event and scale after event + Cost $%% + Cost $5%%

« Cost $ + Cost: $%
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/architecture/well-architected/
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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
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FEERMBITDIXUEN HVET, point-in-time JANVIZKDNY IT YT, UTOH—ERED
V—AZBUTRATEET,

» Amazon Elastic Block Store (Amazon EBS) A3+ Y 7’3 v ~

» Amazon DynamoDB /N\Y O 7 v/

« AmazonRDS A+ v 723 vk~

« Amazon AuroraDB A+ v 7> av k

« Amazon EFS )N\Y 07 v 7 (fEF & AWS Backup )

« Amazon Redshift AF v 7’23 v ~

» Amazon Neptune A3+ Y 7’3 v N

« Amazon DocumentDB

* Amazon FSx for Windows File Server, Amazon FSx for Lustre., Amazon FSx for NetApp
ONTAP., Amazon FSx for OpenZFS

Amazon Simple Storage Service (Amazon S3) Tl&, Amazon S3 VAR —>3a> L7 U —>3
~ (CRR)ZHALT, REENEATZIIONON—2aZ o JzRHELEN S, DRU—23 Y
OSINTYNIATD TN ERENICEFHHICIE—L, EARA> hE2BRTEXT, 7F—
BOWBENBELTVT—23 Itk F—2ONYIOTYTICHHNZREEE (EOCEVERD) &
WSRRAFBYETH., T—FZOHEBEXPEBEZOHHHE (FTEBTF—REREBE) BEDKEARY
N Xpoint-in-time/\Y 97 Y 7H S RETEBRVHEN BV ET, HENLTVIT—>3 2250\ T
l&. TAWS Services for Pilot Light; 29> 3> &SBLTSEEV,

AWS Backup &, A TOH—EREVY—ADAWS NY IT Y THEEZRE,. AT721—)., =

2V TIR1-H0—TNEEMERILET,

« Amazon Elastic Block Store (Amazon EBS) 7R!) 1 — /A

« AmazonEC2 1V AZ A

« Amazon Relational Database Service (Amazon RDS) 7#— & ~X— XA (Amazon Aurora 7— X X— XA
ZE8U)

« Amazon DynamoDB &¥—7'JL
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
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» Amazon FSx for Windows File Server. Amazon FSx for Lustre, Amazon FSx for NetApp
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TOTORNHEIBREND E, Amazon S3 FEL 7T —RT/NT Y NZOKEIBRNY—H—%ZEML F
T, COF7O0—FE,. DRU—23a2VAHAOT—RZ2V—AU—J3IVHAOBEOHDHIKRD, SRE
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D EBSARUI—AICMAT, EC2NYOTY7TRAOHKEZEML, 1AV ARAT, BEEH
ERETZAR—=RNITIOR(VPC), EFX1VF«4JIL—7, IAMO—=), EZRUIHE. &
TBEDAERTF—R2ERES LB AWS Backup LET, =L, COBMXRXF—RIE, EC2
NYOTY7%ZERU AWS V=23V IlEBERTRBRICOKMEAENET,

NYOTFTYTELTTFAHRARIVAND =23V ICREENTVERTF—RIE, 74 F—/N—
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https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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Performs backup and restore

of valumes
‘i: ;7’ [

AWS Backup

Amazon Elastic Block
Store (EBS)

N

Request to test restore from a

backu
Sends notifications about job P

status
Performs cleanup

N

%
Invokes Lambda for testing

restore and cleanup

Amazon Simple AWS Lambda
Notification Service

)

Users notified about status

changes

AWS General
User
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https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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Asynchronous Cross-Region Replication
(Aurora Global Database)
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/ec2/autoscaling

TOI—70—ROTFAHFRAZYAND AWS: 2FT RTOUH/IND AWS Well-Architected 7 L —AD—7

FEE2ETS—AL), CNSOBXNIBELET, TOLED, ZLDBEE., FHEICLLDZTIAMIA—
N—OBRBIFERAENET, COBETE, 7IMILAFA—N—OATY7ZBHLTED O, FH
BBERR D Z2H/ITRISBENTT,

AWS H—ERAZERATEIMICERBINERNT T4V IEBAT I VAVK 2D HBYERT,

1 20OF 7> a3k, Amazon Route 53 ZfEAT% Z & T, Amazon Route 53 ZER TS &, 1
DRREDAWS V=23 0O IP I RARA 2 M%Z Route 53 RXA 2V RICEE[N TR &N
TEET, TOE, TORAXANVBTHEUNBIVRRAVNING 74YOZIN—TFTA I TESE
To 7IANA—N—WIC, TT714YUZEB BRI RRANIHYVER, 754X UL RKRA
VRN SERETTEIMBEN DY ET, Amazon Route 53AIAF IV IR, ChsOIY RKRAU K
ZEZRVILET, ChSOANILAFIVIZFERTAHE, BENICHBENB DNS 7114
F—N—%BELT, NTFTAVINEEBIVRRAVNIOXKEFENDRSICTEET,
&, =27 L - TERTENBEEHEOEVARL—232TT, FHTHABAEAET AL F—
N—ZFERALTIhZRETSICIE. Amazon Application Recovery Controller (ARC) ZERATE &
Fo ARC TlE. Route 53AINAF IV VEZERTEE T, CONILAFIVIR, RRIZGFEREH
EFIVIVTRDOTEHLEL, BREICHBPTEDFV/IATAAYFELTHEELET, AWSCLI 1
Ik AWSSDK ZEAT2E, COBARAMDT—2T7L—2 APl ZEALT7 IAINA—N—%ZR
DVTNMETEERT, ROVT RN, 754XV =230 TRE<SEBV—3aVICNT T4V
DEEETDELDICRoute 53 ICIERTBDINSDAAS Y F (Route 53AIILAFIVY) ZHWER
T, WO NFEALLEFETHBENLTIANNA-—N—DES120FT 3k, MEIL—
TAVIRI—%FERHL, 754XV )=232UANI)—=2a 2 0EHRFEELT, X
TORZ 74V OFVANV)=2a 2V ICBBHTHELIICTSDCETT, EEL, chiEd>NO—
WTL—=ARL—23 2 THB 8%, Amazon Application Recovery Controller (ARC) Z R L 7=
TF—R7L—TF7O0—FREODEEIN BV EIEELTSEZL,

£E5120F7>3avik, ZFERATS & TIAWS Global Accelerator, AnyCast IP ZFEH T3
ENDHUEDAWS V=232 0BEBOIY RRANERUBNNTUY U IP T RLAICEE
FFBENTEET, AWS Global Accelerator TN &, FZFNDT7 RL AICBEEN TS =B A
TITVRRAVNCIRS T4 0%I—T4>2TULET, Global Accelerator N)LJAF T Y JFI R
RAVKEBEZRIIULET, CNSOAIINAFIVIOZFERLT, BT77V5—>3a> 0RE
AWS Global Accelerator 2F T Y UL, 1—HY—KNZ 74V O REEBT7Ur—>3>IT RR
ANCBEWICIL—TFT12IJLET, FETHBENA LT IAINA—N—TCE. NTT71v 04
AVINZFERLTIRNS 71V IOZZEITBDIRRANZRETERTY, chl@Ed>~O-)
TL—=—UARL =230 THBIEITEFEL TS EE W, Global Accelerator &, A& % AWS TV
SEXRYRND—DBFERALTRNS 74V OBTEDEHFRES AWS XY RD—IONYOR—=2ICEE
T2, P7IT5—232 IV RRAVNOLA T —HEL V) £F, Global Accelerator
. DNS ¥ A5 A (Route 53 B &) TRAETHTEMOHBF v+ v 1OMBLERLET.

AWS H—EXR 23


https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html
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https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-traffic-dial.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
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https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-for-metadata-changes.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-for-metadata-changes.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cdk/
https://aws.amazon.com/cdk/
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https://status.aws.amazon.com/
https://console.aws.amazon.com/support/home#/case/create?issueType=technical
https://phd.aws.amazon.com/phd/home#/
https://aws.amazon.com/builders-library/implementing-health-checks/
https://aws.amazon.com/builders-library/implementing-health-checks/
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/cloudformation/

TOI—70—ROTFAHFRAZYAND AWS: 2FT RTOUH/IND AWS Well-Architected 7 L —AD—7

e

BEERE., 9IORTOT7IVT—>23a > 00A%ICODVWTEFZEVE T, XFLREALZER
L. COEBETNNFEDZARRICEADFEEZRMIBZD T HFRARVANVFBEZEILTED LN
BEETY, FEIMEVAVFHMEICE S VW THEZEIHERBE (RTO) & BZEIBER (RPO) ZERKL .,
KEZBRBIALOOBENET—FTIOF vy 2BIRLET, XEORBZETAEN DXA LD —IZ1TD
— BNV OBRICESENTVRIHERBIZDCENEETT, ;TENIHI L E2®BEL, TA
NUTFEIZRIILET, EEEOXRMIRTFAHFARUAN)BEDEROEARIZKY, BRIFENT
WEWFAHFRAZUANVFENF RREENBEVWIARAD,

32



TOID—20—ROFAHFRAZVANI AWS: 2FZ T RTOD BN AWS Well-Architected 7 L —ALT—2

ThRAE

ARFIXVNOFRERRDESYTT,

 Alex Livingstone, 7’2971 AUV—RIOSIRARL =232, AWS IR =754 AYR—K
« PRIV DIT H—ER, Z7UINILEFEEY ) 1—-2320F—FF 9 N, Seth Eliot

33



TOI—UVA—ROFAHPFAZIA/N) AWS: 5T RTOH)H3/ND)

AWS Well-Architected 7 L —ALT—2

& i 5 ¥R

MBI DOWVWTIE,

REeZRBLTLSIEE,

AWS 7—FTOF v X—
SFEMDE., AWS Well-Architected 7L —ALD—%

FAYRARUAN) TS FITYOUAR
ANNAFIYVONORE
AWS THOF 4 A K H/\U (DR

—FFUF ¥,

N—b1: 957 RTOEIHEHEE

N

)
)

AWS TOT A AR A/ (DR *T0Fv, N=h I BRVANVEXRDNYIT VT
cHR

AWS TOFTAHRZUANY DR)FP—FTIOF ¥, N—hIUENAOYRSARETH—LRAR
AWS TOTFT A HRARZRUANY ODR) 7—FFTI9F ¥, N—=NWN:ILFHANTOT1TIT7Y
T47

Amazon Route 53 Z AW ET A H AR U AH/N) DR) DXH_ZX A

TAYRARVANITFAHFRARVANITZ > OEFBEEES/NMLTS

AWS Well-Architected 714 H AR ANV ZHRD/N\N X

AWS VYD1 —>3> OEENILFI)—23F

J)r—>av7F

—FTOF~+

AWS re:lnvent 2018: YINF V-3 > TFOFTA T ITOT4TT

)= 0 F—FTOF ¥

)N 82— (ARC209-R2)

34


https://aws.amazon.com/architecture/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://pages.awscloud.com/GLOBAL-aware-PT-disaster-recovery-plan-checklist-2019-learn.html
https://aws.amazon.com/builders-library/implementing-health-checks/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://wellarchitectedlabs.com/reliability/disaster-recovery/
https://aws.amazon.com/solutions/implementations/multi-region-application-architecture/
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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