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Amazon WorkSpaces Applications 27704 T2 O DRANTZ T4 A

"Resource": "arn:aws:appstream:us-east-1:031421429609:stack/

BestPracticesStack"
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. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the intermet

. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.

. Authentication to the on-premises Microsoft Active Directory from the Customer VPC through the VPN
or Direct Connect
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. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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. Authentication to AWS instances running Active Directory Domain Controllers
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
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VDI ICHREBItENZZ IO REZBMICTS
s N7 A—XRAZERIZDEDICT7IT—23a o BEE TS8R4

Endpoint Security R A —l&, N7 #—X A Z2HBILITRREFAINY TRETCOFERLGLEZE
BELTVWETD,

« Trend Micro Office Scan RIETFAIKNY TA VT ZARNZ IV F ¥ DHR—b - Apex One/
OfficeScan (trendmicro.com)

« CrowdStrike & CrowdStrike Falcon 27 —&2t 2 —I_HRET D HE

» Sophos & Sophos Central T RARA >V N ID DEEZBFZEHICT—I RAX—DJICA A
N—=IL9 B 5%, KU Sophos Central: IRIEF ATV K Y 7IRIEIC Windows T RARA U h&EA
VAR—LTBRBORARNTZ VT4 A

« McAfee & McAfee Agent DIREBTARIRNY TAVITIZARNSZOF Y AT ANQZ7OES I "
JgeF704

+ Microsoft Endpoint Security & 37k #t VDI ¥ 2 > Fl @ Microsoft Defender Antivirus M §%7E -
Microsoft Tech Community

AF v OKRIN

tF1)F74Y 7 NI ITH WorkSpaces Applications 1 VARV AICA VAR =ILEnTVSE
B, EFIVFAVTIRDITHAROTOLAICTFEHLEBEVESICTEDHENHYET,

7k 6 — WorkSpaces Applications 7OEZAEF1VFA VY7 RV IT7HATFHLTEVWTEVWT OR
Ao
H—EA 7O0tA

AmazonCloudWatchAgent "C:\Program Files\Amazon\AmazonCloudWat
chAgent\start-amazon- cloudwatch-agent.exe"

AmazonSSMAgent "C:\Program Files\Amazon\SSM\amazon-ssm-
agent.exe"
NICE DCV "C:\Program Files\NICE\DCV\Server\bin\d

cvserver.exe" "C:\Program Files\NICE\DCV\Ser
ver\bin\dcvagent.exe"

2F ¥ OB 55


https://success.trendmicro.com/solution/1055260-best-practice-for-setting-up-virtual-desktop-infrastructure-vdi-in-officescan
https://success.trendmicro.com/solution/1055260-best-practice-for-setting-up-virtual-desktop-infrastructure-vdi-in-officescan
https://www.crowdstrike.com/blog/tech-center/install-falcon-datacenter/
https://support.sophos.com/support/s/article/KB-000035040?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://support.sophos.com/support/s/article/KB-000035040?language=en_US
https://support.sophos.com/support/s/article/KB-000035040?language=en_US
https://kc.mcafee.com/corporate/index?page=content&id=KB87654
https://kc.mcafee.com/corporate/index?page=content&id=KB87654
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/configuring-microsoft-defender-antivirus-for-non-persistent-vdi/ba-p/1489633
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H—EA 70tA

WorkSpaces Applications "C:\ProgramFiles\Amazon\AppStream2\S
torageConnector\StorageConnector.exe"

7 # LA "C:\Program Files\Amazon\Photon\"
"\Agent\PhotonAgent.exe"
"\Agent\sScmd.exe"
"\WebServer\PhotonAgentWebServer.exe"

" \CustomShell\PhotonWindowsAppSwitc
her.exe"

" \CustomShell\PhotonWindowsCustomSh
ell.exe"

" \CustomShell\PhotonWindowsCustomSh
ellBackground.exe"

7 A )IA

X2 FT4Y 7 NIITTH WorkSpaces Applications 1 VARV ALV AR=ILEhTV\WB5
B, FTOYVTIRIITRIROT7AINAICFSHLEBEVLSICLET,

Example

:\Program Files\Amazon\*
:\ProgramData\Amazon\*

:\Program Files (x86)\AWS Tools\*
:\Program Files (x86)\AWS SDK for .NET\*
:\Program Files\NICE\*
:\ProgramData\NICE\*

:\AppStream\*

:\Program Files\Internet Explorer\*
:\Program Files\nodejs\

O OO 0O 00O 0O 0O 00

7N
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Endpoint Security 1>V — )L O @2

Amazon WorkSpaces Applications &, 1—H—A7 A RIL XA LT INEVHRA LTI NzH
ATERITDLEVTIC, FLL—BOA VARV AZERLET, 1 VARV ALK —EORAIN
Fosh, IVRRAVMEFI1VTABEBOADY-IILICEBENET, 4 AUERBL 2 (FLE
WorkSpaces Applications DY > 3 ZAL AT ITRNIE 2> TRENUT) REAOHL K 21X
VEBIBRITDLSICERETSDE, AVYV—INIIRTENDHRIINO AV AR AR ER/PMRICHIZ
BENTEERT,

ZY N =R

WorkSpaces Applications EXEXY N — V& H (198.19.0.0/16) E ThIZHELSR—KRET RL A
(&. WorkSpaces Applications 1 > AR AROEF1 VT4, T77ATFTIF—), TAINAREKY
)1—23>T7AvyoLBVWTEE,

7 7 — WorkSpaces Applications AN =2 T AV AZAOF1UTAVTNIDITHFFHL
TRESHEVR—K

R—K - ERARE

8300, 3128 ChFAN)—ZVTEROBIUICFERAEIE
9o

8000 k. WorkSpaces Applications (C &k % A b
V=320 A VAR AOERBIZERAETIhE
EP

8443 —hld. WorkSpaces Applications ([C&k % A
=320 A VAR AOERBIZEAEThE
EP

53 DNS

7z 8 — WorkSpaces Applications DY Z—2 RY—ERAF7 RLAEFIVUFTFAVTRNDITHFHSHL
TRESBEVTRLA

Endpoint Security 1>V —IL O£ 4 57
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R—h - £ 73 5%

169.254.169.123 NTP

169.254.169.249 NVIDIAGRID Z4 2 A% —E A
169.254.169.250 KMS

169.254.169.251 KMS

169.254.169.253 DNS

169.254.169.254 X2T—2

WorkSpaces Applications Y < 3> ORE
T7VTr—2a> EARL—FT 42T AT LAOFIEO IR

WorkSpaces Applications Tld, BEBERF 77 VIT5—>a> > ANI—=—2 20 E—RTIITR=DH
SEETEDZTSITI—2a v EERICIEEETEET, EEL, ChlCk2T, BEEShETTY
T—=2a2DHhERTTEDCENRIAEThBDDIFTEHYEFEA,

Windows D1—FT 1 UTF AT 7V T—232 @, BIOBETEARL—TA VIS ATLNSIE
BTEET, AWS Tk, Microsoft AppLocker ZEAL T, BN BEELETEITIVT—32 0k
BRITTEDBLSICTR L ZHBOLET, F7FLMNDODIIL—IILTE, EELBATLTALI N
DANONAT VAN INTOI—H—ICHATEThDH, BETIXLENf HYVET,

® Note

Windows Server 2016 & 2019 Tl&. AppLocker JL—I)LZEA 9 % 7= & [C Windows
Application Identity —EAZRTT DL EN H ') £T., Microsoft AppLocker ZER T S
WorkSpaces Applications # 5O F 7V r—>3>FIAICDOWTE., "WorkSpaces
Applications EEEHA Ry ICFHEULLKEHRENTVERT,

Active Directory RXA 2 IZSMLTWBTU—RNA VARV ADZEWG, JIL—TRI—F7
JIH K (GPO) EEALTI—H—EYATAREEBEL, 1—H¥—0OTF7UTr—>a> el
V—ANOT 9 tAZRELET,

WorkSpaces Applications £ ¥ 2 3> O {RE 58


https://aws.amazon.com/blogs/desktop-and-application-streaming/using-microsoft-applocker-to-manage-application-experience-on-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
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FATOA=I)EeN—TFT12T

WorkSpaces Applications 7 ) — R ZER TR EE W, Y TXYNEEFIVFTFATIL—T%2E) Y
THBEABYET, $T Y M. XY RT—IF2 2R RO—LUR K (NACL) £ JL— k
T—7UNEBEICE) HTShTVWET, #HL LV Image Builder D28 H, £EEHFLWI7U—KDkE
BEIC, FAS20F1VTA4 )N —T72BERIRENTEERT, tF1VFT1TIIL—TIC
&, BFEOEF1 VT4 T)—THLS5HER5 DO BT ZEENHFIEENTERT, Fa )
TATIN=TZEL, AVARVAEDBTEZRFBENDRYND)—ORZTAYIDTIRNIY
REAUNDRZFHEITDIL—ILZEMLET,

NACL [E1 DEERERDO HTXY RNDA VNIRRT TAVYIETINNIV RN T49 Y

EHBETRIEONDTFATIOA=)ELTHETIEERRENVPCEFIVFALAYVY—TY, &
F1UT1DEMLAVY—% VPCIZEMTRICK., EF21VTF1TI—TLRAKEDI—IEIEEL
ERYRND—UACLZEY NTYTTEES, EF2VFA4TI—T"EXY KND—2 ACL DEL\D
HEICOWTEE, "EF 1T« O)N—TEXRYRNT—=TACLZHETD ) OR—JZ2SRL TL
e,

X1V FA4TI)—TENACLDI—IIZ2HXFTLTERATDEEF, #EREZHZNRICHAZ =00
AWS Well-Architected DR ARNT SO0 T 4 AZBRFLTLKEE VY, BMEEERK, FRIVERTT
DEDICBEBERT IV ELAHFTOAKZFE5THFEATT,

I 7L ZAREZE (AWS Direct Connect BHT) AWS ICERTIERTTAR—KRY ND—2
ZRBETDHEHKIE. WorkSpaces Applications D VPC T RRA >V NOFEAZERFL TS EE
Wo cOBE, ANV=—Z2VIRNZ 7490, NTVYIOA40 32—V NEBHTDIOTIRHAL,
TTAR—KRZRY ND—VERZENLTUIIN—TFT1200EhET, COMEY IVOFEMIIOVTE,
DO RF 1 X2 ND "WorkSpaces Applications AN —Z2TJ A4 2R —T7 T A AVPC I RIRA >
Ny 29232 Z5RBLTLKEZ,

TF—XIEXRPIE
CCTR, 2BEOTF—XBXABIEICODVWTHERELET T,

954 TFT > NH S WorkSpaces Applications 1 > AR > AND T —REgik
0 ) 4

RI—T—ROAEDOHEHBICETEHAH A

T7AT2F=Nel—TFT127T 59


https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison

Amazon WorkSpaces Applications 27704 T2 O DRANTZ T4 A

RTE F7az HAZRA
1)y 7TR—R « UE—htEYZaIZOk DREZEMICLTE,
dE—& BV tJ/E/WWJt & Bh
c O—ALENARCOKRT  WHETEEMCEUREA
E— vy ailF—Rz1E—
Di ITRIMRENHDGER., T—
* Disabled
AIRBO U EM Z &/NBR(CHD
AR, [VE—bEYZ S
ICOHBEY) D] EREIRL
TLEEL,
77 A I)Eix s PY7O—RERXI>O— F—EARAVWEZRBRLS D,
[ &EHEMLb&UT<L
- TY7O— KDk < W
« ATVO—RDO*K
* Disabled
O—AITINA ANDENR - BN ENRIA"REZIZEIE, B

3] FOTHBEBLTEZRD
JTENTVWRRY ND—D
RvEYTEhiz7 ) 2%
FALTSEZWL,

BEOHEBT—FEEV )1 —2a N AZY IRELNEBNRTVBRICODVWTRSLTLSEE
Vo ChENRER., BENBEFIT7TF—REEY)1—232ICRDB2EO0TREHYERA,

WorkSpaces Applications 1 VAR AN SOEAIRNT T 1Y ID

Gl

F—REBEINBEZENBBEE. 1—Y—7H WorkSpaces Applications € > AR ARICA2 & E
CPOEATEREDERRRICTHEABETT, Y NT—YOHO (TN NRGE
DERSIZBE2>TVETH ? T RI—H—H WorkSpaces Applications 1 > AR ART/INT v
DAVEZ—FYNITIEATEDELSICTRCERF—MBOBEHTHD D, XY RNID—IONAIC
WebProxy &7V T74NRI TV 1—2 3V ZBETRD CEZRFNTIXEN BV E
T, TOMOERBEEICKK, O—HILOTAIINANET 71— 3> & WorkSpaces Applications

WorkSpaces Applications €1 VARV AN SOEANT 7 1 v U OHIME 60
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AVABRVAADEDOMOLY RRA M EFIUTAWMRNIEENETT GEEHICOVTRE, "IV
RRARNEFIVFAEDVALNARE 0232 25RBLTLEETV),

AWS H—E AN fEH

AWS Identity and Access Management

BNORIERE EEE 3(C WorkSpaces Applications Y 23>0 1—Y—OHKICT IV EATES
KSICTRIRANTZIOTA AR, IAMO—-LZEALTAWS H—ERICT7EAL, 20O/
ICT7RYFENTVD IAMARU D —ZEHEWICIEET S & TY, WorkSpaces Applications T IAM
O—)LZERIRIBORANTZITA AR >TSEZWY,

A—H—F =R R—LT7AINRZETTIVT—2 3V BREOKGILOMAICRET DD ICERE
Nz Amazon SSNT Y hZRETDLEHDIAM AR —ZERKLET. chlZkt), WorkSpaces
Applications BB EUNI T VLA TELBLLBZYET,

VPC I RKRAZ N

VPC I RERA U ME, VPC BLUTHR—REhTLS AWS OH—E R, AWS PrivateLink (Z
&BVPCIYRARAVNY—ERAEOEDT T4 R—NERZTEEICLE T, AWS PrivateLink
&, 7A4R=KNIPZ7RLAZBHLTH—EARICTSAR=NITIVLATESZTY . /O0>—T
¥, VPC DO —ERABO RS 74 Y Uk, Amazon XY RD—0 %8B hFEEA, NTVUYIA
VR—YRNTIOEAN AWS H—EAICOKMERZIFE, VPC I RRA 2 MNENAT S —KDIT
1EAVE—FKYRNTF—NII/MDEH#EZELICHIBRRLET,

BEMLIL—F > X FREN WorkSpaces Applications ® APl J— )L Z{T5 BN HDIRET

l&. WorkSpaces Applications API ZRL —2 3V ADA VR —TIAAVPC IV RIKA /M E
ERLET, FIZIE, NTVY DAL EZ—FY RANDT VAN BVTSAR— N YFTZY NIC
EC2 41 AR AN HBHBE. WorkSpaces Applications APl ® VPC T RIRA > M EFEAL T
CreateStreamingURL 7% & @ WorkSpaces Applications API AR L —2 3> 2RO HITENTEE
9, XDORIE, WorkSpaces Applications APl EARN)—X2%9 VPC I RARA > NA" Lambda B8
BMEEC2AVABR VALK > THERAENBDREHNZRLTVERT,

AWS H—EADEHA 61


https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
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VSN AWS Cloud
p —

APloperations :

,x/’_;_‘\-_\\, CreateStreamingURL AppStream 2.0 instances
L\ _@ : ! 4
AAlLLL Aliis
Ligy _: L

AppStream 2.0 API iAmazon AppStream 2.0

Lambda function . -
VPCEndpoint | APl Endpoint
e L @ Streamipg sessions ot
* f 5 - : i &=
H'] T ol E
ECZlnztance AppStream 2.0 Streaming iAmazon AppStream 2.0

VPC Endpoint i Streaming Endpoint

(VPC I RKEATN)

ANJ—=Z2UVPCIVRARANTRE., VPCIVRRANENLTEY I VEANI—Z

VITEET, ANU—ZVIAVBR—TIA AT RRAMNE. VPCHOARNI—Z2VT RS
TAVIOEWELET, ANU—ZUFIRNS 749912, E21JL, USB, 1—H—AHh, #—

TAF, DUVYTR=—R, 774N OF7Y7A—REXTVO—R, TV ER—OKRZ T4V IH

BENET, VPCIV RRANZEFEATBICIE. WorkSpaces Applications A% Y T VPC T
RARA 2 RNBREFBRICBSD>TVRIRENFHYVET, ChiE, 1 VX—FXY RNTIEANFIRENT
WT. Direct Connect 1 VARV ARBRHTT VAL LRSI EBRBEEmMAS, NTUVYIAL22—
XY NEATI—HY—tv2aszANI—ZIVIJ9BREFBRERVET, VPCIV RRSA b
ENLTA—H—tv2 a2 zZ2ARN)—Z2T09BIC, UTHFYETT,

s AVE—TIAATIY RRAVNCEEFTSNATWREFIVT 4TI —T1&, I—HF—HEHK
92 IP7 RLAEEDSKR—N 443 (TCP) £ER— N 1400-1499 (TCP) NDA > NTV RF I+
AZHFANTIHENHYET,

s BT7ZXYRMOXRYND—OTF ORI MA—ILUARNTR, —BXY ND—97KR—K
1024-65535 (TCP) A5, 1—H¥—NEHEITD IP T RLABEANOTIRNNIURINZ T4 D
EHUTIHENHYET,

« 1—H—%FEEL. WorkSpaces Applications A" #eET 2L HICKBREDIT 7Y NEBETS
EHIZE, A2 —FXYNCERTEDEN VAT,

WorkSpaces Applications IZ& % AWS OH—EANDKRZ 71 v VOFHIRIZCOVTEELLIF. VPC
TORRAVENDESDEREARN ) =S JICBITRDERAA RZEZZELSEEL,

NTVYIALBR—FY NMADTLEBT VAN BERZFEIE,. Image Builder T Internet Explorer
NDEF1)7T 1 @ILEK (ESC) ZEMICTEIONINNRANTSIT A ATT, FMICOVTI,

VPC I RRA > b 62


https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
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"WorkSpaces Applications EE 4 K4 ® Tinternet Explorer 2% 1 7 1 s@{t DR Z |IMICT

21 ZZRLTSEEL,

VPC I RRA >~

63


https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
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TAHFARZI AN

Amazon AppStream 2.0 IZl&, RRK3I DDTRASEUTA—V—2VIChLEDZTRMENEHAIATENT
WET, DFVY, BDTFRASEVTFA=V—=VICTIOT147 B2y a> ey, Ty 3
VIMRBEL BB O EEE, TOA—Y—RERZUML TEBERISDET T, EEETRITED
TA—=V—=2IltEv2a EaEFHNTEET (FYNITAICRBIHDE), ChickY, V=23
CHOATARRESBYRIN, V=23 rIRILTH—EAICEEN BELEHEE. T4 AR
DANIDY)1—23 @ BYERA,

WorkSpaces Applications 1—H—IZF A HFRARX VANV TSV 2REITBICEK, T EHXD
|)—<> 3 21 WorkSpaces Applications IRIRZ BRI DI LEN HYET., RFADERHL S, HHT
258, CORRICEAVTLIARBANOAREGIVETHY, 774XV V=23 VICKkiF
LBEVWKSICTRIHRENHYET, HlZXIE. WorkSpaces Applications 71— KA RX A 2SS ML
TWBEBE, YA MY —ERZRELEEAZV) =232 (CEBMORXA2 O MO—FH
HETTF, WorkSpaces Applications RN S, COREBERFRTZA4XU =23 EFALUT7U—K
EARY VRETEBHENTVRIAENHYET, 7U—FEBRRBEAUR—ASMX—D&ZETTS
HEASHY), AVV=ILFEELRE7O7FALTEAZI)—=2a32ICIE—TEE T, WorkSpaces
Applications £Y > 32V ATERITENBD T 7VT—23 20NV VI REEEENF 754X 1)) —
TAVICEERMTShTWREER., 754XV =230 800 LTE1I——DT7T)T—
2aVONYIOIVRICTIOEVATESDRSIC, TOTFTVT5—2a2ic€)—2a>0nREN 2
BETY, BEELEV—2a o —EALRILFRE, 754XV )—2320E—BULTVWRHEND
VET,

DIN—FT4>27

DR FUATT V=23 ATV EAZRMIBICE. 2 O0OERLBDIHEN HYET, BIL
T, 2O220FFE, 1—Y—%2T7 14N A—N—D—23ICFEITIHENEBYET, 1O
BoAEE IdP WD 1 DM WorkSpaces Applications 7 7’U o —2 a VR EZFERAL TETEh, 2
DEBOHFEICE 2 DOBRIOT 7 UT—23 BENF GYVET,

FEVT7TIr5r—>3>0)L—AT—h2ZEETS

J—%—4" 1D 70/N14 & — (IdP) »* 5 WorkSpaces Applications (COJ 4 >3 2 &, RilE, 7
TATRFEDO)—JIaVEARARYVICEDEEBEENOURLICUL—EhET, UL—AT—K
URL OFFMIZDWTIE, "Amazon WorkSpaces Applications BB A R, Z28BL T eV, B
BEGE, 1—Y—DT7TA4NA-—N—TF5754XJ1)—23 2 £RLU WorkSpaces Applications

DIL—FT127 64


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html

Amazon WorkSpaces Applications 27704 T2 O DRANTZ T4 A

A= EICBEENEIVOARA) T3V ARV VERETEETRT. EBERF, VL—AT—bHM URL
B)IANF—N—AREZYVEEITISCEHITRLETT, COT7IAIINA-N—%2FHTEXT,
CORENELLEETRLSHICR, BETDIAMRIS—ICTTANVARRY DETIAI)NFA—
N=—AZRY VDEANDT VAN RBRENATVBIMBENF HVET, chSOIAM RIS —DERE
FEOFHFMIZIOWTR., UTORUS—0flZZRBL T EEV,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": "appstream:Stream",

"Resource": [
"arn:aws:appstream:us-east-1:190836837966:stack/StackName",
"arn:aws:appstream:us-east-1:190836837966:stack/StackName"

1,

"Condition": {

"StringEquals": {
"appstream:userId”: "${saml:sub}"

}

JL

%% 2: 1dP AT 2 DM WorkSpaces Applications 7 7°1) 4 — % E

92

3%

\:I

CDFETIE, EEEN IdP AT WorkSpaces Applications BD 2 DO 7 75— 3> =@BIIC

BEIIVENFHYET, TOR, MAOT7IT5—>3a zRRL, I—H—ICECICBETS

HMZBREESDHD, FLERFIHY—RBI7I-INF-—N—TFBETTTIVIT—>3>z0v 0 &EEHE
RNCTEERT, COFZER., HEICBHIZIJO-NILI—Y—HVWBRI-AT—RAICELTLE
T, chsD1—H—R&, KHREBEVWIVRRAVMASANI—ZIVTTRIREN HD 12O, @HD
T7)5—23a> 8N ETTHEKE, REAVWI—2aVICRETATVWR 77 US—>3 %@
RTEET, ChZzEHBILTRDEETEERT, FHICOLTR., 2o/ O0JEEz2sRLTKEE
Wo
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https://aws.amazon.com/blogs/desktop-and-application-streaming/optimize-user-experience-with-latency-based-routing-for-amazon-appstream-2-0/

Amazon WorkSpaces Applications 27704 T2 O DRANTZ T4 A

A KL =2 @KL

T7)r—2a kbR i—A7 # )L A EHZE, WorkSpaces Applications IZ&E N2 F— XK
GHEZFATEIES. TOTF—RZ7IANFA—N-—V—23 BB IBMBENHBYVET, Ch
S DB, 45 E D WorkSpaces Applications 'J—= 3> M Amazon S3 /AT Y MNCkEET—RX &R
BLET, T—RZV)—Ca ETRETIICE., V—ANTYRNOIXRTOEEZ 7 IAI)\F—
IN—1J)—2 3> WorkSpaces Applications /N7 Y NZERITIUENHVYET, ik, Amazon
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