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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://aws.amazon.com/iam/features/mfa/
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https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
https://aws.amazon.com/partners/programs/gsca/bundles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/
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https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/security/security-bulletins/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html
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https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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» Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

» Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager
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* AWS CloudFormation Guard

* Landing Zone Accelerator on AWS
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https://github.com/awslabs/landing-zone-accelerator-on-aws
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https://github.com/adamshostack/4QuestionFrame
https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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« AWS Summit ANZ 2021 - How to approach threat modelling

+ AWS Summit ANZ 2022 - Scaling security — Optimise for fast and secure delivery
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https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
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https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
https://aws.amazon.com/new
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https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
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https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
https://docs.aws.amazon.com/cognito/index.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
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* Managing user permissions at scale with AWS IAM Identity Center

* Mastering identity at every layer of the cake
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

BEEBLTZHOFRFHVET, I—F—RFEE7IFL—3a 2 AQ0IONY RITAS, &
7=I& 1AM Identity Center ZEAL T, —BEWARREEHREZ VIV IANT B CENTEET, OF
V. IAM1—H%—F k@&, 1——@[ToRBHOFREERZVERT—ARRBEEAEZVEVS
c&TY,

H—RN—7T1—ID OIFE:

 Software as a Service (SaaS) BEDH—RN—FT 1 —IZ, AWSTHIKDIVY—ANDT YD
TRAEFETIEE, JOAT7HORO=—ILBELOP)Y —AR—AR) S —%FEHTEET, £
7=, B2B SaaS MEEFE=F/N\— K~ F—IZI&. Amazon Cognito OAuth 2.0 5954 7> NER&
BHR7O—2Z2FEATHEETEET,

VDITTSOH, OSATUORTTIT—=232, ENAATTIT—232, &EEBRAVEFD
TATBEARY RZA2Y—)LENLTAWS UY—RIZT VAT I—H—

s SHEEXBERHFOTZ 77V =232 IC AWS UY—AANDT IV AZEF T4 EN H D5
/é\ Amazon Cognito 74 77 4 7 4 7’—)LF =& Amazon Cognito 1—H%—7"—)LZEHL
T, “BHNLERIERZRMTEER T, FABRICRITBDTIOEAHFTRE. AMO—ILENLT
REETIhET, Tk, RIATATVAWSRARNI—HF—ICHL T, ERAFFIRE @0 IAM
O—ILZEETD_EETEET,

N> ID

\ll

Y22 ID 0Fs. RBVFAERREZEALZThEESBEVEEN B ET, ChE50DBE.
O—J)ITAWS IC7IVEATRIRIC, 7—70— I\7b‘—ETEI’JRMIETEﬁ’Eﬁ}ﬂ?%J:o%i%ﬁh‘%z\
BENfHYERY,

+ Amazon Elastic Compute Cloud (Amazon EC2) M54, Amazon EC2 I L TO—)LZFERATE
£,

« AWS Lambda Tl&, —BHAERRIEHRZFE>TAWS O IV ZRITITH OO —E A#ER
Z59% Lambda RITO— L ZRETEEXRT,. AWS H—ERN, IAIMO—)LZFE> T KN
WAl EHRZNETIHEUEFILGZEHYIET,

s loT /N1 ADFE. AWS loT Core FAFEHRZ7ONA X —%ZFE> T, —BHHNEFEIEHRZV VT
ARTEFET,

« AVTFTLIZADIAT L, El2F AWSATRERITEN, AWS UV —AANT I EATRIURENHD
AT LDBE, |IAM Roles Anywhere ZERTE X T,

SEC02-BP02 —RFH X FRALIEHMEZEA T2 41


https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

—RNEFABEBI Y R—RERTVWEBEVWS FUFNHY) . TOERRIRBFAFREEATIL
ENFHYET, ChosoRATE, EFNCChSORAERZEELTO—T—>320L, €5
CESNICT7 9 EAF—20—FT—>3 2 L&Y, #IROELV IAMI—H¥—-T7IEAF—-ICOWV
Tk, ATOEMOEFI)T AR EZRIFTLTEE L,

c ROKSIZ, FIROBLWT VEAFAZAHELET,

s MEHEORR (To>ar, VDIU—A, FEZEHANICEELET) CRVET,

« IAMI1—H—(Z, HED 1 DOO—/)LIZX TS AssumeRole AR L —>3a>0iazF5T5C
EERFLTLKEEV, AVTLIAT—FTI0FvO—8TRE. COTFT7O0-FEFERATSEC
ECRY), REIAMFERIRERZIBHL TR ICRETEET,

« IMBMO—)LEEER)—THAENDIRYRNI—OY—REIPFRLAEZFHRLET,
s FRARREZEZRV UL, REAOT VL AFAPREAICHLTTI—MERELET

(AWSCloudWatch Logs X RU A7 4 )\ 2—&TZ—LZFER).

TOEAFAORER 2HALET (Y—EAODY NO—JLRDZ — (SCP) FHEL, ZUEAFHFA

NERGZHMAI<, HEICHEITHBERICHYET),

WiLEHwRZ7OE23a =200 T, R2C (AT LZAOR—ILNI)RETHITOLAZEE

LET,

RBFRAIRHRABERS T UFOZOMOA TS a2 IR, ROLSBEDOHNHY KT,

« (Amazon API Gateway ZFEAL T) B O h—O > ##5 APl Z1BET D,

- RHGZEIBEYX AWS 7V AF —BUAORIER (F—ERR—AOAJA B E) ZFEATIHE
NFHB>F ) ATk, AWS Secrets Manager &, >—2VL Y NEBZQREBITD-HICREFTTE N
EH—ERXZFERATEET, Secrets Manager &, BES{tEhi>—JL Y NOEBEE, O—7T—
>ar, REBAML—DEBRILLET, <O AWS H—E A TIE, Secrets Manager &0 E
BEHREZETR—MLTVET,

« JILFIVTIRFEETR., V—ARARHY —EATONAH — (CSP) ORFFERICESVEID
7IF7FL—>3a aFEATEET ( TAWS STS AssumeRoleWithWebldentity s ZZ &),

RENFRAIME®ROO—7T—>3 Il 2V\WTR, "T7O0tAF—00O— v1 #ZRLTLKEE
W

)Y—=A

BETIRANTZIT14A:

SEC02-BP02 —BH & RIMEHRZEFEAT S 42


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
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https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/cognito/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
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https://www.youtube.com/watch?v=YMj33ToS8cI
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

EEEBN - cERT O EAEZRYELET, I—¥— O, JIL—TCHNI2LEEZ—E
BLEY. BBLZHEAL T, AWSREICEEZRBKRLET,

— RO T FNE—2

« PHBRBTHXEULCBRECREEET I ELARET AT T4 TAICERICNELTVS,
TATOTATAORIAEEEENBHFHNICELTE, PTUVEAERZRELLVRAELLYLE
W,

c T IVTATELERRTUETATFUTATAL, POTATBRTORAERZEEZXLZERICLT
W2, ChiCkl), REFIVEADVAINFGERY KT,

s DOZAT7HAVIILERICBRLATEREATULEL,

CORANTZO9T4RAZFRALBEVWEEODURAILAR): &
EEOHAZA A

TATTAT4 (A—H—, O—J), FIL—TBE)CRETRTILAERRE. ThsoZ47
AN LEIDE>TERECEERSLTFABLTIKEZ VY, COTAT7HA4TLICE. IHOF>
R—=TA42T 71—, RELETORENEEE, TLUTIRKNBEATR—F AT ELEREETH
BENET, FAT7HAVLOBBCESVWITOLAEZ7OT7 VT4 7 ICEEBL, BYBTIE
ALRNZHZFLER T, RPFEOFRICHVD, BRRECFFTLEZT IV EAERINEETND VA
VEBRLTLSEZL,

IAM I—H—DZA 74 7ILEAWS THOY N ATEEERBTRZELE, 7—0974—AID7
ANA R —E AWSIAM T A F o TATA 2 3—ENTIFL—23 0 ZBUTERTBRCLEET
EFET, IAMI1—HY—0FaR., 1——CcBEEITDZTIEAFATZ AWS THIU Y NATHER, &
B, HIBRTEET, 7IFL—2321—H—IC20VTR. AMT7AFoT4T71422—%2FEH
LTTAT7HAVINEEEBTEXT, TOHFEWE. System for Cross-domain Identity Management
(SCIM) 7ORIJLEFEAL T, 8o D 7ONAFZ—A 50 1—H—JI—7T0EHREZRHL £
9,

SCIMIF, eFRETEBIATALABRTI—HY—IDO7yOEEDa - JeyOESa - 0 KREEE
LIBIOOAFA—T2VARA—ROZF7ORNILTT, SCIMZFERAL TID 7O/N1 X —% 1AM
Identity Center ICHEET BT, I—H—&JIIN—T70EHz8HNWICRABL., HBOFEHETES
TATOTATAV—AICETREEICESIVTT IV EAERNFE, BEF, FLEERYEZATLY
BDHRIETEET,

ABATOREEORBEEENZILES, TOREEOT IV EAERZEEREL TS
Wo IAM Identity Center O 7 VEAFFA Y hZEAL T, EXTELBBELEEREZERL., T

SEC03-BP06 T4 7H A VIICESVWTT IV LALEETS 82


https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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« AWS re:Inforce 2023 - Manage temporary elevated access with AWS IAM ldentity Center

« AWS re:lnvent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:lnvent 2022 - Harness power of IAM policies & rein in permissions w/Access Analyzer
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
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https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-intro.html#block-public-access-to-amis
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
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N OTVMERZRELET,
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EBRDEAEDEICEDERINETT,
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* Configure AWS CloudTrail Trail
« VPC 70—0O7 DOFKE

* Configure Amazon GuardDuty Finding Export

« AWS Config iR ZRXET D

« AWS WAFWeb ACL NT 71V URRETD

« AWS Network Firewall Y D=0 Z 74V OOV ZRETD

+ Elastic Load Balancing 77t AOJ & RET S

« Amazon Route 53 UV IIN—O VT UOTZHRETS

« Amazon RDS OJ %8 ET 3

« Amazon EKS OV NO—)L7L—2O7%ZFRETS

e« Amazon EC2 A VARV AE AV T L ZAH—/V—IZ Amazon CloudWatch T— 1> &%
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
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TAWS PHIURED—VO—REZFREITDIERBRAY—EATT, GuardDuty l&. AWS
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HEENTVET,
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https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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« SEC04-BP02 BN LU =BAICOT., BEFER, XNV OAZEY)IAD
« SEC07-BP04 AT —F7IWNBTF—ZDTA THAVINEBEEETD
« SEC10-BP06 WY — )L ZErT7O4 93

BERFIXD N

s AWS EFIVT AL T IRBHAR
« Amazon Security Lake D BB 5%
» Getting started: Amazon CloudWatch Logs

BSEE B

* AWS re:lnvent 2022 - Introducing Amazon Security Lake

BiE 9 5 Hi:

 Assisted Log Enabler for AWS

« AWS Security Hub Findings Historical Export
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
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EETEFXRT, INTOHEICKY) ., T—2ZAH Open Cybersecurity Schema Framework (OCSF)
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MBEFEAREICEYET,

EFIVFTATF—REEEMENESFICREFETZ LT, SELIMMEEFERTEDLSICE
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ILERBEICRETZE LT, Amazon Athena BRENDH—EREZFEAL T, EHOTF—2Y—A %
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FA)FTAYV=)IBT IO NEERLET. AWS Control Tower ZFEHL THBEZEEL T
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a EF1VTATF—20EENVEREFESFOERBEZAELET., chik, —BNETF—X
LAOF7—FFTo0Fy0770—F, Y—RN—F1—0OF—2EHE. Amazon Security Lake
BEODAT2 AV EFERALULTERITTEES, AWS TR, PHORNRICAT KA LTVS
AWS U—23arphsds, BEBNICEALTVAVWEETEEFIUTATF—REMBITRL
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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« SECO1-BPO1 7HO NEFEALTO—OO0—RZDTS
« SEC07-BP04 F—ZDTA 7Y A VI EBREEETD

« SEC08-BP04 7V AOA hO—IZEATS
« OPS08-BP02 7—JO0—ROJZ5MI 2

BERFIX

s AWSKIOA MR=N—8BBOT7HVNTAWSREZERT D
* AWS Prescriptive Guidance: AWS Security Reference Architecture (AWS SRA)

+ AWS Prescriptive Guidance: Logging and monitoring guide for application owners

B8E 9 5 i

» Aggregating, searching, and visualizing log data from distributed sources with Amazon Athena and
QuickSight

* How to visualize Amazon Security Lake findings with QuickSight

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Al Studio and
Amazon Bedrock
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https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
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+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker Al

* Ingest, transform, and deliver events published by Amazon Security Lake to Amazon OpenSearch
Service

+ CloudTrail Lake TOBASE IV T AERKIC KD AWS CloudTrail D7 2T D& &1L

EAiEY —)L:

* Amazon Security Lake

» Amazon Security Lake ®/\— K F—

* Open Cybersecurity Schema Framework (OCSF)

* Amazon Athena

* QuickSight

 Amazon Bedrock
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https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/aws/simplify-aws-cloudtrail-log-analysis-with-natural-language-query-generation-in-cloudtrail-lake-preview/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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 Amazon GuardDuty, AWS Security Hub, Amazon Macie, Amazon Inspector, AWS
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
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https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/detective/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/athena/
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https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/sns/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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* AWS re:Invent 2023 - AWS networking foundations

E8iE 9 5 f:

« VPC D4

» Access container applications privately on Amazon ECS by using AWS Fargate, AWS PrivateLink,
and a Network Load Balancer

+ Serve static content in an Amazon S3 bucket through a VPC by using Amazon CloudFront
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* AWS Network Optimization Tips

* Guidance for Network Security on AWS

 Secure your VPC's outbound network traffic in the AWS 2 57J R
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* AWS Firewall Manager
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« AWS Transit Gateway reference architectures for many VPCs

 Application Acceleration and Protection with Amazon CloudFront, AWS WAF, and AWS Shield

» AWS re:Inforce 2023: Firewalls and where to put them
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https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
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https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
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« OPS05-BP0O5 Ny FEEZEITTD

B iE B

» Deep dive into AWS Lambda security

BSiE 3 % fl:

* Quickly build STIG-compliant AMI using EC2 Image Builder

 Building better container images

* Using Lambda layers to simplify your development process

* Develop & Deploy AWS Lambda Layers using Serverless Framework

« F—72YV—AM SCA, SAST, DASTY—J)LZFEALTI> RY—T RM AWS DevSecOps
CICDNNAT7ZA4A>ZBETS
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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AVABRAANOOTA VI, SATLAEBBIZE T2 RKXOT7O0—F T, H—N—DFAXRL —
TAVIDATALAZBA VAN =) LR, I——RBBEFHTOTA LT ATALAZREL.
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
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1.

Amazon EC2 4 > A& > AlZ, AWS Systems Manager Agent (SSM IT—J I RN ZA4 2 AKR—
JJUET, SSMAgent " EERD AMI BRICHAIAENRTVWT, BENICEBEhZ LM ESH EHE
LT EEL,

EC2AVARATO77AINICEEN TS hZ IAMO—)

IZ. AmazonSSMManagedInstanceCore X X—2Y R IAMARUZ —AEBFENRTVWD & 2HERL
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AVABVATRERITENTWS SSH, RDP, ZTDMOUE—RT7 VA —ERXZEMICLE
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9%H. EC2Image Builder BEDY —)LZFEAL THARLD AMI ZBEL XY,

EC2AVARVAIZERAEND X1 UTATN—TOREATILRA)IL—ILT, R—b

22/tcp (SSH) £ IkR— I 3389/tcp (RDP) AN T VAN A Eh TV BV L #BEALE
To AWS Config BENH—ERZFEAL T, X 1UTATIL—TOBERIAICHTHIHREET
3_|\E¥§L/¥?o

. Systems Manager TEtI&BEL. Z>7vV%EE&ZL, OV REXRTLET., IAMAKRU S —

ZHEALT, ChSOT 023V EERTTERIL—Y—L, TOAVHNFHTENBRYUZEER
LET. ChSDHBLZABERBREUATHRENICTANLTLSEZV, 1 2ARXVAILAY
RSU9TATITIORATERDYIC, BELCHUTChSOBBLEFTHLET,

. AWS Systems Manager Session Manager Z£A L. BEBIZBUTA VAR ANDA 2 BRT D

TATBTOEAEZRBLET, v a TF7IOTFETOOJVRBEEZAMICL T, Amazon
CloudWatch Logs & #= & Amazon S3 TEEEIMHZHIFL £,
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BETAIRANTZIT A A

« RELO8-BP04 A 21 —RTINBAVTSARNSOF v #FALTF7O04T3

Bd

Eg 350

» Replacing SSH access to reduce management and security overhead with AWS Systems Manager

BEEY—)L:

+ AWS Systems Manager
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https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
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» Controlling User Session Access to Instances in AWS Systems Manager Session Manager
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c RUB—JITHA NDIHAEERIETEH, ChSsOIITHAMASE I O—RLET—
TAT7F7IORIDOVTR, BELEMICKDBRIALZITHAEV,

c VIRIITORAMORTEEL (S IARELBNY S I0XCE2TVS, /\v21TH,
F—FA TP ORFRON—DAVASEEENTOVAVC ERBRTERTH, V—RABKIT
hEt A,

c WEHOY 7RI, O—KR, FLEEZA47SVICBELAV BAOF7OC/TLAEALEWV
BTE, BERYLETYI).
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https://www.youtube.com/watch?v=nzjTIjFLiow
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REOHAXVA

ARL—=—TFTAVIATLAAXR=D, AVTFAX=2, A—RT7—FT14T7 7O, Z2JLDBEE,
AADITANPNY D IBECIDEEGHTF IV VN ARSRETCEAEIAET, TOHE. 77
ATRIRAO—RONYZ1ZHBICFHEL, THFRRAESAEENEFUTHD L ZREALT
BLET, BEMZERAITERT., DT IV IVRBNRAO—RARTATATVWEVN & 21
RWIBDDICRAIBEERTHN . RAO—RATOY—RA (T—ZORE) HSIEFENIAES A FKEE
LXBA, T—ROKREBZHIEITDICE., BRETEIHRENT—FTAT77IMNTFIORILEELETS
EOICRITULARSENIVETY,

AIVO—RULEVIRNDITEREERT—FA77O9R%ED)—OO0—RTHEALTVRES
TAONA B =N TFORINBERIABONT VY VF—2RHL VBN ESHEBAL TS
We AWS Tk, 2L TVRYTZRIITONT VY OF—LRIAFIEZRHBLTVET, UTIC
flzRLET,

+ EC2 Image Builder: AWS TOE A VARN—=)LADO—ROBEERIELET

+ AWS Systems Manager: SSM IT— I RNDEZERIELET

+ Amazon CloudWatch: CloudWatch T— I KNV T —D DEBZEZRIELET

FSEC06-BP02 it hIcA X—IASOAVEI—T42J 2703 "> T9%, THHALT
WBRSIZ, I X—C0MBERILICEATZITOELRICTF ORI ERRIAZEIIAXET,

AWS Signer 2 AL T, EEOHKRILE, MBEOVY 7 NIVITFTET—T47 77 NOMBENOI—RE
BOA7HAOINZEBTEET, AWS Lambda & Amazon Elastic Container Registry & €55 %
Signer EDHEN ARET, A—REAMX—DOBRZRIALET., "UVY—RL V23> nhlz
SEIZLT, N> TIL—> 3> @GN T)IN— (CIICD) INA 75 4 2 IC Signer % # &
Ak, BREORIAMEMBOI—RPAX—JADERZBEIHLTEEXT,

)Y—A
BERFIXD N

» Cryptographic Signing for Containers

Best Practices to help secure your container image build pipeline by using AWS Signer

Announcing Container Image Signing with AWS Signer and Amazon EKS
AWS Lambda TOO— REFZDERE

Best practices and advanced patterns for Lambda code signing
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/verify-CloudWatch-Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
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» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys

BSE 3 3 Hl:

» Automate Lambda code signing with Amazon CodeCatalyst and AWS Signer
 Signing and Validating OCI Artifacts with AWS Signer

BEEY —JL:
« AWS Lambda

« AWS Signer
« AWS Certificate Manager

+ AWS Key Management Service
» AWS CodeArtifact
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https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
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https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

T o HERHEBEDOFMHMICOVWTIE, TSEC04-BPO4 IEEH#Y —ANBEAXHETD,) &5
BLTLEEZL,

REFIE

1.

EC2 Image Builder ZFA L T, X2 THREICERL, st hi- AMI DERZBELL F

o BEERDAWS 4 X=X APN /N— RN F—A4 X—TH 5, Center for Internet Security (CIS)
R F I —72 &= I& Security Technical Implementation Guide (STIG) 22D H| # A AA LA
A= & EHTEET,

 BREEZEBULLET. BREBEOY—EAR®Y—)Z2E>5 2T, AVE1—F12TV

V—ATZEHNEVERZEHNICEABIUOBRIELET,
a. AWS Config ZfEAL -EBEKERE
b. AWS Security Hub ZFER L X1 VT4 AV T4 T AKHOBHER

. Amazon Elastic Compute Cloud (Amazon EC2) 1 AR ADONY FERAFEFLEEERA ZEH

{t9 %, AWSSystems Manager Patch Manager &, £¥ 1) 7 1 EES RO BEOEFHD
MAEEFEALT, NXR—PRAVARVALNYF2ERATZ7O0AZBE{LLE T, Patch
Manager ZAL T, ARL—TFTA VI ATLAET7IT—23 2 0mABICNY F2ERTS
CENTEERT,

a. AWS Systems Manager Patch Manager

. HBMRSEMEBF (CVE) ZRATZ OOV ELI—T AT VIY—ADAF ¥ Z2HHLL,

EFIVFARFYVD 123 ZELRNATSAVIZEHIAKET,
a. Amazon Inspector

b. ECRAX—=JAF ¥

AVELA—TAVTIY—RAERETRI O, NI ITEERHZBEH®RE TS Amazon

GuardDuty 285 L T< & L\, GuardDuty [&. AWS IRIET AWS Lambda A RO HZE h iz
EERETDIARMENDHIBEERETADEETEERT,

a. Amazon GuardDuty

AWS N—KRF—VYU1—->32z#kidd%. AWSN—KhF+—R&. 727 L I AREOBRFOMK

FCCEHITEDHARED, TR TS ERETEDS, (72— RIDRFBERBLTVET,
ChsDHMTAWS OBRFOY—ERAZ2WZTL T, @FENEEFIUTAT—FTI0F v 2T
ZO/4L, 92V RREBEFVTLIARROLABE TR —LLABIV ARV IV AZER
TEEXT,

aAVI7ZARNZ9FyEF1UT4

SEC06-BP05 O E1—F 4 JREZBEHILT S 138


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security

tFIUF1OR AWS Well-Architected 7 L — A —7

)Y—=A

BETIRANTZTIT1A:

+ SEC01-BP06 BEMGtEF1 VT4 HEOTF7 O/ ZBELTD

BE RFIX B

* Get the full benefits of IMDSv2 and disable IMDSv1 across your AWS infrastructure

BEEE:

» Security best practices for the Amazon EC2 instance metadata service

SEC06-BP05 A E1—F 47 REXZHELT S 139


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html

tFIVTI0OH AWS Well-Architected 7 L —LD—72
SEC07-BP02 F—AX MOHEZEMICEIVWTTF— I REREZERH TS

T—ERBEAFZEAL., BRIV —TERENTVWEIRIZAOT—RICE Y E LRI OHFHZ
TUVWET, chiZkl), F—2OARAMEERAZBRRLEN S, BBRT—REZFET IV EAPTE
FERANSTFRENTEXRT,

HEFENDRUR BBRNOTF— O ETTETEHRERLARILEZERTD0ERIS—HFHYNET., #
RLARLZEIL, BFRENEREPIRYRVOY—ERAEBH, ThSICKHESERICETZHRER
HARSAVHFRDHEENRTVET, BDEEThZRBEOLARILEFNETZIAMNIBLUT, LRI
CEIHMEERELET., TENFATChTOVAVBRICEETZHEE, FAchTVAVERE
TREBENTWEEHE., #EROBVWTIRZ—IZL2TTI9EATATVSEES. FELEEEY—EX
NDBRAN AT SAT U AERICE D EHEICKRAL, BEIT2EREFHNIEO>TVET,

—RNBETFINE—2:

s IRNTOTF—RICAULRILORERHANBEBHAENATVND, HEEOEVWT—X2ICHLTEFID
TAMEFTEBRELY, BEHEOTVTF—FORBAITTHEBZ2EVITZIEThIHYET,

s TEARBERFECERIZIRE, EF1VTAF—AL, AVTZATVAF—L, EZRAF—A
DEBRENBESLTLEL,

s FTEARERFOBALURBCEEIZIERALOF—/N—AY REDANEZREELTVS,

c DRV —EDBEUZHFTIZLHD, T—XRBEEFOEHHIZLELI—2FREL TLE
W,

s REFBIOCEEFOT—RLITFUI—OREBA IR NIABE,

di

CORANTSOFAREERTBAUY OV RO—LEF—ROHPELARILICEDED L
T, BECHUTEYBOLALOIY RO—LCRETEET, Sz, RE. B8, AE &
B BECETIVY—AOERAZYLET., RHEESEAFEYEEETR. LS. B
B EERBRECESTTF—ROTIEIEUT A E R4 RERNLE B ENTEET, D
T7O—Fio&l), BBEF—2REE4EETLEN S, F—RERARIRIEATEDELSIC
TYET,

CORARNTSOTFAREFEALBEVEEDOURILARIL: &
REOHAHA VA

T—2AOEEBELARILCEIVWTT—IRBEREZRETZICE. WKOPOEEBZATYTHFIUE
TY, £F, VIO RT7—FTIFYADOETEETELRT—IBEL AR (20F. AEB, #EHE, &l
REE) ZR/EL, RET—RXEREFELTLEBIZGMETMLET, RIZ. BELARIILICEITVT

SEC07-BP02 F*— X OEEMRICETVTTF— 2 REFAHZERATS 143



EFI1VTF1OR AWS Well-Architected 7 L —AD—%

T—2OABROSBEREERLET, T-EAONO—IKRJ>—(SCP) Z2FEAL T, T—2&

BEMLARIILZELCHAEND Y —ERET I3V ZFRL, F—RZEZEBD AWS THIV NI
PR EBBOLET, CchiZkY), BEZIBERZHIUL, RNMMHEORAUZEATER

ER

PHBEREERLLES, FT—ROBELARIINICESVTHEHYSRABRIHIZEELET, BSL. 77
A MO-), EEZENOEETZ A MO ZRRIDICE, REFOT -2 2RETIN
ANTZOTAAREGEEFDT 2 ZREIDIRANTZ VT4 RAZSRLTLKEET VY, TF—2O#
BLARNLZTHFRDICE, PO PERILEEDFEZRILTIKEEV, b=t bh—0>
LR - ATALILLY), EDS>ZRA2EIC-—BELETF—8R)—2HECERATEERT,

RELLRFOBMEZBRENICERL, TAMLET, BBOF—FREPEHIEILTSICDON
T, T—27EAF—A, VDAV, REEFZEHHVICREL, ERLTIKLEETVY, REETI LT
WBF—S2REMRSZ, BEITIERRG, EE ZNEFCERTBTSLEEZ Y, 510, #XE
FTF—R7EAF—LE, BET—Z20RVRVERBLHTH2ZEENEXZRETEDLSIC, &
FIAUTACOVWTAABKL, PL—Z2JZRBEL TEE L,

KREFIE

-

. D—U0—RADTF—XDTREBELANILEZRELXRT,

BLRILOSEERZERL . REEBERELRT,

T ERI—TREEETNDT VLA, BEH, EE, RESELCOVTERL LKHZ
R i) O -

4. BEIZISU T, =T R ERBILOEARE, T—2OBBRLANINETTF2A7S 3> 25
LTLSEEL,

5 BRENIEVY—ADTANEERZBEILL., MBI ZRIAELTT,

w N

JYU—=A
BETIRANTZIT 1A

« PERF03-BP01 T*—RX 7V EAEARNL—2BH/ICRELBRERAT—XANTEERTS
« COST04-BP05 F—ZR®REFARV —%BHIT S

X2

BYIE R
7

“#1
—Z25BICEITRIRITAMAR—/N\—

SEC07-BP02 F— 2 OEEMICE IV TTF— 2 RFEHRFEERATS 144


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
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https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
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https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/dynamodb/
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https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
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https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
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https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
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https://aws.amazon.com/blogs/aws/amazon-s3-encrypts-new-objects-by-default/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/efs.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
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« AWS Crypto Tools RF 1 X b~

* AWS Encryption SDK

+ AWS KMS Cryptographic Details Whitepaper

+ AWS Key Management Service

+ AWS cryptographic services and tools

* Amazon EBS Encryption

» Default encryption for Amazon EBS volumes

« Amazon RDS UV —ADEE&S1L
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B E B

* How Encryption Works in AWS

» Securing Your Block Storage on AWS
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https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
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b. AWS Config ZERAL T, 7OF VT4 7T —RTIL—LEZRTLET, COREZFEA
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html

tFIUF1OR AWS Well-Architected 7 L —AD—72

a. 1AM Access Analyzer Z#EHICRITL T, PO AT T ZHIRBTERZSICTZ—MNEER
TE&ZEXT,

4. BREBT—ET IO ABEZERL, BELET,

a. GuardDuty &, EBS/RU1—A, S3/N7TY b, RDS F—ER—ABEDTF—RANL—D
Y —RICD2WVWT, BHIOBRYITZXF VY ER—ASA VT IO RABEASORBEZERL E
CI

5, BEZET— AN FHLBEVBRICAFENATLVEVALERL, BELET.
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« AWS &7 1 & > A: Automatically encrypt existing and new Amazon EBS volumes

* Ransomware Risk Management on AWS Using the NIST Cyber Security Framework (CSF)
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https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
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* How to use AWS Config proactive rules and AWS CloudFormation Hooks to prevent creation of
noncompliant cloud resources

+ Automate and centrally manage data protection for Amazon S3 with AWS Backup

+ AWS re:Invent 2023 - Implement proactive data protection using Amazon EBS snapshots

* AWS re:Invent 2022 - Build and automate for resilience with modern data protection

BEEY—)L:

+ AWS CloudFormation Guard
AWS CloudFormation Guard Rules Registry

IAM Access Analyzer

Amazon Macie

AWS Backup
Elastic Disaster Recovery
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https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html

tF1UFT 0

AWS Well-Architected 7 L —ALT—2

)Y—=A

BRETIRANTZIT 1A

SEC03-BP01 7V LAEHZERT S
SEC03-BP02 Z/NMFHENDT VL AZNELET

B ERFIXD B

AWS KMS Cryptographic Details Whitepaper

Amazon S3 UV —AANDT VL AFANEENEA
AWSKMS UV —=ZAANDT VL AEEOHE

AWS Config JL—)L

Amazon S3 + Amazon CloudFront: A Match Made in the Cloud

N=>aZ JnER

S3 Object Lock ZfF>TA7/ IV NEOY VTS
Sharing an Amazon EBS Snapshot

HE AMI

Amazon S3 TE—R=J QT 7VT—3 2 %KARNT S
AWS JO—-N)IL &4+ —

AWS TOTF—RIBRDIBE

BEIE B H:

Securing Your Block Storage on AWS

BRIERDT—ZDIRE

BEPOTF—R2ER, DATABTERENZ INTOF—RZELET, ChiZlF, 7—270—R
AOVY—ABTOBERPHOY—ERAEIY RI-—YF—EOBEFfrBENET, BEFOT—ZIC
BYBELARILORBERETDICLICKY), T—IJO0—ROTF—FZOBEMEEEUEFRIENT
EFXT,

VPCEEWREAVTLIADGFENOT—X ZRET S: AWS PrivateLink ZfEH L T, Amazon
Virtual Private Cloud (Amazon VPC) ., &L A 7LIANS AWS ICRARENTWSDH—

BEPOT—RORE

164


https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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https://github.com/cert-manager/aws-privateca-issuer
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
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« SEC02-BP02 —BFH RSB HRE AT 2
+ SEC01-BPO7 ERETIINEZFEAL TCEBRBZREL., BNFOELIBENZF TS

BERFIXN:
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REST APl O#HE TLS FREENERE
How to secure API Gateway HTTP endpoints with JWT authorizer

Authorizing direct calls to AWS services using AWS loT Core credential provider
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https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
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BEIEEpH:

* AWS re:invent 2022: Introducing VPC Lattice
* AWS re:invent 2020: Serverless API authentication for HTTP APls on AWS

BE T 2 fi:

* Amazon VPC Lattice Workshop

» Zero-Trust Episode 1 — The Phantom Service Perimeter workshop
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https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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2 | Incident Manager | Jane Doe| jane.doe@example.com | Overall authority during
response |

3 | Incident Responder | John Smith | john.smith@example.com | Investigation and
remediation |

4 | Communications Lead | Emily Johnson | emily.johnson@example.com | Internal and
external communications |

5 | Communications Lead | Michael Brown | michael.brown@example.com | Insights on
critical workloads |
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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- OPS02-BP03 N7 #—X VAL EEER OMEEN BAT VT ETALBEETS

BERFIXN:

s AWS EFI1UT A4V T RIHISHAR

E8iE 9 5 f:

* AWS customer playbook framework

* Prepare for and respond to security incidents in your AWS environment

BEY—)L:

* AWS Systems Manager Incident Manager

K TR

* Amazon's approach to security during development
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://youtu.be/8uiO0Z5meCs
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https:/www.youtube.com/watch?v=NeR7FhHqDGQ
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

WRILBYNET, COLRSBEHNS, 7ALUDYI0OEBLZAREZRYEARL., RETIH
BENfHYERY,

AWS (2, 7#L Yy VROBEL) Y —ANZHAZENATHY, ChsnUY—RARUATO
JY—AV23AVIC—ERRENTVET, ChsnUY—RAlF., HELNHEL. BEEHNIEEL
E7ALSYIONEZ—20F1TT, FHROICSEIZTDVIZPLUOAT—FTIOFYELTREND
AELNEBADN, RE, EH., V—I. 74L v O07O0CAICEICEETSH, ILLWI AL
DOV OBEBUNR—BRERTIEERFTLTLSEETL,

)Y —A

BIERFIXN:
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Forensic investigation environment strategies in the AWS 727 R

How to automate forensic disk collection in AWS
AWS RE 14 X > A - Automate incident response and forensics
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* Automating Incident Response and Forensics

E8iE 9 5 fl:

* Automated Incident Response and Forensics Framework

* Automated Forensics Orchestrator for Amazon EC2
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
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* Framework for Incident Response Playbooks

» Develop your own Incident Response Playbooks

 Incident Response Playbook Samples

» Building an AWS incident response runbook using Jupyter playbooks and CloudTrail Lake
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
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1AM Access Analyzer ZFEA L Z IAM AR 2 —DERE

» Best Practices for AWS Organizations Service Control Policies in a Multi-Account Environment

* How to Receive Naotifications When Your AWS Account’s Root Access Keys Are Used

» Create fine-grained session permissions using IAM managed policies

» Break glass access

3B R NETR

» Automating Incident Response and Forensics in AWS

» DIY guide to runbooks, incident reports, and incident response

* Prepare for and respond to security incidents in your AWS environment
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https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
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https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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« AWS hL—Z27J ERE

How to think about cloud security governance
BREFZVIANOT7O—F 5%
Accelerating training — The AWS Skills Guild
AWS DevOps Sagas

B iE B i

* Proactive security: Considerations and approaches

BSiE 3 % fl:

« EREFVIICOVWVTOD—023avy

* Industry awareness for developers

HEY—EX:

+ AWS CloudFormation
* AWS Cloud Development Kit (AWS CDK) (AWS CDK) Constructs

» Service Catalog
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https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/the-devops-sagas.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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ICI&IB5F 9, NIST Quality Group Ik, Source Code Security Analyzer DB ZRHELET, <h
21k, Byte Code Scanner & Binary Code Scanner AOFA—7"2Y—AY—I)LFEENRTVET,
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WEXIVTA4TANDAST) FELCE > TBHNTANEZEHTELET., BNTANE, BHNINT
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£ 9, Amazon Q Developers &, EJA—DIDE T, EF¥F1VFAAF v BEODI—RLIOXY
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EF1VFBE, BOFIC<KVWNTZHEL, - RREZOLEER-HOHREEZRTL
£9, V7RI IT7EHmME (SBOM) OMETE., VIRV ITOBRIIFEAET DS ERTEHIY
R—ZXNOFMEBEEZESCERBL I—REREITDIEETEXRT, cnlcky), EHUEEE
ZBHML, VIMNIITERLEEIVR—ZNOKFERAEY TS FI—20 ) A0 2 RARICIEE
TEET,

Security for Developers 7—2< 3 v 7 Tl&, AWS CodeBuild, AWS CodeCommit, AWS
CodePipeline & EMD AWS RHREY—INEFERAL T, SASTHBRU DASTTARNFEZEZEDD ) —
ANATZA40BLZTVET,

SDLC ZEHBHT, EF1VTAF—LERIEANET 7V r—>3>LE1—%Z288RET
OtAZWILET. VU—REHFLEI—O-RELT, 2h50OEF1UTFTALELI-THEL
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s EF¥a1VF4FTANEEL, —ELLIDE, J—RLE1—, CICDY—=)IZEELET,

c BENVEBBBEERICELA—ICEADOTREL, SDLCOECTNATZ4>=270Ov 07
DONBUHEZEBLET,

- Automated Security Helper (ASH) l&. =72V —AOd—REF1VF1AF vV —=)LDOHI
T9,

« FAROY/VN— IDE &£fEiE<E iz Amazon Q Developer ¥, XY RFICI—REAF Y FTB 1

& ® Amazon CodeGuru Security ZENDBEY —I)LZFEALTTANE LR I—RIMEERTTS
&, ELNA—EBNBRAZIITITTA—RNY IV EBDZENTEET,

« AWS Lambda 2R L TEBET 3H Sk, Amazon Inspector ZFEAL TEHRNOT 7V r—=3
JA—RZAFYTEET,
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://github.com/awslabs/automated-security-helper
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
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s BEMMtTARZCICODNATZAVICEDDBRE., VINIVITORBEOBNEEBEZEHTS
FTY RNATLAZRFEALET,

s REBREERTDEFIUTATANTR, BEOHARXRZEDVVFTBET, ELFA—D
- RREREZZELET,.

- BEMELY—IIASOREBRZEHNICOML., XOBEL, ELNF—NL—Z27, BREFHO
BRI FICRITET,

« CICDINA 724> 0O—%& LT SBOM ZHHE 3% IZIEk. Amazon Inspector SBOM Generator &

FERALT, 7—h4A47, AVFFA A=, F4LOKN), A=A ATALA, AVNAIEhic
Go & Rust /N1 F1J® SBOM % CycloneDX SBOM XX TER L £9,

)Y —A
BETAIRANTTI9T1RA:

* DevOps Guidance: DL.CR.3 Establish clear completion criteria for code tasks

B ERFIXD B

» Continuous Delivery and Continuous Deployment

« AWS DevOps A ET > —/N\—KF—

+ AWS Security Competency Partners for Application Security

* Choosing a Well-Architected CI/CD approach

» Secrets detection in Amazon CodeGuru Security

* Amazon CodeGuru Security Detection Library

* Accelerate deployments on AWS with effective governance

+ How AWS approaches automating safe, hands-off deployments

* How Amazon CodeGuru Security helps you effectively balance security and velocity

B BpE:

+ Hands-off: Automating continuous delivery pipelines at Amazon

» Automating cross-account CI/CD pipelines
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.3-establish-clear-completion-criteria-for-code-tasks.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://docs.aws.amazon.com/codeguru/detector-library/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/how_amazon_codeguru_security_helps_effectively_balance_security_and_velocity/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
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» The Software Development Prcess at Amazon

» Testing software and systems at Amazon

BSIE ¥ B fi:

 Industry awareness for developers
» Automated Security Helper (ASH)
« AWS CodePipeline Governance - Github
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https://www.youtube.com/watch?t=1340&v=52SC80SFPOw&feature=youtu.be
https://www.youtube.com/watch?v=o1sc3cK9bMU&t
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/automated-security-helper
https://github.com/awslabs/aws-codepipeline-governance
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TLAOHEEN V) —ABEORET, ZEP OEEOBEIC I BZRKEZHEERTESIHHICTOILE
FHYNET,
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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« SEC11-BPO1 77V —>3>0tF1UT1ICBIBNL—ZVTZERTD
« SEC11-BPO2 BEB LTV I —ARFAT7H (VN h%ZBLTTANZHELTS

BERFIXD BN

AWS Penetration Testing provides detailed guidance for penetration testing on AWS

Accelerate deployments on AWS with effective governance

AWS ¥ 1T 4OV ETY—N—hF—

Modernize your penetration testing architecture on AWS Fargate

AWS Fault Injection Simulator

BSiE 3 % fl:

» Automate API testing with AWS CodePipeline (GitHub)

» Automated security helper (GitHub)

SEC11-BP04 J—RLE1—2XET S
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BEtoE2ZREL. BEMLY-ILETANZEALTI-—RLELI-—T7OLAZYR—KL&E
ER

—RNBETFINE—2:

« F7O4RICO—RZEELEWV,
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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