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RELET, 74RO VPCIY RRAVRRUD—TRE, IXTOVY—RICHLT, VPC I
YRERAVMEHTOINTOT VI NLCRDIXNTOT I a2V HFFAENET,

I RIKRAZ NDIREE

AVBZ—=—TIALAVPCIY RRANEERTRDE, TV RRAMN—EARE#ERV VI ARNE
ZHRYEST, Y—ERAZ7ONA A —F, VIVIARNEZEZTAND D, FLEFESTEET, Y—F
A7ONA R =NV OIT AN EZTAND E, H—ERXO>21—Y—F. Available JREEICZ/&
E#BICVPCIVRRAVNEFEATEET,

VPC IV RRAY NOARERREBRIROESY TT,

« PendingAcceptance - KU VI ARNFREPTT, ChiF, UIOIARNFFRHTEFTANS
ni-Ze0HRETY,

« Pending - H—ERZ7ONA A —HFERVIVIARNEZTFANELE, chik, VDIITARNNTE
BTZTANSKESEOMBARETT, Y—ERODV>1—TX—HNVPCIVRRSNEE
¥BE, VPC IV RRAVMEZOREBICRY ET.

« Available-VPC I RAKRAZ NAERAABETT,

* Rejected - Y—EARATONA A —FEHRIVITIANEZEBLEL L, Y—EARATONSA T -,
BEANERARICE 2 ERICTDEAZERIZDEELTERT,

« Expired-#HEV IV IANOBMHERIYINEL 1,
 Failed-VPC IV RARA NZEHATUREICTEETEEATL L,
« Deleting-H—ERAQA221—X—HNFVPCIYRAKRANZHIBRL, TOLEBNFEITHFTT,

H—EAREREVY—-RAOV>1—-~X— 8
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* Deleted-VPC I RARA MNNHIBREhEL &=,

AWS PrivateLink 3t

VPCASDODKRZT714Y D, VPCIVRKRAVKNETIY RRA MY —ERAXLRFVY —ABO#E
MEEALTIY RRA MY —EARER VY -RALEEFENET, VFCIV RRAhETY

RRAY RS —ERFERGVY—RABORNZ 714y 0 NTVYOA42V2—FY hEBHTR L
B, RYRND—URICAWS BEXVZET,

H—ERAZ7ONA T =, Y —ERO> 221 —X—HDNIVRRA M —EBERAICTIOEATES &
SICHAZEMLET, Y—ERAOAV 1 —X—FfERERBIZ . Y—ERAT7ONM T —F#E
MUV IANZRBELRIEALET, VY—AMBERLERY—ERARXRY ND—UFEBER. %Z
NUTVY—RAREFTFERE Y —ERAZRY ND—0% 1> 2 1—Y— & H#HB AWS Resource Access

Manager U, A2 1—X—HNFDVYV—AXKEREY—EARYND)—DIETIELATEDLSICLE
E

A2VB—TIAAVPCIVRRAVNZEFEATDE, A1 —X—BGIVRRA RIS —%
EALT, VFCIVRRAV KN EZFERALTIV RRA MY —ERARERVY AT IEATE
B2IAMTUINIZHEBTEERT,

T7T7AR—KNKRKANY =2

RARY—=2 . RAADVELERYTRAADORNT T4V I BN—FTAVITTDHEEERTS
DNSLO—ROOVTFTF NTVYIRANI—2TlRR, A VF—FXYRNLETRNZT4v D
BEN—T142032K% %L 1—RTEELES, 774 R—NKANY—=2TWR, VPC TR
74V 0N —FT14207FBHEZELI—RTEELET,

RXLARNST4Y 9B VPCIV RIRANZIL—FT 1429933 &>5IZ Amazon Route 53 %R E
TEET, FHICOVWTR., "TRAAMVBZFEALTRNT 714Y 0% VPC I RKRANZIL—
TATTB BSRBLTLSEZL,

Route 53 ZF AL THEIHE DNS Z28ETEE T, Tk, NTUvIUII 71 NE &#EA
IBRIVRRANY—EAOEBICEIU RXA > Z&EHAL EI AWS PrivateLinke 1> 1—
N—VPCASONTIYIFRAREDODNS UITANE, IVRKRAVRODRY ND—04>
B—TIAADTTZAR—=NIPTRLAILEHBRENETH, VPC OAIBA SO VT ANESIE £
ENTVYOIVRRABNCERENET, FHICOVTR., ""RZ 719 0% —FT1209%
2@ DNS XAZALB XY AWS PrivateLink 77 OA1 D7 T A )\ A—N—0FEML: ESBLT
<EEV,

AWS PrivateLink 9
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DOERA =B TS AWS PrivateLink

COF1I—KNUTPILTR., Z2FALTTSAIR—MNYTZYRDEC2 A AR AN S Amazon
CloudWatch ICU O T AN ZIX{ET S HE%Z L £ AWS PrivateLinko

BROREE, COZFIVAOBEZRLTVET, AVEI—RPSTFAR—NFTZXY MDA
DABRVALERTBICE, FINTVYIOHTZYNOBAERANCERLET, BAAK
ANEAVABZRVAOEATRIUF—RT72FERITIHBEN HVET. 774X —KF—0 .pem
TP7AINNBERBRANTCRAELSOAVEI—RICFEETS LD, SSHF —EEXZFRALET,
T, ssh AN RT .pem 77N EBELELSTE, BRAAKRARNDYSA VARV AILERTESE
¥, CloudWatch A® VPC T RARA 2 NEFRET D &, CloudWatch Z38kETBDA AR A
PEORNTTAVIRIVRRAVRNDRY NT—=DA 2V B—TIARAICHEREN, TOHRVPC L
> RIRA > NEFEAL T CloudWatch ICEEENET,

Region
S

-]

k4

||||||||||

O L@@

Bastion host Instance

FTANBWT, 1 2OT7RAZEUT A=V —2%FEHATEXT, ABRETE, BLAT7>>—
ERTANEBBLHILIBLEL 2DDTRISEUTA—Y—VEEATHEEBBOLE
9,

RAD

c ATV 1. HTZY N&EEDVPC 2ERT S

c ATYVT 2 AVAZ AZRETS

e AF Y7 3:CloudWatch NDT7 IV tAZTAKNTS

e AT Y7 4:CloudWatch ICT7 IV tEATREODOVPC I RRA NEERT S
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« ATV 5 VPCIVRAKRAVNETARNT D
« ATVT 6. VV—TVTED

ATYT 1. 47y N&ED VPC 2ERT S
ROFIEZFEALT, NTVYIHTZRYRNETTAR—NYTRY N&EED VPC Z2HERLET,
VPC Z{ERKT D IZ I
1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
[Create VPC (VPC O ERK)] Z#IRLE£T,
[Resources to create] (#EFX %)Y —A) T, [VPC and more] (VPC & &) ZZERL E T,

2

3.

4. [BERIZRTOBHERK]IC. VPC OB ZANLET,
5, BY7ZXYRNERETDICEK, ROBEZITVLET,

a. [PRASEUTFA—=Y—20OH T, Z—XRICBLUT M EEE 2] 2BIRLET,
b. [N7VYIOHTRYRNDOK T, FRASEVTFA—=Y—=2Z8IC1D2ONTIVYOHT
XY RNFHBDEEZBBELET,

c. [Number of private subnets] ('S A RXR—KHTZXY RO) T, PRASEDVF1—=V—>2
CELIDDTTAR— R TRY M HBEZHABLET,

6. [Create VPC (VPC M{ERK)] ZiBIRL £,

ATYVT 2 AVARAZBETS

BOATY TTHERLEVPC Z#EALT,. NTVYIOHTRY NOBHRERANETSAR—KY
TZYRNDA VAR AERELET,

CIE== 33

« pem BREZFEAL TF—RTZEKRLET. BAARANEA VAR AOEAEZREBITDEE
I, SOF—RTZERIDILENHVET,

+ JVEI1-ZOCDR7AYIASODAYNIVRSSH R 74V VEFATDEFIVT 1Y
LW—T%, BHREKRANERLET,

c BHABRANODEFIVTATIN—THESDA2NIRSSHKNZ 74V O ZFATHEFIY
TAIN—T%, AVAZVACHERLET,

ATFYT 1. TRy NEED VPC 2ERT S 11
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s IAMA VAR A7O7 74N %EHERL., CloudWatchReadOnlyAccess RIS —&F XY FLE

ER

BEHhARANEZER TSI

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
Launch instance (4 > AR ADEE) ZBIRLET,

[Name] (B8I) IC. BHABRANDBHZADLET,
TF7A2LRDAX=DBRPA VAR ARATEZ#HBTLET,

[Key pair] (F—AR7T) T, F—RT7ZERLET,

[Network settings] (Y N —28E) T, XOBREZITVET,

-

a. [VPC]T. 1—H—®M VPC Z#&IRL £,
b. [Subnet] (M 7Y KN) T, NTVYIOHTZY NEBIRLET,

c. [Auto-assign public IP] (/N7U Y 2 IP ® BEIEIV) HT) T, [Enable] (Bak) ZBIRL &

ED

d. [Firewall] (7 7 4 72 #—)JL) T [Select existing security group] BEEOEF1UFT 1T )L —

TOER) ZBRLTHS, BEAEBKRARNODEFIVFTATIL—T%2BRLET,
7. Launchinstance (1 VAR ADEE) ZiBIRL E T,

AVAZRVAZRBETDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
Launch instance (1 > AR ADEE) ZBIRLET,

[Name] (BHEI) IC. 1 VAR ADBRZANLET,
TF7A2LRDAX=DBRPA VARV ARATZHBTLET,

[Key pair] (F—AR7T) T, F—RT7ZERLET,

[Network settings] (Y N —28RE) T, XOBREZITVET,

2

a. [VPC] T, 1—H¥—0 VPC #&RLET,
b. [Subnet] (17 %Y KN) T, Z7ZA4AR— NG TZY NEBIRLET,

c. [Auto-assign public IP] (/N7VU Y 2 IP O BEIE|V) X T) T, [Disable] (BXL) iR L £

ER

ATV T 2 AVARVAZRE TS
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d. [Firewall] (7 7 4 72 #—)JL) T [Select existing security group] BEEOF1UFT 1T )L —
T0OER) ZBRLTAS, 1 VAZVAOEF1IUTATIN—TZ2ERLET,

7. [Advanced Details] (EE&5#l) ZEML £3, [IAM instance profile] (IAM 4 > AZ > A 70O
TJ7A4) T, IAMA VAR AZ7A7 74N ZEERLET,

8. Launchinstance (1 VAR ADEE) 2 BIRL E£T,

AT Y7 3:CloudWatch NOD T 9t AZTARNT S

ROFIEZFEALT, 41 AXAN CloudWatch IC 7V EATELRVWC EZBRELET, chET
5(Z&, CloudWatch OFEHEV) EH AWSCLI ON > RZFEALET,

CloudWatch N7 9t AZTARNTBICIE

1. AE1—2158, ROOAR 2V REFEALTF—RT7ZSSHI— I NIEBMNLET,
T. key.pemlE.pem 77 A I)DBETT,

ssh-add ./key.pem

—RTOT 7 EAFANFARLIETVDIVSIT—HARRENEHEERF. AOIN RER
LTAHS, IR RZBAITLTLSEZ L,

a1 A4

chmod 400 ./key.pem

2. AVE1I—ZNSEHRERANIERELES, -AFT>a2, A VAR AI—Y—F (f:
ec2-user), BLVPBEEHARARNDONT VYO IPTRLAZEETDIHLEN HVET,

ssh -A ec2-user@bastion-public-ip-address

3. BIABRAMDSAVAZVAILEHRLET, A1 VAR AI—H—F (fl: ec2-user) &AM >
ABRVADTZANR—KNIPFTRLAZEETDILEN BV ET,

ssh ec2-user@instance-private-ip-address

4. ROKXSIZ, 412 AR AT CloudWatch ® N > R list-metrics Z58fTLUE ¥, --region 7
7’>3>7T, VPCZ2ER L) —2 a3 & EBELET,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

A7 v 7 3:CloudWatch NA\OF V2 AETANT S 13
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5. Bp#E, ONVREZALTINLET, chilk, BEDO VPCRENBBRASAESA AR RA
A5 CloudWatch IC7 IV EATERZVWCEZRLTVET,

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. 1VARANDELEZHIZLET, VPCIV RRANEERLES, O list-metrics I~
VREES—ERLET,

AT Y7 4:CloudWatch IZ7O9ARAT31=8H0O VPC I RiKA >
NZERT D

RDOFEZFEHAL T, CloudWatch IZ##:95 VPC I RARA 2V NEERLF T,
IR R

CloudWatch IC RS 7 1Y 0 %#FA T2 EF21)T140)IN—7"%2 VPC I RRA NCHERLE
I, BlZIE. VPCCIDR7OYOASDOHTTPS RS 74 v 0 %HFATBI—IIEZEBMLET,

CloudWatch M VPC I RRA > M ZHERT B ICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZFRE £ 7,

FTES—2 3 RA42 T, [Endpoints] (L RARA > N) ZiBIRLE T,

[T RRA NOER] ZBIRLET,

[Name tag] (BEIZ ) IC. TV RKRANOBFIEADLET,

[Service category] (W—EAATI)) T, AWS OH—E X Z&IRLET,

[Service] (f—E A) T, com.amazonaws.region.monitoring Zi&RL £,

[VPC] T, B9 ® VPC £ ERL E7,

[Subnets] (7 %Y N) T, PRATEVTA—V—2ZBRLTIAS, TTAR—"YTXRY

NZZBERLET,

9. [Security group] (EF¥21UFT4TIN—7)T, VPCIVRRANODEFIVFTF4TII—T %8
RUET,

10. [Policy] (R —) T [Full access] (7T V7 tERA) ZFBRL T, IXTOVY—AICHTSH TN
TOTIZNICLD VPC I RRAY MEHDOIRXNTOARL -3V EZFALET,

M. (FA723a2)xTzEMTIBICE, FLLWEITZENM Z8RL., TOXTOF—EEZANL
TLEEL,

© N o 0o bk 0w DN

AT Y 7 4:CloudWatch I 7 7 tAT2LHDVPC I RRA NEERKT S 14
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12. [TV RIRA 2 NOER] ZBIRLET, IHAT—X AR, Pending TF, XROATY TICHED
B, AT—ZR AN Available ICB2ETHFHELET, CchiEFBor LD e HYFT,

ATYTE5EVPCIVRKRAZNETANTSD

VPCIVRARAVRNT, 41 VAREZVADNSDUIITARNN CloudWatch ICIAEENhTVWB &=
FLET,

VPCIZVRRAVRNETANTDICE

AVABRVATRO IRV REERITULET, --region #7723 > T, VPC I RKRA 2 NEERK
Li—2arvaiEELET,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

ZEO/ERODLARCATH>TE, LARVANRENEFEEGE. &#HL T CloudWatch (2 ###:
& fiE 9 AWS PrivateLink,

UnauthorizedOperation IZ—ARRENLIFBEEF. 41 AR AIZ CloudWatch NO T VA
ZFUITBIAMO-IFHd & zRBLET,

VOTARNDNBZALTIRNLIESER, ROKRZERIEL TEEL,

« IVRRAVNOEFIVTATI—TIC&L2T, CloudWatch NDOKZ7 1Y IAFAEhTV
cr

« --region #7232 T, VPC IV RRAVNEZER L) -3V FEEEhTVS,

ATV 6:9)V—"TFY7T9%

COFI—RITILNTHERUIEBERERANEA VARV ANFEICBE D IERR., BTEEBZE
FTEXRY,

AVABRVAZKRTIBICE
1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBEE £,
2. TET—>23URALUT, [MVARVA] ZEBRLET,

3. MADTANAVARVAZZBIRL, [A VAR ADRE] [1 AR ADKT] OJEICER
LEXY,

AFYT 5 VPCIY REARNETFANTSD 15
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4. BRBERGIAY E—IHFRFENLS, KT EEBRLET.

VPC IV RIRAUMNDFREICKEDIBEE. HIRTEEXT,
VPC I RIRA 2 NZHIBRTS I

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,
FTES—23RA2T, [Endpoints] (L RARA > KN) ZBIRLET,

VPC IV RRAVNEERLET,

[79>3>, [VPC IV RARA NEHIER] OIEICEBIRL T EE WV,
HWEREROSNI=S, delete&E ABL., [HIER] Z&IRLET,

o ~ w0 bh =

ATYT 6 IV—2TYTTB 16
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AWS OH—ER ZL =7 71t A AWS PrivateLink

TIVRRANAWS OH—ERX ZFERALTICTI9ERALET, F7FI)ILMOH—ERAIY RKRA
YRNENTVY DALV BR—TIAATHD D, 1 VX —FXYNTF—KNIJITA4%Z VPCIZIEEML T,
NSTAYINVPCAHS AWS DH—ERICEETEDXRSICTRDHLEN HYET, COREN
ZYRND—=OtEF21 )T EHEEELBEVEEEF. AWS PrivateLink Z2#HL T, /12 —XVY
RS —KNDIA2FERETIC. VPCHIZHD AWS DH—EA DA DEKSIZVPC % I[CIELTEE
¥,

VPC I RiRA > N AWS PrivateLink ZEFAL T, EHEAWS DY —ER 93 ICT7TMR—K
7 I9EATEET, AVEXZ—FXYNF—NDIARERETIC, F7V5—23 2 ARXY IO ITN
TOLAY—Z2BESLVCEERTEEXT,

A2VB—TILAVPCIY RRAVRHFEBTRATEUT A=Y —=2T7OEZIZTENS 1

BECEICREESNET, T, BTN ETF—RXOGB ZEICRETNET, FHICOVTIE,
TAWS PrivateLink #£l& 1 #5BLTSEEL,

AFS

- BE

« DNS/KRAKH

« DNS fi#R

« 724 ~X—K DNS

s H7XYRNETRASEDTA=V—=2

c IP7RLAORAT

« AWS O —E R £#ET S AWS PrivateLink

e AVR—TIAAVPCIVRARABNAWS OH—EX ZFERALTICTIOEARTS
s AVEB—TIAARAIVRRAVNERETD

e AVE—TIAARIVRRAVNARVYNOT - EZ TR
c AVB—7I—RIVRRANEHIKRTS

« F=RIJIAIVRARAU b
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BE

NTVYIOH—EAIVRRLANAWS OH—ER ZNLTICTIEARATSDH., AWS OH—FE
AZFEALTHR—RNENTVDS ICEEHETE ETT AWS PrivateLinke cDBIETIE, ChsnDiA%E
EHBULET,

NTVYOH—ERTIY RRAY NERTT I EATS

RO, A VAR ANNT VY OH—ERATIRRANAWS DY —ER ZNLTICT I
ATDHEEERLTVET, NTUYIHTRXRYRNDAV AR AAWNS D —EZA NS ADKT
T4V, VPCODA U ER—Y NF—=RIIAIIN—F 1400 h, RIZICIL—F10&hZE
TAWS DH—ER, T7TAR—RNGTRYRDAVAZVADNS AWS DHF—EAANDKNT T 1Y
JlE. NATH—KRJIA, VPCOEDBIZAVE—FY NTF—KRDIA, AWS ODH—EADIJEIC
N—TFTA2TEhET, CORNZFTAVIRFAR—FKYRNT—RNIJIA/ZBBLEITH,. AWS
XYRKND—=DO%NDE@FHY)EBA

______________________________ Ak
Availability Zone ' Availability Zone
E Fublic subnet ﬁ Public subnet
o N
B
- Y

X TEEL T D AWS PrivateLink

BE 18
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RORE, 1 ARANAWS O —ERICT7O1ATBDHZEZSRLTVWET AWS PrivateLinko
£, XRYRNDT—VAEZ—TIAAAWS O —ER Z2FALTVPCROH TR Y N& BDER
EHMATBDAE—TIAAVPCIRRA 2V NEERLET, BTORZT 714V 9 AWS O —
ERXAE. DNSZFEALTIVRRAIRRY RND—=DA 2 B—=—TIALAADTZAR—=KNIPT7RL
ARREN, VPC IV RRA U NE BOELHE AWS O —E R 2FHAL T ICEEETNET AWS
NDHYH—E R,

Availability Zone Availability Zone
Private subnet Private subnet

=]

AWS DY —ERXA BBBNICERY IV IANEZZFTANET, T—EAR, VPCIV RKRAV N%E
NUTVY—AANDOUIIANZRKRITD LRI TEEREA,

DNS ;R ARNE

BEAED AWS DY —ER F., ROBXEFONT VYO )—23a>T U RRAINERBLE
ERD

protocol://service_code.region_code.amazonaws.com

Bl ZIE, us-east-2 |23 3 Amazon CloudWatch ®/N7 VYOI RIRA D NGRRDEBY T,

https://monitoring.us-east-2.amazonaws.com

DNS RAKNA 19
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Tld AWS PrivateLink, 7ZAX—KRIZV RRAVNEFEALTH—ERICRNT 71 v JZREELE
T AVE—TIALAVPCIY RRAVNEHEKTDE, VPCAWS DH—ERA NS EBIETS
EHIZEATER N —232BLTIY—20 DNS ENfMERENET,

A2VB—TILAVPCIY RRAZRDI—23 2 LARILODNS HEOBXFRADEHYTY,

endpoint_id.service_id.region.vpce.amazonaws.com

J—=2LAXIIDODNS EDOBIIEXDELY) T,

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

DAVRA—TIALAVPC IV RIRANEERTDEEICAWS O —E R, 7’Z 4 X—hK DNS
ZEAMITEET, 7TA/X—KNDNS Tk, 1 Z—TIAAVPCIVRRA U RNENLETZ
AR—NERETALENFS, NTUYIIVRKRANODNS BEFEALTH—EZRAOUIT
ARNZB|EHRETSOENTEET, FHMIZDOVWTIE, Tthe section called “DNS R, #SHBL
TLEEL,

IR @ describe-vpc-endpoints AN Rk, 1 VX —T7 T4 ATV RKRA2 RO DNS T N ZERR
LET,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

754 X— K DNS BAERICE 2> TWS Amazon CloudWatch D4 X —T7 I 4 AT RiIRA >
NOEABIZRICRLET, FRIOIKVE, V=232 LRILOTFAR—=KRI RRAV B
TTo RD3ID2OIVKNIE, V=2LARILDTZAR—=KRIVRRANTT, REOI KD
. BhETSAR=—RNERARNY=HASDEDT, NTUYIIURRAVNIRTBUIIAR
Z, IVRRAVRDRY ND—=DA 2V B—TILADTSAR—=NIP P RLAICHERLET,

{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"
I
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",

DNS RA KB 20
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"HostedZoneId": "ZC8PGOKIFKBRI"

I
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"
1,
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

.

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}

DNS fi#R

AR —TILAVPCIY RRANBIZEREND DNS LOA—RIINTVYITT, LEN
T. NSO DNS ZBFENT VY DICHRAIGEET T, =L, VPCAFEASOHODNS UVI AR
FEIZEHEIRRAMNDRYND—=DAVBR—TIAADTZAR—NIPT7RLAZERT I
, VPCICTIVEATERZRVRY, ChsOIP7RLAZEALTI RRA N Y—ERICT
tATBERETELEE A,

724 ~X— K DNS

AR —TILAVPCIVRRARNDTSARK—KDNS ZBMIZL. VPC TDNS RAKRZ &

DNS fEROEAFBMICE 2 TWVWBIEHEE, FERTRO AWSYZR—I RTTFAR—RKFKARNY =2 H

ERENET, RARY—VICEY—EROF7AI)ILNODNS BOLI—REY RAEEINTSH
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
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https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
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https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
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https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
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com.amazonaws.region.eks-auth

com.amazonaws.region.elasticbeanstalk

com.amazonaws.region.elasticbeanstalk-health

com.amazonaws.region.drs

HmETHH—ER

32


https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
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com.amazonaws.region.elasticfilesystem-fips
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com.amazonaws.region.elasticmapreduce
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

AWS Fault Injection Service

Amazon FinSpace

Amazon Forecast

Amazon Fraud Detector

Amazon FSx

NSOV RTF—RNIJITARD AWS
JAa-—-NILxY NDO—79

AWS Glue

AWS Glue DataBrew

Amazon Managed Grafana

AWS Ground Station

Amazon GuardDuty

H—ERE
com.amazonaws.region.fis
com.amazonaws.region.finspace
com.amazonaws.region.finspace-api
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips
com.amazonaws.region.frauddetector
com.amazonaws.region.fsx
com.amazonaws.region.fsx-fips

com.amazonaws.region.networkmanager

com.amazonaws.region.glue
com.amazonaws.region.glue.dashboard
com.amazonaws.region.databrew
com.amazonaws.region.databrew-fips
com.amazonaws.region.grafana
com.amazonaws.region.grafana-workspace
com.amazonaws.region.groundstation
com.amazonaws.region.guardduty

com.amazonaws.region.guardduty-data
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https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

AWS Healthimaging

AWS HealthLake

AWS HealthOmics

AWS ldentity and Access
Management (IAM)

IAMT7 AT TATAER—

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

AWS loT Core Device Advisor

H—ERH
com.amazonaws.region.guardduty-data-fips
com.amazonaws.region.guardduty-fips
com.amazonaws.region.dicom-medical-imaging
com.amazonaws.region.medical-imaging
com.amazonaws.region.runtime-medical-imaging
com.amazonaws.region.healthlake
com.amazonaws.region.analytics-omics
com.amazonaws.region.control-storage-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.workflows-omics

com.amazonaws.iam

com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2
com.amazonaws.region.inspector-scan
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api

com.amazonaws.region.deviceadvisor.iot
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https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (Apache
Cassandra 6] {F)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

H—ERH
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups
com.amazonaws.region.lorawan.Ins
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonaws.region.kinesis-streams-fips
com.amazonaws.region.lakeformation

com.amazonaws.region.lambda
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https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OH—E X
AWS Launch Wizard

Amazon Lex

AWS License Manager

Amazon Lightsail

Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

H—ER%
com.amazonaws.region.launchwizard
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager
com.amazonaws.region.license-manager-fips

com.amazonaws.region.license-manager-linux-subs
criptions

com.amazonaws.region.license-manager-linux-subs
criptions-fips

com.amazonaws.region.license-manager-user-subsc
riptions

com.amazonaws.region. lightsail
com.amazonaws.region.geo.maps
com.amazonaws.region.geo.places
com.amazonaws.region.geo.routes
com.amazonaws.region.geo.geofencing
com.amazonaws.region.geo.tracking
com.amazonaws.region.geo.metadata
com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics

com.amazonaws.region.lookoutvision
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https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for

Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for
Apache Airflow

AWS Management Console

Amazon MemoryDB

H—ERE

com.amazonaws.region.macie2
com.amazonaws.region.apptest
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.kafka
com.amazonaws.region.kafka-fips
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.api-fips
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.env-fips
com.amazonaws.region.airflow.ops
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db

com.amazonaws.region.memorydb-fips
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https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS OB —ER H—ERAR

AWS Migration Hub Orchestrator com.amazonaws.region.migrationhub-orchestrator

AWS Migration Hub Refactor Spaces  com.amazonaws.region.refactor-spaces

Migration Hub kL X > F—=3

~

pd

Amazon MQ

Amazon Neptune Analytics

AWS Network Firewall

Amazon OpenSearch Service

AWS Organizations

AWS Outposts

AWS Panorama

AWS Payment Cryptography

AWS PCS

com.amazonaws.region.migrationhub-strategy

com.amazonaws.region.mq
com.amazonaws.region.neptune-graph
com.amazonaws.region.neptune-graph-data
com.amazonaws.region.neptune-graph-fips
com.amazonaws.region.network-firewall
com.amazonaws.region.network-firewall-fips
CNSOIVRRAVNEH—ERABEBEATVET
com.amazonaws.region.organizations
com.amazonaws.region.organizations-fips
com.amazonaws.region.outposts
com.amazonaws.region.panorama

com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane

com.amazonaws.region.pcs

com.amazonaws.region.pcs-fips
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon Personalize

Amazon Pinpoint

Amazon Polly

AWS DO EE& R

AWS Private Certificate Authority

AWS Proton

Amazon Q Business

Amazon Q Developer

Amazon Q 1—%—H47 ROV
>ar

Amazon QLDB

QuickSight

Amazon RDS

Amazon RDS Data API

H—ERH
com.amazonaws.region.personalize
com.amazonaws.region.personalize-events
com.amazonaws.region.personalize-runtime
com.amazonaws.region.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2
com.amazonaws.region.polly
com.amazonaws.region.pricing.api
com.amazonaws.region.acm-pca
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.pca-connector-scep
com.amazonaws.region.proton
aws.api.region.qgbusiness
com.amazonaws.region.codewhisperer
com.amazonaws.region.q
com.amazonaws.region.qapps

com.amazonaws.region.service.user-subscriptions

com.amazonaws.region.qldb.session
com.amazonaws.region.quicksight-website
com.amazonaws.region.rds

com.amazonaws.region.rds-data
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https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon RDS Performance Insights

AWS re:Post Private
CHFE

Amazon Redshift

Amazon Redshift Data API

Amazon Rekognition

AWS Resource Access Manager

AWS Resource Groups

AWS Resource Groups Tagging API

AWS RoboMaker

Amazon S3

H—ERH

com.amazonaws.region.pi
com.amazonaws.region.pi-fips
com.amazonaws.region.repostspace
com.amazonaws.region.rbin
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips
com.amazonaws.region.redshift-serverless
com.amazonaws.region.redshift-serverless-fips
com.amazonaws.region.redshift-data
com.amazonaws.region.redshift-data-fips
com.amazonaws.region.rekognition
com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips
com.amazonaws.region.ram
com.amazonaws.region.resource-groups
com.amazonaws.region.resource-groups-fips
com.amazonaws.region.tagging
com.amazonaws.region.robomaker

com.amazonaws.region.s3
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon SN IILF)—>3a>TF o+

ARA b

Amazon S3 on Outposts

Amazon SageMaker Al

Savings Plans

AWS Secrets Manager

AWS Security Hub

Amazon Security Lake

H—ERE
com.amazonaws.region.s3tables

com.amazonaws.s3-global.accesspoint

com.amazonaws.region.s3-outposts
aws.sagemaker.region.experiments
aws.sagemaker.region.notebook
aws.sagemaker.region.partner-app
aws.sagemaker.region.studio

com.amazonaws.region.sagemaker-data-science-ass
istant

com.amazonaws.region.sagemaker.api
com.amazonaws.region.sagemaker.api-fips

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime
com.amazonaws.region.sagemaker.runtime-fips
com.amazonaws.region.savingsplans
com.amazonaws.region.secretsmanager
com.amazonaws.region.securityhub

com.amazonaws.region.securitylake
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

AWS Security Token Service

AWS Serverless Application
Repository

Service Catalog

Amazon SES

AWS SimSpace Weaver

AWS Snowball Edge Device
Management

Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

H—ER%
com.amazonaws.region.securitylake-fips
com.amazonaws.region.sts
com.amazonaws.region.sts-fips

com.amazonaws.region.serverlessrepo

com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonaws.region.email-smtp
com.amazonaws.region.mail-manager
com.amazonaws.region.mail-manager-fips
com.amazonaws.region.simspaceweaver

com.amazonaws.region.snow-device-management

com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.sqs-fips
com.amazonaws.region.swf
com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states

com.amazonaws.region.storagegateway
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS Supply Chain

AWS Systems Manager

AWS BERY ND—JEILX—

Amazon Textract

Amazon Timestream

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

H—ERH

com.amazonaws.region.scn
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssm-quicksetup
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract
com.amazonaws.region.textract-fips
com.amazonaws.region.timestream.ingest-cell
com.amazonaws.region.timestream.query-cel 1
com.amazonaws.region.timestream-influxdb
com.amazonaws.region.timestream-influxdb-fips
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer

com.amazonaws.region.transfer.server
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https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

Amazon Translate

AWS Trusted Advisor

AWS User Notifications

Amazon Verified Permissions

Amazon VPC Lattice

AWS Well-Architected Tool
Amazon WorkMail

Amazon WorkSpaces

Amazon WorkSpaces Secure
Browser

Amazon WorkSpaces Thin Client

AWS X-Ray

H—ERH

com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor
com.amazonaws.region.notifications
com.amazonaws.region.notifications-contacts
com.amazonaws.region.verifiedpermissions
com.amazonaws.region.vpc-lattice
com.amazonaws.region.wellarchitected
com.amazonaws.region.workmail
com.amazonaws.region.workspaces
com.amazonaws.region.workspaces-web
com.amazonaws.region.workspaces-web-fips
com.amazonaws.region.thinclient.api

com.amazonaws.region.xray

EAATEEE AWS O —ERA OBBIZRRTS

describe-vpc-endpoint-services N> R&EFHAL T, VPC IV RRA U N EHYR—-—NTIH—ER

BERRTERY,

RO DBFITRE, BEEA V-3V TAVE—TIA AT RRANAWS O —ER 2%
R—KhTD ZRRLET, --query A7 >3k, HHEH—ERABICHRLET

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \
--query ServiceNames

ERATREZ AWS DY —EX ODBFIZRTT S
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
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HAOBERICRLUET,

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
com.amazonaws.s3-global.accesspoint",

com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

BH—EACHEITZERERTITS

H—E AR ZHEL £S5, describe-vpc-endpoint-services N> REFAL T, FL REKRA -
H—ERAICHETRFMABERERRTEET,

ROBITIE, EL ) —23 WO Amazon CloudWatch 1 2 — 7 I A AT RIRA > NICET
BEHRERRLET,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

Hh 6% RIZRLUET, VpcEndpointPolicySupported ik, I RAKRA 2 KR —HFHR—K
ENTVWBRHAESH%ZRL, SupportedIpAddressTypes &, EDIP 7 RLAZRA THHR—-K
EhTVWBhZERLET,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

15
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
}
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
""ManagesVpcEndpoints": false,

"Tags": [1],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
Ilipv4ll
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

I2VRARAZRRIS—DOYR—RNZERRTS

H—EAN LT RRARR)—ZHBR—RNLTVWRHESH EHEFR TSI, describe-vpe-
endpoint-services 1N > RZFH L T VpcEndpointPolicySupported MEZF I Y UL E
T, BETEDEW true B&LY false T,

ROBITE, BELEY—EANMTBELEV—23a2AOIY RRANRUS—Z2HR—KNLTY
BPHLESHEFIVILET, --query 7> 3k, HH% VpcEndpointPolicySupported
DIEIZHIFRLET,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \

IO REA Y NRUS—OFR—NERRT B !


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

LTREAFTY,

True

RO OPITE, EEEREY—TIDTIY REAY RRUS— AWS OY—ER EHR— RT3
ZE—BERRFLET, --query #7232, HAZHY—ERABRICHRLET Windows I RT
OY7 hZ2EALTCOIORY RZRITIBICE, JIUXFIZEC—ESIARFZHIBRL ., TRt
NFE\DLSACEBELET,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

LTREEAIHTY,

"aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
""com.amazonaws.us-east-1.access-analyzer",
"com.amazonaws.us-east-1.account",

RO OFITEAWS O —ER ., BEEhLU—23VTIVRRAVRNRUD—ZHR—KLT
W\ Z2—BRRLET, --query 7723k, HHEHY—ERBZIZHREL FT Windows OV
YRZ7OV7MNZ2FEALTIOOR Y REERTITDICEK., VITUNXFINZEC —ES|ARFZHIBRL .
THEXFE\NSAMCEELET,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

IO REA Y NRUS—OFR—NERRT B h
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LTREHAFTT,

""com.amazonaws.us-east-1.appmesh-envoy-management",
"com.amazonaws.us-east-1.apprunner.requests",
""com.amazonaws.us-east-1.appstream.api",
""com.amazonaws.us-east-1.appstream.streaming",
""com.amazonaws.us-east-1.awsconnector",
""com.amazonaws.us-east-1.cleanrooms-ml",
""com.amazonaws.us-east-1.cloudtrail",
""com.amazonaws.us-east-1.codeguru-profiler",
""com.amazonaws.us-east-1.codeguru-reviewer",
""com.amazonaws.us-east-1.codepipeline",
""com.amazonaws.us-east-1.codewhisperer",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.datazone",
""com.amazonaws.us-east-1.deviceadvisor.iot",
""com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.email-smtp",
""com.amazonaws.us-east-1.glue.dashboard",
""com.amazonaws.us-east-1.grafana-workspace",
""com.amazonaws.us-east-1.iot.credentials",
""com.amazonaws.us-east-1.iot.data",
""com.amazonaws.us-east-1.iotwireless.api",
""com.amazonaws.us-east-1.lorawan.cups",
"com.amazonaws.us-east-1.lorawan.lns",
""com.amazonaws.us-east-1.macie2",
""com.amazonaws.us-east-1.neptune-graph",
""com.amazonaws.us-east-1.neptune-graph-fips",
""com.amazonaws.us-east-1.outposts",
""com.amazonaws.us-east-1.pipes-data",
""com.amazonaws.us-east-1.q",
""com.amazonaws.us-east-1.redshift-data",
""com.amazonaws.us-east-1.redshift-data-fips",
""com.amazonaws.us-east-1.refactor-spaces"”,
""com.amazonaws.us-east-1.sagemaker.runtime-fips",
"com.amazonaws.us-east-1.storagegateway",
"com.amazonaws.us-east-1.transfer",
""com.amazonaws.us-east-1.transfer.server",
""com.amazonaws.us-east-1.verifiedpermissions"
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IPv6 H7/R—RNERTRTD

AWS H—EA®D IPv6 B/ R—NZHFRETBDICIE, AWSIPv6 ZHR—KTD O —EA, Z58BL
TLEEW, XD describe-vpc-endpoint-services AN REFEHAL T, HELEU—232 0 IPV6
BHTANS DY—ER FOLATESD BRRTHEETEET, -—query A7 3>k, HA
EH—ERABICHRLET

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

--region us-east-1 \
--query ServiceNames

HAOBlZIRICRLUET,

"aws.

aws.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

api.us-east-1.kendra-ranking",
api.us-east-1.gbusiness",

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.arsenal-discovery",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.data-servicediscovery-fips"
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

account",

applicationinsights",
apprunner",

aF)SII’

aps-workspaces",

athena",
backup",
braket",

cloudcontrolapi",
cloudcontrolapi-fips",
cloudhsmv2",
compute-optimizer",
codeartifact.api",
codeartifact.repositories"”,
cost-optimization-hub",
data-servicediscovery",

datasync",

discovery",

drs",
ebs",
eks",

eks-auth",

IPv6 Y R—KNERRTD
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""com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
""com.amazonaws.us-east-1.internetmonitor-fips".
"com.amazonaws.us-east-1.iotfleetwise",
""com.amazonaws.us-east-1.kinesis-firehose",
"com.amazonaws.us-east-1.lakeformation",
"'com.amazonaws.us-east-1.m2".
""com.amazonaws.us-east-1.macie2".
""com.amazonaws.us-east-1.networkflowmonitor".
""com.amazonaws.us-east-1.networkflowmonitorreports".
"com.amazonaws.us-east-1.pca-connector-scep",
""com.amazonaws.us-east-1.pcs",
""com.amazonaws.us-east-1.pcs-fips",
""com.amazonaws.us-east-1.pi",
""com.amazonaws.us-east-1.pi-fips",
""com.amazonaws.us-east-1.polly",
""com.amazonaws.us-east-1.quicksight-website",
""com.amazonaws.us-east-1.rbin",
"com.amazonaws.us-east-1.s3-outposts”,
""com.amazonaws.us-east-1.sagemaker.api",
""com.amazonaws.us-east-1.securityhub",
""com.amazonaws.us-east-1.servicediscovery",
""com.amazonaws.us-east-1.servicediscovery-fips",
""com.amazonaws.us-east-1.synthetics".
""com.amazonaws.us-east-1.synthetics-fips".
"com.amazonaws.us-east-1.textract",
""com.amazonaws.us-east-1.textract-fips",
"com.amazonaws.us-east-1.timestream-influxdb",
""com.amazonaws.us-east-1.timestream-influxdb-fips",
""com.amazonaws.us-east-1.trustedadvisor",
""com.amazonaws.us-east-1.workmail",
'com.amazonaws.us-east-1.xray"
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A22—TIALAVPCIY RKRAZNAWS O —ERX ZFEAL
TIETI7EATS

AVZ—T7IALAVPC I RKRA> NEERL T AWS PrivateLink, Z< D 280 ([C&> TERME
N 2T —EAICERTEERT AWS OH—E R, BIEIC DUV T, the section called “Bi&” & KT
AWS DH—E AT IOt AT2 #25RBLTLSEETL,

VPC A SEELEEYTRY NAILIVRRAVNORY ND—DA4 2V B—T T4 RAZERL. Y
7ZYRNTRLABEASTSAR—KNIPT7RLAZEVETET, IVRRAVEADODFRY R —
DAVE2=TIAAR, VDIITAZIZR—IRRYNDT=DA2EZ—=TIAATT, AWSTHD>
RTRRTEXRTHN, BSBEEITRERFTEXREA,

REREVOEARESETF—FLBHENREEIhET, FHRICODVTIR, "TAE2—TI(/ATY
RRA hDORE Z2ZZRLTSEEL,

A

)

k

REH

« VPC I RKRA > NDER
- HEHTRY B

* ICMP

aa
=]

BB SR AF

c VPC O IZTIEATDVY—AAWS DY —ERX ZF7O/4LET,

+ 754 ~X—K DNS #fMTBICK. VPC O DNS KA NE & DNS HREEHICT 2 BEN )
£9, FMICOVTE., "Amazon VPC 1—H'—HA R, O "DNSEMHORREEFH I 25RBL
TLEEL,

c AUB—TIAATIRKRARNTIPVG ZBRICTDICIE. N IPv6e BHOTIVEAZHR—K
AWS DH—EA L TVWBRUENHVYET, FMICOVWTIE, Mthe section called “IP 7 RL A®D
AT, #SBLTLSEEL,

« VPCODVY—ANSFRENBZIRNTTAVIERFUIDIVRRAVNDRY NDT—D 142 R —
TIAADEF1)T14TIN—T%2EKLET, FlIE. HIZHTTPS VU T ABNZIEE AWS
CLITZER&LSICTRICEAWS OH—EA, X2 VFTATIN—=TD414>2/NT> RHTTPS v
TAY DO BHFATEILEN HYET,
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating

Amazon Virtual Private Cloud AWS PrivateLink

s DY—ANRYRD—U ACLZE DY TIXY MIHBHER. XY NT—D ACL N VPCHD Y

Y—RETIY RRAVRDRY RT—I 4V B—TIAABMORS T4y 9EFALTVWB R
BRALET,

AWS PrivateLink UY —AICE T A —2FHYET, FHMICOWVWTIE. TAWS PrivateLink 7 # —
2, EBBLTLEE,

VPC I RRA > NDYERK

ROFIEZFERALT, AWS DY —EAILEKITD A X—T I A AVPC I RARA MNEERKL
£

DAVE—TIAALIY RRAVNEERTDICE AWS O —ER

o b w0 bnd =

o

Amazon VPC 2V — )L (https://console.aws.amazon.com/vpc/) ZBEE £,

FTES—2 3 RA2T, [Endpoints] (L RARA > N) ZIBIRLE T,

[T RRA NOER] ZBIRLET,

247 T, AWS H—ERZBIRLET,

[Service name] (M—EAR) T, Y—ERAZBRLET, FMICDOVWTE. the section called
‘METAH—ER) Z22RLTKEEV,

[VPC] T. AWS DH—ERIZFY+AT5 VPC £ BRLET.

ATY 7 5TAmazon S3 DY —EREZERL., "7TAX—KDNS HR—h, ZFETS
Zalk. (BMERE]. [DNS BZEAMICT3]) Z2BRLET, COBBRZTSE, HBNIC [1>
NDYRIVRIRANTORTZTAR—KNDNS ZBRICTB] FBIRENE T, Amazon S3
NDAVE—TIALA AT RIKRANIDHK, 412/NJ> R Resolver L RRA 2 NTT 54
R—KNDNS ZFRETEE T, Amazon S3 DY — KNI IA LY RRA 2 MHEL, [A1ND>
RIVRRANCIRLTORTSAR—KNDNS 2EMICTB] #BRLEBE. COFIED
BREODATY T RBAKDETIT—HNERREIhET,

AT Y7 5T Amazon S3 BADH—EADH—ERZZEIRL =56, [EIERE] ® [DNS
BEEVCITB]|FBRICBRENATVET, FIAIILRNEEREITBDLEZBHBOLET, Chil
&KV, AWSSDKZNLTITOLNEVIIARNEE, NTVY OB —ERIY RRSA > NESE
BAIB2VI0IARNNVPC LY RRAVNIBEBRENETT,

H7ZYNT, IVRRAVRRYRND—=DA 2V B—T I ARERTIHTZY NEER
LET, PRASEUTFA—=V—2ZEIC1D20Y 7Y NEBIRTEET, BLTRSATE
DFA—V—UNSEBBOYTZY NEBIRTDZERTERLA, FHICOVTR. Tthe
section called “B 7 XY RETRASEDV T4 —=V—=2", ZBRLTLEE L,

VPC I RARA > NOER 53
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10.

11.

12.

13.

?7#AFTH\ﬂ7ivh@PTHbZﬁH#SP?HbZE%RL\I)Hﬁ4>h®
XYRND—DA4B—TI—AILEI)ETET, IPPRLAZBSTERTSICE. IPFTRL
AZEBEITHEZBRLET, Y7ZXYNCIDR7OYIADRIDN 4 DD IP T hbxtﬁéw

TRLAGASBFEABICTFHNEATWVWSR LS, TVRRAVNORY NT)—9(22—T1
AACEETD_ERFETEREA,

[IP address type] (IP 7 RLADZRAT) T, ROATIa2HSBRLET,

c IPVA-TIVRRARNRYRNDT—=IAVB—TIA AL IPv4 T RLAZEIVEHTEY, 2D
A7k, BRUEIXRTOHTRY NI IPvA OF RLAERERNF HY), H—E RN IPv4
VOTIAREZZTANBZBEICOEYR—RENET,

s IPV6-IVRRAVKRZRYRND)—=DAVEZ—TIALAARIZIPV6 PRLAZE)HTET, <D
A7avik, BIRULEIRNTOYTZRY MDA IPV6 DAHDHTZY KT, H—E AN IIPv6
DOTAREZZFANDBEILOAYR—RNENET,

s FATILAZY T - IPVA T RLAEIPV6 PRLAOEEZILIY RRAVKNZY ND—04
VER—TIAAIEETES, cOFT>aviF, BRUEIRNTOHTXRY NI IPv4 &
IPv6 DI OT RL RAEEAN HY), Y—EZAN PV UIOITARNEIPV6 UIVTANOEE%
ZSHANZBEICOAYR—NENET,

[Security groups] (EF 2 UT A TIL—7)T, TVRKRAVRRY NT—=DA4R—T I 4RI
EEMTR X1 UTATIN—TZ2BRLET.,. F72IINTR, VPCOFT7A) £l
TATIN—THFEERTSIhET,

RI)—T, AVE—TIAAIVRRLANEOIXNTOVY—RAIIRTRZINTOTI >
NILERDINTOARL =23V ZFHATRIIE, FINTIORAZERLET, 77RAZH
RIDICE. DARL ZERL, RUS—ZADLET, CcOFT>3riF, ¥—EAHN VPC
IVRERAVRRID—ZHR—NLTVRBERICOKMEATERT, FHMCOVTRF, "I
RRA BRI —1 ZBRULTSEE L,

(F72a ) RTZEBMTBICE, FHLWERITZEM 2&RL, TORIOF—EEEADL
TLEEL,

[T RARA 2 hDER] ZBIRLET,

ARV RZAVEFERALTAVE—TIAAIY RRAV M EERTBICE

 create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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HEHTXY N

B EHBENTVARHTZRYRTVPCIY RRA NEER, 3. EE, FLEHIBRTZ L
ETEFERBA, L, BOEHRHBENTVARYTRYRNTVWPC IV RRA VN EFATR &R
TEXT,

ICMP

AVBR—=TIAATIY RKRAMNEping JITANIIEELEREA, KDYIZ, nc & nmap T
N RZFEATEET,

A2V2—TIA AT RKRAV N ERETS
AYB—7IAAVPC IV KRS NEERLES, TOREEEHTEST,

2BRAY

- 7RV NOEMELIFHIBR

s X IVTATIN—TZEENTS
VPCIVRARAVBNRD—ZHmETS
« 7Z2AX—KNDNS BEZEMICTD
RITDER

$7 %Y NOBME K HIK

AVB—TIAATIVRRAVRNOTRASGEVTAV=2ZEIC1D2OHTRY NEBIRTES
T, H7ZXYRNZEBMTRE, HTRXRYNIIVRERAIMNDRY ND—=D 42 Z—T T4 ANEK
Th, HTXYRDIP7RLAEBENSTSARK—KNIPT7RLAFEYHTSNET, YTXY N
ZHIBRTDE, TOLIVRARAVERNDRY ND—DA 2 BR—T I A AELHIBRENET, FHHICOWVWT
&, Tthe sectioncalled “BY7ZY NRETRATZET4—V—2" ) BBBLTLKEEV,

VY-V ZERALTHYTRY NEEETSICR

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 9,

2. FEH—232RA2T, [Endpoints] (T RARA> M) Z&8RLET,

3. AVE—TIAARIVRRAMZEERLET,

4. [Actions] (7% 3>), [Manage subnets] (17 %Y NZEE) OJEICBIRLET,
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https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

5. BEBIIDRUTTIRATEVT A=V -2 BRFLFBRBRLUET, PTRATFEVT1—V—
el Y7ZxYyRNE1DBRLET, 772N TRE, Y7XY MO IPT7 RLAEED S
IP7RLAZBIRL, IVRKRAVKRDRYNDT—DA 2R =TI —ARICEINETET, T
RRARNZRYRD—=DA 2 R—=—TI—ADQOIPT7RLAZBRTDICE, [IPT7 RLADEE]
ZBBRL, Y7 XY RNTRLAEEANS IPVA T RLAZADLET, TV RRA M HF—ER
HIPve ZHR—KNLTVBREHEEE, YTXY KNP RLRAEHBEAS IPV6 PRLAZANTSC
EETEZEY,

COVPCIVRARAVERNDIVRIRAVRZRYND)—= DAV EZ—T I—ANTTICERETSDY
TZYRNDIPT7RLAZEETDE, IVRKRAVRNODRY N4 R —T I —ANFHFHL
<BEEDHYWET, COT7OLRARICKY), YTRYNEVPC IV RRA Y NE—RRICEIHTE
nEx9,

6. [Modify subnets] (17 %Y hEZFE) Z&IRL £,

ARV RZAVEFERALTHTRY N2 EETRICE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

tF1UTFATIN—TZEENTS

AVE=—TIARATI RRAVNRBIERY RD =042 2= T4 ACEERFSATWA X2
VT4 TN—T2ZBETEET, EF1VT4TI—T VPCOVY—AHNSIY RKRAZ D
FYRND=TAVB—TILACRLTHAETNTVBR R 74V U ZFIHLET,

A2V —LZERALTEFIVTATIN—TZ2EETRICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
FTES =232 RA42T, [Endpoints] (L RARA > N) ZiBIRLET,
AVBR—TIAATY RRANEEBRLET,

[Actions]. [Manage security groups] D JIEIZEIRL £7,

BECISUT, EF1VT 10N —TZ2EBRELGERBERLET,

[Modify security groups] (¥ 31U T 1 JI—T%2EE) 2 BRLF T,

2
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
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ARV RZAVEFERALTEFIVTATIN—TZEETRICE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

VPC IV RIRAVKNRIS —ZiRETS

ALY RRAZRNRISZ—AWS O —ER ZHR—MLTWRHEEE, IV RRAMOIVR
RAVRNRID —ZmWETEXRT, IVRRAV IRV —ZEHML R, BESBHMICEBZETI
BOoHDBDBENHYNET, FHEICOVWTR, "IV RKRAVRRIS—, 2FRLTLKEE,

AV =L ZERLTIVRRABNRIVS—ZEETDICE

Amazon VPC 2V — )L (https://console.aws.amazon.com/vpc/) ZBEE £,
FTESF—2 3 RA42T, [Endpoints] (T RARA > N) ZBIRLE T,
AVB—TIAATIV RRAVNZBRLET,

[Actions] (¥ 23 3~), [Manage policy] (R > —% &) OJEICEIRLET,

[Full Access] (LT U tR) ZBRLULTH—EARANOTILT VEAZFAT SN, [Custom] (77
AL ZBRUTHAZRLRIS —%ZTRYFLETD,

6. [Save] ZERLET,

o > oD~

ARV RZA2ZFEALTIV RRA MRS —ZEETBICE

« modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

72AX—KNDNS BZBMICTD

AWS DH—EAD VPC IV RIRAVKNICKRUTTSAR—NDNS KRARBEEMICTAHZELED
BMHLET, ChiCkY, AWSSDK ZNLTIThhiEUOIARNGEE, NTVYOH—ERIY
RIRAVRNEFERATDIVIIARNNTVPC I RRANCBRENET,

T75AR—KNDNSBZMEATSIZIE, VPC O DNSFAKREZE DNS fEROMAZEMICTEIHE
FHWVET, 75A4RXR—KNDNSBEEMICLER, T7TAR—=KNIPT7RLANEHTEICEDE
TP DBEENDYVET. 7TAR—KNDNSBEEMICLEEZIZERENZ DNS L O—
RETSAR=KRTT, TOESD, T7TARXR—=KDNS BRENT VY VILERAETEH Y EH A,

VPC IV RARAVRNRIS—%REET S 57


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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A=) EERALTTTAR—RNDNS EAT> a2 LEITBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FEH—23RA42T, [Endpoints] (T RARA M) Z&RLET,

3. AVEB—TIAALIVRRAVNZERLET,
4

[Actions] (77 23 3 ), [Modify private DNS name] (7724 X— K DNS ZENZEE) O JEICERL
£7,

5. SE(ZJSLU T, [Enable for this endpoint] (CD I RRA 2 N EBERICT D) ZBIRF - (FER
RERLET,

6. H—E AN Amazon S3 NIFE, BIDATY T T[COIY RRAVNIBMICTS]) 2iBIRTS
ECMAVINDURIZVRERAVNIRUTOAKTZAX—KDNS Z2EMICTR] LB REIE
T BEDTSAX—NDNS a2 ERITREEE. [NV RIVRERSA I RNTORKTS
AR—KNDNS ZEMIZTBR]|ZA7ICLET, AmazonS3 DA U RX—T I A ALY RRA K
[CINA T Amazon S3 DT — KRV IA LT RKRA M BEL, [A2VINT RIV RRA MNTH
LTDOHRTZA4X—K DNS ZBMICTR]| ZBRTDE, ROARTY T TEEEZRIFIDEE
ICIZ—ARRENET, FMICOVWTIE, Tthe section called “7"Z 4 X— K DNS”; 258
LTLKEEL,

7. [Save changes] (BENRE) 20 VY ILET,

ANV RZA2VZFEALTTZAR—RNDNS BEOAT> IV 2EETHICE

» modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

2T NERE

AVEB—TIL AT RRAV NIRRT /T, BRILPISLEY, BBOZ-XCKUTHE
LizW) TEXRT,

AV 2ERLTRIZEETSICE

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,
2. FTES—232ARA2T, [Endpoints] (L RARA > N) ZiBIRLET,

3. AVBR—TIAARAIVRRAVNEBIRLET,

4. [Actions] (723 3>), [Manage tags] (XY NDE®E) #BIRLET,
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
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5. BMFRRT &I, [Add newtag] L WER T ZEM) Z:BRL, 8TF—ER2TEZANL
£

6. RTZEHIKRTZIZE., RTDF—ELEDOAMAIZH S [Remove] (HIBR) ZBIRL £ T,
7. [Save] ZBRLE T,

ARV RZA2VEFERAL TRV ZEETRICE

« create-tags & & U delete-tags (AWS CLI)
« New-EC2Tag # & T Remove-EC2Tag (Tools for Windows PowerShell)

AVE—=—TIAATIY RRAMNAR DT Z—NEZITES

BAIZERLT, AVE—TIA ATV RRANIBEEITIHBENDARNCETZTI—hes%
BTEXRY, HIAR. BRUIVIAN BHREREBTENELEICLEX—)ZZETEFRT,
RARY

- SNS BHIZERT S

« TOERARVI—%EBMNTS

« FoRU—ZEM

SNS BHZHEXT S

ROFEZFERAL T, BHNAD Amazon SNS REY J&4ERK L. NEYVICHTRAIS/47LE
9,

AV =L ZERLTAR—TIA ALY RRAV NOBHAZERT B ICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,
FTES—2 3 RA42 T, [Endpoints] (T RARA > N) ZiBIRLE T,
AVE—TIAATY RKRAVNEEBRLET,

[Notifications] (@%01) X 7 T, [Create notification] (BEIDIERK) ZiBIRL £7,

BH ARN T, #ERL %= SNS REY Z® Amazon )Y —AF—/A (ARN) ZBIRLE T,
AR NEBEYTRUTA4TFBICIE, [Events] (AR N ASBBIRLET,

o o bk~ w0 DN
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#ARN
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« [Connect] (#E#t) - H—EARADA>1—~NX—HFAR—TIA ALV RRAV N ZEERLEL
oo ClE, BREVIVIANZY—ERZ7ONAEZ—ICEELET,
* [Accept] (&) - H—EAT7ONAZ—HNEHRVIIANEZTFTANEL I,
- [Reject] #ER) - —ERA7ONA X —NFERVIOTANZEBLEL L,
- [Delete] (HIfR) —H—EROAV 21 —X—HFA2VEZ—TIAATY RRA NEHIBRLEL
1z
7. [BAZER] ZBRLET,

ARV RZAVEFERALTAVE—TIAAIY RRAV NOBAZERT S ICIE

« create-vpc-endpoint-connection-notification (AWS CLI)

» New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell)

TOEARIS—=ZEMTS

Amazon SNS REY JICT7 VAR —ZE ML T, FI1—F—ICRb>TEHAZRKIT AWS
PrivateLink TE3&SIZLE T, RICHIZRLET, FHFHICOVTIEE. "TAmazon SNS hEY T D
TOBAR)D —ZmETDICEESTEIVTITN?) BSBL TS EEV, aws:SourceArn
H R aws:SourceAccount JO—NIL&#HhF—Z2FAL T, BALLUERERBEICKLU TRELE
£

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
},

"StringEquals": {
"aws:SourceAccount": "account-id"

}
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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}
}
]
}

F—RU>—ZEM

E5tEhi=SNS REY UV ZFRALTVWAEES, KMS F—0 U Y —AKRZ—I(F AWS KMS API
FARL—> 3> RO HE T AWS PrivateLink =8 IC ZEBETAIHENf HYET, UTEF., F—7RD

:/—(Dﬁu_f‘j'o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}

A22—TI—ATY RKRA NZHIBRT S

FEIZE2IZVPC IV RRAV NG, BIBRIBDCENTERT, I VX—TIAAIY RRAT b

ZHIBRTRE, TOIVRRAVRNDRY RD—T A2 2—TITAAELRIRENETT,

F—RU—&EBM
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AV =)L ZERALTAUE—TIA ALY RRAV NZHIRT D ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FEH—232RA2T, [Endpoints] (T RERA M) Z&8RLET,

3. AVEB—TIAALVRRAVNZEBRLET,
4

[Actions] (7 73 3~), [Delete VPC endpoints] (VPC T RiRA > N ZHIBR) DIEICEIRL £
ER

BEERHSNIZS, delete 2V U Y ILTLKEEV,
6. [HIRR] ZBIRLET,

o

ARV RZAZVEZFERLTAR—TIAALIY RRA Y N Z2HIBRT B I

+ delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)

T—RIJIAIT RIKRAZ B

P—RJIAVPCIYVRRAVNE, VPCIZA 2V B—Y R —RIDI A% NAT TN RAELE
EBFIC, Amazon S3 & KT DynamoDB NDEREMOFVERZRHELET, F'— NI4TV
RRANE, fHORALTDVPC I RIRA > NEFRAEY) AWS PrivateLink, ZFEALEH A,

Amazon S3 & DynamoDB &, *— RN JIA IV RRA I RNEAVE—TIA AL RKRAND
MEZHR—RLTVET, 723 V0RIZOVTE, UTESBLTLSEZ L,

« AmazonS3 D VPC IV RAKRAVNDRAT
« Amazon DynamoDB @) VPC T RARA U NDRA T

e
PF—RIIAIVRRANIEMBELBE L THEATEET,
A

- BE

e —F 14T

- EFIYTA
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-s3
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-ddb
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s Amazon S3 DY —KRIJIA T RIKRA 2K
« Amazon DynamoDB Q%' — R JIA TV RAKRA U~

BE

Amazon S3 & DynamoDB (Zl&, N7V Y IOH—ERIV RRA U NELERFT—RIIAIY RAR
AVRNZBUTTIOELATEXRT, COBETIE, ChsORFEELEBRLET,

A3V KNT—RNIVIA(RBATTIELATD

RORIE, A VARVANNT VY OB —ERAIY RARA 2 M%ZBELU T Amazon S3 8 KT
DynamoDB IC7 VAT B AZEERLTVWET, NTVYIHTIXYRNDAV ARV AL S
Amazon S3 £7z(& DynamoDB AND KT 7 1Y Ik, VPC DI=HICA 2 RX—FRY NTF—KD I A
WCIL—F10&h, TORICH—ERIZIL—TFT12009EhET, ExL, T/ R— NFTXY
NCREAVER—FKY RNTF—RIDIANDIL—KHFBVESD, TTAR—KNFTZYRNDAI AR
Al Amazon S3 ¥ DynamoDB ICR T 7 41 Y UV ZEEFETE R A, T7TAR—KNFTRYNDA >
AR AN Amazon S3 £zl DynamoDB ICN T 7 41 Y VB EEFETEDRSICTBICE. NTUY
IHTZY NMCNAT FINARZEBML, T75AR—RNFTRYRDORZT 1Y % NAT FNA4 A
CIL—F A TTBHBENHET, Amazon S3 £/lE DynamoDB ND KT T 4 Y I KA1 R —
ZYRNF—RIIA ZBBITIHE. AWSEXYRND—IUHLhSHRIEEHYEEA,

F Reqgion

fay (-1 ]

B Fublic subnet
I n)
D—’C\ 5]

Private subnet

T—RIIAIVRKRARNERATTOEATS
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RORE, A VARVANT—RDIAITY RKRA2 NZ2BLU T Amazon S3 & & T DynamoDB (2
TOEATBDFEZRLTVET, VPC A5 Amazon S3 £7zlk DynamoDB ANDKZ 7 1 v U &,
F—RIIAIVRRANILN—TFTa2T0EnFET, EHTZXYRNIL—rT=TILICE, Y—ERA
NDTLT7AVvIRAVARNEFEALT, Y—ERABTORSTAYIET—RNIIALAITY RKRAVNIC
EEITBDIN—IIBETT, FMHICOWTEE., "Amazon VPC 1—H—HA Ry ® TAWSY Z—2
RZLZAVOAVANOEH ZZRLTLEE L,

@) 18]
&

uly
9

IN—FT 14>

P—RIIAIVRRAVNEERTDEER, BUCITRDHTRY RO VPCIIL—hT—TI)L%E
RUET, ROIL—KME, BRUEZEL-NT—T7LICEBNICEBNEIET, RELRF FAET
B2Y—ERADTLT7AYIAVANAWS THY, X—TY NET—RIIAIV RKRAUKNTY,

TATAR—>32 2—=7Y b
prefix_list_id gateway_endpoint_id
ZEREIH

s L=hFT—=TNICEBMENLELIY RRANL—NEBRBTEXITN, BEXLGHIBRTEXE
Ao TVRRAVKNIL—REIL—RT—=TIICEBNTRICE, ThES—RIISAIV RRIV B
CBERHET. L—hNT—TLET—RIVIAIY RRAY NOBEER T Z#EBRTEH. T—b
DIAIY RRANZHIBRTDE, I RRAY NL—RAHIBRE KT,

A=F4>75 64


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
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s F—RIIALIV RRANIBEEFFSNEIL—bTFT—TIIICEERHFSNEYTZY ROTAX
TDA VARV AR, =N IIAIV RRA VN EFERALTH—EARICTI9E2ALET, <5
DIL—RTF—=TILICBEEFTSATVWEVWVTTRXRY NADAS VAR A, —RIJIAIY RAR
AN TRBEINTVY OB —ERAIRRA O NEFERALET,

e L=—hT—=TIIZIE, Amazon S3ANDI> RARA > ~)L—hk & DynamoDB AN I RRA >~
I—PROHEFZEDDENTEEXT, AU —E R (Amazon S3 F /=& DynamoDB) ND I >
RRARNIL—REEBOIIL—RT—TILICEDDENTEET, 1 2DIL—KF—TILICEAL
H—E A (Amazon S3 £ /=& DynamoDB) NOBHO I RRA >V MIL—KNZHFODERFTESR
ﬁ/./o

« B, N7V IE—BIBZREEENEBIL—NEFEALT, N7V 9 ZIL—FT12TF
PHEERELET (BRRIL71YIA—H) IVRRANIL—NOBHZIL—NT—T LD
B, CNRRXODZEZERLET,

c IRNTDAVER—FXYRNRT T4V (00000 A E2—FXY NSF—RIIAIZEETS
IL—KDFH3HE, BEND—23 2 OH—E R (Amazon S3 E =& DynamoDB) 8T D k>
TAVIOTIVRRAVNIL—RHFBEENET, BIOBWTORNT T4V IR, 120F—FY
RT—KRJIAAWS O —ER ZFEALET,

c TL74YOAVARNGI—=2aVICEBTHSEH, Hlo)—23 >0 —E XA (Amazon S3
F/2(d DynamoDB) BTCDKRZ 74 Y VA VB —FXY NTF—KRIJIAICEFBENET,

- ALV—23 2 ICH—EXR (Amazon S3 £7=(& DynamoDB) O IEME S IP 7 RL REHEEEET
PIL—RMFBBHBEE. TOIL—RDIIURERAUBNIL—RNEKYEBERENET,

tF21UT4

AVDABVANT—RIIAITY RIRA 2 hZSH LT Amazon S3 £/=(d DynamoDB IZ7 VAT
PHE AVAZRVARNT VYOI RRAVNEFRALTY—ERICTIVE2ALET, 2hs
DAVAZRADEF I VTATI)IN—T&, Y —ERAEOBORNZ 714V UV ZFUITRILENHY)
9. LT, POMNIVRIL=ILOFITT, Y—EADTLT7AYIAJANDID ZZRLE
ED

TATAZR—>3> ZON3dl R— NEE

prefix_list_id TCP 443

CNESDAVARVADHTRY MIBITBRYRNIT—T ACLTE, H—EREDOBDORNT 714 v
VEFATHDHENHYVET. UTE., FONNDURIL=ILOBITT, ZY NIT—2 ACLIIL—)
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TTLT7AYVIARVARNESRBIBDERTELRRAN, T7LT7AYIRAVARNDSH—EAD IP
T RLAHHEEEBFTEEXRT,

TATAR—>32 ZOK3)L R— &
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

Amazon SS D' —RNIJIAIT RKRA B

P—KRIJIAVPCIVRIKRANZFEALT, VPCHS Amazon S IC T IV EATEET, ¥ —
ROIATIVRKRANEERLES, TOIRKRAVNEIIL—RNTF—TIRAOEZ—TYRNEL
T. VPC A5 Amazon S3 ICEEETNB NS 74y VRICEBIMTEET,

T—RIIAIVRRANEEMBEELTEATERY,

Amazon S3 &, FY—RNIJIA IV RRAVNEAVER—TIA ALY RRA 2 NOEEZEHR—
RULTWET, Y—NIIAIVRRANZEFERALT, VPCADA 2V Z—FY RF—RJT A%
NAT FNA RAEVEBELEET, VPCHS Amazon S ICT VAR TRENTEET, L, ¥'—
RIJIAIVRRANE, AOTLIZARY ND—=D, 0O AWS D=2 3> OETERELE
VPCs, @GNS YRNTF—RIITADSOTIVERAZFALERA, COXRSBIFUAT
&, BIMBEETHNRTERAVR—TIA AL RRAVNEFERTIHENHYET, FHEMICOL
Tk, "Amazon S3 1—H—HA R, ® "Amazon S3 ICHFB VPC IV RERA I NDRAT ) &
SRLTLSEEY,

A

af o}

BEE

« 724~X—h DNS

c =RV IATIRRANZHERTS

c NTYRRUS—ZFALTIT IV EAZHBETS
c LI=bT—TIILEEERTS

« VPCIVRARAVRRIUS—ZHEETS

« F—RVIAT RARANZEHIBRT S
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ZREHE

« F—RIJIAIVRRAVRNE, ThEERLEV—23TORMATERT, 4T S3INTY
RERALU—Y 3V —RIIAIY REAY REERL T EE L,

« Amazon DNS H—/N\—ZFERAL TW3HEEIE. VPC O DNS RAKBZ E DNS RO AEZBIMIC
ITRIVENHYET, WMEODNS H—N—ZFEHAL TVWBEEIFE. AmazonS3SANOU I T AN
AAWSIZE > THEBENTVS IP7RLAICELLKEBREND CEZERLTLSEETL,

e F—RNIDIATIVRIKRANZELUT AMazon S3ICT7 IV EATBDAAEZADEFI) T4
TJIN—=7"DI—=)IE. AmazonS3 EDBD R 71 Y UV %HFATIMLENHV)ET, Amazon S3
DTLTAYVIOAVANIDE, EF21VF4TIN—TI—ITSRBTEET,

« F—RIJIAIVRRANEBLUT AMazon S3ICT7 I EATBDA VAR ADYTZY RO
XY RNID—UACLIE, AmazonS3 EDBDKRZ 74 Y UV ZFATIHEN HYWET., XY ND—
OACLIL=ILTTLT7AYDORIARNESRIBD_ERFTEFERLAN, AmazonS3 D IP 7 RL
AEEIE Amazon S3 DT LT AV IR ARNDASEEBTEET,

« SSNTYRMANDTIEAAWS O —ER Z2HEETSD ZFALTVRIHAESHZRIBLET,
BIRE, T—EANOTT77AINEZECNTY MOT I LAZHEETRHEER. RTAN—F
ERI-2JIVNZECCAVAZRVALEDVO—RIZDVENHIEENHBYNET, TOHE
k. IVRRAZBRRUS—T, AWS DY —ER £/=lF Y —AAN s3:GetObjectF7 o3>
ZEALTCNSONTYNIT IO RATRIEZFHFAILTVWDR L Z2HBRABLET,

« VPCIVRARANEBEIBTSD Amazon S3AND I IITARNTR, PFAFTA4T 4R
S—BRENTY RRUS—T aws:Sourcelp ZHEFEAITHLFTEEEA, KDYIC
aws:VpcSourcelp £ EFEAL TKEE W, IL—hT—7 I EFEHL T, VPCIY RKRAV K
NS5 Amazon S3IC TV EATEB EC2A VARV AZHHT D EETEET,

c F—=RIDIAIVRKRAVNE, IPVARTTAYIDHEYR—NLET,

« Amazon S3 IC& 2 TEEE D, FEEZ T DHTXYRNDAVAZVANSDY—AIPVAT
RLAK, NTUY DO IPv4TRLADSVPC DT TZAR—KNIPv4A T RLAICEEENET, T
YRERAVNERY RNDO—=U)—hEYYVEZ, BLVTWS TCP ERZTHLET, NTUY D
IPvda 7 RLAZBEAL U OEKEBRAENELA, IV RRANOERELFEER, E
ERRAIVNRITHATHREVEZILTSLEZHHOLET, L&, BROBERIC, VT RNTI
ThH Amazon S3 ICHEBNICBERTEDCLEETANTZELES>SBHOLET,

c IVRKRAVNOESEE, VPCHSERTDERTEEEA, VPNER., VPCET U JHE

. NSUZYRNT—RNTIA, £F VPC A®D AWS Direct Connect D R EIICH S )
V=AW, Y—MNIIA IV RARA N EFERAL T Amazon S3 L BETHCERETEEHA,
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« FTHOUKNCZRE, V=232&izY) 20 OT—RIIAIV RERAVRNOTFT AT 3 =K
H'), FAEAETT., o, VPCHEVWDT—RITIAITY RARAT MOEIF 255 ICHIRENT
WET,

724 ~X— K~ DNS

Amazon S3 DT —KRIJIA IV RRA I NEAVE—TIA AT RRAVNOWMBZHEKT B &
EIZ, 774X—HFDNS ZRELTCIOANEZRENLTEET,

Route 53 Resolver

Amazon l&. TRoute 53 Resolvery EFEEN 2 VPC D DNS H—/N\—%#E#H L TLWE T, Route
53 Resolver l&, 772 AR—KRKARNY—=2OO—HAIVPC RXAZBELI—REZBEBWICHE
RUET, L. VPC OAEBH S Route 53 Resolver 2R T2 & TEEHB A, Route 53
(&, VPC ®4H S Route 53 Resolver ZEATE S XS, Resolver T R7R4 > ~ & Resolver
L= ZRELET, 1/NJ> RResolver T RARA > NE, DNSOVIVZFAVTLIAXRY K
T —72 H 5 Route 53 Resolver ICEziEL ET ., 7 K/N U2 R Resolver T KR4 > &, Route
53 Resolver S DNS VT URF VT LIZAZRY ND—JICEELE T,

Amazon S3 DAV RA—TIA ATV RKRA U NEA2)ND R Resolver T RRA NZDOHT
SAR—KNDNS ZFEATDILDICHRETDE, 1/VJ> R Resolver T RiIRA > MAFERE
NET, 1/NJ2 RResolver L RIRA >V NE, 27T LI AN S D Amazon S3 A DNS U
TVEAVE—TIA AT RRAVRNDTTAR—=KNIPFTRLAIZEBRLET, £/, Route
53 Resolver ® ALIAS L J— R% Amazon S3 D/NT U Y URARY—2IZEML T, VPCHASD
DNS T UA Amazon S3 /N7 VY U IP P RLAILEREN, NTTAVINF—RIDITAITY
RRANCIL—FT120ENBDELS5ICLET,

7’24 ~X—K DNS

Amazon S3 DAV BZ—TIA AT RKRA DV NIWETZA4R—KDNS Z5%EL, 12 /NTVRD

Resolver T RIRAV NCODHTTARX—KDNS 2RELBEWVES, AT LIARZYND—D L
VPCOEBFASDIIIANE, A1 VFZ—TITAALRKRANZEAL T Amazon S3IZT7 ¥

TALET, TOLH, EMBREELTT—NITIA IV RRAMNE2ERTHIZRDYIC, VPC H

SORNTZTAVIICEAVE—TIA ALV RRAVNEZFERAITZD-OREN RELET,
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On-premises

data center

Gateway endpoint
D\ L 53 bucket
i) /

i 29

VPN connection Interface endpoint

A4>INJ> RResolver T RIRA> NERAD7Z4~X—KN DNS

A4>2VINJ> RD Resolver T RRA 2V RNDKIZTSAX—KNDNS 2RETDHEE. AT LZA
ZYRD—=IODSOVITANGAVE—TIAAI RRA NEFERLT Amazon S3 ICT7 V1
AL, VPCHSOUIIARNIS —RNIIAIT RRALANEFEHL T Amazon S3 IC 7 VAL
F9, TOLEH, Y'—RIIA IV RRAVNEFEATEBRVRNRT T4V IICORAE—TIARA
IVRRAMNOEARZEZILSOT, JANERELTEET,

On-premises Region

data center

Private subnet @H\
Gateway endpoint >@
53 bucket

(]
™ /
& ~@)

VPN connection Interface endpoint

754 ~X—N DNS OFERE

Amazon S3 DA VR —TIA ALY RRA U NDTZ5 A4 XK—N DNS &, EREFELIFEREZICE
ETEET, FHMICOVTIE. Tthe section called “VPC T R7RA > N DER" PERHICERE)
FzlE Tthe section called “7’Z A X—K DNS BZEMICT D" (ERRICEE) ZSRLU TS
(A1
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T—RIIAIY RRAD NEERT D

ROFIEZFEHAL T, Amazon S3 ICEHKETH T —NIIA I RRA N EERLE T,
AV —=)La2ERALTY—RNIIAI RRA N EERTSICIE

1.  Amazon VPC 12Y — )L ® https://console.aws.amazon.com/vpc/ W T & L\,
2. FEH—23RA42T, [Endpoints] (T RARA M) Z&RLET,

3. [TVRARANDOER] ZERLET,

4. [Service category] (M—EABDTIV) T, AWS ODH—E R ZBIRL E T,

5

[H—ER] T, B4 71=[7—RJITA)1T714)IRJ>T L, comamazonaws.region.s3 %
BIRLET,

[VPC] T, IV RKRANZERTBED VPC ZRIRLFT,

7. [Routetables] JL—hT—7 )T, IVRRANTHERATZIIL—NTF—TILEBIRLET,
H—EABTORSTAVIEBIVRRAVRNDRY ND—IDA 2V BZ—TIAAICRANTD
=K BEBNICEMENET,

8. [Policy] (7R < —) T [Full access] (7T OV tR) ZEIRL T, IXTOVY—-RIZHTBHITAN
TOTIINIICEB VPC I RARA YV MBHOIXTOARL =23V ZFILET,
FTNUADIZE . [Custom] (HARL) ZBIRL T, VPC IV RRAMERTU Y —RAICH
LTT 023 FRTIBREDICTICIONINEOHFAZ2HMETS VPC I RAKRA MR
=" TRYFLET,

9. (A7 Tav)xTzEMTBICE. FHLLWERITZEM ZBRL, TOXTOFXF—ELEZAAL
TL<EEL,

10. [T RAKRA > NOEK] ZBIRLET,

o

ARV RZA2VEZFERALTT—NIIAIV RRAV N ZERTDICE

« create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

NTY RRUS—ZERLTT7 7 EAZHBETS

NTY RRUS—ZEALT, HEDIV RRA M, VPCs, IPT7 RLAEH, LT SN
TYMNDTIELAZFHTERT AWS 7HIV he ThEDHITR, I—AT—RAICBEBT D
tAZFHATEIRIZ—AT MM HBBEZRRBELTVERT,
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Example fl: END I RRA MO T IO ELAEZFHRETS

aws:sourceVpce ZHF—ZFEAL T, BEDIY RIRA MO T I ARAEFIRTZ/NT Y KR
—BERTEET, RORVI—F, BEEThETS—RNIJIA IV RRA NN EREhEEE%:
BRE, BEShET I3 VTOEENTY NMAOTUVEARAEEBLET, CORII—F, BEE
NETF7 <32 T0O AWS Management ConsoleZ /M U IBENT Y NMAOTIVEREZ7OY VT3
CEICEEBELTLSEETL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example fl: 4 E®D VPC \NOT7 VA% 4R T3

aws:sourceVpc ZEF—ZFAL T, BED VPCADT IV EAZFIRTZINT Y RAKRU—% 4k
RTEET, chik, AU VPC TEEOIV RRAVNEREZATHIEEICEFNTT, XD
RUD—F, VIIARMBEENLEVPCHSOENTHZIHEERE, BEEEhETV>3aY
TORENTY MOT IV EAZREBTLET, CORVI—E, BEESHETI 32 TOHOAWS
Management ConsoleZ T U IBENT Y NMADOT IV ERAZ7TOY VTR EITEBRL T EE L,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",

Amazon S3 ICBFB I RKRA U~ 71


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpce
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc

Amazon Virtual Private Cloud AWS PrivateLink

"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"

Example #: FED IP 7 RL AEEANOT VA ZHIR TS

aws:VpcSourcelp ZHF—2HFAL T, BED IP PRLABEBEANOT IV EAZFRTZRI S —
ZERTEERT. XRORVI—F, VIOITARNNFEEENLZIPTRLANSOENDTHSDBEEZR
B, BEENLETIOAVTOEENTY MOTIUVEAZEBLET, CORUI—E, EEEh
=T 023> T0HO AWS Management ConsoleZ T L Z38ENT Y RADT OV EAZT7OYIVT3C
EWFEBELTLSEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}
]
}
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Example f5l: %D ONTY NAOT UV AZFIRTSD AWS THU b

s3:ResourceAccount ZH#F—ZFERAL T, BEDAWS THIUKN O SINTY NAODT VA
BHEIRTDR)—ZERTEET, KORVI—F, BETEAEAWS 7HI U MZIK2TS3IN
TYRIABEENTVRESERE, BEENWET O3 2TOSINTY MOTIVEAZERL
x99,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal”: "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}

LW—=hT—7 L ZEENTS

JF—RIIAIVRRAVNIEERFSNTVRIL— R T—TILZEETEELET, L—rT—T
ZHEMNTRE, Y—ERARTORNTTAYIZIVRRAVNDRY RND—DA42 =T TA4AIC
RAVKRNTRIL—RAFBEBWICEMENE T, L-rT—7IIOBERTEHERTDE, T2 RKRA
YRNL=KREIL—RT=TIASBBNICHIBRENET,

OV L EZEALTIL—RT—7 I Z2BEENFITZICE

1. Amazon VPC 12Y — )L ® https://console.aws.amazon.com/vpc/ W T & L\,
2. FTES—23URA2T, [Endpoints] (L RARA >N Z&BIRLET,

3. T—KNIVIAIVRRANEERTS

4. [Actions], [Manage route tables] D JEIZEIRL £7,

5. BEIZBUT, L—hTF—7 I ZBIRFI-ZFBRFBRLET,

Amazon S3 ICBFB I RKRA U~ 73


https://console.aws.amazon.com/vpc/
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6. [Modify route tables] JL— R FT—7I)LEZEE) ZBIRLE T,

ANV R4V EZFERALTIL—bT—T L ZBER TS ICE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

VPCIVRIRAVKRR)S—%RETS

JF—=—RNIDIAIVRRANODI RIRANKRUSD—%HEEL T, VPC A5 Amazon S3 NN L
VRRAVNBHOT VA ZFHHTEET, TV RRAVNRU—2FHLEER, TEAERIC
RAETEHANNBBENSYET. FTALNRUS—TR, TLTFIEREHTLET. #4
C2WTE., TITRAKRABNRD—, ZSHBLTLSEETL,

A2V =L Z2ERALTIVRRANRUD —ZEETBICE

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS EE L\,
2. FTES—23URA2T, [Endpoints] (L RAKRA > ) ZBIRLET,

3. F—RIVIAIVRRANZERTS

4. [Actions] (723 3>), [Manage policy] (R —%EE) OJEIZIEIRLET,

5

[Full Access] (7T O tR) ZBIRL TH—EAANDTZILT VL AZFRAT S A, [Custom] (H
ARL) ZBRUTHAZLRIS —ZTRYFLETD,

6. [REF] ZBRLET,

Amazon S3 ICT7 VAT RO DOI RKRAVNORI—OBIFRDESY) TH,
Example fl: HEDNT Y RADT VA HIRT S

BEDSINTY MOTIEAZHERIZRIS—ZERXTEXRT, Chik, VPCAWS OH—E
ARCSINTY NE2FERTIHD FHBIBEICERTT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
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"Principal": "*",

"Action": [

"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

]

}
]
}

Example l: ZFZE®D IAM O—ILADOT 7 EAZHIR TS

BEDIAMO—IANOTILAZHRITSZIR)—ZERXTEEXT, aws:PrincipalArn ZFH
LTV NIIANDT O EAZHTTEIHLEN HYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example fl: O T HIO MO I1—HY—ANOT7 IV A%ZHRTS

BEDTAIMAOT I EAZHRIZIR)S —ZEKTERT,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

T—RIIAITY RRAD NZHIBRT S

FEICBA2LET—RIIAIVRRAVNE, BIRTDCENTERT, F'—NIITAIVRKRAD
NzHIBRT2E, IV RRAVNIL—MFYTRY NL—RT—T LA SHIBREhET,

T7ZAR—NDNS ABMICB 2 2BE. T—hIIAIVRRANEZHIBRT DR TERY

Ao

AV =L EERLTT—NIIAIY RRAY N ZHIBRT DI

1.

2
3.
4

o

Amazon VPC 2V —)L @ https://console.aws.amazon.com/vpc/ ZFWVW T EE L\,
FTES—2 3 RA2T, [Endpoints] (T RARA > N) ZiBIRLE T,
TJ—KRIJIA I RRANEERTS

[Actions] (7 23 32), [Delete VPC endpoints] (VPC I RRA > N & HIBR) OIEIZEIRL £
E

BFEEROSNIZS, delete 2V )Y ILTLKEE,
[HIBR] Z:BIRL £ 9

ARV RZA2VZFERLTT—NIIAIY RRA2 N ZHIBRT DI

+ delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)
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Amazon DynamoDB O — NI AT RKRA 2~

JF—KRDOIA4VPCIVRKRANEEAL T, VPC A5 Amazon DynamoDB IC 7 VA TEE
To '—NIIAIVRRAVNEBERLES, TOIYRRANEIL—FT—=TILRHAODR—45"Y
N& LT, VPC A5 DynamoDB ICEEE D NS 74 Y VRAICEBMNTEE T,

T—RIIAIVRRAVNEEMBEEL TEATEXT,

DynamoDB &, #—RNJIA IV RRA IV NEAVE—TIA AT RRANOEBFZ Y R—
RLTWET, Y—NIIAIVRRAMZFEALT, VPCADA 2V EZ—RY RF—RTIT A%
NAT FNA RAEBEEHE T, VPC HS DynamoDB ICF IV EATRENTEXRT, L, U'—
ROIATIVRERAVNE, AVTLIAFRY NT—0, 10 AWS U—2 3> OETHERE iz
VPCs, EFIBERZUZYRNTF—RNIVIADSOT IO ERAZFALEEA, COKSBIFTUAT
. EMRETHATERAVER—TIA ATV RRAVNEFRAITIZENHYET, FMAICOV
T, TAmazon DynamoDB 7RO Y /N—H 4 K1 ® "Amazon DynamoDB T{EA & 15 Amazon
VPCIVRKRAVDDEAT ) Z5RLTLEE L,

nE

- EREE

c F—hIVIAIVRKRAV N EERTS

s IAMARYS—ZFEALTIT I EAZFIHEITS
c L—bhT—T N ZBEENTS

« VPCIVRKRAV KRR —%iRETS

c T—hIVIAIVRRLA NZHIRT S

ZREHE

c F—RNRDIAIVRRAVNE, TNZERLE) D3I TOXRMBEHRTEERT, &7
DynamoDB 7—7 )L EBU U =23 IS —RNIDIA I RERA M EERLTLSEED,

« Amazon DNS H—N"N—%ZFEHAL TLVW3HEIE. VPC ® DNS7RAKHFZ & DNS ROMEZEBMIZ
THRIMBENFHYET, MBEDODNS H—N—ZFAL TLVWBE S, DynamoDB ANDOJ I T A K
AAWSICE > THIFENTVWBIP7RLAICELLKBREND CEZERLTLSEZL,

c F—RIDIAIYRRANEBUT DynamoDB IC7 VAT B A VAR AOEF 1T 4
TIN—7"0)—)Li&., DynamoDB EDEDKRZ 7 14 Y UV ZFATBDHENH ') £, DynamoDB
NDT7LTAVOARAVARIDR, EX21VF14TIIL—TI—ILTSRTEET,
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« F—RIJIAIVRERARNZE LT DynamoDB IC TV ERT B A VARV ADHTZRY KD
XY RNDJ—2 ACL I&. DynamoDB EDED KT 7 4V VZFATEIHLEN HVET, XY NI —
OACLIL=INTTL7A4VYIORVARNEZSRID_EFTELRLEAN, DynamoDB O IP 7 RL
A& & DynamoDB O 7' L 741 Y DAV ARDSEISTE R,

« AWS CloudTrail Zff L T DynamoDB ARL —>3a>&#0OJICEBETHHEE. OJ 77 1)IC
&, H—ERAO>21—~X—VPCHDEC2A VARV ADTZAR—KNIPFPRLAE, TR
RAVKRENLULTRITENBVITIARNDT—RNIIAIVRRARNDIDAEENET,

c F—=RIIAIVRRAVNE, IPVARTTAYIDHREYR—RLET,

c HEEZIDHTRYNDAVARVADNSDY—AIPvA T RLAK, NTUY T IPv4 T R
LANS VPC DT FAR—=KNIPV4T7RLAICEEENES, TV RRANERY RD—D
IL—hZFYEZ, BLUTVS TCP ERZIMLET, NTUY U IPv4a T RLAZERAL N
AOEREBREEAERA, Y'—KNIIA IV RRAVNOERELGEER. EELHZAIN
KTPFTHRVEEBILTOI L ZHEHOLET, L., BENMUMENEEZESICVYTIRNIITH
DynamoDB ([C BB ICBEMR TED CEEERTIEDICTAMNLTLLEETY,

e TVRIRANDEHEEZ, VPCHSERTDCEFTEEEA, VPN EHK. VPCET U T
. NRSODYRNT—RIIA, £/IF VPC A®DO AWS Direct Connect ##: D R BIICH S 1)
V=R, '—RMIIA I RRANZFERAL T DynamoDB £ BET B L FTEFERLE A

c FHAOUKNCZR, V=232>&i2Y) 20 OT—RIIAIV RERARNDTFT AT #—2H
H'), ARAUAETT, e, VPCHEVWDT—RITITATY RARA2 MOEIF 255 ICHIRENT
WEd,

F—KRIDIATI RRA NEERTS
ROFIEZERAL T, DynamoDB IC#E## T2 — NI IA T RERA 2 N EHERLET,
V=) &2ERALTY—RNIIA I RRANEERTDICE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW TS IZZ LY,
2. FTEY—23URA2T, [Endpoints] (L RARA>KN) ZBIRLET,

3. [TVRARANDOER] ZERLET,

4. [Service category] (H—EAHD7TI)) T, AWS OH—E X Z&IRLE T,

5

[H—ER]| T, [ZA1=[T—RIDIA1TTANEIY
L. com.amazonaws.region.dynamodb ZiZRL £7,

6. [VPC] T, IV RARIVNEERTH%ED VPC £-IRLET,
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7. [Routetables] JL—h7T—7)N) T, TV RRANTHEATIIL—NT—TILEBIRLET,
H—EABTORSTAVIEIVRRAVRNDRY ND—IOA4 2 BZ—TIAAIZRARNTD
IL—RKABEHNICEMNENET,

8. [Policy] (R < —) T [Full access] (7T OV tR) ZEIRL T, IXTOVY—-RIZHTBHITAN
TOTIVINIICRD VPC I RRAY MERHOINTOARL—2 3 Z2FALET,
TNUADIZEF. [Custom] (WARL) ZBIRL T, VPC IV RRAMERTU Y —RAICH
LTT7 023 FRTIBEDICTIUCININEOHFAZFHMETS VPC I RAKRA MR
S—BETRYFLET,

9. (A72aL)RITZEMTAICE. FHLLVWAITZEM ZEIRL, TORITOF—ELEZANL
TLEEL,

10. [T RARA > FOER] ZRIRLE T,

ANV RZA2ZFEALTT NI IAI RRAV N EERTBICE

+ create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell)

IAMRD) S —%FERALTT7 oA Z&fHT2

IAM RS —ZERL T, BEDVPC I RKRA> hEFEHAL T DynamoDB T—7ILICT 9 A
TEBDIAMZTUINILZHETEERT,

Example fl: DI RRA MO T IO LRAEFHIERTS

aws:sourceVpce ZHF—ZFEAL T, BEDVPC IV RRAIMOT IR ZHIRT DR
—BRERTEXRT, XORVD—F, BEENEVPC I RRAMEAESATVEWERY,
THDo2 KD DynamoDB T—7IADT IV EAZEBLET., COPITIR, I—ART—AICHEXE
TOLAZFATEIRI—AT—KRMA N HBDERBBELTVET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",

DynamoDB M I RAKRA > K 79


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpce

Amazon Virtual Private Cloud AWS PrivateLink

"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"

}

Example fl: %D IAMO—IILASOTFT VL AZFA TS

BEOIAMO-ILZEALTT7 I ERAZHFATEIRIS—ZERTERT, RORVI—F, BE
T IAMO-)LIERTRT IO EAEZFELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/role_name"
}
}
}
]
}

Example fl: DT HI MDA SOT O EA%ZHFATS

BEDTAIVRESOT I EAOHEHATEIRIS—ZERTELRT, RORV—TR, EBE
ENETADROI—Y—ICRTRIT IO EAEZNFELET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-access-from-account",
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"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

LW—hT—7 N ZEEMF TS

TF—RIIAIVRRAVNIEERTSNATWRIL— R T—TIINEEETEET, L—hT—7)
ZEEMNTRE, Y—ERBTORNTTAYIZIVRRAVNDRY RD—0A420R2—T T/ AIC
RAVKNTBRIL—MAFEBRICEMENET, L-rT—TIOBEERTEHERTDE, T2 RRA

YRML—=REIL—RT—=T LS BBNICHIRENET,

VY= LZERALTIL—rT—TIZ2BENS TR

FTES—2 3 RA42T, [Endpoints] (T RARA > N) ZiBIRLE T,
T—RNIDIAIYVRRA NEEIRT S

[Actions]. [Manage route tables] D JEIZEIRL £,

MREIZISUT, =" TF—7 N Z2BRFLFBRERLE T,

[Modify route tables] JL— R TF—7 L& ZEE) #BRLE T,

2 o

OXY RS> =2ERALTIL—MT—7 L 2EERITBICE

» modify-vpc-endpoint (AWS CLI)
+ Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

VPC IV RRARNRIS —%iRETS

Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,

T—RIDIAIVRERAZNODIV RRANRIS—Z{HEEL T, VPC A S DynamoDB ND T
RRANBHOT IV AZFETEET, TV RRANRUI—ZEHLLE, BEFEWCK
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BDETICBOAIDZDBENHYVET. T7FINRNRII—TR, ZITIOEAZHALET., FMC
2VWTR, TIVRAABRRIS—, ZZRLTLKEE L,

AV =)L EERALTIVRRARNRIUS—Z2ZETHICE

1. Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
2. FEH—23rARA2T, [Endpoints] (L RARA M) Z&RLET,

3. T—KNIIAIVRRANEERTS

4. [Actions] (7 2% 3>), [Manage policy] ((RU>—&EE) DJEICIEIRL £,

5

[Full Access] (ZILT7 UV tR) ZBIRLTH—ERANOTILT VA ZFRATSH, [Custom] (77
AZL) ZBBIRUTHARARALRIS—BTRYFLET,

6. [REF ZEBRLZET.

ARV RZA2VEFERALTT—RNIIAIVRRAV N ZEETDICE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

DynamoDB IC7 VAT B LEODIY RRA 2 MORIZ—OHIFRDOESY) TT,
Example f5l: 5t BV ERAT7 VL AZFFATS

TOEREZRHBMUBERT IV EAICHRIZDRIS —2ERTEET, XORID—
&, DynamoDB T—7 )\ 2 —EXR RSB XUEHAIT I EH0HFTERFELET,

{
"Statement": [
{
"Sid": "ReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"
1,
"Resource": "*"
}
]
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}

Example ffl: #EDT—7TILADOT VA0 FIR

HED DynamoDB T—7NADT V2 RAZFIRT BRI —ZERTEET. RORUZ—F, &
EE Nz DynamoDB F—7IADT IV ERAEZHFALET,

{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

T—RIIAITY RRAD NZHIBRT S

FREIEB2IET—RNIIATIY RRANE, BIRSDENTERT, Y—RNIITAIT RRA>
NzHIBRTDE, IV RRAYMIL—MHFYTRY NL—RT—T LA SHIKREhET,

AV =) Z2FERALTT—RNIIAI RIRA NEHIRT DI

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L,

2. FTES—23URA2T, [Endpoints] (L RARA > KN) ZBIRLET,

3. T—PMNIIAIVRRAVNZEBIRTSD

4. [Actions] (7% 3>), [Delete VPC endpoints] (VPC T RRA > M & HIER) OIEIZERL F
T,

BEREROSNIES, delete ZV U Y I LTLKEE,

6. [HIBR] ZBIRLET,

o

DynamoDB M I RAKRA > K 83


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

ARV RZA2VEFERALTT—RNIIAIY RRAY NZHIBRT D ICE

» delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell)
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BHT SaaS ®mICT7 VAT S AWS PrivateLink

ZEMAT S E AWS PrivateLink, B2 ® VPC TETENTWVWBRIHADELSIC, SaaSERICT A
R—=NIZCTOEATEZEXT,

P

- BE

c AVR—TJIAALTY RKRA NOERK

BEE

AWS PrivateLink ZBLU T, Z#¥8B| L SaaS & mzZRE, BA, 7OED3IZ>JTEXT AWS
Marketplace, F#ICOWVWTIE, TZFEALTSaaS 77 VT —> 3B EN DT TAR—=KNIZT
7t A9 3 AWS PrivateLinky ZZBL TL<EE L,

F/h. AWS /N\—RKF— AWS PrivateLink 'S5 8L = SaaSHEmERODF3 &£ TEET,
HMICDOVWTIEE., TAWS PrivateLink /N\— 7+ —1 #BLTLEE W,

ROEIE, VPCIVRRAMNEFEAL T SaaS #RICERITZHHEZERLTVET, Y—ERT
ONAA—R@GIY RRA N G—ERAZERL, BEEFRICI RRA N F—EANDOT VA
ERELET, H—ERAI>>1—<Y—¢LT, VPCAD 1 D2REDHTRY REIV RRAU KN
H—EABOERERITEIA 2 RX—TIAAVPC I RRA NZERLET,
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Reqgion

YPC endpoint Metwork Load
Balancer

A22—TIAATY RIRA2 NDERK

ROFIEEEAL T, SaaS BRICEHKTEAVX—7 T4 AVPC IV KRS NEERLET,
B4

Y—EREHTRITATLET,
N—RF—H—ERADA Y R—TTA ALY KRSV NEERT DR

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FEZ—23RA2T, [Endpoints] (T RERA > N) Z&8RLET,

3. [TVRARANDOER] ZERLET,

4, H—EREEAL LBEE AWS Marketplace, XDEEZITVET,

a. Type T, AWS Marketplace H—ERXAZERL £ 7,
b. H—EAZERLZET,
5. AWS Service Ready EETH—ERZHTRAUVTA4 7 LIEBER. ROBEZITVET,

a. Type T, PrivateLink Ready N\—hF—H—ERZBRL XY,
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b. H—EADEHZANL, T—EAOKRIEZBRLET,

6. [VPC]| T, BRIZT7IEATSVPC Z&EIRLET,

7. Y7XRYNT, IVRRAVNRYRND—DVAVB—TIAREZERTD YT XY NEEIRL
X7,

8. [Security groups] (EF 1 UT A4 TIN—7)T, TVRKRAVRRY NT—=DA4R—T I /4RI
EENMTR X1 UTATIN—TZ2BRLET, EF21VT4TJIL—TDIL—)LIE. VPCHD
DY—RETIVRRAVRNDRY ND—VAVEB—TIAABORNT 714V VZHFATDHEN
HV)ET,

9. (A7¥aU)rTZEMIBICE. FLLWARITZEM ZBRL, TORTOF—ELEZANL
TLEE L,

10. [T RARA Y NOER] 2BIRLET,

AVE—TIALA AT RRAVNZERETDICIE

AVE=—TIAARAT RRAVBMDEREIZDOWVWTIE, Tthe sectioncalled ‘41 > Z—7 T A AT R
RAVKNERETD ) ZSRBLTLSEEL,
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HBBUTIRRB T TSAT AT OATS AWS
PrivateLink

Gateway Load Balancer 2L T, XY ND—VRBT7 T SAT 2 ADT7I)—KNINZ 714D
ERRTEERT, P7A4T72AR, X1V TFT4&E, AT TA4T2A, RUD—HH, &
CEOMOZRY ND—OH—ERICERATEERT, VPCIVRRAV MY —ERAZERTEDEE
|I_. Gateway Load Balancer Z3§EL & ¥, D AWS 7°1J > /V)LIE. Gateway Load Balancer T
VRRAVNERERTDEICKY, IV RRAVMNY—ERICTI9EALET,

Gateway Load Balancer T RiRA 2 RFETFRATEV T4 =V —2T7AOED3aZ JdEhs 1
BECEICREENET, £, REBEENETF—RXOGBCEILREENET, FHMICOVTIE,
TAWS PrivateLink #£l& 1 #5BL TS EEL,

« P7RLAODERAT

c V=TT

« MBS AT L% Gateway Load Balancer T R7RA4 2 "R —EAELTHERT S
- Gateway Load Balancer T RARA VR EZFEAL TREZATALAICTIEARTS

M DOVWTIE, TGateway Load Balancer MBITAG% ) £ SBLSEE L,

BE

RO, 77V5—23a o —N—N 2N LTEFIVFTATITSAT AT IOEARATEDHEE
ZRLTWET AWS PrivateLink, 77U Tr—>3a>#—N—, ¥—ERXTJ>>1—-Y—0 VPC
DHTEZRY NTRITENET, AL VPC DBIOHY T XY T Gateway Load Balancer T KRR A >
REERLET, 1 F—FY KM —RNIVIAZBALTH—EATD>>1—Y—VPCICADTNX
TORZT74v 0k, £, BREDLHIZ Gateway Load Balancer T RARA > NZIL—F 12T
Th, TR, BEAY TRV NIIL—TF10&EnET, BRIC, FTVIT—2arH—N—»5
HA2IXTORT T4V Uk, REDL®HIC Gateway Load Balancer T RiARA > NZIL—FT 1>
JgEh, TORICAVER—FRYRNTF—RNIIAZBLEL—TFTAITICE>TRIET,
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Region l
— e’ —
=

™\ 3| s
— = \ 4 1 |
. = i i i
9 « _@ 2| l e =

Application servers Gateway Load Balancer '

endpoint i Gateway Load Security appliances '

Subnet Subnet — Balancer :

Endpoint service

AB—YNDSESTTVT—23a> 0 —N=NOKZFT7 1Y 0 (FBVLVXH):

1. KZ7490@, AVEZ—FXYNT—RFNIIAZNLTH—EROD>>21—X—VPCIZAWYZE
£

2. N7 499k, L—hT—7IILDOFREICE I VT Gateway Load Balancer T RARA > M2
BEh®xrT,

3. KNTT74v O, EXF1VFTATTZATAZN L THREDIZ®IC Gateway Load Balancer (2
EEENET,

4. BE%., NZ 7 1Y Uk Gateway Load Balancer T RARA4 > NZREhET,
5. NS 749k, =N TF—T7ILOREICEIVTT7UTr—>3a>s—N—ICREEENhET,

T7)5—2a> H—N=—NHIE54 =Y NORNZ T4V (FLOZDXH):
1. 8257490k, I—hFT—7IDOFREICE DTN T Gateway Load Balancer T R7RA > NI
BEh®xrd,

2. NZT74v 0@, EXF1VTATTZATAZNH L TREDZ®IC Gateway Load Balancer (2
EEENET,

3. B&E®., N7 4 YUk Gateway Load Balancer T RARA4 > NIZREhET,
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4. NZT749 0@, L—=hT—TILORELEIVTA U E—FKY NF— RIS ICEBEhE
ER

5. NZ 74V ORBAE—FYNIIL—TFT12TEh& T,

IP7RLADRAT

H—ERAZ7ONA S =G, BHOEFIUTATTSAT AN IPv4A DHEHR—KNLTVWBIEE
TE, IPv4, IPV6, L IPv4 EIPV6 DEFZENLTH—ERAIS1—X—HIFH—ERAIR

RAVKNEFERATEDELSICTBCENTEET, dualstack YR—hZBAMICTHDE, BEFEOOY
21—N—WEs5|lZHZE IPVAEFERALTH—ERICTIVEATE, HILVWID > 21— —F IPv6 &

FALTH—EARICTIOEATEEXT,

Gateway Load Balancer T R7RA > M IPv4 ZHR—KMLTVWRHE, IV RKRAIVMOZRY K
D=4 —TIAAKIPv4 7 RLA%ZEFESEE T, Gateway Load Balancer T RiRA > M A
IPv6 ZHR—KLTWBHBE, IVRRAKNORYRNT—IA4VE—T I A IPv6 7 RL A%
B5F9, IVRRAVMNORYRND—DA 2 EZ—TIAADIPV6 FRLAIL, 18—V KD
STV EATR LR TEFEEA, IVRRAVNORYND—DOA R —TIA A%Z IPVv6 7 RL
ATRRTBIFEEE, denyAllIgwTraffic ABRICHE > TVWBR ZEICERELTLKEE L,

TIRRANY—ERAICIP6 ZERICTD-O0EHK
e IVRRAVNY—EADVPC EHT XY NI, IPV6CIDR 7OY 7 BEEMF TS TVD 44
ENfHYET,

« I RKRA > MNF—EA®D Gateway Load Balancer l&, dualstack IP 7 RLAZRA T2 ERAT D%
ENHYET, EFIVFATTSATARARIPGO RZ 714V 0B R—NTRIHLERHEE
Ao

Gateway Load Balancer T R7R4 > N T IPv6 ZBRICT B HDEH

c TVRRAVRNF—EARICKEK, IPV6O U R—KRZELIP7RLADRA THIMBETT,
« Gateway Load Balancer T RRA MDD IP 7 RLADRATF., RICHBATE&LS
=, Gateway Load Balancer T RARA > NOY T XY NEEBRUN HIBEN HVET,
. [IPV4]—IPv4 7 RLAEIY RRAVRORY RT—9 4V B—TIARICEYSTES, C
DATZ AV, BRUEIXTOYTRY NZIPvA T RL AEEAN HBHEICO AT R—K
ThET,
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« [IPV6] —IPv6 PRLAZIVRERARNODRY RD—=DA 2 B—TIAAICEIV)HTET,
NDATavE, BRULEIRXRTOYTZY RN IPV6E DHDYTRY NTHRIBARICOEY
R—KREhFET,

« [Dualstack] — IPv4 & IPv6 DEFDT RLAZIV RRLA I RNDRY ND—D4 2 R—T T4
ALBYETES, coAT>avF, BRULEIRTOHTZY NI IPv4 & IPve OlAE D
7 RLAEEN HE2BEICOATR—NENET,

s Y—EROAV>21—X—VPCOHTZXYRNDI—KT—TILRKIP6 RS T4V I &)L—FT 14

TJIBIHBENHY, ChSsOYTXYRNDRYRNT—I ACLIEIPV6 RS T4y URFAITD4

ENFHpVET,

I—F14>4

NZT7A4Vv 0BT RRANGF—ERIZIL—FT12TFBICEF., DO ID ZFEHL T Gateway
Load Balancer L RARA UV R ZIL—RFT—TILTE—TY RELTEELET, ERITE, XDO&X
SWII—rZ)—KRT—TIIZEMU E T, Gateway Load Balancer T R R/ R EX—4%Y K&
LTERTEEE. 7L7AYIRAVARNERZEBRELTETS CLEBFTEEFRA, ch5DT—
TN, FATILARZRY IREAD IPV6 L—RMAEFEIAhTVET,

AVE—RY NTF—RIITADIL—rT—T )

COIN—RF=TIICE, FTU5—23a>H—N—RTHOKNZF 7 1Y Y% Gateway Load Balancer
IVRRAVBNIEBITBIL—MHIYBETT,

TATAR—>32 2—Tv K

VPC IPv4 CIDR A—A

VPC IPv6 CIDR A—Al

A inn#### IPv4 CIDR vpc-endpoint-id
#uanananin## IPv6 CIDR vpc-endpoint-id

T7Vr—2a>H—N—2BALYTIRY NOIIL—rT—T)

COIL—RF=TNIEE, FT7IVT5—2a3a>0H—N—AS5OITXTOKNF 7 1Y Y% Gateway Load
Balancer T RiIRA > NZIEEBITRIL—KHFBETT,
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TATAR—>3Y 2—=Tv K

VPC IPv4 CIDR A—Al

VPC IPv6 CIDR A—xA

0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

Gateway Load Balancer T RRA >V REELHTZY hOIIL—FT—T )L

COIL—RTF—TIIE. RELSBENDRT T4V IV EBRBKRNBEREICEETIVNEN HYWET,
A=Y RNDSRBEENLENTT14YvIDOHFEE, O—HNIL—KNEEFORZ T4V OETT
F—2a H—N—IIEELET,. P7UTr—23a 09— N—%2BRETRRT T4V 01200 T
E. IXNTORNTTAVIBRAVE—FY R —RIVIAICEFETDIL—NZEMLET,

TATAR—>32 =7 v b

VPC IPv4 CIDR A—xAl

VPC IPv6 CIDR O—AJ

0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id

BES AT L% Gateway Load Balancer T R7RA4 > M —EX
ELTERT S
I RERAYMY—EREMIEND AWS PrivateLink2 AL B0 —EARERTEET, &

ERFIY—EAZTONAZ—THY ., Y—EANOEHRZEHNTS AWS 77U I NG —EART
7:/1_7_'(“3'0

I RERA M —ERICIE,. Network Load Balancer % 7= l& Gateway Load Balancer ® L\ 1L A
HFYBETY, CNDEFA. Gateway Load Balancer ZFFH LTI RRA >V MY —ERAEZERL F

Gateway Load Balancer T RRA > N —EAZERT S 92
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9, Network Load Balancer 2 LTI RARA > MY —ERAZERT D HEDOFHMICOVWTIE,
TTORRARNY—ERAZERTD ) Z25RBLTLEEL,

ks

+ ERBH

- BURSM

« IVRKRAV MY —EREERT D

+ IVRRAVRY—EREFERATEDLSICTS

ZREH

« IV RRAVRNY—ERRF, TOY—ERZERLIZU—-23 2 THATEEXRT,

s Y—EROVY1—X—HFIVRRAV NS —ERICETIEREZRETD L. Y—ER7ONAS
A—eHBIDTRAZEVTAV—2DOHIARRENET, Y—EATONA T —H—ER
A2 1—RXR—NFERBITAHIVNLHBEHE, us-east-1a BEDTRAZFEUT AV F
E. EAWS THIVRNDEBIYBTRATEVTAU—2VIIXYEDTENBD AU HY
¥, AZID ZEALT, Y—EAOTRAFEVFTA Y- —BLTHBTEXRT, FMIZOL
Tk, "TAmazon EC2 I—H—HA R, O TAZID, ZZRL TEZ L,

« AWS PrivateLink UY —RIZE O #—ZNFHV)ET, FHICOVWTIE., TAWS PrivateLink &7 # —
B, EBRLTLEEV,

Bl R SR A

« Y—EREFERATEICTITRATEVTAV—VIC220L0Y TRy NEHODH—ER7O
NAF—VPC 2R LET, 1 2OHVTRY NFEFLIVFATTSATVAAV ARV AR
T, £©5 1 D& Gateway Load Balancer HT 9,

-« H—ER7'O/N4 A — VPC T Gateway Load Balancer Z# R L E£d., I RKRA > NF—EART
IPv6 7 R— KN ZEMIZT BF Ak, Gateway Load Balancer T dualstack D HR—KNZ2HMIZT S
BENFBHYET, FMICOWVWTIE, TGateway Load Balancer WEM G %1 2T SBEE W,

s H—ERZ7ONAZ—O VPC TEFIVFTATTSATAZREEL, O—RNZF U H—0DZ—
TFYRNITIN—=TICBBELET,
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I2RKRA MY —ERAZERT S

Gateway Load Balancer ZfFA LTI RRA M —ERZEKTSICEF. ROFIEZFEAL
CB

A= )LEFERALTIVRRA M Y—ERZERTDICE

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,

2. FTES—23>2A~RA 2T, [Endpoint Services] (L RARA > hH—ER) ZBIRLE T,
3. [Create endpoint service]] (L RAKRA > M F—EADEK) ZBRLET,

4. [Load balancer type] (A— RNZ>H—D R A7) T, [Gateway] ZIBIRL £,

5

[Available load balancers] (BEARIgEA&O— R/NT > H—) T, $FEL\0D Gateway Load Balancer
ZERLET,

6. IVRRAVMY—EANOERV IV IAMM FHTEREENABTIELZSBVKRSICITELED
(2. [Require acceptance for endpoint] (L R7R A > ~ D&EFEZ ER) T, [Acceptance required]
(BB VE) ZBRLET, TUADOBE., ChSOUIIANIEHNICZTANSHhE
E

7. [Supported IP address types] (W R—RENTWBIPP7RLADRAT) T, XROVThHERE
TLET,

c IPV4] ZBIR -T2 RRARNGF—EANIPVAVIIARNEZTAND CENTEDLSIC

LET,
. [IPv6] ZBIR - TV RRAV NG —ERN IPV6 UV TARNEZFANDENTEBLSIC
LET,
. [IPv4] & [IPv6] 383K - T RRA Y RY—E RN IPv4 & IPv6 DEADU I TANEZ (1}
ANBCENTEDESICLET,

8. (A7¥aU)yxrJzEMIBICE. (FLLWARIJZENM ZBRL, ZTORTOF—ELEZALL
x9,

9. [MEm] ZBIRLZET.
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IVRERA M G—ERZERLET,

[Endpoint connections] (L KRR A > N&E#R) 27T, T2 RRA 2V N EREERLET,

BRI ANZEAFKTSICIE, [Actions] (F 7> 32). [Accept endpoint connection request]
(T RRANERV OV TANZER) OIEICBIRLET, BRZEROSN =S5, accept EA
AL, [Accept] (F5E) ZiBIRL £,

6. EHRVIIANZERTDICK, [702a2], [TVRRAVNERVIIANEIER] OJEIC
BIRLET, BRRZEROSN =5, reject EASDL, [Reject] (ER) ZiBIRL E T,

o A 0N

ANV RZA22FEALTEEV IV IANZERRLEFERISICE

« accept-vpc-endpoint-connections & =l reject-vpc-endpoint-connections (AWS CLI)

 Approve-EC2EndpointConnection & /=& Deny-EC2EndpointConnection (Tools for Windows
PowerShell)
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O—RNZH—%ZEETS

IVRRAVIG—ERACEERTSNTWAO—RNS O —ZEBTEERT, TV RKRAVB
B—EALIY RRAY M EREATVREE, O—RNZUY—0ORENTZHERIZDERT
EXEA

A—RNZH—TROTRATZEVTFA—V—2EBMITDE, TV RRANF—EAR—D
OO—RNSYH—BTOTFIETFRASEUFA—Y—VFERRENET, L. IV REAVN
H—ERCHLTEMICEZ 2N, OIVRRANY—ERAOFHETICRRENEY TR L
& V) ¥ A AWS Management Console, FTL WPZRAZEUFT A=V —20OILY RKRAV MF—
ERAZEMITEIHEN BV ET,

O—RNSOH—OTFRATSE)TA—=V—="HFITRKRAV N —EAQOEBHNF TEDETIH D
DEBGZENHYVET, — M X—23 2 FEALTVWRHEEE. ILLWIRASEDTFA—=Y =2
NDIVRRANY—ERZBWHICTBHEIC, A—MNX—=232077OCAICEEEEMTZIEED
EHLET,

AV =L Z2EALTIV RRA N —ERAOO— RN H—2EEBTRICE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFRWVW T & L\,

2. FTES—23>2A~RA 2T, [Endpoint Services] (L RARA > hH—ER) ZBIRLE T,
3. IVRARAVKRY—ERZEBRLET,
4

[Actions] (7 73 3~), [Associate or disassociate load balancers] (H— R/\NZ > H— @ BEE S
F/ESEAT (T D EEBR) DIEICEIRL E T,

5. BEIZWUTIVRERAV N Y—ERARELZLEELET. Hl:

O—RNZH—OFIVIRYDREFVIZTRDE, IV RRAY M F—ERICEEN T
5nh&ET,

O—RNZH—OFIVIRYIREFTICTRE, IV RRAU MNF—EREOEESR
FZEBRLET, 2BLEE 1 DOO—RNTFUH—ZBRIDBENHYET,

6. EEZREF] ZBERLET,

I2VRRA M G—EAGE, O—RNZH—CEBMULEHFLOWTRAZEVT A=V —=21Cx
LTEMEBYET, ILLWIRAZEVTA—V =2, IV RRA M F—ERAOO—RN
FUH—RTEFHMETICRRENET,
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IVRRAVRNG—ERAOTRAZEVTA—V—2Z2EMCTRHE, Y—ERAOD>1—-X—RB%T
DTRATGEDTA—=V—=UDEA =T ILAAVPCIY RRA U NIHT XY NZBMTER
9o

ARV RZA2VEFERALTIV RRA MY —EAOO—RNZ Y —2EEITBICE

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

A— RN —TRIEBMCB D ETRATEVTA—V—2TIY RRAV M H—ERZBMIC
T2, IVRRARMNY—EADID ZFEALTION REHVUFELET,

724 X— K~ DNS B ZBEN TS

T7ZARXR—KNDNSBZIY RRAV N —ERICBHEFTRENTEERT, 774X—K DNS
BZ2EENTES. DNSH—N—LORXAZOIV NI ZEFHITIZLEN HYET, —EARD
2 1—X—HNFTFARXR—KNDNS EZFEATIHIC, Y—ERATONAZ—RBF RXS > ZRBAL
TVWBRLZBTBIDVEN HYVET, FMICOVTIE, 'DNSEZEETSD, ZZRL TS
W,

A2V =L Z2ERALTIV RRA MY —EADTZARX—NDNS EZ2ZETDICIE

1. Amazon VPC 12V —J)L® https://console.aws.amazon.com/vpc/ ZBEWVW TS & L\,

2. FES—23>~RA 2T, [Endpoint Services] (L RARA > N —ER) ZBIRLE T,

3. IVRRAVMNF—ERZRIRLET,

4. [Actions] (7 23 3~), [Modify private DNS name] (7’24 X—K DNS BENZEE) OJEIZZIRL
S

5. [Associate a private DNS name with the service] (7’24 X— K DNS &% H#—E R ICEER T5)
ZBRLT, 7ZA4RX—NDNSBZANLZET,

s RAMVRBRICERNINXFEFERATISEN HYET,
s RXAMVARICEITAMIRA—RZFEHATEET (Hl: *.myexampleservice.com),
6. [Savechanges] (BEDORTF) 2V JYILET,

7. 7Z4X—KDNS B, BIERAT—RAN [verified] (IREDEH) LD &, H—EARAOY > 1—
N—ICLDEANARER)ET, RAAT—RANEEENLEE. HLLERVIIANE
EBEIhKRITY, BFOBERICERKELIEA,
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» modify-vpc-endpoint-service-configuration (AWS CLI)

» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

AV =) ZFRALTRAAMVKRIAETOLAZRKBRTDICE

Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
FES—2 3> R4 2T, [Endpoint Services] (L RARA4 > hH—ER) ZBIRLE T,
TIVRRAMH—EREBIRLET,

[Actions] (7 233 >) #i#IRL . [Verify domain ownership for private DNS name] (7°Z 4 X—
NDNS BBD RXA B H#ZRKRIL) 2BRLET,

5. WmFEaROshEs, Tverify, EAHL, [#&RFE) ZERLE T,

R

ARV RZA2VEFERALTRAMVRIAETOLAZRKBRTDICE

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification (Tools for Windows PowerShell)

BR—REATWVWBR U232 ZEETD

IYVRERAVRG—EATHR—PNEATVWRI—2320tY hE2ZEETEET, 7M1 U—
DA EEBMIBIEIC, ATRAVIIBENFHBVET, TV RKRA MY —ERAZFRARNTSD ) —
TarvzHIRTA LRI TEERE A,

)—araBRTaeE, Y—ERO > 1—V—R@GRENEY—ERA)—>3a e ULTEETDHL
WIVRRANEERTEETEA, V=23 %EKRLTE, Thet —EAU—23> &L TE
ET2BEEOIRRAVNIFFELELA, V=230 ZHRBRTIDEEEF, TOU—23 s
DEEEOIY RRA NEREIERITDEE2HEHLET,
IVRRAVRNG—ERATHR—REhTWVWB )23 2ZETSICE

1. Amazon VPC 112V — )L ® https://console.aws.amazon.com/vpc/ ZREWVW T ZE L\,

2. FE&—23>~RA 2T, [Endpoint Services] (L RARA > N —ER) ZBIRLE T,
3. IVRARAVKMNG—ERZRRLET,

4. To2areEBBRL, YR—PEhTVWBR -3 ZZELET,
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5, RELEZKLUTY—23 2 z2BREITBRERLET,
6. [Save changes] (BRENRE) 20V YILET,

BR—KRENTVWBIPTRLADEATZEET S
IV RRAYRY—ERATHR—NERTUD IP T RLADRA TEEETEST,
ZEEE

TITVRRARNY—EANIPV6 VJIOTAREZFAND ENTEDELSIZTBICIE. Network
Load Balancers & dualstack IP 7 RLADRA T ZFERTRIHEN HYVET, Z—7Y M IPv6 b
74V VY R—RNITBIHERIHYEBA, FMICOVTIE, "Network Load Balancer ® 1—
H—HARI D TIPPRLADZAT ) ZSRBLTLKEE L,

AV =L Z2EALTHR—REATVBIPTRLADEATZEETBICE

1. Amazon VPC Y —)L® https://console.aws.amazon.com/vpc/ ZRWVW T & L,

2. FE#S—23>2ARA 2T, [Endpoint Services] (L RARA > N —ER) ZBIRLE T,
3. VPCIVRARAMNF—ERZBRLET,
4

[Actions] (77 25 3 ~), [Modify supported IP address types] (W R—REhBD IPT7RLAODZRA
TEZEE) ZBRLET,

5. [Supported IP address types] (HR—RENTWBIPP7RLADRAT) T, ROVThHERE
TLET,

c IPV4] ZBIR -T2 RRARNG—EANIPVAVIIARNEZTAND CENTEDLSIC
LET,

« [IPv6] ZBIR -T2 RRAKNG—EAN IPv6 UVIARNEZTAND I ENTEDLSIC
LEXT,

. [IPv4] & [IPv6] 38R - T RRA Y RY—E RN IPv4 & IPv6 DEHFDOUITANEZ(H
ANBENTEDESICLET,

6. [Save changes] (EEORE)ZIVYILET,

ANV RZA2VEZFEALTHR—REATVB IPPRLADEATZEETBICE

« modify-vpc-endpoint-service-configuration (AWS CLI)

» Edit-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)
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2TDOER

DY—RACETZ2/FT, BRILPIKLEY, BEBOZ—XICHUTHELEY TERT,

AV =)L ZFEALTIVRRA MY —EADRTZERTRICE

1.

2
3.
4
5

o

Amazon VPC 2V — )L @ https://console.aws.amazon.com/vpc/ ZRWVW T IZE LY,
FTES—2 3> RA2 T, [Endpoint Services] (L RARA > MY —ER) ZZRLET,
VPC I RRA M G—ERAZBRLET,

[Actions] (7 73 3~), [Manage tags] (27 ODEE) £iBIRLE T,

B3R Z&IC, [Addnewtag] (FTLWAR T &) ZBIRL, ZITF—EXTEZADL
£¥9,

RTZHIBRTBICE. RTOF—EEOEMRIZH S [Remove] (HIBR) ZZBIRLET,
[R7F] ZIBIRLE T,

AV =) ZERALTIVRRAVNEROR T ZERTRICE

Amazon VPC 12V —)L @ https://console.aws.amazon.com/vpc/ ZRWVW T IZE LY,
FTES—2 3> RA2 T, [Endpoint Services] (L RARA > MY —ER) Z&#RLET,

VPC I RARA > M —EA%&IRL . [Endpoint connections] (L RRA > NE#E) X 7 &8
RUET,

T RARA 2 Mg ZIEIRE., [Actions] (F 22 32), [Manage tags] (X T ZEE) OJEICER
LET,

B3R &IC, [Addnewtag) (BTLWAR T &) ZBIRL, ZITF—ERXTEZADL
9,

RTZHIBRTBICE. RTOF—EEOEMRIZH S [Remove] (HIBR) ZZBIRLET,
[R7F] ZIBIRLE T,

AV =)L ZFERALTIVRRAV NS —ERAOHFTDRT 2EETBHICIE

Amazon VPC 2V — )L @ https://console.aws.amazon.com/vpc/ ZRWVW TS IZE LY,
FTES—2 3> RA2 T, [Endpoint Services] (L RARA > MY —ER) Z&#RLET,

VPC I RARA > MY —ERA%&IRL., [Allow principals] ("> NIV &2FT) 27 %28RL &
9,
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4. TN EEBIRL, [Actions] (7P 32), [Manage tags] (X T Z2EE) OJEICSEIRL £
¥,

5. B3I &I, [Add new tag] (ML WER T ZEM) Z&BIRL, ZTF—EXRTEZADL
7,

6. ZTZEHIBRTZIZE, 2T DF—LEOAMAIZH S [Remove] (HIBR) ZBIRLET,
7. [REFE]ZEBIRLET,

ORVRZAVEFERL TR ZEMB LTHIRT DI

« create-tags & & U delete-tags (AWS CLI)
« New-EC2Tag # & T Remove-EC2Tag (Tools for Windows PowerShell)

VPCIZVRKRKAZ MY —EADDNS EZEETD

H—ERA7ONA A=k, TV RRA RN F—EADTSAR—KNDNS BERETEET, —F
AZ7ONARZ=HDFNT VYOI RRARNZENLT, IVRRAMNY—ERELTY—ER%E
MATEDLRSICTHELET, Y—ERTOANAE—HANT IV IOI RIRANODNS E& T
VRRANY—EADTSAR—KDNSBELTHEALTWAES, H—ERAOV>1—Y—i&
EEFTRD B, ABLIZATUORNTFVT—2a202EFALTNTVYIOI Y RRAVNEER
IVRRANY—ERLICTIEATERT, Y —EARAID>1—~NX—VPCHASOUIIANDE
G, 74X —KNDNSH—/N—E DNSBZ I RRA I NFYRND—DALVRZ—TILADIPT
RLAICERLET.,. TOhUADESE, NTVYIDNSH—N—EDNSEZ/NTUYOUITRR
A1RNCEBRLET,

TITRRANGF—ERADTZARXR—KNDNS BERETDHIC, RXSOFBEOKRIEFIYV D
HEETLT, RXAMZFRELTVR CEEEIATHIMEN HYET,

ZREHE

c ITVRKRAVMNY—ERAGFETSAXK—KNDNS BZ 1 DETEODCENTEET,

e A2 1—XR—HFY—EBERILEHITDEODDA UV EZA—TIA AT RRAV N EERTRDE, 7
FAR—RKRANY=HNFEREHh, Y—EAXD>21—XY—VPC ILBAEFIFTSshET, TR
RAVKNY—EADTSAR—KDNSEZVPCIVRRAKRD)—23 2 DNS BRIV EY
J9%5CNAME LO—RETSSAR—FRANY=VIZERLET, A2 1—X—HNFHY—ER
DINTVY YOI DNSBICVIITARNEREETDE, 7TAR—KNDNS H—N—R@GFI>VRKRAU
ZYRND=DABZ—=TIALAADIPTRLAICVITIARNZERBRLET,
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c RAAVZERIETDICE. NTUYIURARNE, EEENTUY U DNS Z7ONA A —HBET
ED

s HTRAXAZDORXAVERIETEET, £EXWF, a.example.com Tl <, example.com%
BRIETEET, EDNS FRINICEFZART I NFZIEETDENTE, RXSVBLEOEF
XEHIE 255 B BAD CERFTEEEA,

BMOYT RXLEZBMTZEEE., YT RXSMDELEFE RXAVERITEIXEN HYET,
EZIE, a.example.com A& V), example.com ZHEIEL & LE T, RIC. b.example.com %
T7Z2ARX—KNDNSBELTEMTRDELET, H—EROQAV 1 —X—HFZOEZFERATES
EDIZTBICIF. example.com Ezld b.example.com ZHRIET I HEN H 'V F T,

« 7724 ~R— K DNS &, Gateway Load Balancer T RARA4 > R TREHYR—KREhFEL A,

RXA > OPEEDRKREL

BERORXAZE, DNS7ONA A —Z2N L TEETZ —EDORXAVZX—LY—EA(DNS) L
O—RICEENISNEKT, IXTLO—RE, RXSVICETIENEFERZRHITZ-EDDNS L
O—RTY, BRIEEASEBRENET, RIETOLAO-RELT, NTUY I RXAL> D DNS
H—N—CTXTLO—RZEMIZDHLENAHYET,

ZOTXTLO—RARXLZDODNS REAICHD Cefmtiehd e, RXAOFRBEH#EDRRIL
FZETTY,

LdO—RZzEML S, Amazon VPC OV =)L ZFEALTRXA VRIZTOLADAT—R A%
WERTEET, TES—2 32 RA2 T, [Endpoint Services] (L RARA > M —ER) Z&IRL
F9, IV RRA MY —ERZRIRL, [Details] (£#H) X 7 T [Domain verification status] (K X A
RAEAT—RRA) DEZERLET, RXM VKRNI REPOBER. BORF > THSEHEZEH
LTLKEEW, BEIZRBUT, RIZTOLAZFBHTHRTEET, [Actions] (77> 32) Z&R
L. [Verify domain ownership for private DNS name] (72 4 X— K DNS &M R X 1 > FiE#E % &3L)
ZERLET,

754 ~R—KDNS Bk, BRIEIERAT—R AN [verified] (RIEFHK) ICADE, H—ERAODV P21 —Y—
ICRBDEANTREERYET, RIERT—FANEEENLEEES, HILLVERKVIIANIERES L
FIN., BEOERICEFELELA,

BREEAT—2R AN [failed] (KB) DiFEEE. the section called “R XA DHRIFICEITHMEE NS
TN 1—FT42009%" 25RBLTLIEEL,

R XA > OFTEEDKRIE 122
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BHEEZRETS

TXTLO—RTHEATIRBEEIr BREEAET, HIZE. FEHIE AWS Management Console T
AFTEET, IVRRAV MY —ERAZEIRL, T2 RRA 2 MY —ERO [Details] (F£#l) 27
T. [Domain verification name] (R X 4 > #&&EH) & [Domain verification value] (R X 4 > 1&REE{E) %
e L E£9., XD describe-vpc-endpoint-service-configurations AWS CLI X > REMBEAL T, BE
ENEIVRRANY—EADTTAR—KNDNS BOREICEITIEHREMBID_ELETESE
¥,

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

UTEHEABTT, TXTLO—REERKTDEEIZ Value & Name ZFEHALE T,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

BIZIE, RXA D example.com T, Value & Name ABIRDHAFICRENTWVWADELET,
ROT—7 &, TXTLOI—REENH T,

=1 247 {E
_6e86v84tqgqubxbwi TXT vpce:l6p0ERXITt45jevFwOCp

i1Tm.example.com

R—=ARXAVENFBRICERAENATVD AN B LH, LOA—RYFT RXL2EL T Name ZE
A33CLzbE8HLET, L, DNS7AONAEX—HADNS LI—RBICTVE—AOAT7 =7 E
HBZEEHFTLTVEVEEIE., T _6e86v84tqgqubxbwiiimy Z &ML . BIZ Texample.com, %
TXTLO—RTHEATEET,

BRICEZEETS 123
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I _6e86v84tqgqubxbwiiim.example.com, Z#&FL 125, H—EAO> 21 —N—F
Mexample.comy kT 7 RX A2 ( Tservice.example.coms X "my.service.example.com &
EYZFERATEET,

RXAZ2ODNS H—/N—IZTXT LO—RZEMT D

RXAODNS H—N—IC TXTLO—RZEMTSFIEEDNS 7ONA A —ICK>TERYE
T, DNS 7’ONA4 A —IF, Amazon Route 53 £ RINO RXA 2V EBLZSARNS THDAIEHEN B V)
x99,

Amazon Route 53

SOTNBN—T A TRV —%FEALT, NTVYIORARNY—=2OLI—REERLET, A
TOEZEALET,

 [Record name] (LJ—RB) T, RAXAMVELERFY T RXLAEAALET,

« LO—REA7T, [TXT] 2BRLET,

* [Value/Route trafficto] B/ R Z 7 4 Y VDI —T 12T K) IZE. RXLAIRIAIDEZADLE
ED

* [TTL (seconds)] (TTL (¥)) (C 1800 £ AHL L E T,

FHMICOVTIE, TAmazon Route 53 RO Y /N—7 4 K1 @ "Create records using the console
AV —)LZFEALTLIO—RZEKTD) 2SR TS EEL,

—iRAY7x F IR

DNS 7ONAZ—D O ITHA NIBEBL, FTHIOURNIHAA42LET, RXA2ODNS L
O—REFEHFIBDR—ZSERDTET., BESCNEZMEBETTXTLIO—REEBMLET, DNS L
O—ROEFHFEMCEDICEF. BRIASEEAANDCENBYETH, Z<DBEETHh&LYEKIF
CRE<ABMCEYET,

KV EEHEAEICOVTIE, DNS7ONAFZ—ORFIXNESBLTLKEE VY, XAOT—7
LIZE, WKOADOFEBETONAEZ—ICETEIRFIXMODUINRBHEATVET, <D
AN, BENTHICEEEBERENLEENTRERELS, ChoNLENMEHIZIERETLEY—E
ADHBREENELEEDTED Y A,
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DNS/ARAT 1 > 7°0/)N4 RE¥EIXZBDUZD

a —

GoDaddy TXT LO—RZENTS

Dreamhost HAZLDNS LIO—ROEM

Cloudflare DNS LO—RZEETS

HostGator Manage DNS Records with HostGator/eNom

Namecheap R XA > ® TXT/SPF/DKIM/DMARC L 11— R%&E T B %
Names.co.uk RXA>®DNS RENEE

Wix Wix PTHDORDO TXT LI—ROEMEIFEFH

TXT LO—RARITEIATVEI D 2HETS

ROATYTZERLT, 774 X—h DNS & RXA > OFFIBH#EORKRIE TXT L J— K74" DNS
H—N—ICELLKRITENTVRIHLESHZRIAETEE T, Windows B KT Linux THEATE D
nslookup AN RZEITLET,

RAXAANICH—ERAZRBHETS DNS H—/N—ICHLTOIV ZEZTITHEHGFE, chsoH—/N\—
CRXAOEFBRNSMBMRENTVDRLEHTT. RXALIEHH MO DNS —/N—ICmiEE D
ETICEBEANSDALYET,

TXTLO—RA'DNS H—N—ICAHATIhTVWB 2R T DI

1. ROOANY RZHEALT, RXMVOR—LY—N—ZRDO20HXT,

nslookup -type=NS example.com

HAOZ, RXAICH—ERAZRHELTVBRZR—LY—N—NHNRENET, XOATYTT, C
nsob—N—oWVWFhhrzoITJILET,

2. ROOAXRREFEALT, IXTLO—RAELLKETENTVWRCEEZEBFELET, CC
T. name_server l&, BIOFI/ETCRODGEZ—LY—/N\—D1DTT,
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https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. HIDATYZTOHAT, text = ICHSNFIN TXTEE—HTH I Z2BIAELET,

COPITRE., LIO—RAELKETEIATVRER, BAHCRAANEERET,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

RXAORKRILCBATHAEAEZNS TN 1—FT12T0TF%

RXADVOBRIAETOEAHF KRB 2BE, ROBREEAEEZ NS TN 1—T12TF20ICKRILS
xY,

« DNS 7ONAA—HF TXT LOA—RBETT A —AATZFHALTVBI L ESH ZRRBL K EE
We DNS 7ONA A —HNTUZ—AAT7ZFATL TV EVESE. TXTLO—KRAS RX A Uk
SEE (B - T_6e86v84tqgqubxbwiiim, ) ZEETE X T,

s DNS7ONAE =N TXTLOA—ROKREBIZERXAVBZEBMLIZAESH ZHIBLET., —FO
DNS 7ONA &k, TXTLO—ROBUBICRXABZEHBNICEMLET. RXA2EDC
NEEZBITZ1-OIC, TXTLO—ROERKIZRXSIBOREBICEVFRZEMLET.,
hig, RXA2UEZ TXTLO—RIZEMIZIHBERZBZWVWZEZ DNS 7ONME—ICIEAET,

« DNS 7’ONAEF—H, MNFOHEFEHAITDLDICDNS LIO—ROEZZELTVWEVAES
N EHERLET, BHEhEEEELIC—BI2EHEZE ORIEL I—RIHZD2HFEICOHK, R
XA EBRIELET, DNS7ONAZF =D TXTLOI—ROEZ N FZOLEZFRATEILSICEE
LEBEE. TODNS 7ONAMZF—ICBBVEhEL<EET L,

s BEOV =23 ELEEFERO AWS PTHIREHR—KNLTVWB LS, RS 2EHERER
TRIUENHZIEENHYET, DNS 7ONAMA—HNEILUEHBOEHO TXTLI—KREF D
EERFTLTVAWVWESWE, DNS 7ONAF =N, BUTXT LO—RICEBOEHEZEI) HT
BEEFUILTVRIHLAESHZBRBLTLSEE VY, HlZIE., DNS A Amazon Route 53 IC&k 2 T
BEINATVWREHE, ROFIEEFERATEET,

1. Route 53 A2 V=)L T, BHIOV =232 O RAXA DV ZRIALIZEECHERL A TXT LO—R
ZBERLET,

2. [Value] (&) T, BEIFOBEMHEOKREICBE L, Enter F—ZHL XY,
. EMOV—avoEkEZEML, LO—REY NZHR&EFELET,

KXV OKRIECETZEMEENT /I 1—FT12T9% 126
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HBEKLDODNS 7ONA KX —T, AU TXT LO—RICEBOEZE ) H TR ZENFATEATY
BWEEE., XTLO—ROEMEDET 10, BEBL SHIRENLETEE RX MV ZKEE
FTRDENTEXRT, EEL, BURXAE 2EEXTHRIETERT,

IVRRAMY—ERAMNRNDOTZ—N2Z TS

BHAIZERLT, IVRERAV NS —EALCHETIRENDAARYNCEITRZ TS - EZEFETER
T PIAEE, BRIV IAN BAERLERFETENELEEICEX-)L2ZRETEFRT,

2R

- SNS BHZERT S

« TOERARI—%EBMNT S

« FoRU—ZEM

SNS BHIZHEKT S

ROFIEZFEHAL T, BHAAD Amazon SNS REY U &4ERL., NEYOICHTRIOSA47TLZE
9,

A=) ZERALTIVRRA MY —EAOBHZERT D ICE

1. Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
FTES—2 3> RA2 T, [Endpoint Services] (L RARA > MY —ER) ZBRLET,
ITVRRAMH—ERZBRLET,

[Notifications] (@%01) X 7 T, [Create notification] (BEIDEK) ZiBIRL £7,
[Notification ARN] (B&1 ARN) T. #EH L %= SNS RE'Y 2D ARN @R L7,
ARNEBEYTROVSA4TFBICIE, [Events] (AR N ASBBIRLET,

o o A W N

* [Connect] (#E#t) - H—ERDAV>1—~NX—HNFA1VEX—TIA AL RRA N EERLEL
o ChiF, BREVIVIANZY—ERAZTONAM A —ICEELE T,

* [Accept] (&) - U—EA7ONAA—NEHRVIIANZEZTANEL I,
* [Reject] ER)-H—ER7ONA A —NERVIIANEESLEL L,

« [Delete] (HIBR) —H—EAA 221 —~X—NDNA 2 R—TIA AT RKRA NEHIBRLEL
o

IVRRARNG—ERARNODTZ—NEZ TS 127


https://console.aws.amazon.com/vpc/
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7. [BRIZER] ZBRLEKT,

ARV RZA2VEFERALTIV RRAV NS —EAOBAZERT S ICIE

+ create-vpc-endpoint-connection-notification (AWS CLI)

* New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell)

TOEARIS—=ZEMTS

KDL BBEHZE 1I—H—CKH > THIT AWS PrivateLink 32 &% ICFT T3 T VAR

1) —% SNS REY ZIZEBMULET, FMICOVWTIE., "TAmazon SNS REY VDT Ut AR
) —ZmETRDICHFESThEFEIVTTA?, ZSBL T EE W, aws:SourceArn KT
aws:SourceAccount JO—NI&HF—Z2EAL T, BALLEREBRBECKLUTRELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
b
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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F—R)>—%EM

EE{tE NSNS REY OZFERAL TWBEE, KMS F—0) Y —ARD > —F AWS KMS API
ARL—23> BT ET AWS PrivateLink =01 ZEEHITHIHENF HVYVET, AT, F—RU
:/_0)1@]-(“3-0

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

I RKRA MY —ERAZHIBRT S

FREIZB2EIVRARA MY —ERE, BIBRTBDENTEET, available E/zlF pending-
acceptance REOD I RARA U M F—ERAIZE HENTVB I RRA M HBHFE, TR
RAVNG—ERZHIRTDERFTEEEA,

IVRRARG—ERZHIRLTE, BEFTSATVAO—-RNZ Y —RGHIBRENT, O—R
NZoH—02—TY NITIN—TICBRENTVBRTTVT—23 05— N—CEREBLEEA,
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A=) EERALTIV RRAY M Y—ERZHIKRTDICE

Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
FES—2 3> R4 2T, [Endpoint Services] (L RARA4 > hH—ER) ZBIRLE T,
IV RRA M GF—ERZBRLET,

[7023a2v], [TV RRA M Y—ERZHIR] OIEICERLET,
HWEREROSNI=S, delete&E ABL., [HIER] Z&IRLET,

o ~ w0 bh =

ARV RZA2ZERLTIV RRAY MY —EAZHIBRT 2L

« delete-vpc-endpoint-service-configurations (AWS CLI)

+ Remove-EC2EndpointServiceConfiguration (Tools for Windows PowerShell)

IV RRAY N —EXZERT S o


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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BHTVPC UY—RIZT7OtEAT % AWS PrivateLink

J)Y—AVPCIVRARAVN(JY—RAIYRKRA N ZFERALT, Blo VPC WD VPC 1)
Y—RAITZAR—NITIVEATEET, VDY—RAIVRRAVNEFERTRE, F—EXR—
A, AMazonEC2 A VARV A, P77V —23> IV RIRAUN, RXLMBR=TY N, T
EBIDVPCELERAVTLIRABRED T ZAR—RN Y TRY NIHB IPT7 RLABZED VPC L)
Y—RAILTZAR—RIDDLREILLTIVEATEERT, VDY—ALIYRRA M BEWEES, VPCIC
A=Y NS —KRDIA%ZEBMTDH., AWS PrivateLink 1 > Z—T7 I A ALV RRA &
Network Load Balancer ZFEAL TUY—AICT IV ERTRIUENf HYVET, VDY—AIU RKRSA>
NEFO—RNZUH—EBMBBELZEVES, VPCUY—RIZBET IV ELATEXT, VPCUY—XA
F., VDY—AREBILE>TRENET, VY—ARER., VV—AT—RIVIA/ICHENTSNE
CP

J)Y—ATLVRRARNEFEALTIY—-RICTIVEATRDE, UY—AVPC IV RKRA Y
7OEDa > Ich 1 KEAIEICRFEETNET, Tk, VY—ANOTIVARICLAEE LD
TF—R2DGB ZEICREETINET, FMICOVWTIE, AWS PrivateLink #l& &R ZSBL TS EE ),
DY —AREEVY—AT—NIIAZFEALTIVY—ANOT IV ELAZEMICTRE, VIY—A
TF—=RIOIAILE>THREBENE GB F—RIEICREETNET, FHMICOVTIE, Amazon VPC
Lattice fl&FkZSRL T EEV,

AES

- B

« DNS /KA KHA

- DNS f#R

« 754~X—hK DNS

s YRV RETRAZGEDTA—=V—=>
« P7RLAORAT

« JDY—=AVPCIZVRRAVKRENLTVY—RARILTIEATS
« VDY—ARIVRKRAVNDERE

« VPC UY—AD)Y—ARE

« VPC Lattice DY =AY —hTJ I 4
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#loadbalancer
https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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BE

THIORODDY—RA, FEEBOTHIRNDPSHEBENTVWBUY—-AICTIEATEEXT, U
V—=AILTOEATBICE, VDY—AVPCIVRERANEERLET, COILY RERA2 NE,

FYRND—=DA4 2 BZ—TI4AA%ZFEALTVPCHADHTZY REDY —ABOELHEEILET,

J)Y—RABTORT T4V Dk, DNSZFEALTVY—RATIVRERAVRNORY RD—=04 2R —
TIAADTTZAR=KNIPFTRLAICERENE T, RIZ, VPCIVRARAKNEDVY—=AY—K
DIAZNLEVY—ABOEREFEALT, RFT7AYIHFVY—-RICEFENET,

RORE, BIOTADY MK 2THAS A, HEETATVWR VY -ALT VAT SI 21—
R=TAIVRDIVY—AIY RRA2 NERLTWET AWS RAM,

F Region
Consumer account Resource-owner account
_ RAM
" share
w
-3 - — o
9 O =
Resource Resource Resource Resource
endpoint gateway  configuration
EREIH

e TCP RS T74 Vv IONHR—RENTVWET, UDP hZ 714V O R—RENhTVWEEA.

e XY KND—U#EEF., VY—A&EFEDODVPCHS5TEEL, VDY—AIVRRA> NE2EDT VPC
HSHRBITIHBREN HWET, VY—ADVPClE, IV RKRANVPCADZY ND—U 8k
EREBTEXEE A,

s B R—KRENTWB ARNR—ZAD Y —RIE AmazonRDS VY —AN&K T,

c VPCIVRRAVRNEVY—RAT—=RITIADDPBLEE 1 DOTRAZEUTA—V—VHE
BLTLVRARENHYET,

BE 132


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#AZ
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DNS ;R A RNE

Tl AWS PrivateLink, Z7ZAX—KNIVRRANEFERALT VY —RAICRT 71V I %ZEEL
£F9, VDY—AVPCIVRRAVNEERTDE, VPCBRUOAVTLIALS VY —REBET
BEHICEATES)—23DNS B (TF7FINDNS BERIENET) FMEREhET, VY —
AVPCIVRARARNDF T NODNS BICIE, ROBXHNFHYET,

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

ARNs ZFERH T2 —BOVY—ARENDI)Y—AVPC IV RKRA 2V NEERTDE, TTA4AXRK—K
DNS £ B TEET., 7S/ KX—h DNS #EATHE, UY—AVPC IV KAEA Y REAL
E7ZAR—NEREFRALENS, AWSH—ERIZK>TUY—=RIZ7OEEDa - J&chi
DNS Z2ZFALTVY—AANDOV VT AN ERITTEER T, FMIC DOV T, Mthe section called
‘DNS f#R" ) ZZBRL TS EEV,

XD describe-vpc-endpoint-associations AN > Ridk, DY—RALIV RRAMODNS I KU ZER
~ULET,

aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*"'

LT, 724XRX—KDNS EXE#ICHE>TLS Amazon RDS F—EZAXR—ANMJY—AT > RR
ARDODEABITT, RO DNS BIET7FILNODNS BT, 2EFBNDDNS Bk, NTUY Y
IVRERAMNDOVIIANEIV RRAVNRY ND—=DAVBR—=T IALADTSAR—KNIP
FRLACBARTDRBLITAR—REFARNY—2HA50ENDTT,

"vpce-rsc-asc-abcdl234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{

"DnsName": "vpce-1234567890@abcdefg-
snra-1234567890abcdefg.xcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",

"HostedZoneId": "ABCDEFGH123456789000"

.
{

"DnsName": "database-5-test.cluster-ro-example.us-

east-1.rds.amazonaws.com",
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"HostedZoneId": "A1B2CD3E4F5G6H8I91234"
},

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]
]

DNS fi#R

J)Y—AVPC IV RRANBICHERLEDNS LO—RENTVYITE, LEN 2T, 2h5
D DNS BENT VY VICHERAETT, L, VPCOATBASODNS UVITANE, VY—R
IVRRAVNDRY ND=DAVBR—TIAADTSAR—RNIPT7RLAZERLET, Chs50D
DNS ZB&ZfAL T, VY—AIY RRASA > MNI"H S VPC IZ VPN F /=& Direct Connect BHTT ¥
TATERRY, FAVTLIZIANSVY—ARICTIVEATEET,

754 ~X— K DNS

ARNsZAMIZL, VPC TDNSRAKHBZE DNS FROBMANBMIBE>TVREE, hARXA
DNS 2ZHRAL TV Y —AREICH L TIERRAWSOIYZ— RTTAR—=KNFARNIY =2V HERK
TNET, RAMNY—2ICE, VPCHAODY—RAIVRRAVMDRYND—DALVE—TI( A
DT7FZAR—=KNIPT7RLAICEBRTDVY—ADFT7FI)INDNSBEBDOLI—REY MFEENT
WET,

Amazon &, TRoute 53 Resolver, EFFEN2 VPC AAD DNS H—/N\—%EHL TLWE T, Route
53 Resolver l&, 7’ZAR—=KRFRARNY—=2OO—H)I VPC RXAZELI—REBEBHICHE
RUET, L, VPC DAEH S Route 53 Resolver 2R TDEFTEEEA, 7L
SARYRND—=ONSVPCIVRRAVNITOVEATREE K. DAZXALADNS BZ2EATS
»'. Route 53 Resolver T R7FRA4 > N& Resolver L—)LZEATEET, FHMAICOVWTE, ©
AWS Transit GatewayAWS PrivateLink & @O #t& Amazon Route 53 Resolvery 2B L T £
Wo

TRV RNETRAZEVT A=V =2

FRASEUTF A=Y= 1 20 TZY REERALTVPCIVRRAVNERETESE
T H7ZXYRNADVPCIVRIRAVNABIZIVRIRAVRNZRY ND—OA4 R —T7 T4 ABER
LET. VPCIVRARAKRDIPTRLAZATICETVT, Y T7ZXYRMASEIVRERAUB
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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FYRD=DA42=TIAALIPFTRLAZEYZITEYT, ARARETE. STAKCOEEN
ZHRRTBDIEDHIC. VPC IV RRAVRIEIZDBLSEE2DDTRATEVT A=V —2V2ERE
TRLELEZHHOLET,

IP7RLAODZRAT

JY—ALY RRAV NE, IPV4, IPV6, IR TITILARY OF RLAZYR—RNTESR

T, IPv6 ZHR—RNITBDIU RRABNE, AAAALO—RZFEALTDNS JITVICIKETESR
o VDY—ARIVRRAVERDIPTRLAZRAT R, UTFTHATEILSIC, JY—ALY RRA
RO TRY NEEBRMUNBHZIBEFHYVET,

« [IPv4] —IPvA PRLAZIVRKRAVRNDZRY NT—DAVBR—TIAARIZE)HTET, D
A73avik, BIRULEITRTOYTZY NI IPVA T RLAEENHBBEEICOATR—KNEhH
x99,

« [IPv6] —IPv6 PRLAZIVRERAVRNDRY ND—=D A4 BZ—T I/ AICEYHTET, D
A7avik, BRRUEIRNTOHTZY RN IPVE DADHTZY NTHIBEICOKATR—KN
chEd,

« [Dualstack] —IPv4 & IPv6 DS DT RLAZIV RKRAVNORY NDT—DAVR—TI(AA
CEIYYTET, cOAT>avik, BIRLETRTOYTZY NI IPVA & IPv6 ODEAFDT R
L AEEAN HZDEEICDHYR—RNEhET,

JY—AVPC IV RRAV R IPvA ZHR—RNLTWBFZE, TVRRARNRY NT—D4>
B—TIARAZRKIPVAT RLANBYVET, JY—AVPC IV RRAZ KA IPv6 ZHR—KL
TVWBHEE, IVRRAVKRRYRNDT—=DAVE—TIAAICKEIPV6 T RLAFHYWET, TR
RAVKRDRY RDT—=DAVBR—TIAADIPv6 TRLAIL, 1 VZ—XYRNDSESTIEATSC
ERFRTEELBA, IVRRAVMNDRYRND—DAVE—T I A%Z IPv6 7 RLATRRTDHE
(&, denyAllIgwTraffic ABMICHE>TVBEITFELTLKEEL,

JY—AVPCIVRERAZVKNENLTIY—RILTIEARTS

DY—AIVRRAVMNZFEALT, RXA2F, IPF7RLA, Amazon RDS F—ZXR—ABZED
VPC UY—RICTFIVEARATEET, VY—AIVRRAVKNE, VI—AANDTSAR—KT It
AZRBLET, VY—ATIVRRA I NEERTDEER., 0TI, JIL—7. £zlF ARN X
ATV —AREZEELET, JY—RIVRERANE, 1 2OV Y—AREIC D HEDER T
BLENTEERT, VDY—ARER., BE—OVY—RFLERIVYV—ADTIN—TE2RIENTEZR
ER
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VY—AIY RRAVNEERTDICE, ROBRZGEZRETHEN B KT,

« LIV Y—ARE, ek ZBUTERBIOCHEBLEROTHI Y MABETT AWS
RAM,

c VDY—ABENBIDTHORASHBEENRTVREEE., VY—AREZBL Y - AT =ZH
WU THEBIDVENHYET, FHICODVTEFE, "TAWSRAM I—H—F4 R, O THBEFOX
AR EBZRLTSEZ L,

VPC VY —ARIVRIRA NEERTS

ROFEZERALT, VPCUY—RAIY RRANEERLET, UY—ALY RARA 2 NEER
L., Z2O0EF1VT10L—TEERRRTDKZEETEET,

VPC VY —RAIY RRAVNEERTDICE

1. Amazon VPC 2V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L,
FTES—2 3> RA42 T, [Endpoints] (T RARA > N) ZiBIRLE T,

[T RAKRA>2 NOERK] Z2FBIRLET,

TIVRRAVRNZRDUTEELX®IK IR LEHIC, BRIZEETEET,

Type T. Resources ZiBIRL £,

JY—ARET, VY—AREZBRLET,

XY RND—URET, VY—ARIZTUVEATS VPC ZBIRLET,

ARNs 2 TB VY —AREN T A RX—NDNS HR—KNERETDHEEE. BN
RE. DNSEZBMCT2Z2BRLET, COMEEZEATSICIE. B Enable DNS
hostnames & Enable DNS support 2" VPC ICR L THEMICA>TVWBR L E2BERELET,

9. H7FRYKNT, IVRRAVRZRYRNRD—IAVE—TIAREZERTB YT XY M EERL
£ I

© N o o M DN

ABEARRTR. STAKEOEMERRIDEHIC. VPCIVRRAURIEIIDBELES
2DODTRATGEYT A=V -V ERETDELEEZHEHOLET,
10. EF1UTATIN—T7T, €F2VFT4TIN—T2BRLET,

tF1VTFATIIN—TE#BELBEVE, VPCOTF 7 AN RNOEFIUT 4TI —THBEER T
5nh&E¥T,
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
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M. [T RKRAY NOER] 2BRLET,

ANV R4 ZFEALTIUY—AIY RRAVNEERTRICR

 create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

JY—AIY RKRA2 NDOERE
UY—RIY RRAVREERLES, TOEFIUTATN—TELR T EEBTEET,
82AY

« IV RRAVNZHIRRLET
« IVRKRAVKNZEFHFLET,

T2 RKRANZHIBRLET
FEILHE27VPC IV RRAY NG, BIRTB LA TEET,
O Y=L &ERALTIY KRS NEBIRT 22

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS E&E L\,
FTES—2 3 RA42 T, [Endpoints] (T RARA > N) ZiBIRLE T,

IV RERABMZEBERLTLSEZL,

(72232 | [VPC IV RRAY NZHIBR] OIEICERL TEE L,
BReROSNIS, delete 2V Y UL TLEEL,

[HIBR] Z3BIRL £ 7,

2

ARV RZA2ZFERALTIV RRAY NZHIBRT B ICE
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* New-EC2VpcEndpoint (Tools for Windows PowerShell)
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TERAENET,

EC2 BRIZEOT V> 3>

—ED T 23> AWS PrivateLink [&. Amazon EC2 APl O —%TF, ChsORIU>—TF 2
23T, ec2 7L 714V ORAEFEALET, FHFMC-COWVWTIEE., AmazonEC2API U7 7L >
AD AWS PrivateLink 72> 3> &SBLTLSEEL,

vpce ZRIZEOT V>3

AWS PrivateLink (Cl&., AllowMultiRegion7 7 AHFANKDT IV AaVEABRETNTVET,
CORIS—FTO2aAUTE, vpce 7L 714V OREEALET,

DR —1)Y)—A AWS PrivateLink
RS —D)Y—AOHYR—KN:HVY)

BEEQ JSONAWS KU —%HEALT, RFALT U LATER D EHETEET. D&Y,
DTUIVILE, EQUY—RLRLTEDLS BRETTT IV ERATESHEVS L
<7,

Resource JSSONRUS —BREFE T IV IAVHABAETIhD AT IIVRNERBELET, AT—KX

>~ MIZIFResource 721k NotResource BERZEHIVEN HYWET, RANTZIVF1AEL
T, PRV )J—AZF—AL (ARN) ZERALTVY—RAZEBELET, chik. VDY—ALXILD
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"Resource": "*"
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* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
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* ec2:VpceSupportedRegion
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O-LTF, IAMBERER, IAMRASY—ERAO—LEHRK, EE. BBRTEET., FHAICOL
T, "TIAM1—H%—HA KR, O TAWS O —ERAILFHFAZ2ZEITHO0—-)LZ2ERT5H1 25 RL
TLEEW,
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Console, X7l AWSAPI ZHEALTRAVZRITID_ERTEREA, IAMEEERZF, VY —
ATRERTIIAVERITIZLOOEREZI - —ICNETD IAM RIS —ZHERTEET,
TO#E, EBEQFIO-LCIAMARYS—ZENL, I—Y—RBFO—-)L 25/ ENTEFT,

CNSHYTIDISONRUS—REFIXVNEFALT, IMTPATEYTATFAR—ADOKY
J—BERTZEECOVTE. TIAMI—H—HA R, © TIAM KBS —%ERTSD (T2 Y —
L)y BBRLTEEL,

B —ZAZA4 7D ARN O % E AWS PrivateLink, TERE N3 F I3 eEUY—ARAT
OFMICOVWTE., "™H—ERRBAVTFZLAL ODAmazonEC2 O F7 >3, UY—A, &
O&EF—) #8BLTLKEEL., ARNs

B

c VPCIVRRAVNOEAZFETS

s Y—EAFRBEICEIKVPCIVRRAY NOERZHETS

* VPCIVRRAV R Y—ERICEETES T4 X—h DNS & O FH
* VPCIVRRAV MY —ERICEETERH—ERAE O FIH

VPC I RIRAZ NOERAZFIHT S

TF7ANLRTR, I—Y—CRIVRRANEERIZDLEOOT IV EAERI B EREA, TV
RRA2 NZER, BE, HHA. SLVHBRIZFT 21— —-IINETD, FTATUTATAR—
ADR)S —ZERTEET, UTICHZRLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

VPCIVRARANEFERALEY—EAANODT VEAFHBICDOWVWTIE, Tthe section called “T> R
RAVKRKRID— BBBLTLIEEL,
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ec2:VpceServiceOwner &#F—ZFEAL T, Y—EADOFEHE (amazon, aws-
marketplace, £ T7HIUKNID)ICESVWT, ERTESD VPC IV RARAV NEFIATEE
T ROBITRE, BEEHEY—ERAFEETCVPCIY RRA VN EERTZDT IV EAFTERE
LET, COBlZERATDICE. V=232, PHAIUMNID, BRTH—EAMBEZEEHRAE
Cl

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

b
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1)

"Condition": {

"StringEquals": {
"ec2:VpceServiceOwner": [

"amazon"

]

}

}
}
]
}

VPC IV RRAY MY —EARICEETESDTZ A4 X—h DNS & Ol

ec2:VpceServicePrivateDnsName &#4F¥—ZFEAL T, VPC I RAKRA 2 M —ERICEEE
RFFenl7ZA4X—KDNS BIZETSVT, BEXLERERTES VPC IV RRAV M YF—ER
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ZHETEET, XOBITRE., BEENIETSAXK—KDNSETVPCIY RRSAU RN F—ERE
ERTDTIOEAFTEZNELET, COBZERIDICE, V=32 TADVKID, &&T
T77AXR—KDNS HZEEHMRAET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

"example.com"

]

}

}
}
]
}
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VRNEERTDZITIOLAFTZRFELET, cOflEFERTDICEK. V—2a>, PHDUVNID,
BrROY—ERABRZEERAET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
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"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceName": [
""com.amazonaws.region.s3"

]
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PRERAVRNRVD—IZE, TV NILBERZEOIVEN BV ET, TV RRARNRUD —
DHA X 20,480 XF (ZHZEL) ZBABDEFETEEHA,

* DAVEB=TIAARKERT—RITIAIY RRAV N EERTDEEICAWS O —ER, B
DIVRRAVRNRID—ZIVRRARNITEYFTEET, WOTELY RARA KR
DEFATEERT, IVRRAUVRNRUS—ZTEYFLBEWVWEESE, T72ILDOITY RKA
YRRV —=HFTRYFENET,

C FRTOHIY KR RRUS— AWS DY —ER EHR—RLTLBDITESY EL A,
AWS DH—ERA NIV RRARRID—ZHR—RNLTVEWEES, Y —ERADOIY RKRA
YRANDTILNTOERAEHFTLET, FHMICOVWTIE, Tthe section called “T> RARA >~ KK
DY R—bZERTITD" ZZRLTILEEV,

c AWSOH—ERABUADIY RRA MY —ERADVPC IV RRAV N EERTDE, TV KRR
ARNDOTIINT OEANFFAIENET,

e DANRID—RXF (*EEE?) FEEHEZFHEEFZE, AT LAEREEF
(aws:PrincipalAccount £/ & aws:SourceVpc & &) 2R3 7 0O0—-/N)ILAFF AR
F—THEATIERFTEEFEA,

s XFIXHEEFZFERATZIESR., ETMILRA—RXFOFRICDELSEE 6 DNELHRL
XNEZEFERATEIHREN HET,

c DY—RFELERRZHBHEZETARN ZEEETSHEE. ARNOTHIUNEDICETAHIVNID &£
FOAMINRA—RXFZEHDCENTEEFITN, MEZEHDEBFTEEFE A,

s IVRRAVRNRID—Z2EHL IR, BENBNCBDIETICHIANZDEEIHNET,

TT7AIRNDIY RIKAZ RRUS —

TF7FZLRDIVRRAVRNRIS =T, TVRRAZBMANOTILT VEANFFAEATVET,

{
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

}
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called HETAH—E R T—TILOBADOHIZIE., & O AWS PrivateLink RFI X ~AD) >
INFEBEENTVETAWS O —ER, I RKRARNERKIU—AWS O —ER #HR—KL T
WBBEE, TORFAIXIKNIFEIVRRSANR)D—DHINFrEENRTVET,

TF—RIDIAIVRRANOTIINIL

T—RIJIAIY RKRAMTRE, Principal EEX%Z * ILRETBIHEN BYVET. Z7UINIL
ZEETSICIE, aws:PrincipalArn &#F—2FHALE T,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}
ROERTTIINLERBETDE, PHAIOMODIXRTOI—H—EO—-ILTIEELS, AWS T
HNOVRMOIL—=—RI1—Y— O T IV EANFAETNET,
"AWS": "account_id"

T—RIIATIVRERAZVRNDIY RRAZRRIZ—OBICOVTE, RESRLTSEZ WL,

« Amazon S3 ICHBITFTAD T RKA N
« DynamoDB WL RRA 2 b~

VPCIY RRAVRRUS—ZEHTS

ROFIEZERALT, AWS DY —EA DIV RRARNRIVS—ZEHMLET, T RKRA B
RIS —ZEHMLER, BEENBWIBDETICHRSONRDEENHVET,
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2. FTES—23UARA2T, [Endpoints] (T RARA > KN) Z&BIRLET,

3. VPCIVRRAUNEBRLEY,

4. [Actions] (72> 3>), [Manage policy] (RS> —%EE) OJEICEIRL FT,

5

[Full Access] (ZILT7 OV tR) ZBIRLTH—ERANOTILT VEAZFRATSH, [Custom] (77
AZL) ZBBIRUTHARLRISD—2TRYFLET,

6. [REF ZEBRLZET.

ARV RZA2VEFERALTIVRRAVNRI—ZZEETDICE

« modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell)

AWS ) Y x— R7R1) < — AWS PrivateLink

AWS BIERD) S —k, ICK2TERBITFBEEENZDAZRT7ORIS—TF AWS, AWS
EER)S—F., Z<O—BUBEI—AT—AICT 9 EAFTEFETHELSICHFchTWVWS 1=
., I—%—, =7, O=NICT I EAHFAOE ) U TERBTEEXT,
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AWS BERUS —TEZEENTUWA TP I EARTELEECE LA, /' AWS BERUS —TES
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(A—H—. FL—7. O—) CHBLET, AWS . FLL AWS DY —E R FREEhiE
. EEBBEEOY—ERATHLLAPI ARL— 3V HFFIATEIC B> e 10, AWS BERL
S AEHTDAEMNBEEEYET,

FHECOVTE NAM A —H—HA Ry O TAWSNZR—J RRDZ—, ZZRLTSEZ,

AWS PrivateLinkAWS IR S —OEH

CHH—EANCNSOZEENEY %I AWS PrivateLink LTAS® ® AWS YXx— R7R U
S—NEHICHAITIHMERRLET, COR—DOZEEICHAITZIEEBEAICOVTIE, AWS
PrivateLink RF 21X NEBER—JORSS 74— RICHTRAITATLTLEZL,
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