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2. Activate HTTP Flood Protection & Activate Scanner and Probe Protection 5> 7L —KN/\Z
X—=ZTORBRIZEITVWT, coV)ai—>avREroVwdFhhraERLTOTZEBLET,

a. Lambda: FIL W7 2 A0 # Amazon S3 NT Y NMZREET NS T, Log Parser
Lambda BB RBRENET,

b. Athena: 7 # LR T, AF ¥ F—E7O—7 D Athena VTUN 55 EICETEh, TOH
ANAWSWAF IZ7 Yy 1EchET, cO7OEAR. Amazon CloudWatch 1 X2 MZ &k 2
THBE N, TNO%E Amazon Athena VL) DE1TZ2EEH TS Lambda BN R, D
RN AWSWAF 7Y a&dh®ET,

3. 2MYV1I—>3avi, OJTF—RE25HLT, ERENLEIA—BELVESZ<KDUITIANE

EELEIPTRLAZHBELET, RIZ, 2OVYUI—23 2 F AWSWAFIP Y N&#HZE
LT, BERNERLLEHE, ThsOIPT7RLAZ7OYILET,

O /)—4%— - AWS WAF 20



AWS WAF DEF1UF A A—RX—> 3> EREHA K

P UARNN—YH—

IP Lists Parser Lambda B%kix. H—RN—FT 1 —0 IPFHE) AN TEBIE W EBANOKRESR
AESNDREIZKZRILIBEET,

IPF@EJANN—Y—70—,

S—T

& Web application resources
Valid users N @
{ % )‘ requests
— - 0ol
<N\
Amazon CloudFront Application Load Balancer =~ Amazon CloudWatch

8&% # AWS WAF Event
Attackers o l hourly

@ AWS WAF o
7 IP Reputation Lists . E— @)
Third-party
AWS Lambda IP reputation lists

IP Lists Parser

T update AWS WAF IP Set |

1. 1 BRI & @ Amazon CloudWatch £ R MZ& V) IP Lists Parser Lambda BN EEIE h
x99,

2. Lambda B8#E, XD 3 DDV —AALSTF—RZREL THEMLET,
+ Spamhaus DROP & EDROP J A
 Proofpoint Emerging Threats IP |J A ~
» Tor exit node list

3. Lambda 8%k, AWSWAF JOY OV ARZREDIP P RLATEHLE T,

Access Handler

Access Handler Lambda BA#l&., NZ—RY KRNIV RERAVRM OV IIARNEZERELT, Th
SOIEETIP7RLAZHMHLET,

Access Handler E/N\=—RY NI RRA N,

IPUANN—H— 21
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P —

8 % . R application requests
Web Application Resources (static + dynamic)

Valid users ca he
w) rel="nofollow ay: none
______ aria-hidden="true">honeypot link</a>
Amazon CloudFront

'

I

8 % Application load balancer \
& # AWS WAF H
i

I

'

Attackers

Web Application Resources

@ AWS WAF requests to the > [I('>D

honeypot endpoint
Bad Bot Amazon APl Gateway

update AWS WAF P Set

AWS Lambda

Access Handler

1. T 7770 5—232ICNZ—RY UV ZBHIAL (A7>32), THRALEZEY., N
“—RYRNIVRRARNZEDITHAMNIEBOAK, ORY NOBRABEEEZFHFLET,

2.AFTIOVAIVLAN—FLEREELBRY NIN_—RYRNIVRERANITIOEATS
&. Access Handler Lambda BN B NE T,

3. Lambda BB%uEk, VDIVIARMAYE—ZEZLTREL, NSYTIVRRANITIVEAL
FERERETXTIP7RLAZHHLET,

4. Lambda B%¥l AWSWAFIP Y ROZHKEZEFHLT, ChsOIPF7RLAZ7OYILZE
9,

Access Handler 22
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704 %

HET S

cOtEU2arTR, 2OVYY1—-23 EeF7O/4938C, JAN, E¥F21UT4, 744,
BROEZTOMHDOEBEBRICOVTHALEXY,

BR—MLTWH AWS U—23 >

ERBLETY7L—RMAINZA—=REIHLUT, COVYII—23VIIHERYY—RARBFERY)

£F9., chsOVY—RA(ROFXEZSR)F. INTOAWS V-3V THRRATED LRI EE

hoe TOIZSH, CNSOY—EANRATEZAWS V-3 T2V 1—23228BTHH
ENBYET, V=232 F0 AWS HU—EAOEHBWICOVTIR, AWS V-3V FoH—E
ADVARZSZRLTSEEL,

I RERAZ N
2A7

CloudFront

Application Load
Balancer (ALB)

Activate HTTP
Flood Protection

yes — AWS
Lambda 0%
IN—H—

yes - Amazon
Athena log
parser

Activate Scanner

& Probe
Protection

AWS WAF 7 T
7 ACL

v

v

AWS Glue

Amazon Athena

Amazon Kinesis
Data Firehose

HR—KMLTWVWD AWS U— 3>

23


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS WAF DEF 1) F A A—RhX—> 3> EREH AR

AWS WAF 7 T AWS Glue Amazon Athena Amazon Kinesis
7 ACL Data Firehose
yes - Amazon v v
Athena log
parser
® Note

IV RARAMELT CloudFront ZBIRL 2FEE, YJI1—23 > ZXKERE (IN—2
ZT74Ep) ) — 3> (us-east-1) I TFTOATHIHLENHVYET,

dJA B

AWSWAF OtF1VT4F—hrhX=232Y)1—-232V0ORTHICEALIZ AWS DY —EAD
OARE, BEROBBERYET, COYVI—-—23VZRTIRLEHOOEFIANE, TOT4
e hizRE, BYiAHK, RF. BLTVLEBEhETF—20OEICI>TELRYET,

AWS Cost Explorer 2L TFEEZER TR L Z2BBHLET, ChIFOANBEBICRISE
Fo FMICOVTR, COVYVI—23VTHEATSZ AWS O —ERZEILREVITIR-D %S
BLTL &L,

RORIC, RERBN—ZTH) V-3 Tccny)i—>3arzRTLESEED, (AWS
ERFARERS) DANOARGZRLET, MBREEEENDENFBYET,

5 1: HTTP Flood Protection # & U* Scanner & Probe Protection @ Reputation List Protection, Bad
Bot Protection, AWS Lambda, Log Parser 2 7 97 1 79254

AWS O —EA TAX>2>3av/RA A B [USD]
Amazon Data Firehose 100 GB ~2.90 USD
Amazon S3 100 GB ~2.30 USD
AWS Lambda 128 MB: 3 DM EI%., 100 /5 ~5.40 USD

BOROHL &, FHT 500

dA K 24


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html

AWSWAF OtFa1)F 14 F—KhX—=>32

AWS O —EA

Amazon API Gateway
AWS WAF 7T 7 ACL
AWS WAF JL—)L

AWS WAF U T A b

PAN
=

.I.

FA4X>3avA
S U NZ Lambda O EITH
B

512 MB: 2 DO E#, 100 7
BEORYHL E, FHT 500
UM DL Lambda O ETHE
Eil

100 FEID U O T AN
1
4

100 A7 [El

JA K [USD]

~3.40 USD
5.00 USD
4.00 USD
0.60 USD

~ 23.60USD/ H

5] 2: HTTP Flood Protection & & T* Scanner & Probe Protection ® Reputation List Protection, Bad
Bot Protection, Amazon Athena Log Parser 2 7 V7 1 7 IZ$ 384

AWS O —E A
Amazon Data Firehose
Amazon S3

AWS Lambda

Amazon API Gateway

TAX>3aVIA
100 GB
100 GB

128 MB: 3 DD 8%, 100 7
BEORUHELE, FHT 500
S U NZ Lambda O EITH
&

512 MB: 2 DD %, 7560 [E
OHDEHLE, FHET 500 =
DK Lambda N EITHR

100 FEOUIITAB

JA K [USD]
~2.90 USD
~2.30 USD

~1.26 USD

~3.40 USD

dAB

25
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AWS O —EA

Amazon Athena

AWS WAF 7 7 ACL
AWS WAF JL—JL

AWS WAF U T A K

A
=

.I.

3/A

\

TAXY

Amazon CloudFront #7< T
JNCXTB 120 FEOE Y
N, ELLBE1H®HLEY 120
FEOALB YV IITARND,
EYRNELKBFBUIIARS
2, |RRT50 /N1 kO
JLI—RZERK

1
4

100 A [El

JA K [USD]

~4.32 USD

5.00 USD
4.00 USD
0.60 USD

~ 23.78USD/ H

Bl 3 FFAEhiZIPEY NEEBENIZIPEY MO IPREFETIVTATICTS

AWS O —E A

Amazon DynamoDB

AWS Lambda

Amazon CloudWatch

AWS WAF 7 =7 ACL

TAX3VIA

1,000 BEINDEEAHE 1 MB D
F—RANL—T

128 MB: 1 D M EE%, 2000 E
OFETHL &, FHT500 =
) # @M E{ AWS Lambda NE
T

512 MB: 1 DM %, 2000 E
OFETHL &, FHT500 =
J# DK AWS Lambda D E
THE

2,000 FD A X2 b

1

A K [USD]

~0.00 USD

~0.01 USD

~0.00 USD

5.00 USD

dAB

26
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AWS O —E R FA4RXTavIB A N [USD]
AWS WAF JL—)L 2 2.00 USD

WAS WAF U T Ak 100 A= 0.60 USD

CH —7.61USD/ A

CloudWatch OJ O JANREE )

cOVY)1—23a>THERAEND -0 AWS OH—E A (Lambda % &) I& CloudWatch A% Z 4 5
LET. ChsoOJICRBENfNRELET, QANZHRIZHIC, OTF ZHIBRELGET—HA
T2 xzBBMHLET, QDT —HA 72OV T, Amazon CloudWatch Logs 1—H—7j
A4 R®D "TAmazon SSANQOJTF—ZNDIIVAR—hb1 ZBRLTLEE,

A2VARN—IEZ Athena O N—H—OFEAZEBRL ZBES, COVV1I—23a2R@EEREESIE
Amazon S3/N7TY RO AWS WAF KRk 7 77U —>3a> 7 oAO07ICR/UTOIUNRTE A
BESICATZ1—-)EehFET, FEVTIVTAF YU ENBZTF—REICETVTREEThET, C
OYV)a1—=>3ariE, JANERPRICHAZEHIC, OJEITIVICN—FT1>3a{bEBRLE
T, T7FIINTR, YDV21—=232R@T77V5—>23>F7ovA0OY & 7TtdO Amazon S3 DIFFH
SN=TFT 1423 MENLETAINABELCBEHLET, AUDFILZREITDEETERIN, E
BLEOJARNL—2ICHULTRFEENET, COYVI1—23>TlR, 7—07)I—7%2FEAHL
TO—20—RE2EIXVNMLL, JTVT7OVLARETDANOHAAZERTDRSICEBRNTEERT,
OARNRBEEYOHEHICOVWTIE, TAthena DIARNREE ), 28RBLTLEE W, FMICD
WTIE. TAmazon Athena ORlIE€FR | ZSBL TS EE L,

Athena DA NRBEE V)

HTTP Flood Protection ¥ 7= I& Scanner & Probe Protection % Athena OJ /N—H—F7"'> a3 & &
EICERATHE, Athena DERBIENREENET, F7FI BT, FAthenaVIVIEFE 505
EICETEN, BEABBOTF—REAF Y LET, cOVYV1—>arik, JAMNERDPRIC
WxBLEHIC, OJ& Athena VIVICN—FT 1423 {tz2BALET. WAF Block Period 7> 7°
L—MNFA—BDOEZEETH_ET, VIVNFNAFYUITBRTF—ROBERERETEET, I
EFL, AF Y EN3TF—REZEXTE, Athena DIARNNEMNT B AIREMEAN BV ET,

® Tip
CloudFront O O A RTEDHIZXICRLET,

CloudWatch O O JAKNRREE 1) 27


https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://aws.amazon.com/athena/pricing/
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L T, CloudFront DEY R EICH 500 /N4 ROTF—XNERENDAREEN HY) F
9,

1 B&7zt) 120 FH® CloudFront 772 T O MDY RN BB HE. T— 2N —EDRE
ETZEITHERETHE, 4BEHLY) 200 A (1.2M6) DEY RARELET, JA
NEGtETDEER., EBORNT 71V INER—2"2ERBLTLKEEL,

[500 bytes of data] * [200K hits per four hours] = [an average 100 MB
(0.0001TB) data scanned per query]

Athena Tld, AF¥Fv>EaniT—X1TB&H=V) 5.00USD HF'FEEhET,

[0.0001 TB] * [$5] = [$0.0005 per query scan]

Athena VTV 5 pZ EICETE N, 1 BEH LY 12EETENET,

[12 runs] * [24 hours] = [288 runs per dayl]

[$0.0005 per query scan] * [288 runs per day] * [30 days] = [$4.32
per month]

EROOAARNE, PF7UT—232>0ORS 74V INE—2VICK2>TEBRYYET, FMICD
WTE. TAmazon Athena DElER, ZFRBL T EEV,

tFa1)TA

AWS A2V T7ZARTIFFYTIATLAZIBETDE, BEKRE AWS OBTEFIUT 1 LOERE
AoBEENET, COEERBETILNLCRY, RAMNARL—FA VIS ATLERBILL AT -2
S5HY—EANERAEThTVREHROVYENEEFIVTAICEDRTOIR—F NE AWS H'E
A, B2, #9210, SEROERALOAEZERITZINICKRIEET. AWSEFI1UT1 D
AFMACOVTER, TAWS 2ZTURtEF1UT 1, ZZRLTLKEZWL,

IAM O—JL
AM O—LZEATBE, AWS V5T ROF—EREI—HY—IC, EDMABT I ERRIS—&

TOEAFAZEV)HTRENTEXT, CcOYDa1—>a>rTlk, YDa—>3a>o)Y—AIC
XU THEBELBTIVELAFTZHAE5TS, &R/DEFED IAMO—ILIERENET,

[T — 2]

Amazon S3 /N7 Y k& DynamoDB T—7 LIZRTFENLIRNTOF—RIE., REFICES{LE
£ 9, Firehose TEHEFDTF—REFEFTLENET,

tEFa1)Ta 28


https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/

AWSWAF OEF1UF A FA—rX—=>3> EWHA R
1%5%1%55

DITTF7ITr—232 i, cFEEEBREICHLTHBETT, chSsOREICKK. REMEEAL
VY —N—Z#HEL ) TELSICHRIICR ERENEVIIAN, JI7H A4 NEHRKTS
FOICRFENLETEHBEBRERE, VI JAVTUVERRLEBECLSICTOJ S LENIZERER
RYRPRILAN—BENEEFIRET,

cMY')a1—>3> Tk, CloudFormation ZEAL T, AWS XR—T RIL—=ILDOIL—ILTIL—T%
AAZLIL=IBEED AWS WAF L—ILEREL ., ROLSB—RNBEHEZ/OYILET,

c AWSNYZR—IRI—=II-ZOXZR—IRY—ERAR, —MBOBT7VT—>3 > ORBEHEPZ
DHDETLLBVRTZ 74V VICHITRRBEZRHALEIT. cOVYV1->32ICR@F, AWSY
F=TI RIPFHAL—LIIN—T, AWS X R—J RR—=AFAVIN=ILTI—7, AWS X ZR—
RI—AT—ABEQOIL—INITN—THFEEhET, JITACLOFYNT 141 Y K (WCU)
D2—BNOLRET, VI ACLIC 1 2FLEREROIIN-NIIN—T2ERIZFT3a>Nrs
WERT,

- SQLAYDTO23aY -HEBEGF, F—EXR—APSTF—REHMETRILEHIC, VITUIIRA
NCEEDOHS SQLO—REZBEALET, COYVI—23a2EF, EEOHSAHEMENHS SAL
O—RZECVIJVIIARNEZTOYITRRSICRHEFETNTVET,

- XSS-HEEZIEERVITHA MOMRHEEZFAL T, BEEOHDIVZATURNFARATY
TREELEBIA—HF—DIITTSIFIBEALET, cOYVI—32F, XSS REZH
LT70v092EHIC, —ROCHEECNDIZEVIIANDEREZRETI LS ICHRFTENT
WET,

c HTTP 72 Y R-DJITH—N—XFOMONYIIT RUY—=AIZIE, HTTP 75 Y R &
D DDoS MEQURINHYWET, cOVYVI—232TlR, 94T M5OI ITIYD
TARNERELEVF—22BADE, L—IMR—ADI—IFBBNICEBEIhETT, T
(&, Lambda BB¥E /=& Athena VTV ZFEAL TAWSWAF OJ Z0EBTBHET, DI F+—
REBRIBD_EETEERT,

AF ¥ F—7O0—7 -EBEEOHDEERTE, HTTPAXx TZ—1—RZEKTZ2—EOIIITA
NEZEETDET, 12—V NIEHELTVWEOITT U7—/3/®%%ﬁil$v
YULTHAELET, COBBZFEALT, EENH2REEXTIPT7RLAZELT/OY I TE
F£F9, COVYJ1—>3avE, CloudFront £k ALBOF7 V7 AOJ 2B8HNICENTL, 1 9H
EVO—EBDEETXTIPTRLAASOFREVIIANOEZHADNLT, ERENEIS—
DA—BRIELETRLADSNDESHBZAF Y ZTOYITBLSIC AWSWAF 2EH T3
Lambda B%tE /= (& Athena VT KL £,



https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html
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- BBHOXET IPFMEY AN) - Z<0MEBAN. ANY—, JLVVITFAANIELI—R—,
RY NZRY RNE, BAOKREENAVS IP7RLAOFHEV AN ZREFLTVET, DY
Ji1—232i@F, ChsofFEVANOERZEFAL T, BEREBRIPTRLA»PSOUIT
ARETOVYITRIDILKIEET, &8I, cOVYJ1—23a2iEk, Amazon DAEERA > T
DIV AILETVTIPEHMEIL—ILITIIINL—TICL > THBAETh3HBEEEEZTOVILET,

s RYRERITLAN—-—MBOICKXRBEh DT T77IVr—23>088ER}, ATV
TOECATRIVZATNFBPEFZERICAEIL, BERLEZERY CH—ERZEATSC
EEGEEIDBENBYET, 2L, DTV RILANNEELRZRY NEEO—FOBEE
ENO0Z4T M, FIRZE#ETZEHICETBFZRELTVET, coYUi—->3>
k. BEBRY MPRILAN—ZREBLTTOYITHDICRIEET,

I*—2

T—ERV A =2 (HREEFENET) & AWS THIY NAOH—ERV Y —AELBEARL—
>aAVORRETT,

cOV)1—>3 A0 AWS H—EAD T #—24

cDV)1—23ICEEENTVBREY—EALT DB IA—ZNHDEZBRELTLIEEL,
FHMICOVTIEE, TAWSH—EAIF—2, ZBSBLTLKEEV, R—DEHJVYEAFTICRF 1
XVRAOITRTO AWS O —EADH—ERAIA—REZRRTBDICE, CES5OPDF ICHD
FService endpoints and quotas; R—Z DBEREERL T EE L,

AWS WAF U # —2%&

AWS WAF (&, IP O —E&#HZ &I, Classless Inter-Domain Routing (CIDR) T& X 10,000 @ IP
TRLAEHEZ7OVITEET, COVYVI—IUAERTBIEVANIR, SOV F—2NHE
HEhEd, FHEICO VT, TAWSWAF U4 —&, 28RBLTLEEW, N\—2 3 3.0 W,
COV)1—=23 @3 FIL—ILNICTEYFIT2220IPEY N (IPv4 A, IPv6 ) Z#ERL ET,

AWS WAF Tk, 8% ® Create, Put, £XIk Update 7o a A API J-)LIZELT, 7
AIORZEW, 18BHEY, AWS D =23 ZEICH/RARK1I DOV IIARNFAENET, Ch
SOAPIO—)LZ2Y)1—2320AHTITSE, APLAAY MU T ORBENFBET D AseEN
HYET, COBMBEBRBIZICEK, COVYVI—2arpFF7O4EnTVBOERLUTHYY
ReD)—232>TInsOAPI =)L ZT5M0T7 70 r—>232 2RTL A0V EZHE#HLE
ED



https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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T7OAICETRERSEE

ROEV>3>TR, COVI1I—23202REIZLEHOFWEERBBRICOVTHALET,

AWS WAF JL—)L

COY)I1—=23aUNFERTBIVITACLIE, JITF7TVT5—2a > a2a8ENICRETDILSIC
HEEnTVET, coYVa1—>3iEk, JI7ACLICEMTES —ED AWS YEZ—2 R)L—
ILBROHDAZLIL—INZRELET, IL—ILZ2EaHBICIE. CloudFormation AR Y UV Z£EHT 3
EEICEHETAINTA—RTyes] ZBIRLET, NFA—ZOVANIBLTRE TATY7 1. A
YO REEHTEH, BSRLTLIEETV,

(® Note

I<ICERATESDY ) 1—>32(F AWS Firewall Manager Z2H7R— KL TVWEE
A . Firewall Manager TIL—)LZFEATHHEERE. V—AO—RICHARENA X ZERATS
CEEBEOHLET,

JIJ7ACL NZ 74y oOF> T

KRKERZI (N—ZF4E) UAD AWS U—2a > TRAEY VERERLT, TVRRSAUN %
[CloudFront] IERET 2 H &k, Activate HTTP Flood Protection % [no] £/ 1k [yes - AWS WAF
rate based rule] IZERETAIHENHYET,

D2 DOF7S 3> (yes - AWS Lambda log parser & yes - Amazon Athena log
parser) Tlk, IXTHOAWS Ty 2O —> 3> TRITEND VI 7 ACL TAWSWAF O %7
ITATUHTRIRUENHYNET, ChFKERIB(N—2ZF4) UATEYR—REhTLEE
ho DJI7ACLNZ 74y 000OF > JICETRHM-OVWTIE, "TAWS WAF BEREHA R, %
ZRLTLEEV,

BRTAAOVIIARNIVR—RD NOLE

AWSWAF &, DI 7UOVITARNIVR—FYNEX, ANYH—, Fll& cookie DA —/N—H 41X
DAVTFYORBREEHR—KNLTVERBA, ChSQUIIARNIVR—RURNEALTD1 2%
BREITDIL—INAT—MXVRNEZERTIBEE., CchsOAT>I>oVTFhrZERBIRLT, 2hs
DIVIOTANDMERE%Z AWS WAF ICIERTEEXRT,

F7OMICHTREESE 31


https://aws.amazon.com/firewall-manager
https://github.com/aws-solutions/aws-waf-security-automations
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
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* yes (continue) - L—)LIREEE(CH ST, VDIVIARNIVAR—IXVNZBEEESYKRELE
To AWSWAF (&, YA XFHBRAOVIIARIVAR—ZFZMOAVT OV ERELET, O
VY )1—=23a>TERATRITI7FILNOFT 3> T,

e yes - MATCH-DJI 7V IOIAREL—=—ILAT—RXRNE—HTRENDELTHRVET, AWS
WAF (&, L= ORKREBEEECBSLULTFMMEISR B, L=ILT70>a>ar )T ANIER
LET, Block 722a>ol—IoHE, A—N—HBA XAVR—FXRNTOVIIANET
AY L&Y,

« yes - NO_MATCH- L=l OBREEECKL TFMEL I, JITVIIANEL—ILAT—
RAVRNI=HBLBEVEDELTRVET, AWSWAF &, —HLEBEWVWIL—ILDBE LRI,
JI7ACLOBYDIIL—ILEFEALTIITIVITIANOBREEHEITLET,

HMICOWTIEE., TAWSWAF TOA—N—HBA XD VOTARNIVR—ZFNOWIE ) #5
BLTLEEL,

BHEROYVU1—->3arF7Oq

Vyi—>avi, BULT7AHORNEV—2a ICEREF7O/4TEEY, F7O/MZEIC—F
@ CloudFormation AZY VB & Amazon S3 /NI Y NEZFERTILEN HYET, TRTIhOE
BOF7O/4X Y NCEFEMBENAREL, PTHOURZE, V=232 280 AWS WAF 9 # —
SHNBEAENET,

BHoY)i1—-a>rF7aq 32


https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
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T\ PHP B30 1>>x
v>avizE, PHP 7OY
SEVJEBOHERAICEED
eSSt ERICEETD U
TANNEZ—E7OYOL
£9, CchiCky), WEHEN
FAEhTWEWI—REE
XY RZEEBTRTTE
BHEFEOERAZHSEN
TEES, 77U—>3ay
FEZETDH—/N—IC PHP
NFAARN=ILENTVSIE
BlE. COIL=ILTI—T%&
SR i) A S

MEZZ WCU & 100 T,
THO NI, BEFIRE
BAEEHIZTUIT ACL A
AYODTFTOAANKKTS
DERIBLEBI, +97%
WCU BRENUETT,

HMICOVWTIEE, TAWS Y
Z—=2 RIL=ILDOI—=ILT
IN—=TVAKN1 Z#ZBRLTL
ZEWy,

ATYT 1L ARV VZRHTD
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Activate WordPress Applicati
on Managed Rule Group
Protection

HAZLIL—=I - AF ¥ F—
&7’O0—7

T7 A b

no

S

WordPress 7 7’ —< 3>
NEZ—=DRIL=NLNTIN—T%
JI7 ACLICEMTSDLS

ICEEETEN AV R—F2U N
BAICTBICE, yes ZiFE
RUET,

cOIL=ILIN—=T

l&. WordPress %4 NEH
DfEHEEOERICEETS
DIANNZ—%TOY Y
L &9, WordPress & E1T
LTWVWBEEE., cO)L—)
ITN—T%FEHLET, CD
IL=ILTIL—7&, sQL F—
BAR—ABLT PHP 77°1)
T—=23azvII=LTIN—=T&
HAEDETHERATEIHEN
HV)ET,

HEH WCU I 100 TF,

THODVRIREK, BREFRZ
BAI-EHICTIT ACL A
AYOOTTOANRKTS
NEBIZDEHIZ, +27%

WCU BENRETT,

FMICOVTIE, TAWS Y
Z—=2 RIL=ILDOI—=ILT
IN—=T1VAKN1 Z#ZBRLTL
ey,

ATYT 1 ARY U RETD
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AWS WAF OtEF1UF A A—hX—> 3> EREH AR

N X—24 T7#FI)I K i

Activate Scanner & Probe yes - AWS Lambda log A¥rF—&7rO0—7 %7

Protection parser AY V3% LEHICERATST
VR—%V NEEBIRLET,
EBNEAT>aVICHEETS

KL—KA7OEMIIONT
&, "TOYN—HY—AT>3
L EBRLTILKEEL,

ATYT 1 ARV V=RETS 50



AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Application Access Log
Bucket Name

T7 A b

[.red]<requires
input>

S

[Activate Scanner & Probe
Protection] /\Z X—& I

yes ZiBIRL EHEEEF.
CloudFront 714 AN E 1—
>3 (BEA) £ ALB
(B#HE) o7 v tAO7 Z &R
9% Amazon S3 /AT Y K
(FRELEEETF) OREIZ A
ALET, BEFED Amazon
SINTY R NZEFEALTVLS
B4 (k. CloudFormation T
7L—bhzF7O0/00LTY
50&RELUAWS =23
CHBDVENFHYVET, YU
1—>3>oF7O042&IC
EB3NTYy NEFERAT I
ENfFHVET,

COREBZEBMZTAICE.
CONTA—ZZ2B/ELE
¥, 5£E: CloudFront 7T/
TA4ANJELI—3Y (8
) Fzld ALB (¥ ) @
DIJTORAOQT B
(LT, £ ® Amazon S3 /N
TYRNIOTT7T7TAMIINERIEE
LET,. ARV IUTEZRESN
TWBDERUFL71v 9
AF7FNSOTLT7 1Y
2 A AWSLogs/) IcOJ &R
BFLERT, FAICOVWTE,
" Application Access Log
Bucket Prefixy /NZ X—%& %
SRLTLEEL,

ATYT 1 AZY U ZRBETD
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Application Access Log
Bucket Prefix

T7 A b

AWSLogs/

S

[Activate Scanner & Probe
Protection] /\Z X—#& [ yes
ZERLUIZBER., LEOT
VAN ESZ= N &k yuls)
NTYy NCAT>a>01—
H—ERTL 71V IREA
ATEEXRT,

Endpoint /NT X—&(C
CloudFront #%i®#IRL 15
&l&. yourprefix/ & &
DEEOTLT1YIAEA
HTEFXRT,

[Endpoint] /NZ X —&(C

ALB ZERL I35 & &,
yourprefix/AWSLogs

/ BEODTLT714Y DRI
AWSLogs/ ZEMY % HEHN
HYET,

1—HY—E&OTLT14YY
ANBWEHEEE, AWSLogs/
(F72ILB) ZFEALET,

CHORBZEMCTSICIE,
CONTA—R2ZEHLE
9,

ATYVT 1 ARV U %RETS
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AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Is bucket access logging
turned on?

Error Threshold

T7 A b

no

50

S

[Application Access Log
Bucket Name] /YT X—&(C
BE#F M Amazon S3 /N Y
NgZALL., NTY RO
H—N—T7otAOTREHK
FERICAICHEL>TVWRBEE
(&, yes ZiBIRLF T,

no ZiERgsd&, Yi1—
aAVENTY NOY—NN—
TotAOQJREFEZzEMCL
9,

[Activate Scanner & Probe
Protection] /\Z X—& I no
ZBRLLEBERF. CONT
X—2 B BELET,

[Activate Scanner & Probe
Protection] /A5 X—2&IC yes
ZERLUIZBER. IPTRL
ARZELC 1 HEYNICEHRS
NBAFEBVITAMDERRK
BEANLET,

[Activate Scanner & Probe
Protection] /\Z X—2&IZ no
ZERL BB, COND
X—2 B BELET,

ATYT 1 AZY U ZRBETD
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AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Keep Data in Original S3
Location

AAR LI =)L ~HTTP 7
>k

T7 A b

no

S

[Activate Scanner & Probe
Protection] /\Z X—#& [ yes
- Amazon Athena log
parser ZERL BE. V
)1—23>@F77)7r—
>avFoRAQATT7TAI0L
& Athena VT VIC/N—T 4
>afteERALET, 7
7#)BNTE, YD1—->3
2EOTJ 7 7 AN ETTOER
A5 Amazon S3 O/N—TF 4
avikEhi7 x )X EE
CBBLET,

OJ oI —€ T OGFFTICiR
B92E5. yes ZEIRL
£F9, Cchlcky, OFA B
L—hHEHENET,

[Activate Scanner & Probe
Protection] /N2 X—Z I yes
- Amazon Athena log
parser ZERL & AH 2 135
BlE. CONTXA—2EEH
LET,

ATYT 1 AZY U ZRBETD
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AWSWAF OEF1UTF A F—KX—=>3>

INTAX—24 F7x)I b
Activate HTTP Flood yes - AWS WAF rate-
Protection based rule

Default Request Threshold 100

S

HTTP 72 v R EAZ 7OV
V9B EHICERTH I
R—ZFXRNEBIRLET,
BANRATIVICEETS
NL—RFATZ7OFMICOVT
&, "OJN—Y—F7< 3
1 BBRLTLKEEL,

[Activate HTTP Flood
Protection] /N7 X—#&(Z yes
ZERLIEBER. IPTR
LAZELL5GHIYDERK
FBRVIOIARNERZANLE
T

[Activate HTTP Flood
Protection] /N7 X—#&(Z yes
- AWS WAF rate-based
rule Z&#RL HE. FE
EThax/MER 100 TT,

[Activate HTTP Flood
Protection] /N\Z X —2&

(Z yes - AWS Lambda
log parser Rzl yes

- Amazon Athena log
parser ZERL 2BE, £
BEOEICTRENTEE
ER

CHORBEZEMICTDICE,
CONFA—RZEELE
9o

ATYVT 1 ARV U %RETS
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AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Request Threshold by
Country

T7 A b

<F7aAn>

S

[Activate HTTP Flood
Protection] /\Z X—2ZIC yes
- Amazon Athena log
parser ZiERL I2HBE K.
Z® JSON 3K {"TR":50,
"ER":150} (CfE>TEEA!
ICLEWVMEZANTEERT
o DY —>32,
BEEEThEEALSREEZ N
EFVOITANZIZhSDOL
ZEWMEZFEALET, <O
yyi—>3avik, BYOY
2 T A BMIC [Default Request
Threshold] /NT X —Z & f#
ALET, FE. CONZ
X—REZE&TDE, [Group
By Requests in HTTP Flood
Athena Query] /N X—& T
BIRTEDIP71—J)LR®
TOMOAT I DT I —
TRI714—)LREEEIC, B
# Athena VTV T II—7IC
BENICEEFNET, +

CHRBZEZEMCTSR L
ZEBRLEBESE. CcONZ
X—Z2Z\BEALET,

ATYT 1L ARV VZRHTD
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AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Group By Requests in HTTP
Flood Athena Query

WAF Block Period

T7 A b

None

240

S

[Activate HTTP Flood
Protection] /\Z X—#& [ yes
- Amazon Athena log
parser ZERL BE .
TJN—=T5817 1 =) RZER
LT, IP&HEVDUIIAL
EBRUETIL-TRT 14—
IWRZADIDRNTEERT, B
ZIE. URI ZERL 12358,
Y)i1—>3a>vIPHXT
URISEYDIUITIARNZEA
JRNULET,

CORBEEDICITDL
ZERL BB, CONZ
X—gﬁﬁ*ﬁbi?o

[Activate Scanner & Probe
Protection] & /= & [Activate
HTTP Flood Protection] /\
FXA—&IC yes - AWS
Lambda log parser ¥1z
& yes - Amazon Athena
log parser ZEIRL EHE
&, ZHITDIPT7RLA%Z
70v 03358 (DEN) %
ABLET,

O7@rzB\BICTBICE,
CONTA—BZZEHLE
9,

ATYT 1 AZY U ZRBETD
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Athena Query Run Time
Schedule (Minute)

HAZLIL—) - BEOHS
A TAN

Activate Bad Bot Protection

T7 A b

5

yes

S

[Activate Scanner & Probe
Protection] & 7z & [Activate
HTTP Flood Protection] /\
ZX—2XZIZ yes - Amazon
Athena log parser Zi&
RUBEE. Athena VT
DARITENBEEER (2
BH)ZANTEXRT, T
7 #A) NTEE, Athena VT
D59 EICRITEIE
9o

ChSDRBEZEMIZITSC
EZEBERLIEEEE, CON
TX—2 2B RLET,

yes ZiBIRTD L, EEND
BPRY NRAVTVAIL
AN—%27OY9FTBLSIC
BEFENEOVR—FK R
BMICEYET,

ATYVT 1 ARV U %RETS
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

ARN of an IAM role that has
write access to CloudWatch
logs in your account

T7 A b

<F7aAn>

S

T A7 b® CloudWatch
AJADEEIAKT V1A
EEFEDIAMO—-)LOF
723> ARN 2 EELF
9o fHl: ARN: arn:aws:i
am: :account_id:rol
e/myrolename ., A—
LWOEREZEICZOVT

&. TAPI Gateway T®
CloudWatch (Z &k % REST
APl OOJ DERE, 25 RL
TL<EZL,

CONTZAXA—R%ZZRH (T
7ZIB)DERICTR L,
Yai—=23vICk2THL
WO—ILAERENET,

ATYT 1 ARY U RETD
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Default Request Threshold

HAAZLILN=) - H—RN—
T4 —0 IPFHiEi ) A K

T7 A b

100

S

[Activate HTTP Flood
Protection] /\Z X—#& [ yes
ZERLUIEBER. IPTR
LAZELL 5B DERK
FEVIOIARNKRZANLE
T

[Activate HTTP Flood
Protection] /N7 X—#&(Z yes
- AWS WAF rate-based
rule ZiBRL £HE. FB
EThaH/MER 100 TY,

[Activate HTTP Flood
Protection] /N\Z X —2&

[ yes - AWS Lambda
log parser X7izl& yes

- Amazon Athena log
parser ZERL LI5S, £
BEDEICTDENTESE
9o

CHORBZEMCTSICIE,
CONTA—R2ZEHLE
9,

ATYVT 1 ARV U %RETS
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Activate Reputation List
Protection

LA —HAZLIL—I

T7 A b

yes

S

yes ZIERTBD &, H—
RN—FT 4 —OF@E) A S
(BPR—BFEhTVWBUAK
(& Spamhaus. Emerging
Threats, Torexit /—RZ&
HET)ICHBDIP T RLAD
SOUOTARNNTOYIE
nEx9,

ATYVT 1 ARV U %RETS
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Activate SQL Injection
Protection

T7 A b

yes

S

yes ZiBIRT B &, —W%E
SQLA > IV aVHER
JOvU33&5ICETEN
EOAVR—ZF NFEMICE
WW&ET, AWSYXR—2 R
FIL—=ILty NELIFE AWS
NZ—2 R SQL F—EZX—
AN=ININ—T%ZFERALT
WaWEER, BUICTSC
EZERELTLSEZL,

Xz, 8KB (8,192 /N1 b)
ZRABDA—N—HAL XD
)2 TAN%Z& AWS WAF (Z
MBEEZAFT7 3 (yes
(continue), yes - MATCH,
F/ol& yes - NO_MATCH) @
1 DZBIRTBDENTERE
I, T7FINBTR, yes &
L= OREREEICHK S TY
A XAHRACHBDIVIITAL
dAVAR— N0V FTY
ZRELET, FHICOVT
&. TAWS WAF TOF—
N=—"BAXVITVIIAK
dVAR—ZFXNONE, 25
BLTSLEEW,

COHEZEDCITSIC
&, no ZEBIRLET, X
: CloudFormation A& Y &
&, BRLEF—N—HA
AWMBAT I ETTAI
hosSQL1>r>xo>ar
REIL—ILICEML, AWS

ATYVT 1 ARV U %RETS
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

T7 A b

S

FHONIF7O/4LE
9, CloudFormation LAAAT
WN—ILZEHAZIA AL 25
B, EERNBRREAZYIDE
HRICEEEZIFET,

ATYT 1 ARY U RETD
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AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Sensitivity Level for SQL
Injection Protection

T7 A b

LOW

S

AWSWAF A"SQL A >> T
VaACHEBEOREICERT
DRELANILZBRLEXT,

HIGH k& V) Z< DR E R
HUETH., &S DEBEHKR
HELERTDOEEN HYE
9,

LOW ik, BESQLA>>T
92 aVKREBICHTZMH0OR
EEZITICHBATLARDY —
A%, BRACKITIHRE
FEVWIY—RICELT, &
VB EIRIRE T,

FMICOVTIE, TAWS
CloudFormation 1 —4'—
HA R, ® TAWS WAF T
SQLA > o> az)l—
LWAT—HMXNORELAX
JLEEBM, BKRT Sensitivi
tyLevel Z7ONT 1 1 2SR
LTLEEV,

SQLA > 1o aVREZ
BUWZTREERF. CONT
X—RZBBELTLLEEV,
7£Z: CloudFormation A& v
T, BIRULEBZELARILZ
F7A)ILRDSQLA DT
92 aVREBEIL—IICEN
L. AWS 7HOYNCFTT
A4 L%, CloudFormation
PATIL—INZDhARIARX
LEBE. EERNREFEARY

ATYT 1L ARV VZRHTD
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AWS WAF DEF1UF A F—RX—3 3>

REHAR
NZA—5 574k 5 58
HOBH#IC LBEE nE
7.

ATV 1. ARY DERET B
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

Activate Cross-site Scripting
Protection

T7 A b

yes

S

yes ZiBIRT B &, —W%E
XSS wEgx=7Ov 73‘64:

SICFEFFEh OV R—
Fﬁﬁﬂh@”i?oAWS
NZ—IROT7IL—ILEY
REFEALTVEVESE.
BMCTRezREFLTL
EEW, i, 8KB (8192
NARN) ZEBADH—/N—
HA XDV IV ITANEZE AWS
WAF [CBE 857472 3
~ (yes (continue), yes -
MATCH, yes - NO_MATCH)
ND1D2ZBRIDENT
XTI, *7FIBNT, yes
l& Continue #7°> 3%
FAL. LI okrEEEIC
O THA AHRRICHSD )
DTARNRIDVR—F DO
DTV EKRELET., il
C2WTE, TAWS WAF T
DA=N=—BAXDITVY
TARIVAR—F bOME
1 ZSRLTLKEZY,

COHEZEDCITSIC
&, no ZEBIRLET, X
: CloudFormation AR Y &
(. BIRLZBEY 1 XD
BAZ7>a #F7AILND
VAAYANAOVT T4
JI—ILIZEML T, AWS
THONIF7O/40LF
9, CloudFormation LAAAT
LN=ILEAAZIA XL 5

ATYT 1 ARY U RETD
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AWSWAF OEF1UTF A F—KX—=>3>

NTAX—=5

ARAAIBRVERETNE IPR
REE

Retention Period (Minutes)
for Allowed IP Set

T7 A b

S

B, EERABRRAZYIDE
HRICELEETNFT,

HFralenkZIPEY FOIP R
BEEMCTZIEAER. R
AR (9) & L THUE (15 KA
EYZABLET, REHE
ICIEZET S IP 7 RLAGHIER
PYniczy), YyJi1—<3
JEIPEYRASIPTR
LAZHIBRLET, DY
Di1i—>3a2Ek, RIK 159
OREFEHEEYR—KNLTV
£, 0~15 OHEEZALT
. VYJ1—>3aEEhnh
Z 15 &L THRVET,

IPREZFTICTBIC
&, -1 (F7FIBKN)DFRZF
CLERT,

ATYVT 1 ARV U %RETS
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AWSWAF OtFa1)F 14 F—KhX—=>32

NTAX—=5

Retention Period (Minutes)
for Denied IP Set

Email for receiving notificat
ion upon Allowed or Denied
IP Sets expiration

AR E

T7 A b

-1

<A77 arAn>

S

EREEhEIPEYRND IPR
BEEMCITZEEE. RE
HIE (2) & L THIE (15 A
E)ZABLET., REHH
ICETBIP 7 RLAKHR
PYhn(ly), Y)i1—->3

Vi IPEYRASIPTR

LAZHIBRLET, DY

Di1i—>3a2E@E, RIEK 159
NDERFHEZHR—KNL TV
£, 0~15 OBEEADT
. VYV1—>3aEFEEh
15 ELTRVET,

IPREEFTICTSIC
&, -1 (F7FIBKN)DFEF
CLET,

IP REFHE/NZ X —& (A1
D22O2ODNTXA—2%Z2SH)
ZAMILT, IPTRLA

DEMBRA NI ELC

EX—/LBHZZETZEE
k. BB EX—=ITRLA
EADLET,

PREZTIVT17ICL%
MoBEe, FEFEX=I
BAZEMNCTIESRK, =
B(F7FILMDODEXRICLT
<L,

ATYT 1 AZY U ZRBETD
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AWS WAF OtEF1UF A A—hX—> 3> EREH AR

N X—24 77 %)k i
Retention Period (Days) for 365 CloudWatch A7 J)L—7' @
Log Groups REZEVICTIHEEE,

RSB (BH) & LTHE
1RE)ZADLET, &

BBk 18 Q) A5 105F
(3650) DETEIRTEXT
o T7ZFIIKTRE., OJ 1
FRICHBEINICEYET,

O =z &EHRICRIFTSIC
&, -1 ICERELET,
6. PRN] &ZiBIRL F T,

1. [ARYIFTZIAVORE]|R—ITR., AZYIROVY—ADOERT (F—EORT) Z2EE
L. BIMAT>a2ERETEERT. (RN ZBRLE T,

8. [BERBLVERIR—D T, REZWRELTHEELET, 7o 7L—KZ&2TIAMUY—RL
VERBBINBENMERENDCEEZRRBTHIRY VA ZERLET,

9. EE] ZEBRLTARARZY UV ZTF7O/LET,

AWS CloudFormation A2V —=J)L®D [AT—Z A FTAZY VOAT—RAZHELET., W15

% T CREATE_COMPLETE AT— R AN RTRENET,

(® Note

Log Parser, IP Lists Parser. Access Handler AWS Lambda B8 BA¥IC %
T, 2OVYJ1—23a2ICik, helper KT custom-resource Lambda BEAN & F
NTVERT, ChsOBEBE, MIHEREDR, FLEREVY—ANEFETLGHIREhIZEE
EDHERITENET,

cpVYU1—23a>vuEEATDE, AWS Lambda A2V —ILICTXTOBEBHF RRE N
FIN 320FELVYII—YAVEROKNEBNCTITATIBNET, O 2
DOBEBBEENFTSNE)Y —RZEBITHLHICHEICBEDLHHIRLEVTSEE
(AN

ATYVT 1 ARV U %RETS
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AWS WAF OtEF1UF A A—hX—> 3> EREH AR

ARV —AOFMERRTDICE, [BH) 2T E2BIRLET, ChiZlE. API Gateway 0 /\
—RY NI RRA > NTHS BadBotHoneypotEndpoint BN EENET, DT T 77 )T —
JAVICNZ=RY RV O ZBHIAL ) THERATILEH, COEZEATHEVTLEZL,

ATV 2 97 ACLZ DI 77— I ICBEENETS

CloudFront 41 ANJUE1—>3 FE G ABEZEHLT, "TATYT 1. ARZY I %RBETS
TERLEUY—RAEFEALTAWSWAF EOF > 9527095717 ICLET,

1. AWS WAF AV —=)LICH A4 A4 LET,
2. FRALEVWT I ACL ZBIRLET,

3. [Associated AWS resources (BE{T 5 iz AWS UV —R)] X 7 T [Add AWS resources (AWS
)Y —ZA0EM)] ZEBRLET,

4. [VY—ARAT] T, CloudFront ¥4 ANUE1—>3a>2 &k ALB ZiBIRLET,
5 VARAS VY —AZERL, B 2BRLUTEEZRFELET,

ATV 3. IDI7T7OAOX T %BETS

D17 7O AOY %EE % Amazon S3 /NI Y MNIEFEL T, ZOF—2 % Log Parser Lambda
B THEATESDKSIC, CloudFront £zl ALB 258 EL £ 75

Amazon CloudFront ¥4 ANUE1—>3> Ahs0oI 7 F7oAOV %
REFETS

1. Amazon CloudFront AV —JLICH A4 LET,

2. 9ITTF7IT—23a nF1ANIELI—=2 3 EBIRL, [TFAANJELI— 3 URRE] &
ERULET,

3. (&M AT T, WE] ZBRLE T,

4 [AWSWAF DI 7 ACL] T, ERENETITACLYVI—23 20 (RRYIBINTA—R) %
EBRULET,

5. [Logging] T. [On] ZZ#IRL E£ T,

6. [ATAONTY N T, DI7F7VAOQVOREICERATSSINTY MNEBRLET, Ch
. XA ARY O THEREN, CloudFront YOJ Z2EZIACT VAT T ZEOFHRATLEEE
BEOSINTYNCTRIENTEET, ROVFHEIVVARNC, BEDAWS THDUV NIZHE

AFYT 2. DITACLEDIDITFTTIr—>a v ICEENITS 70


https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudfront/

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

EBNTShTWANTY MY —EBRRENE T, FMIC DOV TE. Amazon CloudFront BE3#&E 75
14 RO "EXRHPZ CloudFront 4 ANUE1—2 3 OKREE) 25RBLTLSEEV,

7.007L74v0R%E, V)1—2320F7O0(4CERENBZTL 74V VARICKRELET,
TL7AY DR, XAVARY IO [INTXA—R] &7, [AppAccessLogBucketPrefixParam] (7*
7 %)L AWSLogs/) ICH Y E T,

8. [Yes, edit] ZIBIRL TEEZRELE T,

M OVTIE,. TAmazon CloudFront ZAROY/N—H4A4 Ry @ "EE0O7 (7O 2AOY) DRE
BRGFERA 2Z2RBLTEEL,

Application Load Balancer A 5N I 77U AOYV &2 RETS

Amazon Elastic Compute Cloud (Amazon EC2) IV —=)LICOJA4 > LET,
FTETF—=23RADT, [A—RNZ -] Z2BRLET,
DIJT7TVT—>3a> 0 AB 2BRULET,

[Description] (Ft83) X 7 T, [Edit attributes] (BEDiRE) Z:Z2IRL £,
[Enable access logs] ZiZRL £7,

[S3 location] I=. I 7 PoEAOY ORECHEATS SINTY NOBEEANLET, Ch
&, XAV ARY U THERAE ., Application Load Balancer AT 2 &Z AL T IV AHA %2
DHBRELEFEEFEDSINTYNITRENTEEXT,

7. 007L74v0R%, Y)1—2300OF7TOCNICERAENDZTL 74V VALKRELET,
TL7AYIRE, XAVARY OB [INTA—R] 27, [AppAccessLogBucketPrefixParam] (7
7 %)L~ AWSLogs/) iH V) £,

8. [RTF] ZBIRLE T,

I

MBI OWTIE, TMElastic Load Balancing 1—%'—7 4 R, @ "Application Load Balancer ® 7 ¥
tAOT 1 Z2RLUTKEZL,

Application Load Balancer A 50T 77O AOY ZR%EFET 2 71


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

AppRegistry IC& Y 1—>3a>OEFEZ&2UYT

c®OVY')1—23a2IZ&, CloudFormation 7> 7'L— N EFOEBERD )Y —A %, Service
Catalog AppRegistry & AWS Systems Manager Application Manager DA77 r—3a> &L
TEHT S =% D Service Catalog AppRegistry J YV —AFEENTVET,

AWS Systems Manager Application Manager l&, OV U 1—>32&EFQVY—RZET7T)T—

SAVILARIINTHEIETEDLLH, ADLDIBENABRIZENET,

e DY—=R, ARV IR AWS TAHINCF7O/4ENEVY—AODAN, OV J1—->3>
CHEETZOZ2—aNICEZRVILET,

e ZOVV1I—23VQOUY—AQOERT—RE2T7ITr—3 200 TFARNTERRLET, C
hIZEk, 704 AT—2 A, CloudWatch 7Z—A, VY—ARE. ERLOBERENEEN
F9,

RO T, Application Manager DY 1) 1—23 ARV ITOTF 7 Tr—>3vE1—0flzE R
LTWETD,

Application Manager DV ) 1—23 2 AXY VDR

AWS-Systems-Manager-Application-Manager start runbook
[ Components (2)
Name | Alarms Application information | View in AppRegistry [4
=] 8 AwSs-Systems-Manager- Application-Manager
Application type Name _ Application monitoring
(] AWS-Systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled
Description

Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsitems Logs Runbooks Cost
Insights and Alarms info Cost
Manitor your application health with Amazon CloudwWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)

CloudWatch Application Insights 7 77 4 71t 9 %

1. Systems Manager AV —)LICH A4 2 LET,

CloudWatch Application Insights 7 25 4 71t 9% 72


https://console.aws.amazon.com/systems-manager

AWSWAF OtF1UFAF—rX—=>3 2 EERHAAR
2. [Application Manager] Z3&RL £ 7,
J.[P7VT—232T, cOVI1I—=2320F77)5r—>3a0F8z2kEBUTERLET,

T7Ur—=2a>B&k, [P705—232Y—A1 50 [App Registry]l &, YJ1—>3arH,
)—23>, FHIOUKMNID, FEEARY VBZDOHEAEDEBTHERENET,

4. [AVR—=F RN YV—=T, POTATILSTRDTTIT—23 A2y O %BRUET,
5 [EZ& 1270 [Application Insights] T, [Application Insights % B B1EXE] Z#IRL £,

Application Insights & ¥ > 17/R— RIZIE, BEANAREEIT, BEREOA T A VFRRENE
9,

Overview Resources Provisioning Compliance Meonitoring Opsltems Logs Runbooks Cost

Application Insights (0) info (® view Ignored Problems | Add an application

Problems detected by severity

=k

®

Q. Find problems ‘ Last 7days ¥ ‘ | & |

Problem su... ¥ Status v Severity ¥ Source v | Start time v Insights #

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and Includes the permissions the service requires to monitor AWS services on your behalf.

[ Auto-configure Application Insights \

T7VT—=2320FZRVINBHERY, RORT—RARY DANFRTENET,

FEZRUIOTOTAR=23VICHEIL 2Z &% RT Application Insights & ¥ 2 17R— R

CloudWatch Application Insights 7 75 1 71t ¥ % 73



AWS WAF DEF1UF A A—RX—> 3> EREHA K

Overview Resources Provisioning Compliance Maonitoring Opsltems Logs Runbooks Cost
Application Insights (0) info (3 View Ignored Problems | Add an application
Problems detected by severity
Q. Find problems ‘ ‘ Last 7days ¥ ‘ C ‘ 1 ©
Problem su... ¥ Status v Severity ¥ Source v Start time v | Insights ¢

) Application monitoring has been successfully enabled. It will take some time to display any results. Please use the refresh button to

view results.

VD1—232VICHETRHTANET 2HFEITS

Y1—>3VICBEITZIDAANES 2T 2BMICLES, JANES 2T Zz#ELTIOY ) 1—
SAVOIAARNZBRRIZILEN BV ET, XOFIET, ARG 2T 2#BLET,

1. Systems Manager 1>V —)LICOJ 14> L& T,
2. TES —2 3> RA T, [Application Manager] Zi#IRL £9,

3 [F7VT—2a]| T, COYII—>23>0FT)r5—23a 8% BRUET,

T7U—2a> gk, [P7U5—23>Y—X150 [App Registry]l &£, Y J1—23arH,
)—23>, FHDOUKNID, EEBAZRY IVZOHAAEDETERENET,

4. [BE|XRT7OIAARNT, [1—HY—X2TzEM ZBIRLET,

F7UT—2a>0 [OAN O [1—F—2728M BAGAIU—> 3y K

U133 MBI IANR T ERRT B 72


https://console.aws.amazon.com/systems-manager

AWS WAF DEF1UF A A—RX—> 3> EREHA K

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5.[1—Y—&ZTREM R—Z T, Tconfirmiy EAHBL, [A—HY—ZT&EM ZERLET,

TOFAR—YAVTOLANRTLTAIF— AN RTRENDETICRA 24 BEN N B BEN S
WET,

V)1—-23VICEETRZAARANEG R T EZTIOT17IC9%

CostExplorer 2 7 V74 7tL S, COYV1I—2a 2 ICEBTRZ IANEYRTETIOT147

LT, COVII=23 00ARNZHERITDIVENHYET, JARN DRI E., EBOEET

NIOVRDEORTITATITEET, JANEBDRIEZTIOT 17T DICI:

1. AWS Billing and Cost Management 1V —)LICH A2 A2 LET,

2. TEF =23 RADT, [OAMRDZRT]) ZBIRLET,

3. [AANEDRT] R—T T, AppManagerCFNStackKey 25 %# 7 4 )LZU VT L, RREhizkE
BN SERTEBRLET,

4. [FOT 171 Z&RLET,

YU1—23aVICEETS IANBY R I ETIT14TICTD 75


https://console.aws.amazon.com/billing/home

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

AWS Cost Explorer

T75—2a> 8L T77)r—23a> Q0 R—F2 NCEETZIANOBERK, AWS Cost
Explorer £ DIRE (BRWICT VT 1 TLTRDHENHV)ET) IZKV, Application Manager 1> Y —
A THERTEET, CostExplorer Tld, AWS VY —ANJARNEFERARRZRERITRRTDC
ET, JANZEEBTEET, Y1—>32ICKL T Cost Explorer 27 775 14 7t 9 3 (Z1&:

1. AWS Cost Management AV —)LICH A 242 LET,
2. TEZ—2 32 RA 2T [Cost Explorer] ZZ#RL, YV1—>3>0FNEIANEERARR
ZRTULET,

AWS Cost Explorer 76


https://console.aws.amazon.com/cost-management/home

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

V)1—>3>&EHITD

COV)1—=23a> EBICTF7O/ZADBRE. COFEICHE>TYVI—-320
CloudFormation AZY JZ&E#HL., Y )1—23>207L—ALAD—00&H/N—>3a>zRELE
T ARVIUREFHIDAEIC, "EFICHAIIZEEE, ZIFERSETHALLEET,

AWS CloudFormation AV —=)LICH A 242 LET,
EROFET—>3aXT1—T[REY D1 Z0UYILET,

BEF D aws-waf-security-automations CloudFormation AR Y 7 %&IRL £,
[E#) 2BRLET,

BEFT>7L—hZzEEMAD] ZEBIRLET,

[T7L—hEEE] T, UTZETLET,

a. [Amazon S3 URL] ZiZIRL £,

b. aws-waf-security-automations.template AWS CloudFormation @) >V %ZE—UL &
9o

c. [Amazon S3URL] ARY PRIV U &BE)FIHFET,

d. 7> 7L—KR®OEL WV URL # [Amazon S3URL] T+ ARKY Y RAICRRENTVWRD &R
wlLET,

e. [RN] ZBIRL E T,
f. [AN]Z2E€£5—EEBRLZET,

7. INZA=R]1T, TV7L—bhONFX—2%Z2#E L., YECRHUTEELET, NTX—20D
HHICOVTR, TATY 1. ARV U ZREHTDH ) 2SRBLTLIEEL,

8. [AN] ZBIRLE T,

9.[RRY VAT IVORE]|R—IT, [RN\] ZERLET,

WLELI-IR=DT, REZHBLTRELET,

MT7TL—RMCE2TIAM D) Y —ANEREND CEREARITDFIVIRYIREZFICL
x99,

12[BEEY hORT] ZBRL T, EEZHWELE T,
13[ARY VDOEH] ZBRULTAZRY VZF7O/LET,

R T

AWS CloudFormation 12V —)L®D [AT—R A FITARY VDAT—RAZHRTEXRT. 15
% T UPDATE_COMPLETE D AT— R AN KRTRENET,

77


https://console.aws.amazon.com/cloudformation/

AWS WAF OEF1UT 4 F—hX—> 3> LA A K
EFHICEITRIEEEE

RDOEV>3>TR, COVI1I—-2322REIZLHOFNWEERBBRICOVTHALET,
VY —RE2A T OEH

AZY U DERRZIC Endpoint NTX—REZEFHITBICIE, ILLWARY OV EFTOA(TEIHEND
WET, AZY IVOEHEIZ Endpoint NTX—RZZELBEVWTSEEL,

WAFV2 O &5

N—=232 300, COVYUI—>232TlE AWSWAFV2 ZHR—KNLTVWET, IXTO
AWS WAF Classic APl J—JLi&, AWS WAFV2 API J—)LICEE#A S EL Iz, Node.js NNk
FRENHIBRE N, BFO Python S 24 AFERENATVERT, COVYVI1—32 ZHHOH
REEHBEEEIIE|IEHREFEATAICLE. N—23 2 30URBREHLVARAEZY VELTTF7TO/TS
BENFBHVET,

ABY VEFBEOHAZIAX

BERDY') 1—23> Tk, AWS CloudFormation AXY 2N LT, F7 #J)L NERED AWS WAF
=LYy REAWS TAHINIF7O/MLET, YJa—avickr2TF7OqEchiz)l—)
ICHARIA A ZEATEELERIBHAOLELEA, AZVIDEH TR, ChSsDZEEERLEELE
FTo NARIARENEIN—IIHABEZFEE, cOVII—23EFBICEBIOIL—ILZERT
BEEHHOLET,

(® Note

cOV)1—=23a>ON—23230FkEEE3ADLSN=23 D 320BRICTYTIL—R
TRHET, FAELFERENEIPEYRIIPPRLAZFETEALLES, Th
SOIPP7RLANKDNBDUAINBYET, chEBSICEK, YU1—>232%&T7Y 7
TJL—RIBHIC, FUFELEFEBTEAEZIPEYRMNAROIP 7 RLAOIE—ZERL F
To PYTIL—RIFETLES, RBEIZBUTIPFTRLAZIPEY MZEMUEL X
¥, get-ip-set & KT update-ip-set CLI N> RZSRBL T EEV, N—23> 3.2 BB
ZITICEALTVREEE. CORTYTEERLTIEETL,

EHICHAITRERSE 78


https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/get-ip-set.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/update-ip-set.html

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

J1—=232&8TF7A2AN=ILTS

VY )1—>23> %A ARN=)LTBICIE. CloudFormation TAZ Y I ZHIKRL £ T,

1. AWS CloudFormation AV —=)LICH 4242 LET,

2.91—2320BRARY VEBRLET, OIXTOVY)1-32 ARy JEEEICH
BREhET,

3. [HIRR] ZBIRL £,

(® Note
cOVI1—=232%#TA2ARN=ILTBE, AmazonS3NTY hEBRWE, ZDY
)1—-23>TEAEATVS AWS DY —ZANIXTHIRENE T, AWS WAF APl Ol
BARRTL—NBBOZROY NUVIOBBEOLESHIC—B0 P £y MElkRE hzVEs
&, ThSDIPEY NZFBTHRLTAS, ARXYVZHIKRLET,

79


https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

Y)1—>3a2%ERTD

COEU2a>TR, YVI1-23 EFTO/RICERAITZDFIRICOVWTHLLHALET,

AAAEY NEEBEY NEEETD (F7232)

c?MY')1—>32® CloudFormation AR Y V27704 LEERT, FAtY heEBEYNEF
BTEEITRCLICKY), BEICISUTIPZRLAZEMECKHIBRTERT

1. AWSWAF A2V —=ILIZHA12142LET,

2. EROFES—>3asRAVT, IPEY M ZEBRLET,

BFFHVARNIIPEY N ZEIRL, FHETEDEEAOIP7RLAZEMLET,

4. ERVANCZIPEY N Z&RL, 7OY 035 IP7RLAZEMLET,

DITTTVT—=23a > IiCNZ—RY NI OEBOHIAL (A7
>3Y)

F2ATY 7 1. AR Y V%89 %, T Activate Bad Bot Protection /\Z X —X T yes %i&IRL 15

4. CloudFormation 7> 7’L— Kk, B4 250232 OXREZREBAN_—RYNINZYTT
VRRAVNEERLET, CORNTY TR, DTV RIL—N—PEELZRY kSO N
DURUVIVIANZBRHELTIEE TR L ZBNELTVET, MBI - —F., COIY RKRS
NECTOEATERE A,

EEL, EFXF1VT 1 OBHZAF Y ULTEX=IT7RLAZAIVLAETITBIILIIT

BREQIAVTUYRAILAN=RRY NE, RSYTIVRRAMOT O AER KD AREHEAN
HYET, 2D F ) ATk, Access Handler Lambda BBEIEV VT AR EREL TREETZE H
HU, BETS AWSWAF L—ILZEFHF LT, TOIPT7RLANSOBGEOVIVIANET7AOY Y
LET,

LTOFEOWTAZFERAL T, CloudFront ¥4 ANUEI—23 FEGFALBBASOUIIA
RONZ—FRY NI O BRBHIAKZET,

INZ—RY NI RRA > NE® Amazon CloudFront AU > &#ERT S

CloudFront 4 ANUE1—2 3 TF7TAA4ENDVITF7VT—23a 2 1lk, COFIEE
FRALET, CloudFront TlE. robots.txt 77 M) EEHBD T, ORY NEBRRWEER

Aty NEEBEY NEEETD (A7 3Y) 80


https://console.aws.amazon.com/wafv2/

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

ITRAVTOVARAILAN—RY NEBRITEET, XAOFIEICHELV, FERTOD IV EEHIA
&, robots.txt 77 A I THRHICELELET,

1. AWS CloudFormation AV —=J)LIcHA A4 LET,

2. "ATVT1 ARV U REHTSH, THBELEARY VZBRLET,
3. [N RT&EBIRLET,
4

. [BadBotHoneypotEndpoint] ¥F—A#5, T RRA M URLZIE—LET, cOFIEZETT
BEHICRD2OOAVR—FKY NI BETT,

e IV RRAVBMDODKRARNE (Hl: xxxxxxxxxx.execute-api.region.amazonaws.com)
« JJIAKN URI(/ProdStage)

Amazon CloudFront A2V —JLICHY A 242 LET,
FALLEVWFAANIJELI—23 2V ZBRLET,

[FAANIELI—23VERE] ZBRLUET,

(VDN RT T, [FVD0=2ER] 28RLET,

AV RAAL VR 74—=IRIC, "TAFY T2 DX F7I)5—>3> 017 ACL #E5E
FH%1 TAE—LEIRARANURL DRARNBIOAVR—ZF N EBEY)FHET,

WAV UNAICWE, TATY T 2. D777 )5—>3a>eJx7 ACL #BER TS, TO
E—UEIVRRSANURLDARANB AV AR—F N2V HFET,

MEDT A —ILRETF7AILNEZZDEREFEALET,

12[ERK] ZBRL KT,

13[B0F] 27 T, [BEEMER] ZBIRLFT,

14FLWF vy 2 18FE2ERL, ILLWAVD O ZEBELET. JI7T77UT—>3> 0o
AVTFOVICELLERORBEBREE VX ENARLRXA 2 Z2FERATEEY,

1BNZ—RY NEEITAVTOVICZOIVRRAV NIV DV ZEBHIAKRET, COVV I ZAE
NDIA—H—ASBLET, HleLT, ROOD—RYUTINZ2#BELET,

© ® N o o

<a href="/behavior_path" rel="nofollow" style="display: none" aria-
hidden="true">honeypot link</a>

® Note

EDRTENIVITHA NRETHETZN ZERETH ORI —HF—DEFETT, CF
ANOREBETAIJEZERLEVESIE. rel="nofollow" ZFEALEVWTLSEE L\,

NZ—RYy NI> RRA > NE® Amazon CloudFront A1) <> #ERT % 81


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudfront/

AWSWAF OEF1UTF A F—KX—=>3> ERAA

k

ARY ROXZRTBEDOFHMICOWVWTIEF., "Google MEEHNA R, ZZRLTLKEE
Lo

16T 7HARNDIL—KNIHD robots.txt 77 AN EZEEL T, ROKSICNZ—KRY NUVY

ZEATRHICELELET,

User-agent: <*>
Disallow: /<behavior_path>

NZ—FRYRNIVRRARNEAEL) > DELTEDHIAD
ALB ZFRALTF7OM4End DI TF77IU5r—23a 2k, COFIEZFERALET,

1. AWS CloudFormation AV —=JLIZH A2 (42 LET,

2. "ATVYVT1AZY UV %ZRE TS TBELEARY VZBRLET,

. [HEH BT ZBRLET,

4. [BadBotHoneypotEndpoint] ¥ —#'5, T RAKRAZ M URLZIE—LET,

5. COIVRRAVNIOZDITAVTIUVICEOIARET S, ATV T 207770 —

a2 eI/ ACL Z#EENITZ ) TAE—ULEZRE2B URLAZFEALET, COUO%EAM
NDI1I—H—HISEBLET, HleLT, XOOA—RY ) #H#RBLET,

<a href="<BadBotHoneypotEndpoint value>" rel="nofollow" style="display: none" aria-
hidden="true"><honeypot link></a>

@ Note

COFJIETIE, rel=nofollow ZFEAL T, NZ—RY NURLICTIVEALBEVELSO
RY NMIEBRLULET, L, UDIRASBICEOIAETIATVWS o, robots.txt 77
AN EEOTI IV EZRARNICELETEZI LR TEEEA, EOXRINTVITHA NRE
THEITDIHN ZEFEIZDDRF I —DEFETT, CFEADIIRIET rel="nofollow" %&
ERLBEVESRE., FALBEVTEZL,

NZ—=RY RIVRRAVRNEABI Y IELTEDIAT

82


https://developers.google.com/search/reference/robots_meta_tag
https://console.aws.amazon.com/cloudformation/
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Lambda O /N\—H—® JSON 77 A &2 ERT

HTTP 72 Y R{REIZ Lambda O /N—H%—JSON 77 M) &2 EH TS

Activate HTTP Flood Protection 7> 7L — /NS X—2 T Yes - AWS Lambda log parser %Z
BIRLEBE, COYJ1—23 <stack_name>-waf_log_conf.json EWVWSBRIDRE
774N EEKL. AWSWAF O 7 7ML ORFICEAET NS Amazon S3NT Y MNCTF Y 70—
RUET, NTY NBEERTSICIE, CloudFormation 11 ® WafLogBucket Z# x2S B L T
TV, ROFEFEEDO—HITT,

AWSWAFSecurityAutomations € WS SR OBEEHZRL, 4 DOEIZ—ERRIDAI)—2
avhk

CloudFormation CloudFormation > Stacks > AWSWAFSecurityAutomations: Stack details
Stacks AWSWAFSecurityAutomations Actions ¥
Stack detail
Change sets Stack info Events Resoure o5 Outy Paramete s Template
Drifts
StackSets
Outputs (4)
Exports
Q
Design
Key Y Value v Description v Export name
Previou: 1!
ApphceessLogBucket app-logs-bucket-name
Feedback )
BadBotHoneypotEndpaint https:/ /{restapi_id).execute-api.(region}.amazonaws.com/ProdStage Bad Bot Honeypot Endpaint
WAFWebACL 1234a1a-a1b1-12a1-abed-a1 236123456 AWS WAF WebACL ID
‘WaflLogBucket waf-logs-bucket-name

Amazon S3 T <stack_name>-waf_log_conf.json 77 ML ZmEL TLEEZTSHE. Log
Parser Lambda B8%E#H L W AWSWAF O 77 M) 2B I B EEEICHLWVEZEZEBLET,
UTEE, Y TILOBREZ7T7AILTY,

BOTILWRETZ7AINDOARI V=239 K

Lambda O /N—%—®0 JSON 7 7 /)L Z RT3 83
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{
"general": {
"requestThreshold": 2000,
"blockPeriod": 240,
"ignoredSufixes": [".css", ".js", ".jpg", "png", ".gif"]
}

"uriList": {

"/search": {
"requestThreshold": 500,
"blockPeriod": 600

NZA=RIZE, UTHFEENET,

. £

s DOTARNLEWME RXEB)-IPTRLAZEILESDHEVOBRRKFBREVIIAN K, DY
1)1 —3>3>(&, CloudFormation AXY V% 7O I -Z 0 FEREEHFIDRICERL HE
EEALEY,

s JOYVVHE B -ZLHITBIPTRLAZ7OY VT8 (D &8EM), cOY)1—>3
>l&. CloudFormation AR Y V&= 7OEESa - 59 EHFIABHICESEL -EEFEHALE
9,

s BEEHIEYTAVIR-CODRATOVY—ALLT IV EATBDUIITANE, VDIITARD
LEWMEICREAT REhERA, TF7FILBTRE., COVARNEIETT,

c URITJAN-ZChZFEALT, BEOURL DARRLAVIVIARDOLEWMES L7 OY VR
ZERLET. T7AIRTRE, COVANFZETTY,

WAF O7 A" WafLogBucket ICEIE T2 &, BREZ7 7ML DOEEZFEAL T Lambda O /N—
H—BRICI>TEBEThET, COVJ1—>3a2Ek, ABUNTY RA®DO <stack_name>-
waf_log_out.json EVSBEOHAT7PAINICKEREZEZIAXET, BHT77MILICHEEREEL
THEENLEIPZRLAODVAREEFNATVSREES, YU1—232FFNS%Z HTTP Flood O
WAF IP £y MZEML, 77705 —>3a>A0702A&27AOYIL&ES, HATZ7ALICIPT
RLANBEVWERE., BEZ77AINFBUHLESH, FERRET7AINICH>TL—NFHRZEX
EhESHEBABLET,

HTTP 72 v R{REIZ Lambda OY/N—F—JSON 7 7 A )L =2 RT3 84
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AFv¥F—70—7REIC Lambda OJ/N\—H— JSON 77 A ) & EH
T3

Activate Scanner & Probe Protection 7> 7L — K /\TZ X—& T Yes - AWS Lambda log parser
ZERLUEBE, COYUI—23 2V EFBRET77A4) <stack_name>-app_log_conf.json %
ERL L. CloudFront & 7= l& Application Load Balancer DOJ 77 A L Z2RETZDDICEAET D E
FERHD Amazon S3/NT Y NCF7YZ7O—RLET,

Amazon S3 T <stack_name>-app_log_conf.json Z#mEL TLEEZFS &, Log Parser
Lambda BEZIEFH LWV AWSWAF AT 77/ )L 20 BFTH EEICHL WMEZEZEEBLET, TR,
HOTILOBRETT7TAILTY,

REZZ7ANDAI)—=223Y K

general’: {
errorThreshold"”: ,
blockPeriod": ’
errorCodes”: ["400", "401", "403", "404", "405"]

},
uriList”: {

/login": {
errorThreshold":
blockPeriod":

}

/api/feedback": {
errorThreshold":
blockPeriod":

NTFX=ZIZEF, LTABEINET,

. &%

c I5—LEWME ME)-FIPTRLANM 1 BHLEYICHFRIBTERVIIANDOE, DY
1)1—>32(&, CloudFormation AZY V27O a _ VI KERBEHRITHEHICERL E
ZFEALET,

- 70OYV VB (KB -ZEITZIPTRLAZTOY V2B (8 MN), cOY)1—23
&, CloudFormation AR Y %2 7O a -0 & EEEHIZEBICERLEEEZFRALE
9,

e I2—O—R-IZ—EHRBENDAT—RAODA—RTY, F7F)ILNTE, VAL
XD HTTP AT—2A—RZIT—ERBBLET, 400 (Bad Request), 401
(Unauthorized). 403 (Forbidden). 404 (Not Found). 405 (Method Not
Allowed),.

AF v F—7O0—7REIC Lambda OJ/N—H—JSON 77 (I ZERTS 85
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c URITVARN-ChZFRALT, BEOURLODAZLUIIARNOLEWVMES K7 OY VHH
BEEHELET, T7FIIKNTE, COUVARARNIZETT,

T7U—2a>Fo2AOT D AppAccessLogBucket ICEIE T2 &, Log Parser Lambda B8
BEIBRE77MIILOREEFEALTOVERELES, CcOVYD1—>2a>ik, BUNTY NRAD
<stack_name>"-app_log_out.json" EVSBHIDHEI T 7AINICHEREZEZIAKET, EHT7 74
LCHEZEELTHENENAD IPTRLAOUARNEFATVREES, YJ1—>3 EFENS
ZBAFYF—ETO—TOWAFIP Y MIEML, P7UTr—232A070AZ70YILE
T HAOT77ANICIPT RLANFBVEBER., RET7AUFBUMAESH, ELEEEET 7ML
ICREPTL—NEIREBALAESHERIELET,

HTTP 72 Y R® Athena OJ/N—H—TE& URI ZEAT S

Athena VTV TEE URI EEEICIPRICT L= L., FRFITEES URI/NZ—2ZHFD HTTP
72y REEZBRELTIOYITEET, ChETSICE. AZY UDRERIZ Group By
Requests in HTTP Flood Athena Query /N2 X—&® 77> 3> (Country, URI, Country and
URI) DV\WInAhZBIRLET,

ERlDU I ITARNLZVEWR., Request Threshold by Country NS X—RZFEALTANTRLEE
TEFET, HlAE, {"TR": 50,"ER":150}, c DY J1—>3a2Fk, ChSOEESHhEENS
BEENLEVIIANMIChSOLEWVMEZFERALES, cOYV1—raviE, HoEL,SODU D
TIRANCF7AI)ILMOLEVEZFERALET,

(® Note
ERllCLEWVEZEETDHE, YJ1—232ICE Athena 7 1) @ group-by AIICEDE
NFEBNICEENET, HFMICOVTE, TATY 1 AZYIEEHTD, O/INTAX—2
T—7ILESBLTLIEZ,

cOVYV1—>3avik, F7AILNTEZBOUVIITANLEVEZNDDVMLET, Ch
l&. Athena Query Run Time Schedule (Minute) NS X —X TERETE XY,

(® Note

Athena VIV, UJITANLEWMEZBEATE > T12HLYOLEWVMEZFELE
9, 15“
Request threshold (default threshold or threshold by country): 100

HTTP 75 Y R® Athena O /N\—H—TEE URI AT 2 86
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Athena Query Run Time Schedule: 5
Request threshold per minute: 20 =100/ 5

Amazon Athena 27T XRRT S

Activate HTTP Flood Protection & 7= l& Activate Scanner & Probe Protection 7> 7'L— KN /\Z X —
Z1Z Yes - Amazon Athena log parser ZERLU BE. <OV 1—>32(F CloudFront
F/=l& ALB (ScannersProbesLogParser) £/ l& AWS WAF O% (HTTPFloodLogParser) ®
Athena VTV Z4ERL TERITL., HOZHEML., ThICISU T AWSWAF ZEFHLE T,

N7#—XAEALEE, JANEBLSIZDEHIC, YII1—2320R@3T7ALEBOEALA
AFTICEOIVWTOVEPEILES, cOYD1—>2ark, N—F1423a>x— (%, A, B, &
E) ZEA TS Athena VTV ZBHHICERLET, F7FIBMTR., JTVR S I EICETEh
F 9, Athena Query Run Time Schedule (Minute) 7> 7L — KNS X—ZDEZZEETDH_ET,
RITATI1—- )| 2Z2RETEXRT, BVILUDOERTRE. 74N THRED4~5BEAOT—RZA
Fv>ULET, WAFBlock Period T 7L —RMNSX—RDEZZEETD_ET, JIUNAF¥
VEBRT—REERETEERT, £, COVYDV1—>23>TlR, 79IV OD—0TI—7IC
BELT, JIVOTVEAEIARNEZEELET,

® Note

Athena A" AWS Glue F— R ARXOTIZT VEARATB RS ICHREE N TVWSR L Z2HRLE
T, 2OYD1—232EF, AWSGlue TPV EAOVOF—2AXOT ZERL T, D
T—RENEFTBD RS Athena VT ZERELE T, Athena FELKEEZ N TLA&EL
E, VITVRETEhELA, FHICOWVWTIEE. "TAmazon Athena & ld; 2B L T EE
Lo

ROFIBICH->T. ChSOVITUEEHLET,
WAF OJ VTV ERTRTD

1. Amazon Athena A2V —=J)LIZHAL A4 LET,

2. [VIVIF1 208 2FRLET,
3.2MVN1I—23aVOF—EIR—AZERLET,

4, ROY 7HAI21) A KND S [WAFLogAthenaQueryWorkGroup] Z3i#IRL £ 9,

Amazon Athena 7 L) &2 &R T~T 3 87


https://docs.aws.amazon.com/athena/latest/ug/glue-upgrade.html
https://console.aws.amazon.com/athena/
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® Note

CNI—U9)—7I&. Activate HTTP Flood Protection 7> 7'L — R /\Z X—2&(Z Yes
- Amazon Athena log parser ZERU BEICOAFEELET,

5. 7—00N—7%ZYPVNERXBICE., WV EX]ZERLET,

DTNV EZRT Athena VIVIFARXRODAI =223y K
Amazon Athena » Query editor

Editor Recent queries Saved queries settings Workgroup | WAFLogAthenaQu... &

Q
AWSDevOpsDashboardw
Query 1
Data G & G-88c108bd-81dd-4465-
98dd-e89df6d087fc
Data source WAFAddPartitionAthena
| AwsDataCatalog v ‘ QueryWaorkGroup-
48320bf8-3b1f-46fd-
Database 82ae-c3a6d3664aea
| watv32dev_llopm v ‘ WAFAppAccessLogAthen
aQueryWorkGroup
Tables and views (0] WAFLogAthenaQuery
‘WorkGroup
| Q Filter tables and views \ _
v Tables (2) 1
A
[#] app_access_logs Partitioned sQL  Ln1,Col1 3= (o)
[#] waf_access_logs Partitioned
Views (0) q *Athena engine version 3 only

1. [BEE) 2 7 #8IRL £ T,
2. VARNNDS [SELECT VI V] Z&BIRL THEXT,

T70r—23>F7o0AO0T7 09TV ZERRTS

1. Amazon Athena 12V —)LIZH A4 LET,
2. [D—0T)N—71Z8RLET,
3. U A KNA S [WAFAppAccessLogAthenaQueryWorkGroup] Zi&IRL £

FTUT—Y 3 T I RAQT VLU RERT B %8


https://console.aws.amazon.com/athena/
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® Note

DI —949)L—7 k. Activate Scanner & Probe Protection 7> 7L — KNS X—& T
Yes - Amazon Athena log parser ZBIRL EHBEICOKTFELELET,

4. [D—=0T0N—T0HIER] ZBRLET,
5. [RIEDIVIV X7 %#BRLET,
6. JANNAS [SELECT VI V] &i&IRL THEEXT,

Athena /N—FT 423> 0T UNOEBMEXRRTS

1. Amazon Athena A2V —=)LICH A2 A2 LET,
A= T0N—T71ZBRLET,
. VA KNND S [WAFAddPartitionAthenaQueryWorkGroup] Zi#IRL £ 9,

w N

® Note
cDI—0T)—7&, Activate HTTP Flood Protection & 7= [& Activate Scanner & Probe
Protection @7 > 7L —K/NZX—2ZT Yes - Amazon Athena log parser ZiZiR
LEBAICOAKREELET,

N

NP0 TN—T =N EBEAB] EBERLET,
B 27 &ZBRLET,

. WJANAS[ALTER TABLE VIV ZBIRLTHEE T, chsDIIVEF 1 BEZEICETSE
N, Athena T—7NLICHLVEBREBZEON—FT1a > fameEnsEd,

o O

HABLTERTENLE AWSWAFIP Y RO IP REZRET S

OV 123N ERTBHARITIETENI AWSWAFIP Y RO IPRIFERETEE
o ROEIS32TR, TOMLBEXEHAL, REITZFIEZHALET,

48 &

AWS WAF OFAIV AR EERBUAN, BRTZOHD AWS VY —RAERTT—FTIF VR

Athena / N—7 14> 3a>OTVUDEMERERT S


https://console.aws.amazon.com/athena/

AWS WAF DEF1UF A A—RX—> 3> EREHA K

< ! !l
G0
AWS WAF i
Events Rule
8 % Allowed List o o 5 o
55— e = paty
Denied List
Users AWS Lambda AWS Lambda
Amazon (set IP retention) Amazon (remove expired IPs)
/[ EventBridge DynamoDB

CA—Y—h, HFAELEREBENIZAWSWAF O IP Y NEEH (IP 7 RLAZEBME I H
B)IHE. ZOFY3E. AWS WAF @ UpdateIPSet APl J—)LEFTHL T, 1R
NZ#HERLET,

. Amazon EventBridge 1 R NL—LIE, BRIERENLEARMNE—VICETVTARY NE
BHLU. Lambda BB ZHUOHL T, EFRICIPEY NIEETDINTOIP 7 RLADRE
HEZRELE T,

. Lambda B8EF A R hZEL, IPRIFICEETSZTF—XZ (IPtY &, ID, AO—7, IP
T RLAKE) ZHEL, DynamoDB F—7JLICEALE T, £/, & DynamoDB MIEHE IZ
XL T ExpirationTime BHEBAETIhET, cOVYV1I—232@, I—HF—ERORE
HEEARYNEBICNEL TEMBEREZFELET., T—7I)LICIE DynamoDB Streams & &
V). Timeto Live (TTL) ABERMICEZ 2 TVET, TTLEME ExpirationTime TT,

.EENBERMHRICETS E, TTL A HUOHE ., Amazon DynamoDB & BXIHIRAIN =& ICZ
NERZET—TIHNSHIBRLET., HEZHIBRTS &, HIBRE Nhi=EE A DynamoDB A KN —LA
ICEBMmEh, FIOVARNI—LREBOESIC Lambda BEA O HENET,

. Lambda B8%kl&. DynamoDB AN —ALASHIRE N -EHBICEITHEHRZEEL. AWS WAF
O API J—=)L%27>T, HEILEFIhDHRYINDO IP 7 RLRAEX—TY KO AWS WAF O IP
Y KA SHIBRLET,

IPRIEFZEMCTS

IPREZBMICTDICE. ROFIRECHEVET,

1. 77’04 1 IEEF T % Cloudformation AX Y 2T, IP Retention Period (Minutes) for Allowed
IP Set & IP Retention Period (Minutes) for Denied IP Set Z AL E T, H/MREFHABEK 1520 T

IPREZEMICTS 90


https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html

AWS WAF OtEF1UF A A—hX—> 3> EREH AR

T, cOYDI1—>32F,. 0L 15 0BEOEEOHZ 15 ELTRVET., F7OC/BENDHMA
COWTR, TATYT 1. AZYO%RBEHTE OINTA—EZF—TIEZSBL T EET,

2. BIRYIND IP 7 RLAAN AWSWAF O IP Y R SHIBRENZBEIC E X—)LBAZZ TE
WEEWEEE, EX—ITRLAZANLET, EX—IIBHOZEZRRL LERE. DY
Ji1—23VHFERBICTF7TOMENERIIZEIDEX-IAOVVZFEALT, YT RO
72V ERBIDIMBEN HYVET. TTOMREOFHFMBIIOVWTIR, "ATYT 1L AEY I %
EBHTZ1 ONFX—2T—TILESRBLTEE,

B IPFPRLAZEMELZIFHIBRLU TAWSWAFIPEY RZEFLET, chiZkY ., IPREFEZO

T AHNFEBRE N, IPEXHRY AN%ZEEE DynamoDB EBEAERENET, COBEMHRU A
N, EFEIZAWSWAFIPEY NIZCIEETD IP 7 RLATERENET,

4. DynamoDB BEHABMHRICEL., T—7ILHASHIBREhDE, YVUI1—-2a FEEOIPE
SHRVARNIEENTVWSIP7Z7RLAZ WAFIP Y RASHIBRLE T,

(® Note

DynamoDB #* TTL (c & > THIRY N OEE £ ¥R T 2HMEIC/EL T, AWS WAFIP £ k
NSHIRRTIN IP 7 RL AOEBOHIBRIBIENZEDBBEEN HV) ET, DynamoDB @ TTL IZ
KBHBREFE. ELTF—TILOHAXRETITFAETFALARILIZEKELET, DynamoDB @
HIBRIRETIRBENA RET D UM H D . AWS WAF OHIRRIREICBENRET D
CENFFRENET, —MBWIC, 2OV 1—2321F DynamoDB TTL ZHIBRL ZE#IC
AWS WAF IP Y hA SHIRTIN D IP 7 RL AZHIBRL & T, FMIC DWW T, Amazon
DynamoDB B &4 K1 ® "DynamoDB T® Time to Llive (TTL) A 288 L TL
ZE\,

EZRVIEYS1R—REZBETS

AWS Tld, BEEBTIVRRA VNI EILLHABZBLDR—ATAVEZRI I AT LAZRE
THCEEHAOLTVET, DAZNAAENEANIDAE I —OEREFEROFEMIC OV
Tk, TCloudWatch Dashboards — Create & Use Customized Metrics Views & & T TAmazon
CloudWatch Y < 1/ R—ROEHA, 2ZRBL T EE L,

RORAY 2 AR—RAT) =239 NE, DARLADR—ATAVEZRI) VT AT LD E R
LTVWERT,

CloudFront # Y < 27;R—ROAO -3 v N

EFEZRVITRAY D AR—REBETS 91


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/howitworks-ttl.html
https://aws.amazon.com/blogs/aws/cloudwatch-dashboards-create-use-customized-metrics-views/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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AV AR—RIZE, UTOX KU IANFRRENET,

+ Allowed vs Blocked Requests - fAIE W=7 VA (BEOE—IF7 VAN 2 ) £ 70OY
DENETIEA (7AV I IKEZBZZ VI IANEERBBT2HE) A RELELESH
AERRENET, CloudWatch (& Slack F¥ RIICFS—REREELET. COXNIIVREFEA
LT, BEM® DDoS B (7OY V&N U I T ARNFEML EHE) PHELVN—3 0 0HE
(WDOIARMNDATALANDT VA ZFAEATVWSEEE) ZER TSI EHICFERATEET,

® Note
ERVYD1I—23a TRIOXNIVVRAZRHLTVET,

- BytesDownloaded vs Uploaded - BEF KEOT VA ZZ TS EVWH—E XA DDoS HED
BHIEE > TWEVAZRETDIOICKRIUEET (BRI, HABEOVITAMTX—21Y
NCBET D MB DIEHZEFBIPIREIAVR—R NEE),

+ ELB Spillover and Queue length — DDoS MEN' 1 V7T AR IF ¥ IZEAAXA—T2BERZTHY),
WEEN CloudFront £7zld AWSWAF L4 Y —Z/N4 /AL, REEhTLVWEVWUY —RZEE
RELTVRAESHZHERTIDICKRILEERT,

+ ELBRequest Count— 1V 7 SARTIVF Y ADEX—TEBETDDICKRIEET, cOXKN
DA, REENMMRELAV—ENANALTVWEIHLESH, FLEEF YV 1EY NREZ LTS
2®HIZ CloudFront ¥ v v 2 1 )L— ) ZHRITIUEN HBIHLESHZERLET,

EZRVVIRYIAR—REBETD 92
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« ELB Healthy Host—- ChZ BN AT ALAANAF I Y VEZBELTHEATEET,

« ASG CPU Utilization — LB & A" CloudFront, AWS WAF, Elastic Load Balancing /N1 /AL T
WBDAESHZEBETDIDICKRIEET, CcOXNIVIRAEZFEALT, REOIAAXA—DEBETD
EHIZEFERATERY,

XSS 7A—NARDST 4T 20IET B

DY) 1—-23 TR, FBEUVIVIANTEILKARNShZI EEZZREL T XSS HEBEZHEL T
OYy 2923 AWSWAFIL—ILZRELET, cOBRENZ—2, OOFOVEBIATLODD Y
FTFFANIFARBETHIML Z2ERLEEITR 21— —ICFILTWAD—o0O—K

Tk, DFEVIRHVTREDVERA, COZFUATR, VYFTFANAIZZHTANDIBED
URLNZ—2 IR ULTF 72D XSS IL—=ILZNANATBHNIL—ILZERL. RIS
URL ZRETEI2REBOXNZALEEZETEEERFTLTLSEETV,

ESIIC, —HOEBRELFEHDARLT—REXTIE, HTML A>T VICEBEN S XSS EZ R
TNZ—HFEEFIATVD S, BRUEANMNREITDAEENI B ET, HIZE, SVGT77AILIC
(& <script> ZIHE ﬁfnéiﬁé\b‘ﬁﬂ)ﬁm CORATOAVT YN EHBI—HF—H585
NBENFRENBZBEER., ChsotOTF—RERXZECHIML U IV ITARNEFATAKRSIC
XSS IL—IIZHMHA<FAELET,

ROFIEIZHEWVN, HTIMLZA 7Y RELTZEFANDS URL ZBRANT D E0HIC XSS IL—ILZ2EH#H
LET, FHESFIBECOVTIE., TAmazon WAF BREHA Ry Z28RBLTLSEEL,

1. AWS WAF 2V —=)LICH A2 42 LET,
2. XF —BFREFERRRAFHZEXLFT,

3. URI Z#&EL, XSSIL—LIECHLTRZITANDEZVARTEIRSICTMIILE—BREZBRLE
ER

4. 20V)1—>32 0 XSS I —I)z@wmEL., FERLEHLVERHAZEMLET,

BIZIE, VARADITXTO URL ZBATBIZIE. Whenarequest ICH UL TUTZBIRL £
Cl

+ does not
» match at least one of the filers in the string match condition
« XSS Allowlist

XSS 7A—)ARST AT #nBTD 93


https://docs.aws.amazon.com/waf/latest/developerguide/
https://console.aws.amazon.com/wafv2/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-create-string-condition
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-create-rule
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NZTNDa1—FT127

CcOVY)I—=3VICETRIANILTIBERSERRF,. YR—NIEKLT, ZoVYJ1—-32(CH
FTREHR—BNT—RAZBRVTLEE L,

Support ICEIWVEDHE B,

AWS FAROY N—HR—bh, AWS EFZXAHR—h, EFLBRAWS IV E—TFAAHYR—h%EC
MADZER., YR—bhEE2—ZFALT, COVYVI-232VICHATHIIFAN—MOFR—bK
ERTBDENTERT, ROEVS3ITT, TOHFEEHBALET,

T—AEERTD

1. BR—bhEE2—ZREXT,
2. [T—AR%ZE] ZBRLET,

EQORDIBYR—RNEZFLETITN?

1. [FfiT]) ZZBIRLET,

2. [H—ER] T. [WAF] E7= Ik [AWS WAF] ZBIRL £,

3. [AFdU] T WAF £F 1T 1 A—h X—3 3] Fild [AWS WAF O+ 1 UF 14—~
X—=23V] ZBIRLET,

4. [EEE| T, 1—AT—ALKREBELEFT a3 ZBRLET,

5 [—ER] [HAT3V]. BEEE]|ZANTRE, A VR—TIAAI—BNBRNZTILI 21—
TAVIDEBANODI Y IONFRTENET, ChoOV I ZFALTEREZBATERVS
Bk, [ROATY 7 BMERH] 2:F8RL TEEWL,

B 1SR

1. B IC, BERXREEBAEZENLETFARNZADLET,

2. [BHEA]IC. BEDOHMEZADLET,

3.[77 AN R Z8RLET,

4 VOTIANEZRBIZDEOICHR-—MNIHEBZBRERMLET,

Support ICEIVEDE S, 94


https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/
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T—AORRBHERICIH N IEE WY

1. REEERERALET.

2. [ROAT YT ST <HMRAELRBBLADY] EBRLET,
SI<SHRILBISHLEDE

1. [ST<HR] THRRZHWIALX T,

2. ChSDIFRRTHBZBRTERVEER, [BAVEDLE] ZERL., BEEFHREANLT
AR ZBIRLE T,

T—AORRBEHRIZCH A EEY

95



AWSWAF OEF1UTF A F—KX—=>3>

FRAOY/N—HA4 R
OO a> TRk, YV)1—>3a> Y —AO0—REeREHLET,

J—Ad—R

GitHub UARZ KRJIZFTOEALT, 2OYV1I—-2320F27L—hNERIUTNEX D O—
RU, HDRAEYA AL IEETHOI—F—EHBETEERT,

Y—AO—R 96


https://github.com/aws-solutions/aws-waf-security-automations
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ZRER

COEIYAVICE,. COVYUI—I I EEDXRNIIRAERETZLHOA TS 3 s, BE
VY=ZADORI VR, COVYJI—2aVEBERLEELA—DURARNCETZERIEEATL
=7,

BERltehizT7—20INE

DY) 1—=23aVICk, BAXRNJVIARAZ AWS ICEEFETRZAT I HFEENRTVET, AWS
TRIOF—RZFEALT, I—H¥—HFZoVli—>3r), BEY—EABLVERZEEDKRSIC
FRALTVRL ZL K<EHEL, BHIDH—EARHBOXEBICRITET, BHMICTDE, C
DY) 1—23a>R0ERNUNEL ., CloudFormation 7> 7L — NOFIEF 7O B AWS (2
EELET,

* Solution ID-AWS VU 1—>3 > O#EF
« Unique ID(UUID)- 2OV ) 1—>320F7O4 TR ALICEREN-—EOBEIF
« Timestamp - *—RPRERXRA LRARVT
« Solution configuration - XL E N - BEEC IR BBRFICEREE D /NTX—X
. Lifecycle— DY) 1—23a> &2 FERALEHE (REXY VOHIRICESVE)
* Log parser data:
- JOYVUFRAFYF—&TO—T7 IPEY REHTTP 7S Y RIPEY RO IPT7RLADOEK
s MBHRFTAYIENRLEVITANOEK
 |P lists parser data:
« FMEVANIPEY NHOD IPT7 RL ADEK
s MBHROPTAYIENRLEVITANOE
+ Access handler data:
- BERRYNIPEY NADIP 7 RLAOEK
s MBHROPTAYIENRLEVITIANOEK
« IPretention data - FFAIE L FIEFTE - IP Y R SHIBRE NBDHRTIND IP 7 RL A0

AWS i, COTUT—RNZBUTREENEF—RZMELET, F—FPREICEFE, AWS 754
N—R)—NFEBREhET, COBEEFTNTIRNTBICIE., AWS CloudFormation 7> 7°
L—hN2R2BIDEICROFIEZEZTLET,
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https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/

AWS WAF DEF1UF A A—RX—> 3> EREHA K

1. aws-waf-security-automations.template AWS CloudFormation ZO—A)L/\N\—R RS A
7‘L:§e‘r7>|:|_ Hl/ia-o

2. T¥ ANIF 1 ZT CloudFormation 7> 7L —N&ZRBEE T,

3. CloudFormation 7> 7L —KOIYE T2V 3V ZROKRSIZEBELET,

Solution:
Data:
SendAnonymizedUsageData: "Yes"

EEE:

Solution:
Data:
SendAnonymizedUsageData: "No"

4. AWS CloudFormation AV —JLICHA A4 LET,
5. [AZY O DEK] ZiBIRLF T,

6. [RRY IDHERIR—ZD [TVTL—RMDIEE]| I3 T, [TVTL—KRTF7PALNOT YT
O—R] Z2ZRL XTI,

7.[727L—=R774LOTY7O-R]| T, [774IOER] ZBRL., O—NILRSATH5HE
ELETYTL—hZBRULET,

8. RN ZEBIRL, "ATVYVT1ARYVZRE TS OFIEICKHVET,
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e« DDOS IcXi IR EEMICEETSD AWS DRARNTZIOT1 A

BBETS AWS E¥1UF«7OJ%E
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https://console.aws.amazon.com/cloudformation/home
https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
https://aws.amazon.com/blogs/security/how-to-prevent-hotlinking-by-using-aws-waf-amazon-cloudfront-and-referer-checking/
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* Spamhaus DROP List website

* Proofpoint Emerging Threats IP list

* Tor exit node list
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* Ben Potter

* Vlad Vlasceanu

* Aijun Peng
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+ Shu Jackson
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https://www.spamhaus.org/drop/
https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
https://check.torproject.org/exit-addresses
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https://github.com/aws-solutions/security-automations-for-aws-waf/blob/main/CHANGELOG.md
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3 =
=

N4/

COREHA REIBRIBFR-OAZENELTVERT, KEORTRAICH TS AWS ORITHRR L
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FTAWS HRFLFEH—EAOFAICOVT, BMBEOFHMEICEIEHMHIZ2EXEZEVET, VT
nOAWS HRFELEEY—ERE, BRFLFERREBADTVIBDIRIAEEHES B, THRRO
FF,BHEhET, ZAEOVHBDHRNBE. AWS, TOBERE, Y754V —, LRS54t
H—ASORI, KA, ZYIWETF., KEPENZERIDZDEOTREHVEEA. BERICHTS

AWS OEFEEF AWS ZHICE>THEENTVET, £, AXERF. AWS £ BEHKEDENDEN
ICBTRENDTREL, £, HEEBWUNIERXEBICI > TBEEThD EEHYFEA,

AWSWAF O EF1UTAF—bX—=32VYJ1—-32k, Apache /£ AN=232 2.0
DEAECETVWTIZAEZAETNTVET,
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https://www.apache.org/licenses/LICENSE-2.0
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