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End User
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e.g. LAMP Stack, data analysis stack
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"Version":
"Statement": [

{

]

"Effect":
"Action":

]I

"2012-

n
"iam
"iam
na
na
na
na
na
"iam
na
na
na

ec2:

lam:
lam:
lam:
lam:
lam:

lam:
lam:
lam:
lam:
lam:

10-17",

"Allow",
[

CreateKeyPair",

:AddRoleToInstanceProfile",
:AddUserToGroup",

AttachGroupPolicy",
CreateAccessKey",
CreateGroup",
CreateInstanceProfile",
CreatelLoginProfile",

:CreateRole",

CreateUser",

Get*",

List*",

PutRolePolicy",
UpdateAssumeRolePolicy"

"Resource": [

]

"
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}

c. [Next: Tags] (XN\: &J) #BIRLE T,

d. (F723al)[(&7%EMm Z2BRLT, F—LEORTZVY—RAICEERFTET. &KX
50BNERTZEMTEXT,

(® Note
RIE, VY—AICEBINTERF—EEORTTT, Chlokl), VDY—ADE
Bl, BB RBRENFBZICHEYET, HFHEICOVTRE., TAWSLBOUTF7LVA
D7T7LAHAR, OAWS "TUY—Z2A0RTF G #SBLTLSEEL,

e. [RN:LE1I—-]ZEBRLZET,

f. [Policy Name] I "ServiceCatalogAdmin-AdditionalPermissions, & AHLF
ER

/A Important

Amazon S3 AWS Service Catalog IcRFENTWVWB T 7L —NCTIOERATSIC
&, BEEIC Amazon S3 7V LAFAZNETRIHEN HYET, FHHEICOWVWT
l&. Amazon Simple Storage Service 1—%—H A R® T1—H—KD) > —0Hl
ZSRLTLEZL,

g [RUZ—0ERK] Z2ERLET,
5. TUOERERR—DSDTZIH D142 RIIZEY . [Refresh] ZZIRLE T,
6. ¥E71—JLRIC SexrviceCatalog EAHNLTRUS—UARNZETAINEZDVILET,

7. [AWSServiceCatalogAdminFullAccess]/R!'J< —¢& [ServiceCatalogAdmin-
AdditionalPermissions]| RUZ—OF TV URY VU RAZBIRL, DRA\: BFE] Z&IRLF
ER

8. I1—Y¥—%E#HT3HEIE [Add permissions] ZIBIRL £7,
11— —%ERT HHEEF [Create user] ZBIRLE T, REFEHRZA YV O—RFLFIE—
L T, [Close] ZiBIRTE X T,

9. AROVEBEBLELTHAVACTBICE, PHIVRNEEDO URL ZFEALET. <D URL
ERRTDHICE. TES—> 3> R4S 20 [Dashboard] &R L. [Copy Link] Z:&IRL £7,
T2V 02 FH, COFIETERELEERLEZIAM I—Y—0EFE/NADT—
ReERALET,

BEEANODT I EAERONFE 10



https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

AWS Service Catalog SHEEHA R

AWS Service Catalog T RI—¥—IC 7V AFAE2FETS

I RI—¥—H Z2FEHATSEIC AWS Service Catalog, AWS Service Catalog T RI1—H—
OA2V—=IEI—ANDOT IV EAZHATIHVENHVET., T/EAEZNETSZICE. IAM1—
H— JI—7, FEEIVRI-Y-—HFFEHRITZO-NIZRV—ETEYFLET, ROFIET
l&. AwWSServiceCatalogEndUserFullAccess RU>—Z IAMTIN—TICT7EYFLET,

IVRIA—Y—=ITIN-T LTI ERAEREZRNETSICE

1. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB & £ 7,
2. FEX—23arRADT, [A——TIL-T1ZERLZET,
3. [FILN—T=EKR ZBRLT, XOBEZITVLET,

a. [1—%—Y)I—74](C "Endusexrs; EABDLFET,

b. BET7 1—J)L RIC AWSServiceCatalog EADL TRV —UARETAIINRITLE
CB

c. [AWSServiceCatalogEndUserFullAccess] /R —DF I Y URY UV RAZBERLE
¥, £, D) IC AWSServiceCatalogEndUserReadOnlyAccess ZiBIRTBD & &
TEFT,

d. [JIL—T7%EK] ZBRLET,
4. FESF—=23aRADT[A—Y—]EBRLET,
5. [A—Y—%Eh] 2&8RL. XOEELETVET,

a. [A—¥Y¥—FBIC1—TF—0BaZAILET,

b. Password - AWS Management Console 7 7 2 AZEIRL £ T,

c. [Next: Permissions] (XD AT Y 7 §Fd) ZiBIRL £ T,

d [A—¥—=JI—7I12Em Z&RLET,

e. [Endusers] FIN—TDF TV ORYDAZFICL, [RN: BT, [RN: LE1—] DJEIC
ZERLET,

f. [ERINR—TT, [A—Y—0ER] ZBRLET, FiEH®RZS V> O0—RELEFIE—-L
T, AU Z&RLET,

IVRI-—HF—AOT7 I EAERONE B
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Terraform 7O 3aZ>F9 I DAV AN—)LERETE

T Terraform R/ Z EEIZEH T 5 (CI& AWS Service Catalog, Terraform EmEEEL TVWSNDE
BAUT7AI> N Terraform 77O 3 ZJ IO A AN =)L TRETHDHLENf SV &
T, BRI, HFRHETS Terraform 7O I Z 29IV 2#FERATEET, cOIVD
~iE AWS, Terraform Z7OED I ZV 0TIV D UNBET B LOICHKELRTI—RESA VT TARNT
'7?1'7&'(/7\ N—JLU TEREL £9 AWS Service Cataloge <D 1 EBRY DY N7 Y 7 ICIEH

PHOHMVYVET, & GitHub VAR NUIC Terraform 7O I Z 0T DA VA R—)LE
ﬁ@ FIE AWS Service Catalog Zi2#L £,

FI1—0NRE

7Dt/3_/7#«b—/E/EHU&¢t &, 7O0E>3aZ 09I O 0RETHF1—
ICEFETEIRAIO—RXY+E—T% AWS Service Catalog #ELFEF, ¥F1—0 ARN ZBETSIC
l&. AWS Service Catalog A T ORIEZ G ZR/EITHEN HYET,

- 7O a2 I P VR IO IORNA—FT—OTHI U NCHYET

- 7OEDaZVITIOIUE, OFVTHL AWS Service Catalog AfThhiz0 &@LU — 3>
CHWET,

- 7OEDaZVITIVOIOVOF1I—G, UATICFRIDINENMNETNEBRBEARAF—NICRVET,

BZE., TAT M 1111111 CE>THERE W EREREZEALTT AT B
0000000000000 us-east-1A'5 ProvisionProduct AU HE hiHEE, FIEL

LY SQS ARN # T&%H % & AWS Service Catalog 228 L F Jarn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue,

DescribeProvisioningParameters [C&k > THUOHE ND Lambda BRICERFL O Y VA E
AEhzxET,

Confused Deputy Z Terraform Z7OEZ I _—_2>J TPV ICEMT S

lambda:Invoke BIED OO T IV LAZFHRITDbND, TV RKRA D
Confused Deputy 1> TFFANF—

AWS Service CatalogNF iR T H2 IO ICKk 2 TERE N Z/NT X—%/N—4 — Lambda B%IC
l&. AWS Service Catalog H—E A7 U NIIZOKYOARAT HD> KNlambda:Invoke7 7t A
FAZNETRITIOERARI—HHBYVET,

Terraform Z7OEZ a3 Z 09I 02 DA 2 ARN=)LERE 12
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:111122223333:function:SexrviceCatalogTerraformOSParameterParser"
}
]
}

ik, EOMENIEL K AWS Service Catalog #EET D O ICHBEBHE—DOT VEAFTTH S
PBENFHVET, L., aws:SourceAccount Confused Deputy A THFARNF—ZFEATS
E, CNZEETSICHETEE T, AWS Service Catalog N hSDF 1 —IC XY - BEETS
&, B7OEB2aZ>dT7AI7> KMo ID % —IZ AWS Service Catalog AL ET, Zhid, R—
R7#VFAHEBEZBU THRERAIDTET, BEDTAIVRNEGHF IV 2ERATESD LD
CULEVBEIC®’IBEERT,

FEAE, UTOZMGZEMAL T, 000000000000 & 111111111111 ZRREFTDVIITAND*
ZHATEELD, IVDVICHIREDP TR CENTERT,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexrvice": "servicecatalog.amazonaws.com"

3,

"Action": "lambda:InvokeFunction",

Confused Deputy % Terraform ZOEZ a0 T2 ICBMT S 13
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"Resource'": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTerraformOSParametexParser",
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

sqs:SendMessage BRED OO T VL AZFRITH-dD, T RKRA D
Confused Deputy A TF AKNF—

7O 3aZ dARL =23 O IAHK AWS Service CataloghF 2t 32T L& 2 THER
& I 7= Amazon SQS F¥ 1 —IZIk, AWS Service Catalog Y —ERT U NIICOKIOARATHD
>~ b sgs:SendMessage (B RU'BEHET S KMS) 7OV AT ENGETETIVEARD I —HHYE
9,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
}I
{

Confused Deputy % Terraform ZOEZ a0 T2 ICBMT S 14
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"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

hnlk, EOMENIEL K AWS Service Catalog BEET D IO ICHEBEBHE—OT VEAFATH S
BEANHVET, 1L, aws:SourceAccount Confused Deputy AV TFANF—ZFEATS
E, CNEESSICHERTEE T, AWS Service Catalog N s DF 1 —IC XY - REEFETS
&, 7O aZ>IT7AhHI7> KMo ID Z%—IZ AWS Service Catalog AL ET, Zhid, R—
R7AVFAHEZBLU THRERAIZDFET, BEOT AV NEGHF IV ZFERATED LD
CLEWVEEICRIBEET,

FEAE, UTO&M4ZE/AL T, 000000000000 & 111111111111 ZRREFTD VI T AND*
ZHATRIRD, IVIVICHIREZN TR ZENTERT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"

3,

"Action": "sqs:SendMessage",

Confused Deputy % Terraform ZOEZ a0 T2 ICBMT S 15
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"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]I
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
""000000000000",
"111111111111"

},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

Confused Deputy % Terraform Z7OEZ a—>J IV ICEBMT S
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BEIR T A

AWS Service Catalog DERZHBITICIE. AFZA7IVICHBBEUICRHRTAENERRT VTS
L—bhD12Z2FATEH. AFIFI—HMNUTIOFIBEICHS CENTEET,

COFI—RNUTILTR, WEROJEBERLITIV RI—HY—ELTRAVZERITLET, HZ0O
TEBEELT, R—bT74UFZEHRL, RCHREERLET, I RI-—H¥—@, I RI1—
H—AVY—-)LCT VAL THREZEERBHTESR CLEZRALET, BEREFXOVTIHLTT,

« Amazon Linux TETEh, HRHNFEATES AWS VY —RAAEE&HT S CloudFormation 7> 7
L—RNICEDLK IS RERIERE,

« Terraform 7O 3a_-_ I I TEITEN, RN ERATED AWS VY —A%ZEHTD
tar.gz REZ7 7 AINICEILKF—7 VY —ARE,

(@ Note
BT BHC., 49 AWS Service Catalogh Y K7V 7 OF U a > EEHETTLTWVWS
CEZBRLTLEEL,

N

- AMZ473V

» CloudFormation &m0 B S %
* Terraform Hm D EARE

ABRZA47TZV

AWS Service Catalog (=&, BEYICERFAENERHBT O TL—ROAMZATSUNFAEEATLS
S, ISICHBRTEET. AFSAT7SVUR—KNT7 A FOFEEORBZEZBIOTHU NI
E—UL, Z—XICEDPEBETHARAERIA ATBDENTEEXT,

NEY D

- BIREMH

- FHilEC55

AFZATZU 17



AWS Service Catalog EEEHAR
Al HR SR

ABZATSVOTTL— N eERTRHEIC. ROEOFHDEZBRLTLEEL,

« CloudFormation 7> 7L —hNE2EHA T2 LOHICHEBRT IEAHFT, FHMICOWTR, TICLD
T Ot A0 &M AWS Identity and Access Managementy 25 8BL T E&E L,

« AWS Service CatalogDERIC KX EREEEER, FMIC DV TE. Mthe section called “Identity
and Access Management’y ZZBL T EE L,

=3 i = Sy SE S}

Well-Architected 7 L —AD—2 OFEMIC DWTIE, TAWS Well-Architected; 22 8BL T &
(AN

CloudFormation @O RB 5 *

AWS Service Catalog DERZHBTBICIE. AFZA7IVICHBBENICRHRTAEhERRT VTS
L—bhD12Z2FATEH. AFIFI—HNMUTIOFIBEICHS CENTEET,

COFI—KNUTILTR, WEROJVEBEBLVPIV RI—YY—ELTERRAIVEERITLET, HEO
JEBEELT, R—r7xVF2ERL, RICBRBZERXLET, T RI—H—@F, T RI1—
H—O Y= )T AL TERERETED L ZBELE T, ®HMmlk. Amazon Linux TE{T
T3V RBERRETHY), BRNFEHTES AWS VY —RA%ZE&HT S CloudFormation 7>/
T7L—RNIZEIVWTVET,

(® Note

BT BHIC., 49 AWS Service Catalogh Y K7y 7 OF U a > EEETTLTWVWS
CEEBRELTLSEEZL,

N =R

« AT Y 7 1:CloudFormation 7> 7’'L—hZZDO0—KR¥ D
« ATYVT 2. F—RT7ZERTS

« ATV 3 R=—RNT7A2VAEERTS

c ATV 4 R—KN77)FICHUVEREERTS
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c ATV 5. TUTL—bHINEEBMULTAVRAE VAL X2 HIRT S

« ATVZ 6 IAMO-J)LZEY) T2 EBFHNEEMT S

c ATVT TAR=RT7AVANOT I AEROIY RI—F—ADOHFE

« ATV 8 I VRI—Y—OQIVARIVIVA%ZTANTS

AT Y 7 1: CloudFormation 7' L—hZ&ZD>O— RT3

CloudFormation 7> 7'L—hZFRAL T, R—h7 2 U FERHBERES RGO 3 =Y
TEET, chsnT 7L —RE, JSONFEEE YAML T7#—X Y RTEDTHFANTZAI)
T, 7AE>3aZ>J933)Y—RAZzBALET, FMIC DOV TE, CloudFormation 1—H—H 4
R T5F7L—hK 72— v k) BBRBLTLKEEV, AWS CloudFormation T7 4 R & =& {F
BEOTHFANIFT12E2FERALT, TV7L— N E2ERBLUORETEEXRT, cOFI—KMJUTILT
&, ABRIBD OO TIWNBTTL—RMAEEATVWES, COT7TL—RNTIE, SSH7
DEARAICEREENE1 DO Linux 1 VAR AZRBEBLET,

(® Note
CloudFormation T 7L — R Z2FERAT3ICIE. BRBT I LAFUN VETT, EEERA
FTBHEIC. EUWVERIHDEEZEBELTLSEEV, FHMAICOVTRE., AFAZ4735) 0
BRZHZSBLTLSEETL,

To7L—hOHTO—R

COFI—RIUTILOHFUTINTTL—B, development-environment.template & https:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template TR 8T T,

FO7L—MNOBE

BTN TOTL—ROTEFANIROESVTT,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security
group for the instance to give you SSH access. **WARNING** This

ATY T 1 TFTL—rOA T O—R 19
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https://awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template
https://awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template

AWS Service Catalog EEEHA R

template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2

instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

},
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",
"m3.large",

"m3.xlarge", "m3.2xlarge" ]

iy

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern": "(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

},

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

ol
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

ATY T 1 TFTL—rOA T O—R
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}
iy

"Mappings" : {
"AWSRegionArch2AMI" : {

"us-east-1" { "HvVM64" : "ami-08842d60" 3},
"us-west-2" { "HVM64" : "ami-8786c6b7" 1},
"us-west-1" { "HvVM64" : "ami-cfa8al8a" 3},
"eu-west-1" { "HVM64" : "ami-748e2903" 1},
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" 1},
"ap-southeast-2" { "HVM64" : "ami-fd&724c7" 1},
"sa-east-1" { "HVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
.
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1],
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
1,
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
]
}
}
},

ATYTLFUTL—ROFI O—K 21



AWS Service Catalog SHEEHA R

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }
.
"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}

}

TO7L—hDUY—RA
TU7L—hTR, HROBBRICERENDVY—AZESLET. ROEIZIVHIBYET,

« AWSTemplateFormatVersion (7> 3> - 2OF> 7L —MNOERICERENEANWS T2 7
L—rERON—=232, BFOT7TL—RMOERX/N—2 32K 2010-09-09 THY), BERT
HW—DOBEMBZETT,

s HR(AFFS>a)-7TTL—NDOFHH,

s NIX—=BR (A723aV)-HREEHITHILEHICI—H—NEBETIBENHD/NFTXA—%, &N\
FXA=BRIZDOVWT, TUTL—=KICE, ADTR2ENF —BIIBENfHIHPEHANIEEIE
T FHOFEFMICDOVWTIE, TAWS Service Catalog #l#IDEH ) #SBL TS EEV,

KeyName NZX—RZFEATHE., I RI1—%—H AWS Service Catalog ZFRA L THRZ R
BIDEEICIEETDHENDH S Amazon Elastic Compute Cloud (Amazon EC2) ¥ —XRTF7 & &8
ETEET. RORTY T THF—RTEERLET,

s ABF—B (AT>3aV)-FUTL—MCEITIEMNERZRHBEITZATOTY
Mo AWS::CloudFormation::Interface ¥ —&, T RI—H4 -0V —JIE2I—IC/NTX—X
NEDESICRRENDINZEERZLET, ParameterGroups Z7OANT 1k, NFX—20DT
W=7t BE*rE, ThosDIIL—TODRHELEEHELET, ParameterLabels 7 O/NF 1
F7LYRUBNFXA—2EZERLET, cOTVTL—NIESVERRZEHTH/ND
X—RBz21—HY—NFEETSE, TRI—HY-TO0VY—-J)E1—(CIF. REL Server size:
IZ Instance configuration EVWSIRILDODNTAXA—ENFERREN, BHL Key pair: (I
CIDR range: &V Security configuration EVWSIRILODNTA—EZHFRREIhETT,

« XVET (AT - ANV IOTYT TTILEBRIC. FERENTA—F—EOEEIC
FRTEDFTF—CHEITBREONYVEVY, TUY—R, &092aveE "HHhHy 923> T
Fn::FindinMap & AKBEBEZFERA TR E, F—ZWISTREERETEET, LROFTTL—

ATV7T 1. FU7L—h0OXTO—R 22
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NI, AWS D=2 3> OUARE, & IZRATSD Amazon XA X—2 (AMI) FEENT
WET, DI YE>Y AWS Service Catalog ZfEAL T, 1—H—» TERLEZ AWS ) —
TAVICESVTHEATS AMIZRELET AWS XXX NIV Y=L,

c JY—A(BA)— ARV IOVY—RAEEF070NT4, T7L—hO TOY—=R, 9> 3>
ETHH 923V TUY—RESRTEET, LEEOT> 7L —NTE,. Amazon Linux &
RITTDEC2AVAZVAE, TEDA VARV AANDSSH T VL AZFANTH X174 T
N—=TZEELET, EC2AVARVAVY—A® [Z7AONFT41 V> a>TR, 1—HY—HNFA
HULEBBREFERALT, SSH7 IV EAADA VARV ARATEXF—REBELET,

CloudFormation FIRED AWS U—2 3 > ZFAL T, BICERLENYETHS AMIID Z
BRU, EF1VUFTA4TIN—T2EVETET, X1 UT1TIL—TR&, 1—HF—NIEETS
CIDRIP 7 RLAEHEASHKR—KN2 TA NIV RTIOEAEHFUTTEDIRSICREETNET,

s BO (A3 -RHRORTAZETLECEEI—Y—ICBATEZTFAN, BHftEhiEzT>
TL—NE., BEENEAAZAONT VYOI DNSEZHEL, ThzI1—HY—ICRRLZE
T, 1——NSSHZFERALTA VAR AILERITDHICIE, DNSENFUETT,

FO7L—MNOBEOFMIZ OWVWTIE., CloudFormation 1—%—HA RO TF7FL—KUT7
LA Z28BLTLSEETV,

ATV 2: F—RTZERTS

IVRI—Y—=H, COFI—NIUTIRAOY > TINTOT7L—NIESVERRERETED LD
ICF DIk, Amazon EC2 F—RT7 ZERTIVEN HYWET, F—RTIE, F—2E2ESLTS
EHICERENBINT U OF—L, F—RE2ESHITRLEHICERAEND T4/ R—NF—DEH
EHEBTT, F—ARTOFEMIOVTR, AWS AV =LY L4 L, Amazon EC2 11— —
HA Ry @ "Amazon EC2 ¥ —~R7 ; ZHFEL T<EEV, Amazon EC2

ZOF1—KJTIL® CloudFormation 7> 7L — K (Zlddevelopment -
environment.template, KeyName/N\ZX—ZNEEFNRTVET,

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
},
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I RI—Y—I&. AWS Service Catalog ZEALTTF > 7L—MCEI<KHRERBIHEE
2, F—RTOBREEETIHLENf HYVET,

ERALEVWF—ARTHFITICTHINCHZEERE, "ATYT 3 R-—T7FVAZERTS
ICECZENTEERT., ThIUADBEER. ATOFIEZZTTLET,

F—RTZERTBICIE

1. Amazon EC2 102V — )L ® https://console.aws.amazon.com/ec2/ ZRW T & LY,
FTES—2 32 R4 0 [Network & Security] T, [Key Pairs] ZiZIRL T & LY,

2
3. [Key Pairs] R—< T, [Create Key Pair] Zi#IRL &7,

4. [Key pairname] I, BEAXTVWEBZANDL., {EHK] ZFBRLET,

5. AVVY=LTTFAR—RF—T7MIOREFEEROSNLS5, BREBFMICREFELET,

/A Important
T77AR—RNF—DT7AINERETEDOREIDRAIVITIETTT,

ATV T 3 R—NT AU FRERTS
REEI1—Y—(CERHIZICE. FUCERBOR—NT7FUAEERLET,
R=RNT7 AV F=ERTDICIE

1. Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH & £ 7,

2. ERAOFET—>3aoNRILTR—NT72)A] Z8RL., [R—b7x ) F0OERK] Z2FRL K
ER

3. UTOEZADLET,

« R—N7 #1) A% - Engineering Tools
« R—KN7#1FDFHH — Sample portfolio that contains a single product.
- FiIE%& - IT (iteexample.com)

4. [EAK] Z8RLFT,

25973 A—NT AU ARERT B 24
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ATV 4 R—=RNT7THFVFCHLOVHREERT S

R—KRT7FVFRERLES, R—RNT7AVARNICEREERTIERBIBVET, COF1—KD
FPINTE, TOoZF )20V =)L A R—KNT7 A UJFAIC, Amazon Linux ETEITEh3 057 RE
RIRETH S Linux Desktop EVWSRBZEERL T,

R—RNR7FVARNICHRRZERTDICIE

1.

N

HDATYTZTT TS E, [Portfolios] R—=IAFTTILRRENTVET, ThUADBEEE.
[https://console.aws.amazon.com/servicecatalog/] ZB & £ 7,

ATYT2THERULEIVZSZT I IVY—=IR—KT7 ) FZ2BRLUTHEET,
[Upload new product] (L WREO 7Y 70— R) ZBRLE T,
HEHROERIR—>20 "BRFHEH, 023> T, ATZAHBLET,

« [BfAB]-Linux Desktop

« [BEmOFBH] - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- [FRAE#E]-IT
c [FA4ANJELI—2—]-(ZFH)
"TN—=23>OFM) R—2 T, [CloudFormation 7> 7L — h O fEMA] Z#IRL F
¥ [Amazon S3 T 7L —KhD URL ZIEETS]) ZEBIRL S, ROKSICAHLET,
« [T7L—bM0OE&EIR] -https://awsdocs.s3.amazonaws.com/sexrvicecatalog/
development-environment.template
« [N=>32 A4 K)]-v1.0
- [BH] - Base Version

[HR— NS £5S 32T, ADESICABLET,

o [X—)LDELE %] - ITSupport@example.com
e [HAR—KU>2PD]-https://wiki.example.com/IT/support

« [ R— KNDFiEA] -Contact the IT department for issues deploying or
connecting to this product.

[HmDEK] Z2FIRL T,
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ATYT 5 T7L—NEHHNEEMLTA VARV A A XZHIRT S

FHICRY, R=RT7AVFLXRILTORRBOFEANBLENET, #0TR. RROEHI> T
FANZHME (BEHIF) LV, CloudFormation 77’ L—KNICIL—I)LZE&M (T 7L —NEK)
LiEWTEET, FMIZOVTIE, TAWS Service Catalog #lI#DFEH #8BL T EEV,

T, BERKILT—CAVARARA T2 I —NFBIRTEBVRSICTE T 7L — NI
% Linux Desktop R ICIEMTE £, development-environment 7> 7' L—KICkV), I—H—&
6 ONDAVARVARATHSBIRTEET, COFNTE, BMBA AR AZRAT R 2 ODOK
NRAT (t2.micro BRV t2.small) ICHIBRL £9, FMICOVWTIE, "TAmazon EC2 1—H—
HARL O "T2AAZA) Z22RLUTLKEEW, Amazon EC2

T 7 L— N#I#% Linux Desktop @ ZBMNT 3k

1. R=R7#VFOFEMER—TT, [HK] 2BRL. [HHWOER] ZERLET,

2. THHOERL R—Z 0O "’y T, TLinux Desktopy ZERLET., KIZ, [#IHWZRA 7T,
[T>7L—R ZERLET,

3. TFU7L—bh&EN, £0>3>T, "FFRANITFT1R, Z2BRLET,
4. THFARNIFAZRIZ, LATORBZHEY)NHTERT,

{
"Rules": {
"Rulel™: {
"Assertions": [

{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":

"InstanceType"}1},
"AssertDescription": "Instance type should be t2.micro or t2.small"

5. [#H#nFi8A] IZ, Small instance sizes EAHBNLET,
6. [ER] ZEIRLET,

ATV 5 FUTL— NN EEBMNTS 26
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ATY7 6 IAMO—-)ZEVYWETHEBHNZENT S

BEFHNE, ITORI-Y—HIFREELEHTSEEIC A AWS Service Catalog 51 & Z (1% IAM O—
LNEeEELET,

CDATY 7Tk, Linux Desktop HmICEEBHNZEMT S E, AWS Service Catalog FHmD
AWS CloudFormation 7> 7L — N ZBKTD IAM DY —RA&EFERHTEE T,

EBHOELTHRBICEANHTAH IAMO-LICE, ATOT7 VAR BETT,

1. AWS CloudFormation
2. ®BA® AWS CloudFormation > 7 L—NADOHY—E A

3. Y—EAMAB O Amazon S3 /N Y NA® AWS CloudFormation 7> 7L — RADFRAELY) 7O
A,

CORBHNICKY, IVRI—YV-RBEFEZEBL, EBRICThZ7OEDa -V JZ&B @ RE
LTEBTEDERDICBEYET, FMICOVTIE, TAWS Service Catalog i2B)DEEE s #SHRL T
<EEL,

EEBHNANFZWVES., T2 RI—H—7 Linux Desktop HRZFEAT B ICE. T
EMOIAMT7O2A#RZI R1I—HF—ICNHETIHLENF &VET, L&A,
ServiceCatalogEndUserAccessR!) 2 —I& AWS Service Catalog, T RI1—%—22>V—)L
E1-CT77tATREOICHERTIRO IAMT I AFATZAFELET,

BBHNZEERATZE, IV RI—Y—0O IAMERZH/PRICHZZ EVS IAMORARNT T
TARARSCENTEERT, FMIIOVTRE, IAIMA—F—HA RO "TSNEHEZRDHS) 25
BLTSEZL,

BEOHNZEMNTSICE

1. IAMI—H—HAR O "JSON ZTICHBHFHL WK —ZERT D1 OIERICHE>TSESE
W

2. UTOISONRIZ—RFIXYNEZEBFTET,

« cloudformation- CloudFormation AR Y U & {EMK. FeAkELY) . EHFH. HIBR, —ERR. X
T390 AWS Service Catalog T BT VL AFTEFELET,

« ec2— AWS Service Catalog # @M —&BT &% % Amazon Elastic Compute Cloud (Amazon
EC2) UY—ARZ—ERR., ZxEY), EEiA&K, 7OEED3aZ2J, 2JF0HT5 AWS
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Service Catalog T2 B T7 V7 EAFTZFELET, F7O/4TBDAWS VY —RICK2T
. COTVEARFANBEEENDBEN HYVET,

« ec2-AWS 7HONALFHLVEBRUS —ZERL., BEEhLEBERIS —ZEES
- IAMO=)LICTRYFLET,

« S3—HNFIETS Amazon S3/NT Y RADT UV A%ZFFA L E I AWS Service Catalogo
HEzF7043sCk, 7O0ES3aZ2T0F7—T147 70 M\ DOT V1A AWS Service
Catalog "% ETT,

- servicecatalog— IV RI—H—ICRD>TUY—-AZ—ERR, ZixEY), EEAA,
RJFF, #BE)FT D AWS Service Catalog 7V EAFAE{HELE T,

« sns— BB D Amazon SNS REY V&2 —BRR, BiaElY, EEiAk, ZIFTTD
AWS Service Catalog 7 7 £ AFF A 25L& T,

(@ Note
T7TOAIREBERD VY —AILELO2TR, JSSONRUS —DPZEETIHENE
L2ZENBYERT,
JSON
{

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummaxry",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"

1,
ATY 7 6 BEHNZEEMT S 28
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N o o bk~ w

10.
11.

"Resource": "*"

},
{
"Effect":"Allow",

"Action":[
"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

DRAL [T 28RLUET,

RAN]. [LE2—] Z&IRLE T,

R —DOMHER] R—2 T, [BH] IC "linuxDesktopPolicy ) EAALE T,

[Create policy] (R1) > —DER) ZBIRLET,

FTETF—=23oRATA-N ZEBRLET, RIC, [A—ILOEK] 2FBRL T, XOBEZ
TLWET,

a. "EEINEIVTAT414%ER, TAWS H—ERAZZERL, "D AWS H—EAD
I—AT—RA1 T "H—ERANZOT, Z8IRLUE T, Service Catalog D1—AT —A%
BRL, (AN ZEBRLZET,

b. [linuxDesktopPolicy] RUZ—Z#HRL, FIYIRY IAZFICLET,
c. [RN]ZERLZET,

d. [Role name](d—JL%) |C linuxDesktopLaunchRole ZA L &7,
e. [Createrole] (A—JLDERK) ZBIRLET,

https://console.aws.amazon.com/servicecatalog T AWS Service Catalog 1>V —J)LZHE &
9,

[Engineering Tools] R— K7 # U A ZEIRLE T,
[R—KN7 ) FOFHM R—>2T, [##] 27 &8RL., FHOER] ZBIRLET,
[®M] T, [Linux Desktop] Z#IRL ., [HHNR 47T, [BE] ZBIRLET,
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12. [IAM O—JLMi#R] #38R L £9, &XIZ. [linuxDesktopLaunchRole], [fERK] DIEIZIEIRL £
CP

ATYT T R=RTAVANOT OEAEROIY R1I—F—AOFE

CNTR—RN7AUAZERL, BREEBNLEOT, IV RI—HY—IZTIVEREREZEFETEC
ENTEEXT,

EIE=es

IVRI—Y—0IAMTIIL—T2ERL TVEVWEEE., TAWS Service Catalog T RI1—4—
CT7 O AFTZFETE ) 25RBLTLEEL,

R—=KRT7AVFNOT I AERZRMH IS ICE

1. R=KT7 3 VFOFMR—DT, [TOERA X7 Z2BRLET,

2. [7OEAREONE] ZBIRLET,

3. PFIL=7127T, IRI—Y—DIAMIL—TOFIVIRYIDREFVIZLET,
4. [ZOtADEM ZF#RLET,

ATV 8 IV RIA—YF—DIVARIVIVAZTANTS

IVRI—Y—AHAIVRI-Y-OAVVY—IEI-CERBCT7V7EALTHRZREETED L2
WIBICEF, IVRI-Y—-—AWS ELTIEHA2M2L, TNEDRAVEERITLET,

I2VRI-Y—AIVRI-Y-ODVY-IINICTIEATED L ZEREITSICR

1. FIBEILCOVWTE., TAMI1—Y—FHA R, O "IAM1—HY—THA 4>, #SBLTLKKEE
(AN

2. XZ1—/N—T, Engineering Tools’R—h7#UAZERL I AWS V=32 ZEIRL
£F9, COF1I—KNUTI T, [us-east-1 V=3 ZBIRLE T,

3. https://console.aws.amazon.com/servicecatalog/ T AWS Service Catalog 1>V —I)LZFEE, B
TZHELET,

- [BR]-1-Y-HSrERATEIRR,
« [FAEDIZUIFKER] - I—Y—AFRBLLE7OED I Z I EHE R,

ATV T T R—=RTAVFANOT I RAEROLIY RI—HF—A0F5 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/console.html
https://console.aws.amazon.com/servicecatalog/
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I RI—%—54" Linux Desktop AV NY JRRERBTED L ERIAT D ICIE

CcOFI1—RNUTITRE, [useast-1 U—2 a2 ZBRLTVBR ZEICERELTLSEZL,

1. A2V=I)o [#ERE] 9> 3> T [Linux Desktop] Zi&IRL £T,
2. HmoEg 2oy ILT, HRZBHITH VI F—RZHBLET,

3. [#E: Linux Desktop] R—> T, [TOEZ 32T EF&HEA] IC "Linux-Desktops LFEA
L&ET,

4. [NGA=ZIR=IT, UTZAHL, [N\ 20UV ILET,

o [H—NN—H A4 X]-t2.micro ZiBIRLET,

c [F—ARTV-ATYVT 2. F—RTEERTSD TERLEF—RTEBERLET,

 [CIDRE&H]- M2V ARANDEHRTDIPTRLAOEMS CDREEHZANLET, FXE
DIPFRLAASOTIEAEHFTTDT 74 )L ME (0.0.0.0/0) . £HEESD PP RL

A2 /32 ZEBMULTESZD IPTRLADKIZT IV EAZHRTZIL., £LEZOHREETS
CENTEXRT,

5. R0 2 BIRLTAEZYVZREEBLET, 02V —I)LIZI Linux Desktop D AX Y I D
ARY JHHR—HARTIENET,. HRORIDODAT—RXAG [BEEHR]| TT, fERzZEH
AWS Service Catalog T2 ETICHOAAVNET, BEOAT—RAERRTDICEK., 7T
ZEHLTILKEEV, ERFEEHITIE. AT—F AW [Available] IC& VW ET,

Terraform @O F AR

AWS Service Catalog l&., M ® HashiCorp Terraform (2ENDHNF >V ALK D REZE I 7 H—
EAZ7AOEDIZJZHEICLET AWS, ZE—0N*Y —)L AWS Service Catalog & U TEAL
T. Terraform BREZ KRR ICEE, B8, BATEET AWS, &k, EENMBITEMARRENE
Terraform > 7’ L—h0oA20OJ1, 7oA NA—-I), N—=23_Z>J, 2T, o
AWS PTHOY MAORELRZE, W D2HPDOEELMEEICD 2> T Terraform AWS Service Catalog
ZHR—KNLULET, Tl AWS Service Catalog, T RI—H—ATFT IO ELATEZRRBE/N—2a>
NDEEBDVARNFERTREN, ThSORRZE1DOTVAVTTFTOMTEERT,

® Note

HashiCorp 77 /O — QY R— N Z##iT S ICE. Terraform N\ORED T A 2 ALE
DFERE LT, AWS Service Catalog l&. Terraform #—7"> YV —RICE T3 UFINOSR%Z
External ICZEELEL fz, External ®BRE A 7IZE. aIlE Terraform #—7>VY—R& L
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TH S TV = Terraform Community Edition @ HR— MA"E8FENE T, BEFED Terraform
F—=—T 2V —ABBERTT7TAOED I Z VR BRENBRRIA T ICBITT D HEDF
MEFIEICOWTIE, TBE1E® Terraform Open Source EmB L 7O a — 2 JFHH
ROABRBEIATNOEH EZEBLILEEL,

LTOF1—KMUTIDOFIEE, AWS Service CatalogT Terraform EmZFEVARH DI DICKRIEE
9,

HEROVEBEE, PREBETHIVN (INTTHIN) TEZELET, Terraform Community
Edition & & Terraform Cloud #@mIZ &k, Terraform ZVOED I ZVJ IV N BETT, hnlc
DWW T, Terraform Community Edition (External 8@ 4 7)) 07O a - 0100 T, 6
KT T, ZZRLUTLIEE WTerraform ZCloud AR 7 O3 "2 0T 22,

FI-KNIUTILTE, EEETNIRTUTORAVZRITLET,

« Terraform Cloud £ /(& External #mE A 70OWVWTFnAZFEAL T Terraform ERZEERL &
9, Service Catalog l&. [External] @GR 1 7" & L T Terraform Community Edition # &% 4
7.R_ |\ l/ i a-o

s BIRER—NT7AVAICEENTET,
« IVRI—¥Y—ARBETOEDSIZ DI TED LS ICRBOGHNEERLET .
« HRANDOZYT

e R—=KNT7AVFE TerraformBRZEIL RI1I—HYF—THIN (RR—DOTHIOURN) EEBLE
T,

Fa1—-—KNUTITR,. BBOBETHIRNTEHZEEB/NTT7THORNIS, BBEEAT a3
EEALTR—RN72VAZHELET, EBXEOFEMAICOVTRK., TR—K7xVF0HE, %
SRLTLEEV,

F1—KNUTITHERTS Terraform RRAICEENSD AWS VY —RE. 2> 7 )L% Amazon S3 /N
TYKRTT,

(® Note

BB I2HC. 49 AWS Service CatalogD Y R7Y 7 OF O3 EHEZERTLTWS
CEEBRELTLSEEZL,
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N =R

« BEF® Terraform Open Source ERB LV 7O 3 Z VI ZARGBONBRB XA T NOEFH

o BIREZM: Terraform Z7OED 3 Z2J IOV ORE

« ATV 7 1:Terraform REZ7 7 AN EHV>O0—R33

« AT Y7 2: Terraform R EERT D

« AT Y 7 3: AWS Service Catalog R— K 7 # 1) A& ER T S

« ATV T 4 AR—KT7A VA ICRREEBNT D

« ATV 7 5 BBO-IZEEKTS
6
7
8
9

« AT Y7 6: Terraform @ ICEBFHNEEMT S

s ATV T.IVRI—Y—-ICTVAFAZRETS

c ATV 8 AR—RN7#VFEIVRI—Y—EHETS

¢ ATV QR IVRI—Y—DIVDARIVIVAZTANTS
« AT Y7 10: Terraform ZOED I - JRIEQER

BEE M Terraform Open Source EmB LT 7O a Z I FHE RO
HEERA T \NOEFH

HashiCorp 727 /O —NHR— N Z#ETBICIE., Terraform ANDRIED T A O ALEDER

&L T, AWS Service Catalog l&, Terraform —7"2Y —XAIZE T % el DS R %& External (C
ZEELFEL L, External #mA A 7'ICI1E. BB Terraform #—7">VY—R&ELTHShTWiE
Terraform Community Edition ®HR—KFEENET, AWS Service Catalog I&. "##H. BRE
E7OEDa > Ichi®#RO0EMBRERRA 7L T Terraform F—7 2V —AZHR—KL
BLIEYELE, RTTEDIRER., ERN—2ae7OED>a -V IZ»BRzHhOETHHRF
O Terraform A—7 2V —AVY—AOEHELRFKRTOXTT,

FEBITLTVEWEERE, CoEI3a>ERICE2 T, BBED Terraform 7—7"2 Y — AR
E7AOESaZ 0 RAEGEEITANT External RRICBITTAHEN HYET,

1. DBRE®D Terraform U7 7 L AT > %= EH AWS Service Catalog L T, AZA—T> Y —
ARREAT & Terraform A—7 2V —ABBRA T OHADYR—KZEZEHET, Terraform
Reference Engine DE#FH HFEIC DWW TR, GitHub VAR KM ZZELEE W,

2. ILWARR R R A 72 ERAL T, BEFED Terraform Open Source £ mZBER L £9,
3. Terraform Open Source MR A 7 ZFEHAIT2HMTFORRE TN THIBRLE T,
4. LV External RE XA 72 FEAL T, BYOVY—R2BE7O0EZa3a_-_JLFT,
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5. Terraform Open Source BmRA A 72 EAT2RENO7OED I Z I FHBRmEINTHETL
7,

BEORBZEBITLLERRE, targzRET7 74N ZHERATIH L VERIC External Em R4 7 %2 EH
LT EEL,

AWS Service Catalog l&. ZBIZISUTCNEEZBLUTHEEREYR—NLET, ChSOEEIC
KOTBEEDOTAI U NIZBRBEHINIVEICEDHEY, EELAHBI—IO—-RICFENF RS
Bak., THOVMEZECEZBLTHR—MZEKBEL TSEETL,

BB %ME: Terraform 77O 3a Z> 9IS DOERE

T Terraform R ZER T2 - DEIRFZM L L T AWS Service Catalog, Service Catalog BB &
THONNTTFHOo 7O a - 0TI 00 04 ARN=)ILLTRETIHEN H )
£9, 7O 3aZ> I Ik, Terraform Community Edition G (External #2mR 14 7' %
F) & Terraform Cloud & (Terraform Cloud #@mA A &2 /) OMBSICSHETT,

(® Note
IVDURER 1ERYDERET. H300ALNET,

Terraform Community Edition (External #@m X4 7)) 07 OE>a_-_>JI1I>2

AWS Service Catalog l& External ®m & 1 7 Z £ A L T Terraform Community Edition £
mMEYR—KNUET, External RE\RXA 7', 7O a2 J IV 0ORREICETV
T. Pulumi, Ansible, Chef ZEDMO7OEDIZ2 IV —)ILEHR—KLET,

HashiCorp @ Terraform Community Edition T External R X 1 7% £ 9% AWS Service Catalog
HEANHZE., AWS Service Catalog EEBET HI N (INTFTHD2 N IZ Terraform 7O 3
JOT VDOV EAVARM—ILLTRETIHENf HYVET, BZOIDETD)Y—AAWS
EEEBLET,

AWS Service Catalog l&. GitHub URZ NUIZ, AREH TS Terraform AWSTZ7'OED I =TTV
TUDAVAR =L EBREODFIEZRHMLET, URDZKNJIZEARDBHRERFArEENTVET,

« BEBAZAN=ILY =)
« J—ROBE
« AWS PHVUY MADOT7OA

BIR&AM: Terraform Z7OEZ a2 I IV ORE 34
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- 7023”200 —070—, RERGL. HIRICETZEMER

Terraform ZCloud RO 7’ O a - 01>

HashiCorp @ Terraform Cloud T Terraform Cloud #& X 1 7% £ H 3% AWS Service Catalog & &
M54, AWS Service Catalog EBETHI N (NTTHI2 M) I Terraform 7O a =2 F
IO A AN —ILTRETIHBEN HV ET, HashiCorp &, cOITZIJE—NRE
TEEBLET,
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provider "aws" {

}
resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditoxr0",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "*",
"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/sexrvicecatalog:provisioning":

"true"

"Action": [

"s3:CreateBucket*",
"s3:DeleteBucket*",

"s3:Get*",
"s3:List*",

"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

"Action": [

"resource-groups:CreateGroup",
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

1,

"Resource": "*",
"Effect": "Allow"

"Action": [

"tag:GetResources",

"tag:GetTagKeys",
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"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResouxrces"

1,

"Resource": "*",
"Effect": "Allow"

}

3. a. [RA\] [B2Y)1&ZBRLET,
b. DRAL [LE1—]#BRLET,
c. [RUI—OBIF|R—IT, [BH] I

FS3ResourceCreationAndArtifactAccessPolicy EA DL ET,

d. [Create policy] ZiZIRL £T,

4. FEZ—>32RA 2T [Roles] ZERL, #\L T [Create role] ZIBIRL £ T,

5. EBHETERIVTATAZER T[HAZLGEARI)S—]ZBRL, XD ISONRUZ —%

ABALET,

JSON

"Version":"2012-10-17",
"Statement": [

"Service": "servicecatalog.amazonaws.com"

{
"Sid": "GivePermissionsToServiceCatalog",
"Effect": "Allow",
"Principal": {
},
"Action": "sts:AssumeRole"
},
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::123456789012:xo0t"

},
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {
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"aws:PrincipalAxn": [
"arn:aws:iam::123456789012:xo0le/TerraformEngine/
TerraformExecutionRole*",
"arn:aws:iam::123456789012:xo0le/TerraformEngine/
SexrviceCatalogExternalParametexParserRole*",
"arn:aws:iam::123456789012:xo0le/TerraformEngine/
ServiceCatalogTerraformOSParameterParserRole*"
]
}
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"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action": [
"servicecatalog:*"
]I
"Resource":"*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel"”: "self"

}
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CORUY—F, RORUS—EMENCALEOTT,
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"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":[
"servicecatalog:*"

1,

"Resource":"*"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

DTATUTATAR—ADKR S —0H AWS Service Catalog 54



AWS Service Catalog SHEEHA R

"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"sexrvicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"

}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeRecord",
"servicecatalog:ListRecordHistory",
"servicecatalog:ScanProvisionedProducts"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel": "self"
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{
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AWS Service Catalog 1>V —JL. AWS Service Catalog API, &/zl& Z2FAL T, BIFOT7HU >
NEfiE Cit IARMmZEHRTEEXRT AWS CLL.

BEF M AWS Service Catalog #BRZT 7L —R 7 7ANICERTDHZEICOVWTE, "#FHLL Git
EHREEEROENL 2ZRBLTEEV,

BEOHRZ GtRAHBERICEFRFITDICE

1. EROFET—23VNRILTEHEVARN ZBRL, XOVThHIOFT> a2 ZBRLE
ED
c 1DO0HRmM ZEHIBHICE, HmZERL, HmY—-—AOFHE U232 ICBEL T [FM
ZimE]) ZBRLE T,
- [BHOHR] ZEHIDICE. [HRBEABIRD NJICERT D] 2FBRL, HFX10EOHR
mZEBRLTH S [RN\] ZBRLE T,
2. RBBERYV-ADOFHME £I>3> T, ATOEHZITVET,

« EREEELERY,

« URDPRNUZEBELET,

« DIREEELEXT,

« TUTL—RT7TFAINICERERNTET,
3. [EEOREF] ZERLFT,

(® Note

ABURS NI ICREEGEZNATLEVEROSEEF, HRAZERL L&, HanBHRR—2
LEEHOTZ—RIRTREND ABURD N ICEE]) A7 3> 2FEATERT,

AWS Service Catalog 1>V —JLF =& AWS CLI ZFEAL T,

- BEE® AWS Service Catalog BB ZABIRSNVOTUTL—KT77AIICERTS
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- HmE, A, FUBEOHRART—REZEHLET,

« BAET#EH L TV 2 AWS Service Catalog BmOERZBERE BIOVRD NV —RAZFEATH X
SICEBZEMN) LET,

AWS Service Catalog IV —IIZEAL TELHE VRSNV OFHEEFRITDICE

1. AWS Service Catalog AV —IOEROFES—2a > NNFILT, BRVANEERL, BE
ABURSNIICEREENTVIREEZBIRLET,

2. EBmY—AF#HI O3> 7T, ®BHRnY—ARZHE] 2BRLET,

3. EmVY—AFHI O3> T, FLEIBDHLLWURDNUZEELET,

4. [Save changes] (BREORE) &2V JYILET,

ZEALTEREURD N OFHZEHTSICE AWS CL

A5, Y2 R$ aws servicecatalog update-product& $ aws servicecatalog
update-provisioning-artifact Y>> R AWS CLI £2E{TLE T,

Git IR mERZHIBRRT 2

AWS Service Catalog 1>V —JL, CodeConnections API, £7=l& Z#EAL T, AWS Service
Catalog @mET 7 L—R7 7MLV BOERZHIRTEEXRT AWSCLL, T 7L—K7 741D
SEREYKTDE, RAHE i AWS Service Catalog R IEEHNICERE B EAMICYY) ED
WET, BRZETWL &, UECERELEZURSNIUTT O TL—RN7 74 )L 2EZELTOZY
RLTE, BERRBEAEEA ABURDSNIDTTL—KT 7 14 )LIC AWS Service Catalog
NEEBERTDICE. "#ieEHE iz AWS Service Catalog D EH, 2SBLTLKKEE
(AN

AWS Service Catalog AV —)LZEAL T Git IR R ZTIH T (&

1. TAWSXZIXU NIV, EROFET—23a 2N NRILIPSHBIARZBRLET,
2. VDAY SHBEBRLET,

3. [HmIR=DT, [HEYV-AOFM />3 IBBLET.

4. [YIHA] ZBIRL F 9,

5. TUaTEMRAEL, [YIH ZBRLET,

ZEAL T Git AR mEYIM T2 Z1E AWS CLI
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7S5 AWS CLI, $ aws servicecatalog update-product N> RZE{TL &
¥, ConnectionParameters AN T, EEL LEHRZHIRLET,

CodeConnections APl £7=1d A L TELEZHIBRT S 121 AWS CLI

CodeConnections APl £7=[& T AWS CLI, $ aws codestar-connections delete-
connection AY¥ > REEITLET,

GitHub, GitHub Enterprise, Bitbucket DT> 7L —K 7 7 A4 )LD Terraform R &
o [E 5

Terraform 88E7 7 A I ZFERAL T Git IR RZERTEEE. 771N A targz XX Dk &
ZITANET, Terraform 7 2 IIEAFERIE T 7 4)L/\7\'C(31{*£FE'C€¥’G/L

AWS )—= 3> Git BIARGR D YR—K

AWS Service Catalog l&., ATOFRAWS U—23 2 ([CRTEKDIC, T Git BH Produtcs % HR—
RLTWET,

AWS U—2 32 £l AWS U—23> 1D Git B @D ¥ R— b
KEREZ (N—2 ZF4LE6) us-east-1 (=4
KRERE (F/\1 ) us-east-2 (=4W
KEEE JeH VT HILZT) us-west-1 [=4W
KEFEI (AL T) us-west-2 =4W
T7VHT—=TRI) af-south-1 WINY-4
DTN T 490 (BE) ap-east-1 WINY-4
TOZTNDTAYv T (Y HILR) ap-southeast-3 Wz
TIOSTNDTAav o (Z1—2—F2R) ap-southeast-6 WINY-4
TOTINTTAY D (LAVINA) ap-south-1 (&L
TOTINDT 4D (KER) ap-northeast-3 (WYAY-4
TOTINDTav 9 (VI ap-northeast-2 (&L
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AWS U—=3 > ZHil

7

\

N
\!

FSTIRYT 499 (R

HNFTE (FE)
AFEEE (HILAH)—)
R (72207 1)

R (7 AILZ > R)

X

o

O
\I

(A2 k)

B (25 /)

RRAM (/X))

BN (AR Y ORILL)
FR(N—L—>)
K (F>No0)

AWS GovCloud (US-East)

AWS GovCloud (3K E #5)

R m O HIER

TN T 49T (22 HR=I)

TN T A4Y 9 (2 RZI—)

AWS U—>32 ID

ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
ca-west-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-north-1
me-south-1
sa-east-1
us-gov-east-1

us-gov-west-1

Git IR BOYR— b
=30
=38
(&L
(&L

WWx
=30
=30
=30

WWx
=30
=30

WWx
=30

WWx

WLz

HEZHIBRTZE, FRBEECIRNTOR—RNTAUAHLSIXKTORRB/N—2 3> AWS

Service Catalog ZHIBRL £

AWS Service Catalog Tlk. AWS Service Catalog AV —IFkld 2FAL TERZHIBRTEE
T AWSCLl, HmZEEICHRTZICE, FTRABCHEFITSATVZINTOVY —ADEE
T ERBRIDVENHYVET, BERVYV-AOBEER/TOHICE, R—KT7 3V FOEENS T, F
&, TagOptions, BLVPHP—EAFT VT a v FEENET,
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/A Important
HmHFBIRENLRE, TORREERITD_ LRI TEXREA,

AWS Service Catalog IV — I ZEAL THRZHIBRT D ICIE

-

R=—KRT72VFR=DJICBEL., HIRIZRMEZECR-—N7 2V FZRRLET,
2. HRIIHRFBEERLTHS, RERIVOELICHD [HIRR] ZBRLE T,

3. HEVY-AOBZVEHROBEERE. TFARRY VA THIRR, EANLU THIBRYT 2R Mz H#53
L. [HIBR] Z2:8IRL £,

BEEVY—ADHDEROFEE. ATYT4ICEXET,

4. HROHIBRD A2 RIT, BERTT 7L 2BELET, cOT—7IICRE. HRICEERG
5HhTWBFXTD resources. AWS Service Catalog attempts A"RREh, HEOYIBREICC
nsnUY—AOBEENSITARBRENET,

5. TF*FANRYDRAIZ THIBR: EABLT, BRZEHIBRLTHEETZ VY —AZITNXTHIBRTS
EEBRELETS,

6. [BENITZMERL THIRR] ZBRLET,

AWS Service Catalog ARROINTOUY —AOBEERITERERTELEVES, HRARHIKREhE
Bh,. "HEZEHIR V2 RIICE, BENMUTRRICAMLULEABREXRSEOTAN RTENE
T, HRHIBREICARBMULZYY —ADOBEERTHRBROBRICOVTHLULSE, UTO "HEHIBREIC
KELEZEVY—AOBEEN ITRBROMBR, 25RBLTEEL,

N =R

- ZHEALLEEROHIBR AWS CLI

- BRBIBREFICKERLEDY —R0BEEN T RBROMER

ZERAL EHAOHEIBR AWS CLI

AWS Service Catalog Tl&, AWS Command Line Interface (AWS CLI) ZH L THR—KT7 U A H
SERMZEHBRTEET, AWSCLIE., ANV RTZA22I)IOOAN RZEFEALTAWS H—EXR
EXRVEVY)TERF—T2Y—AY—=)LTTF, AWS Service Catalog 5 HIHIBREEXICIE T AT A
FYUETT, TAAWSCLI UT7 AR, SHEICFEATHIANRXPAVUTNEEHE AWSCLI 9%
HIZ TERTESZIA—RNAY RTT,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
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EIE=2es

« AWSCLIZAVAR—)LLTERELET. FHICOVTEF. TAWSCLIOEHN—>23>04 >
AR—IFRERFEH B&T "TREQEXR, 2ZRLTKEETV, 1.11.24 £ 2.0.0 D&H/D
AWSCLIN—=>2 3> & ERALET,

s HROCLITAUTAZHIBRTSICIE, Bash BEEOAX—ZFIJ)LE JQON> RT 4> JSON 7’0
EYHHAYBETY, DNV RTA2ISON 7OEYHOA VAR —IILOFEMBICOVTE, jgnF
JOO0—R Z2SBLTLSEEV,

« TA T A%4ERKRL T Disassociation APIAWS CLI d—/)L&Z/N\Y FoEL, 1 DOOTY R
TRBZHRTEET,

HEZEEICHBRIZICE, ETRRICHEFTSATVRIXNTOD Y —AOBEER T ZHRTS
PDENFHYNVET, BRVY—-AOBEERTOHELTE., R—M7AUFOBEEMRT,. FE, 2TF
7oary, Y—ERATO2a RENFBYET, CLIZERAL THEZHIBRTS5E4E. CLI force-

delete-product T4 U7 A%ZEAL T Disassociate APIZH UL, DeleteProduct API%
BFE2VY—AOEENFTZHERTEERT., Chicky), BRI OBEENGRBRZEBICFTEIHSE
FBEIBYVET,

(® Note

LTOFETRITI7TAINARF, ChoDBRECZRTIDEOICERIZARL—FT 1>
TOATALK>TEBRRIHZENHYNET,

AWS Service Catalog R ZHIBR T2 -6 D AWS CLI TA4 U7 ADER

%Z{EH L T AWS Service Catalog #m AWS CLI ZHIBR 9 %154, CLI force-delete-product T
AT A%ZERTHE, Disassociate APl ZHT'H L T, DeleteProduct®O'HL ZhF% 1)
V—AOBEN T ZBBRTEET,

AWSCLIZE 7 #I)IWAIC alias 77 M I ZERKT S

1. AWS CLI OV —JL T, configuraiton 7 # LA ICBBLET., F7FIILKTRE., BE7AIILA
(& Linux £/ & macOS Tl "~/.aws/1 . Windows £l "SUSERPROFILE%\.aws\J & V)
£,

2. 77ANFET—>32#FEATRIH, AEOX—IFIITUTOON RZANLT, cli
EVSEROYT 74 )NAZERLET,
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https://stedolan.github.io/jq/download/
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$ mkdir -p ~/.aws/cli

EREND 7 AINA Tcliy OF 7 #)I N/NAR, Linux £/ macOS Tl T~/.aws/
cli/i . Windows Tl& T%USERPROFILE%\.aws\cliiy EiZH')ET,

3. HLWcli 7FNET, 77ANIERFHELD alias EVSDBROTFARNT7AILZERL
£9, 774NFES =23 aERTIH, FEOX—ZIFITUTOONREADLT
alias 77 AL &ERTEET,

$ touch ~/.aws/cli/alias

4. 147BIC "[toplevells & ABLFET,
5. 774ILZREFLET,

RIZ, TAVTFARDIUT N E2FEBT alias 774N G2 D, Z—ZFIT142RDOD
OX > R&EFERAL T, force-delete-product (REEHIHIBR) TA VT RAZCDT7T7AIIICEBMTEE
E

force-delete-product (R m&HIHIBR) T4 )7 A% alias 77 A I)LICFEBTEMLET,

1. AWSCLI OV —I)IT, AWSCLIBRE7AINAICBEL., alias 774N E2RHEEXT,
2. 774D [toplevel] TOTICROIA—RIA VT RAZANLET,

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"

exit 1
fi
if [[ "$1" !'= prod-* 1]; then
echo "Please provide a valid product id."
exit 1
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fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources

must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

B0 HIER

116



AWS Service Catalog EEEHA R

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do

echo "\t${association}"

done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit

fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in

"${provisioningArtifactServiceActionAssociations[@]}"; do

associationPair=(${association//:/ })

provisioningArtifactId=${associationPair[0]}

serviceActionsList=${associationPair[1]}

serviceActionIds=${serviceActionsList//,/ }

for serviceActionId in $serviceActionIds; do

echo "Disassociating ${serviceActionId} from

${provisioningArtifactId}"
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aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactld --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. 774N EREFLET,

—ZFIILT12 ROEMERAL T, force-delete-product (R miAHIHIER) T4 1) 7 A% alias 77 4
JLIZEMLET,
1. —ZXFIILT4RIZEAVT, XROON RZEITLET,
$ cat >> ~/.aws/cli/alias

2. TAVTFARDUT RN EZR—ZFI)ID142 RIICEEY)FH, CTRL+D ¥—%3#L T cat ONX >
REHLRTLET,

force-delete-product (R mEHIHIR) T4 V7 AZHOCEHLET,
1. —ZFILNVAVRIVTROAN RZEITL, HIRERIA VT AZRTEHLET
$ aws servicecatalog force-delete-product {product-id}

ROPBIE, force-delete-product TA VT AON REFDFEROREFZRLTVWET,

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:
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port-123
Budgets:
budgetName
Tag Options:
tag-123
Service Actions on Provisioning Artifact:
pa-123:act-123
Are you sure you want to delete prod-123? y,n

2. yEADL, BREHRIDLERBLET.

HMmZERICHRIZDE, Z—ZFIINTAVRIVCRDERNIRRENTT,

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

ZOMOUY—A

TIA)FAAWSCLIOMER, AWS Service Catalog RO HIBRDFMICOVTIRK, XOUY—A%

ZRLTLSEE,

« AWS Command Line Interface (CLI) AWS CLI 1—%—HA4 ROIT A )T ADIEREFER,

e« AWSCLI TAUTAIVRIKD gt UIRD KU,
« AWS Service Catalog & 0 Bl
« AWS re:Invent 2016: YouTube M E%H AWS CLI 1—%%—, YouTube

HMBIREFICKERL 2V Y — A0 BEES T #EBRO R

VY —ADEENTREROGIAFIRERRTUAICERZEHRLIS ELTERBRLESERE, AT OHAIH

VANEZDOBRREBIEL TS LEEL,
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119


https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://github.com/awslabs/awscli-aliases
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://youtu.be/Xc1dHtWa9-Q?t=1593
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html

AWS Service Catalog

EEENAR

® Note

)Y —ABEERTOMBRICRBMLEZEVS XY E—DHFRRENDENIC [REmOHBIRR] V1>
"RHEOHBIER, O3 OFIE1 ~3ZRITLT, VA RIZEE

ROZBALUIZ5E .
ERKZENTEXRT,

)Y —ADOBEENTHERICAKRL -EEZHRTDICE

"RMEHIRL D1 RTT,

V—AOBEEMRTHERICKBLUEHAAEHRBREADIMBRREER/REL TLEEL,

AT —RABINDEER

% O] kkkk
AR-

d—%—:username ICIFAT&EEITT
DERNIHYEHA:

R A

AWS Service Catalog &

fmlZ TagOptions, F
B, bhE<EE1O0

F <3 >Provision
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FHshTt\wah, &
mNRER—NT =)
FICEIYHETSshTW
3h, BEliCI1—H—
FHah., HRIZHY
FuHsdh, FRREZ
HigrTcEEBATL =,

HmzdliRL LSl
TV I1—%—ICi,
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R ZBRITDDICL
ERERI B EEA,

BRIRER

HmzBEEH
BRLTHET,

AWS Service Catalog
Tk, REEENFTZ
BRI DT VAR
AZF > TLWAEVHRE
)Y —AOBEENTZ
FRBRT B HIEDFMIC
DWTE., 7FAHD> b
EEEICEAVEDES
CEEHEHLET,
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N—>a>nEHE

HmEFERITDEECRBN-—23 228 ETERT BRN-—TJIVBFWVWOTEEHMTERT,

N—23a2 Il CloudFormation 7> 7°'L—bh, &4 KL, BB, AT—RA, HAE AN S
x9,

N—232AT—32A

N=23 2, KO3 ODDAT—BRZAOVWT A ZIBETEET,

« FOFAT -TOFA4TBN=—230FN—23 UARNCRREN, - —HFEON—>23 Y
ERETEDELDICLET,

c T IOTAT -HTFTOTATN=232F N=232VVARNTHERRICBYET, cON—23
VASEBETNERFOOES I Z VB4 BRREEZZTERA,

o [HIBEREHR]-N—2 32 HHIREhd e, N—232 VAR SHIRERET, N—2 32 OHIK
FTICREXREA.

N=23a HA T A

N=23HARAZRELT, BRN—2 3V ICEIRBEHRELI RI—F—ICRMHEFTH &N
TEET, N=23VHAHDAR, TOTATBRRN-2aVICOHKFELET,

N=23A2HARZV AL, RD220FT>3IVHFHYNET,
c BL-F7AILITR, HRN—232VCRAMEVARHYYEEA, IV RI-—Y—REFTD/N—
TarveEFALT, JOED 3V E N RREEN S LOREHTEERT,

« SEMR-1—Y -G, FHERORAN-—TJavEHALTHLWIOED a2V X ARELEE
ITRERTEEREA, BAICUV—REchiz7OED3aZ U FHE Ry, BERLEEhZ/N—
>arveEFALTVWAEE, 1-¥—RZxo7O0E>a > IFsBmeRFoN—23a> &R
HLWN—232ZFERALTORERTEXRT,

N—3a > OEH

HmEERTRIEECRHBN-23 D 2EVETET, £, N—232V BV OTEEHRTEET,
HAOERICEITZFHEMIOVWTR, "HmoER 22RLTEE W,
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HmN—2a>eEHIBICE

1. AWS Service Catalog >V —I)L T, BEmZERLET,

2. BBUARNNIS, N—2a a2FEHI2HREBRLET,

3. [BEmFEMEAR—T7T, IN—=2arv] 27 &&RL, EHITRIN—Ta 2 z2BRLET,
4. [N=2 3> oF#l]|R—> T, ERN—2a zZmEEL, EEORTF ZBIRLET,

AWS Service Catalog #l#9 0 {§ F

#HWEEALT, IV RI-Y—HFR-BDT7FVFZERBLEEEICBEDR-—NT7FVTHOHA
mICEAEhZIL—LZFHEBLET, IV RI-Y—rEmzeBIse, FlNZERALTEAL
W—IHFRRENET, BRBER—KNT7AUFCANLES, HRllHNZERATEERT, 0. #
KI2EI<SICEMCRY, BBHCATVEVRBOREON-3aINTICERAEIET,

HH9

« AWS Service Catalog #2 & 0 %l FR

« AWS Service Catalog J& %10 #IFR

« AWS Service Catalog & ¥/ B # O #IfR

« AWS Service Catalog AZY VY N DHFIR
« AWS Service Catalog 7> 7°'L — N D #lfR

AWS Service Catalog 2 B 0 i R

BESNE, IRI-—F—HFrRnziEs, B, ELEKTITDEEIC D AWS Service Catalog
5| & Z (+% AWS Identity and Access Management (IAM) O—J)LZEEL 9, IAMO—JLik, 1—
H—FF AWS U —ERAN AWS H—ERZHERA TR -HIC—KHNICEIEZ TR ENTERTY
EAFAOOAL V23> TY, BEAEHICOVTE., UTZSRL TS EZ L,

 CloudFormation @AM 7 AT Y7 6: IAMO—)LZ2Z|V) B THREFHNZEMNT S
« Terraform Open Source ¥ =& Terraform Cloud #m R4 7 A7V 7 5: 28 O— )L #ERT S

BEHOE., R—r72U0F EHA-R—F7AVFOBEENT) RORHBICBEAEHET, EEH
HWE. R—RT7FUAFLRILPITXRTOR—RNT AV FICOEZHBIINL THEHAEhELEA, EE
DHNZR—RT7ZVFAADIXNTOHBICEHEN TS ICE, BEBOFHNZIRRAICELNICERTS
BEABHVNET,
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BEHONEWVEES, IVRI——RFEE0 IAMBIAERZFEALTHREZEHL, EEITIH
ENfHYVET, TOLHICIE, ERTHEATS AWS H—E A CloudFormation, KT ICXHT ST
TV AFANBETT AWS Service Catalog, BEIO—IIZEAITRECrY, IV RI-—Y—0

TOLAERZZORRBIIMVEBZRIPROEDICHRIZDZZENTEEXRT, TV RI—F—DT7 0t
AEROBEEOFHMICOWTIE, TTO Identity and Access Management AWS Service Catalog, %
SRBLTLEEV,

IAM O—)LZERL TEI)HTDIZE, AT IAM EEEERNIBRETT,

« iam:CreateRole

* iam:PutRolePolicy
+ iam:PassRole

* iam:Get*

e jam:List*

BEO-I)IORE

EHHANELTEHRICEHTAIAMO-ILICE., ATZ2FEATI2EOOT7 IV EAERNIKRET
g,

Cloudformation & & H

« arn:aws:iam::aws:policy/AWSCloudFormationFullAccess CloudFormation Y &— R
RS —
« ®ER® AWS CloudFormation 7> 7L —RROH—E R

« H—EAMEBE® Amazon S3 /N7 Y RA® AWS CloudFormation 7> 7L — MNADOFRAEY 7o+
Ao

Terraform @A

« EA®D AmazonS3 T 7’ L—hOHY—E A,
« H—EAFME® Amazon S3 /N7 Y RAD® Amazon S3 T 7' L—RMANDOEHEY) T O,

« Amazon EC2 1 > AR > AT®M resource-groups:Tag XA (OB a Z IR ENE
TRIC Terraform 7O 3 Z 0TI U FBIEZTET)

-+ resource-groups:CreateGroup DY —ARIN—T0R2ITHHF (VVY—ATIN—TZHERL T
2 % E|V) TS AWS Service Catalog 1= (- A5l ZZ (1)
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IAM O—)LDO{EHER) S —TIlk. AWS Service Catalog AO—IL%Z25|EZFD L E2HFTTIHE
FHYVET, UTOFIETIE. O—ILZ A7 AWS Service Catalog & LT Z&EIRT B &, EER
NEBNICEREENET, OAV-IILZ2FALTVWAWESR. TIAMO—-)LTEERD S —
ZEATZHEI O "O-LZ5EZHT5 AWS H—EROEFEERI—0OER, V> 322SR
LT EE V. https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/

® Note

servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct,
DTV EAERZREO—ILTEV)HTDZEFETEEXREA, "TAWS Service Catalog T/
RI—H—CT IV EAFATZGFETD, 29232042 FA2VRI—OFRICTENT
WBLSIZ, IIMO-I)LZFERITIXVENHYET,

(® Note

AWS Service Catalog 1>V —J)LT7’OE> 3”2 J & n il Cloudformation #2m& )Y —
AZERRTDIZEE, T RI—H—IZ CloudFormation 5t E W PO AN BETT, 7O
EDa" IchE®82REVYV—RAZIV-IITRRALTE, BBO-IIEEAEhEL
Ao

BEO-LZEXKTDICE

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZBE £,

Terraform #@ICEFEMOEBO—IILFZEN DETT, FHMIC DOV T, Terraform Open
Source HBAFD "A7v 7 5. BBO—)LDERL 25RBL T EEL,

[A—I)] ZBRLE T,

[Create New Role ($TL WO —I)LZER)] £iBIRL £7,

O—)L&ZABDL. [NextStep] ZiBIRL £,

[AWS Service Catalog] ®BE®D [AWS H—EAO—JL] T, &R 2BRLE T,
[Attach Policy] R—< T, [Next Step] ZiZIRL £,

O—)L%Z4EK T B I(ZIE, [Create Role] Zi#IRL £,

N o g M~ b
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RDD—2FHLVWO-IICTERYFITBICE

1. #ERLEO—)L%ZERL T, [role details] R— &2 KRRLET,

2. [Permissions] Z 7 &i#R L T. [Inline Policies] 2> a>ZEBAL E£9, XIZ, [click here] &
BIRLET,

3. [Custom Policy] Zi#RL . [Select] ZBIRL T,
4. RIS —OEEIZEABDL, [Policy Document] TF 4 X ICXD XS IZBEVFITET,

"Statement": [

"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(® Note

EEHOOBBO-IIZEETSHEEE. "s3:Existing0bjectTag/
servicecatalog:provisioning":"true" OXF5EFERHITIHEN HVET,

5. BEmTHEATIEMOY—EAZEIZ, RUP—(CTZEMLET, FZE,. Amazon
Relational Database Service (Amazon RDS) O 7 V7 AFF A ZEMT B ICIE, Action JA KD
BREDITORRBIZANZAAL, ROTZEMLET,

"rds:*"

6. [RUS—%ER) Z2BTFXT,
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REFKIDIEHA

EBEFO-JILZHRELES, EFFNELTHRICO-LNZEYVIETES, COFTU>3 TR, T
YRI—Y-HHEREzERHL-EEICO—)LZ5EZ T AWS Service Catalog &S IZ IZIERLE
CB

HmICO—JLICEY)HTRICE

1. Service Catalog >V —JL (https://console.aws.amazon.com/servicecatalog/) ZB& £ 3,
2. BREEUCR—N74VAFZERLET,

3. [N 27 =BIRL T, HHWOER] 2 BRLET,

4. HEmHrSHBEERL, FNRAT] 0 BB Z2FBRLET, [#ifT] ZERLET,

5

[BEBO&HIN o3> TR, THADMDSIAMO—=I)L%ZEIRLTIAMO—JL ARN Z AN
IHHN, O—IBEANTEET,

O—-/LBZEEIRDE. THAVV NYEBHNZERITZEE. 7THONEIAMO-ILOZ
DEMZFEALET, COT7O-FIC&Y, BBO-LOFKETHIY MIKFELBEVELS
ICTERT, HATHIVRZELERITD VY —RAZRSTEANTERT,

(@ Note

EESnLO-)IBR, BBHNZERLETHO N, COEBHNEZERAL TR
MEEEIZI—H—DTAINIFELTVILENHY XTI,

6. IAMO—/LZzEELLS, [fERK] ZBIRLFT,

BERNEAZEBHIOICENT S

AWS Service Catalog l&, O—JIDBIEZIFUIITARNTREITEND APIs DEELL ZREREZ
HR—KNLET, BEHNZEMTAHE, BHO—ILOFEER) S —0 sourceAccount BK Y
sourceArn OFHFZFEAL T, BEBO-INOT7 IV LAZFHFRTEERT, chickl), FETED
V—ANSEBO—IIFOEHEADLSICAYET,

ROBITIE, AWS Service Catalog T RI—HF—R@FF7HV M M111M11MM 11 ICEBLTVWET,
AWS Service Catalog EEBENRA® LaunchConstraint 2K T &, T RI1I—F—FESH
O—)ILOEERIS—ICROZGEZEBELT, 5IZ2Z2O-ILZT7HI2 M 111111111111 ([ZHIR
TEET,
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"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

o

"StringEquals":{
"aws:SourceAccount":"111111111111"

}

LaunchConstraint ZFA L T&®/RE7OE>3a -9 95 I1—%—I&. ELU AccountId
(111111111111) ZEHE LTV B RENH Y ET, TS5 THVIEE, BEWE AccessDenied T5—T
KBL, BBO—-I)I0ORAZBSENTEET,

XD AWS Service Catalog APIs l&., BIELUEREBEREBEOLOICHAEBE N TVET,

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

* ExecuteProvisionedProductPlan

* UpdateProvisionedProductProperties

sourceArn MD{RFEF. ARNs arn:<aws-
partition>:servicecatalog:<region>:<accountId>: AWS Service Catalog M é & H7R—
RLET, BENDJY—AARNsEHR—KREhTVWEREA,

2 Bp %9 D IR ELE

A O—JL AWS Service Catalog Z2 AL THERZEHL, EmEEEICOEDa_-_>J93% L
ZWFRIBICIE. AWS Service Catalog IV V=LA SHRZEBLET, 1——ICAHTSH
ICHNZETANTBICE, AURBEELCTANR—RNT7 2 UFERERL, TOR—KNT 2 ) A TH
HETANLET,

REEHIH 127



AWS Service Catalog SHEEHA R

HEnEREITHICE

1. AWS Service Catalog AV —I)OXZ1—T, Y—EAHZOYJ. IV RI—HF—ZBRLE
ED

2. BRzBERLT, BROFMAR—22BEET. [BBFT7>a2]) 77T, O-IL0O
Amazon )Y —AFx—LA (ARN) FRRENDEZHALET,

3. [ERoEH ZBIRLEXT,
4. BEEFIEZ#HITL THREREHRZADLET,
5. @A ERICEB IR E2HERALET,

AWS Service Catalog & %10 i R

® Note

AWS Service Catalog l&. Terraform Open Source & 7= l& Terraform Cloud 25 & &1 %149
E-U-ZR_ |\ btb\iﬁ/bo

BHEKFE, AZYIDARNCETZENEZ(TS Amazon SNS REY OV &IEELE T,

LTOFIEZEAL T, SNS REY VZERLENETTRAITATLET,
SNS REY VZERL YT RAOUTS3a>TRICR

1. Amazon SNS 12V —JL (https://console.aws.amazon.com/sns/v3/home) ZBI&E £ 9,
2. [bEY D=EKR] ZBRLET,

3. MEYOBEZAHAL, [Create topic] ZBIRL £T,

4. [HTARAOVT>3a>oER] 2BRLET,
5

[Protocol] T [Email] ZiZIRL £9, [Endpoint] Tlk, BHIEZETHLEOHICHEATED E X—
LT RLAZBAALET, (WTAOVT2a>nER] ZBRLET,

6. AWS Notification - Subscription Confirmation EV\WSHBZNOEREHE X—IL%22E
LEFT, EX—ILERE, BRI THTAIUT>asEzETLET,

ROFIEZFEAL T, BIOFIETERENZSNS NREY VZERTIBEHOHNEZBEALET,
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HRICBEAOHNEERTSICE

1. Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH & £ 7,
2. BRESUCR—BN7AVAZERLET,

3. [#M) zRBEL. [HliZEM ZRRLET,

4. [HE] THEEERL., HWR47)Z2 [BA)ICRELET, [#T) ZBRLET,

5

[Choose a topic from your account] Z3#R L T. [Topic Name] A SR L 7= SNS REY U &#
RUET,

6. [EfE] ZBIRLET,

AWS Service Catalog X 7 E# 0 #IR

® Note

AWS Service Catalog l&. Terraform #—7"> YV —AREO X TEFHHHNEHR—KL TV
TFtA,

STEFHOHENICKY), AWS Service Catalog EEE R 7O 3 Z 0 VR HEBICEER TS h

FUY—AORT 2T RI—H—DNEHITDEEFANETERFEBLETEET, FTOEFHFFAS
NTVW3EE, BRFLER—NT7AVUFCEERTFShEHLVWERIR, 7O0EZ3aZT&A

HREOEFHFICTOEDa Z_>IchizUY—-AICEAENED,

HAICHITEIRTOEFEEMNICTSICE

1. Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZH & £ 7,
BEHTAHMEECR—N7 2 UFZBRLET,

[H#9] 2 7 #BIRL T, [FHDEM ZBRLET,

[N EAT] T, [BTOEH 2BRLET,

HB] Ao HBmERBIRL T, [HifT] 2ZBRLEXT,

[BTDEFHR—I]T, [RTOEHZBEVCTS] ZEBRLET,

DEE] ZIBRLE T,

N o o bk~ W Db
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AWS Service Catalog AR Y 7t Y NDOHIR

® Note

« AWS Service Catalog l&. Terraform 7—7"2 YV —RABREO AR Y V&Y NENZE Y KR—
RLULTWEEA.

« AutoTags &3, CloudFormation StackSets TlEHR—KhEhTLVEB A,

ARY Uty NO#IKITIE. CloudFormation StackSets ZEAL TREOTF7O4 A 7> 3> %5&
ETEET, EROBBTEROTHIRB LT3V EBETEET, IV RI—Y—i.
CNSOTNAIUNEZEEL, RROF7O/BRETFTOSIBFZRETEERT,

HRICLARY Oty NO#INZBERTSICIE

Service Catalog 122V — )L (https://console.aws.amazon.com/servicecatalog/) ZBE £ J,
KREBHRMEECR—N 72U FZRBRLET,

[H49] 27 28R T, [HPYOER] 2BRLET,

BB T, EREBRLET, [FHR2A471 T, [RZY VLY N ZBRLET,

A2V Y MOFWOTAIU N, V=232 BROTIEAHFAZRELET,

o b w0 Dd =

c [FTHDOVRERE]) T, EREERTDITHIONEEBELET,
c (V=23 nRE]|T. AREFITO/THHENI—a e, ThoORREZTIASD
)—23a icF7O04/4 93 EFZEIRLET,

« [Permissions] T, X—7'Y NTFHIOKNEEBITBDL-HICFEHTS IAM StackSet EEE
A—)Z&RLET, O— )L ZEIRLEWES, StackSets (FF7 4L D ARN ZFEAL F
To AZVIEY ROT IV ELAFITDREDNFHM-_OVWTIEFE, cE55ZFRBLTLSEEL,

MERR] Z&IRLET,

o

AWS Service Catalog 7> 7'L — N O &R

(® Note

AWS Service Catalog &, Terraform Open Source & /=l Terraform Cloud #2&E 0O 7> 7’
L—hHENZHR—KRLTVERA,
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I—Y—HPEREZRBIILEICERATESAT I VEFHRTZDICE. TOTL—MENZEERL
9. TU7L—bMHEWNEEAL, I RI—HY—NEBOOADTSA T AEHIERTD LR
<HBEFATEDLSICLET, AWS Service Catalog R— N7 F UAROHRAICTTL—K
B EBERALET, TUTL—MEHNEERTDICE. R—R7F2UFIC1 DU LEOEBHNFEEN
TLVBRENHYET,

To7L— ENE, RROEEELS CloudFormation T 7L —RTERBRENTWR/NTX—X
NHFBREERVIATC 1 DULEDIL—ILTEHENE T, CloudFormation 77 L—hRD/NFX—&
Tl AZYVIRERTHEEZEICI—H—HNEETCEREOLELYNZERZLET., LXK, NS
X—BT, EC2AVABRVAZECARY V2 RBB TR EEICI—H N EBIRTEDETETTELA
VARV ABRATEERLET,

TO7L—RONTX—ZEOEY "Y', R—KN7FVFORKEICK L TLEBHETESDIHE,
HNEZREBIDEEICI—HY—NBRTEZEEZHRIDZDELST VL —NINEEETEFT,
e, TUTL—MNFAXA=BRIZ, RAE=—NAVARVAZAT (t2.micro ¥ t2.small
BEYDHEFERATDI—H—ICE2>TRETEDEC2A VARV ARATHEENTVBRES
. IVRI—Y—NBIRTEDA VARV AZATZ2HIRTBDTTL— MKW EEMTESR
¥, CloudFormation 7> 7'L—RNTZX—XOFMIC DV T, CloudFormation 1—H—7 4
RO "NoX—%, ZZRLTLEEL,

TU7TL—REHKBER—RNT7AVARIINA D RENET 1 DOR—NT7 A UATHRIITT
L—h&ENZEAL, BIOR—KN72VFCHRZEHZHE. HHE2FBOR-—NT7FUFT0D
HmIZEBEAEhEEA

BRI —cHBEEATLWAHRIETVTL - MW ZERATZEE. SNEREOINTORR
DERBE, R—KN7AUFTHAORBOIXNTON—232VICHLTISEBEMCBEYET,

TUTL—RNEHWIL—IILEZERTSICE. L-ILIF1R2%ZEHATBH. AWS Service Catalog &
BEIVY—=ILTI—IL%ZISONTHFANELTRRLET, BXEHZETIL—ILOFMIC DL
Tk, "T77L—hrHEDOIIL=I)1 ZBRLTLEE L,

1-—¥—CAMIBHCHNETANT B, AURBERCTANR— N7 UAEERL, T
OR—N 7+ UATHIETANLET,

HUITU7L— HNZERATZICE

1. Service Catalog 11>V —JL (https://console.aws.amazon.com/servicecatalog/) ZFM& £7,

2. [R=KR7AVAFIR=DT, TU7L— I N ZEARATIRHREECR—NT7 U FZBIRLE
EP

3. W v aveEEL., [HN0EN Z2BIRLET,
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AWS Service Catalog EEEHAR
4. [BRERATOER VA2 RIO[HER T, T07L— MW EERITSIHREERLET,
RIZ, [HNZATIT, [T7L—RN ZBRUET, [Hi1T] ZBIRLE T,

5. [TY7L—MHEHNELX—]R—=IT, JSONIFARELERILI-IIELT—DA2—T7 14
AFEAL THHIL - Z2mELET,

« L= ®JISON J—RZFETBZICE. HNTFARNIT( R 2T Z2BRLET, 20X
T, FAZRKITZEHICVS2PDBNEENTVET,

L=ILELFE—DA22—T T4 AZERALTIL—ILZBETSICE. L-IIELZ—] 2T
ZERLET, cOXTT, BEAFICTYTL—FTEEENZEEONTA—2ZER
L. TONTA—ZTHAETNBEZEETEXRT, NTAXA—Z0BHEICKLT, FTv IV
ANTHEEZERTD, HZEETD., FLEEANRXPYIVARNTEOEY NEEEETS
ET, FAETHBEZEELET,

L= OBEZKRTLES, JL—I0OEM Z2BRLET, JL—ILELZT—12TOT—TI)
CIL—ILARRENET, JSONEHEHERL THRETHICE, [HYWTFANELT—] 2T
EERLET,

6. HHDIL—IOWEZKRTLIES, EFE] ZBRLET, HNERTIZICE. R—hT7xUF
DFAR—ZICBBL, [HO) ZREALE T,

T7L—hEKOIL—I

AWS Service Catalog R— N7 # UFATTF 7L — M ZER TSI - TR, TV RI1—
H—HNTFo7L—NZFERATERRA(ZI T, FRALEISELTVRREOERICERAENS
CloudFormation 7> 7L — RN TEBTENENTXA—RICIEETEREICODVTHALET, -
F. IVRI—HY—NERETICTENEEEZEETDICEEMSEHICRILEET, LealE.
IV RI—Y—HFHBEDOVPC TEMEHYTRY NEEEL LS. TANRE(CML. smallfd > AX
VARATREALED ZRIETDIL—IINZEMTEXT, F. BEOVY—RAEZERTHHIIC,
JL—JL CloudFormation ZFRA L TN X—ZREZRKRIEL£T,

ZFIL=ILE&E, L=II&HE FTa)eT7H—>2a32 (BB O2 070714 TEBRENET,
L=ILEHGETE., L=ILAVDODBEMIBINERELET, PH—>3 TR, BEONTX—X
IC1—H—NIEETEREERLET. L-LEFHZERLEWVES, L—LOTH—23 &I
BBV ET, L -ILFKHFETH—>302ERITDICE., L-IIEBEOHEMMAKBEBZFERAL X
I, chik, 7>07L—BMORules 0923 TOXFERATESZERTT, BREZRANT SR L
FTEETN., L-ILNEFHGFRLEETIH—23a 0 0REERIE. true £12ld false THIRBENHY E
ER
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ffl& LT, Parameters 293> TVPC EHTRY RNTX—REZESLEELET,. BED
HTZXY MNDEBENDVPCHILHDEEZRIATIIN—INEERTEET, LN 2T, 1—H—
N VPC ZIEEET D E., ET7H— 3> CloudFormation Z5HEL T, AZY UV EERETLRIEHT
BEIICHTRY RANSX—RENFTOVPCICHDINESHEBBLET, NTXA—XENFEHDS
4. CloudFormation ¥<ICARY VDERELFEEFICKRLET, 1—H—H VPC ZIEEL &
WBE., Y7XY MN\NTX—Z{EIFF T Y U CloudFormation EhEE A,

-3

T7L—KDORules £V 3>k, F—DOAEF Rules ETNICHESE—OIOVTERENE

T L—IILOES2EZHFENTHALIE T, BROII—IINZESTITHEHESRE. HONTXYIWET,
=L &, SIAFTHALERER, E—00Y, BRTIIL—ILEH/HETH—2a 0 2B0HE
MASKAEFEATESTSLET,

JL—ILICIE RuleCondition ZONT A 2EHD ENTE, Assertions Z7ONT 1 Z2EHD &
ENHYET, L=IIZEL, 120L=—IEHDOHKEEETEET, Assertions Z7ONT 1R

IC12UEDT7H—2aVEAERTEET, ROBUTTL—KMIRTELSIC, L—ILEEOHE

HAKBEIBZEAL T —IINEFHGETH—>2a22E&ELET,

"Rules":{
"Rule@l":{
"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
1,
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
1,
"Rule@2":{
"Assertions":[
{
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"Assert":{

"Rule-specific intrinsic function"
3,

"AssertDescription":"Information about this assert"

BT 7L—RICE, Rules 8L Ruledl WS 2 2DI)—I)LZEET Rule2 U3 N

RRENET, Ruledl IZiE, L—=IFKHBE2ODOTH—2aNFBENET, L—ILFKHEOBEK
Htrue CFHMEE NBBE, FT7H -3 05 OBEBNTHESELTERAENET, L-IILEHEHN
false MFE. L—ILEERICHEY EE A, Ruled2 IZFIIL—IZHENEVED, BICAMCEYE
o DEV, 1 D2OT7H =23 A BECTHASLOCBEBAENET,

W= E&HEETH—2a>z2ERITDIN—IIEEOEKIIAKXBERHICOVWTIE., TAWS
CloudFormation 1—H¥—4H4 R, ® TAWS JL—)LEE%, #SBL TSV,

Bl: N X —REQZRHNE OREER

RD 2 D2D)—) T, InstanceType NTAX—ZDEZHEFEL EFT., Environment /NZ X—X
NDfE (test £ prod) LU T, I—H—@ ml.small NTX—RIZXHL T ml.large £z
l& InstanceType ZIBETHHEN HV ET, InstanceType KX Environment /NTZ X —&
k. BUT>7L—K® Parameters £V a3V TETTHHXENHYET,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]

},
"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},
"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} 1] },
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"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]
}
}

AWS Service Catalog Y —EAT7 V> 3>

® Note

AWS Service Catalog l&. Terraform Open Source & 7zl Terraform Cloud #2G O —E A
To>arveEHYR—KNLTVERA,

AWS Service Catalog ZERA T2 &, AT FATAEEFIVT AWK ZEFLEN S, EEX
VTFVAREIVRI—Y—RL—Z2VJZBESTENTEXRT, Y—ERT V3 zERT
&, EEEIE, AWS Service CatalogTCNIERA XAV NET, MEOKNZ TN a1—FT12,
BRENEIVY KORF, POEARTOUIIANETY RI—H—CHFTTEET, AWS
Systems Manager RFAX>V hEZFRALT, Y—EATOV2 32 ZERXLET, AWS Systems
Manager RF 1 X2 ~Ni&, Amazon EC2 DEILXBEEBBZLED AWS RARN TSIV T 1 AERET
BPEAERENLETIOIAVAOTIVRARAZEML, DARLAT VAV ZERITDCEETER
9,

COF1—RUTITIE, AmazonEC2 41 AR ANBEEEZT > RI—H—IZEFALET, 44
BERTORAFAZENML, Y—EAT7V> a3 zsE&EL R RICEERGLES, 703 =Y
Ehi®BRTEOT7 O a EERALT, IV RI—HF—OIVARVIVAZTARNLET,

B2 SR AF

COFI—RNUTIILTRF, T2 AWS EEEERNF HY), T TICICHEBEL THY) AWS Service
Catalog, &, R—K7AVF, BRFI—H—OXR—ZA Y MNBERICHDEZFIRELTVE
T COFI—RUTIZERTSHIIC AWS Service Catalog, Y K7 Y T RAV & FRHGER
ARVBRTETLTLSEEZ L,

=Ry
« ATV 1. I RI—Y—OF OV AHFINZRETS
« ATV T 2:H—ERAT7 Va3 aERTS
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"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact"”,
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution”,
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus"”,
"ec2:StartInstances",
"ec2:StopInstances"

]I
"Effect": "Allow",
"Resource": "*"

}

]

}
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"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

]I

"Resource": [
Mg

]
}I
{
"Sid": "Stmt1435216552000",
"Effect": "Allow",
"Action": [
"sns:*"
]I
"Resource": [
"arn:aws:sns:us-east-1:123456789012:*"
]
}
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IRNTO7OEEDa Z I FRBERERTIBLVOEETSICE

1. hitps://console.aws.amazon.com/servicecatalog/ T AWS Service Catalog >V — )l ZHE &
9o

AWS Service Catalog 1>V —JLICBEICOT 14> LTWVWBHB AL, Service Catalog & iEIR
L. ITRI1I—F—=ZBRLET,

2. RBEIIRHUT, [ZAED3aZ I EA@R| V3V ETTAANRIZO-ILLET,

3. [AEZAZVIUEXMRAI VI3 UT, RN VAN ZBRLT, RRIBTIEADL
RILZ A=) (A= FEEE [THINHIPSERLET, cOTIIVICKY, HE
OJRAOINTOI7OED I Z_ I EHREBIRTIENET,

4, R7, B, FEREERTIZ7O0ED I ZVTRABREERLET, COEI—IZRTREND
BHWOFMICOVWTR, 7O "VI XA HmICEIZEHRERTIS ) 2SRLTLKE
=L,

7aEDaZ U R HEmBEENEE

7O a7 RARmOMBERVOTEEETERT., MLLVARELLTRETSD 1Y —
F2@FEO—)LDOARN ZHA> TV HENHY KT,

F7AINTRE, CO#EEIE, AWSServiceCatalogAdminFullAccess BERUS —&FEHATS
BEEENFEATEET, I RI1I—Y—I&. AWS Identity and Access Management (IAM) T7 7 &
Aservicecatalog:UpdateProvisionedProductPropertiesH A 2532 & THEMICT
EET,

J7AEDaZ IR HROMAEEEETDICE

1. AWS Service Catalog IV —J)LT, 7OEZ3aZ VU Z&HB ) ANZBRLET,

2. BHIA7O0EDIZ VR BEmERDOT, TOEICHS 3 DO RY MZERL T, [Change
provisioned productowner (ZOEZ a VI XA BB EEDEE)] ZBIRLET, k., [7
DAV AZ1—0O7AOED I Z I BAEROFMR—DIC [FIEEOEE| A723EH
WET,

3. AATFOTRY VAT, MLLVABEZBELELTRETAHI—HY—FLEEO—-)LD ARN &
ABLET, ARN & arn: THEY, JOVX AT Y I1TRYShETOMDOER
(arn:aws:iam::123456789012:user/NewOwner %% &) ZEH E T,

4. EFEIZBRULET. IEENEFELD &, BIXY E—DHFRRENET,
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LTOEREZRLTSEZL,

» UpdateProvisionedProductProperties

703 0B ROTVTL—NOERH

J7OESa VIR BROBEDOTTL—MEROT 7T L—KMNIEETEET, X
l&, Service Catalog I EC2E@ENH2HE. TOEC2HEZEZEHL T, AL7OEa_-_>U%
HERIDEZREFL, TUOTL—RESINTYNCEETEEXRT,

(® Note

7O 3= J%&& 0 Terraform Open Source @& /= (& Terraform Cloud 2R Tk, T
V7L—RhOBEHFREHR—FENhTWERA, BEFD Terraform BRICHIOT> 7L —K%Z
FERT55E. RRZHIRL, BRNOT7L—MEFERALTHLVRBZERTIHE
FHYET,

7O aZ 0F&BROTOTL—RNE2EHRITHICIE

1. EfloFrEYS—>3a>rX”Zai—7, [7OED a7 F#ER] ZBRLET,

2. [7AEZ a2 IF&HRA T, OB I T EHB@RERRL, (T3] [EF &
BIRLET,
T, 7O I ZV 0 BFHEROFMNR—T (7023 V], [EF ZBIRTDEETESE
E

3. (A72av)[BHROFM T, BAR0ZEE])ZBIRLET,

EHRAOZEE]| TR, XOZEITEELTLSEEL,

HmEZEITDE, COTAOED A VI RABRNIBIORRTVTL—NCEHEIhET, C
hickt), DY—=ZAHFKTL, HFLLWIUY—ANERENDUEMENF B ET,

7O a0 ERERUERROBON—2a 2 ICEHTEERT,
4. (A72aV)[ER T, AOTVTL—NTEFIDRBEZBIRLET, R [BF]ZBRLE
9,

[BAmOEM TlE, ROCEITEELTLSEEL,
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HEB] N BREOTVITL—RE]|LPSHFHLLWTFOTL—RB]CEHENET, LEL. 7
O aZ> Jchit®8ROEHE [Z7OED3IZ JEh-®HaB| BEEThEL A,

702 a - 0% mERUERROBNON—2a3a 2 ICEHRTEET,
5. [®BmN—>32]) T, FATHIRHON—aEBRLET,
6. [/NTAXA—Z]|T, ZHEITBINFX—F&ZBIRLFET,
7. [EF ZBRLET,
(OB a U FA B RO M Tk, EFORENfRREhET, 7O0EDa > Jshi:

HRBREEENFEAY, 7O 32V JEchhit®HRICEHOTTL—MFE8ENndL5
L&YW ERL I,

FI-RUTIL: I—H—0UY—RE) YT ORR

AWS Service Catalog AV —J)lZ2FEAL T, BREBRICEESFTshEZYVY—-—R27O0ED3Z
JOULEI—Y—ZBETEEFT, cOFI—KNUTILTR, Roflz1l—Y—dE0EEN7OL
SAZVTERBRISATESRLSICLET,

TADYROINTO7OEZ I ZVJERAHREERTDICE,. 7OED I ZVURHERIC
WIFBDEZIAKARL—>3 2 AD AWSServiceCatalogAdminFullAccess £ FEREZFNDT
DHEANBETT, FMIZDOVWTIE, AWS Service Catalog EEEH A R®D Tldentity and Access
Management; ZZRL T<EZ L\,

HRze70E>a - JLEI—YHY—BLUBETZHVY—RAZERTDICKE

1.  https://console.aws.amazon.com/servicecatalog ZBE&E £ 9,

2. EloFES—23UXT1—7, [7OEDIZ TR EEBRLET,
3. [T7OEARZ7A4LNE—]RAY TR I XZ1—T, [THV N ZBRLET,

Service Catalog Provisioned products
Provisioned products (0) info | C H Actions ¥
Q Access Filter | Account & 1 {)
User
Product Versio
Name v Created Vv ID v rocd ! Status

name name
Role
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4. [PHAONE1-—T, 703>V k&EmeRR, BR, HE, FHZRTLET,

Provisioned products (1/6) info

Q Access Filter | Account ¥
Name v Created v Product name Version name Status v
Thu, Mar 25, 2021
3bucket-03252118 ! ! ! 3bucket 2 Availabl
o S ucke 5:28:40 PM EDT S ucke ® vailable

7OEZ 32T RABBOFMAIRTIENET,

Provisioned product details

Product description

Provisioned product ID User name Status
PP-tesmamn ) oe Adrreriiion © Available
Product name User ARN Version name
shsen-test @ arn:aws:iam:: ‘ BOSS:user/SCAdminAllow

Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type Support email contact
prod- . o CFN_STACK

Version ID Product owner Support link

P pa-2dienhjrpyrgt P

Support description

5. TICA28—-)ILLT AR Y>3 ZERBAULET, Provisioned product ID &
CloudformationStackARN OEIZEZL TS EE LY,
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Events (4) info

Q Sort by | Newest v 1 &

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN Status

Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard ® Succeeded
Record ID Product name Product version
rec-| ssmimport 1

Provisioning artifact ID

pa-

Output key Qutput value Qutput description
CloudformationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
0a820480d74d [4

6. ZOEDaZ_ JEniE#mIDEFERALT, COREICHIET S AWS CloudTrail L 1— K%
BEIL, VOIAMROI—Y—ZBALET (BEERF. 7TFL—>3FRICEX=ITRL
AEAALET ), cOBITIE Tsteves TT,

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalld":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
"accessKeyId":[access key],
"sessionContext":
{
"attributes":
{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]
1,
"sessionIssuer":
{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName": [username]

}
}I

"eventTime":"2016-08-17T19:20:582", "eventSource" :"servicecatalog.amazonaws.com"
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EEENAR

7.

"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],

"provisioningParameters":[Shows all the parameters that the end user entered],

"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[],
"notificationArns":[]
},
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}
},
"requestID":[id],
"eventID":[id],
"eventType":"AwsApiCall",
"recipientAccountId":[account number]

CloudformationStackARN fE%Z L T CloudFormation 1 R N ZEAEIL . ERE iz
V—AICBET2158H%ZRELET., CloudFormation APl ZFERAL T OEHREMBITREE
TEET, FEHICOVWTIE. TAWS CloudFormation API U 7 7LV AL #SRBLTLSEE L,
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AWS Service Catalog APl £7zld ZFEAL T, ATV T 1~4 ZETTEEXRT AWS CLI, FHllCD
WTI., TAWS Service Catalog RO Y /N—HA Ry KUV TAWS Service Catalog AN RS A
VU7 FLAL BBRBRLTLSEZL,

Terraform Open Source EmND AT —X AL T —NEE

Terraform Open Source ProvisionProduct OFEE & TAINTED REICIL—FT 1T &h, 7OE
AT ENEERED UpdateProvisionedProduct ICHEB ZENTEE T, CORBRBENRE
L& a:

« UpdateProvisionedProduct l&. RTDEFHPMBE, LBV Y—RATIL—TDERPEE
ZRAEFH A,

- UpdateProvisionedProduct &, Z7OEZ 3aZ & hiz®Hm% AVAILABLE £/=&
TAINTED ICERETDVLEN HIHNESHZRETRDEZIC, UETO7OEEDa ZJREICKS
kBEZRBLEH A,

AWS Service Catalog l&. HIZXT D& ZEAL £FProvisionProduct, ProvisionProduct
BEOXRBMIIKRZRTFTOLRKEE. BENICEKHBRENAEEA,

AT—RALS—0H
5l 1: AWS Service Catalog 1) Y —RAT I —7Z4EKL %\ ProvisionProduct

LT FUFATE, HAR—RNTBDVY—ATIN—TH i<, UDY—=RAICRITNFBEBHEThTVWELT
£, 7O a > JEn 8 AN T0O AVAILABLE JREICE 2 TVET,
1. ProvisionProduct TF7 o< a>vHNRBENET,

2. Terraform 77O 3a_-_>J I ED—2 7 0—FEET ProvisionProduct ICBELET
A, Resourceldentifier ZEH L ETH A,

3. ProvisionProduct 7—2 70—k VY —RIJIN—T7%2EKE3. 7O a > Jdshi#®
MDIREE%E ERROR ICEREL £ 9,

4. FM#%. UpdateProvisionedproduct BEZRBLET,

5. Terraform Z7OES3aZo 09I 0N TR, ERELET,

6. TO#HRE., UpdateprovisionedProduct 7—2 70—l 7O a_>JEhi®HADIRE
% AVAILABLE ICERELEITH., VDY—RIIN—T%2ERL LY., ZTOBRZRA VTR
ERFRpHYFEEA,
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fil 2: FIZFHL WD Y —A AWS Service Catalog Z MK 3% UpdateProvisionedProduct

LT FUATER., ILWIY—=RIZEZTNBREATVWELTE, 7O 3aZ e nit-8a
AF D AVAILABLE REEIZZ > TVET,

1. ProvisionProduct T7 0> a> hFRBENET,

2. Terraform 77O I Z 0T N TR, &I5% L. "Resourceldentifier, &iRfi
LET,

3. ProvisionProduct 7—2 70—k VY —RIIN—T7%2ZERKL. FEENEIXTOIY—R
R T ZHBERHALET,

4. FHLWDY—REERTDHLWF—FT 14779 NT UpdateProvisionedProduct ZF%HL
-

5. Terraform 7O 3aZ> 09I o8 TR, ERELET,

6. UpdateProvisionedProduct 7—2 70—k 7OEDaZ Jcn®#R0iREZ
AVAILABLE ICEREL XTI, ILLWDY—-RIZEMORTZERALEISERFLER A,

AT—BALT—D#ERE

AWS Service Catalog &, TAINTEDA'S I[CEREESNAEIXNTOTOED I Z I EFHBRICHL
TIYIV—=RITIN—=THFEREND&SICLETProvisionProduct, Terraform OB 3 Z>
TJIoUN B#IRE B WEEAResourceldentifier, £ AU Y —RTIL—TDERIC AWS
Service Catalog KM L 23846, 7AED 3" JEn R R ERRORREICEREE h, MEKTE
nEX9,

Terraform Open Source EmMAT—RKN7 74 IILDEE

Terraform Open Source D 7AOED I ZV T EAHBICEIXNT, BE—REBOT7AMIUNFHYET,

T7OEDaZ I0chiERRBETOMRET7AIICE 11 OBRFHYVET, cOT7AI)LIE, sc-
terraform-engine-state-${AWS: :AccountId}-${AWS: :Region} & WS FHI MO Amazon S3
NTY NMICRBEENTVET, RET 7 4 JLIF AccountID £ ProvisionedProductID #7
PIVRNEF—TREETIET,

AT—=NT7P7AINANDT V1A, GetStateFile AWS Lambda & & T Amazon EC2 E£87 >
ZL—RNIZHIBRENTWET, AWS Service Catalog BE¥E#E k., AmazonS3DATF—KT77 ()L
CEETIEATEEFLA, BEEEIE AmazonEC2 ZFEALTTI7AINICT VAT EIHEN H V)
£F9., T7F)I BT, AWS Service Catalog EEERFRET7AIILDVARNERRTEXRTH,

Terraform Open Source #RAT—RN 77 1)L OEE 156



AWS Service Catalog EEEHA R

T7ANOAREHRIAEETD_EWRFTEEFBA, Terraform ZOAED I Z2 T I O OHRN T 7
TILOANBERIEZETEET,

Terraform Open Source #RAT—RN 77 1)L OEE 157
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THORJT DOEE AWS Service Catalog

AWS Service Catalog ICl&k, VY —AZDETEDRSICEZINARETATVET, ZJIC
l&. AutoTags & TagOptions M 2 BEAN H V) £,

AutoTags Ik, OZ7AEDIZ2TJEnVY—AOF VD UICEITREREBRN TS 2T AWS
Service Catalog T&H '), 2k 2T AWS Service Catalog ZOET a_Z o Jd&Ehi) Y —RICEBEH
ICEAEhET,

TagOptions k. TEI AWS Service Catalog 3 F—EBORT T, AWS ZTZEKTD -
NDT7TL—RNELTHELET,

N =R

» AWS Service Catalog AutoTags

« AWS Service Catalog TagOption 54 75 1)

AWS Service Catalog AutoTags

® Note

AWS Service Catalog l&. Terraform F—7"> YV —AR @D AutoTags ZHR— KL TVEE
Ao

AutoTags &, O7OESa_—_>JE VY —AOF IV ICEHTHERZERNTE2T AWS
Service Catalog T&H '), (Z&k 2T AWS Service Catalog ZOEZ a ZoJd&Ehiz VY —AICEEHN
ICERAEThET,

AutoTags ICld, R—K~7 2 U, 8RR, 1—%—, EEN—T3>, 7OED3aZ J9Z&HE
ND—EDIDDRINEEFNET, chllkY), BEENHEXOYU TEREL 1= AWS Service Catalog
BEEZRMIZ—EORIHNREENET, AutoTags E1—F—DZT 50 HHIRICEEENEE
Ao

(® Note

AWS Service Catalog I&, Terraform F—7"2 Y — AR BED AutoTags ZHR—KLTVWEE
e

AutoTags 158
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AWS Service Catalog AutoTags &, VY —ARIC—BLEZIRHTEREBRITZIOICKIEET, Ch
F. R—K7xUF, R, FLEEIHV-—OFEZERETSESICKRIEE T, AutoTags ZFEH
LT. AWSConfig L—ILDREBEDREBEDARL -3 0V —AEZBETDILEETEE
I, Z7OEZaZ>Td&chiz)Y—A®D AutoTags l&. Amazon EC2 CloudFormationX> Amazon S3
BrE, Z7OEDIZVJICERAENDEZ VAN —LAY—EADORT I TRRTEERT,
Amazon EC2

@ Note

AWS Service Catalog OB a_—>J& i)Y —AIC AutoTags ZBAL &, &
AutoTags ZEFLEB A, FIORERICFLT7OE a _Jcsnic®]HR, 7O0EDaZ
JIOENET—T47708, EFLEEFHLLVEB/NAICEHL TE, BEFED AutoTags (&
TTDEARTENET,

AutoTag M54l

- aws:servicecatalog:portfoliocArn - ZOEZ a Z I FA BB OEEBTOR—NT # 1) F O ARN,

- aws:servicecatalog:productArn - ZOEZ a ZV JFLBROEE T O EE D ARN,

- aws:servicecatalog:provisioningPrincipalArm - 7OE 3a > JF&BREZEKL 7O 3 Z
2I7) NI (A—H—) ® ARN,

- aws:servicecatalog:provisionedProductArmn - 77O 3a Z2 JF & m D ARN,

I:I

- aws:servicecatalog:provisioningArtifactidentifier - TO 7’ O a9 F7—F1 77O N (E &
N—3>) 0 ID,

AWS Service Catalog TagOption 54 75 1)

EEENF7OESAZ 0N ERROX T ZEEICEETESDLSIC. AWS Service Catalog &
TagOption 54 75 U #RHEL TWET, TagOption Ik AWS Service CatalogTEEBE N2 F—L &
DRTTT, RTTREHYEBAN, AWS TagOption ICETVWT AWS ZTZERTZDLEHDOT
7L—KhELULTHEEL ET, TagOption

AWS Service Catalog l&. Terraform Open Source & /=& Terraform Cloud & & M TagOptions %
71;\)_ I\ l/ _C \/\ ﬁ ﬁ /bo

TagOption ZA 7SV EFRHTRE, KDL ELYBRIZETTEET,

TagOption 4 75 1) 159
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c BEMOHDDE

« AWS Service Catalog ')V —ADEY &R T

s FAECNEZTDOLOOI—F—NFERABLRERZADAT I

BEEE(E, TagOptions ZAR—RN 72 VA EHRICEER TR EN TEET, RORICTT LS
IC. HEoEE (ZOEDaZ20)PIZ, FEETSRIR—N7#1)FERED TagOptions & AWS
Service Catalog £8L. 7O a - U ZHRICEHALET,

TagOptions
; for porfolio |,
. ™
TagOption library /f/ _ AN

, Product 1

_i_.-'-"'_ "\-\.\_\H “\-\

P LY ",
— N, TagOptions 4 Product 2
for products
J— - .
- Provisioned product 3

[ Product 3 ——launch—  (with tags from the
portfolio and product 3)

Portfolic

Service Catalog administrator > Service Catalog user >

TagOption 54 7SV EHA TS &, TagOptions ZEMELL THR—KNT7 7 U AXRBAOBEESN T
ERIFL, BDEBEELLTNSEBTITA7LTRENTEET, COT7TO0—F&., 5475
DDEBEEMHZHFIZIOICKRILDENY T, BIFENICFERE N3 TagOption RHFRI KRR T T
N HEFATATRES TagOption ZEBE TR ELETEET,

TagOptions &, AWS Service Catalog 1>V —JL&E = l& TagOption 54 75 1) APl ZFEAL TEE
LET, FHMIZDOVWTIE, TService Catalog API U7 7 LA, #5BLTLSEEL,

AES

+ TagOptions IC kD H AN EH

+ TagOptions N EE

« X4 R1) > —T® TagOptions AWS Organizations M &

TagOption 4 75 1) 160
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TagOptions (2 & % & D2 &

J—H—AH" TagOptions 2F >R mERETD L. AWS Service Catalog &1 —H—ICKH 2> TXRD
To>avaexRITLET,
s BROITNTO TagOptions ZUYNEL, R—KRT7 AU AZRELET,

s JOEDaZVIENEREORT T, —ENOF—%FD TagOptions DHAFERHENDESICL
9, 11— -k, F—OEHEREVANZRELET, 1—¥—HFfEZERI» &, 7OE
TAZVITBRBRORTICBYNET,

 A—¥—@, 7OEDaZVIHRICHELBVR T ZRRBICEMTEENTEEXT,
RDI1—AT—Alk, #BEFIZ TagOptions NFEDKSICEETE A ERLTVET,
5] 1: —Z ® TagOption F—

E1E & (F TagOption[Group=Finance] Z#EK L. T h%& Portfoliol ICBEEFITET, <h

l&. TagOptions Z#F/=%&\V Product! T9, 1—H—#F7OEDaZ>JXABRzEEBTHE, B
—® TagOption &, XM &SI Tag[Group=Finance] £7%&V) £ 9,

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perfarm any action
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AWS Service Catalog EEEHAR

Bl 2: R— K7 #1)AFATRLUF—%%D TagOptions DY ~

EEEEF. AUF—%&ED2 D0 TagOptions ZAR— K7 U FICEELTHY, TOR—KNT7=F1)
AROEEORRBICIEE LU F—%3ED TagOptions EEELEH A, BERKIC, I—H—kF+—ICH
ERfsnE2 20EOVTIhHZBIRIZDMLENf HYVET, 7OEDa 2T EZHORBICE.
F—d1—HY—PBRULEETRINFFShET,

CostCenter, 70 Product 1 Product 1

>

CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
LAUNCH! center. This tag is part of the
running instance.
Product 1
The user is given a choice of two
cost centers and can pick one

Bl R—KRT7AVFEZFOR—NT7 ) FORHEOMETRALUF—%&ED
TagOptions DY ~

BEEE, R—M7AVFICAUF—EFOEHD TagOptions ZEEL . TDR—KT7FUFAD
HEMICRALUF—EFOEHD TagOptions EH Y F£F, k. TagOptions DEHK (FRE AND AL —
> 3) H 5 —ENDIE AWS Service Catalog ZHER L ET., 11—V —HFfEmzEBHIdc, 1—H—
FnENEY NERTEBIRLET, 7O a2 I0FA0RRBIC, F—1—H—IERL E
TRINFMFHFSNET,
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

Pl4: BUF—EHEB T BEZFDEHBD TagOptions

BRENR—NT7FVAFICEAUF—2FDOED TagOptions ZEE L., TOR—KT7 ) FOH
fIZE U F— TagOptions #3F D# M TagOptions EFEL £3, & TagOptions NEH (GHIE
AND AR L —>3a>) h 5 —EDfE AWS Service Catalog ZER L F£T., EFHTF—OEHNEDOH
SkEA-2B/E. BEAUF—& OEZEFDOXY AWS Service Catalog ZHEK L EFF, < Tsc-
tagconflict-portfolioid-productid, portfolioid & productidiEiR—RT7 #1)FEHR
B®D ARNs, chiZ&klY, Z7OEDa ZVIZHOHRBIC, ELLF—&, EEENMMRELUTEBIET
EREORTNFFHSNET,
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TR

CostCenter, 65
A CostCenter, 70

CostCenter, 72 Product 1
CostCenter, 73
Portfolio 2 AN D {/ CostCenter A
A CostCenter, 327 LAUNCH!
CostCenter, 115
CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the product. Tag conflict
should not prevent products from
being launched.

TagOptions N EE
EEEEF, LTOF7 U3 &%21TL T TagOptions T4 7 Z 1) T TagOptions ZEETE X T,
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"token": "string",
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"provisionedProductId": "string",
"provisionedProductName": "string",
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"provisioningArtifactId": "string",
"recordId": "string",
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}
]
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"parameters": [

{
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1,
"tagS": [

[E#H] 178


https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult%20.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProduct.html

AWS Service Catalog

EEENAR

"key": "string",

{
"value":
}
]
}
74—=J)LR
N—D2>

ZARL—>3>

provisionedProductld

provisionedProduct
Name

productld

provisioningArtifactld

recordld

"string"

24T

string

string

string

string

string

string

string

WA

(=4n

(=4n

(=4n

(=4n

(=40

(=40

(=40

B

COARL—23 >
ZEANTDIN—D
. RITHERZEAT
BEHIC, =D
& Service Catalog
CIRFHBENHVF
ERS

CD714—)LR

X, ZOoARL—
<, 3 2 UPDATE_PR
OVISION_P
RODUCT @ TH 3 4%
ENHYERT,

Z7AE>az=> g%
HHmD 1D,

IOy a- 4y
nNERBOBHE

IGO0 ID,

7o a”Z> o7
—TA4777KD
IDo

cDARL—23>
@ Service Catalog L
:l_ HG) IDo

[E#]

179



AWS Service Catalog

EEENAR

714—=)LR

launchRoleArn

7k

}
bl
A
d
N

T—T4770KN

T—T14TT7INZAZ
17

identity

NTA—=2

24T

string

FT7TON

string

string

string

VAR

WA

=4n

(=4n

(=40

=4n

|

=4n

S

)Y —A070OE
a2 JICER
5 IAMO—)LD
Amazon JY —AX—
s (ARN),

UY—ZAOTOED
AZVYhEERS
TBT—FATTY
NOEZ:

I8 TF7—T4
TJ7OREAIY
A— RT3,
EREFE., DF
AAWS_S3, ZhiF
Amazon S3 URI T
9,

T—T4T770RD
AT, ERHTES
f&: AWS_S3,

74— REFBEERE
RAEhTWEEA,

A—H—=AZDANR
L—>3>oAntE
L T Service Catalog
WCABDULENTG X—
BOF—EEORT
DIAK,

[E#]

180



AWS Service Catalog SHEEHA R

74—J)LR A7 A B

2 AR (& W IrOoesa-> o
ni)Y—AIHE
A32327&LT

Service Catalog (Z
d—Y¥—AABnLIk
key-value-pairs® ') A
Bo

D—20 7 O0—&EREA:

APl DFfMIR—D THEEESNIEL AR AAF TSV MEFERAL
T. NotifyUpdateProvisionedProductEngineWorkflowResult APl Z O HL £ 9,

wY

TerminateProvisionedProduct AR L —= 3> MFE. Service Catalog &)Y —ADEBDKT &
IS VICEELET, I, BRULE1aC YY) 21— 3> (Terraform & &) EX V) ELY L
T T—TAT77ORTERBRENTVB VY —RAZRTIDEENIHVET, TR, BER%E
Service Catalog IZBHTHEFELEVET,

Service Catalog &, EWSBEOTHT > MO Amazon SQS F1—IZFTXTOHKRTUVIITANE
EE LU FFServiceCatalogExternalTerminateOperationQueues

DOTANDEX:
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"operation": "string",
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{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*"

}
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
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"accessKeyId": "keyId",

"userName": "dev-haw"
3,
"eventTime": "2020-09-23T21:07:58Z",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",

"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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