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SETHraw OV BLTARY NF—RICHT DM, TR, O—K ETL) V3 TEHR—KT3
EHIEBETT,

AT Y 7 2: Amazon Security Lake ZBMIC T3

Security Lake 27’07 Z ATERIC T B I(ZIE. Security Lake APl @ CreateDataLake AR L —> 3
VEFEALET. 2HAL TVSH A& AWS CLI, create-data-lake AN RZERITLET, VY
TARNTW, configurations#7< I NMregion7 41 —J)L RZEMEHL T, Security Lake &
BMICTR)—2a>o)—23a>]—ReEELET, U—232O—ROUARIDVTRE,
FAWS 2D ) 77 L > A1 ® "Amazon Security Lake T RIRA 2~y Z2SBLTLSEE L,

Bl 1

ROAN REITIE, us-east-1B &KV us-east-21)— 3> T Security Lake ZEMICLE T,
E550)—23arTE, COF—ZL AV Amazon S3 YR—Y RF—THEB{LEhET, #7
S IUNE 365 BERICHRYINIZAY, 721U MNE 60 BHEIZ ONEZONE_IAS3 AL —2 05
ACBITLET, COFlE Linux, macOS, FhlE Unix BIC7#—I Y RENTHY, AP TE
ZOLEEERLEHICNYIAT YD () DITHREXFZFEALTVET,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-role-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/
AmazonSecuritylLakeMetaStoreManager"

$il 2

ROIAX > RBITEE. us-east-21)—2 32 T Security Lake ZBEMICLET, cOTF—XL A
[&. AWS Key Management Service () TERENEHAZN—NZ—I RF—THRS{LENET
AWS KMS, #7219 N 500 BEIZHIRYINIZEY, #7219 Mg 30 H#IZ GLACIER S3
ARL=20ZAEBITLET. OB Linux, macOS, £k Unix AIC7A—X Y hEhTH
V), AR TEZAMLEEEDLEHICNYIAT YD1 () DITHEXFEFALTVET,

$ aws securitylake create-data-lake \
--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"},"region":"us-

AT Y 7 2: Amazon Security Lake ZEMIZ T2 17
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east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}13}}1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/sexrvice-role/
AmazonSecuritylakeMetaStoreManager"

(@ Note

Security Lake ZBEICEMICLTVWT, U—2a>FERY —ADREZEFHTHEEE.
UpdateDataLake A RL —> 3> ZEHT3H AWS CLI, Z#EH T 355 IF update-data-
lake IV REEAL £ T, CreateDataLake ARL -3V EFEALBVTSEE L,

ATYT B V—ARERETD

Security Lake l&, S FETEXBY—ANL S, AWSTHIOKNBRTAWS V=2 areaghrsOy
EARINTF—REZRELE T, UTOFIEICH > T, Security Lake ICIREE B EVWF—XZHE
LTLKEEVW, ChsOFER, T/ T4 7 ICHR—KRENTVWD AWS OH—ERX B#Y—REL
TEMTRBEEICOKAMBEATEERT, NARXRLY—ADEMIZDOVTIE, Security Lake D AR L
V—ANST—22z2PRETD 2B L TLEEL,

120 E0OL 923>y —AZ7A0 7 ATERT S, Security Lake APl @
CreateAWSLogSource ARL—> 3> ZFERALTLKEEV, Y—AZ &IZ, sourceName/VT X —
ZICHIBEEOEEZEELET, 7723V TEMONTA—2—ZFALT, V-AOEHEZRE
DT HI> N (accounts) FEEFFEN/N—2 3> (sourceVersion) ICHIBRLET,

® Note

DOTARNIATSa>ONTA—22EHEVES, Security Lake l&, BRATB/INT X —
RIZIWUT, BEEChEY—ADIXNTOTHI 2 NELEFEIXNTON—2a3aICUIOTA
RZBRALET, LA, HHEBMOZEEE Nz Security Lake BEEE Haccounts/N 7
X—BRZBRNU 2B S, Security Lake @ VT ARNZHEBROINTOTHV Y MIEAL
F9, [AHKIC, sourceVersion/\T X—RZBRINT B &, Security Lake FIEEE hizY —
ADINXNTON—=2IVICUOIANEBERALED,

Security Lake ZBMICLTWEWI =232 2 JTARNTEETDE, IZ7—HFRELET,
NDIZ—IZ T BICIE, regionsF L A I Security Lake ZBEMICLEU -3 DA EERET S

ATYT 3 YV—RERETD 18


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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KO LTLKEZV, £llE, U—23 2 T Security Lake ZEMICLTAS VI I AN ZBERE
TBHIEETEXRT,

T hJ> T Security Lake Z#®H TEMICT D &, BRRLUEITXNTOOTY—REARKNY—RA
15 BEOENARABBICEENET T, FABROFMEICOVTRE., "FARREEEIANDE
1 ZSRLTSEE,

ATY 7 4 ANL—=REEO-NTYTI—=23 202K ETD (7
>az)

Security Lake ICT— X ZR7F TS Amazon S3 AL —C VS AEFNOHBZEETEE T, O—
WTFY7)=23a> zBELT, BERO)—23a>0F—3%2ZRETDEETEET, chslFEF
TAVDODATYTTT, FHMICOVWTIE, Security LakeD T4 74 V) EE, #58BL TL
e\,

Security Lake ZBEMICT B EZICTAOTSALTE—TY NBBEZERT S ICIE. Security Lake API
® CreateDataLakeARL —2 3> ZFEAL ET, Security Lake ZEEICHERICLTWT, 2—F VY k
BEZE&RTHHESE. UpdateDataLake A RL —> 3> TlE %< CreateDataLakeFARL —> 3
VEFERALET,

WIFhOBRETE, HR—RENTVWAINTIX—R2EFEAL THEBREZEELET,

s O—=IT7Yy7T)—=232 FEBETSICE,. region71—J)LREFEHALT, O—=ILT7vy7F)—23
JICTF—RERMHIDZ V-3 EEELET, replicationConfiguration #7210 b~
DregionsE3<T, FEO—-INF7yv7U)—a3a>o)—oa>y]1—ReEBELES, V=23
O—ROUVARNIDOVTE., TAWS &0 1) 77 L > A1 @ "Amazon Security Lake T2 KRR A
Tk EBBLTLEEL,

s TRORTFHREEEETSHICE, lifecycleConfiguration/NTX—XZFEALET,

« transitionsiZi&, BE® Amazon S3 ANL —2 9T A (storageClass ) IZS3A7oT
I NEREFETDEFTAE (days) ZEEELF T,

- expirationlCld, AT IV MNERENTHAS, FENDARNL—D 9T RAEFMALT
Amazon S3ICAT DIV NZRETZIEHABEZLEELET.,. CORBHEBIKRTITD L, 7#
7T NSHIRYINICAKY), Amazon S3 EZEhSs ZHIBRLET,

Security Lake (&, EENERIFHREZ configurations 72T I KD region 714 —JLR
TEELEV—23aVICERALEY,

ATY T 4 ANL—IREEO-NATYTI—230%2RETD (7232 19


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
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FEZWF, ROOAXVRIEE, O—IITF7vy )= 3aap-northeast-2& LT Z2FEALTF—XL
A1 OZERLET, us-east-1 V=321, ap-northeast-2)—2 3V IcF—XE2RHLE
T, cOBITRE. FT—RLAVICEBMENEATS IV NOEMHREZ 10 AERELF T,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylLakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":103}}}]1"' \

--meta-store-manager-xole-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

T, F—2L AU EREhEL &, Security Lake APl @ ListDatalLakesARL — 3 > % H
LT, &U—23 27T Security Lake EF—ZL A VFBREN BB DTVWBR L ZHALET,

F—RLAVDERBPICEER IS —AFREL LHEIE, ListDataLakeExceptions AR L —> 3>
ZFERALTHINDOUARNERRL, CreateDatalLakeExceptionSubscriptionZA R L —= 3> THls %
I—Y—ICBRTEET, HHAILOVWTRE, "F—ELAVODARAT—RAORNT I 1—FT42
F1 EBBLTEE W,

ATY7 5 MEOT—RERRFLTIIVIS

F—RL AV ZERL =S, Amazon Athena FEREEHEOH—EAZERAL T, AWS Lake
Formation F—ZXR—AXRT—T NS TF—RERRB LTI T TEET, Security Lake &7
OJZATEMCTRE, F—ER—AEI—OT7 V7 EAHFTEEBNICHEENELA. OFT—
RLAVEBETNIURNE, BETZTF—EIR—ARET—TILOIIVICERTS IAMO-)L

I 7 7t ASELECTEF O] =45 AWS Lake Formation 24BN HVET, O—I)LICE2EL<EE
Data Analyst #ERABETT, #ERLARILOFEMIC DOV T, Lake Formation R)LYF, & TIAM
HBRUTZ77LVAL Z28RBLTLKEEV, SELECTH#RZFETHFIEIZOVTIE, TAWS Lake
Formation BERE A Ra @ "ERIfE UV —AXYV Y RZFEAL £ Data Catalog #£RDF 5. &
SHBLTLSEETL,

ATYVT 6 HTROZAN—%ERTS

F—RLAVEERLES, T—R2EFRATRIHTRAIZAN—ZEBNTEET, YT RAITA4/N—
&, Amazon S3NT Y NADAT DIV NIBETVEATEN, F—EFLAVICOTVERTY

BPLETT—REFERATEET. YTRISAN—OFHMCOVTIFE, "Security Lake TOHT A

DZAN—EE, BSRLTEEV,

ATV 5 MANF—RERRLTIIUTS 20


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
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Security Lake AWS Organizations T ZEH L TEHOT H
JORNEEETD

Amazon Security Lake ZFEFAL T, B8O AWS FHO U RAhSEF2VFT4OJEARV MR
IRETEFET, BBOTHINOEBZEBLE LT SE{LT B, Security Lake ZAWS
OrganizationsEHETH L ZES<BEFSHLET,

HEBTE, HBOERICEATZITHIVNIEBT NI NEBENET T, Security Lake %
Organizations EMETBICIE, BEETHV Y MFEBOZEEE Nz Security Lake EEET HU >
NZIEETIHENf HYET,

Z{F& iz Security Lake BB & &, Security Lake ZBMICL, X>/N— 7 AT N® Security
Lake BREZBRTEET, ZEEEEIE, Security Lake MBI BE>TVWAWS V=23 3TN
TO REFALTVR =3I RRAVMIEFEEL) T, fAs4o0d e 4R N ZR
ETEET, ZAEEEERG. FLWEBT7HOMOATEARY NTF—2ZEBNICIRETSE LS
(Z Security Lake ZFETD CEETEXRT,

FEE Nz Security Lake BB E I, BEENFFSNEXN—TAHOMOOTERTARU B
T—RIZTIVEATEET, LIEANS>T, BEIBXIN—THIVRNIFFRETRDT—RZRET
&SI Security Lake ZHBRTEER T, £, BENTSNEXN—=THI NFABETDT—
REFAITIEREYTRIZAN—INETZEETEET,

BBAOEBDT 717> N T Security Lake ZBEMICTHICIE. FTHEBOBEET HV > NFERE
NDEEE iz Security Lake EBET NV RN EEBETILENHVET, ChTEEEShEEE
(&, #A#D Security Lake ZBEMILL TRRETEE T,

/A Important

Security Lake @ RegisterDatal akeDelegatedAdministrator APl Z £ L T, Security Lake
ICHEBANDT UV A%ZHFTL, Organizations DEFE N -EBEEZZERLET,
Organizations O APl ZEA L TEEEEEZER TS &, Organizations D —E X I

D2 0EnEO—IAFEEBCERENABVIAREI HYVET, TLBHEEEZBERTSIC
l&. Security Lake APIs 2B L £9,

Organizations DY K7 Y 7 IZDW T, TAWS Organizations 1—H'—H 4 R, © THEBEOER
EEE, ZZRLTSEZL,

21


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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® BE1ED Security Lake 7HT > DB E

2025 F 4 A 17 B& Y BIIC Security Lake ZBRICLIZBEE., ZBMITR L Z2H8D
LEITVY—RBEEQOLOOHY—ERXUI0—) (SLR) 7Vt AFFH. D SLR Z{EH

THE, MENBTEZRVTENT AR AOBLZRETED LD, LATI—¢&
OJAARNZHBTEDAEMEN BV ET, O SLRICEER TS hET IV AGFAOFMICD

WTE., T ZZRLTIKETVWIY—ABEOLYOY—EAU9O0-IL (SLR 77t
Security Lake A2V —I)LZEATRHE. ZEVCTHIEISRODIBHANEFEH

F 9 AWSServiceRoleForSecurityLakeResourceManagement, Zf£H 3 %5 & & AWS

CLI, "Security Lake Y —ERAICU> O hiO—I)LOEK Z2ZBBLTILEEV,

Z{EE N /- Security Lake B EZICHI2EELEZEEE

Security Lake TEEET N EEBENEDLS ICBETINEZERTDIARDERICFEL TLKEE
Wo

EEERERTNTOU—I 3V THA-TT,

FAEBEEERTDE. TOEEEEEN Security Lake ZEMICTZ2IXNTO—23 >0
EEEBEICKEYET,
AJF7—hATTFHI> N%& Security Lake ZEEEBEE L TRET D EEZHEOHLET,

I:I'j} —NATTHIVRNEAWS FTHATUN , IXTOEFIVUTAEEATORMYiAkE
—NATERD TF, BE. COTHIVRANOTORAG, AT AT AREEZTS
E':EA’P'IP\‘JUT'f? —LE, PBOI—HY—ICREENET, Log Archive THI K&
Security Lake DZEFEBEE L TEREL T, IVTFANOYY BERXAZHIRICHATEF IV

TABEENOTEARRNERRTEDRSICTRCLEEBHOLET,

£/, LogArchive PHO NCEBETIVELATEDROREIROI—H—DHKICTEDEZH
BOLET, COBIRTIL—TLUINT, Security Lake FWNET 2 F—RICI—H—HNTIEAT
DHRENHDHEE. TOI1—H—% Security Lake U7 RAISA/N—ELTEMTEXT, ¥
TRIOZAN—%BMITBDHEICOVTIE, TSecurity Lake TOHT AV TAN—EE, B#SH

LTLSEZEL,

AWS Control Tower Y —ERZFERALEWEES, QT —HAATTHI Y M BVAIBEEN B )
F£9, LogArchive PHO 2 MIDOWTEHLLKE, X1V FTFA VT FLYAT—FFTI0F+D
MSecurity OU — Log Archive 71U~y ZZBBLTLKEE W, AWS

FEE h - Security Lake BB E (BT EELEEEIE 22


https://docs.aws.amazon.com/security-lake/latest/userguide/AWSServiceRoleForSecurityLakeResourceManagement.html#create-slr
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html

Amazon Security Lake d1—H¥—HA R

BEE, EETHLEEBEZ 1 BETEOZENTERT,

Security Lake EE &, HBH1V) 1 BOAKTT,
HBEBT7HO N Z2REBEEBEICTRELEEFITEEEA.

AWS EFXx 21 VFADORARNTSIVTAAERMMHEORRAICEDSVT, HBEBT7HVU U ME
EREEEICTRERFRTEEEA,

ZERENIEERBEZE, TOTA7BEBIBELTVRREN HYET,

HBZHIBRTDE, ZEEENLEEBET N NI Security Lake ZBEBTEALS AV ET, Hl
NEBOEXEEBREZIEET SN, HBO—PTRBEVAZ ROV FHJ > NT Security
Lake ZEH T2 BENf HVET,

ZEETN-EEREZEETSICE IAMFANBETY

Z1T Security Lake BEIEEZEE T D5 S. Security Lake ZBRICL, RORVZ—AFT—KR XK
ICEEE N TWB4HEND AWS Organizations APl AR L —2 3> 2RI T7 IO AR TN BET
9,

AWS Identity and Access Management (IAM) R 2 —OREIZXDAT—RM X hZE ML T, &
NSOT UV EAHHERETEET,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

RECIEBEBEEZEETDICE IAMBFANBETT 23
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FEE N iz Security Lake EEBEZIBEL. XON—THhIU K %
EMULET,

TOBEAFEEZRBIRL T, HBOEEE i Security Lake EBET DO MNEIBELET, HRBE
B7HORNO&D, HBOZEFENEEBET NV NEZIBETEET, HBOEBRTHUVNE
HBOZEEFEBETNINITRELERFTEFREA,

® Note

- HEBEBT HDU > MK, Security Lake @
RegisterDatalakeDelegatedAdministrator #ARL—> 3> ZFEAL T, EFEEh
= Security Hub BB ET HI > N EIBETIHENH V) £9, Organizations ZBEL TE
f£& I iz Security Lake EEBEDEER T R—hEThTLVERE A,

c MBOEFETNIEEEBEZEEIZHER,. FTEEDEETNEEEEZHRIZIHE
AHVET, TOER, HILKEFSII-EEEZEETERY,

Console

1. Security Lake 12V —JL https://console.aws.amazon.com/securitylake/ ZB & £7,

EBDNEET NI NORRRLEHRZFEAL TH A2 A2 LET,

2. - Security Lake A"EEBMICHE>TVEVEEE., "TRRUHIC, ZFIRL, Security Lake
EEMIIT S, R—2 T Security Lake DEREBEEEZEELE T,

- Security Lake A" T TIZBMICHE > TWBBER., RER—I TEMEE hizSecurity Lake®
BEZEELET,

3. BOTHODRNCERBEZEEZEE T, HOAWS EFI1I )T H—EAODEEEEEZE L TERIC
BELTWBRTHI U RNZBIRUET (HER ), FLEE, M Security Lake EEEE L THE
EITBRDTHIVRND 12O AWS THINIDZAALET,

4. [EF] BBIRUET, Security Lake N ELEBMICH > TV EVEEE., EFSh-EEE
ZEETDE, REDOV—232TEOT AV MIXL T Security Lake A"BMICEY &
CB

FEE 1 /- Security Lake BEEZIEEL ., XUN—THO ~NZEBMLET, 24


https://console.aws.amazon.com/securitylake/
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API

7O LATEREEEZIEET SICEF. Security Lake API O
RegisterDatalakeDelegatedAdministratorA R L —>3a > AL £, HBEBTHI MY

5 ARL—2 3V EaRUPHIZLENHYET, ZFEALTVWSBESIE AWSCLI, HEBIEET S
> NH S register-data-lake-delegated-administrator I¥ > RZR{TLET, UIITAKNT,
accountId\ZX—2zZ2FAL T, HBOEEEBRETHVMELTAWS THI U N BE
T2 D 12HOTHINIDZEBELET,

FEZE, O AWSCLI ONXN Y REEFENEEEBEZREELET, COHIEF
Linux, macOS, £EE Unix BIC7 #—X Y RENTHY, SR ITcZMLETEREHIC/NY
DAZv21 () DITHEXFZFEALTVET,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZEEBEEF. HFLVWHEBT7 DI RO AWS OJEARYNTF—ROPREZBELTD L
ELETEET, CORETR., THOUVRMERBRICEMEND E, :ILWFHT MT Security
Lake A" BBHIICEMIZ V) £3 AWS Organizations, ZEBEEE . Security Lake APl @
CreateDatalakeOrganizationConfiguration AR L —> 3> & FEHR9I5 A, AWSCLI ZFERAL TV

%154 & create-data-lake-organization-configuration N> RZZETL T, COREEZEFMICT
EET, VDIVIARNTR, ILLT7AHINOBENRELZIEETD_ELEETEET,

FEAE, RO AWSCLI ONX Y RiF, $LWVHEBT HJ> T Security Lake & Amazon
Route 53 UV L/N—2 T UO%., AWS Security Hub # % 8. Amazon Virtual Private Cloud
(Amazon VPC) 7O0—AO7 OWREZEHBHNICEMILE T, ZOBHIEE Linux, macOS, i
Unix I 7 #—X Y RENTHY, BAPTEERLEEDEHIC/NY TRTY ST () DT
BXFEFEALTVET,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}1"'

HBEBT NI MEEEIEEBREZEETD L, BEEEFIMAMBICK L T Security Lake ZH%H
ICLTHBRTER RSB ET, ChillF, BBROESOTHI RO AWS OT AR K

5—“_

2ZUET B - D Security Lake DEMILERENEENE T, FMIC DOV TR, "Security

Lake AWS OH—E A TO HM50DF—2PE ) 25BLTLIESL,

FEFE N/ Security Lake BEEEZIBEL., XON—THI R ZEMLET, 25


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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GetDataLakeOrganizationConfiguration ZR L —2 3> ZFEAL T, HILWXN=THO MO

BOREDREICEIZFMEeMETEERT,

MLWEBT OO NOBBEMLEREDRE

Z1T Security Lake BB EF, 7HDO MEBICSMTIEEIC, THIONOBBHEMLEREE
RABRVMETEE T, Security Lake &, BEFEOT AV M TREL, FILLW T AV NIXL
TOH, CNSOREICEIVTTF—XEZMVY)IAKET,

ROFEZERALT, ILVWEBTHINOREZREL TS,

1.
2.
3.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZF& £,
FESF—23aRA2T, [Accounts] (FHT RN BBIRLET,

THORR=DT, HILOWTFHOREZEEVIVERBALET, -3 hsED
Sources Security Lake BV IAT LA ZRRTEEXT,

mE ZERLT, COREZRMELET,
HLWTAIY NREDWRER—T T, RAOFIEZRITLET,

a.

Select Regions T, F—XZWMVIALY —RAZEHITD -3z 1 DULEEBRLE
T [RN] ZBRLET,

V—ADER TR, V—AOEBRIZXOVWThHIOAFT> a2z BRULET,

T7A)LRNOAWS V—ADEYAHK - #REAFTS a2 %18IRT S L, CloudTrail - S3
TF—RARYN BREAWSWAF EF7 A2 ) M TREERVIAKICEENRELEA, Ch

&, MADY—AZATZREICEY) AL, FAIOANCAKERFERZSZX TR

MNHDEHTT, cNSOY—REWMYIATIZEK, ETHEED AWS V—RANOEY)IA
AT AVEBIRL, RICOATEARYNY—AVARM SISOV —RAZEEIRL
£7,

BEODAWS YV—RZRVIAL -Z0A7>2a>Tr)k, YA 1 20EoOd Y —&
EARVYNY—RZEBIRTEFXT,

V—RAZB)RAEBZVW-FIOATY T TRRLEV—23VHSY—RAZWMIAEE
WEE., COFTIIa>vzBRULET,

DRAN] ZBIRLE T,

OAVV=LTOHFLVWT AT MREDRE 26
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® Note
7> NT Security Lake Z#HHTEMICTD &, BRRLEIXNTOOTYV—R
EARYRNY—AN 15 BEEOERNEBABBICEENETT, FABHMOFMIC DL
T, "ERARREHEEIRANOHER Z28RBLTIEEL,

c. EEZWMRELLS, BAZRRLET,

FHEBAWS THOVNICEMTRE, ChSORERT7/AIILNTEOTHIY MNMIE
RAEh&xRd,

F{EE M- Security Lake EEEZHIBRT 5,

EEEBRT A NOKY, BBOZEEE Nz Security Lake EEEZHIBRTEE T, HBOEREE
BEEZXEITZHEE. BEOEXEEEZHIRL. HFLLVEEEBEZEELET,

/A Important

FEE nizSecurity LakeEBEZHIBRT D &, T—XL A I HIBRE h, BEROTHD >
N @ Security Lake " EIZE V) £,

Security Lake AV =) ZFAL TEEE N EEBREZEETFTLREIRTDCERFETEXREA,
NSNRAAVRG7OTSALATORETTEET,

EREh-EBEZ7OJFLATHIBRYT S, Security Lake APl @
DeregisterDataLakeDelegatedAdministrator AL —2 3> ZFEHALE T, ABEBTHIO DS
ARL =23 2O HIBEN HVET. 2FEALTVRIHFEE AWSCLI, BBEET7THI N
A5 deregister-data-lake-delegated-administrator AN > R&ZRITLE T,

EEAE, RO AWS CLI Y > Ri&, Z{F Security Lake EBEZHIBRL £,

$ aws securitylake deregister-data-lake-delegated-administratox

ZAEBEDEEEREZFLEN S, ILWAXUN=THINOBBREEZZE TSI, Security
Lake APl ® DeleteDatal akeOrganizationConfigurationZRL—>3a> a2 RT3 A, ZFEAL TV

F{E&E h /= Security Lake BEEEZHIRT 2, 27
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2354k AWS CLldelete-data-lake-organization-configuration X > RZFERHL £, EFETIhLEE
BEOKN, HBOhSOREEREETEERT,

EZE, RO AWSCLI OX Y REF., HBICSMTDHLUWXN—=THV2 KD SO Security
Hub DIRERBROBBHNREZEFELLET, EEEERENf COARL—2 I ZHVOCEL LR,
LWXZIN—=THD N Security Hub DRREZERZTF— XL A VICRHELELEA, COHIE
Linux, macOS, £k Unix AIC7 A=Y Y RENTHY, AP ITETZ@LEEEDLEHICNY D
AZv2a () DITHEXFEFERALTVET,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"

Security Lake D{EFTE 377 A

#8480 Security Lake ZERET D &, AWS Organizations BEE T 7> N & Security Lake & D155

ENLETIVEAZEMITEERT, EEENLETIVERAEZFATS . Security Lake i& IAM H—E

AV oEhi-O0-)ZERL, BBELTTOTHIVRNTRAVERERTID L ZRETRET
TEET, FHMICOVTIE, AWS Organizations 1—H— H4 R® "o AWS OH—E AT AWS
Organizations ZF|A 32, #SBL T EE L,

HBEBETHIY MOI1—Y—IE. AWS Organizations® Security Lake (X T 2 EHEhi-T
DEAZEMCTDCENTEET, EHTEDTIVCAZEMIISZFIEICOVTIE, TAWS
Organizations 1—H— HA Ry O "EETED T IV AZENELEFEMICTEHE] BSRLT
<EZEL,

ZESHEEEEDOAWS THOY N B, 78, REBRAEENATVIERE, FHEENLET
VEAZE N IR ZHBHLET,
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Security Lake TOU— 3> OEE

Amazon Security Lake &, T —ERXZBMICLEAWS V=23 24 TEFaVTO07EMX
VREPRETEERT, V—>3> &, F—REFEELD Amazon S3NT Y MZRTFEIET,
)=23 ZEIlBBRT—RLAVRE (EEAE, BBDY—RALRERE) ZIBETEXT, 1
2REOO-LTY7TV)—-23V&2FERELT, BROV—23 0F—REZRETDEETESR
ED

)—>32 AT—RAODFIVY

Security Lakeld B8O AWS U—2 a2V ZRETEEXRT, T—FLAVOREZEH TSI, &
)= a3 HFBREEDRSICHREETNTVRLN ZIREBLTIHK EEBRTY, FLEITDTIEAFEZE
BIRL, ROFEICH TV 0BREOAT—RAZEELET,

Console
)= 3 DAT—RARERITDICE

1. Security Lake > Y — JLhttps://console.aws.amazon.com/securitylake/Z & £ 7,

2. FETF—23sRAOTI—23V])ZERLET, V-3 R-JHBEE. Security
Lake M REBMCBZ>TWBR -3V OBENRTENET,

3. V—23arzERL, K] 2EBRITZDE, TOU—2a 2 0FlNIRTENETT,

API

REOV—23a> o007 REOAT—XRAZEE T SICIE. Security Lake API O
GetDataLakeSources AR L —2 3> &#FEALET., ZFEAL TVWBIHEEF AWS CLI, get-data-
lake-sources AN > RZFEITLE T, accounts NTX—RICIE, VAMELT12ED
AWS PHOV KN IDsZEELET, UUVITARMNHINT % &, Security Lake l&. Security Lake
FF—BRZRELTVS AWS Y —AREY —RADAT—RARZE, BEOU—3a2AHAOT A
TJURDAFY T3V NEERLET, accounts NTX—R2E2EDBVEE., LARVAIC
l&. Security Lake ABREND) - I TREENTVRINTOTHIMOOTREDAT—
BANBENET,

BIZIE, XOAWSCLI OX > RiE, BED) —>2a>THRESNETHDOMOOTIRER
F—RAERBLET., COPHIE Linux, macOS, £ilF Unix BIC7#—I Y REhTHY),
SANTEERLEHBEDIC/NYIRT Y () OFREXTEERLTVET,

V=232 AT—RADFIVY 29
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

RO AWSCLI OX > RIF, EBEESNED)—23 2 AAOINTOTHINEBBZEY —ANO
TINEARAT—Z2AZ—ERRLET, ZOHIE Linux, macOS, £kE Unix BIC7+—< Y bk
TNTEHY), AT ETZMETHEDILEHICNVYIAT Y1 () DITHEXFEFERALTVE
9,

$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--query 'datalLakeSouxrces[].[account,sourceName]'

|)—<0 32T Security Lake ZB®ICLTWVWA A ESH ZHERR T S ICIE. ListDataLakes AR
L—>3a zERALET, 2FEAL TLWSEEEE AWS CLI, list-data-lakes N> REEITL E
¥, regions NTX—R—IClF, V=23>n)—23> A—RZEELET, LEAEF, K
BRI (N—ZF74F) V=23 > 0BE1EF us-east-1 T, U—2a>Q1—ROUAKNICD
WTlk, AWS £f&D 1) 77 L > A®D "Amazon Security Lake T> R7RA >~ Z2SBLTLE
&\, ListDatalakesAARL =232k, VDOIARNTEELEZE)—23a>o7F7—2L1470
BREZRLET, V-3 Z2EELKVEE. Security Lake l&. Security Lake A" F|F AT gE %
B=23a 07— LA VDRT—RALBEBREEZRLET,

BIZIE, XD AWSCLI OY > RiE. eu-central-1J—>3a>OF—RXLATDAT—RAL
REZRRLET. < DPHlF Linux, macOS, £EF Unix AIC7#—X Y REhTHY, &
RFEZE@MEETHEDILEHIINYIARAT YT () DITHGEXFEFERALTVET,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

J— a3 EBENERE
HHrODFEZBIRL, XROFIEICHL2T1O2LEOAWS U—>23a 0 OF— R LA IODOBREZERH
LEY,

Console

1. Security Lake 11>V —JLhttps://console.aws.amazon.com/securitylake/ZFH & £ 9.
2. TEF—>3URAUTI—23 V] ZERLET,
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3. V—23arvzERL, wE) 2BRLET,
4., <Y=232>OINTODTHIVRNDYV—RZLEEETRITFIVI RYIVARAZFVICZLT,
CCTOEBRNICOV—23a 2 00BREZF—/N—FA RITDEEZRABELET,
5. [ANL—2O0ZRZEBR|T[MZD2arzEMmM Z2&RL, F—2AOHLVWARNL —
SUOTAZEMLET,

6. [ZT]ICEF, BEBICIEUTU—=23a 2 02T ZE)ETEYRELEYLET, 2TE. &
END)—=23a> AWSTHIVN O OF—RLAIVBRERE, BEDRAT O AWS UV —
AZEBZLTEINHTRENTEDIRILTT, FHMICOVWTIE, MSecurity Lake ')V —
ADZTHT, 22BLTLKEEV,

7. V=23 zO-)F7vy7 V=23avIZEETSICEK., TETY—ar RqrT @A
Ty 7 V=23V (BBRE]OTF) ZBIRLUET, [Modify 1BIE) ZBRLET, "O—ILTV
Z7U—=23 > oBER, w0 arT, "O-ILTFy7T)—TavzEm 2BRLET, B
BRTB1)—23 2 &BIRL, Security Lake ICEBD ) —2 a3V ICF—2%Z2ERTHERZA
L&Y, FTLES, [Save] ZEIRL T, EEZREFLE T,

API

T—RLAOD)—2aAVEEZTOTZATEHTSICIE. Security Lake APl @
UpdateDataLake AR L —> a2 ZEALET. ZFEAL TVWBHFEE AWS CLI, update-data-
lake ANX> RZETLET, region NZX—2—ICk, REZEEIZDV—Ta>npl—23
v —REEELET, LeAF., KBRS (N—2ZF4F) V—23 >0 0B4E1EF us-east-1
Td, V=23 J—ROVAMIDOWVWTI, AWS 2077 L > A®D TAmazon Security
Lake T RARA by ZZRBLTLKEEL,

EBNONZXA—22FALT, ZEEITIRECEICHLULWMEZEELE T, LealE, BS1L

F— (encryptionConfiguration) X RZ&%E (1ifecycleConfiguration) T3,
FEXE, RO AWSCLI OXY > RiE, us-east-1U—23a>0F—20BMHREANL—2
DSADBITREEEFLET, COPAIE Linux, macOS, £kl Unix BIZ7#—X Y h&Eh
THY, AT EZMLEERDEHICNYIAT YD1 () OTHEXFZ2EALTVET,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"
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Security Lake TOO—IILT7 Y7 U—23 2 OFERE

O—L7y7)—=232@ 1 20EOFEE)—23>0F—22R&aL&ET. O—ILTYTU—
JAVEEETDE, V=23V OOAVTTAT U AEHICERLPISBYNET,

Amazon S3 DHIRICK V), HARXN—YZ—T RF— (CMK) S —3>F—ZLAIH S5
SINZ—Y RES{ (F7FILRES) V=230 F—2 LA I9ANOL TV Tr—2 3 @ddR—K
csNTLVEREA,

/A Important

NARLY —AZERLEBE. DARLY —ATF—ZNFBEICELLLTUT—KEh
B&S5IC. Security Lake & THARLY —ARZWMYWIALLEHDRARNTZ 9T 1A T
HENTVWEIRARNTSIOTAAILRS CEZ2BEBOLET, R—JTHPTATVE LS
o, SSN=—FT142a>F—ANAFERIRDLHEVTF—RIC/LTILIVT—>3 02T
BERETEFHAS

O—J)F7y7U—2a>%&BMTSHEC, F£9 AWS Identity and Access Management (IAM) T 2 D
NEBZZDO-INZERTIHENHVET,

« T=2L7VT—>3 o lAMO-)L
« AWSGlue N—=T 123> z3&JI5 IAMO—)L

® Note

Security Lake AV —)LZEATH &, 1—H—IZK1 2 T Security Lake A" 5D IAM
O—-)ILZEKXTEH., BBFOO-IIZFEALET, L., Security Lake APl £zl ZfH
TRHEER. ChonO—ILZERKTIHLENHV KT AWS CLI,

TF—2L7Vr—>3>o IAM O—)L

COIAMO=)E, YV—AOJEARNEZEBO)—232IILT VT — T 2H#ERZ Amazon
SIICHELERT,

ChesDT I EAEREZNETDICIK, 7L 74 YU R Securitylake THE2 IAMO—)L%
ERL. LATOH TRV —2TRYFULET, Security Lake TO—=ILT YTV —3 >

A—=LT7y7)—23a>0ORE 32
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Amazon Security Lake

d—H—H1 K

ZHERTZHE. O—I)LDO Amazon VY —AX—LA (ARN) FREICEYET, ORIV —T
l&. sourceRegions E&FEE!)—> 3>, destinationRegions O—)ILF7Y 7 U—23>7T

EE

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

]I

ListBucket",
GetReplicationConfiguration",
GetObjectVersionForReplication",
GetObjectVersion",
GetObjectVersionAcl",
GetObjectVersionTagging",
GetObjectRetention",
GetObjectLegalHold"

"Effect": "Allow",
"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {
"StringEquals": {
"s3:ResourceAccount": [

"Sid":

"{{bucketOwnerAccountId}}"

"AllowS3Replication",

"Action": [

"s3:
"s3:
"s3:
"s3:

1,

ReplicateObject",
ReplicateDelete",
ReplicateTags",
GetObjectVersionTagging"

"Effect": "Allow",
"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

F—2LTU—>3a o IAMO-)L
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1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

ROEERI—ZO-ILICTRYFLT, Amazon S3 A O—I)LZ5|EZFAEZ2FALET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

AWS Key Management Service ( AWS KMS) DHAZN—NZ—2 RF¥F—ZFEHL T Security Lake
T—R2LAVZBSILTRIHEER. F—RLTVIT—232 RIS —OFIVAFAICMAT, RO
TOEAHFTZFETIHENHYIET,

"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"

F—2LTU—>3a o IAMO-)L 34
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1,

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

}

},

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
.
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
},
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

L7704 —2a>O0—)LoEMICDOVWTIE. "TAmazon Simple Storage Service 1—H'—H 41 K
O " TOCLAHADEE, 2R LTILEEL,

AWS Glue N\—F7 123> =295 IAMO—)L

—® IAM O—)Li&. Security Lake A"t — 3> ASL T VT —REnES3ATZIIND
AWS Glue N—FT 423> 2BRIBLOICEATEZIN-FT 123> F Y7 F—2— AWS Lambda
BHEOT IV EAFTENAELET., cOO-LEERLEVE, YTRIZAN—EFEThsDOFT
SIVMNDSDARINEDTII)TEREAS

AWS Glue N\—F 4> 3> #&&32 IAMO—)L 35
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NS DERZNETSIZE. AmazonSecuritylLakeMetaStoreManager (Security Lake N\ D&
FEFICCOO—LZITIERLTVWREENHYET) EVSRFOO—I)LEERLET. Y7
IRV —ZE8E, CcOO-LOFEHEICOVTE., "TATY 7L IAMO—)LZEKTSH1 ZS8BL
TLEZL,

%7z, Lake Formation A2V —J)L T, XOFIEICH>TTF—XL A VEEED
AmazonSecuritylakeMetaStoreManager #RZ 5T I HENHV) FT,

1. Lake Formation 2 —JL (https://console.aws.amazon.com/lakeformation/) ZB& £,

2. BEI—YHY—-&LTHI210TFB

3. [Lake Formaton N&S ZEF]| V1V RUNFKRRENLES, ATV 7T 1 TERELFBRL L
dA—4—%&RL, [FAHITD] ZEBRLET,

4. [Lake Formaton NKS ZEF] T4V RUNRRENBZEWVEESEF. UTOFIEZEITL T Lake
Formation EEBEZREL T,

1. TET =23 RA20 [FFH| T [BEBEO-NEZAV] ZERLET, A2V —IR=D0
[TF—Z2LAVEEE£I>a>7T, [EEEZER 2BRLEY,

2. [T LAVEBEQER|FA(TOT RY VAT, IAMIA—H—&O-)LICR/L T, X
L 7%= AmazonSecurityLakeMetaStoreManager IAM O—)L Zi#IRL ., [{R7EF] 2 BIRL £,

F—RLAVEBEDERZEOFMIC OWVWTIE, TAWS Lake Formation RO Y /N—HA R, D
r'—2 LA OVEBEDER) Z2SBLTLIEETL,

O—ILT7y7U—>3>0EM

BEHOT I EAFEZERL, XROFBICKE>TO—ILTYT)—232ZEMLET,

@ Note
120)—=23a> REHEOO-INTY T )—23a 2 IlF—32%2ZRBETEET, =EL, 5
O—)L7yZ7)—=23arzploO0—I)L7y7)—>23a>ogsg5)—23a>icdd ek TE
Tt A,

Console

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,
2. FEX—=2a RAVORKRE]T. [A—ILTy T I)—=23a32] %Z&RLET,
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3. [EE]|ZERL., [O—-LTFTy7TV—T3arolEm Z28RULET,
4. O-ILTFy7U—>23a>eFE)—23aveiEElLEY, EHoO0—-ILF7y7)—->23> %
BINT2BEF. CORTYTERVELET,

5. O=IL7y7FU—>23>zdbTEMNTZHEE. Y —EAT7IVERAICHFLWIAM O-)L
ZERTBH, BEOU—23VICF—RZLTVT—NTBER% Security Lake I35
THIEREOIAMO—-)LZERALTLSEZL,

6. TTLES, RE ZBRLFET,

Security Lake /\0)7.'-\/7.'{_5_‘4' >7‘H%-L:D_)L7‘y 7°IJ—:/“ 3 ‘/EjE'jJuj-%) CELTEET, §¥
M DWTIE. "Amazon Security Lake DF#EEE) ZZRLTSEE L,
API

7077 ATO—)TYy7U—23 2 %ZEBMTSICIE. Security Lake API @ UpdateDatalake 7
RL—>3a>vzFEALET. 2FALTWBHEEEF AWS CLI, update-data-lake AN > RZE1T
LET, VITARTIE, region7 1 —=J)LRZEFAHLT, O=ILTF7Y7)—=23 2 ICF—R%

RBMI2)—2a a2 ELET, replicationConfiguration /AT X—X MregionsE%|

T, EO-ILT7y7)—=23a>o)—2a>1—RZEELET, U—23 2 I—ROUANIC
2VTIE, TAWS 2D 7 7L > A1 ® "Amazon Security Lake T R7R4A4 >~ 25 8BL

TLEEL,

BIZEFE, ROOAX >V RIFE 2O0-)F7 v 7)—>3 2 ap-northeast-2&E U TEREL T, us-
east-11)—23 &, ap-northeast-2)—2 3V IlF—R2E2RHLET, COHIT

. F—RLAOICEBMENEATS IV NOEMHREZ 365 HERELE T, < DfiliE
Linux, macOS, £EE@E Unix AICT7#—NY RENTEVY, AP ITESZOM LT EDLHIC/NNY
VATV () OITREXFZEALTVET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":3653}}}1"

Security Lake ND AV R—F A VO RICO—NT YTV —23 0 ZEBMTREETEXRT,
NZETSICIE. CreateDatalakeARL—> a2 & FRALET (T, Z2ERALTVSREEE
AWS CLI createcreate-data-lake AN R ) o AVR—F 40 O—-)ILT7Y 7 )—2320
REDFMICOVWTIE, Ty £#8HBL TL £ WAmazon Security Lake D BIE %o
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O—IT7Y7)—23>OEMELIEHIER

BFIOTIVEABEEEZERL, XOFIBIZHE 2 T Security Lake DO—I)LT7 Y 7 —3> #EH
FEEHIBRLET,

Console

1. Security Lake 212V —JL https://console.aws.amazon.com/securitylake/ ZB & &7,

2. FTET—23URAVORERE]|T. [A—LTy7I—232] ZERLET,

3. [EE]|ZERLZET,

4. O—-LF7y7U—=23>0Y R NIE1I—232)—23 2ZEITBICE. O—-ILT7Y 7
=23 oiFIlEHFEshZONIELI—232)—2a ZBELET,

5. O—LAF7y7V—=232ZHKRIHICE. O-IILTY7)—232 07T [HIRR] Z2#RUE
EE

6. BILES, RE 2BRLET,

API

Z7A7ZALATO-ILTY7)—=23a 2 &BRETBICE. Security Lake API @ UpdateDatalake 7

RL=>a>zFEALET. 2FEAL TWSESF AWS CLI, update-data-lake AN > RZEETT
LET, UJIOTARNTR, HR—KREhTVWBINTIX—REFEALTO-ILT7 Y TREEZEEL

7,

- HEHE)—23%7ZEBMTBICE. region71—)LRZFEALTEMTZR)—23>n)—
2arv1—REEELET, replicationConfigurationF#7< T KNMregions7L A
T, FTRERBIZEO-INTY7I)—=>23> 0 )—2ar]1—RaEBELES, V-2
A—ROUARMIDOWTRE., TAWS 2D 7 7L > A1 ® "Amazon Security Lake T2/
RARA b, ZBRLTLSEZL,

« FEY)— 3> RHIBRTSICIE, region 74 —)LREFERAL THIBRTZU—>3a>nl)—
23> 1—REBELET, replicationConfiguration NTX—XICKEZEEL &L
TLEEV,

B2, ROOANY REF. us-east-1& OWFZHFE)—T 3 us-east-2&E LTRHREL &
T MAD—2 3 Hap-northeast-3O0— L7y 7 )—2aVIlF—RZRMLET, <D
ik Linux, macOS, £kF Unix BIC7#—X Y RENTHY, RAXTETE[LETED D
WCNYOARZYZ 1 () OITHEXFZ2EALTVET,
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylLakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™:

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"
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Security Lake THY —AEHE

Y—AWk, Security Lake THAN—TEF1VFT 1 AF—XTL—LT—7 (OCSF) ZH<SAF—Y
DEFEDARYRNIZAE—HTD 1 DOATLANSERENZOTEAR NTT, Amazon
Security Lake &, XA T A T ICHR—RENTVWBRY—ARH—RN—FT 1 —OHAZRLY—A%
E, TETFERY—ANSAT AWS O —EAXRARNZERETEET,

Security Lake (&, £OYV—AF—ZRIZKL THE, ., O—R (ETL) a7 ZXTL, F—25
Apache Parquet FEXX & OCSF AF—TICEH|L T, WEHE, Security Lake &, TF—XHNEHKE
niz ® IZH % Amazon Simple Storage Service (Amazon S3) /NXTY N AWS 7HT U N ICY—A
AWS U—23 > F—R%ZR1ELET, Security Lake l&, H—EREZEBMICTZ V-3 &I
27% Amazon S3NTY R ZERLET, BEY—ARR SANTY MCHEBIOTL 74 v O AZE
B L. Security Lake &Y —ANDT—X Z{@BID AWS Lake Formation 7—7 )Lty NCEBEL T
CB

NeEY
« Security Lake AWS ODH—E X TN A5 DT—RYNE
 Security Lake DAAZRLY AN ST—X2ZRETS

Security Lake AWS O —E A TO A5 OF—X2INE

Amazon Security Lake Tld, AWS OH—ERZRA T4 JICHR—REhTVWRAS5AOTEAMRY
RZIRETEXT,

« AWS CloudTrail EBA X NEF—R A X~ (S3, Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) EE& O

 Amazon Route 53 Resolver 2 T A%

« AWS Security Hub #& HH#E %

* Amazon Virtual Private Cloud (Amazon VPC) Flow Logs

AWS WAF v2 O

Security Lake &, D7 —2X%& Security Lake THA/N—tF1 VT 1 AF—~NT7L—LD—7
(OCSF) #F< & Apache Parquet R ICBBHICERLE T,
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® Tip
BIRD 1 DL EDH—E A% Security Lake A5 Y —AE L TEMT SIZIE, CloudTrail
BEBANRRNZRVT, ChsoY—EROOF > JZ@BIICRETIHLERFHY FH A,
cNSOY—EATOF I Z2HRELTVWSEEEE. OJREZZEL T Security Lake @
OJY—RELTEMTZDHSERFH ' T A, Security Lake &, I AR NARM)—AL
BEBARVNAN)—ATTF—RZEERBLET,

BIiR . 7O AFH

Security Lake DY —A AWS OH—ERX &L T ZEMTBICEF. DELETIVELAFINF LETT,
V—AQEBMICEATZO—ILICT XY F& i AWS Identity and Access Management (IAM) 7R 1)
=IZ. RDT IOV RRITIBDT IV EAHFAN D& 2BIELET,

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

 iam:CreateServicelLinkedRole

* s3:GetObject

* s3:PutObject

O—)LICE., BKRY FUEAs3:PutObjectHFADIUTOFRHS3 getObjectE VY —AARO—7
ERETD_LEBEBOLET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
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1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}

[

CheDOTI>3avIicil), PSOTEARYRNZREAWS O —EA L, EL L AWS Glue
F—BAR—AET—TINIEETEET,

TF—RLA OO —N—BIOESILIC AWSKMS ¥—2FEAT2EEE. OTF IV EAFTEHSET
J kms:DescribeKey,

V—AAWS OH—ER &L TO DOIEM

ZY—AAWS OH—E A £ELTEMTSDE, Security Lake BEIMNICEF 1T OTEAMRY
NOREZRKBRLET, chSOFIETIE. KAT 1 7ICHR—RNENTWVWS % Security Lake O

V—AAWS OH—ERX ELTEMIZFEEZHALET, DARLAY—AZEMTDFIREICOWV
Tl&. Security Lake DN AZRLYV —ANST—R2ZPNETRHZSRL T EEL,

Console
AWS OJY—RAZEBMTSICE (A>YV—I)

1. Security Lake 112V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,
2. FTETF—23aURAVT[V—AIZEBRLET,

3. F—EREREAWS OH—ERX % ZEIRL., REZERLET,

4

U—ARE £9232T, YV-—RZ2BMIL, TF—2OMY)AKXIERATEZT—RY—AD
N=232#BRUET, TF7AIRTRE, EFFH/N-2320F—%Y — ARk Security Lake
ICR2THYRATENET,
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/A Important
BEEALEV)—23a>THLWN—23a >0 AWS O Y —AZEB/MICT RO ICH
EXO-ILOT O EAHFANBEVWEE ., Security Lake EEEICSBVEDLELE
TV, FHICOVTR, "O0-LOT7I7AFAOEH I ZZRLTSEZL,

HTRAOZAN—HFBRLUEN—2320F—RY—RZEV)IATICK, YTRIS4
N—REEEHIIVENHYNET, YT RISAN—ZHETDHEOFHMIIOVT
l&. "Amazon Security Lake TOH T AV TAN—BE, 25RBLTLIEEL,

FA7232T ®RFN—JIVOHER)IAAT, T—RADIANIERAE D UAO
Y—AN=232ZINTEMITEIEELETERT,
5. V=232 +023>7T, YV-ADT—RZRETD -3 2FRL KT, Security
Lake &, BRRLEV—2320INTOTAIVRDESY—ALSTF—RZRELET,
6. [Bafk] 2ZIRL XTI,

API
AWS OV —RA%EBMNT B I (API)

ZY—AAWS OH—ER £ELT7AOJSALATEMTSICIE, Security Lake APl @
CreateAwsLogSource AL —>3 2 ZFEALE T, AWS Command Line Interface ( AWS CLI)
ZERALTVSHEIE, create-aws-log-source AN REE{TLE T, sourceName B KXT
regions NTX—ZNFYBETT, BEICWHUT, V—AQOEBEZHED accountsT LI 4FE
D IZHIBRTE F FsourceVersion,

/A Important

OX Y RTNTFA—RZEBELBVIES, Security Lake EXEL TVWB/NTX—&24H
Y N2k ZSRBLTVWBRERBLET, HIRE. /NTX—& accounts ZEEL ALV
Fa. ANV RFEBROTHORAOEY MEBFICEAENETD,

RO OFITE, BEESETHIORNED)—=23 200V —AELTVPC 70—0O7%EMLE
T, CDPlE Linux, macOS, £ Unix BIC7A—IY RENTHY), mAqXTEE@[LE
BR3EHICNYIATYIa () DITHEXFZFERALTVET,
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
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® Note

Security Lake ZBMICLTVWEWI =2 a2 IZZOVOIANEEBATSE, IT5—H
RELET, cOIT—ZHBRTBICE., TDJ—2 32T Security Lake ZBEMIZCT S
A, regions/NTX—RZMHEAL T Security Lake ZBRICLEV—2 3> 0dERE
LET,

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

V—AOALI232OAT—RADHIE
TORAFEZBRL, FIRCH>T, BEOV—23a>TOJRENBHCBE>TWVWAITAIU K
EV—ADARFTY T3y REBBLET,
Console
BREQV—23>OO0VREDAT—RAZRBIZICE

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& &7,
2. FET—23URADT, THO N ZERLET,

3. VY=RIDOBEBICH—VIZzEhbEdE, BRULETADNTEOOTAFBMICEZ>TY
DANRFIENKT,

API

REQU—23 007 BREOAT—2AZEETSIZE. Security Lake API ®
GetDataLakeSources AR L —> 3> ZEALET, 2FAL TVWSIFEE AWS CLI, get-data-
lake-sources AN~ RZEITLUE T, accounts NTFX—Z TR, 1 D2LEOD AWS THI K~
IDsUARNELTEETERT, VIVITANYEKIITS &, Security Lake [&. Security Lake A
TF—RZPWELTVSE AWS VY —AXREY —ADAT—RARE, BEOU—23a>AHAOTH
IORNDAFTY T3y NEIRULET, accounts NTX—RZEHBEVEE. LAKRV A
(&. Security Lake ABRED)—2 3 TREENATVWARIXNTOTHIV MOOTIREDAT—
RANEENET,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
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Amazon Security Lake

Q—H—H1 K

BIZIE, XOAWSCLI OX > R, BEND) —>2a>THEESNETHOMNOOTIRER
F—RAEWBLET, COFIE Linux, macOS, £k Unix BIC7#—I Y RENTHY),

AR TETEMEESERILEHIINYIARAT Y1 () DITREXFZEALTVET,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

Security Lake TOO—JILOT IV AT IO EH

T—RY—ADHLWN=23 025 F -2V ACLES CXEZO-INOT IV EAFARLEREY

V—RA, 2FVHL W AWS Lambda B§Z& Amazon Simple Queue Service (Amazon SQS) F+ 1 —

HiEWEEE, AmazonSecuritylakeMetaStoreManagerV2O—I)LOF7 IV AFAZEH L.,
LWUY—RAEY NZEBRLTY—ADLSOTF—RZ2NBIDIRENfHVET,

FEEOFEZZBRL, FRCE>TO—-IILOT I EAFAZEHL, ILLWIUY—RAZEKL T, 8
ELEY—2320AWS O Y —-AOHLWN—23 200 850F—R2RBLET., chik, 779
EAFAEVY —ANFFROT—RY AV —ACBBNICERAE NSO, 1ERYOT7 I3

T,

Console

O—-LOT7OEAH#AZEHRTDICE (A>Y-I)

1.

o

Security Lake 12/Y —JL https://console.aws.amazon.com/securitylake/ ZB & £7,

ZEE h /- Security Lake BB EDOFBEREFEALTHA A2 LET,

FES— 3> RA 2T [Settings] M [General] Z3&RL £,

AO—LOT7 7t AFAOEHZERLET,

H—ERAT7O0EAE923>T, ROVWThAZEITLET,

« FLWH—EAO—)LZERL THEMRT S — Security Lake ICk 2 TERE 1z
AmazonSecurityLakeMetaStoreManagerV2 O— /)L 2 FERATE £ 9,

- BFEOY—EAO-ILZERATE —Y—EAO-LBUVAR SEFEOY—EAO—
LWEBRTERT,

[Apply] ZiEIRL £ 9,

A—=ILO7 o tAFAOEH
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API
O—LOT7 o EAFTEEHT B2 (AP)

TORAFTEZ7OTSLATEFHTBICIE, Security Lake API @ UpdateDatalLake AR L —< =
VEFERALET., EEALTT IV EAFAZEH T SICIE AWS CLI, update-data-lake X > R
ZRITLET,

O—IIOTF7 U tAHFAEEHTSIIE. AmazonSecurityLakeMetastoreManageriR!) > —%& [0 —
WCTRYFIRIHBENHYET,

AmazonSecurityLakeMetaStoreManager 01— )L @ Bl Bx

/A Important

A—LOF7 U tAFATZ ICE#HL Iz5AmazonSecuritylakeMetaStoreManagerV2, &
WAmazonSecuritylLakeMetaStoreManagerO—JLZHBIBRT B BIICTF—XL A4 UAHEL <
BEETH L ZBELE T, O— L ZHIRTDAIC, PB<ET4REAFOIEZHEBHL
£9,

O—I)LZEIBR 9 2154k, £3AmazonSecuritylakeMetaStoreManagerO—/LZHIBR T 2 HE
NH V) E£IF AWS Lake Formation,

Lake Formation 1> Y — )L A S AmazonSecuritylakeMetaStoreManagerd— /L ZHIBRT B (C
&, ROFEICHVET,

1. WY A2 4> L AWS Management Console, https://console.aws.amazon.com/lakeformation/ T
Lake Formation AV — )L ZHE X T,

2. Lake Formation AV —I)LOFES—>23a>RA42T, EBO-ILERRVZEIRLET,

3. ®U—23AmazonSecuritylakeMetaStoreManagerh 5 ZHIBRLE T,

Security Lake A5 DY —A AWS OH—E R &L TDH DOHIBR

TOEABFEZBERL, UTOFIEICH > T, Security Lake YV —A AWS OH—ERX &L TXRA
TATILHR—RENTVS ZHKRLET. 1 D2REOU—232 0V —AZHIRTEET, V—
AZHIBRT S &, Security Lake IEIEEE NI =23 ETHIVRTEDY—ANST—2 %
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/lakeformation/
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IRELAELEZY, FAZERFY—ALSHFLVWF—REFEATELLLSBZYET, LEL, MAER
Security Lake A HIBRBIICY — AL SNEL ETF— 2 Z5|EREMNATEERT. ChSOFIER.
FATATIEHR—REhTVE AWS OH—ER ZY—RELTHIRTZGEICOXERATESE
To DARLY—ADHIBRICDOWTIK, Security Lake DHARLY —ANS5TF—REZPNETH %S
BLTLSEZL,

Console

1. Security Lake 112V —JL https://console.aws.amazon.com/securitylake/ ZB & £ 9,

2. FETF—23RADT[V—A] ZEBRLET,

3. V—ARZERL. [EWM] ZBRLET,

4. COV—ADLS5OF—RPNEZFILLEVEZ 1 DERLEFEBEIRL £9., Security Lake

. BRRLEV=2320IXTOTAIRDASDY—ADSOTF—RIPNEZFLLE
ERD

API

ZY—AAWS OH—ERX £LT7OTZALTHIBRT BICIE. Security Lake API
DeleteAwsLogSource AL —2 3> ZFEALET, AWS Command Line Interface ( AWS CLI)
ZERALTVBEEF. delete-aws-log-source N> RZFEITLE T, sourceName H KV
regions NTX—ZNBETT, BEICWHUT, HIBROEHEZIFED accountsETEIFBED
ICHIPRTZE £ 9 sourceVersion,

/A Important

AR RTNSA—2EZIBELBZWEE, Security Lake @ XEL TWB/NF X=X
Y N2 ZZRBRLTVBRERBLET, HIREF., NFX—& accounts ZEELBZWV
BE. ONVREEBAOT AV NOEY h2EICEAETIhET,

RO OFITR, BEEALETAHIRED)—=23 20OV —AELTVPC 7O0—O7 ZHIBRL &
ED

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"
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https://console.aws.amazon.com/securitylake/
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XD OFITRE, BEENLETAHIRE)—=232OY—AEL T Route 53 ZHIBRL £,

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

BORDBIE Linux, macOS, £ Unix AIC7F—XY RENTHY, AT E2OLETE
BPEHICNYIARATZYZ I () DITHEXFZFEALTVET,

Security Lake @ CloudTrail 1 X> NO%J

AWS CloudTrail l&. . AWS Management Console AWS SDKs, N> RZA42VY—=)L, BED
AWS H—ERAZFEAL TIThM AWSAPI O—IBE, PHONOAPI O-)OEREZRML
£ 9, CloudTrail Tl&k. CloudTrail 24 R—N3T2H—EAHO AWS APl ZHUOHL 11— —¢&
THON, BUHLTOY—AIPT7RLA, BLTCHTHUOREABFEZIBEITD_EETER
T, FHMICOVWTIEE., AWS CloudTrail I—H%'—H4 REZCSBLLEEL,

Security Lakeld, S3 & & U Lambda A ® CloudTrail X4 X2 ~ & CloudTrail F—X A4 X ~NZES
EITHOJ7ZNETEE T, CloudTraill EBAARV N, S3F—RA RN, &KV Lambda F—&
AR N&, Security Lake® 3 DDMIZL Y —RATT, TOHER, ChsoLThAZEIAK

A7 V—AR&LTEMTSE, sourceName DEANERVNETT., BEEBAARNE, O ~A-ILT
L=—2ARVRNEEFHRPFNR, OVY—ATRITENBZIEEBAIRL—3AVICEATZDRAI A MNER

HLULEFTAWS THIV N F—=RTL—2FARL—232ELTHS 1D CloudTraill F—ZX AR
NE., AWSTHURDODIUY—ALELEFEVY—ARNTRITLEVY—AARL—232ICET
AOHARERBLET. ChSsOBRER., 2<0HE, BRVI—-—LDOTITAETATY,

Security Lake T CloudTrail EEA X R ZRETDICIE, FAEY EEZIAKD CloudTrail EXE A
RV NZRETS CloudTrail YVILFU—J 3 EBNLAUNHFDELSEE 1 DBETT, LA
OOFINBHMIBODTVRBREN HYVET, HOF—EATOF U JZ2RELTVRHEER. O
FUUREZLZEL T Security Lake DO Y —AELTEMITBDHLERGFHY) FH A, Security Lake
E. MAIAARYNARNI—LAEEBAIRNARNI—ATTF—REEEZENEBLET,

NALFU—=232 NEFK, B#Ho0)—> 325 5B —0 Amazon Simple Storage Service (Amazon
SYYNTYRNCAT77ANZ1IAWS THIRD2O) =230 THRELE T, CloudTrail J>
V—ILELRE TEBEENTVWBIILFU—23 VLA 9 TIZH B35 EE AWS Control Tower, &
NRAEOT O AVRIBEHYERA,

* CloudTrail Z#EA L 1AL OER & EEOFMIC DWW Tk, AWS CloudTrail I—¥%'— 74 R®
B DT DOER Z2ZRL TV,
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o ICKDIAFOEREEEDOSEMIZ DLV TIE AWS Control Tower, ™ AWS Control Tower 1—4H—
HA R, @O T2k AWS Control Tower 7 2= 3> OO 528 AWS CloudTraily #38BL T<L
W,

CloudTrail f X R &EY—AE L TEIMT S &, Security Lakeld 9 < (Z CloudTrail 1 X MOT DUX
£2BBLET, CloudTral EBB KT F—RX AR KM% CloudTrail A S5E#E, MIARMNAR
)—LEBBAIRVNARNI—ATHEHELET,

Security Lake (& CloudTrail A1 X hZEEL 12V), BEFE®D CloudTrail BRICHEZ5ZX VL E
B A, CloudTrail IR MDD T VAL RFZEEEE TSI, CloudTrail H—EAI>YV—)L
FEEFAPI ZFERTRIHENHYET, FHEICOVWTEF. TAWS CloudTrail 1—%—H4 K 1 @
FCloudTrail AN RERETODANR NORR) Z2SRLUTLSEETL,

XD AKNE, Security Lake & CloudTrail 1 X N% OCSF ICIEER{LT B FEOIYETUT 7
L>AA®D GitHub YRS KU D OZRLTVWET,

CloudTrail 4 X2 k@ GitHub OCSF URZ K1)

« J—AN—=232 1 (v1.0.0-rc.2)
« V—AN—>3> 2 (v1.1.0)

Security Lake ® Amazon EKS EE&EOY

Amazon EKS EE&E0J %Y — A& L TEIMT S &, Security Lake & Elastic Kubernetes Service
(EKS) V5 AR —TRHRITENTLVS Kubernetes VY —ATERITENhTVWBTIOTAETAICETS
HHETBERONEZBEBL ET., EKS EENOJ . Amazon Elastic Kubernetes Service A M EKS ¥
FAR—THEDLLWFITAIET1ZRETDDICKILEET,

Security Lake (&, BEEOJVOMI L EEB/ARN)—LZBLU T, AmazonEKS > A=) 7L—
COOJREFMEEN) SBEEZEKS EEOJANRMNEFEALET, CO7OLAR., EmMotEY ~
TYv7RMBEEET, BEFFEDO AmazonEKS I NOA=L7L—20O7 KRR EIFEEZEZD &
SICERFTENTVWET, FMICOVW T, Amazon EKS 1—H—7H 4 KM Amazon EKS V5 A X —
dhO=IL7L—=—000%5BLTLEEL,

Amazon EKS EE&EO (& OCSFv1.1.0 TO&HR—RENhTWET, Security Lake " EKS EE&
O AR KN% OCSF ICEEHRILTBHFEICOVWTIE, Amazon EKS BEEO VAR KN (v1.1.0) M
GitHub OCSF UZRZ KU DI YEV T T 7PLAERSRL TS EE L,
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https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/CloudTrail
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
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Security Lake ® Route 53 UV JL/N—o T ) OY

Route 53 UV I)L/N—2 )OO &, Amazon Virtual Private Cloud (Amazon VPC) A®D 1) Y —AIC
KOTEFTENEDNS VITUZEBHLET, chllkY), F7UTr—>3a>oaEERZEEL.
EFI1VTILOBRZRKRSZENTEET,

Route 53 UV JL/N—2 TV O % Security Lake DY —AE L TEMT S &, Security Lake (&3 <
2, MIUAEEBLEARYMARNI—LAZBLUT Route 53 ASEEVYVILN—2T VOV ZIRE
LBESHET,

Security Lake (& Route 53 OJ Z2EE L izV), BBFEOVUVIN—IIVAOFXF >V IVRECEEZER
WEdlE@FdUELA, UVIN—OIVOTEZEETSICIE, Route 53 H—ERI V=)L %
FRATIMENHET, FHMICOWTIEE. Amazon Route 53 FAROY/N—HA RO "TU YV )L/)N—
JTVOJRENEE ) Z2Z2RBLTLEEL,

ROV AN, Security Lake #* Route 53 A7/ & OCSF ICEERILT B HFEOIYE TV TT7LY
AAND GitHub YR KD U D RLTVET,

Route 53 A% A ® GitHub OCSF URZ K1

« J—AN—=232 1 (v1.0.0-rc.2)
« V—AN—>3> 2 (v1.1.0)

Security Lake T® Security Hub O &R

Security Hub DR EFZERIE, OEF1VT 1 HHZEMRL AWS, EF1 VT 1 EREEERAL
T5U0TAACBSLTREETFIVITBDICKRILEET, Security Hub &, 2D & DIFEA.
H—RN—FT 1 —HRBOHKE AWS OH—E A, Security Hub I RO—=J)LIZRITBFIY Ui

E, TFETEBRY AN SKRELREIREL £9, Security Hub l&. AWS Security Finding Format
(ASFF) E FEN 2 BEEE A THREBRELELE T,

Security Hub M #E R % Security Lake @Y —A & L TEMT S &, Security Lake &3 <, JHiL
LEBELEARNARM)—ALAZEL T Security Hub " S EERAEHERZNELBOET,
f=. Security LakeldFAEHE R Z ASFF » 5 Security Lake THA/NN—tF 1) T4 AF—NXTL—LA
9 —4 (OCSF) #BI< (OCSF) LT L £,

Security Lake (&Security Hub R Z B L 7zV). Security Hub DREICEEZEA -V L EE
Ao Security Hub DR HFERZEE TSIk, Security Hub H—E RV —JL, APl, £kt &
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
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ERTBAEN SV ET AWS CLI, ZHEIZ DL TIE. AWS Security Hub 1—#— H4 Kd TAWS
Security HUbOFHAERER 1 ZZRL TKEZ LV,

ROV ABNE, Security Lake A Security Hub O1#&Hi#ER%Z OCSF ICERILT D HFEOIYE T
77LYAAD GitHub YRS KU UV I RLTVET,

Security Hub O #&H#ER D GitHub OCSF VAR K1)

« YV—AN—2321(v1.0.0-rc.2)
« Y—AN—232 2(v1.1.0)

Security Lake ® VPC 70O—0O7%

Amazon VPC @ VPC Flow Logs#gElE, REHNDEXY RDT—J AV RX—TIA ALEDETEZEFEE
hdIPRZ74YJICRATREREFYTFYLET,

Security Lake @Y —A & L T VPC Flow LogsZiEBMNd % &, Security Lakeld 9 <'(Z VPC Flow Logs
NDIREZRKRLET,. 7O0—OTJOMILEEBBARNI—LZNL T, Amazon VPC A 5E# VPC
70-0O7%ZEBBLET,

Security Lakeld VPC Flow LogsZ &L /zV), Amazon VPC DREICHEEZEA ) LFEE
Ao Flow LogsZBE TS IZIE, Amazon VPC H—ERAV Y- ZERTHIHENf HVEXT, il
IZ2WTE. Amazon VPC FAROY/N—HA R @ "Flow LogsDEE, Z2ZRL T EE W,

ROV ABNE, Security Lake #* VPC 7O—0O%7 % OCSF ICEERILT B HFEOIYETVT 7L
VAAND GitHub URZ KU U U ZRLTVET,

VPC 7O—0O7 A® GitHub OCSF URT k1)

« JV—AN—=232 1 (v1.0.0-rc.2)
« V—AN—>23> 2 (v1.1.0)

AWS WAF Security Lake @ 0%

Security Lake TAOJY—A AWSWAF &£ LT ZEMT S &, Security Lake I <ICOT DOUNEZ
RIBLET. AWSWAFIF, IV RI—H—HFTFTVTr—3VIEEIRIVITVIIARNEE
ZRUUL, AVTIOYANODT VA ZFHMBIT 2 EOICERATERZ DI T TS V5—23> 774
ToA—=)TY, OV ICEBENLERICE. AWSHAVY—ZAASTITTUIITANE AWS WAF

VPC Flow Logs 51


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
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EFELEEKE., VIOIANMIBEIZFHFABR, SLTVIIAMM —HLEL-LICETZHENSE
FNERT,

Security Lake &, I3 U =EEL = AWSWAF OJ AN —A AWSWAF 25 LT A SEEOY
EFEALET. cOZ7OCAR, EBMOLEY N7y 7TE2RBEHET, BIFD AWS WAF BREICEHE
EEZBVKSICHRFENTVWET, Security Lake OY &, DI 77U EAARO—)L) AR

(VX7 ACL) BRET AWS WAF FFAIE N TV B F— D& ZBEB L E T, Security Lake 7HI > b~
NIIT ACL TT—ZRENEMCHE>TVEIEHEE, EFRENETF—RETI T ACLEREICETY
THREFLERNYZ1ENET, AWSWAF ZBALTT7UT—23 2 VY —-RZREIBFHE
C2WTIEE., "TAWSWAF #AROYN—HA R, O " O AWS WAF H#E k1 ZSRL TS EEL,

/A Important

Amazon CloudFront 4 ARUE1—>23>% OUY—AZAT7ELTHEALTVWREEIE
AWS WAF, KERZ (/N\—> Z71tEB) &iEIR L T Security Lake (c2'O0—/¥)L O ZEW)
ACRENHVY)ET,

AWS WAF O7'[& OCSF v1.1.0 TO &P R—RENRTWVET, Security Lake 2 AWS WAF O A
R KN%Z OCSF ICERILTBFEICDWTIE, GitHub OCSF URZ KU M AWS WAF O DN Y
EOUVT77LANVIA0) ZSRLUTSEZW,

V—AAWS OH—ER &L TO OHIER

TOEABFEZBERL, UTOFIEICH > T, Security Lake YV —A AWS OH—ERX &L TXRA
TATICHR—RENTVWS ZHIBRLET, 1 2REOU—23 00V —REHKBRTEET, V—
AZHIBRT S &, Security Lake IEIEEES NI =23 ETHIVRTEDY—ANST—2 %
IRELBELBY, FAAZERFY AL SHLVWF—RZ2EATERLLBZYET, £LEL, MAZER
Security Lake A HIBRBIICY — AN SNEL 27— 2 Z5| EREMNATEERT. ChSOFIERE.
FATATICHR—RENTVD AWS DY —ER 2V —AELTHIBRTZBEICOXAERATEE
Fo DAZLY—ADHIBRICDOWTIE, Security Lake DA AZLY —ANS5TF—22NET 2 %S
BLTLSEZL,

Console
1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZBI & £ 9,
2. FTET—23URAVTV—AR]|ZERLZET,
3. V—RZERL, [EML] ZBRLET,

V—AAWS OHF—ER &L TO DOHIR 52


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-data-protection-and-logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/
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4. ZOV—ANSOT—RNEZFUELLVMIEZ 1 DRLFEHBEIRL FT, Security Lake
., BRLEV—232OIXTOTHIVRASEDY—ARSOTF—RREZFLLE
ER

API

ZY—AAWS OH—ER £ELT7OYSALATHIBRT S IZIE, Security Lake APl @
DeleteAwsLogSource AR L —>a > ZFEALETI, AWS Command Line Interface ( AWS CLI)
ZEALTVSBEIE, delete-aws-log-source AN RERITLE T, sourceName KT
regions NFX—ZANVETYT, DEICISUT, BHIROEBEZHED accountsETLEHFED
[CHIPR T & FJsourceVersion,

/A Important
AR RTNSA—2&ZIBELBZWEE., Security Lake @ XEL TWB/NTX—2H
Y NG ZZRBLTVBRERBLET, HIREF., NTX—& accounts ZEEL BEWV
BEe., ANV REREBROT AV MOEY hE2FICEHAEOhED,

XD OFITE, BEENLETAHDhE)—=232OY—ARELTVPC 7O0—0O7 ZHIBRL %
ED

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"] "' ,regions="'["us-east-1", "us-east-2"]',6sourceVersion="2.0"

RO OBITE, BEEINETAHAIRNED—=2320OY—AELT Route 53 ZHIBRLE T,

$ aws securitylake delete-aws-log-source \
--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="["us-east-1", "us-
east-2"]"',sourceVersion="2.0"

BHR DO FIE Linux, macOS., £EEE Unix AIC7 A=Y Y REhTHY), AT E@mEEE
BPEHICNYIARAZ Y1 () DITEHEXFEFEALTVET,

V—AAWS OHF—ER &L TO DOHIR 53


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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Security Lake DN AR LY —AN S TF—RZRETS

Amazon Security Lake FH— RN—FT 1 OHAZLY—ANSOTEARNERETER

¥, Security Lake HAZLY—ARk, EF¥F21UFT 107 &4 X2 ~N%& Amazon Security Lake (2315
TR —RN—FTA1—OH—EATY, F—RZEFITDHIC. DARLY—ARATEARY NZ
Open Cybersecurity Schema Framework (OCSF) ICZ#L, N\—F 1> 3_Z> %7, parquet 77 1)L
R, 72T OO AXEL—MNOEHRBZE, Security Lake DY —REBEHZF/ZL TVIMHE
FHVERY,

Security Lake @ NDAZLY —AZEICUTZOELET,

« Amazon S3NT Y ROY—ARIC—FBETL 71V VANFFHshEd,

« ( AWS Identity and Access Management IAM) TO—J)LZEHR L. DAZRLY —ANTF—2L A
DICTF—REEZIACCELZHILET, CcOO-IILOTIVEAFAOERE, £VW5 AWS Y
ZF=U RRVI—IZK 2> TEREENE T AmazonSecuritylakePermissionsBoundarys,

« AWS Lake Formation T—7 L& 4ER L T, Y —AN Security Lake ICEZACF TSIV EE
BLEY,

e Y=AF—BRZN—TFT 423 {tT5-HDAWSGlue VO—FZH/ELET., 7O—F &,
AWS Glue Data Catalog I T—7 I ZAHNLET, £, HILW—AF—2ZBBHNICHKRE
L. AF—NERZHELET,

® Note
FHAOYRNCEBEARS0BOAARLOATY —AZEBMTEET,

Security Lake ICHAR LY —RAZEMTBICE., ROBH#HZRBEIXEN HYVET, ChSOEH
ZwmlEhV\We, NT73—XDACEENRT, JIVBEOTHOI—AT—AICKET DR
FHYNERT,

« REX —NAZLY—AR, V—ALEWHETSNETLTAVYIADOTICSIATZSIVRND
Y N LTF—2 % Security Lake ICEZ AL ENTEDRENHYET, EHOHTIVD
T—REEUCY—ADHE., TNETNEE® Open Cybersecurity Schema Framework (OCSF)
ARNDSAZBRIOY —AELTEBETHIHENH') ET, Security Lake &, DARLY —
AN SINTY NADEEENIEERICETIALIEZFT TS IAMO—I)LZERLET,

« J7HA—IYDN —HARLY—ADSWEENEL S3 AT T MNE, Apache Parquet 77 1)L
ELTT7A—XRYNTBDLENFHYNET,

NAZLY—ANB5DT—2URE 54


https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
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« AF—Y —EBU OCSF AR NI T A% Parquet EXOAT IV MAOEL I—RICERT
DRENHYVET, EF1UTFTAL AU Parquet D/N\—2 3 1x & 2x&BHYR—KLET,
TF—AR=DOH A XIF 1 MB GEEM) ICHETIXEN HYVET, TIIL—T0%14XF 256
MB (E#) AT T FnE Y EH A, Parquet 77 TV NADOEMIC &, zstandard A #ERE
nE9,

N—=FT423=-29 -F72 19 N region, AWS account, eventDay T/N\—7 13>
LTBDBEFBVET, ATSIT VNI OT LTV IRENTIMBENHV) ETsource
location/region=region/accountld=accountID/eventDay=yyyyMMdd/.

TSIV A4 XEL—N —Security Lake ICREEEN2 774, 59Hh5 14X KNE
NDETEDITEEITIXENBYVET, 7714IILOH A XN 256MB 2B XD BE. BEKIE S P
DEBEICT7PAINEEETEERS, ATSITIVNEHAXOEHK, VJIUNTF—IADE
& IZ Security Lake ZHRBEILTDETT, DAZLY—AEHIZHDBEVE, Security Lake D/
TA—XRVAICEETHUEENI HYET,

« V=K K Parquet EXOAT IOV RNATR, F—EZOOVITVIANZEIBTZEHIC, L
Od— REERBIEICEXRZREFHVET,

(® Note

OCSF #ilY —)LZFEAL T, HARLY —AN EERMNFIHBDHPESHZERALE
JOCSF Schemao DAZRLY—AMDFHE, Security Lake l& OCSF /N\—> 3> 1.3 RaieH
/-J{_I\IJ_C\/\ia-o

Security Lake THAZ LY —ARZBWYVIACEODON—T12 3 EH

MENBETF—2RBEITI)ABZICTSICE, Security Lake ICHARALY —RAEEBMTDEE
. N—=F1423=Z>9, #7208, Y4 XICBEIZ2EREZR/EITHVENFHYVET,
N—F1>3>

ATDIORNE, V—ADER., AWS U—>3>, AWST7HIU RBLVCBRTN—T 1

2aATIHENHYET,

e N—F 142 arF—EANAOERE TT,

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

NAZRLY —RAZBY)RACLEHON—T 123 EH
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https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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NTy NBOFlRECY O TIN—T 1232k TJaws-security-data-
lake-us-west-2-lake-uid/ext/custom-source-name/region=us-west-2/
accountId=123456789012/eventDay=20230428/,

RDD)ARNTEE, SSNAN—TFT 123> THEAETNBINTA—RICOVTHALET,
- Security Lake " NAR LY —AT—RZRF TS Amazon S3/NT Y MO EHI,

« source-location—S3NT Y ROHAZLY—ADTL 714 YT A, Security Lake &, 4F
ENDY—ADIRNTD SBATIZIIRNEZOTLT AV IADOTICHRIMLET, TLT1Y
DARBEDY—AICEBEOENDTT,

« region-F—ROFTY7TO—RAWS U—23 > &, HIZIE,. US East (N.
Virginia)Z&fERAL T, KERZ (/N—>ZF4E3B) ') —> 32 O Security Lake /N7 Y NI
TF—RETY7TO—RIIBENHYET,

« accountId-Y—AN—FT142a>HAOLI—RABEETD AWS THI BN ID. OAEBD
THOURNCIBEETSDLI—RIZIE AWS, external® BEDNFH 2 FR TR 258
L EJFexternal_externalAccountIld. CHMBHRANEHFEATZIET, AHTHI>
NIDs D@BEABVEWICBEDZEZMMBL, D ID EEATAILL > THEFEATVLS
AWS PHO N IDs ®AZBTHI N IDSEFEELBEVKRSICTEERT,

- eventDay - LO— RO UTC RA LAARR> T, 8 XFOXFH () EFROKREICERENE
FYYYYMMDDy, LO—=RTCARYRNEALALAZTIZBORA LY =N BEENATWVWDIEES
. CON—FT1423>F—ODRALARTZ UTCIZEBRITEIHEN HVYET,

Security Lake THAZR LY —AZENT S - DEIREZMY

HDAZRLY —A%ZBINT S &, Security Lake (&, YV—ANFT—RXL A IADIEL WVGBFTIC
TF—R2EETIAC L EFTIB IAMO—ILZERLET, O—IILDOBEHIF OFERICH
W&ETF, << TAmazonSecuritylLake-Provider-{name of the custom source}-
{region}. regionEHARLY—AZEMTS AWS U—>3> TT, Security Lake (&,
T—RLAIOANOT UV EAZHTTHIRI—2Z2O—-)IZTREYFLET, DAXI—TXR—
P RAWSKMS £#—TF—XL AV ZBESLL 123/ E. Security Lake I& kms:Decrypt®
KT 7t Akms:GenerateDataKeyFF A ZF DRV —EO—-)LIZTRYFLET,
OO=ILOTVEABFTOEREFE, £VWS AWSTYR—I RRUI—ICK>TREREEINE

F AmazonSecuritylLakePermissionsBoundary.

New o
« PO AHFT D
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« Security Lake ST Y RDBFANDEZRAKT IV ELAZHFATS IAMO—ILZHERKTS (APIH X
O AWS CLIERATY )

T U AFFE O#ERE

NAABLY—AZEBMIBHEIC, ADT I3V ERTIDTIEAHANI B & 2B LTLKE
=L

WERZHERIDIZE, AIMZEALTIAMID KHRfFEhTVS IAM RS —ZRBEL TS EEL,
R, SNSORVD—DFHRE, NARL YV —AZEMTREHICERITEHATILEN HDX
DT7I2>3a2OIVANEEBLET,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

* lakeformation:RegisterResource

« lakeformation:GrantPermissions

* s3:ListBucket

* s3:PutObject

7023 sicky), hAZLY—AALrsO00 AR MEIEL, EL LV AWS Glue ¥—
BR—AET—TIICEEL T, Amazon S3 ICREFTEEXT,

TF—2L A0 —N—RlIOES{IZ AWSKMS ¥—2FEHT35E
l&. kms:CreateGrant, kms:DescribeKey, &Y OTF7 VL AHFATEMSET
9 kms:GenerateDataKey,

/A Important

Security Lake AV —ILZFEALTHARLAY —RAZEMTBHEE. ROATYTEA
FvTULT Ty ICH#EHE T Security Lake TOH AR LY —ADIEN, Security Lake 1>/
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V=) TR, 2EZIXTO IAMO—-)LZERL Y, I—F—ICRKb>TEHRFOO-ILZ
FRALEYTZES LD, FLVHRHDILEHOTOLANEEIELENTVWET,

Security Lake APl £zld ZFERAL THARARXALAY—AAWSCLI ZEMTZEHEEF. XDOA
TV 7K, Security Lake /NT Y NDIFFANODEERAKAT VL AZFATS IAMO—)L
ZHERLET,

Security Lake /N7 Y NDIZFAANDEEIAAT VL AZFATS IAMO—/)LZERT
% (API BT AWS CLIEHAT YY)

Security Lake APl £7-ld 2FA L THARALAY —AAWSCLI ZEBMNT2HEE. <O IAMO-)L
ZEMLT, DARLY—AF—RZ7O0—-)IL, F—2RON—FT 1232 Z#EITS AWS Glue
TORAFTEZRELET, ChsO/N—FT123a>ik, F—X%EEL, Data Catalog DT —

TILZERBLUOCEH TR LEHICHETT,

ZOIAMO—LEERLES, HARLY —ZAZEMT B HICO—)LO Amazon UY — 2R —A
(ARN) A BBV £,

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS BEEBRUS —% T
XY FIRIBENHYVET,

DERTIOEAHFTEZFETSICE, O—NLICROATAVRID—ZERL TEHIAK, AWS
Glue 7OA—Z5— N HAZLY—ADSTF—RT 7 A4 )L ZFHEHEL > T AWS Glue Data Catalog O T —
TILEERIEHFTEDLDICTIHLENHYET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]

]
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}

ROBERVY—ZTRYFAWS THIN LT, ABID ICETVTO-ILZ5EZHFR &N
TED ZFFALEY,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

NDARLY—AZREMTE)—2320SSNTY MAAZI—NZF—I R THES{LEATVS
BAE AWS KMS key, XDORUS—O—)LE KMS F—RUS—ICTFRYFIRBEHNHYE
£

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
},

"Resource": [
"{{ARN of customer managed key}}"
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Security Lake TOHAZ LY —ADIENM

o0

—Z—ZHU0HT IAMAWS Glue O—J)LZER L 5. AT OFIEIZHE > T Security Lake (277

AZLY—A%ZEMLET,

Console

1.
2.

API

Security Lake 127V — )L https://console.aws.amazon.com/securitylake/ ZRE £,

R=DODELERBICHD AWS V=232 ELIX—2FERALT, DARLY—AZERTS
)—2a>zBIRLET,

FTESF =23 RAVT[HARLY—A] ZBRLTHA S, [DARLY—ADERK] Zi&IR
LET,

PHARLY—AOFEM €023, DAZLAY—AOTJO—NILIZ—EDOBEIZAND
LET, RIC, DAZRLY —AN Security Lake ICEET2TF—XDEEZFHE TS OCSF
ARVNISAZBIRLET,

T—BNEEAKRMEREZHFODAWS THIV N DFE. T—RLA2ICOTEARVNEE
ERAECNARL Y —ADAWS THIKNID EAZID ZALDLET,

H—EAT7I7EAOZEE. HILLWH—EXA O-)IZEKL TEAT S A, Security Lake
[ AWS GlueZ O HI T IV L AFAZNETIBRFOY—EAO-)ILZ2EALET,

[Create] (fEFX) ZEIRL £ T,

NARLY—ARZ27OVZLTEMTSICE, X1 UT4LAYAPID
CreateCustomLogSource ARL —2 3> & FRALTLKEEV, DARLY—RAEZEKT S AWS

)—23> TARL—>3 & FEALET, AWS Command Line Interface ( AWS CLI) &M
LTWBBEEIE, create-custom-log-source AN RZETLET,

JOITARTR, YR—PEATVWINFX—RZFEAL THARLY —ADBEREEZIEE
£

« sourceName - V—ADEHZEELET, Bk HH—BETHIXENf HYVET,
- eventClasses — Y —AAN Security Lake [CEETE2T—XDRA 7 %ZERTSH 1 2HULD

OCSF ARV NI ZAEBELE T, Security Lake TY—AELTHR—KRENTWS OCSF
ARNIDZAD) ANIDWVWTIE, "Open Cybersecurity Schema Framework (OCSF), %
SRLTLEEV,
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« sourceVersion-#7>3> T, OVPREEZBREON—23a 2 OHARLY —ATF—ZILH
BRIBEZIEELET,

« crawlerConfiguration- 70— —Z®HO'H T AWS Glue =S IZEK L 2 IAM O—)L
® Amazon )V —AZX—L (ARN) ZEEELET., IAIMO—)ILZERTRFMAEFIEICOWVT
k. "THRAZLY—RAZEMTRLHOORREEH 2SRBLTIEE,

« providerIdentity - V—ANF—ZL A IANOOATEAR NDEEIAKICFERATS AWS
ID £EAEBID ZIEELET,

RO OFITE, DAZRLY —R%Z, EEEShiE)—2a eSO 70N4F =T hH7
vhicOgdyY—RELTEMLET. ZOHlE Linux, macOS., £ Unix AIC7#—X Y ~
TENTEHY), AT ETZEMETHEDILEHICNVYIAT Y1 () DITHREXFEZERALTVE
g,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

THARLY —AT—R%ZEHTS AWS Glue

Security Lake ICHAR ALY —RA&EMT S &, Security Lake AWS Glue I& 7O0—F &ERL ET,
VO—F—R@HAZRLY—AICEHKL, T—XBEEREL., AWSGlue *—2AXOJICT—7
LNZEAALET,

HAZLY —AAF—T EBFORELCRS, Athena PZT OO I T UH—E AN T e % #
BIHEDIC, VO-S—&FHTRTIHEEBBOLET, 1BI2. NAZLY—ADANF—
2ty NCUFOWThAOEEAELLEAR. YO0-S—22FT28BEFrHYET,

« ZOF—REY NI, 1 UEOFLLVB LTINS Y T,

« F—REYNCE, structF—REOFIC 1 DUEOHFLLWT A —ILRABYET,

OO0—2—OERTFEICOVTE. T AWS Glue FROY/N—HA R, ® AWSGlue " 20—5—
NDATT1—)L) #BSBLTLKEEV,
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https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
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Security Lake Tl&k, Z7HI 2V MNAOBREFEO IV O—F—ZHIRELEEHTI L ETEEREA.
AZLY—RAZHIBRL 2858, future BUBBINHARALY —REZERT D FEN HBEHESE. BEE
ITHIOO0-F—ZHIBRTBD_EZ2EHHLET,

BR—RENTVWD OCSF ARV KNIZRA

Open Cybersecurity Schema Framework (OCSF) 1 X2 NI Z Ak, HAZR LY —AN Security
Lake ICIEET B T—ZDORATICODVTHALET, YR—FEATVBRARIKNITZTADU AR
FrXOEHY T,

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
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RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,

USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,
USER_QUERY,
USER_SESSTION_QUERY,

// 1.3 OCSF event classes (Win
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

extension)
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Security Lake ' S D H AR LY —ADHIER

NARLY —AZHIBRL T, Y —AND S Security Lake N\ODF—REEFEEFILELET, V—AZHIEK
95 &, Security Lake RIEEENEV) =23 ETHIRTEOY—ANSTF—RXZREL &L
zY), MABERY AL SHLVWTF—RZEFEATERLSBZYET, L. RAZERG Security Lake
PHIBRAICY —ADSPRELETF—RZ5|EHREFNATEET, ChSOFIER, HAZLY—AD
HIBRICOKERATEE T, KA TATILHR—RENTVS OHIRICOVWTIF AWS O —E R,
M, #88BL T & WSecurity Lake AWS DH—E X TH »5DF—2UNE,

Security Lake THAR LY —AZHIBRT 2FE K. Security Lake AV —IILDOAFICHD &Y —A
ZY—ATEMNITIXLENHYNET, MezBHICLBEVE, V—AHKEEHN Amazon S3 ICOT &
EELRTD UM Y ET,

Console

1. Security Lake 1>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,
2. R=JODELBICHZAWS V=232 2L IR—Z2FEALT, DARLY—R%ZHIKRTS
)—2a2zBRUET,
. FTEHF =232 RA4 2T, [Customsource] (HARALY—R) ZIBIRLET,
4. HIRTD HARLY—RA ZEBRLET,
[(NARLY —ADOEZHER] 2 FBRL., [HIRR] ZBRLTT O3V EBELETD,

API

DAZLY—ARZ27O7FLTHIRTSICE, EF21UT1LATAPID
DeleteCustomLogSource AR L —> 3> ZFEAL T<E&E L, AWS Command Line Interface
(AWS CLI) ZEAL TV FE A&, delete-custom-log-source AN RZRITLET, DAZRA
V—RAZHKBRTB AWS U—2 3> AOBREEZFERALET,

)OO TANTIE, sourceName/N\TX—RZFEAL THIBRT D HARLAY —ADZEZIBEL F
T Tk, DAZLY —ADOBRIZIEEL., sourceVersion/NTX—&2—%&FEHL THIKR®
HHEDAZLY—ADOBEON—>230F—20KMICHIRLET,

XD OPITIE, Security Lake A S HARLOY Y —RAEHIBRLET,

Z OPFlE Linux, macOS., £ Unix AIC 7A=Y Y REhTHY) ., ZhXITEcE@EmLEED
EHIENYIATYDa () DITHEXFZFEALTVET,

$ aws securitylake delete-custom-log-source \
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--source-name EXAMPLE_CUSTOM_SOURCE
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Security Lake TOH T RO SA N—EE

Amazon EX1VFTALAOHTROVZAN—E, 2F1VF1LAOA50OOT AR NEFER
LET, JANZMR, BRDERTIVEADRANT ST 1 RAZIEFIREHIC, YTRAIT4
N—=ICV—AZELLTF—ENOT I7EAZFHFALET, sources DFMICDVWTIE., TSecurity Lake
THYV—AEE , Z2ZZRLTLEEL,

Security Lake l&, 2 BEOH T AIVZAN—%Z2HR—KFLTVET,

- Amazon Security Lake DY —ATF—ZANDTF— R T V2 AEEHE OT—RT VLAY TAU54
N—=ICE, F—=RNSSNTYRNIEZAFEFNDE, V—ADFLVWAT DI VRN BHELE
T F7FILRTRE, YTRITAN—EF, RETB HTTPS IV RRAV R EZBUTHLL AT
DIORNIDOVWTEHEIhET, £/, Amazon Simple Queue Service (Amazon SQS) ¥ 1 —%
R—=D)2TF22ET, YTAIVTFAN—IZHLLAT DI ORNIOVWTEBHNEZITMA CELET
EET,

c DIVTOVEA-VIVFTIOERZEE DY T AU S 14/N—I&. Security Lake N RET B TF—X %
PDIYTEEXET, ChsOYTAUTA4/N—IE. Amazon Athena BEDH—EZAZFEHAL T S3
INTY RA® AWS Lake Formation T—7 )L 2 EEI T L E T,

YTROZAN—, BTRIVSAN—OEREICAWS V=232 BRUE AOY —ATF—ARIC
DETIELATEERT, YT RVFAN—NDNEHD)—23>0OF—RIT I EATEDLSICT

BIC@F. YTRIOZAN—%ERLEYV—23 20207y 7)—23a>ELTEEL, 0 —
DAVILT—RERHLTESSCENTEET, O-IIT7yv7U—=—2a3a eg8m)—2 a2 0FMA
(Z2WTE. Security Lake TOU =32 0EEZSZRLTIEEV,

/A Important

Security Lake A" T AT A N—EICEBMTED Y —ADKRAEIF 10 TF, hiEk,
AWS V—AENABRLY —ADHEAEDETHIEENHYET,

N =R
 Security Lake Y7 RV ZAN—DTF—RT IV ELANER
« Security Lake Y7 ROV ZAN—DQIOIVT OV EANER
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Security Lake Y 7 AV A N—OF—RXT7 O ADEE

Amazon Security Lake DY —AF—ZADTF—R T IV AEZF OHTRAVTAN—IC’E., 7—2&
HFSINTYRNCEZAFEFNDE, V—AOHLWAT DI RNNFBHENET, F74ILKNTE,
BITROZAN—F. BRHITBDHTTIPS IV RRAVRZBLUTHLWAT DT I NIV TEAE
hEJ, £/, Amazon Simple Queue Service (Amazon SQS) ¥ 1 —%R—U>JFB 2T, ¥
TRAIOZGAN=ICHLOVWAT I IORNIODVWTENEZTRBEETEEXT,

F72 T U NN Security Lake F—RL A VICEEIAEND E, YT RAITAN—ICY—ADFL
W Amazon S3 A7 T UV M BHENET, 7RV 54 /N—IF. Amazon Simple Queue Service
(Amazon SQS) ¥ 1 —%&R—J>2>J$BHZET, SSATZIIVNIEET VAL, HLLWAT
SIVNOBHMEZTMACENTEET, COYTRUVT 3> BA471&, CreateSubscriber
APl MaccessTypes NTFX—HR—T S3 &L TRHBIENET,

N

 Security Lake TTF—R TV 2REFOHTRITAN—%ERT B LHOEIEEZML
- Security Lake TTF—R TV RAEERF OV T RAIVZAN—%EHKTS

- Security Lake TOTF—Z YT RITAN—DOFE#H

- Security Lake # 5 DT —X YT AV T4 /N —DHIE

Security Lake TTF—ZXTF IV AZE DV TAIVSAN—%ZERTDEHD
I 3353

Security Lake TT—RICT IV EATEDHTAIVTAN—%2EKTHHIC. ROVBEZHZERBLT
RBENFHVVET,

T VAR A ORERE

HERZETISDICE. IAIMZERALTIAMID R FEATVS IAIM RS —Z#HFEBL TS EEL,
RIZ, TNSORVD—0OFE#RE, T—RLAVIEFHLVWF—INEEATNLEE YT RISA
N—ICBHITIHBENHDRO HER) 70320V ANEHRLET,

LTROT702a3a>0ORTICEHFINI DETT,

« iam:CreateRole

« iam:DeleteRolePolicy
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« iam:GetRole

* iam:PutRolePolicy

* lakeformation:GrantPermissions

« lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
* ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare

LEROVARNCMAT, UTOT V232 2RTIRDHALHLETT,

+ events:CreateApiDestination
* events:CreateConnection

* events:DescribeRule

* events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sqs:DeleteQueue

* sqgs:GetQueueAttributes

* sgs:GetQueuelrl

* sqgs:SetQueueAttributes

HTZA0SAN—OAZID ZEBLET,

HITRAIOSAN—%ERTBICE. YTRISAN—DAWS THIKNID &EEBIC, 4% ID £H
BIDIBENFHYVET, AFHIDE, YTRISAN—NRBEITIEEDREETFTI. Security Lake
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&, ERLEYTAOS4/N—IAM O—JLICAE ID ZEMULET. &8 ID (&, Security Lake 1>/
V—I)L. AP, £ AWSCLIZERLTHY T RIVSANEERTDEEICERALET,

AZIDs "IAMA—H—HA R, O TAWS VDY —ZANDT IV AZE=ZEICNETDLEICHAZID
ZHERAIRDFHE 2SRLTLKEE,

/A Important

Security Lake AV =)L ZEALTHTRAISAN—ZEMTEFEN HDEEEF. XOF
g% AF v 7L T Security Lake TTF—R T VEAEEZF OV TRIVZAN—ZERTS IC
HOENTEEXRT, Security Lake AV =)L Tld, BELHITNXNTO IAM O—)LZEKL

2V, - —CRb>THREFEOO-INZERALEYTED S, FLHEHDIEHOTO1
ANEERILENRTVWETD,

Security Lake APl &izl& ZRALTH T AU 54 /N\—AWS CLI 2 EMT 3HEF. XDA
TV 7IZH A&, EventBridge APl AfEkZ2 U HT IAM O—J)LZERL FT,

EventBridge API #E%XZ MU H T IAM O—I)LZEK TS (APl 8 LUV AWS CLIEH
ATVYVT)

APl £7zl& Z/ L T Security Lake ZFEA L TLWSFEF AWS CLI, AWS Identity and Access
Management (IAM) TO—J)LZ{ER L. API EEXZHVOPELTAT TV MNBHZEL W HTTPS
TV RRAYNIEFETS T U 2AFFAZ Amazon EventBridge ICf5L £ 9,

COIAMO=)LOEBRFETLES, YTRIVSAN—%2ERTBEHICETOO—/LDO Amazon

)Y —AZ—LAL (ARN ) A"REBIZKVES, YT AU F 4 /N—7H Amazon Simple Queue Service
(Amazon SQS) ¥ 1 —AS5F—X%ZR—1U T F3HE. £iI& AWS Lake Formationh* 57— %
EEIITUTRHEE. COIAMO-LRBREHYYERA. COBDTF—RTIEAFE (T IVEAAR
A7) OFMIZOWVWTIE, TSecurity Lake Y7 AV ZAN—DOIVIVTIOLANERE, 25RBL TL
ZEV,

RORIY—Z IAMO—ILICNIZDENTERT,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowInvokeApiDestination",



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"

15
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"

]
}

ROEERI)>—Z IAMO—I)LIZ7RYFL T, EventBridge #'O0— )L Z5|EZ T2 & ZFFAL
£9,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

Security Lake l&. Y7 RIVSAN—HFF—RL AN STF—2EHZHEDEZFATTS IAM
A—-)ILZBEBNICERNLET (T, HEZNDBHSETHNE AmazonSQS F1—H 54
RYRNER=UTTD), cOO-LE, EVWS AWSYR—J RARUD—TREETATVE
F AmazonSecuritylakePermissionsBoundary,

Security Lake TTF—R T VL REERFT O T RAIOSAN—%EKT S

ROVWTNADTIOEAFTEEBIRLT, BED OF—RICTIEATEZYTRISA/N—%4E
BRLUETAWS U—>32,

Console

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,

F—RIITIVEATERY TRV TAN—%ERT S, 70
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2.

10.

R=JDELBICHD AWS V—23> L IR—ZFEALT. YT RITAN—%2HEKT
2)—232%BRLET,

EQOFTES—23VRAVT[HTRIZAN—] 2BRLET,

"HTROSAN—1 R=DT, "BTRIZAN—%ERL 2BRLET,
BTROTAN—OFBICE, YTRIZAN—RBEFT IV THAZADLET,
=232k, BEERENTVS ELTEBASAWS V=232 ch, EETERE
Ao

[BTEARYRNY—=R]| TR, YTRIVZAN—NDERAZHFTEINTVR Y —RAZBRL K
EE

[F—2T7 O tAFE T, S3ZERLTHTRIZAN-—OTF—ET IV ERAERELF
ED

BT RAOTSAN—OBAEBERIZE. YTRITZAN—DOAWS THI KN ID £E4ERID #18
ELET,

(7> 3a>) BHOFMT, Security Lake THT RIS AN—HFAFAT IO NEH%E
R—DU>2TT&EB Amazon SQS F 1 —ZEHE B -VWHBEE., SQSF1—ZERL &

9. Security Lake A" EventBridge T HTTPS T RARA >V NIBHEEETDLSICT
I, TRV T2a>vIVRRA N ZBIRLET,

[(HT7ARAOVT23a>VIV RRAV N EBRUEBER. UTERTLTSEZL,

a. YTROVT2 A IVRRANEADLET, BHBEIY RRA MEXOHIC
(&, http://example.comNHV)ET, A 7> 3> THTTPS F—FK & HTTPS F—
BEEETDEETEERT,

b. H—EAT7VLADOFER. LV IAMO—-LZERTE A, APIEAXEZRTHL TE
PYEIVRRANCATD T NBHNZIEET SR % EventBridge 59 3877
OIAMO—-)ZzEALET,

FLVWIAM O—)LZEXTBHEICDOVWTIE, TEventBridge APl M3k U H T 1
HOIAM O—)LDER) Z2Z2RLTLEEL,

(A723) BTk, YTRISAN—ICEN) Y TR RTES50BETAILET,

BITE. BEDZRATDOAWS VY —AZEEBLTCEIYHTBRENTERIRILTT, &
BT, BDEBRIXF—EATOAVORTETHRETNTVET, ZTE, EXTELS
ETVY—ADOREA., 28, BEICKRIEET, FMICODVWTE., "Security Lake UV —2A

NEITHF 2ZRLUTLSEET W,
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1. [ERK] 2ZBIRLE T,

API

TF—RIZTOEATERDYTAIVZAN—%270O7 5 LTHERTSICIE. Security Lake APl @
CreateSubscriber AR L —> 3> ZFEALEF, AWS Command Line Interface ( AWS CLI) &
FALTWBBAIE, create-subscriber ¥ RZERTLET,

JOTIARTR, ChSONFX—2Z2FERALTHTRITAN—CROBRELZEBELET,

« sources o, YT RAOSAN—ICTIOEAESEEVWY—AZZFThThIEELET,

« |ZlFsubscriberIdentity, Y 7RI SAN—NDNYV—AF—RICTILATDLEHICERAT
AWSTAHIUKNID EABID Z#EEELET,

« |Zl&subscriber-name, Y7 AV S A N—OBRFZEELET,
 accessTypes DIFE, S3 ZHEELET,

Bl 1

RO OBITIE, V—ADEEEIhEYTAI9ZA4/N—IDAWS OBRED AWS V—3 > 0F—
RIZTORATERZDYTRIVSAN—%ERLET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types S3

Bl 2

RO DBITIE, DAZLY—ADEEECKhEYTAI9SAN—IDOBEOAWS V=320
F—RIZTOVEATEDH T AOTAN—&EEKLET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"sourceName": custom-source-name,
"sourceVersion": 2.0}}] \

--subscribex-name subscriber name

--access-types S3

F—RIITIVEATERY TRV TAN—%ERT S, 72
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BORDBIE Linux, macOS, £ Unix AIC7F—XY REINTHY, ZAqPISEOLETE
BEDHICNYVIRTZYZ I () DITHEXFZFEALTVET,

(A72a BT RUVZ4N—%4EKL i=5. CreateSubscriberNotification AL —> 3> %
FALT, YTRAIZAN—ILT VAT ELEVWY—RADT—E LA VICHLLWF—2NEE
RAENEEELCHTRAOZAN—ICBHNTSDHEZEELET. AWS Command Line Interface
(AWS CLI) ZEH L TW31FA ., create-subscriber-notification IY¥ > RZRITLE T,

s FT7FINDBHEE HTTPS T RARAVN) Z2FA—/N—F4 RLT Amazon SQS ¥1—%
ER T B CIE, sqsNotificationConfiguration/N\TX—XDEZEEL T,

« HTTPS I RRA U NC KD BREZFLTDEHEE
l&. httpsNotificationConfiguration/ NS X—ZNDEZEELET,

« targetRoleArn”7 4 —)L RIZI&, EventBridge API EEEEF O HE T LHICERL = IAM
A—JL® ARN ZiEEL &I,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

BT EsubscriberID, Security Lake APl O ListSubscribers AR L —>a> &AL
£9, AWS Command Line Interface ( AWS CLI) ZEAL TW3HE &, list-subscriber 1< >
REETLET,

$ aws securitylake list-subscribers

TOH. YT ATS4/N\—OBEHAE (Amazon SQS ¥ 1 —£ =l HTTPS T REA >V N) &L
E 951k, UpdateSubscriberNotification ZRL—> 3> &2 FERAT2H. ZFEALTVRHEE
update-subscriber-notification 1Y > R AWS CLIZE{TL £ ¥, Security Lake AV —)L&ZEHAL
TBHAFEEEETDCEETEET, (WTRITFAN—IR=DTHTRITAN—%BIRL,
fmE) ZBIRLE T,
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BOTILBEAXY 2—2 O

ROPBIE,. CreateSubscriberNotificationZA~ARL —< 3> JSONBEERDAAXR NEH
ZRLTVWET,

{
"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
I
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
},
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

Security Lake TOTF—R YT RV S A N—DOFEH

HTRAOSAN—BEFITDICE, YTRIZAN—DEETDY—REZEELET, YTRD
SAN—DRTEZB)HTEVRELEY TREETEET, 2T, YT RAIZA4N—%28D
BEDRXATDAWS VDY—REERLTEINE TR ENTESRINRILTYT, FHHICOVWTIE.
MSecurity Lake UV —AD R T H1 22RBLTLEEL,

TOERAFTEOWTNAZBIRL, UTOFIEICH > TEEOTTRAIVTa>oHLWVWY —A%
EHLET,

Console

1. Security Lake 1>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,
2. EQOFES—2asRAVTHTRIZAN—-]EERLET,
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3. HTRITAN—%ZERLZET,
4. [HmEE] ZBIRL, ROVThHLZRITLET,

s WTRIVZAN—DOV—RZ2EFHTAICK. "OTEARVYRNODY—RL £V AVICTH

LWEREZANDLET,
s YTROZAN—CRTZBVETLEYRELEYTRICR,. "827, €923V THE
ICISUTRTZ2EELET,

5, BTLES, &RfF 2BRLFXT,

API

YTRAOZANOT—ETFTIOEAV—RET7ATSLTEH ITSICIE. Security Lake APl @
UpdateSubscriber AR L—> 3> ZFEALET. AWS Command Line Interface ( AWS CLI) %
FRALTWAEEE, update-subscriber AN RZEFTLET, UIITARNTI, sources/NZ
X—REFEALT, YT RIZAN—ICT IV EARETEEVEY —REEELET,

$ aws securitylake update-subscriber --subscriber-id subscriber ID

BEDAWS PHIV N FEEFERBICEESISATVWBRHTRAIZAN—DUAKNIZVT
l&. ListSubscribers AL —> 3> ZFEALET., AWS Command Line Interface ( AWS CLI)
ZEALTVWBESIW, list-subscribers XY REETLET,

$ aws securitylake list-subscribers

BEDYTRAISAN—DOBREDREETIET I2IE. GetSubscriber AL —>3a>#FEAL
F 9, get-subscriber AN REEITLET, TDHR., Security Lake YT ATT A /N—DFH
A, AZID, TOMOEHREIRL FF, AWS Command Line Interface ( AWS CLI) % £
LTWBEBEIE, get-subscriber DX REETLE T,

HTRAVSAN—OBHXY Y REEH T SICIE. UpdateSubscriberNotification AL —3 3
vEFEALET. AWS Command Line Interface ( AWS CLI) Z#EAL TWVW3HEWE. update-
subscriber-notification X > RERITLET, H&xlE, YT RAIVTAN—ICHLWVWHTTPS T
VRRAVNEEELLY, HTTPS T RARA > A S Amazon SQS F1—I(CHIYEZX YT
EFT,
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Security Lake A5 DT —X BT A0 Z 4 /N— D HIBR

Security Lake 5 DF—R &Y TRAIVTAN—ICERAT B E<HEVEERRK, UTOFIEICH>TY
TRAOSAN—%ZHIBRTEET,

Console

1. Security Lake 212V —JL https://console.aws.amazon.com/securitylake/ZB& £ 9,

2. EQOFES—23aURAVT[HTRIZAN—-]ZERLET,

3. HIRTZDHTAUVSAN—%BRLET,

4. [HIRR) ZBRLTT V23 E2BRBLET, ChilkY, BRELBEET D INTOEHE
ENHIBRENET,

API
SFIAFCEITVT, ROVTFhHLEERITLET,

s YTRVSAN—LEBETDIINTODEHREZHIBRT B (1E. Security Lake APl
DeleteSubscriber AR L —> 3> & FEHALF 9T, AWS Command Line Interface ( AWS CLI)
ZHEALTWSEEE, delete-subscriber XY RERITLET,

s YTRVZAN—BREBELEEE, YT RAIVT A4 /N—ADfuture BAIZZLLT S IZ1E. Security
Lake API @ DeleteSubscriberNotification R L —> 3> ZFEAL TKEE L., AWS
Command Line Interface ( AWS CLI) ZER L TW%1F & &, delete-subscriber-notification
N RZ2EFTLET,

Security Lake Y 7 AV A N—O O IV T O ADEE

DIVTOEAERFEOYT A5 4/N—I&, Security Lake NIRETZTF—RX%E VT TEET,
chSOYTRUZ4/N—I&. Amazon Athena ZENH—ERAZFEAL T S3 /AT Y RAD AWS

Lake Formation 7—7 )L &2 BE# VT 1) LEF, Security Lake XA YT T & Athena T

A, AWS Glue Data Catalog& & & 11 7= Amazon Redshift Spectrum X Spark SQL 7% & D b D
H—EAEFERATEET,

BT RAUTA4/N—I&. Amazon Athena REDH—ERAZFEAL T, S3/NTY NAD AWS

Lake Formation 7—7 ) ASY—RF—R&EVIVLET, cOHYTRAOVT>a>y 347
l&. CreateSubscriber APl MaccessTypes /NZ X—5—T LAKEFORMATION & L TEBlE hE
T
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® Note
cntEY>a>TR, Y—RN—TFAOHTRAISAN—ICOTIVT VA EZSFETS
FECODWTHALET, MEOTF—ZLAVIIRULTIIVZRTIBHECODVTRE,
ATV T 4 BEANDTF—RERRLTIIIVTS, 2BBLTEEL,

N =R

 Security Lake TOTIV TV EAEER DY T RIVSAN—ZERTDEHDEIREN
« Security Lake TR OV T VT VL AEEFE DY T RIVFAN—DERK

« Security Lake TOO TV T O AEERZE DY TAVTAN—DimE

Security Lake TV T U T VL RERBTEOHTAISAN—%ERXTD Lo
OEIE-E e

Security Lake TTF—RICT IV EZATEDHTAIVTAN—%2EKTHHIC. ROVEZHZERBLET
RENFHVNET,

OtXFltFTo)EEWL;\

DIVT O EAERER OHTRAVTAN—ERTRHIC. ATOTU23a2VANERTTRIE
RABHDCEZEILTSEZ L,

ERZHEIZICE. IAMZEALTIAMID KRFENTVWS IAMARY S —ZHREL TSV,

DIVFIORADHDZ YT RAIVTANEERT D EDICERTHAFAENBIMENHBDROT V3>
DIVANEERLET,

* glue:PutResourcePolicy

* glue:DeleteResourcePolicy

* iam:CreateRole

« iam:DeleteRolePolicy

* iam:GetRole

* iam:PutRolePolicy

e lakeformation:GrantPermissions
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 lakeformation:ListPermissions

* lakeformation:RegisterResource
 lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
 ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
HERZHEIL 125!

« Security Lake AV =)L &FEALTIOI VT VEREREFE DY T RAIVTAN—%2EMT
BDFENBDEHEEIE. ROATY T %EAF Y 7L Tlake Formation EEEERZ 50
ATL &V, Security Lake S ERZINTO IAMO—IILE2EKXTZDH, 1—F—ICK
boTBFEOO-ILZFEALET,

« Security Lake APl £k CLI ZFEALTOIV T IV REREFE DY T RAIZA/N—%E
MI2FENHDEEE. ROATY TS IC#Edk, Security Lake F—RZIVITVTHLHD
IAM O—JLZERLE T,

Security Lake F—2%Z 2T )32 IAMO—)LZEK TS (API 5LV AWS CLIEAHR
TY7)

Security Lake APl &1zl ZFERALTH T A4 /N\—AWSCLI IO T
TOEAZFHATREER. EVWSBMOO-ILZERTIHEN HV)E

9 AmazonSecuritylLakeMetaStoreManager, Security Lake l&., < ®A—JLZFEHAL TAWS
Glue N—71423a>&&FL, AWSGlue T—7ILEEHLET, "HELIAMO—)LEERT
21 THRICZOO-LZERLTVRIEENHYET,

Lake Formation B &#ERZ 5

F /. Security Lake AV Y —J)LICT IO EALTHTAOSAN—%2EMTHHICERATS IAM
A—)JLIC Lake Formation EXEE#ERZEMT DI HEN HVET,

RDATFYTICH#2T., B2 OO—)LIC Lake Formation EE EERZNS5TEET,

1. Lake Formation 112V —JL (https://console.aws.amazon.com/lakeformation/) ZF&E £,
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2. BEI—Y—-&LTHA212TFD

3. [Lake Formaton NKS ZE] V1V RUNFKRTRENLES, ATY T 1 TERELFBRL L
dA—%—%=ERL., AHRITD]ZEBRLET,

4. [Lake Formaton NKS ZE] T4 RUNKRRENBWVESE. UTOFIEZEITL T Lake
Formation BB EZREL F T,

1. TETF—23a RA2V0 FA T BEO-INERZAV]|ZBRLE T, [F—R2LAIVEERE]
023> T, [EBEEER ZBRLET,
2. T—RLAVEBREOEREAATOTRY VAD IAM 1—H—&0O—)L T, Security Lake T
DV=NICTOEATHEEICERATHIEEEO—ILEZREIRL., [RF ZBRLET,

TF—RLAVEBEDERZEOFMIC OWVWTIE, TAWS Lake Formation RO Y /N—HA K1 D
T—R LA VEBEDIER BSRBLTLSEETL,

IAM O=)LICE, YT RI9SAN—ICT VAR IEERETEZTF—EIR—ARET—TIICRT
BDSELECT #ERHNIMBETT, TOHEICOVWTIE, TAWS Lake Formation FROY /N—HA K, @
FEBIFE )Y —AXY Y RIZ&KSD Data Catalog RN HFE 1 28BL T,

Security Lake TOO TV T V2 AEEZFHE OV TRIOS A N—DERK

FEEOFEEBIRLT, BED TOIVTFT I EAERZE O>HTRAIVSAN—EERLET AWS
)—23ar, Y7 RI9ZA4N—k., AWS U—T 3> ThNERENE ASDAKT—REIIT)T
EFET, YTRIZAN—ZERTBICE. YTRAIZA4/N—0O AWS FHD> N ID £E54EB ID A @
ETT,. AHIDIE, YTRIVSAN—HFREITIEEDEIFTT, AP IDs "IAM T—H—H A
RiDTAWS DY—ANDT IV EAZE=ZBICNNETDEEINBID Z2FEATDHE1 Z25RBL
TLEEL,

(® Note

X1 F 4L A0, Lake Formation DVOAT HI 2 N F—REEN—23 1 z2H
R—KRMULTWVWEH A, Lake Formation DVOATHIO > N F—2HEF2N—->232 2%k
BEN—=232 3ICEHITHIHENHYET, AWS Lake Formation IV — LK fzlE AWS
CLIZERALTYVAAT AV NN—2aVBREZEHIAHFIEICOVTE, " FXROY

N=FAR, O " ILWN=23 0 ZBMCTDICE 2B LTLKEEL, AWS Lake

Formation

DITVT I RAREEEOHTRIZ A N—DER 79


https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps

Amazon Security Lake d1—H¥—HA R

Console

1.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZFH & £,

EXEEBETHAINIHAAVLET,

R=OELEBICLHD AWS -3 vLO9X2—%2EALT, YT RISAN—%ERT
BY—a>EBRLET,

EQOFTES—23VRAVT[HTRIZAN—] 2BRLET,

"HTROSAN—1 R=DT, "HTRIVZAN—%ERL 2BRLET,
BTRIOTAN—OFBICE, YTRIVZAN—RBEFTIVOHBEALLET,
=32k, BEBREATVWS ELTEABASAWS V=232 &h, BETERE
Ao

AT EARYNDY—A] Tk, VIVHERZIRT & ZIC Security Lake ICEH VWY —A%
BRLET,

[F—2T Ot AK%E] Tlk. [Lake Formation] ZiBIRL TH T AISAN—DOOIVT O+
AZERLET,

YT RAIOSAN—OFBABRICE. YTRIZAN—DAWS FHI>KNID XS ID #38
ELEY,

(AT 3[R, YT RISAN—CEYSTHRT % 50 BETANLET,
2T, BEDRATDAWS UY—RAEEEL T LTHoENTEBSRILTE., &

BTG, BEBRIF—EAFTOIAVORTETEREENTVET, XTE&, cFRETFELA
ETUY—ADOHBR., 78, BREICKRISEERT, FMICOVWTE, "Security Lake )Y —2A

DEITHG1 2ZZRLTLSEEW,

10. [#ERK] Z:BIRL £T,

API

DIVTFOEAREOYTROZAN—27OT 5 LTHERTSIZIE. Security Lake API @
CreateSubscriber AR L —>3 > ZFEHALE¥F, AWS Command Line Interface ( AWS CLI) &

FEAL TW3BEIE. create-subscriber X RZEETLET,

JOTIARTR, ChSONFX—2Z2FERALTHTRITAN—CROBREZEELET,

« accessTypes M#H4A . LAKEFORMATION Z38EL £,
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« sourcesTlk, VIVHEREZRTEZEIC Security Lake ICEH VWY —AZETNTIREELE
ED

« |ZlFsubscriberIdentity, Y7 RIS AN—=HNYV—AF—RXO VT VICERATS AWS ID
EATIDZEELET,

RO DBITE., BEENEYTRAI9SAN—IDOREDAWS V=3IV ICO9T VT OEAE

BREOHTRAIVZSAN—%ZERLET, ZOHFE Linux, macOS, &I Unix BIC7 #—< vV

RENTHY, ZAXTEE[MEETEZEHICNYIAS Y1 () OITREXFEFEALTVE
9,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types LAKEFORMATION

DARTAI U RT—TIUREBEECYNTYT (BT RAIOTAN—ATYT)

Security Lake (&, Lake Formation DV OAT7 A NT—7 I EEBZFEALTHT A4 /NN—D
PDIVTOtEA%EHR—NUET, Security Lake IV —JL, APl, £EliE TOIVTIOEAKEE
BOUHTAITA4AN—%4EKTSE AWS CLI, Security Lake I& AWS Resource Access Manager ()
TUY—AHE%ERL T, BEET S Lake Formation T—7ILICBET3EHREH T RAIVT41/N—&
HEL FITAWS RAM,

DIVT O AEREZF ODOHTAITANCEENDEREOREZITD &, Security Lake IEFL W
V—AHEEERLET, FMAICOVWTIE, "Security Lake TOO T T O AERZE DY T AY
FAN—DRE) ESRLTLSEEL,

HTRAIOSAN—&., ROATFTY TIZH#> T Lake Formation T—7 LA STF—E2 ZWMEB TR HEN
HYETS,

1. DY—AHEBEZZTAND — YT RAI9SAN—F. YTRISAN—%ERTEREEL & Z
ICEREND, resourceShareArn&resourceShareNameZ LY —AHRBFEZS (T AND &4
ENHYVET, ROVWThAOT I EAREZZEIRLET,

e AVYV—=IBRVD ICDOVWTIFE AWSCLI, "TA50)Y—AHEDORFOHEE AWS RAM, %
SHBLTLSEETV,
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« APl MF{EIE. GetResourceSharelnvitations APl Z ROV H L &
¥, resourceShareArn&resourceShareNameT 7 A4 )R> LT, ELWDY—AST
TEBDFTLEEV, AcceptResourceSharelnvitation APl ZEA L THEZZTANE T,

)Y —ZAHEOBFE 12 BEETHRYINICAZ S, 12 BEURNICHBEEZRIL TRETIH
ENfGVET. BEOBWHRIYMNTE, 5|E#HE PENDING IRETERRENE TS, BEFZF
FANTEHREVY—RAILT I EATELBLKBYET, 12KEAULEZBL =S5, Lake Formation
HTRAOZSAN—%HIBRL, YT AISAN—Z2BERLTHLLVWIY —AXEF0OBEFREEE
LET,

2. HEF—ZR—=ZANO VY =RV O &ERKTD - BT AUV 5 4/N—I&. HE Lake Formation
F—=BR—=AANND )Y =A% AWS Lake Formation ( AV —ILZFEALTVWREHEE) £k
(& AWS Glue (API/AWS CLI 2R L TW3EE) TERITHDXLENf HVET, cOUY— 7\U >
&, WTRIOSAN—DOFTH IV RNEREF—EIR—AIZRLARNLET, ROVWThHD
DEABFEERBIRLET,

c ADY=LBRTICOVWTRR AWS CLL, " FAROY/N=74 Ry @ "HHE Data Catalog 7*—
BANR—=AND)Y)—=A) 2 ODERK, 2B LUTLEEL, AWS Lake Formation

- FIfA#E K, CreateDatabase APl ZFAL TV Y —AV O F—7 I EZKMTHDHBEOTF—X
R—AEEHTDEZHEOLET,

3. HEF—7I)I &V I TS — Amazon Athena BENDH —ERRT—7 I ZEESRET
&, Security Lake FPRELEFHFLVWF—XZBBNICOTVICERATERRSICBYET, VL
DIEHTRAITSA4N—0O TRITENAWS TAHIUR, JIVICK2>TERELEIDANEIY TR
DFAN—IZERENET, BD D Security Lake THIRDVY —AANDOZRIBWY T O A%E
FETEET,

ODOAT7HID MERDODFEICOVWTEL L. TAWS Lake Formation RO Y /N—HA4 KR, D
MLake Formation TOYVOAT AT hTF—2HE, #5RBLTLSEETL,

Security Lake TOU TV TV AEZHE OV TRAIVSAN—DiRE

Security Lake Tlk, VIV TV AERZZE OV TRAIVTAN—DREN Y R—REhEd, ¥
TAOZAN—0FH, HA, AZID, Z7UNIL(AWS FHIKNID), BLOHYTRAIS4
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Formation
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EREEBETHIORNIHAA4VLET,
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TLEEL,
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Amazon S3 ZA 7H A JIILEERK., F—2ORFHPEICEEL, VIV ZRITTEIRHICE
EL %9, Security Lake TREFFZREZXREL TVWRHEE, VIVICKEAR—ANDT 1)L Z2—
ZEHT. BREY NOBMERA I TWEVWTF—RT7 7ML OHERICRETIHEN HVYE
9, Security Lake D TF—RRIEOFEMICOVWTRK, T, 2SBLTIKECVIATIHAIIILE
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UATotwo2a>o0T )&, CORANTZTIOTAAZRTESHICtine_dt, eventDayX®
BEDEBR—ADTAILEZ—NFEENTVET,
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« AWS V—A/N\—23 2 1 M Security Lake 7 1) (OCSF 1.0.0-rc.2)

« AWS Y—R/Y— 3> 2 (OCSF 1.1.0) ® Security Lake 7 T 1)

AWS YV —A/N—> 3> 1 @ Security Lake 7 ') (OCSF 1.0.0-
rc.2)

XDt o 3> Tk, Security Lake ASOF—XOIVITVICETRHA X AzRRMHEL. AWS

Y—=AN=23 1 OFRATATICHR—RENRTWVWDE AWS Y —AD VT VHEVS DOARLE
T, chsDUIVUEE, BEDO OF— '}'l%HSl TREIICRFEhTVETAWS V=23,
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FJRA25HOLI—RZRFILIMIT 25X —2ZFEALTVERT, CONTAXA—F—FERT
P, WHRICWUTHRAETDEETEERT, TOMOHICDWTIEE. Amazon Security Lake
OCSF Queries GitHub 1 LV R ) ZSBL T EE L\,

ROVITIICEKE, JIVFBREENERERENTHD & Z2HFE T DeventDayodIC ZFEA
THRIRHER—ADTAIINEZ—NFEETNTVET, FMICDOVTIE., "Querying data with retention
settingsy ZZRBL TSIEE L\,

Bz, 60 BULZBLEF— 2 OEMWEA TN TVBEE, YTV CRERBRI NI T—
BETFOEATEBVES CHRMHNEEHSIAEN B ET, 60 BHORBPEICOLTE, ¥
TUCROTEEHET.

WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
AND cast(date_format(current_date, '%Y%m%d') AS varchar)

C DAk, Amazon S3 & Apache Iceberg BN TF— X F - FEOEEZR (TS 1-®IZ 59 B (60 A
TREL) ZFEALET,

OJY—A7—=7)

Security Lake —R%Z VT $B & F, T—RXN1FET S Lake Formation T—7 )L DEF ZE®H
PRENHYNET,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
H') as varchar)
LIMIT 25
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« s3_data_1l 0-S3CloudTrail F—&AX> K

« route53_1_0 - Amazon Route 53 Resolver 7 T O%

« sh_findings_1_0 -#& i AWS Security Hub %%

« vpc_flow_1_0 - Amazon Virtual Private Cloud (Amazon VPC) 7 O—0O%'

fl:us-east-1 U—=3 > OF—7 )Lsh_findings_1_0R M 9 X T M Security Hub &R

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

T—IR—=—A)—=T3>

Security Lake —RZ VIV TR EER., F—ROIVIVROT—EIR—AJ—T3 0 DOFEZE
HBIYUENHV)ET, Security Lake N REFAARELRT—IR—A) =23 202 ARNIDOVT
l&. TAmazon Security Lake T RIRA >~y #SBLTLSEEV,

Bl V—AIP 15D AWS CloudTrail 7OV T1ET 1 Z2—EXRTTS

ROPITIE, us-east-1DB_Region®T—7 ) cloud_trail_mgmt_1_0 2, 20230301 (2023
F£3818)URICEBERENLEY—AIP192.0.2.1 A5NDIFINXTO CloudTrail POVT 1 ET 1 %
JARNULET,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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N—F14> 3> HM

F—REN—TFT4232FBET, EIVTVICK > TARAF Y EhBDTF—X2DEZHIR
TEBDERSICBBEH, NTA—XANELEL, JARNNBIEENET, Security Lake
lFeventDay, region, accountid/N\ZX—2ZBLU T, N\—FT41>3_-_2J%KELET,
eventDay/N\—7 423> TIREYYYYMMDDER ZEAL £9,

ctlkeventDay/N\—T 123 &2E>2OTJDOHITTY,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDay® — XMV EIFXDEY) TI,

BE1FBICRELIZAR B

o\°

> cast(date_format(current_timestamp INTERVAL '1l' year, '%Y%m%d%H') as

varchar)

BE1DLPACRELEARY B

> cast(date_format(current_timestamp INTERVAL '1' month, '%Y%m%d%H')
as varchar)

BE30 BEIERELEAXRD B

> cast(date_format(current_timestamp

INTERVAL '30' day, 'S%Y%m%d%H') as
varchar)

BE12BFEICRELIZAXR B

> cast(date_format(current_timestamp INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

BES TEICRELIEAR B

> cast(date_format(current_timestamp

INTERVAL '5' minute, 'S%Y%m%dS%H')
as varchar)
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7~ 14 BEIICRELIZAXRY B

BETWEEN cast(date_format(current_timestamp - INTERVAL '1l4' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

BEOQDBNURBRICRETDAR N

>= '20230301"'

B51:2023 FE3 A1 BABOY—XAIP192.0.2.1 ’5DOFTXTD CloudTraill 7T AET1D) A
N (%) cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: 7—7) cloud_trail_mgmt_1_0 ADiBX 30 HENDY—AIP192.0.2.1 A5DFNXTD
CloudTrail 7257 1EF14 D) AN

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail 7—2& @ Security Lake 2 ') ® 4l

AWS CloudTrail &, TOI1—Y—T7IOT1ETAE APIOFERAZEHLET AWS O —ER,
T AU Z4/N— & CloudTrail #—RICOVTVZRITLT, ROBEEOEHREZMETEET,
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AWS VY —Z/N—23 > 1 @ CloudTrail *—2 OOV I OHlEXIZRLET,

BET7 HEO AWS O —ERX ICXFT B2 FEZET

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

BE7HEOY—AIP192.0.2.1 5D INT®D CloudTrail 77T 1 EFTADJAB

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '127.0.0.1."'

ORDER BY time desc

LIMIT 25

BE7BEOIXTOIAMTITAETAOUAN

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

B2 7 AIDACKCEVSQ6C2EXAMPLE B B ICERRIEHMAERAE N4 AZ A

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 BEIC KL = CloudTrail LO—RO U A K

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 UV JL/N—2 T ') O ® Security Lake 2 ') M4l

Amazon Route 53 UV I)ILNN—O 2T )OO &, Amazon VPC MDY —AIZ&k 2 TiTHh = DNS
2TV ZBHLET, FIAEIF Route 53 VYV ILN—0OoT VO Z#0T) LT, XOBEOEHZ
R TEEXT,

AWS V—Z/N—232 1 ® Route 53 DY IIN—=2TVOJOIIT)OFIZRIZRLET,

BX7 HE®CloudTrail #5MO DNS VTUDJ AN

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

B% 7 HEICs3.amazonaws.com& — LA DNS VT UMD AR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
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rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BE7 BECHBAESNBEASDEZDNS VITUDJAL

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

BX7 HEIC192.0.2. 1ICERENAZDNS VTUD I A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
CROSS JOIN UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
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LIMIT 25

Security Hub O H#ERICXE T S Security Lake 7 ') O fl

Security Hub l&, OtF1UFREZTENICEEBAWS LU, EF1 VT 1 ERBEEERANT
ZUOTAACBSLTREZTFIVIITDDICHKZILEERT, Security Hub kEF1 VT4 FIVIH
NERZERL, Y—RN—FT 1 OH—EANSHERZZTEY FT,

Security Hub AEHRD I TV OHIFRDESB Y TT,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREFER

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 HENDERIT2RHEER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
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LIMIT 25

BE7 BEOBEREEUADINTORERR

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

)Y —AN Amazon S3NT Y R THBHEENRR (RFEFIREL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A 1 (RFE#IREL) L ELokEER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

— B REES1E & B (CVE)CVE-0000-0000 (-5 2R R (RRESIREZ L)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 AEIZSecurity Hub A" SR ZEF L ERHB O
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SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 BHEOERIIEEFND VY —AZATOH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

"

BE7 HEOKREERL, SBSNERSEE/NY T2

Ui

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 BHECEEE-REER

SELECT
finding.uid,
finding.created_time,
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finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC 7 O—0O% @ Security Lake 2 ') M4l

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADXY ND—DU A 2B —T T4 AEDET
EEEEhDIPRZT74v O ICBIZFHERELET,

AWS V—A/N\—>3> 1M Amazon VPC 7O—OJ 00T OHlZERICRLET,

BE7 AEAORED AWS U—23> ORZ 714970

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOZEETIP192.0.2.1 EIEERR—R220T79F1ET1DJARN,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25
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BE7 BEOM@EBINRESE IP 7 RLADEK

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE7 BEIZ 198.51.100.0/24 A SRHRELIERNTZT71v D

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'.",
2)='51"
LIMIT 25

BE7HEOIXTOHTTPS NZT7 1YY

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25
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BXE7 HEOR—BNL3TETOEZED/NT Y NEUE

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7 HEM®IP192.0.2.1 £ 192.0.2.2 AOIXTOKRTT1v D

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25
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BE7 HEOIXTOANDRRNZ T4V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7BEOIXRTOTINNDVRINZTA4YD

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE7 BECHERENLEIXNTORNZ 71V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWS YV —RA/N—> 32 2 (OCSF 1.1.0) @ Security Lake 2 I

XDt o 3> Tk, Security Lake ASOF—XOIVITVICETRHA X AzRRMHEL. AWS
Y—=AN=232020FATATICHR—RENRTWVWE AWS Y —AD VT VHEVS DOARLE

T, CNSOITVR, BED OTF—FZMEIBLSICHIAETNTVWERTAWS U—T3>, C
nS OPITE us-east-1 CREIRI (N—2ZT74%) ZEALTVET, €8I, Y2 TILIIUT
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FJRA25HOLI—RZRFILIMIT 25X —2ZFEALTVERT, CONTAXA—F—FERT
P, WHRICWUTHRAETDEETEERT, TOMOHICDWTIEE. Amazon Security Lake
OCSF Queries GitHub 1 LV R ) ZSBL T EE L\,

Security Lake A" AWS Lake Formation ¥ —Z2ZR—AET—TIIICRETEZTF—X2EIITITEZE
9, Security Lake IV —JL, APl, £k AWSCLITH—RN—=F 1 OHTRITAN—%ER
FTRDEETEERT, Y—RN—FT1OHTRIZ4N—F, EEL Y —AAH S Lake Formation
TF—REVIT)ITB_EETEERT,

Lake Formation *—ZX L 4 VEBEEEF, F—XZJIT VIS IAMIDIC, BEITEZTF—IR—RAE
T—7 KT BSELECTHERZNFETDHEN HVET, £, F—2E VT T SHIIC Security
Lake ICH T RIOTAN—ZERTRIRUENHYVET, VI TIOEREFE DY T AT A NEER
ITRHEEDOFEMICOVTIE, TSecurity Lake YT RAVZAN—OQOVIIVT IO ANER ) 258U
TLEEL,

ROOVITIICE, VJIVNREENEREREATHD & a2ER T HeventDayeHIC ZFEH
FTRIREAR—ADTAIINEZ—NEEFIATVET, FMICOVTIE, Querying data with retention
settingsy ZZBL T EZE L,

BAE. 60 BULEBL EF— R OEMEEAS P TVBBE, YTV ICRENERY PhiT—
BETFOEATEBVELS CHMHNEEHZXEN B ET, 60 BEORBBAICOLTE, ¥
TUCROAEEHET.

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

C DA, Amazon S3 & Apache Iceberg BN F—XE - FREOEEZE TS /-8IZ59 A (60 A
TREL)ZFEALET,

OJY—A7—=7)

Security Lake —X%Z VT $B & F, TF—RXN1FHET S Lake Formation T—7)LDEH ZE®H
PRENHYNET,

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25
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https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
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OY—AT—7ILO—BHBEICEIDLSBEON HVYET,

« cloud_trail_mgmt_2_0 — AWS CloudTrail EEB A X ~

« lambda_execution_2_0— Lambda CloudTrail *—X A X2 N

« s3_data_2_ 0-S3CloudTrail ¥F—&AX> N

« route53_2_0 - Amazon Route 53 Resolver 7T U047

« sh_findings_2_0 —#& i AWS Security Hub #& 3R

« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) 7 O—0O%'

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) EE& 05

- waf_2_0-AWS WAFv2 O%7

fl:us-east-1 U —=3 > OF—7 )Lsh_findings_2_0R M 3 X T M Security Hub #& R

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢€
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

T—IR=—A)—=r3>

Security Lake —XZ VIV TR EER., F—ROIVITVROT—ER—A)—23a>0R8Z2E
HBIBENH') ET, Security Lake A BEFAARBZE T —EIR—AU =230 VANIOVNT
l&. TAmazon Security Lake T RIRA >~y ZSBLTLKEEV,

fBl: ) — A IP A5 Amazon Virtual Private Cloud 79571 ET 1% —&XRRT

KD OBPITE, us-west-2 ##### vpc_Flow_2_0 ####(2023 # 3 # 1 #) ###H##HA###H
# IP 192.021 285N FTNXTO Amazon VPC PV T 1 ET 1 & —ERRL £ IDB_Region.
20230301

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

F—BAR—A—Tay 105


https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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N—F14> 3> HM

F—REN—TFT4232FBET, FBIVTVILK > TARAF Y EhBDTF—Z2NDEZFHRTESD X
SICBDES, NT7#—IXANFEMEL, JARNFHIBE NhET, Security Lake 2.0 Tlk. Security
Lake 1.0 EN—FT 423 OEBENBETEMSV) ET, Security Lake l&. time_dt, . regionH &
CICEKBDN—TFT123 -2V J%ZRETDEDICBEYEL zaccountide —F . Security Lake 1.0 T
l&. eventDay. . region®& &V accountid NZX—RIZKBDN—FT12a_0J%RELEL
1z

T Utime dt&ETIDE,. SIASHEBNICABRN—F1>a>rFERE n, Athena DEED
BER—ADT7 A —)LREBKICOTI)ARETTEEXT,

Shid. 2023381 BB time_dt N—F 133> 2EALTOYEIIUTHIIY 0P
<7,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt D —MREIBMER>FRDEY T,
BE1FEBICRELIEARY B

WHERE time_dt > CURRENT_TIMESTAMP
BE1DLPACRELIEZARY B

INTERVAL '1' YEAR

WHERE time_dt > CURRENT_TIMESTAMP
BE30 BBEICRELEARY K

INTERVAL '1' MONTH

INTERVAL '30' DAY

WHERE time_dt > CURRENT_TIMESTAMP
BE12EBEICRELLARY B

WHERE time_dt > CURRENT_TIMESTAMP
BES TEICRELLEART M

INTERVAL '12' HOUR

WHERE time_dt > CURRENT_TIMESTAMP INTERVAL '5' MINUTE
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7~ 14 BEIICRELIZAXRY B

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

BEOBMNUBRICRETDARU K

WHERE time_dt >= TIMESTAMP '2023-03-01'

51:2023 F£3 A1 BEABRDY —RA1P192.0.2.1 A5 DO FTXNTD CloudTrail 72774 ET1DUR
N (X) cloud_trail_mgmt_1_0

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

#l: 7—7 )l cloud_trail_mgmt_1_0 FDBX 30 HENDY—AIP192.0.2.1 A5NDIFTXTD
CloudTrail 7771 ET14 D) AN

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake A7 ¥ —NXEUF1 OO T

A7 H—IN7 L&, Security Lake 2.0 THR TR B > LHBETT . AT F—NTLATT TN
B, ARV NOBOBHTRON > LEEBHEECERY NEETY, A7 HF—NEUF 182
IVTBE, I—Y—BF—RtY h2BTHASELRLOEFIUT A/ NERBTES
7

FTH—NTIAOEENEERZITIUITHIET, HEOI—H—%K, YVY—AUIDs, IPs, /\VY
21, FOMDIOC ZATBEBEEDEDICTF—E2LY NE24IRTEET,
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Zhik. observables Ft%|Z&{E AL T VPC Flow & Route53 7— 7 L&k O5 20T )$3 0T
OFIT, IP{E172.01.02.03 Ty FEENTVET,

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip')

SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name

LIMIT 25

CloudTrail — A& @ Security Lake 2 L") 04l

AWS CloudTrail &, TOI1—H%—F7U9F41ET1E APIOFERAZEBHLET AWS DY —E R, 5
TA9Z4N—I& CloudTrail *—ZICOV TV %EEITLT, ROBEEOBEREZMETEET,

AWS VJ—A/N—=232 2 @ CloudTraill F*—ZXICXFB VT OFIZRICRLET,

BET7 HEO AWS O —ERX ICXNTB2FEZHT

SELECT
time_dt,
api.service.name,
api.operation,
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api.response.error,

api.response.message,

api.response.data,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (

'Client.UnauthorizedOperation',

'Client.InvalidPermission.NotFound',

'Client.OperationNotPermitted’,

'AccessDenied')
ORDER BY time desc
LIMIT 25

BE7 HEOY—AIP192.0.2.1 5O FTANTH CloudTrail 7PZF1EF14DJ)AR

SELECT
api.request.uid,
time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."
ORDER BY time desc
LIMIT 25

BE7HEOIXTOIAMTITAETAOUAN

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'
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ORDER BY time desc
LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFREEBHMAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 BHEIIC KL = CloudTrail Ld—RO U A K

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 Resolver 7O Mo T4l

Amazon Route 53 UV I)ILIN\—O 2 T)OJ &, Amazon VPC DY —RICK 2> TITH N/ DNS
IV EBHLET, FAHEE Route 53 UV IILN—0oITUOTZITIIVLT, XOBEEOEHRE
WRTEET,

AWS V—ZA/N—232 2D Route 53 DY IIN—=2TVOJOIIT) OFIZRIZRLET,

BE 7 BE®CloudTrail # 5O DNS JTUDMJ A K

SELECT
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time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BXx 7 BHEICs3.amazonaws.com&E—HLULAEDNS VTUDJ AN

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BET7 BEICERENZEAS2IZDNS JTUDU A

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
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LIMIT 25

BE7 BEIC192.0.2. 1ICRENIZDNS JTUDU A B

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub O H&ERICXEF S Security Lake 7 ') O fl

Security Hub l&, OtEF 21U T REZIFEWICE/EBEAWS L, EF1VT 1 EREEERANT
FSOTAACBSLTREZTFIVITDDICKZIEET, Security Hub EEF1V T4 FIVIH
NREREZERL, Y—RN—FT1OH—EANSHEREZZ TR FT,

AWS YV —2/N—2 3> 2 @ Security Hub DRREFZERICHTE VT OFZRICRLET,

BE 7 BEOMEDIUMERBEN TN LOFHFLLVKREBEFER

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25
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BE7 HEOERISKREHER

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 FEOBREREUAADIXNTORERER

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

)Y —AH Amazon S3NT Y R THBEEDRR (FREHIREL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A" 1 (RRE#IBREL) ML EBER

SELECT
DISTINCT finding_info.uid
time_dt,
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metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

—fixA & e 551 & & i (CVE)CVE-0000-0000 |[“% =9 &R (BFRGIRZL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

iBZ% 7 AMIZSecurity Hub A" SERZXFE L EHRB OB

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 BHEOERIIEEFND VY —AZATOH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
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LIMIT 25

BE7 HEOREERLY SBSNERSEE/NY T2

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 BEICEEENLEHAERR

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC 7 O—0O% @ Security Lake 2 ') M4l

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADXY RD—DU A2 Z—T7 I A AEDET
EEEEhDIPRZT74vOICEIZFHERELET,

AWS V—A/N—>3> 2 ® Amazon VPC 7O—O7J 00T OFlZRICRLET,

BE7 HEORED AWS U—23> ORNZF 74V 70

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 HEORKEETIP192.0.2.1 EEERXAR—R220T709T1ETA1DJARN,

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE7 BEO@EBIDEE IP 7 RLADOEK

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BX7 HEIC 198.51.100.0/24 A SRELIENZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)="'51"

LIMIT 25

BE7 AEBOIXNTOHTTPS NZ 719D

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
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GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip

ORDER BY traffic.packets DESC

LIMIT 25

BXE7 HEOR—BNLITETOEZED/NT Y NEUE

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7HEODIP192.0.2.1 £ 192.0.2.2 AOINTORNT T4V D

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND(
src_endpoint.ip '192.0.2.1"

AND dst_endpoint.ip = '192.0.2.2")

OR (
src_endpoint.ip

'192.0.2.2"
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AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

BE7 BEOIXTOAZNDRNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7BHBEOIXRTOTIRNNDVRINZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Outbound'

LIMIT 25

BE7 BECERESNLEIXNTORNZ 71V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied'

LIMIT 25

Amazon EKS EEZE % ® Security Lake 2 T 1) ® 4l

Amazon EKS O7&, O A=-IL7TL—20OF7 0714 ET 1 ZEBHL, Amazon EKS O ~hO—
ILTL—=H8TFHD> MDD CloudWatch Logs ICEEOJ MOV Z2EEREHELET, Cchsn
OJzZFRT3E. VFAZ—ORBEERTHIBZCBYET, YTAIVFAN—RFEKSOT &Y
TULT, RORATDIEREFETEET,

AWS Y —ZA/N—23> 2 M Amazon EKS EEOJ OO TV OFlZEXICRLUET,

BE7 BHEORED URLANDODUIT AN
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SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"'
LIMIT 25

BE7 BE® 10.0.97.1671 PSSOV I I ANDOER

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

iBx 7 BHE®!') Y —Akube-controller-manager, (CBIETB VI TARNEL AR A

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25
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Q—H—H1 K

v2 %' M Security Lake AWS WAFZ T 1) 0 4l

AWSWAF &, TV RI—Y¥—=HFTF7IV5—>32ICEE
VYADT IO A R4HTBEHIERTED DI T T VSr—>3 277 AT O4—)L

SN, =~

L. dA>7>

7,

TRIVITIIOIANEEZRIVY

AWS YV —AN—=232 2AWSWAFO V2 OOV IT)OHZUTIZRLET,

BE7 AEOREDY—AIPHLSOVITANERTEITS

SELECT
time_dt,
activity_name,
src_endpoint
http_request.
http_request
http_request.
http_request.

FROM

.ip,

url.path,
.url.hostname,
http_method,
http_headers

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '100.123.123.123'

AND activity_name
LIMIT 25

'Post’

."amazon_security_lake_table_us_east_1_waf_2_0"

BE7HBIC77A4T I A4—I)L2 147 MANAGED_RULE_GROUP IZ—%LAEVIIAK

SELECT
time_dt,
activity_name,
src_endpoint.
http_request.
http_request.
http_request.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

"amazon_security_

ip,

url.path,
url.hostname,
http_method,

uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

v2 AWS WAFOJ ® o T 1)
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Q—H—H1 K

AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

BE7BBICT77AT70#F—)LIL—)ITREGEXIC—HLEVIITAN

SELE

FROM
"am

AND
LIMI

B%7 HEIC AWS WAF JL—)LZ M) H—L = AWS

SELE

FROM

CcT

time_dt,

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall_rule.rate_limit

azon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

firewall_rule.condition = 'REGEX'
T 25

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

BHOVIVTIANOEEZEEBLERL L

au
131

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND http_request.url.path = '/.aws/credentials'

AND
LIMI

action = 'Denied'
T 25

v2 AWS

WAFOJ O oI
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BE7AWS BEICEZ LTI —THE N iZABROV IV IANEZREBTS

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security LakeDZ 4 7Y A4 D) B

Security Lake ZHAZNA AL T, FEOHEBAWS V=232 | FED ICTF—RXZRFTER
To FATHAVNERBIE, SERETXREAVTFAT U ABEHANOENRICKRIBEET,

RIGFEE

F—RZ1ARNNEREKRETDIRISICEETSHICIE, Security Lake DT A 7H A VILREZFE
ALTTF—2DREZRETEET.,. ChSORFRERK., FEITS AmazonS3AKL—20F
A&, Amazon S3 AT I VKA BIOARNL =20 ZRAICBITLUTEMARIYINZDEICZNOAS
L—2O0ZABEDHEEZEETADICKRIEET,

/A Warning

Security Lake IV =)L, APl, @ CLI ZFEAL TREFREZEEBTHLZHHOHL
£F9, chilk, AmazonS3 H—E AT AmazonS3 SA 7 H A VI EBEEEELETDH L,
ARTF—E2NHBREN, T—RICLT IV CATELRLBDAREMENI D E-HTT,

Security Lake TORBFHREICEHI D EELEREH

Security Lake TF—XRFEZEEITDLERF. AOERBEHZEFREL TLEEL,

« Security Lake & Amazon S3 A7 TV KOV I HR—KNLTVWEB A, T—RXLAINTY
NAERRE D &, S3Object Lock T 7 # I NTEMIZAZYWET, FT7FILMNORFE—RT
S3AT DI oAV IEBMCTRE, ERILENAEOTTF—ZOT—XL A INOEEN U
ENET,

e F7F)LM®D Amazon S3 ANL —2 U5 Ak S3 Standard T9, REREZRELEVE
4. Security Lake & Amazon S3 54 7H A VIIBRENDT 7 2 NREZFEAL FF, SS3
Standard ANL—2 9 SAZFEAL TF— X2 EBRICRELE T,

 Security Lake Tlk, V=2 3V IARILTREBREZEELE T, LEAE. BEO AOINTO
S3ATDIVRE, F—RLAVICEEIAENE 30 HEIC S3 Standard-IA ANL—2 95 AU
BITTDAWS U—23> KSICRETEEXT,

s REFER SSNTY MIREENTVWBRTF—RIZOKXBAETNETAH, Apache Iceberg X X
T—REREFERI—DSKEAETIhET,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
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Security Lake ZBEMIC T 2B OREREEITVET,

Security Lake ICHAVR—F 12T 3B EEIC, UTOFIREICH>T12ULEOU -2 32 ORER
EZTVWETD,

Console

1. Security Lake 1127V — JLhttps://console.aws.amazon.com/securitylake/ ZB & £ T,

2. "ATVT 2 AVR—F4TD—0OT70—0OHEHEEESZ, ICRELES, TANL—DS
ZADEIR, T TBITEREM BBRULET, RIC. S3ATZ IV MEHITTS Amazon
S3ARNL—COTAZBIRLET, (JARENTVWEBEVTFTIAIILNODANL—2 95 A
S3 StandardT9, )&, TOANL—PO0FRAOREHE (B ZEELE T, ThUR
AT DT ORNEBIOARNL—20FRAICHITT B2, [Add transition] ZIBIRL, XD A
NL—2O0ZAEREHEOREZANLET,

3. S3ATZIVNOBEMHREILET S ICIE. [Add transition] Z3&IRL E£F, R, [AK
L—=20Z ) IC [HRYIN] 2 BRUET, REHBICE. 77210 MEREhTH
5, FENODARNL—29TAZEALT Amazon S ICAT S IO N2 RETHE5TEH%E
AALET, COHBAKRTIDE, A7 TV MNIHRYNICAEY, Amazon S3 EEN S
ZHIBRLE T,

4. BTULES, RN ZERLET,

EE, UIOAR—FT 42T AT Y 7T Security Lake ZEMICLEIXNTO)—T3 I
BRAEZIhETD,

API

Security Lake N AV R—FT 4 VT RICRFREZTOT ZLTRETSICIE. Security Lake
APl @ CreateDatalLakeARL—> 3> &#FHALET, AWSCLIZFERAL TW3SBAIK, create-
data-lake AN RER{TLE T, lifecycleConfiguration NTX—RICMBELZRIGHEE
RDESIZEELETD,

« transitionsiCik, HE®D Amazon S3 ANL—2 U5 A (storageClass ) I S3A7ox
UNZERTFIBEETEHE (days) ZEELET,

- expirationlZld, TSIV RNERENTHAS, FEODARNL—2U9TAEFERALT
Amazon S3 AT IV N ERETIEAMABEEELET.,. COBEAIRKRTIRE, 77
IO NSHERYINIZAY ., Amazon S3 FEFNS ZHIBRLET .
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
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Security Lake l&. configurations# 72 IV KNMregion7 1 —)LRTEELEV—232IC
REZHERALET,

EAE, ROOAN RIE, us-east-11)—>3 2T Security Lake ZBXICLET, <
NU—23a2TR, A7 TV NI 365 BRICHRINICHEY, 72TV MNE 60 BEIC
ONEZONE_IAS3 ARNL—2 0 ZALBITLET, <Ol Linux, macOS., FF Unix AIC
T7A—XYRENTHEY, HARTEZELEEERDLEHICNYIRT YT (\) DITHEXFZFE
ALTWET,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass":"ONEZONE_IA"}1}}1' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

RIFERTE O EH

Security Lake ZBMICL S, LUTOFIREICH>T1 2REQOU -2 3> OREFREZEHL TL
EEV,

Console

1. Security Lake 112V — JLhttps://console.aws.amazon.com/securitylake/ ZBI & £ 9,

2. FTETF—=23RA2T, V=23V 2BRLET,

3. DV—2avaE&BRL, wRE) Z2EBRLET,

4. [ANL=20ZADER| £9>232 T, BELREZAHNLET, ANL=DUFTR
T, S3ATD IV NEEIETDAMazon SSAKNL—209FAZBIRLET, (VARENT

WEWTFT7 AL MDARNL—2 U5 AIF S3 Standard T3, ) RIFHAEICE, TOANL—
DUOZALBMNITDEREANLET, BRORNT IV EBEETERT,

S3ATDITUOREVOHIRTINICTZIAERETDICK. ANL—20F A0 [HIREIN]

ZBRLUET, RIC, REFHBICE, 77T MEREATHLS, FEODARNL—D
SAZMFEALT AMazon S3ICA TP I VN ERETIEFTABEALLET., COHEH
KRTI2E, 77TV NEHRYNICEY, Amazon S3 EZNS ZHIBRLE T,

5, BTLES, RE ZBRLET,
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API

T7OJ S ALATREREEEH T SICIE. Security Lake APl @ UpdateDataLakeARL —> 3> %
FRALET, 2FAHAL TVWSHEE AWS CLI, update-data-lake AN REETLET, VU T
ART, lifecycleConfigurationNZX—ZX&ZFERAL THLVWREZIEELE T,

- BITREEZZEITSICE, transitions/N\TX—XZFEAL T, ¥ED Amazon S3 ANL —
O F A (storageClass ) ICS3 AT IV N ERETZIHLVEHEZ B (days) BT
BELET,

 2UEOREBPEMELTETDICIE, expiration NTAXA—REFEHL T, 720 M ERE
nThs, FEEOANL—2U9TAZFERALTSI AT IV N Z2RETZIEFEREEEEL
F9., CORBFPBENIKRTITRDE, AT T MNIHRTINICAY), Amazon S3 ik Th S & Hl
BRLE T,

Security Lake l&. configurations# 72 IV KRMregion7 1 —)LRTEEL LV =23 I
REZERALET,

Security Lake APl @ UpdateDatalLakeZARL—>3a ik, BEShAEEBEEFEARKL I—RAIE
ELBVBEREEAZRERTTS 'TYTH—hy ARL—23 2L THEEL, BIICFET SIS
BREHEEITLET, Security Lake . AWSKESLYV1—>3a>#FEAL TREFODT—
2EREICRFLET,

REKMS 2EAL TLVAEHRFCHLIZEEFATWA U -3
~encryptionConfiguration® 5 —Z&EMKIDE, TOU—3OKMS F—RBFEDE
FRVETH, F—ZEEITDHE. ALU—230TEF—HUEY hELET,

FExE, XD AWSCLI OX > RiE, us-east-1U—>23a>oF—XOEMEREEE A
NL—BITREEZEFHLET, cOU—23 TR, 729 M 500 BEICHRYINIC
BY, AT ITUNE 30 BEIZ ONEZONE_IAS3 ARL—29FRAICBITLET. 0l
Linux, macOS, £hEE Unix BIC7 #—X Y RENTHY, AP ITEcZ@mMEETEREHIC/NY
DAZY21 () OTHEXFZFEALTVET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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Security Lake TH A /N—tEF 1T 1 AF—X7L—ALA
7—7 (OCSF) ZH<

OCSFE [FfATT A

Open Cybersecurity Schema Framework (OCSF) &, A4 /N—tF 1V T4 ERIZE TS AWS &

RVPFEBN—RNF—CLBPHEAOA -T2V —-AOWMY)EHTT, OCSF iF, —fxWEE=F1l)

TAAR NOBEAF X EZRHL, AF—NOENZRBICTDIN-—DIZJEEEZERL.
tF1VTFTAOJOEREEFAEERNRELI-BESER7OCRAZBEHRIAATVET, OCSF O

NBY—Ad— R GitHub THRAREhTVET,

Security Lake l&. XA T4 7ICHR—FhEhTVWBOJEA R NE OCSF AF—YIZEHBH
(CZH#AWS O —ERA LET, OCSF ICZEH#T B &, Security Lake [&7—X%Z ® Amazon
Simple Storage Service (Amazon S3) /N7 Y M (Z&IC12ONTY N AWS U—2 3 2) ILRTE
LEXEFTAWS 7HIU R HDAZLAY—ADSEFIVFALAVICEEATENZOT ARV B
l&. OCSF AF—Y & Apache Parquet FER ICERL TWBRBENHVET, YT RIS 14/N—,
OJ&EANRNZERRA® Parquet L1—RELTIRS C&E, OCSF AF—NXDARKNITA%E
BALTLO—RIZEENZBHRELYEBICEBIRIZCEETEET,

OCSF /1 XNV T A

FED Security Lake YV —AASOOT EA RV MNE. OCSF TERZBENEHBEDAARNIT AL
—BULET, OCSFOANRKNITZ AL, DNST7OF1ETA4, SSH7POVT1ET 1, REEBE
FHNVET, BEOY—ANEDARINITAE—HTBIHEZBETEEXT,

OCSFY —AM# 5l

OCSF &, EEETEFLBTA—IIRZFALT, BEOOATRARNORERTZRETHOICEKIL
5%7, cns5ld, SecurityLake DY—RELTRATATICHR—KRENATVS AWS OH—E
ADEETA—I)LRDIETT,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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Security Lake & O#HE

Amazon Security Lake &, fid AWS OH—E A XY —RN—F 1 —HREHFEEsh TV
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« AWS MY —E A Security Lake & DS

« Security Lake £ DY — R)N—FT 1 —#E&

AWS O H—E R Security Lake & O#HE

Amazon Security Lake &) EFEEENTVET AWS OHF—E R, H—EAR., V—AKE.
TAOZAN—FE, FLETOABELTEETIHEN HYET,

V—ZARELCRATO7ONT A HFHY)ET,

- Security Lakelc F—X ZEFELE T,
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Amazon Security Lake d1—H¥—HA R

%JLIZ RFAXDF—>3>

Splunk
BEBAT YT RITANN—

Amazon Web Services ®Splunk AWS 7 K72 (AWS) . Security Lake /'S OELV) A& &2 HR—
RLTVET, CG)Z&‘EAL:A‘\U Security Lake /'S5 OCSF AF¥F—X D TF—XZWHITHE T, B
Bowkd, AE, MEERRICTSENTEERT,

HERFIXFTF—23D

Stellar Cyber

%\lbng’r7 'U'77\77’f/\—

Stellar Cyber (& Security Lake A 5AJ ZE&L ., L J— K% Stellar Cyber *—2X L4 ZIZEEML
ij—o 90)3779‘; OCSF X:F VEﬁmbivo

MERFIXFT—> 32

Sumo Logic

uu.:.'Sl/r? 'U'77\77’f/\—

Sumo Logic I& Security Lake 5 D T7F—XZHEL AWS, . FV LA, NATVY RIS
RIRBSMETIREVITREZRMHLUET, SumoLogic &, EF 1T 4 F—LANFITXTOEF2I
TAY—I)EBTFENICTRLL, BEELL., ERZEHRTEDRSICLET,

HERFIXDFT—3

Swimlane — Turbine
RERAT YT AROVSA4)\N—

Swimlane &, OCSF AF—Y M Security Lake ' 5 F—XZH)iAk, O—I—R FLATv oL
T—AEBEBUTTF—REEELT, JYBAERGEEHOBRE, AE. 1 "\/I\}'(‘Uf\’iﬁiﬁbi
£

MERFIXT—232 (Swimlane R—ZLICHA VA LT RFIXI T3 2 HR)

Splunk 156


https://tdm.socprime.com/attack-detective/start-page
https://splunkbase.splunk.com/app/1876
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},

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}
I
{

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

I

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
}
}
}
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/A Warning

H—EAO—IDEREZZET DL, Security Lake ZFEAIT2RICERALOBBENI RETS
AREMEAN ®H V) TF, Security Lake N TDEOHDHAFZ U AERHL TVBIBEICDK, H—
EXO-)ZwmELTLEZL,

Security Lake O —E AU >0/
H—EAV2O0-ILOTFR—K &)

H—ERACD2EnizO0-)LE&E, KUY —EAO-LO—ETT AWS O —EZA,
H—EARK, - —ICRD>2TT7 U232 %#RTIBO-N%ZEEZHRENTEXRT, H—E
AV N0 ERFRENAWS TATU N Y—EBEAL L >THEELET, IAME
BEE, Y—EAVZVO-IIDOFAZRRTEXRIN, METDIELRFRTERE A

Security Lake (&, AWSServiceRoleForAmazonSecuritylLake EWSERID IAM H—ERX U Y
A—)ZERALET, Security Lake DHF—EAD > IO0—-)ILIE, BEICRD>TEF1UT147—
BALAOY—EREZERTIERZERNELET, cOY—ERAU>o20O—)LIk. Security Lake ICE
BUOENTVWS IAMO—ILTY, Zhik Security Lake ICK 2 TEREZRENTHY, AWS D
H#—E R Security Lake A" 1—H— LD >THO Z2HFETEHICHEZINTOT IV EAFTH
EENTVET, Security Lake I&. Security Lake AWS U—= 3> ARIETREZITNTOD T, <D
HT—ERACUVEnO0-ILE2FEALET,

Security Lake Y—E AV VO—=)IOERECFEBEOFMIZOVWTIE, "Security Lake D H—E
Alc)oochizO—)LOER, 22BLTEETL,

Security Lake D7 A F2 T4 T ANR—ADRKRI > —DHl

F7A)IKRTR, I—F—BLTO—JLICIE, Security Lake VY —RAZERE LG EETSHHITIE
HV)EECA, ¥, . AWS Command Line Interface ( AWS CLI ) AWS Management Console, &
2l AWSAPI ZFERAULTRAVZRTIBD LR TEELA, IAMBEEER., VY—ATHRELT
V23V ERTITRLOOEREZI—H—ICNHETBHIAMARI S —ZERTEET, TO®R, BEE
ZFO—JILICIAMARD>—ZEBML, 1—¥—REO-)IZ5| 2 ENTEET,

cnSHUTIDISONRIS—RFIAIXNEFEALT, IMMTAFoTATAR—ADKY
D—ZERTBHELCODVTR., TIAMI—HY—HA R, O "IAMAU > —ZEKTD (DAY —
L)y #BBRLTLEEV,
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ZBVY—RAZA47 O ARN DK% E, Security Lake ICR 2 TEERENLET VI EVY—AEA
TOFEMIIOVTR., "TH—ERRBIVT7 7L A1 ® "Amazon Security Lake D7 o3>, 1)
V—A, BLUEHF—1 Z2SRLUTLEEZ,

N

e RVI—ICBETRIRANTZIVT1A

« Security Lake AV =)L DA

c Bl A—HF—CZNThOT I AERORTEZFATS

- Bl EBEERT AV NCERE N EEBEDEELHIBRZFA

c Pl ZBTICESVWTA—H—HFEFEELE1I—TZ0EHFATITD

RIS —ICBETBIRANTSI9F14 A

IDR—ADRID—F, $BI1—H—HNFTHD2 NAT Security Lake VYV —RAZEK. TIOEA,
FEBHBRTERESHZARELE T, CcNSDTI>IAVERTIDE, AWSTHIUKNCHE
NRETDUEMNI BYVET, PTATUTATAR—ARI—ZERLEVIREL I-V) THKEI(C

. LTFOHA RTAEHREBFICHE > TIESTL:

- AWS EBRUS—DEREZRAL. B/ MHEOT I EAFTICBITISZ - 1—H—&D—o0O—
RICTZOVEAHFTOREEZRBETDICE. Z<O—MROBEI-AT—ACTIVEAHFTERET
ZAWS BEBRUS—ZFEALET, chslE TEATEETAWS TAT UK, I—ART—AIC
EEDOAWS HARXN—BERI—E2EHBLT, TVELAHTE2ESSICRS T L E2HEBOHLE
T, FHAICOVWTIRE, TAMI—Y—HA R, O TAWS YZF—IJ RARDD—, Eheld T3/
BEDAWS YZ—I RARUST— ZBSBLTLEE,

- ZRPMHEZERATZ -IAMARUS —THAZRETDHERR. FRATVORTICVERHATDOHE
RFELET. ChzefT5l, BENRHETTRENVY ALK L TRITTEDTIIVEE
BLET, chld, FMHET IV EAFATLEEHEATVET, IAMZFEALTHAZERTS
FEOFHFBCOWTE, "IAMI—Y—HA R, O "IAMTORIS—ET I AFHA, 28R
LTLEEL,

c IAMARVS—TRBEFERALTT IV ERZESICHIRTSD - RUD—IC&MHGZEMLT, 7V 3
IRVI=ANDT I EAEHBRTERT, fIAE, RU—FZRHFZ2ZRL T, IXTOUIT
ARZ SSLZFEALTERIDLIICHEETEET, FHZEAL T, Y—EAT7IZ 3N B
EORBEND ZBUTHEATNBIHEICAWS O —ER, ¥—ERT I3 AOT I A%
A¥3&EHTEEXRT AWS CloudFormation, FMICDOW TR, TIAM I—%—7 4 R, @ TIAM
JSON R —ER:Hf) 2ZRLTKEE L,
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1AM Access Analyzer ZEA L TIAM AR 2 —ZHRFIL . B2 THEENBIERZERTS - IAM
Access Analyzer l&, FIRERVBEFORID—ZRIEL T, RUSZ—H IAMR) > —SFE
(JSON) B LT IAM DR R TS IF 1 AICEMTHESICLET, IAMFTIERTFSA ¥ —i
100 ZBAB RV —FIVOELEANBHRERZRMEL. KL THRENBRYS —OEREY
R—KNLET, F#FMAICOVTR., TIAMI—H¥—% 4 K1 ® TIAM Access Analyzer TR 2 —%
BiAfT D1 ZZRLUTLEZV,

- ZEZRFE (MFA) ZEXRTZ -TIAM A—H¥—FLERILI-—NI—H-—Z2XEETEIZFIUFND
2HBEFRAWS TAIUN, EF1UTAZ2BLTHEHICMFAZEMICLET., API ARL —
SAVHIHTHEND EEIC MFA ZRXBICTRICE, RUD—IC MFAZHZEBML 9, i
C2V\WTR, TIAMI—HY—HA R, ® "MFAZFERLEZEBAPI 7OtV A, Z25RBLTLKE
=L,

IAM TORARNT ST 1A ADQFRBIZOVWTR, IAMIA—F—HA RO IAM TOEFIUT 1 ONX
ARNTZ0T1AZSRBLTLSEEL,

Security Lake IV —JLOEA

Amazon Security Lake AV —=)ILICT 7R T B3I, FATORDPEDEY RFBETT, chs

DT 7 AFFAICKY), WO Security Lake VY —ADFHZ —BERTELVPKRTTCEXRT AWS 7
oYk RDRUBEBHFAR)EHRAIBLVWT A TFUoTATAR—AORI D —ZEHT D E.
ZTORDY—FEODIVTAT4 (A—Y—FLEO-))ICHLTOVY—IFERLEESYIC

HeELEH A

AWS CLI £7zl& AWS APl DA 2RO HTI—Y—(CE@F. SFPROIAY—-ILT IO AFAZHE
TRIBEFHERBA, KDYIZ, RITLLSELTVD APIARL -3V IC-H%TBTI> 3
YORNDT I EANFAENET,

Jd—H%—&0O—)LASecurity Lake AV —ILEFERATEDLSICTBICEK, ThslICOVVY—=ILT
DEAZRREHRHITDIAMARU —ZERLET, FHICOVTR., IAWMI—Y—HA RO TIAM 7 A
FOTATA 1 BSRBLTLSEEL,

I—%—FEAO—)LIC Security Lake AV —I)LOFERZFATRIRIS—ZERTRHEERE. T
NDI1—H—FLFEAO-NIUAFIVYV—ILTTIEATEIHEOHD )Y —AICRITIEYNET I3
BRIV —ICHTEDET, TS5LEVE, OVVY-ILTERASOVY—AICBEBLLY, DY—RA
DFHHZRTLUEYN TR ENTELLLBYET,

eaE, AVV-MLZFERALTHRARLY —ARZEMTRICE., I—Y—ICUTOT7o23a>0R
TEHUTRILBENBYET,
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glue:CreateCrawler

glue:CreateDatabase

glue:CreateTable

glue:StartCrawlerSchedule

iam:GetRole

iam:PutRolePolicy

iam:DeleteRolePolicy

iam:PassRole

lakeformation:RegisterResource

lakeformation:GrantPermissions

s3:ListBucket
s3:PutObject

Bl: I—F—CZFNThOT IV EAEROKRTEFATS

BT, A—Y—TATFoTATALCTEYFENLAVTAVERONR—I RRUZ—DF
REIAM A—H—CHFAITRIR)S—OERGEERLET, ORI —CF, I2Y—-IT,
T AWSCLI £2lF AWSAPI ZEALT7TOJZATIOT VAV EETTRT IV EAHA
FEENATVET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

Pl BBEETHIONCEEET N -EBEEDORELHIBRZFA

DI Tk, AWS Organizations EEBT7 AU NOI1—H—FEBOFEE 1 iz Security Lake BE
EZEELTHIRTIACEZFHTTARI —Z2ERTBDHEERLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}

Bl: BT ICE WA A BHEEZLE1I—-TH0DEHAITS

IDR—ADRI—Tlk, ZHEZFEALT, XTICET VT Security Lake VY —AANDT I A
ZHETEERT, COBITIE. Security Lake IV — )L FE 1zlF Security Lake APl ZEAL T, 1—
=AY TRITAN—%RBITDEEHFATIRIS—2ERTDHEERLET, EEL. 7
DLEAFARF, YTRAIZ4/1N0 Owner T OEN 1—H—0O1—H—BTHIBEICOHKfIEE
h&EY,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

COFITIE, 1—%—=F richard-roe 2 21— —NEZOBEZEOFAZRELLS>ETS
&, B5EICIE Owner=richard-roe £ (& owner=richard-roe X I N F TS5 N3 HEH
HYET. ThEADOHE, 1—F—RBT7 IR EEETEINET, KEF—BTRANFENIXFE
FXBlENBEWES, £HEXTF— Owner I Owner & owner IZ—HULUFET, REF—0FFMAIC
2UWTE., TIAM I—H%—HA Ry ® "IAMJSON 7R —MEZE: Condition, ZSBL T EE
W, Security Lake VY —ADO R JFFOFEMIZ DOV TIE, Security Lake )V —AND RIS B#SHR
LTLEEL,

AWS Security Lake ® Yx—2 RRJ T —

AWS BEERD)I —F, ICE > TERBLUOVEEBENDZAZRF7ORIST—TF AWS, AWS
BER)S—F., ZL<O—BUBEI—AT—AICT 9 EAFTEFETHELSICHFchTWVWS 1=
., I—%—, =7, O=NICT I EAHFAOE ) U TERBKTEEXT,

AWS Y Z—T RARUZ — 184


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Security Lake d1—H¥—HA R

AWS EERU S —F, INTOAWS BERIEATED LS, BEDI—AT—ALCHL THD
BEOT VAT AZNAELBVEEN HHEICEBELTKEZY, I—AT—ARICEEOHAZ
—EEBRI—ZERLT, PI/EAHFAZRVACZEZHBHOLET,

AWS BEARUS —TEBTNTVAT VL ARAREETE XA, # AWS BERUS —TES
ENETURAHAAWS EEHTHE, RUS—ATRY FERTWBTRTOT UL /NLID

(A—%—. Fh—7, O—)L) CHEBLET. AWS . HL L AWS OH—ER FEBEhizk

&, FLEBEOY—ERTHLWAPI ARL—2 IV ARIATRICE S LEE (. AWS BEAY
Y REHT WM BEE<AUET,

FHECOVTE NAM A=Y —HA R, O TAWS XZR—J RRD I —, ZZRLTSEZ W,

AWS Y &x—2 R7R1J < —: AmazonSecurityLakeMetastoreManager

Amazon Security Lake [&. AWS Lambda BB ZFERAL TTF—ZFL A1 VRO AXARTF—RZ2EEL &
T, CcOBEKEFEHTS & T, Security Lake [, F—RETF—RT 7 4 )L%ZEL Amazon Simple
Storage Service (Amazon S3) /N\—F 4 < 3 > % AWS Glue Data Catalog 7—7)LIZA >V FY U A
tTEET, COEERUZ—(ZIF, Lambda BEA S3/N—FT 123 eF—2T774)L% AWS
Glue T—7IWICA VTV IRTBDEHDDIXNTOT IV EAFANEENTVET,

T U AT A O
CORID—IZE, ATOT I EARFANEEATVET,

« logs - 7" )VILA" Lambda Ba%® i 51%Z Amazon CloudWatch Logs ICAJRE®RTED LS
ICLET,

e glue-7"U>Z/N)LH AWS Glue Data Catalog T—7ILICKH L THENDEZ ATV ava=x
ITEDESICLET, chlZkVY, AWSGlue 7O0—F—W(TF—2AON—FT 123> =E5
ITBHEETEET,

« sqs-7 U2 NILA Amazon SQS F1—ICH U THEDHZHAEY) B RVEZAKT VI %E
EIL, TSI IO TF—ELAJICBMELREHFENLEE AR NBEANERXETED &
SICLET,

« S3I-TUVININTF—R%ZET Amazon S3/NT Y MCH U THENHEAEY) BLRVEZAKT
923V ERTTEDELDICLET,

{
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",
"Effect": "Allow",
"Action": [
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sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"”
1,
"Resource": [
"arn:aws:sqs:*:*:AmazonSecuritylake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

.json"
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}
}
]
}

AWS Y Zx—2 R7R 1) 2 —: AmazonSecurityLakePermissionsBoundary

Amazon Security Lake l&. —RN—FT 1 ODHARLY —ANTF—RLAVICTF—R2EEIAT

EHOEDE, Y—RN—F A DHARAZRLYTRIVSAN—NDNTF—RLAINST—2%EHET

60 IAMO—ILZERL. TOBRICCORIS —ZFAL THEROERZERZELET, <D
RV —ZFERATREHIC. BEENRTIBMBEN D ToavddbEREA, T—ZLAD
FHAZRI—YFZ—Y R AWS KMS F—TEES{LENhTVBIHFSE, kms:DecryptB LT 7ot
Akms:GenerateDataKeyFFAIABME NET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowActionsForSecuritylLake",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sqgs:ListQueues"

1,
"Resource": "*"
1,
{
"Sid": "DenyActionsForSecuritylake",

"Effect": "Deny",
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"NotAc
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:
"kms:
"sqgs:
sqgs:

Ilsqs

]I

"Resou

"Sid": "DenyActionsNotOnSecuritylLakeBucket",

"Effec
"Actio
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

15
"NotRe

"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylLakeSQS",

"Effec
"Actio

sgs

"sqgs:
sgs:
"sqgs:

sgs:
"sqgs:
sgs:
"sqgs:

sgs:
"sqgs:

tion": [

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation",
Decrypt",
GenerateDataKey",
ReceiveMessage",

:DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"

Icell: nmen

tll: IIDenyll’
n": [
GetObject",

GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation"

source": [

tll: IlDenyll’
n": [

ReceiveMessage",

:DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",

ChangeMessageVisibility",

ChangeMessageVisibility",
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"sgs:ListQueues"

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylLakeKMSForS3",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"

}
1,
{
"Sid": "DenyActionsNotOnSecuritylakeKMSForS3sSQs",
"Effect": "Deny",
"Action": [
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"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"

1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

AWS Y &x— R7R1J < —: AmazonSecurityLakeAdministrator

7 717> T Amazon Security Lake ZBMIC T3 HIIC, U NILIC
AmazonSecuritylLakeAdministrator RV —&F XY FTEET, ORI —IZKY, T
> INILA Security Lake DIXTDT I AVICEEILT I RATDENFAEhD, BEEEF
ANREEhET, TOE, 77U /VLIE Security Lake [CA > R—F 14> L., Security Lake T
V—REYTRAIVZAN—%EBRETEET,

DR —IZI&, Security Lake B E A" Security Lake Z@LU T O AWS H—E AICX L TEIT
TEBTUVAVHFEENTVET,

Z MAmazonSecuritylLakeAdministrator’R) > —I&, Amazon S3 VOR)—3a> L7
T—=2a NERB, TOHLLWF—IN—FT1423a>0&F AWS Glue, hAZRALAY—AIZEBMNE
NETF—RICHTS Glue VO—FNDRIT, FEREFLVWF—ZOHTTPS I RRA NG TRD
FAN—ANOBHEZITS = Security Lake FRBEFTBDI1—FT 1 UT1O—-ILDEREYR—K
LTVWEHA., ChsOO—)Lik, "Amazon Security Lake DB#EHE 1 THEENTLVWD LS
EHIICERTEET,

AmazonSecuritylLakeAdministrator BE/R S —ICHX T, Security Lake IZ& 7>
R—F AT EREBEND =D lakeformation:PutDatalakeSettings #ERABET
9, PutDatalLakeSettings ik, 7AT NADIXTDO—>3 2 D Lake Formation ')
V—ADBEBEELTIAM T U IO N ZRETEERT, cOO—J)LICEF iam:CreateRole
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permission & AmazonSecuritylakeAdministrator @R U —HFRAEhTVWBIHENH )
£7,

Lake Formation B¥# (& Lake Formation AV —IADT7IINT IV AEEZHFS, T — X%

T O AERZHETE ET, Security Lake &, Security Lake ZBRIICTB TV NI)LE
AmazonSecuritylLakeMetaStoreManager O—J)L (F1zRFkZDMHOIEEE h/=O—)L) Z Lake
Formation BEBEE L TEVWETET, chicky), BEERFT—TLOER. T—7TILAF—TOD
FH., FILWAN—FT1230FF, 7—7IILICHTREBORERTS CENTEET, Security
Lake BB EI—H—FLREO—-IILORIS—ICK, ROT IV EAHFTEEDIHBENHYET,

(® Note

Lake Formation R—ANHY T AIZAN—F VL AEZFATEOIC+DET IV EAFAEE
9 2HIZ, Security Lake TIEIXRDTF Ut Aglue:PutResourcePolicyFF Al ZE T
BlabBMHLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}

"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

1,

"Condition": {
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"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

T U AT DA

CORIVD—IZE, ATOT I EAFANEENTVET,

« securitylake - X T D Security Lake 7 V> A VADREBT I AZT )2 NLIZFEFAL
F9,

« organizations - 7' </ /V)LA" AWS Organizations 2 S#EBAD T HO U NIET21EH%E
MBTEDRSICLET, PTHIORNFEBICELTVSIBE, ChSOFFAIE. Security Lake
OAVV=IUNTHIVRNBETHI N ESERTIBDEEZFTFALET,

« iam-7"U> 2 /NILH Security Lake, . AWS Lake Formation®H—ERXICU > o&EnizO0—)%
Amazon EventBridge, chS DY —EREZBMICT I EDICKERRATYTELTERTESD X
SICLET, T, YTRITZAN—O-LEARZLY—AO-LDORI S —ZERS L TIRE
TEFET, chsOO—)LD#EPRIE. AmazonSecuritylLakePermissionsBoundary 7R < —
THHAENTVREDICREENET,

« ram-7"U 2 NILH Security Lake Y —AANDY T AU T 4 /)N—IZ & % Lake FormationX— A D
DIVTFIOEAZBRETEDLSICLET,

« s3— U2 )N)LH Security Lake NT Y NZERBLVEEL, ThSsONTY NORBZETH:
D _EZFATLET,

e lambda -7V NI, AWS YV—RBELIOAR)—a> LU r—2a>g&lls—7)
IN—FT 423> %ZEH TS Lambda AWS Glue = ICEAE TS ZBEEBTESDLSICLET,

« glue — 7' > /N)LA" Security Lake D TF—ZR—RAET—T I EERBLRVBERTED&LSIC
LET,

« lakeformation- 7"'J > < /N)LA" Security Lake T—7 JL® Lake Formation 7 7 £ A 0] = &1
TEADLSICLET,

- events — 7' /N)LA Security Lake YV —ARDOFHLVWF—REHTAIOSAN—ICBHTS
EODOIIN—IEEBTEDLSICLET,
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« sqs— U2 /NLH Security Lake YV —ADFH L WF—REH T RIS/ N—ICBRTD DI
AT Amazon SQS F 1 —ZHERB LVEBRTEDLSICLET,

e kms — 7'V NI Security Lake ItEEREEEFXF—2FAL TF—22EZEATEHOTIEA
EENETEBDLSICLET,

- secretsmanager — U /NILA HTTPS I RARA > NEH T, Security Lake ¥ — AR D
FLOWF—2Z2HTRIOSAN—ICBHATHLEHICERAENZS—ILY NE2BETEDLSICL
E S

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",

"Effect": "Allow",

"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
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"kms:DescribeKey"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowManagingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",
"Effect": "Allow",
"Action": [

"lambda:CreateFunction"

]I

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",

"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]I

"Condition": {

AWS Y Z—T RARUZ —

195



Amazon Security Lake d1—H¥—HA R

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

}
}I

{
"Sid": "AllowLambdaAddPermission",

"Effect": "Allow",

"Action": [
"lambda:AddPermission"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"

"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"
1,
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

}
iy
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{

"Sid": "AllowEventBridgeActions",
"Effect":
"Action":

"events

"events:
"events:
"events:
"events:
"events:

"events

"events:
"events:
"events:
"events:
"events:

]I

"Allow",
[

:PutTargets",

PutRule",

DescribeRule",
CreateApiDestination",
CreateConnection",
UpdateConnection",

:UpdateApiDestination",

DeleteConnection",
DeleteApiDestination",
ListTargetsByRule",
RemoveTargets",

DeleteRule"

"Resource": [

"arn:

"arn:

]I

arn:

arn:

aws
aws @

aws

aws @

events:*:*:
events:*:*:
revents:*:*:
events:*:*:

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid":

"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:
sgs:

1,

"Resource":
"arn:
"arn:

1,

rule/AmazonSecuritylLake*",
rule/SecuritylLake*",
api-destination/AmazonSecuritylake*",
connection/AmazonSecuritylLake*"

"AllowSQSActions",
"Effect":
"Action":

Cre

"Allow",
L

ateQueue",

SetQueueAttributes",

Get
Add

QueueURL",
Permission",

GetQueueAttributes",

Del

aws
aws

eteQueue"

L

:sqgs:*:*:SecuritylLake*",
:sqgs:*:*:AmazonSecuritylLake*"
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"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowKmsCmkGrantForSecuritylLake",

"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
3,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
},

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
},
"ForAnyValue:StringEquals": {
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"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
ram:DeleteResourceShare"

iF

"Resource": "*",

"Condition": {
"StringlLike": {

"ram:ResourceShareName": "LakeFormation*"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:events!connection/
AmazonSecuritylake-*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",
"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
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"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"
1,
"Condition": {
"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringlLike": {

"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaAzrn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
I
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

},
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",

"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"

iy
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"StringlLike": {

"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
},
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
.
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeCustomDataGlueCrawler*",

"Condition": {
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"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
I
{
"Sid": "AllowPassRoleForSubscriberNotificationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"
}
}
},
{
"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringlLike": {
"jam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowOnboardingToSecuritylakeDependencies",

"Effect": "Allow",
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"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AWSServiceRoleForSecuritylLake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [

"iam:PutRolePolicy",
"iam:GetRolePolicy"
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]I

"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,

"Resource": "arn:aws:s3:::aws-security-data-lake-*"

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion"

]I

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",
"Effect": "Allow",
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"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"
}
]
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DY—ZAANDERULBEVT IV AICKBDIEROHIBRAPILEEN, VY—ARREBENET,

B—ERALCUD7ENO-LEZYR—NTRHOT—EADFMBIC OV TIF., AWS TIAM &EHE
923 —EA) 2ZEL., "H—ERALCVYIZnzO0-)L1 5T "EV) FH2H—ERXZRLZF
T, Y—EAVZV7O0—-LICEITZ RFIX AN ZY—EATRRTDICE, [Yes](BW) UV U %
BIRLUET,

NeEY D
« Security Lake DY —E AICU V& n/=0—)L (SLR) 7Vt AT
c DY—ABEBDLEHOG—EA)oO—)L (SLR) PO EAFHT

Security Lake O —ERAICU > V& n/=0O—)L (SLR) 7 7 AT

Security Lake Tl&, AWSServiceRoleForSecuritylake E VWS HZFOH—E A
D>oO0-)laEALET., COY—ERAV>70-)ILE, O—I)L%Z5EZF3 LT
securitylake.amazonaws.com ¥ —EAZ{ERL £ . Amazon Security Lake AWS DEER
S —OFMICOWVWTIE, AWS "Amazon Security Lake BRI — ) Z2SBL TS EE L,
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EVWSERIO AWS NER—TI RRUS—THBO0-ILOT I AFFARY

2 —SecuritylakeServicelLinkedRolelZ &kV), Security Lake ktF1UT1F—XL AV Z4E
MUTERATEET, £, Security Lake FIEEET NIV Y —AICHUL TROKLSIBRAY ZET
TEDERSICBYET,

« AWS Organizations 77> 3> AL T, BERGFSNET AV NIBEITIHERENBETS

Amazon Elastic Compute Cloud (Amazon EC2) Zf£A L T, Amazon VPC 7O—0O7(CBET %16
HEZRMBLET

AWS CloudTrail 7 22 a>Z AL T, Y —ERICV9EhO—-I)ICETZIEREZRETS
Security Lake T AWS WAF OJ YV —RAELTEMIIBE D TVWRIHFE, AWSWAF 7O 3> &fE
ALTOJz&ETS

« LogDelivery 72> a>&FERAL T, AWSWAF OJBEY 7 ATV TS a > w#ERELEHE
BRLE T,

TOO-NE, ROTIVEAFARIS —TRETDILENHY KT,

"Version": "2012-10-17",
"Statement": [{
"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",

"organizations:DescribeOrganization

1,
"Resource": [
nakn
]
1,
{
"Sid": "DescribeOrgAccounts",
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount"
1,
"Resource": [
"arn:aws:organizations::*:account/o-*/*"
]
1,
{
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lake/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

1,

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowlListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

]I

"Resource": "*"

"Sid": "ListDelegatedAdmins",
"Effect": "Allow",
"Action": [

"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"organizations:ServicePrincipal": "securitylake

"Sid": "AllowWaflLoggingConfiguration",
"Effect": "Allow",
"Action": [

.amazonaws.com"

H—ERCUZIENO0-ILOER

210



Amazon Security Lake

d—H—H1 K

security-lak

"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"wafv2:LogDestinationResource": "arn:aws:s3:::aws-waf-logs-

e-*"

}

"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [

"wafv2:ListWebACLs"
1,

"Resource": "*"

"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
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"aws:CalledVia": [
"wafv2.amazonaws.com"

]

H—EAV>o0O0-)IOER., wmE. BIREZEIAMI>T474 (A—H—, JI—7", O—-IIBLE)
ICEFAIT2ICE. FHZRETILENf HVYVET, FHAICOVWTE., TIAM User Guides (IAM 1—
H—7F 4 R) O "Service-linked role permissions (F—EAU>IO—-ILOT 7 EAIER) 2SR L
TLEEL,

Security Lake O —E R > o 0O—)LDEK

Security Lake FiMAWSServiceRoleForSecuritylLaket—ERAU > VO—I)IZFETHERK T D &
E(FHVEHA, T Security Lake ZERICT D E AWS FHT > N, Security Lake IC&k 2 TH—E
AV oENO-ILFEBNICEREIhETT,

Security Lake @3 OH—E AU VO—-IIOiRE

Security Lake Tl&, AWSServiceRoleForSecuritylLake H—E AU VO—IOREKHFTE
NTVEHA, Y—ERV VO Z2EKTRIE, ZLOIVTATAILK2TO—INSEE L
UM BB D, O—IIBZEETD LR TEREA, EEL, IAIMZFEALTO—I)LOH
HERETDCERTEERT, FMIEOVTE, "AMI—H—FHA R, 0 "H—ERAU>o0O—
LORE, 2SR LTLEE L,

Security Lake @ (O —E XU > 20— )L 0O HIBR

H—E AU O0O—)L% Security Lake # SHIBRTD & TEERB A, KDYIC, IAMO Y —
L. APl, £ ASY—ERICUIENEO-IIZEIBRTEET AWSCLI, FFHICOVTIE,
FIAM A—H—HA R, O "™H—ERIZUOcnizO0— )LD, 28BL TS EEL,

H—EAV>oO-)2HIBRTDEIC, ETO-NITIT14 75ty > arpfm0l e zmER
L. AwSServiceRoleForSecuritylLake AL TWVWB VY —RAZHIBRTIHBENF HYET,
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® Note

)Y —AZHIBRL &S & 9B & EIC Security Lake A" AWSServiceRoleForSecuritylake
O—)LZEALTV35E, HIBREEXBRIDTEENI HVET, KBRLEHEE., BaE-
THSBREZBHITLTLSEZL,

AWSServiceRoleForSecuritylLaketb—E AU IO ZHIBRL 24, BERTHIHXEND
BBk, THDI> NT Security Lake ZBMICTZDET, O—IILZBERTZENTESE

9. Security Lake ZBER TS &, Security Lake &, I—H—ndbIcH—ERV 20— 2EB
EHRLET,

Security Lake —ERAICU > V&cni0—)L AWS U—2 3> THR—K

Security Lake &, Security Lake AWS U—> 3> FRIATEEZITXTO

T. AWSServiceRoleForSecurityLaket—ERICUV & hiO—-)OFERZEHR—KNLTV
£ 9, Security Lake M"IREFAAEEL) -3 OV ANIDOVWTIEE, TSecurity Lake ') —< 3
JEIVRRAV b ZBRLUTLSEEZL,

VY —ABEQ OO —EAU>I0—) (SLR) 77 AFFA

Security Lake [&., EVWSERIOH—EAICU V& hiz0O—
JLAWSServiceRoleForSecuritylakeResourceManagement% /U THkk:
HWBEEZZRVJENTF—XADEALEEZRETL, LATI—ETIARNZH]

BMTCEET, cOY—ERVVO0-)E. O—J)%Z5 &% 7% LT resource-
management.securitylake.amazonaws.com Y —EAZEHEL£T, 2EMICTS

& AwSServiceRoleForSecuritylakeResourceManagement, Lake Formation ND 7 U A
EfEEh, EF1 VT4 Z2RILTDEHIC. INTD—2 32 T Security Lake YER— R S3
N Y N % Lake Formation [CEBHICEHZELFE T,

EVSEFOAWS YXZR—D RRUD—THBO-INOFT I AFARI) S —
[dSecuritylLakeResourceManagementServiceRolePolicy, F—XL A VADXZFT—XD
B L, Security Lake ICK > THERENIEVY—REZEEBITD T IV LAZFITLET, Amazon
Security Lake AWS OEER > —OFEMIZ DOV TIE, AWS "Amazon Security Lake D EER )
—1 BBRLTSEE,

CcOYH—ERICUOEnizO—)LICKY), Security Lake (&, Security Lake IC&K2>TTF7AHV b
CF7O4&Eni=UY—RA(S3NTY M, AWS Glue T—7 )L, Amazon SQS ¥ 1—, Metastore
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Manager (MSM) Lambda B8%%, EventBridge JL—JL) DREZEZX1) > T TEE T, Security Lake
FCOHF—ERICDVENO—/LTETTEDARL—23 2 0HZRICRLET,

« Apachelceberg NZ_7IARNT7Z7AIINDEMCKY), JTVDONT7#—X AN ELEL, Lambda
MSM OAEBREE JANZHIBTEE T,
« Amazon SQS MREZEZXV>JL T, BYAKOEEZRELET,

c XBF=BTTFAINERATZ O, JOR)—2320F—FLT7TVTr—>322KEBLLE
ERD

® Note

AWSServiceRoleForSecuritylLakeResourceManagement —ERICU V& hi-0O—
LWEAVARN=)ILEWVWEE, Security Lake (35| ZHEEBEEL T A, Security Lake /' 7
NOVROVY—RZEZRIVIBLVOREILTEDLDIZ, COY—ERICUIEHh
EFO—IZzB T ANd e z@<BEOHLET,

T O AR O FFE

TOO-IE, ROTIEAFARIS —TRETIHBENHY KT,

« events - U NINOTY—REOQTH T RIS A4 N—IC 4B EventBridge L—ILZEE
TEALSICLET,

« lambda-AWS Z7U I NIUHFY—RABEEIVOARA) -3 L7V T5r—23 > 0&I1C AWS
Glue T—7IUN—FT 14232 2BHITBLHICFERAENS Lambda ZEBETEDRSICLET,

e glue-7"U> T /N)LH AWS Glue Data Catalog T—7 ILICKH L THENDEZ ATV a v ax
TTEDBLSICLET, chIZKVY AWSGlue, 7A—ZRBTF—2HRON—T 12320 ZH/EIT
& . Security Lake |& Apache Iceberg T—7 JL® Apache Iceberg XX TF—2 BB TEE T,

« S3-TUVINIANATF—RE Glue T—7ILXRAF—R%EEL Security Lake /N7 Y NI L
TREOHEIAMBLRVEETIAAT VAV ERITTEDRSICLET,

« logs - 7" /N)LA" Lambda B8% M H 11% CloudWatch Logs ICOV R T 5 1 DFTHELY
TIOERAZFALET,

c sqs =TV INILY, F=RLAVTHAT DI O M EMELEEHENLEEEZICARY NEA
ZZTHS Amazon SQS F 1 —ICKHR U THEDHEHABV B LVEERAAT VIV ERITTED
LI3ICLET,
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== =

« lakeformation—- 7" > < /V)L A" Lake Formation SR E &5 A>T, BRESAEZETZXUY
TEDEDICLET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadEventBridgeRules",
"Effect": "Allow",
"Action": [
"events:ListRules"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeEventRules",
"Effect": "Allow",
"Action": [

"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AmazonSecuritylLake-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakelLambdaConfigurations",

"Effect": "Allow",

"Action": [
"lambda:GetEventSourceMapping",
"lambda:GetFunction",
"lambda:PutFunctionConcurrency",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetFunctionConcurrency",
"lambda:GetRuntimeManagementConfig",
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"lambda:PutProvisionedConcurrencyConfig",
"lambda:PublishVersion",
"lambda:DeleteFunctionConcurrency",
"lambda:DeleteEventSourceMapping",
"lambda:GetAlias",

"lambda:GetPolicy",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowListLambdaEventSourceMappings",
"Effect": "Allow",
"Action": [

"lambda:ListEventSourceMappings"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowUpdatelLambdaEventSourceMapping",
"Effect": "Allow",
"Action": [

"lambda:UpdateEventSourceMapping"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

1,
"StringlLike": {
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"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

"lambda:FunctionArn":

"Sid": "AllowUpdateLambdaConfigs",

"Effect": "Allow",

"Action": [
"lambda:UpdateFunctionConfiguration"

]I

"Resource": "arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeGlueResources",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable",
"glue:GetDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
"Sid": "AllowDatalLakeConfigurationManagement",
"Effect": "Allow",
"Action": [
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"s3:ListBucket",
"s3:PutObject",
"s3:GetObjectAttributes"”,
"s3:GetBucketNotification",
"s3:PutBucketNotification",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetEncryptionConfiguration",
"s3:GetReplicationConfiguration”

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCompactionAndManagement",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:DeleteObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ReadSecuritylakelLambdalLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogStreams",
"logs:StartQuery",
"logs:GetLogEvents",

.json"
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"logs:GetQueryResults",
"logs:GetLogRecord"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLakeMetastoreManager-*-*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "ManageSecuritylLakeSQSQueue",
"Effect": "Allow",
"Action": [
"sqs:StartMessageMoveTask",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqs:ListDeadLetterSourceQueues",
"sqgs:ChangeMessageVisibility",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”
1,
"Resource": [
"arn:aws:sqs:*:*:SecuritylLake_*",
"arn:aws:sqs:*:*:AmazonSecuritylLakeManager-*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowDatalLakeManagement",

"Effect": "Allow",

"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:ListPermissions"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

H—ERAV D OREIOERK. RE. HIRZ IAMI> T 1474 (A—Y—., JI—7, ®EEE)IC
HATRICRT IV EAFHAZRETIHLENf HVYET, FHEICDOVTEE., TIAM User Guides (IAM
d—%—7 4 R) ® "Service-linked role permissionsy (F—E AV OO—=ILOT UV AER) 25
BLTLSEEZL,

Security Lake DH—E AU > O—-IILOERK

Security Lake AWSServiceRoleForSecuritylLakeResourceManagement®HY—ERAICU > U &
ni=O—J)LI&. Security Lake IV =& lE ZFEAL TEKTEE T AWS CLl,

H—EBRICUOEnEO—)LZERTDICE, IAMI—Y—FLE IAMO=JLIZROT A
AZRE5TZ2HENf HV)ET, IAMO—)LIE, Security Lake A" BMNEITXTND!)—3 > T Lake
Formation EEETH B LEN BV ET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

]I
"Resource": "*"
}I
{
"Sid": "AllowIamActionsViaSecuritylLakeConsole",

"Effect": "Allow",
"Action": [
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"iam:CreateServicelinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringlLikeIfExists": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

]
}
}
I
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
1,
"Resource": [
"arn:*:glue:*:*:catalog”,
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
}
]
}
Console

1. Security Lake 712V —JL https://console.aws.amazon.com/securitylake/ ZB& &7,
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2. BER—JOBBN—TH—ERACUVVEcnizO0-ILZBMCTEZ0UYILT, #HL
WH—BERICVIZnO0-IILZ2Z2FANETT,

H—EBERCVVEhO0-)Z2BMCITSE, Security Lake ZFRFEATRHICn7 Ot
AZRVVIBTVERFRHYEHE A,

CLI

AWSServiceRoleForSecuritylLakeResourceManagement H—EARICU V& ni-O—) %
7O ATHERTAICE., AOCLION REFEALET,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

ZfEA L TAWSServiceRoleForSecuritylakeResourceManagementt—EAICU > TJ&Eh
EO—-LZERTBHEE AWSCLL, T—7IIXETF—R2EEBL, T—RITIERTHLH
lZ. Security Lake Glue F—2X—RA LD FXTOT—T7)LIC Lake Formation T—7 ILL X)L D
7Ot AFFT (ALTER, DESCRIBE) £ 533 %ENHYET,. FENO)—232 0 Glue T—
LA R D Security Lake BED S3/NT Y NESBITBHERF, H—EARICUVIEnk
O—JLA® DATA_LOCATION_ACCESS 7 ¥ £ A A % — B3 AL T, Security Lake ' Z
DR ZBETEDRSICTIHLEN HVNET,

F /=, Lake Formation O F7 VL AFAZTHI > b
MDAWSServiceRoleForSecuritylLakeResourceManagementY—EARICU & hizO—)L
CNET2HVENFHVET,

RXDBIE, BEEhZ)—23> 0 —ERIC) & niz0O—)LIC Lake Formation 7 2 & A&F
AENET3 HEERLTVET, ZOHIE Linux, macOS., £hE Unix BIC7+—T VY hE
NTHY, JmHAXRITESZRLESEZDLEHICNYIRAS YD 1 () OTHEXFZFERALTVET,

$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

ROBIE, O—LARN FEDKSICRTRENBLPERLTVET, U—23arvIil&hETO—
JLARN ZiRETIVEN BV ET,
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"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

CreateServiceLinkedRole APl J—)LZEATHEETEET,
J)OTANT, %& AWSServiceName& U THEEL 9 resource-
management.securitylake.amazonaws.com.

AWSServiceRoleForSecuritylakeResourceManagement O—J)LZEBMICL =&, BELIC
AWS KMS HAZN—NZ—Y RF¥F— (CMK) ZFAL TVWBIFER, Y —ERICV>VEhizO—
LA CMK ABEETZU—23 20 SANTY MIESkEnEATD IO NE AWS BERAL L&
ZHUTRIHLENHYVET, AWSKMS OV —)LT, CMKAFETS AWS U—>3 > MO KMS
F—ICRDOR)—ZEBMLET, KMS F—RU—Z2ZEFTDHEOFMCOVWTEE, "TAWS
Key Management Service FROY/N—HA K, O T OF—KR)>— AWSKMS, Z2ZRL T &
(A

"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement"

},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
},
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"

}

iy
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AWSServiceRoleForSecuritylLakeResourceManagement O—/)LZFERAL TW3FE,
HIBRE XK THAREMN B ET, REMLEBEE. BOE > THSBEZBHITLTLKE
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9,
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77 # )L N T, Security Lake IC&K 2T SINT VY MNMIEFEE DT —XIE, Amazon S3 TEEZE
7B S+ — (SSE-S3) ZERA L 1= Amazon H—/N—BIDREE(IC & > THREIENET, BES
BIdEF1VT1LAV—2RHETBICE., KDV I Security Lake TF—Z D AWS KMS F—IC &k
2H—N—fHlOES (SSE-KMS) ZERTEX T,

SSE-KMS &, EF1UF AL A0V —LTRYR—REATVWELRA, EFIUTFILAY
APl £7/21& CLI T SSE-KMS 2R T 3ICIE, ET KMS F—ZERTHH. BBFEOF—ZFEAHL
£, Security Lake T— R DEEFALEEFTHICEND I—HY —HNFF—2FERATEDINERET DR
=X —ICTRYFLET,

BEEEX—ZFALTSINTYRNCEEZERAFTFINDTF—RZEZBSILTIES,. YILFU—23
VF—RFBIRTEFEHA, DAXN—BEEBFX—0NIHFA. Security Lake & CreateGrant VO T
AR%E AWSKMSICREETBH LT, I—Y—CRD>THTEERLET., OFT AWS KMS
l&. Security Lake ICEEET AT RO KMS F—ADT7 VA ZHFNITIEHICFEHENET,
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[CGenerateDatakKey U VT AN ZEEFELET,

« RetireGrant U T ARNDZEEKX AWSKMS, F—RL AV REHFTHE., COBRIEICK
V), ETLAEBH®O AWSKMS F—ICBINeniETd S NORIENAEEICKY) ET,

EFXF1VTALAUICEDecrypttEREBEH V) EFL A, F—OFTE iz 1—H—A" Security
Lake *—R ZFHAMBD E, SIHNESILEEEL, FUIEThLEI—Y—EESKLEATVEVE
RTCTF—RERIMBDENTEET, £EL, YTRITFAN—HVY—ARTF—R2E2FEATBIC
(kDecryptiERAMBETYT, YT RV TA/N—IEROFEMIC DOV TIE, Security Lake YT AV 5 A
N—=—DF—BZT IO ANER 25RBLTEEV,

BEFD KMS ¥—Z ML T Security Lake F*— X ZEES5{LT25FEE. KMSF—0OF—KRU>—%

TETDIHENHYET, ¥—RU>—IF, Lake Formation F—Z L 4V DFFFICEER TS i

IAM O—=)AF KMS F—Z2FEALTTF—RE2ESITHLEZHTTIHENf HBYVET, KMSF—0

F—ARUI—BZBEITDHEICOVTIEE., T AWS Key Management Service RO Y /N\—H A K
"F—RU—DEE, 22RLTEEV,

F—R)—ZERL V), BUBERZRF OEBEFEOF—RU—ZFALLEYN TS E, KMS F—
FEEVIVIANZZTR/TDENTE, Security Lake FF—ICTF IV EZATEDRIICAKAYF
¥, F— RUZ—OERFIEIZ DOV T, AWS Key Management Service BIFEH 1 ROF— R
—DERZSZRLTLEEL,

RDOF—R)S—Z KMS F—ICT7EZYFLET,

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1)

"Resource": "*"
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REENATVET, AWSEFIVFTAH—ERENMNVTTARNSTIVF ¥ AWS 2RET D5
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TADRARNTZVT 1 A2FEALTAWS RIEZRFATAICE. "EF1UT 1 O AWS Well-
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FATRNBUATZYR—RNTRIRENHYET,
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TRENET,

S OWTIE, TAWS PrivateLink A4 Ry ® T4 22— 14 AVPC T RiRkA4 >~ (AWS
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Ry TAVB—TIAATIVRRAOZ7ONT 14 EHIR) ZHRELTSEEL,

Security Lake l&., VPC A SOIXTDOAPI 7O a>OFTELZHR—KNLTVET,
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« KERE (N—2ZTF L)
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« RKEBEER EEHVT7FILIT)
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* com.amazonaws.region.securitylake

« com.amazonaws.region.securitylake-fips (FIPS T RRA > )

IVRRAVNDTZAR—KNDNS ZEMICTHE, BED)—2320F7#)L D DNS
BZMFEHAL T Security Lake ICAPI VT ARNZITS CENTE X Tsecuritylake.us-
east-1.amazonaws.coms

S DOWTIE, AWS PrivateLink A ROA 2V Z—T I A AT RIRA 2 RNENLIEY—EZAAD
TOHEARSBELTLIEETL,

Security Lake M VPC I RiRA > RRU S —DERK

Security Lake ND T IV AZHHITD I RKRA 2 NKRUD—ZVPC I RRAVNITEYFT
BET, CORUI—TIE., UTOBERZEELET,

« 7O aAVBEFTTEDTIVIN),.
« EITA[EERT VA,
s COTVIAVEERFTTEDI)Y—A,

HMIICDOWVWTIE., TAWS PrivateLink A R, @ "VPC T RIRA > R TH—EANDODT V1A%
HETD, BSBLTLSEEV,

f5l: Security Lake 72> 3> ® VPC T RiIRA > KRR —

AR, Security Lake DT RARA I RNRUSD—DOFITT, cORIVZ—E, TV RERAKNIZT
BYFENDE, IRXTOVY—AQDIXNTOTI I NILICHLT, UARENRTLS Security
Lake 7O 3ANDT IV LAZFALET,

"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"securitylake:ListDatalakes",
"securitylake:ListLogSources",
"securitylake:ListSubscribers"

1,

"Resource":"*"
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Size XMUITRA,
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R—7IAA(CL)ZFEATBA. CloudWatch APl ZERALT/OYSATERTEES, CFE
NFHEEZBIRL, FIEICHE> T Security Lake X RV RAICFTVEALET,

CloudWatch console

1. CloudWatch 2V —JL (https://console.aws.amazon.com/cloudwatch/) ZB & £ 9,

2. FTET—23URA2T, [Metrics](X k)2 R), [All metrics] (TNTDHOX KNI TR) ZER
LET,

3. 759X, 7T MSecurity Lakes ZiBIRL E7,

4. [THAIKRZEDY=AN=JI3AVXRNI IR TER [V-—AN=232ZEOXNIY
Al ZERLKXT,

5. XRNUIVRAZERL THMZRRLET., o, UTZRITIBZEETERT,

c ANVDOAZAUXNEZDIZK, JIRHLZHEALET,
c XNVUORZTZT7RTRIDICE. XNUODRABZEBRL, JZT7RRAT a2 &ER

LET,
c XNUIJDATT714INERTBICE. XMUITAOBEZEIRL . [Add to search] ZZEIRL &
£
CloudWatch API

CloudWatch AP1Z £ L T Security Lake X NU D RICT VAT BIC
&, GetMetricStatistics 7V av&FERHLET,

AWS CLI

ZEAL T Security Lake X NU ATV EATSICIE AWS CLI, get-metric-
statistics ON> REEITLET,

CloudWatch X M) OV RAZFEALLEEZX ) T HEOFMIC DOV T, [Amazon CloudWatch 11—
H'—H 4 R] ® [Amazon CloudWatch Metrics M{EA] #SBL T EE L),

Amazon Security Lake ® CloudWatch X ~1J 2 X 238


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html

Amazon Security Lake d1—H¥—HA R

Security Lake X k1) 2 A® CloudWatch 75 —ADERE

CloudWatch Tlt, XKV ADLEWMEICEELEEENTS—LAZRETREETEET, -
EZWE, ProcessedSize XNV VAT Z—ALEZRELT, BEDY—ANLSOT—RENfNBFEDL
EVMEZBALEEZICBAEZ TR CENTEET,

To—ALNREICETSEEHMIC DLV TIE, Amazon CloudWatch 1—%—7# 4 R® TUsing Amazon
CloudWatch Alarmy ZZ8B L T<EE ),

Amazon Security Lake ® CloudWatch X ~1J 2 X 239


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

Amazon Security Lake d1—H¥—HA R

CloudTrail % £ U %= Security Lake APl J1—)L® O 52 &%

Amazon Security Lake (& AWS CloudTrail, Security Lake ® 1—%—, O—JL, ¥ki&F ¥—K
ALK 2TEAENET V3 2RBRIDAWS H—EATHD LHEEENET, CloudTrail

l&. Security Hub ® API J—LZARNELTHF Y TFYLET, Fr¥7FvEankd-)LIC
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INEENET, BIFE/ER TS E. Security Lake DA R KRR EEE AT Amazon S3 /N7 Y b
A® CloudTrail 1 R NOBGHBEEELZENCTBDENTEXRT, APFERELBEVBET
£. CloudTrail A2V =)D [A X2 NERE] THRFDAXR NERRTEET, CloudTrail IZ&>T
INEEh-EHRZEAL T, Security Lake UL TITONEVII AR, VDIOITARTOIP T RL
A UOITARNE, DOTARNF{TIDOII-AK., SRCENOFHZHEFETDIENTEET,

CloudTrail ®FMHIC DWW TIX. TAWS CloudTrail I—H—H4 R, #5BLTLEEL,

CloudTrail T® Security Security Security Information

THIRNZEERTD AWS PTHDU N &, T CloudTrail AXB#IC%4& V) £9, Security Lake TF 9
TAETAHNRETDE, TOTITAETARARY NEBEOMHD AWS H—ERAAM RV hEE
£1Z CloudTraill f RV NIRBENETT, TRIEDARMNERR, RE, ¥V O—RTEFT
AWS PHIO ko BEMICOVWTWR, CloudTrail AR REETOAXRNODRRZESRLTILKEE
(AN

Security Lake DA R RNEEAWS THI U R, ODARY NOMEHERERICOVWTIE., iz
ERLET, BHiZEFEATS &, CloudTrail kAR MEOY 774)LELTHEEL = Amazon
SANTYNCERETEERT, F7FI)INTRE, DYV TIAHFZERTDIEEIC, FAEFHF TN
TOAWS U—23VICEAEIhET, k. AWSN—FT123a>HOIXTOY—232h
SNARNZOJICREEL., BELEZ Amazon SINT Y MO 774 EBELET, &5
(2. CloudTrail O TWNEENEAR NTF—RZ K FMIICOWL, TRICEDVTITHITZDLS
D AWS H—ERZRETEE T, FHICOVTE., XRZSRBL T EEL.

- B ZEERTDHOBE
« CloudTrail "HR—KRENhTWBH—EALHEE
« TCloudTrail ® Amazon SNS BHIDERE 4

e TEBD)—>23a A5 CloudTral A 77 AN E2Z W2 BRT "TEBHOTHO KA S
CloudTrail O 7 74 )L & Z [FHL5 |

CloudTrail T® Security Security Security Information 240


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon Security Lake d1—H¥—HA R

Amazon Translate D FXTOTF V< 32 & CloudTrail IC&k 2 TOH

JICEREE N, APl Lake API D7 7L AICRREHEIhET, flx

l&. UpdateDatalake, ListLogSources, CreateSubscriber &7 V>3 Z2HUTHT
&, CloudTral A 774 IIC I NUNFERENET,

BARVNELEROTIVRNIECR, VIOTANOEREICEIIRBAIEENET, FTATT 4
TARREE, LT Z2HRTEIDICRIUEERT,

« DOTRARNNI—RNEREEE#HRE AWS Identity and Access Management 1—H —FREHEHRN E S S
ZEALTITO D,

s UOIAMO-LEER7IFL—23 21— —0F20RZVEEF 1) T 1 RBAEREER
LTIThnihrESH,

s UOITARNBIDO AWS H—EARIZL 2 TIThhlzAESH,

M DV TIE, CloudTrail userldentity EE%# S B L TS &V,

Security Lake DO 774 I I RJICDWVT

CloudTrail DOJ 7 7 A )k, BE—HIEHBOOTIVKNIZERET, IXVKNGFEEV—AHLSD
B—D)OIARERL, UVIARNENETOZ32, FOOIORE, VDIIARNNTX—2%
EQBREEHET, CloudTrail AT 77 AI)LIE. NTUY T API FOHL QIEFMA TSNz ARY
TRL—ATRBVES, BEDIBEFTRERFIENEE A

ROFIE. GetSubscriber 723> ® CloudTrail O I M) ERLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"
iy
"webIdFederationData": {
iy

"attributes": {
"creationDate": "2023-05-30T13:27:192",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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2Tk, BEDZ AT D Amazon Security Lake AWS UY =A% E, UY—RAZEHLTEVWHT
BENTEDATIOIRILTYT, 2TE. BHW., FiEE. RE, TOMOEELRE, XY
FRAFETIY—RAZHE. 28, EEIDDOICRUEET, Leald, 2T2FEALT, RUZ—
OEA, VY—AORXE, BEQIAV T AT AEHRD—0 70— &Y R—KTBDVY—ADH
BEITSZENTEET,

YTRAOZAN—EAWSTHIVKNEZDO OF—ZL A IREDEED Security Lake )Y —AIC
RURE|N)HETBENTEETAWS V-3,

YD

« ZTHHOER

« IAMRUS—TRIT%ZFEATS

« Amazon EF1UTALA VY —ANDEZT DEM

« Amazon Security Lake UV —ANR T ZwET S

« Amazon Security Lake )V —AA 5 D 2T D HIE

2T GFOER

JY—RACE, BREOEDRTZEHRENTEERT, TR TNETN, 1 DOBERTF—&
723201 D2ORTETREEIATHY, EES5EHFRANERLET, 2TF—R. &)

BN RITEOATIVELTERTZ —BNBEIRNILTT, ZTERK. 2TF—0RRBRFELT
BRELE T,

ez, SFEEFEBRE (VIZIVRTF—RAEAVTLIATF—RAOHYTRIZAN—EY )
NDEFXFLIVFTATF—REPMITEIHTRISAN—ZEBMTIBEE. ThSOYTAIT4/\N—
[CEnvironment X I ¥ —%E|V) YU TBDENTEEXET, BEITZIRTER. "S5OTF—X2%20HT
2T RAUT4/N—CloudDBAIE AWS OB —E X, DY T AU 54 /\—0n-PremisesNBE
& TY,

Amazon Security Lake VY —RAICZTZEEL TEIHTBE, UTORICEELTSEZL,

« BDY—RALZREF. ZXR50BDORTZH_/ETEXT,
c DY—RAZEL, BET F—RB—ETHIBEN DY), RTERF 1 2EFEDZENTERT,
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c RTDF—LETR. KXFENMNFHNFXBENRET, RTCANFEEATIEEOHBKERE
L. ZTOEBZEINTOVY—ALDE>T—EBLTRETDCEERARNTTIT1RELTH
BLET,

- RTF—FBK 128 XF (UTF-8) TF, KT F— B K 256 XF (UTF-8) TF. XFICE, X
F.BFE. AR—R, FERBES (_./=+-@) EFEATEET,

caws: L7V VAR NFERATZEHICFHNENTVET AWS, ERXLEEDRTF—P XY
BICEFEATEERA, ESIC, COTLT7AVIREFERATDAIF—FHREREEELE
HIRCEERBA, cOTLT71VIOREBERTZZTIE. VI—ABEVVORTBDOY #—2 (50
@) ICEDIREhER A,

« BWETERTRE, AWSTATIY N BLVEIVHTEAWS V=232 TOXKMEATEERT,

- Security Lake ZFEAL TV YV —AICE T ZEIV)HT3HE. 2TEZRIEITDAWS U—>23>
@M Security Lake ICEERBFENTVAUY—RAICOKBEBAHAENET, chs5ld. Security Lake
PO AWS OH—ERATHER, FH, FLEHFTD, BEIHDHR—N DY—-RIZFEA
EhERA, LEARE., F—RLAOIEETZEN)ETIEBE, RIJBEEEhLZU—23 20
Security Lake AN T—RXL A VREICOABERAEIAET, OT R AR M TF—RHFREFEA TV
% Amazon Simple Storage Service (Amazon S3) N7 Y NMZIFERAEhEFE A, BENFTS I
)Y —AIZZT%#E|V)HTBIZIE, AWS Resource Groups £ lx )Y —A AWS O —E R #
RETS 2FEALET, LEXIE, SAMazon S3S3 K ETT, BEITZIVY—RAICXT&#EY Y
THE, F—RLAVZEYR—KITBVY—-RAZHELRXIKBYET,

« DY—RAZHIKRIRDE, TOUY—ALLENHTSATVRRTEHIRENET,

TOMDOER, E R, RANTSOFARAICOVWTR., TAWS UY—AORTHFFI—F—HA
KD TAWS UY—RADORTFHL #SBLTLSEETL,

/A Important
METF— 2P ZOBOBETF—RERTCRELEVTEE Y, R E AWS DH—E
A, BEUZL D HMS5T UV EATEET AWS Billing and Cost Management, Z N 5 kw7
R ERTHCEEENELTOER A,

Security Lake VY —AND R T ZEBME RTEE T BICIE. Security Lake 1Y — )L E f= & Security
Lake APl ZEATE XY,
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IAMZR) > —T R T &ERTS

DY—AQORTHFHZRBLER, RIR—ADIYV—ALRILOTFT U tAFFA%Z AWS Identity and
Access Management (IAM) RS —TEEBTEE T, cOAFETRIEZFERATSHET. ROED
I1—H5—&eO—NLICVY—ADEREZRTRTOT OEAFTAWS THO N FHY)., EO1—
H—eO—J)ICETDEMN, RE. BIROTIVEAFAN 2 AL ZFMICHBTEET, ZTICED
WTTOERZHIEHTRICE. IMM ARV —ORGERTEXIBHEOREFT—EFEATEET,

EEAE, UY—A® Owner X TA—H—FNEEEThTVEHEES, 1—F—CITXTO
Amazon Security Lake JY —AAND 7N T 7t AZ2FATH RIS —2EHTEET,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

BTENR—AICLTVY—ALRILTT IV EAFAZEEZLLBE. TOT 7 EAFATREEICR
MEhET, 2FY, VY—AFEREhDEISICVY-AORLHANEL, HILLUY—-RICX
TOERAZI<SICEBETERRSICANET, UY—ALRNILOT 7 AFAZEAL T, LWL
V—RAREBREOVY-AL, EQRTF—CEZRERNTINZHEIDLETERT, FMICD
WTE., "TIAMA—Y—HA R, O "2 FERALEAWS VY —ZANOT 7 ADFIH, 228U
TLEEV,

Amazon EF 1V FTAL AT JY—=ANDZRT DIEBN

Amazon EF 1T A LAV VY—AICRTZEMTSICIE, EF1VF4LA0AV=IEERE
EX¥1U)F4L AU API BFEATEEXT,
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/A Important
DY —RAICRTZEMTRDE, VDIY—ANDT IV EAILEEEZEAD UMl HYET, U
V—AILRTZEMTBEIC, 2TZEALTIY—ANOT I AZHETAHAELEDSH
% AWS Identity and Access Management (IAM) 7R > — &R L TS EE V),

Console

? Security Lake ZBMICTD AWS V=232 ', YT RIVSAN—%EKT S &, Security
Lake V=LK, V=232 FLERBTFTRITZAN—OF—ZLAIORERED) Y —AIC
RTZEMTRDEOOAFATAaVNFRRENET, UY—REERLES, OVV—ILDOERIC
HOTIUY—RICRTZEMLET,

Security Lake AV =)L ZFEAL T, BFEOVY—RAIZ1 2UREOZTZEMTBHICE. AT
ATYTIZRVET,

VY —AICRTZEMNT S

1. Security Lake 2V — )L https://console.aws.amazon.com/securitylake/ ZB& £,
2. RTZEMTBDVY—ADZATICHRLUT, ROVThAZEITLET,

s F=BRLAUERER., TET—23asRAT[V—2a ] ZBRUET, RIC, TU—
Tayv,F=7IITcTU=23y ) #ERLET,

s YT RIOZAN—DOFEE., TETF—2aRADT[HTRAITAN—] ZBRLET,
RS, "RAVTRI9ZAN—1 T—=TINTHTAIOTAN—%BIRLET,

BTRAOZAN—DT—TILIRRENBZVEERF. R—ZOFLRBO AWS V-3
ELOZ—Z2FEALT, YT RAIVZAN—2ERL -3 ZBRUET, RICE,
BEQOV)—23a>VICBALTOHDOBRFEOY T RAIVSAN—DHENRRENET,
3. [WmE] ZEBRLET,
4. ROV E0232ZREALET, cOEIZIAVIZE, VDY—ARICHEEYHTShTVLS
IRXTCORITHF—BERRENET,
5. Inthe Tags section, choose Add new tag.
6. Key RYIRIZ, VY—ARICEMTBDETDRTF—2AHLET, RIZ. E]RY TR
2. FETF—ORTEZAHDLET,
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BRTFXF—ILERRK 128 XFEEHDENTEET, XTERIBRK256 XFEZZEHD N
TEET, XFICEF, XZF, BF. AR—A, FLERRORBSZFEATEET: _, :/=+-
@

7. DY—=RICHNRTZEBIMTSICIE, [Add new tag] ZiBIRL ., BIOATY T &EVIEL F
T 120UV —AILIE, ZRRS0BEORTZEN) HTBENTEET,
8. RTMEmMERETLES, RF Z2BIRLET,

API

)Y —REERLT1 2ULEORT 27O LATEMTDICE,. ERKTEDVUY—ANDZRALTIC
WU ECreatelBEZFEALET,

« F—RL A URE — CreateDataLake AL —> 3> #FEHT5AH. AWS Command Line
Interface (AWS CLI) Z A L TW3HEE create-data-lake IN¥> RERTLET,

« Y7 A9 54 )\— — CreateSubscriber AR L —> 3> & EHT3H. AWSCLIZFEAL TL
%15 4E & create-subscriber AN RZEITLE T,

DOTARNTR, tagsN\ZX—RZFEAL T, VDY—ARICEMTRERTIDERTF— (key) &F
7’23 nRYIE (value) ZELET, tags NTX—RE, A7 IO NOEIEZEELE
T BATPIONIEZTF—ETNIHEETRZIRITEEZEELET,

BFEOVY—AIL 12U E0RT =BT SIZ1E. Security Lake APl @ TagResource 7R
L—>3a>zEAY%H. Z2FALTVSHEER tagresource Y > R AWS CLIZZE4TL
£9, UVITARNTR., 2IZEMTSH)Y—AD Amazon )Y —AF—LA (ARN) ZiEEL
£, tags/N\FXA—RZFEAL T, EMTEIERIDRTF— (key) EFT>a>nRIE
(value) ZHELF T, CreateRER IV ROBELEKIC, tags/N\TX—REFEATZ T
RO, DEWERZITF—ETNICEETDZIRIBICADOAFATDIIORNEEELEY,

BIZIE, XOAWSCLI OX > RiF, BEEhEYT RIS 4 /N—ICEnvironment X J {E% &
DCloudZ I F—ZEBMULET., ZOPHIE Linux, macOS, £h@E Unix BIC7A—I Y hEh
THY, RARTEZALEESEBZILEHICNYIARAT YD1 () DITHEXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud
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O—ROFEARATOESY) T,

- resource-arnXJZBMITEZ YT AUT4/N\—D ARN ZIEEL £,
« EnvironmentY 7 AUV TAN—ICEBMTBRIDEITF—TT,
e Cloud &, BEEN=RY F— (Environment) DR ITETT,

ROBITE, AR REYTRIZAN—ICEBOZT2EMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

tagsBIADBE AT T U N, keyvalueE DEIBOMEAN BETT, L. valued]
BOEBREREOXFHINETDENTEERT, XTEZXTF—ICEEMRTEVES, value 5l
BOEZBELBEVWTSEEV, LEAEFE., UTFTOONY RE, BEFGFSsShEZTEEZEETR
WownerXJF+—ZEMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

BTG ARL =23 HNEEICKRITENLBEEWR Security Lake IEZE M HTTP 200 L AR A
ZIRULET, ThUADEE, Security Lake I& HTTP 4xx EEEARL =2 3a VA KBLU B H
ZRYT 500 LARAZIRLET,

Amazon Security Lake VY —ANDXRT ZimET

Amazon Security Lake Y —ADRYT (RTF—FL@E X JE) ZwmETHICEFE. EFaVF704L 4
2>V —)LFE =& Security Lake APl ZEATEE T,
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/A Important

DY—ADRTZmETDE, VDIY—ANODT IV EAICEETHAREIr HYET, VY —
ADBTF—F R EZHFETDEIC., 2T Z2FEALTUY—ANOTFT IR ZHETHA
BEME D & D AWS Identity and Access Management (IAM) 7R 2 — &L TS EE V),

Console

Security Lake AV —=)LZFEALTIYV—AD R T ZHmETSICIE. UTOATY FICRVE

ER

VY—ADRTZ2mET DI

1.
2.

Security Lake 112>/Y — )L https://console.aws.amazon.com/securitylake/ ZFH& &7,
BRTZWMETD VY —ADRATIZHUT, ROVWThHAOBREZITVET,

s F=RLAUERER., TET—23aRA4T[V—=—2a ] ZBRULET, &RIC, TU—
Tarv,F=7IlTcT)—=23a3>r ) #BRLET,

s YT RIZAN—DOFEE., TETF—23aRADT[HTRITAN—] ZBRLET,
R, "RAYTRIZAN—1 T—TINTHTAOTAN—%BIRLET,

BTRIOTGAN—DBT—TIICRRENBEVESGE. R—ZOFLEOANWS V-3
ELOB—%FALT, YT AISAN—BERLEV—2a 2 BRLET, RICE.
BEQ)—23aVICBALTOROBEOYTRITAN—DHINRRENET,

[fRE] ZBIRLE T,

(2912023 #RBBALET, Tags o> avilik, BEUY—RICEYHTSNTWS

IRTDRINF—BRRENET,

ROVWTFhAZETLET,

c BFEORTF—ICRTEZEMTRICEK,. RTF—DOHEICHD Value RY JAILEZAS
LEXY,

s BEORITF—%2TEITDIE. ZT0EICHS [HIKR]) 2 BIRLET, KIZ, FILLWAZ
JEEBMZVVYILET, RRENDF—RYTRAIL, HILLWERITF—ZAHLE
T, ERYIVRAIC, BEICHSUTHETZZTEEADLET,

c BEOZTEEZEETDICE, TOEZECME]RY VAT X ZBIRLET, XIZ, &
RYTACZFOHFLWERITDEEZEADLET,
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- BFEOXRTEZHBRTDICEK. TOEZESC E]RY VAT [X] ZERLET,
« BFEORT (RTF—ER2TEOMEA) ZHIKRTBICE. RTOHEO [HIRR] Z#BIRLET,

DY —ZIZE, BRSO EDETEEDBENTEET, FTF—ICRBEKX 128 NF%EE
HBENTEET, FTERIBEKAK26 XFZEHDDENTEET, XFICKK, XF, I
F,AR—A, FERES (_.:/=+-@) Z2FERATELXT,

6. XTDEmEERTLES, REFE ZEBRLET,

API

VY—ADRT 27OV LTRETDE, BFOXIFHLWMEICLEEEEAhET, LA
T, RUVZRETHIREZFER. 2TF—, ZTE, FLBETORKZHRETZIHLESHIC
FOTERBYET, ZTF—ZmETHICRF, BEDXTZHEKRL T, HLLWARTZEML X
ER

RTF—ICHEERMTSNTVRRTEOK ERETZIFHIBRT B2k, Security Lake API

O TagResource ARL —> a2 Z AL TBFENEZLEELET. AWS Command Line
Interface (AWS CLI) Z#EA L TW3HE. tag-resource AN RZEITLET, UVIAN
T, RTEZREFTZEHIBRTSD )Y —AD Amazon VY —AZX—LA (ARN) 2 EL E T,

SRTEZRETDICE, tagsNTX—REZFALT, RTEZZEELEVRTF—ZEELE
T, F—OHLLVARTEELEELET, HlAEE. RO AWSCLI OX Y RiF, EEEh YT R
DTAN—ICE) ¥ TS5 NEZYTF—0n-Premises®Environment X J €% Cloudh 5 IZ&
BELET, COHE Linux, macOS, EiE Unix AIC7#—X Y REnTHY, fisXPTE%E
MEEERLEHICNYIATYI I () DITHREXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

O—ROFEAFRATOESY T,

« resource-arnik, Y7 RAUZ4/NO ARN 2 EL ET,
e Environmentld, ZET AR JEICEEM ITONTVWREERITF—TT,
« On-Premisesld, ¥EL XY F*— (Environment) \CEBAITZHLVWEIETT,
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BRITX—NSRTEZEIBRTDICIE, tags/\TA—FX—DF—Dvalues|BDEZEELHZEWNT
<EELV, UTFICHZERLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

ARL—=2a AN EEICETENEHEE, Security Lake [EZE D HTTP 200 L AR A%ZIRL
F9, ThEUUNDIEZESE, Security Lake (& HTTP 4xx Eh@EARL =2 a o AFRBUEEBHEZERT
500 LARY AZRLET,

Amazon Security Lake VY —ADRXT DL E1—

Amazon Security Lake VY —ADRT (RTF—EXTEDOMA) (&, Security Lake AV — L& -
(& Security Lake APl ZfEA L THRETEET,

Console
Security Lake AV =)L ZFEALTVY—ADOR T ZHREITSICIE. ROFIBEICHVET,
JY—ADRTZ2HRITSICIE

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ZB& £ 9,
2. RUEBBIDVI—ADRATICHLUT, ROVFhADI UV ZETLET,

s TRLAUVERER. FET—aRATUT[V—2av]#ERLET., V-3
>T=7LTU—2a EBRL. RE] ZERLET. R, (20232 E2RRE
LEXY,

s YTRITAN—DFERF. TESF—23aORAVT[HTRIZAN—] ZBRLET,
RZ, "RAYTRISAN—1 T—=TILT, YTRIVZAN—OBFZERLET,

BITRIOTGAN—DT—TIICRRENBEVESGE. R—ZOFLEOAWS V-3
ELOR—%FEALT, YTRAISAN—"ERLEU—2a3 0 #BIRLET, RICE.
BEQ)—23aVIZBALTOROBEEOYTRAITAN—DHINRRENET,

Tags E72a2ilEk, BEVY-ALLHVIETSATLVRINTORIN —BERRENINET,

VU—AD R EERT B =


https://console.aws.amazon.com/securitylake/

Amazon Security Lake d1—H¥—HA R

API

BEOVY—AOXRT 27O ZLATEEL THZET S, Security Lake APl O
ListTagsForResource AR L —> 3> EALET, VI ITARNT, resourceArn/\TX—& %
FRALT, UY—A®® Amazon )Y —A%—LA (ARN) ZiEEL £ T,

AWS Command Line Interface ( AWS CLI) ZfEFAL TV 3IF S, list-tags-for-resource X >
RZZEITL. resource-arn/NFX—XZFEALTUY—ADARN ZHEELET., UTICHZ
~ULET,

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

BOBITIE, arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abldBE1E
DY TARAOZ4)N\—D ARN T,

ARL—=2 3N EEICETE NIEHEEE Security Lake (dtagsBi ¥ 2R L £ T, EBEIIRNDOE A
T72IO0RE, BEVY-ARILEWHTSNTWVWERYT (RIF—EX2TJEOMA) Z2EELE
o UTICHIZERLET,

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
1,
{
"key": "CostCenter",
"value": "12345"
1,
{
"key": "Owner",
"value": ""
}
]
}

C ZTEnvironment, CostCenter., Ownerlk, DY —RAICEYH TSR
*—T9, CloudlE. EnvironmentZ I *—ICBEEFRITSNTVWBRRIETT,
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12345l%, CostCenterZ T F—ICEEMNFSNTVRXTETT, Owner X T F—IZI1k, BEE
TRIRTEREHY)EBA

Amazon Security Lake 'Y —A A S5 0O X T DO HIBR

Amazon EF1UFALATVY AN SRTZRKRIDICE, EF1UTALAOIY—ILFRE
FEF1UTALAUAPI ZERATEET,

/A Important
DY—ADSRTZHBRTDE, VIV—ANDT IV RAICEEZEADUEMENI BV ET,
2T ZHBRTREIC. RTZFERALTVY—ANOT IV EAZHHT 2 AESEDHD AWS
Identity and Access Management (IAM) 7R > —Z R L TS EE ),

Console

Security Lake AV —J)LZFEALT, VDY—ANLS 1 2RELEOXRTZHIBRTBICE., UTOA
TYTICRWVWET,

VY—AN BRI ZHIKRT S

1. Security Lake > Y — JLhttps://console.aws.amazon.com/securitylake/Z & £ 7,
2. RTEHIKRTIBDVIY—ADZATIZHUT, ROVTFhAZRITLET,

s F=RLAUERER., TES—2aRAOT[V—2a ] ZBIRULET, &IC, TU—
Tarv,F—7IlTcT)—>23a3r, #BRLET,

« YT RAIOSAN—DOBEE., TES—23a RAVT[HTRITZAN—] 2 BRLET,
R, "RAYTAOTAN—, TF=TILTHTRISAN—%ERLET,
BITRAOTAN—DNT—TIICRRENBEVEEE, R—ZOHALEO AWS V-3
LOZ—%#EFALT, YTRAISAN—ZERLE)—23a % BRUET, RICKE.
BEQD)—23aVICBALTOROBEEOYTRITAN—DHINERRENET,

3. [MmE] 2BRLKY,

4. [BT1E€02a2EREALET, Tags o732 IClk, BEVY—RICEUIHETSNTVS
IRNTORIN —ERRENET,

5. ROVWFThHAZRITLET,
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« RTICHULETEOHKZHIBRTDICE, HIBRIZEZSE ] RY VAT [X] ZBRLE
EE

c BTDRITF—ERTEOWEZ (RTT)HIBRIZICE, BIRTZDRITDEICHS [HIER]
ZBERLET,

6. VY—ADLSEMDRTZHIBRTZICE, BIRIZRTZ2EMTD-CICHIOFIEZFV IR
LET,

7. BZTDHIBRZERTT LIS, [Save (RF)] ZBRL KT,

API

JY—=ZANS 12U E0RTZ7OT 5 LN SHIBRT S IZIE. Security Lake API @
UntagResource ARL —> 3> ZFEALET, VI ITANT, resourceArn/\TX—2—%&fF
ALT, 2T %HIBRTS 1Y —AD Amazon )Y —Ax—LA (ARN) ZEEL £¥T. tagKeys/\
TAXA—RZFALT, BHIRTBDRITDRTX—ZEELET.,. BHROZTZHKRTSICE,
HIBR T 28R T Dtagkeys NTA—Z—E5|8E2TNY R (&) TXYP>TEMLET (HI:
tagKeys=keyl&tagKeys=key2)o VY—ANSHBEDRTE (RTF—TIEEWV) O & & HIR
TR, 2T ZHIRKRTBIRDYICRTZRELET,

AWS Command Line Interface ( AWS CLI) ZfEA L TV %F &k, untag-resource Y > R
ZERITILT, VDIY—ADS 1 D2UEDERT ZHIBRLE T, resource-arn/NZX—XIZE, &
JEBIBRTSD VY —AND ARN ZIEELFT, tag-keys/\TAXA—RZFEHAL T, HIBRTZD R
TJORTF—BRIBELET, LEAEF. ROOAXVRE, BELEYTRAITAN—NHERY
(Environment2JF¥—E& X JEOEE) ZHIBRRLF T,

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

C Z T, resource-arn 2TV ZHIBRIT2H T AUT4/)ND ARN &3 EL . Environmentld
HIBRT 22T DRI ¥—7T7,

)Y —ADSEBO R T ZHIBRTSICIKE, BIOERYT £—% tag-keys NTX—X—D5|H
ELTEMULET. UTICHZERLET,

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
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--tag-keys Environment Owner

FARL =23 UNEEICRTENEHBEE,. Security Lake [EZ= M HTTP 200 L AR A%RL
£, ThLUNADEZEE, Security Lake (& HTTP 4xx £l ARL =2 a o FRBR U EBHERT
500 LARAZIRLET,
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Security Lake DEABEO NS 7N a1 —FT14>2 Y

Amazon Security Lake AR ICEAEANRKEL EBEARK., XKOKNZ TN 1—F12 )Y —A%
FEALET,

UTOREY ITE., F—ZFLAVDAT—RA, Lake Formation, Amazon Athena THO Y T

), IAM IZBESEL THRET 2 AREM O & S T 5 — AWS Organizations PEEO RS 7)1 —F«
VOB TRTRNAAZRBLET, CCICRETATVBVEBENf BN 2LBER., CcOR—
P DFeedback’REZFERAL THETEET,

Security Lake OERICH > THEAREL ZHEER. UTORNEY VZSRBLTSEE L,

NEY D

s T=BLAVDAT—BRAORZ TN a—F42Y

- Lake Formation O RSN 1 —F12 7

- Amazon Athena TOUVTIUD KNS TN a—F142Y

« Organizations DEBEO RSN a—FT142Y

- Amazon Security Lake PA F U TATAET I RAORZ TN a—F142T

F—=RBLATDDAT—RADKNTZIIN1—F1429

Security Lake A2V —)LOBBER—J I, =R LAV ICEEZEATV2REOBREN KRS
nEJ, HIAE. BB D CloudTrail SEFFZERK L TWAKWIEE. Security Lake & AWS CloudTrail
BEEARNOOVREZBMIITEREA, BER—JICE, BX 14 BEICHREL LBAENRTE
TNET, SRBEORPEHREINDBEFIEEZRERTEET,

BEOBMEICT7OTSATT VAT SICIE. Security Lake APl @ ListDatalLakeExceptions AR
L—>3>zFERATEXRT, ZFEALTVSHEEEE AWS CLI, list-data-lake-exceptions AN > R
ZRITLUET, regions NTXA—R T, us-east-1KERIB (N—Z74FH) V—3ask
EMDOBUEOU—23 > 0—REZEBELT, TheOU—2avVIlEETHHBEEZRRTESR

T, regions NTAXA—REEHBEWVEHEE, INXTOV—2aVICHETIHBEN RENET, UV—
23a>IA—ROVARNIOVTE., TAWS 28D 7 7L A1 ® "Amazon Security Lake T2 R
KA b1 ZZRLUTLKEZL,

BIZIE, RO AWSCLI OX > Rk, us-east-18KY eu-west-3U—avicgEsxz5z TV
PEEBEE—ERRLET, COHE Linux, macOS., £ Unix AIC 7A=Y R&EahTHY)., 5
HAXFEEELEETEZLEHICNYIRTYSI () DITHEXFZEERALTVET,
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$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

Security Lake 1—H'—ICEBX IS —%2 BT S IZIE. Security Lake APl @
CreateDatal.akeExceptionSubscriptionF R L —> 3>z ERALE T, 1—HF—&k, E X—

JL. Amazon Simple Queue Service (Amazon SQS) ¥ 1 —ADOE{S. AWS Lambda BB\ DEE.
FERYR—RENTVRFO7ONILZBLUTBHNEZTDH_ENTEET,

BIZFE, RO AWS CLI X > RiEk, I8EE =T HJ > NI Security Lake #l7A D@ %Z SMS EE
TREELET, ZOFIE Linux, macOS, £hE Unix BIC7A—IY RENTHY, AT %E
BLEEEZLEHICNYIATYS 1 () DITHEXFZFEALTVET,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

BIAGT AoV T3> 0FMERRTSICE,. GetDatalLakeExceptionSubscription 7
RL—=2avaFERATEERS, INTTAOVTa zEHITHICIE.
UpdateDatalakeExceptionSubscription AR L —> 3> #EATE XS, INTT ROV T a %
HIBRL TEHZELIETBICIE, DeleteDatalakeExceptionSubscripton AR L —> 3> #FEHATE E
ER

Lake Formation D NS TN a1 —F 1425

R DOERIE, Security Lake & AWS Lake Formation F— 2R —AF LG T—TIILZRETIEEIC

RETDUEMN B — RN EEEOBHEIEEICRISE T, Lake Formation D RZ 7 )L 21—

TAVIICETREOMONEY JICDOVWTIE, TAWS Lake Formation RO Y /N—HA R, @
""NSTINa—FT420, 89232 ESBLTLKEEV,

T—7ILHFRO2H S

BTRAVZAN—ZERLESETRE, COIS—HRRENBENBYVET,

COIT—ZBARTDICE, V=232V —RZBRICEMLTWS & ZHFELET, Security
Lake U —EADTLEI—DV ) —RABILY—AZEBMLEHEE, YTRAIVSAN—%2ERTS

BIICY—AZBHEEMITBDHENHBYVET, V—ADEBMICOVTOFMIE. Security Lake TD
V—AEBE, ZSRLTLEEY,
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400 AccessDenied

HAZLY—A%ENML T CreateCustomLogSource APl 2 HTE, COIT—HARREH
BENFBHYET,

COIT—ZMRARTBICIE, Lake Formation DERZHFEL T<EE W, API ZHUOHT IAM O—
JLICIE, Security Lake F—2Z X —A M Create table #ERABETT, FHMICODVWTIEE., TAWS
Lake Formation BAR& 44 R, ® TLake Formation AV —)LERBIFE )Y —A XV Y REFEHR
LETF—ER—ATIVEAFIONE) 28R LTEZV,

SYNTAX_ ERROR: 1:8 {TTE: AT LDV L —>3 A 50 SELECT * &
FaEhTVWEEA

Lake Formation THIHTY—AT—T N I0T VTR ELEEIL, COIT—HNRRENDENHY)
£9,

CODIT—ZBRIBDICE, CHAA2LEEECFERALTVWAIAMO=I)LICT O
ASELECTRFAIZELET AWS 7HIU 2 N, SELECTHERZMRETHHEIC OV T, TAWS
Lake Formation ¥ & /4 Ry ® TLake Formation 1Y —)LEBREIFE )Y —AXY Y RZEEH
LieT—7IHERONE, 28RBLTLSEEV,

Security Lakeld, MOPHELTOT U NILARNZL A O T3 —X—>3
TR LA VEBEICEMTEREATLE, BEOTF—XL A UVEE
FEIZE, ERRPEFEELBEVEMBE TV NILFEENTVS IEEDN D
WET,

Security Lake ZB#ICTDEE, FLE ZOJYV—-AAWS OH—ERX ELTEMTD EEIC,
NIS—HRRENDENHYVET,

(]

CHOIZ—ZBRIDICE, LATOFIEZETLET,

Lake Formation 12/ Y —JL (https://console.aws.amazon.com/lakeformation/) ZB& £,
EBI—H—-LTHAI12FD
FTETF—23RA2O FH]TEBO-INEZAV] ZEBRLET,
[TF—Z2LAVEBE 023> T, [EEEZER] ZRRLET,

NAM TRO2ASBV EVWSTIRILO/VETV I NILZZVT L, [RE ZERLET,
Security Lakel@EZ2 €5 —ERL TS EE L,

o a0 A w N~
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Lake Formation Z £/ L 7= Security Lake CreateSubscriber l&, &L T
ES55ODOFHLVWRAM DY —AREOBFEERLEEATLE

Security Lake T Lake Formation Y 7 AU 54 N—%& R T S H(IZ, Lake Formation /\—= 32 2
FEFRN=—23V3QVAATHI R TF—RHABTIUY—RAZHELTVERE, COITS—H
RRENDENBYET, Chid, Lake Formation N\—2 3> 2 BKEN—23 2 30OV0ORT
WOV RNEEN, BROVOARATHI Y NTIOEAFAOFEZ 1 20O AWSRAM VDY —AHREIC
RvEYTTBETAWS, RAM VY —AREBOHZHKEILTEDHTT,

DY —AHRBEN YT RAIOSAN—DOERBICEELLEAZID THY ., VY —AHLE ARN
A'CreateSubscriber/5%&®M ARN &£ —HTD & &2BELTLKEEL,

Amazon Athena TOOIUDO KNS IIN>1—Fa42T

XDIEHREMEAL T, Security Lake S3/NT Y MCRBEENTVWB AT 19 N%&E Athena Z £
LTOTIVITBRICRETDAEMOH D — BN EEEEZDHL TEELET, Athena DT

W21 —FT1TJICBTRTOMORNEY ZICDWTIE, TAmazon Athena 1—H'—HA R, @
"Athena TO RS TN a1—F42T, 02325 RLTEE,

JTVEEATLTE, F—RLAIAOFHFLLVATZ IO NFREhEY
Ao

Security Lake @ S3NT Y NMZEFNSOAT IV RNEENTVTE, Athena VIV EETF—XL
AVADFHLVWAT DI VRN EREBVEEN HYET, Chik. Security Lake ZEMIZL TH S
HEAMILEBEIRETRENBVET, TOBR., AWSGlue N\—T 14232 R@FFHLVA
TOITORNEBYICERURVATESEN HYET,

COIZ—ZRIBICE. ATOFIEZRITLET,

1. https://console.aws.amazon.com/lambda/ T AWS Lambda >V — )L ZBEE & T,

2. FEF—23UN—0)—23> L IXT, Security Lake A"BRICE > TWB DI Athena
VITVNFBEREZREEVWI -3 2BRULET,

3. FETF—23aURAVHISEBEBRRL, V—AN—T3 2K UTROU AN SEEZEER
LET,

* Source version 1 (OCSF 1.0.0-rc.2) -
SecurityLake_Glue_Partition_Updater_Lambda_#region> E8%,
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* Source version 2 (OCSF 1.1.0) - AmazonSecurityLakeMetastoreManager_#region>
B9 ¥,
4, [BREIZ7 T, [MUAH—]&EBIRLZET,
5. BROBICHZ AT 3 ERBIRL, [RE] ZBRLET,

6. [MUH—ZEML] ZBRL. REF] ZBRLET, ChIZKY . BEOREN [BHICEDY
7,

AWS Glue T—7 NI T OEATE RV

DIVFTOEAYTAUS4/N—&. Security Lake F—2%E8 AWS Glue T—7IICF UV EAT
EBRVWBENFHYET,

&Y. VORTAIRT=TIAHEELY RTYT (HTARVSAN-ATY ) THATATWVWEF
JEZRTLTWA L ZBABLET.

BHENEETIEATERVESE. ROFIBCH> T<EE L,

1. https://console.aws.amazon.com/glue/ T AWS Glue AV —I)LZHAE E T,
2. FTETF—=23URAUT, [F—RAXOT] £ [HROTRE] 2BRLET,

3. DY—ZAR—ANDKR)>—%ZFEALTAWSGlue T—7NICT O EARTZ T O AFAEY T
A9TAN—IZ/FELET, VY—AR—ADRIZ—OERICOWVWTIE., AWS Glue RO Y
IN—HARD TAWS GlueD )Y —AXR—ADRI)T—DPl, #25RBLTLEE L,

Organizations DEED NS TIN1—FT14 20T

R DOERIE, Security Lake # &UF AWS OrganizationsZ RT3 L EICHKET D AEEMDH S —K
WAREORIMEMBEICRISEE T, Organizations RS/ 1—F 4 JICBETRT0MO N
EY 2IC2V\WTk., TAWS Organizations 1—H¥—HA Ry ® "SI a—F420, w023
CESRLTLSEZY,
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CreateDataLake BEZ O HL TVWR EZEIZ, FTUVERAEETIS—HFRLE
LELE. THONSBEBOEEEBET OV NELERFAZRRTO
OTHIORNTRTFAE R EEA,

BEEECILEEBETHVNFFEISEBZHIBRL . Security Lake A2V —I)LE &
CreateDatalake APl Z#ERLTENDTHU hZER L T Security Lake ZEREL LS ETD E,
CDIT—NRREND_ENHYET,

COIZ—ZRTBICE, BIOBBOEEEREETHI Y NKLEBAR RO TAIY N efE
RALTLKEZEV,

Amazon Security Lake 74 T T A TAETIOEADRNS T
>a1—T4Y

IXDIERIE. Security Lake & IAM OERICHE > TRETDAHMEN B2 — RN EBBEODHPEE
ICIABET,

Security Lake TF7 9232 2RTId e MRBAIENTLAEW

W8T U 3 ERTITHHERN L E AWS Management Console BHIE h-8& 1k, BEEICE
BUTHR—NEKBEITIXENHVET, EEEG, RIABEHRERML BLETT,

LATOIZ—4HlE. mateojackson IAM 1—H =AYV —)LZERAL TEZED subscriber IZ
EI5FMABERERTLRISELTVS AN, 2O Securitylake:GetSubscriber FFAIA 75V
EVSBEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetWidget on resource: my-example-widget

ZMiF4E, Mateo l&, Securitylake:GetSubscriber 793> &ML T subscriber 183
NDT IV EANFTENDLSIC, EBEBICRUS—DOEHZHBELET,

BERN)—2BATT VEAFA2HKL £

BTRAOZAN—F LR AAZLOY Y —AAPIs ICE 2 TERENLZINTO IAM O—)LIF,
AmazonSecuritylLakePermissionsBoundaryBEB R —IC&2>TNAM 2 REhFET, EER
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) —ZBATCT VAT ZIRTDEERE. O—LOT IV EAFATOERISERBR) —%
HIBRTEE T, =L, dataLakes EH T AU T4 /V—®D Security Lake APls DEE ZIRET D 5E
k. IAMA IAMO—)LZZETEEDICT IV EAHFTNOERET XY FIIHLEN HYET,

iam: PassRole #2179 2R/ &\

iam:PassRole 7V 3V AERITIBERNIBVWEVWS IS —HFERRENLEHEE, RUP—%F
¥ T Security Lake ICO—J)LEETCENTEDKSICTRIHEN HYET,

—#D AWS DY —E R T, HLLWH—EAO-ILFLEEY—EALCUYVEnIO0-ILZER
TRIRDYIC, BEOO-NZZOH—EACETCENTEXRT, TOLHICE., Y—ERAICO—
N ZBEITHERNILETT,

RTFOHIOIZ—E, marymajor £VWS IAM 1—H =02V —)LZEAL T Security Lake T7
923V aRITLEIDITRIERICRELET, £EL, COTFTI23aVEH—EANERTITDICE,
H—EAO—LASHEENIERIBETT, XTU—ICRK, O-ILZY—ERACETFHFI B
T A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE, Mary DRV —ZFH L TXF ) —IZ iam:PassRole 7V 3 NERITEHFA T D44
ENFHVEY,

HR—MBEZFEEFE. AWSBEEBEZICHSEAVEOLELSEEV, Y4201 U RIEHRERMHL-E
WENEEETT,

B2 0O D IL——IC Security Lake VY —ZX AWS THIZ N ANDT
Dt AZFATL LV

HOTHOY NOI—HF—HEBAOAN., VDIY—AILTIELRATRZEHICFEATEDO-ILZER
TEET, O—-IDOE|ZEZHEEREITHDI—HF—ZEETEEFT, VY—AR—AORII—F I
F7O0AORMO—I)LUJUAKN (ACL) ZHR—KTBDH—EADFZE. ThSORI—ZFERAL
T, DIV—ANOT7 VA ZRETEEXT,

AR OVWTE, MTZZRL TS EE W

 Security Lake TCNS DHEEN HR—RNE B A ESH ZHFETSICIE. Security Lake & IAM
DEHESEI #SRLTLEE L,
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c MIBAWS 7HIOUKN T2 2OV —AANOT IV EAZRBHITSZHZEICOVWTIE., IAM 11—
HY—HARD "FIBEAWS 7HOK 2580 O IAMI——AODT7 Ot A %IRRT, 258
LTLEESW,

s DY—=ZAANDT I tAZY—RN—FT1—IIBEITBDIFZEICODVTIRKAWS TAHT K, TIAM
A—Y—=HA R, O "H—RN—FT 1A —IHETDANOTILAZREITDIAWS THU K,
ESBLTLSESTV,

s D7IFL—23 ENLTTIOEARAZRBHEIZFELCOVTE., TIAMI—Y—HA R, O
FPAE TR NI —H—(ID 7T FL—23NAOT IO AOHFT) BSRBLTLSEEL,

« JOAARTHIVRNTOERACLHETZO-INED)Y—AR—ADRI) S —OFERFEDEWVICOWVWT
. "IAMI—HY—HAR, O "IAMTOOVOATAIRDII—ANDT IR, #58BL
TLEEL,
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Security Lake D i #& O RE 15 7&

Amazon Security Lake Offit&lk, F—RXEJIAKETF—ZEBROD 2 DNDTFAXTIAVICETVT
W&E T, Security Lake &) AWS ODH—E R L BE#EL TTF— 2 ZREBLVCHEETZEH, Ch
SOT7IVTAETAICEKBIEREN DI BDEEN BV ET,

Security Lake A" R—KN AWS U—232 2 AWS 7HIU N O THIHTOTREZEMICTS
E. TOTHI NEEEMIZ Security Lake @ 15 BEDER NS A TIICEEEhET, ERN
FATILHE, O —ERADSREN RETDAREEN BV ET,

Security Lake DRIENERIZCH D HERZIEM T S IZE. Amazon Security Lake pricing--> O B &
THEEL,

T —XH) 1A &

CNSNDIARNE, BYIAE N = AWS CloudTrail O F DM AWS OH—E X O A X
>~ b (Amazon Route 53 UV )L/N—O o T OY . AWS Security Hub #&%R. Amazon VPC 7
A—AY) DENSHELET,

T—2E

chS5NDIARNE, Security Lake A"Security Lake THA/N—tF 1) T 1 AF—NT7L—A
) —% (OCSF) #B< AF—<IZIEHRIL L. Apache Parquet XX ICZEH# TS AWS OH—ER
AJEARYRNDR) I—LASKRELET,

BEY—EANDIA K

EFIVFATF—RLATIET—ZAWS DY —ERX ZREFEIOCHEBEIZLEHIC, D HSF
ETRDARMEOHZIARNEUTICRLET,

« Amazon S3 — Security Lake 7> M® Amazon S3/NT Y KD#HBZEB LV EFADT—X
DRTF. BREEF1VFAEET7 VA NA-ILONTY NOFHEEEZ RV THh 58
HEhEd, FMICOWTIE, "Amazon S3 DEE, E2SBLTLIEEL,

« AmazonSQS — CNSNIANE, XY E—JEERD Amazon SQS F1—%ERTH L
THRELET, HFMICOVTIE. TAmazon SQSOEE, #BL TLLEE L,

« Amazon EventBridge — c 5 D& &, Amazon EventBridge A" 7 Ao V7> a> Iy
RRAVNCATS IO NBAZEETHCETRELET, F#MICOVWTIE, "TAmazon
EventBridge D#l&, 2B L T EE L\,
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« AWS Glue- ABEOARNRE, FANA RSO AWS H—EAASEYRAEFhZOT 4K
RF=BOR)I-LIZEL>TREYET, F—XIF Amazon Simple Storage Service IZfR
FEh, BED Amazon S RENBAENET, Security Lake l&, I—H—IZRKH > T
DAWS DH—EREF—TANL—232LET, EFAVFATF—RLAOO—ZPE&L T
BEENTZAWS H—EREVUY—RAIZE., BEROBENFrHEELET, AWS Glue, Amazon
EventBridge, . AWS LambdaAmazon SQS. Amazon Simple Notification Service D ¥l &% 5
BLTLEEV, Security Lake 5 F—2Z20TJL, VIVHERZREFEITD_ELETRETS
JANE, BFHEOBBERVYET,

Security Lake #5F—2& VT UL, VIVRRZRFEIBDETHTRISAN—HNEIETSZE
B, Y7 AO9SAN—0BBERYET,

JANEHBIY—EAQOFEMBZ ) ANIDOWTI, "Security Lake D&, ZSRBLTSEEV,

Security LakeDERRREHEIANERERT S,

Amazon Security Lake 1>V =)L 0O THERRRK R—2 Tk, BIED Security Lake D FERRRE
FTTh<, BROFEARREDANDREEL Y ZHEBTEET., HE 1S HEAOERNZATILICS
MUTWBEE, RZATILHROERRRIE. BRSNS AT ILOKTRIC Security Lake ZFEH T3
BROODARZRBEEDNDICRIEET, Security Lake DREOBMEIC DV T, Z2SHBL TS
WSecurity Lake Dfi#& DIRE S 7. FHMABHREIANOHIZ OWTIEE. "Amazon Security Lake @
Be, EBBLTIEZ,

Security Lake Tlk, HEMFHAIARNEXRRILTLA—KL, BEOAWS V=23V IZ0&ER
ThET, JANIE, BBAROIXTOT HT> ND Security Lake DERAN H/N— ., Open
Cybersecurity Schema Framework (OCSF) X° Apache Parquet R NDEBAEENE T, £
L. FR3OABMICIE,. Amazon Simple Storage Service (Amazon S3) X> AWS Glue’x &, Security
Lake NEETHMOH—EAOTANEIEENTLVEE A,

FERARAR—D TR, FARREIANDTF—R2EZRTIHHEZERLET. F7 ) NOHRBE
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