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9,

AR &, AWSSecuritylncidentResponseContainment O—JL &
AWSSecuritylncidentResponseContainmentExecution A— )L ZERT B EHDT T L—KAR Y
7Y BNTY,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 1},

},
{
'Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement’:
[
{

'Effect': 'Allow’',
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'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',
I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource:$DEFAULT',
I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
},

{
'Effect': 'Allow',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'"Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},
I
1,
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' }],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
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{
'Version': '2012-10-17',
'Statement':

L

'Sid': 'AllowIAMContainment',
'Effect': 'Allow',
'Action':
[
'iam:AttachRolePolicy’,
'iam:AttachUserPolicy’,
iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
'iam:DeleteUserPolicy’,
iam:GetLoginProfile"',
iam:GetPolicy',
'iam:GetRole',
'iam:GetRolePolicy',
iam:GetUser',
iam:GetUserPolicy',
'iam:ListAccessKeys',
'iam:ListAttachedRolePolicies’,
'iam:ListAttachedUserPolicies'’,

iam:ListMfaDevices',
'iam:ListPolicies’,
'iam:ListRolePolicies’,
'iam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
iam:PutRolePolicy’,
iam:PutUserPolicy’,
'iam:TagMFADevice',

'iam:TagPolicy',

iam:TagRole',

iam:TagUser',

'iam:UntagMFADevice',
'iam:UntagPolicy’,

iam:UntagRole'’,

iam:UntagUser',
'iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
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'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

[N

'Resource': ,

'Sid':
'Effect':
'Action':

'AllowOrglListAccounts’,

'Allow’,
'organizations:ListAccounts’',

[N

'Resource': ,

'Sid':
'Effect':
'Action':
[
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:

1,

'AllowSSOContainment',

'Allow',

CreateAccountAssignment',
DeleteAccountAssignment',
DeleteInlinePolicyFromPermissionSet"',
GetInlinePolicyForPermissionSet"',
ListAccountAssignments',
ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
TagResource',

UntagResource’',

[N

'Resource’': ,

'Sid':

'Effect':

'Action':
directory:DescribeUser'],

'AllowSSORead’',

'Allow’,

['sso-directory:SearchUsers', 'sso-

'Resource': '*',
},
{
'Sid': 'AllowS3Read',
'Effect': 'Allow’,
'Action':
[

's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl',
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's3

's3:

's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

's3:ListBucket’',
's3express:GetBucketPolicy',
1,
'Resource': '*',
I
{
'Sid': 'AllowS3Write',
'Effect': 'Allow’',
'Action':
[
's3:CreateBucket’',
's3:DeleteBucketPolicy’,
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL’,
's3:PutBucketOwnershipControls’',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock’,
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',
1,
'Resource': '*',
},
{
'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’,
'Action':
[

:GetBucketLocation',
GetBucketOwnershipControls',
:GetBucketPolicy',
GetBucketPolicyStatus',
GetBucketPublicAccessBlock',
GetBucketTagging',
GetEncryptionConfiguration’,
GetObject',

GetObjectAcl',
GetObjectTagging',

GetReplicationConfiguration’,
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'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling
'autoscaling:
'autoscaling:
'autoscaling:

]I

CreateOrUpdateTags',
DeleteTags',
DescribeAutoScalingGroups',
DescribeAutoScalingInstances',
:DescribeTags',

EnterStandby',

ExitStandby',
UpdateAutoScalingGroup',

'Resource': '*',

'Sid':
'Effect’
'Action'

L

ec?2

'ec2:

'ec2:

'ec2:

'ec2:

]I

ec2:
'ec2:
ec2:

ec2:
'ec2:
ec2:

ec2:
'ec2:
ec2:

ec2:
'ec2:

'AllowEC2Containment’,

: 'Allow’',

:AuthorizeSecurityGroupEgress',
AuthorizeSecurityGroupIngress',
CopyImage',

CreateImage’',
CreateSecurityGroup',
CreateSnapshot',

CreateTags',
DeleteSecurityGroup',
DeleteTags',

DescribelImages',
DescribeInstances',
DescribeSecurityGroups',
DescribeSnapshots',
DescribeTags',
ModifyNetworkInterfaceAttribute',
RevokeSecurityGroupEgress',

'Resource': '*',

'Sid':
'Effect’

'AllowKMSActions',

: 'Allow’',

'Action':

L

'kms
'kms
'kms
'kms

:CreateGrant',

:DescribeKey',
:GenerateDataKeyWithoutPlaintext',
:ReEncryptFrom',
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'kms:ReEncryptTo',
15

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow',

'"Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',
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27, UATOZEICRIUBEERT,

« AWS UY—RZRABRVOCBEELET., Z<DAWS O —ERA TREREITFHHFHYR—KNEhT
WBe), BEOY—EANPSDVY—AICAURTZE)HETT, VDY—ADKEEZRTENT
EET,

« AWS OIANDEH, chsORTIE, AWSBIlingZY < 1 R—RTHEMICLET, AWS T
&, 2 2FALTOANZDEL, BAOOANREILR—MEZRBELET, FMAICOVTIE.
TAWS Billing 1—%—774 K1 ® TUse cost allocation tagsy 2B L T &L\,

c AWS UY—ZAANDT IV EAZHBLERT, HMICOVWTE, IAIMIA—HY—FA R0 "2J%ZFH
LT OtAGIH, 22RBLTEEV,
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AWS CloudShell Z{#HH L T AWS Security Incident
Response ZiR{ET %

AWS CloudShell I&7 5 DHXR—ANOERIZFRIE 1 /iz2 T)L T, AWS Management Console #* 5

BEERHTEET, FEN T/l (Bash, PowerShell £k 2> T)L) Z2FEAL T, AWS H—E'R
(AWS Security Incident Response % &) [CXfL T AWSCLI AN RERITTEET, COFIEIE.

AR RZAY=ILOFAIDO—REA VAN —ILEFRETT,

AWS Management Console ' 5 AWS CloudShell ZEE832 &, AV —=ILAOHYA A2 IfE
AU AWS BRAHEREE. LWL Iy a > TEENICFIATEER T, AWS CloudShell 1—
H—OZOEFRIICKY), AWSCLIN—>3a> 2 )00 E1—FT4 2V IREICTVAY
AR—=I)LEHk) ZEHAL TWS Security Incident Response & AWS H—E A EXRVELV) T2 EE
IZ. FRAMEHRDEBREZAFY T TEERT,

RS
« AWS CloudShell ® IAM 7 7+ A O E{S
« AWS CloudShell Z £ L T Security Incident Response & X V) ElV) 9%

AWS CloudShell ® IAM 7 2 A7 ) HE

AWS Identity and Access Management B2 & IC & > TIREENZ T IO LRAEB Y —RA2EAL
T, EEEE IAM 1—HY—2A" AWS CloudShell IC7 VAL TREOBEEZFERATESD T VAN
AzZRELET,

EBEN I YT AEZNEIZRE[ERTERL, AWSIYR—I RRUD—ZNL I
FETT, AWSXEF—IY RARDZ—F, AWS HEB LV EERTDI AR R7ORIS—T
¥, CloudShell BIZXRD AWS XZX—T RARKUS—Z IAMTAFUTATAIITRYFTEERT,

« AWSCloudShellFullAccess: INXNTODHEEND I T O AEDH S AWS CloudShell %&£ H
TR LEOOT IV EAFTZRELET,

IAM 1—4%—7A" AWS CloudShell ZEFIL TER{TTER TV a2 0&EHZHIRTZHE. 77
L—hk &L T AWSCloudShellFullAccess NEX—Y RARDV D —BRFEHAITDIHARALRI) S —%
ERXTEE T, CloudShell T1—H—NERATEDZ T VI EFBRITDHEDOFMCOVTIE,

TAWS CloudShell 2—%'—7#4 K, ® TIAM AR —ZFEHAL TAWS CloudShell N\OT7 It A&
FRZEETH ) 22RBLTLSEEL,
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® Note

IAM 7 4 7> T 4T 4 Ik, Security Incident Response NOHUPHL Z{TS5T IV AHF %
NETBZRV—EHLETT,

AWS CloudShell Z £ L T Security Incident Response & X V) B}
V)9S

AWS Management Console #* 5 AWS CloudShell ZzE832 &, ONV RIS AV R—TI(AA
Z £ L T Security Incident Response £ DX VEY) 29 <ICBHBRTEET,

® Note

AWS CloudShell TAWS CLI 2R 9T554a, BMOUY—AZX V2 O—REFLFAVA
R—=ILTBHREZEHYEBA, c5IC. I—H—RZITI)IATERICEIEETNATVDOT, ¥
CHLUEZETOHIICHRIAERERETIHERXH Y FEA,

AWS CloudShell & Security Incident Response M {£

AWS Management Console #*5, +EJ—> 3> N—ICRTENDROFT 3> 2B RTS
— & T CloudShell Z 2B TE £ 9,

« CloudShell 74> #&#IRLE T,
« BERKRY U AIZ Tcloudshell; ZA D LIEHTH S [CloudShell] 77> a > #BIRLET,
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AWS CloudTrail Z £/ L 7= AWS Security Incident
Response APl J1—)L MO 7 i &

AWS Security Incident Response l&, 11— —, O—JL, Rk AWS 4 —E AIZ Kk 2 T Security
Incident Response TEITENLT U3V Z2RLRITBH—EATHS AWS CloudTrail EREE
TWE T, CloudTrail &, Security Incident Response ® 3 XT®O APl J—J)LZA R KELTHF ¥
T7FYLET, F¥ 7 FrEniMOHLIZE., Security Incident Response 1>V — LA S O
i U & Security Incident Response APl AL —2 3> AOI—RETHULAEENET, BIfZE
9% &. Security Incident Response M4 X2 K& EZ &L Amazon S3 /X7 Y MA®D CloudTrail
AR NOMENBIEEZBMITECENTEXT, AEHERELBVWHEETE, CloudTrail I
V=IO AR NER] THERIADAR NERRTEEXT, CloudTrail TIREEniziFwEFERAL
T. Security Incident Response ICXFBD VI ITAN, UJITARNTDIP7RLA, UVITANE,
DOTANBREEDFHERIETEE T,

CloudTrail ®FEMAIC D W T, TAWS CloudTrail 1—HY—44 R, #28RBLTLEEV,

CloudTrail @ Security Incident Response 15 #k

CloudTrail &, AWS 7HOU NEERTDE, TORTEMICAKY £T, Security Incident
Response TP VT AETANRETDE, TOTITAETARF[ARY NEE] AOMHEDO AWS O
HF—EADA R NEHRIZ CloudTrail f R MNCRBBEEINERT, RIEODARKNE, AWS THD
RTRR, BR, ¥FTOVO—RTEET, FMICOVWTE, CloudTrail AR NBERTOAXR K
DERESBLTIEE,

AWS 7HI N TiBE9 BEOAARY NEMGNICEEET S ICIE., REBFE K CloudTrail Lake
ARYRNTF—RANTZERLET,

CloudTrail EEHK

AEFFIC K V), CloudTrail OF 7 7 4 J)L%& Amazon S3 /N7 Y NCEETE XY, AWS
Management Console ZfEA L THER L EEEHFEYILF)—>32TF, AWSCLI Z2FEHTHE
., B—U—23a> FLBEER) -2V OARZERTEET. THIMADINT AWS
)=23a> TTFIOTAETA2IBETD LD, YILFV—2a Vi zER TR e z2HE8HL
£9, B—U—23 0 EERTRHEE. SO AWS V=23 CRBFENEZAXRVND
HERRCTEEXT, SEHFOFM-COWVWTIE., TAWS CloudTrail I—%—HA4 R, ® TAWS 77
T b DFEFFOER) SRY THBOIEHFOER Z2ZSRL T LEE L,
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M EERTDE, ETFOERARY NOOIE—% 1 DERIT CloudTrail 25 Amazon S3 /%

TYRNIBRETEERITAHN., Amazon S3 ARL—JICEBENF DAV ET, CloudTrail DR E DG
MIZOVWTIE, TAWS CloudTrail D&, 28R L T &V, Amazon S3 DEEICBET 55

MIZOWTIE, "TAmazon S3 OElE, ZSRBL TS EE L,

CloudTrail Lake 1 R R F—RAKNT

[CloudTrail Lake] 2R T2 &, /XML TSQALAR—ANDI IV ARERITTESE

¥, CloudTrail Lake &, 1TRX—A® JSON FEXDBEFED A X2 N %Z Apache ORC FEX ICZEH#L
£F9, ORClE, T2 Z25ERICHBIZDEHICEBILENEREEZEANL—ERXTT, AR
Nk, IRYRNF—ZARNTICEHWENET, IRVRNTF—RARNTR, BEBARKNELY
BEBEATDIEILL>TERIDEHICEIVE, IRVMODAZ21—&27 )L V>3
T, EDARYNNFEHL, JIVILERATEZ N, IXRVNF—RARNTICERTZ 2L
V2K HEELET, CloudTrail Lake DEFMIC DWW TIX, TAWS CloudTrail 1—%—7#4 R, @
"TAWS CloudTrail Lake DA 1 2FRL T EE L,

CloudTrail Lake DA XY N F—RARNTFTEVTVICEIAARAAYET, ARV KF—FA

N7 ZERTBERIC, IXRVNTF—RARNTICEATRIREAT IV EZEBRLET, BeF

723Uk 2T, AIRVNOBYWIAZEREICADDEE, BRTF, TOAMARKNTF—RAD
TOT7 A BNERRORFHBAREY ET, CloudTrail DBEOFMICODVWTIRF., TAWS

CloudTrail D¥l&, ZZRBL T EE W,

g N T Security Incident Response 7 7> 3 2 i& CloudTrail IZ& > TOJ ICRE&E

t., TAWS Security Incident Response AP| Reference, ICEBEEhTWET, Hlx

&, CreateMembership. CreateCase. UpdateCase O&EF7 V< a>z®H U9 &, CloudTrail
A7 7ANMCI NUNFERENET,

BARNEEZFOTIONJICE, #H#AVIOIARNEZEERLEDAEVSEBRISENET, 7147
T4 TA4BHIEE., UTZHUBTA2DICKRIEET:

« DOTARNY, )L—REREEIEER E AWS Identity and Access Management (IAM) 1 —4 —8REE1E R
NDEESZFERL TEFENLED,

s DOTARYO-LFLER7IFL—>232d—Y—0T2RZVUBEF1I)T 1 FEIEREEA
LTITbhirESH,

« UOIARYBIOAWS H—ERIZK2TIThhilzprESH,

MOV TIE, TCloudTrail userldentity TL Xk ZSBLTLEEV,
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Security Incident Response A 7 7 A ) IT RJIZDWT

CRLAIL E, BELE Amazon S3ANT Y NCAXR N ZOT77A4ILELTERETZLDICE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNVZERET, IRV NFEE
V—ANSOBE—-JIOTITARNZERL, VDOIANENETOAY, PO2Aa2>0B®K, UVIAR
NTX—=BBEDEREERET, CloudTrail AT 7 7 A I)LIE. NT VY U API FUO'H L O IEF 1+
SNEARYIRNL—ATREBEVED, BEDIEFTRERRENEEA,

X DBIE, CreateCase 70> 3> %79 CloudTral DI KU ZRLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x®*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
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1,

"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "HEx*",
"name'": "***",
"jobTitle": "x#*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"

I
"responseElements": {
"caseIld": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",

:case/*"
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"eventCategory": '"Management"
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AWS Organizations Z £/ LU 7= AWS Security Incident
Response 7HhJ 2 NDEXE

AWS Security Incident Response l& AWS Organizations £fEaEchTWE T, ABD AWS
Organizations BB 7 A~ N&. AWS Security Incident Response DZEEBEBEELTFTHI M
EEETEEXT, cOFTU>aIckt), AWS Security Incident Response & AWS Organizations
TEETEBY—LRELTANCEYET, ChSORTHFNEENBHACOVTE,. Using
AWS Organizations with other AWS servicesy 2B L TS E&E L\,

LTn+E93 3> Tk, ZF Security Incident Response BEEET7 W RELTERITTED S EE
FREAAVICOVTHBLET,

AE

« AWS Organizations % L\ T AWS Security Incident Response ZHA T2 b NEEEEE L ]
XF—=>32

« AWS7HIVNEE OEEENET I EADEML

 ZE Security Incident Response EEBEET NV NDIEEICHKHELRT JEAFFH

» AWS Security Incident Response D EFEEBERIEET S

« AWS Security Incident Response N X > /\— 0B

+ AWS Security Incident Response A* S M X > /\—® Bl BR

AWS Organizations Z A L\ T AWS Security Incident Response %
FRIDLOLOZEREFEHEEL X F—>3

LTOZEBEEEHEEIFIE, ZF Security Incident Response B¥EE 7 H > A" AWS Security
Incident Response TED KD IZHEET B A ZEBBITHDICKRILBEET,

Z1F Security Incident Response EBET AU NEU—23 2 BITT,

Z1F Security Incident Response BEEET WV NEXTYN—THD > M&E. AWS Organizations
FELUTERMNTZHSENFHYET,

AWS Security Incident Response DZEEEBEET HI > Ko

1 DDA )IN—=T A > N %ZFE4E Security Incident Response BEXEET7HTU > NELTEETE
T, BIZE., ## (######t) TAIN—=THD N 111122223333 RIGE S DIHE. ### (#
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#) TRIOXZIN—=T N> N 555555555555 ZIEET B ERF>TERRA, HOITNTDU—
< 3 TH4E Security Incident Response BEXEET HV > NERBUT AV NeERTIHEN
HYET,

BBOEET N> N%ZFEME Security Incident Response BIEET AU NELTRETD L EH#
BehFtA,

HBOBEET HD> NE, ZFE Security Incident Response BEBET HT >V NIBBZENTE
F£9, EEL, AWSOEFIVFAIORARNT ST 1 ARRPMHEORAICH>TEY,
DREFHRBENATVEE A,
SATHT AUV TS 3> h SEE Security Incident Response BEEET H D NEHIBRTZ &,
TAOVT7a>vRESICF Y EILENET,

Z 1T Security Incident Response EXEET7 HV > N ZHIBRT S &, AWS Security Incident
Response & Z MZ{F Security Incident Response BEIEET7 AT MIBEEFM TSN TWEITANT
DAVIN=THO NEHIBRLET. AWS Security Incident Response &, Ch5NDTXTDHX
DIN=T AR TEMMELENBLIBYET,

AWS THOKRNER OEFEEENETIOEADEML

AWS Security Incident Response DEBEE N7V EAZEMICTRDE, EBT AV NOEEEE
#IlE. AWS Organizations DE XV /NN—T ATV NCBEBOBREXZT—X (FEEHLEPREBE
BAEDFHHEBE) ZBRETEDRSICRYET,

M O AWS Security Incident Response DEFEENLET VA ZEBMICTSICE. XOFIEZFE
AULET,

© BT O ERAHT
CNSORAVERFTRHICR. UTOBHERETHRENBYET,
. Chi, EROEETHIY R SOARITTEET,
BT, TRNTORENEDCAOTVEAEA S ET,
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Console

AWS Security Incident Response DEEE N7 VL AZEB/MICTBICE

1. AWS Organizations AV —=J)LIZH A4 LET, HBOEBTHIUNT, IAM 1—
H—eLTHA 42T H, IAIMO—-)LZE|EZFEH, I—RNI—F—-ELTHIUA
TR (HBENELBA) BENHYET,

2. FTES—23URA2T, [Services] (H—ER) ZBIRLFT,
3. H—EA®N!)ANT[AWS Security Incident Response] ZiEIRL £7,
4. [Enable trusted access (EEENET IV EAZEMICTS)] ZBIRLET,
5. [AWS Security Incident Response DEHEE NET VA ZEBMICTR| XA T7OTRY I A
T, [BRCTBR]EANDLTHEL, (BEEINETIELAZEMICITS]) ZBRLET,
API/CLI

AWS PHOV NEE OEEESNET IV EAZEMICTSICR

RNDIAR > ROFTERIC, HBOEBETHI MNORIEHRZFEHAL T, --accountId /NS
X—RZFERATEITHIRNEEBAPI ARL—2 3> 2FUOHL, BBROXN—=THI> K
BSBITDITENTEET,

 AWS CLI: enable-aws-service-access

ROFITIEE, FEELBRIT7THD> SNOMBEBEA D AWS Security Incident Response A IS5 & h
ETPOEAZBMCILET,

$ aws organizations enable-aws-service-access \

--service-principal security-
ir.amazonaws.com

CHOOXR RERIFICHIZERLEE A,
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Z 1 Security Incident Response EEBET7 D> NOIBEICHER
T Ot AT
AWS Organizations DZEEEEZFEAL T. AWS Security Incident Response X /N\—> v 7%

RETDEETEETT, ChsOHFANNEETNDFEICOVWTIEE. TUsing AWS Organizations
with other AWS services; 5B L TS\,

(® Note

AWS Security Incident Response &, >V —J)LZFEALTEY N7 Y TR ERBZTS L
Z (2, AWS Organizations EEBEHRZBEHNICBEMICLET, CLI/SDK 2R T35S
l&. EnableAWSServiceAccess APl ZffA L T security-ir.amazonaws.com Z{E5# Y
BPIET, CheFBHTHRMCIZZENHYET,

AWS Organizations N &x—2 ¥ —& L T, ## D ZEE Security Incident Response &

BT HI NEIEETSHEIIC. AWS Security Incident Response 793 3> security-
ir:CreateMembership & security-ir:UpdateMembership 2T TED L EHWRELF
T CNS5DOT U 3aIZ&t), AWS Security Incident Response % i L TH#E& D ZE1E Security
Incident Response BEXEET WV NEEETEXT, £, HABICEIZIBHRENMEBIBHDICKIL
D AWS Organizations 7 7> 32 ORIANFAES N TVAR L EHRBIDILENHYET,

chhSsDFRAZEEZRSICE. THU2 NOAWS Identity and Access Management(IAM)7R 1) = —IZ BA
TOAT—RAVRNZEDS .

{
"Sid": "PermissionsForSIRAdmin",
"Effect": "Allow",
"Action": [

"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
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]I

"Resource": "*"

AWS Organizations B2 7 7177 > N & Z{F Security Incident Response EBEF7 HJ > K& L TIEE
ITBHBE, THIUKMCIWEIAM 79332 CreateServiceLinkedRole £ ETY, 7O A
AOEBMICEDEIC, "TAWS Organizations Z F L\ T AWS Security Incident Response Z £ R 3 %
EHONERBEEELIOAXT—23 2 ZERBLTLILEEZL,

AWS Organizations B 7 770> N DZEE Security Incident Response EBET7 AU RhELTO
EBEEMRITIDICE. ATOARAT—MXVRNEIAMARY D —IZEBML, 111122223333 & AWS
Organizations EBT7HI RO AWS PHO N IDICEEBRAE T,

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

AWS Security Incident Response DETEBEZIEET S

Ot 3Tk, AWS Security Incident Response AN EEEEEZ B ET D FIEICODVTEH
BALET,

AWS DN x—> ¥ —& L T, & Security Incident Response EBET7 WV NDEAFE
ICBT2 NEESFHELIAF—23 ) 2RTBRALEETV, £KITTHHEIIC. ZE{E Security
Incident Response BIEET NI NDEEICKHERT IV EAFAN 2 2BRLTIEEV,

FEEOT VAR EZIRIRL T, B0 ZEE Security Incident Response BEBEET HT > hN&IEEL
9. BEBTNHIVNOAN COFIEEERITTEET,
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Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response Y — )L ZFH &
3]

4242932, AWS Organizations B O EET HV > NOFIAEHREFEALET,

2. R=SOHALEBIZIHD AWS U—23> L IOZ—%FEHAL T, HBOZEE Security
Incident Response EBET WV hZ2iEETRH )23 z2ERLET,

3. EYRNTYTIAH—RIZHESDT, EXBEBETHIRNEEUAN—IY T EERLE
EE

API/CLI

- HBOBEEBTHIURNOAWS TAHIU N OFRFIEHREZ AL T CreateMembership & 41T
LET,

- H3LVIE., AWS Command Line Interface Z2FAL TN ERITITBEETEET,
XD AWS CLI Y > R, ZE Security Incident Response BEET7 HJ > hN&IEEL
TFF, XON—2VTOREICEATEDXFENAT>AaVEFATOESY TT,

"customerAccountId": "stringstring",

"membershipName": "stringstring",

"customerType": "Standalone",

"organizationMetadata": {
"organizationId": "string",
"managementAccountId": "stringstring",
"delegatedAdministrators": [

"stringstring"

]

1,

"membershipAccountsConfigurations": {
"autoEnableAllAccounts": true,
"organizationalUnits": [

"string"
]
1,
"incidentResponseTeam": [
{
"name": "string",

"jobTitle": "stringstring",
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"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [
{
"featureName": "RuleForwarding",
"isEnabled": true
}
]
}

Z 1T Security Incident Response BEEET7 HV > MO =& 2 AWS Security Incident
Response " BMIZBE2>TVEWVEE, WAKDZTIIIaVERTTEELA. EEEMIC
LTWVWEWVWEEE., L <EEE hi=ZE Security Incident Response EEBET7 I KD
7= %2 AWS Security Incident Response Z &4 FEMICL T &L,

AWS Security Incident Response NM X > /N\— D& 10

AWS Organizations & AWS Security Incident Response X /NN—2 v 7 ICIE 15 1 OBE&EN H V)
F£ 9, Organizations A 5T HJ7 > NFEM (FEHIER) Ehd &, Zhild AWS Security Incident
Response X /N—2 Y T7ORKTHI Y MIRBRENEFET,

XN=29FICTHINZEBMTSICIEE. "TManaging accounts in an organization with AWS
Organizationsy @F 723> OVTFNNICRVET,

AWS Security Incident Response 'S O X > /N\— D HIBR

XON=29THSTHIY NEHIBRTSICIE. "Removing a member account from an
organizationy OFIEICHVET,
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Amazon EventBridge

Amazon EventBridge Zf#H 9% &, AWS Security Incident Response 7 —AEX U N—=2 v
ICBETRANRYNIHS, EZRZVY, A—TARNL—2320TEERT, ChSODAIRU KN
&, Rules (777 IRIFUAFADOHEEE 1 DUEOZ—7Y N) £i=(d Pipes (7 1ILRUY,
TIOVYFRAUN, BB ZBILLERA D NY—RA 2 MNREDER) ZNLTIIN—FT12TJT
EFET,

Security Incident Response £ H— R/)N—F 1 =Y —)LOKEERERL V), £ERAI X TOMD
AWS Y — )L ZFERALTTF—R2Z2E&NLToMLEYTEEXT, HIRE. Security Incident Response
HFIr—RE7AT7 09T 1 7 IHERT BBA. EventBridge A— M X—2 3 2 EHL T AT A
ZERVA—L, AT—UFRINF—ICBHATEET, =5I1C, EHOAWSREEZEEITHHE

l&. Amazon EventBridge #& % £ H L T AWS Security Incident Response X /N\—2 Y 7 %#E_Z &
D20, IXTORENFBABEFIVT A HFIZHBFTL VD L ZBAETEEXT,

FHMICOWVWTIE, "Whatis Amazon EventBridge?; ZHRTEET

AE
« Amazon EventBridge Z £/ L /= Security Incident Response 41 X2 N D EE
« AWS Security Incident Response 1 X2 K D

« F1—K17F)L: Membership Updated 4 X2 N IZB§ 9 B Amazon Simple Notification Service 7
Z—KNEIEETS

Amazon EventBridge Z f£ A L /= Security Incident Response 14 X
VRDERE

Amazon EventBridge Ik, A1 X NZFEALTT7 7V =232 AV R—FX NATZERT DT —
N—=LAY—EATT, chllkVW, RT=F TNV BARNBBERTSIVT5—2a > 2BEICEE
TEET, IRVINRBBET—FTIOFYER, AIRVNOREBERBIZII>TEETD, REESD
VIRNDITIATLEBETDARAINTT, AIRVMNER, VDY—AFLERFRETRELULLEE
ZIBLET,

WIBO RN

%< MO AWS H—E A LRI, Security Incident Response & EventBridge D77 # )L kDA X2
RNARICARNZERLUTEBLET. (F7AILNDARNNAK, AWS THO NTEEW
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C7OE2aZ>JEhEd), IXNYIMNARK, AIXRVKNE2ZEFEITZIL—2—THV, EOMUL
DEFEREZ—TY NCEBELET. IXVINFEEEhDE, I—F—HFAXIMNARECRL THE
ELEL=NLNCE>TFHEETAET, KL, AIXRVIFIIL—ILOARNNE=2IC-HTS
DPESHEFIVILET, —BITRHFE., IXVMNABEZOARYNZEBEENERZ—TY N
EELETD,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

' Amazon Web Services
. ~ L ~ pattem *

Web Service ".f “rn '@- Event buses

event

event i

rule pattern @ '@' HTTPS endpaoints

EventBridge JL—JL % L /= Security Incident Response 4 X2 N D EL{E

EventBridge @77 # )L k4 X2 N/VAT Security Incident Response 1 X2 NZEX—5"Y NIZiE
BEBBDICE, L—ILZERTRIBENFHBVET, BL—ILNICREARYINER=HNFEENTS
V), EventBridge AR RNATEZEELEZEARNERBELET, IRV RNF—RNEBEL LA
RYMNEZ=2IC—HTB &, EventBridge &, L—ILDR—TY NZCEFOARNZEEFELET,

AR NNRAL = OFMBERSGEICDOWVWTIE, "TAmazon EventBridge 1—%'—74 K1 @
Creating rules that react to events; ZZBL T &V,

Security Incident Response 1 X MZI—HFTD AR NNZ—2 DERK
BEARYINE—2VRFISONEROATZIIRT, UATAHAEERATVET,

c AIRVNEREETDH—ERAEREB TS source BM, Security Incident Response 1 X N D5
. Y—AWE "aws.security-ir" T9Y,
(2'7 AV RBRETDARYNEZAT OB ZET detail-type B,
c (AT23Y) BERNREBDITDHMD AR NTF—REED detail B,

BlIZE, UATOARYMNE—=2F, BEENEAWS PTHI N OFNXTO Case Updated by
AWS Security Incident Response Service IR KNE—BULET,
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{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}
}

AR NNE—=2ORBOFMICOWTIE, TEventBridge 1—H—H 4 R, ® TEvent patterns |
ZSRLTLSEEZL,

Security Incident Response 1 X NOFMI T 7L A

AWS H—EADITNXNTDARY KNI, AIXRVRDY—ATHD AWS H—ERX, 1RV NE
RENLRZ, ARYRFRELETHINE#ERZRE, AIRXRVNIHETEIXEZTF—2%EED
HBOT71—ILREY M BYVET, ChSsO—BWNET 1 —IILROERIC DOV T, Amazon
EventBridge 1—H—HA RD TAXKEEV 77 LA BSRLUTLKEE L,

TSI, BARVBNIEF, TORBEDARNMIEBEOTF—RZ2EC detail 74 —)LRIFHVE
T LTFTOUT7LATIE, & F&E K% Security Incident Response 1 X D7 1 —IL R%&
EELTVET,

EventBridge % £ L T Security Incident Response 1 X NDBIREBEEBZTSHE. UTORIC
BEITH>OHNEATTY,

« Security Incident Response 5D I NXTDA X2 M®D source 7 4 —J)L RiF "aws.security-
ir" CREEThET,
« detail-type 71— REFARNEALTZEBELET,

BlZIE, "Case Updated",

ARNDOFBIT77LURA Version December 1, 2024 54


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events-structure.html

AWS Security Incident Response 1—%'—# 4 K

e detail 71 —J)LRIZIE., ZOEBEDAXRNIEEOTF—ENEENET,

Security Incident Response 1 R MMC—HTBKSICIL—ILEZBMLT D AR NNNEZ—2 OERK
FEICDOVWTIE, TAmazon EventBridge 1—H—7i4 R, ® "Event patterns; 2R L T< &
(A

AR NB KU EventBridge "M RY N Z2MEBT D H5EOFEHMICDOVTIE,. TAmazon EventBridge
d1—%—74 Ry ® "EventBridge 1 XV~ 2SBLTLKEEV,

HE7 1 —)L R: $XTDH AWS Security Incident Response 41 X KNZ &k, 1S DEEZE Amazon
EventBridge 7 1 —JLRFEENE T,

- version: EventBridge 1 X RNEX/N—2 3>

o id AR NO—EDOHEIF

« detail-type: 1 R KRR A7 O ANEHFFEHEN S FHEA

- source: Security Incident Response 1 X2 K DIFEFEIC Taws.security-ir

« account: F R NARELIZAWS 7HT2 KN ID

o time: AR RARELEEZNDISO8601 R LARVT

* region: UY—ANFETD AWS V-3

* resources: HEZF (T2 —AD ARN 22T E 5

M7 4 —JL R:detail #7 2 T U M. Security Incident Response Bl EDEHAEENTVE
i

- caseld: T—AD—EDOHEBF (T—AAXRY NDH)

« membershipld: X N—=2 Y T O—BOBEF AN—=2VTARINDEK)

« updatedBy: EFTZRITLAEI—H— (T—AREOAXVNDEHAR MO HK)

- createdBy: T T4 74 ZER L E1—— (F—REDAX NOERARD ND &)

T U 2—f8: updatedBy $ KU createdBy 71 —)LRICEHDENTEEXRT

« AWS Responder: AWS X 1 UFT A LARVE—HNRITLET O3>
- security-ir.amazonaws.com: Y —ERICK > TEHBNICETE LT O3>
« Account ID: BFRICK > TRITENLET > 3> (6 "111122223333")
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1)Y) —2Z ARN {&: AWS Security Incident Response Y —Rlx 5D ARN EREFERALET

« Cases: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

* Memberships: arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

T—AANXZT K

AWS L ARV A=k > TERE T —A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseIld": "1234567890",
"createdBy": "AWS Responder"

B—ERALCK>TEHENLZT—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Created",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T00:00:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
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1,
"detail": {

"caselId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICEK > TERENET—RA

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS L ARV H—ICR>TEHFEhZT—A

{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T01:30:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

1,

:case/1234567890"

:case/1234567890"

T—ARARY K~
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"detail": {
"caseld": "1234567890",
"updatedBy": "AWS Responder"

AWS BERICE>TEFHENET—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E AICK > TEHE =T —A

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:007",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,

"detail": {
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"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

oO0—XEnkr—A

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-15T14:22:0072",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890"

T—AAXY MR B

AWS L AR E—ICk > THERENIZT—AOX T N

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T04:30:00Z2",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
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"caseId": "1234567890",
"createdBy": "AWS Responder"

BERICE>TERENET—AOXT b

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS Security Incident Response H—E AICK 2 TERENET—ATIX2 K

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
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"createdBy": "security-ir.amazonaws.com"

BERICI>TEHESALET—AOXT B

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E ALK > TEFHE Nz —AOX> b~

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
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}

AWS L ARV E—ICL > TERENZT—AOXV B

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

XIUN=2YTARY N

ERENIZXN—2Y T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Created",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-01T10:00:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef@"
1,
"detail": {

:case/1234567890"

:membership/

XN=29TARY N
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"membershipId": "m-1234567890abcdef@"

BHENIXIN=2YT

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-15T16:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
m-1234567890abcdef0"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

FroblEhiEEXIN—29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:592",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,

"detail": {
"membershipId": "m-1234567890abcdef@"

:membership/

:membership/

XN=29TARY N
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}

BTIUIEXN=29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

AWS Security Incident Response 4 X2 ~ D {F

EventBridge L—ILZ#EHKL T, ChSDA RV KNEREL, BBT7 I3V ZNIH—TEET,
A—AT—ADFZLTICRLET,

I N T DO AWS Security Incident Response 4 X2 M Z—2:

"source": ["aws.security-ir"]

T—RAARY NOHKIZ—F
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{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"

AWS LAR B —IZL2TEFHENET—AIZ—3

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

BEDT—ADARY MI—3

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

F1—K1T)L: Membexrship Updated /1R NIZEET B
Amazon Simple Notification Service 7 27— N &ZiZ{ET %

COFI—KNUTILTE, YTAOUT> a2 H Membership Updated AT —ZRAICBITLEA
RYKNDH%EF+¥ 7 F 9% Amazon EventBridge 1 X MNIL—ILERELE T,

i ;{I: 7 )L: Membership Updated 4 X2 MZB§F %S Amazon Simple Notification Service 77 — Version December 1, 2024 65
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BB SR AF

COFI—RUTILTR, XON=2YFLBWBEHT ROV T3> eTIOTATIEAWS THY
VR BHBEEZBMBELTVERT,

KeEY S
« F21—KYUTF)L: Amazon SNS REY U ZERLTHTAITA4T 93
e FA—KNUTI: ARRNIL=IINZEETS

e F1—-—KUTI:IN=—IN&ETANTD
« %)L —)L: Security Incident Response Case O E
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{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:AWS:iam::*:user/${AWS:usernamel}"]
.

{

"Sid": "NavigateInConsole",

"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,

"Resource": "*"
}

]

}
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