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Security Hub CSPM

Summary
Controls

Security standards

Insights
Findings

Integrations

Management
Automations
Custom acthons
Settings

General

Reglons
Configuration New

Usage

What's new 12

Security Hub 1 New

(® Note

Summary o {
Choose a filfer sef - QL Fitrer data
[}.'\!9.'.‘&!!?:!_51_3_!_9_!.5_'!&!5[ | X] [ Workflow status = NOTIFIED |X) [ Regord state = ACTIVE |X] ( Clear filvers | ':)

¥ Introducing the new AWS Security Hub

' Thee new Security Hub i your unified doud security solution featwring:
‘ " Prigritized risk detection correlating security signals across AWS
e
(i ' Potential artack path visualization for each identified exposure

~" Centralized management of security capabilities

" Cost optimization through unified pricing of security services Including Securdty Hub CSPM, GuardDuty, and inspector

sy &

i Security standards 1. i i Assets with the most findings we.

Track your cloud security posture with a summary security score and standard securlty scores, This widget Prigritize and evaluate your assets that ane mast at rigk
abways shows complete, unfiltered data

Security score m Accounts Applications

O The security $00ne cannot be calculated until AWS Config is enabled and resource reconding IS Re4oLrss By severity By redoure
eanfiguned.

Mo data available
standard Passed Failed Seane & There is no data avalli

Security Hub CSPM Z2EX O NO— /)L ZBMICTHIHERFH V) £H A, AWS Security
Incident Response " H— R/)N—F 1 —OREBFBRZEVIATIZE, ROA—HEDHIHN Y%

2TY,

#l&: Security Hub CSPM O HERE. HRAID 10,000 HETERTT, COHBBEBIDE, B
HERSH LY OIANE 0.00003USD 127V ET, FMICDOWVWTIE, Security Hub CSPM 0
&1 BBBLTLIEEL,

AT Y 7 1: AWS Security Incident Response Z8%1lC9 %

FVR=FT42TTOLACE. AWSHBEH WK 10~15 522 ET, F1—KUTILIEDOWV
TR, Y—EARFIXV MO "TAFETF ) Z28RBLTEEL,

AWS Security Incident Response Z& %119 % (C I

1.
2.
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AWS Security Incident Response
Security incident response and recovery
for your accounts and workloads

How it works

Automated monitoring and triaging of security
findings

Allow the service to automatically detect, assess, and escalate
security issues by granting it the required permissions for
proactive incident response.

24/7 Incident response support

Streamline incident response

Scale and extcute incldent response within minutes. You can use
the service to self-manage incident response with service exclusive
Investigation tools or efficiently coordinate and respond with 3rd
party Partners and stakeholders.

Monitor, track, and improve

Service provides 24/7 access 1o AWS Security Incident Resp
engineers.

A h e dashboard allows you to track key security
Incident response metrics such as mean time to recovery. It
provides a central location to quickly access all active security
Incidents and reference historical cases, when needed.

3. EFAIVFAVY—VVITAI N EERAEEEELTEELEY,

s HAZAVAIZDOVTIE,

Fri & TEFEEE) 22RLTSEEL,

@ 5ot up el membenhp acont. DEfine membership details .
@. Dretine membership details

Membership region i

Region selection

Us East |

Associate accounts i

Get started with AWS
Security Incident Response

Automatic monitoring and triaging
of alerts

Streamline security incident
FRSpOnse

GEt 247 AWS security support and
tools

Pricing (USD)

Learn mere 1

Getting started &

15 AWS Security Incident

More resources &

rocumentation

"TAWS BEHAF A, O T&FXF1 VT A VT FLVAT—FT7

© Assoclate entire AWS Organization

ASSOCINE part of yous AWS Drgarszation

Membership name

G your raernibirship 3 name for easher nefenenad and Mandgiment
Mame

Duiemoy Saburity Indidierit Respore

Membership contacts ..

Primary contact
Hame

Kyl Shiclds
Job title

S0C Commander
Ermail

s AN, Com

4. BREBETHIORNIHAAVLET,
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5. XUN=vT70FMEANL, BYBTHIY NERERTERT,

6. [FHDU>KNAO—7]T. AWS Security Incident Response ZE#IC T2 HKREL T, AWS &
BEEEFLEBEDO OU ZBIRLET, IREEIE OU LRI TERTEETHN, B20OT7H
JURLRILTRERERTEERE A,

7. [7AF7O9TATLARAI TRk, RENFBMICHE>TVWR L &2BREBLEYT, 7070974
TLARVAGTF7AILRTHAICHZ2THEY, Y—ERICUOchiO—-)L&ERKL
T. AWS SIRT # GuardDuty O R ZEV Ak, BERfREEThzeEC7O7 057147
HAET—RERS CENTEDRRSICLET, FMHICOVTRK, "77O079714 7L AR A,
ESRBLTLSEEL,

/A Important

B—ERACUZZEhizO0—-)LE, EETAINCBBNICT7TO/EhERA. &
ZILAN—TFR2LS5CFHTRETIHLEN SV ET. FIREICODWTE, 70772
TATLARVARETZ—ROKIT—2D0—D 70— %2BET21 28RL T EE
W

8. (AZ72aAN)TFTIOTATBAVIFURNPILI—H—ICRO2>THUIADT VI E2RTTS
&% SIRTAWS ICERIARITDEEZBIRLET, YAR—REhTLVBRHLUIADT I3
ICik, BESNESINT YN EC2AVARVA, IMM TUINILOZ T Y IONEEN
£, COATYTEZAFYTISE, SIRTRAEFICFEHAHAI O AZRBLET, FFMIC
2VWTE, "HULAHTO>ar, #2RBRLTLKEETL,

9. Y—EADTIVEAHFAEAVR—FT A2 IREEHERBL. [FA12T7 YT Z2ERLET,

o1
] S up central membership account Review service permissions
@ Define membership details Enable Securlty Inqdent Response
The follow permissions ai nabled by default whe n up for AWS Security Incident Response.
@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:

Step d = Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the erganizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.

igation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for
ponse. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTrail events.

£\ Configuration settings for data sources

Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
consoles or APls.
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Step
@ Set up central membership account Review and sign up

Seep 2
@ Define membership details

Step 3

@ Permissions for proactive response Central membership account
Step 4 Account type

@ Review service permissions Use delegated administrator account

Step 5
(®) Review and sign up i i .
Step 2: Define membership details

Membership details

Region
US East [N. Virginia)

Associated accounts

Accounts
Associate entire AWS Organization

Membership contacts

Name v
Matt Meck

Kyle Shields

Membership tags

Step 1: Set up central membership account

Job title
Incident Response Lead

S0C Commander

( Edit )
Delegated administrator
(" Edit )
Name
Demeo Security Incident Response
- Email L4
mm@amazon.com
ks@amazon.com
1 B
A4 Value v

No tags

ATYT 22 AT MR TF—LEZRETS

OAFZETLES, EFIVTAARY MNRICEYZBRAETIAAL -3 2UMTHhhd K5I

5_
12272 hRETF— A’E RELXRT.
AT MRETF—LEZRETDICE

N =

LAZABLET,

AWS Security Incident Response >V — )L ZHZE X T,
EROFET—>3a RAVT, AT MR TF—L] ZBIRLET,
3. F—LAUN—ZEMLERT (EKXK10A),

X N=2&lZ, BEl. B4R, EX=ILTR

ATYT 24V FURRBT—LERET S
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e AWS Security Incident Response Incident Response Team ®
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
sssss
¥ Configure notifications and Teammates (10/10)
permissions
mi spon: ml an by
Incident Response Team
Nam 4 | Jobtitl v | Email
Manage membership
spons e

ssssssss

eeeeeeeeeee

F—LAlCl, BEOBIE, EEEMA. MDR (YX— RBHEBE) N—hF—, 95IRIVIZ
7. BROEFIVFTAARY NHCBATIVEN HZDTNMOANERRELZEHICENTESR
Jo

ATVT I T—ARBRATELERZERTD

AWS Security Incident Response ICl&, EF 1 VT 1 ARV NZEBEITD OO0 2 BEOT—AN
AEEIhTVET, BRMREEShEZEZCBBNICEREND AT 0T 17 7—RE, AWS
SIRT DY R— NI BEBBECERTIERMIST —ATY, £, N\—bhF—, EBF—L. X
KOBOIFAN— RN EDABERECT—ADARMEENSTEDEETERT,

COtEI>aTTR., ROREY ZICOVWTHBALET,
- 707 0TATT—A

« ERAT—A

« DAYTFY—

TOTATIT—2A

BB N7 —HEERE, RKEODTS—RERENICLEI—-LT /A RERAL, EXTEENOK

ZEVBRICERZYTEY, BENBBRENMREE D&, DATLARKREFERZ AWSSIRT LA
ROBR—ICIANL—>32 U THRELET,. REBRIFEOEBERE L THEREhD E, T—RAEE
R=RIWITATIT AT T—ANEREh, BREETChEIXNTOAT—IFRILE—ICEBNICEH
Eh&ET,

GuardDuty ZB#ICL, Y—RN—FT1—0OtF21UFT 1Y) 1—2 32 % Security Hub CSPM &
RETBDUHNC, 7AF 9T 4T T5—ALFEHREIBEH Y EFLA, COY—EREGF, BHOY—
ANSNTF—R2EEENTTHAEZERILTID AFBEI-—2IVRNEEHEEThTVET, COH
BEFBE, AWSHAHR—KNITI2ERR/ET—ATHERTEET,
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SR T —A

AWS Security Incident Response &, #E#A" AWS SIRT L BEEZEEETIH T AV T aIR—A
DT—ABBR—ZI)NZ2RHLET, AWSSIRT &, 15 Z2BOH—EALAXILBELE (SLO) TEF2
DFARBAEBETITATHBAVITFURNEZEBLET, A EN TEZIEEZRNBT—AOKIZHIR
FEHVEREA,

T—AZERT S

1. AWS Security Incident Response 1>V —J)LZHE £ T,
2. [T—AlZERL, [T—ARZEEK] ZERLET,
3. ROVTNHLIDT—ARATZERLET,

c AWS HR— KN AEEHAF Y ADEHIC AWS SIRT ICEEIAHNL—3>EhET (15
SO SLO).

« BLTRZR-IRIEHE RFIXD MO LS ICHBRBICRET VKT,

4. BAEIZINTOT A= RICADLERYT, BENBREZYR-—BDIDLHIC, TEDLEITEF
HMEEHET,

EES5QT—AZATERAULT—RT7 11— REFEALET. T—ADELBICHS [AWS A5 Y
R—h2ZH3])Z2BRIZDE, EILTIIRZ—IRT—RAZVDOTE AWSSIRTICTIAAL—>3>
TZEET,

Create case

Resolver i

Select resolver

{ © AWS-supported: Resalve case with AWS Self-managed: Reselve case with my own Incident Response Team

Case type info

Select type of request

[ © Active sexcurity incident Investigation

Case overview

Active Incident [2025-3-17]
Generate title

Start date estimate  info

2025/09/17 @

A FIEICOWTR., "T—RAZERTZ1 2ZRLTSEZ L,
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XY FY—

VAYFY¥—KERFIAMARUS—ZHEALT, T-AOARMEZAHFBRECNETERT, Ch

SOAT7aVEERTRE, N—hF—, VRIBLTAVT ATV ATF— L, EEEM. £z
FRRDFOEMREBEICBDHDIEN TEERT, VAV TF v —R. BEDT—RAICHTBINT
NEHOBHMZZTHUERT. IAMARUS -, RPMBEOCTIVEAFATICLZEREIY-IILT

TEAZRHMLET,

DAY FrY—RIT—AICEMTDICE
1. AWS Security Incident Response 1Y —JL&ZBE, [T—A] ZBIRLE T,

2. HEBEIBZT—RAZEHELRT,
3. [7OERAFW 27 #BRLTHS, B ZBRLET,

AWS Security Incident ¢ 0928191969 (_Edie ) (_Actions w ) ( 3 Geeheip
Response

¥ Overview

Resalver am Start date estimate Status info

Self 10 armawssecurity-irus-east-1:8547 2550638505 2025-07-15 © Detection & Analysis

ns and 2/0928191969

Name Incident start date (actual) Actions

CIRT - Proactive Case - Customer Servers Compromised Created at -

(CrowdStrike Finding) 2025-07-14T11:08:03-07:00

Last updated
Type 2months age

Security Incident

( Add
All members of ye Response T it
1
Name v | Jobtitie v | Email a
Jon “Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corparate Lawyer legaltem@anycompany.com
DOur MSSP Vendor MSSP Vendor msspVendor@mssp.com
» Incident response team (10) (6o to Incident Response Team |
Il members of your incident Response Team vill also receive netifications for this case

4. BRIAAETALEIAMARU>—z#OE—L, BYA IAMO-LELEI-YF—ICEALET,
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Details Communications Permissions Attachments Tags Case activities
Watchers (3/30) o Remove \: Add :\
Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.
| Q Search 1
Name v Job title v Email a
Jon "Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
Qur MSSP Vendor MSSP Vendor msspVendor@mssp.com
» Incident response team (10) \: Go to Incident Response Team :'\

All members of your Incident Response Team will also receive notifications for this case.

P "  tm N - hY
Template case permission policy (2 Goto1am ) ( D copyto clipboard )

Use this sample policy in IAM to define permissions for this case.

{
"Version”: "2012-10-17",
"Statement”: [
{
"sid": "SecurityIncidentResponseCaseReadAccess”,
"Effect”: "Allow",
"Action”: [
"security-ir:GetCase”,
"security-ir:GetCaseAttachmentDownloadurl”,

y-i
"securi ty-i
“security-ir: ce”

(® Note
BT—ACRKE., TORBEDT—AZXNRETEIEMADESAIZIAMARYS —HFEENET,
chiCkY), Y—RN=F 1 —O MDRNN— K F—EREF—LDRNFET VAN R
TNhET,

ATYT 4 BEOY—IEHEETD

AWS Security Incident Response &, 1 2> F 2 RRRBARL -2 3 Z2E8BILTRLHICERENE
FAVFAY=I)RT—0U70—EHEENET, GuardDuty H* S DRHEERO BEHEY) A& DEE
E. EventBridge ZERA L I-A XY NREBED—U 70— DFRE. Jira X° ServiceNow & E D ITSM
T2V RNT A —LANOESK. SEMBLTMDR Z7ONAF—ENATRL—23 2 &TS2ENT
EET,

COtEI>a>TR, ROMEY ZICOVWTHBALET,
« GuardDuty D& HER & HHEIL—IL

« Amazon EventBridge

« Jira, Slack. ServiceNow D#&

« SIEM &EAERY —I)L
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GuardDuty OfREFR EHHIL—IL

AWS Security Incident Response &, GuardDuty ®#& &R & Security Hub CSPM O iR %

H—RN—F 1 —OHKENSEHBWICERYAK, KUF—2UL, RELET, BBNVT7—2F5

/02—, rEEDWOEMLAV—ELTH *ﬁ&kiﬂbiio COH—ERE, BREORERE
REIAAL—>3> L%, GuardDuty TEEBT7—HA 7II—ILZERTEET, LARIZ—
. L—ILZRETRHEIC, BIZIhIZODVTHRELET,

GuardDuty i) —IL ZHFR TSI 1E

1. GuardDuty A2V —I)lZ2REFXT,

GuardDuty x GuardDuty » Findings
Findings (198) .
..........
Saved rutes. Statu Theeat rype
a G fiewdir
dings
Severity
Mogiuam
B %0
DEMO3
Low a4
CIRT-Create Suppeession DEMOZ
Policy53 BucketBlockPublicAcces Access Koy
— susabled ASIZQMLGGVATHEEW)
CRT-Create-Sup DEMO
DiscoverylAMUser AnamalousBat Acgess Key: 93
tow nice ASIALCAMEFAIXLOFVDIE
o
EC2 Instance:
o s Fils
ww o, m - De25811191daZatse
=
5_Brae " 2 Imstance:
e D : FCari 0025811f01ca20880
est_Amazon VPN
D e Loustie -

2. [RHHER] ZBRLET,

3. FTEF—3RA2T, {HINL-I] ZBRLULRT, IHIL—IILR=2JIE&E, PHIRD
INTOPHEHIL—ILD)ARARRENETT,

4. L= OREEEIRECEEETSICE. L—IIZBRL, 70232 XZi—H5 MEIIL—
IWOERH 2BRLET,

(@ Note

SIEMFT2./0>—Z#FRALTVWAHEBTE., FEOZBE &€ IZ GuardDuty DREFZERD
DENBDLTBEH. AWS Security Incident Response $1% & SIEM /N7 #—X 2 AN A
FEELET,
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Amazon EventBridge

Amazon EventBridge Ik, AWS Security Incident Response D4 X NEEERD—0 70—
ZEWMILET, T—ATI9T1ET1ZFREL T, THRO AWS #—E R (Amazon Simple
Notification Service, AWS Lambda, Amazon Simple Queue Service, AWS Step Functions) *°
Jira, ServiceNow, Slack, PagerDuty ZE DAY —I)L&E N H—TEEXT,

AWS Security Incident Response @ EventBridge L—JILZRET S (&

1. AWS Security Incident Response DEZFEBETHI NI YA 242 LET,
[EventBridge AV —J)L] ZHAE &7,

FTET—23aRAVDO[NA] T, =] ZEBRLET,

DL—ILZ4#EmK] ZZBIRL., L—IILOFMZEANDL., [RN\] ZBRRLET,

[AWS H—E X1 T, ROY FA I H S [AWS Security Incident Response] Z3&IRL £ 9,

[ARYREALT]IT, —BERBLEVARYNELEFAPI O-)LZERLET. NZ—2 &, F8
THREL TEBRODARNEZEDRENTEET,

7. RN ZBIRLET,

2

Event pattern o

Creation method

Use schema © Use pattern form Custom pattern (JSON editar)

Event source Event pattern

AWS services v {

[aws. ir"]
5 pe”: [ created”)

AWS service }

AWS Security Incident Response v
Event type

Case Created v

0 Copy 8} Test pattern .::'. £ Editpattern )
Cancel -::.- Previous ) Next

8. ARVENDIDERLERFEBDOZ—4Y N (Amazon SNS, AWS Lambda, SSM RF 1 X
N, Step Functions & &) ZBIRLET, BEICWHLUT, JORTHIVRNEZ—5Y NEREL
7,
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Target 1

Target types
Select an Eve et

EventBridge event bus
EventBridge APl destination
O AWS service

Select atarget Info

Select targer(s) to invoke whien an event matches your event
SNS topic
Target location

r another AWS service as a target

[ © Target in this account

Topic
SIR-Demo-SNS-from-EventBridge

Permissions

Use execution role (recommended)

Execution role

[ O Create a new role for this specific resource

Role name

Amazon_EventBridge_|nvoke_Sns_727705831

» Additional settings

9. IL—)ZmEEL., FERL KT,

BEEHD/N—

] Target in another AWS account

o so. EventBridge and AWS Identity and Access Management [3

] Use existing role

V=R EFIVv I ANET, FAFARELZ/N—KMF—IZIE, Atlassian (Jira),

Relic, PagerDuty. Symantec, Zendesk & EA HV) ET,

e Amazon EventBridge > Partner event sources

Amazon EventBridge ¢ Partner event sources

NF—#EezFERATSICE. EventBridge A2V —)ILT[/N—KhF—aAR> K

L :q:
Datadog. New

Dashboard

¥ Developer resources

P
‘ (@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.
N

Learn
Sandbox Amazon EventBridge partners (60)

Quick starts | @ search partners

¥ Buses

Event buses Updated

Rules

Global endpoints

F.\\ Adobe

Archives
Replays
Adobe is changing the world through digital experiences. Our
¥ Pipes game-changing innovations are redefining the possibilities of
Pipes digital experiences. We connect content and data and introduce
new technologies that demoeratise creativity, shape the next...

¥ Scheduler
Schedules Learn more (" setup )

Schedule groups

<

Integration
Partner event sources

API destinations

Apptrail

Connections
¥ Schema registry Security teams on AWS use Apptral to build realtime
Schemas detections-as-code using Python, correlate across events &
alerts, and hunt threats by quickly narrowing on 10Cs at
petabyte scale.

) (o]
stripe

Stripeis a finandial infrastructure platform for businesses.
Millions of companies—from the world's largest enterprises to
the most ambitious startups—use Stripe to accept payments,

grow their revenue, and accelerate new business opportunities.

Learn more ( setup )

atlan

Built by a data team for data teams, Atlan is the active
metadata platform for modern data teams. Atlan creates a
single source of truth by acting as a collaborative workspace for
data teams and bringing context back into the tools where...

Jira. Slack. ServiceNow D&

&

Stream salesforce events directly to Amazon EventBridge.
Analyse events originating from Salesforce instance, with
targets such as Amazon Lambda, Amazon SQS, Amazon SNS,
and others.

Learn more ( setup

!."1 AuthO

AUthO, the identity platform for application builders, provides
developers and enterprises with the building blocks they need
to secure their applications.

Salesforce
via Amazon AppFlow

Amazon AppFlow enables streaming of Salesforce events
directly to Amazon EventBridge. The connector will allow
developers and teams to route, process, and analyze events
originating from their Salesforce instance, with targets sueh ...

Learn more (" setup )

Consume authentication and authorization events emitted by
Authress to trigger custom actions or integrate with your
existing SIEM (Security Information and Event Management)
system.

AWS (&, Jira, Slack, ServiceNow EDORNFEAKEDLHIC, TLICEARE VYV 1—->3Y
EREBELTVET, ChsOFEAICKY), AWS Security Incident Response 77— A & ITSM F 1= (&

ATV T 4 BEOYV-ILEHRETS
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ChatOps 772 Y R7 #—ANEHMEIhE T, —FOZATLOEHMEIBBNICES —HDIAT A
ICRBRENKT,

MEanRR

B1FD ITSM 7’5 Y N7 #—LA & ® AWS Security Incident Response D&k, 41 > F> hDiE
BEMIENT—070—%—TLTHETEFIVFT A BEAZURILLET, ChSOEFIEES
NV 1I—23 &2 THARLARRNIFEICBD O, EF21 VT4 F—ARKAWS XA/ T4
TBAVITFURNEBIATLAETIV B—T 54 XLEOA VI F Y NERBIATLAOBAIZKNTS
ARMZHIFTEDRSICAYET, AR NEREOBE{LE T O EventBridge Z5EAT% Z & T,
BN TSYVRTA—LBTUTILRALD DV—LLAICZFEEhS D, X2 UFTF1420
TURNECTRELTE, ThSZEBENICEBHTESDLSICAYET, COMET7O—FICK
W, EF21UT4F7FIVANODAVTFANINBANfBRE N, IRKESEEEN, 1227
RERZTA 74 VI ATRENSERINFIRHENET,

F7O04DOFIBEICDOWTIE., TJira. Slack. ServiceNow ® AWS 4> 7 )LV 1—<3> #5 R
LTLEEL,

SIEM & EY —IL

AWS Security Incident Response & SIEM A S HERZ BBV IA&ETH A, £EL. AWS A
R—NTBT—AEA<SE, AWSSIRT LARIZ—EEF—ALEHITLT SIEM OBREERZ DM
BRTRAELET. SIRTEE, NA7UY RREEVIIFISVRREBOMBEREZREL. 7’0
NAZ—BOERT IV EZ—TITAETADEAREEZELET,

T, AWSSIRT I, 1V F UM RETHEICHRACHBTOLAZEITSHLHIC. MDR
Z7AONA A=Y —RN—FT 1 —ORAEF—LEEBEHHLET,

& A BT E EERIBHR

RORICEBAL, F7OSBICAWS THOY R F—LICELET. COBERICKY . AWS SIRT &
EFIVTAARYNPICBEYBELEEBECTERSTIEATERY,
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A IR| 7 2 YN B & DNS VPN B — EDR IDP
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2. UTOFMAZESE AWS Y R—K T—AZHERLET.

« T=REBAT:TUZAHAL

« H—E A: Security Incident Response

- ATV 2O

3. ERULEXEF—RT—TIN&T—ACHFILET,

RACINKNUY DA

RORACIRRNUY DR, EF1VFTAAOFMNHICORETOLALHOO—-ILEEEEE
#ZLU ETJ, RACI &, E1E (Responsible (R)), #tBAEE (Accountable (A)). & (Consulted (C)). 18
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Case break glass Case updated
Notifications about cases, such as new case creations, new case
Case closed updates, and case elosure

Case updated to service managed
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Case update case status
Deregister delegated administrator
Disable AWS service access

Membership cancelled
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Membership created
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Membership updated
Notifications about changes to membership, such as membership account updates and cancellations.
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Register delegated administrator
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You can specify up to 10 members In your Incident Response Team. Additional members can be added for Individual cases.
0| Name a | Jobitte ° | Emai v | communications
+ Case updated
« Case acknowledged
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’',

'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },

'Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 1},

},

{
'"Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',

I

1,
}
Policies:
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- PolicyName: AWSSecurityIncidentResponseContainmentPolicy

PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'"Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},
I
1,
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
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'Version': '2012-10-17"',

'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }1],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
iam:AttachUserPolicy',
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
iam:DeleteUserPolicy',
'iam:GetLoginProfile',
iam:GetPolicy',
'iam:GetRole',
iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',
'iam:ListAccessKeys',
jam:ListAttachedRolePolicies’',
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
'iam:ListPolicies’,
jam:ListRolePolicies'’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
'iam:TagRole',
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iam

iam:
iam:
iam:
iam:
iam:

TagUser',
UntagMFADevice',
UntagPolicy',
UntagRole',
UntagUser',

:UpdateAccessKey',

'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

'Resource': '*',

'Sid':

'Action':

'AllowOrglListAccounts’,
'Effect':

'Allow’,
'organizations:ListAccounts’',

'Resource': '*',

'Sid':
'Effect':
'Action':
[
Sso:
'sso:
SSO
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:

1,

'AllowSSOContainment',

'Allow',

CreateAccountAssignment',
DeleteAccountAssignment"',

:DeleteInlinePolicyFromPermissionSet',

GetInlinePolicyForPermissionSet"',
ListAccountAssignments',

ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
TagResource',

UntagResource',

'Resource': '*',

.

{
'Sid':
'Effect':

'AllowSSORead’',

'Allow’,
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'Action

directory:DescribeUser'],

iy
{

': ['sso-directory:SearchUsers',

'Resource': '*',
'Sid': 'AllowS3Read',
'Effect': 'Allow',
'Action':

[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',

's3:
's3:
's3:
's3:
's3:
's3:
's3:

GetBucketTagging',
GetEncryptionConfiguration',
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy"',

]I

'Resource': '*',

'Sid':
'Effect
'Action

L
's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Write',
': 'Allow’',

:CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock'’,
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',
PutBucketVersioning',
PutObject',

PutObjectAcl',

'sso-
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's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow',

'Action':

L

'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:

1,

'Resource': '*',

CreateOrUpdateTags',
DeleteTags',
DescribeAutoScalingGroups',
DescribeAutoScalingInstances',
DescribeTags',

EnterStandby',

ExitStandby',
UpdateAutoScalingGroup',

'Sid': 'AllowEC2Containment',

'Effect': 'Allow'’

'Action':

L

’

'ec2:AuthorizeSecurityGroupEgress',

ec2:AuthorizeSecurityGroupIngress',

'ec2:CopyImage’,

ec2:Createlmage’,

'ec2:CreateSecurityGroup’',

ec2:CreateSnapshot’,

'ec2:CreateTags’,

ec2:DeleteSecurityGroup"',

'ec2:DeleteTags',

ec2:DescribeImages’,

'ec2:Describelnstances’,

ec2:DescribeSecurityGroups'’,

'ec2:DescribeSnapshots’',

ec2:DescribeTags',

'ec2:ModifyNetworkInterfaceAttribute',

1,

ec2:RevokeSecurityGroupEgress',
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'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’,

'Action': ['ssm:DescribeAutomationExecutions’'],
'Resource': '*',

1,

EC2 Triage IC& 2 H UIA S

COT7L—hEERATBHE, EC2 Triage EEADEBMERZESTCHUASO—IILZERTE
£F9, ¥V T 1FAEHIC Amazon EC2 1 22 AR AT AWS Security Incident Response A"
Systems Manager Run Command 2732 X BN $2HEEF. COTV7TL—hEFERALET,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':
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[
{
'Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'Action': 'sts:AssumeRole',

'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } },

I
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’,
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',

iy
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{

'Effect': 'Allow’,

'Action': ['iam:PassRole'],

'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,

'"Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},

I
1,
}
- PolicyName: AWSSecurityIncidentResponselnvestigationPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Effect': 'Allow’,

'"Action': [
'ec2:DescribeInstanceStatus’,
'ec2:DescribelInstances’,
'ec2:DescribeRouteTables’',
'ec2:DescribeSecurityGroupRules’,
'iam:GetInstanceProfile',
'ssm:DescribeInstanceInformation’,
'ssm:GetCommandInvocation'

1,

'Resource': '*'

},
{

'Effect': 'Allow',

"Action': [
'ssm:SendCommand'

1,

'Resource': '*'

}
]
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
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'Version': '2012-10-17"',

'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }1],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
iam:AttachUserPolicy',
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
iam:DeleteUserPolicy',
'iam:GetLoginProfile',
iam:GetPolicy',
'iam:GetRole',
iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',
'iam:ListAccessKeys',
jam:ListAttachedRolePolicies’',
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
'iam:ListPolicies’,
jam:ListRolePolicies'’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
'iam:TagRole',

CloudFormation 7> 7L — Version April 29, 2026 74



AWS Security Incident Response 1—%'—# 4 K

iam

iam:
iam:
iam:
iam:
iam:

TagUser',
UntagMFADevice',
UntagPolicy',
UntagRole',
UntagUser',

:UpdateAccessKey',

'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

'Resource': '*',

'Sid':

'Action':

'AllowOrglListAccounts’,
'Effect':

'Allow’,
'organizations:ListAccounts’',

'Resource': '*',

'Sid':
'Effect':
'Action':
[
Sso:
'sso:
SSO
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:

1,

'AllowSSOContainment',

'Allow',

CreateAccountAssignment',
DeleteAccountAssignment"',

:DeleteInlinePolicyFromPermissionSet',

GetInlinePolicyForPermissionSet"',
ListAccountAssignments',

ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
TagResource',

UntagResource',

'Resource': '*',

.

{
'Sid':
'Effect':

'AllowSSORead’',

'Allow’,
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'Action

directory:DescribeUser'],

iy
{

': ['sso-directory:SearchUsers',

'Resource': '*',
'Sid': 'AllowS3Read',
'Effect': 'Allow',
'Action':

[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',

's3:
's3:
's3:
's3:
's3:
's3:
's3:

GetBucketTagging',
GetEncryptionConfiguration',
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy"',

]I

'Resource': '*',

'Sid':
'Effect
'Action

L
's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Write',
': 'Allow’',

:CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock'’,
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',
PutBucketVersioning',
PutObject',

PutObjectAcl',

'sso-
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's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow',

'Action':

L

'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:
'autoscaling:

1,

'Resource': '*',

CreateOrUpdateTags',
DeleteTags',
DescribeAutoScalingGroups',
DescribeAutoScalingInstances',
DescribeTags',

EnterStandby',

ExitStandby',
UpdateAutoScalingGroup',

'Sid': 'AllowEC2Containment',

'Effect': 'Allow'’

'Action':

L

’

'ec2:AuthorizeSecurityGroupEgress',

ec2:AuthorizeSecurityGroupIngress',

'ec2:CopyImage’,

ec2:Createlmage’,

'ec2:CreateSecurityGroup’',

ec2:CreateSnapshot’,

'ec2:CreateTags’,

ec2:DeleteSecurityGroup"',

'ec2:DeleteTags',

ec2:DescribeImages’,

'ec2:Describelnstances’,

ec2:DescribeSecurityGroups'’,

'ec2:DescribeSnapshots’',

ec2:DescribeTags',

'ec2:ModifyNetworkInterfaceAttribute',

1,

ec2:RevokeSecurityGroupEgress',
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'Resource': '*',
iy

{
'Sid': 'AllowKMSActions',

'Effect': 'Allow',
'Action':
[

'kms:CreateGrant',

'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',

]I

'Resource': '*',

'Sid': 'AllowSSMActions',
'Effect': 'Allow’,
'Action': ['ssm:DescribeAutomationExecutions’'],
'Resource': '*',
},
1,

XN=2vT%#Fxv2E2ILTD
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x®*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
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1,

"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "HEx*",
"name'": "***",
"jobTitle": "x#*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"

I
"responseElements": {
"caseIld": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",

:case/*"
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"eventCategory": '"Management"
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DAXIN—=FTHO NZHIBRL£F, AWS Security Incident Response &, T XTOX>/N\—7
NIV RTHEIMELENBELSBZYET,

AWS Account Management DEfEE hi=T7 OV ADEFRL

AWS Security Incident Response DEHHENET VA ZEMCTEDE, EBT AV NOERERE

#(&. AWS Organizations DEX 2 /N—THIOV MICEBOBREXART—X (EEERLEPREE
BEDFHMBE) ZEETEREIDICBYET,

BRI D AWS Security Incident Response DEBENIZT IV EAZEMCTRICE. ROFIEZE
ALZEY,

© BN URAHT
ChSDRAVERFTIBCE. UFOBHEB-TXENHYET,

« ChiFx, BBOEETNIRDSOAERITTERT,
- BT, IXNTORENBHICE>TVD BEAFHYYET,
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Console
AWS Security Incident Response DEEE N7 VL AZEB/MICTBICE

1. AWS Organizations AV —=J)LIZH A4 LET, HBOEBTHIUNT, IAM 1—
H—eLTHA 42T H, IAIMO—-)LZE|EZFEH, I—RNI—F—-ELTHIUA
TR (HBENELBA) BENHYET,

2. FTES—23URA2T, [Services] (H—ER) ZBIRLFT,
3. H—EA®N!)ANT[AWS Security Incident Response] ZiEIRL £7,
4. [Enable trusted access (fEENET IV AZBAMIZT D) ZEIRLE T,
5. [AWS Security Incident Response DEHEE NET VA ZEBMICTR| XA T7OTRY I A
T, [BRCTBR]EANDLTHEL, (BEEINETIELAZEMICITS]) ZBRLET,
API/CLI

AWS Account Management DEEE N LT IV EAZBMICTBICE

RNDIAR > ROFTERIC, HBOEBETHI MNORIEHRZFEHAL T, --accountId /NS
X—RZFERATEITHIRNEEBAPI ARL—2 3> 2FUOHL, BBROXN—=THI> K
BSBITDITENTEET,

 AWS CLI: enable-aws-service-access

ROFITIEE, FEELBRIT7THD> SNOMBEBEA D AWS Security Incident Response A IS5 & h
ETPOEAZBMCILET,

$ aws organizations enable-aws-service-access \

--service-principal security-
ir.amazonaws.com

CHOOXR RERIFICHIZERLEE A,
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Z 1 Security Incident Response EEBET7 D> NOIBEICHER
T Ot AT
AWS Organizations DZEEEEZFEAL T. AWS Security Incident Response X /N\—> v 7%

RETDEETEETT, ChsOHFANNEETNDFEICOVWTIEE. TUsing AWS Organizations
with other AWS services; 5B L TS\,

(® Note

AWS Security Incident Response &, >V —J)LZFEALTEY N7 Y TR ERBZTS L
Z (2, AWS Organizations EEBEHRZBEHNICBEMICLET, CLI/SDK 2R T35S
l&. EnableAWSServiceAccess APl ZffA L T security-ir.amazonaws.com Z{E5# Y
BPIET, CheFBHTHRMCIZZENHYET,

AWS Organizations N &x—2 ¥ —& L T, ## D ZEE Security Incident Response &

BT HI NEIEETSHEIIC. AWS Security Incident Response 793 3> security-
ir:CreateMembership & security-ir:UpdateMembership 2T TED L EHWRELF
T CNS5DOT U 3aIZ&t), AWS Security Incident Response % i L TH#E& D ZE1E Security
Incident Response BEXEET WV NEEETEXT, £, HABICEIZIBHRENMEBIBHDICKIL
D AWS Organizations 7 7> 32 ORIANFAES N TVAR L EHRBIDILENHYET,

chSsDFAZEEZRSICE. THU2 MO AWS Identity and Access Management (IAM) 7R 1) S —I(C
RTOAT—RXREEDHS :

{
"Sid": "PermissionsForSIRAdmin",
"Effect": "Allow",
"Action": [

"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
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]I

"Resource": "*"

AWS Organizations B 7 7177 > N % Z{E Security Incident Response BEBEF7 HJ > N& L THEE
I2HE, THIOUKNCIWEEIAM 79232 CreateServiceLinkedRole £ XETY, 7O AFH
AIOBIICHEDETIC. AWS Organizations % F L\ T AWS Security Incident Response Z £/ 3 % 7=
ONEEREFEEL IXTF—232 ZHBELTLSEEZL,

AWS Organizations B 7 777> N DZEE Security Incident Response EBET7 AU RhELTO
EEZBMITITBICE, UTOAT—MXYNEIAMARD S —(ZBIML, 111122223333 % AWS
Organizations EBT7HI RO AWS PHO N IDICEEBRAE T,

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

AWS Security Incident Response DEFEEERZIEET S

cOtU> 3> Tk, AWS Security Incident Response BN ZEEFEBEZEEIT D FIEICOVTEH
BALET,

AWS DN x—> ¥ —& L T, & Security Incident Response EBET7 WV NDEAFE
LT3 ZREHELIAXT—23 2 ZRITBEHA<EE VY, HLITTBDEIIC. ZF Security
Incident Response EEBET WV NDEEICHBRET VAT NHDE2BRLTIEEL,
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FEEOT O EAFE%ERIRL T, BB DO ZEE Security Incident Response BIEET HI > N EEEL
£9, EBT7HIVRNOAN COFIEERITTEET,

Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response Y — )L ZFH &
3]

Y4242 FBICE. AWS Organizations #BENEBE T HU > NOFIHERZFEALET,

2. R=DOHLRBICHB AWS U—23a2 L OX—%ZFEAL T, BB O ZEE Security
Incident Response EXEET7 WV NEIEETH) -3 ZBRLET,

3. EYRNTPYTIAH—RIZH2T, EACEBEBTHIVRNESOAYN—Y T EERLE
9,

API/CLI

- HBOBEEBTHIURNOAWS TAHO N OREEHR%Z AL T CreateMembership & 21T
bi?’o

- H»3WIE. AWS Command Line Interface ZFRAL TN EERTTHEETEET,
XD AWS CLI Y > R, ZE Security Incident Response BEET7 HT > h&iEEL
T, XNV TOREICEATEDNEINATIVEFEUATOESY T,

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
3,

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
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]
iy

"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [

{
"featureName": "RuleForwarding",
"isEnabled": true
}
]
}

Z 1T Security Incident Response BEEET7 HV > MO =& 2 AWS Security Incident
Response " BMICBE2>TVEWVEE, WAKDZTIIIaVERTTEELA. EETOL
SIELTVWEWVEERE. #LSIEEE N=ZE Security Incident Response EEET HD >
N @ 7= 8 12 AWS Security Incident Response Z 43 BRICL TS & L,

AWS Security Incident Response DB EALL (OU) ICKBD X /N—
YT OER

AWS Security Incident Response &, % OMEBEL (OU) DX N—2vTHANLY D EFR—K
LTVERT, XON=29 T3, BEDODOU ZAN—TFBLSICVDODTEEHTEEFT, FOUT
CHDTHIOREED, BRULEOURDIXNTOTHIV MDA UN=2YTORREBYE
CB

XN=2VT7OBERTEEFITZEES, EFRFE—EICKRRS5 DO O0OU ICEATEEY, 5 DML
OOUICEEEZMADESE. SOUNNYFIEICEHERNTOEEEZEREL., INTOEHFAET
TARDETNZTVWET,
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Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response >V —)LZH&
3]

42429 BICIE. AWS Organizations B O EET HV > NOFIAEREFEALET,
(XON=2v T 2ERB]|>[THIRNICBBHTS

[EENTZEHR 20V ILET

[Organizational Unit (OU) %i&3iR] Z:#IR T3

[OU ZBM] £7/=(& [OU ZHIR] £iBIRT S

BEHTD0UZRAS DBRLET, OU ZRIFICEMBE RVHIBRTD LR TEEE A,

I

(® Note
BRLEOUDINTOTAINEF OUABENITSNET,

7. RENIZEMZIVYILET

(@ Note

52 LD OU ICEEEZMABIEEE. TXTOOU FBEENITOSNDETATY S
5&£6%Z#&VVIRLET,

HFEL D AWS Organization T OU OZEEDOFMIC DWW TIE, "Managing organizational units
(OUs) with AWS Organizationsy ZZBL T EE V),

AWS Security Incident Response NM X > /N\—® B 0

AWS Organizations & AWS Security Incident Response X /N\—> v 7 IZI 1 X 1 OBE&EN BV
¥, Organizations EIFEBEN (OU) ASTHIY NFEM (FLEBHIR) EhdEe, ChsnZ
¥ (& AWS Security Incident Response X /N\—=2 Y Z7ORKT HI MIRBRENETT,

XON=2YFICTHD NZEMTSICE, "TManaging accounts in an organization with AWS
Organizationsy OF 7> 3a>OVFRNICRVET,

T, XON=297ICVWDOTE OU ZEMTE EFT - "Managing membership with organizational
units (OUs)y ZZRL TS EZ L\,
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AWS Security Incident Response A*'S O X >/ /X—® HIBR

XIN=29THRETAIUNEZHRTBICE, BEBASXUN=-THIOY N2HIRTDH, ERL
ZEOUASTAHIYRNZBEBTEN., XUN—2YTHS5 0U ZHIRRLET,

XON=29THASTHIY NZHIBRTSICIE. "TRemoving a member account from an
organizationy OFIEICHVET,

OUASTHIRNZBEHTSICIE. "Moving accounts to an organizational unit (OU) or between
the root and OUs with AWS Organizationss O FJEICEVE T,

XUN=297h 5 0U ZHIBRT BICIE., "Managing membership with organizational units
(OUs)1 OFJEICHE> T IEE L,
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Amazon EventBridge

Amazon EventBridge Z £ 9% &, AWS Security Incident Response 7—AE X N—2 v 7
ICBEHETRD AR NI, EZRIUY, A—TANL—2320TEERT, chSOAXRUB
&, Rules (77T IRFIADBERE 1 D2RLEDR—5Y N) £(& Pipes (7 1ILRVY,
TIVDYFXUN, BRMEERILLERA O NY—RAMNREDBE) ZNLTNL—FT12TT
EFET,

Security Incident Response &% — R/N—F 1 =Y —LOHEEEERL =V, £ A P ZFOMOD
AWS Y —)LZFERLTTF—REEHNLTOMLEYTEET, HlAE. Security Incident Response
Nr—RAE7OF7 V714 7IERT BHE. EventBridge A— M X—2 3> & FERAL T AT A
ZNUA—L, AT—VFRIA—ICBHTEEXRT, 51, BHROAWSREZEETDES

l&. Amazon EventBridge #& % £ L T AWS Security Incident Response X /N—2 v 7 %#F &
)20, IXTORENMBHIBEXF IV T HHZHIFIL VS L ZRFETEERT,

FHMICOVTIE, "Whatis Amazon EventBridge?; ZHRTEET

® Note
ITSM #& % & Amazon EventBridge & AWS Security Incident Response O#&IZEET 2
BRHOEFHICOVTIE., TAWS &FEHRI R—20 "AWS F 1) F71 42272 MRS
NMITSMHEEEYR—RNITDESICHAYELE) BSRLTLSEZL,

NE
- Amazon EventBridge Z{£ U 7= Security Incident Response 4/ X2 N D EE
« AWS Security Incident Response 1 X2 K DA

« F1—NK1TF)L: Membership Updated 4 X2 MC B89 B Amazon Simple Notification Service 7
S—KNZEXEETD

Amazon EventBridge & £/ L = Security Incident Response 1 X
v hNDOERE
Amazon EventBridge &, /1R NZFEALTT7 7V =232 AVR—FX D NATZERT D —

N—=LAH—ERATT, chilkl), AT—F 7LV BARRNBEET SV T—> a2 2HEICEE
TEXRT, IRVREBBERT7T—FTIFYER, AIRVRANORBERELL>TEETD, BRESD
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VIRNDITIATLERBETDARAINTT, ARXVNER, VDY—AXERRETRELLEE
ZHELET,

WIBO RN

%< M AWS H—E R EFHRIZ, Security Incident Response & EventBridge D77 # LN DA X
RNACARNZERLUTEBLET. (F7FLMDARNNARK, AWSTHIO NTEBHH
C77O0E23Z>2>JEhnET). AIRVIMNNAR, ARV ZZEFLT, EOERLEDEEE (2—
TYRNCBETIINI-—ZX—TT, AIXRVIEFEhDE, Y —HFAIRNNALCKLUTEE
LiEL—IEL>TFEEINET, FL—ILE. ARVEFL=LDARNNE=2IC—FTBDH
ESNPZEFIVILET, —BITBDEE. IXRVIMNNABRZEDARY NEZBEENEZ—TY MIE
BLEY,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

A NS N " '@- Amazon Web Services
mazon - even
"O -1 - iy rule @—
z - - pattem 3

Web Service ‘I T '@- Event buses
event
event i
rule pattern @ '@' HTTPS endpoints

EventBridge JL—JLZ £ L 7= Security Incident Response 1 X2 N O EL{E

EventBridge @77 # JL N4 X2 KN/VAT Security Incident Response 1 X & X —4"Y NIiE
BEEICE, L-ILZERTIBENFHGVET. BL—LCEARYINER=HAEENTS
V). EventBridge A XY MNATEFELEZSARINEBELET, AIRVNTF—ENEBELIEA
RYRNNE=2IC—8TBE, EventBridge &, L—ILOZ—TY NZEFOARNEEFLET,

AR NNAL=I OFFABERSGEICDOWVWTIE, "TAmazon EventBridge 1—%'—74 R, @
Creating rules that react to events; ZZBRL T EE V),

Security Incident Response 1 X MZI—HFTD AR NINZ—2 OERK
FBARYRNNEZ—2F ISONFEROAT DT VRNT, UTHFEERTVET,

c AIRVNEEETIH—ERAZEE TS source B, Security Incident Response 41 X kD15
&, Y—AW "aws.security-ir" T9,
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c (AT AV)BETRIANRINEZATOEIZED detail-type B,
c (AT2IAY) BERNREBDEFOMODARY NF—RZET detail B,

BlIZE, ATOARYRNNEZ—=2F, BESHIEZEAWS THIV N ®FXTO Case Updated by
AWS Security Incident Response Service IR KNE—HLET,

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1)
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}
}

AR NNZ—=2ORBROFMI-CDOWVWTIE, TEventBridge 1—H'—74 R1 @ TEvent patterns |
ZSRLTLSEEL,

Security Incident Response 1 X NOFMI T 7L A

AWS H—EADITXNTOARYNZE, /1 RVNDY—ATHD AWS H—E A, 1RV MNE
RENEBRZD, AXRRFRBELETHDRNEHELZE, /IXRVKNIETEIXEZTF—2%ZED

HBO7 1 —ILREY RFBVET, chSO—BHBT 41— I)LROERICOVWTIE., "TAmazon
EventBridge 1—H%'—HA KRy O TAXMBEVI 7L AL ZZRLUTLKEZ L,

TESIIC, BARVPNIR, TOBEDARYNIBEEOT—RZET detail 71— J/LRFHYE
T LTFOUT7LATIR, & F& X% Security Incident Response 1 X NDFFMT7 1 —IL R%&
EEZLTVET,

EventBridge % £ L T Security Incident Response 1 X NDBIREBEEBZTSHBE. UTORIC
BEITH>ONEATY,
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« Security Incident Response * 5D FXT DA X2 MO source 7 1 —J)L RlF "aws.security-
ir" EREEThERT,
« detail-type 71— REFARNEALTZIEBELET,

iz \E, "Case Updated",
« detail 74 —J)LRIZEF. TOHEDARY NIEBOTF—ENEENET,

Security Incident Response 1 R MZ—HTB2KSICIL—ILZBEMELT D AR NNZ—2 DERK
FEICDVWTIE., TAmazon EventBridge 1—H—7i4 R, ® "Event patterns; 2R L <&
(A

AR NE KT EventBridge MR N 2B TS HEOFHEMIZ OV T, "Amazon EventBridge
I—H¥—7H4 R, ® TEventBridge 1 X by ZZRLTLEEV,

HEBET 1 —)L R: XTDH AWS Security Incident Response 1 X2 NIk, Zh s DIZEXE Amazon
EventBridge 7 1 — /L RFFEENE T,

- version: EventBridge 1 X RERX/N—2 3>

c id: IR NO—EDOBAIF

« detail-type: 1 R KRR A7 O ANEHFFHEN S FHEA

« source: Security Incident Response 1 X2 NDIFEIEEIC Taws.security-iry
« account: IR MARELEAWS 7HUKID

o time: IR RARELEZEZD ISO8601 XA LARVT

* region: VY —ANBTEETS AWS U—23 >

- resources: HEZZ T2V —AD ARN ZE2TES|

M7 4 —JL R:detail # 72 T U Mk, Security Incident Response B EDEHAEENTVE
+

- caseld: T—AD—EDFHEBF (T—AA R NDH)

« membershipld: X N—=2 Y TO—BOBEF (XN=2YTARNDH)
 updatedBy: EFZRITLAEI—H— (T—AEOX NDEFHARY MO k)

- createdBy: T 74 74 ZER L E1—— (F—RAEDAX NOERAXRD NDHK)

T U 2—f@: updatedBy KU createdBy 71 —)LRICEHDENTEXRT
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« AWS Responder: AWS X1 UF 1 LARI A —NRITLET V3
« security-ir.amazonaws.com: T —ERAICL > TEHENICERTE LT V>3
« Account ID: BFRICK > TRITENLET o> 3> (6 "111122223333")

1)y — A ARN {&: AWS Security Incident Response VY —AlE NS5O ARN EXZFERALET

» Cases: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

* Memberships: arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

T—AARZY N

AWS L AR H—ICR>THERENIZT—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

H—ERACL>TERENET—A

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T00:00:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caselId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICEK > TERENET—RA

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS L AR E—ICR>TEHFEhZT—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",
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"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}

AWS BERICE>TEFHENET—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E AICK > TEHE =T —A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

oO0—XEnkEo5—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890"

T—AAXY MR B

AWS L AR E—ICk > THERENI-T—AOX T N

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

T—AOAXY MR b
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"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

BERICE>TERENET—AOXT b

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS Security Incident Response H—E AICK > TERENET—ATIX 2 K

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICKI>TEHESALET—AOXT B

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E ALK > TEFHE Nz —AOX>2 b

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

AWS L ARV E—ICL > TERENZTr—AOXV b

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

XIUN=2YTARY KN

ERENIZXN—2Y T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-01T10:00:00Z",

XN=29TARY N
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

BHENIXIN=2YT

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-15T16:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

FroblEhiEEXIN—29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:597",

"region": "us-west-2",

XN=29TARY N
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

BTUIEXN=29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-123456s7890abcdef"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

AWS Security Incident Response 4 X2 N O

EventBridge L—ILZ#ERL T, ChoDAR hZ2REL, BET7I232Z NN —TEEXT,
A—AT—ADFIZLTICRLET,

g N T DO AWS Security Incident Response 4 X2 ~Z—2:

"source": ["aws.security-ir"]
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T=AARY MO IIZ—B

"source": ["aws.security-ir"],
"detail-type": [

"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",

"Case Comment Updated"

AWS L ARV E—ICL > TEMENZT—AIL -

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

BEDT—ADARY MI—3

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}
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COFI—RNUTIILTR, TRV VTS 32N Membership Updated AT —RAICBITLEA
RYKNDH%EF ¥ 7 F+¥ 9% Amazon EventBridge 1 X MNL—ILERELE T,

B2 SR A

COFI—KNUTILTRE, XON=2VFICBRMBHYTAOVT>3a > eETFIOT4TEAWS THD
VRN BHBEZBRELTVET,
RNeEY D
« F1—KUTJ):Amazon SNS REY UV BRERLTIHTRISL4T7 93
e FA-—RNUTIL AXRVBNIL—-ILEBRTS
« FA-—BNUTFI:IL—ILETARTD
« %)L —)L: Security Incident Response Case O E 3

F1—KUTI:Amazon SNS REY VZERLTHTRAIZ479%

COFI—KRITILTRE, FILLARYNIL=ILDARYRNEZ—=7Y &L THERTS Amazon
SNS hEY UV ZRELEXT,

Amazon SNS REY 9 2R TS ICIE

1. Amazon SNS 12V —)JL (https://console.aws.amazon.com/sns/v3/home) ZB&E £ T,
2. REYY, NEY I OER OIEICERLET,

3. [Type] (&4 7)) T. [Standard] (B#) %#iBIRL £ T,

4. FBa& L T MembershipUpdated ZAHL. NEY U ZER ZiBIRLFT,

5. [MembershipUpdated] BIEI T, [H7 AT V72 a2 0ER] Z2&8RLET,
6
7

[Protocol (Z’O K JL)] &L T [Email (E X—)L)] Z#IRL E 7,

IVRRAVN TR, RETIVEATERX—IIT RLAZASOL, YTROVT>a> ok
B ZBRRUET,

8. X=ITHIOUKRZRREL, TRV UT2aVOBBEX—IXAYE—HFE<DEFZEET,
BB X—I)LAF BV S, [Confirm subscription] (W7 A0 U 723> OmER) £iBRLET,
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FI-—RNUTI: AR NIL—IIZ2BFETS

RIZ, Membership Updated IR KDAZEFYTFY¥TIDARINIL—ILEBERLET,

EventBridge L — /)L 2B & T 3 ICIF

1.

2
3.
4

© © N o

10.

Amazon EventBridge 2/ Y —JL (https://console.aws.amazon.com/events/) ZHE £,
FTETF—23sRATN—L] ZBRLET,

L=l D] 2 BIRLET,

L=IOEBREHRBEZADLET,

(® Note
L=ILICRELV—23a2ABITRACAAR NNALOBDIIL—ILEBUERZ T
DEETEFREA,

[MRYRNR] T, SOL—ILICBHERTRDARMNAZERLET, COIL—ILETHI>
RASHOARYRNE—HEEBICE, AWSDTFT7AILRNDARY NNAZBRLET, THY
RO AWS H—EAN AR RNERITIDE, BCTAIVRNOTF7AILRDARY NINAIL
BBHLEXT,

® Note

k., AWS Security Incident Response X > /N\—2 Y 7 &4EK L 1= AWS
Organizations £ EFXFEEET NIV N TRETDIHEN HET,

IW=INEALT]T, [MIRVINE—22FE 2] ZBRL TS EEL,
AN ZBIRLET,

AR RNY =R TR, [TOMf] ZFRLET,

ARYKNNE—=2 T, HARL/INZR—2 (JSON I71 2—) ZBRLET,
ROANRYNNE—2TFARNTIUTICEYRTET,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}
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EIR #ZBIRL, ROV IUASHERATRHF1—%BIRLET,

« MMOAWS THIR®D AmazonSQS F1—%FY RLA—F1—& LU TEIR %18
RU, FATZFI—DARNZAILET, F1—IXAYVE—EEETILEHD
EventBridge FFAIZ 5T 2 VY —AXR—AQORI I —ZFOFXF1—ICTEY FIT 2L
ENHVYET, FMICOVTIE, Amazon EventBridge 1—H'—H 4 ROFY RL 22—
FI1—ANDFITDHFEESRLTSEEL,

15. RN Z2Z2IRLFT,

16. (F7232)IL—IIC12ULEDORTZAALET, FHMIC OV T, Amazon EventBridge
J—4H—7H4A RMAmazon EventBridge D X T #SBL T EE L,

17. RNZEDZ VY I LET,
18. L=l OFMZEEEL. L—ILOEK ZBRLET,

FiI-MUTI:IIN—=ILZETAKNTS

L= ETANTBIZIE. AWS Security Incident Response X /N—2 Y FICEFHZEELE T,
IL=IAELKRBREETNTVWEHERE., BOUAICAR N TFARMMBEHENEX=ILXAY =D
FREXT,
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& )L —JL: Security Incident Response Case M &

INTDT—ADEHEETEZRZVVTITDARYNIL—ILNEZERTRICE. ATOEEZMA T
S50F1—KNITILER)ELEXT,

1. F1—KrUTF)L: Amazon SNS hEY VEIERLTHTAOVT479% Tk, REYIRELT
CaseUpdates ZFEALE T,

2. F1—RUTI ARYRNIL=I)IZEFRTD TlE, JSSONIFA XTRONEZ—2%ZERALET,

{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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