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WET,

AFVT 3 T—ILYNEO—7—>3>F5% 26


https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager I—H—H4a4K
a. [Automatic rotation] (BBIO—F7—>32) ZBMELLE T,
b. [A—7—232OAT21—)]T, UTCEALY—2TARATD1—I)LZANLET,

c. —ULYRMERBELEELEILD—VL Y NZO—F7T—>329%IC1F. [Rotate
immediately when the secret is stored] (>>—7 L Y RARTFEEhZEEIZTICO—FT—
>2a>9%)ZBRULET,

d. O—7—> 3BT, [Create a new Lambda function] (7L \\ Lambda B8%k o 1
) Z#RL, HILLVEBOBEIZ AN L E T, Secrets Manager (&, BB D EHEIC
MSecretsManager, ZEML &7,

e. [A—FT—2a EE T, BE—1—HY—-]Z2BRLET,
f. [R7F]ZERLET,

—OLY RFO—FT—232LECLZHRBITDICE

1. Secrets Manager ® >/ Y —)L (https://console.aws.amazon.com/secretsmanager/) & & &
9,

2. [Secrets] (Z—PLY M) T, >—OLYREBERLET,
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LEIT, EFXF2VT10OLD —BR=AFAVNTDROA 2V EZ—FXY NTOEAZFHRTS
VPC RIZH V) ET, as{;-:wnu ANAVEI—ZHPSAUEZ—FY REBHTZIOF—FR—A
ICERTDEER., COT—ER—AILEHRTEDN, 12—V MNMEHTO SSH ##HE AEE
ZVPCANY—N—, BAABRANEFEALET, cOFI—NIUTITHERAITIHEAEAETRANE
Amazon EC2 f VARV ATHY, COAVARVADEF 1T A TIN—T"TlRk. HORATD
BHEEBLEEhTVETD,

FI—-RMUTILZEETLES, FA—KNUTLDLPSVY—REII—2TVTIREEHEBOLE
¥, ABERETRHER lﬂ’;IL\'C< ZE W,

Secrets Manager DO—7— 3> Tlk, AWS Lambda BB#ZEFERAL T —IL Y NETF—ER—
AZEHFHLUET, Lambda BHEFERATHIBEESOIANIDOVTR, "THE, 28BLTSEEV,

Fai—-—KUTIL:
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- ER

- BIREZH

« AT Y7 1: Amazon RDS F—ZXR—RAI1—H—ZEHKT S
c ATV 7 2. A—F—0FABERAO—IL Y NEEHRTS
c ATV7 3 O0—TFT—23vEhik—0OLYRNETANTD
s ATV T 4 VIV—REVD V=T VTED

- ROFE

PR

COFI—RNUTZIOFRZHEELT, AWSTHI NOEBEEBRIVEERYET, &F
BEARRETR., SATY 7T TELZO-NZERATIOARANTZOTAARERBYET, flx

(&, Amazon RDS F—ZXR—ADERICEFETF—EIR—AEBEERZF >O—-/ILEZFEHAL, VPC L
EFXFIVFTATIN—TORECRKERY NO—VEBEERZHF > O—-IILEZFRALET, F1—KUT
LNDEATY T TCREALTATFUOTATAZERATEIENHEREIET,

AEBRBRETCHFUZRETDHEICOVTIE, Tthe sectioncalled “FREEE 7 VA MO—
L) EBBLTL EEW,

Bl FR SR

CcOFI—RKRIUTITRE, ATHFBEICEYET,

- BIR%EMH A: Amazon VPC

- BIR%EM B: Amazon EC2 /1 VARV A

« BIIR%M C: Amazon RDS F—ARAR—A &, BEEFIEIRD Secrets Manager >—o L v ~
s BIRZMHD:O—N) AVEI—Z—HNEC2CA VARV AICEHRTEDELSICTS

B2 %4 A: Amazon VPC

COATY 7T, Amazon RDS F—ZAX—RA& Amazon EC2 1 VAR A% & TZ 3 VPC &
ERLET, BOATY T, IVE1—Z2—%2FRALTA 22—y NEHATHRKBICERL
F—ER—RAIEHRTDED, VPCHASORT T4V I ZHFUITRILENHYET, chZETSE
HIZ, Amazon VPC x4 V2 —ZY R —RKRIJIAZVPCICFRYFL, L—hT—=7IIZI—K
ZEBML T, VPC OABICAAS RTTAYINAUE—RY NS —RIJIAICEFEIhDELSIC
LET,
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VPC AT, Secrets Manager T R7FR4 > N& AmazonRDS T RARA > N EHERLET, EDA
FTY T THBO—-T—3 &R ET S L. Secrets Manager & VPC HIZ Lambda O—F7—> 3>
BHEERL T, T—ER—AILLTIELATEDLSICLET, £/, LambdaO—7— 3 H
¥ Secrets Manager ZHUH L T>—2JL Y NZEEHL., Amazon RDS ZHTHL TF—XX—
AEGBEHRZERMBLET, VPCHICIY RRASA 2 MNZEERT S Z & T, Lambda B8EA S Secrets
Manager & Amazon RDS NOEFEVHULANAWS 1 V7 FARTZIVF v ZRHNBVRSICLET, K
HYIZ, VPCRHROIY RRA UV NIIL—TFT 12 TEnFET,

VPC Z/ER T % I Ik

1. Amazon VPC 112V — )L ® https://console.aws.amazon.com/vpc/ ZFRWVW T IEE L\,
2. [Create VPC ( VPC M1ERK )] Z3&IRL £ 9,

3. [VPC O] R—T T, [VPC &) 2BRLET,

4. [BEIZTOBBHERK] T, [BEBHEMK] IC SecretsManagexrTutorial E A KL ET,
5

DNS #7°> 3> Tl&. Enable DNS hostnames & Enable DNS resolution Oih %#iEIR
L%,

6. [Create VPC ( VPC M1ERK )] Zi&IRL £,

VPC R(Z Secrets Manager T RARA4 > N ZEKT B ICIE

1. Amazon VPC V=)D [TV RKRA N TT, [T RRA NOER] ZiBIRLET,

2. [Endpoint Settings] (L R7R A > NDFRE) O [Name] (B #I)
SecretsManagerTutorialEndpoint E A HL E T,

3. [Services] (Y —E R) T secretsmanager EANLT, UARNZET 4RI L, AWS
I)—<> 3> T Secrets Manager T RARA 2 N ZBIRLUE T, KERZ (N—ZT4LE) TH
fnUE. com.amazonaws.us-east-1.secretsmanager ZERLE T,

4. [VPC] T, vpc**** (SecretsManagerTutorial) ZEIRL T,

5. [Subnets] (17 &Y K) T, X T D [Availability Zones] (FRAZEUT 14—V —2) &i&EIR
L. EFRAZEYFT 14—V —2IZ [Subnet ID] (B 7 XY M ID) Z2BALET,

6. [IP addresstype] (IP 7 RLAXA7) T, IPv4 ZiBIRLE T,

7. [Security groups] (EF¥ 1 UT A JIN—)T, F7AIOEF1 VT4 TI—T2BRLFE
ER

8. [Policy type] (R —DEH) T. Full access ZERLET,
9. IVRARAVHNOER ZBIRLET,
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VPC WIZ AmazonRDS T RARA > N ZERT B ICIE

1. Amazon VPC V=)D [TV RKRA N TT, [T RRA NOER] ZiBIRLET,

2. [Endpoint Settings] (L~ R7R4 > M OERE) O [Name] (F8I) ([ RDSTutorialEndpoint & A
HALET,

3. [Services] (W—ERAR) T, xrds EASDLTUVARARNZTAIINEVTL, AWS U= 3
>~ TAmazonRDS TV RIRA U R EBIRLULET, KERZE (/N—2Z74F) THO
(&, com.amazonaws.us-east-1.rds ZERL X7,

4. [VPC] T, vpc**** (SecretsManagerTutorial) ZEIRL ET,

5. [Subnets] (17 %Y K) T, IXT D [Availability Zones] (FRAZEUT 14—V —2) &i&IR
L. 8FRASEUFT 14—V —2IZ[SubnetID] (W7 %Y NID) ZEALET,

6. [IP addresstype] (IP 7 RLAZA7) T, IPv4 ZIBIRLE T,

7. [Security groups] (EF 21 UT A4 TJIL—7)T, F7A2)ILMOEXx1VT1TII—TZERLF
CB

8. [Policy type] (R > — DO E$) T, Full access ZERLFET,
9. IVRAKRAVPMNDER ZBRLET,

BIIE % B: Amazon EC2 /1 AZ > A

BOATY T TERT S Amazon RDS F—EXR—AF VPC ICH D=0, TNICTIOLEATSICE
BABRARNYBETT, BABFRARNEVPCHICHYETH, BOATYTT, X274 7
=72 BRL T, O—ANOAE1—3R—H" SSH THRAEBRANCEHETEDLSICLET,

BHARARNDEC2A VARV AZEKTBICE

1. Amazon EC2 112V —)L M https://console.aws.amazon.com/ec2/ ZRAW T & L,
2. [Instances] (f > AR > A) &#i&R L, [Launch instance] (f AR ANDER) ZiBIRLET,

3. [Name andtags] (BEI& 2 YJ) @, [Name] (£HI) T. SecretsManagerTutorialInstance
EABLET,

4. [F7U5—232E0SAX—=2] T, F7#)L5® Amazon Linux 2 AMI (HMV) Kernel
5,10 ZFTDEREFEALET,

5. [MVARVAZRAT|T, F7#2IKD t2.micro ZBZTDEEFHLET,
6. [Key pair] (F—A7T) T [Create key pair] (F—RT DER) ZZRLET,
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[F—RTER]| A ATOTRY DAD [¥—RTFH]IC SecretsManagerTutorialKeyPair %
AHBL, EK] ZBIRLET,

F—RTEEBHNICATO—RENET,
7. [Network settings] (XY N —2U8&E) T. [Edit] (&%) ZBIRL ., XROBREZETLET,

a. VPCT, vpc-**** SecretsManagerTutorial ZERL ET,
b. [Auto-assign Public IP] (BEZIV) ZT/N7 Y U IP) T, Enable ZiBIRL F£7,
[Firewal] (77 AT 0#—=)) 0 BBEOEF21UT1JI—7 ZBRLET,

d. [Common security groups] (BN EF 217 1T )L—7) T, default ZERLFT,
8. [MVARVAZEH] ZBIRLET,

o

BIRESRMH C: Amazon RDS F—&2ZNX—RA &, BEEEFAIFEHRD Secrets Manager > —
LY b~

COATY 7T, Amazon RDS MySQL F—Z~X—AZ4ERM L. Amazon RDS " EE &I IER
ZECY—ULYNEERTADELSICRELET, RIC. Amazon RDS A"EEEZ —JL Y KD
A—7—23a>zZzEENICEERELET, HFHICODVWTR., "YF—2JRO—FT—232, Z5HBLT
<EEV,

TF—RIR—RAERO—RELT, BIOATY 7THERL EBABFRANEEBELE T, X

IZ. Amazon RDS &, F—EZR—AEA VARV AN MEICT IV EATERDLSICEFIVT4Y
IN—=TEBRELET, 1 VARVALLTRYFEnictwFa2 T4 I)IL—=7IC)L—I)L&2EML T,
O—ANLAVE1I—3—EA AR AICERTEDRELSICLET,

EEHDIAERE ST Secrets Manager > —2I L Y N ZFEA L T Amazon RDS F— 2R —AZEEK

ER "

1. Amazon RDS 1Y —JL T, [Databases] (7F—XX—RA) Zi&IRL F,

2. [Engineoptions] (L2 >FA7>a)&923>T, I RA47E LT MySQL ZBIRL £
T,

3. [Templates] (77 L—K)E9> 32T, Free tier ZEIRLET,

4. [Settings] (B&R%E) 20> 3> T, UTOFIEZETLET:

a. [DB instance identifier] (DB 1 > A& > A# Al F) (CSecretsManagerTutorial & AAL
£9,
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b. FRAEHEET. TVAZX—FRLERZEE TS AWS Secrets ManagerZiERL &7,

5. [Connect] (##%) 2> 3 > ® [Computer resource] (AE1—&2—1JY—X) T, [EC2
computer resource] ZEIRL ., [EC2 A1V AZX VA (EC2 A E1—R1Y—AICE#H) T
SecretsManagerTutorialInstance Zi#IRL £,

6. [T—EXR—ADERH] ZEBRLET,

HREZG4D:O—AN AVELI—-Z—HFEC2CA VARV AILERTEDLSICTS

COARATY T TR, BIREZH B THERLEECCA VAR AZERLT, O—A)dE1I—&%—
NHEC2AVARVAILERTEDLDICLET, ChZEITSICEF. Amazon RDS 4 Prereq C IZ1E
mlteFaurs4 JI—7%2FELT, JVEI—F—OIPT7RLAN SSH ICEHRTED LS

ICTBIL—ILNZEEDET, COI—IICKY, O—AHILOAVELI—52— RED IP 7 RL ATHEA

Th?)lF, 12—V NEHATSSH ZEAL TRAABRANCERTEET,

O—AILIAELI—ZF—NDEC2A VARV AILELTEDLSICTBICE

1. Amazon EC2 112V —)L M https://console.aws.amazon.com/ec2/ ZRAW T < & LY,

2. EC2 42 AR AD [SecretsManager Tutoriallnstance] (¥ 1) F A ¥ ZX—Jvy—Fa1—KU
TIA VARV R) O [Security] (EF 27 1) 27 O [Security groups] (EF¥ 217 1 JI)L—7)
T, sg-*** (ec2-rds-X) ZEIRL F7,

3. [Inputrules] (4 > 7Y N)L—JL) T, [Editinbound rules] (4 /N> RIL—IL&{wmE) ZiRIRL
£7,

4. [Addrule] (JL—IL%ZEM) ZiBIRL ., XOBREETVET,

a. [Type] (R4 7) T, SSH ZBIRL ET,
b. [Source type] (VY —AXA7)TMy IP ZERLET,

AT Y 7 1: Amazon RDS F—AR—A1—H—%EKT S

F£9., =LY NCEORIABHRERETD I —HY—HNBREBEICEYNET, I—H—&ERTDIC
&, BEEEORIE®REMFEAL T Amazon RDS F—ZXR—AICOJA > LET, BRICTDLED

. COFI—RUTILTR, FT—ER—AANOREBT IV LAFAZHE DI —2ERXLFT,
ERARETE., ChiE—MBATREEVLEYD, RDERORAICKRS CEZ2HEHLET,
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T—EIR—AICERTDICE, MySQL VZA 7MY —ILZEALET, COF1—KNUTILT
&, GUIR—ZADOT7)4r—<3>, MySQL Workbench ZfEHA L £9., MySQL Workbench @ 1 >
ARN=IAZEIZOWTIE., "Download MySQL Workbenchy ZZBL T &\,

F—RANR—AIZEHET B ICIE,. MySQL Workbench THEGEBRZER L £9. FREICIE. Amazon
EC2 & Amazon RDS Oi 5 A S DEHRABETT,

MySQL Workbench TF— XX —ADFEHRERET D ICIF
1. MySQL Workbench T, [MySQL Connections] (MySQL ###:) OEICH D (+) REXEZIUY D

LET,
2. [Setup New Connection] (BT L WERDERE) XA TATRY VAT, REXRITLET,

a. [Connection Name] (#:%) |-, SecretsManagerTutorial EASLLET,
b. [Connection method] (¥#t% %) T. Standard TCP/IP over SSH ZERL £,
c. [Parameters] (/\TX—R)RT T, R&EEFTLET,

i. [SSH Hostname] (SSH /KA KNR) IZ, AmazonEC2 A VARV ADO/NT VY U IP 7 R
LAZABLET,

COIPTFRLAIK, €42 AZ> A [SecretsManagerTutoriallnstance] % 2R3 %
&, Amazon EC2 2V —J)LICRRENE T, [PublicIPv4 DNS] D FICRRE N IP
FPRLAZIAE—LEY,

ii. [SSH Username] (SSH 1—H%—X%—A) I, ec2-usex EASILET,

ii. [SSH Keyfile] (SSH*¥—774)J)L) T, BIEORRFHFTH I O—RLEF—RT
7 7 14 )L [SecretsManagerTutorialKeyPair.pem] ZiZIRL £,

iv. [MySQL Hostname] (MySQL R A R®&) IZ, AmazonRDS T R:RA > R T RLA%Z A
HLET,

COIVRRAVRNTRLARK, F—ER—AS VARV A
[secretsmanagertutorialdb] Zi#IR¥% &, Amazon RDS 2V —JLICRRENE
Fo [Endpoint] (L RARARN) D TFICRREhLEZTRLAZIE—LET,

v. [Username] (1—H'—F—A)IC, admin EA DL ET,
d. [OK] ZBRL T &L,
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EEENAD—RZREIZICE

1. AmazonRDS OV —I T, F—EZXR—AILBEBLET,

2. [Configuration] (3%E) & 7 ® [Master Credentials ARN] (XY A X —:2EEE#R ARN) T, [Manage in
Secrets Manager] (Secrets Manager® B8) #i&IRL £ 9,

Secrets Manager A2V —)LAREE T,
3. =YL Y MNOFEMANR— T, [Retrieve secretvalue] (>—2 L v MEDES) ZiBIRL £ T,
4. )NAT— R [Secretvalue] (—2PL Y ME) O3 VICRRENET,

—ENR—AA—H—Z2ERTBICE

1. MySQL Workbench T, ##t [SecretsManagerTutorial] Z3#iRL £ 7,
2. —UOLYRNHSEHEBLEEBENAD—REAANLET,

3. MySQL Workbench®[Query] (P I'J) 4> ROT, ROOAIV R (BABNAT—REED)
ZAHBL. [Execute] (E1T) ZBIRLE I, O—7—> 3B SELECT 2EAL TE#HE 1
=LY RNETARNTS8, appuser ICEDBLEEZTDERNIVETT,

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

[Output] () 74> ROIC, OXY RFRTENLECENRRENETT,

ATV 7 2. A——ORAFERBADOS—IL Y N EEKT S

K, WEERL DY —0FRARHRERTFIZEHOD, —ILY NEERLET, ChA,
®EEO—T—>32922—JLYRTYT, BBO—FT—>32F2ICL, IRI—Y—HKzE
EBEIREOIC, 1 ABOD——ONAD—RZ2ZEET2H#ERZHF 1, BIOA-N-1—%—0
>—ULYhEBRLET,

—

Secrets Manager M 12> — )L (https://console.aws.amazon.com/secretsmanager/) ZH & &
9o

2. [Store anewsecret] (LW —UL Y NZEREFTS) ZERLET.
3. [Choose secrettype] (>—9VL Y RRATZBIRTD)R—DT, XROBEZITVET,
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a. [Secrettype] (>—2 L Y &4 7) T, [Credentials for Amazon RDS database] (Amazon
RDS F*— X XR—ADQFIIER) 2 BRLET,

b. [Credentials] (FREEEHR) T. 1—H'—F—L appuser &, MySQL Workbench %& > THE
KL IETF—EZR—A1—H—mFICABLENATD—RZAILET,

c. [Database] (F—&XX—RX) T. secretsmanagertutorialdb ZiERL £ 7,
d. [RN]ZEBRUET,

4. [Configure secret] (>—2Y L Y NZRET D) R—I T, [Secretname] (—IL Y h&) IZ
SecretsManagerTutorialAppuser & A B L., [Next] (R) ZBIRL &I,

5. [Configure Routing] (A—7—> 3 2BRETD)R—I T, UTZEITLET,

a. [Automatic rotation] (BBIO0—7—>3>) Z#BAMLLE T,

b. [Rotation schedule] (A—7—>3 > AT > 1—)L) T, [Days] (BE) OAT S 1—)LZE&E
L &9 : [Duration] (&) ® 2 H: 2h, [Rotate immediately] (§<ICO—7T—>3>293)
FBBRUEEFRICLTHBEERT,

c. [Rotation function] (A—7—=< 3 2 B§#R) T [Create a rotation function] (A—7—>3 >
Bz ER) ZiEIRL ., [Function Name] (B8%#) |C tutorial-alternating-users-
rotation EAHBLE T,

d [A—7T—232HEK] TREBILI-—T—)Z&RL., [EBEFIABER—ILYRNT
rdslcluster... EVSBRID—IL Y hZBRLET, ChiClk, cOFai—KV
7 )l secretsmanagertutorial TR L LF—EZXR—ADZaZET [FHA]
EENTVET (fl: Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial),

e. [N ZRBIRLZFET,
6. [Review] (FEFE) R—Z T [Store] (]R1F) ZiBIRL £,

Secrets Manager > —2L Y NOFHR—JICRYET, O—FT—2 3 VBREOAT—AR
Ak, R=DOLHTWIETEET, Secrets Manager Tlk, Lambda O—F—3 3 2 BEHX
Lambda B8 Z2RT TR RTO—-INBED) Y —AZERT % & E IF CloudFormation % f§£
L% Y, CloudFormation ¥ 79 &, NF—HAO—FT—>3HFFEEIhTVWE>—IL Y
NCEIWEDYET, ChT, RMOA—T—232VEFET T,
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ATV 73 0O0—F7—>a>Ehk>—9OLYRNETARNTS

S—=ULYRFO—T—232EhEOT, —ILY MCAMEHLVEIABRIEEATWVWSC
EETERTERT, >— UL Y NADONRADT—RH, TORAFRS SEEETNKRL I,

S—OLYRDASHLWNRAD—RZEBITBICE
1. Secrets Manager ® 1> — )L (https://console.aws.amazon.com/secretsmanager/) ZB & &

9o

2. [Secrets] (>>—2L v k) &BRL, >—2UL Y N SecretsManagerTutorialAppuser % &
RUET,

3. [Secretdetails] (>>—7 L v MOFHM) R—2 T, TARIO—JLL. [Retrieve secret value]
(=LY NOEERBTS) &BRLET,

4. [Key/value] (¥—//NV)1—) T—7I)LT, password D —UL Y hOfEZIE—LET,

RALEHRZTANTBICE
1. MySQL D—9IAXR>2F T, ##: [SecretsManagerTutoriall 252 ') v L., [Edit Connection] (1

ieimeE) 2 BIRLEY,

2. [Manage Server Connections] (V—/\N—#E#ZzBEE) XA TOJKRY U AT, [Username] (1—
H—Z%—LA) IC appusexr EA S L, [Close] (AU %) ZBIRLF T,

3. MySQL Workbench ([CERV) ., ###t [SecretsManagerTutorial] Z3&IRL £ 9,

4. [Open SSH Connection] (SSH ##:tZzB<) XA T7OJRY VAT, >—UL Y ASEEBLE
INAD— R % [Password] (/NAD—R) ICBEY T T, [OK|ZOUYOLET,

RELEHRLS B THNIE,. MySQL Workbench TF—ZXR—ADRGFR—IHNHAEET,
cES5F, =LY RMODO—FT—23UNFRTLECEZRLTVET, —JL Y NHOREIHE
WAEFENET, ch, F—ER—AILERITDLOOBMENADT—RERZYET,
ATYT 4 VI—REDIV—=2TVTED

AMoO0—7F—>3a> EBTHd2 07N 1——0O0—FT—23a> 280 EVEEE. VY—ADD
)—>T v 7 '®AFY LT thesectioncalled > > J ) 1—H—0O—F—>3 2 ICEXRET,

ThUADBER, BENSRESZEBL, 1V F—XYNITIEATEDEC2A ARV A%
HIRTDEOIC, COFI—KMUTILTERELERODY —AEZORRZHZHIBRLE T,
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¢ Amazon RDS F—ZXR—AA VARV A, FIBIZDOWVWTWEE., "Amazon RDS I—H¥—74 R, @
DB A VAR ADHIKR) 25RLTEEL,

« AmazonEC2 A1 ARV AR, FIREIZDOVWTE., TAmazonEC2 A—H'—HA R, O T4 A&
ADKT 1 ZZRLTLSEZ L,

+ Secrets Manager >—% L ¥ k SecretsManagerTutorialAppuser, FIEIC DV T, Tthe
section called “>—2 L Y NOHIER ) ESRBLTIEEL,

« Secrets Manager T RiRA > ko, FIBIZDWTIE, AWS PrivateLink 14 R® "VPC T RRA
VhZHIBRTR1 ZZRLUTSEZL,

« VPCIVRARA DN FIBICDOWVWTIE, AWS PrivateLink 4 R® "VPC O HIBR, #5BRL TLKE
=L,

NOER

« F7V)T—23ToO—OLYRZEBITRFECOVWTHALET,
c TOMOO—FT—>IVATZ1—-)LIEDOVWTHBALET,

AWS Secrets Manager® > > J ) 1—H—0O—F57—2 30 ZRE
CE-)

COFI—KNUTILTR, F—ER—AFiABEREZEC—ILY NOBE-I1—Y—0O—F—>3>
ERETDHEZEFEBFLERT, U1 —¥—0O—F7—> 32, Secrets Manager > —o L v
NEF—BR—AOEATI—F—ORIBEREEFTHO—FT—IVEBTT, FACOVT
l&. Tthe sectioncalled “> 7 )L 1—H%—", B#SBL T EEV,

FAI-KNIUTILZETLES, FA—RNUTILHPSVY—REII—2TVTIREZHEBHLE
T, ABRETRHREALZVTIEZL,

Secrets Manager DO—F—< 3> Tk, AWS Lambda B2 AL T —IL Y hEF—EXR—
AZEHLET, Lambda BHEFEATRHEOIANNIDOVTE, "#E, 28RLTEEL,

EP/N

- ER

- FIRREMH

« AT Y7 1: Amazon RDS F—ZXR—ARI1—H—ZHKT S

« ATV T 2. F—ER—RARI—HY—FEBRO>—IL Y NEEHTS

RO FE 38


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.aws.amazon.com/vpc/latest/privatelink/delete-vpc-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/delete-vpc-endpoint.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting

AWS Secrets Manager 1—H—HA K
c ATV 73 O—TFT—232ENENAD—RZETARNTD

c ATVT 4 VY—R&EIVIV=2TVTID

« XDFIE

HERR

COFI—RNUTIILOHERZHELT, AWSTHINOEBEERIVEERYET, IF
BERETRE, BATYTTEBDO-NZFEATIONIRANTSIVTAARERYNET, Hlx
&, Amazon RDS F—ZR—ANERICETF—ER—AEBEZERZF >O—/ILE2FEHAL, VPC L
EFIVFATIN—TOREICKZRY NDO—VBBEEREZF > O-I)IL2FHALET, F1—KNUT
LNOEATYTTCREALTATFUOTATAZERATEIENHEREIET,

AEBRBRETCHFAZRETDHEICOVTIE., Tthe sectioncalled “FREEE 7 VA hO—
L) EBBLTLEEW,

Bl FR SR

COF1—KNUTIDOEIHRSEMEE the section called “ZXRI—H—O—F—>3 2" T, B
OF1I—RNIVTINFETLULERRT, DY—ADQI)—="2TF YT REITLBEVTLSEEZYL, 0
Fi1—KUTIILDO#%E, Amazon RDS F—ERXR—RARE&, F—EIR—ANOEEEFRIERZ ST Secrets
Manager —2L Y NEBALRENLBRENTEEX L, T—EXR—A1—H—0ORIERE
EC2FBO—VLYREBVETHN, COFI—KNITPILTREO—ILY hZ2FEALEE
Ao

T, BEBERGIRREEAL TTF—IXR—AILERT S -HOELEDN . MySQL Workbench (IZE&TE
EhET,

AT Y7 1: Amazon RDS F—AXR—A1—Y—%EKT S

F9., =LY RNCTORIBERERETDI—HY—IBEILRZYET, I—H—%2ERTBIC
&k, >— '7 LY NCRTFENTVRERERIE®RZMEAL T Amazon RDS F—&2ZXR—AICOJ 41
JLUET, BRICTREDHIC, COFI—RKUTILTR, F—ER—ANOREBT IV AFAZ2HF
DI1—H—%ERLET, EARETE., ChEF—ROTEEVEY, RDMERORAICKRS L%
HEIHLET,

EEENAD—RZEREIZICE

1. AmazonRDS OV —I T, F—ER—AICBHLF£T,

R 39



AWS Secrets Manager d1—H¥—HA R

2.

3.
4.

5—“_

1.

A

o bk~

[Configuration] (E8E) & 7 M [Master Credentials ARN] (¥ A X —R5E15# ARN) T, [Manage in
Secrets Manager] (Secrets Manager® B8) #i&IRL £ 9,

Secrets Manager A2V —)LAREET,

=LY NOFMAR— T, [Retrieve secretvalue] (—2 L Y MEDEE) ZBIRLET,
INAT— R(& [Secretvalue] (—2PL Y MBE) 2023 VICRRENET,

BAR—ADA—Y—Z2HERTDICE
MySQL D —9I AR F T, #kt [SecretsManagerTutoriall 2574 'J ¥ 2 L., [Edit Connection] (3#

fizimE) ZBRRLE T,

[Manage Server Connections] (Y —/\—#&#iZ2 BE) A4 TOJRY U AT, [Username] (1—
H—X—LA)IC admin EASL, [Close] (AL %) ZiBIRL E T,

MySQL Workbench ICERV), $##: [SecretsManagerTutorial] Zi#RL £ 9,

=LY RASEBLEEEENAT—REANLET,

MySQL Workbench®[Query] (V7 IZJ) V42 RIT, XOOAX >V R GBAOB/NAT—RZEL)
ZANDL, [Execute] (E1T) ZBIRLET, O—FT— 3 BHKIE SELECT ZFERAL TEHEh
=LY RNETANTS®H, dbusexr ICEADBLLEETDHERIYETT,

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'@'s’;

[Output] (HAB) 74> RIIC, OXY RARITEN I ENFRTENET,

ATY T 2 TF—ER—AA—¥—-FABBRO—IL Y NEEKTS

'
>3
P
INA

"

ax k&

1.

 ERLEEA YOI —ORIERERMTELHOI—IL Y NEERL, BEO—F—
vEECEEO—T—>3>%FICLUET, Secrets Manager k> —VL v hEO—F—> 3
£9, chid, NRAT—KATOYS AL TERENDCEABHRLET - HE-OFL L
T—KERLEZERBYERA, O—F—Y 3V 2T<CHBTSE, O—F—2aVHFELL
TNTVRAESHZHMIADICERIUEERT,

https://console.aws.amazon.com/secretsmanager/ 7' S Secrets Manager 1>V —J)LZH&E £

EE

2. [Store anewsecret] (HiLW>—JL Y NZRETH) ZBIRLET.
3. [Choose secrettype] (>—2V LY NRATRBRTD)R—IT, ROBEZTVLET,
AT VT 2 F—AR—A1—F—RABBOS — LY NEERI B 40


https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager d1—H¥—HA R

a. [Secrettype] (>—2 L Y &4 7) T, [Credentials for Amazon RDS database] (Amazon
RDS F*— X XR—ADQFIIER) 2 BRLET,

b. [Credentials] (FREEEHR) T. 1—H—F—LA dbuser &, MySQL Workbench % £ > THER
LEF—ER—ARAI—Y—@RFICADLENATD—REAADLET,

c. [Database] (F—&XX—RX) T. secretsmanagertutorialdb ZiERL £ 7,
d. [RN]ZEBRUET,

4. [Configure secret] (>—2Y L Y NZRET D) R—I T, [Secretname] (—IL Y h&) IZ
SecretsManagerTutorialDbuser & A B L. [Next] (R) Zi#BIRL &I,

5. [Configure Routing] (A—7—> 3 2BRETD)R—I T, UTZEITLET,

a. [Automatic rotation] (BBIO0—7—>3>) Z#BAMLLE T,

b. [Rotation schedule] (A—7—>3 > AT > 1—)L) T, [Days] (BE) OAT S 1—)LZE&E
L &9 : [Duration] (&) ® 2 H: 2h, [Rotate immediately] (§<ICO—7T—>3>293)
FBBRUEEFRICLTHBEERT,

c. [Rotation function] (A—7—=</ 3 2 B§%R) T [Create a rotation function] (A—7—= 3 2 %K
ZYERK) ZiBIRL . [Function Name] (B8%k %) |C tutorial-single-user-rotation &
ABLET,

d [A—7T—23 HEK T, E—1—Y—-]Z2RRLET,
e. [RN]ZBIRLET,

6. [Review] (fEER) R— T [Store] (]RTF) ZiBIRL £,
Secrets Manager &> —2JL Y NOFHR—JICRYET, O—FT—23VREDAT—X
AlF, R=D O LB THEFETEET, Secrets Manager Tld, Lambda O—7—3 3 B
Lambda B8 2 RIT TR RTO-INBED )Y —AZERT % & & F CloudFormation Z &£/

LE 9, CloudFormation #7923 &, NF—HAO—F7T—23FFEEhTVWE—IL Y
NCHIWEDLYET, chT, RUOO—FT—>3FETTY,

ATY7 3 O0—T—>32EnIENAT—RZTANTS

RO —OLYy NO—FT—23aUNETIE (FERERRHEY). >—IL Y MCEMWARRIER
HELODTVBHAESHEERTEETT, >—IJLYMNADONAT—RY, TORIABFHREHLSEEET L
FL &,

ATY73AO—FT—>3VENENAT—RE2TANTS 41



AWS Secrets Manager d1—H¥—HA R

S=OLYRASHLWNAD—RZRETZICE

1. Secrets Manager ® >V —)L (https://console.aws.amazon.com/secretsmanager/) Z B & &
EE

2. [Secrets] (—2V LY K) ZBRL, >—2UL Y N SecretsManagerTutorialDbuser %i®EiR
LET,

3. [Secretdetails] (>>—7 L v NOFEH#) R—2 T, TARIO—JLL. [Retrieve secret value]
(—OLY b NDEZREBTS) ZERLET,

4. [Key/value] (F—//N\1)1—) 7—T )L T, password D —UL v NOEZIE—LET,

ALTEMET ANTDICE

1. MySQL D—9 AR F T, ##: [SecretsManagerTutoriall /%2 ) ¥ 2 L., [Edit Connection] (3
fizfmsE) ZBIRLE T,

2. [Manage Server Connections] (W —/N\N—#EHKZEE) XA F7OTJRY U AT, [Username] (1—
H—F—LA) IC dbuser EA DL, [Close] (AL %) ZE#EIRL KT,

3. MySQL Workbench IZER V), ##t [SecretsManagerTutorial] Z1#IRL £ 9,

4. [Open SSH Connection] (SSH ##:Z2B<) XA T7OJRY VAT, >—UJL Y R ASEEBLE
INAD— R % [Password] (/NAD—R) ICBEY T T, [OK|ZOUYOLET,

TEIEHROS BN TH NIE. MySQL Workbench TF—ZER—ADEKRAR—IHFHEEXT,

ATYTS 4 )Y—=REO)V—="T VT3

BEaRESEBZVEDIC, COFI1—-—NITILTHERLES—IL Y MEHIBRLET, FIEICDOWV
Tl&. Tthesectioncalled “>—2L v hOHIBR" ) Z2Z8BL T EEL,

BDFI—NIUFTILTERLEDY—RZD) =T Y7 F3IZIE, the section called “AT Y 7 4:
Y =R 0 )—>2"T v 792 BSBLTLSEZL,

XD F IR

s P7UT—=23>To—OLY NERBITRIHFELCOVTHBLEY, "—JL Y NDEE, &
SHBLTLSEEV,

s TOMOO—T—>32AT22—)LICOVWTHBLET, Mthe section called “O0—F—> 3~
ATo1—=)") #BSRLTSEEL,

ATV T4 UI—REIT)—T VI E 42


https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager d1—H¥—HA R

AWS Secrets Manager ~—2 L Y N&EERT S

=LY &, NAT—R, I—F—FK—LXNAD—REEQO—EDOFRIEHR. OAuth h—2
V. T, BELE iR T Secrets Manager ICREENZTOMO—IL v MERICT S
CENTEFRT,

® Tip
Amazon RDS & & U Amazon Redshift B 1 —H—@ORAERICE, YZ—J R—IL Y
rNEFERATRCLEZHBOLET, EEY—ERZBLUINR—IRI—ILY NEERT
&, NF—2YRO—FT—>3a=EHTEEXY,

OAVY—=)ZERALT, OV =232 LT VT—REATVBRY —ATF—ER—ADT—ER—
ARIAEBRERETDE, 2—IJLYNIRY—ATF—ER—ADELRBFEBISTENETT, TOE,
=LY hRELTUT—KTBE, LTVARY—AS—IL Y hOoOE—EAY), BUELER
AEBENET, V23 ELBHROS—JL Y NCF—/MERTZEMTEEXT,

=LY NEERT BICIE, SecretsManagerReadWrite Y &x—2 RIRD S —TREEhZT7 o+
AFANDBETT,

Secrets Manager Tl&, —2L Y NE#ERT D E CloudTral OF I NUEERLE T, FFHICO
WTIk., Tthe section called “TOYJ 5289 % AWS CloudTrail "y ZZRBL T EE L\,

=LYy hEERTDICEK AV —I)

1. Secrets Manager ® 2V —JL (https://console.aws.amazon.com/secretsmanager/) Z B & &
£

2. [Store anewsecret] (HiLW—UL Y NZERFTS) ZBERLET.

3. [Choose secrettype] (>—2VL Y NRATZBRTD)R—IT, ROBEZITVLET,

a. [Secrettype] (>>—2VL Y NOEHE) T, ROVThHIAZERTLET,
T— IR —ARIABBRERETAICE. RETEITF—IXR—AFMBERO X1 7 2 ER
LET. RIC, [F—ER—A] ZBIRL. BREIE®R ZAHLET,
APl F¥—, FOEARN=9 2, F—ER—ZAATRAVEIIERZRETSDICE., [T
DD RAT DI —UL Y N ZBRLUET,

43


https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager d1—H¥—HA R

[F—EEORTIIC, JSSOND F—EERTTI—ILYRNZEANTDH, [FL—2
THFAN 27 zRE, FEOERXNTI—ILYRNEADLET, 2—IL Y MIRER
K 65536 N1 RKXTRETEXRT, fi:

API key
F—ELEORTELTRZADLET,
ClientID: client_id

ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

TL—2TFARNELTADLET,

AKIAI44QH8DHBEXAMPLE

Digital certificate

T7L—2TFARELTABLET,

Private key

TL—=2TFARELTADLET,

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

- Secrets Manager /N\— R F—HASYRX—I RAF—OL Y NEeRETBICE. N—H
+——OL Yy hEERLET, R, N—hF—%BRL, N—hF+—D—FL VY
NEBBT2HMERELE T, FHMICOVWTIE, TAWS Secrets Manager Y &x—=
RAF—DO LY hZ2ERLEY—RN—TFT1—2—OLYNDEE, Z5RBLTLKE
=L,

44



AWS Secrets Manager d1—H¥—HA R

b. EEB{tF¥—TIEk. Secrets Manager AWS KMS key A">—o L v NMEZBES{LT D LHIZME
A9% ZBRLET, HHEICOVWTE., "—JL vy NESILEES) 22RBLTLKESE
(A

FEAEDZE, aws/secretsmanager Z1#IRL T. Secrets Manager AWS Y x— R
F— 0O ZFEALET, COF—ZFEALTEIANEIRELEE A,

B ASS—ILY NCT IV EATRRENHBHBEAWS THIV N, TG IHE

DKMS F—2FEALTO—FT—>3 > LEYF—RUI—2EBALLY TRHEE.

JARDSHARY—IZ—I RF—ZERTDH, HLLF—ZEMERIRL TEK
LETFT. DAY —XZ—I RF—OEARSOFMIOVTE., "BE, 283RLT
<EEW,

MBI E O: the section called “KMS F—DT7 V2 AHF JOATHIORNTIOEAD
SMICOWTIE, Tthesectioncalled “VOAT WO NTOEA ) #5BLTLKEE
(AT

c. [RN]ZEBIRLET,
4. [Configure secret] (>>—7VL Y RZERET D) R—I T, XOBREZTVET,

a. DAURTVI—IL Y RNBEFHPAZADLET, >—JLYRBICR., 1~512 XFDK
BFE | +=@- DNFERIODENTEXRT,

b. (A7 2aV)AW—UL Y hEERLEBEE. >—UL Y NERIFTS Secrets
Manager N\— R F—ICHEBEBXRXF—RZADLET,

c. (FA7>arv)[Tags](BZT)to>a><T, BT#I—UL Y NIEBMULET. XTI THERE
IC2WTIk, Tthesectioncalled“—2IL Y NZAZTFHITTE ) 2SBLTSEEL, #
PIERIFESLET ATV EVESD, RTICRELBEVTLSEZL,

d. (A7 3> )[Resource permissions] (JYV—AICHTD T IV LAFH) TUY—AKRIZ —
#—2OL v NIEBIT 2 ICE, [Edit permissions] (77 AT OHmE) 2oy ILE
T FHMICOWVWTIE, Tthe section called “') Y —ANX—ANR) S —"; #SBLTLKES
Lo

e. (FA7>aN>—=ULYRNOLTVT—KT, =LY RZERO—ULY NZLTV
T—KTBICEAWS V=232, =LY bNOL7IT—NEEBRLET, >—IL Y
ROLZUS—>3avid, COBRBTRITIDLEE, BILRE>TETRTIDLETE
9, FHHICOVTE., "YILFU—2a3a LTV T—232, Z8BRBRLUTLKEZW,

f.  [Next] (RN\) ZBIRL &7,

5 (7> )[Configurerotation](I:I—v_'—D IAVERETDI)R—DT, =LY NOBEH
A—F7—>32Z2AMITEERT, O—7T—>3ZFT7ICLTHEVT, BTHAICTRES

45




AWS Secrets Manager I—H%—Ha4 K
TEET, #L<E, "T2—0LvyboO—F—>32, ZRUTLKEZV, [Next] (XN)
ZERLET,

6. [Review](LE1—)AR—=T, >—JL v MNOFMEEEL . [Store] R1F) ZIBIRLET,

Secrets Manager &> —2JL Y ROUARNIRYET, HILLW—IL Y RFRRENBZEWVES
&, EHARZZBIRLET,

AWS CLI

AR RDINICOAN > RZANTD E, AN REBEBNF 7 OAEhizY), I—F4 VT4 Hh 5]
NYRNGA=BIZTOEAEhIZY TR VAN HYET, "the section called “ZFEH L TAWS
CLI AWS Secrets Manager >—JL Y hERETIVARIVZBRETD ") ZSRLTLSEZ L,

Example JSON 7 7 A LD F—ZR—AFIEHDS 5> —IUL Y N EERTS

XD create-secret OFlE, 77 AIINAHNORIEBHRLA S —IL Y M EERLET, FEMAICDOVL
Tk, TAWSCLII—H—HA R, O "77A4)IHAS5ODNTA—2OO—KR AWS CLI;, £ HBL
TLEEL,

Secrets Manager > —2JL Y hZ2O—7T—>320TEBRSICTBICE, BT ISONH 2—7
LYy h®OJSONEE ICNYFLTVBRHRENHYET,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json O AA:

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}

Example>—2JL Y NZERT S

K, 2 D0DF—EEORTE2FDIDI—IL Y N EERTS., create-secret OFlELET,

AWS CLI 46


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html

AWS Secrets Manager d1—H¥—HA R

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example>—2JL v N&EERT S

RIZ, 2D00RTEEFDD—IVL Y NEEKT S, create-secret DHIZRLET,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS SDK

AWS SDKs DWIFnhZFERALT—IL Y NEEKTBICIE., CreateSecret7 V23> %=EH
LET, FHMI-DOVTI., Tthe section called “AWS SDKs” ;) ZZRBL T &L\,

Secrets Manager ~—27L Y NOBE

Secrets Manager Tld, ¥—2JL Y K&, >—JL Y MEHR, >—VL Y NME, BRTZ—UL Y K
ICBATRXRXTF—RTHEEAENET, >— VLY MEICE, XFINELEFNAFVZFERATEET,

BEOXFIEZD—VLY MIRETRICEK, F—EEORTZFEAL 2 JSON TF A NXFS
BEATHIEEZBEOLET, RICHZERLET,

{
"host" : "ProdServer-01.databases.example.com",
"port" : "8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" : "mysql"
}

AWS SDK 47


https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html

AWS Secrets Manager d1—H¥—HA R

F—RIR—RAY—YJLY NTEHBO—F7T—232028MCTBICE, —2L Y MIIELLW JSON
BETTF—EIR—ANELGBHEIEENTVRIHENHYET, FMICOWVWTIEE., Tthe section
called “>—2L Y h® JSON 1Bi&") Z5BL TS TV,

XZT—2

S—=OLYRNOXRT—RIZEUATHAEENET,

« ROFEKD Amazon )Y —AZ—L (ARN)
arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager l&, —2L Y N ARN AfBBEIC—ETHDELS5ICTBDICKIULDED, >—7F
LYRBOREBIC6 DDTUVRALBRNFEEDET, TO—IL Y MHIBREh, BURBRIT
LW —OLY MPERENEZBE, ChSOXFIC&Y 2D20>—IL Y NARN FEA
EQEBRVET, ARNAFEEDLSH, dV—ILYNITIERATER LI —TH>TE,
FLWO—OLY NMOTIVEAZEBNICEBITZDITTEHYELEA,

« —JLY bhOEHE, HA., VY—ARIZ—, BT
E51LF—® ARN, Secrets Manager AWS KMS key > —9J L Y MEZRE{LBE LRV ESTS
HICERATS TY, Secrets Manager 2 — 2L Y RTFFANZEICESLENEEXTRE
L, BEFNT—IL Y NERBEILLET, the section called “>—U L v NEEEILEES £S5 H
LTLEZL,

« =LY hNEO—T7T—23209BFEICEIZIBEHR(O—F7T—>3&2KELESE) "T2—0
LY bhoO—7T—>32, Z2BLTEZL,

Secrets Manager &, IAM 7 V2 AFAR) S —2FEAL T, R hEI—HY—0aHN>—0
LYRNZTOEAEEREETEDLDICLET, "ORMET VA MA—)L AWS Secrets
Managers ZZBL T EE W,

=LY RNIR, BEtenid—OL Y MEOOJE—ZREFLTLVBIEHRON—328HY)
F9, O—VLYNDEZZEETRN, O—OUL Y NZ2O—7T—>3>FB&. Secrets Manager (&
FLWAN—>2 3 &ERLET, Mthesectioncalled “>—2o LY NN\N—2327, #8RBLTLKEE
Wo

=LY RELTUT—NAWS U—232 B2LT, BHO TY—ILY N EFEATER
¥, —OJLYNELTVIT—KNTBBE, TO—JL Y heIE—TFBH. LTUA—ILY
NeFENDTZA4RV—OLY NERBLET, LTUAS—ILY NE, 754XV =5

XBF—R 48



AWS Secrets Manager d1—H¥—HA R

LY MCUZOENEERRCE>TVET, 'NILFU—232LTVT—>32, 22BLTLKE
=W

'>—OLYbhDEE, ZZRLTSEZL

>=OLYy  NN=232

=LY MR, BEtEehiz>—OLY MEOOE—ZREFL TVBREHON—2a oA HYE
T, >—VLYHNDEZEETSH, >—UL Y N2ZEO—FT—23>2FBE., Secrets Manager (& #
LWN=23a > ZERLET,

Secrets Manager &, —2L Y NOBEZN—23VIBIZERELEEA, KDYIZ, LUTO 3D
NDEEON—23aICTRILENT, BIFLET,

« BED/N—2 32 — AWSCURRENT

« LLETD/N—2 3> — AWSPREVIOUS

- REPDO/N—3>2 (O—FT—23 > H) - AWSPENDING

—29L Y MNIIEFEIC, AWSCURRENT EWVWS SRV EN=2a3 00 HY), —OL Y MNMEax:
METHRIE., TON—23 A F 7+ )L NT Secrets Manager ! SIRENE T,

update-secret-version-stage T ZHUPEHTET, MEOIRIILTN—23 2V ICIRIILZER
12 EETEETAWSCLIL, —VL YRR, BR20BOSRILETRYFTEERS, —
IJLYRMD2DOON—2a3aTRAUVAT—O2VIIRILVEFE D CERGRTEEREA, EN—23a2IC
&, BEROSRILGFHFEZENTETT,

SRIFEDON—3>THNIE, Secrets Manager IC K VHIBRE D ZE@EHY FEBAN, SR
DEWN—D IV RBEHERERBENET, FERON—23 2 OHAHN 100 ZEA 1=FES. Secrets
Manager & Z NS ZHIBRLE T, =L, Secrets Manager & 24 FEMRICERE niz/N—2 3>
FHIBRLEE A

RORIE, AWS SRIFEN—D3AERNARAEZI—IRIFEN—2avaFEO0—IL Y hER
LTVWET, FRILOBVWN—D3 D FEERERBE N, RO HBERT Secrets Manager (C
KO THIRENE T,

=LY NN—=D32 49


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html

AWS Secrets Manager d1—H¥—HA R

ﬁys ecret \
- AWSPENDING AWSCURRENT AWSPREVIOUS
credential10 credential® l credential®

— e e

| credential3 ) credential?
credentiald credentials l credentiald l
credential? l credential 1 l

Lt el

- /

AWS Secrets Manager >—2 L Y h® JSON #i1&

Secrets Manager >—2 L Y Mk, &ARY 141X 65536 NA RETOTFFANELEFENIFT)ZR
BETEEY,

the section called “Lambda BB LB O—T—> 3" 2FATSHEE,. —2IL Yy MR, O—
T—2AVBEBNEETEIREND JSON 71— )LRAEENTVBDUENf BV ET, Hl2E. 7—
AR—AFIAERZEC—IL Y hOBFE., O—FT—>2 3 BHRETF—EIXR—AICERL TR
WMEFEHITDESD, >— LY NCTF—ER—AELHBBIEENTVIHLEN HYET,

VY= I)L&2ERALT, F—ER—RAI—IL Yy hOO—F7T—23 2 2RmETHIHE, >—IL Y

NCTF—BER—AZHBAETEDHED JSON F—EEORTHIEENTVWBHREN BV ET, Secrets
Manager ldchsnN7 1 —J)LRZFEAL T, F—EXR—RAZVIVL. O—T—> 3 ERERE
IBHELVWVPC ZBREL XTI,

JSON F—EB TR AXFENMXFHNXBIENKXT,

(N =Ry
« Amazon RDS & Aurora N E2EFE$R
« Amazon Redshift $2EE1E#R
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« Amazon Redshift Serverless F2EFE$R
« Amazon DocumentDB s2iE1E R

Amazon Timestream for InfluxDB > —2o L v NEi&
Amazon ElastiCache 2515 R
Active Directory $REE1E R

Amazon RDS & Aurora OE2EFEER

Secrets Manager A2 9325 0—FT—> 3 VBT 7L —hZFERATHICE. XD JSON EiEZ
EALET, F—ELEORTZEMLT, fIRE. BOV—2320LTIATF—ER—ADELRE
MEESHD_ENTEET,

DB2

Amazon RDSDb2 4 VAR ANHE., 1—HF—FBPD/NAD—RZZETERZVEYD, EE
ENRIABEHRERNND—UL Y I\‘C?ze{ TRIBENHYET,

{
"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
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"port": <TCP port number. If not specified, defaults to 3306>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “######”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

the section

section

MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “######”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle

{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

section

called “######”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon RDS & Aurora M E3EEE R
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Postgres
{
"engine": "postgres",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “######”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"
}
SQLServer
{
"engine": "sqglserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “######”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift 2F1E ¥R

Secrets Manager A ##320—FT—2 3 VEHBT 7L —hEFERATSICE, XD JSON EiE%
FEALET, F—ELEORTZEMLT, fIRE, BOV—2320LTUATF—EIR—ADELE
WMEESHDENTEFET,
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"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in
the console.>"

"port": <optional: TCP port number. If not specified, defaults to 5439>

"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “######”.>"
3

Amazon Redshift Serverless F2EF1E R

Secrets Manager A 1E# 325 0—FT—2 3 VEHBT7L—hEFERATSICE., XD JSON #EiE%E
EALET, F—ELEORTZEMLT, fIRE, BOV—2320LTIATF—ER—ADERE
WEESHDENTEET,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “######".>"
}

Amazon DocumentDB 2S5 R

Secrets Manager #2325 0—FT—2 3 VEHT7L—hEFERATSICE, X0 JSON #EiE%E
FEALET, F—CEORTZEMLT, 2, o )—2320L T VAF—ER—AOERIE
REEHDENTEET,

"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
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"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “######".>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB > —2 L v Nigi&

Timestream >—2L Y h&2O—7—>3>93IZlE. the section called “Amazon Timestream for
InfluxkDB” O—F—>3a>5F>7L—hNaERATEET,

FHMICDOWTIE, TAmazon Timestream Developer Guides ® "How Amazon Timestream for
InfluxDB uses secrets; ZZRL T EE V),

O—7—23a>F>7L—rZ2ERATSICIE, Timestream >—2 L Y RA'IEL L) JSON & (C 7 2
TWBRXENHYET, FHHICOVTIE. "Amazon Timestream Developer Guides @ "What's in
the secrety; ZZRL T E&E L,

Amazon ElastiCache @ 2iF1E#R

IXRDPBIE, ElastiCache OFRILIFHRZEREFTSZZ—IL Y MDD ISONBEZRLTVET,

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

FMICDOWVWTIE. TAmazon ElastiCache 1—H—74 4 K, ® "Automatically rotating passwords for
usersy (1—H—ONATD—ROBEBO—7T—>32) ZZRLUTEEL,

Active Directory F2EE1E Rk

AWS Directory Service &> —2 L v N& A L T Active Directory FREHEHRZREZEL £, FMICD
WTIk. TAWS Directory Service Administration Guides ® "Seamlessly join an Amazon EC2 Linux

Amazon Timestream for InfluxDB O —o L v N&i& 55
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
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instance to your Managed AD Active Directoryy 2B UL T<EEV, —ALARABRXAL 2SI
. ROPICHBDF—BAMBETT, >—ALALABRXSMVSMZ2FEALAWVESEK, O—F—>3
VBT L—RNRI—RTHEASTATVEIELSIC, REZEHEFEALTO—ILY NAOF—DF
HZZETEEXT,

Active Directory >>—2 L v NZ0O—7—>329%IZ&F, Active Directory A—7—>3> 5727
L—hZEFERATEET,

Active Directory credential

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

=Ly bheO—7—>32321CF. RXAFALIORNJIDZEHET,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

=LY RNEF—RTEBCI—OULYNEHAEDETHEATRIHERE., F—272—70
LYNARN ZE®HET,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
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Active Directory keytab

F—R27T774)%EHL T Amazon EC2 ® Active Directory 7 H > N%5R5 T2 HEICD
WTIk. TDeploying and configuring Active Directory authentication with SQL Server 2017 on
Amazon Linux 21 2B L T &V,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"

1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",

"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1
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https://aws.amazon.com/blogs/database/deploying-and-configuring-active-directory-authentication-with-sql-server-2017-on-amazon-linux-2/
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T>—7JL v haeEIET S AWS Secrets Manager

ReEY D

+ AWS Secrets Manager >—%2 L Y NDEZEH T S

+ Secrets Manager T/\ATJ—RZ4EKT D

« =Ly hEUFON=32CO-INYITD

+ AWS Secrets Manager >—2V L Y NOES{tF*F—%ZZLETD
+ AWS Secrets Manager >—2 L Y NEZETS

s T—UL VY NZERET S AWS Secrets Manager

« AWS Secrets Manager >—2 L v N & HIBRT 2

+ AWS Secrets Manager >—2J L Y hZEBx9%
TO—UL Y hORJFF AWS Secrets Manager

AWS Secrets Manager >—2 L Y NDEZEHFHITS

S—OLY R NDEZEFHFIAHICEK, I>VY—)L, CLI, ¥E SDK Z2FEATEET, >—YL Y K~

BZE#H TS E. Secrets Manager l&. AT —2 2T T X)L AWSCURRENT FZ2 D> —TL Y NOFH
LWN=23a>zERLET. AR AWSPREVIOUS DRIV EFHWN—2a VIl kBIEHBET I+

ATEET, MEDTRIILZEMTDEETEERT, FMICOVTIE., "Secrets Manager ©/\—
a2 J, #2RLTLKEED,

=LY MEZEHTARICE (AV—I)

1. Secrets Manager ® >V — )L (https://console.aws.amazon.com/secretsmanager/) Z B & &
9.

2. —UOLYRMODUARARDS, BZOZ—UL Y NZERLET,

3. Y—ULYNOEMR—DOBMEIZTO[Z—ILY NOEEYZIDT, [—YLYRD
EZ2MBTD] ZBRL, WE] 2BRLET,

S—oL Y MEDEH %8


https://console.aws.amazon.com/secretsmanager/
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AWS CLI

>—0OLY MEZEH TSI (AWS CLI)

e OXRVRIZINICOARVRZEAANTRE, ANV REBENTIOERAESNEY), I—FT4UT4h
SOANY RNGX=BRICTOEAENYTBRIVAINHYET, 'the section called “%Z {£
L T AWS CLI AWS Secrets Manager > —9 L Y N ERETDVAVEBERTD ) 2S5BL T
<kEzL,

RD put-secret-value &, F—EEORT 22Z8LI—IL Y OHLWN—D3 2%
ERLET,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

RO put-secret-value &, HAZRLAT—VITIRIFEOHLOWN—23 0 ZHEKL
F9. HLLWN—=232IClE, MyLabel & AWSCURRENT O SRIILHFFHSNET,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

10 212 1 ELA E D #F#4ESEE T PutSecretValue £/ (& UpdateSecret ZHUOHT & EETS
CENHMRBENET, PutSecretValue £/ Ik UpdateSecret ZHUOHL TS —VL Y MNMEZE
¥ 9% &, Secrets Manager &> — VLY NOFHLWVWN—23 20 ZEK L FT . Secrets Manager
. FRILOBVN=232H 100 2BA B EHIBRLETY., 24 BEMRNICEREhLN—23 Y
FHIBRLEE A, 1021 B EDBEETS—IL Y NMEZE#H TS &, Secrets Manager A HIBR
LEBIVESZIN=D3ofMEREN, >—OLY RN—232004—RIELET,

=LY NMEZEHTBICIE, UpdateSecret 73 £l PutSecretValue 79> 3>
EEALET, FHAICOVTIE., Mthe section called “AWS SDKs”y 2B L T &\,
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https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/put-secret-value.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/put-secret-value.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
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Secrets Manager T/NXAT—RZEKT S

Secrets Manager Z A 9% — MK /N —2 Tlk,. Secrets Manager T/NAT—RZERKL., D
NAT—REF—ER—AFLFY—EATHEALET, ChZETSICRK., XOBFEZEALET,

+ CloudFormation- ", #Z B L T<L & & LWCloudFormation,
« AWSCLI- T, #88BL T<&\Wget-random-password,
« AWSSDKs ") #8BL T< & \WGetRandomPassword,

=LY NeRaoN—=>3a2CO0-INYITSB

AWSCLIZBERALT—JLY MN—=232VICTRYFENLEIRILEBEITD LT, >—7
LY REUBION—23IVICRT CENTEET, Secrets Manager '>—IL Yy hON—23a %
RETDHFEICOWVWTIE, Tthesectioncalled “>—2 L v N)\N—2327, #SBLTLEEV,

XD update-secret-version-stage M Tk, AWSCURRENT AT7— 2T IX)L &2 LD
N=23>02—OLY NIBEL, >—OJLYRNEUBION—232VICRULET, LETO/N—2 3
VD ID ZBRETDICIE, list-secret-version-ids ZFH T3 A, Secrets Manager 1Y —
LTN—=232&2KRRUETD,

—DHITIE, AWSCURRENT ZARILD/N— 3 2 iF a1b2c3d4-5678-90ab-cdef-EXAMPLE11111
T. AWSPREVIOUS ZXIL M /)N—< 3 2 & a1b2c3d4-5678-90ab-cdef-EXAMPLE22222 T9, <
DI TlE, AWSCURRENT SARIILZ/N—23 2 11111 B 5 22222 IZBEHL £F., AWSCURRENT
FRIVEEN=23 0D SHIBRE NS 2%, update-secret-version-stage (& AWSPREVIOUS
SRIEZON—T3Y (11111) CHEWICBBLET., TOKE, AWSCURRENT &
AWSPREVIOUS O/N—2 a U AR|EhFE T,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

AWS Secrets Manager >—2JL Y NORES{LF—ZZETS

Secrets Manager I& AWSKMS , F—&F—2F—(IC&LD I ARO—TJHESLEFALTES —
LY NMEZRELET, 2—JLYRNIEILFERATDKMS F—Z2BIRTEXT, Z2HEATEIH
AWS Y &—2 R¥ — aws/secretsmanager, NAXN—NXZX—TJ RF—ZFATEET, FEAL

Secrets Manager T/NATJ—RZEKT S 60


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-random-password.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/list-secret-version-ids.html
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DT —ATlk, aws/secretsmanager DERAZHBAOLET., FMARESERELEEA. FlO H5S
=LY RNITIOEARTRIHENHZIBEANWS THIUN, £EEMBEDOKMS F—%2FHL
TA—7—>3a>Lky, F—RU>—2EBALLYITIHEERE. Z2FALET HAZRN—EHE
F—, BELZEO: the section called ‘KMS F—D T UV AFFA” NAZI—NZF—I RF—OFEAR
TOFMICOVTR, "BE, 25RLTKEEL,

=LY NOBSILF—2ZZEETEXRT, LA, BIOT7HO DS —OL Y NCTD
AL, TEOI—YUL Y MBEAWS YZ—I RF—ZHEAL TESLENTVSEEFaws/
secretsmanager, ICHIWEBADENTERT HAXV—EFEF—,

® Tip
ZEO—T—>3>9388F DAZXVN—EE+F+—, AWSKMS BFBF+—0O—F—>3> %
FRITZCLZHHOLET, FMIZIODVWTR, "F—oO—F—>3>, #23BLTLE
= L) AWS KMS,

BE{tF¥F—%2ZET DL, Secrets Manager EHFLWF—ZFEHL

T. AWSCURRENT, AWSPENDING, AWSPREVIOUS N—> 3> zBEHS{tLEzT, >—IL Y LS
AY 97 JRhEhBEWVKSIC, Secrets Manager EBEFDIXTON—J I ZLUEIOF—THRES{L
LEXRFDREIZLERT, DFV), AWSCURRENT, AWSPENDING, AWSPREVIOUS M/N—> 3> & B,
HOF—FLRFHFLLVF—TESILTEEXRT, UBIOF—ICXT S kms:Decrypt 77 £ AFTAH

BWEBE, BE{LF¥F—%2ZLET L., Secrets Manager > —UL Y NKNN—2 3> #ESLTBES
IR EBFTEEFERRA, cOBFS. BFEON—TJIaEBESILEhTEEA,

AWSCURRENT Z# L W B{LF —TOARESTERLSIZTSICIF,. ILLWF—E2FHALTS—2
LYy R hOFLOWN—>3a > &ERLUET, RIC, AWSCURRENT >—2J LY hON—2 3 2 EST
I, FILLWF—ICHITBDTIOELAFANINr BETT,

LB OEE{t*—%2FET7 VT 17{t33 &, AWSCURRENT, AWSPENDING, AWSPREVIOUS A% ®
=LY RNN—D3VEEBESTERLLBYNET, TV ERAZREBIILEOHBMOIRILfFFE
=LY NN=2aUNHBBHEE. the section called “AWS CLI” ZFHAL THL VES{LF¥—T
TON—23VEBERTIVENF HYVET,

=LY hOBEXF—ZZEETRICE (A VY-I)

1. Secrets Manager ® 12/ — )L (https://console.aws.amazon.com/secretsmanager/) & & &
9,

2. —UJLYRODUARAS, BGD

Ui

>—JLY NEEBRLET,

=LY NOBESILF—EZLEETS 61


https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://console.aws.amazon.com/secretsmanager/
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3. =ULYBMDFEMER—ZO[>Z—OILYNOFMREI>3DT, (70232 ZBRL T [BF
SLF—DiRE] ZFBRL KT,

AWS CLI

S—OLY NOBESILF—2ZE LR TCUAOBS{tXF—2ET VT 17T

& . AWSCURRENT, AWSPENDING, AWSPREVIOUS AN —UL v NN—2 3> &ESTEEL
BYWET, TV ELRAZRBFTIVEOHDMOTRILFES—ILY NN=23a2FHBHEE. the
section called “AWS CLI" ZH L TH L VWES{LF—TEFON—2a > Z2BERTHIHEN HY F
CP

S—ILY NOBELF—EEETSICIE (AWS CLI)

1. JR® update-secret OHllE. >—IL Y MEDBESILICEAETNS KMS F—ZFHL F
T KMSF—i&k, >— VLY NERUV—2aVICERETIHENHBYET,

aws secretsmanager update-secret \
--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (A723V)AARBLIRILOFVIES—ILY NKNN=232FHDHE. HLLEF—ZFEAL
TETNhSZBESHKIZICE,. TON—JaA2Z2BERTIBENHVET,

OXRVRIINICOR VY REAANTDE, OXN RBENATORAEShEY, I—FT14UT4H
SOANYRNTGA=BIZTIOEZAENEVTDVAINHYET, Tthe section called “Z £
L T AWS CLI AWS Secrets Manager >—9 L Y N ERETDVAVEBERTD ) ESRBL T
<EEW,

a. —UJLYRMN—23aroEEZERELERT,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
--version-stage MyCustomLabel

S—ULYNMNMEZEEEOTHEEXT,
b. TOETHLWN—I3 2 ZERLET,

aws secretsmanager put-secret-value \

AWS CLI 62


https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/update-secret.html
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--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

AWS Secrets Manager >—2JL Y N 2ZETS

=LY NOEREIZISUT, TOZ—IJLY NOERBICZTDOXEZT—RZEETEEXT, 1D
B—ERALI>TEHRENLE—TL Y MIOWTR, O —ERZEALTEHFEZEO—T—
SAVIRRENHBIBENBYNET,

S—OLYRNEBBLTWAI1—HY—2BETIICE. >—IL Y NBEBAELET, O —EXR
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HEPAEEF T BICIE. [Secrets details] (—2 L Y NOFEM) £ 3> T [Actions] (7 2
> 3a>) %3&R L., [Edit description] (FREADHRE) ZiBIRL £,
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=LY MEZEFHTBHICIE., Tthe section called “>— UL v NMEDEH", 25BL T
<fEEEV,
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aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

10 212 1 B EOE#IEE T PutSecretValue £ /zl& UpdateSecret ZH U H T & FE TS
CENHRENET, PutSecretValue ¥k UpdateSecret ZHUHL T —UL Y MNMEZE
¥19%&. Secrets Manager &> —2L Y NOFwHLWN—23 2 ZER L ET, Secrets Manager
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* My Description
* my description
* My basic description

* Description of my secret
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aws secretsmanager list-secrets
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aws secretsmanager list-secrets \
--filters Key="name",Values="Test"
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aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"
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5. [Schedule deletion] (HIBRZ AT 1—I)LTF%) ZBIRLET,
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2. [Secrets] (>—7V LY ) R—=TT, [Preferences] (X7E)
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ZERLET,
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1. Secrets Manager 12 Y —JL (https://console.aws.amazon.com/secretsmanager/& B < .
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ZERLET,

4. [Actions] (79> 3) XZ1—5H5 [Delete Replica] (L 7' A DHIBR) ZBIRL £ T,

AWS CLI
Example>—2 L v N O HIBR
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IIRTRENDABE T, restore-secret &), CO—YL Y NEZEETEET, b
D=3 LT VAFERENTVE S —IL Y NZHIRTDESE., ETTOLTUH%E
remove-regions-from-replication THIBRL TH S, delete-secret ZHUHEHLET,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7
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XD delete-secret OFHITIE, BIHHEBEAELTO—IL Y NEZESICHIBRLET, COBED
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aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
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--remove-replica-regions eu-west-3
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aws secretsmanager restore-secret \
--secret-id MyTestSecret
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* Project: Project name

* Owner: Name

* Purpose: Load testing

 Application: Application name

e Environment: Production
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« RTERZERAICTDCENTEET, ZAICLBEVEEIE. ROXETEBRITILEN HYE
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=LY ORI ZEMEI-FRETSICE

1. [Z—=OLY NOFH R—DT, [2T] 27, [T OEE] ODEICERLET,

2. [F174A—LRERTF—ZADLET, [E] 71— RIC, BEICBUTEITEZANLE
ER

3. RF]ZEBIRLEXY, HBRILRIERSNEZINRITDOVARNIRRIENETT,

(@ Note
[RIF] REABMTHEVEGR, FTF—RLEBRTEOVThAN 2T OFIRZER
EUTVWBVATEEAN B ET, FMICOVWTR, "2I0HRZEHTZ, 258U
TLEE L,

S—ULYRESETZHIBKRTRICIE

1. [—2LYRNOEMR—DT, [FT1 2T %&RL., BIRTZDZTOEICHD [HIRR] 74>
ZERLET,
2. [REFE)ZEBIRLUTCHIREZERETSD D, [TICRIT)ZEBRLTHF Y EILFET,

ZEALTO—OL Y NIRRT ZF S AWS CLI
AWS CLI 4l
Example>—2L Y NC&ZT#BMT S

RD tag-resource MHlF, BB ZFEALTRIZTRYFIBHEERLTVERT,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example>—2L Y NCEBORTZEBINTS

RD tag-resource MBITR., F—EEORT2@A>—OLY NITEYFENET,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
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--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example>—2L Y NHSRTZHIRT S

XM untag-resource OFITEF, >—IL Y RHS2EORINBIBRENET., XTI LI,
F—ELEOMANHIBRENETT,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

Secrets Manager APl ZR L T—IL Y NCRITHITTS

Secrets Manager APl ZEAL TR DEM, —EBRTR., BRVHIRZEITSENTEERT, Bl
WTE, RORFIXRNZSBLTLSEZY,

+ ListSecrets: ListSecrets Z2fAL T, >—JL Y NCEBRATEhEXRTEZRRLET
« TagResource: >—2JL Y NIRRT ZEMULET
« Untag: >—2JL Y RNASERTZHIRRLET

Secrets Manager AWS SDK 2 AL T>—OL Y NIRRT ZHGS
S—OLY NORTEEETBICE. ADAPIARL—2 3V EFALET:

« ListSecrets: ListSecrets ZfAL T, >—JL Y NZHEHAEhERITZRRLET
« TagResource: —YL Y NIRRT ZEMLET
« UntagResource: >—JL Y MDA SEZTZHIKRLET

SDK DEADOFEMIC DLW TIE. Tthe section called “AWS SDKs”; ZZBL T E&E L,
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|)—< 3 > BT — AWS Secrets Manager 7L Y hZL 7
DT—hKk9%

=LY RMNEEBO IZLTUIT—NAWS V=232 LT, ThsOU—23a Il N2 TS
Dy—araYR—NL, V=23 07 0AEBRLAT O —OBEHREFB LI ENTEEXT,
BTURERBBEE., LT7VA—OLYRNZAZRT7OVICEEEE, L7VT—>3 > HICER
ICERETE FT, Secrets Manager &, I8ELEU—23a 24T, 2T, VY—RAKRVI—, o—
LY RNODEFLEE, BHSLEhiE—ILY R F—EXBROEXRTF—R2ZL TV —KMLET,

BHRHENED—OLYRMDODARNG, V=232 Z2RVWTTZA4XU—OLY hERUTY, LR
CZDhlZERLET,

« 724XV —UL VY K
arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

« LTUNT—=ILY M
arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-alb2c3

L7)AS—0L Y NOBSEHRICOVWTIE., AWS Secrets Manager DEIEESBL T EE L,

D) =232 ICLTVT—RhENATVEY —ATF—ER—ADT—ER—AFARHRERFT S

E.V=TLYMNIRY—ATF—ER—ADERBERNEENET, TOR, >—IL Y ELT

VT—K32&, LTVARY—RAT—OL Y hOOE—ERY), AUEREBRIEEAET., U—
TaAVERBBRO—IVLY NIF—MERTZEMNTEERT,

754XV —ULY NOAO—FT—2 30 Z2HRET S E, Secrets Manager 774XV )—23 >
T—oLvybhoO—F7—232FTL, HILLO—ILY NMENBETEZINTOLTUND—
LY MCRBENE T, IXNTOLFVAT =Ly hoO—F7T—>23a 0 2@RICEETIHLERG
HYEEA,

=LY RN, BIBEIXRNTOAWS V=23 LT UT—RNTEET, L, AWS
GovCloud (US) ®HE—2 3 o DA AWS I)—2 32 T Secrets Manager 29535
Bl ChSOBHREAWS U—2a>RTORI—ILYNELTUNERETEET, EO%R
AWS V—=23>n>o—oL Yy he&EE)—23a> L7V — 0EY, KB —23aUNs
BAV—32IC— 0Ly RNELTUT—NLEWTBERTEREEA,

S=OLYhERIOV—=23VICLTUT—RNTRICR. TOU—23a v EBNCTRIHEN HYE
T FHMICOVTR, TAWS U—T 3> nERE, 2ZRLTEZL,
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—=OLY RFRTFENTVWS!)—23 2 T Secrets Manager T RARA4 > NZ2HUPET & T,
L7VT—REFICERD)—23>ToO—ILYNEFERATEES,  IRRAMNODUAD
I DWTIE, Tthe section called “Secrets Manager T RARA > K"y #SBLTLSEEVW, L7V
T—>aveEFEALTD—70-ROMEEHZOLEEZICE. " TOTAFAZUH/VD (DR)
T—FT0F ¥ AWS, N—h L 9TV RTOEIHER, 282RLTEEL,

Secrets Manager &, —2L Y ZL7UT—rTBE CloudTrail AT M) ZERLET, &
ICDWTIE, Tthe section called “THO Y528 9 % AWS CloudTrail "1 2B L T<EEV,

=LYy EMEOU—23 LTI T—RTBICE (AV-I)

1. Secrets Manager 122V — )L (https://console.aws.amazon.com/secretsmanager/) ZB & £,

2. —UJLYROUARAES, BAO>—JL Y hZEBRLET,

3. P—ULYRNOEHER—DO[LTIVT—232]R7TT, ROVWThHAZETLET,
=LY RHFLTVT—RhENBVWEHEEWE, [Replicate secret] (Z—2L v NZEL 7TV
T—MN &Y IOLERT,
S—=OLYRNFLTVT—RENTWBESE. [Replicate secret] (Z—2VL Y h&EL 71
T—KM)t02 32T, [AddRegions] (U—>3a>zEmM Z2J)vyOL& T,

4. [Addreplicaregions] (LZ°UAV—=3a> BN ZATOTRY VAT, ROBEZTVE

EE

a. [AWS Region] AWS U—232) T, >—9JLYRNOLTUT—REERBD -3 @
RUET,

b. (F7'<3>)[Encryption key] (BEFILF¥—) T, >—IL Y NOBESILICERTSD KMS +—
BBIRLET, COF—E&, L7VHO) =23V ICERETIHREN HYET,

c. (FA7aBn)—3a>EEMTSICE. [Add more regions] (U—> 3> &iEBHN) &9
)y OL&ET,

[Replicate] (L 7"V 7T —hK) ZZBIRLET,

Q

=LY NOFMR—JICREY) ET, [Replicate Secret] (>—2JL Y hNELTVT—KN) &S
2 37T, [Replication Status] (L7 VT —2 3 AT —RA) FEAEFIhO -3 EZRTL
S
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AWS CLI

Example>—JL Y K2 EBZB V-3 ICLTUT—hTD

RIC, =LY h&Eeuwest-3ICLTUT—KNT B, replicate-secret-to-regions MOfl%E
AUET, L7TVUAE AWS YXR—2 RF¥— THESILE hE Faws/secretsmanager.

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example>—2L Y h&ERL., L7TVT—KT2

ROBITES—UL Y FZERL, eu-west:3ICLTUT—RLET, LTVHRE THSILEAET
AWS Y x—< KR¥F — aws/secretsmanager,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3

AWS SDK

=LYy RhELZIVS—RNTBICIE, ReplicateSecretToRegions AN REFHL TS EE
Wo EFEMIC DWW TIX, Tthe section called “AWS SDKs”; Z#ZBL TS &L,

L7VA—OLYRNZE ODARRT7OV—IL Y NMCEKE
£ % AWS Secrets Manager

L7VAS—OLY N&E, BIO OTZAIINASLTVT—REnBDS—DOLYRNTTAWS ) —
232, 77ARVEFBUY—ILY MEEXRTF—RZEFEEETTH, BlO KMS F—THESLTE
F9, L7UND—UL YN, BESIEF—ZRE, 774XV —VLYMERBICEFHFITSC
ERTEEXERA, LTVAS—VULYRNERKRTDE, 754XV —OLYRDSLTUAS—Y
Ly hAIliEn, L7UAS—OLY M ARR7OVO—OL Y NCBEYES, 754XV
—=OLYRNIMAEZERK, AZR7O0—OLY NILFTUT—2avangzt i,

T7ZARV—=OLY NIERTERLS B2 HE, XBEXNRYV1—-232&LT, LTUAS—
JLYRNZARARYRTOAVOA VARV AILERER R ENTEERT, £, L7VUHoO—

AWS CLI 79


https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/replicate-secret-to-regions.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html

AWS Secrets Manager d1—H¥—HA R

F-YAVERMCTBBAR. LTUNERRY KTOYOY—ILY NCREE BB ENTE
7,

L7VHZERTIHEER. AXRTOVS—ILY N2FEATREOHIC, XIS TEITTU
T—2avEEHMLET,

Secrets Manager Tl&, >—2JL Y hZ27OF—hT% & CloudTral AT NUZEKLET, 5
I DOWVWTIE, Tthe section called “THOY' 5289 5 AWS CloudTrail ”, 8B L T EE W,

LZ7UA>—OLY NEFEKRITDICE (A Y—I)

1. ROGFH S Secrets Manager [CAY 4 > L E T (https://console.aws.amazon.com/
secretsmanager/)o

2. L7VAo)—->32>IEBEHLET,

3. [Secrets] (>—VLYRMNAR=DT, LT7UAS—OILY MEBRLET,

4. L7V AS—UL Y NOFEMAR—2 T, [Promote to standalone secret] (AX > RF7O>—2
Ly NCEEEES) ZBIRLET,

5. [Promote replica to standalone secret] (L7 U HD AR RFPOV—UL Y RADOERK) XA
TOJRYOAT, V=232 &AHLTH S, [Promote replica] (L7 hEFIKES L D) &
RLUET,

AWS CLI
ExampleL 7’V A —OL Y NETSAIVICERESES

XD stop-replication-to-replica @fllF. L7VAHZ—ILY RASTZAIVADI Y
ZHIBRLET, cOLTUAS—ULYRNGE. L7TVAHDODI—2320TTS534IV—OLY NCR
HBENET, stop-replication-to-replicald, LZ7VAV—=2a> AN SHUTEITHEND

VET,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

AWS SDK

L7UAZERAR R7O—ILY NCEEEESICIE, StopReplicationToReplica AN
ReFALET, COONRELTZVAS—OLY N3 A SHUOHEITHRENHYET, 55
MMICDOWTIE, Tthe section called “AWS SDKs”; #ZBL T &L\,
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AWS Secrets Manager L 7’Uo —> 3> @it

>—2L Y N, ReplicateSecretToRegions ZfA L 3B4E., £k CreateSecret ZFEH
LTHERENEEZICLTVS—NTED LD, I —HT—OLYRNELTUT—KRTERZV
&5 FBH Ak, AddReplicaRegions NTX—RE2ELT U3 2RI EHERLE
o PUOEAFHURD S —T Condition A7—M X NEFERAL T, L7UAV—3 > zEML
BOWTO232OREHATEERT, FATEDIRHEAT—MXURNIO2VTR, XRORD S —flz
SRLTLSEEL,

ExampleL 7V —> a2 #EROBIET S

RORVD—FllE, LT7VAV—=23a22BMLAEVIRTOT IS IaVE2HFTT2HEERLTY
F9, chlckY), 1—%—(& ReplicateSecretToRegions & CreateSecret DA ZFEHL
T, 2—9LYybhZELTUT—RNTELBLLRYET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"

ExampleL 77— 3V EREBEN ) —TJ IV ICOKFFT TS
RORV—, UTFTOIXRTEHTTEIHEERLTVET,

« —=ULYNELTUT—23 B LTHKETS
s REKFLPAFHV—2320HIZLTVT—232F22—UL Y NEERTS

L7VTr—>3>zkitss 81
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« D—=OJLYREREBLTHFHIOI—23VIZOHKLTIT—KTS

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",
"Condition": {
"ForAllValues:StringLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

AWS Secrets Manager L7’V —>3a>oNZ 7N a1—F42
o

AWS Secrets Manager L 77U —> 32 ld, SERETXBEBHETEARITBENBYET, 22—
LY ROLTUT—NCABUEEEERRTBICR, ROVThAEEFLET,

« DescribeSecret API ZRL —2 3> &aHUOEHT
« AWS CloudTrail 41 X2 N DHESE

L7V —2a i RkBUIEEE:

L7V—2arveaNo7Wo1—F142009% 82
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- FRATWREERS—ILY NN—=2 3 AN BEVWEE, Secrets Manager KL 77U A —3arph s —
LY NZHIRLET,

s ERBICLZUT—RENED—OLYNN=232HFHBDEE
l&. RemoveRegionsFromReplication APl ARL —> 3> &FERL THTRWIZHIBRT S ET,
L7VA)—23 2 ICK&YET,

UFOEI2 32 TH, L7UT—2 32 ORBO—BHEERICOVTHALET,
BRLEV—-232ICAUBROS—JLY M'H S

COBBZBRIBDICE. LT7VAV—23VIHBEELEENOS—JLY N2 ELEELET,
L7Vr—232>z28HT0. [L7UVT—2322BRT ZATATRY VAT [LEE1ZI VY
JLET,

KMS £F—ICL7 VT —>322ZlkE 2007 7 AFANZW

Secrets Manager &, L7V AV—232ICH5HLVKMS F—Z2FAL TEBESILTSHIIC, &
F—ULYRNEEBLET, 754XV 0BEF—ICT S kms:Decrypt 70
AN BWEE, COLIT—NFRELET, aws/secretsmanager A D KMS F—TL 7'V
F—KR&Ehko—0OL Y NEBES{LTSHICE., F—IC kms:GenerateDataKey & kms:Encrypt
HFRBETYT, Ithe section called ‘KMS F—DT7 VL AFA") ZZRBL T EE L,

KMS F—A"EMICEZ>TWVWD A, ROAVEEA

T4V =230 OESF—NEMMEELFHEHIBRE N TVWSIES, Secrets Manager &2 —72
LYRELTVT—RTEERBA, COIT—RF. BSLF—ZZELLBETE, BWLELE
HIBRE MBS ILF —CTRBILENEDRAZLAGRIUINFVEN=23 08— Y NMCHB5E
ICRETDENHY ET, Secrets Manager FEFILZITD FEIC DV T, Mthe section called
O—=OLYRBSILEES ) ZZRLUTILKEEZVY, COBEZEETSICIE, Secrets Manager
BEOES{F—CHENITBEISIICI—ULYRMNN—a>EBERTEET, FMICOVWTE,
=LY NOBESKF—2ZFETS 23RBLTILKEEVY, TOERTLSVT—>a>2BRAT
LET,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

BRUEV-23VICAUEROS—ILY MBS 83
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L7VT—>32 3750 =232 8t hTLan

)—a3>aBMETRAEEICOVTIE,. TAWS Account Management U 7 7L AHA R, @
"Managing AWS Regions; 2B L T &V,

L7Vr—23>z 35023 v famitentuan
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Ps>—oOL vy NEEE T % AWS Secrets Manager

Secrets Manager Tlk, ¥—2L Y NEEEBTSE CloudTral AV I MU EERLE T, FHMICD
WTIE. Tthe section called “TOY 5283 % AWS CloudTrail 71, ZZBLTSEETL,

=LY MEZRIETAICE. UTOI—RZFEALET,

» Java ZfEF L T Secrets Manager >—2 L Y NMEZHETS

+ Python ZfEf L T Secrets Manager D—2 L v NMEZEIB TS

+ NET Zf L T Secrets Manager >—2 L v NMEZEIB T D

+ Go Zf#F L T Secrets Manager >—2L v NMEZEIB T D

» Rust Zf L T Secrets Manager >—2 L v NMEZEB T D

» Amazon Elastic Kubernetes Service T AWS Secrets Manager >—2 L Y KZFEH T3
+ AWS Lambda B8¥(T AWS Secrets Manager —2 L Y NZFEH T3

» AWS Secrets Manager T—> T2 K DEH

+ C++ AWS SDK %Z{# L T Secrets Manager >—2 L Y NMEZEIET S

+ JavaScript AWS SDK & L T Secrets Manager >—2L Y NMEZEE T3
+ Kotlin AWS SDK % £ L T Secrets Manager D>—2 L v NMEZEIB TS
+ PHP AWS SDK %Zf#F L T Secrets Manager >—2 L v NMEZEIB T D

» Ruby AWS SDK % L T Secrets Manager D> —2 L Y NMEZEE TS
s ZEALT—UL Y MEZEE TS AWS CLI

« AWS OV —-)IZFALT—ILY NMEZEEBTD

+ T AWS Secrets Manager >—2 L v N%Z 9% AWS Batch

« 1)Y—2AT AWS Secrets Manager CloudFormation ~—2J L Y NZHEE TS
+ GitHub £ 3 7 T AWS Secrets Manager >—2 L Y NZFERT 3

+ GitLab AWS Secrets Manager T Z B9 %

« T AWS Secrets Manager >—2 L v NZfH 3% AWS loT Greengrass

o NTX—RAKNT T AWS Secrets Manager >—2L Y hEFEHATS

Java ZfEfH L T Secrets Manager >—2 L Y MEZHB TS

TF7)r—>3> Tk, &M AWS SDKs BatchGetSecretValueT GetSecretValueE (&
EHUOHELTS—OLYNERBTEET, L, 9547 NIOF vy axERALT—2

Java 85
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LYMEZFYYS 19RO LET, >—ILyheFvv>a195E, BEEAELEL,
OJAARFHIBENET,

S—ULY NORIBEHREFEAL TTF—IR—AICERTDICE, EXIDBC RZAN—2Fv 7
9 % Secrets Manager SQL Connection RS A /N—Z2FALET, chiEFErE, 9547 MO
Fyv1%ERATB-8H, Secrets Manager APl ZUHIT IARNEZHIBTEE T,

Nev o
e Java L 9ZAT U NIOF Y 1%ZFERAL T, Secrets Manager D> —U L v NMEZERBT D

- JDBC & AWS Secrets Manager —2 L v NORREEEHRZFEHAL T SQL T—IR—AICEHRT
)

« Java AWS SDK % L T Secrets Manager —2 L Y NMEZEE TS

Java EVTA T RNIOF vy 1%ZFEHL T, Secrets Manager M= —
LY MEZEIRT B

=LY NEEBTBEEIC, Secrets Manager M Java R—ANF ¥ v 1]V R—F > N&fE
ALT, MRERATZIEDICF YV I1TEIENTEET, Fyvachitd—oIL Y NOEBSB
l&. Secrets Manager 'S DEIS & V) £ HIETT, Secrets Manager APl Z O H T ICIETARAD
NBEH, FYyVI12FEATHIEIANZHBTEET, 2— LY NZERBIBRINTOHREIC
2VWTR, "T—JLYhOEE, 283RBLTIEEL,

FrvI IR —F LRU (BEREEHONTOWEW) THBD, FvvS1TI—IL Y NER
BETHHENEULBAR. BEBEFONTVWEVS —IL Y NAREEhET, F72)LRT
B, 1BECECFTYS1TI—ILY NIBEHENET, $vY21TY—ILY " EFHEH
BHEEERECTEBLFTEL, Y—ILY hOBBIL 7Y Ve B TREEEMT D LETES
¥,

FYVIIASBIBRENDE, FYVIARFHR=DIOL I avz@ELERA, FrYv2 10
FEEICE, FYYVIIDEMLEIEENTVERA, ¥V VI 1%2EEITHIOREFy v 1%2EHT
2EHTHY, EFXF1VT14%Z28LT2EOTEEFIVFTAILERZHTDEHDTEHYFEA
FYVIIRDTATALAZESKTSDRE, EF21 VT 1 2RBIETHIHEN HBDBEEEF. FIEDA >
B—TIAARAEHRRXAYVY REFALTLSEEL,

COAVR—RVN2ERTRICE. UTHIBETT,

« Java 8 A EMBARIRE, Oracle DV T 744 M Java SE Downloads, (Java SEQZ > O—
R) ZSBLTSEEL,

DZATNMIOF vy 1%=ERAL K Java 86
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V—AA—RZAD>O—RFBICIE, GitHub ® "Secrets Manager Java-based caching client
component] (Secrets Manager @ Java R—ADF ¥ Y104 F > NAVR—F2 N) Z5RL
TL<EEL,

OVR—Z%2RE27O2T I MNIEMTSICIE,. Maven pomxml 77 4 I)LIZ, XDIKEFEEREED
£9., Maven OFEMIC DLW T, Apache Maven 7O TV RO T 7H 4 M®D "Getting Started
Guidey (AFIHA R) ZSBLTLKEEV,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupId>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

BT

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

FHCOVWTE, "T7OEAHAICETRZ VI T7LYA 28R LTLSEEL,

J77L>A
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example>—2L Y NZEEBT5

ROO—RBIE, >—o LY NXFH%#HETS Lambda BEHERLTVWET, ChFBEH/\R
F—OAETOFYYIADA ARV ANMDRARNTZ T4 ARSI, Lambda Bz BE
HOHELTE, APl Rt L THOEHE AT A

package com.amazonaws.secretsmanager.caching.examples;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;

\}
Al
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import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {
private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretId);

// Use the secret, return success;

SecretCache

Secrets Manager # 5 VT ARENES—DJLY MDA XEYF ¥ Y 1, the section
called “getSecretString” F = [& the section called “getSecretBinary” Z#RAL T, ¥+ v 2
NPES—OLYRNZREBLET, YV I10RERERK. I ANT T XT the section called
“SecretCacheConfiguration” Z7 IV N E BT ETRETEET,

HMEBIZOWTIE, Tthesectioncalled “VZ4 7> NIOF vy a%x@EHL - Java’y 2SR
LTLEETW,

AVARNZ IR
public SecretCache()

SecretCache #7 IV NDOF 74 NIAVARNT IR,
public SecretCache(AWSSecretsManagerClientBuilder builder)

RitE h iz AWSSecretsManagerClientBuilder %W THERE I iz Secrets Manager 75
AT7REFERALT, HFLLF YV 1Z2BELET, COOVANTIRZMEAL T, Secrets
Manager V5 A 7 R ENAZRIAALET BEO) 23> EEFIVRRA O NEFEAT
B5E),

public SecretCache(AWSSecretsManager client)

RME i AwSSecretsManagerClient Z#EAL T, HILLW>—IL Y RF v v 1Z2BEL
9, cOAVARNTVZEFERAL T, Secrets Manager 72 A7 NEHARXIAALET (85
EQOU—23 FERIVRRANZFERATIHRE),
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public SecretCache(SecretCacheConfiguration config)

RB#tE i the section called “SecretCacheConfiguration” ZEAL T, FHL L
—OLYRNFEYYII1EBELET,

Tk

getSecretString

public String getSecretString(final String secretld)

Secrets Manager # 5 XFHZ—IL Y hZBBLET. RYIEWR String.
getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)

Secrets Manager # 5/NA4F+U>—0L Y hEBEBLET., RVIER ByteBuffer,
refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

Fy vl 1xBENICERLET, IZ—HFRECITICEFHATTLUEBREWE true Z2IRL, 5T
TWEEWE false #IRLE T,

close

public void close()
Frv1#BKTLET,
SecretCacheConfiguration

FrYVvI1EhdT—ILYRNOBRF Y Y 1HA AXREMHER (TTL) K ED. the section called
“SecretCache” MF v Vv 1REA T3>,

OAVARZ IR

public SecretCacheConfiguration
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SecretCacheConfiguration 77TV NOF 74 NIV ARNT I X,
7k

getClient

public AWSSecretsManager getClient()

FrvIaANT—ULY NZEIET S AWSSecretsManagerClient ZIRLE T,

setClient
public void setClient(AWSSecretsManager client)

FryvaNfT—OL Y NEHIEB TS AWSSecretsManagerClient V547> N ERELE T,

getCacheHook
public SecretCacheHook getCacheHook()

FYVYILAEHICEETAEHICHERE NS the section called “SecretCacheHook” £ & —7 1 4
AZRLULET,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

FYVYILAEHICEETHEHICHERE NS the section called “SecretCacheHook” 1 & —7 1T 4
AZRELET,

getMaxCacheSize

public int getMaxCacheSize()

BRFY Y 1H A XEZRLET, F7#4ILNE 1,024 BO—IL Y RNTT,
setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)

BRAFYYIAHA AXZRELET., 72 NF 1,024 O —OL Y NTT,
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getCacheltemTTL
public long getCacheItemTTL()

FrYVvII1EThIEZEAOTILZIUMEBENTRLET, Frv21Ehlz>—JL YR COTIL
ZHBABDE, ¥FvY v alF AWSSecretsManagerClient ASH LW —IL Yy NOOE—ZEE
LET. 72N E 1 BB (SURENMN) TT,

TTILORICZ—DVLY RV IOTIARENDE, FyYv2 13— JL Y hE2RBNVICEHRLE
¥, ABMEHRIKRKRLIEBE, Frv213F0WI—JL Y RERLET,

setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

FYVIIETNEBEADTILZIUMNBENTRELET, Fyv>1dhiz>—JLYRFCO
TTLZBADE, Fv VY1l AWSSecretsManagerClient ASFH LW —JL Y hOIE—%
MEBLET, F7FINE1EFEB(ZUREN) TT,

getVersionStage
public String getVersionStage()

FvYv21922—OLYMON-—232ZBRLUET, FMICDOWVWTEE, "Secret versions, (¥—
LY MN—32) #BBLTEEW, F74)LRE "AWSCURRENT" T3,

setVersionStage
public void setVersionStage(String versionStage)

Fvv>a193>—UVLYRMON—232&RELET, FMICDOWVWTE. Secret versions,
(=LY RN—232) #8BBLTLEE N, F74)LNE "AWSCURRENT" T3,

SecretCacheConfiguration withClient
public SecretCacheConfiguration withClient(AWSSecretsManager client)

=LY hEHETS AWSSecretsManagerClient ZRELET, FILLVREZF >EH 1
7= SecretCacheConfiguration 77 TV N ZRLE T,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
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AVXEVF YYD IERIDLEODICEAETNDI A Z—TIA AZRELET. ILLREZR

DE#H & iz SecretCacheConfiguration #72 IV KN ZERLE T,
SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

BAFY Y IHAXERELE T, HILLVWREZF DEME N/t SecretCacheConfiguration

TSI UORNEERLET,
SecretCacheConfiguration withCacheltemTTL
public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

FYVIAETNEEADOTIL ZIVMBENTRELEY, Frv>a1chikd—JL Y RAHC
DTTLZBADE, F¥ Y1k AWSSecretsManagerClient ASH LW —IL Y ND
OE—ZzBBLET. T7F2I)NE1RE(SURENMN) TT, ILLREZEFE > EHEhi
SecretCacheConfiguration 77 TV R &ZRLE T,

SecretCacheConfiguration withVersionStage
public SecretCacheConfiguration withVersionStage(String versionStage)

Frv193—OLYRMNON—IIVERELET, FMIEDOVWTIE, TSecret
versionsy (¥—2VL Y RKN—=232) Z2ZRLTIKEETY, HLLEREZE >EFHE iz
SecretCacheConfiguration 77 T UV RN ZRLE T,

SecretCacheHook

the section called “SecretCache” IC#E#HEL T, FY Y2 1IREFENRTVWER—IL Y NIRLTT

V23V ERTIDAEZ—TIM A,

put

Object put(final Object o)
FYVILAIRFTRATIOI VN EEBLET,
FYYIALRFTRATDIIVONERLET,
get

Object get(final Object cachedObject)
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FYVIAENEAT DIV SATIOIONEREESEET,

FYYIANSRIATDIVRNERLET

JDBC & AWS Secrets Manager >—7 L v NOFRREIERZFEAL T SQL

Java 7 7'/ r—< 3> Tk, Secrets Manager SQL ##t K51 /N\—%Z#EH L T. Secrets Manager
ICREFEE NA-FRAHEHR%Z ALV T MySQL, PostgreSQL, Oracle, MSSQLServer, Db2, Redshift
—BAIR—AICEHTEET, BERTFAN—RGEAXR—AIDBC RZAN—%FYTFLTVWB I

&. JDBC WUHﬂb’EﬁFﬁb‘Cv_“ BR—=ATIVEARATDENTEET, £EL, EHEH
NDI1—H—F—LENAD—REEIRDYIC, >—IL YD IDZEBELET. RTA/N—
l&. Secrets Manager EHUVHEHLTO—ILY MEZEBLTAH S, >—UL Y NAOFRIHER
EERBEBREFERALTTF—ER—AILERLET, . RZAN—EJavaD o Z14T7 >
DF+ Y1547 Z7)EFEALTRIMEHREF YV 19210, TOERDEL T Secrets
Manager Z O HITHERHVELA, F7FINTR. 1BEZE, LTI —IL Y MFO—
T—2AVENLEEEIL, FYVYIINEHENET, TV I1ZERETSICIE. the section
called “SecretCacheConfiguration” ZZ B L T & L\,

GitHub #8 Y —RO—RZAIJVO—RTBDENTEEXT,
Secrets Manager SQL ##H RSAN—ZFRTDICEFE. UTHFBETT,

s F7UT—=23UN Java8 R THBIHEN HYET,

S—OLYRFROVTIATHRIVLEN HYET,
HiFEhd JSON BEDT —EXR—AY—IL YK, —OLY hOEXERRETSIC
[&. Secrets Manager 1>V —JL T, ¥—%2L Y hZE&KRRL T [Retrieve secret value] ZiEIR L
£9, £E, T AWS CLI getget-secret-value,

« AmazonRDS Y Z—I R —UL Y K, CORATDI—UL Y NTR, BEBITHIEE
ICIRRAVNER—RNEEETIHZENF HYNET,

« Amazon Redshift YZx—J R—TL Y K, TORATDI—IL Y NTlk, BiREHEITDE
BILIVRRAVNER—NEZEETIHENf HYVET,

TF—BR—=ANFMO) =23 LTV T—RENTVWBES, Blo)—>2a>ol7VAhT—2
R—AICEHETDICIE., BEOERBFIC)—2a>0I RRAMNER—RNEZRBELET, V—
TaAvERBRIE. BNOF—/MEORT, SSMNFA—RARNTNIA—Z, £LEI—RERT
=LY RNIBMTERT,
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RSAN—%Z7OAITIRNIEBMTSICE, Maven EJLRT7 7 A )L pom.xml T, XD RZA)\—
NEEFEEEZEEBMU ET, 5FMICDWTIE, Maven Central Repository @ web H 4 M@ "Secrets
Manager SQL Connection Library, (Secrets Manager SQL ##:>4 72 1)) #5BL TS E&E L,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>

CORTAN—TRRT7ZINOREERZ7ONAA—FI—%ZFEALET, Amazon EKS TR
TZAN—ZRITITRE, Y—EATADNO-ILOKRDYIC, RITHO ./ — ROFIAEBERIEEE
NBAREMENFHYVET, chICHTBIZE. com.amazonaws:aws-java-sdk-sts O/N—2
>~ 1% Gradle £7zl& Maven 7O T O R 7 7 A NI BFEFRELTEMLET,

7 7 4 )L T DNS AWS PrivateLink T> RAIRA >N URL EV—2 a2V ZBETSIC
l¥secretsmanager.properties:

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

T4V )—=23 0% F—/N—54 R$BICIF. AWS_SECRET_IDBC_REGION IRIEFEZEHEFRET
%M., secretsmanager.properties 77 A ILICKXDEEZMAE T,

drivers.region = region

MBI

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

FMCOVWTR, "TOEAFHAICETRZ VT 7LAL Z8RLTLSEEL,

fi:

e F—RAR—ANDEGERILTD

c TVRARAVNER—PNEEELTERERILTS

s c3p0 T —IINZEFEAL TERERILTD

c pOEHRT—LNEFRALT, IVRRAVPNER—PNZEEELTERERILTD
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F—BER—A\NDEHEZEL TS

ROBITE, >—OL Y NAOFRFEREERBEREEAL TF—EXR—ANDEREZEILITDH
EZERLTVET, RN EIULTHE, IDBCHUHLZFERALTTF—EFIR—AILTIEARATS L
NTEERT, FHMAICOVTIE, Java RFIXNOTIT7H A ~D "JDBC Basicsy (JDBC DEZK)
ZZRLTLSEETLY,

MySQL

// Load the IJDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
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conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

IVRRAMER—NEEEL TERZ®ITS

ROBIE, >—IL Y NAOREIERZEAL T, BELEIY RKRANER—KRTTF—ER—A
NDEREBIUTDHEERLTVERT,

Amazon RDS Y Z—2 R —TL Y MIE, F—ER—ADIV RKRA VI MNBRVPR—KNEEEN
TVWEHA, AMazon RDS AEB TR —IL Y ROYAZ—FIEHREFAL TF—E2R—AIC
EHEIT3ICE., - RTYARAZ—RIEREEELET,

) =3I LTVT—hEhd2—TJL Y RN, V=230 F—ER—ANDELOL 1T
J—BYETEERIN, V—ART—IL Y FNUANOEREREREFELERA. ELTUHER, V—XA
=LYy hOOAE—-TT, V=232 8GEEHREZS—IJLY NCRETRICEK, U—2320IY
RRAY hER—NEBOF—/MEORTZEMLET,

BRI TDE, IDBCHFELZFALTTF—EIR—AILTILATRENTEERT, FMlC
DWTK, Java RF2IXRNDIITTHA MO "JDBC Basicsy (JDBC MEXK) #SHBL T £&
Vo

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

c3p0 T — I EFERAL TERERILTS

ROBlE, RSAN—%2FALTE—IL Y MY SERIABHRS LV EGBERENETS
c3p0.properties 77 AN TEHKT—INEEILTHHEZERLTVET, user & jdbcUrl (C
F. >—VLYRNIDZAOLTERT I ERELET, TOR, 7-IIHrsERZEREBL. 1O
T—BER—ABEHRELTFERATBENTEERT, FHICOVTIE, Java RFIXhOTI 7Y
14 M@ TJDBC Basicsy (JDBC OER) Z5BRL T<EE L\,

c3p0 MEFMIZ DL\ T Ik, Machinery For Change DI 7H A4 K® Tc3p0y ZSBL TS EE L,

MySQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId
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MSSQLServer

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId

Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

c3p0 T 7 — I ZEAL T, IV RKRAVMNER—REZEEL TEAZEYTS

ROBlE, RZAN—ZFEALTEEENEI RRAVNER—RTI—IL Y NORRRHEHRZE
89 % c3p0.properties 77 AN TERT—IILZBAUTHHEZRLTVET, TOE, 77—
HoEBREZERSBL, MOTF—IR—ABERELTEATDIEN TEERT, FHICODVLTE, Java
RF¥EIXIRNDIITH A4 KND "JDBC Basics, (JDBC DEZX) #ZBL T EEV,

Amazon RDS N Z—TI R —TL Y MIE, F—ER—ADIV RKRA I MNBLVPR—BMEEEN
TVWEHA, AmMazonRDS A EE T2 —IL Y ROYAZ—FIEHREZFEAL TF—E2XR—AIC
BHEIT2ICEE, O—RTYVAZ—BAEREZEELE T,

R )—o3a LT —hEah3d2—OL Y KNE, V=230 F—EFR—ANOEHEOL AT
D—BERETEFRTHN, V—AT—IL Y NAANDOEHZEBEREZEREFLEFEA. ELTVHR, V—A
=LYy hOOE—TY, V=23 ERERZ—IJLY NMCRETDICE., U—>2a3a> oIy
RRA 2 NER—NBEBROF—/EORTZEMLET,

MySQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306
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PostgreSQL
c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle
c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer
c3p0@.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2
c3p0@.user=secretIld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com: 50000

Redshift
c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

Java AWS SDK % {# L T Secrets Manager >—2 L v NMEZEIB TS

T7)r—2a> Tk, EE0O AWS SDKs BatchGetSecretValueT GetSecretValueF I
EHCELTO—ILYRNERBTEET, LEL, 947 NlOF vy 21 &2FERALTE—2
LY NMEZF YV 1TDEZBE8OLET, P—IJLYRZEFYYI1TDE, BEENf @LEL,
JARNNBIRENET,

s F—EAR—AORIAFEHRES—IUL Y NMIRIFTSIHEE. Secrets Manager SQL ##t R Z A
N—%FERAL, =LY NAOEHEHRER VT F—AR—ACEBELET,
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102



AWS Secrets Manager

d—H—H1 K

s DRALATDI—IL Y MDOFBEE, Secrets Manager M Java R—ANF ¥ v 1NV R—F>
~EFERTDA. GetSecretValue FilF BatchGetSecretValue ZFMAL T SDK ZEEW
CHLET,

RDOY> 7T I I—RIE, GetSecretValue ZFAT A A EEHBALTVET,

MHEZFF:secretsmanager:GetSecretValue

import
import
import
import
import

/**

software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

regions.Region;
services.secretsmanager.SecretsManagerClient;
services.secretsmanager.model.GetSecretValueRequest;
services.secretsmanager.model.GetSecretValueResponse;
services.secretsmanager.model.SecretsManagerException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:

*

* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html

*/

public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:

<secretName>\s

Where:

secretName - The name of the secret (for example, tutorials/

MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
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System.exit(1);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()

.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

Python % L T Secrets Manager D> —2 L v MEZEIE TS

T7V)r—2a> Tk, FE0O AWS SDKs BatchGetSecretValueT GetSecretValueE =ik

EHCELT—IJLYRNERBTEET, LEL, 9747 NlOFryy 2 12FERALTO—
LY NMEZF Y Y I1TBDCEZHBBOLET, >—IJLYRNZEFyYYI1TDE, BEN@LL,
JARNAHIBENE T,

=X
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« Python E9ZAT7hIlOF+ v 1%ZFEAL T, Secrets Manager D —J L Y MEZRBT
)

« Python AWS SDK % L T Secrets Manager >—2 L v NMEZHEB TS
« Python AWS SDK % {#f L T Secrets Manager >—2 L Y MED/NY FZHET S

Python E 9547 MNMIOF v+ v > 1ZFEHAL T, Secrets Manager @
>—=JLY NMEZEIBTD

=LY NEEBTSDEEIC, Secrets Manager ® Python R—ANF ¥ v 1AV KR—FU &
FRALT, BREAITZILHICFYYSII1TRIENTEXRT, Fyvviachid—ILY NOE
81, Secrets Manager ' S DEIE K V) £ HIE T, Secrets Manager APl ZEV'H T ICEF AR
PABDLEH, FYvVI1E2FERAIDEIANZHBTEEXRT, >— LY NZRBIZDIXNTOFE
C2O2WTR, "T>—OJL Y OEE) 22RBLTLSEETL,

FvvY1RUS—F LRU(BEREEDRTVEV) THBED, $rY21TY—ILY NER
ETBUENELLBAR. BEBEEDATVEVWS —IL Y RABEENET, FTAILRT
. 1BECECFTYS1ITI—ILY NBEHENET, FvY21TI—ILY M EHEH
BEEERETEBLHTEL, ¥—FILY NOBBIL 7Y VB THEEZEMT A EETES
¥,

FYVIASBABHRENDE, FYVIARFAR=DIOL IV avead@ELERA, YV 10
FEEIZEF, FYYVIINEMELEEENRTVERA, F¥Y V2 1%2FEEITHIORFF YV 1%2FEHT
EHTHY, EFXF1VT1Z8LTDEOTEEFIVTAIIERZIHE TR EHTEHYFEAS
FYVIIADTATLAERESHKTERE, EXF1VT 1 ZRBILITDMBEN HBDEERE. FIEDA
B—TIAAEHMRAYY REFEHALTLSEETV,

COOAVR—RVNEFERATRICRE. ATHABETT,

« Python 3.6 LAB&,
« botocore 1.12 LAB&, TAWS SDK for Pythony # & T TBotocore; ZSBL T &L\,
- setuptools_scm 3.2 LAB&, https://pypi.org/project/setuptools-scm/ ZZ L TS E&E W,

V—AA—RZAD>O—RFTBICIE, GitHub ® "Secrets Manager Python-based caching client
component, (Secrets Manager @ Python R—ADF ¥ v > 104 TF 2 NAVKR—N) 25
LTLEEL,

OAVKR—ZRVNEA2VARN=ILTBRICR, XOOAN REFEALET,
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$ pip install aws-secretsmanager-caching

MHEIRFFT:

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

A OVWTE, "T7OEAFHAICETZ VI 7L AL Z2Z5RLUTSEE L,

D77L>2A

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example>—2JL v NZEB TS

ROBlE, mysecret EVWSBHDI—ULYRNDI—IL Y MEZEEBTZHEERLTVE
¥,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()
cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

Secrets Manager # SEE N> —OL Y MDA XEDF ¥ v 1, the section called
“get_secret_string” & /=& the section called “get_secret_binary” AL T, ¥¥v < a1 h
5—JLY R Z2RELET, FYvZ108ER. O ANT U XT the section called
“SecretCacheConfig” #7P I VN E BT ETRETEE T,
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FMEBICDOVWTIE, Tthe sectioncalled “V 247 hMIOF v+ v 2 1 ZEAL 2 Python”y 2%
BLTLSEZL,

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ERATERZXYY RERDEHYTY,

» get_secret_string

» get_secret_binary

get_secret_string
S=ULY MNNFIEZRELET,

VOTANDEX

response = cache.get_secret_string(
secret_id="'string',
version_stage='string' )

NTZX—27
« secret_id (string): [%ZB] >—V L Y ROBABEF ARN,

« version_stage (string): MBT25>—IL Y hON—232, FHICOVWTE. Tsecret
versionsy ZZRBL T EEV, F7#J)LME "TAWSCURRENT, T9,

get_secret_binary
=LY RNNAFTVEZRELET,
JOTANDEX

response = cache.get_secret_binary(
secret_id='string',
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version_stage='string'

INTX—27
« secret_id (string): [%ZB] >—YL Y NOBBIEZIF ARN,

- version_stage (string): B892 —UL Y hON—2 3, EMICOVTE, Tsecret
versionsy ZZRB LT EEV, F7#I)LME "TAWSCURRENT, T,

RYE

base64 TI > 1— REhi-XF5

SecretCacheConfig

FrYvI1EhdT—ILYRNOBRF Y Y 1HA AXREMHER (TTL) K ED. the section called
“SecretCache” MF v v 1REA T3>,

NT A=A
max_cache_size (int)

BAFYYvIa1H4 X, F7FINE 1024 O —IL Y NTT,

exception_retry_delay_base (int)

BIANRELTHS, VDITARNZBRITIZDETHRIZIPE, 777 /LME 1T,

exception_retry_growth_factor (int)pur
RBLEVIIANOBRITHOSHREEZAEIZLOICEARATIEMER. T7 2 NE 2
T,

exception_retry_delay_max (int)

KBUEVIIANEBORREHER (B). T7 7 ME 3600 T,

default_version_stage (str)

Frv1935—ILYybhON—232, FHICOVTIE, "Secretversionsy (—JL Yk~
N=232)2BRLTLEE V. F74)LME 'AWSCURRENT' T,

secret_refresh_interval (int)

Frva1Echk—ILY MEROEFEOSHBDE., 774N 3600 TT,
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secret_cache_hook (SecretCacheHook)

SecretCacheHook ROV ZAMELE, 7 # )L MEW None TT,

SecretCacheHook

the section called “SecretCache” ICE#HL T, FY Y2 1ICREREFETATVWSES—TJL Y NCELTT
V923V aRTIBDARX—TIA A,

FERTEDXVYY RIROEBYTT,

+ put

+ get

put

FYVIAIIRETEIATDSI VN EEBLET,
DOTANDEX

response = hook.put(
obj='secret_object'

)

NTA—=5&
* obj (object) - [BA]>—V LY REKIEREZ—ILYRNEEETTZIUN,
RYH

FTITHN

get
FAYVIAETNEATSIIORNDASATDIUONERESEET,
JOTANDEX

response = hook.get(
obj='secret_object'

)
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NFZX—=&

- obj (object): [BEH]Z—V LY REKERZ—ILY NZECATZIUN,
RYWH

FATITHN

@InjectSecretString

COTFIAL—2EF. 1 BFEBE2BEBOEIHELT, >—UL Y K ID XFFLE the section called
“‘SecretCache” ZHEBEELET, COFIL—RE>—IL Y hXFIEZRLET, >—IL Y b~
CXFIHFEENTVWRIRENHYET,

from aws_secretsmanager_caching import SecretCache

from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

COFIAL—ZREF. 1BEBE2FBHOEIHELT, >—2UL Y N ID XFFI & the section called
“SecretCache” ZS%EBELET, BYD5IBIE., SV EnEEBBRONTX—22>—IL Y NAD
JSON F—IZXvEVILET, >— LY MZIJSONBEOXFEINEENTVRHENHYE
9,

CDJISON ZEEL>—IL Y hDBER., XRDLSCBRYET,

{

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
}

ROBITE, >—UL Y MHS username B &V password M JSONEZHHT B HZEZERL TL
-

from aws_secretsmanager_caching import SecretCache
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from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

Python AWS SDK % f£f L T Secrets Manager >—%2L v NMEZEUS T

T77)r—2a> Tk, EE0O AWS SDKs BatchGetSecretValueT GetSecretValueF =&
EHCELTO—ILYRNERBTEET, LEL, 947 NlOF vy 21 &2FERALTE—2
LY MEZF YYD 1TBDEZHBAOLET, >— Ly hEFYYSI1TBE, BENf @LL,
JARNNBIRENET,

Python 77U —2 3> 0i5E k. Secrets Manager ® Python K—ANF ¥ v 1 A1V R—F 2
rEFERTSN. get_secret_value £ IF batch_get_secret_value ZFAL T SDK ZE
BEFUCHLEY,

RO 7T I I—RIE, GetSecretValue #FATA A EEHBALTVET,

HEZFF:secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3
import logging

from get_secret_value import GetSecretWrapper
# Configure logging

logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):
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Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):

Retrieve individual secrets from AWS Secrets Manager using the get_secret_value

API.

This function assumes the stack mentioned in the source code README has been

successfully deployed.

This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
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logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise

Python AWS SDK % £ L T Secrets Manager >—%27 L Y NMED/NY F%
MBI

RO I— RBlIE, Secrets Manager D> —2JL Y NOEZ/NY FEBITSHEEZRLTVET,
PHEIREFT:

* secretsmanager:BatchGetSecretValue
- BI85 —UL Y NZEIZ secretsmanager:GetSecretValue D7V AFAN BETT,
s 740 Z—%FERATDEHEEE, secretsmanager:ListSecrets EH4ETT,

TOEAFARIS—OFIZDVTIE, Tthe section called “fil: /NY FT—OL Y NMEDTIL—T
ENEBEITRLEOOTIVEAFN ) #SRBLTLSEETL,

/A Important
BEBLESELTVWRYIL—T7RHOERS—ILY N2BBITILEODT I AHFITZ2ER
93 VPCER)S—%ZELTWBIES., BatchGetSecretValue E<—2L v MNME#%IR
T, IZ7—NREhET,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):

Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
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This function assumes the stack mentioned in the source code README has been

successfully deployed.
This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str

try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_namel}"]1}]

)

for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))

if secrets:
logger.info("Secrets retrieved successfully.")

else:
logger.info("Zero secrets returned without error.")

return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:

{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")

raise

NET Z#EH L T Secrets Manager —7 L Y NMEZHEB TS

T7)5—23a> Tk, &0 AWS SDKs BatchGetSecretValueT GetSecretValueE &Ik
EHCELTO—ILYRNERSBTEET, £LEL., 947 NlOF vy 21 &2FEALTE—2
LY MEZF YV 1TBDELEZHBAOLET, >— Ly bhEFYYVSI1TBE, BENf @LL,
JARNBIRENET,

Nev o
« NETEVZATMIOF vy v 1% AL T, Secrets Manager D —2JL Y NMEZEIET S
« Z{EHA L T Secrets Manager >—%2 L v NMEZE{S 3 % SDK for NET
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NETEOZAT > NMIOF+ v 1%ZFEAL T, Secrets Manager M —
LY NMEZEIBT D

=LY NERBTDEEIC, Secrets Manager O NETR—ADF YY1 JVR—F NEE
ALT, BREATHDEHICF YV I1TRENTEEXRT, Fyviichiz—oL Y hORE
l&. Secrets Manager /' S DEUE K V) £ HIE T, Secrets Manager APl ZEUO'H T ICEFE DA M H
N3, FYVI1EFEATHIETANZHBTEERT, 2—JLYNZERBITRINTOHEIK
20WTR., "—JLYhOEEL ZSRBLTLSEE,

Fv v IR —F LIRU (BEREEHLNTVEV) THBED, Fvv21TI—IL Y NEHR
BTHUENEUCLBAR. BEBEFONTOWEVS —IL Y NAREEhET, F72)LRT
B, 1BECECFTYI1TI—ILY NFEHENET, $+v21To—ILY RFEHEN
BHEEERECTEBLFTEL, Y—ILY NOBBIL 7Y Ve B TREEEMT D LETES
¥,

FYVIIASBIEHRENDE, FYVIARAR—DIOAL V> avzdflLELA, FYYv2 10
REICEF, FYYII10EMLEEFATVELA, FYYV D1 2REITHOEF YV 12ERT
2EHTHY, EF1VT1%Z28LT2EOTEEFIVFTAILERZHTDEHDTEHY)FBA
FYVIIRDTATALAZESKTDRE, EF21VTF12BILTEIHEN HBDBEEEF. FIEDA >
R—TIAAEHRRXY Y REFHLTLSEEL,

COAVR—ZXVNEFEATDICE, UTHFBRETT,

« NET Framework 4.6.2 A . F =& .NET Standard 2.0 2A . Microsoft NETOOI7HAKD
PNETOADO—R, #25RBRLTLSEETL,
« AWS SDK for .NET., [the section called “AWS SDKs”, Z#ZBL T T\,

V—AO—REZADO—RTBICE, GitHub ® T NETFv v 19054 TF7 > b, #8BLTLE
=L,

FYVIAZFERATRICE. ETFYVIIZAM AR ALLTH S, GetSecretString £
(& GetSecretBinary AL TEHS D —IL Y NZEWMBIZIMEN HYET, ELHL THET
P&, FvvIaARGI—IULYMOFYYI1EhEOE—ZRLET,
FyYVIANVT—DRAFIBRICE
« ROVWThAZITVET,

- 7OPIVRNFALIRNITRO NETCLIOX Y RZEEFTLET,
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dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

e« .csproj Z7ANICRONY =) T 7L AZEBMLUETD,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

MHEIRFFT:

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

ARICOWVWTR, "T7OEAFAICEIZ V7 7L AL ZZRLTLKEZ L,

DV77L2A

» SecretsManagerCache

« SecretCacheConfiguration

» |SecretCacheHook

Example>—2JL Y NZEEBT5
ROO— RHITE. MySecret EWSBRINS—OIL Y RZEWMBIBDXYY RERLTVWET,
using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
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string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example BEREIR (TTL) F v v 1 EHHBERET S

RO I— RBlE, MySecret EWSHZRIND—IL Y hZEBL, TTLF YYD 1EHMBEZ 24 &5
BICERETDIHEZRLTVET,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample
{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

};

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

Secrets Manager # 5 VT ARENES—DJLY MDA XEYF ¥ Y 1, the section
called “GetSecretString” & #= & the section called “GetSecretBinary” ZfRAL T, ¥Fvv> 1

IZATMNIOF YY1 ZEAL Iz NET 117
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A5 —OLY NERBLET, FrY v 108EK. IV ARNF YR T the section called
“SecretCacheConfiguration” Z7 IV N ZE T ETRETEET,

FHMEBICOWTIE, Tthe sectioncalled “V A7 NMIOF vy 1 FERLE NET, 258
LT<LEEL,

A2ARNZO&R
public SecretsManagerCache()

SecretsManagerCache 772 IO NDF7 A NIVARNT VR,

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

Rt E 1z AmazonSecretsManagerClient Z W TYEK E L7z Secrets Manager 754 7> M &
FALT, HILLEY YD1 Z2BELET, COAVARNTIXEFMEAL T, Secrets Manager
DZAT VR ENARIAALET (BEDQ—23aFERIVRRANEFERTEBE),

NFZAX—27
secretsManager

—2UL v hZEET S AmazonSecretsManagerClient,

public SecretsManagerCache(SecretCacheConfiguration config)

Rt & iz the section called “SecretCacheConfiguration” ZHAL T, LW —IL Y K
FYVIIZBRELET, COOAVARNTZIRZFEALTF YY1 2RELET (Frv> 2
ITB5—ULY NOBXEFHEERE),

NTA—=5&
config

Fv v ANRERBBNEETN TV the section called “SecretCacheConfiguration”s

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

R E iz AmazonSecretsManagerClient 8 & U the section called “SecretCacheConfiguration”
ZERAL TEKE iz Secrets Manager V247 M EFERALT, #ILLFy v 1Z2BEL
F9, cOAVARNTVZREFERL T Secrets Manager 7544 7> NEHAZRIAAL (BFED
)= FERIVRRANZFERATRHE), FYy V2 1ZBRLET (Frv> 195
=LY NOBPEHMEER L),
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NTA—=&

secretsManager

—2UL v hzEET S AmazonSecretsManagerClient,

config

Fv v ANRERBBNEETN TV the section called “SecretCacheConfiguration”s

7k

GetSecretString

public async Task<String> GetSecretString(String secretlId)
Secrets Manager # 5 XF5—IL Y NZBEBLET,

NTA—5Z

secretld

MBITH>—ILY hO ARN K1zFEHI,

GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
Secrets Manager # 5/XA4FU>—0JL Y hZEBLET,

NFZX—=&

secretld

MBI —UL Y hDO ARN £IEEHI,

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

Secrets Manager 5N — L Y NMEZUVIARNL, BENfFGhEF YY1 Z2EHLET, B
FEOFXF+YI1TIRNIABVEEE, ILLF YYD 1T NUEERLET. EFICKIIL 5
&, true ZIRLET,
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NTA—=&

secretld

BBT2>—UL Y h®OARN £EEFHEH.

GetCachedSecret
public SecretCacheItem GetCachedSecret(string secretlId)

BEENES—IJLYRMOFyYYIIAIRNINFY YD AICHEETIES. TOFyYI 1IN
JEEBLET, ThUADIHEEE, Secrets Manager #5>—oJL Y hZERBL, HIiLLFrvS 2
TNV ZERLET,

INTAX—24Z
secretld

METH>—ULY MO ARN LR HEH,

SecretCacheConfiguration

FrYvI1EhdI—ILYRNOBRF Y Y 1HA XXREMHR (TTL) K ED. the section called
“SecretsManagerCache” OF v+ v A{/EA 7> a2,

ZONT 4
CacheltemTTL
public uint CacheItemTTL { get; set; }

FrvI1BEAOTIL(ZUREN), 777/ NE 3600000 U (1 BHE) TF. HAER
4294967295 ms T, #49.7 HTT,

MaxCacheSize

public ushort MaxCacheSize { get; set; }

BAFYYZI1HA A, F7FINEF 1,024 HO>—DUL Y NTTF, &RAMEE 65535 T,
VersionStage

public string VersionStage { get; set; }
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FrYv2195—ULYbhON—=D3 2, BFMICOVWTIE, TSecretversionsy (—2L Y K~
N=232)2BRLTLEEV, F7 )L K& "AWSCURRENT" TY,

V74T~ b
public IAmazonSecretsManager Client { get; set; }

>—2L v NEEEB TS AmazonSecretsManagerCliento null ®FE, F¥ Y 1RFFLWVWITA
TFUOREBAVARALET, F7FI)INE null T,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “ISecretCacheHook”,

ISecretCacheHook

the section called “SecretsManagerCache” IZ##L T, ¥+ Y2 1ICRFEATVSEZ—IL Y N
CRHLTT I3 2RTI2A0E2—TIAA,

Bk

7Y N

object Put(object o0);

FYVIIALRETIATDSIIONZERBUET,
FrYYIALREIZIATIIVORNEZERLET,

Get

object Get(object cachedObject);
FYVIAENEAT DIV SATIOIONEREESEET,
FYVIANSERBRIATIIIONEERLET

ZfEMA L T Secrets Manager >—7 L ¥ MNMEZHEI{§ T % SDK for .NET

T7)r—>3> Tk, &0 AWS SDKs BatchGetSecretValueT GetSecretValueE =&
EHUOHBLT—OLYNERBTEET, L, 9547 NIOF vy axERALT—2
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LYMEZFYYS 19RO LET, >—ILyheFvv>a195E, BEEAELEL,
OJAARFHIBENET,

NET 77U —>3a> &k, Secrets Manager ® NETAR—ANF ¥V 1V R—F U K%
EATBH. GetSecretValue £/ I& BatchGetSecretValue Z{FHAL T SDK Z EEFUCHL
x£9,

RO 7T I I—RIE, GetSecretValue #FEATA HEEHBALTVET,

PEZFFA:secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve

/// the secret value for the provided secret name.
/// </summary>

public class GetSecretValue

{

/// <summary>
/// The main method initializes the necessary values and then calls

/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.

/// </summary>
public static async Task Main()

{

string secretName = "<<{{MySecretName}}>>";

string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{

secret = DecodeString(response);

if (!string.IsNullOrEmpty(secret))
{
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Console.WriteLine($"The decoded secret value is: {secret}.");
}

else

{

Console.WritelLine("No secret value was returned.");

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

GetSecretValueRequest request = new GetSecretValueRequest()

{

SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.

};
GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.

try

{

response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)

{

Console.WriteLine($"Error: {e.Messagel}");

return response;

SDK for .NET 123



AWS Secrets Manager d1—H¥—HA R

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and
/// returns it to the calling program.
/// </summary>
/// <param name="response'">A GetSecretValueResponse object containing
/// the requested secret value returned by GetSecretValueAsync.</param>
/// <returns>A string representing the decoded secret value.</returns>
public static string DecodeString(GetSecretValueResponse response)
{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;

StreamReader reader = new StreamReader(memoryStream);

string decodedBinarySecret =
System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

Go & L T Secrets Manager —27 L Y NMEZHB TS

T7)r—2a>Tlk, EE0O AWS SDKs BatchGetSecretValueT GetSecretValueFE &

EHCELTO—ILYRNERBTEET, LEL, 947 NlOF vy 1&2FERALTE—2
LY MEZF YYD 1TBDEZHBAOLET, >— Ly bhEFYYSI1TBE, BRENf @LL,
JARNNBIRENET,

NEY D
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c Go EVTAT U MIOF v 2% FEAL T, Secrets Manager D —2JL Y NMEZEETS
« Go AWS SDK %#f#f L T Secrets Manager >—2 L v NMEZRBT S

Go & UVTZAFTNIOF vy 1%ZFEHAL T, Secrets Manager D —7%
LY NMEZEBTS

=LY NERBTBEZIC, Secrets Manager ® GOR—ANF ¥ v 1AV R—F NafEH
LT, HROFEHOEDHIZF YV I1FTBENTEXRT, Fvyvachhko—oL Y NOHEB
l&. Secrets Manager ' 5 DERG &K V) £EETT, Secrets Manager APl Z T H T ICIETA RN
NBLEH, FYVvI12FEATHIETIANZHBTERT, 2— VLY NZEBITRIINTOHEIC
2WTRE, "To—2JL Yy OEE) 22RBLTLSEEL,

F¥vvY1RUY—E LRU (BEREEDNTVEV) THBHEH, Fvv21TI—ILY NER
ETHMLENEULBAR. BEBEEDNTOWEVS—IL Y RFBEEhET, F74ILRT
F. 1 BECECF Ty 1TI—ILY NFEHEhES, FvY21TI—ILY N EHEN
PEEEARETEDLEFTAL, Y—ILY hOBBIL 7Y Ve THEEBMT D LETES
¥,

FYVIISBABBENADE, FY Y2 IGFAR—JOAL I IV EBFELEBA, FYY2 10D
ERICEKE, FYVII10EMELEEEFNTVELA, F ¥y V21 2EEITZIORFF Yy v 152EAT
2EHTHY), EF1VTA4Z@LITDEHDTEEFIVTAILERZEHTDEHTEHYFBAS
FYVIIRDTATALAZESIKLTDRE, EF1VT 1 Z2RICTHIHEN HBDEEEF. FIEDA >
B—TIAARAEHRRAYVY REFEALTLSEEL,

COOAVR—FV N EFERTDICRE. ATHABETT,

« AWS SDK for Go, [the section called “AWS SDKs”; ZZBL T EE L,

V—AA—RZAD>O—RFBICIE, GitHub ® "Secrets Manager Go caching client (Secrets
Manager ® Go ¥+ v 219034 TF7> M) 282RLTLKEEL,

Go DRARREBEERETSICIE, Go 7OV TZIVIERBNIITHA M® "Golang Getting
Starteds (Go ERENFEARMR) ZSRL TSEE L,

BT

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue
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A OVWTE, "T7OEAFHAICETZVTI 7L AL Z2Z5RULUTSEEL,

D77L>2A

+ type Cache
» type CacheConfig

» type CacheHook

Example>—2JL Y NZEB TS

ROI—RBlE, >—IL Y 2B TS Lambda BHZRLTLET,
package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

)

var (
secretCache, _ = secretcache.New()

)

func HandleRequest(secretId string) string {
result := secretCache.GetSecretString(secretlId)

’ —

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

Secrets Manager # 5V TARNENLE—DJLY RDA 2 XEUF ¥ v 1, the section called
“GetSecretString” £ 7= I& the section called “GetSecretBinary” Z#RAL T, ¥F+v>21h 5> —2
Ly hEEELET,

RIS, FYYVIDREREDHZ2RLET,

// Create a custom secretsmanager client
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client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheItemTTL: secretcache.DefaultCacheItemTTL,

}

// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client 1},

HMEBICOWTIE, Tthesectioncalled “2ZA4 7 MNEIOF vy a1%ZFEALE Go’y BSBEL
LT,

FE
#
func New(optFns ...func(*Cache)) (*Cache, error)

New (FBEEA > 3> &2FERLTO—ILY RF Y Y2 1ZBELET, ThUADOBEERET
THAIRHFERAEAET, HLLVEYS I DS Secrets Manager 754 7> NEHHLL £

¥, CacheConfig Z7 7 # )L MEICHIHILLE T, LRUF YY1 & FT7FINOBRRY A XTH
HUELET,

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString l&. IEEEhE—ILYRNIDOF YV ahsd—IL Y NXFHEZRMBLE
T O—ULYRMXFHZRL, ARL—23 KRB UEBERIZT—ZRLET,

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

95A4TMNMIOFvYyv a1 ERALE Go 127
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GetSecretStringWithStage &, EEE N —ILYRNIDEN—DIAT—20OF YV AHDS
—OLY NXFIEZRBLET, >—IL Y MNXFHZERL, ARL—23HFKMLEBER
Ii_ii}ibijo

GetSecretBinary
func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {

GetSecretBinary l&, ¥EENLEZ—ILYRNIDOFYy Y2 ahs8>—UL Y NNAFUEZRE
LET. =LY RMNAFVEIERL, ARL—23FKBULESERIZT—2RLET,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage &, IEEE N —OLYRNID EN—DIVAT—TJ0F YV IHS
—OLYRNAFIVEZREBLET, >— LY ML FVZEERL, ARL—232DKRHKL 125
BRRIZ—&ERLET,

type CacheConfig

FrYva1EhdI—ILYRNOBRAFYYIIHAX, FTIFINNN=—23AT—2, BRUE
RhHEABR (TTL) & E M, Cache MF Y Vv A/EA T3,

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6e10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".
VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

)
Al
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type CacheHook

Cache ICEHFEL T, FY Y2 1CRKFCATVDRS—JLYNCIRHLTT O3V E2ETIDA
9_71410

Bk

7Y N

Put(data interface{}) interface{}
FYVIIAIRFTRATIOI VN EEBLET,
Get

Get(data interface{}) interface{}

FYVVIENEATDIIRDSFT IV NERESBET,
Go AWS SDK %#f#f L T Secrets Manager D>—2 L Y NMEZEB TS

T77)r—23a> Tk, EE0O AWS SDKs BatchGetSecretValueT GetSecretValue& =&
EHCELT—ILYRNERBTEET, LEL, 947 NlOF vy 21 2FERALTO—2
LY MEZF YYD 1TBRDEZHBAOLET, >— Ly bhEFYYSI1TDE, BENf @LL,
JARNNBIRENET,

Go 77U —23a>miFEk, Secrets Manager W Go R—ANF ¥V 1 JVR—F 2 NEE
HA93h. GetSecretValue £k BatchGetSecretValue ZfFEAL T SDK Z EEFUOHL F
C8

RDOFIT, Secrets Manager >— VL Y NOEZRBIZHEERLET,

MHEZFFT:secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"

Illogll

"github.com/aws/aws-sdk-go-v2/aws"
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"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if

unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

Rust Z fH L T Secrets Manager ~—2 L Y MEZHE TS

T7)r—2a>Tlk, EE0O AWS SDKs BatchGetSecretValueT GetSecretValueFE &
EHCELTO—ILYRNERBTEET, LEL, 947 NlOF vy 1&2FERALTE—2
LY MEZF YYD 1TBDEZHBAOLET, >— Ly bhEFYYSI1TBE, BENf @LL,
JARNNBIRENET,
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e Rust E9ZATRNIOF vy 1%&FEHAL T, Secrets Manager D —J L VY NMEZERET S

« Rust AWS SDK %l L T Secrets Manager D> —2 L v NMEZHET S

Rust EOZ5ATF7 > MNIOF vy 1ZFEHAL T, Secrets Manager < —
LY MEZEURT B

=LY NEEBTDEEIC, Secrets Manager W Rust R—ANF ¥ v 1 JVR—F N&E
ALT, FRERTIEDICF YV I1TRIENTEET, Fyviachitd—oIL Y NOEBSB
l&. Secrets Manager #* S DEIS & V) £ HETT, Secrets Manager APl ZF O HTICIE TR D
N3, FYyVI12FEATHIEIANZHBTEET, 2— VLY NZERBITBRINTOHEIC
2UWTR., T—UL Y NOEE) Z8RBLTSEEL,

FrvaARUI—RBFEANEEL (FIFO) THAL®H, Fv VAN —ILY NERETIHLE
FH35E. REEVWI—JLY MNIBREECAhET, F7FILNTRE, 1BEIZECFyY>aT
S—ULY RFEHENET, AOATZIVERETEERT,

s max_size-HIET IV EAENTVWEVWI—IL Y NZHIRTDHICRFTIZDFryvaishi
=LY NOBRARE.
c ttl->— 2L Y NREODEFAEERITDHICF YV 1c N E-EBEENfrGEREET B HR,

FrYVIINRKICE, FYYI10BMLEEENTVERA, FYYI1E2RKITHOEF Y
D1%FERATRILEHTHY, EFXF1VT 1 ZEBHETIEHTEEFIVTAILESEHTDEDT

EHVEBA, FYVIIAOTATLAZRESKTIRE, EX1VT 1 2RI DIXENHDBEE
&, BEEhTVR/MZFEALTF YY1 2EELET,

OAVAR—%2 M eEATSICF. tokio ZfF % = Rust 2021 RRBHAMBETT, FHMICOVT
&, Rust 7O S XV JERVITHART TRELUOIC) ZBRLTEET L,

V—AO—RZHIO—RTBICE. GitHub ® "Secrets Manager Rust-based caching client
componenty ZZBL T &V,

FyYYvIAQVR—RUBRNEAARN—ILTRICR. ROOAXY RZFEALET,

cargo add aws_secretsmanager_caching
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» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

A OVWTR, "T7OEAFHAICETZ VI 7L AL Z5RLUTLSEEL,

Example>—2L Y NZEB TS

ROBIE, MyTest EWSHEBO—ILY hOZ—JL Y MEZEETAHFEZRLTVERT,

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time::Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

I

// Your code here

Example D AR ALFBEENARLDZAT U NIRDF YV IDA ARV AL

ROBlIE, FyYy v 1ZBHL, MyTest EVSBRDI—ILYRDI—IL Y NMEZERIBT DA
EFERLTVWETD,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

7

Al
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let client = match SecretsManagerCachingClient: :from_buildex(
asm_builder,
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i

// Your code here

Rust AWS SDK % {# L T Secrets Manager D> —2 L v NMEZEIB TS

T7)r—23a> Tk, FEO AWS SDKs BatchGetSecretValueT GetSecretValueE =ik
EHCELT—IJLYRNERBTEET, LEL, 9747 NlOFryy 2 12FERALTO—
LY MEZF YYD 1TBRDEZHRBAOLET, >— Ly bhEaFvyv> 195, BENf@MLEL,
JARNHIBENE T,

Rust 77U — 3> MiFEk, Secrets Manager ® Rust R—ANF ¥ Y 1 R—F 2 NEE
B9 %h. GetSecretValue F /- l& BatchGetSecretValue Z{FEHA L T SDK # B UOHL F T,

RDOBIT, Secrets Manager — VLY NOEZIETHHZEZRLET,

MHEZFFT:secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));
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ok(())

Amazon Elastic Kubernetes Service T AWS Secrets Manager > —

LY MNZEFERTS

AWS Secrets Manager (ASCP) # 50> —7 L Y h%& Amazon EKSPod ICNX T hEhiT7 74
ELTRRTBICIE. Kubernetes AWS Secrets Store CSI R 4 /Y—® Secrets and Configuration
Provider ZfEFi T&Z£9, ASCP l&. Amazon EC2 /—RJ).—7".node FI—7T%E1TT 3
Amazon Elastic Kubernetes Service 1.17+ TEIfEL £3. AWS Fargate ASCP 2R T3 &, WEH
NEXIOY—TI—ILY NZERESIVCEEL. Amazon EKS T%ﬁ‘c‘fh'ﬂ,\é'j J0—RAS
—UOLYRZEBTEERT, >—JL Y NI IJSON EROEBHOF—/MERTHIEENTVIES
(&, Amazon EKS ICN V> RT3 F—ERTZBIRTEE T, ASCP & JMESPath BxzFEAL
T, =LY NAOF—EEORTZIITILET, ASCPIRINTXA—BZARNTNTA—R%ZE
FHL/'(#:’;EJﬂibi‘d'o ASCP IZI&., Amazon EKS I2& 2 2 DORREIAEN ABEEThTVE T, &)

F70—FTlk, Y—EAT7HV MO IAMO—)L (IRSA) Z2FRALET, 2HFBOT77O0—FT
Li\ Pod Identity ZFFALE T, E77O0—FICRETNEThONIEI—AT—ANFHYET,

H—ERATHTY RO IAM O—)L (IRSA) ## A L = ASCP

ASCP with IAM Roles for Service Accounts (IRSA) Zf#£H 9% &, Amazon EKSPod 7 7 1)L
AWS Secrets Manager E LT 5> —J LY NEXTIURNTEET, COT7O0—Fk. RDBE
ICELTVET,

« —=OLYRERYRDTZAINELTIRIRNTDUEN BB,
« Amazon EC2 /— RJ)L—7"T Amazon EKS /N\—23a > 117 igEEAL TW3,
JSON XD —IL Y MDA SEHEDF—EEORTZEET S,

HMICDOWVWTIE, Tthe section called “Amazon EKS FAIZ ASCP % IRSA £#E68 957 23RBL T
<EEV,

Pod Identity &£/ L 7= ASCP

EKS Pod Identity Z £ L 7= ASCP

Pod Identity ZfEA L 7= ASCP O Tlk. ¥ 1) 714 FftE ., Amazon EKS D> —oL v
NCTOVEATRLEHOBRENERILENET, COT7O-FE, ROBEIKIEET,
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URLtoVideo

AWS Secrets Manager T—H—H A K
« RY RLRILTRYFHBICT IV EAFAZEERTILEN HD,

« Amazon EKS N\—> 3> 124 L\EEFERL TV,

c N7 A—XVAEART—ZEVT1ZOLECRILENH D,

MOV T, Tthe section called “Amazon EKS I ASCP % Pod Ildentity £EfAE 957, 2SR
LTLEEL,

BT 770—F0iER

IRSA ZfEA L /= ASCP & Pod Identity ZfFEFL 7= ASCP D ESES ZBIRT BN ZRODEZRK, X
NEXZERBLEY,

« Amazon EKSversion: Pod Identity | I& Amazon EKS 1.24 I RETTH, CSI RS /N—F
Amazon EKS 1.17 AR TEEL ¥,

« EF¥1UT 1 EH: Pod ldentity l&, RY RLRILTOKRY) FEMlEHHZRELET,

c N7 A=A BE. KEELRETWE Pod ldentity D 5N NT #—IX AN BELET,

- BEME: Pod Identity (CE@ERIOT—EATAHIY MABEBZVWLS, BENERILENET,

BENDEMHE Amazon EKS REICRELZ A ZEZZERLET,
Amazon EKS D ASCP ZA4 2 A=) T %

CDEDVZIVTRE, AmazonEKS ® AWS 2 —JL Y NERETONA T —ZA VAN —ILTB
FECOVWTHBALE T, ASCP Z#EH TS &, Secrets Manager D —JL Y K& ODNTX—A
%Z Amazon EKS Pods ® 7 7 1 )L AWS Systems Manager E LTNY U R TE XY,

Bl RS

« Amazon EKS 75 A X —
« Pod Identity FIC/N—2 32 1.24 LAR&
« IRSA RIC/N—232 117 AR&
« AWSCLIDAVAR—)LERE
* kubectl 2", Amazon EKS V7 ZAX—RICA 2 ARN—)LEh, FEENTLD
« Helm (/N\—< 3> 3.0 L&)
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ASCP ZA4 2 AN—)LLTEHRET S

ASCP (& secrets-store-csi-provider-aws YR N @ GitHub TAFTEE T, URI MUICE,
=LY RMEERLTINTURNTDEODYAML 77 A ILOBIEEENTVET,

AVARN=IHFIEZ, FIPSTY RRA N EFRATDERSIC ASCP ZFRETEET, ; T RKRAY
ROURAKNIZIDOWTIE, Tthe section called “Secrets Manager T2 RiRA4 > K ZZRBLTLKIEE
Wo

ASCP ZEKS 7 RAZVELTAZVARM—ILTBICE

1. DA AR—)L eksctl (4 A —)LF]E)
2. ROOAXNVRZERITLT, FI7FI)ILNKRBETCTRIAVZAAN=ILET,

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

T RAVEZRETZERF. KDVICRDAVAR—I)OIV REZEITLET,

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

BEZ7ANE, YAML 77 AI)LEEZWFEISONT77A4ILTTF, PTRAVOBREAF—NZRTR
I3 E:

a. ROIAXVRZRITL, BFN—J32OTRAVEZEEEDHFT,

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. XOOAIX>VREEZFTLTTZRAVOEBREAF—TZHEIEL. ZEOATY7TD/N—>3
<version>lCEEHXET,

aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>
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https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/eksctl/installation.html
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/charts/secrets-store-csi-driver-provider-aws/values.yaml
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Helm ZfEFA L TASCP Z4>ARN=ILT3ICIF

1. VARZRNUNFRBHFOFr—RZ2ELTWVWS 2B TSICIE. helm repo update. ZFEH
LET,

2. 957 A2ARM=IULET, KXIC helm install AX ROHIZRLET,

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

a. FIPSIVRARANZFEATSICIE, --set useFipsEndpoint=true ® 7> &EM

LET,
b. AROY RNUVITARBRETDICIE, --set-json 'k8sThrottlingParams={"qgps":
"number of queries per second", "burst": "number of queries per

second"}' M7 Z T ZEMLET,

c. Secrets Store CSI RSAN—NDNIVTAZ—ICBEICAVARN=ILENTVWRESFIE, --set
secrets-store-csi-driver.install=false 757 &#BMLET, ChiZkV), &
FREFHE L TO Secrets Store CSI RZAN—DA AN —=ILEFEAFYTEhET,

R KNURO YAML ZERALTA2ARN—ILTBICE

- ROIOXVRZEFEALFT,

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

A2VAN—ILZ&FAET B

EKS V5 AR —, Secrets Store CSI RZA4/N\—, ASCP 7’50142 DAVARN—=)ZBRIETSIC
. XROFIEICRHRVET,

1. EKSUZAZ—ZRIALXT,

eksctl get cluster --name clusterName
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CNOAXRVRIEF, 9SAZ—ICHETHERZIRLET,
2. Secrets Store CSI RZAN—DA 2 ARN—=)IZRIELET,

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

csi-secrets-store-secrets-store-csi-driver-xxx D&RDBZBNDETE TV
RY RAKRRENET,
3. ASCP7'ZUA4DAVAN—IERILET,

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

e 7 )
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

i i
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running ] 2m

Running JREEDRY RFRTENET,

CNhSOIORY REZRITLERIC, IXNTHELKREENTVWRHERFK, INTOIOYR—FKT K
ALZ—BL<RTENETT, BEIrRELLSER. BENMRELTVWAIREDRY ROOT ZH#:R
LTRSTND1—FT AV TTRRENHBDEENHYNET.,
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NS a—F42Y

1. ASCP 7ONAAX—0OV ZHETSICIEF, ATZERITLET,

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. kube-system BRIZEANDTXNTORY RODRAT—RAZERLET,

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

CSI RZ4/N\—& ASCP ICBEEET D INXTORY RA "Runnings RETHIBENFHYET,
3. CSIRTAN—ON—232&HELET,

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

COOANZV RE, 1 ZAR=ILENTVB CSI RZAN—ICHTIHEHRZERLET,

TOMHOUY—R
Amazon EKS T® ASCP OFERICETAEHMIC OV TR, XOVUY—RAZSRBLTLSEETL,

« Amazon EKS T Pod Identity Z {9 %
« GitHub ®AWS Secrets Store CSI RZ 1 /\—

Amazon EKS ® Pod Identity TAWS &—2 L v NEFRETONA X —
CSIZERT%

AWS Secrets and Configuration Provider & Pod Identity Agent for Amazon Elastic Kubernetes
Service DIFEEIC K'Y, Amazon EKS TEITENTVWBR TS Tr—2a>oteFa1 )74 EbsE
h, BRENERLENh, NTF—X AN B LELET, Pod ldentity l&. Secrets Manager /' 5> —
DLYRZERMEBITREE, FLEENTFAXA—BARNTHIESNTX—XZWBITHEEIZ, Amazon EKS
@ IAM AWS Systems Manager 3R &L L £,

Amazon EKS Pod Identity IZ& 2 T Amazon EKS 1 > Z—T7 T A AZN LT T VL AF Az E#EE
ETEDRSICBBIZ®, Kubermnetes 77U —>320O 1AM PV A A ZRETSH7O0LEAR
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
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NHEBteh, ATYTENRAPL. Amazon EKS & IABMH—E X&) BX VBN BLLBZYE
¥, Pod ldentity Tld, SRV —2FHIZEBLLERNDITAZ—T1 20 IAMO—/L%E{E
ATE, KYEALBT /A MNO-ILOESOO—)tEY >3 2T YR—RNEhET, C

OF770—FF. O—ILETT I EAFTR) > —2BIATEDELSICTHETRUS—EEE
BRELTIETTELS, —HITBIRTICETVTAWS VY —AANDT IV EAZEBMICTEHETE
Fi1UF14Zz@ILtLET,

L 4H

1. Pod Identity &R Y RIZIAM O—ILZEVWHTET,
2. ASCP FZnO—)LZEAL TRIALET AWS OH—E A,

3. ZRENDE, ASCPRUIIAREhES—SL Y NERBL, KY RTEATEDLSICL
£7.

FMICOVWTIE, TAmazon EKS 1—H—74 R, ® TEKS Pod Identity Dft#HA ZEET D, &
SRLTLSEEL,

BIiR SR

/A Important

Pod Identity l&. 2277 RA® Amazon EKS TO&HR—KMENTLVET, Amazon EC2 A
>~ AR AD Amazon EKS Anywhere, Red Hat OpenShift Service on AWS, £izlFtJ)L7
N &x—2 R Kubernetes 7 AR —TRYFR—REhTLVEREA,

« Amazon EKS 3 A&Z— (/N\—2 3> 1.24 L)
« ZNALE AWS CLI KT Amazon EKS 95 A X —ADT YUt A kubectl
c 2ANDTIVECAAWS 7AHDN(VAARATHIONTOEARA)

Amazon EKS Pod Identity Agent 24 > AKN—)LTF %

9 AZ—T Pod Identity ZfEA 9 % ICl&. Amazon EKS Pod Identity Agent 7 RA > Z A 2 A K—
NTBDUENHYVET,
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https://docs.aws.amazon.com/eks/latest/userguide/pod-id-abac.html#pod-id-abac-tags
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-how-it-works.html
https://aws.amazon.com/eks/eks-anywhere/
https://aws.amazon.com/rosa/

AWS Secrets Manager d1—H¥—HA R

Pod Identity Agent 24 > AR =)L BIC&

« Pod Identity Agent 7 RAZZ VT AR—ICA 2 ARN—=ILLET,

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

Pod Identity ZfEf L T ASCP Z:&E T %

1. RYRATIECATIHBENf B> —UL Y M secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret D7 VL AF U ENFETEI T I ABFARY S —&EK
LEFT, RUZ—OFICDVWTIE Tthe section called “Bl: % 0 —OL v h&EFdk, iLikT S
TOEAFFIT 1 ZZRLUTLKEZ L,

2. Pod Identity ® Amazon EKS H—ERZT U NILANBIEZHFRH N TES IAMO—)L&4E
BLUET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]
}

IAMARD S —ZO—NWICTRYFLET,
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aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. Pod Identity ®EIES T ZERL FTo HIICDOWTIE, "Amazon EKS 1—H—H4 R, @
"Pod Identity DBSE T ZERT B, ZSRBL T EZ L,

4. RY RICNIURNTBI—UL Y NEIBET S SecretProviderClass ZERL £,

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

SecretProviderClass (&% IRSA & Pod Identity D EKIEWIE, F723a>n/NTX—
& usePodIdentity T3, chik, RETF7O—FEZRETSA73a>071—)LRTY,
EELBWESE, F7FILRNTREY—EATHT> MO IAM O—J) (IRSA) A"EAEIhET,

« EKS Pod Identity ZA 3% (Cl&, "true", "True", "TRUE", "t", "T"OLTHhHD
BEERALEXT,

- IRSA ZBHRWICERTSICE, "false", "False", "FALSE", "f", or "F" OLWTh
HOEICERELET,
5. /mnt/secrets-store I, >—OJL Y NEIXIDURNTBDRY REF7O/4MLET,

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. 7ZA4X—hK Amazon EKS VS AR —%Z2 AT RHER. VF7AZ—1"HS VPC IZ AWS STS
TVRRAVMNHBDEZRBELTILKEEVN, TV RRA NOEROFHICOVWTE,
TAWS Identity and Access Management 1—H—HA R, O "4 82— I A AVPC IR
KAV B ZBRLTLSEZ L,

>—=JLYRNDIIVY NZRIAT S
=LY RMFELKYIRENTVBRCEZRIATAICE, XAOAN RERITLET,

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

Amazon EKS FIZ ASCP # Pod Identity & #& 3 % 142


https://docs.aws.amazon.com/eks/latest/userguide/pod-id-association.html#pod-id-association-create
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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Amazon EKS Pod Identity |C Secrets Manager D> —2L Y RADT O EAZHFTTBICIE

1. RYRHFTIOELATEIHEN B —UL Y M secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret D7V AF U EZNFETDI T IV ABFAR > —&EK
LET, RUZ—0HIZ DV TIE Tthe section called “fl: B% D —U L v K&k, LRTS
TOEAFFIT 1 ZZRLUTLSEZL,

2. —ULYBPNEREEKLTVWEVESF. Secrets Manager T>—2YL Y NZHERLET,

N R
RY ROFTOSERETRE, BEAEDIF—ERRTEET,
OAVFFOLIF— XY E—Y&RRTHICE

1. ROIAXZVRT, RY RFEDVARZMBLEY, F7FI)ILNOBRZEFZERAL TV EWVWES
. -n NAMESPACE ZfERL TS EZ L,

kubectl get pods

2. RY REBRIZICE, ROOXVRT, BIOATYTTREOFERY RO KRY RIDZFEHAL
£9 (PODID DFE)e T7 I NOBEZEZFEAL TVWARVWESIE, -n NAMESPACE ZEH
LTLEEL,

kubectl describe pod/PODID

ASCPDIZ—Z2RTRTBICE

e 7JONAF—0OJTEHMERERETSICIE. XOION RO PODID I, csi-secrets-store-
provider-aws RY R®D ID ZAHLET,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

H—EAT7HDTKN(RSA) O IAMO—=I)LTAWS —IL Y NERETO
NAFX—CSI =2ERATS

KNew o
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BIREM
FOEAHBZRETS
« XV hFB—IVLYPNERBETD

« RSN -—F142T

Bl RS

« Amazon EKS 7 5 A& — (IN\—23 > 1.17 LAk&)
« ZNL7E= AWSCLI & KT Amazon EKS 95 AX—ANDT It A kubectl

TO AR ZERET

ASCP (& Amazon EKS Pod Identity ZERfE L. IAMO—J)LERXTELET, O IAM O—)LO IAM 7R
=TT OEAHAZRELET, ASCP?&‘ IAMO—)LZz5|Z2FHd &, FEtehiz>—oL v
MADT I EAFANMMEENET, OO TFHE. IAMO—LICBEER TS TVAEVRY,
=LY RNITIOEATEFREA,

Amazon EKS 7R ¥ RI(Z Secrets Manager D> — 9 LY RADT IV EAZFATSICIE

1. RYRATIVECARATIHBENf 52—V L Y NI secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret D7 VL AF U ENFET DT IV LABFAR > —&EK
LET. RUZ—OHICDWTIE Tthe section called “fl: % D> — o L v K&k, LTS
TOEAFTFT 1 ZZRLUTLKEE L,

2. U2 AZ—HIZ IAM OpenlID Connect (OIDC) Z7ONA X =N B VBEIKERL £, FMICD
WTk, "TAmazon EKS 1—H'—HA R, O "TOFZAX—IC IAMOIDC Z7ONA Z—%/ER T
%1 BBBLTILKEEV,

3. H—EAT7HOROIAMO—)LEZERL T, RUS—ZTRYFLET, FMICOVTIEE,
TAmazon EKS 1—H%'—HA R, O "TH—EAT7HI RO IAMO—)L&ZERTD, 2SHBL
TLEEL,

4. TZTZAXR—N AmazonEKS VAR —%=2ERAT3HERE. VT AX—HH% VPC IZ AWS STS
TVRRAVID BB CEZRBELTILKEEVN, TV RRA NOEROFHICOVWTE.,
TAWS Identity and Access Management 1—%'—HA R, O "4 82— I A AVPC IR
KA b1 ZZRLUTLKEZ L,
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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RNORNTBI—TJLYRNZEZHBETS

ASCP AN (77ANATLLEDT77A4ILELT)AmazonEKS RICY DV KT BT —D

Ly NE¥EBIFSIZIE, the section called “SecretProviderClass” YAML 7 7 4 )L Z#ER L &

¥, SecretProviderClass Tlk, YU RTBI—ILYRE, ThSONVUNIFEAEND
T7AINEBNFIARNENET, SecretProviderClass l&. 589 % Amazon EKS Ry REFL
ZHZEBICHZIUENHYET,

=LY F7FAINELTNDRNTD

ROFIEE, Y27 ) YAML 7 7 14 )L (ExampleSecretProviderClass.yaml &
ExampleDeployment.yaml) Z#AL T —JL Y NZE77AILELTR I NTBDHEZERLE
ED

Amazon EKS T —JL Y RNZENDINTBICE

1. SecretProviderClass Z#7/RY RICEALET,

kubectl apply -f ExampleSecretProviderClass.yaml

2. RYREFZ7O/MNLET,

kubectl apply -f ExampleDeployment.yaml

3. ASCPR77A4NZEXIRNLET,

NZTNa1—-FT12YT
RY ROFTOSERETRDE, BEALDIS—ERRTERT,
OAYFFOIS— Ay E—VERRTBICR

1. ROOAXVRT, RY REOUARNZEBLET, F7FILNOBNZEEFEAL TVWEWVES
&, -n nameSpace ZERAL T &L,

kubectl get pods

2. RY REZRIZICE, ROOXVRT, BIOATY T TREOFERY RO KRY RID ZFEAL
£ (podId DEFEE)e T7 A NOBRTMEEZFEAL TVEWESWE. -n nameSpace ZFEHA
LTLEZL,
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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kubectl describe pod/podId

ASCPDIZ—%Z2RTTBICE

« TONAA—OJ THABRERET DI, XROIN> RO podId |, csi-secrets-store-
provider-aws RY R®D ID ZAHLET,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« SecretProviderClass CRD A1 AR—=)LEhTWB L Z2BERALET,

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

CMN> RIE, SecretProviderClass HARALVY —AERICBBIDEHRZEIRLET,

« SecretProviderClass 77 TV RHERE N & 2B LE T,

kubectl get secretproviderclass SecretProviderClassName -o yaml

AWS ~—2O LY NEREZ7ONAFT—0O]— R4
ASCP ORI EF ORI NO—IL OB

f5l: Amazon EKS Pod Identity —E A (pods.eks.amazonaws.com) A0 —)L%5|&€ =+, £y 3
BT ENFTBREZFTFATS IAM AR > —:

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Service": "pods.eks.amazonaws.com"

}I

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

SecretProviderClass

ASCP Z#AL T AmazonEKS ICYDO > N3 —2L Y N% YAML T
Mthe section called “SecretProviderClass OfFf”) #SBL T EE L,

SecretProviderClass YAML #&i&

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

RAELERT, HICOVTR

INFX=B2T74=)LRICE, ATFOXTRNVIITANDFHBAASENKT,

J—az

(A7230)Y—ILYRAWS U—23> O, COT7 1 —)LREFEALBEVES, ASCP &
J—REQDT/F—23op5)—a ERRLET. COBRETR. NIVRNUSIANC
F—N—AY RFBMEND =, KBOKY REFHATDIISARXR—TCY—J 3L EEETD

CEEBHHLET,

ASCP 06l

147



AWS Secrets Manager d1—H¥—HA R

EFIC failoverRegion £#IEET S &, ASCP AN —arhs5d—oL Yy NERTL
£9, EE55HDI—JaUNBAOBEBEERET4xx IT7—%RLEBE., ASCP VT hD
—OLYRENTURLEEA, =LY M) region ASEREICEEBENS &, ASCP &
TNI—IOLYNMEENYTRNLET, region SR —IL Y R EEICHBENEVED
®, failoverRegion M SR EFICHEBEE NizEE, ASCP EEBEhizAFNOI—UL Y NME
NI BNULET,

failoverRegion

(723 )nT1—)LREEHDE, ASCP IF region TEEBEhTWVWB -3 &,
CcO714—=)LRTEEENTVR -3 hs50>—IL Y NEBZEITTLET, €55
AO)—23a N RAOBBEBRET 4xx T5—2RLEHE. ASCPIEVWTho—oL Y
REXIURLERBA, —JL Y MY region ASEEICHEBE DL, ASCPIEZD
=LY MNMEERDURNLET, region A8 —IL Y RAEEICEHEBENEVED

M, failoverRegion " SR EFICHEBE NizBE, ASCP EEBEhizAFOI—UL Y NME
ZENJVNLET, cO71—=I)LROFEABIICOVTR, "YILFV—23202—DOLYERD
J7IANA—N—1 ZZRBLTLEET,

pathTranslation

(FA7°232)Amazon EKS D7 7 AL BRI, Linux DAT Y1 () DXRSBENAXYY) XEHNE
FNTVEBEICERATIE—DEBRYF, ASCP Tlk, NARHWXENFEENATVWE T 7 A

NEEKL, NTURTBRERTEREA, KDYIZ, ASCP BFE/NAXLV) XFZBIDXFIC
BEWMAET, CO7A—)LREZFALEVES, BRXFICET A —AO7 () FEAESH

£9, HlAEF, My/Path/Secret l& My_Path_Secret ELTY VU RENFET,

NFOE#RZHSICE. XFF False ZABL T EE W,

usePodldentity
(A723aV)RBAT7O—F2RELET, BELBEVWES, F7FINRNTRY—ERATHIY
ho IAM O—JL (IRSA) IC%& VW & T,

« EKS Pod Identity ZEHA 3% (Cl&, "true", "True", "TRUE", "t", ELE "T" OLTHh
NPOEZFERALET,

- IRSA ZHARKMICERATSICIE, "false", "False", "FALSE", "f", ¥LE "F""=0WT
NADEICKRELET,

preferredAddressType

(F7°2 3 2) Pod Identity Agent DT> RARA > NBEOBEIP PRLAZRATEEELET,
— D7 1—)L Ri& EKS Pod Identity et ZFER I3 BSICOHKBEAHAE A, Y—ERXTHI KD
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IAMO—)ZFERAT3BEERFEFAETNET, BETRANFENMNFRERFIEhELA. XDEZ

BETEET,

« "ipv4", "IPv4", EIE "IPV4" — Pod Identity Agent IPv4d T RARA4 > NOER Z58%|L
E3C]

. "ipv6". "IPv6"., Ef-ld "IPV6" — Pod Identity Agent IPv6 T R4 > N fEMA % #EIL
9

« BEBL -BEBIYRRANERZEAL, A IPA I RRABNZEL T, IPv4 A
RBUEBEREIPVE I RRANCTAF—INYILET

objects

NOURTB2—ULY RO YAMLEEZEUXFY YAML BEITOXFIEEEGEN1T () X
FEFERIZDZCEEHBOLET,

objectName

WNH, BIBTA—IULY REERNTX—2DEBRZEEL £¥T, Secrets Manager 035
&, hiF SecretId NTXA—RTHY, >—ILYRNODAYRTVEFRLEEER
ARN OVThAZFEATEET, SSM Parameter Store DIFE. < hiF/NZ X —2 D Name
THhY., NFA—BZOBRMELIZELHARN OVWThHA EFERATEET,

objectType

objectName T Secrets Manager ARN Z A Lz VB S IF4E, secretsmanager £izld
ssmparameter ®VIFhAICKEY) ET,

objectAlias

(7> 32)Amazon EKS ARY RADI—ILY NDTT7AILNE, cOT71—)LRZEEBEL
B 2FE. objectName A 77 A ILBELTERRENET,

filePermission
(A723NT—OLYRNERDURNTDTZPANT O ELAFAZEETS 4D 8 EXF
e COT714—=)ILREEELBZEVEEEK., F7FIKNT"0644" ICEV)ET,

objectVersion
(F7aN>—oLybhoON—=2a3a2> IDN—=232 DR, 2—OJLY NEEETBHLEDV
CEFOMBENELUD D, ChFEREShETBA. T7FIINTR, BFH/N—2a3a N ER

ENET, failoverRegion ZEHD &, DT 1—J)LREFE T4 D objectVersion
IC&VET,
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objectVersionLabel

(FA72aNN=2a>OIAVTAF7#IMTRE, &#FH/N\—2 3> AWSCURRENT (27
VET, FFMICDOVWTIX, Tthesectioncalled “>—2L v NN\N—23 27, #28BLTLKEE
W, failoverRegion ZE%% &, COT71—)LRIE7Z 4D objectVersionLabel
CZEVY)ET,

jmesPath

(723 N>—OLYMNADF—HS AmazonEKS ICX T RENBD 774 IILADIVE
O DT 14— REFATDICE,. 2—UL Y MEZ JSONFERICTRIHENHVYET,

CD71—)LREFEATZEHEAE, Y77 14—JLR path 8L objectAlias EEH D44
ENFHUET,

INA

=LY MNMED JSON ADF—MEDORTHSDF— T4 —=ILRICNATUHNEENT
WBiEER., —ES|ARTIAT—7ULEY, ffl: path: '"hyphenated-path"’

objectAlias

Amazon EKS RY RIZN I RENBT7AINB, 71— ILRECNATHFEEFhTVS
BEk., —E5|ARTIAT—7LET, fl: objectAlias: '"hyphenated-alias"'

filePermission

(A723)—OLYRNERITURNTDTIFPANTOEAHAZIEETS 4 KD 8 EX
Fo, CcO7 14— REBELBVEE, F7ALNTRATZSIIONOTI7ALTO®
AFAICHZYNET,

failoverObiject

(FA7232) D7 1—)LRZEELEHBE. ASCP IE7Z 4~ objectName TIHEE
Thiz>—2oL v N&, failoverObject, objectName 47 7 1 =)L RTHEES iz
=LY OBEBEORBZHAITLET, EESMHNFIAMOBBELZRET4xx TT7—ZIRL
H;E, ASCPIEVWT DS —ILYRNEXDURNLERBA, =LY R TSA4T
objectName A SEHEICHBE DL, ASCPREETNDI—IL Y MEDTY T RETVE
T, —ULYRD, 754X objectName A SEEFEICEHBE A2 EEOD, 7T
A F—/\— objectName A SRFEEICEEE NIZFES, ASCP E¥D (B hik)>—7
LYy NMEZEXYDRNLET, COT71—)LRZEHDHEEE. 71—J)LKobjectAlias &
BHBIRBENHYNVET, cOT7A—ILROFEABFICOVTIEK, TRIO—ULYRNITIA)
F—N—TF21 ZZRBLTLEET,
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BE. CO7A=ILRETZIAINF—N=2—OLY M LTVATRBEVEEICEALE
T, L7VAZEEITZEOHICOVWTE, "IILFU—2322—JLYRDT7IAI)NF—
N—1 2ZRLTLEE,

objectName

TIANA—=N—2—OLY NOBREIEEIFTLE ARNARN Z2FHAT25H45. ARNAD
1)—23 k7 4—)L R failoverRegion E—HITBMBENHV)ET,

objectVersion
(A723aN—OLY R ON—=232IDTZ4X1) objectVersion E—HLTWLW3
PDENFHVEST, N—23a > IDk, >—ILYNEZEETIEPICEFOXLEN ELD
), ChiFEREhFERA, T7FIIINTR, BFN—2a2HFEREhET,

objectVersionLabel
(A723)VN=2320TAVFTATF7#2INTR., &#H/N—2 3> AWSCURRENT

CVWET, FMC-COWTIEF, Tthesectioncalled “>—o LY NN—2327) #SBL
TLEEL,

Amazon EKS 7RY RICZ—OL Y N EX D NT 2= DELRM A SecretProviderClass 52 E & ERK
LET,

Pod Identity

[E L Amazon EKS V75 AX—N>—2U L v N&EATS SecretProviderClass:

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
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kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass O

chsnflaERL T, ERETEXEKST T F D SecretProviderClass R EZER L £
Bl: BBIRZE ARN T —OIL Y NEX T RTD

COPITE, 3D2DEBBRATDI—IULYRNEXIVRNTDHFEERLET,

« TEZARN LK 2 TEEEhIZZ—ILY B
- BRITEEENES—TLY K
« =LY NOBEODN-3 D

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

Bl. >—OLYKNDPESF—ELEORTZEITVRNTS

COBITE, JSSONFERD>—IL Y MDA SKHEDF—EENORTEIVVNTBFEZRLET,
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apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

Bl: 77 ANT O ECAHAATS—ILY NEXTNTS

COBITE, BEDTVTANT IV ELAFAZEAL T —ILY NENDIRNTBHFEZRLET,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

Bl: 7T ANF—IN—FREDH

chsDfITRE, >—JLYRMDT7IAINF—N—2RETDHEEZRLET,
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RWFIV=232>—=0LY NOT7TAI)NF—N—

COBITR, BROU—TIVILTUS—RERES—ILY NOBB7IALA—N—2RET
BHEERLET,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

AO—OLY NZT7ITANA—-N—-TF3

BT, (LZVATRBEW)BIOS—JLY NMADT7IANA—N—ZBRETDHEERLE
ER

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

TN —2R

Amazon EKS T® ASCP OFERAICEETHEHMICOVTIE. XOVY—RAEZSBLTLEEL,
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« Amazon EKS T Pod Identity Z £ 3 %
« AWS>—JLYRNEREZTONAZ—DOER
« GitHub ®AWS Secrets Store CSI RZ A /\—

AWS Lambda B8#{T AWS Secrets Manager >—27 L VY KNz
EE

AWS Lambda &, ¥—N—07OEDaZ X EBZILITICI—RERITTEDLDICTS
H—N—LAAVE1—FT14 T —EATYT, O—HEETHS Parameter Store AWS Systems
Managerld, FRETF—ZFBEBLEI—ILY NEEBOLEONDREBEBRANL - ZRHLET,
AWS Parameters and Secrets Lambda Extension Zf#H L T, SDK Z#At 9 (C Lambda BT
2 —% AWS Secrets Manager L ¥ ~ & Parameter Store /N X—ZZBBLTHF vy v 1 TEFR
T COIREBEEDFERAOFMIC OV T, "Lambda RO Y /N—HA Ry @ TLambda BT
Secrets Manager — 2 LY hZEFEAT21 2SRBLTLEE L,

Lambda T Secrets Manager >—2 L Y NZFEHTS

Lambda #*AROY /N—H 4 RIZEF. Lambda BEZ T Secrets Manager >~>—7J L Y NEFERATR1-HD
BIENBEFIEFZBHENATVWET, BBRIZICE. UTOFIEZERTLET,

1. TLambda B8%{ T Secrets Manager > —2J L Y h&FERA TS OBRBHFI—RNUTIICRHVE
T, chiZlF, ATFAEENET,
« FENT > XA L (Python, Node.js, Java) T Lambda BHZERT S
c AWSNZX—Z&ES—TUL Y MO Lambda ILR#EEZL 1 Y —& L TEMNT S
« REBT UV LAFAZERETS
- HREEEN S —UL Y NERBITRLHOI—REZRERTS
- BABETANT D

2. % v YT IARERRALTINGE, ERMEOBEERET S LHOREERIC OV THAL
3]

3.—0JLYy R NA—T—23 EERIZBORANT ST 1 AZEETS
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VPC T Secrets Manager & Lambda ZfEH 9 %

Lambda B§#A" VPC TERITE N TV BIFEF. ILRMEEEN Secrets Manager ZH VO H T Z &N T
EDELSICVPCIVRRA U NEERTDHBENHYET, FHICDOVWTIE. the section called
“VPC T RiRA 2 N (AWS PrivateLink)’s 288 L T E&E L\,

AWS NS A—RE—9L Y NO Lambda HEEREERED

C DILRMEETIX, Secrets Manager > —% L ¥ N & Parameter Store ®/NZ X—X D5 % H

BTEEXT, ILRMBET Parameter Store DNT X —RZFERTHHEOFHMICOVWTIE., TAWS
Systems Manager 1—%'—7i4 K, @ TLambda B8% T M Parameter Store M/NZ X —X DO EA 4

ZSRLTLEEY,

Systems Manager ® RFIXV NI TAEENRET,

. JLIRHEBED" Parameter Store &iEHET 2 J53E D A% SR

* Lambda BSBICHLARMBEZIBINT D 5L D FHiFA

« IRMEEZRETILHORELH

c NOX—RZBBIHLOOHTIIIAXUR

s HR—RENTVBRIIXTOT7—FFTIOF v EU—23 0 OHREE ARN OEEBZD AN

AWS Secrets Manager T—> I MO EHR

Secrets Manager Agent M {48 &

AWS Secrets Manager T—2 I Nk, AVE1—TFT 1 2 JRIELMET Secrets Manager A 5> —
LY NaERTR2AEEEENTDIOICKRIDIVTAT MO HTTP Y—EATT, ChiEX
DH—ERAEBATEET,

+ AWS Lambda

« Amazon Elastic Container Service

« PRV ITAT 1Y JKubernetestt—E A

* Amazon Elastic Compute Cloud

Secrets Manager Agent &> — 2L Y NZBMEBLTIXEVICF YV 13BN, 77U r—23>
l& Secrets Manager Z B HTRH VY IZ localhost A5 —UL Y NEREBTEET, Secrets
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Manager Agent 22— L Y NOAEFRIMBD CENTEET, P—ILYNEZRETRH QT
EFEHA,

/A Important

Secrets Manager T—> I M, TREDO AWS REEE#HR = £ A L T Secrets Manager %
HOHLET, chiZlE, >—IL Yy bhEF21UT10OELEICEILD Server Side Request
Forgery (SSRF) ICX T2 REAEENTVWE T, Secrets Manager Agent Ik, 7 # )L KT
BEEBAENF—RBELTHRARNEF ML-KEM F—XRBrZ2FEAL F T,

Secrets Manager Agent DF ¥ ¥ > 1(CDWT

Secrets Manager Agent &4 > XEVF v v > 1&FHT S 2%, Secrets Manager Agent Z FBitg
IREFrYVvIAN)EY RENET, UTICESVT, Fyviaieghikd—oL Y MEEZEHH
ICEHLET,

s 7 A NOEHBEE (TTL) (& 300 T

s RE7 74N ZFEALTTIL ZEETEEX T,

- BEHE. TTL OBXMHRAVMNLERIES—DILYRNEVIIAMLEEEILCHELET,

(@ Note

Secrets Manager Agent IZIEF v v > 1 BMLEFEENET A, FYYZI1TINUDOESR
HRAYINZDEIIC—IL Y R O—F—3 295 &, Secrets Manager Agent (& & ()
S—ULYMNMEZRTZENDYET,

Secrets Manager Agent l&, GetSecretValue DL AR RAERUERXTI—IL Y MEZRL &
T, —ULYMERFYYIIATHESILENEEA,

N =R

 Secrets Manager AgentZE )L RF %

« Secrets Manager Agent 24 2 ARN—)LF %

« Secrets Manager Agent ZfEFFAL T —JL Y R ZHIETS

« refreshNow /N X—&ICDWT
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« Secrets Manager Agent D
« A7 A KEE

- OJ5®K

- EX1VTAICHITREEEE

Secrets Manager AgentzE )L R9 %

FRIBITBHEIC, 77V N7 A—LAOEEREY - & Rust V=AM AR—)LlEhTWE &
ZHFBLTSEZL,

(® Note
macOS T fips WEEZBMICLTI—JIV M ZRBETZICE, BEAOEBRIBET
ER

« xcrun --show-sdk-path OERTOFERICFRES Nz SDKROOT & WSIRBEERZ/ER
I%

RPM-based systems
RPM AR—ADZATLLEICEETSICE
1. URDKNUTRMENATWS install A9V NEFEALET,

AOVTNE, BEBRIZS A LR SSRF N—=0>&24%EK L., 774) /var/run/
awssmatoken ICRBELET, N—D &, 1 VARN=ILARAVUTRNIERTS
awssmatokenreader JI)—7IC&k > THRAEY AIEET T,

2. FTUT—YAVHN—IVTTANERABNDESLTBER, FTUT—SIVHE
T921—Y%—THT> N% awssmatokenreader I —TFICEBINTDHBENHV)ET,
BIZE, XD usermod AN REFERALTRN—O 277 AN EZIBBD T OV AFAZEZT 7
Dy—2a Il ETEERT, T <APP_USER> &, P75 —>3 &RTI51—
#—ID T9Y,

sudo usermod -aG awssmatokenreader <APP_USER>

RREY—-ILOAZARN=IL
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AL2023 BED RPM R—ADZ AT ALATR, ARY—ILIIN—TZAVAR=ILET,

sudo yum -y groupinstall "Development Tools"

3. RustdA2AN—=)

"Rust RFIXZ K,y O "TRust DA ZAR—)Ly OERICEVET,

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4., IT— I NOIEE

cargo build I~ > RZ A L T Secrets Manager Agent ZEJL RLF T,

cargo build --release

RIT771I)I& target/release/aws_secretsmanager_agent IC&H VY E T,

Debian-based systems
Debian R—AD AT ALALEIZBETSICE

1. ARY—-ILOAZAN=)

Ubuntu 7% & ® Debian X— AN AT A TIE, build-essential N\Y o —2% A4 AM—=)LL
x£9,

sudo apt install build-essential

2. Rust®1>ARM—)

"Rust RFIAIXUKN, O "Rust DA AR—)L1 OERICHEVET,

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. I—SIRNDOBE
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cargo build A~X > RZ A L T Secrets Manager Agent ZEJLRLE T,

cargo build --release

RIT7 74 )I& target/release/aws_secretsmanager_agent lCH V) £7,

Windows
Windows TEJL RFB(CIE
1. BARREBORYNT7YS

MMicrosoft Windows RF 1 X N3 @ "Windows for Rust THRREEZLEZY N7V T
%1 OFBEICHVET,

2. I—CIVRNDOBE

cargo build I~ > R%&ZfEH L T Secrets Manager Agent ZEJL RLE T,
cargo build --release

RIT77AM4)IF target/release/aws_secretsmanager_agent.exe ICd V) £T,

Cross-compile natively
FATA47CoARAANAMLTBICRE
1. 20RO NANY—=NLZEA2ARN=ILTB

Ubuntu & &, mingw-we4 /Ny T— FRIAREER T4+ ANUE1I—>3> TR, 70AX3
INANWY—=ILFI—""A AR =ILLET,

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. RustEJLRZ—T"Y hNZ2EMTS

Windows GNU EJL RZ—7"Y R 242 AR—=)LLET:
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rustup target add x86_64-pc-windows-gnu

3. Windows HICEJJL RT3

Windows ADI—>2 T2 N2 V0XAAVNAIILLET:

cargo build --release --target x86_64-pc-windows-gnu

ET7 74 )& target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe lICH VI ET,

Cross compile with Rust cross
Rustcross ZFEALTZ7OAONAMILTBICE

DOROAVNANWNY =UDN D ATATRATATICFATERZVES, Rust 2 0O0AXA7AO2 1Y
NEFRTEET, FMIC DOV TIE, https://github.com/cross-rs/cross ZZ B L T &L\,

/A Important
EIRRREIZE 32GB DT 1 RAVBREZHEHLET,

1. Docker 2ty KT VY7
Docker 24 > AMN—)LLTHEELET:

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. Docker PO EAHAI#RET S

d—YH—% Docker ZIIL—7IZBMLET:

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker
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3. Windows HICEJJL RTSB

VORZA2ARN—IIL, RITART7AILZRELXT:

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

Secrets Manager Agent 24 > AM—J)LT%
RDAVAN=INATZ3arA8AVEI—T1 2V IREBEEZBERLET,
Amazon EC2
Amazon EC2 T Secrets Manager Agent 24 > ARN—I)L T3 IZ &
1. BETALINVICBETS
RETALINIICEELET:
cd aws_secretsmanager_agent/configuration
2. AVAN=ILNARVVTNEERITTD
DR N TRMHBENTVS install RVV TN ERTLET,

AOUT KN, BEEICS ALK SSRF h—9>%4ERK L., 774) /var/Tun/
awssmatoken ICRELET, k=02, 1 AN =LAV IUTNIERT S
awssmatokenreader I —7IC&k > Tix&ELVY) AIRET T,

3. F7VT—>3>0OF7 I AHKAZRETS

F7Ur—2a s FRTENhd1—Y—TFHDU > MN% awssmatokenreader JI)L—7°ICE
mULET:

sudo usermod -aG awssmatokenreader APP_USER

APP_USER &, 77 —>a > pfERTENZd1—H—IDICBEHRAET,
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Container Sidecar

Docker Zf# A L T, Secrets Manager Agent 2 7 7)o —>a>e—RICHA RA—>F7F
ELTEFTTEET, TOR, 77T —232IF Secrets Manager Agent A2 #t320—H)
HTTP 4 —N—#»5>—JL Y NEEBIETEE T, Docker DFMICDOWVWTIE. MDocker RF 1
XVbh1 ZZRLUTLKEZV,

Secrets Manager Agent D4 RA—AV T FZERT B ICIE

1. I —< T b Dockerfile Z#4ER T %

Secrets Manager Agent 44 RA—2>2 7 F A ® Dockerfile ZERL £ :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. F7 74— 3> Dockerfile ZERT

DZAFT > NT7)Tr—2 3> A0 Dockerfile ZERL £7 .
3. Docker Compose 7 7 4 JL&ERT B

Docker Compose 7 7 A/ )L &ZERKL T, EERXY NRD—DA 2 BZ—TIAATHAOI T
FTEEFITLET:

/A Important

Secrets Manager T— I MNZEFEAT SIS, F7UT—2 3> 0 AWS REEER
ESSRF h—92 20— RITBDHBENH') ET, Amazon EKS & Amazon ECS (2D
WTE., UATZZRLTLEEL,
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e TAmazonEKS 1—H'—HA R, O "7 O AOEE
+ TAmazon ECS RO Y/N—HA Ry ® "TAmazon ECS Z A7 IAM O—)L

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. I—CT2RMNAFUOIE—

secrets-manager-agent /N4 F1J %& Dockerfiles # & U Docker Compose 7 7 1 )L &£ [F
UCF4LIRMNJICOE—-LET,

5. AT T ORBEERT
Docker Compose ZRA L. IV T+ ZBE L TERITLET:
docker-compose up --build
6. XDOFIE
DZ5A4AF> NI TFH S, Secrets Manager Agent AL T —UL Y NEEBTES

KSICHEVYWELLE, FHMICDOVWTIE, Mthe section called “Secrets Manager Agent % 1/ L
To—OLYyhERETSE ) 22RBLTLEE,
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Lambda

Secrets Manager Agent %Z Lambda JLR#EEE L TNY T = TEE T, RIC. Lambda BIEK

LA V—&UTEML, Lambda B8 A S Secrets Manager Agent Z U HL T—2oL Y b

ZHBLET,

ROFNE, https://github.com/aws/aws-secretsmanager-agent DY > 7 )L AT )7~
secrets-manager-agent-extension.sh ZFAL T MyTest EVWSHBID>—IL Y %
EXfE L. Secrets Manager Agent Z Lambda JL5R#EEBEC L TA 2V ARN—ILTBHFEZRLET,

Secrets Manager Agent Al M Lambda 3R EEZE R T B IZ (&

1.

2.

I—2IRNLAY—ZNYT—21LT B
Secrets Manager Agent J— RNV T —2 D) —KAS5, KOOX > RZRITLET:

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionArn')

SSRF h—U 2 %2RET S
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T—2I2RMDFT7HIRERETIE, SSRF h—U2F, BRIICEREES N
AWS_SESSION_TOKEN F /=& AWS_CONTAINER_AUTHORIZATION_TOKEN IRIZFEZH
(SnapStart ABMICE 2TV S Lambda BHOER¥ER) THRETNLEICBBNICERES
hETF, Fh&E, Lambda BEBOEENEZFEAL TAWS_TOKEN IRIEZHZEET A &
ETEET, chiF, COEBNMED2 DRYEBEENDIZHTT., AWS_TOKEN FRIEZE
BEFRTIHEEE. TORELH%E lambda: UpdateFunctionConfiguration MU' H
LTRETDHLENHYET,

3. LAVY—ZBRICTEYFIS

LANY—/N—232 % Lambda BBICT XY FLET:

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. BHI—-ROEH

X-Aws-codes-Secrets-Token AY A —{E%Z LEEDREBEZHA SEBL /2 SSRF h—0 >
DEIZFREL T http://localhost:2773/secretsmanager/get?secretId=MyTest
DUIT)%RITIBDESIC Lambda BEZEHL., >—IL Y hZEEL T, Lambda #k
REEEDIELEBRROBEICRETS LS, P7Ur—2a>—RICERFTODY I %
ERLTLSEZL,

5. BE#%ZETANTS

Lambda B ZHOHL T, —JL Y RAELKEBEIATVD ZE ZHRALET,

Secrets Manager Agent ZFAL T—JL Y NZEB TS

=LY NZBRBTBRICEK, >—UJLYPNDOBEIERLFEARN ZIVTUNTA—RELTED

T. O—HJ)L® Secrets Manager Agent T RARA4 > N Z2HPHELET, 7 7L KTk, Secrets
Manager Agent [&<—%2 L ¥ N® AWSCURRENT N—2 3> Z2BEBLET, BION—2a>2BET
%Ik, versionStage £k versionld N X—XZFEALET,

/A Important

Secrets Manager Agent ZRE T2 EHICIE, I I AN X-Aws-Parameters-
Secrets-Token D —FHELTSSRF h—U U AYVR—ZEHDIHLEN B ET, Secrets
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Manager Agent l&. COAY A —ZFLBEVIITANPERMSE SSRF N—0 > &2FEO2UD
TARNZEBLET, the section called “FREA T >3 >2" TSSRFAY A —FEHAZNA
ATEZET,

BEET Y A

Secrets Manager T—> T ME, AWS FREEEHRZONA S —F I —2Z AT % AWS SDK for
Rust 2 AL ET. chsS D IAMFREEEFRD ID (k. Secrets Manager Agent > —2J L v N ZEE
TREOOT UV EAFAZRELET,

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

HEROFEFMICOWVWTIE, Tthe sectioncalled “7 UV AFFAICETA )77 L A" #5BLTLKE
=L

/A Important

2 —2L Y NMEAD Secrets Manager Agent ICEIVIAFEND &, dAE1—FT 14 TREL
SSRF N—=U2IZT7VEATED I NTOIL—H—7H Secrets Manager Agent ¥ ¥ v > 1 A
S5—OLYRNITIORLATEERET, FHMICOWTIE. Tthe sectioncalled “2F 1T 1 IC
E92EREE" ZSRLTSEZ,

VOTANDHI

curl
Examplefl —curl 2L T —OL Y NZEE TS

XD curl DFIE Secrets Manager Agent 5> —JL Y NEREBITDHEZRLTVWET, D
BT, SSREAMVAR=ILAVUTRNIR 2> TREEND T 7AMIINICEETEIHESHICK
BZLET,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
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echo

Python
Examplefl - Python Z#ERAL T>—JL v hZ2EB TS

XD Python MHllE Secrets Manager Agent 5> —J LY NZEEBTHHZEZRLTVET,
COFITIE, SSRENFAMVAR=ILAVIVTNCR 2> TREEND T 7AIILNICEETEIHNESH
ICHEEFELET,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")
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refreshNow /N X—Z(CDWT

Secrets Manager Agent l&, 1 XEUF vy 2 12FEALTI—IL Y MEZRTFL, EHHIC
BFHLET, F7AILRTE. COEHFHFE. BRHR (TTL) FIhi&, BEI00RHIELIS—D
LYRZUODTIARNLEEZEICRELET, L, COT7O—FTR, HlICFrv>1IT N
OEMERAINDFIC—IL Y M O—FT—232LEEE, —JL Y MENEL< KD LN
HVET,

COHIRIZKIET B =8, Secrets Manager Agent l& URL T refreshNow E VWS /NS X—2 %Y
R—=BMLTVWET, CONTX—RZFEAL T, >—JL Y NOECHRKEH ZzEHEL, Fvvia
ZENANALTHRHFOBERZBMEBTEET,
T7 72 ) N DEE (refreshNow 75 L)

s TTL OBMHRAYINZDETFryyv 2 1chiEeERALET

c TTLORICOKS—ILY REEHLET (74 M 300 )

s FYYIIOBMHRAVNZFICS—ILY NFO—FT—>329%&, HWMEZRT AR
HABYET

refreshNow=true TOEE
s FYVIA1EZELICNANALET
- Secrets Manager ' 5 B, &HO—IL Y MEZEREBLET
« FYYIEZHUWMETERL, TTLZUEY MLETY
c BICBRHO—ULY MEZRIBIBDLRSICLET

>—ULY MEZRHEHTS

/A Important

refreshNow O#HAEIE false TT, true [CERET D &, Secrets Manager Agent :%E
T77AI)NTEEENL TIL A" LEE S h, Secrets Manager N®D APl J—LA"TThh&E T,
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curl
Examplefl —curl AL T—IL Y NEEHIEHIT S

R®D curl OfllE Secrets Manager Agent 5> — LY NZ2BBIBHZEZRLTVET, <D
BTk, SSREAAMVAR=ILNAVITRNCR 2> TREEND T 7AMINICEETEIHNESHICK
BELET,

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Examplefl - Python Z#ERAL T —JL v N ZREEH TS

R D Python MHllE Secrets Manager Agent 5> —J LY NZHEBTHHZEZRLTVET,
BT, SSRENAMVAR=ILAVVTNCR 2> TREENDT7AIINICEETEIHNESH
CHBFELET,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)
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# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

Secrets Manager Agent D&

Secrets Manager Agent DEREZZE TSIk, TOMLEREZ7 7ML EERL, RIC ./
aws_secretsmanager_agent --config config.toml ZHUHULET,
REAFTIAY

log_level

Secrets Manager Agent DO THEEZ N B FFML X JL: DEBUG. INFO, WARN, ERROR, %
72I& NONE, 7 #JLNI&E INFO TT,

log_to_file

T 7AIFEIF stdout/stderr ICOAYT ZERBETBDHEDH: true £ falseo F7 ALK
true T9,

http_port

O—AJ) HTTP H—/N\—0DR— NIk 1024 ~ 65535 T, 77 AL N& 2773 T
region
DOTANIFEARATD AWS V=232, D=3 0 EEE N TOWERWES, Secrets Manager

Agent I SDK A5 —2a>ZRELE T, FMIC DOV T, TAWS SDK for Rust Developer
Guides ® "Specify your credentials and default Region; 2B L T &L\,

ttl_seconds

FrvIi1Eni-BEO TTL (WEN) OB 0 ~ 3600 TF. 74/ 300 T, 0 &
FYYI ARV EERLET,
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cache_size

FYVYIAIILRETED—ILY NOBRKRE, &Ik 1~1000 TT, 7 #J)L M&E 1000 T
9,

ssrf_headers
Secrets Manager Agent #* SSRF h—0 2 ZHBEITEIANYVEI—FZDOIV AN, F7FI)KE TX-
Aws-Parameters-Secrets-Token, X-Vault-Tokeny T49,
ssrf_env_variables
Secrets Manager Agent /" SSRF h—V 2 ZIBEHFICF I Y VTHREEZEHEDOD
AR, WIEBZHIC(E. AWS_TOKEN=file:///var/run/awssmatoken ® &SI
N=O FERN—=DO2 T 7AINANDSRBREEDDENTEET, 74N

(. AWS_TOKEN, AWS_SESSION_TOKEN, AWS_CONTAINER_AUTHORIZATION_TOKEN
7,

path_prefix

JDOTARNDSNAR=AQV IV IARNDESHZHHT A EHICERAENBD URIZTLT71v D
Zo 5_“72‘-)1/'\‘* r/V1/J -C“j-o

max_conn

Secrets Manager Agent A"5f A1 9% HTTP V247> M S DEZEORZ AT, &EHE 1~1000
T9, 7#) ME 800 TT,

A7 3 e

Secrets Manager Agent l&, --features 754 % cargo build IZBET & T, F7> a3 #ee
TRBETEEXT, FIATEDIHERRXDESYTT,

B

prefer-post-quantum

X25519MLKEM768 ZREBAENEVWF—X|T7IILIVXALICLET, ThUAILLEHEE
NATETIN, BEOBEEICEARYEB A, X25519MLKEM768 (&, N1 7 U Y ROKRA K
EFtEF17F—\TIIVAXALTT,

fips

I—-CI2hTEATNZIESAM—NZ FIPS BRROBSOHKICHIRLET.
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O sC &

O—Alz0JR®

Secrets Manager Agent (& 1og_to_file BREZHICHELU T, IT>5—% logs/
secrets_manager_agent.log 7 7 4 JL £ /=& stdout/stderr (CO—A)LTOTICRELE T,
77— 3> Secrets Manager Agent Z 'L T2 — L Y NZEIBTHE, ThSD
FOHELEO—AILATICRRENE T, CloudTrail AT ICERRENELR A,

AJ0—7—>3>
Secrets Manager Agent I&., 77 A4J)IA"10MB IIETHEHLVWOT 774 &2EKL., BFTT
BRS5 2000774 ERELET,

AWS H—EZAOJ &
% & Secrets Manager, CloudTrail, & /(& CloudWatch I[CIFIEEEnFEB A, Secrets
Manager Agent 5> —2JL Y REWMBIBIVIIARNE, ChsoOJICRREhEE
A . Secrets Manager Agent A" Secrets Manager ZH UL T —JL Y RZEBTH &, ¥

DHEVUHL IE aws-secrets-manager-agent 288 1—HY—I— IO MXFHEEHID
CloudTrail IZREER&ENET,

the section called ‘53 A7 3> TOAJREE AT a>a2RETEET,

tF1VTFAICHTRHERESE
EERAAY

IT—CIRNRTP—FTIOFvOEBE. EBERXAVE, I—2T NIV RKRA ME SSRF

N=OUICTOLATEDSEMTHY), BERKRANEETT, AlLEF21V T 1 hHlZHET
%1%, Secrets Manager Agent D3 R X 1 (&, Secrets Manager 535E1E A R A AT g8 7%
RAXASE—RTEIHENHYET, HlAIE. Amazon EC2 Tlk. Secrets Manager Agent {5
BRAAIE, AmazonEC2 DO— )L 2R TR BEDORMBBRO RXA 2 ERUICKYET,

/A Important
Secrets Manager RBAHE®RA 77U r—>avicOvoshiI—2I >NV Ja1—-23
VEREFEFALTVWAEVEFIVFTAEROSVWTIUTS—>3> Tk, SEEBEO® AWS
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SDKs RizlEF ¥ v 1Y) 1—3 2 OERERFNITIVBENF Y ET, >—IJL YD
A OVWTEE, "T>—JL Y hOEES, ZZRLTSEZ WL,

C++ AWS SDK Z fEf L T Secrets Manager >—7 L v NMEZEH
893

C++ 77 —>,3a>niBElE. GetSecretValue £ 1z ld BatchGetSecretValue ZHA L T SDK %
BEENFUOHLET,

RDOFIT, Secrets Manager >—2 L Y NOEZRBIZHEERLET,

MWEIZFF I secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
e

\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient

secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();
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}

JavaScript AWS SDK %Z £/ L T Secrets Manager >>—2 L ¥ NME
ZHBT D

JavaScript 777U —> 3> 0FEE, getSecretValue £l batchGetSecretValue Z
LT SDK ZEERVTHLET,

RDOBIT, Secrets Manager — VLY NOEZRETHHEZRLET,

PEZFFA:secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1},
I
console.log(response);
/7 A
// "$metadata’: {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: @
// Y,

// ARN: 'arn:aws:secretsmanager:us-east-1:xXXXXXXXXxxx:secret:binary-
secret-3873048-xxxxxx",

// CreatedDate: 2023-08-08T19:29:51.294Z,

// Name: 'binary-secret-3873048',

// SecretBinary: Uint8Array(11) [

// 98, 105, 110, 97, 114,

// 121, 32, 100, 97, 116,
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// 97

// 1,

// VersionId: '712083f4-0d26-415e-8044-16735142cd6ba’,
// VersionStages: [ 'AWSCURRENT' ]

// %

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;
}
I

Kotlin AWS SDK % ffEf L T Secrets Manager D> —2 L v NME%
2R N s

Kotin 777U —> 3> MiFE k. GetSecretValue & =& BatchGetSecretValue ZfEH L T SDK %
EEFUOHELET,

R DOFIT, Secrets Manager >—2J L Y NOEZRBIZHEERLET,

HEZFFAl:secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -
val response = secretsClient.getSecretValue(valueRequest)

val secret = response.secretString
println("The secret value is $secret")
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AWS

Secrets Manager

Q—H—H1 K

PHP AWS SDK % L T Secrets Manager >—%2 L ¥ NME%ZE
BE5 %

/
1=

PHP 7 7°U4—> 3> MFE. GetSecretValue £/IE BatchGetSecretValue ZHFEHAL T

SDK Z EENUHL T,

RDOBIT, Secrets Manager —2IL Y NOEZIRETS 2 HZEZERLET,

PHEZFFA:secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample

code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;

use Aws\Exception\AwsException;

/**

* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-qguide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17",
'region' => '<<{{MyRegionName}}>>',

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,

PHP
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1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

Ruby AWS SDK % {# L T Secrets Manager D> —%2L ¥ NME%
HNETS

Ruby 77U —>3a>MBAE. get_secret_value £ild batch_get_secret_value Z{#
HALTSDK ZE#ENHUTHELET,

IXDPIT, Secrets Manager >—VL Y NOEZRBITZDEEZRLET,

MWEIZFF ] secretsmanager: GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
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end

secret = get_secret_value_response.secret_string
# Your code goes here.
end

ZERALT—UL Y MEZEIET S AWS CLI
HEZFFAl:secretsmanager:GetSecretValue
Example>—2L Y NOBES{LEhES—IL Y NMEZEB TS

IRD get-secret-value OFITE, BEDI—IL Y MENBEBENET,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

ExampleBI D —2IL Y NMEZEET S

XD get-secret-value OBFITRE, BIND—IL Y MENABIEEIET,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

BEEALTNYFARAO—OLY NOTI—7%E1E 95 AWS CLI
PHEIREFT:

* secretsmanager:BatchGetSecretValue
- MBIBD>—UL Y MNIEIZ secretsmanager:GetSecretValue D7V AFANBETT,
« 71 R2—%ZFERATBEHESE., secretsmanager:ListSecrets EX4ETT,

TOEAHFARIS—OFIZDWTIE, Tthe section called “fl: /NY FT>—oL Y NMEDT )L —T
ENETRLEOOTIVEAHFUN ) #SBLTLSEETL,
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https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-secret-value.html
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/A Important
BMELESELTVRTIL—T7AOMERNS—IL Y N2BBTH2EOOT IO AHFAZER
93 VPCERIS—%FZEL TWBIHES, BatchGetSecretValue E—2L v MNMEZEIR
9., IZ7—NREhET,

ExampleB B BICRRE NS —IL Y NTIL—T D> —JL Y MEZEIET S

XD batch-get-secret-value MHITRE, 3 2O —IL YR DI—IL Y NMEZEIBLET,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example7 1 LB —TERL =2 —OL Y NTIL—T0O—OL Y NMEZERIET S

R®D batch-get-secret-value OHITEE, "Testy EVSBHORINFTVES—ILY ND
>—OLY NMEZRBLET,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

AWS OV —)laEBALT—ILY NMEZEBT S
—OLYy hZEBITHICE (AV—-I)

1. Secrets Manager ® >V — )L (https://console.aws.amazon.com/secretsmanager/) Z B & &
9.

2. —JLYBMDODUARNT, BIfBI5>—ULYREBERLZET,

3. [—YLYybMNEILEI>IVT, [—VLY MEOERE ZEIRLET,

Secrets Manager Ic—2L Y NROBED/N—2 3> (AWSCURRENT) A"RRENET, >—7
LYy oD /N\—= 3> (AWSPREVIOUS X HARALATGRIFGFEN—IDRBE)ZRRTSIC
l&. the section called “AWS CLI” ZERAL £,
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https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/batch-get-secret-value.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/batch-get-secret-value.html
https://console.aws.amazon.com/secretsmanager/
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T AWS Secrets Manager >~—%7 L v N Z£EHA 9% AWS Batch

AWS Batch &, TNYFIE1—FT4 20 D—O0—REXRTIBDDICKIEET AWS V5
R, ZEHATSE AWS Batch, ¥ 7 —2 % AWS Secrets Manager >—2 L ¥ NZREL.
TATERTSRIBET, BMBF—REZDIATICEATEET, FHMAICOVWTIEE. TSecrets
Manager Z AL LEETF— 2 DIEE, 2SRLTIEEL,

)Y — AT AWS Secrets Manager CloudFormation >~—2 L ¥ k
ZHBTD

%# {9 % & CloudFormation, BI® CloudFormation Y —ATHERATZI—UL Y NEHET
EFET, " MBOBIFIATRE, T 2—I9LYRMNIFR—DFy—NERLENAT—REED
To—UJL Y RhZERL, RIC, 2—OL Y RDS, FILLWF—ER—ADORIRFHRE L THE
A921—YH%—ZX—LENAD—RZERBLET, TO—ILY NZEERTIHFELCOVTE
CloudFormation, i ZZ8BL T & L CloudFormation,

CloudFormation 7> 7L— KT —OL Y N ZEETRICE. BNV T77LAZEALET, A
XY DBRERTDE, BNV T7LARKS—YL Y ME%Z CloudFormation DY —RIZTILT B 1
., >—ILY MEBRE/N—RI—RITBIBEGFHVEEA, KDY, >—IL Y NZRBFEL
& ARN TSRLET, FAFTIVIVTFPLOAR, FEOVY—A7ONTAROI—UL Y K
ICRLUERTEERT, VDY—AXZF—A (AWS: :CloudFormation: :Init BE)HWICH D> —7
LY NIHLTR, F4AFIVIOVT7PLORAZEATEICERFRTEREA, ChiZkY, >—2
LY MEA DY —ILICRRENTLES2HTT,

=LY RNIHRTRAAFTIVIOVITIFPLYAONE—2%, RICRLET,
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

>—2L Y KNID

=LY BRNBEEGES—ULYMNARN, AWS T7HI RO —JLY NCTI7EATSIC
. >—JLYREEFERATEET, BIOAWS THI RO —OLY MCTIEATSIC
. >—JLY DO ARN ZFERALET,

json-key (7> 3 2)
BEZRBITAIRTOF—FEZEELET., Z2EELBVEEjson-key, E>—IL Y hTFA

N £4k CloudFormation ZEIBLET., cOEI X NIRIOOAVXF (1) ZEHBDERFTESE
BA,
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https://docs.aws.amazon.com/batch/latest/userguide/specifying-sensitive-data-secrets.html
https://docs.aws.amazon.com/batch/latest/userguide/specifying-sensitive-data-secrets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-init.html
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version-stage (F7°> 3 )

ERATZIVIVON—232 2—JLY MNIZ—Dv—R, AT—22I7IR)\LAFAO—T7—>3
VMBRICEETEEN—TJAVEERITRIEDICEAENET, version-stage 2FEHATS
BEk, version-id Z2I8ETBHLIFTEEH A, version-stage £ l& version-id,
ZEELAZWVES., 772 KT AWSCURRENT E VS SRILOFVEN—J3 UAEBEN
TP, cOEIAVMNIRFRIAVXF () ZEHD LR TEFEE A,

version-id (F 7> 32)

FALLEVWS—OLY hON—23 > 0BEERBBFZIEELE T, version-id ZEEL Z5E
l&. version-stage ZEELBWVWTL &, version-stage £/ version-id Z1EE
LiEWBE, RIZF 7 2L N Tk AWSCURRENT EWSN—TJ 3 BB EhET, cOtT X
YMIRIOAOVXF () ZEHB LR TEXREA,

HMALCHOVWTR, "T—O9LYRNIZ—Y—DI—IJLYRNEEBETDEDD, FA4FIvIL
TJ7LA%ZERATE) 25BLTLSESL,

(@ Note

BREN)ELTNYIRTZ YD 1%2EHAL THNSRBEZERLBEVWTSEEV,
CloudFormation & C NS NSBERRTERVED, VDY—RAICEENfBELET,

GitHub ¥ 3 7 T AWS Secrets Manager —7 L Y K2R T3

GitHub 37T —UL Y hEeEATSICE. GitHub 7O a2 ZFERALTAST—IL Y b
ZHE L AWS Secrets Manager , GitHub 7—2 7O0—TNY AV EhZREZHEL TEMT
ZBET, GitHub 7o 232 OFMICDOVWTIE, GitHub RF 1 X M® "Understanding GitHub
Actionsy (GitHub 7223 IC2VWT) ESBL TS EE L,

GitHub REBIC— VL Y R ZEBMT R E, GitHb P37 DMOITXNTOATY T TEEFNT—0
LY RAERATERRDICRWERT, RBEAD—IL Y MFEBEAETNZOZHE<ICE,. "Security
hardening for GitHub Actions (GitHub 72> 3> 0Ot* 1) T 1 8{L) OHA A A>T
=L,

—=ULY MEDNFILHZRIBEBELE LTRETEERT, £z, XFIH JSON DIFE
(&, JSON ZfEM L T ISON F—EEOARTCEICRBEEHRZRET D EETEXRT, >—7
Ly MEANA TV DHEEREXFIICERENETT,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
https://docs.github.com/en/actions/security-guides/security-hardening-for-github-actions
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S—OLYRDSERENEREZHRZRRITDICE. FNYITOTZ2EBMCLET, FHMAICOVWT
l&. GitHubDocs @ "FN\vJOJ 0EML) 2SBLTLSEEV,

=LY RDSERENERELEHEZFEATSICIE. GitHub Docs O TRIBEZH, #25RBL L
=L,

BB SR AF

To2oavaEFERATSICE., £ AWS REEHRZHREL . configure-aws-credentials
7\7’ Y7 FERALTGtHUIbAWS U—2 3> RIBT 2REITHIHLEN H VY E T, GitHub OIDC 7°'O
N R ZERALTEEO-) 25122 F5ICF. "GitHub 7 7/3/®AWSm£Fﬁ 223>
DERE) DERICH2TLKEEZ Y, ChiZLY, AMHAEOEVRAERZEATE, EMOT IVt
AF —% Secrets Manager ODAFICRFTIHLEN BL<BYNET,

To2arhslERR3IAMO-IILICE, ATOTF7 IV EAFANZETT,

« BT3B —UL Y RNCIXT D GetSecretValue
s INXNTODI—IL Y BMNICHTS ListSecrets

c (AF2a)T—UL Y MY THEBI{LKMS key ENTWBHEEIE., Decrypt® HAXIY—EE
:\:_o

BHMAICOWTIE, Tthe sectioncalled “SREEE 7V A hO—)L7) #SBLTLKEET,
EAAE

TO2aveFERAIRICE. ROBNEEAIZDATY7TZD—070—-ICEBMLET,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId2
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false
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https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/enabling-debug-logging
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://github.com/aws-actions/configure-aws-credentials
https://github.com/aws-actions/configure-aws-credentials
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NTA—=&

secret-ids
—2L Y NARN, BHl, BEI7L 71 Y902,

REZHBERETAICEK., ETREZHBEZADL, TORICO—IVLYRNIDEAUNEIE
ICABDULET, HlZIE, ENV_VAR_1, secretId x> —2L Y N secretId /S ENV_VAR_1
EVWSBROREZEHEERLET. REZHBICE. AXFOEFE, HF. BLETUHA—RA
A7 zEATEET,

TL74YORZFEATRICR. SXNFULEZANL, TORITARVRAVERTET, flx
(. dev* FHEAIA dev THEDIXNTODI—ILYRNI—HLET, MBTEDZ - —7
LY NOBEKREIE 100 TF, BREBEZREL., TLT7 AV TANEHOI—IL Y hE—HTS
BE, TUOYaVEEABMLET,

name-transformation

TF7AIRTR, CORTYTREI—IVLY RBPSEREEHEBEZERL. AXFOEF, ¥
F,TOR=—AATORENEENDEDICEHBRL, BFETHESHEVELSICLET, BRIONXFE
IClk, lowercase T/MNXFEMEATE N, none TAXFENNFEZZEELBEVKRSICATY Y
ZERETEEXT, 777 )L MEWR uppercase TY,

parse-json-secrets

(723 FT7 2 NTR, REZBENFD—IL Y MEA® JSON XFFLEICHREETIE
9, parse-json-secrets & true ICERETD L., JSSONHDF—ELEDRT ZLICRELH
FERENET,

"nameJ X "Name, & & JSON THERAE D F—NAXNFELEIXFEXRTREE. 7
SAVENEELTHETRHEITEELTLEEY, CNFAI. parse-json-secrets %
false ICEREL., JSONZ—2UL v MNMEZEBIEBETLE T,

REZHOHE

TOYAVICE>THERENLERREZROZFIE. TOEBORERD>—IJL Y MERAUICK
WET, REZHICES—IJLYRMKYEBLVGBREG4N BB, TOLEEGHZERET X
SIE—ULY REBIEBBRENFET, A, MNFRIRAXFIEEBREINET, >—JL YD
JSON 2§ 2848, RELZHRBICES—IL Y NBE IJSONF—BOEENEENET, BIX
(& MYSECRET_KEYNAME), M FZZEBLBWVWKRSICT I AV EZBRETEERT,

REZHOMR 184



AWS Secrets Manager d1—H¥—HA R

2ONREBEZEBNRELUBATRDDE, PUO2AVREELET, TOLH, REZRICEATIH
BMZETAVTAELTEETDHLENHYET,

BRIANBREITDAREMEN HDHE:

« BIZIE. "MySecrety EWSHEFNDI—IL Y NE Tmysecrets EVSBRINS—UL Y MNEE
55% "MYSECRET, EVSHBOREZICAKVYET,

« TSecret_keynames EVSBRIND—UL Y hE, Tkeynames EVSBRIOF—%FD
MSecrety EWSHAFD JSON FifEhiz—UL Y NE, £€55% TSECRET_KEYNAME, &
WS EFORBEZRICENET,

ROBIZRTKSIZ, ENV_VAR_NAME EVS BRTIOEREERT DI AT AEEET S LT,
REZHEBERETEET,

secret-ids: |
ENV_VAR_NAME, secretId2

ZOITAITA

« parse-json-secrets: true ZFEL T, ZOIA VT ARAZAHNL, RIZHAVUN, >—DL VY
NIDDIBICANTRDE, PO VRREZRICHENENLZ IJSON F—ERFUBRENFTET,
EHEICES—IL Y NBREREENEHA,

=LY NIBEMWEJISONFEENATVWEWEES, 7O2a i1 DOREZHEERL.
—OLvYRNBERLUBHZRTET,

« parse-json-secrets: false ZFREL T, ZOIAIUTAZALL, RIZAIRES—D
LYNIDOIEIZALTRE, PTOOIVERREBILIAVTARAZEELBA D EBEERLUK
SICEMENTET,

ROBlIE, ZOTAVTAZRLTVET,
,secret?
£l

Example 1 B81& ARN T —JL Y hE2HB TS

ROBITIE, BEiE ARN THEBIEh3>—IL Y NOREBEZEHEERLTVET,
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- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ERE N -BIELTHK

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValueb
SECRET2: secretValue7

Example2 7L 74 Y VATHEDS—IL Y N EIXTHETS

ROBITE, BRI beta THEDINTOI—JLY NOREZEHEZEKXLTVET,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta’

EREN-BIEBELTH

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3>—2L Y NA® JSON Z T3 %

ROBITE, >—TL Y NA®D JSON Z T L TRIBEHRZEKL TVET,
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- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret?2
parse-json-secrets: true

—2L YN test/secret 2k, XO>—OL Y NENBYET,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

=LY b secret2ZlF, XO—UL Y NMENBHYET,

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERE NEIREZTH

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: '"key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 REZHAICIXFZFEHATS

ROBITRE, MFZOEMTRREHRZEXLE T,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName

B
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name-transformation: lowercase
ERE NEREBELH:

examplesecretname: secretValue

GitLab AWS Secrets Manager T ZfEH 9%

AWS Secrets Manager (& GitLab £#E&Ec N TWVWE T, Secrets Manager >—2L Y N&FAL
T GitLab FRAHEHRZRE L. GitLab T/N\—RIO—REThBLLBBELSICLET, KDYIZ, 7
7 —23 A GitLab CIICD INA 754> T2 a7 %#E{T9 % &, GitLab Runner I Secrets
Manager # 5 chsn>—oL Y NERBLET,

COREEMEATSICIE. IAM & IAM O—)LIZ OpenlD Connect (OIDC) ID 7°0/V 4 & — AWS

Identity and Access Management Z/ER L &3, —hl-kV), GitLab Runner l& Secrets Manager

S=OLYRNITIVEATEDLSICHK) KT, GitLab CI/CD & OIDC DFMAIC DWW T,
MGittab RFIX by ZZRLUTSEZL,

ZREHE

JENBD GitLab 1 VAR AZFEAL TVWBEE, O Secrets Manager & ZFERTH &R T
EFEBA. RDWIC, ENTVY DA VARV AIZE TS GitLab D RFIX RN ESBLTLKES
Wo

il HR SR

Secrets Manager Z GitLab EHEET 3. ROBEZFHEZTLET,

1. AWS Secrets Manager >—%2L Y NZHEKT S

GitLab 23 7 THIfSE h, Chs ORAEHRE/\—RI—RFTDIMLEN %L %55 Secrets
Manager > —2 L Y RARETT, GitLab /N1 754 %% ET D & E k., Secrets Manager
=LY NIDABETT, FMIZDOVTIE "TAWS Secrets Manager > — 2 L v N &{ER T
B, EBBLTIEZ,

2. IAM >V —)LT GitLab Z# OIDC Z7ONA X —IZLET,

CDATY 7T, IAMO>2Y—)LT GitLab Z# OIDC Z7’ONA X —ICLET, FHMICOWT
l&. TOpenlD Connect (OIDC) ID Z’O/NA Z—DEK L KT "TGitLab RFIX b~y Z5R
LTLEEL,
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https://docs.gitlab.com/runner/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.gitlab.com/ci/cloud_services/aws/
https://docs.gitlab.com/ci/cloud_services/aws/#configure-a-non-public-gitlab-instance
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.gitlab.com/ci/cloud_services/aws/
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IAMO>Y—=)LTOIDC J7ANA X -2 KT EER. ROREEZEALET,

a.
provider URL %Z GitLab 1 VARV AICERELE T, HlZ(F, gitlab.example.com

T,

audience £ (& aud % sts.amazonaws.com [CEREL E T,

3. IAMARUZ—E&O—-I)ZEKTS

IAM O—=J)LERD S —ZERTRDXVENHYET, COO—)LIF AWS Security Token Service
(STS) ZfEH T % GitLab ICK 2 TEIEZ WS nET, FMICOVTE, "THAXRLEERY
= FERALTO-I)LZERTS) 2ZRLTEEL,

a. IAMO2V—=)T, IMMO—-IZEKTZEEICROBREZEALET,

« Trusted entity type Z Web identity [CERELE T,
« Group % your GitLab group [CEREL F£ T,
« AFY T2 THEALELOERALFO/NAZ — URL (GitLab 4 > AR A) IZ Identity
provider ZE&RXEL £ T,

c ATV 2THEALLEENDERUNREIC Audience ZBRELE T,

b. RICRIDI, GitLab AO—I)L%ZBIEZ TR LEFANITIEERV—0HITT, B8
RUD—IZEAWS PHI KN, | GittabURL, 8K 7O TV RNAHN I ARENT
WBRENHYWET,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-
provider/gitlab.example.com"
},
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-custom.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-custom.html
https://docs.gitlab.com/user/project/
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]
}I
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"

c. F7/. GitLab I AWS Secrets Manager"®F7 VA% IAM R > —ZERT B 24
ENHYET, CORVI—ZFEERI—ICBNTEET, FMICOVTEK, TIAM R
)2 —%7ERT 21 Z2ZRLTLEEV,

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:your-secret"

}
1
}

GitLab AWS Secrets Manager & D&

AREZHZTT LS, Secrets Manager ZfEA L THRIMEHRZREBE TS LS IC GitLab ZFRETE
E S

Secrets Manager 2R T2 &S IZ GitLab /N1 T TSA >V 2RET S

GitLab CI/ICD BRE7 7 AN ZUN T DBEHRTEHM I I HBEN HV KT,

« STSIZREENEN—UDOREE,
 Secrets Manager ®>—2 L Y N ID,
e GitLab/ N4 754> T3] %#ETT3EE(C GitLab Runner X8|&€Z(F% IAM O—)L,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.gitlab.com/ci/yaml/yaml_optimization/
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« —=UJLYRHIREENHAWS V=232 TLWS,

GitLab & Secrets Manager #5>—7JL Y hZ2EBL., TOEZ-—KI7AILIZRELET., 0D
T7ANNODNAE, 774247 ClICD ZEERERIC CIICD BERICREFEEIhET,

A&, GitLab CI/ICD RBREZ7 7A4IILDO YAML 77 A )LD AZNRY T,

variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:ro0le/gitlab-role'’
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

FHHICOWVWTIE, TGitLab Secrets Manager fi6 M RF¥F I X~y Z5RBLTLSEE L,

HEICHUT, GitLtab TOIDCREZTANTEER T, FHMICOVTE., "OIDCEEDTAKIC
B892 GitLtab D RFIXT b Z2ZRLTSEEL,

NSTNa—F427

LA &, Secrets Manager % GitLab EEETHEEICRETDAREMN HD — RN EBENNS T
N1 —FT 12T’ IBEET,

GitLab Pipeline @ &

GitLab /N1 724 ORBBENFREL BERE. UTZHFELTSEEL,

s YAML 7 7 A I)ABYICT7#—IY RhEhTWVWB, FHIICOVWTEE, TGittab D RF I XU b
ZZRBLTLKEZV,

* GittabNA 7 ZAVRBRELVWO—-)LZBIEZFTHY . BYIBTIVEAFTEEL W AWS
Secrets Manager >— 7L Y RADT IV AZHFE>TVET,



https://docs.gitlab.com/ci/variables/#use-file-type-cicd-variables
https://docs.gitlab.com/ci/secrets/aws_secrets_manager/
https://docs.gitlab.com/ci/cloud_services/aws/#test-the-oidc-configuration
https://docs.gitlab.com/ci/cloud_services/aws/#test-the-oidc-configuration
https://docs.gitlab.com/ee/ci/yaml/
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TO/D)Y—A

LTFDUY—2AlE, GitLab & AWS Secrets ManagerliCB8$2BBEO RS 7IL>1—F 14 VIR
5F9,

» GitL,abOIDC D hZ 7N a—FT 12T

e GitLab CIICDNA T ZA4 > DFI\NY T

s NSTINa—FT129

T AWS Secrets Manager ~—2 L Y & #ERT% AWS loT
Greengrass

AWS loT Greengrass I&. 777V R#EgEZO—HILFNA AIZILERIDBYTIRNIITTYT, chilk
v, FNAARRBHRFRICEVTF—R2EZPRES LT 2MLT, O—HILARY NZEBWICRISL
A—ALZRY RD—OTEWILZEICBETSENTEERT,

AWS loT Greengrass Tl&, /NAT—R, k=02, EFLEEOMO>—IL Y hZ/N\—ROD—F1
VT BEBEL, AWS IoT Greengrass /N4 AN SH—EART 7V r—> a3 TRIAITEE
9. AWS Secrets Manager 2L T, >— VLY REIVTIVRICRL2ICAFESRVEETESR
9, & Secrets Manager Z AWS loT Greengrass 17 7/\ 4 AIZ AWS loT Greengrass L5k 9 % =
., dXVZE Lambda BHEEO—HIL>—IL Y REFERLTH—ERR T UTr—>32 &%
VERY) TEET,

>—2L Y ~h%& AWS loT Greengrass )L —7'ICHE T B Ik, Secrets Manager >—7J L Y N &5
BIBTIN—TVY—-RZ2ERKLET, COZ—IL Y MNIY—RAR, BEFFSN ARN ZEH
LTSI RI—IULYRNESBLET, >—JLYRNIVY—REER, BB, FHTDHEICOV
Tk, AWSIoT #ROAYN=HA RO "—OL Y NIVY—ANERA Z5RBLTSEEL,

>—2L Y 7% AWS IoT Greengrass Core [T 7 O4¥3IC1&k, ">—2L Y K% Core ICF77 O
4 9% AWS loT Greengrass 4 2B L T EE L\,

INTA—RANT T AWS Secrets Manager >—2 L Y N Z2EHT
2

AWS Systems Manager /NZ X—Z ARNT &, EQ;"'E"T ZEBE—ULY NEEOLZH DR
BRANL—DZRMLET, NAT—R, F—ER—AXZFH, BLROPTFAEAT—REED
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TF—RENTA—RBEBELTRETDCENTEET, LEL, NDA—BRARNTREREFEEIND D —
LY NOBBO—F7T—23a>H—ERZRBHMLTVEREA. RDYIC, NTX—FRARNTZFERAL
T. Secrets Manager IZ>—2V LY NEREFETDICENTE, NTXA—BARTONTA—RELT
TO—OLYNESRTEERT,

Secrets Manager ZEAL TNTXA—RARNT ZHRETHIHFE. secret-id / NTX—FAKNTFTT
&, BRIXFIORIICAZY> 1 () FRETT,

I OVWTIE. " AWS Systems Manager 1—H'—7HA4 Ry @ "NGX—=—RARTINZX—=2H
5 M AWS Secrets Manager ~>—2L Y hOSHE, 2B LTEEL,
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AWS Secrets Manager >>—27L Y hOO—F7—> 3>

AO—F7—>3>&lRk, 2—OJLY N Z2EBNICEHF IR LHOO07O0CAODZIETT, >—YL Y K~

nO— T—/E/Eﬁot =LY KN, BSUIL, F—ER—AFLREY—ERAOFTIAEHRNE

FENET, Secrets Manager Tlk, >—JL Y NOBBO—F7T—>3 2R ETEXRT, O—7T—
aAVICRED 2 20X B ET,

c XF—VURO—FT—Y3Y-BEAEDIZ—VRY—HLY TR, YZ—Y RO—F—¥ 3
CEFEALET, COO—F7T—23> TR, H—EARICE>TO—FT—23aVHFIBRBLVERSE
nNEJ, YX—2Y RO—FT—>3 i Lambda B EFEALEL A,

« Secrets Manager B3NGB —U L Y hOO—F—= 3 - Secrets Manager /\— ~F+—7"
REFETBDZ—ILYRNDEBE, XX—JRAF—ILYy NOA—FT—23 0 2FRALTN—rF—
NDIATLADS—DVLY NEEFHLET., ChiZlE Lambda BEBEXEHV EFE A,

- the section called “Lambda B8FIC L BZO—FT—> 3 " - FOMHO XA TDO—IL Y hDF

4. Secrets Manager —7—> 3 2 l& Lambda B@#ZFEAL T, >—JL Y NEF—ER—-A
FEREY—ERXZEHRLET,

AWS Secrets Manager >>—7L Y NONZR— RO—7T—>3 >

—HOH—ERAF, I—"—ICRHL > TO—FT—2 3 VNRELEEEZTAIIVXR—2RO—FT—>3
VERBHBLTVET, YXF—2 RO—7T—>3 2 Tlk. AWS Lambda B#EFERAL TF—2XR—A
AD—oIL Y NERIAMBEHREEFEFHLEL A,

RDY—EAR, NZX—IJ RO—FT—232ZRHFLTVET,

« Amazon Aurora I, YARX—I1—H—FRABHRONZ— RO—FT—>3 02 RBELET, 5
MMIZOWVWTIE. TAmazon Aurora 1—H—4H 4 Ry ® TAmazon Aurora & & TF AWS Secrets
ManagerT®D/VAT—REE ZZRBLTLEEV,

« Amazon ECS Service Connect [&, AWS Private Certificate Authority TLS SEBAE DN X—
RO—F—>araRHLTVWET, FMIC OV T, "Amazon Elastic Container Service
Developer Guides @ "TLS with Service Connecty ZZBL T E&E L,

« Amazon RDS &, YAZR—1—H—RBEHRONZ— RO—FT—>a 0 2RHULE T, FMIC
2WTIlk., "Amazon RDS 1—H#—74 R1 ® "TAmazon RDS & &' AWS Secrets Manager T
DNAT—REE, 22RLTEEV,
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« Amazon DocumentDB l&, VAR —I1—H—RABEHRONZ— RO—FT—2 3 Z2REHLE
T, FH#IC DOV TIE. Amazon DocumentDB 1—H'—H 4 R1 ® "Amazon DocumentDB T®/\
AD—REE ) KLU AWS Secrets Manager "1 28R L T &\, Amazon DocumentDB

- Amazon Redshift &, BEEE/NAD—RONZ—2I RO—FT—23a>ERHULET, FHEICOWVWT
l&. TAmazon Redshift EEH A K1 ® "TAWS Secrets Manager £/ L T Amazon Redshift &
BENAD—REEETSD, 2RLTEEL,

s YEX—D RAES—UL Y N&E, Secrets Manager /N\— RN F—HFRETZS—IL Y hOIXR—D
RO—FT—2a>&RBELET, FMICOWVWTIE, TAWS Secrets Manager ¥ Z—= RAERS —
gLy hEFERALEY—RN—FT1—>—OL Y NOEE, Z28BLTLIEEL,

® Tip
HOITNXNTORALAT7DO—IL Y MZDOVWTIE., Tthe section called “Lambda BI#IZ &k %
O—7—>3>27", #8RBLTLSEETL,

NEZ—JRI—ILvyhoO—F7T—>32EF. BE1SURNICETLEYT, O—F7—>3 1,
=LY RNEEEBTIHLVELETRK, LaION—2 3> ORMEBEBRIMEBENDEEN B E
o P7VT—2320Tlk, YAZ—1—Y—ZFERATEZIRDYIC, FTVT—23VICHERR
PNOBETERENET—ER—RAI—H—ZFRAITDIEVSIRARNTZ V9T 1 AICRKS e Zi@<
HEOLET, P7VTr—23>1—4H¥—0Fs, TAKZREARICEHSICE. XK1 —H—0O—
T AVHEREFERATEET,

Secrets Manager N\— N F—HRIFFTZ—UL Y NDBE.
NEZF—DRO—FT—23a2ORTD1—-)IZEETBICIE

1. Secrets Manager A2V —J)LTYXR— RI—JL Y hNZ2HEET, EBT—EAASODUY
ZIEB D, Secrets Manager AV =)L To—OL Y NZBRETEET,

2. [Rotation schedule] (A—7—232AT21—)L) ICEWVWT, UTC &4 LY —2 T [Schedule
expression builder] (AT 1 —=)ILRXEILZ =) ICATZ1—=)ILZAHT SN, [Schedule
expression] (A7 21 —)K) ELTATZ1—-)LZASLET, Secrets Manager l&. AT
21—)L% rate() RFELEF cron() RELTRFEL FT, [Start time] (BIRERZ) ZFEEL &
WBRY, O—F—>32T4V RVEFH0ORBICEBNICRBEENTT, >—JLY R4 K
BCEelcO—7T—232ENBRSICRETERT, FHICOVWTR, "O—FT—3 AT
T1—)y ZZRLTLKEZ L,
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https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-secrets-manager-integration.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-secrets-manager-integration.html

AWS Secrets Manager d1—H¥—HA R

3. (#7232 Z)[Window duration] (7 1 > RUHIfE) Tk, Secrets Manager > —2JL v K%
O—7—23>92V14 2 RVOREEBRLET GEHEAOT 12 RUDEFEE 3h 5E),
JAVRIFROO—FT—232TDA 2V RIVICEBRSBEVRDICLTLKEEY, BEEMNOO—
T—=YAVATD1-)LTR, VAV RVHEEEELEVMES, V2RI 1 KRERICE
BRICKRTLET, BRENOO—FT—>32AT21-)IL0FE, V142 RUEGE 1 BOKD
VICBEEMICKRTULED,

4. [RfF) ZBRLET,

NEZ—DRO—FT—23a2ORT21—=)LZ2ZETSICIE (AWS CLI)

rotate-secret ZHTHLET., XOFITRE, O 1 A& 15 BD 16 KA S 18 B (UTC) @
BIZ>—oL Yy MAO—FT—>3vEhnExrd, FHICODVWTR, "O0—FT—23AT21—
i EBELTLEE L,

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(@ 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

Secrets Manager ¥ EE 35 AH>—ILy bhoO—F7—23>

Secrets Manager l&, —EOYV 7RI ITRIA—ERELT, XX RAFH—IL v NERH
LTWET, COMRER., O—T—>3a2Z2HBNICAETEET, BEFEN—ILYNDTA
THAONEEBTRIDOICKRIUEET, NEX—TJRAFP—ILY hNEFEATIE., BEEREELD
N=KRF—ICRFENATVWRSD—ILY RZECHEEODO—T—>I3I VAPV VZHEBEIIHLEN K
<7EV)FETF, Zhik Secrets Manager Ik > TAEBEhET,

Secrets Manager THYR—F 42 TENTVAN—FF—OUARNERTTBICE, "YF—TIR
A —OLY hN—hF—1 ZZRLTLKEE L,

\ll

A2V =)ITO—F7T—>3 2 %%ETS

BHREN—RF—ICL2TEEENES—IJLY NRATELEZEEL TEBRENEBRFEONR—
RAZS—OL Y hOO—FT—>322RETDICE. ROFIEZRTLET,

1. Secrets Manager AV — )L ZHEE T,
2. VAR SYZR—J RAFB—OL Y hE2BRLET,

NZ—I RAB>—IL Y hoO—F7—>3> 196
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3. [RRE]RTEBIRLET,

4. O—7T—23VFERI>AVT, O—TFT—2320mEZERLET,
5. [Automatic rotation] (BEE8IO0—7—>32) ZEMLLET,
6

.O—F7—23UXAEF—2T, O—FT—23aVIIHERN—RMNFF—BBEOXEZTF—2ZBMLE
9,

HOBEBXZTF—RIZDOVWTR, MEN—RNF—HPFRBIDHARTAICH>TLEEZ L,
7.—=9LY NO—F—2 3V OHY—ERATILAFTT, O—F—Y 32 A0 IAM O—J)L &2R

FLERFERLET,

s FILLWO—ILOERZERL T, BEBTIVEAFAZHE O>O-LZEHNICHERLET

e Tk, N—NF—ICBYAT IV LAFTEZE O BREEOO-ILEZERTS

F7AILRNTE, POERAFETES—IL Y MERENEV—J 3 AOBLON—KF—IC

REENET,
8. O—F—>3 AT 1) %K
9. REZEBIRLTO—FT—23 UK

LET (30 HS L ICHBMIO—F—>3>F34Y),
EEALET.

COTOELARICREEND 2 DOEXEEBXRT—RT 41— )LRERXODEHY T,

74—=ILR B7L)

ExternalSecretRotationMetad Salesforce M API/N\—>3a> k&, O—7—>3a 2 ICHELX
ata N—KRFT—EBEEOXRT—AX

ExternalSecretRotationRoleA O—F—>3avIcEAEND IAMO—)L®O ARN &, HEE/N—
n hj__tuxj 76*17:_ 7'|Z7\n£|:—_|-

chsn7 1 —)LROFMICOVTIE, TSecrets Manager Y EETHHH—IL Y NEFERALT
H—RN=—FT1—2—OLYNEEEBTD) ZSRLTLSEE L,

CLIZ#ERALTO—T—>322RETD

XD ?/ RZZFEITL T, Salesforce >—2L Yy hOO—F7T—>3 &R ELET, cOINUR
&, >—2LyYybNID, O—F7—>32 A0 IAMO—=JLARN, O—7—>32A>1-—)L, O—
T—=2a 7OvRICBEEN—NFF—EEOXZTF—R2ZERELET,
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aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'

Lambda ¥ &kBAO—F—> 3>

ZELDREATD—UL Y NDIFE., Secrets Manager l& AWS Lambda B8gkzFERAL T —oL Y
NEF—BAR—AEFERFY—EREZEFHLET., Lambda BHEFEAITZHEESOIANIDOVTIRE,
BE, BBBLTIEE L,

OF—EAICL D TEEEND—JL YN OFE. NRX—IJRO—FT—>3VEFEALE
T NF—YRO—T—232 2FATZICRE. RONCERY—ERAZBLU T —IL Y MEERK
LET,

AO—7—> 3>/, Secrets Manager kAO—7—> 3 OREEZRTARNZOTICRBRELET,
SHMIC DOWTIE, Tthe section called “TOJ 5289 % AWS CloudTrail 75 2B L T EE L,

—=OLvy hEO—FT—232925LHIC, Secrets Manager l&, BRELEAT D 1—)LIZR>T
Lambda %2 OHLET, BEBO—FT—>3aOREFIC—ILY MEEFHTEHL 25
&. Secrets Manager FXOO—7T—2 3V ZFEITR EECEThZEMRO—T—23aV AR
LET,

O—F—3 3>/, Secrets Manager FEBERERZZ/NTX—2Z2FHAL T, BUBHEZEREFVOH
L& 9. Secrets Manager &, XD JSON VIV ITARNBEDONTA—R2ZFERAL T BHZEZFTEHL
7,

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"

}

Lambda E#IZLBDO—F7T—>3 > 198



AWS Secrets Manager d1—H¥—HA R

INTX—=24Z:

ATV -O—7T—232ATY 7 create_secret., set_secret., test_secret., £k lF
finish_secret., FMAIC DWTIE., Tlthe sectioncalled “O0—7—>3a 2 EHD 4 DODATY
771 #BRLTLSEZ,

Secretld-O—7—>r3>9%5>—2L Y O ARN,

ClientRequestToken—-—2L Y ROFLWNN—=2320—END ID, COfEIE, NEZHH
EHRRIDOICKRIEET, FHMICOVWTIEE, TAWS Secrets Manager API Reference @
FPutSecretValue: ClientRequestTokeny ZZBL TS E&E L,

RotationToken—- UV TARNDY—RAZRT—END ID, 5IEZWHO-LELEIVOQATHI K
A—7—>3avzEALEL>—oLy  NO—FT—232VIEHETT, cOO—FT—>3 TR, &
BTHIVRODI—ULY &, BIOF7AHD> MO Lambda O—7—> 3 EHEFEAL TO—
T—23avLET, WThoFEEE., O—7— 3 2 BEHIF Secrets Manager 2 F U 9 IAM
O—J)L%5|& Z(+, Secrets Manager dO—7—>3a> =02 EAL TIAM O—)L ID Z#&3E
LET,

O—F7—> 3> ATY THKRKT S E, Secrets Manager O—F7—> 3> 7Ot Ae 4z EHRLEE
HITLET,

(N =Ry

Amazon RDS., Amazon Aurora, Amazon DocumentDB, Amazon Redshift D—2J L Y NTHE
O—7T—>32ZREILTD

T—ZNXK—=ALIN D AWS Secrets Manager >— 2L Y hOBBO—FT—>3EZBRETD
ZEALTEBO—T—>3 2 %8R ET S AWS CLI

Lambda B8 O—7—2 3 2 Hilg

Lambda O—7—> 3 2B

AWS Secrets Manager —57—> 3 VBT 7L—b
M Lambda O—7—> 3 VEKEFTO-IILOT U AFFA AWS Secrets Manager
AWS Lambda O—7—> 3 EABOXRY NDO—9TF 0t A

AWS Secrets Manager —7—>3> 0O RS 7)o a—F42Y

Lambda E#IC LB O—FT—> 3> 199
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Amazon RDS. Amazon Aurora. Amazon DocumentDB. Amazon Redshift
O>—oOLY NTEBO—FT—>3 %R EICTS

COFI—KRUTILTIRE, F—ER—AT—2L Y NIZ the section called “Lambda BI#IZ & 20—
TV BRETRIFEICODVTIHALET, O—F—>3a>elk, >—YL Y N ZEHNICE
9B LEOOTOLADZETT, =YLy hoO—FT—23a>a{T5E, >—UL VY hEF—2Z
R—ADMES TRIEBNEFENET, Secrets Manager Tlk, F—ERXR—A>—JL Y NDOEF
A—F—>3>aR/ETEET,

OVV—=—IzZFEALTAO—FT—23a 2RETRICE, EITO—T—2a VHEEZRIRIDIMLEND
WET, RIC, O—7—23>0—JLYRERELET, chilkl, ELEREXRERDBEEF
Lambda O—7—2 3V EBNMERENE T, OV —J)LIF Lambda BHETO—ILOT U AE
BREFXELET, HFEODATY LT, Lambda O—7—=> 3 B Secrets Manager &7 —
AR—AOEHIZRY ND—VBHTT IV ELATED L EZRRBIDHENHYUET,

/A Warning
BEO0—7—>328%MICT3ICE@. Lambda O—7—> 3 VBEKAIC IAM £70—
LNZERL, TOO—NICT IO EAERRIS —Z2TRYFITRT I EAFANLET
9, iam:CreateRole FfAl& iam:AttachRolePolicy FAIMOMEA A MBETT, ch5D
TOELAFAZNETDE, PTATTATAREBBICEEOHANEZNETEDLSICKY)

7,
FE:
c ATV 71 O—T—Y3VEBEERL, #7230 TCA—N-"1—H-——0JL Y ZEERT
2
c ATV 7 2O0—TFT—23COREEO—T— 3 EROER
c ATV 3 (AT I O—FT—IaVERICEMOT IV EATAXHZRET
c ATV 4 O—TFT—aVEBAOXRYND—IOT O EAERETD
- ROFIE

F—AR—AT—ILY NOEBO—F—3 3> (A Y—)) 200
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ATY7 1. O—T7T—23aVEBZEERL, #7723 TCA-N-1—¥—-—-JLV
NZERT D

Secrets Manager N2 I 2 HBE OFEMIC DLW Tk, Tthe section called “Lambda BI¥H O —7 —
TAVER ZZRLTLSEE,

RRI—Y—EEZBIRTZHEEE. >— LY NE2EHRTS 21TV, TF—EIR—ANDA—/\—
11— —0OFRIMEHREZICRBETIHEN HYVET, O—FT—2 a0 TCRENOI—Y—0oO—
UNERENETH, BGEAEDI—H—ICETOERNI EVEH, A—N—1—H—0RiEHK~Z
S —UL Y MBETT, Amazon RDS Proxy &, I—H—XXREEEHR—NLTLVEWVC
EWCERLTLSEZL,

ATVY7 20—F7T—23aVOREEO—T—> 3 BEBOER

Amazon RDS. Amazon DocumentDB. F7zl& Amazon Redshift D>—2oL Y hTO—F7—>3 2>

EEMCTRICE

1. Secrets Manager 122V —JL (https://console.aws.amazon.com/secretsmanager/) ZH& £ 9,

2. [Secrets] (>>—YL Y NR=DT, BDD>—UL Y NEBIRLET,

3. ¥—ULvY MNOFHMAR— T, [Rotation configuration] (A—7— 3V E&E) £0< 3 > 0 [Edit
rotation] (A—7—> 3> OfRE) ZBIRLE T,

4. [Edit rotation configuration] (A—7—> 3V REDHREE) FAT7OTRY VAT, ROBEZLNT
WET,

a. [Automatic rotation] (BBIO—7—>3>) #BAMLLE T,

b. [Rotation schedule] (A—7—> 32 AT 1)) IZE VT, UTC ZAL LY —2T
[Schedule expression builder] (AT 2 21— )LREILFA =) ICATZ1—I)LZ2ANTBH.
[Schedule expression] (AT > 1—)ILK) ELTATD1—)LZABLET, Secrets
Manager l&, AT 2 1—)L% rate() XF LK cron() RE L THREFELE T, [Start time]
(FIRIEZ) ZELEVRY, O—F7—232J7414 2 RIJEFRI 0 RICBEBNICHERE h
I, P—UVLY M ABEAIEIIO—T—232TNBRSICRETEXRT, FMICD
WTl, "O—FT—>32AT721—)1 Z2RLTLEZL,

c. (F723Z)[Window duration] (7 1 > RVHIfE) Tl&, Secrets Manager #*>—2 L v k
Z2O0—7—2329%J4RVOREZBRLET CHEDTV A2 RUDFEE 3h &
Eo TAVRINFROO—T—232T4 RVICEBSBEVRSICLTLSEETY, KE
BYOO—F7T—>32AT21—)TR, V1 RUVBEAZEBEELEVES., V12 RIE
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1EBREBCEBNICKRTLET, ARBENOO—FT—>3 A2 1-)L0OBE. J14 R
D1 BOEDY)ICEBNICKTLET,

d (FA72aNBEERELEEZILD—VLYNEO—T—23 2952, [Rotate
immediately when the secret is stored] (>>—7 L Y RARTFEEhZEEICTICO—FT—
>323B)ZBRLET, FIVIRYIRZFT7ILTDE, BRIOOO—T—>3 2K
EULEATZ1—-)ASHBENET,

FIEIEANEEETLTVWAVWEENEBRATO—T—2a > FKBL 2BS. Secrets
Manager EO—7—> 32 7O AZEHEBRITLET,

e. [Rotation function] (A—7—> 32 BHK) T, ROVThAZITLVET,

[Create a new Lambda function] (] L L\ Lambda BB D ERK) Zi&IRL . FL VEFH®
ZEiZ 1 DAHNULET, Secrets Manager l&, BIEE D%LHEIZ TSecretsManager,
ZEBMU ET, Secrets Manager #1727 L—MCETVTEKZER

L. Lambda RITO—NLICHEBT I AERZRELE T,

[Use an existing Lambda function] (B£#Z® Lambda B % FEH 3 %) £iBIRL T, BD
=LYy NIERALEO—T—23 ERZEANALET, #HE VPC REICKHE
hTL\WaO—7—>3a k., F—3EXR—AEBUVPC EEFIUTFATIN—T%
oL, BENTF—ER—AILTIEALYXILKE2TVET,

f. [A—7T—23a K TRE, [BE—1—Y—-FtE REI-V-1EBZ2BRLUET, FiH
IC2WTIE., Tthesectioncalled “A7TvY 7 1. O—7—> 3 VEEZEERL, #7232 T
A=—N=—1—H%—2—0LY hZERTD") Z2ZRLTLKEEL,

5. [RfF] ZBRLEY,

ATVT 3 (A723)O0—T—23aVBEHRICEMOT VL ARARMGZRET S

O—7—>3> BH0)Y—ARD S —ICIE, Lambda AMEELL AEARE7OT S LAE L THERAS 1
BB EDIC, OTFAMF— Taws:SourceAccounty ZEHDEEHRBLET, —
DO AWS H—E AT, BILLEREFUAZB TS HIC. AWS & aws:SourceArnB &
¢ aws:SourceAccount JO—NILE&BF—0OlmAEZFERTHEZHBHOLET, L£EL, O—
T—2aVEBORIIT—IC aws:SourceArn NEGZEEHBD E. TDOARN T EEE I —7
LYy NEWZO—F7T—232&8%0I0—FT—2aBREFERTRENTEET, I0TF
ARF—NHEEDHDELZHBEO L EFTaws:SourceAccountBHO>—IL v MCXL TEER
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O—7—232BEBOVY—ARIS—2EHIBHICE

1. Secrets Manager D12V =)L T —UL v h&EBEIRL, FHllR—> O [Rotation configuration]

=S

(A—F—>3FE) T, Lambda O—7—> 3V EHZRBRL E I, Lambda IV —ILHH
EFET,

2. TLambda DY —AXR—ANR) > —%ZFERT S, OIERICHE> T aws:sourceAccount @
ZHEEMLULETS,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
},

AWS Y &x—2 R¥— aws/secretsmanager A O KMS F—ZFEAL>—IL Y NZBES{LTS
B4 . Secrets Manager l& Lambda ®ETO—J)LICHL., TOF—OFERICEITZI T I AFA%Z
NELET, SecretAm BESILOVTHFANZFEAL TESILBEROEAZHRTEERT, CDH

&. O0—F7—2avEHO-—-ILICEk, O—F—>a ICFERATR>—IL Y NEESHTETIOEA
DHEDFAENET,

O—7—> 3 BHOERTO-IINZEFHFIZICE
1. Lambda O—7—> 3 BT [RE] Z&IRL., RIZ[ETO-IN)THE—-ILB] Z&RLF
EP

2. "O-MLNOT7VELAFARI>—DEE ) OERICHE
T. kms:EncryptionContext:SecretARN ZH4ZEBMLET,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
I

ATY7 4 0-T7T—23VBEBAOXRYND—OT O EAEZRET S

BHIC DWW TIE. Tthe section called “AWS Lambda O—F—> 3 EBOZRY NDO—9OTF7 0
2, EBBLTLIEEL,
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Cthe section called “O0—F—>3a>ORZTI)IN>21—F14207) #SBLTLSEET,

F—BZR—ZALH D AWS Secrets Manager >—2L Y NOBEHO—7T—
SAVERETS

COFI—KNUTILTR, FEF—EFXR—AT—UL Y K the section called “Lambda B3ZIC L B
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CEHIZEHO7OCANDETT, >—ILy hoO—F—>3%IT5E, —JLY b, &
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BEO—7—23>&8WCTSICE., Lambda O—F7—> 3 > EHAIC IAM E£T70—
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9, iam:CreateRole FfAl& iam:AttachRolePolicy FAIOMAAE N BETT, ch5D
TOEAFAZNETDE, TATFOTATARBECEREOHTZRETEDRLSICRY)
£7,

FIE:

c ATV Z1ORARAO—T—2 3 VEBERET S

s ATV 7 2.0—F7T—23 BB I—RZERTD

c ATV 3 =Ly bhoO—FT—AVERETD

e ATV 7 4. O—7—2 32BN Secrets Manager E T—ZNXR—AF LW Y—EAICTIOEART
B EZEFFAITD

« AT Y 7 5:Secrets Manager A O—7—2 3 VEAREFVHICEZFTTS
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- XOFIE
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ATV 1 RRAO—T—>3a > EEeERTS

B#IC., Lambda O—7F—> 3V BEHZERLET, >—IL Yy b2 0—F7—23 20920 ]—
RASENBEVESD, BORATY T TRRLET, O—T—> 3 BEROEEDTEMIC DV T,
Mthe section called “Lambda O—7—> 3 B, #SBL TLSEE L,

HR—REhTWB -3 2 Tlk, AWS Serverless Application Repository Z AL TF> 7
L—KASEBZEERTEEXRT, HR—FEhTWB -3 00—k, TAWS Serverless
Application Repository FAQsy ZZB L T EE WV, D) —23 > T, BRZEZRIL SEKL .
To7L—RI—REBEHICIE—-LET,

AAO—T—>3a2EHEERTZICE

1. A" U—>3 2T AWS Serverless Application Repository B/ R—Rh&EhTWB A ES H ZHER
BICE, AWS 2D 7 7 L > AMAWS Serverless Application Repository "T > R4 2 ~
EVF—52, ZZRLTLEEV,

2. ROVTNAEITVLET,
- AWS Serverless Application Repository 1J—2 3> T AFHR—KEhTVRHE:

a. Lambda A2 V—J)T, [F7UT—>32) [F7IT—2 32 K] OEICERL &
EP

b. [T77VTr—23>0ER|R—2T, [W—N—LAF77UT5r—>3>]| 27 z2&RLE
EP

c. INFVYOFTITr—>32]0RERRY VA,

SecretsManagerRotationTemplate; EAHNLET,

d [AARAZLAIAMO-LEFLEGVY—ARIS—2ERTET 7T ERRTD]) ZRIRL
9,

e. "SecretsManagerRotationTemplate; XA JL&ZEIRL £,

f. [, BE. F7OAAMIR—ZO[TTIVT—232FE]| XAILT, BET71—I)LRIC
ABLET,

« [TV RARA N ICIEE, https:// ZET)—23a>OIVRRAVNZADLE
o ; IRRAMDIARMIDWVWTIE, Tthe section called “Secrets Manager T
VRRAUKN ) #BZRLUTLKEEW,

« Lambda B8¥iZ VPC I[CELE 9 % (C (. [vpcSecurityGrouplds] & [vpcSubnetlds] Z&
HET,

g [F7OA1%YUYHILET,
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M) —2a>TcHR—BN AWS Serverless Application Repository & h TWR WS4

a. Lambda V=45, [BE#]. [EHROEK] OIEICERLET,
b. [BABDERK] R—T T, ROBREEZRTLET,

i.  Author from scratch (REEZ&¥ A S) 2 BIRLE T,

i. [Function name] (B3%&) (&, BABOBEIZA DL ET,
ii. Runtime T, Python 3.10 ZiZRL £9,

iv. [BABOIERK] ZBIRL TSEZ L,

ATy 7 2. O0—F—>avERI—RzERTS

CDATY T TR, >—VLYRNEEHITZI—RE, 2—JLY NORREBDZY—ERAFELEE
TF—RAIR—RAZHZRLET, mEOO—FT—> 3V ERZERRTH OO RN E, O—F—23
CBEBOBEIC DOWVWTIE, TMthe section called “Lambda O—F—= 3 VB, 2B L T EE
Woe RO O—FT—2 3 BEBOT 7 L—KNZ)T77LAELTHERTEET,

ATV 3 —oLy hbOO—FT—>3a%8%ET

CDATYT TR, >—0LyhoO—FT—23 AT 21—-)L%2%EL, O—FT—> 3 BEH#*%
=LY BNCEHELET,

SVERELTZOO-—T— 3 EREERTDICE

Il
7l
\ll
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Secrets Manager 1> Y — )L (https://console.aws.amazon.com/secretsmanager/) ZH & £ 7,
[Secrets] (—YL Y NYR=DT, BAD>—UL Y NZBRRLET,

3. =LY NDOFEMANR— T, [Rotation configuration] (A—F—> 3 iR E) £ 3 > 0 [Edit
rotation] (A—7—> 3 > OfRE) ZF IR L £9, [Edit rotation configuration] (A—7—= 3 &%
EDHRE)ZATOTRY VAT, ROBEZTVLET,

N

a. [Automatic rotation] (BBIO—F7—>32) ZBMELLE T,

b. [Rotation schedule] (A—7—>32AT21—)L) IZHE VT, UTC XA LY —2T
[Schedule expression builder] (A7 2 1 —)LXELF ) ICATZ1—-)IZALTEDH,
[Schedule expression] (AT 1—)LX) ELTATZ1—)LZANBLET, Secrets
Manager l&, AT 2 1—)L% rate() RFLK cron() RE L THRELE T, [Start time]
(FREZR) ZBELBEVWRY, O—FT—>32T14 2 RJEFE 0 FICBBWICEHKBE h
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F9, VLY M A4BFREAICEICO—T 23 ENBRSICERETERT, FMICD
WTR, "TO—F7—232AT21—-)L) 28RLTLKEE,

c. (F723Z)[Window duration] (7 1 > RVHIfE) Tl&, Secrets Manager #*>—2 L v k
ZO—7—2329%V142RIVOREZBRLET GHEOV A RUDBEE 3h &
Eo TAVRINFROO—T—232T4 RVICEBSBEVRSICLTLSEETY, KE
BNyOO—7T—>32AT21—-)LTE,. V12 RIJBEZEELEVEE. V12 RIE
1 FERICEBNICARTLEYT, BRENMOO—FT—23AT21—-)IL0BE, V4R
Tk 1 HOBRDYICBEBNICKTLET,

d (F72a)EBEERBELEEZICLD—IJLYNZEO—FT—23293ICIE, [Rotate
immediately when the secret is stored] (>—J L v hAREEhALEEICTICO—FT—
23aVgR)ZEBRLET, FIVIRYIRZA7ICTDE, HRUOO—T—>3 5
ELERTZ1-I)hsHEBENET,

e. [A—FT—23a B T, ATY 71 THERL K [Lambda B8%] Z#iBIRL £,

f. [REFEZBRLET,

ATY 7 4: O—7—> 32 BN Secrets Manager £ F—AXR—AEFERFH—ERAIC
TFOELATDERFANTS

Lambda O—7—> 3 > BHIC (&, Secrets Manager D> —2I L Y NICT OV ERATBHERE, F—X
R=AELEGY—ERIIT IV ERATIHERNIVETT, CORTY T TR, ChsOT7 IV EAERE
Lambda £TO—)LICAFSLFET, AWS YXx— RF— aws/secretsmanager A% M KMS F—
ZEALS—VLY NZBESKLTRBEER. TOF—OFEAICEITSZI T I EAFT%Z, Lambda OX
TO-NLICRETIHLENf BV ET, SecretAm BSLITF AN EFERAL TESLEABOERZ
FIRTEET, CcOB/E, O—FT—>3a@EKO-IILICEK, O—FT—23aVICEATE—IL Y N
BEFHTBRITIVELAONHFTEIAET, IAMARUZ—0HIICODVWTRK, "O—F—>3 A0
TOEAFT, Z2RBLTLEET,

FIEZOWTEE, TAWS Lambda B¥EH A K1 O "Lambda Z70—)L1 ZZRL TS EE W,

AT Y7 5:Secrets Manager Y O—7—> 3V BEHRZHVEIT L ZFTT

Secrets Manager A"SBREL EO—7T—>32AT21—)LT, O—7T—2 3 BBZERTET N
TEBKS5ICTBICE. Lambda EED U Y — AR > —T Secrets Manager ' —E A7 U )N
JLIC 1lambda:InvokeFunction 7V AFFAZRNETRILENf HYVET,

O—F—>3 EH0OUY—ARIS —IZE, Lambda AEELL EREOJZLELTERAE N
BEeEB<SESIC, OFFANMF— Taws:SourceAccounty Z2HBEEZHRBLET, —
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D AWS H—E AT, BIELERESFUFZB TS -HIC. AWS & aws:SourceArnB &

O aws:SourceAccount JO—NILEZHF—0OEFZFERATRIEZHBOLET, L, O—
T—2aVBEBORIIT—IC aws:SourceArn DG ZEEHD E, TDOARN TEEE NS —
LYy NEWZO—F7T—2320E83 Il 0—FT—2aBREFRAIZIENTEERY, A0TF
ARF—DAEEDD L ZHENSH L ETaws:SourceAccountEHN> —UL Y ML TEER
EREFERATEDLDICT S,

Lambda B8EICV YV —ARV S —ZTE2YFIBICE. "DY—AXR—ADR)>—%ZFEAT21 %
ZRLTEEL,

LR MRS —IZ& 2T, Secrets Manager & Lambda ¥ ZRUH T ENFTREICEY ET,

JSON

"Version":"2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
}I
"Resource": "arn:aws:lambda:us-east-1:123456789012:function: function-
name"'

ATV e O0—7T—aBEABAO0RY ND—OT 0L ARKRETD

COATY 7T, O—FT—2 3 BN Secrets Manager EZT N —IL Y NORREBZEDH—
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EHIC, O—F7—2 3 BB AAICT IO EATEZISRENf HVYET, the section called “AWS
Lambda O—7—> 3 VEBORY NDO—OTF 0t R Z5RBLTLSEEL,

XD FE

ATVYV7 I TO—T—2aVEBREITAIRIC, >— oLy h2O—FT—2309BAT21—-)l%
BRELET, ATP1—-)IKICA—FT—>3 KK 23FE. Secrets Manager lO0—7—2 3
VEBBEBITLET, T, I<ICY—TL vy h2O—F7T—2329% OFIEICHE>T, BESEIC
A—7—23 zZ2RAKBIDEETEERT,

O-7—YavFXRELEBER. O—T—Y3Y0ORSTNTI-—F 1>, #BBLTLES
We

ZEALTEBO—T—>3 22/ ET S AWS CLI

CODF1—KYUTFITIE., the section called “Lambda B8#IC kB O—F—> 3 " FEAL T 5%
EBITDHECODVWTHBLET AWSCLlL, >—2L vy bhoO—F7T—>3>%175&, >—UL VY
K, BTN, TO—OLY NOTF—EIR—AFXERFY—ERAORIBEHRNI EFHFENET,

Fhe, AV ) z2FEALTA—T—23V2ZREITDEETEXRT, T—EXR—AT—IL VY
MCOWVWTEE, TF—EXR—A—JL Y NOBEBHO—F7T—>32 (A0V—)l)1 Z5RBLTLKEE
Wo DT XTDRATD—IL Y MIOVWTEE, TEF—EXR—AT—JL Y NOEBHO—7T—
a2 (dAV=))s Z2ZRLTLEE L,

AEFEALTO—7T—2320&8&ETSICE AWSCLL, F—ERXR—A>—YLYy N&2O—7T—>3 >
THEERF,. EITO0—FT—a VEBEZRIZ2MUEN HYVET, KRI—Y—HEKERINTZE
Bk, TER—ADA—N—1—HY—0OFABEHRZETC— VLY FNERRREFETIHLENHYE
T RIC, O—FT—>3VBEHI—RZRL ET, Secrets Manager (Zl&, BEBOR—AEHLDT
V7L—RHFAZEENTVET, J—REFEHAL T Lambda B Z#ER L., Lambda Bk & Lambda
KITO-IIOBEEICT IV EAFTERELET. KODATY T EL T, Lambda AN XY KD—2
#RH T Secrets Manager £ F—ZR—AEKLEREY—EAOBEAICT IV EATESD L EHRTI L
ENHYET, REIC, O—F7—23>0>—IL Y RNERELET,

FE:

s T=ER—AT—IVJLY L NOEREFH. O—TFT— 3 EBEERTD

ATV 7 1. 0—F7T—23aBHI—REZRERTS

AT Y7 2:Lambda BBEEER T S

ATYVT 3B RYRND—DFTVEAERETS
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T—ER—A—=ULY NORREZFH O-T -3 HBZERITS

Secrets Manager N2t 9 2 BB O FEMIC DLW Tk, the section called “Lambda B§¥ O —7 —
TAVEE, ZZRLTLSEEL,

7232 1 B-O—Y—HK

BE-O—%—HBREZBERLLBEERE. ATYT1ICECENTERT,
F7>a> 2: A—Y - KHK

-4 —XREEZBERL LEERF. UTZ2T534ENfHYNET,

e =LY RNEEHRL, T—ER—ADA—/N—"I1—H—ORiAEHREZTOFRICRELEFT, 1—
H—RRKO—7T—23> TR, BYOI1—YHY—0o0O0—2FEREnETTH, FEALEDI—Y—
CEZDERNF ZVESD, A—/N—1—H—0FBEHRESCS—IL Y NFRETT,

o« A—N—1—HY—>—O9LYRMDARN ZTND—IL Y NMZEBMULET, FHMICOVTIE,

Cthe section called “>~>—2 L Y h® JSON #Ei&”, #SBL TS EE LV,

Amazon RDS Proxy &, 1—H—RXREBZHR—NLTVEVWIEITEERLTLSEZL,
ATY7 1. O0—F7T—23VEBT—RZERTS

=Ly h2O—7T—2329%ICE. O—T—23a VB8NV ETT, O—FT7—> 3 VB
l&. Secrets Manager "> — YL Y NZO—F7T—232&E B3 HICHVOET Lambda BT,
FHICDOWTIE, Mthe section called “Lambda BABIC LD O—T7T—>3 2", Z2ZRL T EZ L,
COATYT TR, >—VLYRNEEHIAHI—RE, >—ILY NORREBDH—ERFLE
T—RAR—AZRRLET,

Secrets Manager &, O—7—> 3 2 EHOT> 7L —hK T Amazon RDS, Amazon
Aurora, Amazon Redshift, Amazon DocumentDB F—&2~X—RA>—JL Y hODT7L—NZiEH
LET,

O—7—>3a>BHI—RzELRTS

1. ROVFhAETVET,
« O—F—Y3VEBFU7L—hOUANEBRRLET. Y—EREO—T—3 3 VEKI
—BT3E0/H3BAR, I—K&eIE—LET,
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. FOMORATOI—OLYNIOVWTR, MEOO—F7T—>3a BB ERRLET, FlE
ICDWTIE., Tthe section called “Lambda O—7—= 3 VB, 2SBLTIEETL,
2. MBEBKEFEERERICTFAINE ZIP 774 (my-function.zip) ELTRELE T,

AT Y7 2:Lambda ¥ E/ERT B

COATYT TR, ATYT1THERLEZZIP 774 )L Z2FEAL T Lambda B ZHERLET. B
BAROHENI-EEIC Lambda A5 &€ 2 (375 0O—)L (Lambda E4T0—)L) £_/ELE T,

Lambda O—7—> 3 VERERTO-IINZERTDICE

1. Lambda Z2TO—-I)LOEFERIS —ZERLERICISON 774N ELTRELET, HAE
WEBIZDWTIE, Tthe sectioncalled “O0—T—> I ADT IV AHFA ) #5BLTLKESE
We RUS—RBIROZHZR/BLEITHRENS HYET,

« O=IHF>—UL Y NO Secrets Manager AR L —2 3> 2T HIT EZFITLET,
« BlZE, HLWNAD—REZERTDAHE, O—INF>—OL Y NFERTZI Y —ERAZFDY
HIEeZFAILET,
2. Lambda £fTO—J)LZ#ER L., iam create-role ZRTHL T, RBIOATY I THERL £
FERERV—ZHEHALET,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. lambda create-function ZFHUOHL T, ZIP 77 A4 I)LH S Lambda BEHZERL £,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. Lambda BEIZVY—ARIUS—%E&EL., lambda add-permission ZHUHI & T
Secrets Manager f TN ZH VP HESZ LSICLET,

aws lambda add-permission \
--function-name my-rotation-function \

BEO—F—> 3> (AWS CLI) 211


https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-function.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html

AWS Secrets Manager d1—H¥—HA R

--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

ATYT 3 RYND—=OTIVEAZRETS

SMICDOWTIE. Tthe section called “AWS Lambda O—F—> 3 BEBOZRY NDO—09TF 0
A" BBRLTLSEZL,
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HEERETEET, FHMICOWTIE, Tthesectioncalled ‘O0—7—>3a AT 21—)", #58R
LTLKEEV,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

YNOE:]
Fthe section called “O0—FT—>3a>O R TIIN>1—FT4207) BSBLTLSEEL,

Lambda O O—7—= 3 KR
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
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"secretsmanager:UpdateSecretVersionStage"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
ec2:DeleteNetworkInterface"”,
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",
"Effect": "Allow"
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"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,
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"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
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"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEF"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEF"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

]I

"Resource": "*"

}I
{
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"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",
"Effect": "Allow"
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AWS Secrets Manager I—H¥—HAR
« I5—: MsetSecret: *—EXR—RICATJAVTEFEHE A

« IT5—: "£21—)l lambda_function' 24 /R—RNTEEEA

s BEOO—T—3 2 B¥% Python 3.7 A5 39 ICT7Y7TI9L—RTS

« BEOO—F— 3 BEK% Python 3.9 A5 310 7Y 7HL— RT3

« AWS Lambda ~—2L Y h®OO—7T—=3 2 A'PutSecretValue RBRL £ L 12

« I5—:<arotation> AT Y 7ZHI(C Lambda <arn> ZX{T32EENTS—

AWS Lambda B0 —oL Yy NO—F—2 3> 0RBEZNZ TN 21 —F142007
5%

Lambda BT —2oL Y NO—F—23a A KRBLESEEAE. XOFEZFEALTHABONS I
A—FAUTERREFTVET,

EZz5nh3RKE

Lambda B D EEFETHF T+ THS

s O—FT—23a>hm0EHO API J—I)LIC KB HEEINEE
Lambda BB O> Y A EL <%V

Lambda BB & F—EZR—ABOXRY N —0 DORERE

—BNBERNTS TN I —FATATYS
1. CloudWatch OJ Z 0L E 7

« Lambda BBOJV TRENIZ— AV Et—CFEEFHLBEVEEZRRT S

« IXNTOO—FT—>3>2 AT Y 7 (CreateSecret, SetSecret, TestSecret, FinishSecret) #'&
TENTVWBR L ZHERETS

2. O—7—>3a HICAPI - zHFELET:
 Lambda O—7—> 3> HIC—OL Y NTAPI J=IAZEEENBZVLSICTS
+ RotateSecret & PutSecretValue OO H L OEICESREN BV L 2RI S
3. Lambda BEHO> Y U ZHBLET:

«c =Ly NO—FT—23VICHEHOAWS SO 7N I—REZFEALTVWAD ZE ZHIABLE
EE
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« DAZRLOD—RZFEATREERE., IXTOO—T—23aVATYTHENICAEBEND &
ZHRT D

4. RYKND—UBHZERELEXT:

« EF21UF A4 TI)L—T)—I)L T Lambda A T—ER—AILT IV EATES & MR
%

« Secrets Manager MiEYI%% VPC T RRA 2V RELBINT VY IIVRRAINTIOLEA%E
BRI

5, >—ULYRMN—232%TAMLET:
« ¥—=7L Y b®OAWSCURRENT N=T 3 UA'TF—BER=AFT IV EAZFAL TVD & ZHE
I
- AWSPREVIOUS F1/zld AWSPENDING ON—2 3 VA BMA ESH EBRETS
6. REBPOO—FT—>32%20)TFLET:
« O—7—>3 N —BLTERKTBHEEE. AWSPENDING RT7—2 2T SRILEIUTL
TO—7—>3>zBHT9%
7. Lambda OEIFRITHEZHRL FT:

« ARRTRENTV—I7O0—RECELTVR Z2H#FEITS
- ARRTOBENr gbns55%. "ARETEECO-—T—3a2ABONTTIILT 11—
TAVTICBTR O3V ESRTD

"RIBERICTEABBA R OAVER LI ORICETIVTAETAH KW

MREBZHICRIABBA R OAVELLEL ORBIZTIVTAETAHEL, RRAVOFRERENIREL
(fl: 7 # )L M@ Lambda X4 AF ™ K& 30000 ms) 541k, Secrets Manager T RARA > MA
DT U ARKIC Lambda BEA ZA LT IORLTVRAREENF HYET,

O—7—2 3> A® Lambda B%l&. Secrets Manager DL RIRA 2V NCT IV EATEDHEN
H')ET, Lambda BEAN 1 Z—FY NCT IV EATERHER. NTUVYIBIVRKRAVNE
FHATEERT, TVRRANZ2RDFSICE. Tthe section called “Secrets Manager T R7R A
TR EBELTLEEL,

AB =Y NZTIEATER ) VPC T Lambda B8%k % 2179 2581k, Secrets Manager H—
EADTZAR—=—KNEIRRAVNZE, VPCHICERETHEEZHBOLET, VPC I, U—
SAONTVYIBIVRERAVNCEAFSNEVOIARNEZEZEL, ThSETTSAR—KNIY
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RIRARNZVUAALALIRNLET, ELLIE. "TVPC I RAKA > N (AWS PrivateLink), 38
LTLEEL, )

BOFEELTRE, NATY =R VIAFLERAEZ—FKY RS —RJI(%Z VPCIZEMLT (Zh
TVPCOKRS T4V ORBNT VYOI RRANIEETEET), Lambda BEA S Secrets
Manager D/NT7 VY VBRI RRAVMADT IV ELARAEHFATEIEEEASNET, COFET
&, VPCHHBIEBEODVARIVIZESENBDEICBYET, ¥Y—hOTA4 @0 IP 7 RLAICK,
NTVYDBAVR—FY N SHEN AR LZOHTT,

CCreateSecrety NDEIZTIT1ET 1A
CreateSecret DETERICO—FT—23a N ELEITH2FERELIBERIIOESY T,
VPC XY RD—%2 ACL Tk, HTTPS RS 714 Y O DREZENFAEhELA,

M DOWTIE., TAmazon VPC 1—H—HA R, ® "ZY NDJ—J ACL ZFERALTH T XY
RADKRZ 749 0%FIHTE ) Z2SBLTLIEETL,
Lambda BEID XA AT D RRENBEITETCRARAVERITTEXRE A,

FMICOVTIE, TAWS Lambda F*AROY/N—HA Ry @ "Lambda B¥A 7> 3 0O EL %
SRLTLSEEL,
Secrets Manager VPC I RARA >V Ni&k, BV EHTshiEEF1VFT 1 JIL—TNOHEARIZ VPC
CIDR ZFFAILEE A,

MOV T, TAmazon Virtual Private Cloud 1—Y%—7 4 R4 ® TControl traffic to
resources using security groupsy (EF 1V F 1 IIN—TZFEALTVY—ANDODRNTT1 v V%
HEHTD) ZSBLTLEZL,
Secrets Manager VPC I RARA > RRU S —Tld, Lambda A" VPC IV RRA >V NEFERTD
EZFTLTVERE A,

MOV T, Tthe section called “VPC T R7R4 > ~ (AWS PrivateLink)”; 2B L T
=L,
=LYy NERRI—Y—O—FT—>3>zEAL, A—N—1—%—2—0L Y ME Amazon
RDS IC& > TEEE N, Lambda B%E RDSAPI IC TV EATEE B A,

A—NR—1—H—2 =LY hFHO AWS H—E R & > TEBE M TV B RMAI—H—0—
T—>32TR, Lambda O—F—> 3 VRABANY—EATIY RRA 2 M ZHOPHL TT—&
NR—AEGRREMETEILEN HWET, T—EIR—AY—EAILVPCIY RKRSAUh%
RETREEHRLET, FHILEOVTR, ATZSRLTSEZL,
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TAmazon RDS 1—%—4 4 Ry ® TAmazonRDSAPI 8 LVA X —T7 T —AVPC LR
KA BN
CAmazon Redshift EEH A Ry ® TVPC T RAR A4 b DO#EAE,

IZ—: TKMSADOT7VEARHFAEHTVEREA

ClientError: An error occurred (AccessDeniedException) when calling the
GetSecretValue operation: Access to KMS is not allowed "RAREhTWBES.
=LY hNOBSICERAENEKMS F—ZFAL T —OL Y hE2BEILTDT IV AFHT
A O—7T—232 EBCAFEERATVERA, BV TFARNEZEEENS—TJL Y NMIFHIRY
BPEEGEN. TORAFARID—ICEENTVRHUEMI YV ET, DELT IV EAFITOFMICD
WTI&. Tthe section called “DAZN—XFZ—J RF—DRUVZ—RAT—K AN, Z28BLTL
EEV,

IZ5—: ">—JLYKMNJISONIZF—HHFEREA,

Lambda A—7—> 3 EHTE., >—JL Y MEANBFED JSON BEICE>TVWARHLENHY)
F9, COIT—NHNRRENDFEEF. O—FT—>3aVEBENFfTIOEALKLS &L F—H JSON
ICHRVHEMN DYV ET, EXAT7D—UL Y MO JSON BEICDWTIE, Mthe section called
“>—OLYHhODJISON#BE" ) ZSRLTLEZ L,

TS5 —: TsetSecret: T—AXR—AICOTA > TEEXFEA
CHOIS—%#5|ZERCINEMHDHIBBRFIOESY TT,
O—7—2 3 BBETF—EIR—RICTIVEATEEFEA,

BAVOFRERBAERV (Bl: 5000 = UML) FE, Lambda O—F—2 3 VB RY ND—
IBATT—EIR—AILT IV EATERVAIEEN BV KT,

T—BR—AELEFET—ER%Z VPC ® Amazon EC2 1 VARV ATEITLTVWSRESRE., FLU
VPC T Lambda B ZRET R L Z2HEOLET, C5TF5ET, O—7—>3a B
H—EACEEBETEDRSICRYET, FMIC DV TIE. Configuring VPC access 2S8R L
TLEEL,

Lambda B S F—ER—AE LY —EAANO TV EAZTAEEICTSICE. O—F— 3>
A®O Lambda BBIC 7Ry FehitvF21UTATIIN—TI2&2T, TOF—ER—AFEKE
H—EBRCRTBDTIRNNTY REGENFFATENTVBZIHBEN HYYET, @RFIC, TF—ER—A
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AWS Secrets Manager 1—H—HA R
FERY—ERACT7RYFERATVWREF1UTATI—T7 Tk, O—FT—> 3> H Lambda B8
BHLSDAUNIY RERZHFATILEELHY XTI,

S—=OLY hOFERRHRAELS B KEA,

RAVDOFMERENEVES. Lambda O—7—2 3V EBN T —IL v NNORREER
ZEALTERIATERVAIREMEA DY ET, ON R ZFEAL T, AWSCURRENTH LT
AWSPREVIOUSN—23>0O>—YL vy hOBEHRZ2EALTFHTOJ 1L, FillFHRZ#EER
L&EJ AWS CLI get-secret-value,

TF—RXN—RAIF scram-sha-256 ZEAL T/NAD—RZRES{LLET,

Aurora PostgreSQL N\—2 32 13 IO F—ZR—AT, NAT—ROBESLIC scram-
sha-256 ZFEAL TV A, O—F—> 3 VBN scram-sha-256 ZHR—KL TV
libpg/ N\—2 3> oI ZEAL TVWAEE, O—FT—2 3 VERRETF—EIR—AICERTESR
A,

scram-sha-256 iES{LZFEHA T35 TF—ER—AI—H—ZHEIT5ICIF

- 70O% TSCRAM Authentication in RDS for PostgreSQL 13 (RDS for PostgreSQL 13 T®
SCRAM F2&E) ® "Checking for users with non-SCRAM passwords_ (SCRAM A ® /YA
D—RZEFOII—F—0OHER) 25RBL T EZ L,

O—5—3 32 ERNERATS Llibpg 0/N—T 3> EUBIT B2

1. Linux R—AOIVE1—2® Lambda AV =T, O—7—>3a>EKICBEL., 77
AA4NRLZFADO—RLET, zip 77 AN ZEETALINJICHERELET,

2. AN RSAOEETALIRNIT, UTZEITLET,

readelf -a libpqg.so.5 | grep RUNPATH

3. XZF% PostgreSQL-9.4.x, ELEFE 10 KRBOAD ¥ —N—2J3aUHAKRRENATVSDIE
4. O—F7—> 3 8#E scram-sha-256 #HR—KLTVWELE A,

« scram-sha-256 2 R—NLTVWAEVO—FT—23 2 BEBOB L ZERICRLET,

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]
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« scram-sha-256 #HR—hLTVWRO—FT—> 3 BEHOBEIZEXRICRLET,

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

« scram-sha-256 #HR— L TVWBO—FT—> 3 BEHOBEHZEXRICRLET,

0x000000000000001d (RUNPATH) Library runpath: [/local/
p4clients/pkgbuild- alb2c /workspace/build/PostgreSQL/
PostgreSQL-14.x_client_only. 123456 .0Q/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild- alb2c /workspace/src/PostgreSQL/build/
private/install/lib]

+ scram-sha-256 #HR—KNLTVWBAO—7T—

1

SAVEBOELERICRLUETS,

0x000000000000001d (RUNPATH) Library runpath: [/local/p4clients/
pkgbuild- alb2c/workspace/build/PostgreSQL/PostgreSQL-
14.x_client_only.123456.0/AL2_x86_64/DEV.STD.PTHREAD/build/
private/tmp/brazil- path/build.libfarm/lib:/local/p4clients/
pkgbuild- alb2c/workspace/src/PostgreSQL/build/private/install/
1lib]

(® Note
2021 £ 12 A30 B&YwEcEEB>—IL Y NO—7—>32 &K ELEEES,. O—7—
2 aVBERICE scram-sha-256 ZHR—KLTVEVEIO/N—23 > O 1ibpg A/
RILENTWVWET, scram-sha-256 Z2HR—KTBICIE,. O—7—> 3 B %EBE
RITBDBENBYVET,

T—ERXR—ALZEE SSUTLS TV AN HETT,

SSL/TLS N BERBRTF—ER—AZFEALTVWS Y, O—F—2 3 BEBEIBEE{LEh TV
BVEREFERATHEE. O—7T—2 3 VBB T —EIR—RAILEHRTEEFHE A, Amazon RDS
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(Oracle & Db2 ZFr<) & KT Amazon DocumentDB OO—F—> 3BT, FHATRERS
B, T—ER—ANNELHIC Secure Sockets Layer (SSL) F 7=k Transport Layer Security (TLS)
FERAEIhET, FATERVEER. BSELEhTLWEVERNEREhET,

(® Note
2021 12 A 20 B&WRIICBB>—IL Yy hO—F7T—> 3 ZRELLHER. O—
T—3AVERN SSLTLS ZHR—BMLTWEVWAEIOT Y7L —KMIEITVTVS AR
MABNET, SSUTLS ZHEAIT2EREZTR—M IR, O—T >3V EHZEE
ERTI2BENHNET,

O—7—> 3> BNV IERESNENZRETSICE

1. Secrets Manager 2V —JL (https://console.aws.amazon.com/secretsmanager/)
T, =YL v N&EBHEET, [Rotation configuration] (A—FT—> 3 VER) &5
< 3 2 M [Lambda rotation function] (Lambda O—7—=> 3 > B%) @ FI(Z, [Lambda
function ARN] (Lambda B8k ARN) A"RRENE T (arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction
ZTE) ARN DREBASEBEZIE—LERT (COHITE
SecretsManagerMyRotationFunction ).

2. AWS Lambda 12V —JL https://console.aws.amazon.com/lambda/ @ Functions T, ¥®%
RY 2 AIZ Lambda B9%k& & B V) {3 (7. Enter 23583RL . Lambda B8 ZiBIRL £,

3. BABDOEM~R— T, [Configuration] (RE) X7 ® [Tags] (2 %)
T. aws:cloudformation:stack-name ¥ —N#ICH 3 EZIE—LF T,

4. AWS CloudFormation 12 Y —JL https://console.aws.amazon.com/cloudformation @ A X ¥
IT. RERY JRACF—EZEV ST, Enter ZBIRL KT,

5, AZYIDVARNFT74IINEZ) > T&EN, Lambda O—F—> 3 VBB EERLEAZRY D
EUNFRRENET, [Created date] ({EFR) FIIC. AZY IUNERE hIZBRNFRTEN
£, o, Lambda O—F—> 3 VEABFEREThZBHFTT,

IT5—: "£<1—)L 'lambda_function' Z4 > ;R— N TEFXTHEA

B (Python 3.7 AS5#FH L W/IN—2 32 ® Python ICEBIMICT Y 79 L —R& i) Lambda B8
BEERTLTVWBREEIC, COIT—NRRENBDENBDYVET, cOIT—ZRRTBIC
l&. Lambda B#®D/N—2 3> % Python 3.7 ICERL TH S, the section called “BEF OO —F —

O—F—>3a>ORZ7MLNoa1—F42Y 239


https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/cloudformation/

AWS Secrets Manager I—H%—Ha4 K
S 3B % Python 3.7 A8 39 ICFY 7Y L—RT2" #RTLET, FMICOVTIE, TAWS
re:Posty; @ "Secrets Manager Lambda BN O—FT—>32A" "Tpg ED 1 —IAB2Hh U FEE
At EVSTT—TERBLEQEBETIN?) ZSRLTLIEEL,

BEOO—T—> 3B %E Python3.7 A5 39ICF7YTIL—RTSB

2022 F 11 ARV ERIICERE N —FOoO—7—>3 BEH T, Python 3.7 FEAETATVE
L %=, AWS SDK for Python (&, 2023 € 12 BIZ Python 3.7 O R—KZEIELEL =, FHMICD
WTIE, AWSSDKs; ZZBL TLKEE W, Python39 ZFERATH ML LVO—7T—23 2 BEEICY]
WEZDIZE, BFEOO—FT—23a BRICZ O ZALATANTAZEMT S A, EEO—FT—
A BB EBERLET,

Python 3.7 ZHA 9% Lambda O—7—> 3 EHZREODFBICE

1. A4 AWS YR X2 ROV =)L L, hitps://console.aws.amazon.com/lambda/ T
AWS Lambda A2V — )l ZBHE X T,

2. [ NV ABNT, SecretsManagex 27 1 LRI LET,
3. ZANRVITENEBEBOVAND [ZRAL] T, Python3.7 ZROFET,

Python 3.9 IC7 Y7 JL—RTBICE:

« A7 32 1: CloudFormationZ AL TO—T7T—> 3 EREBEERTS

c A723 2 Z2FALTEBREFEOO—T—3VEABNOZ XA LZEH TS CloudFormation
« A7 3V 3 AWSCDK A—H—0FEE. COKFATZVETYTIL—RTS

ZF7°> 3> 1: CloudFormationZ AL TO—7—> 3V BEAMEBERTS

Secrets Manager 1>V —)LZ2FEALTO—7—>3 0 ZBMICT B &, Secrets Manager &
CloudFormation Zf£A L T Lambda A—F7—> 3 VBAKESCHERV Y —AZERLET, OV
V=I)lzFRALTA—T—>3>ZBMCLIZEE,. £E CloudFormation AR Y JZFERAL T
O—F—>a BElE#ERL -HEEE. BLU CloudFormation AZY Y &2FRELTO—7T—>3H
BzFHLUVBBTHEBERTEE T, MILVLEKEGE. KUFLWN—232 0 Python ZFEALET,

O—5—> 3> B#%%ZEERKL 1= CloudFormation AR Y V&2 #ET I

«  Lambda BEEOFHER—T O [RE] 27 T, [27] ZiBIRL E£ T, aws:cloudformation:stack-id
DHEICHS ARN 2R RLET,

ROBIZRTEDIC, AZYIZIEARN ICEBHIAFTFIhET,

O—F—>3a>ORZ7MLNoa1—F42Y 240


https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://aws.amazon.com/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://console.aws.amazon.com/lambda/

AWS Secrets Manager d1—H¥—HA R

* ARN: arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

« AR Y YU H: SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

AO—7—> 3> E#HeEBEKT S ICEE (CloudFormation)
1. T CloudFormation, BRI TAZRY V&KL, EMZEIRLET,

LW=—RABYVDEFHEHRRITDIAATOATRY DANFRRENLHBERE. JL—hAEY I
BE)] Z:BRL, [EFH 2BRLET,

2. [REZYIUDEHFHIR—TT, [T7L—BM0OZE{H] A S [Application Composer THrEE] % i#IR
L. JRIZ [Application Composer T7 > 7L — N Z#REE] #* 5 [Application Composer THnfE] %
BRLET,

3. Application Composer T, RXRDOEEZITVET,

a. 77L—BMIJ—R® SecretRotationScheduleHostedRotationLambda
T, "functionName": "SecretsManagerTestRotationRDS" MDEZH L L\EIEKA
(JSON @ "functionName": "SecretsManagerTestRotationRDSupdated" % &) (C
BEEMAET

b. [T>7L—h0OEH Z2BRLET,

c. [CloudFormationlZ#EL] &4 7OTJRY U AT, [fEFZEL T CloudFormationlC##5] & &R
LET,

4. CloudFormation AR Y V) —07O0—%4%1TL. EEZRBIRLET,

F7ar 2. 2#ERALTREOO—T—>3a 2 BBOS 0 X4 L' EHT S CloudFormation

Secrets Manager AV —)LZ2FEALTO—7T—>3 0 ZBMZT S &, Secrets Manager &
CloudFormation Z#AL T Lambda O—7—> 3V ERZECHERV Y —RAZERLET, TV
V—IlZzEALTO—T—>3>Z2FMCILIEE. £ CloudFormation AR Y V& FRAL T
O—F—> a3 BHEERL =BAIE, BLU CloudFormation AR Y V&AL TO—7T—> 3 H
BOSURALEREHFTEET,
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O—F—> 3> B#H%ZEERKL 1= CloudFormation AR Y V&2 ET3ICIE

Lambda BABDOFHMER—> O [RE] X7 T, [&T] ZBIRL £, aws:cloudformation:stack-id
DHEICHSD ARN ZRRLET,

ROBICRTERSIC, AZY TR ARN ICEBHIAEFNET,

* ARN: arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

« AR Y YU H: SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

A—F—>3a>BEB0T 2 XM LAZEFHT SIZE (CloudFormation)

1.

2

3

4.

T CloudFormation AR Y V Z BB THREL, EFZBIRLET,
I—KRARYOIDEFHEHRBIZDXATOATIRY VAN RRENEBERE., JL—MARY T
BE) ZBRL, [EH) 2EBRLET,

[ARY DDEFH R—I T, [T7L—bDEH] H S [Application Composer THaEE] ZiEIR
L. JRIZ [Application Composer T7 > 7L — N Z#REE] »* 5 [Application Composer THrfE] %
BRLET,

Application Composer T, XDBREZITVE T,

a. 77L—bKkJSON T, SecretRotationScheduleHostedRotationLambda ®
Properties @ Parameters T "runtime": "python3.9" ZEMUL I,

b. [T7L—NDOEH] ZBIRLET,

c. [CloudFormationiZ# 8] XA 7OJRY VAT, [MEFL T CloudFormationlC #$5] & i&1R
LET,

CloudFormation AZY 90— 7 0—%#1TL., BEZBRLET,

F732 3: AWSCDK 1—H—0DgEEk. COKSA 7S5V RTYTIL—RTS

IN—23 2 v294.0 AWSCDK &Y EID ZFERALT—OL Y NOO—7—>3> &R ELES
BlE. V29U 0 UBICTYTYIL—RETHZET Lambda BB EEFH TEE T, FHAICHOVTIE,

TAWS Cloud Development Kit (AWS CDK) v2 RO Y /N—F 4 Ky Z2ZBL T EEL,
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BEOO—T— 3 B@H% Python3.9 A5 310 7Y 7SI L—RTSB

Secrets Manager (& Lambda O—7—2 3 > E§#%& Python 3.9 7' 5 3.10 IC&1TL TWVWE T, Python
30 ZFEATAHLLVO—FT—3a VEKICYVEASICEK, F7O/4/FECESVWTTY T Y
L—RNRAZRESBENFHYET. ROFIEZFEAL T, Python N—2 32 BB E B D KFERKR
OEBEETYTIL—RLET,

Python 3.9 ZfEH 9% Lambda O—7—> 3 EHER DTS ICE

1. YA A42 AWS YR X2V =)L U, hitps://console.aws.amazon.com/lambda/ T
AWS Lambda A2V — )L ZFHE X T,

2. [BEH O ANT, SecretsManagex 27 1 LRI LFET,
3. TANBIVITENEBEBOVARND [ZRA4 L] T, Python 3.9 ZRD2F&E T,

T7O4FECKRDINADER

CDIJANTHEBENS Lambda O—F—> 3 2 B#UE. Secrets Manager 1>V —J)L, AWS
Serverless Application Repository 7 7’4 —< 3>, £z l& CloudFormation Z#tZ#EHA L TF 70
ATEET, ChSOF7O/EBBEIEICABOEHR/NANFHYET,

BHEOT7O/4FECKEUT, ROVThADFIEZEAL T Lambda O—FT—> 3 AR ZEH
LEXY,

AWS Secrets Manager console-deployed functions

BE7F D Lambda BB O KFRERZFHTEHF IS L ETERVLE®H, L L Lambda BEE
AWS Secrets Manager AV —)LZNLTTF 7O/ TRIRBENF HYET,

AWS Secrets Manager AV —JLICF7O4Ec @ HET Y 7L —RTBICE. ROFIEIC
HWET,

1. hitps://console.aws.amazon.com/secretsmanager/ »* S Secrets Manager 1>V — )L ZFR &
£9,

2. AWS Secrets Manager T, [—9YL Y N ZBRULET, EFTS Lambda B ZEFEATS
=LY hEEBRLET,

3. [A—FT—2al &7 BB, [O—FT—2IaVREOEMR A3 EBRULET,

4. [A—T—23EH THEFLVEAKEERT ] ZFIRL. Lambda O—7T—> 3 2 EHO
B ZANLET,
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a. (FAZ72aAV)EFHNETLES, EFE N/ Lambda BB¥ZTARNL T, EEICEET
BPLLEBRTEERS, [A—FT—23 V]| &27T, =LY hORRKRO—FT—>32]
ZERL T, BIKO—F7T—>3 > Z2BERLET,

b. (7> ar)B@EHOTE, RITEIZ Amazon CloudWatch TERE 1 Python /Y —
TAVERRTEET, FMICOVTIE, TAWS Lambda BFEH A Ry @ "Lambda
B9Z® CloudWatch Logs Z&R AT 21 ZSRL T EE L,

5. LLwO—7—>3a BEHERELES, dVWO—FT—> 3 BEHZHIBRTEET,

AWS Serverless Application Repository deployments

ROFIEE, AWS Serverless Application Repository 7’04 &7 Y 7JL—RITBDHFEER
LTVWET, 2N LTF7O4 & 13 Lambda BIE AWS Serverless Application Repository (=
&, BABAN BT S Lambda 77U —>3>AM>UThis function belongs to an
application. Click here to manage it.ZET/NFT—HHYWET,

/A Important

AWS Serverless Application Repository ® J Rtk AWS U—>3> | IZK2TERY)
£9,

77°'04 AWS Serverless Application Repository € Wz EEFH IS ICIE, ROFIEICRHVE
C

1. https://console.aws.amazon.com/lambda/ T AWS Lambda >V —J)LZH&E X T,
2. EWITHINLENHD Lambda BBEOD RE] 27 ICBBLE T,

- F7'O4 & i AWS Serverless Application Repository 7 7)o —> 3> 2EHITd L
ZF, BRCEITDIROBEHRMAVEICKYNET, cOEHEE. Lambda IV — )L THE
RTEET,

« Lambda 77U —>3 > 0OEHE
« Lambda 77VTr—>3> &R, NF—0U> 0%
FERALTHERATEEY, LexE. NFT—IZRXD
serverlessrepo-SecretsManagerRedshiftRotationSingleUser N RR&E

nNET, COPHITIE, BFNE SecretsManagerRedshiftRotationSingleUser
T9,
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« Lambda O—7—> 3 B#A
« Secrets Manager T RFRA > ~
« T RRA > NiE., SECRETS_MANAGER_ENDPOINT Z#ICElv) HTosni- [B%
E) & [REEH 27 ICHYNET,
3. Python 27 Y7 JL—RTBICE, Y—N—LAT77VT5r—>3>0tX>714vI)N—
DAVEEHITIHMENHYET, "TAWS Serverless Application Repository RO Y /N—
HBAR, O "T77VT—23 208, 22RBLTLKEED,

Custom Lambda rotation functions

HWAR L Lambda O—7—2 a2V EBEERL EBEE. ChSOBEBOZSNY T—2 0 M4kFH

RETUVBRALETYTIL—RIDUBENFHYET, FMICOWTE, "Lambda BEHZ > &

ALZEFMN—23 2TV TIL—RTB 25RLTKEEL,
AWS::SecretsManager-2024-09-16 transform macro

Lambda BN COZ#EZBEL TF 7O/ N TVREE., BEOT 7L —hE2EFEHALTA
RV D EEHITHE, BFichlk Lambda T 21 L BFERATEET,

BEEOT>7L—N&E#EHL T CloudFormation AXY V%2 EFHIT3ICIFE, XOFIEICHRVE
9,

https://console.aws.amazon.com/cloudformation T CloudFormation A2V —J)LZHE&E £ T,
[ARY DIR—=DT, EMIRDRTHPOARY VZEBIRLET,

AEZY JDFMRA2T, B 2BRLET,

[TY7L—NOE#HEEZRIRTS]) T, [EEEH Z2ERLET,
[T7L—hOEE|R—DT, BIEOT7L—r2FERAT2] ZBRLET,
OINTOATIVETFTAINMEOETRRICLT, [REYVOEH] 2BRLET,

o gk~ w N~

ARV OOEFHTHEEN BEL £5HEFE. "CloudFormation 1—H'—H4 R, @ TAZY UA" %
BI2ERZHMTE ) 2B LTEE L,
AWS::SecretsManager-2020-07-23 transform macro

AWS: :SecretsManager-2020-07-23 ZFEAL TWBIHEE., FILLWEB|N—23 (1
BITT2Lz288OLET, FHMEICOVTE, AWSEF21UF 147 0OJ DAWS Secrets
Manager "Z#OHLER/N—2 32 OB A AWS:SecretsManager-2024-09-161 238 L
TLIE&EV, AWS: :SecretsManager-2020-07-23 25| EREFERAITZHBEE. T X
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ALN—=232E Lambda B8 A—R7—T A 77 O RNDBIEF—HRIT—HFRETD
ATREMEN BV FET, FHMICOWTIEE, TCloudFormation 7> 7L—KNU 7 7L A, @
TAWS ©::SecretsManager::RotationSchedule HostedRotationLambday 2B L T & L\,

ARV ODEHTHRBNIREL EBEE. "CloudFormation I—H%'—HA R, O TAZY Oh %
RIZERZH TS, 2SBLTLSEEV,

Python 7 v 7°J L — R OREE

Python @7 Y 7°J L — RZ#FE T3 IZI1E. Lambda 1> Y —JL (https://console.aws.amazon.com/
lambda/) ZBE, [ R—DJICTIVLALET, EFMLEBHZERLET, [O—RY—R] 75
23>T, FALIRNJVICEENTVR 7 7A4 )L 2% L., Python.so 774 IIAN—>232 3.10
THD_zBRLET,

AWS Lambda >—2L Y hOO—7—> 3 > HPutSecretValuekBIL £ L &=

Secrets Manager TE|EZ T EO—IFLEIVOQARATHO > NO—FT—>3 > &2 FEAL

TWT, CloudTrail TXRMO XY —2 % &1 RotationFailed 1 X KA RDAH 2 2B E:
"Pending secret version VERSION_ID for Secret SECRET_ARN was not created by Lambda

LAMBDA_ARN. 1 o AWSPENDING RT—2 VI I RN ZHBRLTO—T—>3 0 2HER

L. RotationToken NSX—REFERATBLSIC Lambda B EEH I D HEN BV ET,

Lambda O—7—< 3 B ZEHL T RotationToken ZE®H S
1. Lambda ¥ I—RZXAD>O—RTD

« Lambda ®32 V=)l ZH<
s TEF—23URAUT, B ZBIRTD
- BHAD Lambda >—JL vy NO—F7T—2 3 EHERIRTS
- AUVO—RTRE, BHEI—K zip, AWSSAM 774)L, @AOWVWTFIA ZBRLET,
- [OK] ZE&IRL T, O—AIXI I VICEBZERTFLED,
2. Lambda_handler Z#{m&E T3

ODOAT7AHDT> MO—FT—= 3> M create_secret AT ¥ 7°|C rotation_token /N\TX—2 % &%
x£9:

def lambda_handler(event, context):
"""Secrets Manager Rotation Template
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This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must
include the following:
- SecretId: The secret ARN or identifier
- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,

or finishSecret)
- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information

Raises:

ResourceNotFoundException: If the secret with the specified arn and stage

does not exist
ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s."
(token, arn))
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raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == "createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")

3. create_secret J— RDimE

rotation_token NFX—RZZFANTHERA TSI LSIC create_secret BHZRFTIL E
L

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a

new secret and put it with the passed in token.

Args:
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service_client (client): The secrets manager service client
arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4., BEHFENf Lambda B I—RZ7Y7O—RT

Lambda B d— RZEHFH LS5, 7Yy 7O—-RLT—IL Y hZ2O0—T—>32LET,
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T 5—:<a rotation> AT Y 7'HI(C Lambda <arn> 2732 EENDIo—
CreateSecret & SetSecret D& &, Lambda BN Y NOII—7FTELELT, —2L vy hO—
T2 AVNMHENICARTEES. BEEERETREICEEL TVWA RSN HYET,

AEETONS TS 1—FT1 I FE

/A Warning

7O a2 IEnERABRTNIXA—R%Z 10 KEOEIZFRET S &, Lambda BH®

KITALY RIFTT+LTHHDEHICAOY NI TN RETDAEMN BV FTT, FHMICD
WTIlE., T AWS Lambda AWS Lambda FRXOY/N—HA R, © "FHFHERFETHE S
OEDa_ 0 hkERBETHRICOVT, Z5RBLTKEZL,

1. Lambda O EIERITHREZHERL CHAEBLEFT:

- reserved_concurrent_executions OENMNMETEZ VN & ZHERT S (Hl: 1)
s FHRENAKRETZEATIHEER. PBLSEE10ICRETS
- REMEFHRLHIC, FHEATVWAEAVERETOEAZRETS
2. 7OED3aZ2>IEnARETOEE:
- 7O I ZVIEhEERERTNTXA—RZ2HRHICHKEL BVWT & W (Terraform 7%
E)o
c RETDILENHZBER. 10U LOEZEALET,
c BIRULENF I—AT—ATHETDEZRBENICTANULET,
3. ERERTEEZIZVVIJLTHAELEY:

c RORNZFEAL TARETHEAELET, AFETH=(1¥HLYOFHVIIANE)
*HEBENOFHUIIANKE ), FHEICOVTE., "TFHEAERBETHORELY
(Estimating reserved concurrency) 28R L TS & L\,

s O—7—2 3 HICEZHEL (EHL., BYSERRITREZRELET,

s BUVEIBNRTEZRETDEEFEELTLKEETY, FRITEAETAL Y RAEYBEWE
&, AAY NV I RETHD AR HYET,

Lambda BIBFETOHREDFMIZ OV T, T AWS Lambda FRAY/N—HA Ry O TF45 &[G
BEETORE) SRV 7O a - 0 FAERETORE) Z2SBLTLSEEL,
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O—7—>32>AT721-)

Secrets Manager l&, BELEO—7T—>32 D42 RODFICATZ1—-)LIZH>T>—IL Y K
ZO—7—2320FF, AV21—-)ETVAVRIVZERETSICE. T4 RVEBEEEIC
[cron()]itti[rate()]‘ﬁ%ﬁﬁﬁbi@“o Secrets Manager &, A—7—>3>J 12 RUFOEED
BAIC—oLy hz2O—7—>320LF Y, >—JL Yy NE4BEIEC, 1 BEELTAO—T—
23T BRENTEXRT,

O—-7—>3aYOEMECOVTE, UTESBLTIEZ L,

« the section called “Y&x—> RO—F—>3 2"
« the section called “T—3XX—A>—O2 LY NOBBO—7—>32 (A2 V=)L)
« the section called “JETF—RXR—RA—V Ly NOEBO—FT—>3> (AV-=))

Secrets Manager DO—7—2 32 AT 21— TR, UTC RZA LYV —NFERAEHET,
O—F—33>94> kY

Secrets Manager DO—7T—>32 VA2 RIGE, XOTFFVARADA 2V RIEZPTVET, >—7
Ly hZ2O—7T—2329%R4 30 20—FT—>32742 RIIZEREL. Secrets Manager (&
O—F—>3a>I4 2 RIOFICI—IL Yy h&2O—FT—>3LET,

Secrets Manager DO—7—232J4 2 R, BICERICHBENE T, AT rate() X%z
FERATZ2O0—FT—>3VAT21-)0F4E, O—FT—>320 T4 RIEFH 0 FICHBREE
¥, cron() XEFEAL T, O—T7T—232T1 2 RUVDHABBLERETEET, HICO2VTE
the section called “cron "y ZZBL T &V,

TF7#)LRTR, O—FT—>32TV4 2RI, BERLOO-FT—32AT21-)0BEEE 1
FEZICEALU., BELOO—T—>32AT21-)0BEE 1 BOKRICHAUE T,

[V42 ROHE] 25%ELT, O—FT—>32T4 2 RUVDKREZEETEXRY, O—F7—>3>
VAV RIVBBRE 1 BETRETERY, O—T—232T4 2 RIFROO—FT—>3>T4>
ROICEZSBVRSICLTLKEEY, 2FVY, KERECOO—T—>32AT721-)IL0BE.
O—7—>3>J42 ROFO—T—3VEOREBLTTHA L 2BFLET, ARfLOO—
T—AVATT1-)0BE,. RERZRE T4 RUBEOEFTKEY 24 BEAUTTHI L%
BELEY,
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rate T\

Secrets Manager @ Rate Rk, XOKXDIBERXTT, Value FIEOEEKT, Unit &
hour., hours, day., £kl& days ICTEET,

rate(Value Unit)

=LY RN ABECEICO—T—230 NdELDICERETEET, FAO—T—3 B
& 999 HT9, #i:

« rate(4 hours) &, =LY RN 4BECEICO—FT—>230chd 2B KULET,
- rate(l day) &k, >— VLY "N EBHO—FT—2320Eh3EZ2EKRLET,

- rate(10 days) &k, >—2VJL Y M 1M0BZEICO—FT—>30ENdEZ2ERLET,
cron =\,

Secrets Manager @ Cron XOFERIFXD XS &Y ET,

cron(Minutes Hours Day-of-month Month Day-of-week Year)

RENIESZEC cron Xk, BAUEY hENFET, HIRIE. cron(0 4/12 * * ? *) FFHI4
B, BREFERIE, RVTEHEOFH 48, BLEFE4BEEZZKRLET, Secrets Manager M
A—F7—>32AT21—-) TR, UTC XA LV—VFFEREIhET,

AT 31—l Ol b

SEFEC &, 480 KA SHEA, cron(@ /8 * * ? *)
SEEEC &, 48l 8 KA SHEA, cron(@ 8/8 * * ? %)
10 A &, 80 2 D SER. cron(Q 2/10 * * ? *)

O—7—>32>J4>RJ&E 2:00, 12:00. &
KT 22:00, RVWTEH® 2:00, 12:00, B &K
O 22:00 ICRAtREhET,

& B 48 10:00, cron(@ 10 * * ? *)
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AT 1=l OB
FiE+EHOF% 6:00,

A 1 HOF80 8:00,
3AATEICE 1 HEERDOFH 1:00,
B AR B OF% 5:00,
AEANSEEAETONFHE 8:00,
BA1BE 15 BOF#% 4:00,

B A 1 A A O 0:00,

1 ACERKEh, RYOABAOFH 0 KA S
MHrAZE,

Secrets Manager @ cron =\ E4

Secrets Manager Tl&. cron RIZFEATEDERE

cron(0
cron(0
cron(0
cron(0
cron(0@
cron(0
cron(0

cron(0

18 ? * SAT *)
81 * 7 *)

1 ? 1/3 SUN#1 *)
17 L * ? *)

8 ? * MON-FRI *)
16 1,15 * ? *)

@ ? * SUN#1 *)

0 ? 1/11 2#1 *)

BICEVWS 2D DOFHRAN B ETF, Secrets

Manager ® cron X Tlk, 277 1 =)L RICOARBETT, Chik, Secrets Manager DO—F7—=/3
VIOAVRINERICHRBENDEHTT, F71—)LRICE, *HFBRETT, chlk, Secrets
Manager Tld 1 FU LB TVWBAO—FT—2 32 AT 1— AP R—FEAhTVEVEDTT,

RORIC, EATEDFTa2&2RLET,

74 —J)LR &
i) 0 Z1E
B 0~23

TA4ILRA—R
L

(727 —RAZYv>1)%

AL TEDZEELE T,

BIZE, 2/10 F 550 2 D
510 KEACEZERLET,
S—ULYRF4REIEC
A—7—>32&had&L3I(C
RETEEXT,

cron =,
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714—=)LR

H

1~31

DAL RA—R

(AN 2EAL TEMOE
ZEHET, HIAEF, 1,15
AD1H&E 15 BZEKRLF
9o

-Av>a1)zERAL TEHHA
ZEELXRT. HIZEF. 1-15
EFAND1EHAS 15BFXTO
BZEWKRLET,

(PARVAY) ZEALT
714—)LRADIXNTDIEZ
BHET, HIAE, *EAD
IXTOHOHZERLET,

[?] (BRI OOAI RA—
Rix, FEZERLET
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7 4 —)L R& Day-of-week
74— )LRZRKICEETS
ctlFTEEFELEA, — D
71— RICEZEETDS
B, E5—HADT71—J)LRT
[?] (BRRER) 2ERATIHED
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1 BBEAS4BEETHIE
HEERLET,
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[?] (BEERF) OVDAII RA—
RiF, FEZERLEXT
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714—)LRZEKICIEETS
CERTEFERREA, —HOD
71— RICEZEETDS
8. E53—FDT71—)LRT
[?] (RRRER) 2EATIHED
HERT,

(727 —RAZYv>1)%
AL TEDZEELE T,
BlZE, 1/2 11 BEDKEHR
NS5 2HAEE, OFXY 1 H

cron =%

256



AWS Secrets Manager d1—H¥—HA R

714—=)LR (] T4 RA—R
BH. 3HH. 5HH. 7HE#=
ENERZERLET,
LZ2ERAL TRKRIERZEE
LET,

F *EEELTLSEZL L

> — AWS Secrets Manager 7L Y hZ29<ICO—F7T—>3>29%

A—7—23>T&30, O—FT—23UFREENATVE—ILYRNDODAKTT, >—JL YK
ICO—FT—>3UFREETNTVBRLESHZRFETAICEK, AY—ILT—IL Y NZERTL,
[Rotation configuration] (A—7—2 3 VE&RE) 023> EFTAYVO—J)LLE T, [Rotation status]
(O—F— 32 AF—ZRA) # [Enabled] (B%) DHEA. ¥—IL Y NcO—F—Y 3 ABREE
£9, TOTHVWEEE, "T—ILyhoO—F7—>32, Z8RBLTLKEET,

<=Ly heO—7—>3293 2k (A>V—))

1. https://console.aws.amazon.com/secretsmanager/ »* 5 Secrets Manager 2V —J)LZRE &
9o

2. >—ULvYybhEBERLET,

3. [Secret Details] (Z>—2 L v N DF#) R—> . [Rotation configuration] (A—7—= 3 2 &XE)
T. [Rotate secretimmediately] (§<IC—IL Y hZ2O—7T—>320E8B) 20UV ILE
T

4. [Rotate secret] (Z—2L Y hOO—F7T—232)XATFOJKRY VAT, [Rotate] (A—FT—=3
NEIVYILET,

AWS CLI
Exampled <IZ>—JL vy h2O—7—2329%

RO rotate-secret BT, ISICA—FT—>arHFRBENET, >—IL Yy hOO—-FT—>3
ViF, ITERETNTVIHBENHI KT,

$ aws secretsmanager rotate-secret \
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--secret-id MyTestSecret

O—F—>3a>&EhTW WS —oL Y NERERTD

AWS Config ZFALT>—oL Y hafHEiL. BEICHE>T>—IL Y M O—FT—>3> LTV
BPHESHZHAETEET, AWS Config L—ILZFEAL T, >—IL Y NORFEFIVFT14H

KROAVT AT AEHZERLE T, TDHEAWS Config, FIL—ILICERL TVWEVWS—D

LY NZ#BRITEERT, £, 22— LY MNXEF—&, O—T—23VEE. >—7L Y MEF1L
ICERAEND KMS ¥—, Lambda O—7—> 3 BEH, >—IL Y NCEEFTFShERTOEE
ZEBHFITBDEETEET,

BEOAWS T7HOUKN EHBAWS V=232 RIZS—IL Y MM HBEEE. TOREL
AT SATUOATF—REZENTEET, FHFMIZOVWTIE., "Multi-account Multi-Region data
aggregation; ZZRL T EE L,

=Ly bHFO—FT—232LTVRLESHZFHETSICE

1. AWS Config L =)L ZEAL T Y —A%Z7HM I 2 FIRICHL, RDIL—ILASBRLEXT,

« secretsmanager-rotation-enabled-check — Secrets Manager ICRFENTVD S —
LY MERULTO—T—23 R EESNTVRIAESHERBLET,

« secretsmanager-scheduled-rotation-success-check - &#ICEIL EO—FT—
>arvh BEENEO—T—2 a2 HEEQHBERNTHIANESHAZFIVILET, FIV
I DO&/NMEERBIXTT,

« secretsmanager-secret-periodic-rotation —#ELEBBRIC—IL Y M O—
T—=AVENELESIHZEHERELET,
2. REBEIIHUT, =LY MEHRLTVEVSEICEANTS AWS Config £S5 I ZBREL &

T, FHMIZOVWTIEE, " A Amazon SNS hEY U AWS Config ICIAET2BH ., #58BL TL
EEL,

Secrets Manager TEE8IO—57—>3>ZF vt T5

= 7 YRNOEBBSO—T—32ZBELTVWRHREIC, O—FT—>32%2F1LF5ICE@,. O—
T—>areEXvEITEEXRT,
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BEO—7T—>3a>z%+>2EILI5ICR

1.

https://console.aws.amazon.com/secretsmanager/ A S Secrets Manager 1>V —J)LZHE &

ER

=Ly hEBRLET,

—=OLY hOFHENR—IT, [A—T—3VFE]|HS [A—
EED

[A—T—2 3 REORE]|XATOATRY VAT, [BBO—T—>32V])2F71CL T, R
7] 2 BRLKXY,

~
-~

ADOmE ZERLE

bl
\

Secrets Manager FO—7—2 3 VREFBERIFT TSSO, IRKO—T—>32Z2BUF I
ITRHEIC, BYASEATEET,
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AWS Secrets Manager 80 AWS H—E AIC &K > TEES
nsd>—oL vk~

Z<OAWS H—EREF, (Z>—UL Y hEHFRTFLTHEAL ET AWS Secrets Managers ch s ®
=LY RNE, NF=DRI—=IVLYRTHDBEEEHYET, chiF, >—IL Y hEERLE
H—EAN, 2—IJLYRNDBEBZYR—BNLTVWBREEZERLET, HlAEE. W<D2HADIYXR—
DRI—=VLYNIRYZF—JRO—TFT—2IUNEFATVE LS, O—FT—> 3 ZBP TRE
THIMERHYERA, T, EBEY—EATE. EIHHPEABELTY—IL Y NEEHMELEFHIRT
BENFIRENTVET, EBY—ERAR—IJL Y NIKETR LD, COFIRIEHEEEFELEZR
<OIC’IBEET,

® Note
NRX—IRI—=ILY ML, ThSZEEITDAWS H—ERICK > TOHMERTEEXT,

NEZ—IRI—=TLY R, BELPTVRSICEEY—EXAID Z8twERAEEALTVE

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

>—UJLYRNEEEITRZH—EADID

» appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

« datasync - the section called “AWS DataSync”

* directconnect - the section called “Direct Connect”

* ecs-sc —the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

» opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

* pcs - the section called “AWS ¥ 5 E1—FT 4 JH—ER"

* rds - the section called “Amazon RDS”
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+ redshift - the section called “Amazon Redshift”

* sqlworkbench - the section called “Amazon Redshift Query Editor V2~

B AWS DH—ERICK D TEEBENATWRAS—ILY N ERETRICEK, "YF—
JLY hD&RE EZRLTLSEEWL,

\ll
7
\Ill

AWS D H—E R AWS Secrets Manager >>—2L Y NZ#EHT3

LTDO& AWS OH—E A A" Secrets Manager E EN K S IZHBET MBI NI OVWTHBALET,
« AWS App Runner T® D EMA K E AWS Secrets Manager

« App2Container #* Z A9 % 5% AWS AWS Secrets Manager

« AWS AppConfig T® DO fERA % E AWS Secrets Manager

» Amazon AppFlow @ AWS Secrets Managerf§ Fi 75 &

« AWS AppSync T® D{EA 5% AWS Secrets Manager

« Amazon Athena ® AWS Secrets Managerf F /5 3%

« Amazon Aurora & Z £ 9 % 5% AWS Secrets Manager

« AWS CodeBuild T DA% % AWS Secrets Manager

» Amazon Data Firehose T AWS Secrets ManagerZ 8 9 % 15 3%

« AWS DataSync T® DO fFEA %% AWS Secrets Manager

» Amazon DataZone #* AWS Secrets Manager Z A9 % 5%

« T® AWS Direct Connect O£ 5% AWS Secrets Manager

« AWS Directory Service TH D £ H 5% AWS Secrets Manager

+ Amazon DocumentDB (MongoDB E #:1)?M AWS Secrets Managerf i /5 5%
» AWS Elastic Beanstalk T® 0O f# % % AWS Secrets Manager

« Amazon Elastic Container Registry #* Z £ H 9 % 5 & AWS Secrets Manager

* Amazon Elastic Container Service

+ Amazon ElastiCache #* Z £/ 9 % 55 7& AWS Secrets Manager

« AWS Elemental Live TN DA% = AWS Secrets Manager

« AWS Elemental MediaConnect T® N f# %5 % AWS Secrets Manager
« AWS Elemental MediaConvert T®hH DA% % AWS Secrets Manager
« AWS Elemental MediaLive T® MO fEH %5 & AWS Secrets Manager
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AWS Elemental MediaPackage T® DA% & AWS Secrets Manager

AWS Elemental MediaTailor T® O£ H )55 AWS Secrets Manager

Amazon EMR T Secrets Manager Z 9 % 5%

Amazon EventBridge ® AWS Secrets Managerf# i /5 7%

Amazon FSx A" AWS Secrets Manager —2 L Y NZFER T2 5%

AWS Glue DataBrew T® QO£ 7% AWS Secrets Manager

AWS Glue Studio A" Z A 9 % %5 7= AWS Secrets Manager

AWS |oT SiteWise T® DA %= AWS Secrets Manager

Amazon Kendra @ AWS Secrets Managerf i /5 &

Amazon Kinesis Video Streams #* AWS Secrets Manager Z{£H 9 % 7%
AWS Launch Wizard T® QO£ H %% AWS Secrets Manager

Amazon Lookout for Metrics O 75 3%

Amazon Managed Grafana T® AWS Secrets Manager O 5 7%

AWS Managed Services T® O A 5% AWS Secrets Manager

Amazon Managed Streaming for Apache Kafka® AWS Secrets Managerff F 15 /&
Amazon Managed Workflows for Apache Airflow A" Z £ 3 % J57& AWS Secrets Manager
AWS Marketplace

AWS Migration Hub T®D DO & AWS Secrets Manager

AWS Panorama |Z & % Secrets Manager D fEF 5 5&

AWS Parallel Computing Service A" Z{£H 9 % 5574 AWS Secrets Manager
AWS ParallelCluster T® D fEA K % AWS Secrets Manager

Amazon Q T Secrets Manager Z 9 % 5%

Amazon OpenSearch Ingestion A" Secrets Manager Z#H 9% 5%

A" AWS OpsWorks for Chef Automate Z £/ 9 % 75 7& AWS Secrets Manager
Amazon Quick Suite /" AWS Secrets ManagerZ £ 9 % 5%

Amazon RDS T AWS Secrets ManagerZ 9 % 5%

Amazon Redshift T AWS Secrets ManagerZz X 9 % 5%

Amazon Redshift Query Editor V2

Amazon SageMaker Al A" Z £ 9 % J57& AWS Secrets Manager

P—ULY RNEFERTRZIT—ER
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« AWS Schema Conversion Tool TN MO A% % AWS Secrets Manager
Amazon Timestream for InfluxDB A" Z £ 9 % 55 7& AWS Secrets Manager
AWS Toolkit for JetBrains T® D fEHJ57E AWS Secrets Manager

'S, — AWS Secrets Manager 7 L ¥ kN AWS Transfer Family B9 2 5%
< — AWS Secrets Manager 7 L ¥ kN AWS WickrZ £ 9 % 5%

AWS App Runner T DO EA KL AWS Secrets Manager

AWS App Runner &, V—AD—REFLEGF AT FAAXA—IHASAWS VSO RADAT—F I T
REBVITTTIT—2aVICEETF7OA4T21E00, 8ETY T TCEARMROEVA
EEREBTS AWSH—EATT, HILLVWFO /O —%2FFL LY, FRATZAVE1I—FT12T
H—ERAERELEY, AWSDUY—REZ7OES I ZVJ ULTRETIAEEHA>TVWHAHERSD
WEHA

AppRunner 292 &, H—ERAZER, ELKETOREEZERLAERIC, >—IL Y R®
REABEZEY—EAOREZHELTSRTEDELSICARY KT, FMICOVWTIE., TAWS App
Runner B%& 74 R4 @ Referencing environment variabless GREBEZEH NS H) & "Managing
environment variablesy RIEZHBOEE) 2SR T EE L,

App2Container #" Z{EH 9 % 7 7& AWS AWS Secrets Manager

AWS App2Container I&, 7L ZAOTF—R U 2 —F R REIYI O TETENBD TSI —
>ar vz )77 RIT7 ML, Amazon ECS, Amazon EKS, £l L& > TEBEND AT
FTTRITTEDLSICTSHIAN RF A2V —)LTTF AWS App Runner,

App2Container |& Secrets Manager ZfEAL T, VE—RNINV RZETITDLEHIZT—H—X
RT3 Y- N—CERTRLHOERZEELETT, FMAICOVTE., AWS
App2Container 1—Y%—7# 4 R® "App2Container D—IL v NEEBEB TS, 2SRBL LK
L. AWS App2Container

AWS AppConfig ThH DO EATTE AWS Secrets Manager

AWS AppConfig l&, 77U —> 3 VEREOER. BE. REEFT7O4 AWS Systems Manager
ICERATES OMEETT, REICIK, Secrets Manager ICREENTVRRIABERT—2FLET
DHOEEBEREZEODIENTEET., BHEXOREZ7O7 7N Z2ERTSHE. Secrets
Manager ZFRET—F DY —AE L TERTEX T, FHICOVTE. TAWS AppConfig 1—H—
HAR, O "TEHRHFERXOBREZTO77AILN0ERSL 22RBLTKEETV, BBO—FT—>3 0%
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
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ICE2TWVWBS—UL Y N%E AWS AppConfig N END K S IZMEBT B A IZ DWW TIE, AWS AppConfig
F1—%—HA Ry ® "Secrets Manager DF—O—F—> 3>, 2BLTLKEEV,

Amazon AppFlow ® AWS Secrets Managerf# f /5%

Amazon AppFlow (&, Salesforce, AWS MOt —E A, Amazon Simple Storage Service (Amazon
S3). Amazon Redshift %% & @ Software as a Service (SaaS) 7 7’V —> a VETEEICT—2 %
RMTERTINZ— REOREY—EATT,

Amazon AppFlow Tl&, SaaS 77U —2 3> &Y —RFLERTFATAX—23aELTRET
e, BENMMERENE T, ChiZE, BiEh—9>, 1—H—F, BLP/NAT—REE, SaaS
T7)T—=2a > A0ERICHERBRNIEENET, Amazon AppFlow &, L7141 Y IR
appflow Z#FD Secrets Manager X x—> R —J L v NCERT—2ERELET, >—IL VY
NzEREZETZERIE. Amazon AppFlow DEEICEFENTVWET, FHMIC OV TIE. "Amazon
AppFlow 1—%—7 4 K, @ TData protection in Amazon AppFlow. (Amazon AppFlow T®H 57—
RE) ZSRLTLEETV,

AWS AppSync TDH DO ERA T E AWS Secrets Manager

AWS AppSync l&. 774 —2 3> %E S Amazon DynamoDB, . HTTP APIs 7 £ DB D
V—ANS5DTF—R2HEDLEDLHD AWS LambdaBET AT —F 7 )L GraphQL 1 > 2 —
JIARAERBLET,

AWS AppSync l& Secrets Manager ~—2 L v N OFREEE#RZ £ L T Amazon RDS & Aurora
ICEHFELET, FMICOVWTIE, TAWS AppSync FAROY /N—HA R, ® Tutorial: Aurora
Serverlessy (F 21— K1 7T )L: Aurora Serverless) ZZ 8B L T &L\,

Amazon Athena @ AWS Secrets Managerff /7%

Amazon Athena I&. ZE%87% SQL Z £ A L T Amazon Simple Storage Service (Amazon S3) M
TF—REEEINMTRDERBRICTD, ATV T14TBIVITIVH—EATT,

Amazon Athena F—X Y —AX U Xk, Secrets Manager >>—2Y L Y N& Athena 7 T FL —< 3
COTVUMEZFEALT, T—X2Z20ITVTEET, FMICOVTE., TAmazon Athena 1—4H—
4 Ry ® "TAmazon Athena EERZEDFEH ) 2B LT EEL,

Amazon Aurora & Z £ 9 % J57% AWS Secrets Manager

Amazon Aurora F 7 )N Z—J REQUL—23FI)IF—ER—AT 20T, MySQL LT
PostgreSQL £ D EBRMEANH V) £,
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Aurora DY AR —1—H—RIMEREEETHHIZ, Aurora BYZF—IJ RI—UL v N &EERK

TEET, TO—IULYNORENBRENET, Aurora ld, NS ORIEHROO—FT—> 3
JEBEBEULET, FMICOVWTIE. "Amazon Aurora 1—H#'—7 4 K1 ® TAmazon Aurora 8 KT
AWS Secrets ManagerTM /AT —REE | Z#ZRBLTILEEV,

FTOMD Aurora FBEIERICOVWTE., T>—JL Y hNEERTZ, 25BLTLSEETL,

Amazon RDS ® Data APl ZFFUFHH 9 &, Secrets Manager Z AL TF—XR—ANRIEHREZ B
FENTEET, FMICOVWTIWE., "Amazon Aurora I—H—7H 4 R1 ® "Aurora Serverless @
T—2APIDFEAL Z2ZRLTLEEV,

AmazonRDS VIV IFA 2 FEALTTF—ER—RAICERTIBEE. T—ER—ADFAFER%E
Secrets Manager [CfRIFTEEX T, FMIZDOW T, "Amazon RDS 11— "ﬂ‘ AR, 0 ™OTD
T4 320FEMA) 25RLTLKEEL,

AWS CodeBuild T® DO fEM K E AWS Secrets Manager

AWS CodeBuild Ik, 72T RADT7IIIZ— REQOE)L RY—EATT, CodeBuild &Y —A
O—RZIAVNALL, BETARNEZRGTLT, I<SIETF7TOCTERT—TA 77O RNEERL&E
9o

Secrets Manager 2L T, Z77AXR—KNLZANUORIBEHREZREFETER T, FMICOVT
l&. TAWS CodeBuild 1—H¥'—H 4 K, ® "CodeBuild /i AWS Secrets Manager Z AL /=7
FAR—BLZANUDOHG T, 25RBLTLEEV,

Amazon Data Firehose T AWS Secrets Managerz B3 % 5%

Amazon Data Firehose ZFERAL T, EXETETBARNI—ZDTREEXICUTILEZALDANI—ZX
VT —REBETEET, EEEANRIERELEFIF—2ERTSHE. Firehose T XA A
(IC Secrets Manager 52— L Y NZEBL, BEEXEICERLET, FHICOVWTE, "Amazon
Data Firehose XOY /N\—7 4 K, @ "Amazon Data Firehose AWS Secrets Manager T Z5Ral 9
%1 ZRLTLEZL,

AWS DataSync T® DO {EA 75 7E AWS Secrets Manager

AWS DataSync l&, ANL—2 2 ATALEY—EABMOTF—20%B 2RI, BB, SFLT
BAVZAVTF—REEY—EATT,

DataSync THR—KRENTVBRARNL—DOATLAO—H TR, F—RXOFZEHE) EEZAHKICER
AFESRA HETT, DataSync [ Secrets Manager Z AL TARNL —RABERICK T H2REE
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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ERT7OEAETVWET, DataSync ZFREL T, I—F—ICRH>T—IL Y hEERTR L
£, HARLY—UL Y NEEBETDEETEEFET, Y—EANZ—IRI—IJL YN, 7L
7 1Y YA aws-datasync THE EF, DataSync DABTERL > —IL Y hOFERICHL
TOHJREENET, "AWS DataSync 1—H—HA KR, @ "TARL—20O7—2 32 OFEEER
NDREH ZZRLTSEZL,

Amazon DataZone #* AWS Secrets Manager Z{#A 9 % 5%

Amazon DataZone l&. *—X0OAZO71L, %, BE, B, 2 EAEICTEITFT—XEEY —
EATYd, AWSGlue 7O—>— a7 &2 EAL To/O—)L& ni Amazon Redshift 75 A X —
NT—7ILNEEI—OF—RTEY NEFERATEET, Amazon Redshift (CIE#ET B IC1k. Secrets
Manager ~—%2 L ¥ ~IZ Amazon DataZone FREEEHRZEBEL F£9. FFMIC OV TR, "Amazon
DataZone 1—H%—744 R, @ "3 L W AWS Glue ##: % £ 5 L T Amazon Redshift 7 —XX—X
NT—2YV—AzERT1 2R TL<EE\, DataZone

T® AWS Direct Connect O£ 75 7% AWS Secrets Manager

Direct Connect l&, ¥4 —H XY KX T F7ANT—TILENL TRHIEPZRY KT —72 % Direct
Connect A7 —<3aIcUOLET, COELREFRATRE, REBA U X—T T4 RENTUY Y
ICEFEERTEETEFT AWS O —E A,

Direct Connect &, $EZHBEM TF¥—B L EHRBEEMITF—RT (CKNICAKRT7) &, L7141V
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AWS Secrets Manager NEZ—Y RAZF—OL Y NZEA
LEY—RN—FT1—>—DOLYRNDERE

NEZF—Y RAFE—IL Y NE, OFLWS—IL Y NZ A7 AWS Secrets Manager TH V), HE
N=KRF—HDSOFRIABEHRZRFLTCEHNICERTEETT, COMEICKRY, HFEN—KF+—D
S—=OLYNEEFHITDLEODNARL AWS Lambda B EERB L THFTHILEN LY E
o AVR—TFATENLINTON—RF—OEELBVANIOVWTR, "T#HE/N—hF—]
ZSRBRLTLSEETY,

TT7VTr—23> %z BRIB5E8 AWS, Z<NFE. 7—I0—RE API F£—, OAuth h—7
>, RABEBRTBENDRLBFIABRENLTH—RN—FT A —=F7VT5—232EXRVRYTS
BEFBYVET, BAilk, FF7VT—232V ICEROEMBEO—T—> 32 Lambda BEHOBEE
RGN B TFABRE, ChSOFABRERBEOIVERTDILOOHNARLT7O0—F%
MARIILEN B KL L,

7? DRA—OL Y RME, EN—RFAHDPEBLEEHERENLELERATY—RN—FT1—

AR ERFETDLOOBEENN ST TO—FE2REHMLET, COBEEICEFE. >—IL YD
'T’IEEZ':F'L’EMLK%QEUD T—>ary (F7#AIITREIAVY=IL). >—OLY NEBD—DT
O—OX2&EEAKEI—H - NO—)L, EHMEHI BT I ELAFIER, A7 HF—NEUT 1,
ANFUAR, AVTZAT VAR, TFAHFRRUAND, EZRVFJD A=) E, Secrets
Manager 12t 2 2B HEELY RFEENE T,

F A

NEZ—DRAFH—ILY NI, H—RN—T 1 —OFAIEHREERZFRILIDVS2ADOEEL
HWENBVET,

« Lambda 7 —ONXZ—Y RO—FT—>32EF. AAZAOQA—T—2 3V BEBOEREEEDF—
N—AY RZHBRLET, A ZEKTHE, O—FT—>32FBHNICEMICERY, THOY
NZF7'O4 &N Lambda BEEH V) £ A,

s BRIERENLE—IJL Y MERICEKY, >—FJL Yy hERE/N—MF—ICEICEEMS G, O—
T—2AVIIMBBRART—REEHDENTEEFT, EN—NF—R&., BEZEXZEEZELF
9,

s MEESNEN—PNF—TIO2RATLR, BEEhEFAR—FT12J7O0LAZEL TEHD
N—KhF—FEHBR—-—KNLET, /N\—K~F—I& Secrets Manager L BEERELT. >—IL YD
ERERZ—D RO—FT—2aVHEICBEIZZ 7OV ALAILED AT AZREBLET,

R 281



AWS Secrets Manager d1—H¥—HA R

- TEZEEFRMER., IXNTOO-FT—>32T70T4ET4, >—UL Y MEDEHH, BEEANR
L—>3>® AWS CloudTrail OV R ZBLU TR X EAREZHIFELE T,

NEZ—I RAH—IL Y MN—bF—

Secrets Manager &, Y —RN—F 1 —OF 7V T5—>3 XA T147IHELT, N—hF—H
REITBI—ILy h2O—FT—>320L& T, EN—rF+—E. >—2LvyboO—FT—232IC
PBEBAXRTF—RE—DLYNMET1—I)ILREEELET,

—=OLY MBI, Y—RN—F 1 =054 T7 U NEDERICVERT A= RFEENTSH

V). CreateSecret FOHLUHFICRFEEINET, O—F—>3a U AEXF—R@EF. O—7—>3HI(C
=LY RNEEHITIEHICERAE ., RotateSecret FH LU THEAE D 71 —I)ILRZREFL
£, s 71—=I)LRE, EN—RFF—IC&L2TERESTN, YNZ—2RO—F7T—>3> 70—
ZHILET,

O—7—> 32 ZBICHETRRICE. >—ILYRNSATHA VN EEETZOOREDT Y
T AFFA % Secrets Manager ICIRETDHBEN SV EXT. FMICOVWTRE, "EFI1VF1ETD
L AFA ZBZRLUTKEE L,

LTORNEYOTR, >—JLY hOO—T—2 3V IIBEBEBEXZT—2T7 1 —)LROFBPE,
S=OLYRIZ=—DFv—O>—OL Y OO—FT—232VICHEBZRT A= ROFAICOVT
BALET,

SHI:I

N =R
maEN—hF— =LY RNDRAT
Salesforce SalesforceClientSecret
BigID BigIDClientSecret
Snowflake SnowflakeKeyPairAuthentication

Salesforce 72A T > h>—OL Y B
=LY RMNMETZ71—I)R

AR &, Secrets Manager >—2JL Y NCEOHDIUENHD T4 —ILRTT,
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{

"consumerKey": "client ID",

"consumerSecret": '"client secret",

"baseUri": "https://domain.my.salesforce.com",
"appId": "app ID",

"consumerId": "consumer ID"

consumerKey

O>>a1—X—F—l&k, 95472 KNID EEHFE N, OAuth 2.0 FREEEIR ORI ERE R F T
¥, 1> 1—~X—F—I&. Salesforce External Client App Manager OAuth (2 EH S BB T
E2FET,

consumerSecret

OA2231—~X—=>—9L Y RE, 94T h2—0L Y NEEREN, OAuth2.0 V747>
NEREEEHR 7 O—ZEALCRAETAHHICA 21— X—F—THEAETNBE T4 RXR—KNA
7—RTY, OA>>1—X—>—7L Y bE. Salesforce External Client App Manager OAuth &
ENSEERETERT,

baseUri

AX—ZA URI l&, Salesforce APl &EMOX° V) LY ICEAE 15 Salesforce APls, ik, XD HID
FRIC&VYET: https://domainName .my.salesforce.com.

appld

T4 —<,3a> ID l&, Salesforce External Client Application (ECA) ORI+ Td, <h

(. Salesforce OAuth EAMRRIY RRA 2 NZEZRVHTETREBTEET, £EEF Tox,
EBFOAEFRATILEN HYET, D7 1—J)LRIE, Salesforce A—7T—3 2 HARD
external_client_app_identifier #2B L £9,

consumerld

122 1—~—ID &, Salesforce External Client Application (ECA) 12> 1 —~N—0O#E B+ T
T, Chlk, 77U —>3>2 ID I RRA > N T Salesforce OAuth FRIIEHREFH O HIT &
THETEEXET, cO71—)LRIE, Salesforce D—FT—>3 2734 R® consumer_id 5B L
9,
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=LY RMXRTF—=2T714—=)LR

Salesforce MR FT AL — UL YR EO—FT—2 3 TR EHICHUERXRF—RT1—)L RERIC
RALET,

"apiVersion": "v65.0",

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:SalesforceClientSecret"
}

apiVersion

Salesforce APl /N\—> 3 > (&, Salesforce #8#8® API/N\—23>T9, N—> 32 F v65.0 A E
THAIVLENHYNET, Chid, I"BIEXFVX.XXTHADHEATHIHLEN HYET,

adminSecretArn

(F72a2)EB—UL Y NARN [E, Z 0 Salesforce 7547 hN—oL Yy hoO—
T—2aAVICERAENDERE OAuth FREEEHRZETLS—UL Y RO Amazon VY —AXR—A
(ARN) TT, 2 t, BBEI—IULY MR, >—IL Y MBERIZ consumerKey &
consumerSecret DEZEHBIMENHYWET., CchR@FAT723a>o71—IILRTHY), HEL
B4, O—FT—> 3 HIC Secrets Manager kD —2 L v NAM OAuth REEEHR % £
L T Salesforce TERIELE T,

EA70-—

Salesforce —2 L v hZ I[CREFEL TVB B EHKIE AWS Secrets Manager BL—OL Y KNI
REENATVRRIAEREEALT—IL Yy N&2O—F7T—232095Hh, O—FT—>23>0kd
CEBE—JLY NOFABEREFEATIN ZERTEXT, n60)74—)b R & CreateSecret
HOHLZFERAL T —IL Y NEEKTEET, SalesforceClientSecret 0—7—2 3 2V FRE

(&. RotateSecret F'H L ZFEAL TERETEER T, cOFETHL TR, LREOHIOXRSICAR
TF—RT7 A=) ROEENMVETT -RAL>—IL Y NAORIAFEREZFEAL TO—FT—>3 0 %8
RU HEEE. adminSecretAmnn 7 41 —)LRZAF Y S TEXRT, T 5IC. BEHKIERotateSecret F
CHUTA—J ARN ZEETIHXENfHYVET, chickY), >—ILy Nz2O—FT—>32F%
EHICBERT IO LAFANf Y —ERAINAEENET, FORAFARI —OHIC VTR, &
F1VTAETORAFTL Z2ZBRBLTLEEV,

BRI OEIEREY b (BEES—JLY MNIRE) Z2FALTO—IL Y NZEHITDES
d>21—X—>—2L Y h& AWS Secrets Manager 2 =< EBIUFIEICH>T TEBEES—7
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Ly hEERLTLEEY, COBEEES—YJLYRMDARNK, O>>1—X—>—9LY MDD
RotateSecret FOH L OO—FT—> 3 XX TF—ITRETIHVEN HV)ET,

O—F—>3>0O> vy Yk, Salesforce MEET D HAE D AICRHVET,
vy IDEF~N—D
=LY MNETA4—=IR

AT &, Secrets Manager >—2JL Y NZCEORIHUEN $BT71—ILRTT,

{
"hostname": "Host Name",
"refreshToken": "Refresh Token"
}
hostname

chig, BgID A VAZVANRARENTVWBRARNETT, 1 VARV ADOTLEHH RX A
VEBEANTRIMBENBHYET,

refreshToken

BB TOEABE - I1—HY—0ER-> b0 0ER > RIFZNLTBgID A2 Y —IILTHE
RENz IWT I—HY—EH~—0>

ER70—

EED7 14 —JL RE CreateSecret #FUH L ZFAL T —YL Y NEERTEET,
BiglDClientSecret —7—3 3 8 E k. RotateSecret FUH L ZFHA L THRETEE T,

7=, RotateSecret F*HHL CO—JL ARN ZIEETIHXENf HYVET, chicklY), >—IL Y N%E
A—7—23 33 EOIBERT IVEAFANINr M —ERIIRAEENET, TIOERAFARID —
OBUZDVWTR, "EF21VF 1T IOEAFAL 22RBLTLKEEV, CON—KNF—TI., O—
T—23AUABRTF—RTA—=)LREZEZOFRRICTEDCEICFELTLSEEZ L,

Snowflake F—~XR7
=LY NET14—=I)LR

AR I&. Secrets Manager >—2JL Y NCEOHIUENHDT1—ILRTT,
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{
"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}

1—4—

COF—RTFEIAICEEMN TS i Snowflake I—H—B, COI1—H—k, F—RT7HHAZZ
FAND K SIC Snowflake TRRETDHENHY, NTV v oF—R@Gnl—Y—070774
JVICE) HTHRBENHYET,

THI>V N
BEEOBIAICERE 13 Snowflake 7 HV > R&BIF. < ik Snowflake URL
(.snowflakecomputing.com & V) BIDED) A SHETEET,

privateKey

RELICEAE D PEM RO RSA 754 RXR—K*—, BEGINEND N—H—WF7>3>T
EE

publicKey

TTAR—RMNEF—ICHIBETE PEMERO/NTUY UF—, BEGINEND N—H—EA7>3a>T
9,

NA7L—X
(F72a N 07 1—=ILRE, BEEENETSAR—KNF—OESICERAETD/NATL—
AeSHBLET,

>—=OLYRMXRF=RT714—=)LR
Snowflake DX R F—27 4 — )L RERDEHY T,

{
"cryptographicAlgorithm": "Your Cryptographic algorithm",
"encryptPrivateKey": "True/False"

}
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cryptographicAlgorithm

(FA7Tav)hid, F—ERICERBEhZTIIVAXLZELET, XO320FILIVXA
ZBIRTE X T:RS256|RS384|RS512 ., D71 —)LRE@FEF7>a>7T, @RLUEFT7 2K
DOF NIV XA RS256 TT,

encryptPrivateKey

(F723a2) 071 —=)LRZFEALT, 774/ R— NF—ZBSLTIHNESHZEBRTER
T chETF7 2 MTHfalse T BEILONATL—ABZUALICERENET,

A7 0—

EFE D7 1 —)L R & SnowflakeKeyPairAuthentication E LT —IL Y RZA TS —IL Y N
fEZfERA L TCreateSecret FH L ZFEAL T —IL Y NE2ERTEET, O—FT—2 3 VERE
l&. RotateSecret FPH UL ZFEA L TRETEEF T, XEBICHUT, EHICESVTE—IL Y N
XBF—RT 4 —)L R (BHA) ZIETEE T, £/, RotateSecret FO'H L TO—J)L ARN ZIEE
FTRIMBENFHYVET, chllkY), >—OL Y NEO—FT—232FBEHDICHBERT IO AFATN
H—EBEACFEENET, PIORAFARV—0OBIICOVWTR, "EF1UFT1ETOEAFT,
ZSZRBLTLKEEV, CON—RF—TR., O—FT—23UXEF—RTA1—)LRZZOEXICTE
BDECEERLTLEZL,

X 1VFABRTT IV AFHFHA

RNEX=—DRAF—OLYRNTR, Y —RN—FA—=TF7VT—=232FTHhHIONOEBRELARILD
ERE EHETRIHLERFHYEEAAWS, KDVIC, O—FT—>3270O€ATR., EEL R
BHWEART—RZFEAL T, FARBOERERAD =D ICH—RN—FT1—T7VTr—>3UA
ORAET Nz API D=L ZTVET,

NEZ—Y RAF—UL Y NE, 0D Secrets Manager — VL Y REZA7ERLEFI VT (1
EEZHFLET, >—UJLYMERK, KMSF—ZFAL TREHRICES{LEh, TLS ZFEAL Tz
ERICESENhET, 2—ILYMOTIEAR, IIMARUD—EVY—AR—ADRIZ —
ICE>THFEINET, DAZRN—NZ—IRF—ZFALTO—IL Y NZBESILTIIEEE,
O—7—>3>0O-L®OIAMARY>—& CMKEERUS—ZEHL T, O—T—>3 2 ZKHPE
BRLOIBEBRT IV EAFAZREITISLENHYIET,

O—F—3 3> e BYCBESEBICR. S—ILY NSATHAILEBBTZLHOBREDT
7t AFF A % Secrets Manager ICRHIZIBEN BV ET, ChoDT I EAFARK, B2 D> —
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LY NIZBREL. B/MBFEORBIICHS CENTEET, BELEO—FT—23a>O-)LEtEY b
TFYTHICRIEEh, O—FT—>3ARL—23aVIZOKfFERAETIET,

=LY NI FEETRIV—AVOEC2OAWSIPEHENDHKZFAITSDET, IPA2VITLA%E
ARV —ACHIRTEXRT, COIPHBRDIVANIEEEND AU BB D, EAIL—-I%Z
EHNCEFHITIHLENBYET,

AWS Secrets Manager (Zl&. Secrets Manager 1>V —IIZEFERALT—IL Y NEERTDEE
IC2—OLY NZ2EBTDLOIHBERT IV EAFTZE D IAM RIS —ZERTDEHD T
LEYFY)I1—=2a EABCATVET, COO-IILOTIVEAFTE, EV—232oké
N—=KRF—CEICATD=TRE I EnET,

T O EAFARI S —0H:

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRotationAccess",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"

"Sid": "AllowPasswordGenerationAccess",
"Action": [
"secretsmanager:GetRandomPassword"

1,
"Resource": "*",
"Effect": "Allow"
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}

7E: secretsmanager:resource/Type TEATESD > —UL Y RNEZATOV AN, BE/N—HKF—IC
HV)ET,

FEAR) S —0fl:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"
}
}
}
]
}

NE=—DRAB—OLYRNOEZRZVTERNT TN 21—FT4

NEZ—2 RAZEBT—OL Y ME. AWS CloudTrail 0% & Amazon CloudWatch X R O A &EU T
BENBREZR) D ITBEZRHELET, IXTOO—FT—>3a>F7I9714EET 14k, BRI, K,
BROCTOLAFICRELEIS—ICEITHEBERECEICEBENET,

O—7—>3>0—070-0—RNBEEBICK. O—IILOTIEAFAXREES—IL Y MED

ROLERENBENET, ChSDT1—J)LRERELZEVE, Y—ERANY—ILYNITIER
LW, MEN—KRF—IOFAT7MIEBELTS—ILY N EEHLEYTERLIBZD IO, KE
N=Kh =& >TEETAEEATO—FT -3 FKRBITDAREN BN ET. TOMOEEIC
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k., XY ND—D8EROBE, SEREFHROBMNHR, N—rF—H—EAOTRUEZENH KT,
NEX—JRO—FT—230HY—EALR, EEMEZEALIZDLHOBRETADY VLIS —REY
BEIRTLET,

Amazon CloudWatch Z#AL T, O—7—>3> A2 a1—)L, KB, NTF—~XAXNUD
ABETEZRVIITEET, AIRVKNTVY DR FERALTHAZLT S —LA%ZERELT, O—FT—
DAVORBREEN VERTOMOBEEZELETEXT,

BEN—OLY NOBLT

BEON—RKNF—2—OL Y RNEIZR—DRAB—ILY NIBITEATaNFHYET,
fF UpdateSecret FOHH L TRITTEE T, HA RTHEST N TVBRKSIC, —UL VY MEEX
BRTF—REBHITRIHLENHYET, chsO—IL Y MCARRAO—T—23 Oy I8
TILREETNTWBBAFE., £9 CancelRotateSecret FFH L ZFALTO—FT—>3avEx v
EILTRIRENFHYNET,

FHNEHCERSEE

NEZ—I RARRS—UL Y b, BOHEN 4 KBAREOI7IXATILS—TL Y hEYR—HNL
TWERBA, NTVYIF—AVTSARNZVFYiERECHENS TSNS —OL Y REFR—K
TNhTVWEXEA,

IZF—SRAR—OLYRNE, BAVR—F12TLEN—RNF—TOHEYR—RENET AWS
Secrets Manager, T2B&JANIO2VWTE., "#HE/N—bhF—1 ZBBLTLEEV, N—h~F—
FVDANIRRENBVWEES ICHAAR—RTBDELSICIETT S AWS Secrets Manager

Secrets Manager A—7—>a> I OV OABICHDIN—RFT—DFAT U NF—EAD S EE
=LY MEZEHELEFRO—FT—>3>2>93E, SATLEOBYPNTIME ha AJaEMS

V)& T, Secrets Manager &, FE>—JL Y MEEFHFOOA YV —ILBEETOTTAICKBMHLE
ERHLETHY). Y—RN—F 1 —TF7V5—>3 >0 TCEEZEEZZEETEET, out-of-bandE#
BIIEAHMEBBITZICK, ELVW—ILYRNERBRTDZELSICO—IL Y NMEEZEHLTH
SRotateSecret APl ZFHL T, O—7T—> 3 N5 EHRMERDITBRSICTIHXEN BV ET,
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T AWS Secrets Manager ~—2 L Y N ZERKT S AWS
CloudFormation

=LY RNEERTS IZRT&KSIZ, CloudFormation 7> 7L —KT
AWS: :SecretsManager::Secret YUY —AZ#EAL T, CloudFormation AXY V9 T>—YL VY K
ZERTEZERY,

Amazon RDS F 7zl Aurora DEBES—UL Y NZEEKTSICIE. AWS: :RDS: :DBCluster T
ManageMasterUserPassword Z A T2 &2 HEHLE T, RIC. Amazon RDS A" —2
Ly hZE#ERL, O—FT—232Z2BBLET, FHFHEICOVWTRE, "YF—2JRO—FT—>32, %
SRLTLSEEL,

Amazon Redshift & & ' Amazon DocumentDB D FREEEHRIC D LV Tk, &HAIIC Secrets Manager
K2 TERENENADT—RTI—IL Y NEERL, BSHEEFERALT—IL Y
RASI—H—BENAD—RZREBL, HILLF—EIXR—AOFTNEFHRE L TEALE

9, RIC. AWS::SecretsManager::SecretTargetAttachment VY —AZfEHL

T, Secrets Manager ">— UL Y haO—7—>32FBLHICHEZRS—TL Y NIC,
T—ER—ACEIZFMEZEMLET., HREIC, BBO—T—>322FWCTBHICE.

AWS: :SecretsManager: :RotationSchedule DY —RZEAL T, O—T—3 VK E A
T21-) 2RHELET. UTORZSBLTEZL,

+ Amazon Redshift B2REEHRZFERAL T —OL v N ZERTS
+ Amazon DocumentDB FRREEHZFERAL T — 0L v N ZERTS

S—=OLYRNIVY—RARIVS—ZTRYFITBICE,
AWS: :SecretsManager: :ResourcePolicy UY—RXAZFALFT,

TIY—RAZERT B H5EICDVWTIE CloudFormation, ™ CloudFormation 1—H%—74 K|

O "TUOTL—FOERZZES BBRBLTLKEETV, £/, AWS Cloud Development Kit (AWS
COK)EEHTDLETEET FHMIZ DOV TIE, AWS Secrets Manager Construct 54 75 1) &5
BLTLSEZL,
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ZfEHA L T AWS Secrets Manager >— 2L Y N Z/ERT S
CloudFormation

CNDHITIE., CloudFormationCreatedSecret-alb2c3dde5f6 EVSEBHND—IL Y NHE
BREhET, >—IL Y MEIKRXDISON T, >—2IL Y NOERBFICERE N 32 XFNDO/INA
D—RAERAENET,

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

COPITIE, XD CloudFormation VY —ANERAENTWVWET,

« AWS::SecretsManager: :Secret

TY—A&ZEKT S FEICDVWTIE CloudFormation, ™ CloudFormation 1—H'—44 KR
D "FTUOTL—RDOEREZS ) BSBLTIESL,

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type'": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",

"PasswordLength": 32
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YAML

Resources:
CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

BEO0—7—> 3> %A L T AWS Secrets Manager > —2 L v
NE#ERL., Z#EHAL T Amazon RDSMySQLDB 1~ AZ > A
% {ER 9 % CloudFormation

Amazon RDS E 7zl Aurora DEBE>—UL Y MEEKTSICIE., AWS: :RDS: :DBCluster
TN AZ— ]NATJ— RO Secrets Manager —2J L Y NEERTBHICTRTELD

[, ManageMasterUserPassword ZfEfA 32 &2 HEH L FI, RIC, Amazon RDS A" —
LYy hZEEKL, O—FT—23202EBLET, FHICOVTR, YXZ—2RO—FT—>3 %
SRLTLSEEL,

ZfEA L T AWS Secrets Manager ~—%2 L ¥ k& Amazon
Redshift 7 2 A2 —%Z4ERK 9 % CloudFormation

Amazon Redshift DEEEZ —JL Y NZERTSICE. TAWS: :Redshift::Clustery X
TAWS: :RedshiftServerless: :Namespace, ICRBBENTWBHlEFERATEHIEEHEOHLE
Cl

ZfEA L T AWS Secrets Manager ~—%2 L ¥ N & Amazon
DocumentDB 4 > A X > A%&4EK T % CloudFormation

ROBITRE, >—ILvybh&, FTO—ILY NADORIIEHREZE LI —H—BLONAT—RELTHE
A9 % Amazon DocumentDB 4 > AR AZERLET, >—IL Y NIR., >—TLYRNIITY
EATER LI —ZERTDIYV—AR—ADRIZ—HATRYFENTVET, L. ZOT>
Z7L—hTR, O—FT—23 VBEBOT7L—K A5 Lambda O—7—> 3 BEHEERL. <
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ND—OLY NFBAORAOBOFE 8 KA SHFR 10 B (UTC) ICEBIMNICO—FT—>3>&h
BESCHRELET, EFIVTAORANTZITARELT, 412 AZ Y AlE Amazon VPC (Z
BEANTVWET,

ZOHITIE, Secrets Manager IZ)X® CloudFormation Y —AAERAENTVWET,

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

* AWS: :SecretsManager: :RotationSchedule

TY—A&ZERT S FEIC DV TIE CloudFormation, ™ CloudFormation 1—H'—44 KR
D "TUOTL—ROEXREZS ) BSBLTIESL,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources":{

"TestVPC":{

"Type" :"AWS: :EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

}

},

"TestSubnet@l":{
"Type":"AWS::EC2::Subnet",
"Properties":{

"CidrBlock":"10.0.96.0/19",
"AvailabilityZone": {
"Fn::Select":[
"o,
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"
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"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",

JSON
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"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssI1\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

.

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
.
"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
.
"MasterUserPassword":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
.
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
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"DefaultSecurityGroup"

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,
"MyDBSubnetGroup": {

"Type":"AWS: :DocDB: :DBSubnetGroup",

"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet0l1"
3,
{
"Ref":"TestSubnet02"
}

iy
"SecretDocDBClusterAttachment": {

"Type":"AWS: :SecretsManager: :SecretTargetAttachment",

"Properties":{
"SecretId":{

"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,
"MySecretRotationSchedule":{

"Type":"AWS: :SecretsManager: :RotationSchedule"
"DependsOn":"SecretDocDBClusterAttachment",

JSON
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"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" :"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC

YAML 298



AWS Secrets Manager d1—H¥—HA R

Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
- 'Q"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
R
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:

- IRef TestSubnet0l

- IRef TestSubnet02
SecurityGroupIds:

- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC

MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:

SecretStringTemplate: '{"username": "someadmin",b'"ssl": true}'

GenerateStringKey: password

PasswordLength: 16

ExcludeCharacters: '"@/\'
Tags:

- Key: AppName
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Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !'Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl

- IRef TestSubnet02
RotationRules:
Duration: 2h

YAML
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ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager & Z{#H 9 % 7575 AWS CloudFormation

OAVV—)lzEALTO—FT—232Z28MICT S E. Secrets Manager & AWS CloudFormation
ZEALTO—FT—>3 A0V Y—ARAZERLET, TO7OLAFICHLLVO—FT—>3 B
EERTDE, FiEEIE AWS: :Serverless: :FunctionlZ &I W T CloudFormation Z 4R L &
TO—7T—> 3 BEBOT 7L —b, RICRotationSchedule, ¥>—2L Y hOO—F7—>3 >
BHeO—F—>3 2 I)L—I)L%RET S CloudFormation 2R EL£J. BBO—F—>3a>&F>
ICLE®, NFT—TARY U DOEKR CloudFormation ZiBIRT B &, ARZYIERRTEET,

BEO0—F—Y 3V EAMCTRAECOVTR, ¥—JL Y hOO—F—> 3> 28BLTLE
=0,
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T AWS Secrets Manager >— 7L Y N &K TS AWS
Cloud Development Kit (AWS CDK)

COKT77UTY—UL Y NEER, BE, BRTEETBICIE. AWS Secrets Manager Construct
Library Z#ALE T, Zhic

l&. ResourcePolicy, RotationSchedule, Secret, SecretRotation, &&T
SecretTargetAttachment @AV ART IR EENTVET,

COKTF7 7V —23a>To— 7bvhéﬁmvétu BACOY—I)IFEEECL #FEALT
=LY hEERL, RICZ—DLYRECDKTZ 7 —2a3a AV R—RNTBDONFNEVT
L&S,

BICOVWTRUTZSRBL TS EZL,

s —OLVYRNEERTD
—JLYRNEAVR—KTD

— LY hEMBITD

— LY NOEAFAZNETS

— Ly bheO—F—>323%
—BR—AT—=JL Y NZEEHTS

— LYy hZEMOU—D3ICLTUT—RTD

\l

\l

\l

\l

¥|I

\l

CDK MEFMIC DWW Tk, TAWS Cloud Development Kit (AWS CDK) v2 RO Y )N—HA R, 25
BLTLSEZL,
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AWS Secrets Manager >—2 LY NOEZZU>2J

AWS IZ(&. Secrets Manager D> — 2L v hZERL, BENfMNRELLEEICHREL, BEICRHLU

TEB77>3 ERTIBDEHOEZZVIV=IFrABZEATVET, OJEFHLAEVER

EFEFAEITIHFEICEATI N TE, FEZXZEEZO-IAMNYITEET, >—JL YLD

FHEYEFERAY, >— VLY NZHRLES ETHIHRAKICHIZIEHFIVIZBRETEERT,

NEY D

« T AWS Secrets Manager 1 X N ZO7 IC5E& T % AWS CloudTrail

» Amazon CloudWatch AWS Secrets Manager Ic &3 E_X1) T

« Amazon EventBridge & AWS Secrets Manager 1 X N ZBET 3

- HIBRNFEE TS AWS Secrets Manager > —2J L Y RAVWDOTIEAEThBIAZEE_R)
73%

o ZfEAL TS — AWS Secrets Manager VLY KOV T S5AT O AZE_R) T 3% AWS
Config

+ Secrets Manager D 1A KN ZEIRT B

» Amazon GuardDuty TEHZBRH TS

T AWS Secrets Manager 1 X N&2OY 2588 T2 AWS
CloudTraill

AWS CloudTrail l& Secrets Manager D g NXT®O APl = )LZA R MNELTRBELET., Cnll
l&. Secrets Manager IV —IASOO—ILX, O—7T—>30BLVCT—IL Y NKX—=D 3 H|
BROLEODMHEOWVWK D2ADARY MHEENET T, Secrets Manager L I—ROOJIRNUDUA
MMCDOWTIE, TCloudTrail T kU Z28BLTLEEL,

CloudTrail A2V —=)LZ#ERAL T, BX 90 ABICREFRE i AR NERRTEET, Secrets
Manager DA RV R E, AWSTAHIY RAD AR NDO#BEHNZEZHRIZOWVWTIE, CloudTrail A
OJ774)% AmazonS3/NT Y NICEE T2 LS ICEEZERLET. AWS "T7HDU> NDEE
BOER ) #25BL T EE W, CloudTrail & CloudTrail QT 7 7 A )L Z2EEH O AWS 7HI > b
BERVTAWS =230 HESZRETADRISICKRETDCEETEERT,

CloudTrail A TREE N IeTF—RZ2ESICHMLTRETDIRSIC, ftbd AWS H—ER %2R
ETEET, CloudTrail OJ & NDAWS H—EAHEL 2R TLEE WV, CloudTrail &, #f
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LWOT77A4)% AmazonS3/NNT Y MCRITTHDEZICEBHEZZ TR CENTEEXT,
FCloudTrail ® Amazon SNS BHINERE ) Z2SBLTKEEL,

CloudTrail O% ( >V —J)L ) » 5Secrets Manager DA X K Z2EEB TS ICIE

1. CloudTrail 2>V —JL ® https://console.aws.amazon.com/cloudtrail/ ZREWT< & W,

2. A=, ARVRNOERELEY)—3a ERLTLTVWRCEERIELEST, OV -
IZiE, BRUEV—2I3>TRELEARNDHNRRENETT, IV -I)IAaLtoRkOY S
AIDVVARNDS ) =230 &BIRLTLSEE L,

3. EOFES—2 a2 RA2T [Eventhistory] (A X NEBE)ZBIRLET,

4. [Filter] (7 1)L R —) &, B KU [Time range] (BFEEH) (XEETOMA) 2 BIRT D EHEL
TVWBRARNZRDFDDIZRIABEERT, HlAEF,. ROKSIZHEVY)ET,

a. TXNXTO Secrets Manager 1 X N ZERRTDICE, LY IOTYTEM] TI[A
R RNY—R]&BIRLFET, KIZ, [Enter event source] (A R KY—AD A N)
T, secretsmanager.amazonaws.com ZiERL F£T,

b. >—JLYRDIXNTDARIRNERRTDIZIEK, JLYITYTEH]TIVY—AR] &8
RUET, KIZ, [VDY—ARBEAN]ICZ—ILY NOEBRIZEADLET,

5 BIMOFMAZERTIIDICE. IRVNOEILHIERRNEZZBIRLET, FATEEINTOE
HERTTDICE, [Viewevent] (AR MDOERTR) ZBIRLE T,

AWS CLI

Example CloudTrail 0%/ A5 Secrets Manager DA X N 2B T3

XM lookup-events M T, Secrets Manager DA X NRFBREEThET,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager ® T2 K1)

AWS Secrets Manager l&. 3 X T® Secrets Manager AL —2 3> &, O—7—> 3> LHIRIC
EETIZZTDMDARNDI M) % AWS CloudTrail AT ICEEIAKRET, ChSDARUNIC
XNFBFTUaOFHMICOVTIE, TEventBridge T Secrets Manager DA X N &Y Y F&
B, EBBLTLIEE,
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https://docs.aws.amazon.com//cli/latest/reference/cloudtrail/lookup-events.html
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OJI>KN)OESE

+ Secrets Manager DEREOT I N

s HIRAOOJ I KV

s LZ7V—=avodI N

s O—F7—>3>oOJI KV

Secrets Manager O#EEOT I MY

Secrets Manager DBEOFFHLUICK D TRETD AR MIEF "detail-type": ["AWS API
Call via CloudTrail"] A&V ET,

® Note

2024 F 2 AL BTk, —&BD Secrets Manager #4ET. >—2JL Y M ARNIC Tarn, TR%
< TaRNJ HFEEND AR MABESATVWRL 2o FBICOV TR, TAWS re:Post
ZZRL TSV,

AT, - —FLEY—EAN API, SDK, F/(& CLI Zi&U T Secrets Manager AR L —
2avENUOHIBICERE D CloudTraill T KU T,

BatchGetSecretValue

BatchGetSecretValue ZRL —2 3 K2 TER. —VL Y NERBTIHEDOFEMICOV
Tk, ">—0JL Yy OB, Z2SRBLTLSEEL,

CancelRotateSecret

CancelRotateSecret AR L —2 3 IC&K > TER. O—FT—> 3 0OFEHME., "T>—2IL Y D
O—7—>3>, BBLTIEETV,

CreateSecret

CreateSecret ZRL —> 3V ICK 2 TERK, — L Y N ZERT B HEOFMICOVWTIE.,
'~—OLyhDERE, 25BLTLSEEL,

DeleteResourcePolicy

DeleteResourcePolicy #RL —> 3 IC&k 2 TERK. HFAIOFHMICDOVWTIE, the section
called “SRAEET VA RO—=)L") ZSRL T EEL,
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DeleteSecret

DeleteSecret ARL =23 Ik 2 TERK. —27L Y MOHIBRICDOWTIE, Tthe section
called “>—2L VY NOHIER ) BSRBL TS EE L,

DescribeSecret

DescribeSecret AR L —23a 2 & 2 TE K,

GetRandomPassword

GetRandomPassword AR L —< 3 2 & 2 TE K,

GetResourcePolicy

GetResourcePolicy ARL —2 3 IC k2 THEK. FFAIOFFMIC DV T, "the section called
“SRRLE T VA RO—=)L") Z#SRL TS EE L,

GetSecretValue

GetSecretValue & BatchGetSecretValue ARL —2 3 IC&K 2> TER. >—JL Y N E2HE TS
FEOFEMIIOVWTE., T—IL Y hDEE, 2BLTLSEETV,

ListSecrets

ListSecrets ARL — 3 I ICK 2 TERK. —PJL Y N E—ETBHHZEOFMCOVTIE,
Mthe section called “>—2V L Y N Z#ET D", Z2SRBLTSEETL,

ListSecretVersionlds

ListSecretVersionlds AL —> 3 IC&k 2 TERK.

PutResourcePolicy

PutResourcePolicy AR L —2 3 IC& 2 THEMK. FADFMIC DWW T, Mthe section called
FRALE T VA bO—=)") Z2Z8RBLTLEEV,

PutSecretValue

PutSecretValue AR L —2 3 Ik 2 TEK. —IL Y NEEFHITDFHEDOFHEMICOVWTIE,
Mthe section called “>—2 L Y ROZEE" ) #SBL T EEL,

RemoveRegionsFromReplication

RemoveRegionsFromReplication AR L —> 3 IZ&k 2 TEK. —VL Y hOL TV —2 3
\/0)§¥ZRH“:—3‘/\_CL;\ r7)|,9'-|)—~‘/5| > |/7°U "T_:/E ] E%QRE\L/_C< f:lé (AN
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ReplicateSecretToRegions

ReplicateSecretToRegions AL —2 3 VICK 2 TER. —OIL Y NOL TV T—23> 05
MCOVWTR, "IUFV—23>L7VT—232, 28RLUTLKEZL,

RestoreSecret

RestoreSecret AR L —> 3 IC&k 2 TEMK, HIRE NS —IL Y N EETTIHEICDOVT
l&. Tthe sectioncalled “>—2L Y hZ2ETTS ) BSBLTLIEEZL,

RotateSecret

RotateSecret AR L —> 3 I IC&k 2> TERK. O—FT—> 3> OFMEFE. ">—oL vy hoO—
T—>32 ) BSRLULTLSEETV,

StopReplicationToReplica

StopReplicationToReplica AR L —> 3 ICK 2 TEK. —VL Y MDOL TV =232 0OF
MICOVWTR, "IIUWFU—23 L7V T—232 Z2RUTLKEZL,

TagResource

TagResource ARL —> 3 VL2 TERK. —IJL Y NORITFHOFRICOVTEE, Mthe
sectioncalled “>~—2JL Y NICEITRHITTD") ZZRLTLEE,

UntagResource

UntagResource AR L —2 3 VICK 2 TER. —VL Y NORTHBBROFMIZOVTIE,
Cthe section called “—2 LY MR TF T2, BSBLTLSEE L,

UpdateSecret

UpdateSecret ZRL —> 3 U ICK 2 TEK. — VLY NZEMITHDFEOFHICOVWTE.
Cthe section called “—2J L Y hOZEE"; #SBL TS EEL,

UpdateSecretVersionStage

UpdateSecretVersionStage AL —2 3 VLK 2 TER, N—2 3 AT—DOFMICOWVWT
l&. lthe sectioncalled “>—2L vy NN—=2327 Z8RBLUTLEEW,

ValidateResourcePolicy

ValidateResourcePolicy AR L —> 3 U IC& 2 TER, FADOFEMIC OV T, Mthe section
called “RREEE T VA hO—)L"1 ZZRLUTLKEE L,
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HIRBOOT I K

Secrets Manager BED A X2 NZHA T, Secrets Manager G HIBRICBIET D XD AR NEER
LET, chsDAXRBMICIE "detail-type": ["AWS Service Event via CloudTrail"]
FHWET,

CancelSecretVersionDelete

Secrets Manager Y —EAICK 2> TEKE D ED, N—23>&2EFEOD—ILYKT
DeleteSecret ZMUH L, & T RestoreSecret ZM 3 &, Secrets Manager (&, &t
ENEI—OLYRNN=2a2lElllDARNZOJICEBRLET, HIBREhiE>—oL Y
REBTTDHEICOWVWTIE, Tthesectioncalled “>—2L Y h&ERXTTSZ ) 2SBLTILKE
L,

EndSecretVersionDelete

=LY RN=2aUNHIBRENIZ&ZIZ, Secrets Manager H—EAICK > TEKE D E
Do FHMICOWVWTIE, Tthe section called “>—2 L Y KOHIER ) 283BL T EEL,

StartSecretVersionDelete

Secrets Manager "> —2JL Y NN—2 32 QOHIRZRIIRT DBRIC. Secrets Manager H—E A
ICE2>TERENDEND, >—UL Y MOEIBRICDOWTIE, Tthe section called “~—2L Y h®
HIRR" ) ZZRL TS EE L,

SecretVersionDeletion

Secrets Manager A"FElLEniz>—IL Y NN—2 3 2 ZHIBRE & IZ Secrets Manager H—E A
(K2 TER. FHMICOVWTIE, MSecretversionsy (—2LY "NN—232)Z5BLTLKE
=0,

LZ7Uo—>3aoadI N0

Secrets Manager BED 4 X2 MNZHIIZ T, Secrets Manager &L 77U —2 3> ICBET DR
ARVNEERLET, cNSOARBMICWE "detail-type": ["AWS Service Event via
CloudTrail"] A& Y ET,

ReplicationFailed

L7V —2 3> RBUL =& &I(C Secrets Manager Y —E RAICK 2 TEREhET, >—7
LY NOLZ7VT—=2a>oF#Ic2WTE, "IIILFU—23 L7 5—232, 28RL
TLEZL,
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ReplicationStarted

Secrets Manager "> —2L Y hOL7UT—2 3> ZRKRT BB, Secrets Manager #—E
AR 2>TERENFET, >—ILYRNOLTUIT—23 > 0FBICOVTE., "TIIILFU—
TavL7Tr—>32, 22RBLTLKEZL,

ReplicationSucceeded

Secrets Manager H—E AN EEICL 7T — & hiz& EIC Secrets Manager H—E RAIC K 2
TERENET, >— VLY NOLZTUT—=2a> o ICOVWTR, "YIILFU—23 LS
Dor—23a>, 22RLUTLKEEV,

O—F—>3>oO0JI> K

Secrets Manager BED A X2 NZMMA T, Secrets Manager O—F—> 3V ICEET2RDA
RYRNZERLET, cnSODARY NI "detail-type": ["AWS Service Event via
CloudTrail"] A"®H YU ET,

RotationStarted
Secrets Manager "> —2 LY NOO—7T—> 32 ZHKR TSI, Secrets Manager ' —E A
LR 2TERENZED, O—FT—>320FMEE. "—JLYybh0OO—TFT—>3>, 28R
LTLEEL,

RotationAbandoned

Secrets Manager A O0—7—2 32 OHEKAZREL., >—JL Y NOBRFEON—3I A5
AWSPENDING SR ZHIBRT 2 & EI(Z, Secrets Manager H—ERAICK 2> TERENDE

M. Secrets Manager I&, O—7—>3>HIZS—ILY MOFHLWN—2 30 Z2ERT R E,
O—7—>3a> &4t LEI, O—T—>320FEE,. ">—JLyhoO—FT—>32, %
SRLTLEEL,

RotationFailed

O—7—23a>IckBULEEZIZ, Secrets Manager T —E ALK 2 TERKE D ED, O—
T—2aVOFEMIE, Tthesectioncalled ‘O—F7—>3ORZ T\ a1—574200" #5R
LTLEEL,

RotationSucceeded

Secrets Manager ¥ —E AN EEICO—7T—> 3> & hi & &I(C Secrets Manager —E A IZ
KOTERENDED, O—FT—>3a20FME. ">—oJLvybhoO—7—>3>, 258U
TLEEL,
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TestRotationStarted

Secrets Manager &, BlIlFO—7—> 3 FFESATWEVS—SL Yy hoO—F7—>3a>7F
ARNZREBL & EI(C Secrets Manager Y —EAIZK>TEREnDED, O—FT—> 32 0OF
ME., T—2OLvybhoO—F7—232, Z2ZRLTLEE,

TestRotationSucceeded

Secrets Manager A", BIRO—7—> 3 FFESATVWAVW —IL Y hoO—F—>3 27T
AMCHIMLIZEEICERENDED, O—FT—23 20K, ">—oLybhoO—7—
>3, BBRLTLEEL,

TestRotationFailed

Secrets Manager A", BIRO—7—> 3 FFESATVEVW —IL Yy hoO—F—>3 %
TAKNL, O—F7—23 N KBULEEEID, Secrets Manager H—E ALK > TERE N D
£, O—FT—> 3> OFMIE. "the sectioncalled “‘O—F—>3a>ORZTI)\1—F142
5 BBRLTLEE W,

Amazon CloudWatch AWS Secrets Manager ICc &2 E_Z_X) > 5

Amazon CloudWatch 2 ¥2 &, AWS H—EREZEZZU>>JL, P5—ALAZERL T, XK
DOANBEENLEEICEHNTEET, CloudWatch ks D#fEET%E 15 M ABRBTS 0,
BEERICT VAL, Web 77— 3> o —EANTA—X AL BYICIRETESE
9. Tlk AWS Secrets Manager, HIBRRRELTY—I&ENES—ILYRNEECTHIMNAD
=LY OB, SRTAYV—IIZNLEBVEHL ZET Secrets Manager AN APl J— )L %
TEZRVITEERT, XMV ADERFEOFMICOWTIE, MCloudWatch 1—%—74 K,
@ "CloudWatch X NUJADER ) #SBL T EEV,

Secrets Manager X N VA ZRET D ICIE

1. CloudWatch AV —=ILT XNV IR DS [TRXNTOXRNIVIOA] ZBIRLET,
2. [XBNUYITRIKRET, RY VA Tsecrety EADLET,
3. UTOREZERITLET,

« TAHAIUROI—OLY MNZEERTBICIE. [AWS/SecretsManager] ZE1R
L. [SecretCount] 2 BIRLE T, COXRNIVIRR1BEILICNTVYS1EhET,

OV —=)LZNLERTHL %ZET Secrets Manager AN® APl d—I)LEZE_XU>TJ T
%IZ(&. Usage > By AWS Resource ZiERL, EZXU>J 9% APIO—)LZERL &
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9, Secrets Manager API 'V ARNICDWT I, [Secrets Manager operationsy 228 L T
<EEL,
4. UTOBREZERITLET,

« XRNUORDITZT7ZERTBICIE. "Amazon CloudWatch 1—H—HA4 Ry @ "X KU
DADTZ 711 #ZRBLTLEEV,
EEZRETSICE. TAmazon CloudWatch 1—%—7#4 R, @ "CloudWatch EE# H
DEAL ZZRBLTLKEZV,

« AMNUOROHKEIBEHRZIMBITBICIE. "TAmazon CloudWatch 1—H—HA4 Ry @ "X~
) O ADFKETERETSH ) BSBLTLSEEZV,

CloudWatch 7 2 — A

XRDY OAQEHFIZL, PFI—LOREBHFZNHLILZEEIZ Amazon SNS XY E—J ZXET
% CloudWatch 72 —ALZEKTEER T, PHI MDD —UL Y NTH B Secrets Manager X
N1) 2 A ResourceCount IC 7S —AZRETEET, 7o7—AlR, BEHBEICHOE>TE—-—DOX
ROOREERL, BELELEWMEICKBLULEXNUADEICEDVWT, BEBICHLE2TT
9232 BRITLET, 77—AR, HEHLUTVBIREZLICHLTORT Va2 2RTHLE
9, CloudWatch D7 Z—Alk, XKNUIANBEDREICHDEFTTRT I a>zRTEHLER
ho POIAVERTETICE, BELEHBEMEL TVIXEN HYET,

HMICOWVWTIE., TCloudWatch 1—%—74 Ry @ "Amazon CloudWatch TO7 2 —ADEMA |
E TEEBRBICEDVT CloudWatch 75 —A%ZERTD 1 2SBLTIEETL,

Fh. BEOLEWEZERTZ TS —LEZREL, ChsnOLEVEICELLESICEANZEAEL
VT3 aRTLEYTEEY, FHICOWVWTE. TAmazon CloudWatch 1—H—H A4 R
BSBLTLISEZTV,

Amazon EventBridge & AWS Secrets Manager 1 X N2 BET
)

Amazon EventBridge Tl&, CloudTrail O > M) ®Secrets Manager 1 X N EBRETEE T,
CNSDA R NEHRT EventBridge L—ILZRREL ., MILICERENEARNZEZ—TY MIIE
BELTTFO>a>aRBIITENTEET, Secrets Manager AT 9% CloudTrail T MU DU R
MMZDOWTIE, TCloudTrail T~y 258 L TLEE W, EventBridge MF&EHEIC DV T,
MEventBridge 1—%—7# 4 K1 @ "EventBridge V52 1 #SBL T EE L,
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EELES—JLYBRNIRTRZIXNTOEEICYNYFESHES

(® Note

Secrets Manager I X ROHIZE, —FJLYRMDOARN ZEBDANFTRIEDED
2, BEOTOAVIIIYFITRARINNZ—2TRE, ARNTO—IL Y NEIEE
THEHIZ, atn F—E aRN DA ZEHIMBEN HBEENHYET, FHICOVWTIE,
FAWS re:Posty ZZBL TSEE&E L\,

ROBITE, >—OLY MAOEEOOJT I N)ZBET S EventBridge 1 X RNEZ—2%ZRL
TVET,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],

"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",

"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {

"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]

}
}

>=OLY MENO—T—>32ENES5ARRNEIYVFEES

ROPITE, FREHFLEEHIO—FT—23IVICE>TRELES—IJLY MEDEEZ
CloudTrail O T kM) EX Y FF % EventBridge 1 X MNZ—2ZRLTVET, chs5NDANX
>~ MZI&. Secrets Manager DIREICL D EDEH NIE. Secrets Manager —ERAIZL > TERKE
N3ENEHD -0, detail-type ZHMAICEDIMBENHVYET,

"source": ["aws.secretsmanager"],
"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},

{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
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"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]

HIBRA"FEE TS AWS Secrets Manager > —2 L Y RHF VD
TOEBAEhBAPZE_RU2TTS

Amazon CloudWatch Logs AWS CloudTrail& Amazon Simple Notification Service (Amazon SNS) @

HAxEDLEEFEAL T, BIRREBFDO—ILY MOT I EARTZBHNITEDT T —LZERTE
£F9, P2 LNSBHZZTIS L, BIRFERECXEAESHZRBZL T THE TS -0IC,

=LY NDOHIBRZEF YO EILBETNEESBEVEENBYET., RAEORER. >—IL Y RN
RBICKEDETHI IO, 2— LY MRESNLEFRCBZDAREN DY ET, £i2lE. EH
THRIHLLV—OLY hOFHEFEALT, 1—Y—Z2EHIBRBEN H2EE5FHVET,

ROFIEF, BENDIS—AXYtE—JRERT S GetSecretValue ARL—23a 20U O I AN
A CloudTrail A7 7 7 A LICEERAENZFE . BHZZTMA FEEZHALET, D API AR
L—>3a ik, P5—LZRNUAH—EBFTILO—IL Y NTERITTEET, <0 CloudWatch 75 —A
&, ZVRIIMEHREFEAL WA I —HY—FL@E 77V —23a 2RI AEMEOH2FERZRHL
£,

CheDFIEZRBTDEIIC. AWS Secrets Manager API VO T AR EEZRV) T TBDFED
AWS ) —23 > B&KV 7HI> KT CloudTraill ZBEMICTIHBENHVYET, FIRICOVTIE,
TAWS CloudTrail 1—%—744 K3 ® "Creating a trail for the first times ZZ8BL T &\,

AT Y 7 1: CloudTrail Y 7 7 4 )L ® CloudWatch OJ \NDOEEZEE L
X9
CloudTrail @F 7 7 4 )L ® CloudWatch Logs NDEEZFZELET. <hlZ&kt). CloudWatch

Logs FHIBRIREENTWAS—UL Y NZE{ET S, Secrets Manager APl U TANZERT
E2FET,

CloudTrail % 7 7 4 )L ® CloudWatch Logs NDEEZRET S IZIF

1. CloudTrail 22V —JL® https://console.aws.amazon.com/cloudtrail/ ZBWT < Z& W,
2. EWOFETF—23N—T, >—OLYRNEEZZVIJAWS V-3 9% ZBIRLE
Jo
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3.

EOQOFES—2 32 RA2T [Trails](REHF) ZFIIR L. CloudWatch [T ICERET HEHOEH Z

BIRLET,

[Trails Configuration](REBF DX E) R— T, [CloudWatch Logs] Dt o> 3a>&TAIO-IILR
oL, mETAY

Cd

ZERLET,

[New or existing log group] (iR EL@GBEFOOJIIL—NOQTTIL—TDEH
(CloudTrail/MyCloudWatchLogGroup) Z A KL £ T,

[IAM role] (IAM B—JL) (Z(&. CloudTrail_CloudWatchLogs_Role £ W3 F7 # )L b0 O—)L &
FHTEET, COO—JLICE, CloudTraill IR NEOTIIN—TICERETIEHICHELRT
VEAFAZED, F7ALNA—LRI—DHBYVET,

[Continue] (#t1T) Z1BIRL TREEZREFELE T,

EII_I;

[AWS CloudTrail will deliver CloudTrail events associated with API activity in your account to
your CloudWatch Logs log group AWS CloudTrail | ( "7 A2 NTO API 7 OFT 1 ET 1 (CE
iE 9 % CloudTrail 1 X2 M % CloudWatch Logs ®OJ T\ —7ICEET ) R—2 T, [Allow]
GFA) 2BRLE T,

AT Y7 2:CloudWatch 7o —ALA%ZERT S

Secrets Manager M GetSecretValue APl ARL —23a > DO T AN, HIRREFOS—UL Y
NCTOEALESEICBAZZITESICIE, CloudWatch 7o —AZERL, BHERETIHE
FHYET,

CloudWatch 7 5 —ALZEKT B I

1.

IRDIGFA S CloudWatch A2V —J)LIZH A4 > 4> LET (hitps://console.aws.amazon.com/
cloudwatch/),

EHOFET—23VN—T, >—JLYRNEEZRIUTITHAWS V-3 2 BRLUEK
ED

EOFES—2a2RA2T[Logs] (OY) Z#IRLET,

[Log Groups] (AZ T IL—7) DV ARNT, UBIOFIETHERL =07 7 )L—7 (CloudTrail/
MyCloudWatchLogGroup &) DHEICH D F I Y IVRY VAZEIRLET, TN, [Create
Metric Filter] (X RU VR 7 1 )L ZDER) 21BIRL £,

[Filter Pattern] (7 1 LRZNZ—) 12, UWTFEADTEDHBEYRTET,
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{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

[Assign Metric] (X MUV ADEIV) ZHT) Z#IRLET,
6. [Create Metric Filter and Assign a Metric] (X RU A7 1 )LZDEREX KD P ZADE) HT)
R—=IT, ROBREEZEITLET,
a. [Metric Namespace] (X b1 7 A& HZEAE) IC "CloudTrailLogMetrics) EA DL &
ED

b. [Metric Name] (X b1 2 AH) I "AttemptsToAccessDeletedSecrets) EA DL E
T

c. [Show advanced metric settings] (X 8V AQOFMBRENDRR) ZBIRL &, BEICISU
T [Metric Value] (X NJU D AfE) I "1, EAHALET,

d. [Create Filter] (7 1 )L ZDER) ZiBIRLE T,
7. 74I)ZRY VAT, [Create Alarm] (7 T —LDEK) £iBIRL E£7,
8. [Create Alarm] (7 7 —LDER) 742 RIJT, UTOREZITVLET,

o

[Name] (£ 8) IC. TAttemptsToAccessDeletedSecretsAlarm; EAHLET,

b. [Whenever] (XDE:) @ [is)] (A":) T[>=] Zi&RL., "1, EAHBLET,

c. [Send notification to:] GBI DIEE:) DT, XROVWTFIhAZRTLET,

« 3LV Amazon SNS hEY VZERLEATSICIE. [Newlist] (FTL VWU AR) ZFEIR
L. ILLREYORBZADLERT, [Emaillist] (E X—ILUAR)IC, EX=ITFRL

AREDPBLEE1DABLET, AUIXTRY>T, BEAODEA—I)ITRLAZANT
EFXT,

« BEZ®M Amazon SNS REY V%2 FRTBICIE. FRHIZNEY VOB ZEEBIRLET,
DARNFEELBEVEEK, [Selectlist] (VA RNDIER) ZiBIRLET,

d. [Create Alarm] (7 7 —ALDOER) ZBIRL T,
AT Y7 3:CloudWatch 75 —ALZTARNTS
To7—LAZTANTDICE, >—OUL Y NEERL, TNZHIBRAICATD 2—IILLET, KRIC,

>—=OLY MEDEIEZREAET. P7—ATRELVETZRLALCHEBS EX—IHFEEXT, C
hig, BIRFEDNS—ILY NOBERICOVWTEELRT,
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#EHAL T>— AWS Secrets Manager VLY SO S S5A T >
A&EEZAXR 2T 9B AWS Config

AWS Config ZFEAL T—OL Y hEFHMAEL . BEICERL TVRIAESH ZRFETEERT,
AWS Config L—ILZFERAL T, >—JLY NORBEFIVTABRCAVTSA T AEH
ZEELET, TOHERAWS Config, FIL—ILICERLTVWEVWS—TL Y NEBBITEET,
T, D=L YRXERF—R, O—F7T—23VEFE, >—IL Y NESLIZERAET NS KMS
F—., Lambda O—7—> a2 BEHK, >— VLY NCHEFHTSNERITDEEZEBHITDELEET

EFXT,

ZEZBH TS AWS Config KD IZ ZFRETEET, FHMAICODVWTE. " A Amazon SNS hEY
2 AWS Config IZIXET 2B, Z22RBL TS EEL,

BHROANWS THIRN EHBAWS V=232 RICS—OL Y MY HBBEE. TOREL
AT AT UOARAT—REEWNTEE T, FHMICOVWTIE, "Multi-account Multi-Region data
aggregation; Z2ZRBL T &V,

S—=OLYRNFERLTVRIHESHZFHETSICE

AWS Config Ll =)L ZEAL T Y —A%ZHli 32 FIBICHL, ROVWThHDIL—ILZFERL
x9,

« secretsmanager-secret-unused —EELLEHBAICS —IL Y N TOEAEh D
ESHZHELET,

« secretsmanager-using-cmk —>—2L Y M AWS Y ZX—2 RF— aws/
secretsmanager XL ER L ENARIN—NXZ—I RF—ZFHALTESLERTVSH
ESNZHRLET AWS KMS,

- secretsmanager-rotation-enabled-check — Secrets Manager ICRFEENTWH T —
LY MCRUTA—T—23 AR EESNTVRIAESHEBRBLET,

+ secretsmanager-scheduled-rotation-success-check - &#ICRIHL EO—F—
>arh., REETN EO—T—23aHEEQSHBENTHIAESHZFIVILET, FIV
VO&/NMEERBIXTT,

« secretsmanager-secret-periodic-rotation —#ELEBBRNIC—IL Y M O—
T—=2AVENELESHERELET,

=LY RNOOAVT ATV RA=ERTS 316


https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
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Amazon CloudWatch Z B L T, #E AWS Secrets Manager 8 R¥EZE_XV I TEET, ¥
M DOWVWTIE, CloudWatch 1—H'—HA R, © "#E AWS BREZE_X) T T2 D5ER
To2—LDER) Z5RLTLSEEL,

OAARNEEZRIUZITTRES5 12047232 FE, AWS OANEERETT ., FHEBRICOWVWT
l&. TAWS Cost Management User Guides ® "Detecting unusual spend with AWS Cost Anomaly
Detectiony ZZRBL T EE L,

Session Manager D EARNZER TS HEICDVWTIE, Tthe section called “CloudWatch % {5 F
L TEER 957, & Tthe section called “THO Y528 9% AWS CloudTrail "y 2B LT EE L,

AWS Secrets Manager B1&OFMIC DWW T, T, 2ZBR U TS E LWthe section called “Bl &7

Amazon GuardDuty TERZ#®H TS

Amazon GuardDuty &, AWSIRIBETTF AU N, AT+, 7—70— R, 8XRTF—22RE
TRDICKRIUDBRRET—EATY, BHEE ML) TFLEREB LV ERKREMEZFEAL
T, GuardDuty FEEETEFHOTY —ARAZMENICERL, RENOBENEEEXFIVT1UARD
CEZEDOHDTIVTAIETAZRBELTCEBEIBENZFTET, AIZRE, GuardDuty I&, 1> AR
AREO—)LZBLU T Amazon EC2 4 AR ABRICERE N =FRAHEHA. AWSHOBID T
DOV RDSERAEATVRCEZRELESEIC, >—ULY NMOBREBTIVELARTELT
VEA, BAFBORBEEOBENCERZRELE T, FMIEDV T, "Amazon GuardDuty
User Guides ZZRBL TSEZ L\,

BREOBOI—AT—ADHIE, EEBZEBETT, flAIE. AWS Secrets Manager BE, A
JavaSDK Z LTI T 1 T4 H 5 create-secret, get-secret-value, describe-
secret, Mlist-secretsMTHLZEEL., BIOI>FT 147 445 VPN OFHE AWS CLI A5 @
MU' Ubatch-get-secret-value&get-secret-valueffA &KL 2354, GuardDuty (& 2
BEEOIVTATANEEICAPIs ZFVHLTVAHEVSBREZEREZRETEE T, FHHEICOVT
l&. TGuardDuty IAM finding type CredentialAccess:IAMUser/AnomalousBehaviory 228 L T
=0,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
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DA 754 T > AEE AWS Secrets Manager

Secrets Manager 2R T2BOBEFHEOAV T4 T ABFR., BEZROTF—20OMEME, &4
NDAVT AT AEN., BAShDZEEBSIOPRFICEK > TREVET, &, AVTS54T7A
ICRIADUTOUY—AAWS ZRRMELET,

"X 1)FTA AT ATV AIAVYI) TP LATAA R —ChsOF704H4 RIC
&, 7—FT7O0F ¥y LOZEEFEOHBEE, AWSTHEFIUFTAEAVTSATARAILERZE
WER—AFAVIREZT 7O/ TR LEHOOFIENRBEENTVET,

" Architecting for HIPAA Security and Compliances R4 hAR—/N\— - Z ORI A hR—/N—
Tld, EN AWS ZFERAL THIPAAEROT 7V T—2 3 ZERTBDFEICOVTHBALE
ED

c AWS VT TZATVAVY—RA-ZOID—=0T7Yv0EHAROOAL Va2V F, BEEOERY
W ICEAEThZEEFHYET,

« AWS Config Tld, BH7SI9T 1R, ERHARSA2, BLRUTBAHICHITEIVY—ADHRED
EPRENFTFMENE T, FMCOWTIE, Tthesectioncalled “>—I LY SO TS5A T
AZzERTD ) ZSRLUTLKEZ L,

« AWS Security Hub CSPM Tld., AOEF 1T REEZSENICIEE AWS TES 2o, &F1
T A ERBREERANT ST A ANOEHZER TEE T, Security Hub CSPM ZEAL T
Secrets Manager UV —AZFHE T2 FEIC DWW T, AWS Security Hub CSPM " 1—H—% 4
K, ®AWS Secrets Manager " 1 hO—)Ly BSBLTLSEEV,

c IAMTOEAT 74—, ABITAT4IC—OLY MNOT IO LAZFATBHRY
= (RIV—AOEXHEAT—RI AN EED) ZOWLET, FMAICOVTE., "T7IOLRATS
TAY—Z2FRALETVEADOTLELI—) 28RBLTLKEEV,

« AWS Systems Manager Zl&. Secrets Manager DERFHA DT 7Y IFAZENTVET, ¥
MICOVWTR, "2—0JL Y hYZX—2 ¥—0, Systems Manager Automation 7Y 9U 77
L>A1 22BLTLKEEV,

- ZBEALT, Y—RN—FT 1 —OEELR—-—FNZEHAI>O— RTEET AWS Artifact, FFHIZ DL
Tk, Downloading Reports in AWS Artifacty ZZBL T EZ W,

AT ZAT 2 ARE

!

AWS Secrets Manager l&. A TORENEEZZFTTHY ., DT AT AREEZNBITHIHLE
FHB3EEICV)1—23>0—BICBEDAEENF HYET,
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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« HIPAA-AWS (&, EERBROMEEEAMEHBPSEFEICETEEE (HIPAA) I 7S54F7 > A70
IS LEHERL, HIPAA THRY—E X AWS Secrets Manager LT 28 EL I, LEHIEHE
249 (BAA) Z#EfE L TW B4k AWS, Secrets Manager 2 L T HIPAA 2807 7" 7 —
JAVEBRTEET, . EEBFROMEBERTFAWSIC Z2FATBHHEICODVTEFELLAY
EVWSEEROTICHPAA CEREYTERTA MNR—/N—AWS ZRHL TLET, FHIC OV
Tk, "HIPAAV 7 ZAT AL Z5RLUTLSEEL,

« PCI S - Y —ERX7ONAAX—LARJ)L 1T, PCIl (Payment Card Industry) F—& =+ 1 1)
T 1 24 (DSS) N—2 3> 3.2 DERZEEAE AWS Secrets Manager ZEIEL TVET, AWS
HEPT—ERAZFEALTH—RFAEET—X2R7F. LB, FLEEEITZIHEEE. BBEOD
PCIDSS A7 54T AfIBHE R EE I AWS Secrets Manager BRIC Z2EFATEE 9, PCI
AT SATANY =20 AE—%2 U O TANTBHERKRE, AWS PCIDSS OFFMAIZ DL
Tk, "PCIDSS LRI 1) ZZRLTLKEE,

 1SO - ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, KT ISO9001 WAV T FA T A
FRELZ EEICTE T AWS Secrets Manager LE U 7z, FMIC DOV TR, TISO 27001, . TISO
270171 . "1SO 27018 B KT TISO 90011 ZZRL T &L,

« AICPA SOC - System and Organization Control (SOC) L/ R—h &k, EBB AT AT AD
FHEB LV BEE%E Secrets Manager N ENDKSICER L A ERIATD, H—RN—FT1—IC&
PMIULEEEREETT, ChSsOLR—MOBWE, BEREOAVTSATRAEYR—KTS
EHICHEIIENEZAWS OV MNO—)ILZ21—H—CEBEAN BB TEDIRSICTDHETT, #+ifl
ICDWTIEk., "SOC Compliance) (SOC AV 74TV A) BSBLTLSEEL,

« FedRAMP - Federal Risk and Authorization Management Program (FedRAMP) & BUF €40 7
AOJZALATHY ., 72VROHEE@PT—ERCIRTZ X217 45Hl. B, SROCBENE
TRV IICETREENMETALET7O0-FERHLTVWET, £, FedRAMP 7O7 5 A
[&. East/West & GovCloud D —EAB LV U—23a2r@iFil, BROF—2PREEhizF—
REHETDLONEERAECRELE T, FMICOVTE, " FedRAMP NDX%HL , 2S8R L
TL<EZL,

. EFHRYE - KERKE (DoD) Y59 RAVE1I—F 425 £+1)F 1 EREEFS A K (SRG)
IClk. 959 RY—ERTO/NAF— (CSP) & DoD DEERTEMEL T DoD 1—H—AD
H—ERAREETEICTD, BTN RT/OAFBEEATVET, SHHALCOLT
i&. DoDSRG UY—RESBELTIEE,

- IRAP-A—RARSUTBROBEHEE. BHREF1UTF 4 BEFE7 05 S A (IRAP) £EAL
T, BYEHEFTOATVDZEERITL, A—ARSUTHAN—tF1UTF1E22—
(ACSC) HER L EA—A RS U PBFEREF1UF I =217 (ISM) DB T 28]
BEFEFINERETDCENTEET, SHMICOVTE, IRAP UY—ZEBBLTLIEEL,
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« OSPAR-TX VY 717 H—ER (AWS) &, > HR—I ORITHS (ABS) DABEFET—E
A7AONA A —OMEBREFIEICE TS HARZ A2 (ABS HA RTA42) & AWS EH#L, >
VHR=ILOERMY—EAERIRELEIVZVRY—ERATONAE—OFVBEZERLTZ

EEBEICAWSHRLELE, VDY—AOFMIIOVTE, OSPAR UV —RAZZRL T
W
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OtF 1) F 14 AWS Secrets Manager

DEFIVFTAHNBRBAEBEAWS TT, $FRFAWS | KREEFIVT A ORKEZZ (TP ITVE
BOERHZERLEILOCBREENET R EVR—ERYND— IO T —FTIOF Y EERTEXRT,

A—Y—& @, EF1VTAOBEFAWS ZHEL XTI, EEEHEETITR. ChzeUFTROD
EFIVFTABRTITVRAOEFIVTAELTHBALTVLET,

s VT IJRODEFIVTA -AWS VT IRTAWS H—ERZRITITDA VT TANTIF v &R
EITDAWS ERNFHYET, AWS F, TR, R2ICFEATEDIT—ERAELRHFLTVET,
H—RN—=F1—0EEARK. AWS AT ZATA7O0Z L O—RELT, EF2UF10D
BWMEEHNICTANSITRIALET, NERAEND OV TZATATAT T LAOFEMIC
DV T I AWS Secrets Manager, AWS "V 7 SA T A7O7ZALAICLDHREERAO Y —E
2, BBBLTLEE W,

C USTRMAOEFIVTA —AWS H—EANBEBOEAERELE T, &L, 1—H—K.,
F—SORENE, SHOEH, BAET N EEPEMELE, TOROERIOVTEEEERVE
¥

FTOMOD)Y—=AICDOWVWTIE., TtEF21UF 1O - AWS Well-Architected 7L —ALT—2 ), #5R
LTLEEL,

N =R

« ZMEHAL T AWS CLI AWS Secrets Manager >—2J L Y NERETD VAV EERTS
 OFEAEET VA MA—)L AWS Secrets Manager

« TOT—X{RE AWS Secrets Manager

s TOT—UL Y KOS EES AWS Secrets Manager

e DAV ZARZUF¥H1F 11T 1 AWS Secrets Manager

» AWS Secrets Manager VPC T RARA4 > N D EH

« IAMARUZ—IZ&BD API 7oA O

« DTREZEM AWS Secrets Manager

« RAREFTLS
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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Z A L T AWS CLI AWS Secrets Manager > —%2 L ¥ KN &2 {R7F
TRVARIZEETS

AWS Command Line Interface (AWS CLI) ZEAL T AWS ARL —> 3 ZHUOPHTHESE., Ch
SOANVRZINVRIIIIICABLET, EEZWEF., Windows IX > RZ7O2 7 ~¥ Windows
PowerShell, £/zlE Bash® Z2 I B EZFEATEER T, chSOONY RIIILOBLICE,
HEMZO LTS LEOHICRIENEBEN EENTVERT, £EL, COBEERKS—IL Y N ERE
EFDLEHICHERAEThDITUREMENI BYVET, LEARK, BEAEDTIIITR, ERMNF—%ZFHL
T, RRICADENEON RZRRTEERT, IV REBEEMEER., X1 VT 1 REThTVE
WEY2a T IoEAESNESEIC, BEATChD UM ®&VET, £k, NV ITSTURTH
ET2M0I—FT1VT1F. RATVZLYMRNIZKRTTEDRSICTHIEHN TN RNTX—
BILTVEATEERT, COXRSBVUAVZRBETSICE. ROFIEZEITLET,

s AVYIIASEENDEER, BICOE1I—X2ZOYILET,
s ESRVERERFEALALS B 2OV -INIA—TAVTAZTA2VARN=ILTEIHNEDCLE
ED

c DINFERVE-—RNTIERATOIZLZEALTVWREBERE. AXLEOXYY ROOY Z25E&K
LBEVWKRSICLET,

e DINOOAXR Y RBEICEK 2> THF Y TFYENBVKRSICNTX—2E2ETHEEFEALET,
ROBIE, >—ILY RTHFARETFANTIZAIICADL, TDOT 7 4 )% AWS Secrets
Manager AN RIZELTIKIET77AINZHETEDIHFEERLTVET, Chid, BHENE
SINBEN—OLY RTFANEF Y TFYLEBEVEEEKRLET,

ROBIE, BEWNA Lnuxk DNV RZRULTVET CINICEZBLERZ AN RFBELRBE
AHYIET),

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (AD) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
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$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

NNV RZERITLER, LTOXRMZEALTIN REEZAZO-J)L, >—JL Y K
TFARNEDTICERTENBEVRSICTIHBENBY XTI,

/A Important

F72)LRTRE, O REANIUNY T 7OH A X ZHANIC[1] ICBSESHEVWHE
V). Windows CRIBENDTI VI EERTTREFTEELA,

Windows AX > ROV 7R T1IN ROIDX Y RBENY 770 (EFEATDILSICRET S
(= ¢

1. BEEIVRZ7OV7 N2HE E9 ([Run as administrator (BB & & L TEIT))).

2. EECHBDTAD&BRL, [ZAONT 1] ZBRLULET,

3. [A7>3aURTT. [NV 7 7HAX] & [Number of Buffers (/AY 7 78) OAF % 1 IZRE
L. [OK] Z&RLE 9,

4., BRCANESKBVIRVRZADIZIHLEN $ZHERF. ERICROISBZIONI RE 1D
XY,

echo.

chiZkY, BEEOFSVIN RFT7ZYv21E2hITT,

Windows Command Prompt = T JL T, Sysinternals SDelete WV —J)L&ZX D> O—RL T, XD&KS
BAXNV RZEFERATBDENTEET,

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /[y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDA~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
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C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.

DFRFALE T 7 A2 bA—J)L AWS Secrets Manager

Secrets Manager l& AWS Identity and Access Management (IAM) ZEBAL T, >—2JL Y hADT
VEAZRBELET, IAIMBERIEET IV LAOA NO—LZREBLET, FEEE. VIITAREZRE
TIBTATUOTATAZRIITDENDTTY, Secrets Manager I&, NAD—R, PO0€AF—. &
KUOZERFZE (MFA) =0 TOHA1 40708 R&2FERALT, I —Y—0OTF7 AT T4 T4
ZRIALET, " ICHAA2 AWSTB ) 2ZRLTLKEEV, 77RO MO-ILE, >—
LY RBEDAWS UY—AT, ARENEBEAOLNARL -3 ZRTTEDRSICLE
9, Secrets Manager l&, RUZ—ZFERALT, DY—RAIZTIELATERI1—H—, XTZEOD
TFATOTATAFENRSOUY—AICKRUTETTEDRTIVIAVEERLET, IAMTORL
TOEAFAZSRLTLSEZ L,

ReEY D

s T VAT 7 7L A AWS Secrets Manager

+ Secrets Manager BB &N T U AFFH

« 2=OLYRMNOTIEAFH

« Lambda O—7—> 3V BEAROT 7 AFHA

c B IF—OT I EAHH

c L7V =23 #ER

c PFATFIUTATAR—ANK) S —

« DY—AR—ADKR) S —

s BUR—ADT IV EAHIH (ABAC) ZEFALT—ILY MOTIEAZFIHTS
« AWS O ¥ %x— R7R 1)< — AWS Secrets Manager

» AWS Secrets Manager —9 L Y RAQOT7 VL AFAZ2FE>I—HY—%2BETD
s BIOT7HI> KA S AWS Secrets Manager > —2 LY NCT7OEAT 3
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TOAFFAU 7 7L A AWS Secrets Manager

Secrets Manager O F7 JEAFFAV 7 7L AR, H—EAFRFED) 7 7L > AD AWS Secrets
Manager® 79> 3>, UV—A, FHF—THRATEET,

Secrets Manager EB &N T 7 AT

Secrets Manager EBE DT VL AFAZ 593 %I, [Adding and removing IAM identity
permissions] IAM 7 A F T AT A DT 7 EAFAOEMS LTHIER) 200y oL, XORIZ —
ETRYFLET,

» SecretsManagerReadWrite
* |IAMFullAccess

IO RI—HF—ICEEBEOTVEAFTEZRFELBEVCLZHBOLET.,. chzftETD L,
A—Y—EGF>—OLY NZEBRELVEBTEERTH, D F—2a EEMCTREDICHKRELRT
I A (IAMFullAccess) ICk V), TV RI—F—ICRBEYUTRBEVEELRT IV EAFINFEE
hEd,

=LY MMOT I LAFA

IAM 77 EAFAR) S —2FEATRE, >—OLYRNITIVEATERI—H—FKEBEFY—ER
ZHRHETEXR T, POERAFADORIS —F, #AEDT U232 2ED)Y—ATRTTEDNZ
RLERT, UTOREZRITTEXRT,

« the sectioncalled “7 A T T 1T AR—ADKR)>—"
« the section called “IJ Y —AX—AMNDRI) S —”

Lambda O—F—> 3> @O T It AHA

Secrets Manager (& AWS Lambda B8z AL T>—2L vy h&EO—F57—>3 2L E T, Lambda
BEEICE, >—OL Yy hE, 2—OLY NITORIABBRIEENTVWBITF—EIR—AF LY —E
ANDTOEAFANVETYT, "O—FT—23aAOTT7EAFA) ZRLUTLEZ,

EHILF—DT U AFHA

Secrets Manager & AWS Key Management Service (AWS KMS) ¥—Z#RAL T —JL v hNZHE
SILET, AWS YR— RF¥— aws/secretsmanager Ik, BEIWICELWF VA
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RTEENET, B0 KMS F—ZEH TS5BS, Secrets Manager I FEDF—ICHT 2T VAR
AN BETT, the section called “KMS F—D T VLAHFA") 8SRBLTLEE,

L7 —> 3 &R

IAM 7 O AHFAR)S—2ERTRE, EODI—HY—FEEY—EANfY—OL Y N2 —
SaAVICERTE ) EHEHTEET, thesectioncalled L7V —>3a> %927, #38
LTLEETW,

TAFEYFATFAR—ADRI S —

TOEAHFARIS—RFIAMT7ATFoTA4T74: 1—Y—, 1—H—TJ)L—7. BROO—=ILICT
RYFFTBRENTERT, PTATFUVTATAR—AORII =T, PAFUTATANTIEAT
EB—ULYRNE, FPATFUTATANEDS—ULY NTRITTED TV AV ZEBELET,
MOV TR, TAdding and removing IAM identity permissions (IAM 7 2t AFF OB 0 & Hl
BR) ZSBRLTLSEEL,

BOY—EAOT77)r—>a2 F k@1 —2XRIO-IICHERZNETEET, iz

&, AmazonEC2 /1 VARV ATRITENTVBR T 7V r—>3a ik, F—ER—-AILT7IVEA
TRIVENHREENHYNET, EC2AVAZVAOTO77A4I)IC IAM O—LZEHKL ., H#ER
RV —=ZFEALT, F—ER—ADEREBERZETC—ILY MOTIOEARZO-IILICHE
ITRENTEERT, FMICOVTE, MUsing an IAM role to grant permissions to applications
running on Amazon EC2 instances (IAMO—J)LZ A L TAmazon EC24 AR AL TEIET
BDT7TVT—2avIl#ERENFETE) ZSBLTLKEETV, TOM, Amazon Redshift, AWS
Lambda, Amazon ECS B ENH—EAILEO—INZTRYFITRD_ENTEXT,

T, IAMBAOTAF U TFATASATALAILK > TRIAET N ALY —ICT IV EAHFT 25T
B2EHETEET, HIRIE. Amazon Cognito ERAL THA AV FBRENANT TV T5—23>

I—4H¥—ICIAMO—-)ZBEER TR CENTEXRT., O—J)EE. O—IOT I EAFAR)>—IC
HBTUVEAHFAZEFE D, " KWEREBERZT7VICAELET, RIC, PUEAFARI D —
ZEALT, >—JLY MMOTIAFATZO-NLNICRAETEERT., FHIEDOVTE. Tidentity
providers and federationy (ID ZANA X ET7 I FL—232) 2SRLTLEE L,

TATFTATAR—AOR) D —ZHEALTUTZTS LN TEERT,

« BEROS—UOLY MOTIORRETATTATACHALET,
« ILLWS—JL Y hEEHRTERI—Y—&, FEEKETIATVEWS—ILYRNITIOEATE
%l—ﬁ—ﬁﬁﬁﬁﬂbi@'o

c IAMIIL—TIC—9L Y NAOT I EAFTENAFELET,
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« Bl EBRIDS—ULY MNMEZRUSET R 1EODT 7 EAFA

c Pl B2 DS—UL Y bERK, BRITDT I EAFA

c Pl NYTFTI—OLY MEQTIN—TZBEITRIHDT I EAFHA
« Bl: D94 RA—R

c Bl S—OLY DNEERTDT IV EAFH

c Bl —OLY P ZEREILIDLEHDEHEND AWSKMS ¥F—%2EEBTS

Pl BRI —TLY MEZEIGT B 1ODT UV EAFFA

=LY NEZMBIRTIVEAFAZRETSRICE. RUS—&—JLYNEERTAFT
TATAITRYFTEEYS, FRITDRV—OBEZRETHHEICODVWTR., "T7A4AFT41
TAR=—ADRI) D —BLVPVY—AXR—ANDRI I — ZZRBLULTLKEE VY, RUI—&TRYF
IBHEICDVWTIE, the section called “1) Y —AX—AMRI) < —" KV the section called “7 A
TUOTATAR—ADORI =" ZZRLTLLEEV,

COBlE, IMMIIN—TICT 0 AHFAZ2RETRHEICRITEENTEET, /NYF AP
OA—IT>—OLY N NOTIN—TZ2MBETHEOOTIOAFTENETSICE. the section
called “Bl: NV FT—OL Y NMEQDITIN—T%ZWBITDOOTIOLAHF ) 25BLTLKES
(AN

Example N AZIY —XZR—I RE—ZFEAL THESLENLES—TL Y N EFTHIAT

S—ULY RFAAREI—ANZR—IRF—ZHEALTHESHKEINTVZEHES, IDICRORIYS —%
TRYFEBET, >—JLY bOFHAIMY) ZFFAITEXRT, \

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName-
AbCdEF"
}I
{
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"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"

o d o

Bl: B2 D—UL Y NZEFHk, fciRTBDT I EAFHFT
Example 1 2D —9U L Y N&FAk, LTS

RDR)D =BT AT UTATALTRYFIRDE, —OLYMNDOTIEAZHATHENT
XY,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"

}
1

Bl: NYVFT—IOLY MEOTIN—TZ2HBITZHODOT IV EAFHFT
Example/N\Y FARAD—OL Y RTII—T%5HESD

RORID =BT ATFUOTATACTEYFERE, NYFAPIOA—LO—ILY NOTI)—
TERMBITRLEHOOT IV EAHFTENFETEERT, cORUI—, NvyFI-ILICHD—2
LY RAEENTWVWTE, SecretARNI, SecretARN2, SecretARN3 THREEhEI—UL Y
NOKAZEERBTERZEISICHTELEZFRELET,. BRTEL A /NNY F API =)L THO> —

TATFUTATAR—ANDKR) > — 328
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LY RNEVIPITARNLEELTE, Secrets Manager TN S5 ZRLEH A, FMICOVTIE,
MBatchGetSecretValuey, ZZBL TS EE L,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEf",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEF",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"
]
}
]
}
Bl: D14 RA—R

DAILRA—REZFALT, RUZ—DERICEOEY NEEHBDENTEET,
Example/NARDTXNTDI—ILY NZTIOEATS

RORID—&, "Testbnv/i THREZD BTV TVEZIXNTOS—ILY NZBBITZT7IE
AFAZEZNFELERT,

TATFUTATAR—ANDKR) > — 329


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
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JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"
}
}

Exampled X TN —TIL Y ROXRF—RIZTIOEATS

LT MRS —(&, DescribeSecret &V List THED 7 IV AFHT (ListSecrets BKX VY
ListSecretVersionlds) Z1¥45L £ ¥,

JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"
}
}

Example>—2JL Y hEZ—HTD

RDR) S —I&, Secrets Manager D — I LY RBEANDITXTOT IV EAFTEZFELERT, <D
R —&FEHATSICIE,. Tthesectioncalled “7A T T AT AR—ADRKR)>—"; #ZHBL TL
2EW,

—ULYRNBERETABICE. V=232, PHOUMNID, 2—PLYRE, D14 RA—R
(?) ZHEEEDET—UL YD ARN ZEH L., B2OT X ALABNFIC—HEEET, Secrets
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Manager I&, ARN D—ZELTI—IL Y RNBIC6 DDT VA LABRNFEEMTS S, COTA
IRA—RZFEALTINSOXFII—HESEDENTEEXT, "another_secret_name-*"
BXZFEHL 54, Secrets Manager &, BERILE6 DDT VA LADXEN HBDT—IL Y NEWT
T <., "another_secret_name-<anything-here>alb2c3" ICE£—HL £T,

S—TLYRDARN D6 D2DTUHALBXFUADINTORSZFRTED LD, DAILRA—

TERETHCENTEET, £EL, S—9L Y hEMBRLTAUEN TCEBRRTSE. 6 20X
EAEEENELEAADST, I—F—FEBHEHLOS—IL Y hMADT I EAXAEEHR
BEFEBELTLEETL,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1
}

Bl >—OL Y NEEKT BT IV EAFH

S—=OLY R NEeERTAT IV EAHAZNETRICR. I——HFEIDIAMIL-TCTF7 I+
AHARIS —ZTRYTFIBEEZHEHHLET, "IAMI—HF—TI—7, 25RL T
W,

Example>—2JL v N&ERT S

RORI)S—F, >—OLYRNZERLTE—ILYRNRDUARNZRRTZDT7IVEAHFTZNAELE
T CcORV—FFERATDICIE., Tthesectioncalled “7ATFUTATAR—ADR)>—", &S
BLTLSEEL,
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

1,

"Resource": "*"

}
]
}

Bl: >—OLY NEREELTRDLEHDEED AWSKMS F+—%3EH TS

/A Important
NABN—XZ—I RF—ZERITDICE. F—RI—FLEF—FE52FERALTTY
TAZFRITDEZ2HBOLET, FHHICOVTIE. TAWS Key Management Service
Developer Guides @ "Authentication and access control for AWS KMS; Z2ZBL T K&
Wo

Example AWS Y X—2 R+ —%ZIEE TS aws/secretsmanager

RORID—E, =LY NeERELBEFH TR OO OFEHA AWS XR—2 RF— aws/
secretsmanagerZEBELET, ORI —TRF, WAZN—XR—I RF—ZFHLTZ—7
LY NEESILTEIHEN BVET, RUD—IZE@., 2 D0OAT—KXVRNFEENRTVET,

1. BIDAT—KM X N [&Sid: "RequireCustomerManagedKeysOnSecrets", % &M
LT—ILY NZHERETLEREHRIDVIIANZERLET AWS VR—2 RF— aws/

secretsmanager,
2.2FBODAT—BMX2 BN [FSid: "RequireKmsKeyIdParameterOnCreate", Secrets

Manager "7 #)LNT ZFERIT27H, KMSF—Z2EFHVI—IL Y NEERTHIVIT
ARNZEEBLET AWS YX—2 RF¥— aws/secretsmanager,
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"

"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyArn": "true"

)Y —AR—ADR) > —

JY—AR—ADRIZ =T, —ULYNITIVLRATERI-H—&, I-H¥-H2n>—7
LY NTRITTERT7IIAVEEELET, VY—AR—AORIZ—ZFEAL T, UATZT5C
ENTEET,

c B0 —ULYMOT I ERAZEBBOI Y —FKEEO-LICHFTLET,

DY —=AR—ADOR) > — 333



AWS Secrets Manager d1—H¥—HA R

c D AWS TAHOY NOIA—Y—FEO-NCTIOEAZHFALET,

AVY=NLTDY—AR—ADRI I —=2>—DOL Y NZITRYFTBE, Secrets Manager (& B
BfbEe nic#RI > > > Zelkova & APl ValidateResourcePolicy ZfBAL T, ¥—2L Y kA
OF7 VAT AZ@BEVEED IAM 77U NLIZRELBEVRSICLET, £, CLI Rzl
SDK A5 M BlockPublicPolicy /T X—&%Z &% PutResourcePolicy APl ZFFH L L &
CB

/A Important
)Y —ARUS—DHRIEE BlockPublicPolicy N X—& &, >—OUL Y NCEET
BYFENTWBVY—RARIS—2BUTINTVYIOTIEANMMIEENBEVKLSICTS
T, VDY RAZREITDDICHRUEET, chSOHEZRALLESATESIC, XD
RV —ZFBRKAXRT, NTVYITFIOEANFAEAhTVEREV L EZBIHTLSESE
Wo

c BBEMSTSNEAWS U INICTRY FENLETATOTATAR—ADR) S —
(IAM O—)L7x &)

s BEMFEFSNEVY—AILTRYFENE AWS UY—AXR—ADKRZ — (fl: AWS Key
Management Service (AWS KMS) ¥ —)

S=OLYRMOTIVEAHAAZERTDIICE, "—TJLYMNOTIEAFAZRED
A—H—ZBETS 2ZRLTEETL,

=LY RDOUY—ARII—%KRR, EE, FLEHKRTZCE AV
1. Secrets Manager ® 12/ —)L (https://console.aws.amazon.com/secretsmanager/) Z B & &
T
2. —=OLYBMDODUARDS, BZDZ—UL Y NZERLET,
3. Y—ULYKNOEHEER—ZOBE]|ZXTO[VY—ARFH V>3 T, [FAZmE] 28R
LET,
4. [Code] (A—R) 74 —=I)LRT, XROWTnHDEEEZITV, [Save] RFTD)EIVVYILE
EP
JDY—ARVD—ZTRYFEREFEETDICE, RU—ZANLET,
RV —ZHBRTBICIE, [Code] (A—R) 71 —=ILRZIVVFTLET,
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AWS CLI

Example )V —ARUS —ZBEBTS

RIZ, =LY RNITRYFENEDY—AR—ANDKR) > —%EEB TS, get-resource-
EOliC! @ﬁ“&ﬁbi?o

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example!) Y — AR —%HIBRT S

RIZ, =LY RNITRYFENTVWB VY —AR—ADOTR)>—%HIBRT S, delete-
resource-policy MHlERLET,

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example ) YV —ARU>—ZEMT S

XD put-resource-policy MBITIRE, RUS—HNLEEBETIOEAEZS—IUL Y MCR#HLTVLE
WS EZzRBNICHERLENS, 2—IJL Y MNIFARUD—ZEBMLTVERT, ORI —F,
T7AUNDSHEIMAENET, FHICOVWTEE, "TAWSCLI I—H—FHAR, O "774)LH5D
AWS CLINZGX—20OO—R, #22BLTSEEL,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json DAA:

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/put-resource-policy.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html

AWS Secrets Manager d1—H¥—HA R

"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AWS SDK

S—OLYRNITRYFENTVWBRIS—ZEEB TSI, GetResourcePolicy ZFEAL &
CB

—OLYRNITRYFENRTVWBRI—%ZHIBRT B IZIE. DeleteResourcePolicy ZFEAL
9,

RV —BD—DLYNIFRYFFTBICIE, PutResourcePolicy ZFRALET, KU —H7T
TILTRYFENTVWAREHEE, ONVREZFORI—ZFLVRDS —ICEEMAET, KU —
(&, JSSONBEALTFARNELTTIA—XY NTRDHUENH)ET, JSSONKRI—RFIXNE
BESBLTIEE,

SHMAIC DOWTIE. Tthe section called “AWS SDKs”) B LT EE L,
il

A1

e Gl BRIDO—UL Y NMEERIBTDLEODT I AT
o« Bl: 7FOEAFFEA E VPC

s Bl H—ERT)TNI

Bl: BRI —U LY MEZEUS T D 120D T TV EAFFA

=LY NEZMBIR TV LEAHFAZRETZICE. RUS—%22—OL Y NELEETATY
TATAILTRYFTEES, FRHITHDRI—OBEERETSDHEICOVWTRK, "T7457074
TAR=—ADR) =B ROV —AR—ANDKR) > —, ZZRBLTLKEEV, RUS—&2T7 XY F
I3 HFEICDVWTIE, the section called “IJ) Y —AXR—ANR!) —" H KT the section called “F7 1
TOTATAR=ADR) S —""BSRLTLEEL,
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COBlE, B—O2—OLY MMOTIVERZEROI—H—FLEO-ILIZHETRHEEICKRIT
BCENTEERS, NYFAPIO=IILTO—ILYRNOIIL—TZ2REITILEOOT IV EAFIT%
5952k, Tthe section called “Bl: NV FT—OL Y NMEQOTIN—TZWMEITDODT IO+
A ZBBRBLTLKEEV,

Example>—2JL Y h%Z 1 DF5tAHLS

=LY NCRORVS—ETRYFIHE, Y—ILY NMADTILRAEZHATHEN TES
T

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xro0le/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

Bl: 7O AFFAE VPC

VPC A 5 Secrets Manager IC7 VAT R UEN HBEERE. TOERAFITRI S —ICZH4ZE
$H3Z&ET, Secret Manager N\OUJ VT AR VPC HSHRICEBENDIRSICTBHENTE
TP, FHCOVTR, "VPCIVRARAINERUHTIUITI AR ZEFHIRETS 1 KT Tthe section
called “WVPC I R7RA >~ (AWS PrivateLink)’, 2B L T E&E L,

D AWS H—ERAAL SO —IL Y RADOTIEAVIIARNEVPCAHASDEDTHBD L ZHE
L TLKEEV, E5TRVWES, CORVI—RBTIVEAZEBLET,

Example ) JTARNF VPC IV RRA 2V MEHTEBENDLSICERTS

BIZE, RORIS—TE, JIITARYVPC IV RRA2 KN vpce-1234a5678b9012¢c % iBiR
LTEBENTVWBRBEICOAK, 11— —7H Secrets Manager AL —2 3V ZRITTEE T,
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JSON

{
"Id": "example-policy-1",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue"”,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws :sourceVpce'": "vpce-12345678"
}
}
}
]

Example ) VT ARN VPC A SEEFEENDELDICERTS

RORVS—TRE, >—IL Y MNE2ERBLVCBERITZ AN RAIFITEND0E, TOIX
RA" vpc-12345678 H SIEFEENTVWAREBEENOHKTT, £, CORUZ—TEFE, UIITARY
vpc-2b2b2b2b ASEVWEBRICDGK, >—IL Y NOBESILENLEEANOT VA EFERATS
ARL—=23 2 ZFALET, 1 DOVPC TTFTIVT—23 0 2RTT2HEE. COKSKRD
D—RFEATERTN), EEMEICE 2EFBOY B VPC ZFEALET,

JSON

{
"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",
"Effect": "Deny",
"Principal": "*",
"Action": [
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"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"secretsmanager:Restore*",
"secretsmanager:RotateSecret”,
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

]I

"Resource": "*",

"Condition": {
"StringNotEquals": {

"aws:sourceVpc": "vpc-12345678"

}

}

},
{

"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "*",

"Condition": {
"StringNotEquals": {

"aws:sourceVpc": "vpc-2b2b2b2b"

}

o d o
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To ARN ET7HT NDOER, BIDO AWS H—E AN S Secrets Manager I VP TARNAREEE
CDH, ZRIAVTFANIEENRET, COXRHFOHEAEDEICKY, BRAETNZAREMEOHDE
KB F)AZBBIDENTEERT,
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JY—=AARN ICVY—=ARUS—THAENTVEBVWXENEENTVEREES, TOUY—
A ARN % aws:SourceArn £+ —NEL L THERATRI LB TEFELEA, TORDYIC
aws:SourceAccount £4F—ZFAL TKEEV, TOMHOEHOFMICOVTE., TIAM
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BEFHBDVY—ARIVI—OFMMIIODVWTR, F—EAORFIX M EZZRLTEEL,

Example—ERAZT VI NI ZFEAL T, Y—ERANFZ—ILYNITIOEATEDRLSICTS

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"
]
},

"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},
"StringEquals": {
"aws :sourceAccount": "123456789012"
}
}

o d o
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BUR—ADOT U AHIH (ABAC) 2EHLT>—JL Y AOTIEA
ZHEITS

BMEX—ZDT 7 A% (ABAC) . #PI, EYXAI=v b, BIRRCHEES5X3THLD
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THRARMTT. THEAWS, ChSOBRERT EFFNET,
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JDOTANLEY TR B, PUVRANEBBNICRBEENE T, FHMAICOVWTE., TABAC £ iF
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Bl: FEDRTZ2H2—ULY MO IDTIOLRAZFATS

RORIS —IE, F— TServerName, . fEN TServerABCy ORI NFFesniz>—oL Y N
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JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName'": "ServerABC"
}
}
}
}
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JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},

"Condition": {
"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"

}

}I

"Action": "secretsmanager:GetSecretValue",

"Resource": "*"

}
}

AWS O Y x—2 R7R1) > — AWS Secrets Manager

AWS BEEERD)S —F, L2 THERBIVOPEEETNZAZR7ORIS—TT AWS, AWS
BRI —F, I—H—, JI—7. O—NIZT IO EAHFTOE) Y TEZHBTEDLDIC, L
D—BRNBEI—AT—ARILT IV EAHFNENFETEIRSICERFETNATVET,

AWS EERD S —F, IXTOAWS BEHESMEATED LD, BEDVI—AT —ALHL TH&EN
BEOT IV EAHFAZRELBVEENHBIECFELTILKEEZV, I—AT—ACEEOHAE
N—EBR)—Z2EFRLT, TVEAHTZRVIACZEZHEBOLET,

AWS EBRV Y —TERENTVB T IV ELAFTREETEETFEA, FAWSYR—D RKUD—
TERENLETIVEAFTAWS ZEHITDE, RUI—HFTEYFENRTVWBRIXNTOTUIN
ILIDA—Y—, JI—7". O=J) ICEELET, AWSF. FLL FEEBEhDH., #FL L API

AWS Y Z—T RARUZ — 342


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

AWS Secrets Manager d1—H¥—HA R

ARL—232 AWS O —ERANMBFEOY—EATHEATERLSICE2LEEIC, AWS VXR—
PRRVD—ZEMITDARMIES<ZIET,

FHECOVTE, TIAMI—%—HA R, O TAWS NZR—I RAKRUZ—; 2ZRLTSEEL,

AWS Y &x—2 R7R 1)< —: SecretsManagerReadWrite

MR —I&. Amazon RDS AWS Secrets Manager., Amazon Redshift, Amazon DocumentDB
DY —AZRBRTBDTIVEAFA, >—IJL Y NOBSILEERS AWSKMS ICERAT3T7 ARG
ABE, \ORIMY/EBEAXT IVLAZRHBLET, CcORJZ—IE,. AWS CloudFormation &
Fty NOER, ICK2TEEEND AmazonS3 /N Y MASOO—FT—23a>v5Fo7L— I\G)HSI
B AWS., AWS Lambda B8# M —E XK. Amazon EC2 VPCsDHBAZITS T IV AFAUEEHL

T ChSOT IV EAFAR., IVV—IIFBEEFOO—T—>a #eEzEAL TO— T—/E/E
RETDILEDHICHETT,

FLLWO—F—>a > BEHEERTSICE. AWS CloudFormation AR Y o & AWS Lambda E4T
O—ILZERTBDTIOLAHFATEMSETT, IAMFullAccess N Z— RIRUSD —%E|)YTB N
TEET, O—FT—23aAOTIOEAHA, 25BLTLEEL,

T O AT O
CORDVI—IZE, LTOT IV EAFANFrE8ENATVET,

 secretsmanager — 7'\J 22 /V)LIC Secrets Manager D£TF7 9> 3> ORTEFALET,

« cloudformation - 7"J > /V)LA CloudFormation AR Y VZERTEDLSICLET, Ch
. J>VY—IlzEALTO—FT—>3>>2F#MICTSH7 > /NLA CloudFormation AR Y
V%N LT Lambda O—7—> AV BABEEHTERLSICTRLEHICHBETT, FHMICOVT
(&. Tthe section called “Secrets Manager A" & 9 % J57% CloudFormation”s ZZ8BL T2
=L,

« ec2-7 U2 N)LIC Amazon EC2 VPC DERERZFHALE T, chix, IVV—ILZ&ERATET
DNV, —OL Y MCRFELTVBFRHEROTF—EXR—AERU VPC AL, O—F—
SAVBEABEERTEDLDICTDEHICHETT,

e« kms - TV NIHFBESHLARL =232 IC AWSKMS F—2FEATESDELSICLET, h
(&. Secrets Manager ">—2JL Y NZERBEILBERVEETEDELSICTIEHICHETT, i
ICD2WTIE, Tthesectioncalled “>—2L v NES{LEES) ZZRLTSEEL,

« lambda- 7"V > /)N)LIZ Lambda O—7—> 3V EBO—BRRZFAILET, Chik, OV
V=L Z2FERTBTVINILY., BEOO—FT—>aBRERBIRTEDIRSICTHLHICHE
7,

AWS Y Z—T RARUZ — 343


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/IAMFullAccess.html

AWS Secrets Manager d1—H¥—HA R

« rds-7U 2 /N)LIZ AmazonRDSDB DV S AR —EA VARV ADRRZHFALET, h
&, V=L Z2FERTZDTI/NILYF Amazon RDS V5 AR —FF A AR A%EIRT
EBDLRSICTRDLEDICHKHETT,

« redshift - 7)< /VJLIC Amazon Redshift T U AX—NEREHFTLET, chik,
V= EERTS 1) /VNLA Amazon Redshift 75 AR —%BIRTEDKSICTREHIC
PBETT,

« redshift-serverless - 7'1J >/ /N)LA" Amazon Redshift Serverless D ZRIZEE &R TE %
EBICLET, chlk, AVV—ILEFERTSD 72 /VILA Amazon Redshift Serverless & &l
TEEHZBIRTEDLSICTIEHICHETT,

« docdb-elastic - 7" > /N)LIZ Amazon DocumentDB T Elastic 7 5 A X — Ml % 57
LET, chik, OVV—ILZERTS7)>2/VLA. Amazon DocumentDB @ Elastic 75 A
R—BBIRTEDLDICTIEHICHETT,

« tag-ZUINNLIEC, PHONAORTFHEn£ )Y —AOBRBZHFAILET,

« serverlessrepo-7"J < /VILA CloudFormation ZEt Y N EERTEDLSIZLET, C
nik, AV—=ILZ2FERTE TV /NIN Lambda O—F—> 3V EREERTEDELDICT
DEHICHETT, FMICOVWTIE, Tthe section called “Secrets Manager & Z R 9 2 5%
CloudFormation”s ZZRBL T E&E L,

« S3-TUINILY, HFEEBTD Amazon S NT Y KA SHAT DIV RNEMBTEDLSIC
LEFTAWS, cONT Y NI Lambda O—7T—> 3 VBEHBOT7L—K A"8FEhhET,
COFTVEAFAE, AVV—IL 2RI T I NIHNNTY NAOT T L—NCED
WT, Lambda O—7—2 3 BEREERTEDLDICTRILEHICHETT, FHMAICOVTRE,

Mthe section called “Secrets Manager #" %& £/ 3 % 5 7% CloudFormation”s 2B L T<IZ&
Wo

R —RRT DI, SecretsManagerReadWrite M JSON /RS —D RFIX KN ESHBLT
<EZEL,

AWS Y Zx—2 R7R1) 2 —: AWSSecretsManagerClientReadOnlyAccess

ORI —&, 94T RNT7I4r—>3>2 0O AWS Secrets Manager —2 L Y RADFEHE
WERATZIVEAZRHLET, chicky, Z7UINLEI—IL Y NMEZRRBLTS—YL Y N
XBF—RERRL, DAZAI—NXR—I RF—TESHENES—ILY NEESTILHICHKE
BZAWSKMS 7V AFFAIZETEEXRT,

T U AFFRI O FE4E

CORDVZ—IZE, LTOT IV EAFANFEENATVET,

AWS Y Z—T RARUZ — 344


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SecretsManagerReadWrite.html#SecretsManagerReadWrite-json

AWS Secrets Manager

Q—H—H1 K

« secretsmanager - 77U NN —OL Y NMEZEREBL,

EBDLDICLET,

Y=L Y RXBF—RERET

« kms -7V NILHF AWSKMS F—2FRLT—YLYRNZEESTEDLSICLET, <O
TOEAHFTE, Y—EABEOZRHEH%ZEL T Secrets Manager A" EA TR F—ICREENE

ERD

JSONRUZ—RFIAIXVNOEHFN—232B8E, RUZ—0OFMBICOWVWTRE,

TAWS X x—2

RRDV—DT77LARIA Ry DAWSSecretsManagerClientReadOnlyAccessy ZZB L T E&

W

AWS Y Zx—2 RR1 2 —IZXtF % Secrets Manager M E i

Secrets Manager ® AWS BRI —OEMICEITHHMERRLED,

EE

AWSSecret
sManagerClientRead

OnlyAccess - #L W
BRI —

SecretsManagerRead

Write — BEfE DR 1
—=ANDOEH

Bt

Secrets Manager (& .
DFATRNTT
Dr—>3a>on>
—JLY hADF
BWERT7IVtA%
RETHIHLLVER
R —ZERLE
L. CORDD—
Tk, >—JL VY bk
EzEBBLT>—0
LY NXRTF—R%Z
iRL, >—ULvV
NZEESTBLEHIC
MEIZ AWS KMS 7
VEAFAZEREL
x£7,

CDORDD—&,
Amazon Redshift
Serverless \ MR
TOEAZHFAT

=KD N—>3>
2025 % 11 A5 H v1
2024 £3 A 12 H v5

AWS Y Z—T RARUZ —

345


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSSecretsManagerClientReadOnlyAccess.html

AWS Secrets Manager

Q—H—H1 K

rE

SecretsManagerRead

Write — BEfZE DR 1
—NOEH

3t A 4

BDEOICEFHENE
Lk, chickl),

V=) 1—%—
& Amazon Redshift
=LY NEEK
¥ % & &I Amazon
Redshift Serverless &
AZEZEIRTES
LSV ET,

ORI —E, A 20239 A 12 H
mazon DocumentD

B @ Elastic 72 A
X—ADQERT
AZFATADRSIC
EEhELE, C
niZky), A2 —
JL1—%—{E Amazon
DocumentDB > —
LY NEERTS
& Z(Z Elastic 75
AZ—ZRBIRTEE
E

v4

AWS Y Z—T RARUZ —

346



AWS Secrets Manager

Q—H—H1 K

rE

SecretsManagerRead

Write — BEfE DR 1
—NDOEH

SecretsManagerRead

Write — BEfZ DR 1
—NOEH

B

ORI —E, A
mazon Redshift N\
NERT7 VA%
FUTDESICEFH
chELE, ChiZ
&V, V=)
J1—%—I& Amazon
Redshift >—2o L v
NEERTDEEIC
Amazon Redshift 2
TAZR—ZBIRT
BET, COEHT

l&. Lambda O—77—

SavERTUT
L—KZFREFETD IC

LO2TEEAWS &1
% Amazon S3 /N v

NADFEKERY) T 2
TAZFATHHL
W7 O AFFAEE
mEhEL &,

ORI —E, A
mazon RDS 75 A
X—ADQERT IVt
AZFATDRSIC
EfEhEzLE, C
nicky, A>V—

JL1—Y—& Amazon

RDS>—2JL Y h%&
ERTBDEEICUT
AZ—%ZBRTEE
9,

B

2020 6 A 24 H

2018 £ 5 A 3 H

v2

AWS Y X—2 RARUS —

347



AWS Secrets Manager d1—H¥—HA R

ZE S A IR—za>
SecretsManagerRead  Secrets Manager 2018 £ 04 A4 H Al
Write — #t L LWR U l&. Secrets Manager
> — ADTNXNTDFTEHE
VIEEIART V1A
<, AVl EFE
A2 ICHER
TOEAFAZ2NE
TRR)—ZHEK
LEL L&,

AWS Secrets Manager >— 2L Y RMAOT VL AFT2HF 11— —Z24
EIT3

T7AIRNTR, IAMTATTATAIZRE—TOLY NMANOT O EAFANHYEEA, 2—7
LY NRMADT IO EA%ZERTBDE, Secrets Manager &> —2L Y NCT7RYFENLIY—AR—
ANRD)D—, BRTFVITIARZEEFELTVWS IAMI—Y—FLFE IAMO=LICTRYFEh
EIXRTOTATFUTATAR—AOR) D —ZFHELET, cnZEITSL®HIZ, Secrets Manager
(&, IAM 1—H—7 4 R® [Determining whether a request is allowed or denied] (') 7 TA N OFF A
FERIIESTERETDS) ICRBCIATVWREQOEELULAEZT7OCAZFEALET,

BEORI—HF1DO2OVOITANIEAEN3BEE. Secrets Manager FEBZFEALTT VLA
FHEHELERT,

1. RUZ—ADAT— M XY NMIBARHNE deny " EEIATVBRHE, VIIANTIZaz el
U—AKL—BLZFET,

COHTHE deny ICKI2T, OIXNTORBALEEZZh, 7o2arHF70vr&Ehzx
ED

2. BRI deny BBEWA, AT—RMXZY NIHRNE allow FEENRTVBREHEE, UIIARNT
2232e)Y-AIL—HLET,

COBRRNG allow IC&k 2T, UIOITARNADT I IVICAT—RMXYNADIY—AANDT
TEANFEEIETT,

=ULY MOT I EAHTZEHE DI —Z2HETS 348


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow

AWS Secrets Manager I—H%—Ha4 K
DESY—ILY RN 2DODRBBTHIVNIHDHBE, >—ILYROUY—RARIUZ—EID
7Ry FENRI—0OMmFallowlc AWS A"RETT, ThUUADEFES., VITANZIE
BENET, FHRICODVWTE., "JOATHIRNTOEAL Z#ZBBLTLEEL,

BVIOITARNT O3 EVY—RAIL—HTEHARNE allow "EFNTWVWBRRAT— M X2 M

W&

AWS BF7#)LBRTUIOTANEZEBLET, CHhIEBEENBESEFENET,

=LY RDIVY—AR—ADR) S —ZRTTDICE
ROWTFNAZITVET,

Secrets Manager ® 1> Y — )L (https://console.aws.amazon.com/secretsmanager/) %z B &
£9, >—UL Y NOFEHAR— O [Resource permissions] (J Y —ARICK T2 T I AFH
A) £ 32T, [Edit permissions] (7 7 L AFAIOMmwE) 20V Y IO LET,

ZFRAL TAWSCLI ZH0'HHdget-resource-policyh, AWSSDK ZfEAL T &/
O'H U F 9 GetResourcePolicy,

FATTATAR=—ADORI) Y —2ERALTT IV EATED 1Y - ZRETIICR

« IAMARUD—2Za2L—2—%ZFEALET, IAM Policy Simulator Z#FEAL 2 IAMAKR) 2 —0F
ARESELTLEE W,

BOTHI> KA S AWS Secrets Manager >— I LY NIZTOEAT S

1 20T NOIA—F—CRIOTHIND =LY MAOT I CA(VARATHAIZVRNTY

tR) ZFHATBICRF, VYRRV —ETATFUTATARI—OMATT IV EAZFATS

BENFHVET, Chik, 2—ILYRNEBUTAIDRNOTATFUOTATALCT I EAZHATS
CEERREBRYET,

HSARFHIY REFTE. UWFOARL— 3V ICHLTOKENTT .

» CancelRotateSecret

» DeleteResourcePolicy

* DeleteSecret

* DescribeSecret

VAATAIRNTORA 349


https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com//secretsmanager/latest/apireference/API_DescribeSecret.html

AWS Secrets Manager d1—H¥—HA R

* GetRandomPassword

* GetResourcePolicy

* GetSecretValue
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» PutResourcePolicy

* PutSecretValue
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EBESICLET, COFPIERTTILEY, TUVINLEI—ILY AMADEEBER
TORAODRBEE, BEOTILAFTEIANL—RTEET, BNBETIEAD

BRIZRUS—CEATACCEBBOLET, HFMICOVTE. TUY—AR—ZADKY
J—, BBBRLTLEEL,

LTORYS—OFI T, Account! I —2 LY NEBEE(LF—AHY) ., Account2 o —HL Y K~
BANOT IO ARFANT DT AT TATANHDERELET,

ATFYT 1 UY—ARDS—% Account! D —OL Y NCTRYFTS

e ROKRVVI—E, Account2 @ ApplicationRole |2 Accountl D —OL Y NADT IR
EHULET, CcORVI—ZFEHRTBIZIE, the section called “1J Y —AXR—ANDKR) S —" %&
SRLTLEEL,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

AT Y7 2: Account! M KMS F—DF—RV—ICAT—RMNXU NEZEBMTS

c ROF—FRII—AT—KXUNE, Account2 ® ApplicationRole # Accountl @ KMS
F—ZFEAL T Accountl O —JL Y N Z2BFTITIOZFALET, COARAT—MXUMZE
FERTRICE. TNhEKMS F—DOF—KRU—IZEMLET, FHICOVWTE., F—FRUZ—
NEEESRLTLLEE L,

{
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

ATY 7 3 Account2 DT A FUTATANTATUOTATARI—BTRYFITS

« ROKRVZI—I&, Account2 @ ApplicationRole I Accountl \Z&H B EEHF{LF—% A
T, Accountl O—OLYRNITFTOEAL, >—9JL Y NEZBESTHOZHFILET,
DRV —ZFEATHICIE, thesectioncalled “TA T TATAR—ADRI—" &SRB L T
<EEW, —2JL Y h®D ARN Ik, Secrets Manager AV =IO —IL v RNEFEHR—D D
[Secret ARN] (>*—2 L Y b ARN) THRRTEET, £/lF. describe-secret ZHTHT
EETEFET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-
east-1:123456789012:key/EncryptionKey"
}
]
}
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Thooa/z2Z T2 EbICHEBERT IV EAFAOA EZE I —IZFETEERT, £, XOA
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« BT NIV NTZEZFE (MFA) Z2FERLE T,

« SSL/TLS ZFEAL TAWS DY —RAEBELE T, Secrets Manager l&, IXTHO)—23 > T
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Service (AWS STS) ZFEAL T, —HMNAEF 1 U T (RIAEREERL. VIITANIERT
BDLEETEEY,
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« ARV RSA A VE—TIAAERIEAPIAWS ZN LT ICTOEARATSHEZIC FIPS 140-2 18
AEEXRDEBLED I - BERFEE, FIPSTRRSAMNZFEALET, Tthe section
called “Secrets Manager T RARA4 2 K"y ZZRL T EE L,

- ZfEH L T Secrets Manager AWS CLI ICT7 VAT %BEF. the section called “Z AL T
AWS CLI AWS Secrets Manager —2V L Y N ZRTFTDVRAIVEZEBT D
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Secrets Manager l& AWS Key Management Service , (AWS KMS) ICk 2 BEFLZFERL T, RE
FOF—ROMEHZRBELET. K. Z<OY—EATEAThDF—ANL—DELBES AWS
H—E X AWS KMS ### L £9, Secrets Manager D> —YL Y NETXT, —ENTF—XF—
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ESRBLTLSEEV,
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Secrets Manager &, EEFDTF—RZBEELTIEONREBRTTAR—RNIY RKRA N ERH
LET, EF21T7IVRRAINETSAR—=RNIY RRA NZKY) AWS | & Secrets Manager
ADAPIVITARNDBEMEZREBETEET, AWS Tk, X.509 fEBAE % 7= Secrets Manager
=LY RNTUOLEAF—ZFEALT, BTEHLULAAAPI O-I)ICBRTDUENf HVET., D
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AWS Command Line Interface (AWS CLI) = EWIFhnH D AWS SDKs Z2FEAL T ZHVOHT
BEEAWS, FATEHZT7IVEAF—EZRELET. TOR., ChsoVY—I)ILEEHNICTIER
F—ZFEHALTVIIARNIBRALET, the section called “Z{#FH L T AWS CLI AWS Secrets
Manager >— 2L Y hZ2REFETDVAVZEBE TS ZSRBLTLKEEV,
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(AN
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EELE T, Secrets Manager l&, cDF—XF—Z2 T ARO—THES{LICEALET, Secrets
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EBO—VLYMEZRELET, 2—IJLYRNDI—UL Y MENBEEENBDTIC. Secrets
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E51t

Secrets Manager l&, X ® Secrets Manager AR L —2 3 2V IZISEL T Encrypt AR L —> 3>
EHUOCHELET,

 UpdateSecret - KMS ¥—ZZ ¥ 9% &, Secrets Manager
(& AWSCURRENT, AWSPREVIOUS. AWSPENDING B8V —OL Y NKN—2 a3 %2 ZxETS
TF—2F—ZHLWEF—TEBRBES{LLET,

DescribeKey

Secrets Manager I&. DescribeKey AR L —2 32 2O L T, Secrets Manager 12V — )L
TO—ILY N ZERELRIRETDEEZICKMS F—Z2—ERTITINEDIHZERELE T,
KMS ¥ —A0O 7T Ut AN

=LY NIEERTSNATVWSD KMS F—ZRUEXLFEET S &, Secrets Manager &,
EBEENiz KMS ¥—% ML T GenerateDataKey 8 & U Decrypt ARL —2 3> 2T H
LET, ChSOFTHEL TR, BPELREIC, ChSOARL—23 2 TKMS F—Z2FAT
BDTUVEAHUN®H B ENBBENET, Secrets Manager l&, ChSDREDERZHEL
£9. BESLBRETCEThSZFEALFE A,

ChsD)ITARND SecretVersionIld ¥F—0BEE{ I TFANDER
RequestToValidateKeyAccess THB o, COBRIMEFTHL Z2BEITEET,

(® Note

LAETIE, Secrets Manager DRRIEMCH LU ICESILITHFARBENRTVELATL
=o VW AWS CloudTrail O Tk, S TFANOBZEVFVOCEHLNA ROH D56
FHYET,

F—RIJ>— AWS YR —2 R¥— (aws/secretsmanager)

AWS Y &— R¥ — Secrets Manager (aws/secretsmanager) ® ®OF—7R1) > —I&k, Secrets
Manager ' 1—H—ICRD>TUIITARET2EHEICOGK, BEENEARL—23 22 KMS
F—ZFEATAITIOEAFHFTZI—H—ICRELET, COF—RUZ—TRF., 1—H—H KMS
F—REREFRAIDILEFATENERA,

COF—FRII—F, IXTOAWS VEF—I RF—ORD—EBRKIC, Y—EARIC K> THIL
ENFET, F—RUI—RBEETEEREAN, WOTERTTEERT, FMICOVTIE., "Viewing
a key policys ZZ2RLTSEZW,
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COF—RII—ORIZ—AT =M AV NIRROMRNBYET

s FHIOKRODI—H—NIBEESAARL =23 VICKMS F—ZFEATERLSICTEHNE, VUIT
A N A"Secrets Manager A SEEENDBENDHKTT, kms:ViaService ZRH4EF—T, ZOFIR
ZHERALET,

* AWS THDY R KMS F—7'ONT 4 Z2XRRL, AAZWMYEI 21— —ICFHFATS
IAM RS —ZERTEDRSICLET,

- Secrets Manager l&. KMS F—ADT7 IV AZERETRHEERFAEZFEALETLEAN,. ZORY
o —k, 1—H¥—IZf1 2 T Secrets Manager &" KMS ¥F—DFAZERTD &, BRT, 7AH
72 NI KMS F—DOEA%Z Secrets Manager ICFFAI 32 1-DFFAZEY BT &z, FFAAILE
To ek, ORVI—RFIAIXNOEEERTT AWSYER—T RF—,

AT &, Secrets Manager Of#l AWS X Z2—2 RF— OF—RUZ—TT,

JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wan
]
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333",
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3
{

"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}

"Sid": "Allow access through AWS Secrets Manager for all principals in the

account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",
"Principal": {

"AWS": [
mgn
]
},
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"

},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
"Sid": "Allow direct access to key metadata to the account",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:root"

]

}I

"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"
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Secrets Manager DSt FF AR

BV THFARF, —ILY NF—RZE8EBV—EOF—LEORTTT, T—RZESH
TRUIIANCESALIYTFANEZEDDE, BESAHAIOVTFANZESLEhET—XIC
AWS KMS EESLINA 2 RLET, TF—R2Z2ESTBICR, AUBSILIVTFANIETLEN D
WERT,

A M GenerateDataKey & & T Decrypt J 9 TA KTl AWS KMS, Secrets Manager &, X O FIC
RIRIE, 2—ULYhEFON—2I22RBTH2 DOBREEORT ZFOESHIV T
FANZFEALET, BRIREDYERLBAN, HAELENEBSHKIATFANDER. >—2
LYy MECEICERYET,

"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-

alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

}

EELITHFANZEMEHAL T, AWS CloudTrail ¥ Amazon CloudWatch Logs 7 £ M EZEL J1— R
AT, RU—PHFTORTORHELT, ChSOBESILARL -3 Z2#BEITEET,

Secrets Manager DEES{EITFARNE, 2 DOBBEBORT THEEENET,

.+ SecretAm - B O EHEBORTHY—IL Y NEBILET. F—, SecretARN TY, B
E—2L Y h® Amazon Y —RA%—LA (ARN) T,

"SecretARN": "ARN of an Secrets Manager secret"

FlzlE, >—2L Y h® ARN A" arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 TH3HE . BHILITFANIC
FIRORTHFEENET,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

« SecretVersionlD -2 HEEDBREEDORTIE, >—OL Y NON—232&2EBAILET, F—
. SecretVersionId T9, fElx. /N\—>3>IDT9,

"SecretVersionId": "<version-id>"
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BlZE, >—2L Y NO/N—232 ID A" EXAMPLE1-90ab-cdef-fedc-ba987SECRET1 TH 3
aa. BRItV TFANCRRIORTHFEENET,

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

=LY RNDKMS ¥F—%MBIFIFEET DL, Secrets Manager & GenerateDataKey & & T
Decrypt JVTARN%Z (ZIEfE AWSKMS LT, BOHL AN ChSOARL—23IVIZKMS F—%
FERIAT VAT TZHE > TVB L ZHRABLET, LARARGREREEh, >—JL Y METR
FEREhEEA,

CNSDRIEY VT ANTIE, SecretARN OEN>—UL Y NOERD ARN &

BV ETH, SecretVersionld fElF, XROBSIATEFANDBIICRTRSIC
RequestToValidateKeyAccess BV FET, COFHKEER, OV LEERMFTHRIIVIIAN
ZEBRITBISATRIBEERT,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
(@ Note

LBk, Secrets Manager DIRFIERICE STV THFARNEEFNTVERLEATLE. &
W AWS CloudTrail O Tk, BSILIATFARNDBVHTEBE UL ROAZBEEN BV E
ED

Secrets Manager ® £ DX VIRV ZEZX1) 2T 9% AWS KMS

AWS CloudTrail & &' Amazon CloudWatch Logs Zf£/H L T, Secrets Manager A* AWS KMS 11—
H—CRD>TICEBFEIDVIIANZERHTEET, O2—JLYNOFERAOEZZDTICOLW
Tk, "T—0LvhZzERTD 2ZRLTEEL,

GenerateDataKey

S—=OLYRTI—ULY MEZERELIEEET D &, Secrets Manager > —2JL Y kD
KMS F— AWS KMS Z3#EE 9 % GenerateDatakey VI TARN%Z ICREELET,
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GenerateDataKey SEEEZRBZEID AR NE, ROKSBH D TINARNIHYET, VY
T AN secretsmanager.amazonaws.com lc k2 TREENET, cO/NFX—RIZIE,
—JLY RO KMS £—0 Amazon )Y —AF—LAL (ARN), 256 EY hF—ZERTDF—#H

BlF. BRTZ—IL Y hEN—2322FBRTIESILIAVTFARNBENET,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}
},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a2270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
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"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS: :KMS::Key"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Decrypt

=OLYBRDI—ULY MEZEUSEIFEE TS &, Secrets Manager (& Decrypt ) U T
ARNZE ICHEF AWSKMS LT, BEftehkF—2F—2BS5LFET, Ny FIV RDOEF
&. Secrets Manager kES{tEhiz*—ZBFATED O, IXTOFTEHL N Decrypt
JOTANIDBAZDDTTEDY)EFRA.

Decrypt BEERRIDAARNE, ROESBHUTINARYNIBYET, I—H—IF.
FT=TIWTIOEATBAWS THIRODTVINILTE, NTA=RIZIK, BB{LEhi
T—7ILF— BEELTFARNBLOBELT) &, T—7LEAWS THVU Y NEBRITHHES
WAV TFARNEENET, . BSELTFARNDS KMS £—0 ID AWS KMS ZEUEL &
R

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"
}
.
"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-

secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

iy

"responseElements": null,

"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

=LYy NIEENITSNE KMS ¥—%2ZE 95 &, Secrets Manager & Encrypt Y 2T A
N7%& (Z3EfS AWS KMS L TAWSCURRENT, . AWSPREVIOUS, & & U =—ZAWSPENDINGL ¥ b~
N=2a2 aHFLVF—TBESILET, >—JL Y EROU—2a2ICLTUT—RT2
& . Secrets Manager & Encrypt U2 TARE AWSKMS ICEELET,

Encrypt SMEZRBIDARYNE, ROESIBH U TILARYNCBEYET, I—H—I,
F—TFIWCTI9ERATBAWS FHIVROTUINILTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2023-06-09T18:11:34Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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DAV ZANZIOF¥EF11) T 14 AWS Secrets Manager

NEZ—Y RY—EAXATHS AWS Secrets Manager &, AWS JO—NILFxY RDO—0tF1 U541
LK >TREBEENTVET, AWSEFIVTFTAH—ERENFMIVTTARNTIF ¥ AWS ZRE
ITRHECODVWTR, AWS T OTDREFIDT 1, Z28RLULTLKEEV, /1 2T7TFARNTZIF ¥
EFIVFAIORANT ST 4 AZFEAL TAWS IRIEZREFTTSICIE.  "Security Pillar AWS
Well-Architected Frameworks @ "Infrastructure Protection; ZZBL T &V,

ZY NJ—2 %5 L = Secrets Manager NOTF VA, TSL ZEA L = API A"R1T79 HAWS
HFERAENET, <S50 Secrets Manager APl E R Y RDO—JOEFEENZIASHUTHT N
TZEET, =L, Secrets Manager [ )Y —AXR—ADNT IV AR) I —ZHR—KNLTHY,
ZFNSORIVI—ICIF, V—AIPTRLAICEI<K4IBEZEHDENTEET, £/, Secrets
Manager YV —ADRKRI I —ZFERAL T, BEQRETTANR—KNITIR(PC) TV RKRA B,
FEEBEOVPCASOI—ILY MOTIOEAZFHITZDEETERT, Cchlcky), RE
HICERY RD—THRDOBEDVPC HSDH, BEDI—ILY MADAWS XY ND—OTF V1A
NoBENET, FHMICOWVWTIE, Tthe section called “VPC T2 R7RA >~ (AWS PrivateLink)”
ZSRLTLSEEZL,

AWS Secrets Manager VPC T RAR4 > N D fEH

NTVY DALV B—Y NDPESTIVEATEBVTZAR—RZYRND—DV LT, TEBLETZD
AT TFARTIOFYZERTITR L ZHEOLET, VPC & Secrets Manager ED T T4 XR— k
Bk, 1 >3—T7IAAVPCIVRRANEERTRDE, BATEXRT, /1 VX—TJTI(4 AT
YRRAURKNE, 1 Z—%Y N —NDJ I AAWS PrivateLink, NAT 7*/\4 A, VPN ##, £k
l& Direct Connect ###t7% L T Secrets Manager APIS IC7'ZAXR—=KNIZT7VEATESD T /00—
THd Z2FALTVWET, VPCIZH D1 AR AlF. Secrets Manager APl EBET B EEIC,
NTVYOIPTRLAZEZKBEELEE A, VPC & Secrets Manager O RS 7 4 ¥ U1k, AWS
XY RND—U%BNEEA, EFMICOVWTIE, TAmazon VPC 1—H—HA KR, O "4 2—7x
A4 AVPC T RiRA > N (AWS PrivateLink)y 2B LT EZV,

—=9LY NIZR—=D = Lambda O—7—> 3 VEHEFEAL T, IZAET—EXR—AFR
MEHREEO—IL Y NeO—F7—>3 9% &, Lambda BBkE, F—XXR—2A & Secrets
Manager DEAICV VI ARNZEELET, IV Z2FEALTEHO—FT—>3 & FICT
% &, Secrets Manager @ 7—2~X—A &G LU VPC IZ Lambda B¥Z KL £9, Lambda O—
T—2 a2 BEA S Secrets Manager ND ) VLT AN Amazon XY RDO—OhASHBVKRSIZ,
B LU VPC I Secrets Manager T RARA 2V N EERTBD L Z2HEHLET,
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IVRRANDTZAXR—KNDNS ZBEMICTHE, V=23 20F7 7))L DNS &
(secretsmanager.us-east-1.amazonaws.com % &) Z{# > T Secrets Manager \N® API 1) &
TARNZRITTEET, FMICOVWTEE, "Amazon VPC I—H—HA R, O "4 2—T T4 A
TVRRAVBINENLEY—EAANDT VAL ZZRLUTLKEEZ L,

TOEAHFURIS —IZXBEEZEHD LT, Secrets Manager N\OU VT ARNN VPC TV EA
NERBDEDIZTBDENTEERT, EMICDODVTIE. Tthe section called “fl: 72 AFFAI &
VPC’, #S5BLTLEZL,

AWS CloudTrail O &2 AL T, VPCIV RKRA U NENLES—IL Y NOERZEETESE
E

Secrets Manager ® VPC T RARA > N ZEEKT B ICIF

1. TAmazonVPC 1—H—HA R, O "M Z—TITA AT RRA NDIERKL 25BL TL
EELW, ROVWThhroH—ERAZEFRALET,

* com.amazonaws.region.secretsmanager

< com.amazonaws.region.secretsmanager-fips
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FAIC DOV TR, AWS PrivateLink #J 4 R ®Control access to services using endpoint policies (L2
RRAVRRV—ZFEALTH—EAANOTIEAZOANO-IILTB)EZSRLTSEEL,

f5l: Secrets Manager 7 7> 32 FH® VPC I RARA 2 KRS —

LR, DARLIV RRA KRRV —OFITT, CORV—ZA 2 BZ—TIAALY RRAY
NCT7RYFTBE, BEENLS—OUL Y NTUARNENT Secrets Manager 79> 3> ADO7F
DEANFATENET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the
specified secret.",
"Effect": "Allow",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdET"

}
1
}
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Tk, IPv4 & IPv6 MEEVE, MAEOZ7ORINEFR—RNTBDLSICIAMARUS —ZEHIDH
ELLODVWTHALET, ChoNEFEERKTDET, IPB6EHR—NLABNFS AWS DY—R
NDEEBRT IV EAZEETEERT,

IPv6 & (&

IPv6 (&, TIEMIC IPv4 Z IPv6 ICBZMAD CEZERULERERD IPRETT, Uain/N—> 3
YD IPV4 I, 2EY ROTRLABEARZEAL T3 REDTNAAZHYR-—KFLTLEL
Jzo IPVE FRDYIC 128 EY ROT RLABEZMERAL T, £ 340 JK x1 JKEF x1 & (0FW 20
128 ) DTNA RAZHYR—NLET,

M OWTIEE, VPCIPV6 MU T TAR—UFSBLTLSEEL,

IPv6 7 RL ADH|I & RICRLUET,

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.
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L AN S M Secrets Manager API ADTF VA7 OY U TEEXRT,

Secrets Manager API @ secretsmanager.{region}.amazonaws.com 1 F7J)LAXY VTV RKRA >~
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S—ZEFHLTIPV6 P RLAEHEZEDHET,

R —® Condition EEXT, IP 7 RL ALKMHIC IpAddress 8 &V NotIpAddress HEFZFE
ALET, TETELHFIEIPV6 PRLAERZLEBTEAVLY, XFHIEEFZFEALEVT
<fEEEL,

LTOAFITIE, aws:Sourcelp Z2FALET., VPC DFEIE, KDV IC aws:VpcSourcelp Z{F
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BT, IAMI—H—HAROY—AIPUTFZFLUVARIS—AWS ICETVT ADT IV EA%IE
BLET. 200 IPV4 T KL A#iFH, 192.0.2.0/24 RV 203.0.113.0/24 Z#—EXRTRTS
Condition E&® NotIpAddress l&. APINDT VAN ERENET,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"
]
}I
"Bool": {
"aws:ViaAWSService": "false"

}

}
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}

CORVS—%EFHITAHICIFE., Condition EEZZLEEL T, IPv6 7 RL A&H 0
2001:DB8:1234:5678::/64 &£ 2001:cdba:3257:8593::/64 ZELLDICEHLET,

(® Note
BEDIPv4 7 RLAZHIBRLABAVWTLSEEW, TNEBMEDOZHICHETT,

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

o
"Bool": {
"aws:ViaAWSService": "false"

VPC D DRI —%FHTBIZIE, aws:SourceIp DDV IZ aws:VpcSourcelp ZFEAL F
£

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

1,
"Bool": {
"aws:ViaAWSService": "false"
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DFZAT2REIPv6 ZHR—BNLTVWBZEZKRILET D

secretsmanager.{region}.amazonaws.com L RARA/ >V N ZFEATBIBEERE., TOIY RKRA U MIC
BHRTEDCLZHRELET., UTOFIETR., RIZRTITBHEICODVWTHALET,

CDHITIE, Linux & curl /N\—> 32 8.6.0 Z2EA L. amazonaws.com T RiRA4 > NZH B IPv6
ST RRA > N&EEFED AWS Secrets Manager T —E AT RARA > N EFEALET,

(® Note

secretsmanager.{region}.amazonaws.com l&, —fMEFIT7IAZY UV DmEHRE & &
ExV)ETF, Secrets Manager T RARA 2 ROELABVAKMIOVWTIE., TAWS Secrets
Manager T RIRA 2 by ZZRLTLSEE L,

2, U—EXANHBIV—Ta>EeFALY—232 AWS U—23Y LEELET, C0HIT
&, RKERZI (IN—Z74tE) -us-east-1 T RRANEFEALET,

1. RO dig AN REFALT, TV RRAMDIPV6 FRLATHEBREND L EZRABLE
9,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

2. XOcurl DXV REFEALT, 94T N XY RND—OH IPv6 B ZHEITERDNESH
ZERELET, LARATD—RN 404 OBFERFEBEESRIILECEZEKRL, 0 DFEFE
BAKBRLECEEZEBERLET,

$ curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c@8:clc3
> response code: 404

JE—RNIPZ7RLANMBBEE N, ESICLARIAD—RF 0 THEVEHEEE., IPv6 ZFERALTI
RIRARMADRY ND—OEBEHAEEICEIEATVES, UE—NIPRIPV6 7RLATHS
PBEABYVES, chld, ARL—FT A VIS ATLAN VAT NCEME7ON I Z2RIRT S
PVENFHBDHLS5TT,
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JE—NIPAZADEZEE. ELEELARYAO-RIF0DBEEF. 74T RNRYND—OFIZ

FIVRRAMADORY NT—INAR IPVAEATY, ChZi#RI3ICE. RO curl I

ReFEALET,

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404
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BHONENCIBRE IO DBENLETRATEUTA V-2 AWS V=232 ZRHELET,
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BEMEET A HFRAZUANVOFRICOVTE, "EEMOE-AWS BhIE7—FTI9F v 7
L—LD—71 Z25RLTLEE,

AWS =232 BLVBTRAZEUT A=V —=20FMICOWTRE, AWS T JO0-NIL14>T7F
ARZOF v 25RLUTLSEEL,

RARNEF TLS

Secrets Manager &, Transport Layer Security (TLS) XY RO —2IBS{Z7ORNIILBAONAT) Y
RRARNBFF—RBATIEHR—NLET, O TLS F 7> 3Id. Secrets Manager API
IVRRAVNIERIDEEILFEATEERS, COMBEFRANEFTZIIVAXALANEEILEND
AIICRHEATVWS LS, ChSsOF—R|7'O0KT)L O Secrets Manager A—ILANDELEDT A
NEBBTEERT, ChsOAT2a>oNA7)Y RRAMEFF R, BEFALTL
P TLSHES{LERFENLICZELTHY ., EF1VT A LOESBRIRNRKZELSTHREMEN B E
T, L, BEFAEATVSDHROF—B|7ORNIILEERLT, LATI—ERL—TY
NCFEL ET, Secrets Manager Agent l&, 7 )L N THREBEEOF—XBELTRANEF
ML-KEM ¥ —XX#aZ2FEAL £ T,
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BEBSKENTVWART—R2BENEROKELN SKRETAHLHIC. AWS BEFE7ILTV
ALFREGBRANEFZILIDVALAOERICES I 174128 ML TWET, Secrets Manager
IVRRBRAVRNINATIY RRAREBEFF—RBBES A/ —FZEERRELELE, chso/N17
)Y REESAA— K&, RROBRERANEFERZHAEGDOELEDT, ZhiZ&KY) TLS £
FOBLKEERKRDESAA—RERULKSSWVWEAHICAYET, EEL. NA17UY REEERAAM—K
DINT A=V ABMETHBEEGERROF—B|ANZALDEDERFERSD S, APIO—)L
TTANTREEZBFOLET,

Secrets Manager &, FEV—2 a2 ZR<INTON -3 TPQTLS ZHR—KLTVET,
NAT )Y RRARNEF TLS OFRET S

1. AWS HBES>EALIVSAT > N% Maven DKFBEFRICEBMLET, FAATRESZEH/N—
DAVEMFRAITZICEEBFOLET, FEAEFE, LTOAT—RMXRNE/N—232 2.20.0
ZEBMLULEY,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. AWS SDKforJava2x 27O TV NIZEBML, MIHELET, HTTP 9S4 T NTNLT
)Y RRANEFESASM—RNEZBMIILET,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.buildex()
.postQuantumTlsEnabled(true)
.build();

3. Secrets Manager kRO AT b ZERLE T,

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

Z N T Secrets Manager APl AR L —> 3> &2RUHTE, I=IILE/NATVY RRAKNETF
TLS Z{FH L T Secrets Manager T RARA > MCEEEhET,

NATVY RIRAREF TLS OFERAOEMICOVTIE, XZESBLTLIEEL,
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+ Tintroducing s2n-tls, a New Open Source TLS Implementationy (fiL WA—7> Y —A TLS £%
D DHI) B KT "Using s2n-tlss ( DEM).

« REBEIZBFEEZWMHASER (NIST) DARANEFES,

* Hybrid Post-Quantum Key Encapsulation Methods (PQ KEM) for Transport Layer Security 1.2

(TLS) (Transport Layer Security 1.2 (TLS) A®/\1 71) ¥ R Post-Quantum Key Encapsulation
Methods (PQ KEM)).
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RANEFTLS 378


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://aws.amazon.com/blogs/developer/aws-sdk-for-java-2-x-released/
https://aws.amazon.com/blogs/security/introducing-s2n-a-new-open-source-tls-implementation/
https://aws.github.io/s2n-tls/usage-guide/
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://tools.ietf.org/html/draft-campagna-tls-bike-sike-hybrid-01
https://tools.ietf.org/html/draft-campagna-tls-bike-sike-hybrid-01

AWS Secrets Manager d1—H¥—HA R

NZ7I>1—F 4> AWS Secrets Manager

55 N1EHIE. Secrets Manager ZRETDEZICRETHAREMN HIBED, ZHIPEEICE
A5FT,

O—F—>3 ICBETIBBEICOVWTIE, TMthesectioncalled ‘O0—F—>3a>O T/ ) 1—
TA0 ) BSRBLTLSESL,

« TPORAFEEENELL OX Y E—T
C BB EF1YT  BEERC (T EANEEENELL) ERREND
- BENI<SERTENAEL,

C YOl Y NEERTBLEE THERHKMS F—EF 2 TF—RE—RERT B LETESE
Al EVWSXYE—DHNFRTEND

« AWSCLI £k AWS SDK ARL = 3 VAR DTHBE ARN A5 —JL Y h 2RO s hizl

e COY—YULYNFAWS H—ERAICL>TEBEIDSH, TOH—EAZFEALTCEHFTHH
BENfHWUET,

« Transform: AWS::SecretsManager-2024-09-16 @ EAKIC Python T2 1 =LA 2 R— A" KK
3%

"TOERAFEEENIRLEL OXYvE—2

Secrets Manager lZX L T GetSecretValue X° CreateSecret &M APl 1—IL&T5HE. TOW
CHEUZITS IAMTPOEAFANFNYETY, AVY—-I)z2FERATSEE,. VIR I1—H%—
ICRHD2TREAUAPI D=L ZT5H, IABMTIVEAHFATEHETYT, EEBEGE. IAM 1—H—
FEREINFXN—THDTIL—TICIAMARIS —ZTRYFIBH_ET, ERZFETESE
T, RU—NBEBFTELEFIPT7RLAFHIREEODRGZECEREZNFS TR ZLTVSE
Bl VIVIANZEBEIDARICETENSOXRBZR/T I VEEHYET, IAMI—H—, JIL—

7, FERO-ILORID—ORRPEEOFHFMIZOVTE., TIAM I—H—7H4 K1 ® "Working
with Policies; #2Z 8B L T &\, Secrets Manager ICHSERZHFTOFM OV TIE, Mthe section
called “SRAEET VA RO—=)L") ZZRL TS EE L,

FEHTAPIUVIARNCBE TS (AWSSDK ZFERALBEW BEEF. ELKUIJIARIEELT
WBEezMRALET,
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HBLET, " BFHEEFIVTARIABEROT IV LAFATR IAM 1—F—FLEO—-/ILHSEE
a“hi@'o 2FEY, TUOERAFHFAR IAM I—Y—FLEO-LICHEEhLZEDICREENE T,
—BHNEEF 1T ARABROT IV EAERFAEDLSICREENZAICOVTE, TIAM 1—
H—74 Ry ® "Controlling Permissions for Temporary Security Credentialsy 228 L <&

Wo

DOIARHFELLKBEENTEY, TOUIIANOERANBE>TVD L ZHIEL T, Fil
C2WTR, BIRLESDKOY—)LFY B RFIXD M, REZIAMI—Y—HA4 RO "—KHZ
tF1)TARMEBEREFRALUTCAWS VDV —ZAANQTIVEAZ)VTARNT D, ESRBLTLKEE
o

— RN BEREIEBARL TV WS EZ2EBLET., FHICOV TR, TIAM I—%—F41 K,
@ "Requesting Temporary Security Credentialsy 228 L T & L\,

Secrets Manager ([C A BAFAOFEM OV TIE. the section called “FREFE 7 VA hO—
L) EBBLTLEE L,

RENTSIERTE N,

Secrets Manager Tld, EREEMEFREINZSPBIEI—FT AV JEFINERAETATVE

9, Secrets Manager (£7zld&bdD AWS H—ER) TIT2LEER., JEBEINTOIY RKRAL>
NASKRENDETICHEAAAVET., COEBER, Y—N—MB, L7V5—>3a>Vvy—>
B, RPNV -3 BTOTF—RREGIIHNDIERASRELTWVWRHEEEHY) ET, Secrets
Manager Tlk/N7 #—X > ABEDEHICF Y Y 1EEALTWVWD O, ChHNXRERERTEEN R
(T2 BYVET, BEER., UBICF YYD 1T NETF—ENFZALATINIBDETRBE
BOWBENFHYNET,

RETDARMEDOHDCNSOEBELZERBL T, JO-NULBT7VT—>3 2R LET. &
2. BAEATILNEEENMMEOBATESICRRIENBEVEETE, BHEEBSVICHETDI LS
ICHELHTTEL,

DY —ERXAAWS A'EREEHOHELZZ T2 HEOFMCOVTIK. UTESBLTSEZ,

" Amazon Redshift Database X0 Y /N\—H 4 K, ® "Managing data consistency J
" Amazon Simple Storage Service 1—H'—7 4 K ® "Amazon S3 Data Consistency Model 4
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FEnsuring Consistency When Using Amazon S3 and Amazon EMR for ETL Workflowss ( AWS
By JrF—2707)
"fAmazon EC2API V7 7 L > A4 ® "Amazon EC2 Eventual Consistency J

=LY NeERTRDEEIL "EXNHRKMS F—2E>TTF—X
F—EERTDERTEREAL EVSIXYE-INFRTEND

Secrets Manager l&. >—2L Y MCHEENFTSNTVAHEHRKMS F—Z2FHALT, §>—IL vV
NMEDTF—RF—ZERLET. FRHKMS F—ZFEHATRDERFETERE A IEXNFHKMS F—
TRESFABBESHLEF—NFEAETATVDEEZMIELET, FIRIZODWVWTE, TIEMFH KMS £—
D#EBl, Z2RBLTLSEEL,

AWS CLI £/2l& AWS SDK ARL —2 3 A" S o7& ARN A 5
=LYy hzROFSshil

%< MFBE, Secrets Manager ET2% ARN Tl < ARN O—EA 5> —IL Y hERBDFS
CENTEET, LAL, 2—TLY RODBEIN/NATOTEDY, TORIC6 DOXFENH5i<E
4. Secrets Manager l&d ARN O —EA S5 —IL Y NZERDFshBVZerHY)ET, DY)
I, T2 ARN K@ —OL Y NOBBIZERATHCEZHRBLET,

B

Secrets Manager l&., >—2L Y N ARN fHBERIC—ETHDELIICTRIDICKIODELS, ¥—7
LYRNBOREBIC6DDTUVRALABNFZEDERT, tO—UL Y MEIBRE N, BUBRBITH
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