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COHARIZERTICEATRIEBRIEENRTVET,
« AWS SDKs&EY —=)LZJO—NILICERET S - #£B config KT credentials 77 A I EL
FIREZHZEMFEAL TAWS SDKs&Y — L ZERET D H o

« AWSSDKs £V — ) ZFEALLEFHEET VLA -ZFALTHRAWS 3D EIC, O—REL
FY =LA THEAITDHEEZRILET AWS O —E X,

« AWSSDKsE Y —IILDBREV I 7L VA -FBEAEREICEATERIINTOREREN VT 7L
> Ao

« AWS #ES VR AL (CRT)SA751) - FETXTO SDKs THATE B HE AWS £BES > &
4L (CRT)ZA47Z1)OHBE,
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SAaZVIJIOVTHRBALET,
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AWS SDKs X* AWS Command Line Interface (AWS CLI) % EDF DD F AWS RO Y /N—Y =)L
ZEATRHE, AWSH—EAXAPISZRETEET, LEL, TORIC, EREhEBREZRTT
PEHICHERFHRE SDK XFLRFY —IILICHRETHIHEN HYVET,

COBRICEUATOTATLAEENET,

* APl OO L Tz @5l 9 2505 EH. BaEHRiE. AWS H—N—AOVIITANZESLTD
EOICERAENET, CcOBHREEALT, BT7ATT 1474 AWS Z2#3EL ., THICEEN
FONLETORAFARID —ZMBTEXRT., RZ. EORSBT I AVERTTER L ZH
WITEEXT,

s VDOTANOQEBEE, VITANDERFLE (AWSH—ERIVRRAUN), LARY AD#E
RMRELBFKRTFZEZ AWSCLI £2lk SDK ICERT B EHICHERAT S T DOMOREDFM,

HSDK RV -k, HEZFAFRERERBREMRIGIZDLOICEATEZIRBDY —A%ZY
R—=BRLTLVERT, Y—ADOHFIZE SDKPY—IICHBEDENEHZ 1O, TOHEDERAFED
FHICOVTER, TOY—I)IEIZE SDKORFIX N ZZRIDIBENF HYET,

212U, AWS SDKs& Y —JLik, J—RBHAUADTZAI VY —AL SO —RNEREZ Y R—
RLTOWERT, COEIZIVTR, ROREY JIZOVWTHALET,

(N =Xy

« #B7 7 4 )lconfig& credentials 77 A )L ZEAL TAWS SDKs £V —=)LZJO—NIICERET
2

« AWS SDKs &Y —)LMOHBconfig7 7 4 )L Ecredentials 7 7 1 L DBFINREEEE
- REZHEFAL TAWS SDKseEY =)L O—NILICERET D

e WMZAFL7ONT 4% EHL TAWS SDK forJava & 245 0O—/VLICERET S AWS SDK for
Kotlin

HBT7 74 )configt credentials 77 AL ZFEHAL T AWS
SDKs &YV —=)ILZJO—/NILICRRET S

#%8 AWS config 77 M/ )L & credentials 7 7 A )Lk, AWS SDK £/ EY —ILADFERLERE
ZIETEDIRE—MNEAETT,

#5 config 8KV credentials 77 4L 4
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#E credentials 8LV config 77 A NICR—EQOT7OA77AILNFEENTVET, 7077
14 I)LI&. AWS SDKs, AWS Command Line Interface (AWS CLI), 8 XV EFDMOY — )L THERAE
N32FXF—ELEORTO—EDFKRETT, 7O 7AINEFERATIEEICSDK/ YV—ILO—EERE
THREHIC, BREBA7OAT77AILICREENET. ChSsOT77ALE, EFr 1I—HY—0O—-Al
RECHZINTOTTIT—>3>2, 7O1A, LB SDKICKETRIEVWSKT THE ch
£9,

H#HA config 77 M4J)LE credentials 774 I)ILIEESS5E ASCII XF (UTF-8 TII—R&h
E)YDREELTL—2FFARNT7AILTT, cnsSEE—RICINI77AI)EFENZDHEREEY
9,

Z7O0774)

H#5B config 77 M4J)L & credentials 774/ IHOBREFHFEN7O7 7M1 IIICHENF TSN E
T, 77M4IATEBOTO7 7ML EZERL, BEAIREZERLTECIARRECERATS C
ENTEERT,

[default] Z7O77AI)LICE. BEORENFETOT7AMIINEBEEENTVWAEWVWEESIC SDK £1-
EY—=IARL =23 THEAShBIENf SENETT, B CHTNICSRTESRBIO7O0774
ILNEERTRCEETEERT, F7A77A4NE. F7UT5r—23a 0 FUFICIBUTELRSHRE
EEZFERTEERY,

@ Note

[default] REICBFOEVWIOT77AIILTT, cOT7OT77AIEE, 1—H—4H
T7O774 ) E2EBELBEWVGEEIC SDKAERATE T 72N NO7O77M4ILTHD 12

. default OBRINFITFSAhTVWET, MMEREShLEFT7 I NMEZMEOZ7OT7 7 A ILICHE
B2l dbYELA, [default] 7O77AIICAL ZREL., ThEZRHSETO
T7AILTREBELAEN 2 LBE, BRAFNETO7 7ML 2FEALTETOERFRESNE
HA.

BHNEZTO7 74 ORE

[default] 7O7 7 AL EBROBRNETO7 7ML, BUT77AIILAICHFETEET. XD
REEZEALT, - ROETHICSDK FLEREY —IINFEOTOV7TAIIOREZHATIH 2R
RUET, 7O77AIINEI—RATERTBCEE, AWSCLIZFERATSHEERIOIN RI &L
BIRIBZEETEEXT,

70774 5
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COBREZRETSICE. ATOVWTFhHIOREZFEALET,

AWS_PROFILE - RIEZLH

CORBLZHZZUNETOAT7ANELEE "F7A4I)I M1 ICRETDE, INTO SDK J—
R&EAWSCLI ONY RIFZOZ7O77AIIOREEZFEALET,

Linux/macOS WX RSA VICKDREBELZHOBREDH ZLATICRLUET,
export AWS_PROFILE="my_default_profile_name";
Windows DN RTA VIZLDREZHOREDH ZLUTICRLET,

setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM AT A7 ONT 4

JVM @ SDK for Kotlin & SDK for Java 2.x Tl&, aws.profile AT AZONT A ZFBETE
FJ. SDKIEHY—ERIVZFATURNEERTHDEEIC, I—RTHRENF LEEEThBVRY,
BZRNEZTO77AMILOREEZFEALET, SDKforJava1.x ik, COZRATAZTANT 1 &Y
R—KRLTWEHA,

@ Note
T7r—2ar0rE@8or77)5r—2a>2ZRTL VWA —N—LICHDBEEE. T
ZALRNOTO77A4IILTREL, BERNFNETAV 7ML EFEATRIEZHBOLE
T, F7FIRNOTO77A4I)E. RENOEED AWS F7UT—>32IC&> THHW
ICHfBEh, ThsOBETHEENET, LEN 2T, o1 —H—ATF77V5—>3>0
TF7AIRNTA7 7ML EEFHF I E, ERETHOI—F—ICHEZEX S AEEN BV
F9, chzpp<ICl@E, £B config 77/ I TREBFE7O7 7/ ) E2EEZL, J—RIC
BENEZTO77A4I)NZ2RELT, P7UT—>3a>TEORBFNETO7 74\ ZERAL
9, BONETO77ANOARAA—THFTTIVT—232VICOXRFETDENDHIST
WBEER, REZBELEF VM ATAZ7ONT 1 Z2FALTEBAFETO7 74 )%
HETEEXT,

70774 6



AWS SDKs& Y —JL V77LYAAHAR

REZ7AILDOER

config 77 ALk, £33V ICREHSNTVET, £V E, REOBHNEIAL V>3
THY, ORI IAVERDITIREENDIRTHERT,

config 774 I)IE, ROEXEZFEATETL—2TFANTI7ALILTT,

« £O2aCRHROINTOIY M IE, setting-name=value O —MWAFERICKVY ET,
s TOXRBICN\YZI1RT #) 2FHDE, TEIXRNTIRNTEET,

O3 47

O avEZR, REOIL V3 VICENZE[NITATTT, BV IAVERITOABRERERFA
FEA(L]) T©F. FBMAICEE, U230 RATBRNFERIAVDAARLEN B ET, EX
FLOBFENAT7 (- TUE—=RAT7 Q) BFEATEEFITN, AR—ARFFEATEEE A,
9232247 default

02 a2 VERTOH : [default]

[default] &, profile V> a @B FEZMSEELBVE—O7O77A4ILTT,

[default] J7O77A4N0OHBDEXR config 77 AN OHIZUATICRLET, region ZHREL X
OV IAVEEBENFRIONDET, COTICHBSINTORERK., o707 714IL0—FIC
7&”?3’0

[default]
#Full line comment, this text is ignored.
region = us-east-2

9> 3a>&47 profile
02 aVEETOH : [profile dev]
profile 0> a>E&HRTR. TERTXBHERIFTIVAICHEATESRNEREIIL—TTT,

ZRNEZ7O77ANICOVTORBEZRHZICE, sioteor>3a>o "7O0774), 28RLT
<EEL,

ROBIE, profile Va2 ERITE foo EVWSRRNFETOT77AIN%EEE config 77 1)L
ZERLTVET, BloEIaVERNRONDZET, COFTICHESINTORERK., COBRITE
Z7O77A4INO—ZBICBEYET,

REZ7AINOER 7
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[profile foo]
..settings...

ROBID s3BERHTRELE, —HOBRECRIMBOYTERETIL—THFRAREIATVET,
BTREEZ 1 DELRBEBOAR—ATA TV RNLTIL-TICHERTET,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

9232 %47: sso-session
O aVERTOH : [sso-session my-sso]

sso-session EU Y AVERTICEK., ZFEALTAWS RIHEHRZHE RIS LSIC7O07 714

ERETRLEHICEATNZIBREDTIL—T ORI FTHTSNET AWSIAM T A FoT4T141

B— IUTNHAUAURIAOFREDOFHMICOVWTIE, "TIAM Identity Center ZfEH L T AWS
SDK &V —)L&FIAETS, ZESRLTLKEESV, 7O7 704, F—EEORTICEK 2T sso-

session 0> 3ICV2UENET, T, sso-session lEF—, sso-session 20> 3
VDEFIFETT (sso-session = <name-of-sso-session-section> & & ),

ROBITE, "my-ssoy OR—O&FEAL T "111122223333, FHO > MO

FSampleRoles IAM O—)L DJEH AWS RREIEHRZEMETH7O7 7ML ZFZELTVWET, "my-
ssoy sso-session £ 3k, profile 923> OH T sso-session F—&FEAL THE
ATSRENET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

93247 sexrvices

O3 ERITOH : [services dev]

REZ7AINOER 8
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® Note

services T2 a V@Y —ERABEOIY RRAVNDHARIA X EHR—NLTH
W, COBEZEUSDK EY I TOXMEATEET, HFEVD SDK T OEEENFEAT
EDNESHEZERTDICK., "H—ERBENOI RAKRA >~y O AWS SDKs& Y —)LIC
LBDHR—KN ZZRLTLEET,

services LU IVERTIR. AWSOH—FER UIVIARNDARZLAIY RIRA 2 NERE
TRREQDIIN—TICBuZEFTERT. A7 7ML, F—EEORTICK2Tservices &
v2avIt I OENET, T T, services [FF—, services I IV NRBIRETT
( services = <name-of-services-section> % &),

services £33 d& SIC<SERVICE> = |, {Tl&lCHY TRV avIZpElEhET, <
T, <SERVICE>lF AWS OH—ERX #BFF+—TF, AWS OH—E R BRI FlE, IXNTOAR—
AZETUA—AATICBEERZ, INTONFENXFICEEH; A serviceldd & T, API EF
LD IZESVTVET, services BV 3> THERATRZINTOH—ERBRFF—DOUANIC
2VWTR, "TH—ERBEOIV RRAMOFERF1 ZSRLTILKEET VY, Y —ERABAFF—0
BIZE, RARENERE (FREAN1TEHY ., 2DODAR—ATA VTV REATVS)
EET,

ROBITIE, services EEZZMEAL T, Amazon DynamoDB H—E ALK L TiThhiU o T
ANZOKRERATDELSICI RRA M EBRELTWET, "local-dynamodb" services &
923, profile 923> OHF T services F—Z2FRAL TR TSRENET, AWS D
H—E R #BFF+—I& TFdynamodb, Amazon DynamoDB H—EAH 7+ U> a2 k1T THZE
v)EJdynamodb = , BERODA >V FURENETRINTEOH T I IVICEEN, TOH—
ERAICHEHAEhET,

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

NAZRLLIY RRAV NOREDFHMBICOVWTRE, "H—EAEEBOIV RRA b, 25RLTL
ZE W,

REZ7AINOER 9
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roAlE¥ER 7 7 1 L DK

ZTA77ANEDD I N EEE profile THRESBVZEZRITIE., credentials 771D
L= —MEIC config 77 ML DIL—I)LERUTY, AFENMRNICK7O77AMIINELETEER
LTLKEEV, XOBFIE, foo EVWSHRMNETOT77MIILEI> 32 %ZET credentials 77
A1ILERLTVET,

[foo]
..credential settings...

credentials 77 A I)IICRTFETEDDR., "—IL YR EFLERBBERBENDROFED
& TT, aws_access_key_id, aws_secret_access_key, & LU aws_session_token,
CNhSDERERFHE config 77 M IIICERETADCEETEXRTN. ChSOMEDOERRD
credentials 77 A I)ICRETRELEEZHBEBOLET, chickY, BEBEICRUTT7 7MLl
BROT VAT EZEADENTEET,

[default] Z7O7 74N DOHBEAR credentials 77 AL DOFIZELTICRLE
9, aws_access_key id, aws_secret_access_key, & aws_session_token F0O—/\
IEREZERELET,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

credentials 77 AN TREBMFETA77AIINEZFERA TS D "defaulty ZFEATBIAICH LD
59, CCTORER. AL7O77A4ILBEEATS config 7 7 'f)lzo)aﬁ;"i' HiEhbtEsh
F9, ALBAZRETZI7A77MIOBAED T 7 A I ICRAEBEHRN HB5HE. BRABEHR7 714
DF—NFBEEINET,

AWS SDKs &Y — )LD Bconfig”7 7 1 )L Ecredentials 7 7
AIDOEMOBRREEE

H#H AWS config 77 /)L & credentials 7 7 A )Lk, AWS SDKs& Y —ILDREFRERET
B7L—"2TFANTZ7AILTE, 774 LNRERERNICO—AHILICFEL., SDKI—RFELEFED
RIBETREITTS AWSCLI ANV RIZK>TEHBNWICEATAET, f2E, BEOI EI1I—2%
Amazon Elastic Compute Cloud 1 > AZ > ATHRETIHBEABEETT,

REALBEH 7 7 1L OFERX 10



AWS SDKs& Y —JL D77LYAHAAR
SDK REERRY —ILRBEETHICCNSDT 7ML Z2FTvy oL, EHAREREZO-RLET,
T77AUNNEREFELBEWVEERE., SDKELERY —ILICL 2> TEERT 7SI EBBNICHERE I E
ER

T7F#IKTE, 774 home FLBFI—HF—T7AI)NFICEBMEES iz .aws EVSHERIOT # )L
FIZHYET,
ARL—=—TFT AT AT LA F77ANDT7 #)SOFFEAR
Linux 3 & ' macOS ~/.aws/config
~/.aws/credentials
Server %USERPROFILE%\.aws\config

%SUSERPROFILE%\.aws\credentials

R—LT 4L T RNUEBR
~ . ROBECA—LTALI NI ORRCOZERET hET,

- NADERH

s BRI/ FERTSY N7 A—LBBOXYV) XEN#<HEE-. Windows TlE, ~/ & ~\ OFEFH
DNER—LTALIRNJICBRENET,

R—LTALIRNIERETDEEIL, ROZBBANFIVIEIKT,

« (£72Y M7 #—LA)HOME IREZH
( Windows 72 ¥ N7 #—/ ) USERPROFILE RREZHK

« (Windows 7’2 ¥ N7 #—/1) HOMEDRIVE & HOMEPATH IREZ N ESR ($HOMEDRIVE
$HOMEPATH)

« (SDKEERY—ILZEDAT3Y )SDK EERY —IILEEDR—LNABREBEGFER

AgEBBEEaRE. NAOXRIZI—HF—DOKR—LTFALININFBEETATVRES
(#l : ~username/ )., BREcni1—H—B0OFR—LFT1LI KN (H]: /home/
username/.aws/config) ICEERENE T,

F—LF Lo NURR 1
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cMSOT77ANOF7AI) N AT—>320DEE

ROWThAZBERALT, ChSsO77A4I)A SDKELEY —ILICK>TEZHASO—REIDH
ZLEETEERT,

REZHEZFERALET,

LTORREBEREL T, ChSDTTAINDBRELEERNZT 7 A NMENSHARALEICE
BTEXRY,

« config 7 7 A )L DIREZE : AWS_CONFIG_FILE

« credentials 77 /)L DIRFEZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux £ & macOS TRO[L UV AKR—R AN REEFTLT, BOBFREREETEXRT,

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
Windows TX® [setx] AN RZRITL T, BIOBFRAZEETEEXT,

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

REZHREFEALESATLAOEREDOFMICOVTIEK., TREZHZFHAL TAWS SDKsEY —)L
#JO—NICERETS, #RBLTLSEEL,

JVM AT L7ONT1DOEH

JVM TEITE N TWS SDK for Kotlin & & T SDK for Java 2.x Tl&k, XD JVM > AT L7 O/NT 1
ZRELT, ChSOT7T7AIINDERELGEBRZT I AL SHARLEICEETEERT,

« config 774D IVM > AT L7 O/NF 1: aws.configFile
« credentials 77 4L DIREZLE : aws.sharedCredentialsFile

BT TFANOTT7AILNOAT =232 OEE 12


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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VM AT LAZ7ONT A ZRETDHZEICDOVTIE., Tthe section called “UVM >~ AT A7 O/NT 4
BRETHDHE ) ZSBLTLEETY, SDKforJavalx k., ChsOAFALAZ7ONT 1 &Y
71_:_ I\L-C\I\iﬁ/bo

IRIEZHEFEAL TAWS SDKse Y —)LZ20 O—/NILICERET

REBEZHIE. AWSSDKs &Y —I)L&2EATREZICREA /> a cRABEREEETDROEE
ERHLET, REZHEAVV 7 NEY, FRIFE707 74 E2—BHWIZF 74 NEL TR
ETHIHEITEATEERT, BEAED SDK THR—REATVBRIREZEHOVARNIDOVTIE,
MREBEZHO—E, 283BLTLEEV,

F7> 3> oOBEIEN

REZHEFEHAL CHRELZBETD L. B AWS config 77 M )L & credentials 774K
O7O7 74D SsO—RENLEINTOEN LEETNET,

AWSCLIOX Y RSA VT NTIA—R2FRALTRELZEETHE., WO THREZHFE LR
E77A4LO7A77A4LOVTFNADEN LEEENIET,

RIBEZRHDRESE
ROBITE, F7ALROI—F—ORELBERET 2 HHERLET,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REZHERETDE, DIV 0RTHRET, TLBERICHDEZRETDRT.
ERATRENEEENE T, EREZINDOAR—RNTYTRAOVTRTRETDZET, EH
BCNASDEYSIIVTRENICTDZENTERT,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

REBLH 13
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C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

set #EALTBEERERETHE, BEOIYY ROV T hEY S a  ORTRET, =
FREBEROBIRETET, EATHENTEENET, setx £EALTRETRER
ETdE, BEOINRZ7OV7hEY23a>oBLUON Y REFTEICERTZDINTOHOIN
ROV a>THEATIENABREENET, chid, IV RETHICT TICET
EATVBHOITY R ILCRHEBERELEEA,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

BDBICRT RS I PowerShell 7OV 7 K TREZEHZREL LHER. BEOEY> 32D
BB TENMREENET, PowerShell BRIV R7OV7 MY a v ETREZSKZ K
FRICERETAICEK., [AMO=IUNZRIL D [ZATALAIT7Vr—>a3a>zER0 TEHEZR
BFLET, £k, ZH%E PowerShell Z7O7 7 A IIICEMT 2L, ZOEHESHOINTD
PowerShell EY > 3V ICRETE XY, REZHOREFERPThE Y I VETKRENICHET
BEMIZDOVWTIE, "PowerShell documentation (PowerShell RF 21X N #SBLTLKEE
Wo

#—)\— L ARBEBRE

RREICY-—N—LAT—FTI0Fv2EAITZEHE, REEZBEZREIZLHOMHOAT IV EH
WERT. AVTFIRE2TE, VTV RREBEECEAKIC, TOAYTFHFTRITENSZI-RICHLT
RBEDHEEZFEALTREZERERRLEYTIORALEN TR ZENTEFRT,

EzF, ZFEATSE AWS Lambda, IREZHEZEFERETEXTT, FHAICOVTEK., " AWS
Lambda FAROY/N\—HA Ry OAWS Lambda "RIEBZHOFEH ) 2B L T EETL,

H—N—LAT7L—LD—UTR, REBZEOTOT7ONAF—F—OT D serverless.yml 77
AL SDKIRIEEBEBEZRETED CENKLKHYET, O serverless.yml 77 AI)LICDL
THEHULE, ™M—N—LAT7L—L4LT—21 RFAXbO "T—HEHHZE, 2SR LTLEE
(A

H—N—L ARBEZHEEE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
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AT REBHORELEDANZALERATBA AP DST, AT FLL> TFHENT
WBELDEHNET, LEXE, Lambda® TEEFHS Y 2 ARELH, THEEATLDE
PBEETT, RETHOLELEPHBOERCOVTE, FALTVAIYTFFOAKKFIXY
NEATHELTIEE L,

JVM AT L70NT 1 ZFERAL T AWS SDK for Java & &
O—/V)LICERE T S AWS SDK for Kotlin
JVM AT AZ7ONT 4k, X BED IVM TERITE N3 SDKs DFREAF 7S 3> AWS SDK for

Java LRIIEHEIEET D RIN AEZRML £9 AWS SDK for Kotline SDK AH7R— K33 JVM
SATLAZTANTADOIJARNIOVWTIE, TSettings reference; 28R L T EEW,

F7a>oEELIENX
c WMZPATAZ7ONT 1 2FEALTRELEEEL EBE. REZHTREOA > LEXHE AWS

config B KT credentials 77AI)ILADOTO77AI)IASO—REhEFLEZEETIE
T,

- REZHZFEAL CREZEEL BE. B8 AWS config 8K credentials 774 J)LAD
Z7O774I) 50— REhEBEFELEEEETNET,

JVWM S ATL7ONT 1 ZERETDHE

TERTEBAETIVM AT AZTONT 1 ZRETEET,

AN RSA 2 TORE

DAAYFEMAL T java AN RZFHVPHT EEIL, ANV RFAVIZIVM AT L7 AN

TAZRELET, AOANY REFE, - RADEZRARHICLEZFELZVRY, IXTOHY—ER

DFAT NI LTAWS D=2 3> 20 O0—-NILICRELET,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

BEOJIVM D ATLATONT A ZBRETHIMEN HBIERE. -DAMYFEEREEELET,
REZBOEH

TF7Ur—23a 2279220 VM Z2RUOET AN RSAVICTIVEATERVES
(&. JAVA_TOOL_OPTIONS REBZHZFEA L TCAN Y RSZA AT I %#RETEET, DT

JVM S RAFA7ANT 4 15


https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

AWS SDKs& Y —JL V77LYAAHAR

Z70—F &, Java 53 A AT AWS Lambda BB#iEETL LY, BHIAK JVM TI—REETL
Y IBRATRILBEET,

ROBITE, - RADEZARHICLEZEELEZVRY, IXTOY—ERIZA4T72MNIXLT
ZAWS V=232 JO-NILICRELERT.

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REZWEREITDEERAIZENEEET N, TOERF I EYSIVFRTIRIL, T
ZHICHDENREENDETENTY. BREZINDAZ—RNTYTAVITRNTRETS
CET, ERECNAASOEY S IADTRENICTDENTEET,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

set EEALTRELEHERETSHE,. BEOIVY ROV TRy 3V ORTRET, &
EREHENOECREToET, BATHIENEEENET, setx £EAL TRELTHESR
ETdE, BEOIOR ROV MY 2 a>rBLOCIANY REFTRICER TS IXNTOIX
Y RZOYT Ry YA THEATHIEAEEEET, Chid, OV REFEI T TR
EhTLVBHOITY K T LCRFBERELE A,

ROBICRTRSIC, System.setProperty XV Y REFHAL TETEBICTI—-—RTIVM AT A
TONT A ZRETDEETEET,

System.setProperty("aws.region", "us-east-1");

/A Important

SDK Y —ERITA T NI RHEICIVM AT L7ONT A ZREL TLSLEE
Wo Z5LBVWE, Y—ERIZA TN MEDEZERATEIZEANBYXT,

WM RATFAZ7ANT A ZRET D HE


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AWS SDKs &YV — )l ZERALLELEET IR

AWSSDK 77U —> 3> zZRRTHDEE, LB EATS AWS VY- ZFEATRHEE AWS
DY —EAR, J-—RFLZY-INOFEALEZEBRILITILENH)EXT AWS, AWS VY —ZAD
J7OUVZALICRDTIVRARG, - RFRTENDIREEFATEZ AWS TV ERAICKHLUT, &
TERBHETRETERY,

LToA7>arvik, REEEH#R7ONAA—FI—20—FHTF, DFV, £B AWS config7 7
A4)LE credentials 77 AN ZBYICRET S ET., AWSSDK £ Y —ILIEFF DR FE
ZEEFNICKRHELTERALEY,

7Vr—232 10— RZFLT B HEDER

TVT—232 AWS ICE 2T IERULTITOh N EENUOH L 2RISR FEZBRLET,

1— R INSIDE AWS Mt —E A (Amazon EC2, Lambda, Amazon ECS, Amazon
EKS. CodeBuild &) 22T LTWETAH?

Od—RAERFTENDE AWS, 77U —2 a0 FRIERZEBNICERATESRSICAYET,
BIZE., 77— 3> 4H Amazon Elastic Compute Cloud T/ RARENTWT, TOUY—RAIZ
EEM TSN IAMO—IN®H3EE. RIABRET77VTr—>a3a > TEBWICERATEICKY E
9o E#KIZ., Amazon ECS £/=l& Amazon EKS T2 #EAT35H4. IAM O—)L OFREEE#HR
Y NE. SDK OFEREEHRZ7ONA X —FI—2ZNLTOAVTFATEITENDI—RIZEDT
BEMNICERBTERT,

11— K& Amazon Elastic Compute Cloud € > AR AICH Y EFITH?

IAMO—=)LZERAL T AmazonEC2 IcF 7’0477 )5—2a3a> #5895 —IAMO—)L
ZFEALT, AmazonEC2 A VARV ATTF 7 V=230 28R eICETLET,

J— Rk AWS Lambda B8ZICH V) ETH?

Lambda BAEZERR T2 £ EC, Lambda ICK V) &RDPBROT VL AFATERITO—IISERE I E
T, AWSSDK £EY—JLIik, EITRIC Lambda 2TREZNL T Lambda IC 7 2 Y FE h i
IAMO—)LZBEMNICERALET,

FT7)r—>3a> 01— RERIAT S HEDER 17


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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— RI& Amazon Elastic Container Service (Amazon EC2 &7z (& Amazon ECS AWS Fargate 0%
B)ICHYETH?

RAVAOIAMO—)LZEFERALET, FAVO0—)LZER L., Amazon ECS R AV EHZTETNOO—
N ZIBETHIHVEN HYET, AWSSDK Y =)Lk, 2TEICKXATICE) ¥ Ts5Nni 1AM
O—J)L%& Amazon ECS XZF—XZN L TCEHBWICHERALET,

J— R{E Amazon Elastic Kubernetes Service IC®H V) £TH?

Amazon EKS Pod Identity ZFA T2 & Z2HEHLET,

FH—EAT7HAOROIAMO—=) (IRSA) AFBEEO_—XICEL TWB EBDNBHEE.
TAmazon EKS 1—H¥—4 4 RJ ® TEKS Pod Identity & IRSA D LEE ; £2SBL TS EET W,

Od—RiEF TRITENTVET A AWS CodeBuild

MUsing identity-based policies for CodeBuildy ZZ8BL T &L\,

d—REBRID AWS OH—ERICHV) XFTAH?

AWS DY —EADEADOHA RZZRL T IEE W, TO—RZETTDE& AWS, SDK FELE#R
J7ONA S —F IV RFBAFRZABNICHEBLTEHTEET,

ENANTTVT—23 0 FK G I9SAT O RMNR—=—AODIT T Ir—>a %4
RLTVWETA?

TORAEBRBETDENANT TV —23 > FERI9SATORNR—AODIT T )r—>3
VEERTIBEREAWS, JITJIDT7IFL—23a 0 EFERALT—BNZAWS X157 1335
BHREBNICVITIARNTRDESICT TV —>a> a2 BELET,

JI7JID7IFL—>arvEERTRIE, DAZRLAYA A O—REERLEYVBEOI—H—
DEZEBELEYITRIHBEBEREHELA. TOKRDYIC, P77VOI—H—EF., £<HshTLS
SERID 7O/ 4 &X' — (IdP) (4l: Login with Amazon, Facebook, Google 7% & @ OpenlD Connect
(OIDC) BE#a® IdP) ZERAL THA VAV FTBENTEET, RIAN—IEZTEY, TOKN—
O % O—BHNEEF 1T A REBERERBRLT, AWSOUY—REFEATIT IV EAFT%E
BEOIAMO-)ICRYETTEETAWS THIV N,

SDK £h@FY—IARETDHZEICOWVWTIE., "I 17 ID F£/IF OpenlD Connect THO—)L % 5| &
ZITTAWS SDKsEY —)LZFiT B ZSRL T EEV,

ENANLNT7Vr—23 220 Tk, Amazon Cognito DfER % H &8 L £9 . Amazon Cognito
FID7A—h—&LTH#EEL, I—F—0RDVIZZKDTIFL—2a kEEETVET, il

T7Ir—23> 10— RaRET B FEOER 18


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
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C2WTR, TIAMI—%—=HA R, O "ENAILT 7T VUIZHT S Amazon Cognito DER, 2SR
LT EEL,

OdA—RZ2O—DILTHERELTETLTVXRTA?

OV )L RAEREEAL TAWS SDKse Y — )L ZRAL TR ZHEO L FET,

TP R—AOREKFEIET7 O— 0%, (& CLI AWS Tools for PowerShell X> SDK AWS 7 & 0
O—ALRARY - TEET D —KRKFFEAE®R AWS ZBBICERLET. AWS SDKs

AWS 7 H > NT 2t AIZ Identity Center ZEA T 2B4

AWS PHIRMDOT IV EAENBRICHDHEE, FEED—V74A—AOT7 IV LAZERBITIHE
&35S, IAM Identity Center ZFA L TAWS SDK &Y —)LZRBELET, EF1UT1D
RANTZUF7 14 AE LT, IAM Identity Center AWS Organizations T ZfHL T, $XTOH AWS
THIVRANDOT IV LAZEBITRD L 2HE8HLET, IAM Identity Center TI1—H— EVEEZ@'
% . Microsoft Active Directory ZER T %A . SAML2.0ID 7ONA A — (IdP) 2R T2 H.
ZEBIC AWS THOVNIZ7ITFL—>32TEERT, U— /E/ﬁMM}4%>T4T4t
VR—EHR—RNLTWVWRIHAESHEERET SHIIE. Amazon Web Services £fNJ 77 LA

M 1AM Identity Center ZERA L TAWS SDK £V —)LZFHiATD "IAM T A Fo T4 T4 22—
NDIVRRARNED A=, BBRLTLEE L,

e DRAFEZHTRL DBE

X—4"Y NO—J)lsts:AssumeRoleAN® 7V AHFUZ2&FH DR/NMFHED IAM I ——&ZERLF
o RIC, TOI1—H—0 source_profile Y N7V 72 HERALTO—-IL%E25IEZF2LSICT
O774 )28 ELET,

RELTHELEHAERIIBER 77/ ENLT—ENZ IAMAWS SRIIEHREERATAEETER
j-o rAWS SDKs | E;}Fﬁbf<téb‘o

E YV RRY VARRILCEEZBRETOHK, RANEEEFEREZERAL TAWS SDKseY —)L %
AL T D EZRFATERT,

COA—REAVTLIRELEGFENAT VY RIFFN> KR VM (Amazon S3 H 57%
HREZFTDIH—N—ITFVURICFITOA TS Jenkins 5 &) TERITENTVWERTH?

X509 VAT hilBAEZHERAL TLWERTA?

& L\: TIAM Roles Anywhere Z £ L 7z AWS SDKs& Y — )L M EREE . E*Hﬁ LT EEL, IAM
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[profile dev]
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role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role

role_session_name = my_session

INTOEZZFO-ILOFAEBTR7ONA A —OREOHMCOVTRK, COHAM RO TO—)LF
AEHRZONA A —%5|E2FFET 2ZRLTEETL,

7T 7 ID £/l OpenlD Connect TO—J)L% 5| & Z(+T AWS
SDKs &Y — )l'ZE:na»nﬂE73'25

O—ILTR., HOFETCETIOELATEBRVWAWS UY—ZAADOT I EAIL, —BHNEEF1I T4
RALEHROEY N2FERTRIUEN HDELET, ChsO—RNERIMERIE., 772AF—
ID, >—OLYRTIVEAF—, BRPEFIVFA M= THEHENTVWET, AWS Security
Token Service (AWS STS)API U T ARNDOEFMIZ DOV TIE, TAWS Security Token Service API 1)
J77LAS 0 "o a3 22RBLTLKEEL,

O—J)ZB|IEZFRRSICSDKELERY—IILEZRETSICIE. FT5EZHH2NLEHOEE
NDO—ILEZERELEBETIHLENf HYVET, IAIMO—)LIE, O—JL (Amazon VY —AZX—LA

O—)%z5€E33 (V1) 36


https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html

AWS SDKs& Y —JL D77LYAHAAR

(TARN, )T—EILEBAEhET, O—ILERHOI> T4 T4 EOEERRERILET, O—)

ZERAITREETCEDI > TAT741F, 717 ID7A/NA X —Ff=IE OpenlID Connect (OIDC), =F
EESAML 7 IFL—>3>THAAEMNIHY)ET. IAMO—)LOFHAICOVWTE, TIAM 11—
H—HA R, O TO=-)LZBIEZ 200 EELE, #SRBLTLIEEL,

SDK TIAM O—J)LZFZEL 1z, TOO—LHN ID 7ONA X —ZEHEITBDLSICREETN TV
HBERF. KNS AWS FREIEHRZMBIAHIC, TOO—LZ5EZTAHKLS5ICSDKZEESIC
RETEEXT,

(@ Note
AR -3 I RRAV N E2HERAL, ZREITDICENAWSRANTZIT 1
ATFAWS V=32,

JITTAF>T 4T 14 &~E OpenlD Connect TO 7 TFL—>3 >

Login With Amazon, Facebook, Google & ®M/N7 Uy £ ID 77’0/)N4A4 X —® JSON
VITR—=U2 (IWTs) ZEAL T, ZFEALT—KHE AWS RIABERERBTESR
FAssumeRoleWithWebIdentity, fEABAEICK 2T, ChSOIWTKEID h—=O 2 FE@ETY
TARN=U 2 EMFENE T, Entrald X PingFederate 75 £ M OIDC OBRHEZ7ORNII EHBRED D
2ID7ONAA— (IdP) A5 RITENLE IWT 2FEATHEETEET,

Amazon Elastic Kubernetes Service ZEH L TW3 54, CO#MEEIZK V), Amazon EKS 75 &
B—DHY—EATAIORIEILEBD IAMO—IIEEETEET, <0 Kubernetes #aElEJWTs
ZRY RIZEALET. RY RiZ, —BH% AWS SRIESRZEB T2 I C0RAFHR7’ ON
AX—=ICK>2>THEAETNET, <D Amazon EKS DFREDFEMIC DLW T, MAmazon EKS 1—
H—HA R, O TH—EZAT7HIORDIAMO—)L, Z8BLTLKEESV, L, &V BT
72a>eELT, SDKAYR—KLTVRHEIEK., 1) IC Amazon EKS Pod Identities ZFI A 9
L EBEBHOLET,

ATY71:D7ONAF—E IAMO—I)L%258ET

AP EDTIFL—2a 2R ETDICE. IAIMID 7ONA X —=FERAL T, AEBIdP £FD
BEAWS IZDOVWT IZBAILET, chlckY), AWSTHU K EALE IdP BOEENEILE h
=7, RN HIC JSON Web Token (JWT) ZfEAT AL SIZ SDK £#RETHIC. £9ID 7’0
NAZ—(dP) &, TNICT IV EARATZ OO IAMO—ILZRETIHENHYVET, ch5 %R

EITDICE. TIAMI—H—HA4 R, ® " 17 OpenlD Connect 7T FL—>3a HAoO—)LO

ERR (V=) Z2ZRLTLEEV,

DITTAFT 4T 4 Elk OpenlD Connect TH 7 TFL—3 3> 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html

AWS SDKs& Y —JL V77LYAAHAR

ATY 7 2:SDK E@EY—ILZRET S

AWS STS S5EIZ A SD JSON I I T R—9> (JWT) ZEAT DL SIC SDK kY —IL&ETE
LT,

TO77A4ITnEZBETDE, SDKELRFY —ILIERIET S AWS STS
AssumeRoleWithWebIdentity API d—/)LZBEMICEITLET, VI ID7IFL—23ar%
FALT—BNERAEREMEBLTERATSICIE. B AWS config7 7 A IILICRDREEEIE
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« role_arn- ATV 7 1 THEREnEZ IAMO-)L
« web_identity_token_file-#A&B IdP A5
« (#7°>32)duration_seconds

« (#7°>32) role_session_name

JI7 DEFEALTO—II%E8IEZ (13 config B T7 7 A IUREDH ERICRLET,

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:1r0le/my-role-name
web_identity_token_file=/path/to/a/token

(@ Note
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https://console.aws.amazon.com/ec2/
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TIP 72042 FERALTIETIOEATS AWS O —EX

EETEDIDEETP) IE. OEBENfIIL—TOBEEFTALENDI—HY—BHICEITWVWTTY
AT AWS O —EX ZREAWSIAM 7 A FoTATA 2 Z— TEBDRSICTD OMET
T, EETEDIDOEEICKY, IDOAVFTFAM IAMO—JLICEMEN, AWS UY—ZAANDT
DLARAZVIIARNLTVWRI—H—Z#BBILET, COOAVTFANIMEDO AWS O —ERICIE
EEhET,

DOVTFANE, ATIOEAVIVIARNZZEFELLEEICEROREZTSLHIC AWS O —
EAFERATZIBERTERENET, COBIHICE, VI ITAZ (IAM Identity Center 1—H'—7x
E)Y,. TUOERBAFVIIAKNAWS OH—E R Eh? (Amazon Redshift % & ) . 7O A&HA (5
AEWERT IV EABE) ZRANTEIAXAEZT—INEENET, ZEEAAWSOH—ERX F, 201
VTFARNEDY—ICEVIETSNETVEAFAZFEALT, TOUYV—AANDOT I AZEF
LET. FMIIOVWTE, TAWSIAM P A FoTAT4222—1—H—HA4A R, O "FETE
3IDNEEOBE, © T, ZZRLTLEEL,

TP 72042k, EETES IDDIEEAWS O —ERX ZHYR—NTD THEATEERT, V77
L>AI—AT—AEL T, "Amazon Q Business User Guides @ "Configuring an Amazon Q
Business application using AWS IAM 7 A 7T T4 T4 32— 22RBLTLEEL,

® Note

Amazon Q Business ZEAL TW3F &, "Configuring an Amazon Q Business
application using AWS IABM 7 A 7T 47422 8—, TH—EABBOFIEZSRBL T<
EEL,

TIP 720422 ERAT B -HORREN

T304 HESEBICE, ROVY—ANDBETT,

1. AWS SDK for Java £zl OWIThAhZFERATEIHLENH V) £F AWS SDK for JavaScript.
2. FALTVWAY—EANEETEDS IDDEEZHR—KNLTVR L EZHERLET,

TAWSIAM 7 AFoTA4T412%— 11— —H4 R, ICHB "TAWS managed applications
that integrate with IAM Identity Center; M3 ® "Enables trusted identity propagation through IAM
Identity Centery 5|ZZBL T &L\,

3. IAM Identity Center 1S3 T& % ID D= ZHMICLET,

EETES ID D& 48


https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
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"TAWSIAM 7 A F T4 T4 28— 1—%—74 R @ TTIP prerequisites and
considerations; ZZBL T EE L\,

4. |dentity-Center-integrated 7 77— 3 A RETY,

"TAWSIAM 7 A T T 474228 — 1—%—4H4 Ry ® "AWS managed applicationsy &1z
& "Customer managed applicationsy ZZBRL T E&E L\,

5, EETEDN—URITE (TT) ZREL. ¥—E A% IAM Identity Center ICE#: T 2 HEN &
WET,

"TAWSIAM 7 A T2 T4 T4 228 — 1—%—74H4 R @ "Prerequisites for trusted token
issuersy KT Tasks for setting up a trusted token issuery ZZB L T EE LY,

OA—RTTIP 7242 2ERATHICE

1. EETEDIDDEEBTZTAVDA VAR AZERLE T,

2. EXRVEV TR EODY—ERTIZAT UM ARY AZEHRL AWS O —ER | FETE
2IDEETZTAEEBMLTH—ERISAT YR ENAEZIAALET,

TP 72042V RBUATOANNTA—2ZERALET,

« webTokenProvider: #AZF ID 7’O/NAM A —AH S OpenlD h—0 > ZWMBITILEHICBEENEE
95 HEH%.

« accessRoleArn: 1—H¥—® ID I TFARNZFEALTTZTA4061EZ T2 IAMO—-)
ARN, ID #LsREBEIEHRZEEBL £ T,

« applicationArn: VAT RNEKLERET7TVT—23>0—E0RBNFXFS. COfE
&, OAuth FFRAINRRES hE=T7 7V —>3> ARN T,

« sso0idcClient: (#7273 >) Sso0idcClient for Java X°* client-sso-oidc for
JavaScript &, BEENERZLLERED SSOOIDC V547> he BELEZEVE
4. applicationRoleArn ZfEfA 3% OIDC VZA T M A VAR ALENTHERAENE
9o

. stsClient: (F7>32) BEENESELLBED AWSSTS Y54 T2~y 1—H—0 ID I
T+ ANT accessRoleArn 25|EZ 12 HICFRAEhET, BELEVWEE, 2FHTS
AWS STS V54 7> happlicationRoleArnld 4 VAR A{btENTHEAEIET,

O—RTTIP 7S940 2 EATICE 49


https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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 applicationRoleArn: (#7>3>2)0IDC £ AWSSTS V5A T hET—KNAKNSY
7°AssumeRoleWithWebIdentity &2 &S I(C T5|&EZ(+% IAM O—)L ARN,

« BELBWEBSIE, sso0idcClient & stsClient DINSX—ROEERIEETISLENSH
WET,

« BEL EBE. applicationRoleArn l& accessRoleArn D/NTX—RERUEICTS
c&lFTEELBA, applicationRoleArn l& accessRole Z5|ZZ (12 -HICFERAEISB
stsClient DBRIZFEAENET, applicationRole & OEAICALO—IAERAE LTS
BEaccessRole, O—I)IZFERALTETNBAK%Z5|ZZ T2 (BEO—-IIDOEIZEZT) cez2E
RLUET, chiFHERBEhFLA AWS, FHHICOVWTE, 8Hs5EZSRBLTLSEEV,

sso0idcClient, stsClient. & XU applicationRoleArn O/NT X —XICET
PERSEHE

TIP 72042 %2RETDEER. BETDINTX—RIIETVWT, XOT IV AHATEHZERL
TLEEV,

« sso0idcClient & stsClient ZIEETDIES:

+ sso0idcClient OB RICE. FA T TAT1 2 2—2ROBLTTATFoTA4T4
O R—EBEEOI—Y - FTFANEHRETSD-HD oauth:CreateTokenWithIAM 77 &
AFANMBETT,

« stsClient MOFRFEEIRIC(E. sts:AssumeRole &, accessRole M sts:SetContext M7
DEAHFAN BETT, £/, accessRole IZlF. stsClient DEREIIEHRE DEHEBREERK
TEIRBENHYET,

« applicationRoleArn Z¥ET2H4:

« applicationRole & OIDC 8KV STS VT4 T NDBEICFEH
ENdrYH, BLEZVY—A(AC 1 AR A, accessRole) TH
oauth:CreateTokenWithIAM, sts:AssumeRole, B KT sts:SetContext DT Ut AFF
AANBETT,

« webToken & 75T 4 I & % AssumeRoleWithWebldentity FEZ*H L %Z 9 L T applicationRole
#5|EZ T2 LHICFERAE Do, applicationRole &, webToken DERICFERE D
ID 7ONA X —E DEEBRNIF BETT,

ApplicationRole #& R 0 i

DITJRN=O 7ONAE—EDEER) > —:

O—RTTIP 7S940 2 EATICE 50



https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"

1,
"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

T O EAFARY D —:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": [
"accessRoleArn"
]
.
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
Han
]
}

O—RTTIP /S04 2ERATICE 51
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]

TIPZEAL Zd— RDOHA

LT oAk, AWS SDK for Java £izld ZFERALTO—RICTIP 7’594 0 2RET B HEERL
TWE T AWS SDK for JavaScript,

Java

AWS SDK for Java ZAZ TV RNTTIP 7504 2FEAT 5Kk, 7029 MO pom. xml
TJ7ANTTIP 7S040 Z2GEERELTESTITIXEN BYET,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

V—AD—RIZ, software.amazon.awssdk.trustedidentitypropagation [CHAEX
NYT—DAF—RM XN EEHET,

ROBIE, EETEDIDDEESZTAODA VAR ARERL, Y—ERIZAT U
ICEMT2 2 O20FEERLTVWET, £5506HlE€ Amazon S3 2#H—ERE L THEAL.,
S3AccessGrantsPluginZEAL TI—H—BEEOT7 VEAFATZEELEXITN., EBETED
ID 4552 (TIP) AWS DH—E R #HR— N THEED CEATEET,

® Note

ChsnflTlE, S3Access Grants A8 1—H—FEEO T IV LEAHF T ZERETHIHEN
HYET, FHEIZDOVWTIE, S3Access Grants D RFIX N EZZSHBLTLSEETL,

F7321:0DCO9ZATRNESTSUVZAT RN EBELTET
Sso0idcClient oidcClient = SsoOidcClient.buildex()
.region(Region.US_EAST_1)

.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.buildexr()

TIPZ#FEALEd—ROA 52
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.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

Z7°2 3> 2: applicationRoleArn Z2BELTIOZA T NMERET T4 ICEES

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)

TIPZ#FEALEd—ROA
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.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

FHME Y —AILDWVWTIE, GitHub @ Mtrusted-identity-propagation-javay 5B L T EE L,

JavaScript

KOOI REERFTLT, TIPRRRES S5 4> /Ny r—< % AWS SDK for JavaScript 7O T &
RCAZAMN=ILLET,

$ npm i eaws-sdk-extension/trusted-identity-propagation

B#& D package.json IZlE, ROKSBHEEEREZEDDIHLEN HYET,

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "/22.0.0"

}I

Y—A]—RT, HEH TrustedIdentityPropagationExtension fkZBE&%Z 1 > R— bk
LET,

ROGIE, EETEDIDDEEBSZTADA AR AZERL, Y—ERISA T
NCEMTZ 2205 EZRLTVET, £550H1E Amazon S3 Z2H—EAE L THEA

L. Amazon S3 Access Grants ZFERA L TCI1—H—BEOT7 IV EAFAZEERLEITH, EET
%% ID 15iZ (TIP) AWS OH—E R £HR—NTBEED CHATEET,

(® Note
ZhsoFlic D>W\WTIk, Amazon S3 Access Grants A5 1—H—BEBEOTF IV AHd%
RETDIHENHYET., SFMICDOVWTIE., S3 Access Grants D RF 1 X K ESHL
TLEEL,

ZA772321:0DCI9ZATRNESTSUTAT N EBELTET

TIPZ#FEALEd—ROA 54


https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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import { S3Client, GetObjectCommand } from "aws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
1,
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
1),
1,
)8

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

I

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
1,
)8

TIPZ#FEALEd—ROA 55
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// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

Z7°2 3> 2: applicationRoleArn ZBELTIOZA T NMERET ST 4 ICEES

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
b
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,
1),
1,
h)7

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,

TIPZ#FEALEd—ROA
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InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
i

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

e Y —AILDWTIE, GitHub ® Ttrusted-identity-propagation-js; 2B L T E&E L,
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AWS SDKs&EY —JLDOEREDV 77 LA

SDKsl&, SFEEHBD APIsZRMHL EI AWS OH —ERA, FFRE. BREATEESE., APIJ—-J)LZ1E
BILASEHIIHEZHABSEED—BRIASICL>TLEEIAET, TOLHIZ, SDKIZEY
JIANCHEATZRABROME, EY—EATEATZIRENEE, JO-NIREICEATS
BEOWMBEV S ERXRRGHEBENHYET,

REDFMCOWTE, AToEI>3a>z2RLTSEZL,

« AWS SDKsiR#E L E N EFRREEHR 7 O/NA4 X — — 88O SDK THRELE NI HBOFRAER7 O
/\"f g‘_o

« AWS SDKstRZE(L & h /- HEREE - BB D SDK THRE/N T W HBEREE,

B—ERVZAT>2 NOERK

T7OJSATICTIEARTZEDHIZAWS DY —E R, SDKSEENTRDITA T NITAIFT
SIVRNEFERALETAWS O —ER, EEXEFE, PFUT—>3 >N AmazonEC2 ICF7 Ot A
TRIMENHDBEE. PT7V5—>3a> e —EREARXR—T7 T4 A% &% Amazon EC2 7
AT UORNAT DI ORNEBERLET, RIC, Y—ERITZAFTNEERALT, TO AWS O —
ERCHLULTUIIARNEEZITLET,. BEAED SDK TRRY—ERISATURATS I VNG
AZ21—837NTHBDEH, VIIARNEERTIZEH—ERAICOVT, FEREBZLEREEZFEH
TARLT—EARICVITIARNZERITIREHIC, ILWISATUNEZERTIHLEN HYET,

AE OB STlEf

SO—-NILBEER. BEAED SDK THR—RNEN, AWS OF—ER2AKICIEL BT DM
. BEIBHTONAT—, BLOETOMOBEERELET, TATOSDK ISk, YO—/VLE
EOEERDHBEOO—ENBH (£FY—R ) FHYET, BERROBEIELBIOESY
<7,

1. = RFLERY—ERIZAT7NEBEICKRESNTVIHRNERER., MORELY EEL
TNET,

c —HWOBRERANRL—2IVIEIIHETE, BUEHITARL -2 a3 EIHEIRUTE

BETEET, AWSCLI £hIF OFEE AWS Tools for PowerShell, Ch S8 @EIOAX RTAIC

ABLEARL—=23 2 ZEONTA—2OFKICEY) EFT, SDK DIFEE. BARNEZ)HT

Y—ERIZA4T > NOER 58
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k. AWSDH—ERX ITA TV NELERBREATZIVRNEA ARV ALTREE, &I
EEl% D APl ZHOHT EEICRELENTX—ZOERICE KT,

2. Java/Kotlin D é: BRED JVM AT AZTONT AN FIVIENET, RESNTLVBRHEEIE.
TNEZFEALTIOTAT U MNREETNET,

3. RIREBAWREENE T, RECATVWRIHERR, TOEZEZEALTIZATYMREETIE
ER

4. SDK &, FREDHE credentials 774N EZBEELET, RESNTVWBEHEE., 75478
FEThaEERALET,

5. BEDOHE config 774 )L, RENFETHHEE. SDKRRZTOEBREZFEALET,

« AWS_PROFILE IRBEHE-IE aws.profile AT AZONT A ZFERAL T, ENT7O77
AN SDKICK>TO—RENBDHZIBETEXT,

6. SDK YV —AO— REAKANRHTEZITF 7 4 )L MEF RBRICEAETNET,

(® Note

SDK Y —JLICK 2T, FIYVIDIEFRNEBDZEEN BV ET, £z, SDKPY—
ILOHICIE, BOFETCNTIX—RZRELEVERBLEYTEDENDEHYYET, L&
ZE., FSDKARTEEFNDEMDY —A AWS SDK for NET ZHR—KLTVE
To SDKFEERY—=INICOXKEFEETZ7ONAA—ICDOVWTEHLLIE, AL TWVS SDK
FERY—ILOBEDHA REZSRL TS EEL,

JEFICK2T, EOXVY RFBEEN, HIOXVYY REF—N—F A RTIIHNFREVET, &
ZE, BB config 77A4INIC7A7 7ML EZRELEBE. TOZ7AO77A4I)LIE SDKEEY —
I RACMOFZFRZRZEL LRICOAGHE A, FAENET, DFVY, credentials 774)L
ICREZANTRE, config 77 M IILICHBIBREORDY ICETORENEAETNET, RIREHIC
RELMEERETDE, credentials & config 77 M IILOAEDREN F—/N—F 4 R&EhF
T, FREIC, ALOARL—232 (AWSCLI AN RFAUNFX—=REEF APINTX—&)
FEEI-—RAOKRERK., TO1 20N ROMOINTOEZF—/N—F4 RLET,

CcOHARDEER—DICOVWT

COHARD TREVIT7LVAL U923 VOR=DIZE, TETEBAXANZALTHRETESF
AARZREDHMALHENTVERT, AOXKE, RECFHARHRO 77 MIERE. REZEHKR. &
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& T (Java & Kotlin SDK NIBE) MEEZ R ET D EHICI—ROABTHERATE S JIVMBREZTRL
TVET, BEUARNDUZIENEFhETFNOREY IHN S, RN ITBRER—JICBEHTEEXT,

« Config 77 A ILEREV AN

« Credentials Z7A4IIEEJV AL
- REZHO—E

« WMZATALAZONTAUAL

ThENORMBHR7ONA T —F L FHEEICIE. TOMRBEDREICEAETNBIREN —BERREN
BR=INBYVET, TNTIORETEHZKNEHEE, REERE77AILICEMTEH. REZH
ZRETD N, £k Java B KT Kotlin DFEIE VM AT ATONT A ZREL T EZEET
EET, TNTNOREICK, HAOHFHEOLEICHZ 7OV I TEEZRETDEDICHR—RNENT
WBRITNTOXYY RF—BRRENET, BELIEVNEEREVERTH. BROMEFRESZICER
BLEUICHZY T,

B, AELBVBACHMCAZT 7 4L ME (5588) LRENTVET, EL, TOR
EORMEECERLET,

BleLT, "TUOTANEM BEEOR—DHASKREZRTHEL LS,

"disable_request_compressions OFIOEEDERICE. UTHAREKE L TVERT,

e A—RR—ZAATUIOIANEMZHEITBIZIE, 3ODOEZEOHFENFHYVET, XOLWThh%E
T5CENTEFRT,
- disable_request_compression Z#EA L TRE7 7ML THRET S
« AWS_DISABLE_REQUEST_COMPRESSION ZfEA L TIREZHE L THRETS

- aws.disableRequestCompression ZFEAL TJIVM AT ALAZTONTAELTERETS
(Java £ =& Kotlin SDK 2R L TW3BA)

(® Note
Fl. D-RATRAURREZEEZRETDHEELHNETIHN. TOHERESE SDK ICER
THBIEH, COVT7LYATREY EFTVWEEBA, J-REBATRETZEEE.
EAB®D SDKHA RKEFEAPIUT 7L AZSRLTSEE L,

s AELBEWVWEE, BERFEF7A4INT false IV ET,
« COT=IIBRENDEMEEK, true & false DHTT,

ZOHA ROBER—TICOVT 60



AWS SDKs& Y —JL V77LYAAHAR

BHER—JOTERCIE. AWSSDKsEY —ILORAN BV ET,

cOFElE, SDKHAR—=DIZVARNENTVRREZYR—MLTVBRAESHAZRLTVE
¥, Supported FliEk, ROEZFEAL THR—NLAXRILZRLET,

c Yes -BEWR. BRENEEBYICSDKICE>»TREICHR—RENTVET,

« Partial - —ZOEREHNfHR—REShTVWD D, BMENHBERFERVYYET, Partial OFE.
TOEVERTIHERAN HV)ET,

* No- EDREEHYR—PFENTVWERA, ChiE, O-—RTEUHEREZERTEDIHESHICD
WTRRERLTVERA, VARENTOVRABBRREN Y R—hEhTLEVWZEZRLTY
BEITTY,

Config 77 A J)LEEREIJ A B

RORICRIHERF. B AWS config7 7ML TEINH TR EANTEXRT., chsEFIO0-N
LT, INTDOAWS DH—ERICKEBLET, /o, SDKEY -, —BEORECRELEHZ
HR—RNIBBEEHYNET, HYDSDKFLREY—ILTOAYR—RMEATVEIRELRELEH
ZHEIDICE,. TOSDKXERY—IEBEOSHA REZSRLTSEEL,

BRER Details

account_i THORKR—=ADIT RIRA
d_endpoin

t_mode

api_versions —RERTE

auth_sche FoRl A¥ — A

me_preference

aws_acces AWS 7Ot AF—

s_key_id

aws_account_id THORKR—=ADIT RIRA
aws_secre AWS 7Ot AF—

t_access_key

Config 77 A IZEV A 61
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EH

K

aws_sessi
on_token

ca_bundle

credentia
1 _process

credentia
1_source

defaults_mode

disable_h
ost_prefi
x_injection

disable_r
equest_co
mpression

duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

Details

AWS 7 O AF¥—

—HRERTE

7 D"ZXWunIErE$E7 D/\’ffl—

O— LB Z7ONA S —%Z5|EZFET

AN—bhRET7ZI)L b

RANTLZAYORA> 293>

DO TITANEHE

O—J)LEREEHRZ7ONA S —%Z5|EZFET

IMDS wunJ-.EFE$E7 D/\'ffl—

IMDS HIL:H.I-.EF*E7 D/\'f'}"—

IMDS FRREEHR 7 O/ A —

Config 77 A IILEEV AN
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RER

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

request_c
hecksum_c
alculation

Details

IV RARAY Mg

H—EABREOIY RRLA b

O—)FEAEHRZONAE— %5 EZHERT

H—EAERBODIY RRA K

BETEE

Amazon EC2 A1 VARV AXRXF—R

Amazon EC2 /1 VARV AX AT —R

O—/LRAEHRZONAE—%Z51EZHERT

—HRERTE

LS =
T RXEXE

AWS —> 3>

Amazon S3 N TF—XBEMHRE

Config 77 A IILEEV AN
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EH

K

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_
validation

retry_mode
role_arn

role_sess
ion_name

s3_disabl
e_express

_session_auth

s3_disabl
e_multire
gion_acce
ss_points

s3_use_ar
n_region

sdk_ua_app_id

sigv4a_si
gning_reg
ion_set

source_profile

sso_account_id

Details

DO TITABNEHE

Amazon S3 N TF— X BEMHRE

BETEE

O—J)LFREEHRZONA S —%Z5|EZFFET

O—)FEAEHRZ7ONAE—%Z5|EZHERT

S3 Express One Zone v 2 3 2 #:

Amazon S3 X IF =3 F OB ARA >

b

Amazon S3 7V ARA >~

F7)75—>3>ID

AL AT — A

O—JLFBREEHRZ7ONAF—%Z5|EZFET

IAM Identity Center REEHEHR 7’ O0/N1 X —

Config 77 A IUEREV A
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RER Details
sso_region IAM Identity Center BEEEHR 7 O/N A4 X —
sso_regis IAM Identity Center FAEEFHR 7 O/N 14 X —

tration_scopes

sso_role_name IAM Identity Center sRaElE8 7" 0/N 1 X —
sso_start_url IAM Identity Center sRaEEEHR 7 0/N 1 X —
sts_regio AWSSTS U—2 3> IV RKRAU B

nal_endpoints

use_duals FAFINAZYODEFIPS I RERA N
tack_endpoint

use_fips_ FATINAZYOEFIPS T RERAU BN
endpoint
web_ident O— LR 7ONA A —%#6|Z2F(TET

ity_token_file

Credentials 77 A1 I)L&EJ A b

RORICRIREE. B AWS credentials7 7ML TEIH TR ENTEERT, chsiEy
O—NILT, IXTOAWS OH—EARAICEELET, £, SDKEY—ILIF, " EOHRELIRE
THEYR—RNITBDFEEEHYET, D SDKELERFY—ITOHRYR—RENTVRERELR
BEHZEHERITDICE. TOSDKFELERFY—ILBEEOHA REZSBLTLSEEL,

BRESR Details
aws_acces AWS 7Ot A*¥—
s_key_id

aws_secre AWS 7Ot A% —

t_access_key

Credentials 77 A IIEEVU AN 65
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BRESR Details
aws_sessi AWS 7Ot A% —
on_token
oo 132 71N 9K

IRIEZBD—

FEAED SDK THR—NENDREZHEE., UATORICTEATVWERT, ChsxIO0-N)

T, IXNTHOAWS DY —ERAICELELET, £z, SDKEY -, —EOREEREEHEY
R—KITBEEEHYVET, HYD SDKXLERY —ILTOHAYR—NENTVIRECRELERZ
BERIBICE. TOSDKXLERY—ILEBEOHA RZEZSRL TSEEL,

RER Details

AWS_ACCES AWS 7Ot A+¥—

S_KEY_ID

AWS_ACCOUNT_ID THIRR—=ADI RIRA N
AWS_ACCOU THIURR—=ADOI RKRA B
NT_ID_END

POINT_MODE

AWS_AUTH_ SoEE AF¥— A

SCHEME_PR

EFERENCE

AWS_CA_BUNDLE —IRERTE

AWS_CONFIG_FILE  AWSSDKs &Y — /)@ HconfigZ 7 1)L
Ecredentials 774 DBEHROBREER

AWS_CONTA O T FrREEHRZ7aN4 58—
INER_AUTH

ORIZATION

_TOKEN

REZHO K 66
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RER

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_HOST_P
REFIX_INJ
ECTION

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

Details

AT FRatE®R7O0/N/ 5 —

A TR 7 ONAH —

AT FRatE®R7O0/N/ 5 —

AN—hRET7AI)L b

IRANTLT7AVYORA DT 033>

JOTITANEHE

IMDS FREFEHR 7 O0/N 1 X —

IMDS FREEEHR 7 O0/N 1 A —
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spe s

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_TIGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

Details

IMDS wu\nIEri$ﬁ7 D/\47—

IMDS FREFEHR 7’ O/N 1 & —

I RARA Mg

H—EAERBOIY RKRA K

H—EABRBOIY RRL b

H—EABEBODIY RRAU K

BETEE

Amazon EC2 1 2 ARV AX AT —2A

Amazon EC2 /1 VARV AX AT —R
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RER

AWS_PROFILE

AWS_REGION

AWS_REQUE
ST_CHECKS
UM_CALCULATION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RESPO
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE
AWS_ROLE_ARN

AWS_ROLE_
SESSION_NAME

AWS_S3_DI
SABLE_EXP
RESS_SESS
ION_AUTH

AWS_S3_DI
SABLE_MUL
TIREGION_
ACCESS_POINTS

Details

H£B57 714 ) configk credentials 77
1) ZFEALTAWSSDKs &Y —)&J0—

D7F7LYAAAR

INILICERET B

AWS )—>3 2

Amazon S3 N TF—XBEMHRE

DOTITANEHE

Amazon S3 N TF— X BEMHRE

BRI

O—J)LFREERZ7ONA S —%Z5|EZFET

O—JLBREEHRZ7ONA S —%Z5|EZFET

S3 Express One Zone v 2 3 > 533k

Amazon S3 X IF =3 F OB ARA >
N
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RER

AWS_S3_US
E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE
T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_SIGV4
A_SIGNING
_REGION_SET

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D
UALSTACK_
ENDPOINT

AWS_USE_F
IPS_ENDPOINT

AWS_WEB_I
DENTITY_T
OKEN_FILE

Details

Amazon S3 7Vt ARA >~

TF7U45—>3> D

AWS 7 IV AF¥—

AWS 7 7 AF¥—

AWS SDKs &V — )LD X BconfigZ7 714l
Ecredentials 774 DBFROBREEE

AL AF— A

AWSSTS U—23a> IV RAKRAU B

TATILNARY JEFIPSTY RRAV B

FTATFIARY DEFIPS T RKRAU N

O—JLFREEHRZ7ONA A —%Z5|EZFET
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JVM AT L7071 AR

AWS SDK for Java & & T' AWS SDK for Kotlin (JVM ZX—7"Y R&TFB) IZIE. RO VM AT

L7ONTAZFEATEELT, VM IPATLTONT A ZREITDHECOVTE,

called “VVM 2 AT A7 ONTA KR ETDHE L 2SBLTLSEETL,

RER
aws.accessKeyId
aws.accountId

aws.accou
ntIdEndpo
intMode

aws.authS
chemePref
erence

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVl

aws.disab
leHostPre
fixInjection

aws.disab
leRequest
Compression

Details

AWS 7 I AF—

TAIDVERR=—ADIY RKA b

TAIDYRIR—ADIY RKRL b

AL AF— A

AWS SDKs &YV — )LD X Bconfig7 714 )L
Ecredentials 774 I DBFOBRREEE

AN—RERET7AI)L b

IMDS FREFEHR 7 O0/N 1 X —

RANTLZAYORA> 2T 923>

DO TITANEHE

Mthe section

UM S AF L7 ONT A UAK
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EH

K

aws.disab
leS3Expre
ssAuth

aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws . endpo
intDiscov
eryEnabled

aws.endpointUrl

aws.endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts

aws.profile

aws.region

Details

S3 Express One Zone v 2 3 /58

T

J%I_Ii

IMDS FREEEHR 7 O0/N 4 A —

IMDS FBAEEFHR 7 O/NA X —

I RARA MR

H—EABEBOIY RKRA K

H—EABREOIY RRLA B

H—EABREBOIY RRLA b

BEITHE

HBT7 714 )Lconfig& credentials 77

A1) ZFEALTAWSSDKs &£V —)L&EJ0—

NIICRET D

AWS U—>3 >

UM S AF L7 ONT A UAK
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RER Details

aws.reque Amazon S3 DT —XEBEEMHRE
stChecksu

mCalculation

aws.reque DO TANER

stMinComp

ressionSi

zeBytes

aws.respo Amazon S3 DT — X ESMHRE
nseChecks

umValidation

aws.retryMode BETEE

aws.roleArn O—JLRHEsHR7O/NAM A —%5|Z2FHET
aws.roleS O—I)LREHR7ONA X —%5|EZTET
essionName

aws.s3Dis Amazon S3 X IILFV—3a> T oORARAY
ableMulti s

RegionAcc

essPoints

aws.s3Use Amazon S3 7Vt ARA 2 K

ArnRegion

aws.secre AWS 7Ot A+ —

tAccessKey

aws.sessi AWS 7Ot A+ —

onToken

aws.share AWS SDKs &V — )LD X BconfigZ7 714l
dCredenti Ecredentials 774 DEFOBRERELTE
alsFile
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RER Details

aws.useDu FATINAZYOEFIPSTITY RIKRA B
alstackEn

dpoint

aws.useFi FATFILAZYOEFIPSI RKRAU B
psEndpoint

aws.webId O—J)LREHMEsHR 7 ONA X —%5|EZTET
entityTok

enFile

sdk.ua.appld T77U5—>3> 1D

AWS SDKstZ#{tE N A=FR5HEH 7" O0/V4 X —

Z<OFMBHR7ONAT—GF., " ELETF7AIMEICBELEKTHY, Z2<DSDK TREAULU K
SICBELET. CO—EBMHICKY, RO SDKEAOI—F (4 I DEELHEHBEEI MELE
To IXNTDRERFI—RATLEZTDIENTEXRT, FMHICOVTE. BFEVOHEED SDK
APl ZZBRL T &L\,

/A Important

INTO SDKAITXTOTAONAF—Z2HR—BbLTVWRIDEFTREELS, 7ONMF—K
DHSWRAEZHR—RLTWEIHDFTEHEEA,

Newv o

s RABERZ7ONAEZ—FI—22EHRITD

- SDKEES LY —/LEEORIMERZONAE—F 11—
« AWS PO HAF—

- OJ4 REEHRZ7ONA ST —

s O—FIEHR7ONAZ—%5|1EZTHET

« AT FRABHRZONASE —

+ |IAM Identity Center 58aEEHR 7' O/N 1 & —

BEENERIEBER7O0/N1 4 — 74
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 IMDS wunEF$E7 I:l/\’f'}'l—
- ZOEAFEERZONAS —

AL Em/ONA A —FI—2%2BETS

FTXTOSDK IZIFE, AWS DH—EAANDOV VI ANCEAT2EMEFIABEHRERIR TS OO

—EDGEA ( T
BERAOEBRREE.

J—RA)HFHYNET, AUNBRABHBRIREOAD L, REFFLENET, CO
RALEWM7ONA T —F I -2 ERENET,

Fﬁmén:ﬁiﬁﬁfum4ﬁ OWTFnHhEFEHTZIEES. AWS SDKsEMHIRA I3 &

ALFMEBBNICEHRFLLSELET, HAIAKOEEEHR7 O/N 15—
TEALTVR7ONMZ—ICEREL,

FI—2EF, FI—

T7T—2 a0 BB HREENTEDLDICLE

¥, SDKAChZITSOICENMDI-RELEHY) T A,

SDK IC& 2 THAETNBEROF I - EERY KT

FNERT,

PRl IR ER 7’ O/N A X —

AWS 7 7t AF¥—

DITFPATFTATAERER
OpenlD Connect TH 7 T 7L —
>3 -O—J)LREEHR 7 O/NA
A—%B|EZFET

l:|7"f/m,nl_tf§$ﬁ7 l:l/\’f'}"—

IAM Identity Center RAFIEER 7 O /\
15—

O—JREIEH 7 ONAH—%5|&

ZFET

FEAEDEE, ROIDIBY—ANE

S

AWS IAM 1 —%'—D 77 AF—
S_KEY_ID . .

(AWS_ACCES
75 & AWS_SECRET_ACCESS_KEY )o

K<HSNTVWAAE ID 7’0/ 1 A — (IdP) (fl: Login
with Amazon, Facebook, Google & & ® OpenlID
Connect (OIDC) B IdP) ZFAL THA 1 LE
9, AWS Security Token Service () ® JSSON VT 7 h—
5> (WT) ZEALTIAMO—)LOT It AT %8| &
ZTEITAWS STS,

I:l'j'f“/b‘CL‘%%ﬁiﬁitHEH?@:I“/‘J—)LtW:/El
wunEF*&EHy‘fﬂ‘L/sEa-o

SEIMERZENEBLET AWSIAM ZAF>oTA4 T4
t/g_o

IAMO—=)ILOF7 O LAHFa %2522 FB T, D)
V=RIZTOVEATEXT, (O—-IIO—KFiEHRZ
MEBLTHEALET ).

RAER7OANA X —F -2 ZBETS
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FoRLIF R 7 O/N A A —

glil(l

B

O T FHREEHRZ7ANM 58— Amazon Elastic Container Service (Amazon ECS) & T
Amazon Elastic Kubernetes Service (Amazon EKS) M &2
AHEHR. J T FREABEHR7ONAM A —&F, 8FHOI
OTHNENLET TV T30 ORMERZBMELE
9,

7Dt7\wun.|-£r§$ﬁ7 l:l/\’f'}"— jJZgAwunJ-.Eli$ﬁ7 |:|/\'f§— w&%IE'l%*EEgi*%B\J_Z
F2E 7 Ot XA (IAM Roles Anywhere) A SHBL £,

IMDS FREEEH 7 O/NM 5 — Amazon Elastic Compute Cloud (Amazon EC2) 4 > A&
DA7O77A4IORRIERK, IAMO—)LZEF EC2 1~
ARV AICEENTET, TOO—)L0O—ERAIFERIE
AVABRVATETHROI—RTHERATEDRSICK
VET, REERIE, Amazon EC2 X ZF—RH—E R
ZEUTEEEIETD,

FI—AHAOEATYTICIE, REEBEZE)ETHDHFEN BRHYVET, I—RTEESATVSEE
EENBICBEENE T, LEL, BEZEH & HBE7 714 )lconfig& credentials 774 )%
FALTAWSSDKs £V —)LZ2JdO0-NIICHRETD €EHWERT, FHICOLWTE, "HEDER
JEfL, ZSRLTEEL,

SDKEEB LY —IBEEORIIEHR 7 ONA A —F T —>

SDK RERY—ILICERORARTHR I OANA I —F I - OFMICERT IV EATDICE, UTH
5 SDK FzlEY—LZBRLET,

« AWS CLI

« SDK for C++

« SDK for Go

« SDK for Java

» SDK for JavaScript
« SDK for Kotlin

« SDK for .NET

« SDK for PHP

SDK BES LY —IEEORIAER7OANA X —F T —> 76


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html

AWS SDKs& Y —JL V77LYAAHAR

» SDK for Python (Boto3)

» SDK for Ruby

+ SDK for Rust
+ SDK for Swift

* Tools for PowerShell

AWS 7 UVt AF¥—

/A Warning

TXIVFAVRDZBFZ D, EBEAVINIJITEZRHRIDEEREROT—FERD
EER, IAIMIA—HY—ZBIAICEALBEVTLSEETV, fDYWIC, AWSIAMT7AF T4
TAEA—RBEQOID7ONAF—E07IFL—>a> aERALTLSEZL,

AWS IAM 1—H%'—0 7Ot AF—% AWS FRAEIFHRE L THEATEER T, AWS SDK [ BHEIHIC
chsn AWS FREEHRZFEALTAPIUVIARNIBE TS 2H AWS, J—J0—RIEF AWS U
U—ARETF—RICREN D2BHICT VEATERT, FHABHN —BENEEDOT, BRI

EERMICEDELDIC, BIC aws_session_token ZFEHATREAEZBITITHLET., RHOEIE
WMEFHITDLFEEHHLEEA,

(® Note

AWS A" h S O —FNBFREIFHREZEFTEZVWEES, V—J0— RICENIREBEV K
SICFRAREROBEMYE AWS ZHRTE X T,

#5B AWS credentials7 7M., 77V 5—>23a> VY —RAF1LIRN)OARTEZETHY),

HABconfig7 74 )L® SDK EHE D3 ;"E"t FRINENTHZ -, RIABERERETI-HICHE
éhé%%f?o

AWSmftfiiﬁc‘: VEAF—OFEAOFMIOVTR, IAMI—Y—HA4 ROAWS "tF2 1)
AFRAERL & IAMA—H—0OT7 7 EAF—0EE, 25RLTEZ,

COHOMEEZRETDICE. UTOLSICEALET,

AWS 7Ot AF—
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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aws_access_key_id - 85 AWS config” 7 1 JLEXE, aws_access_key_id - £H AWS
credentials 7 7 A/ JLERE (R XY Y R), AWS_ACCESS_KEY_ID - IRIFEZLH, aws.accessKeyId
-JVM 2 A7 A7 O/NT 4 : Java/Kotlin @ &

A—Y—%2RA T2 LHDORAFTRO—MELTHEAET D AWS 7O EAF—ZEEL XTI,

aws_secret_access_key - 38 AWS config” 7 1 JLE&7E, aws_secret_access_key - 3
B AWS credentials 7 7 {1 JLERE (#R XY v R), AWS_SECRET_ACCESS_KEY - :RIEZH,
aws.secretAccessKey - JVM 2 A7 A7 O/\NTF 1 : Java/Kotlin @

A—Y—Z2RAT2HORAFRO —MELTHEAETND AWS > —JL Y hF—ZHEEL X
EE

aws_session_token - £5 AWS config” 7 1 JLEXE, aws_session_token - 3t
B AWS credentials 7 7 A JLEXTE (#HE XY v R), AWS_SESSION_TOKEN - IRIFEZLH,
aws.sessionToken - JVM > A7 A7 O/NT 1 : Java/Kotlin @

11— —%2RAITHLEHORMBEHRO—BELTHEAETIAD AWS Y Ia N—=0 2 &EBEL
9, COfER. O—IILZSEZFDVIIAMEEICKRT T2 EREND —BHNERIIER
—HELTZTRMYWET, Ev>ar =0 k., —BNEEF1) T (1 RBABERZFHTE
ETRHBEICOKMETT, L, REOREBHRTEEAL, —BWAEF 1) 7« REER
EEILEATZCLEBEOLET, EF1UT A OHERBEEICOVTE, TIAMTOEFI )
TADRARNTZ0T14 A BBBLTLIESL,

SRS OEEMEBTBHEICOVTE, RIS %E /AL T AWS SDKs&E Y — L& RIS
B, EBRLTLEEL,

config ¥ credentials 77 M IICHEBEREEZRETSDHZUTICRLET,

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux'macOS WX RTA VIZKRDREEHROEBREDH ZUTICRLET,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWl0gQs8IZZaIv2BXIa2R401gk
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Windows DX Y RSA VICKDREZHOBREDH ZLLTICRLET,

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQOoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWlOgQs8IZZaIv2BXIa2R401gk

AWS SDKs&Y —LIC &K B HR—K

LLT®OSDK Ik, COREY U THRIBITDIHELREEYR—NLET, TN EFAN SN,
FARNTCRBEENTVET, VM ATFTALAZ7ONT 15REWE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B AEERFLEFHMABR
*
I\
AWS CLI v2 (&
L
SDK for C++ & HEBE config 77 M@ HR—REhTLVEHA,
L)
SDK for Go V2 (1.x) (&
L)
SDK for Go 1.x (V1) (& ﬁ config 77 A IIBREZERATSICE. REZ 7LD
L n;L&JA&Eﬁ*bthﬁ“%%E/J‘ai")ﬁ?o vy 3
’E’i}ﬂﬁbf<t‘c‘f A
SDK for Java 2.x (&
L
SDK for Java 1.x (&
L
SDK for JavaScript 3.x (&
L)
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SDK

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 DY —)L

PowerShell V4 ©YY —)L

.Ij.
N

=3
R

%3
R

(&
L

=
L

=
L

=3
W

(&
L

=3
W

(&
L

(&
L
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L

ERF LB

REZHEIYR—RENTLEREA,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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OJ 4 2 RBAER7ONAF —

BEDOD AWS XEXIOX NIV =ILOY A A4 VREEHREFERAL T, 7O09FALICKDT VLA
ICERATEZEHRMBEREMEBTEET, 7SIV R—AORIAT7O—%2ZTTITHE. & AWS
CLI, AWS Tools for PowerShell, AWS SDKs& &N O—AILBERY —)L TEET 2 — R SRS
]mAWS ZERKLET,

ChSDRAERELER TS ICIE. CLIAWS T aws login AN REETFTSH. AWS Tools
for PowerShell Invoke-AWSLogin © N> RL Y R ERTLET, £ E N EHRIAEREE
AO—A)LICFryy>1Eh, AWSSDKs TEAATEET., FHFERE 15 2 THRINICKE
WETH, BDEICISUTCLI & SDKs ICR 2 THRAR 12 KEEEBNICEHRENE T, EHb—TO20
BMERNFYIND &, CLI £z PowerShell 2R L THBEOVA 2 T2K3ICKHOSNET,

OJ4> X RE, 8ELEZO774)L% login_sessionfRETEHLET, cnli k),
A4 20— 70—RICERLEEEIY=ILEY> 3 >0 D FREENET,

[profile console]
login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

F7AINTR, EHERREEHREEHF N—T &, Linux, macOS, F Ik SUSERPROFILES\.aws
\login\cache Windows ® ~/.aws/login/cache 4L 2 KNU® JSON 7 7 A )LIZREE h
£9, 77A4)0NBRkOTA >ty a RICEIVWVTVET, F1LINVZLEEZETDICIE.
AWS_LOGIN_CACHE_DIRECTORYIREZHZHREL £,

OJ4>770N4 32 —DE&RE
COHEEERETAICIE. LTOLSICHEALET,
AWS_LOGIN_CACHE_DIRECTORY - RIZEZ

CLI & SDKs 'O 4>ty >a>r77O774IICIYE Y TEendF vV 1 nRHEHR
EREFEIBRETFALINY,

77 # )L NME: ~/.aws/login/cache Linux & & T macOS, F 7 IE Windows SUSERPROFILES%
\.aws\login\cache®B&,
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AWS SDKs& Y —)LIC KRB HR— K~

LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for

Kotlin TO &Y R—KhEhhET,

SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x
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https://docs.aws.amazon.com/cli/latest/userguide/
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SDK B FEFRLEFMAER
o
K
SDK for .NET 3.x (&
L)
SDK for PHP 3.x (&
L)
SDK for Python (Boto3) & CRTAME
L
SDK for Ruby 3.x (&
L
SDK for Rust (&
L

PowerShell V5 DY —)L (&
L

PowerShell V4 ©*Y —)L

7[(
T

O— )RR 7ANA X —Z5|EZHET

(® Note

BRER—DDODLATIONOERE, FEWEFEUTO AWSSDKs M) #25BLTLKEEVWC DS
41 ROBER—TICDOVT,

O—I) Tk, MOAETCERT7IEATEZRVWAWS UY—ZAANDOTIEAIC, —“BHZEFIUT 1
RIIEHRO Y NEFERITAIMLEN HHDELET, cSO—BHNERIEHRIE. 7Io9EAF—
ID, —OLYRKNTFPIOEARAF—, BKLOPEF1UFTFA N—=02TBETATVET,
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O—)LZ5lEZF3LS5ICSDK XLERY—ILZRETDICE., £IEIEZTH20LHOHEE
OO ZERELIRETIXENHYET, IAMO—)LE, O—J)L (Amazon UV —AFR—L
("TARN, )T—EICEBENET. O—ILBEROI> T4 71 EOEEBERZRILET, O—JL
EERATRIEHEECNAEIVTATAEAWS O —ER, | BIO AWSTHO> K, 7T71D70O
NAX—F]ZF OIDC, £LWFESAML 7T FL—>3>TY,

IAM O—AREENDE, TOO-IIASEEESATVREGR. ZOO-ILICI>THEEH
EHEREERAIZDRISICSDK REFY —IIZRETEXRT, ChZT5ICk,. ROOXY RZEH
LET,

c_hbd) RENFEAZRKRITDLOOHAFIALLD2VTE., COHA RO TAWS SDKs&eY — )L
AL TR O D AWS FRALEHRZF 2O D5 EZ G, Z2ZRBLTLLEZL,

O—JLERSIEHR 7 ONA A —%25|EZTET
COBEEZERETDICE, UTOKSICEALET,
credential_source - #5 AWS config”7 7 1 JLERE

Amazon EC2 4 > AR > AFE f=l& Amazon Elastic Container Service D 1> 7 FHNTERE
N, role_arn NIXA—ATEELEO-N%Z25|ZZ 12 LHICERATHRiAEHR”Z SDK £
EY—=IILI’BETEDEMERELET,

F7FI)NME: L

BMsiE:

« Environment — SDK iz 1&Y — L IRIEZ I AWS_ACCESS_KEY_ID &
AWS_SECRET_ACCESS_KEY A8 Y —ARGHEHEMB IS L ZEELE T,

« EC2InstanceMetadata - SDK £/ &Y —IAEC2 A VAR ATOT7AIIZTRY FEh
EFIAMO—)Z2FEALTY—ADORMEREZNBIDEZEELET,

« EcsContainer - SDK £ &Y =LA, V—AORRIBEHREZRNEBE TS =& Amazon ECS 1
THIZTEZRYFEnEIAMO—=I)LFE=E AmazonEKS AT FICTFRY FEniz IAM O—
ILEFERATHEEEBELET,

credential_source & source_profile DS ZELU7O7 7AITEETDCERFTERE
BA,

RREERZE Amazon EC2 M SEUE TR MEBEN HBH L ZRTEOHIC, config 77MI)IICcn%
BETHHZUTICRLUET,

O—)L7ONAZ—%5|EZ T3 84
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credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds - 8 AWS config”7 7 1 JLEXE
O—lty>a>oEABEZYENTEELET,
CORFRER., 7O7 74U O-I)OREZEEL TWRIEEICOXKBEBRAETIET,
774 )L NME : 3600 B (1 BE) TF

BEE: COEE00H (159) ASO—-IOFAtY S a > HERE (LRE 43200, 374
HBE120E) FTOHEBAZBETEE T, FMHMICODVWTR., "TTAMI—H%—HaA R, 0 "TO-)L
NEAtYS I VHHREEERTR) ESRBLTSEEL,

config 77 A NICChZRRETRHZUTICRLET,
duration_seconds = 43200

external_id - 58 AWS config”7 7 1 JLERE

BEEROTAIRTH—RN—FT 1 —AO-I%Z5ERH2 - CHEAETIZIMADORFZ
EELXT,

CORER. 7O77AINFBREEFEZFAELSICEELTVT, ZOREOEBERIS—T
Externalld OENYEZBZESICOKBERAETNET, COER., 70774 O0-II2EET
% & Z(Z AssumeRole BEICEE ND Externalld /NS X—RIZI Y TENET,

77 ) ME: &L

BHBEIAMI—YYF—FHAROAWS TUY—ZAANDT7 I AEZE=EIINE5TD L E AT
IDZEAT257E) ZZRLTSEZT W,

config 77 M ILICChERETDPZUTICRLET,
external_id = unique_value_assigned_by_3rd_party

mfa_serial - 48 AWS config”7 7 1 LERE

O—/LZ5|2X T2 EERATILEN HBDZERFDA (MFA) TNAADDELLREUT
NEBESZEELEY,

O—-L7ONA X —%5E2 T3 85
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O—LOEERUS—IC MFA RIIEXBEE THEAN S TN TVBO-LESESHBEAL
BETT, MFADFFMICOVWTIEE, TIAMI—%—HA4 KR, O TIAM ODAWS ZEZZR5E, 25
BLTEE W,

T7 ) ME: &L,

BMBE: ECE. N—RIITZFNAADIITILF 2 )N— (GAHT123456787%% &) £z (1R
B MFA FNA A (BE) D Amazon VY —AF—LA (ARN) ODWITFNAIBETEE T, ARN OF
HIFELLTDORDICHEVYET, arn:aws:iam: :account-id:mfa/mfa-device-name

config 77 A LICChAEBRETBHEUTICRLET,

BT, THOYNBICEREh, I—HF—ICRL TEMICE 2> TLS MyMFADevice &\
SR MFA N4 AZEELTVET,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn - #£58 AWS config” 7 1 JLE&XE, AWS_ROLE_ARN - IRIEZH, aws.roleArn - JVM &
7\7_'A7°EI/\T 1 : Java/Kotlin @ &

COZ7O7 74N EZFEALTIVIOIARNENEREORTICERTS IAMO—I)L D Amazon )
V—AZX—AL (ARN) ZEELE T,

T7FINE: &L,

EMEE: EiE., LT® arn:aws:iam: :account-id:role/role-name X ® IAM O—)L
D ARN THHDRHENFHYET,

TSI, LTOREOVITNAZIBETHIHEN HYET,

- source_profile —ZFN7O7 7ML TEDOREZ5|ZZ T2 HERZHF ORABERERET
EHICERATZRO7O7 74 2EBT 5,

« credential_source —IRENREZHTHERIE NBEREIEHR, F4&E AmazonEC2 1 A
ROAZTO77AIICHRRFENTVBEREIER,. £ AmazonECS AV TFA VARV A
ZERT S,

« web_identity_token_file —ENAINFELERB VI T F7FVr—2a > cRiteni-1—
H—(Z/N7' 1) ¥ 2 0penID Connect (OIDC) B0 ID 7ANA X — %2 FEHAT 5,

O—-L7ONA X —%5E2 T3 86


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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role_session_name - £t AWS config” 7 «/ JLEXE, AWS_ROLE_SESSION_NAME - I:RIZEZH,
aws.roleSessionName - JVM > AT A7 O/\NT 4 : Java/Kotlin @ &

O—ItEy>a> IlPRYFIBEEEBELERT, COBEIRK., CcOEY>IAVICEERITS
ni=I> NJ®O AWS CloudTraill Y ICRRENET, FMICOWVWTIEE., TAWS CloudTrail 1—
H'—H 4 R, ® TCloudTrail userldentity element; Z2Z8BL T &L\,

T7AINE: AT2a2NIX—8, COEZEELEWVES, BV a2 EREBNICERK
ThET,

BB AWS CLI £72i&k AWS API A" 1—H—ICf1 2 T AssumeRoleAXRL—> 3> (Fik
& FARL—>3 2% ED AssumeRoleWithWebIdentity AARL —232) ZHUOHT EE(IC
RoleSessionName/ N T X—RICRHEhET, COER, JIVIEEEEO-ILI—Y—0
Amazon VY —AXR—LAL (ARN) O—FIZ&V, COTO77A NI >THRTHEND AL —
2320 CloudTral A I NUO—FHELTRRENET,

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config 77 A INICChZRETBHZUTICRLET,

role_session_name = my-role-session-name

source_profile - 58 AWS config”7 7 1 JLERE

TTO7O77A4IAD role_arn RETHEESNEO-INERETIEHICERAET NBREAIER
ORIOZ7O7 74 Z2EELET. B AWS conflg 77A4) & credentials 77 AT
A77AIINFEDESICERAEABZAICOVWTR., T ZSRBLUTLKEEVHEE config B LV
credentials 7714 )L,

O—L5IZ2Z2F7O7 74 TEHDTO7 7ML EEETSE, RABBITLICHEREND
KO, EO-LNFIEFICSIZRNINET, SOKARLEERZECTO77MIILICEET D &,
COFI—2EEFELLET, O—JLOEHIFE, AWSCL £E AWSAPIO—-I)LEv>ar %
BA1EBICHRL, BPIEBETEREA,. FHCOVTE, TAMIA—Y—HA R, O
O OEBAFEHZ ZZRLTEET L,

77 #JLMME : NONE,

BMBME : config BRY credentials 77 M) TEREIATVRTO7 7 AL OB THERK
TENBTFANEZY, REOTO77A4ILD role_arn ICKTREEIBETIHENHYE
9,

O—)L7ONAZ—%5|EZ T3 87


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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credential_source & source_profile DEAZRIUZ7O7 7AIINTHETD LR TEE
BA,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

BOFTE, AZO77A)IEE SDKELEY—=IIC, V>O&EnizB 70774 OREEER
ZEBNICKRERTIDELSICERLET, cOFSES, B70O7 7 1 )LIE IAM Roles Anywhere % {#
ﬁ L 7= AWS SDKs& YW — )L DFREE AR 9 2 REBEBAIILN—Y =)L ZEH L T AWS SDK O

WALERZMBLET. ChSsO—RHNEFREEERIE. RICAWS UY—ZANOT IV AICEAR

ThEI, EEENEZO-INICE, ONRAWS OH—EAR API XV Yy RixE, UJOTA
RENEI—ROERFTEHFITITD IAMT I EAFARI =D TRYFENTVIRENHY)
F£9, ZJO77AN ALK 2>TETENDINTOT I3 VICE, CloudTrail OJICEENS
O—lty>avBNFEEnET,

O—ILFI—20 2%5 D HITIE., Amazon Elastic Compute Cloud £ > ARV AICTF 7)o —
2aAVHFHY, TOTTVT—=2aICBo0—-)%Z5EZtE 8256, ROREEZFERATE
£9,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

ZTO774I) Ak, AmazonEC2 A VARV ANRIIEREZFEAL TEEES O EEIZZ
T, RREMERZEBNICEHRLET,

O—-L7ONA X —%5E2 T3 88
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web_identity_token_file - 58 AWS config7 7 1 JLE&TE,
AWS_WEB_IDENTITY_TOKEN_FILE - IR¥EZH, aws.webIdentityTokenFile - VM 2 AT LT
O/\NF 4 : Java/Kotlin @ &

X9 % OAuth 2.0 7’0/V4 X — E =&, OpenlD Connect ID & BIEHR7ONA A — HS5DT
DEARN=D20EET7AINNDODNAERIEBELET,

COFEREICKY, TGoogles . TFacebooks . TAmazony BEDZHOVITID7IF
L—>3a>70ONAM X —%ZFERALTRMZITOCENTEEFRT, SDKELRFHAREY—ILEC
ND77A4INOARZZO—RL, I—H¥—IZK1H > T AssumeRoleWithWebIdentity AL —
2avEFUOHT EEIC WebIdentityToken 5IEE L TELE T,

77 7-1-)11 I\{E : NONE,

BWBE: COBRNRET7PAILNBTETAERYELA, 77 AI)LICEK, BREBHR O/NS
S—hsiEtEend, OAuth2.0 72 tAKM—U2F & OpenID Connect ID h—T U HFEFN
TOWBThEBRYEEBA, MENAR, 7O0CAQEETFALINVZEECLEEM/NAEL
THEHIhET,

AWS SDKs& Y —)LIC KRB HR— K~

LTFDOSDKIE, CORNEY U THATHIHMELREZYR—NLET, oA BHANF BN,
FARNTCRBEENTVET, VM ZATFLAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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Linux/macOS NN Y RTA VICLKBDREZHBOBREDHZUTICRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
FEE

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IRIEZH
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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BAEME : BREHEF URI,

Linux/macOS WX RTA VICLKBDREZHOEBEDHZUTICRLET,
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIEZE

FARN—U>%2TL—2FFARNTEELET, COEBNFREENTVSHES, SDKIE HTTP
JOTIARORAAYV A —ICREBLZHOEEZRELET .

T7FAIKNME: &L,
BMfE . XF5,

EE  CDEREIE AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE ODRETH
V). AWS_CONTAINER _AUTHORIZATION_TOKEN_ FILE ASREETNTUVAERWVWEBEEICOKERET
£9,

Linux'macOS WX RTA VIZKRDREEZHOREDH ZLUTIZRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - IRZELH
TL—2FTFAMNORARN—=D 2 ZEET7AIANDERT7AINAZRBELE T,
77 # )L NME: [ U]

B E : XF5,

Linux'macOS WX RTA VIZKRDREEZHOBREDH ZLUTIZRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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AWS SDK APl RF 1 X2 NTlk, IAM Identity Center 3REEEHR 7' O0/V 1 A —I& SSO FREEE
HB7ANAM T —EFHENET,

IAM Identity Center ZB#ICL S, £B AWS config7 74N TEREN 7O 7AILEERZLF
T, cOZ7O7 74 IAM Identity Center 7 7 2 AR—ZIIADOERICEAEThE T, 1—H—
7 IAM Identity Center TEEICFEEEND &, R—FIIEZ01—H—ICEENS TSI IAM O—
LNOEHRAEREZRLET, SDK AREHN S —BWARAEREZREL. AWSOH—ER U
JIANMIFEATRIHZELCODVWTE., T ZZRLTLSEEVWAWS SDKsE Y —)L® IAM Identity
Center FRRED R F o

config 774 )L Z#EH L T IAM Identity Center ZFRET D ICIE 2 DO FEN H V) E T,

« (ER)SSO h—o27ONAMF—RE-YIAaVHEANIEREIET, hAZLEYS I VH
BOHYR—KFEERATVET,

s EHAAOLAS—BEK —BEEDSKENOEY a2 ZFEALET,
EE5N0RBKTE, Y2 a>0AMWHRIINESBEY A AV IIHBENHYKRT,

KD 2 D20HA RIZIE, IAM Identity Center ICE T2 BMBEHRNIEFENTVET,
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TATA L Z—KR=Z)APIUTTLVA

« AWS |IAM
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IAM Identity Center T TOZ EN TEETT 96


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
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SDK &V—=IIACDEREFEAL (RIAIBEREFEABLCEMIZHFEOFMIOVWTRE, TAWS
SDKs& Y — )L @ IAM Identity Center ZREED R E1 ZZRL T EE W,
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&#IC 1AM Identity Center ZBEMIZL THLKBEN BV E T, IAIMTAFUTAT 142 Z—DFR
MEEMNCTDHEOFHMIOVWTE, TAWSIAMTPAFoTA4T14 22— 11— —74 I\J ()
"Enabling AWS IAM 7 A F T4 T4t 2—, 22RLTLKEEV,

(® Note

Tk, TEBAREZHFE, COR—DTHATNTVEIMSELEHRE config 77 4 ILERE
iC2WT, TIAM Identity Center ZHAL TAWS SDK &V —)LZFRIET D, Oty hT Y
THA RZSRBLTLSEEV,

SSO h—o 27 ONAH—&E

SSO =92 7ONAE—BEEFERATHE, AWSSDKFERY—ILRBGEREhitEYS aUH
BETEYIavzEHNICEHRLET, Y a>HBEKEABBOFEMICOVTIE., "TAWS
IAMT7AFoTFA4T412232—1—H—HA R, ® AWS "7 Ot AKR—%)LE IAM Identity Center
MET7Vr—>3a 0ty a HEZHRETD) Z25RLTLSEE L,
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config 77 4 J)L® sso-sessiontP <3 idk, SSOTIVELARN—UVZMBITRLEHDREER
MEIN—TTBLHICFERAEh, RAFERZMBIDLOICFERATEETRT AWS, config 77
ANAOZOEIIAVOFMIOVTR, "TFBEZ7AILOERX) Z2ZSBLTIEEL,

ROBRE config 774 OFITE, dev 7O7 7 AN %ZFERLTSDK FEEFEY —ILEERE
L. IAM Identity Center OFRFEEHZEZ ) VTANLET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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BDBIE sso-session 2V IVOERETOAT7AIIANOBEFFZRLTVET, BE.
SDK A" AWS FRRHEHRZ IV VO TARNTE DK SIC, profile 9> 32 T sso_account_id& %&
FREsso_role_name T B MUENHVET, sso_region, sso_start_url, & sso-sessiont
9> 32ATERESso_registration_scopesTBHEN BV KT,

sso_account_id & sso_role_name & SSO R—OVERENDIXNTODIFUFATHEEVS DT
TREBVEBA, PTVT—2320 AWS ODH—ERANMNRTS—RIAEHR—NTD OxhEFEAT
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ESHZHTBITDICE., A<D AWS O —ER H4 REZSRLTSEZ L,

BERATD—7IE sso-session D—HBELTHREETNhET, AI—7&F, 1—H—07
NIRRT BDTTVT—23a>0TF7 0 ARA%Z4IRTS OAuth20 DXAHZALTT,
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ROBlE, BHOZ7O77A4I)TEL sso-session REZBIATH D AHEERLTVET,

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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JOTOFAARIICEFYYS1EIhET,
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* sso_start_url
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[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole
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VB —R—=ZIJLAPIUT77L>VAD FListAccountRoless API XYY REFEHAL T, FHTTEE
BTV EAFATLY NOUANEZBFEITDEETEERT, LEAEF. AWSCLI XYY R list-
account-roles ZMUOHI ENTEERT,

sso_registration_scopes - 8 AWS config”7 7 1/ JLERE

sso-session ICHFA T2 AI—T7TDAVNRXRPYDOIVARNTS, P75 —a2E 12
LEQRAROD—=TRVOIARNTE, P75 —23 2 ICRITEhETIOEAN =IO EEFE
ENEATI—TICREENET, IAM Identity Center Y —E AN SEHFRN—I > ZEEBTSIC
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https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
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l[&. sso:account:access DEEBRODAI—T 2 ETZIHEN HVYVET, MATREET I

AAA=70FA723a>O)ANID2VTE,

HA4 Ry @ TAccess scopesy ZZBL T EE L,

"AWS IAM 7 A 72T AT 42— 11— —

ChESMAOD—TF, BRENIZOIDC IVZATRNFIIITARNTER TV EAFAL, U7

ATRIFBEIRTIOEAN—VVZERLET, AO—TF.

R—=O2 THEBENLEIV RRAMANOT I ERAZHALET,

DEREE., EFTERVRRDOEREIC

I\ o0k, H%i!i*“E’JL_sso.account.access AO—7ICHRENET,

AWS SDKs& Y —LICK B HR— K

LD SDKIE, COREY U THATHIHMELREZYR—NLET, oA BHANF BN,
IANTCREETNTVET, VM ATLZ7ONT 15REF. AWS SDK for Java & AWS SDK for

Kotlin TO&HR—KREhET,

SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

.Ij.
-
K

(&
L

=
L

=3
R

&
R

(A

g A

BT FEFEER

/\75 config 77 M IIEBREZFERTHICE. BFET7A4ILD
n;u&ﬁ&ﬁﬁiﬂtb?éﬁgb‘ﬁb)i?o v a3
’E;}ﬁﬁbf<té\/‘o

REfElEcredentials 77A4INTEHR—RENTVE
9,

IAM Identity Center X7 Z —

BRAEhEEA. LA —BRZEFEAL THRITSIE

IAM Identity Center T TOZ EN TEETT
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https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 %Y —)L

B OERRER

N
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs& Y —JL V77LYAAHAR

SDK B EFEFEFEHEER
7
N
PowerShell V4 @YY —)L (&
L)

IMDS FREEE#®R 7’ O/ 1 X —

(® Note

BRER—ZOLATIONDERE, £EEFUATO AWSSDKs M) #28BLTLKEEVC DS
41 ROBEER—ZIZOVWT,

AVAR VAR RTF—RZ Y —E A (IMDS) &, 1 VAR AILBETDTF—XT, RITHOA AR
AZHREFLREEIDLHICFEALET, MATREAT—XOFMIZOVWTE., "Amazon EC2
A—Y—HARL O "IV ARV AXEZT =2 FALTECCA VARV AZEE TS, 2SR
LTLEEV, AmazonEC2 Tk, /1 VAR AT £ £ BERERBVTEDO—HII R
RAVKNEA VAR ATHAARETT, A VAZVAICO=IUANTEYFENRTVWRHERRK, T
OO—)ICEMBFABFERO Y NFFERATEEXET, SDKEFZEOIV RRA hEFEALT, T

772 ) NORIAEHR7ONAFA—FI—20—FHEL TRAEREMRTEELERT, 1 VARV AX
RF—BY—EA/N—232 2(IMDSV2) &, IMDS O & V) Z2B/N—>23>THY), FT7AIKNT
FRENET, BREATTEAVEH (HTTP T5—1— R 403, 404, 405 ) "REETKRHKL HE
&, IMDSVI A7 #—=)ILNY D& LTERAENET,

COMEERETDICE, UTOXSICHEALET,

AWS_EC2_METADATA_DISABLED - I:RIEZHK
FRRLEEOEBIC Amazon EC2 1 VARV AXRAF—RH—E X (IMDS) ZFEAT I AN ES HS
77 # )L NME: false,

BMAE:
« true -FREALFHRZEBIZ-HIC IMDS ZFEALEFE A,
- false-FRAEMZEEITH-HIC IMDS ZEALET,
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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ec2_metadata_vl_disabled - & AWS config” 7 1/ JLE&E,
AWS_EC2_METADATA_V1_DISABLED - IR¥EZ#, aws.disableEc2MetadataVl - JVM > AT L7
O/\NF 4 : Java/Kotlin @ &

IMDSV2 A"k B L 1= & (. Instance Metadata Service Version 1 (IMDSv1) &7 #—JLA\Y U &
LTERTIHESH,

(® Note

#FLWSDK I IMDSV1 ZHR—RLTWEVEZ®, COREFTR—REhTLEE
ho FHICOVTE, RAWSSDKsEY —JLICLBDHR—K ZZRLTSEZ W,

77 # )L ME: falses

BMsE:
« true-IMDSV1 Z7 #—)LN\Y O ELTHEALEE A,
« false-IMDSV1 Z#7 #—)LN\Y & LTHERALET,

ec2_metadata_service_endpoint - £8 AWS config”7 7 1 L& E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - JRIZEZ %, aws.ec2MetadataServiceEndpoint -
JVM 2 A7 A7°'0/NF 1 : Java/Kotlin @ &

IMDS DT> RARA K, COfEIE. AWS SDKs& Y — LA Amazon EC2 1 VARV AX &
T—RERETDTTFINDNDERELEELET,

F7 #)LNME : ec2_metadata_service_endpoint_mode A" IPv4 (C
ZLWES, F7A)LNIY RARA2 ME http://169.254.169.254 T
9, ec2_metadata_service_endpoint_mode A" IPv6 ICEL VWEHEE, F7FIMNDODIVR
R4 NE http://[fd00:ec2::254] T,
Bihs{E . B URI,
ec2_metadata_service_endpoint_mode - & AWS config7 7
4 JLE&E, AWS_EC2_METADATA_SERVICE_ENDPOINT_ MODE - 1S 253K,
aws.ec2MetadataServiceEndpointMode - JVM 2 A7 A7 O/\NF 41 : Java/Kotlin @

IMDS DI RIRA > RN E—R,
F7 # )L NME : IPv4,

B {E : IPv4, IPv6,
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® Note

IMDS FRREE&H 7 ONA X —& FELEHRZ7ONASE —FI -2 ZEHETSD O—HTI, It
ZU., IMDS FBEHEHRZ7ONAE—FE, CO—ETHOVK2AOTONA X —DHEICDH
FIVIOEh&ET, TOLH, T7OJFZLTIO7ONA S —OFAIRREEATSEE
&, REDSHOBMERABTRIONA X —ZHIKRTE A, HOT7O7 7L Z2ERTS
BENBYVET, H2VE, BEABHR7ONAEFI—2VICE>TEOTONA I BN E
RALIFRZET A ZEBNICKRETZADYIC, I—RAT IMDS FRAEFEHRZ7ONA X DO E
AEZEELTLKEEVW, Y—ERIZA TN 2RI EEIC, FREIFRY —AZEEE
ETEXRY,

IMDS FREIfEHOEF 21U T 4

F7 ) NTIE., AWS SDK ICEBMBEREIEHRARES N TV EVWIEES, SDK & Amazon EC2 1
VARV AARTFT—ZY—ERZ (IMDS) ZFEAL TAWS O—ILORIAEBERERBLEISELET,
CDOEEIX. AWS_EC2_METADATA_DISABLED IRIEZH % true ICRETHETEMICTEE
T, CHICEKY), FREBZIXYND—O9TF 9T 1ETAHBLEEN, AmazonEC2 41 2 AR A X
BTF—BY—EANBREENDAEEN BZEETELEVRY ND—J0F 1) F 1 F@lbEhnE
ED

(® Note

AWS BB RABMTHREE N SDKIVTA T ME, ChSsOREICEFEEL, IMDS
ZEAL TRABREZRELEE A,

Amazon EC2 IMDS FREEEER O 5 0 Ex1L

CORBEBORELSZG., FAPOARL—F 1T ATLE, ZEEELGNICLEVWHAES D
CK2TELBVYZFT,

Linux & & ' macOS

Linux £7& macOS ZFEAL TVWABEEKIE., XROON RZFEAL T, CORBELHZRETE
=

$ export AWS_EC2_METADATA_DISABLED=true
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COREEZBBOINEYZa VPRI ATLAOBEHREHIZLEVES
(&, .bash_profile., .zsh_profile, .profile Z&EMEREOIR >V REZIIIF7O774)
J77AINICEMNMTEET,

Server
Windows Z#HL TVWSHEFEE., ROONREFEAL T, COREBELZHERETEET,

$ set AWS_EC2_METADATA_DISABLED=true

COREEEBOT IILEY S IVPIATLAOBRBHLMEL LVEAR, KDYICUTOIT
Y REGEATEET,

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

setx ANV RRBEDZ I LY aVIEZERALAEVES, BEZEMCITZICES T
NZ2)O—RIZDHNMBERSBENHNET,

AWS SDKs&EY —JLICK B HR—K

LT®DOSDKIE, COREY U TEHBETAMMELREEZYR—NLET, BoOMBHALNHNIE,
FARNTCRBEENTVET, VM ZATFALAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B FEFRLEFMAER
7
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK H SEEF G FHAER
+
~
SDK for Go 1.x (V1) & HBE config 77MIBREEZFERATSICE, BREZ77 ALY
W SOFEMMAKEEMCTISEN BYET, Eva,
ZSRBLTLEEZV,
SDK for Java 2.x (&
W

B IJVM AT A7 O/NT 4: aws.disableEc2Meta

7 dataVl XDV IC com.amazonaws.sdk.disableEc

M 2Metadatavl &AL FET. aws.ec2MetadataSer
viceEndpoint & aws.ec2MetadataServiceEndpo
intMode WHR—REhFrEA,

SDK for Java 1.x

SDK for JavaScript 3.x (&
R
SDK for JavaScript 2.x (&
R
SDK for Kotlin & IMDSV1 7#—)LNNY UV ZERALELEA,
L
SDK for .NET 4.x &
L
SDK for .NET 3.x (&
R
SDK for PHP 3.x (&
W
SDK for Python (Boto3) (&
R
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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SDK B EEFREEFFEFAEER
o
N
SDK for Ruby 3.x (&
L)
SDK for Rust & IMDSV1 7x—IILNyv O &RERALEEA,
L)
SDK for Swift &
L
PowerShell V5 Y —)L l& [Amazon.Util.EC2InstanceMetadata]::E

L\ C2MetadataVlDisabled = $true ZFEALT, O—
RT IMDSv1 7 #—=)L/\Y O ZHRMICEMICTEEXT,

PowerShell V4 DY —)L l& [Amazon.Util.EC2InstanceMetadata]::E
'\ C2MetadataVlDisabled = $true sEALT, O—
RTIMDSv1 7 #—=)LI\Y U ZBHARMNICEMICTEEXT,

7Ot AFEEHR7ONAF —

(® Note

RER—ZOLATINOERE, IZELLTO AWSSDKs ") ZZBLTKEEVI DT
1 ROFER—TZICDOVT,

SDK 2k, DAZLI—ART—ARICEDLETRABHRIONAE —F T —>2 2R T 2 HiEDHAE
AHYET, COT7ONAE—F, AT LI AORIABRARNTHASOFLEIBHROBMBR A7 L
SAQOID 7ANA B —EDRZERE, NAZLREZREIZLEOICEATEET,

5l 2 |E. IAM Roles Anywhere |& credential_process AL T, P7UTr—>avIitfb»
T—BHNEFRIERZEZMEBLET, CORAKEICEDHE T credential_process ZFRET B IC I,
IAM Roles Anywhere Z L 7= AWS SDKs&EY —)LDFREE 25 BL TS EE L,
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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® Note

AB7OCLAD SRIABEHRZEMBIDHZEZUTICRLET, hnld, AWSOAETY 7
ROIT7ZRTLTVREBEICEATEET, AWSAEI—FT AT UY—ALICEE
IHEEE. MORIER7AONAF—2Z2FALET.,. COFT> A Z2FEATIEESRE.

FERALTVWRARL—TFTA VI ATLAOEFIVT A LORARNTZIOT 1 RAIZRH>T,
BRET7ANNTEZEFOAYIENTVWA L EZBETIHENHVET, SDKs & T
NDESBEHRE AWSCLI Fv¥7Fr LTOVICRELUStdErr, #ROAVWI—H—IC A
TRUEMN BB, DARLRIERY I IC>—OL Y MEBRZEZIAFTFEVC L
ZWFELET,

COMWREZRETDICE. UTOLSICHEALET,
credential_process - £5 AWS config”7 7 1 JLEXE

FERATHIFARRZEXDDVEEB IR HIC I—F—ICRKDL>TSDK £V —ILHFET
TRNABOOIN REZEELET, CORETEK., SDKAFTHI 7OV Z LN ROEH
ZIEELE T, SDK A 7OLAZHVEHTE, 7O0EAAN JSON F—2 % stdout [CEEIAT
DZEFEET. DAZLTONAEZ -, BEOHEATHERERIVEN HVET. COBERIC
k. SDK EERRY—IIA1—H—2FEA T2 HICEATEITARHRIBEENATVLET,

(® Note

TOEARIABEHR 7 ONA A —F BREEBEHR7ONA A —FI—%BETD O—FHTT,
L, 7OEARABR 7 ONAE—F, COZV—X0OV<2A07O/NA K —
NDEICOKFIVIENET, TOLSD, Z7OTFALATO7ONA A —ORERZFE
A9256E. REHLNSHOBMNERIMERONAZ—2HBRTDH,, Blo707 74
ZEATIHENHYVET,. H2VE, RIEERZ7ONAM A —F—2ICE>TEn7ON
A BN EWERIABHREZRITHAZEBNICKRETS RO IC. 7OCARIMER O/
A—NERAZI—RTEELTKEEV, Y—ERIVZA T NEERTHEEIC, RIE
Y —AZEEEETEET,

7OER7ONAHE 109
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FEMBEHR7OT S LAND/INADIEE

BREDE., SDK XERGHARY —IANF 1 —CRD>TRTIZTOAVTALNODNAEZECXF
3T,

NAETTANBIZK, A~Z, a~z, 0~9, NA T2 (). FUE—AROA7 (). EVFR ().
7#7—RAZY>2 (), NV TARZYZ 1 (), AR—ADKEFEATERT,

NAELER 77 ALELAR—ANEENTVBBAR, R2B/NARET 7 A LEE=ESIAH ("
) TEKET,

NSX—BREEIR T A—REICAR—AFEENTVEBER, TOEZE_S5AZ (")
THAET, BCOW, BHELEEOAKTHY . TORTTESYERA,

NFHICREZHZEOBEVWTLSEET Y, iz, $HOME £ /(& SUSERPROFILES Z8%Had &
ETEFXFHA.

R—LT7 A% ~ELTEELBEWVWTKEEZV, *TINAFLEBIR—AT 7SI BZEETS
BEFBHYN)ET, R—RATT7AIINENFHBDHE. AT LR PATHREZRTREEE LT A
A—NTTATZLERRELEISELET, ROLSENARARL =T AT ATALICEKDT
BBYET,

RDOBIE, Linux/macOSEM config 8B 7 7 1)L credential_process Z:RET D HEZRL
TVWET,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

RO FIE, Windows £ config 87 7 4 JLIC credential_process ZFRET D 1% R~L TL
7,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

LTOER7O77A)IHATEETEEXT,

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1
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REHHT OIS LD S OEREED

SDKE7O77AIINTEEENELRSICION RERITL, REEB DA STF—XEFHAHEYE
FTo AOVTRNTHIHINAFT V=7 OTLTHDNICEDLST, IETHIAN RIF, UTORE
XE—3TS JSON H % STDOUT ICERTDHREN BV ET,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
@® Note

ANEDHERK T, VersionF—RF 1 ICRETIHBEN B ET. BENENLTD I
O, REORBEHICEXA TV AIEENHY KT,

Expiration ¥—(&. RFC3339 XD R A L AR T TF, Expiration F—A"YV—ILOHBIZ
BVWEE, SDK F COFRIIEHRNIEFHE B VRMOFRIIFEHRTH D EHHLET, ThUADR
AER G — BN ERRIRHRE RisEh, BRHRAYINSHEIIC credential_process ZHBREITL
TEBNICEHENET,

® Note

SDK &, ART7OtLAORREHREZO—I25EZTHLSBRARTReLTFYY> 2L
FtA, FTYIINBESRFERE, 7O CLANTRETDILEN B XTI,

AR7OLAREOURADOY Z—20—RZRL T, FEARBOMERICIZ—FRELEZEETR
FENTEERT,

AWS SDKs& Y —JLIC K B HR— K

LLTFDSDKIE, COREY U THBETHIMELRELZYR—MNLET, BOMWBHAD G NIE,
FARNTCRBEENTVET, VM ZATFALAZ7ONT15%EK. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

.lj.
i
k

%3
W

(&
R

(&
R

(&
L

(A

(A

%3
W

(&

(A

(A

(A

(A

ERF LB

HE config 77 M IIBEZFERATHICE.
S5NHMAKEEMCTEIHEN BV ET,
ZSBLTLEEV,

BETTAILDY
vy 3,

T7OtA7ONAH
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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#
K
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
R
SDK for Rust (&
R
SDK for Swift (&
R

PowerShell V5 DY —)L (&
L

PowerShell V4 @Y —)I (&
L)

AWS SDKsIEX{t, & N i=#aE

Z<OHEERF., —BLET7FILNCEENRKEZNTEY ., Z<OSDKTERUKSICEMELFT,
CO—BMICKRY, BHOSDKEOI—FA VT DEEMEBEMEA T LELET. INTORER
O—RATEZEETERY, FHAICOVTEE, BHED SDKAPI ZZRL TS EZ L,
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FTNXTOSDKAITXNTOEEZTR— ML TVEI DT TREERLS, BERNOINTORAIEZ
HBR—NLTVEDTFTEHYEHEA,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs& Y — )L V77 LYAAA K
« THDOVRIR—=ADIVRARAU b
F770)5—=>3>ID

* Amazon EC2 A VARV AXEF—X&

« Amazon S3 7V tARA > b

« Amazon S3XNFV =232 T OEARA b
+ S3 Express One Zone v < 3 5REE

« BALAF—A

« AWS =232

« AWSSTS U—23a 2 IV REKRAUKN

« Amazon S3 D F—XEESMHRE

s FATFINAZYODEFIPS I RARAU B

« IV RKRA MEE

s —IREE

« RANTLZ4VORADTH>3

« IMDS V54T K

- BATHH®E

s VOTABNEHE

s H—EAXBEOIVRRAU b

« AN—bhRETZ7ZI)IL b

THOYRR—=ADIY RKRAZ K

(@ Note

RER—TDODLATINOER, F£EIFELLTDO AWSSDKs ") #28BLTKETVCDS
41 ROEBEER—ZIZOVWT,

THOURMR=AODIV RIRAVNE, AWSTHIRNTAHDODNID ZEAL., COMeEZY
R—=KNLTWVWBH—ERAOUIIARNZIL—TFT142ILT, GWNTF—XAEART—FEUT 4
EHRRIDDICRIEET, PHIVKIR—ADIV RRA 2 N EYR—KNT S AWS SDK &H—
ERAZFERATBES, SDKITATRNEV—23 20T RRA 2 NTRELSTHIY MR-
ADTIVRRA N Z2BELTERALET, THIURMIDASDKITA T MIERRENZVE
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. VATV —=23 0TI RRAVRNEFEALES, PTHAUVRMR—ADIY RRA VB
& R & &V https://<account-id>.ddb.<region>.amazonaws.com, <account-id>&
<region>l& AWS 7HJ2KNID & TT AWS U—>3 2,

COMBEERRETSICIE. ATOKSICHERALET,
aws_account_id - 5 AWS config” 7 1 JLE&XE, AWS_ACCOUNT_ID - IRIELH,
aws.accountId - JVM = A7 A 7'O/\NT 4 : Java/Kotlin M &

AWS PHIYNIDe PHIUKRR—=ADIVRRAVNOIL—T 12 TIERENET, AWS
TH7>2KIDOERXE 111122223333 DL S ICB V) E£T,

THORR=ADIY RRAVNOIL—TFT 42Tk, —BOY—EAOUIIAMNNT#—X
YAZMEETEFERT,

account_id_endpoint_mode - #5& AWS config” 7 1 JLEXE,
AWS_ACCOUNT_ID_ENDPOINT_MODE - IRIZEZ %, aws.accountIdEndpointMode - JVM > AT A
Z7'0/\NF 4 : Java/Kotlin @ &

DEREF, BEICKEUTTHIRMR—=ADIVRRANOIN—TFT 1 T0%FT7ICL. TAH
'7/ RAR—=ADIN—=INENANATDEDICERAETIET,

77 # )L ME: preferred

BMEE:
- preferred-7AJ N ID AEATREAEES. IVRRANCEOIBENHYET,
« disabled-REFADI RERANITHINIDREEENEE A,

« required- TV RRAVNITHINIDAEENBIBENHYVET, THONID N E
ATERBVEE, SDKEIZ—Z2AO0—-L&ET,

AWS SDKs& Y —)LIC KRB HR— K~

LT®DOSDKIE, COREY U TEHBETAMMELREEZYR—NLET, BoOMBHALHNIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhhET,

FTHIRIR=ADIY RKRA K~ 115



AWS SDKs& Y —JL D7F7LYAAAR

SDK #  SDK/N\N— EEFEEFHMABER
R— 2a>wT
[ y)—Xx

AWS CLI v2 (& 2.25.0
L

AWS CLI v1 (& 1.38.0
L

SDK for C++ ~
T

SDKforGoV2 (1.x) & v1.35.0
L

SDK for Go 1.x (V1) F
T

SDK for Java 2.x & v2.284
L

SDK for Java 1.x & v1.12.771
L

SDK for JavaScript & v3.656.0

3.x 0

SDK for JavaScript +

2.X A

SDK for Kotlin & v1.3.37
L)

SDK for .NET 4.x & 4.0.0
L)

SDK for .NET 3.x =
T
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK for PHP 3.x

SDK for Python
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SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 @

Y=l

PowerShell V4 @

Y=l

R—

(A

A

W

A

<

g A

g A

T77U5—>3> D

(® Note

SDK /N\— SEEFEIFFEMIER
>3a>T
y)—Xx

v3.318.0

1.37.0

v1.123.0

1y —
A-2025
-04-24

1.2.0

RER—ZOLATINDOERE, RIZEELTO AWSSDKs "y ZZRBLT<EEVWC D

1 RDOEBRER—

2\,

B— ZBBONWARI—T7Vr—23a>THERALT, Z2HFHTAWS THIOU N ENTE
FTAWS OH—ER, P75 —>3a> Dk, BFEN Z2FRALT—EZOHVHELET Y —
ATF7Vr—23a 0 z8BRT2 52 RBHLET AWS 7HUU Mo AWSSDKs EH—ERIE, C
NEZE UADOTETHERAELIBIRL T, BEEOBEBICKRRLET, LA, COEZERE

F7Ur—>3a> b
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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X=X [CE® S AWS Health Dashboard C & T, BHICEAE[NIToTWVWA T 7V S5—3a> %
_EL:%Buvéi?o

CHOBEZRETAICE., UTOLSICEALET,

sdk_ua_app_id - &8 AWS config” 7 1 JLEXE, AWS_SDK_UA_APP_ID - IRIFELH,
sdk.ua.appld-JVM > A7 A7 O/NT 1 : Java/Kotlin M

CORER. BEO AOEOTIVT—23a 0 #HCAWS THO N B2 EBRITS -
HICT7TVTr—23a>vIlEY)ETH2—EBEONFYTYT AWS,

77 # )L ME: None

BIBME: ZRARA 50 DXFH, XF, BF. BLPROERXFEZEATEXT:

!\ #\ $°/°\ &\ '\ *+_\ > oA_\ |\ ~o

config 77 A IIICCDEZBRET AP ZUTICRLET,

[default]
sdk_ua_app_id=ABCDEF

Linux'macOS WX RTA VIZKRDREBEEHROEREDH EZUTICRLET,

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows DXV RSA VICKDREZHOBREDH ZLLTICRLET,

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

ERATRZYVIINCRAIEEREH ORSZEHIHER. YEICHSUTEZIARAT—TLET,
AWS SDKs& Y —)LICR B HR— K
LT®OSDKIF, COREY UTHATIHELREZYR—MNLET., BBoNEFAN BN,

FRTRBETNTVET, VM P RTFLATONT 1 FREKE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—NEhET,
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SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x
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N
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R
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L
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g A
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7[(
|

(&
L
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L

=3
W

ERF LB

HE config 774 IILEHR—BREhTLWEH A,

HE config 77 M UABRER I R—bENhTHE ST, REZL
BEHR—REhTLVERA,

JVM 2 A7 A7'O/NF 1 [& aws.userAgentAppIld T
E
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK B EEFREEFFEFAEER
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SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
R
SDK for Rust (&
R
SDK for Swift (&
R
PowerShell V5 Y —)L (&
L

PowerShell V4 DY —)L (&
L)

Amazon EC2 1 VARV AX AT —2A

(® Note

BRER—DDOLATIONDOERE, FEWEFEUTO AWSSDKs ') #5BLTLKEEVWC DS
41 ROBER—TICDOVT,

Amazon EC2 Tlk, 1 VARV AXRT—R Y —E X (IMDS) EHFNBDH—EAN M1V AR VAT
FHTEET, COY—ERADOFEMICOWVWTIEE., "TAmazonEC2 I—H—HA R, O T4 AR

AIXRTF—RZFERALUTEC2A VAR AZERTD ) #SRBLTLKEETV, IIMO—/)LTHRES
N7z Amazon EC2 4 VAR ATRIBEHROBMBEZHAITIRDE, 1 VARV AAXRTF—EY—ER
NDEHEFABITEICEYET,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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COMEEZRETDICE. UTOLSICEALET,

metadata_service_num_attempts - 8 AWS config” 7 1 L5’ E,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - IRIBEZH

DEERF. A VARV AXETF—EY—EALNSTF—EOREZHTIDEE, FLIBXT
L.Eiﬁﬁ@“%)ﬁa%‘ﬁl%&’i?a LEY,

T7FIBMME : 1

B3E 1 A EOBYE.

metadata_service_timeout - £F AWS config” 7 1 L& RE,
AWS_METADATA_SERVICE_TIMEOUT - IRIBELH

AVABRV AR BT =Y —EANST—FONMBEHATIBEEILRAILATINTZERTOR
WzEE,

T7FIBMME : 1
AMEE: 1 A EOHE,
config 77 A IILICXDEZRET AP ZUTICRLET,

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS WX RSA VICLKBDBREZEHOBXEDHZEUTICRLET,

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows DX > RSA VICKBDREZHOREDH Z L TICRLET,

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Amazon EC2 41 V AZR 2V AXZF—A 121
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AWS SDKs& Y —)LIC KRB HR— K~

LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK Y OEET - FFEER
o
k
AWS CLI v2 (&
L)
SDK for C++ D
|
SDK for Go V2 (1.x) +
]
SDK for Go 1.x (V1) 25
|
SDK for Java 2.x # AWS_METADATA_SERVICE_TIMEOUT DHEYR—REh
g TLVET,
i)
SDK for Java 1.x # AWS_METADATA_SERVICE_TIMEOUT ODHEPR—REh
7 TLVWERT,
i)
SDK for JavaScript 3.x ~
Cl
SDK for JavaScript 2.x 75
|
SDK for Kotlin ~
T
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK B EFEFEFEHEER
o
~

SDK for .NET 4.x 20

a

SDK for .NET 3.x 20

a
SDK for PHP 3.x (=
L
SDK for Python (Boto3) (&
L

SDK for Ruby 3.x a0

=]

SDK for Rust +

el

SDK for Swift 7F

=]

PowerShell V5 O —)L 2D

E)

PowerShell V4 ©YY —)L N

=]

Amazon S3 7Vt ARA > K~

(® Note

RER—ZOLATINOERE, IZEELTO AWSSDKs "y ZZBLT<EEVI DT
1 ROBER—TICDOVT,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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Amazon S3 H—E ATk, Amazon S3NT Y NZ2BRETEIRBEFEZELTTIVARA Y M EH
TEET, PTUVERBARA NI, NTY NIEETEHEL, " EORVS—EREZHEATESR

9. AWSSDKs Z2fATHE, NTY RBZBATRNICEETARDYIC, NTYRT1—=ILROT
D1 ARA> N Amazon VY —AZ—LA (ARNs) Z APl ARL—>a VICEATEET, 7oA

R4 N ARN & GetObject ZERALTNT Y "ASHAT DT ORNEREBLEY., TUORARAY
N ARN & PutObject ZFERALTNT Y MIAT DT VR ZEBMLEYN T2BE, BEDBREICHE
AEh&ET,

Amazon S3 Access Points & ARN OFFMIICDOW Tk, "TAmazon S3 1—%—HA R, O "7o0+
ARANDER ) Z22BLTLIEETL,

COMEERETDICE. ATORSIZEALET,

s3_use_arn_region - £ 8 AWS config”7 7 1 JLEXE, AWS_S3_USE_ARN_REGION - IRIEZ ¥,
aws.s3UseArnRegion - JVM 2 A7 A7 O/NT 4 : Java/Kotlin D, I— RN TEZEZRET S
2., EALTVS SDK ICEZBVEhETSEZ L,

COBRER. SDKATI ARSIV NARN £FEHALTUITIARNDY -3V T2 KRS N
AWS U—T 3y BRI ZAESHEHBLET. SDKAWS U—J 3> &, ARNFU 54
TYROBEERAL AWS N—F 423V &2 TREENTWB L ERTIAWS U—T 3>
L. BEALDBAAKRTBIOAN—FT 4> IVHEELERBLELET, ERESL HBA.
O—RTREENLEEOANEBEEH, RIRRBEBREN HREET,

77 # )L ME: false

BRAE:

« true-SDKlE, 9547 RNDBRETREHEL, IVRRANEHEETS AWS U—23 >
EZIZARN ZFERHALET AWS V=23, Bk 95A4T>hO AWS U—2 3> A FIPS
ICEREETNTVWRBEESFEAWS U—3> ARNOD &£ —HITBUENFNHYET AWS U—3
Ve FHLBVE, IT—HNFRELET,

e false-SDKIlE. IV RRAUVNEBETREEICL, 9SATURNTHREESNE ORDYIC
ARN ® AWS U—>3> #EALET,

AWS SDKs& Y —JLICK B HFR— K

LLTF®DSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FANTCRBEENTVET, VM ZATFALAZ7ONT15%EWE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KRENhET,

Amazon S3 77 AKRA > K 124


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
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SDK B AEERFLEFHMABR
#
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) (& /\ﬁ conflg T7AINEEZFERTRICE. BET7T7A4ILD
" &ﬂ&%ﬁ%k?%%%ﬁ&”ﬁ?ortvta
E%ﬁbf<ﬁévo
SDK for Java 2.x (&
L
SDK for Java 1.x F JVMARAFAZONTFAEHR—RERTVEEA.
L
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
R
SDK for Kotlin (&
R
SDK for .NET 4.x (&
R
SDK for .NET 3.x & BEEOBLEMICERRVERA. £E config 771 IILDE

W FRIBEBIVVEBEESIET,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK B FEFRLEFMAER
#
K
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
R
SDK for Rust S
T
SDK for Swift S
]

PowerShell V5 DY —)L & EBEEOBLEMICERVELA., £E config 771 ILDE
W AREZHIVEBEENET,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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https://docs.aws.amazon.com/cli/latest/userguide/
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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SDK B EFEFEFEHEER
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~

SDK for Kotlin 20

Cl

SDK for .NET 4.x +

=]

SDK for .NET 3.x ~

T

SDK for PHP 3.x (&

L
SDK for Python (Boto3) %3
L
SDK for Ruby 3.x (&
L

SDK for Rust 2D

|

SDK for Swift N

=]

PowerShell V5 DY —)L 7F

]

PowerShell V4 @YY —)L 7
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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IRANTLT7AYVYDORADoT O3>

(@ Note

RER—ZOLATINOERE, I-ELLTO AWSSDKs "y Z2ZBLT<EEVZ DT
14 ROBER—TICDOVT,

RARNTLT7AVYIORADT 0232k, AWS SDKSHHRED APl ARL—> 32O —EATL
YRRAVERDRANBIZTL7AY VAZEBNICNAMIZHEETT, COTLT71YTAR, &8
MXFITE, VITARNNTXA—ROTF—2Z8CHNBETELATVEEA,

5l Z (€. Amazon Simple Storage Service ZfEA L T Amazon S3 A7 TV RELFENT Y MK
LTTF9>23a>aRTT55E. SDKIIEKNWEAPIIY RRAVNTNTY RBE AWS THD
YhNIDZEEMAET,

COBEFBEED AWS H—ERAIY RRANIHBETTA, VPCIY RRANPO—AILT
ARNY=IBEDHAZRLIY RRAV N ZERITZEBENIRETDARES BV ET, CDLD
BBERE. RARTLTZAVIRA DIV IVOEPUN BEICEDEENF HYVET,

COMBERRTETDICIEK. UTOXKSICHEALET,
disable_host_prefix_injection - & AWS config”7 7 1 JLERE,

AWS_DISABLE_HOST_PREFIX_INJECTION - IR3ZEZ#, aws.disableHostPrefixInjection -
JVM = AF LA7°0/NTF 1 : Java/Kotlin @ &

COFREF, SDKEERFY =N SDKDIFZATURNAT DI MNFLERFRERTERE ATV
BRARNTLTZ AV OREMMUTIY RRAV N KRARBEZEET RN ESHZHBLET,

77 # )L ME: false

BR7EAE:

« true- RARTLTAVIORADI 0232V #EMILET, SDKIFIY RRAZ MOK
ANBZEELEREA,

« false-RANTLTAVIORA2T02a0&2BIILET, SDKIE, T RKRSA MDD
RARNBOXRBICRANT LT A4V ORZMAMUET,

config 77 A IILICCDEZRETSDHZATICRLET,
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[default]

disable_host_prefix_injection = true

LinuxmacOS WX RS A VICKDREZHOD

export AWS_DISABLE_HOST_PREFIX_INJECTION=true

Windows DXV RSA VICKDREZHOBREDH EZLLTICRLUET,

setx AWS_DISABLE_HOST_PREFIX_INJECTION true

RARNTLT7AVORA22T023>0H

REDHZLTICRLET,

ROBIDOREFE, RARTLTAVIRA DIV IVABHEBR>TVRHEEENICE>TVS

BEIC SDK A BREDIV RRA VN EEETDHEZRLTVERT,

« RARTLT7A4YVIORSDKDISATUORNAT DI ORNERRGRIO—RAOERICHREE NIEZRA
NTL74vO0R7ONT1AXZ5OTTL—K,

« AJSDKDISATURNAT DT MNELEGEI— RRNODEHKI
« DSATURIVRIRAVN DTATURDIRELIY RIRAV K,

« REME: BIOREDFERE NIZE,
s WROIVRERAVNSDKIZAT Y RA API D=L ZT5 O ICHEATIHEROIY RARA

> bo

RARNTL
TJ4Y 0

"data."

"{Bucket}-
{Accountld}."

AR

{

Bucket: "amzn-
s3-demo-buck
et1", Accountld
:"123456789012"

924F2NT
Y RIRA K~

"https://service.u
s-west-2.
amazonaws

.com

"https://service.u
s-west-2.
amazonaws

.com

T
X

18

fit

false

false

- =

— AR E

TNLEMDOA S,

BROIY KRR
12k

"https://data.serv
ice.us-we
st-2.amaz
onaws.com"

"https://amzn-
s3-demo-bucke
t1-123456
789012.se

RANTL 74V DR 2T 023y

162



AWS SDKs& Y —JL V77LYAAHAR

RANTL AT A V% N N - RROI> KRR
74V IR YRRAU S 12 b
rvice.us-
west-2.am
azonaws.com"
"data." { "https://override.  true "https://override.
us-west-2 us-west-2
.amazonaw .amazonaw
s.com" (as s.com"”
an override
endpoint)

AWS SDKs&Y —LIC& B HR—K

LTFDOSDKIE, CORNEY UV THIEATHIHMELREZYR—NLET, oA BHANF B,
FARNTCRBEENTVET, VM ZATFALAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—RhEhFET,

SDK H SEEFREEFMAIER
*
N
AWS CLI v2 =3
L
SDK for C++ A BEFHYR—RENTVEEAD. enableHostPrefixIn
A jection ZFALTIZAT7RNOIO—RTRETESR
E
SDK for Go V2 (1.x) T ZRLVITZHERALTEMCTEET,
a
SDK for Go 1.x (V1) x
a
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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SDK

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

i

g A gl A

g A g A g A

g A g A

g A

(A

g A

ERF LB

BEFYR—RNEhTVWERAD, SdkAdvancedClientO
ption.DISABLE_HOST_PREFIX_INJECTION ZEHAL
TOTAT7RODO—RTHRETEEXT,

BRERYR—RENATVEEAN, withDisableHostPre
fixInjection ZFALTIZATMOI—RTEET
EEY,

BRERHYR—RENhTVEREAN, disableHostPrefix
BERALTI9SAT RO —RTHRETEET,

BRERYR—RENATVEEAN, hostPrefixEnabled
EERALTIOTZAT7MOI—RTERETEET,

BRERYR—RMENhTVEEAN, DisableHostPrefixI
njection ZFEALTIZAT7RNOO—RTRETEE
ER

BRERYR—RENTVEEAN, DisableHostPrefixI
njection ZFALTITAT7ROIO—RTRETESR
9,

RERFHR—REhTVWEBAAN, disable_host_prefi
x_injection ZFALTIZATMOI—RTEET
2FET,

inject_host_prefix ZFALTIZA4AFAOO—R
TRETEET,

HRERFHR—RMENTVEBAN, disable_host_prefi
x_injection ZFALTIZATMOI—RTEET
Z2FET,

RARNTLT7AVvOR(2T 023y
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
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SDK B EFEFEFEHEER
o
N
SDK for Rust 2D
Cl
SDK for Swift D
|

PowerShell V5 @YY —)L T BERFHR—RENTOLVEREBAN., NFX—% -ClientCo
A nfig e@{DisableHostPrefixInjection = $true}

ZEALTHEENIANRLY NIEHBDZENTEET,

PowerShell V4 Y —)L T BEFHR—BREhTOVWEEAD., /NTX—& -ClientCo
A] nfig @{DisableHostPrefixInjection = $true}

ZHEALTHENIANRLY NIEHBDZENTEET,

IMDS 247> K~

(® Note

BRER—ZOLATIONDER, £EEFUATO AWSSDKs M) #28BLTLKEEVC DS
141 ROBFER—ZIZDOVWT,

SDK I, v a2 EaI 0TI AN EERALTA VAR AXRTF—RY—EAON—232 2
(IMDSV2) V54T > h2EELET, IMDSv2 OFMIZ DV T, "TAmazon EC2 1—H—H A
Ry D TAVABRVAXET—BY—EREZFALTA VAR AXBRTF—RICTOLERTS, 25
BLTKEEW, IMDS V54T Mg, SDKO—RR—RIZHBDVFA TV RREAXTZI VN
ZEALTERETEET,

COMREZRETAICEF. UTOLSICEALET,
retries- VAT RREA TSI VR N—
VO TARN KRB 1258 OBMBRTOEH,

F7x)LNE: 3
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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B ME : 0 &V KEVEUE,
poxt - VAT RBEATSI IR N—

IRERABMDR—K,
F7#I)NME: 80

BME . BUE,
token_ttl- VS A T RNREFATZITIORMAN—

N—=D2® TTL,
77 #J)LNME : 21,600 B (6 BFRE., &V HT S HAERB),

BMsE . BE,
endpoint - VSA 7V RREAT DT IORXN—

IMDS O RKRA > K,

77 # )L NME : endpoint_mode & IPV4 ICHELWEBE, F7AILRNIY RERAUMNE
http://169.254.169.254 T, endpoint_mode A" IPv6 ICEL VEHEE, 72 NDT
~ RARA 2 NE http://[fd00:ec2::254] T,

BMEME . BB URL

R¥D SDK TRUTOARL =232 HFHYR—FEhTVERT, FHlRICOVWTE., HED SDK
O—RR—RAZZRLTEE,

endpoint_mode - 75 A TV REREATZ IO RMXN—
IMDS I RRA > RE—R,
T 7 # )L NME: IPv4

BEMs{E:IPv4, IPVE|
http_open_timeout - VS A 7 RREA TSI IO RMAUN— (BRI ELBDZIBENHYET)

EESE<0ZEF 2R
77 #)LI\ﬂE 1 *I)\o

B E : 0 &V KEVEYE,

IMDS 72477~ bk

166



AWS SDKs& Y —JL V77LYAAHAR

http_read_timeout - VS A T RREA TSI IO RMAUN— (BEIRKERLBDZIBENHYET)

120F—RF Y2 ONZHIMSNDETORH.
T7FINE: 18

BME : 0 &V KREVEIE,
http_debug_output - VS A 7 RBEA TSI IORNXAN— (BHIRELRDBEN BV ET)

TFNYTROHNARN)—LZRELET,
T7FINE: &L,

B3{E : STDOUT DRSS BEME /0O AR —L4,
backoff - VA 7Y REEFT P TV RMXYN— (BAIREBZBEN HYET)

URZABEREFISERNRAELIENY VFAT7BEREFRTHIETOBICAY-—TI328H. C
nE, FTFILNOIOARRDYIINY VA TEREEATIISEEHAZFET,

T7FINME: H—EARAICK>TERBYNET,
BME: SDKICK2TERBRWET, BUETE, DNAXRLBHROFVOPHLTELATVEE A,

AWS SDKs&Y —LIC& B HR— K

LTFDOSDKIE, COREY U THATHIHMELREZYR—NLET, oA BHANF BN,
FANTCRBEENTVET, VM ZATFALAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—RNEhFET,

SDK B EEFEFEAEIR
A
N
AWS CLI v2 (=
L
SDK for C++ 2D
T

SDK for Go V2 (1.x)

IMDS V247>~ 167


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK B ARFLEFHMABR
7
K
SDK for Go 1.x (V1) (&
L
SDK for Java 2.x &
L
SDK for Java 1.x (&
R
SDK for JavaScript 3.x (&
R
SDK for JavaScript 2.x (&
R
SDK for Kotlin 25
T
SDK for .NET 4.x (&
L
SDK for .NET 3.x (&
L
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
SDK for Rust (&
L

IMDS 954 7>~ 168


https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK B EEFREEFFEFAEER

o
N

SDK for Swift (&
L)

PowerShell V5 ©YY —)L (&
L)

PowerShell V4 ©YY —)L &
L

BEITEME
(® Note

RER—TDOLATINOERE, £EIFELLTO AWSSDKs ") #28BLTLKETVCDS
41 ROBER—TICDOVT,

BEITEBEICIE. SDKAAWS O —EAADUITANCLKZEENSOEREEZRADHNICET
DRENEENET,
COMEEZRETDICE. UTOLSICEALET,

retry_mode - 8 AWS config” 7 1 JLE&E, AWS_RETRY_MODE - I:RIEZH, aws.retryMode -
JVM 2 A7 A7'0/NF 1 : Java/Kotlin @

SDK RLERRREY —ILFBRTZEADFEEZEELET.

F7 4 )L ME: COfER SDK ICEATT . BED SDK H4 RELF SDK DO— RR—RATF
7Z) MO retry_mode ZHEFRL TS EE LY,

B 1E:

« standard - (%) AWS SDKs £ THRBE D BHTIL—ILOEY v COE—RIZE,
BRATENDIT7—0EELY MEFNTHY, BETEXRZESNWICHAEL TTAMKE
ZEMZRRLLET, COE—RE, YAFTFRNTTVT—23 0 TEREICERATESR
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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9, max_attempts AMPARMWICEREESNTVEVREY, COE—RTOF7FI)I NOEKRET
E#E 3ETT,

« adaptive -BET—ROMERXISA T NMIOL—MOBEHFRZED. BHEI1I—A
T—AZOXBEULEBRTE— R, COBRATE—RE., 77Ur5r—>3> 57+ hz2lEE
ICHABELBWVRY, YIFTFORNTTIVT—=232 k6580 LFEEA, HHICOVTE

Fstandard & adaptive OBEITE—RZERT D, ZZRLTILKEETVY, COE—RE=E
BREETHY) . RNICEMEN ZEEND UM HYET,

. legacy — (JEM#¥E) CERA O SDK ICEH (BE®D SDK 4 RE =ik SDK 00— RR— A%
L T<L<EZW),
max_attempts - £ AWS config” 7 1 JLERE, AWS_MAX_ATTEMPTS - IRIEZLH,
aws.maxAttempts - JVM 2 A7 A7 O/\VTF 1 : Java/Kotlin @ &

1EIOUIIANTISBAATERZEELE T,
T7A)NE: COEFEEENATVWEVES, 74N retry_mode DFREDMEIZK 2
TEBYVET,

« retry_mode & legacy OIS -SDKEEDOTF7 # )L MEZFEAL X T (max_attempts 7
7HILBNCOVWTR, BED SDK HA4 RELEE SDK D I— RR—AZEREL T EEV ),

« retry_mode &' standard ®FE -3 ERTLET,
« retry_mode # adaptive WFE -3 BERETLET,

BMEE: 0 &V KREVERYE,

standard & adaptive " BHETE— RZEIRT S

FERARRY adaptive ICEL TVWB CENfBETHVWRY ., standard BRATE—RZFEATSC
EZzHBHLET,

(® Note
adaptive T— R, NV IOIV RY—EANFVIITANZAOY NLTHEHEICESIVT
DZAT RN ET=)ILTVABRCEZFRELTVET, chziTHBEVE, BEOUY—
ACBRLOIZA4T7 R Z2FERALTWVWARESE, 1 20UV —AOAOY NUTIC&KY), #EEH
BRBEVY—AODVIITARNBETDAEMEN HVET,

BRTEME 170
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R FETT17
T7VTr—23>01—AT—A: X, T70r5r—23a>0l1—AT—RA:

1. LAT0—0EEz2ZTEE A,

2.9ATF>RE1D2OUY—=AICOIKRT D
TRATBD, TUOERATRH—ERAJY—A
IC&2TOZAT M E@EBICT—ILT50
DY UERBLET,

HB—FYNTL—VZYR—KLT, FLEFRIZ H—FYRTL—DOFHR-NLT, FLHPIC
SDK BT I 2D ZEMHEXRT, SDK A'BHAITI DD ZEMHEXRT,

BERERICODVE—ENLEIVARRY BHONYIFTHBEZEALT, LAT22—
WINY OFT7#ERALET, AMIEMT DA E|MAIC, RBLEVD
TANOBEHZNMRICHNADLSHAKAET,

ROV IITANOHATHFEBET D EF%E ROV I ITANATZAOY MR IFELE
<. BATOHNEELET, TEET,

adaptive T—RZFEATSDHBEE. 77UTr—>32@FAAOY MNL&E h%ﬂﬁ‘é’liﬂ)&é-’%U J—2A

EHROICERFENLEITAT N EBETDIHNEN HYVET, CDIF )Y =AW, ThENICD
WTEZADEY BN <AEREIhETIT AWS OH—ER, &, 'J7I7\|\’E§E¥?67’:&5Eﬁﬁﬁ?

DEMODTAX2AVEFEDAWS ODH—ERA N TEET, Amazon DynamoDB H—E A%
Ble LTHEALEL LS, DynamoDB ik, AWS U—23 > ETF IV EARENZT—TIILEERALT
DOTIARNERABLET, 2FV., I—RAFTIEALTVWR 1 20T7—7I)LiF. ttoT7—7 L&

WEAOY NLENBHESEN B ET, I—RAFRALIZATNEERALTIRNTOT—TILIC
TOEAL, ThsOT—T7ILOVTFNAANOVIOIARNNAOY NLEhiEHE, 7771478
HITE—RTR, IXTOT—TILOVIOIANL—KFETFLET, I—REE, V=23 e&r—
TILORTZEWCADDITAT RN ERE DRSS ICKRFATIMEN HY F£F, adaptive E—R®D

FERRBICTFHLBEWVWLATOO—PRELESESRE. FALTLVST—EAOHED AWS RF 1 X
YRNAARZSBLTLSEZV,

BRADE 7
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ﬁ_ﬁ‘fT:E R 0)% @nﬁ'ﬁ

AWS SDKsh—O 2 NT Y hZERAL T, VDOITANZBHATIZHNESH, BLTUIIAMD
EERE (adaptiveBHITE—RDIFR) ZRELE T, SDK TR, BRAITAN—INTY REV
DIANL—=BMR=ONTYRND2D2OR=02NTY RAERENET,

« BETKN—ONTYRE, SDKHFELERICTYTARN)—LY—ERETVVARN)—LY—
EAZRBEITDLOICBRTZ—RKNCENIIILEN BRIHLESHZHETAL-HICERAET
TY, BRATIBHICNTY MASP=OOFBBEHh, VITIARRUITIENTY M h—
TUNBENET, BREITRICNTY MZ0DHE, SDKERUIJIANZBHITLEE A,

« UOTARNL—KNR=92NT Y NiE adaptive BRITE—RTOHKMEAETH, UIVTARNDZE
BL—MERELET, VIITAMEEESIDEICNTY NS K=OFBIBEch, Y—EX
ICEK?2?TRENDAOY NI I LARVAICEDVTEHWICREENEL—RNTNT Y MZh—
TIUONBRENEKT,

AT, standard & adaptive BETE— ROEAEOREABZELID—RTT,

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

BUO—RTHEATNDAVAR—ZX2 MOFHREROELY T,

GetSendToken:
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https://en.wikipedia.org/wiki/Token_bucket
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CDATY7I& adaptive BREITE—RTOKMERAEIAET, CORTY T TR, VDIUIANL—
NN—=ONTYRDASRN—D2 ZBBLET, N—UUNFEATELRVES., =0T
ICBDETHBLET, SDKIZIF, FHTIRDYICVUIIANEZRRESEIREATTa NA
BEENTVBRBEENHYET. NTYNADON =T E@. 9FA4T7MFZELELEROY NV TL
ARVAOBICETVWTENICREE NS L —NTHRENET,

SendHTTPRequest:

CODATYT TR, UIUITARNEZE ICEELET AWS, AWSSDKslk, HTTP UV T AR ETSE
BRI z2FEALTHREOEREBAAITD HTTPSA 7SV EFERALET, —BHIC, A
Oy NUIIS—HFRERATIVIIARNRBLEEZES, #REBANAEAETITY., BRI —
NFERATVIOIAMNKXBLESEEBEINRAEAEEA,

RequestBookkeeping:

DOTARNTEHTRDE, =0 =02 NTY NIEMENET, adaptive BHITE—R
DHJEDH, VITARL—RNN=O0UNTYROT71)IL—NE, BELELARYAODRATIC
EJVWTEHEhET,

Retryable:
COARTYT TR, ATCEITVWTIRHEZBRATTERHNESHEZHMLE T,

« HTTP A7 —X2AO—R,

« H—EAASRENLEIZ—O—R,

s BRIIZ—&E, SDKAZRBLEIZ—OFT, Y—ERAA SO HTTP BEANZEEThBZEVTAX
_Co)I?_Ej:Ebijo

—RHNABIZ— (HTTP AT—%A0— K 400, 408, 500, 502, 503, 504 ) &£AO0Y NUVTT
Z— (HTTP AT —2A0— R 400, 403, 429, 502, 503, 509 ) F I NTHHATET D AaEHL
H'VET, SDK OBRTEERG, IZ—A—RFLBFY—EALSOZOMOT—REHAEDE
TREENET,

MAX_ATTEMPTS:

77 2N NOBEAFATERIE. max_attempts BEIC K> TLEEEZ BV, retry_mode &%
BILK>TREETNET,

HasRetryQuota
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COARTYT TR, BRATIN—OVNTYRDPSN—D2ZRBLET, BATA—INTY RY
Z0HE. VIIANIBRITENEEA,

ExponentialBackoff

BAEATURESZIZ—05HE. BRATEEREFEIIARRD I YIINY OAT72FEALTAHEEZ L
FT. SDKRIZYER—FREDYWRTZEIVARR Y INY OFTZERALET, ROTI

JVALR, iVITAMCHRHTZLEDOKRLERE (WEMN ) FEDRSICERENTVWEIAZRL
TVET,

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

AROTILIVAALTE., ATOENBERENET,

b

random number within the range of: @ <= b <=1
r =2

F& A ED SDK Tld MAX_BACKOFF = 20 seconds T9, RN =®., BHED SDK HA REL
FY—AO—RESBLTLSEEL,

AWS SDKs& Y —JLICK B HR— K
LTOSDKIE., COREY UTHBTIMELREEZYR—NLET, BONBHAN BN,

FARNTCRBEESNTVET, VM ATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B FEFRLEFMAER
#
K
AWS CLI v2 &
L)
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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D7F7LYAAAR

SDK

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

.|j.

(A

g A

(A

(W)

(A

(W)

(&

(A

(A

ERF LB

JVM A7 A7'0O/NF 1: aws.maxAttempts DD
V) (Z com.amazonaws.sdk.maxAttempts ZEA

L. aws.retryMode Db ) IC com.amazonaws.sdk.
retryMode ZFEALET,

RABRATER, DVR—ZHESITIARRIZYILNY D
F7. BETNY IFXTOAARLXI)Y ROFAT 3%
BR—MLET,
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK B EFEFEFEHEER
e
N
SDK for Rust (=
L
SDK for Swift =
L

PowerShell V5 DY —)L (&
L)

PowerShell V4 DY —)L (&
L

VOTANERE

® Note

O

RMER—ZOLATONOERE, £EFUTO AWSSDKs M) 282BLTLKEEVWC DS
A4 ROBER—TICOVT,

AWS SDKs& Y —)Lik, EfiE NIERAO—ROZFEFEAWS OHY—ER ZHR—NTB ICUIVIAR
NEEFETRDEEIL, RAO—REZBEBNICEMTEETE T, Y—ERACEETDEICIZTAT R
TRAO—REEHTRDE, Y—EALLT—RZ2EEITRZLHICHEZRVIOIANDORKE FIEHIED
WY, RAO—RYPASXICHTEDH—EADFIRZEHRHELTERRTZ VIV IANE RS TEEEN B
WET, EETIE, SDKELRY =LK, H—ERE SDKOMAAIZE 2 THR—KNEnD I 1—
TFAVITINAVXLEBIRLVUES, 2L, AEEICI—F1 2T ORED Y AN gzip D&
TEBRENTVETH, HROICEIGRE D TREES B ET,

DOTANE#E., 77U —3>H Amazon CloudWatch ZRAL TVWRBEICEHICKRISEE
9o CloudWatch I&, OJ. XKUIVRA, AIRVNOERXTEZRIIBLVERT—RZNET
BPEZRVIBLROCATH—-NEUTAH—ERATT, EfZHR—RNTIDH—EAARL—> 3
> O—HlE LT, CloudWatch @ PutMetricDataAPl XYY REZEITBZENTEET,

COMEEREITDICE. ATORSIZEALET,

DOTANER 176


https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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disable_request_compression - 3t AWS config”7 7 1 JLERRE,
AWS_DISABLE_REQUEST_COMPRESSION - IR¥ZEZ %, aws.disableRequestCompression - JVM
S AF L7 ONT 1 : Java/Kotlin @

FUOEREFAFTICLT, SDKELERFY—=IUAVIOTARNEEETDHEICRAO—REZELHETSH
ESHERELET,

F7 # )L ME: false

BEMEE:

c true-VIOITANEHEFTICLET,

« false-A[RERBERFVIIANEHEFERALET,

request_min_compression_size_bytes - £5H AWS config”7 7
4 JLERE, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - RIELH,
aws.requestMinCompressionSizeBytes - JVM > A7 A7 O/VF 1 : Java/Kotlin @ &

SDK &RV —IAEBITDIBEN HBDVITARNEKXDOFRPM A X (NA D) ZRELET,
PEBRAO-—RGEMIDERSKBDARMUN BRSO, EMERITIZCENSBERTHD
TRArFELET. COERBENTHY. COBEBALEOVITAN A AXRGEMRENET,

77 # )L NME: 10,240 /N1 ~

B7{E: 0~ 10,485,760 /N1 h DEBUE,

AWS SDKs&Y —LIC& B HR— K

LLT®OSDKIE, COREY U THIPTHIMELRELZYR—NLET, oW EFAN BN,
FARNTCRBESNTVET, VM ATFTALAZ7ONT 15REW. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B EEFEFEAEIR
A
N
AWS CLI v2 (=
L
SDK for C++ (&
L)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK B FEFRLEFMAER
#
K
SDK for Go V2 (1.x) F:
L
SDK for Go 1.x (V1) S
=]
SDK for Java 2.x (&
W
SDK for Java 1.x T~
]
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x 2D
a
SDK for Kotlin (&
L
SDK for .NET 4.x (&
R
SDK for .NET 3.x &
L
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK B EFEFEFEHEER
+
N
SDK for Rust (=
L)
SDK for Swift D
a
PowerShell V5 ©YY —)L (&
L)
PowerShell V4 ©YY —)L &
L

B—EABEBOI RKRA B

® Note
RER—TZDOLATINDOERE, REGELTDO AWSSDKs "y Z2ZRLTKEEVC DT
1 ROBER—ZICDVT,

B—EABEBDOIY RRAKREILLY, APLUIIANIEEDOIY RRANEERTZ AT
arvhBsh, COBRBEELET. ChSOREICK), O—AILIV RRAZ M, VPCI
YRERAVBN, BREY—RN—FT 1 OO—H)L AWS BRBRZRERICHR—FTEELET, TAbD
REBEABREBECGIEBCDIVRRANEFEATEERT, I RKRA>2 M URL EKfERIDO AWS O
H—EALCEETEXRT,

COMEERETDICE. ATORSIZEALET,

endpoint_url - #£58 AWS config”7 7 1 JLEXE, AWS_ENDPOINT_URL - IRIEZH,
aws.endpointUrl - JVM 2 A7 A7'0O/NFT 4 : Java/Kotlin ® &

ZO77A4)ATEEEETSH. REZEBELTEEL LSS, COBREBERIXNTOY—ER
VDOTIANCHERAEINDIVRRAPNEEELET, COIY RRAVMNE, REEThTVS
B—EABBDIY RRAKMIL>TLEEEETNET,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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HET7A4)D servicesty> 3> AWS configR TZNREZFEAL T, FENH—ER
DAABRLLIY RRAVNERETDEETEET, services OB T U2 a > THEH
FTREINTOH—ERBRHFF—DOUANIOVWTR, "TH—EABEOIY RKRA ~DiEFE
Fi1 ZZRLTLEZL,

77 # )L ME: none

BUMBE: IVRRAVNODAF—LERARNZEET URL, URL I, BEICHLUTT1 2HULED

NAETA D RZECNADAVR—F I RNZEDDENTEEXT,
AWS_ENDPOINT_URL_<SERVICE> IRIEZH, aws.endpointUrl<ServiceName> - JVM > AT A
7°0/NF 4 : Java/Kotlin @ &

AWS_ENDPOINT_URL_<SERVICE>E#BIF<SERVICE>TAWS OB —E A . BEOH—EAD
NHAZLTIYV RRAVNERELET, Y—EABBOREBZHOUARNCOVWTE, "H—E
ABEBEODT RIRANDOEBRF1 #SRLUTLSEETL,

CHY—EABENI> RAKRA > MNE, AWS_ENDPOINT _URL ICEREEThTWaA5O-NILIY>
RIRAVBRNKVEBEENET,

77 # )L ME: none

BWEE: TVRRAVRNDAF—LERAMEET URL, URL &, HEICAHLUT1 2HLED

NAETXRZECNAOAVR—F N EEHBDENTEET,
ignore_configured_endpoint_uxrls - 5 AWS config7 7

4 JLEXE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IRIEZH,
aws.ignoreConfiguredEndpointUrls - JVM > AT A7 O/NT 4 : Java/Kotlin @ &

CORERF., INTOHAZLIY RRAVINREZERIDLHICEAETIIT,

OA—REFLERH—ERISATUMEBICEREENTVIATRHEIY RKRAIU N, CORE
CEBRESFEAEND CEICEBRELTLKESY, X, AWSCLI OY > RIZ--endpoint-
urldN Y RSAUNTA—RZEDEY), TVRERKLNURLEZEIVSZATURNIAVARNT IR
ICELEYTRE, BEAMIRYET,

77 # )L ME: false

B/ {E:
« true —SDK FhE@FY—IEF. I>RKRAINURLEZRETSHD config BT 71
RREZEBDSHARLREA T AV aGhBdLlEHY)EEA,
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- false —SDK =Y =)L, config RBE7 7ML FLERREZHAN S I —NFEHL
EIVRRANZIXNTHEALET,

REZREFEALLEIY RKRA MORE

ITRTOY—EADIVITARNEHAARZRLALIY RIRA NURLICIL—F 12 T9F3IZI1E,
AWS_ENDPOINT_URL JO—NIBREZHZHRELE T,

export AWS_ENDPOINT_URL=http://localhost:4567

BEOD DUIVIANENDARLLIY RARA M URLAWS O —E R ICIL—FT 1>
9321k, AWS_ENDPOINT_URL_<SERVICE>REZHZFEHLEI, O Amazon
DynamoDB & serviceIdT¥DynamoDB, CDH—EANI > RKRA > N URL REZH
(& AWS_ENDPOINT_URL_DYNAMODB T3, NIV RERA U N, COH—EADLEHIC
AWS_ENDPOINT_URL ICEREE N TWVWRIO—NILIV RRAV MKW EBEENET,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

AoflE LT, 2 serviceId® AWS Elastic Beanstalk A& V) ¥ 9 Elastic Beanstalks

AWS O —E R BBIFIE., IXNTOAR—RAZT VA —AATICBEHRA, IXNTOXNFERXF
([Cserviceld¥aZ&T, APIEFILD LETVTVET, COH—ERICIY RKRA2 NERE
ITREHD, WNETHRELZEIE AWS_ENDPOINT_URL_ELASTIC_BEANSTALK T9, Y—EAEH
DIREBEZBOVANIOVTE., "H—ERABEOI RKRA MOFEAF1 ZSRBLUTLSEE,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

config HE7 7/ )L ZERALTI RRAV N ERELET

config #E7 7ML T, endpoint_url AEXRETETBBATE T ETLMBEICFERAEINET,

« profile AT endpoint_url ZE#EEETZ L. TOIY RRAMITO-NIIY RRA
RNCRYET,

e services > a>AOH—ERAID F—0DOTFIC endpoint_url ZRARNTDE, TOIUR
RAVKMRFZEOH—ERACHRLTITONEVD IV ITANIOKBERAENET, £B config 77 4
JILRD services TV IAVOERICOVTEHLLLE, "ZE7 740K, 25RBLTLKE
=L,
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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ROBITIE, services EHEEFEAL T Amazon S3 ICFERAET B EERBZIY—ERABAENOI VR
RAVBNURLE, HOITXNTOH—ERICERENDEERBRDZHAAZRLTO-NILIY RIRA Y
NERELET,

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

120707 74N TEBOHY—EAODI RRANERETEET, COHITIE. Amazon S3
& AWS Elastic Beanstalk D —EABEENDI > RARA N URLs ZRIUZ7O7 7 A IIICERET S
FEERLUET, (ZIF serviceId® AWS Elastic Beanstalk A& ') £9dElastic Beanstalk,
AWS O —ERA BBIFIE., IXNTOAR—RAZT VA —AATICBEHRA, IXNTOXNFZEPIXF
ICBZE#ZXservicelddZ & T, APIEFILD ICETVTVWET, LEANT, Y—ERID ¥—
& elastic_beanstalk [C%&V), COHY—EADKREWR elastic_beanstalk = DO1THSH
BMENET, services IV THEATRZIINTOY—ERABIFF—OVANIOVTIE,
TY—EABEODLIY RRANOEBFi1 Z#SRBLTLSEEV,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

H—ERARERI3aVEEROTO77AINTERATEES, &K, 220707 74IILAE
UE# services Z2FEAL., OO 7AN7ONT A ZEEITDENTEET,

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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[profile testing-text]
output = text
services = testing-s3

O—IR—AOFAFEHRZEALTT7O77AMILADOIY RRA N ERELRT

7’07 7 4 )LIZ IAM Assume Role #£8E®M source_profile NS X—RICK>THRESNIO—/
R—ADRMBEHRN HBHEE. SODKREEENE7O77AMILOY—EARENHZFALET,

O—I)IFI—2Enk7O7 74 ERAEhELA, FIZE., XROHRE config 774N %Z2EH
LET,

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam: :123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

Z7O774)BEFEALTI—RAT Amazon EC2 U T &, T2 RAKRA > N https://
profile-b-ec2-endpoint.aws E L THRENET, I— RO —ERAICVUIITANZEE
LiEBE., IVRRANOBREIDAZLAOSY VICEEVEREA,. IVRRANFEZ7O774
IMATEZENLEIO-NILIVRRANIGBRENEEA, JO-NILIVRKRANZEB
ZA77ANICHLTEMICTSICIE., 7O774)L B ATEE endpoint_url Z:RET B HEN
HVET, source_profile BREDFMICOVTE, O—ILRHER7ONAF—%5|2ZTET
ESBLTLSEEL,

REDEKIEN

CHHBENHRERERICEATEETN., 1 DOHY—FERAICD2E 1 DOENfBEENET, BHEOD
ICXLTIHNi= API =)L Tl AWS O —E R, XDJEFZFERAL TEZIZIRLE T,

1. A= RFLEFHY—ERIZFATNERICRESNTVSHARNERERF, HORER) EEBE
TNET,
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« OFE AWS CLI, chid--endpoint-urlINY RIAUNTA—RICK > TRMENZET
¥, SDK DHE. ARNEEYETE., AWSOY—ER VSA T MNEERREAXTDTH
REA VARV ANLTRBREEBICERELENTGXA—ROERICHYET,

2. H—EZAEE OREZH (AWS_ENDPOINT_URL_DYNAMODB & &) IZ&k 2 TRt B {E,
3. AWS_ENDPOINT_URL JA—/NII> RRA 2 MNREZRIZK > TRt B E,

4. endpoint_url REICL>THESNBER. confighBET7 7ML D services V3> AD
B—EAIDF—OTFICRANENET,

5 #£B config 77 4L D profile ATEREEEE Nz endpoint_url FREICK2>TES IS
E

6. TNTND OFTT7FIBDIY RKAZ N URLAWS O —ERX FHEEICEAETIET,

AWS SDKs& Y —LICK B HR— K

LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD & NIE,
FARNTCRBEENTVET, VM ZATFALAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhhET,

SDK B EEFREEFFEFAEER
#
N
AWS CLI v2 =
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) L
L)
A
SDK for Java 2.x &
R
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK B EEF L EFEER
N

SDK for Java 1.x (A
L

—

A

SDK for JavaScript 3.x (&
L

SDK for JavaScript 2.x L
L

—

A

SDK for Kotlin (=
L

SDK for .NET 4.x %3
L

SDK for .NET 3.x (=
L

SDK for PHP 3.x %3
L

SDK for Python (Boto3) (&
L

SDK for Ruby 3.x (&
L

SDK for Rust (=
L

SDK for Swift (=
L
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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