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AWS SDKs TEBHES N TLVD AR

Z<OSDK &Y =)Lk, HERIARFLEHEZAT7ZVEZBELUT, WO OHBHEZHRE
LTLW&ET,

COHARIZERTICEATRIEBRIEENRTVET,
« AWS SDKs&EY —ILOJO—/VILERE - B configH KT credentials 77 AL FLRBFRE
ZHZEFEHAL TAWS SDKsEY — L ZRET D H %o

« AWSSDKs £V —)LEFEALLRIAET VA -2FEALTHRAWS 35 EIC, O—R&EL
Y —IA TRIALTBDHEEBILILET AWS O —E A,

« AWSSDKsE Y —IILDBREV I 7L VA -FBEAEREICEATERIINTOREREN VT 7L
> Ao

- AWS HBS> R AL (CRT)SA 75V - BETNTNH SDKs THEATE 3 HE AWS HBES> &
4L (CRT)ZA47Z1)OHBE,

« AWSSDKSXVTFH VAR — Tk, ENAILBRTE/ DA R —FY N (IoT) SDKs ZET
AWS Software Development Kit (SDKs) £V —I)LOX > T+ ARII—eEN=23 200, B&
CEOEBERDIEKFERICOVTHALET,

DO AWS SDKsB RV —IILUT 7LV ATA Rk, BEHO SDKsHEXRTY —)LIZHEHAE hBER
DEBEBDEZEANELTVET, CCIICEHFETNTVAERICMA T, FALTWVWS SDKE
ERY—ILBEEOHA REFALTLKEEVY, COHA RTHOEROBEEELEY> I EEL SDK &
YV=ILERXROEHY TT,

REEALTLNDEA: COHARCEET DI IVERDES)
7,

« EEO SDK £1zEY—) AWS SDKSX > T F 2V ARI > —

« AWS Cloud9 AWS SDKs& Y =)L 0 JO—/NLERE

« AWS CDK

AWS SDKs &V —LZFEALEFRREET O+
» AWS Toolkit for Azure DevOps Z

. AWS Toolkit for JetBrains B
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ReFEALTWRIEE: COHARICEETZ EIZIVEARODESY)
<9,

AWS Toolkit for Visual Studio Code
» AWS Serverless Application Model

* AWS CodeArtifact

» AWS CodeBuild

» Amazon CodeCatalyst
« AWS CodeCommit

* AWS CodeDeploy

* AWS CodePipeline

« AWS CLI AWS SDKs&Y =L 0 I O—/VILERE

S S S G AWS SDKs £V — )L &AL ERIEET I+
« AWS SDK for Go =z

+ AWS SDK for Java a

 AWS SDK for JavaScript
« AWS SDK for Kotlin AWS HBZ > XA L (CRT) S475 V)
« AWS SDK for .NET

« AWS SDK for PHP
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Amazon Q Developer &, £ Al Z25FRLERXRBETARXNT, AWSTF7UTG—23a> 08
fR. B, R, BERAICKRISET., BEEZMETSL-HIC AWS, Amazon Q Z2#{LTHETIN
&, RVELETEANBSBRENCEEZERNTSLEHIC, SRED AWS D7V TR
NTVET, FMICDOVWTIE., TAmazon Q Developer 1—H%—7 4 R1 @ TWhat is Amazon Q
Developer?) 228 L T &L\,

YV=IFYNOFTLANUEA

AWS FHABRIIRE (IDE) Y —I)L*¥ Y Nk, IDERD AWS H—ERZAADOT VAR TEICTDS
ZU4 2 EHRBEET T, Amazon QIDE 759 1 > L HiR#EEENE . IDE D4R Al XEZ WAL
ICLUET, % IDE Toolkit ®FFMIC DV TIEE, BIORD Tookit T—H—H4 RESHBL T EE
Wo IDE T® Amazon Q OEADOFEFMIZ DOWTIE, Amazon Q FROY/N\—HA KD IDE REY ¥
® "Amazon Q DEAL ZZRL T EEL,

AWS IDE Toolkits & Amazon Q I&. $#& ® AWS Toolkit & AmazonQ DV —AIZETIREZE
HITBEHIZ, 94T MIOTFLARNIF—2ZRNEL TRETIEEN B ET, NEEII
F—A&(k. AWS Toolkit & Amazon Q DERAEEE{LLE T,

I X T D IDE Toolkits & Amazon Q AWS TREENFL X NUF—ROFEMIC OV T, aws-
toolkit-commonGithub 'J7/RZ N @ commonDefinitions.json RFIX RZEZSBL T EEV,

& AWS IDE Toolkits & &k O Amazon Q #LiREEREIC R > TUETNETFL A NUF—2OFEMIZ DOV
Tk, R®D AWS Toolkit GitHub VAR KU DUV —ARFIXI RN EZSBLTLSEEL,

« AWS Amazon Q %Z £/ L /= Visual Studio Toolkit
« AWS Toolkit for Visual Studio Code VS Code @ & & T Amazon Q L3R AL
« AWS Toolkit for JetBrains JetBrains i & KU Amazon Q 7’55 14 >

* Amazon Q for Eclipse

AWS Toolkits TPV EATEZDREND AWS H—E Rk, BMOISATMNIOTLXRN) F—
REWNETRHENBYVET, 2D AWS H—ERIZL > TRNEET D F—2OEEOFHMIZ DL
Tk, EBLOHZIBEOH—EANDAWS RFIAXAKNRNEYOZSBLTLIEETL,
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AWS SDKs X AWS Command Line Interface ( AWS CLI) & Dt AWS BREY —IILE2FERTS
E., AWSH—EAXAPISZBRETEET, LEL, TORIC, EREhEBREZERTIDLHICH
EREHRE SDK FLERY —IILICERETIHEN HYET,

CORBICEATOTATLNEENET,

« APl DD L tZ2 &5 9 228, RiEHRIE. AWS H—N—AODUVIITANZRES{LTS
EHICERAETNET, COBEHREFEAL T, FIDAWS ZHEEL., ThICBENMNITONET I
AFFAIR)S—ZRBTEERT, XIC, EORDIBTOVAEETTEDINEHMTEET,

s UOTARNOREBEZE, VIOITANDEEFERXR (AWSH—ERIVRERAUKN), LARADRE
RELBFRTRAEE AWSCLI F£E SDK ICERDEHICHERATZ EOMHOEREDEEMA,

HESDKRERY -G, VEBFABTHRERERREHRIEITDLHICHEATEZIBRBOY —A%ZY
R=BRLTLVERT, V—ADOHIZE SDKPY—ICHMBDENEHD 1=, TOHEDERAFED
FHCOVTE, ZOV—LEIZESDKORFIXY NEZRIDBENHVET.

1L, AWSSDKs&EY =)Lk, J—RBBUADTZAIVY—AL SO —BNEREE T R—
RULTVET, cOEIa>TR, RORMEYZIZOVWTHBELET,
(N =Ry

« X857 7 A )lconfig& credentials 77 1)L ZFEAL TAWS SDKs &£V —J)LZTJO—/NILICEBRET
)

« AWS SDKs &Y —)LOHAE 7 7 4 )lLconfigk credentials 77 1 JLDBFIOBREELEE
« IREZHZEFAL TAWSSDKs&eY —)L&E T O—/NILIZERET S

« WWMZARAFL7ONT 14 %ZFHL TAWS SDK for Java & 25 0O—/VILICERET S AWS SDK for
Kotlin

HBT 7 14 )config& credentials 77 /)L &EERHL T AWS
SDKs &V —)LzJ0O0—NIICERET S

48 AWS config 77 M4 J)L & credentials 7 7 A )Lk, AWS SDK £zl EY —ILADFERLERE
ZIEETEDIRE—MNEAETT,

#5 config 8KV credentials 77 4L 4
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H#B 774 )lconfig& credentials 77 AINICIE, —BOTA77AILFEENTVWET, 7
A774J)Ik, AWS SDKs, AWS Command Line Interface (AWSCLI) ., 8XRTEOMDY =)L
THEAThZF—ECEORTO—ENDHRETT, 7OV 7A N 2FERTBHEEICSDK/ Y—ILD—
HEBRETHLEHIC, BEEA7O77AIILICREENET, ChsOT7 7ML, EFf 1I—H—0
A—AIIREBICHZDIXNTOT V=232, 7O0EA, FLESDKICHEETREVSAT T#
Bl Eh&ET,

#E config 77 M) & credentials 77/ I)LIkEBE55% ASCII XF (UTF-8 TII—R&h
7‘)®&Eat7b DTFARNTTAILTT, CchSE—mRICINI 7 7AI)EFENDERXZEEY)
9,

707740

H#E config 77 M4J)LE credentials 774/ IAOREFBEN7O7 7M1 IIICEENS TS NE
To 77MIATERO7O7 74N ZEERL T, BL2HARREBICEAIZIELIREBREEK
TEEY,

[default] Z7O77ALICE. BEOGBFMNETOAT 7 AL EEEATVWEWESRIZ SDK £
EY—IARL =23V TCHEATNDENINrEENET, BEAICTHTHNICSRTEZENO7O7 7 4
LWEERTRDEETERT, BRTOATTFAINRE. T7TVT—232®2F VAU TERDRE
EEZERTERY,

® Note

[default] BREICHFOBZVWITOT7AILTT, COTOT7AIE, I—H—
707740 ZEEELBEWVEEIC SDKAERTEZ T 7L NOTOT77AILTHD I

., default OERAFIHFSNTVEY, ERESNET7 A NEZMOTOT 7 AILICE
R332l EREBA, [default] 7O 7AIINICAL ZREL ., BRNETOT 7 A
LIRELZEWES, BRINE7O7 7ML ZEATREE. EFREThEFHA,

BUNETO77AIZERETS

[default] Z7O7 7 AL EEBOERNETOT77AILE, BU77AIILRICEETEERT. X
OREZFEAL T, I—RORITHICSDK TGV —INFrFEATZ7O77MIIOREZERL E
T, 7O77ALNREO—RATERTSZCELE, ZRETHIEECOAVIRIECERTR L
TE&XJ AWS CLlo

ROVWThAZREL T, COBREZRELET,

70774 5


https://wikipedia.org/wiki/INI_file
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AWS_PROFILE - RIEZEHK

CORBLZHZZURNETOAT7ANELEE "F7A4I)I M) ICRETDE, IXNTO SDK J—
R&EAWSCLI ONREIEZFO7O077A4IINOBREZFEALET,

Linux/macOS WX RTAVICKBDBREBEZHROFREDH ZLLTICRLUET,
export AWS_PROFILE="my_default_profile_name";
Windows DN RTA VIZLDREZHOREDH ZLULTICRLET,

setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM > AF A7 ONT 4

JVM O SDK for Kotlin & SDK for Java 2.x Tld., aws.profile AT A7 ONT A ZZETE
F9. SDKF, Y—ERIZATU N EZERTDEEIL, O—RTHRENF LBEEThBEVEREY,
BEIREZ7O77A4IINORELZFEHALET, SDKforJava1.x &, COTATALAZTONT 1 %Y
R—=KNLTLVEHA,

(® Note

75— a3a 0 8BoT7 7 )5r—23> 2270 VWS H—N—LICH25EE. 7
72O T7A77AIINTREL, BICRAFETA7 7N 2ERATHI L EHEBOHLE
T F7FIILRO7O7 74L&, REANOEED AWS 77U Tr—23a>v Ik > TEHEH
ICHBEh, ThSsORBTHEEAET, LEN 2T, BOI—H—HATF7SU5—>23>0
F7ANRNTOT77AINZEFHFTZE, OI—F—ICERLEBEVEEEEZX 2 TWEEND
WET, chzB<ICE, HBconfig7 7AIILICEFIFETO7 74 ) Z2EEL, JI—R
LB E7TO7 74N ERELT, TORPFAET7A7 74N ET7IT—2 3 TEH
LET, REZRFLZ IVM P ATLAZ7ONT A Z2EAL T, AOA—=7HTF77)5—3
JNICOKREETDCEN DI >TVREEE., BRINET7O7 7ML EZRETERT,

RE77AILOER

config 77 M)k, £V 32VICREHSNTVET, EI/23a2VEF, REOBHNEIL V>3
OTHY, BRI IAVERDITIREENDIRTHRERT,

BREZ77AILOERX



AWS SDKs& Y —JL D77LYAHAAR

config 774 I)LiE. ROFAEEATZITL—2TFARNTI7AILTT,

c EUAVRHOINTOIY MUK, setting-name=value O —MWEFERXICKY ET,
s TOXRBICNYZ2RT #) 20D E, TZ2IXRNTINTEETD,

to>areq47

tUYaVERE, REQIL IV 3aVICBMERTRTTI. £V I VERTOABRERERZA
T[] T, /MR, £33 R(TRBFERIZADDNAZLBN BN ERT, HX
FLBFECNAT2 (), PUE—AOT7 ) BERATEXRIAN, AR—ABRFEATETLEA,

2aAVERTOH : [default]
[default] &, profilet V> a> BRI FEZHXLBELAVE—OZ7O7 74T,

[default] 7O77ALNDOHBDEAE config 77 A ILOBIELATICRLUET, region ZRELE
T, BBV AVEBNRETDIET, COTICHESINTORERK., o707 7/4I)ILO—HT
ED

[default]
#Full line comment, this text is ignored.
region = us-east-2

92 3a>RA7: profile
02 a2 ERITOH : [profile dev]

profile 43 3V EHFTR. cET PRI FUACHEATEZENNEREIN—T T,
BEHMHETOT77ALEDVTOEREROBICE,. IOEIS3I>D T7O77(),) BBBLT
<EEV,

ROBIE, profilet V23V ERITE EVSEROTOT 7 AN ZEFHE dconfig7 74 I)LZRL
TW&ETfoo, BIDEIZIAVERIRETEZIET, COTICHESINTORERF. COBEFET
O77A4)LO—&TT,

[profile foo]
...settings...

REZ7AINOER 7
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ROBIO s3/BERPHTRERE, —BOBRELBIBEOHTRETIN—THFRAREATVET,
BTREZ 1 DELREBDAR—ATAIVFURNLTIIL—TICHERTET,

[profile test]
region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000
93323247 sso-session

2
O aVEZRTOH : [sso-session my-sso]

sso-session VA OERTICE. ZFEAL TAWS RIBEREMRITZDELSIC7O7 7104
ERETIEHICEAECNBBRED TN -7 OHEN FHF SN ET AWS IAM Identity Centero =~
TINH A2 FRAOFREDFEMICOVWTIE, TIAM Identity Center ZEH L T AWS SDK &V —)L

ZRild 21 ZZRLTLKEE Y, 7O77A4)EE. F—EEOARTIZEK 2T sso-session £
AUV IENET, T, sso-session ldF—, sso-session EIZ I DOBRHIFET
9 ( sso-session = <name-of-sso-session-section>%& & ),

ROBITIEE, "my-ssos OR—U2ZFEAL T "111122223333, 7HO KD

FSampleRoles IAM O—JLOEH AWS REIEHRZEMBIA 7O 7ML ERELTVET, "my-
ssoy sso-session 2923k, profile 923> OHT sso-session F—&EFEHAL THE
ACTSRENET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

Il

o>

>34 7 sexrvices

o EHETNDH : [services dev]

E77AILOFER 8
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® Note

services T2 a V@Y —ERABEOIY RRAVNDHARIA X EHR—NLTH
W, COBEZEUSDK EY I TOXMEATEET, HFEVD SDK T OEEENFEAT
EDNESHEZERTDICK., "H—ERBENOI RAKRA >~y O AWS SDKs& Y —)LIC
LBDHR—KN ZZRLTLEET,

services LU IVERTIR. AWSOH—FER UIVIARNDARZLAIY RIRA 2 NERE
TRREQDIIN—TICBuZEFTERT. A7 7ML, F—EEORTICK2Tservices &
v2avIt I OENET, T T, services [FF—, services I IV NRBIRETT
( services = <name-of-services-section> % &),

services £33 d& SIC<SERVICE> = |, {Tl&lCHY TRV avIZpElEhET, <
T, <SERVICE>lF AWS OH—ERX #BFF+—TF, AWS OH—E R BRI FlE, IXNTOAR—
AZETUA—AATICBEERZ, INTONFENXFICEEH; A serviceldd & T, API EF
LD IZESVTVET, services BV 3> THERATRZINTOH—ERBRFF—DOUANIC
2VWTR, "TH—ERBEOIV RRAMOFERF1 ZSRLTILKEET VY, Y —ERABAFF—0
BIZE, RARENERE (FREAN1TEHY ., 2DODAR—ATA VTV REATVS)
EET,

ROBITIE, services EEZZMEAL T, Amazon DynamoDB H—E ALK L TiThhiU o T
ANZOKRERATDELSICI RRA M EBRELTWET, "local-dynamodb" services &
923, profile 923> OHF T services F—Z2FRAL TR TSRENET, AWS D
H—E R #BFF+—& TFdynamodb, Amazon DynamoDB H—EAH 7o a> ik TEAS
BEVYETdynamodb = . BEEDA VT RENETRIRNTEOH 72723 ICEEN, TD
H—ERCEAENET,

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

NAZRLLIY RRAV NOREDFHMBICOVWTRE, "H—EAEEBOIV RRA b, 25RLTL
ZE W,

REZ7AINOER 9
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roAlE¥ER 7 7 1 L DK

JTA77ANEOD I VN EEE profile THRESBVZEZRITIE, credentials 771D
L=ILIE—MMIC config 77 AMLDIL—I)LERUTYT, AFENOEICE, 7O7741ILBEBE&HD
AEFEALTLKEZTV, XROFlF, £VSBEO7O7 740923 ZF Dcredentials7 7
A1 )I&aRLTVWETfoo,

[fool
..credential settings...

credentials 77 A I)ICRTFTEDDR., "—IL YRy FLERBBEERBENDE

E. aws_access_key_idaws_secret_access_key, 8 KRT Ok TFaws_session_tokens

CNSDBREFHBcONTig7 7AIICERETADCEETERTHN, ChsOBBEHEOSVERG R

Dcredentials 77 A IINICRBEIT B CEZHBE#OLET, chilkyY, BEIIRUTTI 7SI L
ICEBRIDOT O AFAZEZADENTEXRT,

[default] Z7O77AINDOHBEAK credentials 77 AN OHIELLTICRLE
9, aws_access_key_id, aws_secret_access_key, B KT aws_session_token FO—/\

IREZHRELET,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

77 ALTEERETO7 7 AL EAT B Adefault T EFATENCANDS
Fcredentials, CCTORER. AUTO7 7 AL EZERTHconfig7 7 A LOREE MK
abEsnEd. AURNERETITO77ALOAED 7 7 A L CRIEESEN 5284, RTHE
BT 7ALOF—HFEEENET,

AWS SDKs &YV —I)LOHE 77 14 )lconfigt credentials
FTAILDERMOBRREEE

HHE AWS config 77 /)L & credentials 7 7 A )Lk, AWS SDKs& Y — )L DREFRERET
BTL—FTFFARTT7AILTY, 774N REBEICO—HILICEEL, SDK I—RFEFLRFZTDIR
BTETITSAWSCLIOX > RICE>TEEBWICERAENET, flxE, B0 E1I—2T,
F = l& Amazon Elastic Compute Cloud 1 > AR ATHRTDEHEEHETT,

REALBEH 7 7 1L OFERX 10
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SDK £V —IN%E2ETITdE, CcnsO77A4 )N eFIv oL, EHAAERBHRREZO—RL
TT, 774NN ELEFELEVEESE. SDKEERY I >TEXN G T 7AINFEEBNIC
ERENET,

T7F#ILKTE, 774 homeERizlk I—H—T7 A I)NFICEMES iz .aws EVSHERIO T # )L
FIZHYET,
ARL—=—TFT AT AT LA F77ANDT7 #)SOFFEAR
Linux 3 & ' macOS ~/.aws/config
~/.aws/credentials
Windows %USERPROFILES\.aws\config

%SUSERPROFILE%\.aws\credentials

R—LTFALIRN)DORRE

~ L R—ATFALIRNUDBRIIOKERENETT,

« NAZRIHLEXT

s BRIC/FERETSYRNT7F—LBEOXYY) XENHEET, Windows Tlk, ~/& ~\OWEH
DNER—LTALIRNJICBRENET,

R—LTALIRNIERETDEEIL, ROZBBANFIVIEIKT,

« (£72Y M7 #—LA)HOME IREZH
( Windows 72 ¥ N7 #—/ ) USERPROFILE RREZHK

« (Windows 7’2 ¥ N7 #—/1) HOMEDRIVE & HOMEPATHIREZ H 0 E#E ($HOMEDRIVE
$HOMEPATH )

« (SDKEERY—ILZEDAT3Y )SDK EERY —IILEEDR—LNABREBEGFER

AgEBBEEaRE. NAOXRIZI—HF—DOKR—LTFALININFBEETATVRES
(#l : ~username/ )., BREcni1—H—B0OFR—LFT1LI KN (H]: /home/
username/.aws/config) ICEERENE T,

AL A LT N ORBE 11
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cNSDTT7ANDTF7AINDEMEEETS

ROWThAZFERALT, SDKELERY—IILICE2>TZhSOT7 7MY HSO—RENDIEHZE
LEETEET,

REZHEZFERALET,

LTORREBEREL T, ChSDTTAINDBRELEERNZT 7 A NMENSHARALEICE
BTEXRY,

« config 7 7 A )L DIREZE : AWS_CONFIG_FILE

« credentials 77 /)L DIRFEZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux £ & macOS TRO[L UV AKR—R AN REEFTLT, BOBFREREETEXRT,

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
Windows TX® [setx] AN RZRITL T, BIOBFRAZEETEEXT,

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

REBZHEZFERALULTCOATAZRETZDAZENOHMICOVTE., T 2BLTILKESVERELH %=
FEALTAWSSDKsEY —)LZJO0—NILICERET S,

JVWM S ATLZ7ONT A &2ERATS

JVM TE1T7E TS SDK for Kotlin & SDK for Java 2.x Tl&. X® JVM > AF L7 O/NT 1 &%
ELT, chsOT77A4IINOGHRELFEBAET 7 ZILNDSHARALEICEETEET,

« config 774 )L VM 2 A7 L7 O/NT 1 : aws.configFile
« credentials 77 4L DIREZLE : aws.sharedCredentialsFile

NBDTTFANDTTAIDNDEHZLEET S 12


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKs& W —JL Y77 LY RAA K
VM AFALAZ7ONTAZBETRDHEICOVTIE, T #83BL TL £ & Lthe section called
UOVM 2 AT ALA7ONT 1 ZBETSHE, SDKforJavalx k., CheNATFLZ7ONT 1 %Y
71_:_ I\L-C\I\iﬁ/bo

IRIEZHEFEAL TAWS SDKse Y —)LZ20 O—/NILICERET

REBEZHIE. AWSSDKs &Y —I)L&2EATREZICREA /> a cRABEREEETDROEE
ERHELET, REZHBE, ROV MNEERTZEEX, BFE7O7 704 E2TF7F)LMEL
T—RNICRETIHERICKRILEET, FEAED SDK THR—RENTVIREZHOUARNIC
D2VTR., TREZHO—E, 2RBLTIEEL,

F7> 3> oOBEIEN

RELTHEFEALTRELEEETD L., B AWS config 8K U credentials 774/ ILRHRDOT
AO77A4)IASO—RENLEIXNTOEN LEEENET,

AWSCLIOXR Y RZAVTNIX—B2ZFEALTRELZEETSE, RN THIREZHE LR
E77A4L0O7O77A4LOVTIhADOEN LEEEhET,

RIBEZRHDRESE
ROBITE, F7ALROI—F—ORELBERET 2 HHERLET,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REZHERETDE, DIV 0RTHRET, TLBERICHDEZRETDRT.
ERATRENEEENE T, EREZINDOAR—RNTYTRAOVTRTRETDZET, EH
BCNASDEYSIIVTRENICTDZENTERT,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

REBLH 13
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C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

set #EALTBEERERETHE, BEOIYY ROV T hEY S a  ORTRET, =
FREBEROBIRETET, EATHENTEENET, setx £EALTRETRER
ETdE, BEOINRZ7OV7hEY23a>oBLUON Y REFTEICERTZDINTOHOIN
ROV a>THEATIENABREENET, chid, IV RETHICT TICET
EATVBHOITY R ILCRHEBERELEEA,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

BDBICRT RS I PowerShell 7OV 7 K TREZEHZREL LHER. BEOEY> 32D
BB TENMREENET, PowerShell BRIV R7OV7 MY a v ETREZSKZ K
FRICERETAICEK., [AMO=IUNZRIL D [ZATALAIT7Vr—>a3a>zER0 TEHEZR
BFLET, £k, ZH%E PowerShell Z7O7 7 A IIICEMT 2L, ZOEHESHOINTD
PowerShell EY > 3V ICRETE XY, REZHOREFERPThE Y I VETKRENICHET
BEMIZDOVWTIE, "PowerShell documentation (PowerShell RF 21X N #SBLTLKEE
Wo

#—)\— L ARBEBRE

RREICY-—N—LAT—FTI0Fv2EAITZEHE, REEZBEZREIZLHOMHOAT IV EH
WERT. AVTFIRE2TE, VTV RREBEECEAKIC, TOAYTFHFTRITENSZI-RICHLT
RBEDHEEZFEALTREZERERRLEYTIORALEN TR ZENTEFRT,

EzF, ZFEATSE AWS Lambda, IREZHEZEFERETEXTT, FHAICOVTEK., " AWS
Lambda FAROY/N\—HA Ry OAWS Lambda "RIEBZHOFEH ) 2B L T EETL,

H—N—LAT7L—LD—UTR, REBZEOTOT7ONAF—F—OT D serverless.yml 77
AL SDKIRIEEBEBEZRETED CENKLKHYET, O serverless.yml 77 AI)LICDL
THEHULE, ™M—N—LAT7L—L4LT—21 RFAXbO "T—HEHHZE, 2SR LTLEE
(A

H—N—L ARBEZHEEE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
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AT IREZBORELCEDXANZALZEATRIAICAADLS T, DT FHILEL2TFHNENT
WBENEHYET, LEAK, Lambda®d "EREFH TV ZALRBEEH, THHTATLDE

NBEETT, REZHBOLELECHBROBEICOVWTE, FALTVWAOYTFTORKXRFIXY
heZRLTEEL,

JVM 2 AT L70NT1Z#HL T AWS SDK for Java & &%
O—/NJLIZERE T D AWS SDK for Kotlin

JVM AT LAZONT A, P ZRE, VM TEITE N1 SDKs OFREA 7S 3> AWS SDK for

Java L RAHEHEIRET D HID A EEREML £ AWS SDK for Kotline SDKsy Z5BL T &
W, 777

F7> 3> OBEIEN

s WMZATA7ONT 1 Z2FEALTREZEET D E. REZEBTRON > EX,. £F AWS
configB & ¥ credentials 77 A J)AO7AO77A4 ) A 50— I\éh?"@?’)‘tiééﬂﬁ?o

- REZHEFERA LU TREZEETDE, HBEAWS 77 ( )configB & U credentials 77 4
IAOC7O774)LA50—RE 1’17‘:1'575‘J:§€‘c.“1’1$3'o

VM S AT LATONT 1 ZRET D HE

WM AT ATANRT A&, W< OHDBEETRETEERT,

ARV RZA42E

DAAYFEEALTIARY REFCHTEEZ, javadIY RSA VD WWM P RF AT O/

TAZRELERT, ROONY RIF, O—RADEZBARHICEZFELZVRY, IXTOH—EXR
DZATRNIRLT ZAWS V=232 JO-NILICERELR T,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

BEOJIVM S ATLTONT A ZRETIHEN HDEEE. -DAMYTFEEREIEELET,
REZHZFERTS

AR RZAVICTIVEALTIVM ZHOCHLTT 7V T5—2 3> 2RI TERVEEE.
JAVA_TOOL_OPTIONSEEZHZMFERALTIOAN RZA AT R ETEEXTT, COTT

JVM S RAFA7ANT 4 15


https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

AWS SDKs& Y —JL V77LYAAHAR

O—F&, Java 524 LT AWS Lambda Bz E1T0L Y, BHAK JIVM TI—REETLE
VIBIMRRATRIBEET,

ROBITE, - RADEZARNICLEZEELZVRY, IXTOY—ERIZA4T7>2 D &2 AWS
V=232 JO-NILICRELET,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REZWEREITDEERAIZENEEET N, TOERF I EYSIVFRTIRIL, T
ZHICHDENREENDETENTY. BREZINDAZ—RNTYTAVITRNTRETS
CET, ERECNAASOEY S IADTRENICTDENTEET,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

set EEALTRELEHERETSHE,. BEOIVY ROV TRy 3V ORTRET, &
EREHENOECREToET, BATHIENEEENET, setx £EAL TRELTHESR
ETdE, BEOIOR ROV MY 2 a>rBLOCIANY REFTRICER TS IXNTOIX
Y RZOYT Ry YA THEATHIEAEEEET, Chid, OV REFEI T TR
EhTLVBHOITY K T LCRFBERELE A,

ROPIUZRFTRSIC, System.setPropertyXV vy REFAL T, EFRFICI—RTIVM AT
LAZ7ONTAZBRETHEELTEET,

System.setProperty("aws.region", "us-east-1");

/A Important

SDK H—ERIVZA T N eHHILT R IVM AT LTONT A ZRELET, 5
LaWe, Yy—ERIVZATU NIEDEZFERTDAIEES B KXY,

WM RATFAZ7ANT A ZRET D HE 16


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AWS SDKs &YV — )l ZERALLELEET IR

AWSSDK 77U —2 a3 zlRTDEE, FLERFERATE AWSY—IILZERATZBEIE AWS
DH—EA, J—RFLERY-IORALEZEBILITDIVLEN HVYET AWS, AWS UY—ZAD
TOU0SALICERDTIOEAR, I—RAETENZRELEMNATRER AWS PUERIZIHELUT, &F
TERBHETHRETEERT,

O—7) (AWSHETREBEW) TRITEhDI— ROFBLEAT 3>

« 1AM Identity Center ZfEA L T AWS SDK &V —)LZRHTD -EFIVT 1 ORANTSY
T 14 A& L T, IAM Identity Center AWS Organizations T ZfAL T, IXTO ANOT I A%
EEITHLEZHEOLETAWS THUY N, TLI—H—%ZEKT S AWS IAM Identity Center
. Microsoft Active Directory ZfEfH 32 A, SAML2.0ID 7’O/N\4 & — (IdP) Z2EH T3 A, IdP
ZEBICTZIFL—23TEERTAWS THI Y R FEVDO U —2 324 IAM Identity Center
ZHR—KNLTVRAESH ZRFETSIZIE. Amazon Web Services £ 8D 7 7L VA @
TAWS IAM Identity Center T RIRA U hET 3 —2, Z2ZRLUTLKEEV,

« IAM Roles Anywhere Z £ L 7= AWS SDKS&:‘/ JL D FZEE — IAM Roles Anywhere ZfA L T,
ABTERITENDY—N—, AT+, P70T5—>308EQ0T7—O0—RO—EHNEEF1)
T 1 RAESRZE IAM THRBTEET AWSc> IAM Roles Anywhere ZfERA 32 IClE, 7—20—R
T X509 itAEZEATILEN BN ET,

« AWS SDKst Y — )L ZFBAET 2 120 D AWS FRELEHZHF2DO—ILD5EZ T - IAM O—J)L %5
EZTT. ThUADBERT IV EATEZRVWAWS VY —RIC—KRHNIZTIEATEEY,

« AWS 7Ot AFx—%FEHAL = AWS SDKsFREE — FIEHEAMEV, EEFAWS DY —A0OEF11)
TAVRINBEHAREEN HB2TOMOFTT a2,

AWS RIBNTETENZI—ROFBEAT7> 3>

O—RARTENDEAWS, P75 —2a 0 FRIAHEREBEBNICERATEDLRSICEYET,
BIZE, 77— 3> H Amazon Elastic Compute Cloud TTRARERTWVT, TOUY—AIC
EEMNFSshEZ IAMO—IIAF®H35E. RABREBBNICT VI — /E/T%UFH—I ElC/EV)E
¥, E#RIC. Amazon ECS £7-ld Amazon EKS OV 72 EA T 254, IAM O— )L OFRFER
Y N&, SDK OFRREHEHR 7 ONA A —F T — /’ci)lb'(ZI/Td’P\]'C?"éﬁéh%Zl RiC&k2T
BENICERBTEERT,

e IAIMO—)LZFAL T Amazon EC2 ICF7OA4E N7 7V r—>3> #2585 9% — 1AM O—
IEFERAL T, AMazonEC2 A VARV ATTF T Ur—>23a > aRL2lE2T7L %7,



https://docs.aws.amazon.com/general/latest/gr/sso.html

AWS SDKs& Y —)L D77LYAAAR
« 1AM Identity Center AWS ZEAL T7OTJZ AT EXVERYTBICE. ROFENF HYVET,
« AWS CloudShell AV —JLAS AWSCLI OX > REERITITSICE,. ZFEALET,

s V7KNDITHREF—LAFOIZTIRR=—AOIATRL -3V AR—AZHATICE
FAmazon CodeCatalyst; OZEAZKREISEE L,

DITR—ADTAFoOTATA—7TONA T —ICRDRBE - ENANEERFRITATMR—AD
DIJTFT—=3Y

TOCRBRBBETRENAANTTZVT—23 V&R IVZATOM—AODIT T )r—>3
CEERTRIERFAWS, JITIDT7IFL—23aVEGALT—RNKAWS X217 1533
BHREHNICVIIARNTRIRSICT7UT—2a2>%ZBELET,

JI7JID7IFL—>arvEFERTRE, DAZRLYA A O—REERLEYBBEOI—H—
IDZBELEVIRIHEBREHYEEA. TORDYIZ, FTVOI—H—E&, K<Hs5hTW?
S\ERID 'O/ 4 &' — (IdP) (fl: Login with Amazon, Facebook, Google 7% & @ OpenlD Connect
(OIDC) Bt IdP) ZFEAL THA AV THENTEET, RIAEMN—VVZZHEY, TOR—
U O—BNBREF IV T RIBERERBRLT, AWSOUY—RAZFEATIT I EAFA%Z
BEDO2IAMO—=)ILICYXYETTEXRTANS THIV K,

SDK £h@FY—IARETSIHEICOWTIE, "TJ 17 ID F/F OpenlD Connect THO—)L % 5| &
&H"C AWS SDKSt‘/_)I/EFVLa n.[Ea-éJ E*Ebf( EE (AN

ENALTFTVr—23a I L T, Amazon Cognito DERZH#1® L EF. Amazon Cognito
& ID70-—HA—&ELTHEL, I—H—0RDYICB<DTIFL—2aEEETVET, FHil
IC2WTE., TIAM1—HY—HA R, ® "ENAILT 7 JICK T S Amazon Cognito DIEA L 2SR
LTLEEL,

TOEAEEICET 2 FMIER

IAM 1—H%—HA RICE, AWS DY —AANDOT VLA ZZELICHHITILEOOUTOBEHRN GCEHE
nNTWVWETD,
« IAMID (1—H—, 1—H—4)L—7. O—J)L) - TO ID DEXREEHL FF AWS,

c IAMICEFREFIVTADRARNTZI9TAA—BERREBETLICH>TAWS 7T U T—
JAVERRIDIBIIRSNEEFIUT 1 OHRSERE,

Amazon Web Services € RO U7 7L VR IZIE, A TICET2ERANBEREBEBNI HVET,



https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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« AWS FREFBHOEBHELENE — AV —INTOAET7OATZLAT VL AOBAICEBTEZ TV
AF¥F—FA72a EEERBTSU9T1 A,

FIOEATBIAMTAFEYTFAT 422 Z—OEEE I IDEE (TIP) 7594 AWS OH—F
A

s TIP 7S94 %EFERALTICTI9EATAH AWS DY —EA-EEBTED IDOEBEYR—NT
% Amazon Q Business £kt —ERABOT7 75— 3> #ER L. AWS SDK for Java
Tk 2FEAL TVWBHEEIE AWS SDK for JavaScript, TIP 77504 &2 ERAL TRAZEE{L
TEET,

AWS EJLSE— ID

k., TTICAAEAWS 7HDU M LTWVWD, FERERTDTHMEOHZENE AWS EJLSE —
BRELERT, AWSTHUUN I, ERULEAWS UY—ZANAVTFELTHEEL, Thsol)
V—ANtEF 1T ERZRHLE TS, FI1—H—E2BAELTAWSEILZF—IDERLET,
EERALTHYAA42 AWS EJAZ—ID $5 &, Amazon Q X Amazon CodeCatalyst % & DB F &
V=LY —ERICTI9EATEET,

s AWSHA VA I —HA RO " THA A2 AWS EIIA—IDFT B - ZEKLTHEATS
FEAWS EILA—IDE, ELX—IDAREIZRNBICOVTHALET,

« CodeCatalyst ®#=: - Amazon CodeCatalyst 1—H'—7H4 RTH AWS EJLZ—ID -
CodeCatalyst TM AWS EJLA— IDOFERAFEIC OV THBLET,

IAM Identity Center Z{FFA L T AWS SDK &YV — )| ZFFET %

AWS IAM Identity Center l&, AWS (A E1—FT AV IJH—ERATT TV T—23 0 2HKTS
AWS £ ZEI(Z AWS RIERERMIZIHERFETT, LA, ChRO-NDILORARRREOLS
%€ MO TT, Amazon Elastic Compute Cloud (Amazon EC2) ® &M AWS UY—ATHEFELTL
%% A AWS Cloud9, KD WICEDH—EAN SRIABERZNBIZD_EEZHEOLET,

COF1—KNUTILTEE., IAM Identity Center 7 V2 AZHIL, AWS POV EAR—ZI & ZFEH
LTSDK F¥EEY—IAICERELEYT AWS CLI,

« AWS 77U tEAR=ZLE, IMTAFUTATAEVR—ICFBHTHA 423017
A7 —>32T9, URLDT7#—X Y M d-xxxxxxxxxx.awsapps.com/start, ik
your_subdomain.awsapps.com/start T9o AWS PO EAR—ZRIIZHA A4 TFTB L,

AWS EJLA— ID 19


https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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TOA—HW—RAICREENELEO-INAWS THIUN E O-LERRTEXT, COFIETE.
AWS 7O tEAR—Z)NZFEAL T, SDK/Y—IIFA7OLACHEZREBEZRELET,

« AWSCLI Ik, O—RIC&K>TITHONEAPIO-ILIZIAMTZATFoTAT14 2R 2R
BDES5ICSDKFEERFY—IERETADEHICFERAEIET, CO1ERYOZOLATE, #E
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[profile web-identity]
role_arn=arn:aws:iam::123456789012:role/my-role-name
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[default]
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ERD

ATYVT 2. T OAF—2EEBETS
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User name ZiEIRL £,
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O—RERBRLET., E550A47 3%, AWS CLI & SDKs DA THEATHEL R«
TOF—EERLET,

4. [TOERAF—OERATY T 2| T, 7232072 AHDLTRN] ZERLET,

5. [PUVEAF—DERATY T 3T, [csv 774N EFT>O0—R] Z&ERL, IAM 1—H—0
TOEAF—ES—VOLYRNTIVEARF—RED .csvI7ANERELET, COBHREFET
PVEICBEYET,

/A Warning
BYBZEFIVT A RREZBLU TS OFAFERZZL2ICRKREL TSEE L,

6. [ET7]ZEBRLZET,

AT Y7 3:credentials HE7 7 AN EEH TS

1. HB AWS credentials 77 ML ZEKTDH, AEET. CcOT 7M., ~/.aws/
credentials Linux 8 & T macOS > AT A, KT SUSERPROFILE%\.aws\credentials
Windows EICH VW ET, FHHICOVWTIE, "TREEEHR77AIN0DEFL Z5RBLTLSEEV,

2. B credentials 774 INICKROTHFANEZEBIMLET, IDEOHIEF—EDHIZ, XA
JDoO0—RUE .csvIZ7AMIDEICEERAET,

[default]
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aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. 774N EREFELET,

RABERERETIHRE—ROBEFZER credentials HET7 7ML TT, ChSRRBREZHEL

TRETHDCEETEERT, AWSTIUHEAF— ®f—iﬁg{§&%ﬁﬁﬂgbf<féb\o CNFBEHB I
HDFETTA . IAM Identity Center X Z DD — BRI R RABHRICTERD T RELSBITTR L%
BEOHLET, REFIMEHROFERAN SBITL LR, 4T credentials RET77AMIIAS5h
S DFRIHERZHIBRL TS &L,

IAMO—J)LZ#EAL T Amazon EC2 IcF7’'OA4&EhiE=T7 7 U —
AT S

ZDHITIE, Amazon S3 7V A% D AWS Identity and Access Management 01— JLDE&TEIC D
WTEHBALET,

Amazon Elastic Compute Cloud €1 > AR ATAWS SDK 77V r—23a>&aETT3ICE. IAM
O—J)LZ#EKL., AmazonEC2 A VAR AICFOO—IADOT O AEEZNFELET, FHMIlCD
WTIlE. Amazon EC2 1—H¥'—H A4 R® "TAmazon EC2 ® IAM O—)L, ZSBL T EE L,

IAM O—)LZEXT S

BH9T2 AWSSDK 77U —>3aik, 2BLSEE1D2OICTIERALTT V>3 #ET
AWS DY —E X 2Rl B ET, F7IT—23 ORTICHERT IV EAHFI2HE5T2
IAM O—I)LZERL E T,

CHDFIETIE, HlEL T AMazon SSNOHEAWERAT7 IVt AZHFUITHO0—-IILZERXLET, Z
<M AWS SDK H4 RIZIE, Amazon S3 55k ES "R AEE, Fa—RKNUTIUNFHYET,

1. %4242 AWS Management Console L., https://console.aws.amazon.com/iam/ T IAM
V=N EeREEFET,

2. FETF=>3RA42T A [A-ILZ2EK] DIEISERLET,

3. BHENIEITATARAT|TCIERENLEIDTAT42BR|T2518. [AWS OH—FE
A1 ZBRLKRT,

4. [Use case] (1—A4—RA) T [Amazon EC2] ZiZIR L, [Next] GXN) ZBIRL E£ T,
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5. [ERDEM T, RUZ—UARMDS [Amazon S3 & ERAT7 VLR ] OFI Vv IRY
DARBIRL, [N ZBIRLFT,

6. O—LO&EBZAIL., [A—LOEK] ZBRLET. AmazonEC2 A VARV AZERT D L
EILHBBRICBDESH, COBRMEZREATHEVTLSEZY,

Amazon EC2 1 VAR AZzEBHLTIAMO—I/LZEELEXT

IAM O—)LZERAL T Amazon EC2 1 AR A%ZEKL TRETBHICEF. ROFIEZERTLE
ER

"Amazon EC2 1—H—HA R, O "M ARV AT @ERLLEETD, 2SBLTSEETL,
Amazon EC2 i=# L., BREEATYZORIIC, UTEERITLTLSEEL,

c HEDOIAM AV ARVATOT77A) T, BIOATY T7THERLEO-ILZERLET,

ZDIAM & AmazonEC2 Dt Y N7 Y 7Tk, F7Ur—3>% AmazonEC2 /1 > AZ > AIC
F7OA4TE, 77)5—>3 21k Amazon S3 H—EAANDOHZARY 7O AEZHEEE T,

EC2 412 AR AND
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® Note
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
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Toolkit ZFERAL TVW3FEE., AWS Tookit ZFEHAL TA VAR AILELRTDEETEET,
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EE
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d. IAMO—-)I0HER, IAIMO—-LBELZ#RLTIAMO-ILEZTFRYFLET,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
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TP 7594, EETEZIDDIEEAWS DY —ERX Z2HR—KNT2 THEATEET, &
A—AT—AEL T, "Amazon QBusiness 1—H%'—H4 K, ®» " ZAL T Amazon Q Business
77— 3> AWS IAM Ildentity Center238ET 21 Z2SRBL TS &L\,
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Amazon Q Business ZEAL TVW2FEE. Y —ERABBOFIEICOVWT, T ZFEALT
Amazon Q Business 7 7' 7 —<, 3 2 &5 E T % AWS IAM Identity Center; 3B L T<L
EEV,

TIP 720422 ERAT3HOHRFMS
TSTA 0 HESEDICEK, RODVY—ANMBETT,
1. AWS SDK for Java £zl& OVThAZFERA T I HEN H V) £I AWS SDK for JavaScript.

2. FALTVWABY—EANEHETES ID DEBEEHR—NLTVWBCEZERELET,

F1—%—7H4 K1 ® TIAM Identity Center £EFRETBDNZR—I RT7UST—23 20 1AM
Identity Center ZT L 1zE8TE 2 ID OEBEZEMICT S, JzZRBLT<EEVL, AWS AWS
IAM Identity Center

3. IAM Identity Center L{S3TZ2 ID OB ZEMICLET,

AWS IAM Identity Center 1—H'—7 4 R®D "TIP OEIRFZHEEZEEBEE,, 25BLTLIEEV,
4. |dentity-Center-integrated 7 7’ ) 5 —> a VN RLETT,

AWS IAM Identity Center " 1—%—H 4 Ry OAWS " XZR—JRT77UT—23>, &I
& "THAEY—XZF—IRTFTVT—232, Z2RBLTLKEEV,

5. GETEARN—URITE (TT) 2REL, Y—ERAZIAMT7AFUTATA D Z2—ICERT
PRENHYET,

FT1—H—HA4AR, O "EETEDN—IRITEOAREZHN. BLV EHETEDN—IU UK
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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2. EXRVBW TR EODY—ERTIZAT UM ARY AZEHRL AWS O —ER | FETE
2 DIETZTA422EBMLTH—ERITAT Y NENAEZIAAXLET,

TP 72042, ROAINTA—RZZTWIET,

« webTokenProvider: #AZF ID 7’O/NA/ A —AH S OpenlD h—0 > ZHMBITILEHICBEERNEE
ERLLE

« accessRoleArn: 1—H¥—® ID I TFARNZFEALTTZTA42061EZ T2 IAMO—-)
ARN, ID #LsREBEIEHRZEEBL £ T,

« applicationAxrn: VAT RNEKLERGT7TVT—23>0—E0HBNFXFS., COfE
(&. OAuth BFAIARRESTS N TWVWB 77U —>3>2 ARN T,

- applicationRoleArn: (#7°>32)0IDC & AWSSTS V547> NaEaT 7 # ) N OFRILER
ZT7ANA A= LTT—RNARNT Y FAssumeRoleWithWebIdentity TE 2K 5IC, TEIEF
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9,
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E,. BEERNERLEREZFDOSSOOIDC VZ14 T ke BELBWEE, F7FINEEE
FERIBDOIDCIVTZATURNA VAR ALENTERAEAET,

« stsClient: (A 723 2)AWS STS 1—H—HNEXRLEBREZFE 2IZAFT M, 1——D ID
O TF ABMaccessRoleArnTEIZEZF2EHICEAEhET, BELAWEES, 72N
EZFERATD AWSSTS UTZA T UMM VAR ALENTHERAEIET,

Java

AWS SDK for Java ZAZ TV RNTTIP 72504 2FEAT 3Kk, 7029 MO pom. xml
T77ANTTIP 7S040 2 GEERELTESTTRILEN BYET,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>

</dependency>

V—AOA—RIZ, IBEBEBNYT—DRAT—RXVNZEHE
Fsoftware.amazon.awssdk.trustedidentitypropagation,
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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ROIA—RHIE, FEETEDIDGBEETZTA DAV ARV AZER L., TOT 5T/ %
B—ERIZATU RN VARAILENT D HEZRLTVERT,

COPITE., BIRLEAWS OB —ER 54T KS3Client& LT ZFEAL T, IAM Identity
Center h\—O > OEB%ZRLET, =L, TPAWS OH—ER Z#HR—NT240 £EHKT

9o

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();
TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0OidcClient.builder().region(Region.US_EAST_1).build())

.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

FHME Y —AIL DV Tk, GitHub Mtrusted-identity-propagation-javay 2B L T E&E L,

Javascript

RODIAIX Y REERFTLT, TIPERRES 594 /Ny r—< % AWS SDK for JavaScript 7O T &
NCAZARM—=ILET,

$ npm i eaws-sdk-extension/trusted-identity-propagation
BRED ICE., ROLSBHEERZEE D Dpackage. jsonBEBENF HVET,

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"

}I

V—A]—RT, $EL&TrustedIdentityPropagationExtensionkZB&%Z 1 > R—KL
9,
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ROIA—RHIE, FEETEDIDGBEETZTA DAV ARV AZER L., TOT 5T/ %
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Center N\ —U>OWEBZRLET, L. TIPAWS OH—ER £#2HR—KNT2M40 £LEAXKT
9,

import { S3Client } from "@aws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER'
3,
applicationRoleArn,
accessRoleArn,
applicationAzrn,
1,
1,
3

~e

FHME Y —AILDVWTIE, GitHub Mtrusted-identity-propagation-js1 228 L T & L\,
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. BEIBHTONAT—, BLOETOMOBEERELET, TATOSDK ISk, YO—/VLE
EOEERDHBEOO—ENBH (£FY—R ) FHYET, BERROBEIELBIOESY
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1. = RFLERY—ERIZAT7NEBEICKRESNTVIHRNERER., MORELY EEL
TNET,

c —HWOBRERANRL—2IVIEIIHETE, BUEHITARL -2 a3 EIHEIRUTE
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k. AWSDH—ERX ITA TV NELERBREATZIVRNEA ARV ALTREE, &I
EEl% D APl ZHOHT EEICRELENTX—ZOERICE KT,

2. Java/Kotlin D &: BRED JVM AT AZTONTANFIVIENET, RESNTLVDIEHEE, T
DEZFEHALTIZAT O NEZRELET,

3. RIREBAWIEENE T, RESATVWRHEE, TOEEZEALTIZAT RN ERELET,

4. SDK &, H£Bcredentials77AITREEFIVILET, RETNTVDIHE, 9547
hNEEhEFERALET,

5. BEMRAconfig7 7 ()L, RESBETZHA. SDKRTOBREEFEALET,

« AWS_PROFILE RIEBZEHELIE aws.profile VM AT AZONT 1 ZFEAL T, SDK A
O—RI27O7 7ML EEBETEET,

6. SDK YV —AO— RAKIZ L >TREE BT 7 A MEFRRICEAETIET,

(® Note

SDK Y —JLICK 2T, FIYVIDIEFRNEBDZEEN BV ET, £z, SDKPY—
ILOHICIE, BOFETCNTIXA—RZRELEVERBLEYTEZENDEHYET, &
ZE., FSDKARTEHEFNDEMDY —A AWS SDK for NET ZHR—KLTVE
To SDKFEERY—=INICOXKEFEETZ7ONAA—ICDOVWTEHLLIE, AL TWVS SDK
FERY-ILOBEDHA REZSRL TS EE L,

JEFICK2T, EOXVY RFBEEN, HOXVYY REF—N—F A RTIIHNFREVET, &
ZE, BB config 77A4INIC7A7 7ML EZRELEBE. TOZ7AO77A4I)LIE SDKEEY —
I RACMOFZFRZRZEL LRICOAGHE A, FAENET, DFVY, credentials 774)L
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2IWVMBEZRLET. FEUVARNAOD VT NERRNEY IR, HSTRIRER—JICBHLE
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« Config Z7AIUFEEJ AN

« Credentials Z7A4IIEEV AL
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS WX RSA VICKBDREZHOREDH ZUATICRLET,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows DN RTA VICKDREBEBROREDHZUTICRLET,

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. ..truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

AWS SDKs& Y —LIC& B HR— K

LLT®OSDK Ik, COREY UTHRIATHIHELREEYR—NLET, TN EHAN SN,
IANTREETNTVET, VM ATALAZ7ONT 15%EFE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—REhTVET,

SDK Y EERFLEFHEER
+
N
AWS CLI v2 (&
W
SDK for C++ & HEBE config 77 M@ HR—REhTLVEHA,
W
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

(A

(W)

(A

(W)

(A

(A

(A

(A

(A

(A

(A

ERF LB

HE config 77 M ILBREZFERATSICE.
S5NHHIAKEEMCTIHEN BV ET,
ZESRBLTLSEEV,

BETTAILD
Ttvyrar,
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

AWS SDKs& Y —JL V77LYAAHAR

SDK B EEFREEFFEFAEER
#
N
SDK for Ruby 3.x (&
L)
SDK for Rust (=
L)
SDK for Swift (&
L
Tools for PowerShell & REZHETR—FEhTVWEEA,

(A

O—)LZREEH7ONA X — 25| EZHFT

@ Note

BMER—TDOLATINOERE, £EFELT O Support by AWS SDKs " 2B L T K&
WCDHA RDEBEER—ZICOVWT,

O—ITEk, MOFETRETIEATERZVAWS UY—ZAAOTIEAIL, —BHNEEF1IUFT4
RIEROtEY N2 EATHIVEN HDELET, chSsO—RMWERIE®RIE. 7o AF—
ID, >—9LYRNTFOEARF—, BLTFEFI1I)TARMN—DTEBEREATVET,

O—)LZ5lZZF2LSICSDK TRV —ILEZRETRICE, £TEIEZTR20LHOHEE
ODO—-ZEREEEBETIZLENHYNET, IAIMO—)LEE, O—J)L (Amazon UV —AZ—L
("TARN, )T—EICEBIEhET. O—ILEROI>V T4 71 EOEEBERZEILET, O—JL
EEATIERENLICTATAEAWS OH—ER, | BIOAWS AU K, VT71D70O
NAHZ—F/=FOIDC, £izFE SAML 7T FL—>3>TT,

IAM O—)LABEENDE, TOO—LFSEREATVRERRE. TOO-NLIEI>THRHEEH
EHEREEATZDRIDICSDK XY — I ZRETEERT, ChZET5ICF,. ROOXY RZFEH
LEXY,
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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ChSOBRENERZRBIZDILOOHAZAVAILDO2VTE, ZOHA RO "TAWS SDKs& Y —)L
ZHRALTRI-HD AWS RAEREF DO D5IEZ T ESRLTKEEL,

O— LR ER7ONAF—%Z5|EZTET

DHEEEZRET BRI, UTOLSICEALET,

credential_source - 5 AWS config7 7 1 JLERE

Amazon EC2 4 > AR > AFE I=l& Amazon Elastic Container Service D 1> 7 FHNTERE
N, role_arn NFX—ATEELEO—-II 25|22 H3-HICFERAITIRIEHRZE SDK £
EY =L’ BETEDEMERRELET,

F7HI)NME: BBL

BMEE:
« Environment — SDK £z &Y — )L FIRBEEH AWS_ACCESS_KEY_ID &
AWS_SECRET_ACCESS_KEY "8 Y —ARIIEHREMB IS ZRBELET,

« EC2InstanceMetadata— SDK £ Y =D EC2 A VAR ATOT77AIICTEZY FEhn
FIAMO—=)LZFEALTY —AORIERZNE IS D ZEELE T,

« EcsContainer—- SDK R @Y =LA ECS AT FHICTFERYFEn IAMO—)L%&Y —ADRE
IEEHRE L THEATI I CEZIBELE T,

credential_source & source_profile DS ZELU7O7 7AITEETDCERFRTERE
BA,

SEIEHE Amazon EC2 # STET BABN HBEEFTESIC, config 77 AILICCn%E
RETHHEUTCRLET.

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - & AWS config”7 7 1/ JLEZE
O—-)lty>a>oaRBBEeREULTEELET,
CORER. 7O77A4UAO-ILOH#EZIEELTVRIFZEICOABERENET,

77 #J)LNE : 3600 ¥ (1 K@) TF
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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BYWEE: COEREWVOYW (152)rsO-I0BEREY S 3 HBERE (LRI 43200, 97
HDE12EE) ETOHFZBETEER T, FHACHOVTE., "TIAMI—Y—HA R, © "TO—-)L
NEALEYIVHEREZRTITD, ZZRLTIEET W,

config 77 A IIICChZRETBHIZUTICRLET,

duration_seconds = 43200

external_id - & AWS config”7 7 1 JLERE

BEROTHAIRTH—RN—FT 1 —FO-IZ5EZF2-OICERAT NI MBOREFZ
EELET,

COERER. 7O7 74P BEESEZTREDICEELTVWT, Z20OHRIEOEBE RIS —T
Externalld OENMVEZBZEICOKBERENET, COER., 7O077A4IIMFO-II2EET
% & ZEIZ AssumeRole BEICEE 1D Externalld /NTX—RICIVYTENET,

T7FINE: &L,

BHMBE: IAMI—H—HARDAWS "VY—ANDTF I EAZF=EICFFAI T2 & & ICHE
IDZ2EAT2HE) ZZRLTSEZT WL,

config 77 M I)LICChZRBRET AP ZUTICRLET,

external_id = unique_value_assigned_by_3rd_party

mfa_serial - %8 AWS config7 7 1/ JLERZE

O—LZ5l2Z T2 CEERATILEN HBDZERFDA (MFA) TNAADDELLREUT
NBESZEELET,

O—I)LOFEERVS—IC MFARRIZXABEETHRENF EENTVSRO-IILZEIEZHTRHEIC
PDETT, MFA OFMICOVTRE, AWSIAM I—H—HA RO "IAM TOZEXFRE . 2SR
LTLEEL,

T7FINE: &L,

BMBE: EIZE, N—RIIT7FENAADI I TILF 2 /N— (GAHT123456787% &) izl 1R
B MFA FINA A (% E) ® Amazon )Y —RAZ—LAL (ARN) DWFNAIBETEET, ARN O
RFEIRDEHBVYTT, arn:aws:iam::account-id:mfa/mfa-device-name
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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config 77 A IIICChZRETBHIZUTICRLET,

COBITE. EVSRE MFA TINA AT HOY NRICHEKE MyMFADevice, 1—%—I(C
MUTEMCE2>TVWR L ZRRELTVET,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn- #£58 AWS config” 7 1 JLEXE, AWS_ROLE_ARN - I:RIEZH, aws.roleArn - JVM &
AT A7 O/NT 1 : Java/Kotlin @ &

CcO7O77A4 )N EERALT)IOIARNENEBREOERTICERTS IAM O—I)L®O Amazon U
V—AZ—A (ARN) 2 ELE T,

T7FINE: &L,

BiE : Bk, LAT® arn:aws:iam: :account-id:role/role-name XX ® IAM O—)JL
D ARN THIHENFNHVYET,

TSIC, UTOREOVWITIAZEETIHLEN HYET,

« source_profile —FNO7O77AILTEDREZS|IEZ TR ERZF ORIABHRERERT
PEHICEATRRO7O77AILEEBRT S,

« credential_source — BENRBEHTHEIE "D FRFR. F£4& Amazon EC2 1 A
BOATAT7T7AINCRFENTVRRIAER,. £ AmazonECS AV TFHFA ARV A
EERATS,

- web_identity_token_file —ENAIINFELBF VI T 75— a0 cRiteni-l1—
H—(Z/N7' 1) ¥ 2 0penID Connect (OIDC) B0 ID 7OAONA A —%2FEHAT 3,

role_session_name - 5 AWS config” 7 1 JLEXE, AWS_ROLE_SESSION_NAME - IRIEZH,
aws.roleSessionName - JVM > A7 A7 O/NT 1 : Java/Kotlin @

O—lty2a il7RYFIR2RFEEELET. COBFIFK. COEYIa v ICEENFTS
NI MJ®O AWS CloudTrall AT ICRRENE T, FMICOWVWTE. " AWS CloudTrail 1—
H—7F 4 R, ®CloudTrail userldentity &, 2B L T &L,

FI7AINNE : AT VNTX—2, COEZBELBRVEES, Y2 3aAEEHBNICER
ENET,

BRI {E . AWS CLI £7z(& AWS API A" —H—I(ZH1H > T AssumeRoleFARL—> 3> (Tl
& ARL—>3 275N AssumeRoleWithWebIdentity ARL —232) Z2HUHT EEI(C,
RoleSessionName/ NT X —RIZRMEhET, COER., JIVAgEEAEO-)ILI—Y—0
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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Amazon )Y —AF—LAL (ARN) O—FBIZZY), COTO77AINICE > THUTEHENDARL —
23a>® CloudTral O I M) O—FELTERRENFET,

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config 77 A IIICChZRETBHFIZUTICRLET,
role_session_name = my-role-session-name

source_profile - H AWS config”7 7 1 JLERE

TTOZ7A77A)AD role_arn BRETEEES N O Z#HET D -HICERHE N DRIAIER
OROZ7AO77A4IIEEELET. #£F AWS conflg 77A4) & credentials 77 AT

A77AILFEDESICEAETNZAICOVTE., ") ZZRBLUTLKEEVWHE config 8LV
credentials 774 )L,

O—L5IZ2Z2F7O774LTEHRDTOT7 7ML EEETSE, RARBITLICHEREND
KO, EO-LNFIEFICEIEMAINET, SODKARLERZECTO77MILICEET D &,
COFI—2REFELELET, O—IL0EHIE, AWSCLI £F AWSAPIO—/ILtyv>arzesm
K1EBEICHERL, 5l2EHFR22EETEREA, FMICOVTE, "IAMI—¥—HA KR, O
O OEBAFLEEZ ZZRLTEET W,

77 #JL MME : NONE,

BM&{E : config BKY credentials 77 M) TERETNTVSR7O7 7M1 OB B THER
TENBDTFANYZH, REOTOT77AILD role_arn ICKTREEIBETIHENHYE
9,

credential_source & source_profile @A ZRBLUZ7O77AITIEETD _LIEFTESE
A,

RETTAINTINZRET S

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-
arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

BOBITIE, AZO77AI)IE SDK £L@FY—=ILIZ, U>o&EhizB7O77 »r)l,o)mrtr*#ﬁ’&
BEMNICKRETDLSICERLET, COFJE, BZ7O7 74 FRRETBRIAEHAIL/N—
Y—)LZERL T SDK ® AWS FREEE#RIAM Roles Anywhere Z £ L 7= AWS SDKs&Y — )LD
A ZHBLET, chsO—BNEFREBERE. RICAWS UY—ZAANDOTI7RACERAEh
F£9, BEENEZO-IICE., OXRXRAPI XYY RBE, VDOTARENEI—-ROETE
FATDAWS OH—ERAIAM T IV AFARDS —HFTEYFEATVWBRUENf HVVET, 7
O77AIICEK2TETENDIXNTOT I I2AICE, CloudTrail OJICEE NS O-)LtY
SAVENFEENET,

A—I)L0OE iﬁd) 2 B OHITIE, Amazon Elastic Compute Cloud 1 > AR AT 7)o —< 3
EBY., FOT7VT—232ICH00- )L Z5EZTEEBBEE. ROBREZFEHATEE
ED

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

Z7O77A4I)LAKE, Amazon EC2 41 AR AQORIIEHREMFEAL T, EEShiEO—-)IL &5 &
2, RIABEREEENICEFRLET,

web_identity_token_file - £8 AWS config” 7 1 JLEXE,
AWS_WEB_IDENTITY_TOKEN_FILE - 3:R¥EZ%, aws.webIdentityTokenFile - VM 2 AT AT
O/X7 4 : Java/Kotlin @ &

X592 OAuth 2.0 7’0/VA4 X — E=I&, OpenlD Connect ID & BIER7ONA A — HS5DT
DEARN—=D20%ZEET7AINNDODNAERIEBELET,

COREICKY) ., TGoogles . TMFacebooky . MAmazony BEDMZHOVITIDT7IF

L—>3a>70NAMZ—%ZFERALTRMZITOCENTEEFT, SDKELRFAREY —ILEC
ND77A4INOAREZO—RL, I—H¥—IZK1H 2 T AssumeRoleWithWebIdentity F~RL —
2a>ERUHTEEIC WebIdentityToken 5IEE L TELE T,
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
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77 # )L MME : NONE,

BWBE: COBRNRET7AILBTETAERYELA, 77 4I)ICEK, BREBEBHR O/NS
A—hsiEHtEhsd, OAuth20 7V tAM— '7/?7"(.&"OpenIDConnectlDI\ DUNEEN
TOBIThEBRYEEA, BRNAR., 7O0CAQEETFTALINVZEECLEMEM/NAEL
TERObhET,

AWS SDKs& Y —)LIC KD HR— K~

LD SDKIE, CORNEY U THIATHIHMELREZYR—NLET, oA BHANF BN,
FARNTCRBEENTVET, VM ZATFLAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTVWET,

SDK H FEELEFAER
+
N
AWS CLI v2 (=
W
SDK for C++ E8 credential_source WRFHR—KREhTLVEE

2 Ao, duration_seconds WEHR—KREThTLVWEE
B A. mfa_serial REHR—KREhTLVWEHA,

SDK for Go V2 (1.x) (&
W

SDK for Go 1.x (V1) (& ﬁ config 77 A I BREZFERATAICK, BEZ7 7 AILA
W nJL&JA&Eﬁ"‘M._?é,Z\Eb‘ﬁUﬁ?o v 3>

E?ﬂﬁbf<7’:é Wo

SDK for Java 2.x E mfa_serial WBHAR—KREhTWEEBA, duration_
7 seconds WBFHR—KREhTVWEEA,
5

SDK for Java 1.x % credential_source WHR—KREhTVWEEA,
2 mfa_serial BWHAR—REhTVWELBA, VM ATALY
B ONTARYR—REhTLVERA,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK B ARFLEFHMABR
e
K
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x E8 credential_source WBWHR—REhTLERHA,
ﬁj\
iy
SDK for Kotlin (&
W
SDK for .NET 4.x (&
R
SDK for .NET 3.x (&
L
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
R
SDK for Rust (&
L
SDK for Swift (&
L
Tools for PowerShell (&
L
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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THRAEHRTONA X —
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BMER—TDOLATINOERE, £EEFLLT O Support by AWS SDKs ", 2B L T K&
WEDHA RDBEER—TICDOVT,

OAVTFRIFEB7ONAA—F, BEOIDTHLENLET T T—2 30 ORIERZIME
LET. CORIEHR7O/NM A —IE. Amazon Elastic Container Service (Amazon ECS) & & T
Amazon Elastic Kubernetes Service (Amazon EKS) Z ZFIF OB FHKICRIE5F T, SDK & GET
JIANZBUTHEEENLEHTTP I RRA 2 MASFEEERZO—RLET,

Amazon ECS ZXA T2 HE . RIAFHRO OB, R, EEAREMHEERETSHLHIC. ZRY
IAMO—)L&Z2FERATZ2Z2HEBHLET, Amazon ECS ZERET D &, SDK &Y — /LA REER
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£9, COMEEMAIZ Amazon ECS ZEXEF S ICl&. "Amazon Elastic Container Service /X0 Y
N=HAR, O TZAVIAMO—)L, 28BLTLEEL,

Amazon EKS ZRIA 3254, REIEHRO DB, R/DSHE, EETREM, MIL A
RL—=>3>, BRAK, BRCAT—FEUT1Z2HETSHLHIC, Amazon EKS Pod

Identity ZFIAT5 L ZHBAOLET, AY REIAMO—J)LOEAERK, F7VIor—>3
CRAICRIIEREETIRE TS HIC Kubernetes U —E A7 AT MCBEEM TSN TVWE

9, Amazon EKS Pod Identity ®FFMIZ DWW T, TAmazon EKS 1—H—244 R, ® "TAmazon
EKS Pod Identities; #2288 L T &\, Amazon EKS 25k ETd &, SDK &V —ILH
RAMEREZEB IS HICHEHT S AWS_CONTAINER_CREDENTIALS_FULL_URI & &
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE IRBEZEBNABREENE T, Y N7V 7T O
IC2WT, "Amazon EKS 1—H%—7i4 K, @ "TAmazon EKS Pod Identity T— I hDt Y
R7Y 7, Fhlk " 7099 7H4 K8, ® "Amazon EKS Pod Identity l&. Amazon EKS 75 A
B—LQOF7VT—3 0 IAMT7 O AT ZBEILLET. AWS

COMEEERETDICE. LTOLSICEALET,
AWS_CONTAINER_CREDENTIALS_FULL_URI - IRIBEZLH
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T CNICRAF—LERANOEANBENET,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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BMZE : B URI,

EE . COEREX AWS_CONTAINER _CREDENTIALS RELATIVE URI ODRRETH
V). AWS_CONTAINER_CREDENTIALS_ RELATIVE_URI NEREETNTUVRWVWEHEICOKfERET
*x9,

Linux/macOS WX RSAVICKBDREZHOEREDHI ZLLTICRLUET,
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

or
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IREBEZLTH

SDK AFRFIEHRE ) VTIANTREEICHERATIHTHTTPURL I RIRA > N ERBELE
T, Bk, 7 F)L DO Amazon ECS 7R AN® 169.254.170.2 IZf¥mMEnE 7,

TF7#2) NME: [ L]
BMsE : BEMER URI

Linux/macOS WX RTA VICKDREBEZHORENH ZUATICRLET,
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIZEZ

BARN—=920%7TL—2FTFFARNTEELE T, COEBNREENTVWSIHS, SDK & HTTP
DOTARNDORBAAY A —ICREBEEHROEZRELET.

T7FINE: &L,
BME: XF5,

EE  CDEREIE AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE ODRETH
V). AWS_CONTAINER_AUTHORIZATION_TOKEN_ FILE ASREETNTUVAERWVWEBEICOKERET
£9,

Linux'macOS WX RTA VIZKRBDREEHROEREDH ZLUTIZRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
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export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - IRIZEZ K
TL—FFANORBURN—D 0 BECT7ANANDERI T 7T AINAZIEELET,
77 # )L ME: [ U]

BMsfE . XF5,

Linux/macOS WX RTA VIZKRDREEHROEREDH ZUTIZRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

AWS SDKs& Y —JLIC K B R— K

LTFDOSDKIE, COREY U THIATHIHMELREZYR—NLET, oA BHANF BN,
FANTCRBEENTVET, VM ZATFLAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotin D& CTHR—RENTVWET,

SDK B FEFRLEFMAER
7
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) (&
L
SDK for Java 2.x l& Lambda SnapStart "7 27 4 7{LAWS_CONTAINER_CRED

L\ ENTIALS FULL URI &h3a&., AWS_CONTAINER_AUTH
ORIZATION_TOKEN | BEMICERIEICERAETNET,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
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SDK

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

(A

(A

(W)

(A

(W)

(A

(W)

(A

(A

(A

ERF LB

Lambda SnapStart A" 7 25 4 7 {LAWS_CONTAINER_CRED
ENTIALS_FULL_URI &h3&., AWS_CONTAINER_AUTH
ORIZATION_TOKEN FEBMICEREEICERAETIET,

Lambda SnapStart A7 27 4 7{tLAWS_CONTAINER_CRED

ENTIALS_FULL_URI Zha&, AWS_CONTAINER_AUTH

ORIZATION_TOKEN (FBEEMICEREEICHERAENET,

Lambda SnapStart 2*7 27 4 7 {LAWS_CONTAINER_CRED

ENTIALS _FULL_URI &ha&., AWS_CONTAINER_AUTH
ORIZATION_TOKEN (FBEMICFRIEICFERAETET,

Lambda SnapStart A" 7 25 4 7{tAWS_CONTAINER_CRED

ENTIALS _FULL_URI &ha&., AWS_CONTAINER_AUTH
ORIZATION_TOKEN (FBEMWICFRIEICFERAETET,
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK B EFEFEFEHEER
R
N
SDK for Swift =
R
Tools for PowerShell (&
L

IAM Identity Center FRREEER 7 O/ X —

@ Note

BRER—DOLATIONOERE, FEEELT O Support by AWS SDKs " 28 BL T K&
WEDHA RDERER—TICDOWT,

CDFBIEX N ZXLIE AWS IAM Identity Center . ZFEAL T, I—RAWS OH—ERX O ADZ
OINHA2F (SSO) TV EAZMBLET,

@ Note

AWS SDK APl R¥F 1 X N Tk, IAM Identity Center 52EEEHR 7' O/V 1 X —I(& SSO FEH1E
®7ONAF—ERENETT,

IAM Identity Center ZB%ICL =5, £BH AWS config7 7/ L TREND 7O 7ML EERZLF
T, cOZ7O7 74L& IAM Identity Center 7 7V ZAR—ZIIANQOERICEAEThET, 1—F—
¥ 1AM Identity Center TIEEICRAE D &, R—ZIILBEEOI—H—ICEEF TSI IAMO—
LNOEHRAEREZRLE T, SDK AFREN S —RWARAEREZINEL. AWSOH—ER U
DIANIFERATEAZEICOVTE, T, 22BULTLKEETVWAWS SDKsEY —ILD IAM 7 AT
TAT A Z—RADOFERE %,

config 774 )L Z#EH L T IAM Identity Center ZERET D ICIE 2 DO FEN H V) F T,

(#E)SSO M=oV 7ONAA—RE- LY I IVREBBOER, hAZAEY 3 BH
DHR—KFEENTVET,
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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c ROEFAARLSHRE -BEED 8 KENDEY> IV Z2FEALET,

EE5DEBRTE, Y2 Ia 0BMBPRFIYNNESBEYA AV TRIRENHYET,
KD 2 D20OHA RIZIE, IAM Identity Center ICE T2 BMBEHRNIEENTVET,

« AWS IAM Identity Center 1—H'—H A R
« AWS IAM Identity Center R—ZJLAPI )7 7L A

SDK &Y =LA CDEREFEAL (RIIMERZFERASLVCEMITSHEDOFHMICOVWTIE, TAWS
SDKsEY =D IAM T AT T AT A0 Z—R0ORREE, #25RBLTLEEL,

Bl R SR

&#IC 1AM Identity Center ZBMIZL TH LK BEN BV E T, IAIMTAFo T4 714122 2—F85
DEMLOFEMIC OV TIE, AWS IAM Identity Center " 1—H'—H 4 R, @ "BH{L AWS IAM
Identity Centers ZZ8BL T &L\,

® Note

T, TELBAREZHFE, COR—DTHATNTVRIHSELBHEBconfig7 7 1 ILERE
WC2VWTR, Tt 0ty NT7YTHA RESBL T & WAM Identity Center ZfEFA L T
AWS SDK t\/_)llﬁéwunl—t?%)

SSO h—o 27 ONAH —&E

SSO M=V 7ONAF—RERFEATSHE, AWSSDK FRRY—IIRGBEREhEEYS a2V
BETEYIIVEHBNICEHRLET, Y a BHBREEABBOFHM- DOV TE., AWS IAM
Identity Center " 1—H—7H 4 R, ® AWS "7 O HEAR—%)L & IAM Identity Center &7 77 1)
T3 oty avHEERET S, ESRLTLSEZL,

config 774 )L M sso-sessiontzV> 3, SSOTIVEAN—VVEZRBIRDLEHDOREE
BEeIN—THTBEHICFEAEThET, ChFFABROMEBICEATEET AWS, config
774ILAOZOEIZAZVOFMIODVTR, T 2ZRBLTIKETVREZ7AIILOFEK,

ROEBconfig7 7AIILOFITIE, devZOT77AIINEFERALTSDK £EEY—ILERZREL., IAM
TATOTAT4E22—ORAEHREVIITANLET,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

OB TIE, sso-sessionty>araE&EL., ZO77AIICEENFGFS
EERLTVWET, BE, SDKH AWS REHEHREV VT ARNTED LS I,
profile 29> 32 T sso_account_id & Z§&Esso_role_named DXL EH
H')ETJ, sso_region, sso_start_url, & sso-sessiontzP< 3> ATE
Esso_registration_scopesT2XAENHVET,

sso_account_id & sso_role_name & SSO R—OUVERENDIXNTOIFUFATHEEVS DT
TREBHVEBA, PTUVT—2320 AWS ODH—ERANMNRTS—RIAZHR—NTD OxhEFERAT
BBE. KO AWS FRAHERIEIBEH V) EFH A, RT7T—RiF. RKT7I—KN—=—0EFEFND L
FAVTARN—DV 2 ZFERATD HTTPRIEAF—ALTT, <D F VAT, sso_account_id &
sso_role_name WA ATREH Y EFLEA, Y—EANNRTS—KN—=0 R AZHR—KLTWVWSDH
ESNZHRTAICIE, AXDAWS O —ERX HA4 RZESBLTSEEL,

BBRATI—7IF sso-session D—HPE L TEREENE T, AA—7R&F. 1—H—0F7hHD
NIRRT BETTVT—23a>0OF VAZFRTS OAuth2.0 DXH_AXATT, BIOHIT
lksso_registration_scopes, PHDU U NEO—IIE—EBRRIDLEHICHAEBRT IV LAZRM
ITBERIICERELET,

ROBlE, BHEOZ7O77A4I)TRELUsso-sessioniXEZBRATA A EZRLTVET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRoleZ2
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[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

[\

)

R—=o>2k, Y23 RICESVWET77A4I)NBZFERAL T, ~/.aws/sso/cache F4L T K
TOTFAARIICFyv1dshEzET,

s
S B

EHMAADOLHY—FRE

N—OCOBBEHE. EFAATOLAS —RETREYR-—REATLEREA, KDYIZ, SSO
h—=O2 7 ONAE—RE OERZHEHL LT,

EHTAAOLAY—BEZFEATAIICR. Z7O77MIILATROBREZEETIHLEN BV ET,

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

ZT7A77A4)0NOI1——R—F)LIE, sso_start_url &V sso_region REZMFEAL TEEL
£9, 7OEAHAE sso_account_id 8KV sso_role_name SRETEEL X T,

ROBITIE, config 77 AINIC 4 DOMBBEEBDEERELET,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

FoRL h—O &, sso_start_url CETVWET77AIIEZERAL T, ~/.aws/sso/cache 1 L
TJRUDTOTFARIICF Yy Y2 1ENET,

IAM Identity Center FREEEHR 7' O/N 1 X —DFRE

COMEBFUTZHERALTHRELET,
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sso_start_url - 8 AWS config”7 7 1 JLERE

HEBOIAMTATOTATAER—RTEURLEFLE T 7EAR—2)L URL 237 URL.
FHMCOVWTR, "TdI—HY—HAR, OAWS " POEAR—ZIOFERA 2B LTEE
L AWS IAM Identity Center

COEZRDTBICIE, IAM Identity Center 1> — )L ZB§ &, Dashboard Z& K<L, AWS 7
9tEAR—Z) URL ZRDOWHET,

« T, ON—>32 2220 ABETIE AWS CLI, KH V) ICAWS 3#17H URL DIEZERATE
x9,

sso_region - 48 AWS config”7 7 1 JLERE

IAM Identity Center R—Z LKA KN AWS U—23 > ZE8 . DF V) IAM Identity Center Z B %b
ICFBEICEBRLEV -3, CARERT7AILMOAWS V=232 B ULTHY, EX
BBEENHYNET,

AWS V=232 EFOI—ROEEBVANIOVWTR, T 0 "U—23 20T RRA
Vb1 ZZBLU T & WAmazon Web Services 28D 77 LV A, CDEZERTSIC
(&. IAM Identity Center >V —LZBWVWT[X Y2 1 R—R]ZRRL, [V—23 V]2 LE
T

sso_account_id - 58 AWS config”7 7 1 JLERE

S2RE(CfEF 9% AWS Organizations H—EAZBLUTAWS 7HO > KN EBiNE hiz OIE ID.

FERATUEBET AT RO UANEZERT S, IAM Identity Center 1>V —)LICBEIL T
[AWS PHIY R | R—U#BEEF. AWS IAM Identity Center K—ZJL APl U7 7 LY AD
MListAccountsy API XV Y RZERAL TRIARAEET AV ROV ANEZETEITAHELEETE
F£9, EAXEF., AWSCLI XYY R list-accounts ZFOHIT ENTEET,

sso_role_name - 85 AWS config”7 7 1 JLERE

I—Y%—0F7O0tvAFTZERITZAMO-)LELT7AOEEDa - JdchkET7otA
FAtEY NOBFI. O—J)LIEk., TAWSTHOUNBEENE CEEIBDHENf HYE
Jsso_account_ide O—J)L® Amazon )Y —AFX—LA (ARN) TlE&<, O—J)ILBZFEALT
<EEL,

TOERAFAEY MCR IAM ARV S —ENABRLT VRAFARI S —HFTRYFENTEY,
A—Y—CE)IETESNLEAWS THIY NINEEhBZTIOEALRILZEELEXT,

CEIEATRATIVEAFTEY NOUARNZERRTBICE AWS 7AHT b, 1AM Identity
Center AV —)LICBEL. AWS THI KR—DEBEET, AWSTHIUN F=TILIC
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
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JARENTVBELVWTFIVEAFTLEY NBEZEBIRLET, AWS IAM Identity Center /R— &
JLAPI U7 7L>A®M TListAccountRoles; API XYY REFRAL T, EATWREAT IV EAHT
Y RODVANEHRITZEETEET, LEXIE., AWSCLI XY Y R list-account-roles %
HUOHTENTEET,

sso_registration_scopes - 5 AWS config”7 7 1/ JLERE

sso-session ICHFHATBAOA—T7OAXRRXEPYDIVARNTY, P7UTr—232iE 12
LEQAOD—TRVOIARNTE, PF7VT5—23 2V CRITENETIORAN—I VB EE
ENEAD—-TICREENhET, IAM Identity Center U —E AN SEH N —IV > ZHEBTSIC
l&. sso:account:access DREBOAI—TENFETIHEN HYUET, FRATELET Y
TAAOA=7"F723>0OJARMIOVTIE, AWS IAM Identity Center " 1—%'—H 4 K
O "TOELAAO—71 Z2RLTEEL,

chsOA—7&, BREhEOIDCIVZAT UM IVIOITANTERTORAFTE, U7
AT RNDPBETEITIVEARN—VZEELET. AJ—7&. |IAM Identity Center RT7 5 —
N—=O THERENEIRRSA MO TIVEAZHFALET,

NREF, FEHFTERVRRORECEBRATENAELA, LA—EBREFERALTRITENE
I\ Ik, BEMICsso:account:access Ad—7ICHIRENET,
AWS SDKs&EY —)LIC KD HR— K

LLT®SDK &, COREY U THRIBTIBELREEYR—NLET, TN EHAN SN,
FANTCRBEENTVET, VM ATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KREhTVET,

SDK B FEFRLEFMAER
7
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L)
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https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK B ARFLEFHMABR
e
K
SDK for Go 1.x (V1) & HBE config 77MIBREEZFERATSICE, BREZ77 ALY
W SOFRIAKEZEMNCTIHXENHYET, vrar,
ZSRBRLTLEEY,
SDK for Java 2.x & EEfEcredentials 774 TEHR—RENTVE
W 9,
SDK for Java 1.x L
L
4
SDK for JavaScript 3.x (&
R
SDK for JavaScript 2.x (&
R
SDK for Kotlin (&
L
SDK for .NET 4.x (&
L
SDK for .NET 3.x &
L
SDK for PHP 3.x &
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK B EEFREEFFEFAEER
e
N
SDK for Rust B EHAAOL A —RED H,
ﬁj\
3]
SDK for Swift (&
L
Tools for PowerShell (&
L
IMDS FRREEHR 7 O/N 1 X —
(® Note

BMER—DOLATINOERE, £EFELT O Support by AWS SDKs " 28 BL T K&
WEDHA RDBER—JICDOVT,

AVABVAXBRTF—ZY—EZXA (IMDS) &, 1 VARV AICETDTF—XT, ETPROA VAR
VAZREELREERIRILOICEALET., MAATRELET—FOFMIC DWW TE. Amazon EC2
A—HY—FHAR, D "AVABZRVAAZRT—ZDEE, 25BL T EEV, Amazon EC2 Tl.
AVABR VAL EEETEBBERERATEDZIO-NILIVRRANESA VAR ATRIATRE
TTo AVAZVAILO=IHFTRYFEATVRHER., TOO-LICEMERIAEHROEY
NAERTEXRT, SDKIEEFOIVRRAVMNEFEALT, F 74N MOREERZ7O/NA S —
FI—2O—HPELUTRABREBRTEERT, A1 VARV AAXZTF—RY—EAN=D32 2
(IMDSV2) l&, IMDS O & V) Z£B/N—2a>ThVY) ., F7AILNTEREIhET, BEATTELAY
%M (HTTP T35 —2— K 403, 404, 405 ) "RERTERHUL EBEE. IMDSVI A" 73— LNV D &
LTHERAEhET,

COBEZRETDICE. LUTOKSICEALET,
AWS_EC2_METADATA_DISABLED - IREZH

RREEHROENBIC Amazon EC2 1 VARV AXZTF—R Y —E X (IMDS) RT3 H ES N,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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T 7 # )L ME: false,

BEMEE:
o true-EIMEHRENEITHEHIC IMDS ZFRALEE A,
- false-RFIBEREMBITZLHIC IMDS ZFEALF T,

ec2_metadata_vl_disabled - & AWS config” 7 1 JLEZE,
AWS_EC2_METADATA_V1_DISABLED - IREZH, aws.disableEc2MetadataVl - VM > AT ALY
O/N7 4 : Java/Kotlin @ &

IMDSV2 A"k B L 1= & (C. Instance Metadata Service Version 1 (IMDSv1) 27 #—JL\Y U &
LTERTIHLESH,

® Note

LW SDK I IMDSv1 ZHR—KNLTVWAEREWES, COREEYR—REhTLVEE
Ao FEHIIZDVWTIE, RAWSSDKs&EY —)LICLDHR—K 28BLTLEEL,

T 7 # )L ME: false,

BEMEE:
« true-IMDSV1 27 #—)LN\Y 2 ELTHERALEE A
- false-IMDSvV1 Z#7 #—J)LNY & LTHERALET,

1=

ec2_metadata_service_endpoint - £8 AWS config” 7 1 JLERE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - IRIZEZ ¥, aws.ec2MetadataServiceEndpoint -
JVM 2 A7 A7°0/NT 1 Java/Kotlin @ &

IMDS DI RRAhe COfEIRK. AWS SDKs&EYW — LA Amazon EC2 £ VARV AX R
F—REREITZITIAINOEMELEELET,

F7 #)LNME : ec2_metadata_service_endpoint_mode A" IPv4 (Z

ZLWES, F7A)LNIY RARA ME http://169.254.169.254 T

9, ec2_metadata_service_endpoint_mode A" IPv6 ICEL VWEHEE, F7FIMNDODIVR
RA2 NE http://[fd00:ec2::254] T,

EMEE : EME URI,

IMDS 7’O/N A & — 88
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ec2_metadata_service_endpoint_mode - £5& AWS config”7 7
4 JLEXXE, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - :RiZEZH,
aws.ec2MetadataServiceEndpointMode - JVM 2 A7 A7 O/\NF 1 : Java/Kotlin @

IMDS I RARA >V NE—R,
77 # )L NME : IPv4,

B3’ {E . IPv4, IPv6,

® Note

IMDS FRREE&H 7 ONA X —& FELEHRZ7ONAE —FI -2 ZEHETSD O—FHTI, It

ZU. IMDS FBEHEHRZ7ONAE—E, CO—ETHOVK2AOTONA X —DEICDH
FIVIOENhET, TOLH, T7OJFZLTIO7ONAE —OFARREEATSEE

&, REDSHOBMERABTRIONA X —ZHIKRTD A, HOT7O7 7L Z2ERTS
BEFBYVET, H2VE, BEABHR7ONAEFI—2VICE>TEOTONA I BN E
RALIFRZET A ZEBNICKRETZADYIC, OI—RAT IMDS FREAEFEHRZ7ONA X DO E
AEZEELTLKEEVW, Y—ERIZA TN 2RI EIC, FRRIFRY —AZEEE
ETEXRY,

IMDS FEREEHROEF 21 U T 1

F7 ) NTIE., AWS SDK ICEMNBEREAIEHRARES N TV EVWIES,. SDK & Amazon EC2 1
VARV AART—ZY—E A (IMDS) ZFEAL TAWS O—ILORIAEBERERBLEISELET,
C OENMEIE, AWS_EC2_METADATA_DISABLED IREBEZHZ true ICERET D ETEMICTER

T, ChICEKY), FREBZXYND—I9TFI9F1ETAHBLEEN, AmazonEC2 41 AR A X

BTF—BY—EANBESNDI ARSI BZIFEETEZIVRY ND—J0EF1 VT 1 HAMBLE IR
ER

® Note

AWS BB BABWMTHREE N SDKIVZA T ME, ChSs DOREICEFEEL, IMDS
ZEAL TRABRZMEL T A,

IMDS 7’O/N A & — 89
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Amazon EC2 IMDS FREEEHR O 5 0 EXL

CORBEBOREFEE, FAPOARL—FT12IATALE, BEEZHEENICLEVLESH
ICR2TEBRUERT,

Linux & & * macOS

Linux £l& macOS Z2FEAL TLSBEHKEF. XOONV REZFEAL T, CORBELHERETE
£,

$ export AWS_EC2_METADATA_DISABLED=true

COREZBBOIINEY 2 IaVRIATLAOBEBHREEFL ZVEES
(&, .bash_profile, .zsh_profile, .profile ZEDLEREOIAN REZIII7O774)
J77A4NICENTEERT,

Windows

Windows ZFEAL TLV2HEHKEFE. "OOAX > REFEAL T, CORBEHRERETEET,

$ set AWS_EC2_METADATA_DISABLED=true

COREZEBOZIINEYZAVRIATLAOBEBREMHITL LWVWEEE., KDYICHATOIN
Y REFERATEEXRT,

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

setx ANV RRBREDS TN Y>3V ICEZERALEVEYD, BEEZEMICTRICES T
N2 )O—RIIHIMBERKBLENIrHYUET,

AWS SDKs& Y —JLIC K B R— K

UTOSDK Ik, COREY YTHATIRELREEYR—NLET, BANEHNAN BN,
FRTRBETNTVET, VM P RTFLATONT 1 FREKE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—RNEhTLET,
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

.|j.
N

%3
R

%3
R

(&
L

(&
L

=
L

(A

(A

ERF LB

HE config 77MIIBEZFERATAICE. BEZ7A4ILD
SNFHIIAKLZEMCTISLEN HYET, v a3,
ZZRLTLSEEL,

JVM 2 A7 A7 0O/NT 1 : com.amazonaws . sdk.
disableEc2MetadataVl @bV I ZEH
L aws.disableEc2MetadataVl aws.ec2Me
tadataServiceEndpoint . aws.ec2MetadataSer
viceEndpointMode HAR—KREhTLVEHA,

IMDSV1 7 #—)LINY D ZERALEL A,

IMDS 7’O/N A & —
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK H EEF L EFAER
*
N
SDK for .NET 3.x (&
L
SDK for PHP 3.x (&
W
SDK for Python (Boto3) (&
W
SDK for Ruby 3.x (&
L
SDK for Rust & IMDSV1 7#—=I)INNY O ZFEALEEA,
W
SDK for Swift (&
W
Tools for PowerShell & ZFEALT. O—RTIMDSvl 7#—JL/\Y U %#BHRHY

W ICEMIZTEET I [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true .

7OtAFEE®R7 ONA A —

(® Note

RER—TZOLATINOERE, F£EFELT O Support by AWS SDKs " 2B L T K&
WEDOHA ROBER—DICOVT,

SDK IZlE, DARAZALAI—ART—AICEHLBTRIBH/R 7 ONAFT—F T —2 &HRT B 5 EDBEEE
AHYET, COTONAE—F, AT LI AORIABHRARNTHASOFLEIBTHROMBR A7 L
SAQOID 7Z7ANA B —EDREERE, NAZLREZREIZILOICFERATEET,

Z7O0t2R7ON4 & 92


https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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=& Z . IAM Roles Anywhere & Zff L Tcredential_process, 77U —>azvizkb -
T—BHERIEHRENMEBLET, CORAEICEDLE T credential_process ZRET D ICIE
IAM Roles Anywhere Z A L 7= AWS SDKs& Y —)LDFREE ZZRBL TS &,

® Note

LT, AB7OALSHIAEREZFAET S HEEHBAL., OASBTY I NI ITEERT
LTWREBEICFERATEET AWS, AWS A E1—F 14 VY—REICEETZES
&, ORIABER7ONA A —ZFERALET, cOFAT>Ia>aFERATIZIEEE. ARL—
TAVIOATALADEFIVTAORANTZ 9T 1 RA2EALT, BEZ7 74 ILN A8EA
BRYOY 2T TVWBEZERLTLKEETV, DARALRIEBHRY =LA IC>—OL Y K~
BHREZEEZIAFTHRVCEEHIELET, StdErrSDKs & AWS CLI X ZD &S EHEF v
T7FrLTCOVICREEL., EBROBWI—HY—ICABEITIAEENI HDLEHTT,

COMBEEZERETDICE. UTOXRSICHEALET,
credential_process - £H AWS config”7 7 1 JLEXE

FATARIARREERHDVEREITZILEHIC I—H—ICHRDL>TSDK £izEY — LA RIT
TRNAEOIN REEELET, CORETRK., SDKAFTHIZTOJZ LN ROEH
ZEELET, SDKAVOLRAZHTHTE, TOEAHN JSON F*—& % stdout ICEEIAD
DZEFEET. NAZLTONAZ -, BEOHEXTHEREZRIVEN HVET. COBERIC
k. SDKEERY I NF1——ZRATHLHICFEATERITABEBIEEIATVET,

® Note

J7OtARERRHR7ONA X - FREALBEHRZVONAFT—FI - Z2EBEITD O—&HTY,
LU, Z7OEAREABERZTONAH =G, COZV—AX0BOV<2A0OT7ONAH—
DEIZOKTIVIENET, TOLO, TOJZLTIOTONAE —OFEEIFRE £
RA92%58RF. REHN SHOBMEFABTRONAE—ZHIKRTD A, BlO70O0774)
EEAIZIHBENFHBYERT, $2VE, BABFHRITONAE—F—2ICBE>TEQTON
A —FENERABFREZRI N ZEBNICRETEIADY(C, T7ORAZAEFRZO/NA
A—OEAZI—RTEELTLKEEZV, Y—ERITFATUNEERTD L EIL, FELE
HY —AZEEBEETEXRT,

7OER7ONAHE 93
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FEMBEHR7OT S LAND/INADIEE

BREDE., SDK XERGHARY —IANF 1 —CRD>TRTIZTOAVTALNODNAEZECXF
3T,

NAETTANBIZK, A~Z, a~z, 0~9, NA T2 (). FUE—AROA7 (). EVFR ().
7#7—RAZY>2 (), NV TARZYZ 1 (), AR—ADKEFEATERT,

NAELER 77 ALELAR—ANEENTVBBAR, R2B/NARET 7 A LEE=ESIAH ("
) TEKET,

NSX—BREEIR T A—REICAR—AFEENTVEBER, TOEZE_S5AZ (")
THAET, BCOW, BHELEEOAKTHY . TORTTESYERA,

NFHICREZHZEOBEVWTLSEET Y, iz, $HOME £ /(& SUSERPROFILES Z8%Had &
ETEFXFHA.

R—LT7 A% ~ELTEELBEWVWTKEEZV, *TINAFLEBIR—AT 7SI BZEETS
BEFBHYN)ET, R—RATT7AIINENFHBDHE. AT LR PATHREZRTREEE LT A
A—ANTTOATZLERELEISELET, NABARL—TFTAVIIATALAILI>TERYE
ER

RDOBIE, Linux/macOSEM config 8B 7 7 1)L credential_process Z:RET D HEZRL
TVWET,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

RO FIE, Windows £ config 87 7 4 JLIC credential_process ZFRET D 1% R~L TL
7,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

ER7O77AIATEETERT,

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

Z7O0t2R7ON4 & 94
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REHHT OIS LD S OEREED

SDKE7O77AIINTEEENELRSICION RERITL, REEB DA STF—XEFHAHEYE
FTo AOVTRNTHIHINAFT V=7 OTLTHDNICEDLST, IETHIAN RIF, UTORE
XE—3TS JSON H % STDOUT ICERTDHREN BV ET,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
@® Note

ANEDHERK T, VersionF—RF 1 ICRETIHBEN B ET. BENENLTD I
O, REORBEHICEXA TV AIEENHY KT,

Expiration ¥—(&. RFC3339 XD R A L AR T TF, Expiration F—A"YV—ILOHBIZ
BVWEE, SDK F COFRIIEHRNIEFHE B VRMOFRIIFEHRTH D EHHLET, ThUADR
AER G — BN ERRIRHRE RisEh, BRHRAYINSHEIIC credential_process ZHBREITL
TEBNICEHENET,

® Note

SDK &, ART7OtLAORREHREZO—I25EZTHLSBRARTReLTFYY> 2L
FtA, FTYIINBESRFERE, 7O CLANTRETDILEN B XTI,

AR7OLAREOURADOY Z—20—RZRL T, FEARBOMERICIZ—FRELEZEETR
FENTEERT,

AWS SDKs& Y —JLIC K B HR— K

LLTFDSDKIE, COREY U THBETHIMELRELZYR—MNLET, BOMWBHAD G NIE,
FARNTCRBEENTVET, VM ZATFALAZ7ONT15%EK. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTVWET,
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

.lj.
i
k

%3
W

(&
R

(&
R

(&
L

(A

(A

%3
W

(&

(A

(A

(A

(A

ERF LB

HE config 77 M IIBEZFERATHICE.
S5NHMAKEEMCTEIHEN BV ET,
ZSBLTLEEV,

BETTAILDY
vy 3,

T7OtA7ONAH
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK B EFEFEFEHEER
e
N
SDK for PHP 3.x (&
R
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
W
SDK for Rust (=
W
SDK for Swift (=
W
Tools for PowerShell (=
R

AWS SDKsIEX{t, & N i=#5E

Z<OHEER., —BLETF7FILBNIEELEZNTEY, Z<OSDKTEU KD ICEELET.
CHO—BMICKRY, BHOSDKEOI—F4 T DEEMEBEREA T LELET. INTORER
O—RATEZFEETERY, FHAICOVTEE, BED SDKAPI ZZRL TS EE L,

/A Important

INXTOSDKAITXNTOEEZTR— ML TVEIDITTREELS, BERNOINTORIEZ
BR—NLTVEDTFTEHY EHA,

KEY D
s PHIOUKRR—=ADODIV RIKRA B
« 77V —23>ID

BELE N HEE o7


https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs& Y —JL U7 7L AAA K
* Amazon EC2 A VARV AXZTF—&

« Amazon S3 7V EARA > bk

« Amazon S3XINFU—232FTIOEARAU B
« AWS U—23 >

s AWSSTS U—23a> IV RIKRAU K

« Amazon S3 D T— R EEMRE

s FATIAZYVEFIPSTIV RRAV K

« TV RAKRAV MEH

. —HRERTE

« IMDS V924 TF > b

- BATH®E

« UOTANER

s U—ERABEEDIV RRAU b

« AN—hBETZ7ZIbH

TAIYRR=ADIY RIRA2 b

® Note

RER—TZOLATINOERE, LT O Support by AWS SDKs ", Z25BL T K&
WCOHA ROFBEER—TICDOVT,

THIVRR=AODIVRRAVNE, AWSTHONID ZEALTOBEEZYR—KTD
H—EAQOVIIANZL—TA427FDET, aWNTAF—XRAEART—JEDT 1 ZHRY
BPOICRIAUEET, THIVKMR—ADIV RIRA 2 NEHYR—NTSD AWSSDK £ F—ERAZE
A9%5%E8,. SDKOIZATRNRU—232 I RRAVNTRELSTHI MR—AOI Y KRR
AP ZBELUTERALET, PTHIORNIDASDK IZA T NMIRRENBWEES, 9547
RNEU=23 IV RRANEFERALET, THOVMR—ADIV RRAUMNE OFERZE &
W https://<account-id>.ddb.<region>.amazonaws.com, <account-id>& <region>&
AWS 7HIORNIDE TFTAWS U—23 2,

COMEEREITDICE. ATORSIZEALET,

THIYRR=ADODIY RRAV K~ 98
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aws_account_id - %8 AWS config” 7 1 JLERE, AWS_ACCOUNT_ID - IRIZEZLH,
aws.accountId-JVM 2 A7 A7 O/NF 1 : Java/Kotlin @ &

AWS THIUNIDe FHIOYKMR—=ADIY RRAVRNIL—TFT AV TICERAENET, AWS
THho2 K IDOFERE 111122223333 T,

TADUYRIR=ADIY RRAVNIL—FT A2 T&, —WOY—EAOVITIANNT #— >
AzmEETEET,

account_id_endpoint_mode - 58 AWS config” 7 1 JLEXE,
AWS_ACCOUNT_ID_ENDPOINT_MODE - IRIZEZ %, aws.accountIdEndpointMode - JVM 2 AT A
7°'0/NTF 4 : Java/Kotlin @ &

CORER, BELCWHUTTAHIVIR=ADIY RRAVNIL=TFT AT Z2FTIZL, THYD
PER=ADN=INENANATRIEHICERAENET,

77 # )L ME: preferred

B ME:
- preferred- T RARA 2 NCIE, FIATELZBEETHINIDZEHRIHEN HYE
E

« disabled-BREFHADI RRAVNITHINIDREFEENEE A,

« required- T RRAVNIZITHINIDAEENBIBENHYVET, THOUNID K E
ATERVWEE, SDKIFIZ—2AO—-L %7,

AWS SDKs&Y —LIC & B HR— b

LLTF®DSDKIE, COREY U THBETHIMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTWVWET,

SDK H#  SDK/N— EEFRLEFFHABER
R— 23T
N DU=X

AWS CLI v2 & 2250
L)

THIVRR=ADIY RRAT K~ 99


https://docs.aws.amazon.com/cli/latest/userguide/
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SDK

AWS CLI v1

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript
3.x

SDK for JavaScript
2.X

SDK for Kotlin

SDK for .NET 4.x

R—

L
L)
L)
=
(A

W
W

A

W

A

Ly
Ly

(A

(A

SDK /N\— SEEFEIFFEMIER
>3arvT
y)—Xx

1.38.0

v1.35.0

v2.28.4

v1.12.771

v3.656.0

v1.3.37

4.0.0
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https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK #  SDK/N\N— EEFLEFHMBER
R— 2a>wT
[ y)—Xx
SDK for .NET 3.x L
L)
A
SDK for PHP 3.x & v3.318.0
L
SDK for Python & 1.37.0
(Boto3) W
SDK for Ruby 3.x & v1.123.0
L
SDK for Rust W
L)
A
SDK for Swift (& 1.2.0
L

Tools for PowerShell (M

FT7U5r—>3>ID

(® Note

RER—TDOLATINOERE, £EFLLT O Support by AWS SDKs " 2B L T K&
WEDHA RDEBER—TICOWT,

E—0 EEBROHAREI—T7UT—2a>THALT, ERCHTAWS FHAIY KN ZENTE
£TAWS OH—ER, PFUT—> 3> D&, $BEN EEALT—EOFTEL EF> Y —
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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RER, FEOY—ERITZFATROITO-NIBEL)EBEENET, KBEU—-232VF,
DZAT 2 RDAV AR AUEIC SDK ICEBICIEEENE T (FED SDK 74 RELIE SDK O
O—RR—AZz#FELTEET V),

COMEZRETDICE. UTOXRSICEALET,

region - %8 AWS config” 7 1 JLEXE, AWS_REGION - IRIEZ X, aws.region - VM AT A
7'0/NT 4 : Java/Kotlin M &

AWS UOUTANAWS V=232 ICHEATRZT7AIILRNEEELET, cOU—T3 2, £
AT2)—23VEEENRTVEVWSDKY—EAVIIANIFERAELET,

77 #)LNE : NONE, COfEFBARHICIEETDHEN HYET,

BEME:

e TAWSEMRUTZ77ZLVALI O TAWS H—E ATV RERA VK ICREETNhTVWBELSIZ,
BIRUEY—EATHEATERED) a2 ]—RTEIEETEET, EEXE, 20 us-
east-1fEICkY), TV RKRAUNEAWS U—2 a3y KERS (N—2 ZF ) ICRES 1
x99,

« aws-global [&. AWS Security Token Service ( AWS STS) ¥ Amazon Simple Storage
Service (Amazon S3) B ED =TIV IT U RRAVNIWMA T, BloJO—NILIY RKRA
hEYR—KNTBDH—EAOIJO-—NILIVRRSANZEELET,

config 77 A INICCDEZRETBHZUTICRLET,

[default]
region = us-west-2

Linux/macOS WX RTA VICKBDREZHROFREDHIZLLTICRLUET,
export AWS_REGION=us-west-2
Windows DN RSA VICKRDREZHOBREDH ZLLTICRLET,

setx AWS_REGION us-west-2

FEAEDSDKICEK, F7U—2a>0—REAALSTFI7AINRNI =23 2RETEHEHD T5R
EB1 ATDIORNBYET, FMHICOVTIK, BHED AWSSDKBEIREH A RESBL T
Wo
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LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTWVWET,

SDK H EEFRLFFAER
7K
N
AWS CLI v2 & AWSCLIV2 IF. OfEAWS_REGION OHIlZ OEZFEHL
W\ 9 AWS_DEFAULT_REGION (AMAEDEENFIVIETHhE
9),
AWS CLI v1 & AWSCLIVI EFCOBEMDESIC &WVWDSZHAWS_DEFAU

\\ LT_REGION OREZHZEFEALET,

SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & HBE config 77 M IILEREZFEATSICE,. RET7AILD
W SOFRAIAKZEMCTISLEN HYET, Evral
ZSRLTLSEZV,
SDK for Java 2.x (&
L
SDK for Java 1.x (&
L
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/

AWS SDKs& Y —JL

D7F7LYAAAR

SDK

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

Tools for PowerShell

Y EERFRLEEEFAER

N

=3
R

%3
R

(&
L

=
L

=
L

%3
R

%3
R

=
L

=
L

C?SDKIE, CHOBEMDI=®IC AWS_DEFAULT_REGION
EBNTOSNIERREREZFERAL T,

AWS STS U—23a> IV RRAV K

(® Note

BMER—TDOLATINOERE, £EFELT O Support by AWS SDKs " 2B L T K&

WEDHA RDRENR—

IOV T,
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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AWS Security Token Service (AWS STS) l&, JO— NI —ERED) -3 H—EAO@EAT
FMATEET, AWSSDKs & CLIs DAICIF, F7 A MTIO-—NILY—EAIY RKRA K
(https://sts.amazonaws.com) ZFATHENEHNE, V-3 H—ERIVRRLA M)
ZEAITZDEDEHV) EIhttps://sts.{region_identifier}.{partition_domain}. T
7Z)NTREEMCE>TVWEI) =232 TR, AWSSTS JO0—NILIV RRARMADOUOT
AR, VDOIARMRELEV—23 ERUY—2a>TEBNICAEBEIAET, 7M1
)—>23a>Tlk, AWSSTS JO—NILIVRRAVRMADUIVITARNFAWS V=23, B—
DRERZ (N—2ZTE) ICK>THREBEIhET, AWSSTS TV RRA 2 ROFEMICOWVWT
(&. AWS Security Token Service "API U7 7L 2R3 ® "I RKRA 2 by £2IEAWS Identity
and Access Management " 1—%—# 4 R, ODAWSSTS "AWS U—2 3> BB, 22 RBLT
<EEEL,

ARELRY -3V IV RRAVNEERAL, ZRETDCEN AWSRAKTZIT4AT
FTAWS U= 3>, BRAUAON—T 123> ouFEkE, V—23>IVRRAVNEERATS
BRENFHNET, IXTOSDKs EV—IAZOREZHR—RLTVWRDEFTRERHEEAN,
TJO-NILIVRRAZREV=DI3aVIVRRAVNCETDIBENF ERSATVERT, FMICO
WTRE, XD T 2923228 RBLTKEEV,

(® Note

AWS &, BERENT#—X 2V AZBLEERZDEOHICT 7 AN TEMICE>TVWD U —
< 3> M AWS Security Token Service ( AWS STS) JO—/NILI> RARA N (https://
sts.amazonaws.com) ZZEL XL, JO—NILI2 RKRAZ MAD AWSSTS U
TANE, D—20—RAWS U—23> £ELU TEFNICRHEAET, chsoZ
BRERAThA)—2avl@F7O01/chERA, BEYIZAWSSTS V=232 IR
RAVRNZEFERATR L ZHEHOLET, FMICDOVWTIE, T AWS Identity and Access
Management 1—%—# 4 R, ®AWS STS "JO—NITV RERANDOEE,, #SBL
TLEEL,

COREEZHYR—NTS SDKs £V DHFE, BEREUTZHEAL THEZRETERT,

sts_regional_endpoints - £8& AWS config” 7 4 JLEZE, AWS_STS_REGIONAL_ENDPOINTS
- RIEEH

COFRE, SDK £EIEY —ILA AWS Security Token Service () EDBEICEATZ I KRR
AVRNERETSD AWS DH—E R FEZEEL £FAWS STS,

77 # )L ME: legacy
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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® Note

2022 F 7 BUARBRICVU—AEhBDIXNTOSDK XD vy—N—=23avEk, F7F)IKT
regional ICEREENET, FILWSDK XD+ —/N\—2 3> Tk, CORENHIBRE
N, regional BMEANEATAHARMENDNET. COEBICLDFIRNBEZEZRS
T, AEBRERET 7V —3 2 T reqgional OERAZRBIZILE2HHHL
£7,

BM{E . (HR{E : regional)

« legacy - JO—/N)LAWSSTS TV RAKRA N ZFEAL EFFsts.amazonaws . com.

- regional -SDK £/z@FYV—/)LiF., BCREREEHTWAU—-232DAWSSTS IV R
RAVKNEFERALET, EEAE, V9FAT M Z2FERATIEDICREETNTVSHSuUs-
west-2, NODINTOEPHL AWSSTS Ik, JO—NILIY RRA M TREBE<sts.us-
west-2.amazonaws.com, 'J—23sts.amazonaws.comI > RARA K ICHL TITHHn
F9, cORENBMBEEICTO-—NLIVRRANIVIIANEZEETSICE. U—
<32 % aws-global ICERELE T,

config 77 A I)LIZXDEZFRET AP ZUATICRLET,

[default]
sts_regional_endpoints = regional

Linux/macOS WX RTAVICKBDREZHOFREDHIZLLTICRLUET,
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows DN RTA VIZLDREZHOREDH ZUTICRLET,

setx AWS_STS_REGIONAL_ENDPOINTS regional
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(® Note
AEeBRY -3 I RRAVNEHEAL, ZREITDICENAWSRANT I T 1
ATFAWS V=32,

RDOFTIE, SDKELBFY—ILOBEZRLTVET,

« BMEZHYR—NSTSU—232IVRRAMOHBconfig7 7ML ERERBEZHAN HR—
REnadHhEDH,

s F7FI)IME:RENNYR—FENRTWVWBRHEEOT T # )L ME,

¢« FTALRNOY—ERISATYRR—FY N STSIV KRSV M BETHRENBATES
WBATE, USA TV NFEATHF 74 ROIY KA b,

s Y—ERISATUORNODT73—=IINY V8 SDKA V-3 I RRANEFERATRIETE
H, V=23 AR EETATVEWVEEIC SDKARTITIEE, Chik, F7FIRNELERG D
BETregional BIRENLLEHICU—2a IV RRAVNZEZFERALTVS A ES A ICEREL
BETT,

COT—7IILTR, ROEEFERAENET,

« JO—NIITY RARA> M https://sts.amazonaws.coms
e =23 IVRRANTTIS—232TAWS V=23 UBRES N ICEDSEET,

« us-east-1(J—>3> ):us-east-1V—2a> IV RRAMNEFEALETH, — BT
O—NILVOIARNEKYERVWEYS I N—OZFERALET,
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SDK

AWS CLI v2

AWS CLI v1

SDK for C++

SDK for Go
V2 (1.x)

SDK for Go
1.x (V1)

SDK for Java

2.x

SDK for Java

1.x
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H#E config 77 1 ILERE%E
FATRICE, BREZ77AIL
NoDFHEARAKEBNICTS
PDENFHYVES, v 3
21 EBBLTLEEL,

=23 FRES ATV
#WIB4A, AssumeRole &
AssumeRoleWithWebI
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TITVRKRANEFERALE
ER
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK

SDK for
JavaScript

3.x

SDK for

JavaScript
2.X

SDK for
Kotlin

SDK for .NET

SDK for .NET

SDK for PHP
3.x

SDK for

SDK for Rust

- FT7#I)NE

- ZEBL

legacy
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ZE% L

legacy

legacy

legacy
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK CFI7AINME FT7FILND H—ERYD AERFRLFFMEER
HY—ERDZ FATUNOD
ATRZ— TF=)L)\Y
J'v N STS JEE
IV RKRA>
~
SDK for Swift \' &% L Jy—>3a>I UIUIAND
L VRERAN KW
A
Tools for 3 legacy JOo-N)LT JO-—-NILI
PowerShell L YRRAN VREKRAUK

Amazon S3 O TF—XBEMRE

@ Note

BMER—TDOLATINOERE, £EEFLLT O Support by AWS SDKs ", 2B L T K&
WEDHA RDBEER—TICDOVT,

LIEFs<mOME. AWS SDKs Amazon Simple Storage Service [c7—2X &7 Y 7O—RU &

V). Amazon Simple Storage Service #* 5 F—2ZX V> O—RLEVW TR EEIL, F—2EEH
FIVvORBR—NMLTVET, BT, CchSOFIVIRRTTRNAENhTVELE, Ch
T, CRC32 X CRC64NVME 2 EM CRC R—ADTIIAVXLZFERAL T, chs5OFI v IH
F7A)LRNTEMCHEYELLE, ESDKELRY—NLNIZEF72ILNOTIILIVXLNGHYET
A BOF7ILIVALEZBIRTEET, YEICRLUT, 5IE/RETY7O0-RAICENICFTEEZ h

EFIVOYLAZFHTEEIRELEETEERY, PY7O—R, XLFN—-KT7y7O-R, &7
YA—R, BSLE—RBET-BLEBELCKY, 75472 MIOBERTFTIY VNERLETIK
ED

B3 /N\—> 320 AWSSDKs & . 7Y 7O— RS EICKEREF T Y4 (CRC) K—ADF TV

2%/ AWS CLI Z BEIHIICETE L. Amazon S3 ICIAEL &9, Amazon S3 ik, H—/\—EIT{EH|
CFIVIOHLAZFHEL, BEEThEELERBELTRIELTHAS, ATDSIVRNEFOFIVIOHA
BATDIVORNDARTF—RIZKBENICRTFELET, AT ITIORNE—RBIXEZF—RIIFIVIY
LAZBREFETZCET, A7 VMDA O—REBICALUFI Y VY ANBEHNICREN, ¥
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
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O—ROBIAELCEEAETNET, FTPITIVROARTF—RIIRFENATVWRFIVIFALEVWDOT
LM TEERT,

FIvoOHYLARL—>32, INFN—=RT7Y7O—-R, FEFHYR—REATVWBRFIVIHA
FILAVZXLDODANOEHMZDOVWTIE, Amazon S3THO AT T U NOEEMHOTES ., 23 HBL
TLEEL,

RILFN—RT7y70O—-R:

Amazon S3 Tk, BARERZE-/N—N 7Y 70— REXILFN—-KNP7YTO—-RT—ELLE7ILF
T7OTO0RNFIVIOHLZERTRIEELTEET,

BEON—KTTI74)ILETY7O—RTBIHFE, SDKsEEN—ROFI Y UG LZFTELE

9o, AmazonS3 Ik, ChsDOFI v OB L%EMAHL T UploadPart APl ZBLU TE/N—NDOESH
ZRILLET, £5IC, Amazon S3 IF CompleteMultipartUpload API ZHHTEEICT 7 A
WOBAREFIY IO LLEZRIELET,

SDK IZNIFN—KT7 v 70O— R&ZXETS Amazon S3 Transfer Manager 7 & %

BE. FIVIUHAR, AWSSDKsEY —LIZ&DHR—KRICHD SDKEEFD
TF7ALNRTILIVAXLZFERALTN—RNIRUTRIEENET, REEZ ICRET
%checksum_typeFULL_OBJECTA'., CRCGANVME PILdV X LAZFERATRI L ZBRTD L
T, BEBATDIVONFIVIHALLCATSNAVTEERT,

HWN—23> 0 SDK AL TW3HE AWS CLI :

T7D5—23a> F SDKELEY—ILD 2024 F12 AXYEION—>23a>z2FEALTVHEHEET
£, Amazon S3 FFHL VWA T T U MCKL T CRC6ANVME FT v O H LA%ZFHEL, BTSRT
ERRBICATDIVMNAERTF—RIZRFELET, 8T, REE N CRC 21— —fITFHES
NIECRC ELBL, Y RND—URKEGBHAELVWCEEBETEEXT, £, MEOEFFTES ML
FIYvUY L% PutObjectFEE UploadPart UV T ARNIRMTZHZET, BEMREBEEZFH T
WRTBDCEETEXRT, chlk, tWN—232ThICROTDLEODEENZFETT,

COMBEZRETAICE. UTOLSICEALET,

request_checksum_calculation - 8 AWS config” 7 1 JLERE,
AWS_REQUEST_CHECKSUM_CALCULATION - JRIZEZ ¥, aws.requestChecksumCalculation -
JVM 2 A7 A7 O/NTF 1 : Java/Kotlin @ &

F7FNRTR, I—HF—RBUVITIARNDEERIZVIIARNTFIVIOYLADHEZAT
YEhET, I—H -G, VIIANOBEO-REL T, EATREZTFIVIHLTIIVA
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
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LOWThAZBIRTEERT, ThUADBFEE., SDKEEOF7 A NTILIVXALNFERE
NET, EBSDKFEERFEY—=ILOFT7AIIRNTILIVXALICDOVWTIE, AWS SDKs&EY —)LIZ &
DHR—RNKRESHBLTLSEET,

77 # )L MME: WHEN_SUPPORTED

BR751E:

« WHEN_SUPPORTED — Amazon S3 \NNF—REEBZE, API ARL—23 2 THR—KEhT
WBBE, FIVIHLARIEFIIXNTOLAR ARAO—RTEFTEINET,

« WHEN_REQUIRED - F I ¥ U HLADKILE., API ARL =232 THEBRBEICOKAETE N
x99,

response_checksum_validation - #8 AWS config”7 7 1 JLERE,
AWS_RESPONSE_CHECKSUM_VALIDATION - IRIZEZ ¥, aws.responseChecksumValidation -
JVM 2 A7 A7 0/NTF 1 : Java/Kotlin @ &

F7AINRTR, I—F—RGUVIIANODEGEKICLARCAFIVIOHYLARIEICAT NI &
NET, FIVIHARLARARAMO—RIZHLULTEHEE N, FIYIHALLARAAY
H—EthBRENET, FIVITLORIANFRKRTEDE, RAO—RAFGAEShDETI—H—
CIZ—NRELET,

FIVIHBLLARVAAYE =G, FIYIOHLAOTIIVAXLERLET, Amazon S3 V5
AT RNE, FITYIHLEYR—RNTBTNTOH Amazon S3API AXRL—3 2 OL AR
AFIVIOHLDORKRIEZEAMET, EEL, SDKAEENEF IV IOHALATIIVXLERE
LTWEWEE, CORIEAFY TEhET,

77 # )L MME: WHEN_SUPPORTED

B 1E:

« WHEN_SUPPORTED — Amazon S3 \NNF—REEKZE, API ARL—23 2 THR—KEIT
WBBE., FIVIHLARIEFIIRNTOLAR ARAO—RTEFTEINET,

e WHEN_REQUIRED - F I ¥ UV H LAREEE., API AXRL—2 3> THR—KNEh, BFUOHL T
HFARL—=2320F IV IO ALAZHATHNICEMILTVSZBESICOKERTEIAET, X
([&. Amazon S3 API AU &E ., ChecksumMode/N\SX—ZABMICHEENTVZIES
T3, GetObject
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AWS SDKs& Y —)LIC KRB HR— K~

LANF®D SDK ik, COREY I THETDMEELREEYR—NLET ., BIWEHAN SN,
FRTRBTNTVET, VM AT ALTONT 1 ]ER. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTVWET,

(® Note
RNDETIE, "CRTL Ik Z3BAWS HEZ XA A (CRT) ZA47ZULTHY, 7O>T
INCEBNOKERREEBNTIHEN BDEEIHUET,

SDK B FI7AILNOD HR—RhEhTLD EEFREFHMAER
R— FIVIOHLT FIvoOHLTILIV
N NWdUX L AL
AWS CLI v2 (& CRC64NVME CRC64NVME, AWS CLIv1 OFE. 7
W CRC32, CRC32C, 7ALNOTILIVXALE
SHA1, SHA256 HR—RNEhTWBT7ILI
1) X Lsld Python (Boto3) &
BUICA&YET,
SDK for C++ (& CRC64NVME CRC64NVME,
W CRC32, CRC32C,

SHA1, SHA256

SDK for Go V2 %3 CRC32 CRC64NVME,
(1.x) L CRC32, CRC32C,

SHA1, SHA256

SDK for Go 1.x A

(V1) 0
z
SDK for Java &  CRC32 CRCB4NVME (CRT
2.x W D# ). CRC32
, CRC32C, SHAT,
SHA256
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SDK

SDK for Java
1.x

SDK for
JavaScript 3.x

SDK for
JavaScript 2.x

SDK for Kotlin

SDK for .NET
4.x

SDK for .NET
3.X

SDK for PHP
3.x

SDK for Python

(Boto3)

SDK for Ruby
3.x

(W)

F7FILND
FIVIOYLT
LUK A

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

HR—KhEhTWLD AR EFMAER
FIYOHFLTILIV

AL

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

awscrt CRC32C #fEA
B RN MBETT,

CRC32, CRC32C
(CRT M ) . SHAT,
SHA256

CRC64NVME (CRT
M# ). CRC32,
CRC32C (CRT @

% ). SHA1, SHA256

CRCB64NVME (CRT
M& ). CRC32,
CRC32C (CRT M

& ). SHA1, SHA256
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK H F7FILND HR—KREhTWVW? SEERFRLFEMEER
R— FIvoHLT7 FIyvoHLTILIV
N )y /N AL
SDK for Rust l& CRC32 CRC64NVME,
L CRC32, CRC32C,

SHA1, SHA256

SDK for Swift I CRC32 CRCB64NVME, IRTOTILOA) XL
(W CRC32, CRC32C, E/ CRT #k17H&%,
SHA1, SHA256

Tools for (& CRC32 CRC32, CRC32C,
PowerShell L SHA1, SHA256
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@ Note

BMER—DOLATINOERE, £EEFELT O Support by AWS SDKs ", 2B L T K&
WEDHA RDBEER—JICDOVT,

COMBEZRETAICE. UTOLSICEALET,

use_dualstack_endpoint - 8 AWS config” 7 1 JLEXE, AWS_USE_DUALSTACK_ENDPOINT
- IRIELH, aws.useDualstackEndpoint - JVM > A7 A7 O/NTF 1 : Java/Kotlin @ &

SDKHAFATINAZY VDI RRA VNIV IIARNEEETINESIHZA KRG FTIC
LET, IPVAEIPV6E DBEFEDRT T AV I EYR—KNTBDTFATIAZYITIV RRAVND
MOV TIE, TAmazon Simple Storage Service 1—%—74 4 KRy ® TAmazon S3 717 )L
ABRYVIOTVRIRAVEDOER) Z28RBLTLKEEV, FATIAZYIOIY RRA 2 N,
— B0 )—>23a> TR —BOY—EATHHATEET,

77 # )L ME: false
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
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« true-SDK £1R@Y—ILE, TFATILNAZYIIVRRA 2 NEFERALTERY NDO—0UD
TARZITBESERAIRET. Y—EARAWS V=23 DICFATILNARYII RIRAU B
FEELBEWVWES, VDIVIAMNEXRBMLET,
« false-SDK FLERFY—IILEF. FYRND—VVIIANZETSEOIZFITIAZY VIR
RAVNzEFERALEEA,
use_fips_endpoint - 8 AWS config” 7 1 JLE&XE, AWS_USE_FIPS_ENDPOINT - IRIZZTH,
aws.useFipsEndpoint - JVM 2 A7 A7 O/ 1 : Java/Kotlin @ &

SDK F@FEY—INFIPSEHRDIY RRA VKNV IIARNEEETINESHEFUE
EREFATZICUET, EPFEROEELE FIPS) F, F—RETORSLICEITARKEBFOL
FLIVTAEHRZREDLEDOTT, BUTHE, N—hF—. BRTERBFEOEG|Z2FHE
I5%EWE., FIPSHARSA 2V ZETFITDHENf HBVET, BEAWS IV RRAVNERER
V). FIPSTY RRANFEFIPS 1402 ICERULETLSVY 7 RNIITI47 5V 2FEALE
T CORENEMT, OH—ERICFIPS T RRAVNFEELBEVBE AWS U —> 3
. AWSHUHLREAKRTZAEMEN BV ET, T EABEBOIVRRSAFERT D --
endpoint-url# 7> 3>k 2 OERE%E AWS Command Line Interface EEZ L& 7,

TFIPSIRRAVNZEETDTOMOEFEDFMIODVTRFAWS V-3, TH—E
ABID FIPS T RiRA 2~y 25U TLEE L, Amazon Elastic Compute Cloud —E A
DIV RRANOFMZDOWTIE, "TAmazonEC2API VU7 7LYAL O TFAFTIAZY D
(IPv4 £ 1PV6) TV RARA by ZBRLTLSEZL,

77 # )L ME: false

BRAE:
« true-SDK £/ E@EY—I N FIPSEHMODI RIRANCVITANEZREELET,
« false-SDK £HWEY— LA FIPS EMOT Y RIRAVNIZUIOIANEEELEE A,

AWS SDKs& Y —JLIC KR B HR— K
UTOSDK ., COREY I TBBTIMEEREESR—NLET, BINEHNT S NE.

IAXNTCRESTNTVET, VM ATALAZ7ONT 15%EFE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—REhTVET,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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SDK B AEERFLEFHMABR
#
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & HBE config 77 M IILEREZFEATSICEE,. RET7AILD
W SOFGAIAKZEMCTISLEN HYET, Evra
ZSRBLTLSEEY,
SDK for Java 2.x (&
L
SDK for Java 1.x L
L
4
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
R
SDK for Kotlin (&
R
SDK for .NET 4.x (&
R
SDK for .NET 3.x (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK B EFEFEFEHEER
e
N
SDK for PHP 3.x (&
R
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
W
SDK for Rust (=
W
SDK for Swift (=
W
Tools for PowerShell (=
R

I RKRAZ MREH

(® Note

RER—TDOLATINOERE, £EFLLT O Support by AWS SDKs " 2B L T K&
WEDHA RDBER—TJICDOWT,

SDKs, I RARA MeHEFEALTH—ERI 2V RRAUN (BREETFEBEVY—-RICTIEART
BEHDOURLS) ICTIVEALETH, HFMYEICISUTURLSAWS Z2ZETHFBMFHFEINE
o ctllkY), J—REFLVLIVRRSANZEBWICKRETEERET, —BOH—ERXICEKE
ELIVRRAMNEHYERBA, RDWVIC, BRUICIVRRAVINZERBIDRSICVUIITANT
BCET, FUBRAMLICRAAREBI RRANZREBLET, FAARELEIY RRA 2 MEE
BLES, I—REZFOIVRARSANZFEHL THOBELCTIEALET, £EXIEFE, Amazon
Timestream NFE., SDK FFIATEER I RKRA > NZEHE TS DescribeEndpoints U T A
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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RETWVW, TheOI RIRANEFEHAL T CreateDatabase X CreateTable BEDEFED
BEZEITLET,

COMEEZRETDICE. UTOLSICEALET,

endpoint_discovery_enabled - £5& AWS config”7 7 1 JLE&TE,
AWS_ENABLE_ENDPOINT_DISCOVERY - IRIEZ ¥, aws.endpointDiscoveryEnabled - JVM > A
T L7'0/NT 4 : Java/Kotlin ®dk, J— RATEZEEREITSICE. £ALTWS SDK ICEHEREL
ELETLEZL,

DynamoDB O L2 RRA > NREZEA D ELGEATICLET,

Timestream TlE T RARA > MEREABET, Amazon DynamoDB TEA 7> 3> TF, C
DERERF, Y—EAN IV RRA NEHEMXBETEIHNES HfalselciLU T, 72BN
T trueFEklE OVWFhAICAKVYET, Timestream VI TARNDT T # )L M& true, Amazon
DynamoDB UV ITARDF7 # )L M& Tdfalse,

BMIE:

* true- IV RRANRENFFT> IV THAIH—EADHE,. SDKIEIV KRSV NEH
BNICKREHLRDSETRIHRENHKRT,

« false- IV RRAVRNREAFT2 32 THIHY—EADFE. SDKEIV RKRSANEH
BHNICREHLKID ETRHBENHEEA,

AWS SDKs& Y —LICK B HR— K

UTOSDK Ik, COREY UTHATIHELREEYR—NLET, BANEHNN BN,
IRTRBETNTVET, VM P RTATONT 1 REKE, AWS SDK for Java & AWS SDK for
Kotlin D& THR—RNEhTLET,

SDK B EEFEFEAEIR
A
N
AWS CLI v2 (=
L
SDK for C++ (&
L)
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

i

(A

(W)

= 3

<

ERF LB

HE config 77 M ILBREZFERTHICE. BET7A4ILD
SNFHEHIIAKLZEMCTISLEN HYET, Y3

ZZRLTKEZL,

SDK for Java 2.x &, IRIFBZEHLZAWS_ENDPOINT_DISCO
VERY_ENABLED I ZHLET,

JVM AT L7ONT 1B Y R—FEhTLWEE A,
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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SDK B EFEFEFEHEER
7
N
SDK for Ruby 3.x (&
L)
SDK for Rust E  Timestream TOHO & HR—KREhET,
VAN
)
7Y
SDK for Swift W
L)
A
Tools for PowerShell (=
L
—BRE
(® Note

BRER—TDOLATINOERE, £1EFLLT O Support by AWS SDKs ", Z2ZBL T K&

WEDHA RDFRER=JIEOWVWT,

SDK & SDK O£k B EEERET D —MREREND—PEHYR—MLET,
COMEEZRETDICE. UTOLSICEALET,

api_versions - #8 AWS config”7 7 1 JLERE

—HBD AWS H—E Ak, THERMZHYR—NIDLHICERO APIN—T3 2 2H#RFL
£F9, F7FI)I KT, SDK & AWSCLI ARL—> 3V E&#HO APINN—>2 3>z ERAL
FT, VITANIHBEDAPIN-232ZEAIRCZ2ERTDICE. 707714

api_versions REZEHTEEL,

T7#AINE: BL, (SDK TREHD APIN—I3AERAEIAET, )
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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BMEE: ChERANEAERET, TORKE 1 DUEDADFY NENEFFHE, ThE
AA 1 D0 AWS $—EREER TS APIN—T 3 2RBILET, RAATAEL API/N—2 3>
KOWTH. AWS H—ERD RFIAY REBBLTIEE L,

COFITIE, config 77A4ILAD 2 D20 AWS H—ERICHEHED APIN—2 32 Z2FR/ELE
To ChSOAPIN—232RF, COREZEC7O77AIITEITITRANRICOAFEAE
NET, TOMOT—EAOIAN RIE, TOH—EAD API OEF/N—232ZFEALET,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - £H AWS config”7 7 1 JLEXE, AWS_CA_BUNDLE - IRIEZH

SSUTLS ##i 2 U TDEEICHEATIHAZLLAE/NY RIL HRF .pem DT 7 AI)) AD
INAZEELET,

T7FINE: &L

BBE: TINAEEIR—AT7AILBEBELET, R—RAT77A4ILEBNFHDEHEE. VA
TALE PATHREZHTEESNET7 AINEF—ATTOTSLEZEBRRELELSELET,

config 77 M IILICCDEZBRETDHZUTICRLET,

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

ARL—FT A VI ATLANNAZRBTDHERNAXNFOIARAT—THENERD -
&, Windows @ config 77 AT DEZRETDHZRICRLET,

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux'macOS WX RTA VIZKRDREBEZEHROEREDH ZUTICRLET,

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem

Windows DX > RSA VICKBDREZHOEREDH ZUTICRLET,

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem
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output - £8 AWS config7 7 1 JLERE
BERVZEDOMD AWS SDKs AWSCLI BRVY =)L TOH/ERO 7+ —~X Y NFEZEBELET,
77 # )L NME: json

BRAE:
« json- H Ak JSON XFFHELTT+—XY RENET,
« yaml - HAOW YAML XFHELTT7 =X Y hEIET,

« https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-
output- HABGARNU—LAEh, YAMLXFHELTTF—IX Y RENET, ANU—ZDT
kY, REBTF—EEATOLEBZFRILTEET,

- text- HAORK, BBITOZTEYYOXFIEBELTTIA—XY hEINET, Ch
l&. grep, sed. ¥ awk BEDTFARN 7OV HICHIZETOICKRIEET,

- table- A, T—7INELTTF—XYREh, XFO "+-1 ZEALTEILOERZR
BRLET. BE, BHREMOFERXLIVERAX TV "THAYRP TV, EXTRRENETTH,
TAJZLELTREILBEEEA,

parameter_validation - & AWS config”7 7 1 JLERE

AWS H—ERATY KRS Y MORET IS, SDK EERY—LFIIY RSV NTX—&
ORIERITTHNESHERELET,

77 # )L ME: true

B {E:

e true-TF7FI)N b, SDKFERGEY =Lk, ANV RSAVNTA=Z2DOI0ZA4T > MNMiltilz
RITLET, chllkY, SDKELERFY—ILRBENFX—Z—DNEWTHZI_czHEBL, T
S—%ZRBRHETEET, SDKFEFERFY =k, AWSH—ERIVRRSANZVIITANEE
ET2HIC. BITHEVWIUIIANEERTEET,

- false-SDK F@FY—JLiEk, AWS H—E ALY RKRA 2V NIEEFETHRICIAN RS A
UNTA—RERBRIALEFEEA, AWSH—ERIY RKRSANE, IXTOUIITANZRIE
L. BUBVIITANZERTBDEEN BYVET,

AWS SDKs& Y —JLICK B HR— K

LLTFDSDKIE, COREY U THBETHIMELRELZYR—MNLET, BOMWBHAD G NIE,
FARNTCRBEENTVET, VM ZATFALAZ7ONT15%EK. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTVWET,
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin
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BETHEICIE. SDKAAWS OH—EAANOV VT ANILZIEENSOREZZRADHNICET
DERENBENET,

COMEEREITDICE. ATORSIZEALET,

retry_mode - 8 AWS config” 7 1 JL5&%E, AWS_RETRY_MODE - IRIEZL %, aws.retryMode -
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max_attempts - 8 AWS config” 7 1 JLERE, AWS_MAX_ATTEMPTS - IRIEZH,
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FhiIZDOVWTERAD R EHA<KABEIhETITIAWSOH—ER, ., VIOIANZRAETD =D
ICEATREMDT A X223 EFEDAWS DY —ERX ZENTEET, Amazon DynamoDB
H—ERAEFELTHEALEL &S5, DynamoDB &, AWS U—23 > ETF7V9RARAEhZT—T )
ZEALTVIOIANERELET, 2FV, O—RFTIVEALTVWSR 12077 I)LiF. 0
T—7LRNEROY NV TENBAEENHYET. I—RFBALIZTAT7 N 2FEALTT
XNTOT—TIWNCTIEAL, ThsOT—TILOVWTIAANOVITIARMNAOY KUV TEh
EBE. PTA7TA47BRETE—RTRERINTOT—TILOVIITANL—KMFEFLET, I—K
[&. Region-and-table 2DV Z AT NEHFEDLDICKFATILEN HV ET, adaptive E—ROD
FRRBICTFHLBEVWLATOO—DRELESESRE., FALTVSDT—EAOHED AWS RF 1 X
YRAARZESZRLUTLSEZL,

BRT T ROEREOFMA

AWS SDKsh—o N7y hZFERALT, VOIARNZBHEITIZNESH, BKRT (adaptiveF
BITE—ROBERK) VIVIANEEETIEEEZRELE T, SDK Tk, BEITN—0NT Y K
EVIOIARNL—=RRN=ONTYRND2DODOR =0 NTY MY ERAEhET,
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R, standard & adaptive BETE—ROWMAOREXABZHEEI—RTT,

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
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if not HasRetryQuota(response)
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delay = ExponentialBackoff(attempts)
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B—EABEBDOIY RRAKRELLY, APLUIIANIEEDOIY RRA NEERTZHT
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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endpoint_url - 348 AWS config” 7 1 JLE&E, AWS_ENDPOINT_URL - IRIELH,
aws.endpointUrl - JVM 2 A7 A7 0/\NF 1 : Java/Kotlin @ &

ZO77A4)ATEEEETSH. REZEBELTEEL LSS, COBREBERIXNTOHY—ER
VDOTIANIHERAEINDIVRRAMNEEELET, COIYRRAVNE, REEhTVS
B—EABBDIY RRAKMIL>TLEEEETNET,

HET77A4)D servicesty> 3> AWS configR T NREZFAL T, FENH—ER
DHAARABLIY RRAV N EBRETDEETEXRT, servicess AOHY T 2U> 3> THEH
FTRIXNTOY—ERBEFF—OUVARNIOVWTR, "™H—ERBEEOIY RAKRA 2 ~DHEF
Fi1 ZZRLTLSEZL,

77 # )L ME: none

BUBE: IVRRAVNODAF—LERARNZET URL, URL I, BEICHLUT128LED

NAELITA D RZ2ECNADAVR—FR I RNZEDDENTEXT,
AWS_ENDPOINT_URL_<SERVICE> IRIEZH, aws.endpointUrl<SexrviceName> - JVM > AT A
7°0J/NF 4 : Java/Kotlin @ &

AWS_ENDPOINT_URL_<SERVICE>X#BIF<SERVICE>TH ') AWS ODH—E R . EEDOH —
EAOHDARLLI RRAVRNZRELET, Y —EABEOREZHO ANIDOVWTIE,
M —EABEEOIY RIRA NOEAF1 Z2SBLTLSEETL,

COHY—EABENODI RKRA ME, AWS_ENDPOINT_URL IZE8EchTWaJO0—-NILI>
RIRAVRNKEBEENET,

77 # )L ME: none

BUBE: IVRRAVRDAF—LERARNEEL URL, URL F. BEICIELUT1 2HED
NAEITA D NEZECNADAVR—FX 2 NZEDDRENTEET,
ignore_configured_endpoint_urls - 3& AWS config”7 7
4 JLEXE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IRIEZH,
aws.ignoreConfiguredEndpointUrls - JVM > A7 A7 O/\NF 4 : Java/Kotlin M &

DHRERE. INTOHARZLLIY RRAV NRELZERIBDEHICHEAETNET,

O—REFLEBRY—ERISATNERICREENTVSIHATHWEI RRAMNE, CORE
ICBERABLKFEAThD CEICERLTLKEEZV, L&xE., AWSCLI OV RIZ--endpoint-
urlIN Y RSAUNTAXA—RZEDHEY, IVRRAVNURLZIZFATNIAVARNT IR
ICEBELEYTRE, BEBMIBYET,
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77 # )L ME: false

B ME:

« true —SDK FE2RGEY =, IVRRANURLZRETHDEHD configRBET7 71l
RIREBEBD SHAZLAREAT A 2ZmrBBdE@FHY)EEA,

- false —SDK £zl Y —ILF. config RBE7 7 AN FLREFREZHL S I—H—NREHL
EIVRRANZIXNTHEALETD,

RIBEZEREEALLEIY RRA2 MORE

FTRXTOH—EAOIVITIARNEAARLI RRANURL ICIL—F120FBICIE.
AWS_ENDPOINT_URL JO—NIREBEZHERZELE T,

export AWS_ENDPOINT_URL=http://localhost:4567

BEO DVITANEAARALALY RIRAZ NURLAWS OH—E R ICIL—FT 1>
9321k, AWS_ENDPOINT_URL_<SERVICE>REZHZFEHLEI, O Amazon
DynamoDB (& serviceId ¥ DynamoDB, cDH—EADI RAKRA > N URL REZHK
(& AWS_ENDPOINT_URL_DYNAMODB T3, c DIV RARA N, COH—EADLEHIC
AWS_ENDPOINT_URL ICEREE N TWVWBRIO—NILIV RRAV MKW EBEENET,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

BlofFlE LT, Kk serviceId® AWS Elastic Beanstalk A& V) £ 9 Elastic Beanstalks

AWS OH—E R BRI FlE. IXNTOAR—AZT A —AATICEEHRA, INTONFERXF
ICserviceIld¥2C&T, APIEFIILD ICETVTVET, cOY—ERICIY RKRAV NERRE
ITREHD, WETHIRELEIE AWS_ENDPOINT_URL_ELASTIC_BEANSTALK T9, Y—EAEH
NDIRBEHOVANIDOVWTE, "H—EZABEOIY RRANOFAFi1 Z2SBLTILEEL,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

config *E7 7/ I)Z2FEALTI RRANERELET
config #E7 7ML Tk, endpoint_url AEXRETETBBATE T ETLMBEICFERAEINET,

« profile AT endpoint_url ZEEEETDE, TOIY RRA M TO-NILI RKRA
N ET,
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- services Va2 HOY—EAID F—OTFIC endpoint_url ZFARNTHDE, TOILUR
RAVRNEZFOH—ERICRLTITOREV I IANIOKBEAENET, B config 774
JLA®D services VYA VOERIODVTHLLKE, "BEEZ77ALOER) 22RBLTLKE
=L,

ROBITIE, services EEZFEAL T Amazon S3 ICFEARAET B L eBDHb—ERABENI R
RAVBNURLE, O ITXNTOH—ERICERAENDCEERBRDIHAARLTO—NILIY RIRA
NZsRELET,

[profile dev-s3-specific-and-globall
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

1207O77ALTEBOY—EAOIY RRAVNERETEETT, COFiTE, AL7O77
4 )L T Amazon S3 & AWS Elastic Beanstalk D —E ABENI> RRA > N URLs Z:&ET %
FEERUET, CIF serviceId® AWS Elastic Beanstalk A"&% ') £ 9 Elastic Beanstalk,
AWS O —E R BBIFIE., IXNTOAR—RAZT VA —AATICBEHRA, IXNTOXNFZENPIXF
ICEZ# X serviceldd 2 & T, APIEFILD ICEDVWTVWET, LEN 2T, Y—ERID ¥—
(& elastic_beanstalk [C&Y), COH—EADEREW: elastic_beanstalk = OITHASH
BRENET, services BV aVTHEATEZIINTOH—ERBIFF—OUARNIOVTIRE,
T —EZABENDT RKRA NDOEBEIF1 BSBLTLIEESL,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

H—EARELIIVEEROT7O77AIINTHEATEET, &A@, 2207O7 7A4IIUNE
UXE# services Z2EAL., O7O77ANT7ONT A ZEEITDENTEET,

[services testing-s3]
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AWS SDKs& Y —JL V77LYAAHAR

s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

O—IR—AOFAFEHREZEALTTOT7AILAOIY RRA VN ERELET

ZA774)IC 1AM Assume Role ¥8EM source_profile N X—RICK>TEREENZO—/
R—ADRBEHRN HBHEE. SODKREEENE7O77AMILOY—EARENHZFRALET,

O—I)IFI—Enk7O07 74 ERAEhELA, FIZE, XROHRE config 771N %= EH
LET,

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

Z7O774)BEFEALTI—RAT Amazon EC2 U T &, T2 RAKRA > N https://
profile-b-ec2-endpoint.aws E L THERENET, I— RO —ERICVU I ITANZEE
LiEBE., IVRRANOBREIADAZLAOSY VICREVEREA,. IVRRANFEZ7O774
LMATEZRENLEIO-NILIV RRANIGBRENEEA, JO-NILIVRKRANZEB
T7O774)LICKHLTEMCTSICE. 7O0774) B ATER endpoint_url 2R ETHIHEN
HVET, source_profile BREDFMICOVTIE, O—ILEREHER7ONAF—%Z5|ZZTET
BSRLTLSEEZL,
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REDELIEN

CHHBENHRERERICEATEETN., 1 DOHY—FERAICD2ZE 1 DOENfBEETNET, BED
ICXLTIHhiz API =)L Tl AWS O —E R, XDJEFZFERAL TEZIZIRLE T,

1. A= RFLERFH—ERIZFATMNEHRICREENTVSIHRNEREE, (HORER EEL

ENFET,

« MFBE AWSCLL, ChlE--endpoint-url ANV RSAUNTAXA—RICK > TREFEENDET
9. SDK DBE., ARHEI LT, AWSDH—FER IVSATURNELEREREATSTY
REAVAZAILTBDEZICERELENTGXA—ZOERICAYET,

2. —EZAEE DOREZH (AWS_ENDPOINT_URL_DYNAMODB & &) IZ&k 2 TRt B fE,
3. AWS_ENDPOINT_URL O—/NI I RARA 2 NREBEHICE > TRHEE B E,
4. endpoint_url BEICE > THESNBER, configHBET7 7LD services UV a>Hm

H—EADF—DOFICRANEINET,

5 %8 config 774D profile N TEEEEE Nz endpoint_url REICK2THESND
fE,

6. TNTIDTFT7AINDI RKRA2 N URLAWS O —ERA FREBRICEAETIET,

AWS SDKs& Y —LICK B HR— K

LT®OSDKIE, COREY U THIPTHIMELRELZYR—NLET, TN EFGAN BN,
IAXNTCRESTNTVET, VM ATAZ7ONT 15%EF. AWS SDK for Java & AWS SDK for
Kotlin D& THR—REhTVET,
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N

AWS CLI v2 %3
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SDK for C++ (A
L

A
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC
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serviceld
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Artifact
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Auto Scaling Plans
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Backup

Backup Gateway
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY
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serviceld

BackupStorage

Batch

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR
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serviceld

Braket
Budgets

Cost Explorer

chatbot
Chime

Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS
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serviceld

Chime SDK Messaging

Chime SDK Voice

CleanRooms

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

- AWS_ENDPOINT_URL_CLEANROOMS

- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION
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serviceld

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

CloudSearch

CloudSearch Domain

CloudTrail
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2

cl
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- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL
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serviceld

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER
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serviceld

CodeGuru Security

CodeGuruProfiler

CodePipeline

CodeStar

CodeStar connections

codestar notificat
ions

Cognito Identity
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS

AWS_ENDPOINT_URL_COGNITO_IDENTITY
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serviceld

Cognito Identity
Provider

Cognito Sync

Comprehend

ComprehendMedical

Compute Optimizer

Config Service

Connect
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER

AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER

AWS_ENDPOINT_URL_CONFIG_SERVICE

AWS_ENDPOINT_URL_CONNECT
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serviceld

Connect Contact Lens

ConnectCampaigns

ConnectCases

ConnectParticipant

ControlTower

Cost Optimization Hub

H
7~

4 N3N MG S

C(
(0]
n

C(
mj

C(
S¢

C(

I

C(

we

C(

ht
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DT4ADENICEI>TZOMEDT 7 2 ) NMENEDLZ UMl B -HTT,

77 # )L NME: legacy
HE  SDKOFILWXD ¥y —N—23 > TOF 7 #I)I ME standard I V) £,

BRhis{E:
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