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SDK #¥1H THERATBESE. B¥IIC "SDKforRust D FIFABBICH 2T, B EHE
HLFET,
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Rust DJ— REIOTLBVANIOVTE, "TJ—R0fl, 25RBLTEEL,
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BefEB®EehTVET,
« Rust 7OY V9 ERBIVITHA N
« AWS SDK for RustAPI ) 77 L 22 A
« AWS SDK for Rust ® AWS RO Y /N—=vY—=)L707
+ GitHub ®AWS SDK for Rust Y — A 1— R
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https://docs.aws.amazon.com/sdkref/latest/guide/
https://rust-lang.org/
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https://github.com/awslabs/aws-sdk-rust
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- OEM AWS SDK for Rust
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TEERETEBFETHETEERT,
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TOEAL 25RLULTLSEEL,
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ERNFEENTVRRENHBYET,

« PTG —23 0 BETITHHICAWSTIVEAR—RIN Y a2 ZBHBAWS CLITS =S ICFE
Ad%,

- SDK A SSRTEDREEOEY hZEET [default] Z7O7 7 A ILAH%BHE AWSconfig
774)Ne COTTAINDIGZHEHETBICE. AWSSDK EV—ILDUTF7LVASA RO T
B77A4)ND%5M) 22RLTEZWL,

« #B config 774 )LI& region REZBRELET, ChiZKkV, SDKAWS J—2 3 2 HFAWS
DOTANIFERATRTF7AILRIBREENET, cOV—232R@, FRATZV-—TJaVHFERE
ENhTVWEVWSDK Y —ERAVIJITANIFERAENET,
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https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-login.html
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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« SDK Ik, Z7A7 740N 000 4 VRAFEBRZ7ONA S —REEZFEALT, VIITARNEIXETS
ACERAEFEHRERMBEBLEITAWS, OJ A >D—070—FICEBRLEEBEID Y=ty ary
M ID Z#R7F TS login_sessionfBIC &KV, PV —>a > THEAEThBIAWSH—ERIZT D
ERATEET,

ROY T Neconfig7 7AILE. OTA>D—070—RISERE =074 2 RAEHRZON
AHA—BEAV—IEY2arVTREENEF7AIILN07O07 74 ERLTVET, 7’0
774 )1ogin_sessionMi&ER. 7—770—RICEREhERaEI Y —IIEYZ a3y
ZSRBRLET,

[default]
login_session = arn:aws:iam::0123456789012:usexr/username
region = us-east-1

® Note
CORFEHR7ONA A —=Z2FERATHICIE, aws-config¥ L — hcredentials-
loginDBEEZBMICTIHREN HVYET,

A A EERETE R

ABOI—Y—ti&, BBANID EHEN, A, EEE, #ROY/N—, ARL—F—, KT
T7U5—23a>0r21—~X—%2BLET, AWSREET U —23a > IlT7O0EATSIC
&, DAMRETYT, HBBOXN—THZABOI—Y—, D2FV), I—H—PEAREEF. 7—7
THA—ATAFTAT1AERENRET,

TOARIC— KRN ERIEERZFEALETAWS, ABOI—H—0 ID 7ONAH—%ZFEAL T,

— RN ARRAIERZEZRMIZO- I Z25ER TR LT, AWSTHI MO IFL—>3>7F
VERAZRBTEET, —THBTIVEAEEZITSICE. AWS IAM Identity Center (IAM Identity

Center) ZERAL T, CEZOTAIRMAOTIEARE, TNSOTHIY NATOT VAT
ZEBIREZHBOLET, TOMORBRICODVTE, UTEZSRBLTSEE L,

« RANTZUT1AOFERAICODVWTR, IMMI—H—HA RO TIAMTOEFIUT 1 OXRAD
720T4A1 25RLTLSEEL,

- WHIAWSFEIERZER TS ICE. IAM I—H—H4a4 R0 "—KHEEFI1 T 1 FEEEHR 2
ZRLTEEL,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-login-credentials.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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* SDK for Rust "Y' 7R— K32 ZOMOFBEFER7ONA A —ICD2W T, TAWSSDK &V —ILD
V7F7LAAAR) O "BEENMENEFAEBEHRZONAT —1 2ZBLTEEW,

AWSSDK forRust 2R L =TI BT 75— 3> OER

AWSSDK for Rust DEAZ T XX <BHABTDICIE. COFI—RNUTILICH 2T, Z2HVOCETS
TNEBTTIVT—2a 0 2ERLETAWS O —E XA,

Bl FR SR

AT % IZ(EAWS SDK for Rust, Rust & Cargo 1 AR—ILENTVRIHENHVET,

« Rust Y —)LF I —>: https://www.rust-lang.org/tools/install 41 > AR —)LUE T,

« cargo install cargo-component Y2 RZZE4TL T, cargo-component YV —J)LZA4 A
R=IULET

HRY—)L:

ROAT2arY—=)L&BIDEICAVARN=ILTDE, IJ—REERP NIV 1—FT 120 JIC&L
TBHENTEFT,
« rust-analyzer ¥L3R#EEIC DWW TIE, TRustin Visual Studio Codes ZZHBL TS EE L,

« Amazon Q Developer l—DWTIlk, TIDE | Amazon Q Developer JLsREEBEE = IE T ST A4 2 % A
VARN=ITB, BBRLTLEEL,

E#HO SDK 77— 3> OER

CDFIETIE, DynamoDB F—7 )L & —EBXRRTDE&MO SDKfor Rust 77U —>a > =ERL

x£¥9,

1. —ZFIILFEEREOAV=ILDARIT, P7IT5—23 0 2ERKTD2AE 1 —20OBFRIC
BELET,

2. ROON>Y RZEFEITLT hello_world F14 LI RNUERERL., XOKSBEAT I N> D Rust
J7OIO9REABDLET,

$ cargo new hello_world --bin

SUTNBETTIr—23a T DER 5


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
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3. hello world FALZRVICEHL, XOOX> REZFEHAL T, VEZKEFEERET )T —
>azvICEMLET,

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full,aws-config/
credentials-login

ChSsOEKEFEERRIZE. FERBI/OARL -3 VOREIIFEAET NS tokio JL— b &
E. DynamoDB DR EMEEE HR— N ERHETS SDKOIL—KHFEENET,

(@ Note

tokio/full Tokio DS #eEZFEALZWVEE. FEAHZ O 21 LARREEhEE
Ao SDKfor Rust I[CIFIERBZ > XA LN BETT,
aws-config/credentials-login CO#EZFEATHE, AWSYRI X NIV
V=IOH A2 A VFAREBIVR—NEET, FMCOVWTEE, AWSSDKs, 2%
BLTLSEZL,

4. XOOD—REEDHDELSIC, stc FALYURN)D main.rs ZEHLE T,

use aws_config::meta::region::RegionProviderChain;
use aws_config::BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");

let names = resp.table_names();

&0 SDK 77— 3> OER 6


https://crates.io/crates/tokio
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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for name in names {
println!(" {3}", name);

}

println!();
println!("Found {3} tables", names.len());

0k(())

(® Note
COPITR, BROBIOR—Z DA ERRLTVET, BEROR—TOBERELET
B7HEICOVWTIE, Tthe section called “Pagination (R—2 2 &), 23BL T e
(A

5. WTFo7A7ZL2ERITLET,
$ cargo run

T—7ILEBDOVARFRRENET,

O EM AWS SDK for Rust

Rust 7O S 3 EENEM AWS SDK for Rust, SDK for Rust 7L — NICEI 32 1EH. 70
DI NERE. SDKforRust IZ&D Tokio T 24 LADERAKZE, 2#FEALETOJZIT0E
AIZDOVWTHBALET,

Bl FR SR

ZFEATSI21E AWS SDK for Rust, Rust & Cargo "1 Y AR—=ILEhTVRIHENHYET,

* Rust Y —)LF I —>: https://www.rust-lang.org/tools/install Z4€ > AR —)LULET,

« cargo install cargo-component X2 RZZE4TL T, cargo-component YV —J)LZA4 A
N—=ILET

Hig 7


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
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HRY—)L:

ROAT2aVY—)LZIDEICAVARN=I)TDE, O—RBERPRNS TN 1—FT1 2 JI&T
THENTEET,
« rust-analyzer JLER#EBEIC DWW T I, TRustin Visual Studio Codey ZZBL T IEE L,

« Amazon Q Developer IZ2WTIlx, TIDE | Amazon Q Developer #LsREEBEE =& T ST A4 % A
VAR=IILTB, ZSRLTLEETL,

Rust 0 &1

LT, Ao THLSERIDRust 7OV S IVIETEZNOEATT, FBICERICODVWTRRINTO
ZREF. "Rust 7O Z 32T 57FE1 TY,

« Cargo.toml FEED Rust 7O IV RBRET7A4ILT, 7O TV NIHTRHRERREXR
F—EANFEENTVET, Rust YV—AT77A4I)NICE, .1s 77 M INILERFHIHYET, Hello,
Cargoly ZZBRL TKEZL,

« Cargo.toml B7A7 7 AN THARIAXTEEY, "VU-RA7O774)ZFERALEE
IWRODAAZIAAX, Z2RLUTLKEEV, 2hs07O7 74 )L, B AWS config7 7
AINAOT7O77AIOERERFELICEBRTHY) AWS, I L TVWET,

s SATSVOKEBREETOSIVNIEBNT S —RWAEAER, cargo add ZEHTR &
T9, Mcargo-add) ZZBLTLKEEV,

* RustiClF, ROLSBEFNZEHBESN HVET, let F—DV—RIFEBEESL, BVYIHT
(=) ERTICBDFENHYVET, let ORICEZIBELAWVEES., OONAFREBEZHALE
3-0 rwﬁ;&tﬂm—ﬁ'léJ E%}Fﬁb1<té \I\O

fn main() {
let w = "world";
println!("Hello {3}!", w);
}

- ARNBET ZHOER X ZESTIH O, Rustld x: TEBXZEALEXY, "T7—2E, %
ZRLTEEL,

« struct X {JEHULLVEXZERELET, XYY R, DAZLBEFKOE X CEEEIF
To BXDODXYY RIE, F—D—Rimpl OFL 74 Y VANV ERETOYITEEEThE
T, REJOYIATE, self gXV Y RAFBUVHE N EBEARDA VAR AZSRBLET,
FF—J—Rimpl) KXY "XVYY REX, 25RBLTLSEEL,
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https://code.visualstudio.com/docs/languages/rust
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https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
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https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch03-02-data-types.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
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- BRERTLGHEBFTHLEEDNDINORICBRER () MHE<HE, TOI—RENYIOZE
BELREHOPHLTWET, X704 2ZRLTEEL,

« Rust Tk, EEFELZTLIT—E panic! XVAICK>TRENET, 7OJF AT panic! MK
£59dE, KXY E—22BHLT, PFUOARL, A2V OOV —=2FYTUTRTLE
¥, Tpanic! LEBEEFTHEEIT—, #BBLTIEEL,

e Rustld, MO 7O ITEZBEOIDICR—AITITANSOHEEDMFEEHR—RNLTVEE
Ao traits CEN Rust A XV Y ROA—N—O—RZEZETIDFETT. LA BME., BESH
CEAE=—TIAAIBPUTVDEERDENTEELET, EFEL. SLAMNEEDAR—TI
AAICIEEVDY B, Z2<DBE. RFI7OLATERZFETHERAENET, "ML HBE
NIRDEFEVETEET S, 2SBLTLIEETL,

« ZHERF, AcOF—2BEREBICERTD IR, EHROF—RBICHBTBHEEE Y R—
RTD2I—ROZETT, Rustik, #=EH, NLAKM, D2IRVIRAZBUTZHEZEYR—K
LTWVWET, "#HIATFTA, BLUCI—REBELTOME, 2SBLTLSEETL,

« Rustldg, XEUICODVTHEICHRHNTT, AN—RRAZE, "TRAVEODRSICIRDES
A, BMOXZRTF—REBEZRFT OD>T—2BE T, TAN—KRA2, ZSBLTLKESE
(A
s CoOwWHEBFIO—2AVFAMNDARI—RNRAEATHY), BEIZISUTXT) OFFE#EZFD

HUTICEETDDIC’IEET, "Enum std::borrow::Cowy ZZHBL T EE,

s Arc B, BIVHETSNEA ARV AZNIDNTDTNIVIOSBAOD Y MEANY—NR

AR TF, TStruct std::sync::Arcy ZZBLTLIEEL,

« SDKforRust [&, EMEREBETILOICEILA—NZ—2%2BEIZFEALET,

AWS SDK for Rust Kfa 0 E &

o

S

« SDK for Rust #BED TS AN JAF VL — K aws-config TF, chid, REHNSEREE
AN HDH, BEAEOTODIINIEENTVET,

$ cargo add aws-config

« ChZ AWS DH—ER EHEND EREALEVTSEE L AWS Confige < A —ERT
HBdH., AWSDOHY—ER JL—rOBRERAICHLD., &FENFEFTaws-sdk-configs

« SDKforRust 714 75Uk, ThENELDSATSVIL—NIDEIEhET AWS O —E
Ao 50U L — KNI https://docs.rs/ TAFTEET,
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https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch09-01-unrecoverable-errors-with-panic.html
https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch17-01-what-is-oo.html?#inheritance-as-a-type-system-and-as-code-sharing
https://doc.rust-lang.org/book/ch15-00-smart-pointers.html
https://doc.rust-lang.org/std/borrow/enum.Cow.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
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« AWS OH—E A crates [&. aws-sdk-s3X° aws-sdk-[servicename]% &N OapBHRAICHE
W& Faws-sdk-dynamodb,

ZRETZDLOOTOD IV MERE AWS O —ER

c AWS OH—ERATFT7VTr—>3a>THEATAE7ODIIVNIARFEZEMTIXEN HYET,
- 7OITVRMTFA4LIVNIATION Y RZA2ZFEAL T, cargo add aws-sdk-s3E®D
cargo add [crateName] ZR{TLTIL—NZEMTBDHFENfHEREIhET,
« ZhlZ&kY), Cargo.toml O TOZ7OZ T M® [dependencies] ICTAEBMENET,
s F7AILKTRE, ChICKYIL—RMNOEFN—232F7O0C I NCEMENET,
c YV=AT77AILT, use A7— M XV NZFALT, YJL—MOEBZAO—7HICEVYIAKE
¥, Rust 7O SIVIEREIVITHARND "HEBONY T —D%ES ) 28RLTLSEE L,

s JL—KRBRENAT7TRPYSNBEN KL HYETH, ERICOL—NZFEATIEICIE/
ATNTUOE—AATICEBRENE T, HlIAE, aws-config VL —KMEI— K use A7—
NX> NTuse aws_config ELTERAEIhET,

- REGEMEIEYITY, REGI—RTEETS L. REZBORET 7 1L OAETHE
EFD_ELETERT, FHMICOVTR, THET AWS SDK for Rust U —EAV T4 7> b &5
ET2, ZZRLTLEEL,

« SDKICK 2 TREZEFHRIATE, FBEALEDREICRYBTTIAIINDBEETZ LD, Bk
BERFRETZEFELEEIOTICEEENET, OJEEZEMICITSIHZEICOVTIE., TAWS SDK
forRust TOOTREBNBELFEH 2B L TS EETL,

s REBPDDIRBERERET7TAIINRERF. 7O L0RBRFIC1EO—RENET, EOE
ik, 7O LZBEEITHIETERRENFL A,

Tokio 7> 24 L

« Tokio l& SDK for Rust Z7OAYJ Z XV ERBNIIRHBZT XA LATHY), async FAVZETLE
¥, [(tokio.rsy & & Tdocs.rs/tokios ZSBLTLEE L,

« SDKfor Rust ICEIERIHZ > R A LABETT, ROIVL—KE7OP IV NIEMTRDLE
BEBHLET,

$ cargo add tokio --features=full
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- tokio::main BN IO, 7O ALANDOFEEBRAA I RNIRA N EERLET, D
NOOQZFERATAICE, RICRTRSIC, main XYY ROBOITICEMLET,

#[tokio::main]
async fn main() -> Result<(), Error> {

Tokio Z> &4 A 11
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AWS SDK for Rust TOH—E ATV ZA T2 MDERE

Z7O07ZL%FERALTAWS DY —ERICTIVEATSE=HIC. AWS SDK for Rust & AWS O
H—ERZOVZA T MNEEGRZFEALE T, HlAEE, 77U —>3 25 AmazonEC2 IC7 7t
ATBDRBENHBDFE. T7IVT5—23 2 R@3FOY—EAREAR—T T4 A% &% Amazon EC2
DAT > NEBEGREERLET. RIZ, Y—ERAIZATUMEFEALT, TO AWS OH—EXR
CHULTUIIARNERITLET,

AWS DH—ERICVUIVITARNZITSICE., ESTH—ERIVSATNEZERTRIULEN HYET,
O—RAFEATZREZEAWS OH—ER ICEK, EAOIL—KE, YR ZITSEOOEROEAN
HYVET, V4T NE, Y —EANREITDZEAPIARL =23 VICHBTEIXY Y RETH
FhoBALTVWET,

SDK DEIEZRET D HERFZIRICOLEY KT, RENICEINTH—ERIZ4/T72 NOBE
ICERLTVWET, EOLKDIBREE, TRIEITVTERENEY—ERIZAT M EREH
DETRMRNIBYEEA,

AWS OH—ERAZFEALTHREITIRICE. AWS ICKV) A—RAEDRSICRIATIH EHILT
PHRENHVET, FAITZAWS V-3 ZRETIHBENFHYET,

AWSSDK £V =IOV T7 7LV AHA RIZIE, AWSSDK DELICHBTHRE. HEE., TOMHD
EXG2EEENTLERT,

NeY

« H\EBT AWS SDK for Rust Y—E ROV TSA T N2 RET S
« J—RT®H AWS SDK forRust Y —ERVSAT7 > MDORE
« AWS =232 O DOF%E AWS SDK for Rust

« AWS SDK for Rust FREEEHR 7 O/N1 X — D E A

s TOEE/N—3 2 OFEA AWS SDK for Rust

« AWS SDK for Rust TOBRITNDRE

« AWS SDK for Rust TO XA LTV NDFRE

« AWS SDK for Rust D A 7 H#'—/N\E'U T 1 #EEDRTE

s TOIVTFAT BRIV RKRAY MDFRE AWS SDK for Rust
« AWS SDKforRust TOIOZATRD1 DDARL—3AVEREDLEEE
« AWS SDK for Rust §T® HTTP L AJL D ERE DMK



https://docs.aws.amazon.com/sdkref/latest/guide/
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« AWS SDK for Rust TO A > 2 —t72—NDHRE

SNEBT AWS SDK for Rust Y —ERIV AT NZ2&RET D

Z<OFRERFI—RONPTEETEELET, RENNBTEEEIATVSDIBEE, TORERIANT
DT 7Vr—2aVICBAEThET, BEAENRERER., REZHELIEEROHEE AWS config
T7ANEFERALTHISCENTEERT, £B config 774U TR 707741 EHENS
BRDIRELY hEREBFLT, RREXTANIE LRI REZRMTEEXT,

REZHEHRB config 771 ORERFRENMEZTNTEHY), AWSSDK XY -2 THEET L
T, BRABEEPT7VT—23 ETE—BELEBREEYR—KNLET,

SDKRREDFHMIZ OV T, TAWSSDK &V =IOV T 7LV AHA R, 25RBLTLKIEE
Vo SDKARBEREIIEERET7 7AINDLSEBRTEDIINTOREZHIETSHICEF. "TAWS SDK
EV=IDOVTF7FLYAAA R, @ "TREVI7LA ZZRLTLSEE W,

AWS DH—ERIZCUIVTARNZITSICR., ETEFOH—ERAODIZATRNEA VAR ANLE
o RALTIRNRPHTTP 95472 b, BRAITRERE, Y—ERIZA4T NOHRBREZT
SENTEET,
FEH—ERIZATU NG AWS V=23 EFRIBER7ONAA—HNHBETT, SDKFhs
NEZFEALT, VDY—RAOELWD =23 VICU VT ARMEEFL, EVLVERRAIEHRTUIIARN
ICBBELET, ChSDEFRI-—RATTOVZAILK>TEETSRCLE, REASEBHNICO—
RENDKRSICTBDEETEFRT,
SDKICIK, BRENEZRDTALOICIEFICHEFEID—EOFM (FLEYV—R)FHYUET,
1. A—RFLEBRHY—ERITZFATNEBERICREENTVIHATRHNERER. HORELEEE
ThET,
2. RIREH
- REZHOREOFHFMCOVTIEE, TAWSSDK EV—=IDOUT7LYAHA R, O TREE
B, ESBLTLEE W,
« DINORREERIE., ATLEME, I—F—2& BEOX—IFIEvarvigE, &
TEBRAD—TILARITHRETED CELICEFRELTLEZY,
3. 8 config 8K credentials 77 1)L

c ChSDT77ALDOREICOVTE, TAWSSDK &EV—I)LOUT7T7LYAHA R, O THE
config 77 A4 )L & credentials 774 )1 ZSBLTLKEEL,
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4. SDKY—AO— REBHFREEITZTF 7 A MNMENFREICFERAETNET,
« Region BEQ—HO7ONTAIC@EF 7R EEA. Chso7ONFT 1k, O—
R, REFRE. FLEEFHE config 77MILOVTNA THRNICEETDHEN HVYE
T, SDK A MBELREREEHRTELRVFE, APIUIJTANIERTEICKHITDAREEN B V)
£7,

I—RT®HO AWS SDK forRust Y —E RO SA4T7 > NDOERE

RENF - RATEELEBE D HEE, REODAI—7R, TOIA—REEATZIZTITIT—>3>
CREEhKT. TOTTVT—>3 VAR, IXNTOY—ERIZA T MNIXNTHITO-/NIL
HE. BED AWS DY —ER ZATODIXNTDIZATUMINTIERE. BEOH—ERDIS
ATVRNAVARDAICRTDREDA T2 AVHHVET,

CUIJIARNZITSICRR AWS O —ER, EFZOH—EADIZA TV RNEA VAR ALKLE
o ZALTIRRPHTTIP V5472~ BREITRERE, Y—ERIVZA T NOHBREZT
STENTEERT,

BY—ERIZATRIRE., AWS U—2 3> EFRIEHR7ONA S —ABETT, SDKIFZh
s5nEZFEALT, UY—AOELWU—232VICUITANEEEL, ELVEIEERTUVIT

ANZBELET, CNSOERI-RATTOTZALILLI>TEETRDZEE, REASHBMNIC
O—RENDKRIICTRIEETEXRT,

(® Note

HB—ERIVTZAT7RNEAARNTZIORNCOARNNDDBDCENZL, —BRBICHBEETNS
CEEBELTVET, chZzBBICTDEH, IXTO Client BiEMIE Clone 2R
LET,

REBNSITVSATURNEHRET D
REYV—ARETITIATMNEERTSICIK, aws-config JL—MOEHXY Y REFRALE
¥,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

O—RTOUVZA4T > MRE 14
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let s3 = aws_sdk_s3::Client::new(&config);

CDORETIZAT > NEERT S CZ &I, Amazon Elastic Compute Cloud TE1TT 2B 4& AWS
LambdaX’, Y —EAIVTA T NORENRENSEEFNATESDTOMOATFANTEITT
PHBEICERNTT, ChiCkY), I—RFRTHFORELN ST BEEh, J—RZZLEAWS IJ—
2a v BFICTTIVT—3 02880 CFTOATRENBRICBEYET,

BEOTONT A ERRWICA—/N—54( RTEET, ARHERER. ETBEN SERENDH
ELWEEEENET. ROPITH, BEANSBEEHRAIAKETH, BRNICAWS U—Ta %
F—IN—F4 RLTLET,

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

(® Note
INXNTCOREBN VAT NOEBRBICEAIAENDDITTREHYERA, I9F4TH
HFVOITARNZTOBRIC, —BAET I 12AF—X |IAM Identity Center D FRE% £ DFRFETE
HMBAENRER., FRABEHR7ONAE—LAV—ICX>2TTFIEAETIET,

BIOFIZRTI— R BehaviorVersion: :latest() &, F7 AN NICHEATS SDK D/N—> 3
~&ERLTVWET, BehaviorVersion::latest() k. BEAEDT—ATHELTVWET, Ff
C2\WTR., "ToOEMEN—3 2 OFEH AWS SDK for Rusty 2B L TS EEL,

Y—EABBOREICELT—NE—22FRATS

F7723a>0HRICE, BEOH—ERITZFATURNREALATTOHBETEDREDNHYET, £k
L. BEAEDNEE. REDAIBDIREN STHRAIAK, TORICEMOATa D ERHICEELT
BMI3HBENrZVTT, ELX—/NX—2F. AWS SDKforRust 7L — RO —&HE/NZ—>
T, £ aws_config::defaults ZFEAL T—MWAREZFTAIAHK, RIC from XYY R%ZE
FRALT, TOREZEXERFOH—EAOEL R —ICHEAIALETT, TOR, TOHY—EAO—ZE0D
HREMZREL, build ZHVHTENTEET, REIC, COBEROBRENSIZFAT N
FERENET,

H—ERAEBAOREICELA—NZ—22ERATS 15
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// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())

.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

BEDRATOH—ERIVTATNTHEATEDEBMXYY RE/RETEDHED 1D
(&, aws_sdk_s3::config::Builder BLED APl RFIAX NZEFERITBHETT,

SEZHRNEITA T2 MRE

RENSEEZO—RIZDRDYIC,. BEDETH—ERITATURERETSICE., RIZRTK
S, 94T K Config ELF—THEETEET,

let conf = aws_sdk_s3::Config::buildex()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

aws_sdk_s3::Config::builder() ZFEAL TH—EAREZERL LEHEES. T7 I MEER
RAIAENFEL A, T7FINE, aws_config::defaults ICETVTRELZERTIHEEICD
HFFRHIAENETT,

F723a>oRiC@E. FEODH—ERIZFATURNEATTOIRIBETEDREDONF HY)ET., AIOH
l&. Amazon S3 V54 7> N T endpoint_resolver BB EFERA T2 HERLTWVWET,

AWS U—>3 > O MOEEE AWS SDK for Rust

ZEALT, BEOMIH AWS O —EX TEETSZ LTIV EATERITAWS V-3, Ch
k., TREZBRIZLEH®, - AT IO ELRTRIEMOESTOTF—RETTIVTr—>3>

SELBERNEIZAT > NEE 16
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NDEITZHEITDIEHICENTT, V=23 0FEAOFFMICOVWTIR, TAWSSDK &V —)LDO U
TJ77LOAHARI O TAWS U—23 > ) ZSBLTLSEEZL,

/A Important

BEAEDDY—ARKBED ICFEL AWS U—T32 | SDKZEATREEICUY—R
CELWU =232 2EETRDLENBHYET,

AWS DO TARNICERATS SDKforRustAWS U —>3> OF 7 AN ERETIHLENHYE
To CcOTF7FI)NE, V=230 BESATUVEVWIANTO SDKH—EAXY Y ROBUOHL
ICERAEhET,

#5 AWS config7 7ML E LR BETHEFEALTF7ALNOU— 3 2 RET D HEOH
ICOWTlE, AWSU— 3> AWSSDKs M) #8BL T &,

AWS U—a>y 7 ONA A —FI—>

B—ERIZATNOREEZRTREN SHH}ACHEERF. ROBRRTOLANFERELEK

¥, SDK A RAICHRES N TVWRENMREEND &, ZOEAVZFATANOREICEAETIE
T YU—ERITATUNOEROFHBIIOVWTR, "RENSITATURNERETD ) 25RL
TLEEV,

1. 7O LICE>TREThEARNEY -3,
2. AWS_REGION IREBZEHABEE N E T,

« AWS Lambda H—ERXAZFEAL TVSHEES., CORBEZHIE AWS Lambda I TFICKk2T
BEMNICHREENET,

3. HB AWS config7 7 A I D regionZ’ONTAAF IV IENET,

« AWS_CONFIG_FILE REZXHZFEATDE, B config 771 I DBMZEETEET,
COT7T7TANORTFEMOFMIOVTIRE, TAWSSDK &V =IOV TFLYAHA R, @

TH#75E config & credentials 774 DEFFL ZZRLTLKEEV,

* AWS_PROFILE RIREBEFATHE, T7FLMNORDYICERANETOT 7 (I ZEIRT
EFET, FENETO77AINOREOFHFMIOVWTIE, TAWSSDK &V —=I)ILOUT7 7L
AHA R @O THE config & credentials 774 )1 Z25BLTLSEEL,

4. SDK &, AmazonEC2 1 VARV AX B TF—2 Y —ERAZFEAL T, REETHD Amazon EC2

AVABZRVAQD) =23 BRELRISELET,

+ (& IMDSv2 AWS SDK for Rust D& & HR—KL X T,
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RegionProviderChain &, Y—EAIVTZA TN THEATIELRREZERTHHRIC. BINOD
O—RBELULTEBNICERAEhET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

d—RAWS U—23> TO OFRE
A—RTU—23 > zZzBARNICKRET S
=232 ZHATRNICERETSHEEE. BBET Region: inew() ZEEMSEALET,

)—=2a>7ONMA—F -2, BE, #£F config 77 14J)L, AmazonEC2 1 VAR A X
BRTF—RY—ERZFIVILBVEHFERALERA,

use aws_config::{defaults, BehaviorVersion};
use aws_sdk_s3::config: :Region;

#[tokio: :main]
async fn main() {
let config = defaults(BehaviorVersion::latest())
.region(Region: :new("us-west-2"))
.load()
.await;

println!("Using Region: {}", config.region().unwrap());

ICBEMBXFHNEANLTVR L ZBFELTIKEEVAWS U—2 3>, BEEShEERRIEE
Tt A

RegionProviderChain D AR YA X

=232 efHBRETEALLY, EBELLEY, BRFI—2ENAZIIAALIEYTRHE
k. AWS V—o3a> JONAE—F -2 Z2FALEY,

use aws_config::{defaults, BehaviorVersion};

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::config: :Region;

use std::env;

OJ—RAWS U—23>2 TO OFRE 18
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#[tokio::main]
async fn main() {
let region_provider =
RegionProviderChain::first_try(env::var("CUSTOM_REGION").ok().map(Region: :new))
.or_default_provider()
.or_else(Region: :new("us-east-2"));

let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;

println!("Using Region: {}", config.region().unwrap());

BIDRETE., MTOKRSICHEYNET,

1. £9'. CUSTOM_REGION REBZEHICNFEIINRESNTVILAESH EEELET,
2. MATEBEVWEEE. F7AILMNO)—23 >0 7ONAF—FI—2IC 7A=Y I LET,
3. KL EBEE. BB T7A—I)LINY &L T Tus-east-21 ZFEALET,

AWS SDK for Rust 535HE®R 7’ O/N 1 X — D EH

ADIXRTOUITARE, R > TRITENLFABTHRZEAL THESILL TESE AWS T4
ENBVYET AWS, R1TH, SDK FERDSZAZHEEL (RIAFHROREEZMELE T,

H8 L =5 EICAWS IAM Identity Center > T IWNH A AT OV ABREN EENTV S5
4. SDK I& IAM Identity Center EE#EL T, AWS OH—ERAADOVIITANCHERTZ —BWE
RALEHmERBLET,

MEBLULEREC—HNERALEBRIEENTVSRHE,. SDKEZTIhSZHEALTAWS O —EXR
HFOHLZITVERT, —RANBRAERLE. 7O/ EAF—BLTEYZaV =02 TEREATL
£

HERALULEERSEE AWS ., J—RR—AANTMEBTEET, ZL<OFTIEEHEEF. FIMEHRZ’O/NA
A—FI—>2%FHALT, SDKICK>THBWICHRE., £H. EHEhEd,

7O RO AWS FBAZFRBR TR EODOHA RFEATSI2IIO2VWTRE, SDKBELTY—IL
VDI7F7LYAAARD "BIAETOEA, 22RLTLEE L, AWS SDKs
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mallF®R 77 ONA A —F T —>

DZATROOAVARNZ I MRICERABER7ONA T —ZATRNICEEL BVHE, SDKfor
Rust ZFBABEHM7ONAE—FI—2ZFAL T, RiAFEHRERUETED —EDFERZHIEL

Fo SDKACNSDBFROVThATRAFREZR DT L, RRBIFLLET. 9574 T7> I\(D
BEOFMIIOVWTR, "JO—RTOAWSSDKforRust Y —ERTVTZA T NDEEL 25RLT
<EZW,

ROBITE, - RICERAEFER7ONA X —ZEEL TVEE A, SDK &, RAE®R7O/NM X —
FI—2ZFEALT, RATAVVRETHRESNILRAZKREL., TOFLZ AWS O —E AN
ORTHLUICERALET,

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);

mo Al 7 ¥R D EVS IR 7
WAER7ONAH—FI—2 &, UATOBHERET NS —T 2V ATHRIAERERRL T,
TR AF—RRER

SDK & AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY, # &0 AWS_SESSION_TOKEN R
BEHN SRARHZO-RLRS3ELET,

2. 85 AWS config 7 7 1)L & credentials 77 1)l

SDK &, #%& AWS config 8 & U credentials 77 /)R D [default]Z7’O7 7 A ILH SR
%E’%%&EEI RLUKSELET, AWS_PROFILE IREZHEZFEA TS LT, SDKAO—RTD
ZRINET7O77A4IINEBIRTEET, ChiCkl), [default] ORDYICEEO7O7 74

IEFERTEE T, config 8K credentials7 7 ALk, EFETFHK AWS SDKs&Y —)L
IR 2 THBEETIhET, CchsSOT77AIIOFMICOVTRE., TAWSSDK &V —I)LDOUT7 7L

VAHA R, O THE config 8K credentials 774 ), ZSRBLTLKEEVY, 7077
AL TEETEDZENENLE7ONAFT —OFMICOWVWTIE., AWSSDKsy ZZBL T EE
Wo

3.AWSSTS 7T 7 ID

TOCREBBBETDENANT VT —230F LG I9ZAT O RNR=AODDIT TS )Tr—
> arEERTDE AWS, AWS Security Token Service (AWS STS) ik, /N7 Uy & 1D Z7ON
48— (dP) ZN L CRiEn 7 I FL—FT 1Y R1I—F—0 -8Bzt 17T 1 FEERO
Yy hZBLET,
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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s ZJO77AINTNZEIEBETDE, SDKELREY—ILIEEAPI XYY RZFEHAL TAWS STS
AssumeRoleWithWebIdentity— R ZRFEIABEHROMEEZHAETT. COFEDOFMHIC OV
Tk, TAWS Security Token Service API U 7 7 L > A1 ® "AssumeRoleWithWebldentity
ZZRLTLEZL,

e CO7ANA X —DNHBEICEITDHAAAICOWVWTIRK., TAWSSDK &EY—ILDOUT77L >
AHLARI D "ITTFAF T 14T 14F k& OpenlD Connect EQT7 I FL—>3 2, &S
BLTLSEEL,

 ZO7ONAFZ—0 SDKEREZONT 1 OFMIZ OV TR, TAWSSDK &V —=ILDOUT 7L
VAHAR, O TO—))LEBABEHRTONAT—%25|2Z (151 25BLTLIEETV,

4. Amazon ECS & &K ¥ Amazon EKS > 77 RiHEH

Amazon Elastic Container Service ® X A7 & Kubernetes U —EAT7HI > NIEFE IAMO—)L%&
EEMNTRDCENTEET, IAMO—ILTREENETILAFAR., FAVTETEATVD

AVTFEREGRY ROOAVTFHIEL>TEEZFSNET, cOO-IICKY, A>TFLD)
SDK forRust 77U —>a>0— RO AWS O —ERZFERATEDLSICHBYET,

SDK I&. Amazon ECS & Amazon EKS IC& > THEMICSRESE
1% AWS_CONTAINER_CREDENTIALS_RELATIVE_URI &
AWS_CONTAINER_CREDENTIALS_FULL_URI OREBEZHS SHIABEHREZIMBLEIDELET,

« Amazon ECS AICCOO—IIZ&ET S HEDOFMIC DOWTIE., "Amazon Elastic Container
Service FROY/N—HA R, ® "TAmazonECS ZA7 0O IAMO—)L, B LTLEE V.,

« Amazon EKS O EBHRIC OV TIE., "TAmazon EKS 1—%'—H 4 R, @ TAmazon EKS Pod
Identity Agent DEXE L ZSBL T EE L,

« ZO7ONAR—0 SDKREZONT 4 OFMICOVTRE, TAWSSDK &Y —=)LOUT 7L
PAHARY O TOVTFREIABEHRIONAH—1 Z2FRLTSEE,

5. Amazon EC2 1 VARV AX R F—R Y —E R

IAM O—=)LZ#ERL, 1 AZVAILTERYFLET, 1 AX>ALD SDK for Rust 771
=232k, O—LICEK > TREE N EFHBRES VAZVAAXZTF—E2ASHEBLELS &
LET,

« SDK for Rust & IMDSV2 D& %EHR—KNLET,

e COO-IIDEBREEXART—EOFEAOFM-COWVWTIE., "TAmazon EC2 1—H'—HA R, @
FAmazon EC2 @ IAMO—)L ) SR T4 VARV AXZTF—2DRE, 25BLTLKEE
(AN
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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« COZONAR—0O SDKEEZONT 1 OFEMICO2VWTE, "TAWSSDK &V —ILDOVU T 7L
YAHA R, O TIMDS FRAFEHRZONA A —1 Z2ZRL TS EE L,

6. CORRATRIANBHRABIEMEMRENTVEVEEIE, panics ARL —2 3> TIT7—HFR4E
LET,

AWS RIHEHR7ONA X —OREOFHMICOVWTIEE., "TSDKBKTY =)LV T 7LV AHA R,
O REVITLVAL O "BEENLEFIEER7ONAA—, BSRBLTLSEESL, AWS
SDKs

HHZI'\E’J’&mmEF#&7 D/\’f'}" -

SDK IZ&LBBAFEZNOBREO O ICRABRIONA A —FI -2V ICHKEFETIOTREEL, HED
REAEHR7ONA A —%ZBETEET, aws_config::defaults ZFEAL T— RN BEHREEZO—
RIBDHEE, LWTFICRTESIC, DARARIMER 7 ONAZ—2EETEET,

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;

ProvideCredentials NLA NEEEITBZLICLY), MEORIMBERIONASE —"RETE
x99,

TFATTATADFYY O

SDK I&, FRELEHX® SSO h—U U B EMDTATFUoTATARATZFYYILET, 74
NTlk, SDK FIEBEZEF+ Y2 15X EFEALET, COFXTE, FIAMFREFAO) VT A N
ICO—REh, Fyv>21&E2hnT, BPEERIEIVES, ROV IOIANFICEBNICEF/IRA
S5Nh&ET, FAU SdkConfig M SERE N2V F 4T > ME IdentityCache ZHBLET,

TOEE/N—2 3> OEH AWS SDK for Rust

AWS SDK for Rust BifE ., SRETNEERTA T IUNRMRITZIBETTRRESBEZRS
L., ThIZELE T, SDKforRust ZFEHATH2TFROY/N—DHEITIEHENBShDLDIC,
V74T > MNREIC BehaviorVersion Z8H 354 EN H V) £9, BehaviorVersion &, F7 %
IRDFRBEENS SDKON—2 3V ZBELET, chickY), SDK FEEOZBIZH > THEL

R BB /N A A — 22


https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.rs/aws-credential-types/latest/aws_credential_types/provider/trait.ProvideCredentials.html
https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html
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L. 770723208k CFHRALBEVEREZEAD LB, ILLEECERETEZLHD
RARNTZ9T A ADEERHBEDYR—NEITADLSICBIVET,

/A Warning

BehaviorVersion ZEATRMICIEER T SDK ZREL V), 954 T N EEKRL V)
L&SETDE, AARNT I ARG panic IV ET,

BIzE, ILLWFT7FILRD)NSAR)S—&BEAZSDKOFLWN—=23 o)) —AEnik
ELET, F7U5—23 > h SDK OB O/N—2 3> & —3 T S BehaviorVersion AL
TVWREHE., TOLURIORENrFHLLWF 7 A REZEORDY ICERENET,

SDK for Rust L WEBIMEN—23 D)) —AE BT, LLEI0 BehaviorVersion

(& SDK for Rust ® deprecated BTN —Y&n, HILWAN—2 a2 A EBmMEhE T,
NICEKY, AUNMIILEICBENf RELETY, TUAGBEEESYEIL RF#EL X

¥, BehaviorVersion::latest() EEfHEh, HILLWN—2320F 72 MNBMENRENE
CP

@ Note

O— RAFEEICEHREBESEICHKEL TVEAVESE, O—RT
BehaviorVersion::latest() ZfEA 3% A, Cargo.toml 77 1)L THeET 5T
behavior-version-latest ZFEA TR UENf HYVET, LATUVI—DOEEZZTXT
WI—RX° Rust SDK O ENME%ZFAE TS 1— R&EFLRT5H A, BehaviorVersion &4%
EOXDY—N—TI3VICEETDEZRIILTLSEEZL,

Cargo.toml TEIMEN—2 3 ZERETS

SDK 4% DEZ 1 —I)LOEE/N— 32 (aws-sdk-s3 £ lE aws-sdk-iam & &)
l&. Cargo.toml 77 A ILICEYBHE T ST ZEHBDEICRYIEETEET, HEHEAT
[&. SDK @ latest N\—> 3> O &N Cargo.toml THR—KREhTWVWET,

[dependencies]
aws-config = { version = "1", features = ["behavior-version-latest"] }
aws-sdk-s3 = { version = "1", features = ["behavior-version-latest"] }

Cargo.toml TEMEN—2 32 ZRETS 23



AWS SDK for Rust FAROYS—HA K
A—RTEHEN—2 32 ZRET S

SDK REERRIVZAT R 2RETHDEEILT—REZEETD LY, BEICSUTEEN-
DavEEETERT,

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;

COPITE, REEZMFEHAL T SDK 2ERETHREZEK L FT . BehaviorVersion &
v2023_11_09() ICERELE 9,

AWS SDK for Rust TOBEITOHRTE

AWS SDK for Rust &, ¥—EAVIIARDTF7# ) NOBRTERENARZN A XFAERRETS
72avERMLET, EHUTHTE, FHLBEVSIANFREND AWS DU —ERX CENFHYE
T, AOY RNV ITR—KHNBIZ—RE HEDZATOIT—, BFOHL ZBHATINERD
TREENBHYVET,

BREITHEG. HBEAWS config7 7ML OREBEERFTCREFREZFEALTIO-NILICERETE

£, COFEDHMIDOVTIE, TAWSSDK EYV =IOV T 7L AHA Ry @ "TERTEHE,

ZSRBLTILKEEV, BRETHBOREICODVTOFME, ThSOHRASENEBRINENICO
WTERBALTVWET,

KOYIEZ, UTOEIZIVIERTEIIIE, Cho0AT2a2Z]—RTRETDCEETESR
ER

77 4 N OBERITHE

IRTCOY—ERISA T RNET7 ) NT, RetryConfig BEHZEL TRHEEND
standard BERATHBERREEZFEALET, 772 NTRE, FPHLE 3ERTEIAET (BIOH
TE2EOBHET). €512, BREATAMN—LAZBITZLHIC, FBRTRI VA LBEREORBR
TEELET, CORABIE, BEAELEDI—RAT—RIZBELTVETH, 8AIL—TY N AT ALK
EOREDRRATREFERIZEN HYET,

SDK T, —BOAA7OIS—0ANBRITTHEE X BENET, BRAITHEETS—0H%EL
FICRLET.

s YTYRNBRALTIN
- Y—EZRAOAOY NU>T
e HTTPS5XX LAR ABED—BHNEY—ERIS—

I RCBEN—DIERET S =


https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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LToflik, BRATARERGFHBEEATEA,

« NIX—=BRBLELEERFEM
e WAt/ EFIVTAITo—
. ERERTE DB

BARTEH. BEEK. Ny UFT7EBEREL T, standard BRITHKENAZIA X TE
7.
RABITEE

TE&E iz RetryConfig & aws_config::defaults ICIRHTDZ&ICKY), I—ROFART
EHENAZIAATEET,

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

EBIEEE/)NY O AT

BRETHIBERZSES, T7F)LM0BRTERIAXOETORMICEHFRLIT. FHNOBRITOELER
PEVTIN, ThUEOBRATOELESEHREHRNICEMLET, BREEERE, RES<ZYIE
BVWELSICERAIFREETNET,

TRXTORTEOEBEIC G, ZUHALBDYRNFBERAEAET., DVvRE, BETAN—LZSIEER
CTHREMNHDIARBEBT)—NOEEZBNITBIDICRILEET, TTVARIIIYILNY OF
JEDYROFMIZIOVTIEF., TAWS 7—F 70 F ¥ 704 1 O "Exponential Backoff And Jitter 4
ZSRLTLSEZL,

LEEE Nz RetryConfig & aws_config: :defaults [CBEFTZDZ&ICKY, I—ROEBERE
BNABRIAAXATEET, AOI—RiF, RNOBETZHRA 100 S VMELZE 8, BRTHOK
REEEF S BICRELTVWET,

BRAFETEE 25


https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

THETT147BRAITE—R

adaptive T— REBHTHEMIE. standard T— REBFETHBORBELTAOY NI IIS—
ZR/IRICHAZEHOBENEIVITIANL—RIFZ2ROZIEELFETT,

(® Note
T2 7T747BRTREEELBRITE—RTT, COFEAFRAITAIERIEEHESHL
FA. TAWSSDK EY—=IDOUTTF7LARAA R, O "TBFHTEHE, 25RBLTLKESE
Wo

TRA7T47BETICR. BENEBERTOINTOBENF SENET, IT4T7NEOL—KY
Iva—zEBML, AOY NV TEhiZUVIANOL—KhZ, AOY N TEhTVEVWU D
TAMEHBRUTARBLEY, &z, R T74YIONRLBHFEHBRICINED LS ICHIRL, EEH
CERAOY N JIZ—%2E0OICHMAETT,

L—hE, Y—EARGEPRZTAYINZ=2OBRICVTILEALTEBLL, TRICEUTRS
74V IDL—RYFBRIZDBENHNET, BEEBRELT, L—NIZYR—BRZT1Y TN
EFI2ZFTIVATRANHORATZELEES ERAREMEA DY ET,

OJ— RT adaptive BRATHBZEIRIDIZE. XOLDIBEEE NIz RetryConfig ZANL &
ED

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html#standardvsadaptive
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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AWS SDK for Rust TORX A LT NDERE

AWS SDK for Rust IZl&, AWS DH—ERA UIOTITARNDREA LT IONEFELELETF—FZARN)—LA
EEBITRLEOOVKONDORENAETATVET, Chslk, XY RND—OTFHULEVEIEY
EEANARKELEBZEIC. PTVT—2a 0 BEBICBETSIOICKRILEET,

APl ZA4 LTIk

—BNARBEICKY, UIJIARNOEFTICEKENMNDNS, FLEEELICAKMIIAEENI HDHE.
T7VT5—2a 7 IANT7ANCK > TRBICEBETEDRSIC, RMALATINZHERL TR
ETDCENEETT, KBLEUIIANE, SDKICE>TEHBNICBRITTEE T, BHORE
TEVIVIARNEEOBEBICRA LT INERETDON YUY RTSIT1ATY,

SDKforRustld, UVITANDEGRZEILTZIEOICTIAILNTRALT IR REENTVE
¥, SDKICE, VITARDEITPVITIAREURDL AR AZ2ZETD O DRAGFHEIEE
. T7AILBRTRBEEENTVERA. AAARESRALATIRATIa2VREUATOEHY TY,

INTX—4& F7F)INDE B AL

BHEAALT IR 3.1 BEZHEITHEIICEHRTIEAREE (BREIT
ZHIET D ETOE™H),

ARL—23 24 zL SDKforRust " 5L AR AZZETHETO

LTI BAGHERET, IXTOBRTIESENET

ARL—23a AT L 180 HTTP HITICAD B BASFHERET, C

RALT IR OEBNRATDE API - 2BRTTEE
9,

FAEY) RA LT L DOTARNFRABENATHAS, LARADR

~ MONA N EGAEDETEHEHTZIHAE™[,

ROBIE, NAZLRALTINMEZERTS Amazon S3 VA T7 > RDOREZRLTVWET,

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(
TimeoutConfig: :buildex()
.operation_timeout(Duration::from_secs(5))

BA LTI h 27
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.operation_attempt_timeout(Duration::from_millis(1500))
.build()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

ARL—=23VBAALATINERITEATTIORNE—RBIERATIE, INTOBRTICEPEND
BHRBELCN—RUIY R ERELET, FL. BRBVIIAMCHULT, 7IM)LT77ANTD
&5, BYDOHTTP UVIANERETD_ELETERT,

IXTOARL =232V ICHULTH—ERITZA T RTINESDRA LTI NMEZRET SN
I, 12DV ITAMCHULTREREFEFA-—N—"FA RTEFXT,

/A Important

ARL—=2IVBALTINERITRA LTI NE, SDK for Rust AL AR A%ZiR
LERBIOEBENDANI—Z2JF—RIBEBREhEFLA, HIZEFE. LAKRAD
ByteStream X /NN—HAS5F—RZHELTE, ARL =230 RAMALATITRORRICE
WEEBA.

AN —LREBEDOFL

SDK for Rust (&, fFILLIEARN Y —LADREICEETZHOEXDRA LT IR EFNATEEXT,
FLEARNI—LR, RECINEETFHEZEATET—FZ2ER LBV Y TO-RELEI DY
O—RANV—=ALTT, ChilkY, PTUT—23 0 FMEBRICELEVERIRETLUEVREZR
IETEXRY,

ARNV—LREHIFELTDE, ANV-LSHFRPBZEATT M RIREBICEDETIST—Z2RLE
ER

F74)KNTE, SDKforRust 7Y 7O0—REATO—ROFAATAN)—LORENEL%
BWLEL, 20RBEVSROOEFHEZR T, PEBELLEEINANBOTIOTET12BRELE
9,

ROBE, 7y 70— RRBEEEMLL, POTAETAHFBRVREOETFHEZ 10WICEETS
NDARIAXE NI StalledStreamProtectionConfig Z.RLTWET,
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let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(

StalledStreamProtectionConfig::enabled()
.upload_enabled(false)

.grace_period(Duration::from_secs(10))
.build()

.load()
.await;

/A Warning

ANV—LREOFLRE, SELREAFT>IVTT, ChSOERK, 77UTr—23>0
INT #—RADBUUNBEZZEY, tOBEZSIERLTVIBEICOKAEETSC
EEBBHLET,

FELEANI-LRBEZENICTS
ROBIE, BIELEAN-—ARBERSCEDCIZDFEERLTVET,

let config = aws_config::defaults(BehaviorVersion::latest())

.stalled_stream_protection(StalledStreamProtectionConfig::disabled())
.load()

.await;

AWS SDK for Rust D F 7 H'—/NE'U F 1 #BEDERE

FATH—NEVUTF 1, SATALANENTEDTF— XL SHENREZEDEEHRTEDINZRLE
T, HOEThdTF—RFE, —BOUICTLAN)EFRENET,

Kew 9

« AWS SDK forRust TOOJEBFNHREELEFEH
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AWS SDK for Rust TOOJEBEFENEEE & FH

FROY N—HA K

AWS SDK for Rust &, OJERICAL—AT7L—LAD—0ZFEALTVET, OJEREBMICT
%IZlk, Rust 77’U4 —> 3> T tracing-subscriber VL —hKhZEBML THHELLET, O
CREALARARYT, QLRI EDZ1-INAFEENTEY ., APILUITANE SDK OB
OFINY TIZ/’IBEE T, RUST_LOG REZHZ2FEAL OV OFMEZHMHL, KEICKUTE

A=) EICTAINRUTLET,

AWS SDK for Rust COJ &=z B3I T 2 5%

1. 72TV F4LIZRMNJVOOANY ROV 7 NT, tracing-subscriber 7 L — N Z X O k17 B8
BREeELTEMLULET,

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

chiZ&kV), [dependencies] 77 4J)® Cargo.toml 20> a2 ICOL—RMFEBHNENE
ED

2. YIRS AN—%=¥EBLLET, BE. Chid SDKforRust ARL —> 3> O HE T H]
2, main RO BRVERETIThhET,

use aws_config::BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;

#[tokio::main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.

let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
let _resp = s3.list_buckets()
.send()

.await?;

ok(())

OJ e 30


http://tracing.rs/
https://crates.io/crates/tracing-subscriber
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3. RUST_LOGEREZHZFEAL T, OJEHE=2EMELLET, OTBERORTREZEMLTSIC
&, AN RZ7O7MNT, RUST_LOG REBZEHZOJTRHEL LIS ETBHLARIICEKELE
T, X0FITE, OTREEOL X)L % debug ICERELF T,

Linux/macOS
$ RUST_LOG=debug

Windows

VSCode ZHEAL TWBBE, Z—IFINT 12 RTUDT T #)L & PowerShell T3, &
RALTWAT7AYThORA T ZEELET,

C:\> set RUST_LOG=debug
PowerShell
PS C:\> $ENV:RUST_LOG="debug"
4., LUTO7O07ZLZERTLET,
$ cargo run

AV =ILFREEE—IFILTA2 RIVICENOEINRRENKT,

FMIC OV TIE, tracing-subscriber RFIAXU RO "REZHEFEAL AR SDT 1)L
2)T #BRLUTLEEV,

OJ O 0##R

OIS 3IVOFIRICE > TOJREZAMLIZDE, F7FIINTEMOOTERNFEELHIC
RIRENKT,

TF7ALNOOTHAERX (RL—ARAED1—-)TR Tully ERENET) ZEALTVBRES. O
THHCRRENDBERIFBROKLSICBEYET,

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
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https://docs.rs/tracing-subscriber/0.3.18/tracing_subscriber/fmt/index.html#filtering-events-with-environment-variables
https://docs.rs/tracing-subscriber/0.3.18/tracing_subscriber/fmt/index.html#filtering-events-with-environment-variables
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added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)
2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity
2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity

{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:

231}
2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets

sdk_invocation_id=3434933}:try op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BEIVHRUIKEE, LTORBHFEENTVET,

s OJIVRNUDRALARAEZVT,
e IMNUOOTLARI, Chlk, INFO, DEBUG, £/ Ild TRACEDISBZHETT,

c OYIYRNUFERENERSVAZANEMEEST, OOV () TRYSATVWET, oh
C&Vy., OFIVRUOY—RAEREITEET,

s OJIVKNUZEERLEO—RZEB Rust E21—)L/VA,
s QXY E—FF AR,

RL—REZ21-)IOEZEEHAHFERIE., ANSITRT—7I1—RE2FRALTHIZESFLET, H
HOT 1IN BZI U IXRBREETSIBEE. CNSOIART—7—4T 2 AICEERLTLEEL,

(® Note

ZARENEANDODEERNIZRRE NS sdk_invocation_id &, SDKIC&K2TI S
ATRNITERENZD—EZENIDT, OFXYE—EZBEEMFITLYIKLET, Ch
&, AWS DH—ERADNSODLARATHERBENALEVIIANID EFEBFETT,

OY8RFLARINOTFAF1—24

tracing_subscriber BENDRBET IRV T R2YR—NTD VL —ME2FEATZIHEE. T
Ta1-)lEIOJ0FMEEREIHETEET,
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IXNTOED 1)Ll TALOYILARILEBMELTEERT, UTE, FE>D1-)loOJRE&L
R)L%Z trace ICERELTVET,

$ RUST_LOG=trace cargo run

BENDED1I-ILORNL—ALRILOOTREEEMLTEET, XOHIT
(&, aws_smithy_runtime A5 OOT DN trace LRILTAIENRTVET,

$ RUST_LOG=aws_smithy_runtime=trace

BEOED1-)ILICEGZOJLARILZEETSICE. AN TROWET, ROHIT
(&, aws_config €2 1—)J)L% trace LRI OOTERICEREL . aws_smithy_runtime E
2 1—)L% debug LRI OOTREFICERELTVET,

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run

ROEREF, OFXY =074 NVRVTCERATERED 1 -ILO—FHERLTVET,

TL74Y IR LA

aws_smithy_runtime DOTANELARARAODA YO &K
aws_config FORETE 3R O 5t dx JA

aws_sigvé4 DOTARBREERVIIABL

OJHDCEHIBENHBDIEDI-IINERETS 1 205ERF. RAMICINTZOTICERL.
RICHEBBHREOTHEHITEIEITDIL—NEBZROWIBETY, TOR, WSTHIRELEHE
RETDEILKY, TOJZLZBEXRTTEERT,

TOIZAT NIV RRA Y NORE AWS SDK for Rust

A" % AWS SDK for Rust #FU T &£ & AWS O —EADFINDATY 7D 12, VIOITAR%ZE
V=T AT TREMERETDETT, COTOLARK., TV RRAVNEREFFENET,

HJb—ERITAT O NEERTIBERIZ. SDKOIY RRA 2 NBERERETEERT, T74ILMOD
TITORKRAVINBRBROBETEBEIEESYEEAN. T7FIINEEELTETHERARFIVS 22D
WET, CRIZEEUTORSIC2 DOEBENFHY)ET,
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« —ERAOTLVV—AN=232FLEO—ALNFT7OSCNCVIIARNTRICRE
*« SDK TEFILEAZTLTVBEVWRED Y —EAREICT I/ EATEICE

/A Warning
I RRAMMERE, SEBZSDK REY I TY, F7AI)INREZZEETHE, J—R
PHRELBESBZDVRINFHNET. T72ILRBRER., XREREODGEEALEDI—F—I(C
BRAEAET,

AABLIY RRAV N, IRXTOY—EAVIIARNIERENZLSICIO-NILICRETS
CEE, BED DAHARLIY RRAVNERETDEETEERT AWS DY —ER,

NAZRLIY RRAVNE, B AWS config7 7ML ORBERE IR EEZEALTRETE
9. COFEDOFHFMIOVTE., "TAWSSDK &V =IOV T 7LV AAA R, O TH—ERAE
BOIVRARAV b 28RBLUTLKEEV, IXTOHBconfig7 7ML REEREZEBDOTELER
JARNCOWTRRAWS O —ER, "™H—EREBDOIY RARAY hDOFF T, 25RL TS
W,

ROV, WFORIYIAVIERTELSIE, CONRRIAAED-RTRETHELTEET,
NAZLEKE

Y—ERVZATRNOIY RRAV NERE, VAT NOBREBICERATED 2 DDHET
NAZIAXTEERT,

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ ‘static)

MEOZ7ONTAERETEETT, L, BEAEDFE, RETHIDE 120K TT, —iRH
BRAZETIE., endpoint_url FEREBEICHARI A XENET,

T RARA> N URL OERE

endpoint_url OEZREL T, H—EAD "R—A, RANEZEETEEXT, LEL, ZNDE
&2 Z47 > N0 ResolveEndpoint 1 VARV AILNTXA—BRELTEEND o, REXETE
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/ss-endpoints-table.html
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HV)ELBA, TDOHR, ResolveEndpoint RERF T NEZREL., BEAICK > TREEL T, &K
MBI RRAVNERETEET,

IYVRRLAZBNUVILN—DRE

H—ERATZA4T > MO ResolveEndpoint EEICK DT, SDKABRENV VIANIFERATIH
BOCERAENLEI RRAVMREFYET, Y—ERIZAT7UME, IXTOVIITANCH
L T resolve_endpoint XV v REBOEHL., UVIL/N—HSEEND EndpointFuture fEZ
TOEEFEALET,

ROBITE, Amazon S3 VAT RAFIZAARLLIY RRA Y MERDERZRML, AT—
SUTREERBRE, AT—DZEIEEBDRIVRRAUNEHRIBDHEERLTVET,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint: :builder().url(format!
("{stage}.myservice.com")).build()))
}
}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

® Note

TV RRANDYIIN—, BRUHRICK V) ResolveEndpoint RL A NE&H—EXA
CEETHD 1D, Y—ERIVTATUIMRETOXRETEXT, —H. TVRKRAUH
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html
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URL &, RERE (THASMETRIINTOY—EAICBERAENET)EALTRETSC
£, BEDYH—EACHULTHRETDEELETEXRT,

ResolveEndpoint /YT X —#&

resolve_endpoint XV Y Rig, TV RARA NERTHEAS D 7ONT12EDL, Y—EAE
BONTGA—R2Z2ZFTANET,

B—ERAZ L, UTOXR—AZTONTAHFEENET,

HHl i) A

region X 75| D9Z5A4F RO AWS V=23

endpoint String endpointUrl DELY NOXFIRE

use_fips 7 —I)L1& 9SATRDEBRETFIPS I RIKA KA
BoHESH

use_dual_stack 7 —IL{E DSATRDBRETTAITILAZY DIV R

KAV RNHABRAES D

AWS OH—E R &, BRICHEZEBMO7ONT A Z8ETEET, HlxE. Amazon S3 T
RIRARNTXA—RIZE, NTY NBEEKRD Amazon S3 BB DEEEREN EENET, HlZ
&, force_path_style Z7ONT 1 FRBHRARNT RLABEZFERTEINESHERELF
9,

MEBO7AONA A —2RKTIHEE, TV RRARMNFA—ZOBBOA VAR AZIV AN
ZUORNTBRBEGFEHYEEBA, SDKIE, FEUVIVIAMOTAONT 1 ZRH L. resolve_endpoint
NDERICELET,

endpoint_url O A & endpoint_resolver O N LLE

RD 2 DOFHE (endpoint_url ZFEATHEREE endpoint_resolver ZFEATBERE) . 7
FATRIY RRAV NBREBENRLUTRBEVCEZEBRTDENEETT,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
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#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::builder().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_resolver(CustomResolver: :default())
.build();

endpoint_url ZERETDIVTAT U RNE, TV RRA D MNERO—FFELTEETED (F7/#
L) Z7ANA B —ICEENBR—AURL ZEELE T,

endpoint_resolver ZRETD IV TA T ME. AmazonS3 V5 AT MAER T2 &K
URL ZHEELEY,

Bl

NABLIYV RRAVNETANIKRLKERENET, VTV RR—ADHF—ERZFHVOHTRDY)
2. BFOHELEO—ANLIERARNEN LI AL —bEnEY—ERACIL—TFT120EhET, AT
DERESB2BEOATAVHFHYIET,

« DynamoDB local — Amazon DynamoDB ¥ —EAOO—HDWIN/N—>3 2 TT,

* LocalStack - O—ANX OOV TFTRITENDIVTZIVRY—ERAIZIL—XTYT,

ROBITE, ChS2D2OFTANAT LIV EAIBDLOIC, NAZLIV RRAVNEEET
B 2BENHFEERLTVET,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack
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DynamoDB local 2 1— R TEEFEHTS

HOEIaTHRBALEKXRSIC, endpoint_url 21— RTEEREL T, O—7HJL DynamoDB
H—N—ZEITELISIIR—AIVRRAIVNEF—N—FARTEET, I—K:

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

T2 4lE GitHub TAFTEX T,
config 77 A4 )L& AL T LocalStack ZfEH T %

HB AWS config7 7A N TH—EABEODI RRA VN ZRETEET, ROFRE7OA7 74
JLIE. R— b 4566 T localhost 4T3 &S IZ endpoint_url ZFREL £, LocalStack
REOFHEMIZOWVWTIE, LocalStack RFIXRIITHA RO "I RAKRA 2~ URL BH®D
LocalStack N\OF7 UVt A1 BSRLTLSEEV,

[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

SDK &, &8 config 77/ I OZEEAZKRHL., localstack 7O7 7 A ZEH TS KIC SDK
DATNCBALET, COFEEFEATIE, I—RICIVRRSA I MNOSRBRESHIHLE
P, ROKSICBEVYET,

// set the environment variable “AWS_PROFILE=localstack® when running

// the application to source ‘endpoint_url® and point the SDK at the

// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb/src/bin/list-tables-local.rs
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
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let s3 = aws_sdk_s3::Client::from_conf(s3_config);

25 f6lE GitHub TAFTE XY,

AWS SDK forRust TO OIS AT RO 1 DODARL—3AVERTE
HLEE=

W—ERAVFAT R 2ERTRE, REBEEFABREICKY, UEOIXNTOARL -3 VICE
AEhEd, CORRTREFEETEREAN, ARL—232 LT -N-FARTEXT,

EARL—=2 a2 ELA—ICE., BFOREOREBOIE—2F—/N—F1 RTEDLS
2. CustomizableOperation Z#ERT 2D customize XYY RFBYET, TOITA4T
VRREREEEIhFEEA,

Rk, 220ARL—> 3 ZHUOHT AmazonS3 V547 MOERFIERLTVWET, 2 FH
DARL—=232EF, BIOAWS V=23V ICEBEITRRSICA—N—F4 REhET, Amazon S3
NATZIVRNHVOCHLIFINX T us-east-1 V=3 a2 FEALET., 2L, API =LA AR
WICA—N—Fa4 Reh, BEEhi- us-west-2 Z2FHAITDHEEEREET,

use aws_config::{BehaviorVersion, Region};

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;

// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.1list_buckets()
// Creates a CustomizableOperation

ARL =23 VBREEFA—N—F14ARTB 39


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/localstack
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.customize()
.config_override(modified)
.send()

.await?;

(® Note

B OFE Amazon S3 AT TTAH, BMREFIXNTOARL—>3 > TRAUTT, —HOANX
L—> 3> Tk, CustomizeableOperation TEMD XY Y RAHIBENHYET,

1EOARL—>3 2T customize ZFEALTA U EZ—E7X—2BMTHHICODVTRE. "HE
DARL—=2I20HDAEZ—ETE—, Z#ZBRLTLEEL,

AWS SDK for Rust R T® HTTP LRIV DERE DB

AWS SDK for Rust ICl&, J—RTHERTDIVTA T NTEHAEND AWS O —E R #HHKIAH
HTTP #eENrBAZEThTLVET,

77 # )L NTE, SDK for Rust l& hyper, rustls, &V aws-1lc-rs ICES<K HTTPS V547
VhEFERALET, COVTA4T7 MG, BMOBREZLTREAEDI—AT—ATREER < HEE
LET,

» hyper (& Rust AQEL RO HTTP 473U T, TAPI#—EZXO—)L AWS SDK for Rust
BITDCENTEERT,

« rustls [k, Rust CRBRENERHFD TLS S475UT, BEATONAE—AOFT>a W
HHAAENTVWET,

« aws-lc ik, TLS BRF—MBUAET7UVTr—> a2 cH4EATIIVXLZECAAREWS AT
Z1)TY,

e aws-lc-rs &, Rust® aws-1lc ZA7ZVICRITBEBANESY/N—TT,

BlO TLS GBS TONA A —%EIRTBFE S, aws-smithy-http-client VL —KMICIKIE
MAT2aVERENEHAZENTVET, KYBERI—AT—ATE, MBOHTTP 754
TORODERRZEATEDHD, REOLOIZHEV IV TIANZRETADEZ2HEHOLET,

KB TLS 7ON1 5 —DFER

aws-smithy-http-client L —hICK, BHOKB TLS 7AONA X —NFAEE L TVET,
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https://docs.rs/hyper/latest/hyper/
https://github.com/rustls/rustls
https://github.com/aws/aws-lc
https://github.com/aws/aws-lc-rs
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LTo70ONA A —FAEETT.,

rustls | aws-1lc ZEAT S
rustls ICEIL TLS 7ONA A —T, BEBLIZ aws-1c-rs ZFEAL X,

_hiE, SDKforRust DF7 A ND HTTP BETT, cOAFAT>avaERATDHE,. 1—R
TEMOT U3V aRTIBRLEBEEHYELA.
s2n-tls

s2n-tls ICEJ3L TLS 7ONA & —,
rustls |C aws-1lc-fips ZFERH TS

rustls CEDL TLS 7ONA A —T, BEHSLIC aws-1c-rs @ FIPS #EWN— 3> = FERHL
=)

rustls |Z ring Z2FH TS

rustls CEIK TLS 7ONA A —7T, BSLIC ring ZHEALE T,

BIiR SR

aws-lc-rs ¥l s2n-tls ZFERATSICE, C I /NA4F (Clang £/l GCC) 2L T I HE
FHVET, —BOTZY NT7+—ALTE, EJ RIZ CMake "REBZBEN HYWET, FEOS
SYRNTA—ALT Tfipsy, a2 FEAL THBETSICIE, CMake & Go "B ETT, FHMICOVWT
(&. TRust [@F AWS Libcrypto (aws-1c-rs)y OURZ NUEEIL RFIEZSRBRL TS EEV,

RETLS 7ONAM X —OFERRGE

aws-smithy-http-client JL—KIZ&E, BMO TLS A7 a2 AAEEATVET, AWS D
H—ERXI9SATRBIOTLS 7ONAM A —2FEATSHICIE, aws_config VL —KA 50—
A—%=FEAL T http_client 2A—/N—F5 A4 RLET, HTTP V9S54 F7 > M. AWS OH—E R
BLUORABEHR7ONA A —OEAICERAEIET,

LTOHIE, s2n-tlsTLS 7AONA A —DFEAFEZRLTVWET, L, BROFEZEDOT
ONAZ—ICHLTERBHTY,

BO7NA—RZ2AVNAILTIBICE. ATOONY RZRTLTKRERFEZ7O T 7 MIEML
xY,

cargo add aws-smithy-http-client -F s2n-tls
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https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/aws/s2n-tls
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/briansmith/ring
https://github.com/aws/aws-lc-rs/blob/main/aws-lc-rs/README.md
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11— R4l

use aws_smithy_http_client::{tls, Builder};

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::52nTls)
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)
.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client::new(&sdk_config);

FIPS 7 R— KN OB

aws-smithy-http-client L —RNICIk, FIPS ZEROBEE{CREZEMLTE AT IaUNH
WVET. AWSOY—ERITAT NN FIPS ERTONA A —%2FEATHICE. VL—bhoO—
A —http_clientZEAL T aws_config ZEEZLET, HTTP V547> ME. AWS O —
EABLU RIEEHRZ7ONAM X —0@FICERAENET,

(® Note

FIPS #R— Kol EJL RBETEMOKEERSBETT, aws-1c JL—hD TEJL
ki FIEESBLTEE L,

7LD —RZ2AVNAILTBIEE, UTOONY REXRTLUTHKREFERZ7O02 T 7 MIEML
£9,

cargo add aws-smithy-http-client -F rustls-aws-lc-fips

ROI— RBITE, FIPS DY R—NZBMELLTVWET,
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https://github.com/aws/aws-lc/blob/main/BUILDING.md
https://github.com/aws/aws-lc/blob/main/BUILDING.md
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// file: main.zrs

use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder,

};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwsLcFips))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

RANEBFF—XBOETIER T

F7#) MO TLS 7O/NA4 A —Ik, X25519MLKEM768 RAREBFF—R\TIL IV X L% HR—
N9% aws-1lc-rs ZFATS rustls CETVTVET, BEEEENSVTZIOVXLEL

T X25519MLKEM768 Z/EK T B IClk, rustls Ny —T %L —RNIZEBML, prefer-post-
quantum WeE7 ST ZBMIC TR HENf HYVET, ThUNDEE, FRHETEXRTHN. RELT
FEHYWEEA, FHICOVTE, rustls ® "RFIX K~ ZSRLTLSEEV,

® Note
chlE, SROVU—-ATRERT7AINCBEYERT,

DNS UV IN—OF—N—F4 R

T7FILNDDNS DYIN—E, HTTP VSA T R EFETRET D LK) F—/N—-F 1R
TZEET,
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BO7NA—RZ2AVNAILTIBICE. ATOONY RZRTLTHRERFRZ7O T MIEML
£

cargo add aws-smithy-http-client -F rustls-aws-lc
cargo add aws-smithy-runtime-api -F client

AROI— REITE, DNS UVYIN—ZF—N—F4 RLTVWET,

use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder
%
use aws_smithy_runtime_api::client::dns::{DnsFuture, ResolveDns};
use std::net::{IpAddr, Ipv4Addr};

/// A DNS resolver that returns a static IP address (127.0.0.1)
#[derive(Debug, Clone)]
struct StaticResolver;

impl ResolveDns for StaticResolver {
fn resolve_dns<'a>(&'a self, _name: &'a str) -> DnsFuture<'a> {
DnsFuture: :ready(Ok(vec![IpAddr: :V4(Ipv4Addr:::new(127, 0, 0, 1))]1))

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.build_with_resolver(StaticResolver);

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client::new(&sdk_config);

DNS UV IN—OF—=NN—F 4 R 44
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® Note

57 # )L N Tk, Amazon Linux 2023 (AL2023) @ ARL —F 4 249 T AF LLARJLT DNS
Fryv1zZTVEBA,

IL—K CAGEAZENDHARN AKX

F7AILRTR, TLS7ONA T —REEENETSYRNTF—LDIATALARAT 4TI — it
BEZHAARETT, COBEZNDAZIIAALTHAZLACAN RILZFHAIATIZE, MBED
TlsContext ZfEMAL T TrustStore ZRETZEE T,

BN A—RZ2AVNAILTBICEF. ATOONY RZETLTKREBRRZ7O I MNIEML
£

cargo add aws-smithy-http-client -F rustls-aws-lc

RDOFITIE, rustls Taws-lc ZFEALEITH, HYR—KFEThTWVWBIXTO TLS 7O/NM X —
THEELE T,

use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder

i

use std::fs;

/// read the PEM encoded root CA (bundle) and return a custom TLS context
fn tls_context_from_pem(filename: &str) -> tls::TlsContext {
let pem_contents = fs::read(filename).unwrap();

// Create a new empty trust store (this will not load platform native certificates)
let trust_store = tls::TrustStore::empty()
.with_pem_certificate(pem_contents.as_slice());

tls::TlsContext: :builder()
.with_trust_store(trust_store)
.build()
.expect("valid TLS config")
}

#[tokio: :main]
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async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.tls_context(tls_context_from_pem("my-custom-ca.pem"))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

AWS SDK for Rust TO A > 2—t 72X —NDRE

A28—t72—2FALT, APLUIJIARNBROPLARYAORTIO-ICTY IV ERBATESR
T 12—t 7 22—, SDKADA—HY—EROI—REFTHL T, VIITANLARIADT
AT7HAVNICREBZFATEDLSICTS, RHREABEATT, chickl), ETFOVIITAN
NDEE, VIOIANEOFNY Y, IZ7—OBIBEBEZTSENTEEXT,

ROBIE, BRETIL—TICABHCIRNTOEBIVIIANCAY A —ZEBMT D TIIIEA>
2—tT7R2—ERLTVET,

use std::borrow: :Cow;
use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
};
use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag: :ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,
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impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

}

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"
}

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())

HHEERAREERA > E2—ET2—T7 v 0120\ TR’., "1 8—t7 b FLAMESRLUTLE
=L

122—E72—-D8&
AVR—tT 8-, H—ERISATYREIAVARSIRTHEED, BROARL—232 0

REEA—N—FARITZEEILBELET, BEHER, /02—t TR2—%2095ATF>rDINX
TOARL—>3AVIZERTDH., BEOARL—>3OKZERITINICK>TERYET,

H—ERITATRNIRTRIZINTOARL—>3 004 2—ETX—

VAT RNEEDA U R—ETR—2FBTTSHICEF, Builder NX—2ZFERALTAE2—E7
Z—ZEMLET,

let config = aws_config::defaults(BehaviorVersion::latest())
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.load()
.await;

// All service operations invoked using 's3' will have the header added.
let s3_conf = aws_sdk_s3::config::Builder::from(&config)

.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);
BEOARL—>3I2O0HEODA U R—ET 32—

1TEIOFARL =23 2OHKICA 2 B—ETZ—ZFETBHICIE. customize HLRMEEZFERAL &
To cOXVYY REFEATDE, U—ERIVSATRNOBREEZARL =23 VBENTH—N—FA
RTEET, CNSOAARIARTAREBRARL— I OFMCDOVTIE, TAWS SDK for Rust
TOIZATRDADOARL—IVBREOLEE ) Z5RLTSEEL,

// Only the list_buckets operation will have the header added.
s3.1list_buckets()

.customize()

.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))
.send()
.await?;
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AWS SDK for Rust @ & F

AWS SDK for Rust Zf£AL T, AWS H—ERAZRETI—MHNBELEEHBE D HFEIOVT
HALET,

N =

« AWS SDK for Rust Z#BAL = AWS OH—ERX U T AN DER
« AWS SDK for Rust DERICBITRRARNTTIT 1A

« DREIBETH AWS SDK for Rust

+ AWS SDK for Rust T Lambda Bz K T 3

« AWS SDK for Rust Z A L =B &4 & URL DEK

« AWS SDK for Rust TO T 5 —NMNE

« AWS SDK for Rust TR—I Bl h-EREFEHATS

« AWSSDKforRust 77’7 —>3>A0I1ZY hTANDIEM

« AWS SDK for Rust TOU I 4 X—DEHR

AWS SDK for Rust ZEHL 7= AWS OH—E X U T ANDER

7O0ZL%EFEALTAWS OY—ERICTIVEATS=8HIC. AWS SDK for Rust & AWS O
H—EBERACOZAT O NEEGKZFERALE T, flAE. 77UT5—232H AmazonEC2 ICT7 U+
ATBDUENHDEHEE. 77V5—>23 T —EREA > Z—T T4 A% &% Amazon EC2
DIAT > NEESREERLET, RIZ, Y—ERITAT7UMZFEALT, TO AWS OH—EXR
CHLULTUIIARNZRITLET,

AWS DY —ERICUIVIARNTBICE, BHNICH—ERIZA TV NEEBRLTERETILEND
WET, D—RAEAITZZEAWS O —ER ICE, EAOIL—HhE, YR ZETSZONOE
RAOBEANBYWES, V74T ME, Y—EANRHIZEAPI ARL =232V ICHBTIXY Y
RZZThThRBELTVERT,

AWS SDK for Rust TAWS OHY—EAEXRVEVY) TBICE, Y—EABEBO IS4 T NEERL
T. DO APl XY Y R% fluent builder A A I OEHETHEAL., send() ZHUOHLTUII AN
BEITLET,

Client &, Y —EANRETZIEAPI ARL =23V ICRIETEIXYY ReaFRFhARAL TV
£, CNSOEXYY RORV)EW fluent builders THVY) ., TDO API ICHTRDEEITERZADD
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ELA—AZAIIOBHEFCHL OEHICK>TEMENET, Y—EADOXY Y REFHVUHL L%
IZ send() ZHU'HL T Future ZERBLE T, chicky), EELBEHIFLEF SdkError OW T
NANERENET, SdkError OFMIC OV TIE, TAWS SDK for Rust TO TS —NMNIE, &S
BLTLSEZL,

ROBIE., Amazon S3 Z#FEAL T us-west-2 AWS U—=23 > CNT Y NEER TR ELRN A
RL—23a>&#RLTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration: :builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

BY—ERAIL—BMEE, RDLSBZ API AHNICHEAETNZEMED 1 -IAHBYNET,

« types TP 1 —)ICE, FYEMEBEILEREZRHUIDICLOOBEARCFIERI &Y E
EE

« primitives EZ1—J)LICIF. HE®/NAFTUBLOBAENDTF—REXRRIDEHOKRY) Btk
BAHYET,

H—EAIL—NOFMEBIL—NERXEROFEMIZIOWVWTE, TAPIUTZ 7L ARFIXY
b1 ZZRLUTLEEV, HlZE. Amazon Simple Storage Service aws-sdk-s3 D7 L — NC I,
BEOED1—IINFHBYVET, TOSIEN 2 2RRXOEBY T,

» aws_sdk_s3::types

 aws_sdk_s3::primitives
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AWS SDK for Rust ODERICEETARARNTSI9FT1 A

AT, AWS SDK for Rust ZFEF T DO DRANT SV T 1 ATT,
AJgERZPRY) SDK VSA T N 2BRATS

SDKOVZATNOBEFECE>TR, FILWISATUONEERTDE, BIFAT > N
BOHTTPE#HE7 =L, DF+y Y21 EZHBIREENHYET, SAANDOUY—ZAEHRD
F—=IN—AY RZBFTDLSD, VFAT NeETHH, 2B < &t SdkConfig Z2HETSC
EEBBOLET, INTOSDKIZATURNE, E—OT7RNIVIOSBAVNOEHFELT

Clone ZEELET,

APl 24 LTI NDERE

SDK &, BERALTIRNRIYTYRERALTINBE, —BORALTIRNATS a2 IC@TF
77N MMEZRBELERTA, APIO-ILRALATIRREZO API I—-ILETICET7 )L MEZ
RELEEA, EYORTEVIIARNLBEOMABICEA LT INERETDONTY RTZIT 4
ATY, chllkl, UVITARDODRETETOREI RS BED LS —KHNEHEP., BBy
RO—OVLOBEARELIESERC. P7VT—23VAREREETREICKRIZDLSICHEYE
ERD

FARL—2a > OREOFHEMCOVWTIE., TAWS SDK forRust TORA LT ITRNNDHEEL #SRBL
TLEEL,

N B EFE 1T AWS SDK for Rust

(¢ FR AT HI4 & AL AWS SDK for Rust F# AN, I—F—EMAD ERETHLHOZL D
A7TaAVEBYET,
Pz

COT—NXICEETZIARZBRIEAEZNAP I, ELEEFYOBIZRLTVECELADST. B
BREB2LEABEHYNET, COHARTRE, ATORFEZERLET,

« BRU:TOTJZLNRTIDERTRITID, FLRBRTETIDERTRITZAMKD "EREM,

— T2 ) AVEI—FT AT BROZAIHNIBEICERITENDHE

c BREFTIVEI—T AT BROZAVFBEANICERY) G2 TEITENDHE,

ol \!
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BRRT: A1 -2 EBORZAVEZEEDIEFTTET TN,
RLVFRAY: AVEI - FBBOEAY ZEKICEITI D8N

L—A&M: BRATVORBEAZIT, RFEBERAVOREREICESVWTITOI S LOBENE
LI 25EE

BERHREUVY—AANDOT IV EADHEG. BROZRAION VY —RICEARICTIOEATRESE. T
DIY—AE "THBEH, IZBYET,

FYROYD: ChEETTERVWIRE, ChIFEE. 2 2OFZAI9FFELVOUY—AZEEBL

EHELTVBN, EE550RRAVEMBDO) Y —ANFRAAREICEZDIET)Y—AEHEHLEV

EOICRELET, Y ROVINRETDE, T7OJTALNFBONFELFELICHEZLELSKZY)

£7,

> 27

BAOHIE. >—T2>vI)T7O7FLTT, BOBITE, COI—RZEBERITFETEELE

T, BOHITIEE, BL build_client_and_list_objects_to_download() XV ¥ REBF A
LT, main() ITEEZMAE T, XAOOANV REEFTLT, 7OV MNCKEFBEFREZEML F
ED

cargo add aws-sdk-s3

cargo add aws-config tokio --features tokio/full

RDORAVHITIE, Amazon Simple Storage Service NTY RADIXTOT77 AL EX V> O—R
LTWETD,

1. &Y, INTOT7ANZEZ-EBERRLET, F—ZVANMNIRELET,
2. VARZATL—232LT, E77ALNZRBECAIO0-RYD

use aws_sdk_s3::{Client, Error};
const EXAMPLE_BUCKET: &str = "amzn-s3-demo-bucket"; // Update to name of bucket you
own.

// This initialization function won't be reproduced in

// examples following this one, in order to save space.

async fn build_client_and_list_objects_to_download() -> (Client, Vec<String>) {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
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let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {

let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("reading body

succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

® Note
ChsnfiTRr. IZ7—RBREBENT, YOTINTY NCT7AINACBEF—28HD
ATFPIONFELBVCEZARELTVET, LEN T, RAREhEFALIK
DERICOVWTIRBHALEE A
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BHOAVELI—-ROT7—FTI0Fv2EATIE. COTOTZLZREINICHENEZEDICEE
HEFEANTERT, CHICOVTREDHTHALEIAN, FFREMELCO2VTESICVK 28
BALET,

FREEE LN

Rust DZNETNDEICRE-—DOEEZFESET, MAENEENSHAND L, TOMBENE
TRINTOELHIBRENET, AEER. 1 DOUELOEICHITIEEFRARLSRELE 1 20E
FARSSRERHTEXRT, Rust AVNAZR, ZRITOMBEEZBATHFELZVZLZR
ALL X7,

BEORAVABUIY—ACHZENICT I EATZHBEN HZ5EEF. BINOFE LRI VEL
BYWES, >—T22%)L2E1—FT 142 T7TR, BFAVRIEBICERTEIB LD, BETDC
ERLKAZENICAULVY—ALLTIVEATERT, L, @RIVE1I—FT12ITR. 2ATK
EROEFTRBICRTTERY, LT, BEROZETRBESRITARTHD 2N
ASICEEBTBES (Fhik, PBLLEEITYTITBEI), ESILE<<ORENRETT,

Rust BES A 7S VLI, ChERBEITBLHDOZKOYV—IFAZEEhTVET, chsOb
EY OOFMIC OV TR, TRust Programming Languages S50 "ZHEAZEME ) SRV "TmME
EZERTD 2ZRBLTLEEL,

T DD RAE

UTR "TAA72TO08, 0O—8TY, chsld, AVNAFICRULTRRRT 7O ZLNME
BIL-ILCRULBVWIEZFRATDLEHICHEBZRFRTY,

SESATZVRBATZ I U K.

s Arc: PREVIOSBANVRNBERAD B, Arc TV TENET—2E, BEOMBEEN TOE
ZRHICHIRTZCELEERICETIC. BHICHETEET, COEKRTIEE, BOFMEEIE "HE,
CHVWET, Arc IOERZEETEZTEAN,. ABUZEUN HBBEN DYV ET,

« Barrier: Chi_&kV), BEROAL Y RATOTSLADREDRA > MCEIETDETEL (C1F1H
L. TORBRFEEHTETERELET,

« Condvar: RHBZEHRT, AIRVINOREZSHLTVSE., ALY RZJOY VU T2HeEEREL
x99,

« Mutex: HEHHBX A ZXALT, BENDT—RICHULTCEABICTIVEATEDIAL Y RIHKT 1
DTHDERRIELET, —HKUIC, Mutex OV 2k, O—RAD .await R4 MNZEE
NFOTRETAHEGFETTLSEZTY,
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https://doc.rust-lang.org/book/ch04-00-understanding-ownership.html
https://doc.rust-lang.org/std/sync/index.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
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Tokio BEIA 7 T U K

AWS SDKs l& async-runtime-agnostic 288EL TVWE TN, BEDT — ATl tokio@HAT> T
VRNZEERTZLEZBHOLET,

o Mutex: BES A 7SO Mutex ICBRLTVWETAH, JARHIFAICELSZYET, EED
Mutex ERFERY, ChIEI—RAD 120 .await R4 NCEEN > TRETEET,

« Sempahore: BHD 1 2T, BEORAVICLBDHBIY—ANOT IV 2RAZHEITB-HICFEA
chEd,

Ple R VHNENICEEET (2 TIAL Y REKET)

ROEBEHTIE, futures_util::future::join_all ZFEAL T §XTD get_object U
TANZRAKICERTLET, AOOANRZEFTLT, 7O TV MIHLWVMKEEFREZEML F
ER

* cargo add futures-util

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");
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1)

futures_util::future::join_all(get_object_futures).await;

ChFERRITOXVY N2ERIRIHREMELFTETIN, RPOFHLDAVICKVEEN —HHY X
ED

1L IXNTOVITIANADZERICERLET, INTD get_object UITANALZRETS
DICTFBEAXAEVHFBVEEG, "XEVFRRL FVHATIZ—FRELET,

2. $NXTD Future ZEIFICERL. FHELET, Amazon S3 Tk, —EICKEICFD>O—RL
KHEFTHREVIOIANEZAOYRNIILET,

ChSsORBBEZEMAEEMRTDIZE., —BILEFITRDIVIITANEZHRIZDIMLEN HBYVET,
hETSIC. tokio Y 74 2EAHALET,

use std::sync::Arc;
use tokio::sync::Semaphore;
const CONCURRENCY_LIMIT: usize = 50;

#[tokio: :main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
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.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("body succeeds").into_bytes();

tokio::fs::write(object, body).await.expect("write succeeds");

std: :mem: :drop(permit);

}
1)

futures_util::future::join_all(get_object_futures).await;

DOTANDERZ async 7OV VICBEB TR EICKY), BENBXTUERAEOBEZBIEL
Fllo COFEICKY, VITANGERBITRDRAIVITEThREENEEA,

® Note

XEVICRBIHBDEERE. IXTOUIIAMNAIZ—EIZERL, ZEOERBHN TES
EFTXTEVICRETDHENIVDRABFZEN HBYVET, chzBlTICEk. JITAMAIOE
R% async 7OY 7 OABIICBEILE T,

T, BEFOUIITAN%E CONCURRENCY_LIMIT ICHIBRT A EIICKY), —EBICKENDUVIA
NAREEEThDBEEEMBELEL I,

(® Note

CONCURRENCY_LIMIT OEYIBERF 7O IO RN EICERYET, MBEOUIIANE
ERLUTEFTEEERK. AOYNUIIS—HNFRELBVKRSIC, TEBLETE<HRE
LTLEEV, H—EANMBRIRIL AR AEAOY NUTLARAOEERIZETV
T, ARETOHRZEHNICERITAERBAETTN, TOBMEOLD, COHART
FEREAEEYET,

Pl &) HENICEEET (WILFAL Y REIFRELT)

BID2206ITE, VIIANZRABFICETLELLE. ChBREBHNICRITIZLNEDERNTY
B RLFALY REFATICEICRY), ESLEHRIEEET, tokio TChZTSITE,
ThSZRIRDEATVELTERTIVLENHEXT,
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® Note

COBITR., YILFALY R tokio ZUVEA L ZFERITIBENf HYVET, COTE2A
ALlE rt-multi-thread EENE R THIRESNET, £, HARATIN., YILFIT7I>
DTTOVSARERTIDLENHYET,

ROIXY RZRTLT, 702 T 7 MCH L WVKEFBEHRZEMNLET,

« cargo

add tokio --features=rt-multi-thread

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio: :main(flavor = "multi_thread")]
async fn main() {

let

let

let

(client, objects_to_download) =
build_client_and_list_objects_to_download().await;
concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

get_object_task_handles = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone

// the Arc'd semaphore before passing it in.

let semaphore = concurrency_semaphore.clone();

// We also need to clone the client so each task has its own handle.

let client = client.clone();

// Note this difference! We're using “tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task: :spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

Pl MBNICEEET (NILFAL Y REKRT)
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let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
1)
1);

futures_util::future::join_all(get_object_task_handles).await;

EEERAVICHEITDORIEMBEZEENI HYET, BE. IO(AL/ED) ORTREIOYIEhE
T FURAAER, REBETENDZRAVND__—AELERBETENDZATIO_—ADONT A
BEEDDODNHLULVBEENBHYNET, ENTURALEBIRTZIBEETE, EERXAVILDETIH
EMEWNBTECOVTOHEREEZMSITEEL TKEETV, tokio TV 2 A/ LQOHEREEICOV

Tk, TE£21—)l tokio::tasky ZSBLTIEEL,

RWVFALY RF7UT—>3>0F7F Ny T

BRFICRITEND2RXRAVIE, FEDOIEFTERAITEETT, TOLSH., BHF7O075 L4007 FFEEIC
FHICSVIEENHYET, SDK for Rust Tld, tracing AF VI AT LAZFERTR L ZHE
HBLET, RITHTH2TE, OVEBEDRRITIIN—TIUTEET, HAFZ 2 AIZDVTE,
TAWS SDK for Rust TO OV REHENERELEA L BSRBL T EE L,

AY VENEZAVZRETHILOOFEEICENEY—)LE LT tokio-console AHYNET,
Nk, ERM Rust 7O 5 LOBMB LT FNYITY—=ILTT, 7O9FLEBEELTEITL, &K
IZ tokio-console 77U —23a> %RIT92E, TOATJTALDNRITENTWVWERAINDT AT
Ei1—-ANRRENET, COEI—(ZR@F. ZFAINFHBIYV-AOBRBZEFHITZIOICHH > LKH
X, R=UTENEEEAREODBRBBERISENATVET,

AWS SDK for Rust © Lambda A% &Z/ERK T 3

AWS SDK for Rust ZfE A L 7= AWS Lambda BEORRICEAITIFHMBE RFIX MIOVTE,
CTAWS Lambda RO Y /N—H4 R, ® "Rust T Lambda BB#ZEE T2, 2SBLTLEE,
CORFIXRNTR, LTOEOEFERATHIHEICOVWTHBLET,

« 7 HEED Rust Lambda 2> XA LDV TZATFT > NI L—BN, aws-lambda-rust-runtime,

« Cargo Lambda Z A L T Rust B#/N4/F+ 1) % Lambda [CF 7O/ 95 EHOHEBIAVN RS A
y‘y_)Lo
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https://docs.rs/tokio/latest/tokio/task/index.html
https://github.com/tokio-rs/console
https://docs.aws.amazon.com/lambda/latest/dg/lambda-rust.html
https://github.com/awslabs/aws-lambda-rust-runtime
https://www.cargo-lambda.info/guide/what-is-cargo-lambda.html
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TAWS Lambda RO Y /N—H4A Ry ICEBBEhTWVWSHA RAFEHFICHMNZ, GitHub O "TAWS
SDK O—RAIVARZ U, IZIF Lambda 5t EY — L OFIEABEENTVET,

AWS SDK for Rust ZfEH L =88 F& URL OERK

—HBD AWS API ARL =232 DUV TANCERNBRTDENTER LD, HETTOVII
ANZRIOREENFBFORABEREZRIETICRNATEERT,

5l z \E. Jane I Amazon Simple Storage Service (Amazon S3) A7 TV RADT UV AERN &
W, TOATZSITORDT UV EAERE —BHIZ Alejandro ER-ETZELE T, Jane ik, BR
4% GetObject UV T ARNZAMKL T Alejandro ERHBETEET, ChiZKV), Jane DERILIEFER
ANDT I EARMENRIBRORBEMSELETIC, ATDIIORNEX TV O—RTEET, B
HZ14ZE URL THERAET N BERRHERIE Jane DENDTT, chik, URL ZERKL = AWS 1 —H—7»"
Jane THAH1-HTT,

Amazon S3 ICH ITH BB FE URL OFMIC DWW TIE. "Amazon Simple Storage Service 1—H'—
HAR, O TEZHFE URLOFER, 25BLTLSEEL,

SHEBDOER

AWS SDK for Rust &, BENFEZVIITARNZREITDLHICEATEDARL —> 3 2 fluent-
builder ® presigned() XV v RERMLET,

RO TIE, Amazon S3 NEEZFE D GetObject VIV I ANEERLET, CcOUIITARNE,
ER% 5 PEBEMTY,

use std::time: :Duration;
use aws_config::BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(6@ * 5))
.build()
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/lambda
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.expect("less than one week")

)

.await?;

presigned() XV ¥ Rl Result<PresignedRequest, SdkError<E, R>> ZIRL &Y,

IR&E 1% PresignedRequest Ik, XYY R, URI, AYH—ZEL HTTP UJITA MO
R—XVRNZRMBITEIAVY RFEERATVET, UVIANZEMITRICRE (FETHHESR).
NSOINTHY—ERIZEFENTVRIULEN HYET, LEL, BEAEZEVIIAMDSZLE
URIDHKTRIT _ENTEET,

POST B R PUT UV TANDERER

ENBEAHBEARL -2 32 NDE< B URL DHEMSEE L, HTTPGET UUTARELTREET
BDRENBVET, £EL, —BOFRL—Y 3V ICREXNLET, FALL>TRAY AL
I~ HTTP POST &7=i& HTTP PUT U U TARELTRETBAEA Y ET, ChSOUIIRK
OEHMEEE GET UV IANOEMEELALTTN, BENEUIIANOHTHLBE 5K
BTT,

AR, Amazon S3 PutObject UV TANICEREBERAL T, BRRULEHTTP V247> haER
L THEERBEAS http: :request: :Request ICEBRTZH|TT,

into_http_1x_request() XV v RZFEATSHICIE, Cargo.toml 77 )LD aws-sdk-s3 &
L—KIC http-1x #eEZEBML £,

aws-sdk-s3 = { version = "1", features = ["http-1x"] }

V—ARAT774):

let presigned = s3.put_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

)

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);
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A2 RTOVEEZE

® Note
ChEBERI—AT—ATT, BEAENDI—H—ICRFEFTLRIEREhELA,

—EOI1—A—ATIE, SDKforRust A TFARNDAIRT, BENEV VI ANEERT S %
ENFHYVET, TOLH, SDK EEFBIC aws-sigvs VL—RNEFERATEERT,

UToflk, EFANEERZRLTVET, FMlICOVTR, JL—MORFIXD A Z2ZELTL
2EW,

AT, aws-sigv4s KT http VL — b %& Cargo.toml 77 A JLIZEML TVWET,

[dependencies]
aws-sigv4 = "1"
http = "1"

V—ART774):

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from 'SdkConfig'.
let identity = Credentials: :new(
"AKIDEXAMPLE",
"wJlalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::builder()
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())
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.settings(settings)
.build()?
.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

AWS SDK for Rust TO LS —MOuig

SDK ZEALTEREOT 7V T—23 2 ZBEIZICE, A IZ—ZVWDEDKSIC AWS SDK
forRust BRI D Z2EBBEIDCENBETT, UTOEIZ 32T, SDK TRETHAEMLEDH S
TRTFRBIT—&, TOBYBRELECOVWTHBALET,

IRTDARL =23k, I5—2A4 7N SdkError<E, R = HttpResponse> IZEREES N -
Result 24 7ZIRLE T, SdkError &, NUT7 U NEFRFND VKON DOHEERRA T ZFHEDF
EHTY,

Y—ERATS—

BE—MBUBEIZS—0ORA7 & SdkError: :ServiceError T4, cNDIT—IEk. AWS OH—F
ANSNDIT—LARVAZRLET, HlIAE, BELAWATZITIN% Amazon S3 A SHEL
&H5EFTBHE, AmazonS3EIZ—L AR AZRLET,

NHEFBSdkError: :ServiceErrors, UOITARNRF ICEEICEEETAhELE AWS O —F
AN, MIBTERA D EZEEZEKRLET, ChlE, VITAMNODNSAXA—RIZEENDIS—F
FRY—ERAOREENAERTT,

IZ—LARAOFHME, ITZ—NUT2RNCEENTVET, X0k, EBEED
ServiceError N7 RNZRBEICHEBL, SEXTEEIT—T—AZNBTEIHEZRLTVE
9,
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// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error::ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");

}
// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}
err => return Err(err.into())
}
};
I —XZF—2X

IXTOY—ERIZ—ICE, Y—ERABBORLARNEAVR—RFTRIZEILKYTIOEATES
EBMOXZTF—2ABHY)ET,

« <service>::error::ProvideErrorMetadata LA Nk, T—EAN SIBRETNBFFHAEE
BEBEBDEDIT—A—REIT—AYVE—DADTIOERAZRHELET,

« Amazon S3 MIFE., COBML A4 M& aws_sdk_s3::error::ProvideErrorMetadata T
E

ULTOESIC, Y—ERAIZ—ORI TN 1—F AT ICEIOFERENEBIBDEETEEXT,

« <service>::operation::RequestId k. T—EAICK > TERENLZ—EDAWS U
TANID ZEBIRDLOOILEXYY RZEMLET,

« Amazon S3 MFE. COKNL A M& aws_sdk_s3::operation::RequestId T9,
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/trait.ProvideErrorMetadata.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestId.html
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e <service>: 'operation' :RequestIdExt L 4 MICk 2T extended_request_id() X
Yy RZEMLT, EMOILERVIVIANID ZEREBLET,

s —HWOH—EATOHYR—REIATVWET,
« Amazon S3 MIFE. O KML A M& aws_sdk_s3::operation: :RequestIdExt T9,

DisplayErrorContext (C K25 MBI > —H N

SDKICHEWIBDIT—k, BERODLSIB—ENEEOFERELTRELET,

1. ARV RICEP2TIZ—ZBLELS, UITARDTAANY FICRBLUEL L,

2. BEABEH7AONA T —ICL>TIT—2 R LY, ARIVEZFIZ—ZRLEL I,

. BABEHM7ONAT—IZL>TH—ERZRVTHEL, TOHY—EAN I —ZRLIEED, T
T—HNRENKL I,

4. FABHIVIANIELVLVREANFBZVESH, Y—EALSIZ—HFREhEL I,

FI7FIRTRE, COIT—ORTRE "FAANYFREL OhZzHILET, ChiliE,
IZ—ORZTILND1—FT 42T ICRIADFHMBERERANATEL TWET, SDK for Rust IZ
l&. DisplayErrorContext EVWS IV TLBIS—LR—F—HNFAEETIhTVET,

« <service>::error::DisplayErrorContext &k, T£AXIZ—ATFANZHLT
DHeEZzEBMLET,

« Amazon S3 MFE. CDEEMIE aws_sdk_s3::error::DisplayErrorContext T9,

I5—%2KXRRLTHITRIRSICELHDE, DisplayErrorContext XD K S & V) il
XvtE—J72RRUET,

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestIdExt.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/struct.DisplayErrorContext.html
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source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {
code: Some("UnauthorizedException"),
message: Some("Session token not found
or invalid"),
extras: Some({"aws_request_id":
"1b6d7476-f5ec-4a16-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©7:41:21 GMT") 1},
"content-type": HeaderValue { _private:
HO("application/json") },
"content-length": HeaderValue
{ _private: H@("114") 1},
"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
"access-control-expose-headers":
HeaderValue { _private: H@("x-amzn-RequestId") },
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4a16-9890-7684ccee7d01") 1},
"server": HeaderValue { _private:
HO("AWS SSO") 1,
"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al6-9890-7684ccee7d01") }
}
},
body: SdkBody {
inner: Once(

Some(
b"{
\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)
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)I

retryable: true

},

extensions: Extensions {
extensions_02x: Extensions,
extensions_1x: Extensions

}
),

connection: Unknown

AWS SDK for Rust TR—J pEleniERE2FEHTS

Z< D AWS ARL =230 TR, RAO—RIREITET1EANBETREEBEVESIC, HR%
—HPVVETTERLET, KDY, Y—EBEAFETF—2O—FHE =0V %ZRL, XOBEBEBOLEY b
ERBLET, CONEZ—F, R—DPDEEFEFEFNRATVWET,

AWS SDK for Rust IZ1d. BEINICRERER—DDEITHILHICEATER ARL—>3aVEILA—
DILRBEEEX Y ¥ R into_paginator "EFhTVET, 1—H—EF. COFERZLETS I—K
ZERRBRTBDETTERET, TIXNTOR—JHEFRL -3 EILNFZ—IZF into_paginator()
XYY REFHY), BRER—IDEFTSDLEHIC PaginationStream<Item> 22U £ T,

« Amazon S3 Tlk, TO—Hl&L T

aws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder::

AHYVEY,

IXRDOBITE,. Amazon Simple Storage Service ZFEAL TWET, 1L, R—DHF|Ehiz APl &
12U EEOH—ERIIODVWTRHELBESTT,

ROD—RBIE, try collect() XYY REFAL IR—TDPEIChLEZIXNTOERZ Vec ICUX
KI55LBMBHZERLTVET,
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

FTRXTHA—ELELXFBVEBYIAENBVELSIZ, R=IVITZLVHEN<HBITEIHEN BV ET,
ROBITIE. Amazon S3NT Y RHADAT DT I M BLKBBZETREVELTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
// customize the page size (max results per/response)
.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
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AWS SDK forRust 777U —>3a>A01=Y T AMN®DIEBM

AWS SDK forRust 7O TV MNCAZY RTARNZRET R FERFZBHYETH. UTOHEZE
BBHLET,

« mockall #FALAEZIZY hT AN —automock ZFEAL T, TAN%Z mockall VJL—KA5S
BEIMWICERL TEITLET,

« BT LA - AWS Smithy T2 A LD StaticReplayClient ZFEHL T, AWS DH—E R
FBRECAITIEEHTTPIVZATORORDYICERATER 7IA DV HTTP V54T N2
REBDHFECODVWTHALET, COIVFATUME, XY RMND—IRBRATH—ERLBETIN
HDWIC, BELEHTTPLARAZRLET, chickY, TANETANEHNTERAOT—
2EMEBLET,

e aws-smithy-mocks ZFERALAEI1_Y T AK —mock & mock_client ZEHAL T, aws-
smithy-mocks JL—KH»5 AWSSDK V54T NLARADEY VZEKL. SDK HHEFE
DVIITANCEDESICHETINEERTDEY VIN—ILEERLET,

AWS SDK for Rust mockall T ZEAL TCEY VZBEMICERT S

AWS SDK forRust &, &X VYW TR I—RETARNTDLEHOEHROT7 7O—F2RHLET
AWS OHr—E A, mockall VL — MO —i&HI7% automock ZFEHATHEICKY) ., TANCHE
BEYVIVREOARHF D ZBBHNICERTEET,

cDHITE, determine_prefix_file_size() EVWSHAZRLXYY REZTANLET, <D
XYY R(E, Amazon S3 ZHUHTHAZ A list_objects() FY/N—XVYY REFTHLE
F, list_objects() DEY IV EERT D LIZKY), Amazon S3 ERBRICRVERY TR &k
< determine_prefix_file_size() XYY RZFANTEET,

1. 77022 R8F4LO2RMN)VOONY ROV 7N T, mockall VL —RZ2XOKEFEEFRELT
EMULET,

$ cargo add --dev mockall

--dev A7 >3 %EFEATBHE, Cargo.toml 77 4 )LD [dev-dependencies] 0> 3>
COL—RMNEBMEIhET, BROKEBERELTERDODNZ S, ZhiFEINMILEhT, K
ED—RTEAThIEENAFTVICEEENEE A,

dAZYy hTAbB 69
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https://docs.rs/mockall/latest/mockall
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Fh, COY7IILD—RE, AWS OH—E AN HlE LT Amazon Simple Storage Service %
FEHALET,

$ cargo add aws-sdk-s3

chiZ&kV), [dependencies] 77 4J)® Cargo.toml 20> aICOL—RMFEMENE
9,

2. mockall VL—KA S automock EZ1—I)LEEHET,

FANAWS DH—FERA % ICEETHZMHOTATS), CNHBEE Amazon S3 EEHE
9,

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};
3. R, T7UT5r—>3>0O AmazonS3TYN—BED 2 DORENSE, E55%FRHTHH
ZEREITHI—RZEMLET,
e XY RND—UBHBATAMazon S ICT VAT B HICERICERE hi-Rix,
« mockall Ik > TERENETY VFE,

COHITIE, BIRULEEEICSI EVSBHATHSATVET, BIRLEEDEK., LTOLS
IZ test BREICEISRENITFVTVET,

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. S3Impl BWiEMHEEE, AERICVIIANZEEFETS Amazon S3 T Y /N—BENDREKTT
AWS,

s TARNNEMICHEZ2>TVRHEE, VIITANEIAWSTRHEBLSEY VICEFEND LD, O
O—REFFEAEhEL A, dead_code Bk, S3Impl RA 7 HFERAE A TVWEVESEE
BEERELBEVES I linter ICIBRLET,
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s ZORHBAZE #[cfg_attr(test, automock)] &, TARNNEMICK2TVSIE
4. automock BHZRETIMEN BB EZRLET, ChiZKY), MockS3Impl &LV
SEBDO SIImpl DEY VZERT DL SIZ mockall ICERLET,

« ZOHITIE, 1list_objects() XV Y REEY IV EEKTIHOHL TF, automock (B
B9 expect_list_objects() XV Y REERLET,

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

}

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }
}

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

}
5. test EVWSBBOEDI—I)ITTANERZERLET,

- CORMME #[cfg(test)] &, test BN true MIFSE, mockall K2 TFANE
V1IN EREITDIVBEN HDLZERLET,
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#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())
)8

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq! (7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
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.set_next_continuation_token(Some("next".to_string()))

.build())
1);
mock .expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())
1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

s BT ANTIE, let mut mock = MockS3Impl::default(); Zf#AL T MockS3Impl
D mock 1 VAR AZERLET,

« EY UM expect_list_objects() XV ¥ KR (automock [C& > THEMICERE L) &
FAL T, list_objects() XV Y RAJD—ROMOBAATHEATSNEBEICEEENDE
RzZELET,

« BEBHAREENES, ChEsZFEHL T determine_prefix_file_size() ZFTHL
TR ZTANLET, BEhIERK, 7H—>3a>z2EFERALT, ELVWCEZERITI LD
(CHREEL £ T,

6. determine_prefix_file_size() B8%&., AmazonS3 S Y/ N—&FEALTIL 71 v IR
T7ANOHA XE2WMBLET,

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
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// Now we take a reference to our trait object instead of the S3 client

// s3_list: ListObjectsService,

s3_list: S3,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {

let mut next_token: Option<String> = None;

let mut total_size_bytes = 0;

loop {

let result = s3_list

.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

}

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {
break;
}
}
Ok(total_size_bytes)

S3HF, HTTP UV I ARNETSEZIL, TY 7 Ehi SDK for Rust B#E M H L T S3Impl
& MockS3Impl OAAFEHR—RNITBDEHICFEAENET,. TARNNERMICK 2TV
4. mockall LK > THBNICERENEEY VETANKBZERELE T,

GitHub TCh S DN FZE LB I—RZRRTEERT,

AWS SDK for Rust TE#M U7 LA ZFEALTHTTP RZ 71 v V%>
T1L—hTFD

AWS SDK for Rust l&, &XVEVYWTBHI—REZTANTZEOOBEHROT7O0—FZ2RHLET
AWS O —E R, CORNEYITR., AWS O —ERXZFEAL T, StaticReplayClient A&
BEEATIBEEHTTPIOZATRORDYICEATEZRUHTTIP VAT N EERT D HE
EDOVWTHALET, COITATUNE, XY RT—UBATH—ERLBREITZDRDYIC. B
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EULEHTTP LAR AZBRLET, ChilkY, TAMITANBNTHRAOT—RZHEBLE
ER

aws-smithy-http-client 7L —BICW&, StaticReplayClient EWSTARNI—FTa1 VT4
DZANBENTVET, COHTTPYZA4TRNIZAR, AWS DY —ER AT IV Dk
BECT7ZILNDHTTP 9Z AT RORDYICEETEERT,

StaticReplayClient Z#I#i{t T2FEE. HTTPUIIARNEL ARV ADRTDOUANE
ReplayEvent #7 IV RNELTEELE T, TAMDERTHIZ, FHTTP UV I AN REE
N, 94T RNEARNIARNDIRD ReplayEvent IZHBIXD HTTP L AR A% HTTP &
SATORDLARCAELTIRLET, ChlckY), BHOF—REFEATD I EICKY, XY N
D=0 BEETICTARNERITTERT,

BHNUTLAOER

BV LA Z2ERATICR. SYN—ZFRATHIHERHVEEA. KDYIZ, TARNTHE
AT27F—2ICHL, EEORY RD—IURT T4V INFEODRSBREN ZHEL . SDK A
AWS DH—ER IVTZATURDASVITARNERTIDLETIL, TEORTTAVITF—R%E

StaticReplayClient IZEB#LF T,

(® Note

FRENDRYRNDT—ORT T4V IZRETSICE, AWSCLI ®SZHORY ND—U b
Z74VOTF T4 — NTYRAZYT77=Y—=)IBE VKDO2HDHTENBYET,

s FHMEINDHTTPUIVIARNE, TNIZHLTREND L AR AEIEET S ReplayEvent 7
TSI ORNDIUANEBERLET,

s BIOATY 7TTHERUIEHTTP RZ2H 9023 UARNZMEMRL T StaticReplayClient &4
BLUET,

c AWSUSATURNDEREFTD IO NEERL, ZConfigA 72T ORND
StaticReplayClient& U THEEL F¥FJhttp_client,

c HDATY T THERLUEREEZFEALT. AWSOH—ER 94T NATS T U NEHERL
9,

- StaticReplayClient ZfEATR LS ICREETNhEY—ERAT IO NEFEALT, TAKN
ITE3ARL—23FRTLET, SDKAFAPIUIITARNZEETSZ VI AWS, UANAD
ROL AR AN ERAENE T,
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® Note

EEENLEVUIIANY ReplayEvent A7 IO RDRINILOVIOIARNE—BL %K
WEETE, VANADRDL AR AREICRENET,

s BEBINTOVIIARNNRERITENE
5, StaticReplayClient.assert_requests_match() BE¥ZEFTHEL T, SDK IZ&K 2 TiE
BFEnkUOIITANN ReplayEvent 77 IV RNODUARNAD UV IANE—BTRDEERE
ZBELET,

B

AOPlER U determine_prefix_file_size() BEICOWT, EYIORDYICENITL A
ZEEALEVUARNZRLET,

1. 70T F4LORNJVOARY ROV 7 NT, aws-smithy-http-client VL —K%
ROMIFBERELTEMLET,

$ cargo add --dev aws-smithy-http-client --features test-util

--dev A7 >3 &EFERATSE, Cargo.toml 77 1 J)LD [dev-dependencies] 03>
ICOL—KRHFEMENET, HBROGEBRELTHROLNSZ D, ChEOANSILEnT, K
EO—RTEAThIEERNAFTVICEEENEE A,

Fh, O ILI—RE., AWS OH—E AN HlE& L T Amazon Simple Storage Service %
FRALET,

$ cargo add aws-sdk-s3

chiZ&kV), [dependencies] 77 4J)® Cargo.toml 20> avICOL—RMFBHENE
ED

2. TAROA—REZI-)NIECE, BEEBIAMEDRATZEHET,

use aws_smithy_http_client::test_util::{ReplayEvent, StaticReplayClient};
use aws_sdk_s3::primitives::SdkBody;
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3. TANTR., TANFIEERTIZDVEN HB K HTTP RZ 20> 32 %%k ReplayEvent
BEZERTHIENSHOET, FARVNIR, HTTPUVIANAF T T ONE, AWS
DH—ERANBESETZERERTHTTIPLARVAAT DI VRN EENET, oo
AR NiE, JR® StaticReplayClient::new() NOHUPEHLICEENET,

let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent::new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: : from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

ERIE replay_client CRFEENET, ChEHTTP 9S4 T7 > hERLTEHY ., SDKfor
Rust CRIZATURDBRETEETDCEILKYFEATEET,

4. AmazonS3 VZA TV NEERTBICRK., BREATDION2EAL, V54T RNIZAD
from_conf() BHZHOPHELTITA T NEERLET,

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
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.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

REATDIIRNEIEILSZ—® http_client() XYY REFEAL TEEET N, RAEREE
credentials_provider() XVvY REFEAL THEEETNE T, RHERE. BOUORIER
BiE%ZIRT make_s3_test_credentials() EVSEHEFEAL THEREIhET,

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

ChS OFFRIERE. ERICE AWSIZIEFEABVES, BNTHIHBEEH) EHA.

5. TAMUEBZBEREFVCHLTTANEZETLET, COHITE. FOHIEHROBRFIE
determine_prefix_file_size() T9, RHMDNZX—RF, UIOIAKNCHERTS
Amazon S3 VAT U NATZIOUVRNTE, LA 2T, StaticReplayClient ZfAL T
ERENIOTAT R EBELT, VDIVIAMIXYRND—IOBHETREENDNDTREL,
FDIVTATURNIE>TREENDELSICLET,

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

determine_prefix_file_size() N\ORUVHLFIETITDE, PH—rZFEAL T, B
ThEENMBERE—BIBDEZBALET, RIC, StaticReplayClient XYY R®
assert_requests_match() BN BT HENET, COBEKE, BFEFESNLEHTTPUIT
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ANZERF YL, ThESHAVTLAVSAT > NOEREICREE iz ReplayEvent 7
SIVRNOBITEEENEEDEIRNT—HIZEERERELET,

GitHub T s DPINELBEI—RERRTEERT,

AWS SDK for Rust aws-smithy-mocks T® ZFERALLEZI Y hT AN

AWS SDK for Rust l&., &XVEVYW IR I—RETFTANTZEOOEHROT7O0—F2RHLET
AWS DH—E R, COKREY I TR, TANEWTAWSSDK VT4 T RDLARADEY &
BERTDED, 0TIV TRABFEERMT S aws-smithy-mocks VL—hEERA TS 5%
CDOVWTHALET,

BE:

NERAITZI—ROTARNEZRRTZES AWS DY —E R, Z<DHE. EBOXY ND—OFDY
HUREGTTSEEW, aws-smithy-mocks VL—hZFEATDE, UTERBITDY)1—-23
VERMLET,

* SDKARBEDVIIARNIEDISICHETINZERTDIEY VI—LZERT S,
s ERERBERATOLARVA (R, TF7—. HTTP LARYR) Z2iRY,

s Z7ONTACETVWTUIIAMZE—HEHES,

- BRATHREZTANTZOOBEDY— T AEERT S,

c L-AFREESYICERESh L ZHET S,

HKFEE R DIE M

70209 KRF4LONIOIOR ROV 7 M T, aws-smithy-mocks 7L — N & XD KFBEE
ELTEMLERT,

$ cargo add --dev aws-smithy-mocks

--dev A7 aaEFEMATSHE, Cargo.toml 77 A1 )LD [dev-dependencies] £ 3 Ily
L—RhAEMENET, BROKFEEELTEDLDND O, ChEFINMILEIT, AFEI—R
THEAThBIERENAFTVICEEENE A,

— O J— RHITIE, Amazon Simple Storage Service £EHl&E L THEAETNTE Y AWS O —E X,
Bae N"BETItest-utils
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$ cargo add aws-sdk-s3 --features test-util

chlZ&kV), [dependencies] 77 4J)L® Cargo.toml 20> a2 ICOL—RMFEBHNENET,
BEXRNBRERE

aws-smithy-mocks Z £ L T Amazon Simple Storage Service (Amazon S3) &£ X V) BV 3% 11—
RETANTDHEDEEBZBFEUATICRLET,

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::primitives: :ByteStream;
use aws_smithy_mocks::{mock, mock_client};

#[tokio: :test]
async fn test_s3_get_object() {
// Create a rule that returns a successful response
let get_object_rule = mock!(aws_sdk_s3::Client::get_object)
.then_output(|| {
GetObjectOutput: :builder()
.body(ByteStream: :from_static(b"test-content"))
.build()
D)8

// Create a mocked client with the rule
let s3 = mock_client!(aws_sdk_s3, [&get_object_rule]);

// Use the client as you would normally
let result = s3
.get_object()
.bucket("test-bucket")
.key("test-key")
.send()
.await
.expect("success response");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"test-content");

// Verify the rule was used
assert_eq!(get_object_rule.num_calls(), 1);
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IL—IL&, mock! XVOZEALTEREINET, XIVOK., I9FATRMARL -3 %5|H
ELTRUHEWET, TOER, L—IIHNEDLS CBETRINERETEXRT,

VOTIAND—H

DOTARNODZTONTAZ2—HEEBDZEILRY, L—IIZLY) BEHFILTEET,

let rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("test-key"))
.then_output(|| {
GetObjectOutput: :builder()
.body(ByteStream: :from_static(b"test-content"))
.build()
1)

ERETRBLARARAT
ERETEBRATOLARVAZRIENTEET,

// Return a successful response
let success_rule = mock!(Client::get_object)
.then_output(|]| GetObjectOutput::builder().build());

// Return an error
let error_rule = mock!(Client::get_object)
.then_error(|| GetObjectError::NoSuchKey(NoSuchKey: :buildexr().build()));

// Return a specific HTTP response
let http_rule = mock!(Client::get_object)
.then_http_response(|| {
HttpResponse: :new(
StatusCode: :try_from(503).unwrap(),
SdkBody: :from("service unavailable")

)
1)

BRETEBFOTAN

aws-smithy-mocks OBREBAOBHED 1 2., LARVADS—T U AZERL THRTEEZ
TARNTEDZETT,
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// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()

.http_status(503, None) // First call returns 503
.http_status(503, None) // Second call returns 503

.output(]| GetObjectOutput::builder().build()) // Third call succeeds
.build();

// With repetition using times()

let retry_rule = mock!(Client::get_object)
.sequence()
.http_status(503, None)

.times(2) // First two calls return 503
.output(]| GetObjectOutput::builder().build()) // Third call succeeds
.build();

IL—=ILEF—R

L=ILE—RZHEALT, L-ILO—HBEERAFEZUTORSICHHTEERT,

// Sequential mode: Rules are tried in order, and when a rule is exhausted, the next

rule is used

let client = mock_client!(aws_sdk_s3, RuleMode::Sequential, [&rulel, &rule2]);

// MatchAny mode: The first matching rule is used, regardless of order
let client = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&rulel, &rule2]);

Bl BRTEIEOT AN
BREABEETANTIHEERT., URLBPEUTICRLET,

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::config::RetryConfig;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_retry_behavior() {
// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()
.http_status(503, None)

aws-smithy-mocks ZFEALEZIZY hTAK
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.times(2)

.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"success"))
.build())

.build();

// Create a mocked client with the rule and custom retry configuration
let s3 = mock_client!(

aws_sdk_s3,

RuleMode: :Sequential,

[&retry_rule],

|client_builder| {

client_builder.retry_config(RetryConfig: :standard().with_max_attempts(3))

);

// This should succeed after two retries
let result = s3

.get_object()

.bucket("test-bucket")

.key("test-key")

.send()

.await

.expect("success after retries");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"success");

// Verify all responses were used
assert_eq!(retry_rule.num_calls(), 3);

Bl: VOTARNTGA—RICEISERETRBEL ARV A
UOTIARNTA—RIZETVT, BBBHLARVAEZRIL—LEERTDLETEET,

use aws_sdk_s3::operation::get_object::{GetObjectOutput, GetObjectError};
use aws_sdk_s3::types::error: :NoSuchKey;

use aws_sdk_s3::Client;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

aws-smithy-mocks ZFEALEZIZY hTAK
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#[tokio: :test]
async fn test_different_responses() {
// Create rules for different request parameters
let exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("exists"))
.sequence()
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"found"))
.build())
.build();

let not_exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("not-exists"))
.sequence()
.error(|| GetObjectError: :NoSuchKey(NoSuchKey::builder().build()))
.build();

// Create a mocked client with the rules in MatchAny mode
let s3 = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&exists_rule,
&not_exists_rule]);

// Test the "exists" case
let resultl = s3
.get_object()
.bucket("test-bucket")
.key("exists")
.send()
.await
.expect("object exists");

let data = resultl.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b"found");

// Test the "not-exists" case
let result2 = s3
.get_object()
.bucket("test-bucket")
.key("not-exists")
.send()
.await;

assert!(result2.is_erxr());
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assert!(matches!(result2.unwrap_err().into_service_error(),
GetObjectError: :NoSuchKey(_)));

RANTZU9T4A
T ANIC aws-smithy-mocks 2R T 354!

1. BEDYIITANMI—3: match_requests() Z2FAL T, L—IHNFEBERLEVIITAN (&I
RuleMode: : :MatchAny) IO KBERAENDELSIZLET,

2. L= OERRR ZH#EE: rule.num_calls() 2L, I—IIAEBRICERAE h I & 2R
LEY,

J.TARNIZ—EB: TS5 —Z2RII—INZERL T, - RICKDTERREREBTDHEZT AN
LERT,

4. TARNBRTODY I LARVAY =T AZEAL T, O—RICK>THARAZLBHATIET
REOHOBATHREZELKVETRHEEHWIELET,

5. TANIEHR: 1 DOTARNTIXNTZPREL LD ETHOTREAL, F VA ELCERDTA
hEERLET,

AWS SDK forRust TO T4 X—DEH

DJIAZ—, 74T MNMIOHBHRILT, DY—ANBHNOREBICETSZIET, £LEETOV
V—ANBHNOREBICASBVEHBENDET, VDY—RZR—U2TILET, <hilk., Amazon
Simple Storage Service 5 ENFERES M D H S H—E AX, Amazon Elastic Compute Cloud 7 &
DY —RAZFRBTERT A —EREZFERATEIEEOD—BWNERAITT, VDY—ADAT—X
AZEHWICAR—) IOV 0 %ZBHTHRRTH0E. FEAIMPAVIZT—ORREICERYE
T, JIAMZ—DENE. COEFZBEI—RASHL., AWS AXRL—2320RAZTICH
TBHRVAFZRED AWS SDK for Rust ICBFT 2 &TT,

DIARX—DOYR—NZRETSE AWS O —E RAICIE., <service>::waiters T2 1—I)LHNEF
nE7,

« <service>::client::Waiters LA KNICEK2T, 94T RDIIAR—XYY R%E
BEELET, XYY REE Client BEKICK UL TEEEINET, IXTOIIASEZ—XY YR
(&, wait_until_<Condition> MEXEMBHEZRACHVET,

« Amazon S3 MIFE., CHOKRL A ME aws_sdk_s3::client::Waiters T9,
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ROBITIE, Amazon S3 ZFEALTVWET, L, 1 2UEODIAZ—HFEZENTLS AWS
DH—ERAICO2VWTE., Bi2EREUTY,

ROI—REIE, NTY MeBRBRIZZOFEREZFILEOOR—-U IO Y V2R RTEIRDYIC,
VIAZ—BREeERTIHEERLTVERT,

use std::time: :Duration;

use aws_config::BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")
.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

@ Note

BFHAYY RIF, BNOREEERIS—ICELEEBORKRL AR ATHETREHIC
EHTZ % Result<FinalPoll<...>, WaiterError<...>> %RLET, FHHIZDOV
Tk, TRustAPI RF¥a21 XK, ® TFinalPolly & "WaiterErrory #2BL T &
(AN
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SDK for Rust ® 11— R4l

CORNEYOOO—RHIE., TAWSSDKforRust Z2fERAT2HEEZRLTVWET AWS,
BEX F, EEBARL—23 02 Y—EARNTETIDHEERTI—REITT,

To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WEY, 70232V EYOY—EARBZFOHRIFEZRLTVRIYS, ITFANADT Y
>avik, BETEZSFTUATHETERY,

SFIAR, 12O —ERARL S, £EFMO AWS OH—EREBAEDE TEROBEKZFV
HU, RENDRAVZXRTIDHEZRII—REITY,

—BOY—ERAIZRK., Y—ERABEOZA 7S UPEBOERALFLZRTEMNOATIVHNFEEN
TVWET,

H—EX

» SDK for Rust Z £ L = API Gateway 0 4l

+ SDK for Rust Z £ L /= API Gateway Management AP| @) 5l

» SDK for Rust Z £ L 7= Auto Scaling ® 4l

« SDK for Rust Z £/ L %= Aurora M4l

+ SDK for Rust Z £ L 7= Auto Scaling ® 4l

+ SDK for Rust Z £/ 9 % Amazon Bedrock 7> Z 1 LDl

+ SDK for Rust Z 3% Amazon Bedrock T— IV TV 2 A L DY
+ SDK for Rust Z £ 9 % Amazon Cognito ID 7'0/N 1 X — D 4l

+ SDK for Rust Z £ L &= Amazon Cognito Sync @ 11— R 45|

+ SDK for Rust %Z £/ 9 % Firehose M4l

« SDK for Rust & f§ f L 7= Amazon DocumentDB @ 4

+ SDK for Rust Zf#f L = DynamoDB ) 4l

+ SDK for Rust Z £/ L = Amazon EBS M4

- SDK for Rust Z £ L = Amazon EC2 @4l

 SDK for Rust Zf# L 7= Amazon ECR D4

+ SDK for Rust Z £/ L = Amazon ECS DO ¥l
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SDK for Rust Z £/ L %= Amazon EKS 0l

AWS Glue SDK for Rust ZfFf L = O 4l

SDK for Rust Z £/ L %= IAM 0 4l

AWS loT SDK for Rust ZfEA L &= D4l

SDK for Rust %Z £/ L %= Kinesis ® 4l

AWS KMS SDK for Rust Z{ER L 7= O Al

SDK for Rust Z £/ L %= Lambda @i

SDK for Rust Z £/ L 7= MediaLive ® 4l

SDK for Rust Z £ 9 % MediaPackage M4l

SDK for Rust Z £/ L 7= Amazon MSK @ 4

SDK for Rust Z 8 L 7= Amazon Polly @ 4l

SDK for Rust Z £/ L &= Amazon RDS &4

SDK for Rust Z £/ L = Amazon RDS F—& % —E A D 4l
SDK for Rust Z £ 9% Amazon Rekognition @4l
SDK for Rust Z £/ L 7= Route 53 M4

SDK for Rust Z £/ L 7= Amazon S3 0Ol

SDK for Rust Z £/ L = SageMaker Al @4l

SDK for Rust % £ L /= Secrets Manager ® 4l
SDK for Rust Z £/ L 7= Amazon SES API v2 O 4l
SDK for Rust Z £/ L %= Amazon SNS 04l

SDK for Rust Z £/ L = Amazon SQS @ i

AWS STS SDK for Rust ZfER L 7= O 4l

SDK for Rust Z £ L /= Systems Manager 0 {5l
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RO I— RAIE, GetRestApis ZFEATIHEERLTVWET,

SDK for Rust

@ Note

GitHub iZit. ZOHBOUY—REHYET., AHl—EEREL. AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEEL,

I)—<> 3> ® Amazon APl Gateway REST APl &k RL £ 7,

async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {
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println!("ID: {}", api.id().unwrap_or_default());
println!("Name: {3}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {3}", api.version().unwrap_or_default());
println!(
"Created: {3,
api.created_date().unwrap().to_chrono_utc()?
I
println!();
}
0k(())

« APl OFFMIZ DWW TIE, AWS SDK for Rust API U 7 7 L > AM TGetRestApis, 258 L TL
EEW,

SH1F
HB—N—LAF77V5—23a 2K L TEEEXZEETD

ROIA—RHITRE, -2 IRIVEEALTEEZEETEDY-—N-—LAT7TUT—>3 %
ERTBFEICODVTRLTVET,

SDK for Rust
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AWS X1 =74 NOEMK
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COBITHERAETATVS Y —EA

« API7—hkDITA
* DynamoDB

« Lambda

SDK for Rust &M L 7= APl Gateway Management API @ 45l

RO 1— REIE, API Gateway Management APl T AWS SDK for Rust 2L T7 9> 3> %=X
TL, BB FIVFEERETEIHEERLTVET,
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PostToConnection
ROI— RHIIFE. PostToConnection ZFEAT A AHEERLTVET,

SDK for Rust

(@ Note

GitHub (2, ZOBOUY—REHYES, AB—BEHREL., AWS J— REIUAD K
UTOREERTOREERBL T LEE L,

async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob: :new(data))

.send()
.await?;

0k(())

}

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

I

let shared_config = aws_config::from_env().region(region_provider).load().await;

let api_management_config = config::Builder: :from(&shared_config)
.endpoint_url(endpoint_url)
.build();

let client = Client::from_conf(api_management_config);
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« APl OFEHAIC DWW TIE. AWS SDK for Rust APl ') 7 7 L > A® TPostToConnectiony &5
LTLEEL,

SDK for Rust % £ L 7= Auto Scaling ® 4l

RO 1— RBIE, Application Auto Scaling T AWS SDK for Rust 2L T7 9> 3> &#X{TL, —
BB ) FA2RETDHEERLTVET,

To2a2vRLWRERTOATZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WET. 7702323 EXOY—EAREZFRCHIFEZRLTVRTSY, AVTFANADOT Y
>avik, BETEZZFTUATHRETERT,

EHICRTLBY—AODA—RANQUZVIHFEBEATHEY ., J—ROBREFEEERTHELCETEFIRE
ZHETEFRT,

New o

s U AaA
Fo>r3az

DescribeScalingPolicies

RO — RPlE, DescribeScalingPolicies ZFEHA T2 AHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

async fn show_policies(client: &Client) -> Result<(), Error> {
let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace: :Ec2)
.send()
.await?;
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println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

« APl OFFMIC DWW TIE, AWS SDK for Rust API 1) 7 7 L > A® "DescribeScalingPolicies) %
SRLTLSEEL,

SDK for Rust Z £/ L 7= Aurora @ 4l

RO I— RHIE, Aurora T AWS SDK forRust Z2fEA L TT7 02> 3> %#ETL, —WESFUF
BEEITDIHEERLTVET,

EX G, BEEBARL -3V Y —EARNTRITIZHEZRII—RHTT,
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use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

}

impl std::error::Error for Error {}

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;

println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()

);

for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");

let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");

println!("\tDatabase: {name}",);
println!("\t Engine: {engine}",);
println!("\t ID: {id}",);
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println!("\tInstance: {class}",);
}

0k(())

o APl OEEMIC DWW TIEX. TAWS SDK for Rust API ) 7 7 L > A5 @ "DescribeDBClusters %
SHELTLSEZL,

2
BAEEF
ROI— kI, UTFOBREFEERLTVET,

« NAZL AuroraDB 9T AR—NFAXA—=Z2T)—TZ2ERL., NFX—REZFZRELET,
s NIAXA=BRI)N—T%2ERTBH DB IVTAX—%ERTS

s FT—AR—AZEBUDBA VAR AZERLET,

* DBUOZARZ—OARAFTY 723y hZEHRLT, VDY—REIVI—2TYTULET,

SDK for Rust

(® Note

GitHub (2. ZOHDOUY—REHYET, AF—BEHRRL. AWS J— KHIUAD K
UTOBREE RGOS EERBLTIEEL,

Aurora > FUFADOT T ) ABEOEBREECTATZ U,

use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,
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operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types::{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,

Parameter},

};

use sdk_examples_test_utils::waiter::Waiter;
use tracing::{info, trace, warn};

const DB_ENGINE: &str = "aurora-mysql";

const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup";

const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =

"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

i

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({code})"),
(Some(message), None) => message.to_string(),

(Some(message), Some(code)) => format!("{message} ({code})"),

};
write!(f, "{displayl}")
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}

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{3}: {}", self.message, c),
None => write!(f, "{}", self.message),

// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
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fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!/(
f,
"{}: {3 (allowed: {})",

self.name, self.current_value, self.allowed_values

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_xrds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {
pub fn new(client: crate::rds::Rds) -> Self {

AuroraScenario {
rds: client,
engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,
password: None,
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}

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
.
)
.for_each(|(family, version)|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
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let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),

)

.await;

describe_orderable_db_instance_options_items
.map(|options| {
options
.iter()
.filter(|o| o.storage_type() == Some("aurora"))

.map(|o]| o.db_instance_class().unwrap_or_default().to_string())

.collect::<Vec<String>>()
1))
.map_err(|err| ScenarioError::new("Could not get available instance
classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

) = {

return Err(ScenarioError::with(
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"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;

pub fn set_login(&mut self, username: Option<String>, password:
Option<SecretString>) {
self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
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.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));

let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output
.unwrap()
.into_iter()
.flat_map(|p| p.parameters.unwrap_or_default().into_iter())
filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_oxr_default()))
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.map(AuroraScenarioParameter: : from)
.collect::<Vec<_>>();

Ok(parameters)

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter::buildexr()

.parameter_name("auto_increment_offset")
.parameter_value(format!("{offset}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format! (" {increment}"))
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

ok(())
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);
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if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
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)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",
&err,

));
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let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()
.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status

== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{namel}").as_str())
.await;
match snapshot {
Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

iy

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
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)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",

&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
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trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)
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}

#[cfg(test)]
pub mod tests;

RDS Client ZYN—OA—KREY O EERALTSATSVETANLE T,

use

use

use

use
use

crate::rds::MockRdsImpl;
super::*;
std::io::{Error, ErrorKind};

assert_matches::assert_matches;

aws_sdk_rds:: {

error: :SdkError,

operation::{
create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterOutput,
delete_db_cluster_parameter_group::DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints::DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
1,
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

}I

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
},
b
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types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,

OrderableDbInstanceOption,
},
I
use aws_smithy_runtime_api::http::{Response, StatusCode};
use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert_eq!(set_engine, 0k(()));

assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
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.with(
eq("RustSDKCodeExamplesDBParameterGroup"),

eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erx());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {

let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError::service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(

DbParameterGroupAlreadyExistsFault: :builder().build(),

)
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());
#[tokio::test]

async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)

.db_engine_versions(DbEngineVersion: :builder().build())

.build())
1)

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;
assert_eq!(

versions_map,
Ok(HashMap: : from([

("f1".into(), vec!["fla".into(), "flb".into()]),

("f2".into(), vec!["f2a".into()])
1))
)5

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
});

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio: :test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")

.build(),
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OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio::test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_erroxr(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Errozr: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

srempty()),
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)
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio: :test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let cluster = scenario.get_cluster().await;

assert!(cluster.is_ok());
#[tokio: :test]

async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()
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.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Did not find the cluster");
}

#[tokio: :test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Failed to get cluster");
}

#[tokio: :test]
async fn test_scenario_connection_string() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :builder()
.endpoint("test_endpoint")
.port(3306)
.master_username('"test_username")
.build(),
)
.build())
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysql -h test_endpoint -P 3306 -u test_username -p".into())

);

#[tokio::test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
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.return_once(|_| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()])

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio: :test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_describe_db_cluster_parameters()

.with(eq("RustSDKCodeExamplesDBParameterGroup"))

.return_once(|_]| {

Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe_db_cluster_parameters_error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter::buildexr()

.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_rds::types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

);
true
)
.return_once(|_, _|
Ok (ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");
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}

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError::service_error(

ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;

assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==

"Failed to modify cluster parameter group");

}

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
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1)

mock_xrds
.expect_create_db_instance()
.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");

assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :builder()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())
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1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

Some("test username".into());

Some(SecretString: :new("test password".into()));

scenario.username
scenario.password

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.return_once(|_, _, _, _, —_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}
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#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}
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#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
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.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));
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mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

});

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

mock_xrds
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.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
D)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
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tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput: :builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
1);
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());

#[tokio: :test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_snapshot_cluster()

.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))

.times(1)

.return_once(|_, _| {

Err(SdkError: :service_erroxr(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: : new(

ErrorKind: :0ther,
"create snapshot error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Failed to create snapshot");

}

#[tokio::test]
async fn test_scenario_snapshot_invalid() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
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assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Missing Snapshot");

}

A—H—N—EBOREEZTED LD IC inquirer 2FAL T F VA ZRUIDDSHREBETETITS
HDONAF U,

use std::fmt::Display;

use anyhow: :anyhow;

use aurora_code_examples::{
aurora_scenario: :{AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

b7

use aws_sdk_rds::Client;

use inquire::{validator::StringValidator, CustomUserError};

use secrecy::SecretString;

use tracing::warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
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for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;

}
ok(())
}
}
fn select(

prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire: :Select: :new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));
}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",
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)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

JES
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)

// Prepare the cluster, creating a custom parameter group overriding some group

parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->

Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",

3);

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,
increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);
return Erx(());
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// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;

let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
-prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError::with(format!("Error from inquirer: {error}")),
I
return Erx(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str| {

if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)

} else {
Ok(inquire::validator::Validation: :Invalid(

"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError::with(format!("Error from inquirer: {error}")),
);

return Erx(());

i
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scenario.set_login(Some(username), password);

ok(())

// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {
// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.
// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
scenario.start_cluster_and_instance().await?;

let connection_string = scenario.connection_string().await?;
println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String: :from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;

println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

0k(())

#[tokio: :main]

async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let rds = RdsClient::new(client);
let mut scenario = prepare_scenario(rds).await?;
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// At this point, the scenario has things in AWS and needs to get cleaned up.
let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance
and cluster to delete before moving on.
let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {

println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {3}
impl StringValidator for U8Validator {
fn validate(&self, input: &str) -> Result<inquire::validator::Validation,
CustomUserError> {
if input.parse::<u8>().is_err() {
Ok(inquire::validator::Validation::Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {

E-WiN 141



AWS SDK for Rust FRAOYN—HA R

let parameters = scenario.cluster_parameters().await;

match parameters {

Ok(parameters) => {
println!("Current parameters");
for parameter in parameters {

println!("\t{parameter}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {})
-prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{errorl}")),
I
default

},
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{error}")),
);
default
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use aws_sdk_rds::{
error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group::CreateDBClusterParameterGroupError,
create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},
delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,
},
delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOutput},
describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,
},
describe_db_cluster_parameters::{

DescribeDBClusterParameterskError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

iy

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,

}I

types::{OrderableDbInstanceOption, Parameter},
Client as RdsClient,

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall: :automock;

#[cfg(test)]
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pub use MockRdsImpl as Rds;
#[cfg(not(test))]
pub use RdsImpl as Rds;

pub struct RdsImpl {
pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await
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pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginatoxr()
.send()
.try_collect()
.await

}

pub async fn modify_db_cluster_parameter_group(
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&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
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.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)

.send()

.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_clustexr(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {

E-WiN 147



AWS SDK for Rust

FROYN—=HA R

self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await

pub async fn delete_db_instance(
&self,
instance_identifier: &str,

) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {

self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}
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COIFIATHEAL KFBEFEZET Cargo.toml,

[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime-api = { version = "1.0.1" }

aws-sdk-rds = { version = "1.3.0" }

inquire = "0.6.2"

mockall = "@.11.4"

phf = { version = "0.11.2", features = ["std", "macros"] }
sdk-examples-test-utils = { path = "../../test-utils" }

secrecy = "0.8.0"

tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

« APl OFFMIC D2V T, TAWS SDKforRustAPI U7 7L A1 OUTOREY VZSHRL T
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* CreateDBCluster

» CreateDBClusterParameterGroup

» CreateDBClusterSnapshot

* CreateDBlInstance

* DeleteDBCluster

» DeleteDBClusterParameterGroup
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DeleteDBInstance

DescribeDBClusterParameterGroups

DescribeDBClusterParameters

DescribeDBClusterSnapshots

DescribeDBClusters

DescribeDBEngineVersions

DescribeDBlInstances

DescribeOrderableDBInstanceOptions

ModifyDBClusterParameterGroup

Fo>3az

CreateDBCluster

ROD— RHIE, CreateDBCluster ZFEH TSI AEZRLTVET,

SDK for Rust

(® Note
GitHub IZIE, T DDV Y —RAEHWEXT, Afl—EZ2HRERL. AWS J—RHIVKRD b

UTOREE RGO EERBLTIEE,

// Get a list of allowed engine versions.

rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the

family used to create your parameter group in step 2>)

and uses the parameter group you created.

// Create an Aurora DB cluster database cluster that contains a MySql database

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

1
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pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString::new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);
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let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
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.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))
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}

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,

) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
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mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)
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mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError::service_error(
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CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.1large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
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let mut
mock_xrds

.exp
.wit

1)

.ret

1)
mock_xrds

.exp
.ret

1)

let mut

scenario.
scenario.

scenario

scenario.

let crea

mock_rds = MockRdsImpl::default();

ect_create_db_cluster()

hf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");

assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");

assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");
true

urn_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())

ect_create_db_instance()
urn_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError::unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)

scenario = AuroraScenario::new(mock_rds);

engine_version = Some("aurora-mysql8.0".into());
instance_class = Some("m5.large".into());

.username = Some("test username".into());

password = Some(SecretString::new("test password".into()));

te = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==

"Failed to
}

#[tokio: :tes
async fn tes

create Instance in DB Cluster")

t]

t_start_cluster_and_instance_wait_hiccup() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
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.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APl OFFMAIC DWW TIE. AWS SDK for Rust API ') 77 L > A® "CreateDBCluster; & 8BL
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CreateDBClusterParametexrGroup
RO D— RPIE, CreateDBClusterParameterGroup ZFEA T2 HEZRLTVET,

SDK for Rust

® Note
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// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;
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match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}
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#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
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let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError::service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),

)
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

« APl OFFMIC DWW T, AWS SDK for RustAPI ) 7 7L 2 AD
MCreateDBClusterParameterGroups ZZBL TS E&E L,

CreateDBClusterSnapshot

RO I— RAlE, CreateDBClusterSnapshot A T2 HEZ RLTVET,
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

{
if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",
));
}
let create_db_cluster = self
.rds
.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
To>arv
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return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
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// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

pub async fn snapshot_clustexr(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_create_db_cluster()

.withf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
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1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,

170

~
N\
w
X



AWS SDK for Rust FRAOYN—HA R

Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().build())
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.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)
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.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

b
.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)
.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);
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mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APl OFFMIC DOV TIE, AWS SDK for Rust APl J 7 7 L > A®M "CreateDBClusterSnapshot
BSBLTLSEETL,
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",
));
}
let create_db_cluster = self
.rds
.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString::new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",
&err,

));

self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster
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.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",
&err,

));
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}

let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
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assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_create_db_instance()
.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");

assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))

.return_once( |name| {
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Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

181

~
N\
w
X



AWS SDK for Rust FRAOYN—HA R

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, _, _| {

Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
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scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
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scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(
DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
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.db_instance_class(class)
.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {

Err(SdkError: :service_erroxr(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id]| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions tokio: :spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APl OFEHAIC DWW TIE. AWS SDK for Rust API J 7 7 L > A® TCreateDBInstance, ZZ 8
LTLEETW,

DeleteDBCluster

ROD— RHIE, DeleteDBCluster ZFEHTZAEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
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let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");

break;

}

match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");
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continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
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));

break;

}

let describe_db_clusters = describe_db_clusters.unwrap();

let db_clusters = describe_db_clusters.db_clusters();

if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

}

match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,

Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",
&error,

)
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if clean_up_errors.is_empty() {
0k(())

} else {
Err(clean_up_errors)

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
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.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());
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1);
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
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))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
D)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
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scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erxr());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1)
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}

o APl OFEHAIC DWW TIE. AWS SDK for Rust APl ') 7 7 L > A® TDeleteDBClustery S8 L
TLEEW,

DeleteDBClusterParametexGroup

RO 1— RAlE, DeleteDBClusterParameterGroup ZEA T2 HEZERLTVET,
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.rds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
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.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
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let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

-map(|g| {
g.db_cluster_parameter_group_name
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.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b

.as_deref()

.expect("cluster parameter group name"),

)

.await;

if let Err(error) = delete_db_cluster_parameter_group {

clean_up_errors.push(ScenarioError: :new(

"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))

.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_xrds
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.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builderx()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
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.return_once(|_|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
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Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)
.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
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DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if

message == "Failed to check cluster state during deletion");

1)

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();
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let _ = assertions.await;

« APl OFFMRIC DWW TIX., TAWS SDKfor RustAPI U 7 7L>A, @
MDeleteDBClusterParameterGroupy ZZBL T &V,

DeleteDBInstance
ROI— RHIIE, DeleteDBInstance ZFEATHAHEERLTVET,

SDK for Rust

® Note

GitHub ICl&, T DOV Y—REHYW KT, AB—EZKRREL, AWS J—REIVARD b

UTOBREE RGO EEBABL T EEL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
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while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustexr(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
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.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await
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#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)

.with(eq("MockCluster"))

.times(1)

.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

)
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()

srempty()),
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.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if
message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1)
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tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}

« APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A®M "DeleteDBInstance; SR L
TLEEL,

DescribeDBClusterParameters

ROI— RFIE, DescribeDBClusterParameters ZFEA T3 HEERLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AFI—BEHRREL. AWS J— KRHIUAED K
UTOBREE RGO EEBBL T EEL,

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;
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if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
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Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(

Parameter: :builder()
.parameter_name("auto_increment_offset")
.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()1)
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds

.expect_describe_db_cluster_parameters()

.with(eq("RustSDKCodeExamplesDBParameterGroup"))

.return_once(|_]| {

Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe_db_cluster_parameters_error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
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1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

« APl MEFMIZ DWW Tk, AWS SDK for RustAPI U7 7L >AD
FDescribeDBClusterParametersy 2B L T E&E L,

DescribeDBClusters

RO — RHIF. DescribeDBClusters ZFEA T3 HEEZRLTVWET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
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return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.rds
.create_db_instance(
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self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,

)

.await;

if let Err(err) = create_db_instance {

return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()

.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn describe_db_clusters(

N

1)
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&self,
id: &str,
) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(
DbInstance: :buildex()
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.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_rds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
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scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

srempty()),
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let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, —_, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

1)
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.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

D
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.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
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.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
});

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {

let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;
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o APl OFFMAIC DWW T, TAWS SDK for Rust API U7 7L > A4 ® "DescribeDBClusters %
SHBLTLSEEV,

DescribeDBEngineVersions
RO I1— RBlIE, DescribeDBEngineVersions 2 T2 HZEZ%ZRLTVET,

SDK for Rust

® Note

GitHub IZlF. TOMOUY—REHYET, AHI—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTLILEE L,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_oxr_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions

.unwrap()

.db_engine_versions()
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.iter()
.filter_map(

|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),

version.clone())),
_ => None,
iy
)

.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :builder()

.db_parameter_group_family("f1")
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.engine_version("flb")
.build(),

)

.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: :from([
("f1".into(), vec!["fla".into(), "f1b".into()]),
("f2".into(), vec!["f2a".into()])

1))
);

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let scenario = AuroraScenario::new(mock_rds);
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let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

« APl OFFMAIC DWW TIEX, AWS SDK for RustAPI ) 7 7L > AD
MDescribeDBENngineVersionsy 2B L T &V,

DescribeDBInstances
RO — RHIE. DescribeDBInstances 2R T35 EZRLTVWET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
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.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
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.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
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info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await
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#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)

.with(eq("MockCluster"))

.times(1)

.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

)
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()

srempty()),
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.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if
message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1)
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tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

« APl OFFMIC DWW TIX. AWS SDK for Rust APl ') 7 7 L > A®M "DescribeDBInstances) %%
BLTLEEV,
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SDK for Rust
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UTOBREE RGO EEBBL T EEL,

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),

.await;
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describe_orderable_db_instance_options_items
.map( |options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
.items()
.send()
.try_collect()
.await

#[tokio: :test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_xrds
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.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {

Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(

instance_classes,

Ok(vec!["t1".into(), "t2".into(), "t3".into()])
I

#[tokio::test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
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.return_once(|_, _| {
Err(SdkError::service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

« APl OFEMIC DWW TIX. AWS SDK for RustAPI U 7 7L AD
MDescribeOrderableDBlInstanceOptions s ZZ 8B L T &L\,
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new

allowable value. rds.ModifyDbClusterParameterGroup.
pub async fn update_auto_increment(
&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.rds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

::Immediate)

::Immediate)
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{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

#[tokio::test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :builder()

.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

Parameter::buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");
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#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

« APl OFFMAIC DWW TIE, AWS SDK for RustAPI ) 7 7L > AD
"ModifyDBClusterParameterGroupy 2B L T E&E W,
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {3}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
I
println!(
"Arn: {1,
group.auto_scaling_group_arn().unwrap_or("unknown"),
I

println!("Zones: {:?}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());
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0k(())
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[package]

name = "autoscaling-code-examples"

version = "0.1.0"

authors = ["Doug Schwartz <dougscheamazon.com>", "David Souther
<dpsouth@amazon.com>"]

edition = "2021"
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# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }

aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }

clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

anyhow = "1.0.75"
tracing = "0.1.37"
tokio-stream = "0.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")7?;
}
0k(())

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
join(", ™);
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

i
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);
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// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",

)

.await;

// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.
show_scenario_description(

&scenario,

"show that two instances are launched after setting desired capacity",

)

.await;

let ids_before = scenario
.list_instances()
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.await
.map(|v| v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the
group.
let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);

let wait_after_terminate = scenario.wait_for_stable(1).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError::with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
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show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",

)

.await;

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
warnings.push("There was a problem scaling the group to 0", err);
}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):
// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

pub mod scenario;

use std::{
error::Error,
fmt::{Debug, Display},
time: :{Duration, SystemTime},

use anyhow: :anyhow;
use aws_config: :SdkConfig;
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use aws_sdk_autoscaling::{
error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},
I
use aws_sdk_ec2::types::RequestLaunchTemplateData;
use tracing::trace;

const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";

const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_or(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}
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pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
auto_scaling_group_name: String,

impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

))?;

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))7?;

ok(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {status}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {e}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instancel}")?;
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}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
writeln!(f, "\t Activities:")?;

match &self.activities {
Ok(activities) => {
for activity in activities {
writeln!(
f,

"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",

activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),

// activity.status_message().unwrap_or_default()

activity.end_time(),

VE?
}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt

::Result {
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let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),

};
write!(f, "{displayl}")
}
}
#[derive(Debug)]

pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While “Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
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Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{3}", self.message),

impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
let ec2 = aws_sdk_ec2::Client::new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client: :new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', Imageld='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :buildexr()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-@ca285d4c2cda3300")

.build(),

.send()
.await
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.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
None => {
// Try to delete the launch template
let _ = ec2
.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
};

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step 0. Give it min/max of 1 instance.
//  You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1l)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;
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if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,
));
}

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here
to prevent a move is ok.
auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azrn,

i

let enable_metrics_collection = autoscaling
.enable_metrics_collection()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.granularity("1Minute")
.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),
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1))
.send()
.await;

match enable_metrics_collection {
0Ok(_) => Ok(scenario),
Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
"Failed to enable metrics collections for group",

&err,
)1)
}
}
}
pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self
.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.

let delete_launch_template = self
.ec?2
.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()
.await;

let early_exit = match (delete_group, delete_launch_template) {
(0k(_), Ok(_)) => 0k(()),
(0k(_), Err(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
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ScenarioError
Group", &el),

ScenarioError
Template", &e2),

1D,
};

::new("Multiple error cleaning the scenario Scale

::new("Multiple error cleaning the scenario Launch

if early_exit.is_err() {

early_exit
} else {

// Wait for delete_group to finish
let waiter = Waiter::new();

let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {

if let Erxr(e)

= waiter.sleep().await {

errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await;

match describe_group {

Ok(group)

=> match group.auto_scaling_groups().first() {

Some(group) => {
if group.status() != Some("Delete in progress") {

}

errors.push(ScenarioError: :with(format!(
"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")

)));

return Err(errors);

None => return Ok(()),

}I

Err(err) => {
errors.push(ScenarioError::new("Failed to describe
autoscaling group during cleanup 3 times, last error", &err));

}
}

if errors.len() > 3 {

return Err(errors);
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}

Err(vec![ScenarioError: :with(
"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format! (
{3 {37,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
D)
.collect::<Vec<String>>()
D)

.map_err(|e]| {
ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.
// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]
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// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!
let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect::<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));
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let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e| {
ScenarioError::new("Failed to get autoscaling activities for

group", &e)
1)?;
let activities = describe_activities.activities();
trace!(
"Waiting for no scaling found {3} activities",
activities.len()
I
scaling = activities.iter().any(|a| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;
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let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);

let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);

0k(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling

.describe_auto_scaling_instances()

.into_paginator()

.items()

.send()

.try_collect()

.await

.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling

instances", &err))

}
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pub

pub

async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),

ScenarioError> {

// 7. SetDesiredCapacity: set desired capacity to 2.

// Wait for a second instance to launch.

let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
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.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all
instances):
// UpdateAutoScalingGroup with MinSize=0
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0)
.desired_capacity(0)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

let stable = self.wait_for_stable(Q).await;
if let Err(err) = stable {
return Err(ScenarioError::with(format!(
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"Error while waiting for group to be stable on scale down: {err}"

)));

ok(())

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_or(0)
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o APl OFFMAICOV\TIE, TAWSSDKforRustAPI U7 7L>A1 OUTOREY 9ESBLT
<FEEV,

» CreateAutoScalingGroup

* DeleteAutoScalingGroup

» DescribeAutoScalingGroups

» DescribeAutoScalinglnstances

» DescribeScalingActivities

* DisableMetricsCollection

* EnableMetricsCollection

+ SetDesiredCapacity

» TerminatelnstancelnAutoScalingGroup

» UpdateAutoScalingGroup

FTo>rar
CreateAutoScalingGroup
RO 1— RPIE, CreateAutoScalingGroup ZFEH T2 HEZRLTVET,

SDK for Rust

(@ Note

GitHub iZld. ZOHOUY—REHYET., APl—BEEREL. AWS JI— REIUKD K
DTOREERTOAEERRBLTIEEL,

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {
client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;
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println!("Created AutoScaling group");

ok(())

o APl OFFHAICOWTIE, TAWS SDKfor RustAPI U7 7L>A, @
CreateAutoScalingGroups ZZBL T<EE ),

DeleteAutoScalingGroup

RO 1— RBlE, DeleteAutoScalingGroup ZFEA TS HEERLTVWET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTILEE,

async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>
{
client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

ok(())

o APl OFFHMAICOWTIE, TAWS SDKfor RustAPIU 7 7L >2A, @
MDeleteAutoScalingGroups ZZBRL T<EE V),
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DescribeAutoScalingGroups

RO 1— RPIE, DescribeAutoScalingGroups AT H5%Z%Z RLTVWET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_or("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

ok(())

« APl OFEMIC DWW T, TAWS SDKforRustAPI U7 7L AL @
MDescribeAutoScalingGroups ) Z2Z8B L TS E&E LY,
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DescribeAutoScalingInstances

RO 11— RBIE, DescribeAutoScalingInstances ZH T2 5% %Z RLTVWET,

SDK for Rust

® Note
GitHub IZl&, TDHOV Y —REHWXT, A—BEZHRRL., AWS O—RHIVAKRD K

DTOREERTOAEEERBLTILEE,

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

Litems()

.send()

.try_collect()

.await

.map(|items| {

items
.into_iter()
filter (i {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()

D

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}
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« APl OFFEMAIC DWW TIEX, AWS SDK for RustAPI ) 7 7L > AD
MDescribeAutoScalinglnstancess 2B L T E&E L\,

DescribeScalingActivities

XD I— RHIE, DescribeScalingActivities ZHA T2 HEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format! (
"3 {37,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
D)

.map_err(|e]| {

ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)
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let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

//  CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self

.autoscaling

.describe_scaling_activities()

.auto_scaling_group_name(self.auto_scaling_group_name.clone())

.into_paginatoxr()

.items()

.send()

.collect::<Result<Vec<_>, _>>()

.await

.map_err(|e]| {

anyhow! (

"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

« APl OFFM#IC DWW TIE, AWS SDK for Rust APl 1J 7 7 L > A® "DescribeScalingActivities
BSRBLTLSEZL,

DisableMetricsCollection

ROD— RHIF, DisableMetricsCollection ZEHTAHFEZRLTVET,
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

« APl OEEHAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A® TDisableMetricsCollectiony %&
SBLTLEEL,

EnableMetricsCollection
RO— RHIF., EnableMetricsCollection ZFEA T3 522 RLTVET,

SDK for Rust

(® Note

GitHub iClt., ZOHOUY—REHYET., AHl—BEEREL. AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEE L,

let enable_metrics_collection = autoscaling
.enable_metrics_collection()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.granularity("1Minute")
.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
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String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))
.send()
.await;

« APl OFFMIC DWW Tk, AWS SDK for Rust APl 1) 7 7 L > A®M TEnableMetricsCollectiony %
SBRLTLEEL,

SetDesiredCapacity

RO I— RPIE, SetDesiredCapacity ZFAT2HEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUAED K
UTOBREE RGO EEBBL T EEL,

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,

));
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ok(())

« APl OFFMIC DWW TIX, AWS SDK for Rust APl 1J 7 7 L > A®M "SetDesiredCapacitys &SR8
LTLKEEL,

TerminateInstanceInAutoScalingGroup

RDI—RHIE, TerminateInstanceInAutoScalingGroup ZEA T2 HEEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBABL T EEL,

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// O0r use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",
&err,
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))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())
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« APl OFFMICOWTIE, TAWS SDKforRustAPIU 7 7L2A, @
MTerminatelnstancelnAutoScalingGroupy Z2ZBL T E&E L\,

UpdateAutoScalingGroup

RO 1— RHIE, UpdateAutoScalingGroup ZEA T2 HEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. A—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTILEE,

async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())

« APl OFFMIC DWW TIX, AWS SDK for Rust API 1) 7 7 L > A® "UpdateAutoScalingGroup
ZESRBRLTLSEETLY,

SDK for Rust A 9% Amazon Bedrock T > X 4 LDl

RO— RHIE, Amazon Bedrock & A4 AT AWS SDK forRust Z AL TT7 9> 3> 2 E1T
L. BB FVAERETDIHEERLTVET,
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SFIUAR, 1 2O —EARAS, £LEFMO AWS O —EREBAEDE TEROBEHZFV
HU, BRENDRAVZXRTI2HEZRII—REITY,

ZHIZREELBY—AO—RAOUIFEENATHY, IOTFANNTI—RZBES KTEIT
TRHEDFIEZHIATEXY,

N =R
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» Anthropic Claude

Sk
Converse API TOY — )LD ER

ROOA—RBIE, T7UT—232 £RAIEFIL, BRESALEY -G APIBO—KREA
VRZ03AVERBEL. Al EABMRDA 2 2Z 0723 EMNTEIHEERLTVERT, SER
R[RRAPI 2 Al ETFIINICERTZFZFEAL T, I —ADCETVWTUTILEZS LOKRERZ
RHELET,

SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

FEOTZAIVDFIAEODY U, hik, 1—H—. Amazon Bedrock Converse API, &
LFUORKRY —IIEOLEFEFABRLET,

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,
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impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::buildexr()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
.build()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

ok(())
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async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok(output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioErroxr(
"Converse Output is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

ey
self.conversation.push(message.clone());

match response.stop_reason {
StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;
}
StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());
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- =0,

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),
))

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock::Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock::ToolResult(tool_response.l));

}
_=>0),
};
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
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"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

TETHEAThEZIRKY =), CORVVTRNE, V=IO EkZEEZL. Open-Meteo API Z
FALTRRTFT—RXZRBIZOCY IV EEERLET,

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
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{e:

{e:

tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();

let latitude = input

.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input

.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [

1;

debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()

debug! ("Response: {response:?}");

("latitude", latitude),
("longitude", longitude),
("current_weather",

.get (ENDPOINT)
.query(&params)
.send()
.await

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:

?}")))?

.error_for_status()

.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

?}")))7;

let bytes = response

.bytes()
.await

.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

>FUF
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let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

Xvtw—O 7oV 7O0v oA 1—F1UT 4,

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))

AT—RMXUN IZ—1—TFT14UT4, EBRZFEALET,
use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
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use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap: :<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),

>FUF 284



AWS SDK for Rust FRAOYN—HA R

Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())
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}

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())
}
}
impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

« APl OSFMEIC DWW Tk, TAWS SDK for Rust API ' 7 7L > A, @ "Converse; #28BL T
<EEV,

Anthropic Claude

Converse

RO — RHIIE, Bedrock @ Converse API Z £ L T Anthropic Claude ICTF AR XY £—D &34
BI2HEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&, ZTDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

Bedrock ® Converse APl ZfEf L T, Anthropic Claude ICTFARXY = #EELE T,

#[tokio::main]

async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
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.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

match response {

Ok (output) => {
let text = get_converse_output_text(output)?;
println!("{3}", text);
0k(())

}

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service

error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()

.map_err(|_| "output not a message")?
.content()

first()

.ok_or("no content in message")?
.as_text()

.map_err(|_| "content is not text")?
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.to_string();
Ok(text)

ATF—KXUN IZ—1—F14VFT414, EheFERALET,

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime::{
operation::converse: :{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
Client,

b7

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.0Q)

}

impl std::error::Error for BedrockConverseError {}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}

impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)
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}

« APl OSEMIC DWW Tk, TAWS SDK for Rust API ' 7 7L > A, @ "Converse; #28BL T
<EEV,

ConverseStream

RO 1— RAlIE, Bedrock @ Converse APl Z £ L T Anthropic Claude ICTFARX Y =2 %%
BLU. LARVAARNI—LZVTINZALTRETSZHEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
TOREERTOREERIEL T,

Bedrock ® ConverseStream APl ZfEf L T. Anthropic Claude IZTF AR XY £—2 & E
L. BREN—VVEARNI—Z2JLZET,

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client

.converse_stream()

.model_id(MODEL_ID)

.messages(

Message: :builder()

.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
Lbuild()
.map_err(|_| "failed to build message")?,
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.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamErroxr: :from(
e.as_service_error().unwrap(),

)),
}?;
loop {
let token = stream.recv().await;
match token {
Ok(Some(text)) => {
let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())
}
Ok(None) => break,
Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamError(
"Unknown error receiving stream".into(),
))),
}?
}

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)
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use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime::{
error::ProvideErrorMetadata,
operation::converse_stream: :ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
ConverseStreamOutput as ConverseStreamOutputType, Message,
b
Client,
;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.0Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
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ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamQutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {

match value {
ConverseStreamOutputError::ValidationException(ve) =>

BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),

),

ConverseStreamOutputError: :ThrottlingException(te) =>

BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
value => BedrockConverseStreamError(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),
),

« APl OFEHIC DWW T, TAWS SDK for Rust API 7 7L > A4 ® "ConverseStream, %%
BLTLSEETL,

<4 1) 7: Converse APl TOY — )LD {ER

ROA—RBIE, T7IT—23>2 £ERAIEFI, BREhEY—IILEEZE APIBO—KRHEA
VAT 3AVERBEL. Al EARBMRDA 2 EZ 03V EMNTBHEERLTVERT, SER
[RAPI Z Al EFIINICERTZFEFEAL T, I —ADCEITVWTUTILEZS LOKRERE

RBHLET,
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#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool::ToolSpec(
ToolSpecification: :buildex()
.name(TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,
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}

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,

let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");
self.client

.converse()

.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())

.send()

.await

.map_err(ToolUseScenarioError: :from)

async fn process_model_response(

&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {

let mut iteration = 0;
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while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

b
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
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tool_results.push(ContentBlock: :ToolResult(tool_response.l));
}
_=>0),
I

let message = Message::builder()

self
self
}
async fn
&mut
tool
) -> Res
matc
\x1b[Om",
}
}

#[tokio: :mai
async fn mai

tracing_

.role(User)
.set_content(Some(tool_results))
.build()?;
.conversation.push(message);

.send_to_bedrock().await

invoke_tool(

self,

: &ToolUseBlock,

ult<InvokeToolResult, ToolUseScenarioError> {
h tool.name() {

TOOL_NAME => {

println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...

tool.input()

I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))
}
_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()
))),

n]
n() {

subscriber::fmt::init();
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let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;

let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

TETHEAThEZIRKRY =), CORVVTRNE, V=IO EkZEEZL. Open-Meteo API Z
FALTRRTFT—RXZRBIZOCY I EERLET,

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

1;
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debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await
.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
{e:?3")))?
.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

Xvte—O 7oV 7O0v oA 1—F1UT 4,

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[Om\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))
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}

AT—KMXUBN IZ-d—FT14UT414, EHZEFEALEXT,

use std::{collections::HashMap, io::stdin};

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing::debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

Explain your step-by-step process, and give brief updates before each step.

Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use
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emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap: :<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
D),
),
(

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),

1)),
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),
1)),
),
(
"required".into(),
Document::Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
D),
),
1)
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 M "Converses 228 L T
<EEV,
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use aws_config::{BehaviorVersion, SdkConfig};
use aws_sdk_bedrockagentruntime: :{
self as bedrockagentruntime,
types::{error: :ResponseStreamError, ResponseStream},
i
#[allow(unused_imports)]
use mockall: :automock;
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const BEDROCK_AGENT_ID: &str = "AJBHXXILZN";
const BEDROCK_AGENT_ALIAS_ID: &str = "AVKP1ITZAA";
const BEDROCK_AGENT_REGION: &str = "us-east-1";

#[cfg(not(test))]

pub use EventReceiverImpl as EventReceiver;
#[cfg(test)]

pub use MockEventReceiverImpl as EventReceiver;

pub struct EventReceiverImpl {
inner: aws_sdk_bedrockagentruntime: :primitives::event_stream
ResponseStream,
ResponseStreamError,

#[cfg_attr(test, automock)]
impl EventReceiverImpl {
#[allow(dead_code)]
pub fn new(

: :EventReceiver<

inner: aws_sdk_bedrockagentruntime: :primitives::event_stream::EventReceiver<

ResponseStream,
ResponseStreamError,

>I

) -> Self {
Self { inner }

pub async fn recv(
&mut self,
) -> Result<
Option<ResponseStream>,
aws_sdk_bedrockagentruntime: :error: :SdkError<
ResponseStreamError,
aws_smithy_types::event_stream: :RawMessage,

> {

self.inner.recv().await

#[tokio::main]
async fn main() -> Result<(), Box<bedrockagentruntime::Error>> {

N
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let result = invoke_bedrock_agent("I need help.".to_string(),

"123".to_string()).await?;
println!("{}", result);
ok(())

async fn invoke_bedrock_agent(
prompt: String,
session_id: String,
) -> Result<String, bedrockagentruntime::Error> {

let sdk_config: SdkConfig = aws_config::defaults(BehaviorVersion::latest())

.region(BEDROCK_AGENT_REGION)
.load()
.await;

let bedrock_client = bedrockagentruntime::Client::new(&sdk_config);

let command_builder = bedrock_client
.invoke_agent()
.agent_id(BEDROCK_AGENT_ID)
.agent_alias_id(BEDROCK_AGENT_ALIAS_ID)
.session_id(session_id)
.input_text(prompt);

let response = command_builder.send().await?;

let response_stream = response.completion;

let event_receiver = EventReceiver::new(response_stream);

process_agent_response_stream(event_receiver).await

async fn process_agent_response_stream(
mut event_receiver: EventReceiver,
) -> Result<String, bedrockagentruntime::Error> {

let mut full_agent_text_response = String::new();

while let Some(event_result) = event_receiver.recv().await? {

match event_result {
ResponseStream: :Chunk(chunk) => {

if let Some(bytes) = chunk.bytes {
match String::from_utf8(bytes.into_inner()) {

Ok(text_chunk) => {

full_agent_text_response.push_str(&text_chunk);

~
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}
Err(e) => {
eprintln! ("UTF-8 decoding error for chunk: {}", e);
}
}
}
}
_=>{
panic!("received an unhandled event type from Bedrock stream",);
}
}
}
Ok(full_agent_text_response)
}
#[cfg(test)]
mod test {

use super::*;

#[tokio: :test]
async fn test_process_agent_response_stream() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: : Chunk(
aws_sdk_bedrockagentruntime: :types::PayloadPart: :builder()
.set_bytes(Some(aws_smithy_types::Blob::new(vec![
116, 101, 115, 116, 32, 99, 111, 109, 112, 108, 101,
116, 105, 111, 110,
D))
.build(),
),
))
1);

// end the stream
mock.expect_recv().times(1l).returning(|| Ok(None));

let response = process_agent_response_stream(mock).await.unwrap();

assert_eq!("test completion", response);
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#[tokio: :test]
#[should_panic(expected = "received an unhandled event type from Bedrock
stream")]
async fn test_process_agent_response_stream_error() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: :Trace(

aws_sdk_bedrockagentruntime: :types::TracePart::builder().build(),
),
))
1}

let _ = process_agent_response_stream(mock).await.unwrap();

- API OFEMIC DWW TIE. AWS SDK for Rust API ) 7 7 L2 A® TnvokeAgents Z228BL T
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client.list_user_pools().max_results(10).send().await?;
let pools = response.user_pools();
println!("User pools:");
for pool in pools {

println!(" 1ID: {3", pool.id().unwrap_or_default());
println!(" Name: {}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(

" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?

5
println!(
" Creation date: {:?}",
pool.creation_date().unwrap().to_chrono_utc()
5

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())

« APl OFFMAIC DWW TIE. AWS SDK for Rust API 1) 77 L > A®M MListUserPoolsy Z2Z8BL T
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");
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for pool in pools {

println!(
" Identity pool ID: {1,
pool.identity_pool_id().unwrap_or_default()
);
println!(
" Data storage: {1,
pool.data_storage().unwrap_or_default()
);
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
);
println!(
" Last modified: {1,
pool.last_modified_date().unwrap().to_chrono_utc()?
);

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

ok(())
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async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);
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let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())
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pub async fn create_table(
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client: &Client,
table: &str,
key: &str,

) -> Result<CreateTableOutput, Error> {

let a_name: String = key.into();
let table_name: String = table.into();

let ad = AttributeDefinition::builder()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()
.map_err(Error::BuildError)?;

let ks = KeySchemaElement::builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)
.send()
.await;

match create_table_response {

Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok (out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln!("{}", e);
Err(Error: :unhandled(e))

}
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pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
.send()
.await

Ok(out) => {
println!("Deleted item from table");
Ok(out)

}

Err(e) => Err(Error::unhandled(e)),
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pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {

let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok (out)

}

Err(e) => Err(Error::Unhandled(e.into())),
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pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;
println!("Tables:");
for name in &table_names {

println!(" {3}", name);

println!("Found {} tables", table_names.len());
Ok(table_names)

T—7IANBFETEINESHZRALET,

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;

match table_list {

Ok(list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),
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pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {

let
let
let
let
let

let

user_av = AttributeValue::S(item.username);
type_av = AttributeValue::S(item.p_type);
age_av = AttributeValue::S(item.age);
first_av = AttributeValue::S(item.first);
last_av = AttributeValue::S(item.last);

request = client

.put_item()

.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
Jitem("first_name", first_av)
.item("last_name", last_av);

println!("Executing request [{request:?}] to add item...");

let

let

let
let
let
let
let

resp = request.send().await?;
attributes = resp.attributes().unwrap();

username = attributes.get("username").cloned();
first_name = attributes.get("first_name").cloned();
last_name = attributes.get("last_name").cloned();
age = attributes.get("age").cloned();

p_type = attributes.get("p_type").cloned();

println!(

);

"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",
username, first_name, last_name, age, p_type
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Ok(ItemOut {
p_type,
age,
username,
first_name,
last_name,

1)
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pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ulé,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")

.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))

.send()
.await?;
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if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![])

}
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pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(10);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginatoxr()
.items()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {

println! (" {:?3}", item);
}
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0k(())
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/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();
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let client = aws_sdk_dynamodb::Client: :from_conf(dynamodb_local_config);

let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {3} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);
}

}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),
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async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition::builder()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement::builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)
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.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn add_item(client: &Client, item: Item) -> Result<(),

SdkError<ExecuteStatementError>> {

match client
.execute_statement()
.statement(format!(

r#"INSERT INTO "{}" VALUE {{

(3" 2,

"acount_type": ?,

age": ?,
"first_name"
"last_name":

1} 4,

)
: 7,
?

item.table, item.key

))

.set_parameters(Some
AttributeValue:
AttributeValue:
AttributeValue:
AttributeValue:

1))

.send()

.await

Ok(_) => 0k(()),
Err(e) => Err(e),

async fn query_item(client: &Client, item: Item) -> bool {

match client
.execute_statement()
.statement(format!(

T#"SELECT * FROM "{}" WHERE "{}" = ?"#,

item.table, item

)

.set_parameters(Some(vec![AttributeValue::S(item.value)]))

(vec![

:S(item
:S(item
:S(item
:S(item

.key

.utype),
.age),
.first_name),
.last_name),
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.send()
.await
{
Ok(resp) => {
if lresp.items().is_empty() {
println!("Found a matching entry in the table:");
println!("{:?}", resp.items.unwrap_or_default().pop());
true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}
}

async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {

client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()

.await?;
println!("Deleted item.");
0k(())
async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {

client.delete_table().table_name(table).send().await?;

ok(())
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);
tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())
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}

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())
}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

DynamoDB N #j—7T Lambda BE¥BONY FT7 A T LD KK ZELKR—KT D

RO 1— RPlIE, DynamoDB AR —AA S AR NZEZ(THS Lambda BHOIBHEE/NY FL
ARVADRERZZRLTVET, CcOBKIE. LARCARELTNY F7ATLOKRKZHRE
L. HROXY —2Z2RTHBEAITIBD LS Lambda IZEEAE T,

SDK for Rust

@ Note

GitHub IZIE, ZTRMDOVY—REHWET, T—N—LAHTIIVRIZ NI TRRE
PlEeROFT, RELERTOHFEZEEL TSV,

Rust Z{#f L T Lambda T DynamoDB ®/NY F7 A4 TLAKRBDOLR—K,
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use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
}i2

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

}i2
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
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response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),

1)

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS 15714 NNOEM
HB—N—LAT77V5—23a>0BEETAN

ROI— RHlE, Lambda & &K T DynamoDB % i Z /= APl Gateway ZEA L TH—/N\—L AT 71
T—23a zeBESIVTANTEHEZTRLTVWET,

SDK for Rust

Rust SDK Zf£H L. Lambda & & U DynamoDB %Zf& & = AP| Gateway THRE hdH—/\—
LATZ 75— a3a 2BEBRVPTANTDIEEN RENET,
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async fn finish(client: &Client, id: &str) -> Result<(), Error> {
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client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

0k(())

« APl OFMIC DV TIE, AWS SDK for Rust API U 7 7 L > A® "CompleteSnapshoty %S 8
LTLKEEL,

PutSnapshotBlock

RO 1— RPIE, PutSnapshotBlock ZEHA T2 AHEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. ASl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBAL T LEE,

async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
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.snapshot_id(id)

.block_index(idx as i32)

.block_data(ByteStream::from(block))

.checksum(checksum)

.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)

.send()

.await?;

0k(())

« APl OFFMIC DWW TIX, AWS SDK for Rust API 1J 7 7 L > A® TPutSnapshotBlock, %588
LTLKEEL,

StartSnapshot

ROD— RPlE, StartSnapshot AT 2 HEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AHl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBABLTILEE,

async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())
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async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)

{
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let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_oxr("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

« APl OFFHIC DWW TIE, AWS SDK for Rust API 1) 7 7 L > A® "DescribeSecurityGroups. %&
SRLTLSEEL,

ER
BAEES
ROTD— kI, UTOBRESEERLTUET,

s FARTEEFIVTATIN-TE2HERLET,

« Amazon N AX—2 AMNEBEBMDOH DA VARV ARATZIBIRL, 1V AZ AZER
LET,
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c AVARVAKEELL, BEBLET,
« ElasticP 7 RLAZA AR AICBEE[MITET,
« SSHEFERALTA VAR AICE KL, VDIY—RA&E2I9V—"TFTYTLET,

SDK for Rust

(® Note

GitHub iZld. ZOHBOUY—REHYET., AHl—BEEREL. AWS JI— REIUKD K
DTHOREERTOAEERRBLTIEE,

EC2InstanceScenario £%I(C 1k, fleEE2RITIHIO Y INEENTVET,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute
Cloud

//!' (Amazon EC2) to do the following:

//!

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2 instances
to

//! control incoming and outgoing traffic.

//! * Find an Amazon Machine Image (AMI) and a compatible instance type.

//!' * Create an instance that is created from the instance type and AMI you select,
and

//! is configured to use the security group and key pair created in this example.

//! * Stop and restart the instance.

//' * Create an Elastic IP address and associate it as a consistent IP address for
your instance.

//!' * Connect to your instance with SSH, using both its public IP address and your
Elastic IP

//! address.

//! * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;

use crate::{
ec2::{EC2Error, EC2},

=¥
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getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,
};

use aws_sdk_ssm: :types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group::SecurityGroupManager,

util::ScenarioImage,

13

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {
ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())
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/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_pair()

.key_name()

.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new('"No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

0k(())

/// 1. Creates a security group for the default VPC.

/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.
/// 3. Displays information about the security group.
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///

/// This function uses <http://checkip.amazonaws.com> to get the current public
IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)7?;

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)
.await
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{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}
println!("{}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self

.ec?2

.list_instance_types(&ami.Q)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of

the image.",

ami.o
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.Q)))?
I

let instance_type = self.util.select_instance_type(instance_types)?;

println!("Creating your instance and waiting for it to start...");
self.instance_manager
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.create(
&self.ec2,
ami.o
.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map([sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self

.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await
{
println!("{err}");
if lself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

ok(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {

let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available

images"))?

.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();

let amzn2_images: Vec<ScenarioImage> = self

E-WiN 341



AWS SDK for Rust FROYN—HA R

.ec2

.list_images(params)

.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is
associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {

println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.

/// 2. Displays an SSH connection string that uses the Elastic IP address.

async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
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println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
};
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager
.key_pair()
.key_name()
.unwrap_or("(unknown key pair)")

);
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println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()

);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {

if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{erx}")

}

if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln!("{erx}")

}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln! ("{err}");

}

if let Err(err) = self.key_pair_manager.delete(&self.ec2,

&self.util).await {

eprintln! ("{err}");

}
} else {
println!("0k, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

);

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!
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scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2Impl BEXKEITANAOEHEY VRAMNE LU THEEL, TOBEEIE EC2 SDK RUH L
ZSYTLET,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
1,
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
},
Client as EC2Client,
};
use aws_sdk_ssm::types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
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pub

client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {

pub

pub

fn new(client: EC2Client) -> Self {
EC2Impl { client }

async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,

String), EC2Error> {

pub

pub

pub

tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok (output.key_pairs.unwrap_or_default())

async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_namel}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

0k(())

async fn create_security_group(
&self,

name: &str,

description: &str,
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) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {namel}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
1)?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();
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match groups.len() {
® => 0k(None),
1 => 0Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {
tracing::info!("Deleting security group {group_id}");
self.client
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.delete_security_group()
.group_id(group_id)
.send()

.await?;

ok(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()
)))?
);
let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();
let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();
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let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
.filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;
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if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildexr()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
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WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),

_ => EC2Error::from(err),

D
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {

EC2Error: :new(format!("No instances in reservation for

{instance_id}"))

})?;

Ok(instance.clone())

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");
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ok(())

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

ok(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
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exceeded.max_wait().as_secs(),

),

_ => EC2Error::from(err),
17?;
ok(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

0k(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
D
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {
self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
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.map_err(EC2Error: :from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())
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}

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_oxr("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {3}
impl std::fmt::Display for EC2Error {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)

SSM BEAXRFITANAOBEBEY VR4 NE L THEEL ., ZDBEMKIE SSM SDK RO HL %=
SY7TULET,

use aws_sdk_ssm::{types: :Parameter, Client};
use aws_smithy_async::future: :pagination_stream: :TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall::automock;
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#[cfg(not(test))]

pub use SSMImpl as SSM;
#[cfg(test)]

pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {

pub

pub

fn new(inner: Client) -> Self {
SSMImpl { inner }

async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

COIFIATR, >FVA2BEEZBU THERBLVTHEIBRENDI VY —AANDT I ELAZERT
BLHIC, BH®O "Managery AXMIILOBEENFFERAEATVET,

use aws_

sdk_ec2: :operation::{
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allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

i
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

3
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

0k(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());
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pub

use std:

use aws_

Err(EC2Error::new("No ip address allocation to associate"))

async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}
self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

ok(())

:fmt: :Display;

sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};

use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {

pub

fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
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if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==

Some("Name")) {

pub

pub

///
///
pub

if let Some(value) = tag.value() {
return value;

}

"Unknown"

fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

Create an EC2 instance with the given ID on a given type, using a
generated KeyPair and applying a list of security groups.

async fn create(

&mut self,

ec2: &EC2,

image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

///
pub

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

0k(())

Start the managed EC2 instance, if present.
async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
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///
pub

pub

///
pub

if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;

}

0k(())

Stop the managed EC2 instance, if present.

async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {

if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;

}

0k(())

async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {

if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

Terminate and delete the managed EC2 instance, if present.

async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {

if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;

}

0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

if let Some(instance) = &self.instance {

writeln!(f, "\tID: {3}", instance.instance_id().unwrap_or("(Unknown)"))?;

writeln!(
T,
"\tImage ID: {}",
instance.image_id().unwrap_or("(Unknown)")
)?;

writeln!(

=¥

361



AWS SDK for Rust

FROYN—=HA R

use

use

use

use

f,
"\tInstance type: {}",
instance
.instance_type()
.map(|it]| format!("{it}"))
.unwrap_or("(Unknown)".to_string())
)?;
writeln!(
f,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
VE?

writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
f,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")

VE?
let instance_state = instance
.state
.as_ref()
-map(|is]| {
is.name()
.map(|isn| format!("{isnl}"))
.unwrap_or("(Unknown)".to_string())
D)

.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_statel}")?;

} else {

}

writeln!(f, "\tNo loaded instance")?;

0k(())

std::{env, path::PathBuf};

aws_sdk_ec2::types::KeyPairInfo;

crate::ec2::{EC2Error, EC2};

super::util::Util;
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/// KeyPairManager tracks a KeyPairInfo and the path the private key has been

/// written to, if it's been created.

#[derive(Debug)]

pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be

retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

17;
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let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if

write_secure fails.

pub

pub

self.key_file_path = Some(path.clone());
self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
ok(())

async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {

use std:

KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

:net::Ipv4Addr;

use aws_sdk_ec2::types::SecurityGroup;
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use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

ok(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

i

ok(())
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pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

i

ok(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(
T,
"Security group: {}",
sg.group_name().unwrap_or (" (unknown group)")
)?;
writeln!(f, "\tID: {3}", sg.group_id().unwrap_or("(unknown group
id)"))?;
writeln!(f, "\tVPC: {3}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
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}
0k(())

}

None => writeln!(f, "No security group loaded."),

SFIUFOEBZRIVNIRAT N,

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario::{run, Ec2InstanceScenario},
util::UtilImpl,
},
ssm: :SSM,
};

#[tokio: :main]

async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::load_from_env().await;
let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
let scenario = Ec2InstanceScenario::new(ec2, ssm, util);
run(scenario).await;

« APl OFFMIIC DV T, TAWS SDKforRustAPI U7 7L A1 ORTOREY VZZRLT
<EZL,

* AllocateAddress

» AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

» CreateSecurityGroup
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DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlnstances

Startlnstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

Fo>az

AllocateAddress

ROI— RHIE, AllocateAddress ZFEHATHAHEEZRLTVET,

SDK for Rust

(® Note
GitHub ICI&, ZDMHBOVY—REHYYET, AB—EZBREL. AWS I—RHIVKRD b

UTOREERTOREZHBLTSLEET L,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client

.allocate_address()
.domain(DomainType: :Vpc)

.send()
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.await
.map_err(EC2Error::from)

o APl OFFMAIC DWW TIE. AWS SDK for Rust API ) 77 L > A®M TAllocateAddressy S HBL
LT,

AssociateAddress

RDI— RPIIE, AssociateAddress ZFEHATHHEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AS—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBABLTILEE,

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

« APl OFEMAIC DWW TIE. AWS SDK for Rust API 1) 7 7 L > A®M TAssociateAddressy S8 L
TLEEW,
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AuthorizeSecurityGroupIngress

RO 1— RBIE, AuthorizeSecurityGroupIngress ZFH T2 HEZERLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
.map([ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())
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« APl OFFMAIC DWW TIE, AWS SDK for RustAPI ) 7 7L AD
T AuthorizeSecurityGrouplngressy 2B L TS &V,

CreateKeyPair
RO I— RAlE, CreateKeyPair A T2 HEZRLTVET,

SDK for Rust

@ Note
GitHub IClE., ZTDHDOVY—REHY T, AP—EZKRRL., AWS J—RHAIVAKRD

DTHOREERTOHEERBLTIEE,

EC2 V74T~ ND create_key_pair U HL., BEnENYTUTILZHETS Rust £&,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

create_key impl ZFEUH L, PEM 754 X—hF—Z2R2(CRETDEH.

/// Creates a key pair that can be used to securely connect to an EC2 instance.

/// The returned key pair contains private key information that cannot be
retrieved

/// again. The private key data is stored as a .pem file.

/17

/// :param key_name: The name of the key pair to create.
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pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

« APl OFFMIC DWW TIX, AWS SDK for Rust API U 7 7 L > A®M "CreateKeyPair; 258 L T
<EEEV,

CreateSecurityGroup

RO1— RPlE, CreateSecurityGroup ZEATRHEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHBOUY—REHYET. A—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTI LT,
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pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
)%y

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

« APl OFFMIC DWW TIX, AWS SDK for Rust API 1J 7 7 L > A® TCreateSecurityGroup, %2
BLT<EE W,

CreateTags

ROD— RPlE, CreateTags ZFEATHHEERLTVET,
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SDK for Rust

@ Note

GitHub I, ZOMOUY—REHYET. AA—KEEREL. AWS I— REIUAD ~
YTOBREERTOREERBEL T EE L,

COBITRE, AVAZADERRICENZ T ZERALET,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));
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let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

}
tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« API OFEMIC DWW TIE., AWS SDK for Rust API U7 7 L2 AM TCreateTagsy 258U T
EEW,

DeleteKeyPair

RO1— RPIE, DeleteKeyPair ZFEATHHEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTI LT,
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NYFTTZ4R—KPEM F—EHIBRT 5 delete_key DT ¥ /N —,

pub

pub

async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
}
}
}
0k(())

async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

« APl OFFHIZ DWW TIE, AWS SDK for Rust API ) 7 7 L > A®M MDeleteKeyPairy 228U T
<EEV,

DeleteSecurityGroup

RDO1— RPIE, DeleteSecurityGroup ZEHA TR HEEZRLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AH—BEEHRREL. AWS JI— REIUAD K
UTOBREERTOLEEBABLTILEE L,
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pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");
self.client

.delete_security_group()

.group_id(group_id)

.send()

.await?;

0k(())

« APl OFFMIC DWW TIX, AWS SDK for Rust APl 1J 7 7 L > A® TDeleteSecurityGroups %2
BLT<EE W,

DeleteSnapshot

RO1— RHIE, DeleteSnapshot ZFHT3HEZ RLTVWET,

SDK for Rust

(® Note

GitHub 1L, ZDMOUY—REHYET, AHI—BEBRRL. AWS JI— REIUED K
UTORELRANEEERBLTILEE L,

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())

« APl OFFMICDOWTIX, TAWS SDK for Rust API U7 7 L > A1 @ MDeleteSnapshot, %%
BLTLSEZL,

PEY, 317


https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.delete_security_group
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ebs#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ebs#code-examples
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.delete_snapshot

AWS SDK for Rust FROYN—HA R

DescribeImages
RO 1— RPlIE, DescribeImages 2R T3HEZZERLTVWET,

SDK for Rust

@ Note

GitHub IClE, TDMDVY —RAEHWEXT, Afl—EZzHRERL. AWS JI—RHAIVKRD b

DTHOREERTOHEERRBLTIEE,

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok (images)

SSM T list_images B¥ZFEAL T, REICETVWTHIRL ET., SSM OFFHE
(DWW T, https://docs.aws.amazon.com/systems-manager/latest/userguide/
example_ssm_GetParameters_section.html ZZB L T< &\,

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
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.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await
.map_err(|e| e.add_message("Could not find images"))?
.into_iter()
.map(ScenarioImage: :from)
.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

« APl OFFMIC DWW TIX, AWS SDK for Rust API ) 7 7 L > A®M "Describelmages; 38 L
TLEEL,

DescribeInstanceStatus
RO— RHIF, DescribeInstanceStatus ZFEA T2 522 RLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. ASl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBAL T LEE,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
let region_provider = RegionProviderChain::default_provider().or_else(reqg);
let config = aws_config::from_env().region(region_provider).load().await;
let new_client = Client::new(&config);
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let resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

I
for event in status.events() {
println! (" Event ID: {31",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {}", event.code().unwrap().as_ref());
println!();
}
}
}
0k(())

« APl MEFMIZC DWW Tk, TAWSSDKforRustAPI U7 7L A, M
MDescribelnstanceStatus, ZZSBL TS EE L,

DescribeInstanceTypes

RO I— RHIE, DescribeInstanceTypes ZFAT2HEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

/// List instance types that match an image's architecture and are free tier
eligible.
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pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
"{3",
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

« APl OFFM#IC DWW Tk, AWS SDK for Rust APl 1J 7 7 L > A® "DescribelnstanceTypes. %
SRLTLSEEL,

DescribeInstances

RO— RHIEF, Describelnstances Z2FEA T3 HEZRLTVWET,
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SDK for Rust

(® Note

GitHub (Cld, TOHOUY—REHYEF. AH—BEHREL. AWS JI— REIUAD K
UTOBREERTOREERBL T EE L,

EC2A ARV ADFHMERELET,

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

First()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

1;

Ok(instance.clone())

EC2A2V ARV AL &R, TOFMEZIEL TRELET,

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,
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image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

« APl OFFMIC DWW T, TAWS SDK forRust API J 7 7L > A1 ® Describelnstances) %
SBLTLEEL,

DescribeKeyPairs

RO 1— RPlIE, DescribeKeyPairs Z A T2 HEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHBOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTILEE,

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

« APl OFFMIC DWW TIX, AWS SDK for Rust API 1) 7 7 L > A® "DescribeKeyPairs; 38 L
TLEEL,
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DescribeRegions

RO 1— RElE, DescribeRegions ZEAT2HEZERLTVET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}

0k(())

« APl OFFMAIC DOV Tk, TAWS SDK for Rust API )7 7 L > A, @ MDescribeRegions &2
BLTLSEEZL,

DescribeSecurityGroups

RO 1— RPIE, DescribeSecurityGroups Z2FEH T2 HEZRLTVET,

SDK for Rust

(® Note

GitHub iClt. ZOHBOUY—REHYET., AH—KEEREL., AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEE L,
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async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)

{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;
match response {
Ok(output) => {
for group in output.security_groups() {
println!(
"Found Security Group {3} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")
);
}
}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");
}
}
}

« APl OFFMIC DWW TIE, AWS SDK for Rust API 1) 7 7 L > A® "DescribeSecurityGroups %
SRLTLSEEL,

DescribeSnapshots

RO 1— RPlE, DescribeSnapshots A T2 HEEZRLTVET,
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SDK for Rust

(® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRRL. AWS J— KHIUAED K
UTOREE RGOS EERBLTIEE,

AFv7oav hoREBERRLET,

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
0k(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {
// "self" represents your account ID.
// You can list the snapshots for any account by replacing
// "self" with that account ID.
let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();
let length = snapshots.len();

for snapshot in snapshots {

println!(
"ID: {3,
snapshot.snapshot_id().unwrap_or_default()
I
println!(

"Description: {}",
snapshot.description().unwrap_or_default()
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)5
println!("State: {}", snapshot.state().unwrap().as_ref());
println!();

}

println!();
println!("Found {} snapshot(s)", length);
println!();

0k(())

« APl OFFMICOWTIE, TAWS SDK for Rust API ') 7 7 L > A1 @ "DescribeSnapshots; %
SRLTLSEEL,

DisassociateAddress
ROD— RHIIF, DisassociateAddress ZFERA T3 A EEZRLTVWET,

SDK for Rust

® Note

GitHub ICld. ZOHBOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTILEE,

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

0k(())

« APl OFEHAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A®M TDisassociateAddress) &5
BLTLSEEL,
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RebootInstances

ROI— RHIE. RebootInstances ZFEATHAHEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. A—BEEREL. AWS JI— REAIUKD K
DTOREERTOAEEERBLTILEE,

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())

Waiters APl ZFEAL T, 1V AZV AN EBELERES LV EBETREICEZIDEEEE
9, Waiters APl ZERA TS (ZIE. rust 77 4 )L T “use aws_sdk_ec2::client::Waiters' ZEA T3
PBENFHYVET,
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/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)7?;
0k(())

389

~
N\
w
X



AWS SDK for Rust FROYN—HA R

o APl OFFMIC DWW TIX. TAWS SDKforRustAPI )7 7L > A1 ® "TRebootinstancesy &%
BLTLSEEL,

ReleaseAddress
ROI— RPIIE., ReleaseAddress #FEHATHAHEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDARD
UTOREERTOREERIEL TV,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

« APl OFFMAIC DWW TIX. AWS SDK for Rust API 1) 77 L > A®M "ReleaseAddressy 5B L
TLEEL,

RunInstances
ROI— RHIE., RunInstances ZFATHAHEEZRLTVET,

SDK for Rust

(® Note

GitHub (=&, TOOUY—REHYET. AHl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBAL T LEE,
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pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
Jiter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()
.key("Name")
.value("From SDK Examples")
.build(),
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)
.send()
.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

}
tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« API OEEMAIC DWW TIEX. AWS SDK for Rust API ') 7 7 L > A® TRuninstancesy 2 8BL T
<EEV,

StartInstances

ROI— RHIE, StartInstances ZFEATHAHEERLTVET,

SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

A2VAZRVAIDTEC2A VARV AZBELEXT,

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
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.send()
.await?;

tracing::info!("Started instance.");

0k(())

Waiters APl ZFAAL T, 1 VARV AN ERBETREB LV AT —FAOKREICKDETH
5% 9, Waiters APl ZFEH T3 I(C(&., rust 7 7 1)L T “use aws_sdk_ec2::client::Waiters' % i A
FTRIVLENHYVET,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
hE7
0k(())

« APl OFFMIC DWW TIX. TAWS SDKforRust API J 7 7L > A1 @ TStartinstances) 28
LTLEETW,

StopInstances

RO1— RPlIE, StopInstances Z2FEATHHEERLTVET,
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SDK for Rust

® Note

GitHub (2. TO/OUY—REHYET, AHI—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTILEE L,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

ok(())

Waiters APl ZFHAL T, 1 VARV AN EILREICBEDETHEEET, Waiters APl ZEA TS
(Zl&. rust 7 7 4 )L T “use aws_sdk_ec2::client::Waiters” ZEH T2 HENHV) £,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

ok(())
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}

« APl OFFMAIC DWW Tk, TAWS SDKfor Rust API )7 7L > A, @ "Stoplnstances, 58
LTLEEL,

TerminateInstances

ROI— RHIE, TerminateInstances ZFEAT A HEERLTVET,

SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T,

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

Waiters APl ZFAL T, /1 VARV AN R TIREIZBEDETHEEET, Waiters APl ZEA TS
(Zl&. rust 7 7 4 )L T “use aws_sdk_ec2::client::Waiters” ZEHA T2 MHENHV) ET,

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)

Torar 395


https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.stop_instances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples

AWS SDK for Rust FROYN—HA R

.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

1)7?;
0k(())

o APl OFFMIC DWW TIX. AWS SDK for Rust API 1) 77 L > A®M Terminatelnstancesy 28
LTLEETL,

SDK for Rust Z {8 L = Amazon ECR @ 4
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SDK for Rust

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>

{
let rsp = client.describe_repositories().send().await?;
let repos = rsp.repositories();
println!("Found {} repositories:", repos.len());
for repo in repos {
println!(" ARN: {}", repo.repository_arn().unwrap());
println!(" Name: {3}", repo.repository_name().unwrap());

}

ok(())

« API OFFMIC DV TIE, AWS SDK for Rust APl J 7 7 L 22 A®M "DescribeRepositories s &2
BLTLSEZL,

ListImages

ROD—RPIE, ListImages AT HHEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDARD
UTOREERTOREERIEL T LEEL,
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async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

« APl OFFHIIC DV TIE. AWS SDK for Rust API )7 7 L2 AMD TListimages, 228 L T
=L,

SDK for Rust Z#f#fH L 7= Amazon ECS O

RO I— RHIIE., Amazon ECS T AWS SDK forRust ZEAL TT7 o> 3> %#E2TL., — B
FTVFZEEKITDHEERLTVWET,
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FTo>a
CreateCluster
RO— RHIFE, CreateCluster Z2FEA TR HZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDARD
UTOREERTOREEREL T LEEL,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

o APl OEMEIC DWW TIX., TAWS SDK for Rust API ') 7 7L > A, ® TCreateCluster, 3 8g
LTLEETL,

DeleteCluster
ROI— RHIIE, DeleteCluster #FEAT A HEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOHOUY—REHYET., ASl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBALTILEE,
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async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

o APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 ® DeleteCluster; S BRL
TLEETL,

DescribeClusters
ROI— RPIIE, DescribeClusters #FEATA A EERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOOUY—REHYET. AH—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBALTILEE,

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;

let cluster_arns = resp.cluster_arns();
println!("Found {} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());
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println!(" Name: {}", cluster.cluster_name().unwrap());

}

0k(())

o APl OFFMIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A® TDescribeClusters, #Z8BL
TLEETL,

SDK for Rust Z A L 7= Amazon EKS o4l

RO— RHIE, Amazon EKS T AWS SDK forRust 2L TF7 o3> a2ETL. —HNESD
FTUARRETEIHEEZRLTVET,

To2avRLNRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 702323 EYOY—EAREZFOCHIFEZRLTVRTYN, AVTFANRADOT Y
>avik, BETEZSFTUATHETERY,

BHICRERELBY—AT—RAQUVIHNEENATEY, O-ROBREFEERTHECEITSZFIR
EZHETEERT,

KNew o

s 7O a
FTo>a
CreateCluster

ROD— RHIFE, CreateCluster Z2FEATZHAZEERLTVET,
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® Note

GitHub IZld. ZOHOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
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async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

ok(())

o APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 ® MCreateCluster; 58
LTLEEL,

DeleteCluster
ROD— RHIF, DeleteCluster ZFEA TR AZEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOOUY—REHYET. AH—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEMABL T LEE,

async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
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) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

o APl OEEMRIC DWW TIEX. TAWS SDK for Rust APl ) 7 7L > A, @ TDeleteCluster; 38R L
TLEEL,

AWS Glue SDK for Rust Z{#EH L 7= 0l

ROI—RHIE, TAWSSDKforRust 2 ERILTT7 >3 #E2T0L., —MNWESFUA%EEE
I5HEZRLTVET AWS Glue,

EX G, BEEBARL -3V Y —EARNTRITIZHEZRII—RHTT,
TO2aVRINRELTOI LN SODA—ROERTHY, AVTFANATRITITZIZEN S
WEY, 7OV EYOY—EARBZHFOHIFEZRLTVRIS, ITFANADT Y
>avik, BETRSFIUATHIETERT,

BEHICRELBY—AODA—RAQUZVIHFEBEATHEY, AVTFANATI— RERES LTERIT
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SDK for Rust

(® Note

GitHub (2. ZOHDOUY—REHET, AFI—BEHRRL. AWS J— KHIUAD K
UTOREE RGO EERBLTIEEL,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

o APl OEEMBIC DWW TIX. TAWS SDK for Rust API ) 7 7L A, @ TlListlobs, Z#Z&BL T<L
EEW,

B

BEXRzZZS

RDA—REIE, ATOREFEZRLTVET,

« N7UY YU Amazon S3ANT Y hZ#J0O—)LL, CSVERDAXRTF—RDTF—IR—RAZERT
200-Z—Z2KLET,

s DTF—ER—AET—TINICHETIHEHRE —BERRLFET AWS Glue Data Catalog.

s SSNTY KNS CSVERDTF—REHMETEIOITEZERL., TOF—XEZEHL T IJSON
XOHAZRIO SINTY NCO—RT S,

c VATRAFCHTIEBRE—ERRL . BRENEF—RERRLTIY—REIU—VTFYTL
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EMICOVWTIE. "Fa—RKUT)L: AWS Glue Studio MBI A E ZSBLTLSEEL,

E-WiN 404


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.list_jobs
https://docs.aws.amazon.com/glue/latest/ug/tutorial-create-job.html

AWS SDK for Rust FROYN—HA R

SDK for Rust

(® Note

GitHub (=&, TOHOUY—REHYET. Afl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBAL T LEE L,

N7 v 2 M Amazon Simple Storage Service (Amazon S3) /Ay h&2O—)LL., BEL &
CSVERT—RZRRTEIAXAEZTF—RTF—ER—AZERTHIVO0—F—%ZERL TEITLE
ED

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),
}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
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Ok(_) => 0k(()),
Err(err) => {

let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {

aws_sdk_glue: :Error::CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

DTF—ER—AET—TIICET 2 1E®RE —ERRL ET AWS Glue Data Catalogs

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

V—AAmazon S3/NTY "RHA S CSVERTF—2Z2HHEL., 71— )LRZHKBRLTEa%Z2ZLET
BETEHBL, JSONFERXOHE A ZRBID Amazon S3 /N Y MMCO—R$32aJE#ERLT
EITLET,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())

=98 406



AWS SDK for Rust FROYN—HA R

. command(
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

TFTEILIIDTERENLEIXNTOI) Y —AZHIBRL XY,

glue.delete_job()
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for

glue

glue

<EZW,

EMICOVWTIE,

.job_name(self.job())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

.delete_database()
.name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

.delete_crawler()

.name(self.crawler())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

CreateCrawler

CreateJob

DeleteCrawler

DeleteDatabase

Deletedob

DeleteTable
GetCrawler

GetDatabase

GetDatabases

GetJob

FAWS SDK for Rust API U7 7LV A1 OUTOREY VZZ8BLT

=¥
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« GetJobRun
« GetJobRuns
« GetTables
* ListJobs

« StartCrawler
« StartJobRun

FTo>a
CreateCrawler
ROD— RAIF, CreateCrawler ZFEATAHZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
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info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),

}?;

« APl OFFMIC DWW TIX. AWS SDK for Rust API ') 77 L > A @ "CreateCrawler; 2B L T
<EEV,

Createlob

ROI—RHIE, Createlob ZFEATHAHEERLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command(
JobCommand: :buildex()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
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let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

o APl OFFMAIC DWW TIE. AWS SDK for Rust API ) 7 7L A @ CreateJob, #ZBL T
=L\,

DeleteCrawler

ROD— RHIF, DeleteCrawler ZFEATAHZEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AS—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBABLTILEE,

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

o APl OFFMIC DWW TIE. AWS SDK for Rust API U 7 7 LA @ DeleteCrawlery; 2B L T
<EEV,

DeleteDatabase

ROI— RHIE, DeleteDatabase ZFEHTHHEZRLTVET,
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glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« APlI OFEHAIC DWW TIE. AWS SDK for Rust API 1) 7 7 L > A @ TDeleteDatabases S 8L
TLEEL,

Deletelob

ROI— REIE, Deletelob ZERATHHEEZRLTVWET,

SDK for Rust

(@ Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREEREL T LEEL,

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

« APl OFFMAIC DWW TIX. AWS SDK for Rust API ) 7 7L > A @ "DeletedJob, #ZHBLTL K
= U\,
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DeleteTable
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SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()

.await
.map_err(GlueMvpError: :from _glue_sdk)?;

o APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L A1 @ TDeleteTable, #SHBL
TLEETL,

GetCrawler

RDI— RHIE, GetCrawler ZFEATHHEZRLTVET,

SDK for Rust

@ Note

GitHub iZlk. ZOHOUY—REHYET., AHl—EZHREL. AWS JI— REIUKD K
DTOREERTOHEERBL T LT,

let tmp_crawler = glue
.get_crawler()
.name(self.crawler())
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.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

o APl OFFMIC DWW Tk, AWS SDKforRust API ) 77 LA @ "TGetCrawlery 3B L T<L
e\,

GetDatabase

ROD— RHIE, GetDatabase ZFEA T AZEZERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AS—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBABLTILEE,

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

« APl OFFMIC DWW TIX. AWS SDKfor Rust API ) 77 LA @ "TGetDatabasey 258 L T
<EEV,

GetJobRun

ROI—RHIE, GetJobRun ZFEHATHHEZRLTVET,

CPEY 414


https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.get_crawler
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.get_database

AWS SDK for Rust

FROYN—=HA R

SDK for Rust

® Note
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DTHOREERTOHEERRBLTI LT,

let get_job_run = || async {
Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
.run_id(job_run_id.to_string())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.job_run()
.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?
.to_owned(),

};
let mut job_run = get_job_run().await?;
let mut state =

job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!(
state,

JobRunState::Starting | JobRunState::Stopping | JobRunState::Running

) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;

job_run = get_job_run().await?;

state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

o APl OFEHAIC DWW TIE., AWS SDK for Rust API U 7 7L > A ® "TGetJobRuny 228 L TL
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® Note
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UTOREERTOREERIEL TV,

let tables = glue
.get_tables()
.database_name(self.database())
.send()

.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

« API OSFEMAIC DWW TIEX. AWS SDK for Rust API ' 7 7L A @ TGetTables; #58BL T
=L\,
ListJobs
ROI—RHIE, ListIobs Z2FERATHHEEZRLTVWET,

SDK for Rust

@ Note

GitHub iZlk. ZOHOUY—REHYET., AHl—EZHREL. AWS JI— REIUKD K
DTOREERTOHEERBL T LT,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
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Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« APl OSFEMAIC DWW TIX. TAWS SDK for Rust API 7 7L > A, ® TListlobs, #Z&8BL T<L
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let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

« APl OFEMAIC DWW TIE. AWS SDK for Rust API 1) 7 7L > A @ TStartCrawlery 2 8BL T<L
EEV,
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let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

« APl OFFMAIC DWW T Ik, AWS SDK for Rust API ) 7 7L > A @ TStartJobRuny Z#Z8BL TL
EEW,
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From src/bin/hello.rs.

use aws_sdk_iam::error: :SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;
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const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]

#[ command(about)]

struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);

let args = HelloScenarioArgs::parse();

iam_service::list_policies(client, args.path_prefix).await?;

0k(())

From src/iam-service-lib.rs.

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType: :Local)
.into_paginator()
Jitems()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

.map(|p| {
let name

1
©
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.policy_name

.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
b
.collect();

Ok(policy_names)

« APl OEEMIC DWW TIX. TAWS SDK for Rust API ) 7 7L > A, @ TListPoliciess #Z8BL T
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use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;

use tokio::time::{sleep, Duration};

use uuid::Uuid;

#[tokio: :main]
async fn main() -> Result<(), iamError> {
let (client, uuid, list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

.await

{
println!("{:?3}", e);

I

0k(())
async fn initialize_variables() -> (iamClient, String, String, String) {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = iamClient::new(&shared_config);
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let uuid = Uuid::new_v4().to_string();

let list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

3n
.to_string();
let inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \'"sts:AssumeRole\",
\"Resource\": \"{}\"}]
3n
.to_string();
(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,
)

async fn run_iam_operations(
client: iamClient,
uuid: String,
list_all_buckets_policy_document: String,
inline_policy_document: String,
) -> Result<(), iamError> {
let user = iam_service::create_user(&client, &format!("{}{}", "iam_demo_user_",
uuid)).await?;
println!("Created the user with the name: {}", user.user_name());
let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{J}\"},
\"Action\": \'"sts:AssumeRole\"
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]

}Il
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{3}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,

)

.await?;

println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{3}{}", "iam_demo_policy_ ", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
);

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
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let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);

}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())
.role_session_name(format!("iam_demo_assumerole_session_{uuid}"))
.send()
.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;

let assumed_credentials = iamCredentials::from_keys(

assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),

assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
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.secret_access_key(),
Some(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
.clone(),
),
I

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)
.load()
.await;
println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")

}
Err(e) => {
println!("This should not run. {:?}", e);
panic!()
}
}
//Clean up.
iam_service: :detach_role_policy(
&client,
assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),
)
.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {3}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
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426



AWS SDK for Rust FEROYIN—HA R

iam_service::delete_user(&client, &user).await?;
println!("Deleted user {}", user.user_name());

0k(())

« APl OFFHIICDW T, TAWSSDKforRustAPI U7 7LV A ODUTOREY VZZRLT
<EZEL,

* AttachRolePolicy
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* DeleteUserPolicy

» DetachRolePolicy
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pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()
.await

« APl OFFMICDWTIX, TAWS SDK for Rust API U 7 7 L > A1 @ TAttachRolePolicys %%
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pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;
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ok(())
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pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =
loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);

}
Err(e) => {

tries += 1;

if tries > max_tries {

break Err(e);

}

sleep(Duration::from_secs(2)).await;
}

i

Ok(response.unwrap().access_key.unwrap())
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pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {
let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())

- APl OFEMICDOWTIE., TAWS SDK for Rust API U7 7 L >R, @ "CreatePolicys 23 8L
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pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

I

Ok(response.role.unwrap())

o APl OFEHAIC DWW T, TAWS SDKforRustAPI U7 7L > A4 ® "CreateRoles #Z2HBL T
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pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)
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pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {

let response = client.create_user().user_name(user_name).send().await?;

Ok(response.user.unwrap())

« APl OEEMBIC DWW TIE., TAWS SDK for Rust API ) 7 7L A, @ CreateUser; #Z8BL
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pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
.access_key_id(key.access_key_id())
.send()
.await

Ok(_) => {
break;

}
Err(e) => {
println!("Can't delete the access key: {:?}", e);
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sleep(Duration::from_secs(2)).await;

}
}
ok(())

« APl OFEMIC DOV TIE, TAWS SDK for Rust API U 7 7 L A4 ® TDeleteAccessKey, &5
BLTLSEZL,

DeletePolicy
ROI— RPIE, DeletePolicy ZFEATRIHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY EFT, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {
client
.delete_policy()
.policy_arn(policy.arn.unwrap())
.send()
.await?;

ok(())

« APl OFFMICDOWVWTIE, TAWS SDK for Rust API IJ 7 7 LA, @ "DeletePolicy; Z#Z &L
TLIEEL,

DeleteRole

ROI— RHIE, DeleteRole ZFERATHHEEZRLTVWET,
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SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
while client
.delete_role()
.role_name(role.role_name())

.send()

.await

Lis_erxr()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

« APl OFFMAIC DWW T, TAWS SDK forRustAPI 7 7L > A1 ® DeleteRoles Z5BL T
<z,
DeleteServicelLinkedRole
RDOI— R, DeleteServiceLinkedRole # AT A HEZRLTVET,

SDK for Rust

® Note

GitHub IZ(F. TO/OUY—REHYET, AHI—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTILEE L,

pub async fn delete_service_linked_role(
client: &iamClient,
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role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)
.send()
.await?;

ok(())

o APl OEEMAICDWTIE. TAWS SDKforRustAPIU 7 7L AL @
MDeleteServiceLinkedRole; Z#ZBL T E&E L,

DeleteUser

RDI— RHIE, DeleteUser ZFATHAHEZERLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AFI—BEHRREL. AWS J— KRHIUAED K
UTOBREE RGO EEBBL T EEL,

pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()
.user_name(user.user_name())
.send()
.await

ok(_) => {
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break 0k(());

}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}
sleep(Duration::from_secs(2)).await;
}
}
};
response

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 ® DeleteUser; 5 8BL T
<EEV,

DeleteUserPolicy

XO— RHPlE, DeleteUserPolicy ZFEATHHEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AFI—BEHRREL. AWS J— KRHIUAED K
UTOBREE RGO EEBBL T EEL,

pub async fn delete_user_policy(
client: &iamClient,
user: &User,
policy_name: &str,
) -> Result<(), SdkError<DeleteUserPolicyError>> {
client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
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.await?;

ok(())

« APl OFFMIC DOV TIE, TAWS SDK for Rust API ) 7 7 LA, @ "DeleteUserPolicy, &%
BLTLSEZL,

DetachRolePolicy

RO 1— RPlE, DetachRolePolicy ZEA T2 HEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTILEE,

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_azrn)
.send()
.await?;

ok(())

« APl OFFMICDOWVWTIE, TAWS SDK for Rust API 'V 7 7 L > A4 @ "DetachRolePolicy s &%
BLTLSEEZL,
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DetachUserPolicy

RO 11— RPlE, DetachUserPolicy Z A T2 HEERLTVET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

pub async fn detach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

« API OFFMIC DOV Tk, TAWS SDKfor Rust API 1) 7 7 L > A, @ "DetachUserPolicy; %
BLTLSEEZL,

GetAccountPasswordPolicy

RO 1— RPlE, GetAccountPasswordPolicy A T2 HEERLTVET,
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SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

pub async fn get_account_password_policy(
client: &iamClient,

) -> Result<GetAccountPasswordPolicyOQutput, SdkError<GetAccountPasswordPolicyError>>

{

let response = client.get_account_password_policy().send().await?;

Ok (response)

« APl OFEMIC DWW T, TAWS SDKforRustAPI U7 7L AL @
FGetAccountPasswordPolicy; 2B L T &V,

GetRole

ROI—RHIE, GetRole ZFEATHHEEZRLTVWET,

SDK for Rust

(® Note

GitHub iClt., ZOHOUY—REHYET., AHl—BEEREL. AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEE L,

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {

let response = client.get_role().role_name(role_name).send().await?;
Ok(response)
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« APl OFFMAIC DWW T, TAWS SDKforRustAPI U7 7L >R ® TGetRole; #Z5BL TL
EEV,

ListAttachedRolePolicies

RO— RHIEF, ListAttachedRolePolicies #EH T2 AEZRLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. A—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTILEE,

pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>

{

let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

}

o APl OEEMRIC DWW TIE. TAWS SDKforRustAPI U 7 7LAL @
ListAttachedRolePoliciesy ZZBL T E&E L\,
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ListGroups

RO I— RBlE, ListGroups ZFERATHHEERLTVETD,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« APl OFFMICDOWTIF., TAWS SDK for Rust API 7 7 LA, @ MListGroups, ZZ8RL T
<EEV,

ListPolicies

ROI— RPIE, ListPolicies #EATHAHEERLTVET,
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SDK for Rust

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

.map([p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

« API OFEHAIC DWW T, TAWS SDK forRustAPI U7 7L > A4 @ TListPolicies; #ZBL T
<EEV,

~
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ListRolePolicies

ROI— RPHIE, ListRolePolicies #FHAT A A EERLTVET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« APl OFEHRIC DWW T, TAWS SDK forRust API U7 7L >AJ ® TListRolePolicies) &5
LTLEEL,

ListRoles

ROI—RHIE, ListRoles ZFATHHEZERLTVET,
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SDK for Rust

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 M MListRolesy #5BL T
<EEV,

ListSAMLProviders

ROI— RHIE, ListSAMLProviders # A T2 HEZRLTVET,

SDK for Rust

(@ Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDARD
UTOREERTOREERIEL T LEEL,
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pub async fn list_saml_providers(
client: &Client,

) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

« APl OFFMICDVWTIE, TAWS SDK for Rust API J 7 7 L > A4 @ TListSAMLProvidersy %
ZRLTEEL,

ListUsers

ROI—RAIE, ListUsers Z2ERAT2HEEZRLTVWET,

SDK for Rust

@ Note

GitHub I, ZOMOUY—REHYET., AA—KERHEL. AWS JI— REIUAD ~
YTOBREERTOREERBL T EE L,

pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)

.send()
.await?;
Ok(response)
}
To>arv
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o« APl OFFHAIC DWW T, TAWS SDKforRustAPI U7 7L AL @ TlListUsers, 2Z8BL T
<fZE L\,

AWS loT SDK for Rust #fER L 7= 4l

ROD—RHIE, TAWSSDKforRust 2L TT7 >3 #E2T0L., —MBWESFUAEEE
I5HEERLTUVET AWS loT,

To2a2RINRELTOI LD SOOA—ROERTHY, AVTFANATRITITZIZEN S
WEY, 77232 EYOY—EARBZHROHIHEZRLTVXRIYS, ITFANADOT Y
>avik, BETRSFUATHIAETERT,

EHICRELBY—AODA—RAQUVIFEBENATHEY, - ROBREFEEERTHELCETEFIE
ZHWETEERT,

hEY D

s FO3A
ro>3az

DescribeEndpoint

RO 1— RPlE, DescribeEndpoint ZFEHA T2 HEERLTVET,

SDK for Rust

(® Note

GitHub iCit. ZDHOUY—REHYET., AHl—BEEREL., AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEE,

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client

.describe_endpoint()
.endpoint_type(endpoint_type)
.send()

.await?;
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println!("Endpoint address: {}", resp.endpoint_address.unwrap());
println!();

ok(())

« APl OFFMIC DWW TIE, AWS SDK for Rust API ) 7 7 L > A®M "DescribeEndpoint; ZZ 8L

TLEE L,

ListThings
ROD—RPlE, ListThings A T2 HEERLTVET,

SDK for Rust

® Note

GitHub IZl&, T DOV Y—REHYW KT, ABl—EZHKREL, AWS J—REIVARD b

UTOBREE RGO EEBBL T EEL,

async fn show_things(client: &Client) -> Result<(), Error> {
let resp = client.list_things().send().await?;

println!("Things:");

for thing in resp.things.unwrap() {

println!(
" Name: {}",
thing.thing_name.as_deref().unwrap_or_default()
);
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
);
println!(
" ARN: {1",
thing.thing_arn.as_deref().unwrap_or_default()
);

Toav
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println!();
}

println!();

0k(())

« APl OFFHIIC DV TIE. AWS SDK for Rust API 1) 7 7 L2 A®D TListThingsy ZZ8RL T
=V,

SDK for Rust Zf#f L = Kinesis Ol

RO I— RAIE, Kinesis T AWS SDK for Rust Z2fERAL TF7 0> 3> #32TL., — W FUF
BEXKITDHEZRLTVET,

To2avRLNRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WET. 702323 EYOY—EAREZFOCHIFEZRLTVRTYN, AVTFANRADOT Y
>avik, BETEZSFTUATHIETERY,

ZHICFETE2BY—AD—RAQOUINEFENTHY), O—ROKREFEEERTHEICEITSFIE
EHERTEET,

KNew o

s 7O a

« Y—N—LAHUT)

FTo>az
CreateStream

RO— RHIF, CreateStream ZFEA TR HZEERLTVET,
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SDK for Rust

(® Note

GitHub iClt, ZOHBOUY—REHYET., AHl—BEEREL., AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEE,

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

println!("Created stream");

0k(())

o APl OFFHIC DWW TIX. AWS SDK for Rust API 1) 77 L > A®M CreateStream, #SBL T
<FEEV,

DeleteStream

ROD— RHIE, DeleteStream ZFEA TR AZEERLTVET,

SDK for Rust

(@ Note

GitHub iZlk. ZOHOUY—REHYET., AHl—EEBREL. AWS JI— REIUKD K
DTHOREERTOHEERRBLTILEEL,

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;
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println!("Deleted stream.");

0k(())

o APl OFFMIC DWW TIE. AWS SDK for Rust APl 1) 77 L > A®M DeleteStreamy #ZBL T
<EEV,

DescribeStream

ROI— RPIE, DescribeStream ZFEAT A AHEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AHl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBABLTILEE,

async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;

let desc = resp.stream_description.unwrap();

println!("Stream description:");

println!(" Name: {}:", desc.stream_name());

println!(" Status: {:?}", desc.stream_status());
println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

« APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A®M "DescribeStreamy ZZ&8B L
TLEEL,
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ListStreams

ROI—RPIE, ListStreams ZFEHATHAHEERLTVET,
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async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

println!("Stream names:");
let streams = resp.stream_names;
for stream in &streams {

println!(" {3}", stream);
}

println!("Found {} stream(s)", streams.len());

0k(())
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async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");

0k(())
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
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ok(())

}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

Kinesis NUZ—% ML /= Lambda B TONY FT7A TLRKBOLAR—K

LTFTOO— REITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda O =60, oW
NYFLARADEESEZZRLTVET, COBEHKIE. LARAELTINYFTFATLDORHK
EREL, WROXY -2 7EBTHERITIAHES Lambda IR E T,
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® Note

GitHub IZIE, ZRMOVY —REHWET, T—N—LAHFTIIVRIZ NI TRR2E
BleaROHT, REERTOHIEZMWEL TLEE L,
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::kinesis::KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

)5
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
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return Err(Error::from(err));

}

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS KMS SDK for Rust Z#{ER L 1= 04l
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SDK for Rust

® Note
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async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

ok(())

« API OFEMIC DWW TIF. AWS SDK for Rust API ) 7 7 L2 AM TCreateKeys Z8RBL T
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async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input] {
baseb4: :decode(input).expect("Input file does not contain valid base 64
characters.")
1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())

.send()

.await?;
let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();

println!("Decoded string:");

println!("{}", s);

ok(())
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async fn encrypt_string(
verbose: bool,
client: &Client,
text: &str,
key: &str,
out_file: &str,
) -> Result<(), Error> {
let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");

let bytes = blob.as_ref();

let s = base64::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");

ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?}", out_file);

println!("{}", s);

ok(())
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GenerateDataKey
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

« APl OFFMIC DWW TIE, AWS SDK for Rust API J 7 7 L > A® "GenerateDataKey, 2S8R L
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

ok(())

« APl OFEMAIC DWW TIE. AWS SDK for Rust API 1) 7 7 L > A® "GenerateRandomy 3B L
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async fn show_keys(client: &Client) -> Result<(), Error> {
let resp = client.list_keys().send().await?;

let keys resp.keys.unwrap_or_default();
let len = keys.len();
for key in keys {
println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}

println!();
println!("Found {} keys", len);

0k(())
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async fn reencrypt_string(

verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,

) -> Result<(), Error> {

// Get blob from input file

// Open input text file and get contents as a string

// input is a base-64 encoded string, so decode it:

let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s
let o

base64: :encode(bytes);
&output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

0k(())
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[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }

lambda_runtime = "0.8.0"

serde = "1.0.164"
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use
use

anyhow: :anyhow;
aws_sdk_iam: :operation::{create_role::CreateRoleError,

delete_role: :DeleteRoleOQutput};

use

use

aws_sdk_lambda: : {

operation::{
delete_function: :DeleteFunctionOQutput, get_function::GetFunctionOutput,
invoke: :InvokeOutput, list_functions::ListFunctionsOutput,
update_function_code: :UpdateFunctionCodeOutput,
update_function_configuration::UpdateFunctionConfigurationOutput,

b

primitives::ByteStream,

types::{Environment, FunctionCode, LastUpdateStatus, State},

aws_sdk_s3::{
error: :ErrorMetadata,
operation::{delete_bucket::DeleteBucketOutput,

delete_object::DeleteObjectOutput},

};

use
use
use
use

types: :CreateBucketConfiguration,

aws_smithy_types::Blob;

serde::{ser::SerializeMap, Serialize};

std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};
tracing::{debug, info, warn};

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]

pub

enum Operation {

#[serde(rename = "plus")]

Plus,

#[serde(rename = "minus")]
Minus,

#t[serde(rename = "times")]
Times,

#[serde(rename = "divided-by")]
DividedBy,
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impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {
match s {
"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),
Operation::DividedBy => write!(f, "divided-by"),

/**
* InvokeArgs will be serialized as JSON and sent to the AWS Lambda handler.
*/
#[derive(Debug)]
pub enum InvokeArgs {
Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {
InvokeArgs::Increment(i) => serializer.serialize_i32(*i),
InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
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map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;

map.end()

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
I#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,
role_name: String,
bucket: String,
own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);
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pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: LambdaName,
role_name: RoleName,
bucket: Bucket,
own_bucket: OwnBucket,
) -> Self {
Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.OQ,
bucket: bucket.0,
own_bucket: own_bucket.,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)
-> Self {

let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|| {
std::env::var("LAMBDA_NAME").unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
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1),

true,

)I
};

let s3_client = aws_sdk_s3::Client::new(&sdk_config);

if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.®.clone())
.create_bucket_configuration(
CreateBucketConfiguration::builder()

.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();

}

Self: :new(
aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,
lambda_name,
role_name,
bucket,

OwnBucket(own_bucket),

)

}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
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zip_file: PathBuf,
key: Option<String>,

) -> Result<FunctionCode, anyhow::Error> {

/**

let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

* Create a function, uploading from a zip file.

*/

pub

anyhow:

async fn create_function(&self, zip_file: PathBuf) -> Result<String,
tError> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
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.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")

.send()

.await

.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok (key)
}
/**

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.
*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self

.iam_client

.get_role()

.role_name(self.role_name.clone())

.send()

.await;
if let Ok(get_role) = get_role {

if let Some(role) = get_role.role {

return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;
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match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :buildexr()
.message("CreateRole returned empty success")
.build(),
)),
},

Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {

E-WiN 475



AWS SDK for Rust FRAOYN—HA R

return Ok(false);

}
match config.last_update_status() {
Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
match last_update_status {
LastUpdateStatus: :Successful => {
// continue
}
LastUpdateStatus::Failed |
LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn!(
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
I
return Err(anyhow! (
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {
warn!("Missing last update status");
return Ok(false);
}

i
if expected_code_sha256.is_none() {
return Ok(true);

}
if let Some(code_sha256) = config.code_sha256() {

return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());

}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
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}
Ok(false)

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from)

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {3}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Error: :from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
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&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOQutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(updated)
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/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None
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i

(delete_function, delete_role, delete_object)
}
pub async fn cleanup(

&self,

location: Option<String>,
) > (

(

Result<DeleteFunctionOutput, anyhow::Error>,

Result<DeleteRoleOutput, anyhow::Error>,

Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some (
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())

.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
None
}
} else {
info!("No bucket to clean up");
None
};
(delete_function, delete_bucket)
}
}
/**
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* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs::Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

AN RSAV 75T %2FERALT—HBOEREZFHL, >F VA ERIDNSKRETTEITIS I
HONAF ). COT7AIIEYUL—NAD sre/bin/scenariors EVWS 774 T,

/-k

## Service actions

Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario
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A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.

This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG" variable.

The steps of the scenario are:

1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
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* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* _Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.

* --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.LastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.

*/

use aws_sdk_lambda: :{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;

use std::{collections::HashMap, path::PathBuf};

use tracing::{debug, info, warn};

use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

};

#[derive(Debug, Parser)]
pub struct Opt {
/// The AWS Region.
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#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: i32,

// The left operand.

#[structopt(long, default_value = "19")]
pub num_a: i32,

// The right operand.

#[structopt(long, default_value = "23")]

pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

fn code_path(lambda: &str) -> PathBuf {

PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {

if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);

} else {
info!("Could not extract payload")
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}
if let Some(logs) = invoke.log_result() {

debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
opt: &Opt,
manager: &LambdaManager,
code_location: String,
) -> Result<(), anyhow::Error> {
let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :builder()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;

log_invoke_output(
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&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(true)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager: :load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {

Ok(init) => {
info!(?init, "Created function, initially with increment.zip");
let run_block = main_block(&opt, &manager, init.clone()).await;
info!(?run_block, "Finished running example, cleaning up");
Some(init)

}

Err(err) => {
warn!(?err, "Error happened when initializing function");

None
}
};
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info! ("Skipping cleanup")
} else {
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let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");

« APl OFFMIC OV T, TAWS SDKforRustAPI U7 7L A1 OUTOREY VZZHRL T
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* DeleteFunction
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» UpdateFunctionConfiguration
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/**
* Create a function, uploading from a zip file.
*/
pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
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let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal?2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok(key)
}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));
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info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())
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/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
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Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some(
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
info!(?location, "Skipping delete object");
None

};

(delete_function, delete_role, delete_object)

o API OSEMAIC DWW TIX. TAWS SDK for Rust APl ) 7 7 L > A1 @ DeleteFunction, &3
LTLEETW,
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GetFunction

RO— RHIF, GetFunction ZFERATAHZEERLTVET,

SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await

.map_err(anyhow: :Error::from)

o APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 ® TGetFunctiony ZZ8BL
TLEETL,

Invoke

RDI—RBIE, Invoke ZFEHATHHEERLTVET,

SDK for Rust

@ Note

GitHub (i, ZOMOUY—REHYET., AA—KEREL., AWS JI— REIUAD K
YTOBREERTOREERBL TS,

/** Invoke the lambda function using calculator InvokeArgs. */
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pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

« APl OFFHIIC DV T, TAWS SDK forRust API U7 7L > A1 @ Tinvokes 258U T
=W,

ListFunctions

ROI— RPIE, ListFunctions #FEAT A HEERLTVET,
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SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error::from)

« APl OFFMAIC DWW TIX, TAWS SDK for Rust APl ) 7 7L > A, ® TListFunctionsy #Z 8L
TLEZL,
UpdateFunctionCode
RO 1— RPIE, UpdateFunctionCode ZFA T2 522 RLTVWET,

SDK for Rust

(® Note

GitHub iClt., ZDHOUY—REHYET., AHl—BEEREL. AWS JI— REIUKD K
DTHOREERTOHEERRBLTILEE,

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
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key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;
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Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« APl OFFEMICDWTIX, TAWS SDK for Rust API U 7 7 L > A1 @ TUpdateFunctionCode
ZSRBLTLSEETLY,

UpdateFunctionConfiguration

RO I— RHIE, UpdateFunctionConfiguration Z2EA T2 A EZZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUAED K
UTOBREE RGO EEBBL T EEL,

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!/(
?environment,
"Updating environment for {}", self.lambda_name
I
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;
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self.wait_for_function_ready().await?;

Ok(updated)

o APl OFFHAICOWTIE, TAWS SDKfor RustAPI U7 7L>2A, @
MUpdateFunctionConfiguration; 2B L T E&E W,

S UF
HB—N—LAT77V5r—>3a> a2 kERALTCEEXZEETS

RODA—RPITRE, I —HFIRILZEALTEREZEETERY—N—LAT7TVTr—>3>%
ERTBHFECODVTRLTVET,

SDK for Rust

Amazon Rekognition ZEA L TEHEADSRIILZREL, RFELTETERETESDLSIZTSHE
BE7tvY NEBT77VS—23a > 0RREEETRLET,

T RY—AT—REFREBLIVCETOFIBICOVWTIIE. GitHub TReL&HlZSBL T
Wo

COBIDOY—AICDOVWTEHLLIK, AWS OdZ1=Z5F4 700 BESBLTLSEETY,

COBITEAZNATVE Y —ER

« API F—hDxIA

* DynamoDB

+ Lambda

* Amazon Rekognition
» Amazon S3

* Amazon SNS
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B—N—LAG>T)

Lambda

XD I—

BEZk(.

BT ®M Amazon RDS F— XX — AN ND#EL

REJIE, RDS F— AR —AICE#H TS Lambda BIiEEEITHHEEZRLTVWET, 20D
DOTNBTF—ER—AUIOTIANEETL, H#REZERLET,

SDK for Rust

®

Note

GitHub ICl&k, ZDMOVY—REHWET, Y—N—LAGVTIVRIS KNI TELE
BleaROT, REERTOHEZBWIEL TV,

Rust Zf# A L 7= Lambda B§#k T ® Amazon RDS F— & X — A\ D&

use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
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async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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Kinesis N1JZ—A'S Lambda ¥z RO H T

RKOI— REITE. Kinesis AN —ALAASLO—REZZEITDCEICEI2>TRNIA—hBDARY
NZZ(1H 3. Lambda BB O EEFZEZRLTVET, OB Kinesis RA1O—RZHEL.
Th#% Base64 "5F1—RLT, TOLI—RONEZOVREHRLET,

SDK for Rust

® Note

GitHub IZIE, ZDMDOVY —REHBWET, T—N—LAHFTIIVRIS NI TRR2E
BleROHT, REERTOHIEZMWEL TV,

Rust ZfE A L /= Lambda T® Kinesis 1 X NDHE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}
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1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

0k(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB k1) A—#A'S Lambda B2 O T

ROI— RAlE, DynamoDB AR —ALAASLA—RZZEITDEILEL>TRNIH—EhD 1K
v N%EZITES, Lambda BEOREFZZRLTWET, BEHIE DynamoDB R4 O— R&ZHE
L. LIO—RORBZZOTRELET,

SDK for Rust
(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaR DT, REERTOHEZHIEL TV,

Rust Zf M L T Lambda T DynamoDB /1 X N ZFHAL & T,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
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use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)

.without_time()

.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

Amazon DocumentDB N) ZJ—A»* S Lambda BBz RO H 9

ROI—ROHIE, DocumentDB ZEARNU—AASLI—REZZEFEITHDEICK>TRIA—&
NB2AXRNEZTES, Lambda O EREFZZRL TVWET, BEIE DocumentDB R4 O—
RzZEBL, LO—ROABZOTEELET,

SDK for Rust

(® Note
GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaR DT, REERTOHEZBWIEL TLEEL,

Rust Z A L T Lambda T Amazon DocumentDB 1 X2 NDEE,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0@.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }
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//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }
//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;
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ok(())

Amazon MSK M) Hj—H S Lambda B#iE RO H 9

ROI—REIE, Amazon MSK V95 AR —NHASLI—REZZEFEITDEICE>»TRI)A—EndA
R N&EZ(THS., Lambda B NDEERFZEZEZRLTVET, BEIE MSKARAO—RZHREL. L
d—ROABRZOTREELET,

SDK for Rust

(® Note
GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaROHT, REERTOHEZHIEL TV,

Rust Z{# L = Lambda T® Amazon MSK /1 X NDHE,

use aws_lambda_events::event::kafka::KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {

let payload = event.payload.records;
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for (_name, records) in payload.iter() {

for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding

let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

0k(().into())

#[tokio: :main]

async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");

run(service_fn(function_handler)).await

Amazon S3 R i—H'S Lambda Bz RO H T

ROA—RElIE, SSNTY NCATDIORNETYTO—RIBZEICE2>TRNIH—ETNB AN
VNZZ(TES Lambda B ZREKTBDHZEZTRLTVET, COBEHKEK, IXKNTX—=—5H
S5S3INTYRBEATDIORNF—FRWBL., Amazon S3API ZROHELTAT T o OO
FTUOYRATERBLTOVICERLET,
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SDK for Rust

@ Note

GitHub ICl&, ZDMOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
PlerRRL., REBRVRTOIEZHEBL TSLEEL,

Rust Z#H L T Lambda TS3 AR NEHELET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");
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if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

}

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name

to exist");
let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to

exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

}

0k(())

Amazon SNS MU —H 5 Lambda Bz RO H 9

ROI—RElE, SNS hEY IASAYE—TZZFEITDCEILI2TRIUA—EThD IRV N
X% (THS Lambda B ZERE T D HEZRLTVERT, COBEBRREANRYRNNTX—FHSEXY
E-—JZBBEL. EXVE—CORBEERRLET,
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(@ Note
GitHub IZI&, ZTREDVY —RAEHWET, T—N—LAHGTIVRIZ KNI TEEE
PleROFT, REERTOHFEZEEL TSV,
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Rust ZH L T Lambda TSNS /R N ZHEBLET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

ok(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

H—N—LAH> T 509



AWS SDK for Rust FROYN—HA R

}

Amazon SQS K H—AH'S Lambda B#zx O H T

ROI—REITE, SQSF1—HAEXYE—D2REBEIREILL2>TRIHA—ETNBAIRU M2
ZITHID, Lambda BEBDREFEZZRLTVET, CORBBARMNIA-—ZLESEXY D
ZHEL, BXYE—ORNBZRRLET,

SDK for Rust

® Note

GitHub IZIE, ZRMOVY—REHBWET, T—N—LAHTIIVRIZ NI TRR2E
BleaROHT, REERTOHIEZMWEL TLEE L,

Rust Zf AL T Lambda T SQS 1R M ZHEL XY,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
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.init();

run(service_fn(function_handler)).await

Kinesis MU Z—% @R L /= Lambda B TONY FT7A T LRKBOLR—b

LTOO—RHEITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda BEHO 0D, oM
NYFLARCADEREREZZRLTVET, COEMBEE, LARCAELTINYFFATLDODRHK
EREL, IROXYE—2REBTEBRITIAHELS Lambda 22 F£ T,

SDK for Rust

(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaROHT, REERTOHEZHIEL TV,

Rust ZfE A L 7= Lambda T® Kinesis NY F 7 A TLRKBOLKR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);
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for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

I
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

18

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from utf8(record.kinesis.data.as_slice());
if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

0k(())
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#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB k') J—T Lambda BB ONY F T A TLO KRB ELR—KTS

RO 1— RPlE, DynamoDB AR —AA S A R N%EZ(TH S Lambda B OB O E/NY FL
ARVADEEFZZRLTVET, cOBEBIEE, LARVAELTNY FT7ATLOLKKZRE
L. HROXY -2 2R THBEAITISD LS Lambda IZIEAE T,

SDK for Rust
(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaR DT, REERTOHEZBWIEL TLEEL,

Rust Z#£f L T Lambda T DynamoDB ®/NY FF7 A4 T AKRBOLKR—K,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);
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/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {3}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());
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Ok(response)

}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

Amazon SQS NUAH—%EAL 7= Lambda BB TONY FT7 A TLKBDOLKR—bN

LTOO—REITE, SQSF1—H 54XV N2Z(TES Lambda BED=H D, BHHE/NY F
LARADREFZZRLTVET, COBEBEK., LARVARELTNY F7A TLOKKZRE
L. HROXY -2 2R THBEAITIBDELS Lambda IZIEAE T,

SDK for Rust

(® Note

GitHub IZIE, TDEDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaROHT, REERTOHEZHWIEL TV,

Rust Z2fEf L = Lambda T® SQS NY FT7 A TLRKBDODLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::{

event::sqgs::{SqsBatchResponse, SqgsEvent},

sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

}

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),
}

Ok(SgsBatchResponse {
batch_item_failures,
)
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}
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SDK for Rust

(® Note

GitHub ICld. ZOHOUY—REHYET., AH—KEREL. AWS JI— REIUKD K
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I)—2 3> A® MediaLive AT E ARN Z—EBERRLET,

async fn show_inputs(client: &Client) -> Result<(), Error> {
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let input_list = client.list_inputs().send().await?;
for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_azrn);
println!();
}

0k(())
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F¥XJ ARN LHHZ-BERTIT D,

async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c¢ in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();
println!(" Description : {}", description);
println!(" ARN : {}", arn);
println!();

}

0k(())
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SDK for Rust

(® Note

GitHub IC &, TOMODVY—REHYET, ABl—EBEZHREL, AWS JI—RHIVKRD
UTOBREERTOREERBL T EE L,

IV RERAhRERE URL Z—ERRLET,

async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);
println!(" URL : {}", endpoint_url);
println!();
}

ok(())

« APl OFFMIC DWW TIE, AWS SDK for Rust API J 7 7 L > A® TListOriginEndpoints ; &2 &8
LTLKEEL,
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SDK for Rust
(® Note

GitHub IZI&, ZTRDVY —REHWET, T—N—LAHGTIVRIZ NI TEEE
PleROFT, REERTOHIEZEEL TSV,

Rust Z{# A L 7= Lambda T® Amazon MSK /1 X NDHEE,

use aws_lambda_events::event::kafka: :KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///
/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples

/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;

for (_name, records) in payload.iter() {

for record in records {
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let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}
}

0k(().into())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");

run(service_fn(function_handler)).await

SDK for Rust Z i L 7= Amazon Polly @ 4

RO 1— RAIE, Amazon Polly T AWS SDK for Rust 2L TF7 V23> #xR1TL., —K&HE>
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SDK for Rust

(@ Note

GitHub I, ZOMOUY—REHYET., AA—KEREL. AWS JI— REIUAD K
YTOBREERTOREERBEL T EE L,

async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");

let voices = resp.voices();
for voice in voices {
println!(" Name: {3}", voice.name().unwrap_or("No name!"));
println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();
}

println!("Found {} voices", voices.len());

ok(())

« APl OFFMAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A® "DescribeVoicesy 2B L T
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ListLexicons

ROI—RHIE, ListLexicons ZFEATHAEERLTVET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();

for lexicon in lexicons {
println!(" Name: {3}", lexicon.name().unwrap_or_default());
println!(
" Language: {:?}\n",
lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {3} lexicons.", lexicons.len());
println!();

ok(())
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« APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A®M TListLexiconsy 2B L T<L
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ROI— RHIE, PutlLexicon ZFEATHHEZERLTVET,

SDK for Rust

(@ Note

GitHub I, ZOMOUY—REHYET., AH—KEREL. AWS JI— REIUAD ~
YTOBREERTOREERBEL T EE L,

async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.0rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.01rg/2001/XMLSchema-instance\"

xsi:schemalLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">

<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>

</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

ok(())

« APl OFFMAIC DWW TIX. AWS SDK for Rust API 1) 7 7 L > A®M TPutLexicony ZZBL TL
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async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoiceId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
let mut blob = resp

.audio_stream

.collect()

.await

.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");
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Rust Z £/ L 7= Lambda B§Z T ® Amazon RDS F—Z X — A D iE#:

use aws_config::BehaviorVersion;

use aws_credential_types::provider::ProvideCredentials;

use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};

use sqglx::postgres::PgConnectOptions;

use std::env;

use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,
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) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation::QueryParams;

let signing_params = v4::SigningParams::buildex()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(

"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",

db_hostname = db_hostname,
port = port,
db_user = db_username

);

let signable_request =
SignableRequest: :new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);
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let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port = env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions::new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqglx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqglx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?3}", result);

Ok(json!({
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"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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async fn query_cluster(
client: &Client,
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cluster_arn: &str,

query: &str,

secret_arn: &str,

) -> Result<(), Error> {

let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);

let result = st.send().await?;

println!("{:?}", result);
println!();

ok(())
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async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

);

let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");

for hz in hosted_zones.hosted_zones() {

let zone_name = hz.name();
let zone_id = hz.id();

PEY, 535


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/route53#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/route53#code-examples

AWS SDK for Rust FROYN—HA R

println!(" ID : {}", zone_id);
println!(" Name : {}", zone_name);
println!();

}

0k(())
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/// S3 Hello World Example using the AWS SDK for Rust.
///
/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.
///
/// # Arguments
///
/// * “client’® - an S3 client configured appropriately for the environment.
/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.
/// * “filename® - a reference to a path that will be read and uploaded to S3.
/// * “key' - the string key that the object will be uploaded as inside the bucket.
async fn list_bucket_and_upload_object(
client: &aws_sdk_s3::Client,
bucket: &str,
filepath: &Path,
key: &str,
) -> Result<(), S3ExampleError> {
// List the buckets in this account
let mut objects = client
.list_objects_v2()
.bucket(bucket)
.into_paginatoxr()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
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while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
EENAN AN AN S AN
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{scl}"))
.unwrap_or_default()

);
}
}
// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives::ByteStream::from_path(filepath)
.await

.map_err(|err| {

S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"

))

1)?;

let resp = client

.put_object()

.bucket(bucket)

.key(key)

.body(body)

.send()

.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);

// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));
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ok(())

S3ExampleError 1—F 1 )T 1,

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {
fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for S3ExampleError {}

impl std::fmt::Display for S3ExampleError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)
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#![allow(clippy::result_large_err)]

//! Purpose

//!' Shows how to use the AWS SDK for Rust to get started using

//! Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//! and delete all resources at the end of the demo.

//!
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//!' This example follows the steps in "Getting started with Amazon S3" in the

Amazon S3
//! user guide.
//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid: :Uuid;

#[tokio: :main]
async fn main() -> Result<(), S3ExampleError> {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = Client::new(&shared_config);
let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());
let file_name = "s3/testfile.txt".to_string();
let key = "test file key name".to_string();
let target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await

{

eprintln!("{:?}", e);
};
0k(())

async fn run_s3_operations(
region: Region,
client: Client,
bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples: :download_object(&client, &bucket_name,
&key).await;
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s3_code_examples::copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples: :clear_bucket(&client, &bucket_name).await?;
0k(())
)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");
}

s3_code_examples: :delete_bucket(&client, &bucket_name).await?;

0k(())

STIATERAEND BT I 3,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :builder()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
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.map(|se| se.is_bucket_already_exists() ||

se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

1)

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,
key: &str,

) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {

let body =

aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;

client
.put_object()
.bucket(bucket_name)
.key(key)
.body(body.unwrap())
.send()
.await
.map_err(S3ExampleError: :from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,

) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {

client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
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pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,

) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client

.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()

.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(||
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
I
0k(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginatoxr()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));
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}
Err(err) => {
eprintln!("{err:?}")

0k(())

client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<Vec<String>, S3ExampleError> {

/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.
pub async fn clear_bucket(

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.

let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();

if objects_to_delete.is_empty() {
return Ok(vec![]);

let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleError: :new(

"There were still objects left in the bucket.",

)),
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}

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

o APl OEEMIC DWW Tk, TAWS SDKforRustAPI D 7 7L >A; OUTOREY V%2SBLT
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+ CopyObject

* CreateBucket

* DeleteBucket

» DeleteObjects

+ GetObject
+ ListObjectsV2

» PutObject
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CompleteMultipartUpload

RO I— RAIE, CompleteMultipartUpload A T2 HZE%Z RLTVET,
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UTOREE RGO EERBLTIEE,

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =

CompletedMultipartUpload: :buildexr()

.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(

"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

N
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let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

« APl OFFMICOWVW T, TAWS SDKforRustAPI U7 7L>A, @
TCompleteMultipartUpload sy Z#5BL TS EE L,
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GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(]|
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
);
0k(())

- APl OFEMICDOWTIF., TAWS SDK for Rust API U7 7 L >R, @ "CopyObjects Z58L
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CreateBucket
ROI— RHIIE, CreateBucket ZFEATHAHEERLTVET,

SDK for Rust

® Note

GitHub IZ(F. TO/OUY—REHYET, AH—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTLILEE L,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config: :Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.

create.map(Some).or_else(|err| {
if err
.as_service_error()

.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok(None)
} else {

Err(S3ExampleError: :from(err))
}
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o APl OFFMIC DV T, TAWS SDKforRustAPI U7 7L > A1 @ CreateBucket; S BRL
TLEETL,

CreateMultipartUpload

RO I— RAlE, CreateMultipartUpload 2R T2 HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {
let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk
} else {
CHUNK_SIZE
};
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let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.

let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

~
N\
w
X

552



AWS SDK for Rust FRAOYN—HA R

« APl OFFMRICDOWVWTIE, TAWS SDK for Rust API ) 7 7L > A, @ TCreateMultipartUpload
BSBLTLSEETL,

DeleteBucket

ROD— RHIE, DeleteBucket ZFEA TR AZEERLTVET,

SDK for Rust

(® Note

GitHub (=&, TOHOUY—REHYET. AHl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBABL T LEE L,

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<(), S3ExampleError> {

let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {

Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()

.and_then(aws_sdk_s3::error::ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« APl OFEHIC DWW T, TAWS SDK forRust API U7 7L > A1 ® "DeleteBuckety B L
TLEEL,
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DeleteObject

RO1— RBIE, DeleteObject ZFEATRDHEERLTVET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;

// There are no modeled errors to handle when deleting an object.

ok(())

« APl OFFMIC DWW TIE, TAWS SDK for Rust API U 7 7 LA, @ "DeleteObject; Z#ZRL
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® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err| {

S3ExampleError: :new(format!("Failed to build key for delete_object:

{err:?3}"))
)%y
delete_object_ids.push(obj_id);
}
client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildexr()
.set_objects(Some(delete_object_ids))
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
EE
)
.send()
.await?;
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ok(())

« APl OFMIC DOV TIE, TAWS SDK for Rust API U7 7 L > A4 ® MDeleteObjects; S8
LTLKEEL,

GetBucketLocation

ROI— RHIIFE, GetBucketLocation ZFEATAAHEERLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBABL T EEL,

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
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in_region += 1;
}
} else {
println!("{3}", bucket.name().unwrap_or_default());
}

}

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

o APl OEEMIC DWW Tk, TAWS SDK for Rust APl ) 7 7L > A, @ TGetBucketLocationy %
SRBRLTLEEL,

GetObject

ROD— RPlE, GetObject ZFEATB A ZEZRLTVET,

SDK for Rust

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {}", opt.bucket);
trace!("object: {3}", opt.object);
trace!("destination: {}", opt.destination.display());
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let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
DS

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
.send()
.await?;

let mut byte_count = @_usize;
while let Some(bytes) = object.body.try next().await.map_err(|err| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?3}"))
IR A
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
1)?;
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok(byte_count)

« APl OFEMICDOWTIE. TAWS SDK for Rust API D7 7L >R, @ TGetObjecty 288U T
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® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets."
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in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 @ MListBuckets, ZZHBL
TLEEW,

ListObjectVersions

ROD— RPIE, ListObjectVersions A T35 Z%Z RLTVWET,

SDK for Rust

® Note

GitHub ICld. ZOHBOUY—REHYET. AH—BEEREL. AWS I— REAIUKD K
DTHOREERTOHEERRBLTILEE,

async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {
println!("{}", version.key().unwrap_or_default());
println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

}

ok(())

« APl OFFMICDOWTIX, TAWS SDK for Rust API 7 7 L > A1 @ MListObjectVersions, %
SRLTLSEEL,
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ListObjectsV2
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SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}

}

Err(err) => {
eprintln!("{err:?}")

}
}

ok(())

« APl OFFMICDWTIX, TAWS SDK for Rust API U7 7 L > A1 @ TListObjectsV2, S8
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

« APl OFFHIIC DOV T, TAWS SDK for Rust API U7 7 L2 A1 @ "TPutObjecty ZZ8RL T
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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}

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
IS

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« APl OFFHIIC DV TIE. TAWS SDK for Rust API U7 7 L2 A1 @ "UploadParty 28R L T
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/// Generate a URL for a presigned GET request.
async fn get_object(
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client: &Client,
bucket: &str,
object: &str,
expires_in: ub4,
) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig: :expires_in(expires_in)?)
.await?;

println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_until}");

0k(())

PUTS3 A7 IO RNANDEBREIVIIAMNZERLET,

async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time: :Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =
PresigningConfig: :expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(

"Failed to convert expiration to PresigningConfig: {err:?}"

))

hE7

let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;
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Ok(presigned_request.uri().into())
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use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

};

use s3_code_examples::error: :S3ExampleError;

use tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't
/// changed.

///

/// # Steps
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/// - Create a bucket.

/// - Put an object in the bucket.

/// - Get the bucket headers.

/// - Get the bucket headers again but only if modified.

/// - Delete the bucket.

#[tokio::main]

async fn main() -> Result<(), S3ExampleError> {
tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uwuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);

// Generate a unique bucket name using the previously generated UUID.
// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client
.create_bucket()
.bucket(bucket_name.clone())
.send()
.await?;

// Create a new object in the bucket whose name is 'KEY' and whose
// contents are “BODY".
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()

.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,
// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error! ("{err:?}");
String::new()

i

SEDE 569



AWS SDK for Rust FROYN—HA R

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the
// values of the headers "last-modified® and “etag . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => (Err(err), String::new()),

};

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?3}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject® request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the "HeadObject  request succeeded, the result is a typle containing
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// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//

// The _expected_ result of the second call to ‘HeadObject  is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP ‘last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an

// "SdkError::ServiceError".

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified’ and “etag’ headers.
304 => (
Ok(DateTime: :from_stzr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// ~SdkError::ServiceError'.
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),
},
I
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warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())

.key(KEY)

.send()

.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

ok(())

« APl OFFMIIC DWW TIE, TAWS SDK for Rust API U7 7 LA, @ "GetObjects 2R L T
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Cargo.toml ETAKNG > FTIATT,

[package]

name = "testing-examples"

version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]

edition = "2021"
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[dependencies]
async-trait = "0.1.51"
aws-config = { version
aws-credential-types =
credentials", ] }
aws-sdk-s3 = { version

{

"1.0.1", features = ["behavior-version-latest"] }
version = "1.0.1", features = [ "hardcoded-

"1.4.0" }

aws-smithy-types = { version = "1.0.1" }
aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }

aws-smithy-runtime-api = { version
aws-types = { version = "1.0.1" }
clap = { version = "4.4", features

http = "0.2.9"
mockall = "@.11.4"
serde_json = "1"

"1.0.1", features = ["test-util"] }

["derive"] }

tokio = { version = "1.20.1", features = ["full"] }
tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"

F—REYVDVES—ERTYN—Z2&E>1ZY NTANDOBI,

use aws_sdk_s3 as s3;

#[allow(unused_imports)]

use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;

#[cfg(not(test))]
pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]

impl S3Impl {
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#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
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if next_token.is_none() {
break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())
18

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
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.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

D)
.set_next_continuation_token(Some("next".to_string()))
.build())
1)
mock.expect_list_objects()
.with(

eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
D)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

StaticReplayClient ZEA L EET AN DB,

use aws_sdk_s3 as s3;

#[allow(dead_code)]

pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,

>FUF

577



AWS SDK for Rust FRAOYN—HA R

s3: s3::Client,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {

let mut next_token: Option<String> = None;

let mut total_size_bytes = 0;

loop {

let result = s3

.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {
use super::*;
use aws_config::BehaviorVersion;
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use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
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.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);
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use std::fs::File;
use std::io::prelude::*;
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::error::DisplayErrorContext;

use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object: :GetObjectOutput,

};

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid: :Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
const MAX_CHUNKS: u64 = 10000;
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#[tokio: :main]
pub async fn main() {

if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {

let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();
// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
I

//Create a file of random characters for the upload.
let mut file = File::create(&key).expect("Could not create sample file.");
// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {
let rand_string: String = thread_rng()
.sample_iter(&Alphanumeric)
.take(256)
.map(char::from)
.collect();
let return_string: String = "\n".to_string();
file.write_all(rand_string.as_ref())
.expect("Error writing to file.");
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let
let

let
let

file.write_all(return_string.as_ref())
.expect("Error writing to file.");

path = Path::new(&key);

file_size = tokio::fs::metadata(path)
.await

.expect("it exists I swear")

.len();

mut chunk_count = (file_size / CHUNK_SIZE) + 1;
mut size_of_last_chunk = file_size % CHUNK_SIZE;

if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;
chunk_count -= 1;

if file_size == 0 {

}

return Err(S3ExampleError::new("Bad file size."));

if chunk_count > MAX_CHUNKS {

let

for

return Err(S3ExampleError: :new(
"Too many chunks! Try increasing your chunk size.",

));

mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
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let upload_part_res = client
.upload_pazrt()
.key(&key)
.bucket(&bucket_name)
.upload_id(upload_id)
.body(stream)
.part_number(part_number)
.send()
.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :builder()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
println!("The data was not the same size!");
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}

s3_code_examples: :clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");

0k(())
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(® Note
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PlERBRL, REBRVRTOLEZHEL TSV,

Rust Z AL T Lambda TS3 AR NZHELET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function
#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[0@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;

match s3_get_object_result {
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Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")
}

0k(())
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SDK for Rust
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async fn show_instances(client: &Client) -> Result<(), Error> {
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let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {3", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());
println!(" 1Instance Type : {}", n_instance_type.as_ref());
println!();

0k(())
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UTOBREERTOLEEBAL T LEE,

async fn show_jobs(client: &Client) -> Result<(), Error> {
let job_details = client.list_training_jobs().send().await?;

println!("Jobs:");

for j in job_details.training_job_summaries() {
let name = j.training_job_name().unwrap_or("Unknown");
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let creation_time = j.creation_time().expect("creation
time").to_chrono_utc()?;
let training_end_time = j
.training_end_time()
.expect("Training end time")
.to_chrono_utc()?;

let status = j.training_job_status().expect("training status");
let duration = training_end_time - creation_time;

println!(" Name: {}", name);
println!(
" Creation date/time: {}",
creation_time.format("%Y-%m-%d@%H:%M:%S")

)5
println!(" Duration (seconds): {}", duration.num_seconds());
println!(" Status: {:?}", status);

println!();
}
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async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())
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async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
.await?;

println!("Created contact");

ok(())

o APl OFEHAIC DWW TIE. AWS SDK for Rust API 1) 7 7 L > A® TCreateContact; 2B L T
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CreateContactlList

ROD— RHIEF, CreateContactList ZFEATHHEEZRLTVWET,

SDK for Rust
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async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client

.create_contact_list()

.contact_list_name(contact_list)
.send()

.await?;

println!("Created contact list.");

ok(())

« APl OEMAIC DWW TIE., AWS SDK for Rust APl 'J 7 7 L > A® TCreateContactListy ZZ 8RB L
TLEEL,
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match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailIldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
.
}

« APl OFFMICDWTIX, TAWS SDK for Rust API 7 7 L > A1 M TCreateEmailldentity s %
SRLTLSEETLY,
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
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.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
},
}

« APl OFFMAIC DWW TIE., TAWS SDKfor Rust API )7 7L > A, M MCreateEmailTemplate .
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}

« APl OFEHRIC DWW T, TAWS SDK for Rust API U7 7L > A4 ® MDeleteContactListy &5
LTz,

DeleteEmailIldentity
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SDK for Rust
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match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await

{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

}

« APl OFFMICDWTIE, TAWS SDK for Rust API ) 7 7 L > A1 @ "DeleteEmailldentity s %&
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DeleteEmailTemplate
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match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« APl OFFMAICDOWVWTIE., TAWS SDKforRustAPI )7 7L > A, @ MDeleteEmailTemplate .
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GetEmailIdentity

ROD— RPIE, GetEmailldentity ZFEHA T2 HEERLTVET,

SDK for Rust

® Note

GitHub IZld. ZOHOUY—REHYET. A—BEEREL. AWS JI— REAIUKD K
DTOREERTOAEEERBLTILEE,

EX—IT7 RLAFRIAENIEAESHZHELET,

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");
} else {

println!("The address is not verified");

}

ok(())

« APl OFFMIC DOV TIE, AWS SDK for Rust API U 7 7 L > A®M "GetEmailldentity; 25 8RR L
TLEEL,

ListContactLists
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SDK for Rust

® Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");
for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

o APl OFFHAIC DWW TIE. AWS SDK for Rust APl ') 7 7 L > A® TListContactListsy ZZ 8B L T
<FEEV,

ListContacts
ROI— RHIE, ListContacts ZFEATHAEERLTVET,

SDK for Rust

® Note

GitHub IZlF. TOROUY—REHYET, AHI—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTILEE L,

async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
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.send()
.await?;

println!("Contacts:");

for contact in resp.contacts() {
println!(" {3}", contact.email_address().unwrap_or_default());

}

0k(())

« APl OFFMAIC DWW TIX. AWS SDK for Rust API 1) 7 7 L > A®M TListContactsy 228 L TL
zEW,

SendEmail

ROI— RHIE, SendEmail Z2ERAT2HEEZRLTVWET,
SDK for Rust
(® Note

GitHub (=&, TOBOUY—REHYET. ABl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBABL T LEE,

EREVARDIXNTOXN—IZXY - ZREBELET,

async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;

let contacts = resp.contacts();

let cs: Vec<String> = contacts

Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();

let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();

let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();

let email_content = EmailContent::builder().simple(msg).build();

client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;

println!("Email sent to list");

ok(())
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TU7L—hEFALT, BEEEVARDODAYN—2EBLIXY E—JZREELET,

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :buildexr()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
Lbuild();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}
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« API OEEMAIC DWW TIX. AWS SDK for Rust API ' 7 7L > A®M "TSendEmaily 2B LTL K
=L
> UF
Z“1—ALEZ—0OTFUF

ATOd—RAFIE, Amazon SESAPIV2Z D1 —ALZ—O>F ) AFAZRTITDHEZRLTVE
ER

SDK for Rust

@ Note

GitHub (=&, TOOUY—REHYET. AH—BEHRREL. AWS JI— REIUKED K
UTOBREERTOREEBBL T LEE L,

match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
VE?
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
},
}
match self
.client
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.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError::AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
IE
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
.
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow!(
"Error retrieving contact 1list {}: {}",
CONTACT_LIST_NAME,
e

)

};

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :buildexr()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)

>FUF
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.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
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CreateEmailIldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {}", e)),

iy

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
},
}
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« APl OFFMIIC DV T, TAWS SDKforRustAPI U7 7L A1 ORTOREY VZZRL T
<EZL,

* CreateContact
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» CreateContactList

» CreateEmailldentity

» CreateEmailTemplate

» DeleteContactList

» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts

» SendEmail.simple

» SendEmail.template

SDK for Rust Z B L 7= Amazon SNS @ 4

RO— RFIFE, Amazon SNS T AWS SDK for Rust ZfERL TF7 o> a > #E2TL., —MBEsS
FTUFAERETDHHEERLTVET,

ToO2a iYW RERTOTSLIPSODA—ROEKEBRTHY), AVTFANATEITITDIHEND
WET, 7032 RFEYOY—EABEEZEFRVOEITHEZERLTVETA, AJTFANKNOT Y
avigk, BETZIFTUFTHERTEET,

FHIFRE. 1 D2OF—EARNA S, EEEBFMO AWS O —ERAEHAEDE TEROBEKZFT
HU, BEDRAVERITIDHEZRITI—RHAITT,

ZBHICRERELBY—AOA—RAQOUINFEENTHY, - ROBREFEZERTHEICETSZFIE
ZHFETEXT,
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Torar
CreateTopic

RO I— RAlE, CreateTopic EFEATDHEERLTVWET,
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SDK for Rust

(® Note

GitHub iClt, ZOHBOUY—REHYET., AHl—BEEREL., AWS JI— REIUKD K
DTHOREERTOHEERRBLTIEE,

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",

resp.topic_arn().unwrap_or_default()

);

0k(())

« APl OFFMRICOWTIE, TAWS SDKfor Rust API ) 7 7L > A, @ "CreateTopicy Z5BRL
TLEEW,
ListTopics
ROI—RBlE, ListTopics ZFEHATE2HEERLTVET,

SDK for Rust

(@ Note

GitHub I, ZOMOUY—REHYET., AA—KEREL. AWS JI— REIUAD K
YTOBREERTOREERBL TS,

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
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for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());
}

0k(())

« APl OFFHIIC DV TIE. AWS SDK for Rust API )7 7 L2 A®D TListTopicsy ZZ8BL T
=L\,

Publish

RXO— RFlE, Publish Z2EATEDHEZRLTVERT,

SDK for Rust

(® Note

GitHub (=&, TOOUY—REHYET. AHl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBAL T LEE,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{} ", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);
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let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

0k(())

« APl OFFMIZ DOV TIE, AWS SDKforRustAPI U7 7L AD "RiT, ZZRLTLKEEWL,

Subscribe
RDOI— RHIE, Subscribe ZFEHAIT 2 HEZERLTVET,

SDK for Rust

® Note

GitHub I2(F. TO/OUY—REHYET, AH—BEBRRL. AWS J— REIUAD K
UTORELRTNEEERBLTILEE L,

EX—=ILT7RLAZRNEY VICHTRAOZA4TLET,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
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.await?;
println!("Added a subscription: {:?}", rsp);
let rsp = client

.publish()

.topic_arn(topic_arn)

.message("hello sns!")

.send()

.await?;

println!("Published message: {:?}", rsp);

0k(())

o APlI OFFHAIC DWW TIE. AWS SDK for Rust API ') 7 7 L2 A® TSubscribe; #ZBLTL K
=0\,
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ERTBDFECODVTRLTVET,

SDK for Rust

Amazon Rekognition ZEA L TEHERNDSRILZHREL, RFELTETHETESLSILTSHE
BE7EY NEBT7VT—23a>0BRAEEZERLET,

T2BY—AODA—REBREBLCETOFIEICOVWTIEE, GitHub TELBHZSRL TS EE
W,

COPIDOY—AICODVWTFHLLKE, AWS X1 ZF4T/OVRBESBLTLSEE L,

COBITEAZNATVE Y —ER

« APIT—hDITA
* DynamoDB
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* Lambda

* Amazon Rekognition
« Amazon S3

* Amazon SNS

H—N—L A7)
Amazon SNS KN H—H 5 Lambda Bz RO H T

ROI—RElE, SNS REY IASAXYE—TZZFEIBD LI 2TRIUA—ENBD IRV N
Z%(THS Lambda B ZRETDHEEZRLTVET, COBEBBARYRMNTX—EHAS XY
t—CZRMEBL, BXYVE—COABRERERLET,

SDK for Rust

® Note

GitHub IZIE, ZDMDOVY —REHBWET, T—N—LAHTIIVRIZ NI TRR2E
BleaROHT, REERTOHIEZMWEL TLEE L,

Rust ZH L T Lambda TSNS AR N ZHEBLET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
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for event in event.payload.records {
process_record(&event)?;

}

ok(())
}

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

ok(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

SDK for Rust Zf#EH L /= Amazon SQS @4l

ROI— RHIIE., Amazon SQS T AWS SDK for Rust ZFRALT7 o> 3> &#ETL. —BHNES
FTUARRETIHEEZRLTVET,

To2a iV REZTOTZLIPSOO—ROE¥RTHY), AVTFANNTRITIZDIHEND
WET, O3 2O —EAMEEZHTHITHEEZRLTVETHN, ITFANKROT D
2aAviEk, BETRIFUATHERTEET,

ZHICFREBY —AODA—RAQUINFEENTHY) ., I—ROBEFZEETHECEITD>FIE
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Fo>3az

ListQueues

RODI—RHIE, ListQueues ZFEHAT B HEZRLTVET,

SDK for Rust

® Note

GitHub IZlF. TOHOUY—REHYET, AHI—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTILEE L,

=232 ICVARENTVBREAD Amazon SQS F1—ZHEL £,

async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()
.expect("No queues in this account and Region. Create a queue to proceed.")
.to_string())

« APl OFFMAIC DWW TIE. AWS SDK for Rust API ) 7 7 L2 A®M TListQueuesy Z#ZBL TL &
=L\,

ReceiveMessage

RO 1— RFlE, ReceiveMessage ZFAT2HE2%Z RLTVWET,

SDK for Rust

(® Note

GitHub (=&, TOBOUY—REHYET. AH—BEEHRREL. AWS JI— REIUAD K
UTOBREERTOLEEBABLTILEE L,
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async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#?}", message);

0k(())

« APl OFFHIC DWW TIE, AWS SDK for Rust API 1) 7 7 L > A®M "ReceiveMessage 5B L
TLEEW,

SendMessage
RO 1— R, SendMessage ZFEATHHEEZRLTVET,

SDK for Rust

® Note

GitHub ICl&, ZTDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
U'CG)'”""'tiﬁo)j:T/ii’EEEwa<72:?.“ \/\o

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()
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.await?;
println!("Send message to the queue: {:#?}", rsp);

ok(())

« APl OFFMICDWVWTIE, AWS SDK for Rust API U7 7 L2 A®M "SendMessage: 228U T
<EEW,

H—N—LAH>7)
Amazon SQS MU H—A'S Lambda B2 RO H T

ROI—REITE, SQSF1—HAESXYE—D2RBFEIDELL2>TRIHA—ETNBD IR M2
ZITHS, Lambda BBDEREFEZZRLTVET, CORBBARRMNIA—ZLESEXY D
ZHEL, BXYE—OHNBZRERLET,

SDK for Rust

@ Note

GitHub ICl&, ZTDMOIVY—REHYET, Y—N—LAGVTILVRDS KNI TERE
BleaROHT, REERTOHFEZBWEL TV,

Rust Zf AL T Lambda T SQS 1R M ZHEL XY,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)
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0k(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

Amazon SQS NUAH—%EAL 7= Lambda BB TONY FT7 A TLKBDOLKR—bN

LTOO—REITE, SQSF1—H 54XV N2Z(TES Lambda BED=H D, BHHE/NY F
LARADREFZZRLTVET, COBEBEK., LARVARELTNY F7A TLOKKZRE
L. HROXY -2 2R THBEAITIBDELS Lambda IZIEAE T,

SDK for Rust

(® Note

GitHub IZIE, TDEDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaROHT, REERTOHEZHWIEL TV,

Rust Z2fEf L = Lambda T® SQS NY FT7 A TLRKBDODLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::{

event::sqgs::{SqsBatchResponse, SqgsEvent},

sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

}

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {

let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),
}

Ok(SgsBatchResponse {
batch_item_failures,
)
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS STS SDK for Rust ZfEA L = Ol

RXNDI—RHlE, TAWSSDKforRust Z2FEALTT7 O3> &#ETL, — BB FIFEER
I5HEER~LTVET AWS STS,

To2a> &WREZTOTSLLSOO—ROFEHRTHY), AVTFANKNTRERIITIHNEND
WET, O3 2O —EAMELZNHTHITHEEZRLTVETHN, ITFANKRNOT D
2aAviEk, BETHIFUATHERTEET,

BHICRERELBY—AT—RAQUVIHNEENATEY, O-ROBREFZEERTHECEITSZFIR
W TEERT,
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Fo>3az

AssumeRole
ROI— RHIE, AssumeRole ZFERT2HEEZRLTVWET,

SDK for Rust

(® Note

GitHub =&, TDBOUY—REHYES. AH—BEHRREL. AWS J— REIUAD K
UTOBREERTOREERBLTILEE L,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()
.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {}", e.user_id().unwrap_or_default());
println!("Account: {3}", e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« APl OFFMIC DWW TIX. TAWS SDKforRustAPI U7 7L > A1 ® TAssumeRole; S L
TLEEL,
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XD — RFli&, Systems Manager T AWS SDK for Rust ZfEFLT7 02 a>&RTL, —KH
BIOFIARRETDHEERLTVET,

To2aYRINREZTOI LN SOOA—ROERTHY, AVTFANATERITTIZEN S
WEY, 77232 EYOY—EARBZFORIHEZRLTVERIYS, ITFANADT Y
>avik, BETRSFUATHIETERT,

EHICRELBY—AODA—RANQUZVIFEBEATHEY ., J—ROBREFEEERTHELCETEFIE
ZHFETEFRT,

NEY D

« O
Fo>az

DescribeParameters

RO — RHIF, DescribeParameters A T2 HEZRLTVWET,

SDK for Rust

(® Note

GitHub ICl&, TOMOD VY —REHYET, ABl—EBEZHREL, AWS JI—RHIVARD ~
UTOBREERTOREERBL T LEE L,

async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

}

ok(())
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o APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 77 L > A®M TDescribeParameters, &%
BLTLSEEL,

GetParameter

RO— RHIF, GetParameter ZFEATAHAZEERLTVET,

SDK for Rust

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—E%HREL. AWS I— REIUKD K
DTOREERTOHEERBLTIEE,

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

o APl OFFMIC DV T, TAWS SDKforRustAPI U7 7L A1 @ TGetParameter, #35HR
LTLEETL,

PutParameter

RO— RHIF, PutParameter ZFEA T3 522 RLTVET,
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SDK for Rust

(® Note

GitHub (=&, TOOUY—REHYET., AHl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBABLTILEE,

async fn make_parametexr(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)
.name(name)
.value(value)
.description(description)
.send()
.await?;

println!("Success! Parameter now has version: {}", resp.version());

0k(())

o APlI OFFHAIC DWW TIE. AWS SDK for Rust API ') 7 7 L > A® TPutParameter; 2Z8BL T
<2z L\,

SDK for Rust %Z f#H L 7= Amazon Transcribe @ 4l

RO — RHIE, Amazon Transcribe T AWS SDK for Rust Z AL T7 o> 3> 2E£TL. —BH
BOFUAREETDHEERLTVET,

FIFE. 12O —EARA S, B MEO AWS O —ERAELHEAEDE TEROBEHZFT
HU, RENDRAVZXRTIDHEZRTII—REITY,
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BEHICRERELBY —AT—RAQUZIHNFEENTHY, AVTFANATI—REREH LVRIT
TRDHEDFIRZHETERY,

NeEY S
« F )T

>FUF

THFANZEFEICERL, TFANIRTY

ROI—REIE, LUTOBREREZRLTVWET,

« Amazon Polly ZAL T, Z7L—2FTF AN (UTF8) AN 774N ZEZEF 774 IIICEKL &
LR

« Amazon S3ANT Y NCEET7 740N ET7 Y 7O—RLET,

« Amazon Transcribe ZERAL T, EE 774N ETFANCERLET,
s TFANEZERIRLET,

SDK for Rust

Amazon Polly 2L T, Z’L—>27TF AN (UTF-8) AA77AINEZE77A4IIZEKL., &
B77A4I)% Amazon S3 /N7 Y NCF7 Y Z7O—RL. Amazon Transcribe ZEFHLTEEF T 7
AINETFANIEBRL, TFAMNERTLET,

TEBRY—ADA—REEY RTYTBRUOCERTOFIBEICOWVWTIE, GitHub TR2EHIZSHBL T
<kEzL,

COPITERAENATVST—ER

* Amazon Polly

« Amazon S3

« Amazon Transcribe
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V2TRADEFIVT A -BEEKOEERE, FALTVSD AWS H—ER, F—2OHEME, Bl
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COFEILKY, ThERODITERTIZDEDICHMEZREROAN G I —ICREEhET,
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« BTNV NTSERFEL (MFA) 2ERALE T,
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BMLBEOLERT,
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ZEALT, Y—RN—TFT1—OEELR—NZEXVO—RTEET AWS Artifact, FMICDOWVT
l&. Downloading Reports in AWS Artifacty; ZZ8BL TS EE L,

ZERAITZIEOBETROAVTFAT U AEBREAWS O —ER ., BEROT—XOHENE, &
HOAVTSA T ABN, BAETNDERBLTHABICEI>TREVET, 2FATH BN T
FAT 2 AEREDOFHBICOVWTIF AWS O —ER, AWS " EFa1UF A RFIXT b, 25RL
TLEE L,

COAWS BREFLRFT—ERR. JR—NTDHEED Amazon Web Services (AWS) H—E A Z &
UTEEHEEETILIERVET, AWSH—ERAtEF1UFTI1BHRICOVTE. AWS "H—ERAE
FAVFTARFIX I R=JEAWS, AVTFATVATOIZLICED AWS O T FA4T
CADE)EIDOTREZEDH—ERAZSRBLTSEEL,

COAWSHREFELEFY—EAODA 2 TTZANZOFYyF1IY
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COAWS HRFLFT—EARYR—D RY—ERZEATRH. JO-NILRY ND—D
EFIVFACROTAWS REENTVET, AWSEFIUFAH—ERENMIVTFAL
ZU0F v AWS ZREITDHEICODVWTE, AWS T T D REFIVFT 1, Z3RBLTLKEE
Woe 1V7FARTIOFvEFIVFTAORANTZ VT4 AZEALTAWS IRIBZRFTTHIC
l&. TSecurity Pillar AWS Well-Architected Framework. @ "lInfrastructure Protectiony ZZ 8L T
<EZL,

AWS RFEENI- API - ZFEAL T, XY ND—OBHATZO AWSHRELEFY—ERILCTY
TALET, V47 NIUTZYR—NITIHBENHY KT,

« Transport Layer Security (TLS)o TLS 1.2 A"%EAT, TLS1.3 ZHEHLE T,

« DHE ((§A7 14 7 14— AN NEHEE) X ECDHE (FEH#BET 1 71— ANV EHE) KL
DEEBHMWEM (PFS) ICKBDBEEASM—Ko chSDE—RIF Java7 AREE, FEALEDER
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T, VOIARNIBTIOEAF—IDE, IAMTZUINILICEERITSATWSES—OL Y RNT
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ZFEALT, —BNAEXF1I VT (REERZERL, VIITANCEBRITDCEETEERT,

COAWS HREFLFT—ERR., FR—NTBHED Amazon Web Services (AWS) H—E A Z &
UTEEHEEETILIERVET, AWSH—ERAtEF1UTFTABHRICOVTE. AWS "H—ERAE
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FAVFTARFIXI I R=JEAWS . AVTFATVAZOTZLICEB AWS AV T Z4A4 T
VADHEADRREBZDH—EAZSZRLTSEZL,

THR/NTLS N—2 3> ZEAH Y% AWS SDK for Rust

l& TLS AWS SDK for Rust Zf AL T, AWS H—ERELBEITIBOEF1 )T 1 ZE{LLE

T, SDKIE, F7FIIRNTTLS120EON—>23 > #2BRALET,. T74IILNBNTE., SDKIFOZ
ATRNTTVTr—23a20EH—EAOBEATHERATES TLSORE/N—>23 &I I—NL
F9, HlXE, SDKIF TLS1.3 2SI —NTEDHENHYET,

SDK AT TCP ARV R AFETHRETALICKY, BED TLS/N—>a > uw#TF 7 UTr—
JAVICEBRATEE T, ChZHATHIEHIC, XOHFITETLS13 2 BHITSZFEZERLTVE
9,

@ Note

—#D AWS H—ERARELE TLS13 ZHR—MLTVWEBEWES, CON—23 2 ZEA
T2E SDK DHEEAMICHETZARMN B ET, FFERBEANOF7O/ DRI, &
H—EATCOREEZTANITBLZ2HBOLET,

pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.Q.itexr().map(|
ta| {
rustls: :0wnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS
let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
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.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)

.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();

// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client = HyperClientBuilder::new().build(rustls_connector);

let shared_conf = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

0k(())
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