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« SDKk., VDIIARNZE AWS IZEETDHIIC, Z7O077A4)ILDO SSO h—0 2 7O0NA X —HRE%
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[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

SDK for Rust Tl, IAM Identity Center F2REZEA T A HICE SIZ/NY T—2 (SSO % SS00IDC
BEYET7Vr—2a ICEMT2RXEBEELYEH A
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ED
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AL EFEALTVWSHEE, Y RiE aws sso login --profile named-profile T9,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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$ aws sts get-caller-identity
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TW% IAM Identity Center PHIO 2 NET UV EAFTOEY M #b’zi‘c‘f nEI,

® Note
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WBEEE. RIAEBREANTDIRSICEREhEL A,
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HHYET, AWS CLI & SDK for Python LIZBEEhTVWR -, PIOEAHFITXY 2—
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V), I—H—PHAREE., VJ—V9T7A—AT7ATFoT1T1EHRENRET,
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EEV,

« RANTZUTAAOFHMIOVTR, IMIA—H—HA RO TIAMTOEFI1UT 1 ODRAL
72074 A1 22RBLTLKEEV,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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BRI TN BTTITr—>a2 2K LET,

Bl FR SR

AWS SDK for Rust ZfEfA 92 (CI&. Rust & Cargo 1V AR—=ILENTWVWBUENHVYET,

« Rust Y —)LF I —2: https://www.rust-lang.org/tools/install 24 > AR —IJLLE T,

« cargo install cargo-component OAX > RZZE4TL T, cargo-component ¥V —J)LZA4 > A
N—=ILZET

HRY—)L:

ROATS3aY—)LZIDEICAVARN=ITRDE, J—RBERRNS TN 21 —-—F 120 TIC&L
TBENTEET,
« rust-analyzer JL5REEREIC DWW TIE, TRustin Visual Studio Codey Z#SHBL T EE L\,

« Amazon Q Developer IZDWTI&, TIDE (Z Amazon Q Developer #LREREE IlE TS50 4 & A
VAR=ITB, #2BZRLTLEEL,

E#HO SDK 77— 3> OER

COF|ETIE, DynamoDB T—7 )N E—BRRITDHH D SDKforRust 77U —>a> #ERL
F7,

1. —XFLNFEROADY=ILDAVRIT, PTVT—2322ERKTRIEI—ROFAHMIC
BEBLET,

2. ROON REEFTLT hello world F4 LU RNUERERL. XDELSBZEAT I N> D Rust
J7O>TIORNZADLET,

$ cargo new hello_world --bin

3. hello_world F4LZKVIZCEBEHL, XOOIX> REFERAL T, YERKEFERET )T —
>avIZEMLET,

SUTNBETTIr—23a T DER 6


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
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$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full

Chs OKFEKRICE. R IO ARL—IVOERRICEAET NS tokio VL — b &
&, DynamoDB DX EMEEE HR— N ZRM TS SDK YL —KNFEENET,

(® Note

tokio/full Tokio DS B HeEEFEAL B VEE, EEHZ Y 2/ LAKRMHEhEE
Ao SDK for Rust [CIF3EREIZ > R A LABETT,

4. ROID—REZEDHDELSIZ, stc FA1LIKMN)D main.rs ZEHLET,

use aws_config::meta::region::RegionProviderChain;
use aws_config: :BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");

let names = resp.table_names();

for name in names {

println!(" {3}", name);

println!();
println!("Found {3} tables", names.len());

&0 SDK 77— 3> OER 7


https://crates.io/crates/tokio
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ok(())

® Note
COPITE. BROFRINOR—ZDAZERRLTVET, EHOR—ZOBERZLET
BHZEICDOWTIEE, Mthe section called “Pagination (R—Z 9E) ), #5BL TS EE
Wo

5. UTo7A7ZLZEITLET,
$ cargo run

T—7ILEDVARFRRENET,

AWS SDK for Rust ¢ E &

AWS SDK for Rust 2L =7’ O 5 0OER (Rust 7O Z X JSREOERE, SDK for
Rust 7L —KICBIT21E8H. 70> T NERE. SDK for Rust IC& 3 Tokio T2 A4 LADERTTE
BE)COVTHBALET,

I 353
AWS SDK for Rust ZfEA T ICIE, Rust & Cargo "1V AR—=)ILENTVBUENHYET,

« Rust Y —)LF I —>: https://www.rust-lang.org/tools/install & 1 > AR —)LUE T,

« cargo install cargo-component Y2 RZZE4TL T, cargo-component YV —J)LZA4 A
R—=ILULET

HRY—)L:

ROATS3a>Y—)LZIDECAVARN=ILTRDE, J—RBERRNS TN 21 —-—F 1420 TIC&L
TBENTEET,
« rust-analyzer JL5REEREIC DWW TIE, TRustin Visual Studio Codey Z#SHBL T EE L\,

« Amazon Q Developer IZ DWW Tk, TIDE | Amazon Q Developer #LsREEBEE =& T ST A 2 % A
VAR=ILTB, ZSRLTLEETL,
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https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html

AWS SDK for Rust FROYN—HA R

Rust 0 &1

UTE, A2 THBLKERIDRust 7O TSI IEZFOELRTT, FHMAIICHERICODVTREIRNTO
SBEE, "Rust 7O T30 55%E) T,

« Cargo.toml FEEDO Rust 7O TV RBREZ77AILT, 7OP IV MNCHTRIKRFHREXR
F—EANFEEFNRTVWET, Rust Y—RAT7 7 AI)NICKE, .1s 77 AINIERFHFHYET, Hello,
Cargoly ZZRL TS EZL,

« Cargo.toml E7’O7 7ANTHAZIAATEES, "UD)—RA7O774)&2FEALE
IRODAZIARX; Z5RBLTLKEEVY, Chs070O774I)k. B AWS config 77
AIILAHTOAWS ICEB7TO77MIOFERERFELICEBRTHILTVET,

s SATSVOKEBREETOSIVNIBMNT S —KRWAFER, cargo add ZEHTZ &
T9, Mcargo-add) ZZBLTLKEEV,

* RustlZlF. ROXSBEFINGEBBEN BV ET. let F—D—RFZEHZESFL., FHT
() ERTFIEBBBENHYET. let DRCBEEELERMES, IV /N(SEHERALE
a-o rﬁﬁ&tﬁjgﬁJ E%R‘ﬂb‘((ﬁéb\o

fn main() {
let w = "world";
println!("Hello {}!", w);
}

- ARNBE T 2H 2 ZEHRx ZETIHLOHIC. Rustlid x: TN EZFEALEXT, 'T7F—2E, %
ZRLTEEL,

e struct X {J BFHLVEXZEEBELET. XYY REFE, DAZLBEAXOE X CREEhFE
To BXDODXVYY REE, F—T—Rimpl OFL 74 Y VANV ERET/OY I TESTEIE
T, RETOYIRTR., self GXVY RIFUVHEENLEBEARDA VAR AESRBLET,
FF—J—Rimply BRY "XV Y REX, 25RBLTLSEEL,

- BRERFLCREBTFTEHLEEDNDI XORICBRESR () FHE<HEES. TOA—REYIAOZE
%it(’i@o‘tﬂbfb\iio FVQDJ E%R‘ﬁbT(EéUo

« Rust Tlk, EEFERIT—W panic! XV7OIC&K>»TRENET, 7O 5 AT panic! HH
£92E, KBAYE—2%2HALT, FUODAURL, ARV V% IOU—"2TF Y7L TRTLUE
¥, panic! ICXDEEFTELEIT—1 BSRLTLEEL,

« Rustid, 7O SIIEEBEODELDIIR—ATTADLSOMBEDHREZHR—RNLTVEE
ho traits CEFN Rust XYY ROFA—N—O—REZRTIBFETT.,. NLANE. BIE=H
CRERAVE—TIAARAICUTVDEEZERADZENTEET, EEL, NLAMNEEDAIVEZ—TI

Rust @ &/ 9


https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch03-02-data-types.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch09-01-unrecoverable-errors-with-panic.html
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AAICEEWVNY B, Z2<DBE. RFI7OCLATERDFETERAENET, "ML HBE
NIRDEFEVEEERT D, BSBLTLSEETL,

« ZHEEF, A4cOF—2BEZEBIICERTD LR, EHOF—RBICHBT B HEEE Y R—
RTD2I—ROZETT, Rustik, 3EEHE, NLAKM, DPIRVIRAZBLUTZHZEYR—K
LTVWEY, THIZATA, BRUOOD—REFBELTOME ) Z2SBLTSEETL,

« Rustld, XEUILODVTHEICHRHNTT, AN—RRAREK, "THRAVEODRSICIRDES

BIMOXRTF—REMWERZ DT —2BE, TF, "TAX—KRAVZ, 25BLTILKESE

(AT

s CoOwWBHEFIO—2AVFARMDARI—RNRAVEATHY), BEIZISUTXTY OFFE#EZ R
HUTICEETADICE’IEET, TEnum std::borrow::Cowy ZZHBLTLEE,

c Arc BiF, W)Y TESNEAV ARV ARAZENIRNTBTRIVIOSBAIT MNBEAT—RR
AR TF, TStruct std::sync::Arcy ZSBLTLEEL,

« SDKforRust I&., EMEHEBETZIEHICENLT—NE—2 BB EALET,

AWS SDK for Rust 7L — N D E#E

« SDK for Rust #8EN 754X VDT UL — Kk aws-config T9, Chid, REHNSKREERH
MBBENBHD LD, BEAEDTOZIINIEENRTVET,

$ cargo add aws-config

-« Zh% AWS Config ERIEN D AWS OB —E R EBRLAVWTLSEEV, ChiEH—ERT
HY), AWSOH—ER VL —MOFREHBICH > T aws-sdk-config EFEFNET,
« SDKforRust 74 72Uk, AWS DH—E R ZEILBBZTATZVIL—NIDEENET,
chsmY L —BM& https://docs.rs/ TAFTEE T,

s AWS OH—E R VL —bBIE, aws-sdk-s3 X° aws-sdk-[servicename] 1% & D aws-sdk-
dynamodb D@ HRAICHVET,

AWS DH—ERA%ZBETHEHO7O0IIMNEE
s P7N—2a TCHERATAZZEAWS O —EAO7OIONIOL—MNEZEBMTEAHENHY)

x9,

- 7O TV TFALIVNIVATIOR Y RZA2ZFEAL T, cargo add aws-sdk-s3 5 E®
cargo add [crateName] ZR{TLTYUL—NEEMITDHFENEREIhET,
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https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch17-01-what-is-oo.html?#inheritance-as-a-type-system-and-as-code-sharing
https://doc.rust-lang.org/book/ch15-00-smart-pointers.html
https://doc.rust-lang.org/std/borrow/enum.Cow.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://docs.rs/
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« ZNIZKY), Cargo.toml DTO7AOT TV D [dependencies] ICTABMENE T,
« F7AIRTR, ChICKWIL—ROEFHN—23 27007 MNCEBMENET,

« Y—ART7T7A)LNT, use A7— XU NEZFEALT, JL—FOEEBZAOD—7RHIZEVIAKE
T, Rust 7OV SIVIEBIITHARND "AHONY T —2%ES ) #SBLTLSEZL,
s JL—RNBRERNAT7TRYSNBDENKLSHYETH, RBICIL—NZFEATIBRICIE/N
AT NTUOR—AATICEBRENET T, HIAEF. aws-config VL —KEI— K use A7—
RX> NTuse aws_config E UTHERAEET,

c RERBMEINEYITY, RERFRI—RTEEITSCLE., REEZEBXBRE/7AMIILOHNETE
ETDCEETEFRT, FHFMICOVTE, THEBT AWS SDK for Rust —E AT ZA T N &%
ETD) 2ZRBLTIKEEV,

« SDKIZK 2 TREZHRHIATE, FEALEDREICRIEBRT 7RI EETE O, B
@l&"ﬁﬁ'irﬂ:ﬁﬂ'ﬂﬁh’_;ﬂﬁéhijo AJRJFZ2BMCITBHFEICOVTIE. TAWS SDK
for Rust TOOJRBENERELFEH ) BSRBLTIEEL,

c KBOORBERERE7 7AIURER. 7O L0OFRBRKIC 1 EO—REINET, ENQE
ik, 7OV LZBEBIZDRTRIENERA,

Tokio 7> 24 L

« Tokio l& SDKforRust 7AYJ Z XV U SREBOIIRFEZT O XA LATHY), async FAVZERTLE
¥, ltokio.rsy & KT Tdocs.rs/tokios ZZRL TS EE L,

« SDK for Rust ICIEIERIHAZ > R4 AN BETT, XOIUL—KNZ7ODIVNIEMTZE®E
BEHLET,

$ cargo add tokio --features=full

« tokio::main BMEN IO, 7O ALANOFEEABHAA I VRNIRA N EERLET, D
NOOQZFERATAICE, RICRTRSIC, main XYY ROBOITICEMLET,

#[tokio: :main]
async fn main() -> Result<(), Error> {

Tokio Z> &4 A 11


https://doc.rust-lang.org/book/ch07-04-bringing-paths-into-scope-with-the-use-keyword.html#using-external-packages
http://tokio.rs/
http://docs.rs/tokio
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AWS SDK for Rust TOH—E ATV ZA T2 MDERE

Z7O07ZL%FERALTAWS DY —ERICTIVEATSE=HIC. AWS SDK for Rust & AWS O
H—ERZOVZA T MNEEGRZFEALE T, HlAEE, 77U —>3 25 AmazonEC2 IC7 7t
ATBDRBENHBDFE. T7IVT5—23 2 R@3FOY—EAREAR—T T4 A% &% Amazon EC2
DAT > NEBEGREERLET. RIZ, Y—ERAIZATUMEFEALT, TO AWS OH—EXR
CHULTUIIARNERITLET,

AWS DH—ERICVUIVITARNZITSICE., ESTH—ERIVSATNEZERTRIULEN HYET,
O—RAFEATZREZEAWS OH—ER ICEK, EAOIL—KE, YR ZITSEOOEROEAN
HYVET, V4T NE, Y —EANREITDZEAPIARL =23 VICHBTEIXY Y RETH
FhoBALTVWET,

SDK DEIEZRET D HERFZIRICOLEY KT, RENICEINTH—ERIZ4/T72 NOBE
ICERLTVWET, EOLKDIBREE, TRIEITVTERENEY—ERIZAT M EREH
DETRMRNIBYEEA,

AWS OH—ERAZFEALTHREITIRICE. AWS ICKV) A—RAEDRSICRIATIH EHILT
PHRENHVET, FAITZAWS V-3 ZRETIHBENFHYET,

AWSSDK £V =IOV T7 7LV AHA RIZIE, AWSSDK DELICHBTHRE. HEE., TOMHD
EXG2EEENTLERT,

REY D

« H\EBT AWS SDK for Rust Y—E ROV TSA T N2 RET S
« J—RT®H AWS SDK forRust Y —ERVSAT7 > MDORE
« AWS SDK for Rust IC AWS U—>3> #RET D

« AWS SDK for Rust FREEEHR 7 O/N1 X — D E A

+ AWS SDK for Rust TOEMEN—2 3> DO ER

« AWS SDK for Rust TEBHRTZHRET S

« AWS SDK for Rust TR A LT IR EERETD

« AWS SDK for Rust D A 7 H#'—/N\E'U T 1 #EEDRTE

« AWS SDKforRust TO U ZA T RIY RARA 2 NDRE
« AWSSDKforRust T, 9247 KD 1BTODARL =23 VEBREZFA—N—"F4ARTD
« AWS SDK for Rust §T® HTTP L AJL D ERE DMK



https://docs.aws.amazon.com/sdkref/latest/guide/

AWS SDK for Rust FROYN—HA R

« AWS SDK for Rust TO A > 2 —t72—NDHRE

SNEBT AWS SDK for Rust Y —ERIV AT NZ2&RET D

Z<OFRERFI—RONPTEETEELET, RENNBTEEEIATVSDIBEE, TORERIANT
DT 7Vr—2aVICBAEThET, BEAENRERER., REZHELIEEROHEE AWS config
T7ANEFERALTHISCENTEERT, £B config 774U TR 707741 EHENS
BRDIRELY hEREBFLT, RREXTANIE LRI REZRMTEEXT,

REZHEHRB config 771 ORERFRENMEZTNTEHY), AWSSDK XY -2 THEET L
T, BRABEEPT7VT—23 ETE—BELEBREEYR—KNLET,

SDKRREDFHMIZ OV T, TAWSSDK &V =IOV T 7LV AHA R, 25RBLTLKIEE
Vo SDKARBEREIIEERET7 7AINDLSEBRTEDIINTOREZHIETSHICEF. "TAWS SDK
EV=IDOVTF7FLYAAA R, @ "TREVI7LA ZZRLTLSEE W,

AWS DH—ERIZCUIVTARNZITSICR., ETEFOH—ERAODIZATRNEA VAR ANLE
o RALTIRNRPHTTP 95472 b, BRAITRERE, Y—ERIZA4T NOHRBREZT
SENTEET,
FEH—ERIZATU NG AWS V=23 EFRIBER7ONAA—HNHBETT, SDKFhs
NEZFEALT, VDY—RAOELWD =23 VICU VT ARMEEFL, EVLVERRAIEHRTUIIARN
ICBBELET, ChSDEFRI-—RATTOVZAILK>TEETSRCLE, REASEBHNICO—
RENDKRSICTBDEETEFRT,
SDKICIK, BRENEZRDTALOICIEFICHEFEID—EOFM (FLEYV—R)FHYUET,
1. A—RFLEBRHY—ERITZFATNEBERICREENTVIHATRHNERER. HORELEEE
ThET,
2. RIREH
- REZHOREOFHFMCOVTIEE, TAWSSDK EV—=IDOUT7LYAHA R, O TREE
B, ESBLTLEE W,
« DINORREERIE., ATLEME, I—F—2& BEOX—IFIEvarvigE, &
TEBRAD—TILARITHRETED CELICEFRELTLEZY,
3. 8 config 8K credentials 77 1)L

c ChSDT77ALDOREICOVTE, TAWSSDK &EV—I)LOUT7T7LYAHA R, O THE
config 77 A4 )L & credentials 774 )1 ZSBLTLKEEL,

954T > NOAERE 13


https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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4. SDKY—AO— REBHFREEITZTF 7 A MNMENFREICFERAETNET,
« Region BEQ—HO7ONTAIC@EF 7R EEA. Chso7ONFT 1k, O—
R, REFRE. FLEEFHE config 77MILOVTNA THRNICEETDHEN HVYE
T, SDK A MBELREREEHRTELRVFE, APIUIJTANIERTEICKHITDAREEN B V)
£7,

I—RT®HO AWS SDK forRust Y —E RO SA4T7 > NDOERE

RENF - RATEELEBE D HEE, REODAI—7R, TOIA—REEATZIZTITIT—>3>
CREEhKT. TOTTVT—>3 VAR, IXNTOY—ERIZA T MNIXNTHITO-/NIL
HE. BED AWS DY —ER ZATODIXNTDIZATUMINTIERE. BEOH—ERDIS
ATVRNAVARDAICRTDREDA T2 AVHHVET,

AWS DY —ERICUJTIARNEZTICRE, ETETOH—ERAOITZATURNEAV ARV AILLE
o ZALTIRRPHTTIP V5472~ BREITRERE, Y—ERIVZA T NOHBREZT
STENTEERT,

BH—ERIZAT7 NG AWS V=23 ERMEHB7ONA T —HFYBETT, SDKIFhs
NEZFEALT, VDY—RAOELWD =23 ICU VT AMEEFEL, EVLVRRAIBHRTUIIARN
ICBELET, CchsOERI-RATTOTSAICE>TEETSRCLE, RE,SEHNICO—
RENBDRSICTRDEETEET,

(® Note

HB—ERIVTZAT7RNEAARNTZIORNCOARNNDDBDCENZL, —BRBICHBEETNS
CEEBELTVET, chZzBBICTDEH, IXTO Client BiEMIE Clone 2R
LET,

REBNSITVSATURNEHRET D
REYV—ARETITIATMNEERTSICIK, aws-config JL—MOEHXY Y REFRALE
¥,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

OdA—RTOIZAT >V NDOERE 14
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let s3 = aws_sdk_s3::Client::new(&config);

CDHETITAT > NEERT S E, Amazon Elastic Compute Cloud, AWS Lambda, &7 &
H—ERIVTAT 2 NOBRENRED SEEFNATERDTOMOIATFANTETITZEESEN
BABYVET, ChiC&kY, I-RIETRELNSHBEh, I—REZELFICERD AWS 1) —
AVICFTOMLXRTLLAEYET,

BEOZ7ONT A ZARNICHA—N—F A RTEXT, ARHNBRERL. RTREL SHERENLD
RELNEBETNET, ROHFITR, RELSKREZHRAAKETTA, ARNICAWS V-3
ZA=N=Z4ARLTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

(® Note
INXNTCOREBN VAT NOEBRBICEAIAENDDITTREHYERA, I9F4TH
HFVOITARNZTOBRIC, —BAET I 12AF—X |IAM Identity Center D FRE% £ DFRFETE
HMBAENRER., FRABEHR7ONAE—LAV—ICX>2TTFIEAETIET,

BIOFIZRTI— R BehaviorVersion: :latest() &, F7 AN NICHEATS SDK D/N—> 3
~&ERLTVWET, BehaviorVersion::latest() k. BEAEDT—ATHELTVWET, Ff
ICDWTIE, TAWS SDK for Rust TOEEN— 3 0FER) 25BLTLSEEL,

Y—EABBOREICELT—NE—22FRATS

F7723a>0HRICE, BEOH—ERITZFATURNREALATTOHBETEDREDNHYET, £k
L. BEAEDNEE. REDAIBDIREN STHRAIAK, TORICEMOATa D ERHICEELT
BMI3HENrZVTT, ELX—/NX—2IF. AWS SDK for Rust 7L — N —fRI /N —>
T, £ aws_config::defaults ZFEAL T—MWAREZFTAIAHK, RIC from XYY R%ZE
FRALT, TOREZEXERFOH—EAOEL R —ICHEAIALETT, TOR, TOHY—EAO—ZE0D
HREMZREL, build ZHVHTENTEET, REIC, COBEROBRENSIZFAT N
FERENET,

H—ERAEBAOREICELA—NZ—22ERATS 15
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// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())
.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

BEDRATOH—ERIVTATNTHEATEDEBMXYY RE/RETEDHED 1D
(&, aws_sdk_s3::config::Builder BLED APl RFIAX NZEFERITBHETT,

SEZHRNEITA T2 MRE

RENSEEZO—RIZDRDYIC,. BEDETH—ERITATURERETSICE., RIZRTK
S, 94T K Config ELF—THEETEET,

let conf = aws_sdk_s3::Config::buildex()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

aws_sdk_s3::Config::builder() ZFEAL TH—EAREZERL LEHEES. T7 I MEER
RAIAENFEL A, T7FINE, aws_config::defaults ICETVTRELZERTIHEEICD
HFFRHIAENETT,

F723a>oRiC@E. FEODH—ERIZFATURNEATTOIRIBETEDREDONF HY)ET., AIOH
l&. Amazon S3 V54 7> N T endpoint_resolver BB EFERA T2 HERLTWVWET,

AWS SDK forRust IZ AWS U—<3 > #BET

AWS U—232 AL T, BEDOMEBENT T TEETS AWS DY —EARILT IV EATER
T, chld, TREZBRERIZ O, I —HFT7ICLRATRIEMOELSTOT—RETTIT—

SELBERNEIZAT > NEE 16


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/struct.Builder.html
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JAVORTEHBEIZIEHICAMNTT., V-3 0EAOFMAICOVTIE., "TAWSSDK &V —
LOVTFLYAAA R, O TAWS V=232 ) 2ZRLTLEE L,

/A Important

BEAEDDY—ARKED AWS V=232 ICELTHY ., SDKEAKICEEL WD —
PAVEEETIHLENHYZERT,

AWS UJTANIEATZEHIC, SDKforRust @FDF7 A RD AWS V=232 ZRET D
BEABYNVES, COTF7FIILRE, V=230 FBEETATOVEVINTO SDKY—EAXY Y
ROFUOHUICERAEZhET,

HB AWS config 77 AN ERREBERTT 74N =3V EZRETIHICOVWTE,
"TAWS SDK &V =IOV T 7LV AHAA R @ TAWS V=232, ZZRLTLKEZ L,

AWS U—a>y 7 ONA A —FI—>

B—ERIZATNOREEZRTREN SHH}ACHEERF. ROBRRTOLANFERELEK

¥, SDK A RAICHRES N TVWRENMREEND &, ZOEAVZFATANOREICEAETIE
T YU—ERITATUNOEROFHBIIOVWTR, "RENSITATURNERETD ) 25RL
TLEEV,

1. 7O ZLECL>TRESNEEHATRNE)—23 2,
2. AWS_REGION IRIFZEMAHEENE T,
« AWS Lambda H—ERXAZFEAL TVSHEES., CORBEZHIE AWS Lambda I TFICKk2T
BENICREENET,
3. HHE AWS config 77 4D region ZANTAAF IV IEhET,

« AWS_CONFIG_FILE REZXHZFEATDE, B config 771 I DBMZEETEET,

COT77ANOREBFAOFMIOVTIEE, TAWSSDK EV—=ILDOVTF7LYAHA R O
TH#75E config & credentials 774 DEFFL ZZRLTLKEEV,

« AWS_PROFILE RIFEZEHZFEATRE, T7FILRNORKRDYICERFETOT7 7ML ZERT
EFET, BREINETOT77AINOREDFHFM-COVWTIE, TAWSSDK &Y =IOV T 7L
AHA R @O THE config & credentials 774 )1 Z25BLTLSEEL,

4. SDK &, AmazonEC2 /1 VY ABR 2V AX R TF—2 Y —ERAZFEAL T, BERXRTH D Amazon EC2

AVARAD) =23 BRELESELET,

« AWS SDK for Rust I& IMDSV2 D& ZEHR—KNLET,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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RegionProviderChain &, Y—EAIVTZA TN THEATIELRREZERTHHRIC. BINOD
O—RBELULTEBNICERAEhET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()

.await;

O—KTAWS U= 3 ERETS
A—RTU—23 > zZzBARNICKRET S
=232 ZHATRNICERETSHEEE. BBET Region: inew() ZEEMSEALET,

)—=2a>7ONMA—F -2, BE, #£F config 77 14J)L, AmazonEC2 1 VAR A X
BRTF—RY—ERZFIVILBVEHFERALERA,

use aws_config::{defaults, BehaviorVersion};
use aws_sdk_s3::config: :Region;

#[tokio: :main]
async fn main() {
let config = defaults(BehaviorVersion::latest())
.region(Region: :new("us-west-2"))
.load()
.await;

println!("Using Region: {}", config.region().unwrap());
AWS ) =23 ICEMBNEINZAINLTVWR CEZER LTS EEVW, ADULEERRIEENE
A,

RegionProviderChain D AR YA X

=232 efHBRETEALLY, EBELLEY, BRFI—2ENAZIIAALIEYTRHE
k. AWS V—o3a> JONAE—F -2 Z2FALEY,

use aws_config::{defaults, BehaviorVersion};

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::config: :Region;

use std::env;

J—RTAWS V=232 ZRETS
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#[tokio::main]
async fn main() {
let region_provider =
RegionProviderChain::first_try(env::var("CUSTOM_REGION").ok().map(Region: :new))
.or_default_provider()
.or_else(Region: :new("us-east-2"));

let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;

println!("Using Region: {}", config.region().unwrap());
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ROBITIE, O—RICEEBER7ONAM A —%Z2BELTVWEE A, SDK (k. BEHEFEHR7O/NME —
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let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);
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IAM O—I)LZ#ERL, 1 2ARVAICTRYFLEST, A AR ALED SDK for Rust 7 7°1)
=23k, O—=)LICE > TREENEFRIEBREZE ANV AZAXEZTF—2ASHBLELS E
LET,

- SDK for Rust [& IMDSV2 D& ZHR—KNLET,

e COO-IDREEAZTF—ROFEAOEM-DOVWTIE., "Amazon EC2 I—H—HA R, O
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e ZO7ONAZF—®O SDKEREZONT 1 OFMICOVWTIE, TAWSSDK &V —=I)ILOUT7 7L
DAHA R, @O TIMDS FREEESHR7ONA A —1 Z25BL TS EEL,

6. CORRTHIARHRABIEHMEMRE N TVWEVIERRE, panics ARL —> 3V TIZ7—"#4E
LEXY,

AWS FEEEHR 7 ONA A —OREDFHFMICOVW T, TAWSSDK &£V =IOV 77 LY AAA
Ry D TREVIZIZLVAL O "EEMEMEFEHEHRZONAT —1 2ZRBL TV,
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SDK ICKBRREEFZEDHRHD O ICRIER7ONAEF—FI—2VICHETH2OTREL, BED
REEHR7ONA A —ZBETEET, aws_config::defaults ZFEAL T—HRHNBEHREEZO—
RIBBE, UTICRTRIIE, DARAZALRIMBERIONAF—2Z2IEETEET,

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;
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"o THIALL, P7UT—2a3a 2 08ECTFHULAVEREZ52S ek, HILLEXILESE
BRLEHODODRARNTZ VT A ADEERHEEDHR—NEITABDLSICHYET,

/A Warning

BehaviorVersion ZBATRMICIEEE §IC SDK BZREL VY., 954 TF7 > MNEERL Y
L&S5&ETDE, AVARNTIRIE panic ICEV) T,

BIZE, FILLWFT7AZILMOURNTAR)S—%Z@ZA T SDKOFLWNN=23a o)) —AEhis
ELET, 77U —23 0 SDK OBIO/N—2 3> & —3 T B BehaviorVersion ZFEAL
TVWBHE, TOUHBIORENFHLVWF 72 REREORDY) ICFEREAET,

SDK for Rust D#F L WEBIMEN—23 D) —AE B T2, BLEI0O BehaviorVersion

(& SDK for Rust ® deprecated BTN —o&h, HILWIN—23UFEmMENET,
NICKRY, AUNALRICBENRELTTH. ThUAGBEESYEI RABREL E

¥, BehaviorVersion::latest() EEFHEh, ILLWN—320F 72 ) MBMEN REIE
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® Note
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Cargo.toml TEIMEN—2 I3 ZRETS

SDK X% NDED 1 —I)LDEME/N—2 32 (aws-sdk-s53 £k aws-sdk-iam & &)
(&, Cargo.toml 77 A )ICEYUBHET ST Z2EHDEICLYIEETEXT, BFRT
(k. SDK @ latest /N\—2 3> O & A Cargo.toml THR—KRENTWVWET,

[dependencies]
aws-config = { version

"1", features = ["behavior-version-latest"] }
"1", features = ["behavior-version-latest"] }

aws-sdk-s3 = { version

O— RTEEN—U IV EBRETS

SDK XLRIVTZATURNERETDEEILTI-—REZEEITD LRV, BEICRSUTEHEN—
DAV EEETEXRY,

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;
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WTERBALTVWET,
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ERD
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TERLET,
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LToflk, BRATARERGEHRBEEATEA,

« NIX—=BRBLELEEFEM
e WAt/ EFIVTAILTo—
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RARITEH

EEE - RetryConfig & aws_config::defaults ICRMETDZ&ICKY), I—ROFARERT
EHEHAZINAATEEXT,

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

BRAFETEE 25


https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html

AWS SDK for Rust FAROYN—HA R
EBiEE /N OAT

BRITHIZERSEE. T74)MN0BRATHEBIAORTOMICHFHRLET, ZHOBHATOELER
PEVWTIA, ThUEOBRTOEZFEHEBRNICEBNLET, FRNELEERF, RE<BZYTE
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ITNTORATEORBEICKEK, FUOFLBDYZNFERAENET, DVARIE, BETAN—LAZSEER
CINEMNHDIAREL T —NOEEEBENITDOICKRIEET, TVARIRIIYINY O F
TJEDYROFEMICIOVTR., TAWS 7—F7o0F+ 7071 O "TTORARZRIOYIIWNY OFT
EDOVR, BSRLUTLSEZY,

TE&E - RetryConfig & aws_config::defaults ICIRBMHTBZ&ICkY), I— RDEBIERE
BHNARIAAXATEERT, ROO—REF, RYOBHRTZHA 100 S UMEZEE €, BHTEHOKR
REFEEF 5 BICRELTVET,

let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;
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let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;
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ROBIE, NAZLRA LT INMEZERTS Amazon S3 V74T MDOREZRLTVWET,

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(

TimeoutConfig: :buildex()
.operation_timeout(Duration::from_secs(5))
.operation_attempt_timeout(Duration::from_millis(1500))
.build()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
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&S5, HAXOHTTP UV ITANZRETDCEETERT,

IXTOARL =23V ICHULTH—ERIZA T RTINESDRA LTI NMEZRET S0
I, 12DV ITAMCHULTREREFFA /N1 RTEFXT,
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NARI A AXE NI StalledStreamProtectionConfig Z.RLTWET,

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(
StalledStreamProtectionConfig: :enabled()
.upload_enabled(false)
.grace_period(Duration::from_secs(10))
.build()

.load()
.await;
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let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(StalledStreamProtectionConfig::disabled())
.load()
.await;
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%IZlk, Rust 77’U4 —> 3> T tracing-subscriber VL —hKhZEBML THHBLLET, O
CRERALRAEZYT, OTLRIL, EDZ1—-INAFEEATEY, APLUIITAKNE SDK OEIE
OFINY TIZ/’IBEE T, RUST_LOG REZHZ2FEAL OV OFMAEZHBL, YEICRKUTE
1= ZEIZTANEIVITLET,

AWS SDK for Rust COY & Z B3I T2 5%

1. Z7O2IO9R8F4LO2RNUOOR Y RO 7 NT, tracing-subscriber 7 L — N & X O k12 E8
BRelLTEMLETD,

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

chiZ&kV), [dependencies] 77 4J)® Cargo.toml 20> a2 ICOL—RMFEBHNENE
ED

2. HTROSAN—%HBPILLET, BE. Chik SDKforRust ARL —> 3> U0 H T 8]
(2. main BB REVRETITHONET,

FTHF—NEDF 1 30
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use aws_config::BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;
#[tokio: :main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.
let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;
let s3 = aws_sdk_s3::Client::new(&config);
let _resp = s3.list_buckets()
.send()

.await?;

0k(())
}

3. RUST_LOGEREZ¥ZFAL T, OB EZEMLLET., OTBHRORRZBILTSIC
. O RZ7O7NT, RUST_LOGREZHZOJTRBHRL LS ETBHLARIICHKELE
T, XOFITE, OJTERDOL X)L %Z debug ICERELE T,

Linux/macOS
$ RUST_LOG=debug

Windows

VSCode ZFRAL TWAHE, Z—ZFILT14>2 ROOF 7 # )L MN& PowerShell T9,
ALTWA7O7MN0ORA 7 2BFELET,

C:\> set RUST_LOG=debug
PowerShell

PS C:\> $ENV:RUST_LOG="debug"

4. DUTo7O07ZLZRITLET,

OJ e 31
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$ cargo run

AV =ILFEEE—IFILTA2 RIJICEMOEINRRENET,

FMICOVTIE, tracing-subscriber RF2AXU MO "REZHZFALLELAXR DT 1)L
20 #BRLTLKEEV,

OJ HHhnER

BOEIZaVOFRICH>TOVREZEMLISDE, F7AIINTEMOOT BRI EELDIC
RRENKT,

F7ANMOOTHEIFER (RL—RED 21— TR Tully EFERET) Z2FALTVSBE. O
TJHACRRENDBERIERDESICHEYET,

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:592Z
valid_for=25066.632521s partition=IdentityCachePartition(7)

2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity

2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity
{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:
01}

2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BEIVRUICRE, UTORBASENRTVET,

AOJIVKNUDRALARZRY T,

I>N)oOY LA, hid, INFO, DEBUG, Fizld TRACE DL SKEHEFETT,
OJIVRNUFERENEANAZANENEZESAT, OO (") TRYSKTVET, Ch
&Y, OJIVRUDY—RZEBRTEET,

AOJIM)ZERLEOI—RZET Rust E21—JL/VA,
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° D'jl)( b4 t—y7_'=F7\ I\o

NL—RED1-)LOFEEHDFERE. ANSI TRAT—7I1—REFALTHIZEZ T LET, H
DT ANRIDITRREREITSIHEE. ChSOIRT—T7T2—T 2V AFEFELTLSEZL,

(® Note

ZARENEAN DEERICKRTREND sdk_invocation_id &, SDKIZ&2TO S
ATRNITEREND—ZEDOIDT, OJXYE—2ZBEMNITLYRXIKLET, Ch
. AWS DH—ERZANSODL AR ATHEREEAEUIIANID LIFEBERTY,

OY8RFLARINOTFAF1—214

tracing_subscriber BENRBET IRV T EYR—NTBD VL —ME2FERATIHEEE. £
Ji-)lZeicOVoEHAEERFHHATEE T,

IXNTOED21-)LICcHLTRALOTILARILEBMELTEERT, LT, FE>D1—-)loOJR&L
X)L %& trace ICERELTVET,

$ RUST_LOG=trace cargo run

BEODED1-IONL—ALRIOOTEEREEMLTEET, XOHIT
(&, aws_smithy_runtime A5 OOT DN trace LRILTAIENTVET,

$ RUST_LOG=aws_smithy_runtime=trace

BEOED1-)ILICEGZOVLARILZEETSICE. AN TROWERT, ROHIT
(&, aws_config €2 1— )L % trace LRI OOTERICFREL . aws_smithy_runtime E
2 1—)L% debug LRI OATRERICEELTVET,

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run

ROKE, OTXYv =207 4RV TCERATERED 1-IILO—FHERLTVET,

T7L74Y TR B

aws_smithy_runtime DOTANELARADDA YO
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TL74YOR B
aws_config FRRETE 3R D Ft A JA
aws_sigvs JOTARBREERVIIAN

OJHANICEDRIBENBRIEDI-IINZEZR/ETS 1 20FERF. RAWICINTZOTICREEL.
RICHEBBHREOTHEHITEZIETDIL—NEBEZROWIB2ETY, TOR, JSTHIRELEHZ
RETDCEICKY, 7OV LEZBERITTEERT,

AWS SDK forRust TO O ZATF7 > NI RIRA 2 NDERE

AWS SDK for Rust IC& 2 TAWS OH—ERX ZHRVOCHITEORYIOATY 70D 12, VITAK
BN—TAVITREMERETDETT, cOTALARF. TVRKRAVNEREBENET,

H—ERISAT U RNEERTBEIC. SDKOIY RARA NRRERETEET, TF7FILMD
ITRRARNBARAODHBRETCEREFIREL ) TEAN., F7AINEEEZTETHERRVS 22D
WET, ChIZIEUTORSIZ2 DOBANF HYET,

s H—EROTLVV—AN=232FEO-ALF7O/4CVIITIARNTBICE
*« SDKTEFIMATETLTVBEVRBEOH —EAREBICT IV EATEICE

/A Warning
IV RRAMMRERE, SEBSDK REY I TY, F7AI)INEBEZEETHE, OI—K
AHELBLKBDURINBYET, T7AILINRER, 2BREOFLEAENI—H—IC
BRAEAhET,

AABLIY RRAVNE, IXRTOY—EAVIIARNIERAENZLSICTO-NILICRETS
CEE, BREDAWS DY —ERICHARAZLIV RRAV N ERETDEETEET,

NARLIY RRANE, HBEAWS config 77 ML ORBERFELIFREEFERAL TRETE
£, COFZEDOFEMIIOVTEF. TAWSSDK &V =IOV T F7LYAHA Ry © "TH—EREH
NIVRKRAVE, ZBBRLTLKEET VY, IXTHOAWS OH—ERANOHE config 771 IILREL
REZHBOZTLBVANIDOVTRE, " —ERABEEOIY RRA hO#EBFi1 22RBLTLSEE
(A1

94T 2RIV RRAV B 34


https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
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ROYIZ, UFOEIZIVERTESIC, CONRZIAAXET-RTRETHELTERT,
NAZLRRE

B—ERIZATROIY RRAVMERE, VFATNOBERBICEATES 2 DN0HET
NABIAXTEET,

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ “static)

MAEDTONT A ZRETEXT, £EL, BEALENDBE, RETHDE120KTT, —BKH
BRAETIE. endpoint_url FEREBEICHARIAAXENET,

T RARA> N URL OERE

endpoint_url OEZREL T, Y—EAD "R—RA, RANBZEETEET, L, CDE
&0 Z4FT > ND ResolveEndpoint 1 VARV AILNTX—RELTEEND Y, REXETE
HY)EHBA, TD#%, ResolveEndpoint RERFZNEZREL., BEILLK>TREEL T, B
MBI RRANERETEET,

IYRRAZBNUVILN—DRE

H—EATIS AT ND ResolveEndpoint ERIZE 2T, SDKAFABENDIVIITANIFEATIH
BIWICHBRENTETI RRAVRFRENET, T—ERIZATURE, IXTOUIITANCIH
L T resolve_endpoint XV Y RZHUOHL, UVIN—HSRE D EndpointFuture fE%Z
TOERXREALET,

ROBITE, Amazon S3 VA T2 RAIFIZAARLLY RIRA 2 MERDEREZRMHL, AT—
SUTREEBREBBE, AT—DZEICEBBIVRRAVNEBRIBDHEEZRLTVET,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint: :builder().url(format!
("{stage}.myservice.com")).build()))
}
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html
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}

let

let

let

let

config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };

s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)
.build();

s3 = aws_sdk_s3::Client::from_conf(s3_config);

Note

IVRERANIVILN—, BRTIEIRICK V) ResolveEndpoint RL A MEEFH—EXR

ICEETHBDESD, Y—ERAIVTATRBRETOHRBEETEET, — A, IV RRAU b
URL Ik, HERE (FIHSMETZIRNTOY—ERICERAEKEY) FALTRETSC
EE, BEDYH—ERACKHULTRETDEETEEXT,

ResolveEndpoint /YT X —#&

resolve_endpoint XV Y RiE, TV RARANERTHEAT D 7ONT12ED, Y—EAE
BONTGA—Z2EZZFTANET,

H—EAZEL, LTFOXR—AZ7ANT A HFEEIhET,

£l i) A

region X 75 DZAT>ROAWS V=23

endpoint XF5 endpointUrl DELY NOXFIRE

use_fips 7—ILfE DSATRDRETFIPS I RIRA MY
BMHESH

use_dual_stack 7—IL{E VAT ROBRETTITILAZY VTR

KAV RNHABRAES D
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AWS D —E AT, BRICXEZTONT A ZEMTEETEE Y, HlZIE, AmazonS3 T
RIRADRNTA=RIZIE, NTY RBEERD Amazon S3 B EDEEERENEENET, Hlx
&, force_path_style Z7ONT 1 FRBHRARNT RLAEEZFERTEDINESHZERELF
9,

BEOT7ONAZ—2RETIHEE, IVRRAIMNFA—ZOBBEOA VAR AZAV AN
ZUORNTBRBEGFHYEEBA, SDKIE, FEUVIVIAMOZTAONT 1 ZRHL ., resolve_endpoint
NEEKICELET,

endpoint_url OfFH & endpoint_resolver O fFEH N LLE

RD 2 DOFHE (endpoint_url ZEA T HEREE endpoint_resolver ZFEATBEE) . 7
FATURIY RRAV NEREBENRLUTRBEVCEZEBRTDENEETT,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::buildexr().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver

aws_sdk_s3::config::Builder: :from(&config)
.endpoint_resolver(CustomResolver: :default())
.build();

endpoint_url ZRETRDIZA TV RE, IV RRAUNERO—PELTEETED (T7 4
L) Z7ONAZ—ICEENBRXR—AURL ZEELET,
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endpoint_resolver ZFRETD I T4 T MNE, AmazonS3 V54T KRN ERATIHRENE
URL ZEELET,

Bl

NARLIYV RRAVNETANMNIKRLKFEAENET, V7TV RR—AOH—ERZFTEHITKDY
2. FCHLEO—ANLICHKARNEEYZaAL—hEhEY—EALCIL—FT120&EhEdT, LT
NDEOIB2BEOATZIUNHYET,

« DynamoDB local — Amazon DynamoDB H—EAOO—AIL/N—23 2T,

 LocalStack - O—ANIXZ > OAYVTFHFTERTEND VT IRY—ERAIZIL—XTY,

ROBITRE, CNS2DODDTARNATZAVEFERATRIEDHIC, NARLAIV RRAVNEEET
22BENDHEEZERLTVET,

DynamoDB local 21— RTEEFERATS

HNEI I THALEKSIZ, endpoint_url 21— RTEEREL T, O—7HJL DynamoDB
H—N—ZETISIIR—AIVRRA VN EF—N—FARTEFET, O—K:

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

T2BHlE GitHub TAFTEEXT,

config 77 A4 )L&EAL T LocalStack ZEH T3

HE AWS config 77 AL TH—ERBEENDIY RRA VKN ZERETEERT,. XOEREZ7AT7
1)Lk, R—B 4566 T localhost IC#E#ET D K5I endpoint_url ZEREL £, LocalStack
REOFMICOWVWTIE., LocalStack RFIXYNTITHA KD "I RAKRA> N URL BH®
LocalStack N\OTF7 VA1 Z#RLTLEEV,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb/src/bin/list-tables-local.rs
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
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[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

SDK &, B config 77/ I OEEAZKRHL., localstack 7O7 7 (I ZEH T S KIC SDK
DATFNCBALET, COFEEFEATIE, I—RICIVRRSA I MNOSBESHIHLE
HFa<, ROXSIZEYET,

// set the environment variable “AWS_PROFILE=localstack’™ when running

// the application to source ‘endpoint_url® and point the SDK at the

// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

T2 pF GitHub TAFTEE T,

AWS SDK forRust T, 95472 MND1BTOARL—> 3%
EBEFA—IN—F14 RTB

HW—ERIZAThZERTDE, REFEEFHAREICEY, MEOIXNTOARL -3V ICE
RAEh&ERT, Cwﬂ%,ﬁfaﬁiﬂgﬁféiﬁhb\ ARL =232 XA —N—TFA RTEFXT,

BARL—232VELS—ICE. BFOREQO@BBOIAE—2Z2F—/N—F4 RTEDLS
L’_\ CustomizableOperation ZEH T B /=D customize XV Y RABYVET, TDITAT
hEREFEEEhTEA,

Kk, 2 200OARL =232 2HOET AmazonS3 7514 7> NOERBIZRLTVWET, 2 &EB
DARL—=232, BIOAWS U—=23 2 ICEETREDICHA—N—F 4 REhFET, Amazon

S3OATPIVNBUOHBLIEIN T us-east-1 =23 &FEALET, 2L, API O
BARWICA—N—Fa4 Reh, BEEh us-west-2 2FHITZIHEEEREETT,

use aws_config::{BehaviorVersion, Region};
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let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;

// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.1list_buckets()

// Creates a CustomizableOperation
.customize()
.config_override(modified)

.send()
.await?;

(@ Note

B DBIE Amazon S AT TT A, BIERFEITXNTOARL—>3 2 TRALUTYT, —ZOAXR
L—>3> Tk, CustomizeableOperation TEMO XYY RFHIHBENHYET,

1EOARL—>3 2T customize ZFEALTA U E—E7X—2BMTHHICODVTRE. "HE
DARL—=23200FDA 0 B2—1T 82—, 28RLTLEETV,

AWS SDK for Rust R T® HTTP LRIV DERE DB

AWS SDK for Rust (Cl&, JI— RTEKTD AWS O —ER IZA T NTHEAENDEHIAK
HTTP #EErAEEhTLWET,

77 #)LNTk, SDK for Rust i& hyper, rustls, &V aws-1lc-rs ICEDK HTTPS V547
VhEFERLET, COIVTATNE, BMOBREBLTREAEDI—AT—ATHEEZ < #EE
LET,

HTTP 40
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* hyper & Rust AOEL RO HTTP 4 73T, AWS SDK for Rust T APl ¥ —ERAJ—)L %
TOCENTEET,

« rustls &, Rust CRRENEKHFOTLS SA47FVT, BES7OAONAA—ROFT>aw
HAEAAENTVWET,

« aws-lc ik, TLS BRF—MU BT 7UTr—> a2V c4EBATIIIVXLEZECAAREWS AT
SUTT,

« aws-lc-rs &, Rust ® aws-1lc SA 7S VICHTHEANESY/N—TT,

BlO TLS EEEBESTONAF—ZEIRT BB S, aws-smithy-http-client VL —KNIZRIE
MATS 3 ERENFEHAZECNATVET, &YEERI—-AT—ATR, MEOHTTP V54
TORODERZEATDH, REOLOIZHEV IV IANZRETAEZ2HEHOLET,

K& TLS 7O/N4 & —DFER
aws-smithy-http-client 7L —hICK, BHOKE TLS 7ANA X —HFABEHTVET,
LTo70ONAX—HFFIAAIEETT,
rustls [ aws-1c 2FEA T2
rustls CEIS TLS 7AONAH —T, BES{LIC aws-1c-1s ZFEAL XTI,

Zhix, SDKforRust DF 7 # ) NO HTTP 8BTS, COATT A #FRTHHES. I—R
TEMOT O a>aRTIDLERFHYEEA,

s2n-tls
s2n-tls ICEIL TLS 7ONA & —,

rustls (C aws-lc-fips ZFEH T3

rustls ICEDL TLS 7ONA A —T, BESILIZ aws-1c-rs O FIPS EMN—a > #FHAL
£9

rustls |Z ring ZFH TS
rustls CEIK TLS 7ONA A —7T, BSLIC ring ZHEALET,

BIiR SR

aws-lc-rs FlE s2n-tls ZFEATSICIE, C I /VAF (Clang £/l GCC) 2HBEIT I HE
FHWVET, —EBBOTSYNT7F—ATEE, EJRIC CMake " BEBZIFENHYET, FEOT
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https://docs.rs/hyper/latest/hyper/
https://github.com/rustls/rustls
https://github.com/aws/aws-lc
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/aws/s2n-tls
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/briansmith/ring
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ZYRNT7A—LT Tips, #EZEAL THEETSICIE. CMake & Go A"BETT, FHMICOVWT
(&. TRust [@F AWS Libcrypto (aws-1c-rs)y OURZ NUEEIL RFIEZSRL TS EEV,

RETLS 7ONAM X —OFERGE

aws-smithy-http-client JL—KIZ&E, BMO TLS A7 3aVHFAEEATVET, AWS D
H—ERI9SAT72MBRIOTLS 7AONA X —%FERAT I, aws_config ZVL—MAS5O—
A—%ZFERAL T http_client ZF—N—FA4A RLET, HTTP 9F4T7 > Nk, AWS O —E R
BRUORIMEHR7ONAMF—0mEAFICEAETIhET,

LToHlE, s2n-tls TLS 7ONAF —OFEAFEZRLTVET, £EL. BROFERGMEDT
ONA X —ICHLTERMTY,

BN A—RZ2AVNAILTBHICF. ATOONY RZETLTKREBRRZ7O I MNIEML
£9,

cargo add aws-smithy-http-client -F s2n-tls
O— Rpl:

use aws_smithy_http_client::{tls, Builder};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::52nTls)
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);
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https://github.com/aws/aws-lc-rs/blob/main/aws-lc-rs/README.md
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FIPS H7R— kD BER1L

FROY N—HA K

aws-smithy-http-client L —KIZIk, FIPS EROBEE(RELZEMLTZ AT I NG
WET, AWSDH—ERIVZAT72 N FIPS ER7ONA X —%ZFERATSICIE. aws_config
JL—KAsO0—F—%FHL T http_client ZA—NN—F A4 RLET, HTTP I9S4A4 T~
. AWS O —EABLFAFER7ONM S —OlEAICEAEINET,

® Note

FIPS #78— NClE, B KBETEMOKEFBENBETT, aws-1c FJL—hD TEJL
K FEESBLTEE L,

BO7NA—RZ2AVNAILTIBICE. ATOONY RZRITLTKRERFRZ7O T MIEML
x5

cargo add aws-smithy-http-client -F rustls-aws-lc-fips

RDA—REITE. FIPS DY R—NZBEMLL TVWET,

// file: main.rs
use aws_smithy_http_client::{

tls::{self, rustls_provider::CryptoMode},
Builder,

i

#[tokio: :main]
async fn main() {
let http_client = Builder::new()

.tls_provider(tls::Provider::Rustls(CryptoMode: :AwsLcFips))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);
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}

RANEBFF—XBEOBEIERAS T

F7AIROTLS 7O/NAHF —Ik., X25519MLKEM768 RARBFF—RBTI IV X L%EHR—
N9 % aws-1c-rs Z#FEAT S rustls CEITVWTVET, REEEEOSVWTZIIOUVXLEL

T X25519MLKEM768 Z/ERK T B ICId. rustls Ny —2% UL —RNIZIEEBMUL., prefer-post-
quantum eET7 ST ZBMCT B REN BV ET. ThUNADEES, FARKTEEFTHN. KRELT
FEHYWEBA, FHMICOVTE, rustls ® "TRFIX K~ ZSBL TSV,

® Note
chlE, SROVU—-ATRERT7AINCBEYERT,

DNS UV IN—OF—N—F4 R

T7FZILKRDDNS UYIIN—E, HTTP VZA T RN EFBHTRETDCEILLY F—N—-F 4R
TEET,

7LD —RZ2AVNALTBIEE, UTOONY RERTUTTKRFERZ7O02 TV MIEML
£

cargo add aws-smithy-http-client -F rustls-aws-1c
cargo add aws-smithy-runtime-api -F client

AROI— REITE, DNS UVYIN—ZF—N—F4 RLTVWET,

use aws_smithy http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder
};
use aws_smithy_runtime_api::client::dns::{DnsFuture, ResolveDns};
use std::net::{IpAddr, Ipv4Addr};

/// A DNS resolver that returns a static IP address (127.0.0.1)
#[derive(Debug, Clone)]

struct StaticResolver;

impl ResolveDns for StaticResolver {
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fn resolve_dns<'a>(&'a self, _name: &'a str) -> DnsFuture<'a> {
DnsFuture: :ready(Ok(vec![IpAddr: :V4(Ipv4Addr: :new(127, 0, 0, 1))]1))
}
}

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.build_with_resolver(StaticResolver);

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

(® Note

77 # )L NTE, Amazon Linux 2023 (AL2023) &AL —FT 14 > T AT ALL XJLT DNS
Frv1zTVEEA,

IL—K CAREFAZE DN AR AKX

F7A)IRTR, TLS 7ONA A —RBEBEENETSYRNT A —LDIVATFLZRAT 1T I—NEE
BAEZGHRARETT, COBEZENDAZINAALTHARARZALCANY R)LZ5HHZIATICIE, HBD
TlsContext Z{EHAL T TrustStore ZRETEEX T,

7LD —RZAVNALTBIEE, UTOONY RERTLUTKRFERZ7O02 TV MIEML
£9,

cargo add aws-smithy-http-client -F rustls-aws-1lc

RDOFITlE, rustls Taws-lc ZFEALETH, HR—FEhTWVWBIXTO TLS 7O0NM X —
THBEELET,
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use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder

};

use std::fs;

/// read the PEM encoded root CA (bundle) and return a custom TLS context
fn tls_context_from_pem(filename: &str) -> tls::TlsContext {
let pem_contents = fs::read(filename).unwrap();

// Create a new empty trust store (this will not load platform native certificates)
let trust_store = tls::TrustStore::empty()
.with_pem_certificate(pem_contents.as_slice());

tls::TlsContext: :builder()
.with_trust_store(trust_store)
.build()
.expect("valid TLS config")

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.tls_context(tls_context_from_pem("my-custom-ca.pem"))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

AWS SDK for Rust TO A 2 —1 7 2—DERE

AB3—t72—%=2FRALT, APLUJIARNBRUPL AR AORT7O-ICT7 YV ZEATESR
T 12—t 72—F, SDKAD—HF—EROI—REFTHL T, VIITANLARZIADT
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AT7HAVNICRBZFATESDLSICTS, FHREAEATT, ChiCky), EFTFFOUIITAL
NDEE, VIOIANBOFNYT, IZ—OBFEBEEZITSENTEET,

ROBIE, BETIL—TICABBICINTOEFIIIANIAY A —ZEBMT D TIEA
Z2—tT72—%RLTVET,

use std::borrow: :Cow;
use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
I
use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());
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0k(())

FMEERARERA 22— 2—T7 v 0IO2VWTR’., "1 8—t7 b FLAMESRLUTLE
=L,

122—t72—-D8&K
A28—tT 8~ Y—ERISATURNEIAVARNTIRTHLEER, BEOARL—T 32D

REZF—N—ZARTDEEICERLET. BRAZER. 18—t TE2—%20F4T7hDOIN
TOARL—23a2VICERATEDD, REDARL =32 OKICERATINICE>TERZYET,

B—ERIVTZATNIRTRIIXNTOARL =23 2042 8—ET 58—

DIAT 2 REHOA22—ET72—2FEFEIT DI, Builder NZ—2ZFERALTA 22—t
Q—Eiﬁﬂﬂbfjo

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// All service operations invoked using 's3' will have the header added.

let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

BEDARL—2320OHEDA 2V 2—ETE2—

1EINARL =23 OHKRICA 2 EZ—ETZ—%EETDICIE, customize HLRBEEZFRAL F
T COXVY REFATDE, Y —ERITZATUNOBREZEARL—2 I VEBENTHA N4
RTEET, CNSOHARIAATARELEARL =23 OFMICOVTIEE., TAWS SDK for Rust
T, D9AT7RDAIEBTOARL =23 VFEEEF—IN—"F4ARTD, ZSRL T EEL,

// Only the list_buckets operation will have the header added.
s3.1list_buckets()

.customize()

.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))
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.send()
.await?;
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AWS SDK for Rust @ & F

AWS SDK for Rust Zf£AL T, AWS H—ERAZRETI—MHNBELEEHBE D HFEIOVT
HALET,

N =

« AWS SDK for Rust Z#BAL = AWS OH—ERX U T AN DER
« AWS SDK for Rust DERICBITRRARNTTIT 1A

« AWS SDK for Rust TN EREIT

+ AWS SDK for Rust T Lambda Bz K T 3

« AWS SDK for Rust Z A L =B &4 & URL DEK

« AWS SDK for Rust TO T 5 —NMNE

« AWS SDK for Rust TR—I Bl h-EREFEHATS

« AWSSDKforRust 77’7 —>3>A0I1ZY hTANDIEM

« AWS SDK for Rust TOU I 4 X—DEHR

AWS SDK for Rust ZEHL 7= AWS OH—E X U T ANDER

7O0ZL%EFEALTAWS OY—ERICTIVEATS=8HIC. AWS SDK for Rust & AWS O
H—EBERACOZAT O NEEGKZFERALE T, flAE. 77UT5—232H AmazonEC2 ICT7 U+
ATBDUENHDEHEE. 77V5—>23 T —EREA > Z—T T4 A% &% Amazon EC2
DIAT > NEESREERLET, RIZ, Y—ERITAT7UMZFEALT, TO AWS OH—EXR
CHLULTUIIARNZRITLET,

AWS DY —ERICUIVIARNTBICE, BHNICH—ERIZA TV NEEBRLTERETILEND
WET, D—RAEAITZZEAWS O —ER ICE, EAOIL—HhE, YR ZETSZONOE
RAOBEANBYWES, V74T ME, Y—EANRHIZEAPI ARL =232V ICHBTIXY Y
RZZThThRBELTVERT,

AWS SDK for Rust TAWS OHY—EAEXRVEVY) TBICE, Y—EABEBO IS4 T NEERL
T. DO APl XY Y R% fluent builder A A I OEHETHEAL., send() ZHUOHLTUII AN
BEITLET,

Client &, Y —EANRETZIEAPI ARL =23V ICRIETEIXYY ReaFRFhARAL TV
£, CNSOEXYY RORV)EW fluent builders THVY) ., TDO API ICHTRDEEITERZADD
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ELA—AZAIIOBHEFCHL OEHICK>TEMENET, Y—EADOXY Y REFHVUHL L%
IZ send() ZHU'HL T Future ZERBLE T, chicky), EELBEHIFLEF SdkError OW T
NANERENET, SdkError OFMIC OV TIE, TAWS SDK for Rust TO TS —NMNIE, &S
BLTLSEZL,

ROBIE., Amazon S3 Z#FEAL T us-west-2 AWS U—=23 > CNT Y NEER TR ELRN A
RL—23a>&#RLTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration: :builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

BY—ERAIL—BMEE, RDLSBZ API AHNICHEAETNZEMED 1 -IAHBYNET,

« types TP 1 —)ICE, FYEMEBEILEREZRHUIDICLOOBEARCFIERI &Y E
EE

« primitives EZ1—J)LICIF. HE®/NAFTUBLOBAENDTF—REXRRIDEHOKRY) Btk
BAHYET,

H—EAIL—NOFMEBIL—NERXEROFEMIZIOWVWTE, TAPIUTZ 7L ARFIXY
b1 ZZRLUTLEEV, HlZE. Amazon Simple Storage Service aws-sdk-s3 D7 L — NC I,
BEOED1—IINFHBYVET, TOSIEN 2 2RRXOEBY T,

» aws_sdk_s3::types

 aws_sdk_s3::primitives
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AWS SDK for Rust ODERICEETARARNTSI9FT1 A

AT, AWS SDK for Rust ZFEF T DO DRANT SV T 1 ATT,
AJgERZPRY) SDK VSA T N 2BRATS

SDKOVZATNOBEFECE>TR, FILWISATUONEERTDE, BIFAT > N
BOHTTPE#HE7 =L, DF+y Y21 EZHBIREENHYET, SAANDOUY—ZAEHRD
F—=IN—AY RZBFTDLSD, VFAT NeETHH, 2B < &t SdkConfig Z2HETSC
EEBBOLET, INTOSDKIZATURNE, E—OT7RNIVIOSBAVNOEHFELT

Clone ZEELET,

APl 24 LTI NDERE

SDK &, BERALTIRNRIYTYRERALTINBE, —BORALTIRNATS a2 IC@TF
77N MMEZRBELERTA, APIO-ILRALATIRREZO API I—-ILETICET7 )L MEZ
RELEEA, EYORTEVIIARNLBEOMABICEA LT INERETDONTY RTZIT 4
ATY, chllkl, UVITARDODRETETOREI RS BED LS —KHNEHEP., BBy
RO—OVLOBEARELIESERC. P7VT—23VAREREETREICKRIZDLSICHEYE
ERD

FARL =23 OREOFHMICOWVWTIE., TAWS SDK for Rust TRA LTI NERET D, &SR
LTLEETW,

AWS SDK for Rust T EEELT

AWS SDK for Rust (d BIERTHIMBERBL TR AN, I—F—BRADEBRTHEEEE TSI
BOELOATSAVHBYET .,
Pz

COT—NXICEETZIARZBRIEAEZNAP I, ELEEFYOBIZRLTVECELADST. B
BREB2LEABEHYNET, COHARTRE, ATORFEZERLET,

« BRU:TOTJZLNRTIDERTRITID, FLRBRTETIDERTRITZAMKD "EREM,

— T2 ) AVEI—FT AT BROZAIHNIBEICERITENDHE

c BREFTIVEI—T AT BROZAVFBEANICERY) G2 TEITENDHE,

ol \!
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BRRT: A1 -2 EBORZAVEZEEDIEFTTET TN,
RLVFRAY: AVEI - FBBOEAY ZEKICEITI D8N

L—A&M: BRATVORBEAZIT, RFEBERAVOREREICESVWTITOI S LOBENE
LI 25EE

BERHREUVY—AANDOT IV EADHEG. BROZRAION VY —RICEARICTIOEATRESE. T
DIY—AE "THBEH, IZBYET,

FYROYD: ChEETTERVWIRE, ChIFEE. 2 2OFZAI9FFELVOUY—AZEEBL

EHELTVBN, EE550RRAVEMBDO) Y —ANFRAAREICEZDIET)Y—AEHEHLEV

EOICRELET, Y ROVINRETDE, T7OJTALNFBONFELFELICHEZLELSKZY)

£7,

> 27

BAOHIE. >—T2>vI)T7O7FLTT, BOBITE, COI—RZEBERITFETEELE

T, BOHITIEE, BL build_client_and_list_objects_to_download() XV ¥ REBF A
LT, main() ITEEZMAE T, XAOOANV REEFTLT, 7OV MNCKEFBEFREZEML F
ED

cargo add aws-sdk-s3

cargo add aws-config tokio --features tokio/full

RDORAVHITIE, Amazon Simple Storage Service NTY RADIXTOT77 AL EX V> O—R
LTWETD,

1. &Y, INTOT7ANZEZ-EBERRLET, F—ZVANMNIRELET,
2. VARZATL—232LT, E77ALNZRBECAIO0-RYD

use aws_sdk_s3::{Client, Error};
const EXAMPLE_BUCKET: &str = "amzn-s3-demo-bucket"; // Update to name of bucket you
own.

// This initialization function won't be reproduced in

// examples following this one, in order to save space.

async fn build_client_and_list_objects_to_download() -> (Client, Vec<String>) {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
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let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {

let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("reading body

succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

® Note
ChsnfiTRr. IZ7—RBREBENT, YOTINTY NCT7AINACBEF—28HD
ATFPIONFELBVCEZARELTVET, LEN T, RAREhEFALIK
DERICOVWTIRBHALEE A

SR
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BHOAVELI—-ROT7—FTI0Fv2EATIE. COTOTZLZREINICHENEZEDICEE
HEFEANTERT, CHICOVTREDHTHALEIAN, FFREMELCO2VTESICVK 28
BALET,

FREEE LN

Rust DZNETNDEICRE-—DOEEZFESET, MAENEENSHAND L, TOMBENE
TRINTOELHIBRENET, AEER. 1 DOUELOEICHITIEEFRARLSRELE 1 20E
FARSSRERHTEXRT, Rust AVNAZR, ZRITOMBEEZBATHFELZVZLZR
ALL X7,

BEORAVABUIY—ACHZENICT I EATZHBEN HZ5EEF. BINOFE LRI VEL
BYWES, >—T22%)L2E1—FT 142 T7TR, BFAVRIEBICERTEIB LD, BETDC
ERLKAZENICAULVY—ALLTIVEATERT, L, @RIVE1I—FT12ITR. 2ATK
EROEFTRBICRTTERY, LT, BEROZETRBESRITARTHD 2N
ASICEEBTBES (Fhik, PBLLEEITYTITBEI), ESILE<<ORENRETT,

Rust BES A 7S VLI, ChERBEITBLHDOZKOYV—IFAZEEhTVET, chsOb
EY OOFMIC OV TR, TRust Programming Languages S50 "ZHEAZEME ) SRV "TmME
EZERTD 2ZRBLTLEEL,

T DD RAE

UTR "TAA72TO08, 0O—8TY, chsld, AVNAFICRULTRRRT 7O ZLNME
BIL-ILCRULBVWIEZFRATDLEHICHEBZRFRTY,

SESATZVRBATZ I U K.

s Arc: PREVIOSBANVRNBERAD B, Arc TV TENET—2E, BEOMBEEN TOE
ZRHICHIRTZCELEERICETIC. BHICHETEET, COEKRTIEE, BOFMEEIE "HE,
CHVWET, Arc IOERZEETEZTEAN,. ABUZEUN HBBEN DYV ET,

« Barrier: Chi_&kV), BEROAL Y RATOTSLADREDRA > MCEIETDETEL (C1F1H
L. TORBRFEEHTETERELET,

« Condvar: RHBZEHRT, AIRVINOREZSHLTVSE., ALY RZJOY VU T2HeEEREL
x99,

« Mutex: HEHHBX A ZXALT, BENDT—RICHULTCEABICTIVEATEDIAL Y RIHKT 1
DTHDERRIELET, —HKUIC, Mutex OV 2k, O—RAD .await R4 MNZEE
NFOTRETAHEGFETTLSEZTY,
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Tokio BEIA 7 T U K

AWS SDK I& async VXA AILHKBELBEVCEZRELTVETHY, BEDT —ATIE tokio @
HMATSIONEFERTREE2BHHLET,

o Mutex: BES A 7SO Mutex ICBRLTVWETAH, JARHIFAICELSZYET, EED
Mutex ERFERY, ChIEI—RAD 120 .await R4 NCEEN > TRETEET,

« Sempahore: BHD 1 2T, BEORAVICLBDHBIY—ANOT IV 2RAZHEITB-HICFEA
chEd,

Ple R VHNENICEEET (2 TIAL Y REKET)

ROEBEHTIE, futures_util::future::join_all ZFEAL T §XTD get_object U
TANZRAKICERTLET, AOOANRZEFTLT, 7O TV MIHLWVMKEEFREZEML F
ER

* cargo add futures-util

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");
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1)

futures_util::future::join_all(get_object_futures).await;

ChFERRITOXVY N2ERIRIHREMELFTETIN, RPOFHLDAVICKVEEN —HHY X
ED

1L IXNTOVITIANADZERICERLET, INTD get_object UITANALZRETS
DICTFBEAXAEVHFBVEEG, "XEVFRRL FVHATIZ—FRELET,

2. $NXTD Future ZEIFICERL. FHELET, Amazon S3 Tk, —EICKEICFD>O—RL
KHEFTHREVIOIANEZAOYRNIILET,

ChSsORBBEZEMAEEMRTDIZE., —BILEFITRDIVIITANEZHRIZDIMLEN HBYVET,
hETSIC. tokio Y 74 2EAHALET,

use std::sync::Arc;
use tokio::sync::Semaphore;
const CONCURRENCY_LIMIT: usize = 50;

#[tokio: :main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
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.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("body succeeds").into_bytes();

tokio::fs::write(object, body).await.expect("write succeeds");

std: :mem: :drop(permit);

}
1)

futures_util::future::join_all(get_object_futures).await;

DOTANDERZ async 7OV VICBEB TR EICKY), BENBXTUERAEOBEZBIEL
Fllo COFEICKY, VITANGERBITRDRAIVITEThREENEEA,

® Note

XEVICRBIHBDEERE. IXTOUIIAMNAIZ—EIZERL, ZEOERBHN TES
EFTXTEVICRETDHENIVDRABFZEN HBYVET, chzBlTICEk. JITAMAIOE
R% async 7OY 7 OABIICBEILE T,

T, BEFOUIITAN%E CONCURRENCY_LIMIT ICHIBRT A EIICKY), —EBICKENDUVIA
NAREEEThDBEEEMBELEL I,

(® Note

CONCURRENCY_LIMIT OEYIBERF 7O IO RN EICERYET, MBEOUIIANE
ERLUTEFTEEERK. AOYNUIIS—HNFRELBVKRSIC, TEBLETE<HRE
LTLEEV, H—EANMBRIRIL AR AEAOY NUTLARAOEERIZETV
T, ARETOHRZEHNICERITAERBAETTN, TOBMEOLD, COHART
FEREAEEYET,

Pl &) HENICEEET (WILFAL Y REIFRELT)

BID2206ITE, VIIANZRABFICETLELLE. ChBREBHNICRITIZLNEDERNTY
B RLFALY REFATICEICRY), ESLEHRIEEET, tokio TChZTSITE,
ThSZRIRDEATVELTERTIVLENHEXT,
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® Note

COBITR., YILFALY R tokio ZUVEA L ZFERITIBENf HYVET, COTE2A
ALlE rt-multi-thread EENE R THIRESNET, £, HARATIN., YILFIT7I>
DTTOVSARERTIDLENHYET,

ROIXY RZRTLT, 702 T 7 MCH L WVKEFBEHRZEMNLET,

« cargo

add tokio --features=rt-multi-thread

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio: :main(flavor = "multi_thread")]
async fn main() {

let

let

let

(client, objects_to_download) =
build_client_and_list_objects_to_download().await;
concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

get_object_task_handles = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone

// the Arc'd semaphore before passing it in.

let semaphore = concurrency_semaphore.clone();

// We also need to clone the client so each task has its own handle.

let client = client.clone();

// Note this difference! We're using “tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task: :spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

Pl MBNICEEET (NILFAL Y REKRT)

59



AWS SDK for Rust FROYN—HA R

let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
1)
1);

futures_util::future::join_all(get_object_task_handles).await;

EEERAVICHEITDORIEMBEZEENI HYET, BE. IO(AL/ED) ORTREIOYIEhE
T FURAAER, REBETENDZRAVND__—AELERBETENDZATIO_—ADONT A
BEEDDODNHLULVBEENBHYNET, ENTURALEBIRTZIBEETE, EERXAVILDETIH
EMEWNBTECOVTOHEREEZMSITEEL TKEETV, tokio TV 2 A/ LQOHEREEICOV

Tk, TE£21—)l tokio::tasky ZSBLTIEEL,

RWVFALY RF7UT—>3>0F7F Ny T

BRFICRITEND2RXRAVIE, FEDOIEFTERAITEETT, TOLSH., BHF7O075 L4007 FFEEIC
FHICSVIEENHYET, SDK for Rust Tld, tracing AF VI AT LAZFERTR L ZHE
HBLET, RITHTH2TE, OVEBEDRRITIIN—TIUTEET, HAFZ 2 AIZDVTE,
TAWS SDK for Rust TO OV REHENERELEA L BSRBL T EE L,

AY VENEZAVZRETHILOOFEEICENEY—)LE LT tokio-console AHYNET,
Nk, ERM Rust 7O 5 LOBMB LT FNYITY—=ILTT, 7O9FLEBEELTEITL, &K
IZ tokio-console 77U —23a> %RIT92E, TOATJTALDNRITENTWVWERAINDT AT
Ei1—-ANRRENET, COEI—(ZR@F. ZFAINFHBIYV-AOBRBZEFHITZIOICHH > LKH
X, R=UTENEEEAREODBRBBERISENATVET,

AWS SDK for Rust © Lambda A% &Z/ERK T 3

AWS SDK for Rust ZfE A L 7= AWS Lambda BEORRICEAITIFHMBE RFIX MIOVTE,
CTAWS Lambda RO Y /N—H4 R, ® "Rust T Lambda BB#ZEE T2, 2SBLTLEE,
CORFIXRNTR, LTOEOEFERATHIHEICOVWTHBLET,

« 7 HEED Rust Lambda 2> XA LDV TZATFT > NI L—BN, aws-lambda-rust-runtime,

« Cargo Lambda Z A L T Rust B#/N4/F+ 1) % Lambda [CF 7O/ 95 EHOHEBIAVN RS A
y‘y_)Lo
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https://github.com/awslabs/aws-lambda-rust-runtime
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TAWS Lambda RO Y /N—H4A Ry ICEBBEhTWVWSHA RAFEHFICHMNZ, GitHub O "TAWS
SDK O—RAIVARZ U, IZIF Lambda 5t EY — L OFIEABEENTVET,

AWS SDK for Rust ZfEH L =88 F& URL OERK

—HBD AWS API ARL =232 DUV TANCERNBRTDENTER LD, HETTOVII
ANZRIOREENFBFORABEREZRIETICRNATEERT,

5l z \E. Jane I Amazon Simple Storage Service (Amazon S3) A7 TV RADT UV AERN &
W, TOATZSITORDT UV EAERE —BHIZ Alejandro ER-ETZELE T, Jane ik, BR
4% GetObject UV T ARNZAMKL T Alejandro ERHBETEET, ChiZKV), Jane DERILIEFER
ANDT I EARMENRIBRORBEMSELETIC, ATDIIORNEX TV O—RTEET, B
HZ14ZE URL THERAET N BERRHERIE Jane DENDTT, chik, URL ZERKL = AWS 1 —H—7»"
Jane THAH1-HTT,

Amazon S3 ICH ITH BB FE URL OFMIC DWW TIE. "Amazon Simple Storage Service 1—H'—
HAR, O TEZHFE URLOFER, 25BLTLSEEL,

SHEBDOER

AWS SDK for Rust &, BENFEZVIITARNZREITDLHICEATEDARL —> 3 2 fluent-
builder ® presigned() XV v RERMLET,

RO TIE, Amazon S3 NEEZFE D GetObject VIV I ANEERLET, CcOUIITARNE,
ER% 5 PEBEMTY,

use std::time: :Duration;
use aws_config::BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(6@ * 5))
.build()
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.expect("less than one week")

)

.await?;

presigned() XV ¥ Rl Result<PresignedRequest, SdkError<E, R>> ZIRL &Y,

IR&E 1% PresignedRequest Ik, XYY R, URI, AYH—ZEL HTTP UJITA MO
R—XVRNZRMBITEIAVY RFEERATVET, UVIANZEMITRICRE (FETHHESR).
NSOINTHY—ERIZEFENTVRIULEN HYET, LEL, BEAEZEVIIAMDSZLE
URIDHKTRIT _ENTEET,

POST B R PUT UV TANDERER

ENBEAHBEARL -2 32 NDE< B URL DHEMSEE L, HTTPGET UUTARELTREET
BDRENBVET, £EL, —BOFRL—Y 3V ICREXNLET, FALL>TRAY AL
I~ HTTP POST &7=i& HTTP PUT U U TARELTRETBAEA Y ET, ChSOUIIRK
OEHMEEE GET UV IANOEMEELALTTN, BENEUIIANOHTHLBE 5K
BTT,

AR, Amazon S3 PutObject UV TANICEREBERAL T, BRRULEHTTP V247> haER
L THEERBEAS http: :request: :Request ICEBRTZH|TT,

into_http_1x_request() XV v RZFEATSHICIE, Cargo.toml 77 )LD aws-sdk-s3 &
L—KIC http-1x #eEZEBML £,

aws-sdk-s3 = { version = "1", features = ["http-1x"] }

V—ARAT774):

let presigned = s3.put_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

)

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);
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A2 RTOVEEZE

® Note
ChEBERI—AT—ATT, BEAENDI—H—ICRFEFTLRIEREhELA,

—EOI1—A—ATIE, SDKforRust A TFARNDAIRT, BENEV VI ANEERT S %
ENFHYVET, TOLH, SDK EEFBIC aws-sigvs VL—RNEFERATEERT,

UToflk, EFANEERZRLTVET, FMlICOVTR, JL—MORFIXD A Z2ZELTL
2EW,

AT, aws-sigv4s KT http VL — b %& Cargo.toml 77 A JLIZEML TVWET,

[dependencies]
aws-sigv4 = "1"
http = "1"

V—ART774):

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from 'SdkConfig'.
let identity = Credentials: :new(
"AKIDEXAMPLE",
"wJlalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::builder()
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())

AR RTOVEEE 63


https://docs.rs/aws-sigv4/latest/aws_sigv4/index.html
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.settings(settings)
.build()?
.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

AWS SDK for Rust TO LS —MOuig

AWS SDK forRust IC &k 2 TIZ—ARENBDHEAE NIV T Z2BHITDHLF,. SDKZFEAL
TEmBERTTIVT—23 0 ZRBEIZEHICEELRCETT, UTOEIS 3> Tk, SDK TH
EIRAREMDOHDE XTI -, TOBEYNBEREBLIECOVWTHALET,

IRTDARL =23k, I5—2A4 7N SdkError<E, R = HttpResponse> IZEREES N -
Result 24 7ZIRLE T, SdkError &, NUT7 U NEFRFND VKON DOHEERRA T ZFHEDF
EHTY,

Y—ERATS—

BE—MBHNEBEIZS—0ORA7 & SdkError: :ServiceError T4, cNDIT—Ik., AWS OH—F
ANESDITS—LARAZERLET, flE, BELBEWVWATZ T N% Amazon S3 A S5HIBL
&H5EFTBHE, AmazonS3EIZ—L AR AZRLET,

SdkError::ServiceError "EBELEBE., VIIANMNIAWS DY —ERA ICEEICEEENE
LN, EREICMEBTERIN 2 ECEEZEKRLET, Cchlk, VITAMNONTX—RIZCEENDT
T—FLERFY—ERAOBENFRERTY,

IZ—LARAOFHME, ITZ—NUT2RNCEENTVET, X0k, EBEED
ServiceError N7 RNZRBEICHEBL, SEXTEEIT—T—AZNBTEIHEZRLTVE
9,

IZ—nE 64
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// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error::ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");

}
// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}
err => return Err(err.into())
}
};
I —XZF—2X

IXTOY—ERIZ—ICE, Y—ERABBORLARNEAVR—RFTRIZEILKYTIOEATES
EBMOXZTF—2ABHY)ET,

« <service>::error::ProvideErrorMetadata LA Nk, T—EAN SIBRETNBFFHAEE
BEBEBDEDIT—A—REIT—AYVE—DADTIOERAZRHELET,

« Amazon S3 MIFE., COBML A4 M& aws_sdk_s3::error::ProvideErrorMetadata T
E

ULTOESIC, Y—ERAIZ—ORI TN 1—F AT ICEIOFERENEBIBDEETEEXT,

« <service>::operation::RequestId RL A MR THIERXY Y RZEML T, H—ERXIC
EOTERENE—EOAWS UJTANIDZEEBLET,

« Amazon S3 MFE. COKNL A M& aws_sdk_s3::operation::RequestId T9,
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e <service>: 'operation' :RequestIdExt L 4 MICk 2T extended_request_id() X
Yy RZEMLT, EMOILERVIVIANID ZEREBLET,

s —HWOH—EATOHYR—REIATVWET,
« Amazon S3 MIFE. O KML A M& aws_sdk_s3::operation: :RequestIdExt T9,

DisplayErrorContext (C K25 MBI > —H N

SDKICHEWIBDIT—k, BERODLSIB—ENEEOFERELTRELET,

1. ARV RICEP2TIZ—ZBLELS, UITARDTAANY FICRBLUEL L,

2. BEABEH7AONA T —ICL>TIT—2 R LY, ARIVEZFIZ—ZRLEL I,

. BABEHM7ONAT—IZL>TH—ERZRVTHEL, TOHY—EAN I —ZRLIEED, T
T—HNRENKL I,

4. FABHIVIANIELVLVREANFBZVESH, Y—EALSIZ—HFREhEL I,

FI7FIRTRE, COIT—ORTRE "FAANYFREL OhZzHILET, ChiliE,
IZ—ORZTILND1—FT 42T ICRIADFHMBERERANATEL TWET, SDK for Rust IZ
l&. DisplayErrorContext EVWS IV TLBIS—LR—F—HNFAEETIhTVET,

« <service>::error::DisplayErrorContext &k, T£AXIZ—ATFANZHLT
DHeEZzEBMLET,

« Amazon S3 MFE. CDEEMIE aws_sdk_s3::error::DisplayErrorContext T9,

I5—%2KXRRLTHITRIRSICELHDE, DisplayErrorContext XD K S & V) il
XvtE—J72RRUET,

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
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source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {
code: Some("UnauthorizedException"),
message: Some("Session token not found
or invalid"),
extras: Some({"aws_request_id":
"1b6d7476-f5ec-4a16-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©7:41:21 GMT") 1},
"content-type": HeaderValue { _private:
HO("application/json") },
"content-length": HeaderValue
{ _private: H@("114") 1},
"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
"access-control-expose-headers":
HeaderValue { _private: H@("x-amzn-RequestId") },
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4a16-9890-7684ccee7d01") 1},
"server": HeaderValue { _private:
HO("AWS SSO") 1,
"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al6-9890-7684ccee7d01") }
}
},
body: SdkBody {
inner: Once(

Some(
b"{
\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)

DisplayErrorContext ICKDFHMETIS—HA 67



AWS SDK for Rust FROYN—HA R

)I

retryable: true

},

extensions: Extensions {
extensions_02x: Extensions,
extensions_1x: Extensions

}
),

connection: Unknown

AWS SDK for Rust TR—J pEleniERE2FEHTS

Z< D AWS ARL =230 TR, RAO—RIREITET1EANBETREEBEVESIC, HR%
—HPVVETTERLET, KDY, Y—EBEAFETF—2O—FHE =0V %ZRL, XOBEBEBOLEY b
ERBLET, CONEZ—F, R—DPDEEFEFEFNRATVWET,

AWS SDK for Rust IZ1d. BEINICRERER—DDEITHILHICEATER ARL—>3aVEILA—
DILRBEEEX Y ¥ R into_paginator "EFhTVET, 1—H—EF. COFERZLETS I—K
ZERRBRTBDETTERET, TIXNTOR—JHEFRL -3 EILNFZ—IZF into_paginator()
XYY REFHY), BRER—IDEFTSDLEHIC PaginationStream<Item> 22U £ T,

« Amazon S3 Tlk, TO—Hl&L T

aws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder::

AHYVEY,

IXRDOBITE,. Amazon Simple Storage Service ZFEAL TWET, 1L, R—DHF|Ehiz APl &
12U EEOH—ERIIODVWTRHELBESTT,

ROD—RBIE, try collect() XYY REFAL IR—TDPEIChLEZIXNTOERZ Vec ICUX
KI55LBMBHZERLTVET,
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

FTRXTHA—ELELXFBVEBYIAENBVELSIZ, R=IVITZLVHEN<HBITEIHEN BV ET,
ROBITIE. Amazon S3NT Y RHADAT DT I M BLKBBZETREVELTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
// customize the page size (max results per/response)
.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
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AWS SDK forRust 777U —>3a>A01=Y T AMN®DIEBM

AWS SDK forRust 7O TV MNCAZY RTARNZRET R FERFZBHYETH. UTOHEZE
BBHLET,

« mockall #FALAEZIZY hT AN —automock ZFEAL T, TAN%Z mockall VJL—KA5S
BEIMWICERL TEITLET,

« BT LA - AWS Smithy T2 A LD StaticReplayClient ZFEHL T, AWS DH—E R
FBRECAITIEEHTTPIVZATORORDYICERATER 7IA DV HTTP V54T N2
REBDHFECODVWTHALET, COIVFATUME, XY RMND—IRBRATH—ERLBETIN
HDWIC, BELEHTTPLARAZRLET, chickY, TANETANEHNTERAOT—
2EMEBLET,

e aws-smithy-mocks ZFERALAEI1_Y T AK —mock & mock_client ZEHAL T, aws-
smithy-mocks JL—KH»5 AWSSDK V54T NLARADEY VZEKL. SDK HHEFE
DVIITANCEDESICHETINEERTDEY VIN—ILEERLET,

AWS SDK for Rust T mockall Z2 AL TEY IV EZBENICERT S

AWS SDK for Rust Tl&k, AWS OH—EREXR VRV TE2I—REZETANTZDLEHICEBOT T
O—FZFRETEEXET, mockall JL—FO—E7%& automock ZFEHATRH &KV, TANIC
BEBEYIVREOAB,ZEHNICERTEET,

cDHITE, determine_prefix_file_size() EVWSHAZRLXYY REZTANLET, <D
XYY R(E, Amazon S3 ZHUHTHAZ A list_objects() FY/N—XVYY REFTHLE
F, list_objects() DEY IV EERT D LIZKY), Amazon S3 ERBRICRVERY TR &k
< determine_prefix_file_size() XYY RZFANTEET,

1. 77022 R8F4LO2RMN)VOONY ROV 7N T, mockall VL —RZ2XOKEFEEFRELT
EMULET,

$ cargo add --dev mockall

--dev A7 >3 %EFEATBHE, Cargo.toml 77 4 )LD [dev-dependencies] 0> 3>
COL—RMNEBMEIhET, BROKEBERELTERDODNZ S, ZhiFEINMILEhT, K
ED—RTEAThIEENAFTVICEEENEE A,

dAZYy hTAbB 70
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Fh, COY7IILO—RE, AWS OB —ER Ofl& LT Amazon Simple Storage Service %
FEHALET,

$ cargo add aws-sdk-s3

chiZ&kV), [dependencies] 77 4J)® Cargo.toml 20> aICOL—RMFEMENE
9,

2. mockall VL—KA S automock EZ1—I)LEEHET,

T, TANTBDAWS OH—ER ICEETBMOZT 1T (ZDFEEEF Amazon S3) ZF X
TEHTLEEL,

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};
3. R, T7UT5r—>3>0O AmazonS3TYN—BED 2 DORENSE, E55%FRHTHH
ZEREITHI—RZEMLET,
e XY RND—UBHBATAMazon S ICT VAT B HICERICERE hi-Rix,
« mockall Ik > TERENETY VFE,

COHITIE, BIRULEEEICSI EVSBHATHSATVET, BIRLEEDEK., LTOLS
IZ test BREICEISRENITFVTVET,

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. S3Impl &k, AWSICU O TARNERBICHEETS AmazonS3 T Y /N—BEDRETT,

s TARNNEMICHEZ>TVREHEE, VITANEIAWS TRELKEYVIICEEENDEH, 0
O—REFFEAEhEL A, dead_code Bk, S3Impl RA 7 HFERAE A TVWEVESEE
BEERELBEVES I linter ICIBRLET,
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s ZORHBAZE #[cfg_attr(test, automock)] &, TARNNEMICK2TVSIE
4. automock BHZRETIMEN BB EZRLET, ChiZKY), MockS3Impl &LV
SEBDO SIImpl DEY VZERT DL SIZ mockall ICERLET,

« ZOHITIE, 1list_objects() XV Y REEY IV EEKTIHOHL TF, automock (B
B9 expect_list_objects() XV Y REERLET,

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

}

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }
}

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

}
5. test EVWSBBOEDI—I)ITTANERZERLET,

- CORMME #[cfg(test)] &, test BN true MIFSE, mockall K2 TFANE
V1IN EREITDIVBEN HDLZERLET,
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#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())
)8

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq! (7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
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.set_next_continuation_token(Some("next".to_string()))

.build())
1);
mock .expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())
1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

s BT ANTIE, let mut mock = MockS3Impl::default(); Zf#AL T MockS3Impl
D mock 1 VAR AZERLET,

« EY UM expect_list_objects() XV ¥ KR (automock [C& > THEMICERE L) &
FAL T, list_objects() XV Y RAJD—ROMOBAATHEATSNEBEICEEENDE
RzZELET,

« BEBHAREENES, ChEsZFEHL T determine_prefix_file_size() ZFTHL
TR ZTANLET, BEhIERK, 7H—>3a>z2EFERALT, ELVWCEZERITI LD
(CHREEL £ T,

6. determine_prefix_file_size() B8%&., AmazonS3 S Y/ N—&FEALTIL 71 v IR
T7ANOHA XE2WMBLET,

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
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// Now we take a reference to our trait object instead of the S3 client

// s3_list: ListObjectsService,

s3_list: S3,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {

let mut next_token: Option<String> = None;

let mut total_size_bytes = 0;

loop {

let result = s3_list

.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

}

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {
break;
}
}
Ok(total_size_bytes)

S3HF, HTTP UV I ARNETSEZIL, TY 7 Ehi SDK for Rust B#E M H L T S3Impl
& MockS3Impl OAAFEHR—RNITBDEHICFEAENET,. TARNNERMICK 2TV
4. mockall LK > THBNICERENEEY VETANKBZERELE T,

GitHub TCh S DN FZE LB I—RZRRTEERT,

AWS SDK for Rust TO&EMW JSLAICKDHTTP NS 714y oNT 32
L—>3>

AWS SDK for Rust Tld. AWS DY —ERER I TR T—REZTANTZLEHICEROTT

O—FZ2FMETEELET, COREYITIE, AWSOH—ER%EZFEHL T, StaticReplayClient
N BEEFERIIEZEEHTTP VAT RORDYICERATEZIBRUHTTP V547> N EERT S
FECODWTHBALET,. COVTATURE. RYRND—IOBHTH—ERAEBETZIRDYIC,

BHUTLA 75


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/testing

AWS SDK for Rust FRAOYN—=HA

k

EBEULILZHTTPLARAZEBELET, chiZkl), TANITANEBNTRAOT—RZEEL
£

aws-smithy-http-client 7L —BICW&, StaticReplayClient EWSTARNI—FTa1 VT4

DSANEENTVWET, COHTTPY9SA4TFT U RNITAK, AWS DY —ER AT T O NOER

RICT7ZILRDOHTTP 95472 RORDYICEETERT,

StaticReplayClient Z#Hi{tI2HF A, HTTP UV TAREL ARV AODRTDIAN%E
ReplayEvent #7 IV RNELTEELE T, TAMDERTHIZ, FHTTP UV I AN REE
N, 94T RNEARNIARNDIRD ReplayEvent IZHBIXD HTTP L AR A% HTTP &

FATROLARYAELTRLET, CchiZkl), BAOTF—REFEATRIEICKRY, ZY N

D—IICERETICTANERITTEEXT,
BHWUTLADOER

BV LA Z2ERATICR. SYN—ZFRATHIHERHVEEA. KDYIZ, TARNTHE
AT27F—2ICHL, EEORY RD—IURT T4V INFEODRSBREN ZHEL . SDK A
AWS DH—ER IVTZATURDASVITARNERTIDLETIL, TEORTTAVITF—R%E

StaticReplayClient IZEB#LF T,

(® Note

FRENBDRYRNDT—IVRNT T4V O2BETHICEFE. AWSCLIRSHORY KD—U KT
TAVITFZAY— NTYRNAZYTT7Y—IIBRE, BEROFENFHVET,

s FHMEINDHTTPUIVIARNE, TNIZHLTREND L AR AEIEET S ReplayEvent 7
TSI ORNDIUANEBERLET,

s BIOATY 7TTHERUIEHTTP RZ2H 9023 UARNZMEMRL T StaticReplayClient &4

BLET,

c AWS USATURNDEREFT T NEERL, StaticReplayClient % Config # 7> 1%

N® http_client ELTEELET,

s BIDATY T THERUERERFEALT, AWSOHY—ER ISATUORNATSIORNEERLE

9,

- StaticReplayClient ZfEATR LS ICREETNhEY—ERAT IO NEFEALT, TAKN
ITB3ARL—232F2RITLET, SDKAAPIUIIARNZ AWS ICEFETHETIC, VARMA
DROL AR AN EAENET,

BHUTLA
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® Note

EEENLEVUIIANY ReplayEvent A7 IO RDRINILOVIOIARNE—BL %K
WEETE, VANADRDL AR AREICRENET,

s BEBINTOVIIARNNRERITENE
5, StaticReplayClient.assert_requests_match() BE¥ZEFTHEL T, SDK IZ&K 2 TiE
BFEnkUOIITANN ReplayEvent 77 IV RNODUARNAD UV IANE—BTRDEERE
ZBELET,

B

AOPlER U determine_prefix_file_size() BEICOWT, EYIORDYICENITL A
ZEEALEVUARNZRLET,

1. 70T F4LORNJVOARY ROV 7 NT, aws-smithy-http-client VL —K%
ROMIFBERELTEMLET,

$ cargo add --dev aws-smithy-http-client --features test-util

--dev A7 >3 &EFERATSE, Cargo.toml 77 1 J)LD [dev-dependencies] 03>
ICOL—KRHFEMENET, HBROGEBRELTHROLNSZ D, ChEOANSILEnT, K
EO—RTEAThIEERNAFTVICEEENEE A,

Fh, CcOY7ILD—RE, AWS OB —ER Ofl& LT Amazon Simple Storage Service %
FRALET,

$ cargo add aws-sdk-s3

chiZ&kV), [dependencies] 77 4J)® Cargo.toml 20> avICOL—RMFBHENE
ED

2. TAROA—REZI-)NIECE, BEEBIAMEDRATZEHET,

use aws_smithy_http_client::test_util::{ReplayEvent, StaticReplayClient};
use aws_sdk_s3::primitives::SdkBody;
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3. TANTR., TANFIEERTIZDVEN HB K HTTP RZ 20> 32 %%k ReplayEvent
BEZERTHIENSHOET, FARVNIR, HTTPUIIARATZ IO ME, AWS
DH—ERANBESETZERERTHTTIPLARVAAT DI VRN EENET, oo
AR NiE, JR® StaticReplayClient::new() NOHUPEHLICEENET,

let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent::new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: : from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

ERIE replay_client CRFEENET, ChEHTTP 9S4 T7 > hERLTEHY ., SDKfor
Rust CRIZATURDBRETEETDCEILKYFEATEET,

4. AmazonS3 VZA TV NEERTBICRK., BREATDION2EAL, V54T RNIZAD
from_conf() BHZHOPHELTITA T NEERLET,

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
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.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

REATDIIRNEIEILSZ—® http_client() XYY REFEAL TEEET N, RAEREE
credentials_provider() XVvY REFEAL THEEETNE T, RHERE. BOUORIER
BiE%ZIRT make_s3_test_credentials() EVSEHEFEAL THEREIhET,

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

ChS OFFREIFREE. RBRICE AWS ICEFEhBVEY, BUMTHIBERHIEEA,

5. TAMUEBZBEREFVCHLTTANEZETLET, COHITE. FOHIEHROBRFIE
determine_prefix_file_size() T9, RHMDNZX—RF, UIOIAKNCHERTS
Amazon S3 VAT U NATZIOUVRNTE, LA 2T, StaticReplayClient ZfAL T
ERENIOTAT R EBELT, VDIVIAMIXYRND—IOBHETREENDNDTREL,
FDIVTATURNIE>TREENDELSICLET,

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

determine_prefix_file_size() N\ORUVHLFIETITDE, PH—rZFEAL T, B
ThEENMBERE—BIBDEZBALET, RIC, StaticReplayClient XYY R®
assert_requests_match() BN BT HENET, COBEKE, BFEFESNLEHTTPUIT
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ANZERF YL, ThESHAVTLAVSAT > NOEREICREE iz ReplayEvent 7
SIVRNOBITEEENEEDEIRNT—HIZEERERELET,

GitHub T s DPINELBEI—RERRTEERT,

AWS SDK for Rust T aws-smithy-mocks ZFEHALAEI1Z-Y T AN

AWS SDK for Rust Tld, AWS DH—ERAERVEY TR I—RETARNTDLEHICEBOT T
O—F%ZRATEET. COMEYITR, TANBWTAWSSDK V9S4 T > RDL AR AD
EVIOZRERTRD D, OTINTRIBFEZRMTS aws-smithy-mocks VL—NZFEAT
BDHECOVTHBALETD,

=

AWS DH—ERAZFERATSII—ROTANZRRTZEEE. EBROXRY NT—IOFTHL Z#
BENKRLDHYET, aws-smithy-mocks VL—hE2FERATRE, UTERBEITZD Y 1—>3
VERHBLETD,

* SDKARBEDVIIARNIEDISICHETINZERTDIEY VI—LZERT S,
s ERERBERATOLARVA (R, TF7—. HTTP LARYR) Z2iRY,

s Z7ONTACETVWTUIIAMZE—HEHES,

- BRATHREZTANTZOOBEDY— T AEERT S,

c L-AFREESYICERESh L ZHET S,

HKFEE R DIE M

70209 KRF4LONIOIOR ROV 7 M T, aws-smithy-mocks 7L — N & XD KFBEE
ELTEMLERT,

$ cargo add --dev aws-smithy-mocks

--dev A7 aaEFEMATSHE, Cargo.toml 77 A1 )LD [dev-dependencies] £ 3 Ily
L—RhAEMENET, BROKFEEELTEDLDND O, ChEFINMILEIT, AFEI—R
THEAThBIERENAFTVICEEENE A,

£, 2OHY 7 )LI—RIE. Amazon Simple Storage Service Z# AWS OH—E X Ofl& U THEA
LTHY, test-util #EENBETT,
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$ cargo add aws-sdk-s3 --features test-util

chlZ&kV), [dependencies] 77 4J)L® Cargo.toml 20> a2 ICOL—RMFEBHNENET,
BEXRNBRERE

aws-smithy-mocks Z £ L T Amazon Simple Storage Service (Amazon S3) &£ X V) BV 3% 11—
RETANTDHEDEEBZBFEUATICRLET,

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::primitives: :ByteStream;
use aws_smithy_mocks::{mock, mock_client};

#[tokio: :test]
async fn test_s3_get_object() {
// Create a rule that returns a successful response
let get_object_rule = mock!(aws_sdk_s3::Client::get_object)
.then_output(|| {
GetObjectOutput: :builder()
.body(ByteStream: :from_static(b"test-content"))
.build()
D)8

// Create a mocked client with the rule
let s3 = mock_client!(aws_sdk_s3, [&get_object_rule]);

// Use the client as you would normally
let result = s3
.get_object()
.bucket("test-bucket")
.key("test-key")
.send()
.await
.expect("success response");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"test-content");

// Verify the rule was used
assert_eq!(get_object_rule.num_calls(), 1);
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TY VIL—ILOFERK
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IL—IL&, mock! XVOZEALTEREINET, XIVOK., I9FATRMARL -3 %5|H
ELTRUHEWET, TOER, L—IIHNEDLS CBETRINERETEXRT,

VOTIAND—H

DOTARNODZTONTAZ2—HEEBDZEILRY, L—IIZLY) BEHFILTEET,

let rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("test-key"))
.then_output(|| {
GetObjectOutput: :builder()
.body(ByteStream: :from_static(b"test-content"))
.build()
1)

ERETRBLARARAT
ERETEBRATOLARVAZRIENTEET,

// Return a successful response
let success_rule = mock!(Client::get_object)
.then_output(|]| GetObjectOutput::builder().build());

// Return an error
let error_rule = mock!(Client::get_object)
.then_error(|| GetObjectError::NoSuchKey(NoSuchKey: :buildexr().build()));

// Return a specific HTTP response
let http_rule = mock!(Client::get_object)
.then_http_response(|| {
HttpResponse: :new(
StatusCode: :try_from(503).unwrap(),
SdkBody: :from("service unavailable")

)
1)

BRETEBFOTAN

aws-smithy-mocks OBREBAOBHED 1 2., LARVADS—T U AZERL THRTEEZ
TARNTEDZETT,
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// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()

.http_status(503, None) // First call returns 503
.http_status(503, None) // Second call returns 503

.output(]| GetObjectOutput::builder().build()) // Third call succeeds
.build();

// With repetition using times()

let retry_rule = mock!(Client::get_object)
.sequence()
.http_status(503, None)

.times(2) // First two calls return 503
.output(]| GetObjectOutput::builder().build()) // Third call succeeds
.build();

IL—=ILEF—R

L=ILE—RZHEALT, L-ILO—HBEERAFEZUTORSICHHTEERT,

// Sequential mode: Rules are tried in order, and when a rule is exhausted, the next

rule is used

let client = mock_client!(aws_sdk_s3, RuleMode::Sequential, [&rulel, &rule2]);

// MatchAny mode: The first matching rule is used, regardless of order
let client = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&rulel, &rule2]);

Bl BRTEIEOT AN
BREABEETANTIHEERT., URLBPEUTICRLET,

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::config::RetryConfig;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_retry_behavior() {
// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()
.http_status(503, None)

aws-smithy-mocks ZFEALEZIZY hTAK
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.times(2)

.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"success"))
.build())

.build();

// Create a mocked client with the rule and custom retry configuration
let s3 = mock_client!(

aws_sdk_s3,

RuleMode: :Sequential,

[&retry_rule],

|client_builder| {

client_builder.retry_config(RetryConfig: :standard().with_max_attempts(3))

);

// This should succeed after two retries
let result = s3

.get_object()

.bucket("test-bucket")

.key("test-key")

.send()

.await

.expect("success after retries");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"success");

// Verify all responses were used
assert_eq!(retry_rule.num_calls(), 3);

Bl: VOTARNTGA—RICEISERETRBEL ARV A
UOTIARNTA—RIZETVT, BBBHLARVAEZRIL—LEERTDLETEET,

use aws_sdk_s3::operation::get_object::{GetObjectOutput, GetObjectError};
use aws_sdk_s3::types::error: :NoSuchKey;

use aws_sdk_s3::Client;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

aws-smithy-mocks ZFEALEZIZY hTAK
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#[tokio: :test]
async fn test_different_responses() {
// Create rules for different request parameters
let exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("exists"))
.sequence()
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"found"))
.build())
.build();

let not_exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("not-exists"))
.sequence()
.error(|| GetObjectError: :NoSuchKey(NoSuchKey::builder().build()))
.build();

// Create a mocked client with the rules in MatchAny mode
let s3 = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&exists_rule,
&not_exists_rule]);

// Test the "exists" case
let resultl = s3
.get_object()
.bucket("test-bucket")
.key("exists")
.send()
.await
.expect("object exists");

let data = resultl.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b"found");

// Test the "not-exists" case
let result2 = s3
.get_object()
.bucket("test-bucket")
.key("not-exists")
.send()
.await;

assert!(result2.is_erxr());
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assert!(matches!(result2.unwrap_err().into_service_error(),
GetObjectError: :NoSuchKey(_)));

RANTZU9T4A
T ANIC aws-smithy-mocks 2R T 354!

1. BEDYIITANMI—3: match_requests() Z2FAL T, L—IHNFEBERLEVIITAN (&I
RuleMode: : :MatchAny) IO KBERAENDELSIZLET,

2. L= OERRR ZH#EE: rule.num_calls() 2L, I—IIAEBRICERAE h I & 2R
LEY,

J.TARNIZ—EB: TS5 —Z2RII—INZERL T, - RICKDTERREREBTDHEZT AN
LERT,

4. TARNBRTODY I LARVAY =T AZEAL T, O—RICK>THARAZLBHATIET
REOHOBATHREZELKVETRHEEHWIELET,

5. TANIEHR: 1 DOTARNTIXNTZPREL LD ETHOTREAL, F VA ELCERDTA
hEERLET,

AWS SDK forRust TO T4 X—DEH

DJIAZ—, 74T MNMIOHBHRILT, DY—ANBHNOREBICETSZIET, £LEETOV
V—ANBHNOREBICASBVEHBENDET, VDY—RZR—U2TILET, <hilk., Amazon
Simple Storage Service 5 ENFERES M D H S H—E AX, Amazon Elastic Compute Cloud 7 &
DY —RAZFRBTERT A —EREZFERATEIEEOD—BWNERAITT, VDY—ADAT—X
AZEHWICAR—) IOV 0 %ZBHTHRRTH0E. FEAIMPAVIZT—ORREICERYE
T, JIAMZ—DENE. COEFZBEI—RASHL., AWS AXRL—2320RAZTICH
TBHRVAFZRED AWS SDK for Rust ICBFT 2 &TT,

DIARX—DOYR—NZRETSE AWS O —E RAICIE., <service>::waiters T2 1—I)LHNEF
nE7,

« <service>::client::Waiters LA KNICEK2T, 94T RDIIAR—XYY R%E
BEELET, XYY REE Client BEKICK UL TEEEINET, IXTOIIASEZ—XY YR
(&, wait_until_<Condition> MEXEMBHEZRACHVET,

« Amazon S3 MIFE., CHOKRL A ME aws_sdk_s3::client::Waiters T9,
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ROBITIE, Amazon S3 ZFEALTVWET, L, 1 2UEODIAZ—HFEZENTLS AWS
DH—ERAICO2VWTE., Bi2EREUTY,

ROI—REIE, NTY MeBRBRIZZOFEREZFILEOOR—-U IO Y V2R RTEIRDYIC,
VIAZ—BREeERTIHEERLTVERT,

use std::time: :Duration;

use aws_config::BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")
.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

@ Note

BFHAYY RIF, BNOREEERIS—ICELEEBORKRL AR ATHETREHIC
EHTZ % Result<FinalPoll<...>, WaiterError<...>> %RLET, FHHIZDOV
Tk, TRustAPI RF¥a21 XK, ® TFinalPolly & "WaiterErrory #2BL T &
(AN
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EXGE, BEEBARL—232 Y —EARNTRITIZHEZRTI—RHITT,

To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WEY, 70232V EYOY—EARBZFOHRIFEZRLTVRIYS, ITFANADT Y
>avik, BETEZSFTUATHETERY,

SFIAR, 12O —ERARL S, £EFMO AWS OH—EREBAEDE TEROBEKZFV
HU, RENDRAVZXRTIDHEZRII—REITY,

—HOY—ERE. F—ERBEOT AT S URBROEREEERTENONTIVAFEEN
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+ SDK for Rust Zf#F L &= Amazon EC2 Auto Scaling ® 4l
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+ SDK for Rust %Z £/ 9 % Firehose M4l

« SDK for Rust & f§ f L 7= Amazon DocumentDB @ 4

+ SDK for Rust Zf#f L = DynamoDB ) 4l

+ SDK for Rust Z £/ L = Amazon EBS M4

- SDK for Rust Z £ L = Amazon EC2 @4l

 SDK for Rust Zf# L 7= Amazon ECR D4

+ SDK for Rust Z £/ L = Amazon ECS DO ¥l

88



AWS SDK for Rust FRAYN=HA R
« SDK for Rust & f#f L 7= Amazon EKS 04

+ SDK for Rust Z £/ L 7= AWS Glue D4l

« SDK for Rust Zf£A L 7= IAM O 4l

+ SDK for Rust Z £/ L 7= AWS loT D%l

+ SDK for Rust Z £/ L % Kinesis MO #l

« SDK for Rust Z £/ L 7= AWS KMS 0 i

+ SDK for Rust Z £/ L /= Lambda @i

+ SDK for Rust Z £/ L 7= MediaLive M4l

+ SDK for Rust Z £ 9 % MediaPackage %l
 SDK for Rust Z 8 L 7= Amazon MSK M 4l

+ SDK for Rust Z £/ L 7= Amazon Polly ® 4l

* SDK for Rust Z £ L 7= Amazon RDS O 4l

+ SDK for Rust % f#f L = Amazon RDS Data Service Ml
» SDK for Rust Z £ 9 % Amazon Rekognition @4l
+ SDK for Rust Z £/ L /= Route 53 M4

* SDK for Rust Z £/ L = Amazon S3 0O #l

+ SDK for Rust Z £ L 7= SageMaker Al @5l

» SDK for Rust Zf#F L /= Secrets Manager @ 4l

« SDK for Rust %Z £ L 7= Amazon SES API v2 04
« SDK for Rust Z £/ L %= Amazon SNS 04l

« SDK for Rust Z £ L = Amazon SQS @4

* SDKfor Rust Z /A L = AWS STS D4l

» SDK for Rust Zf#f L /= Systems Manager ® 4l

« SDK for Rust % f#f L #= Amazon Transcribe @ i

SDK for Rust Z i L 7= API Gateway 0 4l

ROIA—RY T )Lk, APl Gateway T AWS SDK for Rust Z AL TF7 V3> &2ETL., —K&
W F ) AZRREIBDHEZRLTVET,
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>avik, BETEZZFTUATHIETERY,

SFIUAR, 12O —EARAS, £LEFMO AWS O —EREBAEDE TEROBEHZFV
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To>r3az
GetRestApis
RO I— RAIE, GetRestApis ZFEATIHEERLTVWET,
SDK for Rust
@ Note

GitHub ICl&., ZOMDIY—RAEHY EF, AWS I—RBIVAT K TE2<EUH|I%Z
BOUT, RELERTOHFEZHEBL TSV,

I)—<> 3> ® Amazon APl Gateway REST APl &k RL £ 7,

async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {
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println!("ID: {}", api.id().unwrap_or_default());
println!("Name: {3}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {3}", api.version().unwrap_or_default());
println!(
"Created: {3,
api.created_date().unwrap().to_chrono_utc()?
I
println!();
}
0k(())

« APl OFFMIZ DWW TIE, AWS SDK for Rust API U 7 7 L > AM TGetRestApis, 258 L TL
EEW,

SFUHA
Y—N—LAT77VT5—23a2 %KL TEENOER
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ERTBFEICODVTRLTVET,

SDK for Rust

Amazon Rekognition ZEA L TEHERNODSRIILZHREL, RFELTETHETESLSIZTSHE
BE7EY NEBT7VT—23a>0BRAEEZERLET,

2BV —ADA—REBREBLVCETOFIEICOVWTR, GitHub TELBHlZSRL TS EE
W,
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SDK for Rust
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« Lambda

SDK for Rust &M L 7= APl Gateway Management API @ 45l

ROI—RY T )&, APl Gateway Management APl T AWS SDK for Rust 2L T7 V< 3
VEEFTL, MU FTVFERETDHEZERLTVET,
TO2aVR&EWREETOTZLNPSOOI—ROERTHY, AVTFANATRITITZIHLEND
WET, PO23aVREYOY—EAREZFROEITFEZRLTVETYN, OTFANNDOT Y
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Fo>3az

PostToConnection
ROI— RHIIFE. PostToConnection ZFEAT A AHEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS I—RHIVAT K TE2<EUH|%Z
BOUT, REERTOFEZHIBL TSV,

async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob: :new(data))

.send()
.await?;

0k(())

}

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

I

let shared_config = aws_config::from_env().region(region_provider).load().await;

let api_management_config = config::Builder: :from(&shared_config)
.endpoint_url(endpoint_url)
.build();

let client = Client::from_conf(api_management_config);
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« APl OFEHAIC DWW TIE. AWS SDK for Rust APl ') 7 7 L > A® TPostToConnectiony &5
LTLEEL,

SDK for Rust % £ L 7= Auto Scaling ® 4l

RO 1— RBIE, Application Auto Scaling T AWS SDK for Rust 2L T7 9> 3> &#X{TL, —
BB ) FA2RETDHEERLTVET,
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New o

s U AaA
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DescribeScalingPolicies

RO — RPlE, DescribeScalingPolicies ZFEHA T2 AHEERLTVET,

SDK for Rust
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GitHub ICl&. ZOMDIY—REHY) EF, AWS O—RHIVART K T2<EUHlIZ
BROUT, REERTOHFEZHEL TSV,

async fn show_policies(client: &Client) -> Result<(), Error> {
let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace: :Ec2)
.send()
.await?;
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println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

« APl OFEMIC DV Tk, AWS SDK for Rust API 1) 7 7 L > A®M "DescribeScalingPolicies; %
SRLTLEEL,

SDK for Rust Z £/ L #= Aurora @ 4l

RO — RHIE, Aurora TAWS SDK forRust Z2fEAL TT7 V>3 %#ETL., —WEIFUF
BEEITDHIHEERLTVET,

EXEF, BEEBZARL -3V HY—EARNTETIZHEZRII—RHITT,
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WS, 70232 EOY—EAREZFRTHIFEZRLTVXRIAN, ATFANADT Y
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o APl OFEHAIC DWW TIE. AWS SDK for Rust APl ') 7 7 L > A® TDescribeDBClusters; &%

use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

}

impl std::error::Error for Error {}

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;

println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()

for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {name}",);
println!("\t Engine: {enginel}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);

ok(())

LTLSEZWL,
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SDK for Rust
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BOUT, REERTORFEZHEBL TS,

Aurora > FUFADOTFUFEEOBEBEECS AT 3,

use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types::{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,

Parameter},

};

use sdk_examples_test_utils::waiter::Waiter;

use tracing::{info, trace, warn};

=¥
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const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup";
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =
"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

};

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
i
write!(f, "{display}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

=¥
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}

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),

// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(
T,
"{}: {3 (allowed: {})",

self.name, self.current_value, self.allowed_values
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}

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_xrds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {
pub fn new(client: crate::rds::Rds) -> Self {

AuroraScenario {
rds: client,
engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,
password: None,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

=98 100



AWS SDK for Rust FROYN—HA R

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
i

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)
.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
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.as_str(),

)

.await;

describe_orderable_db_instance_options_items
.map( |options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b = {
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
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return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",

&error,
));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;

pub fn set_login(&mut self, username: Option<String>, password:
Option<SecretString>) {
self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));
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let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value(format!("{offset}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format! (" {increment}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod: :Immediate)
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

ok(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.
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// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {

return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
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"Started a db cluster: {}",

self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;
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let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));
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if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{name}").as_str())
.await;
match snapshot {
Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

}I

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
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let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.rds
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.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");
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continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;
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RDSClient ZYNN—OA—KREY V2 FEALTSATSVETANLET,

use crate::rds::MockRdsImpl;
use super::*;
use std::io::{Error, ErrorKind};

use assert_matches::assert_matches;
use aws_sdk_rds::{
error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group::CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput]},
create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterOutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints::DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParameterskError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{
DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
.
describe_db_instances: :{DescribeDBInstancesError,
DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
},
.
types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,
OrderableDbInstanceOption,
},
i

use aws_smithy_runtime_api::http::{Response, StatusCode};
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use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_rds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

#[tokio: :test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()

.with(eq("aurora-mysql"))

.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()

.db_engine_versions(
DbEngineVersion: :builder()
.db_parameter_group_family("f1")
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.engine_version("fla")
.build(),

)

.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_describe_db_engine_versions()

.with(eq("aurora-mysql"))

.return_once(|_]| {

Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe_db_engine_versions error",
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))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
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.build(),
OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),
D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

srempty()),
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let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio::test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let cluster = scenario.get_cluster().await;

assert!(cluster.is_ok());
#[tokio: :test]

async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

mock_xrds
.expect_describe_db_clusters()
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.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Did not find the cluster");
}

#[tokio::test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Failed to get cluster");
}
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#[tokio::test]
async fn test_scenario_connection_string() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()
.endpoint("test_endpoint")
.port(3306)
.master_username("test_username")
.build(),
)
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysgl -h test_endpoint -P 3306 -u test_username -p".into())

);

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_describe_db_cluster_parameters()

.with(eq("RustSDKCodeExamplesDBParameterGroup"))

.return_once(|_]| {

Ok(vec![DescribeDbClusterParametersOutput: :buildex()

.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
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.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :builder()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let params = scenario.cluster_parameters().await;
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assert_matches!(params, Err(ScenarioError { message, context: _ }) if message
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")

.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)

.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value("20")

.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)

.build(),

)i
true
1)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :buildexr().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_erroxr(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()
.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
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assert_eq!(name, "RustSDKCodeExamplesDBInstance");

assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
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Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

),
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Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version

Some("aurora-mysql8.0".into());
Some("m5.1large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

scenario.instance_class

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)
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tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
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}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
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.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),

);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erx());
let errs = clean_up.unwrap_err();

srempty()),
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assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput: :builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());
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#[tokio: :test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create snapshot error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Failed to create snapshot");

}

#[tokio::test]
async fn test_scenario_snapshot_invalid() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Missing Snapshot");

}
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use std::fmt::Display;

use anyhow: :anyhow;

use aurora_code_examples::{
aurora_scenario: : {AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

};

use aws_sdk_rds::Client;

use inquire::{validator::StringValidator, CustomUserError};

use secrecy::SecretString;

use tracing::warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;
}
0k(())

::Result {
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}

fn select(
prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire::Select::new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));
}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));
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}

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

)?;
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)

// Prepare the cluster, creating a custom parameter group overriding some group

parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->

Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",

3);

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,

increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);

return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;
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let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
.prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);
return Exr(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str| {

if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)

} else {
Ok(inquire::validator::Validation::Invalid(

"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);

return Erx(());
13
scenario.set_login(Some(username), password);

0k(())
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// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {
// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.
// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
scenario.start_cluster_and_instance().await?;

let connection_string = scenario.connection_string().await?;
println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String::from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;

println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

ok(())

#[tokio::main]

async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let rds = RdsClient::new(client);
let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.
let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
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if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance
and cluster to delete before moving on.
let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {

println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {}
impl StringValidator for U8Validator {
fn validate(&self, input: &str) -> Result<inquire::validator::Validation,
CustomUserError> {
if input.parse::<u8>().is_err() {
Ok(inquire::validator::Validation::Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {
Ok(parameters) => {
println!("Current parameters");
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for parameter in parameters {
println!("\t{parameterl}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {3})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError: :with(format!("{error}")),
);
default

.
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{error}")),
);
default

FANDA—RNEYF T ZTEEICTS AmazonRDS Y —EADT Y /N—,

use aws_sdk_rds::{
error: :SdkError,
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operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group::CreateDBClusterParameterGroupError,
create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},
delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,
},
delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOQutput},
describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,
},
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

iy

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

iy

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,

}I

types::{OrderableDbInstanceOption, Parameter},
Client as RdsClient,

i

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall: :automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
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pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
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) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>
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{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
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.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {
self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await
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}

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

cOIFIATHEAL EKFBEHEZET Cargo.toml,
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[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/

manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime-api = { version = "1.0.1" }

aws-sdk-rds = { version = "1.3.0" }

inquire = "0.6.2"

mockall = "@.11.4"

phf = { version = "0.11.2", features = ["std", "macros"] }
sdk-examples-test-utils = { path = "../../test-utils" }

secrecy = "0.8.0"

tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
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* CreateDBCluster

» CreateDBClusterParameterGroup

» CreateDBClusterSnapshot

* CreateDBlInstance

* DeleteDBCluster

» DeleteDBClusterParameterGroup

* DeleteDBInstance

» DescribeDBClusterParameterGroups

* DescribeDBClusterParameters
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DescribeDBClusterSnapshots

DescribeDBClusters

DescribeDBEngineVersions

DescribeDBInstances

DescribeOrderableDBInstanceOptions

ModifyDBClusterParameterGroup

Fo>3az

CreateDBCluster

ROO— RPIIE, CreateDBCluster ZFEAT A AEERLTVET,

SDK for Rust

(® Note
GitHub ICl&. ZOMDUY—REHY) ET, AWS O—RHIVARI K T2<ELUHlIZ

BO0T, REERTOHFEZHBEL TSV,

// Get a list of allowed engine versions.

rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the

family used to create your parameter group in step 2>)

and uses the parameter group you created.

// Create an Aurora DB cluster database cluster that contains a MySql database

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.
// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {

return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",
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));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
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self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,

)

.await;

if let Err(err) = create_db_instance {

return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
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"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_cluster(
&self,
name: &str,

154
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parameter_group: &str,

engine: &str,

version: &str,

username: &str,

password: SecretString,

) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
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assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_rds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()
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.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())

1)

let mut

scenario
scenario
scenario
scenario

.build())

scenario = AuroraScenario::new(mock_rds);

.engine_version = Some("aurora-mysql8.0".into());
.instance_class = Some('"m5.large".into());

.username = Some("test username".into());

.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let asse
let
asse
asse

asse

);
1)

rtions = tokio::spawn(async move {

create = scenario.start_cluster_and_instance().await;
rt!(create.is_ok());

rt!(scenario

.password

.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()

.expose_secret()

.is_empty());

rt_eq!/(

scenario.db_cluster_identifier,

Some("RustSDKCodeExamplesDBCluster".into())

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ =

assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.exp
.ret

ect_create_db_cluster()
urn_once(|_, _, _, —, —_, _| £
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

srempty()),

N
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)
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
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assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");

assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
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assert_eq!(id, "RustSDKCodeExamplesDBCluster");

assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");

assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {

Err(SdkError: :service_error(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe cluster error",
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))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)
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tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

o APl OFFMIC DWW TIX. AWS SDK for Rust APl ') 77 L > A® TCreateDBCluster; S BRL
TLEETL,

CreateDBClusterParameterGroup

RO 1— RPIE, CreateDBClusterParameterGroup ZEH T2 HEEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH)EF, AWS I—RHIVAT K T2<EUHIZ
ROUT, RELERTOHFEZHIEL TS,

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,
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) =>{
return Err(ScenarioError::with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());
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#[tokio: :test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

« APl OFFMAIC DWW TIE, AWS SDK for RustAPI ) 7 7L AD
FCreateDBClusterParameterGroupy ZZBRL TS E&E V),

CreateDBClusterSnapshot

RO — RPlE, CreateDBClusterSnapshot ZFEH T2 HEERLTVET,

SDK for Rust

(® Note
GitHub ICl&. ZOMDIY—RAEH) EF, AWS JI—RHIVAT K T2<EUHIZ
BROWRT, RELRITOFEZHFIEL T EEL,
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",
));
}
let create_db_cluster = self
.rds
.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString::new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",
&err,

));

self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster
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.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",
&err,

));
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}

let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
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)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
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.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)

.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio: :test]
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async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
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.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

« APl OFMIC DV TIE, AWS SDK for Rust API ) 7 7 L > A® "CreateDBClusterSnapshot

ZZRBLTLKEZL,

CreateDBInstance

ROI— RPIIE, CreateDBInstance ZFEATAAHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&., ZOMDIY—RAEH) EF, AWS I—RHIVAT K T2<EUH|IZ
BO0T, RELERTOHFEZHEL TS,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.
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// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {

return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
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"Started a db cluster: {}",

self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;
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let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));
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if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
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1)

mock_xrds
.expect_create_db_instance()
.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");

assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :builder()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())
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1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

Some("test username".into());

Some(SecretString: :new("test password".into()));

scenario.username
scenario.password

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.return_once(|_, _, _, _, —_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}
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#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

~
N\
w
X

184



AWS SDK for Rust FROYN—HA R

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
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.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APl OFEHAIC DWW TIE. AWS SDK for Rust API J 7 7 L > A® TCreateDBInstance, ZZ 8
LTLEETW,

DeleteDBCluster
ROD— RHIE, DeleteDBCluster ZFEHTZAEZRLTVET,

SDK for Rust

® Note
GitHub (ClE. ZTDMHEDOVY —REH EF, AWS J—REIVAI ) T2<EUHZ
BO0T, MELRITOFARZRAL T LEE L,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.

rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.

let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

N
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.

let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
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&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {

self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

});

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

VOPEY, 192



AWS SDK for Rust FRAOYN—HA R

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_rds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
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.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
tokio::time: :pause();
Tovav 194



AWS SDK for Rust FROYN—HA R

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1)
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}

« APl OFEHAIC DWW TIE. AWS SDK for Rust API 1) 7 7 L > A® "DeleteDBClustery ZZ 8L
TLEEL,

DeleteDBClustexrParametexrGroup

RO 1— Rk, DeleteDBClusterParameterGroup 2R T35 H5E%ZRLTVWET,

SDK for Rust

® Note

GitHub ICl&., ZOMDIUY—REHY)ET, AWS O—RHIVAI K T2<EUHlIZ
ROWRT, REERITOREZ2HEL T EEL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];
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// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {

let describe_db_instances = self.rds.describe_db_instances().await;

if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;

}

match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
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Some(status) => {

info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
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"Failed to check cluster state during deletion",
&err,

));

break;

}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
)
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",
&error,

)
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}

if clean_up_errors.is_empty() {
ok(())

} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())

~
N\
w
X

199



AWS SDK for Rust

FROYN—=HA R

b

.with()

.times(1)

.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
D)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
1)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
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DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));
mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));

scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erx());
let errs = clean_up.unwrap_erxr();
assert_eq!(errs.len(), 2);

assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

first Describe

second Describe

first Describe

second Describe

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

o APl OFEMIC DWW T, "TAWS SDKforRustAPI U7 7L>AL @
MDeleteDBClusterParameterGroups 2B L TS &V,

DeleteDBInstance

RDI— RPIIE, DeleteDBInstance ZFEAT A HEERLTVET,
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {

let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.rds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",

&err,

));

break;

}

let db_instances = describe_db_instances

.unwrap()
.db_instances()
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.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {

trace!("Delete Instance waited and no instances were found");

break;

}

match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {

info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
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let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

-map(|g| {
g.db_cluster_parameter_group_name
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.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
1)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
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DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)

.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody:

))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);

zempty()),

assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first

Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

: _}) if

Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();
let _ = assertions.await;
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// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output
.unwrap()
.into_iter()
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.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
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.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()])
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}
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o« APl MEEHIZ DWW Tk, AWS SDK for RustAPI U 7 7L AD
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ROWRT, REERITOFEZ2HEL T LEEL,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
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self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));
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self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",

&err,
));
}
let instances_available = instance
.unwrap()
.db_instances()
Litex()
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.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

}
}
Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
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async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
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.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
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.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

srempty()),

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]

async fn test_start_cluster_and_instance_cluster_create_missing_id() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
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ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
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assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

b
.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)
.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
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)
.build())
});
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APl OFEMAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A®M "DescribeDBClustersy &3 8
LTLEEL,

DescribeDBEngineVersions

RO 1— RPlIE, DescribeDBEngineVersions A T2 HEERLTVET,
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// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
I

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_oxr_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,

+
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)
.for_each(|(family, version)|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio::test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f2")
.engine_version("f2a")
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.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1);

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "flb".into()]),
("f2".into(), vec!["f2a".into()])
1))
);

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);
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}

« APl OFFMAIC DWW TIE, AWS SDK for RustAPI ) 7 7L AD
MDescribeDBEngineVersionsy 2B L T &V,

DescribeDBInstances
RO— RHIF, DescribeDBInstances 2R T3 A EEZRLTVWET,
SDK for Rust

(® Note

GitHub ICl&., ZOMDIY—RAEH) EF, AWS I—RHIVAT K T2<EUHI%Z
ROUT, REELRTOHFEZHEL TS,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
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let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

.await;
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if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME. to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
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.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));
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mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)

.build())
)
.with(eq("MockCluster"))
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.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if

message == "Failed to check cluster state during deletion");

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

o APl OFFMIC DWW Tk, AWS SDK for Rust APl ') 7 7 L > A®M TDescribeDBlInstances) %%
BLTLEETL,

DescribeOrderableDBInstanceOptions

RO 11— RPlE, DescribeOrderableDBInstanceOptions ZFA T2 HEEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH)EF, AWS I—RHIVAT K T2<EUHIZ
ROUT, RELERTOHFEZHIEL TS,

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
)

.await;

describe_orderable_db_instance_options_items
.map( |options| {
options
.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()
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1)

.map_err(|err| ScenarioError::new("Could not get available instance
classes", &err))

}

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![
OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
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.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",

),
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Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

« APl OFFEMAIC DWW TIEX, AWS SDK for RustAPI ) 7 7L > AD
MDescribeOrderableDBInstanceOptions; ZZ 8B L T &L\,

ModifyDBClusterParametexGroup

RO I— RHIE, ModifyDBClusterParameterGroup ZFH 3252 RLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZTDMOVY—RAEHYWET, AWS J—REIVARI K TE<RELUHIZ
ROWRT, REERITOREZ2HIEL T LT,

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
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let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value(format!("{offset}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

ok(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

::Immediate)

::Immediate)
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#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

)i
true
1)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :buildexr().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError::service_error(

::Immediate)

::Immediate)
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ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

o APl OFFAICOWTIE, TAWS SDKfor RustAPIU 7 7L>2AL @
"ModifyDBClusterParameterGroupy 2B L T &V,

SDK for Rust Zf# [ L 7= Amazon EC2 Auto Scaling ® 4l
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SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—RAEHYWET, AWS JI—REIVARI K TE<RELUHIZ
ROWRT, REERITOFEZHIEL T LEE,

async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");

let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

0k(())

« APl OFFMIC DWW TIX, AWS SDK forRustAPI U7 7L AD
MDescribeAutoScalingGroups ) 228 L TS E&E L,

(N =Xy
+ BE

- 732

Amazon EC2 Auto Scaling 244


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/auto-scaling#code-examples
https://docs.rs/aws-sdk-autoscaling/latest/aws_sdk_autoscaling/client/struct.Client.html#method.describe_auto_scaling_groups

AWS SDK for Rust FROYN—HA R

B2

BAEEF

ROOA—RY TG, UTOREREEZRLTVET,

s BT VT L—RNETRASEUT4—Y—2%HL T, Amazon EC2 Auto Scaling ' )L—7
ZERL., RITHFOA ARV AICEITBZERZEMELET,

« Amazon CloudWatch X N J ADQYREZBRICLET,

s TIN—TDOHFLETZIFYNTAZEHL, A VAR ANEBHTEIOZFEET,

s TIL—THOREFTVA AR AZHIBRLET,

s A—H—QUIIARNRPF YN TADOEBEILISUTRETDAT TV ITFTIOT1ET1%2—HE
K*RLET,

 CloudWatch X KUV AQ#KETZEWBL T, VY—ARZIUV—2TFYTULET,

SDK for Rust
® Note
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ROWRT, RELERITOFEZHIEL T LEEL,

[package]
name = "autoscaling-code-examples"
version = "0.1.0"

authors = ["Doug Schwartz <dougsch@amazon.com>", "David Souther
<dpsouth@amazon.com>"]
edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }

aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }
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clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
anyhow = "1.0.75"

tracing = "0.1.37"

tokio-stream = "0.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;
}
0k(())

#[tokio: :main]
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async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
.join(", ");
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

I
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1l).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",

)

.await;

// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
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if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.
show_scenario_description(

&scenario,

"show that two instances are launched after setting desired capacity",

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the
group.
let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);
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}

let wait_after_terminate = scenario.wait_for_stable(1l).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError: :with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",

)

.await;

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
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warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):
// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

pub mod scenario;

use std::{
error::Error,
fmt::{Debug, Display},
time: :{Duration, SystemTime},

};

use anyhow: :anyhow;

use aws_config: :SdkConfig;

use aws_sdk_autoscaling::{
error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},

};

use aws_sdk_ec2::types::RequestLaunchTemplateData;

use tracing::trace;

const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";
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const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_oxr(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
auto_scaling_group_name: String,

impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

Dy

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))?;

0k(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {statusl}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {el}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instance}")?;

}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
writeln!(f, "\t Activities:")?;

match &self.activities {
Ok(activities) => {
for activity in activities {

::Result {
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writeln!(
T,
"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",
activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),
// activity.status_message().unwrap_or_default()
activity.end_time(),

)?;
}
}
Err(e) => writeln!(f, "\t\t! {e}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(]|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({code})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
};
write!(f, "{displayl}")
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#[derive(Debug)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While ‘Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{3}: {}", self.message, c),
None => write!(f, "{}", self.message),

impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
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let ec2 = aws_sdk_ec2::Client: :new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client::new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z]| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', ImagelId='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :builder()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-0@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
None => {
// Try to delete the launch template
let _ = ec2
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.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
i

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step @. Give it min/max of 1 instance.
// You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1l)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.send()
.await

errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,
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));

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here

to prevent a move is ok.

auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azn,

};

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))

.send()

.await;

match enable_metrics_collection {
0k(_) => Ok(scenario),
Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
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"Failed to enable metrics collections for group",

&err,
)1
}
}
}
pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self
.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.

let delete_launch_template = self
.ec2
.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()
.await;

let early_exit = match (delete_group, delete_launch_template) {
(Ok(_), Ok(_)) => 0k(()),
(0k(_), Errx(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale
Group", &el),
ScenarioError: :new("Multiple error cleaning the scenario Launch
Template", &e2),
D,
};

if early_exit.is_err() {
early_exit
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} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;
match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(
"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")
)));

return Err(errors);

}
None => return 0k(()),
I
Err(err) => {
errors.push(ScenarioError: :new("Failed to describe
autoscaling group during cleanup 3 times, last error", &err));
}
}
if errors.len() > 3 {
return Err(errors);

}

Err(vec![ScenarioError: :with(

"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)
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pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e| {
ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.
//  CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginatoxr()
.items()
.send()
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.collect::<Result<Vec<_>, _>>()
.await
.map_err(|e]| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format! (
"Failed to get status of autoscaling group {1}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
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self.auto_scaling_group_name.clone()

)));

Ok (auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e]| {
ScenarioError::new("Failed to get autoscaling activities for

group", &e)
DS
let activities = describe_activities.activities();
trace!/(
"Waiting for no scaling found {3} activities",
activities.len()
);
scaling = activities.iter().any(|a]| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);

let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);
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ok(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

Litems()

.send()

.try_collect()

.await

.map(|items| {

items
.into_iter()
filter (i {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()
1)
.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
let update_group = self

.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(size)
.send()
.await;
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if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,

));
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}

0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _

= self

.autoscaling

.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all

instances):

//
let

UpdateAutoScalingGroup with MinSize=0

update_group = self

.autoscaling

.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0)

.desired_capacity(0)

.send()

.await;

if let Err(err) = update_group {

let

return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

stable = self.wait_for_stable(Q).await;

if let Err(err) = stable {

return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));

0k(())

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
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let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// 0r use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
I
let termination = self
.ec?2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {

« API @

group.instances.as_ref().map(|i| i.len()).unwrap_oxr(0)

FHICOWVWTEE, "TAWS SDKforRustAPI U7 7L>A) OUTOREY VZSRELT

<EZW,

CreateAutoScalingGroup

DeleteAutoScalingGroup

DescribeAutoScalingGroups

DescribeAutoScalinglnstances
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» DescribeScalingActivities

* DisableMetricsCollection

EnableMetricsCollection

SetDesiredCapacity

TerminatelnstancelnAutoScalingGroup

UpdateAutoScalingGroup

To>rar
CreateAutoScalingGroup
RO 1— RBIE, CreateAutoScalingGroup 2R T2 HEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—RAEHY EF, AWS I—RBIVAT K TE2<EUH|I%Z
BOUT, RELERTORFEZHEL TS,

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {
client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");

ok(())

« APl| OFEMICDOWTIE., TAWS SDK forRustAPI U7 7L>AL @
MCreateAutoScalingGroupy 2B L TS EE L\,
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DeleteAutoScalingGroup
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async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>

{

client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

0k(())

}
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

0k(())

« APl OFFMAIC DWW TIE, AWS SDK for RustAPI ) 7 7L > AD
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DescribeAutoScalingInstances
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pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

Litems()
.send()
.try_collect()
.await
.map(|items| {
items

.into_iter()
Filter(i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())
1)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()
1)
.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

« APl OFFMICDOWTIE, AWS SDK for RustAPI ) 7 7L 2 A®D
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pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
1)
.collect::<Vec<String>>()
1)

.map_err(|e]| {
ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.

// Bonus: use CloudWatch API to get and show some metrics collected for
the group.
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// CW.ListMetrics with Namespace='AWS/AutoScaling' and

Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]
// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect::<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

« APl OFFMIC DWW TIE, AWS SDK for Rust API IJ 7 7 L > A® TDescribeScalingActivities
BSRLTLSEEZL,

DisableMetricsCollection

RO— RHIE, DisableMetricsCollection #EHTAAEZRLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZDMOVY—REHYWET, AWS JI—REIVARTI K TE<RELUHIZ
ROWRT, REERITORE2HIEL T EEL,
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

o APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A® TDisableMetricsCollectiony %
SHBLTLSEETL,

EnableMetricsCollection

RO— RHIF, EnableMetricsCollection ZFEA T3 522 RLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) ETF, AWS I—RHIVAI K T2<EUH|IZ
BO0T, REERTOHFEZHBL TS,

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1)

.send()

.await;
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o API OEEHIC DWTIE., AWS SDK for Rust API J 7 7 L > A® TEnableMetricsCollection %
SBLTLEEL,

SetDesiredCapacity

RO1— RPIE, SetDesiredCapacity ZFHT2H%EZZ RLTVWET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART K TE2<RELUHIZ
ROWRT, REERITOREZ2HIELTLEEL,

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_str(),
&err,
));
}
0k(())

« API OFFMIC DOV Tk, TAWS SDKfor Rust API )7 7 LA, @ SetDesiredCapacityy %&
SRLTLSEETY,
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TerminateInstanceInAutoScalingGroup

RO I— KRBk, TerminateInstanceInAutoScalingGroup ZFEHAT2HEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REELRITOFE2HEL T EEL,

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// 0r use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
i
let termination = self
.ec?2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))
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async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format! (
"Failed to get status of autoscaling group {1}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok (auto_scaling_group.unwrap().clone())

o APl OFFMAICOWTIE, TAWS SDKfor RustAPI U7 7L >A1 @
MTerminatelnstancelnAutoScalingGroupy Z2ZBL TS EE L\,

UpdateAutoScalingGroup

RO 11— RHIE, UpdateAutoScalingGroup ZERA T2 HEERLTVET,
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SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAI K T2<ELUHlIZ
BRO0T, REERTOHFEZBEL TSV,

async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

ok(())

« APl OFEMIC DWW T, TAWS SDKforRustAPI U7 7L AL D
MUpdateAutoScalingGroups 2B L TS &L\,

SDK for Rust % f# 9% Amazon Bedrock 5> X 1 LD 4l

RO I— RHIE., Amazon Bedrock > 2 4 AT AWS SDK for Rust 2R L TTF7 V> 3> #E1T
L. BB FVFAERETDIHEERLTVET,

SFIVAR, 12O —EARAS, TLEEO AWS O —EREBAEDE TEROBHZFV
HU, BEDRAVERITIDHEZRTI—RHAITT,

BHICREELBY —AO—RAQUINFEENTHY, - ROBREFEZERTHEICHTZFIE
ZHRFETEET,
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Converse API TOY —)LOERA

RODA—RBIE, T7IT—23>2 £ERAIEFIL, BREhEY—IILEEE APIBO—KROEA
VRZUAVEREL, Al EARBBRADA RT3V ERNTEHEERLTVERT, A
R[KAPI Z Al EFIICERTZFeEALT, I—H—AHDCETVWTUTLEA LOKKIERE
RBHLET,

SDK for Rust

@ Note

GitHub I, ZOMDIUY—RAEH) ETF, AWS J—RHIVAT K TE2<EUHI%Z
ROWRT, REELRITOREZHIEL T EEL,

FEOTZAIVDFIAFEODY Y, hik, 1—H—. Amazon Bedrock Converse API, &
FUORRY—IIEOLEEAELET,

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

}

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()

.name(TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),

))

SEDE 278


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/bedrock-runtime#code-examples

AWS SDK for Rust FROYN—HA R

.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
.build()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

ok(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
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.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok(output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioErroxr(
"Converse Output is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

ey
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=> (),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
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message: &Message,
) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock::Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock::ToolResult(tool_response.l));

}
_=>0),
};
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
"\x1b[@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[Om",
tool.input()
);
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1lb[om",
content.content()
I
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
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tool.name()

))),

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

TETHEAETNDIR[RY =)o CORTVUTNE, Y—ILOLEKZERL. Open-Meteo API %
EALTRRT—FZRBIZIO00Y IV 2RELET,

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();
let longitude = input
.as_object()
.unwrap()
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.get("longitude")
.unwrap()
.as_string()
.unwrap();
let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

iF
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await
.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
{e:?}")))?
.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?}")))?;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

Xvte—OrFoyv7Ovoardhdsad1—F4UF4,
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fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))

AT—=KMXUN IZ-A—T1UT4, ERZHEALET,

use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.
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To use the tool, you strictly apply the provided tool specification.

Explain your step-by-step process, and give brief updates before each step.

Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.

- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.

- Only respond to weather queries. Remind off-topic users of your purpose.

- Never claim to search online, access external data, or use tools besides
Weather_Tool.

- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap::<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),
),

"longitude".into(),
Document: :0bject(HashMap: :from([
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("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),
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1)

« APl OSFEMAIC DWW Tk, TAWS SDK for Rust API 7 7L > A, @ "Converse; #28BL T
<EEL,
Anthropic Claude
Converse

RO — RHIIE, Bedrock @ Converse API Z £ L T Anthropic Claude ICTFARX Y E£—D &34
BI2HEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDUY—REHY)ET, AWS O—RHIVAI K T2<EUHlZ
BRO0T, REERTOHFEZBEL TSV,

Bedrock ® Converse APl ZfEf L T, Anthropic Claude ICTFARX Y = #EELE T,

#[tokio::main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse()
.model_id(MODEL_ID)
.messages(
Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
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Lbuild()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

match response {

Ok(output) => {
let text = get_converse_output_text(output)?;
println!("{3}", text);
0k(())

}

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service

error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()
.map_err(|_| "output not a message")?
.content()
first()
.ok_or("no content in message")?
.as_text()
.map_err(|_| "content is not text")?
.to_string();
Ok(text)

ATF—KXUN IZ—1—F14VFT4, EtheFERALET,

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
operation::converse: :{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
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Client,
13

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseError {}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}

impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

« APl OFEMIC DWW Tk, TAWS SDK for Rust API ' 7 7L > A, @ "Converse; #28BL T
<EEV,
ConverseStream

RO — RHlE, Bedrock M Converse APl % £/ L T Anthropic Claude ICTF¥F AR XY =T %1%
BU, LARVAARNU—LZVTILEZALTRETDHEZRLTVET,

Anthropic Claude 289


https://docs.rs/aws-sdk-bedrockruntime/latest/aws_sdk_bedrockruntime/client/struct.Client.html#method.converse

AWS SDK for Rust FROYN—HA R

SDK for Rust

® Note
GitHub IZI&, ZDMHOVY—REHVWET, AWS I—REIUARI KD T2<EALHIZ
BOWT, BREERTOFEZBIEL TS EEL,

Bedrock ® ConverseStream APl Zf£f L T, Anthropic Claude IZCT7F AR XY E—D &IEE
L., BEN—DUVEANI)—-Z2TLET,

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),
)),
}?;

loop {
let token = stream.recv().await;
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match token {

Ok(Some(text)) => {
let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())

}

Ok(None) => break,

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamError(

"Unknown error receiving stream".into(),

),
}?

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)

ATF—KXUN IZ—1—F14VFT4, EtheFERALET,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
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ConverseStreamOutput as ConverseStreamOutputType, Message,
I
Client,
I

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamOutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {
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match value {
ConverseStreamOutputError::ValidationException(ve) =>

BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),
),

ConverseStreamOutputError::ThrottlingException(te) =>

BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
value => BedrockConverseStreamErroxr(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),

)I

« APlI OFFHAIC DWW T, TAWS SDK for Rust API U7 7L > A4 ® "ConverseStream, %3
BLTLSEZL,
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SDK for Rust

(@ Note
GitHub ICl&. ZOMDIY—REHY)ET, AWS O—RHIVARI KD T2<EUHlIZ
BOUT, REERTOHFEZBEL TSV,

FEOTZARVIFUAEODY D, Chik, 1—H—. Amazon Bedrock Converse API, &
LURRY—IINBEOLEEZFARLET,

Anthropic Claude 293


https://docs.rs/aws-sdk-bedrockruntime/latest/aws_sdk_bedrockruntime/client/struct.Client.html#method.converse_stream
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/bedrock-runtime#code-examples

AWS SDK for Rust FRAOYN—HA R

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool::ToolSpec(
ToolSpecification: :buildex()
.name(TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {
break;

let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
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.build()
.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))

}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))
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b
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock::Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);
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self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);
header();

if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)
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footer();

TETHEAThEZIRKRY =), CORVVTRNE, V=IO EkZEEZL. Open-Meteo API Z
FALTRRTFT—RXZRBIZOCY I ZERLET,

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

s
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await
.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
{e:?}")))?

.error_for_status()
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.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?}")))?;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

Xvte—OrFoyv7Ovoardhdsad1—F14U54,

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\x1lb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))

AT—RMXUN IZ5—1—TFTa4UT4, EBZFEALET,
use std::{collections::HashMap, io::stdin};
use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
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operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;
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const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap::<String, Document>::from([
("type".into(), Document::String("object".into())),

(

"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the

location.".into()),

),
1),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

location.".into(),

),
1))

(
"description".into(),
Document: :String(

"Geographical WGS84 longitude of the

),

),

1)),
),
1)),

"required".into(),

Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),

1),
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#[derive(Debug)]
struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}
impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)
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use aws_config::{BehaviorVersion, SdkConfig};
use aws_sdk_bedrockagentruntime: :{
self as bedrockagentruntime,
types::{error: :ResponseStreamError, ResponseStream},
I
#[allow(unused_imports)]
use mockall: :automock;

const BEDROCK_AGENT_ID: &str = "AJBHXXILZN";
const BEDROCK_AGENT_ALIAS_ID: &str = "AVKP1ITZAA";
const BEDROCK_AGENT_REGION: &str = "us-east-1";

#[cfg(not(test))]

pub use EventReceiverImpl as EventReceiver;
#[cfg(test)]

pub use MockEventReceiverImpl as EventReceiver;

pub struct EventReceiverImpl {

inner: aws_sdk_bedrockagentruntime::primitives::event_stream::EventReceiver<
ResponseStream,
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ResponseStreamError,

#[cfg_attr(test, automock)]
impl EventReceiverImpl {
#[allow(dead_code)]
pub fn new(
inner: aws_sdk_bedrockagentruntime: :primitives::event_stream::EventReceiver<
ResponseStream,
ResponseStreamError,

>I

) -> Self {
Self { inner }

pub async fn recv(
&mut self,
) -> Result<
Option<ResponseStream>,
aws_sdk_bedrockagentruntime: :error: :SdkError<
ResponseStreamError,
aws_smithy_types::event_stream: :RawMessage,

> {

self.inner.recv().await

#[tokio::main]
async fn main() -> Result<(), Box<bedrockagentruntime::Error>> {
let result = invoke_bedrock_agent("I need help.".to_string(),
"123" . to_string()).await?;
println!("{3}", result);
0k(())

async fn invoke_bedrock_agent(
prompt: String,
session_id: String,
) -> Result<String, bedrockagentruntime::Error> {
let sdk_config: SdkConfig = aws_config: :defaults(BehaviorVersion::latest())
.region(BEDROCK_AGENT_REGION)
.load()
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.await;
let bedrock_client = bedrockagentruntime::Client::new(&sdk_config);

let command_builder = bedrock_client
.invoke_agent()
.agent_id(BEDROCK_AGENT_ID)
.agent_alias_id(BEDROCK_AGENT_ALIAS_ID)
.session_id(session_id)
.input_text(prompt);

let response = command_builder.send().await?;
let response_stream = response.completion;
let event_receiver = EventReceiver::new(response_stream);

process_agent_response_stream(event_receiver).await

async fn process_agent_response_stream(
mut event_receiver: EventReceiver,

) -> Result<String, bedrockagentruntime::Error> {
let mut full_agent_text_response = String::new();

while let Some(event_result) = event_receiver.recv().await? {
match event_result {
ResponseStream: : Chunk(chunk) => {
if let Some(bytes) = chunk.bytes {
match String::from_utf8(bytes.into_inner()) {
Ok(text_chunk) => {
full_agent_text_response.push_str(&text_chunk);

}
Err(e) => {
eprintln!("UTF-8 decoding error for chunk: {}", e);
}
}
}
}
_=>{
panic!("received an unhandled event type from Bedrock stream",);
}

}
Ok(full_agent_text_response)
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}

#[cfg(test)]
mod test {

use super::*;

#[tokio: :test]
async fn test_process_agent_response_stream() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some(
aws_sdk_bedrockagentruntime: :types: :ResponseStream: : Chunk(
aws_sdk_bedrockagentruntime: :types: :PayloadPart: :buildex()
.set_bytes(Some(aws_smithy_types::Blob::new(vec![
116, 101, 115, 116, 32, 99, 111, 109, 112, 108, 101,
116, 105, 111, 110,
1))
.build(),
),
))
18

// end the stream
mock.expect_recv().times(1).returning(|| Ok(None));

let response = process_agent_response_stream(mock).await.unwrap();

assert_eq!("test completion", response);

}

#[tokio::test]

#[should_panic(expected = "received an unhandled event type from Bedrock
stream")]

async fn test_process_agent_response_stream_error() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some(
aws_sdk_bedrockagentruntime: :types: :ResponseStream: :Trace(

aws_sdk_bedrockagentruntime: :types::TracePart::builder().build(),
),
))
1)
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let _ = process_agent_response_stream(mock).await.unwrap();
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async fn show_pools(client: &Client) -> Result<(), Error> {
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let response = client.list_user_pools().max_results(10).send().await?;
let pools = response.user_pools();

println!("User pools:");

for pool in pools {

println!(" 1ID: {3", pool.id().unwrap_or_default());
println!(" Name: {3}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(

" Last modified: {3",
pool.last_modified_date().unwrap().to_chrono_utc()?

);
println!(
" Creation date: {:?3}",
pool.creation_date().unwrap().to_chrono_utc()
);

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {

println!(
" Identity pool ID: {",
pool.identity_pool_id().unwrap_or_default()
e
println!(
" Data storage: {1",
pool.data_storage().unwrap_or_default()
e
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
e
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
e

println!();
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}

println!("Next token: {}", response.next_token().unwrap_or_default());

ok(())

« APl OFFMIC DWW TIE, AWS SDK for Rust API 1J 7 7 L > A® TListldentityPoolUsage s &%
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async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

o APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 77 L > A® TPutRecordBatch, 3 BRL
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Rust Z £ L T Lambda T Amazon DocumentDB 1 X NDHEE,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event::documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");
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// Prepare the response

ok(())
}

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())
}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

SDK for Rust Z i L 7= DynamoDB @ 4
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pub async fn create_table(
client: &Client,
table: &str,
key: &str,
) -> Result<CreateTableOutput, Error> {
let a_name: String = key.into();
let table_name: String = table.into();

let ad = AttributeDefinition::builder()
.attribute_name(&a_name)

.attribute_type(ScalarAttributeType:

.build()

:S)
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.map_err(Error::BuildError)?;

let ks = KeySchemaElement::builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)
.send()
.await;

match create_table_response {

Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok(out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln! ("{}", e);
Err(Error: :unhandled(e))

« APl OSFMAIC DWW TIX. TAWS SDK for Rust API Y 7 7L > A, @ "CreateTables ZZBRL
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pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
.send()
.await

Ok(out) => {
println!("Deleted item from table");
Ok(out)

}

Err(e) => Err(Error::unhandled(e)),

« APl OFFMIIC DV TR, TAWS SDK for Rust API U7 7 LA @ "Deleteltemy ZZ8BL T
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pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {

let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok(out)

}

Err(e) => Err(Error::Unhandled(e.into())),

« APl OFFMIC DWW TIX. AWS SDK for Rust APl ') 77 L > A®M "DeleteTables 2B L T<L
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pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
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let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;
println!("Tables:");

for name in &table_names {
println!(" {3}", name);
}

println!("Found {3} tables", table_names.len());
Ok(table_names)

TN FETEINESHZRIABLET,

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;

match table_list {
Ok(1list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),

« APl OFFMIICDWVWTIE, AWS SDK for Rust API U7 7 L2 A® MListTablesy ZZ8R L T2
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pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {

let user_av = AttributeValue::S(item.username);

let type_av = AttributeValue::S(item.p_type);

let age_av = AttributeValue::S(item.age);

let first_av = AttributeValue::S(item.first);

let last_av = AttributeValue::S(item.last);

let request = client
.put_item()
.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

println!("Executing request [{request:?}] to add item...");
let resp = request.send().await?;
let attributes = resp.attributes().unwrap();

let username = attributes.get("username").cloned();

let first_name = attributes.get("first_name").cloned();
let last_name = attributes.get("last_name").cloned();
let age = attributes.get("age").cloned();

let p_type = attributes.get("p_type").cloned();

println!(
"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",
username, first_name, last_name, age, p_type

);

Ok(ItemOut {
p_type,
age,
username,
first_name,
last_name,

1)
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« APl OFFMICDWVWTIE, AWS SDK for Rust API U7 7 L2 A®D TPutitem, 2R T IEE
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pub async fn movies_in_yeaxr(
client: &Client,
table_name: &str,
year: ule,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
.send()
.await?;

if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![1)

}
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pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(1l0);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginator()
Litems()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {

println!("  {:?}", item);
3

ok(())

o APl OSFEMAIC DWW TIX., TAWS SDKfor RustAPI ) 7 7L A, @ "TScany #BLTL
=L\,

To>arv 321


https://docs.rs/aws-sdk-dynamodb/latest/aws_sdk_dynamodb/client/struct.Client.html#method.query
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb#code-examples
https://docs.rs/aws-sdk-dynamodb/latest/aws_sdk_dynamodb/client/struct.Client.html#method.scan

AWS SDK for Rust
SFUA

O—HAINA2VARDAILERT S

FROYN—=HA K

ROIA—RHlE, T RARA> M URL ZEFE L T DynamoDB & AWS SDK O O—AILRART T
OAICERTIHEERLTVET,

M DOWVWTIE, "DynamoDB Localy ZZBL TS EE L,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHV) EF, AWS I—RHIVAT K T2<EUH|IZ
BO0T, REERTOHFEZHIEL TS,

/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()

.await;
let dynamodb_local_config =
aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);
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}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),
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async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition: :buildexr()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement: :builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn add_item(client: &Client, item: Item) -> Result<(),

SdkError<ExecuteStatementError>> {
match client
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.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
"age": ?,

"first_name": ?,
"last_name": ?

1} "#,
item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue::S(item.last_name),

D)
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Erx(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
.execute_statement()
.statement(format!(
T#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key
))
.set_parameters(Some(vec![AttributeValue::S(item.value)]))
.send()
.await

Ok(resp) => {

if lresp.items().is_empty() {
println!("Found a matching entry in the table:");
println!("{:?}", resp.items.unwrap_or_default().pop());
true

} else {
println!("Did not find a match.");
false

>FUF
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}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}

}

async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {
client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()
.await?;

println!("Deleted item.");

0k(())
}

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;

0k(())

« APl OSEMAIC DWW TIX. TAWS SDK for Rust API ') 7 7 L > A, ® TExecuteStatement, %
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Rust Z /A L T Lambda T DynamoDB /1 X KRZRIAL E£7,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},
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// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
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.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

DynamoDB k') J—T Lambda BB ONY F T A TLO KRB ELR—KTS

RO 1— RPlE, DynamoDB AR —AA S A R N%EZ(TH S Lambda BEOBoHE/NY FL
ARVADEEFZZRLTVET, cOBEBIEE, LARVAELTNY FT7ATLOLKKZRE
L. HROXY -2 2R THBEAITISD LS Lambda IZIEAE T,

SDK for Rust
(® Note

GitHub IZI&, TDDVY —REHWET, T—N—LAHGTIVRIZ KNI TREEE
PlERRL., REBRVRTOHIEZBEL TSV,

Rust Z#£f L T Lambda T DynamoDB ®/NY FF7 A4 T AKRBOLKR—K,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {

let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())
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}

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {3}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)
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#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS X1 =74 NOEM
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async fn finish(client: &Client, id: &str) -> Result<(), Error> {
client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the

snapshot.");

0k(())
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« APl OFFMAIC DWW TIE., AWS SDK for Rust API 1) 7 7 L > A®M "CompleteSnapshot, %588
LTL<EEL,

PutSnapshotBlock
RO 1— RPIE, PutSnapshotBlock ZEHA T2 AHEEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH)EF, AWS I—RBIVAT K T2<EUH|IZ
BO0T, RELERTOHFEZHEL TS,

async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
.snapshot_id(id)
.block_index(idx as 1i32)
.block_data(ByteStream: :from(block))
.checksum(checksum)
.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)
.send()
.await?;

0k(())
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StartSnapshot
ROD— RPlE, StartSnapshot ZFEA T2 HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS O—RBIVAT K T2<EUHIZ
BOUT, REERTOHFEZHIEL TS,

async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())

« APl OFFMIC DWW TIX, AWS SDK for Rust APl 'J 7 7 L > A® TStartSnapshot, 258 L T
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BOUT, REERTOHFEZBIEL TS,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)

{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;
match response {
Ok (output) => {
for group in output.security_groups() {
println!(
"Found Security Group {} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")
}
}
Err(err) => {
let = err.into_service_error();
let = err.meta();
let message = meta.message().unwrap_oxr("unknown");
let = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");
}
}
}
Amazon EC2

335


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples

AWS SDK for Rust FROYN—HA R

« APl OFFAIZ DWW Tk, TAWS SDKforRustAPI U7 7L A, M
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

=0
+ EX
- FovaY

A
HAERF
ROI—RY 7L, UTORESEERLTVET,

s FART7EEFIAVFTATIN—TZERLFET,

e« Amazon XA X—2 (AMNEBEBRMDNH DA VARV ARATEIBIRL, 41 VAR ABRER
LET,

c {VARVAEEILEL, BEBLET,

ElasticIP 7 RLAZA VAR AIZEEMR TS,

SSHZEALTA VAR AICE KL, VY—RZIV—2TYTLET,

SDK for Rust

@ Note
GitHub ICIE, TDMDVY —RAEHWET, AWS JI—REIVART K TE2<RELUH%Z
BOWT, RELRTORFEEBABLTSEZ L,

EC2InstanceScenario £%&IC k., fleEEZRTIHIOY INEENTVET,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute
Cloud

//!' (Amazon EC2) to do the following:

Iy
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//! * Create a key pair that is used to secure SSH communication between your

computer and

A
//!
to
/7!
A
/7!
and
//!
A
//!
you
//!
Ela
//!
A

use

use

i

use

use

sec

};

pub

impl

an EC2 instance.

* Create a security group that acts as a virtual firewall for your EC2 instances

control incoming and outgoing traffic.

* Find an Amazon Machine Image (AMI) and a compatible instance type.

* Create an instance that is created from the instance type and AMI you select,

is configured to use the security group and key pair created in this example.

* Stop and restart the instance.

* Create an Elastic IP address and associate it as a consistent IP address for

r instance.

* Connect to your instance with SSH, using both its public IP address and your

stic IP
address.
* Clean up all of the resources created by this example.

std::net::Ipv4Addr;

crate::{

ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

aws_sdk_ssm: :types: :Parameter;

super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
urity_group::SecurityGroupManager,

util::ScenarioImage,

struct Ec2InstanceScenario {

ec2: EC2,

ssm: SSM,

util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

Ec2InstanceScenario {
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pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {

ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())

/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(
"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager
.key_pair()
.key_name()
.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager
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.key_file_path()
.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

0k(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current public
IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;
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println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)7?;

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}
println!("{}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.
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/// 5. Waits for the instance to be running and then displays its information.
pub async fn create_instance(&mut self) -> Result<(), EC2Error> {
let ami = self.find_image().await?;

let instance_types = self

.ec?2

.list_instance_types(&ami.Q)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of

the image.",

ami.o
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.Q)))?
I
let instance_type = self.util.select_instance_type(instance_types)?;
println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.o

.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map([sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await

println!("{errl}");
if Iself.util.should_continue_waiting() {
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return Err(err);

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

ok(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is

associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {
println!("Let's stop and start your instance to see what changes.");
println!("Stopping your instance and waiting until it's stopped...");
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self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");
self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
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};
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following

command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager
.key_pair()
.key_name()
.unwrap_or("(unknown key pair)")

I
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
I
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
I

if self.util.should_clean_resources() {

if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{erx}")

}

if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln!("{erx}")

}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln! ("{err}");

}

if let Err(err) = self.key_pair_manager.delete(&self.ec2,

&self.util).await {

eprintln! ("{err}");
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} else {
println!("0Ok, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

);

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2Impl BEXKEITANAOEHEY V R/ ML THEEL, TOBEEIEL EC2 SDK RUH L
ZSYTLET,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
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},
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
.

Client as EC2Client,
I
use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))
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}

pub

pub

pub

async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok (output.key_pairs.unwrap_or_default())

async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

0k(())

async fn create_security_group(
&self,

name: &str,

description: &str,

) -> Result<SecurityGroup, EC2Error> {

tracing::info!("Creating security group {namel}");
let create_output = self

.client

.create_security_group()

.group_name(name)

.description(description)

.send()

.await

.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new('"Missing security group id after

creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(|| {
EC2Error: :new(format!("Could not find security group with id

{group_id}"))
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})?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => 0Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
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ingress_ips
.into_iter()
.map([ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)
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/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
.filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
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) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildex()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
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tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
DS
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response
.reservations()
first()
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.ok_or_else(|| EC2Error::new(format!("No instance reservations for

{instance_id}")))?

.instances()
first()
.ok_or_else(]|| {
EC2Error::new(format!("No instances in reservation for

{instance_id}"))

pub

pub

pub

17;

Ok(instance.clone())

async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");
ok(())
async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");
self.client

.stop_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");
ok(())

async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");
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self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())
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async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
D
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
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.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_oxr("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)
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}

impl std::error::Error for EC2Error {3}

impl std::fmt::Display for EC2Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)

SSM BEAXRFITANAOBEBEY VR4 NE L THEEL ., ZDBESKI(E SSM SDK FUHL %
SY7TULET,

use aws_sdk_ssm::{types: :Parameter, Client};
use aws_smithy_async: :future: :pagination_stream: :TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
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.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

COIFIATR, >FVALBEZBU THERBLVTHEIBRENDI VY —AANDT I ELA%ZERT
BLHIC, BH®O "Managery AXMIINOBEENSFERAEATVET,

use aws_sdk_ec2: :operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

};
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
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if let Some(addr) = allocation.public_ip() {
return addr;

}
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

ok(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

0k(())
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use std::fmt::Display;
use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
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format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

ok(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
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}

0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {

if self.instance.is_some() {

}

ec2.delete_instance(self.instance_id()).await?;

0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

if let Some(instance) = &self.instance {
writeln!(f, "\tID: {}", instance.instance_id().unwrap_or("(Unknown)"))?;

writeln!(
f,
"\tImage ID: {}",
instance.image_id().unwrap_oxr (" (Unknown)")

VE?
writeln!(
T,
"\tInstance type: {}",
instance
.instance_type()
.map(|it] format!("{itl}"))
.unwrap_or("(Unknown)".to_string())
VE?
writeln!(
T,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
)?;
writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
T,

"\tPublic IP: {}",

instance.public_ip_address().unwrap_or("(Unknown)")

)?;

let instance_state = instance
.state
.as_ref()
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-map(|is| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()
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pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

s
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
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}
0k(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();
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self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

0k(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())
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pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()
}
}

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {

writeln!(
f,
"Security group: {}",
sg.group_name().unwrap_or("(unknown group)")

VE?

writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group

id)"))?;
writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
}
}
0k(())
}
None => writeln!(f, "No security group loaded."),
}
}
}

SFIVADEBRIVNIRAT K,

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario: :{run, Ec2InstanceScenario},
util::UtilImpl,
1,
ssm: :SSM,
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#[tokio::main]
async fn main() {

tracing_subscriber::fmt::init();

let sdk_config = aws_config::load_from_env().await;

let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};

let scenario = Ec2InstanceScenario::new(ec2,

run(scenario).await;

ssm,

util);
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Fo>3az

AllocateAddress

ROI—RHIE, AllocateAddress ZFEATHAHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART K TE2<RELUHIZ
ROWRT, REERITOFEZ2HIELTEEL,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 @ TAllocateAddress %%
BLTLSEETL,

AssociateAddress

RDI— RHIIE, AssociateAddress ZFEHATHAHEERLTVET,

SDK for Rust

® Note
GitHub (ClE. ZTDMEDVY —REHET, AWS J—REIVAI ) T2<ELUHZ
BO0T, MELRITOFARZRAL T LEE L,
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pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

« APl OFFMIC DWW TIX. TAWS SDKforRustAPI U7 7L > A1 ® TAssociateAddress &3
LTV,

AuthorizeSecurityGroupIngress

RO 1— RPIE, AuthorizeSecurityGroupIngress Z A T2 HEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMDOVY—REHYWET, AWS JI—REIVARTI K TE<RELUHIZ
BO0T, REERTOHFEZBEL TSV,

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.

pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
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.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
.map([ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

« APl OFFMRIC DWW TIE., TAWS SDKfor RustAPIU 7 7L>A, @
T AuthorizeSecurityGrouplngress ;1 2B L T E&E L\,

CreateKeyPair
ROD— RPlE, CreateKeyPair AT EHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZDMDIY—RAEHY) EF, AWS I—RBIVAT K T2<EUH|IZ
BO0T, RELERTOHFEZHEL TS,

EC2 V547> MM create_key_pair ZHPHL, RENENTUT I ZHET S Rust ik,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
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let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

create_key impl ZFEUH L, PEM 75 A X—hF—Z2R2(CREFETDEH.

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e]| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

iDES

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)
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}

« APl OFFMICDOWTIX, TAWS SDK for Rust API U 7 7 L > A1 M "CreateKeyPair, %5
LT<<EEL,

CreateSecurityGroup

ROI— RPlE, CreateSecurityGroup ZEHATRDHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&., ZOMDIY—RAEH) EF, AWS I—RHIVAT K T2<EUHI%Z
ROUT, REELRTOHFEZHEL TS,

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {namel}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
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.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id

{group_id3}"))
1?;

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

« APl OFFMIC DWW TIX, TAWS SDK for Rust API U 7 7 L > A1 @ CreateSecurityGroup J
ZSBLTLSEETL,

CreateTags
ROD— RPlE, CreateTags ZFEATHHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS JI—RBIVAT K T2<EUHIZ
BO0T, RELRTOHFEZHEL TS,

COBITRE, AVAZADERRICENZ T ZERALET,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
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.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildex()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())
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}

- APl OFEMICDOWTIE., TAWS SDKfor Rust API U7 7 L >R, O "CreateTagsy 238U
TLEETL,

DeleteKeyPair

ROD— RPIE, DeleteKeyPair ZFEATZHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARTI K TE<RELUHIZ
ROWRT, RELERITOREZ2HIELTLEEL,

NYIOTYTDTZA4AR—K PEM F—EHIBRT S delete_key DT vV /N—,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
}
}
}
0k(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
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.await?;

0k(())

« APl OFFMICDWTIX, TAWS SDK for Rust API U 7 7 L > A1 M MDeleteKeyPair, %58
LTLEEL,

DeleteSecurityGroup

RO 1— RPIE, DeleteSecurityGroup ZEHATRDHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RBIVAT K T2<EUH|I%Z
BO0T, REERTOHFEZHEL TS,

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())

- APl OFFMIC DWW TIX, TAWS SDK for Rust API U7 7 L > A1 @ TDeleteSecurityGroup 4
BSRLTLSEEZL,

DeleteSnapshot

RO I1— RAIE, DeleteSnapshot A T2 HEZRLTVET,
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SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RHIVAT K T2<EUHIZ
BROWRT, RELRITOFEZHIEL TS EEL,

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())

« APl MFEMIC DV TIE, TAWS SDK for Rust APl 1J 7 7 L>> A4 ® TDeleteSnapshot, %%
BLTLEEL,

DescribeImages

RO 1— REIE, DescribeImages ZHAT2HE2%Z RLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIUY—REHY) ET, AWS O—RHIVARI K T2<EUHlIZ
BO0T, REERTOHFEZHEL TSV,

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {
let image_ids = ids.into_iter().filter_map(|p| p.value).collect();
let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
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.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

SSM T list_images B#ZFEAL T, REICETVWTHIERL £, SSM OFEM
(2 2WTIE, https://docs.aws.amazon.com/systems-manager/latest/userguide/
example_ssm_GetParameters_section.html 2B L T & L\,

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await
.map_err(|e| e.add_message("Could not find images"))?
.into_iter()
.map(ScenarioImage: :from)
.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

« APl OFFMICDWTIX, TAWS SDK for Rust API 7 7 L>> A1 @ "Describelmages) %%
BLTLEE L,
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DescribeInstanceStatus

ROI— RHIIE, DescribeInstanceStatus ZFEHATAAHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REELRITOFE2HEL T EEL,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
let region_provider = RegionProviderChain::default_provider().or_else(reqg);
let config = aws_config::from_env().region(region_provider).load().await;
let new_client = Client::new(&config);

let resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

);
for event in status.events() {
println! (" Event ID: {3",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {}", event.code().unwrap().as_ref());
println!();
}
}
}
0k(())
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o« APl MMM DWW Tk, TAWSSDKforRustAPI U7 7L A, M
MDescribelnstanceStatusy ZSBL T EE L,

DescribeInstanceTypes
RDI— RHIE, DescribeInstanceTypes ZFAT2HEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARTI KN TE<RELUHIZ
ROWRT, REERITOREZ2HIEL T EEL,

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
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.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L>A, @
MDescribelnstanceTypesy ZZBL TS EE V),

DescribeInstances

RDI— RHIE, DescribeInstances ZFATHAHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDOVY—REHWET, AWS JI—REIVARTI K1) TE<LRELUHIZ
BO0T, REERTOHFEZHEL TSLEEL,

EC2AVARVADFMERELXRT.

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response
.reservations()
first()
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.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?
.instances()
first()
.ok_or_else(]|| {
EC2Error::new(format!("No instances in reservation for
{instance_id}"))

17;

Ok(instance.clone())

EC2A2VARVA%ZEHL &R, TOFMZREL TRELET,

/// Create an EC2 instance with the given ID on a given type, using a
/// denerated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

ok(())

o APl OFFMIC DWW T, TAWS SDKforRust API U 7 7L > A1 ® Describelnstances) %
SHBLTLSEZL,

DescribeKeyPairs

RO1— RPlE, DescribeKeyPairs ZEHA T2 HEERLTVET,
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SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RHIVAT K T2<EUHIZ
BROWRT, RELRITOFEZHIEL TS EEL,

pub async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

« APl OFFMIC DOV Tk, TAWS SDKfor Rust API ) 7 7L > A, @ "DescribeKeyPairs, %%
BLTLSEZL,

DescribeRegions

RO 1— RPlIE, DescribeRegions 2RI HEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—RAEHV) EF, AWS I—RHIVAT K TE2<EUHI%Z
ROUT, REERTOHFEZHEBL TS,

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}

ok(())
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- APl OFFMICDOWTIX, TAWS SDK for Rust API U 7 7 L >> A1 @ DescribeRegions; &%
BLTLSEZL,

DescribeSecurityGroups

RO I— RHIE, DescribeSecurityGroups ZHAT2HEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARTI KN TE<RELUHIZ
ROWRT, REERITOREZ2HIEL T EEL,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {3} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_oxr("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
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let code = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

« APl OFFMICOWTIE, TAWS SDKforRustAPIU 7 7L2>AL @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

DescribeSnapshots
RO 1— RPlE, DescribeSnapshots A T2 HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAI K T2<ELUHlIZ
BROUT, REERTOHFEZHEL TS,

AFTY723ay NOREERTRLET,

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
ok(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {
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// "self" represents your account ID.

// You can list the snapshots for any account by replacing

// "self" with that account ID.

let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();

let length = snapshots.len();

for snapshot in snapshots {

println!(
"ID: {3,
snapshot.snapshot_id().unwrap_or_default()

I

println!(
"Description: {}",
snapshot.description().unwrap_or_default()

I

println!("State: {3}", snapshot.state().unwrap().as_ref());

println!();

println!();
println!("Found {} snapshot(s)", length);
println!();

ok(())

« APl OFFMIC DOV TIE, TAWS SDK for Rust API ) 7 7 LA, @ "DescribeSnapshots %
SHBLTLSEETL,

DisassociateAddress

RNDI— RHIE, DisassociateAddress ZFEHATHHEERLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZDMOVY—REHYWET, AWS JI—REIVARTI K TE<RELUHIZ
ROWRT, REERITORE2HIEL T EEL,
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pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

ok(())

o APl OEEMIC DWW TIEX. TAWS SDK for Rust APl 1) 7 7 L > A1 ® TDisassociateAddress
ZSBLTLSEEL,

RebootInstances
RO— RHIE, RebootInstances #FEHATAAEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZDMDIUY—RAEHY) EF, AWS O—RHIVAI K T2<EUHIZ
BRO0T, REERTOHFEZHIEL TSV,

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");
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self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

Waiters APl ZFHAL T, 1 VARV AZEFIEPREBEEBETIREICTEH I I A X—, Waiters
APl ZEH T3, rust 77 4 )L T ‘use aws_sdk_ec2::client::Waiters' ZFER T2 HEHN H )
£7,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
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.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await

.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

D
0k(())

« APl OFFHAIC DWW T, TAWS SDK for Rust API U 7 7L > A1 ® "TRebootinstances, %3
BLTLSEZL,

ReleaseAddress

RDI— RHIIE, ReleaseAddress ZFHATHAHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—RAEHYWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOREZ2HIEL T LEEL,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())
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« APl OFFHAIC DWW T, TAWS SDK forRustAPI U7 7L > A1 ® "TReleaseAddressy &5
BLTLSEEL,

RunInstances
ROI— RHIE, RunInstances #FEATHAHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOFEZ2HEL T LEEL,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
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.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

o APl OFFMIC DWW TIX., TAWS SDKforRust API J 7 7L > A1 ® "TRuninstances, 38
LTLEEL,

StartInstances

RO— RHIEF, StartInstances #FEHTAHEZRLTVET,
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SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS O—RHIVAI K T2<ELUH|IZ
BO0T, REERTOHFEZHEL TSV,

AVARVAIDTEC2A VARV AZBBLET,

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

0k(())

Waiters APl ZFEAL T, 1 VARV AN EER TRES RV AT —F A OKREIZKEDETH
5% 9, Waiters APl ZFEH T3, rust 7 7 4 )L T "use aws_sdk_ec2::client::Waiters™ % {F
TRIRENFHVYET,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
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WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

),

_ => EC2Error::from(err),
17?;
ok(())

o APl OFFMIC DV T, TAWS SDKforRustAPI U7 7L > A, @ TStartinstances, 58
LTLEEL,

StopInstances
ROI— RPlE, StopInstances 2FEAT2HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RBIVAT K T2<EUHIZ
BO0T, RELERTOHFEZHEL TS,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())
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Waiters APl ZFEAL T, 1 VARV AN BIEIREICBEDETHEFEE T, Waiters APl ZFEAT S
(Zl&. rust 7 7 4 )L T "use aws_sdk_ec2::client:Waiters’ ZEATH2HREANH V) EXT,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())

« APl OFFMIC DWW TIX, TAWS SDK for Rust APl U 7 7 L > A1 @ FStopinstances =S8R
LT EEL,

TerminateInstances
ROD— RHIF., TerminateInstances ZFEAT3HEERLTVWET,

SDK for Rust

(@ Note

GitHub ICl&., ZOMDIY—RAEHV) EF, AWS I—RBIVAT K TE2<EUH|%Z
ROUT, RELERTOFEZHEL TS,

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client
.terminate_instances()
.instance_ids(instance_id)
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.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

Waiters APl ZFRAL T, 1 VAR AN R TIREICBEDETESEE T, Waiters API Z2FH T3
(Zl&. rust 77 4 )L T use aws_sdk_ec2::client::Waiters” ZEA T2 MHENH V) ET,

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {

self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError::ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
17?;
0k(())

o APl OFFMIC DV T, TAWS SDKforRustAPI )7 7L >A1 ® "Terminatelnstances, %
SHBLTLSEZL,

SDK for Rust Z A L 7= Amazon ECR 0 4l

RO — RHIFE., Amazon ECR T AWS SDK forRust 2L T7 223> &#ETL. —BHNES
FTUARRETIHEEZRLTVET,

ToO2aAVRINREZLTOI LD SOOA—ROERTHY, AVTFANATERITITIZEN S
WS, 70232 EOY—EAREZFRTHIFEZRLTVXRIAN, ATFANADT Y
>avik, BETRSFUATHEIETERT,
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BEHICRERELBY —AO—RAQUVINEEATEY, O ROBEFEERTHECEITSZFIE
ZHETEERT,

N =R

- 703
To>rar
DescribeRepositories

RO I— RAlE, DescribeRepositories ZFERA T2 HEEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART KN TE2<RELUHIZ
ROWRT, REERITOFEZ2HIEL T LEEL,

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>
{

let rsp = client.describe_repositories().send().await?;
let repos = rsp.repositories();
println!("Found {} repositories:", repos.len());
for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());

println!(" Name: {}", repo.repository_name().unwrap());

}

ok(())

« APl OFFMIC DWW TIE, AWS SDK for Rust APl IJ 7 7 L > A® "DescribeRepositories s &2
BLTLSEEV,
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ListImages

ROD— RPlE, ListImages ZFEATHHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDOVY—REHYWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOREZ2HIELTLEEL,

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

ok(())

« API OFFHEIC DWW TIF., AWS SDK for Rust API 7 7 L2 AM MListimages, &L T
=L\,
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SDK for Rust Zf# A L 7= Amazon ECS O 4l

RO— RHIFE, Amazon ECS T AWS SDK for Rust Zf AL TF7 02> 3> #E2TL., —MMWEs
FTUARERT D HEZERLTVET,

ToO2a2RINRELTOI LN SOOA—ROERTHY, AVTFANATRITITIZEN S
WEY, 77232 EYOY—EARBZHRORIHEZRLTVERIYS, ITFANADOT Y
>avik, BETRSFUATHRETERT,

BHICRETELBY —AT—RADQUZVIHNEENATEY, O-ROBEFEERTHEICEITSZFIE
ZHETEERT,

N =Ry

s FUTA

FTo>az
CreateCluster
RO— RHIF, CreateCluster Z2FEATRAHAZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY)EF, AWS O—RHIVAT K T2<ELUHIZ
BOWRT, RELRITOFEZHIEL TSEEL,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

« APl OFFMAIC DWW TIE. AWS SDK for Rust APl 1) 77 L > A®M "CreateClustery 2B L T
<EEV,
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DeleteCluster

ROI— RPIE, DeleteCluster #FEATHHEERLTVET,

SDK for Rust

® Note

GitHub ICl&. ZOMDUY—REHY)ET, AWS O—RHIVAI K T2<EUHlZ
BO0T, REERTOLFEZBEL TSV,

async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

« APl OFEMAIC DWW TIE. AWS SDK for Rust API 1) 77 L > A®M DeleteCluster; #Z8BL TL
EEV,

DescribeClusters

ROI— RPIE, DescribeClusters #FEATAAHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&., ZOMDUY—REH)EF, AWS O—RHIVAI KDY T2<ELUHIZ
BO0T, RELERTOHFEZHEL TS,

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
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let resp = client.list_clusters().send().await?;

let cluster_arns = resp.cluster_arns();
println!("Found {} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());
println!(" Name: {3}", cluster.cluster_name().unwrap());

}

ok(())

o APlI OFEHAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A® TDescribeClusters, 22 L
TLEEW,

SDK for Rust Zf# A L /= Amazon EKS )4l

RO— RHIFE, Amazon EKS T AWS SDK forRust 2L T7 033> &#RTL. — G
FTUAERETDHHEERLTVET,

TO2aVRINRELTOI LN SODA—ROERTHY, AVTFANATRITITZIZEN S
WET. 702323 EXOY—EAREZROCHIFEZRLTVRTSY, AVTFAMNNOT Y
>avik, BETRSFUATHIETERT,

EHICRRLBY—AODA—RANQUZVIFEBEATHY ., J—ROBREFEEERTHELCETZFIRE
ZWETEERT,
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Fo>3az

CreateCluster

ROD— RHIF, CreateCluster ZFEA TR AZEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART K TE2<RELUHIZ
ROWRT, REERITOFEZ2HIELTEEL,

async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

ok(())

o APlI OFFHAIC DWW TIE. AWS SDK for Rust API ') 7 7 L > A® TCreateCluster; 2Z8BL T
<EEV,
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DeleteCluster
ROI— RHIE, DeleteCluster #FEATHAHEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—REH) EF, AWS O—RHIVARI KDY T2<EUHIZ
BOUT, REERTOHFEZBEL TSLEEL,

async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

o APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 77 L A®M DeleteCluster; #ZBL T<L
e\,

SDK for Rust ZfEH L 7= AWS Glue 4l

RO— RHIE, AWS Glue TAWS SDK forRust 2L TF7 o3> &#ETL., — & E> T
FEEETDIHEERLTVET,

EXEF, BEEBARL -3V —EARNTRITIZHEZRII—RHITT,

To2avRLNRERTOTZLNSOO—ROERTHY), AVTFANATRITIIHLENH
WEY, POV EYOY—EARBZFOHRIFEZRL VRIS, ITFANADT Y
>avik, BETEZSFTUATHETERY,

BHICERELBY —AT—RAQUZVINEFENATHEY, O ROBEFEEERTHEICEITSZFIE
ZHETEERT,
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Hello AWS Glue

ROD—RPIE, AWS Glue DERZBRB I 27 EZRLTVWERT,

SDK for Rust

(@ Note

GitHub ICl&., ZOMDIY—RAEHY T, AWS I—RHIVAT K TE2<EUHI%Z
BOUT, REERTORFEZHBL TS,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

o« APl| OFFMAIC DWW TIE., AWS SDKforRustAPI U7 7L > A @ TlListlobsy B LT
(AT

=20
- EX
- TovaY

B
ERERF
ROT—RF>T L, UTORESEERLTVET,

« N7 VUV Y AmazonS3/NT Y RZEJO—J)LL, CSVERDXAEZF—EDTF—ER—AZERT
%7D_3_Eﬂzﬁijéo
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« AWS Glue Data Catalog DT —ZXR—AET—7IIICET2EHE—ERTLET,

s SSNTYRNSCSVEROTF—RZ2METEZOITEZERL., TOF—XZLEHL T IJSON F
XOHAZBIO SINTY MZCO—RT 3,

- DATRTICETIBEH/RE—BERTL, BREhLETF—22RXRRLTVY—REIV—2T VTS
%o

FHECOVWTE, "Fa1—KU7JL: AWS Glue Studio MEIEEEL ZISREE L,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOFE2HIEL T EEL,

N7 )Y 2@ Amazon Simple Storage Service (Amazon S3) /N7y k& O—J)LL., BHL &
CSVERTF—RERRTEIXARTF—RTF—ER—AZERTDIVO—F—EERLTERITLE
9,

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

ok(())
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_ => Err(GlueMvpError::GlueSdk(glue_err)),

}
Ok(_) => 0k(()),
}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

AWS Glue Data Catalog RN F—EZR—AET—TIIICET2EHRE—ERRLET,

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();
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VJ—A Amazon S3/NT Y RHAS CSVERTF—2ZHMHL, 71 —)LRZHIBRL TR ZZEET
BETEHL, JSONFEXOEDZBID Amazon SN Y NMCcO—R3$2>2aJTH&#ERLT
ETLET,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command(
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

E-WiN 407



AWS SDK for Rust

FROYN—=HA R

let job = job_run_output

job_run_id()

.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?

to_string();

TFEIECR D THERENEZIXNTOY Y —AZHIRLE T,

glue.

delete_job()

.job_name(self.job())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

for t in &self.tables {
glue.delete_table()

glue.

.name(t.name())
.database_name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

delete_database()

.name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

glue.

delete_crawler()

.name(self.crawler())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

« APl OFFMIC DWW T,

<EZEL,

» CreateCrawler

» Createdob

» DeleteCrawler

FAWS SDK for Rust API U7 7LV A OUTOREY V258U T
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* DeleteDatabase
Deletedob
* DeleteTable

» GetCrawler

* GetDatabase
* GetDatabases
+ GetJob

* GetJobRun

+ GetJobRuns
+ GetTables
 ListJobs

+ StartCrawler
+ StartJobRun

FTo>a
CreateCrawler
RO— RHIF, CreateCrawler ZFEHA TR HAZEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART KN TE2<RELUHIZ
ROWRT, REERITOFEZ2HEL T LEEL,

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(
CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
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.build(),
)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue::Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),

}?;

« APl OFFMIC DWW TIX. AWS SDK for Rust API ') 77 L > A @ "CreateCrawler; 228 L T
<EEV,

Createlob

ROI— RHIE, Createlob ZFEATHAHEEZRLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZTDMOVY—RAEHYWET, AWS J—REIVARI K TE<RELUHIZ
ROWRT, REERITOREZ2HIEL T LT,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command(
JobCommand: :buildex()
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.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
let job_name = create_job.name().ok_or_else(]|]| {

GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

o APl OFFMAIC DWW TIX. AWS SDK for Rust API 1) 7 7L A @ "CreateJob, #ZBL T
=L\,

DeleteCrawler

ROD— RHIF, DeleteCrawler ZFEATAHZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS JI—RHIVAT K T2<EUH|IZ
BO0T, REERTOHFEZHEL TS,

glue.delete_crawler()
.name(self.crawlexr())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

o APl OFFMIC DWW TIE. AWS SDK for Rust API U 77 LA @ DeleteCrawlery; 28R L T
<EEV,
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DeleteDatabase
ROD— RHIE, DeleteDatabase ZFEHTHHEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIUY—REHY) ET, AWS O—RHIVAI K T2<ELUHlIZ
BO0T, REERTOFEZBEL TSLEEL,

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« APl OFFMAIC DWW TIX. AWS SDK for Rust API 1) 77 L > A @ "DeleteDatabases 3B L
TLEEL,

Deletelob
ROD— REHIE, Deletelob ZFERTHHEEZRLTVWET,

SDK for Rust

(@ Note

GitHub ICl&. ZDMDIY—RAEHY EF, AWS I—RHIVAT K TE2<EUHI%Z
ROUT, REERTOHFEZHEBL TS,

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;
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« APl OFEMAIC DWW TIE. AWS SDK for Rust API ) 7 7L > A @ "DeleteJob, #ZBLTLE
=L,

DeleteTable

RDOI— RHIE, DeleteTable ZFEAT A AEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS I—RHIVAT K TE2<EUHIZ
BOUT, RELERTOHFEZHEBL TS,

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« APl OFFMICDWVWTIE, AWS SDK for Rust API U7 7 L > A® "DeleteTables 228 L T<
ZEV,

GetCrawler

RO— RAIF, GetCrawler ZFERATA A EERLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RHIVART K T2<EUH|IZ
BO0T, REERTOHFEZHEL TS,
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let tmp_crawler = glue
.get_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« APl OFFMIICDWVWTIE, AWS SDK for Rust API U7 7L 2 A @ "GetCrawler; 228U T<L
ZEV,

GetDatabase

ROI— RHIE, GetDatabase ZFEA T2 AZEZEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) ETF, AWS I—RHIVAI K T2<EUH|IZ
BO0T, REERTOHFEZHBL TS,

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

« API OEEMAIC DWW TIX. AWS SDK forRust APl 1) 7 7 L > A @ TGetDatabasey ZZ8BL T
<EEV,
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GetJobRun
ROI— RHIE, GetJobRun ZFEATHAHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDUY—REHY) ET, AWS O—RHIVARI K T2<ELUHlIZ
BO0T, REERTOHFEZHBEL TSV,

let get_job_run = || async {
Ok: :<JobRun, GlueMvpError>(
glue.get_job_run()
.job_name(self.job())
.run_id(job_run_id.to_string())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.job_run()
.ok_or_else(]|| GlueMvpError::Unknown("Failed to get
job_run".into()))?
.to_owned(),

};

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!/(
state,
JobRunState: :Starting | JobRunState::Stopping | JobRunState::Running

) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;
job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();
}
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o APl OFFHAIC DWW TIE. AWS SDK for Rust API 7 7L > A ® "TGetJobRuny 2L TL
EEV,

GetTables

ROD— RHIE, GetTables Z2FERAT2HEEZRLTVWET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS I—RHIVAT K TE2<EUHIZ
BOUT, RELERTOHFEZHEBL TS,

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

« APl OFEMAIC DWW TIEX. AWS SDK for Rust API Y 7 7L > A @ TGetTables; #58BL TL
=L,

ListJobs

ROI—REAIE, ListIobs ZFEATHHEEZERLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RHIVART K T2<EUH|IZ
BO0T, REERTOHFEZHEL TS,
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let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« APl OFEMIC DWW TIE, AWS SDK forRustAPI 7 7L > A @ MlListlobs) ZZHBL TS EE
(AT
StartCrawler
ROO— RHIF, StartCrawler Z2FEA TR HZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RHIVAI K T2<EUHIZ
BROUT, REERTOHFEZHEL TS,

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;
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« APl OFFHIC DWW TIX. AWS SDK for Rust APl 1) 77 LA @ TStartCrawlery; 22 8BL TL
W,

StartJobRun
ROI— RHIE, StartIJobRun ZFEATHHEEZRLTVET,

SDK for Rust

(@ Note

GitHub ICl&., ZOMDIY—RAEHY EF, AWS I—RHIVAT K TE2<EUHI%Z
BOUT, REERTOFEZHEBL TS,

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
First()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

« APl OEEHAIC DWW TIE. AWS SDK for Rust API U 7 7L > A ® TStartJobRuny 2B L TL
EEW,
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SDK for Rust Z{£H L 7= IAM @ 4l

XD —REAIE, IAM TAWS SDKforRust 2L TT7 02 a>&2ETL., BRI FUFEE
TITDHEERLTVET,

EXREG, BEEBARL -3V Y —EARATEITIZFEZRTI—RHITT,
TO2aYRENRELTOI LN SOOA—ROERTHY, AVTFANATRITIZZEN S
WET. 702323 EXOY—EAREZRCHIFEZRLTVRTAY, AVTFANNDOT Y
>avik, BETEZSFTUATHETERT,

BEHICRERELBY —AT—RAQUZIHNEEATEY, O ROBEFEERTHEICEITSZFIE
ZHWETEERT,

PR T3 %
IAMARD CF
ROI—RBIE, IAM OERZRRTZDHFEEZRLTVERT,

SDK for Rust

@ Note

GitHub ICl&., ZOMDIY—RAEHV EF, AWS J—RHIVAT K TE2<EUHI%Z
ROWRT, REELRITOREZ2HIEL T EEL,

From src/bin/hello.rs.

use aws_sdk_iam::error::SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]
#[ command(about)]
struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
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pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);

let args = HelloScenarioArgs::parse();
iam_service::list_policies(client, args.path_prefix).await?;

ok(())

From src/iam-service-lib.rs.

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
Litems()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
)
.collect();
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Ok(policy_names)

« APl OFFMICDWVWTIE, TAWS SDK for Rust API U7 7L > A1 @ MListPoliciess 228 L T
<EEW,

N =Ey
- EX

s VU A

HIx

BERZZS

RXOA—RY TG, I——%ZERLTO—IILZEV)HTHHEZERLTVET,

/A Warning

EF1VFAVRIZBGRD D, BAVINIITORRPEROTFT—RZERSEE
. IAM 1—H—ZREEICEALAVTSEE VL, KD IZ, AWS IAM Identity Center 7 &
OID7ANAMF—ENT7IFL—>a zEFEALTLSEEL,

EROBZWI—H—ZERLEXT,

BELETAHVY M Amazon S3NT Y MADOT UV AERZNFETHO—-IILZEKLET,
A—Y—CO—-J)Zz5EXFEcERIRI—ZEMLET,

O—)Z5l&%0F, —KNEFAFREEALTSINTY hZ2—BERRLUVY—REI)—2
TYT7TL&ET,

SDK for Rust

(® Note
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use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;

use tokio::time::{sleep, Duration};

use uuid::Uuid;

#[tokio: :main]
async fn main() -> Result<(), iamError> {
let (client, uuid, list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

.await

{
println!("{:?3}", e);

I

0k(())

async fn initialize_variables() -> (iamClient, String, String, String) {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await
let client = iamClient::new(&shared_config);
let uuid = Uuid::new_v4().to_string();

let list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAllMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

.
4
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.to_string();
let inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \'"sts:AssumeRole\",
\"Resource\": \"{I\"}]

}Il

.to_string();

(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

async fn run_iam_operations(
client: iamClient,
uuid: String,
list_all_buckets_policy_document: String,
inline_policy_document: String,

) -> Result<(), iamError> {

let user = iam_service::create_user(&client, &format!("{}{}",

uuid)).await?;

println!("Created the user with the name: {}", user.user_name());

"iam_demo_user_",

let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{3\"3},
\"Action\": \"sts:AssumeRole\"
1]
3"
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,
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.await?;
println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{}{}", "iam_demo_policy_", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
I

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);
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}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())
.role_session_name(format! ("iam_demo_assumerole_session_{uuid}"))
.send()
.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;

let assumed_credentials = iamCredentials::from_keys(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.secret_access_key(),
Some (
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
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.clone(),
)
)5

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)
.load()
.await;
println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")

}
Err(e) => {
println!("This should not run. {:?}", e);
panic!()
}
}
//Clean up.
iam_service::detach_role_policy(
&client,
assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),
)
.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;

println!("Deleted user {}", user.user_name());

ok(())
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« APl OFFHRIC DWW T,

<EEW,

AttachRolePolicy

CreateAccessKey

CreatePolicy
CreateRole

CreateUser
DeleteAccessKey

DeletePolicy
DeleteRole

DeleteUser

DeleteUserPolicy

DetachRolePolicy

PutUserPolicy

Fo>3az

AttachRolePolicy

TAWS SDK for Rust API U 7 7L AL OLLTORNEY 9%388BLT

RO1— RPlE, AttachRolePolicy ZEHA T2 HEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—RAEHYWET, AWS JI—REIVARTI K TE<RELUHIZ
BROUT, REERTOHFEZHEL TSLEEL,

pub async fn attach_role_policy(

client: &iamClient,

role: &Role,
policy: &Policy,

) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {

client

.attach_role_policy()
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.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()

.await

« APl OFFHIIC DV T, TAWS SDK for Rust API 7 7 L > A1 @ TAttachRolePolicy) &%
BLTSEZV,

AttachUserPolicy

ROD— RPIE, AttachUserPolicy Z A T2 AHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RBIVAT K T2<EUH|I%Z
BO0T, REERTOHFEZHEL TS,

pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_arn)
.send()
.await?;

ok(())

« APl OFEMIC DOV TIE, TAWS SDK for Rust APl U 7 7 L > A4 @ TAttachUserPolicy s &%
BLTLSEEW,
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CreateAccessKey

RO1— RPBIE, CreateAccessKey ZERATRDHEZERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDOVY—REHYWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOREZ2HIELTLEEL,

pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =
loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);

}
Err(e) => {

tries += 1;

if tries > max_tries {

break Err(e);

}

sleep(Duration::from_secs(2)).await;
}

iy

Ok(response.unwrap().access_key.unwrap())

« APl OFFMIC DOV TIE, TAWS SDKfor Rust API )7 7L > A, @ TCreateAccessKey, &%

BLTLSEEV,
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CreatePolicy
ROD— RPlE, CreatePolicy ZFEATRIHEERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIUY—REHY) ET, AWS O—RHIVAI K T2<EUHlIZ
BRO0T, REERTOHFEZBEL TSV,

pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {
let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())

« APl OFFMIC DWW Tk, TAWS SDK for Rust API U7 7L >R @ "CreatePolicys ZZ 8L
TLEEL,

CreateRole

ROI— RAHIE, CreateRole ZFERAT2HEEZRLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH EF, AWS I—RHIVAT K T2<EUH|IZ
BO0T, REERTOHFEZHIEL TS,
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pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

I

Ok(response.role.unwrap())

o APl OEEMIC DWW TIE. TAWS SDK for Rust API ) 7 7L > A, @ "CreateRole; Z2ZBL T
<EzEL,

CreateServicelLinkedRole

RO— RHIF, CreateServiceLinkedRole ZFEA T2 HZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RHIVAT K TE2<EUH|IZ
BO0T, REERTOHFEZHEL TS,

pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
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) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)

e APl MEFMIZC DWW Tk, TAWSSDKforRustAPI U7 7L A, M
TCreateServiceLinkedRole, ZZBL T EE L\,

CreateUser

RODI— RPIIE, CreateUser #FEATHHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS JI—RHIVAT K T2<EUH|IZ
BO0T, RELERTOHFEZHEBL TS,

pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;

Ok(response.user.unwrap())

« APl OEEMBIC DWW TIE. TAWS SDK for Rust API ) 7 7 LA, @ CreateUser; Z#Z8BL
TLEEL,
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DeleteAccessKey

RO 1— RGIE, DeleteAccessKey ZERATRDHEZERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDOVY—REHYWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOREZ2HIELTLEEL,

pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
.access_key_id(key.access_key_id())
.send()
.await

Ok(_) => {
break;

}

Err(e) => {
println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;

}
}
ok(())

« API OFFMIC DOV Tk, TAWS SDKfor Rust API )7 7L > A, @ MDeleteAccessKey s &2
BLTLSEZL,
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DeletePolicy

ROI— RPlE, DeletePolicy ZFEATRIHEERLTVET,

SDK for Rust

® Note

GitHub ICl&. ZOMDUY—REHY)ET, AWS O—RHIVAI K T2<EUHlZ
BO0T, REERTOLFEZBEL TSV,

pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()

.policy_arn(policy.arn.unwrap())
.send()

.await?;

ok(())

« APl OFFMICDOWVWTIE, TAWS SDK for Rust API U7 7 LA, @ "DeletePolicy; #Z8RL
TLEEW,

DeleteRole

ROI— RHIE, DeleteRole ZFERATHHEERLTVWET,

SDK for Rust

(® Note

GitHub ICl&., ZOMDUY—REH)EF, AWS O—RHIVAI KDY T2<ELUHIZ
BO0T, RELERTOHFEZHEL TS,

pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
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while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_erxr()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

« APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 ® "DeleteRoles 2B L T
<EEV,

DeleteServicelLinkedRole

RO— RHIE, DeleteServiceLinkedRole ZFEA T2 HZEZERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS J—REIVARI K TE2<RELUHIZ
ROWRT, REERITORE2HIEL T LEEL,

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)

.send()
.await?;
ok(())
}
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o« APl MEEMIZC DWW Tk, TAWSSDKforRustAPI U7 7L>2A @
MDeleteServiceLinkedRole; ZZBL T EE L\,

DeleteUser
RDI— RPIE, DeleteUser #FEATHAHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOFEZ2HEL T LEEL,

pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()
.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

i

response
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}

« APl OFFMAIC DWW TIX., TAWS SDKforRustAPI U7 7L > A1 ® DeleteUser; 25 8BL T
<EEV,

DeleteUserPolicy

RO1— RPlIE, DeleteUserPolicy ZEATRHEERLTVET,

SDK for Rust

@ Note

GitHub ICl&., ZOMDIY—RAEHV ETF, AWS J—RHIVAT K TE2<EUHI%Z
BOUT, REERTOHFEZHEL TS,

pub async fn delete_user_policy(
client: &iamClient,
user: &User,
policy_name: &str,
) -> Result<(), SdkError<DeleteUserPolicyError>> {
client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;

ok(())

« APl OFFMICDWTIX, TAWS SDK for Rust API U7 7 L > A1 @ DeleteUserPolicys &%
BLTSEZL,

DetachRolePolicy

RO 11— RPIE, DetachRolePolicy ZEHA T2 AHEERLTVET,
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SDK for Rust

® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAI K T2<EUHlZ
BO0T, REERTOHFEZBEL TS,

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_arn)
.send()
.await?;

ok(())

« APl OFFMIC DOV Tk, TAWS SDK for Rust API ) 7 7 L > A, @ "DetachRolePolicy, &%
BLTLSEZL,

DetachUserPolicy
RO 1— RPIE, DetachUserPolicy Z2EHA T2 HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RHIVAI K T2<EUHIZ
BO0T, REERTOHFEZHEL TS,

pub async fn detach_user_policy(
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client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

« APl OFFMRICDOWVWTIE, TAWS SDK for Rust API V7 7 L > A4 @ "DetachUserPolicy, &%
BLTLSEZL,

GetAccountPasswordPolicy

RO 1— RPlE, GetAccountPasswordPolicy A T2 HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS JI—RHIVAT K T2<EUH|IZ
BO0T, REERTOHFEZHEL TS,

pub async fn get_account_password_policy(
client: &iamClient,
) -> Result<GetAccountPasswordPolicyOutput, SdkError<GetAccountPasswordPolicyError>>

{

let response = client.get_account_password_policy().send().await?;

Ok(response)
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« APl OFFMIC DWW T, "TAWS SDKforRustAPI U7 7L>A, @
FGetAccountPasswordPolicy; 2B L T EE L,

GetRole

RDI—RHIE, GetRole ZFERATHHEZERLTVET,

SDK for Rust

® Note

GitHub IZIE, ZDMOVY—REHYWET, AWS JI—REIVARI KN TRLBHZRD
FT, REERITOFEERIEL T EE L,

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {

let response = client.get_role().role_name(role_name).send().await?;
Ok(response)

o APl OFFMAIC DWW T, TAWS SDKforRustAPI U7 7L A1 @ TGetRoley, #ZBL TL
EEV,

ListAttachedRolePolicies

RO— RHIEF, ListAttachedRolePolicies #FEH T2 AEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS J—REIVARTI K TE2<RELUHIZ
ROWRT, REELRITOFEZ2HIEL T LEEL,
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pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>

{

let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

}

o« APl MEEHIZC DWW Tk, TAWSSDKforRustAPI U7 7L>2A @
ListAttachedRolePoliciesy ZZBL T E&E L\,

ListGroups
RO I— RBlE, ListGroups ZFERATHHEERLTVETD,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RHIVAT K TE2<EUH|IZ
BO0T, REERTOHFEZHEL TS,

pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
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) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« APl OFFHIIC DV T, TAWS SDK for Rust API U7 7L > A1 @ TListGroupsy 228 L T
<EEW,

ListPolicies

ROI— RPIE, ListPolicies #FEATHAHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH ETF, AWS I—RBIVAT KN TRLBHZRD
FT, REERITOFEERIEL TS EE L,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
Litems()
.send()
.try_collect()
.await?;
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let policy_names = list_policies
.into_iter()

.map([p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

« APl OFFMIIC DV T, TAWS SDK for Rust API U7 7 L2 A1 @ MListPoliciess 228 L T
<EZW,

ListRolePolicies

ROI— RHIF, ListRolePolicies #EAT A AHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMDOVY—REHYWET, AWS J—REIVARI KN TR2BHZRD
FT, REERITOREZHIEL T EETL,

pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)

~
N\
w
X

443


https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.list_policies
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples

AWS SDK for Rust FRAOYN—HA R

.set_max_items(max_items)
.send()
.await?;

Ok(response)

« APl OFFHAIC DWW T, TAWS SDK for Rust API U7 7L > A4 ® TListRolePoliciesy &5
LTLEEL,

ListRoles

ROD—RAHIE, ListRoles ZFERAT2HEEZRLTVWET,

SDK for Rust

® Note

GitHub (ZIE, ZDMDOVY—REHYWET, AWS JI—REIVARI KN TR2BHZRD
FT, RELERITOREZHIEL T LT,

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)

.send()
.await?;
Ok(response)
}
Foav
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« APl OFFMIC DV TIE, TAWS SDK for Rust API J 7 7L > A1 @ MListRoless ZZ8RL T
<EEW,

ListSAMLProviders

ROD— RHIEF, ListSAMLProviders Z2FEAT5 A EZRLTVWET,

SDK for Rust

® Note

GitHub IZIE, ZDMOVY—REHYWET, AWS JI—REIVARI KN TRLBHZRD
FT, REERITOFEERIEL T EE L,

pub async fn list_saml_providers(
client: &Client,

) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

« API OFFMIICDVWTIE, TAWS SDK for Rust API J 7 7 L > A4 @ TListSAMLProvidersy %
ZRLTLKEE,

ListUsers

ROD—RHIE, ListUsers Z2ERAT2HEEZRLTVWET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS J—REIVARTI K TE2<RELUHIZ
ROWRT, REELRITOFEZ2HIEL T LEEL,
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pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

« APl OEEMIC DWW TIX. TAWS SDK for Rust API 7 7L > A, @ TlListUsersy Z258BL T
<EEV,

SDK for Rust ZfEH L 7= AWS loT O 4

ROI— RHIE, AWS loT TAWS SDK forRust 2L TT7 o> 3a>#E2TL., —WE>F1)
FEEETDHEERLTVET,

To2avRLNREZTOATZLNSOO—ROERTHY), AVTFANATRITIZDIHLENH
WS, 77232 EYOY—EAREZFRTHIFEZRLTVERIAN, ATFANADT Y
>avik, BETEIZFUATHEIETEET,

EHICERELEY—RD—KAOUYIFEENTHY, O— ROBESRERTHRCHET S TIE
ERBTEET,

N =R
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DescribeEndpoint

RO 11— RPlE, DescribeEndpoint ZFEHA T2 AHEERLTVET,
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SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RHIVAT K T2<EUHIZ
BROWRT, RELRITOFEZHIEL TS EEL,

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client
.describe_endpoint()
.endpoint_type(endpoint_type)
.send()
.await?;

println!("Endpoint address: {3}", resp.endpoint_address.unwrap());
println!();

ok(())

« APl OFFMIC DWW TIX, AWS SDK for Rust API 1) 7 7 L > A® "DescribeEndpoint; S8R L
TLEEL,

ListThings
ROD— RPlE, ListThings Z2FEATHHZEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAI K T2<EUHlIZ
BO0T, REERTOHFEZBEL TSV,

async fn show_things(client: &Client) -> Result<(), Error> {
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let resp = client.list_things().send().await?;
println!("Things:");

for thing in resp.things.unwrap() {

println!(
" Name: {}",
thing.thing_name.as_deref().unwrap_or_default()
);
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
);
println!(
" ARN: {1",
thing.thing_arn.as_deref().unwrap_or_default()
);

println!();
}

println!();

ok(())

« APl OFFHIIC DV TIE. AWS SDK for Rust API ) 7 7 L2 A®D TListThingsy ZZ8RL T
=L,

SDK for Rust Zf# M L = Kinesis O 4l

RO I— RAIE, Kinesis T AWS SDK for Rust Z2fERAL TF7 0> 3> &ETL., — BB FUF
BEEITDIHEERLTVET,

To2a iWREZTOTSLLSOO—ROEBRTHY, AVTFANKNTETITIHEND
WET, 7Oa e —EABEEZHTHTHEERLTVETHN, ITFANKROT D
a2k, BEETIIFUAFTHERTEET,
ZHICFREBY—AODA—RADQUINFEENTBY)., I—ROBEFZEETHECEITD>FIE
BHERTEEXT,
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s FUTA

e Y=N—LRAH T

FTo>a
CreateStream

ROD— RHIF, CreateStream ZFEA TR HZEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART KN TE2<RELUHIZ
ROWRT, REERITOFEZ2HIELTEEL,

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

println!("Created stream");

ok(())

« APl OFFMAIC DWW TIE. AWS SDK for Rust API 1) 77 L > A®M "CreateStream, S 8BL T
<EEV,

DeleteStream

ROI— RPIE, DeleteStream ZFEATH A EERLTVET,
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SDK for Rust

® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAI K T2<EUHlZ
BO0T, REERTOHFEZBEL TS,

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;

println!("Deleted stream.");

ok(())

o APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 77 L > A®M "DeleteStreams #SBL T
<z,

DescribeStream
ROD— RHIF, DescribeStream #FEHTAHEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARI K T2<RELUHIZ
ROWRT, REERITOFEZ2HIEL T EE,

async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;

let desc = resp.stream_description.unwrap();
println!("Stream description:");

println!(" Name: {}:", desc.stream_name());
println!(" Status: {:?}", desc.stream_status());
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println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

« APl OFEMAIC DL TIEX. AWS SDK for Rust APl ') 7 7 L > A®M "DescribeStream, S8R L
TLEEL,

ListStreams
ROI—RHIE, ListStreams ZFEATHHEZRLTVET,

SDK for Rust

(® Note
GitHub L:Li %@ﬂﬂ@ VY—REHY)ET, AWS I—RHIVATI K TE<EUHZ
EOL-J-_C\ %?f@ﬁ/f&ﬁm\b_c<tﬂé \I\o

async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

println!("Stream names:");
let streams = resp.stream_names;
for stream in &streams {

println!(" {3}", stream);
}

println!("Found {3} stream(s)", streams.len());

0k(())

« APl OFEMIC DWW TIE. AWS SDK for Rust API ) 77 L > A®M TListStreams, #Z 8B L TL
EEWV,
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PutRecord
ROD— RHIE, PutRecord Z2ERAT2HEEZRLTVWET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS J—REIVARI K TE2<RELUHIZ
ROWRT, REELRITOREZ2HIELTLEEL,

async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");

ok(())

o API OSEMAIC DWW TIEX. AWS SDK for Rust API ') 7 7 L > A® TPutRecordy #ZBLTL
=L
H—N—LAH>7)
Kinesis N —M 5 Lambda BBz H T
RKOI— REITE., Kinesis AN —ALAANASLO—REZZEITDCEICEL2>TRNIA—hBDARY

N%Z%(TED. Lambda BBOEEFZERLTVWET, OB Kinesis RAO—RZHEL.
Th#% Base64 "57F1—RLT, TOLI—ROREZOVREHRLET,
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SDK for Rust

@ Note

GitHub ICl&, ZDMOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
PlerRRL., REBRVRTOIEZHEBL TSLEEL,

Rust ZfEH L /= Lambda T® Kinesis 1 X2 N DHEE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
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ok(())

}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

Kinesis NUZ—% AL /= Lambda B TONY FT7ATLDOKBOLAR— K

LTFTOO— REITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda O =60, oW
NYFLARADEESEZZRLTVET, COBEHKIE. LARAELTINYFTFATLDORHK
EREL, WROXY -2 7EBTHERITIAHES Lambda IR E T,

SDK for Rust

® Note

GitHub ICl&, ZTDMOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
PleRRL., REBRVRTOIEZHEBL TSLEEL,

Rust ZfE A L /= Lambda T® Kinesis NY F7 A T LRKBOLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::kinesis::KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

H—N—LAH> T 454


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda-with-batch-item-handling

AWS SDK for Rust FROYN—HA R

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

)5
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
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return Err(Error::from(err));

}

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

SDK for Rust ZfEH L 7= AWS KMS @ 4l

ROD— RBIE, AWS KMS T AWS SDK for Rust ZFERALTF7 V23> &RTL. —MWAESF1
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Fo>3az

CreateKey

ROD— RPlE, CreateKey ZFEAITBAHZEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART K TE2<RELUHIZ
ROWRT, REERITOFEZ2HIELTEEL,

async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

ok(())

« API OFEMIC DWW TIF. AWS SDK for Rust API ) 7 7 L2 AM TCreateKeys Z8RBL T
=L,

Decrypt

ROD— RPlE, Decrypt ZFERATHHEZRLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARTI K TE2<RELUHIZ
ROWRT, REERITOFE2HIEL T EEL,
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async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input] {
baseb4: :decode(input).expect("Input file does not contain valid base 64
characters.")
1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())

.send()

.await?;
let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();

println!("Decoded string:");

println!("{}", s);

ok(())

« API OFEMIC DWW TIE., AWS SDK for Rust API 7 7 L2 AM "Decrypty 2R T IEE
Wo

Encrypt

ROD— RPIE, Encrypt ZFERATHHEZRLTVET,
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async fn encrypt_string(
verbose: bool,
client: &Client,
text: &str,
key: &str,
out_file: &str,
) -> Result<(), Error> {
let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?}", out_file);
println!("{}", s);

ok(())
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

ok(())
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async fn show_keys(client: &Client) -> Result<(), Error> {
let resp = client.list_keys().send().await?;

let keys = resp.keys.unwrap_or_default();
let len = keys.len();
for key in keys {

println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}

println!();
println!("Found {} keys", len);

0k(())
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async fn reencrypt_string(

verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,

) -> Result<(), Error> {

// Get blob from input file

// Open input text file and get contents as a string

// input is a base-64 encoded string, so decode it:

let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s
let o

base64: :encode(bytes);
&output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

0k(())
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cOIFIATHEAL EKFBEFHEZET Cargo.toml,

[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
{ version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }

aws-sdk-ec2
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lambda_runtime = "0.8.0"
serde = "1.0.164"

ZO>FUAD Lambda BFOE L Z$RTZD 1I—F 1 UF4OAL Y>3, CcOT7AIIE
2L —BMAO src/ations.rs EVWS T F7AILTT,

use
use

anyhow: :anyhow;
aws_sdk_iam: :operation::{create_role::CreateRoleError,

delete_role: :DeleteRoleOQutput};

use

1Y

use

aws_sdk_lambda: : {

operation::{
delete_function: :DeleteFunctionOQutput, get_function::GetFunctionOutput,
invoke: :InvokeOutput, list_functions::ListFunctionsOutput,
update_function_code: :UpdateFunctionCodeOutput,
update_function_configuration::UpdateFunctionConfigurationOutput,

b

primitives::ByteStream,

types::{Environment, FunctionCode, LastUpdateStatus, State},

aws_sdk_s3::{
error: :ErrorMetadata,
operation::{delete_bucket::DeleteBucketOutput,

delete_object::DeleteObjectOutput},

};

use
use
use
use

types: :CreateBucketConfiguration,

aws_smithy_types::Blob;

serde::{ser::SerializeMap, Serialize};

std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};
tracing::{debug, info, warn};

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]

pub

enum Operation {

#[serde(rename = "plus")]

Plus,

#[serde(rename = "minus")]
Minus,

#[serde(rename = "times")]
Times,

#[serde(rename = "divided-by")]
DividedBy,
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}

impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {
match s {
"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),
Operation::DividedBy => write!(f, "divided-by"),

/**
* InvokeArgs will be serialized as JSON and sent to the AWS Lambda handler.
*/
#[derive(Debug)]
pub enum InvokeArgs {
Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {
InvokeArgs::Increment(i) => serializer.serialize_i32(*i),
InvokeArgs: :Arithmetic(o, i, j) => {
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let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;

map.serialize_value(&i)?;

map.serialize_key(&"j".to_string())?;

map.serialize_value(&j)?;

map.end()

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
I#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,
role_name: String,
bucket: String,
own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new
pub struct LambdaName(pub String);
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pub struct RoleName(pub String);
pub struct Bucket(pub String);
pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: LambdaName,
role_name: RoleName,
bucket: Bucket,
own_bucket: OwnBucket,
) -> Self {
Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.OQ,
bucket: bucket.O,
own_bucket: own_bucket.,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)
-> Self {

let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|| {
std::env::var("LAMBDA_NAME").unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (

E-WiN 470



AWS SDK for Rust

FROYN—=HA R

Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())

1),

true,
Iy
13

let s3_client = aws_sdk_s3::Client::new(&sdk_config);

if own_bucket {

info!("Creating bucket for demo: {3}", bucket.Q);

s3_client
.create_bucket()
.bucket(bucket.®.clone())
.create_bucket_configuration(

CreateBucketConfiguration::builder()

.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();

}

Self: :new(
aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,
lambda_name,
role_name,
bucket,

OwnBucket(own_bucket),

)

}
/**

* Upload function code from a path to a zip file.

* The zip file must have an AL2 Linux-compatible

* The easiest way to create such a zip is to use
format Zip .

*/

binary called “bootstrap’.
“cargo lambda build --output-
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async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())
}
/**
* Create a function, uploading from a zip file.
*/

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();

let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self

.lambda_client

.create_function()

.function_name(self.lambda_name.clone())
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.code(code)

.role(role.arn())

.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")

.send()

.await

.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok (key)
}
/**

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.
*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self

.iam_client

.get_role()

.role_name(self.role_name.clone())

.send()

.await;
if let Ok(get_role) = get_role {

if let Some(role) = get_role.role {

return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()

E-WiN 473



AWS SDK for Rust FRAOYN—HA R

.await;

match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :buildexr()
.message("CreateRole returned empty success")
.build(),
)),
},

Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
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info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
return Ok(false);

}
match config.last_update_status() {
Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
match last_update_status {
LastUpdateStatus: :Successful => {
// continue
}
LastUpdateStatus::Failed |
LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn!(
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
I
return Err(anyhow! (
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {
warn!("Missing last update status");
return Ok(false);
}

i
if expected_code_sha256.is_none() {
return Ok(true);

}
if let Some(code_sha256) = config.code_sha256() {

return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());

}

Err(e) => {
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warn!(?e, "Could not get function while waiting");

}
Ok(false)

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from)

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,

anyhow: :Error> {

info!(?args, "Invoking {3}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client

.invoke()

.function_name(self.lambda_name.clone())

.payload(Blob: :new(payload))

.send()

.await

.map_err(anyhow: :Error: :from)
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/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
I
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
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Ok(updated)

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) -> (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Exrror::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some(
self.s3_client

.delete_object()
.bucket(self.bucket.clone())
.key(location)
.send()
.await
.map_err(anyhow: :Error::from),

E-WiN 478



AWS SDK for Rust FROYN—HA R

} else {
info!(?location, "Skipping delete object");
None
I
(delete_function, delete_role, delete_object)
}
pub async fn cleanup(
&self,
location: Option<String>,
) > (
(

Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
),
Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some(
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
None
}
} else {
info!("No bucket to clean up");
None

};

(delete_function, delete_bucket)
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/**
* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs::Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

ANV RSAV 75T %2FERALT—HBOEREZFHEL, >F VA ERINDNSKRETTEITIS I
HONAF ). COT7AIIEYUL—NAD sre/bin/scenariors EVWS 774 T,

/-k

## Service actions

Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction
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## Scenario

A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.

This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG" variable.

The steps of the scenario are:

1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
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* --0r--

* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.

* Note: Zipping the file does not have to be done in code._

* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.

3. Invoke the function with a number and print the result.

4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:

* Adding it with UpdateFunctionCode ZipFile.
* --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/

S3Key.

5. Call GetFunction until Configuration.lLastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.

*/

use aws_sdk_lambda::{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;

use std::{collections::HashMap, path::PathBuf};

use tracing::{debug, info, warn};

use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

i

#[derive(Debug, Parser)]
pub struct Opt {
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/// The AWS Region.
#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: i32,

// The left operand.
#[structopt(long, default_value = "19")]
pub num_a: i32,

// The right operand.
#[structopt(long, default_value
pub num_b: i32,

||23||)]

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

fn code_path(lambda: &str) -> PathBuf {
PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_innex());
info!(?payload, message);
} else {
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info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
opt: &Opt,
manager: &lLambdaManager,
code_location: String,
) -> Result<(), anyhow::Error> {
let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager

.update_function_code(code_path("arithmetic"), code_location.clone())

.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :buildexr()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;
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log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(true)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager::load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {

Ok(init) => {
info!(?init, "Created function, initially with increment.zip");
let run_block = main_block(&opt, &manager, init.clone()).await;
info!(?run_block, "Finished running example, cleaning up");
Some(init)

}

Err(err) => {
warn!(?err, "Error happened when initializing function");
None

i

if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info! ("Skipping cleanup")
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} else {
let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");

« APl OFFMIIC DV T, TAWS SDKforRustAPI U7 7L A1 OUTOREY VZZRL T
<EZL,

* CreateFunction

» DeleteFunction

» GetFunction
* Invoke
e ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration

FTo>a
CreateFunction
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SDK for Rust

® Note

GitHub IZIE, ZDMOVY—REHYWET, AWS JI—REIVARI KN TE<RELUHIZ
BRO0T, REERTOHFEZHEL TSLEEL,

/**
* Create a function, uploading from a zip file.
*/
pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;
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let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok (key)
}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip'.
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;
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let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

o APl OFFMIC DWW T, TAWS SDK forRust API U7 7L > A1 M CreateFunction, 58
LTLEETL,

DeleteFunction

RO— RHIF, DeleteFunction ZFEHTAHFEZRLTVET,

SDK for Rust

(® Note

GitHub ICl&., ZOMDIY—RAEH) EF, AWS I—RHIVAT K T2<EUH|IZ
BO0T, RELERTOHFEZHEL TS,

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) -> (

Result<DeleteFunctionOutput, anyhow::Error>,

~
N\
w
X

488


https://docs.rs/aws-sdk-lambda/latest/aws_sdk_lambda/client/struct.Client.html#method.create_function
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/lambda#code-examples

AWS SDK for Rust FRAOYN—HA R

Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())
.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None

i

(delete_function, delete_role, delete_object)
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« APlI OFFHAIC DWW T, TAWS SDK for Rust API U7 7L > A1 ® "DeleteFunction, %38
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SDK for Rust

® Note
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ROWRT, REERITOREZ2HIELTLEEL,

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from)

« APl OSFEMIC DWW TIX. TAWS SDK for Rust APl ' 7 7L > A, @ TGetFunctiony ZZ8BL
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® Note

GitHub (ZI&, ZDMOVY—REHYWET, AWS JI—REIVARTI KN TE<RELUHIZ
BRO0T, REERTOHFEZHEL TSV,

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug!("Invoked function had no logs")

« APl OFFMICDWVWTIE, TAWS SDKfor RustAPI U7 7L A1 @ Tinvokes ZZ8BL T2
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ListFunctions
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/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

« APl OFFMIIC DV T, TAWS SDK for Rust API )7 7 L&A1 @ "ListFunctionsy ZZ &L
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/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap'.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));
info!("Uploading function code to s3://{}/{3}", self.bucket, key);

let _ = self
.s3_client
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.put_object()
.bucket(self.bucket.clone())
.key(key.clone())
.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« APl OFFEMIC DWW TIX, TAWS SDK for Rust API U 7 7 L > A1 @ TUpdateFunctionCode
ZSRBLTLSEETLY,
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SDK for Rust

® Note
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ROWRT, REERITOREZ2HIEL T EE,

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!/(
?environment,
"Updating environment for {}", self.lambda_name
I
let updated = self
.lambda_client
.update_function_configuration()
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.function_name(self.lambda_name.clone())
.environment(environment)

.send()

.await

.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

o APl OFFHAICDOWTIX, TAWS SDKfor RustAPIU 7 7L A, @
FUpdateFunctionConfiguration; 2B L T &V,

SFUHA
Y—N—LAT77VT5—23a2 %KL TEEOER

RODA—RPITRE, I—H—HFIRILZEALTEEZERTERY—N—LAT7TUTr—>3a> %
ERTBDHFECODVTRLTVET,

SDK for Rust

Amazon Rekognition ZFEA L TEBRNO SR Z2REHL, RELTRTHETESDLSICTSE
BE7tEY NEBT77VT—23a 0 EEETRLET,

RE2BY—ADA—REBREBLVCETOFIEICOVWTR, GitHub TE2£LBHIZSRL TS EE
W,

COBDOY—AICD2VWTHLLEF, AWWSOZ1Z5F 47O BESRBLTLSEZL,

COPITEAENATVWER T —ER
» API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition

« Amazon S3
« Amazon SNS

>FUF 495


https://docs.rs/aws-sdk-lambda/latest/aws_sdk_lambda/client/struct.Client.html#method.update_function_configuration
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/cross_service/photo_asset_management
https://community.aws/posts/cloud-journeys/01-serverless-image-recognition-app

AWS SDK for Rust FROYN—HA R

B—N—LAG>T)

Lambda

XD I—

BEZk(.

BT ®M Amazon RDS F— XX — AN ND#EL

REJIE, RDS F— AR —AICE#H TS Lambda BIiEEEITHHEEZRLTVWET, 20D
DOTNBTF—ER—AUIOTIANEETL, H#REZERLET,

SDK for Rust

®

Note

GitHub ICl&k, ZDMOVY—REHWET, Y—N—LAGVTIVRIS KNI TELE
PlERRL, REBRVRTOLIEZBIEBL TSV,
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use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]

H—N—LAYB T 497



AWS SDK for Rust FRAOYN—HA R

async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))

H—N—LAH> T 498



AWS SDK for Rust FROYN—HA R

Kinesis N1JZ—A'S Lambda ¥z RO H T

RKOI— REITE. Kinesis AN —ALAASLO—REZZEITDCEICEI2>TRNIA—hBDARY
NZZ(1H 3. Lambda BB O EEFZEZRLTVET, OB Kinesis RA1O—RZHEL.
Th#% Base64 "5F1—RLT, TOLI—RONEZOVREHRLET,

SDK for Rust

® Note

GitHub ICl&, TDMOIY—REHYET, Y—N—LAGVTIVRDS KNI TER2E
PlerRRL., REBRVRTOIEZHEBL TSLEEL,

Rust ZfE A L /= Lambda T® Kinesis 1 X NDHE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}
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1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

0k(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB k1) A—#A'S Lambda B2 O T

ROI— RAlE, DynamoDB AR —ALAASLA—RZZEITDEILEL>TRNIH—EhD 1K
v N%EZITES, Lambda BEOREFZZRLTWET, BEHIE DynamoDB R4 O— R&ZHE
L. LIO—RORBZZOTRELET,

SDK for Rust
(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
PlERRL., REBRVRTOHIEZBIEL TSV,

Rust Zf M L T Lambda T DynamoDB /1 X N ZFHAL & T,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
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use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)

.without_time()

.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

Amazon DocumentDB N) ZJ—A»* S Lambda BBz RO H 9

ROI— RHIE, DocumentDB ZEARN —ALANSLI—REZZFEITZDEICE2TRIA—Eh
AR N Z2Z(TED Lambda BEB#OERERZZRLTVWET, BEEIE DocumentDB R4/ O— R %
mEL, LO—RORBZOJTREELET,

SDK for Rust

(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
PlERRL., REBRVRTOLIEZBIEL TSV,

Rust Z A L T Lambda T Amazon DocumentDB 1 X2 NDEE,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0@.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }
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//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }
//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;
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ok(())

Amazon MSK M) Hj—H S Lambda B#iE RO H 9

ROI—REIE, Amazon MSK V95 AR —NHASLI—REZZEFEITDEICE>»TRI)A—EndA
R N&EZ(THS Lambda BN EE L EZE2 RLTVET, BHE MSKARAO—RZHEEL. L
d—ROABRZOTREELET,

SDK for Rust
(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
PlERRL., REBRVRTOLIEZHEL TSV,

Rust Z{# L = Lambda T® Amazon MSK /1 X NDHE,

use aws_lambda_events::event::kafka::KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {

let payload = event.payload.records;
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for (_name, records) in payload.iter() {

for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding

let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

0k(().into())

#[tokio: :main]

async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");

run(service_fn(function_handler)).await

Amazon S3 R i—H'S Lambda Bz RO H T

ROA—RElIE, SSNTY NCATDIORNETYTO—RIBZEICE2>TRNIH—ETNB AN
VNZZ(TES Lambda B ZREKTBDHZEZTRLTVET, COBEHKEK, IXKNTX—=—5H
S5S3INTYRBEATDIORNF—FRWBL., Amazon S3API ZROHELTAT T o OO
FTUOYRATERBLTOVICERLET,
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SDK for Rust

@ Note

GitHub ICl&, ZDMOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
PlerRRL., REBRVRTOIEZHEBL TSLEEL,

Rust Z#H L T Lambda TS3 AR NEHELET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");
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if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

}

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name

to exist");
let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to

exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

}

0k(())

Amazon SNS MU —H 5 Lambda Bz RO H 9

ROI—RElE, SNS hEY IASAYE—TZZFEITDCEILI2TRIUA—EThD IRV N
X% (THS Lambda B ZERE T D HEZRLTVERT, COBEBRREANRYRNNTX—FHSEXY
E-—JZBBEL. EXVE—CORBEERRLET,

SDK for Rust

(@ Note
GitHub IZI&, ZTREDVY —RAEHWET, T—N—LAHGTIVRIZ KNI TEEE
PlemRL, REBITRTOFEZRIEL TLEE L,

507
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Rust ZH L T Lambda TSNS /R N ZHEBLET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

ok(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await
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}

Amazon SQS K H—AH'S Lambda B#zx O H T

ROI—REITE, SQSF1—HAEXYE—D2REBEIREILL2>TRIHA—ETNBAIRU M2
ZITHID, Lambda BEBDREFEZZRLTVET, CORBBARMNIA-—ZLESEXY D
ZHEL, BXYE—ORNBZRRLET,

SDK for Rust

® Note

GitHub ICl&, ZTDMDOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
PleRRL., REBRVRTOIEZHEBL TSV,

Rust Zf AL T Lambda T SQS 1R M ZHEL XY,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
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.init();

run(service_fn(function_handler)).await

Kinesis NUZ—% ML /= Lambda BTONY FTFATLOKBOLKR—N

LTOO—RHEITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda BEHO 0D, oM
NYTFLARADEREFEZEZRLTVET, COBHIE. LARAELTINYFTFATLDORK
EREL, IROXYE—2REBTEBRITIAHELS Lambda 22 F£ T,

SDK for Rust

(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
PlERRL., REBRVRTOLIEZHEL TSV,

Rust ZfE A L 7= Lambda T® Kinesis NY F 7 A TLRKBOLKR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecozrd,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);
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for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

I
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

18

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from utf8(record.kinesis.data.as_slice());
if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

0k(())
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#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB k') J—T Lambda BB ONY F T A TLO KRB ELR—KTS

RO 1— RPlE, DynamoDB AR —AA S A R N%EZ(TH S Lambda B OB O E/NY FL
ARVADEEFZZRLTVET, cOBEBIEE, LARVAELTNY FT7ATLOLKKZRE
L. HROXY -2 2R THBEAITISD LS Lambda IZIEAE T,

SDK for Rust
(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
PlERRL., REBRVRTOLIEZBIEL TSV,

Rust Z#£f L T Lambda T DynamoDB ®/NY FF7 A4 T AKRBOLKR—K,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);
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0k(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {3}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());
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Ok(response)

}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

Amazon SQS NUAH—%EAL 7= Lambda BB TONY FT7ATLORBEOLA—bB

LTOO—REITE, SQSF1—H 54XV N2Z(TES Lambda BED=H D, BHHE/NY F
LARADREFZZRLTVET, COBEBEK., LARVARELTNY F7A TLOKKZRE
L. HROXY -2 2R THBEAITIBDELS Lambda IZIEAE T,

SDK for Rust

(® Note

GitHub IZIE, TDEDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
PlERBRL, REBRVRTOLIEEZBIEL TSV,

Rust Z2fEf L = Lambda T® SQS NY FT7 A TLRKBDODLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::{

event::sqgs::{SqsBatchResponse, SqgsEvent},

sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

}

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),
}

Ok(SgsBatchResponse {
batch_item_failures,
)
}

#[tokio::main]
async fn main() -> Result<(), Error> {

run(service_fn(function_handler)).await

}
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async fn show_inputs(client: &Client) -> Result<(), Error> {
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let input_list = client.list_inputs().send().await?;
for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_azrn);
println!();
}

0k(())
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async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c¢ in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();
println!(" Description : {}", description);
println!(" ARN : {}", arn);
println!();

}

0k(())
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async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);
println!(" URL : {}", endpoint_url);
println!();
}

ok(())
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use aws_lambda_events::event::kafka: :KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///
/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples

/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;

for (_name, records) in payload.iter() {

for record in records {
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let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}
}

0k(().into())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");

run(service_fn(function_handler)).await
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async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");

let voices = resp.voices();
for voice in voices {
println!(" Name: {3}", voice.name().unwrap_or("No name!"));
println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();
}

println!("Found {} voices", voices.len());

ok(())

« APl OFFMAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A® "DescribeVoicesy 2B L T
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async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();

for lexicon in lexicons {
println!(" Name: {3}", lexicon.name().unwrap_or_default());
println!(
" Language: {:?}\n",
lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {3} lexicons.", lexicons.len());
println!();

ok(())
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async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.0rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.01rg/2001/XMLSchema-instance\"

xsi:schemalLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">

<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>

</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

ok(())

« APl OFFMAIC DWW TIX. AWS SDK for Rust API 1) 7 7 L > A®M TPutLexicony ZZBL TL
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async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoiceId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
let mut blob = resp

.audio_stream

.collect()

.await

.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");
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Rust Z £/ L 7= Lambda B§Z T ® Amazon RDS F—Z X — A D iE#:

use aws_config::BehaviorVersion;

use aws_credential_types::provider::ProvideCredentials;

use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};

use sqglx::postgres::PgConnectOptions;

use std::env;

use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,
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) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation::QueryParams;

let signing_params = v4::SigningParams::buildex()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(

"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",

db_hostname = db_hostname,
port = port,
db_user = db_username

);

let signable_request =
SignableRequest: :new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);
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let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port = env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions::new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqglx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqglx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?3}", result);

Ok(json!({

H—N—LAH> T 529



AWS SDK for Rust FROYN—HA R

"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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async fn query_cluster(
client: &Client,
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cluster_arn: &str,

query: &str,

secret_arn: &str,

) -> Result<(), Error> {

let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);

let result = st.send().await?;

println!("{:?}", result);
println!();

ok(())
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async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),

aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

);
let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");

for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();
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println!(" ID : {}", zone_id);
println!(" Name : {}", zone_name);
println!();

}

ok(())
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/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.

///

/// # Arguments

///

/// * “client’® - an S3 client configured appropriately for the environment.

/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.
/// * “filename® - a reference to a path that will be read and uploaded to S3.
/// * “key' - the string key that the object will be uploaded as inside the bucket.
async fn list_bucket_and_upload_object(
client: &aws_sdk_s3::Client,
bucket: &str,
filepath: &Path,
key: &str,
) -> Result<(), S3ExampleError> {
// List the buckets in this account
let mut objects = client
.list_objects_v2()
.bucket(bucket)
.into_paginatoxr()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
AN ANS R AN
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{sc}"))
.unwrap_or_default()

);
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// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives: :ByteStream: :from_path(filepath)
.await
.map_err(|err| {
S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"
))
DS
let resp = client
.put_object()
.bucket(bucket)
.key(key)
.body(body)
.send()
.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);

// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));

0k(())

S3ExampleError 1—7 14 U5 1,

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {
pub fn new(value: impl Into<String>) -> Self {
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S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {

fn from(value: T) -> Self {
S3ExampleError(format!(
"3 {37,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for S3ExampleError {3}

impl std::fmt::Display for S3ExampleError {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

write!(f, "{}", self.0)

o APl OFFMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 @ MListBuckets, Z#ZHBL
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#1[allow(clippy::result_large_err)]

//! Purpose

//! Shows how to use the AWS SDK for Rust to get started using

//!' Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//' and delete all resources at the end of the demo.

//!

//!' This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3

//!' user guide.

//!' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid: :Uuid;
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#[tokio:

:main]

async fn main() -> Result<(), S3ExampleError> {

let
let
let
let
let
let
let
let

region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
region = region_provider.region().await.unwrap();

shared_config = aws_config::from_env().region(region_provider).load().await;
client = Client::new(&shared_config);

bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

file_name = "s3/testfile.txt".to_string();

key = "test file key name".to_string();

target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,

target_

{

i

key).await

eprintln!("{:?3}", e);

ok(())

async fn run_s3_operations(
region: Region,
client: Client,
bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;

let

run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,

&key).await?;

let _object = s3_code_examples::download_object(&client, &bucket_name,

&key).await;

s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,

&target_key)

1)

.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples::clear_bucket(&client, &bucket_name).await?;

ok(())

.await;
if let Err(err) = run_example {

=¥
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eprintln!("Failed to complete getting-started example: {err:?}");

}

s3_code_examples: :delete_bucket(&client, &bucket_name).await?;

ok(())

SFTIUATHEAESND RN BET I3,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :builder()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

1)
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
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.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()

.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(]|
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
I
0k(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?}")

0k(())
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/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.

pub

async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<Vec<String>, S3ExampleError> {
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

pub

// delete_objects no longer needs to be mutable.

let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();

if objects_to_delete.is_empty() {
return Ok(vec![]);

let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleError: :new(

"There were still objects left in the bucket.",

)),

async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<(), S3ExampleError> {

let resp = client.delete_bucket().bucket(bucket_name).send().await;

match resp {

Ok(_) => 0k(()),
Err(err) => {
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if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}
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// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(

"Missing upload_id after CreateMultipartUpload",
))7?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
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.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

« APl OFFAICDOWTIE, TAWS SDKfor RustAPI U7 7L>AL @
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/// Copy an object from one bucket to another.
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pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,

) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client

.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()

.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(||
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
I
0k(())
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pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config: :Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.

create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)

{
Ok(None)

} else {
Err(S3ExampleError: :from(err))

}

)
}
Torar
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// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
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.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« APl OFFMAIC DWW Tk, TAWS SDKforRust API )7 7L > A, @ MCreateMultipartUpload
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pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<(), S3ExampleError> {

let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {

Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()

.and_then(aws_sdk_s3::error::ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« APl OFFMIC DWW TIX., TAWS SDKforRust APl J 7 7L > A1 ® "DeleteBuckety ZZBL
TLEEL,

DeleteObject
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/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)

.send()
.await?;

// There are no modeled errors to handle when deleting an object.

ok(())

- APl OFEMICDOWTIE. TAWS SDK for Rust API U7 7 L2 R4 @ "DeleteObjects 258 L
TLEEL,
DeleteObjects
RO1— RPlIE, DeleteObjects ZFEATHHEERLTVET,
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(® Note
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/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build key for delete_object:

{err:?1}"))
17?;
delete_object_ids.push(obj_id);
}
client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildexr()
.set_objects(Some(delete_object_ids))
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
EE
)
.send()
.await?;
0k(())

« APl OFFMIICDVWTIE, TAWS SDK for Rust API 1) 7 7 L2 A4 @ "DeleteObjects) Z2Z 8
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketlLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client
.get_bucket_location()

.bucket(bucket.name().unwrap_or_default())
.send()

.await?;

if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {

println!("{3}", bucket.name().unwrap_or_default());

println!();
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if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);

0k(())

o APl OFFMIC DV T, TAWS SDKforRustAPI U7 7L > A1 @ TGetBucketLocationy %
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GetObject
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async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {}", opt.object);
trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
DS

let mut object = client
.get_object()

PEY, 556


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/client/struct.Client.html#method.get_bucket_location
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/s3#code-examples

AWS SDK for Rust FROYN—HA R

.bucket(opt.bucket)
.key(opt.object)
.send()

.await?;

let mut byte_count = @_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err]| {

S3ExampleError: :new(format!("Failed to read from S3 download stream:

{err:?1}"))

2 {

let bytes_len = bytes.len();

file.write_all(&bytes).map_err(|err| {

S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"

))
D
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)

o« API OEMICODWTIE., TAWS SDKforRustAPI U7 7L>A1 @ rGetObjectJ ®#SRBRLT
<kEEL,
ListBuckets
ROI— RHIE, ListBuckets ZFEATHAHEZERLTVET,
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® Note
GitHub (ClE. ZTDMHEDVY —REHEF, AWS J—REIVARI K1) T2<ELUHZ
BO0T, MELRITOFARZRAL T LEE L,

async fn show_buckets(
strict: bool,
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client: &Client,
region: BucketlLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{3}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

ok(())
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« APl OFFMIC DV TIE, TAWS SDK for Rust API J 7 7 LA @ MListBuckets, Z2ZRL
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async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {
println!("{3}", version.key().unwrap_or_default());
println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

}

ok(())

« APl OFFMICDOWTIX, TAWS SDK for Rust API 7 7 L > A1 @ MListObjectVersions, %
SRBLTLEEV,

ListObjectsV2

ROI—RPIE, ListObjectsV2 ZFEATEHEERLTVET,
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pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}

}

Err(err) => {
eprintln!("{err:?3}")

}
}

0k(())
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object: :PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

« APl OFFHIIZ DV TIF. TAWS SDK for Rust API U7 7 L&A1 @ "TPutObjects ZZ8RL T
<EzWL,
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
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.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",

))?;

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« APl OFFHIIC DV T, TAWS SDK for Rust API U7 7 L&A1 @ "UploadParts Z2Z8BL T
<EEW,
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* Amazon Polly
« Amazon S3

« Amazon Transcribe

BEEMNE URL ZEKT S

ROI— RAIE, Amazon S3 NERZNE URL Z#ERL., 72TV ETY7TO—-RITZHFEETR
LTWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RBIVAT K T2<ELUHIZ
BOUT, REERTOHFEZHEL TS,

GETS3AT7ZIT U MDEREBERVIIANEERLET,

/// Generate a URL for a presigned GET request.
async fn get_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
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.bucket(bucket)

.key(object)

.presigned(PresigningConfig: :expires_in(expires_in)?)
.await?;

println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_until}");

0k(())

PUTS3 A7 IO RNANDERBREIVIIAMNZERLET,

async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,

) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =

std::time: :Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =

PresigningConfig: :expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(

"Failed to convert expiration to PresigningConfig: {err:?}"

))

hE7

let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;

Ok(presigned_request.uri().into())
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use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

};

use s3_code_examples::error::S3ExampleError;
use tracing::{error, warn};

const
const

KEY: &str = "key";
BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't
/// changed.

/17

/1] #
/17 -
/17 -
/17 -
/17 -
/17 -

Steps

Create a bucket.

Put an object in the bucket.

Get the bucket headers.

Get the bucket headers again but only if modified.
Delete the bucket.

#[tokio: :main]

async

fn main() -> Result<(), S3ExampleError> {

tracing_subscriber::fmt::init();
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// Get a new UUID to use when creating a unique bucket name.

let uuid = uuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);

// Generate a unique bucket name using the previously generated UUID.

// Then create a new bucket with that name.

let bucket_name = format!("if-modified-since-{uuid}");

client
.create_bucket()
.bucket(bucket_name.clone())
.send()
.await?;

// Create a new object in the bucket whose name is 'KEY  and whose

// contents are "BODY .

let put_object_output = client
.put_object()
.bucket(bucket_name.as_str())
.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()
.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,

// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error!("{err:?}");
String::new()

};

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the
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// values of the headers “last-modified® and ‘etag’ . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => (Err(err), String::new()),

i

warn!("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject  request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to ‘HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the 'HeadObject® request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//

// The _expected_ result of the second call to ‘HeadObject® is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP "last-modified™ and ‘etag’

// headers.

//
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// If any other HTTP error occurred, the error is returned as an
// ~SdkError::ServiceError'.

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stxr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// "SdkError::ServiceError".
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),
I
};

warn!("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);
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// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())

.key(KEY)

.send()

.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

0k(())

« APl OFFHIIZ DV TIF. TAWS SDK for Rust API U7 7 L2 A1 @ "GetObjecty ZZ8L T
<EEW,

EXIF 8RRV ZDMDA X —JBHRERFLET
ROA—RYG TG, UTORELFEERLTVET,

« JPG, JPEG, £ PNG 77 M)A S EXIFEHREREBLET.

« Amazon S3NT Y NZAX—=DT7 740N ZET Y 7O0—RLET,

« Amazon Rekognition ZEAL T, 77A4ILAD 3 DO LNUEM (TRIL) ZHELET,
« EXIF 8L SRILEH%Z, ')V— 3> O Amazon DynamoDB T—7JLICEEMUL £ T,

SDK for Rust

JPG, JPEG, FEW@FEPNG 77A4)HS EXIFIEHRZERMBL., 41 X—7 7 4 )L% Amazon
S3/N Yy MCF7 Y 70— KL, Amazon Rekognition ZERALT77A4IIAD 3 2O LUEH
(Amazon Rekognition ® Z X)) Z4EL, 'J—= 3> ® Amazon DynamoDB 7—7 JLIZ EXIF
BROTRI)IERZEMLET,

T2BY—AOA—REEY RTPYTELTRITOFIRICOWVWTIE, GitHub TR2BHIZSRL T
<EZEL,
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COBITEAZNATVE Y —ER

* DynamoDB
* Amazon Rekognition

« Amazon S3

SDK IC&DEATANEHET AL

RXDI—RHIE, AWSSDK ZFHAL TEBETARNERET AN EZERTEIBORANTZ 9T 1A
FEOHZERLTVET,

SDK for Rust

(@ Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS I—RHIVAT K TE2<EUH|I%Z
BOUT, REERTOHFEZHEL TS,

Cargo.toml T ARNYTILATT,

[package]
name = "testing-examples"
version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]
edition = "2021"

[dependencies]
async-trait = "0.1.51"
aws-config = { version

"1.0.1", features = ["behavior-version-latest"] }

aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }
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http = "0.2.9"

mockall = "Q.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"

FA—REVIVEG—ERTZYN—ZFE21ZI1ZY hTAMDOH

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
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) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;
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#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
D)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq! (7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput: :builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

1))
.set_next_continuation_token(Some("next".to_string()))
.build())
1);
mock .expect_list_objects()
.with(

eq("test-bucket"),
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eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())
1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

StaticReplayClient ZEA L Iz EET A N D Hl,

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(

// Now we take a reference to our trait object instead of the S3 client

// s3_list: ListObjectsService,
s3: s3::Client,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {

let result = s3
.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
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.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {

use super::*;

use aws_config: :BehaviorVersion;

use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1l = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
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.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),

);

>FUF 578



AWS SDK for Rust

FROYN—=HA R

let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")

.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-

type=2&prefix=test-prefix&continuation-token=next")

.body(SdkBody: :empty())

.unwrap(),

http::Response: :builder()

.status(200)

.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))

.unwrap(),

);

let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

I

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket",
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

REBTT7ANETY 70— RELFIVO-RTS

"test-prefix")

XD — RElE, Amazon S3 EDETRER I 7AIINET Y 7O—RELBRIVO—RTBDHE

ZRLTVET,

FHRCOVWTR., "TIAFN—bhP7YTO-RZFEALEATOIIOROTYTO—R, Z83RLT

<EZW,
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use std::fs::File;
use std::io::prelude::*;
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::error::DisplayErrorContext;

use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object: :GetObjectOutput,

I

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid::Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: ub4 1024 * 1024 * 5;
const MAX_CHUNKS: u64 10000;

#[tokio: :main]
pub async fn main() {
if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {
let shared_config = aws_config::load_from_env().await;
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let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();

s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();
// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",

))?;

//Create a file of random characters for the upload.
let mut file = File::create(&key).expect("Could not create sample file.");
// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {
let rand_string: String = thread_xrng()
.sample_iter(&Alphanumeric)

.take(256)
.map(char::from)
.collect();
let return_string: String = "\n".to_string();

file.write_all(rand_string.as_ref())
.expect("Error writing to file.");

file.write_all(return_string.as_ref())
.expect("Error writing to file.");

let path Path: :new(&key);

let file_size = tokio::fs::metadata(path)
.await
.expect("it exists I swear")
.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
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let mut size_of_last_chunk = file_size % CHUNK_SIZE;
if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError::new("Bad file size."));
}
if chunk_count > MAX_CHUNKS {
return Err(S3ExampleError: :new(
"Too many chunks! Try increasing your chunk size.",

));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(
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CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =

CompletedMultipartUpload: :buildex()

.set_parts(Some(upload_parts))
Lbuild();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
println!("The data was not the same size!");

s3_code_examples::clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");

ok(())
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Rust ZH L T Lambda TS3 /R NEHELET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);
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let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(
s3_client: &Client,
evt: LambdaEvent<S3Event>
) -> Result<(), Error> {
tracing::info!(records = ?evt.payload.records.len(), "Received request from

SQs");

if evt.payload.records.len() == 0 {
tracing::info! ("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

ok(())
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async fn show_instances(client: &Client) -> Result<(), Error> {
let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();
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println!(" Name : {}", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());
println!(" Instance Type : {}", n_instance_type.as_ref());
println!();

ok(())

« APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A®M TListNotebooklnstances, %
SBRLTLEEL,

ListTrainingJobs

ROD— RPlE, ListTraininglobs ZEA T2 HEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDOVY—REHYWET, AWS JI—REIVARTI KN TE2<RELUHIZ
ROWRT, REERITOFEZ2HIEL T LEEL,

async fn show_jobs(client: &Client) -> Result<(), Error> {
let job_details = client.list_training_jobs().send().await?;

println!("Jobs:");

for j in job_details.training_job_summaries() {
let name = j.training_job_name().unwrap_or("Unknown");
let creation_time = j.creation_time().expect("creation
time").to_chrono_utc()?;
let training_end_time = j
.training_end_time()
.expect("Training end time")
.to_chrono_utc()?;

let status = j.training_job_status().expect("training status");
let duration = training_end_time - creation_time;
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println!(" Name: {}", name);
println!(
" Creation date/time: {}",
creation_time.format("%Y-%m-%d@%H:%M:%S")

);
println!(" Duration (seconds): {}", duration.num_seconds());
println!(" Status: {:?}", status);

println!();
}

ok(())

« APl OFMIC DV TIE, AWS SDK for Rust API U 7 7 L > A® MListTrainingJobs, &S 8L
TLEEL,

SDK for Rust % fiEf L 7= Secrets Manager O 4l

RO 1— RPIIE, Secrets Manager T AWS SDK for Rust 2L T7 9> 3> %#RTL., — K%
FTIARRETDHFEZERLTVET,

To2avRLWREZTOTZLNSOO—ROERTHY), AVTFANATRITIIHENH
WET. 702323 EYOY—EAREZFOTHIFEZRLTVRTY, AVTFANRADOT Y
>avik, BETEZZFTUATHIETERY,

BHICRERELBY —AT—RAQUZVIHNEENATEY, O-ROBEFEERTHECEITSZFIE
ZHETEERT,

=X

s 7O a
Fo>az
GetSecretValue

ROI— RPIE, GetSecretValue #FEATAAHEERLTVET,

Secrets Manager 588


https://docs.rs/aws-sdk-sagemaker/latest/aws_sdk_sagemaker/client/struct.Client.html#method.list_training_jobs

AWS SDK for Rust FROYN—HA R

SDK for Rust

® Note
GitHub (ClE. ZTDMEDOVY —REHEF, AWS J—REIVAI K T2<ELUHZ
BO0T, MELRITOFARZRAL T LEE L,

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

o APl OFEHAIC DWW TIE. AWS SDK for Rust API J 7 7 L2 A®M "TGetSecretValues Z2HBL T
<EEL,

SDK for Rust Z /A L 7= Amazon SES API v2 @4l

RXOI— RPIE, Amazon SES APIv2 T AWS SDK for Rust Z AL TT7 023> #RTL. —
MBS IFEREIBDHFEEZRLTVETD,

TO2aYRINRELTOI LN SOOA—ROERTHY, AVTFANATRITIZIZEN S
WET. 7702323 EXOY—EAREZFRCHIFEZRLTVRTSY, AVTFANNDOT Y
>avik, BETRZFUATHIETERT,

SFIAR, 12O —ERARL S, £LEFMO AWS OH—EREBAEDE TEROBEKZFV
HU, RENDRAVZRTIDHEZRII—REITY,

BHIZE, B2BY—AOA—RAOUZVINEEATEY, TCHASOAVTEFAMNIBHFRI—RO
BRERFEERTHECODVWTOFIEZHEBTEET,
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Fo>3az

CreateContact

RO— RHIF, CreateContact ZFEATAAZEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVART K TE2<RELUHIZ
ROWRT, REERITOFEZ2HIELTEEL,

async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
.await?;

println!("Created contact");

ok(())

o APlI OFEHAIC DWW TIE. AWS SDK for Rust API ') 7 7 L > A® TCreateContact; 8B L T
<EEV,

CreateContactList

ROD— RHIEF, CreateContactList ZFEATHHEEZRLTVWET,
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SDK for Rust

® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAI K T2<EUHlZ
BO0T, REERTOHFEZBEL TS,

async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client
.create_contact_list()
.contact_list_name(contact_list)
.send()
.await?;

println!("Created contact list.");

ok(())

« APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A®M TCreateContactListy ZZ8BL
TLEETL,

CreateEmailldentity
ROD— RPlE, CreateEmailldentity ZFEA T2 HZEERLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZDMOVY—REHYWET, AWS JI—REIVARI K T2<RELUHIZ
ROWRT, REERITOFEZ2HIEL T LEE L,

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
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.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailIldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {3}", e)),
},
}

« APl OFMIC DOV TIE, TAWS SDK for Rust APl U 7 7 L A4 @ TCreateEmailldentity, %
SRLTLSEEL,

CreateEmailTemplate
RDOI— RPlE, CreateEmailTemplate ZFEA T2 HEEZRLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZTDMOVY—RAEHYWET, AWS J—REIVARI K TE<RELUHIZ
ROWRT, REERITOREZ2HEL T EET,

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template
let template_content = EmailTemplateContent::builder()
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.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)

.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
},
}

« APl OFFMAIC DWW Tk, TAWS SDKforRust API )7 7L > A, M MCreateEmailTemplate .
BSBLTLSEETL,

DeleteContactList

RO— RHIE, DeleteContactList ZFEATHHEEZRLTVWET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARTI KN TE2<RELUHIZ
ROWRT, REERITORE2HIEL T EEL,
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}

o APl OFFMIC DWW T, TAWS SDKforRust API U7 7L > A1 ® DeleteContactListy; &%
BLT<EE W,

DeleteEmailldentity

RO — RPIE, DeleteEmailldentity ZFEH TR HEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) ETF, AWS I—RHIVAT K T2<EUHI%Z
BO0T, REERTOHFEZHEL TSV,

match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {}", e));

}

PEY, 594


https://docs.rs/aws-sdk-sesv2/latest/aws_sdk_sesv2/client/struct.Client.html#method.delete_contact_list
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ses#code-examples

AWS SDK for Rust FROYN—HA R

« APl OFFMIC DWW Tk, TAWS SDK for Rust API )7 7 L > A1 @ "DeleteEmailldentity s %&
SRLTLSEEL,

DeleteEmailTemplate

RO I— RAlE, DeleteEmailTemplate A T2 HEZ RLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZDMOVY—REHYWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOFEZ2HIEL T EEL,

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« APl OFFMICDOWVWTIE, TAWS SDK for Rust API ) 7 7 L > A1 @ "DeleteEmailTemplate J
ZSRLTLSEEZL,

GetEmailIdentity

ROI— RPlE, GetEmailldentity ZFEH T2 AHEERLTVET,
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SDK for Rust

® Note

GitHub ICl&. ZOMDIUY—REHY) ET, AWS O—RHIVAI K T2<EUHlIZ
BRO0T, REERTOHFEZBEL TSV,

EX—ILT7RLAFRIEENIEAESHZHELERT,

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");

} else {
println!("The address is not verified");

}

0k(())

« APl OFFMIC DWW TIX, AWS SDK for Rust API J 7 7 L > A® TGetEmailldentity; S8 L
TLEEL,

ListContactLists

ROI— RHIE, ListContactLists #FEATHAHEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHV)EF, AWS I—RHIVAI K T2<EUH|IZ
ROUT, REERTOHFEZHEL TS,
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async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");
for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

« APl OFFHIC DWW TIX. AWS SDK for Rust APl 1) 7 7 L > A® TListContactListsy 2B L T
<z L\,

ListContacts
ROI—RHIE, ListContacts #FEATHAEERLTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEH) EF, AWS I—RBIVAT K TE2<EUHIZ
BO0T, RELERTOHFEZHEL TS,

async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;

println!("Contacts:");
for contact in resp.contacts() {

println!(" {3}", contact.email_address().unwrap_or_default());

}
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ok(())

o APl OFFMIC DWW Tk, AWS SDK for Rust API ') 77 L > A®M MListContactsy ZZ 8B L T<L

ZE W,

SendEmail
ROI—RHIE, SendEmail Z2FEATHHEZERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDOVY—REHWET, AWS JI—REIVARTI K TE2<RELUHIZ

ROWRT, REERITOREZ2HIEL T LEEL,

BRAEVARDIXRTOXN—IIXY E—DZEBLET,

async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;

let contacts = resp.contacts();

let cs: Vec<String> = contacts
Jditer()

.map(|i] i.email_address().unwrap_or_default().to_string())

.collect();

Toav
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let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::buildex()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();

let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();

let email_content = EmailContent::builder().simple(msg).build();

client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;

println!("Email sent to list");

0k(())

TU7L—hEFEALT, EBEVARNDXYN—2BIIXYE—D&EELET,

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent::builder()
.template(

Template: :builder()
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.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?,

)

.send()

.await

Ok (output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow!("Error sending newsletter to {}: {}",
email, e)),

}

o APl OFFMIC DWW TIX. AWS SDKfor Rust API ) 77 L > A®M "SendEmaily #8BL TL
=L\,
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SFUS
—_1—ALEZ—0>F)F
ROI—RHIE, Amazon SESAPIV2Z D1 —AL R —>FVAOERTHFZEEHBALTVET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—REHY) ET, AWS O—RHIVAT K T2<ELUHlIZ
BOUT, REERTOHFEZHEL TSV,

match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
.
}
match self
.client
.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())
.send()
.await
{

Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,

>FUF
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Err(e) => match e.into_service_error() {

CreateContactError: :AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email

)?,

e => return Err(anyhow!("Error creating contact for {}: {}",

email, e)),

}I

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow! (
"Error retrieving contact list {3}: {}",
CONTACT_LIST_NAME,
e

)

i

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent::builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
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.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else {
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e

=> return Err(anyhow! ("Error creating email identity: {}", e)),
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
match self
.client

.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()

.await
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{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted

successfully.")?,

Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));
}
}
match self
.client

.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« APl OFFMIC 2V T, TAWS SDKforRustAPI U7 7LV A1 OUTOREY VZZHRL T
<EZEL,

CreateContact

CreateContactList

CreateEmailldentity

CreateEmailTemplate

DeleteContactList

DeleteEmailldentity
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» DeleteEmailTemplate

» ListContacts

» SendEmail.simple

« SendEmail.template

SDK for Rust Z# A L 7= Amazon SNS @ 4
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(® Note
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async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(

"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

0k(())

« APl OFFHIIZ DV T, TAWS SDK for Rust API U7 7 L2 A1 @ "CreateTopicy ZZRL
TLEZL,
ListTopics
ROD— RPlE, ListTopics ZEATHHEERLTVET,
SDK for Rust
(® Note

GitHub ICl&. ZOMDIY—RAEH) ETF, AWS I—RHIVAT K T2<EUHI%Z
BO0T, REERTOHFEZHEL TSV,

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());

}

ok(())
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« APl OFEHIC DWW TIE. AWS SDK for RustAPI U 7 7L AD rLiStTOQiCSJ E#SBLTLE
=L
Publish
RXDI—RHIE, Publish ZEHAITHHEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHWET, AWS JI—REIVARI K TE2<RELUHIZ
ROWRT, REERITOFEZ2HEL T LEEL,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{} ", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

ok(())
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}

« APl OEAIC DWW TIE, AWSSDKforRustAPI U 7 7L AMD "7, #8RBLTLEEL,

Subscribe

ROI— RHIE, Subscribe ZFEATHHEZERLTVET,

SDK for Rust

® Note

GitHub (ZI&, ZDMOVY—REHYWET, AWS JI—REIVARTI KN TE<RELUHIZ
ROWRT, REELRITOREZHIEL T LEEL,

EX—LT7RLAZRNEYIICHTRAIZA4TLET,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
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.await?;
println!("Published message: {:?}", rsp);

ok(())

« APl OFEMIC DWW T, TAWS SDKforRustAPI U7 7L > A1 M "TSubscribes 228 L T
<EEV,
SFUH
HB—N—LAT77VT5r—>3a>z#ERLTEENER

RODA—RPITRE, I —HFIRILZEALTEREZEETERY—N—LAT7TVTr—>3>%
ERTBHFECODVTRLTVET,
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Amazon Rekognition ZEA L TEHEANODSXRIILZHREL, RFELTETRETESDLSIZTSHE
BE7tvY NEBT77VS—23a > 0RREEETRLET,

RE2BY—AODA—REBREBLVCETOFIEICOVWTR, GitHub TE2BHZSRL TS EE
W,

COBIDOY—AICDVWTEHLLIFE, AWWSOZ1ZF 47O KBESRBLTLSEEL,

COBITHEAEATVAR Y —EX
+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition

 Amazon S3

* Amazon SNS
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Amazon SNS N HJ—AH 5 Lambda BE#i&E RO H T

ROIA—RBIE, SNS REY IABAXYE—TZZFEIDEILL2TRIA—ENBD AR B
ZXTH% Lambda B#ZERKIT D HEERLTVERT, COBREBARIRMNTA—EFHSXY
E—CZWEL, BXYVE-CORBERELEXT,

SDK for Rust

(® Note

GitHub IZI&, ZTRDVY —REHWET, T—N—LAHGTIVRIZ NI TEEE
PlZRRL., REBLVRTOLIEZBIEL TSV,

Rust ZH L T Lambda TSNS /R N ZHBLET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

ok(())
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fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

SDK for Rust Z {8 L = Amazon SQS ® 4

RO I— RHIIE., Amazon SQS T AWS SDK for Rust ZFRALT7 o> 3> &ETL. —BHNES
FTUARRETEIHEEZRLTVET,

To2a &YW REZTOTSLLSOO—ROFEHRTHY), AVTFANKNTEITTINEND
WET, 7023 EEAcOY—EABEEZFVCEHITHFZEZERLTVERTY, ATFANADOT Y
aviF, BETZIFIUATHERTEET,

ZHICFREBY —AODA—RADQUINFEENTHY) ., I—ROBEFZEETHEICEITD>FIE
BHERTEEXT,

N =Ry

« T A

e« H—N—L AHY>7)L

ro>az
ListQueues

ROI—RHIE, ListQueues ZFEATHHEZRLTVET,
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(® Note

GitHub ICl&. ZOMDIY—REHV) EF, AWS O—RHIVAT K T2<ELUHIZ
BOUT, REERTOHFEZHEL TS,

)—3a I )ARENTVB RO Amazon SQS F1—2WEBLET,

async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
First()
.expect("No queues in this account and Region. Create a queue to proceed.")
.to_string())

« APl OFFMICDWVWTIE, AWS SDK for Rust API U7 7 L2 A® MListQueuesy ZZBL T2
=L,

ReceiveMessage
RO 1— RBlIE, ReceiveMessage ZFAT2HE2%Z RLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—REHY)ET, AWS O—RHIVARI K T2<EUHlIZ
BO0T, REERTOHFEZHEL TSLEEL,

async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;

println!("Messages from queue with url: {}", queue_url);
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for message in rcv_message_output.messages.unwrap_or_default() {
println!("Got the message: {:#?}", message);

0k(())

« APl OFFMIC DWW TIX, AWS SDK for Rust APl 'J 7 7 L > A® "ReceiveMessage) S HL
TLEEL,

SendMessage
ROD— RPlIE, SendMessage ZFERTHHZEZZRLTVET,

SDK for Rust

(® Note

GitHub ICl&., ZOMDIY—RAEHV)EF, AWS I—RHIVAT K T2<EUHIZ
ROUT, RELERTOHFEZHIEL TS,

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()
.await?;

println!("Send message to the queue: {:#?}", rsp);

ok(())
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}

« APl OFFMRIC DWW TIE, AWS SDK for Rust API ') 7 7 L > A®M "SendMessages 258 L T
<EEL,

H—N—LAH>7)
Amazon SQS K H—AHS Lambda 2O HT

ROI—REITE, SQSF1—HEXYVE—D2REFEIREILLL2>TRIH—ETNBDAIRU M2
Z(TH%. Lambda BBOREFEZZRLTVET, COBERBANRYMNFX—EZASAXY -
ZRHBL, EXYVE-—D0RABREZRRLET,

SDK for Rust

(® Note

GitHub ICl&k, ZDMOIVY—REHWET, Y—N—LAGVTIVRIS KNI TERE
PlERRL, REBRVRTOHIEZBEL TSV,

Rust ZfE A L T Lambda TSQS /IR NEHBLET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record]| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

Amazon SQS NUAH—%EAL 7= Lambda BB TONY FT7ATLORBEOLAR—bB

LTOO—REITE, SQSF1—H 54XV N 2Z(TES Lambda BED=H D, BHHE/NY F
LARADREFZZRLTVET, COBEBEE., LARCARELTINY F7A TLOKKZRE
L. HROXY -2 2R THBEAITISD LS Lambda IZIEAE T,

SDK for Rust

(® Note

GitHub IZI&, TDDVY —REHWET, T—N—LAHGTIVRIZ KNI TREEE
PlERRL., REBRVRTOHIEZBEL TSV,

Rust Z2fEF L = Lambda T® SQS NY FT7 A TLRKBDLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
async fn process_record(_: &SqgsMessage) -> Result<(), Error> {

Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
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let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),
}

Ok(SgsBatchResponse {
batch_item_failures,
)
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

SDK for Rust ZfEH L = AWS STS o4l

ROD— RBIE, AWS STS T AWS SDK for Rust Zf AL T7 V>3 #ETL., —BBE> T
FEREIBHEZRLTVET,

To2avRLNRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 702323 EYOY—EAREZFOCHIHEZRLTVRTY, AVTFANRADOT Y
>avik, BETEZSFTUATHIETERY,

BHICRERLBY—AT—RAQUVIHNEENATEY, O-ROBREFEERTHECEITSZFIR
EZHETEERT,

KNew o

s FUTA
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Fo>3az

AssumeRole
ROI— RHIE, AssumeRole ZFERT2HEEZRLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS O—RHIVAT K T2<ELUH|IZ
BO0T, REERTOHFEZHEL TS,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()
.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {}", e.user_id().unwrap_or_default());
println!("Account: {3}", e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« APl OFFMIC DWW TIX. TAWS SDKforRustAPI U7 7L > A1 ® TAssumeRole; S L
TLEEL,
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FROY N—HA K

XD — RFli&, Systems Manager T AWS SDK for Rust ZfEFLT7 02 a>&RTL, —KH
BIOFIARRETDHEERLTVET,

To2aYRINREZTOI LN SOOA—ROERTHY, AVTFANATERITTIZEN S
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EHICRELBY—AODA—RANQUZVIFEBEATHEY ., J—ROBREFEEERTHELCETEFIE
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NEY D
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DescribeParameters

RO — RHIF, DescribeParameters A T2 HEZRLTVWET,

SDK for Rust

(® Note

GitHub ICl&. ZODIY—REHY) EF, AWS O—RHIVAT K T2<ELUHIZ
BOUT, REERTOHFEZHEL TS,

async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

}

ok(())
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o APl OFFMIC DWW TIX. AWS SDK for Rust APl 1) 77 L > A®M TDescribeParameters, &%
BLTLSEEL,

GetParameter
RO— RHIF, GetParameter ZFEATAHAZEERLTVET,

SDK for Rust

® Note

GitHub (ZIE, ZDMOVY—REHYWET, AWS JI—REIVARTI K TE2<RELUHIZ
ROWRT, REERITOFEZ2HIEL T EEL,

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

o APl OFFMIC DV T, TAWS SDKforRustAPI U7 7L A1 @ TGetParameter, #35HR
LTLEETL,

PutParameter

RO— RHIF, PutParameter ZFEA T3 522 RLTVET,
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SDK for Rust

(® Note

GitHub ICl&. ZOMDIY—RAEHY) EF, AWS I—RHIVAT K TE2<EUH|IZ
BO0T, REERTOHFEZHEBL TS,

async fn make_parametexr(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)
.name(name)
.value(value)
.description(description)
.send()
.await?;

println!("Success! Parameter now has version: {}", resp.version());

0k(())

o APlI OFFHAIC DWW TIE. AWS SDK for Rust API ') 7 7 L > A® TPutParameter; 2Z8BL T
<2z L\,
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pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.Q.iter().map(|
ta| {
rustls: :0wnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
D)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS
let config = rustls::ClientConfig::builder()
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.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)

.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();

// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client = HyperClientBuilder::new().build(rustls_connector);

let shared_conf = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

0k(())
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