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https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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- SDKASSBTEZREEOEY hEED [default] Z7OT7 7 A IIUNHBHE AWSconfig
T74)Ne COTFAINOEFMERRTBICE, AWSSDK EV—=ILDOUTF7LYAAA RO TH
B774A)NNDEF1 BSRLTLEEL,

« B config 77 M )LF region BREEZRELE T, chllkl), SDKAWS U—23 2 A
AWS VO TANCIERTZDF7AIILIMBEENET, cOV—23aviEk, FRTDU—2a
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« SDKF, DUITANZ AWSIZHEETHHEIIC, 7O7 740D SSO h—0 2 7ONAF—FEE
FAL TRIAEREZEBLET, sso_role_name fEIk. IAM Identity Center 7 7V AT Y ~
ICEHchZIAMO—=I)LTHY, 77U5—23>>TAWS O —ERX FRHENTWVWS ADOT Y
EAEZFALET,

RDOY > 7)) config 774 )Lk, SSO h— 7/7I:|/\'f'5( RETHREESNEF7AI 8570
T774)LERLTVWET, 7O7 740D sso_session FRER., EBEE N sso-session &z
9232 %ZRBUEY, sso-session I3V, AWSTIOEAR—ZRIINEYZ a2 ZEH
BIBDLEHDRENBENTVET,

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

AWS SDK for Ruby Tl&, IAM Identity Center FREEZEA TS =HIC, F7UTr—>3a v IZEMD
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FORATRFTUT—2a>&ERTTBHIC AWS O —E R, SDK # IAM Identity Center 585E
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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AL EFERALTVWSHEE, Y Rik aws sso login --profile named-profile T3,

BECTOT 47wy ahlsadrESLEA72a>TTFANTSZICE. KO AWSCLI OX Y
REEITLET,

aws sts get-caller-identity

Y2 AUANTIOTATBEE, COORY RAOKBEIZKY), B config 774/ ILICERES h
TW% IAM Identity Center 7 NET UV AFTOEY M $ﬁi‘c’f nE9,

(@ Note

BICT7OT47BAWS TOERAR—=ZINEY>arhaHy), 2RTLTWSREHESKaws
sso login, RIMEHZEBETIHERFHY EE A,
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&, DAMRETYT, HBOXN—THBABOI—Y—, DFV), I—H—PHEARERE. 70—
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=L,

« RANTZU9T 1A AQOFHMIOVTE, IWM I—HF—HA RO TIAM TOEFIUTFT 1 ORAK
T20T1R1 BSRBLTLKEE,

- EH AWS RRAFEREERTDICK. IAM I—H—HA RO "B EtEF1 T (1 BiHER. &
SRBRLTIEEL,

« AWS SDK for Ruby 5% &Fﬁ7mﬂ49 FI—2, BRUSDKICK > T—ENRISEN B E
MICREITENZHEICOVTR., "1 283BLTIKEEVE &Fﬁ7uﬂ49 FI—>0

-AWSSDKa?EuEfiiﬁ7EI/\'f'}" DEREILD2VTRE, "TSDKB ROV =)D TT7LVAHA R,
TEECEMEFABERZ7ONAE—, 28RBLT<EEV, AWS SDKs

AWS SDK for Ruby 24 > AKR—IL 9%
OtV aICE, AWS SDK for Ruby DEIRZHE AV AN —ILFIBFEEATVET,
IR 3

AWSSDK for RUby EEFH j%ﬁﬁ‘u AWS Twu nIEE 6«%‘275\ 5 U *?o A nIEa) E®n¥%m L. 2 \1\
Tk, TAWS SDK for Ruby AWS Z L 7z TOFRELL Z2ZRBL T EEV,

SDK DA 2 A=)l

Ruby i AWS SDK (&, 2 Ruby gem EREHRICA 2 AR—ILTEET, gem (& RubyGems THA
TZET, AWSSDK for Ruby FEZ 1 —I)LRICEFTENTHEY, AWS OH—ERZElZHHNT
WE T, aws-sdkgem 2D A VAR —ILEH A XHFKEL, 1 REAUENADBENBYVET,

AWS DY —EATHEATD gem DADA 2V AR—INZHEOHLET, 5D gem IZF aws-
sdk-service_abbreviation DESBHZBAFTHFSNTVWE T, T2 AN AWS SDK for
Ruby README 77 A )LD "HR—FFRY—ERX, ORICEEETIATVET, & XF. Amazon
S3H—EREAVE—TIAATDEHD gem l&, aws-sdk-s3 TEEBAFTEET,

Ruby N\—>3 >N Zx—2 ¥ — (RVM)

2 A5 L Ruby EERTBMRDYIC, RO&LSK Ruby N—TaVIZx—Sr—0ERESBHLE
¥,

« RVM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://rubygems.org/gems/aws-sdk-s3
http://rvm.io/
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* chruby

* rbenv

FEZIEF, Amazon Linux 2 ARL —FT 4 T AT LAZFERAL TVWAEEE. XROIINXY > RTRVM
ZEHL, FHATER Ruby N\—>23 > &2 —EBRTL. AWS SDK for Ruby TORRKICERATS/N\—
DaAVERBRTEERT, LEBZ Ruby/ N\—>3IF25TY,

rvm get head

rvm list known

rvm install ruby-3.1.3
rvm --default use 3.1.3

A A A B

N RS —

N RT—=FERATZEHEE, LWTOIIT > RT Amazon S3 A Ruby gem FE AWS SDK &4 > A h—
ILET,

1. NORZ—ZA42AR=)LLTGemfileZERL KT,

$ gem install bundler
$ bundle init

2. fERU T Gemfile ZBE, J—RAFEATEHI R AWS H—E A gem [C gem {TZEML &F
¥, Amazon S3 DB S THEETRIFZERF. 77MIILOREBIEROTFANTZEML £
CB

gem "aws-sdk-s3"

3. Gemfile ZR1ET S
4. BEVDGemfile THEET N TVWSKEFEHRARZSAAN—=ILET,

$ bundle install

AWS SDK for Ruby Z AL TN BT7TUT—2 32 OERK

AWS SDK for Ruby Z £/ L T Amazon S3 IZKRE L T EZ L\, XOFITRE., IXTDH Amazon
SSNTYRDUARNERTRLET,

SUTNBETTIr—23a T DER 7


https://github.com/postmodern/chruby
https://github.com/rbenv/rbenv
http://bundler.io/
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d— ROEER

ADA—RZ2IAE—-LT, HILLWY—RT77AILNICEYREFET, 77 4)L% hello-s3.rb &F

NHHET,
require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

AWS SDK for Ruby EEZ 1 —I)LERICESNTE Y, AWSOH—ERX ZEICHPNhTUVE
TogemZA VAR —=I)TBDE, Ruby V—AT77AMIDOEBEICH D require AT—RM XU B

I—RORRE
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T. Amazon S3 H—EAFH®MO AWSSDK 9T AEXV Y RAFAVIR—KRENET, FIFTEER
AWS H—E X Gem O£ ARMICDOWTIE, AWS SDK for Ruby README 7 7 1)L D FHR— Nt
KRY—EA) OXRESHBLTLSEETL,

require 'aws-sdk-s3'
pAR A INOE S

Ruby 7O S LZRTITBHICE,. ANV RTOVT N ZHEET, Ruby 7OJ S LZERTITD —
BRVZEINY RBMIEEROEHY T,

ruby [source filename] [arguments...]

COHYTIIIA—RTEHBIBEFEALELA. COT—RERTIDICEE, OXR7OVTRNTHR
TZAHBLET,

$ ruby hello-s3.rb

Windows 1—%—m@ (T D FZE1E

Windows @ SSL iEBAE T Ruby d— RZETTRE, ROESBIT—HARTENEDHEN HY)
9,

C:\Ruby>ruby buckets.rb
C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect': SSL_connect returned=1
errno=0 state=SSLv3 read server certificate B: certificate verify failed
(Seahorse::Client: :NetworkingError)
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in "block in connect'

from C:/Ruby200-x64/1ib/ruby/2.0.0/timeout.rb:66:in "timeout'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:862:in "do_start'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:857:in “start'

COBBZMBIETDICE. Ruby DY —AT77AIILOHKIDO AWS FFHEHLOBIOE A IRDITZ
EMULET,

Aws.use_bundled_cert!
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ATEIRENHDEE, T7VT5r—>23 @3 F0OH—EAREA 2 R—T T4 A% &% Amazon EC2
DZATUORNAT DT ORNZERLET, RIZ. Y—ERIZAT7 M 2FEALT, TOAWS O
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PHRENHNVET, FAITZAWS V-3 ZRETIHENFHYET,
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ETEEXT,
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a. VAT RIAVARSZVRICEEEENDNTXA—ZFREBEEIET,

b. Aws.config &, JO—NIIEEFERFEY—ERBEOREEZFIVYILET,
REZBNBEIBEIET,

HHB AWS credentials 77 AN FIVIENET,

HBE AWS config 77 AN FIVIENET,
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o & 0N
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T, BB5ERBXT77IEATE—ELE#MEZYR—NLULET,

SDK SREDEFMICOVWTIE, TAWSSDK &V =IOV T 7LV AHA R, #SRBLTLKESE

Vo SDK A REBERFLRBRET7TAIIDSHEATED INTOREZHERTHICIEF. "TAWS SDK
EV=IOVTFLVABARI O "/HEVI 7L AL #BBRBRLTLSEEV,

AWS DH—E R ICUITARNZTSICE, ETTOH—ERAODISATUORNEAVAZALLE
Fo ZBALTIRRHTITP 9547 N, BRAKERE, Y—ERISAT7MNORBEREEZTT
SCENTEET,
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BY—ERIVZATNIRAWS V=232 EFFER7ONA X —HIBETT, SDKIFZhS
DEZEALT, VY—AOELWD—=232VICUJITARNEEFEL, EVVEREHRTUVIIAL
ICBELET, ChSOEFRI-RATTOJZALTEETRCLEE, REASHEBNICO—REH
BRIICTREETERT,

SDK IZlE. BENEZRODTALEHICIEEICHEIE IS —EOEM (RLEYV—R)FHYET,
1. d—REFLEBRH—ERITZATNERICRETNTVIHATHBERERF, HOBRERYEEE
EhET,
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7,

AWS SDK for Ruby IREZ%

FEAED AWS SDK THR—KhENATWVWB JOA SDKRIBEBZHICMA T, AWS SDK for Ruby T
FW<OHPDMBORRBEHEYR—PEhTLERT,

AWS_SDK_CONFIG_OPT_OUT

AWS SDK for Ruby 3RiEZH AWS_SDK_CONFIG_OPT_OUT A"RREET N TV 2 HE., £H AWS
config 774 )L (BEWE ~/.aws/config) ik, BREEICEFERAEhEL A,

AMAZON_REGION

AWS )= 3> %BRETR-H0O AWS_REGIONODREBFIRIZLZH., CDEIE. AWS_REGIONA"fE
AEhTVEVWESICOAFIVIENET,
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CREENET, TOTTIVT—23 VALK, IXNTOH—ERITZATUNIRTEZIO0-N)L
HE. BED AWS DU —ER ZATOIXNTODIZATUMINTIERE. BEOH—ERDIS
AT VARV AT RDBREDAT AN HYET,

Aws .config

FTXTOAWS VZANA—RATIO-NIEEZEETSICIE. aws-sdk-core gem THAR
BE%% Aws.config ZFERALE T,

Aws.config &, SFRETETFLEARICHEBA T2 DOBXEYR—NLET, JO-NILEEK., X
TOAWS DY —ERICERENDH—EACEEATEELET, YR—RMENTLVBIINTORENE
HEhTVWBUARNIOWTI, TAWS SDKforRuby API )7 7L > A1 ® "Client Options.
ZSRLTLSEEZL,

Aws.config [C&kZ T O—/NILERE
Aws.config ZFEAL T, Y —EAICKFLBVREZTSICE., ROBXZFEALET,
Aws.config[:<global setting name>] = <value>
NS DERER., ERENEY—ERIVZATMIX—2EhET,
J'O—/N)LERE DB
Aws.config[:region] = 'us-west-2'

JO-NLVCHR—RENBVREBEFEALLS LGS, YR—hERTVWEVRSTOH—E
ADA VARV AZERLELSELIEEELIZ—ARELET, COBE. Y—EABEOBXAN
KOYICERAENET,

Aws.config (LXK D —EABEEDRE
Aws.config ZFEAL TH—EABREBOREZTOICE. XOBXEFEALET,

Aws.config[:<service identifier>] = { <global setting name>: <value> }
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CNSDERER., TOH—ERZATD, ERENEIXNTOY—ERITATURIX—TEhE
ER

Amazon S3 ICOKBERE NBREDHI:

Aws.config[:s3] = { force_path_style: true }

<service identifier> . X593 AWS SDK for Ruby gem ZNDHEFIZFEFEL T Naws-
sdk-4 DRICHRSK YT AV VA ZHERITDIERETERT, fi:

« aws-sdk-s3 DFE, T—ERARBBFXFEHIE "s31 T,
« aws-sdk-ecs MFE., H—E AR FXFHIE Tecs, TT,

AWS SDK for Ruby ® AWS U —2 32 DERE

AWS U— 3> AL T, BEOHENTIV 7 THETS AWS DY —ERICTIOEATESE
T, Cchilk, TREEZBRIZDLEOHX, I—H—HNTIOECRATZIEFAOELS TCOTF—RET )5 —
AVORTEMIBFTITDEHICEMTT,

/A Important

FEAEDDY—ARBED AWS V=232 ICBLTHY), SDK EARFICEEL WY —
JAVEEETIMENBYET,

AWS UOVTANCEATSEHIC, SDKfor Ruby BIFDTFT7 AL KD AWS V=32 Z2RET S
BEABYNVES, COTF7FILRE, V=230 FBEETATOVEVINTO SDKY—EAXY Y
ROFOHUICERAEZhET,

regionfREDNFMIC OV TR, TAWSSDK EV—=ILDOVTT7LVYAHA Ry ® TAWS U—23
Vi1 BBBROE, ChiZlk, HBEAWS config 77 AL FERRREEREZFALTT72LM0D
)—23 aBRETRIHEDHFEEFENTVET,

BROIZHD)—2 3V rRIERF

AWS DH—EADBREAEDY—EATRE., FABCV—23a>EZRETHILENf HYVET. AWS
SDK for Ruby &, ROFIET) -3 ZREELET,
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1. 94T RELEGVY—RAATZIORNATOY =23V ORE
ZEALELY—2 32 DOFREAws. config
REZHTI -3V ERETD
HE config 77AMIILTU—23a 2V EBRET S,

§> w N

=232 DRERE

COEVIVTR, V=23aVFEKLOVT, REMPBHLEETOMDE RS R FEZHHA
LET,

SHL

HB config 77 A T)—2 3D EBRET 5.

%8 AWSconfig 774 )LA®D region EHEREL TV -3 ZRELET, #
*ﬁ‘conflg774}L®{§Jﬂt_ob\'ca>n$%ﬂui T TAWSSDK £V =IOV T 7LYAAA R, @
HERET TALNBIUOFBABEHR I 7M1 2ZRBLTEEL,

config 77 A INICCDEZRETBHZUTICRLET,

[default]
region = us-west-2

AWS_SDK_CONFIG_OPT_OUTIREBZHNREET N TVEIEHEE, HBconfig7 7A/ILEFIVvIEh
Ft Ao

REZHT)—>23 &R ETS
AWS_REGION IRIBZEHZREL T, V—>23 &2%XELET,

Linux £ & macOS DR S5 Unix R—ADZ AT AT, export AN RTZOEHEHRELE
o XDOBITRE., V=232 % us-west-2 ICERELE T,

export AWS_REGION=us-west-2

Windows TC NS DERERETSICIE, set AN REFEHALET, XOflTRE, V—>3> %
us-west-2 ICERELE T,

set AWS_REGION=us-west-2

V=232 ORERE 16
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Aws.config T —> 3> DOFERE

region fE% Aws.config \Y > 2ICEBMLTU—23 > &BRELET, XOAIE Aws. config
NYZ1ZE#HL Tus-west-1 V=232 &2 FERALET,

Aws.config.update({region: 'us-west-1'})

UEBICERTD2TRTDISATURPUY =R, COY—I 3 VICNAY RENET,
DSATORNELERVUY—AATSIORMNATOY -3 OERE

AWS OFZA T RNEEGED)Y—ARAZERTDEEIC)—2a 2R ELET, XOBITIEE, us-
west-1J—3 22 Amazon S3 VY —AATS IO RN EERLET. AWSUY—RIZHEL U —
SavEBEBRLES, Y—ERIZATUORNATSIONGAZ1—RTITHBEH, VIITAN
ZERITIDEH—ERIDOVT, FLEEEB EREZFAITARAUS—ERICVIIANZRITY
BiEHIC, FILWISAT U RNEERTIXENHYET,

s3 = Aws::S3::Resource.new(region: 'us-west-1')
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OICFIVIIZ—EBEOGM (KR Y—RX)FHY)ET. BMERABTHRN RO/ D L, RREF
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ECSCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
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ROBITE, linked::account::arn A5|EZ(FAO—)L®O Amazon )YV —Ax—L (ARN)
T. session-name A5|EZFEO-)LtEv>a>oRBBFTHDEE. TIEAN =V %EA
LT AmazonS3 V54T NATS IO NEERLET,

role_credentials = Aws::AssumeRoleCredentials.new(
client: Aws::STS::Client.new,
role_arn: "linked::account::arn",
role_session_name: '"session-name"

)

s3 = Aws::S3::Client.new(credentials: role_credentials)

role_arn ¥zld ORE, FLREB 774/ Z2FERA L EREOFMICOVT
[Frole_session_name, "SDKBERTY—=IUTT7LVAHA R, O AWS config "O—)LER
AEEHRONAA—%E5|EZ (12, BSBLTLSEEV, AWS SDKs

AWS SDK for Ruby THITERET S

AWS SDK for Ruby &, H—ERAVIITARNCHTEZF7 I NOBRTEHELENAZNA XA8ERE
BREATIAVERHLET, AWSOUY—ERAZHVETE, FHLBEVWSIANREND END
WET, AOY MU IX—RHNBEIZ—8BE, BEORAT7OIZ—R., BFUHL Z2BRTITIE
BRI REENHYET,

BRTEER. HEAWS config 77 AL ORREBFIEIREZEALTIO-—NILICHKETE
9. COFEDFMICIOVTE., "TAWSSDK &V —ILDVT 7LV AAA R, O "BHITEE
ZZRLTKEZV, BATEHBORRCODVTOFMHE, ThooHhASENRZERINENICO
WTEHBALTLET,

RO, UTFOEIYAVIERTESE, ChEOAT YV EI—RTRETHIELTES
7.
Od—RTOZAT7MNOBRAITEEZEETS

AWS SDK for Ruby DF 7 # )L R Tk, 954 TV RARL—2 3 OBRTERE 158, B
TEHBEF AEICEEENTVET, LEN 2T, AIRL—23AUNFZALTIRNTBDETICRAG60
WHrrBDENHYET,

LT OHITIE, us-west-2 JU—23 2T AmMmazonS3 95 A T NEERL., 94T RNANR
L—>3a>nBETEHREEZ 5%, RARBETEKRZ 2HICERELTVWET, LA 2T, Amazon
S3TTATURARL =23 N RALATINTBETICRRISRIIDZENHYET,

BT 20


https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
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s3 = Aws::S3::Client.new(
region: region,
retry_limit: 2,
retry_backoff: lambda { |c| sleep(5) }

O—REFLEFY—ERIZATNEBHRICRETNEHTIHNAERELY N, REZHPHE
config 77 A )LICRREESNERERBELET,

AWS SDK for Ruby TOZF7H—/YEU 7 1 BEED R E

FTH—NEVTF1ER, DATALANENTEZTF—ENSREOVRELZENDEEHRRTEINE
TULET, HHEhBF—2EF, —MBOICTLXARNJEFENE T, AWS SDK for Ruby (&, ~
L—AZTLARNVEBELTRERHBETEET, TelemetryProvider 204V 7Y 7L TFL X
NUF—ZZIREL, ATHF—NEVFANYIIVRICEETEET, SDKIFBEE, LXK
)7’'O/N14 A —& L T OpenTelemetry (OTel) ZHR— KL T&H Y. OpenTelemetry (CI&k, AWS X-
RayX> Amazon CloudWatch DEABRE, TFLARNVF—RZIIVAR—NTRIEOFENHYE
¥, Ruby AA® OpenTelemetry 9 AR—X—DOFMIZ DV T, OpenTelemetry VI 7H A ~®
FTTOAR—B—, ZSRBLTLEET,

T7FILRTE, SDKETLARN)F—RZRBFEHDELXEA, COREYITR, TLXB
DHEDZEBREL TEBIBHFECODVTIBHALET,

TLXARNUE, BEOY—ERARAIC, FLEEIJO-NIIZERETEE T, SDK for Ruby (&
OpenTelemetry ZONAZ—ZRBHLE T, BIRUEDAZATLANI7T7ONA X —%ZEERT S
CEETEZFXRT,

H—ERAT547 > MO 0TelProvider NELE

SDK for Ruby Ik, O0TelProvider &5 OpenTelemetry Z7ONA A —ZRHLET, XDOHIT
[&. Amazon Simple Storage Service Y —E AV Z 4 7> h® OpenTelemetry ZFEAL TTL X~
DIOAR—NEZRELE T, CcOBFESHFITIE, OpenTelemetry ®OTEL_TRACES_EXPORTER
REZHEFEAL T, J—ROETEHICNL—RAZIY—IHAICIIAR—KNLE

9, OTEL_TRACES_EXPORTER MFFHMIC DWW TIE, OpenTelemetry RFI1 XKD TTHOAKR—
Z—NER, ESRLTLLEEL,

require 'aws-sdk-s3'
require 'opentelemetry-sdk'
require 'opentelemetry-exporter-otlp'

ATF—NEUT A =


https://docs.aws.amazon.com/xray/?icmpid=docs_homepage_devtools
https://docs.aws.amazon.com/xray/?icmpid=docs_homepage_devtools
https://docs.aws.amazon.com/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://opentelemetry.io/docs/languages/ruby/exporters
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry/OTelProvider.html
https://opentelemetry.io/docs/specs/otel/configuration/sdk-environment-variables/#exporter-selection
https://opentelemetry.io/docs/specs/otel/configuration/sdk-environment-variables/#exporter-selection
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ENV['OTEL_TRACES_EXPORTER'] ||= 'console'
OpenTelemetry: :SDK.configure

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)
client.list_buckets

BIOI—REIE, T—ERITATRORNL—ABEIERETDATYTZRLTVET,

1. OpenTelemetry DKFRERNF BETT,
a. Aws: :Telemetry: :0TelProvider ZFER T3 =8 D opentelemetry-sdk,
b. TLAXRNUF—RZTVAR—KNT SO opentelemetry-exporter-otlp,

2. OpenTelemetry: :SDK.configure ZHUO'HE L., REDT 7 # )L hZFEHL T OpenTelemetry
SDKZEY RTYTL&ET,

3. SDK for Ruby ® OpenTelemetry ZONA S —&ZFEAL T, NL—RTBH—ERIZA4T7> K
ICEREA T3> & LTEYT 0TelProvider DA VAR AZERLET,

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)

CNSODATYTZERATRE, TOHY—ERITZATYRTHRVEENRZINTOXY Y RAH
L—AF—2%&2HALET,

BATRIZ, Amazon S3 M list_buckets XYY ROBUOHBHLASERENENL—ABDOHZ R
LET,

OpenTelemetry kL —AH 104l

#<struct OpenTelemetry::SDK::Trace::SpanData
name="Handler.NetHttp",
kind=:internal,
status=#<0OpenTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\xBFb\xCO\xFD\xA6F!\xE1",
total_recorded_attributes=7,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567061767000,
end_timestamp=1736190567317160000,

B—EAOZ AT > DO 0TelProvider MF&E 22


https://rubygems.org/gems/opentelemetry-sdk
https://rubygems.org/gems/opentelemetry-exporter-otlp
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attributes=
{"http.method"=>"GET",
"net.protocol.name"=>"http",
"net.protocol.version"=>"1.1",
"net.peer.name"=>"s3.amazonaws.com",
"net.peer.port"=>"443",
"http.status_code"=>"200",
"aws.request_id"=>"22HSH7NQTYMB5NHQ"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
@attributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",
"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0",
"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",
"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\XEF%\x9C\xB5\x8C\x@4\xDB\x7F",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\XxAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>
#<struct OpenTelemetry::SDK::Trace::SpanData
name="S3.ListBuckets",
kind=:client,
status=#<0OpenTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\x00\x00\x00\x00\x00\x00\x00\x00",
total_recorded_attributes=5,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567054410000,
end_timestamp=1736190567327916000,
attributes={"rpc.system"=>"aws-api", "rpc.service"=>"S3", "rpc.method"=>"ListBuckets",
"code.function"=>"1ist_buckets", '"code.namespace"=>"Aws::Plugins::Telemetry"},
links=nil,
events=nil,
resource=

B—EAOZ AT > DO 0TelProvider MF&E 23
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#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
@attributes=
{"service.name"=>"unknown_service",

"process.pid"=>37013,

"process.command"=>"example.rb",

"process.runtime.name"=>"ruby",

"process.runtime.version"=>"3.3.0Q",

"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",

"telemetry.sdk.name"=>"opentelemetry",

"telemetry.sdk.language"=>"ruby",

"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\xBFb\xC9\xFD\xA6F !\xE1",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\xAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>

BORNL—AHDCE 2 DOF—RANABYVET, ERL—AI MU, 1 DHULEOBEMD A
RYNIETIEMDXRTF—22RHEALET,

IXRXTCOY—EAISA4T7> NEAD 0TelProvider OEXE

BDEIZAVTHALELSIL, BEDY—ERITFATUROTLAN)ZBEHICTEIRDY)
2. TLAXARNVZITO-NLZBERCTRDIEETEET,

INTOAWS H—ERITZATURNDTLAN)F—RZERTDICE., T—ERIZATUNE
ER T BB Aws.config ICTFL AR 7ONA B —ZRETEX T,

otel_provider = Aws::Telemetry::0TelProvider.new
Aws.config[:telemetry_provider] = otel_provider

COFRETE., BTERENEY—ERIZATNIEBNICTLAN)ZHAOLE
¥, Aws.config ZFEALTIO-NIBREEZRETDHEOFMICOVWTIF. TAws.configy
ZZRBRLTLSEETY,

AAZLTLXANDZ7ONAE —DORE

OpenTelemetry Z7 L X NUZ7ONAF—E LTHERALBWES., DAZXLAZ7ONAZ—DOEREE
AWS SDK for Ruby IC& 2 THHR— k& nEF., AWS SDK for Ruby GitHub UK k1 THIFT
% %0TelProvider ZE%#HELTSEICTIERIDBEN BV ET. BEBRIC OV TR,

INXNTOHY—ERITAT > NAD 0TelProvider MFRE 24


https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/telemetry/otel.rb
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TAWS SDK for Ruby API U7 7L > A1 @ "Module: Aws::Telemetry, MEEEEEZSHEL
TLEZL,

AN EHE

RL—RAETLXANUOHATT, RL—AR 1 2UEOANTERENET, A/NICEE,
XYY REDCHEUICHEYSESICEBNICEENDIEMOXRTF—RZ8CEBMENFHYET. UT
(2. SDKfor Ruby THR—KRENTVRIEMEDOIVARNERLET,

s BB - NL—ALEKRTENDTF—ROIRIVFTFICERAE DB,

° :lﬁg'{lﬁa)?_gﬁo

- HA-EFrRITABTOHHA,

Attribute Name Type Description

#H# Boolean True if the unit of work was
unsuccessful. Otherwise,
false.

exception.message String The exception or error
message.

exception.stacktrace String A stacktrace as provided
by the language runtime if
available.

exception.type String The type (fully qualified name)

of the exception or error.

rpc.system String The remote system identifier
setto 'aws-api'.

rpc.method String The name of the operation
being invoked.

Ipc.service String The name of the remote
service.

ANVEM
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry.html
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aws.request_id

code.function

code.namespace

http.status_code

http.request_conte
nt_length

http.response_cont
ent_length

http.method

net.protocol.name

net.protocol.version

net.peer.name

net.peer.port

String

String

String

Long

Long

Long

String

String

String

String

String

The AWS request ID returned
in the response headers, per
HTTP attempt. The latest
request ID is used when
possible.

The method or function name.

The namespace within which

code.function is defined.

The HTTP response status
code.

The size of the request
payload body in bytes.

The size of the response
payload body in bytes.

The HTTP request method.

The name of the application
layer protocol.

The version of the application
layer protocol (e.g. 1.0, 1.1,
2.0).

The logical remote hostname.

The logical remote port
number.

ANVEM
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® Tip
OpenTelemetry-Ruby (Zl&., SDK for Ruby DEEFEDTL X KNUHR—KNEFHFEAETH
FFEBMOERENHYET, FMICDOVWTIEE, open-telemetry GitHub URZ MU D
FOpenTelemetry AWS SDK §Hfll0 2B L T EE L,

AWS SDK for Ruby A T® HTTP LAXJLOERE DK
BEAODIY RRANEBRETS

=3k, AWS UOTARNCHERATSSSLIVRRANOBRERICERALET, BIRLED —
DAVTIIBEODI LV RRA VN EFRATIHEN HBIZESIE. Aws.config IZ endpoint T ~
DEBMLTLKEEWY, EhlE, Y—ERISATUONEERVY—AAFT DIV EERTDE
Z|Z endpoint: ZFRELE T, XDOHITIE, other_endpoint T RARA > ~MZ Amazon S3 ')
V—RAATTIT O RNEERLET,

s3 = Aws::S3::Resource.new(endpoint: other_endpoint)

APIDOITARNCEBDOIY RRAV N EEAL, TOBRABRZMHITIDICE. "TAWSSDK & &
CY—=IITFPLUAAARI O "TH—EABEOIY RRA U by BEA T3V EZZRBLTLKE
=L,

HTTP 27


https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_sdk
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
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AWS SDK for Ruby Z {93

ZOtYT 3T, SDK DEERKED —BEFER T35 E%228%,. AWS SDK for Ruby % £
LEV7RIIT7OBRRCETIEEEEELET,

AWSSDK £V —=I)LOVT7 7LV AHA RIZIE, AWSSDK DELICHBTHRE. HEE. TOMHD
EXG2EBENTVLERT,

NEY D

« AWS SDK for Ruby Z#ER L 7= AWS O —E X UV TANNDET

+ AWS SDK for Ruby REPL 1—F 1 UF 1 #EAT S

 Ruby on Rails T AWS SDK for Ruby Z R 9 %

« AWS SDKforRuby 9Z A7 RASDIA YL —AEHREFALLETNY T
« AWS SDK for Ruby 77— 31, ART LB TAREEMT S

+ AWS SDK for Ruby TR—I pElEhi-EREFEHATS

« AWS SDK for Ruby T I —X—ND{EH

AWS SDK for Ruby ZER L AWS O —EA VIV ITAKNDE
17

AWS DH—ERICTOAVSATTIEATHEHIC, SDK TREEAWS OH—ERICHLTYSA
PUORNOSAEBERALET, LAWK, P75 —23 208 AmazonEC2 ICT7 VAT B LEN D
PHEE, TTIVT—23a2 @3 T0OY—EREAVR—TI (A A%ES AmazonEC2 V54T NF
TOIORNBERLET, RIC, Y—ERISATRNEFERALT, TOAWS OH—E R ICHL
TUOIANERITLET,

AWS DH—ERICUIVIARETSCR., ETH—ERIZATU R ZERLTERETIHLEND
WET, D—RAEATZIZRAWS O —ERX CIF, ThEFhHMBED gem &, T—ERXEXVEY)
TRLEODEROENBYNET, V74T NE, Y—EANFRHIZEAPI ARL -2 32 ICx

BIBAYY REZNTNARRALTVERT,

BH—ERIVZATURNIGEAWS U= 3y ERIMER7ONAF—NBETT, SDKIFIh5
NDEEZEALT, VDY—AOELWI—23a 2V ICUOTIARNEREEL, ELVRIHEHRTUVIIARN
CBELET, ChosnfERFRI—RATTOJSATEETDCLEE, RENMSHENICO—REH
BLIICTBHEETEET,

AWS OH—ER VI TANDRT 28


https://docs.aws.amazon.com/sdkref/latest/guide/
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« DSATORNITABA VAR AT HERICIE. AWS OFREREZIBETIHLEN HY) X
9, SDK ARIAZ7ONAA—ZRF IV IITBRIEFRICOVTE, TFIABEHRZONA A —F T —
V1 EBRLTLKEEY,

« SDKICIF, REDEZRODIZDLHICIRRICHEEIZ —EOBEM (XLBFY—R) BN XTI, #
MICOVWTR, "THREOELIEMN, 25RLTSEEL,

SDK for Ruby IZl&. AWS OH—EAANDA UV E—T IAAZRMIDITAT U NISANE
FNTVET, BFIFATURITAREED AWS O —ERA%ZHR—KL, Aws::<service
identifier>::Client OMBAICHEVET, FIAEF, Aws::S3::Client & Amazon Simple
Storage Service Y —EANDA 2V Z—7 T4 AZRM L. Aws::5QS::Client Ik Amazon Simple
Queue Service H—EAANDA 2 BZ—T I A AZRHLET,

INXNTDAWS DY —EADINTDITZAT U RNITZAGALY RE—7TT,

REAT232E, 9FATRIAVARNZIVREDVY—AOAVARNZIVRICERETCENTER
T, cnsOAT a2, BIEE Aws.config F7 AL RNEK)EBEENET,

# using a credentials object
ec2 = Aws::EC2::Client.new(region: 'us-west-2', credentials: credentials)

AWS SDK for Ruby REPL 1—7 1 U T 1 Z2EHTS

aws-sdk gem (Cl&, SDKforRuby Z7ANUTHRZISICHERTE S, FRHEY) - 54 - ENRI -
L= (REPL) DA VRSV TATRIAR VY RZA VAV E—T IA ANBEETNTVET, Ruby
Gems A® SDK (& RubyGems.org TAFTEEX T,

B2 SR A

« AWS SDK for Ruby Z#14 A =9 %.

e aws-v3.rb 77 A/ J)LI& aws-sdk-resources gem ICH V) £¥IF, < ® aws-sdk-resources
gem E X4 > M aws-sdk gem ICEBEENTVET,

- rexmlgem BED XML ZA 7S UNBEIZEY)ET,

- ZM7°'O%Z Al Interactive Ruby Shell (irh) TEEEL T ITH. &V H%4& REPLIREZRET
Bpry gem DAV AN—LESEDLET,

REPLI1I—T4 VT4 %EATS 29


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/S3/Client.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SQS/Client.html
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-resources/bin/aws-v3.rb
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems/aws-sdk-resources
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
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Ny KS—0RE

Bundler 2 AL TW3HBE. T O Gemfile ANOT Y 7F—KNT, BIRZHLEED gem ICHIBT
XTI

1. AWSSDK forRuby Z4 2V ARM—=J)LUIEEZICERL = Gemfile ZBEE T, COT 7 AILIC
RDTEEBMUETD,

gem "aws-sdk"
gem "rexml"

gem Ilpryll

2. Gem 774\ 2®RELET,
3. BFELVD Gemfile TEET N TVAKEFEEEESAAN—ILET,

$ bundle install

REPL O E1T
AN RZSADS aws-v3.tb 2E1T9S &, REPLICTOVEATEET,

aws-v3.rb

Tz, verbose 7TV ERETNE HTTP DA VYOX > J2BMICTEEXRT, HTTP DA/ OX> Y
T. AWS SDK for Ruby & AWS OREINBEFEICE TR BRI BSNE T, verbose 75T Tk, F—
IN—AY RAEML, O—RORBTEENBTITZIETNEHDIOTEELTLEEL,

aws-v3.rb -v

SDK for Ruby (Zl&, AWS DY —ERX ANDA >V BZ—T I RAZREBIDZDISATUORNITANESE
NTVWET, BISATURNISARBEDND AWS OH—ER #HR—KNLET, REPL Tlk, X
TOH—ERIZRAIIL, TOH—ERERYEVTREHOHLVWIZSATUORNAT DIV NER
FAIN=HFBHNET, ALN—OFBRFF., MNFILEBENLET—ERAOBRRICEYET, iz
(&, Amazon S3 & U Amazon EC2 DAILN—FT IV MNOEFHIE., ThEN s3 & ec2 T,
TFHORND Amazon S3/NNT Y N E—EBRRIDICIE., 7O7 MIZ s3.1ist_buckets ZA D
LET,

REPL 7O 7 MNZ quit ZA DL TR T TEE T,
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http://bundler.io/
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Ruby on Rails T AWS SDK for Ruby 2R 9 %

Ruby on Rails &, Ruby TUI7/H A NERBEICERTEDIVITHRIL—LD—VERHELE
£

AWS (&, Rails EDHEAZRHBIZT S aws-sdk-rails gem ZRHEL £9, AWS Elastic
Beanstalk, AWS OpsWorks., AWS CodeDeploy, F7zld AWS Rails Provisioner ZfEAL T, AWS
U9ZVRTRails P7UTr—>32>z# 77040 TERITTEET,

aws-sdk-railsgem O A VAN —J)LEFRAOFMIZ DOV T, GitHub VRS KNV https://
github.com/aws/aws-sdk-rails ZZB L T<Z& ),

AWS SDK for Ruby 95 AT RASDIDA4 Y NL—RAEHZEH
LEFNY Y

http_wire_trace Boolean ZFEL TAWS V54T RHSTVAVRNL—ABHREZBMEBTEE
T, T4 VRNL—ABHICEKY, 94T RNOEE, H—EAOBE, 1—HY—I17—0XHIH
TEET, true NFE, REICKERY ND—TLTANEEEATVRIANRENET, XOHFIT
&, 94T MEBRBICODAVYRL—220ZBMICLTAmazon S3 9547 N EERL &
9,

s3 = Aws::S3::Client.new(http_wire_trace: true)

RDOI— RESI bucket_name "MIEENEHE. HARZFORBFONT Y NIBFEETEIHNES
DPERIAYE—J%ZKRRUET,

require 'aws-sdk-s3'
s3 = Aws::S3::Resource.new(client: Aws::S3::Client.new(http_wire_trace: true))

if s3.bucket(ARGV[O]).exists?

puts "Bucket #{ARGV[0]} exists"
else

puts "Bucket #{ARGV[@]} does not exist"
end

NTY NFFETIEE. HHRUATOLISIBRBIEBYET, (FEAXR T TSHIC HEAD 171
BREAAEMENEL =, )

Ruby on Rails T SDK 23 % 31


http://rubyonrails.org/
https://github.com/awslabs/aws-rails-provisioner
https://github.com/aws/aws-sdk-rails
https://github.com/aws/aws-sdk-rails
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opening connection to bucket_name.s3-us-west-1.amazonaws.com:443. ..
opened
starting SSL for bucket_name.s3-us-west-1.amazonaws.com:443. ..
SSL established, protocol: TLSv1l.2, cipher: ECDHE-RSA-AES128-GCM-SHA256
-> "HEAD / HTTP/1.1
Accept-Encoding:
User-Agent: aws-sdk-ruby3/3.171.0 ruby/3.2.2 x86_64-1inux aws-sdk-s3/1.120.0
Host: bucket_name.s3-us-west-1.amazonaws.com
X-Amz-Date: 20230427T143146Z
/* omitted */
Accept: */*\r\n\r\n"
-> "HTTP/1.1 200 OK\r\n"
-> "x-amz-id-2: XxB2J+kpHgTjmMUwpkUI1lEjaFSPxAjWRgkn/+z7YwWc/
1iAX5E30XRBzJ37cfc8T4D7ELCIKFELM=\1r\n"
-> "x-amz-request-id: 5MD4APQQS815QVBR\r\n"
-> "Date: Thu, 27 Apr 2023 14:31:47 GMT\r\n"
-> "x-amz-bucket-region: us-east-1\r\n"
-> "x-amz-access-point-alias: false\r\n"
-> "Content-Type: application/xml\r\n"
-> "Server: AmazonS3\r\n"
-> "\r\n"
Conn keep-alive
Bucket bucket_name exists

VAT NODERBIZDAVYRNL—RAZBMICTEDZEELTERT,

s3 = Aws::S3::Client.new
s3.config.http_wire_trace = true

LR—=RENDTALAVYRL—ABHRDT 1 — )L ROFEMICOVWTIE, "Transfer Family #478') 7 T
ARAYE— ZZRLTLKEE,

AWS SDK for Ruby 77U —>3ail, ARTILLBDTANEE
9%

AWS SDK forRuby 7 7’U =23 TOSAT U RNLARVAREDTFAT U RNIS—%2ART T3
FEEFEBELET,
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https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
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DZAT > NLARAZARZRT IS

LARVRAZAZRTT2E, AWSSDKforRuby &, Y RD—O KRS T4V IBEEMIL, 954
TOoRNEARZTENE (FEREL) F—2EEBLET, AZTEhEF—2E2EELEVEE.
FGAT 2 RRIRODELSICIBLET,

DARNEZOESELT

Y 7TRZEOD/N\NYS1ELT

BEFEEOT

H{+tE now T

ROBITE, Amazon SSNT Y RODUARNDAZRTEn=EBa&2RLET,

require 'aws-sdk'
s3 = Aws::S3::Client.new(stub_responses: true)

bucket_data = s3.stub_data(:1list_buckets, :buckets => [{name:'aws-sdk'}, {name:'aws-

sdk2'3}]1)
s3.stub_responses(:1list_buckets, bucket_data)
bucket_names = s3.list_buckets.buckets.map(&:name)

# List each bucket by name

bucket_names.each do |name|
puts name

end

CNO—RZ2RTIDE, UTHFRRENEXT,

aws-sdk
aws-sdk?2

@ Note
AZTENETF—R22BETRIE, T7FINMER, BYDA VAR ABRICERAE N
<BYWET, k., BIOHIT, BYDA AR ABHD creation_date &, now Tl&
<, nil THBH A EEZEKRLET,
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AWS SDK for Ruby AR T ENEF—REZRIALET, BE->LEEOTF—X%ZET
&, ArgumentError I ZEERLET., EXIE, bucket_data NDOBRIDE) HTORDY)IZ,
UTaFEALEELET,

bucket_data = s3.stub_data(:1list_buckets, buckets:['aws-sdk', 'aws-sdk2'])

AWS SDK for Ruby (&, 2 D® ArgumentError flIAAZERL ET,

expected params[:buckets][@] to be a hash
expected params[:buckets][1] to be a hash

D2A4AT NI —2ARRTIS

AWS SDK for Ruby " BEDX VY RIZHULTERLEIS—2 AR TITRDENTEET, XD
flTl& Caught Timeout::Error error calling head_bucket on aws-sdk A"&RRENhE
E

require 'aws-sdk'

s3 = Aws::S3::Client.new(stub_responses: true)
s3.stub_responses(:head_bucket, Timeout::Error)

begin
s3.head_bucket({bucket: 'aws-sdk'})
rescue Exception => ex

puts "Caught #{ex.class} error calling 'head_bucket' on 'aws-sdk'"
end

AWS SDK for Ruby TR—I pBlchi-HERE2FEATS

Z< D AWS ARL =230 TR, RAO—RIFREITET1EANBETREEZVEEIC, HR%
—EPIETTRLET, KDY, Y—EFRARFRTF—RO—HE =0 %RL, XOBEBEOEY ~
ERBLET, CcONEZ—2EF, R—PPDEIEFHENRTVWET,

R=IFEIL AR A& 5% A58

R=DBELARVATF—REZRBIZHE[ELFERE. ROBOISIC, LARYAFT Y
NATHIDAKIIFEFEZERTZ_ETT,

DZATVRNIZ—%2ARET T2 34
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s3 = Aws::S3::Client.new

s3.list_objects(bucket:'aws-sdk').each do |response|
puts response.contents.map(&:key)
end

ChIZE&VYW API =) EW 1 DORBEATSITORMNFESHh, Bz ODNTYNODATDTH
Ne2FlEEnhET, SDKIFVIVIANZTETITDEHICEMOR—DZRBLET,

R—=IPEIL AR AZFETUHE

R=IT-I—Y—BENFNEBITBICE. LAKRAD next_page? XYY REFEAL T, BB
TIR—INFLEHDEEWRBT S, last_page? XYY REFAL T, MBI BR—IHT
N EBWC EE2RABLET,

R=IUNELEHZDBEE., ROBFDKSIZ, next_page ZFAL T, P BV EZHEELET)
ROR—DDFERZWMBLET,

s3 = Aws::S3::Client.new

# Get the first page of data
response = s3.list_objects(bucket:'aws-sdk')

# Get additional pages

while response.next_page? do
response = response.next_page
# Use the response data here...

end

(® Note

next_page XV VY REFUVHL T, BIBIT23R—IHFBVWEHESEF, SDK &
Aws::PageableResponse::LastPageError flAAZ £ KL F 3,

R=IPEF—RIOT A

AWS SDK for Ruby D R—2 5 8|7 — & & Aws::PageableResponse 7 AL & 2 TAREBENE T,
CDUVZAR, R=DHEF—EZ\NOT VA ZRHT S 18I Seahorse::Client::Response ICEF
nNTLVET,

R=—IHEIL AR AZFEHTHE 35


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse/LastPageError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Seahorse/Client/Response.html
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AWS SDK for Ruby TO I —X—NDfEH

DJI—83—&, 94T NIRETDRHEOREZR—UITRI—T1UT14 XYY RTY,
VJI—3—RBH—ERAIVTZATURNIRULTERENLR—V 2 ITEBTRAELHATLLRICKRK
ITRHEENHYVET, VI—F—OFEAFICOVTIEF. AWS I—RH T ILURT MJ D Amazon
DynamoDB Encryption Client ® create_table XV ¥ RZSBL T EE L,

VI—Z—ORUEHL

DI—X—ZHUOHETICE., 9547 M —E AT wait_until Z2HOCHLET, XOHITIE,
DI—R—, BT TBHENCA AR A 1-12345678 NEITTHETEHEHELE T,

ec2 = Aws::EC2::Client.new

begin
ec2.wait_until(:instance_running, instance_ids:['i-12345678'])
puts "instance running"
rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.messagel}"
end

RIDNFA—BHFTVI—2—DOFFHT, Y—ERAIZFATURNIHLTEBTHY ., EOFRL—
SAVEFEHLULTVRLZRLET, 2FEBONFX -2, VJI—F—ICHOPHENEITAT>
XYY RIZEENDNFX—ZDON\Y>1T, JI-X—BICRLUTERZRYEXT,

FHTEDIARL—232O—EBRVEARL 23V IBEBITATRXYY RIZDOWVT

. Twaiter_names) LY, FALTWVWRDIVZA T MNAE® "Twait_untily 74— RR
FIAIXKNESBLTLSEZL,

FHOXK

FHLERE, UATOBAOVWTIATARTDEEN B ET,

Aws::Waiters::Errors::FailureStateError

BRI TS —REFRELELL,

Aws::Waiters::Errors::NoSuchWaiterError

BEENEVI—Z—BREALTVRIVZATRNIRLTERENRTVEE A,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/dynamodb/scaffold.rb#L63
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/FailureStateError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/NoSuchWaiterError.html
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Aws::Waiters::Errors::TooManyAttemptsError

HITBEN VI —2—0 max_attempts BEEBIXTVET,

Aws::Waiters::Errors::UnexpectedError

FHLEWIS - FHPICRELRL L

Aws::Waiters::Errors::\WaiterFailed

FHPCHSERED 1 DHBB, REEROIZ—ARELEL L,

cNS5NDIXTNHOIT— (NoSuchWaiterError ZBR<) &, WaiterFailed ICEJSVTLVET,
DI—Z—DIZ—ZR20ICEF. XROBICRTLSIC, WaiterFailed ZFEALE T,

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.message}"
end

DI—X—D&E

BIVI—Z—IC@RF7AILNOR—VIERETOT S AN NO—I)LZIRITEIOFITEL
DERNIBNVET, ChSDOEZFRETSICIE. max_attempts XY delay: NTAX—2%
wait_until FPHELU THEALET, UTOHITE, 5BERTR—IILT, BKR 25 BEFHL
£9,

# Poll for ~25 seconds
client.wait_until(...) do |w]|
w.max_attempts = 5
w.delay = 5
end

SHEORMEEMZTRICIE. CheaONTAXA—Z2OVWThHADEEZ nil ICERELET.
I —32—0OHR

VI-2—0BKEEETZICE. BER—UVIHATORBICFROFICN)A—Eniz0-)
NY DB TELRT,

ROBIE, BHAITOFHRBEZ 2BICTDR LR, JI—F—DOIIVARARIRIIYILNY O F
72RELET,
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/TooManyAttemptsError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/UnexpectedError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/WaiterFailed.html
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ec2 = Aws::EC2::Client.new

ec2.wait_until(:instance_running, instance_ids:['i-12345678']) do |w]|
w.interval = @ # disable normal sleep
w.before_wait do |n, resp]|
sleep(n ** 2)
end
end

AT OBITH, BARTERERDCL, KDWY, IS—EB5ETORMEME 15/ (3,600
) CRELET.

started_at = Time.now

client.wait_until(...) do |w]
# Disable max attempts
w.max_attempts = nil

# Poll for one hour, instead of a number of attempts
w.before_wait do |attempts, response]
throw :failure if Time.now - started_at > 3600

end
end
DI —X—0OYLR
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SDK code for Ruby _1— K4

COREYOOI—RAIE, AWS SDK for Ruby T 2R T2 522 RLTLWET AWS,
HER G, BEEBARL—3 2 Y—EARATEITITSDFEERTI—RBITT,

To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WEY, 70232V EYOY—EARBZFOHRIFEZRLTVRIYS, ITFANADT Y
>avik, BETEZSFTUATHETERY,

SFIAR, 12O —ERARL S, £EFMO AWS OH—EREBAEDE TEROBEKZFV
HU, RENDRAVZXRTIDHEZRII—REITY,

—HOY—ERE. F—ERBEOT AT S URBROEREEERTENONTIVAFEEN
TVWET,

H—EX

* SDK for Ruby Z M L #= Aurora @4l

« SDK for Ruby ZfERAL =BEB AT —"1) > J DAl

+ SDK for Ruby % L 7= CloudTrail @4l

« SDK for Ruby Zf£f L %= CloudWatch 04l

+ SDK for Ruby %Z {9 % Amazon Cognito ID 7’0/ 1 X — 0 fl
+ SDK for Ruby Z £ 3 % Amazon Comprehend @) 5l

+ SDK for Ruby Z £ 9 % Amazon DocumentDB M 4

+ SDK for Ruby Z{£f L 7= DynamoDB O #

+ SDK for Ruby ZfH L = Amazon EC2 04l

+ SDK for Ruby Z £ 9 % Elastic Beanstalk @ 45l

+ SDK for Ruby Z £ L 7= EventBridge M ¥l

» AWS Glue SDK for Ruby Z L 7= D44l

+ SDK for Ruby Z A L 7= IAM 04l

+ SDK for Ruby Z £ 9 % Kinesis D4l

. AWS KMS SDK for Ruby % L 1= 04

+ SDK for Ruby Z A L 7= Lambda @ 4l
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+ SDK for Ruby %Z L = Amazon MSK @) 5l

+ SDK for Ruby % L = Amazon Polly @) 4l

+ SDK for Ruby % L 7= Amazon RDS ® 4l

+ SDK for Ruby Z £ L = Amazon S3 @4
 SDK for Ruby Z 9 % Amazon SES D4l

« SDK for Ruby Z £ 9 % Amazon SES API v2 ®O 4l
+ SDK for Ruby % L 7= Amazon SNS @) |

+ SDK for Ruby Z L = Amazon SQS D4l

« AWS STS SDK for Ruby Z A L 7= O Hi

+ SDK for Ruby Z /9 % Amazon Textract ®fl
+ SDK for Ruby Zf#/H 9 % Amazon Translate 4l

SDK for Ruby Z /A L 7= Aurora @

ROD— RBIE, Aurora AWS SDK for Ruby T ZFERLTTF V>3 2T, — N> FUF
EREITDHEZRLTVET,

EHICREELBY—AODA—RAQUVIHFEEATHEY, AVTFANATI—RERES LTRIT
TRDHEDFIRZHETERT,

NEY D
« FUBIC

EFU &I
Hello Aurora
XD I— REHIE, Aurora DERZBHKBR TS HEZERLTVET,

SDK for Ruby

(® Note

GitHub (it TOHDOUY—REHYET, A—BEBRRL. AWS J— KHIURD K
UTOBREERTOLEEBALTILEE L,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/aurora#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/aurora#code-examples
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require 'aws-sdk-rds'

# Creates an Amazon RDS client for the AWS Region
rds = Aws::RDS::Client.new

puts 'Listing clusters in this AWS account...'

# Calls the describe_db_clusters method to get information about clusters
resp = rds.describe_db_clusters(max_records: 20)

# Checks if any clusters are found and prints the appropriate message
if resp.db_clusters.empty?
puts 'No clusters found!'
else
# Loops through the array of cluster objects and prints the cluster identifier
resp.db_clusters.each do |cluster]|
puts "Cluster identifier: #{cluster.db_cluster_identifier}"
end
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API 1) 7 7 L. > A® TDescribeDBClustersy %%
BLT<EE W,

SDK for Ruby ZERHL =B RAT—1) > T D4l

RO 1— RFIE, Auto Scaling AWS SDK for Ruby T ZFERLTF7 V> a>aETL., —RWES
FTUFAZEERKTBDHEZRLTVET,

BEHICRETLBY—AT—RAQUZIAEENTHY, AVTFANATI—REREHB LV RIT
FRIREDFIEZHETERT,

New o
e FUBIC

Auto Scaling 21


https://docs.aws.amazon.com/goto/SdkForRubyV3/rds-2014-10-31/DescribeDBClusters
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=40%. 1

CAIZBE, Auto Scaling

IROD— RBIE, Auto Scaling DERAZBEBR TS HEZRLTVET,

SDK for Ruby

(® Note

GitHub IZl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL TV,

require 'aws-sdk-autoscaling'
require 'logger'

# AutoScalingManager is a class responsible for managing AWS Auto Scaling operations
# such as listing all Auto Scaling groups in the current AWS account.
class AutoScalingManager

#{group.desired

def initialize(client)

@client = client

@logger = Logger.new($stdout)
end

# Gets and prints a list of Auto Scaling groups for the account.

def

list_auto_scaling_groups

paginator = @client.describe_auto_scaling_groups
auto_scaling_groups = []
paginator.each_page do |page]|

auto_scaling_groups.concat(page.auto_scaling_groups)

end

if auto_scaling_groups.empty?

@logger.info('No Auto Scaling groups found for this account.')

else

auto_scaling_groups.each do |group]|
@logger.info("Auto Scaling group name: #{group.auto_scaling_group_name}")
@logger.info(" Group ARN: #{group.auto_scaling_group_arn}")
@logger.info(" Min/max/desired: #{group.min_size}/#{group.max_size}/
capacityl}")

FUBIZ
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/auto-scaling#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/auto-scaling#code-examples
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@logger.info('"\n")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
autoscaling_client = Aws::AutoScaling::Client.new
manager = AutoScalingManager.new(autoscaling_client)
manager.list_auto_scaling_groups

end

« APl OFFMICDOWTIE, AWS SDK for Ruby API U7 7L AD
MDescribeAutoScalingGroupsy ZZBL T &V,

SDK for Ruby Z £/ L 7= CloudTrail 04l

RO 11— RFIE, CloudTrail AWS SDK for Ruby T ZFERHLTF7 V> 3a>vaRTL., —MBWAES T
VAZRETDHEZRLTVET,

TO2AVRKINRELTOI LN SOOA—ROERTHY, AVTFANATERITITZIZEN S
WET. 702323 EXOY—EAREZFROCHIFEZRLTVRTS, AVTFANOT Y
>avik, BETRSFUATHIETERT,

EHICRELBY—AODA—RAQUZVIHFEBENATHEY ., J—ROBREFEEERTHELCETEFIRE
ZHWETEFRT,
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e VU A
FTo>3az
CreateTrail

ROD— RHIF, CreateTrail Z2FERATAHZEERLTVET,
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https://docs.aws.amazon.com/goto/SdkForRubyV3/autoscaling-2011-01-01/DescribeAutoScalingGroups
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SDK for Ruby

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
require 'aws-sdk-s3'
require 'aws-sdk-sts'

def create_trail_example(s3_client, sts_client, cloudtrail_client, trail_name,
bucket_name)
resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to an Amazon Simple Storage Service (S3) bucket.
s3_client.create_bucket(bucket: bucket_name)
begin
policy = {
'Version' => '2012-10-17",
'Statement' => [

{
'Sid' => 'AWSCloudTrailAclCheck20150319',
'Effect' => 'Allow’',
'"Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
.
'"Action' => 's3:GetBucketAcl',
'Resource' => "arn:aws:s3:::#{bucket_name}"
},
{
'Sid' => 'AWSCloudTrailwWrite20150319',
'Effect' => 'Allow',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
},

'"Action' => 's3:PutObject’,
'Resource' => "arn:aws:s3:::#{bucket_name}/AWSLogs/#{account_id}/*",
'Condition' => {

'StringEquals' => {

~
N\
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
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's3:x-amz-acl' => 'bucket-owner-full-control'

]

}.to_json

s3_client.put_bucket_policy(
bucket: bucket_name,
policy: policy
)
puts "Successfully added policy to bucket #{bucket_name}"
end

begin
cloudtrail_client.create_trail({
name: trail_name, # required
s3_bucket_name: bucket_name # required

1)

puts "Successfully created trail: #{trail_name}."
rescue StandardError => e
puts "Got error trying to create trail #{trail_name}:\n #{e}"
puts e
exit 1
end

« APl OFEMIC DV TIE, AWS SDK for Ruby API ) 7 7 L > A®M "CreateTraily 288 L T<
EEV,

DeleteTrail

RDI— RHIE, DeleteTrail #FEATHAEERLTVET,

SDK for Ruby

® Note

GitHub IZld. ZOHOUY—REHYET. AH—BEEREL. AWS JI— REAIUKD K
DTHOREERTOHEERRBLTI LT,
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https://docs.aws.amazon.com/goto/SdkForRubyV3/cloudtrail-2013-11-01/CreateTrail
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
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client.delete_trail({
name: trail_name # required

1)
puts "Successfully deleted trail: #{trail_name}"
rescue StandardError => e
puts "Got error trying to delete trail: #{trail_name}:"
puts e
exit 1
end

« APl OFFMIC DV T, AWS SDK for Ruby API ) 7 7 L > A® DeleteTraily 258 L T
2EW,

ListTrails

RDI—RHIE, ListTrails #FEATHAHEZERLTVET,

SDK for Ruby

(@ Note

GitHub ICl&, TDHOUY —REHY ET, Afl—EZHREL. AWS I—RAIDKRD
UTOREERTOREEREL T,

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
def describe_trails_example(client)
resp = client.describe_trails({})

puts "Found #{resp.trail_list.count} trail(s)."

resp.trail_list.each do |trail|

puts "Name: #{trail.namel}"
puts "S3 bucket name: #{trail.s3_bucket_name}"
puts

end

46
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https://docs.aws.amazon.com/goto/SdkForRubyV3/cloudtrail-2013-11-01/DeleteTrail
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
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- AP| OEHMEIZ DUV Tk, AWS SDK for Ruby APl U7 7 L AD
=L\,

LookupEvents

RO I1— RAIE, LookupEvents ZEA T3 HEERLTVWET,

SDK for Ruby

® Note

MListTrailsy 2B LTL K

GitHub ICl&, ZTDMOVY—REHYW KT, AB—EZHKREL, AWS J—REIVARD b

DTOREERTOHEERBLTIEEL,

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

# @param [Object] client

def lookup_events_example(client)
resp = client.lookup_events
puts "Found #{resp.events.count} events:"
resp.events.each do |e]

puts "Event name: #{e.event_namel}"
puts "Event ID: #{e.event_id}"
puts "Event time: #{e.event_timel}"

puts 'Resources:'

e.resources.each do ||

puts " Name: #{r.resource_namel}"
puts " Type: #{r.resource_typel}"
puts ''
end
end
end

« APl OFFMIIC DWW T, AWS SDK for Ruby API U7 7L AD
<EZL,

MLookupEventsy #2238 L T
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https://docs.aws.amazon.com/goto/SdkForRubyV3/cloudtrail-2013-11-01/ListTrails
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/cloudtrail-2013-11-01/LookupEvents
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require 'aws-sdk-cloudwatch'

Lists the names of available Amazon CloudWatch alarms.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@example
list_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))
def list_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms
if response.metric_alarms.count.positive?

#
#
#
#
#
#
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response.metric_alarms.each do |alarm|
puts alarm.alarm_name
end
else
puts 'No alarms found.'
end
rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

« APl OFFMIC DV TIE, AWS SDK for Ruby API 1) 7 7 L > A® MDescribeAlarmsy Z#S 8L
TLEZL,

DescribeAlarmsForMetric
RO — RHIF. DescribeAlarmsForMetric ZFA T2 522 RLTVET,

SDK for Ruby

® Note
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h)TOREERITOHLEZHBL TSEZ L,

#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @example
# describe_metric_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))
def describe_metric_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms

if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm]|

puts '-' * 16
puts "Name: #{alarm.alarm_name}"
puts "State value: #{alarm.state_valuel}"
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puts "State reason: #{alarm.state_reason}"

puts "Metric: #{alarm.metric_namel}"

puts "Namespace: #{alarm.namespace}"

puts "Statistic: #{alarm.statistic}"

puts "Period: #{alarm.period}"

puts "Unit: #{alarm.unit}"

puts "Eval. periods: #{alarm.evaluation_periods}"
puts "Threshold: #{alarm.threshold}"

puts "Comp. operator: #{alarm.comparison_operator}"

if alarm.key?(:ok_actions) && alarm.ok_actions.count.positive?
puts 'OK actions:'
alarm.ok_actions.each do |a]
puts " #{al}"
end
end

if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?
puts 'Alarm actions:'
alarm.alarm_actions.each do |a]
puts " #{a}"
end
end

if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts 'Insufficient data actions:'
alarm.insufficient_data_actions.each do |a]
puts " #{a}"
end
end

puts 'Dimensions:'
if alarm.key?(:dimensions) && alarm.dimensions.count.positive?
alarm.dimensions.each do |d|
puts " Name: #{d.name}, Value: #{d.valuel}"

end
else
puts ' None for this alarm.'
end
end
else
puts 'No alarms found.'
end
>
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rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

# Example usage:
def run_me

region =

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby cw-ruby-example-show-alarms.rb REGION'
puts 'Example: ruby cw-ruby-example-show-alarms.rb us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts 'Available alarms:'
describe_metric_alarms(cloudwatch_client)

end

run_me if $PROGRAM_NAME == __ FILE__

« APl OFEM#IC DWW TIE, AWS SDK for Ruby API U7 7 L > A® "DescribeAlarmsForMetric
BSRLTLSEEZL,

DisableAlarmActions

ROD— RHIE, DisableAlarmActions ZFERAT3HEEZRLTVWET,
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Disables an alarm in Amazon CloudWatch.

Prerequisites.

- The alarm to disable.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param alarm_name [String] The name of the alarm to disable.
@return [Boolean] true if the alarm was disabled; otherwise, false.
@example
exit 1 unless alarm_actions_disabled?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’
)
def alarm_actions_disabled?(cloudwatch_client, alarm_name)
cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])

HOoH OHF OHF OH OH O HF OH OH O OH OB OB OH

true

rescue StandardError => e
puts "Error disabling alarm actions: #{e.message}"
false

end

# Example usage:
def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ['arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
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dimensions = [

{
name: "BucketName",
value: "amzn-s3-demo-bucket"
},
{
name: 'StorageType',
value: 'AllStorageTypes'
}

]

period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).

unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

if alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'."
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."

else
puts "Could not disable alarm '#{alarm_name}'."

N
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end
end

run_me if $PROGRAM_NAME == _ FILE__

« API FE#BIC DWW T, AWS SDK for Ruby API 1) 7 7 L > A® TDisableAlarmActions ZZ &
LTLKEZL,

ListMetrics
ROI—RHIE, ListMetrics ZFEATHAHEZERLTVET,

SDK for Ruby

® Note
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h)THOREERITOHLEZHBL TSEZ L,

Lists available metrics for a metric namespace in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric.
@example
list_metrics_for_namespace(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC'
)
def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

#
#
#
#
#
#
#
#
#
#

if response.metrics.count.positive?
response.metrics.each do |metric|
puts " Metric name: #{metric.metric_name}"
if metric.dimensions.count.positive?
puts '
metric.dimensions.each do |dimension|
puts " Name: #{dimension.name}, Value: #{dimension.valuel}"

Dimensions:'
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end
else
puts 'No dimensions found.'
end
end
else
puts "No metrics found for namespace '#{metric_namespace}'. " \

'Note that it could take up to 15 minutes for recently-added metrics ' \
'to become available.'
end
end

# Example usage:
def run_me
metric_namespace = 'SITE/TRAFFIC'

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

# Add three datapoints.
puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'UniqueVisits',
'SiteName’,
'example.com',
8_628.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
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'PageViews',
'PageURL",
'example.html’,
18_057.0,
'Count’

puts "Metrics for namespace '#{metric_namespacel}':"
list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end

run_me if $PROGRAM_NAME == _ FILE__

« APl OFFMIC DV TIE, AWS SDK for Ruby API V7 7 L2 A® TListMetricsy ZZ8BL T
=L,
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# Creates or updates an alarm in Amazon CloudWatch.
#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @param alarm_name [String] The name of the alarm.
# @param alarm_description [String] A description about the alarm.
# @param metric_name [String] The name of the metric associated with the alarm.
# @param alarm_actions [Array] A list of Strings representing the
#  Amazon Resource Names (ARNs) to execute when the alarm transitions to the
# ALARM state.
# @param namespace [String] The namespace for the metric to alarm on.
# @param statistic [String] The statistic for the metric.
Toav 56
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# @param dimensions [Array] A list of dimensions for the metric, specified as
#  Aws::CloudwWatch::Types::Dimension.
# @param period [Integer] The number of seconds before re-evaluating the metric.
# @param unit [String] The unit of measure for the statistic.
# @param evaluation_periods [Integer] The number of periods over which data is
#  compared to the specified threshold.
# @param theshold [Float] The value against which the specified statistic is
compared.
# @param comparison_operator [String] The arithmetic operation to use when
comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example
exit 1 unless alarm_created_or_updated?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’,
'Objects exist in this bucket for more than 1 day.',
"NumberOfObjects’,
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],
'AWS/S3',
'Average’,

L

name: 'BucketName',

value: 'amzn-s3-demo-bucket'
},
{

name: 'StorageType',
value: 'AllStorageTypes'

'GreaterThanThreshold'
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)

def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,

alarm_actions,

namespace,

statistic,
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dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator
)
true
rescue StandardError => e
puts "Error creating alarm: #{e.message}"
false
end

- API OFFMIC DV TIE. AWS SDK for Ruby API ) 7 7 L > A® TPutMetricAlarm, 38R L
TLEZL,

PutMetricData

ROI— RPIE, PutMetricData #FEAT A AHEERLTVET,
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require 'aws-sdk-cloudwatch'
# Adds a datapoint to a metric in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric to add the
datapoint to.
@param metric_name [String] The name of the metric to add the datapoint to.
@param dimension_name [String] The name of the dimension to add the
datapoint to.
@param dimension_value [String] The value of the dimension to add the
datapoint to.
@param metric_value [Float] The value of the datapoint.
@param metric_unit [String] The unit of measurement for the datapoint.
@return [Boolean]
@example
exit 1 unless datapoint_added_to_metric?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC',
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
'Count’
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)

def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,

dimension_name,
dimension_value,
metric_value,

metric_unit
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)
cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
}
1,
value: metric_value,
unit: metric_unit

}
]
)

puts "Added data about '#{metric_namel}' to namespace " \
"'#{metric_namespace}'."
true
rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}': #{e.message}"
false
end

« APl OFF#IC DV TIE. AWS SDK for Ruby API ) 7 7 L > A® TPutMetricDatay 228 L T
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require 'aws-sdk-cognitoidentityprovider'

require 'logger'

# CognitoManager is a class responsible for managing AWS Cognito operations
# such as listing all user pools in the current AWS account.
class CognitoManager

def initialize(client)

client
Logger.new($stdout)

@client
@logger

end

# Lists and prints all user pools associated with the AWS account.
def list_user_pools

paginator = @client.list_user_pools(max_results: 10)

user_pools = []

paginator.each_page do |page]|
user_pools.concat(page.user_pools)

end

if user_pools.empty?
@logger.info('No Cognito user pools found.')
else
user_pools.each do |user_pool]|
@logger.info("User pool ID: #{user_pool.id}")
@logger.info("User pool name: #{user_pool.name}")
@logger.info("User pool status: #{user_pool.status}")
@logger.info('---")

FUBIZ
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end
end
end
end

if $PROGRAM_NAME == _ FILE__
cognito_client = Aws::CognitoIdentityProvider::Client.new
manager = CognitoManager.new(cognito_client)
manager.list_user_pools

end
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Ruby Z £ L T Lambda T Amazon DocumentDB 4 X2 N DEE,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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require 'aws-sdk-dynamodb'
require 'logger'

# DynamoDBManager is a class responsible for managing DynamoDB operations
# such as listing all tables in the current AWS account.
class DynamoDBManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all DynamoDB tables in the current AWS account.
def list_tables
@logger.info('Here are the DynamoDB tables in your account:')

paginator = @client.list_tables(limit: 10)
table_names = []

paginator.each_page do |page|
page.table_names.each do |table_name|
@logger.info("- #{table_name}")
table_names << table_name
end
end

if table_names.empty?
@logger.info("You don't have any DynamoDB tables in your account.")

else
@logger.info("\nFound #{table_names.length} tables.")
end
end
end
if $PROGRAM_NAME == _ FILE__

dynamodb_client = Aws::DynamoDB::Client.new
manager = DynamoDBManager.new(dynamodb_client)
manager.list_tables

end
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# Creates an Amazon DynamoDB table that can be used to store movie data.

# The table uses the release year of the movie as the partition key and the
# title as the sort key.
#
#
#

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
1,
attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }
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iF

billing_mode: 'PAY_PER_REQUEST'
)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table

rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end

BOTILDISON 77 AN E2E T O—RLTHEBETEIANILN-—BHBEERLET,

# Gets sample movie data, either from a local file or by first downloading it from
# the Amazon DynamoDB Developer Guide.
#
# @param movie_file_name [String] The local file name where the movie data is
stored in JSON format.
# @return [Hash] The movie data as a Hash.
def fetch_movie_data(movie_file_name)
if !File.file?(movie_file_name)
@logger.debug("Downloading #{movie_file_name}...")
movie_content = URI.open(
'https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
moviedata.zip'
)
movie_json =
Zip::File.open_buffer(movie_content) do |zip]|
zip.each do |entry|
movie_json = entry.get_input_stream.read

end
end
else
movie_json = File.read(movie_file_name)
end
movie_data = JSON.parse(movie_json)
# The sample file lists over 4000 movies. This returns only the first 250.
movie_data.slice(@, 250)
rescue StandardError => e
puts("Failure downloading movie data:\n#{el}")
raise
end
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table_name = "doc-example-table-movies-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
dynamodb_wrapper = DynamoDBBasics.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Add a new record to the DynamoDB table.')

my_movie = {3}

my_movie[:title] = CLI::UI::Prompt.ask('Enter the title of a movie to add to the
table. E.g. The Matrix')

my_movie[:year] = CLI::UI::Prompt.ask('What year was it released? E.g. 1989').to_i
my_movie[:rating] = CLI::UI::Prompt.ask('On a scale of 1 - 10, how do you rate it?
E.g. 7').to_i

my_movie[:plot] = CLI::UI::Prompt.ask('Enter a brief summary of the plot. E.g. A
man awakens to a new reality.')

dynamodb_wrapper.add_item(my_movie)

puts("\nNew record added:")

puts JSON.pretty_generate(my_movie).green

print "Done!\n".green

new_step(3, 'Update a record in the DynamoDB table.')

my_movie[:rating] = CLI::UI::Prompt.ask("Let's update the movie you added with a
new rating, e.g. 3:").to_i

response = dynamodb_wrapper.update_item(my_movie)

puts("Updated '#{my_movie[:title]}' with new attributes:")

puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(4, 'Get a record from the DynamoDB table.')

puts("Searching for #{my_movie[:title]} (#{my_movie[:year]})...")
response = dynamodb_wrapper.get_item(my_movie[:title], my_movie[:year])
puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(5, 'Write a batch of items into the DynamoDB table.')
download_file = 'moviedata.json'
puts("Downloading movie database to #{download_file}...")

=¥
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movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(5, 'Query for a batch of items by key.')
loop do
release_year = CLI::UI::Prompt.ask('Enter a year between 1972 and 2018, e.g.
1999:').to_1i
results = dynamodb_wrapper.query_items(release_year)
if results.any?
puts("There were #{results.length} movies released in #{release_year}:")
results.each do |movie]
print "\t #{movie['title']}".green
end
break
else
continue = CLI::UI::Prompt.ask("Found no movies released in #{release_year}!
Try another year? (y/n)")
break unless continue.eql?('y"')
end
end
print "\nDone!\n".green

new_step(6, 'Scan for a batch of items using a filter expression.')

years = {}
years[:start] = CLI::UI::Prompt.ask('Enter a starting year between 1972 and
2018:")

years[:end] = CLI::UI::Prompt.ask('Enter an ending year between 1972 and 2018:')
releases = dynamodb_wrapper.scan_items(years)
if !releases.empty?
puts("Found #{releases.length} movies.")
count = Question.ask(
'"How many do you want to see? ', method(:is_int), in_range(l, releases.length)
)
puts("Here are your #{count} movies:")
releases.take(count).each do |release]|
puts("\t#{release['title']}")
end
else
puts("I don't know about any movies released between #{years[:start]} "\
"and #{years[:end]}.")
end
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print "\nDone!\n".green

new_step(7, 'Delete an item from the DynamoDB table.')
answer = CLI::UI::Prompt.ask("Do you want to remove '#{my_movie[:title]}'? (y/n)
")
if answer.eql?('y')
dynamodb_wrapper.delete_item(my_movie[:title], my_movie[:year])
puts("Removed '#{my_movie[:title]}' from the table.")
print "\nDone!\n".green
end

new_step(8, 'Delete the DynamoDB table.')
answer = CLI::UI::Prompt.ask('Delete the table? (y/n)')
if answer.eql?('y')
scaffold.delete_table
puts("Deleted #{table_name}.")
else
puts("Don't forget to delete the table when you're done!")
end
print "\nThanks for watching!\n".green
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo.')
rescue Errno::ENOENT
true
end

APl QI DV TIk. TAWS SDK for Ruby API U7 7LV AL DUTOREY &S EL
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* BatchWriteltem

* CreateTable
* Deleteltem
* DeleteTable

* DescribeTable

* Getltem
* Putltem

* Query

* Scan

» Updateltem
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class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Selects a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_select(batch_titles)
request_items = batch_titles.map do |[title, year|
{
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

PartiQL ZFEAL THEBEO/NY FZ2HIBRL £,
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class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_write(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

« APl OFEMAIC DWW Tk, AWS SDK for Ruby API 1J 7 7 L > A® "BatchExecuteStatement %
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

1)
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def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Fills an Amazon DynamoDB table with the specified data. Items are sent in
# batches of 25 until all items are written.
#
# @param movies [Enumerable] The data to put in the table. Each item must contain
at least
# the keys required by the schema that was specified
when the
# table was created.
def write_batch(movies)
index = 0
slice_size = 25
while index < movies.length
movie_items = []
movies[index, slice_size].each do |movie]
movie_items.append({ put_request: { item: movie } })
end
@dynamo_resource.client.batch_write_item({ request_items: { @table.name =>
movie_items } })
index += slice_size
end
rescue Aws::DynamoDB: :Errors::ServiceError => e

puts(
"Couldn't load data into table #{e@table.name}. Here's why:"
)
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')

@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)

@table_name = table_name
@table = nil

@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [

#
#
#
#
#
#

{ attribute_name: 'year', key_type: 'HASH' }, # Partition key

{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
iF
attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }
iF
billing_mode: 'PAY_PER_REQUEST'
)

Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the

@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)

@table
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rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end

« APl OFFMIC DV TIE, AWS SDK for Ruby API ) 7 7 L > A® CreateTable; 258 L T<
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Deletes a movie from the table.
#
# @param title [String] The title of the movie to delete.
# @param year [Integer] The release year of the movie to delete.
def delete_item(title, year)
@table.delete_item(key: { 'year' => year, 'title' => title })
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete movie #{title}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.

class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Deletes the table.

def delete_table
@table.delete
@table = nil

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete table. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
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raise
end
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Gets a single record from a table using PartiQL.
Note: To perform more fine-grained selects,
use the Client.query instance method instead.

@param title [String] The title of the movie to search.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def select_item_by_title(title)
request = {
statement: "SELECT * FROM \"#{@table.namel}\" WHERE title=?",
parameters: [title]

}

#
#
#
#
#
#
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@dynamodb.client.execute_statement(request)
end

PartiQL ZfEA L THEZEHL T,

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Updates a single record from a table using PartiqQL.

@param title [String] The title of the movie to update.
@param year [Integer] The year the movie was released.
@param rating [Float] The new rating to assign the title.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def update_rating_by_title(title, year, rating)

request = {

statement: "UPDATE \"#{@table.name}\" SET info.rating=? WHERE title=? and

year=?",
parameters: [{ "N": rating }, title, year]

#
#
#
#
#
#

}

@dynamodb.client.execute_statement(request)
end

PartiQL Zf#EAL TEBEZ 1 2EBMLET,

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Adds a single record to a table using PartiQL.

1
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#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @param plot [String] The plot of the movie.
# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def insert_item(title, year, plot, rating)
request = {
statement: "INSERT INTO \"#{e@table.name}\" VALUE {'title': ?, 'year': ?,
'info': ?}",
parameters: [title, year, { 'plot': plot, 'rating': rating }]
}
@dynamodb.client.execute_statement(request)
end

PartiQL ZfEA L TEBEZ 1 DHIBRL T,

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a single record from a table using PartiqQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def delete_item_by_title(title, year)
request = {
statement: "DELETE FROM \"#{@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
@dynamodb.client.execute_statement(request)
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API 1) 7 7 L 2> AM TExecuteStatement, 2SR
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GetItem
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Gets movie data from the table for a specific movie.

#

# @param title [String] The title of the movie.

# @param year [Integer] The release year of the movie.

# @return [Hash] The data about the requested movie.

def get_item(title, year)
@table.get_item(key: { 'year' => year, 'title' => title })

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't get movie #{title} (#{year}) from table #{@table.name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end

« APl OFFMIICDWVWTIE, AWS SDK for Ruby API U7 7 L2 AD "Getltemy Z2ZRL T EE
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB: :Errors: :ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Adds a movie to the table.
#
# @param movie [Hash] The title, year, plot, and rating of the movie.
def add_item(movie)
@table.put_item(
item: {

'year' => moviel[:year],

'title' => movie[:title],

'info' => { 'plot' => movie[:plot], 'rating' => movie[:rating] }

)

rescue Aws::DynamoDB::Errors::ServiceError => e
puts("Couldn't add movie #{title} to table #{e@table.name}. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Queries for movies that were released in the specified year.
#
# @param year [Integer] The year to query.
# @return [Array] The list of movies that were released in the specified year.
def query_items(year)
response = @table.query(
key_condition_expression: '#yr = :year',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: { ':year' => year }
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't query for movies released in #{year}. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
response.items
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Scans for movies that were released in a range of years.
# Uses a projection expression to return a subset of data for each movie.
#
# @param year_range [Hash] The range of years to retrieve.
# @return [Array] The list of movies released in the specified years.
def scan_items(year_range)
movies = []
scan_hash = {
filter_expression: '#yr between :start_yr and :end_yr',
projection_expression: '#yr, title, info.rating',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: {
':start_yr' => year_range[:start], ':end_yr' => year_range[:end]

86

~
N\
w
X


https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/Query
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples

AWS SDK for Ruby FAROYS—HA R

done = false
start_key = nil
until done
scan_hash[:exclusive_start_key] = start_key unless start_key.nil?
response = @table.scan(scan_hash)
movies.concat(response.items) unless response.items.empty?
start_key = response.last_evaluated_key
done = start_key.nil?
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't scan for movies. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
movies
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end
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# Updates rating and plot data for a movie in the table.
#
# @param movie [Hash] The title, year, plot, rating of the movie.
def update_item(movie)
response = @table.update_item(
key: { 'year' => movie[:year], 'title' => movie[:title] 3},
update_expression: 'set info.rating=:r',
expression_attribute_values: { ':r' => movie[:rating] 3},
return_values: 'UPDATED_NEW'
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't update movie #{movie[:title]} (#{movie[:year]}) in table
#{e@table.name}\n")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.attributes
end

« APl OFFMIIZ DV TIE. AWS SDK for Ruby API U7 7 L > A® "Updateltemy 8L T
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table_name = "doc-example-table-movies-partiql-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLBatch.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a batch of items from the movies table.')

puts "Let's select some popular movies for side-by-side comparison."

response = sdk.batch_execute_select([['Mean Girls',6 2004], ['Goodfellas', 1977],
['The Prancing of the Lambs', 2005]])

puts("Items selected: #{response['responses'].length}\n")

print "\nDone!\n".green

new_step(4, 'Delete a batch of items from the movies table.')
sdk.batch_execute_write([['Mean Girls', 2004], ['Goodfellas', 1977], ['The
Prancing of the Lambs', 2005]])

print "\nDone!\n".green

new_step(5, 'Delete the table.')
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return unless scaffold.exists?(table_name)

scaffold.delete_table
end

« APl OFMIZ DWW Tk, AWS SDK for Ruby API 1J 7 7 L > A®M TBatchExecuteStatement; %
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table_name = "doc-example-table-movies-partiql-#{rand(10**8)}"

scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLSingle.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')

unless scaffold.exists?(table_name)

puts("\nNo such table: #{table_name}. Creating it...")

scaffold.create_table(table_name)
print "Done!\n".green
end
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new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a single item from the movies table.')

response = sdk.select_item_by_title('Star Wars')

puts("Items selected for title 'Star Wars': #{response.items.length}\n")
print response.items.first.to_s.yellow

print "\n\nDone!\n".green

new_step(4, 'Update a single item from the movies table.')
puts "Let's correct the rating on The Big Lebowski to 10.0."
sdk.update_rating_by_title('The Big Lebowski', 1998, 10.0)
print "\nDone!\n".green

new_step(5, 'Delete a single item from the movies table.')

puts "Let's delete The Silence of the Lambs because it's just too scary."
sdk.delete_item_by_title('The Silence of the Lambs', 1991)

print "\nDone!\n".green

new_step(6, 'Insert a new item into the movies table.')

puts "Let's create a less-scary movie called The Prancing of the Lambs."

sdk.insert_item('The Prancing of the Lambs', 2005, 'A movie about happy
livestock.', 5.0)

print "\nDone!\n".green

new_step(7, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end

« APl OFFMIC DWW Tk, AWS SDK for Ruby API 1) 7 7 L > A®M TExecuteStatement, ZZ R
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def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

DynamoDB ~ ) —7T Lambda BB ONY FT7 A T LD KK ELR—KTD
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end
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require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?

@logger.info('You have no instances')
else

print_instances(instances)
end
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end
private

# Fetches all EC2 instances using pagination.
#
# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances
paginator = @client.describe_instances
instances = []

paginator.each_page do |page]
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance]
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_typel}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info('"\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end
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Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@return [String] The allocation ID corresponding to the Elastic IP address.
@example
puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror’
end

#
#
#
#
#
#
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Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@param instance_id [String] The ID of the instance.
@return [String] The assocation ID corresponding to the association of the
Elastic IP address to the instance.
@example
puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef@67af3dEX")
def associate_elastic_ip_address_with_instance(
ec2_client,
allocation_id,
instance_id

HOoH OF O OH OH OHF OH OH O O R OH O OH R O OH R

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id
)
response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
'Exrror'
end
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This code example does the following:

1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
2. Displays information about available key pairs.

3. Deletes the key pair.

require 'aws-sdk-ec2'

#
#
#

#
#
#
#
#
#
#

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param key_pair_name [String] The name for the key pair and private
key file.
@return [Boolean] true if the key pair and private key file were
created; otherwise, false.
@example
exit 1 unless key_pair_created?(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-key-pair'
)

def key_pair_created?(ec2_client, key_pair_name)

key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \

"'#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}"'.
filename = File.join(Dir.home, "#{key_pair_name}.pem")

File.open(filename, 'w') { |file| file.write(key_pair.key_material) }
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rescue Aws::EC2::Errors::InvalidKeyPairDuplicate
puts "Error creating key pair: a key pair named '#{key_pair_name}'

end

#
#
#
#
#
#

puts "Private key file saved locally as '#{filename}'.

true

'already exists.'

false
rescue StandardError => e

puts "Error creating key pair or saving private key file: #{e.message}"

false

Displays information about available key pairs in

Amazon Elastic Compute Cloud (Amazon EC2).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@example

describe_key_pairs(Aws::EC2::Client.new(region:
def describe_key_pairs(ec2_client)

result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?

puts 'No key pairs found.'

else

puts 'Key pair names:'

result.key_pairs.each do |key_pair|

puts key_pair.key_name
end

end

rescue StandardError => e

end
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'us-west-2"'))

puts "Error getting information about key pairs: #{e.message}"

Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).

Prerequisites:

- The key pair to delete.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

@param key_pair_name [String] The name of the key pair to delete.
@return [Boolean] true if the key pair was deleted; otherwise, false.

@example
exit 1 unless key_pair_deleted?(

Aws::EC2::Client.new(region:
'my-key-pair'

'us-west-2"'),

N
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)

def key_pair_deleted?(ec2_client, key_pair_name)
ec2_client.delete_key_pair(key_name: key_pair_name)

true

rescue StandardError => e
puts "Error deleting key pair: #{e.messagel}"

false

end

# Example usage:
def run_me

key_pair_name =

region =
# Print usage information and then stop.

if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'

exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else
key_pair_name = ARGV[O]
region = ARGV[1]

end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...'

describe_key_pairs(ec2_client)

puts '-' * 10
puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)

puts 'Stopping program.'
exit 1
end

puts '-' * 10

puts 'Displaying existing key pair names after creating this key pair...'

describe_key_pairs(ec2_client)

N
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puts '-' * 10

puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \
'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)
puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'
describe_key_pairs(ec2_client)
end

run_me if $PROGRAM_NAME == _ FILE__

« APl OFEMIZ DV TIE, AWS SDK for Ruby API 1) 7 7 L > A® "CreateKeyPairy 258 L T
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require 'aws-sdk-ec2'

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.

@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block

for the route.

@param tag_key [String] The key portion of the tag for the route table.

@param tag_value [String] The value portion of the tag for the route table.

@return [Boolean] true if the route table was created and associated;

otherwise, false.

@example

exit 1 unless route_table_created_and_associated?(
Aws: :EC2::Resource.new(region: 'us-west-2'),
'vpc-0b6f769731EXAMPLE ",
'subnet-03d9303b57EXAMPLE ',
'igw-06ca90c@11EXAMPLE",
'0.0.0.0/0",
'my-key',

'my-value'

)

def route_table_created_and_associated?(
ec2_resource,

vpc_id,

subnet_id,
gateway_id,

destination_cidr_block,

tag_key,

tag_value

route_table

ec2_resource.create_route_table(vpc_id: vpc_id)

puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(

tags:
{

L
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key: tag_key,
value: tag_value

)
puts 'Added tags to route table.'
route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should ' \
'clean up by deleting the route table.'
false
end

# Example usage:
def run_me
vpc_id =

subnet_id = "'
gateway_id = "'
destination_cidr_block =
tag_key = "'
tag_value
region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'"VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'"TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'0.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.

elsif ARGV.count.zero?
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vpc_id = 'vpc-0b6f769731EXAMPLE"
subnet_id = 'subnet-03d9303b57EXAMPLE'
gateway_id = 'igw-06ca90c@11EXAMPLE"
destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
vpc_id = ARGV[0O]
subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,

tag_key,
tag_value
)
puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

« APl OFFMICDWTIX, TAWS SDK for Ruby API 7 7L A, ® "CreateRouteTable, %
SRLTLSEEL,

104

~
N\
w
X


https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/CreateRouteTable

AWS SDK for Ruby

FROYN—=HA K

CreateSecurityGroup

RDOD— RPlE, CreateSecurityGroup ZEHATRIHEERLTVET,

SDK for Ruby

® Note

#
#
#
#
#

GitHub ICl&, ZTDMOUY—REHYW KT, AH—EZKREL, AWS J—REIVARD b

UTORELERTNEEERBLTLILEE L,

This code example does the following:

1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
2. Adds inbound rules to the security group.

3. Displays information about available security groups.

4. Deletes the security group.

require 'aws-sdk-ec2'

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.

Prerequisites:

- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized
Amazon EC2 client.
@param group_name [String] A name for the security group.
@param description [String] A description for the security group.
@param vpc_id [String] The ID of the VPC for the security group.
@return [String] The ID of security group that was created.
@example
puts create_security_group(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-security-group',
'This is my security group.',
'vpc-6713dfEX"
)

def create_security_group(ec2_client, group_name, description, vpc_id)

security_group = ec2_client.create_security_group(
group_name: group_name,
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desc

ription: description,

vpc_id: vpc_id

)
puts "Created security group '#{group_name}' with ID " \
"'"#{security_group.group_id}' in VPC with ID '#{vpc_id}'."
security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"
'Exrror'
end
# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'sg-030a858e078f1b9EX",
# "tep!',
# '80"',
# '80"',
# '0.0.0.0/0'
# )
def security_group_ingress_authorized?(

ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range

ec2_cl
grou
ip_p

{

ient.authorize_security_group_ingress(
p_id: security_group_id,
ermissions: [

ip_protocol: ip_protocol,
from_port: from_port,
to_port: to_port,

N
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ip_ranges: [
{

cidr_ip: cidr_ip_range

puts "Added inbound rule to security group '#{security_group_id}' for protocol " \
"'#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_range}'."
true
rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.messagel}"
false
end

# Refactored method to simplify complexity for describing security group permissions
def format_port_information(perm)

from_port_str = perm.from_port == '-1' || perm.from_port == -1 ? 'All'
perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All’

perm.to_port.to_s
{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_group_permissions(perm)

ports = format_port_information(perm)

print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_port]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ipl}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?
print "\n"

end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
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def describe_security_groups(ec2_client)
response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |sg]
display_group_details(sg)
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.messagel}"
end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
puts 'Tags:'
tags.each do |tag]
puts " Key: #{tag.key}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?
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puts 'Outbound rules:'
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)

# security group.

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."
true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
false

end

# Example usage with refactored run_me to reduce complexity

def run_me
group_name, description, vpc_id, ip_protocol_http, from_port_http, to_port_http, \
cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \
cidr_ip_range_ssh, region = process_arguments
ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,
description, vpc_id)
security_group_exists = security_group_id != 'Error'

if security_group_exists
add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)
add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh, from_port_ssh,
to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[O] == '-h'
display_help
exit 1
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elsif ARGV.count.zero?
default_values
else
ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'
security_group_id = create_security_group(ec2_client, group_name, description,
vpc_id)
puts 'Could not create security group. Skipping this step.' if security_group_id
== 'Error'
security_group_id
end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)

puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
return if security_group_deleted?(ec2_client, security_group_id)

puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
'GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
"CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/0' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values
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[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp',6 '80',
'80',
'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'
]
end
run_me if $PROGRAM_NAME == _ FILE_

« APl OFFMIC DV Tk, AWS SDK for Ruby API 1) 7 7 L 2> A® TCreateSecurityGroupy Z%
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require 'aws-sdk-ec2'

Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized

Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
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for the subnet.

@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.
@return [Boolean] true if the subnet was created and tagged;

otherwise, false.
@example

exit 1 unless subnet_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-6713dfEX",
'10.0.0.0/24",
'us-west-2a',
'my-key',
'my-value'

)

def subnet_created_and_tagged?(

ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)

puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \

"and CIDR block '#{cidr_block}' in availability zone " \

"'#{availability_zone}' and tagged with key '#{tag_key}' and " \

"value '#{tag_value}'.
true

rescue StandardError => e

puts "Error creating or tagging subnet: #{e.message}"
false

end
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# Example usage:

def run_me
vpc_id = "'
cidr_block = "'
availability_zone = "'
tag_key = "'
tag_value
region =

# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \
'VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-6713dfEX’
cidr_block = '10.0.0.0/24'

availability_zone = 'us-west-2a'

tag_key = 'my-key'

tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[0O]

cidr_block = ARGV[1]

availability_zone = ARGV[2]

tag_key = ARGV[3]

tag_value = ARGV[4]

region = ARGV[5]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,
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tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ _FILE__

« APl OFMIC DOV TIE, TAWS SDK for Ruby API ) 7 7 L > A1 @ "CreateSubnet, &S5

LTLEZL,

CreateVpc
ROD— RPlIE, CreateVpc ZFEATBAHEERLTVET,

SDK for Ruby

(® Note
GitHub ICl&. T DD VY —REHEFY, Afl—EZHRRL. AWS J—REVKRD k

UTOBREERTOLEEBAL T LEE,

require 'aws-sdk-ec2'

Creates a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param tag_key [String] The key portion of the tag for the VPC.
@param tag_value [String] The value portion of the tag for the VPC.
@return [Boolean] true if the VPC was created and tagged;
otherwise, false.
@example
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#
#
#
#
#
#

exit 1 unless vpc_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'10.0.0.0/24",
'my-key',
'my-value'

)

def vpc_created_and_tagged?(

ec2_resource,
cidr_block,
tag_key,
tag_value

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })
vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \

"'#{tag_key}' and value '#{tag_valuel}'."
true

rescue StandardError => e

puts e.message
false

end

#

Example usage:

def run_me

cidr_block = "'
tag_key = "'
tag_value =
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \
'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

elsif ARGV.count.zero?
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cidr_block = '10.0.0.0/24'
tag_key = 'my-key'

tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else

cidr_block = ARGV[Q]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end

ec2_resource = Aws::EC2::Resource.new(region: region)
if vpc_created_and_tagged?(

ec2_resource,
cidr_block,

tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == _ FILE_

« APl OFFMICDOWTIX, TAWS SDK for Ruby API U7 7L A, ® "CreateVpcy Z2ZBL T

<EZL,

DescribeInstances

RO— RHIE, Describelnstances Z2FEAT3HEEZRLTVWET,
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® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

require 'aws-sdk-ec2'

# @param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
# @example
# list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-west-2'))
def list_instance_ids_states(ec2_resource)
response = ec2_resource.instances
if response.count.zero?
puts 'No instances found.'
else
puts 'Instances -- ID, state:'
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"
end
end
rescue StandardError => e
puts "Error getting information about instances: #{e.message}"
end

# Example usage:
def run_me
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-get-all-instance-info.rb REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-get-all-instance-info.rb us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
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else
region = ARGV[0O]
end
ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)
end

run_me if $PROGRAM_NAME == _ FILE__

« API OFFHIC DV TIE. AWS SDK for Ruby API 1) 7 7 L 22 A® TDescribelnstancesy ZZ &
LTLKEZL,

DescribeRegions

XD J— RYPliE, DescribeRegions ZFEAT2HEZZRLTVET,

SDK for Ruby

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example
# list_regions_endpoints(Aws::EC2::Client.new(region: 'us-west-2'))
def list_regions_endpoints(ec2_client)
result = ec2_client.describe_regions
# Enable pretty printing.
max_region_string_length = 16
max_endpoint_string_length = 33
# Print header.
print 'Region’

print ' ' * (max_region_string_length - 'Region'.length)
print " Endpoint\n"
print '-' * max_region_string_length

~
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print
print '

-' * max_endpoint_string_length

print "\n"

# Print

result.
print
print
print
print
print

end

end

Display

Availab

@param

#
#
#
#
#
# @exampl
#

result

list_
def list_

Regions and their endpoints.
regions.each do |region]
region.region_name

* (max_region_string_length - region.region_name.length)

region.endpoint

Il\n n

s a list of Amazon Elastic Compute Cloud (Amazon EC2)
ility Zones available to you depending on the AWS Region

of the Amazon EC2 client.

ec2_client [Aws::EC2::Client] An initialized EC2 client.

e

availability_zones(Aws::EC2::Client.new(region: 'us-west-2'))
availability_zones(ec2_client)

= ec2_client.describe_availability_zones

# Enable pretty printing.
max_region_string_length = 16
max_zone_string_length = 18
max_state_string_length = 9

# Print header.

print 'Region'

print ' ' * (max_region_string_length - 'Region'.length)
print ' Zone'

print ' ' * (max_zone_string_length - 'Zone'.length)
print " State\n"

print '-' * max_region_string_length

print ' '

print '-' * max_zone_string_length

print ' '

print '-' * max_state_string_length

print "\n"

# Print Regions, Availability Zones, and their states.

result.availability_zones.each do |zone]

print
print
print
print

zone.region_name
' ' * (max_region_string_length - zone.region_name.length)

zZone.zone_name
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print ' ' * (max_zone_string_length - zone.zone_name.length)
print ' '

print zone.state

# Print any messages for this Availability Zone.

if zone.messages.count.positive?

print "\n"
puts ' Messages for this zone:'
zone.messages.each do |message|
print " #{message.message}\n"

end

end

print "\n"

end
end

# Example usage:
def run_me

region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-regions-availability-zones.rb us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'AWS Regions for Amazon EC2 that are available to you:'
list_regions_endpoints(ec2_client)
puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region

'#{region}':"
list_availability_zones(ec2_client)
end
run_me if $PROGRAM_NAME == __ _FILE__
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« APl OFEMIC DWW Tk, AWS SDK for Ruby API 1J 7 7 L 2> A® "DescribeRegionsy ZZ 8
TLEEV,
ReleaseAddress

ROD— RHIE, ReleaseAddress #FEHTAHEZRLTVET,

SDK for Ruby

® Note
GitHub IClE. ZTDHDOVY—REHY T, APl—EZ®RRL. AWS J—RHIVAKRD

UTOBREE RGO EEBBL T EEL,

Releases an Elastic IP address from an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:
- An Amazon EC2 instance with an associated Elastic IP address.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@return [Boolean] true if the Elastic IP address was released;
otherwise, false.
@example
exit 1 unless elastic_ip_address_released?(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX"
)
def elastic_ip_address_released?(ec2_client, allocation_id)
ec2_client.release_address(allocation_id: allocation_id)
true
rescue StandardError => e
puts("Error releasing Elastic IP address: #{e.message}")
false
end
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« APl OFFMIC DWW TIE, AWS SDK for Ruby API ) 7 7 L 2> A®M "ReleaseAddressy ZZ R L
TLEEL,
StartInstances

RO— RHIE, StartInstances #FEHATEHZEZRLTVET,

SDK for Ruby

® Note
GitHub IClE. ZTDHDOVY—REHY T, APl—EZ®RRL. AWS J—RHIVAKRD

UTOBREE RGO EEBBL T EEL,

require 'aws-sdk-ec2'

Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was started; otherwise, false.
@example
exit 1 unless instance_started?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

HOoH OHF OHF OHF OH OHF O OH OH O OB H R

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name
case state
when 'pending'
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puts 'Error starting instance: the instance is pending. Try again later.'
return false

when 'running'
puts 'The instance is already running.'
return true

when 'terminated'
puts 'Error starting instance: ' \

'the instance is terminated, so you cannot start it.'

return false

end

end

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance started.'
true

rescue StandardError => e
puts "Error starting instance: #{e.messagel}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \

'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]
end

N

1)

123



AWS SDK for Ruby FAROYS—HA K

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to start instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_started?(ec2_client, instance_id)

puts 'Could not start instance.'
end

run_me if $PROGRAM_NAME == _ FILE__

« APl OFEMIC DWW Tk, AWS SDK for Ruby API 1) 7 7 L > A® TStartinstancesy 5 8BL T
<EzEL,

StopInstances
RO I— KRBk, StopInstances A T2 HEZRLTVET,

SDK for Ruby

® Note

GitHub (2. ZOHDOUY—REHET, AFI—BEHRREL. AWS J— KRHIUAED K
UTOBREE RGO EEBBL T EEL,

require 'aws-sdk-ec2'
Prerequisites:
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was stopped; otherwise, false.
@example
exit 1 unless instance_stopped?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
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# )
def instance_stopped?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name
case state
when 'stopping'
puts 'The instance is already stopping.'
return true
when 'stopped'
puts 'The instance is already stopped.'
return true
when 'terminated'
puts 'Error stopping instance: ' \
'the instance is terminated, so you cannot stop it.'
return false
end
end

ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
true

rescue StandardError => e
puts "Error stopping instance: #{e.messagel}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb ' \
'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
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instance_id = 'i-123abc'

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

instance_id = ARGV[Q]

region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to stop instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_stopped?(ec2_client, instance_id)

puts 'Could not stop instance.'
end

run_me if $PROGRAM_NAME == _ FILE__

« APl OFFMIC DV TIE, AWS SDK for Ruby API )7 7 L > A® TStopinstancesy 228 L T
<EZEL,

TerminateInstances

RO— RHIFE. TerminateInstances ZFEAT3HEEZRLTVWET,

SDK for Ruby

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUAED K
UTOBREE RGO EEBBL T EEL,

require 'aws-sdk-ec2'

# Prerequisites:
#
# - The Amazon EC2 instance.
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#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.

# @return [Boolean] true if the instance was terminated; otherwise, false.

# @example

# exit 1 unless instance_terminated?(

# Aws::EC2::Client.new(region: 'us-west-2'),
# 'i-123abc’

#0)

def instance_terminated?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[@].instance_state.name == 'terminated'

puts 'The instance is already terminated.'
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts 'Instance terminated.'
true

rescue StandardError => e
puts "Error terminating instance: #{e.message}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \

'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
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region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

instance_id = ARGV[0]

region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to terminate instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_terminated?(ec2_client, instance_id)

puts 'Could not terminate instance.'
end

run_me if $PROGRAM_NAME == __ FILE__

« APl OFEMIC DV TIE. AWS SDK for Ruby API ) 7 7 L > A® TTerminatelnstancesy # 38
LTLEZL,

SDK for Ruby % £/ 9 % Elastic Beanstalk @ 4l

XD 1— RPHIE, Elastic Beanstalk AWS SDK for Ruby T ZFRHLTF7 03> aRITL. —KREW
BT IAZRETDHEZRLTVET,

To2avRLNRERTOATZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 702323 EYOY—EAREZFOCHIHEZRLTVRTY, AVTFANRADOT Y
>avik, BETEZSFTUATHIETERY,

BHICRERELBY—AT—RAQUVIHNEENATEY, O-ROBREFEERTHECEITSZFIR
EZHETEERT,
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Fo>3az

DescribeApplications

RO I— RAIE, DescribeApplications ZFERA T2 HEEZRLTVET,

SDK for Ruby

® Note

GitHub (i, ZOMOUY—REHYET., A—KEREL., AWS JI— REIUAD K
YTOBREERTOREERBEL T EE L,

# Class to manage Elastic Beanstalk applications
class ElasticBeanstalkManager
def initialize(eb_client, logger: Logger.new($stdout))
@eb_client = eb_client
@logger = logger
end

# Lists applications and their environments
def list_applications
@eb_client.describe_applications.applications.each do |application]
log_application_details(application)
list_environments(application.application_name)
end
rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Elastic Beanstalk Service Error: #{e.messagel}")
end

private

# Logs application details
def log_application_details(application)

@logger.info("Name: #{application.application_namel}")
@logger.info("Description: #{application.description}")
end

# Lists and logs details of environments for a given application
def list_environments(application_name)
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@eb_client.describe_environments(application_name:
application_name).environments.each do |env|
@logger.info(" Environment: #{env.environment_name}")

@logger.info(" URL: #{env.cnamel}")
@logger.info(" Health: #{env.health}")
end

rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Error listing environments for application #{application_name}:
#{e.messagel}")
end
end

« APl MFEMIZ DWW TIE, AWS SDK for Ruby API 1J 7 7 L > A®M TDescribeApplications; &%
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ListAvailableSolutionStacks
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# Manages listing of AWS Elastic Beanstalk solution stacks
# @param [Aws::ElasticBeanstalk::Client] eb_client
# @param [String] filter - Returns subset of results based on match
# @param [Logger] logger
class StackLister
# Initialize with AWS Elastic Beanstalk client
def initialize(eb_client, filter, logger: Logger.new($stdout))
@eb_client = eb_client
@filter = filter.downcase
@logger = logger
end

# Lists and logs Elastic Beanstalk solution stacks
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def list_stacks
stacks = @eb_client.list_available_solution_stacks.solution_stacks
orig_length = stacks.length
filtered_length = 0

stacks.each do |stack]
if efilter.empty? || stack.downcase.include?(efilter)
@logger.info(stack)
filtered_length += 1
end
end

log_summary(filtered_length, orig_length)
rescue Aws::Errors::ServiceError => e

@logger.error("Error listing solution stacks: #{e.message}")
end

private

# Logs summary of listed stacks
def log_summary(filtered_length, orig_length)
if @filter.empty?
@logger.info("Showed #{orig_length} stack(s)")
else
@logger.info("Showed #{filtered_length} stack(s) of #{orig_length}")
end
end
end

« APl OFMIC DLW TIE. AWS SDK for Ruby API U7 7L A®D
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# Manages deployment of Rails applications to AWS Elastic Beanstalk
class RailsAppDeployer
def initialize(eb_client, s3_client, app_name, logger: Logger.new($stdout))
@eb_client = eb_client
@s3_client = s3_client
@app_name = app_name
@logger = logger
end

# Deploys the latest application version to Elastic Beanstalk
def deploy
create_storage_location
zip_file_name = create_zip_file
upload_zip_to_s3(zip_file_name)
create_and_deploy_new_application_version(zip_file_name)
end

private

# Creates a new S3 storage location for the application
def create_storage_location
resp = @eb_client.create_storage_location
@logger.info("Created storage location in bucket #{resp.s3_bucket}")
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create storage location: #{e.messagel}")
end

# Creates a ZIP file of the application using git
def create_zip_file
zip_file_basename = SecureRandom.urlsafe_base64
zip_file_name = "#{zip_file_basename}.zip"
‘git archive --format=zip -o #{zip_file_name} HEAD®
zip_file_name
end
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# Uploads the ZIP file to the S3 bucket
def upload_zip_to_s3(zip_file_name)
zip_contents = File.read(zip_file_name)
key = "#{@app_name}/#{zip_file_name}"
@s3_client.put_object(body: zip_contents, bucket: fetch_bucket_name, key: key)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to upload ZIP file to S3: #{e.messagel}")
end

# Fetches the S3 bucket name from Elastic Beanstalk application versions
def fetch_bucket_name
app_versions = @eb_client.describe_application_versions(application_name:
@app_name)
av = app_versions.application_versions.first
av.source_bundle.s3_bucket
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch bucket name: #{e.messagel}")
raise
end

# Creates a new application version and deploys it
def create_and_deploy_new_application_version(zip_file_name)
version_label = File.basename(zip_file_name, '.zip')
@eb_client.create_application_version(
process: false,
application_name: @app_name,
version_label: version_label,
source_bundle: {
s3_bucket: fetch_bucket_name,
s3_key: "#{@app_name}/#{zip_file_name}"
.
description: "Updated #{Time.now.strftime('%d/%m/%SY')}"
)
update_environment(version_label)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create or deploy application version: #{e.messagel}")
end

# Updates the environment to the new application version
def update_environment(version_label)
env_name = fetch_environment_name
@eb_client.update_environment(
environment_name: env_name,
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version_label: version_label
)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to update environment: #{e.messagel}")
end

# Fetches the environment name of the application

def fetch_environment_name
envs = @eb_client.describe_environments(application_name: @app_name)
envs.environments.first.environment_name

rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch environment name: #{e.messagel}")
raise

end

end

« APl OFAIC DV TIE, AWS SDK for Ruby API U 7 7 L > A®M "UpdateApplication, %S 8
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require 'aws-sdk-sns'

require 'aws-sdk-iam'

require 'aws-sdk-cloudwatchevents'
require 'aws-sdk-ec2'

require 'aws-sdk-cloudwatch'
require 'aws-sdk-cloudwatchlogs'
require 'securerandom'

fEE & 7= Amazon Simple Notification Service (Amazon SNS) REY VA Z OBBHKICEEHE T
WBREYIVDORICERETZINESHEFIVILET,
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Checks whether the specified Amazon SNS
topic exists among those provided to this function.
This is a helper function that is called by the topic_exists? function.

@param topics [Array] An array of Aws::SNS::Types::Topic objects.
@param topic_arn [String] The ARN of the topic to find.

@return [Boolean] true if the topic ARN was found; otherwise, false.
@example

sns_client = Aws::SNS::Client.new(region: 'us-east-1')

response = sns_client.list_topics

if topic_found?(
response.topics,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'

puts 'Topic found.'
end

def topic_found?(topics, topic_azrn)

topics.each do |topic|

return true if topic.topic_arn == topic_azrn

end
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false
end

Amazon SNS TREBENNMATED NREY VOFICIEESNERNEY VN FEETINESIH %

FIYIOLET,
# Checks whether the specified topic exists among those available to the
# caller in Amazon SNS.
#
# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
# @param topic_arn [String] The ARN of the topic to find.
# @return [Boolean] true if the topic ARN was found; otherwise, false.
# @example
# exit 1 unless topic_exists?(
# Aws::SNS::Client.new(region: 'us-east-1'),
# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )

def topic_exists?(sns_client, topic_arn)

puts "Searching for topic with ARN '#{topic_arn}'...

response = sns_client.list_topics
if response.topics.count.positive?
if topic_found?(response.topics, topic_azrn)
puts 'Topic found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.topics.count.positive?

if topic_found?(response.topics, topic_azrn)
puts 'Topic found.'
return true
end
end
end
puts 'Topic not found.'
false
rescue StandardError => e
puts "Topic not found: #{e.messagel}"
false
end
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Amazon SNS ThEY U %&#ERK L., EX—ITRLAZHYTRAITA47LT, TOREY ZILH
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# Creates a topic in Amazon SNS
# and then subscribes an email address to receive notifications to that topic.
#
# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
# @param topic_name [String] The name of the topic to create.
# @param email_address [String] The email address of the recipient to notify.
# @return [String] The ARN of the topic that was created.
# @example
# puts create_topic(
# Aws::SNS::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-topic',
# 'mary@example.com’
#)

def create_topic(sns_client, topic_name, email_address)

puts "Creating the topic named '#{topic_name}'...
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'.
subscription_response = sns_client.subscribe(

topic_arn: topic_response.topic_azrn,

protocol: 'email',

endpoint: email_address,

return_subscription_arn: true

)

puts 'Subscription created with ARN ' \
"'#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
'and confirm the subscription to start receiving notification emails.'

topic_response.topic_arn

rescue StandardError => e

puts "Error creating or subscribing to topic: #{e.message}"
'Error'

end

EE & /= AWS Identity and Access Management (IAM) O—JLA"C O BEKICIREHE hDO—)
DHICTFETIHNESHEEFELET,

#
#
#

Checks whether the specified AWS Identity and Access Management (IAM)
role exists among those provided to this function.
This is a helper function that is called by the role_exists? function.
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@param roles [Array] An array of Aws::IAM::Role objects.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
iam_client = Aws::IAM::Client.new(region: 'us-east-1')
response = iam_client.list_roles
if role_found?(
response.roles,
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'

puts 'Role found.'
end
def role_found?(roles, role_arn)
roles.each do |role]

return true if role.arn == role_arn

HOoH OHF OH OH OH O OH OH O B OH O

end
false
end

AM CREENFATEBO—LORCEEE A EO— LA FETSAESHEF IV ILE
7.

Checks whether the specified role exists among those available to the
caller in AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
exit 1 unless role_exists?(
Aws: :IAM::Client.new(region: 'us-east-1'),
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'

HOoH O HF O O OH O O OB OH O

)
def role_exists?(iam_client, role_arn)
puts "Searching for role with ARN '#{role_arn}'...
response = iam_client.list_roles
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts 'Role found.'

return true
end
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while response.next_page?
response = response.next_page
next unless response.roles.count.positive?

if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
end
end
puts 'Role not found.'
false
rescue StandardError => e
puts "Role not found: #{e.messagel}"
false
end

IAM TO—)LZERLET,

Creates a role in AWS Identity and Access Management (IAM).
This role is used by a rule in Amazon EventBridge to allow
that rule to operate within the caller's account.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_name [String] The name of the role to create.
@return [String] The ARN of the role that was created.
@example
puts create_role(
Aws::IAM::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change'

HOoH OF O OH OH O O OH O O OB R

)
def create_role(iam_client, role_name)
puts "Creating the role named '#{role_name}'..."
response = iam_client.create_role(
assume_role_policy_document: {
'Version': '2012-10-17',
'Statement': [
{
'Sid': ',
'Effect': 'Allow’,
'"Principal': {

This role is designed to be used specifically by this code example.
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'Service': 'events.amazonaws.com'
I
'Action': 'sts:AssumeRole'
}
]
}.to_json,
path: '/',
role_name: role_name

)

puts "Role created with ARN '#{response.role.arn}'."
puts 'Adding access policy to role...'
iam_client.put_role_policy(
policy_document: {
'Version': '2012-10-17',
'Statement': [

{
'Sid': 'CloudWatchEventsFullAccess',
'Effect': 'Allow’,
'Resource': '*',
'"Action': 'events:*'

},

{
'Sid': 'IAMPassRoleForCloudWatchEvents',
'Effect': 'Allow’,
'Resource': 'arn:aws:iam::*:role/AWS_Events_Invoke_Targets',
'"Action': 'iam:PassRole'

}

]
}.to_json,
policy_name: 'CloudWatchEventsPolicy',
role_name: role_name
)
puts 'Access policy added to role.'
response.role.arn
rescue StandardError => e
puts "Error creating role or adding policy to it: #{e.message}"
puts 'If the role was created, you must add the access policy ' \
'to the role yourself, or delete the role yourself and try again.'
'Exrror’
end
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Checks whether the specified Amazon EventBridge rule exists among
those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'
end
def rule_found?(rules, rule_name)
rules.each do |rule]

HOH OHF OHF O OH O O OH O O OH R

return true if rule.name == rule_name
end
false
end

EventBridge TREBNFATEDIL—IILOFICEBEENLEIL—IFIFETIHNESHEF T Y
JLEY,

Checks whether the specified rule exists among those available to the
caller in Amazon EventBridge.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to find.
@return [Boolean] true if the rule name was found; otherwise, false.
@example
exit 1 unless rule_exists?(
Aws: :CloudWatch::Client.new(region: 'us-east-1')
'aws-doc-sdk-examples-ec2-state-change'
)
def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'...
response = cloudwatchevents_client.list_rules
if response.rules.count.positive?

HOH OHF O OB OH O OH OB O OH R

SFUF e



AWS SDK for Ruby

FROYN—=HA K

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.rules.count.positive?

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
end
end
puts 'Rule not found.'
false

rescue StandardError => e

puts "Rule not found: #{e.messagel}"
false

end

Amazon EventBridge TIL—I)LZ#ERL £,
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Creates a rule in Amazon EventBridge.

This rule is triggered whenever an available instance in

Amazon EC2 changes to the specified state.

This rule is designed to be used specifically by this code example.

Prerequisites:

- A role in AWS Identity and Access Management (IAM) that is designed
to be used specifically by this code example.
- A topic in Amazon SNS.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to create.
@param rule_description [String] Some description for this rule.
@param instance_state [String] The state that available instances in
Amazon EC2 must change to, to
trigger this rule.

@param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
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# @param target_id [String] Some identifying string for the rule's target.
# @param topic_arn [String] The ARN of the Amazon SNS topic.
# @return [Boolean] true if the rule was created; otherwise, false.
# @example
# exit 1 unless rule_created?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
'Triggers when any available EC2 instance starts.',
'running’',
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'’,
'sns-topic’,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
)
def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
role_arn,
target_id,
topic_azrn

H OH O O OB O O H

puts "Creating rule with name '#{rule_namel}'...
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
'aws.ec2'
1,
'detail-type': [
'EC2 Instance State-change Notification'

1,
'detail': {
'state': [
instance_state
]
}

}.to_json,
state: 'ENABLED',
role_arn: role_arn

)

puts "Rule created with ARN '#{put_rule_response.rule_arn}'.
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put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
id: target_id,
arn: topic_azrn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count.positive?
puts 'Error(s) adding target to rule:'
put_targets_response.failed_entries.each do |failure|
puts failure.error_message
end
false
else
true
end
rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.message}"
puts 'If the rule was created, you must add the target ' \
'to the rule yourself, or delete the rule yourself and try again.'
false
end

Amazon CloudWatch Logs TRE&ENFMATES A7 7T 0RICEEE N OTTIL—TH
BEITIHESHZEFIVILET,

Checks to see whether the specified log group exists among those available
to the caller in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to find.
@return [Boolean] true if the log group name was found; otherwise, false.
@example
exit 1 unless log_group_exists?(
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-1log'
)

def log_group_exists?(cloudwatchlogs_client, log_group_name)

HOoH OHF O OH OH O O OH OH O B
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puts "Searching for log group with name '#{log_group_name}'...
response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts 'Log group found.'
return true
end
end
end
puts 'Log group not found.'
false
rescue StandardError => e
puts "Log group not found: #{e.messagel}"
false
end

CloudWatch Logs ICOJ TN —7"Z#ER L E T,

Creates a log group in Amazon CloudWatch Logs.

#
#
# @param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
#  Amazon CloudWatch Logs client.
# @param log_group_name [String] The name of the log group to create.
# @return [Boolean] true if the log group name was created; otherwise, false.
# @example
# exit 1 unless log_group_created?(
# Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-cloudwatch-log'
# )
def log_group_created?(cloudwatchlogs_client, log_group_name)
puts "Attempting to create log group with the name '#{log_group_name}'..."
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)
puts 'Log group created.'
true
rescue StandardError => e
puts "Error creating log group: #{e.message}"
false
end
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# Writes an event to a log stream in Amazon CloudWatch Logs.

HOH OHF OHF OH OHF OHF OH OH OHF O OH OH O OH OH OH O OH OH K H OH K K H R

Prerequisites:

- A log group in Amazon CloudWatch Logs.
- A log stream within the log group.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group.

@param log_stream_name [String] The name of the log stream within
the log group.

@param message [String] The message to write to the log stream.

@param sequence_token [String] If available, the sequence token from the
message that was written immediately before this message. This sequence
token is returned by Amazon CloudWatch Logs whenever you programmatically
write a message to the log stream.

@return [String] The sequence token that is returned by
Amazon CloudWatch Logs after successfully writing the message to the
log stream.

@example
puts log_event(

Aws::EC2::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
'2020/11/19/531f985be-199f-408e-9a45-fc242df41fEX",
"Instance 'i-033c48ef067af3dEX' restarted.",
'495426724868310740095796045676567882148068632824696073EX"

)

def log_event(

cloudwatchlogs_client,
log_group_name,
log_stream_name,
message,
sequence_token
puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'..."
event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
log_events: [
{

timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
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message: message

}

}

event[:sequence_token] = sequence_token unless sequence_token.empty?

response = cloudwatchlogs_client.put_log_events(event)
puts 'Message logged.'
response.next_sequence_token

rescue StandardError => e

puts "Message not logged: #{e.message}"

end

Amazon Elastic Compute Cloud (Amazon EC2) 1 VAR A= BEEL, BEITZT7IT1E
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Restarts an Amazon EC2 instance
and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:

- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity
information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]
An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.

@return [Boolean] true if the instance was restarted and the information

was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'i-033c48ef067af3dEX",
'aws-doc-sdk-examples-cloudwatch-1log'

)

def instance_restarted?(

ec2_client,
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cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.day}/" \
"#{SecureRandom.uuid}"
cloudwatchlogs_client.create_log_stream(
log_group_name: log_group_name,
log_stream_name: log_stream_name
)
sequence_token = "'
puts "Attempting to stop the instance with the ID '#{instance_id}'. " \
'This might take a few minutes...'
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
sequence_token = log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Instance '#{instance_id}' stopped.",
sequence_token

puts 'Attempting to restart the instance. This might take a few minutes...
ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance restarted.'
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' restarted.",

sequence_token

true
rescue StandardError => e
puts 'Error creating log stream or stopping or restarting the instance: ' \
"#{e.message}"
log_event(
cloudwatchlogs_client,
log_group_name,
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log_stream_name,
"Error stopping or starting instance '#{instance_id}': #{e.messagel}",
sequence_token
)
false
end

EventBridge DI —ILOT7 VT 1 ETAICETREHRERTLTVET,

Displays information about activity for a rule in Amazon EventBridge.
Prerequisites:
- A rule in Amazon EventBridge.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized
Amazon CloudWatch client.
@param rule_name [String] The name of the rule.
@param start_time [Time] The timestamp that determines the first datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param end_time [Time] The timestamp that determines the last datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param period [Integer] The interval, in seconds, to check for activity.
@example
display_rule_activity(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
Time.now - 600, # Start checking from 10 minutes ago.
Time.now, # Check up until now.
60 # Check every minute during those 1@ minutes.
)
def display_rule_activity(
cloudwatch_client,
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rule_name,
start_time,
end_time,
period

puts 'Attempting to display rule activity...'
response = cloudwatch_client.get_metric_statistics(
namespace: 'AWS/Events',
metric_name: 'Invocations',
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dimensions: [
{
name: 'RuleName’',
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ['Sum'],
unit: 'Count'

if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"
response.datapoints.each do |datapoint|
puts " #{datapoint.sum} time(s) at #{datapoint.timestamp}"
end
else
puts "The event rule '#{rule_name}' was not triggered during the " \
'specified time period.'
end
rescue StandardError => e
puts "Error getting information about event rule activity: #{e.messagel}"
end

CloudWatch Logs A I —7AOIXTHOOT AN ) —LOOTEHRERRLTVET,

Displays log information for all of the log streams in a log group in
Amazon CloudWatch Logs.

Prerequisites:
- A log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group.
@example
display_log_data(
Amazon::CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-1log'
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# )
def display_log_data(cloudwatchlogs_client, log_group_name)
puts 'Attempting to display log stream data for the log group ' \
"named '#{log_group_name}'..."
describe_log_streams_response = cloudwatchlogs_client.describe_log_streams(
log_group_name: log_group_name,
order_by: 'LastEventTime',
descending: true
)
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream|
get_log_events_response = cloudwatchlogs_client.get_log_events(
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name

)
puts "\nLog messages for '#{log_stream.log_stream_name}':"
puts '-' * (log_stream.log_stream_name.length + 20)

if get_log_events_response.key?(:events) &&
get_log_events_response.events.count.positive?
get_log_events_response.events.each do |event|

puts event.message

end

else
puts 'No log messages for this log stream.'

end

end
end
rescue StandardError => e

puts 'Error getting information about the log streams or their messages: ' \

"#{e.message}"
end
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Displays a reminder to the caller to manually clean up any associated
AWS resources that they no longer need.

@param topic_name [String] The name of the Amazon SNS topic.
@param role_name [String] The name of the IAM role.
@param rule_name [String] The name of the Amazon EventBridge rule.

HOH HF O OB R
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# @param log_group_name [String] The name of the Amazon CloudWatch Logs log group.
# @param instance_id [String] The ID of the Amazon EC2 instance.
# @example
# manual_cleanup_notice(
'aws-doc-sdk-examples-topic',
'aws-doc-sdk-examples-cloudwatch-events-rule-role',
'aws-doc-sdk-examples-ec2-state-change',
'aws-doc-sdk-examples-cloudwatch-log',
'i-033c48ef067af3dEX"
)
def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
puts '-' * 10
puts 'Some of the following AWS resources might still exist in your account.'
puts 'If you no longer want to use this code example, then to clean up'
puts 'your AWS account and avoid unexpected costs, you might want to'
puts 'manually delete any of the following resources if they exist:'
puts "- The Amazon SNS topic named '#{topic_name}'."
puts "- The IAM role named '#{role_name}'."
puts "- The Amazon EventBridge rule named '#{rule_name}'.
puts "- The Amazon CloudWatch Logs log group named '#{log_group_name}'."
puts "- The Amazon EC2 instance with the ID '#{instance_id}'."
end
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require 'aws-sdk-glue'
require 'logger'

# GlueManager is a class responsible for managing AWS Glue operations
# such as listing all Glue jobs in the current AWS account.
class GlueManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all Glue jobs in the current AWS account.
def list_jobs
@logger.info('Here are the Glue jobs in your account:')

paginator = @client.get_jobs(max_results: 10)
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jobs = []

paginator.each_page do |page|
jobs.concat(page.jobs)
end

if jobs.empty?
@logger.info("You don't have any Glue jobs.")
else
jobs.each do |job]|
@logger.info("- #{job.name}")
end
end
end
end

if $PROGRAM_NAME == __ FILE__
glue_client = Aws::Glue::Client.new
manager = GlueManager.new(glue_client)
manager.list_jobs

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end

# Creates a new crawler with the specified configuration.
#
# @param name [String] The name of the crawler.
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# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its

metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.

# @return [void]

def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)

@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end

# Deletes a crawler with the specified name.
#
# @param name [String] The name of the crawler to delete.
# @return [void]
def delete_crawler(name)
@glue_client.delete_crawler(name: name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{namel}: \n#{e.messagel}")
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raise
end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of tables in the specified database.
#
# @param db_name [String] The name of the database to retrieve tables from.
# @return [Array<Aws::Glue::Types::Table>]
def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")

raise
end
# Creates a new job with the specified configuration.
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]

def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3'
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}I

glue_version: '3.0'

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
raise

end

Starts a job run for the specified job.

@param name [String] The name of the job to start the run for.

@param input_database [String] The name of the input database for the job.
@param input_table [String] The name of the input table for the job.

@param output_bucket_name [String] The name of the output S3 bucket for the job.
@return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)

H OH O O B O

response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.message}")
raise
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.message}")
raise

end

# Retrieves a list of job runs for the specified job.

#

# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
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def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")

end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end

# Removes a specified database from a Data Catalog.

#

# @param database_name [String] The name of the database to delete.
# @return [void]

def delete_database(database_name)
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@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete database: \n#{e.message}")
end

# Uploads a job script file to an S3 bucket.
#
# @param file_path [String] The local path of the job script file.
# @param bucket_resource [Aws::S3::Bucket] The S3 bucket resource to upload the
file to.
# @return [void]
def upload_job_script(file_path, bucket_resource)
File.open(file_path) do |file]
bucket_resource.client.put_object({
body: file,
bucket: bucket_resource.name,
key: file_path
)
end
rescue Aws::S3::Errors::S3UploadFailedError => e
@logger.error("S3 could not upload job script: \n#{e.message}")
raise
end
end

SFTIAFARRTIDIVTAZHERLET,

class GlueCrawlerJobScenario
def initialize(glue_client, glue_service_role, glue_bucket, logger)
@glue_client = glue_client
@glue_service_role = glue_service_role
@glue_bucket = glue_bucket
@logger = logger
end

def run(crawler_name, db_name, db_prefix, data_source, job_script, job_name)
wrapper = GlueWrapper.new(@glue_client, @logger)
setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
query_database(wrapper, crawler_name, db_name)
create_and_run_job(wrapper, job_script, job_name, db_name)

end
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private

def setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
new_step(l, 'Create a crawler')
crawler = wrapper.get_crawler(crawler_name)
unless crawler
puts "Creating crawler #{crawler_name}."
wrapper.create_crawler(crawler_name, @glue_service_role.arn, db_name,
db_prefix, data_source)
puts "Successfully created #{crawler_name}."
end
wrapper.start_crawler(crawler_name)
monitor_crawler(wrapper, crawler_name)
end

def monitor_crawler(wrapper, crawler_name)
new_step(2, 'Monitor Crawler')
crawler_state = nil
until crawler_state == 'READY'
custom_wait(15)
crawler = wrapper.get_crawler(crawler_name)
crawler_state = crawler[@]['state']
print "Crawler status: #{crawler_state}".yellow
end
end

def query_database(wrapper, _crawler_name, db_name)

new_step(3, 'Query the database.')

wrapper.get_database(db_name)

puts "The crawler created database #{db_name}:"

puts "Database contains tables: #{wrapper.get_tables(db_name).map { |t]|
t['name'] }}"
end

def create_and_run_job(wrapper, job_script, job_name, db_name)
new_step(4, 'Create and run job.')
wrapper.upload_job_script(job_script, @glue_bucket)
wrapper.create_job(job_name, 'ETL Job', @glue_service_role.arn, "s3://
#{@glue_bucket.name}/#{job_script}")
run_job(wrapper, job_name, db_name)
end

def run_job(wrapper, job_name, db_name)
new_step(5, 'Run the job.')
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wrapper.start_job_run(job_name, db_name, wrapper.get_tables(db_name)[@]['name'],
@glue_bucket.name)
job_run_status = nil
until %w[SUCCEEDED FAILED STOPPED].include?(job_run_status)
custom_wait(10)
job_run = wrapper.get_job_runs(job_name)
job_run_status = job_run[@]['job_run_state']
print "Job #{job_name} status: #{job_run_status}".yellow
end
end
end

def main
banner('../../helpers/banner.txt")
puts 'Starting AWS Glue demo...'

# Load resource names from YAML.
resource_names = YAML.load_file('resource_names.yaml')

# Setup services and resources.

iam_role = Aws::IAM::Resource.new(region: 'us-
east-1').role(resource_names['glue_service_role'])

s3_bucket = Aws::S3::Resource.new(region: 'us-
east-1"').bucket(resource_names['glue_bucket'])

# Instantiate scenario and run.
scenario = GlueCrawlerJobScenario.new(Aws: :Glue::Client.new(region: 'us-east-1'),
iam_role, s3_bucket, @logger)
random_suffix = rand(10**4)
scenario.run("crawler-#{random_suffix}", "db-#{random_suffix}", "prefix-
#{random_suffix}-", 's3://data_source’,
'job_script.py', "job-#{random_suffix}")

puts 'Demo complete.'
end

SIAaTORTHICTF—ReHE. B, O—RAWSGlue $5 7182 THEAEND ETL AV
TREERLET,

import sys
from awsglue.transforms import *
from awsglue.utils import getResolvedOptions
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from pyspark.context import SparkContext
from awsglue.context import GlueContext
from awsglue.job import Job

The

de

to

arg

)

sc
glu
spa
job
job

# S

se custom arguments must be passed as Arguments to the StartJobRun request.
--input_database The name of a metadata database that is contained in your
AWS Glue Data Catalog and that contains tables that

scribe
the data to be processed.
--input_table The name of a table in the database that describes the data
be processed.
--output_bucket_url An S3 bucket that receives the transformed output data.
s = getResolvedOptions(

sys.argv, ["JOB_NAME", "input_database", "input_table", "output_bucket_url"]

= SparkContext()

eContext = GlueContext(sc)

rk = glueContext.spark_session
= Job(glueContext)
.init(args["JOB_NAME"], args)

cript generated for node S3 Flight Data.

S3FlightData_nodel = glueContext.create_dynamic_frame.from_catalog(

database=args["input_database"],
table_name=args["input_table"],
transformation_ctx="S3FlightData_nodel",

# This mapping performs two main functions:

# 1. It simplifies the output by removing most of the fields from the data.

# 2. It renames some fields. For example, "fl_date is renamed to “flight_date’.
ApplyMapping_node2 = ApplyMapping.apply(

frame=S3FlightData_nodel,
mappings=[
("year", "long", "year", "long"),
("month", "long", "month", "tinyint"),
("day_of_month", "long", "day", "tinyint"),
("fl_date", "string", "flight_date", "string"),
("carrier", "string", "carrier", "string"),
("fl_num", "long", "flight_num", "long"),
("origin_city_name", "string", "origin_city_name", "string"),

=¥
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("origin_state_abr", "string", "origin_state_abr", "string"),
("dest_city_name", "string", "dest_city_name", "string"),
("dest_state_abr", "string", "dest_state_abr", "string"),
("dep_time", "long", "departure_time", "long"),
("wheels_off", "long", "wheels_off", "long"),
("wheels_on", "long", "wheels_on", "long"),
("arr_time", "long", "arrival_time", "long"),
("mon", "string", "mon", "string"),

1,

transformation_ctx="ApplyMapping_node2",

# Script generated for node Revised Flight Data.

RevisedFlightData_node3 = glueContext.write_dynamic_frame.from_options(
frame=ApplyMapping_node2,
connection_type="s3",
format="json",
connection_options={"path": args["output_bucket_url"], "partitionKeys": []1},
transformation_ctx="RevisedFlightData_node3",

job.commit()

APl OFFMIC DV T, TAWS SDKforRuby API U7 7L 2R DUTOREY V2SR
TLEE L,

* CreateCrawler

* Createdob

* DeleteCrawler

* DeleteDatabase

* DeleteJob

* DeleteTable
» GetCrawler
* GetDatabase

* GetDatabases

* Getdob
* GetdJobRun
* GetJobRuns

L
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https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/CreateCrawler
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/CreateJob
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteCrawler
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteDatabase
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteJob
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteTable
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetCrawler
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetDatabase
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetDatabases
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetJob
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetJobRun
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetJobRuns
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« GetTables
* ListJobs

« StartCrawler
« StartJobRun

FTo>a
CreateCrawler
ROD— RAHIE, CreateCrawler Z2FEHA T2 HZEERLTVET,

SDK for Ruby

@ Note

GitHub IZlk. ZOHBOUY—REHYET., AHl—EEKREL. AWS JI— REIUKD K
DTOREERTOHEERRBLTILEE,

# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Creates a new crawler with the specified configuration.

#

# @param name [String] The name of the crawler.

# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its
metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the
crawler creates.
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https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetTables
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/ListJobs
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/StartCrawler
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/StartJobRun
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
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# @param s3_target [String] The S3 path that the crawler will crawl.
# @return [void]
def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target
}

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.message}")
raise

end

« APl MFEMIZ DWW TIE, AWS SDK for Ruby API 1J 7 7 L > A®M TCreateCrawler; 22 8BL T
<fEEEL,

Createlob

RDI—RHIE, Createlob ZFERATHHEZRLTVET,

SDK for Ruby

(® Note

GitHub (=&, TOOUY—REHYET. Afl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBAL T LEE,

# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
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https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/CreateCrawler
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples

AWS SDK for Ruby FAROYS—HA R

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

Creates a new job with the specified configuration.

#
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3’
},
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.messagel}")
raise
end

« APl OFMIC DWW TIE, AWS SDK for Ruby API ) 7 7 L > A®M "CreateJob, 5B T #
=L,

DeleteCrawler

ROD— RHIF, DeleteCrawler ZFEATAHZEERLTVET,
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https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/CreateJob

AWS SDK for Ruby FAROYS—HA K

SDK for Ruby

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{namel}: \n#{e.messagel}")
raise

end

« APl OFFM#IC DWW TIE, AWS SDK for Ruby API ) 7 7 L 2> A®M "DeleteCrawler; ZZ8L T
<EEW,

DeleteDatabase
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteCrawler
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SDK for Ruby

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API ) 7 7 L > A® TDeleteDatabases ZZ 8L
TLEZL,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteDatabase
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SDK for Ruby

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")

end

« APl OFFMIC DV Tk, AWS SDK for Ruby API ) 7 7 L > A® MDeleteJoby #SHBL T £
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteJob
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SDK for Ruby

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete job: \n#{e.messagel}")
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API ) 7 7 L > A®M TDeleteTabley #3 8L T<L
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteTable
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SDK for Ruby

® Note

GitHub ICl&, ZDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end

« APl OFFMIC DWW TIE, AWS SDK for Ruby API )7 7 L > A®M "GetCrawlery Z2Z B L T
EEL,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetCrawler

AWS SDK for Ruby FAROYS—HA R

GetDatabase

ROD— RHIE, GetDatabase ZFRA T2 AZEZRLTVET,

SDK for Ruby

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific database.

#

# @param name [String] The name of the database to retrieve information about.

# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil

if not found.

def get_database(name)
response = @glue_client.get_database(name: name)
response.database

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise

end

« APl OFEMIC DV TIE, AWS SDK for Ruby API 1) 7 7 L > A® "GetDatabase; £ 8L T
<EEW,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetDatabase
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GetJobRun

ROI— RHIE, GetJobRun ZFEATHAHEERLTVET,

SDK for Ruby

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

« APl OFFMICDWVWTIE, AWS SDK for Ruby API U7 7 L2 A®D "GetJobRuny Z2Z8L TL
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetJobRun
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GetJobRuns

ROI— RHIE, GetJobRuns Z2ERT2HEEZRLTVWET,

SDK for Ruby

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

« APl OFFMIC DV TIE, AWS SDK for Ruby API ) 7 7 L > A® "GetJobRunsy ZZ8RL T
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetJobRuns
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GetTables

ROD— RHIE, GetTables Z2FERAT2HEEZRLTVWET,

SDK for Ruby

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.

# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end

« APl OFFMICDWVWTIE, AWS SDK for Ruby API U7 7L AD "GetTables; 28R L T
=W,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
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ListJobs
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SDK for Ruby

® Note

GitHub iZik. ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOAEEERBLTILEE,

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.messagel}")
raise

end
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StartCrawler
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper «class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

Starts a job run for the specified job.

#
#
# @param name [String] The name of the job to start the run for.
# @param input_database [String] The name of the input database for the job.
# @param input_table [String] The name of the input table for the job.
# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.
def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
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@logger.error("Glue could not start job run #{name}: \n#{e.messagel}")
raise
end
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require 'aws-sdk-iam'
require 'logger'

# IAMManager is a class responsible for managing IAM operations
# such as listing all IAM policies in the current AWS account.
class IAMManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all IAM policies in the current AWS account.
def list_policies
@logger.info('Here are the IAM policies in your account:')

paginator = @client.list_policies
policies = []

paginator.each_page do |page|
policies.concat(page.policies)
end

if policies.empty?
@logger.info("You don't have any IAM policies.")
else
policies.each do |[policy|
@logger.info("- #{policy.policy_name}")
end
end
end
end

if $PROGRAM_NAME == __ FILE__
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iam_client = Aws::IAM::Client.new
manager = IAMManager.new(iam_client)
manager.list_policies

end
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# Wraps the scenario actions.
class ScenarioCreateUserAssumeRole
attr_reader :iam_client

# @param [Aws::IAM::Client] iam_client: The AWS IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Waits for the specified number of seconds.
#
# @param duration [Integer] The number of seconds to wait.
def wait(duration)
puts('Give AWS time to propagate resources...')
sleep(duration)
end

# Creates a user.

#

# @param user_name [String] The name to give the user.

# @return [Aws::IAM::User] The newly created user.

def create_user(user_name)
user = @iam_client.create_user(user_name: user_name).user
@logger.info("Created demo user named #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info('Tried and failed to create demo user.')
@logger.info("\t#{e.code}: #{e.message}")
@logger.info("\nCan't continue the demo without a user!")
raise

else
user

end

# Creates an access key for a user.

#

# @param user [Aws::IAM::User] The user that owns the key.

# @return [Aws::IAM::AccessKeyPair] The newly created access key.
def create_access_key_pair(user)

=98 183



AWS SDK for Ruby FAROYS—HA R

user_key = @iam_client.create_access_key(user_name: user.user_name).access_key
@logger.info("Created accesskey pair for user #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create access keys for user #{user.user_namel}.")
@logger.info("\t#{e.code}: #{e.message}")
raise

else
user_key

end

# Creates a role that can be assumed by a user.
#
# @param role_name [String] The name to give the role.
# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.
# @return [Aws::IAM::Role] The newly created role.
def create_role(role_name, user)
trust_policy = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Principal: { 'AWS': user.arn },
Action: 'sts:AssumeRole'
1]
}.to_json
role = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: trust_policy
).role
@logger.info("Created role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a role for the demo. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")

raise
else
role
end
# Creates a policy that grants permission to list S3 buckets in the account, and
# then attaches the policy to a role.
#
# @param policy_name [String] The name to give the policy.
# @param role [Aws::IAM::Role] The role that the policy is attached to.
# @return [Aws::IAM::Policy] The newly created policy.
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def create_and_attach_role_policy(policy_name, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 's3:ListAllMyBuckets',
Resource: 'arn:aws:s3:::*'
1]
}.to_json
policy = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document
).policy
@iam_client.attach_role_policy(
role_name: role.role_name,
policy_arn: policy.arn
)
@logger.info("Created policy #{policy.policy_name} and attached it to role
#{role.role_namel}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a policy and attach it to role #{role.role_name}.
Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end

Creates an inline policy for a user that lets the user assume a role.

@param policy_name [String] The name to give the policy.
@param user [Aws::IAM::User] The user that owns the policy.
@param role [Aws::IAM::Role] The role that can be assumed.
@return [Aws::IAM::UserPolicy] The newly created policy.
def create_user_policy(policy_name, user, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 'sts:AssumeRole',
Resource: role.arn
1]
}.to_json
@iam_client.put_user_policy(

#
#
#
#
#
#

user_name: USer.user_name,
policy_name: policy_name,
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policy_document: policy_document

)

puts("Created an inline policy for #{user.user_name} that lets the user assume
role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create an inline policy for user #{user.user_name}.
Here's why: ")

@logger.info("\t#{e.code}: #{e.messagel}")

raise
end

# Creates an Amazon S3 resource with specified credentials. This is separated into

a
# factory function so that it can be mocked for unit testing.

#

# @param credentials [Aws::Credentials] The credentials used by the Amazon S3
resource.

def create_s3_resource(credentials)
Aws: :S3::Resource.new(client: Aws::S3::Client.new(credentials: credentials))
end

# Lists the S3 buckets for the account, using the specified Amazon S3 resource.
# Because the resource uses credentials with limited access, it may not be able to
# list the S3 buckets.
#
# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def list_buckets(s3_resource)

count = 10

s3_resource.buckets.each do |bucket]

@logger.info "\t#{bucket.namel}"

count -= 1
break if count.zero?
end

rescue Aws::Errors::ServiceError => e
if e.code == 'AccessDenied'
puts('Attempt to list buckets with no permissions: AccessDenied.')
else
@logger.info("Couldn't list buckets for the account. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end
end
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# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario’
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

# Deletes a role. If the role has policies attached, they are detached and
# deleted before the role is deleted.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
@iam_client.list_attached_role_policies(role_name:
role_name).attached_policies.each do |policy]|
@iam_client.detach_role_policy(role_name: role_name, policy_arn:
policy.policy_arn)
@iam_client.delete_policy(policy_arn: policy.policy_azrn)
@logger.info("Detached and deleted policy #{policy.policy_name}.")
end
@iam_client.delete_role({ role_name: role_name })
@logger.info("Role deleted: #{role_name}.")
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rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't detach policies and delete role #{role.name}. Here's
why:")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes a user. If the user has inline policies or access keys, they are deleted
# before the user is deleted.
#
# @param user [Aws::IAM::User] The user to delete.
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key]|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
end

# Runs the IAM create a user and assume a role scenario.
def run_scenario(scenario)
puts('-' * 88)
puts('Welcome to the IAM create a user and assume a role demo!')
puts('-' * 88)
user = scenario.create_user("doc-example-user-#{Random.uuid}")
user_key = scenario.create_access_key_pair(user)
scenario.wait(10)
role = scenario.create_role("doc-example-role-#{Random.uuid}", user)
scenario.create_and_attach_role_policy("doc-example-role-policy-#{Random.uuid}",
role)
scenario.create_user_policy("doc-example-user-policy-#{Random.uuid}", user, role)
scenario.wait(10)
puts('Try to list buckets with credentials for a user who has no permissions.')
puts('Expect AccessDenied from this call.')
scenario.list_buckets(
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scenario.create_s3_resource(Aws: :Credentials.new(user_key.access_key_id,

user_key.secret_access_key))
)
puts('Now, assume the role that grants permission.')
temp_credentials = scenario.assume_role(
role.arn, scenario.create_sts_client(user_key.access_key_id,
user_key.secret_access_key)
)
puts('Here are your buckets:')
scenario.list_buckets(scenario.create_s3_resource(temp_credentials))
puts("Deleting role '#{role.role_name}' and attached policies.")
scenario.delete_role(role.role_name)
puts("Deleting user '#{user.user_name}', policies, and keys.")
scenario.delete_user(user.user_name)
puts('Thanks for watching!')
puts('-' * 88)
rescue Aws::Errors::ServiceError => e
puts('Something went wrong with the demo.')
puts("\t#{e.code}: #{e.messagel}")
end

run_scenario(ScenarioCreateUserAssumeRole.new(Aws: :IAM::Client.new)) if
$PROGRAM_NAME == __ FILE__
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)

response.policy.arn
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil

end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role
# @return [Array<String>] List of policy ARNs
def list_attached_policy_arns(role_name)
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response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_arn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.messagel}")
false
end
end
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# Attaches a policy to a user
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#
# @param user_name [String] The name of the user
# @param policy_arn [String] The Amazon Resource Name (ARN) of the policy
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_user(user_name, policy_arn)
@iam_client.attach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to user: #{e.messagel}")
false
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end
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# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")

L]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.
# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.message}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
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access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.messagel}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.messagel}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.

#

# @param account_alias [String] The name of the account alias to delete.

# @return [Boolean] true if the account alias was deleted; otherwise, false.

def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
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true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy

#

# @param policy_name [String] The name of the policy

# @param policy_document [Hash] The policy document

# @return [String] The policy ARN if successful, otherwise nil

~
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def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end
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# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_arn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.messagel}")
false
end
end

« API OFEMEIC DWW TIE. AWS SDK for Ruby API 1) 7 7 L > A® "CreatePolicy, 28 L T<
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# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an error
occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json
)

role_arn = response.role.arn

policy_arns.each do |policy_arn]
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)

end

role_arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end
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Creates a service-linked role

@param service_name [String] The service name to create the role for.
@param description [String] The description of the service-linked role.
@param suffix [String] Suffix for customizing role name.

@return [String] The name of the created role

def create_service_linked_role(service_name, description, suffix)
response = @iam_client.create_service_linked_role(

#
#
#
#
#
#

aws_service_name: service_name, description: description, custom_suffix:
suffix
)
role_name = response.role.role_name
@logger.info("Created service-linked role #{role_name}.")
role_name
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't create service-linked role for #{service_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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# Creates a user and their login profile
#
# @param user_name [String] The name of the user
# @param initial_password [String] The initial password for the user
# @return [String, nil] The ID of the user if created, or nil if an error occurred
def create_user(user_name, initial_password)
response = @iam_client.create_user(user_name: user_name)
@iam_client.wait_until(:user_exists, user_name: user_name)
@iam_client.create_login_profile(
user_name: user_name,
password: initial_password,
password_reset_required: true
)
@logger.info("User '#{user_name}' created successfully.")
response.user.user_id
rescue Aws::IAM::Errors::EntityAlreadyExists
@logger.error("Error creating user '#{user_name}': user already exists.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.
# @return [Boolean]

def create_access_key(user_name)
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response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
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end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Deletes a role and its attached policies.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
# Detach and delete attached policies
@iam_client.list_attached_role_policies(role_name: role_name).each do |response]|
response.attached_policies.each do |policy|
@iam_client.detach_role_policy({
role_name: role_name,
policy_arn: policy.policy_azrn
1)
# Check if the policy is a customer managed policy (not AWS managed)
unless policy.policy_arn.include?('aws:policy/"')
@iam_client.delete_policy({ policy_arn: policy.policy_arn })
@logger.info("Deleted customer managed policy #{policy.policy_name}.")
end
end
end

# Delete the role
@iam_client.delete_role({ role_name: role_name })
@logger.info("Deleted role #{role_name}.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't detach policies and delete role #{role_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.message}")
raise
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,

certificate_body: certificate_body,

private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names

response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
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@logger.info('No server certificates found.')
return
end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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DeleteServicelLinkedRole
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# Deletes a service-linked role.
#
# @param role_name [String] The name of the role to delete.
def delete_service_linked_role(role_name)
response = @iam_client.delete_service_linked_role(role_name: role_name)
task_id = response.deletion_task_id
check_deletion_status(role_name, task_id)
rescue Aws::Errors::ServiceError => e
handle_deletion_error(e, role_name)
end

private

# Checks the deletion status of a service-linked role
#
# @param role_name [String] The name of the role being deleted
# @param task_id [String] The task ID for the deletion process
def check_deletion_status(role_name, task_id)
loop do
response = @iam_client.get_service_linked_role_deletion_status(
deletion_task_id: task_id
)
status = response.status
@logger.info("Deletion of #{role_name} #{status}.")
break if %w[SUCCEEDED FAILED].include?(status)

sleep(3)
end

end

# Handles deletion error
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#
# @param e [Aws::Errors::ServiceError] The error encountered during deletion
# @param role_name [String] The name of the role attempted to delete
def handle_deletion_error(e, role_name)
return if e.code == 'NoSuchEntity'

@logger.error("Couldn't delete #{role_name}. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise

end

« APl OFEMIC DWW TIE, AWS SDK for Ruby API 1) 7 7 L > A® "DeleteServiceLinkedRole
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
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rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end

« APl OFMIC DV TIE, AWS SDK for Ruby API U 7 7 L > A®M "DeleteUser; #58L TL
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# Deletes a user and their associated resources

#

# @param user_name [String] The name of the user to delete
def delete_user(user_name)

user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key]|

@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name })
@logger.info("Deleted access key #{key.access_key_id} for user
'"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end

« APl OFFHIC DV TIE. AWS SDK for Ruby API 1) 7 7 L > A®M TDeleteUserPolicy s 28 L
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
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# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end
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# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_arn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.messagel}")
false
end
end

« APl MEFEMIC DV TIE, AWS SDK for Ruby API 1J 7 7 L > A®M TDetachRolePolicy; 28
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# Detaches a policy from a user
#
# @param user_name [String] The name of the user
# @param policy_arn [String] The ARN of the policy to detach
# @return [Boolean] true if the policy was successfully detached, false otherwise
def detach_user_policy(user_name, policy_arn)
@iam_client.detach_user_policy(
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user_name: user_name,
policy_arn: policy_arn
)
@logger.info("Policy '#{policy_arn}' detached from user '#{user_name}'
successfully.")
true
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error('Error detaching policy: Policy or user does not exist.')
false
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from user '#{user_name}': #{e.messagel}")
false
end

« APl OFMIC DV TIE, TAWS SDK for Ruby API ) 7 7 L > A1 @ "DetachUserPolicy s %
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# Class to manage IAM account password policies
class PasswordPolicyManager
attr_accessor :iam_client, :logger

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'IAMPolicyManager'

end

# Retrieves and logs the account password policy

1
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def print_account_password_policy
response = @iam_client.get_account_password_policy
@logger.info("The account password policy is: #{response.password_policy.to_h}")
rescue Aws::IAM::Errors::NoSuchEntity
@logger.info('The account does not have a password policy.')
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't print the account password policy. Error: #{e.code} -
#{e.messagel}")
raise
end
end

. APl OEHAIZ DLW T, TAWS SDK for Ruby API U7 7 LY 2, @
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity

@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise

rescue Aws::IAM::Errors::ServiceError => e
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@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")

raise
end

« APl OFEH#IC D2V T, AWS SDK for Ruby API U7 7L 2A®D rGetPO“CXJ ZSBLTLE
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# Gets data about a role.
#
# @param name [String] The name of the role to look up.
# @return [Aws::IAM::Role] The retrieved role.
def get_role(name)
role = @iam_client.get_role({
role_name: name
}).role
puts("Got data for role '#{role.role_name}'. Its ARN is '#{role.arn}'.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't get data for role '#{name}' Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
role
end

« APl OFFMIC DV TIE, TAWS SDKfor Ruby API D7 7L 2 A1 @ "GetRoles 258 L T
2EW,

Torar 218


https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/GetPolicy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/GetRole

AWS SDK for Ruby FAROYS—HA R

GetUser
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# Retrieves a user's details
#
# @param user_name [String] The name of the user to retrieve
# @return [Aws::IAM::Types::User, nil] The user object if found, or nil if an
error occurred
def get_user(user_name)
response = @iam_client.get_user(user_name: user_name)
response.user
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("User '#{user_name}' not found.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error retrieving user '#{user_name}': #{e.messagel}")
nil
end

- APl OEHAIC DV T, TAWS SDK for Ruby API U7 7 LY Ay ® TGetUser; #88BL TL
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.
# @return [Boolean]

def create_access_key(user_name)
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response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
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end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

« APl OFFMIC DWW TIE, AWS SDK for Ruby API 1) 7 7 L > A® TListAccountAliases s ZZ R
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")
nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve

# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
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response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
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# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

« APl OFFMIC DUV TIE, TAWS SDK forRuby API U7 7L VAL D
ListAttachedRolePoliciesy ZZBL T E&E L\,
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# A class to manage IAM operations via the AWS SDK client
class IamGroupManager
# Initializes the IamGroupManager class
# @param iam_client [Aws::IAM::Client] An instance of the IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Lists up to a specified number of groups for the account.
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# @param count [Integer] The maximum number of groups to list.
# @return [Aws::IAM::Client::Response]
def list_groups(count)
response = @iam_client.list_groups(max_items: count)
response.groups.each do |group]|
@logger.info("\t#{group.group_name}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list groups for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end

« APl OFMIC DV TIE., TAWS SDKforRuby API U7 7L >R, @ MListGroups #Z B L T
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
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@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role

#

# @param role_name [String] The name of the role

# @param policy_arn [String] The policy ARN

# @return [Boolean] true if successful, false otherwise

def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
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role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role
# @return [Array<String>] List of policy ARNs
def list_attached_policy_arns(role_name)

response = @iam_client.list_attached_role_policies(role_name: role_name)

response.attached_policies.map(&:policy_azrn)
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error listing policies attached to role: #{e.messagel}")

[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_arn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.messagel}")
false
end
end
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ListRolePolicies
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# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

[]

end
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# Lists IAM roles up to a specified count.
# @param count [Integer] the maximum number of roles to list.
# @return [Array<String>] the names of the roles.
def list_roles(count)
role_names = []
roles_counted = 0

@iam_client.list_roles.each_page do |page|
page.roles.each do |role|
break if roles_counted >= count

@logger.info("\t#{roles_counted + 1}: #{role.role_name}")
role_names << role.role_name
roles_counted += 1

end

break if roles_counted >= count
end

role_names
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't list roles for the account. Here's why:")

@logger.error("\t#{e.code}: #{e.message}")
raise
end

- APl OEMEIZ DUV TIE. TAWS SDK for Ruby API U 77 LA, M "ListRoles; S BL T
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class SamlProviderlLister

# Initializes the SamlProviderLister with IAM client and a logger.

# @param iam_client [Aws::IAM::Client] The IAM client object.

# @param logger [Logger] The logger object for logging output.

def initialize(iam_client, logger = Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists up to a specified number of SAML providers for the account.
# @param count [Integer] The maximum number of providers to list.
# @return [Aws::IAM::Client::Response]
def list_saml_providers(count)
response = @iam_client.list_saml_providers
response.saml_provider_list.take(count).each do |provider|
@logger.info("\t#{provider.arn}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list SAML providers. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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HB—N—fIAEZ —ERT~. Ef. SITHEKRLET,

class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.

1

To>arv 233



AWS SDK for Ruby FAROYS—HA K

def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
'#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.messagel}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.messagel}")
false

end

end

« APl OFMIC DWW TIE, AWS SDK for Ruby API 1) 7 7 L > A® TListServerCertificates ; &%
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# Lists all users in the AWS account
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#
# @return [Array<Aws::IAM::Types::User>] An array of user objects
def list_users
users = []
@iam_client.list_users.each_page do |page|
page.users.each do |user|
users << user
end
end
users
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing users: #{e.messagel}")

[]

end
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# Creates an inline policy for a specified user.

# @param username [String] The name of the IAM user.

# @param policy_name [String] The name of the policy to create.

# @param policy_document [String] The JSON policy document.

# @return [Boolean]

def create_user_policy(username, policy_name, policy_document)

@iam_client.put_user_policy({

user_name: username,
policy_name: policy_name,
policy_document: policy_document

~
N\
w
X

235


https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/ListUsers
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS SDK for Ruby FAROYS—HA R

1)

@logger.info("Policy #{policy_name} created for user #{usernamel}.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't create policy #{policy_name} for user #{username}.
Here's why:")
@logger.error("\t#{e.code}: #{e.message}")
false
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.

# @param name [String] the name of the server certificate

# @param certificate_body [String] the contents of the certificate

# @param private_key [String] the private key contents

# @return [Boolean] returns true if the certificate was successfully created

def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
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server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.message}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
'#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.messagel}")
false
end

# Deletes a server certificate.
def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
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@logger.info("Server certificate '#{name}' deleted.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.messagel}")
false
end
end
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# Updates an IAM user's name
#
# @param current_name [String] The current name of the user
# @param new_name [String] The new name of the user
def update_user_name(current_name, new_name)
@iam_client.update_user(user_name: current_name, new_user_name: new_name)
true
rescue StandardError => e
@logger.error("Error updating user name from '#{current_name}' to '#{new_name}':
#{e.messagel}")
false
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
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# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end
puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('UTF-8")
# Placeholder for actual async work
# You can use Ruby's asynchronous programming tools like async/await or fibers
here.
return data
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|
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begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.

# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).

client = Aws::KMS::Client.new

resp = client.create_key({
tags: [
{
tag_key: 'CreatedBy',
tag_value: 'ExampleUser'
}
]
1)

puts resp.key_metadata.key_id
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Decrypted blob

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359€

blob_packed = [blob].pack('H*")

client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.decrypt({
ciphertext_blob: blob_packed
)

puts 'Raw text:
puts resp.plaintext

« APl OFFMIC DWW TIE, AWS SDK for Ruby API U7 7 L A®M Decrypty 228U T E&E
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# ARN of the AWS KMS key.
#
# Replace the fictitious key ARN with a valid key ID

keyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

text = '1234567890'
client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.encrypt({
key_id: keyId,
plaintext: text
1}
# Display a readable version of the resulting encrypted blob.

puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")
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require 'aws-sdk-kms' # v2: require 'aws-sdk'
# Human-readable version of the ciphertext of the data to reencrypt.

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢
sourceCiphertextBlob = [blob].pack('H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = 'arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.re_encrypt({
ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId

1)
# Display a readable version of the resulting re-encrypted blob.

puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")
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require 'aws-sdk-lambda'

# Creates an AWS Lambda client using the default credentials and configuration
def lambda_client
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Aws: :Lambda: :Client.new
end

# Lists the Lambda functions in your AWS account, paginating the results if
necessary

def list_lambda_functions
lambda = lambda_client

# Use a pagination iterator to list all functions

functions = []

lambda.list_functions.each_page do |page]|
functions.concat(page.functions)

end

# Print the name and ARN of each function
functions.each do |function]
puts "Function name: #{function.function_name}"
puts "Function ARN: #{function.function_arn}"
puts

end

puts "Total functions: #{functions.count}"
end

list_lambda_functions if __FILE__ == $PROGRAM_NAME
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# Get an AWS Identity and Access Management (IAM) role.
#
# @param iam_role_name: The name of the role to retrieve.
# @param action: Whether to create or destroy the IAM apparatus.
# @return: The IAM role.
def manage_iam(iam_role_name, action)
case action
when 'create'
create_iam_role(iam_role_name)
when 'destroy'
destroy_iam_role(iam_role_name)
else
raise "Incorrect action provided. Must provide 'create' or 'destroy'"
end
end

private

def create_iam_role(iam_role_name)
role_policy = {
'Version': '2012-10-17',
'Statement': [

{
'Effect': 'Allow’',
'"Principal': { 'Service': 'lambda.amazonaws.com' },
'"Action': 'sts:AssumeRole'

}

E-WiN 248


https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/lambda#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/lambda#code-examples

FROYN—=HA K

AWS SDK for Ruby

}

role = @iam_client.create_role(

role_name: jiam_role_name,
assume_role_policy_document: role_policy.to_json

)

@iam_client.attach_role_policy(
{
policy_arn:
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

'arn:aws:iam: :aws:policy/service-role/

)
wait_for_role_to_exist(iam_role_name)
@logger.debug("Successfully created IAM role: #{role['role']J['arn'1}")

sleep(10)
[role, role_policy.to_json]
end

def destroy_iam_role(iam_role_name)
@iam_client.detach_role_policy(

{

policy_arn: 'arn:aws:iam::aws:policy/service-role/

AWSLambdaBasicExecutionRole',
role_name: iam_role_name

)

@iam_client.delete_role(role_name: iam_role_name)
@logger.debug("Detached policy & deleted IAM role: #{iam_role_name}")

end

def wait_for_role_to_exist(iam_role_name)
@iam_client.wait_until(:role_exists, { role_name: iam_role_name }) do |w]

w.max_attempts = 5
w.delay = 5
end
end

HOHULNZA—ZELTEEENEREZEX T Lambda /\ R —Z2EEL KXY,

require 'logger'

# A function that increments a whole number by one (1) and logs the result.
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Requires a manually-provided runtime parameter, 'number', which must be Int

@param event [Hash] Parameters sent when the function is invoked
@param context [Hash] Methods and properties that provide information
about the invocation, function, and execution environment.
@return incremented_number [String] The incremented number.
def lambda_handler(event:, context:)
logger = Logger.new($stdout)
log_level = ENV['LOG_LEVEL']
logger.level = case log_level
when 'debug'
Logger: :DEBUG
when 'info'
Logger: :INFO
else
Logger: :ERROR
end
logger.debug('This is a debug log message.')
logger.info('This is an info log message. Code executed successfully!')

#
#
#
#
#
#

number = event['number'].to_i

incremented_number = number + 1

logger.info("You provided #{number.round} and it was incremented to
#{incremented_number.round}")

incremented_number.round.to_s
end

Lambda BHOF7O4/NY T —>H2EMUET,

# Creates a Lambda deployment package in .zip format.
#
# @param source_file: The name of the object, without suffix, for the Lambda file
and zip.
# @return: The deployment package.
def create_deployment_package(source_file)
Dir.chdir(File.dirname(__FILE__))
if File.exist?('lambda_function.zip')
File.delete('lambda_function.zip')
@logger.debug('Deleting old zip: lambda_function.zip')
end
Zip::File.open('lambda_function.zip', create: true) do |zipfile]|
zipfile.add('lambda_function.rb', "#{source_file}.rb")
end
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@logger.debug("Zipping #{source_file}.rb into: lambda_function.zip.")
File.read('lambda_function.zip').to_s
rescue StandardError => e

@logger.error("There was an error creating deployment package:\n #{e.messagel}")
end

# L L Lambda BSZ D 1ER

Deploys a Lambda function.

@param function_name: The name of the Lambda function.

@param handler_name: The fully qualified name of the handler function.
@param role_arn: The IAM role to use for the function.

@param deployment_package: The deployment package that contains the function
code in .zip format.

# @return: The Amazon Resource Name (ARN) of the newly created function.

def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({

HOH O O B

E=3

role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {

zip_file: deployment_package
},
environment: {

variables: {

'"LOG_LEVEL' => 'info'

}
)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]
w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end
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# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

Lambda S DREZEHL T, HLLVWRREHRZFALET,

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level

}
1)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end
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# Updates the code for a Lambda function by submitting a .zip archive that
contains
the code for the function.

H

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.messagel}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

HMAMAZDARDZ—2—%FERAL T, BBEFEOITNXTO Lambda Bz —EXRRLE T,

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response[ 'functions'].each do |function]|
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
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@logger.error("There was an error listing functions:\n #{e.message}")
end

¥ ED Lambda BIBZ HIBRL £ 9,

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

« APl OFFMIC DV TIE, TAWS SDKforRuby API U7 7L A1 OUTORNEY VZSRL
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new

@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region:

@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN

end

Deploys a Lambda function.

'us-east-1"')

@param handler_name: The fully qualified name of the handler function.

#
#
# @param function_name: The name of the Lambda function.
#
#

@param role_arn: The IAM role to use for the function.

# @param deployment_package: The deployment package that contains the function

code in .zip format.

# @return: The Amazon Resource Name (ARN) of the newly created function.
def create_function(function_name, handler_name, role_arn, deployment_package)

response = @lambda_client.create_function({

role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',

code: {

zip_file: deployment_package

o
environment: {
variables: {

'"LOG_LEVEL' => 'info'

1)
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@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]
w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

« APl MEFEMIC DV TIE, AWS SDK for Ruby API 1J 7 7 L > A®M TCreateFunction; #ZBL
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.

~
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def delete_function(function_name)
print "Deleting function: #{function_name}...
@lambda_client.delete_function(
function_name: function_name

)

print 'Done!'.green

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

« APl MFEMIC DWW TIE, AWS SDK for Ruby API 1J 7 7 L > A®M TDeleteFunctions 3B L T
<fEEEL,

GetFunction
RO— RHIF, GetFunction ZFERATAAZEERLTVET,

SDK for Ruby

(® Note

GitHub (=&, TOOUY—REHYET. ABl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBAL T LEE,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Gets data about a Lambda function.

#

# @param function_name: The name of the function.

# @return response: The function data, or nil if no such function exists.

~
\}
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def get_function(function_name)
@lambda_client.get_function(

{

function_name: function_name

)

rescue Aws::Lambda::Errors::ResourceNotFoundException => e
@logger.debug("Could not find function: #{function_name}:\n #{e.messagel}")
nil

end

« APl OFEMIC DWW TIX. AWS SDK for Ruby API U7 7L 2AD FGetFunction) Z#58BL T<L
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.

~
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# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

« APl OFFMIC DWW TIX, AWS SDK for Ruby API U7 7L > A®D Tinvokey Z#5RL TS
(A1

ListFunctions

ROD— RHIE, ListFunctions Z2EHA T2 522 RLTVET,

SDK for Ruby

® Note

GitHub (2. ZOHDOUY—REHET, AF—BEHRREL. AWS J— RHIUED K
UTOBREE RGO EEBBL T EEL,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response['functions'].each do |function]

~
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functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error listing functions:\n #{e.message}")
end

- API OEMEIZ DUV Tk, AWS SDK for Ruby APl U7 7 L A® MListFunctionss S 8BL T
<EEW,

UpdateFunctionCode

RO 11— RPIE, UpdateFunctionCode ZFA T2 5% %Z RLTVWET,

SDK for Ruby

(® Note

GitHub (=&, TOOUY—REHYET. AHl—BEEHRREL. AWS JI— REIUAED K
UTOBREERTOLEEBAL T LEE,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Updates the code for a Lambda function by submitting a .zip archive that
contains

# the code for the function.

#

# @param function_name: The name of the function to update.

# @param deployment_package: The function code to update, packaged as bytes in

~
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# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

« APl MFEMIZ DWW TIE, AWS SDK for Ruby API 1) 7 7 L > A®M TUpdateFunctionCode; %%
BLTLSEZL,

UpdateFunctionConfiguration

RO1— RPFlE, UpdateFunctionConfiguration A T2 5EEZRLTVET,

SDK for Ruby

(® Note

GitHub (=&, TOOUY—REHYET. Afl—BEEHRREL. AWS J— REIUAED K
UTOBREERTOLEEBAL T LEE,

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
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@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level

}
b
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

« APl OFFMICDOWTIE, AWS SDK for Ruby API U7 7L AD
MUpdateFunctionConfiguration; ZZ8BL T & L\,

>FUA
BEASOTA—RNYIVEDWNITDT7ITr—>3 2 OER

RODA— RPN, BEOIX NA—RZEZZHL. TOSHELSBRL., BEORBZHHLT, B
RENLETFARNDSEEITAINEERTDT7IT—23 2 0REEERLTVET,
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SDK for Ruby

COHYTINTTVr—23a>vik, BE7 A —RNYOA—RESHL, RELET. E4H
L, 221 —3— 9T 0RZEORTINO-_—RA%E/ELET. COFRTITRE., BEEHLSD
J7A—RNY VR ECETEBEBTEIMNLEEZBOOX M A—ROETZITRVY)ET, TO
TJT4—RNY DR, DIT7O9SA4TRE2BLUTT7IICTY7Z7O—RENET, OIX NH—
ROBEGETY7J7O—RENdE, ROFEARKELET,

« THFABNIE Amazon Textract ZEH L T, BfASHEENET,

« Amazon Comprehend [&, HIHL =T FANDRBIBETOERZIHLET,

- fiHE hi=FFANIE. Amazon Translate ZFHAL THEBICERENET,

« Amazon Polly FE L ETF AR SEF 7 7ML EERLET,

TEBT7TUE AWSCDK ZHEALTF7O/4TRENTEXT, V—ARO—REFTOMF
JELZDWTE, GitHub @7’ O I M ESRLTLKEEL,

COPITEAZNATVWERHY—ER

* Amazon Comprehend

+ Lambda

+ Amazon Polly

+ Amazon Textract

« Amazon Translate

H—N—LAH>7)L
Lambda B8 T ® Amazon RDS F— Z X — A\ D =5k

RDO— RHIE, RDS F—ER—AIC#EH TS Lambda B EREITHHZERLTVET, 20O
Bk, 07N BTF—EIR—AVIOTIANEETL, HBREERLET,

SDK for Ruby

(® Note
GitHub IZl&, ZDMHD VY —REHET, $—N—LAHVTIVRINITRERE
BleaRBOT, REERTOHEZHWIEL TV,
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FROYN—=HA K

Ruby &/ L = Lambda B8$ T ® Amazon RDS 7 —Z X — A DO

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV['AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysqgl2::Client.new(
host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true
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result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close

{
statusCode: 200,
body: result.to_json
}
rescue => e
puts "Database connection failed due to #{el}"
end
end

Kinesis N1J7—A'S Lambda Bz RUO'H T

RDI—RHITIE, Kinesis AR—ALAASLI—REZZEITDEICE2>TRIF—EhBD IR
NZZ(1H 5. Lambda BABOEEFZEZRLTVET, COBEKIE Kinesis RA1O—RZEEL.
Th#% Base64 57 1—RLT, TOLI—ROARZOTREELE T,

SDK for Ruby

® Note

GitHub IZIE, ZRMOVY—REHWET, T—N—LAHTIIVRIZ NI TRR2E
Blea RO T, REERTOHIEZMWEL TLEE L,

Ruby Zf£f L 7= Lambda T® Kinesis 1 X NDHEE,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data

rescue => err
$stderr.puts "An error occurred #{err}"
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raise err
end
end

puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)

data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")
# Placeholder for actual async work

# You can use Ruby's asynchronous programming tools like async/await or fibers
here.

return data
end

DynamoDB k) i—#' 5 Lambda BBz PO H T

RXNDI— RHlE, DynamoDB AR —AASLA—RZZEITDCEICEI2>TRIF—EhBD MK
v hZEZTES, Lambda BHEOERERZZRL TVET, BIE DynamoDB R4 O— RZHE
L. LI—ROARBZEZOTRZEBLET,

SDK for Ruby

® Note

GitHub IZIE, ZRMOVY —REHWET, T—N—LAHFTIIVRIZ NI TRR2E
Blea RO T, REERTOHIEZMWEL TLEE L,

Ruby % £/ L T Lambda T DynamoDB 41 X N DHE,

def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end
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def log_dynamodb_record(record)

puts record['eventID']

puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

Amazon DocumentDB N) ZJ—A»* S Lambda BBz O H 9

ROI—ROHIE, DocumentDB ZEARNU—AASLI—REZZEFETDEICK>TRIA—&
NdAXRNEZTES, Lambda O EREFZZRL TVWET, BEIE DocumentDB R4 O—
RzZEBL, LO—ROABZOTERELET,

SDK for Ruby

(® Note

GitHub IZI&, TRDVY —REHWET, T—N—LAHGTIVRIZ KNI TEEE
BleaROHT, REERTOHEZBWIEL TV,

Ruby Z £ L T Lambda T Amazon DocumentDB 4 X2 N DEE,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"
puts "db: #{db}"
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puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end

Amazon MSK MU #—H 5 Lambda BE#z2 RO H T

RXOI—REIE, Amazon MSK 95 AZ—ASL—REZETRDEICEL > TN H—ndD A
R NE2Z(TES, Lambda BB OEEFZEEZRLTVWET, BEHIE MSKRAMO—RZHREBL., L
Od—ROABZOTREEKLET,

SDK for Ruby

(@ Note

GitHub IZIE, ZREDVY —RAEHWET, T—N—LAHGTI VRIS NI TEEE
PleROFT, REERTOHFEZEEL TSV,

Ruby Zf£f L /= Lambda T® Amazon MSK 1 X N DHE,

require 'base64'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records]|
puts "Key: #{key}"

# Iterate through records
records.each do |record]|
puts "Record: #{record}"

# Decode baseb4
msg = Baseb4.decodeb4(record['value'])
puts '"Message: #{msg}"
end
end
end
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Amazon S3 R i—H'S Lambda Bz RO H T

RODA—RPlE, SSNTYRNCATDIORNEZTYTO—RIBEILE>TRIA—ET D AN
V NZZ(TES Lambda B ZzRETBHEZTRLTVET, COBEHKK, IXRVKRNFX=—2H
SSINTYRBEATDIORNF—%ZHWBL, Amazon S3API ZRUHLTAT 2T o 0>
TOYRATEREBLTOTICREELET,

SDK for Ruby

(® Note

GitHub IZI&, ZTREDVY —REHWET, T—N—LAHGTIVRIZ KNI TREEE
BleaRBOT, REERTOHEZHWIEL TLEEL,

Ruby ZffA L T Lambda TH S3 /X NDEE,

require 'json'
1

require 'uri
require 'aws-sdk'

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
end
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Amazon SNS MU —H 5 Lambda Bz RO H 9

ROI—RElE, SNS hEY IASAYE—TZZFEIDCEILI2TRIA—EThD IRV N
ZX%(THS Lambda B ZRET D HEZRLTVERT, COBEBRRFARYRNNTX—FHASEXY
E-—JZBBEL. EXVE—CORBEERRLET,

SDK for Ruby

(@ Note

GitHub IZIE, ZREDVY —RAEHWET, T—N—LAHGVTI VRIS NI TEEE
PleROFT, REERTOHFEZEEL TSV,

Ruby ZfEA L 7= Lambda T®MD SNS /1 X2 KDEE,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e

puts("Error processing message: #{el}")
raise
end

Amazon SQS K H—7AHS Lambda ¥z HO'HT

ROI—RHITE, SQSF1—HEXYVE—DZRFEITRELL2TRNIA—ETNDARURNE
ZITHS, Lambda BBDEREFEZZRLTVET, CORBBARRMNIXA—EL XY D
ZHEL, BXYE-—JOANBRERELEXT,
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SDK for Ruby

® Note

GitHub IZIE, ZDMDOVY —REHWET, T—N—LAHTIIVRIZ NI TRR2E
PleROFT, REERTOHFEEZEEL TSLEEL,

Ruby Zf# A L = Lambda T®H SQS /1 X NDEE,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

Kinesis MU Z—% @R L &= Lambda B TONY FT7A TLRKBOLAR—K

LTFOO—REITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda O =D, oM
NYFLARADEERZZRLTVET, COBEHIEE. LARCAELTINYFT7ATLDOEREY
EREL, HROXYVE—ZEZTHRITIAERS Lambda ICIEAE T,
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SDK for Ruby

@ Note

GitHub ICl&, ZDMOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
BleaROHT, REERTOHIEZMWEL TV,

Ruby %/ L T Lambda T Kinesis N\Y F7 A TLKBOLKR—KNELET,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
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end

DynamoDB K1) #j—7T Lambda BB ONY FT7 A T LD KK ZELR—KT D

RO 1— RPlE, DynamoDB AR —AAS AR N %% (TH S Lambda BB OB o &/NY FL
ARVADREFEZZRLTVET, COBBEE. LARVRAELTINYFTATLORRZRE
L. ROXY -2 2R THHAITISELS Lambda IZEEAE T,

SDK for Ruby

(@ Note

GitHub IZIE, ZREDVY —RAEHWET, T—N—LAHGVTI VRIS NI TEEE
PleROFT, REERTOHFEZEEL TSV,

Ruby % L T Lambda T DynamoDB O/NY F7 4 T ALAKBDOLKR—K,

def lambda_handler(event:, context:)
records = event["Records"]

cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end
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Amazon SQS R H—%ZEHAL /= Lambda BB TONY FT7A TLRKBOLR—b

LTOO—RAITEE, SQSF1—HLS5 MR NE2Z(TED Lambda BEO =D, oM /NY F
LARADRESFEZZRLTVWET, COBRIE., LARCAELTINYFTFATLORKZRE
L., BROXYE—2ZETHBITTISELS Lambda ICIEAE T,

SDK for Ruby

® Note

GitHub IZIE, ZDMDOVY —REHWET, T—N—LAHTIIVRIZ NI TRRE
PleROFT, REERTOHFEZEEL TSLEEL,

Ruby 2 L = Lambda T®H SQS /NY F7 A TLAKRBDOL KR—K,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end
end
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SDK for Ruby Z £ L = Amazon MSK &

RO 1— RFIE, Amazon MSK AWS SDK for Ruby T ZFALTF7 V23> ERTL, — BB
FTUAZERKTBDHEEZRLTVET,

ZHICFEZTE2BY—AD—RAQOIINEENTHY, AVTFAMNNTI—REZREB LKVOEIT
IRHEDOFIEEERTEEXRT,

=Ry

e Y—N—LAH>T)

H—N—LAHG>7)
Amazon MSK M) HJ—H 5 Lambda BE#i&E RO H T

ROI—RHIE, Amazon MSK 9T AZ—ASL 1—REZZETDHEICE2TRIH—Ehda
R NEZ(TES, Lambda BB OEEFZEFERLTVWET, BEHIE MSKRAMO—RZEEL, L
d—RORNBEOTZBERLET,

SDK for Ruby
(@ Note

GitHub IZIE, ZREDVY —REHWET, T—N—LAGTIVRIS NI TREEE
PleROFT, REERTOIEZEEL TSV,

Ruby Z M L = Lambda T® Amazon MSK 1 X N DHE,

require 'base64'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"
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# Decode baseb4
msg = Base64.decodeb64(record['value'])
puts '"Message: #{msg}"
end
end
end

SDK for Ruby %/ L = Amazon Polly @l
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require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: 'en-US')

resp.voices.each do |v|
puts v.name
puts " #{v.gender}"
puts
end
rescue StandardError => e
puts 'Could not get voices'
puts 'Error message:'
puts e.message
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API 1) 7 7 L 2> A® TDescribeVoicess ZZ R L
TLEEL,
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require 'aws-sdk-polly' # In v2: require 'aws-sdk'
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begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.list_lexicons

resp.lexicons.each do |1]
puts l.name
puts " Alphabet:#{1l.attributes.alphabet}"
puts " Language:#{1l.attributes.language}"
puts
end
rescue StandardError => e
puts 'Could not get lexicons'
puts 'Error message:'
puts e.message
end

« APl OFFMIC DWW TIE, AWS SDK for Ruby API U7 7 L > A® TListLexiconsy ZZ8L T<L
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require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin

1
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# Get the filename from the command line
if ARGV.empty?

puts 'You must supply a filename'

exit 1
end

filename = ARGV[O]

# Open file and get the contents as a string
if File.exist?(filename)
contents = I0.read(filename)
else
puts "No such file: #{filename}"
exit 1
end

# Create an Amazon Polly client using

# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: 'mp3',
text: contents,
voice_id: 'Joanna'

D

# Save output

# Get just the file name

# abc/xyz.txt -> xyx.txt

name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split('."')

first_part = parts[0]

mp3_file = "#{first_part}.mp3"

I0.copy_stream(resp.audio_stream, mp3_file)

puts "Wrote MP3 content to: #{mp3_file}"
rescue StandardError => e

puts 'Got error:'

puts 'Error message:'

puts e.message
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end
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require 'aws-sdk-rds'
require 'logger'

# RDSManager is a class responsible for managing RDS operations
# such as listing all RDS DB instances in the current AWS account.
class RDSManager
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def initialize(client)

@client = client

@logger = Logger.new($stdout)
end

# Lists and prints all RDS DB instances in the current AWS account.
def list_db_instances
@logger.info('Listing RDS DB instances')

paginator = @client.describe_db_instances

[]

instances

paginator.each_page do |page|
instances.concat(page.db_instances)
end

if instances.empty?
@logger.info('No instances found.')
else
@logger.info("Found #{instances.count} instance(s):")
instances.each do |instance|
@logger.info(" * #{instance.db_instance_identifier}
(#{instance.db_instance_status})")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
rds_client = Aws::RDS::Client.new(region: 'us-west-2')
manager = RDSManager.new(rds_client)
manager.list_db_instances

end

« APl OFFMICDWTIX, TAWS SDK for Ruby API ')V 7 7 L > A, ® "DescribeDBInstances
BSRLTLSEZL,
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

Create a snapshot for an Amazon Relational Database Service (Amazon RDS)
DB instance.

@param rds_resource [Aws::RDS::Resource] The resource containing SDK logic.
@param db_instance_name [String] The name of the Amazon RDS DB instance.
@return [Aws::RDS::DBSnapshot, nil] The snapshot created, or nil if error.
def create_snapshot(rds_resource, db_instance_name)

id = "snapshot-#{rand(10**6)}"

db_instance = rds_resource.db_instance(db_instance_name)
db_instance.create_snapshot({

#
#
#
#
#
#

db_snapshot_identifier: id
)

rescue Aws::Errors::ServiceError => e
puts "Couldn't create DB instance snapshot #{id}:\n #{e.message}"
end

« APl OFFMICDOWTIX, TAWS SDK for Ruby API 7 7 LA, @ "CreateDBSnapshot; %&
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@® Note
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instances.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all DB instances, or nil if error.
def list_instances(rds_resource)
db_instances = []
rds_resource.db_instances.each do |i]
db_instances.append({
"name": i.id,
"status": i.db_instance_status
1)
end
db_instances
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instances:\n#{e.message}"
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API 1) 7 7 L > A® TDescribeDBInstances) %%
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SDK for Ruby

@® Note
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
1)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

- APl OEEICDWTIE, TAWS SDK for Ruby APl U7 PL YA, @
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SDK for Ruby

@® Note
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
1)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instance
# snapshots.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return instance_snapshots [Array, nil] All instance snapshots, or nil if error.
def list_instance_snapshots(rds_resource)
instance_snapshots = []
rds_resource.db_snapshots.each do |s]|
instance_snapshots.append({
"id": s.snapshot_id,
"status": s.status
)
end
instance_snapshots
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instance snapshots:\n #{e.message}"
end

- APl OEHBIZ DWW T, TAWS SDK for Ruby APl U7 7LV AL O
MDescribeDBSnapshots; ZZ8BL TS E&E LY,

H—N—LAH>7)
Lambda B8 T ® Amazon RDS ¥ — Z X — A\ O 1E#:

RD— REFlE, RDS T*—EZNX—AIZ#EHK TS Lambda BB EREIT B HEEZRLTVET, O
Bk, ST NBTF—ER—AUIITARNEERITL, BREZERLET,

H—N—LAYB T 287


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/rds#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/rds#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/rds-2014-10-31/DescribeDBSnapshots

AWS SDK for Ruby FAROYS—HA R

SDK for Ruby

@ Note

GitHub ICl&, ZDMOIVY—REHYET, Y—N—LAGVTIVRDS KNI TERE
BleaROHT, REERTOHIEZMWEL TV,

Ruby %Zf£f L /= Lambda B§$k T ® Amazon RDS 7 — & X — A\ Dk

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV[ 'AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV[ 'AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysql2::Client.new(
host: endpoint,
username: user,

H—N—LAH> T 288


https://github.com/aws-samples/serverless-snippets/tree/main/lambda-function-connect-rds-iam

AWS SDK for Ruby FAROYS—HA R

password: token,

port: port,

database: db_name,

sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a =3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close

{
statusCode: 200,
body: result.to_json

}

rescue => e
puts "Database connection failed due to #{e}"
end
end
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# frozen_string_literal: true

# S3Manager is a class responsible for managing S3 operations
# such as listing all S3 buckets in the current AWS account.
class S3Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all S3 buckets in the current AWS account.
def list_buckets

@logger.info('Here are the buckets in your account:')
response = @client.list_buckets

if response.buckets.empty?

@logger.info("You don't have any S3 buckets yet.")
else

response.buckets.each do |bucket|

@logger.info("- #{bucket.namel}")
end
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end
rescue Aws::Errors::ServiceError => e
@logger.error("Encountered an error while listing buckets: #{e.message}")
end
end

if $PROGRAM_NAME == _ FILE__
s3_client = Aws::S3::Client.new
manager = S3Manager.new(s3_client)
manager.list_buckets

end

« APl OFFMIC DV TIE, AWS SDK for Ruby API ) 7 7 L > A® TListBuckets; 58 L TL
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require 'aws-sdk-s3'
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# Wraps the getting started scenario actions.
class ScenarioGettingStarted
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Creates a bucket with a random name in the currently configured account and
# AWS Region.
#
# @return [Aws::S3::Bucket] The newly created bucket.
def create_bucket
bucket = @s3_resource.create_bucket(
bucket: "amzn-s3-demo-bucket-#{Random.uuid}",
create_bucket_configuration: {
location_constraint: 'us-east-1' # NOTE: only certain regions permitted

)
puts("Created demo bucket named #{bucket.name}.")
rescue Aws::Errors::ServiceError => e
puts('Tried and failed to create demo bucket.')
puts("\t#{e.code}: #{e.messagel}")
puts("\nCan't continue the demo without a bucket!")
raise
else
bucket
end

# Requests a file name from the user.
#
# @return The name of the file.
def create_file
File.open('demo.txt', w) { |f| f.write('This is a demo file.') }
end

# Uploads a file to an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket object representing the upload
destination
# @return [Aws::S3::0bject] The Amazon S3 object that contains the uploaded file.
def upload_file(bucket)
File.open('demo.txt', 'w+') { |f| f.write('This is a demo file.') }
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s3_object = bucket.object(File.basename('demo.txt"'))
s3_object.upload_file('demo.txt"')
puts("Uploaded file demo.txt into bucket #{bucket.name} with key
#{s3_object.key}.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't upload file demo.txt to #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
s3_object
end

# Downloads an Amazon S3 object to a file.
#
# @param s3_object [Aws::S3::0bject] The object to download.
def download_file(s3_object)
puts("\nDo you want to download #{s3_object.key} to a local file (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
puts('Enter a name for the downloaded file: ')
file_name = gets.chomp
s3_object.download_file(file_name)
puts("Object #{s3_object.key} successfully downloaded to #{file_name}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't download #{s3_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

# Copies an Amazon S3 object to a subfolder within the same bucket.
#
# @param source_object [Aws::S3::0bject] The source object to copy.
# @return [Aws::S3::0bject, nil] The destination object.
def copy_object(source_object)
dest_object = nil
puts("\nDo you want to copy #{source_object.key} to a subfolder in your bucket

(y/m)? ")
answer = gets.chomp.downcase
if answer == 'y'

dest_object = source_object.bucket.object("demo-folder/#{source_object.key}")
dest_object.copy_from(source_object)
puts("Copied #{source_object.key} to #{dest_object.key}.")

end
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rescue Aws::Errors::ServiceError => e
puts("Couldn't copy #{source_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise

else
dest_object

end

# Lists the objects in an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to query.
def list_objects(bucket)
puts("\nYour bucket contains the following objects:")
bucket.objects.each do |obj]|
puts("\t#{obj.key}")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't list the objects in bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
end

# Runs the Amazon S3 getting started scenario.
def run_scenario(scenario)
puts('-' * 88)
puts('Welcome to the Amazon S3 getting started demo!')

E-WiN 294



AWS SDK for Ruby FRAOYN—HA R

puts('-' * 88)

bucket = scenario.create_bucket
s3_object = scenario.upload_file(bucket)
scenario.download_file(s3_object)
scenario.copy_object(s3_object)
scenario.list_objects(bucket)
scenario.delete_bucket(bucket)

puts('Thanks for watching!')
puts('-' * 88)
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo!')
end

run_scenario(ScenarioGettingStarted.new(Aws: :S3::Resource.new)) if $PROGRAM_NAME ==
__FILE__
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A7 2IE-LET,
require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket and rename it with the
target key.
#
# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo
source_bucket_name = "amzn-s3-demo-bucketl"
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source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"
target_key = "my-target-file.txt"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)
target_object = wrapper.copy_object(target_bucket, target_key)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key}."
end

run_demo if $PROGRAM_NAME == __ FILE__

F7210heIE—L, BEFTDTORMNCH—N—RIOBES{LEZEMLET,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyEncryptWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket, rename it with the target

key, and encrypt it.

#

# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the

object is copied.

# @param target_object_key [String] The key to give the copy of the object.

# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,

nil.

def copy_object(target_bucket, target_object_key, encryption)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key,

server_side_encryption: encryption)
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target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"
target_encryption = "AES256"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyEncryptWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)

target_object = wrapper.copy_object(target_bucket, target_key, target_encryption)

return unless target_object
puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key} and "\
"encrypted the target with #{target_object.server_side_encryption}
encryption."

end

run_demo if $PROGRAM_NAME == __ FILE__

« APl OFFMIC DWW TIE, AWS SDK for Ruby API U7 7 L > A® "CopyObjects; ZZBRL T
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® Note
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
'None. You must create a bucket before you can get its location!'
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
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rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{ebucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("amzn-s3-demo-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__

« APl MFEMIC DWW TIE, AWS SDK for Ruby API 1) 7 7 L > A®M "CreateBucket; #5388 L T
<fEEEL,

DeleteBucket
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SDK for Ruby

(® Note
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.

#

# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.

def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase

if answer == 'y
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bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

. API OEHMEIZ DWW Tk, AWS SDK for Ruby API ) 7 7 L A® TDeleteBucket, 88 L T
<EEL,
DeleteBucketCors
ROI— RHIIE, DeleteBucketCors ZFEATHAHEERLTVET,

SDK for Ruby

(® Note
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Deletes the CORS configuration of a bucket.
#
# @return [Boolean] True if the CORS rules were deleted; otherwise, false.
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def delete_cors
@bucket_cors.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

« APl OFEMIC DWW TIE, AWS SDK for Ruby API 1) 7 7 L > A®M "DeleteBucketCorsy &5

LTLSEEL,

DeleteBucketPolicy

RO I— RHIE, DeleteBucketPolicy ZFAT2HEZRLTVET,

SDK for Ruby

® Note
GitHub IClE. ZTDHDOVY—REHY T, APl—EZKRRL. AWS J—RHIVAKRD

UTOBREE RGO EEBBL T EEL,

# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

def delete_policy
@bucket_policy.delete
true

rescue Aws::Errors::ServiceError => e
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puts "Couldn't delete the policy from #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"

false
end

end

« APl OFFMIC DWW TIE, AWS SDK for Ruby API U 7 7 L > A®M "DeleteBucketPolicy s %58
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DeleteObjects
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SDK for Ruby

® Note
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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« APl OFFMIC DWW TIX, AWS SDK for Ruby API IJ 7 7 L > A® "DeleteObjectsy ZZBRL T
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SDK for Ruby

(® Note
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Gets the CORS configuration of a bucket.
#
# @return [Aws::S3::Type::GetBucketCorsOutput, nil] The current CORS configuration
for the bucket.
def cors
@bucket_cors.data
rescue Aws::Errors::ServiceError => e
puts "Couldn't get CORS configuration for #{e@bucket_cors.bucket.name}. Here's
why: #{e.message}"
nil
end

end
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SDK for Ruby

® Note
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Gets the policy of a bucket.
#
# @return [Aws::S3::GetBucketPolicyOutput, nil] The current bucket policy.
def policy
policy = @bucket_policy.data.policy
policy.respond_to?(:read) ? policy.read : policy
rescue Aws::Errors::ServiceError => e
puts "Couldn't get the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
nil
end

end
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« APl OFMIC DV TIE, AWS SDK for Ruby API ) 7 7 L > A®M "GetBucketPolicy; 5B L
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GetObject
RO I— RBlIE, GetObject ZHEATH A EZRLTVET,

SDK for Ruby

® Note

GitHub iZik, ZDHOUY—REHYET., AHl—EEHREL. AWS JI— REIUKD K
DTOREERTOHEERBLTIEE,

A7SIORNERBLET,
require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object directly to a file.
#
# @param target_path [String] The path to the file where the object is downloaded.
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def get_object(target_path)
@object.get(response_target: target_path)
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{eobject.key}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo
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bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"
target_path = "my-object-as-file.txt"

wrapper = ObjectGetWrapper.new(Aws: :S3::0bject.new(bucket_name, object_key))

obj_data = wrapper.get_object(target_path)
return unless obj_data

puts "Object #{object_key} (#{obj_data.content_length} bytes} downloaded to

#{target_path}."
end

run_demo if $PROGRAM_NAME == __ FILE__

FT7DTUREBBL, Y —N—AOBS{LREZLR-—KNLET,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetEncryptionWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.

def initialize(object)
@object = object
end

# Gets the object into memory.
#

# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if

successful; otherwise nil.
def object
@object.get
rescue Aws::Errors::ServiceError => e

puts "Couldn't get object #{eobject.key}.

end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

Here's why: #{e.message}"
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wrapper = ObjectGetEncryptionWrapper.new(Aws::S3::0bject
object_key))

obj_data = wrapper.get_object

return unless obj_data

encryption = obj_data.server_side_encryption.nil? ? 'no'
obj_data.server_side_encryption

puts "Object #{object_key} uses #{encryption} encryption.

end

run_demo if $PROGRAM_NAME == __ FILE__

« APl OFFMIIC DV Tk, AWS SDK for Ruby API U7 7L A®D
=L,
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SDK for Ruby

® Note

.new(bucket_name,

FGetObjecty ZZRL T2
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectExistsWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An Amazon S3 object.
def initialize(object)

@object = object
end

# Checks whether the object exists.
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#
# @return [Boolean] True if the object exists; otherwise false.
def exists?
@object.exists?
rescue Aws::Errors::ServiceError => e
puts "Couldn't check existence of object #{@object.bucket.name}:#{@object.key}.
Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectExistsWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
exists = wrapper.exists?

puts "Object #{object_key} #{exists ? 'does' : 'does not'} exist."
end
run_demo if $PROGRAM_NAME == __ FILE__

« APl OFFHIIC DV T, TAWS SDK for Ruby API V7 7L > A, @ THeadObjecty ZZ 8L
TLEEL,
ListBuckets
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SDK for Ruby

(® Note
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require 'aws-sdk-s3'
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# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

- APl OFFMIIC DV Tk, AWS SDK for Ruby API )7 7 L > A® MListBuckets; 2L T<
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketListObjectsWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
def initialize(bucket)

@bucket = bucket
end

# Lists object in a bucket.
#
# @param max_objects [Integer] The maximum number of objects to list.
# @return [Integer] The number of objects listed.
def list_objects(max_objects)
count = 0
puts "The objects in #{@bucket.name} are:"
@bucket.objects.each do |obj|
puts "\t#{obj.key}"
count +=1
break if count == max_objects
end
count
rescue Aws::Errors::ServiceError => e
puts "Couldn't list objects in bucket #{bucket.name}. Here's why: #{e.message}"
0
end
end

# Example usage:
def run_demo
bucket_name = "amzn-s3-demo-bucket"
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wrapper = BucketListObjectsWrapper.new(Aws: :S3::Bucket.new(bucket_name))
count = wrapper.list_objects(25)
puts "Listed #{count} objects."

end

run_demo if $PROGRAM_NAME == _ FILE__

« APl OFFMIC DV TIE, AWS SDK for Ruby API U 7 7 L > A® TListObjectsV2y ZZ8L T
<EEL,
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SDK for Ruby

® Note
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Sets CORS rules on a bucket.

#

# @param allowed_methods [Array<String>] The types of HTTP requests to allow.
# @param allowed_origins [Array<String>] The origins to allow.

# @returns [Boolean] True if the CORS rules were set; otherwise, false.

def set_cors(allowed_methods, allowed_origins)
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@bucket_cors.put(
cors_configuration: {
cors_rules: [
{

allowed_methods: allowed_methods,
allowed_origins: allowed_origins,
allowed_headers: %w[*],
max_age_seconds: 3600

)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set CORS rules for #{ebucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

« APl OFFMIC DWW TIE, AWS SDK for Ruby API U7 7 L > A® "PutBucketCorsy 258 L T
<EEW,
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy
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# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Sets a policy on a bucket.
#
def policy(policy)
@bucket_policy.put(policy: policy)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set the policy for #{e@bucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end

- APl OFFMIC DWW TIX, AWS SDK for Ruby API U7 7 L > A®M TPutBucketPolicy; S8R L
TLEEL,

PutBucketWebsite
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket website actions.
class BucketWebsiteWrapper
attr_reader :bucket_website
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# @param bucket_website [Aws::S3::BucketWebsite] A bucket website object
configured with an existing bucket.
def initialize(bucket_website)
@bucket_website = bucket_website
end

# Sets a bucket as a static website.
#
# @param index_document [String] The name of the index document for the website.
# @param error_document [String] The name of the error document to show for 4XX
errors.
# @return [Boolean] True when the bucket is configured as a website; otherwise,
false.
def set_website(index_document, error_document)
@bucket_website.put(
website_configuration: {
index_document: { suffix: index_document },
error_document: { key: error_document }

)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't configure #{@bucket_website.bucket.name} as a website. Here's
why: #{e.message}"
false
end
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
index_document = "index.html"
error_document = "404.html"

wrapper = BucketWebsiteWrapper.new(Aws::S3::BucketWebsite.new(bucket_name))
return unless wrapper.set_website(index_document, error_document)

puts "Successfully configured bucket #{bucket_name} as a static website."
end

run_demo if $PROGRAM_NAME == __ FILE__
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« APl OFMIC DWW TIE, AWS SDK for Ruby API )7 7 L > A® "PutBucketWebsite J
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PutObject
ROD— RPIE, PutObject ZFEATBDHZEZRLTVET,
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(® Note
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N EZx—2 RF7 v 7O—4 — (Object.upload_file) 2L T7 74 )N &27 Yy 7O0—RLET,
require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectUploadFileWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end
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# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws: :S3::0bject.new(bucket_name,
object_key))
return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."
end

run_demo if $PROGRAM_NAME == __ FILE__

Objectput ZEALT 77 AILEFY 7O—KLET,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object(source_file_path)
File.open(source_file_path, 'rb') do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:
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def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper = ObjectPutWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success

puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == __ FILE__

Objectput ZALTC7 74N ET7Y70—RL, Y—N—@HlOES{LZEMLET,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutSseWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object_encrypted(object_content, encryption)
@object.put(body: object_content, server_side_encryption: encryption)
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't put your content to #{object.key}. Here's why: #{e.message}"
false

end

end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-encrypted-content"
object_content = "This is my super-secret content."

encryption = "AES256"
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wrapper = ObjectPutSseWrapper.new(Aws::S3::0bject.new(bucket_name,

object_content))
return unless wrapper.put_object_encrypted(object_content, encryption)

puts "Put your content into #{bucket_name}:#{object_key} and encrypted it with
#{encryption}."

end

run_demo if $PROGRAM_NAME == __ FILE__

« APl OFFHIIC DV TIF. AWS SDK for Ruby API U7 7 L > A® TPutObjecty ZZBRL T
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require 'aws-sdk-s3'
require 'net/http'

# Creates a presigned URL that can be used to upload content to an object.
#
# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
# @param object_key [String] The key to give the uploaded object.
# @return [URI, nil] The parsed URI if successful; otherwise nil.
def get_presigned_url(bucket, object_key)
url = bucket.object(object_key).presigned_url(:put)
puts "Created presigned URL: #{url}"
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URI(url)

rescue Aws::Errors::ServiceError => e
puts "Couldn't create presigned URL for #{bucket.name}:#{object_key}.

#{e.message}"

end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-file.txt"
object_content = "This is the content of my-file.txt."

bucket = Aws::S3::Bucket.new(bucket_name)
presigned_url = get_presigned_url(bucket, object_key)
return unless presigned_url

response = Net::HTTP.start(presigned_url.host) do |http]

http.send_request('PUT', presigned_url.request_uri, object_content,

'content_type' => '")
end

case response
when Net::HTTPSuccess
puts 'Content uploaded!'
else
puts response.value
end

end

run_demo if $PROGRAM_NAME == __ FILE__
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(@ Note
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Ruby Zf#H L T Lambda T®H S3 1 X NDEE,

require 'json'

require 'uri

require 'aws-sdk'
puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type

bucket = event['Records'][@]['s3']['bucket']['name']

key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],

Encoding: :UTF_8)

begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type

rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist

and your bucket is in the same region as this function."
raise e

end

end

SDK for Ruby Z{£FH 9 % Amazon SES M4l

RO 1— RHIE, Amazon SES AWS SDK forRuby T ZRHLTF7 o> a>&RTL, — B>
FTUFZRETRDHFEERLTVET,
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SDK for Ruby

(® Note
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]
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status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified
puts email if status == 'Success'
end

« APl OEHEICDL T, TAWS SDK for Ruby API U7 7L A @
M GetldentityVerificationAttributes ;1 Z2Z8B L T & L\,
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SDK for Ruby
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

D

status = attrs.verification_attributes[email].verification_status
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# Display email addresses that have been verified

puts email if status == 'Success'
end
'AM@?ME?UTHWAWS&MWH%WAMU77b>Z®rUﬁWmW%JE?%bf(
ZELV,
SendEmail

ROD— RHIE, SendEmail Z2FEHTHHEEZRLTVWET,

SDK for Ruby

(® Note

GitHub IZIE, T DDV Y —RAEH W XY, Afl—EZ2HRERL. AWS J—RHAIVKRD b

UTOBREERTOLEEBALTILEE,

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace sender@example.com with your "From" address.
# This address must be verified with Amazon SES.
sender = 'sender@example.com'

# Replace recipienteexample.com with a "To" address. If your account
# is still in the sandbox, this address must be verified.
recipient = 'recipienteexample.com'

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.
# configsetname = "ConfigSet"

# The subject line for the email.
subject = 'Amazon SES test (AWS SDK for Ruby)'

# The HTML body of the email.
htmlbody =
'<hl>Amazon SES test (AWS SDK for Ruby)</h1>'\

N
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'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"'\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
'AWS SDK for Ruby</a>.'

# The email body for recipients with non-HTML email clients.
textbody = 'This email was sent with Amazon SES using the AWS SDK for Ruby.'

# Specify the text encoding scheme.
encoding = 'UTF-8'

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [

recipient
]
},
message: {
body: {
html: {
charset: encoding,
data: htmlbody
},
text: {
charset: encoding,
data: textbody
}
I
subject: {
charset: encoding,
data: subject
}
},

source: sender
# Uncomment the following line to use a configuration set.
# configuration_set_name: configsetname,
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puts "Email sent to #{recipient}"
# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

« APl OFFMIC DWW TIX, AWS SDK for Ruby API U7 7L > A®M "SendEmaily 25 BL TL
EEW,
VerifyEmailIdentity
ROI—RHIE, VerifyEmailldentity Z2FEA T2 HEEZRLTVET,

SDK for Ruby

® Note
GitHub IClE. ZTDHDOVY—REHY T, AP—EZ®RRL. AWS J—RHIVAKRD

UTOBREE RGO EEBBL T EEL,

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace recipienteexample.com with a "To" address.
recipient = 'recipienteexample.com'

# Create a new SES resource in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to verify email address.
begin
ses.verify_email_identity({
email_address: recipient

1)

puts "Email sent to #{recipient}"
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# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

« APl OFEMIC DV TIE, AWS SDK for Ruby API ) 7 7 L > A® "VerifyEmailldentity ; &5 8
LTLEEL,
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require 'aws-sdk-sesv2'
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require_relative 'config' # Recipient and sender email addresses.

# Set up the SESv2 client.
client = Aws::SESV2::Client.new(region: AWS_REGION)

def send_email(client, sender_email, recipient_email)
response = client.send_email(

{

from_email_address: sender_email,
destination: {
to_addresses: [recipient_email]

.
content: {
simple: {
subject: {
data: 'Test email subject'

},
body: {
text: {
data: 'Test email body'

puts "Email sent from #{SENDER_EMAIL} to #{RECIPIENT_EMAIL} with message ID:
#{response.message_id}"
end

send_email(client, SENDER_EMAIL, RECIPIENT_EMAIL)

« APl OFFMIC DV TIE, AWS SDK for Ruby API U 7 7 L A®M "SendEmaily 25 8BL TL
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# This class demonstrates how to create an Amazon Simple Notification Service (SNS)
topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.

#

# @param topic_name [String] The name of the SNS topic to create.

# @return [Boolean] true if the topic was successfully created, false otherwise.
def create_topic(topic_name)
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@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true

rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.messagel}"
false

end

end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_name = 'YourTopicName' # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new

puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts 'The topic was not created. Stopping program.'
exit 1
end
end

- HMICOWVTIE, TAWS SDK for Ruby F*AOY /N—H 4 Ky #BL T EE L,
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# This class demonstrates how to list subscriptions to an Amazon Simple Notification
Service (SNS) topic

1
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class SnsSubscriptionlLister
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Lists subscriptions for a given SNS topic
# @param topic_arn [String] The ARN of the SNS topic

# @return [Types::ListSubscriptionsResponse] subscriptions: The response object

def list_subscriptions(topic_arn)
@logger.info("Listing subscriptions for topic: #{topic_arn}")

subscriptions = @sns_client.list_subscriptions_by_topic(topic_arn: topic_arn)

subscriptions.subscriptions.each do |subscription]|
@logger.info("Subscription endpoint: #{subscription.endpoint}")

end
subscriptions

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error listing subscriptions: #{e.messagel}")
raise

end

end

# Example usage:

if $PROGRAM_NAME == _ FILE__
sns_client = Aws::SNS::Client.new
topic_arn = 'SNS_TOPIC_ARN' # Replace with your SNS topic ARN
lister = SnsSubscriptionLister.new(sns_client)

begin
lister.list_subscriptions(topic_arn)
rescue StandardError => e
puts "Failed to list subscriptions: #{e.messagel}"
exit 1
end
end
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require 'aws-sdk-sns' # v2: require 'aws-sdk'

def list_topics?(sns_client)
sns_client.topics.each do |topic|
puts topic.arn
rescue StandardError => e
puts "Error while listing the topics: #{e.messagel}"
end
end

def run_me
region = 'REGION'
sns_client = Aws::SNS::Resource.new(region: region)
puts 'Listing the topics.'
return if list_topics?(sns_client)
puts 'The bucket was not created. Stopping program.'
exit 1

end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__
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# Service class for sending messages using Amazon Simple Notification Service (SNS)
class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param message [String] The message to send

# @return [Boolean] true if message was successfully sent, false otherwise

def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)
@logger.info("Message sent successfully to #{topic_arn}.")
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while sending the message: #{e.message}")
false

end

end

# Example usage:
if $PROGRAM_NAME == _ FILE__
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topic_arn = 'SNS_TOPIC_ARN' # Should be replaced with a real topic ARN
message = 'MESSAGE' # Should be replaced with the actual message content

sns_client = Aws::SNS::Client.new
message_sender = SnsMessageSender.new(sns_client)

@logger.info('Sending message.')
unless message_sender.send_message(topic_arn, message)
@logger.error('Message sending failed. Stopping program.')
exit 1
end
end

o FMICOVWTIE., TAWS SDKfor Ruby RO Y /N—HA Ry #SBLTIEEV,
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# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@sSNns_resource = Sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic

1
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#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set
def enable_resource(topic_arn, resource_arn, policy_name)
policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_arn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
1)
@logger.info("Policy #{policy_name} set successfully for topic #{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.messagel}")
end

private

# Generates a policy string with dynamic resource ARNs
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string
def generate_policy(topic_arn, resource_arn)
{
Version: '2008-10-17',
Id: '__default_policy_ID',
Statement: [{
Sid: '__default_statement_ID',
Effect: 'Allow',
Principal: { "AwS": '*' 3},
Action: ['SNS:Publish'],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn

1]
}.to_json
end

end

N
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# Example usage:

if $PROGRAM_NAME == __ FILE__
topic_arn = 'MY_TOPIC_ARN' # Should be replaced with a real topic ARN
resource_arn = 'MY_RESOURCE_ARN' # Should be replaced with a real resource ARN
policy_name = 'POLICY_NAME' # Typically, this is "Policy"

sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)
end

o FMICOVWTIE., TAWS SDK for Ruby RO Y /N—HA4 Ry #SBLTLEEL,
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require 'aws-sdk-sns'
require 'logger'

# Represents a service for creating subscriptions in Amazon Simple Notification
Service (SNS)
class SubscriptionService
# Initializes the SubscriptionService with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
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@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Attempts to create a subscription to a topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param protocol [String] The subscription protocol (e.g., email)
# @param endpoint [String] The endpoint that receives the notifications (email
address)
# @return [Boolean] true if subscription was successfully created, false otherwise
def create_subscription(topic_arn, protocol, endpoint)
@sns_client.subscribe(topic_arn: topic_arn, protocol: protocol, endpoint:
endpoint)
@logger.info('Subscription created successfully.')
true
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while creating the subscription: #{e.message}")
false
end
end

# Main execution if the script is run directly

if $PROGRAM_NAME == _ FILE__
protocol = 'email'
endpoint = 'EMAIL_ADDRESS' # Should be replaced with a real email address
topic_arn = 'TOPIC_ARN' # Should be replaced with a real topic ARN

sns_client = Aws::SNS::Client.new
subscription_service = SubscriptionService.new(sns_client)

@logger.info('Creating the subscription.')
unless subscription_service.create_subscription(topic_arn, protocol, endpoint)
@logger.error('Subscription creation failed. Stopping program.')
exit 1
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

begin
queue_name = 'my-queue'
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Receive up to 10 messages

receive_message_result_before = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)
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puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message]|
sqgs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 30 # This message will not
be visible for 30 seconds after first receipt.
b

end

# Try to retrieve the original messages after setting their visibility timeout.
receive_message_result_after = sqs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

D

puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."
rescue Aws::SQS::Errors::NonExistentQueue

puts "Cannot receive messages for a queue named '#{queue_name}', as it does not
exist."
end
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# This code example demonstrates how to create a queue in Amazon Simple Queue
Service (Amazon SQS).

require 'aws-sdk-sgs'

# @param sqs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @param queue_name [String] The name of the queue.
# @return [Boolean] true if the queue was created; otherwise, false.
# @example
# exit 1 unless queue_created?(
# Aws::5SQS::Client.new(region: 'us-west-2'),
# 'my-queue’
# )
def queue_created?(sqgs_client, queue_name)
sqs_client.create_queue(queue_name: queue_name)
true
rescue StandardError => e
puts "Error creating queue: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

sgs_client

Aws::5SQS::Client.new(region: region)
puts "Creating the queue named '#{queue_name}'..."

if queue_created?(sqs_client, queue_name)
puts 'Queue created.'
else
puts 'Queue not created.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

sgs.delete_queue(queue_url: URL)
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<EEW,
ListQueues
RDOI—RHIE, ListQueues ZFEHATHHEZERLTVET,

SDK for Ruby

(® Note

GitHub IClF, TOMD VY —REHYET, ABl—EBEZHREL, AWS JI—RHIVKRD ~
UTOBREERTOREERBL T LEE L,

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @example
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# list_queue_urls(Aws::SQS::Client.new(region: 'us-west-2'))
def list_queue_urls(sqgs_client)
queues = sqgs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.messagel}"
end

# Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).
#

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.

# @param queue_url [String] The URL of the queue.

# @example

# list_queue_attributes(

# Aws::5SQS::Client.new(region: 'us-west-2'),

# '"https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
# )

def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: ['All']

attributes.attributes.each do |key, value]
puts "#{key}: #{valuel}"
end
rescue StandardError => e
puts "Error getting queue attributes: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

sqs_client = Aws::SQS::Client.new(region: region)

puts 'Listing available queue URLs...'
list_queue_urls(sqgs_client)
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sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

puts "\nGetting information about queue '#{queue_name}'..."

list_queue_attributes(sqs_client, queue_url)
end
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require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param max_number_of_messages [Integer] The maximum number of messages
to receive. This number must be 10 or less. The default is 10.
@example
receive_messages(
Aws::SQS::Client.new(region: 'us-west-2'),
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# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# 10
# )

def receive_messages(sqs_client, queue_url, max_number_of_messages = 10)
if max_number_of_messages > 10
puts 'Maximum number of messages to receive must be 10 or less. ' \
'Stopping program.'
return
end

response = sqgs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts 'No messages to receive, or all messages have already ' \
'been previously received.'
return
end

response.messages.each do |message|

puts '-' * 20

puts '"Message body: #{message.body}"

puts "Message ID: #{message.message_id}"
end

rescue StandardError => e
puts "Error receiving messages: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'’

max_number_of_messages = 10

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"
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sqs_client = Aws::SQS::Client.new(region: region)

puts "Receiving messages from queue '#{queue_namel}'...

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

# Example usage:
run_me if $PROGRAM_NAME == __ _FILE__

« APl OFEMIC DV TIE, AWS SDK for Ruby API 1) 7 7 L 2> A®M "ReceiveMessage ;| &SR
TLEZL,
SendMessage

ROD— RPlIE, SendMessage ZFERTHHZEZZRLTVET,

SDK for Ruby

(® Note
GitHub ICl&. T DD VY —REHEFY, Afl—EZHRRL. AWS J—REVKRD k

UTOBREERTOLEEBAL T LEE,

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param message_body [String] The contents of the message to be sent.
@return [Boolean] true if the message was sent; otherwise, false.
@example
exit 1 unless message_sent?(
Aws::5QS::Client.new(region: 'us-west-2'),
'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
'This is my message.'
)

def message_sent?(sqs_client, queue_url, message_body)

#
#
#
#
#
#
#
#
#
#
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sqs_client.send_message(
queue_url: queue_url,
message_body: message_body
)
true
rescue StandardError => e
puts "Error sending message: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'’
message_body = 'This is my message.'

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Sending a message to the queue named '#{queue_name}'...

if message_sent?(sqgs_client, queue_url, message_body)
puts 'Message sent.'
else
puts 'Message not sent.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

« APl MFMIC DV TIE, AWS SDK for Ruby API U 7 7 L > A®M "SendMessages 258 L T
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SendMessageBatch
RO 1— RPlE, SendMessageBatch ZEA T2 HEERLTVET,

SDK for Ruby

® Note

GitHub IZ(F. TO/OUY—REHYET, AH—BEBRRL. AWS J— REIUAD K
UTORELERTNEEERBLTLILEE L,

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param entries [Hash] The contents of the messages to be sent,
in the correct format.
@return [Boolean] true if the messages were sent; otherwise, false.
@example
exit 1 unless messages_sent?(
Aws::5QS::Client.new(region: 'us-west-2'),
'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

[
{
id: 'Messagel’,
message_body: 'This is the first message.'
1,
{
id: 'Message2',
message_body: 'This is the second message.'
}
]

HOH HF OHF OH OHF OHF OH OH OHF O OH OH O OH R OH O OH R R

)
def messages_sent?(sqs_client, queue_url, entries)
sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries
)

true
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rescue StandardError => e
puts "Error sending messages: #{e.messagel}"
false

end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'
entries = [

id: 'Messagel’,
message_body: 'This is the first message.'

},
{

id: 'Message2',

message_body: 'This is the second message.'
}

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending messages to the queue named '#{queue_name}'...

if messages_sent?(sqgs_client, queue_url, entries)
puts 'Messages sent.'
else
puts 'Messages not sent.'
end
end

« APl OFFMIC DOV Tk, TAWS SDK for Ruby API 7 7 L A4 ® "SendMessageBatch 4
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Y—N—LAY> T

Amazon SQS K H—AH'S Lambda Bz HO'H T

ROI—REITE, SQSF1—HAESEXYE—D2REBEIREILL2>TRIHA—EThBAIRU M2
ZITHID, Lambda BEBDREFEZZRLTVET, CORBBARMNIA—ELSXY D
ZHEL, BXYE—ORNBZRRLET.
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® Note

GitHub IZIE, ZTDMDOVY —REHWET, T—N—LAHTIIVRIZ NI TRRE
PleROFT, REERTOHFEZEEL TSV,

Ruby Zf# A L = Lambda T®H SQS 1 X NDEE,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end
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Amazon SQS R H—%ZEHAL /= Lambda BB TONY FT7A TLRKBOLR—b

LTOO—RAITEE, SQSF1—HLS5 MR NE2Z(TED Lambda BEO =D, oM /NY F
LARADRESFEZZRLTVWET, COBRIE., LARCAELTINYFTFATLORKZRE
L., BROXYE—2ZETHBITTISELS Lambda ICIEAE T,

SDK for Ruby

® Note

GitHub IZIE, ZDMDOVY —REHWET, T—N—LAHTIIVRIZ NI TRRE
PleROFT, REERTOHFEZEEL TSLEEL,

Ruby 2 L = Lambda T®H SQS /NY F7 A TLAKRBDOL KR—K,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end
end
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(® Note

GitHub ICl&, TDHOUY —REHY ET, Af—EZHREL. AWS I—RAIDKRD
UTOREERTOREERIEL T LEEL,

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#

# @param key_id [String] The ID of the access key used by the STS client.

# @param key_secret [String] The secret part of the access key used by the STS
client.

def create_sts_client(key_id, key_secret)

Aws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
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end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario’
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API ) 7 7 L > AM TAssumeRoles Z283BL T<
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TA—RNYV VRS EKETERBSETENMNNLEEBOOX Y NH—ROETZTERYET, TN
TJT4—RNY DR, DIT7O0SA4TFRE2BUTT7IVICTY7Z7O—RENET, OX NH—
ROBEGETY7J7O—RENdE, ROFIEARELET,
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« Amazon Polly L= TF ARNASEEFE7 7ML ZEHRLET,

EE2BT7UE AWSCDK ZERALTF7O/4TRENTEET, V—ARO—REFTOAMF
JEIZDWTRE, GitHub @7 ATV M ZZBLTLEEV,
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TA4—RNY DG, DTTO0SA4ATFREZBLUTT7IVICTY7O—RENET, IX N H—
RoB\EGEET7Y7J7O—REhDdE, ROFEHIBRELET,
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AWS SDK for Ruby /N\—> 3> 1 &E 250D, AWS
SDK for Ruby /N\—2 3> 3 ADEIT

COREY JICIE, AWS SDK for Ruby D/IN—2 3> 1 & EFE2A48N—232 3 ICBITTHHIC
JADFHLVEHBANBHENATVET,

B4 RNAH A ROER

AWS SDK for Ruby O/N—2 a2 1 &Lk 22N—2 3V 3 ICBERADIMEBREHYEHEA, BL
T7Vr—>a>THATEET, HFMICOVTR, o700 BEESRBLTLIEEL,

LTICEHERHZRLET,

require 'aws-sdk-v1l' # version 1
require 'aws-sdk' # version 2
require 'aws-sdk-s3' # version 3

s3
s3

AWS::S3::Client.new # version 1
Aws::S3::Client.new # version 2 or 3

N—232 30 SDKDERZRHETZD O, BEOBEFON—T321FLEE200—-R2E
EMADVERFHY)EEA. BNEBTEERZE, N—232 3SDKICHLTHLVI-—REEL
&£TY,

—iREY 5 IE W

N—=2323F1D2OEEBRTN—232 2LRERYERT,

e BEH—EARFEBIO Gem ELTHEHATEET,

N=232 2BV ONDEBEBRRTN-23 21 ERBREBUET,

c LI—NEBRZEA/EZYET, AWS TRAEL Aws ZEEALET, ChiZKkY, 4 RNSAKED
ERANARICEYERT,

* Aws.config- XV Y RTEZE<S/NZZ Ruby NV 22V KL I,
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« BBRBROAVARNSOEZAT723a> -N—=2321SDKTIOTAT O RNERERVY—AATZT Y
NZBEITIHEE., THEIDANSIVRBFERELET, N—2a2 27Tk, THEIV AR
SO8A 7> a2 ArgumentError Z NUH—LE T, Hi:

# version 1
AWS::S3::Client.new(http_reed_timeout: 10)
# oops, typo'd option is ignored

# version 2
Aws::S3::Client.new(http_reed_timeout: 10)
# => raises ArgumentError

2Z4AT> hDEV
N=322EN—93V30ITAFTYRISACKHRBLUES Y ER A,

N=2321EN=232 20T, 947N ITRACRODTABABEERN HVET., &
SOY—ERIZATURTRE, V74T RNOBER, (VX—TIAACEEUENIHYERT, B
EBHEO—BEATOEHYTT,

e Aws::S3::Client-/N\—>3>21® AmazonS3 V54T MDD OUVZARK/N\N RO—RTL K,
N—232 2T, H—EAEFIDLSERETNET, XVY ROBEBROCADNN—232 2
TRERESERVYET,

e Aws::EC2::Client-N—2 3> 2 TREDVANCEHOREZFEALET, N—23 1T
FH71Y IR ZFEALET, _sethl:

# version 1

resp = AWS::EC2::Client.new.describe_security_groups
resp.security_group_set

#=> [...]

# version 2

resp = Aws::EC2::Client.new.describe_security_groups
resp.security_groups

#t=> [...]

e Aws::SWF::Client-/N\—>3> 2 TRHBE&EIL AR AEFEHRALET, N—>23>2 1 TN
Z Ruby \v21%ERALET,

s Y—ERVZAOBRZEE-/N—232 2 TR, BHROY—ERAICEBZZENZFEALET,
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« AWS::SimpleWorkflow i& (7% V) &L fzAws: : SWF
« AWS::ELB & IZ7%& V) EL IAws: :ElasticlLoadBalancing
« AWS::SimpleEmailService (& (C7&V) E L fZAws: : SES
c VAT URREAT IV -N=2321OBREAT>A>0O—HBHFN—-232 2 TEAEE
ENELE, TOMOEREATZAVEFHIBREADIHAEEBRASNTVET, UTFICT7ZA4IXUD
EEZETET,
« :use_ssl WHIRENELE, N—232 2 TRECTESSLEZFEALET, SSL #EMICT
BIClE, :endpoint ZFEA TS http:// ERETIHENHYET,
e :ssl_ca_file & IC%&xV)F ULk :ssl_ca_bundle
« :ssl_ca_path & (2% V) EF UL z:ssl_ca_directory
« :ssl_ca_store A" EBEnFEL I,

« rendpoint &, RANBTCREBLSELEH HTTP £LE HTTPSURI ICT D ENFDEIZKY)
FL I,

BEH—ERA® :*_port 7> a > NHIBRE N, :endpoint ICBEBRAShEL I,
« :user_agent_prefix [& (C%& V) FL /= :user_agent_suffix

)Y —ADEWV
N=322EN—93230UY—RIVE—T T4 ACBLVESY EtA,

N=2321EN=2322TR, VIV—RALVE—TIAALREZEVNIHYET, /N—T 3
ATRERICNRI-RTULEN, N=2322TRIVV-RARAVE—TILAAREFTILALS
ERENET, N—2322VY—RAAVEZ—TILADHHN. BBIHICBEMNEATVET,
SATLAEDHEROBZRIZRLUET,

c DY—RIOTZAOHB-N—>232 2T, Y —ERBREZ1-I)ITHY., V75ATEHYEHE
Ao COEDI=INIHNIVI—AAE—TIALATT,

# version 1
s3 = AWS::S3.new

# version 2
s3 = Aws::S3::Resource.new

c VDY—ADOSR-N—2322SDK TR, VY—ADEEEBZOVY—ADTYZ—HF220
ERBDIXVY RIZDBEEhTVET,
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# version 1
s3.buckets['bucket-name'].objects['key'].delete

# version 2
s3.bucket('bucket-name').object('key').delete

s NYFARL—232 -N=232 1T, IXNTONYFARL—232VEF/NRIO—RI1—
TA)TATLE, N—232 2T, ZLKONYFARL—23 VAPl ZFERALEEBBHER
NYTFARL—232TY, N—=232 20NV FAUE—TIA A, N—>23>2 1 E£EKREL
EBWVET,
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227 RtF11)F 1 |& Amazon Web Services (AWS) NREXEETT, AWS DHERIE, -
F1VF A Z2FEIERTIEBOEHZR/LEBIRIICBEEIEF—FEZ—EEXYRND—
D7 —FTO0Fv—HSRNRIZBET, EF1UT1F. AWS BEREHBEEOBOEEIHRET
T, EEHREEFIITR. Chzel T ROEFIVTABLPITIRAOEFIUT1ELTEH
BLTLVWET,

OZOROEF1IVTA —AWS VTV RTREBEINZ INTOH—EREZERTIRAITFTAN
ZUOF ¥ AWS #REL., Z2ILEATEDIH—ERAZRELET, CHIIYHHEOEFI VT E
FRBEEEXZETHY AWS, HEDtEF1 VT OEMEK. AWS AT SA T ATOT T A
ND—B/ELTH—RN—FT 1 —DEBEICL>TEHNICTARNS LRI NET,

PZT7RAOEFIVT A -AWS O —EX BEHROEFRF. FALTLD P, F—FO#ER
M, HEOEH, BRAEThZEEPAFSTEDTOMOERICK > TREN XTI,
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« AWS SDK for Ruby TOF— X RE

* AWS SDK for Ruby @ Identity and Access Management

+ AWS SDK for Ruby @ 1> 75 A 7 > AMREE

« AWS SDK for Ruby O HEEE M

« AWSSDKforRuby DA 7 ZANZOFvEF1) T4
« AWS SDK for Ruby THR/NTLS N—2 3 ZEATS
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TF—RREBEOBENT, RIABEHREREBL AWSTHIN, AWSIAMTZAFUTATA 22—
F /=& AWS Identity and Access Management (IAM) ZEAL TEY D 1—H—%28ETD LD
BOLET, COFEICKY, ThEIhODITEETIDEHDICHAEBELREROAKXN G I—H—IC
HEThET, &, AOFETTF—FZ2REITHDELEELEHHOHLET:

« BTNV NTHEZRFEL (MFA) 2L X T,

« SSL/TLS ZFRALTAWS UY—AEBELET, TLS12 FHETITAH, TLS1.3 Z#HREL %
9,

« TAPIE1—Y—TIOF1ETFAOOJRBHEEREL £9 AWS CloudTrail, CloudTrail FE# % F
AULTAWS 79T A1ETA XY TFvI2HEICOVTIE., T AWS CloudTrail 2—H—H 4
K, @OCloudTrail SEFDER L 2SR L TS EE L,

« AWSHES{LYD1—>3a> e, TZOROIXRNTOF7AIIMOEF2 )T« NO—IIL2EH
LET AWS OH—E A,

« Amazon Macie BENFERZREBEhEF1 VT4 H—EREZFEALET, chsiEk. Amazon
SBICRBETNTVEIERT—2ORHEREBEEZIELET,

e ANV RSGAAVE—TIAAETEIFEAPIAWS ZNL T ICTOEATSD EZIZ FIPS 140-3 #
IEEAESHED I - BERFEEF. FIPSTI RKRANEZFEALET, FATFRER FIPS
TV RARANOFMCOVWTRE, TEFBEHRUERE (FIPS) 140-3) 2ZRL T EE L,

BEEODEX—ITRLABEOBRELIHZERE, 27, FLE[BR] 71—I)LREEDE
HEROTFAR T A=) RICEHBV L EZEBLSBHOLET, ik, O2VY—I., API, £
ik SDK ZfEA L T AWS CLIE ikt AWS O —E R 2RETIHEEEREETT. AWS SDKs
2T, FERFRBFICEAENZEHEROTEFARNT A —=ILRIZADLETF—XE. BRELERH
OJICERAEhBBENBYET, B —N—IZ URL 28BEHTZBE., TOH—-—NN—AODUIT
ANERIETEDELSIC, REAHMEHRZ URL ICEDBVWZ L ZEBL<BHOLFET,

AWS SDK for Ruby @ ldentity and Access Management

AWS Identity and Access Management (IAM) &, BEEN AWS UV —ANOT IV AZZ£(TH]
19 % 0 I21% 3L D Amazon Web Services (AWS) H—E XA T, IAM EEE(F. FEZEREL (V1>
L)L, #ICAWS O —ERUY—RAQEAEHT TS EREBLES) A EHBLET., IAM
&, BB LU THEATES AWS O —ER T,

AWS SDK for Ruby ZERL T 77 ERATBI2IE AWS, AWS 7HT> k& AWS SRS A %
BT, AWST7AHIRNODEF1IVT 125021, 7TOLARIEHRZRETSICE. AWS
TAHOY N NFBIAEHRTEEL, IAMIA—Y—0FBEZ2H&8HLET,
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IAM OEAOFMICOVWTE, IAM ZZBL T EE L,

IAM I—H—0OBEELE, IAMA—H—ATHORNOEFIVFTAICE>TEETHHERICOWV
TlE. Amazon Web Services &) 77 L ADO AWS X1 ) T 1 BAIEHRESHBL T K
=L

AWS SDK for Ruby &, H7R— K924 ED Amazon Web Services (AWS) H—E R ZBLU TEEH
BEFLCHVET, AWS OF—ER £FI1UF(ERICOVTE, VT SAFYA7OTS
LIZEKBDAVT AT AOR)BEHIORREBZDAWS OF—E A F1UF 4 RFIAD MR—
TE T, EBRLTLKEED, AWS O —E ZAWS

AWS SDK for Ruby @ 1> 7" 4 7 > ARREE

AWS SDK for Ruby &, H7R— K924 ED Amazon Web Services (AWS) H—E R ZBLU TEEH
BEFLCHVET, AWS OF—ER £FI1UF(ERICOVTE, VT SAFYA7OYS
LIZEKBDAVT AT AORBEHIORREBZDIAWS OHF—E A F1 T4 RFIAD hR—
TE T, EBBLTLLEE L, AWS OH—E ZAWS

TIVY 9IT H—EAAWS) H—EROEFI1VFAEAVTSAT A, EHO AWS
VTTSATATATSLD—RELT, Y—RN—F 1 —DEEZEILL>THEETINET, _h
IZlx, SOC, PCl, FedRAMP, HIPAA B ENEENET, AWS K, AT SA4 T A7TOT S A
AWS DH—E R ICLBDRREBEAANDH —EATAWS , BEDAVTSA T ATOT S LDEH
HICHD ODUANZHBICEHRLET,

B—RN—TFT1—OEELR—-NF., ZFEALTHV>O— RTEEXET AWS Artifact, FMHIZDOW
Tk, AWS "7—FT 477 O0RTOLAR—ROATVO—R) Z5RLTLKEEL,

AWS A7 SATAZ7OATSALAQFEMCODWVWTIEF, AWS T AT SAT U AT7O95 L, &3
BLTLSEZL,

AWS SDK for Ruby ZEAL T ICTVERTHBEOHEFEOAV T AT AEFE AWS OH —
ERX I, F—20#%ME, B80S T ABN, BRATEEEEBRTRHEICK > TRE
WET, OFER AWS OB —E R # HIPAA, PCl, FedRAMP X E NEEADERDHRTH 315
B, BUTIE/KIAIDVY—ZAAWS ZRHLFT,

s EFXAVFTAEDAVT AT VADIAY VAR RNHA R -TFT—FFTIOF v+ LOEBEIEICD
WTEHBAL, EF21VFTA AV TSAT O ARACERZBEVWVER—ASA VRERZT7O/4(T3F
JEZRBHETS 7704514 R AWS,

e HPAARISH—EAND) 77 LA -HPAARRT—EAD—BFfRHIATVWET, IXTO
AWS OH—E R # HIPAA DRRELZDDIFTREB Y B A,
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c AWS AT SAT VAV —A -BEHROER P ICEAE N3 WEEOHZD—V TV L
4 ROIL O3>,

« AWS Config- VY —RBRENEATZIT 1R, ERAA R4, BEICEOREERLL TV
PHhaFEMETSH2H—E R,

« AWS Security Hub—EF 1V F A EREBEERARNTZI9T A ANOERZEET D OICKILD
AWS ., RAOtEF1)F 1 RENVEBENEE1I—,

AWS SDK for Ruby it f& & 1%

TIVY D27 H—ERXAWS) JO—NILAVTZARTIVFriE, AWS V=23 LT T
RAZEDT A=V —2ZFRLIEBEETIATVET,

AWS =232 I, BROVENICIBE LT IBENLETRATEVT =V -2 ZRMEHL, K
LATS—, BAL=TYh BLrUOPBELARERY ND—UTERETINET,

TRAZGEDTA—=U—=2TR, PTRAZGEUT A=V —"ETHEHESTIC, BBNICT T I
F—N—F2F77T)T—232F—ER-AZHARBLVERATRIENTEXRT, FRAFEV
TA—=V—2, RROBR-—FLEREROTF—FEER—AVTZANTIOF &) ETAMY, ME
=, BLRTARAT—FEUTAHFBERATVET,

AWS =232 BLVBTRAZEYT A=V —=2OFMICOVWTE, AWS T JO0-NIL14>T7F
ARZO0F v, Z2ZRLUTLSEEL,

AWS SDK for Ruby l&, H7R— K3 24FED Amazon Web Services (AWS) H—ERXA&BU TEEH
BETFLNECRVET, AWSOH—ER X1 UFT4BFHRICOVTRE., OVT7ZA4FA7AT7
LIZKBDAVT AT AORYBHZORREBZDAWS O —EA F1 )74 RFIXD hAR—
TE T, EBBLTLKEE Y, AWS OH—ERAWS

AWS SDK forRuby DA > 7ZANZOF Y EF1 )T 4

AWS SDK for Ruby &, H7R— N9 24ED Amazon Web Services (AWS) H—E R & BLU TEEH
BEFLICRVET, AWSOH—ER X1 UTF4EHRICOVTRE., OV7ZA4F7A7AT 7
LIZKBD AT SAT O AOWM)BEEADORREBDAWS DY —E A F21) T4 RFIXD hAR—
& T, Z2RBLTLKEZV, AWS OH—EZAAWS

AWS EFxF 1 UF 4 7OCADFHMICOWVWTIE, RTA MAR—=/NN—AWS ":EF 2 ) FT 4 7OAD
BE, 28BLTLEEV,
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AWS SDK for Ruby T&/NTLSN—>2 a2 zEHATS

AWS SDK for Ruby & B M &S AWS &, Secure Sockets Layer (SSL) & 7= l& Transport Layer
Security (TLS) AL TREENhET, SSLOITXNTON—23>, BLT12KYEIO/N—> 3
OTLSIC, COBEOEFIVTAZREITDTEMEOHIMHEEN B ET AWS, CDI
b, TLS/N—23>2 12 AEEYR—KN TS Ruby ®/N\—> 3> T AWS SDK for Ruby ZEHAL T
WBZ &ML TSEEL,

Ruby (& OpenSSL 54 75V EAL THTTP #iz2RELET. ZATLNY T I Z—
¥ — (yum, apt &), 2XAVABR—F, Ruby XF—2 ¥ — (rbenv, RVYM & &) TA 2 AK—
ILEhiz, HR—KREhTWB/N—2 32O Ruby (1.9.3 AR) Tk, BE, TLS12 ZHR—KT
% OpenSSL 1.0.1 LA #HAAENTVET,

OpenSSL 1.0.1 A THR—RhE N TWB/N—23 2O Ruby TEATHE., AWS SDK for
Ruby & TLS12 ZB%XEL, 9547 hNEYF—N—OEAETHR—RNEhTWBHEH/N—>3
OSSLEEFTLS ZFEALET, ChEFEICTLS1.2AELETT AWS OH—E A, (SDK
(&, use_ssl=true T RubyNet::HTTP VS RAZEALEY),

OpenSSL /N—2 3> O#ERR

Ruby @4 > AN—)LIRET OpenSSL 1.0.1 ABAERAE N TVWA L E2ERITSICE, XX
READLET,

ruby -r openssl -e 'puts OpenSSL::0OPENSSL_VERSION'

OpenSSL/N—2a>ZWMETHENAEEL T, openssl ETAIBE7 7 AIICEE I T &BETT
TEET, RAIC, XROONY REFEAL T, BYIRETHET7AMILERELET,

ruby -r rbconfig -e 'puts RbConfig::CONFIG["configure_args"]'

H A OpenSSL 1 > ARN—ILIREDIFZAERT --with-openssl-dir=/path/to/openssl
FEFEFNTVET, CONRZEZEZEHTHEEFT, OpenSSL D/NN—2 a2 ZHRITBICIE. XD
OX > READLET,

cd /path/to/openssl
bin/openssl version

CHDBREDHERF, Ruby D—HDA VAN —IITRRTEBELBEVATEEN B ET,
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TLSHR—MODT7YFIL—R

Ruby 1 VA R—)LIRETHEAETNTLS OpenSSL D/N\—2 32 A 1.0.1 &Y EIDBAIE. Ruby
DA VAR=)ILHA ROFBICH LT, SATLANYT—IXF—Tv—, Ruby 1 VAN —F, &
ik Ruby YZ—2 v —Z AL TRuby £/ OpenSSL A VAN —IREZTYSIL—RLE
¥, Ruby #Y —ANS AV ARN=ITBEE, £THHD OpenSSL Z#A VA R—=ILLTHS, ./
configure MEITHEIC --with-openssl-dir=/path/to/upgraded/openssl ZEL &£,

Amazon S3EESILI AT RDOEIT (V1 A5 V2)

(® Note

S3EEILIZAT RO V2 ZEALTVT, V3IEBITTREEE. 1 ZBRLTLE
& WAmazon S3 BESIKIZ AT b DBIT (V2 A5 V3).

chOREYOTR, T7Ur—>3>TEAL TWS Amazon Simple Storage Service (Amazon S3)
EEILOTAT O REN=23 21V ASN—=232 2(V2) ICBTL, BT 7OEALEKTT S
Dr—23a>OaAtEBRIBDFECODVTHALET,

BITORE

COBITE2ODT7I—ANSEERENET,

1.HLWI =X Y N EBRH;EBDEHICBREEFEDISATUORNEEHLET, £9. EFichi/N\—
23>0 AWS SDK for Ruby 277U —3a>ICF7O4LET, chicky), BEO VI ES{L

DZAT 2R, LWV2IOSATURNIKR2>TEEZERFhEATDIVONEESTTEDLRSIIL
WET, P7UT—>3>2TAWSSDKs, & SDK ZEBICT Y 7L —RIDUBENHYET,

2 BB RVESIVZATUREV2IZBITLET, IXNTOVIESLIZTATRFFHLYL
74—V NEHRHIMBDENTEDRLSICB 2125, BBIFEOESILERVPESIKITAT U NEE
NEAOV2N—232VICBITTEERT,

MLWI =X Y NEGAIMBDEDICBREDIZA TN EZEHMTS
V2ZESISATY NG, W=D 3V 0IFA TV hTRYR—RENTVEVESLT LT

DALZFEARALET, BITORYVOATYTELT, VIESILITAT NEFHDO SDK U —
ACEFHLET, CORTYTZRTTDE, FTUT—23>2>0OVI 94T M V2BEELY
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FAT ML >THESILENEAT DIV EESTTEDLSICAYET, AWS SDK for Ruby
DEXDY—=—N—23a2OFMICOVTRE, UTZ2SZRBLTEEL,

AWS SDK for Ruby /N\—> 3> 3 OEH

IN—2 32 3 & AWS SDK for Ruby DR FI/N—>23 > T9, CcOBITEETIRICE, N—>3a >
1.76.0 BAFR M aws-sdk-s3gem 2R THIHEN HYET,

AN RZADEA2AR=ILTD

aws-sdk-s3gem 24 ARN—ILTBH7OC TV MDBFEE, version 773> & FERL T, 1.76.0
PBEON—2aVFAVAR—ILENTVDCEZRAELET,

gem install aws-sdk-s3 -v '>= 1.76.0'

Gemfile O fEA

Gemfile ZFEAL THKEBEFRZEER TS 7O TV M TRk, aws-sdk-s3gem OF/NMN—2 3%
1.76.0 ICERELE T, Hl:

gem 'aws-sdk-s3', '>= 1.76.0'

1. Gemfile ZZEL £ Y,
2. bundle update aws-sdk-s3 ZE{TLET, N—2 32 ZHEERITSICE. bundle info

aws-sdk-s3 ZE{TLE T,
AWS SDK for Ruby N\—>3a> 2 o7y 7IL—R

AWS SDK for Ruby ®/N\—2 32 2, 2021 FE 11 B 21 BICAXVTF O AE—RICBEYET, 0D
BITEZETI5ICE. N—232 2.11.562 LAEOD aws-sdk gem ZFEA T D UEN HYE T,

AN RZADSEAVAR=ILTS

aws-sdkgem Z4 2 ARN=)ILTH7O2> TV RDFE. INRTFALA DS, version 77> 3>
ZEALT, 211562 UBON—2a3a A AR =)Ll nhTVB 2R LET,

gem install aws-sdk -v '>= 2.11.562'

Gemfile O 4
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Gemfile ZFEAL THEEFZZEE TS 7O TV M TR, aws-sdkgem OFNMN—2 3> %
211562 ICERELE T, fi:

gem 'aws-sdk', '>= 2.11.562'

1. Gemfile ZZE L £ J, Gemfilelock 77 M ILFHZDHZBEE. ThZEHRELEFEHRLET,

2. bundle update aws-sdk ZE{TLET, N—2 3> RIS, bundle info aws-
sdk ZETLET,

EELBRVOEBESITAT RN EV2ICBITTS

D7AT7 R 2EHLTHLVESUEAZHAMBD IS ICLERT, V2ZESLELTESILI S
AT RNEERIBDLSCTTVT—23VZEHTEERT, ROFJERF, I—RZVIAS V2
ERICBITIDHEZRLTVET,

V2B SAT RN EERATAESICO—RZEFHITHEIIC. BIOF)IEZETL., aws-sdk-s3
gem /N—232 211562 A ZFERALTVWR EZBRELET,

(® Note

AES-GCM TEBT2858Ik. BEEchETF—20ERAEZRBITIEIC, 77T I REK
ERBBEETHRAMVET, Chik, AT T IO RMFBEESLERTHASEEEATVAEVNC E
ERBITDEHDEOARATY T TT,

V2EBSILIZAT > NERETS

EncryptionV2::Client TIEEMDEREAYBETT ., sREDFMICDVWTIE, EncryptionV2::Client ® R
FIAIXANFEER., CORNEYIOBETRENATVBHZSRLTSEZ L,

1. 94T MBRTF—SV7TAREDVTF YRS TIOAVAXLZIEETHHEN
HVYET, LW Encryptionv2::Client ZER T HFEAE. key_wrap_schema KT
content_encryption_schema IZfEZEET D HEN HY)ET,

key_wrap_schema- ZFAL TVW3HEE AWSKMS, Ch%E ICRETIHLENHYE
¥ :kms_context. X% (AES) ¥F—ZFEAT2HESE. Chh%Z :aes_gem ICRETRIHXENHYE
To R (RSA) F—%Z2FEHTRHEE. <& :rsa_oaep_shal ILRRETIHENHYET,

content_encryption_schema - Chik, :aes_gcm_no_padding ICERET A HEN HVYET,
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2. 954 T > N T security_profile ZI8ET D2 HENHYET, FHILL
EncryptionV2::Client Z/EK T %5 E. security_profile ICEZRIEETHIHEN BV E

9, security_profile /NZ X—2& (&, BLEI® V1 Encryption::Client ZEAL TEEAENLEAT
SIVRNDERIEY)DYR—RNERELET, 2 DDIE v2 BKY :v2_and_legacy &V ET, B
TEYR—NTBICIE, security_profile & :v2_and_legacy ICERELF T, V2 k. FILWF T
Dy—2a> OB TOXRMEALET,

3. AWSKMS key ID FF7#)I NTHEHAETNET, VI TlEEncryption::Client, 73

AT > NOERKICkms_key_idERAEhE i ICRHENhFEATL = AWS KMS Decrypt

call, BXARF—EASOBEHERBL., FEES blob ([ZIEH AWS KMS TE F

9o V2, E'ncryptionV2::Client” Tlk, kms_key_id & AWS KMS Decrypt FO'H U ICEE f,
72T ORNOBESHICEAETNDF—E—HLEVEE, FTHLEBEXBLET, O— RN
DEICEBEDKms_key_id OREZTHLHEVCEICKELTWESE, 95472 MEREIC
kms_key_id: :kms_allow_decrypt_with_any_cmk Z5&ET 2 H. get_object DT HL
T kms_allow_decrypt_with_any_cmk: true ZF&EL £,

Bl X (AES) F—DEH
BATHEI

client = Aws::S3::Encryption::Client.new(encryption_key: aes_key)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

BIT&

client = Aws::S3::EncryptionV2::Client.new(

encryption_key: rsa_key,

key_wrap_schema: :rsa_oaep_shal, # the key_wrap_schema must be rsa_oaep_shal for
asymmetric keys

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No changes

fl: kms_key_id AWS KMS T Z{#EH T %

BITH

BEILERVEBSILIZSAT U RNEV2ICBITTS 368



AWS SDK for Ruby FAROYS—HA R

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

BIO®R

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No change

f5l: kms_key id AWSKMS LT ZfEHA T2
B1780

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

BIT®R

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key, kms_allow_decrypt_with_any_cmk:
true) # To allow decrypting with any cmk

BITR REFXR)

2BV TZAT U RNEBALTAT DI VRN ERIBM2>TES TR ETOEE (BERABRY
EELITHEW), LTOO—-REEALET,
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client = Aws::S3::EncryptionV2::Client.new(

kms_key_id: :kms_allow_decrypt_with_any_cmk, # set kms_key_id to allow all get_object
requests to use any cmk

key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
resp = client.get_object(bucket: bucket, key: key) # No change

Amazon S3 LTI T AT > NOBIT (V2 H'S V3)

@ Note
SIEEILISATUORNDO VI ZFEALTVWSDESR. EFV2ICBITLTAS VIICBTT
DRENHYET, VI HS5 V2ADBITFIEAMazon S3 BT TA T KDBET (V1 H
S5VIE2WTR, "1 ZZRLTLSEZL,

D REY 2 TIE., Amazon Simple Storage Service (Amazon S3) EF{L IS A7 hON—=2 3>
2(V2) AsN—=23a> 3 ICT77TVr—2araBiTL, BT7O0ALRKTT V5 —23 >
OUAMZEARIDAECOVTHBALET, V3 TR, EFa1UTFsZz@{tL, F—E2F—0ORE
ADSHRETDEHIC, F—OAZYRMXNEDAZIY M RNRUI—%ZEL AESGCM A BEAE
nNTVET,

BITOBE

Amazon S SV ZA T NON—232 3 TR, EF1VT 1 Z28LgdLH0F—TIIv K
XY NEBATZ AESGCM A BAEhTVET, COFLLVESETILIOVAALRK., F—2F—0
READSHREL, BELTNET-XOBSHZBRRLET. VINOBITICEK, TOEALHET
T70Tr—2a3a>0uAleT—2T7 0BT A ZHB IR -OOEERHENBETT,

COBITE2ODODT7I—ALSEBRENET,

1.FHLWI A=Y NZHRIMBDEDICBETFOITAT RN EEHRLET, &9, EFEcnl/N—

3> MO AWS SDKforRuby 277U —> a2 ICF7O4LET, chllkl), BEEDO V2 BE1L
DSAFTRE, FLWVI3IOSAT U RNIE>TEEIAENLEATSI VN EESTEES, 77
1)r—>, 32T AWS SDKs, & SDK ZfEBIICT Y 7IL—RIBUENHYET,

S3EBIISA T NOBIT (V255 V3) 370
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2. BBILIZATUORNEBEIZAT R ZEVIILBITLET, IXTOV2ESKITA TR
FLLWEREZRARMNDRSICE 2125, BFEOBSIKITATUONEEBTIZATONEZTNTEN
DVIN=T32ICBITTERY, c_ﬂ(n_(a* OXY MXYRRUSD—ORFRER. HILLWIZATY
RBEEATZAVEERATRLHOOI—ROEHAIEENET,

VIASV2ICEEBITLTVWEVWEEE, ETTOBITERTIDIHENHYET, VIHAS5V2A
NDBITOFMCOVWTIE, Amazon S3ESILITA T ROBIT (VI NS V2) T Z28BLTLKE
=L\,

V3 DHEEICDOWT

Amazon S3 BT ZA T hNON—232 3Tk, AIY MXIMRUD—EF—T0IY M XY
NSE AESGCM D2 DDEEBEFIUT A BENBAThTVET, ChoOeEEZERET S
CEF, BITHMZFEL, BStEhT—20EF1)T 1 ZHRRIDLEDICFARTT,

XY RXYRRUD —

OAXY MXYRRID =B, BB RTESARL 23V hIIESIZA T R F—03Y
XN 20BIEZHEZFBLET, F—OAIYMXIKMIKRY, BELEThETF—ZEESHIC
ERENLEEREF—THOHESETH, BEDRATOESILHEN SREELET,

BESHIZATURNE, RDIDOAZY RXYMRUS—=AT2 a2 Y R-—RNLTVET,
FORBID_ENCRYPT_ALLOW_DECRYPT

CORVY—F, F—OAIYRMAYRMELTATZI VR EZRSHL, F—OXY MXV NOFEL
AADSTREOATI IO NOESZHALET,

SLEE: A7 O NIV2 EAU LDV AXLRSA—REFEALT, F—OAIYMXU MK
E%{bé*’-ia—o
. ?E':'EM’IE'#—ZIE‘V RXKROBERICADPDST, BTN LEATDIIVNEESTTEET,
s EFIVFTAANQOEE: CORID—RBGF—OAIY MXU N ZRFIE T, XETAZHATIHELN
HBYET, cORVI—THESHKENLEATDIVOMNE, F-OIY X NOEFIVT 1 RE
NEILDBEEEZTEREA. CORVI—EGF., V2ESILBELEOEREZHBFTIIXLENf 5%
THRICOAEALTSEZL,
s N=23a2oEEM: CORII—TESENEATOI VNG, SSESKIT ANk )
XTOV2HELP VI ERETHANMBDENTEERT,

REQUIRE_ENCRYPT_ALLOW_DECRYPT
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CORIYD—F, F—OIYMAVREEALTATDZI VR ERSHKL, F-OIY KXV NDE
BIAADST, BAOATIIIONDESEZHALET,

EELEME: A7 T OMNE, F—OZIYMXMNTAESGCM Z2FEALTF—OZIYRXURNT
E5LEhET,

c ESBHEF-OAIY MV NOFECADDSTRESKEhEFT DI O NEESTE, THE
BHEERHELET,

s EFIAVFAANOEE. FHLLWATDIVNEF—OIY M NRBOBREZZTETH, ¥—
SYRNXRNOBVEBEOAT IO NISIEHRZFRIMBENTEET, chiZky), BT
FOEF21) T4 ETNEBREONT D ANBNET,

s N—=Ta>oERME: ORI —TESILEALATSIVNE, SSESILITAT MO V3
BRERHO V2 RETOIRFZAMDENTEET,

REQUIRE_ENCRYPT_REQUIRE_DECRYPT

CORVD—FE, F—OAZYRMXIRTATDIOREZRSHL, F—OIY XY RTHES{LEHh
EATDIVRNOESOHKEHFALET,

« BELEME AT ONE, F—OAZIYMXUNTAESGCM ZFEALTF—OZIYRXURNT
BE{tEnET,

- ESEEF-OIY M IINTRSUENEATIIIONOKEESTEET, F—OI Y M X
YRBLTAT DI VREESLISETRERMLET,

s EFIAVFAANDEE: ZORII—F, TRXRTOARL—23VICEERIOIY MY NEEH
TBHIET, BELARILOEFIVFAEZRBHLET, CORVI—F, IXNTOFTZITHRY
F—AZIY MY RNTEESLEN, IXTOISATURNFVIICTYTIL—RENEEIZD
HAEALET,

c N=2 3 0EHM: CORVI—THEBMENEATSIINE, SSBEESLIZATRD V3
BRUERTFDOV2EETORRIMBENTEET, CORVI—E, V2FEEVIUSAT
VMK DTEBNENEAT DIV NORIMYEREILELET,

(® Note

BITZFFBETREZF. HSBHREQUIRE_ENCRYPT_ALLOW_DECRYPTT FuE#att % #
BELaNs, FILLWATSIONIRIZDETELAODIYMNXMNOEFIUTF 1 LOFIS
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BBET, INTOATZ IV MNBESLEN, IXNTOITZAT RN VIICTYTT
L — R&E N /=REQUIRE_ENCRYPT_REQUIRE_DECRYPTR&ICO &, ICBEBLET,

F-IOZvY X2 h2#D AES GCM

AES GCM with Key Commitment (ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY) k&, V3 TE&
AENLEHLVESETLIVZAATHY, F—2F—OHTANSREITD L TEFIVT (%
BUELET, COTILTVALOHBHEERARRZERID LB, BITEZFHEITILHICEET
L

Baio7)Ld) X LEALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYMiZE\

DEiON—23>0 S3ESIITATRTR, F—OXY "MXM L TAESCBC £/2l& AES
GCM Z2FAL T, S 774N OF—2F—ZBSLLTVWEL L, BESHE7OERICES(KI
=Y NX> NALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYZEML ., BEtEnhiETF—2 &4
EOF—ICNAVRULET, chllkY), HEESN ST/ 7MILHNOBSLEn T —XF—2RE
AL, 94T M B2F—TTF—R22EBSITRDEMHSIENTEERT,

F—OZIYRMXUMBVE, REENfGRT77MIILAOBESLENET—XF—2ZELT
AOXF—ICEESL, FETIVEART—RBEZS|ERE_TAEEN BV ET, . BSLE
NEF—2F—PESEPRICERAETNETOF—ICOXRMBEETEDRSICTEIET, COK
EALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY#PBHLEL £ T,

N—>3a>oHE#HM

TREES{tEhEATIONE, SSEBILISATOND VI EEE, V3
FERXOZEIE OYR—RNEZEL V2 OBEORBITN—23 2 TOXE
SALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYTZEd, V3 OBITY
R—=KMHFBVWV2IOSATNE, THEBBILENEGS 774N EESTEERY
AALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY,

/A Warning

( REQUIRE_ENCRYPT_ALLOW_DECRYPTZ 7= [3REQUIRE_ENCRYPT_REQUIRE_DECRYPT
Y RMNX2RNRYUS—ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYZ AL T) THE
SLEBMCTRENC, BESENEAT IO RN EFRIBMBBEN HBDIXTOITAT
RN VIFLERVIEREYR—KNTBIBITN—3 LTV TIL—RENTVSR L
ERBLTILKEEVY, BTHR—RNOBVV2I9SA TR TREB{LENEATSI VN
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DFHELY) ZiAH D EALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY, ESx kKL %
9,

#17H. FORBID_ENCRYPT_ALLOW_DECRYPTOAZ Y RXV RRUZ—ZEEHAL

T V3IFAT R F—T0ZY N NTESENLEATD TV NEFRAEN
BALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY&RSICLBEA'S, KL THEEB{LZHETESE
o kY, IXNTON—HA—ZHRNCTFYTIL—RL, F—OZY MXVNIKBIBEFIIC
PV BADREBBINANREHEEILET,

MLWI7#—XY N EHmAMBEHICBEFEOIVTA TN ZEHTS

V3BEBILIZAT U RNE, V2O9SAT RN FT7AILRNTHR—-MLTVEVESHKTIIVXA
EF—TDZYRMAVNEZFERALET, BITORIORATY TIE, V2ESIVZAT7 > NE V3
EATSIINEERNDZENTES AWS SDK for Ruby DNN—T 3V ICEFHTBHETT,
CDATFYTERERTTRE, PTUT—23>O V2954 T NEVIBESILISAT U RNCED
THREIENEFATDIIORNEEETTEDLDICBYET,

V3OVZAT >V NIK2THES{tEN=AFT7 2T U N (REQUIRE_ENCRYPT_ALLOW_DECRYPT&E 1=
([REQUIRE_ENCRYPT_REQUIRE_DECRYPTOAXY RXV RNRUS—FERITZATIVN %
FAEBIZIE, /N—232 1.93.0 BAE®D gem aws-sdk-s3 ZFERTH2HLEN HYVET, <D/N\—
Tavitik, F—IZYRMXUPMNTAESGCM THEBHKENEATZ IV NOESILOHR—KY
BENTVET,

AR RZADSAZVARN—ILT S

XY RSA4UH5 aws-sdk-s3gem Z24 2V ARN=)LF27O02 I NOFHERK., N—23arF
7>arvaEFERALT, 1.2080 DERNMN—2IADHFAVARN=ILENTVR L EZERLET,

gem install aws-sdk-s3 -v '>= 1.208.0'

Gemfile @£ A

Gemfile ZFERAL TKFHEFEZEEISH 7O IV MDOBE, gem aws-sdk-s3 OFN/N—2 3>
Z 12080 ICRRELET, flIZE. ROKXSICHEVET,

gem 'aws-sdk-s3', '>= 1.208.0'

1. Gemfile ZZEL T, &/IMNN—2 3 ZEELET,
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2. bundle update aws-sdk-s3 ZE{TLTgem ZE#HLE T,
3.N—23 E®ET S, bundle info aws-sdk-s3 Z#ETLET,

(® Note

BHN—23aVICEHITRE, BEOV2ESILITATONEIVIITATUNIK2T
EEtENEATSIORNEEETEES, LEL, ROEYVZ I THETDESIC, #
LWATDSTORNEV2F7ZILIAVAXLEFEALTVIICBITIDETCRESLENEITET,

BEILITATONEESIVTAT N2 VIICBITTS

NEEHLTHLVESHLERNERAMDE, T7UT—>32 % V3BESILELTES
NCEFHTEERT, ROFIETR, J—RZV2HSVIICERICBITIDFEEZRLE

VIS IZAT U NEFERATARISICOA—REEFHITHAIC, GIOATY ZICHV, gem aws-
sdk-s3/N—232 1.93.0 MEZERAL TWA L 2L TSEE L,

(® Note
AES-GCM TEBI2858Ik. BEEchETF—20ERAEZRBITIEIC, AT T I RNEK
ERBEEFTHAAVET, ChiF, 77TV RMNESILENTHSEEEATVEWNC E
BERTHDEHEODATY T TT,

V3OZA4T > NDRE

V3BBLISATY RTH, F—O3Y RAY NOBEE TREREEHBTIHL VREAT
SAVHBATNTVET, ChEOATIIVEBERIB LR, BIERDE LB EHICFAX
¥,

commitment_policy

commitment_policy NTX =&k, BEMBRVEEARL—IVRICHEBITA TR
F—OAZIYRMAVNZREBITRZRHFZEZFBLET, ChE VI TITATURNIEDTHREEELRRE
F73rTY,
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« :require_encrypt_allow_decrypt-F—AIY "NXVRNEFALTHFLWVWATZ IV NER
L, F—AIYRMXVRNOBEICHIDIDSTATSIINDESEHFALET, hik, BiE
DV2ATDIORNEDTUNEREEHEIZILAEN S, ILLWATZIOMOEFIV T« ZELT
B, BITICHERENDERETT,

« :forbid_encrypt_allow_decrypt-F—IZIY "X RNBELTHLLVWATZ IV NERES{
LV2F7ILIVXLZER), F—AIYRMAVNOBEICA A DSTATSIVNEESHLT
25T, COBER. —HBOISATY N ELEVIEENATI I I NERAMBENTER
WEERE, BTPLC V2REILBFEZERTILEN HIHELLOXMEALET. V3

« :require_encrypt_require_decrypt-F—AZIY "XV KNTHLVWAT DI IV N ERESIL
L. F—OIYMXUNTHESIENEATDSIVONOESORKEHFALET, CcORERK., TN
TOATZIVRFF—OIY MXYRNTBESLEN, IXTOIVSATURNFVIICT YT
L—REhERBIZOKMERALET,

security_profile

security_profile N X—&F, GVBHILISA T RNN=23 K2 TEZERAENEAT
SITMNDTEAEY) OHR—RNERELET, CcONTA—ZE, BITHRICTNEREMEZHIETITD -
HIZFARTT,

e :v3_and_legacy-V3ISA TN VIBREV2BEFTILITAT U NIE>THES{LE L
FATOIVORNEETTEDLSICLET, BITHFICZOREEZFERALT, V3ISA4 T N B
DESIEENEAT DI IONEINTHEABNDELSICLET,

« W3-V3USAT NN V2EBBIITAT NI > THBBHNENEATSIIONDAEEST
EDEBICLET, IXTOVIATZIORZ V2ERICEICBITLTVZBEARK., COREE
FRALET,

« BELBWES, 9547 VNEVIITATUNIK > THESIEN AT I NOKEES

LET. chld, LAZ—FT IO BEELBEVHLVWT U T—2 3V RREICOKMERALE
EE

IRO-7O07—>3>

envelope_location /N X—RF, BHAXRXTF—2 (BHLEhETF—XF—250) OREL
BRELET, CONTXA—RIF, F—OZIYRMAUNTAESGCM IC&K > TREET D ATDT
INCEELET,
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« :metadata (F7FI)IN)-BEBAXEZTF—RZS3ATIZIIVIRDARTF—EAY A —ILREL
FF, chET7ZILNOEBETHY), FEAEDI—RT—AICHRENET, XEZF—RAK
L—>zZ2ERT2EE, F—IIYMXNZFEALLZAESGCM FEAEThFRA.

« :instruction_file-BREFMBEBY 71V IRZFEDBOSIATSIIONFEBRI7Z7AIL) I
ESIEXZT—RZRELET,. v 77N 2EATHIES. F—AIY MXU NEEDAES
GCM FES{tENETF—RXF—ZHTAISKRBELET. FT—EXF—BHFOF—OIY A XK
ICK>TREES NI EMOEF IV T A HABELRBEEFE. COREEZFEALET,

ZBEATBE S instruction_file, #7°> 32 T instruction_file_suffix/\TX—& %
BELT, S 77ANAT IO NCHERENZI Y TAYVIRABHARINAARATEEXT, F74)
RoHYH74YOARF TF.instruction,

BEREAT VAV %FEATIRAZIY

BITHEE., ROBERZEEBICHEVET,

=N

1. FIHAFE1T: commitment_policy: :require_encrypt_allow_decrypt& ZiEL T
Jsecurity_profile: :v3_and_legacy. chiZ&b, V3 ITZA T NEBEFOTIANTD
VIBLROFV2AT DI VR EZESLENS, F—DAIYRMAXVRTHLWAT DT I NEBESL
TEFET,

2. FRXTCDIVZATURNTYTIL—RENZER F-—AIY MY MNREEZVELETD
ITRXTDAT U N2BEStsecurity_profile: :v3_and_legacy3 2 X T,
commitment_policy: :require_encrypt_allow_decrypt& OEAZLITET,

3. LR VIEA: IXNTOAT DI VNN F—OIY MXY NTEES{tEh, V1/
V2AT DI RNERIMBIBENBLLBE2ERBIZOKR, 7232 TICHOYE
Zcommitment_policy: :require_encrypt_require_decryptT security_profile/\
TX—BZHRTEET (TR, ATD IV RNNEEFET S V2BEEF ICRELET ).

([Zlkenvelope_location, ZETREHANfFICHEVREY, BFEOARNL—I XYY R
(:metadata F/lE :instruction_file) Z5|EHMEFEALET, REXXTF—FARNL—T%
FALTVWT, F—R2F—DF—JZYRMXNTAESGCM OtEF21 )T 1 %@L T BHEE.
ICEIBXBENTEXTN :instruction_file, COBEER. ChESOATI TV N EFRHK
MBI XNTCDITZAT R EZEFHITIMEN HDEICFEFELTSEEL,
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BEITZATORNEESVZAT RN EVIICBITTD

D7AT R 2EHLTHLLVESEERZRAIMBDE, 77U T5r—>32 %2 VIESELELVES
DZATRNCEFHTERT, ROPIE, O—RZ2V2HS5 VIICERICBITIZDHEZRLTLE
ER

V3RS IZAT > NOER

BTHI (V2)

require 'aws-sdk-s3'

# Create V2 encryption client with KMS

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy,
commitment_policy: :forbid_encrypt_allow_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

BITH (TLERMEN &S VI)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
commitment_policy: :require_encrypt_allow_decrypt

# Encrypt and upload object

WELITAT U RNEEBRSITAT U NEVIICBITTS 378



AWS SDK for Ruby FAROYS—HA R

client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

B1T#& (V3)
require 'aws-sdk-s3'

# Create V3 encryption client with KMS
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3,
# Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
# This encrypts with key commitment and does not decrypt V2 objects
commitment_policy: :require_encrypt_require_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

V3 DEZEVIE, commitment_policy/N\TX—ZDEMTT, ICRETS

& :require_encrypt_require_decrypt, HILVWAT IO M F—0Z Y N XY NTHESIL
TN, VAT REF—AIY MV RNTHESHENEAT DI IVNOXKEZESTHLEDH, T—4X
F—NRETAICHTDEF IV T A BILENET,

put_object FUH LU B EEEhFEL A, IXTOEFIVF18&EF. VF4T7 LRI
TREENET,

T DO H

COtEITIAVTR, V2HAS VIANDBITHICRIDARMEDSHIBENBRTIFUAFEREAT
arvoemoflzrLET,

il
Jjo
=
\
Al
A
~
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BETTANEXBRF—BARL—

SIWHIITAT U MNE, BEIXET—2 (BHLENETF—RF—2E8C)ES3ATZT UK
DABTF—=BZANY S —FKERBOGBTITAINEVWDS 2 DORBRIEMIIREFETEERT. AL —
SHAEDERE, F-OAIY M NRBEZBEATAESGCM OXUY h2Z (2 A7 T UM
FELET,

XZF—=RARNL—=2 (F7FIIN)

F72INRTR, BEUITAT U NEBBUARTF—RES3ATZIIVRDART—EAY X —
CRFLET. chld, BEIXZTF—2E 7T IOMNIREL, BROBSTI7AILFTSL
VRNEEBIZIMBENBZVED, BEAEDI—ART—ATHREINZT770O0—-FTT,

require 'aws-sdk-s3'

# Create V3 encryption client with metadata storage (default)
client = Aws::S3::EncryptionV3::Client.new(

kms_key_id: kms_key_id,

key_wrap_schema: :kms_context,

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v3_and_legacy,

commitment_policy: :require_encrypt_allow_decrypt,

envelope_location: :metadata # Explicitly set to metadata (this is the default)
)

# Encrypt and upload object
# Encryption metadata is stored in the object's metadata headers
client.put_object(bucket: 'my-bucket', key: 'my-object',body: 'secret data')

XBTF—BARNL—DZFEATRHE. F—OIY XD RNERED

AES GCM KBS tehiTF—XF—ICRBERAEThELA, LEL.
commitment_policy: :require_encrypt_allow_decrypt&ilk Zf
A9%5%E<TE, ATV ORBRSHMEF—OAIVYRMXNOREZZTE
9 :require_encrypt_require_decrypt,

BRI TAINANL—

FhiFk, BEAUXEZT—REGTTIT7AINERENDBO S3ATSIVNIRETDILSICESIL
USATYNERETDLETERT, VI THR77ALERATIEE, ST T—&
F—RGFF—OZYRMXURNTAESGCM IZE > THREEND LY, F—EF—DOHTAILHTSE

F1UF4HAEELET,
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require 'aws-sdk-s3'

# Create V3 encryption client with instruction file storage
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
commitment_policy: :require_encrypt_allow_decrypt,
envelope_location: :instruction_file, # Store metadata in separate instruction file
instruction_file_suffix: '.instruction' # Optional: customize the suffix (default is
'.instruction')

)

# Encrypt and upload object
# Encryption metadata is stored in a separate object: 'my-object.instruction'
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# When retrieving the object, the client automatically reads the instruction file
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

ZFERA T35 Genvelope_location: :instruction_file, BHB{tISA4 7> N2 DD S3
TSIV RNEERLET,

1. BS{bEnkT—2F72 TN (Bl my-object)

2. BE{XRT—2Z288HT774) (Hl: my-object.instruction)
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