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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

@ AWS Resilience Hub {1#H

you have checks in place to assess resilience
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« DY—ARVTZN-BTOBESZERTDE, RFOFMTRITNLEIXNTOU Y —AH
RRENKT,

T70Tr—avoREMmME

BEMERADT EIZIVICRRENDANITAR, P7UTr—23 > O5H0OBREMETMAL S
NDENDTT,

[EEMMERIDT]

EEMERAIT7 ., BENEPHICSL T2 E RN EZEENTIOICKILEET, COAOATIR.
T7Vr—>3a>0BEMERDS —, To5—L0, BEEEFIEE (SOP), KT AWS Resilience
Hub T ARNZRBLETLOOHREBBICT VT —2a o FEOREELLTVWE LA ZRMLTVE
9,

T7VTr—2 a2 0 FERTERRABEMEADTIE 100% T, cOAITK, BRIERE ML
HBRNICRTENDIXNTOHERTARNERLET. TARMIK2TELVW TP S—LNRHBEN, 7
TZ—AICK2TIELWVWSOP AR E NN RENET,

BlIZE, H120FF—LE1D20DSOPZEEL 1 2DFT AN AWS Resilience Hub Z# 2L TV
B2ELET, TARNRITEhD E, 77— LREETS SOP Z2FHKEL., TOREREICERTENE
¥, BEMEAIT7OFMCOVWTRE, "EEMHEAT70ER, 22RLTLEETWV,

ERENLTS— L

T7VT5—23avBEBEO [REBEATZ—AL) 223K, FTIUT—23 z2ERT5EHIC
Amazon CloudWatch TREL 77— LN —EBERRENET, 77—LOFHICODVWTE, 7
Z—LDEE) ZZRLTLEZ L,

FT7Vr—a>BEORTE 23
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il =Rk

T7Or—a>BEO [METARR a2, HEIAZBOUARNRRENET,
WEESEARBROFMIC OVTIE, TAWS Fault Injection Service ZEBNEE | 2B L T EEV,

AWS Resilience Hub 77’V —<a > )Y —ADiRE
FHETEASEBEMMETIMZ2ZH2ICE. 77U5—23a > 0HBAEHFE A, EZBEO AWS 77D
JT—2a )Y —RE—HITBEEZERELTILKEETY, AL R—BN, B, BLTHEREEIE
F. BEETNTVWBRVY—RICEOVWTWVWET, AWST77USr—>3aors )Y —RAZEBMELIG
HIRR T 258 E. ThoNZLE%Z ICRRITBDBENH V) T AWS Resilience Hub,

AWS Resilience Hub &, 77745 —>3a> Y —AICET2EREZERBELET,. 77U5—>3>
RNOUY—RETFTTVT—23a>ry—A=BAIL TRETEET,

(® Note

Y —2A&FEETDE, 77U —>3>2 0O AWS Resilience Hub U 7 7L ADINE
ThET, EBEOVY—-AFEEEhFRA,

FRELTWBUY—RZEMLEY, BEOVY—RZZELLEY, FELEVY—RAZHIBRL LY T
BET, VY—ARGFREBENBT SV —23 >0 KR—%> b (AppComponents) IcF IL—7{tE
F9, AppComponents 77U —> 3> OBEZRY) ERICRBRID IS ICHETEERT,
T7Vr5r—>3>0ORZ7MN=2arzmEL., ZEEZH LV (V-2 N=232VIC /BT
T, T7VT—23 )Y —RAICEMELEREEHRLET, . 77V 5—>3a>o))—A
N—=23a> (BEFEhEUY—AZET) AWS Resilience Hub ZFEHA L TEEMM M ZRTLE
CB

F7Or—>3a>oBREmMEEFMI2ICE

1. FEF=23URADT, [P7VT—232] ZBRUET,

2. [P7VT—232IR=IT, WEIDT7VTr—>328%2BRLET,

3. [7o2arIXZa—hs [BEMEDOFTM] 2:BRL XTI,

4. [MEEUHFMZERTIFAT7OJT. LR—MNO—EOBFZANTEIA, [LER—KB]IRY D
ACEREN BT ZERALET,

5. [RIT] Z2BRL KXY,
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6. TMELA—RAERENECENBAEAES, [ME] 7 22BRL. FHHEEBRLTLA—K
ERRLET,

7. [LE1—127%#BRIDE, TTVT—232V0MEL R— R FRREAET,

ATD1=)lehizflizEMCTdICE

1. FETF—=23URADT, [PTVT—232] Z8RLET,

2. T7VT—23R=IT, AT21—)ehizfMEZzEBMCTRIT7VT—>32 2 BRLE
ER

3. BHEEMEZAICLET,

ATD1=)lehizflzEMCTSICE

1. FETF=23URA2T, [P7VT—232] ZBRUET,

2. F7VT5—23UR=IT, AT01—)ehicfHEZzBMCTRT7UT—>3 2 ZBRLE
ERD

3. #7 BEEBNICTMMEhET,

@ Note
ATD1=)EenizfHAzENCITRDE, RUTZNBREANEMICEYERT,

4. [BWZTB])ZERLET.

T70Tr—>3a>oRU7 NBHAZEMICTSICE

1. FEF=23URADT, [P7VT—232] ZBRUET,

2. T7VTr—23>R=IT, RUTNBHZENCIZTTVT—>3228RTBH. RUT
NBHIREZRELET.

3. RUZNBHZRETAICE, ROVThAOATS a2 ZERLET,
« ToTar a5, RUTNBHRZEMCTS 2BRLET,
"P70Tr—23>RUT7M 9232 T TEBHZEMCTSR, 2BRLET,

4, TIOATYTERTULTIASAT D1 )lchizfHMlie RUTVNBHZHRETS, COFIEIC
RWUET,
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5.

> w0

=E

1.

[Baht] Z2:8IRL T,

RUZNBHRIZEMCTDE, ATZ1—-)EnfHMEEENCRY KT,

T7Ur—23a>oRU7NBHZRETDICE

(® Note

CcOFEERF, RATV1—-)lchfFlE (BEEBBHNICFMEA T ICE>TVWD) ERUTNE
HMEEMICLTLVRBEICERAENET,

TEF—=23URAVT, [T7VT—>32V] 2BRLULET,

F7VTr—>3>R=IT, RUTNBHAZEMNCTZT7VTr—322RRIBH, RUT
NBHRIREZWREL XTI,

RUZ7 RBHZHRETZICRE. ROVWThHPOFT> a2 zBRUET,

s T7Oav s, RUTZRNBHORE 2EBRL XTI,
« "P7VT—232RUT bR 0232 T TEBAORSE) EBIRLET,

M OATYTZRETULTIASATZ1—)lehizfMiE RUVNBAZRETS., COFIEIC
RYW&EY,

[Save] Z#IRL £ T,

T7UT—23>0tF1 )T EREZEHIDICE

TES—=23VRAVT, [T7VT—>32V] 2BRLET,
[FP7VT—232V]R=DT, EF1 VT HRZEFIDTTVT—>3228RLET,
[7o2a2ns EROEH Z2:F8RLEXT,

tFIVTAHERZEFIZICRK,. EYRTYTOT IV LAFHAT OFIEZZETLTASZOF
JBICRY &Y,

[(RFEETAN ZBRLEXT,

MRS —Z T T UTr—23 2 ICT7RYFEBICE

FTEF—=23URAVT, [T7VT—>32V] 2BRLET,
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2. [F7VT—23VIR—=JT, EITHIT7TIVT—>3E82BRLEY,

3. [F7U2aVIXZ1—h5 BEEMERIS—ETEYF)ZBRLET,

4, [RUZ—ZTERYF|ZAT7O7T, [REMUERI>—0ER] ROVIXIVUARNDSEE
MRS —ZBIRLET,

5. MMIZBBRLZET,

T7DT5—23>0OARY—A, VY—RA, AppComponents Z#wET 3 Il

W D

1.

FTES—=2aRAT, [T7V5—23 ] &2BRLET,

[FP7VT5—2a | R=DT, RETHT77)5—>3a B2 B8RUET,
(77— 3a BE 27 28RUET,

IN—=23V|OEICHDTTARE [+] ZBIRL, AT—ZFAN[RZTNOFFV5—3>
N—=23a zEBRLULET,

T75—23a>0OAnY—RA, UY—A, AppComponents ZiRETDICIE, LATOFIENOA
TYTEEITLET,

F7VTr—>3>0OANY—AEZmETBICE

T7OT—>23>0OANY —RAE2mETHICE. [AHY—R] 2T ZBIRLET,

[ ABY—=R]1EI232ICR. T7VT—232UJ—ADIRNTOADY —AN —ERREh
Yo ROFETANY —ARERETEEXT,

c [V=ARB]-ADYV—ADBH, V—ABEBRITDE, ThEhOT7UIT5—23a > T
HNrRTIENET, FETEMLEADY—ADEFEE, VDIRBERATEREA, HIZE.
AWS CloudFormation AR Y A 54V R—KhEhdY—AGE2ERTDE, IV—-ID
AR YU DFMAR— AWS CloudFormation ICURX AL I h&EhET,

« [YV—AARN]- AHY—AD Amazon )Y —Ax—L (ARN), ARN ZEIRTD &, TDOFH
FENREFIAOT7IT—23 2 ICRRENETT,. FHTEMLEADYV—RADOEE, VIR
FRATEEHA, HlZE. AWS CloudFormation D AR Y I A 514 R— &N ARN %
RIBE. AWS CloudFormation DAY —=)ILDAZRY JFHR—JICVRX AL I RENE
¥,

¢ [V=ARBRAT|-AHBV—ADRAT s AAY—AICIE, Amazon EKS VT AZ—,
AWS CloudFormation A& Y 2, myApplications 7 7'1)—<, 3>, AWS Resource
Groups, Terraform REET7 7ML, BLREFEHTEME NIV Y —ANEENET,
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c BHEVUY—R]- ABYV—ALCEEFTFSNhTVWBR Y —ADHK, BEESZREIRTDE, AD
V—ANIXNTOBEEIY—AN [VY—AR] RTICRREIET,
2. AAV—RETTVI—=23a2VICEBNTDICE, [AAV—AEI2>3UHAS [AAYV—A%ZE
] Z8RLET, ADY—ADEBMOFEFMIC OWVWTIE, Tthe section called “7 7" Ur—=3>
[ AWS Resilience Hub UV —A%ZENT 3" ZZRL T EE L,
3. ANV—REZmETSICIE. AHY—REZBRL, [TO2aV]|HASUTOVTIhAOFTS =
CEEBERLET,

« [AAYV—AOBAVR—K (BA5D)]-BRUEADY—RAEFKS5 DERTHESVR—KIL
9,

« [ABY—RZHIBR] - BRUEADY —RAZHIBRLET,

T7VTr—>23> ATl PBLEE1DODANY—ANEEFNATVWIHLENHY)
BT, ADV—RZINTHIRTD &, FBRN—2 32 20FH BEMICEYNET,

T7Vr—23>0 )V —AEmETHICE

1. P7OT5—=2320)Y—RAEmETHICE., [VY—-R]2TZBRLET,

® Note
ReFHEDIY —ADVARNZRRTBDICE, [ReHED Y —RAZ2RkR] 2ZEBRLET,

(DY—=R1EOV>2avIiClk, F7FVr—>3arERor>7L—he UL TERATSR EZERL
ET7705—=>23>0))—AN—EBERXRRENET, RREIVARVIVAZ[LEETED D
[Z. AWS Resilience Hub BB ORBRRZHICEITVTVY—RETIL—TILLELE, TS5
NDBRREZMHIZIE. AppComponent XA 7', [HR—KREhTVEVIVY—A, [BRAEhiz] D
V—ANEENET, VY—RT—TIILOBRREZHIZESVTVY—RZTAILRITTBIC
k. EREZHBOTICHZDEFTERIRLET,

RDAFETIY—RAZBETEET,
« SREID-RE ID (. AWS CloudFormation AZX Y 2. Terraform RETZ7 7 ()L, FETEH

ENET7Ir—23, myApplicatons 77U —23a>,  EEAODY—AZEBT
BLEHIZFERAE NS EETT AWS Resource Groups,
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® Note

 Terraform Tld, BB2 VY —ARA T ICEALU B ZFEHATEET, TOLD,
LERIZHETDVY—ADORE ID DREICF - resource types A"RRENE
£

s IRTCDTTVT—=23a )I—ADA VAR ARRTTSICIE, [RE ID] OF]
CHBDTSA(+) RBBTZBRLET, IXTOT77VT5—23a> )Y —ADA A
RABRITDICE, REIDOFICHDTTA ([+]) BFZBIRLET,

HR—KRENBDUY—AZATOFMIZ DOV TIE, the section called “H7R— k& h
TW3 AWS Resilience Hub VY — RSB L T EE W\,

e [VDY—=RABZAT1-VI—RBRATRET7VT5r—23a>00R—F2NIY—R &R
BILET, HlAE, AWS::EC2::Instance I& AmazonEC2 1 VAR AZESEL &

9 AppComponent VY —AD T ) —7LOFEMICOVWTEE, "T77Ur—>3 >0 KR—
ZORNTOIIV—=AQTI =71, Z5RBLTLEEL,

c [V—=ARB]-ADYV—ADBH, V—ABEBRITDE, ThEROT7UIT5—23 > T
HAARRENET, FBHTEMLEAAYV—-ADEE., VIRBEATEEEA. flZE.
AWS CloudFormation AR Y IHN S5 A4 R—RNEhDY—ABZEIRTDE., DARAERYID
HHER—JICURA AL U h&ENET AWS CloudFormations

s [Y=ARBAT1-AAV—ADRAT s AHYV—AIZIE. AWS CloudFormation A& ¥
2. myApplications 7 7°J 4 —= 3 > AWS Resource Groups, Terraform JREEZ7 7 1)L, &
KUFHTEMENEVY AN EENET,

(® Note

Amazon EKS 9 5 AR —%#4mETSIZIE. " AWS Resilience Hub O 7 74 —<3
7O = YDANY —AZRETBICEL ORATYTERITLET,

e Y—RAABRY Y - 1)Y—2%&EL AWS CloudFormation AZY T, D%k, BRLETS
Dr—>23a BEORATICEK>TERYET,

« [¥E ID]-Amazon EC2 A VAR A DR S3INT Y NBHRE, TDVY—AICERRIZEV)
LTS NiER T

« [EENTLS]-AWS Resilience Hub T, chSOVY—ANFFTTIVTr—>3>vIZg&Ens
PESHZERLET,

- [FHE ATBE] - AWS Resilience Hub A" YV — AN EEMEZTMIZAESHAZERLET,
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« AppComponents - 77’7 —2 3V BEMREENLZEZIZZOD Y —ARICEY HTSshi:
AWS Resilience Hub >V R—% > K,

c [BRI-T7VT5r—>32 )Y —ADEH,
s TAIUKN-YBVV—-RAEMBEIZ AWS THIU Ko

2. DAMNZBWIDY—RZRETBICE. RRRYTRAICVY—ADOHREID ZAHNLET,

3. T7VTr—23shs)VY—RzHIKRTDICEK, VDY—RZEERL, [7TU>3aV]HAs5[UY—
AR 2BRLKT,

4. T7VTr—2320VV—RE@BRIDICE, [VY—AOEH 2BRLKT,

5. BMFEOT77V =232 )Y —RAZEETBRICF. UTOATYTEZRITLET,

a. DY—ARZERL., [77>aV]|h5 [AEY U ZEH 2BRLET,

b. [AZYIDEH R—ITIVY—AZEHMIBICE, VY—ARTOL I3 ZEMNTS T
ZEIBFIEZRETLTLS, COFIEICRVET,

c. [RE ZEBRLZET,

6. F7UT—>3>vICUVY—RZEBMITRICE, [To>a2]As5[UY—ANEN ZFRL, B
TOFIEZETLET,

a. [WUV—RARZAT7IROAYTEIVVARYSDBLLEE1DDYY—ARA(TZERLE
EE

b. [AppComponent] RO Y 7’&A 1) ANA S AppComponent ZiBIRL £,
c. [DY—RBIRYITARICVY—ADBEIDEZADLET,

d. [UY—RABRIFIRY VR, YEIVY—-AID, VY—RZ, FEEJVY—AARN ZALD
LEXT,

e. [EBin] ZBRLKXT,

7. DY—ABZWETDICE, VY-RZBRL, (7023225 [VY-ARBZwE] €E R
L. ROFIEZRTLET,
a. [WY—ARBIRYTALZVY—ADHREIDZANLET,
b. [RE] ZBRLET,

8. DVY—ABBFZHMETDICE, VY—RZERL, [77232]1 15 [VY—-ARBEFZiwE]
ZBRRL, ROFIREZRITLET,

a. [DY—RBREIFIRYIRIZ, YEBEIVY—AID, VY—RH, IZEVY—AARN ZAL
LEY,
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b. [R#%F Z2BRLET,

9. AppComponent ZZEFBICIEk, VY—RAZEIRL, [FU> 3] H S [AppComponent &%
F]Z&RLT, XOFIEZETLET,

a. [AppComponent] ROY 7RX U1 AKH S AppComponent ZiBRL £T,
b. [EiN Z&RLET,

10. DY —RZHIRIDICE. VY—RZERL, [TUO232]H5[VY—AZHIER] Z:BRL X
ER

1M1, DY—REZEHDICIE, VY—ARAZERL, [T0>3aVHs8[VVY—Rz2EHB]) ZBIRLE
CB
T7)r—2 3> ® AppComponents Z#RET 3 I I

1. T7V—2 3> ® AppComponents Z#w&E 9 % (Z1F. [AppComponents] X 7 Z#IRL £7,

® Note

AppComponent UY —ADQ T ) —TLOFEMICOVWTE, "T77V5—>3 200 KR—
ZORNTOIVV—=AQTIN—=71, 25RBLTLEEL,

[AppComponents] 023 ICilk, VY—RAZTIN—TITHITXTOREBIR—FK2 N
—ERRENET, XNDFHZET AppComponents ZHETE XY,

 [AppComponent B -7 7 VT —2 a3V BENFROA2LEZEIZZOVY—ARICEYHTS
7= AWS Resilience Hub 127 R—X > N DE A,

« [AppComponent & 1 7] - AWS Resilience Hub DIV R—X> MO RA T,

c [V—ARBI-AHDV—ADOEH, V—ARABRZBRTDE, ThENOTTUIT—> 32 THM
HFERRENET, XK. AWS CloudFormation ARY Ih S5 A VR—KREhDY—AE%
#IRTDE., AWS CloudFormation® AR Y JFHMR—JICURX AL I RNENET,

s [VY—A]- ADYV—AICEEFTSNTVWBR VY —ADH, BESZRBIRTZE, AHY—
ADIXNTOBEEDY—AN [VY—R]|ZTICRRENET,
2. AppComponent Z¥ER T B IZIE, [702 3] XZ1—h 5 [AppComponent & FiiRMERK] %12
RU, U TFTOFIEZERITLET,
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a. [AppComponent &] R Y 2 AIZ AppComponent DEZEZADLET, SEETIZ, <D
J714—=ILRIZEHTILENHSHPUDAIETNATVET,

b. [AppComponent 24 71 ROY A1) A KA S AppComponent DX 1 7% #EIRL &
9,

c. [RE ZEBRLZET,

3. AppComponent Z#w&E 9 2 l_l&. AppComponent ZiZIRL, [F 73 3] H 5 [AppComponent
NiRE] ZBIRLE T,

4. AppComponent ZHIBR3 % (Zl&, AppComponent Z3&IRL . [7 2> 3] H 5 [AppComponent
DHIBR] ZBIRLE T,

DY—RAVARNZZEETDE, F7US5—23a> ORI TIMN=2aVICEBEf MAashikECe%®
RETT—RNRTENET, ERGEEMETMERITISZICE. P7VT5r—>3>>0H L WN—
SAVENHATIVENBYET. HLWN—3 02 0HIT2AECETRHMICOVTE, TH
L W AWS Resilience Hub 777U —23a o N=23 000 Z22RBLULTLKEEV,

T70r—23>d2R—XXNOER

T7)r—23a>Q2R—%> N (AppComponent) Ik, BE—NI1-Y N&ELUTEMEL., kKT
EAWS UY—RADTIN—TTT, BIZAE, T75ARVTF—EIR—ARELTVATF—EIR—ANH
/A, MADTF—ER—AF, EOUY—ANED AWS AppComponent A T ILET D &
TZ3H EEETSEL AppComponent. AWS Resilience Hub has L—ILIZCB L £9, fHlx &,
DBInstanceld [C/EAWS: :ResilienceHub: :DatabaseAppComponentl, ICBEHEWVWZ ENT
Z FTFAWS: :ResilienceHub: :ComputeAppComponent,

AWS Resilience Hub AppComponents l&, XDV Y —AZHR—KNLTVET,

* AWS::ResilienceHub: :ComputeAppComponent
* AWS: :ApiGateway::RestApi
* AWS::ApiGatewayV2::Api
* AWS::AutoScaling: :AutoScalingGroup
* AWS::EC2::Instance
* AWS::ECS::Service
* AWS::EKS::Deployment
* AWS::EKS::ReplicaSet




AWS L UTI>YANT

Q—H—H1 K

e AWS::EKS::Pod
* AWS::Lambda: :Function

* AWS::StepFunctions::StateMachine

 AWS::ResilienceHub: :DatabaseAppComponent

AWS
AWS

AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

::DocDB: :DBCluster

: :DynamoDB: : Table

:ElastiCache:
:ElastiCache:
:ElastiCache:
:ElastiCache:
:RDS: :DBCluster
:RDS: :DBInstance

:CacheCluster
:GlobalReplicationGroup
:ReplicationGroup

:ServerlessCache

* AWS::ResilienceHub: :NetworkingAppComponent

AWS:
AWS:
AWS:
AWS:

:EC2: :NatGateway
:ElasticlLoadBalancing::LoadBalancer
:ElasticlLoadBalancingV2::LoadBalancer

:Route53: :RecordSet

* AWS:ResilienceHub: :NotificationAppComponent
« AWS::SNS::Topic

 AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue

* AWS::ResilienceHub: :StorageAppComponent

AWS: :Backup: :BackupPlan
AWS: :EC2::Volume
AWS: :EFS::FileSystem
AWS: :FSx::FileSystem

(® Note

1. IF Amazon FSx for Windows File Server ® & AWS Resilience Hub ZH7R— KL

TWET,

F7Vr—3>AVR—RVNOER
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* AWS::S3::Bucket

=
« P7V—2a 0 R—ZFNTOIYIY—ADTI—T1t

T70T—>32>AYVR=—F2RNTOUY—ADTIL—71t

T7U—2arh )Y —X AWS Resilience Hub £ EEIC ICA 2V R—khEhnd &, AWS
Resilience Hub @77V —> 3> &2 AVR—KTBEEIC, BETDIVY—AZRL
AppComponent ICT I —71tTR2LS5HBEEZRKLETH, JIL—TUHNEIZ 100% EETH S &
RV EBA, —SBOVY—ARRFHIINL—TLOEHICTOYIEN, ZUTIERICBHNICT
N=TEnhET, ChSsOH—ERICRE. BEOITIN—THREZLEL THEEBMREBRRNS
2EHTT, FEHIIN—THOEHICTOYIENRTVWSRH—ERAOZTEHRVANIDVWTE, M,
ZZ B LU T & Wthe section called “FE#J I —7{btn70OY OV hich—ER"

AWS Resilience Hub &, 77U —23> EFD )Y —ANEEICAVR—RENERIZ, XOT
IDTF14ET12EZTLET,

« UY—RAZAFY LT, FMEOBEZm LEETEZEHIZFH L LW AppComponents ICB S )L—71t
TEBNESHEBRLET,

« ¥ L L AppComponents icBY)IL—7{tT& 3 1) Y —A AWS Resilience Hub &A1 T2 &
LOX>F—23a> ERU AFRREN, AUVY—RAZERELFERTEXT, Tl AWS
Resilience Hub, ZIL—7Mt L IX>F—2a>IlEEToniEEER, VY—AREEMHEEX
RAF—=RIBEIVWTITIN—TLT2HEEDLARILEZRLET,. WVMEELARILEFE., OEHELAX
JL AWS Resilience Hub #* 90% LA ETH Y, TOTIN—T"0OVY—ANFEELTHY, JIL—7
CTEIUENHDEZRLET, PREDFEHEL X)L AWS Resilience Hub Ik, DOEFEL X/
HF70%~90% T, TOTIN—TOVYV—ANBEELTHY, FIL—TTIRENHBDEER
LET,

(® Note

AWS Resilience Hub Tld, #ED—20— R RTO &£#HET—IO— R RPO Z5tEL TL
OAXF—2a 2ERTEDELSIC, ELWIINL—TIUHNHBETT,

ELWIL—T500BlERATICRLET,
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« TS5ARDVF—ER—ARELTUH% 120D AppComponent lZFIL—T{LLET,

s AULT77VT—23>2%"E1T9S AmazonEC2 1 > AR A% 1 DM AppComponent (=)L —
TILET,

« Amazon ECS H—EARAZ 1 20)—23 (T )L—71L. BIO)—>3 > ® Amazon ECS #—
EA%Z 120 AppComponent IC7 TAI)IFA—/N\—LFT,

CEBVY—ZRTN—TUOLOAXF—>a > OBBEEHOFMIC DL TIE AWS Resilience
Hub, A TOREY V&ESBLTLSEZL,

« AWS Resilience Hub DY —AQJI)I—FICETHHREE
« )Y —2A% AppComponent ICFBTI I —71t T3
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this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.
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T7DT5—23a> 0 sBAENTVRERLOMRBEEEZRTTSICIE., BRI 27 &2i8R
LET, BIRTSBE, LT AWS Resilience Hub A RRENE T,

c [TTZ—ALl—TF7VTr—=>3rhsBAETVWSHR Amazon CloudWatch 75— A
DEZERLET,

« [SOP]— P77 U —2avhASBRAENTLSH#E SOP OBERLET,

c [FIS]— 77T —23a hASBRAThTVIHBTANOBEEZERLET,

EEMEAIT7OFE

cOEVIAVORTR, FELOAXDF—2a 0 RA7OARAT7 I AVR—F I NET TV —
AVOEEMERAIT ZRET S AWS Resilience Hub =8 IZ THEAZTNZRICOVWTHBALE
o HELAXDF—=2a2RA7T7OARAT7 I AVR—F 2 NET7VT—23a > OBEEmME AT
7 AWS Resilience HUb IZDWVWT ICK 2 TREETNBDFERBRIINT, REEVRSA U NCADS
NET, BIRAE. 3D2DT7F5—LDS5522ZRELLBE. AT 13.33((2/3) *20) KA > ~
CBYYET, COERF I3RSV NIEBEATNET, RAOHERICELNTVWE VI A NN
MIZDWTIE, thesectioncalled “F7 7 IVR—FZ 2 RNDVIANEFMRAT" O a2V 2SR

LTLEZL,

—EHOAIAFT) P 12 R—=F>2 M ScoringComponentResiliencyScore APl ZBLU T®H &
METEERT. COAPIOFMICODVWTR, RAOAT7VJAVR—ZF NEEMUEARAIT 25 RL
TLEZL,

T—7)

« BREBREATOAOAT IOV R—ZFNEHETEH

- BEMMEADT OFER

 AppComponents E FHiZ A 7 OEEMUEAID T ZH1EIT 2K

RORE, FELOAXF—=23VEA7T7OAATITAVR—F> N 25TE T AWS Resilience
Hub =8I TEAE D A EZRLTVET,
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BHERRATOAAT I IJAVR—ZF N EFETER
AAF7V>T B FERX il
OAVR—F>
N
FTARNAN AWS Resilience Hub #%® T = ((Total number 20 @ AWS
Ly () TANDKEBDSSE, EE of tests implement Resilience Hub #
ICREENETANERI  ed) + (Total number RFARDSSE 10
ENETARNOBICETY  of tests excluded) HeEREL, 5H
TEBEAENEAIDT7 (0~ ) / (Total number ZRRAL EHE.
100 "M > N)o of tests recommend TANANL YD
ed) FIRDESICETE
© Note HERO—BEROESY
EEMERADT Z <9, T =(10 +5) /
FETAICE, 20
FEnEEEsg « REEShETANDE
& & Bz AWS ¥ - AWS CloudForm  2FWVW., T = .75
Resilience Hub 3 aton 77 L— KA or 75 points
=Hic. #HExXA AWS CloudFormation _]
BFANAFIBE 30 Y=L THERE I
AR ERIC®T 7Y 7O-RENEE
ENT\DNUEH ICEREENETAMNDE
HYET, FHERLET,
s HBETIhBDTANDEFT
BM—T77)r—>3a>
1)V —A AWS Resilienc
eHub ICETVT #F#
RIBTANZETRLE
9,
s [BRAEShETANDO#HB
B —T7705—>3>
HEBRAETNEHRTA
NOBZERLET,
TZ—LAN AWS Resilience Hub #£232 A = ((Total number AWS Resilience
Ly (A) & b Amazon CloudWatc of alarms implement  Hub A"#E3EL /=
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Q—H—H1 K

A7V T
OAVR—%>
b

B2

h7Z—LDEFEHDS
5, EFEICRES XTRA
& 11 /= Amazon CloudWatc
h7Z2—LDOBICEIKIE
FILEhiA37 (0~100
RAUK)o

® Note
FEEMMEAOT7 %
FETRICE.
AWS Resilience
Hub A" REF K &
AIBEBBDRDIC,
WRTZ—LNE
fis5E TIREEIC 2 2
TLVBDHRENFHY)
7,

ATER

ed) + (Total number
of alarms excluded)
) / (Total number
of alarms recommend
ed)

FIEXO—HRFROESY)

T9,

s REENILETZ—LDE

% - AWS CloudForm
ation 77 L—RMHE

K& 1 AWS CloudForm

ation, >V —JLIC
Ty7O—R&Ehik&

ZICEREE - Amazon

CloudWatch 72 —L®
Bt ERLET,

s [HRTT—LDOKE
—TF77V5—=>3azl)
V—RICEIVWT AWS

Resilience Hub A" # 3 9

% Amazon CloudWatch
To—LZRLET,

s [BRAETNETS—LD
B —770r—>3
UhSBRAESNIHR
Amazon CloudWatch 7
Z7—LD¥HERLET,

Bl

20 fE® Amazon
CloudWatch 7 2 —
LD>5 10 @%R
#U. 5 EZRN
L 7235&. Amazon
CloudWatch 7 2 —
LANLY DK
DEDICETEE N
=97,

A=(10+5)/
20

XY, A=.75
or 75 points
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AAF7V>YT EBiE FERX £l
dAVR—F>
N
SOP #A/NL Y  AWS Resilience Hub A"#f S = ((Total number 20 B d AWS
< (S) ®I3 SOP DHRBDS of SOPs implement Resilience Hub #

5 EEICEEThELD
EBRHE N SOP OBRIC
HEI3<KEZEAEhEADT
(0~100 KA > N)o

ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

FAERXO—HRFROESY)
T9,

- BREE NI SOPs D&
=¥ - AWS CloudForm
aton 77 L—hk
DERS KTV AWS
CloudFormation 12/
V=ILAOTvY70O—
REFIZEREE Tz SOPs
NDEFHERLET,

- HERENhD SOPs D

BB —T7TVIT—
>3av)J—AAWS
Resilience Hub (CEJ
T HN#RTS SOPs %=
R~ULFET,

« [BRIAAE Iz SOP D%

B —TTUr—>ay
A SERINL 1= HE3E SOP
PBERLET,

ESOPMH>5 10
Bl SOP % 2%
L. 51f@o SOP %
BALBE. S
OP ANL Y ZIEIX
N&LSICEHEE
x99,

S=1(10+5)/
20

22XV, S = .75
or 75 points
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AAFV>T B FEX il
dVR—%>
N
RTO/RPO ] T7Ur—>a>hHBEEM P = Total weights T70r—>3>y
VTTATY MRUVI—Z®BELTVS  of disruption OEEMmMERD
A (P) CEICESI<KEE LT H types meeting the S—HFTRASE
AT (0~100 RA > application's DF4—=y—=2
N)o resiliency policy / AZ) E€1 TR
Total weights of all KZIF ¥ O
disruption types . BRATDOHRETEI-

TIHEE, BEMM
RIZ—AT (P)
FRXDKSICFE
TNhET,

- 1)—23 > RTO
& RPOMDEEZR
HRELTVSE
&, PRRROK
SICEtEEhFE
T,

P = (20 +
30)/ 100

XY, P =.5
or 50 points

« 1J=—232 RTO
& RPO DEEZ
HELTLWAEWL
e, PERD
KSICFTEE h
7,

P = (22.22 +
33.33)/ 99.9
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AAF7I>T #HH AIERN B
aAVR—%>
N
2KV, P
= .55 or 55
points

ROKRE, T7VTr—23>2460BEMEATT Z25HE 3% AWS Resilience Hub =& (2 T
EhBaRERLTVET,

EEMEAIT7OFER
AA7I>T i FTER Bl
OAVR—%>
~
T7Tr— T7Vr—=23a>yFE0R TFT7UT5r—>3>lenlR JBERZSATRO

>avoBREE  FEMURVI—ZBHLLT FEMMHAOTE. XORzE INREFZFET
AT WRZEICETL, Bl FALTHEEZRET:RS 3XFR0OEHY

(RS) ENEBEMEATTZ (0 = (T * Weight(T) + T,
~100 RA > N)o 77V
—arEnEEMm A * Weight(A) + « Test coverage
- . ¥ (T) = .75
ﬁxq;w\?«fwﬁﬂ S * Weight(S) +
RATOMEFHETY, * Alarms (A)
DXV:RS = Weighted P * Weight(P)) / = .75
Average (T, A, S, P) * SOPs (S)
(Weight(T) - 75
+ Weight(A) ) -
+ Weight(S) + ) MeeFlvg
Weight(P)) resiliency
policy (P)
= .5

FT7O)r—<3a>
CEDEEMMEA
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AAT7V>T  EHHA FER il
dAVR—%>
N
AT7RFRDKRSIC
FFEEhET,
RS = ((.75

* .2) + (.75
* .2) + (.75

* . 2) + (.5
*.4)) /(.2
+ .2 + .2

+ .4)

DXV, RS = .65
or 65 points

RORFE, P7VT5—23>Q0R—%2 N (AppComponents) EFI X4 7 OEEMHERAIT &5t
B 9% AWS Resilience Hub 7= (I THEAE DX EZRLTWET, = L. AppComponents & H
WA 7 OREEMEAIDT L. XD AWS Resilience Hub APl 2 LU THOKAEIBTE XY,

« RSo ZHU8 9 % /= % M DescribeAppAssessment
+ RSao & RSA ZHU8 9% 1= ® ListAppComponentCompliances

AppComponents E R4 7 OEEMEAIT ZFTE TSI R

A7V T
OAVR—%>
N

77)3aY
R—FRNZ
&, BRUH
WA 7E
DEEMm R
7 (RSao)

glil

B

AppCompon
ent A" &
4172&D

[EEMMERD
—mizL
TWa 2kl

A8

AppComponent < & & & ORI R
A7 EOBEMERTT K, X

ODREFEHAL CGHEETNET,
RSao = (T * Weight(T) +

A * Weight(A) +

Bl

FTRXTOHREIALTD
RSao M HEIRFMHIE IR
DEHYTT,

* Test coverage
(T) = .75
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A7V T
OAVR—%>
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HI<E%EAL
ShizA3d7
(0~100 7R A
> BN)o App
Component <
EBRVHMH
RATED
P& 1M 1 A
Tk, IXT
DERRAT
OMEFET
9o

D&V):RSao
= Weighted
Average (T,
A, S, P)

T, A, S, P
DERF, IX
TOHERTA
N

. SOP. AppC

omponent &
2L R Q0]
FEEMMEARL
—ZiEi
ThHICEHE
ENEZEDT
9o

SHER

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

« Alarms (A)
= .75

* SOPs (S) = .75
Meeting

resiliency
policy (P) = .5

AppComponent & & T
PR AT EDESE
MEADATRERDOLS
ICFHEENET,

RSao = ((.75
* .2) + (.75
*.2) + (.75
* .2) + (.5
*.4)) /
(.2 + .2+ .2
+ .4)

DF'., RSao = .65
or 65 points
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AOF7V>YT FTER £l

dVR—%>

N

AppCompon PEEmMERL AppComponent — & DEEEMMHERA ITXTOERXAATD

ent & DE S—&®/EL a7, RoXzFEAL TETHEE RSa D HEIRRFZMHIFIRD

EMHEAIT TWBZEl nE9, EBYTT,

(RSa) HI<E%EA{L
ENEARIT RSa = (T * Weight(T) + + Test coverage
(0~100 R4 A « weight(A) + (1) = .75
> B)s App « Alarms (A)
Component S * Weight(S) + = .75
< & OEEM o . SOPs (S) = .75
'|'_¢|_7\:|7U:‘ P W61ght(P)) / . Meeting
TJ"\'"Coo)jﬁﬁ (Weight(T) + Weight(A) + resiliency
247 OM Weight(S) + Weight(P)) sellsey (P) = o5
BE¥HTY,
DXV RSa ‘
= Weighted AppComponent < & M
Average (T, E%Wﬁl]?@ﬁ@
A, S, P) FDICFTEENET,
T, A S, P RSa = ((.75 * .2)
DfElF, TN + (.75 * .2) +
T OHEF 2 (.75 * .2) + (.5
N, 7o—A *.4)) /
. SOP, & (.2 + .2+ .2

+

.4)

DXV, RSa = .65
or 65 points
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AAF7V>YT FHH FTER £

dAVR—F>

~

RETRA 7 FEEMmMERD PR 7 OEEMEADT ITRXTOHERRATD

EDEEmMYE >—=MmiEL . ROXZFEAL THHEEZhE RSo MAIIRFZM4IFRD

A7 (RSo) TWad 2kl 9, EHBYTY,
HIOEZE#A
= nt27] RSo = (T * Weight(T) + A * =« Test coverage
7 (0~100 7 Weight(A) + (T) = .75
4>I\)°°EF S * Weight(S) + P * > Allams (B
a7 E Weight(P)) / = .75
D FEEm £ .« SOPs (S) = .75
7\‘37!&"\ El (Weight(T) + Weight(A) + - Meeting
NTOHRE Weight(S) + Weight(P)) resiliency
XA 7O policy (P) = .5
E¥ITY,
2F:RSo o L
= UERElEE hfi R, T EDEE
Average (T, ﬂ’u'ﬂi_ZIIT’(i\ KD &
A, S, P) SICFHEEhET,
T. A S, P RSo = ((.75 * .2)
O, T v LorE T o2
T OHEF 2 (.75 * .2) + (.5
N, 7Z—L4 *.4)) /
. SOP., && (2 + .2+ .2
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OREEMm 4R
) —%&El DXV, RSo = .65
ThHICETE or 65 points
ENEZEDT
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B

bl

AWS Resilience Hub l&, §5TEEMEAIT7OZL IX > F—

9o

JAVEBATICEREE)HTE

ROKE, PZ—LA, SOPs, TAK, BEMMUARIS —0EF, FMEATOEHERLTVLE
T FMIRA Tk, TTVT—>32 AVT7ZARNTIF Y, AZ, V=J3VHFBENET,

(® Note

RI—0U—232 RTO &2 RPO 2—7'Y hE2ERLABVEE, U—J3arHFERS
NTVEBEWEEDEXIICRILSIC, HOFMEATOEXANTNICISUTEMLET,

T7Z—LAh, SOP, TAN, RUS—Z—=T7YRNDTIA K

HEREHOER

N

Z—A
SOP
TAK

BEEMMERY S —2HiET

FHF R A TRIOT A b
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ERALOHRBEERZ T77UT—23a 2 ICKEaT 5 AWS
CloudFormation

ERLEOHBEIEAR—IT CloudFormation 7 7L —NDEKZRBIRT D E, G777V Ir—>3
CVOBENDTT—LA, BEERFIE (SOP), £k AWS FIS 8% 52iR 35 AWS CloudFormation
7> 7'L— Kk AWS Resilience Hub Z#EHK L £F. AWS CloudFormation 7> 7L — K & Amazon
SINTY NZREFEEI, ERLOHEREER—OTVTL—NOEMARTTT7L—RMA®D S3
NAZHRRETEERT,

BIZIE, ROVARNE, [CK2TLURVTENETS—LLIOXF—=2a>rzZRRT3
JSON R M AWS CloudFormation 7> 7L — Kk %Z/RL TWE ¥ AWS Resilience Hub, h
l&. Employees &W> DynamoDB F—7 /DAY RAOY NUYITTS—ATT,

T 7L—K® Resources £33 Tk, DynamoDB T—7 I MOF&EY AOY NLAXRY K
DEN 1 2B EEEICTIT 14712585 AWS: :CloudWatch: :Alatm D7 5 — A DVWTEHBEL
TVWET, £, 2 DNDAWS: :SSM: :Parameter VYV —RAlk, EBOTFT U —>3a > 2AF v
T &< AWS Resilience Hub . A MV AR=)LER)Y—AZBITEDZIART—REZER
LET,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
+

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm" :
{
"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-
DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
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"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
1,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
.
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}

iy

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn

{
"Type" : "AWS::SSM: :Parameter",
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"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl9aa73/
dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.

"Description" : "SSM Parameter for identifying installed resources."

AWS CloudFormation 7> 7'L— M NDZE®E

TZ—I, SOP, £ AWSFIS UY—REXA VT TV —2 a2V IlHKEd2REB[REERZE
&, 77U5—>3a>57207L—h&RRI2T7L—KNIHOVY—RAELTEMNTSZET
o LTFIZRT JSONFERD 7 7 4 )Lk, DynamoDB 7&—7 )L A" AWS CloudFormation 7> 7L —
RTEDKSICRRRE MBI OEERNEMEZRLTVET, EBOT77UTr—>3a>ICik, Mo
T=7IIBE, ESICVKI2ADVY —ANEENDUEEF HY)ET,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

1,
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
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"AttributeName": "USER_ID",
"AttributeType": "S"

},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
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1,
"GlobalSecondaryIndexes": [

{

"IndexName": "resiliencehub-index-1",

"KeySchema": [

{
"AttributeName": "USER_ID",

"KeyType": "HASH"

1,
"Projection": {
"ProjectionType": "ALL"

TZ2—LVIY—RE2T77)T5r—232ces6ICF7O4TERLSICTRICRE. N\—RO—F127
ENEVY—RETTVT—2320ARY VOBNSRICEEMADIHLEN BT,

Z T, AWS::CloudWatch::Alarm DY —AERTUTZEEL TS EEV,
"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCI9"
RKDESIZEELET,
"Value" : {"Ref": "Employees"}
AWS: :SSM: :Parameter DY —AEETUTZEELET,

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

RDESICEELET,
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"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPs X> AWS FIS £ ® AWS CloudFormation 7> 7L — N Z2ZEI$2H/ERBELUHFET, /\—R
d—RENESBEIDs, \N—ROUITOZEEZEHELGEHA BN ESRICEZEBRIET,

DynamoDB F—7 ILANDSBEFEAT DL, AWS CloudFormation TR DIREERITTEET,

« £, F—ER—ATF—TIEZERLET,
c ERENEVY—ADOEEBOIDZEICT>—LALTHERL., AWS CloudFormation i)Y —A % &
EMRIDVEN DGR TS —LEZBNICEHRLET,

@ Note

AEZYITDZRARREODAZY IOV —-AHIDSREE, T AWS CloudFormation
T7VTr—>232 )Y —AzEBIRHORSEBRFEEZRERTEET, AWS
CloudFormation(Z=# L, LOXF—=2 3 ARV VBEXAVARY VERFRIICLTBE -
WEEE. 2 20ARY VBTHEREETHEERETHIHLENf HYVET, )

& 52, HashiCorp @ Terraform EDH— R/)N—FT 1Y —)LZEA L T, Infrastructure as
Code (1aC) #7AE>a=->J 33 E£TEET,
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AWS Resilience Hub APIs &R L =77 ) —>3a> 08
REETE

AWS Resilience Hub IV =)L ZFEALTT7 7V r—>a 28 RB RVPEETIRDIC,

AWS Resilience Hub Tl& AWS Resilience Hub APIs ZFERL TT7 77— 3 2R RB R EE
TEET, COETIE. AWS Resilience Hub APIsZ R L TF7 77U Tr—> 3 #ERTBHEICD
WTERBALE T, £, API ZRTIBIEFRY, BYLHlEEEICRMIDIMEN HBBD/NTXA—ZE
COWTEEEZELTVET, HMICOVTE, UTOZSREY IZSRBLTLSEEL,

+ the section called “7 7’V —< 3> O %(E"
 the sectioncalled “7 7’V —2 3> OERTEDTH
 the sectioncalled “7 7’U4o—< 3> OIEIE”

T7U—>3a>n0xE

T7Ur—2a> 728 EG32lk, £IFT77U5—>a3a %2R0, BEMERUS—EE)HTT
A5, AAV—ANSTFTV5—2a32 1 )Y—R A R—NFTIUENNHYEST, 77UT5—>3
T DOEFBIZERE D AWS Resilience Hub APIs OFEMIC DWW TR, UTOREY %23 HBL TL
EEW,

 the sectioncalled “ 77— 3> OER

+ the section called “BEEMHER) > —DHER"

« the sectioncalled “Z 7V —>3> ) —ADAVR—RNEAVR—NAT—RADER”

« the sectioncalled “7 7)o —>a > ORITEBEEMHUER) S —OE|V) HT”

Creating an application

THLWTF U5 —2 3> #ERT 5 ICIE AWS Resilience Hub, CreateApp APl Z U H L,
—BOT7IT—2a BEEBETIHLENHYET. <O API OFMIZOVTIE, Mhttps://
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_CreateApp.htmly S BL T &
(A

ROBITIE, AWS Resilience Hub TCreateApp APl ZFEAL THLWF U —> 3 newApp%
ERTBDHEERLTVET,

T7ITr—23> 0% 127


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html

AWS L UTI>YANT I—H—HA K

DOITAK

aws resiliencehub create-app --name newApp

L ARV A

IlappII: {
"appArn": "<App_ARN>",
"name": "newApp",

"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",

"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,

"tags": {},

"assessmentSchedule": "Disabled"

[EEMERD S —OERK

T7U5—2a>zERLES, CreateResiliencyPolicy API ZERLTF7 7 U —
JAVOEEMUEZIBEBETEDRSICTIEEMUERI D —2ERTEIXENf HYVET,

M APl OFEMIC DWW TIE., Mhitps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_CreateResiliencyPolicy.html, Z2Z8BL T &L,

XDOPlE, CreateResiliencyPolicy APl AWS Resilience Hub 2R LT TF7 77U —< 3
~newPolicyAIC ZHER TR FEERLTVET,

DOITABN

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

L AR A

"policy": {
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"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnylLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {3}

ABV=ADEDVI—ADAVIR—RNEAVR—RNAT—RADER

AWS Resilience Hub IZl&, 77U =23l )Y—R&EAVER—RNTBEOOLUTO APIs A A
EThTVWET,

- ImportResourcesToDraftAppVersion— M APl 2 T2 &, EEXTEXBANLY —
ANSTTIT—23a>oRSTINN=23a2 )Y —REAVR—RNTEET, 0O API
OFMMICDVWTE. Thitps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.htmly ZZBL T EE L,

+ PublishAppVersion- Z® APl (&, E#H & hiz AppComponents EEEICT T UT5—>3a>n
FLWN=23 2 ZRITUET. 0O API OFHAICDOVWTIE, Mhitps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_PublishAppVersion.htmly ZZBL T E&E ),

- DescribeDraftAppVersionResourcesImportStatus— < ® APl ZERdT% &, U
V=AQOT7VT—=232N=23ADA UV R—RAT—2AZER/TEERT, 0 API
DOFMICDVWTE. Thitps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API|_DescribeDraftAppVersionResourcesImportStatus.html; ZZBL TV,
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RO TIE, ImportResourcesToDraftAppVersion APl ZfHL T Y —A% AWS Resilience

Hub D77V —23 2 ICAVR—NTBDHFEERLTVET,

DOIAK

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],

"status": "Pending",
"terraformSources": [
{

"s3StateFileUrl": <S3_URI>

RDFIE. CreateAppVersionResource APl ZfEH L T AWS Resilience Hub O 7 7' —< 3

VY —AZFHTEMNTZHEZRLTVERT,

DOITAK

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

L AR A

"appArn": "<App_ARN>",

FT7VTr—23> ) I)—ADALVR—NEAVR—NAT— R ADER
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"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
.
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
.

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

RDOBITEE, AWS Resilience Hub T DescribeDraftAppVersionResourcesImportStatus
API ZERAL T, VDY—ADAVR—RNAT—RAZERTEHEERLTVET,

DOITAK

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

L AR A

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
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TTUT—Y A ORI N—Y 3L ORTEBERERY S — 0B
e

AMEZRITIDEINC, KITTTVT—2320ORTFTINN=2322RTL, VU—AREhiz/NN—
A oOT7TVT—2avICEEMERIS —2EWETI2HENHYET,

1.

T7UTr—23a>0ORST7NN=232ZRTL, BEMERUS —28)HTAICE

T7Vr—>3>0ORI7MN—232ZRTTSICIE PublishAppVersion APl Z £
LET, O API OFMICDOWVWTIE, https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.htmly 2B L T EE V),

RO, PublishAppVersion API AWS Resilience Hub 2L T T7 7V —>3a>m
RSTRMN=2322RTIDFEERLTVET,

DOTAbB

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

L AR A

"appArn": "<App_ARN>",
"appVersion": "release"

}

UpdateApp API ZFEBAL T, VU—RENEN—23a2 077U 5= 3> ICEEmMERY
O—%BERALET, <O API OFFMIC OV T, Thttps://docs.aws.amazon.com/resilience-
hub/latest/APIReference/AP|_UpdateApp.htmly ZZBRL T E&E L\,

R OFE. UpdateApp API AWS Resilience Hub Z AL T OF7 77U —>3a>nl) ) —A5%
HAN—=T AV ICEEMUER) S —2ERAITSZHEZRLTVET,

DOTAbB

o
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--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

LARVA
{
||app||: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
b
"assessmentSchedule": "Disabled"

AWS Resilience Hub EEM M N ETEEE

F7UT—23av0HLWN—Ja v EaRFLES, HLUBEMETMEERTL. REEDMHFL
T P7UT—Y 3 FREMEAUS —TESEhTVBHEET—Y 0— K RTO L #5E RPO %
BELTVWAEERRBIILENBYET. SMETH, §F77UTr—2 3 00 K—%2 NORE

ZRI—EHBL, PZ—A, SOP, TAMNDHREEEZERLET,
FAMACOVTE, LTORRNEY VZSRLTEEL,

« the section called “FEE i M5l D E1T & B4R
« the section called “FEEER) S —OER”

AWS Resilience Hub FEE MM 0 E1T & BER

TEEMmMMEMME Z321TL AWS Resilience Hub, TNDAT—RAZE_ZU>2TFTBICE, XD

APIsZER T2 HENHYET,

F7UT—>23 > 0ORTEDH
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« StartAppAssessment— O API 77V Tr—>3 > 0fH L VB ZERLET. <D
APl OFMEIZ DWTIE, TMhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_StartAppAssessment.html; ZZBL T EE L\,

- DescribeAppAssessment— C® APl &, 77U —2 3> OFEIC OV TEHBAL, FHMED
RTAT—RAEZRHLET, <O API OFMIC DWW T, Thitps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_DescribeAppAssessment.htmly ZZB L T<EE ),

ROBITIE, StartAppAssessment APl ZfEf L T AWS Resilience Hub T#H L Wi D E1TZ
MIBDHEERLET,

DOITAK

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

L AR A

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},
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"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},
"tags": {}

ROBITIE, DescribeAppAssessment APl ZfEH L T AWS Resilience Hub TFHMEiD A7 —2 A
EERTDAHEERLTVET, assessmentStatusEHD SFTHAND AT —2AZHMETEE T,

DOIAN

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

L AR A

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

.

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

I,
"compliance": {
IIAZII: {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
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"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0

.

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @

},

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0

}
},
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",

"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
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"tags": {}
}
}
AT %5 SR D FERER

AHMEATEREICET LIS, RO API 2R L TRMEBRZ/ND CEANTEFRT,

- DescribeAppAssessment — <M API Tld, BEEMHRIS—EBSLEDETT IV —
JAVOBREDAT—RAZEWNTDENTEEXRT, 52, complianceStatus ¥
ASAVT ATV AART—RAZMEHL 12V, resiliencyScore BEN SEHFMRA T
OEEMEATT7ZMEL LV TEIEETERT., <O API OFMEICOVWTE, Mhitps://
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_DescribeAppAssessment.html; %
ZRLTLEEV,

« ListAlarmRecommendations - Z® API Tlk, @D Amazon VY —AX—L (ARN) Z
AULTTPS—LOHRBEEZENBIZENTEET, COAPIOFMICOVWTIE, Mhitps://
docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_ListAlarmRecommendations.html
ZSRBRLTLEETY,

(® Note

SOP &£ FISTANDHREEHZREBITSIC
l&. ListSopRecommendations& ListTestRecommendationsAPlI ZERAL T EE
Wo

ROBITIE, ListAlarmRecommendations API ZfERA L TEHME® Amazon )Y — A% — LA (ARN)
ZEERALTTZ—ALALOAXF—23a>0BBEEZRLET,

(® Note

SOP £ FISTANDHREEFAZEEBETSICIE. ListSopRecommendationsE =
[ListTestRecommendationsiCBE]Z TS EE L,

DOITAK

aws resiliencehub list-alarm-recommendations \
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--assessment-arn <Assessment_ARN>

L AR A

{
"alarmRecommendations": [
{
"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceld": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourcelId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1)
"prerequisite": '"Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

1,
{
"recommendationId": "d9c72c58-8c00-43f@-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
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]

.

{
"recommendationId": "0@9f340cd-3427-4f66-8923-7f289d4a3216",
"referenceId": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\">docs</a>).\n* Make sure that
you've configured ‘log_group_name® in " /etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name ™ in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

.

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceId": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
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},
{
"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceld": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceId": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
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"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",
"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "fb30cb91-1f09-4abd-bd2e-9e8ee8550eb0",
"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",
"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",
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"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceld": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:

(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

ROBITIE, ListAppComponentRecommendations APl ZfFEfA L THREEK BRENEEMHEE
MEETERLOOHRBEER) ZIEITHIHEZTRLTVET,

DOITAK

aws resiliencehub list-app-component-recommendations \
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--assessment-arn <Assessment_ARN>
L AR A
{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
b
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes.

backups"

cluster with volumes.

backups"

cluster with volumes.

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
b
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
1,
{
"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
1,
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
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"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
DAZTE
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",
"expectedRpoInSecs": 86400,
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schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

I

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
DAZTE
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 120,
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"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"
}
]
I
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",

"configRecommendations": [
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"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for

Amazon EFS from backups, derived from backup frequency"

}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

1,
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \

T7Vr—>3a>nEE 152


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html

AWS L UTI>YANT I—H—H4 K

--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

)Y —ZA#&BADOTF7 TV —23a> A R—ZF2 NZTIL—71
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RDOPlE, DeleteAppVersionAppComponent API AWS Resilience Hub 2R L T T7 71
T—=232O)V—ADFMEEH IS HEZRLTVET,

DOIAK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": '"new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"

RDOPIE, UpdateAppVersionResource APl AWS Resilience Hub Z AL T, BIOHITHERL
=22 AppComponent ZHIBR T2 HEZRLTVWET,

DOITAK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
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}
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AWS Resilience Hub Tk, UpdateAppVersionResourceAP| ZFEHAL TEHMEAL S U Y —AZ BRI
TEET, chsDUY—RARF, F7UTF—>2a3a > 0BEEMEZFEITIRICEZEEESNER A,
M APl OFHIZ DWW T, Thttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_UpdateAppVersionResource.htmly Z25BL T &L,

(® Note
AR —=ARBAVR—RENLEVY—ADKERATERT,

RDFIE. UpdateAppVersionResource APl Z{EH 3 % FBEIC AWS Resilience Hub O 7 7" 7 —
>a>oI)V—-REBRATEFEERLTVET,

DOITAbB

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
.

"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
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},
"resourceType": "AWS::EC2::Instance",
"appComponents": [

{

"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
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ARNTZ0T1AZSRLTLSEE L,
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AWS Resilience Hub A2V —=JILIZT7 9 EAT 3. BIBROTIVEAHFAOEY RFRETT,
CNSOTIVEAFAIC&KY), O AWS Resilience Hub VY —ANFllZ —EXRTBRVPRRTE
FTAWS THIV N, BRIBYUBELBHFTRYEFRAIBELVTATFOTATAR—ANDRIS —%
ERTDE, TORV—EFEODIVFA4T4 (A—Y—FLEO-)L) ICHLTOVY—INER
LEEBYICHELEEA,

AWS CLI £/zl& AWS APl DA ZHOHTI—H—(CEF. &FPROOY-IT I EAFAZ2NE
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LET, FHEICOVWTE., "IAMI—Y—HA R, O "J—HF—AOT7 I AFADEN 2R
LTLEEL,
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DEAFAEI—Y—ICRELERTHN, R, EF. TLEHIRIDERFETEXRLA,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"

]I
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"Resource": "*"

BODERORRZEI—F—ICHFAITS

COBITE, A—Y—TFTATFUTATACTRYFENILEAVTAVELTIZR—I RRUZ—DFk
REIAM A—H—CHATRIRV—OERGEERLET, cORUZ—CF, IVVY—-IT,
T AWSCLI £zl AWSAPI ZHEALTTOJZATIOT I AV EETTRT UV AFHA
FEEFIhTLET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

"iam:ListUserPolicies",

"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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}

FIFE a7 8E% AWS Resilience Hub 77’V —>a> O —E8XRR

RDR)S—TIE, FIFATEEE AWS Resilience Hub 77U —> 3> &2 —8RRTDT7 I EAHT

Z1—HY—ICRHE5LET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"
1)
"Resource": [
o
]
}
]
}

T70Tr—2a iHMEoR%E

RORD) S —F, BHED AWS Resilience Hub 77’045 —>3a> o

l_ﬂ_t:{:.l-'—_f_l/ij-o

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"”
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
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RDRISD—IE, BHED AWS Resilience Hub 77’V —2 3> Oz HIBR T2 7V AHFa %

A—Y¥—CNHELET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"
1)
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

BEOT7VTr—>3>OLOXTF—23>7To7L—bMOER

RDORY S —&, BHED AWS Resilience Hub 77U —>3>OLOX Y F—> 3

ZERTZT7I/EAFAAZI - —ICHELRT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [

"resiliencehub:CreateRecommendationTemplate"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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}
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ROR) S —F, BED AWS Resilience Hub 77’V —>a> L X F

ZHIRT AT O AFAZI—F—ICHELET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [

"resiliencehub:DeleteRecommendationTemplate"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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RDORID—IE, BEOEEMMER) S —Z2HHL T AWS Resilience Hub 7 7’ —> 3> #E#H

IRHERZI-—H—ICRHELET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1,

"Condition": {

"StringlLike" : { "resiliencehub:policyArn" :

west-2:111122223333:resiliency-policy/*" }

"arn

aws:resiliencehub:us-
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}
}
]
}
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AWSResilienceHubAsssessmentExecutionPolicyNZ—2 RARUS—DOERAE#HE ),
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ZWEBE., AWS Resilience Hub & ZNDO—)L ZER T FIEERRLET. FHMAICOVTIE.
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e WEOTHU> NTO AwsResilienceHubAdminAccountRole
s BT N> NTH AwsResilienceHubExecutorAccountRole
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EEEICRIBEET,

KeEY S
« AWS Resilience Hub TF7 902 3> & E1TTDHERHN &L
 iam:PassRole ZE 1T I 2RI HV EHA
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widget VY —RAICBHTIHMBBERRLIDELECEEZREL T, TORICHKE
Zresiliencehub:GetWidget 77 L AHFAZHE > TV B VISEEICRETIENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

CMiF/E. resiliencehub:GetWidget 79> 3 ERAL T my-example-widget!) Y —AN
DTV EAZHFTTHELSIC, mateojackson I—H—DRIS—EEHTISEN HVYET,

BR—MBEZBERE. AWS BEEZFICHEBVELESEEV, Y1421 UFEIE®RERAL 128
HENEEETT,

iam:PassRole ZR1TT 2RI DY) FEA
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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ENfHYET,

HR—MBEZFERE. AWS BEEEZICHBVELESEE VL, Y424 UFRIEHRERAL 128
UENEEETT,

BHo 0 LU0 I1—%—IZ AWS Resilience Hub UY—AAWS PHO N ADT O+
AEFALEZV

OTFTHAIY NOI—H—PEBADAN, VIY-ALLTIVELAITZLEHICEATESO-IZEK
TEXT, O-ILD5EZFZEERXID DY —ZEBETEXT., VY—AR—ADRII—FKI
E72t€AO>MO—)LUAN (ACL) ZHR—KIBH—EADBE, ThS5ORU—ZFEAL
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EMEAOEHERENLO-LNOEY N ZHEATRIRSICRETEET, cOO—IILTE, »
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(7% AWS ldentity and Access Management AWS Resilience Hub (IAM) O—JL T3, #lZ&E. CFN
TUTL—REFRICK2>TEREND VY —RAICTVEAFTZ2E O FUOELO-ILZERKTS
ENTEET, COR=DTR, F7V5r—>a>BELO-LZER, KRR, SRV EETDSH
ECDOWTHBALETD,

T7Vr—>avaERTdEERE, BFOHLO-I)LEZEELET. AWS Resilience Hub &, ')
V—AZAR—RNULEYFEMEZRBBLEY TREEIC, COO—IILZBEZTTIV-RAICT I+
ALET, MECEHLTO—)LZELICEE Z I+ AWS Resilience Hub 2 &S ICF 512k, O—I)L®
S8R > —T AWS Resilience Hub #—E R 7°1) > </ /Y)L (resiliencehub.amazonaws.com) Z S48
ENLEY—ERAELTEETIHEN BVET,
T705—2a>oBU0ELO-ILERRTDICE, TES—2aRADS[T7TVT—2 3]
ZERL, [TTVT—23VIR=DO[TU>IV]XAZ1—H15 EROEH 2BRLET,
¥RIE, 7705 —2a BUOELO-IASVOTEEBMNMELIHIBRTEE T, HloO0—ILaEH
LTT77)T5—>23> )V —AICTIEARTREETEET,

(N =Xy

« the section called “IAM 1>V —=)LTHRVOHLO—I)LZERT S
« the section called “IAM APl IZ &k B O— )L DEE”
« the section called “JSON 77 A/ )L ZFERAL EBRI —DER"
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IAM OV —=)THOCHLO—-ILZEKT S

AWS Resilience Hub A" AWS H—ERAE VY —RIZTIVELATEDLSICTHICE, IAMOY—
INEFERALTTZARVTADNMCHUCHEHLO-LZERTEIHLEN HGYVET, IAMI VY=
ZEALEO-IOEROFEM-OVWTIE., "AWS H—EZRAOO—)LOER (DAY= )1 &
SRLTLEEL,

IAM OV =) ZEALTTZA4XVTAHIDNCHCELO-LZERTDICE

1. 1AM 1>V —JL (https://console.aws.amazon.com/iam/) ZBE X T,
2. FES—=3aRA4UHhs5 [O—)L] ZBRL, [O—ILOEK] ZIBIRLET,

3. [NAZLBREARII—]ZERL, [NAZLBERIZ -] T4 RTICROKR) S —%2IE—
LT, [AN] ZiBIRLZE T,

(® Note

VI—ANEBEBTAIRNCHIBERE. ThSOTHIY NI EICO—-ILZ2EK
L. OT7 AT RNCREAEVTATDNOEERIS —ZFEAIZIZEN HYE
ER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}

4. [FEROEM R— O #ERRV—]EI>a>7T, [7ANTA L
FRV—BTRI—ZRY)iAAR, ToZ—F—ZHF)|HRY VAL
AWSResilienceHubAsssessmentExecutionPolicy ZA L&Y,

5. RUZ—ZERL, [RN\] ZEBRL KT,
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6. [A—LOFEME O3>0 [O—-LE]RYIRIC, —EOO—ILA
(AWSResilienceHubAssessmentRole & &) ZA DL ET,

CO7 1= RICEEBFE '+=, .-/ NFDHEANTEEXT,
7. (FA72aN[FEBEARYIACVRDNUOHBZAALET,
8. [A—ILDEK] ZiBIRLFT,

A—AT—ALEREZHFETZICREK. ATYT 6T, [ATYT 11 EBREEHRITAT1DE
R EI2IVEER[RATY T 22 #ROEM €72 3a20E0ICH S [RE] A2 ZFRL
x9,

FEHLO—IILEVY—AO—I (RHIT25HE) 2ERLES, ChoOO—)LZERATELSIC
T7)Tr—23a>&8_ETEET,

® Note

TF7Ur—2a>zERELREHRITHEER, BEO IAM 1—Y—/O—JLICHETHEL
O—J)LIZx 9% iam:passRole #ERAMBETT, L, HMAZRTITHDICZDIERE
PDEHY)EEA,

IAMAPI IC&ZO—)LDOERE

AO—-)ILOEBERIS—TR, BELEZTVIONILIC, O-IILZ5|ZZ 15 -b0FTZ2F5LF
¥, AWS Command Line Interface (AWS CLI) ZEAL TO—J)ZERTSICIE. create-role
ANV REFERALET, COON REFERATDIEEIL, EEARVI—AVSA 2V REBEETDCLES
TEFXT, XOHIF. O—IILZ5EZHDT U NILT VA% AWS Resilience Hub #—E
AN ETBHEERLTVET,

(@ Note
JSON XZF5ITEIAR (' ") ETAT—T7IB2LEHOEHRHE. >TION—232ICIBLUT
BEB2EENHYET,

%4> 7 )l create-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{
"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]
3

JSON 77/ )L#ERALEE RIS —DES

@5l JSON 774 I)L2EALTO—-ILOEER IS —%2E&EL., create-role 1
N RERTTEET, XOFITEE., trust-policy.json FBEDTFALIKNUIC
HBIEERI—EEBLT7AILTT, CORJZ—IE, create-role IV R%&
RITFTRDCETO—NICTEYFENETT, create-roledN ROBEHREH T I
HAOLEREATVET, O—JLICHERZEMT S ICE. attach-policy-to-role Y > R
ZERALET, £9. AWSResilienceHubAsssessmentExecutionPolicy EER
) —ZEBMLET, CONZR—I RARV—OBERICDOVWTIE, "the section called

“AWSResilienceHubAsssessmentExecutionPolicy’ ;1 2B L TS E&E L\,

H#> 7 )Ltrust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}]
}

%> 7’ )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-

role-policy-document file://trust-policy.json
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B TIIHA

"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T723:19:127",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"

]

#> 7 )Lattach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

JOAAWS THOYRT O EAROERZTAHI OO -FT7>3>

DY) —ZANEH BV —ATHINCHZBE., 77— 3> %= EEICEHE AWS
Resilience Hub TE3 &SI, ChSOETHONIO-ILEZERTIHBEN HYVET, O—IILOD
ERFIEE, RV —OREZRVT, BFCHLO—-IILOEXZ7OELARAEUTVET,

(® Note
VY —ANBEETZDEHAEVTAINTO-IILZERTIHEN HYET,

=R

« the section called “IAM AV —=)ILTOEAZ IV —AFTAHT> coO— )L OER”
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« the section called “IAM APl IC& 2 O— )LD EEE”
« the section called “JSON 7 7 A ) &2FERAL EEERIS —DER"

IAM Y —=ILTOEAREI/)Y—=ATAHDI>Y NoO—)LOER

AWS Resilience Hub 60 AWS 7 HO > RO AWS H—EREVY—AICTIVEATESD LS
TR, ChSsOETHIO NI O—IILEZERTIHENHYET,

IAM OV =) ZERALTEAHIV/VY—ATAI>  OO—)%Z IAM OV —=)LICERTSIC
=3

1. IAM J>Y =)L (https://console.aws.amazon.com/iam/) ZHAE LT,
2. FES—=3aRA4UHhs5 [O—)L] ZBRL, [O—ILOEK] ZIBIRLET,

3. [NAZLBREARII—]ZERL, [NAZLBERIZ -] T4 RITICROKR) S —%2IE—
LT, [AN] ZiBIRLE T,

(® Note

VI—ANBEBBITAIRNCHIBER. ThSOTHIY NI EICO—ILZ2EK
L. OT7 AT RNCREAEVTATDNOEERIS —ZFEAIZIZEN HYE
ER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
.
"Action": "sts:AssumeRole"
}
]
}
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4. [HEROEM R—D O HERRV>—1®€I23>T, [F7ANTAFRE
FRVS—BTRI—2RKVAH, To2—F—2HT|RY IVAIC
AWSResilienceHubAsssessmentExecutionPolicy ZANL&E Y,

5. RUZ—ZERL., [R\] ZBRRLZET,

6. [A—LOFEME O3>0 [@—-ILBIRYIAIC, —E0O-IA
(AWSResilienceHubAssessmentRole & &) ZA DL E T,

7. (A723V)RBAIRY VARICURSN)OHRBEZAHDLET,
8. [A—JLDEMK] ZRERLET,

A—AT—ALERZHFETZICRE. ATYT 6T, [ATYT 11 GEBEHRITAT1DE
R EI2IVEER[RATY T 22 #ROEM 72320 E0ICH S [RE] A2 ZERL
£9,

TSI, BHLO—J)LIZ sts:assumeRole #ERZEML T, ARV FTHIRNTEOO-I
ZE|EZHOSNDELDICTHIHNEEHVET,

FERLEREAZVO-ILORCHLO—ILICRORYS —ZEMLET,

"Effect": "Allow",

"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",

1,
"Action": [

"sts:AssumeRole"

]

IAMAPI IZ&ZO—)LDEE

O—LOE#EAR)—7T, BELEZUINLIC, O—-I)LESIEZH2-H0OHFATZFELE
¥, AWS Command Line Interface (AWS CLI) ZEAL TA—/)LZERTBICIE. create-role
AR REFEALET, COOANVREFERAITIEEIL, EBEAV—AVTAVERBETDCES
TEET, ROBIF, O—IILZ5EZTHT I AFTZ AWS Resilience Hub H—ERAT U2\
WM ETRDHEZRLTVWET,
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® Note
JSON XZFITEIAG (' ") EIAT—7I21HNEMR., STILON—JaVIZBLUT
BRBBGEENHVET,

%> 7 )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}'

£, BARIOJISON 77 AN ZEALTO—LOEER)S —2ZERTDEETEERT, RXOHI
TlE, trust-policy.json FBREDTFALIKNIICHBDT7AILTT,

JSON 77/ )L #ERAL-EBRIS—DES

ERID JSON 774 )L ZFEALTO—IILOEER)—%ZE&EL, create-role Y
VRERITTEET, XOHITIE, trust-policy.json FBENDTFALIKNVIZHSD
EHERV—ZECT7AILTT, CORJZ—&, create-role AN RZERITY
BZETO-NICTRYFENET, create-role AN ROHARKH > TILHEAIC
RENTVET, O—LICT IV EAFAZEMT S ICIE. attach-policy-to-role I~ > K
ZERALET, £9. AWSResilienceHubAsssessmentExecutionPolicy EER
) —ZEBMLET, CONZ—TJ RARV—OBHRIZOVWTIE, Tthe section called
“AWSResilienceHubAsssessmentExecutionPolicy’ ;s 28R L T E&E L\,

#> 7 )Ltrust-policy.json

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
.
"Action": "sts:AssumeRole"
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}

%> 7’ )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

H27I)EA
{
"Role": {
"Path": 11} Il’
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"

]
+

"Action": "sts:AssumeRole"

#> 7 )Lattach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.
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WEDIAM 11— —T#ERZFEHTS

BEOIAM 1—H—ERZEAL CFMEZERNS LVOPERITITRHEERE. COF
ZEFEALTLKEEZV, IABM1—Y—FLEI1I—Y—-CEERTshdO-)
. AWSResilienceHubAsssessmentExecutionPolicy BBRIVI—ZTFRYFTEEXT,

B—ThIOYVNDORE

AM 1—#—£RAUTATY N TEBEATVAT /U —2 3V TREERTT SR, LRO
EBARUY—EEATIEGTTRTY,

AT 1—-)IE A DORE

AWS Resilience Hub " AT 21— )L N MOBEERXR AV ZETTEDLSICTDICE, FLVL
O—JL AwsResilienceHubPeriodicAssessmentRole ZERTHIHBEN HV)ET,

(@ Note

s O—IR—ADT VLA (FIROHTHLO—-IIZER) 2FATEIHEE. COATY TR

~ETY,
e O—J)2A47l&. AwsResilienceHubPeriodicAssessmentRole THA HUEN H V)
9,

AWS Resilience Hub " AT 2 1 —)LE N =FHABEEND AR AV ZETTEDRLSICTSICE

1. AWSResilienceHubAsssessmentExecutionPolicy BRI —ZO—J)LICTRYFLE
ED

2. RORIVD—ZEMLET, T, BT77VTr—23rFERE ATV
%primary_account_idAWS 7HJ 2 ~hTHY ., FHEZEITLET,
TSIC, ATV 1—)lEehiFMEoO—-)LICBEERTsniEER) > —
(AwsResilienceHubPeriodicAssessmentRole) ZEBIMTBDUEBENHVET, chnlikY),
AWS Resilience Hub Y —E AN AT 1 — )l hfHMEOO—-I)ILZ25EZ2 2 HOT A
FAFIEENET,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
.
{
"Effect": "Allow",

"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"

]

ATTZ1=)lenlzo0—-)LICETREERI> —
(AwsResilienceHubPeriodicAssessmentRole)

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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JAAT AT NDRE

BEOT N> NT AWS Resilience Hub ZFERAL TVWSHEIE. XD IAM#ERAR S —HNRBET
T, PHOVRZEWK, I—ART—ARIISUTEBD T IV EAHFUINBEIZED AWS BENHY) F
T, JOARATHO N7 OEAAIC AWS Resilience Hub #38ET 5. UTOF7AHDo>heO—)
NEEBENET,

« T7ZARVTADYN —AWS 77 T—2 32 Z4ERL TRMEZRITIBTHI N,
c EAVEV/VY—=ATAHIUN (BEA ) - VY —ANBMEENTWVD AWS THI Y N (BE
)

(@ Note

s O—IAR—AOT7IVtA BIROFTHLO—I)Z26ER) 2FEATIEHEE, COATY T
rETT,

« Amazon Elastic Kubernetes Service I 7 7 EA T2 OO T I AERDREDFEMIZ D
WT . the section called “Amazon EKS 5 A X — AWS Resilience Hub NDF7 7t AMD
B ZSRBRLTLSEEL,

TZARVT AT NDORE

754V T NI MAwsResilienceHubAdminAccountRole TH L WO—JL &KL, TD
A—J)L%Z5|& % (% AWS Resilience Hub 77 EAZBMICT I HENf HYVET., coO—)L.
DY—AZEOCAWS 7HORNOBOO=I)ICT IV EATREHICERAEhET, VY—RAEFHEH
WMBERNI B> TEBE)ELHA,

® Note

« O—J)LZ A4 7F. AwsResilienceHubAdminAccountRole THAHEN HVET,

« T7S5ARVIVTHIRNTERTDUBEN HYET,

s ME®D IAM I—Y—/O—J)LICE, CcOO—)L%Z5|ZZ(F3iam:assumeRoletERANHE
T,

- secondary_account_id_1/2/... ZBEITBD A XVTHIV NERIFICEEHRZ
7,
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RDORIVZ—E, AWSTAHIYROBIOO—-ILOVY—RAIZTIEATREHOOIJ/EF152—T
JEAFAZO-ILICHELERT,

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_1:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

EEAO—)l (AwsResilienceHubAdminAccountRole) DEER IS —FROEHY T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
},
"Action": "sts:AssumeRole"
}
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}

TAVEV/IVY—=ATHIY NORE

cOO—I)EBIEZFBICE. FEEARUTHIVRNT
AwsResilienceHubExecutorAccountRole Z#HHREKR L., LR TERL -EBEO—-IZEM
ICTBDHEANBHYET, <OO—)LIE AWS Resilience Hub ICK > TTF7 7V —23a> UY—ANDA
FrOoLTMEICERAETID S, BUBTILAFATEHETT,

=7 L. AWSResilienceHubAsssessmentExecutionPolicy BRI —&ZO—IICTRY F
L. BTEO-IIRIS—ZTRYFITRIUEN HYET,

BITEO—LOBERIS—RBROESY T,

{
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"
iy

"Action": "sts:AssumeRole"
}
]
}

AWS O Y Zx— RR1J S — AWS Resilience Hub

AWS BEEBR)I —F, ICK>TERBLRVOVEEBENDZAZRF7ORIST—TF AWS, AWS
EER)S—F., Z<O—MBUBEI—AT—AICT 9 AFTEFETHELSICHHchTVWS 1=
o, I—H—. JL—7. O-LLT I EAHXTOEY HTEBBRTEXT,

AWS EERU S —F, INTOAWS BEERNSEATESDLH, BENI—AT—ALLXL THN
HIEOT VAT AZNAELBVEEN HHEICEBELTKEEZY, I—AT—ARICEEOHAZ
N—EER)—ZERLT, TVEAFAZRVIAC L ZHEBOLET,

AWS BEAUS —TEZEENTVB TV LARTREETEE VA, / AWS BEARUS —TES
ENETIEAFTAWS 2EFHFTDE, RUS—FFRYFERTVBTRTOT UL/ ID

AWS Y Z—T RARUZ — 197


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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(A—¥%—, =7, O-L) ICEELET, AWSAWSOH—ERX &, FILL FEFEhilz&
E, FEEERFEOT—EATHLWVWAPI AXRL =23 U AFFAAEICE > &EIC, AWS EERD
S—EEMITRIAURMNRESSBZN KT,

FECOVTE NIAM A—H—HA R, O TAWS XZF—J RRD I —; ZZRLTSEZ L,

AWSResilienceHubAsssessmentExecutionPolicy

AWSResilienceHubAsssessmentExecutionPolicy & IAMID ICF7 R Y FTEERT, DR
D=, FHMEORITHIC, FTHMEZRITIRLOOT IV EAFAZMO AWS H—ERICRAELET,

T U2 ARFA O

— MR —I&, Amazon Simple Storage Service (Amazon S3) /N Y NCF7Z—LA AWSFIS &
SOPFT 7 L—KNERTIZDLOOBENET IV EAFTERMHLET, AmazonS3/NTY MRED %
Hlkaws-resilience-hub-artifacts-IC TR YEN HV)FT, BIO Amazon S3 /N7 Y M
L EWEEIE, CreateRecommendationTemplate APl ZHU'HE L TVDEICRITTEET, 5
#ICDWVWTIE, CreateRecommendationTemplate ZZBRL TS & LY,

CORVI—IZE, LTOT IV EAFANFE8ENATVET,

« Amazon CloudWatch (CloudWatch) — 7 7" —= 3 > &2 B89 % 72 8 IC Amazon CloudWatch
THRELEIXNTORKEXRTZ—LZRMEBLET, €52, cloudwatch:PutMetricData %
FALT, P7VT5r—>a>0BEEMMEATIT O CloudWatch X N1J 9 A% ResilienceHub &
HZBICRITLET,

« Amazon Data Lifecycle Manager - AWS 7 /177> N ZEEES 5 TW S Amazon Data Lifecycle
Manager ')V —AMDescribe 7V AFAZEEL TREL £,

« Amazon DevOpsGuru — AWS 7> MMCBEMNS TS 1 TL % Amazon DevOpsGuru J YV — XA
MODescribe7 7t AFFAZ—BRRL TRMHLET,

« Amazon DocumentDB - 7 A7~ NCBEEN TS5 TS Amazon DocumentDB 1J Y — X
MDDescribe7 V7 AHFHZ AWS —EXRRL TRMLET,

« Amazon DynamoDB (DynamoDB) — AWS 7 A7~ N ZEBES 5 TW S Amazon DynamoDB
)Y —AMDescribelERz—EBRRL TRMHLET,

« Amazon ElastiCache (ElastiCache) - AWS 7> MCBES TS TV ElastiCache )Y —
AMNDescribe7 VL AHFTERBHLET,
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« Amazon ElastiCache (Redis OSS) Serverless (ElastiCache (Redis OSS) Serverless) - 7> b~
(2 B8iE{Y 1T 5 TV B ElastiCache (Redis OSS) Serverless SR EMDescribe 7 7t AT & {214
LET AWS,

 Amazon Elastic Compute Cloud (Amazon EC2) — AWS 7 h > MCBEES TS TLWS Amazon
EC2 VY —AMDescribet#fRZz —EBERRL TRHELET,

« Amazon Elastic Container Registry (Amazon ECR) -AWS 7 A NZBEER TSN TV
Amazon ECR Y —A®MDescribe 7 VL AFAZRHELET,

« Amazon Elastic Container Service (Amazon ECS) -AWS 7 hJ > MCBEERIFTshTWVS
Amazon ECS VY —AMDescribe7 VtAF I ZRMHLET,

« Amazon Elastic File System (Amazon EFS) - AWS 7 AV > MCBEEMS TS5 TWS Amazon EFS
)Y —AMDescribe7 7 AFTZREMHLFT,

« Amazon Elastic Kubernetes Service (Amazon EKS) —AWS 7 AU NZBEER TS hTWVWS
Amazon EKS JY —ZAMDescribet&EfR%E —ERRL TERELFT,

« Amazon EC2 Auto Scaling - AWS 7 H 7> MNMZBEE (75 TWS Amazon EC2 Auto Scaling )
V—AMDescribe7 7t AFFAZz—EBRRL TRHBHELET,

« Amazon EC2 Systems Manager (SSM) -AWS 7 HhD > MCEEFFShTVWS SSM VY —R
MDDescribe7 7 AFHZREHLEF T,

« AWS Fault Injection Service ( AWS FIS)—AWS 7 HJ > MNZEEMR TSN TWS AWS FIS E5&
EERBRTUTL—hE—BRTL., 7Ot ADescribefFAZ=HMLET,

» Amazon FSx for Windows File Server (Amazon FSx) - 77> N AWS ICEENITShTWVS
Amazon FSx )Y —AMDescribe 7V AFFAZ—ERRL TRHALET,

« Amazon RDS - AWS 7 A2 NMZBEER T 51 TWS Amazon RDS VY —AMDescribe7 ¥
tAFHZz—EBRTLUTRERHELET,

« Amazon Route 53 (Route 53) — AWS 7 HJ > MNMZEEMR TSN TWS Route 53 Y —AD
Describe #RZ—EXRTL TRMHLFT,

« Amazon Route 53 Resolver - AWS 717> MMZEEST TS5 TS Amazon Route 53 Resolver
)Y —AMDescribe7 VAT Z —BERRL TRELFT,

« Amazon Simple Notification Service (Amazon SNS) —AWS 7 AU MCBEEFHFshTWS
Amazon SNS )Y —AMDescribetEfRE —BRRL TRELET,

« Amazon Simple Queue Service (Amazon SQS) — AWS 7 HJ > MIBEER TS N TLS Amazon
SQS VY —AMDescribet#EfRz —ERRL TRELEFT,

« Amazon Simple Storage Service (Amazon S3) - 7 A > N AWS (ZBEf T 5 TS Amazon
S3 Y —AMDescribe7 7t AFHZ—EXRTL TRHLET,
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(@ Note
FMOERTHIC, BBRIS—DSEFIDIMEN GRZITIVEAFANFNRELTVDE
4. AWS Resilience Hub & s3:GetBucketLogging 7 7 £ AF A &R L TFMiiZ EF -
ETTLET, L. AWSResilience Hub IZl&, FELTWA TV EAHFTZ —BERT
FTREGAYVE—IDHNFRTEN, ThZENTH B THENBHENET, EEShLE
FTHEAICFTRLTVWST7IVAFAZEMLAVE, FHMERFEABRLET,

« AWS Backup —-AWS 7Hh V> MCBEEMN TS TL S Amazon EC2 Auto Scaling ')V —2A
MDDescribe7 V7 AFHZ —EBEXRRLTEHBLET,

« AWS CloudFormation - 7 717> MMZBES T 5 TS AWS CloudFormation AZY 2 ED 1)
V—AMDescribe7 VA Zz—EBRRLTEREBLET AWS,

« AWS DataSync - AWS 7 HJ > NZEEMR TSN TWS AWS DataSync 'J Y —AMDescribe”
VEAFAZ—ERRLTRHELET,

« AWS Directory Service - AWS 7 A7~ NMZBE TS5 TS AWS Directory Service )V —A
MDDescribe7 7 AFHZ —EBEXRTLTRHELET,

« AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7Hh > MMCBEEMS TS ATV
% Elastic Disaster Recovery |JY —A®MDescribe7 VL AFTEZRHLF T,

« AWS Lambda (Lambda) - 7 A7 > ~ AWS ([CBEEF TS TWS Lambda )Y —2A&
MDDescribe7 7 AFFAZ—ERRLTRMLET,

« AWS Resource Groups ( VY —ATIN—7)-THDU> ~ AWS [CBEESF 5 1 TL S Resource
Groups VY —AMDescribe 7V AH T Z —EBRRLTEHELFET,

« AWS Service Catalog (Service Catalog) - 7 717> ~ AWS IZBE(F (5 hTWS Service Catalog
)Y —AMDDescribe7 7t AFHZ—ELRTL TRHLET,

« AWS Step Functions - AWS 70> NMIBEN TS5 TLS AWS Step Functions )Y — X
MDDescribe7 V7 AFHTZ—EBERTL TEHLET,

- Elastic Load Balancing — AWS 7 A7V > NMZBEES TS5 h TS Elastic Load Balancing J YV —A
MDDescribe7 V7 AFFAZ—ERXRRLTRHLET,

+ ssm:GetParametersByPath— C D#ERZFEAL T, 77UIT—>3aVICBREEThE
CloudWatch 72 —A, TABM, £izld SOP 2EEL £ T,

FEORTHICF — LK AWS F—ERALTF VL ATH O ABBT VL AHFTEHET I
Y- I—F—J)—7. O—-LETILAHTAWS ZBMT B, RO IAM RS —H BB
7,
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"Version":

"2012-10-17",

"Statement": [

{

"Sid": "AWSResilienceHubFullResourceStatement",
"Effect": "Allow",
"Action": [

"application-autoscaling:DescribeScalableTargets",

"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",
"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeFastSnapshotRestores",
"ec2:DescribeFleets",
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ec2:DescribeHosts",
"ec2:DescribeInstances",
ec2:DescribeNatGateways",
"ec2:DescribePlacementGroups",
ec2:DescribeRegions",
"ec2:DescribeSnapshots",
ec2:DescribeSubnets",
"ec2:DescribeTags",
ec2:DescribeVolumes",
"ec2:DescribeVpcEndpoints",
"ecr:DescribeRegistry",
"ecs:DescribeCapacityProviders",
"ecs:DescribeClusters",
"ecs:DescribeContainerInstances",
"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:ListContainerInstances",
"ecs:ListServices",
"eks:DescribeCluster",

"eks:DescribeFargateProfile",

"eks:DescribeNodegroup",

"eks:ListFargateProfiles",

"eks:ListNodegroups",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeServerlessCaches",
"elasticahce:DescribeServerlessCacheSnapshots",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperiment",

"fis:GetExperimentTemplate",

"fis:ListExperiments",
"fis:ListExperimentResolvedTargets",
"fis:ListExperimentTemplates",
"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
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"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",

"rds:

"rds:

"rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

DescribeDBClusterSnapshots",
DescribeDBClusters",
DescribeDBInstanceAutomatedBackups",
DescribeDBInstances",
DescribeDBProxies",
DescribeDBProxyTargets",
DescribeDBSnapshots",
DescribeGlobalClusters",
ListTagsForResource",

"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",

"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",

"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses”,
"s3:ListBucket",

"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",

"sns:

"sns:
sqgs:
"sqgs:

sns:

ssm:

GetSubscriptionAttributes",
GetTopicAttributes",
ListSubscriptionsByTopic",
GetQueueAttributes",
GetQueueUrl",
DescribeAutomationExecutions",

"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",

"tag:

1,

GetResources"

"Resource": "*"

iy
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{

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "ResilienceHub"

}

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience HUDAWS Y Z—2 RARDU S —DEH

CHH—EANChSOZEEDET ZFHI AWS Resilience Hub LTHA S5 M ® AWS YZR— R7R
S —NEFHICEATIHMZRRLET, COR—DOZEEICEHAITIEEBBEAICOVTIE, AWS
Resilience Hub RF I X RBER—JS O RSS 714 —RICHTRAISATLTLEEL,

zE it BA B
AWSResilienceHubAs AWS Resilience Hub (& Z ¥ 2024 £12 A 17 B
ssessmentExecutionPolicy - ¥TAWSResilienceHubAs

ZE ssessmentExecution
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rE

AWSResilienceHubAs
ssessmentExecutionPolicy -

rE

AWSResilienceHubAs
ssessmentExecutionPolicy -

ZE

AWSResilienceHubAs
ssessmentExecutionPolicy -

rE

S ER B

Policy L. FHME®DRELT
AWS FIS FIC A SREB&ICT D
EATEDKRSIC ListB KT
TOtAGetFHAZREL X
L.

AWS Resilience Hub (& Z&
#TAWSResilienceHubAs
ssessmentExecution
Policy L., fHMEDEITHIC
Amazon ElastiCache (Redis
OSS) Serverless ®1J Y —XA
EREILTIVEATRLEHD
7 Ut ADescribefF A % {4
EL&ELE,

2024 9 A 25 H

AWS Resilience Hub & 2§ 2024 8 A1 H
#TAWSResilienceHubAs
ssessmentExecution

Policy L. FHE®MRET

AWS Lambda # (Z Amazon

DocumentDB, Elastic Load

Balancing, 8LV O Y—XA

EREILLT VAT LEHD

7 Ut ADescribefFal = {4

EL&ELE,

AWS Resilience Hub (& Z&E
#TAWSResilienceHubAs
ssessmentExecution
Policy L., fHMEDEITHIC
Amazon FSx for Windows File
Server BREZFHAIND 2
MDDescribe7 VAT %z
FELEL

2024 3 A 26 H
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z&E Bk B
AWSResilienceHubAs AWS Resilience Hub & 28 2023 £ 10 A 30 H
ssessmentExecutionPolicy - #TAWSResilienceHubAs
rE ssessmentExecution

Policy L. FHEMEITH
(CFRE Z FHHLD AWS Step
Functions =& MDescribe”

ItEAFERHELEL
AWSResilienceHubAs AWS Resilience Hub I & 2023 £ 10 A5 H
ssessmentExecutionPolicy - #TAWSResilienceHubAs
z&E ssessmentExecution

Policy L. FHMEOEITH
(C Amazon RDS ® )Y —RA
TOtLATRLEODT IO+
ADescribeffAIZft5L &
Lo

Z M AWS Resilience Hub 7R 2023 % 6 A 26 H
) —i&k, fMiizRTITS 1
DD AWS H—E ZAAND

TOEAZRBKLET,

AWSResilienceHubAs
ssessmentExecutionPolicy —

Sy

AWS Resilience Hub A" AWS 2023 £6 A 15 H
NEZ—RRUS—DEED

ﬁm&ﬁﬁtﬁbibrio

AWS Resilience Hub "ZE 0
EfEREBLEL L

AWS Resilience Hub R)ILY FE IAM T 2RIV T 7L A

AWSResilienceHubAsssessmentExecutionPolicy AWS BRI —&XOWVThHh DRI
VFEEBE DR — AWS Resilience Hub 2R L T, D Yﬁb‘%gt/\)byft_ IAM 7 2t A

FHENETEET, AWS BERUS—OFHICOVWTR., "1 Z2RU T & Lithe section
called “AWSResilienceHubAsssessmentExecutionPolicy”

LTRICK>TRRENBARILYFT DR S — AWS Resilience Hub :
« Infrastructure Application Manager RJ)LY @ IAM 7 U = AFFA]
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Infrastructure Application Manager RILY +® IAM 7 2 = AFF A

RORIVD—F, AVTZARZIOFATTIT—23URFR—I ¥ =RV FICBEBZT I EAFF
AzERfELET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "InfrastructureApplicationManager",

"Effect":

"Action": [

1,

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:DeleteAppInputSource",
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:PublishAppVersion",
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:UntagResource",
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub

"resiliencehub

"Resource": "*"

"Allow",

AddDraftAppVersionResourceMappings",
CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",
DeleteAppAssessment",

DeleteAppVersionAppComponent",
DeleteAppVersionResource",
DeleteRecommendationTemplate",
Describe*",

List*",

PutDraftAppVersionTemplate",
RemoveDraftAppVersionResourceMappings",
ResolveAppVersionResources",
StartAppAssessment",

TagResource",

UpdateAppVersion",
UpdateAppVersionAppComponent",
UpdateAppVersionResource"
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}

ESZAMEMEIZ—y—ARILYFO IAM 7O AST

N

"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

T7V5—=2a> mEERILYFTOIAM T O AHFA

RORID =&, FTTZVT—2 a2 mBERNY FCHERT IV AFTZRELET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ApplicationOwner",
"Effect": "Allow",
"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",

R —, EDSRAREUIRZ—D v —ORIWYVFCBEBT IV AFAZNELET,
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"resiliencehub:BatchUpdateRecommendationStatus",

"resiliencehub:CreateApp",

"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",

"resiliencehub:DeleteApp",

"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",

"resiliencehub:Describe*",

"resiliencehub:ImportResourcesToDraftAppVersion",

"resiliencehub:List*",

"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",

"resiliencehub:RemoveDraftAppVersionResourceMappings",

"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",

"resiliencehub:TagResource",

"resiliencehub:UntagResource",

"resiliencehub:UpdateApp",

"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

]I

"Resource": "*"

HAMWEAT I LAEZHATHLHO IAM T I ER

AT A

RORID—G, ZARNERT7 IV EACBERT VEAFAZNELERT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
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"Effect": "Allow",

"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

Terraform JRET 7 AL D ND A > 7R— I AWS Resilience Hub

AWS Resilience Hub (&, Amazon Simple Storage Service Y &x—2 R¥— (SSE-S3) £/ l& YXx—
< R¥F— (SSE-KMS) = £ L &= AWS Key Management Service H—/N\— @D &S 1L (SSE) % £/
LTES{tE i Terraform MRET 7 A IO A R—KEHR—KNULE T, Terraform AT7—K7T 7
AU BEENAEL LES{E*¥— (SSE-C) ZFEAL THES{LENhTWBEES, AWS Resilience
HubZ AL TA 2V R—RNTBDEWRETEEFE A,

Terraform RET7 7 A% A VR—RNTBICE, METZAINECICHBAICIELU T, XD IAM
7R 1) S — AWS Resilience Hub " % E T,

TS5AR VT AT NZHD Amazon S3 /N T Y RMH S Terraform AT—R774)L
BAR—NTD

TZARIITHINO Amazon S3 /NI Y NZH B Terraform AT —Z2Z A7 7 A IADOZTHEY T
27+t A% AWS Resilience Hub ICEFAI T2 ICIE. AT ® Amazon S3 /XY KRS —& IAM R
—HNRETT,

e NTYRRKRD——TSARVTHIRNCHBDEZ—5Y N Amazon S3NT Y RONT Y KRR
) —, BEMICOVTIEE, XRopleSBLTLSEETL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"

+
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"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"

},

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::<s3-bucket-name>"
}

c IDARUS—-—ZOTF77V—>avicERESnERCHELO-L, £E2E7Z54YY AWS T H
> NO AWS BHED IAM O—JL AWS Resilience Hub ICEBEF TSN ID RS —, EE4MHICD
WT., XoplarSEBLTLSEETL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
b
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
(® Note

AWSResilienceHubAsssessmentExecutionPolicyBEBARU—ZFEHALTVSH
4. ListBucket#EREFHEHV EE A,
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® Note

Terraform AT —KR 7 7AD" KMS ZFEAL THEES{LENTVBRBEE. &
NDkms:DecrypttERZEMT D HEN BV ET,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

AR I)THI NZHD Amazon S3 /N T Y KA S Terraform AT— K774
BAKR—NTD

c NTYRRIV——120EHAIVTHIUNCHBZDRX—5Y N Amazon S3 /N7 Y RD/N
TYRRUD—, HHICOVWTE., ®oflzsBLTIEEL,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
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}

c DRV —-TFTS54IVTHT> N AWS Resilience Hub TETENhTWB AWS 7AHDU > NO—
JICEER TSN AWSID AR > —, BEHICOVTE., ROFlESBELTSEEV,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
3,
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
3,
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
3,
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
(® Note

AWSResilienceHubAsssessmentExecutionPolicyBEBARU —ZFEHALTVSH
4. ListBucket#EREFHEHV EE A,
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® Note

Terraform AT —KR 7 7AD" KMS ZFEAL THEES{LENTVBRBEE. &
NDkms:DecrypttERZEMT D HEN BV ET,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

Amazon Elastic Kubernetes Service 7 5 A& — AWS Resilience Hub \N®
T Ot ADEML

AWS Resilience Hub [&. Amazon EKS V9 ZAZ—NDA >V T7ZARNZ U F v Z 25 # L T Amazon
Elastic Kubernetes Service (Amazon EKS) 7 2 AZ—DOMEZEMHZ5FM L £9. . Kubernetes
A—IIAXR—AOTFI7tA0> ~O—JL (RBAC) % E AWS Resilience Hub Z#E A L T, Amazon EKS
DSAR—O—FPELTF7O4 &5 tdD Kubernetes (K8s) 7—oO— REFHHL FI, AWS
Resilience Hub A" —2O0— RO EFHAED =8 IZ Amazon EKS V5 AX—& VTV T BIZIE,
LTERETITRDHRENDHYET,

« Amazon EKS V2 AX—ERUTHT 2 NTBE®D AWS Identity and Access Management (IAM)
O—)IZERELEFFEALET,

« IAM1—Y¥—&0—J)A Amazon EKS V5 ARXR—ICT7 IV EATESDLSICL, Amazon EKS 75
AZ—HDO K8s VY —ARIZEMDOFHEIVERT7 VL A#ERZFSLUET, Amazon EKS 75 A
Z—ADQIAM 11— —EO-IIOT IV ERAZBMCTEIHEOFMIIOVTRE, T9FAZ—A
DO IAMII—H—O—=)LOFT U tEA%ZEMIZTS - Amazon EKS, 2B L T EE L,

IAMI>T 4T 4%EHL %= Amazon EKS V5 AZ—ANDF UVt Ak, Amazon EKS > hNO—
L7 L—>2TEITE NBAWS IAM Authenticator for Kubernetes IC& 2 TEMICHR W ET, A—1>
TAT—3—k, TOREEHR%Z aws-auth ConfigMap M SEBLF T,
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® Note
« INTM aws-auth ConfigMap FREDEFMIZ DWTIE, GitHub @ TFull Configuration
Formaty ZZRBL TS EE L,

c EEXEBIAMTAFYTATADFEMZ OV TR, IAM 1—H—HA KD (74 F>
FATFA (A—HY—. JL—7. O—) EBRLTEE L,

« Kubernetes DO—IIR—AT7 VA2 hO—JL (RBAC) BREDFFHIC DV T Ik,
"RBAC RAINEAL 2ZRBL TSEEL,

AWS Resilience Hub &, Z7HAD > ~® IAMO—)LZ#EAL T Amazon EKS V5 AX—ANO )Y —
A&EVITVJLET, AWS Resilience Hub 2" Amazon EKS V5 AZX—KDO V)Y —RIZT VAT
ICk, TEAHAEhS IAMO—)L%Z, Amazon EKS 75 AX—AN Y —RAIZX T3+ 0Kt AEY)

ERT7 Ot AHA %% D Kubernetes JIL—7ICX Y E > S AWS Resilience Hub $2 % BN H V) F
C

AWS Resilience Hub &, XOWTFhAD IAMO—=)ILA7> 3>z ERL T, Amazon EKS 75 &
R—=D)Y)—=ANDT IVt AZHFALET,

e DY=ZAADNTI7EAICO—IAR—AODT I AZFERTEILDICT T IVT—2a3a U FRESNT
WBIEE., 77UT5—> 3> 0OERTIC AWS Resilience Hub ICEEhi-oHLO—I)LEzLEE
HRVTHD N O—)LIE., SHERFIZ Amazon EKS 9 S AZ—IZT7 AT EbICFRAE N
x99,

ROBERE, Z77U5—>23a> 0= IR—AOFT7)5—23a>ELTERESNTVRHES
(2. A" Amazon EKS 75 A% — AWS Resilience Hub IC7 7 tAT 3 FEZ%ZR~LTVET,

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer RoA
Describe-Instance CQD ADS
3 a
’ K_A
Describe-Instance oS @ Describe-Instance > Emll =
'3 o |E i
AWS Resilience Hub
AssumeRole using Service Principal Describe-Instance eca AWSResilienceHubServiceRole EKS API
» » E-i — Il'3|| ExS
Scheduler EKS API
AWSResilienceHub > (Y] s
ServiceRole
AssumeRole
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« BEDIAM 1—HY—Z2FEALTIVY—AILTIVELARATBILSICTTIVT—
SAVHREETNTVWSES, AmazonEKS V5 AZ—ERBLT AT N
IZAwsResilienceHubAssessmentEKSAccessRole&E WS ZFIOFH L W IAM O—IILZEKT S
BEABHYET, TOE, COIAMO—)LIE AmazonEKS 75 AX—ADT 7 AILERAENE

EE

ROBZREGE, P7IVTr—2a2FREQIAMI—Y—T IR

AAZFEATEILSICRES

NTWBEBEIC, 77ZA4XVT AT NCF7OA4 &N Amazon EKS 275 A X —IC A AWS
Resilience Hub 77t AT % 52 R~LTVET,

Primary account

A——n—_

Login Current lAM Role Assume Hole

AWSResilienceHub
AssessmentEKSAccessRole

=

ROBERE, T7VTr—232HREDO IAMI—H—OF7 7 AFIZERATAHILSICEE

TNTVWBBAIC,
Resilience Hub IC 79t A9 2 HEZRL

TVEY,

Primary account

A——n T

Login Current IAM Role Assume Role

AwsResilienceHub
AdminAccountRole

FEAHEITAIY NITTOA E 0z Amazon EKS 75 AR — AWS

Secondary account

—'8—'

Assume Role

o

AwsResilienceHub  Assume Role
ExecutorAccountRole

8

AwsResilienceHub
AssessmentEKSAccessRole

"=

Amazon EKS 75 AX—KH®O )Y — A AWS Resilience Hub AQO 7 9 ADEFH

AWS Resilience Hub Tld, SER TV AHFAZEREL TVWSERY ., AmazonEKS 95 AX—IZH

BPVIV—ACTIEATERTY,

Amazon EKS VS AX—AN )Y — A= ES L AWS Resilience Hub 2 1= ICAERZT

JEAEFATE CAETRICE

1. AmazonEKS V7T AZ—ICT7OVEATHLHO IAMO—)L%

O—IR—ADT I RAZEALTT T Tr—>322RELILEHE

RELET,

CDARATYT &R

FYTULTATYT 21LER, FTUT—2a > oERICERALEO-Z2EATEET,
AWS Resilience Hub T ® IAM O—=J)L&ZERA TS HEIC DV T, the section called “AWS

Resilience Hub & IAM NEEFE” #5

BLTSEZL,
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BEDIAM 1—Y—#RZEALTTIVTr—23 > 2R ELEHEE. Amazon EKS 75 A
X—ERBUT N2 NT AwsResilienceHubAssessmentEKSAccessRole IAM O—)L %&£
BITBBENHYET, TOH, O IAM O—)LiF Amazon EKS VT AR —ICT VAT B
ICEAEIhET,

T70r—23>04 2 R—NeEHRIC, & IAM O—)L AWS Resilience Hub ZfEAL T
Amazon EKS V5 AZ—HO VY —AICFIVE2ALET, <OO—)LIE, Amazon EKS 75 A
R—ERU THIVRNTHERTEIBEN HYET, £, AmazonEKS VT AX—ZFHHEi§ 5%
EHICHABEETEDTIVEAHFTEZEDT Kubernetes /' JL—7 AWS Resilience Hub TY Y E >
JENEY,

Amazon EKS 72 A& —A" AWS Resilience Hub FOCHLTO T AT NERUT AT NC
HA3EEE. RO IAMEHEAR)—Z2FRALTO-IIZERXTHIHENf HYET, O IAME
RS —TIE., caller_IAM_roleldBENDTHI > NTAPIsZRHUHTEHICFERAETAE
3 AWS Resilience Hub,

® Note
caller_IAM_role l&. AWS 1—H—F7AHU > MNIBEEMS TS hTVWAO—-ITT,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"

+,

"Action": "sts:AssumeRole"

X
]
X

Amazon EKS 9 5 AZ—AV0OAT A7 KN (AWS Resilience Hub FPHLTOT7 AT N E
FEBDTHIUN ICHBDHEEIE. XD AwsResilienceHubAssessmentEKSAccessRole
IAM E38R) > —ZFERALTIAMO—ILZERTIHENHVET,
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® Note

BIIREHE LT, AWS Resilience Hub I—H—OT7 HO U NEREBBTHIRIC
F7TOA4ENTWVWS AmazonEKS 9T AZ—IZT7O9tAT3ICE,. IVFT7HORNT
DEABRRETIHLENHVYET, FHICOVTE T, 28BLTLSEETL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"

}
]
}

2. AWS Resilience Hub 77’4 —2 3> M O—J)LClusterRole& ClusterRoleBinding (&
f=l& RoleBinding) O—IILZ#ERKL £7,

ClusterRole & Z#4EK T B &ClusterRoleBinding, A" Amazon EKS 73 AZ—HOHEE
DEBNZEBO—ITHBD )Y —AZ0HE K TFHE AWS Resilience Hub 9% =& I X E &5
BYERAT IV EAHFANNEEIET,

AWS Resilience Hub Tlk, XOWITNAZZTT T2 T, BEMETMEZER TR -HNDAE
BZEAANDT I EAZ&IRTEEXT,

a. IXNTOBEZEEOFGEKE) 72Ut A#¥% AWS Resilience Hub 777U —>a 5L
x99,

AWS Resilience Hub A" Amazon EKS V7 2 AZ—KHNNDIXTHRBZEBEICH TS 1)
V—ANTMEEMLZ5EMTSICE. XD ClusterRole: ZERTBIHEN HY) E
3 ClusterRoleBinding,
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« resilience-hub-eks-access-cluster-role (ClusterRole)- Amazon EKS &

Z ABZ— AWS Resilience Hub Z5FFfi g5 = I AFREETBRITIEA

EE

AFAIZERL K

* resilience-hub-eks-access-cluster-role-binding (ClusterRoleBinding)
— Amazon EKS ¥ 5 AZ—IC resilience-hub-eks-access-group EVS BT NDY
L—7%E&EL, TOI1—H—IZ AWS Resilience Hub CEEM MM £ RTT 2 L HI(C

BEBT VL AERENELERT,

IRNTOZHZEREOGFTHEY) 7O EA% AWS Resilience Hub 77 Ur—> a2 iif459%

TUTL—RERODESBY TT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole
metadata:

name: resilience-hub-eks-access-cluster-role

rules:
- apiGroups:
- mnn
resources:
- pods

- replicationcontrollers

- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:

- poddisruptionbudgets

verbs:
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- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
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apiGroup: rbac.authorization.k8s.io

EOF
b. BENBATEMERAND O DT U1 AFA AWS Resilience Hub #5L £ ¥,

ZEALT, HFEOZBZEEEY NADOD Y —AANDT V1A AWS Resilience Hub % PR
TZFJRoleBinding, cNZERRITBICEF, XROO—INZERTIHLEN HYET,

« ClusterRole — AWS Resilience Hub A" Amazon EKS VS AZ—HNDIEEDBZBIZERE D
DY —=RIZT VAL, TOMEEMZFTM TS ICIE, XDClusterRoled—I)LZERK
TRIMVENHVY)ET,

« resilience-hub-eks-access-cluster-role— SENZBIZEBANDIY — A%
AT 2 EOICHESERZIEELET,

« resilience-hub-eks-access-global-cluster-role - Amazon EKS 72 A
S—HNOBENCEBANZBICEHERFSATVWEVWITZSARZ—AO—-70) Y —A &b
TRLEOICHEBRT IV EAFAZEELET., &E. AmazonEKS VT ARAE—NDIZ A
B—AROA—=TOVIJ—AR(/—RBE)IZTIOEALT, P7UTr—>3 > 0mMES
ZFHME T B =H DT U2 AFFH AWS Resilience Hub Z%EE L E T,

ClusterRoled—I)LZ#ERTHEEHDT>TL—NEROESY TT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments

Amazon EKS 25 A& — AWS Resilience Hub NDO 7 7 AN EXt 222



AWS L UTI>YANT I—H—HA K

- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role
rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
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verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list

EOF

* RoleBinding O—J)L - 2o0O—)Lik. FREOBWMNZEROD Y —AILT7EAAWS

Resilience Hub 3 O ICKAEB T IO AHFUEZNFELET, DFY,

ARBEDER

ERERADOIY—RAIZTIEATEDLKSIZTBIZIE AWS Resilience Hub . EBBIZERH

(ZRoleBindingA—ILZEK T2 HEN HYET,

(® Note

ClusterAutoscalerZBBAT—V > JILERT25EEF. kube-systemlZ
JENNTRoleBindingZEX T D RBEN HET, Chld. kube-systemBHIZE

B —ETHBClusterAutoscaler AT 2 -HICHETT,

chiZkV), Amazon EKS V5 AR —%&FlI 3 5 FRIC. kube-system® %2 fH
AN —A %5 T2 AWS Resilience Hub =& ICHRBR T U AF AN TS

ENERT,

RoleBindingA— /L ZERTHODTTL—MEROEHYTT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l

kind: RoleBinding
metadata:

name: resilience-hub-eks-access-cluster-role-binding

namespace: <namespace>
subjects:
- kind: Group
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name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBinding O—JL - 0=k, AUV ZARXR—AA—=T0OVY—AILT
2+t A AWS Resilience Hub 2 O ICKBLET IV AFAZFELET,

ClusterRoleBindingd—IILZERK TR HDOTTL—KERXOEHY T,

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. aws-auth ConfigMapZE# L T. Amazon EKS VS ARX—ADT IV AIZFERAEh3 IAM
O—J)lL Tresilience-hub-eks-access-groupZE~NY 7L £,

CHDATFYT TR, AFYV7T1TEALEIAMO-I)ILEATY 7 2 THERL = Kubernetes &
IL—TEDIVEVTEZERLET, cOIYEVYIE., AmazonEKS VS AZ—KHNO )Y —
AT OEARTREODOT O EAERZ IAMO—J)LICASLET,
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® Note

« ROLE-NAME [&Amazon EKS 7S AX—ADT IV EAIZEAE D IAMO—)L%ZHEL
£9,

« F7VT—=23a A= IR—ADTILAZFEATEDILDICEREENTVWSE
&. O—-NL@E77UT—>3a>0/ER AWS Resilience Hub B IC ICEE h 2 HUOH
LO—ILFEEZEEAZFVUTHIMNO=ILOWVWTNDATHIHEN HYET,

s F7UT—=23a VY —=AANOTIOEAIC, BED
IAM 1—H—%2FRAT2LSICBRENTVSDES, Th
[FAwsResilienceHubAssessmentEKSAccessRole TH D HEN HV) £,

¢« ACCOUNT-ID & AmazonEKS V5 AZX—D AWS 7HOKNID THIUENHYE
9,

ROVWTNADFEET aws-auth ConfigMap ZHERTE XY,
« eksctl OfEH

ROAN > RZEZERITL T aws-auth ConfigMap ZE#H L E T,

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« F—ZT® ConfigMap ® mapRoles 20> aIZ IAMO—)LDFMZEBMNTD &
T, aws-auth ConfigMap ZF B THRETEE T, KON RZFEAL T, aws-auth
ConfigMap Z#REL £,

kubectl edit -n kube-system configmap/aws-auth

mapRoles EU2 IVRRDNTA—XTEREIET,
« rolearn-EMEHh3 IAM O—J)L® Amazon )Y —AF—LA (ARN),
« ARN #3X — arn:aws:iam: : <ACCOUNT-ID>:ro0le/<ROLE-NAME>,

Amazon EKS 25 A& — AWS Resilience Hub NDO 7 7 AN EXt 226


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS L UTI>YANT I—H—H4 K

« username — IAM O—JL AwsResilienceHubAssessmentEKSAccessRole [CN Y &
% Kubernetes A 1—H—%,

« groups— I —7BIF AT YT 2 (resilience-hub-eks-access-group) TERL =
IIN—TBE—HRTIHRENHVYET,

® Note
mapRolest V2 aABFELBWVEEE, COEII IV ZFHTEMTILESN
HVET,

L7 7L—hE2FERALTIAM O-I)LOFHEZT—2 T OConfigMap® mapRoles &
v2avICEMULET,

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

AWS Resilience Hub Z & %hlC L T Amazon Simple Notification Service k
EY JICRITTS

chOto> 3Tk, AWS Resilience Hub 77U —< 3> ICB T % E&1%Z Amazon Simple
Notification Service (Amazon SNS) REY VICRKITTEDRSICTIHEICOVWTHALE
¥, Amazon SNS REY JICBHIZT Y2 193ICE,. ADEDOHA/B>TVWBR L ZRELET,

« 797 414 77 AWS Resilience Hub 7 7 U4 —> 3>,

- NBHI%ZIXE AWS Resilience Hub 92 X EN & S BEFED Amazon SNS RE'Y U, Amazon SNS
REY ODOERDFEMZDOVTIE., "TAmazon SNS REY UV DER L ZSRBLTLEE L,

AWS Resilience Hub & Amazon SNS REY JICBHZHKITTEDELDICTBICIE. Amazon SNS
REYODTIORARIS —ZROKRDSICEFHITAIHRENHYET,

{
"Version": "2012-10-17",
"Statement": [

{
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"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {

"Service": "resiliencehub.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
}
]
}
(@ Note

AWS Resilience Hub ZFEAL T, F7 AL RTEBICZ>TVWBRU—232IHD
REYDICATRA) =230 A8 XYy E—JRRTTBHEE. Amazon SNS
REY VRICHERENEDY—ARVS —2ZETBIHEN BYVET. Z7UIN
JLD{E% resiliencehub.amazonaws.com #'5 resiliencehub.<opt-in-
region>.amazonaws.com [CEEL &7,

H—/N— RISt (SSE) ® Amazon SNS REY VZFERAL TW3EEF. AWS Resilience Hub #°
Amazon SNS BEF1tF+ —A M Decrypt B KV GenerateDataKey* 7V AEZF >TVWBH L%
BREIDIBENFHYVET,

Decrypt & GenerateDataKey* AN T IVt AZRMT S IZ(E AWS Resilience Hub, 7 AR

)=l

{

ZIR®D AWS Key Management Service 7 7 AT ZEH B RBENF HV)ET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {

"Service": "resiliencehub.amazonaws.com"
.
"Action": [

"kms:GenerateDataKey*",

"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"
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}
]
}

AWS Resilience Hub LOX > F—> 3> #2052 FEEBRATIEHDOT
2t AFFA O FHIR

AWS Resilience Hub 232 &, P77V —23a> &l LOXF—2a>a2E8H3 0K
NTBDHLOTUVEAHFTZ4IRTEET, X0 IAMEBERV>—2FEALT, 77U r—>3>
CEWCHBEEEZEOLYBRALLY THERZFHRTEERT., <O IAMEERI S —TF.
caller_IAM_role (AWS 1—H'—TFHIV NCHEEN TSN TVS) FBEDTHT NT APIs
ZEHCHEITEHICHERAE hET AWS Resilience Hub,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "VisualEditorQo",

"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}

DAVTZANZOF¥tE+11)7T 14 AWS Resilience Hub

NEZ—2 RY—EATHS AWS Resilience Hub &, 504 kAR—/Y— "TAmazon Web Services: =
FA1UFA4TOCLAOBE, CEBBEhTVWA AWS JO—NILZYRD)—0E2F21 )T 1 OFIET
REENTVET,

A AWS RBLZ API O—)LZFERAL T, XY NJ—%2 AWS Resilience Hub BT ICT7 VA
LET. 954 F > N, Transport Layer Security (TLS) 1.2 LABEEHR—KNFTDHEHFHY) F
T TLS1.3ABAERENE T, . —BFWNT 1 7 14— AJLN > Ephemeral Diffie-Hellman
(DHE) *° Elliptic Curve Ephemeral Diffie-Hellman (ECDHE) & &£ @ Perfect Forward Secrecy (PFS)
EEALEBESAAM—RNEIZAT U RTHR—NENTVBBENF HYVET, ChSOET—R
(&, Java7 LI E, REDEEAEDS AT ATHR—RNENTVET,
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T, VOIARNIBRTIOEAF—IDE,. IAMTUONILICEERTFSATWSDS—OL Y RNT
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