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AAZIIL (TILFTE il-central-1 =W (& Ly
7)

AWS GovCloud (KB  us-gov-east-1 (=4 (=40}
RER)

AWS GovCloud (K us-gov-west-1 =W =40
PEED )

HR—RENBAWS U—T 3> 22
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Hmze7T70149%

@ Note

cOHRIE, AWS CloudFormation T 7L—KEARY VZFERALTF7O4 ZBE1L
L% 9. CloudFormation 7> 7L —hKik., CORRICEEND AWS UY—REZ07ON
T 14 %Z5IR L E£9, CloudFormation AZXY V&, 7L —hMICREAREhhTVWERIY—R%
7O azZ> g LY,

HRmERBIDEIC, COHA RTHRALLIAN, 7—FT0F v, RYKDT—TtF21UFT1,
TOMODERBBEZMIEL T LSV,

NeEY

- BIRERAT

« ABVY—RAZEHRT S

c ATV7 1 HmZEREIS

c ATV 22O THAA42F D

AR SR

REY D

s BEI—HY—-—AWST7HVUDN Z2FALT ZHEHKTS

+ Amazon EC2 SSH ¥ —RT7 %2R TS

s Y—ERVF—REEXT

s NABLRXAVEERTD (732 )

o RXA > DERK (GovCloud M & )

« HEBUY—RAZREITS

« IRIFT LDAPS 28ETS (#7232

 Microsoft Active Directory DY —E AT HO 2 N&ERET D
T77AR—NVPC Z2RETD (A7 3> )

LIE=38 23


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

Research and Engineering Studio I—H—H4A KR

BEI—HY—AWS 7HOU N 2 AL T ZHEKTS

EEI-YHY—AWS THIU N 282 FBETT,

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—=LCR, FHAIRODIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZIOTARELT, A —CEBT IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—PN I —DAZEERATEILSICLTLSES
W,

Amazon EC2 SSH ¥ — X7 %Z /KT

Amazon EC2 SSH F—ART7HABWVWBEK, ERNTEIHRENHVYET, FMICOVTIE., "Amazon
EC2 1—H%'—7H4 R, ® "Amazon EC2 AL EF—RT7OERL 2SBLTSEETL,

B—ERAV#—X&EEPT

UTOH—EARAVA—ZZEP I E2HBBHOLET,

* Amazon VPC
« NATT—KRDJIAHiZV)DElasticP 7 RLAVA—R%&Z5H5 8ICEPLET,
« TRAZEUTA—=V—=2BIEWVDONATT—KRIIAZ 505 10 ICEPLET,
« Amazon EC2
« EC2-VPC Elastic IPs

AWS PHDOV M., AWSH—ERZ &L, UBIRFIREFENATWETF 7T RO A —245
HYVET, BFICHRENTVEVRY, 77—X@3#BEETT, —FHO I+ —XICODVWTEEIEL
FRUIVIARNTETITHN, TOMOIUVF—ZICDVWTEHBIELFRZERFRTEREA. FMICOL
Tk, TCORBDAWS H—EANTA—2, BSRBLTLSEEL,

EBI—Y—AWS THDUU N ZEALT ZEKT S 24


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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NDARLRXA D RERKT D (FA723a2)

A—Y—T7LYRU—BEURL ZEDICE,. BRONAZLARXAVZFERTIZIEZHEBHLE
Fo NABLARXAVZEEBEL, #7232 TARAEZEETEX T,

ABIV—ARAEZY VL, BELEAAZLARXAVOIAREZERTZ7OLAN HVET, R
XAVHSBY, ABIY—AARRY VDORAELERBEZEATZIEEE. CCTATYTZARFY
TTEEY,

F/lE. AmazonRoute 53 ZFEAL TRXA 2V EEFRL, ZFEALTRXASOHEEZ AV R—
NEBICE. ROFIEICHEVET AWS Certificate Manager.

1. BRICHE2T, Routeb3 ICRXAA 2B LET, BRAX—II’EEEXT,
2. RXAOERANY—2ZBEBLET, Child Routeb3 ICK > THEBHNICERENET,

a. Routes3 IV —I)lZ2BHEEXT,
b. ERIOFES—>3UHhSKARNI—2ZERLET,
c. RXAVBRICERENERARNI—22RE, RANY—2IDZIE—LKRT,

3. ZMB& AWS Certificate Manager ., A TOFEICHE > TRXAVEFAEZV I ITANLET, V
)1—232 &F7O/4TDFEO)—23aICVB e z2BELET,

4. FET—aTpsiREE—ERTEZERL, SABEVIIARNZREODHERT, VIITAME
REFTHILENFHYET,

5. AAEID ZEBRLTUIIANZRHEERT,

6. RXA2t0>3>H5, Routeb3 TLOA—RZEXTZZ2BRLET, VITANDREC
100D ET,

7. AEASEANRITENLES,

AABODAT—RAEI3IVASARN ZIE—-LET,

RXA > O¥ERK (GovCloud D )

AWS GovCloud U —2 3> IZ77'04 L TWT., Research and Engineering Studio D 7 AR /s K X
A2VZFEALTVREEE. ChSDHIRFBEODARATYTEETIBIHEN HYVET,

1. NTVYIORANRXA U HFERENEBAN—T 123> AWS AT NMIEEEE AWS
CloudFormation AZ Y 2 %#F7O4 L&,

2. Certificate CloudFormation H A6, & ZEDlfCertificateARNTXELE
JPrivateKeySecretARN,

NABLRXA 2V #ERT D (FT23aY) 25


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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3. GovCloud N\—F 4> 3a>TFHIKNT, CertificateARNH O DEZEF D —UL Y N
BLUET, #">—UL Y MBEvdc-gatewayll POV EZATESRDRSIC, ILLW>—TL Y N ARN
ZEEZHEY, >—ULYNI2O0R2TEEMLET,

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [environment name] (res-demo TH 2 A[gEMEN BV ET )

4. GovCloud /N—7 4> 3> FAhHJ>VNT, PrivateKeySecretArntH D EEFE > —IL v
NEERLET, F>—2UL Y Mivdc-gatewaylc 7O EATERZKSIC, FILLW—OL Y
NARN ZEZ8®, >—VLYNIZ2DO0FTZEMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (res-demo TH 2 AJgEMENF H VYV ET )

ARV Y —AZRMT S

@ Research and Engineering Studio Tl&, F7’' 04 KICXOAIIY —ANBEETD & & AWS
BELTVWET,

« RYKNT—=D (VPC, NTVYIOHTZRY KN, T7SAR—NGFTZYKN)
C ZTlk., RES IR, Active Directory (AD), £BEARL - ORANCEAEND EC212A
BUAERITLET,

« AL —2 (Amazon EFS)
ARL=—2RVI=-ALICE., REFRIONYTAVTZARNTOF v (VD) ICHEBHRTFAILE
T—ANEEFNRTVET,

« T4 LU KUY —ERA (AWS Directory Service for Microsoft Active Directory)

TALORNIY—EAG, RESREICHLTI——ZFALET,
s F—ELEORT (A—HY—FB, NAT—R) &L TT7#—X Y N& N Active Directory —E AT
NoOVROI—H—RFENAD—REZELS—IL YK

Research and Engineering Studio l&, Z#EAL T, Y—ERXAT7HINONAD—REE, BE
LE>—OL Y BIZT7 VAL FTRTFTAWS Secrets Manager,

HAEIY—AERMET S 26


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning

BIHI T % 3 X T D Active Directory (AD) 1—H'—ICH U THEMB EX—I T RLAZEET
DREBEHNFHYVET,

® Tip
TFEREZTF7O/LTVT, chSOATIY—RAZFATELZWVEERE. AWS N1\
73— 2AAE1I—TFTA142JLEZFERALTARIY —RZ2ERTEET, THIY
NCDUY—RZ2F7O4FDIC@EAB)Y—AZERKTD, X0V 3a> T, Z858BLT
<EEEL,
an AWS GovCloud V=23 > TOFEF7O/4 TR, ") ORREZHFEATYTZET TS
PDENFBHVYET RXA 2 DOERK (GovCloud D ) -

IRIET LDAPS ZFRET S (F 723> )

IRETLDAPS BEZFEAT2EE. UTOFIEEZRETL T, fAHAEZERL T AWS Managed
Microsoft AD (AD) RXA > NO—F—IZF7X2YFL, AD £ RESENBEZREHITIMLEND
WET,

1. T oH—=/\—flo LDAPS ZEB M\ 3 % % AWS Managed Microsoft AD IZEEEE TV
ATYZICRVWET, LDAPS ZERICEMICLTVRHEEIE., COATYTEAFY S TEE
ED

2. AD TLDAPSHABREENTWVWA L ZMHRABLES, ADFIAEZIVAR—KLET,

Active Directory H—/N—IZBEBL £ T,

EIEE L LT PowerShell 2BE £7,

certmgr.msc ZE{TU TAIAE U AN ZHEE T,
BAICEEE NI —NRAIMEZRE, RICAHEZRFEVT, AHEBVANEHEET,
AD H—N—CtRIUBHDAHELERAL (FLERFEIVUYI)L, IXTORAIZEERL
THASIVAR—KNLET,

Base-64 TL1—R&h/ X509 (CER) Zi#IRL., RAZBIRLET,
TF4LORN)ZBIRL, RNZEBRLET,

>—2L v bR AWS Secrets Manager :

® o 6 T o

w
1 Q —h

BT IDAPS £RET (A 73 27


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

Research and Engineering Studio 1—H—HA R
—ULYRNIZ—I¥—TI—ILY NEERTBBAER. [Z—IL Y ORAT]T[ZD
feD>—UL Y N Z&RL, [FL—2FTFAN 74— RICPEM I 0— ROGEAEZH
WNWTERT,

4. {EHREN/-ARN ZEZZZHT. O DomainTLSCertificateSecretARN/NT X—RELTA
ALEITATY 1. RepziREHT5,

Microsoft Active Directory Dy —E AT HV 2 NZRET S

RES @ ID Y —A & L T Microsoft Active Directory (AD) Zi2RU =154, AD ICTOT T AICKDT
DEAZHATEIH—ERTHI BV ET, RESOA VAR =ILO—RELT, Y—ERT
WOV NOFARHREFEAL T —ILY NZEITBENFHVET, >—IL Y RE. CSERTE
NTHIVENHYNET,

Secret value info

Retrieve and view the secret value.

Key/value Plaintext

{"<username>" 1"'<passwor d>"}

£, username7 1 —J)LREF ERXDONT EROOT A BZHR—NLTVEVZEIEELT
< 72 L\DOMAIN\username,

B—EATHIY NEROEEZEILKRT,

«- ADAS1—Y—%2EHHTS:RESIFAD A5 I1—H—2@HLT, I—H¥—HFIITTR-Z)
COJA >V TERRSICTRHENf HYWET, BH7OCARK, Y —ERTHINZEFEALT
LDAP (B%Al) 2L CAD 20 ITUL, FRAERI—HY—ETI—TZRELET,

« AD RXAIZSMTD: hnld, 1 VARXAN AD RXA IS NT 5 Linux REF A
NYTEAVTZARNTIOFYRANDAT A FRL—232TT, RES Tk, &k
DisableADJoin/ N XA —ZTHIENE T, CONTA—ZREFT7#)LNT False ICEREENE
T, DFY, Linux BREFARAIRNYTR@ETFT7FIRNEETAD RXSICSMLELSELET,

« AD ICEHT B Linux RETFARAIRNYTEAVTTARNZIVF Y RARNE, AD RXA2IZH
L% WiB4 (DisableADJoin = True). AD RXA VICEHKELET, cOMEEEFERATSIC
(&, UsersOUB LY O1—H—ETJIL—TOHmABMNT IV EAEHY—EATHIV NTHET
9 GroupsOu,

Y—EATHIUV NI, ROT I ECAFANLETT,

Microsoft Active Directory D —E AT AT ~ 28
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e 1—H—%EHL TAD ICEHTZICE > UsersOUB KT 01— —&JI—T0OHAWMY T D
2 AGroupsOU.

« AD RXAICSMT 32 > TComputerA 72T U MNEERL £ 9 ComputersOUs

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 AT V7 N&, BYIBH—ERATHIONOT O EAFAZRETEZHED
flzRLTVET, MEODAD ICEDVWTEETEET,

7Z74AXR—KNVPC ZRETD (H7>32)

Research and Engineering Studio Z 08 /= VPC ICF7O4 32 &, B0 TS5A4T7 VAL
ANFTUOABUGZRB LI EOOEF IV T4 F@8{btEhET, 2L, BEORES #7004 &, #K&
FERROA VAN —=INIZAVEZ—ZFXY NTIOEAIZHKEELTVWET, 7SA4XRXK—KNVPCICRES %
AVAM—LTBICE., ROBEZFGZBLLILEN BYVET,

NEY D

« Amazon XA X—2 (AMIsZ #1873 %

« VPC I RKRA NDFRE

e VPCITVRARANDIEWH—EAICEHRTS

« 77AR—KNVPCTF7AAMNTA—BZHETD

Amazon XA X—2 (AMIsZ #1593

1. KEFEERZEFADIO—RLET, BBEESh L VPCILF7O/4T2ICE. RESAVTTARNTY
FYTNTVY DA BZ—FY NTIOEAB L THREERZRATEDIXLEN HYET,

2. Amazon S3EAEVWERT7 VAL AmazonEC2 ELTEHETZ2 ID #F > IAMO-I)L %4
RLET,
a. |AM 32Y =)L (https://console.aws.amazon.com/iam/) ZF& £ 9,
b. A=) A5, O—I)IDEK ZBIRLET,
c. [BEENEIVTATAZBRIR—TUTZITVET,

s EREENEIVTATARA4T7T, ZBBRLET AWS OH—E A,
e TH—VEA, FTHEEF TI—AT—A, MEC2, &iBIRL., "Xk ZEBIRLET,
d. F7OLAHFAZEMTE T, XROTIVEAFAR) S —%FRL, "RANZRBIRLET,

TSAR—NVPCZRETS (A 73 29


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. O—J/BEFHAZEML, O—ILOEREZERLET,
3. EC2Image Builder J>R—%> NZEHERLET,

a. T EC2Image Builder J2/Y — )L %& B & % ¥ https://console.aws.amazon.com/
imagebuilder,

b. "TREENEVY—AL T, "OVR-—FT b, ZEBRL, "OAVKR-—FDMOHEKL Z2&

RULFET,

c. AVER—FXVBNOERR—IT, XOFMEANLET,
« AVR—FVKEAT T, EILR ZEBRLET,
s AVR—ZVNOFMBICOVTE, ATZERLET,

INTAX—& d1—%—TIT> K1
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. JVR—FKVRNOERR—IT, RFIXRNIVFTVVYDOEREBRLET,

. EERFIXDNOABRZANTIHEIC, targz 77AILDT 7 A4) URI ' RBET
9, RESHE#HTS targz 774 J)L% Amazon S3 /N7y NCF7YyZ7O—RL, I\
TYRNZONTAHNST7A4IIDOURI ZIE—LEF T,

i. RDEIICAHLET,

TZAR—KVPC ZHRETS (723>

30


https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder
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® Note

AddEnvironmentVariables A 723> ThHVY) ., 1V T7FARNTIF ¥R
ANCHAZLREZBN BELZVEZSFHIBRTEET,

http_proxy & KT https_proxyREZHEZRETHES. 1V AXVA
A7OF>%ZMERAL Tlocalhost, 1 VARV AXZT—RIP 7 RLA, &
CVPCIVRARARNEYR—KNTEIH—ERZITIVLEBEVKRSICTSIC
&, no_proxy/N\TX—ZHNFUETT,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:

TZAR—KNVPC ZRBRETD (F7>3) 31
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- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'cd /root/bootstrap/res-installation-scripts’
'tar -xf res-installation-scripts.tar.gz'
'cd scripts/infrastructure-host'
'/bin/bash install.sh'
AddEnvironmentVariables
action:

- name:
ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- |

echo -e

http_proxy=http://<ip>:<port>

https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AwWSRegion }}.

amazonaws.com, ssmmessages.

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, kms.
com, secretsmanager.
com, sqs.

.com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

.com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

TZAR—KNVPC ZRBRETD (F7>3) 32
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{{ AwWSRegion }}.amazonaws.com,cloudformation.
{{ AwWSRegion }}.amazonaws.com,sts.
{{ AwWSRegion }}.amazonaws.com,application-autoscaling.
{{ AwWSRegion }}.amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
{{ AwWSRegion }}.amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com
" > /Jetc/environment

e. [AVR—FU NZEKX] ZERLET,
4. Image Builder 1 X—2 L EZERLET,

a. LEOERR—JT, ROKSICADLET,

o3> NTAX—2& dI—H¥—TIT2 KU
L > B H Enter an appropriate name
such as res-recipe-linux-x
86.
N—>3r Enter a version, typically

starting with 1.0.0.

B7L:)] Add an optional descripti
on.
BERD A X—=D A X—=2 0ER Select managed images.
OS Amazon Linux or Red Hat

Enterprise Linux (RHEL)

AX=2DFDD Y Quick start (Amazon-m
anaged)
[ X—2F] Amazon Linux 2 x86,

Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

BE/N—>3a -9 H7 Use latest available OS
>3az version.

TS5AR—NVPCEZRETS (F73) 33
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o3 NZX—27 d1—%¥—-T> KV

A2 ABZ D ARKE - Keep everything in the
default settings, and make
sure N1 7542 DETHE
CSSMI—>xI> h%&Hl
B} 9 % is not selected.

EEFALIRNINA EETFALIOBRNIUNA /root/bootstrap/res-install
ation-scripts

dVR—F2 b OAVR—F NDOEE UTZHmHREL TGERLE
T

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 OV R—%
Y ho MED AWS ) —
arvae J4—)LRICA
HLET,

TARIAVKR=FT K~ ZRBELTERLET,

« Amazon Yx— R:
simple-boot-test-linux
b. [LEZERTS])ZERLET,
5. Image Builder 1 7 ZARZ UV F v RREZERLE T,
a. REBHRIVV—AT, AVT7ZANTIVFyREZERLET,
b. 4127F7ARNSIVF¥—EBROER ZBIRLET,
c. AVI7ZARNTIVFYREDVERR—I T, ROKSICADLET,

TS5AR—NVPCEZRETS (F73) 34
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Q—H—H1 K

+o>a>

iR

AWS A2 T7ZARNTIF
-v

NZA—=5

=L

SHI:I

o

IAM O—)JL

AVABYABAT

VPC, H¥7%vYy N, %2
UF4 )=

d AVIZARNZIOFv—BAOER ZEIRLET,

e AN

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /N7 Y hA®D

A232—XY NTIOEA

ET OV EAZFATEDH

72avaEERLET, &
F1DTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EET,

« VPC: A2 T7ZANZY
FrEREICEREATY
2N ERL VPC ZEIR
LE¥ET, <® VPC ICF
A=Y NTIOLA
FHBETY,

c A2NTVRIL=I
-« %47 SSH
* [Source]: Custom
- CIDR7AY 7:

0.0.0.0/0

TZAR—KVPC ZHRETS (723>
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6. ¥1L L EC2Image Builder N1 754 > &2ERLET,

a.

b.

g.

Image pipelines [CBE)L . Create image pipeline Zi#RL £,
NATSADFMEEER—IT, ROKSIZADL, RNEERLET,

s WAT AR EFT> 32 DOFHA

s EILRATDI1-)UT, ATP1-ZREITSDH, AMIR—F2TTOLAZFHT
IR T 255 FBHZERLET,

LEOBRR—IT, BFEOLIEZERAZZERL, AICERLELERZADLE

T, [RN\] ZBIRL X7,

B&7OLADERR—IT, F7FILMOT—070—%BRL, RNEBRLET,
"A2VT7ZARNTIOFYREDESRL R—I T, "BBFEOAVTIZARNTIVF Y REZEH

T2, ZBRL. UBTICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN] Z

BRLEXT,

TAANIELI -3 VRENERR—IT, BRECODVTRORZEELTSEE L,
* RESHECASAVTTZARNTZIFYRAMNAA VAR AZBHICEETESD LS I,
HAOAX=DRBF7O4ENZRESREERLUV 23V ICHEETIVEN HYVET,

H—EAOTFT7 4 NEEATSE, EC2Image Builder —EANERAEhTWSD ) —
DAVICHAAX=DHNERENE T,

- RES Z#¥HN)—2a IcF7O49%58k. ILLWF1ANIELI—- 3 RESE
ERL, TZICU—>23a > zBMTEET,

BIRABRZHEBL. NMTFAVOEREERLET,

7. EC2Image Builder N1 754> ZERTLET,

a.

b.

AX=DNATZAUDS, BELIENATZA42 2RO TERLET,
To>ay Z2BRL, NMTZ420ERT Z2ERLET,

INATZA42@F, AMI A X—= DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEZAMI O AMIID ZEZ8E%. O InfrastructureHostAMI NTX—Z DA &L THEA
L & dthe sectioncalled “ATY 7 1: Rz EETD,
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I—¥—%( K

VPC I RIRA > N DERE

RES Z77O4 LTHREFAINY TZREHTDICE, T7SARKR—KNFTZRY NADOT IR AWS
NDH—EANMBETT, DEBTILAZEHITBDELSICVPC IV RRAIVNEBRETIHXENS
WET, . IVRRAIRNSEICCINSOATY T & BRI BENHVY)ET,

1. IVRARADBIHFUAEICREE A TVEVWEERE,

A2 —T7IALAAVPCIVRAKRAU b

AWS DY —ER ZFALTICTI7EAT21 KRS TVAFIRICH > TEZL,

2.

AWS O —E A

77/ r—< 3> ® Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

IZATA4YIZ0—-RNZ

oo

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

2DONDTRASEUTA—=V—2DFNENTIDOTSAR—KNGTZYNEBIRLET,

H—ERE
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region.dynamodb (7*— NI A4 LT
RRANARE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms

com.amazonaws.region.kinesis-streams

TSAR—KVPC ZRETS (A7)
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html

Research and Engineering Studio I—H—H4A KR

AWS O —EXA HT—EAA
AWS Lambda com.amazonaws.region.lambda
Amazon S3 com.amazonaws.region.s3 (RES TF77 # )L N THERE

NB3T—RIIATIRRAVRABETT ),

PEEESALERETNTY N2JOANITNTBICE.

EBiND Amazon S3 4 B —T7 I A ALY RIKRAV RN
METY, Amazon Simple Storage Service 1 > X —
TJIAARTIVRIRAVRADT VLA Z5RBLUTLKE

=L\,
AWS Secrets Manager com.amazonaws.region.secretsmanager
Amazon Elastic Container Service com.amazonaws.region.ecs
Amazon SES com.amazonaws.region.email-smtp (XD T XA ZE

)F4—=V—=2TRYR—RENTVEHA: use-1-az2
. usel1-az3, usel-azb5, usw1-az2, usw2-az4, apne2-
az4, cacl1-az3. cac1-az4)

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC IV RARANOBEVWH—ERAICERTS

VPCIZVRRAVREHR—RNLTOVWEBWH—EREHRETBICE. VPCONT DY O TRy
NMC7OFH—N—%RETEET, ID7O/NAF—& L T AWS Identity Center Z A L

TS5AR—NVPCEZRETS (F73) 38


https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

Research and Engineering Studio I—%—HA KR

T. Research and Engineering Studio 7' 04 IC4 BB HK/NROT VA EEZF >7OF> % —
N—ZERTBICE. ROFIEICHWVWET,

1. RESF7OAIERTAVPCONT VY IHTZY NTLnux AVAZAZRBEBLET,

* Linux 7 7 X 1) — - Amazon Linux 2 &7z (& Amazon Linux 3
s 7—FTUF ¥ —x86
c AVARVAZRAT —t2.micro A E
c EF¥21UFT4T)—7-0.0.0.000 »SDKR—k 3128 TDH TCP
2. AVARVALERELTZTOF S H—N—ZRELET,
a. http EHFZBEEET,
b. BEETRZINTOTFTRYMASKORXAUAQEREHFITLET,

- .amazonaws.com (A AWS H—EADIFE )
« .amazoncognito.com (Amazon Cognito NiFE )
« .awsapps.com (PA T T4 T4 3—H)
« signinaws (FPAF>T14T7141222—HA)
+ .amazonaws-us-gov.com ( Gov Cloud D54 )
c. HOINTOERZERLEXT.
d. Z7OF>H—N—%TFTIOT147{LLTREEBLET,
e. 7OFH—-N—HFUYAVTSPORT ZEEEHLET,
3. 7OFIH—N—-AOTIERAEHATEIISICIL— T—TILERELET,
a. VPCOAYJ—=LLBBL, 1ZT7FARTIFYRANE VDIRANCHEATIHTRY
ROIL—RT—TIEBELET,
b. IL—KT—T7IEmEL T, IXNTOBBERNORATY TTERL E7OF 2 H—/N—
AVAZVACBETEDRSICLET,
c. chlF, 1V7FARTZIOFYNDIsICERATRZIXRNTOYTRYNAVE—KYNTY
EABL) DIL—RT—=TLICHLTITVET,
4, 7O0FH—N—EC2AVARVAOEF1VT4JIN—-TZZLEL, 7O0F>H5—N—4H
DY AL TWA PORT TA/NJ2 RTCP EBAFAEhTWVWA L EZBIABLET,

TS5AR—NVPCEZRETS (F73) 39
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T7ZAR=NVPCF7OMNTA—BZRETS

Tldthe section called “AT Y 7' 1: EmZELE T S”, AWS CloudFormation 7> 7L —NIZEBED
INTDA—RBZANTBENEEETIhET, EEERELETTSAR—NVPCICEEICF7O47
BICE, RONTA—ZEZMSFERELTLSEETL,

NTX—2& Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “Amazon Y224 X—< (AMls
EEFT D"

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientIP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy i

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zZonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona

TZAR—KNVPC ZRBRETD (F7>3) 40
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NTX—2& Input

ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wSs.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

ARV —RA%ZEKRT S

Z @ CloudFormation A2 Y Ik, XY RND—9, ARNL—=2, POTF14TF4LIRN), RXA4Y
AEEAE (PortalDomainName AIEEENTV3I5HE) ZERLET. BRZEF7O/T3ICREK,. Ch
SONEI)Y —ANBETT,

F7’OA 80 recipes T 7 L—KEZ D O—RTEET,

T7OA4 BB #40~90 %

1. (2% 424> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE £ Y,

(® Note
EBETNIRNIVR L ZEFELET,

2. AVY=ILTTU7L—bhZRBLET,

AWS GovCloud V=2 a>IcF7O49%HE. GovCloud N—FT 4> 3> TFHIVRNTTY
7L—hZEELET (AWS GovCloud (KEFEER) V—23a > nEake ),

AE)Y —RAZERKT D 41


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

Research and Engineering Studio

Q—H—H1 K

3. TUTL—RMNTAX—2%ZAHLET,

NTA—5 T7#I) b

DomainName corp.res.com

SubDomain (GovCloud M
)

SHI:I

B

TFOTFATFA4LIORNUILE
HAEhdRXA2, TT7#
ILNER., 7—RNAKNTY
7T1—Y—%ERET S LDIF
77A4ITEEENET,
F7FA) N1 —%EH
ITHEER. EzTT7 )
RDEFIZLET, EZZ
B3Ik, ZE#HL TH
DLDIF77A )L ZIBELF
T, chlk, 70714774
LOKNVICERAEhD RXA
DE—HBIIMLEBEEHYEY
Ao

CcONTFX—REEA) —
oarTRAFATarTT
A, GovCloud V—>3> T
FHETY,

SubDomain ZEET % &,
NTA—=RIZFEEE L
DomainName O 7L 7 1 ¥
DA HSsSNET, EES
N 7z Active Directory R X A
VBB YT RXAICEYE
9,

AV —RAZERT S
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NTA—5 T7 AN B7E"

AdminPassword Active Directory EE & D
NAT—R (A—Y—F
Admin) ., cOI1—%—F
. BYUIOT—RARNTYS
TJI—AOFOT4TF4L
IRVICEREN, TDEE
FREhFEA,

BEE: CO71—I)LROF
RiFE. N 7T7L—2FFAR
DINAT—R, FEF (2)
F—ELEORTELTT#4—
NY hEhkz AWS >—5
LY R~h®DARN OWTNHAT
9 {"password":"somep
assword"} o

p= SR OB Kl el OVAWS
J— Ri&. Active Directory
DNAT—ROEMEDEH
ZRIELTVRHBENHYE
ER

HAEIY —AEERT S 43


https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

Research and Engineering Studio

1—H—H4

k

NTA—5

ServiceAccountPassword

T7#I) b

S

Y—EATHTV> NOERKR
ICEAEhD/NAT—R
(ReadOnlyUser ). <®
THONERBIEERAE L
9,

BEE: CO71—I)LROF
RNiFE. N 7L—2FFAR
DINAT—R, FEE (2)
F—LEORTELTT#4—
NY hEhkz AWS >—5
LY D ARN OWTNHT
9 {"password":"somep
assword"} o

p= S OB Kl el OVAW S
J— Ri&. Active Directory
DNAT—ROEMZEZDEH
ZRIELTVRHBENHYE
ER

SSHOZ4 7> hNeERL
TEEA AR A%zELEL
£

7E: AWS Systems Manager
Session Manager Z{E/ L
TAVAZVAILERTSD
EETEFET,

AV —RAZERT S
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

Research and Engineering Studio

Q—H—H1 K

NTA—5

LDIFS3Path

ClientlpCidr

ClientPrefixList

T7#I) b

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

S

Active Directory Y K7 v
TOT—RARNZYT 71—
AHICAVR—bhEhi
LDIF 7 7 4 )L N® Amazon
S3/NA, FMICOVT

. "LDIF ¥ R—h, &%
BLTILKEEZV, NTX—%&
ik, POT147F4LUBN
DICZHOI—F—=Z2ERT
BPT7T7ANNERICADET
TVWERT,

T77AINERTRTBIC

l&. GitHub TFI M AT A%
res.dif 77 1 )L&ESBL T
<EEL,

PBARNITIOEATBIPT
RLR, BIZIEFE, IPTRL
AZ#ERL, [IPADDRES
S1/32 ZEALTHRARND
SOT IV ANHKEHFATE
9. COFTOSMRICERH
TEEY,

L7 4 Y ORAUARNEAS
LT, POF47F4LIRN
UBE / — RADT VL A%
BULET, YR—IRTL
749 9AUANDERIZD
VT, THRARY—TZR—
SRILTAYIAURRD
B, EBBLTIEEL,

AV —RAZERT S
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

Research and Engineering Studio I—%—HA KR

NTAX—& TF7 AL B
EnvironmentName res-[environment PortalDomainName 2#"
name] BEEENhTWAEE, 20

NTX—RZFERAL TER
Ehizo—oL Yy NIRRT
ZEML, RENTHEAT
TBEXI, cnlk, RES A
2y OOERRICERAE N
7= EnvironmentName /\Z
X—BE—HIBILENHY)
T9, THIVYMNIEBOR
BEF7O/49%8BE.
F—ETHIVLENHYET

o

PortalDomainName GovCloud #7°'01 OHE
. CONTX—RZEASD
LEVWTLEEW, FEHE
E—UL Y NE, BIREH
L TFBHTERENEL
=
T 2> ~® Amazon Route
53D RXAMVE, Chzlg
ETDE, NTUY Ui
ELEX—TT7ANFERE
n, IZF7Y7O—REIE
3 AWS Secrets Manager,
MEORXA EREAEN
BHEEE, CONTA—RL

ZEHOEEICEnvironme
ntName T2 ENTER
ER

4. BEOINTOFIYVIRY JAZHEEL, ARXY VOEREERLET,

HAEIY —AEERT S 46
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ATV 1. HmEEEIS

cDOtU> 3 Ostep-by-stepOFIREICH > T, RBZEFRELTTAHINIF7O4LET,

F7OA KB #9605

COHEED CloudFormation 77 L—Ki&, F7OA4FDEICADO0—RTEET,

AWS GovCloud CKE®ES) TF 704/ 388, COFV7L—hEEALET,

res-stack- COT7L—KNZ2FEAL T, EREBEEITZIINTOIR—ZF NEEBHLET, T
T7A)RERETIEE, RESXAARYOERF, 7O0RNIVR, NIV RUY—=AHFF70O
1enhET,

(® Note

AWS CloudFormation 'J ¥ — A& AWS Cloud Development Kit (AWS CDK) ( AWS CDK) 1
VARTZUORDSERENET,

AWS CloudFormation 7> 7'L—KIl&, ® AWS IZ Research and Engineering Studio 7 7°'004 L
FTAWS UTTR, ARV U ZRETDHIC, SIRXUGEZR/B-ILEN BYVET,

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE XY,

2. TV7L—h ZBBLET,

AWS GovCloud (KEBZ) IcF7O/492ICEk, cOTF 7 L—hZ2RBLET,

3. TU7L—RNEF7AILNTRERBN—ZFH) V—a>Tc8BLET, Bl TY
Di1—>32zEHIDICEAWS V-3, OAV=-IILFrETS—>3> o NN—o)—23ar+
LOZ—=zERALET,

® Note

c D& mlE Amazon Cognito T—EAZFEAL TVWETH, BEINTO THHATES

bUTEHWEREAAWS V-3, ZORMmIF. Amazon Cognito AWS J—23 >

HFRAES CREBTAIMDENHBYERT, V-3 iloRHOATAMEIC OVWTRE,
Fal AWS IJ—2 3 > Services List; 288 L T E&E L\,

ATV 1. BRERHTD 47


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

Research and Engineering Studio

Q—H—H1 K

4. NTX—R T, COH

7TL—hONFX—2%#BL. BECKHUTEELEY, B

ABVY—REF7OALEBE. ChSONTA—RBARBVY—ARAZY VOENZTICH

WERT,

NTA—5

EnvironmentName

AdministratorEmail

InfrastructureHostAMI

T7#I) b

#res-demo#

ami-##A###HRH#H#H

SHI:I

B

res- CTHREY ., 11 XFH
T. XXFEZEF% LV RES
REBEICEZASND—EDH
Blo

HEOEY R NTYTEETL
E1—Y—0OEX=)F7KR
LA, cOI—%—EF., Ac
tive Directory > > J )L Y
A AVREICEEN RKEL
EBE. E85IC7L—090F
ARIA—HY—&ELTHEELET

o

(F7>3a>r) ¥XT
DAVTZANTIOF ¥
RANCEATEIHAR
LAMIID ZEEETEF

J. REYR—hEhT
L% OSes [&. Amazon
Linux 2, Amazon Linux
2023, RHELS8, RHEL9, Win
dows Server 2019 & LT
2022 (x86), Windows 10 &
K11 T, FMICOVT
l&. TAmazon XA X—
P (AMIsZ {5921 22 R
LTLEZL,

ATV 1. BRERHTD
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Q—H—H1 K

INTX—& 7 xI) K

SSHKeyPair

ClientlP X.x.x.024 &
X.x.x.0/32

ClientPrefixList

IAMPermissionBoundary

IAMResourcePrefix
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NTA—5

Vpcld

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

T7#I) b

A

A2VAR AN BEHT S
VPC ® 1D,
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SO —ICENT VY OHT
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&, false ZBIRL E T,
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NDHTZY NEBIRLET,
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VtEAEMVEETDT7O
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InfrastructureHostSubnets AT ZANTIOF¥RAN
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EE2D2DTZAR—KY
7Y NEBIRLET, S8
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T3 2UEERENEE
&, ERENhEITNXNTO &
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VdiSubnets VDI A AR AN ERETS
EBBDTRAZEUT 14—
V—2T, 2<<EE 22
NDTZAR—NFTZY RNE
BIRLET, AZPRY ND—
DABRY DIZ&2T 328
EERE B EE. X
ENEINTO ZBIRLFE
9,

ActiveDirectoryName corp.res.com TOTATF4LIRNIDR
XAV R—=BIRXA2H
E—HIBLERFHEE

Ao
ADShortName corp TOT477F4LONIOE
#id. _hlk NetBIOS B &
EFENET,
LDAP X—2Z& DC=corp,DC=res,DC= LDAP R DR —AAD
com LDAP /N R,
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ServiceAccountCred
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UsersOU
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ComputersOU

DomainTLSCertifica
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T7#I) b

RESAdministrators

S

TOTA47F4LIRNUDK
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RD AD RX A > TEEIINER
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ELTEELET,

BT 11— —0 AD AD
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AARN=ILEICA AR
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RESANNEBET IV tA%
BFOoIXTol1l—H—%Z8L
TIN—T%,

1VARY ARSI S AD
R OBBEN,

(#A7>3>) ADAD
TLS BEZEBMICTS KX
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DisableADJoin
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SharedHomeFilesystem|D
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A
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RXANZSMLEBEVWRSIC
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9, TNUADOESRE. T
7 A )L NEED False DEFE
ICLET,

Directory TH—E AT H7
Y hN1—Y—0#E5IH (DN)
ZEELET,

Linux VDI RA N DO HEBHR—
LAT7T7ANATALICERT
% EFS ID,

(A723% ) YRFLD
DITEHDAD) T EERE
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ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

5. [AZYIVDHER] ZERLTAEY VZF7O04LET,

S

(FA7>a>r) F7xIK

REEFEATEIES. HEA

& R XA > amazonaws.com
TOITTFTVr—23av%
RABMLET, RXL2T

B —EAZKRANTEE
T, BEFABIY—REFTT
A4 LEHBE. ChiZBE

WICEKE N, B res-bi
AEZYIOHEACHYYET,
DIJTTIVTr—>3 0t
HEZERITIVLEN D5
gk, T, ZsRBRLTILKES
WEREH T R,

(#A7>3>) 20 ARN
=LYy RN, DITR—
ZNDOINT V)Y DEAED
NT VY OREZRELE
9. BEIAEBI Y —ARICKR—
RIRAXALABRZERET S
&, res-bhi AZYODHHIZR
TILCOENRRENET,

(#7>3>) 2O ARN
=LY RN, DITR—
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ABZYITDAT—R AL, AWS CloudFormation Y —)L® Status FITRRTEZE T, £60 %
# (- CREATE_COMPLETE AT —RX AN KRREhET,

ATYVT 2.9 THA AT B

HRARY IHFTAINCF7TO4Ehd e, BABRICRENLE X—IIFEFEIE
¥, URLZFEALTTAHIRNIHAA42L, OI—H—DDV—DAR—AZHRELFT,

[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q Tell me what you want to do
N~ B N as ) . ; !
I lgnore m E IS E;] I Meeting ™ asana —* To Manager 5 =1 Rules (;Iv—.l EE FD 5% O Find A)) C)\
™ Team Email ~ Dane 38 OneNote X = Related ~
p Junk Delete Archive Reply Reply Farward p= More » ) Reply & Delet 12 ste New _ Maove Mark Categorize Follow | Translate Read Zoom
= Al 4 Eply s Helete 7 Lreate New [BActions~ | Unread  ~ Up~ v [y select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
e . Repl 4 Reply Al F d
no-reply@verificationemail.com © Reply © Reply = Forwar
7o [ Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
hitps://res-test-external-alb-8014275597.us-east-1.elb.amazonaws.com

RES Environment Admin

NHTHA A4 LEES, DITR—FIL TSSO 7ONAFA—ICELETILDICHRETDENT
EFET, 77 D*ffé@"“""f*#ﬁt_?b\'('ti M, Z2RBULTLKETVEREN A R, clusteradmin
FTL—D9I9SATHIRTT, chEFEALTZOP IV NEERL. Thsno7OP I KMC
A—Y—FLERBIN—"TOXN=29TZ2E)HTBDENTEERT, VINIITARY UV %E
VETEY, ThBERICTFRAINY7ZF 7O/ 0L EY TR ERBFTEEE A,

ATV 2OHTHA2AUTSB 55



Research and Engineering Studio I—%—HA KR

HmeEHITS

Research and Engineering Studio (RES) (Cl&, N—2 3V OEFHNXD ¥ —HIX A F—HICRU
T 270K ETHMEZEHLERT,

RES B ENR—AON—23 -2 JAF—LZHEALET, XDOv—UU—-ATRFEAHNEA
TN, ATV —ATREBELCRKLUTS TV ABSNEMENE T, Leald, N—>23a>
2024.01 @A ¥ —DUU—RELT2024 F1 AICVU—REn& L, N—232 2024.01.01 &
TON=232ORAF—V)—RAEFHTL L,

N =Ry
« XY —-—N—2a OEH
s XA FT—NN—>a>OFEH

X% —N—2320OFH

Research and Engineering Studio &, A+ Y723y ha2FEAL T, REBREZLAS &AL, MU
HID RESIREN SEHOREANOBITEYR—KNLET, cO7OREFALT, 1—Y—%F
VR=TFTAVITITRHIC, REODEHETANB LRI TD_EETEET,

REBEZEEH/N—23AORES TEHITHICE :
1. BEDOREBEOAFY 73y NEERLUET, Tthesectioncalled “AFY 73y NEERT
3, EBBLTLEEL,

2. RESZHLWN—23 > TEF7O/4LET, Tthesectioncalled “ATY 7 1. BRZEEHT
27, EBBLTLEE W,

3. EHMENAREICAFY S ayvy NaHEHALET, Mthesectioncalled “AF Y 7> av &l
A92" 28RLTKEEL,

4. FLUORBICEECBIECNLEINTOT—RERIELET,

NAFT—N=23>OFEHMm

RES DN A FT—N—2 3 EFHFOBE, HFILWAVARN—IIBEBEH)EEA, AWS
CloudFormation 7 7L —RNZEHITB & T, BIFORES ARV IV EAEH TEE T, EFETT
04 AWS CloudFormation $28ilC, THBREM RESEEON— a2 2@BRBLTLEEWL, N—
DAVESETUITL—NOXBEICHYET,
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f5l: "Description": "RES_2024.1"

IA4F—N—2avaEFRTDICE

1. E¥® AWS CloudFormation 7> 7'L—h%& (CA D> O— R LU E Jthe section called “AFT Y 7

1. RRERET D,

2. AWS CloudFormation 1> — )L %& https://console.aws.amazon.com/cloudformation.com TH&

xY,
3. REYINS, T7ZARVAZY VERRLTERLET, ELTRRENE T <stack-

name>,

[Update] (E#7) Z:BIRLE T,

RBEOTV7L—hZzEEZHAD 2EBRLET,

[TY7L—KNY—=RIT, [TV7L—K774LOFYy7O—-R] ZERLET,
774IL0OER Z28RL, ¥dVO0—RLETV7L—MZET7Y7O—-RLET,
ARYIDFHMZIEETS T, N ZBRLET, NTA—RXZ2EHI2HERFHYEEA,
ABRYOATZAVORE T, RN 2BRULET,

10. L E 1— <stack-name> T, EEZBIRLET,

© © N o 0o &

RAFT—N=23 > OEH
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https://console.aws.amazon.com/cloudformation/
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HADTAZARN=)

AWS # G E 0 Research and Engineering Studio l&. 7A'S AWS Management Console 7> 4 > A
N=ILTBh., Z2EALTT7VAARN=)LTEET AWS Command Line Interface. < DEMIC
& 2 THER & 7= Amazon Simple Storage Service (Amazon S3) N Y NEFBHTHIBR T2 HEH
HYNET, CcORRBE, RETZITF—22REL TWVWSBES, <EnvironmentName>-shared-storage-
security-group Z BB ICHIBRL £H A,

D {EH AWS Management Console

1. AWS CloudFormation AV —=J)L ICH A4 LET,
2. ARV IR=IT, CORBOAVARN=IAZY V%BIRLET,
3. [HIER] &i&IRLE 9,

D fEH AWS Command Line Interface

AWS Command Line Interface ( AWS CLI) B EEKDIRKETHRNATERZ L ESH ZRFELE T, 1
YARN=ILFIEIEZOVWTR, TAWSCLI 1—%—%4 Ky @ "TAWS Command Line Interface & & 4
ZZRBLUTLKEEV, AWSCLIAEATRET, EEATF7O04Echi) 23> 0EBRETHIY
NCEREEThTVWA L Zz®RBLES, ROON RZRITLET,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>
shared-storage-security-group @ Bl &

/A Warning

HmE. ERLBVTF—RBEXHISRETILEDIC, COTFAINATLZTT7AIKT
REFLET, X 1VTATIIN—TEBEETRITI7TAINATLZEIRTDE, ThE5DD
ATLRACRFENTVRTF—RRBIXNTRLICHIKRENET, T—RENYITYTITS
A FHLVWEFIVTATIIN—TICTF—22BEVNETIZ L ZHEBHLET,

1. Y4 > 4> AWS Management Console L, "https://https://console.aws.amazon.com/
efs/.coms T Amazon EFS A2V —)LZHE XY,

M fERA AWS Management Console 58


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/
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2. ICHAERTSNTVWARINTDTI7PAINSATLZHIBRL £9 <RES-stack-name>-shared-
storage-security-group. £kiFk, chsDI7 7ML ATLZOEX1I VT 1T —
ZICBEETLT, F—REHBFIBHLEETERT,

3. ZH 414> AWS Management Console L. https://https://console.aws.amazon.com/ec2/://
www.com T Amazon EC2 AV —I)LZEEE T,

4. <RES-stack-name>-shared-storage-security-group ZHIBRL £7,

Amazon S3 /N v KN O HlIkR

COHERBE, BRNET—RBLZEH < LHIC AWS CloudFormation AR Y I 2 HIBRT 254, &
mICK 2 TR E N Amazon SBNTY N (AT RA2 V=232V CF7TO4T25E) 2RETS
EDICRREETNTVET, BERET VA VAMN I LER, T—R2EREBIDIHLENBZVEEE,
COSINTY NEFHTHKBRTEET, Amazon S3NT Y R EHIBRTBICIE, ROFIEICHEVE
E

1. ZH A > 4> AWS Management Console L, https://https://console.aws.amazon.com/
s3/.comi T Amazon S3 A2V —/)LZHEXT,

FTETF—23RATINTY N ZBRLET,

stack-name SSNTY R ERODFET,

& Amazon S NT Y R Z2BRL, ZZ2BRLET. BNTYRNZZEICTRIRENHYET,
SINTY hEZBIRL, HiLVT [HIBR] ZBRLET,

o k~ w0

EEALTSINTY N2HIBRTAICIE AWSCLI, XOOX REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force AN REFE, TORBONTY RZZICLET,

Amazon S3 /N Y N D HIBR 59
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AX rE

COREHA RTIE., AWS ®F D Research and Engineering Studio Z2& S ICH AR YA AL TH
EYRFECEITZATFTOMEOFIRICOVWTHALET,

ReEY D

- IDERE

« YT RXL T DER

« ACMFIFAEZERT S

* Amazon CloudWatch Logs

c DAZLT 7 EAHFADBERDRE

« RES X AMIs ZEEET %

*s RESOAVARN—INBIEHAARAZBLRXAVEZRETS

ID B

Research and Engineering Studio (&, SAML 2.0 2.OEE® ID ZONA X —%Z2FHTE X

¥, Amazon Cognito XA 74 71— —F4 LIV KNJELTHEAL T, 1—H—» Cognito 1—
H—IDZFEALTUVIT/R—ZI)E Linux X—A®D VDIs " 258 L T & LWAmazon Cognito

A—H—0ty ~h7v 7, ABVY—-AZEALTRES 27704 LEBE, FEE IAM T AT
TATAEZR—ZFERATHTFENESEK. "1 28R L TL<E&EVWIAM Identity Center TO> 7
IWFA> A2 (SSO) DRE. MBED SAML 2.0 280 ID 7ONAE—KFHBHEE. "1 258U
TLEEVWS TN YA4>2A2 (SSO) A ID Z7O0NA1 F—NDERE,

NEY D
« Amazon Cognito 1—H#'—0tY N7 v S

« Active Directory M [EHf

» |IAM Identity Center TO> 2T YA 2 A2 (SSO) DERE
s N A AT (SSO) B ID ZONAF —DERE
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Amazon Cognito 1—H%—0OtYy N7 v 7

Research and Engineering Studio (RES) Tl&, Amazon Cognito XA 74 71— —F1L I KL
ELTRRETEET, chic&ky), 1—%—IF Amazon Cognito 1—H—ID Z#FERAL TI I JR—
ZIE Linux R—AD VDIs ICAJA>TEFET, BEHEE, AWSOV—ILDcsv 77AI%&EFE
ALT, B%o1—Y—2&2l1—Y—7—I)LICAVR—NTEET, —FEI1—H—a12R—PNOFEMI
2L T, Amazon Cognito FROY/N—HA R, @ "CSV I 7AI)AS5I—HF—7—)ILIcI—H—
EAVR—bRTB, BBRLTLKEE LV, RES &, Amazon Cognito R—ANXA T4 7 1—H—
TALURN)ESSO Z—BICERATAEZTR—MLTVET,

BEORE

RES E¥#&& LT, Amazon Cognito Z 1—H—F A LI KNJELTHEATEILSIC RES RIEZER
ETRICE, REEER—IHNSTIEATES ID EER—T O Amazon Cognito & 1—H—F 1
LOKNDELTHERTRZREVICOVEAETT, I—Y—HNBESERTEDLSICTSICE,. AU
R=DOI1I—H—BEZERREREHVEZEFT,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory
@ Enabled O
User self registration

@mbe®©

A—Y—HBA TV T A4 70—

A-Y—HSERABMICAE>TLWRHEER, VI T7T77UT—2320 URL 21—H—ICH5T
EEXT, TIR, FEI-F-—TRBEVEWVWSATZIAVHFENET, CCTHAVTYTLE
o

S
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

A4y 7 70—

FEI-H—TRBEVEERIZ I Y- THAOTYTIDE, EX—ILENAT—RZEA
ALTTNIY N 2T DRSICRHSNET,
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Studio d—H¥—HAR

Y47y 770
Ty 77O0tA%

Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

—0—ReELT, A H¥—RBEX-INICZELEKRIAD—RZADLTH ALY
TTITREOIROSNET,

B

Amazon Cognito ID D FXE
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Verify email address

To verify your email, we've sent a verification code to your email.

Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

TILTHAOTY THEMIBEDTVWREE, 1——IC@BA TV TIIONRREIhEE
ho BEBEIE., RES MOHET Amazon Cognito D 1—H—ZRETIHEN HVET., ( Amazon
Cognito FROYN—HA R, O "EEELLTOI—HY—THUONDER, 25BLTLES
W)o

B
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

AJdA4 > orR—A72ay

SSO & Amazon Cognito DEAABMICE > TWBBE, &SSO THA 10 FHF 723>
FRRENES, I—HY—HNT0OFT7>a>zoUvo$3E, SSOOATAUR=JIZBIL—T 41
IENET, F7FILBRTR, BHICHZ>TWSES, 1—H—IF Amazon Cognito TEREEE 1 &
CB
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

H%9

+ Amazon Cognito JIL—7B B K6 XF T, MNFOHEFEHATEET,

B

Amazon Cognito ID D FXE
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« Amazon Cognito 4 > 7Y 7Tk, BULI—HY—RBTERLBI RXATRLAZED2ONDE
X=)LT7 RLAGFAEhELA,

« Active Directory & Amazon Cognito DEAAEBMT, ZATANEBLEI—HY—BZREL I
/B E . Active Directory 1—H'— D AA R ZFTFAEhET, EEEIE., Amazon Cognito & Active
Directory DI TE®R TS 1—H—RBREZRELBVRS ICFIEERITITIHEN HYET,

« RES (& Windows 4 > A& > A®M Amazon Cognito R—ADNFREEZHR—KML TVWEWE
&, Cognito 1—H—I& Windows X—A® VDIs ZEBTEEH A,

Amazon Cognito 1—H'—NEBETIL—7

77 # )N T, RES Fadmins T I —7EEEERKNO Cognito T—H'—ZF AL E£F, Cognito

admins )N —7IC1—F—Z2EBMTBICE :

1. Amazon Cognito AV —)LICBEL. RES ICFEAEThBBRFOI—H—7—I)LZBRLE T,

2. 1—Y—EEBTIINL-TCBBL, JIL-—TOEKEERLET,

3. TILN=T0HEHI R—=20 "JI—7%1 I "1 EABLEFTadmins,

4. {ERL fzadmins 7 )L—7"&EIR L. Add user to group Zi#IR L T Cognito I—H'—ZEML =
EE

5. IZf¢> T Cognito RIfZFBHTHRHBL XTREH,

Amazon Cognito DREIHEAN KT B &, adminsT I —TICEBMEN L1 —FEBEEEREZ T
WY ET,

[= 54

RES &, F—2ZAX—A% Amazon Cognito D 1—H—B XTI I —71FHE 1 BEZEICABLE
¥, JI—7 Tadminsy ICE TS I1—H—IZIE. VDIs,

Lambda V=)L SFEHTCRBZHBITIZD_EETEERT,
BH7O0CtAZFHTHEALET,

1. Lambda® 12V —)lZHRE LT,

2. Cognito B Lambda ZH®ELFEF, <® Lambda l&, EVSHARBRACRVE
9 {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. TAKNZEBRLEY,
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4. TARNARYNED232T, BEOTARNRKREDZRBRLUE T, AR NENOEXGERD
WEEA

Cognito DEF1UT (1 ICEITREEEE

2024.12 1)) —ALAETIE, Amazon Cognito Plus 7S #EED—HTHD 1—H—T7IT1ETAD
OJRBHAT 72N TEVCBID>TVELEZ, ChEXR—ATAF7O4HSHIERL T, RES
ZALEVSEROODIAMZHIBLEL 2, CO#EER, HBO OISO REFIVTAREICEDE
THEBEIRUTEBERMCTRENTEERT,

Active Directory @ [EHA

T34 LRE

Active Directory (AD) ICES:ET B ITNXTD CFN NFX—=RF, 1 VAN=IBEICAT>3a>TT,
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https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
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Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String ]

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String ]

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String ]

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String ]

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String ]

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String ]

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String ]

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String ]

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String ]

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String ]

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String v ]

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String v ]

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String ]

HTBICREHEE DS —IL Y M ARN (ServiceAccountCredentialsSecretArnX &
EDomainTLSCertificateSecretArn) ICDWVW Tk, RESDI—IL Y NIRDORTZEML
T, =LY MEZFRABMB TV EAFAZEEBL TS EEL,
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« ¥—:res:EnvironmentName, fB: <your RES environment name>

+ ¥—:res:ModuleName. {E: directoryservice

VITR=ZIOAD BREOEFME. RICATZ1—)LEhi- AD B (RFREEA) P ICEHEHICE
BEnEI, ADREZXEEL & (BIO AD ICHIWERLBERE ), I——1"SSO Z2BRET
PRENHIHENHBIET,

EAARN=)LE, EEEFIIDEER—SORESVIJR—ZITAD BREEZRRE - IFIiRE
TZEZFY,

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false
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Active Directory Synchronization @

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com ]

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP ]

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com ]

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret:CredentialsSecret-Bl-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection UR| for the Active Directory server.

[ Idap://corp.res.com ]

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com ]

7] Disable Active Directory Join
To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked.

("] Enable LDAP ID Mapping

Determines if UID and GID numbers are generated by 5550 or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Dreganizations nits {(OU)
ctorp QFAFE the Organizational Unit within AD that will sync.

Users OU
i k1
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FHARRE

A%

BBERG, A—Y—T4INE—FT7232TN=TT7 1N E—FT7>a>=FEALT, BHT
BA—Y—FKERIN-—T2T74LRIITEET, 74 E—E LDAP 7 1)L Z—1BXICHES
BEFHVERT, 71N2—0HIERODEHYTT,

(sAMAccountname=<user>)

NARLSSSD NTA—&

ERER., VFAR—AVARAD SSSDRET 7 4 )L® [domain_type/DOMAIN_NAME]t
92aAVICEZEIAU SSSD NFAX—REEEZELCF—EBORTOT1 0>+ ) ERHETESE
¥, RES (3 SSSD EHZBBMNICEALET, VTAR—AV ARV ATSSSD H—EAZHEH
L. ADE#EZ7OtRZRN)H—-LET,

— MR BEHNAR L SSSD FERFRDEHYTY,

« enumerate-TFALIRKNIH—ERAASINTOI—HY—-—TIRNIVETI—TI RN ZEFYY
21932, Ttrues ICERELET, chZEMICTDE, I—F—0UEOT A2 ICEVELE
NELDOEEMEN HYET,

 ldap_id_mapping - LDAP/AD 1—H%—ID &£J I —7 IDsICXYE> T F2ICE. Ttrues IZFR
ELET, UDsGIDs chZBMICTRE, BEIFO POSIX AV U T KR T T UTr—>3a>ENE
BErEmELET,

SSSDRRET7AINDOEFHMIZDOWVWTIE., @ Linuxman R—EZSBL T & LSSSD,
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(e )

( Add Parameter )

SSSDNTX—REfER, UATICHHATAHKRSIZ RESSSSD REEC EMMN HEIMBENHVET,

« id_provider & RES [C& 2 THEMICREE D120, BELBLVTIEE L,

« ldap_uri, . ldap_default_bind_dn & &® AD BSEDER
Eldap_default_authtokildap_search_base, EHEhTVW3 M) AD FREICEIVWTER
EEehdiceh, BELHEVWTLSEEL,

ROBITE, SSSDOATDOFTNY TLRILZBMILET,
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

(Cremove )

( Add Parameter )

Bz FETHRERCEFELETSDEE (JJ—R 2025 F 3 AR )

D BEEAR—JIZBE L. Active Directory RXA AT+ TAD BHIOBBRARZ > Z&ERL T, 7
>FIYRTAD B NUH—LET.
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Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

HEITHO AD B ZFILET B ICIE,

RLFET,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Active Directory RX A > 7FTAD BHOEFELRE D Zi&

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

AD Synchronization in progress... Stop AD Synchronization

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory 0[]
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Active Directory RXA AT FTAD AHAAT— R AL EFHOEHKEZHEIDELETER
CB

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

EfiZ FETRITI DA (V) —R2024.12 & T 2024.12.01)

Active Directory ®REHI7'Ot A&, Cluster Manager 1 > 75 ARNZIVF Y RARND S, NV IOTZ
7> RT 1 EPR'Y ® Amazon Elastic Container Service (ECS) Z AV ICBEBIchFEL L, CO7’O%
AR 1TBFEACEICERTENDLSICATD1-)enTHY., VFAZ—0OT O Amazon ECS I
Y —JLTRITHD ECS <res-environment-name>-ad-sync-cluster X AV ZR D23 &N
TZEET,

FEHTEHIDICE :

1. Lambda OV —)LICBEHL., &VWS5EEO Lambda 28EL £ <res-environment>-
scheduled-ad-sync,

2. Lambda BB¥iZBE. TANICHEHD
3. AXRVRNJISONICKRDESICABLET,

"detail-type": "Scheduled Event"
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4. [TAR ZBRLET,

5. CloudWatch - Log Groups - TEITH® AD Sync R AV OOJ ZfHZEL &£
9 /<environment-name>/ad-sync. RITHFNDK ECS XAV OOTNKRRENET, OT %
RRTBICE. &FO Z2EBRLET,

(® Note

* ADNTFA—RZXELLY, AD7A4I)IEZ—ZEMLIZY)TDE, RESEHLLEEZ
NIENFA—RZEELTHLWI—Y—=EML., UFICEHEh, LDAP REANR—
ACEENBL B2 IS —ZHIBRLE T,

« RESIE, 7O IV KNCT7IOTA47ICEIY M TsnEI—Y—/TIN—T%2HIkRTHE
I TEEXEH A, RES TEREANSHIBRTZICIE., 7O TV S 1—H—%HIRBRTIHE
FHYET,

SSO FKRE

DRENREEnES, I—HY—F ADI—HY—ELTRESVIJR—ZIINICOTA>TED L
DL_ Single Sign-On (SSO) ZRET B HLEN HVET, SSO & Eb‘éﬂﬁ SER—TIHASFHLWID
EER—TJICBHENE L, SSODRENFHFMICOVTE., T, 282RBLTKLEZVID EHE,

IAM Identity Center TO> > IV A 2 A2 (SSO) DERE

N &—< R Active Directory ICEHRL TVWBTA FUoTATA I E—NFELEBVEERE. HS5HEY
FIARATYV T 1 TATFUOTATA R EZ—2FHET D, YXX— R Active Directory ([CEfiE iz T
AFoTATAEEZ—DBRICHEIEER. PSBOETITATY T 2. T7ATFT14T714123—IC
BT 5,

(® Note

GovCloud U—2 3> IC5F# 7’04 §%%B A& . Research and Engineering Studio Z AWS
GovCloud (US) F 704 L1=/S—F 4> 3> THI2 M2 SSO 2#R/ELET,

IAM7AF>T4T41722—T0H SSO NFEE 77
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ATYT VN TATFUOTATAEE—ZRETS

IAM TP ATFoTATAER—ZBMCTS

1. AWS Identity and Access Management AV =)L ICH 4242 LET,
2. TATFUTATA R R—ZHEXT,
3. [Bwy] 2Z;RLET,
4. Enable with AWS Organizations%3&RL £ 9,
5. [#T]Z20V v OLTLEEL,
(® Note

N %—Z R Active Directory &2 1) =3 ERUD—23 2 ICVWB e 2BRLET,

IAM Identity Center & ¥ & —= R Active Directory (C1E#: 9 %
IAM Identity Center ZBXICL =S, UTOEREY NTFYTATYTEZETLET,

FTES =23 RSV T[RE] ZBRLET,

IDY—AT, 79232z FRL, DY—ADZEEZERLEXT,
BEOTFALIRNIT, F4LUVRNVZEBRLET,

DR\ ZERLE T,
ZEZHRL, BRARY VAL ACCEPT EAHNLET,
[IDY—ANOEE] #ZRLET.

o o bk~ w D =

A—H4—&JIL—70OIDEX—\DOEH

TITh N =ZFEIAM Identity Center & ¥ & —= R Active Directory (CiE#: T 2N TTITDE, REBED
BENF—HFERTRENET,

BRENFT—T., HARFEEYNTY TOBBEBIRLET,
BENYEIDORE NS, RN ZERLET,
1—4—+o>3a>7T, APTHI-—H—%EAALET,
[Add] GEfN) ZiBIRL £ 9,

DRAN] ZiBIRLE 9,

o K~ w0 Dd =
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6
7

1_

1.
2
3

LEZHFEL, REORFZERLKXT,

BB7OCAICREBIANBDEENHYET, BHLTVEVWI—HF—CEHIZIEEXY -2
ARRENEHEERE,. BHZBERZERLET,

H—0BML

XZai-—Hps, I—¥—Z2BRLFT,
TOEAZBMCTRHI—Y— (EEHA) 22RLET,
A—4—TOtARAZBMCITZDZERLET,

ATYVT 22 TATOTATA R EZ—CEETS

IAM Identity Center TOTF7 7'V r—>3a>otwy N7y 7

1.

© N o o A 0w DN

10.

11.

IAM Identity Center A2V =)L ZHEE T,

[Applications] (7 7’ —>3>) Z2BRLE T,

[77V0Tr—>3>oiEm 2#RLET,

EYRNTYTRET, BYRNTYTIRT77IVT—23 0853 2BRULET,
[77)T5—23>247] T, [SAML2.0] ZBIRLET,

DRAN] 2 ZBIRLE T,

FRATAIRTBERAZADILET,

IAM Identity Center X X 7*—2 T, IAM Identity Center SAML XX F—Z27 7 A ) D)2 D %]
E—UL&F, Chik, RESR—2ZJL T IAM Identity Center ZFRET D EZICHEBIZBEVYFT,
T70r—>3a>70N7T4T, P7UT5—23 BB URL ZADLET, flZEF. <your-
portal-domain>/sso.

Application ACS URL T, RESAR—ZIHASVRXALIKNURLEAILET, ChZERBDOFB
el =

a. RIEEET, 2RIEZERLFT,

b. ID7ANAT—RTZERLET,

c. Single Sign-On ® FIZ, SAML UA ALY N URL RRENET,
Application SAML audience T, Amazon Cognito URN ZA L & T,

URL Z/ER T3 IC13

IAM7AF>TA4T41222—TN0H SSO NIRE 79
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a. RESR—RIHS, eREBEEEHEET,
b. ID7AONAE—&27 T, 1—%—7—)ILIDERDITET,
c. 1—4Y¥—7—)LIDZEZOXFHICEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito URN Z AL 15, EEZREIRLET,

F7OTr—>3a>o0RMIYES T ORKRE

1. FATFUTATAEDE—D5, ERLET7VT—2 3> 0FBZERERT,
Toay #BRL, BENYE T DfEE 2 BIRLET,

(&) IC ${user:email} EA DL ET,

7#—XY N T, emailAddress ZiERL £,

FHREMEIYYEJ0EM ZBIRLET.

FT7Uor—23>® User BHEIC Temails EABLET,

TIAM Identity Center D O X FIEE > I —H—BHUEAOIY T IZ T, EABLZE
F${user:email},

Format (Z "unspecifieds EA DL E T,
9. [Save changes] (BENRE) 20 VY ILET,

N o o bk~ w0 N

®

IAM Identity Center TOTF7 7D r—> 3> A0I1—H—0EN

1. PAFTA4T1422—D5, ERLETZ7UT—23 > 08 ETERI—Y—%H
&, 1Y —0HVITEBRLET,

2. TV —23a> 7oA ZEVHETH 1Y —&BIRLET,

3. [A—Y—nFWEHT]ZBRLET,

RES IRERN TO IAM Identity Center Dty N7 v S

1. Research and Engineering Studio IR¥EN 5. REEETERBREZHEET,
2. D7ONAF—2TZREET,
3. DVUNTAUFAUT, RE (AT —2ADHE) 2 BIRLET,

IAMT7ATF>TA4T412>22—T0H SSO NDFEE
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4. THA—LICHUTOEHREZADLET,

a. SAML ZEBIRLET,
b. Z7ONAKX—FIZ, DHLYRPTVERZADLET,
Enter metadata document endpoint URL ZiZRL £,
d. HICOE—L & URL ZA 8L ETIAM Identity Center TOTF 7 Tr—>3> 0wy KT Y
7o
e. Provider email BH%(Z "emails EABULET,
f.  [Submit] ZiBIRL T &L\,
5, R—JZEHL, AT RANEVERTEND L Z2BALET,

o

SN A2F (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio &, F&® SAML2.0ID Z7ANA X —&HEL T, RESAKR—XJL
ANDI—Y—TOEAZRIALET, chSOATY T Tk, BIRLAEZSAML2.0ID 7ON1 X —
EMEITADFIEZTRLET, IAM Identity Center ZEA T2 HRF. "1 ZZRBLTEETVWIAM
Identity Center TO> > J I G A2 72 (SSO) DERFE.

(® Note

dA—%—®0E X—JLI&, IDP SAML 7#—=2, 32> & Active Directory T—HT2XENH V)
£79, ID 7O/V1 5 —%& Active Directory IZ## L, EHNICI——ZRABIZDIXLEND
WET,

Nevy o

- DZ7ONAE—ZRETD

- D7ONAE—%ZERATHLSICRES ZRET D
- EARBFBRETOID 7ONA T —DFRE

« SAML IdP OBEEDT/\NY T

ID 7AONA X —ZRET

Ot U 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITDFIEICOVTHALET,

SSO A® ID 7’ONA X —DFRE 81
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1.RES &, RESAR—ZN 7O TV MOT VAN FAEATWSI1—H—ID Z#H D AD
(AWS YZ— RAD £ EIL77O0ES3aZ T AD) BB E2HRBELTVET, AD %
D H—ERXA7ONAF—ICEHKEL, 1—F— D ZEAHLET, AD 2L, 1—HY—ID 2[E
HgHHZCO2VTRE., D7ANM A —DORFIXI M ESBLTLEEZV, flREFE, " AWS
IAM Identity Center 21— —7#4 Ry ® "ID YV —A& L T® Active Directory DR 2B L T
<fEEEL,

2.1D 7O/NA & — (IdP) TRES ® SAML20 P 7/ U4 —> 3> aBELET, COBREICE. KO
NTA—=BZHFRBETT,
« SAML URALY2KNURL—IdP A" SAML 2.0 L AR RAZEH—EAT7ONAZ—IZEETD I

OICERAT S URL,

@® Note
IdP IC& 2 Tlk,. SAMLUA ALY N URL OBBINERBDBEN HYET,

F7)4—>3> URL
FH—23>0231—I—H—E R (ACS) URL
« ACSPOST/NN1A>F4>% URL

URL ZEX8 95 C &

1. BEEEZELW clusteradmin ELTRES ICH A1 LET,
2. RIREE S —REE>ID7ONAE—IZBEBLET,

3. SAMLUAALYKNURL Z&BIRLET,

\I
Nl
A
Nl
A

« SAML #—F 4 I A URI—Y—ERA7ONAZ—flO SAML A—F1 T ATL
HD—E0 D,

@® Note
IdP IC& 2 Tlk, SAML A—F 1 I A URI DBRRIN BRI HEN B ET,

» ClientID
« 77U —<3> SAML ®&EH
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« SPI>7T4741D

ANZRODEXNTHEELET,
urn:amazon:cognito:sp:user-pool-id

SAML F—F 4 LA URI ZERIT B ICIE

1. BEEZELW clusteradmin ELTRES ICH A1 LET,
2. REEE - —RRE->D7ONAME—ICBEBLET,
3. 1—4H%—7—)LID&ZERLET,

3. RES IC&W/E D SAML 7H—> 32 1Lk, ROT7 A=) R/IVL—LATI—H—DE X=ILT
RLACHEENTVWRIHBEN B KT,

« SAML Subject & 7z I& NamelD
« SAMLE X—JL

4.1dP [k, FREICESWVWTSAML 7H =23 IC714—=)LR/OL—LZEBHMLET, RESICIECh
S5NT714—)LRAFAMBRETT, FEAEO7ONAA—K, F7AILNTIhENT71—)LR%ZH
BWICADLET, RETHILEN HDEEE. XROT1—I)LRADEEESBELTLSEZL,

- =

« AudienceRestriction — & [CEXE L £Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%—7"—)L®O ID ICBEZEH|AFT,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL £ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RX A BICEE
BZAET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
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xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — Recipient 1—%—7"—)lLsaml2/idpresponseL > RRA >~

ETLD SAML U2 T AN ID InResponseTol_f&EL £,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — XD K SIZ ZRELE T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 77°Ur—23>ICOJT7 TR URL 714 —)ILRAHBDFEE. ICEREL XTI <domain-
url>/saml2/logout,

RXA4>2 URL Z2EE T2 I

1. BEEFXEE clusteradmin ELTRES ICH A4 LET,
2. REEE S —REE>ID7ONAE—IZBEHLET,
3. RAASURLZEBIRLET,

6. IdP & Amazon Cognito E DEEZRIUTH L HICBRIAAEEZZ T ANDBAIE. Amazon
Cognito BRFEAEZA V> O—RL, AP IZ7YZ7O—RLET,

SSO A®M ID 7ONAZ—DRE

84



Research and Engineering Studio I—H—H4A KR

ERAABEHEIDICE

1. Amazon Cognito AV — )L ZHEE T,
2. 1—Y—T7—)ZBRLET, I—H—T—)LE THRIRXENHYE

Jres-<environment name>-user-pool,

3. HAVAVIVARVIVART ZBRLET,

4. 7IFL—T4YRIDZ7ONAF—DH A2 420232 T, EFAAEORTEZERL

£

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name )
Identity provider A | Identity provider type v | Created time v | Last updated time
O  idc SAML 2 weeks ago 3 hours ago

CDFIEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party

trust, COIAEFAZFECHL TSAML Y R—NEBMICTEEXT,

(@ Note
—hld Keycloak & IDC ICIFBEAEhEE A,

5. P7UT—23a>OtYRFPYTHARETLES, SAML20 77U —3 3V XEF—4

XML &G URLZFVO—RLET, XOEIZIVTHEALET,

ID7ONA A —%FERTHELDIC RES 252 ET D
RES DYV NB AV AVEEERTTDICE

1. BEEZXLWE clusteradmin ELTRES ICHA>12LET,
2. REBEE S —MEE->ID7ONAE—ICBBLET,
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Q—H—H1 K

Environment Settings

Environment Name
@ res-gaenvi

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
3 u

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
[P res

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On T, AT—RAA VT —ZDOEICHDmET A4 1> %38IR L T Single Sign-On

Configuration R—2 ZHEE T,
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA—T, SAML Z8IRLF 7,
b. Z7ONAX—FICE, D7ONA A —DO—=NEuixEADLET,
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d.
e.

4. IR

® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

XBF—=BRFIXNY—AT, BYBAT>I2ZBRL, XXTF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

TONAFT—EX=I)IBHICE., TFAME ZADL ETTemail,
[Submit] ZBRL T &V,
BRER—TZBO—RLET, RENELVEE, 20T A 2 FFEMCEYET,

FARFRRETO ID 7ONAF—DRE

‘it h
ONga A

EAE)Y — A ERAL THEARFRED RESIREZIER L. 1AM Identity Center % ID 7°
—ELTRELEBEE, OkaBREDHID ID JOAONAFT—%BRETD L 2HHOLE

¥, RESSSO BMILT7 #—Llk, RO 3 DORENTAXA—RZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XRF—

BRFAIXVRNETONAMA—EX—)IBUEZEETRICE,. ROFIEZRITLET,

1. Amazon Cognito AV —=)LIZBEBLF T,

2.+t
3. 11—
4. YA
BL

5. BE
W
b d

JF—>arvhs, A—¥-T—)LEeBRLET,

YT - 2B RITDE, I—HF—T—ILOBENRTENET,
VAVIVARVIVART NS, 7TFL—TA4Y RID7ONAME—DF A1V IC%
REENEID 7ONAME—ZREET,

XETF—REZEL, BUENYED TV RZELBVWETTEAEX T, BENYEJZE

BICEF, MEZEBRLET, XET—RRFIADVRZEHIZICRK, XZF—ZNDEE
ZBERLET,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB T<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
“1—-ASHEHBZERRZERLET,

c. AFTYUFREBGBIIVEAT, 74U E2—CBEBL., RONTFX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB Tidentity-
provider.cognito.sso_idp_provider_email_attributeXF%|ZKREL . wmE ZiBIR
L T. Amazon Cognito DEEE —HTBLSICXFIEEELET,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP OREED T /XY J

SAML KL —%— —Chrome 75U T DILRMAEZ#FEAL T SAML VT ANEZBH
L. SAML 7H—> 3 EABRTEET, FMC-COVTE., Chrome JI7ARNT® "SAML ~
L—H—, 28BLTLEEL,

SAML B%#%Y —JL — Onelogin 2k, SAML T>J—R&hifEEZFI— KL, SAML 7H—
AVOBATA—IREFIVIIRILEHOICEATEDY —IIAAEEIATVET, FHlIEOVT
(&, Onelogin 7T 7H 4 KM "Base 64 Decode + Inflate; ZZBL T &Y,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon CloudWatch Logs — CloudWatch Logs TRES OV OIS —XBEEMRTEET, O
&, EWBSBaoOJdIIN—FIH') F£9 /res-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 M — Amazon Cognito & ® SAML & D FHMIC DLW TIE., TAmazon
Amazon Cognito RO Y /N—HA Ry @ "I1—H—7—)LA® SAMLID Z7ANAH—DEN, &
SBLTIEEL,

A—Y—0O/NAT— ROKE

1. AWS Directory Service AV =LA 5, EERULERAZY VOF1L IO N)ZEBIRLET,
2. FU2asAZ1—7T, I—H—NAD—ROUEY NZERLZET,

3. A—H¥—%Z&RL, ILLNAD—RZAHLET,

4. NAD—RoUtYy NZBRLET,

U7 RXA2 DR

NAZRLRXA2VZFERALTVRBERE. R—FIIOVIT8IE VDI BEEHR—RTBLSIC
BT RXAVERETIHENHY)ET,

@ Note

GovCloud U—2 3V ICF7O4T3BEE. RXAUNT VY IORARNI—2FKRARNT
ZEAN—FTA43AVTFTAHAIDRNTITTTFTTIT—23 208 VDI T RXADZERELE
9,

1. Route 53 AV —JLZREXT,

ER LI RXAZ2BREL, LO—ROERZERLET,
LO—RBEELT "weby EABLET,
LOd—R&ZA47ELTCNAME ZiBIRLE T,

Value IZIE, BHIDEX—)LTRITWM2 LU V2 ADLET,
[LO—RZ4EK] Z2BRLET,

"OLO—RZEXTSHICE. NLB 7 RLAZEELET,

N o a &~ b

a. AWS CloudFormation AV —)lZHR&E X9,
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
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b. <environment-name>-vdc ZiBRL TKEEV,
c. DY—AR%EERL., ZMHEEJ<environmentname>-vdc-external-nlb,
d. NLBASDNSEZIE—LZ%ET,

8. Route 53 2V —I)LZRAEXT,

9. RXAVZEHRRL. LO—ROEREZBRLET,

10. LO—RRBIC ", EABLET vde,

1. [LO—R&ZA47] T, [CNAME] ZZIRL £7,

12. NLB @35&1F. DNS ZAHNLE T,

13. [Create record] (L. J— RZ4ERK) ZiBIRL £,

ACM SEEHEZERK T %

777 )L NTE, RES I& RXA > amazonaws.com ZFERLTCF7 77U —>a > O—RNT o H—
TIOITR—RINEFRAMNLET,. BEORXAVEFEATDICEK, I—HF—HREHTD, T
AWS Certificate Manager (ACM) A S UV TARNEn/NT U Y U SSUTLS fEHEZRET I HE
HFHYVET, ACMEFERATZIHEE, VAT NETVITH—EARARNED SSL/TLS F+¥ X)L
EEFLTRILEODNTA—RELTEETIHSLENf HDAWS VY —AZE2Z(TERYET,

® Tip
ABIY—AFENYT—22F 70149258, CABVY—RREY V77O
{ PortalDomainName ¥ B EEIZ, BIRULERXADZ CADTRIREN HYETIHIBY
\J_Z&VE&?%)O

NAZLRXAZ DAAEZEKT D2

1. >V =LA 5 AWS Certificate Manager ZB& ., N7 U Y JEHAEZEVIITIARNLE
9, GovCloud U—>a 77’04 3258k, GovCloud /N—F 423> FHo NCEEH
ERERLET,

2. "NTUOVvOSBAEREVITIARNTS ) ZBIRL, "kAL BBRLZET,

3. RXA LT, *.PortalDomainName& MOMEADIBHAEZ) VT ANLE
F PortalDomainName,

4. HRAEXY Y RT, DNS il 2 ZBRL X7,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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5. [VOIAR Z&RLET,
6. Certificates JARAS, VOTARNENEIIHEZHEET, SAPEODRAT—RF A, BiE
REBHRICHEYET,

@ Note
ALAZEARFENBEVERE, VARNZEHMLET,

7. XOWThAZEITVET :
- BRTF7OA
JOTARNESNI-BABAESOERAENEFEMA S, Route 53 TLO—REZ/EK TS &i&IRL
9, EAEOARAT—RAR "HITEFH ICEDVYET,
GovCloud F7°01 :

GovCloud U—2 3>V (IZF7O43%%FEE. CNAME ¥—¢&fEZE—LET, @mA/N—
TA42AVTHAIVRNDLS, BEFEBLTNT VY ORARNY=2ICFHLWLII—RZHE
BMLUET, SFABOAT—RARRITEAICEDYET,
8. HUWAIAE ARN Z1E—L T, ONTFX—RELTAHBLEF
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs
Research and Engineering Studio l&. 4 > A ~R—JLHIZ CloudWatch I X0 O T —7ZEKL
F9, T7FLRORFIZOVTR, ROKXKZSBL T EE L,

CloudWatch Log 7' )L —7° Retention

/aws/lambda/ <installation-stack- EMHIREL
name>-cluster-endpoints

/aws/lambda/ <installation-stack- BRHEARRA L
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BRHEREL

name>-cluster-settings
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CloudWatch Log ' )L —7° Retention

/aws/lambda/ <installation-stack- BRHEREL
name>-oauth-credentials

/aws/lambda/ <installation-stack- BEMHEREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BMHRE L
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- EMHREL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BMHREL

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3N AM
cluster-manager

/<installation-stack-name> /vdc/ 3N AME
controller
/<installation-stack-name> /vdc/ 3INAE

dcv-broker

/<installation-stack-name> /vdc/ 3N AE
dcv-connection-gateway

OV —7 077 # ) NOREEZZEETSHEE. CloudWatch > Y —)LIZBE
L. CloudWatch Logs DOJ F— 2 RxEFEZZLZETRHERICK > TILEZV,

NAZRLT VEAFA DR DEHRE

2024 F 4 ARE, ATV THARARLT VEAHFADRAZTRYFIHET, RESICLDT
ERENEO—NZEETERT, DAZLTVEAFADRREZF. TOELAHFATDRAD ARN %
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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IAMPermissionBoundary N7 X—Z O —E& L TEET S < & T, RES AWS CloudFormation ® 4
VAR =ILO—HBELTERTEERT, cONTX—REZEOXRXRICLEHE, RESO—-ILICET

VLEAFADOEREBEENELA. UTE., RESO—IINETRDLEHICHEZTII> DN

ARNTT, EATRFEDTVEAFADERT, ROTIVZAVHFARNICHFAEATWVWSD L Z
WELET,

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
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"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",
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"forecast:*",
"fox:i*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
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"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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RES Xfit> AMIs Z5XE ¥ %

RES %t/ Amazon N2> A4 X—2 (AMIs) ZEAT2 &, RETAIRNYTA AR A (VDIs)
M RES Ik FERENDAZLAMIS IZT VAV ARN—=)ITEET, RES N> AMIs ZEHT S &,
BRIIRAVENTEAX—DZERTB VDA AR ADRBRENEHENET, EC2Image
Builder 235 &, AMIs ZBE L THLWIY T RNIITARY VELTERETEET, Image
Builder ®E¥HIC D W TIX, Tmage Builder 1—%—H4 R, #8BLTLEZV,

FIBITBEIC, ZHM/N—23IVORES ZTF7O1TRURENHYET,

ReEY D

s RESIREICTIVELATDEHDO IAMO—)LZ%ET S
+ EC2 Image Builder AV R—F > NEERT D

« EC2Image Builder L E%Z %3 3

« EC2Image Builder 1 72 ARSIV F ¥ ZRETD

« Image Builder f X—NA TS5 A 2 %RET D

+ Image Builder f X—=NA T 54 %RTTD

* RESICHILWY I RIITFRAEY VBRI D

RESIRIBICT VAT LHO IAMO— )L Z2EEET S

EC2 Image Builder #*5 RES REH—EAICT VAT SIC1F. RES-
EC2InstanceProfileForimageBuilder £ VS IAM O— /L& ERF L FEEETEIHEN HY E

¥, Image Builder TEA TS IAM O—JLOFEEICDWTIF. Image Builder 1—H—7 14 R® AWS
Identity and Access Management (IAM) ZZBL T &V,

O— LI TAZRETT,

« Amazon EC2 H—ERZE8CEEE ni-BE&,

* AmazonS3ReadOnlyAccess, AmazonSSMManagedinstanceCore, EC2InstanceProfileForlmageBuilder
7J_:IJ :/_o

1. &9, O=-NLICTERYFENBIHLVKRD > —%ERL E£T: IAM -> Policies -> Create policy
2. RIV—IF143H5 JSON ZEIRLFET,

RES X/t AMIs Z5RE T % 99


https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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3. CZKRTRI)—2DAE—LTIF A RIZEEY)FT, BEICISU THER {AWS-
Region}, {AWS-Account-ID}, {RES-EnvironmentName} ZEE#AET,

RES 7R —:

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb: {AWS-Region}: {AWS-Account-
ID}:table/{RES-EnvironmentName}.cluster-settings",
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-clustex-{AWS-

Region}-{AWS-Account-ID}/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"

1

4. Next ZEIRL., BRIEAT I OHAZAIL TR —DEREZETLET,
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O—)LZERTSIZIE. £ IAM->Roles -> Create role ICBEIL £,
FEEENLEIDTATARATT, AWS "H—ERX, ZBRLET,
H—ERAFLERI-AT—AOROY IR I TEC2 Z&RLET,
A—AT—AtE9>3>T, EC2 &ZZEIRL, RNZERLZFT,

ZREL, UEIICERLERVS—0OBFZEIRLET,

10. Next Z:8RL, BREAT IV OBAZANLTO-LOERZZTTLERT,
1. HLLO—J)LZERL, FHEERIUTE—HID L Z2BALET,

© © N o O

FEEESIEBERIDTA71

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

EC2 Image Builder > R—% > NEEKT S

Image Builder 1—H'—74 R® "lmage Builder AV —)LZFRALTIAVAR—F 2 NEERT D,
DERICHEVET,

OAVR—F NOFEMEADLET,

1. Type T, Build ZiBRL £,

2. AX=DARL—TFT AT ATA(0S) DFAE, Linux £k Windows ZBIRL £,

3. AVAR—FURNBIER. BEODOANPTVWEFZASDL ETresearch-and-
engineering-studio-vdi-<operating-system>,

4. AVKR—FKDNON—23VBESEANL, A7 3> THBAZEMLET,
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5. EBERFIXNIEF, ROEET77ANEADLET, TT—DFRELEBEES, YAML7 74
LWEAR—AICHBTHY), RETEHEOSVWRERTT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-linux

description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: PrepareRESBootstrap

action: ExecuteBash

onFailure: Abort

maxAttempts: 3

inputs:

commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage

action: S3Download

onFailure: Abort

maxAttempts: 3

inputs:

- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination: '/root/bootstrap/res-installation-scripts/res-

installation-scripts.tar.gz'
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- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res-installation-scripts'
- 'tar -xf res-installation-scripts.tar.gz'
'cd scripts/virtual-desktop-host/linux'
'/bin/bash install.sh -g NONE'
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:

- 'cd /root/bootstrap/res-installation-scripts/scripts/virtual-

desktop-host/linux'
- '/bin/bash install_post_reboot.sh -g NONE'
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'rm -f /tmp/imagebuilder_service/crontab_installed'

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not

use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
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description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
'Install-WindowsEC2Instance -PrebakeAMI'

6. A723ORTEERL, AVR—F NOEREERLET,

EC2 Image Builder L > E % #1459 %

EC2 Image Builder LZE T, FILWAX—DZERTHLOOEBRELTHERATEIR—AAS
X=2b, AX=—DBAARIAALTIXRNTHHBEBY)ICBET R BRI HICEMNT
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H—EOIVR—ZVREEELET, LYCERRELETELT, KESRESYTRIITO
HEBREZEDZ—7Y N AM EBETHREANSHVET, LIEOFMIOVTR., "LIED
EE, EBBLTIEE L,

RES &, XKDAX—ZARL—TFTA VI ATLZFR—NLTVET,

« Amazon Linux 2 (x86 & & T* ARM64)

« Amazon Linux 2023 (x86 & & T* ARM64)
« RHEL 8 (x86). # & T 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.3 (x86)

* Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

Create a new recipe

o a0 kA w b =

T EC2 Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
REBFHRAVY—AT, I XA=DLIEZERLET,

[MX—=L2EDOER] ZBIRLET,

—B0REMEN—2IAEBESZEANLET,

RES THR—KRENTVWBIR—AAMX—TZBRLET,

AVABVABRET, SSMI—CI VRN TVAVAR=ILENRTVWEWGEER A ARN—
LMET, I—"F—F—RXBLVCETOMOMEL LIS —F—RICEHBREADLET,

(@ Note
SSMI—YIVRZEAZVAR—ILTRIFELCOVTR., UTZZEL TS EE L,

e LINux AEC2 AV ARVAICSSMI—2INEFHTAARN—ILET,

« Windows Server D EC2 A VARV AIZSSMI—2 I N EFEHTAAN—)
BROCTUAAN—=ILLZET,

Linux R—ADO L ENFEF. Amazon FEE T Daws-cli-version-2-linuxEJL R
dAVR—F2RNZLIEICEMULET, RESAVAR=ILATIVTNE AWS CLI ZFERAL
T. DynamoDB 7 5 AR —FXEDREMBAD VDI TV A ZRMHL ET, Windows Tl.
COAVR—FV NIBEHY)EB A,
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8. Linux £k Windows IREA IC/ERKE Iz EC2 Image Builder I 7R—F > N ZEMUL &
ED

/A Important

Linux IRE Tk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERRET, ChsndVAR—FXNEEBMTEIHEN HVYET,

¥ Components (2) mfo

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

9. (#%)Amazon FEE I Ssimple-boot-test-<linux-or-windows>7TA KNI R—
2V REBMLT, AMI ZRBTESEEMBLET, ChERIRORESETY, =
HEFBEIMOTANIVAR—FX NERBIRTEEXT,

10. REICWHUTHZT>a>0E09>arz2ZxETL, OSBRIV R—X MZ2EMLT, L
SEDOERZEBIRLET,

Modify a recipe

BEF M EC2 Image Builder L ENF®%BEE., ANV R—X NZEMLTEATEET,

1. Linux R—ADLEDOHEIE,. Amazon N"EE T Daws-cli-version-2-linuxEJL R
AVAR—ZF2 2L IEICEMULET, RESAVARM—ILAVUT N ZHEAL TAWS
CLI . DynamoDB 7 5 A X —RENREMEAD VDI 7V AZRHELET, Windows T
&, COODVR—FXVRNEBEHYEFHA,

2. Linux £ & Windows IRER ICEK & 1= EC2 Image Builder > 7R—X> M &EBML F
9,

/A Important

Linux BRE Tlk, aws-cli-version-2-1linuxEJ ROAVER—F2 N EFHIZEM
LERET, ChenAVR—FNEZEMTIHBENHVYET,
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¥ Components (2) i
You can select a maximum of f 0 components (Including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe Is created. Automatic version
choices are provided for omponem‘

Build components (2)
uild components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

iz aws-cli-version-2-linux

3. BELCLRLULTHZ>I>nEov>3a>EzETL, HOMXEEIAR—FXNZEMLT, L
EOERZERERLET,

EC2 Image Builder 1 > 7 2 ANZ UV F Y ZHET D

AT AN OF¥ERERZMEAL T, Image Builder & Image Builder 1 X—2 OBEETANIC
EFAT% AmazonEC2 A1 V7 SARNT U F v 2EEETEE T, RES THEATIICEK. HLLWAT
TZARTZUOFr+REZERTEIN., BEOA T ZARNZIVF Y REZHEATIHN ZERTEET,

s FILVWAZVTZARNTIOFYREZERTDICE. "1 T7FZANTIF v REDOER ZZRL
TLEE L,

c BEOA VT SARNTIOFYRELRFERATDICE., AV TTARNTIOFVYEREZEHLET,

Image Builder 1 > 7S5 ARS IV F ¥ ZFRETDICE

1. IAMO=J)LICE, TUEICERELEO—ILZABLEIRESREICTIVELATEHHD IAM
O—I)Z%#ET %,

2. AVABRVAZAT TR, PBLKEE4CBOXEVERFE DR T &BIRL, BIRLER—A
AMI 7—FTOF v ZHR—NLET, AmazonEC2 A VARV ABZA T 1 Z8RB LT
(A

3. VPC, ¥7XRY N, BRUEFIVFTATIL—TDHE. VINIITNYIT—28D
A—RIBDEDICAVE—RYNT I ELAZHTIBIHBEN HV)ET. RESIRIED cluster-
settings DynamoDB T—7 /L& Amazon S3 VS5 AZ—N\T Y RADT IV AEHT T 2 &%
ENFHYET,

Image Builder 1 X—NNA TS A 2R ET S

Image Builder 1 X—=SNA 7542k, R=ZAAX=2, BEETAMNAOIVR—FU N, 'f“
T7Z2ARNTIOFYRE, TAANIELI—23VRBEZHAKZILTET, RES XIS AMIs O A X —
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NAT AV ERETDICE, FLWNATSA O 2ERTDD., BEONATSA O 2ERTZH
EBIRTEET, FMICOVTIE. Image Builder I—H'—HA RO "AMI A X—=NAT 542D
EREEHL ZZRLTLEE L,

Create a new Image Builder pipeline

1.

2
3.
4

T Image Builder 1>V — )L Z B & & 9 https://console.aws.amazon.com/imagebuilder,
FTEF—23RAUDE, AX=DNATTA42BRLET,
"AX=DNATZA4DERL Z2BIRLET,

—BORH., ATIVOHBP, ATT1—), HEZANLT, NM T4 0F#ZzE
ELET,

"LOEDOER, T, "BIFOLIEZERATS) ZFBRL, ") TERLELEZER
LEFEC2 Image Builder L E%# % {Hd 2, LEQOFMNAEL VW EEZERLET,

AAXA=DERT7OCAZEEZTS Tk, I—AT—AIIEUTF7FIND—=070—%F 1
BARZRLD—O70—%BRLET., BEALDEE, F7AILN0D—070—T1+%
T, HMICDOWTIE, EC2Image Builder N A 7 ZA 2 DAAXA—DD—0 7 O—%RET

%, BBRLTILEEL,

r’f“/737xl\37?‘\"’“*0)m§J T, "BBEOAVTTARNTUOFvEREDER, Zi&
RU, "o THEBRULEAVT7TZARNRTVF v EZIEIRL XIEC2 Image Builder 1 7 5
ARNTZUOFYEBET D AVITZANTIVFYOFHMNIELVC EZBERLET,

TAANIELI—2aVBREEEERTS T, H—ERAOTFT7AIILNEFEALTT1 AN
Ei1—32BREZERTS 2BRLET. A X—2R@F, RESREAWS V-3
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEFEHATS L, Image Builder A
FRENTVWAU =23 ICA A= ERENET,

NATZA4A2OFBERRBL, NMT 4 DEREZERLET,

Modify an existing Image Builder pipeline

1.

2.

BEONATSAZFERTRICE. TEREhELIEZFERTDLSICHAZEELE
9 EC2 Image Builder L EZ %19 %,

[Save changes] (BRED®R7TF) 27 JVY I LET,
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https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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Research and Engineering Studio I—%—HA KR

Image Builder 1 X—NA TS A 2RTTS

REENLHAAMAX—DZERTBICRK, AX—INATZAZRBRTIVENHYNET, 41 X—
SLVEOIAVR—F MR > TR, BETOLALEX 1 KEAL D EENF B KT,

AX=DNAT A2 ZRITIDICE:

1. AX=DNATFA4Hh5, TERENENAT S 42 %8R £ 9Image Builder 4 X—/\
A4 ERET D,
2. THAVAS. RATSAODEFTERRLET,

RES ICHILWY 7 RIJITAZY J%BHRTD
1. "1 OFERICHE> Tthe sectioncalled “V 7 R JITAZY T (AMIs)', V7RIV ITARY V%
ZBRLUET,

2. AMIID 12, (CBEEIhEHIAM X—20 AMIID Z A8 L F 9 Image Builder 41 X—2)NA
ZAEERTT S,

RES DA ZVARN—INRBRICAAZRLRXA 2V ZHRET S

® Note
HIREZH: ChSOATY T %ERETTBHIIC. Secrets Manager > —2 L ¥ NIZ Certificate &
PrivateKey DAV TV EREFTILENHYET,

DITUOSATNCIEREEZEMT S
1. external-alb O— RNZH—DQUARAFT—ICTRYFENLARAEEZEHLET,
a. ECEC2 Load Balancing > Load Balancer ® T® AWS 12V —)L T RES #\FO— R/NZ >
H—ICBBLET,
b. WRARA ICHSO—RNZH—%HKREL F9<env-name>-external-alb,
c. O—RNZUH—IZT7RYFENTVWBRIRFT—ZHIELET,

d #FUVIRAZEOFMATRY FENF 74O SSLTLS FIEAEZR_ DU AT —Z2EH
LEY,
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e. EERAREREFLET,
2. VIABZ—RBET—7ILT, ROBEZTVET,

a. DynamoDB ->Tables -> TS AZ—RET—7 I ZER D E T <env-name>.cluster-
settings,

b. BETHBEZERRLTZAIILRIIT TS -AH "keyys . X4 7 Tstrings . &
Ccontains, . f& Texternal_alby [CBELET,

c. True cluster.load_balancers.external_alb.certificates.providedIZEZEL
£¥9,

d OEZEHLE
Fcluster.load_balancers.external_alb.certificates.custom_dns_name,
NI I AV EB—TIAADHAZLRXALA VBT,

e. DEZEHLE
Fcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
—hldk. Amazon Certificate Manager (ACM) ICRTFEE N TV B XIS T B FEAE D Amazon
)Y —A%—LAL (ARN) TT,

3. DIJUOSATURNBICERLEXSETS Route53 U7 RXALO—RZEHL T, HEB
Alb O—R/NZ>H%— O DNS B%Z3#EEL £9<env-name>-external-alb,

4. SSOABREICEICHBEETNTVDEEAR. RESTIJARA—ZIOREEE>SIDEE>> Y
WBADFD > AT—RA>wWERZ VD SBRUICEALEEDERUALNT SSO ZHHREL
9,

VDIs (CFEAEZIEMNT S

1. =LY RNIRORTEZEBMLT, >—2IL Y MWL T GetSecret ARL —2 3 > &#E1T
ITRTIOCAFAZ REST7Vr—2avici5L %9,
* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller

2. UVSAR—RET—7IT, XROBEEZTVET,

a. DynamoDB -> Tables -> TU T AR—RET—7 I ER DI E T <env-name>.cluster-
settings,

b. BYETEBREZRBXNTIANEZV T TS -8 "keyys . XA 7 Tstrings . &4
Ccontainsy . f "dcv_connection_gateway CBBEIL £T,
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S

c. True vdc.dcv_connection_gateway.certificate.providedIlCEREL ¥,

d OEZEHLE
Fvdc.dcv_connection_gateway.certificate.custom_dns_name., ZhiF VDI 7
DEADNARLRXAVEZTT,

e. DEZEHLE
Fvdc.dcv_connection_gateway.certificate.certificate_secret_arn, <t
&, FEAEOANRZREFEITS—ILY MDD ARN T,

f. DEZEHFLE

JFvdc.dcv_connection_gateway.certificate.private_key_secret_arn, <t
&, 77AR—F F—DARBZRFTSH>—ILYHNDARN TT,

3. T—KRIVIAAVARVALERENZDBBTOTL—MEEHLET,

a. [EC2 > Auto Scaling > Auto Scaling Groups ® T ® AWS T2 Y —)L T Auto Scaling 7' JL—
TEREET,

b. RESREICHBTDTF—RNIIAOBEBAT— VI TIL—TEERLET, BalldoHE

Al (CHWE T <env-name>-vdc-gateway-asge

HltEOa TcRETIL—MNERODGTHEERT,

HFM>To3r>TUTL—MOEE FLWAN—23 2 0EK) 2EBRLET,

TIEAVO—-)LLUTHEMEERRLET,

—EBEFOI—Y—F—RETAIVO-ILLET,

g. CERTIFICATE_SECRET_ARN & MO EFEZHRL £IPRIVATE_KEY_SECRET_ARN, ch5M
Bz, SIAE (RATVY T 2c ZZR) BT TAR—KNF— (ATYV T 2d Z2ZR) ODRR
ZRIFITD—IL Y MIEEENSL ARNs TEHLET,

h. Auto Scaling 7 )L—7"#". (Auto Scaling I —7"R—IHh 8) KIFERL REFT 7L —
RON—2 3 ZFERATARIRSICERECATVWA L ZRALET,

4, REFRAIBMNY THICERL EXET S Route53 7 RXA L I—RZEHL T, A nlb
O—RNS>H—ODNS BZIETKSICLET<env-name>-external-nlb,

5. BIfF® dcv-gateway 1 >~ AR A% T <env-name>-vdc-gatewaylL, FILVWA AR A
NFAEVTYTIT20ZEFEET,

= ® o 0
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BEEHAR

CHEBEESHA RTIE, AWS &R D Research and Engineering Studio Z2& SICHAZI A AL T
METHHEICHIZEMOFIEZ, HMHNERNRECEHBLET,

N =R

« >—JLYHhDER

« JANOEZ RV T EHIH
« JARGHA Y IR—R
- Vv aERE

. IRIEEE

=LY RNDER

Research and Engineering Studio &, Zf#RAL TRXOZ—UL v NZ#iEL £9 AWS Secrets
Manager. RES &, REDERFRIC—IL Y NZ2BBWICERLETT. REOERPICEEREN
ABLED—=DLY NENTX—ZRELTADEIET,

—OLYRNER E)z] £ E i RES ANEThEERE
<envname> -SSO- REBAODVTILY v
client-secret A4 >27F> OAuth2 75
AT RN—=DOL Y
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXLADECESR v
vdc-gateway- FAEERE T T A R— b
certificate-pr F—

ivate-key
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Q—H—H1 K

—OLYbRhE

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(® Note

Research and Engineering Studio 7’002 T U kO N O BEE(S T AWS Budgets &, TlEH
R—RhENTLVEEA AWS GovCloud (US),

Cost AWS Cost Explorerz2fERL TTFEZ KL, JARNZERITRICZHEHHLET, MKEFE
BENBENBYET, FHIIOVTRE, & OREIVITIR—TJESRL T EE Wihe section
called ‘AWS CORmD Y —ER",

OANEHEXETSDEHIC, RES7OP IV NERNSBTERE N AEFEICEERTR CENTE
9 AWS Budgets, £9. BRIANBGRIATRERITETITATLITDBEN BV ET,

1. AWSN XX ROV =INIZHAA42 L, AWS BERIBREIDARNNFIOA OV —
ILEREET,

2. JANBED RV ZBRLET,

3. res:Project &Y res:EnvironmentName X/ ZHREL TRERIRLF T,

4. [TOT1471]) Z2BRLFET,

Billing X
Cost allocation tags w« 11 Download €SV
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments -
Credits User-defined cost allocation tags (2/47) info
Purchase orders -
‘ Q Find cost allocation tags 11 matches
Cost & usage reports
Cost categories Clear filters iaisle
Costallocation tags (19
Fres ter - -] Tag key A status v Lastupdated date v Lastused month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explorer [3 —
P z O res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvirenmentName N 3 y ® Inactive - November 2023
v Preferences ] res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

e p—— |
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® Note

RES #U N F7OABICRRENDETICHER1 BHIDBEEN HYET,

RESUY—ADFEERERTDICIE :

ERIAY—ILA S,
. FEOERZERLE
. [Budget setup] (FE D

. RNl ZBERRLUET,
Billing b

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
o
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

6.

FEEZRRLET,
EE

X E) T, [Customize (advanced)] (HAZN A1 X (BE)) Z&RLET,

Budget types T, Cost budget - Recommended Zi&IRL £ 9,

Step 1
AT Choose budget type .«
S5 Budget setup
Set your budget 3

L
Step 3 () Use a template (simplified) © Customize (advanced)
Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \ﬂ-/

member accounts.

Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon §3.

Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

l&. <EnvironmentName>-<ProjectName>-<BudgetName>,

7. TFEEORE. .

J7OPIONOFEHEEADLET,

\§/ Cancel Next

IS, FEODAYX TV Budget B2 ANLT, THO MOMOFEEXBILET. flx

JARDOEZRVZ T EHIH
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8. Budget scope T, Filter specific AWS cost dimensions Z#IRL £ 9,
9. [Add filter] (7 4 LB —%&&M) ZBIRLET,

10. F4X>>3> T, 27 Z2ERLET,

11. XJ T, res:Project Zi#IRL £ 7,

® Note

BT EENERATRICEZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RAREICE 2125, FEZERTEEXT,

12. Values T, 7O IOV NMNBEBIRLE T,
13. 74\ 2—%EH #28RL T, 7O I IR 74N EZ—%2FEICTFTEYFLET,
14. [AN] ZBIRLF T,
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |
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15. (#7°>3> ) TZ2—RMLEWEZEMLET,

16. PAN] ZBIRLE T,

17. (#7232 ) T2—RIFRESNTVWRGFER., PRYFTFIIVEFERALT, 7TZ—b
TERNOT O3> ZR/ELET,

18. [RN\] ZBIRL £,

19. FEREZHEIEL., BMOFENTA—RXTELWEINIRETCIATVD L ZRABLET,

20. [FEZER]ZVVYILET,

FENERE S, 7O IV NOFEEZEMCTEERYT, 7O I IV NOFEEEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled “ VO IV N 2wmETD, FEEBAD L., RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHIZFEEBALES. TAINY T I&
SlEHmERIELET,

RES Environment Management

Projects

Environment Project Management

Title Project Code Status Budgets Groups Updated On

* DemoUsers

Actual Spend for budget: REST-F 11-Budget1
project! project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD,

SD, Forecasted: 3945.34 USD * ProductUsers

FEZZETHILENHBHRR. AVY-INICR>TTFEHZHRELEI. RES ATEENEBY
ICBBDETICRKRI5DANBDBENBYVET., izclk, 7O IV N EZHmELTTFEZENICITS
CEETEXRT,

OAARTHAY S 2R—R

JdARNSHA YA R—REZFEHATDE, RESEEBEFI RESAR—ZIASTASIIVNDOFEELS
OI O NIARMNERENICEZZV I TEET, JAMNKITOZITIORNARILTTZAILRIY
TEET,

=R

. BIREZMH

- FEI)UTIST7EZFHO7ODITON

s BRENBEIANDWIS 7
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- CSVZESUO—RTB

Bl RR SR A

Research and Engineering Studio D AR Y2 1R—REFEATHICE, ETUTZITOIHEN
HV)ET,

- 7O IV M EERTS.

« AWS Billing and Cost Management 1>V — )L TFEZERL £,

s FEZJODIONITEYFLET ("1 Z22RITODI VN ERETS ).

« ILWRES F7OA4 ZHIDTAVMOIAARNSMFY— R E2BMILET. ChERTIDI
F. ATOFIEZRTLET,

1. ERLEZ7O2TIMCVDIZF7O40LET, Chllkt), AWS Cost Explorer (2
res:Project RN 7O a0 JEh&ET, ChICBERX 24 KBENMDDBEN BV E
EE

2. RINERENDE, RTEBAMCTDRAVHFEMIBEYET, R &IEIRL T, Cost
Explorer TR &TFTIT 47 LET, COTORAICKETSIZ 24 BEALHIDBENHYE
9,

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags
Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data
to display.
Launch desktop

FEAVHTIZ7%2FE>700I 6

FEHNEETONATWATOIORFY—RNICE, FENFEYETSNTVWS RESEBENOO
SIVNDFEAT—RANERRENET, F7FIIBRTR, IS 7ICEFEHENCENMLS DN

OSIVRFRRENET, FEICEYY TSN EZ7ODIIOMNOREBVUANEZEO—RTZ714)L
RA—RRTF—RAROYVFTAIOT, BEO7OD IV NERBIRTEERT,
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Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

test-project

o

2000 4000
Budget (USD)

W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name v }

[ test-project-2 X] [ test-project X]

test-project-2 test-project

@ C Review projects ) C Create project )

6000 8000

2710, EFEOXHE, BYE, BBENKRIBETRREAET, N—CHh-VIIZaDd
B2, BATIAVUDOERE USD @ENRTENET, ELERBRICHZ 7O IO NORRBRE &
7OTI I RNDERREZTAhTAERLT, 7O IO MM-JETOPIINDOERR—D %

A ZEETEXRT,

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

M Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
Budget (USD)

@ spent M Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

@ ( Review projects ) ( Create project )

6000 8000

FEEWLETIS7EZF OO IO
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RN ARSI Z 7

BENEIANDHIS7ICE., BEELEHBIICS G270 I RNIOIANNRIRRTENSE
To T72ILRNTR, JS7ICEBECHABOTF—EINRRENETT, BIRULENEZFEAL

T, BRUECEBEESEBEOSHIANTLEANS DO7OP IV M ERRENET, £ 52070

SIVRNUADHBOIXNTORBRLAEZOSIINE, TOMOATIVICENENET,

Cost analysis over time @

Track expenses incurred over a period of time.

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X :
[ projectl abc-123 asd Granularity
[ Monthly v ]

70208, BREEE, NET71L2U2J0LT, BRNBZIDANIHIZTELI—EHARX
AXTEET, BB T AN EZ—DEAEDEFBRENATVRIFEE, E—XILT12 RUNFRRE
h, AIOREICRTA, BEFEThLET ML EZ—DEAEDEOREZZITANZ L ZEIRTERT,

70T UK

Filter displayed data RO Y 7’HA I ZBRTS &, BEDRESRKREO7OP IV NDOELAZV AL
FRRENET, 7O I IORENFRREN, TOTIE7OP T NI—RAFARTENET,
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(@ I
abc-123

abc-123

asd

asd

project
project1

0 res-integ-test-gw1
res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project abc-123 asd

By ) €6 B D +5 <E

BNERHZEEITSCER, EXNEARCEENERZEATEERT, EXEHEZERTD L, BN
BB REEVEZEAL THEEhET, LA, 2025F 2 ACBE6 YAOAT> a2 2
Re¥d&, ~ 8/1/25 OFEEEICZKY) £31/31/25,
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' »

Relative range Absolute range )

Choose a range
(O Past 1 day

(O Past 7 days

(O Past 1 month
(O Past 6 months
(O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel

BENEIAANDHITZ7 124
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r

< August 2024 September 2024 >
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
l'll 2 3 | '1 2 3 4 5 6 7 |
' 4 5 6 7 8 9 10 8 9 10 11 12 13 14
11 12 13 14 15 16 17 15 16 17 18 19 20 21
18 19 20 21 22 23 24 22 23 24 25 26 27 281
L25 26 27 28 29 30 311 L29 30J
Start date End date

[ 2024/08/01

] [ 2025/01/31

Clear

|

FHEE

AEf, BB, FLEKBAEVNONETT - ZRTIDLDICERTERT, BHEHEMVOFMAE
&, BEX14 BEEOBNEEOKEYR—NLEXT, BEUOFEERE, HFX 142 AOBFNEED

HEHR—KNLET,

'

Monthly v
Daily

Hourly

Monthly A

REBNEIANDHIZ 7
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CSVZ&V>O—RT3

BEOIARNOHELI—2TO9AR—RTBICIE. BENBEIANDHIZST7TORLEICHDZT I
O—RCSVZEBIRLET, ¥UO—RLECSVICE., BEEENLEHEOEIRL 870>
ROOARNEHRE., 7O TV RIS ROEHBEROIARNEEHNFEENET,

Home Insert Draw Page Layout Formulas Data Review Vi

s

'Q'Dv A Calibri (Body) vi12 v AN A
R v

Paste

@ B I u v -=- v & v ﬁ v

I[1]
11
11l
il

Q Possible Data Loss Some features might be lost if you save this workbook in the col

Al . fx  res:Project
A B C D E F
1 I res:Project .|asd($) abc-123(S) project1(S) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

v avER

YA vERBR, BV AV ERRBRETANTDEOOFRERTAUETIT A7 BRRERZREY
LET, EBI—Y—ELT, JOP IV NREBRNTA RS 9T47 v 2 a skl rUOEE
TH_EZI—H—ICHUTEEXRT,

KEY D

« &Y AR—R

CSVz4I>O—KT3 126
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XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R
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Y2 atEBRAYIAR—REF, EEEFEIUTICEITZ Vv IEI—ZRELET,

1L AVAEVADRAT
vy arnirgE

N—A OS

70Uk
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE LY a>THEREZ7 LRV
JLEY,

2. v arEBRL, 7723 X Z1—%2FEALTATZTVET,
a.tyv>arzBlETS (E\HT)
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b. Bib/RIEEY S 3> (KT )
c. BHEL/MRIEEY S 3 (EHT )
d. Y3 ORT (EKT)
e. LYY I DBAMKT (EHT)
f. £y a2 ORE (EHT )
9. V7 RIITARY U DER
3.tV A OEREBRLTHLLWEY S 3V EERLET,
4. ZEWTEYVIAVERRL, REBEARL—FA VIV RTFLATIANRUVILET,
5. EYYavEERRIBE, BEARTENET,

Y>3 EERTS
1. Y23 oEREERLET, ILWRETFAINY TORBBE-FILFHEXT.
2. FLLWEY>a>oFlZEANLET,

3. (FA7<3> ) Show Advanced Options ZF/ICLT, H¥7ZXY NIDX® DCVEY>a>raA
TREDEMDFMEZEELET,

4. [Submit] Z&IRL T &L,
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U

r

___Storage Size (GB)
EP% 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

Enter the storage size for your virtual desktop in GBs

& )
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vy ar ot

v avARNYS, Y2 aVBEBERLTEY a0 ERRLET,

RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

Y7 RITTARY Y (AMIs)

V7RDITARY IR—=TH S, Amazon XA X—2 (AMIs) Z2EL 12V, BEFD A X—2
ZEBLLEYTERT,

Software Stacks (AMIs)

Software Stacks Register Software Stack

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1
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1. BBV I RNIITARY VERETBICIE, ARL—TFT A VI ATLAOROY I &E
ALTOST74INEUTLET,

2. V7 RIITAEZY VDOEMEBERL T, ARY VOFMERTLET,

B YTIRIVITARY VDHEILHZDZIARZEERL, 723X _1—%2FEALTARY
VEfmEL., ARV OVETODIVNIBEVETET,

4. V7 RNITITARAEY VDBEFRREVZRBIRLT, ILLARY VZERLET,

MULWITRKRDIITARY VBRI D
VIRIDITARY VORBREVEFEATDE, HLLVARY VZERTERT,

1. TIT7RKNIDITARYODOEFE, BiBRLET,
2. FILWYTRNIITARYVDOHEMEADLET,
3. [Submit] ZiBIRL TS EE L,
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Register new Software Stack

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID
Enter the AMI ID

[ )

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA 7]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
Y7 b T TSkt aipliRable projects for the software stack 1

[ v
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JOPIONIVIRIITARY D& HTS

MLWYTRIITREY VRERTDEEIC, AZYIVETODIVNIEYLTHIENTES
T EFEL, BYIOERBICARY V27O IV NCEMTZHEN HDH5EE.,. KOBRELZITV
£9,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHETHENTE
£

1. Y7 RNIDITARYIR=T, JOPIIONCEMTBRDYTINIITARY IO HRREY
ZERLEY,

2. [Po>av]z=BRLET,
3. [fmE] ®BIRLET,
4. Z7O2IV2RNROYVIEIOZFERALT7OP IV NEZBRRLET,

Y7 RNITITARY T (AMIs) 135



Research and Engineering Studio

d—H—FHA K

-

Stack Name
Enter a name for the Software Stack.

Update Software Stack: RHELS - x86_64 X

[ RHELS - x86_64

Description
Enter a user friendly description for the software stack

Use any characters and form a name of length between 3 and 24 characters, inclusive.

[ RHELS - x86_64

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

(o) (o)

|\

Cancel

5. [Submit] ZEIRL T EE L\,

AZY DDFAR—DD BV TIRIITARY VEIRETDEETEFXT,

U7 RIITAZY T (AMIs)
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VIRIDITAZYIDVDIA VARV AVARNEEETS

BRENLVYTIRNIITARAEYIZEL, HATNBAVABRVAT7PI)—ERATZERTESE
o BYTRIDITARAEYIDATZAVOVARNE, TFRAVRNYTRETEREN LA T3V
KO2TTANRITENET, JO-NLOFAENIEA VAR AT I -4 T 2RERL
TEETEXRT,

j Research and Engineering Studio

Review the virtual desktop settings

res-deploy (us- <
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Use
Allowed Security Groups Max Root Volume Size
ro
1000 GB
i
Allowed Instance Families and Types Denied Instance Types
* gdad
* g4dn
. g5
* méa
. B3
* még

YIRDITARY VDHAAENIEA VARV ATFI)—ER(TORUEEHRETDICE -

1. YI7RDITARYIR=IT, YVIRNDITAEYIDTIARZZBRLET,
2. TU2aveEERL, A2V VOREZERLET,

3. ROYZTHIVIARNAES, HAECIEAVARVATTFI)—BZATTENOA VARV A
773IV—RA4T72BRLET,
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r ~

Update Software Stack: RHELS - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

[ 3

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v )
(8 X[ mea x|

4. [Submit] (£f8) ZiBRL £Y,
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® Note
FAENEAVAZRVAT 7RI —RA47070—-NILEY NZAVAZRV AT 7 I —
EFDQDTTIV—HDA AR ARAT (3% B Et3.large) FEFENTVBRES, V
TRIITFRABY VDFAENEAV ARV AT P I —ERATOBRTHEATED AT
AV, AVABRVATTE)—DOHENEENETT,

/A Important
s AVABVABRATITTIV—NFRELRILTHAVARD SHIREhD E, TXTOY
T7RODITARY VN SBENICHIBRENET,

c WIBLANILTEMENTLEA VAR ARATI77I)—, Y7 RNIITARY VICEH
WICEMENIEE A

V7RNIDITARY JDFMERTTS

UIRDITARY IR=IHSE, YTRIITARY VBZERL THEMBERRLET, Y7 b
DITARYODZIOHREVEERL, 7232 zBRL, MEZBRLTYTINIITAZY
VEmMETDELETERT,

VDI 7F 2> —DHR—K

LW IRIITARY VU RBRITZEE, TERBEOVINIITARY VR RETZEE
. COYTRIITARY IDSEBEENIEVDIs DTF2 > —RIBIRTEEXRT, AOD3ID2OTF
=P R—RENRTVET,

s BB (F7AILMN-HEN—RIDITAARATVDIs XT3

s BERAVARVA-BERAVARAZEHALTVDIs 2£17T9%

 Dedicated Host- EHFRARNZEHL T VDIs 21793
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMIID
Enter the AMI ID

[ ]

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N!A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ "]

VYT RIIFTAZRY Y (AMIs) 140

Tenancy
The type of tenancy
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BERARANTFTOO—BA4T7ZBRIDEER, TTUI—TTAZTAER=TYRNKRARNZAT
EBRIDBENIBNVET, ROEX—TY RKRARNZATHHR—RENTVWET,

s IRARNUY—AY)L—7 - AWS License Manager TERENIERARNIY—=RATIL—7
¢« RANID-BEDHKRANID

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

(on )

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ ]
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= )

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ ]

BERARARNTFOO—TRHITDEZICVDIS ICHEBEILTINZ—IRIAEDAZBETSIC
l&. License AWS Manager 1—%—H4 ROEILTINZ—TI RTAERAE AMI OBEEN FICHE 2
T, 4R % AMIs ICBEEFITET,

Rocky Linux 9 V7 R ITARY U DIEN

RES (Cl& Rocky Linux 9 DT 7 # ) NDY T NDVDITARY I BEVNLESH, COEI>3>T
&, EAT% Rocky AMI E ZDEAFEICETAHREREZRMLET,

1. AWS J>V—=)LicOd4 > L, EC2 >V —JILA®M AMI Catalog R—Z ICBELE T,

2. Rocky Linux 9 £\ > &5 AWS Marketplace 27 T AMIs ZBREL E T,

3. Rocky Linux #* 5 Rocky Linux 9 (A=) - x86_64 & WS EEID AMI Z:EIRL £,

VYT RIIFTAZRY Y (AMIs) 142
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Research and Engineering Studio I—H—H4A KR

) Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. BRUES, SISKHTRIFTA T ZBRLET,
5. LIZZAo0O—-JLL, BRLEAMI O AMIID ZIE—L&ET,

AMI Catalog

An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q Rocky Linux 9 X } @

Quick Start AMis (0) My AMis (176) AWS Marketplace AMlIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. RESR—ZIIICEEL., Z0O AMI Z{FH L T Software Stacks R—> O T IZ#F L L\ Software
Stack Z& &L £,

TNy T

TFINY TNRNZIIWCE, RETFRAINY TICEERGFSAEXY -SRI T 1Y INFRRENET,
CONZFLZFERLT, RANEOTITAETAZERTEET, VDERANRZRTIZRAARY
ABEOTITAETANRREN, VDY IVERTICERETHFOEYZIVTITAETAH
RRENKT,

FNv Y 143



Research and Engineering Studio I—%—HA KR

View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) vport” : (IR

Permission Profil ;
ermission Frotiies ©"endpoints" : [ 4 items

©0:{ 3 items

Settings "port" : 8443

Debug

TFAIRNY TERE

TAIVRNYTRER—DZ2FEAL T, RETFTAIVNYTICREFISNIEVY —RAZRETERT,

Virtual Desktof Settings

Virtual Desktop Settings

e virtual desk

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

* gddn

* gdad

. g5

* méa

. még

%

2MET TR, ROLSBREICTIEATELT,
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QuIC

INTOREBTFAIRNYTOTFTAILNODARNI—Z2J7ORINELTTCP ZBEL T
QUIC ZBRICLET,

T7ZNLRODCVEYZIAVEALT
INTORBFAIRNY TICERENDTT7AIRODCY YAV RALT, CORERK. U
BICERLIETAIRNY ZICRBRAENERA. ChiE. A VARV ARATEARL =T 1
TOATLFRBEY S AV EATREEAZ VLY 232 RATOVThAZYR—KL
TLRHERICOABERHENET,
7AYIORZERI-Y-JELHTENZF7AbOEY >y

J7ODIORNZEICI—Y—EICHFAEhD VDI Y2 a>oEOFT7 #) ME,

[Server] (h—/X—)
H—N—BZT T, ROXDIBEEREICTIELATEET,
DCVtEy>3a>TFARILEALT I
DCV Y2 a s AB8MNICtIME D ETORE, chicky), FRAIONY Y 3> 0iRE
FEEENT, DCVISATUORNELERIIT 7SO s0&tEYS a2 AEALSIhET,
TARINEZALTINDES

TARLNVEENFVZATNCRHEET VD ITORE,
CPU EREOL & WM&

TARILERBZEND CPU EAX,
RAL—RRVI—-LFAX

BRETFAIRNYTEY23VOIL—FR)I—-LDOTT ALK,
AAENIEAVARVARAT

CORESRETEHTEDA VARV AT7IN—EHALAAXADIVARN AVARVATT7 X
)= AVARV AP A AODEKEDEOAANZTFANSKE T, L&A, "m7ay &8
EFTDE, MMa7Z7I)—OIXNTOHFAL AN VDI Y23 ELTREBTEDLRSICAYE
T 'm7a.24xlarge’ ZEEEL EHBE. VDI Y2 3> &L TRETE % 0OIE m7a.24xlarge D& T
To cOVANGE, RERAOIXNTOZ7OCIIVRNCEELET,
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RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]

RIEEHE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

Research and Engineering Studio DIREEE V> arh s, EBI1I—HY—RBHARBLOCIVD
VIO IO NRBISBENLERREERBICEETERT, CNSORFEICE, O
Ei—F7420JY—R, ARL—=2, TOMOMBERIVR—FXRNEEHDENTE, IXNT
ZEBRREBEAICHYET, 1—H¥—EF, 7O I IVNOBENERHERT LI RSICCNSDREER
EBRCHARAEINAATED LS, O7O IV MNPREICEEEERAS kL, YU1—-3
VORERR, TAM, REZEEICTSENTEERT,

New o
c REAT—XA

- RIEBBTE

o [1—H—]

- JI—=7

- 7027k

s TOEAFARI S —
« 77ANAT A
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o

« AFTV7TavNNERE

« Amazon S3 /N v N

BE AT — %A

REAT—EAR=TILR., HRRICTF7O/MENhEY T RIITERANRRENET, ChiC
k. YVZ7h2I7N=232, ED1-ILE, TOHOIATLABEBRBEEDVERIEENET,

. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status @

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed ®@ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

REAT—2A v
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SEE7OES3a - JLE1—YY—0E8EBEI Y —BXEX-IIBEDEHRERTLET,
DITJR=BILDEZA NILEBEETFANEZRETEET,

- ID7ANAE—

SUOINBA VAV AT —RABEDERERRLET,
« XY KND—YD

TORAADOVPCID, 7L74YOA)ANIDsZERRLET,
* Directory Service

1—H—BENRT—ROTITATFALINIBREF—ERT AT RO =LY R
%—Tv—ARN ERRLET.

[1——]

TOTATTFA4LIRNIDASARENEIRNTOLI—HY—HNI1—H-—-R-—JICRRENET, 1—
H—k, HBEOEREDIZ cluster-admin I—H—IC k> TEAETNE T, P I1I—HY—REDOFMIC
2VWTR., T, ZSBLULTLKETVEETA R,

® Note
EREG, TOTATBI—F—0ty IV OREERTEST, F7ALRTH, TA
TOI—H—RERBELT VAV THETET VT A TRECBEUET, 1—H—13
FOTATOBEE, YD AVERRT IR A VA THLS CHELET,

S
Sl
&
it
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- Research and Engineering Studio 4 | & demoadmin4 v
— RES Environment Management @
Users O 02}
Environment user management Set as Admin User
c Qs Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

A=Y —R=IH5, ROZEHNTEXT,

1. A—Y—ZKRELKT,
2. A—¥Y¥—HKZ2BRLES, 7U23a2AXZ1—%2EALTROBEZITVLET,

a. BEHEI—HY-ELLTRETS
b. 1—HY—%&MCTS
gIN—7

TFOTATTFALIORNIADASABRENLEIXRNTOTIIN—TE, FINL—TR=DILRRENET, 7
W=7 ORELEEOFMCOVTR, ") 2ZRLTKETVERESNA R,
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management Groups (6)
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

TIN—TR=IH5, ROZENTERT,

1. I—¥—FL—TERELET,

2. A—H—YL—THEBRUES, PUL3VAT1—%BALTII—T2EHE-FAMCL
£7.

3. 1—¥—JL—75ERTBE, BAOTHCHZI—H—<(VERHELT. FIL—TRO
1-Y—ERRTEET,

70T 0h8

J7OIORE, REFAINY S, F—L, FEOEREFRLET, 7O IV N EERTDE
Tk, BEl. A, RERZREBEOREZEHZELET, 7O I IoNCREE. OB —F1429T
UY—ADBRATEHAX, YIRIITAEY Y, Y RD—9BERE, 7OCIINOBED
EUEBETEDIICHARINAARTED 1 DU LOBENFSENET,

N=X7

s JODIVNERRTD

e JOI OV NEERTS

s JODIVNERETS
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- ZJODIVORNEEMCTS

- 70TV NEHIRLET,

« Z7O2 IV MADORT DEBME K IFHIBR

« O IORNCBEENTSNETZZALNSATLERTRTS

- BBTUIL—KEEBNTS

JOI V9 NERRTD

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

TODIVRE YT 1R—RIZE, FATEETOSIVRNOUARNRREAET, 7OJ TN
Y AR—RAS, ROZENTEET,
1. RET7T1—I)ILREFERALTTOPI VN ZERERETEERT,
2. 7O TV EBRTBDE, TO2AAZ1—%Z2FALTROENTEET,
a. ZODIVNERETS
b. 7O TV MNOEMILE BN
c. 7O I ORNRITZEFHTS
d. 7O TV NZHIBRLE T,
3. 72z U0 MOEREZEBRLT, ILLW I OD T ORNZERTEET,

JOTI O NEERTS

1. [77O2TONEER] Z2BRLET,
2. Z7OIVRNOFEMEEANLET,
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Z7OTIOKNIDE, TOARNBSZBHTZEHICERATES Y —ARYT TF AWS Cost
Explorer Service, sfllcO2W T, I—H—EZOIAARNBSZIOT VT 171, 2SR
LTLEEL,

/A Important
ERRIZZOPIVNIDZEETDERFTEXE A,

HRATIVOFBICOVTR, T ZZRLUTIKETVERT V7 L—hZEMNT S,
3. (A7>a 7O IIVMNOFEZEMILET. FTEOFMEICODVWTR., ") 283RLTL
EEVWIANODEZRD T L FIH,

4. KR—LFALIRNITT7TANDATLR. RER—LTT7AINATLA(T7#)L
N ). EFS, FSxfor Lustre, FSx NetApp ONTAP, ¥ EBSARUI—ALAARARNL—20WTh
N EFERATEET,

HER—LT 7AW AT L, EFS, FSxfor Lustre, & & U FSx NetApp ONTAP (&, E#H 07
OIV R VDIsETHETEDZEIFEELTLSEEW, L, EBSRUI—LAKNL—
SHATTa TR, FOTOSIIOMNDODINTO VDI, D VDIs £HEE 7O TV NETH
BEhBVWHEBOR—LTFALININFMBETT,
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RES Virtual Desktop Projects

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5, A—Y—XJ)—7CEOEO-)("7AJ T MXIN—1 &t "7OZ I NFEE, )
ZEN)ETET, BO—IUANRITTERTIAVTFI7ANNOTIOEAHFHAZO77AIIED
WTRE, "1 ZZRLTLSEZ W,

6. [Submif] ZBIRL T &V,

J7AOI UV NZEmETD

1. ZO2TORNJARNTZOP IO Z2BRUET,
2. Actions XZ1—#H»5, EditProject 21 #IRLET,
3. EHEAALET,

FHZAMWCTZERRE., JARNOEZZVVJEHEME Ty 28R LT<EZV, 70210
DFHEZERIDE, FEROVIFEIUATAVAO—RENBDETICBRIIZ N D
WET, TREERLETFEARRENBEVERR, ROVIIIVORICHZIENRE D 28
RLUTLSEZ W,

HMATAVOFMCOVWTR, T ZBRUTIKETVEST VI L—hZEMNT S,
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4. [Submit] BBRL T &L,

RES > Virtual Desktop

Edit Project

Project Definition

Title
Enter a user friendly project title.

(o )

Project ID
Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

C )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

@ ]

Resource Configurations

¥ Advanced Options

Add Policies
Select applicable policies for the Project

[ ] ©

Add Security Groups
Select applicable security groups for the Project

[ ] ©

» Linux

» Windows

J7OIONEEMCTS
TOSIORNEEMICTBICE

1. 702z OVRMVARTZAS IV N ZEBRLULETD,
2. Actions XZ1—7/A'5, Disable Project Zi#RL £,
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Research and Enginee;

res-deploy (us- Environment Management
east-2) R
Projects
v Desktops onment Proj

My virtual desktops
Shared desktops
Title

. deleteProject2
¥ Session management

Users

& admin1 v

(6]

@ Gamo) CEEZED

Edit Project

Dlsable Project

Update Tags

Dashboard disableProject

Sessions test

Software stacks
Debugging

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

Project Code v Status v Budgets v
004 © Enabled -
002 @ Enabled =
001 © Enabled -

Delete Project v
admin1 1/28/2025, 2:12:38 AM
admin1 1/28/2025, 4:03:18 PM ]
admin1 1/27/2025, 12:59:53 AM

3. ZOITVRDNEMCEL>TVWRES, ZTO7OIV NIEEMRITOENRTWVWS TXTO VDI
Yy a N EELET, chsntyIa ik, 7O I MNEMCEZ>TVSEEBELH

TEEEA

Research and Engineering Stu

res-deploy (us-

east-2)
Environment M

Projects

¥ Desktops

My virtual desktops

@© Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped

Environment Project Management.

Shared desktops

v Session management Title v
Dashboard
asnboar O deleteProject2
Sessions
Software stacks O disableProject
Debugging O test

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

70T NEHIBRLET,
TOTIORNZHIBRTDICE :

1. 77O RNVANT7O>T
2. TV

]

YarvXZi—Hs. 70

Project Code v Status v Budgets v
004 @ Enabled
002 © Dpisabled
001 @ Enabled

T REERLET,
JIJNOHIKREBRRLET,

4 & admin1 v

(6]

@ G CEEZED

Users v Updated On v
admin1 1/28/2025, 2:12:38 AM
admin1 1/28/2025, 4:35:29 PM
admin1 1/27/2025, 12:59:53 AM

AR ErN N
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74| Research and Engineering Studio & admin1 v

res-deploy (us- RES > Environment Managemen ®

east-2) .
Projects © Ga ) C2EZD
v Desktops Environment Pre G Edit Project

My virtual desktops Disable Project q

Shared desktops Update Tags

Title ProjectCode v Status v Budgets v Groups vV Users Delete Project | v
. [ O deleteProject2 004 © Enabled - « group_1 « admint 2/14/2025, 1:40:52 PM
v Session management

Sessions O disableProject 002 © Enabled - « group_1 « admin1 2/14/2025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging

Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. BRARYTTYTHRFENET, 7OVIVNOEHEANL, TEV, BBRUTHBRLE
T

Delete Project: test-proj-deletion X

Are you sure you want to delete this project?
All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. 7OPIVRMNEIRENDE, ZOTOPTI7MCHERNTSALEIXNTO VDI Y a2
BTLET,
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j Research and Engineering Studio

res-deploy (us- @© Project with ID: ea231a4c-7e01-4d1c-8590-55703918c87e has been deleted
east-2)

¥ Desktops

My virtual desktops

ement.

Shared desktops

v Session mana; gement Title v ProjectCode Vv  Status v Budgets v G

i roups v Users v Updated On
Dashboard
isableProject nable - « group_ « admin , 4:40:

O  disableProject 002 @© Enabled group_1 dmin1 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 © Enabled « group_t « admin1 1/27/2025, 12:59:53 AM
Debugging
Desktop setting:
Environment t Management
Proj

Z7O2IT9 MNORT OEMNE K IEHIBR

Z7OPIORETE, ZOTOP IV RTERENIEZINTOAVAZVAILR T Z2EVVETET,

—

ZOPIORMJARNT7OPI M ZBRLET,

2. Actions XZ1—#»5, Update Tags ZiBIRL F£7,

3. BUMDEMZERL, ¥F—DEZAHNLET,

4. RUZHKRIZICE, HIBRIZRITOBICHD THIBR, ZBRLET.

J7ODIORNCHERGFSNETTAINATLZRTTS

70TV ZBRTDE, BEAOTHICHZ V7ML ATLARAVEZRREALT, 7O I

BENTSNET 7ML ATLAERRITERT,

AR ErN N
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Projects @ G- CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BBTV7L—NEEMNTS

TOIVRNEERFELERRBETZEER., 7O I IOMNEKERNOT RNVARNAT a2 =R
LT T7L—hNE2EBMTEXT, BBT7L—NK, EF2UF4TIIL—7", IAM KRV
—, BBAIUTNEEOEBMOREZ7TOSI VM AOIRNTOVDIAVAZAICRHLE
CRB

R —DIEM

IAM AR —ZEBMNMLT, ZOPIIVRMOTICTF7AAMENEITRTDA AR ADVDI 7O
AEHHTEET, RU—BFR—RTBICE. RUI—ICROF—EEORTZRXTFHLE
9,

res:Resource/vdi-host-policy

IAM O—=J)LOFMICOWVWTIE, TIAMDRUS—ETFT OV AFA ) #SBLTLSEETL,

X2 F4TI)—TDEM

tF1VF4T)—-T2EMLT, Z7OPIJMNADIXNTO VDI A2 AR ADHEIT—REA
VIOLATF—REHHTERERT, EF1VTATIIN—TE2HA2R—RIBIZE. EF2VT1T)—
TICROF—EEBORTZRZITFHHFLET,

res:Resource/vdi-security-group
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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LFI1VFATIL—TOFMZIOVTIE., "Amazon VPC 1—H—HA RAWS , ® "E=F210UF 4
IIN—=T%FRALTIY—AANDODRNT T4v O %&HT2D, BSBLTLIEEL,

BEBAIVTNEZENT S

ZJ7OIORMNANDINTO VDI Y 3a>TCHRHEBEITDEBAIVUN2EBINTEE T, RES &
Linux & & Windows D AV U7 NRABREHR—NLTVET, AU NERBTDICEK, XD
WTFhhZBIRTEET,

VDI DRBRICAIIT N ERTTS

COATZIVEF, RESRERERFAARN—IHARITENDHEIC, VDIA VARV ADEKEET
AVVTNZRKBLET,

VDI AREENTWVWRBEICATUT N ERITTS

COATTIAVIE, RESEHENTETERICAVV I NERBLET,

AOVTRNE, ROFT>3a>aHR—MLTVWET,

AT VT NERE Bl

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
A—AL774) file:///user/scripts/example.sh

SIMICIE, AUNTRUYShizE|HZREELET,

702Uk 159


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

7a2 T hREDH
TOEARFAIRD S —

Research and Engineering Studio (RES) Z A 3% &, EEEI—H—&k, BRLELI—Y—I(C,
BB IA 7O I VN EERTILONOEMOT VAT T ENFETEIHARLAT VLAHFA
AO77A N ZERTEEXT, F7OPIIRMNIR, F7OMRICHARIAATES 770215
RXUN—L &ET7OPIONMEEI O2O20F7FINNOTOELAFAZAT77AINNFHYE
ED

RiE, EBERT IV EAHFA7O7 7MLV EERALT2 20T VAFAIOIL V232 ER/RET
XY,
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1L EBEENLEI-—Y—F7O0I N0 —F—PT)—TZEMEEGHRTEDLSICT
2 "TOPIORAIN=2YTOESH, & BEENEI-Y—AFTOPI RN EBNRLER
BYHICTERLSICTD "TOPIIVRNAT—RADEH ) TEHENDTOD IO NERT Y
T AR,

2. BEENEI—HY—A7O0IOMNAIC VDI EY S AV EZERNTEDRSIZTS Ty 3o
B & BEEN DY —A7O0P I MO0 -0ty > a2 ZERTLZERT
TERLSICTD "ROI—HF—0OtEY2a>OERMKT L TEHENSD VDI Y a2 ERT
AR,

chiZ&kY), EBEERF RENOBEBEUANAOI—H—IC7OP T I MM—ADT I AHFAZESE
TEEXT,

N =R

c ZJOSIVNEBOT I EAHT

- VDI Y23 VEBEQOT IV EARA

« POEAFAZ7O07 7ML DERE

s F7ALBNOTORAFAZO774)

- RIBEQIER

s FRONYZHEZO774)

Z7OI YV NEBOT U AFA
TOSIORXYN— Y TREH TS

COTORRFAL LY, FEENEEREMNOI—Y—R, 7OD TIPS SI—¥—%
ERTL—TEBMBLOHBTEE T, FE, FOLARATO77ALEREL, TO7O
IIINOBOTRTOI—H—E I L—TOT VAL RLERETHELTEST,
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

J7OIVRNDAT—RAZEFHTS

COTIVEAHAAICKY, FEEhEEEEUAOI Y -G, 7O I I M-20F7 023
VREVEFERALTZO IV N ZBNREREMCTERT,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
Up_-
Projects

VDI tY > a > EBOT VAT
v aEERTS

11— —5A" My Virtual Desktops R—TI A SHEDO VDI Y2 a2 Z2RETES A ES H ZHIH
LEFT, chZENICLT, EEEUNOI—H—IEO VDI Y a2 2R8I TELRVKRS
CLUET, I—H—EVWOTERBO VDI Y2 I 2FEEBLTKRTTEET,

EREUNO IS —ICEY 2 a2z ERITRTIOEAHFAN BEWEE, HILWREAFAINY
T7ERBIIREVIEE, RICRTLSCEMIBYET,
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Virtual Desktops

test2 © Connec t

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

HOI1—H—Nty>a> EaEERERFKRTTD

EREUANOI—H—NERMOFES—23a2RAUAS5EYIIAVR—DJIITIEATES &
SIELET, chsDI—H—Fk. COTTEAFANINEEATVR IO I MTHOI—
H—_OVDI Y avERBTEET,

EBENAOD I —HIEOI1—F—Dtyva> ez THT7IOEAFAZE>TVWRIES.
EAlOFES—2asRAICE, RICRTEDICEYaVEBOTORYS I IONER
REhFET,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions
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BEBREZEUAOI—F -1 —F—0ty>a aERTZT IO EAFAN ZWVEE, £EEO
FTET—=232RAVIEE, RERTRSC Y I VEBFRRENELA,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

FOEAFAZ7O7 71 OER
RES BEER. ROTIYAVERTLIT IV EANATO7 7L EEBTEET,
TORAFATO7 7ML E—BRTRTS

« Research and Engineering Studio >V —J)LR—> T, E/OFETS—23RA(2TT7 O
AFARVS—ZBRULET, COR—IHAS, PUOERAHFATO77 M) EEHR. EF. — &
®/R, RN, HIRTEFT,

Project roles Desktop sharing profiles
.
Project roles (2) ©
[ Q. Find role by ID ] 1 ()
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

TORAFA7O7 74N ERTTS

1. XAVOTFIEAFATOAT7ZAINR=DT, RRTBDTIOCLAFAI7O7 74 0OBH &R
LET. CcOR—=HS, BIRUETIVEAFA7O7 74N 2RmEFT-IFHEHIKRTEET,

TOEAFARI S — 164



Research and Engineering Studio I—%—HA KR

ES Per n Profiles Projec

Project Owner

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status

@ Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled

2. HBEeZWR70O02I0M27 28 RI2E, RETVEAHFA7TO7 74 ) 2ERALTVWS Y
OJIVMFRRENET,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0
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TORAFA7O7 7 AN EHEKTS

1. XA2OFOEAHFAZTOAT7ANNR=2T, JO7 7AIILNOEREERLTTF IV AFA7O
774N ZERLET,

2. TOERAHAAZ7O77AIIOEBREHRAZALL, COTOAT7AINICEVETED I —F I
FIN—TNEITRTIOEAFAZBRLET,

Per on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project
(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
c Create/Terminate another user's session within a project

ste a session within a project ea
(0 ] (@ ]

TOERAHFAATOT77AINEwRETS

« XAVOTIVEAHFATOT7FAINR—=IT, Z7O77A4IIOEICHBHZIUY7LT70O
77A4NEERL, TUo2avzBRL, JO7 7ML OREZERLTEOT 7 EAFAT 7O
774N EEHLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project.

o S o

VDI session management permissions
Create session

Create/Terminate other's session

o

TORAFA7O7 7 AN ZHIRT S

« XAVOTIVRAFATO77AIIR=JT, ZO77A4IILOEICHZDMEI )y oLT70O
77ANEERL, TUO2avzBRL, 7O7 7ML OHIKRZERLET, BEO7O2 IS
NTEAEATWAT7IOEAFAZ7O7 7ML HIBRTEERE A,

TOEARFAR) S — 167



Research and Engineering Studio I—%—HA KR

4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

IXNTORES 7O IV, JO-NILEBENRETED 2 20T 7FILNOT I EAFHT
Z7O77ALAFHBLTVET, (512, JO-NILEBEZZ7OD I IMOHFLVT I ERAHT
TO77 AN EERBLVEETEET ) AOKEF, "TOZIIRXIN—L &LV T7OPT
ORNBEEI OF7ANNOTIOEAFA7OA7 74N THIEND T IV EAFITZRLTVET,
TORAFAZ7O774)L, SLT7OP IV NOREDI—H—CNETZT I EAFARZ. BS
ABRIZD7ODIVMNIOKBEBREIAET., JO-NILEBELZE, INXTOTOPIINTUTOT
XNTOT7 7 AFAZ2HE O>A—/N-1—%—TY,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEHBED

v arzE
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T O AHA EAL] Z7O0TORX 7O T RNFR
IEBRTKRTT
TFET,
o 1—H—n 70TV 8A
vy aEE TR —Y—
R/ T T Nty>ax
ERELEKT
LET,
70T ORMX 7O NIC
IN—YvTD BiEF TSN
B l1—Y—&J
N—T=ZEHL
7,
J7O0I0K8A J7O0I90K%E
T—RANDEH  BWNFELEEDD
CLET,
IRIEBOER

Q—H—H1 K

REBOERICKY), Research and Engineering Studio (RES) BB &k, 3 XTOI1—H—ICRL T
JO-NILICBMCBDZT IO EAHAERETEETET, ChIlk, 774N TSOHFESSHTIL
AFFA., FRAONYTTORAFHH, FRIMNY T7OFMBREREDT IV EAFINEENET,
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ering Studio PaN

& clusteradmin ¥

RES Environment Management

Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,

@ Keyboard

Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

T77ANT SO T OEADRE

RES BB EWE., 77ANTZOHOTORAFATT IV ELAT—ROFA L EFTE#YYEZBD L
NTEES, PTUVRBARTF—ENFFAT7ILE2TWBREHE, 1—H—RBIOI7R—=ZINIT7AINT >
HFreESF—>2a arRRET, JO-NILTT7AILNSATAICTRYFEnF—22T7Yy70—R
FEERAIO-RTEEFHA, PTILATF—RE2EAMCTRE, I—HF—EFEDITR—ZFILDT7
ANTZOYFESF—2a ICTFTIRALT, JO—NLTT7ANATALILTRY FenktTF—4
Z7Y7O0—REFLEFETDVO-—RTEFRT,
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Research and Engineering Studio

res-new (us-east-1) <

Permission policy
v Desktops Y

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a c

Environment boundaries

efine the environment boundaries to set the maximum

issions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
eir status and automatically turns them to 'Disabled globally'

listed below, while disabling permissions overw

v File browser an ermissions (enabled 0/2)

[ Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module seatus [ J

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

TORAT—RBEZEMCLTASATICTRE, JI7R=—ZIILICEICOTILTVB1—
H—, MEITIR=DJICHBDHFETE, 77ALNETYT7O—RKLEZRAVO—-RTELELIEY)
T, T8I R=TJVZEHIDETET 230 X1 —RBRRENBELSBZYERT,

SSHT7 VEADKE

EEEEF, BREBEREISI VNS RESEBED SSH Z2EMELEEMICITEET, VDIs AD SSH
TOEAG, BABRARZNLTBZILBYERT, CORNTILZBMICTSDE, RES FBEXE
RANZF7O40L, SSHTP VEAFIER—DHF I —HF—IIRRENET, NTILEZEIICTS
E. RESESSHT7 VEAZEMIZL, BAABRARNERTLT, 1—H¥—0D SSHT7 UV EAFIE
R=DZHIBRLET. CcORTILEFTT7AIILNTEIICEZ>TVERT,

(@ Note
RES ABABRARNEZETF7O/4TDE., AWS 7HU M t3.medium Amazon EC2 1 >
AR VAN EBMENE T, COAMVARAICEETZINTORSEFSEEOEBERY)
£, FMICOVTIE., Amazon EC2 NDEER—J ZZSRBLTLSEE L,

SSH7 V7 EAZEBMICITBICE

1. RESOAVVY—LOEROFET—232RA2T, BBEEE, PO ELAFARI—Z2FRL
FT. REDFERT, SSH7VEANTILZBRLKT,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’

v File browser and SSH permissions (enabled 0/2)

O Access data

he navigation menu and access data via web portal

D ssHaccess

Access data and desktop via Secure Shell (SSH), displayin c uctions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

SSHT7 VAN BRI BDETHELEET,

Research and Engineering Stud|

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

© SSH access is being enabled. The application will auto-reload once the change takes effect.

Permission policy

© Perr n policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

browser and SSH permissions (enabled 1/2)

@ Access data
o

lay File browser in the navigation menu and access data via

SSH access

1 access instructions'in the navigatio 1 removes the menuitem as wel

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

BEHEBRARNEMEND E, SSHT VAN BB ET,

| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Ses:

n Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status

Snapshot Management

General Settings

Permission policy

@ Permission policy key concepts.
Properly managing a c

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

@© ssHaccess

cess data and desktoy H access instructions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)
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SSH 7 VEAFIER—Z R, EAOFET -3 RAVASI—H—ICRRENET,

Research and Engineering Studio

res-new (us-east-1) <

SSH Access
v Desktops

My Virtual Desktops

Shared Desktops

T |
oo mcions [ ¢ (|

v Session Management Access environment using Linux / MacOS Access environment using Windows (PuTTY)
Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. & Downlo y

v Environment Management

Step 2: Configure PuTTY
Deers Step 2: Modify key permissions + Download PuTTY 2
* As hostname, enter 3.92.72.222
Groups Run: chuod 600 ~/.ssh/adninl_res-new_privatekey. pen « Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
File Systems under "Private Key used for Authentication"
&3 Buckets Step 3: Connect to the cluster + Save your session

« Click connect/open to access the cluster
dentity Management RuN: ssh ~{ ~/.ssh/adninl_res-new_privatekey.pen adninie3.92.72.222

Permission policy

Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive

Snapshot Management

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit I you don't want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
General Settings ~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

SSH7 V9t AZEMICTBICE

1.

RESOVVY—IOERMOFET =3R4 T, BIREE, PO EAFARD S —2ERL
XT, REDEART, SSH7VEARTIILZBRL KT,

| Research and Engineering Studio

res-new (us-east-1) <

Permission policy

v Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management
Dashboard Environment boundaries
Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks
Debugging ¥ File browser and SSH permissions (enabled 1/2)

Desktop Settings D Access data
Display File browser in the navigation menu and access data via web portal

v Environment Management

Projects. @© ssHaccess

Access data and desktop via Secure Shell (5SH), displaying 'SSH access instructions' n the navigation menu. Disabling SSH removes the menu tem s w
Users
Groups © Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2
File Systems

3 Buckets

dentity Management » Desktop permissions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)

Environment Status

Snapshot Management

General Settings

SSHT7 VAN EBMIIBDZETHEEET,
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| Research and Engineering Studio

res-new (us-east-1) © sSH access is being disabled. The application will auto-reload once the change takes effect.

¥ Desktops
My VirtualDesitops Permission policy

SSH Access Instructions

@ Permission policy key concepts
Properly managing a

v Session Management policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Dashboard

Sessions

Software Stacks Environment boundaries

Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'
Desktop Settings

v Environment Management ¥ File browser and SSH permissions (enabled 0/2)

Projects @ Access data
Display File browser n the navigation menu and access data via web portal.
Users
Groups SSH access
Access data and desktop via Secure Shell (53 access instructions' in the navigation menu. Disabling SSH removes the menu item as well
File Systems
Info
53 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
Identity Management

Permission policy
Environment Status » Desktop permissions (enabled 12/12)

Snapshot Management

» Desktop advanced settings (enabled 8/8)
General Settings

J7OEANRETTRE, SSHT VEAREMICHEYET,

| Research and Engineering Studio

res-new (us-east-1)

Permission pollcy

nage user perr hout the environment

v Desktops
My Virtual Desktops
Shared Desktops

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment, Before making any changes, read the Info.

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally:
Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management O Access data
Display File browser n the navigation menu and access data via web porta.
Projects
Users D ssHaccess
Groups

@ Info

File Systems
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

53 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)
Environment Status

Snapshot Management » Desktop advanced settings (enabled 8/8)

General Settings

FRINY T T ORAFADRE

ERERFTAINYTOTORAFAZAVELRA 7Y EAT, IXTOEYZIAVHEED
VDI #eEZ TV O—NILICEBTEER T, chSOT IV EAFATOINT, FLEY 7y heFERAL
T, FRAIMYTZ2HBLTVR DY —HARITTERTIVIAVERETRITAINY THETO

T77ANEHEETERT . TAIRNY T T O RAHFANEMICEZ>TVWREE, FRAINYTHET
O77A4LONBITDT IV ELAFATEEBNICENCENET, CNSOTIVEAFAICKE "J0O—
NILICER, EVWSIRIAFHSNET, EEENCOTAINY T 7O RAFAZBEEMICL
TE, EBENFHTENCIZET, FRAUVNYTHRETOV77ALOT O AHAREDOESR
ICEWERT,
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& clusteradmin ¥

ering Studio PaN

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload
Upload files to remote desktop storage.
@ screenshot

Save screenshot of remote desktop.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

TFAORNYZHETOT7 74

EEEZE, FLLWIOT7 7ML ZHEBLTHARERNAARTEERT, ChsOT7O77AILICETNT
DA—Y—HATIOEATE, Ly are0l— - EHBEIZELECFEATNET, ChsnT
O77A4ALATREENDT IV ELAFTOEAHKE. JO-—NLZHAENDTAIRNYTTIOEA
FAZEEADCERFRTEXREA,

707714 OER

EEEG. 7O77AIINOEREZBRLTHLVWIOT7 7ML ZERTEERT., RIC. 7O0774)
B, Z7O77 AL OBFHBZANL, BEBTIELAFAZREL., EEZREFETERT,
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

[ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

70774 OfmE

J7O77 M\ EmETSICE -

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

1. BHROZ7O0774 ) Z2RBRLET,
2. TUo2avEERL, MEEZBRULTITOT7 7ML ZEELET,

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

TOEAFARI) S —
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3. BEICWUTTILAFTEZHABLET,
4. [Save changes] (BREOREFE) &2V UV ILET,

ZO77ANICMASHIEEERER, REOFA—T7 2y 2 a2 IlI<ICERAEAET,

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testprofile_1 testProfile_1
P

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV

erver mouse pasition events and painter shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:

Requires Keyboard permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes

TOEAFARI) S —
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774N AT A

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

TPANSATLAR=DHDS, ROENTERXRT,

1. 774N ATLZRELET,
2. T7ANSATLZERLES, P23 XAZ1—2EALTROBEZTVLERT,

a. 77AINATLZ7OIORNCEMLET,
b. ZODIVONNIST7ANIATLZEIKBRTS
HLWIZPAINATLZAR—RLET,

4. TT7ANIATLZERTZDE, BHOTHICHIRAVEREAL T, 774U AT LD
ERFTEERT,

KNew o
« J7ANATLDFR—R

T7PANSATLDAR—R

® Note

T7ANATFALARERICAYR—RTBIZIE. AL VPC &< EE1 DO RES YT
XY RNEHBETEIUEN HYET, T, WDISH T 7AINATLORNBICT IO EATES
KB, EF AT ATIN—THNBICREENTVD L EZREITIHEN BV ET,

1. 77ANSATLOFVR—REZERLET,
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2. ROAVTRIUNSTTFANDATALAZBERLE T, T—FI)LEE, EMOFHEI NJTERS
nxXd,
v 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. 77ANSATLDOFMEAALET,

® Note

TF7#ILBNTR, EEELTOPIVMNREER. HILLZ7OD T I N OERKICH—
LTT7ANDATLAZBIRTEERT, ChEBRTREITZD LR TEREA,
J7OPTIIRTHR—LTALINVELTHEATDTITAINATLR, XTI KT A
LONUNARZ CTBBRELTAR—RIBDBENHV)ET /home, ChIZKY), A
R—RENLETF7ANZATLANFR—LTFALINIOTTAIINATLAOROY 7S
DOATIAVICADENET, COBER. TOP IV NMIRERTFShEZI—Y—
DHA VDIs ZNULTTTANIATLAILT IV EATED S, 7O TV NETT—
REDBMIBDDICRIUEET, VDIskk, 77 AN ATLDFVR—F 12 JHICER
ENIENDURRAVNCTTANSATLZEITNLET,

4. [Submit] ZERL T &V,

T7ANAT A 179



Research and Engineering Studio I—H—H4A KR

r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

T7ANAT A
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AFv7ay NOER

AFv72ay hNERR, REBMTT—REREFHLVBITIZTOLAEH[RILL., " EMHECER
MERRLET, AFV T2V hefFATRE, REOREZREFL., BUREBOHL VIREIC
T—REBITTERT,

RES Environment Management

Snapshot Management

Created Snapshots ©

Snapshots created from the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

4

N 4

Applied Snapshots ©

Snapshots applied to the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23y NEBR—=INS, ADENTEET,

1. ERENEITXNTOAFTY TSIV REFOART—RAZERRLET,

2. AT 72 av heERLET, AFT Y723y NEERTDEIC, BUBT IV EAFTZED
NTY NEERTBDHENHYET,

L HEAETNEIXRNTOARATYTIIYREFOAT—RAZRRLET,

4. AFv7ay NEEHALET,

hEY D
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« AFv 723y NEEKTS
« AFVT7 T3V hZEAYTD

AFTv72ay NeEERTS

AFTVv72ay NE2ERTDHEIC, DEZETVEAFTZ Amazon S3 /AT Y NCRHET I HEN
HYVET, NTYRMNOERICOVWTIEE., "TNT Y hZ2ERTSD ) 25RBLTLESV, NTYND
N=23a-_2TEH—N—TIOCAOOJRERZEZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,

(® Note

D Amazon SSNTY RDZAT7HA40IIIEFE,. ERATEEEhELEA, IV—ILHLS
NTYRNDTZATHAOINEEBTHILENHVYET,

NTY NCTOEAFAZEMTSICE :

1. NTYRVARDSERLENTY NEBIRLKT,
(7O AH#A 2T 2BRLET,
INTY RRUZ—] T [fmEE] ZBRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEMATSLEE
W,

w0 N

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

THR—REATVBRREN—DIOXFIHNFHVET AWS, &
MM DOWTIE, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly 2R L TS E&E L\,

AFv7TTav NOEE 182
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam: : {AWS_ACCOUNT_ID}:xole/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

AFv7TTav NOEE
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}

AFTVv7Tavy R NaEERTDICE

w0 N

[AFvT7>ay NOEK] ZERLET,

ER L 7= Amazon S3NNT Y ROBHIZADLET,

NTY NAIZRFY T3y NeRETBINAZANDLET, flZF. october2023/23,
[Submit] Z#IRL T &L,

r 3
Create New Snapshot X
S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.
S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.
Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).
A A

5~10 5%, AT Y723y MR- TEHEZERLTAT—RRAZHAELET, RAF+v7

>av hE, AT—XR AN IN_PROGRESS #'5 COMPLETED ICEDLZETHEMTRH Y EE

Ao

AFYvT7Tayv  NEERTS

REOATY 73V RNZ2ERLES, TOAFTY 723y h2HLLVREBICEBRALTTF—2281T
TEET, BEAATYTVIAY REZHENDIESIZ. VY RNIFHFLWRUS —ZEBNTHHE
NFHY)ET,

AFv7TTav NOEE
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AFTv7av heEERATd E, I —TORAFHA. 7O 0K, V7RI ITARY

. TOERABFAT7OT77AIN, 77ANDATLBREOTF—RNFHLVREREICEEMR TS
TAE—&hFET, 1—F—tv>a lBLTVT—hrEhFERA, AFVY 723y R NFfE
AEhade, FVY—ALO—ROEXRFEHRZTFIVILT, BCFEITIHLESH 2R

F9, LI—RHFEELTVBRFE, ATV 723V NEFLLVRETOD Y —ADERZE A
FYTLET, BEXF—Z2HETHIHE, LS5 LO—-ROBEE, HOERHNEUY —
ABHREEBYNETH), RORBZFEAL T, EEETh-FEEF—EZFOHMLLVLIO—RY
fER & " E 9: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
DApplySnapshotID&SICRAB S, AFT VY72 av hEEHRALELSETHRLETICEBBENE
EP

AFTY 723y NF7UTr—232 il AFY 723y NEUY—AOAARZEFIVILET,
FLLVIRIRTEATERVD Y —AREREhERA. KEVY—REFEDODVY—-ADFHE, ATV
723y NEEEVY—AOTARZETFIVILET, IkEFEVY—ANREATELZVES, KiFD
U—ABLTXA VDY —ANERENE T,

FULVWREABEES Y ICBVEES, FLEREXRLLEE, OJJIIL—7ICH % CloudWatch O%
T/res-<env-name>/cluster-managerfF# Ml ZHFETE X T, FOJ (3 [apply snapshot] X T
HFHYET, AFY 723y NE2BALES, thesectioncalled “AF Y723y NOBEER—IH
SFOAT—RAZERTEEXT,

NTY NCTOEAFAZEMNTSICE :

1. NTYRVARDSERLENTY NEBIRLET,
2. [PTORAFA 27 ZBRLET,
3. INTYRRUD—]T [MmE] Z:BRLEXY,
4. NTYRRVZ—CRODAT—MAV RN ZEMLET. UTOEZADDEICEERRE TS IES
W
« AWS_ACCOUNT_ID
« RES_ENVIRONMENT_NAME
« AWS_REGION
« S3_BUCKET_NAME
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JSON

"Version": "2012-10-17",
"Statement": [

{

"arn:aws:iam: : {AWS_ACCOUNT_ID}:xole/{RES_ENVIRONMENT_NAME}-cluster-manager-

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

AFv7TTav NOEE
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AFTv7Tav R NEEBRATDICE

1. AFvyv72avyhnER 2 8RLET,

2. AFVY7TIavhEEL AmazonSINT Y NOEZHIZEANLET,
3. NTYRNAORFTY T3y RANOT7AINNAEAILET,
4

[Submit] ZZIRL T &\,
V

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10 0%, AFTv7>ay NEER—STEFEZBIRLTAT—XAZRIELET,

Amazon S3 /N VY N

Research and Engineering Studio (RES) (&, Linux Virtual Desktop Infrastructure (VDI) 4 2> A2 A
AD Amazon S3NT Y RDY T R EHR—KLTVWEY, RESEEER, RREED S3NT Y
RR7TT, SSNTYRNERESICAVAR—RLEY, 7O I VNITRYFLEY ., REEMRE
LW, N7y NZHIBRL VW TEERT,

SSNTYRFEYZAR=RIZIE, RAARBEFVR—RSINTY ROUARNFRRENET, S3
NTYREYZAR—RAS, ROZENTEEXRT,

Amazon S3 /AT Y K 187


https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

Research and Engineering Studio d1—H—H1 K
1.NTY hOEMZFEALT, SSNTYRZRESICHAR—RLET,
2.S3NTYREEBRL, TUO23UXZ1—%2FALTROBREZTVLET,
« NTY RN ERET D
« NTY NEHIRY S
B RBRRTA—IRZEALTINTY RETHREL, AUR—RENESINTY N ERELET,

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

L0+ o>a>Tld, RES7AP IV NT Amazon SN Y NZ2BEBITBHHEICOVTHBAL
9,

NEY D

- PBEET iz VPC 7704 ® Amazon S3 /N Y MO RTREH
« Amazon S3 /N7 Y NZEMT S

« Amazon S3/\T Y hZwRET S

- Amazon S3 /N7 Y N ZHIRT S

s T3 08k

« JOARATHIORNTYRTFTOEA

« 777ANR—KVPC TOTF—XARHEHDBLIE

c NITNZa—TF4142T

« CloudTrail ®E%h{t

SEtE = VPC F7'04 O Amazon S3 /N7 Y NDOBIREZ G

Research and Engineering Studio Z 28 /= VPC ICF7OA4 T3 BEEF. LUTOFEICE> T,
AWS 7HU > NI RES Z7 704 L 2&I(C Lambda R E/NTX—RZEFHLET,
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1. Research and Engineering Studio A"F7’ A4 & hTWVW% AWS 7H V> M® Lambda > Y —

LCogd4> L&Y,

2. EWVWSEBIO Lambda BB ZE B DT TBENL £ <RES-EnvironmentName>-vdc-custom-

credential-broker-lambdas.
3. BABORERTERBIRLET,

e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview ino
Diagram Template )

| seleet a function

Related functions:

(__Export to Application Composer ) (

Download ¥ )

>-Jolo

Description

Last modified
‘ < s ® ‘ 17 hours ago
—_— Function ARN
("+ Add destination )
[#] AP Gateway @ C )
(_+ Add trigger ) Application
Function URL Info
Code | Test | Monitor | Configuratio Aliases Versions

‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Environment variables (16) Edit
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| @ Find environment variabtes 2
Permissions
Destinations Key Valu
AWS_STS_REGIONAL_ENDPOINTS regional
Function URL
CLUSTER_NAME
Environment variables
CLUSTER_SETTINGS_TABLE_NAME
Tag:
DCV_HOST_DB_HASH_KEY instance_id
VPC
DCV_HOST_DB_IDEA_SESSION_ID_KEY idea,

RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY
Monitoring and operations
tools MODULE_ID

Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation
(OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. EfIT. REZHEZZBRLTZOEIZ 32 EZRFLE
5. WEZZFRL, XOFLVRRERZEHRIZEMLRT

e F—: AWS_STS_REGIONAL_ENDPOINTS
 {8: regional
6. [R7TF] ZEBRLET,

Amazon S3/NT Y NZEBMT 3

RESIRIBEICSINTY NZEMTSICE :

1. [Add bucket (/N7 Y KRDIEM)] ZBIRLE T,
2. NTYRNA, ARN, YO RRA 2 NBEEDODNTY hD

PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

ED

o

FZEANLERT,

Amazon S3 /AT Y K
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/A Important
« BEENENTYNARN, NTVRRAU M, E—REF, kRERCEETRHERT
EFREA

e NTYKNARNICIEK, A2R—RENESINTYRNEZOTL7AYORIIDEHTS
TLTAYVIOREZEDDENTEEXT,

3. NTYREBAVR—RIBE-—RZERLET,

/A Important

s BEDE—RTOF—EZSBICEETZIFM-IOVTR, T—F08 ", 25RL T
<EZEW,

4. FHMAT> TR, VAARATHIRNTORARBICNTY NEXDRNTB 00 IAM O—
JLARN ZIEETEE T, OFIBICR>TIOAATHINNTY RTORA, VARTHI>
N7OEAICHEZIAMO—I)LZERLET,

5. (A7 23 )yNrybhz7A2 IO NIEERTET, 7O IV NEETEETEXT, £
EFL, SSNTY 270 TI0RNOBEEO VDI Y IVICNIRNTBRERETEEEA,
Z7Oa> O RFNTY MCEEFTSsShERICESE ALY IDOKNNTY NEID N
LET,

6. [Submit] ZERL TEEV,
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RES Envir

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from AWS 532 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix
Enable the system to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with the following projects. To add a new project, go to Create Project.

| ] ©

(o) DD

Amazon S3/\T Y NZRET S

1. SSNTYRUVARNTSINTY NZ2EBRLET,
2. 77:/3>)(:1_/J‘5\ lﬁ%’éigﬁbijo
3. EHEANLET,

/A Important

- 7O IO RES3INT Y NCBEERTRE, TOT7OY I NOBEOREBTRY
NYTAUTSARTZIOF % (VD) A AR AICNT Y RFNYIREhFERA,
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NTY RE. Ny " FOZ7O TV NMCEENF TS hERICOAK, 7O TV K
TR LEVDI Y aICNIRNENET,

« SSNTYRASTOZIVNOBEENRTZHERLTE, SSNTY NADT—RIZE
FELELBAN, FTRAONYTA—H—RBZOTF—RIT IV EATERBRLIBYET,

4. NTY MREORE Z2BRLET,

RES » Environment Management

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name to displa

53 Bucket

Project association

Projects - optional
Choose the projects to

| default X |
default |

[ cancel ) Save bucket setup

Amazon S3 /N7 Y N&ZHIBRT B

1. SANTYRNDVARNTSINTY h&EEIRLET,
2. FToTasXZa—h5, HIk=EBIRLET,

/A Important

« TT, NTYRSIRTOTOC IV NOBEENRTZHIBRTIHBEN HVYET,
o HIBgANRL—>32 &, SSNTY MNAOTF—RICEFELEEA, S3/NTY RE
RES OEEMITO AN HIBRENET,

s NTY NEHIBRTRE, TOEY A ORRIEHROERHAR # 1 F/) -, BEEFED
VDI Y2 ashETONTY NROABRICT IV EATELRLBZY XD,
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57— %538

RES £ S3 /N7 Y REBMTBE. NTY NAOF—RERENTOS IV NE I—HF—CHHT
BATIAVHBYET, NTY NOBMRA—ST, B&RYEA R) £-EHARY L BEAH
(RW) DE— REBRTEET,

B ELY) A

Read Only (R) Z&RL =BE. N7 Y N ARN (Amazon VY —RAZXR—AL)DT7L 7 1Y D AIC
BEOVTF— 20BN BRAEIhET, LexlF. EEEN ARN ZFEALTRES ICNT Y hZE
ftiarn:aws:s3:::bucket-name/example-data/L., CONTY hET7OCIIONA ETO
DIUVNBICEEMTDE, TOPIVOMNAECTOIIONBRNS VDIs ZETH 1 —H—
&. NA @ bucket-name IZHBDT—ZDHhZEZHIED ENTEET /example-data, TD/\
AINDF—=RIZBFTIEATEEEA. NTYRNARNICTL 74 Y VAN FIMERTVEVEE,
NTY NEENFTNICEESFSsSh 7O IO NTRATREICEYET,

FHEL) EEEAH

Read and Write (R/W) ZZBRU BETE, LREOELSIC. NTYRMARNDTL 74 YT A
CETVTF—RoBAERAENET, COT—RICEK, BEEN SSNT Y NMIEBEXR—ADTL
TAVIOAERMTEDZLSICTIEMAS 3N HY ET, Read and Write (R/W) ZiEIR
IT2E, DARLATL 74V ORI aFRATEICKY., RoFx7>arezgs ROY 72D
IAZI1—NFRERENET,

« NARLTLT74YORIEL
* /%p
* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will be mounted

Mode

(O Read only (R)
Allow user only to read or

Crea
Projects - optional

Associate the bucket with the following projects. To add 2 new project, go to Create Project

( ) ©

NAZRLT—R7EEL

HDARLTL 749 9AIZ No custom prefixZiBRTZE, NTY NEHREZLATF—R 08
BLTEMENET, chicky), Ny NMCBEEMNHFSNAEIXNTOT7OT T MIFAEY)
BRUOBZAXRT VAN FAEIhET, HlREF, EEENarn:aws:s3:: :bucket-nameNo
custom prefixiRL &= ARN Z2FEHLTRES /N7y hEEMNML, CONTY RNZET7ODT
JNAETOPIVNBICHEERWFZE, O IVNAEL7OP IV NBANS VDIs Eif8
B931—Y—&. NTYMMOEFROZHAEY) S RVCEZEAKT VAN AREICEYET,

TODIIORNRILCEDTF—E2 DB

NAZRLTL 714V ORIC /5pZiBIRTDE, NTY NADOT—REE, ThICEERTsNLE
EQO7OPIVRIELDBHENET, sp BHRE 7O VN I—RZ2XRLET, LEAE. B
BENarn:aws:s3: : :bucket-name/%piBIRL Iz & /bucket DX RKRA 2V NZEFEAL T
RESICNT Y hZEBML, CcONTY REZ7OPIVNAETOP IV MNBICEERTS L,
ZJ7OIOMNADOI—YY— AW /fbucket ICT77PAINEBEZTIALENTEET, 7001
NADOI—H—BIk, I—H%— AP /bucket TERLET7AINERRIDEETEFRT,
EEL, —9%—BA7AO2T VKB TVDI ZEEL., /bucket ZBRET D E, F—2HN 7O
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SIONCKITHBEND LD, I—F— ANERLET 7 ALFRTENE LA, 1—H—
ANBERALETFANE, 7LT4YIADS3NTY NCHYET /ProjectA’. 1—H—
BREZOYIVKBAS VDIs #EATS/ProjectBBAICNOK T I EATEET,

Z7OPIOKZE, A—Y-ZELOTF—2 58

NAZLTLT74YDRIC /%p/%5uZBRTDE, NTY MNAOTF—RIE, TO7O IV N
CEERTShEREN7O IO NEI—Y—ICoBEchET, sp EHREFE 70TV N I—
ReRL, I—H—B%uEXRLET, HlAE, EEEE/%p/%u, BIRL I & /bucket DX
7> KR4 Narn:aws:s3:::bucket-name%3> ARN ZEH L T RES IZ/NT Y NZE&MN
LET, CONTYRMRIZ7OZPIONAETOP IV NBICEERTSATVET, 7OV
IONADI—Y— AR /bucket ICT7PAINEEBEIALENTEXRT, Sp DPHOIKDOLUE D
SFVAFERERY), COFE, I—H—B I, /bucket 7O IV NATEEAENE
T7AIMNFRRENEEA, chlE, 27O IO NEI—YF—0OEAICE>THEE
BEHTT, I—H—ANBEIAALETTAIINE., T7L7AYIADSINTY MZCHYIET/
ProjectA/UserAd", 1—H¥—BE7O2IUNA T VDIs Z#H 9% /ProjectA/UserBi%
BILOKRTIELATEET,

DOATHIONNTY NTO€RA

RES . ChsONTY NIBEYBRT IV EAHAN HDEE. O AWS FTHI RASNTY K
EXIDURTEXRT, ROFIATE, THADOVNADRESTREN THIMBICS3INTY B
ENIDRLIEVEEZTVET,

ATY 7 LRESAF7O4ENTVWBRTAHI NI IAMO—LZERLET (hBETHIUB
AERENET ),

1.

SSNTYRN(FPHIVRNA LT IERTBBEN $B RES THIY RO AWS TZI XK
VY=L A4 LET,

IAMO>YV—=)LZREXT,

a. IAMAYZaAR—RIZBEBLET,

b. FEF—23arRA2T, RII— ZBIRL T EEL,
RIS —%ERTS :

a. [Create policy] (RS —DERK) ZiBIRL ET,

b. [JSON]R7&EBRLET.
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c. RDJISONRKRDS—ZBYRTERIT(ZT7HIRNBIZHD S3NTY NOBRBI<BUCKET-
NAME>ICBEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. [RN] ZEBRLZET,
4. KU —ZWELTHERLET,

a. RUI—0BEZEEL ET (HI: "S3AccessPolicy"),
b. RUS—OEWNEHRBEITEIAS I OHREEEBMLET,
c. RU—%®REL, RUZ—DEREBIRLET,
5. IAMOVVY—)zHEET,
a. IAMAYZaAR—RIZCBEBLET,
b. TE#—23>ARA42TRoles(O—J)l) ZBIRL TKEE L,
6. O—IIZEHRKTS :
a. [A—)OER] ZBRL TS EZV,
b. EEENEIVTATADRATELTHARLEERY—&EIRLET,
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c. ROJISONRIL—BRBSFHEIT(ZTHIVNADEBRBOTHINID
<ACCOUNT_ID>I_EBE#Zx. % RES 77041 DRWBELZ<ENVIRONMENT_NAME>IZBE X
£9,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xrole-<REGION>"

3,

"Action": "sts:AssumeRole"

}

d. [RN] ZEBRLZET,

7. TOERAHARIVS—ZTEYFIS .
a. BICHERLERDS—Z2RELTERLET,
b. [AN] ZEBRLET,

8. O—IIoRTFF, #HR. FX:

a. O—JL% (S3AccessRoles B &) ZANLET,
b. ATY7' 3T, RUNDEMEBERL., ROF—EEZEANLET,

« ¥—:res:Resource
- {&: s3-bucket-iam-role
c. O—/Lz®#®EBL., O—ILOEXEZERLET,
9. RESTIAMAO—-I)IZFERALET,

a. #EELEZIAMO—J)LARN Z2JE—L %7,
b. RESO>VY—)ILIZAJA2LET,
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c. EflOFET—>32RA2T, SANTYRNZERLET,

d N7y hhOEBEMZZERL, 747—LICIOOATAI D S3INTY M ARN ZAHLF
ER

e. FMIRE-AT72a>oOROYTHIVEERLET,
f. IAMO—=JLARN 74 —=)LRICO—JLARN ZAHLET,
g. N7y bhoEMmZRRLET,

AFYT 2 THIVNBTNTY NKUS—REETS

1. PAODZRBOAWS XXX NIV =ILCHA A4 LET,
2. S3AVY—-I)ZHEXRT,

a. S3AYVIIR—RIEBEBILET,
b. TOERAZHAAITEINTY hZBRLEXT,
3. NTYBRRUS—ZwmELET,

a. FUOEAFASTZ#RL, NTY RRUZ—ZBBRLET,

b. XORVI—ZEBMLT, FHATNADQIAMO=ILIZNT Y RAOT IV EAZHAL
£Y (<AccountA_ID>ZTHIVNADEKRBOTHVNIDICEERA, <BUCKET-
NAME> 7% S3NTY ROBRBIICEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountA_ID:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
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C.

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

[RTEF] ZBIRLE T,

TS5ANR—KNVPC TOF—XFREHDBLLIE

A—Y—HAREBESINTYRASTHAINAOHBD SSNTY MITF—REZRELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4XRX—K VPC ZRELE T, ROFIERK., 77
DRADSINTY MDT I EAZYR—KRTB S3H—EADOVPC IV RRANE, 0O
ATATYINTY REHIDEBMOTHI NEERTDHEERLTVERT,

1. Amazon VPC OV —IJ)LZHE £,

a.

b.

AWS XRI X N2V =IICH A4 LET,

https://console.aws.amazon.com/vpcconsole/ T Amazon VPC AV — )L ZHE T,

2. S3OVPCIYVRRANEERTS :

a.
b.

C.

e.

EOFES—2a RAVT[IVRRA N ZERLTLSEEY,
[Create Endpoint] (L RAR A > MNOERK) ZBRLET,

[Service category] (F—EAAFTI) T, [AWS services] (AWS OH—E X)) FBIRENT
WD ZEZHRBLET,

H—EXAZ71—J)RIC T, EADTBH com.amazonaws.<region>.s3 (AWS |J—
A r<region>ICEEMAD )., S3, 2BRELET,

JARDS S3H—ERZZBRLET,

3. IVRARAVNREDHEE

a.

b.

VPC OZBEE., IV RRA U NEERTS VPC ZBIRLET,

H7ZxY NOFEER, F7OCMFIC VDI HTRY MIFERAENZTSAR— TRV N
OlmBEERLET,

Amazon S3 /NT Y ~ 199


https://console.aws.amazon.com/vpcconsole

Research and Engineering Studio I—%—HA KR

c. DNSEZEMZITS T, A7aUNAICHBEH>TVWBRIEEZERLET, Chicky),
TZARXR—KNDNSKRARBEZIVRRAVRZRYRND—DA 2V BZ—TIAARIZBERTEE
9,

4, TOERRZFIRIBDRLSIC ARV —ZRELET,

a. Policy T, Custom Z&EIRL &7,

b. RUI—TF4RT, PTHIVKRNELERBEOTHIORNAODY—ZANOT UV 2AZHIR
FTHIRIV—ZADLET, RUS—OBIZIRICKRLUET (mybucket & S3/NT Y RAIC
BEWA, 111122223333 & 444455556666 & T VAT SEE AWS PHI K~ IDs
CEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

}
5. IVRRAVNZERLET,

a. BREZHELET,
b. [T RERALNDEK] ZBIRLET,
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6. IVRRAVNEHRILETS :

a. IVRRAVRIHAERENES, VPCOAVY—ILDODIY RRA 2232V ICBELE
ER
b. MLERLEIVRRAMEBRLET,

c. RENEAARTHDZLZMIELET,

CNSDATYTICH®2T, FHIVRNELEREBEEEKETAHINIDAOUY —AICHIRE N
S3 7Ot AEZHATBDVPCIRRA N EERLET,
NSTINa—F14>200
NTY R VDIADNY I NCKBUEAESH EERTDHE
INTY RFVDIADNY IV NCEABUERE, IS—2FIVITEDRMHAVKI2AHYET,
BLTOATY TICRVET,
1. VDIOJ #®ELET,
a. AWSNYZRIX>ROVY—=)NIcOdA4LET,
b. EC2OVV—IzZRE., 1V AXAICBEBLET,
c. BEILEVDIAAZAZBIRLET,

d. Session Manager 247 L T VDI I[C#EHELE T,
e. UTO AN REERITLET,

sudo su
cd ~/bootstrap/logs

TR, 7T—NANSY SO ZBABTEET, BEDOFHMIF configure.log.
{time} 774 LIEHVET,

TSIC, FMIC OV T /etc/messageO T 2R L TS EE L,
2. HAAZLFIEHRT O—7H—D Lambda CloudWatch Logs 2RI S :
a. AWS N XX RIADVY—=)LICOJA4LET,
b. CloudWatch AV —J)lzE&, OJJIL—TICBEBLET,
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C.

OJJ ) —7 ##8%ZL £ /aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

RAOCEATREAOTIIN—7T2FANX, AOJAOIZS—%2BD2HFET, chsnOJic
&, SSNTYRNENIUNTBLEOO—BNBENARALRIEHRZRET I EENREE
CBITBEFMNrEENET,

3. HAZLFIERT O—H— APl Gateway CloudWatch Logs ZHEFRL £,

AWS YR XRNOY=)LIcOd4>LET,
CloudWatch >V —J)L&RE., QOJJIL—7ICBEBLET,
OJ7)\—7 %##%FL EF<stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
BACEATREEOJTIIIL—T72R8X, OJAOIZ—2R20Fd., chsnoAJic

. S3NTY ROIY VY NMIBEBDARLFIERD APl Gateway NOJU IV TAREL
ARVAICETRDHFHHENIEENETT,

FUR=FATRINTY NOIAMO—ILREZRETDHE

1. AWS DynamoDB IV —=J)LIZH A2 (12 LEXT,

2. T—
a.
b.

3. T—
a.
b.

TILEBRLET,

EOFES—23asRAUT, [T—7IIL] &BBRLET,
ZBRRLU TGRIRLUE I <stack-name>.cluster-settings,
TILERFYLET,

[T—7MVNTATLOHRR] 2BRLET,
AF VP UNEBRENATVR L ZH#FELE T,

4. TAINEZ—ZEMTS :

a.

b.

74NE2—2BRLTT7AIINEZ—IRNIEIaVERHERT,
F—E—HIBLICTIIE—ZRELET,

- B F-—ZAHLET,

o T THERD, ZEBRLET,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> ZEBETEIUENHDI T 7AINATLOEICEERAET,
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5, AF V¥ #RITLET,

Run ZZRL T, 741 )L 2—ZEALTAF Y ZRTLET,
6. EZWELET,

INUNBEETDEHEEE. B IAMO—)L ARN TEHNAELKEREETIhTVD L &2HER
x99,

IVRUABFELEVES

a. [EEZFEX] ZBRLET,
b. HEOFHMZEANLET,

- key BHIZIE., &EAHULFEFshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« ELVWIAMO—JL ARN ZEEML £ T,
c. REZZBRLTEBZEMLET,
7. WDIM2VAZV A 2BEBLET,

AVARAZBREHLT, B2 IAMO—/LARN OEE%X (7% VDIs Y BENV> hEh
BLDOICLET,

CloudTrail ® E%1{t

CloudTrail AV =)L %ZERLT7 A2 KT CloudTrail ZBMICF3ICE, MCloudTrail 1—4—
A Ry OCloudTrail AV —)L&FERAUCREHOER L ICRBEATVBFIEICK > TS EE L,
AWS CloudTrail CloudTrail (&, S3/NT Y NZT7 VAL IAMO—)IZE&EITD_E& T, S3/N
TYRMNOTIEARAZERLET, chid, 7O TV MELERI—Y—ICVU T4 AR
ADICVUOTEET,
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HmZEERT D

cOto>arTlR, REFAINYTZEALTHOI—H—EATRL—232F2LH0HA
A AZI—F—ICRHELET,

NEY D

« SSHT7VtA

- REFRAIRYT
- HEFRIOKYT
« ZPANTSUH

SSH7VtA

SSH ZEAL THRAARANITIELATRICE :

1. RESXZ1—h5, SSHT7VEAZERLZEXT,
2. TOERACSSHRERBFPUTTY Z2EATRICE,. BECETRICEVERT,

REFAIONY S

RETFAINYTAEZ—TIAA VD) ED 21— %Z2FERATDE, 1—H—IF T Windows Ei &
Linux (REF AV RNY T7ZERBLRVPERBTEXRT AWS, 1—H—F. BRICAWOY—=IETT
Vr—23a> A TIVAVARN—ILBRVEREENIIRET Amazon EC2 A VAR AR BE TESE
CP

HR—RNENBDARL—FT A VI AT A

RES BBRE, ROARL —FT A VI ATLZERALERBTAINY TORBEZYR—-—KL TV
£

« Amazon Linux 2 (x86 & & ' ARM64)

« Amazon Linux 2023 (x86 & & T* ARM64)
- RHEL 8 (x86). & & 9 (x86)

* Rocky Linux 9 (x86)

+ Ubuntu 22.04.03 (x86)
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* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

N =R

c ILLWFRIKNY T ZEETS

« FRAOUMYTICTOEATD

s FRUNYTOREZFIHT S

c RETFRAINYTEEETD

« Y IAVERERETS

c RBFRAIKNYTZATZ1-)9%

s BREFAINYTAUER—T7I4AAQOBHHEI

HLOWFRAONY T2 RBETS

1. XZ1—AH»5S., My Virtual Desktops ZiZIRL E£7,
2. HLWMREFRAINY T2RBBEBIRLET,

RES Home Virtual Desktops

Virtual Desktops S ©) I e | o)
rhel9 % Connect
@ Ready RedHat Enterprise Linux 9 medium @ No Schedule

3. FILLWFRIRNYTOEMEADLET,
4. [Submit] Z&IRL T &L,
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TAIRNYTBEREECHLLVA—RAFISIEERTEN, FRAIRMY TR 10~15 2 BLRICEATE
BEOICBYET, BERKER, BRUELAX—JICK>TERYET, RESIEGPU LM ARY
AzmEL, BEIDRZAN—Z1AN—ILET,

FRIONYTICTOERATS

BREFRINYTIZTIOERTBICE, FTAONYTOH—REZERL, VI7HKEEDCV ITA
ToRzERALTERELET,

Web connection
DITTSIOYNSTFRINY SILT IV EATH2ON REB[ERERAETT,

Connect ZiBIRT 2N, YAZXAINZBIRLTT SOOI SEETFAINYTICT VAL
x99,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .
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DCV connection

DCVIOSATURNENLTTFRINYTIZTOEARTDE, BEDODN T #—X 2V ANBSIhE
T, DCVEBHATICTI9EATSICGE :

1. DCV Y232 7740 2BRLT.dev7 74N EX DO O0—-RLET, DCVIZAT >
RS ATALALAZVARN=ILENTVRILENFHYEXT,

RES Home Virtual Desktops

Virtual Desktops Ty - KT

rhel9 ¢ Connect

2. AVARN=ILFIRIZOVTE, ? 74OV ZBRLET,
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAIRNY TOREZFET S
FAY N YT OREEHHT DI -

1. [FPOY3aV]%8RLET,
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Research and Engineering Studio I—%—HA KR

ual Desktops

RES Home Virtua es
Virtual Desktops g o ETTRETT

2. Virtual Desktop State Zi#IRL E£TF., XD 4 DOREN SBIRTEET,

. -__T—-__[J:

EFELrELEEYSa > TRF—ENFNEDNB LR EL, FHELEEYSIAVIGFVWDOTEERT
EEXT,

- B

REOtY>a>zBREBLET,
S

Y avERLIIKETLET, I7IXTILANL—JZFEALTVWREE, Ly a3z
RTIFBET—ENRKDODNDARUENI BN ERT, BRTIBHEIC, T—RZEZREST7AILTRA
TLAIINYOTYTIRHRENHYNET,

« fRkiE

TFAIRNYTOREBEIXFEVCREELET, TAIVNY T ZHBRBITRE, 77UT—23
VRBREEATIN, VE—MEEIRDIBAREMI BV ET. IXTOA AR AN
EZHYR—RLTVWEDITREL, FT7T23a2RBAARAOEERICENICEZ>TY

PHEICDHFEATEERT, A VAZVANZOREBZEHR—RNLTVBRAESHZRRTS
k. TIRIEDRETRSRMA ) 2ZRLTES L,
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RIETFAIRNYTZEETS

BRETFAIRNYTON—RIITZEFHIDH, BV aVE2LTETERT,
1. AVAEDAYA X ZEEIDHEIC, BV EZFELETIHBENBYET,

a. [7o>3a2]z&RLEY,

irtual Desktops

RES Home Virtua
Virtual Desktops Dpe o ©) G v | )

b. Virtual Desktop State Zi&IRL £,
c. [FL]ZBRLET,

(® Note
KELIEEYZIAVOTFRAINYTHARZEH TR LR TEFRE A,

2. TFRAUNYTHAEBLELECEZBELES, 70232 &ERL, Y232 0EHEBRRLE
EE

3. v arEEEETIH., BEBTARAINYTHA X EBIRLET,
4. [Submif] ZBIRL T &V,
5. AVARVANEHEES, FRAUNY T2BERHLET.

a. [70>3a2]z&8RLEY,
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b. Virtual Desktop State Zi&RL £7,
c. [ ZBIRLET,

Yy aiERERETS

1. [79232]2&8RLET.

rtual Desktops

RES Home Virtua es
Virtual Desktops DT e C winiews [ e )

2. BHRORRZERLET,

BETFAONYTZAT21-)9%

F7AILRNTR, RETFAINY T ELEREHERBICEBNICEFEILETDZRSICATY1—)leh
TVET, B2OTFARAINYTORTD 21—, ROEIVZIAVIZRTRSIZ, B2OTFARAIKNY
TOTOIAVXR_A—NDETIERATDATD1-=)IV1 RVEFERALUTHAETEET T, FMIC
2VWTR, TOEIVZAVERESATOTIAINOAT D 1= )LOFZEZSRBLTILKEEV, A
IRy 7R, JARNEZEIRTZDEDHICT A RIREDEZICEFEIETD EETEET, VDI Autostop
DFEMIIODVTREBETRAINY TAEZ—TIAAOBEEHEILE, T, Z283RBLTLSEETV,

=Ry
s X DTFAORNYTATD1—)LDERE
c RELARTOT7ZIIRNODAT 1 —)LDOERE

Y2 aVERERETS 211
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B2 DTFAINYTATI1—-I)OFRE

1. [Fo>3a>v]&BRLET,

RES Home Virtual Desktops

Virtual Desktops S O G T )

rhel9 % Connec t

2. [RT21—) &&RLFET,
3. BHOATD1—IIL&ERELET,
4. [R7FE] &EEBIRLFET,
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

BREFRAONYTZRAT21-)LT% 213
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RREABTOT7FILNODATI 1 - DOFRE

T7FILNNDATS 1—)LIE DynamoDB TE#FH TE X T,

1.
2
3

REDIVSAZ—BRET—7INZERRELUET: <env-name>.cluster-settings,

Explore ltems ZiZRL £9,
TANE—ICRD2ODTAINEZ—EAALET,

74N Z—1

EHR = key
%4 = Contains
247 =String

« { = vdc.dcv_session.schedule

7ANZ—2

- BMR =key
« %4 =Contains

- %47 =String

. fE = type
(a = x ] [c“::“" ] Ey::n ) ( ] (Crem
(Qwm %) (con ) (s ) ) Crem

chickY), 72—L OFBOFT7AIINOARATD1=ILEATZRIT7OOLMNIANERT
ENhFEFvdc.dcv_session.schedule.<day>.type., BHMBERFUTOESY T,

* NO_SCHEDULE

e STOP_ALL_DAY
* START_ALL_DAY
¢ WORKING_HOURS

BREFRAONYTZRAT21-)LT%
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* CUSTOM_SCHEDULE

4. HNBEESNTVWBIHESCUSTOM_SCHEDULER:, DAZRN A AEN-HBHAEELERBAZIEET
DRENHYET, ChETSICE, V97AF—RET—TILTROTAIILEZ—&FEHLET,
- BHR = key
« %4 = Contains
« %47 =String
« {8 = vdc.dcv_session.schedule

5. HARLAARTD1—=)\%2BRETHDETNTIOD
Hvdc.dcv_session.schedule.<day>.shut_down_timelZ D2\ T,
vdc.dcv_session.schedule.<day>.start_up_timeB LV OFEXNDEEH ZBRERL X,
HEAT, KOLKSIENul T MU ZHIBRL, XFIITORNVICEEBRAET,
- BHA =value
« {E = <The time>

-« %47 =String

RFREMEIE, 24 BREHZEFEAL T XX XX OFERICTIHEN BV ET, HEXE. Fri9 BN
09:00, F#&S5BEN17:00 L&V ET, AHBZEFEIC, RESERENT7O/EhTVWSD AWS
)—2a > OBRMEBEZRICHELET,

BRETFAINYTAVEZ—TIAAOBBFL

EEERE., 74 RIVRED VDIs ZEUETRLEBERTTERIRSICREZBRIDENTEXRT, &
EARERER 4 25U ET,

TARLRA LTI N CPUEARNLE WMEEZTE>TWAZOBMT A KILRED LY > =
VERALTINLET,

2.CPUBARLEWME 1287023 %<, COLEWMEZTEDEY> 3> @74 RILRK
RERBENET, ChEOICRETDE, BV a2 T7A RIVREBERBEhERA,

J.BITRE: TARILEZALTIRE, BV VB ORE (FBLEREZEELT) CBITLEY,

4. AT21-)2BRIZ BRRIDE, 74 RILVREOLEHIZELENLEEY S IV ZBROAT
1) TBRTEEXT,

—
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

CNSDREE., Y—N—ZBTOFRIRNYTRER—DIZLHYET, BHICHOTEREEZEHL
5, ¥ EEIVVYILTRHREEZREFELET, HILLWEY S I TR, EFEhERENFHEIAET
A, BEOEYSa TR, BBRBICEAL TVAERENSIEHEFAT D ZEICEELTLEE
Wo

VDI BEfZLE
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YT AUNBRALTIRNTDE, BV AVEREICEIVTKRTITSA., STOPPED_IDLEJRAE
CBITLET, 1—%—(F Ul A SSTOPPED_IDLEEY S a3 AHBTEEXT,

HETFRAIONYT

HETFTAORYT TR, REENTVWB TRV MY TZRAETEXRT. TAIVKYTICERTSIC
b, EEERLEAEETEVRY, £V a BEEERENATVILENHYET,

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

YA ERETHLEIC, HAKEEOT I LARTERETESRY, X, OFRL—
AL TVBRF—LAXA NCHEARYERT7 OV EAEENETEET,

KNeew o

s FRAUOKNY T2 HETS

s HEFRIKNY S IZTOEATS

TAORNY T ZHEBTS

1. FRONYTEYv2arhs, 7o02a2vzBRLET,

I
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. EY2aroT7 I EAFAZERLET,
3. A—H—ETIVEAFHFALRILZERLET.,. BVWHREREIZDEETERY,
4. [RfF] 2BRLEXY,

Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

[Q demoadmin1 XJ [ Owner Profile A ] [2023/10/22 } [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile

This profile grants the same access as the v
Session Owner on the DCV Session
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TOEAHFAOFEMZDOVWTI, ") #2838 L T EE Lthe section called “7 7 AFFA[7R 1)

~
~

o

HEFRAONYTIETOEARTS

HETFRAIONYTHS, HEETNTVWBRTFAINYTZRRL, 1 VARV AICEHTEXT, JI
7750 ELEDCV TEMTEEXT, BHETDICE., "1 OBRICHEVEITFTAINY SICTY
A9,

J77ANT Z0%

TP7ANT SO RERATZE, DITR—FIIASTO-NILEEEFS 77 AN ATALILT D
TATEET, BREBDTTAIINATALANOT VAT T Z2HE OERTREZINTOTI 7MLz
BETEET, ChiEk, LnuxREBETFRINY T THEENTVRODERLU 7 7ML ATATT,
BEFAINYTEOT7AILNOEHFHIE, Z—IFIILNELETVITIR—-AOT7ANTZoHENL
LE774ILOEHERUTT,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
NEY D

« 77AILOTY7O—R (EEHT)
77 A DHIBR (EEA)
BRICAWVZEETD

774\ ZwETS

774\ DEIE

HEFRIKNY TS ICTOEATS 219
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77A4ILOFTY7O—R (EHA)

1. 774007y 7O0—RZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. 77ANEHBRTBS. FYTO-KTBTPALESBLET,
3. FYZ7O—K(n)774LEBRLET,
7714 OHIBR (BT )

1. BIRT2774) (BEW) 2BRLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. [70>3a2]Z&8RLET,
3. 77ALDOHRERRLET,

774LOT Y 7O—R (BT ) 220
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TR, FEOTVT7ALNFLERT7ANEZHIIYIL, 774 DHIREEBIRTIDZEETESR
ER

BRIAWEEETD

BEBT77AINRT7 AN ZEETSICIE. BRICAYICEMLET,

1. 77ALNEERT7 AT ZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

2. BRICAY ZBRLET,
TR, FEOTVT7ALNFERT7 AN ZH7IYILT, BRKICAVEZEBRIDZEETERT,

(® Note

BRICANBO—DLTSTHFCRFEAET, 75U EEELEY, Fyvy> 1D
TLEWTZHER., BKRICAVEZBEVEOIIHBENHY KT,

774N %wmET S

DITJR—BILADTFFEFANR—ADTI7AIINDOAV TV #RETEET,

1. BEFIBRTV7ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EHFETV. REZERLET,

77 14)DOEgi%
TTANEEEGALT, AB 77 AINEETF T US—>a v EERALT I 7TANEEELET. &
DT TUT—aVH5BIRL. BEOERCRE2TI7AINEELETEET,

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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NN a—F7420

CNEUaA>TR, DATLAREZRI) TR HEE, RETHOUEMOHI B EOBENRNS
TN aA—FAVTHEICODVWTHEBALET,

[N =R/

. —RNBTFNVITEEZRI YT

» RunBooks ) EEE

- BRHEIDORE

HHANA

s —WNEBTNVYITEEZ_RI T
s EREOTBLTARY MERY —A
- RIBRZEBOGH
« IRIE Amazon EC2 41 VAR AQOJ774)
+ CloudFormation A& Y ¥
c BEICLDIATLAEELE Amazon EC2 Auto Scaling FIN—7" 70T 1ETAICRBEND
« —f#&H% Amazon EC2 OV =)L OHE
s AVT7ZARTZIUFY¥ERAD
c AVIFARNTUOFYRAMERBFRAONY S
- BRTREDERAR
« SBRIZEF% Active Directory (AD) BSED Y > R
« Windows DCV #/\v &
« Amazon DCV N\—2 3 U BEHROKBEK
» RunBooks 0 &
s AVAM—IOREE

¢ AWS CloudFormation A& ¥ 7 (& WaitCondition received failed message; EWS XY +—2
T ZERTE £ A, Error:States.TaskFailed"

o ARV UNEEICHERE NI-EIZ AWS CloudFormation E X— )LIBHEIAZEE i)
o A ARYAY A U ) EIE vde-controller A K BUIRAE
« I®IF CloudFormation AZ Y INKEAT I IORNIT—ICRVHIBRICKAK TS
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« REQERTICCIDRFOY INFX—RTIS—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

c BZ®O AWS PAHDU Y RUADOI—H—IC VY —AD AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%E, 3<KKKATAR=DICRNET,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

+ Active Directory [CIBMIE hzA", RES (/& 1—4—

s BV AVOERBICEATERVI—H—

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
 [Storage (AR L —)]

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZNULTCTZTFANDATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZSZMLTLVEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aVv bR, ToTNEA VR PTERBADLCEEZRIATLLECERAETLE
A

c AVTZANTOF ¥
s EBBAVAZVAFBVO—RNG ==Y NTIL—=TF
s RETFAIRNYTOEE
« RESYITR-ZITEHO VDIs 2B/ BHIILEN HS
« Windows Virtual Desktop DO A T AV " EBEICREENTVET
&R Y — X CertificateRenewalNode D EA R ICFIEAE D BMHRA TN S
UENCEBEL TVERETFAINY THAERICESR TEALSZYELE
5 DNRETFAIMYTUAREBTEAD 225
T ATV N Y7 Windows D#E#HATIE "#ERESBAUShELLE, RFVAR—KIZ—"
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VDIsZ7OED I ZVJRETAEZY VTS
EBEIC VDISAATZREICED

s RERFAIRNYZTOAVR—FU b

Amazon EC2 A VARV AN AV =)L TR T #4#%V)IBRL R R

AD NDSMIZ KL 7= =8I vde-controller 1 > AR AN YA I LTWVWET /eVDl £
SA—)AKRBUEAPIALNAFIY URRR

V7RDITARY VmELTEMIREEL, TJOPI IR TAT IV ICRTENELD

cluster-manager Amazon CloudWatch A7 (IZ (&, T<user-home-init> 7 A MEEEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

A7 4 281TRO Windows FAZKY FIC TPHADMAFBMICHE>TVET., EEEICS
BULabe<EE ),

NEBIEEE D AD FREICEIT S DHCP A7’ 3 > D&

Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster A2 ¥ 24" "TDELETE_FAILED, JREET. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE

VDI OJo&>>O0—R

Linux EC2 A VREV AL 5007080 O—R
Windows EC2 f ARV AASOOJ 0V O—KR
WaitCondition TZ>—®M ECS O OUXNE

. FERE

D Z7ONAE—OFAIVITIAZNEIIROTEREONATAVIZ—
TEARY JQF -0V HELZWV

+ Active Directory M &

VDI AZ7OEDaZVJRETREBAZY L TVS A, VDI OEFEHNES #&IC VDI &
AD I—#—¢&LTOJA>TERY

SSO MBEHRICRES VI 7R—ZILICOTA>TERL
AD 1—H#—F, LinuxVDIs Z EEICEBLARTE, 774N SO EFERALTEHE—A

—y — =t 11/
T I75|<'jth75|2%553:11n, 226
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SSHTZ U LANEMIEB2TVHE, AD BRBEI—HF—BREIAKANCT I EATE S
A

RES AU Y —AARRY VIC& 2> TF7AOA & hi Active Directory DERTEER

- BEAERE 2024.x

- BEAERE 2024.x

(2024.12 & & T 2024.12.01) H L L\ Cognito 1—H — %X BT 2RO ERER D LK

(2024.12.01 LABT) HARLRXA DV ZEALT VD ICEETREE CEMERERIHET
S—_HFRETS

(2024.12 # & T 2024.12.01) Active Directory 1—H — @& AR AR IZ SSH TEEHA
(2024.10) FEBEE h /= VPCs

(2024.10 LA#T) Graphic #3814 ARV AR 47D VDl OEBICEAKLELE

(

(

2024 F8 A AT ZARNTZUOF ¥ AMI EE D %1E

2024.08) IRETF AV KRNY THIN—KNTY NARN ENARZLTL 714 ORABEALT
Amazon S3 /N Y NDFAHEV) /EEIAZZEN T RNTERV

(2024.06) AD =T BICAR—ANEBEFIRTIVDR EAFT Y723y hOERNKKT S
(2024.06 LABI) AD BH#iFIC RES ICEHIEhTWAEVWT =T X /)N—

(2024.06 BAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T Ubuntu VDIs DtF 1) F 1
fle 55 14

(2024.04-2024.04.02) VDI 1 Y AZAQO—NLNICT XY FEATVE W IAM 7 7 £ AFFHA
ERAFRERHEThELE

(2024.04.02 LAHI) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AR AN REL &\
(2024.04 & & TF 2024.04.01) GovCloud T® RES B M % B

(2024.04 - 2024.04.02) Linux {RA8F A Y kv 73 BEBEIC "TRESUMINGY AT—2ANE
FICBDIEMNDYVET

(2024.04.02 LAET) SAMAccountName BHC AXFE LR BHIFEF EENTLVD AD 1—
H—ORHEICEBLUEL =

(2024.04.02 LB BIAAKRARNCT I ERATREHDTSAR—hF—HFENTT

—MNBETFNYTEEZRIY

cDtEU>3a> Tk, RES HNEHBOBAICOVTHBALET,
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s ERBEOJBLTARNERY—A

- RIBZHROGAR

« IRIE Amazon EC2 1 AR A0OJ774)

+ CloudFormation A& Y &

s BBICKDATALABZELE Amazon EC2 Auto Scaling FIL—7T7OT1ET1ILRMREND
« —f#&E % Amazon EC2 2V — )L D&

s AVTZARZIUFY¥ERAD

s AVIZARNTIOFYRANERETFARAINY T

s BRTRREBOKRAN

« SBRIZ@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV 7/\v &
« Amazon DCV N—2 3 U BEHROKBER

EFMBZOTE LTI MEHRY —A

RSZTLND1—FAVIREZRVITOARTSRTES, REETNTLVIBROEETEELEY —
ANBYET,

REZHDOB
TF7AILBRTR, BV 3aVHAEQOI - —RBBEORRERE. XROBHICHUET,

* Linux: /etc/environment

* Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json

IR¥E Amazon EC2 A AR A0 774)

O7774)k, RESAHAERALTVWS AmazonEC2 /1 VAR AICFEELET, SSMEYS 3>
NEZ—v—%FALT, ChsOT77AINERARBDLEHICAARZRANDODEYSa EZRHALLCE
NTEEXT,

cluster-manager X° vdc-controller BE DA VT ZARTIF YA VARV AT, 77U r—>3
UREOMOOTRROEFRICHET,

+ /opt/idea/app/logs/application.log
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+ /root/bootstrap/logs/
 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
+ /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux (REFAI Y 7 TR, ATCRERMBEOT77MILAEENRTVLERT,

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows REF AV RNY TA VAR AOOT . CHYET,

» PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tl&, —ZOTF7 77U —>a3a> 000 8K ERODBFRICHY) ET,

» PS C:\Program Files\NICE\DCV\Server\bin

Windows Tld&. NICEDCVRERE7 7ML TIEH Y FT,

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch O Z')L—7

Amazon EC2 & AWS Lambda A>E1—7 1> 1)Y—2Alk. Amazon CloudWatch Log Groups
ICEHREOJICRELET. OJ I MNVAOOTIV NG, BENEBEONS /L1 —FT 4

RN BEERICERAZERERHELERT,
CNSDTL—TOERMFRODEHY TY,

e /aws/lambda/<envname>-/ - lambda related

BERBEOTVBRTARY MEHRY —A
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 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

OUTN—72RXDEER. ROXSIBANFENMNFOXFIHEZEALTT71IILEVTIDE
BHTI, ChiCKY, XFENEXFIZECAY -0 HIEThET,

?"ERROR" ?"error"
BMEZE-_XRVTJ92E51205%Ek. BHWOTF—R2%Z2RRTDI42ITY NEED Amazon
CloudWatch Dashboards Z/EX T2 & TT .

A, XFHIZ5—E ERRORDEEZNIRNTZV4DITY NEERL, ThESZETEL
TIZ7HLET, COFEICLY, NE—2VEEANAREL 2RI BENEEECHEDOHER
EEEICHREHTEERY,

AVTZARNTIOFYRAND OHIERRICRLULET, chaFERITRICEK. VJITUITEERL,
<envname> H K <region> BHZBEVXEICEEMRAET,

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {

"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
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stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false

Y2 AR—ROBIE, ROISICRRENET,

CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v v ‘ o) ‘ ‘ tTh  3h  12h 1d  3d 1w Custom [E | UTCtimezone V¥ H C I v H b4 H Actions ¥ ‘ Save

infrastructure hosts

40.00 @ 1. count()

30.00
20.00

10.00

— o P - : = P NE—W
10-28 21:11:48
19:00 20:00 — zrou 2200 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0800 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00  18:00

CloudFormation A& Y 2

RIEBOEREICERE 1= CloudFormation AR Y ZICIFk, REOREICEETDZIY—A, /1R
N, HOBBHIEENET,

ARG EIZ, ARYN, DY—A, BHETESBLT, ARV IICHITZBEHREMWBETEE
9,

RES AXY Y :

» <envname>-bootstrap

+ <envname>-cluster

* <envhame>-metrics

« <envhame>-directoryservice
+ <envname>-identity-provider
« <envname>-shared-storage
« <envname>-cluster-manager

* <envhame>-vdc
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* <envnhame>-bastion-host

FEREARY Y (FEREEFTOILTVT, ThSOABYY—AFRATE RVBER,
AWS NA N7 A=V AAVE1I—F AV ILIEREALTFEREO VY —RAEERTE S
T)o

« <envname>

* <envname>-Networking

» <envname>-DirectoryService
» <envhame>-Storage

+ <envname>-WindowsManagementHost

BEICKD AT ABEE Amazon EC2 Auto Scaling FIL—7TF 9T 1 EF 4 I Bk
=N

RES Uls A" —N—I5—%2RLTWBEHEE, RRET77VI5—232 Y7 RKNIJITRTOMORM
BETHHHEMN DY ET,

BAVTTZARNTIVF YO AmazonEC2 A VARV AQBE AT —) T ) —7 (ASGs) IC .
AVABVADART =) 0T IOTAET A Z2BRHETDDICKIADTITAETARTHFEENTL
F9, UR—DICIZ—HHDHBE. TERETIEARATERVEEE, AmazonEC2 1>V —=I)L T
BEOBRTUEA AR AEREL., BETS ASG O Auto Scaling FINL—TTFITF1ET143T
ZFIVYOLT, AMazonEC2 1 VARV ANBEIRL TVB A ESH ZRABLF T,

TOBEFK, 1 VAZ ADOBEET S Amazon CloudWatch A JIIL—7%#FEAL T, BEOER%
RTAREMOBHDIITS—HNOTICRBEEATVILNESH ERIELET, £, SSM Y 3>

V=L EFERLT, TORATORTPDA VARV ANODEY S AV EFE, VARV ANE
BEN—UVENTASGICL > TRTENBHIC, 1 VAZAOOT 774N 2R/BXNTRERRAZHE
ITBHEETEET,

CORBEHIRELIZIZEE, ASGOAVY—ILIERORSBTITAETAHFRRENDZENHYE
ERD

FAEOTBRTARY MNMERY —A 232
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.

<

Elastic Block Store
Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

— &89 7% Amazon EC2 Y — )L D A&

cOtEo2aviCE, EEETEBZRETHELTVDISATLORI =223y RFBEENTVLE
EE

AT ZANTOFYERAR
Amazon EC2 >V —=I)ITlk, FRAIKNYTHERITETNTLVAEVES, BE. AOKSIZHEYE

T RRENDA VARV AE, RESA U TFZANTIF ¥ Amazon EC2 RARNTT, 1V AR
VAZBDTLT714YOAIXRESEEZTY,

EC2 Dashboard x Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ Q mb5.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller -08800976c757717e6 ® Running @ Q mb.large
savings Plans O res-stage2-bastion-host 1-0523e5480f434581a ® Running @ e mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d  Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations
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AT AR OFYRANERETFRAONY S

Amazon EC2 A2V =) TR, REFRAIRNY THFRTENATVBEEG., KOKXKSIZEYET,
CDBE. REFRAIVNYTRRTRRENET, 1 VAZVABOY T4V IR, FRAUKY
7%1’Eﬁkb7“_1 H—T9, FROBEIFEEBEICREEN LY A BETHY., F7FILMD
"MyDesktopy EhlFE1—F—AFBEL LB TT,

EC2 Dashboard X Instances (7) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / A | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 Runnin méa.large
Spot Requests O [ 9 v P j © g @ g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

RTREOKRAN

Amazon EC2 AV =) TULEAAZV AN RTREND E, BEFIRKRTULETFAIRNY TR
ANCZBEYET, AV TUEREDA D TSARNSZIFYRARNNETNATVSRHE., &
CRLZA7 0O NFERHZBEEE. ETPOATLAOBEZRLTVSAEEN BV ET.

RKORE, BTUVLETFAINYTAVAZRAZRLTVET,
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EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

Instances (10) info

| Q, Find Instance by attribute or tag (case-sensitive)

| res-stage2 \ X |

| Clear filters

Oo0o0ODoo0ooooooaog

Name /'

res-stage2-cluster-manager
res-stage2-vdc-broker
res-stage2-vdc-controller
res-stage2-windows1-demoadming
res-stage2-rhel91-demoadmin4
res-stage2-bastion-host
res-stage2-aml21-demoadming
res-stage2-MyDesktop1-demoadmin4g
res-stage2-ProjectWork1-demoadmind

res-stage2-vdc-gateway

Instance ID

1-095bdc4c87321a4ff

i-041867308771e71d3

i-08800976c757717e6

i-092cdf6a7e52e9b%a

i-0b3d134f606a53636

I-0523e5480f434581a

1-023844b29¢c12b9393

1-022826¢122d8c78d5

i-09ba5d8ae152c6f25

1-00773bc97ccle841d

| Instance state
® Running
® Running
® Running

@ Terminated

@ Terminated

® Running

© Terminated

© Running
© Running

® Running

aQ
aQ
aaQ
aaQ
@Q
@aQ
@ Q
@ Q
@aQq
@aQq

Instance type ¥
mb5.large

mb5.large

mb5.large
mé6a.large
mé6a.large
m5.large
mé6a.large
mé6a.large
mé6a.large

mb.large

S BB IZ{E X% Active Directory (AD) BEN Y > R

R, AD

REREFHBERTIDEDICAZTZARNTIFYRANIANDTES Idap BIED

ANV ROBITT, FATD RXLPZOMHONTX—RICE, RBOERBFICADLIZ/NT X —
RERRTDILENHV)ET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &'

Windows AV Ny 7Tk, UTZFEALTHRETZ Y3V Z-—ERRTERT,

-D "CN=Admin,OU=Users, OU=CORP,DC=corp,DC=res,DC=com"

-D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name:windows1)

Windows DCV 7/\v &
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Amazon DCV /N\—> a3 EHROBE

Amazon DCV REFRAIKNY Ty a2 IlERAENET, AWS Amazon DCV, XDHlE, 1>
ARN=NLENTVWBDCVY I RNIDITON—>23a > aHRITdHEERLTVET,

>y oA
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks 0 & RE

ROEVYIVICE, BETITRMOHDHE. RELE. BEOMALECHTIREN ST
TVET,

s 1A=L DFERE
« AWS CloudFormation A X ¥ 7 [&WaitCondition received failed message; EWVS XY £&—T T
ZVER T& £ A, Error:States.TaskFailed"

o ARV IONEREIZERE N-%EIC AWS CloudFormation E X—J)LIBHANZEET hix )
o AVABRAY AT )LEIE vde-controller A %k BUIR RE
« IRIE CloudFormation AR Y INMIEAT IO RIS —ICKVHIBRIZKKRT S

Amazon DCV N—2 3 VEROBRE 236
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Research and Engineering Studio I—Y—HA K
s REOERFICCIDRZOY INTFX—RTIZ—ARELELL
« RIBERF D CloudFormation AR v JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN LK T D
- ID EEBOEE
+ iam:PassRole Z XTI 2RI BV FTLEA

s BN AWS TAHDY MUAADI—H—IC 1)V —AD AWS Research and Engineering Studio
ATV EAZFTL W

s RBIZOJA429%E, 3<<ICATAR=DICRWET,
s OJAVHTEO "I —HFRO2AVELEAI IF—
+ Active Directory [CIBIIE hzA", RES (/&N 1—4—
s BV avoEERICEATESVI—Y—
+ CloudWatch 92 AZ—XZX—2+—OJ0H A XFIREBI S —
e [Storage (AL —0)]
c RESZFALTIZPANIATLEERLELLES, VDIFRARENTREhFELBA
s RESEZNULTTIFANIATLEAR—RLUEA, VDIFRAKINT hEABZWV
« VDIKRARASHEAEETERLD
s PO LAFITRENI—AT—ADHI
« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVEEA
« AFTv7Tavh
« AFV T3V NDAT—RAN Failed THD
c ATV TP av NG, TTIINEAVR—RNTEBD 2 ECEERTIOTEEEICEHAThEY
Ao
c AVIZANTIOTF ¥
s EBBAVAZRANBVO—RNS =Ry NITIL—T
s RETFAVRNYTOREE
* RESTYI7R—ZITEHD VDIs 2 LB/BERITIHENHD
« Windows Virtual Desktop DO A T AV " EBEICREENTVET
« 5\EB1) Y — R CertificateRenewalNode D EAEFICIIHENEMNHREA TN D
s UAIICEEL TV ERETFAIVNY THAERCERETEA<BYELE
« 5ODRETFAVRNY TLAREBTEZL
« TAY Y7 Windows Q#EFAITIE TEBEABLUShELE, FFVAR—KRIT—"

RunBooks @ & 237
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« VDIs7OEDaZ>VJRETAEYIIS

EBEIC VDISAATZ7REICED

s RERFAIRNYZTOAVR—FU b

Amazon EC2 A VARV AN AV =)L TR T #4#%V)IBRL R R

AD NDSIIZ KL 7= =8I vde-controller 1 > AR AN YA I LTVWET /eVDl E
DA )AKRBUEAPIALNAFIY UERR

V7RDITARY VmELTEMIREEL, TJOPI IR TAT IV ICRTENELD

cluster-manager Amazon CloudWatch AZ'IZ (&, T<user-home-init> 7 AHDO MEELERATE
FtA. I—Y—ORPAZF > TVETL ERTFENFT (PHUNEFI—H—FETT ),

0742 F4T7RO Windows AT KYTZIC "TFADY MAEMCE2>TVET, EBEEICHE
WEDELSEZL,

HNEB/EE D AD FREICEE TS DHCP A 7> 3> ORE
Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster A2 ¥ 24" "TDELETE_FAILED, JREET. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE

VDI OJo&>>O0—R

Linux EC2 A VRE VAL 50O 0H 0> O—R
Windows EC2 f ARV AASOOJ 0V O—KR
WaitCondition TZ—®M ECS O OUXNE

. FERE

D Z7ONAE—OFAIVITIAZNEIIROTEREONATAVIZ—

TEARY JQF -0V HELZWV

+ Active Directory M &

« VDIAZ7OEDIZVIORETCRBEEAAZRY ILTVS A, VDI OXEEAES 2#&IC VDI Z AD

d—¥—cLTadq4rTceEn

SSO MBEHRICRES VI 7R—ZILICOTA>TERL

« ADd—%—(F, LinuxVDIs ZEEBICEFLIEETE, 77ALNT SV EEALTHR—LT A

LOKNVIETOEATEXREA

RuBoGSPAFTRE J 2 AN BMICBZ 2> TWD E, ADEEEI—H—RBBAAKRANITIEATERER
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s RESAZTBIY—AARRY VIC&2TF7AOA E hi Active Directory DERTEER

12 AM=I)LDOERE

NeEY D

« AWS CloudFormation A X ¥ 7 [&WaitCondition received failed message; E WS XY +=—T T %&
YER T& £t A, Error:States.TaskFailed"

« AZY INFEEICERE hz#&IC AWS CloudFormation E X—/LIBHIAZEE i

s AVABRAY A U I)LFE I vde-controller A"k BUR &

 IR¥E CloudFormation AR Y I FKEAT DI VRIT—ICKWHIRICAKT S

s REOERFICCIDR7OY INFX—RTIS—ARELELL

« RIFEERF D CloudFormation AR v JER D kK

» AdDomainAdminNode CREATE_FAILED THAE) Y —A (TFE) AXY VDERN KBTS

AWS CloudFormation A& ¥ 7 [&WaitCondition received failed message; £€W5 X v
t—2T ZERTE FH A, Error:States.TaskFailed"

BEERFETSICE. £VWSBETO Amazon CloudWatch OJ J ) —7" AN E F<stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CgaioOJd N —7THFERH 2560, HRAOICERTEZOTIIL—T2fAXNET, OTJAOT
TZ=XvE—TICE, BEICHIZHABRNI RTENET,

@ Note
NITA=BELCAR—AFBEVWC E ZHBLET,

ARV OIONEBICERE T =%I(C AWS CloudFormation E X—J)LBHANZEET i)

AWS CloudFormation AR Y IFEBICERENLERICEX—IIOBEZ2ZELEN > EEE
LT =#ERELET,

AVAN—IILDOREE 239
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1. EX=LTFRLANGX=ZHNELKADEThZZ#FELET,

EX—=ILT7RLANELLBEVWD, FUOEATEZWEEIE, Research and Engineering Studio
REZHRLTBFZ7O04/LFT,
2. AVARVAOH AT OERICOWVTIEE, Amazon EC2 2V =)L ZHERL T EEV,

<envname> 7’L 7 4 Y U AN O Amazon EC2 f VARV AN TEHRELTERRE N, FlL
WADARDAIZBEERZ SN BIFE, XY NJ—UFIE Active Directory D% E IC BEREA &
DAEMEN DY ET,

3.  AWS High Performance Compute L EZF 7’04 LTATU Y —REERL BE
. VPC., 7”ZAR—KNYTRXYRENT VY IHTZY N, BLOEZOMOZBERL 2N
X=BHABY DICE>THERENEEEZRRELET,
NIXA=BZDOVTIHAHNELLBEWVWEAIK, RESREZHBRLTBTF/OAI2HEN D5
EHNFBYET, FHICOVTR, "#REOTUAVAR =, #BSRBLTLIEEL,

4. MEOAFRVY—AZFEALTRREZF7O4LESBEEFE. XY NDJ—2 & Active Directory #°
FRENDEBEE—BHLTVBR I ZHAEBLET,

AVTZANTOF v A4 AR AN Active Directory ICIEFEICSMU EC L ZBERTI N
BEETY, ODATY T %&Ethe section called “4 > AR > A4 2 )L FE I=l& vde-controller A R BL
REE"L CRABEZEMRLET,

A2AR AY A )L E#=F vdc-controller A" 5k BUiR &E

COBBEOREAREOEVERRER. VY —RX (M) A" Active Directory IC#EHE S MTE R
woeTd,

BEZRILETSICE :

1. X RZA4 A5, vdc-controller DETHDA 2 ARZXVATSSM ENEY > aZREKBLE
9,

2. sudo su - ZE{TLET,
3. systemctl status sssd ZETLET,

AT—BRANFETIOT47, kB, FLEOTICIZ—HFRRENDEE, 41 AZ 2 Al Active
Directory ICZMTEELATL I,
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[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSMIZ—0O7
BREZHRTBICE

e EUIONVRSAVAAZRVAN S, cat /root/bootstrap/logs/userdata.log Z3£
TLTOJZR/RELET,

COBAICE. SOOBREKFEEOVThINEZSNET,
BAER 1: AAET N dap FEDOFFMANEL < 7L

AJZRELET. UTHFEBERYVIRENDEES., 12 AR AW Active Directory ICSINTE &
BATLIL,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds !

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))
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1. RESAZRY IDHERPICUTONTA—ZEAELADEhZEZBELET,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice.computers.ou

« directoryservice.name

2. DynamoDB F—7 I DB HEEZEHLET. 7—7 )Lk, T—7 IO T D DynamoDB
AV NLICHNET, T—T LB THEIHENHV) £F<stack name>.cluster-
settings,

3. T—T7ILEEHFLES, BEREA VAR AZRTL TW5 cluster-manager & vdc-
controller ZHIBR L £, Auto Scaling [&. DynamoDB T—7 LD BFHFOEZFERAL THL VA
VAR A'BBLET,

BARFERA 2: ServiceAccount I—H—FAELLK ADEThTLAEW

OJ A £ R 9EHSInsufficient permissions to modify computer account, AZXY UM
ERBFIC A U Tz ServiceAccount BAIEL < I VHATREMEA B V) £ T,

1. AWS 2V —)LH S Secrets Manager ZFE £,
2. directoryserviceServiceAccountUsername ZELET., >— LY NI THRIHE

NHV) ¥9<stack name>-directoryservice-ServiceAccountUsername,

3. —ULYPZERVWTHEER—ZZXRRLET, >—IJLYNET, >—JLY NMEDOEE 27
BRRL, 7L—2TFAN ZERLET,

4, ENFEFEILESEE. REOBREERTHO cluster-manager 1 > A X > A & vdc-controller A

VAR AZHBIBRLET. BEAT—1 Tk, Secrets Manager DH{FDEZFEAL THL L
AVARVAZHBLET,

BAERE 3: A& hi= ServiceAccount /NAT— RAEL < &L

OJ ERRENDFESInvalid credentials. AR Y I DOEREIC AL = ServiceAccount
NAD—RAELLBZVAREEN BV ET,
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1. AWS 2V —JLA S Secrets Manager ZB & £,
2. directoryserviceServiceAccountPassword ZBRELET, >—IL Y KNE THRIHE

NHV) F¥9<stack name>-directoryservice-ServiceAccountPassword,

3. —ULYPERVTEHFHR—DZRRLET, 2—TJLYNET, 2—JL Y NMEOEE %
BIRL, 7L—2TFAN ZERLET,

4. NAT—RZZNEBE., FEEADLENAT—RFELVAESHDASKWNEE
(&, Active Directory & Secrets Manager T/NAD—RZU+tY KTEFXT,

a. TNAT—RZEUEY KNT5IZIF AWS Managed Microsoft AD :

. AWS A2V —)lzRE&. ICBEL ET AWS Directory Service,
i. RESTALUNIDTFALIKYIDZERL, 7TUO>3a2ZBRLET,
i. 1—¥—NAT—ROUEY NEERLET,
iv. ServiceAccount 1—H—FZAHLET,
v. ILOUNADT—RZAHDL, NAT—ROULY NEBIRLET,
b. Secrets Manager T/NXAT—RZUEY NTDICE :

i. AWS Y —J)L%BE, Secrets Manager ICBEBL £,

ii. directoryserviceServiceAccountPassword Z# &L &ET, >—7
LY NE THIRENHV) £9<stack name>-directoryservice-
ServiceAccountPassword,

i. =LYy NERAVTHEAR—E2XRRLET, >—JLYRMNET, 2—0JL Y NE
OB #&#RL, 7L—>FTFADN 2 BRLET,

iv. [#mEE] ZBIRLFET,

v. ServiceAccount I—H—0O#FHL VWNAD—REZREL., REZBIRLET,

5. EEEHLEBEER. REORERITHO cluster-manager 4 > AR > A & vde-controller 1 >
AZ U AZHIBRL £ 9, Auto Scaling l&. RFTOEZFERAL THLWA AR AZEHLE

IR1E CloudFormation AZ Y INKEAT I ORIT—IZRYHEIRICEKTS

BEDKEATS IO NIZ—HNERET <env-name>-vdc CloudFormation A3 ¥ 2 O Bl ERA" kB
L %= A vdcdcvhostsecuritygroup, AV —I)L&ERAL TAWS RES FMERL EH T XY K
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FhEEEF1VFATIIN—TICREENSEZ AmazonEC2 F VAR AN BRETH A AREMN H V) E
9,

CHOREBEMBRTDICIE. COFETREBENEITNTO AMazonEC2 A VAR AEZREL TR
TLET, TOE, BREOHIKREZEBRETEXY,

REOERPICCIDR 7OY INFA—FTIT—HFRELELLE

BEZERTIE, LARVAAT—ZAN [FAILED]® CIDR 70OY INTFX—=RIZIZ—H KR
EhFET,

ITS5—0H -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREEBRRIDEDHICEET D ERE xx.x.0/24 FhF xxx.0/32 T,

RIBERF D CloudFormation A&X Y JERK D KB

REOERICEK. —EODY—AERARL =3 NEENET, — O -3 TR, BED
BEANFEL, CloudFormation AR Y JDERN KK T B AN BV F T,

COFE. REZHIKRL., EREZBHATLET. L@, HOV—J3a>TEREBHATIZEE
TZEET,

AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y U DIERH %k
BT

TFEREBEAZY VDERNROIS—TRBLESE, 1 VAZAORBEO7OES 3 - mh
I Amazon EC2 /Ny FHERAN FHE FREL oM HYET,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

KBMOEREZHETDICE :

1. SSMAT—KNYZ—2¥—7T, NYFERANREETNATVWEIHLESH, BLRFITRXTHDAA
BUOAICKLULTHREENTVRAESHEEELET,

2.  SSM RunCommand/Automation D ETERET, /NY FEHABEED SSM RF 1 X2 NOETH
AVARADOREBE—HITIHESHERELET,

3. IRIED AmazonEC2 A VARV AMOOT 7 7AILNT, O—AINAV AR AOOT LR %R
LT, 7AEDSaZ20dICA VARV AN BREBLEAES A 2HBLE T,

NY FEANMRRTEAENREL LEEE, BN SOBESEE 15 FRICRES A VAR AD
NYFERZESERT,

ID EE D RERE

SINH AT A (SSO) & ID BROEEALDMBER, REIANFRTRELET, SSOR
DBRECOVTR, UTFESBLTIEZL,

AN

+ the section called “IAM P A > T4 T 141> X—T®O SSO DFRE"
+ the section called “SSO AA® ID 77O\ & —DE&E"

ID ERBICBEETZTOMOBEZRNS /I 21—FT14 200321, UTFTONZ TN a1—F1>
TJREYOZSRLTLKEE,

NEY D

+ iam:PassRole ZE1TI2ERNI BV FLEA

B2®O AWS FHU 2 NSO I —H—IC )Y —AMH AWS Research and Engineering Studio A\
QT JEAZFAILEV

REICOJA95E, I<ICOTAR=DICEYVET,

OJA42ETRO " I—Y—HFREI2AVEELAL IT5—

Active Directory (CIBIE n/=A", RES (C\\ 1 —H—

Y3 OERBICERATE RV —Y—
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« CloudWatch 75 AR —XZ—vy—OJ0OH 4 A4IRBBIS —

iam:PassRole ZR{T I3 ERNI BV ETHA

iam:PassRole 790> 3> &2 T3HERIMNBVEVSIS—HFRRENEBEE. RUS—Z2FH
LTRESICO—NZETCENTEDRDICTAILENHYET,

—#D AWS H—EATR., FILVWH—EAO-LTRERFY—ERALCVYVchiO-I)ZEXKTS
KbWIC, BEOO-ILNZZOHY—EACEIENTEXRT, TOLHICE, Y—EALCO-I%Z
EIHERIYBETT,

ROBIOITZ—IE, marymajor EWSBEEID IAM 1—H =AYV =)L ZEHALTRES TF7 Y>3
VERITULESETRIERELET, EEL, cOT70>avad—EANRITIZICEK, T—EXR
A=A SHEENLEERAIIYUETT, XTU—IZEF, O—IIZd—EAICEITHIANIrGUEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DR —%EH L Tiam:PassRole 7V 3V ZRITTED RS ICTIHEN D
WET, YAR—MIBELZFEEF. AWSEEBEZICHSBEVADELSEEZY, Y41/ EREREZR
HULESEENEEETT,

B20OAWS PHDO Y MNAAOI—H—IZ UV —AD AWS Research and
Engineering Studio NOF7 A &FFAL iz

OTHI NOI—F—PEBAOAY, VI—ALTIELAIZLEHICEATEDO-ILZERK
TEET, O-LD5EZFZEERXID DY —ZEBETEET., VY—AR—ADRII—FKI:
E7O2EATMO—-ILVAN (ACL) ZHR—NIBH—EADHE, ThS5ORU—ZFEAL
T DIY—ANDT IV EAER/RETEXRT,

ARAICOVWTR, UTZZRL TS EE W

- TELTVR AWS TATUY RETUY—AANOT I 2AZRHTZHEICOVTE, IAM 11—
H—HA RO THRBELTVWBFO AWS FHIU MDD IAM A —H - NOTIEAZRETS ., %
ZRLTLIEE L,
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« Y—RN=FA—AWS THIVRNZVY—ANDT IV EAZRHTZHFECODVTR, IAM 11—
H—HARDO "H—RN—FT A —HFRETDAWSTHIOT I tAZRETS, ZZRL
TL<EEW,

+ D7IFL—232BUTT7IOEARAZRHIZFECOVTE, IAIMI—H—HA RO _"HE
TRAENEI—H—(ID7IFL—23NANOT7 I EAZERTSD, Z2ZRBL TS EEL,

« JARTADYRNT7RACO-NEVY—AR—ADRI S —ZFEATEIFEDEVICOVWT
. IAM I—H—FA RO "IAMO—)LEV Y —AR—ADRIZ—DIEV ) ZFRLTLEE
W

REICOJA292E, IKCATAUR=JICRIZET,

COMEEE. SSORENHENME>TLRHERICRELET., ABEEZREIDICE. I ~O—
F—AVABRVAOVEFIVIL. IZ—ABVAREERELET,

A7z T 21 .

1. CloudWatch OV —)L&ZHA&E £ 9,

2. OJIIL—=7hrs., EVWSBEOTIN—T2RDTET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#REWVWT, OJARNI—LDIT—Z®RELET,

REZETDICEF

1. DynamoDB 1V — )L &R <

2. Tables A5, EWSBHOT—7IZRDITE T <environment-name>.cluster-
settings,

3. T—7I)L%#BE. Explore table items #3&IR L £,
4., T7ANEZ—tEO23aveEREAL. ROEHRZEANLET,

- BME-F—
- X -%BT
+ {E -sso
5. [Run] (£17) ZEIRL E T,

ID EE 0O EE 247


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

Research and Engineering Studio I—H—H4A KR

6. BRENENFHT, SSOREF/AELWVWCEEZBRBELET., ELLS<EWESIF. sso_enabled
F—OE% False “ZELET,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. RESA—H—A2R—T7ITA4AILRY., SSO ZBREL XTI,

OJA42ETKO "I —HFREOPVEEALI I5—

A—H—NHNFRESAVE—TIARAICOATA 2 LEDELEEEIC TI—HF—=NFREO2DYEEBA, &
WS IZ—HNERREh, TOIL1—H—AH Active Directory IZFET D HE :

o I—HY—AN"RES ICEHEEYT., READ IC1—HY—%ZEML EBE

e IdA—HY—AHNEERESICABMENTVEVAIREENHYET, RESF 1 BECEICEABTS
o, ROEHBICI—Y—NEBMEhEIEE2FEL THEETILEN GDEANHYE
T, IICAMTARICEK. "1 OARATY FICHRVWE T Active Directory ICIEIE h A", RES
W1 —H—,

e A—HY—N RES ICHFETRHE :

1. BENYEINELKREENTVAR L ZHAELET., FHFHICOVTE., "> JL54
F2 (SSO) AR ID ZONA X —DFEEL Z2FRLTEEL,

2. SAML#HHBE SAMLE X—J)LOWABAI—HY—DEX—ITRLALIVEZTEhTLS
CEEBIELET,
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Active Directory ICIBMNE N /=A", RES ICAVWI—H—

(® Note

cDtEY>3aiFd RES 2024.10 LLETICEAENET, RES 2024.12 BABEIZOWVW TR, T
ESRBLTILKECVERHEFHTERITIDSE (U U —2X 2024.12 B KT 2024.12.01), RES
2025.03 BABBICDOW TR, T 28BUL K ECSVEBRZFHCHRAE G ELETDHE (U
1)—A 2025 F 3 B ),

11—+ —% Active Directory ICIEMNUL TE RES ICBEVWESIE. ADRHZ RNV H—TB2XENf HYE
9, ADEHiIE, ADIT>MU%Z RESIREICAR—NT S Lambda BEICK > T 1 BB EICE
TEhET, HILLI—HY—FLZEIIL—TZEML &, ROBB7OCLANERTENDETICE
HEAEUD N HY) FT, Amazon Simple Queue Service N SFEI TR ERBTEE T,

BB7O0EAZFHTHHELET,

Amazon SQS IV —)L ZHE&E XY,

1

2. F1—Hms5, &BIRL EI<environment-name>-cluster-manager-tasks.fifo.
3. AVvE—C0RELEF] ZEBRLET,

4. XV E—IAERXICE, KODRSICABLET,

{ "name": "adsync.sync-from-ad", "payload": {} }

XvtE—0)—71IDICE, KDKSICAHBDLET, adsync.sync-from-ad

XV E—DFRHERID ICRE, FUFLBRBFNFIHEADLET, COIVRNUE, BES
PURICITOAEITXNTORTEL ERFEBDIMBENHYNET, TS5LEVE, UIOITANIE
HWENET,

Ty a nERBICERTELRV I —Y—

v a EERTIEEEN. &Y 32 OEREKIC Active Directory IZEL TWD 1—H—A"F
ATERWVEE, 11— —RBNHTOTA >V ITR2RBENHDIHEENHVET, Ev2a (k7074
THRI1I—H—IRHLTORMERTEET, PUOTA7RI—HY—F, P<EE1EREICOTA
VIRRENHYET,
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CloudWatch 9 S AR —YZX—>v—O7 0 A4 X4IBREBBIS—

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch 7 5 AZ—IXZ— v —OJICCODIT—NRRENEHE, ldap BENIRL 21—
H—L A—RNFZIEZMEMN BV ET. COBMBEEEIETSICIE, IDP O ldap REALRO IR
ZEXLET,

[Storage (A B L —0)]

NeY D

« RESZFERALT77ANATLAZERLELEN, VDIKAKINTREhFERA

* RESZNLTTIZPALNSATLEFVAR—RLEN, VDIRAKNIIT hEhEY

« VDITRARD SFHRAEETERL

* RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL 2A'. RXALIZESMLTVEEA

RES ZHERALTI77ANIATLEZERLEL LN, VDIFRANIRTI hEAFE
A

T7ANATALIEFE, VDIRARNTNY D NTHIC "FRARE RETHIVENFN HVYVET, UT
DATYTICR®2T, 77ANAT LN BBERETHD L Z2BAELET,

Amazon EFS

1. Amazon EFS OV —)LICBBLE T,

2. 77 AN AT LAOREN FERATETHD D ZBIEBLET,

3. 77AN AT LOREN ERATETHEVESIE. VDIFRANEREHITIHICEFEEET,

Amazon FSx ONTAP

1. Amazon FSx AV —I)LICBEBL X,
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2. AT— B AN ERAAETHBD L EZBABLET,
3. Status A"EATEETHE WSS, VDIKANZRETHEIICHFEET,

RESZNULTT77PAINIATLEZAVR—RLEAD, VDIKARNINTY hEhiz

RESICHAZVIR—RENDTT7ANZATALILRE, VDIRARFTT7FANATLEITRNTESD
KO, BEBEFIVTATIL—TIL—IIHFBEENATVIBENHBVET, ChsOT77AILY
AT LI RES OABTHEREND /-, RESEREIZEF1 VT4 TIIL—TI—IZ2EELFE
Ao

AVR=—RENLETFANDATALACHBEGT SN IEEFIVTATIL—TRB. ROANDVRE
74V D RHATILENHY)ET,

. Linux" RARASDONFS K57 1494 (R— K~:2049)
- Windows " RARAS®D SMB RS 7 14 ¥4 (K— I: 445)

VDI RARD SFABE TERZL

ONTAP &, 7R 1—A® UNIX, NTFS, MIXED ¥ 1UT 1 ARAI)NZHR—KNLTVET, &
FAVTAARAZAIE, ONTAP A F—R TVt AZHHIZI-HICERAIZT IV EAFAORAT
E,. CNSOT IV EAHAZEETER VAT UNRATZRELET,

BIZE, RUI—LFUNXEFIUTAI ARSI EFEALTVSRHETE, ONTAP OXIILF7'O
RIOILEBHIZKY, SMBUTA T NIBIEHRET—RICT IV RATERT (L., EYIZFREE
BRUORBAETNZBEEICEYET ), 2L, ONTAPIR UNIX VSA T ROINZAT 14TV —
ILWEERALTEETED UNX 7O EAHFAZFEALET,

TOEAHTREOI—RT—ADH
Linux 7—20—RTO UNIX ARAIILORY) 1 —LDERA

TOEAFAE, O1—H—0 sudoer TRRETEEXT, LA, XDOBITE., /<project-
name> FA LI MVIZHT B <group-ID>RTEBHAMY/BEERAAT IV EAFTOITXNTOX Y
N—ER/HELERT,
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sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & T Windows 7—2J0—RT®O NTFS AZAIINDR) 1 —LDOEA

HETOELAFAE. BEO7AINFZO£EE7ONT 1 Z2FEALTERETE XY, L&xl@F, 1—
H—user_01& 7 # LA HHBFEmyfolder, Full Control, . ChangeEkld OTF7 VA5
AJReadZ AllowE lF ([CERETE £ JDeny,
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+ | ~ I Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1|  Share Pemissions o

Dis (@roup or user names:
Evernyone
e
 folder
folder
Add... Femove Iolder
folder

Pemissions for Everyone Allow

Full Control
Change
Read

folder

odo 3

folder

folder

folder

folder

folder
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Linux 724 7> & Windows 954 F7 2 ROBEATR) I —LZFERATSDESE. Linux 1—H—
Z%E U 1—Y—%RIC domain\username @ NetBIOS RX 4 U BERICEENTZ2RAINYEY
% SVMICERETRDHENHVYET, Chik, Linux I—H—& Windows I—H—NDETE#RT S =
HIZKETT, U7PLVAICDOVWTIEE, "Amazon FSx for NetApp ONTAP (&2 Y )LF7' O K
LO—00—ROEML: ZBRBLTLEEL,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXALIZSmL TL
FtA

{7, RES OV —JLA S Amazon FSx for NetApp ONTAP Z#ER T3 L., 77 AN AT LIRS
O aZ-> I hEzIH., RXLICSMULERA, FERLE ONTAP 77 4L AT A SVM %
RXAICEATBIZIE. "Microsoft Active Directory SVMs DS 1 28 L T, Amazon FSx T
V=) OFIBICH>TLKEES VY, REBEHRTIEAFAAN AD O Amazon FSx Y —E AT T~
CEFENTVBCEERRBLET, SIMA RXAVICERICSBMLAES, SUMBE > T KK
1> N>SMBDNS RICBEHL, BTHEICKED O DNSEZIE—LFT,

RXAVICEALES, 9T5ARX—RE DynamoDB 7—7 )L T SMBDNS SREF —#MmMEL T,

1. Amazon DynamoDB 1>V —JLICBEIL £,
2. Tables ZiERL., ZEIRL F£J<stack-name>-cluster-settings,
3. TExplore table itemsy T, 71 EX—ZRBAL. XOT71I)LZ—ZAHLET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEhZEHBZERL, RIZT0>a>, GEEEBZERLFT,
5 Uil JE—L 77 SMBDNS ZCEZEHMLET,
6. (RFLTHU®] ZBIRLE T,

TSI, T7ANDATALAICBER TS A EEF I UFT 1 TI—7H, Amazon VPC IC&BD T 7 A
WOATLATOEADARO—)THRENATVWERNS 74 0ZFTLTVWBCEZERLET,
T77ANATLZERATEIHLV VDI RARNE, RXA2IZSMLTWD SVMETT7AILD AT
LBZNTDRNTEDBDRSICBEYEL =,
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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F/zl&. RES Onboard File System #8EZ AL TRXA 2V IZBEICSMLU TVWABEFOT7 74T R
TLAEAVR—RIBDEETEETT, REBENSTPALNIATAL, AVR—RITIFPAILZART
LZBIRLET,

AFv7ayv i

KEY D
« AFYVT723Y R NDAT—RAN Failed TH D
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

ATV 723V NOAT—RAN Failed TH B

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2+ —®O CloudWatch O AN TREEEZBELE T, BERT—TINITIRFAVR—KEhi
WCENRBBTERENTVERHEEREF., AF Y723y NNFEMNBIRETHD L EERELET,

1. metadata.json 77 A J)LEA T O—RL, EEETEET—7 )LD ExportStatus D AT7—R AN
COMPLETED TH3 L Z2HRLET, X FE4LT—7I)LIZ ExportManifest7 4 —JL RA
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REENTVWA L ZBFELET, LROT A= RARETNTOWEWESE, ATy T3y
NEEWBZRETHY, RFYT23ay NOERABETEEATEEEA,

2. AF Y73y NOEREBBLES, RF Y73 Y NROATF—RAAN RES T COMPLETED
L2 TVBREZBERLET, ATV 72aYy hNOERTORAICEZRKRS5~10 00D E
To ATV 723y NEER—JEBO—RFLEFEBT7I7EALT, AFv7>ay NFEEIC
ERENECEZBREBLET, ChiCkY, ERENERAFTY T2 a3y MBI RREICEY E
E

12T ZANZDOF+

NeEY S
« EBBAVAZANEVWAO—RNSG Y —2—45'Y NTI)I—7

EEBBAVARANFBZVWO—RNZ Y —2—5Y NTII—=7

F—N—I5— XY t—IBEQOHBEN Ul CRRENDH, FRAIMNY T Y AVHFBERTESL
WEE, 4127 FARNTZTF ¥ D AmazonEC2 1 ARV AICEBEAN H D WRMEANH VKT,

BEOREREHETDHEFK., £9 AmazonEC2 AV —ILT, B#YWERLETL, ILLA AR
VAILBEBRIASNTVREEDND AMazonEC2 A VARV AN B WA ZHRTDETT, T
NFE k. Amazon CloudWatch logsZF I VvV L T RRAZHBETEE T,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLICEHEN 5T
M HDCEZRIOE,. AmazonEC2 OV Y =)L TROD 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWEETT,

BEOABOHZRZRLES,
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)
elect values in this table to see corresponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 [o]

Elastic IPs

Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status details

Key Pairs
[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @© healthy
Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

Healthy T RUA 0 DBE, VIVITANERETE S AmazonEC2 1 VARV AN BV &R
LET,

Unhealthy T KU A 0 AADBEIE, Amazon EC2 1 VARV AN BIRL TV S AlgeEN H V) F
T ctild, 1 VARN=ILENTVRTTIVT—232YTRIDITHIANLAFIVOICEKELTY
BOWCENRRTHDAEMEN B ET,

Healthy T> N & Unhealthy T R OWEEA 0 DFBE. XY NIT—VOREZADOAEEMERL
F9, LA, NTVYIHTRYRNETTAR—=NGFT XY NI, HIETD AZs FEVEE
FHVET, COREBIRETDE, IYRND—IORENFFEIDEEZRTEMOTFANNTOY
V=)ICRRENDBENHYET,

BRETFATIRNY TOEE

NeEY D

* RESTYI7R—ZITEHD VDIs 2 RB/BERITIBENHD

Windows Virtual Desktop QAT A > T AT M EBEBCRETSNTVET
SAEB1) Y — A CertificateRenewalNode DA ICFIBAE QBRI TN D
REICBELTVAEREFRAINY A EREICERTERS<AYELE

5 DNRBTFAIRNY T UARBETE )
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« TAYZ MY 7 Windows Q#EFAITIE TEBEABLUShELE, FZVAR—KRIT—"

« VDIsZ7AOEDa Z_ 2V JRETARY VTS

o EERIC VDISK TS —IREIZZD

RES VI7R—ZITEZHD VDIs 2 2B/ BRITISEN HD

Z8O VDIs Z#/NY FTRBFELIEBRETSE, DynamoDB environment-name.vdc.dcv-
broker.dcvServer T—7 I AICEREENEZ7OED IV RAIL—TY N (5~20) FYERTIS—
REICBEDARENFHYET,

COBMBZERBISICE. RICRTKSIC. AWS DynamoDB >V —ILMenvironment -
name .vdc.dcv-broker.dcvServerT—7 I DB AFZEHIMY /BEAXKFYNIF4—1ZY
Z, BEOFYNITA—EARRT—RICEIVTEETZEET,
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand ] [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info

Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.
© on

O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

v Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

520 VDIs ZEBBTDICIE. WIWCUDEERAKAARL—IVHAMBETHY ., SABY/EFEIA
AEYNITA—IZYRNEZEETDE, RESOORNHEETHAHEMN BB ITEELTL
ZEWV, FMICDWTIEE. Amazon DynamoDB OB E&ER—JT7OED a2 RFY /NI T1ORE
ZHFELTL<EE\, DynamoDB
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Windows Virtual Desktop DO A > FHO 2 R EBEICKREENTVET

RES 7 I 77R—2%)L T Windows Virtual Desktop ZR2BET&E 24", BERKICOJA 2 THAI ME
BEICEREENTVSESE. Windows VDI A Active Directory IZIEEICS ML TWEVHREMEN & V)
9,

MR I BICIk, Amazon EC2 2V —JLA S Windows 1 > AR AICERHEL., OT—RAKNTY
707 =ML EIC:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\e THEDIZ—XYt—[Join AD] authorization failed:l&. 1 AR A
HFADICSIMTERBA 2 IECEEZRLET, BEOFHMICOVWTE. OJY)L—74 T CloudWatch
@ Cluster Manager O% /<res-environment-name>/cluster-managerZ#z L T<E&E V),

* Insufficient permissions to modify computer account
c COIZ—k, Y—EARATAHDNIADICOAVELI—2ZEMTZENET IV EAFAN &
WZ &ZRUE T, Microsoft Active Directory DY —EATHIO N&EFRETS T, O3
T, Y—ERAT7HVNIBEBRT VAT ZERL TLEEL,
 Invalid Credentials
« AD DY —ERAT7HV Y NOFERHROBMHRI T TVS A, RO LFRIAIEBAIEEENT
WET, Y —ERAT7HIY NORIMEREBRBRELIEEH T SICE. Secrets Manager 1Y —
WCNAD—REREFETED—IVLY NMITUVEALET, RES IRED Identity Management
R—= M Active Directory Domain @ Service Account Credentials Secret ARN 7 1 —JL RT, C
D>—ILYRNDARNDNELVWC EZHBRELET,

S\EB1) Y — A CertificateRenewalNode O E A EIZEIEAZS O A ZIERN YIS

AE)Y—ALZEZFT7OA L, Linux VDIs ND#E#:"The connection has been closed.
Transport error"HlZ EVWSIT—HARELLBE, KRETEMEOSWVWEREIE, Linux T pip
AVARN=INADNELLBVLESICEBNICEHRFE NBEVHRINOLRETT, (ASOEVH
BRI 3NATT,

Amazon CloudWatch OJ 7 I)L—7" &, ROKSHBXY - TEFERTIZ—Z207ICRRT
% <envname>/vdc/dcv-connection-gatewayZ &N H Y £ I,

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-
gateway | dcv-connection-gateway_10.3.146.195 |
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
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| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

BREZHERTSICE:

1. AWS PHUY KT, EC2LLBBLET, EVSEMDI VARV AN & BBAR-
CertificateRenewalNode-*, 1 AR AZKTLET,

2. Lambda ICBEBILET., £ELVSBETM Lambda BN RRE h*-
CertificateRenewallLambda-*, Lambda d— RICKXDEKDIBEDHABZVAERL TS
(A

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}"')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. BHOAEIY—RACerts ARYIT7L—RNI2VWTWR, 25525 BLTLEETV, T
7'L—NBNT Lambda J—RZRBDIFET: VY —XR - CertificateRenewalLambda - 7°0/\ 7 1
> =R ROKSBEODHNFHYET,

sudo yum install -y wget
export HOME=/tmp/home
mkdir -p $HOME

cd /tmp
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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4.

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

*_CertificateRenewalLambda-* Lambda B OATY 20 O3 #ATY 73
ODO—RICBEMZET., T7O4%ZBIRL., I—REENEMCERDETEHEEET,

Lambda BAZFEH TRV A—TFBICKk, TARNZTIZBEBL, TANEBRLET, BO
ADRFBEBV)EHEA, ChIZKV), Secret Manager T Certificate >~—%2 L ¥ ~ & PrivateKey
—OLYNEEHITBDAAEEC2 A VAR ANERENET,

BE1F D dev-gateway 1 VAR A%H# T % <env-name>-vdc-gateway & &, BEIRT —
DT IN=THFHLOVA AR AZBBNICF7O1/T202HFE5FT,

BENCEEL TOEREBETFAINY THERBICERTERSAZYELE

TFAONY TEHEABAUSAEY), BETELBLSB 2V TDE, EBEHBED AmazonEC2 1 VA
BUOANKBTBEDD., AmazonEC2 1 VARV AN RES RIBA TR TELREELEN LI EANRE
THIUEMNHNET, EEEUIOAT AR, EEETREZSIEHEXRTITDEENHY
FIH., BEROFBTEREBLET,

Amazon EC2 OV —I)LZERAL T, AV AR AN KT ERRFELEENELAESH ZHIT D 24
ENHYET, FLELEBEIEF. E5—ERBLTAHATLSESTV, RENFrERTLEEEE. BIOFA
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IRV TR IBBENBYVET, I—F—OKR—LTFALINIIREELLET—XEF, HLL
AVAZADRBEICSIEHREFEATEET,

BEIICKRBUIEA VAR AN ERE U ICERERTENTVWRHEE., EEE VI ZFEALTRT
TRIRENHRIBEENBYUET,

520REBTFARAIVNYTULEBETERZV

A—H—HNEHTEZRB/TFRAINYTOBROTTAILNOFIRE S5 TF, Chik, ROKSICE
BEU ZERALTEBRENEETERT,

« FRONY TRECBBLET,

[—f8] 27 &BRLET,
TOVIORSEDI—H—HBENDOF I AL NOFTEN LY AV OERICHDRET A
CEBIRL, EESEAFLVECEZELET,

[Submit] ZZIRL TL &L,

c R—TEEHLT, FLUBREFBEENTVBCEERBLET,

FTATKNY 7 Windows D#EFERTIE T#EENMBEALUShELE, RS AR—KI
3_"

Windows AT hY 7##&HA Ul T2 — T#EHEFEAUShELLE, RSV AR—KI
Z—1 o Windows 1 VAR ATOMAEDEKICEET S DCV H—/N—VY 7 NIJ I 7 ORBEN R
HTHBAREENrHYET,

Amazon CloudWatch OJ JI)L—7 &, ROKSBAY - TEERTIS—20OJICRET
%<envname>/vdc/dcv-connection-gatewayB &N H Y £ I,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]
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Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

CN/E. SSMEYSaUINZR—v—&ZFEAL T Windows 1 AR ANDELGEZRE, XD 2
DOIIAZEME TV 7AIEBIBRTACENBRENDAREMENI BV ET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774N EEBHNICEERE N, ThUROERRITAIKDTIAEEN B KT,

COFETHBEZBAL., Windows TRV MY 7OFHLVWEBTREUIZ—HFRELEESE. V
TRIITAZY VDOER B EFERAL T, BERESNEIBRAET7 7ML Z2ECEEA VARV A
OF LW Windows V7 RDVITARY VRERLET, ChickY), EESEBEERKICEATE
% Windows V7 NI ITARY INFERENET,

VDIsZ’ OB aZ JRETAZRY VT3

TFAINYTEBFrEBEZEVIO7OED IV TREOEETHDH5EE. WO2POERANER
5h&EY,

RERZHBETDICE. FAOINYTA VAR AOOT7 774 28N, BEORREE>TVSTH
REEOHDZIZ—ZHLET, CORFIXVNIK, OY 77 4)LE Amazon CloudWatch O4 &
L= DOUARNFEENTSY), BABOTBLTARY MEBRY—AEVWSSRIIHFFVEED
JAVICHEBEBBRAEENRTVET,
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COBEORENZRREROEL TT,

« FEAHENTWVS AMIID & software-stack & L TEBFEENTVWETAH, RES TlEHR—KEThTV
Tt A,

Amazon XA X— (AMD) ICSEBEBREFLEEY I EWES, 7—NANZYZ770OE
SAZVIARAVIVTRNERTTEERBATLUL, Linux 1 VARV ABE, 1 AR A/Toot/
bootstrap/logs/MOT 77 AI)ICIE. ChICBETR2ERBBERNIEENTVEIHENHYE
¥, AWS Marketplace A SEUEL 7= AMIsID Ik, RES TFAURNY TA VAR ATIRREEEL &L
BENFHYVET, HR—KREhTVRIDLESHEBRBITDICE, TANNSBRETT,

o« I—H—F—RZAV DT NE, Windows RIEFRAIRNY TA VAR AN DAR L AMI A SEE
ThiEZBICRTENFERA,

F72)RTR, I—H—F—RAV VT & Amazon EC2 41 VAR ADREFIC 1 BIETE
hEYT, BEOREBTFAINYTA VARV AL S AMI ZHERL., TOAMIICY 7 RTITA
2V 0BRLT, COVIRNIITAEY ITRHORBTFAINY TZEBLELSETRE,
A—H—F—B2ARA7VTREFHLWMRETFAIRNY TA VARV ATRETEhE A,

CORBEEMBRTBICIE. AMIDERICERA LU ETOEREBTFRAINY TA VAR ATEREL
LT PowerShell AN R4 ROEBEE, XOOX RZEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIZ, AVAZVADSHFLWVWAM ZERLET, HILLWAMIZERALTY I RNIDITARY D
ZEFL, BTHLWMRETFRAIONY T ZEBHTEE T, 7OED a2V JREOFEFFODA 2 AX
VATEAUON REERITL, 1 VAR AZBEHL TRETFRINY 7Y 30 Z28ETS
CEETEFRTHN, REZADOHS AMI A SHIOEEFRAINY T72EBHTHE., AIUBENE
ERETDEIEFELTLSLEEL,

HEEI&IC VDIsH TS —IREEICHK S

ZZASNBEBE 1 R—LT7T7AINIATAIL, BB POSX TV EAFHAZEFE > I-—HY—0OF/L
TRNUBFHIET,

chiE, ROZFIVANFETRERIBEEAITAEAETHDAREEN BV ET,
1. 704 &l RES /N—2 32 1F 2024.01 AT,
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2.RESAZYUOTF7OA/4FIC, O BMN (CEEEEnableLdapIDMappingE NE L =True,

3. RESAZRY VDT 7OARICEEENIER—LT7AIN AT ALK, RES 2024.01 &KV HID
N—23a>TERAES D, %& EnableLdapIDMappinglcBEL TUBINRETHERAE M E
L %zFalse,

RFIE: 77 ANATLARAOI—HY—F4LIKN) ZHIBRLET,
1. DFAR—~NZX—T ¥ —RARAND SSM,
2. cd /home.

3.1s-F, . . BEQOI—HY—RIC—HIBZDTALINIBZE DTF4L I M)adninlz—%&
RRTBILENHY) FTadmin2,

4. F4LUKY ZEIBRLETsudo rm -r 'dir_name's, ssm-user ¥4 LU KU & ec2-user
FALORNIZBIBRLIBEWTLSEE L,

5. 1—H'—HF#HLWVenv CERICAHENTVWREAK, 1——0DDBF—7IAS5I1—H—
M ZHIBRL £ (clusteradmin ZBR< ) o

6. AD RIHADBHM - VT AX—NF—2 ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adTETLE T,

7. RESTIJR—HS ErrorREED VDI A 2 AX A BHRELET, VDI A4 20 9
Readyqﬁﬁ?tlg 3-% tiﬁﬁwubi?o

REFAIRNYTAVR=-FT N

(N =Ry

Amazon EC2 A VARV AN AV =)L TR T %= #&V)IRLU R R

AD NDSIIZKkBL 7= =8 (2 vdc-controller 1 AR AN YA I LTVET /eVDl EZ 21—
ILAKRBL 7= APIANATF I Y URERK

VIRNIDITARY DZRBELTEMTDEEIL, JOSITIORDTINEA T ICRRENZWV

cluster-manager Amazon CloudWatch A7 ICl&. "<user-home-init> 7HJ NEEERATER
BA, I—Y—0EHZF>TLVERT, tﬁméhi@“( HohFI—H—ETT ),

O A4 2 EATEEO Windows TAIORKY 02 TPHO NFEMCE>TVET, BEEEICHSEAV
EhE<EET VY,

SNEB/EEED AD SR EICEE TS DHCP A 7> 3> OREE
Firefox T — MOZILLA PKIX ERROR_REQUIRED TLS FEATURE_MISSING
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Amazon EC2 A VAR AN AV =) TR T &EV)ERLERTR

AVTSARNTIOF YA AREZ AN Amazon EC2 AV =)L TR TEHEL TEYIRLERRES h
2548, ERETOREICBEEL TVWATAEMEN BV, 1V TFARNSIFYA ARV AZRATIZ
EO2TEBVYWET, UTIC, EREBETSDHEERLET,

Amazon EC2 1>V —)L T vdc-controller 1 > AR AN K TIREERYIRITBEE. >—UL Y b
97ﬁEb<&UTzﬁﬁ5U¥¢oMBL&OTﬁ%éh%/—QbWFL@\4/771#7

DF ¥ D Amazon EC2 A VARV AILTRYFENLEIAM T VA MO—IILRUS —O—E &
LTERAETNBRINBHYET, vde-controller A*H 4 2)LLTWVWT, CloudWatch OF 7 )IL—7°I2R
NDIT—HFRRENEFE, >—ILY M ELLRIFHFEATVEVWTESENAHYET, >—
LY NI, RORTZFGIRBENFN HDEITFELTLSEEL,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

C DI Z—® Amazon CloudWatch O XY E—2 &, ROELDICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5WI9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

AMazon EC2 AV ARV ADMRT#FIvVvIL, LRBOVARNE—BTBHRE2HERALET,

AD \NDSNIC KB L == (Z vdc-controller £ VAR AN AL LTVET /
eVDI EZ 12— )KL E APIAIAF IV OERR

eVDI EZ 1 —IHFANLAFIY VICKRELIEBE, BRRAT—FA I3V ICUATHARRENE
ER
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Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tec< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t€C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t€C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

COFE, TNYTO—MBWBENARK, VF7AR—NZ—Tv—0 CloudWatch AV ZFAXD & T
T, (EVWSBEOOT VI —T%ZHL £9 <env-name>/cluster-manager, )

EASNDHEE :

s OJICTFAMNMEENTVBE S Insufficient permissions, res AZ Y U DEREFIC
FBEE iz ServiceAccount I—H—FDARIIHAEL W L EBERL TS EETL,

OJ13086

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

+ SecretsManager 1V =LA S, RES #7041 FIZRME 13 ServiceAccount 1—H—F(C
TOtATEET, Secrets Manager TRET2—UL Y hE2RERL, 7L—FTFANDOE
BEZBERLET, I —BHFELLBEVWEER. MEEZBRLT—IL Y MEZEHLE
9, WIED cluster-manager 1 > AX > A& vdc-controller f VAR A%ZETLET, LW
AR ARRELUREICBEYFT,
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s BEENENALIY —AAZY VICK2THEREhED)Y—AZFEALTVWREES, 1—Y—=R
l& "ServiceAccount; THEUENH'ET., RES ODF 7 OA FIZ DisableADIJoin/NT X —
AN False ICEREET N TWVWBIHE. ServiceAccounty 1—H—IZC AD TAE1—&2AT T
INBERTDITIVEAFUN BB 2BRELET,

s FRALAEI-HY—BNAELVLY, OJICTFANNFEENTVWSEHEASInvalid credentials,
ABUENAD—RAEE->TWVWSD A, BMHEBENA YN TV AIEMELNH V) FT,

0717086

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', 'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

s REBOERFICADLE/NAT—RIE, Secrets Manager 1YV —JLIC/NAT—R
EREFETDV—IVLYRNITIVEALTHRIMBD CENTEXRT, 2—ILYBM (&
E<env_name>directoryserviceServiceAccountPassword) Z&ERL, 7L—2FF A
NOEESZERLET,

« =LY RMODNAD—RAELLBWVWEER., MEZERLT—ILY NOEZEHLE
9, JWIED cluster-manager 4 > AX > A& vdc-controller 1 VARV AZETLET, HILL
AVARVAREFHENEENAT—RZFEAL, RELVLLEREIERYET,

« NAD—RHNELWHE, #HE it Active Directory TNAT— ROBMERA TN TWS T
BEMEAN" H V) ET, HRAIC Active Directory T/NAT—REZUEY RLTHAS, >—JL Y RN%E
EHMITBIHMEN BV ET, Directory Service 122 — )L A S Active Directory TI1—H—nD/VA
J—RZUEY RTEZET,

1. BYIBF4L UM ID ZEIRT S

2.70>3ary, A—¥—NAD—ROUtY hZ2BRL., 1—H—=F (ServiceAccounts % &)
EFLWNRAD—RZTA—LICAHDLET,

B HFHULKBELENAD—RFUBIONAD—RERBDFEEF, X
J59 % Secret Manager >— VLY RONAD—RZEFHLET (Hi:

<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 4 > AR > A& vdc-controller 1 > AR A&ELTLET, HILLA
VARV AREZELEREICEYET,
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V7RIITAEY VZmELTEMIDEEILL, 7O T ORNNFTINEIUICERT
chaz\

COBER, I——THIO2NEAD OFHICEET S ROMEICEEL TVS AEENHY)
£F9, COBMBHARELLEBERF. VTARX—TZX—2 ¥ —0O Amazon CloudWatch OJ ' )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ") ZFTv VLT, RAANRUABEEL TVWA L ZHEHLET,

cluster-manager Amazon CloudWatch O (&, T<user-home-init> 7 AT NE &
ERRATEFEFRA, I——ORBPZF>TVWET L ERTENET (THVNE
1—'&‘—%_{“? ) o

SQS Y7 RIVZAN—., I—HY—THIVNITIEATERZVES, EZS—RETERIL—7
CHE>TVWERT, COO—RE, I—Y—0RBPICI - —DR—LT 7ML ATLZERL &
SelLlEECNIA—ETIET,

A—H—TFHIVKNCTIEATERVERE. FHEBO AD L T RES A'LE

LLRETIAhTVWEWESDTT, &AW, BIRES REDERBICERE L
ServiceAccountCredentialsSecretArn/N\ZX—ZDEHNAEL LK BZEVABEMNH V) ET,
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O74 2 FTKO Windows TAIKNY TIC "FPHOY NFEDCB>TVET, B
BECHBBLEDESEEZ L,

CORP\adminT

Your account has been disabled. Please see your system administrator.

dA—H¥—AOvocnEBEECOTA > TERVES, SSOKHATEEICHA>F> LR, RES
AICREENEZAD TA—HY—NEWLEATVBDAEELNHY) ET,

AD TA—H—THIY MNAFBHIZHE>TVBHE, SSOOTAVRB>RELET,
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S\E/EEE D AD ERZEICBIT S DHCP A 7> 3> nfE&E

J% B @ Active Directory "The connection has been closed. Transport error"T RES
ZEATBEEIZ Windows REFAIRNY T T EVSTIS—HAREL HESE. dev-connection-
gateway Amazon CloudWatch AT TRXD RSB R ZBFEL T<EE L,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped
WMB®VPC ® DHCP A7 3a>IC AD RXA A MO—Z—2FALTVRHER. UTZTS
BENFHYVET,

1. AmazonProvidedDNS Z# 2 DD RXA > NO—F— IPs,
2. RXA &% ec.internal ICERELE T,

LTRICHZERLET, CORENZLVE, RES/DCV F ip-10-0-x-xx.ec2.internal hostname Z#&&
37%, Windows FTAYVKNY T TRV AR—RNIS— HFRRENET,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox DI 7 75OH2EAT3 L. RETFAIVNYTILELELELS>ETS
& . MOZILLA_PKIX_ERROR _REQUIRED TLS FEATURE MISSING E VS IS—XvtE—I A%
REhdZENFHYET,
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FEEIE, RES I 7H—/N—# TLS + StaplingOn TEY R7 v 7EhTWVWS A, Stapling
Validation TR&EL TV W & TT (hitps://support.mozilla.org/en-US/questions/1372483,

—hld. https:/really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M 18R (Z it 2
TEBIETEET,

Env HllB&

[N =Xy
» res-xxx-cluster A Y A" "DELETE_FAILED, YRR T. [Role is invalid or cannot be assumed
I5—DEHFHTHIBRTE &L

- OJ0IRE

- VDIOJOSEVO—R

* LNuxEC2AVARVAASOOJOE I O—R

« Windows EC2 A VAV AASOOJ 07> O—R
+ WaitCondition TZ—® ECS O O U&E

res-xxx-cluster AX Y 2 TDELETE_FAILED, R% 7. TRole s invalid or cannot
be assumedy T —NEHFETHIBRTE R\

Mres-xxx-cluster; AX Y 25" "DELETE_FAILED, RET., FEHTHIBRTERVWEEWE., XOFE
ZETLUTHIBRTEET,

AZY N TDELETE_FAILED, JREEIZZ > TVBBEEE. TTFHTHIRL THTLSEETL, A
XY IDHIREERTDAATOATNRRENDFEN HYET, [HIBR) ZBIRLFT,
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BBEBARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHERE., "REITZVY—RA, &LTIXNTOVY—ARZZBRL, THIRR, =
BRLUET,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

chix, AZY VORIRICAEZO-ILA, AZY IVORICEAICHRENIZCEZERLET, C
hz@ET2ICE, O-LOBmMZIE—LET, IAMOY-ILIEBEL, RICRTRSICNT
X—2%FEALT, TORMOO-IILZERL KT,

s EEENEITATARATTAWS H—ERAZBIRLE T,
e« 1—A4—A T, Use cases for other AWS services%i#IRL £JCloudFormation,

Select trusted entity we

Trusted entity type

DRAN] Zi&IRLUET, O—J)LICAWSCloudFormationFullAccess "y &
C*AdministratorAccess ") OF7 VEAFTERELTLKEEW, LEI—R=JRFROELSIC
BVET,
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Name, review, and create

cccccccc

Step 1: Select trusted entities

Step 2: Add permissions

Tags

XIZ. CloudFormation AV —ILICRY ., RAZY U ZHIBRLET, chT, O—IIZERLEET
HIBRTEDELDICHRYWET, HFEIC, IAMOVY=)LIZBFHL, ERLEO-IILZHIBRLET,

O OURE
EC2 AYY—IASEC2A VARV ALOT AT

 LINuXEC2 A VARV AICOTA>F3ICIE, XOFIEICHWVWET,
e Windows EC2 A AR AICOTA>FBICIE,. XOFIEICHWET, XIZ. Windows
PowerShell 2BV TIONXY > REZEITLET,

A7 ZANZOFYRANOTORE

1. Cluster-manager: XDJFAA SV TZAZ—IZ—TJvy—OOJZBEBL. FTYRNITRYFL
x7,
a. CloudWatch OJ J )L —7" 5O I X T MO <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 41 > AZ > AM /root/bootstrap/logs 1L U
NIICHBDITXTOOY, cOEIVZIAVOBTHEICHDEC2 AV —IHISEC2AVAZRY
ACOTA2FB1 PSS ICVIOENTVBFIBICH>T, 1 VAZAIZATA 2 LET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. CloudWatch O J I —7 5O ITXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHDINTOOT, COEIZIVOBHEICHBDEC2AVY—INASECCAVAZVA
COJA42321 A5 VI NTVBFIBICHE 2T, 1 ARXAICOTLALET,

OJZBEICEETRHED 1 DEF, LNXEC2AVARVAASOOTDE D O—RkEo>3
VOERICHRSICETT, EVI-NBRAAZVARICBEYNET,

VDI O DUx &

X592 Amazon EC2 A VAR AZBET S

dA—H¥—N Nty a>8a TVDl 228 L FEVDI1, AmazonEC2 OV —=ILDA VARV A
DX TBEHE (CV) E¥T<env-name>-VDI1l-<user name>,
Linux VDI O M UXE

CcOEITIAVOBEBRIZHDAMazon EC2 AV Y —INASEC2AVARVAICOATA2 TS
DI OENEFIBEICH>T, Amazon EC2 IV —)LA 559 % Amazon EC2 1~
AZAIZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs# LT
/var/log/dcv/ T4 LI KNJICHBDINTOOTERBLET,

OJ%#mWMEBIZdFEN 1 2@, OFEs3ICFY7TO—RL, TIASHDIO—RTBET

To TOEDHICE, UTOFIEICH>T120Fv4LINIUASITNTOOTZEWEBL, 7V

I:I_I{l.lij-o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.%02, Rotwo>a> T, LRSS TVWASFIEICH>TVDIOJ0A D O0—ROT&EAD
\/D_Hl/ij-o
Windows VDI 0% M UX&

COEITaAVOBEICHDAmazon EC2 AV —=IAS EC2A VAR AIZOTA>T
.0 T2 OENEFIBEICHE> T, Amazon EC2 O Y =)L A S5Xtixd % Amazon
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EC2AVARVAICOY A LET, VDIEC2 41 ARV AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ /4 LI NUTITXTOHOOTZEWMELET,

OB d25E0 12, OJ%2S3IC7Yy7O—RL, TIHABSEATO0—RTBET

T, CcNETSICE., "AOEI>3Y T, CREETNATVBRATY ZICRVEIVDIOTDOA
O—R,

vDlOJ oA >o>O0—R

1. VDIEC2AVAZVADIAMO—/)ZEFHL T, S3TIVEARAZHFALET,

2. EC2O2VY—=I)ICBEL, VWDIA AR AZERLET,

3. FALTWSIAMO-)IZRBIRLET,

4., TFORAFUTOEMROYZAIA_1—OF IV RAFARIS—€0>3>T, RUZ—0
TRy F&IBIRL, AmazonS3FullAccess RS —ZBIRL £ T,

5. TURAFAZEM ZRBIRLT, TORIVS—ZTRYFLET,

6. TDE,. VDIZRATICESVWTLTOFEICH#>TOITZ2A I O0—-RLET, ED1-)ILBE
AVABRABILBYET,
a. LInUXEC2AARANSOOT DRI O— R Linux A,
b. Windows EC2 4 AZ VAN SOOT DA > O— R for Windows.,

7. B#EIC. O—J)L%#HEL TAmazonS3FullAccess RS — & BIBRLE T,

(® Note

INXTO VDIs, EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

LInuxEC2 A AR AA50O070A 7> O—R

OJ28 02 O0—RIBDEC2ZAVARVAICOTA2L, ROOAXY REXFTLTINTOOT %
sSSNTYRNIZTY7O—RLET,
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sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —ILICEBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, UEc7y70O—RL
f=<module_name>_logs.tar.gz7 74N EX D O—RL&ET,

Windows EC2 1 AR AL 50O 0A D> O—KR

O7%#X702O—RIBDEC2AVARVAICOTAV L, ROOAX Y RZRITLTINTOOT %
SSNTYRNCFTYZTO—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Z0#%, S3 AV Y—)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L., BEIA /NI Y MZBRL, UEcF7Y 7’O—RL
f=<module_name>_logs.zip7 74 I &EX D> O—RKRL&ET,
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WaitCondition TZ>—® ECS O OYXE

1. F7OSMENEARZRY JICBEL, UY—AZT%ERLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer - LogGroup ZEBIL . CloudWatch Y ZR<OJ VI —7%BIRL E£7,

3. coOdIIIN—ThsmFOOTEBBLET,

FERE

NEY D
« DZONAE—ADORAEVIIANZLEITIROTEREOIA IS —
s TEARZYIOF—OO—OF L

ID 7ONAH —ADOFAV IV IANZLAETIBROTEREOASAIT—
o]

OJ4>L&5&ELT, ID7ONAE—ADORIAV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEEES, NAD—ROBVWHRAYINTVD AN BV ET, chidk, ATJ1L
&5 LTVWBRI1—H—0/NAT— RFLF Active Directory H—E AT BT MOVTIhH T,

B

1. Directory Y—EAI V=)l TC1—H—EH—ERAT7HIOMNONAD—REZVEY NLUE
9.

2. Secrets Manager DY —EATHIMONAD—RzZ, LETAALEHRLOWNAD—RE—
BIDELDICEHFLET,

« Keycloak A& ¥ U @ : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

« for RES: res-ServiceAccountPassword-... with & 85: Active Directory H—E X7 0> M®/N
ADJ—R

N
I_H
i
L]
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3. EC2OVY—IICBEL, 95ARZ—IXZ—S¥—A VAR A% TLET, Auto Scaling
L=, ILWAARAOTF7O4Z2BBNICNUA—LET,

TEAZYIOF—00O—UFHELEZV
k=]

F—oO—0H—N=—HIZv>aL, Y—N—ZBRBLLELEECAZAZAD IPAEEEH
EHE, F—OO0— O BRNLEARMEA S XY, RESKR—ZILOOT A R=IAO—RICEKHK
TBH, O—RRETARYIL, BRENKEA,

BAME

Keycloak Z EEBZIRREICETTBICE. BEOATFARNSTIF ¥ ZHIBRL . Keycloak AR Y U
ZETF7O/MTBIRBENFHVET. UTOFIEICH > T LEEL,

1. Cloudformation BB LE T, T2 20F—VO—VBEEARY INRRENET,

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (RZY U
2)

2. Stack1l ZHIBRLE T, RARNETENERARY JRHEIBRTDELDICKRKOS NS, FVWEIBIRLT
ZARNENEARY O RHEIBRLET,

ARV INZELICHBRENTWR L EZRBLET,
3. ZCZTRESSSOKeycloak AZY U F>7L—hE2Z O O0—RLET,

4. HIRENEAZYOEF > EKEUNTX—RERZFEALT, CORZYIEFHTF7OA4
L &9, CloudFormation AV —=)LASTF7O4F Ik, AXY ITOER ->FHLWIUY—A
(BE) #FEA-BREFOT VT L— EBRIZ - FT07L—NTI7A4INETY7O—RLE
To HIRENERAZRY VERUADZFERL T, BEBNFX—ZEZAHILET, ChS5OAD
l&. CloudFormation AV =) T7 4 )LX—%ZEL., Parameters X 7 ICBETSD & T, Hl
BRENLEAZY I TRRATEET, REB, F—R7, BREFTOMONTA—ZNTOARY
INTFA—=RE—HLTVWBR L Z2ERLET,

5. RZYIUNTFT7O/Echde, RIEZEEERATHEMBNIBVWET, ApplicationUrl l&, 77°'0
AENEARAZRYIOHEARTICHYET,

T 281
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Active Directory 0 [&#&

(N =R/

« VDIAZ7OEDIZVTRETEEBEAAZY JLTVS A, VDI OEFAE> =2#£I(C VDI Z AD
d—%—-&LTOJFA>TERY

« SSO MFEEHICRES VI 7R—ZNICOTA > TERL

« AD 1—H%—I&, LinuxVDIs ZIEEICEEBLEETE, 77AINT SO EFERALTER—LTAL
ORNDVICTFTOEATEEXEEA

s SSHTP VEANEMICBZ2>TVWAHE, ADEBEI—H—RBBABRANITIVELATEEREA
s RESATBIY—AARRY VIC&2TF7AOA E hi Active Directory DERTEER

VDI A7 O a2 RETREBAZY LTV A, VDI OERAES =&IC
VDl % AD 1—%'—& L TOJd4 > Tc&ERL

¥ VDI 7—RNARNZY 70O (/root/bootstrap/logs/configure.logLinux NiHFE
(& . Windows C:\Users\Administrator\RES\Bootstrap\Log\RESConfigureVDI.log M5
BlR)T, AVAMN—LEFLEREBEIZ—HFBEVAERELET,

A > AR AN Active Directory ICSMTEBA 2L EBRTIT— AV E—IHNRREIES
&k, BE., Cluster Manager " AD DA VARV ANODAVEI—RTHIO &7 )Y NTE
BW\WEHTT, /environment-name/cluster-manager CloudWatch O0% %' JL—7"® Cluster
Manager O 2®RB L. 288 I5—XvtE—2%274)0NRJ I ULET [preset-computer],
— RN BEEER>RRDOEHY TY,

« ADH—EARATHT2 NOFABHAENTT .

s RESICREHULEY—ERTHI MO —OL Y NEBRELET, I—H—FBENAT—RH
F—EEORTELTREE N {username: password}, RIBRIEMNTH S & 2R
F9. BFEOAAZVARAZKRTL, Y—EATHIRNDI—OLY NEZZEBELERIZBEHA
T—=D2TTN—=TFHLVA AR AZBBNICEBHTESRRSICLT, VTARXR—IX—
DV —A VAR VAEFA VNI BIRBENHYET, RIZ, LV VDIsZEEHL TEEZEH
LET,

s Y—EATADU NI, ADTOAVELI—RTAIRNEERTDT IV EAFANHIEEA,
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s T—ERATHIUKCI, T, CRBEBEhTVBRIXNTORELT IV LAFIN HBD & ZHER
% 9 Microsoft Active Directory DY —EAT7HIV N ZERET D, AD TH—EATHI MO
TOLAFAZEBELEE, LW VDIsZEBITDIHRENf HVET,

« LDAP H—N—ICEH{ETEEL A,

« AD R XE T VPC WM LDAP/LDAPS ##Z A SFrfEn, AWSNX— RAD 2L TVSBE
(& AWS Managed Microsoft AD @ DHCP A7’ 3a> vy N ZEHERFLRFEEL &, VPC O
DHCP A7 a A ELKBREETNTVWA L ZRABLET,

- LDAPS #E#NDHBAE. DomainTLSCertificateSecretArn/\TX—ZNUETHY), Eht
ERETDEDICENE CANAELRIEETIHXENHET, BEOA VAR AEKRT
L., TLSEIRES—JL Y N EZZBELERIZBBAT U TIIL—THFHLVA 2 AZV A
ZEHENICRETEDELSICL T, Cluster Manager 1 VARV AZH A VITEDHENHYE
T, RIC, FILL VDIsZzEEB L TEEZHEALET,

« RES & AD B #E#HZ T ANTBICIE, Cluster Manager 1 > AR > A TR D Idapsearch
NV RZETUET (A—H— OU, LDAP ##: URI, Y—ERTAHVMOI—F—FENR
J—REBZEBAET ), ADNEREHFTITZHLSICEYNICREETNATVWSEES, COOATY
RFEEEENEZOUDIXNTHOI—H—&IERLET,

ldapsearch -x -b "OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

RES O 4 > A M—)Ltruel(C DisableADJoin % (CEXEL =% 4. Linux VDIs SSSD H—E A% AN
L TEHRT DO TR, Active Directory ICD &¥EHELET, EC2AVY—IDLS VDAV AR
AICEHL, OV RERITULETId username, AN RAXIET S AD 1—H'—® UID/ GID
BRI ENTERVEEWE, VDI 42 AR Asudo systemctl status sssd® AN R& /
var/log/sssd/ 4L O KU ® SSSD H—EAOJVZFEAL TSSSD H—EANDAT—XA%ZHE
A LUET,

AD ICET D KRSICSSSD EEZNAZRNA AT D MEN HBDEEIE. SSSDRET 7ML
(/etc/sssd/sssd.conf) ZFEBTHwEL . infra/ VDI host (2024.12.01 LARTD 1) ') — A sudo
systemctl restart sssdT ANV RZHEHLTSSSD H—E A= BR2EHIS3H, RESTIT
R—ZIHSEMD SSSD REZRBTEET, Active Directory DEIHIC hik, BEEFEERLEHL W
VDIs IC BEIMICEAE hE T (2025.03 1) U— AL ) ,
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SSO MERERICRES VI JR—ZI)NICOT (4> TEHE

environment-name.accounts.users & environment-name.accounts.groups DynamoDB
T—7ILEFIVOLT, 1—H¥—&J)L—7H Active Directory H SRIHEhTVWB H &
SHEBRBLET, 77N ZETHDH, D4 LTVWBRI—H—HNREOHh5EVEES

l&. /environment-name/cluster-managerCloudWatch 0% J J)L—7" (2024.12 ') ') — AL &)
F =& /environment-name/ad-sync CloudWatch O 7' )L—7" (2024.12 ') ') —ZLARE) O AD
EHOJ 2H#EBLET,

ICRBEhTVE— BN E ADBREOBEICMATVDI A Z7OED I ZVIJRETEHEAZY ZL
TW3A, VDI QERAESLERIZVDIZAD I—H—&LTAOJATERV, fIOTF—ICRF
RDESIBEDHBHYET,

« Y—EATAIV NI, ADOI—H—JIN—TZIITVIDT I AFANFH)EHA.

s H—ERT7AHDIUNI, T ICREBTNTVIIXRNTOMERT IV LAFUN D L 2BEREL
% 9 Microsoft Active Directory DY —EAT DI NERET D,

« Active Directory D 1—H—/J)—TICEX—ILT RLABLEOXABUEN B EE A,
- BMEZEETRLHIC, I—H—/JIL—TORMEEEHLET,

AD BHIOBEZEEL S, RICATD1—I)LEhZ AD AN 1 REACEICRETEIOZFD
., EHEFETERIITTDHE (U —RA2024.12 $ KU 2024.12.01) (2024.12 & KTV 2024.12.01
D)—R)FiG AP EFHTHBELFEILETDEE (V) —R 2025 F3 AURE) (VJ—A

2025.03 LARE) OERICH#>TFH TR —TEET,

AD 1—%—I(F, Linux VDIs ZEEICEBLERTE, 7747509 2ERALT
R—LTFALIORNIJICTORRATEERLEA

Cluster Manager 4 > AR > Aid usernameT AN RZE{TL T, AD 1—4—A" Cluster
Manager ICRRENDHESHZHRELET, AN RFERTS AD 1—5—0 UID/GID ZiR
FTENTERBRVWEEE, /environment-name/cluster-managerCloudWatch OJ )L —7"®
Cluster Manager Q7' %#F T Y YL, SSSD H—EADBHBICE TSI IS —E2KREL FT, Cluster
Manager OJ IC TS5 =/ WiH A&, Cluster Manager 1 > A& > Asudo systemctl status
sssd® N> R& /var/log/sssd/ T4 LU KNU®D SSSD H—EAOJZEHAL T, SSSD H#—
EADAT—2AZHELET,
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AD 1 —%—7A" Cluster Manager ICRRENTVWBRBAK, IR 2RITLT, 1—H—0HK—
LT 4L KNV (/home/username) ® UID / GID %L E£J1s -n /home, 1—H—DHK—
LTF4L I KMJ®DOUID/GID Z, id username AN~ RIC&K 2 TRE /= UID/GID £ LE&RL &

¥, UD/GIDA—HLBWEE, 1—HY—0OKR—LF 1L I KNJHN RES OAIFELIELF O RES
F7O/4 D SEREND AU HYVET, BEELAI—H—F—RENVYITY L, F—ALFT1L
RN ZHIBRLT, I—Y—THL LV Linux VDI Z2RBLFEFT, HTLW VDI A EEIC7OED3aZ
vEhse, RF—LF14L U KNJREYS UID/IGID TBEREIhET,

SSHT7 VAN BMCBZ>TWDE, AD EBEI—HY—RBEABKRANITIEAR
TEXEA

BAEBRANA AR ARid usernameT AN RZRITL T, AD I—H—HNFRBHBRANIRK
RENBDHLESHZHREBLET, IV RANDBTBAD I—H—DO UID/GID ZIRF ZENTE
TWB A, /environment-name/bastion-hostCloudWatch O I N —7DB&ERANO
JEFIVIL, SSSDH—ERANHBICETZIIS—2BRELET., BHAAKRKAMNOITICIS—
FEWEEEF, BABRARM AR Asudo systemctl status sssd® AN R& /var/
log/sssd/ F4LOKNUDSSSD H—EAOJZFERAL T, SSSD H—EANDAT—XRA%ZMHERL
£7,

RES AZIY—AAZY VIZ& > TF7OA & hiz Active Directory DFRR & EE

AWS Y &—< R Active Directory A" RES A Y —AAZY JIC&>TF7O/4&Eh

TW3HE, Active Directory N\OTFT VAL EBIZFERATES AWS, ZFHAIVKOT
(ZCAdDomainWindowsNode-external -resource-stack-name-WindowsManagementHost7 7’
A4Ehiz TREDBIOA VARV ANVETY, XORIAFEHREZFEAL T, EC2OV—-ILOD
Fleet Manager ZNLTA VAR AICOJ A TEERT,

« username: EE ¥

« password: AU Y —RAARY V%ZFT7OA4 T EEICEMHE NS AdminPassword /N X —&

AWS Y Z—< R Active Directory Z BB 3 % (Zlk, AWS T Directory Service EE A R, @
Amazon EC2 4/ VARV AZFERALTI—HY—CTI—T2EETS, ZHERLTILEEV,
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BEEN o ERE

- BLAERE 2024.x

(2024.12 B KV 2024.12.01) 3L L\ Cognito 1—H'—#E B THEOERKRED KK

(2024.12.01 BA31) DABRLARX A EFERALT VDI ICEE TR EE CEMETREAIIHET
S—HRETD

(2024.12 & & Tf 2024.12.01) Active Directory 1—H'—FBHBHRANIC SSH TEEHA
(2024.10) b@#ftE h iz VPCs

(2024.10 BLAH) Graphic L3R4 VAR AR A 70O VDI QEB ICKBLUEL &

(

(

2024 F8 AV A7 S ARNZUF ¥ AMI BEE D %

2024.08) IRETAIKNY THIL—KNTY NARN EARZLTL 74 O AEFERALT
Amazon S3/NT Y RO AEV) /EEIAKREI T RNTERV

(2024.06) AD I =T BICAR—ANEENTVR EAFTY T2 a Yy NOBERNKKT S
(2024.06 LAHI) AD BEIFIC RES ICRABE N TVWEWITIL—T X /N —

(2024.06 LAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T Ubuntu VDIs D tEF 1 T 1 f§
EEgEd

(2024.04-2024.04.02) VDI A AZ 2V ADQO—INIC T EZY FE A TWAEW IAM 7 7 L AFF AR
SFRMEhELL

(2024.04.02 LA#I) ap-southeast-2 (> K Z—) ® Windows NVIDIA € > AR AN EEL &
(2024.04 & & T 2024.04.01) GovCloud T® RES I ? % B

(2024.04 - 2024.04.02) Linux {RIEF A kv 7 I$ B BEIC "RESUMINGY AT—RADEE
LB BUET

(2024.04.02 LA#T) SAMAccountName BHICAXFEEIBHEIXFNEENTWVS AD 1—H—
DEBPICERLELE

(2024.04.02 AR BHFEBHRANCT IV EATREHDTTAR—KNF—NEMTT

BE R 0 &8 2024 x

(2024.12 H KT 2024.12.01) H L LV Cognito 1—H—2 BRI IO ERKRED KK
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BED T, BECEX=INTLT7A4YIOREEDDVITR—2I)%&ENL TAWS Cognito 1 —H—
EEFL XS & TDE&<firstname>.<lastname>@<company>.com, Cognito 1—H—&Z N EH
ENEERRANZ—2E—HLTVWEVIEZRTIT—HNFRELET,
e Y
(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-
z0-9_1{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

CNIZ—E, ——DEX=)IL7TLT7A4YOANS RESHEERI—Y—BNERTHRELE
9, L, "VDIs TREMBI—HY—TREHYFEFLA, COBEICKY), I—H—BOEREIC
EX—)7L74Y9AD "VDIs T1—H—ZAFEBIMCEY)ET,

HEEZTBIN—T3
RES /N—2 32 2024.12 $ & U 2024.12.01

BAE

1. /N—232 2024.12 cognito_sign_up_email_fix.patch®H& & patch.py . /N\—> 3
> 2024.12.01 cognito_sign_up_email_fix.patch®HB&F BXTF XV O—RTBIC
., KOIXV REEFTULET, <output-directory>&Z/NYFRIVUTRNENYFTT7A
NEaRZ O O0—RTBDFALINIIC, Z RESIRENMEHI<environment-name>ICEE A
£7,

a. /\Y Fi& RES 2024.12 & & U 2024.12.01 ICEAET XY,
b. NYFARUUTKNIZIE, AWS CLIv2, Python 3.9.16 LAB&, & &I Boto3 HFHBETT,

c. RESAWS A"F7AA4&EnTVWBTHI =230 CLI ZFREL, RESIZK 2 THE
BENENTY NCEBERAU S3 TV EAFAN BB 2BFELEXT,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. NWYFROVFNENYFIFAUNTIO—RENETFALINICBBLET, RO/NY
FOAN RZERITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. IRIED Cluster Manager 1 VAR AZBEBLET, Amazon EC2 YR X NIV V—)
DPEAVARVAZKRTIBDEETERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. HBH THES Auto Scaling FIL—7OT7 V71 ET 1 ZfF L T, Cluster Manager 1 > A&
VANDAT—RAEMEBL EI<RES-EnvironmentName>-cluster-manager-asgo #UL L
AVABV AN EBICERBENDETHESEET,

(2024.12.01 BABT) HABRLARX A #FEAL T VDI ICBHET D L& (CEMBFERIT
HEIS—NFRETS
N9 DB

NAZLIR—=BIIRAABEFERALTHIEIY —AL>EE RES 27701492
&, CertificateRenewalNode (& VDI ###: D TLS SEBAZNEHICEKKL., TROIS—HREELE
9 /var/log/user-data.log.

{

"type": "urn:ietf:params:acme:error:unauthorized",
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"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403
}

TOHR, RESTVITR—ZJ)TVDIs IC#EHETSDE, net::ERR_CERT_DATE_INVALID
(Chrome) £ 7=k Error code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox) E WS TS —AHLEL
x99,

FEEZTAIN—3
2024.12.01 LAH)

B

1. EC2OVVY—=ILIIBEHLET, EVWSBRFDAVARX AN HDEE
[kCertificateRenewalNode-, 1V AZXVAZKTLET,

2. Lambda AV —=I)LICBEILET., EVWSHEAD Lambda BEHDOY —A1—RZHEFT -
CertificateRenewallLambda-, TRO2® TWVW31T%&4%EL ./acme.sh --issue --dns

dns_aws --ocsp-must-staple --keylength 4096, 5|--ocsp-must-staple®k#% HlBR
LET.

3. F7OAZEBERL, - REENBMNCBRBDETHEEET,

4. Lambda BEHZFBTRNUA—T2ICE. TANZTICBEBL, TANERIRLET, BN
ANRFBEDHV)FHA, ChIZKV), Secret Manager T Certificate >—%2 L ¥ ~ & PrivateKey
D—OLY RNZEHIBMAZTEC2A VARV ANERENE T, 2—JL Y N EFEhD
ELAVARARBEWICKRTLETD,

5. BI1E® dcv-gateway 4 > AR A% # T <env-name>-vdc-gatewayL, BBARAT—U 2T
W=THFFHLVA AR AZBBNICTF7O0/T50Z2EFEET,

I>— DM

Let's Encrypt & 2025 €I OCSP H7/R—RN&EKTULET, 2025 F 1 A 30 BHUAE, VIOIAKNTO
T ho> KA OCSP Must Staple #iRk#gE 2z SO EAE 2 LLAIICHITL TLWEWPRY ., OCSP Must-
Staple VO T ARMIELRBUET, FHMIZDOVWTIE, https://letsencrypt.org/2024/12/05/ending-ocsp/
ZSBLTLSEETY,
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(2024.12 # K T* 2024.12.01) Active Directory 1—H'—F B A BRANIZ SSH TEE
BA

NY OB

Active Directory 1—H'—I&, RES VI 7 R—RIIDIBRICHE > THIKEBRANIERETDE, 7O
L AFTEBIS—ZZTERYET,

ERBRARNTRERITENS Python 777U T —>3 2, RREBY BVIZSH, SSSD H—EARZ#
BTEELA, TORBR. ADI—H—RBARL—FTAVIZATLICHLTAATHY, OT1>
TEEXE A

EEERFAIN—T3a
2024 % 12 A 2024.12.01
AR

1. EC2OAVY—IDLSBERBRANA ARV AICEKELET,

2. |IDEA_CLUSTER_NAME T#r&/etc/environment U T#H L W{Tenvironment_name=<res-
environment-name>& L TEBMLE T,

3. AVARVATRNODIANY RZEITLET,
source /etc/environment

sudo service supervisord restart
sudo systemctl restart supervisord

4. RESTVITR—ZBIDETRICHE>T. BEAAEKRANIBEERL THTEEL,

(2024.10) f@#t = N 1= VPCs

INT DA

202410 RES VU —ATE., —EHET 4 RJLIRE®D VDI IZ VDIs BEIfFLEAEBMEhE L,
DHRERE., TAINYTRE > H—N—> YAV TRETEFT,

VDI BEFLEERRE, FBE iz VPCs ICT7O/4E N RESRETRYR—RENTLEREA,

HEEZTAIN—>3Y
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2024 £10 B

RAR

BE, SEOVV—RAIIEEFNZBECRVEATVET, 2L, RBEEhiz- VPCs VDIs ZF &
TELTDERFARETT,

(2024.10 BLA#T) Graphic i3k 1 > ARV A% A 70 VDl ORREICKBLEL 1=
ACLOEL:

Amazon Linux 2 - x86_64, RHEL 8 - x86_64. F£7=l& RHEL 9 x86 64 VDI AT 27 1Y DHskA >
AR AZRAT (g4, gb) TREETNDE, 1 VAR ARTOEDS I Z_VJRETRAEZYVLE
T DFEY, AVAZVAN TEBET L REICKEY), EETEICERDICEFEHY)FEFRA.

chlk, XServer A VAR ATEBYICA VAR ALE N BV EDICRELET, CONYF

BBRALES, 9274V IAAZVADYTIRNIDITAZY OO — R 1 —L% 4 X% 50
GB ICEX LT, IXNTOKEFEBEREZEA VAN =—INTEZEODTOBAR—AZEBRIZDE2HH
HLFET,

FEEZTBIN—>3Y
ITAXTOH RES /N—2 32 2024.10 BAHl,
BAME

1. patch.py & graphic_enhanced_instance_types_fix.patch ZX V> O—RKR¥2IClE. Z/NYFR
DVDTRNENYFT77A4)0N 2RI O0—RTBF 1LY KN U<output-directory>lZ, ZM
THOIAXY> RTRES IREMRZHI<environment-name>IC BE | E T,

a. /VY Fld RES2024.10 O K BEARAENET,
b. /NYFRUUZNIZIE, AWS CLIv2, Python 3.9.16 LAf&, & & Boto3 FHETT,

c. RESAWS A F7A4&EnTWVWBTHI =23 20O CLI ZFREL., RESIZK 2 THE
BENEENTY NCEBERAU S3 TV EAFAN BB 2BFELEXT,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. NYFROVFZRNENYFIT7F7ANNEOO0—RENLETFALIONICBBLET, AD/NY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. IRIE® Virtual Desktop Controller (vdc-controller) 1 > AR AZETIBICEFE. ROON R%Z
RTL, RRENTVB RESREOEH ZBEEMAET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BHEITHREDRX—TY NI II—THNIEE<RES-EnvironmentName>-vdc-extIC&E 225,
LWAVARAZRBELET, T 74V IAARAEZAICBRIBDHLVWYINIITRA
BYDICIE, PBELSEEBS0GCGBDARNL—IHHBdez2B8dLET,

(2024 £F8 A) 17 ZARNTZUF ¥ AMI EE O %fi
INYT DEEB

AREZFHFERFIX MNIRBETNTVSERICH 2 T EC2 Image Builder ZFEH L T AMIs Z #1859
&, ELRZTORAREKBL, ROIZ— XY E2—IHFRRENET,

CmdExecution: [ERROR] Command execution has resulted in an error

chlk, RFIXVINTRHUEATVRIHREFEREREI7AILOIZ—HFEREETY,
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EEEZTBIN—>3Y

2024 £ 8 A

mAE

# L LW EC2 Image Builder Y —RXZERL E£7,

(RES AV AZVAAIC AMIs ZEHEL 2 e BVEEARK., UTOFIBICHWVWET )

1. BEHFE hiz res-installation-scripts.tar.gz 77 A )L ZX D O—RLET,
2. AMlIs) OEER??2?2, LB TVBRATY TILRHVET,

LAET M EC2 Image Builder VY —XOBRIA :
(RES M VARV ARIZ AMIs ZEfBEL TVWSHEIE, UTOFIEICHVET)

1. BEHFE Mz res-installation-scripts.tar.gz 77 /)L ZX D O—RLET,

2. EC2Image Builder - 1>7/R—% >~ - RES AMIs O¥BRAICERE N EIVR—F > NED
Dy OULET,

3. Content - DownloadRESInstallScripts A7 ¥ 7° - input - source [CJ ARENTWVS S3 DIFFT
EEEHEHET,

4. LFREOD S3OBAICKE., RENCERET A ERERRT7TAIIFEENTVERT, COT7MI%
RADATY T TEIVO-—RLET7AIILICEEHBRRAET,

(2024.08) REBF AT RY THIL—KNTY N ARN EHAZLTL T4 Y O A% ER
LT Amazon S3/NT Y NDFEKEY) /EEIAKENTRNTERZN

NT D

SHI:I

B

Research and Engineering Studio 2024.08 i&, JL— /X7 Y N ARN (DFEY, ) ENARLTL
JA4VORA(ZAPIVRNEERLERTODIORNRBEI—H—F) 2FEATREE, RETAINY
T4V TSANTUF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VAR ANDZRHKEY) /EE
AR SINTY RON I NMZRBLET,

COBBOREEZZTEVNTY RRERXRDESY T,

- RAWMUERNT Y N
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« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHARARLTL74vOA (AP IV NBFELERER7O0 IO RNBEI—H—B)n—HP&L T
L74YOREHEINTY NOFTAHEY) IEERAHK

« L—=KNNTY NARN ZHE2H, DARLTL T AV OANBEWNTY NOFTAEY) /EEIAK

VDI A VAR AZ7OEDa - I LE#E, TOSINTY NIEBEEAEYIDNTFALIRN
DIZENTY MR RENELRBA, WDION IR FALIORNIBEFEELETHN, TF4LID
DIEzZ=IC&Y), NMTY ROBEOIVTUOVRREEFNEFRA, X —ZFI)IZ2EALTF(ALIKNY
774 2&&IALE., T —Permission denied, unable to write a fileA"AO—<&
N, 77MIORBREHIETS SSNTY NMITYZTO—RENEL A,

HEEZTAIN—T3Y
2024 % 8 A
B

1. NYFRIOVVFNENYFT74) (patch.py B&LY
s3_mount_custom_prefix_fix.patch) 2V O—RKRTBICEF, ROIN R&EE
L, ENYFROVFINENYF 774N 2XO>O0—RTBTF 1LY K<output-
directory>lZ., %Z RES REMOEBi<environment-name>IZBEEME E T,

a. /\YFIE RES2024.08 ICOKBRHENET,
INYFAO VT NI, AWS CLIv2, Python 3.9.16 BAf&, & KU Boto3 HFHETT,

c. RESAF7OA/4ENTWVWBTAHIRNEU—232 0 AWSCLI Z258FEL., RESIC&KD T
ERENENTY MCEZATESHD Amazon S3 7V AT BB 2BELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. NYFROVFNENYFIFPAUNTIO—RENDTFTALINICBBHLET, RO/NY
FIAN RZRITLET,
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IRIZE® Virtual Desktop Controller (vdc-controller) f > AR AT I BICEFE, ROINY R
ERITLET, (HRWNDATY 7T ENVIRONMENT_NAMEZ# % RES RENDBHIICREFH T
9),

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
T7ZAR=KNVPC Y RTYTDHE, RET>TVAEWESRIE. <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaB8%iC &
HJAWS_STS_REGIONAL_ENDPOINTS&{EA" Environment variable® ZiEmL T
& Wregional, EFMICOVWTR "o@E iz VPC F7°04 O Amazon S3 /N Y b
DEIREFEH) 22RLTEZL,

4. BEITHEDZ—TY NTI—THNEE<RES-EnvironmentName>-vdc-extl 2775,
IL=KMNTYRNARN EARZRLATLTAYVIOANELLKN I MENLERARY) /EZIAHK S3
NTY RZ2ED2HLW\VDIs ZEBETIHEN HVYET,

(2024.06) AD FIL =T BICAR—AFEETFIATWVWBREAFY T2 a3y NOBERNIELH
CR:

il

AD I —TICBBICAR—ANEENTVSIHES. RES 2024.06 LB ON—23a DR FTY S
2av hNEBEHATEEzEA.
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VS AR—IFZ— ¥ —0 CloudWatch % (/<environment-name>/cluster-managerd%' %
L—=70OT) Ik, ADEABHRICAOIZ—HFEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

IZ— UATOEHZ®RIETIIIN-—TEORE RESHARZTAND ENRRETY,

« PNFERNFDASCIXF, BF,. Zv>1 (). EVFR(), PYHE—AO7 () DHhZED
BENTERY,

c AV () BHRADONFELTERATEREA
« AR—RAZEHDERFETEXLEA,

HEEZTAIN—>3Y
2024 F 6 A

R

1. NYFROUTRNENYFT7A)L (patch.py & KT groupname_regex.patch) &5 0>
A—RFBICE. KOOV RZEFTL, 27 7AIINZBRETST 1L U ~<output-
directory>lZ, % RES REDHHI<environment-name>ICBZREET,

a. /NYFIERES2024.06 ICcOABEHENET
b. NYFAIUT NI, AWS CLIv2, Python 3.9.16 JAF&, & Boto3 NF'HETT,

c. RESAWSAF7O/4/ENhTVWATHVORED)—=2320CLIZBREL, RESICLT
FERENENTY NCEEIAC S3TIVEAHAN D L ZHEL T T,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch
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2. NYFROVFNENYFIFAUNTIO-—REABTFTALINICBBHLET, RO/NY
FOAN RZRITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIZEO Cluster Manager 1 VAR AZBEHIDICE. KOOANY RZEITLET, Amazon
EC2NRIAVRNIAVIY—IDEA VARV AZRKTIBDEETEERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
CONYFTRE, ADTIL—THBICNXFERXFO ASCI XF, BF., §v21 (), EV
RO, PE—=AOT (). BLTEFARN1~30 DAR—AZZODENTEXT,

(2024.06 LA8T) AD REHIHIC RES ICEBEhTWEWITIL—F X2 /)N—
INT D EH R
GroupOU #" UserOU £ BB 35S, YIL—TXN—E RES ICELLKEHichFELA, UserOU

RES &, AD VI —7Hr581—H—%2REPL XS5 LT D&, |dapsearch 71 I X—&EERLET,
WEDT 1 )LZ—IF. GroupOU NTF X—Z D14 I UserOU GroupOU NT X —R%ZF5> THEHA
LET, TORR, RRFI—H—ZBRIENTEFEA. ZDEER UsersOU & GroupOU A
BERBDAVAZVATORFEELET,

EEEZFAIN—T3

FTANTD RES /N—2 32 2024.06 LAB]
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Q—H—H1 K

B

BEZBATSHICE, ROFBEIZCKRVWET,

1.

patch.py A2 1) 7° N & group_member_sync_bug_fix.patch 7 7 4/ JL&Z > O— RT3 IC

. XOONV RZR7TL, 27740 2Z D72 O0—-RTBO-HILFT1L T KY<output-

directory>ICEZMR., Z/\YFZERA TS RES O/N—> 3 <res_version>IlBEEH:Z

£9,

® Note

s NYFRIUT NIIE, AWS CLIv2, Python 3.9.16 LAf%, # & T Boto3 NFHET

ED

« RESAWS A" F7O/4EchTVWBTHINEU—232IC CLI ZFREL. RES IC
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

« NYF& RES /N—2 32 2024.04.02 &£ 2024.06 DHZHR—KLTVE

T, 2024.04 £/l 2024.04.01 ZFEAL TVWBRERIE. T ICEBBEhTVWSFIEIC
H2TRAFT—N—23a0EH., NV FZERAITIEIICEITRIESR 2024.04.02 |

EHTEEXRT,
« RES /\—232: RES 2024.04.02

NYFEAI>O0—RD>2: 2024.04.02_group_member_sync_bug_fix.patch

+ RES /N\—>32: RES 2024.06

INYFAI>0O0—RD>%2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
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2. NYFRIVTFRNENYFITI7ZPANNFTOO0—RENBDTFALINJICBEBILET, XDO/\NY
FIOANX> REFEITL., & RESIREMZHI<environment-name>l_BEZEMRZI X T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. RO cluster-manager 1 VAR AZBEHITAICE., XOOAN REERITLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 # & U* Ubuntu VDIs Ot
F1UTAHeHEM
XY OB

regreSSHion &M (EN 3 CVE-2024-6387 Ik, OpenSSH H—/N—TRE BTN TVWE T, CDiEFHEH
&Y, VE—PFOFREE N TVWAVKREERZGZ—T Y N —/N—TEENOI—RZEITL, B2XK
BEIC OpenSSH ZRAT B ATALAICERB VAV ZE5LEF T,

RES MHEE, BEREEHKIAARTARNERZHAL TRETFAIVRMY FICSSHEh, BHAKRANE
COMRBUENREEZHERA, EEL, IXTO RES/N—2 32 T RHEL9 $ &K T Ubuntu2024
VDIs (RREFRAIRNYTA VT SARNTIF +) ICRMITBFTT7 2 )LD AMI (Amazon X A X —
N, EF1UT1OERICHL THEFEAL OpenSSH /NN—2 a2 FEALE T,

2%V, BEF®O RHELY & &K T Ubuntu2024 VDIs FEAZEND A[EEMA BV T, REEFHEH
BRARNNDT VAN BEICBEIET,

BEOHMICOVTE., C55Z2RLTSEZL,
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EEEZTBIN—>3Y

FANXTO RES /N—2 32 2024.06 LAHT,
EAR

RHEL9 & Ubuntu ®Mi5A" OpenSSH ADNY FZ2 ) U—AL, EF1UT 1 OEEZEEL X
Lize ChSBE, 72YRT7A—LDETNETNONY T—IXZ—Dv—ZHALTTILTEET,

BE7F D RHEL9 F7z(& Ubuntu VDIsA" & %3FE & &, LA T M PATCH EXISTING VDIs OFJEICHES C
EEBEOLET, SEDO VDIs/NY FEBATSICIE, PATCHFUTURE VDIsOFJEICRES & %
HEOLET, UTOFIETE. RVVTNERTLTTZYRNTIA—LDOESH%Z VDIs ICHEHATS
FEICODVWTHBELED,

BEED VDIs NNy F=ERATS
1. BEOITNTO Ubuntu 8L RHELOVDIs ICNY FEEBAITAAOIAN REEFTLET,

a. NYFRIUVTBMIEAWS CLI V2 FRBETT,

b. RESAF7O/ENTWVWATHIRE)—=232 0 AWSCLI ZEREL. AWS Systems
Manager Run Command %3159 % =& M Systems Manager 7 V L AFAIN & D & &
RLET,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT KA EEILRITENEEEZERTEEXT, OV RBEX2T
ZOUYOL, BHFOONRID ZiBIRL, IXTOA 2 AZ>AIDs IZ SUCCESS X v tz—
OhHBDEEEIELET,

kD VDIsNY FZEAT S

1. NYFRUVVTNENYF T 74 (patch.py & update_openssh.patch) 22> O—RF I
&, 2774 &2XDOO0—RTBFT 1L U KN<output-directory>lC, Z RESRENH
Al<environment-name>CBZEMA T, KOINV REEFTLET,
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® Note

« /NY FIE RES2024.06 ICOAKBEAENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

« RESATF7O04chTWAT7AHIhEU—232IC AWSCLI OOE—%ZERE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H S C & ZHE:R
LEY,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIANY REZERITLEY,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRREZFEAL T, BIE®D "Controller 1 VAR A= BRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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/A Important
fFXRD VDIs ND/NY FiERAE, RES/N—232 2024.06 ABETO &P R—RMENTVE
T 2024.06 LY BID/N—>3 > O RESTRIED/KD VDIs IZ/NY F2ERATRICE, &
T OFIEZFEAL TRESREZ 2024.06 IC7YTIL—RLEITADY—NN—230E

(2024.04-2024.04.02) VDI 1 2 AZ 2 AQOO—)ICTFRY FENTVWEWVWIAM 7V &
AFFHRANREEhELLE

il

BRERFAIONY T2 aoF7OP IV NOT IO LAFTOERBREZB I ICHEL TOWEV,
nE. IAMPermissionBoundary /N X—R TERBENLET IV LAFAOERN, TO7O0I7 6
OERFICTOP TV NIEIICEYHTSATWEVES T,

FEEeZTAIN—T3Y
2024 F 4 A - 2024.04.02
BAME

VDIs A 7O T O NCEWETSNET IV EAFIDORERZENICHRETEDLSICTRICEF, R
DFIBICHVNET,

1. NYFROUVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBDICIE, ROOANY RZRITL,
Z#77ANEBRETSO—NILFT14L U N)<output-directory>ICEZE#RAFT,

a. /\Y Fl& RES 2024.04.02 ICOKABERAETNE T, /N—32 2024.04 F/=l& 2024.04.01 ZfE
ALTWBHER, XAFT—N—23V0FHMO2VWTNTUY I RFIXVNIREHEE L
TVBFIEICH 2T, RIEZ 2024.04.02 ICEHTEFR T,

b. N\YFAU T NZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESAWS A"F 7 O4EhTWVWBATHIREY—3 2 CLI 25REL., RESIC&>TH
BEnNENTY NCEEIAU STV RAFUNf BB 2BRELET,
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFROVVFRNENYFI77ANDN RO O0—RENDFALINIICBELET, XD/N\NY
FIAX > R%EFEI{TL., %Z RESEEMRZHI<environment-name>llBERZ X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESREMAHI<environment-name>lBZEMA T, OOV REETULTREAD
cluster-manager 1 > AR AZBREBLET, Amazon EC2 YR AV NIV —=IA 51>
ABVABKRTIDELEETEERT,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AZR > AN &
L&

il

Amazon XA X—2 (AMIs) &, BENERKET RES TREFRAVKNY 7 (VDIs) A>T Y S
ITHEHICFEAENRET, FEAMIICK, V=230 ZEICERS IDABEENS TS TVWET, RES
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T ap-southeast-2 (> R Z—) T Windows Nvidia 1 VAR AZRBETDLSICEREE /- AMIID
FEREELLDHYFEHA,

CDRATDA VAR AFZEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
ICRO>TUARNERTVET, KD VIC AMIID ami-027cfbe7le2es42f4 ZEATIHEN BV
x7,

77 #) MO AMl ami-0e190f8939a996caf TA VARV AZRBEL LDETHE, ROIT—
FRELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

RE?7AINOBZEL. NT2BRIDFIE :

« ap-southeast-2 J—2aIC RES #7704 LF T,

» Windows-NVIDIA DF7# ) KRYTRITFAREY Y AMIID) ZEALTA VAR AERLEL
Fdami-0e1901f8939a996caf,

FEEZTIN—>3Y
FNTDRES/N—2 32 2024.04.02 AN EZZTET
BAE

LTOBMEIE RES /N—> 32 2024.01.01 TTFTARENTVWET,

c ROBETHLWITRIITARY VBRI S
* AMI ID: ami-027cf6e7le2e442f4
« ARL—TFT 42T AT A Windows
- GPU #i&Jt: NVIDIA
« BN ARL—=TH AL X (GB): 30
. 8/} RAM (GB): 4
c ZOYTRIVITAZY UV ZFEAL T Windows-NVIDIA f VARV AZRET S
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(2024.04 & & T* 2024.04.01) GovCloud T® RES HlIBR D 5k 8L
FSRE

RES HIBf7—% 70O—H, UnprotectCognitoUserPoollLambda &% THIRE h 3
Cognito 1—H—7— )LD HIBRREZE/MICLE T, Lambda DETE., IC&>THBEELE
9 InstallerStateMachine.

BmA)—>32& GovCloud V=232 TF72)LNO AWSCLIN— 3V FEBS I
& . Lambda Mupdate_user_poolMT'H L & GovCloud V—2 3 TRELET,

GovCloud J—2 3> TRES ZHIRL K5 ETDE, ROIZ—HFRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT=BHRIZFIE:

« GovCloud V—>3a>ICRES #F 70495
« RESAZY U %HIKRTS

EEEZTBAIN—3
RES /N\—2 32 2024.04 $ & U 2024.04.01
AR

RES /N\—232 2024.04 Tk, ROBEBMERNFTAREHTVWET,

« UnprotectCognitoUserPool Lambda %& <
- WBMA: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« TURALEE > RE > T34 L > {KFPython 3.11%ZERLE T,
« CloudFormation ZHAZ £ 9,
+ Delete RES stack -> leave Retain Installer Resource UNCHECKED -> Delete,
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(2024.04 - 2024.04.02) Linux {REF AT b v 7 BEBEIC "RESUMING, AT—X
ADERRICBBAEMEN B ERT

Ll

Linux (REBTFRAIRNY Ik, FEFEFLEFATD1-I)IchEELRBCBERTS L,
TRESUMING) AT —ZRATELETHAREMEN BV ET,

AVARAEBREL =%, AWS Systems Manager EFH LW DCV v a>&ERTS
EHOUE—RNIONY RZETET., XOAOT XY £—2# vde-controller CloudWatch A7 (/
<environment-name>/vdc/controllerCloudWatch O JIIL—7"OTF) ICXEL TVWE T,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

FEEZTBIN—>3Y
2024 ¥ 4 B - 2024.04.02
AR
"RESUMING, RETAEZY L TWARRBTFAIKNY 7 Z2EIRBTSICE :
1. EC2OAVVY—IASEEA AR AIZ SSH #HiL T,

2. AVAZRVATROOANY RZEITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBREIZDDZEFEEEXT,

FLUWRETFAIRNY THABUBRECHSBEVLSICTRICE

1. WYFROVFTRNENYF 774 (patch.py & KT vdi_stuck_in_resuming_status.patch) & &
JO0—RFBICE. AKOOXRERITL, 27 7ML EBRETSDT 1L U K~<output-
directory>lICBE#AET,
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® Note

« /NY FI& RES 2024.04.02 IZOABERENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHIhE)—23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEERAU SIS TV ELAHAN HD L Z2HWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch

2. NYFROVFTNENYFI7ANDNRTDO0—RENDTFALINIICBEILET, AD/NY
FOAN R%EFETL. % RESEEOHHI<environment-name>lZ, % RES A F7 O/ &h
TWB ) —23ar<aws-region>ICEEMAE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IRIED® "Controller f VAR AZBREETAICIE. XOONREETL., Z RESEENE
Bl<environment-name>ICBEWZXE T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LABT) SAMAccountName BHIC AN FER LRI FHRXFENFEENTLS
AD 1—H'—OEHBICKBLEL -

L]

SSONPBLLEELE2HEM 2 D>OAD ABY ALY N7y TEh3d &, RESIE AD 1—H—
ODRBICEKBLET, VFTAZX—IEX—2 ¥ —0 CloudWatch O% (/<environment-name>/
cluster-managerdJJI)IL—7"0OTF) 2k, AD BHFICRODIZ—HEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

IZ5—&. U TOEH#EFEET SAMAccount I—H—ENDdh%ZE RESHAZITAND CENERTT,

« NXFDASCIXF, BF, EUFR (), PUYH—AOAT7 () DA ZEEHBDENTEXRT,
s EUFRFERTUVHA—AOATR, BNFRLRREERONFELTHEATERE A,
c 2DODEHLUEEVARELEGTA—AOAT (0, _, BE)ZBHR LR TEXEA,

EEERFAIN—T3

2024.04.02 LAHy

B

1. WYFRVVTNENYFT 7 A)L (patch.py & samaccountname_regex.patch) ZX >/
A—RIBICE. XOON REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>lICBE#AET,

(® Note

« JNY FI& RES 2024.04.02 IZOXBERENET,

« NYFRAUUT KNIk, AWS CLI v2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,
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- RESAWS A" F7O04&EnhTVWBTHIhEU—23 20O CLI ZFREL. RES IC
KOTHERENENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFRIVFRNENYFTI7ZPANNFTDO0—REBDTFALINJICBBILET, XDO/\NY
FOAXY > REZEITL. & RESEIEOSHZRI<environment-name>ICBE]Z E T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIZO Cluster Manager 1 VAR AZBREEBTSICE. ROONY RZETL. Z RESRIE
D& Fi<environment-name>lICBEEAE T, AmazonEC2 YRI X ROV =LA 54>
AR ABKRTIBDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LARD) AR BRANCT IV EATREODTTAR—KF—HFENTT

Ll
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A—H—HNTZ4ARXR—rhF—2FdV2O—RLTRESVITR—FIIHSEIABRANITIEA
TRE, F—OEANELLHBYEEBA, BHOTHF1TELTEIO-—RENDLH, F—5H

BYHCRNET, FOVO-RLEF—ZHEALTHEIEBRANITIEALLSETRE, AOT
T—ARRENKT,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

EEEZ(TBRN—3>
2024.04.02 LART
BRE

COTSOHRIEEEZ(TREVEYD, Chrome Z2FALTHF—2A T O—RITBEE2HBEBOHLE
9,

FhE, OBICHFLWVWITZERL., OERIIC----- BEGIN PRIVATE KEY----- BOITEERL
T F—T7ANEB7#—IVYRTBDEETEET----- END PRIVATE KEY----- o
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- =z

S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)
H—ER)SAEVANNBLTVET, COBEHE. Chs0S/ by AEBEEE - 7OEYa=
VUTBDICKRILEET, £, Z2FEATZEETEET, TNIZKVAWS Systems Manager
Session Manager, RDP ZfEAE31C., RDP S/ 2 A Z BB E BT IZ Amazon EC2 1 VAR Y
ACVE—RNTATA >V TEET, EMOVE—RNFAINY TH—ERASA AN MBELRES
[&. Microsoft 7z (& Microsoft ZA > AV T —ASUE—RTFAIKNY 7T I1—H—CALs ZEA
FTRIMBEBENSHYVES, POTATRIYITINIITTIIATSVAZEDODUE—RNTFRIVNY 71—
H—CALs ICRRTAMEATEUT1ORIANBY ., 7N (£B) TF2 MNREICBIT AWS
TEEXRT, VINDVDITTIATZ2ARERZAECAEEUTAOX Y NELTZM 2 A%
BSIACHZEICOVTE, FAQOZOtEY2 a2 &2SRBLTLSESL,

BERE, 2ECRHENATV2EHEMBICTHMEIZIEEZESEDELET, CORFIXY
N (@) FBEHRBEHROAZBENELTVET, b)) BEOHRORBETSIVT1A%ZERT AWS F
ERLICEEE B ARMN 5288 BET () k. AWS BLTZOEEARASOVAKS ]
SYRMAVNELERRIAEBERLECA. 754 V—F & licensors. AWS products E 7z & —
EAG. RIIELT "HRELE, TRMEhET, KRB, FLEHSDIBEEOFRMHLE. ARNHE
TN CHADST, BEICKTS AWS EFEEFEEF AWS Z2HWICEK >TEEBENET, COR
FIAIXRNE O—EBBTRBYEEA, EEFENEEA, AWS ETOERE OB DN,

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DEEBICEIWVWTTA A AT hTVET,
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yEvay

EMICOVWTIE., GitHub URT KU ® CHANGELOG.md 77 AL ESBLTLKEEL,

B £E
2025 F 6 A « UV —ZAN—=232 2025.06
Haesa{t

« AWS GovCloud CRERE) U—>3> 0
HR—KNFEMENEL I,

« gbe 1 VARV AZRA T DY R—NZEM
LEL L,

« Amazon Linux 2023 TREFAI KNV 7
Yy aaREIEHHAR—NEMNE A
FUL 1,

 Rocky Linux 9 TREFAIKNY 7Y
A ERBEBITAIHR—MNNEMNMENEL
e

c IAMDY—RTLTAVYIRENADAA
AIAADYR—RNFEMENEL &,

s RESUIASNYIDNENET7AILA
TLEHIBRTDMEEEEBMLEL £,

« Amazon CloudWatch #*5 VDI 7— KA K~
Sy 7O =mMET5HeEzBMLEL
e

+ RedHat 8 & U RedHat 9 VDlIs,

ZE

s AVTTZANTUVFYRANE VDIKRA
kO IAM 79 £ AH A OEEE KA S
£,

« AVTTARNTUF¥HRARNE VDIFKRA
ROT7—RARNSY Z77ORANBEE h
xL k,
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B xE

« DCV 7O—7#—® DynamoDB ¥—7' )L
WCU % 20 A5 100 I L EL =,

INTBIE

« RES A" F > R—F 4142 FAD Elastic
Filesystem Z —ER R TE 5V EEZ fFR
LEL L,

- Elastic Filesystem @) A N A" RE T RES
FRAFTY72ay NOBRICAKTZDRE
ERRALEL

« DCVIAVY—=ItEYSa n@EREHAR
TERVEBEZBRLEL I,

s ATDV1- ) Z2ZERTICBREFTREE
ICHARLVDIs AT 1—)LZHIBRTE
DEEZRRUEL I,

« ADDZBBOI1—H—TIN—TIC/WL T
TPANTZOHYNFIBELBLKDEER
BRLEL

s LY IVEBTVDI Y IUNLE
ITEEEZEHRLEL 2,

« My Virtual Desktop R—> T VDI v < 3
VN REITIEEEBRALEL I,

s KIEABMICHZ2TVVDIs TP A4 RILA
ALTIRNFHELBEVEEZHBRLEL
o

« V7RDIFTARY Y AMIs & W RES
N=232&YEOBBEZBRLUEL I,
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LE
L] IJ
B

z

() I)

I)—AN—>32 2025.03

mEhrto>al —
Z7OSI 7R EE\EMICTS.
70T ZHIBRLET . .
JAARSHE Y 2 1R—R.

Echikttv>3a>r —
BREFAIRYT.
V7ZRKDITARY T (AMIs).
RES %> AMIs Z5&ET 3.
TAIKNY TEE.

SSH 7V E ADRE.

Active Directory M [EH].

) —AN—232 202412

BEnLEIYaY —

Active Directory @ 8.
TAIRNY T TP O AU DRE.
77ANTZIOHT IO ADEE.
SSH 7V L ADERE.

Amazon Cognito 1—H'—N0tY N7 Y 7.

BEEnEI>3Y —

« 75AR—KNVPC ZRET D (A7 3

RIEDIER.

v
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2024 £ 10 A

2024 £ 8 A

2024 £ 6 A

2024 £ 4 B

2024 £ 3 A

TE

.« YY—R/N— 3 2024.10: DHR— K%
& —

- BEOER.

- FRORYTHETOTTA)L.

s RERFAIVRNYTAUR—TIAAQOBEH

« DY—=A/N—232 2024.08: DHR—KN%&

BN —

» Amazon S3 /N Y N % Linux Virtual
Desktop Infrastructure (VDI) € 2> A X >
ACNIVMT B, "Amazon S3 /N VY
b1 ZZRBLTLKEEV,

s DWARLZTAD TV RNT UV EAFHH. BF
NDO=ILDOHAZRIAREAARZLO—)L
DEMZATREICTAIERT IV LAFATET
e "TP7OHRAFRAR) —) ZSRLT
<EzL,

e =Y —HA R "NSZTIN>a—F120+

v>arveERBAULERL L,

« V)—=A/N—2 32 2024.06 — Ubuntu
R—h, 7O T I RNFABEEOT VAR
I

« A—Y—HAR: Z2EM TEREZEXTS

1)) —ZA/N—> 32 2024.04 — RES X%
AMIsE 7O TV NEBTTL—b

FTOMDORNT T2 —F142TREY
2. CloudWatch Logs O R#F, ¥4 F+—/\—
23a>oOFTA2ARN =
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B xE

2024 £ 2 R 1) —AN—232 2024.01.01 —F70O4 T
7 L—NEEH
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2023 12 A GovCloud MIERET> 7L —NZEM
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