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—h

g TALIRNUZERZBRL, RANZEBRLET,
3. —ULvY MOERKSEL AWS Secrets Manager :

Y—ULYRNIZ—T¥—TY—ILY NEERTBBER. [Z—ILYNORAT]T[TD
N —oL Y N ZBRL, [L—2FTFARN 714—I)LRIZCPEM I>1—ROFEHERRL
WHE,

4. {EHREN/-ARN ZEZZZHT. O DomainTLSCertificateSecretARN/NT X—RELTA
B UL ETthe sectioncalled “ATY 7 1. R@m%EREIT S,

T75ARXR—KNVPC ZRETS (F7>3a2)

Research and Engineering Studio Z 08t h/=- VPC ICF7O4 3% &, B0 TSA4 T AE
HNF U ABU®ZBLETEOOEF I )T EILEhET, 2L, BEORES 7’04 1F, #&

BT IDAPS £RET (A 73 23



https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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FBEREOA AN =NICAE—ZFXY RTOERAICKELTVWET, 7754 ~X—K VPC IC RES %
AVAN=ILTBICE, ROBRFZFHEBLEIVLENF HVYET,

N =R

« Amazon XA X—2 (AMIsZ #1839 %

*« VPC I RRA >V hDERFE

« VPCIVRARAVRNODBVWH—ERICERTD

« 7ZAR—KNVPCF7OMNFX—RERETS

Amazon X2 A4 X—2 (AMIsZ #1859 %

1. KEFEERESVVO—RLET, FBEEhEZVPCIET7O4TBICE. RESA1VTZARNT D
FYTNTVYIABR—FY RT O RAB L CHREFERZRATEDREN HYET,

2. Amazon S3HAHVYERT7 YVt AL AmazonEC2 EL TEETES ID #F > IAMO—/)L &4
BLUET,
a. 1AM 12V —JL (https://console.aws.amazon.com/iam/) ZB& £ 7,
b. O—J A5, O—JIDERK ZBRLET,
c. [BEENEICTATAEBRIR—STUTETVET,

c EEENLEIVTATARA4T7T, ZBRULET AWS O —E XA,
o TH—ER, £LF TI—AT—RA1 DEC2, ZBRL., "R, ZERLZET,
TORAFADEMNT, XOTI7EAHARIS—ZBRRL, RANEZBRLET,

Q

* AmazonS3ReadOnlyAccess
» AmazonSSMManagedinstanceCore
» EC2InstanceProfileForlmageBuilder
e. O—J/BELFHAZEML, O—ILOEXEZERLET,
3. EC2Image Builder > R—%> NZHERLE T,

a. T EC2Image Builder 32—l %& R & & ¥ https://console.aws.amazon.com/
imagebuilder,

b. "™REEINLVUY—RA, T, "TAVER—F2 b ZBRL, "DVR—ZFVPMNOEKL &8
RUET,

c. AVKR—FKXVKNDEBRR—TT, ROFHZEANLET,

TSAR—NVPCZRETS (A 73 24



https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder

Research and Engineering Studio I—H—H4a4K
« AVR—FRVKNEAT T, EILR ZERLET,
s AVAR—FXVNOFMIZOVTR, AT ZBRLET,

NTAX—5& dA—H%—=T> K

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2

Component name Choose a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. JVR—FKVRNOERR—IT, RFIXRNIVTVVYOEREBRLET,

. EERFIXDNOABRZANTIHEIC, targz 774D T 7A4) URI N RET
9, RESHE#HTS targz 77 1 J)L% Amazon S3 /N7y NMCF7Yy7O—RL, I\
TYRNZOANTAHNST7A4IIDOURI ZIE—LEF T,

i. RDEIICAHLET,

(® Note

AddEnvironmentVariables EA 7> 3> TV, 41 VT FZARNTIOF ¥R
ANCHARZLRBEHN VDEBEWVSESIHIBRTEE T,

http_proxy & kT https_proxyREZHERETSIEE. 1VAZVA
F7OF>ZFEAL Tlocalhost, 1 VARV AXZT—RIP T RLA, &
CVPCIVRARAVNEYR—NTDIH—EREITIJULBEVKSIZTDIC
&, no_proxy/N\TX—2NFUETT,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

TZAR—KNVPC ZRBRETD (F7>3) 25
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# with the License. A copy of the License is located at
#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES

software dependencies for infrastructure hosts.
schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables

TZAR—KVPC ZHRETS (723>
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no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,
.elb.amazonaws.com, s3.

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

{{
{{
{{
{{

action:
onFailure: Abort
maxAttempts: 3

inputs:

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

1}.
1}.
1}.
1}.

ExecuteBash

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

amazonaws.

com,s3.dualstack.

amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.
com,secretsmanager.

com, sgs.
com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.
com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com,api.ecr.
com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-
kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com
" > Jetc/environment

e. [AVAKR—FVNZER] ZERLET,
4. Image Builder 1 X—2 L EZERLET,

a. LZEDOERR—IT, ROKSICAHDLET,

TZAR—KVPC ZHRETS (723>
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+o>a>

L= E5¥4E

Ui

A
\I
N
%)
\I
N
Ry

EETFALIRNINA

"

BEERD /A X=

i}

NZA—=5
=L
N—=>3>
E2L

4 X—=2 DER
0S

AX—TA)TY

[1 X—=2F]

BE8N—>aZ>od47
>3z

EXT1 LI RNIUNA

d1—%-—-I> KV

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.
Amazon Linux

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure Remove SSM agent
after pipeline execution is
not selected.

[root/bootstrap/re
s_dependencies

TZAR—KVPC ZHRETS (723>
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+o>a>

OAVR—F2 b

b. [LEZEKTS] ZERLET,

NFA—=5

OAVR—F2 NDEEE

5. Image Builder 1 7 ZARZ UV F v EREZERLE T,

a. "®RESHhEVY—RAL T,

"A2VT7ZANZOF ¥

b. 127ZANZIFv¥—BROER 2EBRLET,
REDERER—IT, ROXSICAHDLET,

c. AVT7ZANZUF¥

+o>a>

iR

NZA—=5

=L

SHI:I

o

1—H—TI KV

UTZiRLTRRLE
ER

Amazon Y &x— R
aws-cli-version-2-linux
Amazon Y &x— R
amazon-cloudwatch-
agent-linux

FiA: RIICERE h iz
Amazon EC2 > R—
2 bho 74—=J)LRIC
AWS 7hHO2KID &&
OAWS U—23 %
ABLET,

Search for and select:

+ Amazon ¥ Xx—> R:

simple-boot-test-linux

1 ZBRRUET,

e e AN

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

TZAR—KVPC ZHRETS (723>
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o< a INTAX—24Z d1—%—TIT> K1
IAM O—)L Select the IAM role created
previously.
AWS AVTSARNTOF AARARAT Choose t3.medium.
-v

VPC, H7%v KN, ¥ 1 Select an option that

DF14TIN—7 permits internet access
and access to the Amazon
S3 bucket. If you need to
create a security group,
you can create one from
the Amazon EC2 console
with the following inputs:

c VPC: AT ZARNTY
FrEREICEREATY
20OEREL VPC ZER
LET, <® VPCIZIF
A=Y NTIOLA
FHBETY,

s A2INTRIL=I:

« X4 7:SSH

* [Source]: Custom

- CIDR70Ov J:
0.0.0.0/0

d. AVT75ARNZIVFY—BEOER 2 BRLET,
6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

a. "MX=SNATZ42, CBBL., "I X=—SNAT 42 DER ZBRLET,
b. NATZAVOFHMEEER—T T, ROKSICABL, RNERBRLET,

s WAT AR EFT> 32 DOFHA

TS5AR—NVPCEZRETS (F73) 30
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s EILRATDI1-)UT, ATP1-)ZRETSDH,. AMIR—F2TTOLAZFHT
IR T 255 FBHZERLET,

c. LYEDEBRR—IT, BBFEOLIEZEAZERL, BICHERLELERZANLE
T, [RN\] ZBIRL X7,

d. EEZOEADERNR—IT, F7#ILM0T—070—-%FRL, RNZBRLET,

e. "MVT7ZARNTZUVFYRENDERI R—TT, "BBIBEOAVTIZANTZIVFYREZEH
T2, ZBRL. UETICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN] 2
BRLEXT,

f. FAANIELI—32BECERR—TJT, BRIECODVTRORKEZEEBLTSEZ L,

c RESHAEIASAVITZARNTIUF Y RANA VAR AZBYICREBTEDLSIC,
HAAX—PRF7TO/MENERESRELFALUV -2 VICERITIHEN HYET,
H—EAOTF 74 NEEATSE, EC2Image Builder —EANERAEhTWSD ) —
TAVICHAAX=DHFERENE T,

- RES Z##¥HN)—2a IcF7O49%58k. ILLWF1ANIELI—- 3 RESE
ERL, TZICU—>23a > zBMTEET,

g BRAUBRZERL. NM 771 0EREERLET,

7. EC2Image Builder /N1 754> ZERTLET,
a. AX=INATZA4D8, ERLENATSA4ZRDOTTERLET,
b. 7023y zBRL, NM7F4DRT ZBIRLET,

INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEAMI O AMIID ZEZE%. O InfrastructureHostAMI NTX—Z DA HE L THEA
L &£ dthe sectioncalled “ATY 7 1. Rz EETD,

VPC I RIRA > N DERE

RES #F7O4 L TREFAIRNY TZEBHTSICE, T7SAR—KNFTZY NADODTIEAAWS
DH—EADNMRETT, VERBTIVELAZERBHITEZIELSICVPCI RRANERETIDHEND
WET, £, IVRRA VRS EILChSORATY T2 BYRTHBENHVET,

1. IVRRAZBRMFUEIICREENATVWEWESRE, 122 —TIAAVPCITY RKRA K
AWS DH—ER ZFEALTICTIEATS ) CRBBESNTVAFIRICH > TSLEZL,

2. 2DODTFRASEUTFA—=V—"2DFNTNT1I 20T TAR—MNYTZYRNEBIRLET,

TZAR—KNVPC ZRBRETD (F7>3) 31


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html

Research and Engineering Studio
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AWS OB —ER

Application Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

IZATAYO20—RNZZ2T

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

Amazon S3

AWS Secrets Manager

Amazon SES

H—ER%
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region.dynamodb ('— NI A L2
RIRA NARE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams

com.amazonaws.region.s3 (RES TF7 # )L N THER &
NBDT—RNIVIAITRRAMFBETT ),

com.amazonaws.region.secretsmanager

com.amazonaws.region.email-smtp (XD T XA ZE
)F 4=V —2TRYR—FENhTVEHA: use-1-az2
. usel-az3. usel-azb5, usw1-az2, usw2-az4. apne2-
az4. cacl1-az3. cacl1-az4)

TS5A4R—KNVPC #RETS (F723)
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
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AWS OH—E A H—ERX&

AWS Security Token Service com.amazonaws.region.sts

Amazon SNS com.amazonaws.region.sns

Amazon SQS com.amazonaws.region.sqs

AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPCIVRRANODBEVWH—ERIZIERT S

VPC I RRAVNEHR—NLTVWEVWH—ERERETRICE. VPCONT VY IHT XY
NMZ7AFH—N—ZRETEET, ID 7O/NA X —& L T AWS Identity Center ZEA L

T. Research and Engineering Studio 7' 04 L4 BB HK/NROT IV AEEZF >7OF> 9 —
N—ZERTDICE. ROFIEICHVET,

1. RESF7OAICEATD VPCONT VY IOHTZY NTLnux A VAR AZRBELET,

* Linux 7 7 Z1J— - Amazon Linux 2 &7zl& Amazon Linux 3

« T—FTUF v -x86

c AVARVAZRAT —t2.micro A E

« EF¥21UFT4J)L—7-0.0.0.000 »SDKR—k 3128 TDH TCP
2. AVARVALEELTTOF S H—N—Z2RELET,

a. http EHERHEEXT,
b. BAETZIITNTOHTXYRNDLSKDORXLAIADEGEEZHFTLET,

.amazonaws.com (LA AWS ¥ —EADFZE
.amazoncognito.com (Amazon Cognito MFS )
.awsapps.com (P14 77471422 2—H)
signinaws (FPA T 7471422 —H)

.amazonaws-us-gov.com ( Gov Cloud D55 )

TZAR—KVPC ZHRETS (723>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

Research and Engineering Studio I—4—HA K
c. HOINTOERZERLEXT.
d. Z7OF>H—N—%TFTIOT147{LLTEBLET,
e. 7OFH—-N—HFUYAVTSPORT ZEEEHLET,

3. 7OFIH—N—-AOTIEREHATEIISCIL— T—TILERELET,

a. VPCOAVY—=IILBEL, 1> T7TARNTIOFY¥RANE VDIFRANICERATZ T XY
ROIL—RT—TIILEHEELET,

b. L= T—7IILZHEL T, IXTCOEBEGEENTOATY 7THERL E7OFH—/N—
AVAZAILBHTEDLSICLET,

c. chlF, 1V7FARTZIFYNDIsICERATRZIXRNTOYTRYNAVE—KYNTY
TABL)DIL—KRTF—=TIIZHLTITVET,

4. 7OFH—N—EC2AVAZRADOEF1)FT4TI)—7=2ZEL, 7O0FH5—=/N\—H
JYy AL TWD PORT TLA /N RTCP EHZENFAENhTVWAD L 2EELET,

7ZAR=NVPC F7OMNTA—BZRETS

TlEthe section called “AT Y 7' 1: EmZiE 35”, AWS CloudFormation 7 7L —KNICHEHED
INTOX—BZANTBDENBEFENET, RELETSAR—NVPCILEEICF7O493IC
. RONTGA—ZEZHFTEHRELTLLEETV,

NTX—=2 Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “Amazon Y>> 4 X—2 (AMIs
ZEEID"

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

TZAR—KNVPC ZRBRETD (F7>3) 34
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AFB)Y —RAZEKRT S

Z @ CloudFormation AZ Y 7k, XY RND—9, ANL—=2, POF14TF4LIRN), RXA4Y
iLBAE (PortalDomainName A"IEEE N TV HE) ZERLET, RRET7TO/TBICEF. Ch

S5DONEI Y —ANBETT,

F7’OA 80 recipes T 7 L—KEZ D O—RTEET,

T7OA4 BB #40~90 %

1. (%4 >4 > AWS Management Console L, https://console.aws.amazon.com/cloudformation

T AWS CloudFormation AV —I)L&HZ X,

(® Note
EBETNIORNIVB L ZEFELET,

2. AVY=ILTTU7L—bhZRBLET,

AWS GovCloud CREIBELS) U—>a > IcF 7’04 3255,

DORNTTUTL—bhZRBLET,
3. TUTL—RMNGA=RZANLET,

INTAX—& F7xI)b

DomainName corp.res.com

GovCloud / N\—F14>3a>7FAh

S

TOTATTF4LIRNJICE
AEhdRXA2, TFT7#
INERF, 7—RNANTY
71—Y—%RETS LDIF
774 TRMHEEhET,
F7AIINNI1—H—%EH
ITB2EE., EzTT7 %)
ROFFRICLET, EZZE
BE93ICEF. Z2EHLTH
DOLDIF77A )N ZEELE
o chld, 7O7147 74
LOKNVICEREND RXA

AV —RAZERT S
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

Research and Engineering Studio
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NTA—5

SubDomain (GovCloud ®
%)

T7#I) b

S

JE—HITRIHERFHYFEE
Ao

CcONTA—=RIEEA) —
2oIADTRATSTSAUTT
A", GovCloud ) —>3> T
FHEBTT,

SubDomain ZEET 3 &,
NFXA=RICEEEENE
DomainName O 7L 7 1 ¥
DA TS nET, BES
N 7z Active Directory K X A
VEBEBRYTRXAICEYE
9,

AV —RAZERT S
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NTA—5 T7 AN B7E"

AdminPassword TOT4774LIURNVER
EONADT—R (A—Y—F
Admin) . CcOI1—H%—&F,
NPT - ARNS YT 71—
ADTITATTF4LI KN
ICHEREh, TORERERS
hEtA,

BE: CO714—)LRDOF
Rk, 1) 7L—=—FF AR
DINAT—R, FEF (2)
F—ELEORTELTTA—
NY hEhiz AWS 2 —5
LYRSDARNOWVWTNAT
9 {"password":"somep
assword"} o

p= SR OB Kl el OVAWS
J— Ri&. Active Directory
DNAT—ROEMEDEH
ZRIELTVRHBENHYE
ER

HAEIY —AEERT S 37


https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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cDOtU> 3 Ostep-by-stepOFIREICH > T, RBZEFRELTTAHINIF7O4LET,

F7OA KB #9605

COHEED CloudFormation 77 L—Ki&, F7OA4FDEICADO0—RTEET,

AWS GovCloud CKE®ES) TF 704/ 388, COFV7L—hEEALET,

res-stack- COT7L—KNZ2FEAL T, EREBEEITZIINTOIR—ZF NEEBHLET, T
T7A)RERETIEE, RESXAARYOERF, 7O0RNIVR, NIV RUY—=AHFF70O
1enhET,

(® Note

AWS CloudFormation 'J ¥ — A& AWS Cloud Development Kit (AWS CDK) ( AWS CDK) 1
VARTZUORDSERENET,

AWS CloudFormation 7> 7'L—KIl&, ® AWS IZ Research and Engineering Studio 7 7°'004 L
FTAWS UTTR, ARV U ZRETDHIC, SIRXUGEZR/B-ILEN BYVET,

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE XY,

2. TV7L—h ZBBLET,

AWS GovCloud (KEBZ) IcF7O/492ICEk, cOTF 7 L—hZ2RBLET,

3. TU7L—RNEF7AILNTRERBN—ZFH) V—a>Tc8BLET, Bl TY
Di1—>32zEHIDICEAWS V-3, OAV=-IILFrETS—>3> o NN—o)—23ar+
LOZ—=zERALET,

® Note

COHEEGETIE Amazon Cognito H—ERAZFEAL TVWERTH, MEINXNTO THRAT
EHDDITREBYEBAAWS V-3, CORMRIEF. Amazon Cognito AWS 1) —
>ar FRATELE TRBITDIZENHGVET, V-3 HOKHOAAMKIC DL
Tlk, TalAWS U—23 > Services Lists 288 L T<EE L),
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ABZYITDAT—R AL, AWS CloudFormation Y —)L® Status FITRRTEZE T, £60 %
T CREATE_COMPLETE AT —XANKRREhET,

ATYVT 2.9 THA AT B

HRARY IHFTAINCF7TO4Ehd e, BABRICRENLE X—IIFEFEIE
¥, URLZFEALTTAHIRNIHAA42L, OI—H—DDV—DAR—AZHRELFT,

[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q Tell me what you want to do
N~ B N as ) . ; !
I lgnore m E IS E;] I Meeting ™ asana —* To Manager 5 =1 Rules (;Iv—.l EE FD 5% O Find A)) C)\
™ Team Email ~ Dane 38 OneNote X = Related ~
p Junk Delete Archive Reply Reply Farward p= More » ) Reply & Delet 12 ste New _ Maove Mark Categorize Follow | Translate Read Zoom
= Al 4 Eply s Helete 7 Lreate New [BActions~ | Unread  ~ Up~ v [y select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
e . Repl 4 Reply Al F d
no-reply@verificationemail.com © Reply © Reply = Forwar
7o [ Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
hitps://res-test-external-alb-8014275597.us-east-1.elb.amazonaws.com

RES Environment Admin

NHTHA A4 LEES, DITR—FIL TSSO 7ONAFA—ICELETILDICHRETDENT
EFET, 77 D*ffé@"“""f*#ﬁt_?b\'('ti M, Z2RBULTLKETVEREN A R, clusteradmin
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A—Y—FLERBIN—"TOXN=29TZ2E)HTBDENTEERT, VINIITARY UV %E
VETEY, ThBERICTFRAINY7ZF 7O/ 0L EY TR ERBFTEEE A,
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Research and Engineering Studio (RES) (Zl&, N—2 3 VEFMHFXD ¥ —HAN A F—HICU T,
HREEHITD 2 OD0FENBYVET,

RES B ENR—AON—23 -2 JAF—LZHEALET, XDOv—UU—-ATRFEAHNEA
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HID RESIREN SEHOREANOBITEYR—KNLET, cO7OREFALT, 1—Y—%F
VR—FA VI TRRICREOEHETARNSITRIAT D EETEET,

REBEZEEH/N—23AORES TEHITHICE :
1. BEDOREBEOAFY 73y NEERLUET, Tthesectioncalled “AFY 73y NEERT
3, EBBLTLEEL,

2. ILWN—232TRES ZBF7O40LF T, Mthesectioncalled ATy 7 1. BmZziEEHT
27, EBBLTLEE W,

3. EHMENAREICAFY S ayvy NaHEHALET, Mthesectioncalled “AF Y 7> av &l
A92" 28RLTKEEL,

4. FLUORBICEECBIECNLEINTOT—RERIELET,

NAFT—N=23>OFEHMm

RESOXRAFT—N—2a> EFHFOBE, FILLWAVARN=ILBEHBEHVEFEA, TVTL—NEE
HMIBET, BEED RES AR Y UV REH TEFF AWS CloudFormation » EFZF 7 O4 AWS
CloudFormation 9% 8ilc, THEM RESTREON—2a>EaBRBELTKEEW, 707L—~hD
KBEICN—2a B SHIHYET,
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f5l: "Description": "RES_2024.1"
IAF—N—a>aEEHTDICIT

1. B&¥T® AWS CloudFormation 7> 7°'L— k& IZ& > 0O— R U & Jthe section called “AT Y 7
1. REzEHTSD

2. https://console.aws.amazon.com/cloudformation T AWS CloudFormation 1>V —)LZH& £
EP

3. REYINS, T7ZARVAZY VERRLTERLET, ELTRRENE T <stack-

name>,

[E#) ZBRLET,

RBEOTV7L—hZzEEZHAD 2EBRLET,

[TY7L—KNY—=RIT, [TV7L—K774LOFYy7O—-R] ZERLET,
774IL0OERZEERL, FUO0—-RLETVTL—hET7Y7O—RLET,
ARYIDFHMZIEETS T, N ZBRLET, NTA—RXZ2EHI2HERFHYEEA,
ABRYOAXT2AVERETS T, AN Z2BRUET,

10. L E 1— <stack-name> T, EEZBIRLET,
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https://console.aws.amazon.com/cloudformation/
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HABDODTAZARN=)

AWS & £ 0 Research and Engineering Studio &, #A'5., AWS Management Console £z l& %&
FERALTT7 A4 ARN=)LT&FF AWS Command Line Interface. < DHEFRIC&L > TERE h i
Amazon Simple Storage Service (Amazon S3) /N7 Y NEFE)THIBR I D HXEN HYET, COHEFR
k. RIFETHT—2ERFEL TVWBES. <EnvironmentName>-shared-storage-security-group % B
BHICHIBRLEE A

D £ /H AWS Management Console

1. AWS CloudFormation AV =)L ICHA4 242 LET,

2. ABYUR—IT, ZOBEBDAVARN—LARY VEBRLET,
3. [HIBR] ZBRUE T,

® fEH AWS Command Line Interface

AWS Command Line Interface ( AWS CLI) A" IRIRTHERAAREA ESHZHMLET, 1 A=)
FIEIZOWTE, TAWSCLI 1—%—#H 4 K1 @ "TAWS Command Line Interface& l& 1 2S8R L T
<EZV, AWSCLIAERARET, BRATF70/4/Echkz) 23> 08BET AV MIRES
nNTVWBoezBRELES, ROOX RZEITLET,

$ aws cloudformation delete-stack --stack-name
<RES-stack-name>

shared-storage-security-group @ HlBR

/A Warning

Hmk, BRLBVWTF—RBREHSLEOIC, COTTANZATLZT 7 A NTHREFL
Y, EX1VTATIN—TEEETRITTAIINATLZEHRTDE, TSSOV AT A
NICRFENTVER TR INTRLICHIRENE T, T—RENYITYTIBH,
LOWtEFIVFATILN—TLTF—RZBENIETIZ L Z2H5HOLET,
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https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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1. (2% 4 24> AWS Management Console L, https:/console.aws.amazon.com/efs/ T Amazon
EFS OV —-IZREXT,

2. <RES-stack-name>-shared-storage-security-group \BE[ TSN TWBIXNTOT 7 (IS
ATLZHIBRLET, . ChSOT7 7ML ATLAZBOEF 1T 1 JIL—TICHEEV
HTULT, F—RZH|FIBDELEETERXRT,

3. Y4242 AWS Management Console L, https://console.aws.amazon.com/ec2/ T Amazon
EC2O2V—-)ZREXT,

4. <RES-stack-name>-shared-storage-security-group Z HIBRL £,

Amazon S3 /N v KN OBl

CORRE, B TF—EN KD LKSIC AWS CloudFormation AZ Y U ZHIBRT 3 BEIC,
HEIZK D TERE N Amazon SSNT Y N (AT NA 2 ) =23V ICF7O4T25B8) 2RET
BESICHREETNTVET, BRET VA VAN I LR, T—R2E2REITDIHLENBZVESE.
COSINTY NEFETHKBRTEET, AmazonSI/NT Y NZHIBRTBICIE, XOFIEICHEVE
ER

1. (%4 24> AWS Management Console L, https:/console.aws.amazon.com/s3/ T Amazon
S3AVYV—-I)I%ZRHEEXT,

FTETF—=23RATINTY N Z2BRLET,

stack-name S3NT Y h&ERDOITXT,

& Amazon SSNT Y N ZEBIRL, ZZBRLET, BNTYRNZZEICTIREN HYET,
SINTY hEZBIRL., HVT [HIRR] ZFRLET,

o K~ 0D

ZEALTSINT Y MZHIBRTBICIE AWS CLL, XN REERITLET,

$ aws s3 rb s3://<bucket-name> --force

® Note
--force AN Rk, TOABONTY NEZEICLET,
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ReEY D

s A=Y - JI—TnEE

« YT RXL T DER

« ACMiEFE ZERT B

* Amazon CloudWatch Logs

c DAZLT 7 EAHFADBERDRE
« RES X AMIs ZEEET %

A—H%—&JdI—TDEE

Research and Engineering Studio (&, SAML 2.0 2 OFE® ID 7ONA X —%ZFERHTEE T,
HAEBIY—RZFEALTRES 27704 LIZBEE. £721& IAM Identity Center ZFEA T2 FED
BEEk., T, #SHBLTLEEVIAM Identity Center TOZ T )L YA > A2 (SSO) DERE. MH
O SAML 2.0 #80 ID 7ONAF—HH2Fak. "1 2ZBLTIKEETVW IS A2 F
(SSO) M ID 7’A/S 1 X —DRE.

NeEY D

» |IAM Identity Center TO> T YA 2 A2 (SSO) DERE
« DIV BAU AL (SSO) A ID 7ONAE—DEERE

« I—H—0ONAT—ROEE

IAM Identity Center TDZ > IV A > 72 (SSO) DERE

N %&—< R Active Directory ICEHR L TVBTAFUoTATA I E—NFELEBVEERE. HS5HEY
FIARATYV T 1 TATFUOTATA L EZ—Z2FHET D, ¥XX— R Active Directory ([CEfiE iz T
AFoTATAEEZ—DBRICHEIEBEER. PSBOFTITATY S 2. T7ATFoTA4T14123—IC
BT 5,

A—HY—&JdI—T0ER 54
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Q—H—H1 K

® Note

AWS GovCloud CREBEE) U—2 3> ICF7°' 04 §%FE k. Research and Engineering
Studio % AWS GovCloud (US) #7004 LA/N\—F 4> 3> THIY M2 SSO #BELE

EE

ATYT VN TATFIOTATAEE—ZRETS
AMT7AFUFATA Y 2—2EHCTS

1. AWS Identity and Access Management AV =)L ICH A4 LE T,
2. PATFUTATAEE2—ZHEET,

3. [Enable] (B%fL) Z#IRLE£T,

4. Enable with AWS Organizations%3&RL £ 9,

5. [Continue] (¥t17) 20U Y O L&Y,

(® Note

N %—2 R Active Directory &2 1) —>3 ALV —232ICVB e Z2BFELET,

IAM Identity Center & ¥ & —= R Active Directory (CE# 9 %
IAM Identity Center ZBICL =S, UTOEREY NTFTYTATYTZRETLET,

1. FTETF—>3URA2T, REZEBRLET,

IDYV—AT, 7UO>a>z&ERL, DYV—AOEEZERLET,
BEOTFALINIT, FALVNVZERLET,

DRAN] ZBIRL TS EZE WV,

EEZEREL, BEARY U AIZ ACCEPT EAHLET,
(TAToT14T74)—RA2EE] 2BIRL XTI,

2

IAM7AF>T4T41722—T0H SSO NFEE
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A—H—&JIL—70OIDEEX—NDOEH

TITHNIZEFEIAM Identity Center Z ¥ F—= R Active Directory ICE# 32N TTITHE, BED
BENF—HFRRENET,

BWERNFT—T, A RFEEY NTYTORBZERLET,
BUEIXYEYTORE S, AN ZEBRLET,
A—%—+t023>7T, BPIRDI-—HY—-—EANLFET,
DEfN] Z3BIRL E T,

DRA] ZIBIRL TS EZE L,

TEZ®FEL., REORFZERLET,

BR7OCACREBIANZEENHYET, BHLTVEVWI—F—CHIZIEEXY -2
ARRENLBEER. A zBERZERLET,

A—Y¥—nBF3L

1.
2.
3.

XZ1—h5, 1—H—2zBRLET,
TOEARZEMCTRZI—H— (EEW) 28RLET,
1—H—TIOEAZBMC TR ZEIRLET,

ATYVT 2 TATOTATA R Z—ICEETS

IAM Identity Center TOF7 7V r—23a>otwy N7y

1.

©® N o g bk~ w N

IAM Identity Center 1V —)LZBAEE T,

T7Ur—>a &&RUET,

T70Tr—>3a>oEm z2E8RLET,

LY RTYTRET. Y KNTYTIRTTVT—>3a 065 2BRULET,
T7Ur—23>247 7T, SAML2.0 ZEIRLET,

DRAN] ZBIRL T EE V),

FHRTRRTBEHFHHAZANLET,

IAM Identity Center X X253 —2 T, IAM ldentity Center SAML XX F—Z2 7 7AI) D) > U %]
E—UL&d, Chik, RESAR—2ZJL T IAM Identity Center ZERET D EZICHEBIZEVFT,

IAMT7ATF>TA4T412>22—T0H SSO NDFEE
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9

10.

11.

12.

1.

N o o bk~ w DN

©

T70r—>3a>70N7T4T, P7UT5—23 BB URLZADLET, flZEF, <your-
portal-domain>/sso.

Application ACS URL T, RESR—XIASUAALALINURLZAILET, chZERDITS
(=

a. WIREET, eMEREZBRLET,

b. [ldentity provider] X 7 &iBIRL £9,

c. Single Sign-On ®TIZ, SAML UR ALYV N URL AR RENET,

Application SAML audience T, Amazon Cognito URN ZA L & T,

URL Z/ER T3 IC13

a. RESR—ZILAS, 2RBELEHEXT,

b. ID7ONAE—2TT, - —7T—)LIDZRO2IET.,
c. A—H¥—7—)IIDZEZOXFIIEMLET,

urn:amazon:cognito:sp:<user_pool_id>

Amazon Cognito URN ZA AL 125, EEZEIRLET,

F7Ur—>a>0BMNYE T DORE

TATTATARYE—HIS, RLET 7V T3> 0FBZEREET,
To>arveERL, BENYECJOREZBRLET,

&) IC ${user:email} EA DL FET,

7#—X Y N T, emailAddress ZERL £7,

MLLEMIYYE JDEMEZERLET,

T7)r—23> 0 User BHIZ Temails EABDLET,

"IAM Identity Center D C DX FHEEF I—H—BHICYY T TS5, IC T, EABLE
F${user:email},

Format (Z Tunspecifieds EA DL E T,
EEZR7TF) ZERLET,
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IAM Identity Center TOF 77— 3> AQOI1—HF—0EM

1L FPAFUTATAEYE—HS, FRLET7UT—Y 32 OB S TEAI—F — %8
g, 1-Y—0F)ITZERLET,

2. P7VTr—23> 7 O0tARAZE)ETHI1I—F—2BRLET,

3. A—H—0nFIETZ2ERLET,

RES IBIERX TO IAM Identity Center DY N7 v 7’

1. Research and Engineering Studio IRIEN 5. RIEEETERBEZHE XY,
2. D7ONAE—2TZREXT,

3. DVINBAUAUT, RE (AT—2ANHE) 2BRLET,

4. TA—LIZUTOBEHRZADLET,

a. SAML ZERL ET,
b. Z7ONAHA—RIC, DAY TVWERZANLET,
Enter metadata document endpoint URL Zi1#iRL £ 7,
FIZCOE—LU & URL Z A8 L ETIAM Identity Center TOTF ') r—23a> 0ty K7V
7
e. Provider email BH#IC "emails EAHLET,
f.  [Submit] ZiERL T EE L,
5 R=DZEHL., AT—ZANBMERTEND L Z2HIELET,

o o

SUUNYA2 A (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio l&, £&Z® SAML2.0ID 7’ONAZ—&HEAL T, RESAKR—Z)L
ANI—H—TIOEAZRIALET, chSOATY T TR, @ﬁbT‘SAML20|D7D/\’f'}'_
EMETHFIEZETRLET, IAM Identity Center ZFERATBEER. "1 Z28RBL T L& Lihe

section called “IAM 7 A F> T4 T4 2> —T®0 SSO DERE",

(® Note
d—4%—0E X—)Li&, IDP SAML 7#H—2, 32 & Active Directory T—H T2 HLEN H V)
F79, ID 7O/V1 5 —%& Active Directory IZ#E# L, EHNIC1I—H—ZREBITIXLEND
WET,

ST A FT (SSO) AM ID 7ONA X —DFRE 58
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(N =Ry

ID Z7ONA X —%ZRET S

- DZ7ONAE—%FEATDELSICRES ZRETS
- FEAXFRETOID Z7ONAE—DEE
« SAML IdP OEEDT/\NY T

ID 7ONA X —ZRET S

Ot Y 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITHDFIEICOVWTHALET,

1.

RES . RESAR—ZRIILETADP IV RMOT IV LA FTENTVWS 1—H—ID 2D AD

(AWS YZ— RAD £ EIL 77O 3aZ T AD) BB E2FIRBELTVET, AD %

D H—ERX7ONAZ—ICEHKEL, 1—F— D ZEHLET, AD 2L, 1—H—ID 2[E

HgHHZECO2VTRE., D7ANMA—DORFIX M ESBLTLEEZV, flREFE, " AWS

IAM Identity Center 21— —#4 Ry ® "ID YV —A& L T® Active Directory DR ZZ8BL T

<fEEEV,

ID 7A/NAA— (IdP) TRES ® SAML20 P74 —> 3> aBELET. COBREICE. XD

NTA—ZHNFRBETT,

« SAML UXALY2KNURL—IdP A"SAML 2.0 LAR RAZEH—EA7ONAZ—IZEETD I
OICERAT S URL,

(® Note
AP IC& 2Tk, SAMLUR AL I KNURL OBRINERBZEENHYET,
F7 )4 —23> URL
« TH—23>r21—I—H%—E X (ACS) URL
« ACSPOST /N1 >F 4 >% URL

URL ZEIE T3 (CI&

1. BEHZEEWE clusteradmin ELTRESICHA 14 LET,
2. REEE - —EE->D7ONAMEZ—ICBBLET,

3. SAMLUAAL YK URL ZZRLFET,
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« SAMLA—F 4 I AURI —H—ERZ7AONAE—flO SAML A—F A T AI T AT A

hH—=0 ID,
@® Note
IdP IZ&k 2 Tlk, SAMLA—F 1 I AURI OBEINBERXRDIEENHV)ET,
» ClientlD

« P74 —232 SAML WRE

« SPI>FT47 41D

ANERODERTEELEY,
urn:amazon:cognito:sp:user-pool-id

SAML #—F 4 L2 AURI Z#&ERTDICIE

1. BEEZFELW clusteradmin ELTRES ICH A1 LET,
2. RETE S —ERE>ID7ONAE—ICBBLET,
3. 1—Y%—7"—)LID&#&RLET,
3.RESICERBEEND SAML 7H—>3 > ICE, ROT71—=)LR/IOL—LHNFI1—HF—DE X—=I)T
RLAICERETENTVWBRHXENHVYYET,
« SAML Subject F =& NamelD
« SAMLE X—)L
4. 1dP [k, SFREICESVWTSAML 7H =23 IC71—=)LR/OL—LZEBHMLET, RESICIECh
SNT7A—=)LRAIVBETT, BEAEOT7ONART =, F7AILRTIhhEsOT1—I)LR%ZRH
BPICADLET, RETHDVEN HBIHEEEF. ROT1—I)LRADEEZSBLTLSEEZ,

- =

« AudienceRestriction — & ([CFZE L £ Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%'—7"—)L®O ID ICBEZEM|AFET,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id

ST A FT (SSO) AM ID 7ONA X —DFRE 60
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</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL ¥ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RXA 2 BICEE
BZET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

- SubjectConfirmationData — Recipient 1—#'—7"—)lLsaml2/idpresponseL > RRA >~
ETTD SAML U2 T AN ID InResponseTollFRELE T,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — I XD LS IC ZRELF T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5, SAML 77U —>3a>icOJ77J7RNURL71—=I)LRI®HBDEEEFK. ([CRELFEFI<domain-
url>/saml2/logout,
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RXA2 URL Z2EUE T2 I

1. EEHEEE clusteradmin ELTRESICHAS >4 LET,
2. RIREE S —REEID7ONAE—IZBEBLET,
3. RXA2URL #i&IRLET,

6. IdP A" Amazon Cognito E DIEEEZMIU TR HICBERIAAEEZ T ANDBEEE. Amazon
Cognito BEfIHEEZA V> O—KRL., IdP IC7Y7O—RL&ET,

ERMABEHEIDICE

1. OB EDAmMazon Cognito 12 Y — )L & < AWS Management Console |

2. A—4—T7—)Z2BRLET, I—F—T7T—I)LF THIVENHYE
Jres-<environment name>-user-pool,

3. [Sign-in experience] (BA VAV I OVARDVIVA) R T & BRLET,

4, 7IFL—TFT4Yy RID7AONAR—OH A2 42129232 T, ERAHAEOXRTEERL
S

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago

CDFIFEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party
trust, COIAEFRAZEICHL TSAML HR—NEBMICTEET,

(@ Note
—hld Keycloak & IDC ICIFBAEhEB A,
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5. T7UT—Yav0uy NPYTHARETLES, SAML20 77 UT—Y 3V X857 —4
XML ®7zi& URL 28 9> O— RUET. ROEIY 3V THEALET,

ID 7ONA R —%ERATHLSIZ RES 25X ET S

RESDIVINH A AVREZRTIDICIEF

1.

nd ma nvironment settings.

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

EWEFE-IF clusteradmin ELTRES ICH A1 LET,
BIEEE - —RBRE->ID7ONA A —ICBELE T,

Environment Settings

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
east-1_reuFsm8SE [

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket

re: ster-us-east-1

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On T, AT—RAA T —2DHEICHDWMET 4 1> ZFIRL T Single Sign-On
Configuration R—2 ZHEE T,
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA—T, SAML Z8IRLF 7,
b. Z7ONAX—FICE, D7ONA A —DO—=NEuixEADLET,
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d.
e.

4. IR

® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

XBF—=BRFIXNY—AT, BYBAT>I2ZBRL, XXTF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

TONAA—EX—)LBM 2, T¥ANE ZAHNLETemail.
[Submit] &38R L T & LY,
BER—JEBEO—RLET. FEFELVEE, S0TLYI VA FEDCEYET,

FARFRRETO ID 7ONAF—DRE

‘it h
ONga A

EAE)Y — A ERAL THEARFRED RESIREZIER L. 1AM Identity Center % ID 7°
—ELTRELEBEE, OkaBREDHID ID JOAONAFT—%BRETD L 2HHOLE

9, RESSSO BT #—LlEk, 3DOBRENTA—ZFEZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XRF—

BRFAIXVRNETONAMA—EX—)IBUEZEETRICE,. ROFIEZRITLET,

1. Amazon Cognito AV —=)LIZBEBLF T,

2.+t
3. 11—
4. YA
BL

5. BE
W
b d

JF—>arvhs, A—¥-T—)LEeBRLET,

YT - 2B RITDE, I—HF—T—ILOBENRTENET,
VAVIVARVIVART NS, 7TFL—TA4Y RID7ONAME—DF A1V IC%
REENEID 7ONAME—ZREET,

XETF—REZEL, BUENYED TV RZELBVWETTEAEX T, BENYEJZE

BICEF, MEZEBRLET, XET—RRFIADVRZEHIZICRK, XZF—ZNDEE
ZBERLET,

SIS A
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB T<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings T—7 )L Z#EL TERL. Actions X
— 1—7H5 Explore items Z3&IRL £,

c. AFTYUFREBGBIIVEAT, 74U E2—CBEBL., RONTFX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB TXFIZzwFEidentity-
provider.cognito.sso_idp_provider_email_attributel . #fR& ZZERL
T. Amazon Cognito DEEE —HTBD LS ICNFINZEELET,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP OREED T /XY J

SAML KL —%— —Chrome 75U T DILRMAEZ#FEAL T SAML VT ANEZBH
L. SAML 7H—> 3 EABRTEET, FMC-COVTE., Chrome JI7ARNT® "SAML ~
L—H—, 28BLTLEEL,

SAML B%#%Y —JL — Onelogin 2k, SAML T>J—R&hifEEZFI— KL, SAML 7H—
AVOBATA—IREFIVIIRILEHOICEATEDY —IIAAEEIATVET, FHlIEOVT
(&, Onelogin 7T 7H 4 KM "Base 64 Decode + Inflate; ZZBL T &Y,
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Amazon CloudWatch Logs — CloudWatch Logs TRES OV OIS —XBEEMRTEET, O
&, EWSBaioOJIIN—FIH') £ res-environment-name/cluster-manager,

Amazon Cognito R 1 X2 N — Amazon Cognito & ® SAML A DEFMAIC DV Tk, "Amazon
Amazon Cognito FAROY/N—HA Ry O "I1—H—7—)LA® SAMLID Z7ONAH —DiEM, %
SRLTLSEEL,

A—Y—0O/NAT— ROKE

1. AWS Directory Service AV =LA 5, ERLEAZRY IOTFA LI NJZBRLUET,
2. Fo2aryAZai—7, - —NAD—RoUtYy hEBRLZET,

3. I—H¥—%Z&RL., LLNAD—RZAHLET,

4. NAD—RoUtY hEBRUET,

U7 RXA2 DR

NABLRXAVEGEALTVWRBER. R—RIOVIT7EH2E VDI MO EHR—RTBLSIC
BT RXAVERETIHVENHYET,

® Note

AWS GovCloud CKE#EE) V—>3a»ICTF7O4 T 258, RXANTUYIORAN
V—2%KRANTRDEAN—TA2AVTAIDRNTIOITIFTIT—232 & VDI HT R
XA ZRELET,

Route 53 AV — )L ZR&E X T,

ER LI RXA 2 Z2BREL, LO—ROERZERLET,
LO—RFBLELT "webys EABLET,
LO—R&A47ELTCNAME ZBIRLET,

Value IZF. ZHIDEX—)ITRIM2 12UV IZAHNLET,
[LO—RZ#EK] 2BRLET,

"OLO—RZEXTBICE. NNB 7 RLAZEELERT,

N o g bk~ w0 Dbdhd =

a. AWS CloudFormation IV — )l ZH&E X9,
b. <environment-name>-vdc ZEIRL TLE&E ),

I—H—ONAD— ROBERE 68
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https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
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c. DY—AZEIRL. ZBEFI<environmentname>-vdc-external-nlb,
d. NLBASDNSEZIE—LZET,

8. Route53 2V —I)LZRAEET,

9. RAXAZ®RZEL, LO—-ROERZRRLET,

10. LO—RBIC T, EABLETvdc,

11. [LO—R&ZA7] T, [CNAME] Z:ERL £7,

12. NLB ®#5&1F. DNS ZA AL E T,

13. [Create record] (L. J— R&ZERK) ZiBIRL £,

ACM REEHE Z K T 2

F7# ) N T, RES I& RXA > amazonaws.com ZFERALTF77US—>3a > O—RNT o H—
TIOITR—RIINEFRAMNLET.,. BEORXAVEFEATDICEK, I—HF—HREHTD, T
AWS Certificate Manager (ACM) A5 O TARNENZ/NT 1) Y U SSLTLS fIAEZRET D HE
HFHYVET, ACMEFERATZIHEE, VAT NETVITH—EARARNED SSL/TLS F+¥ X)L
EESILTBDLEODNTA—RELTEETIVLEN D AWS VY —RABZEZHFEY) ET,

® Tip
ABUY—RAFENY T—D2FTOCF2HER. CHBYY—RREY VEFTO
4 PortalDomainName T2 EZE(Z, BIRULERXA D E CADTEIHENHVY) ETHIED
\J_ZE'TIEE‘Zj%o

NAZLRXAZ DIAREZEKT D ICEF

1. A>Y—=I)LH 5 AWS Certificate Manager Z#B&, N7V v JiHEEZE) VT AMNLET,
AWS GovCloud CREI#ESS) (C77°'04 35\ a . GovCloud /N\—F 123> FHU2 NIZEEH
EZEHRLET,

2. "TNTUYORBHEZEVIIANTS ) ZBIRL, TR EERLET,

3. RXA>ET. *.PortalDomainName& MDA DEIBAEAEJUIITANLE
J PortalDomainName,

4. HRAEXYV Y RT, DNS #®ilZBIRLE T,
5. [VVIAR ZBRLET,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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6. Certificates JARAS, VOTARNENIIHEZHEET, SAPEODRAT—RF A, BIE

REHRICEYNET,

® Note

AAENRRENBEVERE, VAN ZEHLET,

7. ROVWThAZITVWET :
BRFZ7O04 :

VOIANENEBAAZOMBAENFMA S, Route 53 TLI— RZEXT S Z1EIRL
FY, AT DAT AR "RITEHL CEDYKRT,

GovCloud 7°'00 1 :

AWS GovCloud (KEFE) (277 04A F5H4K. CNAME ¥—&E2IE—LET. &
RAN—F 423V FPAIYRAS, BEEALTNTUY SRARY—2EHLLLO—
kEERLET, THBEORT—KZ AR TRTEH, CBDYET,

8. HMULLVIAIAZEARN Z2IE—L T, ONFX—RELTAHNLZF

FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A R—JLHIZ CloudWatch (X0 OT T I —7 =KL
F9. F7FLROREFICOVTRE, ROKRZSRLTLEEZL,

CloudWatch Log 7' )L —7°

[faws/lambda/<installation-stack-name>-cluster-
endpoints

[aws/lambda/<installation-stack-name>-cluster-
manager-scheduled-ad-sync

[faws/lambda/<installation-stack-name>-cluster-
settings

Retention

BMHRS L

BMHRS L

BMHRS L

Amazon CloudWatch Logs
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CloudWatch Log ' )L —7° Retention

/aws/lambda/<installation-stack-name>-oauth-c =~ BXHEZ L
redentials

Jaws/lambda/<installation-stack-name>-self-si BMHRZL
gned-certificate

/aws/lambda/<installation-stack-name>-update- ~BXHRZL
cluster-prefix-list

/aws/lambda/<installation-stack-name>-vdc-sch BZX1EAE& L
eduled-event-transformer

/aws/lambda/<installation-stack-name>-vdc-upd BExIHRE L
ate-cluster-manager-client-scope

/<installation-stack-name>/cluster-manager INAME
/<installation-stack-name>/vdc/controller SNAHE
/<installation-stack-name>/vdc/dcv-broker SNHE

/<installation-stack-name>/vdc/dcv-connection- 3 A B[
gateway

OV —=7 077 # ) NOREEZZEETSHEE. CloudWatch 2V —)LIZBE
L. CloudWatch Logs DOJ F— 2 RxEFEZZLZETRHERICK > TILEZV,

NAZRLT VEAFA DR DEHRE

2024 F 4 ABRE, DAZLAT VAT OERZTRAYFITBH_ET, AT IVTRESICK?
THERENEO-INZEETEET, NARXLT IV EAFADERIE. IAMPermissionBoundary /\
FA=BO—ZBELTTIVEAFTNDERD ARN Z2IEE TS & T, RES AWS CloudFormation @
AVARN=ILO—HBELTERTEET, CONTA—RZZOFRXRICTDE, EORESO—ILIC
ET7VEAFADEREBREENEEA. UTE. RESO—IAEETRDLEHICHKELTI I
NDIJARNTT, FRATDFEDOTVEAFADKERT, XKOT VI VFARNICHFTEATWVWSC
EEB|RBLET,
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
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"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fex:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
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"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
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RES Xfit AMIs Z5XE T %

"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES %> AMIs ZEA T2 &, (RETFAIRNY TA ARV X (VDIs) ® RES kFEKRENA
BLAMISIZTVLAVARN—)TEET, RESHL AMIs ZEATH &, BRICRAMIEhizA

RES x> AMIs %

RET 2
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X=T%FERATD VDA AR AQOREBREN EfEE T, EC2Image Builder ZEHA T 5
E.AMIs ZBELTHLVWIYTRNIITAZRY VELTERTEE T, Image Builder OFFHHIC OV
Tk, "Image Builder 1—H'—74 Ry Z8RBLTEE,

R ITBEIC, ZHM/N—23IVORES ZTF7O1TRURENHYET,

NeEY D

c RESRIBICTIVERATREHO IAMO—LZEETS
+ EC2 Image Builder AV AR—F > NEERT D

« EC2Image Builder L E&Z %29 3

- EC2Image Builder 1 72 ARNZ IV F ¥ ZHRETD

+ Image Builder f X=SNA 754V %ZBRET D

+ Image Builder f X=SNA T4 ZR1TT B

« RESICHILWYTZRVITARY VZBRTD

RESIREBICTIVLATRHLEHO IAMO-IILZEHET S

EC2 Image Builder * 5 RES IRIEH—ERAICT VAT SICIE, RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— L2 ERF LG EETDIHLEN HY) F

¥, Image Builder THEATS IAM O—J)LOFEIC DV T, Image Builder 1—H—74 4 KM AWS
Identity and Access Management (IAM) 2B L T E&E L\,

A—)LICREAATABETT,

s EESNIBERICE Amazon EC2 H—E AN EENET
« AmazonSSMManagedinstanceCore & & U EC2InstanceProfileForimageBuilder 7R 1) & —

« F70O4 &N RES IREA D DynamoDB $ & U Amazon S3 7V AN HIRE i h AR A
RES 7R > —

(CORVD—F, DAZI—EBRII—RFIXVNELERARAEI—A2F42RID—R
FAXZROWTIAILLEYET ),

BEESINEBRI T AT1

{
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
"Action": "sts:AssumeRole"
}

RES R —:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:{AWS-Region}:{AWS-Account-ID}:table/{RES-

EnvironmentName}.cluster-settings",
"Condition": {
"ForAllValues:StringlLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-

Account-ID}/idea/vdc/res-ready-install-script-packages/*"
}

RESHREBICTIVEATHEHDO IAM O 2%ET S
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EC2 Image Builder A2 R—% > N ZERT S

Image Builder 1—%—2 4 R® Image Builder AV —=J)L&ZFERALTIVAR—X NEERTDF
JEIZHEVET,

OAVR—F NOFEMEANLET,

1. Type T. Build ZERL £,
2. AX=FARL—FT AT AT AL (OS) DFEIE., Linux £7=l& Windows Zi&IRL £9,

3. AVAKR—FVKRBICEK, BEODOHLYXRTVHEEHZANDL £ research-and-
engineering-studio-vdi-<operating-system>,

4, AVKR—FKVKNON—23VFESEANL, 723 THAZEBMULET,

5. BERERFIXVNIR, ROERTVT7ANZANLET, T7—HFHRELIEHBEE. YAML 7 7 A
WEAR—AICHBTHY, REAREOSVERERETT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
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inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
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- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:
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delaySeconds: 0

6. A723ORTEERL, AVR—F NOEREERLET,

EC2 Image Builder L E % %59 %

EC2 Image Builder L ETlE, FILWAX—DZER TR EOOHBRELTHERATEIR—AA
X=2E, AX=—DBADAZIIAALTINTHPEFESY ICEMET R L ZHRITHEHICEMT
P—EOIVR—FXVNEEELET, LVEZERETLERFEELT, BB RESYI7RNVITO
MEFBRZEFEIX—TYNAMI ZBEITIHLENf HYET, LEOFHICOVTR., "LoE®
BE, £BBLTIEE,

RES &, KDAX—=ZARL—TFTA VI ATLZFR—NLTVWET,

« Amazon Linux 2 (x86 & & T* ARM64)
« Ubuntu 22.04.3 (x86)
* Windows 2019, 2022 (x86)

Create a new recipe

1. T EC2Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
REBHRIVY—AT, A X=DJLIEZBRLET,

[MX=DLEDOER] Z22BIRLET,

—BOBREN—D3aVEFSZEANLET,

RES THR—RENTVWBEIR—AMX—TZEBRLET,

AVARVARET, SSMI—J IV RSFTIVAVAR=LEATVEBVEEREA VA N—
MWWET, I—HF—F—EHLTZTOMOMBEZRI - —FT—RIFHREADLET,

2 T

(® Note
SSMI—SJIVREAVAR—ILTRIHFECOVTR, UATZZRLTEE L,

e LNnux AEC2AVARAILSSMI—JIVNEFEHTAAR=ILTS

» Windows Server M EC2 4 > AR Al SSM Agent ZF B TA VAR —=ILBE X
OCTFUAVARN=ILTSD
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
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7. Linux R—ADLIENHZEF. Amazon NEE T Haws-cli-version-2-linuxEJL KR
OAVR—ZFVNELVELCEMULET, RESA VAR =AU NG Z6HAL TAWS
CLI . DynamoDB 7 5 A X —RENREMEAD VDI 7V AZRHELET, Windows T
. COOAVR—FXVNEBEHYNEEA,

8. Linux F7zI& Windows IRERAICEK E 1 iz EC2 Image Builder 7 R—% > bk
ZEML, BREBNTFA—REBZAILET, RKONTX—RFHEBEANTT:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux IRI\E Tlk. aws-cli-version-2-1linuxEJ) ROAVAR—F N ZHEHICEN
LERET, ChSsOOVR—FXNEZEBMTZI2HRENF HVY)ET,

9. (#%])Amazon FEE I Ssimple-boot-test-<linux-or-windows>7T AN R—
XZPZEMLT, AMIZEBTESCCZBRBLET. ChBRNMNROERSETT, &
HEBLEITMHOTANIVR—FX NEBIRTEERT,

10. BELCWLUTAT 320> arexT7 L, OKEAIR—K NZEMNLT, L
SEDERERBIRLET,

Modify a recipe

BEF M EC2 Image Builder L ENF®%&EE. ANV R—X NZEMULTEATEET,

1. Linux R—ADLTEDMHEK., Amazon N"EE T Daws-cli-version-2-linuxEJL R
OAVAR—ZF2RNZLIEICEBMULET, RESAVARN=ILATUTNE ZFERHL T AWS
CLI ., DynamoDB 7 5 AZ—REDKEEAND VDI 7V AZRM L FF, Windows T
F, COOAVR—FXVNIVEHYFHA,

2. Linux £7z& Windows RERICEK E 1 iz EC2 Image Builder A7 R—% 2 bk
ZzEML, BDEBNFX—REEZAILET, KONFX—RGFESXEANTT:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux IRETIlX, aws-cli-version-2-1linuxEJ ROAVR—F N EFHIZEDD
LERRET, ChesndVAR—FXNEEBMTBIHEN HYET,
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3. BELIWLTATZ3a>otI23a>ExETL, HOLERIVR—XNEEMLT, L
SEDEREBIRLET,

EC2 Image Builder 1 > 7 2 ANV F ¥ ZFRET D

AT AN OF ¥ EREZMEAL T, Image Builder & Image Builder 1 X—2 OBEETANIC
AT AmazonEC2 AV 7 ANV F Y ZIEETEE T, RESTHEATAICE. HiLLWA2 7
TFARNDZUOF+REZERTRH., BEOREEZFEATIHN ZRIRTEET,

s HLWAVTZARNZOFYRELZERTBDICEK. "1V T7FZARNZIF YREDERL 22U
TLEE L,

s BFOA T ZARNTOFYREZFERATRIICGE, 17 ZARNZIOTFvREZEMLET,

Image Builder 1 > 72 ARV F Y ZRETHICE :

1. IAM O—=J)LICE, TLHHEICEREL =O—)L%Z AL E TFthe section called “RES IREBEICT IV A
TR0 IAMO— ) %% ET S,

2. AVABRABZRAT TR, PBLKEEACBOATEVZEDRAT&BIRL, BIRLEXR—A
AMI 7—FFTO0Fv%EHR—KNLET, AmazonEC2 A VAZVAZAT ) #SBLTLKEE
(AN

3. VPC, ¥7XxY KN, EFx2VF4IIN—-T0HEE. VINIITNYTr—20840>0—K
WA VE—RYRNTOLAZFAITBIHENHVYET, RESIRED cluster-settings
DynamoDB 7—7JL& Amazon S3 VS AZ—NT Y NMADT IV LAEHFATIMLEN HY E
ED

Image Builder 1 X—NA 754 %2R ET S

Image Builder 1 X—NA 7542, R—AA A=, BREETANBAOOVR—FUN, 42
T7Z2ARNZIOFYRE, TAANIELI—23VRBEZHEAKAILTET, RES FIS AMIs DA X—2

NATSAVERETDICE. FLWNATSA O 2ERTED., BFEONATSA2ERTDH
EBIRTEFET, FMICOVTI., Image Builder I—H'—HA4 RO "AMI A X—=NAT 542D
EREEHTL ZZRLTLSEE L,

Create a new Image Builder pipeline

1. T Image Builder 3>V — )L &R & & T hitps://console.aws.amazon.com/imagebuilder,

EC2 Image Builder 1 > 75 ARNZ UV F ¥ ZRET S 84


https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
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2. FTETF—232HhS, AX—INATZA2ZERLET,

3. TAX=NATZ4 > DEK EEIRLET,

4. —EBORE, AT7IDOBHA, AT7TP1-), BEZAILT, NMM T4 0OFHMZE
ELET,

5. TLYEMER, T, "BBFEOL>EZER) ZBIRL, ") TERLELVEZERLE
Jthe section called “EC2 Image Builder L E%#%#{E9 3", LYEOFMANIEL WV & &
wlL&ET,

6. A X—HER7T7OCLAZERTS Tk, I—AT—ARICBLTF7FIIKND—=070—F1
BARZRLD—O70—%BRLET., BEALEDEE, F7AILNOD—070—Tt+%
T, HMICDOWTIE, EC2Image Builder N A 7 ZA 2 DAAXA—DD)—0 7 O—%RET
21 ZZRLTLEZL,

7. r4/771h77?7“*®E%JT "BRFEDA T AN VT YREDER, &2
RU., ") TERLULEAVT7SARNTOF vEREZEIRL E Jthe section called “EC2 Image
Builder f Y 7 2ARTIVF Y ZHRETD e AV TARNTIFYOFMAELWV L ETE
RlLET,

8. TAANIELI—aVRBREEEETD T, Y—ERAODF7 A NEFALTTFA AN
Ei1—-3rBREZERTS 2BRLET. A X—2R@F, RESREAWS V-3
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEFEHATS L, Image Builder A
FRENTVWAU =23 ICA A= ERENET,

9. NATZA420FMEHBL., NMAMT A DEREBERLET,

Modify an existing Image Builder pipeline

1. BBEONATSA0ZFERATRICE. TERENELIEZERATALSICHBZEELE
Jthe section called “EC2 Image Builder L > EZ%1{& 3 %",

2. [Save changes] (BENRE) 20 )Y ILET,

Image Builder f X—NA 7542 %ERTTD

REENLHAAMAX=—DZERTBICR, AX—INATFAZRBRTILENFHYVET, 41 X—
SLVEOIAVR—FMRICE 2T, BETOLALEX 1 KEAL D EEFHI KT,

Image Builder 1 X—S N1 7542 2R1TT> 85


https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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AX=DNAT A2 ZRITIBICEF:

1. AX=DNATZA4Hh5. TERENE/NA TS 42 %ZBIRL % Fthe section called “Image
Builder {1 X=SNA T4V ZBRET D
2. To2arvhs, NMMT7SA4VORTEERLET,

RESICHILWY 7 RIITAZY J%BHRTS

1. 71 OERICHE> Tthe sectioncalled “V 7RI I T AZY T (AMIs)’, Y7 NDITARY I %&
ERUET,

2. AMIID I, ICBEEIhEHEIAX—20 AMIID Z A8 L E Jthe section called “Image
Builder f X=SNA T4 #RITT B

RESICHILWY T RIITARY U E2EFETS 86
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BEEEHAR

CHEBESHA RTIE., AWS ®F N Research and Engineering Studio 2& S ICHAZN A AL T
METHHEICHITZEMOFIEZ, HMMHNERNKRECREMBLET,

[N =R

s Vv aER

- RAEEE

« —JLYbhDERE

« JANDEZRV T LI

Ty aER

YA vERBR, BV AV ERRBRETANTDEOORERTAUERTIT A7 BRRERZREY
LET, BEBI—Y—ELT, ZJOP I IV MNREBRNTA RS 9T47 v 2 a skl rUOEE
THEZI—H—ICHUTEEXRT,

Nevy o

« Y aAKR—R

e VI3

« V7RI ITAEY D (AMIs)
s FNvY

FRAIKNY TERE

v avER 87
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XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R

88
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Y2 atEBRAYIAR—REF, EEEFEIUTICEITZ Vv IEI—ZRELET,

1L AVAEVADRAT
vy arnirgE

N—A OS

70Uk
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE LY a>THEREZ7 LRV
JLEY,

2. v arEBRL, 7723 X Z1—%2FEALTATZTVET,
a.tyv>arzBlETS (E\HT)

tv>ar 89
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b. Bilt/RKIEEY > 3> (B )
c. MHlfFEILE/MRIEEY > 3> (EET)
d Ev>3a> o7 (EHA)
e. Y>3 omFKRT (BH)
f. Ev>a2 (BEA) OAJILA
9. Y7 RNTITARY T DERK
. EvrarokEgeBRLTHLLWEY IV EEHMLET,
4. ZETEY > AV EREREL, REEARL—TFTAVIZATLATTANRIITLET,
5 Ev>aHEEBERTDE, FHNIRTENET,

Y>3 EERTS
1. Ev2a>oeR 2BRUET. HILWREBTAIRNY TORBE-XILIHEXT,
2. FLLWEY>a>oFlZEANLET,

3. (FA7<3> ) Show Advanced Options ZF/ICLT, H¥7ZXY NIDX® DCVEY>a>raA
TREDEMDFMEZEELET,

4. [Submit] Z&IRL T &L,

tv>ar 90
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U

r

___Storage Size (GB)
EP% 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

Enter the storage size for your virtual desktop in GBs

& )

91
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vy ar ot

v avARNYS, Y2 aVBEBERLTEY a0 ERRLET,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

V7RI ITFTARY T (AMIs)

® Note
TREENTVS CentSO7 V7 RNTITARY UV %2RITTSICIE AWS GovCloud (US), J
VOENTEET N N AWS Marketplace ZFEAL T HDO AMI 2T RO A4 T 32
ENHYET,

V7RDITARY IR—=TH S, Amazon XA X—2 (AMIs) 25 EL . BEFD AMIs 2 EE
TEEY,

VI7RNIDITAZY T (AMIs) 92


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
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RES D Virtu s > Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. BEOVYIRNIITARY VERETBICE, ARL—TFTAVISATLAOROAY TH I ZE
ALTOSTZ74ILEIVITLET,

2.7 RIJITARY VDB ZRIRL T, ARXRYIVDFHEMZERRLET,

B YIRIVITAEY VEBRLIES, TUOYIUXZ1—%2FRALTARY VZ2imEL. ARV
V702TONCEIVETEY,

4 VITRNIITAEZY VDEFGRE2FERTIRE, HLLWARY VZERTERT,
1. YV7RNDITARY VOEREZBRLET,

2. ILWITRIITARY VOFMEADLET,
3. [Submit] ZZIRL T EZE L,

VI7RNIDITAZY T (AMIs) 93
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.
Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI Id
Enter the AMI Id

[

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o

Projects

‘:&{fbt RMPJ;;LGb:C 'JI UjCLtD fUI thc :uftvval w :ta\_lr\
V7RI T AXY7)(AMIS
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JOPIONIVIRIITARY D& HTS

FLWIYTRIITRARY VRERTRIEER, RV VETOSIVNCENSTHIENTESE
T BRYIOERBICARY V27O IV NCEMTZHEN HDH5EE. XOFIEEZEITLET,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHE TR ENTE
£

1. Y7RIDITAEYIR=DASTOZIIVNIEMTIHBEN HDYTRNIITARY VZE
RLZET,

[Foav] &8RULET.

fRE] 2 BIRLE T,

Z7AYISNROYZEI EERLT7AS IO N ERRLET,
[Submit] ZBRL T EE W,

o & w0 DN

AZYVDFMR—IHABYTRIITARY VERETDIEETERT,

VI7RNIDITAZY T (AMIs) 95



Research and Engineering Studio I—H—H4A KR

Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

VIRDVITAEZY VDFHERTTS

YIRDITARYDVARNES, Y7 RIDITARY VBZERL THMERTLER T, FlR—
NS, WEEBRULTYTIRNIITARY VERETDIEETERT,

TINY T

TFINY TNRNZIICE, RETFRAINY TICEERGFSAEXY E—DRNT T 1Y INFRRENET,
CONZFLZFERALT, RAMNEOTITAETAZERTEET, VDRANRZRTIZEA AR
ABEOTVTAETANRREN, VD Y2 AV RTIZRETHOEY S AT IOTAETAH
RRENKT,

FRvY 96
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s and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions .
"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) "port” : [

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

TFAIRNY TERE

TAIRNYTRER—DZFEAL T, RETFAINYTIIBHEFTSNIZVY —RAZRETESR
T, U—N—2T TR, ROLSBREILT IV ELATEET,

DCVEY>3aZTF7ARILZALT TN
DCV Y2 azsABENICIIMENDETORE, ChilkY), FRAINYTEY S a2 ORE
BREEEIT, DCVITZATURELERDITISUOHLSs0HEY I IVHFHAUSKET,
TARILEALTINDES

TARLNVEBENF VAT NCRHETNDITORE,
CPU EREOL & WM ME

TARILERBENDS CPU EAE,
A—Y—HEYOFashiztyay
BeD1—H—NHN—EBIZEDO2DZENTEBD VDI YA OH, 1—F—HNFZOERLEIZES

&. My Virtual Desktops R—ZASHFHLWVWEY IV ZRRETELLLBZYET, v arR—
DhostviaraRBToMEER. COENEEEZZTEEA,

RARIL—KRVI—-LFAX

REFAIORNYTEY>a2OIL—rRVI—-LOTTFI T AKX,
AAENIEAV ARV ARAT

CHORESIRIETRETEDAN VARV ATFIV—EHALAADIVAN, 1 VARVATT X
J—EA VAR AY A ADEAEDEOEENRITFTANSIhET, L&A, "mr7as &1

FARAINY TRRE 97
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ETDE. MMa77I)—DIXNTOFA AN VDI Y IELTRERBTEDLSICHYE
T, 'm7a.24xlarge' ZEEL EHE. VDI EY 23> &L TRETE % DIE m7a.24xlarge D& T
T, cOVANE, REAOIXNTOTOPIVNIRELET,

res-beta08 (us-east-2) <

Virtual Desktop Settings

RIEEE

RES OIREEEB I a hs, BBI-HY—ERRBRCI -7V 70T NAILS
HMENIERBEZERBLIVERETEET, ChSsOREICEK, A2 —FT12T0UY—A, AN

L—>, TOMOMBEBERIDVR—FNEEHDENTE, IXNTLRERREANICHY)ET, 1—
H—iEk, 7O IV NOBENELEE R ETELSIICCNSNREERESBIVHNAEIIAATES -
., OO IIRCPREBICHELEEZZ AL, YUI—23 0B, TAN, REZHE
CITDSCENTEET,

New o

- 70O02IUK

o [1—H—]

« JIN—7

s PORAZFETZ70774)

o J7AN AT A

« REAT—ZA

« AFVT7TAVRNDOER

- REBRE

« Amazon S3 /T VY b~

RAEE 9
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70T h8

7O IO RNE, REFARAIKNY T, F—L, FEOBERZERLET, 7O IV NEERTDE
Zlk, BEl. HHH. RERECEOREZERLET, 7O I INIRBEE, OoE1—TF127
VIV=—ADRATEFAX, YT RNDITAERY Y, XY RNIT—ORERE, 7O IV NOBED
BEHERBLETRIICHARENAATES 1 DU LOBRBENEENET,

NeEY

- ZOPIVRNERTTD

- 7OV EHERT S

- ZODIVNERETS

« 7O IV MDOET DEME K IFHIBR

e JODIORNIBEERTISNET7TAINATLAZERTITS

BT 7L—MZEMNTS

J7OIORNERTRTD

- Research and Engineering Studio P & demoadmin4 v

= RES Environment Management Projects (6)

.
Pro’ects @ Actions a ) Create Project
Environment Project Management e Edit Project e

a Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

7O I VRSV AR—RICEK, MAFTELZ7OSIIORNOUARMNRRENAET, 7Ok
HAYAR—RAS, RDZENTEET,
1. BRE71—I)IRE2FEALTIOC IV N ERRTEET,
2. 7O IV RNEEBRTDE, PUOYAUXZ1—2FEALTROZENTEERT,
a. 7O IV NERETS
b. 7O TV MOEMILEIF BRI
c. 7O I VKRB I ZEHTS
3. 70TV MDEREERLT, ILWOSIINEZERTEET,

7O ok 99



Research and Engineering Studio I—H—H4A KR

JOTI O NEERTS

1. [77O2 TV MEEK] ZBRLET,
2. ZOIVRNOFEMEEANLET,
70T IDE. JANEBESZEHN T2 EDICERATES )Y —AZT TT AWS Cost

Explorer Service, F#ICOWTk, "1—HY—EEOIARNESRXTOTIOT 1711 2SR
LTLKEEL,

/A Important
ERZRICZOIORNIDZEETR LR TEXEE A,

HMATAVOFMCOVWTR, T ZBRUTIKETEVEST VI L—hZENT S,

3. (AZ2aV)7ASIVNOTFEZEMCLET., FEOFHMIIOVTEK, T #283BLTL
FEVWIANODEZRD) T EFIH,

4., 1—H¥—=XJ)—7ICEOO-IL("7A2 0 MXN—1 G 7O TV NFAEEL )
ZEIVHETE T, SO—IIANARTTERZTOIVFT7AINOTOAFAZ7AT77AI)LICD
VT, T Z8BLTSEZL,

5. [Submit] ZZBIRL T ZE L,

7O ok 100


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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Create new Project
Project Definition

Title
Enter a

Enter a user friendly project title
Project ID
Enter a project-id

erscores (), o periods (). Must be between 3 and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems
Select applicable file systems for the Project

( ] ©

» Advanced Options

Team Configurations

Groups Role
Select applicable Idap groups for the Project Choose a role for the group
Remove group
[ group_1 v ] [ Project Member v ]
Add group

Users Role
Select applicable users for the Project Choost

e a role for the user
] Remove user

[ user v ] [ Project Member v

TAOSI VRN ZmETS

1. 70T O9KNJVARNTZOP IV MNEEBIRLET,
2. Actions XZ1—7/»5, EditProject Zi&RL £7,

3. EHMZANLEY., FEZEMCIZBERE. JAMOEZRZVJLHME ", 22RLTLKE
TV, FRATIDOFMICOVTR., "1 ZBRULIKECVEST VT L—hZEMT
2o

4. [Submif] ZBIRL T &V,

PP o
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Edit Project
Project Definition

Title
Enter a

user friendly project title

( Project1 J

Project ID

Enter a project-id

rease alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

( ] ©

Add Security Groups

Select applicable security groups for the Project
( ) ©

» Linux

» Windows

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group
emove group
{ group_1 v ] { Project Member v ]
Add group

Users

Role
Select applicable users for the Project

00se a role for the user
Remove user
M ]

[ user1 v ] [ Project Member

(o) €D

ZJ7O2IT9 MNAOZRT OBIMNE - IEHEHIBR
TOSIORNEZT R, TOTOSTI IR THERENLEIRNTDA VARV AICRT RS STET,

1. ZO2TORMJARNTZ7OPIOMZBRULET,

Actions X_Z1—7/'5, Update Tags ZiBIRL £,
2TDEMEERL, F—DEZADLET,

2TZHKRTBICE, HIRTZZITOHEICHS THIBR, ZBRLET,

w0 D

AR ErN N 102
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J7ODIORNCHERGSNETTAINATLZRTTS

70TV ZBRTDE, BEAOTHICHI V7ML ATLARAVZRREALT, 7O I
BENTSNET 7ML ATLAERRITERT,

Projects @ G ) CIXED

Environment Project Management

Q search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - ¢ |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BETF7L—NZEBMNTS
TODIORMNZERELEIRETDEERE,. 7O T IORNRERNOT RNCANAT a2 = EH
LTREBTTL—hNE2EBMTEXT, BBT7L—KNK, EF2UF4T)IL—=7", IAM KRV
—, BRBAIUIZNEEOBMOBREZ7OSIIVMNAOIXRTOVDIA AR AICERHLE
9,

R —OIEM

IAMARD) S —%ZEBMNMLT, AP IIVRMOTICTF7AAMENETRTDA AR ADVDI 7O

AZFMHTERT, RUZ—ZAR—RITDICE., RUZ—CROF—EEORTZ22TFTLE
ED

res:Resource/vdi-host-policy

IAM O—J)LOFRICOVTRE., "IAMORUS —ET IO A 25RBLTLKEEL,

7a T ok 103


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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tFaUF4TI)—TDEM

tF1VFATII—TZEMLT, 7O T IRADINTDO VDI A ARV ADHIT—2EA
VIOLAT—RE2HHTERT, EF1VTATIIN—T2HAR—RIBIZE. EF2VT71T)—
TIRDF—EEORTZRITHHLET,

res:Resource/vdi-security-group

LFI1VFATIN—7TOFMZOVTIE., "Amazon VPC 1—H'—HA R, O "F1)F144
IN—T%FRALTAWS VY—AANDRT T4V O %&HTD, 25RBLTIEEL,

BEBAVVTNEZEMNT S

T7OIORAOIRNTOVDI Y I THEBITZDEHFAIV I N ZEMTEET, RES &
Linux 3 & ¥ Windows D AV V) 7 KA EHR—KRLTVWET, ROV RNERBEITZICIE. XD
WIFnhZBIRTEET,

VDI OBBRFICAI VT N Z2R1TTS

COATavik, RESHEFXFEFRAAMN—=IEERTITSHEIC, VDIAAZADKETA
)7 NERBLET,
VDI ARREESNTVBRBEEICRAIV T NEETTS

COATTIAVIE, RESRENTETERICAVUTINEZRKBLET,

AOVTRNE, ROFAT>arzHR—NLTVET,

AT VT NERE Bl

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
A—AL774) file:///user/scripts/example.sh

BIBICIE, AVNTRYShIzEIHZEREELXT,

AR ErN N 104
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

702 19 REREDHI
[2—4—]
TFOTA7TF4LIRNIDSEABRENEINTOLI—HY N I1—H—-R=-JICRRENET, 1—

H—Ek, HBOEREDRIZ cluster-admin I—H—(IC k> TEPAETNET, I —HY—REDOFMIC
D2UWTE, T, Z28BLTLKEETVEREAA R,
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® Note
EBEGF, POTA7 81—ty a>0xz2ERTEET, T74ILRKTRE, IX
TOI1—H—RERRBIIHA A VITRETHETITATREICAYET, I—H—H3F
FOTA70OBEE, EYYIVEERTDACHA AU TDES ICHEELET,

- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management Users (6)
Users (©) (ctions ») 02}
Environment user management Set as Admin User

c Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @® Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

A—H—R—JH5, ROZENTEET,

1. A—Y—ZKRELKT,
2. A—¥Y¥—HKZ2BRLES, 7U23a2AXZ1—%2EALTROBEZITVLET,

a. BEEI—HY—-ELLTRETS
b. 1—H¥—%&EMICTS
gIN—7

FOTATTFALIORNIASABRENLEIXNTOTIIIN—TE, FIN—TR=DILRRENET, 7
W=7 ORELEBOFMCOVTR, ") 2ZRLTKETVERESNA R,
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Man nen @
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
(@) AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

TIN=TR=IH5, ROZENTELT,

1. A—H—FL—TERELET,
2. I—Y—YN—TEBRLES, 7OY3aVAT1—%FRALTIN—T2EMELFEMICL
£7.

3. 1—¥—Y)—TEERIBE, BEOTHLHZI—H—RAVERBELT. FIL—701—
YP—ERRTEET,

TOEAFAZ7O0774)
=

Research and Engineering Studio (RES) Z A 3% &, EBI1—H%—E., BRLEI—-Y—IC. B
PHFBIRDTOCIVNZERTRLOOEBMOT IV EAFAZRETDIHARLT VAFA7O
T77ANEERTEET, F7OCIIRMIR. FTOCMRBICHAARIAXATES 77O T VKX
YIN—1 & T7ASIVORREEI O2020F7FINNOT O AR TO77AUNBHYET,

RE, EBERT IV ELAFA7O7 7ML EZEALT2 20T VEAFAOIL 7232 2{E5T
EFXT,

FORARFA7O774)L 107



Research and Engineering Studio I—H—H4A KR

1L EBEENLEI-—Y—F7O0I N0 —F—PT)—TZEMEEGHRTEDLSICT
2 "TOPIORAIN=2YTOESH, & BEENEI-Y—AFTOPI RN EBNRLER
BYHICTERLSICTD "TOPIIVRNAT—RADEH ) TEHENDTOD IO NERT Y
T AR,

2. BEENEI—HY—A7O0IOMNAIC VDI EY S AV EZERNTEDRSIZTS Ty 3o
B & BEEN DY —A7O0P I MO0 -0ty > a2 ZERTLZERT
TERLSICTD "ROI—HF—0OtEY2a>OERMKT L TEHENSD VDI Y a2 ERT
AR,

ChiZ&l), EBERZ RENOEBEUAOI—F—ICTOP T I MM—ADT VL AHFAZELE
TEEXT,

ZODIORNEBOT UV AFHA
JTOPIIORMXIN=VTZEHTS

COT 7 EAHAFAILKY), EENEEBEUNOI Y-, 7O TIPS —H—F
EERIN—TZ2EMBLVHIRTERT, Ko, POEAHFAZ7O7 7ML ZREL., 207 O
SIVNODBOINTOIA—H—ETIN—TOTIVEALRILERETDEETEET,

Team Configurations

JOIJRNDAT—RAZEHTS

COTIVEAHAAILKY, FEEhEEREEUAOI Y -G, 7O I I M-20F7 023
VREVEFERALTZO IV N ZBNREREMCTERT,
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Research and Engineering Studio

* group_2 * usert 7/15/2024, 11:45:22 AM

" - 1
v Environment Management [ O  projec3 Project3 © Enabled gm”p’z - 7/15/2024, 8:05:20 AM
= group_:

Projects
1

VDI Y2 a EBOT I AEA
v a EERTD

11— —7# My Virtual Desktops XR—Z A SHMBEDO VDI Y2 3V ZRBETERHNESH EHIH
LET, chz8WIZLT, EBEUAOI—H—HAREOVDI Y32z TELEVELD
CULET, I—F—REVOTEHMBO VDI Y2 a2 2EBLESRPKRTTERT,

BEEEUNO IS —ICEY 2 a2z ERITZT IO EAFAANBEWEE, HILWREATFAINY
TORBARRVERORS ICEMIIEY)ET,

Virtual Desktops

test2  Connec t

©@Ready windows t3.medium @ No Sche

1:05

Tuesday, August 6

o1—H—ntya eEERELFKRTITS

EEEUAOI—H—HFERMOFTET—>3aRA DSV IAIR=JIZTIEATED &L
SIELET, chs0I—H—&F, COTIVEAFANFNNEEATVRZ7OC I NTHOI—
H—O VDI EYv2avzREHTEET,

TORAHAZ7O774) 109
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EBEUNODI—HY N 1—H—nty>az832T7 A2 > TVREE,
EAOFET—>3 RAVICE, RERTLSCEYZAVEBOTORY AU IN K
RENFXT,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

BEBREZEUAOD I -1 —F—0ty>a aERTZITIOLAFAN ZWVEE, EEO
FTET—=232RAVIECE, RERTRSIC Y I VEBFRRENTELA,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions
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TOERAHFAAZ7O7 74 OEE

RESEEEE, ROT IV AVERITLUITIVRAFATOA7 7ML ZERTEXT,
TORAFAZ7O07 74N E—EBERTTS

« Research and Engineering Studio AV —=)IR—= A5, EROFES—2 3 RATT Y
TAFA7A77AINEBRLET, COR—IAS, PUVRAFA7O7 74N 2ER,. E
¥, —EXRR, KR, HRTEXT,

5| Research and Engineering Studio P & admin1 v

RES files
Permission Profiles

v Desktops
P Create and manage permission profiles.

My Virtual Desktops
Shared Desktops

File Browser

Profile name Description Creation date Latest update Affected projects

SSH Access Instructions
O Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2

(@] UpdateStatus test 3 weeks ago 3 days ago 1

<

Session Management
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions

Software Stacks

Desktop Shared Settings

Debugging

Desktop Settings

v Envir
Projects
Users
Groups
File Systems
S3 Buckets

Permission Profiles

TOERAHFAAZTOT77AINERTRTS

1. XM2VOFOERAFATAT7AIMR=—IT, RRIDTIVEAFATOT7 71 OEFIZER
LET, COR=DAS, BRULETIVEAFATOT7 7ML ZmERIZBFHIBRTE XTI,
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files Pro

Project Owner

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membershi date project status
U -

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. TORAFAZ7O7 74N ZREEALTVRTOPI VN ERTIRICE,. REEZZT37O
SIONRTEBRLET,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0
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TORAFA7O7 7 AN EHEKTS

1. XA2OFOEAHFAZTOAT7ANNR=2T, JO7 7AIILNOEREERLTTF IV AFA7O
774N ZERLET,

2. TOERAHAAZ7O77AIIOEBREHRAZALL, COTOAT7AINICEVETED I —F I
FIN—TNEITRTIOEAFAZBRLET,

Per on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project
(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
c Create/Terminate another user's session within a project

ste a session within a project ea
(0 ] (@ ]

TOERAHFAATOT77AINEwRETS

« XAVOTIVEAHFATOT7FAINR—=IT, Z7O77A4IIOEICHBHZIUY7LT70O
77A4NEERL, TUo2avzBRL, JO7 7ML OREZERLTEOT 7 EAFAT 7O
774N EEHLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project

o S o

VDI session management permissions

Create session Create/Terminate other's session

o

TORAFA7O7 7 AN ZHIRT S

« XAVOTIVRAFATO77AIIR=JT, ZO77A4IILOEICHZDMEI )y oLT70O
77ANEERL, TUO2avzBRL, 7O7 7ML OHIKRZERLET, BEO7O2 IS
NTEAEATWAT7IOEAFAZ7O7 7ML HIBRTEERE A,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

¥ Environmen t Management
Project:
Users
Groups
File System:
S3 Bucket:
Permission Profiles
Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

IXNTORES 7O IV, JO-NILEBENRETED 2 20T 7FILNOT I EAFHT
Z7O77ALAFHBLTVET, (512, JO-NILEBEZZ7OD I IMOHFLVT I ERAHT
TO77 AN EERBLVEETEET ) AOKEF, "TOZIIRXIN—L &LV T7OPT
ORNBEEI OF7ANNOTIOEAFA7OA7 74N THIEND T IV EAFITZRLTVET,
TORAFAZ7O774)L, SLT7OP IV NOREDI—H—CNETZT I EAFARZ. BS
ABRIZD7ODIVMNIOKBEBREIAET., JO-NILEBELZE, INXTOTOPIINTUTOT
XNTOT7 7 AFAZ2HE O>A—/N-1—%—TY,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEEZD

v arzE
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Q—H—H1 K

T O AR

o1 —%—n
v aaE
R/ T T

70T ORMX
IN—YvTD
B

J7O0I0K8A
T—RADEFH

S

EHRTERTT
EFT,

70T RA
THRIOI1—HY—
NDtyv>ae
ERELEFRT
LET,

7O TORNIC
BEE s h
r1—Y%—-&J
N—TZ%ZFHL
£9,

70T K%
BWELEED
ICLET,

J7ANMNYAT A

70T O0RMX 70T NFR
IN— Yk

. Research and Engineering Studio L =

RES Environment Management File System

File Systems

Create and ma

@ Actions a Onboard File System m
Add File System to Project

Remove File System from Project 1

age file systems for Virtual Desktops

Title Name File System ID Scope Provider

[ o FSx ONTAP for Linux fsx_01_linux fs-0d2a998473da4bf80 project fsx_netapp_ontap ]

TPANSATLAR=DHDS, ROENTEXRT,

1. 774N ATLEZRELET,
2. T7ANDATLZEBRLES, TOAUAZ1—2EALTROBREZITVET,

a. Z77ALNSATLZTODIIRNIEMTS
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b. ZOZIVKNDIPST7ALNATLZHIKRTS

3. MLWITZANSATLZEFYR—RLET,

4. TFANSATLZERLET,

5. 77ANATLZERTZDE, BHOTHICHIRAZZRRALT, 774N AT LDOFM
ERFTEFRT,

T77ANDATLZEKTS

1. [77ALATLDEK] ZBIRLET,
2. HLWITALNDATLOFMEANLET,

3. VPCHAS5HTZYNIDs #IEELET, IDsld, RMEBES>HRE>ZXYRND—9FTIHWE
T

4. [Submit] Z&IRL T &L,
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V
Create new File System

Title
Enter a user friendly file system title

[

Eg. EFS 01

Name
Enter a file system name

[

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

[ EFS

Projects
Select applicable project

[

©

Subnet ID 1
Enter subnet id to create mount target

[

Subnet ID 2

Enter second subnet to create mount target

[

Subnet ID 1 and Subnet ID 2 should be in two different AZs

77 AN AT A

Mount Directory
Enter directory to mount the file system
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774N ATLADAZR—R

1. TF7PANDATLAOFR—RZEBRLET,

2. ROAVYTREIUNST7ANDATLZERLET, T—H/)LIF. EMOFHEI N TERE
nE¥9,

r 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]
fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. T7ANATLDOEFEMEAILET,
4. [Submif] ZBIRL T &V,

T7ANAT A 119



Research and Engineering Studio I—H—H4A KR

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A

RIRAT—ZA

r 3
Onboard New File System X
Onboard File System
Select applicable file system to onboard
[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

REBAT—RAR—JIZE., ERACTF7O/ENEVTIRNIITERARNNERRENETT, ChiC

. V7RI F7N=232, EZ1-IE, TOHOIATLBHREEDVERIEENETT,

T
i
N
NI
[
W
N
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. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

AFvT7Tay NOEE

AFv72ay hEER, REBTT—SZEREHIVOBITIZTOLAZHRILL, —BEHEIER
MEBRRLET, AFTYT72avhzgATdE, REOREBZREFEL. BUREBOHL WERRIC
T—REBITTERT,
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

[ Q, Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q  Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23Y NEBR—INS, ADENTEET,

1. ERENEIXNTORFTY TSIV RNEFTOART—RAERRLET,

2. AFT Y73 vREERLET, AFVY 723y N2ERTDHEIC, BYAT VA ZED
INTY NEERTHAHLENHVY)ET,

3. BRATAEIRNTORFT Y TVAaYRNEFOART—RAEERZRLET,
4. AFv7avy NaEEBRALET,

AFv7ay NEERTS

AFTYv72ay NEERTDHEIC, DEZETIVEAFTZ Amazon S3 /AT Y NCRHETEIHEN
HYVET, NTYPROERIZCOVWTE., "Ny haERTD) 25BLTLSEEV, N\TY D
N=23a-_2TEH—N—TIOCAOOJRERZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,
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® Note

D AmMazon SANTY RDZA 79140 EF. ERATEEEhELA, IV—ILHLS
NTYRNDTATHAOIN EEBITHILEN HY)ET,

NTY NCTOEAFAZEMNTSICE

1. NTYRNUARDSERLENTY REBRLET,
[7OAH#A 2T 2BRLET,
[INTY RRUS—] T [{mEE] Z:BRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEBRATSEE
W,

> w0 D

« AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

THR—REATVWBREN—23IOXFINNHY) FIT AWS, &
MICDWVWTIE, https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmlZ S B L T & LY,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

AFv7TTav NOEE 123
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Research and Engineering Studio
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"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"

ATV 723y NEERTDICE

-_—

) w0 D

[AFv7>ay NOER] ZEBRLET,

ERR L 7= Amazon S3 N Y RODBRIZADLE T,
NTYRRICAFY T3y h2RETBNAZAILET, HlZEE. october2023/23,
[Submit] ZBIRL T Z&E L,

AFv7TTav NOEE
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r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I A

5. 5~1070%, AFv 723y NR—ITEHEZBRLTAT—RAZERLET, AFv TS
av NE, AF—2 AN IN.PROGRESS /5 COMPLETED IcZEHh 3 ETEMTRHYEE
Ao

AFTv7Toav Na2ERTS

BEOATY7>ayvhz2ERLES, TOAFTY72av R Z2HULVREBCEALTF—X2281T
TEET, BEAATYTVIAY REZHENDIESIZ. VY RNIFHFLWRUS —ZENTBHE
NFHY)ET,

AFTv7ay hzERTRE, 1Y —TFTOEAFA., 7O02II9K, YVIRNITITARY
O, TORABFAZ7A7 74N, 774N ATLABEDT—2FFHLUVREICEENS TS
nTIE—ch&Ed, 1—H¥—twv2a @G@L7UT—RrEhE A, AFVYTTav Ry
BHRAEh?E, FUY—ALO—ROEBEFXRBEHRZFIVILT., BRICFETIHLESHEHE
WLUET, LO—RIFEELTVREE, AFY T3y NEHLLVRETOU Y —ADER
BEAXFYTLET, BAIRPF—E2HEAEITDILHE, HUELS5BELI—-—ROBE, HOERNK
)Y —ABHEIELED D, XORAEFEAL TEAEF—HNEEENLEHLVL I—RHFME
& NE 9: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
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MApplySnapshotIDLSICRAZ®, AF Y72 aYy hEBRALLS ETRLEVICHIENE
ED

ATV 723y NF7UT—>32 0, AFv 723y NgUY—AOTRAEZFIVILET,
FLLVIRETHERATEBRVIY —AREREhERA. EVUY—REFODVY—ADHE, ATV
72av N NEKREFEVY—ADOAAKZEFIVILET, KFEVUY—ANEATERZVEE, KkED
Y—ABLTXA )Y —ANEHENET,

FLLVREABEESYIZEVEES, FLREXKTDESE. OJJI—7I2H% CloudWatch A%
T/res-<env-name>/cluster-managerf i ZHETE X T, FOJ(Z(F [apply snapshot] X
HFHYVET, AFv72avy NE2EBALLES, thesectioncalled “AF Y723y NOBEER—IH
SFNDAT—RAZHERTEEXT,

NTY NZTOEAFAZEMTDICE :

1. NTYRJDARDSERLENTY NERBIRLKT,

2. [TOEARFU 2T &ERLET,

3. INTYBRRUSD—]|T[HmE] 2BRLET,

4. NTYRKRIZ—ICRDAT—RAVRNZEMLE T, UTOEZBESOEICEERR T LEE
W,

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
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},

"Action": [

"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]

},
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
}
AFTv72avy NzEBRATDICE
1. AFv72avy hoBEA 28RUET,
2. AFTVY7TIavhEEL AmazonSINT Y NOEZRIZAHNLET,
3. NTYRMNADORFTYTZIAaVYRANDT7AILNNAZEADLET,
4. [Submit] ZBIRL T &L\,
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~100%. AFT v 723y NEEBR—ITEFREBIRLTCAT—RIAEEELET,

REREICE. ROFSBHBREVFHMEIRRIEAKT,
- 2%

REE7O0ESa = 0 LE1—YY—0BEEI—H—FBPEX—IIBEOERERRLET,
DITR—BILNDEZANILEEEETFANERETEET,

- ID7ONAHF—

SUINBA VAV AT—RABEDEREXRRLET,
« XY KND—5

TOEARADOVPCID, 7L74YORJANIDsERRLET,

» Directory Service
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A—HF—BENRD—ROFITATFALINIBREEG—ERTHI RO —OL Y KX
Z—JFY—ARN ZRRLET,

Amazon S3 /N VY N

ReEY D

« Amazon S3NTY hDOXYT b

« Amazon S3/NNTY NZEMT S

« Amazon S3NT Y hNZmETD

« Amazon S3N\T Y NEHIBRT S

I

« JARTHIDKNNTYRNTORA

« 77ANXR—KVPC TOTF—XAREDBLIE
« NZTNaA-—TF12T

« CloudTrail D E%h1t

Amazon S3SXTY RDNI B

Research and Engineering Studio (RES) I&. Linux Virtual Desktop Infrastructure (VDI) 4 > AZ > A
AD Amazon S3NT Y RDI TV R EHR—KNLTVWET, RESEEER, RREED S3NTY
RR7TT, SSNTYRNZRESICHAVR—RLEY, Z7AOPIIVNITRYFLEY, BREZRE
Lz, NTY RZHIBRL VW TEERT,

S3NTYREYTIR—RICE, RAATEEASR—RSINTY ROURARFERENET, S3
NTYREYSIR—KAS, ROZENTEET,
1. X7y NOBMEGALT, S3/N\T Y N& RES KAV R—KLET,
2. 831N Y REBIRL, 79230 X"1—%EALTANDREEFTVET,

« NTY NERETD

« NTY NEHBRTS
3.BETA—ILKREEALTINTY RETREL, AV R—RENESINTY RERRLET,
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Bucket name Bucket ARN

Mount point Mode Custom prefix Projects

arn:aws:s3:res-s3-example /53-bucket RAW %p default

Amazon S3 /N Y NZEBINT %
RESIRIEBICS3I/N\TY NZEBIMTDICIEF :

1. [Add bucket (/N7 Y K DBM)] ZBIRLE T,
2. NTYRA, ARN, XD RNKRARNBEONTY NOFMEADLET,

/A Important

« BEENENTY NARN, XUV RRA K, E—RE, ERERICEETDHERFT
EXEA,

« NTYRNARNIZRE, AVAR—RENESINTYRNEZOTL 74V ORI HTS
TL7AYIRZEORENTEERT,

3. NTYRNZEFAVR—RIDE-—RZBRLET,

/A Important

s BENDE—RTOF—ZS5BICBEETZIFHFM-OVTR., T—F08 ", 25RL T

<EZzW,

4, AT aTTR, VJOARTAIDVRNTOEARCNTY NEXDRTD 260 1AM O—
JJARN 2 EETEEXT, OFIEICHE>TIVOAT A RNTY ST OEA, JOARATHDIY
N7OEACHERZ IAMO—-)LZEKL T,

5.

(A723)yNT7Yy h2702 I NCEERTERY, 7O I VNI RTEETERT, &
ELU,. SSNXTY 270 I7RNOBREOVDI Y IVIINIRNTRERETEERRA,
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TOSIORANTY NCEERTShEBICRBEAEEY S IVORANTY RETID R
LET.
6. [Submit] EERL T &L,

RES Envir

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from AWS 532 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix
Enable the system to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with the following projects. To add a new project, go to Create Project.

| | ©

(o) DD

Amazon S3/NT VY N ZiRET S

1. SANTYRNURARNTSINTY RZBIRLET,

2. [Actions] (79> 3>) XZ1—T, [Edit] (#mE) ZBIRLFT,
3. EFEAHOLET,
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/A Important

c TOSIVRNESINT Y NCEERFZE, ZOTOYIY NOBEOVRETFAY
RYTAVTSARSIF ¥ (VD) A VARV AT Y RAYIY REhEt A,
KTy R, KTy RAZO7OY IO NCEERFShEBICOS®, 7OST N
TREEAL VDI EYS I VI RERET,

« S3NTYRASTOTIYNOEERFERBRLTE, S3NTY NAOF—RICE
FEBUERAN. FAUNY T I—H—RITOF—RICTILATERLIBYET,

4. NTY MREORE ZBRLET,

RES » Ervironment M

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to disp

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

| default X |
| default |

[ cancel ) Save bucket setup

Amazon S3 /N7 Y N & HIKRT 3

1. SBNTYRUARNTSINTY hZBRLET,
2. TU2arvXZi—n5, HIREZERLET,

/A Important

c FT. NTYRASIXNTOTOP IV NDOBEERNTZHIRTDBENHY KT,

« HIgARL—>32 @, SSNTY MAOT—RICEHELERA. S3NTY RE
RES MBIESN T O AN HIBRENE T,
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« N7y NZHIBRTRE, TOEYIIADORIMBEROEMHR W1 &KRE) 12, BED
WDI Y2 asvhFeEONTY NOABICT IO EATELRLSBYET,

F— K58

RESICS3INTY hZzEMTDE, NTYMNAOTF—RZ2BEO7ADIOMNE 1Y —ICHEET
BATAVNFBYET, NTY ROBIMR—D T, Z5exBWER (R) FLEHEAIY) EEZIAK
(RW) DE— REBRTEET,

B EL) A

Read Only (R) Zi#IRL 1=B4E. N7 Y N ARN (Amazon UY—AZR—AL)DTL 71 Y IR
BEOWTTF—SoBrERAEhET, Leald, EEENARN ZFEALTRES N7 Y hZE
flarn:aws:s3:::bucket-name/example-data/L., cONTY hE7O2IOKNAETO
SIVNBICBHEMRGR E, OPIVNAETOPIVNBRAS VDIs 2B TS I1—H—
l&. /example-data /NA® bucket-name ICHBDT—RXDHhEFZIMBD_ENTEET, TO/NA
ADF—RIZBT UV EATEELERLA, NTYNARNIZTL 74 Y VAN FIMENTVEVEE, N
TYREENEFNICEERTSNEZ7OS TV NTRATEICEYET,

FHEL) EEBEAH

Read and Write (R/W) ZZBRU EBETE, LREOKSIC. NTYRMARNDTL 74V IR
ICESWTTF—ZDENBRAEAET, COT—RIZE., BEEN SINT Y NMCEBR—ADTL
TAVIORERMBTEDELSICTDEMAS>IAHYET, Read and Write (R/W) &iER
T2E, DARLTL 74V ORI AVHFRATEICKY), ROF7Taveegt ROVYITED
IXZ1—HNRRENET,

« DARLTLT714YORIBL
* /%p
* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will be mounted

Mode

(O Read only (R)
Allow user only to read or

Crea
Projects - optional

Associate the bucket with the following projects. To add 2 new project, go to Create Project

( ) ©

NAZRLT—R7EEL

HDARLTL 749 9AIZ No custom prefixZiBRTZE, NTY NEHREZLATF—R 08
BLTEMENET, chicky), Ny NMCBEEMNHFSNAEIXNTOT7OT T MIFAEY)
BRUOBZAXRT VAN FAEIhET, HlREF, EEENarn:aws:s3:: :bucket-nameNo
custom prefixiRL &= ARN Z2FEHLTRES /N7y hEEMNML, CONTY RNZET7ODT
JNAETOPIVNBICHEERWFZE, O IVNAEL7OP IV NBANS VDIs Eif8
BI31—%—& NTYRMOEFROZHAEY)BRVEZAXT I EAEZFTSEET,

TODIIORNRILCEDTF—E2 DB

NAZRLTL 714V ORIC /5pZiBIRTDE, NTY NAOTF—RRETNICEENMITShESEE
ND7ADIIORNIEICHBMENETET, SpZEHEF 702V NI—RERLET, Hl2EF, EEF
ENarn:aws:s3:::bucket-name/%piBIRL 7= & /bucket DX IV R RA RNZFERALT
RESICNT Y hZEBML, CcONTY REZ7OPIVNAETOP IV MNBICEERTS L,
J7OTIONAOI—Y— A /bucket \CT77AINEEEIALENTEEXT, 7OV
AQI1—H¥—Blk, 1—Y—AH /bucket TEERAALET7AINERRITDEETEERT,
EL, —Y—BAZ7OIONBTVDI ZREEL., /bucket ZHRETD L, F—2H 70
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SIONCKITHBEND LD, I—F— ANERLET 7 ALFRTENE LA, 1—H—
ANBERALETFANE, 7LT4YIADS3NTY NCHYET /ProjectA’. 1—H—
BREZOYIVKBAS VDIs #EATS/ProjectBBAICNOK T I EATEET,

Z7OPIOKZE, A—Y-ZELOTF—2 58

NAZRLTL T4V DRI /%p/5uBiBIRTDE, NTY MAOTF—RIE, TOZ7OITUMC
EEMFSshAEBEN 7O IV I—H—ICHBENET, Sp EHEF 70TV MNI—R
ZRL, FBFI1—Y—RB%ZERLET, LealE, BBEHEEGF/%p/%u, BIRLE & /bucket DX
7> KR4 Narn:aws:s3:::bucket-name%3> ARN ZEH L T RES IZ/NT Y NZE&MN
LET, CONTYRMRIZ7OZPIONAETOP IV NBICEERTSATVET, 7OV
IONADI—Y— AR /bucket ICT7PAINEEBEIALENTEXRT, Sp DPHOIKDOLUE D
SFVAFERERY), COFE, I—H—B I, /bucket 7O IV NATEEAENE
T7AUNNFRRENERA, ChiF, F—E2A7O0IONEI—HY—OEAFICK > THBE
NBLEOTT, I—HF—ANEZRAAETTANE L7V IOADSINTY NCHYET/
ProjectA/UserAd", 1—H¥—BE7O2IUNA T VDIs Z#H 9% /ProjectA/UserBi%
BILOKICTIVEATEET,

DOATHIONNTY NTO€RA

RES . ChsONTY NIBEYBRT IV EAHAN HDEE. O AWS FTHI RASNTY K
EXIDURTEXRT, ROFIATE, THADOVNADRESTREN THIMBICS3INTY B
ENIDRLIEVEEZTVET,

ATY 7 LRESAF7O4ENTVWBRTAHI NI IAMO—LZERLET (hBETHIUB
AERENET ),

1.

SINTYRN(FHIVRNAANDTIEAEMBEETD RES THIY RO AWS TRI XY K
VY=L A4 LET,

IAMO>YV—=)LZREXT,

a. IAMAYZaAR—RIZBEBLET,

b. FTES—2a3a RAVT[RII—]ZERLET,
RIS —%ERTS :

a. [Create policy] (RS —ZERK) ZiBIRLET,
b. [JSON]R7&EBRLET.
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c. XM JSON RV —ZBEVFFET (<BUCKET-NAME> BT I NBICHBD S3NTY K
DERMICEE|AET ),

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
]I

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. [RN]ZBRLTSEZ L,
4. KU —ZEL THERLET,

a. RUZ—0BFEIEIBEL ET (Hl: "S3AccessPolicy").
b. RU—OBENZHRATS A7 I 0OBHBAZEMLET,
c. RUI—ZHEL, RUZ—OEREBRLET,
5. MOV —)z2RAEXT,
a. IAMAYZ1R—RIZBELET,
b. TET—23R42T, [O—L] ZBRLET,
6. O—ILZHEKTS :

a. [Createrole] (O—JLDERK) ZBIRLET,
b. FHEINEIVTATADEATELTHAZLAGBE RIS —Z2BRLET,
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c. R®OJISONRUZ —%BE)FIFTET (ACCOUNT_ID> BT HIVNADERBOTHI N
ID. <ENVIRONMENT_NAME> %& RES F7°'04 MIRER . <REGION> % AWS ) —> 3>
RES F7O4KICEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"
},

"Action": "sts:AssumeRole"

}

d.  TRAL ZBRLET,

7. TOERAHAARIVS—ZTEYFITS :
a. HICHERLLERUS—ZREBLTERLET,
b. TRAL ZBRLZFT,

8. O—InRTfFT, R, EX:

a. MO—JL% (S3AccessRoles BE)ZANLET,
b. ATY7 3T, ZTDEMZERL, ROF—EEZAHNLET,

« ¥—:res:Resource
* f8: s3-bucket-iam-role
c. O—)z#BL. O—ILDEKZERLET,
9. RESTIAMO—/)ZFERALET,

a. #EFELEIAMO—)LARN Z0E—L &9,
b. RESO>VY—)cOJ4>L%7,
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c. EflOFET—>32RA2T, SANTYRNZERLET,

d N7y hzZEMZBRL, 747—LICIOOATAIRDSINTY NARN ZAHLF
ER

e. FMIRE-AT72a>oOROYTHIVEERLET,
f. IAMO—=JLARN 74 —=)LRICO—JLARN ZAHLET,
g. N7y bhoEMmZRRLET,

AFYT 2 THIVNBTNTY NKUS—REETS

1. PAODZRBOAWS XXX NIV =ILCHA A4 LET,
2. S3AVY—-I)ZHEXRT,

a. S3AYVIIR—RIEBEBILET,
b. TOERAZHAAITEINTY hZBRLEXT,
3. NTYBRRUS—ZwmELET,

a. FUOEAFASTZ#RL, NTY RRUZ—ZBBRLET,

b. XOARVI—%EBMLT, FATDRNADSNTY MAOTIEAEEZ IAMO—-ILICHE
ULET (<AccountA_ID> BT HIVRNADEBOTHINIDICEEMZ, <BUCKET-
NAME> 7% S3NTY ROBRBIICEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
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C.

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

[RTEF] ZBIRLE T,

TS5ANR—KNVPC TOF—XFREHDBLLIE

A—Y—HAREBESINTYRASTHAINAOHBD SSNTY MITF—REZRELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4XRX—K VPC ZRELE T, ROFIERK., 77
DRADSINTY MDT I EAZYR—KRTB S3H—EADOVPC IV RRANE, 0O
ATATYINTY REHIDEBMOTHI NEERTDHEERLTVERT,

1. Amazon VPC OV —IJ)LZHE £,

a.

b.

AWS XRI X N2V =IICH A4 LET,

https://console.aws.amazon.com/vpc/ T Amazon VPC 2V —J)LZHE XTI,

2. S3OVPCIYVRRANEERTS :

a.
b.

C.

e.

EfOFES—>32RA(2T, IV RKRA M EERLET,
[T RARA > hDER] ZBIRLET,

[Service category] (F—EAAFTI) T, [AWS services] (AWS OH—E X)) FBIRENT
WD ZEZHRBLET,

H—ERAZB714—I)LRIC Ty EANTBH com.amazonaws.<region>.s3 (<region> %
B2NODAWS U—2a v ICBEMRAET ). S3, #2RELET,

JARNDS S3H—ERZZBRLET,

3. IVRARAVNREDEMRK :

a.

b.

VPC DiFEIE., TV RRA NEERTSD VPC ZBIRLE T,

H7ZY NOBEE., F7OAMFRICVDI BT ZRY NCERENZT7SAR—KN TRV R
OEAEZERLET,
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c. DNSEZEMZITS T, A7aUNAICHBEH>TVWBRIEEZERLET, Chicky),
TZARXR—KNDNSKRARBEZIVRRAVRZRYRND—DA 2V BZ—TIAARIZBERTEE
9,

4, TOERRZFIRIBDRLSIC ARV —ZRELET,

a. RUZ—T, HARL ZEBRLET,

b. RUI—TF4RT, PTHIVKRNELERBEOTHIORNAODY—ZANOT UV 2AZHIR
FTHIRIV—ZADLET, RUS—OBIZIRICKRLUET (mybucket & S3/NT Y RAIC
BEWA, 111122223333 & 444455556666 & T VAT SEE AWS PHI K~ IDs
CEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

}
5. IVRRAVNZERLET,

a. REZWRELET,
b. I RKRAZNDOEREBZERLET,
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6. IVRRAVNEHRILETS :

a. IVRRAVRIHAERENES, VPCOAVY—ILDODIY RRA 2232V ICBELE
ER
b. MLERLEIVRRAMEBRLET,

c. RENEAARTHDZLZMIELET,

CNSDATYTICH®2T, FHIVRNELEREBEEEKETAHINIDAOUY —AICHIRE N
S3 7Ot AEZHATBDVPCIRRA N EERLET,
NSTINa—F14>200
NTY R VDIADNY I NCKBUEAESH EERTDHE
INTY RFVDIADNY IV NCEABUERE, IS—2FIVITEDRMHAVKI2AHYET,
BLTOATY TICRVET,
1. VDIOJ #®ELET,
a. AWSNYZRIX>ROVY—=)NIcOdA4LET,
b. EC2OVV—IzZRE., 1V AXAICBEBLET,
c. BEILEVDIAAZAZBIRLET,

d. Session Manager 247 L T VDI I[C#EHELE T,
e. UTO AN REERITLET,

sudo su
cd ~/bootstrap/logs

TR, 7T—NANSY SO ZBABTEET, BEDOFHMIF configure.log.
{time} 774 LIEHVET,

TSIC, FMIC OV T /etc/messageO T 2R L TS EE L,
2. HAAZRLFIEHRT O—H—® Lambda CloudWatch Logs 2L £
a. AWS N XX RIADVY—=)LICOJA4LET,
b. CloudWatch AV —J)lzE&, OJJIL—TICBEBLET,
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C.

OJJ ) —7 ##8%ZL £ /aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

RAOCEATREAOTIIN—7T2FANX, AOJAOIZS—%2BD2HFET, chsnOJic
&, SSNTYRNENIUNTBLEOO—BNBENARALRIEHRZRET I EENREE
CBITBEFMNrEENET,

3. HAZLFIERT O—H— APl Gateway CloudWatch Logs ZHEFRL £,

AWS YR XRNOY=)LIcOd4>LET,
CloudWatch >V —J)L&RE., QOJJIL—7ICBEBLET,
OJ7)\—7 %##%FL EF<stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
BACEATREEOJTIIIL—T72R8X, OJAOIZ—2R20Fd., chsnoAJic

. S3NTY ROIY VY NMIBEBDARLFIERD APl Gateway NOJU IV TAREL
ARVAICETRDHFHHENIEENETT,

FUR=FATRINTY NOIAMO—ILREZRETDHE

1. AWS DynamoDB IV —=J)LIZH A2 (12 LEXT,

2. T—
a.
b.

3. T—
a.
b.

TILEBRLET,

EROFETS—>arRAT, T—TILEBRLET,
ZBRRLU TGRIRLUE I <stack-name>.cluster-settings,
TILERFYLET,

Explore table items ZiZRL £ 9,
AF VY UNFBRENTVWDR L ZBRBLET,

4. TAINEZ—ZEMTS :

a.

b.

TJTANEZ—ZBRLTCTAINER—IORN) Y>3 EHEET,
F—E—HITBIELSICTMINE—ERELET,

- B F—ZEADLET,

« %44¥: Begins with Z3&IRL £ 9,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> ZEBETEIUENHDI T 7AINATLOEICEERAET,

Amazon S3 /NT Y ~ 142


https://console.aws.amazon.com/dynamodbv2/home
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5, AF V¥ #RITLET,

Run ZZBRL T, 741 )L 2—ZEALTAF Y ZRITLET,
6. EZMWELET,

INUNBEETDEHEEE. BYI&IAMO—)L ARN TEHNAELKERETIhTVD L &2HER
x99,

IVRUABFRELEVES

a. HBOER Z2BRLET,
b. HBDFMZEALLET,
- key BHIZIF. &EAHDULFTshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,
« ELWIAMO—JL ARN ZEML E£ T,
c. REZERLTHEBZEMLET,
7. WDIM2VAZAZBEBLET,

AVARAZBREHLT, B2 IAMO—/LARN OEE%X (7% VDIs Y BENXV> hEh
BLDOICLET,

CloudTrail ® E%1{t

CloudTrail AV =)L %ZERLT7 A2 KT CloudTrail ZBMICF3ICE, MCloudTrail 1—4—
A Ry OCloudTrail AV —)L&FERAUCREHOER L ICRBEATVBFIEICK > TS EE L,
AWS CloudTrail CloudTrail (&, S3/NT Y NZT7 VAL IAMO—)IZE&EITDH_E& T, S3/NN
TYRMNOTIEARAZERLET, chid, 7O TV MNELERI—Y—ICV T4 AR
ADICVUOTEET,

=LY NDER

Research and Engineering Studio &, Z#RAL TADI—IL Y N &#EFEL £9 AWS Secrets
Manager. RES [&. RIEDERFIC—IL Y NZBBNICERLET. REOEXKPICEEEN
ABLED—=TLY RENTAXA—BRELTADEIET,

=LYy NDER 143


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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—OLY B

<envhame>-sso-clie
nt-secret

<envname>-vdc-clie
nt-secret

<envname>-vdc-clie
nt-id

<envname>-vdc-gate
way-certificate-pr
ivate-key

<envname>-vdc-gate
way-certificate-ce
rtificate

<envname>-cluster-

manager-client-secret

<envname>-cluster-
manager-client-id

<envname>-external-
private-key

<envname>-external-
certificate

<envname>-internal-
private-key

SHI:I

o

REAOVTILY
14> 7%> OAuth2 V5
AT h—=DLY
b

vdc ClientSecret

vdc Clientld

RXADBECSER
ALAET ZAR—K
;\:_

RXADOBEEES
ALRE

JSAR—Z—D
¥ — ClientSecret

HSAR—IZ—T
¥ — Clientld

RXAODEEES
AAETZAR—K
;\:_

RXAOBEEES
ALRAE

RXAODHEEES
ALAET Z A R—h
:\:_

£ E - RES

v

ABEn-EEE

—ULYNDER
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>—ULY KB E7E £ME Nz RES ABEn-EEE

<envname>-internal- RXADEZESR v
certificate SEERE

<envname>-director v
yservice-ServiceAc
countUsername

<envname>-director v
yservice-ServiceAc
countPassword

RD—2L v N ARN fElx, DynamoDB @ <envname>-cluster-settings T—7JLICEEN TV E
9o

F— Y—2

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certificate.certificate_secret_arn ARV Y
vdc.dcv_connection_gateway.certificate.private_key_secret_arn ARV Y
cluster.load_balancers.internal_alb.certificates.private_key_se ARV Y
cret_arn

directoryservice.root_username_secret_arn

vdc.client_secret ARV
cluster.load_balancers.external_alb.certificates.certificate_se ARV
cret_arn
cluster.load_balancers.internal_alb.certificates.certificate_se ARV
cret_arn

directoryservice.root_password_secret_arn

—=OLY hOER 145
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*— Y—2
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.certificates.private_key_se ARV Y
cret_arn

cluster-manager.client_secret

AARNDEZZRD 2T &I

(® Note

Research and Engineering Studio 7O T U & (CBIE{I % AWS Budgets C &Ik, T
BFHR—REhTLVEHEA AWS GovCloud (US),

Cost AWS Cost ExplorerZ L TFEZER L., JANZEEIZ L ZHEHHLET, MBREE
BEhBZENBYNET, FHICODVTR., FORETVITIR—DESHBL TL & Lithe section
called “‘AWS CO&E GO H—E R,

OANEBHEXETZDEHIC, RESTOP IV NERNFTERENLEFHICEEL TR &N TE
F¥9 AWS Budgets, &9, BRIARNRDRITATRIRRIET VT 1 TILTBRUENHYET,

1. Y4 > 4> AWS Management Console L, https://console.aws.amazon.com/
costmanagement/ T AWS Billing and Cost Management 12V — )L ZBEE £ 9,

2. dAAMNERDRVZBRLET,

3. XU & res:EnvironmentName X7 Z#%Fres:ProjectLU TERLET,

4. [TOT17]) 2 BRLE T,

dAARNOEZRD T L HIME 146


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/
https://console.aws.amazon.com/costmanagement/
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Billing

Home

v Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports

Cost categories

Costallocation tags (19
<@

Free tier

Billing Conducter [2

L]

Cost Management
Cost explorer [4
Budgets

Budgets reports

Savings Plans [4

L]

Preferences

Billing preferences
Payment preferences
Consolidated billing [4

Tax settings

¥ Permissions

Aébnrsnd naticins FA

® Note

Cost allocation tags .«

Cost allocation tags activated: 3

User-defined cost allocation tags AWS generated cost allocation tags

User-defined cost allocation tags (2/47) info

¥ Download CSV

4
&

‘ Q Find cost allocation tags 11 matches

i)
-] Tag key Y Status v Last updated date Last used month v
(] res:BackupPlan ® Inactive November 2023

O res:ClusterName ® Inactive November 2023

a res:DCVSessionUUID ® Inactive November 2023

[} res:EndpointName @® Inactive November 2023

res:EnvironmentName \3/ ® Inactive November 2023

O res:Moduleld @® Inactive November 2023

O res:ModuleName ® Inactive November 2023

[} res:ModuleVersion @® Inactive November 2023

[m} res:NodeType ® Inactive November 2023

res:Project ® Inactive November 2023

RES 2UNTF7OM4RICKRRENDETICHRAR 1 AL LB EENFHYVET,

RES VY —ADFEZEKTDICE :

1. BRIAVY-IUALS, FEZERLET,

o & b

FEOERZERLET,
[Budget setup] (FE M EXE) T. [Customize (advanced)] (HAZIY A1 X (BE)) ZBIRLET,
Budget types T, Cost budget - Recommended ZiEZRL £9,

DRAN] 2 ZBIRLE T,

JARDEZRV T & HI4H
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10.
11.

Billing %

Home

¥ Billing

Bills

Payments

Credits

Purchase orders
Cost & USage reports
Cost categories

Cost allocation tags
Free tier

Billing Conductor [

¥ Cost Management

Cost explorer [4
Budgets 1 )

-
Budgets reports

Savings Plans [4

¥ Preferences

Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [

Step 1

Choose budget type i«

Choose budget type

Step 2 Budget setup
Set your budget 3
B
e
Step 3 ) Use a template (simplified) © Customize (advanced)
Cnnﬁgure alerts Use the recommended configuratiens. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \&/

member accounts.

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon 53.

Manitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

TFHBEEZREITALIC. 7O OMNOFEEZALLET,

® Note

\Ff/ |

Budget scope T, Filter specific AWS cost dimensions Z1&EIRL £ 9,
[Add filter] (7 1 LR —%&&M) Z8RLET,
TAX2AY T, BT ZERLET,

X4 T, res:Project ZBRLET,

Next

HMEIC, TEODAYX TV Budget BZANLT, THIONDMOFEEXBILET, &
ZI&F. [EnvironmentName]-[ProjectName]-[BudgetName] T3,

BT EENERATRICZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RERICBE 2125, TEZERTEERT,

12. T, Z7OPTORNEBZBIRLET,

13. 7140 2—%@ER 28RL T, 7OVI IR T AINE—2FEILTEYFLET,

JARDOEZRVZ T EHIH
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14. [RN] 2 ZBRLE T,

JARDEZRV T & HI4H 149



Research and Engineering Studio I—H—H4A KR

Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

JARDOEZRVZ T EHIH 150
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15. (#7°>3> ) TZ2—RMLEWEZEMLET,

16. PAN] ZBIRLE T,

17. (#F7232) P2—MFRESATVREFER. TEYFTIa22FEALT. 77—H
THHOT77>3>aHR/ELET,

18. PAN] ZBIRLE T,

19. FEREZHEIAEL., BMOFENTA—RXTELVWEINIRETNATVD L ZRABLET,

20. [FEZER]ZVVYILET,

o

o

FENMMERE S, 7O IV NOFEEEMCTERT, 7OCI IV NOFEEZEMICTSIC
k. "1 Z3BLTLKEE Whesectioncalled “ VO IV N ERETD, FTEEBAD L, RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHICFELERBALES. TAINY T i&
SlEHmEIELET,

RES Environment Management

Projects

Environment Project Management

Title Project Code Status Budgets Groups Updated On
Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Forecasted: 394534 USD * ProductUsers

FHZZETRIHXEN HBHERR. IVV-IILICR>TFEEZHRELET. RES ATEENEFY
CBDETICFRKRI5DHADNBDBENHBYVET, ik, 7O I VN EZRELTCTFEEZEMNIITS
CEETEXRT,

dAARNOEZRD T L HIME 151
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HmZERTD

cnto>arTlR, REFAINYTZEALTHOI—F—EATRL—232F2LH0HA
AR 1—F—ICRHLET,

N =R

« RETFAIKYT
- FETFARIKYT
« 77ANTZ0YH
« SSH7V+t2A

REFAIONY T

REFRAINYTAUR—TIAA (VD) EZ 1= 2FEATDE, 1—Y—Ik T Windows £
Linux f(RETF AV RNY T2 ERBLROPERBTEEFT AWS, I—H—F. BRICAYOY—=ILETS
D=3 TIVA AN =B LPEREETNEIRET AMmazonEC2 A VAR AR TEE
9,

RES Home Virtual Desktops

Virtual Desktops S I o [

rhel? [Z Connect

socvim )(0) (v

REFRAOKNY S 152
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BR—RENBZARL—FT AT AT A

RES BHRE. ROARL—FT AV IS ATLZERLLRETAINY T7ORBZHYR—-—KLTL
x9,

« Amazon Linux 2 (x86 & & T* ARM64)
. Ubuntu 22.04.03 (x86)
- Windows 2019, 2022 (x86)

HLLWTFRAOKNY T ZEETS

1. XZai—=»5, REFRAINYTZBRLET,
2. ILWREFAINY TZRBZERLET,
3. HLLWFRIONYTOFMEALLET,

4. [Submit] ZZRL T IZE L,

TFARAINY TBHREECHFLVA—RIFFISICRREh, FAOMNY T @E 10~15 B ARICERTE
BEOICHEYET, BEIRFEE, BIRULEAX—DICK>TERYET, RESIEFGPUAM AR
AziHL, BEITDIRZAN—%ZAAMN—=ILET,

FRIONYTICTOERATS

BRERFAIONYTIZTOERATDICE. FRAONYTOH—REERL, VDI7 09547 NEER
DCVIZAT>hefERAL TEKELET,

Web connection
DITTSIOYNSTFRINY S ILT IV EATH2ONREB[ERERAETT,

Connect ZiBIRT2H., YAZXAMINEZBIRLTTSIOHLSEETFAINYTICTOEAL
x99,

HR—RNENDARL—FA VI AT LA 153



Research and Engineering Studio I—H—H4A KR

MyDesktop3-windows (2 Connect

-------

C & DCV Session File )( (7 ) ) ( Acis v )

DCV connection

DCVIZA T RENLTTFRINYTIZT IV EATDE, BEONTF—IVANBESIE
¥, DCVEBHTICT7IVEATSICE :

1. DCVEY> 32774 ) &BRLT, dev 774N X O2O0—-RLET, DCVIZAT
PN ATLALAVARN=IILENTVIZRENHYET,

2. AVAR=LFEICOVTE, ? TAOVZERLEXT,

FRINYTILTOERTS 154
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

L zIp & MslI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAIRNY 7OREZFHT S

TRAIVRNYTOREZHEHHETDICE -

1. [70>32V]z2BRULET,

2. Virtual Desktop State ZZIRL E T, XD 4 DOREHN SBERTEET,
. L

FLELEEYZADTRTF—ENERDONBDEREBL, FLELEEYSZIVEVWOTEERT
XY,

- BED

REOtEY>a>ZBEREBLET,
- RT

FAINY T OREZHET S 155
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Y2 avERSICKRTLET, I7IXTILANL—JZFEALTVSREE, By 3z
RTIFTRET—ENKDODNDAREMEN BV ET. RTIBHEIZ, T—REZREST7AILTRA
TLINY OTYTSRRENHYNET,

« {KiE

TAIVRNYTOREBEXEVCREEAET, TAIVNY T Z2BRBIDE, 77U T—23
VREBRAEATIN, VE—MERSRDIADAREMI HYET. IXTOA AR AN
LEZHR—RLTVWRIDFTRAELS, AT2AVRBA VA AOERBFICEDICEZ>TY

PHEEILOAFEATEET, VARV ANZOREBETR—NLTVWBRHLESH EERTS
k. TIRIEDRETRSRA ) 25R LT EE L,

RETFAIRNYTZEETS

BRETFAIRNYTON—RIITZEFHIZDH, BV aVE2LETERT,

1.

AVABV A A X EEETDHIC, Y2 AV ZFELEIIBENHYET,

a. [7U>3av]&&BRLET,
b. Virtual Desktop State Zi&RL £7,
c. [fBIE]ZEIRLET,

® Note
KIELEEYZAVOTFAINY THAAEEHRTEE A,

TAINYTHFBIELIECEZ2#RBLES, TUOYa2vZBRL, Y2 a2 0EHZERLE
ER

Y2 atEEEETRIN., BEBTAINYTHAXZBRLET,

[Submit] Z3&RL T EEE W,

AVARDANBHENIZS, TRAUVNY T ZBREBLET,

a. [7U>3av]&&BRLET,
b. Virtual Desktop State Zi&RL £7,
c. [MR ZBRLET,

REFRONY T HEETS 156
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Yy alEReENMBITS

1. [79232]2&8RLET,
2. BHRORRZERLEY,

BREFAINYTZATZ1-)9%

T7AILRTR, RETFAIRNYTIZRATD1-ABL, Y23 E2BLEERLERBKRTIBDET
FOTATDERRIBYET, TAVKY TR, RoOTELELBVRSICT A RIVRETEFLELE
T, TARIRERE, 7OT17B3EREN <, CPUBERARNDPELEE 15 9B 15% RETHS
CELLRPTRENET, FRAVMNY T ZRABNCEBHIPEFLETILSICATI 1)L ERET
EFXT,

1. [79232]2&8RLET,

2. [AT721-)]) #ZBRLET,

3. BHDATZ1-I)ZEZRELET,

4. [R7TF] ZBRLEXT,

Y2 aVERERETS 157
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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HETFAONYT

HETFAOKNY T TR, HEThTVWAFRAINY T ZHABTEELT, TAVNY T ICERETSDIC
k. EBEERLIABEETEVRY., Y2 a mBELEEEATVIRENHYVET,

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect 4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

Y IaORERIC, HEEEZBEOT IV LAFUTEZRETEES, LexlE, I5ARL—>3a>L
TVWBF—ALXANCHRMAMYERAT IV AEEZRNETEET,

TAORNY T ZHETD
1. FRUKYTRYZIVAS, PUYIVEERLET,
BYYaOT I EAHTEEBRLET,

A—Y—ET IV EAFALRILZBRLEIT, BMHRERETDIEELTERT,
[RTF] Z:BRLE T,

> w0 D

tFFRAIORNY TS 159
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

{Q demoadmin1 X] [ Owner Profile a ] [2023/10/22 ] [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the Vv
Session Owner on the DCV Session

DEAHFATOFMCOVWTE., T #28BL TLFE Whe section called “7 2 AHFRA7O7 7
L7

AN

HEFAIONYTSIZTOERATS

HETFAOVRNYTHS, HETNATWBTARAIKNY TEZRRL, A VARXAILELRTEET,
DITTSOHELIEDCY TSMTEEXRT, EHITDICK., "1 OIRICHELVETthe section
called “FARAINY ST IOATS,

TJ7ANT o0

T7ANT SO RERTRE, DITR=—FBIDSTFAIINATALAILT IV EATEETET, B
BEBBDTTANDATLANDT VL AF A Z2E OFEATEZRINTOTI7TAINZERTEET,
NYOITYRARML—2 (Amazon EFS) l&., XTD Linux /—RTEATEEXT, Linux /—R&
Windows ./ — R Tl&, FSxfor ONTAP ZFHTE X T, REFAIKNY T LEOT7 7 A I OEFHIE.
—ZFLELERTVITIR=ADTFANTSIHENLET7AILOEHERLUTT,

REFRINYTIZTOLATS 160
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouser 1

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

J77A4INOF Yy 70O—R ()

1. [774)0V2T7y70—-R]ZBRLEY,
2. 77ANEHKRTDHA, PTYTO—RIBTIT7AINESZRBLET,
3. 7y7O0—R(n)77A4IZERLET,

77 A OREIER (B )

1. HIBRT D774 (EHA) 2BRLET,
2. [FO>av]=&RLET,
3. [774)NZHIR Z2BRLET,

R, FEOTVT7ANFLERT7ANEZHIIYIL, 774 DHIREERIZDZEETER
ER

BRIAWEEETD

BEBT77AINRT7 AN ZEETSICIE. BRICAYICEMLET,

1. 77ALNEERT7AIILTZERLET,
2. BRICAY ZEBRLKT,

774LOT Y 7O—R (BT ) 161



Research and Engineering Studio I—%—HA KR

TG, FEOTVFANEERT7ANEZEIIYILT, BRICAY ZEBRIBZDEETES
ER

® Note

BRICANBO—DLT SO CRFEAET, TV EELEY, Fyv> 1D
TLEWTRHEER., BKRICAVZBEVEOIIHBENHY KT,

774N ZiwmET S

DIJR=BIAOTFARNR—ADT7AINOAV TV 2mETEET,

1. BEFIBRT77ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,
2. B#HETV., REZEBRLET,

7 7 A4 D¥RE
7PANEREEALT, ABT7FANERT TV —2 a2 EALTI 7ML EERALET. K
OTF7UT—2avHSBRL, BEOETCR>TI 7L ERATERT,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

T7ANERET S 162
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

SSHT77tA

SSH ZEAL THRABRANCTIVEATSICE :

1. RESXZ1—A5, SSHT7VEAZERLZEXT,
2. TOEAIZSSH RizE PUTTY ZHEATHICE,. BEOERICHEVET,

SSH7VtA 163
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NN a—F7420

CNEUaA>TR, DATLAREZRI) TR HEE, RETHOUEMOHI B EOBENRNS
TN aA—FAVTHEICODVWTHEBALET,

[N =R/

. —RNBTFNVITEEZRI YT

» RunBooks ) EEE

- BRHEIDORE

AHMERNE

s —WNEBTNVYITEEZ_RI T
s ERBEOIBLTARY NERY—A
« IRIFE Amazon EC2 4 VAR AQOJ774)
« CloudFormation A&X Y ¥
s BEICKDATALABELE Amazon EC2 Auto Scaling FINL—7T7IO9T1ETAICLD R
« —f#EI7% Amazon EC2 OV —)L D HE
s AT ZARZIUOF¥ERAD
s AVITZARTZUOFYRANERBTAOINY S
« BRTREOKRAK
« SBRIZ@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV 7*/\v &
« NICEDCV N—=2 3V EBEHOKRE
« RunBooks 0 &
c AVAM—IORERE

« AWS CloudFormation A& ¥ 7l WaitCondition received failed message; £ WS XY t&—2
TERIC KB L FTF, T 7—:States.TaskFailed"

o ARV ONEEICERES n-BIC AWS CloudFormation E X—)LBEIAN ZEET iz
s AVABRAY A U I)LE LI vde-controller A"k BUR BB

 IRI CloudFormation AR Y VNFMEAT I VORIZ—ICKVEIRICKKTS

« REOERFICCIDR7OY INTX—FTIZ—HFHELELE
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« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN KK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

c BZ®O AWS PAHDU Y RUADOI—H—IC VY —AD AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA4293%E, 3KKKATAR=DICRNET,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

« Active Directory ICIEMIE hizA", RESICKELTWVWEI1—H—

c YAV OERBICI—F—HFEATELZL

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
 [Storage (AR L —)]

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZNULTCTZTFANDATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXALIZEZMLTLVWEEA
« AFVT7Tavhk

« ATV T3V NOAT—R AN Failed THD

c APV 723V TTNEAVR-—PTEBA 2 LECLEEZTIOTELEICERAESIE
A,

c AVIZARNTOF ¥
s EBBAVAZVAFBVO—RNG ==Y NTIL—7F
« RETFAIRNY TOHEH
s DRICHELTVERBTFRAIRNY THAERICERTERSBYELL
s 5ONRBTFRINYTLAERBTERL
« FAYUBNY 7 Windows OE#HHATE "EHREARHAUShELE, RFUAR—KIZ—"
- VDIs7AOEZaZ 2 JRETAERY VTS
o EERIC VDISA TS —IREICKED
c REFAOIKNYZTOAVKR—FUb 165
« Amazon EC2 A VARV AN AV - TR T ZEVIBRLKRT




Research and Engineering Studio I—H—H4A KR

e AD ANDSINICKBL I=7=®I(C vde-controller 1 AR AN YA I LTWVWET /eVDl E

A=) HFKRBUEAPIALAFIVIOERR

ZO02T08E, YV7hIVITARY VmEL TEMIBEEILTINEVVICRTENEE
A

+ cluster-manager Amazon CloudWatch O/ (Zl&, [<user-home-init> 7D NEELEFIA

TEREBA, I —DRBAZF2TVET, ERFENEYT (FAHI BRI -—H KT
J)o

OJ 42 FTEO Windows AT KY T "TFATV RMAEBHCE2>TVERT, EEEICS
BULWEhE<EEW,

HNEB/EE D AD FREICEE TS DHCP A 7> 3> ORE
Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster A2 ¥ 24" "TDELETE_FAILED, JREET. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE

VDI OJo&>>O0—R

Linux EC2 A VRE VAL 50O 0H D O—R
Windows EC2 f ARV AAS0OJ 0V O—KR
WaitCondition TZ>—®M ECS O OUXNE

. FERE

D Z7ONAE—OFAIVITIAZNEIIROTEREONATAVIZ—

- BEAERE 2024.x

- BEAERE 2024.x

(2024.06) AD =T BICAR—ANEBFIRTIVR ERAFT Y723y hOERANKKT S

(2024.04-2024.04.02) VDI 1 Y AZZAQO—NICT 2 Y FEATVE W IAM 7 7 £ AFF A
ERAFRERHETELLE

(2024.04.02 LAHI) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR AN BB - KK
3%

(2024.04 # & TF 2024.04.01) GovCloud T®H RES ¥k ) 5%k B

(2024.04 - 2024.04.02) Linux RA8F A Y kv 73 BEBEIC "TRESUMINGY AT—2ANE
FICBDIEMNDYVET
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. (2024.04.02 LL#T) SAMAccountName B IC AN FE =R EBHRIFENEEN TS AD 1—
H—ORHEICEKBLUEL =

+ (2024.04.02 ARl BIABRARNCTIOEATEDEODTTAR—NF—NENTT
. (2024.06 L&) AD FHiHIC RES [CAMEhTWAEWY I)L—F X2 /N—

* (2024.06 LAHT) CVE-2024-6387. RegreSSHion, RHEL9 & &K T Ubuntu VDIs O+ 1) F 1
fle 55 1%

— BTN TEETEZ_ZU T
Oty 3T, RES AOBENECEHBA IOV THALET,

s EBRABEOTBRTARY MNEHRY—A
o IR¥E AMmazon EC2 A VAR AQOOT 7 74)

« CloudFormation AR Y ¥

s BBEICKDATLABELE Amazon EC2 Auto Scaling FINL—7T7 9T 1 ETAIC& DR
« —f#&KI% Amazon EC2 OV —JL D AE

c AVT7ZARNTIFYERADL

c AVIFZARTUFYRANERBTFARAINY S

« BRTREOKAL

« S BIZ{@ERI7 Active Directory (AD) BSEM Y > R

« Windows DCV F/\v &'
« NICEDCV/NN\—>aEHRoBE

BREZOTBRARY NMEHRY —RA

REFENIBHROEETETELZY AR, RSTIND1—TFTAVIPEZRIVVIORRTSRTESR

o

<

IRIE Amazon EC2 /1 AZA0O9 774

O7774)F, RES THERAENTLS AmazonEC2 1V AZ AICFEELET, SSM Y3
INF=v—&FERALT, 28D T77ANEFARNDLEDICAV AR ANOEY >3 2R C
ENTEET,
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cluster-manager X°> vdc-controller BE DA VT ZARNTIF YA VARV ATR, F7Vr—=>3
UREFQOMOOTERDBRICHY) ET,

+ /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

+ /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux (RETFATVRNY 7 TR, ATFICRERNEOT77AIUFEERTVET,
 /var/log/dcv/

+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows RETFAV KNY T4V AR ZA0O7I2VTR., "1 #8BLTLKEE L,
« PS C:\ProgramData\nice\dcv\log

* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tlk, —ZO7 7V r—>3a> o007 8REROEBFmICHYET,

» PS C:\Program Files\NICE\DCV\Server\bin

Windows Tld. NICEDCVREBRE7 7ML TIEH Y FT,

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch O Z')L—7
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Amazon EC2 & AWS Lambda > E1—F 4 > 9 1) Y —2RAl&. Amazon CloudWatch Log Groups
ICEHRZOVICRERZFLET, OJ I NUVROOJ IV N) I, BENEBEEONS TN 1—F4
VTR BN BERICKRIOBEREZRELET,

CNSDTL—TOERMFRODEHY TY,

» /aws/lambda/<envname>-/ - lambda related
s /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

OJJIN—7%ZR/ARXBEER, ROLSBANFENFONFIEFERLT74IILEVTTBE
BRTIT, ChICKRY, XEETNEXFIEZECAYE-DJ O HIEThET,

?"ERROR" ?"error"

BMEEETE_RVITDE51D20F%RE,. SROF—RERRTDVA42IY NEEE Amazon
CloudWatch Dashboards ZERX T2 & TT .

EREF, XFHITIS—E ERRORDEEZHIRNTEDIV4DTY NZEERKL, RELTITIZT
ULET, COFEICKY, NE—VZEENRELECEEZRTEENSBREREDO BB #HE(C
BRETEEY,

AT ZANTIOFY¥RAND OHIERRICRLET, chaERATRICK, VJITUITEERL,
<envname> S K <region> BHZBEVXEICEEMRAET,

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,
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"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false

AV 1R—ROFIZRIZFLET,

CloudWatch > Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v 7t ‘ 9 ‘ ‘ 1h  3h  12h 1d 3d 1w  Custom B | UTCtimezone ¥ H C I v H by H Actions ¥ ‘ Save
infrastructure hosts

@ 1. count(

40.00

30.00

20.00

10.00

I T R D

— o —
10-28 21:11:48
19:00 20:00 PR 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

CloudFormation A XY %

BIEOEREICERE 1= CloudFormation AR Y ZICIk, BEOREICEETDZIIY—A, /1R
N, HOBBFEENET,

ARV O, ARV, UY—R, HHETZSRBLTAZY VBT BERERITEET,
RES A& v 7 :

* <envname>-bootstrap
« <envname>-cluster

* <envhame>-metrics
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« <envname>-directoryservice
+ <envname>-identity-provider
« <envname>-shared-storage
+ <envname>-cluster-manager
* <envname>-vdc

« <envname>-FE & BRA KN

FERBARY Y (FEREEFTOILTVT, ChSOABYY—R2RATE RVBER,
AWS NA N7 4=V AAVE1I—FA VI LY EEERLTFEREOU Y —REERTES
T)o

* <envname>

+ <envname>-Networking

« <envname>-DirectoryService
« <envhame>-Storage

+ <envname>-WindowsManagementHost

BREIC KD AT LABEE E Amazon EC2 Auto Scaling FIL—7FIOF1ET 11L&
J R

RESUls A" —N—I5—2RLTVWRHE. RRRT77UT—>32VT7RI7ITRZOMOME
BTHAIHRMEANDY XT,

BAVTTZARNTIVF YO AmMazonEC2 A VAR AQOBEAT—) T ) —7 (ASGs) IC I,
ADABRVADAT =) ITFOTAETAZRETBIOIRUDTITAETAZTHEENTL
T, UR—DICIZF—HNHDHE. FLETIEATEBZVESIE., AmazonEC2 IV =) T
BYROKRTUEA AR AZFIY UL, BEYTS ASG O Auto Scaling FIL—T"TOT71ET 4
RTEFIYVILT, AMazonEC2 1 VARV ANRBIRL TVWBR A ESH EZRIELET,

FTNHERF., 1 VAR ADOBEET S Amazon CloudWatch AJ I —7%#FERAL T, BEOERER%Z
TIAEMOHDITIS—HNFOTICRBBREATVILNESH EERELET, SSM Y 3>y —
ILEERALT, TORXRATORTFEDA VAR AANDEY IV ERE, 1 VARV ANEREE
N—JENTASGICR > THRTENDFIC, 1 VAZAOO7 774N 2RBXTERZHETS
CEETEZFXRT,
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I—¥—%( K

COMBARELLBE, ASG IVY—LIRADES BT IFIETANERENBENBY)

£

EC2 Dashboard

X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Details

Instances

Instance Types

Launch Templates
Target type
Instance HTTPS: 8443 HTTP1

Unhealthy Unused
®0 0

Protocol : Port Protocol version

Spot Requests
Savings Plans
1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Healthy
Q1

Select values in this table to see corresponding filters applied to the Registered targets table below.

Reserved Instances
Dedicated Hosts

Capacity Reservations
Total targets

v images 1
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)

v Elastic Block Store

Volumes
Snapshots Targets Monitoring Mealth checks Attributes Tags
Lifecycle Manager
v Network & Security Registered targets (1)
Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups [J  Instance ID v | Name v | port v | zone
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443 eu-central-c

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

— %897 Amazon EC2 Y — )L D A&

VPC

vpc-011d10e23ad10ch8e [

Initial
0

v | Health status

@ healthy

Draining
0

Register targets

1 @

v | Health status details

COtEIIIAVICR, EERETEBZRETHELTVBRIRATLORI) =223y RFEERTVLE

ERD

AT ZARNZIOFYERARN

Amazon EC2 V=T, FRAIKNY THFRFTETNTVAEVEES, BE. XOKSIZHEYE
To RARTCNDAVAZ AR, RESAVTZANTIF ¥ O AmazonEC2 7/ RANT T, 1 AR

JABEDTLT714YIUAE RESIRIEETT,

EC2 Dashboard X Instances (5) fo

EC2 Global View | Q Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 | X | | Instance state = running | X | | Clear filters
v
Instances [0  Name./ v | Instance D
Instances
[ res-stage2-cluster-manager i-095bdc4c87321a4ff
g g
Instance Types
O res-stage2-vdc-broker i-041867308771e71d3
Launch Templates
O res-stage2-vdc-controller i-08800976c757717e6
g
Spot Requests
Savings Plans O res-stage2-bastion-host 1-0523e5480f434581a
Reserved Instances [l res-stage2-vdc-gateway 1-00773bc97ccle841d

| Instance state
© Running
® Running
® Running
© Running

® Running

@ a
Qe
@ a
@ a
@ a

Instance type V¥
mb.large
mb5.large
mb5.large
mb.large

mb5.large

Dedicated Hosts

Capacity Reservations

—R%#Y7%% Amazon EC2 IV —ILDOAE
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AT AR OFYRANERETFRAONY S

Amazon EC2 A2V =)L TR, REFRAIRNY THFRTEATVSRE, ROLSICRREIET,
CDBE. REFRAIVNYTRRTRRENET, 1 VAZVABOY T4V IR, FRAUKY
7E¢mbtl H—TF, FROBAIRFEHFICREES N Y IVEFETHY, F7FILMND
"MyDesktopy EhlFE1—F—AFBEL LB TT,

EC2 Dashboard X Instances (7) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / A | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 Runnin méa.large
Spot Requests O [ 9 v P j © g @ g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

RTREOKRAN

Amazon EC2 AV =) TULEAAZV AN RTREND E, BEFIRKRTULETFAIRNY TR
ANCZBEYET, AV TUEREDA D TSARNSZIFYRARNNETNATVSRHE., &
CRLZA7 0O NFERHZBEEE. ETPOATLAOBEZRLTVSAEEN BV ET.

RKORE, BTUVLETFAINYTAVAZRAZRLTVET,
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Instances (10) info

EC2 Dashboard X
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

S BB IZ{E X% Active Directory (AD) BEN Y > R

LT, AD RERERBERTIBDEOICAVTTARNTIFYRANCADTE S Idap BED
ON ROBITT, EATADRXAOREFOMONTA—RIZE, REOERBFICADENLZNT
X—B2ERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &
Windows A KNy 7’ Tk, UTZ2FAL THEET Yy a a—ERRTEET,

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV 7/\v & 174
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NICE DCV N—2 3 58O BRE

NICE DCV RRIETFAV MY Ty aVICERAENET. AWS NICEDCV, ROBIE, 1A
R=ILZhTWBDCVYTZRIITON-23 2 %HEIDHEEZRLTVET,

>y oA
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

NICE DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

NICE DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks 0 & RE

ROEVYIVICE, BETITRMOHDHE. RELE. BEOMALECHTIREN ST
TVET,

s AVAM—IDERE
« AWS CloudFormation A X ¥ 7 [&WaitCondition received failed message; EWVS XY £&—T T
ERIC KB L £9, IS —:States.TaskFailed"

o ARV IONEREIZERE N-%EIC AWS CloudFormation E X—J)LIBHANZEET hix )
o AVABRAY AT )LEIE vde-controller A %k BUIR RE
« IRIE CloudFormation AR Y INMIEAT IO RIS —ICKVHIBRIZKKRT S
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Research and Engineering Studio I—H—H( K
s REOERFICCIDRZOY INTFX—RTIZ—ARELELL
« RIBERP D CloudFormation AR ¥ JER D KK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y JDERDN LK T D
- ID EEBDEE
+ iam:PassRole ZE1TI 2RI BV FLEA

s B AWS TAHD Y MUAADI—H—IC 1)V —AD AWS Research and Engineering Studio
ANQOTJEAZFAILEV

s WEICOJA429%E, I<ICATAUR=DICERYET,
s OJAEITHEO "J—H% ROV EEBAL IT5—
+ Active Directory [CIBIIE A, RESICRELTWVWD 1—H—
s Y IAVOERBICI—Y—AERTELEL
« CloudWatch 75 AZ—XZ—J+—O7 0 H A XHIREBITZ—
 [Storage (AR L —)]
s RESZBRALTI77ALNATLAZERLELEN, VDIKAKNINIRENFREA
c RESZNLTT7Z7ANATALAZFVAR—RLED, VDIKRAKICYI REhEV
s VDIKARDLSFHEAEETERL
s PORAHUVREND I —AT—ADHI
* RES A5 Amazon FSx for NetApp ONTAP ZERK L EL 1A, RXAICSMLULTVEEA
« AFTvT7Tavh
« AF VT IY NOAT—RAN Failed THD
c ATV TP av NG, T—TIINEAVR—RNTEBD 2 ECEERTIOTEEEICEHRAEThEY
Ao
c AVIZANTOTF ¥
s EBBAVAZRANBVO—RNS O H—R—45Y R NTIL—7
s RETFAVRNYTORES
s DBICHELTVWERBTARAINY THAERICERTERSAYELE
s 5OQRETFRIVNYTLARBTERD
« FAYU MY 7 Windows OE#HHATE "EHREABEAUShELE, RFUAR—KRIZ—"
« VDIsZ7OEZ I ZVJRETAZRY VTS
- EBERIC VDISAH IS —REICED
s REFAVRNY TOAVER—FT N
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e Amazon EC2 A VARV AN AV =)L TR T &4V IRLU KR

« ADANDSINIZKBL i=7=8 2 vdc-controller 1 AR AN B AL LTWVWET /eVDl E
TA—)AKRBLUEAPIANAFIYVOERR

s JOIOREGE, VIKNIITARY VERELTEMNTDEZICTIATDVICRRENELEA

« cluster-manager Amazon CloudWatch O (Cl&, "<user-home-init> 7H U NG EEFIATE

Ftho I—Y—ORMEZ>TVET, LERENET (THAYVRGI—Y—HKTT).

« OJA2EITRO Windows AT KYZIC "TPADY MABEMCE>TVET, EBEEICHE
WEhEBLSEZL,

o HEB/EED AD REICEE TS DHCP A7~ 3a > DERE
* Firefox TZ— MOZILLA_PKIX_ ERROR_REQUIRED_TLS FEATURE_MISSING
Env HIB&

e res-xxx-cluster A& Y 2 A" TDELETE_FAILED, X2 T. IRoleis invalid or cannot be
assumed) IS—NE-HFHTHIBRTE LRV

OJ o UE

VDO OV O0—R

Linux EC2 A VAR AN s0O07 Ao O0—R
Windows EC2 /1 VARV AN 50O 0A I O—R
» WaitCondition T>—® ECS O O YXE

TERE

« DZONAE—ADOFAVITIANZLEBIDIROTFERREOITA I T —

12 A=) OERE

(N =Ry

AWS CloudFormation A& ¥ 7 & WaitCondition received failed messages EWS XY —I T
BRICKB L EF, T5—:States.TaskFailed"

AZY IONEEICERE Niz#IC AWS CloudFormation E X —)LIBHAZEE iV

A VARB U AY A V) E & vde-controller A"k BUREE

IR¥E CloudFormation AR Y I FKEAT DI ORI T —ICKVHEIRICAKT S
REQERPICCIDR7OY INFXA—RTIZ—HFRELELLE

RIBER B D CloudFormation A% ¥ T ER D kB

AdDomainAdminNode CREATE_FAILED THAZ Y —A (TF) AZY VDERN KBTS

A2 A=) OBEE
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AWS CloudFormation A& ¥ 2 [&WaitCondition received failed message; &\ 5 X ¥
- TERICKBRL £, TS —:States.TaskFailed"

BEZBETDICE,. £VWDEH O Amazon CloudWatch QY )L —7"#FANXNE I <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CgaioOJd N —7HFEHH 2560, HRAOICERTEZOTIINL—T2fAXNET, OTJAOT
Z=XvE—JICRE, BECHEIZFABRNI RTENET,

@ Note
NTA—BEICAR—AF BV EZ#FELET,

AZY IONEEICERE N %IZ AWS CloudFormation E X—)LBHIANSEET hix )

AWS CloudFormation AR Y INEEICERETNERICEX—IIOBEESELEN > EBEEE,
LUTz®ELET,

1. EX=LFTRLANGX=ZHFELKABEThZZH#FELET,

EX=IT7RLANFELLBZEVWA, POEATELZVEEIE., Research and Engineering Studio
REZHRLTBF7O040LET,

2. AVAZRADOHA ) ORIZOWVWTIE, Amazon EC2 OV =)L &L T EE L,

<envname> 7’L 74 Y AN O AmazonEC2 f VARV AN T FEHREL TR RSN, L
WADARDAIZBEERZ SN BIFE, XY NI —UFIE Active Directory DE%E IC BEREA &
BAEEMENBHYET,

3. High AWS Performance Compute L E# 7704 L TARBI Y —RAEERL EHE
k. VPC, 7TAR=—RYTRYRENT VY OHTRY N, BREZTOMOBIRL 2N
X—=BZNARY DIZE>THERENECEZBBLET,

NZA=ZOVWThHIHAELLKBVWEERE. RESREZHKRULTIBET7O/T324EN 25
BFBYERT, FHRICOVWTR, "®#mO7A2V A=) ZZRLTSEE L,

4. MEOARVY—AZFEAL TR RETF7O4LESBEEFE. XY NDJ—2 & Active Directory A
FHRENDBREE—HBLTVREEZERELET,
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AT ZANTOF ¥4 AR AN Active Directory ICIEFEICSMU EC L ZBERTI N
BEETY, ODATY T %&Ethe section called “4 > AR > A4 2 )L FE I=1& vde-controller A R BL
REE"L CRABEZEMBRLE T,

A2VARAY A )L F=E vde-controller A" Sk BUIR AE

COBEOREARMOBEVRERGE, VY —XR (W) A" Active Directory ICEBRRZIFSMTE R
W &ETT,

BREZRLETSICIE :

1. N RZA42H 5, vdc-controller DETHDA VAR ATSSMENEY S a > ERBLE
9,

2. sudo su - ZERTLET,
3. systemctl status sssd ZER{TLET,

AT—RANFETIOT47, kB, FLEEOTICIZ—HFRRENDEFEE, 41 AZ 2 Al Active
Directory ICZMTEEXREATL I,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRERNRERRERRENRE
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BREZHERTDICE

e EUIONVRSAVAVAZRVANS, cat /root/bootstrap/logs/userdata.log Z3£
TLTOJZR/RELET,

COBEICE. 372OREFRAOVTFhANEZSNET,
BARE 1: ABDEhi ldap EHEOFMEAEL <L

OJZ2RELET. UTHERER)BRENDIFE. 412 A2 Ak Active Directory ICSIITE &
BATL I,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RESAZYIVDERBPIZCUTONTA—RENAELK A DT hECEEZERLET,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice.computers.ou

+ directoryservice.name

2. DynamoDB 7—7 /O EEZEFHLET. T—7 NIk, 7—7 )L OT® DynamoDB
OAVV=LICHYET, T—TINBIE THRIHLENH ') £F<stack name>.cluster-
settings,
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3. T—7ILEEHLES, BEREAN VAR AEREITL TW5 cluster-manager & vdc-
controller ZHlIBk L E ¥, Auto Scaling I&, DynamoDB T—7 L D &FOEZFERAL THL WA
VARV AZEBBLULET,

BAJFERA 2: ServiceAccount I—H—FAELLK A DT TLAEW

OJ A £ R 9EHSInsufficient permissions to modify computer account, AZXY I ®
ERBFIC AU 1= ServiceAccount EATEEL K BVATREMN BV F T,
1. AWS 12V —JLH 5 Secrets Manager ZB & £ 9,

2. directoryserviceServiceAccountUsername ZELET, >—IL Y MNE THRIHE
AHV) ¥F¥9<stack name>-directoryservice-ServiceAccountUsername,

3. Y—ULYPRERVTHMER—ZZERRLET, >—JLYNMET, >—UL Y MEDEE %=
BRL, Z7L—7TF AN 2BRLET,

4. EHNEHFENEBEERE. BEOBRERTHO cluster-manager 1 > AR > A & vde-controller A
VARV AEHBIBRLET, BEAT—1) Tk, Secrets Manager DRFTOEZFEAL THL WV
AVARVAZBHBLET,

BARE 3: ABK&E N ServiceAccount /NAT— RA'EL L&

OJI EXRRENBDHESInvalid credentials, AZ Y I OEREIZ A DL i ServiceAccount
INATD—RANAELLBEVWAIBEEMEN BV ET,
1. AWS 2V —JLA S Secrets Manager ZB & £,

2. directoryserviceServiceAccountPassword ZBELET, >—IL Y NE THHIHLE
A&V EJ<stack name>-directoryservice-ServiceAccountPassword,

3. Y—ULYRERVTHMER—DZRRLET, >—JLYNMET, >—UL Y MEDEE %=
BRL, Z7L—7TF AN 2BRLET,

4. NAD—REZEENESE, FEEADLENAD—RHFELVAESADASHEVEGE
l&. Active Directory & Secrets Manager T/NAT— Rz Y KTEXT,
a. TNADT—R#AEUEY KT BIZIE AWS Managed Microsoft AD :

. AWS Y V—)LZzBE&E, IZBEL F£9 AWS Directory Service,
i. RESTFA4LOINUDTFALIRNYIDZBIRL, 7O a2 aBERLET,
ii. [Resetuser password] (1—H—/NAT—RzZUEY NTD) ZBIRLET,
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iv. ServiceAccount 1—H—ZF&ZAHLET,
v. HLWANRD—RZEADL, NAD—ROUEY NEBIRLET,
b. Secrets Manager T/NXAT—RZULEY NFTBICE :

i. AWS 1Y —JL%BE, Secrets Manager ICBEL £,

i. directoryserviceServiceAccountPassword Z#EL&ET, >—7
LY N THRIUENH'Y) £J<stack name>-directoryservice-
ServiceAccountPassword,

ji. =LY NZEBEVTHEER—DZXRRLUET, >—JLYNET, >—JL Y NE
OEE Z&RL, 7L—2FTFAN Z2BIRLET,

iv. [Edit] (fRE) BIRLET,

v. ServiceAccount I—H—0FHLWNAT—REZREL. REZERLET,

5. BEE#HL EBEE. REORERERTH O cluster-manager 4 > AR > A & vde-controller 1 >
AR AZHIBRL EF, Auto Scaling l&. RFTOEEZFERALTHLWA AR AZRBLE
£

IR1E CloudFormation AR Y INKEAT I IORNIT—ICKYHEIRICKKRTS

BEDKEAT IO NIZ—HFEET <env-name>-vdc CloudFormation A X ¥ 2 O Bl BRA" %k B
L =& vdcdcvhostsecuritygroup, IV —II%Z#EHAL TAWS RES 1 ERL BT XY K
FEREFIVFTATIL—TICREBE N Amazon EC2 1 VAR AN RETH B A AN H 1) F
9,

CHREEEBRTDIZE. COFETEBENIEINTO AmazonEC2 /1 VA X A% KREL THR
TLET, TDE, REOHIKREZEBRETEEXY,

REOERFICCIDR7OY INFXA—ZTIZ—HNFRELELE

BEZERTIE, LARVARAT—ZAN [FAILED]® CIDR 70Y INTX—=RIZIZ—H KR
EhFET,

ITo5—04H -

Failed to update cluster prefix list:
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An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREEBRRIDEDHICEET D ERIE xx.x.0/24 £ F xxx.0/32 T,

RIBVER @ CloudFormation A X Y J{ER D Kk

REOERICE. —EOVY—RERARL—3aUNEENET, —BOU—23 > TR, BED
BENREL ., CloudFormation AR Y U DERN KK T D UEMN BV £,

COFE,. WRZHRL, EREBHATLET. L@, HOV—2a>TEREBHATIRLE
TEEXT,

AdDomainAdminNode CREATE_FAILED THED Y —RA (TF) AR Y UV DERN %
2 )

FEREBEAZY VDEBRNROIS—TRBLEBE., 1 VAZAORBHEOI O3 -
I Amazon EC2 /Ny FHERAN FHE FREL LaEdENrHYET,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

KHBNERZBETSICE :

1. SSMAT—RKYZR—2¥—T, NYFBANFRETATVILESH, BRTITXNTOSL A
BUACLTUTEEETNTVRIAESHEEELET,

2.  SSM RunCommand/Automation D ETEET, /Ny FEHABEED SSM RF 1 X2 NORETH
AVARADORBE—HTIHNESHERELET,

3. TRIED Amazon EC2 A VARV AOAOAT 774N T, O—AINAV AR AOOT & Z R
LT, 7023 T4V ARV AFBEHLELA ESH ZHEBLET,

NY FERNRERTEENrREL LSRR, BENSOBLEE 15 5RICRES A VARV AD
Ny FERAZESEET,
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ID EE DR E

SUINHAU AT (SSO) & IDEEOEFEAEOHBER, BEIANERTRELET, SSO &
ENBREICOVTIE. UTESBLTIEE W,

- the section called “IAM A T T AT 142X —TMH SSO NERE"
» the section called “> > I )\ H 427> (SSO) A® ID 7O/NA A —NDERE"

ID ERICEETZTNMOBEEZE NS TN 21—F1420T0F3ICE, LTFTORNS TN a—-—F14>
TJREY OESBLTLSEEV,

(N =R/

* jam:PassRole ZXE1T7 3 2RI HV FBA

s BN AWS TAHD Y MUAADI—H—IC )Y —AD AWS Research and Engineering Studio A\
DTV tAZFAIL LWV

s WEICOJA423%E, I<ICATAUIR=DICRYET,

s OJAEITHEO "J—H%—HNRO2AVEEBAL IT5—

» Active Directory ICIBIE h/zA", RESICKELTVWE1—H—

s BV Aa OEREBICI-—Y—NERATEEV

¢ CloudWatch 75 RAZ—XZX—+—OJ0H A XFIRBEBI S —

iam:PassRole 21T T3 #ERNI BV EHA

iam:PassRole 77> 3> BRI T3HEBRNIBVEVSTIT—HNERRENERZEE. RUS—Z2FH
LTRESICO—LNZETCENTEBRSICTRIHREN HYET,

—ZD AWS H—E ATk, FILLWH—EFERO—-IIEEREY—ERIZU 90— Z2ERTS
KHhWIZ, ZOH—FEFALCBEEOO-INEZETENTEET, TOLHICE, Y—EARICO-IL%
ETHERIMVETT,

ROBIOILTZ—IE, marymajor EWSBEEID IAM 1—H =AY —)ILZEHALTRES T7 Y>3
VERITURSETRERELET, EEL, COTI2AVEF—EANFRTITRICEK., T—EX
A—IASHEEhIZERIVETT, XTU—IZE, O-ILZzY—ERICEITHFIF &VEEA,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7V 3> ORITEHATIHE
FHYVET, YR—MIVELZBEE. AWSEEBEILSBLVELESEETV, Y121V ERER
ZRHELULESENIEEETT,

B0 AWS 7AHDY NEAOI—H—IZ )Y —AD AWS Research and
Engineering Studio NOF7 VA ZFFAL 2V

OFTATY NOI—Y—PEBADOAN, VIY-ALLTIVELAIZLEHICEATESO—IZEK
TEET, O-ILD5ZZFZEERXIR I —ZEBETEET., VY—AR—ADRII—FI
E7 2RO MO—-)LJAN (ACL) ZHR—KNITBH—EADHBE, ThS5ORUI—ZFEAL
T VI—ANDT IV EAZRETERT,

FHHRICOVWTR, UTZZRL TS EE W

s FIBELTVD AWS PHUY NETUY—AANDOT IV EAZRHIZHFEICOVWTE., IAM 11—
H—HA RO "MELTVWRHIOAWS FTHD RO IAMA—HY—-ADOT7 I AZRMHTZ, =&
SRLTEEL,

« H—RN—F1—AWS THIVRNIVY—ANDOT IV AZRMIZDFEICOVTRE, IAM 1—
H—HARDO "H—RN—FT A —HFAEITDAWS THIOT I tAZRETS, 28RL
TLEE L,

*+ D7IFL—232ZBLUTTIERAZRMIZSECOVTR, IAMI—H—HA RO _"HE
TRAENEI—HF—(ID7IFL—23NANOT7I7EAZERTD, 2SR LTSEEL,

« VJARTADVRT7RACO-NEVY—AR—ADRI D —ZFEATEIFEDEVICOVWT
FE. IAMI—Y—HA RO "IAMO—ILEVY—AR—ADKRI T —DEV ) ZZRLTEE
W

REICOJA429%E, 3I<ICATAR—=JICRVET,

CORBERE. SSOMEDRENEE> TVIHEICKELEY, BEZEETSICEF. I O—
T—AVAZAOTZFIYOL, IZ7—HABUVAREZBIELET,
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OJZ2w#RI 3T :

1. CloudWatch AV — )l ZzFBA& £ 9,

2. OJITIN—=7hs, EVWSBEOITIN—T"BDHET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#REVWT, OJARNI—LDIZT—ZH®ELET,

REZHETDICE

1. DynamoDB 1V —)LZH<

2. T=7IUhs5., EVWSEHOT—TIERDITET<environment-name>.cluster-
settings,

3. F—7I%BRE. Explore T—7 I BB Z#EIRLET,
4. AN Ex—toV>avaREHAL, ROZEKREAHDLET,

- BB -F—
- Z-7ET
* {E -sso
5 [ET]|ZEBRLET,

6. BRENLENFIHT, SSOBREMAELWVWCEEZHRELET, ELLS<EWVIESIF. sso_enabled
F—NDfE% False ICZEEL X,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more A

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True o False

7. RESA—H—A2R2—T7ITA4AILRY. SSO ZBREL XTI,
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AJ42ETRO T1——FR2hVEEAL IT5—

A—HY—NHNFRESAVE—TIARAICOATA LD ELEEZEICL TI—H—NFEODVYEEBAL &
WS IT—HNERREh, TOI1—H—AH Active Directory IZFTET D HE :

« I-Y—ARESICHFEET. READ ICI—Y—ZENML LBE

e A—HY—NERERESICAHEATVWEVAEMENHYET, RESIF 1 BRECCICEABTS
S, ROBRBPECI—Y—NFEBMENECEEZ2EFHL TEEITINEN HIEENHYE
T, I<ICAHATAICIEK. T, OFIEICHKUVE T Active Directory CIEIE v izA", RES ICX
ZLTWBH1—H—,

« I—H—H RESICTFETHEE :

1. BHEIXYEIHNELKBREENTVWR L ZBRALET. FMIEDVWTR., T2 JIL54
A (SSO)A® ID Z7ONA X —DRE) 2FRLTLEEL,

2. SAML#HHBE SAMLE X—I)LOWAAI—HY—DEX—ITRLALIVE TEhTVS
CEETERLET,

Active Directory ICIEMIE N izA", RESICKELTWAI1—H—

11—+ —% Active Directory ICIEMUL TE RES ICBEVEEIE. ADRBZE RNV H—FTB2XENHYE
9, ADEHAIE, ADIT>MNU% RESIREICA>R—NT S Lambda BEICK > T 1 BB EICE
TENET, BERICE2 TR, HILLI—H—FLBFIIL—T72EML R, RORP7OLANE
TENBZETEETDCENH ) ET, Amazon Simple Queue Service ' S FE TR EZFRATE
X7,

RM7OtAZFETHRKELET,

1. Amazon SQS AV —)l ZHZE XY,

2. ¥Fa1—Hms5, &BIRL EFI<environment-name>-cluster-manager-tasks.fifo.
3. XvE—CnEZEZERLET,
4., XV tE—IJAERXICE., KORSICABLET,

{ "name": "adsync.sync-from-ad", "payload": {} }

5. XvtE—=2U)—7"IDICE. ROKSICABLET, adsync.sync-from-ad
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6. XVtE—JEEHRID IR, FUFLABREBFONFIEADLET, COI RV, BXE
SHUALCTONEINTORTHULERREBDIVENHYET, T5LAHVWE, UIJTITARNE
BRENET,

Yy a oERBICI-Y—FEATERL

v a EERTIEEEN. &Y 32 OEREKIC Active Directory IZEL TWD 1—H—A"F
ATERWVEE, 11— —RBANHTOJA >V ITI2RBENHDIHEENGVET, Ev2a (k7074
ThI1I—H—ICRUTORMERTEET, TUOTA7I1I—H -, PA<EEL1EREICOTA
VIRRENHYET,

CloudWatch 9 S AR —Y Z—>+v—OJ9 0O 4 X&IRBBIS —

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch 9 S AZ—IZ— vy —OJICCODIT—HNRRENEFES, ldap RENRL 21—
H—L I—RNFZSTEDTAEMN DY ET. CORBEEEIETSICIE. IDP O |dap BELROFIR
ZIEXLET,

[Storage (AR L —2)]

Nevy o

« RESZFERALT7Z7ANATLAZERLELEN, VDIKAKINTREhFERA

« RESZNLTTIFPANIATLEFAR—RLEN, VDIFRAKNIXRT hEhiEL

« VDITRARDSHAEETERZL

« RES A5 Amazon FSx for NetApp ONTAP ZHERK L EL A, RXAIZSMLTVWERA
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RES ZHERALTI77ANIATLEZERLEL LD, VDIRARNCINTY hEhEE
A

T77ANDATALAR, VDIRARNTY DRI BREIC "EAARE) RETHILENHYET, AT
DFIBICEST, 77ALNZATLANBARETHD EZHABLET,

Amazon EFS

1. Amazon EFS OV —)LICBEBL £ 9.

2. 77 AN AT LORENERTRTHD EZREBLET,
8. 77ANSATLADRENEATETEVERF. VDI RARNEZRETEIRTHEERT,

1. Amazon FSx IV —)LICBBHLE T,
2. AT—BRANEHAEETHD 2B LET,
3. Status AEAFARETHRVESRE., VDIKRARNEZRETIRIICEFEET,

RESZNULTTIPAINIATLEZAR—RLEAD, VDIKAKNINTY hEhiz\

RESICHAZVIR—RENDTTANZATALILRE, VDIRANFTT7FANATLEITRNTESD
KO, BEBEFIVTATIL—TIL—IIHFBEENATVIBENHVET, Ch5OT7AILY
AT LI RES OABTHEREND 12, RESEREIZ EF1 VT TIIL—TI—IZ2EELFE
Ao

AVR=—RENLET7FANDATALACBEG TSN EEFIVTATIL—TB. ROANDVRE
TZT7AVIVEHATDILENHVET,

o Linux"RARASDNFS RS 74 Y4 (K— K: 2049)
« Windows "7RARASD SMB RS 7 1 Y U (R— : 445)
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VDI RARD SHEABTETERZL

ONTAP (&, R 21 —A® UNIX, NTFS, MIXED EF¥21UFT 1 ARSI\ Z2HR—KLTVET, &
=\=IL T4 AZAI)IE, ONTAP A F—R T O AZHHIZ1-HICERATEIT IV EAHFAORAT
NSO T IV EARFAEEETERIVZAT U NEATEZRELET,

EEARF, RVI—-—LAUNXEFIVTAARAMIINZERLTWVWRIHEETE, ONTAP OXILTF
Z7ORJLBHEICKY), SMBOIZAT Y NEBIEHRET—RICT IV EATERY (L, B
WALB RURBAETNBDBEICRYET )o L. ONTAPRR UNIX VZA T RDOHNRAT 14T
V= I)ZFEALTEETED UNX 7V EAFAZEALET,

TOEAHFAREBEOI—RAT—ADHI
Linux 7—20—RTO UNIX AZAIDORY 1 —LDOFEH

TOEAFTE, DI —H—O sudoer TRRETEET, LEAEFE. ROBHITEE, /<project-
name> 74 LU NUJICH T B <group-ID>TEBHEHY/EEAKT IV EAFAOITNTOX
N—ER/HELET,

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & Windows 7—2 00— RT®O NTFS AZA I DR 1 —LDOFEH

HETOELAFAGE, BEO7AIINFORE7ONT A+ Z#EALTRETEXRT, Leal@F, 1—
H—user_01& 7 # LA HHBFEmyfolder, Full Control. . ChangeX/lE OF7 VA5G
AReadZ AllowX fzld ICERETZE £ I Deny,
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+ | ~ I Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1|  Share Pemissions o

Dis (@roup or user names:
Evernyone
e
 folder
folder
Add... Femove Iolder
folder

Pemissions for Everyone Allow

Full Control
Change
Read

folder

odo 3

folder

folder

folder

folder

folder
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Linux 724 7> & Windows 954 F7 2 ROBEATR) I —LZFERATSDESE. Linux 1—H—
Z%E U 1—Y—%RIC domain\username @ NetBIOS RX 4 U BERICEENTZ2RAINYEY
% SVMICERETRDHENHVYET, Chik, Linux I—H—& Windows I—H—NDETE#RT S =
HIZKETT, U7PLVAICDOVWTIEE, "Amazon FSx for NetApp ONTAP (&2 Y )LF7' O K
LO—00—ROEML: ZBRBLTLEEL,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXALIZSmL TL
FtA

{7, RES OV —JLA S Amazon FSx for NetApp ONTAP Z#ER T3 L., 77 AN AT LIRS
O aZ> JdEnETH., RXMVICESMUER A ERL T ONTAP 77 1)L AT A SVM
ERAAVICEAET S, "Microsoft Active Directory SVMs D#E4& 1 #Z 8B L T, Amazon FSx
OV =LOFIBIZH>TLKEEW, BEBT UV EAFFAA AD ® Amazon FSx Y —ERATHD >
NCEFETNhTVWRZEZRABLET, SIMARXAVIZEREESMLES, SYIMBE>TI VR
RA4N>SMBDNS BICBEIL, BRTHEICEDLEHDNS EZ2IE—LET,

RXAVICEALES, 9T5ARX—RE DynamoDB 7—7 )L T SMBDNS SREF —#MmMEL T,

1. Amazon DynamoDB 1>V —JLICBEIL £,
2. T—7 ) &BIRL, %ERL EFF<stack-name>-cluster-settings,
3. TExplore table itemsy T, 71 EX—ZRBAL. XOT71I)LZ—ZAHLET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEhZEHBZERL, RIZT0>a>, GEEEBZERLFT,
5 Uil JE—L 77 SMBDNS ZCEZEHMLET,
6. RELTHAL S Z&EIRLET,

TSI, T7ANDATALAICBER TS A EEF I UFT 1 TI—7H, Amazon VPC IC&BD T 7 A
WOATLATOEADARO—)THRENATVWERNS 74 0ZFTLTVWBCEZERLET,
T77ANATLZERATEIHLV VDI RARNE, RXA2IZSMLTWD SVMETT7AILD AT
LBZNTDRNTEDBDRSICBEYEL =,
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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F/zl&. RES Onboard File System capability- from Environment Management select File Systems,
Onboard File System ZHAL T, RXAVICBEICSMUTWBABRED 7 7ML AT AR F 2 R—
RIBDEETEET,

AFv7ayv i

KEY D
« AFYVT723Y R NDAT—RAN Failed TH D
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

ATV 723V NOAT—RAN Failed TH B

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2+ —®O CloudWatch O AN TREEEZBELE T, BERT—TINITIRFAVR—KEhi
WCENRBBTERENTVERHEEREF., AF Y723y NNFEMNBIRETHD L EERELET,

1. metadata.json 77 A J)LEA T O—RL, EEETEET—7 )LD ExportStatus D AT7—R AN
COMPLETED TH3 L Z2HRLET, X FE4LT—7I)LIZ ExportManifest7 4 —JL RA
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REENTVWA L ZBFELET, LROT A= RARETNTOWEWESE, ATy T3y
NEEWBZRETHY, RFYT23ay NOERABETEEATEEEA,

2. ATV 72 ay NoERERKBLES, RESTAFTY 723y NOAT—R AN COMPLETED
L2 TVBREZBERLET, ATV 72aYy hNOERTORAICEZRKRS5~10 00D E
To ATV 723y NEER—JEBO—RFLEFEBT7I7EALT, AFv7>ay NFEEIC
ERENECEZBREBLET, ChiCkY, ERENERAFTY T2 a3y MBI RREICEY E
¥,

12T ZANZDOF+

NeEY S
« EBBAVAZANEVWAO—RNSG Y —2—45'Y NTI)I—7

EEBBAVARANFBZVWO—RNZ Y —2—5Y NTII—=7

B—N—IF7— XV E—IBEOHEN Ul ICRTENDFEE, FLERETARAINYTEY S a2
MTERBRVGEE, 1V7ZANTIOF YD AmazonEC2 A VARV AICEEN H B AEMEA BV &
9o

BEOREREHETDHEFK., £9 AmazonEC2 AV —ILT, B#YWERLETL, ILLA AR
VAILBEBRIASNTVREEDND AMazonEC2 A VARV AN B WA ZHRTHETT, T
NFE k. Amazon CloudWatch logsZF I VvV L T RRAZHBETEE T,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLAICEHEN 5T
M HBDCEZRIOE,. AmazonEC2 OV Y =) TROP 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWVEETT,

BEOABOBFEZUTICARLET,
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

res-bicfn3-web-portal-e2958adc

Events
v Instances

Instances Details

Instance Types

Launch Templates

Spot Requests Target type Protocol : Port Protocol version
Instance HTTPS: 8443 HTTP1

Savings Plans

Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused
v Images 1 1 ®0 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
¥ Elastic Block Store

Volumes
snapshots Targets Monitoring Health checks Attributes Tags

Registered targets (1)

Lifecycle Manager

v Network & Security

Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups [J  Instance ID v | Name v | port v | zone
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443 eu-central-c

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

VPC
vpc-011d10e23ad10ch8e [

Initial Draining
0 0

1 @
v | Health status v | Health status detalls

@ healthy

Healthy T RUA 0 DBE, VIVITANERETE S AmazonEC2 1 VARV AN BV &R

LEY,

Unhealthy T KU A 0 AADBEIE, Amazon EC2 1 VARV AN BIRL TV S AlgeEN H V) F
T ctild, 1 VARN=ILENTVRTTIVT—232YTRIDITHIANLAFIVOICEKELTY

BWCENRRATHD AU BV ET,

Healthy T> N 'J & Unhealthy T RUDOEEHN 0 DFEE

XYRD—UVDREZIADOAREMEZRL

T, LealF NTVYIOHTRYNETFAR—RNGFTRY NIR., WETB AZs HEWVEE
AHVET, CORUENFRELIEZEE. RYNID—IOREIFEITD L ZRTEMOTFANT

DI=NICRRENDZENFBYIET,

REFAIVRNYTORE

(N =Ry

c DEICEBELTVWERBTFAIRNY T ERICERTERSZYELE

5 20FRBTFAIVRNY T UARBEBTE K

T AU KNY 7 Windows DEHERTE "EHEABALUShELE, KT AR—

hIS—

VDIsZ7OEZ I ZVJRETAZRY VT D
REEIC VDISA TZ—REICKD

REBTFATNY T DR
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BETCBEL TOWERBTFRAIRNY TN ERBCERTEASBZYELE

FARINY TEENABAUSNEY, EHRTERLLE2£Y)THE, EBEALS AmazonEC2 1 A
BROANRETBDH, Amazon EC2 1 VARV AN RESRIEA TR TR LERFELE AL EANRER
THHIAEMENI BN ET, BEEE U ODAT—RAR, EEETREZSIEHRERTIDESHNHY)
FIH. BEROBTERBLET,

Amazon EC2 AV —IZFEAL T, A1V ARV ANFKTEREFELEEALEAESH ZHMTT D&
ENfHYVET, FILELEBEE., £5—ERHALTHTLSEETL, RENFrRTLESESE., BloFA
INYTRERTDVENHYET, 1 —0OFR—LTFALINIIIRFENLET—RE, LY
AVABRADREEICS|EHKREFATEET,

BANCKRBLEA ARV AN ERE U ICRERTENATVRIHER, EBEE VI ZEALTRT
TRVENHBIEFENHYVET,

5 DDRBTAINY TUARETEEL

A—H—HNEHTERRB/TFAINYTOBROTTAILIOFIRE S5 TF, Chik, ROKSICE
BEU ZERALTEBRENEETERT,

« FAUNYTRELCBBLET,

s Y—N—BTZBRLET,

« DCV Y2 a>sNFRILT, GAOHETAAEIIYILET,

e I—H—HiYoFadehictya oEz, YESHFLWMEICEELET,
* [Submit] GX5) ZIBIRL E T,

c R=TJZEHLT, FLLRENFrBETNTVREZBRELET,

FAT NY 7 Windows OE&HERTIE TE#BErEHUshELE, RS AR—RI
3_"
Windows AV Ny &GN Ul TS5 — T#EABHUSsShELE, NSV AR—RNT

Z—1 o Windows 1 V> ARZ >V ATOIAEDEHRICBIET S DCV H—/N—VY 7 NIV IT7OBEN R
RTHDAEMFHET,
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Amazon CloudWatch AJ )L —7' &, KOEXDIBXY t—D TERRTIS—2OJICREET
%<envname>/vdc/dcv-connection-gatewayB e H VY E T,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

COF/E,. SSM Y2 a s Ix—2v—EAL T Windows 1 VAR ANDELHRZREE, XD 2
DOIRERET 7AINEZHIKR T D ENBRENDABEENS BV ET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICEBEREN, ThUBROBEGEITHIRN IS AEMEL B ERT,

COFETHBEEBAL., Windows TRV MY 7OFHLVWEBTCEAUIS—NFRELEHEEE. VY
TFROITAZY OOER BEEFEAL T, BERENEIABRET7AILEECEEAIVAZVA
DOFLW Windows V7 RTJIFTARY VRERLET, ChickY), EEGESHEERICERATE
% Windows V7 RV ITARY UHFERENET,
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VDIsZ’OESaZ JRETAZRY VT3

TAVNYTEBFrEBZEVIO7OED IV TREOEETH2H5EE. WO2HPOERANER
5h&EY,

EREBETDICEK, TRAVNYTAVAZRAOOQT 774 2HBNX, BEORREBZ>TWVWSH
REOHDZIZ—ZHLET, CORFIXV NI, OY 77 4)LE Amazon CloudWatch O49 &
L= DOUARNFEENTSY), BABOTSLTARY MEBRY—AEVWSSRIIHFFVNEED
AVICHEBRIrEENTVET,

COBEOEASNBFRRARRROEHVTT,

« FHENTUVWS AMIID & software-stack & UL TEBE N TVWETAH, RES TlrRYR—KEThTW
Ft A

AMI ICBEBRBBREELEFY —IIPFBEEATVWAEAVES, 7—KNARNSY 77O 3 Z2TA
DVTRNERTTEEHATLLE, Linux M VAR ARBRE, 412 AR> A /root/bootstrap/
logs/OOT77A4NICEK, ChIZETREABBEBRNI2ENTVREEN N HYET. AWS
Marketplace B SERVBL = AMIs ID &, RES FAUVRNY TA VAR ATRHEELBEVEEN D
WET, HR—KRENTVWIAESHEERTDICEK., TAMNBETT,

e 1—H—F—RAV VT K&, Windows RETFAIVRNY TA AR AN NDAR L AMI A SRE
TNEEEICRITEThELAS

F7A)IRTR, I—H—F—ZFAT VT NE Amazon EC2 41 VAR ADREEIC 1 @RTE
hEd, BEOREFRAINY TS AR ANS AMI ZERKL, TOAMIICYTIRIITA
BYVEBEBRLT, COVIRNIITARAEY ITRHOREBFAINY TEZRBBLELSETDE,
1—H—F—BRBAVVTRNEFHLULWEEFAIORNY TA VAR ATRETENEE A,

CORBREZBRITDICE. AMI DERICERALETORETFAINY A AR ATEEELE
L T PowerShell DN R4V RIZRRE, XOIAX REEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIS, AVAZVADSHLVDAMI ZERKLET, HTILLWAMI ZEFERALTYTIRNTIITAZY D
ZEBFL, BTHULWREFRAIOKNY TEZRBBTEET, 7OEDa _VJREVDEFEOAN AR
VATEAUOAN REERITL, 1 VAR AZEBEHL TRETFRAINY T2V 3V Z2EETS
CEETEFETHN, REZAOHSD AMI A SEIOEERFRAINY T2 EGHTHE, ALUBENE
ERETHEIFELTLIEEL,
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HEEIEIC VDISKHF TS —IREICHK S

ZASNDBBE 1 R—LTT7ANZATAIL, EBD POSIX TV EAFHA2HE DI —DFT 1L
TRIUABYNET,

chid, RODFVANETRERDBEICERTH EBETHD UM HYET,
1. 7’04 & hf RES/N—2 32 1F 2024.01 AR T,
2. RES AR Y VDOF7OA4FIZ, O BHN (CF&EEnableLdapIDMapping&e iE L £True,

3. RESAZYIVDOTF7O/MBICEEENLER—LT 74N AT ALK, RES 2024.01 &V ETD
N—23a>TERAENED, %Z EnableLdapIDMappinglcf8EL TUBINIRETHERAE N E
L ZzFalse,

BRFIE: 77 AN ATLAOI—H—FALIRNI)EHKRLET,

1. D7AR—NZR—I ¥ —7RAKMAND SSM,

2. cd /home.

3.1s- (. adminl, admin2. BEQI—HF—HIZ—HIDTF1LINIBZHEODTALIKNY
E—EBERRNIDVBENHYET,

4. F4 LUK ZHIBRLETsudo rm -1 'dir_name', ssm-user T4 LU ~NJ & ec2-user
TA4LORMNUZBIBRLABAWVWTLSEED,

5. 1—H—A#FLWenv CERICAENTVWRBEE., 1—H4—0ODDBFT—7IIAS51—%—
N %ZHIBRL £ (clusteradmin ZB< ),

6. AD FHIDBHA - VT AX—X X — ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adCT=E{TLET,

7. RESTVIT7R—IHS ExrorRED VDI A VARV AZBEEBLE T, VDI #4205
ReadyREICBITIBD L ZBELET,

BRETFAVKNYZTAVR—FV N

NEY D

e AMazon EC2 A VARV AN AV —I)L TR T &iE)IRL R
« ADANDSHICKBL I8 (Z vde-controller £ > AR AN YA O L TWET /eVDl T 21—

IHKRBLULE APINLAFIY VERT
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« 70T KRG, VIRNVITAEY VERELTEMIDEEZILTIIIVVICRTENEHA

« cluster-manager Amazon CloudWatch O (C ik, T<user-home-init> 7HV > MEFEREFATEE
A, —Y—0OEBZF > TVETL ERREAFTT (TAHOMEFI—H—FTT ),

« O 4 ETE® Windows TAIRKNY I TPHDO MRFEMCE>TVET, BEEEICHBEAV
EhE<EET VY,

« HEB/EEFED AD REICE TS DHCP A7~ 3> DEE
 Firefox TS5 — MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 A VARV AN AV —I)L TR T Z2#&VIBRL KRR

AT ZARNTIOF YAV AR AN Amazon EC2 A2 Y — )L TR T ERVIBELRTENBDIHEE.
RREZOREICHEL TVWAARENBY . I VTFARNZIFIAVARARATIZE2TE
BYET, AT, FEZBEIZHEZRLET,

Amazon EC2 11>V —JL T vdc-controller 1 > AR AN K TIREZ®RVIRTHESREK, >—IL Y bH
RINELLBEOVWHEREMN B ET, RESICEK > THBFTEINEZ S —ILY KNI, 1>T7FANS
DF¥O AmMazonEC2 A VARV AT RYFENL IAMT 22X NA=ILRUS—0—F &
LTEREND RTINS ET, vde-controller A4 2 J)LLTWT, CloudWatch OF JIIL—7 12K
NIT—HNRRENEBE, >— VLY R ELLKRIFFEATOVEVAIESEN B ET, >—7
LY NI, RORTENFFIHBENF HBDEITFELTLSEETLY,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

Z DI Z—® Amazon CloudWatch O XY —2 &k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action
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AMazon EC2 A VARV ADMRTZ#FIVIL, TNSNLEZBOVANE—HTBHEE2BRLE
9,

AD ADSMICKBL =78 (Z vdc-controller f ARV AN YA O LTVWET /
eVDI EZ 12— I)LAKRBUE APIALNARAF IV UERTR

eVDI EZ A —ILIANILAF IV OICKBLIEGE, REAT XAV VICUTHFIRRENE
9,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

cOBE. TNV ITO—BHNBENARK, VFARX—NF—T ¥ —0 CloudWatch OJ ZfANXB & T
T, (£VWSEEOOTTI—T7ZHE L £9 <env-name>/cluster-manager, )

EZXO5N2ERE

s OJICTFANNEENTVRHE S Insufficient permissions, res AX Y U DEREIC
BEE 1 ServiceAccount I—H—BDARIAEL VW EZERL TS EEL,

0747046
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1>V —)LA'5, RES #7014 HIZIREE 15 ServiceAccount 1—H—H I
TOtATEET, Secrets Manager TRET2—UL Y hE2RERL, 7L—FTFANDOE
BEBERLET, I —BFELLBVEER. MEZERLT—ILY MEZEFHLE
9, WED cluster-manager 1 > AX > A& vdc-controller f VAR A%ZETLET, LW
AVABRVARBRELEREICBEYET,

s BUETINLEAT VY —AAZY VIR >TERENLZUY—AZFEALTVREE, 1—Y—%F
l& TServiceAccount; THEULEN HVYET, RES OF7O41HIZ DisableADJoin/NT X —
2 A False ICEREE N TWVWBBAE. ServiceAccounty 1—H—IC AD TAE1—42F7ST
IRNZHERTRDT IO EAFAN BB EZBRBLET,

s FRALEI—Y—FBNELVY, OJICTHFANNFEENTVSESInvalid credentials,
AAUENAD—RABE->TVSD D, BRI TVSAEEN BV FT,

071704

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« REOERFICADLE/NAT—RIIE, Secrets Manager 1V —)LIZ/NAT—R
ERTFIBD—IVLYNITIVEALTHAMBD CENTEET, 2—JL YN (&
E<env_name>directoryserviceServiceAccountPassword) Z&IRL., 7L—2FF R
NOERBZERLET,

« —OLYRONAD—RHFELLBVEER. MEZERLT—IJLYNDOEZEHRLE
T BIED cluster-manager 1 > AR > A& vdc-controller 1 VARV AZKTLET, HILL
AVAZAREHMENLENAD—REFAL, TELEREICEYET,

« NAD—RNELWVEHEEIE, & niz Active Directory T/NAT— ROBMHRAN T TV
ATEEMEN B V) T T, &AIC Active Directory T/NAT—RzZUEZYNLTHS, 2—UL Y NE
EHITHILENHV) ET, Directory Service 1V —)LH S Active Directory TIL1—H—D/VA
J—REDEY NTEET,

1. BYBT4LIKN)ID Z&IRT S
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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2. 70>3arvzEERL, - —NAD—RzUEYNLTAS, I—H¥—F
(ServiceAccounts B &) EMULWNAD—RZT7 A —LIZABLET,
BHULKBELENAD—RILUFGONAD—REEBDFER, X
J59 % Secret Manager > —2J LY RONATD—REZEFHLET (Hi:

<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 1 > AR > A& vdc-controller 1 VAR ABZELTLET, HILLA
VARV AREELEREICEYYET,

7OIO0RE, V7RI ITARY VZ2mELTEMIBEEICTILETVICERT
ThEEA

COBBERK, 1——THINEAD ORBICEETZROBBEICEEL TVWHAgeMN HY) £
T, COBBENRRENLEFERF. VFARX—YZX— ¥ —0O Amazon CloudWatch OJ ¥ )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ", ZFIvOL T, EERABAUAPBEELTVWA L ZHILET,

cluster-manager Amazon CloudWatch O (Cl&. T<user-home-init> 7HD > ~NF &
ERRATEREA, I——ORBPZFOTVET Y ERTFRENWET (THINE
J_—"f—g_@? ) o

SQS HTRIVZAN—&, A—Y—TFTHIVRNITIOEATERVLZO, ES—RETERIL—7
> TWET, cOO—RE, I—Y—0ORBPICI—F—DR—LT 7ML AT LZERL &
SeLEEECRNIA—ZTIET,

A—HY—=THIORNITIOEATERZVDEKE, FAFPDO AD ICHUTRESAELLKEEENTULE
WESHTT, &AW, BIRES REDERKICHERE iz ServiceAccountUsername/NZ X —
XA, TAdminy TlE%& < ServiceAccount; ZFEAT R E, ELWMETREEN2EELET,
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O74 2 FTKO Windows TAIKNY TIC "FPHOY NFEDCB>TVET, B
BECHBBLEDESEEZ L,

CORP\adminT

Your account has been disabled. Please see your system administrator.

dA—H¥—AOvocnEBEECOTA > TERVES, SSOKHATEEICHA>F> LR, RES
AICREENEZAD TA—HY—NEWLEATVBDAEELNHY) ET,

AD TA—H—THIY MNAFBHIZHE>TVBHE, SSOOTAVRB>RELET,
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S\E/EEE D AD ERZEICBIT S DHCP A 7> 3> nfE&E

J% B @ Active Directory "The connection has been closed. Transport error"T RES
ZEATBEEIZ Windows REFAIRNY T T EVSTIS—HAREL HESE. dev-connection-
gateway Amazon CloudWatch OJ I XD RS BEDHF BZVHEFRL TS EE LY,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MBODOVPC O DHCP A7 3avIZ AD RXA>A NO—Z5—%=#FRALTVWREEE., UTETS
PENFHVYET,

1. AmazonProvidedDNS Z# 2 DD RXA > NO—F— IPs,
2. RXA &% ec.internal ICERELE T,

LTRICHZERLUET, CORENZLVE, RES/DCV F ip-10-0-x-xx.ec2.internal KANBZBRETS
=%, Windows TAYVKNY T TRV AR—RNIS— HFRRENET,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox DI 7 75OH2EAT3 L. RETFAIVNYTILELELELS>ETS
& . MOZILLA_PKIX_ERROR _REQUIRED TLS FEATURE MISSING E VS IS—XvtE—I A%
REhdZENFHYET,
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FEEIE, RES I 7H—/N—# TLS + StaplingOn TEY R7 v 7EhTWVWS A, Stapling
Validation TR&EL TV W & TT (hitps://support.mozilla.org/en-US/questions/1372483,

—hld. https:/really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M 18R (Z it 2
TEBIETEET,

Env HllB&

[N =Xy
» res-xxx-cluster A Y A" "DELETE_FAILED, YRR T. [Role is invalid or cannot be assumed
I5—DEHFHTHIBRTE &L

- OJ0IRE

- VDIOJOSEVO—R

* LNuxEC2AVARVAASOOJOE I O—R

« Windows EC2 A VAV AASOOJ 07> O—R
+ WaitCondition TZ—® ECS O O U&E

res-xxx-cluster AX Y 2 TDELETE_FAILED, R% 7. TRole s invalid or cannot
be assumedy T —NEHFETHIBRTE R\

Mres-xxx-cluster; AX Y 25" "DELETE_FAILED, RET., FEHTHIBRTERVWEEWE., XOFE
ZETLUTHIBRTEET,

AZY N TDELETE_FAILED, JREEIZZ > TVBBEEE. TTFHTHIRL THTLSEETL, A
XY IDHIREERTDAATOATNRRENDFEN HYET, [HIBR) ZBIRLFT,
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BBEBARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHER., "RETZIVY—RA, £LTINTOVY—AZBIRL, HIERZEER
LEXT,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

chix, AZY VORIRICAEZO-ILA, AZY IVORICEAICHRENIZCEZERLET, C
hz@ET2ICE, O-LOBEZIE-LET, IAMO2Y-ILIEBEL, RICRINTA—Z
ZEALT, TOEOO-ILZEKLET,

+ Trusted entity type Tlk, AWS H—ERA&ZBIRL £T,
e« 1—A4—A T, Use cases for other AWS services%i#IRL £JCloudFormation,

Select trusted entity we

Trusted entity type

DRA] Zi8IRL T &V, O—JLIZAWSCloudFormationFullAccess "1 &&

O'AdministratorAccess My OTF7 IV AFAEZNFELTLKEEVY, LEI—-R=DREFXOKISIC
BYET,
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Name, review, and create

cccccccc

Step 1: Select trusted entities

Step 2: Add permissions

Tags

XIZ. CloudFormation AV —ILICRY ., RAZY U ZHIBRLET, chT, O—IIZERLEET
HIBRTEDELDICHRYWET, HFEIC, IAMOVY=)LIZBFHL, ERLEO-IILZHIBRLET,

O OURE
EC2 AYY—IASEC2A VARV ALOT AT

 LINuXEC2 A VARV AICOTA>F3ICIE, XOFIEICHWVWET,
e Windows EC2 A AR AICOTA>FBICIE,. XOFIEICHWET, XIZ. Windows
PowerShell 2BV TIONXY > REZEITLET,

A7 ZANZOFYRANOTORE

1. Cluster-manager: XDJFAA SV TZAZ—IZ—TJvy—OOJZBEBL. FTYRNITRYFL
x7,
a. CloudWatch OJ J )L —7" 5O I X T MO <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 41 > AZ > AM /root/bootstrap/logs 1L U
NIICHBDITXTOOY, cOEIVZIAVOBTHEICHDEC2 AV —IHISEC2AVAZRY
ACOTA2FB1 PSS ICVIOENTVBFIBICH>T, 1 VAZAIZATA 2 LET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. CloudWatch O J I —7 5O ITXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHDINTOOT, COEIZIVOBHEICHBDEC2AVY—INASECCAVAZVA
COJA42321 A5 VI NTVBFIBICHE 2T, 1 ARXAICOTLALET,

OJZBEICEETRHED 1 DEF, LNXEC2AVARVAASOOTDE D O—RkEo>3
VOERICHRSICETT, EVI-NBRAAZVARICBEYNET,

VDI O DUx &

X592 Amazon EC2 A VAR AZBET S

dA—H¥—N Nty a>8a TVDl 228 L FEVDI1, AmazonEC2 OV —=ILDA VARV A
DX TBEHE (CV) E¥T<env-name>-VDI1l-<user name>,
Linux VDI O M UXE

CcOEITIAVOBEBRIZHDAMazon EC2 AV Y —INASEC2AVARVAICOATA2 TS
DI OENEFIBEICH>T, Amazon EC2 IV —)LA 559 % Amazon EC2 1~
AZAIZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs# LT
/var/log/dcv/ T4 LI KNJICHBDINTOOTERBLET,

OJ%#mWMEBIZdFEN 1 2@, OFEs3ICFY7TO—RL, TIASHDIO—RTBET

To TOEDHICE, UTOFIEICH>T120Fv4LINIUASITNTOOTZEWEBL, 7V

I:I_I{l.lij-o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.%02, Xotwo>a> T, LRSS TVWAFIEICKE >TOJVDIOJ0A D O0—R&EAD
\/D_Hl/ij-o
Windows VDI 0% M UX&

COEITaAVOBEICHDAmazon EC2 AV —=IAS EC2A VAR AIZOTA>T
.0 T2 OENEFIBEICHE> T, Amazon EC2 O Y =)L A S5Xtixd % Amazon
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EC2AVARVAICOY A LET, VDIEC2 41 ARV AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ /4 LI NUTITXTOHOOTZEWMELET,

OB d25E0 12, OJ%2S3IC7Yy7O—RL, TIHABSEATO0—RTBET

T, CcNETSICE., "AOEI>3Y T, CREETNATVBRATY ZICRVEIVDIOTDOA
O—R,

vDlOJ oA >o>O0—R

1. VDIEC2AVAZVADIAMO—/)ZEFHL T, S3TIVEARAZHFALET,

2. EC2O2VY—=I)ICBEL, VWDIA AR AZERLET,

3. FALTWSIAMO-)IZRBIRLET,

4., TFORAFUTOEMROYZAIA_1—OF IV RAFARIS—€0>3>T, RUZ—0
TRy F&IBIRL, AmazonS3FullAccess RS —ZBIRL £ T,

5. TURAFAZEM ZRBIRLT, TORIVS—ZTRYFLET,

6. TDE,. VDIZRATICESVWTLTOFEICH#>TOITZ2A I O0—-RLET, ED1-)ILBE
AVABRABILBYET,
a. LInUXEC2AARANSOOT DRI O— R Linux A,
b. Windows EC2 4 AZ VAN SOOT DA > O— R for Windows.,

7. B#EIC. O—J)L%#HEL TAmazonS3FullAccess RS — & BIBRLE T,

(® Note

INXTO VDIs, EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

LInuxEC2 A AR AA50O070A 7> O—R

OJ28 02 O0—RIBDEC2ZAVARVAICOTA2L, ROOAXY REXFTLTINTOOT %
sSSNTYRNIZTY7O—RLET,
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sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —ILICEBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, UEc7y70O—RL
f=<module_name>_logs.tar.gz7 74N EX D O—RL&ET,

Windows EC2 1 AR AL 50O 0A D> O—KR

O7%#X702O—RIBDEC2AVARVAICOTAV L, ROOAX Y RZRITLTINTOOT %
SSNTYRNCFTYZTO—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Z0#%, S3 AV Y—)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L., BEIA /NI Y MZBRL, UEcF7Y 7’O—RL
f=<module_name>_logs.zip7 74 I &EX D> O—RKRL&ET,

Env BBk 212



Research and Engineering Studio I—%—HA KR

WaitCondition TZ>—® ECS O OYXE

1. TTOAENEEAZY JICBBL, VY—RARTE2BRLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer -~ LogGroup ZEBL., OJJ ) —7"%ZiEIRL T CloudWatch O ZF& &
ER

3. coOdIIIN—ThsmFOOJEBBELET,

N =Ry
e D7ONAFT ATV IVIANZREBTZIROFEREOTA IS —

ID 7ONAH—AQOFAV IV IANZLAETIBROTEREOSTA I —
8

OJ4>2L&5&ELT, D7ONAEZ—ADORRMEV IV IANEREBETZEEIC TFHLAEVWT
T—1 ARELEHEES, NAD—ROBVWHRAINTVDAEEN BV ET, chidk, ATJ1L
&5 LTVWBRI1—H—0/NAT— RFIF Active Directory H—E AT HI MOVT AT,

AR

1. Directory Y —E AV =)l T1—H—EH—ERATHIONONAD—RZUEYNLE
CIP

2. Secrets Manager DY —EATHOMONAD—RZ, LERTAILEHRLOWNADT—RE—
HIBLSICEFHLET,

« Keycloak A& ¥ U @ : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory
« for RES: res-ServiceAccountPassword-... with §E88: Active Directory H—E AT HJ> kDN
ATJ—R
3. EC2OAVY—IICBEIL, V9TFAR—NZX—DFY—AVARVA%ZKRTLERT, Auto Scaling
L=ILE, FLLVAAZAOF 7O/ ZBBNICN)A—-LET,
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BEEN o ERE

- BEADRERE 2024 .x

(2024.06) AD I )N —TBICAR—AN EENTVWAHERFT YT I3y NQOBEANAKT S

(2024.04-2024.04.02) VDI A AZ 2V ADQO—INIC T EZY FEhTWAEW IAM 7 7 L AFF AR
SFRHMEhELL

(2024.04.02 LA#I) ap-southeast-2 (2 K Z—) ® Windows NVIDIA 4 > AR AN BB KK T
2

(2024.04 & & T 2024.04.01) GovCloud T® RES BB 0 %k B

(2024.04 - 2024.04.02) Linux {RBF A kv 7@ B 8- "TRESUMING; AT—ZANEE
ICEBAEEMN B ET

(2024.04.02 LABI) SAMAccountName BH ICAXFRERFBHRXFHFEEN TS AD I—H—
DEBICKBRLELEL

(2024.04.02 L\FI) BIABRANCT IELATREODTTAR—RNF—HNENTT
(2024.06 LABI) AD BHIF - RES [CEHIEhTWAEVWIT I —T X /)N\—

(2024.06 LAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T* Ubuntu VDIs ®tF¥ 1 U T 16
55t

BE R &8 2024 .x

(2024.06) AD TIL—TBICAR—ANEFTFNTVBR ERFT Y723y NOBERANF KK
I3

il

AD I —TICBBICAR—ANEENTWSEES, RES 2024.06 BT ON—23 DR FTY S
2av NEBERATEEEA,

DT AR—NF—2 ¥ —®0 CloudWatch O% (<environment-name>/cluster-managerd%7 %

L=

7OTF) ICik. AD BEHRICROIS—HEEnET,
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[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

IZ—&. UTOEHRZBLTIIN—TEDH%E RESHFZITANDEHNRETT,

« NUFEAXFDASCIXFE, BFE. Av21 (). EUFR(), PYHA—ARAT7 () DHEE®
BDLENTEET,

c AV () RBRBEVIOXFELTIHEATEREA
c AR—AZEHDERFETEERA,

FEEZTBIN—>3Y

2024 £ 6 A

EAR

1. NYFROUTRNENYFT7A) (patch.py & KT groupname_regex.patch) &5 >
A—RFBICE. KOOV RZEFTL, 27 7AINZBETST (1L U ~<output-
directory>lZ. %Z RESIREMOAHI<environment-name>ICBEBRAET,

a. /NYFIERES2024.06 ICHOXBEBRAENET
b. NYFRIVT NIk, AWS CLIv2, Python 3.9.16 LAf&, H KU Boto3 N"HUETT,

c. RESAWSA'FZ7OM4ENTVWATAIRNEY—23 2O CLIZREL, RESICKDT
FERENEENTY NCBERAC S3 TV EAHAN B EZHBLET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. NYFROVFZRNENYFIFANNEOO0—-RENDTFALIONICBBLET, XD/NY
FIAN RERITLET,
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python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIED Cluster Manager 1 VAR AZBEBIHICE. KOO RZETLET, Amazon
EC2NRIXVRNIOAVY—NDSA VARV AZKTIBDEELTEET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
CONYFTRE, ADTIL—THBICNXFERXFO ASCI XF, BF., §v21 (), EV
ZR () PUE—=AOT (). BLVEHRN 1~30 DAR—AZEBHDENTEET,

(2024.04-2024.04.02) VDI 41 > AZ 2 AOO—)IETFRY FEenTLVEWVWIAM 7V &
AR REEThELL
k]

BREFAINY T2 aoF7OP IV NOT IV AFTOERBREZBIICHEL TOWEL,
nE. IAMPermissionBoundary /N\ZX—R TERENLET IV LAFAOERY, 070176
DERFICTOP TV NIEINICEYHTSAhTWEVES T,

FEEeZTAIN—T3Y
2024 F 4 R - 2024.04.02
BAE

VDIs A Z7AP T O NCEWETSNET IV EAFIORRZEYICHARTESDLSICTRICRF. R
DFIEICHVET,
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1. NYFROVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZX V> O— RFBICE, ROOANY RZRITL,
Z77ANEBRETSHO—NILFT4L U MN)<output-directory>ICEZEHAFT,

a. /\Y F& RES 2024.04.02 ICOKABERAETNE T, /N—232 2024.04 F/=l& 2024.04.01 ZfE
ALTWBRHER, XAFT—N—23V0FEMMO2VWTNTUY I RFIXVNIREHE L
TVBFIEICH T, RIEZ 2024.04.02 ICEHTEFR T,

b. NYFAU T NZIE, AWS CLIv2, Python 3.9.16 LABE, & & Boto3 FHETT,

c. RESAWS A"F 7 O/4EhTWVWBATHIREY)—23 20O CLI 25REL., RESIC&>TH
BEnNENTY NCEEIAU ST VAT BB 2BRELET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFARIVTFRENYFITI7Z7AIINEDO0—RENBDFALINJICBELET, XD/\NY
FIOAX > RZFEITL. & RESIREMZHI<environment-name>li EZEMZI X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESEREMRAI<environment-name>lICBEMX T, COONV RZERITLTRERND
cluster-manager 1 > AR AZBREBLET, Amazon EC2 YR A NIV —=IA 51>
ARVABKRTIDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AZR > AN &
KBTI D

il

Amazon Y32 4 X— (AMIs) i&. BEDRET RES TREFRAZ KY 7 (VDIs) EAE T YT
ITREHILFERAEhET, FSAMIICIE, V=23 ZEICEBS IDAEENSFFSNTVWET, RES
T ap-southeast-2 (> R_Z—) T Windows Nvidia 1 > AX > AZEBE TSI RS ICREE iz AMIID
FEREELLDHYEEA,

CDRATDA VAR AFKEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
(CER2>TUAREATVET, KDV IZ AMIID ami-027cf6e7le2es42fs ZERTHIHEN H V)
S

F7F)L RO AMI ami-0e190f8939a996caf TA VARV AZREL LDETRE, XOIT—
FRERELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

RE?7AINOBZEL. NT2BRIDFIE .

« ap-southeast-2 J—2 a3 ICRES #7704 LF T,

« Windows-NVIDIA D77 # )RV T RITITAZY I (AMIID) ZEALTA VAR AZEEHL
FJdami-0e190f8939a996caf,

FEESFBIN-TaY

FNTOHORES /N—2 32 2024.04.02 AFINHEEZTET
AR

LT O#EMFEE RES /N—2 32 2024.01.01 TFARENTVET,

s RDBETHLWITIRIITARY VZEHRTS
o AMI ID: ami-027cf6e71e2e442f4
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o ARL—T 4 T2 AT [ Windows
- GPU #®i&Jt: NVIDIA
« &M ANL—2% 414X (GB): 30
. B/ RAM (GB): 4
e CHDYTRITITARY V%ZHFEAL T Windows-NVIDIA 1 VAR Az RET S

(2024.04 & & T* 2024.04.01) GovCloud T® RES HlBR D 5k BX
il

RES HlIBr7D—%2 70—, UnprotectCognitoUserPoollLambda (& THIBRE h 3
Cognito 1—H—7— LD HIBRRBEZEMICLE T, Lambda DEITIE, [CL>THBRETIE
9 InstallerStateMachine,

BmAU—>32& GovCloud V—23>TF7AIND AWSCLIN—2 a2 FERD I
& . Lambda Oupdate_user_poolMT'H L & GovCloud V—2 3 TRELET,

GovCloud ) —> 3> TRES ZHIBRL L&D ETRE, KOIT—HNRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NTZBRIDATYT :

« GovCloud V—> 3> ICRES #2577 0149 5
« RES AZY U %HIKRTS

HEEZTBIN—T3
RES /N\—2 32 2024.04 $ & U 2024.04.01
BAME

RES /N—232 2024.04 Tk, ROBBMNRFTARENTVWET,
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« UnprotectCognitoUserPool Lambda &<
- mAKEAl: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« SUBRALERE ->RE>T XML ->1RT7F Python 3.11 ZEIRLE T,
« CloudFormation ZBH& &9,
+ Delete RES stack -> leave Retain Installer Resource UNCHECKED -> Delete,

(2024.04 - 2024.04.02) Linux {REF AV b v 7 BEBEIC "RESUMING, AT—X
ADRFICBZDAEEN HBYEXT

Ll

Linux RETRAIRMNY 7k, FRHELERFATD1-I)ICL3EFELEBICBREH TS L.
TRESUMING) AT—ZRADEKRICKEDENHBYET,

AVARAEBREBHL =%, AWS Systems Manager EF LW DCV Yy > a2 &ERT S
EFOHOVE—RNINY REZRTET., XAOOT XY t—H vde-controller CloudWatch 0%
(<environment-name>/vdc/controllerCloudWatch A JIL—7"0OTF) ICRELTVWET,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

FEEZTBIN—>3Y
2024 F 4 A - 2024.04.02
RRAR
"RESUMING, RETAEZY L TWRRBTFAIRNY 7ZEIRBTSICE :
1. EC2OAVY—IASREEA AR A SSH #HL 7,

2. AVAZRVATROOANY RZERITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBEBIZDZEFERT,
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FLWMREFRIONY ZHAELUBEICHRSBEVRSICTDICE :

1. NYFRIOUTRNENYFT7A)L (patch.py KT vdi_stuck_in_resuming_status.patch) & &
J2O0—RFIBIECEF. AKOOXRERITL, 27 7AINEEBRETST 1L U K~J<output-
directory>lICBE#AET,

® Note

« /NY FIE RES 2024.04.02 IZOABERAENET,

« NYFRIUTNIZIE, AWS CLIv2, Python 3.9.16 LAf&, & KU Boto3 NFHET
9o

- RESAWS A F7O4&EhTVWBTHI D=3 0O CLI ZFREL. RES IC
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. NYFARIVTRENYFTI7Z7AINNDNETOO0—RENBDFALINJICBEILET, XD/\Y
FOAY > R%EEITL., % RESEEMEHi<environment-name>lZ, & RES A F7O/4&h
TWB ) —2ar<aws-region>ICEEMAE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02

--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IBIEOD"Controller { VAR AZBRETSICE, XOON REEITL, ZRESEENSR
Bi<environment-name>ICBE X E£ T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHT) SAMAccountName BH#IC AN FERERFFHRXFNFEENTVSD
AD 1—HY—0ORBICKBULUEL

[ElE

SSONDBLEELE2HEM 220 AD AHH A V)Y N7y TEnsdE, RES I AD 1—H—
ODEBICABLET, VTARX—IZX— ¥ —0 CloudWatch 0% (<environment-name>/
cluster-managexOd7J I —70OTF) ICl&,. AD BEIRICROIS—HFEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
. DAL 1{2) [a-20-9. _1+(?<![_.1)$

IZ5—&. UTOEHZHET SAMAccount 1—H'—&B Nk % RESAZITAND ENRERTT,

- NNFOASCINF, BFE, EUAR (), PYEA—ROAT () DREEBHBENTEET,
c FEUFRELERTZUA—RAOTR. BIEERBEONFELTEATEE A
c 2 DMEHELEEUAREEFTUA—RAT (v . . _BE)VEEHBERTEEL A,

FEEZTIN—>3
2024.04.02 LAHY

EAR

1. NYFRO9VTRNENYFT 7 A (patch.py & samaccountname_regex.patch) & >
O—KR¥BICE. ROON REEFTL, 27 7AINZBETST 1L U ~NJ<output-
directory>lCBE#AET,
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® Note

« /NY FI& RES 2024.04.02 IZOABERENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHIhE)—23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEERAU SIS TV ELAHAN HD L Z2HWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFROVVFRENYFI7ANDN RO O0—RENDFALINIICBELET, XD/N\NY
FIAX > RZEFEI{TL., %Z RESEEMRZHI<environment-name>llBERZ X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIRO Cluster Manager 1 VAR AZBEEBTSICE. ROONY RZETL. Z RESRIE
DB Hi<environment-name>lC BEEMZI ETT, Amazon EC2 XXX NIV =L SE5A1 >
ARV ABRKRTITDEELETEEXT,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024.04.02 LARD) A BRANCT IV ELATREODTTAR—KF—NFENTT
il

1Y —H7SAR—hF—%HIO—KLTRES TI 7 R—RILASEHIARANIT IHEA
THE, F—OHAFELBYELA. BEOTHF 1T7ELTAIVO—RENB LD, T—H
BHBVES, AIVO—RUEF—EEALTHAARANCT I EALESETDE, ADT
S—HAERRENET.

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

EEEZ(TBRN—-3
2024.04.02 LABI
B

COTTIOHRIEELEZTREVED, Chrome ZFERALTHF—2A T O—RITBELZHEHLE
9,

FhE., OBICHFLWITZERL., OERIIC----- BEGIN PRIVATE KEY----- AOITEERL
T F—T7A4NEBEB74—IVYRTBDEETEERT----- END PRIVATE KEY----- o

(2024.06 L\ &0) AD EHIFIZ RES ICA#ME hTOWAERWIIIL—FT X /N—
XY DB

GroupOU A" UserOU £ E#215H4E, JIL—T X N—F RESICELLKREHEhEFLE A, UserOU

RES &, AD VI —7HAs1—H—2@EHL KIS & TS L, Idapsearch 7 1 L Z—ZERLE T,
BREDT 1 )ILZ—F. GroupOU NTF X=X DKV I UserOU GroupOU NT X —RZFE> THEHA
LET, TORR, RRFI—H—ERIENTEFHA. ZDEMERE UsersOU & GroupOU A
BERBBDAVARVATORIEELET,

HEEZTAIN—>3Y

CORBERF., IXTOHORES/N—232 2024.06 AT ICHELET,
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B

BEZBATSHICE, ROFBEIZCKRVWET,

1.

patch.py A2 1) 7° N & group_member_sync_bug_fix.patch 7 7 4/ JL&Z > O— RT3 IC

. XOONV RZR7TL, 27740 2Z D72 O0—-RTBO-HILFT1L T KY<output-

directory>ICEZMR., Z/\YFZERA TS RES O/N—> 3 <res_version>IlBEEH:Z

£9,

® Note

s NYFRIUT NIIE, AWS CLIv2, Python 3.9.16 LAf%, # & T Boto3 NFHET

ED

« RESAWS A" F7O4EhTVWBTHINEU—2320 CLI ZFREL. RES IC
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

« NYF& RES /N—2 32 2024.04.02 &£ 2024.06 DHZHR—KLTVE

T, 2024.04 £/l 2024.04.01 ZFEAL TVWBRERIE. T ICEBBEhTVWSFIEIC
H2TRAFT—N—23a0EH., NV FZERAITIEIICEITRIESR 2024.04.02 |

EHTEEXRT,
« RES /\—232: RES 2024.04.02

NYFEAI>O0—RD>2: 2024.04.02_group_member_sync_bug_fix.patch

+ RES /N\—>32: RES 2024.06

INYFAI>0O0—RD>%2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
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2. NYFRIVTFRNENYFITI7ZPANNFTOO0—RENBDTFALINJICBEBILET, XDO/\NY
FIOANX> REFEITL., & RESIREMZHI<environment-name>l_BEZEMRZI X T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. RO cluster-manager 1 VAR AZBEHITAICE., XOOAN REERITLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 # & U* Ubuntu VDIs Ot
F1UTAHeHEM
XY OB

regreSSHion &M (EN 3 CVE-2024-6387 Ik, OpenSSH H—/N—TRE BTN TVWE T, CDiEFHEH
&Y, VE—PFOFREE N TVWAVKREERZGZ—T Y N —/N—TEENOI—RZEITL, B2XK
BEIC OpenSSH ZRAT B ATALAICERB VAV ZE5LEF T,

RES 0B4., EERTERIRERAXARANERAL, REFAIRNYTIZSSHEIhET, BihA
RANGZOMBUENEEEZZTERA, L, IXTOHORES/N—2 32 TRHELI & T
Ubuntu2024 VDIs ({RREBTFAIKNY TA VT SARNTZOF ¥) ICEET BT 7 )L MO AMI (Amazon
NOAX=V &, EF21VT1OBRICHL THESES OpenSSH /N—2 3> ZFEALE T,

2%V, BEF®O RHELY & &K T Ubuntu2024 VDIs FEAZEND A[EEMA BV T, REEFHEH
BRANCTVEATRIHBENHYVET,

BEOHMICOVTE., C55Z2RLTSEZL,
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EEEZTBIN—>3Y

COEEF. TXTORES/N—2 3> 2024.06 UBIICEZELEF T,
BERX

RHEL9 & Ubuntu @15 A" OpenSSH O/NYy FZ2)J—AL, EF21 VT 1 ORBEHEZEELEL
o B, 72YRNT7F—LOTFNTFNRONYT—IXNZ—2ry—2ERALTTILTEET,

BE7F D RHEL9 F7z(& Ubuntu VDIsA" & %3FE & &, LA T M PATCH EXISTING VDIs OFJEICHES C
EEBEOLET, SEDO VDIs/NY FEBATSICIE, PATCHFUTURE VDIsOFJEICRES & %
HEOLET, UTOFIETE. RVVTNERTLTTZYRNTIA—LDOESH%Z VDIs ICHEHATS
FEICODVWTHBELED,

BEED VDIs NNy F=ERATS
1. BEOITNTO Ubuntu 8L RHELOVDIs ICNY FEEBAITAAOIAN REEFTLET,

a. NYFRIUVTBMIEAWS CLI V2 FRBETT,

b. RESAF7O/ENTWVWATHIRE)—=232 0 AWSCLI ZEREL. AWS Systems
Manager Run Command %3159 % =& M Systems Manager 7 V L AFAIN & D & &
RLET,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT KA EEILRITENEEEZERTEEXT, OV RBEX2T
ZOUYOL, BHFOONRID ZiBIRL, IXTOA 2 AZ>AIDs IZ SUCCESS X v tz—
OhHBDEEEIELET,

kD VDIsNY FZEAT S

1. NYFRIVFNENYF T 74 (patch.py &Y update_openssh.patch) 24 > O— R
T3, 2774NEF IO A—RTBF 1L U MU<output-directory>lZ, %& RES IR
JOAF<environment-name>CEBZEMA T, KON RZEFTLET,
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® Note

« /NY FIE RES2024.06 ICOAKBEAENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

« RESATF7O04chTWAT7AHIhEU—232IC AWSCLI OOE—%ZERE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H S C & ZHE:R
LEY,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIANY REZERITLEY,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRREZFEAL T, BIE®D "Controller 1 VAR A= BRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

BEAN O R 2024.x 228


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Research and Engineering Studio I—H—H4A KR

/A Important
RO VDIs/NY FiERAE. RES/N—2 32 2024.06 ABTOHBPR—KENTVE
T 2024.06 LY BID/N—>3 > O RESTRIED/KD VDIs IZ/NY F2ERATRICE, &
T OFIEZFEAL TRESREZ 2024.06 IC7YTIL—RLEITADY—NN—230E
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- =z

S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)

H—ER)SAEVANNBLTVET, COBEHE. Chs0S/ by AEBEEE - 7OEYa=
VUTBDICKRILEET, £, Z2FEATZEETEET, TNIZKVAWS Systems Manager

Session Manager, RDP ZfFHHE 9°(IC., RDP S/ 2 RAEMSBEEE T IZ AmazonEC2 1 VARV A
CVE—NERTEET, BMOVE—RNFRAINYTH—ERATA AN RBELZFEE, VE—
NT*AY Ny 7 1—H— CALs% Microsoft & 7zld Microsoft Z4 2 AV LS —HSEBATEIHEN
BYVET PITATBRITRNIITFIATZVAZEODUE—RNFARAI MY 71—H— CALs IC
A AEEVTF1ORENBY, 74N (BB TFNREBICBITAWS TEEXET, V

FRNDITTFIATS VAT A EVAEEVTADOXDY RELTSA 2 AZFBEIALHE
IC2WVWTE, FAQOCcOtEI2azsRBLTLSEEL,

BEREG, FECRF N TV2EHREZMEICTHMMIZEEZESIENDELET, CORFIX
K (@) BFEBREHOKAZHENELTVET, b)) BREVRBORMET S VT AERLET
AWS , FELBLICEEEChDAEMNI BN ET, BRT (). AWS B LRV ZNEELHENSD
SYRMXYPMNKERRIEZERLEFREA. 7T 4V —F =& licensors. AWS products & 1= (&
H—EA, RIAELT "HREE) TRMHSKET, KRR, FLEHSWI2EEOEH. HRW
PERTHANCADIDST, BERICKNTSD AWS BEFEEEMERF AWS ZHICL>TEEEINET,
ODRFIAIXNF O—HTEHYERBA, EEFEEThELA, AWS ETOBETEDODEDOEN,

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DRBEICEIVW TS/ AENET,
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yETay

FHMICOVTE, GitHub DRI KU ® CHANGELOG.md 77 M) ZSRL TKEE L,

B £E

2024 £ 8 A e U—AN—2322024.08 —

« Amazon S3 /N4 ¥ N % Linux Virtual
Desktop Infrastructure (VDI) €1 > AZX > A
IEXVYRNTBHR—RIHFEMENREL
= TAmazon S3 /N7 Y hy Z88BL T
<EEV,

s WARLZ7AD TV RNTVEAFTOY
R—b, BFOO-LOHARAERIAXEN
AXALAO—ILOEMZAEEICTBDILERT D
EAFAEFILNFEMENE L. "7 0
CAFAIZ7O774)1 Z2RLTLKEE
Wo

e A—Y—HA R bFINa—FT142001

v>arveERBAULEL L,

2024 £ 6 A o VI)—A/N—232 2024.06 — Ubuntu ¥
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