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HRmERBIDEIC, COHA RTHRALLIAN, 7—FT0F v, RYKDT—TtF21UFT1,
TOMODERBBEZMIEL T LSV,

NeEY

- BIRERAT

« ABVY—RAZEHRT S

c ATV7 1 HmZEREIS

c ATV 22O THAA42F D

AR SR

REY D

s BEI—HY—-—AWST7HVUDN Z2FALT ZHEHKTS
+ Amazon EC2 SSH ¥ —RT7 %2R TS

s Y—ERVF—REEXT

s NTVYIORXLVEERTD (AT 3)

o RXA > DERK (GovCloud M & )

. AEBUYV—RERMHTS

« IRIFT LDAPS 28ETS (#7232
T77AR—NVPC Z2RETD (A7 3> )
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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BEI—HY—AWS 7HOU N 2 AL T ZHEKTS

EEI-YHY—AWS THIU N 282 FBETT,

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—=LCR, FHAIRODIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZIOTARELT, A —CEBT IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—PN I —DAZEERATEILSICLTLSES
W,

Amazon EC2 SSH ¥ — X7 %Z /KT

Amazon EC2 SSH F—ART7HNBVWHEE., F—RT7EZERTIHEN HVYET, FMICOVT
k. TAmazon EC2 1—%'—HA R, ® "TAmazonEC2 ZFAL =F—AXT0DERK. 2B L TL
e L\,

YLV F—RERPT

UTOH—EARAVA—ZZEP I E2HBBHOLET,

* Amazon VPC
« NATT—KRDJIAHiZV)DElasticP 7 RLAVA—R%&Z5H5 8ICEPLET,
« TRAZEUTA—=V—=2BIEWVDONATT—RIIAZ 505 10 ICEPLET,
« Amazon EC2
« EC2-VPC Elastic IPs

AWS PHDOV KNI, AWSH—ERZ &L, UBIRFIREFENATWETF 7T RO A —245
HYVET, BFICHRENTVEVRY, 77—X@3#BEETT, —FHO I+ —XICODVWTEEIEL
FRUIVIARNTETITHN, TOMOIUVF—ZICDVWTEHBIELFRZERFRTEREA. FMICOL
Tk, TCORBDAWS H—EANTA—2, BSRBLTLSEEL,
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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INTVYORXAVEERTD (A 7>32)

I—H—7L2RU—ZURLZEDICE. BREODAZLARXAVEFEATIEEZHHBOLE
¥, Amazon Route 53 ¥ @O 7ONA X —ZFEALTRXSM 2 ZEE L., ZFEALTRXSAY
NDIAER AV R—NTDHLENH V) £F AWS Certificate Manager. /N7 U Y I RX A LEIRE
FERICHBDEERF. CORTYTEAFYTTEFT,

—

FBRICE2 T, RouteB3 ICRXAA V= EFULET, BRX—INBEET,
2. RAAORARNY—2ERBLET, Chid Route53 ICK > TEHEWICERENET,

a. Routeb3 A2V —I)ZREFT,
b. ERIOFETS—>3UASKANY—2EBIRLET,
c. RAAVHRALCZHERENIZRANY—2ZRE, RANY—2IDZOE—-LET,

3. %ZR<& AWS Certificate Manager . ATOFEICHE > TRAXAVFAAEZEZVIVITANLET, V
)1—23 &F7O/4TDFEN)—2a 2 ICVBd e &2BRLET,

4. FTET—>3aVHhSAHEEZ—ERTZERL., SHAEVIIARNZERDUHET, UIVIANE
REBPTHIUENHYET,
AEEAE ID ZEBIRLTU VI AN EZEHEERT,
RXA>+E923h5, Routeb3 TLO—RZEK TR ZRRLET, VITANOAMEIC
F5 10 2 A AN ET,

7. REAENRITENES, IAZOAT—R2AEV23 A5 ARN ZOE—LET,

RXA > O¥ERK (GovCloud D )

AWS GovCloud CKEFEE) U—23 2 ICF7° 04 L TWT, Research and Engineering Studio @ 7
AZLRXAVEFEALTVREER., CchSORREZGOATY T EZRTITBIHEN BYVET,

1. WNTUYORARNRXAVHNERENEERAN—T 14232 AWS 7HJ > KNZ Certificate
AWS CloudFormation AZ Y 2 %#F 704 LET,

2. Certificate CloudFormation HAOA S, & ZBE Dl CertificateARNTXELF
3FPrivateKeySecretARN,

3. GovCloud/ N\—714>3a>FhHDIKNT, CertificateARNH I DEZEFE D —IL Y NE
ERLET, F'—OLYMNEICTIOEATEDELSIZ, ILW>—OIL Y N ARN ZXE
Lvdc-gateway, >—2JL Y KNIZ2D00RTZEMLET,

a. res:ModuleName = virtual-desktop-controller

NTVY O RAAVEERTD (FT>a2) 24


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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b. res:EnvironmentName = [environment name] (Z 11l& res-demo TH D AJEEMEN H V) F
9 )o

4. GovCloud /N—T 14> 3> FHV>NT, PrivateKeySecretArnH HDEZF D —IL vV
NEERLET, F—ILYMNMEICTIVEATESRELSIC, HILW—IL Y NARN ZXE
Lvdc-gateway, ¥—2JL Y KNIZ2D20DXTZEBMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (< 11l& res-demo TH D WJEEMEN B V) F

9 )o

ARV Y —AZRMT S

@ Research and Engineering Studio Tl&, F7’' 04 KICXOAIIY —ANBFEETD & & AWS
BELTVWET,

« XYRND—=U (VPC, NTVYIHTZYRN, T7TAR—RMFTZYNRN)

C CTlk. RESIRIE, Active Directory (AD), £ BARL—2OFRANIFEAEHND EC2A2A
B AERTLET,

« AL —2 (Amazon EFS)
ARL=2RV1—-LIECRK, REFAINYTAVTZANTZIF ¥ (VD) ICHREBTF7AIE
T—RHNEEFNATVET,

« F4 LU KUY —ERX (AWS Directory Service for Microsoft Active Directory)

TALY NI —EAR, RESREICHL TI—H—%ZFREL&XT,
s Y—ERTHIVRNONAT—RZEC>—IL Y K

Research and Engineering Studio l&., Z#EAL T, Y—ERAT7HINONADT—REE, BE
LEZ—DLY RET V1AL ETFTAWS Secrets Manager,

® Tip
FEREZT7OA4ALTVT, ChsOAZ) Y —ANFATEZVWEEE. AWS /N1 /N
74— VAAVELI—TAVILIEEZFERLTARVY —RAEERTEET, FTHIY
NCDY—RZF7OA4FBIC@EAILIY —AZERTD, xOwOI>3a> T, #288BLT
<EE,

HAEIY—AERMET S 25


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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AWS GovCloud CKEES) U—2 3> TOFEFTOMTR. T OFHEKHERTY TESE
TERAHBENSHYET RXA D DOHER (GovCloud D& ) o

IRIET LDAPS ZFRET S (A 7>32)

IRIETLDAPS BEZFEAT2EBE. UTOFIEEZRETL T, fMHAEZERL T AWS Managed
Microsoft AD (AD) RXA > NO—F—IZF7X2YFL, AD £ RESENBEZRETIHLEND
VET,

1. T oOH—=/\—fl0) LDAPS ZBMIC 3 % J5 7% AWS Managed Microsoft ADy IZEEEE TV
ATYTICRVET, LDAPS ZBEICEMICLTVWRBER. CORTYTERF YIS TESR
ED

2. AD TLDAPS #'REENTVWA L ZHWFEL =S5, ADFIAEZIVAR—KNLET,

a. Active Directory H—/N\—ICBEBL XY,

b. EIEH&L T PowerShell ZBE &7,

c. certmgr.msc ZE{TLUTCHHEVANZHREXT,

d. RUCEEENLIIL—NRAIMEZRE, RICAHAEERV T, EABVANZEREET,

e. ADY—N—CtRLUBHOIAAZTEZRFL (FLREEIVYI)L, IXTORRATZZERL
THASIVAR—BRLET,

Base-64 TI>— R&nf X500 (CER) #BIRL. KAZBIRLET,

—h

g TALIRNUZERZBRL, RANZEBRLET,
3. —ULvY MOERKSEL AWS Secrets Manager :

Y—ULYRNIZ—T¥—TY—ILY NEERTBBER. [Z—ILYNORAT]T[TD
N —oL Y N ZBRL, [L—2FTFARN 714—I)LRIZCPEM I>1—ROFEHERRL
WHE,

4. {EHREN/-ARN ZEZZZHT. O DomainTLSCertificateSecretARN/NT X—RELTA
HUETATYT 1. HRneiRET >,

T75ARXR—KNVPC ZRETS (F7>3a2)

Research and Engineering Studio Z 08t h/=- VPC ICF7O4 3% &, B0 TSA4 T AE
HNF U ABU®ZBLETEOOEF I )T EILEhET, 2L, BEORES 7’04 1F, #&

BT IDAPS £RET (A 73 26



https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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FBEREOA AN =NICAE—ZFXY RTOERAICKELTVWET, 7754 ~X—K VPC IC RES %
AVAN=ILTBICE, ROBRFZFHEBLEIVLENF HVYET,

N =R

« Amazon XA X—2 (AMIsZ #1839 %

*« VPC I RRA >V hDERFE

« VPCIVRARAVRDBWVW H—ERAICERTS

« 7ZAR—KNVPCF7OMNFX—RERETS

Amazon X2 A4 X—2 (AMIsZ #1859 %

1. KEFEERESAVVO—RLET, REEEhEZ VPCICT7O4T2ICE. RESAVTZARNT D
FYTNTVYIABR—FY RT O RAB L CHREFERZRATEDREN HYET,

2. Amazon S3HAHV)ERT IV ELAEEETES ID % AmazonEC2 £ L THED IAM O—/L % 4E
BLUET,
a. 1AM 12V —JL (https://console.aws.amazon.com/iam/) ZB& £ 7,
b. O—J A5, O—JIDERK ZBRLET,
c. [BEENEICTATAEBRIR—STUTETVET,

c EEENLEIVTATARA4T7T, ZBRULET AWS O —E XA,
o TH—ER, £LF TI—AT—RA1 DEC2, ZBRL., "R, ZERLZET,
TORAFADEMNT, XOTI7EAHARIS—ZBRRL, RANEZBRLET,

Q

* AmazonS3ReadOnlyAccess
» AmazonSSMManagedinstanceCore
» EC2InstanceProfileForlmageBuilder
e. O—J/BELFHAZEML, O—ILOEXEZERLET,
3. EC2Image Builder > R—%> NZHERLE T,

a. T EC2Image Builder 32—l %& R & & ¥ https://console.aws.amazon.com/
imagebuilder,

b. "™REEINLVUY—RA, T, "TAVER—F2 b ZBRL, "DVR—ZFVPMNOEKL &8
RUET,

c. AVKR—FKXVKNDEBRR—TT, ROFHZEANLET,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder
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« AVR—FRVKNEAT T, EILR ZERLET,
s AVAR—FXVNOFMIZOVTR, AT ZBRLET,

NTAX—5& dA—H%—=T> K

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. JVR—FKVRNOERR—IT, RFIXRNIVTVVYOEREBRLET,

. EERFIXDNOABRZANTIHEIC, targz 774D T 7A4) URI N RET
9, RESHE#HTS targz 77 1 J)L% Amazon S3 /N7y NMCF7Yy7O—RL, I\
TYRNZOANTAHNST7A4IIDOURI ZIE—LEF T,

i. RDEIICAHLET,

(® Note

AddEnvironmentVariables EA 7> 3> TV, 41 VT FZARNTIOF ¥R
ANCHARZLRBEHN VDEBEWVSESIHIBRTEE T,

http_proxy & &V https_proxyRBEZEBERETHHEE. 1V AXVA
F7OF>ZFEAL Tlocalhost, 1 VARV AXZT—RIP T RLA, &
CVPCIVRARAVNEYR—NTDIH—EREITIJULBEVKSIZTDIC
&, no_proxy/N\TX—2NFUETT,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

TZAR—KNVPC ZRBRETD (F7>3) 28
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# with the License. A copy of the License is located at
#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES

software dependencies for infrastructure hosts.
schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables

TZAR—KVPC ZHRETS (723>
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no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,
.elb.amazonaws.com, s3.

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

{{
{{
{{
{{

action:
onFailure: Abort
maxAttempts: 3

inputs:

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

1}.
1}.
1}.
1}.

ExecuteBash

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

amazonaws.

com,s3.dualstack.

amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.
com,secretsmanager.

com, sgs.
com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.
com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com,api.ecr.
com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-
kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com
" > Jetc/environment

e. [AVAKR—FVNZER] ZERLET,
4. Image Builder 1 X—2 L EZERLET,

a. LZEOERR—IT, ROKSICAHDLET,

TZAR—KVPC ZHRETS (723>
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to>ar NTX—2%Z dA—H¥—T>2 KU
L2 B B Enter an appropriate name
such as res-recipe-linux-x
86.
N—>3> Enter a version, typically

starting with 1.0.0.

. BA Add an optional descripti
on.
HEEQ A X—=2 4 X—=T DEIR Select managed images.
0S Amazon Linux
AX=2FDD Quick start (Amazon-m
anaged)
[41 X—2A] Amazon Linux 2 x86

BE/N—>3a—odx7 Use latest available OS
>3az version.

A
\I
N
%)
\I
N
Ry
it
|

Keep everything in the
default settings, and make
sure N1 7542 DETHE
ICSSMI—> I hZH|
B} 9 % is not selected.

EEFALIRNINA EETFALOBRNIUNA /root/bootstrap/re
s_dependencies

TZAR—KNVPC ZRBRETD (F7>3) 31
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o3 NFA—=5 d1—%¥—-T> KV
OAVR—F2 b OAVR—F DB UTZiRLTRRLE
ER

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 > R—
2 bho 74—=J)LRIC
AWS 7hHO2KID &&
OAWS U—23 %
ABLET,

TARIAVKR=FT K~ ZRBELTERLE T,

« Amazon Yx— R:
simple-boot-test-linux
b. [LEZERTS]ZERLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,
a. "®REENEVY—-AL T, "MOT7ZANTVFvEREL ZBIRLET,
b. 4127F7ANSIVF¥—EBBROER ZBIRLET,
c. AVI7ZARNTIVFYREDVERR—IT, ROKSICADLET,

o3 NTAX—& d1—¥—-—IT> KU
% ZHl Enter an appropriate name

such as res-infra-linux-x86.

SHI:I

BH Add an optional descripti
on.

TZAR—KNVPC ZRBRETD (F7>3) 32
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+o>a>

AWS A2 T7ZARNTIF
-v

NFA—=5

IAM O—)L

AVABYAZAT

VPC, H¥7%vYy N, %2
UF4 )=

d. AVT75ARNZIVFY—BEOER 2 BRLET,
6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

1—H—TI KV

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /NTY A D

A2B2—XYNTIOEA

ET OV EAZFATEDH

72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EFET,

« VPC: A2 T7ZANTY
FYRECEHEIATO
2N ERL VPC ZEIR
LET, <® VPCIZIF
A=Y NTIOEA
FHBETY,

s A2INTRIL=I:

« X4 7:SSH

* [Source]: Custom

- CIDR70Ov J:
0.0.0.0/0

a. Image pipelines [CBE)L . Create image pipeline Zi#RL £ 7,
b. NATZA4AVOFHMEEER—T T, ROKSICADL, RNEERLET,

s WAT AR EFT> 32 DOFHA

TZAR—KVPC ZHRETS (723>
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s EILRATDI1-)UT, ATP1-)ZRETSDH,. AMIR—F2TTOLAZFHT
IR T 255 FBHZERLET,

c. LYEDEBRR—IT, BBFEOLIEZEAZERL, BICHERLELERZANLE
T, [RN\] ZBIRL X7,

d. EEZOEADERNR—IT, F7#ILM0T—070—-%FRL, RNZBRLET,

e. "MVT7ZARNTZUVFYRENDERI R—TT, "BBIBEOAVTIZANTZIVFYREZEH
T2, ZBRL. UETICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN] 2
BRLEXT,

f. FAANIELI—32BECERR—TJT, BRIECODVTRORKEZEEBLTSEZ L,

c RESHAEIASAVITZARNTIUF Y RANA VAR AZBYICREBTEDLSIC,
HAAX—PRF7TO/MENERESRELFALUV -2 VICERITIHEN HYET,
H—EAOTF 74 NEEATSE, EC2Image Builder —EANERAEhTWSD ) —
TAVICHAAX=DHFERENE T,

- RES Z##¥HN)—2a IcF7O49%58k. ILLWF1ANIELI—- 3 RESE
ERL, TZICU—>23a > zBMTEET,

g BRAUBRZERL. NM 771 0EREERLET,

7. EC2Image Builder /N1 754> ZERTLET,
a. AX=INATZA4D8, ERLENATSA4ZRDOTTERLET,
b. 7023y zBRL, NM7F4DRT ZBIRLET,

INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEAMI O AMIID ZEZE%. O InfrastructureHostAMI NTX—Z DA HE L THEA
L &£ dthe sectioncalled “ATY 7 1. Rz EETD,

VPC I RIRA > N DERE

RES #F7O4 L TREFAIRNY TZEBHTSICE, T7SAR—KNFTZY NADODTIEAAWS
DH—EADNMRETT, VERBTIVELAZERBHITEZIELSICVPCI RRANERETIDHEND
WET, £, IVRRA VRS EILChSORATY T2 BYRTHBENHVET,

1. IVRRAZBRMFUEIICREENATVWEWESRE, 122 —TIAAVPCITY RKRA K
AWS DH—ER ZFEALTICTIEATS ) CRBBESNTVAFIRICH > TSLEZL,

2. 2DODTFRASEUTFA—=V—"2DFNTNT1I 20T TAR—MNYTZYRNEBIRLET,

TS5AR—NVPCEZRETS (F73) 34
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AWS O —E A

7 7°\) % —=< 3 ® Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

IZAT4vO0—R/N\Z

oo

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

H—ER%
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region.dynamodb (*— RN I A4 LT
RRA NARE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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T7#I) b

S

(#7>3>) 2O ARN
S—=OLY RN, DITR—
ZINONT V)Y UIRED
NTVY DIIREZREFELE
T, BEIAIY Y —RIZKR—
BIRXABZRET D
E. res-bi AZY U DHEHAR
TICLZDENAIRRENET,

(A7°>3> ) 20 ARN
=LY RN, DITR—
RIIDIARED T Z A4 K—
RE—ZRELET. BEHN
)Y —AICKR—FIL RX A
VBERETDE, res-bi A
BYODOHARTIZZOEN
KRRENET,

AZYOIDAT—RAlE. AWS CloudFormation 1>V —)L® Status SITRIRTEE T, £ 60 1

#&(C CREATE_COMPLETE AT— R AN KRENET,

ATVT 22O THA242F3

ALEWMAREHE NI EX - EFENE

HMAZY INTHORNIF7TO1END &,
¥, URLZHEALTTAHAIRIHAA2L, O —DDV—VAR—AZRELE T,

ATV 2: MOTHA 14T
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
0 ac = - i )
IS Ignore m E \_/_ <G_ ‘_\_/‘ 5 Meeting 9 asana > To Manager J/ =1 Rules (%U_ EHE e S Find A)) C)\
é) é) —> = . Nz - Oom ax
Team Email Dane Onehate I Related ~
p Junk ~ Delete Archive Reply Reply Forward g Mare ~ ) . -% X = Move — Mark Categorize Follow | Translate Read Zoom
S Al t Reply & Delete Create New v [BActions~ | Unead ~  Up~ = B EEme | g
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
L - Repl “ Reply Al — F d
no-reply@verificationemail.com O Reply © Reply orer
To Mon 1071672023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

WOTHA A4 LES, DJITR—=FI TSSO Z7ANA R —ICIEHRTDRDICKRETHENT
EET, FTTOS/MBOBRERRICOVTR., "1 Z28RBUTLKETVEREHN 1 R, clusteradmin
B7L—0JSATHIRNTT, chzEEALTZO IV RNEERL, Thso7’O T KIC
A—HY—FLEBRINL—"TOXN=2vTZEN)ETBENTEET, VINIVITARY VZE
WETEY, ThEKICFRAINYZ7ZF7O0/40LEYN TR ERFTEERE A,
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HmeEHITS

Research and Engineering Studio (RES) (Zl&, N—2 3 VEFMHFXD ¥ —HAN A F—HICU T,
HREEHITD 2 OD0FENBYVET,

RES B ENR—AON—23 -2 JAF—LZHEALET, XDOv—UU—-ATRFEAHNEA
TN, ATV —ATREBELCRKLUTS TV ABSNEMENE T, Leald, N—>23a>
2024.01 @A ¥ —DUU—RELT2024 F1 AICVU—REn& L, N—232 2024.01.01 &
TON=232ORAF—V)—RAEFHTL L,

N =Ry
« XY —-—N—2a OEH
s XA FT—NN—>a>OFEH

X% —N—2320OFH

Research and Engineering Studio &, A+ Y723y ha2FEAL T, REBREZLAS &AL, MU
HID RESIREN SEHOREANOBITEYR—KNLET, cO7OREFALT, 1—Y—%F
VR—FA VI TRRICREOEHETARNSITRIAT D EETEET,

REBEZEEH/N—23AORES TEHITHICE :
1. BEDOREBEOAFY 73y NEERLUET, Tthesectioncalled “AFY 73y NEERT
3, EBBLTLEEL,

2. ILWN—232TRES ZBF7O40LF T, Mthesectioncalled ATy 7 1. BmZziEEHT
27, EBBLTLEE W,

3. EHMENAREICAFY S ayvy NaHEHALET, Mthesectioncalled “AF Y 7> av &l
A92" 28RLTKEEL,

4. FLUORBICEECBIECNLEINTOT—RERIELET,

NAFT—N=23>OFEHMm

RESOXRAFT—N—2a> EFHFOBE, FILLWAVARN=ILBEHBEHVEFEA, TVTL—NEE
HMIBET, BEED RES AR Y UV REH TEFF AWS CloudFormation » EFZF 7 O4 AWS
CloudFormation 9% 8ilc, THEM RESTREON—2a>EaBRBELTKEEW, 707L—~hD
KBEICN—2a B SHIHYET,

X v —=N—=232 OEH 53
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f5l: "Description": "RES_2024.1"

IA4F—N—2avaEFRTDICE

1. E¥® AWS CloudFormation 7> 7'L—h%& (CA D> O— R LU E Jthe section called “AFT Y 7

1. REzEHTSD
2. https://console.aws.amazon.com/cloudformation T AWS CloudFormation 1>V —)LZH& £
EP

3. REYINS, T7ZARVAZY VERRLTERLET, ELTRRENE T <stack-

name>,

[E#) ZBRLET,

RBEOTV7L—hZzEEZHAD 2EBRLET,

[TY7L—KNY—=RIT, [TV7L—K774LOFYy7O—-R] ZERLET,
774IL0OER Z28RL, ¥dVO0—RLETV7L—MZET7Y7O—-RLET,
ARYIDFHMZIEETS T, N ZBRLET, NTA—RXZ2EHI2HERFHYEEA,
ABRYOATIAVERETS T, AN ZBRLET,

10. L E 1— <stack-name> T, EEZBIRLET,

© © N o 0o &

RAFT—N=23 > OEH

54
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HADTAZARN=)

AWS & £ 0 Research and Engineering Studio &, A5, AWS Management Console £z l& %
FALTT7>A > AN=)LT&ET AWS Command Line Interface. — DEFIZL > THERES 1 iz
Amazon Simple Storage Service (Amazon S3) /N7 Y NEFETHIBRI B XEN HYVET, CcOHRG
k. REETHT—2EREFEL TVWBHES. <EnvironmentName>-shared-storage-security-group % B
BHICHIBRLEE A

D {EH AWS Management Console

1. AWS CloudFormation AV —=J)L ICH A4 LET,
2. ARV IR=IT, CORBOAVARN=IAZY V%BIRLET,
3. [HIER] &i&IRLE 9,

D fEH AWS Command Line Interface

AWS Command Line Interface ( AWS CLI) A IRIETHEAAREA ESH ZBREBLET, 1AM
FIECOWTE, TAWSCLI 1—%—7#4 Ky ® "TAWS Command Line Interface& I3 5B L T
<EEW, AWSCLI AEATRET, EmAT7O04/chiE)—2a>0EBET AU MIRES
MTWBoezMmRBLES, KON RERITLET,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>
shared-storage-security-group @ Bl &

/A Warning

Hmk, BRLBVWTF—FBREHSLEOIC, COTTFANSATLZT7 A NTREFL
Y, X 1VTATIN—TEBEETRITITAIINIATLZERTDE, TSSOV AT A
NICRFENTVR TR INTRLCHIRENE T, T—RENYITYTIBH,
LOWtEFIVFATLN—TITF—RZBELETIZLZ2HHOLET,

1. Y42 4> AWS Management Console L. https://console.aws.amazon.com/efs/ T Amazon
EFS OV —=I)ZHE XY,

M fERA AWS Management Console 55


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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2. ICHAERTSNTVWARINTDTI7PAINSATLZHIBRL £9 <RES-stack-name>-shared-
storage-security-group. £kiFk, chsDI7 7ML ATLZOEX1I VT 1T —
ZICBEETLT, F—REHBFIBHLEETERT,

3. %4242 AWS Management Console L, https://console.aws.amazon.com/ec2/ T Amazon
EC2OVV—ILZHREEXT,

4. <RES-stack-name>-shared-storage-security-group ZHIBRL £7,

Amazon S3 /N v KN O HlIkR

CORRE, B2TF—ENKRDNAELVKSIC AWS CloudFormation AR Y U ZHIBRT 3 BEI(C,
HRICE>TERENEZ Amazon SSNT Y N (AT R4 ) —=23 2V ICF7O4F258) 2RET
BEDICRREETNTVET, BBET VA VAR =L LER, T—22REITIHLEN BVEEIE.
CHOSINTY NEFETHRBRTEET, AmazonS3/NT Y NZHIBRT B ICIE, XOFIEICHEVE
E

1. (%4 >4 > AWS Management Console L. https://console.aws.amazon.com/s3/ T Amazon
S3OVV—-I)IZRHEXT,

FTETF—23RATINTY N ZBRLET,

stack-name SSNTY R ERODFET,

& Amazon S NT Y R Z2BRL, ZZ2BRLET. BNTYRNZZEICTRIRENHYET,
SINTY hEZBIRL, HiLVT [HIBR] ZBRLET,

o k~ w0

EEALTSINTY N2HIBRTAICIE AWSCLI, XOOX REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force AN REFE, TORBONTY RZZICLET,

Amazon S3 /N Y N D HIBR 56
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SREHA K
AX rE

COREHA RTIE., AWS ®F D Research and Engineering Studio Z2& S ICH AR YA AL TH
EYRFECEITZATFTOMEOFIRICOVWTHALET,

ReEY D

s A=Y - JI—TnEE

« YT RXL T DER

« ACMiEFE ZERT B

* Amazon CloudWatch Logs

c DAZLT 7 EAHFADBERDRE
« RES X AMIs ZEEET %

A—H%—&JdI—TDEE

Research and Engineering Studio (&, SAML 2.0 2 OFE® ID 7ONA X —%ZFERHTEE T,
HAEBIY—RZFEALTRES 27704 LIZBEE. £721& IAM Identity Center ZFEA T2 FED
BEEk., T, #SHBLTLEEVIAM Identity Center TOZ T )L YA > A2 (SSO) DERE. MH
O SAML 2.0 #80 ID 7ONAF—HH2Fak. "1 2ZBLTIKEETVW IS A2 F
(SSO) M ID 7’A/S 1 X —DRE.

NeEY D

» |IAM Identity Center TO> T YA 2 A2 (SSO) DERE
« DIV BAU AL (SSO) A ID 7ONAE—DEERE

« I—H—0ONAT—ROEE

IAM Identity Center TDZ > IV A > 72 (SSO) DERE

N %&—< R Active Directory ICEHR L TVBTAFUoTATA I E—NFELEBVEERE. HS5HEY
FIARATYV T 1 TATFUOTATA L EZ—Z2FHET D, ¥XX— R Active Directory ([CEfiE iz T
AFoTATAEEZ—DBRICHEIEBEER. PSBOFTITATY S 2. T7ATFoTA4T14123—IC
BT 5,

A—HY—&JdI—T0ER 57
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Q—H—H1 K

® Note

AWS GovCloud CREBEE) U—2 3> ICF7°' 04 §%FE k. Research and Engineering
Studio % AWS GovCloud (US) #7004 LA/N\—F 4> 3> THIY M2 SSO #BELE

EE

ATYT VN TATFIOTATAEE—ZRETS

4
IAM 7 A FoTATA 2 2—Z2BMICTS
1. AWS Identity and Access Management AV =)L ICH A4 LE T,
2. FATUTATAEEZ—ZRHEET,
3. [Buk] ZZBRLET,
4. Enable with AWS Organizations%3&RL £ 9,
5. [#AT]Z7VYILTLEEL,

(® Note

N %—2 R Active Directory &2 1) —>3 ALV —232ICVB e Z2BFELET,

IAM Identity Center & ¥ & —= R Active Directory (CE# 9 %

IAM Identity Center ZBICL =S, UTOEREY NTFTYTATYTZRETLET,
1. TEF—23a>RAVTRRE] ZEBRLET,

IDY—AT, 723> ##RL, IDY—ADEE #BIRLET,
BEOTFALIKNIT, F4LINUEEBIRLET,

DRAN] ZEIRLE T,

EEZMHFEL ., BFEARY AL ACCEPT EAHLET,

[IDY—ANEE] #ZRLET.

2

IAM Identity Center T® SSO Mi&E
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A—H—&JIL—70OIDEEX—NDOEH

TITHNIZEFEIAM Identity Center Z ¥ F—= R Active Directory ICE# 32N TTITHE, BED
BENF—HFRRENET,

BWERNFT—T, A RFEEY NTYTORBZERLET,
BYENYEDTDORE NS, AN ZBRLET,
A—%—+t023>7T, BPIRDI-—HY—-—EANLFET,
[Add] (Bfn) ZFIRLE T,

DRN] ZBIRLE T,

TEZ®FEL., REORFZERLET,

BR7OCACREBIANZEENHYET, BHLTVEVWI—F—CHIZIEEXY -2
ARRENLBEER. A zBERZERLET,

A—Y¥—nBF3L

1.
2.
3.

XZ1—h5, 1—H—2zBRLET,
TOEARZEMCTRZI—H— (EEW) 28RLET,
1—H—TIOEAZBMC TR ZEIRLET,

ATYVT 2 TATOTATA R Z—ICEETS

IAM Identity Center TOF7 7V r—23a>otwy N7y

1.

IAM Identity Center 122V —)L ZHAE &Y,

©® N o g bk~ w N

[Applications] (F 77U —232) Z&RLET,

(77V0Tr—>3>oiEm 2#RLET,

Y RNTYTRET., Y NTYTIRTTIT—2308H3E&RLET,
[F77)r—2328471T, [SAML2.0] ZZRL KT,

DRAN] 2 BIRLE T,

FEHITRIRRBEHAZADLET,

IAM Identity Center X X253 —2 T, IAM ldentity Center SAML XX F—Z2 7 7AI) D) > U %]
E—UL&d, Chik, RESAR—2ZJL T IAM Identity Center ZERET D EZICHEBIZEVFT,

IAM Identity Center T® SSO Mi&E
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9. F7Vr—>3r70ONTAT, T7VT5r—2 a2 BB URLEZADLET, FIZXE. <your-
portal-domain>/sso.

10. Application ACS URL T, RES R—ZRIIASUAALALIRNURLZADLET, CchZERDITS
C & :

a. WIREET, eMEREZBRLET,

b. IDZ7ONAF—2T#BRLET,

c. Single Sign-On ®TIZ, SAML UR ALYV N URL AR RENET,
11. Application SAML audience (Z. Amazon Cognito URN ZA AL E T,

URL Z/ER T3 IC13

a. RESR—ZILAS, 2RBELEHEXT,
b. ID7ONAE—2TT, - —7T—)LIDZRO2IET.,
c. A—H¥—7—)IIDZEZOXFIIEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito URN Z AL 15, EEZREIRLET,

F7UTr—23a>0EMEIYYEYTORE

TATTATARYE—HIS, RLET 7V T3> 0FBZEREET,
To2ar zBRL, BENYEY T OmE 2EBRLET,

&) IC ${user:email} EA DL FET,

7#—X Y N T, emailAddress ZERL £7,

FHREMENYE T DEM ZBIRLET,

T7)r—23> 0 User BHIZ Temails EABDLET,

IAM Identity Center D C DX FH|EE I - —BHEADIY T T, LAHDLZF
F${user:email},

Format (Z Tunspecifieds EA DL E T,
9. [Save changes] (BRENRE) 2V VY ILET,

—

N o o bk~ w DN

©

IAM Identity Center T® SSO M EFRIE 60
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IAM Identity Center TOF 77— 3> AQOI1—HF—0EM

1. FATFOTAT142E2—15, ERULETZ7VT5—23a>0F ) ETERI1I—Y—%H
g, 1-Y—0F)ITZERLET,

2. P7VTr—23> 7 O0tARAZE)ETHI1I—F—2BRLET,

3. [A—H—n&HYIET] Z2BRLET,

RES IBIERX TO IAM Identity Center DY N7 v 7’

1. Research and Engineering Studio IRIEN 5. RIEEETERBEZHE XY,
2. D7ONAE—2TZREXT,

3. DVINBAUAUT, RE (AT—2ANHE) 2BRLET,

4. TA—LIZUTOBEHRZADLET,

a. SAML ZERL ET,
b. Z7ONAHA—RIC, DAY TVWERZANLET,
Enter metadata document endpoint URL Zi1#iRL £ 7,
FIZCOE—LU & URL Z A8 L ETIAM Identity Center TOTF ') r—23a> 0ty K7V
7
e. Provider email BH#IC "emails EAHLET,
f.  [Submit] ZiERL T EE L,
5 R=DZEHL., AT—ZANBMERTEND L Z2HIELET,

o o

SUUNYA2 A (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio &, £Z® SAML2.0ID 7’ONA/ A —&HEEL T, RESKR—AJL
ANDI—Y—TOEAZRIALET, cNSODATY T T, @ﬁb?’" SAML2.0ID Z7’ANA & —
ERETHFIEZETRLET, IAM Identity Center ZFERT2HEER. "1 Z8RLUTKEEVIAM

Identity Center TDZ I )4 2 A2 (SSO) DERFE

(® Note
d—4%—0E X—)Li&, IDP SAML 7#H—2, 32 & Active Directory T—H T2 HLEN H V)
F79, ID 7O/V1 5 —%& Active Directory IZ#E# L, EHNIC1I—H—ZREBITIXLEND
WET,

SSO A®M ID 7ONAZ—DRE 61
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(N =Ry

ID Z7ONA X —%ZRET S

- DZ7ONAE—%FEATDELSICRES ZRETS
- FEAXFRETOID Z7ONAE—DEE
« SAML IdP OEEDT/\NY T

ID 7ONA X —ZRET S

Ot Y 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITHDFIEICOVWTHALET,

1.

RES . RESAR—ZRIILETADP IV RMOT IV LA FTENTVWS 1—H—ID 2D AD

(AWS YZ— RAD £ EIL 77O 3aZ T AD) BB E2FIRBELTVET, AD %

D H—ERX7ONAZ—ICEHKEL, 1—F— D ZEHLET, AD 2L, 1—H—ID 2[E

HgHHZECO2VTRE., D7ANMA—DORFIX M ESBLTLEEZV, flREFE, " AWS

IAM Identity Center 21— —#4 Ry ® "ID YV —A& L T® Active Directory DR ZZ8BL T

<fEEEV,

ID 7A/NA A — (IdP) TRES AD SAML20 P 7US—> 3> aBELET, COBREICR. &

DINFX—BZHNVBETT,

« SAML UXALY2KNURL—IdP A"SAML 2.0 LAR RAZEH—EA7ONAZ—IZEETD I
OICERAT S URL,

(® Note
IdP IC& 2 Tlk, SAMLUA ALY NURL DBRINEBZDBEENHBYET,

T7Uor—>3> URL
s PH—>32J021—-X—H%—EZA (ACS) URL
« ACS POST N1 > 74 >%7 URL

URL ZEE T2 ICIF

1. BEHZEEWE clusteradmin ELTRESICHA 14 LET,
2. REEE - —EE->D7ONAMEZ—ICBBLET,
3. SAMLUAAL YK URL ZZRLFET,

SSO A®M ID 7ONAZ—DRE 62
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« SAMLA—F 4 I AURI —H—ERZ7AONAE—flO SAML A—F A T AI T AT A

hH—=0 ID,
@® Note
IdP IZ&k 2 Tlk, SAMLA—F 1 I AURI OBEINBERXRDIEENHV)ET,
» ClientlD

« P74 —232 SAML WRE

« SPI>FT47 41D

ANERODERTEELEY,
urn:amazon:cognito:sp:user-pool-id

SAML #—F 4 L2 AURI Z#&ERTDICIE

1. BEEZFELW clusteradmin ELTRES ICH A1 LET,
2. RETE S —ERE>ID7ONAE—ICBBLET,
3. 1—Y%—7"—)LID&#&RLET,
3. RESICERBENLESAML 7H—>3 > ICE, ROT71—=)LR/IOL—LHNFI1—HF—DE X—=I)T
RLAICERETENTVWBRHXENHVYYET,
« SAML Subject F =& NamelD
« SAMLE X—)L
4. 1dP [k, SFREICESVWTSAML 7H =23 IC71—=)LR/OL—LZEBHMLET, RESICIECh
SNT7A—=)LRAIVBETT, BEAEOT7ONART =, F7AILRTIhhEsOT1—I)LR%ZRH
BPICADLET, RETHDVEN HBIHEEEF. ROT1—I)LRADEEZSBLTLSEEZ,

- =

« AudienceRestriction — & ([CFZE L £ Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%'—7"—)L®O ID ICBEZEM|AFET,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id

SSO A®M ID 7ONAZ—DRE 63
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</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL ¥ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RXA 2 BICEE
BZET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

- SubjectConfirmationData — Recipient 1—#'—7"—)lLsaml2/idpresponseL > RRA >~
ETTD SAML U2 T AN ID InResponseTollFRELE T,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — I XD LS IC ZRELF T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5, SAML 77U —>3a>icOJ7J7RNURL71—=I)LRIF®HBDEEEF. ([CRELFEFT <domain-
url>/saml2/logout,

SSO A®M ID 7ONAZ—DRE 64



Research and Engineering Studio I—H—H4A KR

RXA2 URL Z2EUE T2 I

1. EEHEEE clusteradmin ELTRESICHAS >4 LET,
2. RIREE S —REEID7ONAE—IZBEBLET,
3. RXA2URL #i&IRLET,

6. IdP A" Amazon Cognito E DIEEEZMIU TR HICBERIAAEEZ T ANDBEEE. Amazon
Cognito BEfIHEEZA V> O—KRL., IdP IC7Y7O—RL&ET,

ERMABEHEIDICE

1. OB EDAmMazon Cognito 12 Y — )L & < AWS Management Console |

2. A—4—T7—)Z2BRLET, I—F—T7T—I)LF THIVENHYE
9 res-<environment name>-user-pool,

3. BVAVAVIVARVIVARTEBRLET,

4, 7IFL—TFT4Yy RID7AONAR—OH A2 42129232 T, ERAHAEOXRTEERL
S

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago

CDFIFEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party
trust, COIAEFRAZEICHL TSAML HR—NEBMICTEET,

(@ Note
—hld Keycloak & IDC ICIFBAEhEB A,

SSO A® ID 7’ONA X —DFRE 65
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5. P7VT—>3>0ty NTFYTHARTLES, SAML20 77U Tr—23> X857—4
XML &£/ URLZFVO—RLET, XOEIZ IV THEALET,

ID 7ONA R —%ERATHLSIZ RES 25X ET S

RESDIVINH A AVREZRTIDICIEF

1.
2.

Environment Settings

mana vironment settings.

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

EWEFE-IF clusteradmin ELTRES ICH A1 LET,
BIEEE - —RBRE->ID7ONA A —ICBELE T,

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
u 1_reuFsmgs

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
r |uster-us-eas

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On T, AT—RAA T —2DHEICHDWMET 4 1> ZFIRL T Single Sign-On
Configuration R—2 ZHEE T,
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA—T, SAML Z8IRLF 7,
b. Z7ONAX—FICE, D7ONA A —DO—=NEuixEADLET,
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d.
e.

4. IR

® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

XBF—=BRFIXNY—AT, BYBAT>I2ZBRL, XXTF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

TONAFT—EX=I)IBHICE., TFAME ZADL ETTemail,
[Submit] ZBRL T &V,
BRER—TZBO—RLET, RENELVEE, 20T A 2 FFEMCEYET,

FARFRRETO ID 7ONAF—DRE

Btz h
O/Na &
J. RES

EAE)Y — A ERAL THEARFRED RESIREZIER L. 1AM Identity Center % ID 7°
—ELTRELEBEE, OkaBREDHID ID JOAONAFT—%BRETD L 2HHOLE
SSO EMLT7 #—ALlE, 3DORE/NTFX—REZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XRF—

BRFAIXVRNETONAMA—EX—)IBUEZEETRICE,. ROFIEZRITLET,

1. Amazon Cognito AV —=)LIZBEBLF T,

FTES—>3arhs, A—¥—T—)ILZEBRLET,

A
BL

5. BE

2
3. 1—H¥—7—)Iz8RIBE, 1——T—I)LOBENfRRENET,
4

VAVIVARVIVART NS, 7TFL—TA4Y RID7ONAME—DF A1V IC%

REENEID 7ONAME—ZREET,
XETF—REZEL, BUENYED TV RZELBVWETTEAEX T, BENYEJZE

MBI, MEZEBERLET, XET—ZRFIAVRNEZEFHIDICE, XXTF—2OEEH
AEBRLET,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB T<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
“1—-ASHEHBZERRZERLET,

c. AFTYUFREBGBIIVEAT, 74U E2—CBEBL., RONTFX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB TXFIZzwFEidentity-
provider.cognito.sso_idp_provider_email_attributel . #fR& ZZERL
T. Amazon Cognito DEEE —HTBD LS ICNFINZEELET,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP OREED T /XY J

SAML KL —%— —Chrome 75U T DILRMAEZ#FEAL T SAML VT ANEZBH
L. SAML 7H—> 3 EABRTEET, FMC-COVTE., Chrome JI7ARNT® "SAML ~
L—H—, 28BLTLEEL,

SAML B%#%Y —JL — Onelogin 2k, SAML T>J—R&hifEEZFI— KL, SAML 7H—
AVOBATA—IREFIVIIRILEHOICEATEDY —IIAAEEIATVET, FHlIEOVT
(&, Onelogin 7T 7H 4 KM "Base 64 Decode + Inflate; ZZBL T &Y,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php

Research and Engineering Studio I—%—HA KR

Amazon CloudWatch Logs — CloudWatch Logs TRES OV OIS —XBEEMRTEET, O
&, EWSBaioOJIIN—FIH') £ res-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 M — Amazon Cognito & ® SAML & D FHMIC DLW TIE., TAmazon
Amazon Cognito RO Y /N—HA Ry @ "I1—H—7—)LA® SAMLID Z7ANAH—DEN, &
SBLTIEEL,

A—Y—0O/NAT— ROKE

1. AWS Directory Service AV =LA 5, EERULERAZY VOF1L IO N)ZEBIRLET,
2. FU2asAZ1—7T, I—H—NAD—ROUEY NZERLZET,

3. A—H¥—%Z&RL, ILLNAD—RZAHLET,

4. NAD—RoUtYy NZBRLET,

U7 RXA2 DR

NAZRLRXA2VZFERALTVRBERE. R—FIIOVIT8IE VDI BEEHR—RTBLSIC
BT RXAVERETIHENHY)ET,

@ Note

AWS GovCloud CKEFEER) U—2 a2 ICTF7AO4T258. RXAUNTUYORAR
V—2BKRARNTBDEAN—FTA23a>TFHIORNTOIT 7T I)r—3a> e VDI 7 R
XAV RRELET,

1. Route 53 AV —JLZREXT,

ER LI RXAZ2BREL, LO—ROERZERLET,
LO—RBEELT "weby EABLET,
LOd—R&ZA47ELTCNAME ZiBIRLE T,

Value ICIE, RPN E X—ILICZELEU V9 ZALLET,
[LO—RZ4EK] Z2BRLET,
"OLO—RZEXTSHICE. NLB 7 RLAZEELET,

N o a &~ b

a. AWS CloudFormation AV —)lZHR&E X9,
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
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b. <environment-name>-vdc ZiBRL TKEEV,
c. DY—AR%EERL., ZMHEEJ<environmentname>-vdc-external-nlb,
d. NLBASDNSEZIE—LZ%ET,

8. Route 53 2V —I)LZRAEXT,

9. RXAVZEHRRL. LO—ROEREZBRLET,

10. LO—RRBIC ", EABLET vde,

1. [LO—R&ZA47] T, [CNAME] ZZIRL £7,

12. NLB @35&1F. DNS ZAHNLE T,

13. [Create record] (L. J— RZ4ERK) ZiBIRL £,

ACM SEEHEZERK T %

777 )L NTE, RES I& RXA > amazonaws.com ZFERLTCF7 77U —>a > O—RNT o H—
TIOITR—RINEFRAMNLET,. BEORXAVEFEATDICEK, I—HF—HREHTD, T
AWS Certificate Manager (ACM) A S UV TARNEn/NT U Y U SSUTLS fEHEZRET I HE
HFHYVET, ACMEFERATZIHEE, VAT NETVITH—EARARNED SSL/TLS F+¥ X)L
EEFLTRILEODNTA—RELTEETIHSLENf HDAWS VY —AZE2Z(TERYET,

® Tip
ABIY—AFENYT—22F 70149258, CABVY—RREY V77O
{ PortalDomainName ¥ B EEIZ, BIRULERXADZ CADTRIREN HYETIHIBY
\J_Z&VE&?%)O

NAZLRXAZ DAAEZEKT D2

1. >V =LA 5 AWS Certificate Manager ZB&., N7 U Y JEAEZVITIARNLET,
AWS GovCloud CKE#ESP) (CF7°' 04 35/ a . GovCloud /N—F 123> FHD2 NIZEEH
ERERLET,

2. "NTUOVvOSBAEREVITIARNTS ) ZBIRL, "kAL BBRLZET,

3. RXA LT, *.PortalDomainName& MOMEADIBHAEZ) VT ANLE
F PortalDomainName,

4. HRAEXY Y RT, DNS il 2 ZBRL X7,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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5. [VOIAR Z&RLET,
6. Certificates JARAS, VOTARNENEIIHEZHEET, SAPEODRAT—RF A, BiE
REBHRICHEYET,

@ Note
ALAZEARFENBEVERE, VARNZEHMLET,

7. XOWThAZEITVET :
- BRTF7OA
JOTARNESNI-BABAESOERAENEFEMA S, Route 53 TLO—REZ/EK TS &i&IRL
£9, LAEOARAT—RARFRITEXICEDYET,
GovCloud F7°01 :

AWS GovCloud CKE#ESS) -7 704 584, CNAME *—&E2IE—LET. 75
AN—FT423a>Tho o s, EEERALTNT VY ORANY—=2ICHLWLO—
REEKLET., SEABZOAT—RARRITEXIZEDYET,
8. #MULVEIBAE ARN ZOE—L T, ONFX—ZRELTAHDLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A ~R—JLHIZ CloudWatch I X0 O T —7ZEKL
F9. F7FLROREFICOVTRE, ROKXKZSRLTLEEZL,

CloudWatch Log 7' )L —7° Retention
/aws/lambda/ <installation-stack- EMHIREL

name>-cluster-endpoints

/aws/lambda/ <installation-stack- BRHEARRA L
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BRHEREL

name>-cluster-settings

Amazon CloudWatch Logs 73
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CloudWatch Log ' )L —7° Retention

/aws/lambda/ <installation-stack- BRHEREL
name>-oauth-credentials

/aws/lambda/ <installation-stack- BEMHEREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BMHRE L
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- EMHREL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BMHREL

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3N AM
cluster-manager

/<installation-stack-name> /vdc/ 3N AME
controller
/<installation-stack-name> /vdc/ 3INAE

dcv-broker

/<installation-stack-name> /vdc/ 3N AE
dcv-connection-gateway

OV —7 077 # ) NOREEZZEETSHEE. CloudWatch > Y —)LIZBE
L. CloudWatch Logs DOJ F— 2 RxEFEZZLZETRHERICK > TILEZV,

NAZRLT VEAFA DR DEHRE

2024 F 4 BBTE, DARLT OV EAHFAOEBERETRAYFITBET, A3 TRESICEK?
THERENEO—I)ZZEETEET, DAZLAT IV ELAFUIOERE., FOEAFTNDERD ARN
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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% |IAMPermissionBoundary /N X—2 D —E& L THEET S < & T, RES AWS CloudFormation @
AVARMN=IO—FHBELTERTEETT, CONTX—REZOFEFICLEBE, RESO—/LICE
TOEAFAOERIBREENTEA, LT, RESO—IHIFHETHLEHICHELTI 32D
JDARTT, FATHAFEOT VLEAFADOERT, ROTIAVHFARPICHFITEhTVD L
ZWFELET,

"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
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"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",
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"forecast:*",
"fox:i*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:**",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
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"resource-groups:*",
"route53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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RES Xfit> AMIs Z5XE ¥ %

RES XM Amazon X224 X—2 (AMIs) 2R3 &, REFAIVRNY TA AR A (VDIs)
N RES IFRHREZNAZLAMIS ICTVAARN=)TEET, RESHSAMIs Z2FEATH &,
BHICRSAVENTAX—DRFEATSD VDAV AR AORHFENEHENET, EC2Image
Builder 235 &, AMIs ZBEL THLWIY T RIITARYVELTERTEET, Image
Builder ®E¥#HIC DWW TIk, Mmage Builder 1—%—H4 R, #8BLTLEZV,

R ITDEIC, ZM/N—23ORES ZTF7O1TRRENHYET,

N =R

« RESRIBICTIVERATREHO IAMO—LZE2ETS
« EC2Image Builder A R—F 2 N EERT D

« EC2Image Builder L E&Z %9 3

« EC2Image Builder 1 7 2ARNTUVF Y ZRET D

+ Image Builder f X—=SNA T 54V %ERET D

* Image Builder f X=SNA T4 ZR1TTB

*« RESICHLWIYTZRIVITARY VBRI

RESIRIEBICT IV LATZLEHO IAMO-IILZEHET S

EC2 Image Builder * 5 RES IREH—ERAICT IV L2AT ST, RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— L2 ERF LR EETIHEN HY) F

¥, Image Builder TEAT S IAM O—J)LOFREIC DOV T, Image Builder 1—H—7H 4 KD AWS
Identity and Access Management (IAM) 2S8R L T E&E L\,

O—)LICREATABETT,

s EEENEBRKICIE, Amazon EC2 H—ERNEENET,

« AmazonSSMManagedInstanceCore & & U EC2InstanceProfileForlmageBuilder 7R 1J < —,

« F70O4 & hiz RES BEA D DynamoDB $ & T Amazon S3 7V AN GIRENEHAR A
RES 7ﬁ U :/_o

(CORVD—F, DAZI—EBRV—RFIXVNELERADARAEI—A2F42RID—R
FAXZROWTIAILLEYET ),
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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BEESIhEBERI T AT1

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

RES /R —:

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:{AWS-Account-ID}:table/{RES-
EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

},

RESTRIBICT IV ERATR1-H0 IAMO—ILZ%ET S 80
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{
"Sid": "RESS3Access",

"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-clustex-{AWS-Region}- {AWS-
Account-ID}/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"
]
}

EC2 Image Builder > R—% > N ZEKT S

Image Builder 1—%—2 4 R® "lmage Builder IV —=J)L&ZFEALTOVAR—FX N EERT S
NDERCHEVET,

OAVR—F R NOFMEANLET,

1.
2

Type T, Build Z#RLF T,
ARXR=DARL =T AT AT L (0S) DIFEEF. Linux F2E Windows ZEIRLE T,

OAVR—FVRBIZE. BEDODDLAYRPTVWEFEZANL EFJresearch-and-
engineering-studio-vdi-<operating-system>,

AVR—ZRON—=23 0B SZAHL, #7232 THAZEMLET,

EBERFIXVNIRE, ROEBRT77AINEANLET, TT7—HARELLEBE. YAMLT7 7 A
WEAR-AICHBTHY, REAREOSVERERETTY,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
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expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
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- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. A7232ORITEERL, AVR—F NOEREERLET,

EC2 Image Builder L EZ %59 %

EC2 Image Builder LZETE, FILWAX—SZERTHEOOHEBRRELTHEATEIR—AS
X=2b, AX=—DEBAARIAALTIXNTHHBFESY ICBET S 2HRITSH-HICEMT
P—EOAVR—FURNZERZLET, LVEZERFLEREEL T, XYELXRESY7RNIJITO
KEBERERODZ—TY N AMI ZBETILENf HYVET. LZEOFHRICODVWTR, "LYE®D
BE, £BBLTI LS,

RES &, XDAX—ZARL—T AV IATLZFR—NLTVWET,

« Amazon Linux 2 (x86 & &k T* ARM64)
- Ubuntu 22.04.3 (x86)

- RHEL 8 (x86). & T 9 (x86)

* Windows 2019, 2022 (x86)

Create a new recipe

1. T EC2Image Builder 32V — )L Z B & & 9 https://console.aws.amazon.com/imagebuilder,
2. REBHRIVY—AT, A X—DLIEZEBRLET,
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3.

4
5.
6

10.

[ X—=PLEDHER] Z2BRLET,
—BOBMEN—2aVBFBEZADLET,
RES THR—KRENTVWEIR—ASMAX—DZEBERLET,

AVARVARET, SSMI—JIVRFTUVAAR=LEATVEBEVZEREA VA N—
MWWET, T 2B LTZTOMOMBEZRI—H—FT—RIFHREADLET,

(® Note
SSMI—YIVRZEAVAR—ILTRIFELCOVTR, UATZZELTSEE L,

e LInux AEC2 A VAR VAICSSMI—CINEFHTAI AN =ILLET,

« Windows Server D EC2 A VAR AIZSSMI—S I NEFEHTAAN—I
BLROETAAN—=ILET,

Linux R—ADL>EDHER. Amazon F"EE T Daws-cli-version-2-linuxEJL R
OVR—ZF2NZLEICEBMULET, RESAVAR=ILATIVTNE AWS CLI ZERAL
T. DynamoDB V9 5 AR —RENDHREMEAD VDI 7O AZRM L £F, Windows Tlk.
CcOAVER—ZXVNIMEHYFHA,

Linux & 7= I& Windows IRER ICER E 1 /= EC2 Image Builder 1 R—% > K~

ZzEML, BDEBNTA—REBZANLET,. KONTX—RFHBEANTT:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux IRETlE, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIZED
LERRET, ChesndVAR—FXNEEBMTBIHEN HYET,

( #28) Amazon N'EE ¥ Dsimple-boot-test-<linux-or-windows>7F AN R—
2V REBMLT, AMI ZRBTESCEEMBLET, ChERIRORESETY, =
HEBEITHOTANIVAR—FX N EBIRTEET,

BEIIHUTAT> 320023227, MOXERIDVR—FX hZEMLT, L
SEOEREZBRLET,

Modify a recipe

BEF M EC2 Image Builder L ENF®%&BEE., ANV R—X NZEMLTEATEET,
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1. Linux R—RADOLEDHEFE. Amazon FEE T Daws-cli-version-2-1linuxEJL R
AVAR—ZF2 2L IEICEBMULET, RESAVARM—ILAVUT N ZHEAL TAWS
CLI . DynamoDB 7 5 A X —RENREMEAD VDI 7V AZRHELET, Windows T
., COOAVR—FVNIDBEHYEEA,

2. Linux £z Windows IRERAICEK E 1 iz EC2 Image Builder 7 R—% > bk
ZEML, BEBNTAXA—REEZANLET,. RONTFX—ZFHBAANTT:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important
Linux BBE Tlk, aws-cli-version-2-1linuxEJJ ROAVER—F2 N EFYIZED
LERET, ChenAVR—FNEZEMTIHBENHVYET,

3. BELIWLTAT 3>ty 3a>vExRTL, HOLERIVR—NEEMLT, L
SEDEREERLET,

EC2 Image Builder 1 > 7 2 ARNZ UV F Y ZHET D

AT AN OFvEREEZFEAL T, Image Builder & Image Builder 1 X— OBEETANIC
RT3 AmazonEC2 A V7 ZARNSUVF Y ZBETEE T, RESTHERATRICEK, HiLWA2 7T
FARNZUOF+REZERTED, BEOAVIZARNSVFYRELZFEATHIHNZBIRTEERT,

s FILWAZTZARNTIOFYREZERTDICE., "1 T7F7ANTIVF v REDOER ZZRL
TLEE L,

s BFOA T ZARNTOFYREZFERATRIIIGE, 17 ZANZIOFvREZEMLET,

Image Builder 1 2 7 2 ARZ IV F ¥ ZRETDICE :

1. IAMO=)LICE, THUAICRELEO—IILZADLERIRESRRICTIEATSRL-HD IAM
O—-I)Zz%EI 3.

2. AVABRVAZAT TR, PBLKEE4CGBOXEVERFE ORAT&BIRL, BIRLER—A
AMI 7—FFTOF v ZHR—NULET, AmazonEC2 A VARV ARAT 1 BSBLTLKEE
Wo

3. VPC, Y7y N, EF2VF4IIN—-T0HE. VINIITNYT—2080>0—K
ICA VR =Y NTOLREHATIHENHET, RESIREND cluster-settings
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DynamoDB 7—7 )L & Amazon S3 VAR —N\NTY NMADT UV ELREFTTIHEN HY F

ER

Image Builder f X—NA T SA 2 %2RET D

Image Builder 1 X—SNA 742k, R—AAMX—=2, BEETAMNAOIDVR—FUM 42
T72ARNTZIOFFHRE, FTAANIEI—23aVBREZEHKITET, RES M AMIs AIC A X —
SNATZAVERETDICR., FILWNATSA22EHRTED. BFEONA T4 2ERATS
W EBIRTEXT, FMICOVWTIE, Image Builder I—H'—HA RO TAMI A X—NA T 54>
DIEREEFH ) ZZRLTLEEL,

Create a new Image Builder pipeline

1.

2
3.
4

T Image Builder 1>V — )L %Z B & & 9 https://console.aws.amazon.com/imagebuilder,
FTEF—23oRAUDE, AX=DNATTA42BRLET,
"AX=DNATZA4DERL 2BIRLET,

—BORF., ATIVOHBE, ATT1—), HEZANLT, NMT7S4 > 0F#ZzE
ELET,

"LEZBIRTS, T, "BEFOL>EZFEATS, Z&RL., "1 TERLELIE
Zi#IRLU £TEC2 Image Builder LY EZ%#{ET 2, LYEOFHANIEL WS EZREFELE
E

AAXA=DERT7OCAZEEZTS Tk, 1—AT—AIIEUTF7FIND—=070—%F 1
BARZRLD—O70—%BRLET., BEALEDEE, F7AILN0D—070—T+%
T, HMICDOWTIE, EC2Image Builder N A 7 ZA 2 DAAXA—DD)—0 7 O—%RET

%, BBRLTILEEL,

AT SARTUFARENER, T, "BIFOA VT ZARNTIVFFRENEIR, &iF
RU, T TERLEAVTISARNZOF v EREZERL XFTEC2 Image Builder 175
ANTGOF V¥ ZFHRET Do AV TARNTIVFYOFMNAELVWC EZBRLET,

TAANIELI—2aVBREEEERTS T, H—ERAOTFT7AIILNEFEALTT1 AN
Ei1—->3>BREZERTS 2BRLET. A X—2R@, RESREAWS V-3
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEEHATS L, Image Builder A
FRENZ)—2aICA A= EREhET,

NATZA42OFBERRBL, NMT 4 DEREZERLET,
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Modify an existing Image Builder pipeline

1. BBEONATSA0ZERATRICER. TERENELIEZERATALSICHBZZEELE
JEC2 Image Builder L EZ %19 %,

2. [Save changes] (BENRE) 20 )Y ILET,

Image Builder 1 X—=SNA 754 &2RTTS

RESNERAAX—TEERTBIER, A X—INATSAVERATIBEFBUET, A X—

ILYEOIAVR—ZY MEICL> TR, BETOLRALRK 1 BEANDBEN B ET,

ARXA=INATFAVERTTBIR -

1. AX—INATSAVHS, THERENL/IA TS A > EBRL EFImage Builder £ X—/Y
1754V EBET S,

2. FUYAVAS. NMTIAVORTERRLET,

RESICHILWY 7 RIITAZY J%BHRTS

1. "1 OERICHE> Tthe sectioncalled “V 7RI IFTAZY T (AMIs)’, Y7 NDITARY I %&
B2HBLUEY,

2. AMIID IZF, ([CBEENEHIAX—20 AMIID Z A8 L F 9 Image Builder 41 X—2 )N
ZAERTT B,
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BEEEHAR

CHEBESHA RTIE., AWS ®F N Research and Engineering Studio 2& S ICHAZN A AL T
METZIHELCEIDIENDOFIEZ, RMHNERNRECREHALIT,

Ky

« J—UOLYLDEE

s JARDEZRV T EHIH

s BV avERE

- IRIEEHE

=LY NOER

Research and Engineering Studio l&, Zf#RAL TRO>—UL v NZ#iEL £9 AWS Secrets

Manager. RES &, REBEDQERBIC—IL Y NZ2BBWICERLE T, REOERPICEEREN

ABLEZ—=TLY RENTGX—RELTABETIEKT,

—0OLYBMNER & BR Y E N RES ADNEThEERE
<envname> -ssoO- REBRODTILY V4
client-secret A4>2F> OAuth2 75
AT R—=DL VY
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXSADOEZER v
vdc-gateway- FAEEAE T T A R— b
certificate-pr +—

ivate-key

—ULYNDER
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<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE

—ULYNDER
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(® Note

Research and Engineering Studio 7’002 T U kO N O BEE(S T AWS Budgets &, TlEH
R—RhENTLVEEA AWS GovCloud (US),

Cost AWS Cost Explorerz2fERL TTFEZ KL, JARNZERITRICZHEHHLET, MKEFE
BENBENBYET, FHIIOVTRE, & OREIVITIR—TJESRL T EE Wihe section
called ‘AWS CORmD Y —ER",

OANEHEXETSDEHIC, RES7OP IV NERNSBTERE N AEFEICEERTR CENTE
9 AWS Budgets, £9. BRIANBGRIATRERITETITATLITDBEN BV ET,

1. (Z% 424> AWS Management Console L, https://console.aws.amazon.com/
costmanagement/ T AWS Billing and Cost Management 1Y —J)LZBEE &£ 9,

2. JANBED RV ZBRLET,

3. res:Project &Y res:EnvironmentName X/ ZHREL TRERIRLF T,

4. [TOT1471]) Z2BRLFET,

Billing X
Cost allocation tags ..
Home Cost allocation tags activated: 3
v Billing

User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments \:4/
Credits User-defined cost allocation tags (2/47) info
Purchase orders

‘ Q Find cost allocation tags 11 matches

Cost & usage reports
Cost categories Clear filters iaisle

Costallocation tags (19

Free tier ] Tag key A Status v Last updated date v Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explorer [3 —
P z O res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvirenmentName N 3 y ® Inactive - November 2023
v Preferences ] res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

e p—— |
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® Note

RES #U N F7OABICRRENDETICHER1 BHIDBEEN HYET,

RESUY—ADFEERERTDICIE :

ERIAY—ILA S,
. FEOERZERLE
. [Budget setup] (FE D

. RNl ZBERRLUET,
Billing b

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
o
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

6.

FEEZRRLET,
EE

X E) T, [Customize (advanced)] (HAZN A1 X (BE)) Z&RLET,

Budget types T, Cost budget - Recommended Zi&IRL £ 9,

Step 1
AT Choose budget type .«
S5 Budget setup
Set your budget 3

L
Step 3 () Use a template (simplified) © Customize (advanced)
Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \ﬂ-/

member accounts.

Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon §3.

Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

l&. <EnvironmentName>-<ProjectName>-<BudgetName>,

7. TTFHEZERETD.

2, Z7OTONOFHEEEZADLET,

\§/ Cancel Next

IS, FEODAYX TV Budget B2 ANLT, THO MOMOFEEXBILET. flx

JARDOEZRVZ T EHIH
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8. Budget scope T, Filter specific AWS cost dimensions Z#IRL £ 9,
9. [Add filter] (7 4 LB —%&&M) ZBIRLET,

10. F4X>>3> T, 27 Z2ERLET,

11. XJ T, res:Project Zi#IRL £ 7,

® Note

BT EENERATRICEZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RAREICE 2125, FEZERTEEXT,

12. fET, 7O TV MEBZ2BRLET,
13. 740 2—%2@A 2BRL T, 7OPII9RN 71N E—Z2FEITEYFLET,
14. [RN\] 2 2IRLU 7,
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |
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15. (#7>3>) PZ2—RLEWEZEBMLET,
16. PAN] ZBIRLE T,

17. (A7°232) PI—RIRETIATVREEE., PRYFFOavaERALT, 75—
TEBWOT O3 ERELET,

18. [RN] ZEBRRL £,
19. FEREZHEIEL., BMOFENTA—RXTELWEINIRETCIATVD L ZRABLET,
20. [%EEVEEJZ]’E'?U‘V'?L/ﬁ?o

FENERE S, 7O IV NOFEEZEMCTEERYT, 7O I IV NOFEEEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled “ VO IV N 2wmETD, FEEBAD L., RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHIZFEEBALES. TAINY T I&
SlEHmERIELET,

RES Environment Management

Projects

wironment Project Management

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 * DemoUsers

project project1 @ Enabled ® Budget Exceeded = DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD,

USD, Forecasted: 394534 USD * ProductUsers

FEZZETHILENHBHRR. AVY-INICR>TTFEHZHRELEI. RES ATEENEBY
ICBBDETICRKRI5DANBDBENBYVET., izclk, 7O IV N EZHmELTTFEZENICITS
CEETEXRT,

vy a3 ERE

v a ERBE, BV ERRBRETANTDIEOORETA U EZTIT 17 BRERZRM
LET, EBI-HY—&LT, 7O IV MNREATA VRS ITA 72y a v aERBLUER
TRzl —ICFFAITEET,

NEY D

« AV AR—R

e Vv al

« V7RNDITARY Y (AMIs)
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XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R
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Y2 atEBRAYIAR—REF, EEEFEIUTICEITZ Vv IEI—ZRELET,

1L AVAEVADRAT
vy arnirgE

N—A OS

70Uk
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE LY a>THEREZ7 LRV
JLEY,

2. v arEBRL, 7723 X Z1—%2FEALTATZTVET,
a.tyv>arzBlETS (E\HT)

v 3a 100
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b. Bilt/RKIEEY > 3> (B )
c. MHlfFEILE/MRIEEY > 3> (EET)
d Ev>3a> o7 (EHA)
e. Y>3 omFKRT (BH)
f. Ev>a2 (BEA) OAJILA
9. Y7 RNTITARY T DERK
3. v a oER EERLTHLLWEY IV EERLET,
4. ZETEY > AV EREREL, REEARL—TFTAVIZATLATTANRIITLET,
5 Ev>aHEEBERTDE, FHNIRTENET,

Y>3 EERTS
1. Y23 oEREERLET, ILWRETFAINY TORBBE-FILFHEXT.
2. FLLWEY>a>oFlZEANLET,

3. (FA7<3> ) Show Advanced Options ZF/ICLT, H¥7ZXY NIDX® DCVEY>a>raA
TREDEMDFMEZEELET,

4. [Submit] Z&IRL T &L,

vty 3 101
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U

r

___Storage Size (GB)
EP% 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

Enter the storage size for your virtual desktop in GBs

& )
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vy ar ot

v avARNYS, Y2 aVBEBERLTEY a0 ERRLET,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

V7RI ITFTARY T (AMIs)

® Note
TREENTVS CentSO7 V7 RNTITARY UV %2RITTSICIE AWS GovCloud (US), J
VOENIEEETHT 2 N AWS Marketplace ZFEA LT A AMIICH T RS 47554
ENFHVUET,

V7RDITARY IR—=TH S, Amazon XA X—2 (AMIs) Z2EL 12V, BEFD A X—2
ZEELLEYTERT,

Y7 RNITITARY T (AMIs) 103
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RES D Virtu s > Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. BEOVYIRNIITARY VERETBICE, ARL—TFTAVISATLAOROAY TH I ZE
ALTOSTZ74ILEIVITLET,

2.7 RIJITARY VDB ZRIRL T, ARXRYIVDFHEMZERRLET,

B YIRIVITAEY VEBRLIES, TUOYIUXZ1—%2FRALTARY VZ2imEL. ARV
V702TONCEIVETEY,

4 VITRNIITAEZY VDEFGRE2FERTIRE, HLLWARY VZERTERT,
1. YV7RNDITARY VOEREZBRLET,

2. ILWITRIITARY VOFMEADLET,
3. [Submit] ZZIRL T EZE L,

VI7RNIDITAZY T (AMIs) 104
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r 3
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

Cal s [H (] H b L £l Lo 4 L
\J 7 |\'_j T TZ_&\TbL(RME’ILGUIC 'JI UJCLL.: TUT LTS SUTLVWAT © oldach 105
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JOPIONIVIRIITARY D& HTS

FLWIYTRIITRARY VRERTRIEER, RV VETOSIVNCENSTHIENTESE
T BRYIOERBICARY V27O IV NCEMTZHEN HDH5EE. XOFIEEZEITLET,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHE TR ENTE
£

1. Y7RIDITAEYIR=DASTOZIIVNIEMTIHBEN HDYTRNIITARY VZE
RLZET,

[Foav] &8RULET.

fRE] 2 BIRLE T,

Z7AYISNROYZEI EERLT7AS IO N ERRLET,
[Submit] ZBRL T EE W,

o & w0 DN

AZYVDFMR—IHABYTRIITARY VERETDIEETERT,

Y7 RNITITARY T (AMIs) 106
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

VIRDVITAEZY VDFHERTTS

YIRDITARYDVARNES, Y7 RIDITARY VBZERL THMERTLER T, FlR—
NS, WEEBRULTYTIRNIITARY VERETDIEETERT,

TINY T

TFINY TNRNZIICE, RETFRAINY TICEERGFSAEXY E—DRNT T 1Y INFRRENET,
CONZFLZFERALT, RAMNEOTITAETAZERTEET, VDRANRZRTIZEA AR
ABEOTVTAETANRREN, VD Y2 AV RTIZRETHOEY S AT IOTAETAH
RRENKT,

FNv T 107
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s and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions .
"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) "port” : [

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

TFAIRNY TERE

TAIRNYTRER—DZFEAL T, RETFAINYTIIBHEFTSNIZVY —RAZRETESR
T, U—N—2T TR, ROLSBREILT IV ELATEET,

DCVEY>3aZTF7ARILZALT TN
DCV Y2 azsABENICIIMENDETORE, ChilkY), FRAINYTEY S a2 ORE
BREEEIT, DCVITZATURELERDITISUOHLSs0HEY I IVHFHAUSKET,
TARILEALTINDES

TARLNVEBENF VAT NCRHETNDITORE,
CPU EREOL & WM ME

TARILERBENDS CPU EAE,
A—Y—HEYOFashiztyay
BeD1—H—NHN—EBIZEDO2DZENTEBD VDI YA OH, 1—F—HNFZOERLEIZES

&. My Virtual Desktops R—ZASHFHLWVWEY IV ZRRETELLLBZYET, v arR—
DhostviaraRBToMEER. COENEEEZZTEEA,

RARIL—KRVI—-LFAX

REFAIORNYTEY>a2OIL—rRVI—-LOTTFI T AKX,
AAENIEAV ARV ARAT

CHORESIRIETRETEDAN VARV ATFIV—EHALAADIVAN, 1 VARVATT X
J—EA VAR AY A ADEAEDEOEENRITFTANSIhET, L&A, "mr7as &1

FAINY TRE 108
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ETDE. MMa77I)—DIXNTOFA AN VDI Y IELTRERBTEDLSICHYE
T, 'm7a.24xlarge' ZEEL EHE. VDI EY 23> &L TRETE % DIE m7a.24xlarge D& T
T, cOVANE, REAOIXNTOTOPIVNIRELET,

res-beta08 (us-east-2) <

Virtual Desktop Settings

RIEEE

RES OREBEEE LV aAVAS, EBEI-H—RBMRBLCIV>ZF7UI7O02 IO MNALCS
HENEREBEZERBLVEETEXRT, chSOREICE, OAVEI—F12TVY—A, Ab

L—>, TOMOMBELTDVR—X RN ZEEDHRENTE, IXNTRLAREBENICHYET, 1—
H—F, 7O OB ENEHZBLITRSICChSOREZBRES IRV HDARNAATED -
., HOTAOS TV RNPREICEEZEAD LB, YU1-23 2 0R%R, TAN, REZEGE
TS ENTERT,

N =R

- BEAT—2RA

- RIBRTE

« [I=%—]

« JIL—=7

7027 h

TOAFARI S —

J7ANATLA

AFrv 7 av hOERE

Amazon S3 /N7 v b
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RIRAT—FA

REAT—ZAR=TJIZE, BERRNICF7O/MENEV TRV ITERANRRENET, ZhiC
k. YV7h2I7N=232, ED1-ILE, TOROIATLABHREEDVERIEENETT,

Research and Engineering Studio 4 | & demoadmind v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10 @Stack @© Deployed © Not Applicable o default
Directory Service directoryservice 2023.10 @Stack © Deployed © Not Applicable o default
Identity Provider identity-provider 2023.10 @Stack @© Deployed © Not Applicable ¢ default
Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default
Shared Storage shared-storage 2023.10 @Stack @© Deployed © Not Applicable o default
Cluster Manager cluster-manager 2023.10 @App @© Deployed @© Healthy ¢ default
evDI vdc 2023.10 @APP @© Deployed @© Healthy o default
Bastion Host bastion-host 2023.10 @ stack @© Deployed © Not Applicable * default

Infrastructure Hosts @

Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |
res-demo2-bastion-host bastion-host @Iﬂfra 2023.10 mb.large us-east-2a @© Running 10.1.3.148 3.145.1¢
res-demo2-vdc-controller vdc @App 2023.10 mb5.large us-east-2a @© Running 10.1.129.105
res-demo2-vdc-broker vdc @Iﬂfra 2023.10 mb5.large us-east-2b @© Running 10.1.149.12
res-demo2-cluster-manager cluster-manager @App 2023.10 mb.large us-east-2b @ Running 10.1.155.249
res-demo2-vdc-gateway vdc ® Infra 2023.10 mb5.large us-east-2b ® Running 10.1.153.135

IRIRRRE
RERER—V IR, ROLS>EHBREOHMARREET,

- 2%
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SRE7OES3a - I LE1—YY—0E8EBEI Y —BXEX-IIBEDEHRERTLET,
DITJR=BRILDEZA NILEBEETFANEZRETEET,

- ID7ANAE—

UOINBA VAV AT —RABEDERERRLET,
« XY RKND—Y

TORAADOVPCID, 7L74YOA)ANIDsZERRLET,
* Directory Service

A—H—BENARDT—ROTITATFALINIREES—ERTHIV RN —IL Y NI ZR—
¥ —ARN ZRRFLET,

14—

TOTATTFA4LIRNIDASARENEIRNTOI—HY—HNI1—H-—-R—-—JICRRENET, 1—
H—&k, HBEOEREDRIZ cluster-admin I—H—IC k> TEAETNET, FIPHI—HY—REDOFMIC
2VWTR., T, ZSBLULTLKETVEETA R,

® Note
ERER, TOTATBI-F—0ty IV OREERTEST, FT7ALRTH, TA
TOI—H—RERBELT AV THETET VT A TRECBEVET, 1—H—13
FOTATOBEE, YT AVERRT IR A VA THLS CHELET,
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- Research and Engineering Studio 4 | & demoadmin4 v
— RES Environment Management @
Users O 02}
Environment user management Set as Admin User
c Qs Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

A=Y —R=IH5, ROZEHNTEXT,

1. A—Y—ZKRELKT,
2. A—¥Y¥—HKZ2BRLES, 7U23a2AXZ1—%2EALTROBEZITVLET,

a. BEHEI—HY-ELLTRETS
b. 1—HY—%&MCTS
gIN—7

TFOTATTFALIORNIADASABRENLEIXRNTOTIIN—TE, FINL—TR=DILRRENET, 7
W=7 ORELEEOFMCOVTR, ") 2ZRLTKETVERESNA R,

gN—=7 112
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management Groups (6)
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

TIN—TR=IH5, ROZENTERT,

1. I—¥—FL—TERELET,

2. A—H—YL—THEBRUES, PUL3VAT1—%BALTII—T2EHE-FAMCL
£7.

3. 1—Y—Y\—TRERTHE, BAOTRCHZI—H—~AERBELT. FIL—T01—
Y—ERRTEET,

70T 0h8

J7OIORE, REFAINY S, F—L, FEOEREFRLET, 7O IV N EERTDE
Tk, BEl. A, RERZREBEOREZEHZELET, 7O I IoNCREE. OB —F1429T
UY—ADBRATEHAX, YIRIITAEY Y, Y RD—9BERE, 7OCIINOBED
EUEBETEDIICHARINAARTED 1 DU LOBENFSENET,

N=X7

s JODIVNERRTD

e JOI OV NEERTS

s JODIVNERETS
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« Z7O2 IV MADOZT DEBME K IFHIBR

« O IORNCBEENTSNETZZALNSATLERTTS

- BBTUIL—KEEBNTS

JOI V9 NERRTD

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

TOVIYVREY Y 1R—RICIE, AIATEETOYIYRNOUARFRRENET, 7OJITH K
YT 1R—RAS, RO ENFTEET,
1. BRRTA—LREGALT 7OV IV NERRTEET,
2. 7OV IV NEBRTBE, FUYAVAZ1I—%BRALTROCENTEET,
a. 7O IYNEFEETS
b. 7O T4 QTN E =ML
c. 7AP IV RNRIEEH TS
3. 7OVIVNOERERRLT, HLLIOD I I NEERTEET,

J7OTI O NEERTS

1. [77O2TONEER] Z2BRLET,
2. ZOIVRNOFEMEEANLET,
70T 8D}, TOANESDZEWNRTRDLEHICEATES )Y —AXTTF AWS Cost

Explorer Service, F#ICOVWTk, "1—HY—EEOIARNESRXTOTIT 171 2SR
LTLKEEL,

AR ErN N 114
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/A Important
ERRIZZOPIINIDZEETDERTEXE A,

HRATIVOFBICOVTR, T ZZRULTIKETVEST V7 L—hZEMNT S,

(A723 70T I7MOFEZENCLET, FEOFMICOVTR, "1 22RBL T
EEVWIANODEZRD T L FIH,

R—=—LTALIRNITTFANDATALR, RBER—LTFANLNIATL(F7 2L
N ). EFS. FSxfor Lustre, FSx NetApp ONTAP, £/IE EBSAKRU1—LANL—0VWTh

NEFERTERY,

HER—LT 7AW AT L, EFS, FSxfor Lustre, & & U FSx NetApp ONTAP (&, E#H 07
OIV R VDIsETHETEDZEIDFEELTLSEEW, L, EBSRUI—LAKNL—
SHATTa TR, FOTOSIIOMNDODINTOVDIIC, D VDIs £ 7O TV NETH
BEhBVWHEBOR—LTFALININFMBETT,

Create new Project
Project Definition

Title
Enter a user friendly project title
Project 1D

Do you want to enable budgets for this project?

e

Resource Configurations

Storage resources
Add file systems and/or 53 buckets to the project.

[

] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs]

] ©

» Advanced Options

AR ErN N
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5, A—¥—XJ)—7CEYEO-)L("7AJ T MXIN—1 & & "7OZ IV NEE, )
ZEN)ETET, BFO—IARITTERTOAVTF7ANOTIOEAHFAZO77AIICD
WTRE, "1 ZZRLTLSEZ W,

6. [Submit] EERL T &L,

Create new Project
Project Definition

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems
Select applicable file systems for the Project

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group
Remove group
[ group_1 v ] [ Project Member v ]
Add group
Users Rol
Select applicable users for the Project Choose a role for the user
Cremmreir)
[ useri v ] [ Project Member v ]

TAOSI VRN ZmETS

1. 70TV KNJVARNTZOP IV MNEEBIRLET,
2. Actions XZ1—7»5, EditProject Zi&RL £7,

3. EHZANLEY., FEZEMCIZHBERE. JAMOEZRZVJLHME ", 282RLTLKE
TV, FRATIDOFMICOVTR., T ZBRULIKECVEST VT L—hZEMT
2o

4. [Submif] ZBIRL T &V,
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Edit Project
Project Definition

Title
Enter a

user friendly project title

( Project1 J

Project ID

Enter a project-id

rease alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

( ] ©

Add Security Groups

Select applicable security groups for the Project
( ) ©

» Linux

» Windows

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group
emove group
{ group_1 v ] { Project Member v ]
Add group

Users

Role
Select applicable users for the Project

00se a role for the user
Remove user
M ]

[ user1 v ] [ Project Member

(o) €D

ZJ7O2IT9 MNAOZRT OBIMNE - IEHEHIBR
TOSIORNEZT R, TOTOSTI IR THERENLEIRNTDA VARV AICRT RS STET,

1. ZO2TORMJARNTZ7OPIOMZBRULET,

Actions X_Z1—7/'5, Update Tags ZiBIRL £,
2TDEMEERL, F—DEZADLET,

2TZHKRTBICE, HIRTZZITOHEICHS THIBR, ZBRLET,

w0 D
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J7ODIORNCHERGSNETTAINATLZRTTS

70TV ZBRTDE, BEAOTHICHI V7ML ATLARAVZRREALT, 7O I
BENTSNET 7ML ATLAERRITERT,

Projects @ G ) CIXED

Environment Project Management

Q search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - ¢ |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BETF7L—NZEBMNTS
TODIORMNZERELEIRETDEERE,. 7O T IORNRERNOT RNCANAT a2 = EH
LTREBTTL—hNE2EBMTEXT, BBT7L—KNK, EF2UF4T)IL—=7", IAM KRV
—, BRBAIUIZNEEOBMOBREZ7OSIIVMNAOIXRTOVDIA AR AICERHLE
9,

R —OIEM

IAMARD) S —%ZEBMNMLT, AP IIVRMOTICTF7AAMENETRTDA AR ADVDI 7O

AZFMHTERT, RUZ—ZAR—RITDICE., RUZ—CROF—EEORTZ22TFTLE
ED

res:Resource/vdi-host-policy

IAM O—J)LOFRICOVTRE., "IAMORUS —ET IO A 25RBLTLKEEL,

AR 7N N 118


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Research and Engineering Studio I—%—HA KR

tFaUF4TI)—TDEM

tXa1UF«4TI)—T2ENMLT, 7OIIOMNAOIXRNTO VDI A VAR ADHIT—R EH
ATF—REHHTEERT, EF21VTA4TIN—T2FR—RTDICEF., EF2VF14TIL—=TI1CK
DF—EEORTERITFHLET,

res:Resource/vdi-security-group

LFI1VFA4TIL—TOFHMCOVTIE., "Amazon VPC 1—H—HA RAWS , ® "E=F21UF 4
IN—T="FERALTVI—AANDODRNT T4V O &FHTE, 2SBLTLIEETL,

BEBAVVTNEZEMNT S

T7OIORAOIRNTOVDI Y I THEBITZDEHFAIV I N ZEMTEET, RES &
Linux 3 & ¥ Windows D AV V) 7 KA EHR—KRLTVWET, ROV RNERBEITZICIE. XD
WIFnhZBIRTEET,

VDI OBBRFICAI VT N Z2R1TTS

COATavik, RESHEFXFEFRAAMN—=IEERTITSHEIC, VDIAAZADKETA
)7 NERBLET,
VDI ARREESNTVBRBEEICRAIV T NEETTS

COATTIAVIE, RESRENTETERICAVUTINEZRKBLET,

AOVTRNE, ROFAT>arzHR—NLTVET,

AT VT NERE Bl

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
A—AL774) file:///user/scripts/example.sh

BIBICIE, AVNTRYShIzEIHZEREELXT,

AR ErN N 119


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

70219 NEEDHI
FOEAFFAIRI > —

Research and Engineering Studio (RES) ZA 3% &, EBI1—%—F. BRLUEI-Y—IC. B
PHABIRDTOCIVNZEETRLOOEBMOT IV EARAZRETIHARLT VAFA7O
77ANEERTEET, F7OC IR, FTOMBRICAARIAATES 702 0MX
YIN—1 ETTOPIVRNRAEBEI O2O200FT7 AN NOTOELAHFATOTZ7AINFBYIET,

RE, EBERT IV LAHFAI7O7 7MLV EEALT2 207 7 AFAOIL 732 2R/HET
EFXT,
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1L EBEENLEI-—Y—F7O0I N0 —F—PT)—TZEMEEGHRTEDLSICT
2 "TOPIORAIN=2YTOESH, & BEENEI-Y—AFTOPI RN EBNRLER
BYHICTERLSICTD "TOPIIVRNAT—RADEH ) TEHENDTOD IO NERT Y
T AR,

2. BEENEI—HY—A7O0IOMNAIC VDI EY S AV EZERNTEDRSIZTS Ty 3o
B & BEEN DY —A7O0P I MO0 -0ty > a2 ZERTLZERT
TERLSICTD "ROI—HF—0OtEY2a>OERMKT L TEHENSD VDI Y a2 ERT
AR,

ChiZ&kY), EBEERRREAOEEZEUAOI—H—ICT7OC IV M—ADT IV EAHFAZEET
EXT,

N =R

c ZJOSIVNEBOT I EAHT

- VDI Y23 VEBEQOT IV EARA

s FOERAHFAZO77AIINDERE

s F7ALBNOTORAFAZO774)

- RESR

s FRONYZHEZO774)

Z7OI YV NEBOT U AFA
TOSIORXYN— Y TREH TS

COTORRFAL LY, FEENEEREMNOI—Y—R, 7OD TIPS SI—¥—%
ERTL—TEBMBLOHBTEE T, FE, FOLARATO77ALEREL, TO7O
IIINOBOTRTOI—H—E I L—TOT VAL RLERETHELTEST,
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

J7OIVRNDAT—RAZEFHTS

COTIVEAHAAICKY, FEEhEEEEUAOI Y -G, 7O I I M-20F7 023
VREVEFERALTZO IV N ZBNREREMCTERT,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
Up_-
Projects

VDI tY > a > EBOT VAT
v aEERTS

11— —5A" My Virtual Desktops R—TI A SHEDO VDI Y2 a2 Z2RETES A ES H ZHIH
LEFT, chZENICLT, EEEUNOI—H—IEO VDI Y a2 2R8I TELRVKRS
CLUET, I—H—EVWOTERBO VDI Y2 I 2FEEBLTKRTTEET,

EREUNO IS —ICEY 2 a2z ERITRTIOEAHFAN BEWEE, HILWREAFAINY
T7ERBIIREVIEE, RICRTLSCEMIBYET,
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Virtual Desktops

test2 © Connec t

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

HOI1—H—Nty>a> EaEERERFKRTTD

EREUANOI—H—NERMOFES—23a2RAUAS5EYIIAVR—DJIITIEATES &
SIELET, chsDI—H—Fk. COTTEAFANINEEATVR IO I MTHOI—
H—_OVDI Y avERBTEET,

EBENAOD I —HIEOI1—F—Dtyva> ez THT7IOEAFAZE>TVWRIES.
EAlOFES—2asRAICE, RICRTEDICEYaVEBOTORYS I IONER
REhFET,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions
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BEBREZEUAOI—F -1 —F—0ty>a aERTZT IO EAFAN ZWVEE, £EEO
FTET—=232RAVIEE, RERTRSC Y I VEBFRRENELA,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

FOEAFAZ7O7 71 OER
RES BEBEW, KOTFIYIAVERTUTCTIVEAFATO7 7L EEBTEERT,
TORAFATO7 7ML E—BRTRTS

Research and Engineering Studio >V —IR—2 T, EAOFES—>3aRA(UTTFI1
AFA7O7 74N ERBRLET, COR—=DHS, POLRABFAT7O7 714 I 2EK. FH.
—BRT. k7R, HIRTEET,
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| Research and Engineering Studio PN & admin1 v

RES RES Perm| (6]

Permission Profiles ©)

v Desktops
P Create and manage permission profiles.

My Virtual Desktops
Shared Desktops

File Browser

Profile name Description Creation date Latest update Affected projects

SSH Access Instructions

(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2

(@] UpdateStatus test 3 weeks ago 3 days ago 1

4

Session Management
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions

Software Stacks

Desktop Shared Settings

Debugging

Desktop Settings

v Envir
Projects
Users
Groups
File Systems
S3 Buckets

Permission Profiles

TOERAHFHATO77AINERTTS

1. XM2VOFORAFATOAT7FAIMR=—IT, RRIDTIVEAHATOT7 7ML OEF ZER
LEXT. COR=DHS, BRUETIVEAHATO7 7 AN ZREXRIZBFHIBRTEEXT,
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ES Per n Profiles Projec

Project Owner

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status

@ Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled

2. TORAFAZ7O7 74N ZREEALTVRTOPI VN ERTIRICE,. REEZZT37O
SIONRTEBRLET,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0
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TORAFA7O7 7 AN EHEKTS

1. XA2OFOEAHFAZTOAT7ANNR=2T, JO7 7AIILNOEREERLTTF IV AFA7O
774N ZERLET,

2. TOERAHAAZ7O77AIIOEBREHRAZALL, COTOAT7AINICEVETED I —F I
FIN—TNEITRTIOEAFAZBRLET,

Per on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project
(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
c Create/Terminate another user's session within a project

ste a session within a project ea
(0 ] (@ ]

TOERAHFAATOT77AINEwRETS

« XAVOTIVEAHFATOT7FAINR—=IT, Z7O77A4IIOEICHBHZIUY7LT70O
77A4NEERL, TUo2avzBRL, JO7 7ML OREZERLTEOT 7 EAFAT 7O
774N EEHLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project.

o S o

VDI session management permissions
Create session

Create/Terminate other's session

o

TORAFA7O7 7 AN ZHIRT S

« XAVOTIVRAFATO77AIIR=JT, ZO77A4IILOEICHZDMEI )y oLT70O
77ANEERL, TUO2avzBRL, 7O7 7ML OHIKRZERLET, BEO7O2 IS
NTEAEATWAT7IOEAFAZ7O7 7ML HIBRTEERE A,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

¥ Environmen t Management
Project:
Users
Groups
File System:
S3 Bucket:
Permission Profiles
Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

IXNTORES 7O IV, JO-NILEBENRETED 2 20T 7FILNOT I EAFHT
Z7O77ALAFHBLTVET, (512, JO-NILEBEZZ7OD I IMOHFLVT I ERAHT
T7O77 AN EERBLVEETEERT ). AOKRE., "7OVIIRXIN—, & 7020
FIEEI OF7ANNOT IO CAFATOT7 7AILTHAET DT IV EAFTZRLTVET, 7O
EAFAZ7O7 740, BRCTOPIIVRNOBEOI—H—ICNHETZIT I LAHAR. BFHE
TRT7O0CIIONCOKBERENET, JO-NILEBER, IXTOTOPIIRNTUTOINT
DT VEAFAZHEO>A—N-1—H¥—-T7,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEEZD

v arzE
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Q—H—H1 K

T O AR

o1 —%—n
v aaE
R/ T T

70T ORMX
IN—YvTD
B

J7O0I0K8A
T—RADEFH

S

EHRTERTT
EFT,

70T RA
THRIOI1—HY—
NDtyv>ae
ERELEFRT
LET,

7O TORNIC
BEE s h
r1—Y%—-&J
N—TZ%ZFHL
£9,

70T K%
BWELEED
ICLET,

70T O0RMX
> IN—

ZARPZESsN N}
"E

REORACKY, EBEQFIINTOI—H—-CR/LTIO-NLICENCEZDT IV AHFAZRE
TEEY, CchlllF. 774N T SO T IORARTFRAINY T T IO RAFABEDT VAFAH

BENET,
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. .
Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the
environment boundaries can be modified in roles and profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'

v File browser permissions (enabled 1/1)

O Access data
File br in the navigation menu and access data via web portal.

v Desktop permissions (enabled 12/12)

@ pisplay @ Keyboard @D clipboard Copy
Receive visual data from the NICE DCV server nput from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dlient clipboard

@ Pointer @O Keyhoard sAS @ clipboard Paste

Requires Keyboard p ons as v
Mouse File Upload
p
nput from Upload files to the session storage

m the client mouse to the NICE DCV server O Screenshot
Save a screenshot of the

@ Audio Out @D File Download
Receive audio from the NICE DCV server to the client Download files from the session storage

v Desktop advanced settings (enabled 8/8)

@ Audio In @ use @D Web camera

Send audio from the dient to the NICE DOV server Use USBE devices from the client Use the Web Camera connected to a client device in a session

@ Printer @O smartcard @ Touch
Create PDFs or XPS files from the NICE DCV server to the client Read

j the smart card from the client Use native touch events from the client device

O stylus @D Gamepad
nput from specialized USB devices, such as 3D point ng aevices Use gamepads connected 1o a ient computer in a session

T77ANT SO T ORADRE

ERBERF, 77AINTZOHOT IV EAFATCT I RAT—REAVEERATICHNYERD L
ATEET, TUVRATF—ENFNFTILB2TVREGEE, A—H—RBITTR=FINCT7AINT >V
Yres—>areERRET, JO-NLITTFANSATLILTEY FEhizTF—227Yy70—R
FERAIVVO-RTEERA, TUVEAT—RZ2EBWCITRE, I—F—RBIITR-ZILDT7
ANTZOHFFESF—>2a2 LT IORALT, JO-NLT7FANDATLILTERY FEh2T—5
ZT7Y7O—RELEFFIIO—RTEET,

TOEAF—RMEEZBMLTHSEMICTDE, JI7R—2JIICEKICOF/LTVWRD1—
H—F, WHTEIR—JICHDHEETE, 774N 2T Y 70— REFLEFEADVO—RTELELEZY)
F£9, T8I, R—ZEEHFHIHEFES—2a AT 1—REFRETNELBYET,

TRAIONY T T O AHADRKRE

EHERFGTFARAINYTOTORAHFAZAERGEATICTUYEZT, IXTOREED VDI #aE
ZJO-NINICEEBTEXT, ChSOT7 IV EAHFAOINT, £LEY 7y N2EALT, 7
AOKNY 72 HBL VWA 1I—HY—ANRITTERTIVIVIAVERETHDTFTAINYITHEIO774
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LWEERTEET, TAVNY T T O RAFANBEMCE>TVRHE, TFTAINYTHETOT 7
AINORIETRT I ELAHATRIBBNICEDCZYERT, chSOTIEAFAICE "JO0-NILIC
BN EVSTRIUNIFHSNET, EBENCOTRINYTTIOEAFAZBERMICILTE,
EEENFEHTEMCTRZERT, TRAIMNYTHETO77ALNOT VAT TR EMOERRICAY)
£

TFAOKNYTHETOT774)

EBEFIHLVWIO77AILEERLTHAZIAATERS, ChSO7O77AIILICRTIRNTO
A—Y—HIFTOLATE, Ev2araol—H—EcHEITIEEICLFEATAET,. chsn7’O
T77ALATHEEND 7O EAHFTOFAKKE. JO-NLCHTEhDFRINY TT IR
AZzBADCERFETEREA,

77077 4L OERK

EEEZE. 7O77MLOEREZBRLTHLVWIO7 7ML EZERTEET, RIC, 7O7 71
B, JO77ANOHRBZANL, BEBT IV ELAHAZREL. EEEZREFTEXT,

Project roles Desktop sharing profiles
-
Desktop sharing profiles © Create prafile
Manage your desktop sharing profiles
[ Q, search ] 1 &
Desktop sharing profile ID Title Description Created On
(@] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
O observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 F
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r Profile definition 1

Profile name
Assign a name to the profile.

[ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[ )

Permissions

Permissions granted to this sharing profile. Te enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ pisplay @D Keyboard @D clipboard Copy

Receive visual data from the NICE DOV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @D Keyboard sAS @ clipboard Paste

View NICE DCV server mouse pasition events and pointer shapes Use the secure attention sequence (CTRL+Alt=Del). Note: Copy data to the NICE DCV server fram the client clipboard

Requires Keybeard permissions as wel

@ Mouse @ File Upload
Input from the client mouse to the NICE DCV server O Screenshot Upload files to the session storage
Save a screenshot of the remote desktop
@ Audio out @D File Download
Receive audio from the NICE DCV server to the client Download files from the session storage

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

ZT7O7 74 0wE
TO77AIIN 2RETHICE :

BERO7O0774 )2 8RLET,

2. 7U02avEERL, mEZBRLTIO7 7ML EEELET,
3. BEIIBUTTIVEAHFTZRAELET,

4. [Save changes] (BEEOREF) 20UV ILET,

-_—

ZT7O77A4INICMAShEZEERR,. REOA—7T>tv2a i is<ICBRAENET,
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Project roles Desktop sharing profiles

Desktop sharing profiles ©
Manage your desktop sharing profiles.

[ Q. search ] <1 @
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1
4 3

1

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1 ]

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[ ]

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay @O Keyboard (® clipboard Copy

Receive visual data from the NICE DCV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @ Keyboard SAS (O clipboard Paste

View NICE DCV server mouse pasition events and pointer shapes Use the secure atrention sequence (CTRL=Alt+Del). Note: Copy data to the MICE DCV server from the client clipboard

Requires Keyboard permissions as wel
@ Mouse @ File upload
Input from the client mouse ta the NICE DCV server @ screenshot Upload files to the session starage
Save a screenshot of the remote de:

@ Audio Out @ File Download

Receive audio from the NICE DCV server to the client Download files from the session storage

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)
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774N AT A

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

T7P7ANATLAR=IDAS, ROZENTEEXT,

1. 77A4LSATLEZRRLET,

2. T7PANATLZEBRLES, TOAUAZ1—2EALTROBREZITVET,
a. 77ALNSATLAZ7TOIIRNIEMLET,
b. ZAPIVKNNSTFANIATLZHEIRTS

3. HMLVWIFPALNSATLZFYR—RLET,

4. TT7ANDATLZERTZE, BHOTHICHIRAVERREAL T, 774U AT LD
ERRTEXRT,

NEY D
« 77ANATLDAR—R

T7PANDATLDAR—R

1. 77ANSATLDFR—REZERLET,

2. ROYTHEIVASTFANIATLZEBRLET, T—HIE. EBMOFHEI N TREASE
nEd,
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86bbd5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. 77ANSATLDOFMEAALET,

® Note

TF7#)LRTR, EEELTODIVMNREER. HILLZ7OD T I N DOERKICH—
LTT7ANDATLAZBIRTEERT, ChEBRTWREITZD LR TEREA,
J7OPTIIRTHR—LTALINVELTHEATDTITAINATLR, XTI KT A
LORNUNARZ CBBRELTAR—RIBDHBENHV)ET /home, ChIZKY), A
R—RENLETF7FANZATLANFR—LTFALINIOTTAINATLAOROY 7H
DOATIAVICADENET, COBER. TOP IV NMIRERTFShEZI—Y—
DHA VDIs ZENULTTTANIATLILT IV EATED S, 7O TV NETT—
REDBMIBDDICRIUEET, VDIslk, 77 AN ATLDFVR—F 12 JHICER
ENIENDURRAVNCTTANSATLZEITNLET,

4. [Submit] ZERL T &V,
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4
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AFv7ay NOER

AFv72ay hNERR, REBMTT—REREFHLVBITIZTOLAEH[RILL., " EMHECER
MERRLET, AFV T2V hefFATRE, REOREZREFL., BUREBOHL VIREIC
T—REBITTERT,

RES Environment Management

Snapshot Management

2
1
Created Snapshots T © C=y
Snapshots created from the environment
[ Q, Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records
4

N 4

Applied Snapshots ©

Snapshots applied to the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23y NEBR—=INS, ADENTEET,

1. ERENIEIRTORF YTV REFTDAT—RAZRTLET,

2. AF VY7 IV RNEERLET, AFVY 723V NEERTZEIC, BYBETIOEAHFATZ2ED
INTY NEERTHAHENHVY)ET,

BBRAENEIXNTOARAFTYT2IaVINEFTFOAT—RAZRRLET,
4. AFv7ay NEBRLET,

hEY D
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« AFv 723y NEEKTS
« AFVT7 T3V hZEAYTD

AFTv72ay NeEERTS

AFTVv72ay NE2ERTDHEIC, DEZETVEAFTZ Amazon S3 /AT Y NCRHET I HEN
HYVET, NTYRMNOERICOVWTIEE., "TNT Y hZ2ERTSD ) 25RBLTLESV, NTYND
N=23a-_2TEH—N—TIOCAOOJRERZEZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,

(® Note

D Amazon SSNTY RDZAT7HA40IIIEFE,. ERATEEEhELEA, IV—ILHLS
NTYRNDTZATHAOINEEBTHILENHVYET,

NTY NCTOEAFAZEMTSICE :

1. NTYRVARDSERLENTY NEBIRLKT,
(7O AH#A 2T 2BRLET,
INTY RRUZ—] T [fmEE] ZBRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEMATSLEE
W,

w0 N

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

THR—REATVBRREN—DIOXFIHNFHVET AWS, &
MM DOWTIE, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly 2R L TS E&E L\,
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JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"
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}

AFTVv7Tavy R NaEERTDICE

w0 N

[AFvT7>ay NOEK] ZERLET,

ER L 7= Amazon S3NNT Y ROBHIZADLET,

NTY NAIZRFY T3y NeRETBINAZANDLET, flZF. october2023/23,
[Submit] Z#IRL T &L,

r 3
Create New Snapshot X
S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.
S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.
Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).
A A

5~10 5%, AT Y723y MR- TEHEZERLTAT—RRAZHAELET, RAF+v7

>av hE, AT—XR AN IN_PROGRESS #'5 COMPLETED ICEDLZETHEMTRH Y EE

Ao

AFYvT7Tayv  NEERTS

REOATY 73V RNZ2ERLES, TOAFTY 723y h2HLLVREBICEBRALTTF—2281T
TEET, BEAATYTVIAY REZHENDIESIZ. VY RNIFHFLWRUS —ZEBNTHHE
NFHY)ET,
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AFTv7av heEERATd E, I —TORAFHA. 7O 0K, V7RI ITARY

. TOERABFAT7OT77AIN, 77ANDATLBREOTF—RNFHLVREREICEEMR TS
TAE—&hFET, 1—F—tv>a lBLTVT—hrEhFERA, AFVY 723y R NFfE
AEhade, FVY—ALO—ROEXRFEHRZTFIVILT, BCFEITIHLESH 2R

F9, LI—RHFEELTVBRFE, ATV 723V NEFLLVRETOD Y —ADERZE A
FYTLET, BEXF—Z2HETHIHE, LS5 LO—-ROBEE, HOERHNEUY —
ABHREEBYNETH), RORBZFEAL T, EEETh-FEEF—EZFOHMLLVLIO—RY
fER & " E 9: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
DApplySnapshotID&SICRAB S, AFT VY72 av hEEHRALELSETHRLETICEBBENE
EP

AFTY 723y NF7UTr—232 il AFY 723y NEUY—AOAARZEFIVILET,
FLLVIRIRTEATERVD Y —AREREhERA. KEVY—REFEDODVY—-ADFHE, ATV
723y NEEEVY—AOTARZETFIVILET, IkEFEVY—ANREATELZVES, KiFD
U—ABLTXA VDY —ANERENE T,

FULVWREABEES Y ICBVEES, FLEREXRLLEE, OJJIIL—7ICH % CloudWatch O%
T/res-<env-name>/cluster-managerfF# Ml ZHFETE X T, FOJ (3 [apply snapshot] X T
HFHYET, AFY 723y NE2BALES, thesectioncalled “AF Y723y NOBEER—IH
SFOAT—RAZERTEEXT,

NTY NCTOEAFAZEMNTSICE :

1. NTYRVARDSERLENTY NEBIRLET,
2. [PTORAFA 27 ZBRLET,
3. INTYRRUD—]T [MmE] Z:BRLEXY,
4. NTYRRVZ—CRODAT—MAV RN ZEMLET. UTOEZADDEICEERRE TS IES
W
« AWS_ACCOUNT_ID
« RES_ENVIRONMENT_NAME
« AWS_REGION
« S3_BUCKET_NAME
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JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"
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143



Research and Engineering Studio I—H—H4A KR

AFTv7Tav R NEEBRATDICE

1. RAFv 723y hoEA 2BRLULET,
2. ATV 723y NEEL Amazon S3/NT Y NOBFEANLET,
3. NTYRNAORFTYTAYRANDTFPAINNAZEAALET,
4. [Submit] BBRL T &L,
V

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10 0%, AFTv7>ay NEER—STEFEZBIRLTAT—XAZRIELET,

Amazon S3 /N VY N

Research and Engineering Studio (RES) I&. Linux Virtual Desktop Infrastructure (VDI) 4 > AZ > A
AD Amazon S3NNT Y RDON T R EHR—KLTVWEY, RESEEER, REEED SINT Y
RR7TT, SSNTYRNERESICAVAR—RLEY, 7O I VNITRYFLEY ., REEMRE
LW, N7y NZHIBRL VW TEERT,

SSNTYRFEYZAR=RIZIE, RAARBEFVR—RSINTY ROUARNFRRENET, S3
NTYREYZAR—RAS, ROZENTEEXRT,
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Research and Engineering Studio d1—H—H1 K
1.NTY hOEMZFEALT, SSNTYRZRESICHAR—RLET,
2.83NTYhEBIRL, 7023 X Z1—%2FRALTUTZITVERT,
« NTY RN ERET D
« NTY NEHIRY S
B RBRRTA—IRZEALTINTY RETHREL, AUR—RENESINTY N ERELET,

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

L0+ o>a>Tld, RES7AP IV NT Amazon SN Y NZ2BEBITBHHEICOVTHBAL
9,

NEY D

- PBEET iz VPC 7704 ® Amazon S3 /N Y MO RTREH
« Amazon S3 /N7 Y NZEMT S

« Amazon S3/\T Y hZwRET S

- Amazon S3 /N7 Y N ZHIRT S

s T3 08k

« JOARATHIORNTYRTFTOEA

« 777ANR—KVPC TOTF—XARHEHDBLIE

c NITNZa—TF4142T

« CloudTrail ®E%h{t

SEtE = VPC F7'04 O Amazon S3 /N7 Y NDOBIREZ G

Research and Engineering Studio Z 28 /= VPC ICF7OA4 T3 BEEF. LUTOFEICE> T,
AWS 7HU > NI RES Z7 704 L 2&I(C Lambda R E/NTX—RZEFHLET,
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1. Research and Engineering Studio A"F7’ A4 & hTWVW% AWS 7H V> M® Lambda > Y —

LCogd4> L&Y,

2. EWVWSEBIO Lambda BB ZE B DT TBENL £ <RES-EnvironmentName>-vdc-custom-

credential-broker-lambdas.
3. BABORERTERBIRLET,

e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview ino
Diagram Template )

| seleet a function

Related functions:

(__Export to Application Composer ) (

Download ¥ )

>-Jolo

Description

Last modified
‘ < s ® ‘ 17 hours ago
—_— Function ARN
("+ Add destination )
[#] AP Gateway @ C )
(_+ Add trigger ) Application
Function URL Info
Code | Test | Monitor | Configuratio Aliases Versions

‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Environment variables (16) Edit
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| @ Find environment variabtes 2
Permissions
Destinations Key Valu
AWS_STS_REGIONAL_ENDPOINTS regional
Function URL
CLUSTER_NAME
Environment variables
CLUSTER_SETTINGS_TABLE_NAME
Tag:
DCV_HOST_DB_HASH_KEY instance_id
VPC
DCV_HOST_DB_IDEA_SESSION_ID_KEY idea,

RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY
Monitoring and operations
tools MODULE_ID

Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation
(OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. EfIT. REZHEZZBRLTZOEIZ 32 EZRFLE
5. WEZZFRL, XOFLVRRERZEHRIZEMLRT

e F—: AWS_STS_REGIONAL_ENDPOINTS
 {8: regional
6. [R7TF] ZEBRLET,

Amazon S3/NT Y NZEBMT 3

RESIRIBEICSINTY NZEMTSICE :

1. [Add bucket (/N7 Y KRDIEM)] ZBIRLE T,
2. NTYRNA, ARN, YO RRA 2 NBEEDODNTY hD

PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

ED

o

FZEANLERT,

Amazon S3 /AT Y K
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/A Important
« BEENENTYNARN, NTVRRAU M, E—REF, kRERCEETRHERT
EFREA

e NTYKNARNICIEK, A2R—RENESINTYRNEZOTL7AYORIIDEHTS
TLTAYVIOREZEDDENTEEXT,

3. NTYREBAVR—RIBE-—RZERLET,

/A Important

s BEDE—RTOF—EZSBICEETZIFM-IOVTR, T—F08 ", 25RL T
<EZEW,

4. FHMAT> TR, VAARATHIRNTORARBICNTY NEXDRNTB 00 IAM O—
JLARN ZIEETEE T, OFIBICR>TIOAATHINNTY RTORA, VARTHI>
N7OEAICHEZIAMO—I)LZERLET,

5. (A7 23 )yNrybhz7A2 IO NIEERTET, 7O IV NEETEETEXT, £
EFL, SSNTY 270 TI0RNOBEEO VDI Y IVICNIRNTBRERETEEEA,
Z7Oa> O RFNTY MCEEFTSsShERICESE ALY IDOKNNTY NEID N
LET,

6. [Submit] ZERL TEEV,
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RES Envir

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from AWS 532 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix
Enable the system to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with the following projects. To add a new project, go to Create Project.

| ] ©

(o) DD

Amazon S3/\T Y NZRET S

1. SSNTYRUVARNTSINTY NZ2EBRLET,
2. 77:/3>)(:1_/J‘5\ lﬁ%’éigﬁbijo
3. EHEANLET,

/A Important

- 7O IO RES3INT Y NCBEERTRE, TOT7OY I NOBEOREBTRY
NYTAUTSARTZIOF % (VD) A AR AICNT Y RFNYIREhFERA,

Amazon S3 /NT Y ~ 148



Research and Engineering Studio I—%—HA KR

NTY RE. Ny " FOZ7O TV NMCEENF TS hERICOAK, 7O TV K
TR LEVDI Y aICNIRNENET,

« SSNTYRASTOZIVNOBEENRTZHERLTE, SSNTY NADT—RIZE
FELELBAN, FTRAONYTA—H—RBZOTF—RIT IV EATERBRLIBYET,

4. NTY MREORE Z2BRLET,

RES » Environment Management

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name to displa

53 Bucket

Project association

Projects - optional
Choose the projects to

| default X |
default |

[ cancel ) Save bucket setup

Amazon S3 /N7 Y N&ZHIBRT B

1. SANTYRNDVARNTSINTY h&EEIRLET,
2. FToTasXZa—h5, HIk=EBIRLET,

/A Important

« TT, NTYRSIRTOTOC IV NOBEENRTZHIBRTIHBEN HVYET,
o HIBgANRL—>32 &, SSNTY MNAOTF—RICEFELEEA, S3/NTY RE
RES OEEMITO AN HIBRENET,

s NTY NEHIBRTRE, TOEY A ORRIEHROERHAR # 1 F/) -, BEEFED
VDI Y2 ashETONTY NROABRICT IV EATELRLBZY XD,
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57— %538

RESICSINTY hZEMTRE, NTYNAOTF—RZR/RENITODIINEI Y —ICOBET
BATAVHFBYET, NTY MOBMR—I T, HABYUEA (R) £LEHARY/EERAHR (R/
W) DE—RZERTEEXT,

B ELY) A

Read Only (R) Z&RL =BE. N7 Y N ARN (Amazon VY —RAZXR—AL)DT7L 7 1Y D AIC
BEOVTF— 20BN BRAEIhET, LexlF. EEEN ARN ZFEALTRES ICNT Y hZE
ftiarn:aws:s3:::bucket-name/example-data/L., CONTY hET7OCIIONA ETO
DIUVNBICEEMTDE, TOPIVOMNAECTOIIONBRNS VDIs ZETH 1 —H—
&. NA @ bucket-name IZHBDT—ZDHhZEZHIED ENTEET /example-data, TD/\
AINDF—=RIZBFTIEATEEEA. NTYRNARNICTL 74 Y VAN FIMERTVEVEE,
NTY NEENFTNICEESFSsSh 7O IO NTRATREICEYET,

FHEL) EEEAH

Read and Write (R/W) ZZBRU BETE, LREOELSIC. NTYRMARNDTL 74 YT A
CETVTF—RoBAERAENET, COT—RICEK, BEEN SSNT Y NMIEBEXR—ADTL
TAVIOAERMTEDZLSICTIEMAS 3N HY ET, Read and Write (R/W) ZiEIR
IT2E, DARLATL 74V ORI aFRATEICKY., RoFx7>arezgs ROY 72D
IAZI1—NFRERENET,

« NARLTLT74YORIEL
* /%p
* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will be mounted

Mode

(O Read only (R)
Allow user only to read or

Crea
Projects - optional

Associate the bucket with the following projects. To add 2 new project, go to Create Project

( ) ©

NAZRLT—R7EEL

HDARLTL 749 9AIZ No custom prefixZiBRTZE, NTY NEHREZLATF—R 08
BLTEMENET, chicky), Ny NMCBEEMNHFSNAEIXNTOT7OT T MIFAEY)
BRUOBZAXRT VAN FAEIhET, HlREF, EEENarn:aws:s3:: :bucket-nameNo
custom prefixiRL &= ARN Z2FEHLTRES /N7y hEEMNML, CONTY RNZET7ODT
JNAETOPIVNBICHEERWFZE, O IVNAEL7OP IV NBANS VDIs Eif8
BI31—%—& NTYRMOEFROZHAEY)BRVEZAXT I EAEZFTSEET,

TODIIORNRILCEDTF—E2 DB

NAZRLTL 714V ORIC /5pZiBIRTDE, NTY NAOTF—RRETNICEENMITShESEE
ND7ADIIORNIEICTBMENETT, SpBHERF 7OV I—REZXRLET, LEAE. B
BENarn:aws:s3: : :bucket-name/%piBIRL Iz & /bucket DX RKRA 2V NZEFEAL T
RESICNT Y hZEBML, CcONTY REZ7OPIVNAETOP IV MNBICEERTS L,
TOIORNADOI—Y— AW /bucket ICTF7AINBEZEALENTEET, 7O00ITU b
AQI1—H¥—Blk, 1—Y—AH /bucket TEERAALET7AINERRITDEETEERT,
EEL, —9%—BA7AO2T VKB TVDI ZEEL., /bucket ZBRET D E, F—2HN 7O
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SIONCKITHBEND LD, I—F— ANERLET 7 ALFRTENE LA, 1—H—
ANBERALETFANE, 7LT4YIADS3NTY NCHYET /ProjectA’. 1—H—
BREZOYIVKBAS VDIs #EATS/ProjectBBAICNOK T I EATEET,

Z7OPIOKZE, A—Y-ZELOTF—2 58

NABLTLT74YIRIC /%p/%uZBRTDE, NTY NAOTF—ZREFE, TOZ7OC I VN
EEMTSNERBEN7OS IV NEI—HY—ICoBENET, sp ZEHEF 70TV NI—R
ZRL, FBFI1—Y—RB%ZERLET, LealE, BBEHEEGF/%p/%u, BIRLE & /bucket DX
7> KR4 Narn:aws:s3:::bucket-name%3> ARN ZEH L T RES IZ/NT Y NZE&MN
LET. cONTYRE7OPIONAETOPIVNBICHERTSATVWET, 702
ONADOI—Y— AW /bucket ICT7T7AINEBEERALENTEET, Sp PREOKDLLE D
SFIVAERERY, COBAOI—H—BIZE, /bucket 7O IIVNATI—H—AN
EZIAALET7FAIUNFERTENEEA, ChiE, 2N 7O IO REI—HY—OEAICK?
THHEIhDILEHTT, I—H—ADNEZRAALET7AINE TLT71YOAD SINTY NIC
H')EF/ProjectA/UserAN', 1——B 7O TV~ A T VDIs 2R T3 /ProjectA/
UserBBAICD&K ICT IV EATEET,

DOATHIONNTY NTO€RA

RES . ChsONTY NIBEYBRT IV EAHAN HDEE. O AWS FTHI RASNTY K
EXIDURTEXRT, ROFIATE, THADOVNADRESTREN THIMBICS3INTY B
ENIDRLIEVEEZTVET,

ATY 7 LRESAF7O4ENTVWBRTAHI NI IAMO—LZERLET (hBETHIUB
AERENET ),

1. S3INTYN(THIVRAADTIEAEMSEETD RESFHIY RO AWS IZI XN
OVY—LicHA4> 14> LET,
2. IAMO2Y—=)Z2HEEXRT,

a. IAMAYZaAR—RIZBEBLET,

b. FEF—23arRA2T, RII— ZBIRL T EEL,
3. RUS—ZERTS :

a. [Create policy] (RS —DERK) ZiBIRL ET,

b. [JSON]R7&EBRLET.
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c. RDJISONRKRDS—ZBYRTERIT(ZT7HIRNBIZHD S3NTY NOBRBI<BUCKET-
NAME>ICBEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. [RN] ZEBRLZET,
4. KU —ZWELTHERLET,

a. RUI—0BEZEEL ET (HI: "S3AccessPolicy"),
b. RUS—OEWNEHRBEITEIAS I OHREEEBMLET,
c. RU—%®REL, RUZ—DEREBIRLET,
5. IAMOVVY—)zHEET,
a. IAMAYZaAR—RIZCBEBLET,
b. TE#—23>ARA42TRoles(O—J)l) ZBIRL TKEE L,
6. O—IIZEHRKTS :
a. [A—)OER] ZBRL TS EZV,
b. EEENEIVTATADRATELTHARLEERY—&EIRLET,
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c. R®OJISONRUS—%BE)FIFET (<ACCOUNT_ID>ZTHIVNADERBOTAHI N
ID. <ENVIRONMENT_NAME>% RES 7’04 MIRER., % RESHATF7O4End AWS
|)—2 3 <REGION>ICEBEBRAET ),

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xrole-<REGION>"

1,

"Action": "sts:AssumeRole"

}

d. [RN]ZBRLEY,

7. TORAHAARIVS—ZTEYFIS :
a. HICHERLLERUS—ZRBLTERLET,
b. [RAN] ZERLET,

8. O—InRTFT, B, FEX:

a. O—J)L% (S3AccessRole &) ZANLET,
b. ATV 3T, ZTDEM ZBIRL, ROF—CLEZADLET,

« ¥—:res:Resource
- {E: s3-bucket-iam-role
c. O—)Lz®#RBL., O—ILOERZERLET,
9. RESTIAMO—/)ZEALET,

a. ERLZIAMO—JLARN ZOE—L &7,
b. RESOA>VY—=)LICOJA2L&ET,
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c. EflOFET—>32RA2T, SANTYRNZERLET,

d N7y hhOEBEMZZERL, 747—LICIOOATAI D S3INTY M ARN ZAHLF
ER

e. FMIRE-AT72a>oOROYTHIVEERLET,
f. IAMO—=JLARN 74 —=)LRICO—JLARN ZAHLET,
g. N7y bhoEMmZRRLET,

AFYT 2 THIVNBTNTY NKUS—REETS

1. PAODZRBOAWS XXX NIV =ILCHA A4 LET,
2. S3AVY—-I)ZHEXRT,

a. S3AYVIIR—RIEBEBILET,
b. TOERAZHAAITEINTY hZBRLEXT,
3. NTYBRRUS—ZwmELET,

a. FUOEAFASTZ#RL, NTY RRUZ—ZBBRLET,

b. XORVI—ZEBMLT, FHATNADQIAMO=ILIZNT Y RAOT IV EAZHAL
£Y (<AccountA_ID>ZTHIVNADEKRBOTHVNIDICEERA, <BUCKET-
NAME> 7% S3NTY ROBRBIICEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
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C.

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

[RTEF] ZBIRLE T,

TS5ANR—KNVPC TOF—XFREHDBLLIE

A—Y—HAREBESINTYRASTHAINAOHBD SSNTY MITF—REZRELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4XRX—K VPC ZRELE T, ROFIERK., 77
DRADSINTY MDT I EAZYR—KRTB S3H—EADOVPC IV RRANE, 0O
ATATYINTY REHIDEBMOTHI NEERTDHEERLTVERT,

1. Amazon VPC OV —IJ)LZHE £,

a.

b.

AWS XRI X N2V =IICH A4 LET,

https://console.aws.amazon.com/vpc/ T Amazon VPC 2V —J)LZHE XTI,

2. S3OVPCIYVRRANEERTS :

a.
b.

C.

e.

EOFES—2a RAVT[IVRRA N ZERLTLSEEY,
[Create Endpoint] (L RAR A > MNOERK) ZBRLET,

[Service category] (F—EAAFTI) T, [AWS services] (AWS OH—E X)) FBIRENT
WD ZEZHRBLET,

H—EXAZ71—J)RIC T, EADTBH com.amazonaws.<region>.s3 (AWS |J—
A r<region>ICEEMAD )., S3, 2BRELET,

JARDS S3H—ERZZBRLET,

3. IVRARAVNREDHEE

a.

b.

VPC OZBEE., IV RRA U NEERTS VPC ZBIRLET,

H7ZxY NOFEER, F7OCMFIC VDI HTRY MIFERAENZTSAR— TRV N
OlmBEERLET,
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c. DNSEZEMZITS T, A7aUNAICHBEH>TVWBRIEEZERLET, Chicky),
TZARXR—KNDNSKRARBEZIVRRAVRZRYRND—DA 2V BZ—TIAARIZBERTEE
9,

4, TOERRZFIRIBDRLSIC ARV —ZRELET,

a. Policy T, Custom Z&EIRL &7,

b. RUI—TF4RT, PTHIVKRNELERBEOTHIORNAODY—ZANOT UV 2AZHIR
FTHIRIV—ZADLET, RUS—OBIZIRICKRLUET (mybucket & S3/NT Y RAIC
BEWA, 111122223333 & 444455556666 & T VAT SEE AWS PHI K~ IDs
CEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

}
5. IVRRAVNZERLET,

a. BREZHELET,
b. [T RERALNDEK] ZBIRLET,
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6. IVRRAVNEHRILETS :

a. IVRRAVRIHAERENES, VPCOAVY—ILDODIY RRA 2232V ICBELE
ER
b. MLERLEIVRRAMEBRLET,

c. RENEAARTHDZLZMIELET,

CNSDATYTICH®2T, FHIVRNELEREBEEEKETAHINIDAOUY —AICHIRE N
S3 7Ot AEZHATBDVPCIRRA N EERLET,
NSTINa—F14>200
NTY R VDIADNY I NCKBUEAESH EERTDHE
INTY RFVDIADNY IV NCEABUERE, IS—2FIVITEDRMHAVKI2AHYET,
BLTOATY TICRVET,
1. VDIOJ #®ELET,
a. AWSNYZRIX>ROVY—=)NIcOdA4LET,
b. EC2OVV—IzZRE., 1V AXAICBEBLET,
c. BEILEVDIAAZAZBIRLET,

d. Session Manager 247 L T VDI I[C#EHELE T,
e. UTO AN REERITLET,

sudo su
cd ~/bootstrap/logs

TR, 7T—NANSY SO ZBABTEET, BEDOFHMIF configure.log.
{time} 774 LIEHVET,

TSIC, FMIC OV T /etc/messageO T 2R L TS EE L,
2. HAAZRLFIEHRT O—H—® Lambda CloudWatch Logs 2L £
a. AWS N XX RIADVY—=)LICOJA4LET,
b. CloudWatch AV —J)lzE&, OJJIL—TICBEBLET,
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C.

OJJ ) —7 ##8%ZL £ /aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

RAOCEATREAOTIIN—7T2FANX, AOJAOIZS—%2BD2HFET, chsnOJic
&, SSNTYRNENIUNTBLEOO—BNBENARALRIEHRZRET I EENREE
CBITBEFMNrEENET,

3. HAZLFIERT O—H— APl Gateway CloudWatch Logs ZHEFRL £,

AWS YR XRNOY=)LIcOd4>LET,
CloudWatch >V —J)L&RE., QOJJIL—7ICBEBLET,
OJ7)\—7 %##%FL EF<stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
BACEATREEOJTIIIL—T72R8X, OJAOIZ—2R20Fd., chsnoAJic

. S3NTY ROIY VY NMIBEBDARLFIERD APl Gateway NOJU IV TAREL
ARVAICETRDHFHHENIEENETT,

FUR=FATRINTY NOIAMO—ILREZRETDHE

1. AWS DynamoDB IV —=J)LIZH A2 (12 LEXT,

2. T—
a.
b.

3. T—
a.
b.

TILEBRLET,

EOFES—23asRAUT, [T—7IIL] &BBRLET,
ZBRRLU TGRIRLUE I <stack-name>.cluster-settings,
TILERFYLET,

[T—7MVNTATLOHRR] 2BRLET,
AF VP UNEBRENATVR L ZH#FELE T,

4. TAINEZ—ZEMTS :

a.

b.

7ANE— ZBRLULTTAIINE—TIRNIEIZIVEREFRT,
F—E—HIBLICTIIE—ZRELET,

- B F-—ZAHLET,

o T THERD, ZEBRLET,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> ZEBETEIUENHDI T 7AINATLOEICEERAET,
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5, AF V¥ #RITLET,

Run ZZRL T, 741 )L 2—ZEALTAF Y ZRTLET,
6. EZWELET,

INUNBEETDEHEEE. B IAMO—)L ARN TEHNAELKEREETIhTVD L &2HER
x99,

IVRUABFELEVES

a. [EEZFEX] ZBRLET,
b. HEOFHMZEANLET,

- key BHIZIE., &EAHULFEFshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« ELVWIAMO—JL ARN ZEEML £ T,
c. REZZBRLTEBZEMLET,
7. WDIM2VAZV A 2BEBLET,

AVARAZBREHLT, B2 IAMO—/LARN OEE%X (7% VDIs Y BENV> hEh
BLDOICLET,

CloudTrail ® E%1{t

CloudTrail >V —J)L&ZERAL TF7 AT KT CloudTrail ZE%1Z9 % (CI&.  "CloudTrail AWS
I1—4%—7 4 R CloudTrailys ®CloudTrail AV —)LZEAL ZEESHOER, ICEBEEhTWVWSFIE
L2 TLEE WV, CloudTrail &, S3NT Y NCTFVEALEIAMO—)L 258K ITHZET, S3
NTYMOT O EAZRBLET, chldk, 7O IV MNELEREI—HY—-ICVUI9EnEAV AR
JAIDICUOTEERTY,
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HmZzERTD

coto>arTlR, REFAINYTZEAL THOI—F—EATRL—232F2H0HA
AU AZI—F—ICRHELET,

NeEY D

« SSH7V+ERA

c REBEFAIBRYT
« HEFARAIKYT
« J7ANTZ0Y

SSH77tA

SSH ZEAL THABRANITIEATRICE :

1. RESXZ1—h5, SSHT7 UV EARAZERLZET,
2. TOEALCSSH XIZE PUTTY ZHEATHICE,. BEHOERICEVET,

REFRAIONY S

REFAONYTABR—TIAAND)ED1—-)E2FERTSDE, 1—H—IF T Windows Fi= &
Linux f(REF AV RNY T2 ERBRVOEBTEEFT AWS, 1—H—F. BRICAYOY—=ILETTS
DT—23 T VAL ARN—ILELOCBEENIRET Amazon EC2 A1 VAR AERETE X
T,

HBR—RNENZDFARL—F AT AT A

RES RHRE, ROARL—FT A VI ATLZEALIERBTFAINY T7ORBZYR—KL TV
£9,

« Amazon Linux 2 (x86 & & T* ARM64)

. Ubuntu 22.04.03 (x86)

- RHEL 8 (x86), # & ¥ 9 (x86)

* Windows 2019, 2022 (x86)
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N =R

« FLLWFRINY T2 RETD

« FRAOUNYTETOERATS

- FRAUONYTOREZGIHTS

- REFRAINYTZEETD

c LY IVERENETD

s REFRIOMNYTZATZ 1T

« REFAINYTAVEZ—TIAADOHEBEFL

HLLWTFRAOKNY T ZEETS

1. XZ1—H»5. My Virtual Desktops ZiEIRL £ 7,
2. MLWEREFRAINY 7Z2EBHEBIRLET,

RES Home Virtual Desktops

Virtual Desktops s © QI e [ o)
rhel9 [ Connect
(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

3. FLLWFRINYTOFEMZEADLET,
4. [Submit] EBIRL T &L,
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TAIRNYTBEREECHLLVA—RAFISIEERTEN, FRAIRMY TR 10~15 2 BLRICEATE
BEOICBYET, BERKER, BRUELAX—JICK>TERYET, RESIEGPU LM ARY
AzmEL, BEIDRZAN—Z1AN—ILET,

FRIONYTICTOERATS

BREFRINYTIZTIOERTBICE, FTAONYTOH—REZERL, VI7HKEEDCV ITA
ToRzERALTERELET,

Web connection
DITTSIOYNSTFRINY SILT IV EATH2ON REB[ERERAETT,

Connect ZiBIRT 2N, YAZXAINZBIRLTT SOOI SEETFAINYTICT VAL
x99,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .
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DCV connection

DCVIOSATURNENLTTFRINYTIZTOEARTDE, BEDODN T #—X 2V ANBSIhE
T, DCVEBHATICTI9EATSICGE :

1. DCV Y232 7740 2BRLT.dev7 74N EX DO O0—-RLET, DCVIZAT >
RS ATALALAZVARN=ILENTVRILENFHYEXT,

RES Home Virtual Desktops

Virtual Desktops Ty - KT

rhel9 ¢ Connect

2. AVARN=ILFIRIZOVTE, ? 74OV ZBRLET,
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAIRNY TOREZFET S
FAY N YT OREEHHT DI -

1. [FPOY3aV]%8RLET,

FAINY T OREZHET S 165
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ual Desktops

RES Home Virtua es
Virtual Desktops g o ETTRETT

2. Virtual Desktop State Zi#IRL E£TF., XD 4 DOREN SBIRTEET,

. -__T—-__[J:

EFELrELEEYSa > TRF—ENFNEDNB LR EL, FHELEEYSIAVIGFVWDOTEERT
EEXT,

- B

REOtY>a>zBREBLET,
S

Y avERLIIKETLET, I7IXTILANL—JZFEALTVWREE, Ly a3z
RTIFBET—ENRKDODNDARUENI BN ERT, BRTIBHEIC, T—RZEZREST7AILTRA
TLAIINYOTYTIRHRENHYNET,

« fRkiE

TFAIRNYTOREBEIXFEVCREELET, TAIVNY T ZHBRBITRE, 77UT—23
VRBREEATIN, VE—MEEIRDIBAREMI BV ET. IXTOA AR AN
EZHYR—RLTVWEDITREL, FT7T23a2RBAARAOEERICENICEZ>TY

PHEICDHFEATEERT, A VAZVANZOREBZEHR—RNLTVBRAESHZRRTS
k. TIRIEDRETRSRMA ) 2ZRLTES L,
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RIETFAIRNYTZEETS

BRETFAIRNYTON—RIITZEFHIDH, BV aVE2LTETERT,
1. AVAEDAYA X ZEEIDHEIC, BV EZFELETIHBENBYET,

a. [7o>3a2]z&RLEY,

irtual Desktops

RES Home Virtua
Virtual Desktops Dpe o ©) G v | )

b. Virtual Desktop State Zi&IRL £,
c. [FL]ZBRLET,

(® Note
KELIEEYZIAVOTFRAINYTHARZEH TR LR TEFRE A,

2. TFRAUNYTHAEBLELECEZBELES, 70232 &ERL, Y232 0EHEBRRLE
EE

3. v arEEEETIH., BEBTARAINYTHA X EBIRLET,
4. [Submif] ZBIRL T &V,
5. AVARVANEHEES, FRAUNY T2BERHLET.

a. [70>3a2]z&8RLEY,
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b. Virtual Desktop State Zi&RL £7,
c. [FAwR] ZEBRLET,

Yy aiERERETS

1. [79232]2&8RLET.

ual Desktops

RES Home Virtua es
Virtual Desktops g o ETTRETT
I

2. BHRORTRZERLEY,

BETFAONYTZAT21-)9%

T7AILRTRE, RERTFAINYTILRBRATD1-ABL, Y23 EFLEERLERBRTIBET
FOTATDERIBYET, FTAUVKY TR, BoTELELBVKRSICT A RIVRETEFLELE
T 7ARIRER, TOT1ATBERIF <, CPUBRARNIDESEE 155 15% RETHS
CEERPTRENET, FRAVMNY T ZRABHNCERBHIVPEFLETILSICATI 1) ERET
XY,

1. [7923a2]2&8RLET,
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RES » Home ) Virtual Desktops

Virtual Desktops D e mnsmniesge O I wondows T e )

rhel9 [ Connect

@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. [AT21-)]) Z2BRLET,
3. BEHOATD1—-)IZRELEXT,
4. [RfF] 2BRLEXY,

BREBTFAINYTZ2RATS1-)1LTS 169
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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RETFAINYTAVR—TIAAOBEEFL

EEERE., 74 RIIRED VDIs ZFELTRLERFERTTEDILSICREZBRIDENTEXRT, &

EARERRER 4 2BV ET,

1. 7ARILEZALT I CPUEARALEWMEZTE>TVWDCORET A RIVREDEY > 3
JREEALTIRNLET,

2.CPUBERERLEWMB: 4122502328 E<, COLEWMEZTEZEY> 3274 RILK
RERBENEXT, ChZEOICRETDE, BV aUHFTARIVREBERBZEhD CEEH V)
FtA

. BITRE: TARILEALT IR, Y2 a B CORBICBITLET (BFLEFELEREET ),

4. AT21-)ZBRYIZ: BRRIDE, 74 RIVREBOLHICEFELENEEY S IV ZBROAT
Ji1—-)LTBRTEZET,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

SORRERF. Y—N—ZRTOFRAIVKNYTHRER—ZILH)ET, BEHFICH>TREZEHML
VEEEIJVYILTREZREFELET. ILLEY IV TREMENERENERAEIAET
. EET?—G)‘IZ‘V/EI/'CL?.* BEFCEALTVWERENSIEHREEAETAZICEIDERLTLSEE
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RALTIORNTDE, YA RBEICEIVWTKRTITSA, STOPPED _IDLEREEIZBITLE
T, 1—H—I(F Ul A SSTOPPED_IDLEtE Y 3> #BHIETEET,

HETFRAIONYT

HETFTAORYT TR, REENTVWB TRV MY TZRAETEXRT. TAIVKYTICERTSIC
b, EEERLEAEETEVRY, £V a BEEERENATVILENHYET,

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

YA ERETHLEIC, HAKEEOT I LARTERETESRY, X, OFRL—
AL TVBRF—LAXA NCHEARYERT7 OV EAEENETEET,

KNeew o

s FRAUOKNY T2 HETS

s HEFRIKNY S IZTOEATS

TAORNY T ZHEBTS

1. FRONYTEYv2arhs, 7o02a2vzBRLET,

I
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. EY2aroT7 I EAFAZERLET,
3. A—H—ETIVEAFHFALRILZERLET.,. BVWHREREIZDEETERY,
4. [RfF] 2BRLEXY,

Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

[Q demoadmin1 XJ [ Owner Profile A ] [2023/10/22 } [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile

This profile grants the same access as the v
Session Owner on the DCV Session
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TOEAHFAOFEMZDOVWTI, ") #2838 L T EE Lthe section called “7 7 AFFA[7R 1)

~
~

o

HEFRAONYTIETOEARTS

HETFRAIONYTHS, HEETNTVWBRTFAINYTZRRL, 1 VARV AICEHTEXT, JI
7750 ELEDCV TEMTEEXT, BHETDICE., "1 OBRICHEVEITFTAINY SICTY
A9,

J77ANT Z0%

TPANT SO RERATDIE, DITR—FRIDSTFAINSATALILT IV EATEET, &
BEBDTTANDATALANOT VAU ZHE OFEAATELAINTOTI 7N EZEETERT,
NYOILYRANL—2 (Amazon EFS) l&. §XT® Linux /—RTHEATEERT, Linux /—R&
Windows ./ — R Tl&, FSxfor ONTAP 2R TE X J, RETFAIRNY T LEOT 7L OEFHIE.
—ZFILELERTVITR—ADT7FANT OB ENLET7AILOEFHFERLU T,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
NEY D

« 77AILOTY7O—R (EEHT)
77 A DHIBR (EEA)
BRICAWVZEETD

774\ ZwETS

774\ DEIE

HEFRIKNY TS ICTOEATS 175
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77A4ILOFTY7O—R (EHA)

1. 774007y 7O0—RZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. 77ANEHBRTBS. FYTO-KTBTPALESBLET,
3. FYZ7O—K(n)774LEBRLET,
7714 OHIBR (BT )

1. BIRT2774) (BEW) 2BRLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. [70>3a2]Z&8RLET,
3. 77ALDOHRERRLET,

774LOT Y 7O—R (BT ) 176
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TR, FEOTVT7ALNFLERT7ANEZHIIYIL, 774 DHIREEBIRTIDZEETESR
ER

BRIAWEEETD

BEBT77AINRT7 AN ZEETSICIE. BRICAYICEMLET,

1. 77ALNEERT7 AT ZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

2. BRICAY ZBRLET,

R, FEOTV7ANRERT7FINEZHEIIYILT, BRICAY ZBRIDCEETER
ER

(® Note

BRICANBO—DLTSTHFCRFEAET, 75U EEELEY, Fyvy> 1D
TLEWTZHER., BKRICAVZBEVEOIIHBENHY KT,

774N ZwRET D

DITJR—BILADTFFEFANR—ADTI7AIINDOAV TV #RETEET,

1. BEFIBRTV7ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,

BRICANZEETS 177
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EHFETV. REZERLET,

77 14)DOEgi%
TTANEEEGALT, AB 77 AINEETF T US—>a v EERALT I 7TANEEELET. &
DT TUT—aVH5BIRL. BEOERCRE2TI7AINEELETEET,

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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NN a—F7420

CNEUaA>TR, DATLAREZRI) TR HEE, RETHOUEMOHI B EOBENRNS
TN aA—FAVTHEICODVWTHEBALET,

[N =R/

. —RNBTFNVITEEZRI YT

» RunBooks ) EEE

- BRHEIDORE

AHMERNE

s —WNEBTNVYITEEZ_RI T
s ERBEOIBLTARY NERY—A
« IRIFE Amazon EC2 4 VAR AQOJ774)
« CloudFormation A&X Y ¥
s BEICKDATALABELE Amazon EC2 Auto Scaling FINL—7T7IO9T1ETAICLD R
« —f#EI7% Amazon EC2 OV —)L D HE
s AT ZARZIUOF¥ERAD
c AVIFARNTUOFYRAMEREBTFRIOKNY S
« BRTREOKRAK
« SBRIZ@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV 7*/\v &
« Amazon DCV N—2 a VIEHROBRE
« RunBooks 0 &
c AVAM—IORERE
*c RESZA VAR —INULERBICHAZRLRXAVZEY RTYTZTLEW
AWS CloudFormation A& ¥ 7 & WaitCondition received failed message; EWS XY +=—2
T ZERTEEE A, T T —:States.TaskFailed"
ARY DN EBICERE hiz&IC AWS CloudFormation E X—J)LIBHIAZEE L
s AVARZYAY A VI FEIE vde-controller Ak BUIRBE
IR#E CloudFormation AR Y I FKEAT I IVRIT—ICKWHEIRICAKT S
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« REQERTICCIDRFOY INFX—RTIS—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

c BZ®O AWS PAHDU Y RUADOI—H—IC VY —AD AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%E, 3<KKKATAR=DICRNET,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

« Active Directory ICIEMIE hizA", RESICKELTWVWEI1—H—

c YAV OERBICI—F—HFEATELZL

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
* [Storage (A KL —2)]

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZNULTCTZTFANDATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZSZMLTLVEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aVv bR, ToTNEA VR PTERBADLCEEZRIATLLECERAETLE
A

c AVIZANTIF ¥

s ERBAVAZV AN BVO—RNZ I —E—F Y NT)—7
«c RETFAIRNY T OEE

c DETICEBELTVWERBTFAIRNY THAERCERTERS BN ELE

s 52ORETFARAVNYTLAEBTERD

« TAY K Y7 Windows DEFFEITIE "EEAFMLUShELLE, FFVAR—KIZ—"

« VDIsZ7OEZaZVJRETAZRY VT D

« EBERIC VDISHIZ—REICED 181
s RERFAIRNYTAVR—FU b
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« Amazon EC2 A VAZ VAN AV I THRTZRYVIERLERRLTWLS

e AD ANDSINICKBL I=7=®I(C vde-controller 1 AR AN YA I LTWVWET /eVDl E
SA—)AKRBUEAPIALNAFIY URRR

« 7ZO02T0KhE, VIR IVITARY VEmELTEMIBREEICTINIVVICRTELEE
A

+ cluster-manager Amazon CloudWatch O/ (Zl&, [<user-home-init> 7D NEELEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

« OJA2EITRO Windows FAIKY ZIC TPAD RHFEMICE>TVET, EBELCSH
BULWEhE<EEW,

o« HE/BEED ADFREICE TS DHCP #7723 > nOi§rE
* Firefox T2 — MOZILLA_PKIX_ ERROR_REQUIRED _TLS FEATURE_MISSING
. Env HI

« res-xxx-cluster A& Y 2 A" TDELETE_FAILED, JR2T. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE
VDI OJo&>>O0—R
Linux EC2 A VRE VAL 50O 0H D O—R
Windows EC2 f ARV AAS0OJ 0V O—KR
+ WaitCondition TZ—® ECS 07 D4R E&E
- FERE
s DZ7ONAE—ADORIAMV I T AN ZLRETRLEEOTFEREOTA IS —
s TEARZYODOFXF—OO—UHF#eEL W
- BEHIDRERE 2024 .x
- BEHI D RERE 2024 .x

s (2024.08) RETF AV KRNY THIN—KNTYNARN ENRZLTL T4 OREREALT
Amazon S3 /N Y NDFAHEV) /EEIAKZEN T RTERV

+ (2024.06) AD I =T BICAR—ANEFTFIATIVDR ERAFT YT 23y hOERAN KBTS

* (2024.04-2024.04.02) VDI A > AZ 2V AQO—)ICT EY FEhTLVAW IAM 77 £ AFFH
BARANMEMREhFILE

182



Research and Engineering Studio I—H—H4A KR

« (2024.04 & T¥ 2024.04.01) GovCloud T® RES ¥ M % B

* (2024.04 - 2024.04.02) Linux BT AV Y 73 BEBEIC "TRESUMING, AT—ZANE
FICBDIEMNDYVET

. (2024.04.02 LL#T) SAMAccountName B IC AN FE =R EBHRIFHNEENTVS AD 1—
H—ORHEICEKBLUEL =

. (2024.04.02 LABT) BEAABRANCTFTIELRTREONDT T/ RK—NF—HEPTT
. (2024.06 L&) AD FHiHIC RES [CAMEhTWAEWY IL—F X2 /N—

* (2024.06 LAHT) CVE-2024-6387. RegreSSHion, RHEL9 & &K T Ubuntu VDIs O+ 1) F 1
fle 55 1%

—MNBETFNY T EETEZRI Y
SOEYT 3T, RES HOBHFECLHBHLOVTHALET,

s ERAEOIBRTARY MERY—A

« IR Amazon EC2 A VAR AQOT774)

+ CloudFormation A& Y &

c BMEICLDI AT AEELE Amazon EC2 Auto Scaling FIN—7F7 0T 1ET 14 &2 R
« —f%E %% Amazon EC2 OV —/LOAER

c AVITZARTIUFY¥ERAD

s AVIFARTIUFYRANERBFAINY S

« BRTREOKAL

« S BIZ{@ERI% Active Directory (AD) BSEM Y > R
+ Windows DCV F*/\v ¥
« Amazon DCV N—2 a3 U BHROBREK

EMNZOTRB LTI R MERY—A

REFENIBHROTEETELZY AR, ST 1—FTAVIPEZRIVVIORRTSRTESR
ED
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IRIE Amazon EC2 A AR A0O7774)

O7774)Fk, RES THEHAENTLS AmazonEC2 1V AZ AICFEELET, SSM Y3
INF—=Dv—"ZFERALT, CNSOT7T7ANEFARNBDLEHDICAV AR ANOEY >3 ZHAL C
ENTEET,

cluster-manager X° vdc-controller BE DA VT ZARTIF YA ARV AT, 77U r—>3
UREOMOOTRROEFRICH)ET,

* /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Linux REFRAI MY 7T, ATERERNEOT 7 7AIANFEENTVET,

* /var/log/dcv/

« /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows JREBF AV K Y T4 VAR A0O7IC2VW TR, T 28RLTEE L,
* PS C:\ProgramData\nice\dcv\log

* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tlk, —HOT7 7V sr—>3 > 007K IEROEBFRICHY)ET,

* PS C:\Program Files\NICE\DCV\Server\bin

Windows Tlk. NICEDCV iEBRET7 7 AL TICHY) T,

* C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\
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Amazon CloudWatch A% Z')L—7

Amazon EC2 & AWS Lambda > E1—F7 4 29 1) Y —2RAl&. Amazon CloudWatch Log Groups
CEHRZOJICRELET, OJ I MNIROOTIV NV G, BENAGBREONS TN 2—FT4
IR BB RRICKILOERERMELET,

CNSDTIL—TOERMFRODEHY T,

 /aws/lambda/<envname>-/ - lambda related
« /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

OJJN—T7ZRARNBEER, ROKDIBAXFENMNFOXFIHEERLTT7 LBV TTDE
BHTI, ChiCKY, XFENLEXFIZECAY L0 HIEThET,

?"ERROR" ?"error"

BMEEETE_-_RVITDE51D20F% R, SROF—RERRTDV42ITY NEEE Amazon
CloudWatch Dashboards ZERX T2 & TT,

A, XFIIZ—E ERRORDEEZNIRNTZV4DTY MEERL, MELTITZT
LLET, COFEICKY, NE—2EENRELECEZRTRENCREPEOOHR Z/EHIC
REHTEXRY,

AT ZARNTZIOF¥RAND OFIZRICRLET. chzFATDICE. JTUTZEEREL.
<envname> & T <region> B ZEYI X EICEEBRAET,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,

BERBEOTVBRTARY MEHRY —A 185



Research and Engineering Studio I—H—H4A KR

"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false

AV AR—ROBZRICRLET,

CloudWatch » Dashboards » res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v v ‘ o) ‘ ‘ th 3h  12h  1d  3d 1w Custom E | UTCtimezone V¥ H C I v H b4 H Actions v ‘ Save

infrastructure hosts

40.00 : @ 1. count()
30.00
20.00
10.00 A . . : . .

— o P - = - P NE—W
10-28 21:11:48
19:00 20:00 — ziou 2200 23:.00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0800 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00  18:00

CloudFormation A& Y 2

RIEBEOERRICERE 17z CloudFormation AZ Y JIZIk, REOREICBEETDIIY—A, /1R
N, HOBBHIEENET,

X

ARV I, ARVYN, DY—R, BHERTEZSBLTAEZY VI_BITREREWETEET,
RES AZvY U :

» <envname>-bootstrap

* <envname>-cluster
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* <envname>-metrics

« <envname>-directoryservice
« <envname>-identity-provider
« <envname>-shared-storage
« <envname>-cluster-manager
* <envname>-vdc

« <envname>-BHBRAN

FERBEARY Y (FEREETF7OILTVT, ChSOARY Y —AEFATERVBAE,
AWS NA N7 A=V AAVE1I—F AV ILYEEFERLTIFERENOY Y —AEERTE S
T)o

+ <envhame>
* <envname>-Networking
» <envname>-DirectoryService

+ <envhame>-Storage

+ <envname>-WindowsManagementHost

BIREIC KD AT LABEE E Amazon EC2 Auto Scaling I —7TFI9F1ET 11L&
J= BR

RES Uls A" —N—I5—%2RLTWAEHEE, RERET77VIT5—23> Y7 RKNIITRETOMORM
BETHHHEMN DY ET,

BAVTZARNTIF¥O AmazonEC2 A VAR AQBEAT—) T ) —7 (ASGs) IC .
AVABRVADAT =V I T OTAET A 2BRETBOIKI DT ITAETARTHFEEATL
F9, UR—DIZIZT—HNHDEE. LT IVEATEBZWVWESEF. AmazonEC2 1>V —IT
BEOBRTUEAVARAZFI VYL, BEETS ASG O Auto Scaling FIL—7TTFOT1ET 4
BT EFIVILT, AMmazonEC2 A VARV ANBIRL TVR A ESH ZBELET,

TNH/ERF, 1 VAR ADOBEET S Amazon CloudWatch AJ Y I —7%#FERAL T, BEOERER%Z
TIAEMOHDITIS—HFOJICRBBEEATVILAESH EERELET, SSM Y 3>y —
LWEERALT, TORATORTHFDA VARV AANOEY AV ERE, A VARV ANEEL
N—JENTASGICR > THRTENDHIC, 1 VAZAOO7 774N 2RBXTERZHETS
CEETEET,
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COMBARELLBE, ASG IVY—LIRADES BT IFIETANERENBENBY)

£

EC2 Dashboard

X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Details

Instances

Instance Types

Launch Templates
Target type
Instance HTTPS: 8443 HTTP1

Unhealthy Unused
®0 0

Protocol : Port Protocol version

Spot Requests
Savings Plans
1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Healthy
Q1

Select values in this table to see corresponding filters applied to the Registered targets table below.

Reserved Instances
Dedicated Hosts

Capacity Reservations
Total targets

v images 1
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)

v Elastic Block Store

Volumes
Snapshots Targets Monitoring Mealth checks Attributes Tags
Lifecycle Manager
v Network & Security Registered targets (1)
Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups [J  Instance ID v | Name v | port v | zone
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443 eu-central-c

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

— %897 Amazon EC2 Y — )L D A&

VPC

vpc-011d10e23ad10ch8e [

Initial
0

v | Health status

@ healthy

Draining
0

Register targets

1 @

v | Health status details

COtEIIIAVICR, EERETEBZRETHELTVBRIRATLORI) =223y RFEERTVLE

ERD

AT ZARNZIOFYERARN

Amazon EC2 V=T, FRAIKNY THFRFTETNTVAEVEES, BE. XOKSIZHEYE
To RARTCNDAVAZ AR, RESAVTZANTIF ¥ O AmazonEC2 7/ RANT T, 1 AR

JABEDTLT714YIUAE RESIRIEETT,

EC2 Dashboard X Instances (5) fo

EC2 Global View | Q Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 | X | | Instance state = running | X | | Clear filters
v
Instances [0  Name./ v | Instance D
Instances
[ res-stage2-cluster-manager i-095bdc4c87321a4ff
g g
Instance Types
O res-stage2-vdc-broker i-041867308771e71d3
Launch Templates
O res-stage2-vdc-controller i-08800976c757717e6
g
Spot Requests
Savings Plans O res-stage2-bastion-host 1-0523e5480f434581a
Reserved Instances [l res-stage2-vdc-gateway 1-00773bc97ccle841d

| Instance state
© Running
® Running
® Running
© Running

® Running

@ a
Qe
@ a
@ a
@ a

Instance type V¥
mb.large
mb5.large
mb5.large
mb.large

mb5.large

Dedicated Hosts

Capacity Reservations

—R%#Y7%% Amazon EC2 IV —ILDOAE
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AT AR OFYRANERETFRAONY S

Amazon EC2 A2V =)L TR, REFRAIRNY THFRTEATVSRE, ROLSICRREIET,
CDBE. REFRAIVNYTRRTRRENET, 1 VAZVABOY T4V IR, FRAUKY
7E¢mbtl H—TF, FROBAIRFEHFICREES N Y IVEFETHY, F7FILMND
"MyDesktopy EhlFE1—F—AFBEL LB TT,

EC2 Dashboard X Instances (7) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / A | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 Runnin méa.large
Spot Requests O [ 9 v P j © g @ g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

RTREOKRAN

Amazon EC2 AV =) TULEAAZV AN RTREND E, BEFIRKRTULETFAIRNY TR
ANCZBEYET, AV TUEREDA D TSARNSZIFYRARNNETNATVSRHE., &
CRLZA7 0O NFERHZBEEE. ETPOATLAOBEZRLTVSAEEN BV ET.

RKORE, BTUVLETFAINYTAVAZRAZRLTVET,

—R%#Y7%% Amazon EC2 IV —ILDOAE 189
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Instances (10) info

EC2 Dashboard X
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

S BB IZ{E X% Active Directory (AD) BEN Y > R

LT, AD RERERBERTIBDEOICAVTTARNTIFYRANCADTE S Idap BED
ON ROBITT, EATADRXAOREFOMONTA—RIZE, REOERBFICADENLZNT
X—B2ERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &
Windows A KNy 7’ Tk, UTZ2FAL THEET Yy a a—ERRTEET,

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)
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Amazon DCV /N\—> a3 EHROBE

Amazon DCV REFRAIKNY Ty a2 IlERAENET, AWS Amazon DCV, XDHlE, 1>
ARN=NLENTVWBDCVY I RNIDITON—>23a > aHRITdHEERLTVET,

>y oA
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks 0 & RE

ROEVYIVICE, BETITRMOHDHE. RELE. BEOMALECHTIREN ST
TVET,

s 1A=L DFERE
* RESZAVARN—NULERBICHAZBLRXAZEEY RTYZTLEV
« AWS CloudFormation A& ¥ 7 & WaitCondition received failed message; E WS XY +—T T
ZHERTE FE A, T 5 —:States.TaskFailed"
o ARV ONKEEICERE 1% (Z AWS CloudFormation E X —LBEIN ZEE nE )
o AVAZVAY AU ) FE I vde-controller A K BUREE

Amazon DCV N—2 3 VEROBRE 191
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« IR CloudFormation AR Y U NFMKEAT I VRIS —ICKVEIRICKKTS
s REOERFICCIDR7OY INTX—RTIS—ARELELL
« RIBERFP D CloudFormation AR ¥ JER D KK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN RKT D
« ID EE DA
+ iam:PassRole Z XTI 2ERNI BV FLEA

B2®O AWS PAHD Y MAADOI—H—IC )Y —AD AWS Research and Engineering Studio
ANDTOEAZFALEL

REICOJA95E, I<ICOTAR=DICEYVET,
s OJAVEITHEO "J—Y%—HNRO2AVEEAL IT5—
+ Active Directory [CIBiIE /A", RESICXELTWVWD1—H—
Y2 I OERBICI—Y—FEATELL
 CloudWatch 9 AR —IXZ—2v—OJ 0 A XHIREBIS—
[Storage (AR L —2)]
s RESZFERAULTTIT7TALNSATALAZERLELEN, VDIKRARNINDRENFERA
c RESZNLTTZ7ANATALAZFAR—RLED, VDIKRAKICYI hEhEV
s VDIRARASETHEAEETERLL
s PORABFATREQOI—RT—ADHI
+ RES A5 Amazon FSx for NetApp ONTAP Z/ER L EL oA, RXAICSMLTVWELEA
AFrv7avhk
« AF VT IY NOAT—R AN Failed THD
c ATV T IV, TN EAVR—RTERA 2 ECEERIOJELLICHEAThEE
Ao
A7 ZANTOF ¥
s EBBAVAZRANBVO—RNS =45y NTIL—7
BREFRINYTOEE
s UBICEELTVERBTFRIVMY THAERICERTERSBEYELE
« 5DONRBFARAVRNYTLARBREBTERZW
« FAU MY 7 Windows OE#HHATE "EHFEAREUSHhELE, RTUAR—KIZ—"
« VDIs7OBES I Z_ JNRETAZY VTS
o EE)RIC VDISK TS —IREIZKD
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s RERFAIRNYTZTAVR—FU b

Amazon EC2 A VAR AN AV =)L TR T Z#EVVIBRLULERRLTWVWD

AD NDSMIZ KL 7= =8I vde-controller 1 > AR AN YA I LTVWET /eVDl £
SA—)AKRBUEAPIALNAFIY UERR

ZO02IO0KE, YV7RNIITFARY VEmELTEMIBEEICTILEIVICRTENELRA

cluster-manager Amazon CloudWatch AZ'(Z (&, T<user-home-init> 7 AHDO MEELERATE
FtA. I—Y—ORAPAZF > TVETL ERTFENFT (PHVNEFI—H—FETT ),

0742 F4TEO Windows AT KYZIC "TPADY MABEHICBE2>TVET, EBEICHE
WEDELSEZL,

HNEB/EE D AD FREICE TS DHCP A7~ 3> ORE
Firefox TZ— MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster A2 Y 27 "DELETE_FAILED, JR&€T. T"Role is invalid or cannot be
assumedy IS—DEHFHTHIBRTE &V

OJ o UE

VDA OV A—R

Linux EC2 1 VARV AAS OO DAY O—R
Windows EC2 A Y AEZ VAR SOOJ 07> O—R
WaitCondition TZ— ECS O O UXE

- IR

D Z7ONAE—OFAIV IV TIALZNEIRLENTEREOATA VI F—
TEAZRY OOF—OO0— U H#ELZLV

12 A=) OEE

NEY D
* RESZA VAR = LEBICHARAZRLRXAVEZEYRNTY7TLEWV

« AWS CloudFormation A& ¥ 7 (& WaitCondition received failed message; E WS XY +—2 T %&

ERTEEE A, IT5—:States.TaskFailed"

o ARV UONEBEIZERE NizEIZ AWS CloudFormation E X—)LBHANZEET iz

o AVABZRAY A T )LEIE vde-controller A %k BUIR RE

« IRIE CloudFormation AR Y INIEAT IO RIS —ICKVHIBRICKET S
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- REOERPICCIDR7AOYINTX—RTIS—HFEELELL

« RIBERH D CloudFormation A& ¥ JER D KK

« AdDomainAdminNode CREATE_FAILED THEBI Y —R (TE) AZY VDERN KBTS

RESZAVAN—)ILIERIZAARLRXAZY NT7Y 7LV

® Note
BR&FH ChSOATY 7 ZRTIHAEIC. FEAE L PrivateKey 127> %Z Secrets
Manager >—2L Y NMCRETIHLENf HYET,

DITJOTSATNCIREZEBMT S
1. external-alb O—RNZH—OVAFT—ICTRY FENARAEZEFHFLET,

a. ECEC2 Load Balancing > Load Balancer ® T® AWS 1>V —)L T RES AFO— R/NZ >
-U-_L:ggl/gsjo

b. WEBERAICHSO—RNZTH—ZRELFXT <env-name>-external-alb,
c. O—RNFUH—-ICT7RYFENTVWBRIUARAFT—ZHRELET,
d. HUVABRAEOFMENr7EYFENLFT 74 NO SSLUTLS sEHEZRF DU AT —Z2EH
LET,
e. BEHNRZERELET,
2. VSAZR—RET—TILT, ROBEZTVLET,

a. DynamoDB -> Tables -> TU T AR—RET—7 N ER DI E T <env-name>.cluster-
settings,

b. BETHBZERRLTTZAIILRITI TS -AH "keyys . X4 7 Tstrings . &
Tcontainsy . fB "external_alb, [CBEL £,

c. True cluster.load_balancers.external_alb.certificates.providedIZE&EL

£,

d OEZEHLE
Jcluster.load_balancers.external_alb.certificates.custom_dns_name,

MBI IT I AV ER—TIARADHAZLRXLAVETT,
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3.

e. DEZEHFLE

Jcluster.load_balancers.external_alb.certificates.acm_certificate_arn.

Zhlk. Amazon Certificate Manager (ACM) ICREE T W2 XI5 T S EEBHE D Amazon
Y —A%—LA (ARN) T,
DITVSAT Y NAICERL EXET S Routes3 7 RXA L I—REZEFHF L T, A
Alb O—R/NZ 2% — O DNS B Z1EEL £ 9 <env-name>-external-alb,

SSO ARIEZICT TICHREETNTVRHER. RESTITR—ZIIOLMKEE > ID 7’O/N(
HB=>2DINBA2FY > AT—BA>HmEREUAS, BAUICERBLEEOERUANT
SSO ZBREL X T,

VDIs (CFEFAEZIEMNT S

1.

3.

=LY RNCRORTEEBMLT, —2L Y MZXL T GetSecret AR L —< 3 > #E£1T
IRT7 IV EAHFAZ RES T U r—>avict5LET,

* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller
DIABZ—BRET—7ILT, ROBEETVET,

a. DynamoDB ->Tables -> TU T ARXR—BRET— 7N ER DI E T <env-name>.cluster-
settings,

b. BUETEBEEZRRELTI7AINRIT TS -K8 "keys . XA 7 Tstrings . &4
Tcontainsy . fE "dcv_connection_gateway, CBEIL £7,

)

c. True vdc.dcv_connection_gateway.certificate.providedICEREL E¥ T,

d OEZEHFLE
Fvdc.dcv_connection_gateway.certificate.custom_dns_name., <tk VDI 7
TDEADHARLRAXALAZBZTT,

e. DEZEHLE
JFvdc.dcv_connection_gateway.certificate.certificate_secret_arn, <t
(&, FIASOARZREFTS—IUL Y MO ARN TT,

f. DEZEHFLE
Fvdc.dcv_connection_gateway.certificate.private_key_secret_arn., <t
&, 7AR—KF—OABZRETSH>—IL YD ARNTT,

T—RIIAAVABRVALERAEhBEBT 7L —NEEHLET,
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a.

EC2 > Auto Scaling > Auto Scaling Groups @ F® AWS 12V —)L T Auto Scaling 7' )L —
TEREET,

RESIRIBEICHISTRT— RN IIAOBBAT— VI —T72BRLET, BRIEwE
FA IZRVWE T <env-name>-vdc-gateway-asgo

FHEOAVTRERETUOTL—MNERODTTHEERT,

HM>TO>a >TUTL—ROEE FHLWN—23a20EK) 2BRLET,
TIEAZO0-)LLTHAZRRLET,
—&ETO1—Y—7F—XEXTAIO-ILET,

CERTIFICATE_SECRET_ARN & MOEFEZIRL £IPRIVATE_KEY_SECRET_ARN, ch5®
Bz, SIAE (RATY T 2c Z25R) BLUVTTFAR—KF— (RATYV T 2d ZSR) OAR
BREFETBI—ILY NMIEESNE ARNs TEFHLET,

Auto Scaling 7' )L—7"#", (Auto Scaling JIL—7R—=IHh8) JFIAERL BT 7L —
RON—2 a2 aFEATRIRSICREEATVSD CEZRRALET,

4. REFRAINYTRIZERL E=XETS Route53 U7 RXA L O—RZEHL T, A nlb
O—RNS>H—ODNS B%Z2HTLDICLET<env-name>-external-nlb,

5. BEfF® dcv-gateway 1 > AR A%# T <env-name>-vdc-gatewaylL, FILVWA AR A
NFAEVTYTIT20ZEFEET,

AWS CloudFormation A& ¥ 7 & WaitCondition received failed message; £\ 5 XV
t—2T ZERTE £ A, T —:States.TaskFailed"

BEEEETSICE. VS BETO Amazon CloudWatch OJ J I —7 N E I <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CRRIoOJIIIN—THEEHDEEE. RAOCERTEAOJTIIL—T2BXFd, OJAOT
T=XYVvtE—TCR. BECHEIIFHFMBENI RTENET,

(@ Note
INTFX—BZEILAR—ANF BV EZ2H#BLET,
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ARV ONEBEICERE T =%IC AWS CloudFormation E X—J)LBHNZEET i)

AWS CloudFormation AZ Y N EEBICERENEZRICEX—IIOBEEZZELEN > LBEE.
LUTzm®mELET,

1. EX=LTFRLANGX=ZHNELKABEThZZ2#FELET,

EX—ILTRLANELLBEVWDA, FUOEATEZWEEE, Research and Engineering Studio
REZHRLTBFZ7O0/4/LFT,

2. AVAZAOHTAOI)OFHIZ DOWVWTIE, Amazon EC2 OV =)L 2L T EE L,

<envname> 7L 7 4 Y AN O Amazon EC2 1 VARV AN TEXAELTERREN, FL
WAVABRVAICBEBRASNDHE., XY NJ—U K& Active Directory DERE IZBEEN &
BAEEENHYET,

3. High AWS Performance Compute L EZ2F 704 L TARI Y —A2ERL 254
&, VPC, 7SAR—=—KNHGTRYRNENTVYIOHTZY N, BLOCTOMDIBIRL /ND
X—=BZPNARY JIZE>THERENEC L ZBRBLET,
NFGAXA=BZOVWThHMNELLBEVESIE. RESIREZHIRLTET 7O/ T2XLEN HD5
EFHYNET, FHICOVTR., "B2ROTVAVAR=I, ZBBLTIEEL,

4. WMBEOATHIY—RZ2FEALTHREZTF7O/4LEBEERE. XY NDJ—2 & Active Directory #°
FHRENDIBREE—BLTVD L EERLET,

AVTTZARNTIOF ¥ A4 AR AN Active Directory ICIEEICS ML EZBRBTH LN
BEETYT, ODATY S %&&the section called “4 > AR > A4 2 )L FE I=I& vdc-controller A R BL
REE L CRABEEMBRLET,

A2VARAY A )L FIE vde-controller A" 5k BUIR BE

COBMBEOREAREOEVERRER. VY —X (M) A" Active Directory IC#EHE S MTE R
W ETY,

BEZRIETDICIE :

1. X RZA4 A5, vdc-controller DETHDA 2 ARZXVATSSMENEY > aZRAKLE
9,

2. sudo su - ZETLET,
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3. systemctl status sssd ZE{TLE T,

AT—BRANFETOT47, kB, FLEEOTICIZ—HFRRENDEFEE, 41 AZ2 Al Active
Directory ICSMTEEXREBATL I,

[root@ip-: ]# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/nsr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRNRRERRENRE

SSMIZ—A7J
BREZERTBICE

« RUIONVRSAVAVARVANS, cat /root/bootstrap/logs/userdata.log &£
TLTOJZR/ELET,

COBEICRE. 32OREFAOVThANEZEZSNET,
BARE 1: ABhEhi ldap BEHEDOFMEAEL <L

AJZRBLET. UTHFEKERYIRENDEES., 1 AR AW Active Directory ICSINTE &
BATL L,

local AD_AUTHORIZATION_ENTRY=

(L -z ' 11

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds !

+ + + + o+
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1.

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

RES AZY VDERFICUTONTXA—ZREHNAELL ANENEEZBERLET,

« directoryservice.ldap_connection_uri
+ directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

+ directoryservice.sudoers.ou

+ directoryservice.computers.ou

« directoryservice.name

DynamoDB 7—7 )L DR fZE#HLET. T—7 NIk, 7—7ILOT® DynamoDB
OV —=NchET, T—TINElF THEYVENHV) £F<stack name>.cluster-
settings,

T—7IILEEFHLES, REREASA AR AERTL TS cluster-manager & vdc-

controller Z KBk L £ ¥, Auto Scaling I&. DynamoDB 7—7 L D HHFOEZFERAL THL WA
VARV AEBBLETD,

BARE 2: ServiceAccount I—H—FAELLK A DT hTVEW

OJ A 2R THEInsufficient permissions to modify computer account, AZXY I ®
YERBEIC A B U 7z ServiceAccount EAIEL < VATREMEA BV T T,

1.
2.

AWS 12V —)LH S Secrets Manager ZB&E £,
directoryserviceServiceAccountUsername ZBELET, —UL Y NE THIHE

N&HV)EJ<stack name>-directoryservice-ServiceAccountUsername,

=LY NeRVWTHBER—DZRRLET, >—JLYNET, >—JL Y NMEODEE %
BIRL, ZL—FTF AN 2BRULET,

EBAEFENEHEK, REOBERITHO cluster-manager 1 > AX > A & vde-controller A

VARV AEHBIBRLET, BEAT—1) Tk, Secrets Manager DRFTOEZFEAL THL WV
AVARAZBELET,
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BARFRE 3: ServiceAccount /NAT—RAELLS ABDE TV

OJ1 ERRENDEFESInvalid credentials. AR Y I OEREIC AL = ServiceAccount
INATD—RAELL BVWTAREMENFHYET,

1.
2

5

AWS 12V —)L» S Secrets Manager ZB& £ 9,
directoryserviceServiceAccountPassword Z#ERLET, >—JL Y NI THBIHE

A&HY)EJ<stack name>-directoryservice-ServiceAccountPassword,

=LY NeRVWTHBEIR—DZRRLET, >—JLYNET, >—JL Y MEDEE %=
BIRL, 7L—FTF AN 2BRLULET,

NAD—RESNEZES, FEEADLENAT—RAELVAESHADASKEVES

(&, Active Directory & Secrets Manager T/NAD—RZJ+EY KTEEXT,

a.

TNATD—RzZD+EY hF%ICF AWS Managed Microsoft AD :

iv.

V.

AWS OV —)Lz@&E, ([CBEL FET AWS Directory Service,
RESFALIRNUDFALIKN)IDZBIRL, U3 E2BRLET,
A—Y—NAT7—RoUtYy hE2BRLET,

ServiceAccount I—H—EZ AHLET,

FLLUNRAD—RZAHDL, NAT—ROUEY h2EBRLET,

Secrets Manager T/NXAT—RzZUEY KFTDICE :

iv.

V.

AWS >V —)L%&B &, Secrets Manager ICBEL £,

directoryserviceServiceAccountPassword ZHR&EL &I, —7
LY E THBIYVEN®HVY) £9<stack name>-directoryservice-
ServiceAccountPassword,

=LY NeRAVWTHER—DZRRLET, >—JLYNMMET, >—JL VY NE
DB ZERL, T7L—2TFAN ZEBRLET,

[fmEE] ZBIRLE T,
ServiceAccount I—H—DOFHLWINATD—RZEKEL., REZBIRLET,

BEEHFLEBEE. REORERITHO cluster-manager 4 > AR > A& vde-controller 1 >
AZ U AZHIBRL EF, Auto Scaling l&. RFTOEZFERALTHLWA AR AZEHLE

EE

A2 A=) OBEE
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IR1E CloudFormation A2 Y INKEAT I IORNIT—IZRVHEIBRICKKTS

BEDKEATZSIIORNIS—NERT <env-name>-vdc CloudFormation A& Y o O Hl A" KB
L =85 &vdcdevhostsecuritygroup, AV —ILZHERAL TAWS RES MERL BT XY ~
FhEEEF1VFATIIN—TICREET NS AmazonEC2 F VAR AN RETH A AREMN H V) =
9,

CHREEEBRTDIZE. COFETEBENIEINTO AmazonEC2 /1 AZ A% BREL THR
TLET, TO%E, REOHIREZEBRETEEXY,

REOERFICCIDR7OYINTA—BZTIT—HIEELELE

BEZERTDIE, LARVAAT—ZAN [FAILED] W CIDR 7OY INTX—RICIZ—H KR
EhFET,

ITS5—nf :

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COEBZBRITDIEHICEEENDERIFE xxx.0/24 £7=F x.x.x.0/32 T,

BIE/ER H @ CloudFormation AR Y JER D kB

BREOERICEK. —EOVY—AERXARL -3 NEENET, — O -3 TR, BED
BENFEL, CloudFormation AZX Y J DERN KK T B AN BV E T,

COFE. WEZHIKRL., EREBHATLET. L@, HOV—23a>TEREZBHATIRLEE
TEEXT,
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AdDomainAdminNode CREATE_FAILED THE) Y —A (TFE) AR Y I DERN %k
2

TERBAZY VOERNROIS—TRBLUEBE, A VAZXAORBEZEOI7OES I Z Y H
(Z Amazon EC2 /Ny FHEAN FTHE I REL LMl BV ET,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

RBDERZRHETDICE :
1. SSMAT—KYZR=—T+v—T, N\YFEANREENTVZIAESH, BLTIXNTOAIVA
BUACHULTREENTVRIAESHZRIEBLET,

2.  SSM RunCommand/Automation D ETEE T, /NY FEHBEED SSM RF 21X NOETH
AVARADOREBE—HITIHNESHERELET,

3. IRIED AmazonEC2 A VARV AMOOAT 7 7AINT, O—AINAV AR AOOT LR %R
LT, 7AED 32204V ARV AN BREBLEAES A Z2HBELE T,

NY FEANMRRTEAENREL LEEE, BN SOBESEE 15 FRICRES A VAR AD
NYFERZESERT,

ID EEDREE

SUINYA A (SSO) £ ID EROBEALOBER, REIANFEERTHRELET, SSO B
EOBECOVTR, UTFESELTIEE L,

« the section called “IAM Identity Center T® SSO D FZE"

« the section called “SSO A® ID 7’O/NA A — D ERE"

DEBICHETZITOMOBMEEZRNS I 1—T120F2ICRF. UTORNZ TN 1—-F1>
TREY VZSRLTSEEL,

NEY D
+ jam:PassRole Z 179 21ERIH V) FBA
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« BODAWS PHI NAADI—H—IC 1)V —A0D AWS Research and Engineering Studio \
DT AZHFALEV

s REICOJA29dE, I<ICATAUR=DIZCRYET,

s OJAVEITHO 'J—HY—HFEO2hVELEAL ITT57—

- Active Directory [CIBIE h/=A", RES ICREL TWBHI1—H—
s VI avoERBICI—Y—HFFERTELZV

« CloudWatch 95 AZ—XZ—vy—O7 04 XFIRBBIT S —

iam:PassRole ZR{T I3 ERNI BV ETHA

iam:PassRole 790> 3> 2RI T3HERIMNBVEVS IS —HARRENEBEE. RUS—Z2FH
LTRESICO—IINZETCENTEDLSICTRDHENHVET,

—%D AWS H—E ATk, FILLWH—EFERAO-IIEEREY—ERIZU 90— Z2ERTS
KHhWIZ, ZOH—FEFACBEEOO-IINEZETENTEET, TOLHICE, Y—EARICO-IL%
ETHERNIMVETT,

ROBDOIZ—IF, marymajor EWSERO IAM 1—H—HFAVYV—)LZFERALTRES TV V>3

VERBITLRDETRERELET, LEL, COTIV>A2EY—EANRITIZICRK., ¥—ER
A—LASNHEENLIERIBETT, XTU—-CRE, O-IIZY—EACEIFINHYEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COFE, Mary DRV —ZFFH L TXAF ) —IZ iam:PassRole 7 V> a2V DERTEHFATIHE
FHVET, YR—MNYBELZFERF. AWSEEBEZICSBALVADESEEV, Y41 ERER
ZRMLUCESENEEETT,

B5 0O AWS 7HD 2 NAADI—H—IZ )Y —AD AWS Research and
Engineering Studio NOF7 7 AZFFHAL 2\

DT HIY NOI—F—PEBAOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEFET. O-IDEIERTZERXIRI Y —ZHEETEXRT, VY—AR—ADRIZ—FKI:
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TOEAOMO—)LJAN (ACL) ZHR—KIBH—EANDBE, ThS5ORU—ZFEAL
T VDIY—ANDT I EAERETEXRT,

A OVTR, UTZZRL TS EE W

s FIBLTWA AWS 7AHTY RETUY—ANOT VA ZRHTBHFEICOVTR, IAM 11—
HW—HARD "MELTVRROAWS PAHI KD IAMIA—HY— QT I AZREITS, =&
ZRLTEEL,

« Y—RN=FA—AWS TAHIVNZVY—ANDOT VL AZRHTZHFECODVTR, IAM 11—
H—HARO "HU—RN—TFTA—DAETE2AWS THIOT IV AZRHETE, 22 RL
TLEE L,

*c D7IFL—232ZBUTITIERAZRHITZFECODVTRE, IAMI—¥—H4 RO "HE
THRAETNEI—HF— (D 7IFL—23 ) ANOT7 7 AZRETZ, 22RLTSEETL,

« VART AV RTORAZO—-ILNEVY—AR—ADRI D —ZFEATRIHEDEVICOVWT
FE. IAMI—HY—HA RO "IAMO—)ILEVY—AR—ADRIZ—DEV ) Z2BBLTEE
Wo

REBICOJA>95dE, 9<ICATAMUR=DJICEYNET,

COREEE., SSORMENHRENEME->TVWBRBEICRELET, BEBEEZBETDICE. O O—
S—AVARAOVEFIVIOL, I5—HFBVHREEEELET,

OJ%#®RI3IClE

1. CloudWatch AV — )l ZzBRA&E£9,

2. OJITI—=7hrs, EVWSBRIOTIN—TRBDFTET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#RWT, OJARNI—LDIZT—ZBRELET,

REERMBRBITDICE :

1. DynamoDB 1V —)LZR<

2. FT=TIhsE, EVWSEEOTF—TIN%ERDFTET <environment-name>.cluster-
settings,

3. F—7I%BRE. Explore T—7 I BB #EIRLET,
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4. TANR—EIV>3VZERAL, ROEHZANLET,

- BME-F—
- ZF-ZBT
+ fE -sso
5. [Run] (£17) ZEIRL E 7,

6. BRENENFHT, SSOREB/AELWVWCEEZBRELET., EL<L<EWIESIF. sso_enabled
F—OE%Z False “ZELET,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. RESA—H—A2R2—T7ITA4AILRY., SSO ZBREL XTI,

OJA42ETKO "I—Y—NFREOPVEEALI I5—

A—H—HNFRESAVE—TIAARICOATA 2 LEDELEEEIC TI—HF—=NFREO2DPYEEBA,L &
WS IZ—HNERREh, TOIL1—H—AH Active Directory IZFET D HE :

o I—HY—AN"RES ICEHEEY., READ ICI1—HY—%ZEML EBE

e IdA—HY—-AHNEERESICABMENTVEVAREEN HYET, RESF 1 HECEICEABTS
o, ROBYPRBRICI—HY—PEINEAELEFEL TERIDIVEN HDIEENHYE
T, I<ICAHTRICIEE., "1 OFIEICHVE T Active Directory ICIEMIE A, RES ICXK
ELTWAHI—H—,

e A—HY—N RES ICHFETRHE :

1. BENYEINELKREESNTVAR L ZHAELET., FHICOVTE., "2 JL54
F2 (SSO) AR ID ZONAZ—DFEEL Z2FRLTSEEL,
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2. SAML#HE SAMLE X—J)LOWANI—H—DEX—)ILTRLALIVEZTEZhTWVS
CEEBELET,

Active Directory ICIBfIE hizA", RES ICXZELTWA 1 —H—

1 —%—% Active Directory (CIBIL TE RES LB WS, ADRHZ N H—F2HENHVYE
9, ADEHAIE., ADIT> MU %Z RESIREICAR—PNT S Lambda BEICK > T 1 KRB EICE
TENET, BAICK > TR, HFLLVI—HY—FL@EII—72EMNL L&, XROBB7OLANE
TENDETEETDENHY)ETF, Amazon Simple Queue Service M’ S FEI TR ZRBTE
9,

RB7OtAZFHTHHELET,

1. Amazon SQS >V —)l ZHZEE T,

2. ¥F1—H»s5., &BIRL EI<environment-name>-cluster-manager-tasks.fifo.
3. XvtE—CnEFEEREFE] ZBRLET,
4. XY E-IARXIZEFE, ROKSICABLET,

{ "name": "adsync.sync-from-ad", "payload": {3} }
XV tE—20)—=7IDICE, RDKSICAHLET, adsync.sync-from-ad

6. XVtE—TJEEHRIDICE. FUFLBREBFXNFIEANLET., COIVRJE, BXES
DURICTONEIXNTOFTHLERREBDIBENF ®VET. TS5LHVE, UIJITANZE
WENKXT,

Yy a oERBICI——FERATEEL

v avEERTIEEEN. v 32 OERKIC Active Directory IZEL TWD 1 —H—A"F
ATEBRWVEES, 1—Y—RBASTOTAM 2V ITRIRENHIGEENBYYET, v a2 @ 7074
TRI—Y—ICRLUTOKMERTEET, PIOTA7RI—Y—F, PBLEES1EREICOITA
VIRRENHYET,
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CloudWatch 9 S AR —YZX—>v—O7 0 A4 X4IBREBBIS—

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch 7 5 AZ—IXZ— v —OJICCODIT—NRRENEHE, ldap BENIRL 21—
H—L A—RNFZIEZMEMN BV ET. COBMBEEEIETSICIE, IDP O ldap REALRO IR
ZEXLET,

[Storage (A B L —0)]

NeY D

« RESZFERALT77ANATLAZERLELEN, VDIKAKINTREhFERA

* RESZNLTTIZPALNSATLEFVAR—RLEN, VDIRAKNIIT hEhEY

« VDITRARD SFHRAEETERL

* RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL 2A'. RXALIZESMLTVEEA

RES ZHERALTI77ANIATLEZERLEL LN, VDIFRANIRTI hEAFE
A

T7P7ANIATLE, VDIRARNTY O NTREIIC "EATRE RETHIBENF HVET, UT
DFIBICHST, F77AIINATLNBERETHD L ZRABLET,

Amazon EFS

1. Amazon EFS OV —)LICBBLE T,
2. 77 AN AT LAOREN FERATETHD D ZBIEBLET,
3. 77AN AT LOREN ERATETHEVESIE. VDIFRANEREHITIHICEFEEET,

Amazon FSx ONTAP

1. Amazon FSx AV —I)LICBEBL X,
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2. AT— B AN ERATRETHD e Z2HABLET,
3. Status A" EAARETHEVIBESE. VDIKRARNZREE TR ETHELEET,

RESZNULTT77PAINIATLEZAVR—RLEAD, VDIKARNINTY hEhiz

RESICHAZVIR—RENDTT7ANZATALILRE, VDIRARFTT7FANATLEITRNTESD
KO, BEBEFIVTATIL—TIL—IIHFBEENATVIBENHBVET, ChsOT77AILY
AT LI RES OABTHEREND /-, RESEREIZEF1 VT4 TIIL—TI—IZ2EELFE
Ao

AVR=—RENLETFANDATALACHBEGT SN IEEFIVTATIL—TRB. ROANDVRE
74V D RHATILENHY)ET,

. Linux" RARASDONFS K57 1494 (R— K~:2049)
- Windows " RARAS®D SMB RS 7 14 ¥4 (K— I: 445)

VDI RARD SFABE TERZL

ONTAP &, 7R 1—A® UNIX, NTFS, MIXED ¥ 1UT 1 ARAI)NZHR—KNLTVET, &
FAVTAARAZAIE, ONTAP A F—R TVt AZHHIZI-HICERAIZT IV EAFAORAT
E,. CNSOT IV EAHAZEETER VAT UNRATZRELET,

FEAE, RUI—LNUNIXEFI1UFTFAAZAMIINZFERALTVWSREHETE, ONTAP OXILF
ZORJLEBHEICKY, SMBISA T NEEIEHRETF—RICT IV RATEET (EEL., BEIC
DB LRVORBATENDHBERICRYET ), 2L, ONTAP R UNIX VAT RN ZAT 4T
YV—)LEERALTEETED UNIX 7O EAHATE2FEALE T,

TOEAHTREOI—RT—ADH
Linux 7—20—RTO UNIX ARAIILORY) 1 —LDERA

TOEAFAE, O1—H—0 sudoer TRRETEEXT, LA, XDOBITE., /<project-
name> FA LI MVIZHT B <group-ID>RTEBHAMY/BEERAAT IV EAFTOITXNTOX Y
N—ER/HELERT,
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sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & T Windows 7—2J0—RT®O NTFS AZAIINDR) 1 —LDOEA

HETOELAFAE. BEO7AINFZO£EE7ONT 1 Z2FEALTERETE XY, L&xl@F, 1—
H—user_01& 7 # LA HHBFEmyfolder, Full Control, . ChangeEkld OTF7 VA5
AJReadZ AllowE lF ([CERETE £ JDeny,

[Storage (AR L —20)] 209



Research and Engineering Studio I—H%—Ha4 K

+ | ~ I Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1|  Share Pemissions o

Dis (@roup or user names:
Evernyone
e
 folder
folder
Add... Femove Iolder
folder

Pemissions for Everyone Allow

Full Control
Change
Read

folder

odo 3

folder

folder

folder

folder

folder
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Linux 724 7> & Windows 954 F7 2 ROBEATR) I —LZFERATSDESE. Linux 1—H—
Z%E U 1—Y—%RIC domain\username @ NetBIOS RX 4 U BERICEENTZ2RAINYEY
% SVMICERETRDHENHVYET, Chik, Linux I—H—& Windows I—H—NDETE#RT S =
HIZKETT, U7PLVAICDOVWTIEE, "Amazon FSx for NetApp ONTAP (&2 Y )LF7' O K
LO—00—ROEML: ZBRBLTLEEL,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXALIZSmL TL
FtA

{7, RES OV —JLA S Amazon FSx for NetApp ONTAP Z#ER T3 L., 77 AN AT LIRS
O aZ> JdEnETH., RXMVICESMUER A ERL T ONTAP 77 1)L AT A SVM
ERAAVICEAET S, "Microsoft Active Directory SVMs D#E4& 1 #Z 8B L T, Amazon FSx
OV =LOFIBIZH>TLKEEW, BEBT UV EAFFAA AD ® Amazon FSx Y —ERATHD >
NCEFETNhTVWRZEZRABLET, SIMARXAVIZEREESMLES, SYIMBE>TI VR
RA4N>SMBDNS BICBEIL, BRTHEICEDLEHDNS EZ2IE—LET,

RXAVICEALES, 9T5ARX—RE DynamoDB 7—7 )L T SMBDNS SREF —#MmMEL T,

1. Amazon DynamoDB 1>V —JLICBEIL £,
2. T—7 ) &BIRL, %ERL EFF<stack-name>-cluster-settings,
3. TExplore table itemsy T, 71 EX—ZRBAL. XOT71I)LZ—ZAHLET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEhZEHBZERL, RIZT0>a>, GEEEBZERLFT,
5 Uil JE—L 77 SMBDNS ZCEZEHMLET,
6. (RFLTHU®] ZBIRLE T,

TSI, T7ANDATALAICBER TS A EEF I UFT 1 TI—7H, Amazon VPC IC&BD T 7 A
WOATLATOEADARO—)THRENATVWERNS 74 0ZFTLTVWBCEZERLET,
T77ANATLZERATEIHLV VDI RARNE, RXA2IZSMLTWD SVMETT7AILD AT
LBZNTDRNTEDBDRSICBEYEL =,
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

Research and Engineering Studio I—H—H4A KR

F/zl&. RES Onboard File System #8EZ AL TRXA 2V IZBEICSMLU TVWABEFOT7 74T R
TLAEAVR—RIBDEETEETT, REBENSTPALNIATAL, AVR—RITIFPAILZART
LZBIRLET,

AFv7ayv i

KEY D
« AFYVT723Y R NDAT—RAN Failed TH D
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

ATV 723V NOAT—RAN Failed TH B

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2+ —®O CloudWatch O AN TREEEZBELE T, BERT—TINITIRFAVR—KEhi
WCENRBBTERENTVERHEEREF., AF Y723y NNFEMNBIRETHD L EERELET,

1. metadata.json 77 A J)LEA T O—RL, EEETEET—7 )LD ExportStatus D AT7—R AN
COMPLETED TH3 L Z2HRLET, T XTF4LT—7I)LIZ ExportManifest7 41 —JL R

AFv7Iav i 212
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AREENTVBCEERBLET. LRO7A—LKEY MIROASBVEE, ZF YT
239 REDRRETSH Y, AT YTV NOBEAMETREATEE LA,

2. ATV 72 ay NoERERKBLES, RESTAFTY 723y NOAT—R AN COMPLETED
L2 TVBREZBERLET, ATV 72aYy hNOERTORAICEZRKRS5~10 00D E
To ATV 723y NEER—JEBO—RFLEFEBT7I7EALT, AFv7>ay NFEEIC
ERENECEZBREBLET, ChiCkY, ERENERAFTY T2 a3y MBI RREICEY E
¥,

12T ZANZDOF+

NeEY S
« EBBAVAZANEVWAO—RNSG Y —2—45'Y NTI)I—7

EEBBAVARANFBZVWO—RNZ Y —2—5Y NTII—=7

B—N—IF7— XV E—IBEOHEN Ul ICRTENDFEE, FLERETARAINYTEY S a2
MTERBRVGEE, 1V7ZANTIOF YD AmazonEC2 A VARV AICEEN H B AEMEA BV &
9o

BEOREREHETDHEFK., £9 AmazonEC2 AV —ILT, B#YWERLETL, ILLA AR
VAILBEBRIASNTVREEDND AMazonEC2 A VARV AN B WA ZHRTHETT, T
NFE k. Amazon CloudWatch logsZF I VvV L T RRAZHBETEE T,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLAICEHEN 5T
M HBDCEZRIOE,. AmazonEC2 OV Y =) TROP 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWVEETT,

BEOABOBFEZUTICARLET,
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EC2 Dashboard X ( EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

res-bicfn3-web-portal-e2958adc

EC2 Global View

Events

v Instances
Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v images 1 @1 ®0 0 o 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
¥ Elastic Block Store

Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

- ok sy reyaes e 1 <] [ |

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

Healthy T RUA 0 DBE, VIVITANERETE S AmazonEC2 1 VARV AN BV &R
LET,

Unhealthy T KU A 0 AADBEIE, Amazon EC2 1 VARV AN BIRL TV S AlgeEN H V) F
T ctild, 1 VARN=ILENTVRTTIVT—232YTRIDITHIANLAFIVOICEKELTY
BOWCENRRTHDAEMEN B ET,

Healthy T> N & Unhealthy T R OWEEA 0 DFBE. XY NIT—VOREZADOAEEMERL
F9, LA, NTVYIHTRYRNETTAR—=NGFT XY NI, HIETD AZs FEVEE
FHVET, COREBIRETDE, IYRND—IORENFFEIDEEZRTEMOTFANNTOY
V=)ICRRENDBENHYET,

BRETFATIRNY TOEE

NeY

s UBICHELTVWEREBTFRAINY THAERBICERTERSAYELE

5 DNREFAVRNY UL EBTER

TAYV KNY 7 Windows D#E#FRATIE "ERIBAUShELLE, RZVAR—KRIZ—"
VDIs7OED aZ 2V JRETAERY VTS

FREEIC VDIsH ITZ—REICKED
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BETCBEL TOWERBTFRAIRNY TN ERBCERTEASBZYELE

FARINY TEENABAUSNEY, EHRTERLLE2£Y)THE, EBEALS AmazonEC2 1 A
RUOAN KRBT BDN, AmazonEC2 1 VARV AN RESIREDAT TR TR ERFEFELEE N
FRTH3U8EMNHNET,. EEE U OAT—RAR, EEETREZSIEHERTITIESN
HYVEITHN, BHROBITEEABLET,

Amazon EC2 AV —IZFEAL T, A1V ARV ANFKTEREFELEEALEAESH ZHMTT D&
ENfHYVET, FILELEBEE., £5—ERHALTHTLSEETL, RENFrRTLESESE., BloFA
INYTRERTDVENHYET, 1 —0OFR—LTFALINIIIRFENLET—RE, LY
AVABRADREEICS|EHKREFATEET,

BANCKRBLEA ARV AN ERE U ICRERTENATVRIHER, EBEE VI ZEALTRT
TRVENHBIEFENHYVET,

5 DDRBTAINY TUARETEEL

A—H—HNEHTERRB/TFAINYTOBROTTAILIOFIRE S5 TF, Chik, ROKSICE
BEU ZERALTEBRENEETERT,

« FAUNYTRELCBBLET,

-« Server 3 7 ZBIRLFT,

« DCVEY2arUNFRILT, BRIOGETAA =20 VYILET,

e I—H—HiYoFadehictya oEz, YESHFLWMEICEELET,
« [Submit] ZBIRL T &L\,

« R=TEEHLT, HLOBRENFr BEENTVREERRELET,

FAT NY 7 Windows OE&HERTIE TE#BErEHUshELE, RS AR—RI
3_"
Windows AV Ny &GN Ul TS5 — T#EABHUSsShELE, NSV AR—RNT

Z—1 o Windows 1 V> ARZ >V ATOIAEDEHRICBIET S DCV H—/N—VY 7 NIV IT7OBEN R
RTHDAEMFHET,
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Amazon CloudWatch AJ )L —7' &, KOEXDIBXY t—D TERRTIS—2OJICREET
%<envname>/vdc/dcv-connection-gatewayB e H VY E T,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

COF/E,. SSM Y2 a s Ix—2v—EAL T Windows 1 VAR ANDELHRZREE, XD 2
DOIRERET 7AINEZHIKR T D ENBRENDABEENS BV ET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICEBEREN, ThUBROBEGEITHIRN IS AEMEL B ERT,

COFETHBEEBAL., Windows TRV MY 7OFHLVWEBTCEAUIS—NFRELEHEEE. VY
TFROITAZY OOER BEEFEAL T, BERENEIABRET7AILEECEEAIVAZVA
DOFLW Windows V7 RTJIFTARY VRERLET, ChickY), EEGESHEERICERATE
% Windows V7 RV ITARY UHFERENET,
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VDIsZ’OESaZ JRETAZRY VT3

TAVNYTEBFrEBZEVIO7OED IV TREOEETH2H5EE. WO2HPOERANER
5h&EY,

EREBETDICEK, TRAVNYTAVAZRAOOQT 774 2HBNX, BEORREBZ>TWVWSH
REOHDZIZ—ZHLET, CORFIXV NI, OY 77 4)LE Amazon CloudWatch O49 &
L= DOUARNFEENTSY), BABOTSLTARY MEBRY—AEVWSSRIIHFFVNEED
AVICHEBRIrEENTVET,

COBBEBORENZRRIROELY TT,

« FHENTUVWS AMIID & software-stack & UL TEBE N TVWETAH, RES TlrRYR—KEThTW
Ft A

Amazon XA X— (AMD) ICAEBRREFTFEEY - SWES, 7—NANZY 77O
SAZVITAVVTRERTTEEREATLUL, LNuX AV ARVARE, A1 ARV A /root/
bootstrap/logs/OOT 77 A4)ICIE. ChICEIZEALBHRISEFEATVEIEEN HYE
9o AWS Marketplace " SEEL 7= AMIsID [&, RES FRAIKNY TA VAR ATIEHMEEL &)
BENHYVET, YR—RENhTVWBHAESHEBETZICKE, TANSBETT,

e 1—H—F—RAV VT K&, Windows RETFAIVRNY TA AR AN NDAR L AMI A SRE
TNEEEICRITEThELAS

F7A)IRTR, I—H—F—ZFAT VT NE Amazon EC2 41 VAR ADREEIC 1 @RTE
hEd, BEOREFRAINY TS AR ANS AMI ZERKL, TOAMIICYTIRIITA
BYVEBEBRLT, COVIRNIITARAEY ITRHOREBFAINY TEZRBBLELSETDE,
1—H—F—BRBAVVTRNEFHLULWEEFAIORNY TA VAR ATRETENEE A,

CORBREZBRITDICE. AMI DERICERALETORETFAINY A AR ATEEELE
L T PowerShell DN R4V RIZRRE, XOIAX REEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIS, AVAZVADSHLVDAMI ZERKLET, HTILLWAMI ZEFERALTYTIRNTIITAZY D
ZEBFL, BTHULWREFRAIOKNY TEZRBBTEET, 7OEDa _VJREVDEFEOAN AR
VATEAUOAN REERITL, 1 VAR AZEBEHL TRETFRAINY T2V 3V Z2EETS
CEETEFETHN, REZAOHSD AMI A SEIOEERFRAINY T2 EGHTHE, ALUBENE
ERETHEIFELTLIEEL,
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HEEIEIC VDIsSHF TS —IREEICHKS

EZZASNBREE1R—LTTANIATALIC, BBD POSIX TV AFTEZH>I—F—0F1L
TJRNUAFBYVET,

i, RODF VAN L TR EISEICEAIHBETHDAEMEN DY ET,

1. 7704 &= RES/N\—2 3 21k 2024.01 ABBRTT,

2.RES AZYOOF7O4FIC, O BHN (CEXEEnableLdapIDMappingE NE L =True,

B.RESAZRYIDOTF7O/MBICEEENER—LT7AIN AT ALK, RES 2024.01 &KV EID
N—23a>TERAENED., %Z EnableLdapIDMappinglciREL TUBINIRETHERAE N E
L %=False,

BRFIE: 77ANATLAOI—Y—F1L O RN)ZHIBRLE T,
1. DTARX—ANZ—T ¥ —RARMAND SSM,
2. cd /home.

3.1s- &, adminl, .. BEPI—H—ZIC—BIBDTALINIBZE > TF1LINIZ—
RRTBDLENHV) EJadmin2,

4. F4 LUK ZHIBRLETsudo rm -1 'dir_name', ssm-user T4 LU KN & ec2-user
FALIORNUZHBRLBEVWTSEEL,

5. 1—H—A#FLWenv ICERICARENATVSEESE. 1——0ODDBF—7 I A5 1—H—
N ZHIBRL £ (clusteradmin ZBR< ) o

6. AD RIE DB - VT AX—NX—2 ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adTE{TLE T,

7.RES JI7R—HS ErrorRED VDI A VAR A% BRELET., VDIHNH 209 T
ReadyREICBITID L EERLET,

BRETFAVKNYZTAVR—FV N

NeEY D
« Amazon EC2 A VARV AN AV =)L TR T &IEVIRLEKRRLTWS

« ADANDSHICKBL I8 (Z vde-controller £ > AR AN YA O L TWET /eVDl T 21—
LKL APIANATF IV UBERR
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« 70T KRG, VIRNVITAEY VERELTEMIDEEZILTIIIVVICRTENEHA

« cluster-manager Amazon CloudWatch O (C ik, T<user-home-init> 7HV > MEFEREFATEE
A, —Y—0OEBZF > TVETL ERREAFTT (TAHOMEFI—H—FTT ),

« O 4 ETE® Windows TAIRKNY I TPHDO MRFEMCE>TVET, BEEEICHBEAV
EhE<EET VY,

« HEB/EEFED AD REICE TS DHCP A7~ 3> DEE
 Firefox TS5 — MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 A VARV AN AV =)L TR T ZEVVIELERRLTWVS

AT TZARNTOF YA AR AN Amazon EC2 AV =)L TR TEHKELTRYIELERRE N
2848, FRETOREICEELTHEY ., 1V TTFANTIFYA VARV AZATICEK2>TERY)
£, UTFIC, ERZREITDHEZRLET,

Amazon EC2 11>V —JL T vdc-controller 1 > AR > AN K TIRENRYVIRLRRENDHEEF.
S—OLYRERINFELLBEVAREMNF HVET. RESICK>THBFEND—IL Y NI, A
VI7TARNTZOF YD AmazonEC2 A VARV AT RAY FENLIAMT 2 AO>  A—ILRY
—O—FHELTHERAETNDXINHET, vdc-controller A4 2)LL TWT, CloudWatch 0%
IIN—=TICROIT—HNRRENEBE, >—JLY MFELLKZIFHENRTVEVTREESHY)
F9, D—IULYRNIRK, ROZRT 2 TZIBEN BB EICEFBELTLIEEL,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

Z DI Z—® Amazon CloudWatch O XY —2 &k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action
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AMazon EC2 A VARV ADMRTZ#FIVIL, TNSNLEZBOVANE—HTBHEE2BRLE
9,

AD ADSMICKBL =78 (Z vdc-controller f ARV AN YA O LTVWET /
eVDI EZ 12— I)LAKRBUE APIALNARAF IV UERTR

eVDI EZ A —ILIANILAF IV OICKBLIEGE, REAT XAV VICUTHFIRRENE
9,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

cOBE. TNV ITO—BHNBENARK, VFARX—NF—T ¥ —0 CloudWatch OJ ZfANXB & T
T, (£VWSEEOOTTI—T7ZHE L £9 <env-name>/cluster-manager, )

EZXO5N2ERE

s OJICTFANNEENTVRHE S Insufficient permissions, res AX Y U DEREIC
BEE 1 ServiceAccount I—H—BDARIAEL VW EZERL TS EEL,

0747046
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Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1>V —)LA'5, RES #7014 HIZIREE 15 ServiceAccount 1—H—H I
TOtATEET, Secrets Manager TRET2—UL Y hE2RERL, 7L—FTFANDOE
BEBERLET, I —BFELLBVEER. MEZERLT—ILY MEZEFHLE
9, WED cluster-manager 1 > AX > A& vdc-controller f VAR A%ZETLET, LW
AVARVARELELUEREICAYET,

s BEEHEATVY —AARY VIZK > TERENEU Y —-AZFERALTVWSEE, 1—H%—F
l& TServiceAccount; THEULEN HVYET, RES OF7O41HIZ DisableADJoin/NT X —
2 A False ICEREE N TWVWBBAE. ServiceAccounty 1—H—IC AD TAE1—42F7ST
IRNZHERTRDT IO EAFAN BB EZBRBLET,

s FRALEI—Y—FBNELVY, OJICTHFANNFEENTVSESInvalid credentials,
AAUENAD—RABE->TVSD D, BRI TVSAEEN BV FT,

071704

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« REOERFICADLE/NAT—RIIE, Secrets Manager 1V —)LIZ/NAT—R
ERTFIBD—IVLYNITIVEALTHAMBD CENTEET, 2—JL YN (&
E<env_name>directoryserviceServiceAccountPassword) Z&IRL., 7L—2FF R
NOERBZERLET,

« —OLYRONAD—RHFELLBVEER. MEZERLT—IJLYNDOEZEHRLE
T BIED cluster-manager 1 > AR > A& vdc-controller 1 VARV AZKTLET, HILL
AVAZAREHMENLENAD—REFAL, TELEREICEYET,

« NAD—RNELWEHE, #iE iz Active Directory TNAT— ROBXEARA T TWS A

BEMEN BV ET, £ Active Directory TINAT—RZDEY RLTHAS, >—JL Y NEEH
TRYMENHV) ET, Directory Service IV —J)LA S Active Directory TI1—H—D /N AT —
Re)tEYy NTEET,

1. BYBZETF14LOKYID Z2ZERTS

REFRVKNY 7TIVR—FU N 221


https://console.aws.amazon.com/secretsmanager/listsecrets
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2.70>3ary, A—¥—NAD—ROUtY NZ2ERL., 1—H—=F (ServiceAccounts % &)
EFLWNRAD—RZTF—LICAHDLET,
JHUKBREULENAT—RAUBONAD—RERBDFERF.
J59 % Secret Manager > —2J LY RONATD—REZEFHLET (Hi:
<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 1 > AR > A& vdc-controller 1 VAR ABZELTLET, HILLA
VARV AREELEREICEYYET,

7OIO0RE, V7RI ITARY VZ2mELTEMIBEEICTILETVICERT
ThEEA

COBBERF, 1——THIoNEAD ORBICEETZROBEICEEL TVWSAgEMNHY)
F9, CcOMBIrRELLEBEEEF. VTAZ—IYX—T ¥ —0O Amazon CloudWatch OJ J' )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ", ZFIvOL T, EERABAUAPBEELTVWA L ZHILET,

cluster-manager Amazon CloudWatch O (Cl&. T<user-home-init> 7HD > ~NF &
ERRATEREA, I——ORBPZFOTVET Y ERTFRENWET (THINE
J_—"f—g_@? ) o

SQS HTRIVZAN—&, A—Y—TFTHIVRNITIOEATERVLZO, ES—RETERIL—7
> TWET, cOO—RE, I—Y—0ORBPICI—F—DR—LT 7ML AT LZERL &
SeLEEECRNIA—ZTIET,

A—HY—=THORNITIOEATERZVERE, FAFD AD KL TRES AMIEELL
BMEENATVWEVAREEN B ET, mEXIE, BIRESIREDERBICERAE AL
ServiceAccountCredentialsSecretArn/N\ZX—XDENELLBZVABEEN BV ET,
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O74 2 FTKO Windows TAIKNY TIC "FPHOY NFEDCB>TVET, B
BECHBBLEDESEEZ L,

CORP\adminT

Your account has been disabled. Please see your system administrator.

A—¥—HFOYvIEn-EEICBEOJA > TERVEER, SSOBRHTEEICHA>F LI
#®., RES AICRREET NIz AD TA—H—HEMCBZ2>TLVS ARSI SR,

AD TA—H—THIY MNAFBHIZHE>TVBHE, SSOOTAVRB>RELET,
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S\E/EEE D AD ERZEICBIT S DHCP A 7> 3> nfE&E

J% B @ Active Directory "The connection has been closed. Transport error"T RES
ZEERATDEEIC Windows RETFRAIKNY T T EVWSTIS—HFREL HEWE. dev-connection-
gateway Amazon CloudWatch AT TRXD RSB R ZBFEL T<EE L,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped
WMB®VPC ® DHCP A7 3a>IC AD RXA A MO—Z—2FALTVRHER. UTZTS
BENFHYVET,

1. AmazonProvidedDNS Z# 2 DD RXA > NO—F— IPs,
2. RXA4>&%& ec2.internal ICERELET,

LUTRICHZERLUET, CORENKRVIBEE. RES/DCV & ip-10-0-x-xx.ec2.internal KA N B ZBRERT
5%, Windows TAYVKNY TR KNS AR—NIZS— &2RLET,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox DI 7 75OH2EAT3 L. RETFAIVNYTILELELELS>ETS
& . MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING EWAS IS5 —XvtE—I %K
RENDZENHYET,
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FEEIE, RES I 7H—/N—# TLS + StaplingOn TEY R7 v 7EhTWVWS A, Stapling
Validation TR&EL TV W & TT (hitps://support.mozilla.org/en-US/questions/1372483,

—hld. https:/really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M 18R (Z it 2
TEBIETEET,

Env HllB&

[N =Xy
» res-xxx-cluster A Y A" "DELETE_FAILED, YRR T. [Role is invalid or cannot be assumed
I5—DEHFHTHIBRTE &L

- OJ0IRE

- VDIOJOSEVO—R

* LNuxEC2AVARVAASOOJOE I O—R

« Windows EC2 A VAV AASOOJ 07> O—R
+ WaitCondition TZ—® ECS O O U&E

res-xxx-cluster AX Y 2 TDELETE_FAILED, R% 7. TRole s invalid or cannot
be assumedy T —NEHFETHIBRTE R\

Mres-xxx-cluster; AX Y 25" "DELETE_FAILED, RET., FEHTHIBRTERVWEEWE., XOFE
ZETLUTHIBRTEET,

AR Y UhH TDELETE_FAILED, REILHZDHBEEE., ETARXY IV ZFEHTHIBRL THATLSEEL,
AZY U DHIREBBITDAATOITNRRENDBEN HYET, [HIBR] ZiBIRLE I,
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https://support.mozilla.org/en-US/questions/1372483
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BBEBARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHERE., "REITZVY—RA, &LTIXNTOVY—ARZZBRL, THIRR, =
BRLUET,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

chix, AZY VORIRICAEZO-ILA, AZY IVORICEAICHRENIZCEZERLET, C
hz@ET2ICE, O-LOBmMZIE—LET, IAMOY-ILIEBEL, RICRTRSICNT
X—2%FEALT, TORMOO-IILZERL KT,

s EEENEITATARATTAWS H—ERAZBIRLE T,
e« 1—A4—A T, Use cases for other AWS services%i#IRL £JCloudFormation,

Select trusted entity we

Trusted entity type

DRAN] ZBIRLUET, O—J)LIC T,
& AWSCloudFormationFullAccessAdministratorAccess My OF7 UV AFA%2HF5LTLE
eV, LEI—R=DEFRODLSIZEVET,
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Name, review, and create

cccccccc

Step 1: Select trusted entities

Step 2: Add permissions

Tags

XIZ. CloudFormation AV —ILICRY ., RAZY U ZHIBRLET, chT, O—IIZERLEET
HIBRTEDELDICHRYWET, HFEIC, IAMOVY=)LIZBFHL, ERLEO-IILZHIBRLET,

O OURE
EC2 AYY—IASEC2A VARV ALOT AT

 LINuXEC2 A VARV AICOTA>F3ICIE, XOFIEICHWVWET,
e Windows EC2 A AR AICOTA>FBICIE,. XOFIEICHWET, XIZ. Windows
PowerShell 2BV TIONXY > REZEITLET,

A7 ZANZOFYRANOTORE

1. Cluster-manager: XDJFAA SV TZAZ—IZ—TJvy—OOJZBEBL. FTYRNITRYFL
x7,
a. CloudWatch OJ J )L —7" 5O I X T MO <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 41 > AZ > AM /root/bootstrap/logs 1L U
NIICHBDITXTOOY, cOEIVZIAVOBTHEICHDEC2 AV —IHISEC2AVAZRY
ACOTA2TB1 PSS ICVVIOENEFIBIZHST, A VAXAICAOJA 2 LET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. CloudWatch O J I —7 5O ITXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHDINTOOT, COEIZIVOBHEICHBDEC2AVY—INASECCAVAZVA
CATA2F21 PSS ICVIOENEFIBIZH ST, 41 AZAICATA2LET,

OJZBEICEETRHED 1 DEF, LNXEC2AVARVAASOOTDE D O—RkEo>3
VOERICHRSICETT, EVI-NBRAAZVARICBEYNET,

VDI O DUx &

X592 Amazon EC2 A VAR AZBET S

dA—H¥—N Nty a>8a TVDl 228 L FEVDI1, AmazonEC2 OV —=ILDA VARV A
DX TBEHE (CV) E¥T<env-name>-VDI1l-<user name>,
Linux VDI O M UXE

CcOEITIAVOBEBRIZHDAMazon EC2 AV Y —INASEC2AVARVAICOATA2 TS
DI OENEFIBEICH>T, Amazon EC2 IV —)LA 559 % Amazon EC2 1~
AZAIZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs# LT
/var/log/dcv/ T4 LI KNJICHBDINTOOTERBLET,

OJ&#WBIT2AHEN1 2@, OJ%s3ICF7Y7O—RL, FIHASEDO—RTBIET

To TOEDHICE, RKOARATYTILH>T120F4L IV NUASITXNTOOTZRBL, TV

7°|:|_ Hbﬁ?o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.%02, Rotwo>a> T, LRSS TVWASFIEICH>TVDIOJ0A D O0—ROT&EAD
\/D_Hl/ij-o
Windows VDI 0% M UX&

COEITaAVOBEICHDAmazon EC2 AV —=IAS EC2A VAR AIZOTA>T
.0 T2 OENEFIBEICHE> T, Amazon EC2 O Y =)L A S5Xtixd % Amazon
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EC2AVARVAICOY A LET, VDIEC2 41 ARV AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ /4 LI NUTITXTOHOOTZEWMELET,

OB d25E0 12, OJ%2S3IC7Yy7O—RL, TIHABSEATO0—RTBET

T, CcNETSICE., "AOEI>3Y T, CREETNATVBRATY ZICRVEIVDIOTDOA
O—R,

vDlOJ oA >o>O0—R

1. VDIEC2AZVAZVADIAMO—)LZEFHL TSI T I LAZHFAL XTI,

2. EC2O2VY—=I)ICBEL, VWDIA AR AZERLET,

3. FALTWSIAMO-)IZRBIRLET,

4., TFORAFUTOEMROYZAIA_1—OF IV RAFARIS—€0>3>T, RUZ—0
TRy F&IBIRL, AmazonS3FullAccess RS —ZBIRL £ T,

5. TURAFAZEM ZRBIRLT, TORIVS—ZTRYFLET,

6. TDE,. VDIZRATICESVWTLTOFEICH#>TOITZ2A I O0—-RLET, ED1-)ILBE
AVABRABILBYET,
a. LInUXEC2AARANSOOT DRI O— R Linux A,
b. Windows EC2 4 AZ VAN SOOT DA > O— R for Windows.,

7. B#EIC. O—J)L%#HEL TAmazonS3FullAccess RS — & BIBRLE T,

(® Note

INXTO VDIs, EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

LInuxEC2 A AR AA50O070A 7> O—R

OJ28 02 O0—RIBDEC2ZAVARVAICOTA2L, ROOAXY REXFTLTINTOOT %
sSSNTYRNIZTY7O—RLET,
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sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —ILICEBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, UEc7y70O—RL
f=<module_name>_logs.tar.gz7 74N EX D O—RL&ET,

Windows EC2 1 AR AL 50O 0A D> O—KR

O7%#X702O—RIBDEC2AVARVAICOTAV L, ROOAX Y RZRITLTINTOOT %
SSNTYRNCFTYZTO—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Z0#%, S3 AV Y—)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L., BEIA /NI Y MZBRL, UEcF7Y 7’O—RL
f=<module_name>_logs.zip7 74 I &EX D> O—RKRL&ET,
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WaitCondition TZ>—® ECS O OYXE

1. F7OSMENEARZRY JICBEL, UY—AZT%ERLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer - LogGroup ZEB L., OJ Y )L—7ZERL T CloudWatch OJ 2B & &
ER

3. ZOAJIIN-THhSEHMOOJTZMEBLET,

FERE

(N =Ry
s DZ7ONAA—AORAVITANENETZEEOTEREOQSA IS —
s FEAZYODOF—OO—IONBEREL Z V)

ID7ONAF—ADOFAV IV IANCLEBITZEEOTFERROTAIF—
il

OJ4>L&5&ELT, ID7ONAE—ADORIAV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEHEES, NAD—ROBVWHARAYINTVDAEENHYET, chidk, ATJ1L
&5 LTVWBI1—H—0/NAT— RFEIF Active Directory H—E AT BT MOVTIhH T,

EAR

1. Directory T —EAOAV YV =) TA1—HF—EH—ERATHIMONAT—RZVEZY NLE
C

2. Secrets Manager DY —EATHIOMONAD—RZ, LERTAILEHRLOWNAD—RE—
HIDELSICEFHLET,

« Keycloak A& ¥ U @ : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

« for RES: res-ServiceAccountPassword-... with #85: Active Directory H—ERXAT7 > h®/\
ADJ—R

N
I_H
i
L]
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
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3. EC2OVY—IICBEL, 95ARZ—IXZ—S¥—A VAR A% TLET, Auto Scaling
L=, ILWAARAOTF7O4Z2BBNICNUA—LET,

TEAZYIOF—00O—UFHELEZV
k=]

F—oO—0H—N=—HIZv>aL, Y—N—ZBRBLLELEECAZAZAD IPAEEEH
EHE, F—OO0— O BRNLEARMEA S XY, RESKR—ZILOOT A R=IAO—RICEKHK
TBH, O—RRETARYIL, BRENKEA,

BAME

Keycloak Z EEBZIRREICETTBICE. BEOATFARNSTIF ¥ ZHIBRL . Keycloak AR Y U
ZETF7O/MTBIRBENFHVET. UTOFIEICH > T LEEL,

1. Cloudformation BB LE T, T2 20F—VO—VBEEARY INRRENET,

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (RZY U
2)

2. Stack1l ZHIBRLE T, RARNETENERARY JRHEIBRTDELDICKRKOS NS, FVWEIBIRLT
ZARNENEARY O RHEIBRLET,

ARV INZELICHBRENTWR L EZRBLET,
3. ZCZTRESSSOKeycloak AZY U F>7L—hE2Z O O0—RLET,

4. HIRENEAZYOEF > EKEUNTX—RERZFEALT, CORZYIEFHTF7OA4
L &9, CloudFormation AV —=)LASTF7O4F Ik, AXY ITOER ->FHLWIUY—A
(BE) #FEA-BREFOT VT L— EBRIZ - FT07L—NTI7A4INETY7O—RLE
To HIRENERAZRY VERUADZFERL T, BEBNFX—ZEZAHILET, ChS5OAD
l&. CloudFormation AV =) T7 4 )LX—%ZEL., Parameters X 7 ICBETSD & T, Hl
BRENLEAZY I TRRATEET, REB, F—R7, BREFTOMONTA—ZNTOARY
INTFA—=RE—HLTVWBR L Z2ERLET,

5. RZYIUNTFT7O/Echde, RIEZEEERATHEMBNIBVWET, ApplicationUrl l&, 77°'0
AENEARAZRYIOHEARTICHYET,
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https://console.aws.amazon.com/ec2
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B A OO [ 8

- BRADERE 2024.x

(2024.08) RET AV KNY THAIN—KNTY N ARN EARZRLTL T4V OAEFERLT
Amazon S3/NT Y NDFRKEY) /EEIAKENT 2 K TERL

(2024.06) AD I )N —TFBICAR—AN EENTVWAHERFT YT I3 Y NOBEANAKT S

(2024.04-2024.04.02) VDI A AR AOO—NIE T EY FEATVWAEW IAM 7 7 2 AFF AR
RARBEEhELE

(2024.04.02 LAHI) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 AR AN BB KK T
2

(2024.04 & & TF 2024.04.01) GovCloud T® RES B M % B

(2024.04 - 2024.04.02) Linux {F385F 25 kv 7 $ BRBE- TRESUMING, AT —RANEE
B2 AREMNDYET

(2024.04.02 LA#T) SAMAccountName BHIC AN FE LI BHEXFEFEENTVS AD I—H—
ORMICKBLUEL 2

(2024.04.02 LAd)) BABKRANCT I ELATREOOTZAXR—NF—HFEUTT

(2024.06 LABI) AD B IC RES ICEHE N TWAEVWITIIL—T X /)N—

(2024.06 LAI) CVE-2024-6387, RegreSSHion, RHELY & & Tf Ubuntu VDIs ®tF 1T 1 ffs
S5t

BLH D B RE 2024.x

(2024.08) REFT AT R Y THIL—KR/NTY R ARN ENRRLTL T 1Y 9 AEFER
LT Amazon S3/NTY NOFGRHEVY) /EEIAKEN T NTERV

NT D

A B

Research and Engineering Studio 2024.08 i&, JL—K/X7Y N ARN (DFEVY, ) ENARLTL
74V ORA (AP IV RNEBFELRZTODIVONBEI Y —R) Z2EATRES. REFAIKY
T4 TSANTOF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VARV AICERAEV) /EEIA
ASINTY RNENTVRNTEFREA,
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COBBEOREEZTEVNTY RRERXDELBY T,

« mAMYWERANTY B

« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHARARLTL74vOA (AP IV NBFELERER7O0 IO RNBEI—H—B)n—HP&L T
L74YOREHEINTY NOFTAHEY) IEERAHK

« L—=KNNTY NARN ZHE2H, WARLTLTAYIOADIBEWNTY NOFAHEY) /EEIAHK

VDI A VAR AZ7OEDa_-_>JLE#E, TOSINTY NMIEBEEAEYIDNTFALIN
DIZENTY MR RENELRBA, WDIONY IR FALIRNIBEFEELETHN, TF4LIB
DIEz=IC&Y), NMTY ROBEOIVTUOVRREEFNTFRA, X —ZFI)IZ2EALTF(ALIKNY
774 2&&IALE., T —Permission denied, unable to write a fileA"AO—<&
N, 77MINORBRREHIETS SSNTY NMITYZTO—RENEL A,

FEEZTBIN—>3Y
2024 £ 8 A

B

1. WYFROVUTRENYFT7A) (patch.py BT
s3_mount_custom_prefix_fix.patch) Z& D> O—RT3ICEF, ROIN REZETL,
ENYFRAOVTNENYFT774INEA T O0— KT B<output-directory>7Fa1L I K1
ICEZE#X., % RESKREMAHI<environment-name>lcBERZIE T,

a. /\YFIFE RES2024.08 ICOABEAHENET,

b. NYFRIUT NIk, AWS CLIv2, Python 3.9.16 LAf&, &V Boto3 N"HUETT,

c. RESAFZ7OA4ENTWVWBTHIRNEU—232 0 AWSCLI Z25REL., RESICEKD T
ERENLENT Y NCEEALEHO Amazon S3 7 IV EAHF A BB 2BELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. NWYFROVFNENYFIFAUNFTIO—REABTFTALINICBBLET, RO/NY
FOAN RZERITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IRIE D Virtual Desktop Controller (vdc-controller) 4 > AR AZE T T HICIE, XROIXU R
ERITLET, (FRHIDATY 7T ENVIRONMENT_NAMEZ# % RES RENDBAIIZRERHK T
T)o,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
T7ZAR—=KNVPC &Y RT7YT7TDH/E., FET>TVEVESRE, <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaBaZ(C &
BIAWS_STS_REGIONAL_ENDPOINTS&{EA Environment variable® ZEHIL T<
& VWregional, FMICOVWTR "o@E iz VPC F7'04 O Amazon S3 /N T Y b
DBIREEH) ZSBLTEEL,

4. BEITHEDZ—TY NTI—THNEE<RES-EnvironmentName>-vdc-extlZ 2775,
I—MNTYRNARN EDARARLT LT AV IANELLKNI hENETAEY) /EZEIAAL S3
NTY RZ2ED2HLWVDIs ZEEBTIHEN HVYET,
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(2024.06) AD FIL—TBICAR—ANBENTVWR ERFTY T3y NOBANF KK
EE)

[

AD I —TICBBICAR—ANBEENTWVWSEFEE, RES 2024.06 EABION—23a DR FTY S
Ay hNEBEHATEEFEA.

DS AR—NF—2 ¥ —® CloudWatch O% (<environment-name>/cluster-managerd%' %
L—=7"0OTF)ICE., AD BHFIZXOIZ—HNEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,203}:(user|group)$

IZ—&. UTOEHRZRBLTIIN—TEDH%E RESHFZITANDENRETT,

« NUFEAXFDASCIXFE, BF. Ay (). EUFR(), PYI—RAT7 () DHEE®
BENTEETD,

c AV () RBREVOXFELTIHEATEREA
c AR—RAZEHDELRETEXREA,

EEEZFAIN—T3a

2024 F 6 A

BAE

1. WYFROVTRNENYFT7A) (patch.py 8 KT groupname_regex.patch) ZX >
A—R¥BICE. ROOAX RZEFTL, 2774V EZBRETSHT 1L U M<output-
directory>lZ, % RES REDHHI<environment-name>ICBZMREET,

a. /N\YFIERES2024.06 ICOXBRENET
b. NYFRIVT NIk, AWS CLIv2, Python 3.9.16 LAf&, & KU Boto3 N"HETT,

c. RESAWSAF7O/4/ENhTVWATHVRED)—=2320CLIZBEREL, RESICLT
FERENENTY NCBERAU S3 TV EAH AN DL ZRRBLET,

OUTPUT_DIRECTORY=<output-directory>
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ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. NYFROVFNENYFIFPAUNTIO—RERBZTFTALINICBBHLET, RO/NY
FIAN RZRITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIEOD Cluster Manager 1 VAR AZBEBITHICE. XOOAN RZETLET. Amazon
EC2NZRIXAVRNIOAVY=IIDSA VARV ARKRTITBDEETEET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(@ Note
CONYFTRE., ADTIL—TRICNPXFERXFD ASCII XF, HF, Fv>1 (), EV
AR, PUE—=AOT (). BLTEFARNFN1~30 DAR—AZZODENTEEXT,

(2024.04-2024.04.02) VDI A > AZ 2V ADOO—=)IICT XY FEhTVWEWIAM 7 7 &
AFFAESAREEhELL

il
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BREBFAIONY T2 3aUHF7OP IV NOT 7 AFAOERREZE T ICHEAL TLWEL,
nE. IAMPermissionBoundary /N\ZX—R TERENLT IV LAFAOERY, TO70O0I7 K
DERFIZZOD TV MIETNICEYETSATWEVWLESTT,

FEEeZTAIN—T3Y
2024 F 4 A - 2024.04.02
BAME

VDIs A 7O T O NCEWETSNLET VAT IDORERZENICHETEDLSICTRICEF, R
DFIBICHVNET,

1. NYFROUVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBDICIE, ROOANY RZRITL,
Z#77ANEBRETSHO—NILFT 4L U N)<output-directory>ICEZE#AFT,

a. /\Y Fl& RES 2024.04.02 ICOKABERAETNE T, /N—32 2024.04 F7=l& 2024.04.01 ZfE
ALTWBHER, XAFT—N—23V0FEHMO2VWTNTUY I RFIXVNIREHEE L
TVBFIEICH T, RIEZ 2024.04.02 ICEHTEFR T,

b. N\YFAU T NIZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESAWS A"F 7 O/4EhTWVWATHIREY)—3 20O CLI 25REL., RESIC&>TH
BENENTY NCEBEIAU STV RAFUNf BB 2BRELET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFARIVTFRENYFTI7AIINDNEOO0—RENBDFALINJICBELET, XD/\NY
FOAX > RZFEITL. & RESIREMZHI<environment-name>l_EZEMRZI X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch
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3. % RESREMAHI<environment-name>llBZEM|X T, OOV RERTLTREAD
cluster-manager 1 > AR AZHBEEULET, Amazon EC2 XXX NV =IIH S5 A2
ABVAZRTIBDEETEERT,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LA#T) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR > AN {2 &
ICkBT 3

[E1E

Amazon Y32 4 X— (AMIs) i&. BEDHRET RES TREF A K Y 7 (VDIs) EAE T YT
ITREHILFERAEhET, FSAMIICIE, V=23 ZEICEBS IDAEENFFSNTVWET, RES
T ap-southeast-2 (> RZ—) T Windows Nvidia 1 > AX > AZEE TSI RS ICHREE iz AMIID
FEREELLBHYEEA,

CDRATDA VAR AFZEami-0e1908939a996caf® AMI-ID l&, ap-southeast-2 (> RZ—)
O TUARENRTVET, KDY IZ AMIID ami-027cf6e7le2es42fh ZERTIHEN H V)
x9,

77 #) MO AMl ami-0e190f8939a996caf TA VARV AZREEL LD THE, ROIT—
FRELEXT,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0el190f8939a996caf]’ does not exist

REZ7ANObZEC. NTZ2BRIZFIR:

« ap-southeast-2 J—2 a3 IC RES #7704 L&F T,
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- Windows-NVIDIA DF 7 #)LRY T RIIFTARY % (AMIID) #ERLTA Y AZ AL REL
F 9 ami-0e190f8939a996caf.

SEEZHAIN—T3a Y
FANXTORES/N—232 2024.04.02 LBINEZZTET
ERK
LTOBMEKE RES/N—232 2024.01.01 TTFARENTVET,
s ROBETHLWITIRNRIITAZRY VB ETS
o AMI ID: ami-027cf6e7le2e442f4
« FARL—=FT 42T AT A: Windows
« GPU #i&Jt: NVIDIA
« /M ANL—2H 4 X (GB): 30
- &’ RAM (GB): 4
c CHOYTRNIITARAZY V%EHAL T Windows-NVIDIA 1 VAR A% BET S

(2024.04 & & T 2024.04.01) GovCloud T® RES Hi M % Bk
R

RES HIBr~D—%2 70—, UnprotectCognitoUserPoollLambda &% THIBRE © 3
Cognito 1—H—7— )L DHIBRREZEMNIZLE T, Lambda DETIF. IC&>THBEIE
JInstallerStateMachine,

BA)—23>& GovCloud V—23a>TF7AIRND AWSCLIN—2a o NFERD I
&%, Lambda Mupdate_user_poolMU'H L & GovCloud U—> 3> THREMLET,

GovCloud J—2 32 TRES ZHIRL K5 ETBE, ROIZ—HFRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
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DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT=BHRIZFIE:

« GovCloud V—> 3 IC RES #F 70495
« RESARY YU %YIKRTS

FEEZTBIN—>3Y
RES /N\—2 32 2024.04 $ & U 2024.04.01
BAME

RES /N\—232 2024.04 TlE, ROBEBMENF TARENTVWET,

« UnprotectCognitoUserPool Lambda & <
- wBMA: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s DUBRALRE > RE > T 32M L ->R1FE Python 3.11 ZBIRLET,
« CloudFormation ZFH&Z £ 9,
+ Delete RES stack -> leave Retain Installer Resource UNCHECKED -> Delete,

(2024.04 - 2024.04.02) Linux {RAEF AV kY 7 EBEBEEIC "TRESUMING: AT—2X
ADERICBDAEENFHYUERT

il

Linux RETFAIRY 7, FREREFEATD1-)ICL2EFLEERCBEHTSE.
"RESUMING) AT—RADXRICBRZENBYNET,

AVARAEBREL =%, AWS Systems Manager EFH LW DCV Y > a2 &2ERT S
EHOUE—RNINY RZETET, XROAT XY 2—2# vde-controller CloudWatch A%
(<environment-name>/vdc/controllerCloudWatch Q7 )L —7"OTF) ICXZEL TVWET,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT
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EEEZTBIN—>3Y

2024 F 4 A - 2024.04.02
BAME

"RESUMING, RETAEZY L TWARRBTFAIRNY 7Z2EIRBTSICE :
1. EC2OYVVY—IHLSEEA AR AL SSH #EHEL X T,

2. AVAZVATROONY RZEITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBEBIDIDZFEXRT,

FLUWREBTFAIRNY THARUBBELCHRSBEVLSIZTRICE

1. NYFROUVTNENYFT 7 A)L (patch.py KT vdi_stuck_in_resuming_status.patch) & &
JO0—RTBICE. ROOX RZEFTL, 2774 EBRETDT 1L U M<output-
directory>ICBZRAET,

(@ Note

« /NY FIE RES 2024.04.02 IZOABERENET,

« NYFRAOVUT NIk, AWS CLI v2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHI V=23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEBERAU STV LAHAN BB L Z2HBLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. NYFRIVTFRNENYFTIPAINNFTOO0—RENBDTFALINJICBEILET, XDO/\NY
FOAX REEITL., & RESHEEOZFi<environment-name>lZ., % RES AF7O4&h
TWB)—Tar<aws-region>lCEEMAET,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IRIE®D "Controller 1 AR AZBEFHITZICE, ROOXV RZERTL, Z RESKREDA
Bi<environment-name>ICBE#Z E T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAET) SAMAccountName BHEEIC AN FEREFBHRXFNF eFEhTVS
AD 1—HY—0nRHBICKBULUEL £

il

SSONDBLKEEL2HE 2 >OADEBHATAI VL)Y NTYy7TEhsd&, RESE AD I—H—
ORBICEKBLET, VFTARX—IZX—2 ¥ —0 CloudWatch Od% (<environment-name>/
cluster-managerOJJI)L—7"0OT) IZl&, AD BEFICRODIZ—HNEEFNET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}%$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$
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I5—Fk. UTOEHZEET SAMAccount 1—H—BNDHk%E RESHZHFAND ENRERTT,

« NXZOASCIXE, BF, EUFAR (), PURX—AROAT7 () NDHEEHD_ENTEET,
s BEVUAREFERZGT7UOA—AOAT7E. BUFELFBRONFELTHEATERTEA.

c 2DNEHLULEEVARELEFETZUOA—AAT (v . .. _BE)YEEDDERFTETLEA,
EEAES|TRN—ay

2024.04.02 LABI

EANE

1. NYFROVFRNENYFT7A) (patch.py & samaccountname_regex.patch) & >/
O—Rk¥3ICE. ROAIY KERFL, £77 A LERETSF 1L 2 kU<output-
directory>lICBE#AET,

® Note

« /NY FIE RES 2024.04.02 IZOABERAENET,

« NYFRIUTNIZIE, AWS CLIv2, Python 3.9.16 LAf%&, & KU Boto3 NAHET
9o

- RESAWS A F7O4&EhTVWBTHI D=3 0 CLI ZFREL. RES IC
KOTHERENIENT Y NCEERAU STV EAHAN BB EZHWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFARIVTRENYFTI7Z7AIINEOO0—RENBDFALINJICBEILET, XD/\NY
FOAX > RZFEITL. & RESIREMAZHI<environment-name>l_ EZEMZI X T,
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python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRED Cluster Manager 1 VAR AZBEBITHICIEFE. ROIN RZETL, %Z RESIRE
DB Hi<environment-name>lC BEMZ EFT, Amazon EC2 XXX ROV =L EA >
AR ABRTIBDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAwT) A BRARNCT IVERATRDLEOOTTAR—NE—HNFBEITT
il

I—H—HFTSAR—RF—%H4 I O—RLTRES VITR—BILHSEIAKRANCT IEA
TRE, F—ORANELLSBYELA. EBHOTH 17ELTHIO—REh, F—HFEHIC

BYWES, ZVVO—RULEF—ZEALTEAEABRANITIEALLSETRE, ROIZ—H
RIRENET,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

EEEZ(TBRN—3>
2024.04.02 LA#T

R
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COTTIOHRIEELEZTEVED, Chrome ZFALTHF—%2FA T O—RITBELZHEHLE
9,

FhE., OBICHFLWVWTZERL., OERIICAOITZEERL T----- BEGIN PRIVATE
KEY----- F—TTFAINEBIA—NYRNTBDCEETEET----- END PRIVATE KEY----- o

(2024.06 LA87) AD REHHIC RES ICEHBEchTWEWTIL—F X /)N—
INT DA
GroupOU A" UserOU £ E3.23FE, JIL—T7 X2 /)N—F RES ICHEHYICRABEhEFLE A, UserOU

RES k. AD VI —7As1—H—2RHBLEIXS>E TS L, Idapsearch 71 )L EZ—ZERLE T,

BWEDT 1 )ILEZ—F. GroupOU NTZ X=X DK V) I UserOU GroupOU NT X —XZFR> THEHA
LET, TORR, RRGI—HY—2RI_ENTEEFLA. ZDENMEE UsersOU & GroupOU #f
BEBDAVARVATOAFEELET,

EEEZITAZIN—->a

CORBER. IXTORES/N—T 32 2024.06 AR ICHELE T,
BmAE

BEZBRIBICE. ROFIBEICHVET,

1. patch.py A% 'J7°~ & group_member_sync_bug_fix.patch 77 A )L &ZX D> O— RT3
F. XX REEFTL, 277402 ADOO0—-R$20—HILF1L U K~<output-
directory>lCBZ#x, Z/\vF&EHEHATS RES O/N\—> 3 <res_version>IZEE#Z
£,

® Note

« NYFRUUT NI, AWS CLIv2, Python 3.9.16 LABE, KTV Boto3 FHET
9,

- RESAWS A*F7’O4&ENhTVWBFTHIRNED) =232 0 CLI ZFREL. RES IC
KO THERENENTY NMCEBEIAC STV EAHFIN BB Z2BRELET,

« NYFIE RES/N—2 32 2024.04.02 &£ 2024.06 DHEHR—RLTVWE
T, 2024.04 F£=lE 2024.04.01 ZFEAL TVBRHEE. T ICERBSNTVSFIEIC
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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ROTXNAFT—N=—2320FH, NV FZEATHHENICREZ 2024.04.02 IZFEH#H
TEEXT,

« RES /N\—2232/: RES 2024.04.02

NYFA D O—RUZD: 2024.04.02_group_member_sync_bug_fix.patch
« RES /N\—232/: RES 2024.06

INYFEAI>O0—RU>2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. NYFRIVFRNENYFITIPANNFTOO0—RENBDTFALINJICBBILET, XDO/\NY
FOAXY > REZEITL. & RESEEOSHZRI<environment-name>lICBE]Z E T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. IRIEOD cluster-manager 1 VAR AZBERITSICE, KOO RZEFTLERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 L\ #1) CVE-2024-6387. RegreSSHion. RHEL9 # & ¥ Ubuntu VDIs O+
117 1REEEM
N9 DB

regreSSHion & FElEN 2 CVE-2024-6387 I&. OpenSSH H—/N\—THBIEhTWET, COiEHEHE
&Y, VE—RFOFBIAEATWEVHKEZERZFRZ—TY NF—N—TEENI—RZERITL, B2X
BIEIC OpenSSH ZRAT B ATALAICERB VAV ZE15LFET,

RES M54, BERTERIRAAKRANZRZAHAL, RETFRAIKNYTICSSHENET, BihA
RANGZOMBUENEEEZZTERA, L, IXTOHORES/N—2 32 TRHELI & T
Ubuntu2024 VDIs (IREBTFAIKNY TA VT ZARNSOF v) ICRMHT BT 7 # )L D AMI (Amazon
NOAX=V &, EF21VT1OBRICHL THESES OpenSSH /N—2 3> ZFEALE T,

D%V, BEFE®D RHEL9 3 & T Ubuntu2024 VDIs FERE D AIEEMA H V) TTH". HEEIE B A
BRANCTIVERATRIHENHYET,

FEEOHMEICOVTIR, 25588RBLTIEEL,
SEEZTBIN-T3av

COMEK, $XTOHORES/N\— 32 2024.06 AFIICHELET,
BRR

RHEL9 & Ubuntu @A A OpenSSH O/NY FZ U —AL, X1 UT 1 DfEHHEZEELEL
o 28k, 7SYRTF—LDTNEFNONYT—IIZ—D vy —%2FRHLTTITEET,

Bt O RHEL9 7= (& Ubuntu VDIsA & %35 & &, LT ® PATCH EXISTING VDIs O FEICHES
EEREOLET, SEOVDIs IC/NY FZEATSICIE. PATCHFUTURE VDIsOFIBEICHS Z &
ZHEOLET. UTOFETRE, AVVTRZRTLTITSY NI —LDOEFH%Z VDIs ICEAT
BHECODVTHBALET,

B M VDIs
1. BTEOITANTO Ubuntu 8LV RHELOVDIs IC/NY FEBA TS AOIAN REEFTLET,

a. NYFRAOVTNIZIE AWS CLI V2 A"RETT,
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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b. RESAF7OM4ENTWVWATHIRNED)—23 20 AWSCLI ZEZEL., AWS Systems

Manager Run Command & J%{S 9 % /=% 0 Systems Manager 7V CAHF I H 2 Z & &
RlLET,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/

patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT NN EEBILRTENEEEZERTEET, OV RBEA2T
ZOUYOL, BHFOONRID Zi8IRL, IXTOA > AZ>AIDs IZ SUCCESS X v 2—
INBBEEERBLET,

kD VDIsNY FZERAT S

1. NYFROVUTRNENYFT 74 (patch.py & KV update_openssh.patch) Z2X 7> O— KT
Ik, 27740 EF 0 A—RFTBF 1L U MU<output-directory>lZ, % RES RIE
D& Bi<environment-name>IZBEMZX T, XANOINV RERITLET,

(® Note

« VY FIE RES 2024.06 ICOKBEAENET,

« NYFRIUTNIZIE, AWSCLIVv2) ., Python 3.9.16 LAF%, # & T Boto3 A" HET
9,

s RESHF7O04EnhTVWBTHI R EU—23 22 AWSCLI OO —ZFRE
L. RESICL 2> THERENLENT Y MCEEIAC ST IV EAHAN H D C & ZHERD
LEY,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIIY RZEITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRRZEFEALT, BIE®D "Controller 1 VAR A= BRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
JERD VDIs AND/NY FEAIE. RES/N— 32 2024.06 METHO AT R—RENTVE
T, 2024.06 &Y BID/N—2 3> O RESITREDFKD VDIs IC/NY FEREBAITDICE, F
T OFIEZFERAL TRESRER 2024.06 ICT7Y7TIL—RULEITAZY—N—T3 2 NE

e

#.
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S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)
Y—ER)SAEVANRFBLTVET, COBERE. chsnSA Y RAEEEEZIC7OEY 3
VUTBOICRIUBEET, Z2FATRIEETEEXRT, ChIZKVWAWS Systems Manager Session
Manager, RDP ZEHEFIC. ROP S/ 2 AZHEE R FIC AmazonEC2 A1 VARV A
ET—NEHRTEFET, EMOVE—RNFRINYTH—ERSA AN BELZZEREK., VE—KF
AV Ny 7 1—%— CALs% Microsoft £ 7= & Microsoft 74 £ AV S —HASBATIHLENH V)
TS POTATRIYTNDIDITTOATSVARZEODVUE—RNTFARAIMY T 1—H—CALs ICEZ
AEAEEVTAORINFHY ., F74ILN (HB) THINREICBITAWS TEET, V7B
DITFTIAT VAT A ATEVTAOX )Y RBELTIAM A ZESIATCHFEICD
WTlk, FAQO DI a>aSRBLTLSEETL,

BEREG, FECRF N TV2EHREZMEICTHMMIZEEZESIENDELET, CORFIX
K (@) BFEBREHOKAZHENELTVET, b)) BREVRBORMET S VT AERLET
AWS , FELBLICEEECDAEMNI BN ET, BRT (). AWS BLRTZDEELHEANASV
PBEZIAZIY M NEERRIEEERLELA. T 54V —F (& licensors. AWS products &
ERY—EARR., RIAIBLT "AREE) TRMHAEThET., KRB, FLEHSWIEEOXRHY. B
THABRTRALICHAADST, BEICKHTS AWS BEREEEFEF AWS ZHICK > TEEBETNET,
CHORFIXKNGE O—EBTREDYNELBA, EEFEThTFHA, AWS EEZDER L DEDEL,

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DRBEICEIVW TS/ AENET,

252


https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
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yETay

FHMICOVTE, GitHub DRI KU ® CHANGELOG.md 77 M) ZSRL TKEE L,

B £E

2024 £ 10 A « YU—=ZAN—=232 202410: DHYR—K %
Ehn —
- IRIFHER.

s FRONYZHEB7O774)L.
s RETFARAIRNYTAUEZ—TIAANOEE
{Z1E.

2024 £ 8 A « DY—=AN—232 2024.08: DHR—K%&

B —

« Amazon S3 /N4 ¥ N % Linux Virtual
Desktop Infrastructure (VDI) € > A X >
ACNI T B, "Amazon S3 /N VY
b1 ZZRBLTLKEEV,

c WARLZAD TV NOT VLA, B
FOO—IINDHAZRIARENAR LO—
JIDEMZAEEICTDILET IV EAFATE
TN "POEAFARD— 25RL
TLEEL,

e A—Y—HaA R bFI)INa—FT142001
v>3aveERREAUVELE,

2024 £ 6 A « JU—=A/N—232 2024.06 — Ubuntu %
R—b, 7O T SNRABEEOT 7 ARG
A,
« I—Y—HA R: ZEBN FTEREZERTS

2024 £ 4 B 1)) —ZA/N—= 32 2024.04 — RES X%
AMIsE 7O TV NEBTTL—b
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2. CloudWatch Logs O &R¥E, X1 F+—/\—
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