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Hmze7T70149%

@ Note

cOHRIE, AWS CloudFormation T 7L—KEARY VZFERALTF7O4 ZBE1L
L% 9. CloudFormation 7> 7L —hKik., CORRICEEND AWS UY—REZ07ON
T 14 %Z5IR L E£9, CloudFormation AZXY V&, 7L —hMICREAREhhTVWERIY—R%
7O azZ> g LY,

HRmERBIDEIC, COHA RTHRALLIAN, 7—FT0F v, RYKDT—TtF21UFT1,
TOMODERBBEZMIEL T LSV,

NeEY

- BIRERAT

« ABVY—RAZEHRT S

c ATV7 1 HmZEREIS

c ATV 22O THAA42F D

AR SR

REY D

s BEI—HY—-—AWST7HVUDN Z2FALT ZHEHKTS

+ Amazon EC2 SSH ¥ —RT7 %2R TS

s Y—ERVF—REEXT

s NABLRXAVEERTD (732 )

o RXA > DERK (GovCloud M & )

« HEBUY—RAZREITS

« IRIFT LDAPS 28ETS (#7232

 Microsoft Active Directory DY —E AT HO 2 N&ERET D
T77AR—NVPC Z2RETD (A7 3> )

LIE=38 23


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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BEI—HY—AWS 7HOU N 2 AL T ZHEKTS

EEI-YHY—AWS THIU N 282 FBETT,

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—=LCR, FHAIRODIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZIOTARELT, A —CEBT IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—PN I —DAZEERATEILSICLTLSES
W,

Amazon EC2 SSH ¥ — X7 %Z /KT

Amazon EC2 SSH F—ART7HABWVWBEK, ERNTEIHRENHVYET, FMICOVTIE., "Amazon
EC2 1—H%'—7H4 R, ® "Amazon EC2 AL EF—RT7OERL 2SBLTSEETL,

B—ERAV#—X&EEPT

UTOH—EARAVA—ZZEP I E2HBBHOLET,

* Amazon VPC
« NATT—KRDJIAHiZV)DElasticP 7 RLAVA—R%&Z5H5 8ICEPLET,
« TRAZEUTA—=V—=2BIEWVDONATT—KRIIAZ 505 10 ICEPLET,
« Amazon EC2
« EC2-VPC Elastic IPs

AWS PHDOV M., AWSH—ERZ &L, UBIRFIREFENATWETF 7T RO A —245
HYVET, BFICHRENTVEVRY, 77—X@3#BEETT, —FHO I+ —XICODVWTEEIEL
FRUIVIARNTETITHN, TOMOIUVF—ZICDVWTEHBIELFRZERFRTEREA. FMICOL
Tk, TCORBDAWS H—EANTA—2, BSRBLTLSEEL,

EBI—Y—AWS THDUU N ZEALT ZEKT S 24


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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NDARLRXA D RERKT D (FA723a2)

A—Y—T7LYRU—BEURL ZEDICE,. BRONAZLARXAVZFERTIZIEZHEBHLE
Fo NABLARXAVZEEBEL, #7232 TARAEZEETEX T,

ABIV—ARAEZY VL, BELEAAZLARXAVOIAREZERTZ7OLAN HVET, R
XAVHSBY, ABIY—AARRY VDORAELERBEZEATZIEEE. CCTATYTZARFY
TTEEY,

T, UTOFIEICH > T Amazon Route 53 ZFERA L TRXAM 2 ZEEL, ZFEALTRXLY
DIEAEZ 1 > 7R— B L ETF AWS Certificate Manager,

1. BRICHE2T, Routeb3 ICRXAA 2B LET, BRAX—II’EEEXT,
2. RXAOERANY—2ZBEBLET, Child Routeb3 ICK > THEBHNICERENET,

a. Routes3 IV —I)lZ2BHEEXT,
b. ERIOFES—>3UHhSKARNI—2ZERLET,
c. RXAVBRICERENERARNI—22RE, RANY—2IDZIE—LKRT,

3. ZMB& AWS Certificate Manager ., A TOFEICHE > TRXAVEFAEZV I ITANLET, V
)1—232 &F7O/4TDFEO)—23aICVB e z2BELET,

4. FET—aTpsiREE—ERTEZERL, SABEVIIARNZREODHERT, VIITAME
REFTHILENFHYET,

5. AAEID ZEBRLTUIIANZRHEERT,

6. RXA2t0>3>H5, Routeb3 TLOA—RZEXTZZ2BRLET, VITANDREC
100D ET,

7. AEASEANRITENLES,

AABODAT—RAEI3IVASARN ZIE—-LET,

RXA > O¥ERK (GovCloud D )

AWS GovCloud CRE#ESP) J—a > IcF 704 L TWT, Research and Engineering Studio ® 7
ABLRXAVEFERALTVREEE. ChSORIRZHOARATYTERETIHHLEN HYET,

1. NTVYIORANRXA U HFERENEBAN—T 123> AWS AT NMIEEEE AWS
CloudFormation AZ Y 2 %#F7O4 L&,

2. Certificate CloudFormation H A6, & ZEDlfCertificateARNTXELE
JPrivateKeySecretARN,

NABLRXA 2V #ERT D (FT23aY) 25


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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3. GovCloud/ N\—F4>3>FHIKNT, CertificateARNH I DEZFE D> —VL Y NE
ERLET, N"—OLY MEIZTIVEATESDEKSIC, :ILW>—OL Y N ARN ZXE
Lvdc-gateway, ¥>—2L Y RNIZ2D00DRTZEBMLET,

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [environment name] (res-demo D AIREMEA " H V) £ T )

4. GovCloud /N—7 4> 3> FAhHJ>VNT, PrivateKeySecretArntH D EEFE > —IL v
NEERLET, FO—ILYMELCTIEATERRSIC, FILLWZ—JL Y NARN ZXE
Lvdc-gateway, ¥—2JL Y RNIZ2D20DXTZEMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (res-demo D EJEEMEA H V) £ T )

ARV Y —AZRMT S

@ Research and Engineering Studio Tl&, F7’' 04 KICXOAIIY —ANBEETD & & AWS
BELTVWET,

« KYRNT—=F2J (VPC, NTVYIOHTZRYN, TTA4R—=KNGFTZYN)
C ZTlk., RES IR, Active Directory (AD), £BEARL - ORANCEAEND EC212A
BUAERITLET,

« AL —2 (Amazon EFS)
ARL=—2RVI=-ALICE., REFRIONYTAVTZARNTOF v (VD) ICHEBHRTFAILE
T—ANFEERTVET,

« T4 LU KUY —ERA (AWS Directory Service for Microsoft Active Directory)

TALORNIY—EAG, RESREICHLTI——ZFALET,
s F—ELEORT (A—HY—FB, NAT—R) &L TT7#—X Y N& N Active Directory —E AT
NoOVROI—H—RFENAD—REZELS—IL YK

Research and Engineering Studio l&, Z#EAL T, Y—ERXAT7HINONAD—REE, BE
LE>—OL Y BIZT7 VAL FTRTFTAWS Secrets Manager,

HAEIY—AERMET S 26


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning

BIHI T % 3 X T D Active Directory (AD) 1—H'—ICH U THEMB EX—I T RLAZEET
DREBEHNFHYVET,

® Tip

TFERBEZTF7O4/LTVT, ChSsOAEIY—ANFABATEZVEEE., AWS NA N\
74— VAAVEI—FAVILIEEFERLTHBUY —REERTEET. THIY
NMCUY—REFTOCTBICEABUY —RAEERTS. ROEIT3I> T, #BBLT
<EEL,

AWS GovCloud CKEES) U—> 3> TOFEF7TOMTR. T OFHEKHERTYTEE
TERHBENSYET RXA DR (GovCloud D& ) o

IRIET LDAPS ZFRET S (F 723> )

IRETLDAPS BEZFEAT2EE. UTOFIEEZRETL T, fAHAEZERL T AWS Managed
Microsoft AD (AD) RXA > NO—F—IZF7X2YFL, AD £ RESENBEZREHITIMLEND
WET,

1.

F oY —/)N\—{@l0 LDAPS Z&%HIC 9 % 5 7E AWS Managed Microsoft AD, ICEEEEhTWD
ATYZICRVWET, LDAPS ZERICEMICLTVRHEEIE., COATYTEAFY S TEE
ED
AD T LDAPS "RREETNTVWAH & Z2MAL S5, ADFIAEZIVAR—RNLET,

Active Directory H—/N—IZBEBL £ T,

EIEE L LT PowerShell 2BE £7,

certmgr.msc ZE{TU TAIAE U AN ZHEE T,
BAICEEE NI —NRAIMEZRE, RICAHEZRFEVT, AHEBVANEHEET,
AD H—N—CtRIUBHDAHELERAL (FLERFEIVUYI)L, IXTORAIZEERL
THASIVAR—KNLET,

Base-64 TL1—R&h/ X509 (CER) Zi#IRL., RAZBIRLET,
TF4LORN)ZBIRL, RNZEBRLET,

>—2L v bR AWS Secrets Manager :

® o 6 T o

1 Q@ —h

1

BT IDAPS £RET (A 73 27


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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—ULYRNIZ—I¥—TI—ILY NEERTBBAER. [Z—IL Y ORAT]T[ZD
feD>—UL Y N Z&RL, [FL—2FTFAN 74— RICPEM I 0— ROGEAEZH
WNWTERT,

4. {EHREN/-ARN ZEZZZHT. O DomainTLSCertificateSecretARN/NT X—RELTA
HUEITATYT 1. BREiREHT D,

Microsoft Active Directory Dy —E AT HDV > NZRET S

RES ® ID ¥ —A & L T Microsoft Active Directory (AD) ZiBRU =354, AD IC7OTTAILEKDT
DL AZFATRIY—EATHIRMNHVET, RESOA VAR =IO—RELT, Y—ERT
WOV RNOFEABEREZFEAL T —ILY NEBEIRBENfHBVET, Y—ERATHIY MEROHEEE
EHEYELET,

«c ADASI1—H—%EH3%5 . RESIEFAD AS51—H—%AFHLT, I—Y—H»FDI17TR—%I
COJA>TEREDICTRIHENHYET, BH7OARF., Y —EAT7HIOMNZ2FEHALT
LDAP (% 0]) #FALTAD 20T UL, FRAAREAI - —CII—TE2RELET,

« AD RXAICEBMTB: chidk, 41 2AZAN AD RXAIZESMT % Linux REBET R D
NYTEAVTZARZIOFYRANDATSIVARL—232TE, RES TR, chiF
DisableADJoin/N\TX—ZTHIfIEnhE T, CcONTXA—REFEFTT7 7))L N T False ICRREE NI F
o DFVY, Linux REFAIRNY TR T T I REETAD RXAICSMLKRSELFET,

« AD ICER T Linux RETFARAINYTEAVTTARNTIVFYRANE., AD RXAIZE
U 7% W54 (DisableADJoin = True), AD RXA VICEHKELET, CcOBEEFERATSIC
&, H—ERAT7HDVY KT UsersOUB LY O1—HY—ETIN—TOHmII T IV ELRAEMSET
9 GroupsOu,

H—EATHORNIR, ROTIVEAFANDBETT,

e 1—H—%BEHL TAD ICEHTDICIE > UsersOUB KT O I1—H— T I —TO5HEN) T D
2 AGroupsOU.

« AD RXA ST B2k > TComputerA 72 T MEHERL £ 9 ComputersOU,

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 @AV V7 NG, BYIBY—ERTHIO U NOT O EAFTZ2FE5TEHED
BlERLTWET, MBEOAD ICETVWTEETEET,

Microsoft Active Directory D —E AT AT ~ 28


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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7Z7AR—NVPC ZRETD (F7>32)

Research and Engineering Studio Z 08fE iz VPC ICF7 O/ 92 &, B0 TSA4T AL
ANFTUOABHRZBLILOOEF IV T4 F@btEhET, £LEL, BEORES F7O4 &k, &
FEAEODA AN —=INICA 2 EZ—Y RTIOELAILHKELTVET, 75A4RX—KNVPCIZCRES %
AVARN=ILTBICRE., ROBRFHEEBLLIDENFHYVET,

N =R

« Amazon XA X—2 (AMIsZ #1893 %

- VPC IV RARAV NDORE

e VPCIVRARARDIBEWNY—ERAICELHTS

« 75AR—=BVPCF7OMNFX—RZERETS

Amazon X4 X—2 (AMIsZ {59 %

1. #®iFEFREFVO—-RLET, Btz VPCIZF7O/492ICF. RESA2VT7FARNT D
FYTNTIYIAE—FY RT O RABL THREFEREZFATEDILREN B ET,

2. Amazon S3 AV ERT IV LAEEETES ID & AmazonEC2 £ LTHE D IAMO—)L %4
BLULET,

a. |AM 32V —)L (https://console.aws.amazon.com/iam/) ZF& £ 9,
b. A=) A5, O—IOER ZBRLET,
c. fBEENEIVTATAEZBRIR—ZTUTZITVET,

s EEENEITATAR47T, ZBIRLET AWS OH—E A,
e TH—VFR, FhF "1—RT—RJ MEC2) #iBIRL. "XxAJ ZBRLET,
d. 7OtLAHFUZEMTS T, XOTVELAFUR) D —%BIRL, INZBRLET,

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore
+ EC2InstanceProfileForlmageBuilder
e. O—J)LBEHBAZEML, O—IILDEREZBIRLET,
3. EC2Image Builder I R—%> N ZHERLFET,

a. T EC2Image Builder 32 —)L%& R & & ¥ https://console.aws.amazon.com/
imagebuilder,

TZAR—KNVPC ZRBRETD (F7>3) 29


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
https://console.aws.amazon.com/imagebuilder
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b. "REENEVY—AL T, "TOVR-—FT b, ZEBRL, "OAVKR-—DMOHEKL Z2&
RLFET,

c. AVAR—FXVBNOERR—IT, XOFMEANLET,

« AVR=—FVKEA4T T, EILR ZEBRLET,
s AVR—ZVNOFMBICOVTE, ATZERLET,

INTAX—& d1—%—TIT> K1
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or

Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. JVR—FKVKNOERR—IT, RFIXRNIVFTVVYOEREZBRLET,

. EERFIXDNOABRZANTIHEIC, targz 774D T 7A4) URI N RBET
¥, RESHE#HTS targz 771 J)L% Amazon S3 /N7y N7y 7O—RL, I\
TYRNZONTAHNST7A4IIDOURI ZIE—LEF T,

i. RDEDICAHLET,

(® Note

AddEnvironmentVariables A 723> ThHVY ., 1V TFARNTIF ¥R
ANCHARZLRBEHN VDEBEWVSESIHIBRTEE T,

http_proxy & &KV https_proxyRBEZEBERETSHEE. 1V AXVA
F7OF>ZFEAL Tlocalhost, 1 VARV AXZT—RIP T RLA, &
CVPCIVRARANEYR—NTDIH—EREITIJLBEVKSIZTDIC
&, no_proxy/N\TX—2NFUETT,

TS5AR—NVPCEZRETS (F73) 30
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

TZAR—KNVPC ZRBRETD (F7>3) 31
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- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.

com,sts.

com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

[OAVR—F2 MK Z8RLET,

TZAR—KVPC ZHRETS (723>
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4. Image Builder 1 X—2 L EZERLET,

a. LZEOERR—IT, ROKSICAHDLET,

+o>a>

L= E5¥4E

BEEXD A X2

A
\I
N
%)
\I
N
Ry
it

NS A—5
Bl

N—o a3
Sk

£ A= DER
(OR)

BE8N—>aZ>od47
>3z

e AN

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure N1 7542 DETHE
ICSSMI—> I hZH|
B} 9 % is not selected.

TZAR—KVPC ZHRETS (723>
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to>ar NTX—2Z dA—H%—=T> K

EEFALIORNINA EETFALIOBRNIUNA /root/bootstrap/re
s_dependencies

dAVR—F2 b OAVKR—F2 NDBE UTzmEL TERLE
9o

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 > R—
x2bho 74—=J)LRIC
AWS 7hHO2KID &&
OAWS U—23 %
ABLET,

TARIAVKR=FT K~ ZRBELTERLE T,

« Amazon Yx— R:
simple-boot-test-linux

b. [L>EZEKTD] Z2EBRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,
a. REBHRIVYVY—AT, (I VT7TFANTZIVFrREZERLET,
b. 4127FARNTIVFY—BROER 2 8RLET,
c. AV7ZARNTZIUFVYREDERR—IT, ROXSIZABLET,

o3 NTAX—& d1—¥—-—IT> KU
% ZHl Enter an appropriate name

such as res-infra-linux-x86.

TS5AR—NVPCEZRETS (F73) 34
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+o>a>

AWS A2 T7ZARNTIF
-v

NFA—=5

SHI:I

o

IAM O—)L

AVABYAZAT

VPC, H¥7%vYy N, %2
UF4 )=

d. A1VT75ARNZIVFY—BEOER Z28RLET,
6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

1—H—TI KV

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /N7 Y A D
A2B2—XYNTIOEA
ET OV EAZFATEDH
72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EFET,

« VPC: A2 T7ZANTY
FrEREICEREATY
2N ERL VPC ZEIR
LET, <® VPC ICF
A=Y NTIOLA
FHBETY,

c A2NTVRIL=I
-« %47 SSH
* [Source]: Custom
- CIDR7AY 7:

0.0.0.0/0

a. Image pipelines [CBEB)L . Create image pipeline Zi#RL £ 7,

TZAR—KVPC ZHRETS (723>
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b.

g.
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RES #F7O4 L TREFAIRNY TZEBHTBICE, T7SAR—KNFTZY NADTIEAAWS
DH—EADNMRETT, VERBTIELAZERBHTEZIELSICVPCI RRANEERETIDHEND
WET, T, IVRRAVRZEILChSORATY TR BYBRTIHBENHVYET,

TZAR—KVPC ZHRETS (723>

36



Research and Engineering Studio

I—¥—%( K

1. IVRARAZBIHFBUAIICREE N TVEWEERE.

"A2V8—7IAAVPCIY RRAU K

AWS DY —ER ZFEALTICTI7EAT2, CRETATVAFIRICHK > TEZL,

2.

AWS OB —ER

T 7 ) —< 3> 0 Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs
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Amazon EC2

Amazon ECR
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Amazon FSx
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Amazon S3
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com.amazonaws.region.cloudformation
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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DI N TOEGEZERLET,
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e. 7OFH—-N—HFUYAVTSPORT ZEEEHLET,
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AVAZAILBHTEDLSICLET,

c. chlF, 1V7FARTZIFYNDIsICERATRZIXRNTOYTRYN AV E—KYNTY
TABL)DIL—KRTF=TIIZHLTITVET,
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InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

ClientIP

HttpProxy
HttpsProxy

NoProxy

Input

Use the infrastructure AMI ID created in the
section called “Amazon Y224 X—< (AMls

ERHET D"

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123
Example: http://10.1.2.3:123

.

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com,1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw

TZAR—KVPC ZHRETS (723>

40



Research and Engineering Studio I—H—H4A KR
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s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com
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AEBAE (PortalDomainName AIEEE N TWV35HE) ZERLET. BERZEF7O/T3ICE. Ch
SONE)Y —ANBETT,

F7O480C recipes 77 L—hERZDO—RTEET,

704 KE : $840~90 %

1. %4 >4 > AWS Management Console L. https://console.aws.amazon.com/cloudformation
T AWS CloudFormation A2V —J)LZFBEE E 9,

(@ Note
EEBETHIONIVWDR L E2BRLET,

2. AVV=LTTU7L—bhZRBLET,

AWS GovCloud CRE#ESS) U—2a > IcF7’ 043254k, GovCloud N\—74>3>7h
IDORNTTUTL—hERBEBLET,

3. TUTL—RMNZAX—=BZANLET,
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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FHETY,
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NTA—=RIZFEEE L
DomainName O 7L 7 1 ¥
DA HSNET, EES
N 7z Active Directory R X A
VBB YT RXAICEYE
9,
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NTA—5 T7 AN B7E"
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NAT—R (A—Y—F
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IRVICEREN, TDEE
FREhFEA,
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r
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TOT—RARNZYT 71—
AHICAVR—bhEhi
LDIF 7 7 4 )L N® Amazon
S3/NA, FMICOVT

. "LDIF ¥ R—h, &%
BLTILKEEZV, NTX—%&
ik, POT147F4LUBN
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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3 AWS Secrets Manager,
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F7OA KB #9605

COHEED CloudFormation 77 L—Ki&, F7OA4FDEICADO0—RTEET,

AWS GovCloud CKE®ES) TF 704/ 388, COFV7L—hEEALET,

res-stack- COT7L—KNZ2FEAL T, EREBEEITZIINTOIR—ZF NEEBHLET, T
T7A)RERETIEE, RESXAARYOERF, 7O0RNIVR, NIV RUY—=AHFF70O
1enhET,

(® Note

AWS CloudFormation 'J ¥ — A& AWS Cloud Development Kit (AWS CDK) ( AWS CDK) 1
VARTZUORDSERENET,

AWS CloudFormation 7> 7'L—KIl&, ® AWS IZ Research and Engineering Studio 7 7°'004 L
FTAWS UTTR, ARV U ZRETDHIC, SIRXUGEZR/B-ILEN BYVET,

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/cloudformation
T AWS CloudFormation >V —JLZBE XY,

2. TV7L—h ZBBLET,

AWS GovCloud (KEBZ) IcF7O/492ICEk, cOTF 7 L—hZ2RBLET,

3. TU7L—RNEF7AILNTRERBN—ZFH) V—a>Tc8BLET, Bl TY
Di1—>32zEHIDICEAWS V-3, OAV=-IILFrETS—>3> o NN—o)—23ar+
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® Note

COHEEGETIE Amazon Cognito H—ERAZFEAL TVWERTH, MEINXNTO THRAT
EHDDITREBYEBAAWS V-3, CORMRIEF. Amazon Cognito AWS 1) —
>ar FRATELE TRBITDIZENHGVET, V-3 HOKHOAAMKIC DL
Tlk, TalAWS U—23 > Services Lists 288 L T<EE L),
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

S

SATLNDERZFIRT S
IP7RLAZ7A4NE— T
7' 4 %I ClientlpCidr 2%
MTEEXRT,

(FA7>a>) B&BKRA
RADTIT U & SSHA
NDEETIVEANFITE
TWB IPs DYZX—Y R7L
TAYVIOA)VARNEZEBELE
9,

(#7332 ) RES THER
ENETNTOO—IICTY
L RAFTDEBRELTTRY
FENBEEARY— ARN
ZIBETEERT, FMEICOV
Tk, "THARERLAT DA
ANERDERE Z5RLT
<EEW,

AVABRV AN BETS
VPC ® 1D,

AZ2—%y NalFAO— RN
ZoH—2F7O/FBICE
true ZBIRLFET (O— RN
SoH—ICENT VYo%
XY NNYUETT ), FlRE
N4 R—FXYRNTIOEA
EXRBETHT7TO/4DEE
l&. false Z&IRLFT,

ATV 1. BRERHTD
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Q—H—H1 K

NTA—5

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

T7#I) b

S

A—RNZH—HEETS
BB DTRAZEVUT 14—

V—27T, <822

DHTZY NEBRLET,
BRENIEAEZ—FKYRNT
VARV BEETEZT7O

1 DBEEF. 774 R—K Y
TZY NEBRLET, 1>
X—Y NTIOEANBEE
F7O0/405EF. NTUY
IHTZY NEBIRLET,
NEBRY NDT—DOAZY DI
K2T3DUEERENLE

BEE., ERENEEIXNTO
ZERLET,

AT ZANTOFYERARN
FEBTIELEDTRSAIE
D54 —=Y—27T, i<

EE2DDTTAR—(Y

Ty NERBIRLET, S8
XYRND—=DAZY DICK™
T3 DULEERENLEEE

k., EERENLEITXNTO &
BIRLET,

VDI A AR AN BET S
BRZ3TRAZE) T 14—
V=T, 2B<<E&EE2D
DT SAR—KNGFTZY &
BIRLET, AZPRY ND—
DARYIIC&2T 3D
EERE N EBEE., X
ENEINTO ZERLE
ER

ATY7T 1. BRERETS
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NTA—5

ActiveDirectoryName

ADShortName

LDAP X—A

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

T7#I) b

corp.res.com

corp

DC=corp,DC=res,DC=
com

S

TOTATF4ALIRNIDR
XA2o R=BIRXLDH
E—HIBILERFHYFE
Ao

FOTATF4ALIONIDE
fMEE. ZhiE NetBIOS £ &
EFENK T,

LDAP [EBR DR —AAND
LDAP /YA,

TOTATF4LIKN)DK
ANY—=N—HNBETEDH
— O dap:// INARo T7#)

N® AD RX A2 TEENES
DY—&F7O4 L ESEE
(. Idap://corp.res.com % {&
ATZZEY,

Active Directory ServiceAc
count 1—H%—01—%—
BENAD—RZEZBLY—
2L Y b ARN %& username:
password DF—EBDORT
ELTEELERT,

E#IHI1—%—0 AD HD
R A R

R#THTINL—70AD AD
R A R

ATY7T 1. BRERETS
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NTAX—& F7 ALK
SudoersGroupName RESAdministrators
ComputersOU

DomainTLSCertifica

teSecretARN

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

S

AARN=IEBEIZLA AR

2V AAND sudoer PV tAL
RESANDEBET VA%

BFEO29NTO1—H—%ED
TIN—T%,

AVAR AN ST S AD
R DR EAL,

(A7°23a>) ADAD
TLS BEZBMICTSD R X
14> TLSRERAES —IL v
N ARN ZEELE T,

UID &5 & GID 54
SSSD IC&k 2 THEKE D
A, AD IC&k > TRt h
PESZFEATEIN ZRE
LE¥d, SSSD AEL 1=
UID & GID 2FEAT 3 ICIE
true, AD #"#2#9% UID &
GID Z#f#EH9 % (_& False
ICERELET, FEAELEDE
B, CONTX—ZIF True
ICERETBDHENHYVET,

Linux RARNFF14L I KU
RXANZSMLEVWRSIC
TBICIE, & True ICEEL
9. ThUHUADEBER., T
7 A )LNERED False DEFE
ICLET,

Directory TH—E AT H7
Y RI1—%—0FEAIE (DN)
ZEELE T,

ATY7T 1. BRERETS
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Q—H—H1 K

NTA—5

SharedHomeFilesystemID

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

ACMCertificateARNf
orWebApp

T7#I) b

A

Linux VDI R A RO HEBHR—
LATT7ANATALICERT
% EFS ID,

(A7>3> ) DATLD
VITEBIAND) D &R
TREHICTITR-RILT
ERAEhD T RXL2,

(A7232) YATFLD
VDI SH5AD Y > & RET
BEBHICTITR—RILTE
AEhad47T RXA >,

(F7>a>r) F7xIK

REEFEATIES. HA

& R XA > amazonaws.com
TOITTTIr—>3a %
RANMLULET, RXA2T

HEY—EAZRANTESE
9., BEABUVY—RZEFTT
A4 LKEBE. ChiEBE

WICERE N, B, res-bi
AZYIOEAIHYET,
DIJT7IVTr—>3 > 0it
HEZENTILEN H D5
&k, T, ZsRBLTLES
WEBREHA R,

ATV 1. BRERHTD
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1—H—H4

k

5.

NTA—5

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

[AREY VDER] ZBRULTAEZY VZ2T7O4LET,

T7#I) b

S

(#7>3>) 2O ARN
S—=OLY RN, DITR—
ZINONT V)Y UIRED
NTVY DIIREZREFELE
T, BEIAIY Y —RIZKR—
BIRXABZRET D
E. res-bi AZY U DHEHAR
TICLZDENAIRRENET,

(A7°>3> ) 20 ARN
=LY RN, DITR—
RIIDIARED T Z A4 K—
RE—ZRELET. BEHN
)Y —AICKR—FIL RX A
VBERETDE, res-bi A
BYODOHARTIZZOEN
KRRENET,

AZYOIDAT—RAlE. AWS CloudFormation 1>V —)L® Status SITRIRTEE T, £ 60 1

#&(C CREATE_COMPLETE AT— R AN KRENET,

ATVT 22O THA242F3

ALEWMAREHE NI EX - EFENE

HMAZY INTHORNIF7TO1END &,
¥, URLZHEALTTAHAIRIHAA2L, O —DDV—VAR—AZRELE T,

ATV 2: MOTHA 14T
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
0 ac = - i )
IS Ignore m E \_/_ <G_ ‘_\_/‘ 5 Meeting 9 asana > To Manager J/ =1 Rules (%U_ EHE e S Find A)) C)\
é) é) —> = . Nz - Oom ax
Team Email Dane Onehate I Related ~
p Junk ~ Delete Archive Reply Reply Forward g Mare ~ ) . -% X = Move — Mark Categorize Follow | Translate Read Zoom
S Al t Reply & Delete Create New v [BActions~ | Unead ~  Up~ = B EEme | g
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
L - Repl “ Reply Al — F d
no-reply@verificationemail.com O Reply © Reply orer
To Mon 1071672023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

WOTHA A4 LES, DJITR—=FI TSSO Z7ANA R —ICIEHRTDRDICKRETHENT
EET, FTTOS/MBOBRERRICOVTR., "1 Z28RBUTLKETVEREHN 1 R, clusteradmin
B7L—0JSATHIRNTT, chzEEALTZO IV RNEERL, Thso7’O T KIC
A—HY—FLEBRINL—"TOXN=2vTZEN)ETBENTEET, VINIVITARY VZE
WETEY, ThEKICFRAINYZ7ZF7O0/40LEYN TR ERFTEERE A,

ATV 2OHTHA2AUTSB 55
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HmeEHITS

Research and Engineering Studio (RES) (Zl&, N—2 3 VEFMHFXD ¥ —HAN A F—HICU T,
HREEHITD 2 OD0FENBYVET,

RES B ENR—AON—23 -2 JAF—LZHEALET, XDOv—UU—-ATRFEAHNEA
TN, ATV —ATREBELCRKLUTS TV ABSNEMENE T, Leald, N—>23a>
2024.01 @A ¥ —DUU—RELT2024 F1 AICVU—REn& L, N—232 2024.01.01 &
TON=232ORAF—V)—RAEFHTL L,

N =Ry
« XY —-—N—2a OEH
s XA FT—NN—>a>OFEH

X% —N—2320OFH

Research and Engineering Studio &, A+ Y723y ha2FEAL T, REBREZLAS &AL, MU
HID RESIREN SEHOREANOBITEYR—KNLET, cO7OREFALT, 1—Y—%F
VR—FA VI TRRICREOEHETARNSITRIAT D EETEET,

REBEZEEH/N—23AORES TEHITHICE :
1. BEDOREBEOAFY 73y NEERLUET, Tthesectioncalled “AFY 73y NEERT
3, EBBLTLEEL,

2. ILWN—232TRES ZBF7O40LF T, Mthesectioncalled ATy 7 1. BmZziEEHT
27, EBBLTLEE W,

3. EHMENAREICAFY S ayvy NaHEHALET, Mthesectioncalled “AF Y 7> av &l
A92" 28RLTKEEL,

4. FLUORBICEECBIECNLEINTOT—RERIELET,

NAFT—N=23>OFEHMm

RES DN A FT—N—2 3 EFHFOBE, HFILWAVARN—IIBEBEH)EEA, AWS
CloudFormation 7 7L —RNZEHITB & T, BIFORES ARV IV EAEH TEE T, EFETT
04 AWS CloudFormation $2HilC, TIREM RESEBEON—3a2@BRBLTILKEETWL, T
T7L—RMNOEBIIN—2a3aBSHNFHYET,

X v —=N—=232 OEH 56
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f5l: "Description": "RES_2024.1"

IA4F—N—2avaEFRTDICE

1. E¥® AWS CloudFormation 7> 7'L—h%& (CA D> O— R LU E Jthe section called “AFT Y 7

1. REzEHTSD
2. https://console.aws.amazon.com/cloudformation T AWS CloudFormation 1>V —)LZH& £
EP

3. REYINS, T7ZARVAZY VERRLTERLET, ELTRRENE T <stack-

name>,

[E#) ZBRLET,

RBEOTV7L—hZzEEZHAD 2EBRLET,

[TY7L—KNY—=RIT, [TV7L—K774LOFYy7O—-R] ZERLET,
774IL0OERZEERL, FUO0—-RLETVTL—hET7Y7O—RLET,
ARYIDFHMZIEETS T, N ZBRLET, NTA—RXZ2EHI2HERFHYEEA,
ABRYOATZAVORE T, RN 2BRULET,

10. L E 1— <stack-name> T, EEZBIRLET,

© © N o 0o &

RAFT—N=23 > OEH

57


https://console.aws.amazon.com/cloudformation/
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HADTAZARN=)

AWS & £ 0 Research and Engineering Studio &, A5, AWS Management Console £z l& %
FALTT7>A > AN=)LT&ET AWS Command Line Interface. — DEFIZL > THERES 1 iz
Amazon Simple Storage Service (Amazon S3) /N7 Y NEFETHIBRI B XEN HYVET, CcOHRG
k. REETHT—2EREFEL TVWBHES. <EnvironmentName>-shared-storage-security-group % B
BHICHIBRLEE A

D {EH AWS Management Console

1. AWS CloudFormation AV —=J)L ICH A4 LET,
2. ARV IR=IT, CORBOAVARN=IAZY V%BIRLET,
3. [HIER] &i&IRLE 9,

D fEH AWS Command Line Interface

AWS Command Line Interface ( AWS CLI) B EEKDIRKETHRNATERZ L ESH ZRFELE T, 1
YARN=ILFIEIEZOVWTR, TAWSCLI 1—%—%4 Ky @ "TAWS Command Line Interface & & 4
ZZRBLUTLKEEV, AWSCLIAEATRET, EEATF7O04Echi) 23> 0EBRETHIY
NCEREEThTVWA L Zz®RBLES, ROON RZRITLET,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>
shared-storage-security-group @ Bl &

/A Warning

Hmk, BRLBVWTF—FBREHSLEOIC, COTTFANSATLZT7 A NTREFL
T, EFIVTATIN—THELRVBEETDT7AINIATLZHIRTDE, ThE5DY
ATLRACRFENTVRTF—RRBIXNTRLICHIKRENET, T—RENYITYTITS
A FHLVWEFIVTATIIN—TICTF—22BEVNETIZ L ZHEBHLET,

1. Y42 4> AWS Management Console L. https://console.aws.amazon.com/efs/ T Amazon
EFS OV —=I)ZHE XY,

M fERA AWS Management Console 58


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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2. ICHAERTSNTVWARINTDTI7PAINSATLZHIBRL £9 <RES-stack-name>-shared-
storage-security-group. £kiFk, chsDI7 7ML ATLZOEX1I VT 1T —
ZICBEETLT, F—REHBFIBHLEETERT,

3. %4242 AWS Management Console L, https://console.aws.amazon.com/ec2/ T Amazon
EC2OVV—ILZHREEXT,

4. <RES-stack-name>-shared-storage-security-group ZHIBRL £7,

Amazon S3 /N v KN O HlIkR

CORRE, B2TF—ENKRDNAELVKSIC AWS CloudFormation AR Y U ZHIBRT 3 BEI(C,
HRICE>TERENEZ Amazon SSNT Y N (AT R4 ) —=23 2V ICF7O4F258) 2RET
BEDICRREETNTVET, BBET VA VAR =L LER, T—22REITIHLEN BVEEIE.
CHOSINTY NEFETHRBRTEET, AmazonS3/NT Y NZHIBRT B ICIE, XOFIEICHEVE
E

1. (%4 >4 > AWS Management Console L. https://console.aws.amazon.com/s3/ T Amazon
S3OVV—-I)IZRHEXT,

FTETF—23RATINTY N ZBRLET,

stack-name SSNTY R ERODFET,

& Amazon S NT Y R Z2BRL, ZZ2BRLET. BNTYRNZZEICTRIRENHYET,
SINTY hEZBIRL, HiLVT [HIBR] ZBRLET,

o k~ w0

EEALTSINTY N2HIBRTAICIE AWSCLI, XOOX REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force AN REFE, TORBONTY RZZICLET,

Amazon S3 /N Y N D HIBR 59


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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SREHA K
AX AE

COREHA RTIE, AWS & D Research and Engineering Studio Z2& SICHAXN A AL TH
BB FECEITAF 7O ZOFIREICOVWTHALET,

N =R

- IDEXE

- T RXA D DR

- ACMIFHEZER T %

* Amazon CloudWatch Logs

c NARLT VEAFUDBERADERE
+ RES x> AMIs Z5XE T %

ID E3E

Research and Engineering Studio &, SAML 2.0 23O EZ0 ID VONAF—=2FEATE S

¥, Amazon Cognito 2 A 74 71— —F4L OV ELTHERAL T, 1—H—4" Cognito 1—
H—IDZMFEALTII/R—ZIE Linux X—A®D VDIs ", 258 L T & LWAmazon Cognito

I—%—0ty " 7Y, ABIVY—AZFEHALTRES 27704 LESE. FEEIAMT AT
TATAERA—2EATEIFENEEE. "1 258U T EELIAM Identity Center TO > 2 J
WA A2 (SSO) MEXE. BN SAML 2.0 280 ID 7AONA X —NFHBHEER. "1 ZSRL
TLEEVW TS A4 2A2 (SSO) A ID Z7O0N1 F—DERIE,

NEY D

« Amazon Cognito 1—H'—0tY N7 v S

+ Active Directory 0[5

IAM Identity Center TDZ )L 4 72 (SSO) DERE
SOONYA AT (SSO) AD ID Z7ANMH—DERE
1—HY—0ONAT—ROFRE

Amazon Cognito 1—%'—0O &Yy N7 v 7

Research and Engineering Studio (RES) Tl&., Amazon Cognito 2 A 74 7 1—H—F1L I KNV
ELTHRETEET, ZhiZkt), I—H—Ik Amazon Cognito 1—H'— ID ZEHL TOU I 7R—

ID & 60
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& Linux R—AD VDIs ICOTJ A TEXRT, EEEGE, AWSO> V=)D csv 77 M) %ZE
ALT, BBO1—¥—Z1—H—T7T—)NA2VR— NTEET, —TFEI1—H—42R—MOFH
([Z2WTIE., Amazon Cognito FRAY/N—HA R, ® 'CSV I 7A)IASI—H—7—)LICI1—
H—=A42R—KT%, Z2RLTLKEE V., RES &, Amazon Cognito R—ADRA T4 71—
H—FALIRNIESSO Z—RICEATAHEZFR—NLTVET,

BEORE

RES E¥#&& LT, Amazon Cognito Z 1—H—F A LI KNJELTHEATEILSIC RES RIEZER
ETRICE, REEER—IHNSTIELATES ID EER—T O Amazon Cognito & 1—H—F 1
LOKNDELTHERTRZREVICUVEAET, I—Y—HVBESERTEDLSICTSICE. AU
R=DOI—H—BEZERRERVEHVEAEFT,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory
@ Enabled O
User self registration

@mbe®©

A—Y—HBA TV T A4 70—

I-Y—BCERNAVCE>TVWREER, VI7T7VT—320 URL 21— —CR/HET
EEXT, TILR, FEI-F-—TRBEVEWVWSATZIAVHFENET, CCTHAVTYTLE
9o

S

Amazon Cognito ID D EE 61


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

A4y 7 70—

FEI-H—TRBEVEERIZ I Y- THAOTYTIDE, EX—ILENAT—RZEA
ALTTNIY N 2T DRSICRHSNET,

Amazon Cognito ID ®F&E 62
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Studio d—H¥—HAR

Y47y 770
Ty 77O0tA%

Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

—0—ReELT, A H¥—RBEX-INICZELEKRIAD—RZADLTH ALY
TTITREOIROSNET,

B

Amazon Cognito ID D FXE
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Verify email address

To verify your email, we've sent a verification code to your email.

Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

TILTHAOTY THEMIBEDTVWREE, 1——IC@BA TV TIIONRREIhEE
ho BEBEIE., RES MOHET Amazon Cognito D 1—H—ZRETIHEN HVET., ( Amazon
Cognito FROYN—HA R, O "EEELLTOI—HY—THUONDER, 25BLTLES
W)o

B

Amazon Cognito ID D FXE 64


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

OJAR=20F7>3>

SSO & Amazon Cognito DEAABMICE > TWBBE, &SSO THA 10 FHF 723>
FRRENES, I—HY—HNT0OFT7>a>zoUvo$3E, SSOOATAUR=JIZBIL—T 41
IENET, F7FILBRTR, BHICHZ>TWSES, 1—H—IF Amazon Cognito TEREEE 1 &
CB

Amazon Cognito ID ®F&E 65
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

H%9

+ Amazon Cognito JIL—7B B K6 XF T, MNFOHEFEHATEET,

B

Amazon Cognito ID D FXE
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« Amazon Cognito 4 > 7Y 7Tk, BULI—HY—RBTERLBI RXATRLAZED2ONDE
X=)LT7 RLARFAEhEE A,

« Active Directory & Amazon Cognito DEAABIICE>TVWT, ZATLNEETS 1 —F—
BEBREL EHES. Active Directory I—H— D &N R ZFAIEnET, EEEFE. Amazon
Cognito & Active Directory DEICEE T A 1—F—BZRELBEVFIEZRTIBDHENf HYE
ED

« RES (& Windows 1 > A& > A®M Amazon Cognito R—ADFRREZHR—KM L TVWEWE
&, Cognito 1—H—I& Windows X—A® VDIs ZEBTEEH A,

[= 5

RES &, F—2ZAX—A% Amazon Cognito D 1—H—BRTTIIL—71FHE 1 BEZCICABLE
T, JIN—7 TEBE, CETD1—F—ICI&E, VDIs,

Lambda d V=LA SFEHTRBERHKBITIZI_EETEET,
BH7O0ttAZFHTHEALET,

1. Lambda® 12V —)LZHE XY,

2. Cognito EH# Lambda ZH®RELET, <® Lambda l&, EVSWmHABRAICHVE
9 {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,
TAN ZERLET,

TANARY N 29232 T, BEOTARNREVZEBRLET, ARV MEXOEXFERSD
WEREB A

Cognito DEF 1T (1 ICEETREREEHE

2024.12 ') 1) —ALLHI k. Amazon Cognito Plus 7’5 #EED —BTH D 1—H—TIT1ET1 D
OJ7RFEANT7AILRNTEMBCB>TVWELE, ChER—ATA U F7OA4H SHIBRL T, RES
ZHRLULEVSEEROIANEZHBLUEL £, COMEER, ABOIZIREFIVFTABREICEDE
THECRUTBERMICTRENTEEXT,

Active Directory @ [E)HA

T2 324 LRRE

Active Directory (AD) ICBIEET B ITNXTD CFN/ NTXA—RIE, /1 VAN —ILKICHAT>a>TT,
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https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
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Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String v ]

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String v ]

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

HTBICREBEE DS —IL Y M ARN (fl: ServiceAccountCredentialsSecretArnE Ik

DomainTLSCertificateSecretArn) ICD2W T, RESO>—JL Y NIROETZEML T,

S—=ULY MEZBRAMB T IV EAFAZMEL TSLEE W,

Active Directory 0 2]
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« ¥—:res:EnvironmentName, fB: <your RES environment name>

+ ¥—:res:ModuleName. {E: directoryservice

VITR=ZIOAD BREOEFME. RICATZ1—)LEhi- AD B (RFREEA) P ICEHEHICE
BEnEI, ADREZXEEL & (BIO AD ICHIWERLBERE ), I——1"SSO Z2BRET
PRENHIHENHBIET,

EAARN=)LE, EEEFIIDEER—SORESVIJR—ZITAD BREEZRRE - IFIiRE
TZEZFY,

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false
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Active Directory Synchronization @

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com ]

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP ]

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com ]

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret:CredentialsSecret-Bl-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection UR| for the Active Directory server.

[ Idap://corp.res.com ]

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com ]

7] Disable Active Directory Join
To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked.

("] Enable LDAP ID Mapping

Determines if UID and GID numbers are generated by 5550 or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Dreganizations nits {(OU)
ctorp QFAFE the Organizational Unit within AD that will sync.

Users OU
i k1
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FHARRE

TR —

EEBERE, 1—Y—T71NE—FT232EIN-TT74NE—FT>a2zZEALT, BT
BPA1—Y—FERIN—TZ2TANRIVITEET, 74I)E2—F LDAP 7 1)L Z—EXIZHES
BEABWET, 71N EZ—DFIERDELY T,

(sAMAccountname=<user>)

NAZRLSSSD NFX—&

ERBERF., VZAR—A2VARZAD SSSDRET 7 A4 I)L® [domain_type/DOMAIN_NAME]t
D23AVICEEIAL SSSD/NTA—REEEZECF—ELEORTOTFT1 03T VEREHTESE
¥, RES (& SSSD EFZBEBNICEALE T, VAR —A2V AR AT SSSD y—EAZHi2
BL., ADEHBH7OELAZRN)A—LET, SSSDERE7 7 A I OFEM-CODVWTIE, O Linux man
R—=DZZRBL T EELSSSD,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(v )

( Add Parameter )

SSSD /NS X—BRE{EIFR, UTICHBATAELSIZ RESSSSDREEEMMANHBIUENHV)ET,

« id_provider & RES [C& 2 THEMICREE D120, ZEELBLVTIEEL,
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» ldap_uri, . ldap_default_bind_dn =& ® AD BSEMDER
Eldap_default_authtoklkldap_search_base, & hTVW2tdD AD FREICE IV TER
EThdieh, ZELBEVWTLSEEL,

ROBITE, SSSDATDOFTNY TLRILEZBEMZILET,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

(Cremove )

( Add Parameter )

FMZFRTREFRLEFELTSHE (U —X 2025 F 3 ALKE)

ID EER—IICEBEIL. Active Directory RXA 2OV 7TF® "TAD BHOEE, RE > Z&EIRL
T, AFIXRTADE#HZN)A—LET,
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Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

HEITHO AD B ZFILET B ICIE,

RLFET,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Active Directory RX A > 7FTAD BHOEFELRE D Zi&

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

AD Synchronization in progress... Stop AD Synchronization

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory 0[]
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Active Directory RXA AT FTAD AHAAT— R AL EFHOEHKEZHEIDELETER
CB

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

EfiZ FETRITI DA (V) —R2024.12 & T 2024.12.01)

Active Directory ®EH7°Ot Aldk. Cluster Manager 1 > 75 ARSOFYRAND S, NV O
7> RT 1 ERY ® Amazon Elastic Container Service (ECS) Z AV ICBBIchEL L, OO
EAG 1 BECEICERTIDLSICATD1-I)lenTHY., VFAZ—0OT O Amazon ECS
Y —JLTRITHD ECS <res-environment-name>-ad-sync-cluster X AV ZR D23 &N
TZEET,

FEHTEHIDICE :

1. Lambda OV —)LICBEHL., &VWS5EEO Lambda 28EL £ <res-environment>-
scheduled-ad-sync,

2. Lambda BB¥iZBE. TANICHEHD
3. AXRVRNJISONICKRDESICABLET,

"detail-type": "Scheduled Event"

Active Directory @ [E i 74
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4. [TABN ZZBRLET,

5. CloudWatch - Log Groups — TERITH® AD Sync R AV OOJ &#HFE L F I <environment-
name>/ad-sync. RTHFNF ECS ZRARVOOAJNEKRRENET, OJEXRTITDICIE, &FH
N ZERLET,

® Note

s ADNNTFX—Z%ZZLETHH, AD71IIZ—%2EMTHE, RESEHFLISEEENEN
FXA—ZEZEELTHLLVWI—Y—%2EML., UEiEAfEh, LDAP BEAR—AILE
Fhisl<ZoiEd—YHY—%HBRKRLET,

« RESIFk., AT OVRNCT7IOT47ICEYYHTshEDI—Y—/JI—T%28KBRTB L
FTEEXHA, RESTI—H—%2RENSHIBRTSZICE, 7O T s5I—H—%H|
MRIBDLENHYET,

SSO &/E

AD FREN RS, I—H—REF AD I—H—ELTRESTIJR—=ZINICOTA > TED K
5 (Z Single Sign-On (SSO) 2R ET DML EN B E T, SSO MEN LMBER—THSHFHLWID
BER—JICBHENE LI, SSO OREQFHMCODVTR., "1 Z82BLTEETVID EE,

IAM Identity Center TO> > T )LH A 27> (SSO) DFRE

N %—2 R Active Directory ICEREL TWBA T A FoTATA R R—FELEBVEERE. HSHED
FIATYVT 1 TATUOTATAEZ—%2FHET D, YNF— R Active Directory ICIEHiE N7
AFoTATAEEZ—NBRICHBDBEER. PSBOETITATV I 2 TFATF o TA4T1428—IC
B9,

@ Note
AWS GovCloud CKEBEE) U—2 3> ICF7°' 04 §%FE . Research and Engineering
Studio % AWS GovCloud (US) #7004 L/S\—F 4> 3> THIY M2 SSO #/ELF
Jo

IAM Identity Center T® SSO Mi&E 75
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ATYT VN TATFUOTATAEE—ZRETS

IAM TP ATFoTATAER—ZBMCTS

1. AWS Identity and Access Management AV =)L ICH 4242 LET,
2. TATFUTATA R R—ZHEXT,
3. [Bwy] 2Z;RLET,
4. Enable with AWS Organizations%3&RL £ 9,
5. [#T]Z20V v OLTLEEL,
(® Note

N %—Z R Active Directory &2 1) =3 ERUD—23 2 ICVWB e 2BRLET,

IAM Identity Center & ¥ & —= R Active Directory (C1E#: 9 %
IAM Identity Center ZBXICL =S, UTOEREY NTFYTATYTEZETLET,

FTES =23 RSV T[RE] ZBRLET,

IDY—AT, 79232z FRL, DY—ADZEEZERLEXT,
BEOTFALIRNIT, F4LUVRNVZEBRLET,

DR\ ZERLE T,
ZEZHRL, BRARY VAL ACCEPT EAHNLET,
[IDY—ANOEE] #ZRLET.

o o bk~ w D =

A—H4—&JIL—70OIDEX—\DOEH

TITh N =ZFEIAM Identity Center & ¥ & —= R Active Directory (CiE#: T 2N TTITDE, REBED
BENF—HFERTRENET,

BRENFT—T., HARFEEYNTY TOBBEBIRLET,
BENYEIDORE NS, RN ZERLET,
1—4—+o>3a>7T, APTHI-—H—%EAALET,
[Add] GEfN) ZiBIRL £ 9,

DRAN] ZiBIRLE 9,

o K~ w0 Dd =
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6
7

1_

1.
2
3

LEZHFEL, REORFZERLKXT,
BB7OCAICREBIANBDEENHYET, BHLTVEVWI—HF—CEHIZIEEXY -2
ARRENEHEERE,. BHZBERZERLET,

H—0BML

XZai-—Hps, I—¥—Z2BRLFT,
TOEAZBMCTRHI—Y— (EEHA) 22RLET,
A—4—TOtARAZBMCITZDZERLET,

ATYVT 22 TATOTATA R EZ—CEETS

IAM Identity Center TOTF7 7'V r—>3a>otwy N7y 7

1.

© N o o A 0w DN

10.

11.

IAM Identity Center A2V =)L ZHEE T,

[Applications] (7 7’ —>3>) Z2BRLE T,

[77V0Tr—>3>oiEm 2#RLET,

EYRNTYTRET, BYRNTYTIRT77IVT—23 0853 2BRULET,
[77)T5—23>247] T, [SAML2.0] ZBIRLET,

DRAN] 2 ZBIRLE T,

FRATAIRTBERAZADILET,

IAM Identity Center X X 7*—2 T, IAM Identity Center SAML XX F—Z27 7 A ) D)2 D %]
E—UL&F, Chik, RESR—2ZJL T IAM Identity Center ZFRET D EZICHEBIZBEVYFT,
T70r—>3a>70N7T4T, P7UT5—23 BB URL ZADLET, flZEF. <your-
portal-domain>/sso.

Application ACS URL T, RESAR—ZIHASVRXALIKNURLEAILET, ChZERBDOFB
el =

a. RIEEET, 2RIEZERLFT,

b. ID7ANAT—RTZERLET,

c. Single Sign-On ® FIZ, SAML UA ALY N URL RRENET,
Application SAML audience T, Amazon Cognito URN ZA L & T,

URL Z/ER T3 IC13
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a. RESKR—ZIHAS, 2MRBEEZREET,
b. ID7ANAF—2T T, 1——7—)LIDZRDOI&ET,
c. 1—%¥—7—)IDEZOXFFICEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito URN Z AL 15, EEZREIRLET,

F7OTr—>3a>o0RMIYES T ORKRE

1. FATFUTATAEDE—D5, ERLET7VT—2 3> 0FBZERERT,
Toay #BRL, BENYE T DfEE 2 BIRLET,

(&) IC ${user:email} EA DL ET,

7#—XY N T, emailAddress ZiERL £,

FHREMEIYYEJ0EM ZBIRLET.

FT7Uor—23>® User BHEIC Temails EABLET,

IAMT7ATF>oTAT4E2—DONFEIEERLGFI-HY—BHICIYY T T, EAHLEF
F${user:email},

Format (Z "unspecifieds EA DL E T,
9. [Save changes] (BENRE) 20 VY ILET,

N o o bk~ w0 N

®

IAM Identity Center TOTF7 7D r—> 3> A0I1—H—0EN

1. PAFTA4T1422—D5, ERLETZ7UT—23 > 08 ETERI—Y—%H
&, 1Y —0HVITEBRLET,

2. TV —23a> 7oA ZEVHETH 1Y —&BIRLET,

3. [A—Y—nFWEHT]ZBRLET,

RES IRERN TO IAM Identity Center Dty N7 v S

1. Research and Engineering Studio IR¥EN 5. REEETERBREZHEET,
2. D7ONAF—2TZREET,
3. DVUNTAUFAUT, RE (AT —2ADHE) 2 BIRLET,

IAM Identity Center T® SSO Mi&E 78
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4. THA—LICHUTOEHREZADLET,

a. SAML ZEBIRLET,
b. Z7ONAKX—FIZ, DHLYRPTVERZADLET,
Enter metadata document endpoint URL ZiZRL £,
d. HICOE—L & URL ZA 8L ETIAM Identity Center TOTF 7 Tr—>3> 0wy KT Y
7o
e. Provider email BH%(Z "emails EABULET,
f.  [Submit] ZiBIRL T &L\,
5, R—JZEHL, AT RANEVERTEND L Z2BALET,

o

SN A2F (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio &, F&® SAML2.0ID Z7ANA X —&HEL T, RESAKR—XJL
ANDI—Y—TOEAZRIALET, chSOATY T Tk, BIRLAEZSAML2.0ID 7ON1 X —
EMEITADFIEZTRLET, IAM Identity Center ZEA T2 HRF. "1 ZZRBLTEETVWIAM
Identity Center TO> > J I G A2 72 (SSO) DERFE.

(® Note

dA—%—®0E X—JLI&, IDP SAML 7#—=2, 32> & Active Directory T—HT2XENH V)
£79, ID 7O/V1 5 —%& Active Directory IZ## L, EHNICI——ZRABIZDIXLEND
WET,

Nevy o

- DZ7ONAE—ZRETD

- D7ONAE—%ZERATHLSICRES ZRET D
- EARBFBRETOID 7ONA T —DFRE

« SAML IdP OBEEDT/\NY T

ID 7AONA X —ZRET

Ot U 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITDFIEICOVTHALET,

SSO A® ID 7’ONA X —DFRE 79
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1.RES &, RESAR—ZN 7O TV MOT VAN FAEATWSI1—H—ID Z#H D AD
(AWS YZ— RAD £ EIL77O0ES3aZ T AD) BB E2HRBELTVET, AD %
D H—ERXA7ONAF—ICEHKEL, 1—F— D ZEAHLET, AD 2L, 1—HY—ID 2[E
HgHHZCO2VTRE., D7ANM A —DORFIXI M ESBLTLEEZV, flREFE, " AWS
IAM Identity Center 21— —7#4 Ry ® "ID YV —A& L T® Active Directory DR 2B L T
<fEEEL,

2.1D 7O/NA & — (IdP) TRES ® SAML20 P 7/ U4 —> 3> aBELET, COBREICE. KO
NTA—=BZHFRBETT,
« SAML URALY2KNURL—IdP A" SAML 2.0 L AR RAZEH—EAT7ONAZ—IZEETD I

OICERAT S URL,

@® Note
IdP IC& 2 Tlk,. SAMLUA ALY N URL OBBINERBDBEN HYET,

F7)4—>3> URL
FH—23>0231—I—H—E R (ACS) URL
« ACSPOST/NN1A>F4>% URL

URL ZEX8 95 C &

1. BEEEZELW clusteradmin ELTRES ICH A1 LET,
2. RIREE S —REE>ID7ONAE—IZBEBLET,

3. SAMLUAALYKNURL Z&BIRLET,

\I
Nl
A
Nl
A

« SAML #—F 4 I A URI—Y—ERA7ONAZ—flO SAML A—F1 T ATL
HD—E0 D,

@® Note
IdP IC& 2 Tlk, SAML A—F 1 I A URI DBRRIN BRI HEN B ET,

» ClientID
« 77U —<3> SAML ®&EH
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« SPI>7T4741D

ANZRODEXNTHEELET,
urn:amazon:cognito:sp:user-pool-id

SAML F—F 4 LA URI ZERIT B ICIE

1. BEEZELW clusteradmin ELTRES ICH A1 LET,
2. REEE - —RRE->D7ONAME—ICBEBLET,
3. 1—4H%—7—)LID&ZERLET,

3. RES IC&W/E D SAML 7H—> 32 1Lk, ROT7 A=) R/IVL—LATI—H—DE X=ILT
RLACHEENTVWRIHBEN B KT,

« SAML Subject & 7z I& NamelD
« SAMLE X—JL

4.1dP [k, FREICESWVWTSAML 7H =23 IC714—=)LR/OL—LZEBHMLET, RESICIECh
S5NT714—)LRAFAMBRETT, FEAEO7ONAA—K, F7AILNTIhENT71—)LR%ZH
BWICADLET, RETHILEN HDEEE. XROT1—I)LRADEEESBELTLSEZL,

- =

« AudienceRestriction — & [CEXE L £Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%—7"—)L®O ID ICBEZEH|AFT,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL £ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RX A BICEE
BZAET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
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xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — Recipient 1—%—7"—)lLsaml2/idpresponseL > RRA >~

ETLD SAML U2 T AN ID InResponseTol_f&EL £,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — XD K SIZ ZRELE T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 77°Ur—23>ICOJT7 TR URL 714 —)ILRAHBDFEE. ICEREL XTI <domain-
url>/saml2/logout,

RXA4>2 URL Z2EE T2 I

1. BEEFXEE clusteradmin ELTRES ICH A4 LET,
2. REEE S —REE>ID7ONAE—IZBEHLET,
3. RAASURLZEBIRLET,

6. IdP & Amazon Cognito E DEEZRIUTH L HICBRIAAEEZZ T ANDBAIE. Amazon
Cognito BRFEAEZA V> O—RL, AP IZ7YZ7O—RLET,

SSO A®M ID 7ONAZ—DRE
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ERAABEHEIDICE

1. OB HEDAmMazon Cognito 12 Y — )L & < AWS Management Console |
2. 1—Y—T7—)ZBRLET, I—H—T—)LE THRIRXENHYE

Jres-<environment name>-user-pool,

3. HAVAVIVARVIVART ZBRLET,

4. 7IFL—T4YRIDZ7ONAF—DH A2 420232 T, EFAAEORTEZERL

£

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name )
Identity provider A | Identity provider type v | Created time v | Last updated time
O  idc SAML 2 weeks ago 3 hours ago

CDFIEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party

trust, COIAEFAZFECHL TSAML Y R—NEBMICTEEXT,

(@ Note
—hld Keycloak & IDC ICIFBEAEhEE A,

5. P7UT—23a>OtYRFPYTHARETLES, SAML20 77U —3 3V XEF—4

XML &G URLZFVO—RLET, XOEIZIVTHEALET,

ID 7AONAZ—%FEATBDLSICRES R ET S

RESD >V INBA U AVEREERTTBICIE

1. BEEZXLWE clusteradmin ELTRES ICHA>12LET,
2. REBEE S —MEE->ID7ONAE—ICBBLET,

SSO A® ID 7’ONA X —DFRE
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Q—H—H1 K

Environment Settings

Environment Name
@ res-gaenvi

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
3 u

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
[P res

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On T, AT—RAA VT —ZDOEICHDmET A4 1> %38IR L T Single Sign-On

Configuration R—2 ZHEE T,

SSO A®M ID 7ONAZ—DRE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA—T, SAML Z8IRLF 7,
b. Z7ONAX—FICE, D7ONA A —DO—=NEuixEADLET,
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d.
e.

4. IR

® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

XBF—=BRFIXNY—AT, BYBAT>I2ZBRL, XXTF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

TONAA—EX—)LBM 2, T¥ANE ZAHNLETemail.
[Submit] &38R L T & LY,
BER—JEBEO—RLET. FEFELVEE, S0TLYI VA FEDCEYET,

FARFRRETO ID 7ONAF—DRE

‘it h
ONga A

EAE)Y — A ERAL THEARFRED RESIREZIER L. 1AM Identity Center % ID 7°
—ELTRELEBEE, OkaBREDHID ID JOAONAFT—%BRETD L 2HHOLE

9, RESSSO BT #—LlEk, 3DOBRENTA—ZFEZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XRF—

BRFAIXVRNETONAMA—EX—)IBUEZEETRICE,. ROFIEZRITLET,

1. Amazon Cognito AV —=)LIZBEBLF T,

2.+t
3. 11—
4. YA
BL

5. BE
W
b d

JF—>arvhs, A—¥-T—)LEeBRLET,

YT - 2B RITDE, I—HF—T—ILOBENRTENET,
VAVIVARVIVART NS, 7TFL—TA4Y RID7ONAME—DF A1V IC%
REENEID 7ONAME—ZREET,

XETF—REZEL, BUENYED TV RZELBVWETTEAEX T, BENYEJZE

BICEF, MEZEBRLET, XET—RRFIADVRZEHIZICRK, XZF—ZNDEE
ZBERLET,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB T<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
“1—-ASHEHBZERRZERLET,

c. AFTYUFREBGBIIVEAT, 74U E2—CBEBL., RONTFX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB TXFIZzwFEidentity-
provider.cognito.sso_idp_provider_email_attributel . #fR& ZZERL
T. Amazon Cognito DEEE —HTBD LS ICNFINZEELET,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP OREED T /XY J

SAML KL —%— —Chrome 75U T DILRMAEZ#FEAL T SAML VT ANEZBH
L. SAML 7H—> 3 EABRTEET, FMC-COVTE., Chrome JI7ARNT® "SAML ~
L—H—, 28BLTLEEL,

SAML B%#%Y —JL — Onelogin 2k, SAML T>J—R&hifEEZFI— KL, SAML 7H—
AVOBATA—IREFIVIIRILEHOICEATEDY —IIAAEEIATVET, FHlIEOVT
(&, Onelogin 7T 7H 4 KM "Base 64 Decode + Inflate; ZZBL T &Y,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon CloudWatch Logs — CloudWatch Logs TRES OV OIS —XBEEMRTEET, O
&, EWSBaioOJIIN—FIH') £ res-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 M — Amazon Cognito & ® SAML & D FHMIC DLW TIE., TAmazon
Amazon Cognito RO Y /N—HA Ry @ "I1—H—7—)LA® SAMLID Z7ANAH—DEN, &
SBLTIEEL,

A—Y—0O/NAT— ROKE

1. AWS Directory Service AV =LA 5, EERULERAZY VOF1L IO N)ZEBIRLET,
2. FU2asAZ1—7T, I—H—NAD—ROUEY NZERLZET,

3. A—H¥—%Z&RL, ILLNAD—RZAHLET,

4. NAD—RoUtYy NZBRLET,

U7 RXA2 DR

NAZRLRXA2VZFERALTVRBERE. R—FIIOVIT8IE VDI BEEHR—RTBLSIC
BT RXAVERETIHENHY)ET,

@ Note

AWS GovCloud CKEFEER) U—2 a2 ICTF7AO4T258. RXAUNTUYORAR
V—2BKRARNTBDEAN—FTA23a>TFHIORNTOIT 7T I)r—3a> e VDI 7 R
XAV RRELET,

1. Route 53 AV —JLZREXT,

ER LI RXAZ2BREL, LO—ROERZERLET,
LO—RBEELT "weby EABLET,
LOd—R&ZA47ELTCNAME ZiBIRLE T,

Value ICIE, RPN E X—ILICZELEU V9 ZALLET,
[LO—RZ4EK] Z2BRLET,
"OLO—RZEXTSHICE. NLB 7 RLAZEELET,

N o a &~ b

a. AWS CloudFormation AV —)lZHR&E X9,

I—H—ONAD— ROBERE
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
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b. <environment-name>-vdc ZiBRL TKEEV,
c. DY—AR%EERL., ZMHEEJ<environmentname>-vdc-external-nlb,
d. NLBASDNSEZIE—LZ%ET,

8. Route 53 2V —I)LZRAEXT,

9. RXAVZEHRRL. LO—ROEREZBRLET,

10. LO—RRBIC ", EABLET vde,

1. [LO—R&ZA47] T, [CNAME] ZZIRL £7,

12. NLB @35&1F. DNS ZAHNLE T,

13. [Create record] (L. J— RZ4ERK) ZiBIRL £,

ACM SEEHEZERK T %

777 )L NTE, RES I& RXA > amazonaws.com ZFERLTCF7 77U —>a > O—RNT o H—
TIOITR—RINEFRAMNLET,. BEORXAVEFEATDICEK, I—HF—HREHTD, T
AWS Certificate Manager (ACM) A S UV TARNEn/NT U Y U SSUTLS fEHEZRET I HE
HFHYVET, ACMEFERATZIHEE, VAT NETVITH—EARARNED SSL/TLS F+¥ X)L
EEFLTRILEODNTA—RELTEETIHSLENf HDAWS VY —AZE2Z(TERYET,

® Tip
ABIY—AFENYT—22F 70149258, CABVY—RREY V77O
{ PortalDomainName ¥ B EEIZ, BIRULERXADZ CADTRIREN HYETIHIBY
\J_Z&VE&?%)O

NAZLRXAZ DAAEZEKT D2

1. >V =LA 5 AWS Certificate Manager ZB&., N7 U Y JEAEZVITIARNLET,
AWS GovCloud CKE#ESP) (CF7°' 04 35/ a . GovCloud /N—F 123> FHD2 NIZEEH
ERERLET,

2. "NTUOVvOSBAEREVITIARNTS ) ZBIRL, "kAL BBRLZET,

3. RXA LT, *.PortalDomainName& MOMEADIBHAEZ) VT ANLE
F PortalDomainName,

4. HRAEXY Y RT, DNS il 2 ZBRL X7,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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5. [VOIAR Z&RLET,
6. Certificates JARAS, VOTARNENEIIHEZHEET, SAPEODRAT—RF A, BiE
REBHRICHEYET,

@ Note
ALAZEARFENBEVERE, VARNZEHMLET,

7. XOWThAZEITVET :
- BRTF7OA
JOTARNESNI-BABAESOERAENEFEMA S, Route 53 TLO—REZ/EK TS &i&IRL
£9, LAEOARAT—RARFRITEXICEDYET,
GovCloud F7°01 :

AWS GovCloud CKE#ESS) -7 704 584, CNAME *—&E2IE—LET. 75
AN—FT423a>Tho o s, EEERALTNT VY ORANY—=2ICHLWLO—
REEKLET., SEABZOAT—RARRITEXIZEDYET,
8. #MULVEIBAE ARN ZOE—L T, ONFX—ZRELTAHDLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A ~R—JLHIZ CloudWatch I X0 O T —7ZEKL
F9. F7FLROREFICOVTRE, ROKXKZSRLTLEEZL,

CloudWatch Log 7' )L —7° Retention
/aws/lambda/ <installation-stack- EMHIREL

name>-cluster-endpoints

/aws/lambda/ <installation-stack- BRHEARRA L
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BRHEREL

name>-cluster-settings

Amazon CloudWatch Logs 91



Research and Engineering Studio I—%—HA KR

CloudWatch Log ' )L —7° Retention

/aws/lambda/ <installation-stack- BRHEREL
name>-oauth-credentials

/aws/lambda/ <installation-stack- BEMHEREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BMHRE L
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- EMHREL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BMHREL

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3N AM
cluster-manager

/<installation-stack-name> /vdc/ 3N AME
controller
/<installation-stack-name> /vdc/ 3INAE

dcv-broker

/<installation-stack-name> /vdc/ 3N AE
dcv-connection-gateway

OV —7 077 # ) NOREEZZEETSHEE. CloudWatch > Y —)LIZBE
L. CloudWatch Logs DOJ F— 2 RxEFEZZLZETRHERICK > TILEZV,

NAZRLT VEAFA DR DEHRE

2024 F 4 BBTE, DARLT OV EAHFAOEBERETRAYFITBET, A3 TRESICEK?
THERENEO—I)ZZEETEET, DAZLAT IV ELAFUIOERE., FOEAFTNDERD ARN
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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% |IAMPermissionBoundary /N X—2 D —E& L THEET S < & T, RES AWS CloudFormation @
AVARMN=IO—FHBELTERTEETT, CONTX—REZOFEFICLEBE, RESO—/LICE
TOEAFAOERIBREENTEA, LT, RESO—IHIFHETHLEHICHELTI 32D
JDARTT, FATHAFEOT VLEAFADOERT, ROTIAVHFARPICHFITEhTVD L
ZWFELET,

"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
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"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",
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"forecast:*",
"fox:i*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:**",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
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"resource-groups:*",
"route53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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RES Xfit> AMIs Z5XE ¥ %

RES XfJ> Amazon N> >4 X—2 (AMIs) ZEAT3 &, RETAIRNY TA2 AR A (VDIs)
N RES IFRHREZNAZLAMIS ICTVAARN=)TEET, RESHSAMIs Z2FEATH &,
BHICRSAVENTAX—DRFEATSD VDAV AR AORHFENEHENET, EC2Image
Builder 235 &, AMIs ZBEL THLWIY T RIITARYVELTERTEET, Image
Builder ®E¥#HIC DWW TIk, Mmage Builder 1—%—H4 R, #8BLTLEZV,

R ITDEIC, ZM/N—23ORES ZTF7O1TRRENHYET,

N =R

« RESRIBICTIVERATREHO IAMO—LZE2ETS
« EC2Image Builder A R—F 2 N EERT D

« EC2Image Builder L E&Z %9 3

« EC2Image Builder 1 7 2ARNTUVF Y ZRET D

+ Image Builder f X—=SNA T 54V %ERET D

* Image Builder f X=SNA T4 ZR1TTB

*« RESICHLWIYTZRIVITARY VBRI

RESIRIEBICT IV LATZLEHO IAMO-IILZEHET S

EC2 Image Builder * 5 RES IREH—ERAICT IV L2AT ST, RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— L2 ERF LR EETIHEN HY) F

¥, Image Builder TEAT S IAM O—J)LOFREIC DOV T, Image Builder 1—H—7H 4 KD AWS
Identity and Access Management (IAM) 2S8R L T E&E L\,

O—)LICREATABETT,

« Amazon EC2 H—E Az & EHEBRK.

« AmazonSSMManagedInstanceCore & & U EC2InstanceProfileForlmageBuilder 7R 1J < —,

« F70O4 & hiz RES BEA D DynamoDB $ & T Amazon S3 7V AN GIRENEHAR A
RES 7ﬁ U :/_o

(CORVD—F, DAZI—EBRV—RFIXVNELERADARAEI—A2F42RID—R
FAXZROWTIAILLEYET ),
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1.

F9. O-NLICT7EYFENBHFHLVRI S —2ERL ET: IAM -> Policies -> Create policy

2. RUZ—IF12H5 ISON ZBRLET,
3. CCIIEARTARUD—Z2dE—LTIF4 RICBYMFT, BREICKHUTHER {AWS-

Region}, {AWS-Account-ID}, {RES-EnvironmentName} ZEE#AET,
RES 7R > —:

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:{AWS-Account-
ID}:table/{RES-EnvironmentName}.cluster-settings",
"Condition": {
"ForAllValues:StringLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-clustex-{AWS-
Region}-{AWS-Account-ID}/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"

1

RESHREBICTIVEATHEHDO IAM O 2%ET S
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}

RN ZBIRL, BRIEAT DI VOHAZADL TR —OERZEETLET,
O—)ZEXT Sk, £9 IAM -> Roles -> Create role ICBEIL £,
BREENLEIVTATARA47T, AWS "TH—ER, ZBRLET,
H—EAFLERI-AT—AOROYTRX I TEC2 ZEIRLET,
I—RT—AtE9>3>T, EC2 ZiBIRL., XRANEZEBIRLZET,

ZRREL, UBIICERLERU S —0OBTMZERLET,

10. RN ZBRL ., BRIEAT IV OBAZADLTO—LOEREZZETLET,
1. HFLLVO—-)LZBRL, EEERNIUTE—HIZIELE2BABLET,

© © N o o &

BEENEBRIDTAT 1

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

EC2 Image Builder > R—%>2 NEEKT S

Image Builder 1—%'—2 4 R® Image Builder AV —=)L&ZFERALTIVAR—X NEERTDF
JEIZHEVET,

OAVR—ZNOFHMEADLET,

1. Type T, Build Z#RLET,
2. AX=TUFARL—TFT 12T RAT LA (0S) DFEF. Linux &k Windows ZBIRLE T,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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3. AVAKR—FVBPRIZE, BEODLAYXTVWERZANL EJresearch-and-
engineering-studio-vdi-<operating-system>,

4, AVKR—FKNON—23a BESZANL, 723> THEAZEMLET,

5. EERFIXVNIR, ROERT7T7ANZEANLET, T7—DNRELLEEBES. YAMLT7 7 A
LEAR—AILHBREATHY) . REAREOSVERTT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
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- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
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- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:

delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
with the License. A copy of the License is located at

#
#
# http://www.apache.org/licenses/LICENSE-2.0
#
#

or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name

RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
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- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. A723ORTEERL, AVR—F NOEREERLET,

EC2 Image Builder L > E % #1459 %

EC2 Image Builder LZE T, FILWAX—DZERTHLOOEBRELTHERATEIR—AAS
X=2b, AX=—DBAARIAALTIXRNTHHBEBY)ICBET R BRI HICEMNT
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H—EOIVR—ZVREEELET, LYCERRELETELT, KESRESYTRIITO
HEBREZEDZ—7Y N AM EBETHREANSHVET, LIEOFMIOVTR., "LIED
EE, EBBLTIEE L,

RES &, ROAX=DARL =T A VI AT LEZYR—RNLTVLERT,

« Amazon Linux 2 (x86 & & T* ARM64)

- Ubuntu 22.04.3 (x86)

RHEL 8 (x86), # & TF 9 (x86)

* Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

Create a new recipe

1.

2

T EC2 Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
REBFHRVY—AT, A XA=DLIEZEBRLET,

[ X=JLIEDER] 2 2BIRL XTI,

— BB EN—>2a BESEANLET,

RES THR—KRENTVBIR—RAAM X—DZBIRLET,

AVARVARET, SSMI—JIVRAFTIVAZAR=LEATVEVZEERA VA N—
M ET, - —F—EBLCZOHOMBEZR I —FT—RIIBEREADLET,

® Note
SSMI—CIVRZEAVARN=ILTRIHFEICODVTR, UTZSRLTSEZL,

e Linux BEC2AVABVAILSSMI—JI R EFHTAAM—ILET,

« Windows Server D EC2 A VARV AL SSMI—2 I N EFEHTAAN=)
BROCTUAAN—=ILLZET,

Linux R—ADO L ENFEF. Amazon FEE T Daws-cli-version-2-linuxEJL KR
AVAR—ZF2 2L IEICEMULET, RESAVARN—)LAYZ U7 ME AWS CLI ZERAL
T. DynamoDB V9 5 AR —ERENHREMEAD VDI 7O AZRM L £F, Windows Tlk,
COOAVR—FXVNEREHY)EFRA.
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8. Linux F7I& Windows IREAICEK E 1’z EC2 Image Builder I 7R—% > b
ZEML, BDEBNTA—REBZANLET, KONTX—REFHBEANTTY:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux IRE Tk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERET, ChsOAVR—FNEEMTIHEN HVY)ET,

o
v Components (2) info ((_ create component [ )

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.
Build components (2) @ Expand all
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux :
Use latest version
2 # ¥ res-vdi-ubuntu Owned by me
Version 1.0.0

Input parameters
Component parameters are plain text values, and are logged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [ or the AWS Systems Manager Parameter Store [ to store your secrets.

Parameter name Description Value

AWSAccountiD RES Environment AWS Account ID :‘
RESEnvName RES Environment Name :‘
RESEnvRegion RES Environment Region ‘
RESEnvReleaseVersion RES Release Version

(" Add buitd components v )

9. (#2)Amazon N'EE I Ssimple-boot-test-<linux-or-windows>7 ANV R—
XURZEMLT, AMI ZBBITED L ZRRALET. ChRBRDMROEREETYT, E
BEB/LIMOTANIVR—FX NEBERTEET,

10. BB UTHT>a>otwo>arveaxTL, OSBRIV R—ZXNEEMLT, L
EOERZERBEIRLET,

Modify a recipe

BE7F D EC2 Image Builder L EAN®2FEE., ROAVKR—X N EZEMLTHERATEET,

1. Linux R—ADOLEDNHBEE. Amazon FEE T Daws-cli-version-2-linuxEJL R
OAVAR—ZF2RMNZLIEICEBMULET, RESAVARN=ILATUTNE ZERHL T AWS
CLI, DynamoDB 7 AR —BREDNHEMEAD VDI TV AZRMHL £, Windows T
&, COAVR—FRNEDREHYEEA,
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2. Linux £7=& Windows IREA ICEK E 1z EC2 Image Builder 2 7R—X% > b
ZEML, BDEBNTA—REBZANLET, KONTX—REFHBEANTTY:
AWSAccountID, RESEnvName, RESEnvRegion, RESEnvReleaseVersion,

/A Important

Linux IRE Tk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERET, ChsOOVR—ZFNEZEMTZIHRENF HV)ET,

o
v Components (2) info ((_ create component [ )

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is ereated. Automatic version
choices are provided for each component.

Build components (2) @ Expand all
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux :
Use latest version
2 # ¥ res-vdi-ubuntu Owned by me
Version 1.0.0

Input parameters
Component parameters are plain text values, and are logged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [ or the AWS Systems Manager Parameter Store [ to store your secrets.

Parameter name Deseription Value

AWSAccountiD RES Environment AWS Account ID ,‘
jired.

RESEnvName RES Environment Name ;‘
ired.

RESEnvRegion RES Environment Region J
jired.

RESEnvReleaseVersion RES Release Version

(" Add buitd components v )

3. BELIWLTAT 3>ty 3a>vERTL, HOLERIVR—NEEMLT, L
SEOERERBRLET,

EC2 Image Builder 1 > 7 2 ARNZ UV F ¥ ZHET D

AT AN OFvEREEZEAL T, Image Builder & Image Builder 1 X— OBEETANIC
RT3 AmazonEC2 A V7 ARSIV F Y ZBETEE T, RESTHERATRICEK., HiLWA2 7T
TFARNTZOFY+BREZIERTEH., BEOREEZFEATIHN ZBIRTEET,

s FILWAZTZARNTIOFYREZERTDICEK. "1 T7F7ANTIVF v REDER ZZRL
TLEE L,

s BFOAVT7ZARNTOFYREZFERATRIIIGE, 17 ZANZIOFvREZEMLET,
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Image Builder 1 > 7 2ARNZUVF ¥ ZRET S ICE

1. IAMO—=)LIZE. TUBIICERELEAO—I)LZAALEIRESREICTIVEATREHD IAM
O—I)Z%#ET %,

2. AVARVAZRAT TR, PBLKEE4CBDODXAEVZFE O>RA7%BIRL, BIRLEXR—A
AMI 7—FTOF v ZHR—MLET, AmazonEC2 A VARV AZRAT 1 BSRLTLKEE
(A

3. VPC. H7XRYK, BRTEFIUTATIN—TDFE, VIRNIITNYT—205D
YO—RIEAVE—FKYRNTIOEAZHFATEIHLEN HVYET, RESIRED cluster-
settings DynamoDB 7—7J)L& Amazon S3 V5 AZ—N\T Y RADOT VL AEHFT T B 44
ENFHYVET,

Image Builder 1 X—=NA TS5 A Z8ET S

Image Builder 1 X—=NA 7542, R—AA A=, BEETANBAOOVR—FUN, 42
T752ARZIOFYERE, TAANIELI—2 3 UBREZHAITET, RES HH AMIs DA X—

NATZAVEBRETRDICR. ILWNATSA2ERTBD, BFONATSA22FERTDD
EBIRTEFT, FMIC OV T, Image Builder I—H'—HA4 RO "AMI A X—=NAT 542D
ERREEHTL ZZRLTLEE L,

Create a new Image Builder pipeline

1. T Image Builder 3>V — )L &R & & T hitps://console.aws.amazon.com/imagebuilder,

2. FTETF=23RAUDS, AX—DNATZA42ZBRLET,

3. TAX=INATZ4DEHMI ZBRLET,

4. —EBORH., A7>320OH[HA,. RATT1-), HEZAILT, NMM T4 OFM=EE
ELET,

5. TLZEMER, T, "BEFEOLEZMER) Z:BRL, ") TEALELEZBRRLE
FEC2 Image Builder LEZE{ET2, LVEOFHAAELWC EZEEBLET,

6. AIX—JER7OLAZERTS T, I—AT—ARLCKWUTF7 I RNT—070—F
FHRRLAD—070—%8RLET, FEAEDEE, F7FI)ILM0D—070—Tt+%

T9, FMICDOWVWTIE, EC2Image Builder NA 7 ZADAX—D)—0 7JO—%BET
21 ZZRLTLEZL,

7. F4/77xh77§v RENEEZL C. "BEOAVIZANTIVFYEREDEIR, &8
RU, T, TEBRLEAVT7ZANTOF v REZREIRL FIEC2 Image Builder 1 07 5
ANTZOFYRRBETD, AV TANTIOFYOFMNAELVC EEZBELET,
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8. TAANIELI—3IVEREEZERTS T, Y—EAOFT7AI)INEFERALTT1ARNY
E1—a BREZERTS ZEBRLET, HHAMX—DR@F. RESREAWS V-3
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEFEHATS L, Image Builder A
FRENZ)—2aICAA=DMEREhET,

9. NATZA4DFMERIEL, N1 T4 DEHEERLET,

Modify an existing Image Builder pipeline

1. BBEONATSA02FERATRICE. TERENELIEZERATALSICHBZZEELE
JEC2 Image Builder L EZ %19 %,

2. [Save changes] (BENRE) 20 )Y ILET,

Image Builder f X—NA 7542 %ERTTD

REENLHAAMAX—DZERTBICRK, AX—INATFAZRBTILENFHYVET, 41 X—

SLVEOIAVR-—ZFMRICE 2T, BETOLALEX 1 KEAL D EEF BRI,

AX=DNAT A2 ZRITIBICE:

1. AX=DNATZ42H5, TERENIZNATZ 42 ZFIRL & FImage Builder 41 X—2 )\
AT7AVERET R,

2. To2arvhs, NMMTZ42V0RTEERLET,

RESICHILWY 7 RIITAZY J%BHRTS

1. 71 OERICHE> Tthe sectioncalled “V 7RI I T AZY T (AMIs)’, Y7 NDITARY I %&
B2HBLUEY,

2. AMIID IZIF, ([CBEESNINEHEIAX—20 AMIID Z A8 L F 9 Image Builder 41 X—2 )N
ZAERTT B,
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BEEHAR

CHEBEESHA RTIE, AWS &R D Research and Engineering Studio Z2& SICHAZI A AL T
METHHEICHIZEMOFIEZ, HMHNERNRECEHBLET,

N =R

« >—JLYHhDER

« JANOEZ RV T EHIH
« JARGHA Y IR—R
- Vv aERE

. IRIEEE

=LY RNDER

Research and Engineering Studio &, Zf#RAL TRXOZ—UL v NZ#iEL £9 AWS Secrets
Manager. RES &, REDERFRIC—IL Y NZ2BBWICERLETT. REOERPICEEREN
ABLED—=DLY NENTX—ZRELTADEIET,

—OLYRNER E)z] £ E i RES ANEThEERE
<envname> -SSO- REBAODVTILY v
client-secret A4 >27F> OAuth2 75
AT RN—=DOL Y
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXLADECESR v
vdc-gateway- FAEERE T T A R— b
certificate-pr F—

ivate-key

=LY hDEE 109
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—OLYbRhE

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE

—ULYNDER
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(® Note

Research and Engineering Studio 7O T 7 k& (CB8&E(SF% AWS Budgets C &k, T
EHR—~EhTLERA AWS GovCloud (US).

Cost AWS Cost Explorerz2fERL TTFEZ KL, JARNZERITRICZHEHHLET, MKEFE
BENBENBYET, FHIIOVTRE, & OREIVITIR—TJESRL T EE Wihe section
called ‘AWS CORmD Y —ER",

OANEHEXETSDEHIC, RES7OP IV NERNSBTERE N AEFEICEERTR CENTE
9 AWS Budgets, £9. BRIANBGRIATRERITETITATLITDBEN BV ET,

1. (Z% 424> AWS Management Console L, https://console.aws.amazon.com/
costmanagement/ T AWS Billing and Cost Management 1Y —J)LZBEE &£ 9,

2. JANBED RV ZBRLET,

3. &RJ& res:EnvironmentName X7 Z#FKres:ProjectLU TERL ET,

4. [TOT1471]) Z2BRLFET,

Billing X
Cost allocation tags ..
Home Cost allocation tags activated: 3
v Billing

User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments \:4/
Credits User-defined cost allocation tags (2/47) info
Purchase orders

‘ Q Find cost allocation tags 11 matches

Cost & usage reports
Cost categories Clear filters iaisle

Costallocation tags (19

Free tier ] Tag key A Status v Last updated date v Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explorer [3 —
P z O res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvirenmentName N 3 y ® Inactive - November 2023
v Preferences ] res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

e p—— |
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® Note

RES #U N F7OABICRRENDETICHER1 BHIDBEEN HYET,

RESUY—ADFEERERTDICIE :

ERIAY—ILA S,
. FEOERZERLE
. [Budget setup] (FE D

. RNl ZBERRLUET,
Billing b

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
o
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

6.

FEEZRRLET,
EE

X E) T, [Customize (advanced)] (HAZN A1 X (BE)) Z&RLET,

Budget types T, Cost budget - Recommended Zi&IRL £ 9,

Step 1
AT Choose budget type .«
S5 Budget setup
Set your budget 3

L
Step 3 () Use a template (simplified) © Customize (advanced)
Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \ﬂ-/

member accounts.

Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon §3.

Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

l&. <EnvironmentName>-<ProjectName>-<BudgetName>,

7. TTFHEZERETD.

2, Z7OTONOFHEEEZADLET,

\§/ Cancel Next

IS, FEODAYX TV Budget B2 ANLT, THO MOMOFEEXBILET. flx

JARDOEZRVZ T EHIH
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8. Budget scope T, Filter specific AWS cost dimensions Z#IRL £ 9,
9. [Add filter] (7 4 LB —%&&M) ZBIRLET,

10. F4X>>3> T, 27 Z2ERLET,

11. XJ T, res:Project Zi#IRL £ 7,

® Note

BT EENERATRICEZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RAREICE 2125, FEZERTEEXT,

12. fET, 7O TV MEBZ2BRLET,
13. 740 2—%2@A 2BRL T, 7OPII9RN 71N E—Z2FEITEYFLET,
14. [RN\] 2 2IRLU 7,

dAARNOEZRD T L HIME 114
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

JARDOEZRVZ T EHIH 115
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15. (#7°>3> ) TZ2—RMLEWEZEMLET,

16. PAN] ZBIRLE T,

17. (#7232 ) T2—RIFRESNTVWRGFER., PRYFTFIIVEFERALT, 7TZ—b
TERNOT O3> ZR/ELET,

18. [RN\] ZBIRL £,

19. FEREZHEIEL., BMOFENTA—RXTELWEINIRETCIATVD L ZRABLET,

20. [FEZER]ZVVYILET,

FENERE S, 7O IV NOFEEZEMCTEERYT, 7O I IV NOFEEEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled “ VO IV N 2wmETD, FEEBAD L., RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHIZFEEBALES. TAINY T I&
SlEHmERIELET,

RES Environment Management

Projects

Environment Project Management

Title Project Code Status Budgets Groups Updated On

* DemoUsers

Actual Spend for budget: REST-F 11-Budget1
project! project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD,

SD, Forecasted: 3945.34 USD * ProductUsers

FEZZETHILENHBHRR. AVY-INICR>TTFEHZHRELEI. RES ATEENEBY
ICBBDETICRKRI5DANBDBENBYVET., izclk, 7O IV N EZHmELTTFEZENICITS
CEETEXRT,

OAARTHAY S 2R—R

JdARNSHA YA R—REZFEHATDE, RESEEBEFI RESAR—ZIASTASIIVNDOFEELS
OI O NIARMNERENICEZZV I TEET, JAMNKITOZITIORNARILTTZAILRIY
TEET,

=R

. BIREZMH

- FEI)UTIST7EZFHO7ODITON

s BRENBEIANDWIS 7
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- CSVZESUO—RTB

Bl RR SR A

Research and Engineering Studio D AR Y2 1R—REFEATHICE, ETUTZITOIHEN
HV)ET,

- 7O IV M EERTS.

« AWS Billing and Cost Management 1>V — )L TFEZERL £,

s FEZJODIONITEYFLET ("1 Z22RITODI VN ERETS ).

« ILWRES F7OA4 ZHIDTAVMOIAARNSMFY— R E2BMILET. ChERTIDI
F. ATOFIEZRTLET,

1. ERLEZ7O2TIMCVDIZF7O40LET, Chllkt), AWS Cost Explorer (2
res:Project RN 7O a0 JEh&ET, ChICBERX 24 KBENMDDBEN BV E
EE

2. RINERENDE, RTEBAMCTDRAVHFEMIBEYET, R &IEIRL T, Cost
Explorer TR &TFTIT 47 LET, COTORAICKETSIZ 24 BEALHIDBENHYE
9,

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags
Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data
to display.
Launch desktop

FEAVHTIZ7%2FE>700I 6

FEHNEETONATWATOIORFY—RNICE, FENFEYETSNTVWS RESEBENOO
SIVNDFEAT—RANERRENET, F7FIIBRTR, IS 7ICEFEHENCENMLS DN

OSIVRFRRENET, FEICEYY TSN EZ7ODIIOMNOREBVUANEZEO—RTZ714)L
RA—RRTF—RAROYVFTAIOT, BEO7OD IV NERBIRTEERT,

IR 117


https://aws.amazon.com/costmanagement
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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Projects with budget assigned @ C Review projects ) C Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

2000 4000 6000 8000
Budget (USD)

o

W spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v }

[ test-project-2 X] [ test-project X]

test-project-2 test-project

JZ7IC@. EFEOXZHEE, BYE, ERENrRKRIBETRREIhET,. N—ICHh—VIZSE
bEde, FEATIVDEHKE USD 2ENRRENET, £, ELBICHZ 702 TV MO
HRAREAVETOADIVMDERREZ D ZZTNEFNRRLT, O IO M—=IDETOCIINDE
BR—2 72 EETEET,

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

M Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000 6000 8000
Budget (USD)

@ spent M Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

FEEWLETIS7EZF OO IO 118
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RN ARSI Z 7

BENEIANDHIS7ICE., BEELEHBIICS G270 I RNIOIANNRIRRTENSE
To T72ILRNTR, JS7ICEBECHABOTF—EINRRENETT, BIRULENEZFEAL

T, BRUECEBEESEBEOSHIANTLEANS DO7OP IV M ERRENET, £ 52070

SIVRNUADHBOIXNTORBRLAEZOSIINE, TOMOATIVICENENET,

Cost analysis over time @

Track expenses incurred over a period of time.

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X :
[ projectl abc-123 asd Granularity
[ Monthly v ]

70208, BREEE, NET71L2U2J0LT, BRNBZIDANIHIZTELI—EHARX
AXTEET, BB T AN EZ—DEAEDEFBRENATVRIFEE, E—XILT12 RUNFRRE
h, AIOREICRTA, BEFEThLET ML EZ—DEAEDEOREZZITANZ L ZEIRTERT,

70T UK

Filter displayed data RO Y 7’HA I ZBRTS &, BEDRESRKREO7OP IV NDOELAZV AL
FRRENET, 7O I IORENFRREN, TOTIE7OP T NI—RAFARTENET,
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(@ I
abc-123

abc-123

asd

asd

project
project1

0 res-integ-test-gw1
res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project abc-123 asd

By ) €6 B D +5 <E

BNERHZEEITSCER, EXNEARCEENERZEATEERT, EXEHEZERTD L, BN
BB REEVEZEAL THEEhET, LA, 2025F 2 ACBE6 YAOAT> a2 2
Re¥d&, ~ 8/1/25 OFEEEICZKY) £31/31/25,
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i '

Relative range Absolute range )

Choose a range
(O Past 1 day

(O Past 7 days

(O Past 1 month
(O Past 6 months
(O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel

BENGEIANSHI ST 121
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r

< August 2024 September 2024 >
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
l'll 2 3 | '1 2 3 4 5 6 7 |
' 4 5 6 7 8 9 10 8 9 10 11 12 13 14
11 12 13 14 15 16 17 15 16 17 18 19 20 21
18 19 20 21 22 23 24 22 23 24 25 26 27 281
L25 26 27 28 29 30 311 L29 30J
Start date End date

[ 2024/08/01

] [ 2025/01/31

Clear

|

FHEE

AEf, BB, FLEKBAEVNONETT - ZRTIDLDICERTERT, BHEHEMVOFMAE
&, BEX14 BEEOBNEEOKEYR—NLEXT, BEUOFEERE, HFX 142 AOBFNEED

HEHR—KNLET,

'

Monthly v
Daily

Hourly

Monthly A

REBNEIANDHIZ 7
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CSVZ&V>O—RT3

BEOIARNOHELI—2TO9AR—RTBICIE. BENBEIANDHIZST7TORLEICHDZT I
O—RCSVZEEBIRLET, ¥UO—RLECSVICE., EBEEENLEHBICERLAAE7O0>TY
ROOARNEHRE., 7O TV RIS ROEHBEROIARNEEHNFEENET,

Home Insert Draw Page Layout Formulas Data Review Vi

s

'Q'Dv A Calibri (Body) vi12 v AN A
R v

Paste

@ B I u v -=- v & v ﬁ v

I[1]
11
11l
il

Q Possible Data Loss Some features might be lost if you save this workbook in the col

Al . fx  res:Project
A B C D E F
1 I res:Project .|asd($) abc-123(S) project1(S) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

v avER

YA vERBR, BV AV ERRBRETANTDEOOFRERTAUETIT A7 BRRERZREY
LET, EBI—Y—ELT, JOP IV NREBRNTA RS 9T47 v 2 a skl rUOEE
TH_EZI—H—ICHUTEEXRT,

KEY D

« &Y AR—R

CSVz4I>O—KT3 123
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1——H4 K

XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R
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Y2 atEBRAYIAR—REF, EEEFEIUTICEITZ Vv IEI—ZRELET,

1L AVAEVADRAT
vy arnirgE

N—A OS

70Uk
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE LY a>THEREZ7 LRV
JLEY,

2. v arEBRL, 7723 X Z1—%2FEALTATZTVET,
a.tyv>arzBlETS (E\HT)

vy ar 126
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b. Bilt/RKIEEY > 3> (B )
c. MHlfFEILE/MRIEEY > 3> (EET)
d Ev>3a> o7 (EHA)
e. Y>3 omFKRT (BH)
f. Ev>a2 (BEA) OAJILA
9. Y7 RNTITARY T DERK
3. v a oER EERLTHLLWEY IV EERLET,
4. ZETEY > AV EREREL, REEARL—TFTAVIZATLATTANRIITLET,
5 Ev>aHEEBERTDE, FHNIRTENET,

Y>3 EERTS
1. Y23 oEREERLET, ILWRETFAINY TORBBE-FILFHEXT.
2. FLLWEY>a>oFlZEANLET,

3. (FA7<3> ) Show Advanced Options ZF/ICLT, H¥7ZXY NIDX® DCVEY>a>raA
TREDEMDFMEZEELET,

4. [Submit] Z&IRL T &L,
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r

___Storage Size (GB)
EP% 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

Enter the storage size for your virtual desktop in GBs

& )

128
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vy ar ot

v avARNYS, Y2 aVBEBERLTEY a0 ERRLET,

RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

Y7 RITTARY Y (AMIs)

V7RDITARY IR—=TH S, Amazon XA X—2 (AMIs) Z2EL 12V, BEFD A X—2
ZEBLLEYTERT,

Software Stacks (AMIs)

Software Stacks Register Software Stack

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1
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1. BBV I RNIITARY VERETBICIE, ARL—TFT A VI ATLAOROY I &E
ALTOST74INEUTLET,

2. V7 RIITAEZY VDOEMEBERL T, ARY VOFMERTLET,

B YTIRIVITARY VDHEILHZDZIARZEERL, 723X _1—%2FEALTARY
VEfmEL., ARV OVETODIVNIBEVETET,

4. V7 RNITITARAEY VDBEFRREVZRBIRLT, ILLARY VZERLET,

MULWITRKRDIITARY VBRI D
VIRIDITARY VORBREVEFEATDE, HLLVARY VZERTERT,

1. YIRNIDITARAEZY OOERFE=EZERLET,
2. FILWYTRNIITARYVDOHEMEADLET,
3. [Submit] ZiBIRL TS EE L,
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r N
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI |d must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

(i )

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
& )

V7~ Prgjectsvis) 131

Select applicable projects for the software stack

[ v
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JOPIONIVIRIITARY D& HTS

MLWYTRIITREY VRERTDEEIC, AZYIVETODIVNIEYLTHIENTES
T EFEL, BYIOERBICARY V27O IV NCEMTZHEN HDH5EE.,. KOBRELZITV
£9,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHETHENTE
£

1. Y7 RNIDITARYIR=T, JOPIIONCEMTBRDYTINIITARY IO HRREY
ZERLEY,

2. [Po>av]z=BRLET,
3. [fmE] ®BIRLET,
4. Z7O2IV2RNROYVIEIOZFERALT7OP IV NEZBRRLET,
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-

Stack Name
Enter a name for the Software Stack.

Update Software Stack: RHELS - x86_64 X

[ RHELS - x86_64

Description
Enter a user friendly description for the software stack

Use any characters and form a name of length between 3 and 24 characters, inclusive.

[ RHELS - x86_64

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

(o) (o)

|\

Cancel

5. [Submit] ZEIRL T EE L\,

AZY DDFAR—DD BV TIRIITARY VEIRETDEETEFXT,

U7 RIITAZY T (AMIs)
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VIRIDITAZYIDVDIA VARV AVARNEEETS

BRENLVYTIRNIITARAEYIZEL, HATNBAVABRVAT7PI)—ERATZERTESE
o BYTRIDITARAEYIDATZAVOVARNE, TFRAVRNYTRETEREN LA T3V
KO2TTANRITENET, JO-NLOFAENIEA VAR AT I -4 T 2RERL
TEETEXRT,

j Research and Engineering Studio

Review the virtual desktop settings

res-deploy (us- <
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Use
Allowed Security Groups Max Root Volume Size
ro
1000 GB
i
Allowed Instance Families and Types Denied Instance Types
* gdad
* g4dn
. g5
* méa
. B3
* még

YIRDITARY VDHAAENIEA VARV ATFI)—ER(TORUEEHRETDICE -

1. YI7RDITARYIR=IT, YVIRNDITAEYIDTIARZZBRLET,
2. "FUT3av, #ERL, "TAZYIDEE 2BRLEXT,

3. ROYZTHIVIARNAES, HAECIEAVARVATTFI)—BZATTENOA VARV A
773IV—RA4T72BRLET,

VI7RNIDITAZY T (AMIs) 134
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r ~

Update Software Stack: RHELS - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

[ 3

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v )
(8 X[ mea x|

4. [Submit] (£f8) ZiBRL £Y,
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® Note
FAENEAVAZRVAT 7RI —RA47070—-NILEY NZAVAZRV AT 7 I —
EFDQDTTIV—HDA AR ARAT (3% B Et3.large) FEFENTVBRES, V
TRIITFRABY VDFAENEAV ARV AT P I —ERATOBRTHEATED AT
AV, AVABRVATTE)—DOHENEENETT,

/A Important
s AVABVABRATITTIV—NFRELRILTHAVARD SHIREhD E, TXTOY
T7RODITARY VN SBENICHIBRENET,

c WIBLANILTEMENTLEA VAR ARATI77I)—, Y7 RNIITARY VICEH
WICEMENIEE A

V7RNIDITARY JDFMERTTS

UIRDITARY IR=IHSE, YTRIITARY VBZERL THEMBERRLET, Y7 b
DITARYODZIOHREVEERL, 7232 zBRL, MEZBRLTYTINIITAZY
VEmMETDELETERT,

VDI 7F 2> —DHR—K

FLWITRIITARY VB BRITIH., BEOVYIRNIITAZRY D ERETDEEIC, DY
TRIDITAZY O SEBEBENEVDIs DT F2—%BIRTEET, XD D2OTF =AY
j—:_héntb\i?o

s BB (F7AILMN-HEN—RIDITAARATVDIs XT3

s BERAVARVA-BERAVARAZEHALTVDIs 2£17T9%

 Dedicated Host- EHFRARNZEHL T VDIs 21793
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMIID
Enter the AMI ID

[ ]

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N!A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ "]

VYT RIIFTAZRY Y (AMIs) 137

Tenancy
The type of tenancy

{ . Yy
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BERARANTFTOO—BA4T7ZBRIDEER, TTUI—TTAZTAER=TYRNKRARNZAT
EBRIDBENIBNVET, ROEX—TY RKRARNZATHHR—RENTVWET,

s IRARNUY—AY)L—7 - AWS License Manager TERENIERARNIY—=RATIL—7
¢« RANID-BEDHKRANID

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ ]

V7RTITAZY T (AMIs) 138
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= )

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ ]

BERARARNTFOO—TRHITDEZICVDIS ICHEBEILTINZ—IRIAEDAZBETSIC
l&. License AWS Manager 1—%—H4 ROEILTINZ—TI RTAERAE AMI OBEEN FICHE 2
T, 4R % AMIs ICBEEFITET,

TINY T

TFINY TNRNZIWCE, REFRAINY TICEERGFSAEXY - RNT T 1Y INFRRENET,
CONZFLZFERALT, RANBOTITAETAZERTEET, VDRANRTICEA AR
ABBEOTIOTAETANRREN, VDY IV ERTICRETHFOELYZIVTITAETAHN
RRENKT,

FNv T 139
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View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) vport” : (IR

Permission Profil ;
ermission Frotiies ©"endpoints" : [ 4 items

©0:{ 3 items

Settings "port" : 8443

Debug

TFAIRNY TERE

TAIVRNYTRER—DZ2FEAL T, RETFTAIVNYTICREFISNIEVY —RAZRETERT,

Virtual Desktof Settings

Virtual Desktop Settings

e virtual desk

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

* gddn

* gdad

. g5

* méa

. még

%

2MET TR, ROLSBREICTIEATELT,
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QuIC

INTOREBTFAIRNYTOTFTAILNODARNI—Z2J7ORINELTTCP ZBEL T
QUIC ZBRICLET,

T7ZNLRODCVEYZIAVEALT
INTORBFAIRNY TICERENDTT7AIRODCY YAV RALT, CORERK. U
BICERLIETAIRNY ZICRBRAENERA. ChiE. A VARV ARATEARL =T 1
TOATLFRBEY S AV EATREEAZ VLY 232 RATOVThAZYR—KL
TLRHERICOABERHENET,
7AYIORZERI-Y-JELHTENZF7AbOEY >y

J7ODIORNZEICI—Y—EICHFAEhD VDI Y2 a>oEOFT7 #) ME,

[Server] (h—/X—)
H—N—BZT T, ROXDIBEEREICTIELATEET,
DCVtEy>3a>TFARILEALT I
DCV Y2 a s AB8MNICtIME D ETORE, chicky), FRAIONY Y 3> 0iRE
FEEENT, DCVISATUORNELERIIT 7SO s0&tEYS a2 AEALSIhET,
TARINEZALTINDES

TARLNVEENFVZATNCRHEET VD ITORE,
CPU EREOL & WM&

TARILERBZEND CPU EAX,
RAL—RRVI—-LFAX

BRETFAIRNYTEY23VOIL—FR)I—-LDOTT ALK,
AAENDA VARV ARAT

CORESRETEHTEDA VARV AT7IN—EHALAAXADIVARN AVARVATT7 X
)= A VARARV AV LA ADEKEDEOAANZHFANSNE T, LEAE, 'm7a ZIEE
T25E. Ma773I)—DINTOYALA AN VDI Y a2 e LTRETEDRSICEYE

T 'm7a.24xlarge’ ZEEEL EHBE. VDI Y2 3> &L TRETE % 0OIE m7a.24xlarge D& T
To cOVANGE, RERAOIXNTOZ7OCIIVRNCEELET,
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Q—H—H1 K

RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]

RIEEHE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

Research and Engineering Studio DIREEE V> arh s, EBI1I—HY—RBHARBLOCIVD
VIO IO NRBISBENLERREERBICEETERT, CNSORFEICE, O
Ei—F7420JY—R, ARL—=2, TOMOMBERIVR—FXRNEEHDENTE, IXNT
ZEBRREBEAICHYET, 1—H¥—EF, 7O I IVNOBENERHERT LI RSICCNSDREER
EBRCHARAEINAATED LS, O7O IV MNPREICEEEERAS kL, YU1—-3

YDRR, TAM, REFrEZICBVERT,

New o
c REAT—XA

- RIEBBTE

o [1—H—]

- JI—=7

- 7027k

s TOEAFARI S —
« 77ANAT A
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o

« AFTV7TavNNERE

« Amazon S3 /N v N

BE AT — %A

REAT—EAR=TILR., HRRICTF7O/MENhEY T RIITERANRRENET, ChiC
k. YVZ7h2I7N=232, ED1-ILE, TOHOIATLABEBRBEEDVERIEENET,

. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status @

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed ®@ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135
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SEE7OES3a - JLE1—YY—0E8EBEI Y —BXEX-IIBEDEHRERTLET,
DITJR=BILDEZA NILEBEETFANEZRETEET,

- ID7ANAE—

SUOINBA VAV AT —RABEDERERRLET,
« XY KND—YD

TORAADOVPCID, 7L74YOA)ANIDsZERRLET,
* Directory Service

1—H—BENRT—ROTITATFALINIBREF—ERT AT RO =LY R
%—Tv—ARN ERRLET.

[1——]

TOTATTFA4LIRNIDASARENEIRNTOLI—HY—HNI1—H-—-R-—JICRRENET, 1—
H—k, HBEOEREDIZ cluster-admin I—H—IC k> TEAETNE T, P I1I—HY—REDOFMIC
2VWTR., T, ZSBLULTLKETVEETA R,

® Note
EREG, TOTATBI—F—0ty IV OREERTEST, F7ALRTH, TA
TOI—H—RERBELT VAV THETET VT A TRECBEUET, 1—H—13
FOTATOBEE, YD AVERRT IR A VA THLS CHELET,

S
Sl
&
it
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- Research and Engineering Studio 4 | & demoadmin4 v
— RES Environment Management @
Users O 02}
Environment user management Set as Admin User
c Qs Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

A=Y —R=IH5, ROZEHNTEXT,

1. A—Y—ZKRELKT,
2. A—¥Y¥—HKZ2BRLES, 7U23a2AXZ1—%2EALTROBEZITVLET,

a. BEHEI—HY-ELLTRETS
b. 1—HY—%&MCTS
gIN—7

TFOTATTFALIORNIADASABRENLEIXRNTOTIIN—TE, FINL—TR=DILRRENET, 7
W=7 ORELEEOFMCOVTR, ") 2ZRLTKETVERESNA R,
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management Groups (6)
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

TIN—TR=IH5, ROZENTERT,

1. I—¥—FL—TERELET,

2. A—H—YL—THEBRUES, PUL3VAT1—%BALTII—T2EHE-FAMCL
£7.

3. 1—Y—Y\—TRERTHE, BAOTRCHZI—H—~AERBELT. FIL—T01—
Y—ERRTEET,

70T 0h8

J7OIORE, REFAINY S, F—L, FEOEREFRLET, 7O IV N EERTDE
Tk, BEl. A, RERZREBEOREZEHZELET, 7O I IoNCREE. OB —F1429T
UY—ADBRATEHAX, YIRIITAEY Y, Y RD—9BERE, 7OCIINOBED
EUEBETEDIICHARINAARTED 1 DU LOBENFSENET,

N=X7

s JODIVNERRTD

e JOI OV NEERTS

s JODIVNERETS
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- ZJODIVORNEEMCTS

- 70TV NEHIRLET,

« Z7O2 IV MADORT DEBME K IFHIBR

« O IORNCBEENTSNETZZALNSATLERTRTS

- BBTUIL—KEEBNTS

JOI V9 NERRTD

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

TODIVRE YT 1R—RIZE, FATEETOSIVRNOUARNRREAET, 7OJ TN
Y AR—RAS, ROZENTEET,
1. RET7T1—I)ILREFERALTTOPI VN ZERERETEERT,
2. 7O TV EBRTBDE, TO2AAZ1—%Z2FALTROENTEET,
a. ZODIVNERETS
b. 7O TV MNOEMILE BN
c. 7O I ORNRITZEFHTS
d. 7O TV NZHIBRLE T,
3. 72z U0 MOEREZEBRLT, ILLW I OD T ORNZERTEET,

JOTI O NEERTS

1. [77O2TONEER] Z2BRLET,
2. Z7OIVRNOFEMEEANLET,
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Z7OTIOKNIDE, TOARNBSZBHTZEHICERATES Y —ARYT TF AWS Cost
Explorer Service, sfllcO2W T, I—H—EZOIAARNBSZIOT VT 171, 2SR
LTLEEL,

/A Important
ERRIZZOPIVNIDZEETDERFTEXE A,

HRATIVOFBICOVTR, T ZZRLUTIKETVERT V7 L—hZEMNT S,
3. (A7>a 7O IIVMNOFEZEMILET. FTEOFMEICODVWTR., ") 283RLTL
EEVWIANODEZRD T L FIH,

4. KR—LFALIRNITT7TANDATLR. RER—LTT7AINATLA(T7#)L
N ). EFS, FSxfor Lustre, FSx NetApp ONTAP, ¥ EBSARUI—ALAARARNL—20WTh
N EFERATEET,

HER—LT 7AW AT L, EFS, FSxfor Lustre, & & U FSx NetApp ONTAP (&, E#H 07
OTIV R VDIs ETHETEDZEITEELTLKEEW, L, EBSARUI—ALAARNL—
SHATTAVTR., TOTACIIVNOINTOVDIIZ, O VDIVDIs £ 7O TV NG
THEETNBEVHBOFR—LATALININFBETT,
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RES Virtual Desktop Projects

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. 1—HY—F£@IIL—T7CENEO—L (T7OJIIRAYN—, £k T7OV TV MNFA
£, )EEYETET, BO-ANFRTTCEBTIVIAVFIANNOTILAHFTIOT 74
LIE2VWTE, T #BBLTEEL,

6. [Submif] ZBIRL T &V,

J7AOI UV NZEmETD

1. ZO2TORNJARNTZOP IO Z2BRUET,
2. Actions XZ1—#H»5, EditProject 21 #IRLET,
3. EHEAALET,

FHZAMWCTZERRE., JARNOEZZVVJEHEME Ty 28R LT<EZV, 70210
NDFEZBERIZE, FEROVITEIUATSAVNFO—RENBDETICHEVHI P ZBEN D
WET, TREERLETFEARRENBEVERR, ROVIIIVORICHZIENRE D 28
RLUTLSEZ W,

HMATAVOFMCOVWTR, T ZBRUTIKETVEST VI L—hZEMNT S,
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4. [Submit] BBRL T &L,

RES > Virtual Desktop

Edit Project

Project Definition

Title
Enter a user friendly project title.

(o )

Project ID
Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

C )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

@ ]

Resource Configurations

¥ Advanced Options

Add Policies
Select applicable policies for the Project

[ ] ©

Add Security Groups
Select applicable security groups for the Project

[ ] ©

» Linux

» Windows

J7OIONEEMCTS
TOSIORNEEMICTBICE

1. 702z OVRMVARTZAS IV N ZEBRLULETD,
2. Actions XZ1—7/A'5, Disable Project Zi#RL £,
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Research and Enginee;

res-deploy (us- Environment Management
east-2) R
Projects
v Desktops onment Proj

My virtual desktops
Shared desktops
Title

. deleteProject2
¥ Session management

Users

& admin1 v

(6]

@ Gamo) CEEZED

Edit Project

Dlsable Project

Update Tags

Dashboard disableProject

Sessions test

Software stacks
Debugging

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

Project Code v Status v Budgets v
004 © Enabled -
002 @ Enabled =
001 © Enabled -

Delete Project v
admin1 1/28/2025, 2:12:38 AM
admin1 1/28/2025, 4:03:18 PM ]
admin1 1/27/2025, 12:59:53 AM

3. ZOITVRDNEMCEL>TVWRES, ZTO7OIV NIEEMRITOENRTWVWS TXTO VDI
Yy a N EELET, chsntyIa ik, 7O I MNEMCEZ>TVSEEBELH

TEEEA

Research and Engineering Stu

res-deploy (us-
east-2)

Environment M

v Desktops PI"OjeCts

My virtual desktops

@© Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped

Environment Project Management.

Shared desktops

v Session management Title v
Dashboard
asnboar O deleteProject2
Sessions
Software stacks O disableProject
Debugging O test

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

70T NEHIBRLET,
TOTIORNZHIBRTDICE :

1. 77O RNVANT7O>T
2. TV

]

YarvXZi—Hs. 70

Project Code v Status v Budgets v
004 @ Enabled
002 © Dpisabled
001 @ Enabled

T REERLET,
JIJNOHIKREBRRLET,

4 & admin1 v

(6]

@ G CEEZED

Users v Updated On v
admin1 1/28/2025, 2:12:38 AM
admin1 1/28/2025, 4:35:29 PM
admin1 1/27/2025, 12:59:53 AM

AR ErN N
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74| Research and Engineering Studio & admin1 v

res-deploy (us- RES > Environment Managemen ®

east-2) .
Projects © Ga ) C2EZD
v Desktops Environment Pre G Edit Project

My virtual desktops Disable Project q

Shared desktops Update Tags

Title ProjectCode v Status v Budgets v Groups vV Users Delete Project | v
. [ O deleteProject2 004 © Enabled - « group_1 « admint 2/14/2025, 1:40:52 PM
v Session management

Sessions O disableProject 002 © Enabled - « group_1 « admin1 2/14/2025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging

Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. BRARYTTYTHRFENET, 7OVIVNOEHEANL, TEV, BBRUTHBRLE
T

Delete Project: test-proj-deletion X

Are you sure you want to delete this project?
All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. 7OV RNNHIBREhDE, ZOTOPIIRMNIEERTFSATVEZIXNTO VDI Y3
UHRRTLET,
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j Research and Engineering Studio

res-deploy (us- @© Project with ID: ea231a4c-7e01-4d1c-8590-55703918c87e has been deleted
east-2)

¥ Desktops

My virtual desktops

ement.

Shared desktops

v Session mana; gement Title v ProjectCode Vv  Status v Budgets v G

i roups v Users v Updated On
Dashboard
isableProject nable - « group_ « admin , 4:40:

O  disableProject 002 @© Enabled group_1 dmin1 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 © Enabled « group_t « admin1 1/27/2025, 12:59:53 AM
Debugging
Desktop setting:
Environment t Management
Proj

Z7O2IT9 MNORT OEMNE K IEHIBR

Z7OPIORETE, ZOTOP IV RTERENIEZINTOAVAZVAILR T Z2EVVETET,

—

ZOPIORMJARNT7OPI M ZBRLET,

2. Actions XZ1—#»5, Update Tags ZiBIRL F£7,

3. BUMDEMZERL, ¥F—DEZAHNLET,

4. BRTZEKRTRICE. BIRTZRITOBICHDHIREBRLET.,

J7ODIORNCHERGFSNETTAINATLZRTTS

70TV ZBRTDE, BEAOTHICHZ V7ML ATLARAVEZRREALT, 7O I

BENTSNET 7ML ATLAERRITERT,

AR ErN N
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Projects @ G- CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BETV7TL—NZEMTS

TOIORNZERFELIRETDESR., 7O IO MNEERNOEERAT 2 a>aFERAL TER
FTUTL—RNEEBINTEET, BHT7L—MNE, EF2UF4TII—=7, IAMARD>—, £
ROV RBEEQDEBMOEREZ7OSIIOMNAODTNTO VDI A VAR AICRBELET,

RS —DIEMN

IAMARD)S—ZEBMNMLT, ZOPI VRO TICTF7AMENEITRNTDA AR ADVDI 71
AREHTEET, RUS—BAKR—RITBICE., RUS—CROF—EEORTEZRZITNFHFLE
9,

res:Resource/vdi-host-policy

IAMO—J)LOFRICOVWTRE., "IAMORDU > —ET I AR 25RLTLSEEL,

X2 F4TI)—TDEM

tX¥a1UF«4TI)—=T2EMLT, ZOIIOMNAOIXRNTO VDI A VAR ADHE AT —R EH
ATF—REHHTEET, EF1VTA4TIN—TFR—RTDICE., EF2UF14TIN—TI1CK
DF—EEORTERITFHLET,

res:Resource/vdi-security-group
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LFI1VFATIL—TOFMZIOVTIE., "Amazon VPC 1—H—HA RAWS , ® "E=F210UF 4
IIN—=T%FRALTIY—AANDODRNT T4v O %&HT2D, BSBLTLIEEL,

BEBAIVTNEZENT S

ZJ7OIORMNANDINTO VDI Y 3a>TCHRHEBEITDEBAIVUN2EBINTEE T, RES &
Linux & & Windows D AV U7 NRABREHR—NLTVET, AU NERBTDICEK, XD
WTFhhZBIRTEET,

VDI DRBRICAIIT N ERTTS

COATZIVEF, RESREREFEAAN—IILZRITIDHEIC, VDIA VARV ADEETA
JUTRNERBLET,
VDI AREENTWVWRBEICATUT N ERITTS

COATTIAVIE, RESEHENTETERICAVV I NERBLET,

AOVTRNE, ROFT>3a>aHR—MLTVWET,

AT VT NERE Bl

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
A—AL774) file:///user/scripts/example.sh

SIMICIE, AUNTRUYShizE|HZREELET,
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

70219 NEEDHI
FOEAFFAIRI > —

Research and Engineering Studio (RES) ZA 3% &, EBI1—%—F. BRLUEI-Y—IC. B
PHABIRDTOCIVNZEETRLOOEBMOT IV EARAZRETIHARLT VAFA7O
77ANEERTEET, F7OC IR, FTOMBRICAARIAATES 702 0MX
YIN—1 ETTOPIVRNRAEBEI O2O200FT7 AN NOTOELAHFATOTZ7AINFBYIET,

RE, EBERT IV LAHFAI7O7 7MLV EEALT2 207 7 AFAOIL 732 2R/HET
EFXT,
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1L EBEENLEI-—Y—F7O0I N0 —F—PT)—TZEMEEGHRTEDLSICT
2 "TOPIORAIN=2YTOESH, & BEENEI-Y—AFTOPI RN EBNRLER
BYHICTERLSICTD "TOPIIVRNAT—RADEH ) TEHENDTOD IO NERT Y
T AR,

2. BEENEI—HY—A7O0IOMNAIC VDI EY S AV EZERNTEDRSIZTS Ty 3o
B & BEEN DY —A7O0P I MO0 -0ty > a2 ZERTLZERT
TERLSICTD "ROI—HF—0OtEY2a>OERMKT L TEHENSD VDI Y a2 ERT
AR,

chiZ&kY), EBEERF RENOBEBEUANAOI—H—IC7OP T I MM—ADT I AHFAZESE
TEEXT,

N =R

c ZJOSIVNEBOT I EAHT

- VDI Y23 VEBEQOT IV EARA

« POEAFAZ7O07 7ML DERE

s F7ALBNOTORAFAZO774)

- RIBEQIER

s FRONYZHEZO774)

Z7OI YV NEBOT U AFA
TOSIORXYN— Y TREH TS

COTORRFAL LY, FEENEEREMNOI—Y—R, 7OD TIPS SI—¥—%
ERTL—TEBMBLOHBTEE T, FE, FOLARATO77ALEREL, TO7O
IIINOBOTRTOI—H—E I L—TOT VAL RLERETHELTEST,
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

J7OIVRNDAT—RAZEFHTS

COTIVEAHAAICKY, FEEhEEEEUAOI Y -G, 7O I I M-20F7 023
VREVEFERALTZO IV N ZBNREREMCTERT,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
Up_-
Projects

VDI tY > a > EBOT VAT
v aEERTS

11— —5A" My Virtual Desktops R—TI A SHEDO VDI Y2 a2 Z2RETES A ES H ZHIH
LEFT, chZENICLT, EEEUNOI—H—IEO VDI Y a2 2R8I TELRVKRS
CLUET, I—H—EVWOTERBO VDI Y2 I 2FEEBLTKRTTEET,

EREUNO IS —ICEY 2 a2z ERITRTIOEAHFAN BEWEE, HILWREAFAINY
T7ERBIIREVIEE, RICRTLSCEMIBYET,
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Virtual Desktops

test2 © Connec t

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

HOI1—H—Nty>a> EaEERERFKRTTD

EREUANOI—H—NERMOFES—23a2RAUAS5EYIIAVR—DJIITIEATES &
SIELET, chsDI—H—Fk. COTTEAFANINEEATVR IO I MTHOI—
H—_OVDI Y avERBTEET,

EBENAOD I —HIEOI1—F—Dtyva> ez THT7IOEAFAZE>TVWRIES.
EAlOFES—2asRAICE, RICRTEDICEYaVEBOTORYS I IONER
REhFET,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions
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BEBREZEUAOI—F -1 —F—0ty>a aERTZT IO EAFAN ZWVEE, £EEO
FTET—=232RAVIEE, RERTRSC Y I VEBFRRENELA,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

FOEAFAZ7O7 71 OER
RES BEER. ROTIYAVERTLIT IV EANATO7 7L EEBTEET,
TORAFATO7 7ML E—BRTRTS

« Research and Engineering Studio >V —J)LR—> T, E/OFETS—23RA(2TT7 O
AFARVS—ZBRULET, COR—IHAS, PUOERAHFATO77 M) EEHR. EF. — &
®/R, RN, HIRTEFT,

Project roles Desktop sharing profiles
.
Project roles (2) ©
[ Q. Find role by ID ] 1 ()
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

TORAFA7O7 74N ERTTS

1. XAVOTFIEAFATOAT7ZAINR=DT, RRTBDTIOCLAFAI7O7 74 0OBH &R
LET. CcOR—=HS, BIRUETIVEAFA7O7 74N 2RmEFT-IFHEHIKRTEET,
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ES Per n Profiles Projec

Project Owner

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
Up sociated e a project.

@ Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled

2. TORAFAZ7O7 74N ZREEALTVRTOPI VN ERTIRICE,. REEZZT37O
SIONRTEBRLET,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0
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TORAFA7O7 7 AN EHEKTS

1. XA2OFOEAHFAZTOAT7ANNR=2T, JO7 7AIILNOEREERLTTF IV AFA7O
774N ZERLET,

2. TOERAHAAZ7O77AIIOEBREHRAZALL, COTOAT7AINICEVETED I —F I
FIN—TNEITRTIOEAFAZBRLET,

Per on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project
(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
c Create/Terminate another user's session within a project

ste a session within a project ea
(0 ] (@ ]

TOERAHFAATOT77AINEwRETS

« XAVOTIVEAHFATOT7FAINR—=IT, Z7O77A4IIOEICHBHZIUY7LT70O
77A4NEERL, TUo2avzBRL, JO7 7ML OREZERLTEOT 7 EAFAT 7O
774N EEHLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project.

o S o

VDI session management permissions
Create session

Create/Terminate other's session

o

TORAFA7O7 7 AN ZHIRT S

« XAVOTIVRAFATO77AIIR=JT, ZO77A4IILOEICHZDMEI )y oLT70O
77ANEERL, TUO2avzBRL, 7O7 7ML OHIKRZERLET, BEO7O2 IS
NTEAEATWAT7IOEAFAZ7O7 7ML HIBRTEERE A,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

IXNTORES 7O IV, JO-NILEBENRETED 2 20T 7FILNOT I EAFHT
Z7O77ALAFHBLTVET, (512, JO-NILEBEZZ7OD I IMOHFLVT I ERAHT
TO77 AN EERBLVEETEET ) AOKEF, "TOZIIRXIN—L &LV T7OPT
ORNBEEI OF7ANNOTIOEAFA7OA7 74N THIEND T IV EAFITZRLTVET,
TORAFAZ7O774)L, SLT7OP IV NOREDI—H—CNETZT I EAFARZ. BS
ABRIZD7ODIVMNIOKBEBREIAET., JO-NILEBELZE, INXTOTOPIINTUTOT
XNTOT7 7 AFAZ2HE O>A—/N-1—%—TY,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEHBED

v arzE
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T—RANDEH  BWNFELEEDD
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IRIEBOER
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REBOERICKY), Research and Engineering Studio (RES) BB &k, 3 XTOI1—H—ICRL T
JO-NILICBMCBDZT IO EAHAERETEETET, ChIlk, 774N TSOHFESSHTIL
AFFA., FRAONYTTORAFHH, FRIMNY T7OFMBREREDT IV EAFINEENET,
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& clusteradmin ¥

RES Environment Management

Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,

@ Keyboard

Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

T77ANT SO T OEADRE

RES BB EWE., 77ANTZOHOTORAFATT IV ELAT—ROFA L EFTE#YYEZBD L
NTEES, PTUVRBARTF—ENFFAT7ILE2TWBREHE, 1—H—RBIOI7R—=ZINIT7AINT >
HFreESF—>2a arRRET, JO-NILTT7AILNSATAICTRYFEnF—22T7Yy70—R
FEERAIO-RTEEFHA, PTILATF—RE2EAMCTRE, I—HF—EFEDITR—ZFILDT7
ANTZOYFESF—2a ICTFTIRALT, JO—NLTT7ANATALILTRY FenktTF—4
Z7Y7O0—REFLEFETDVO-—RTEFRT,
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Research and Engineering Studio

res-new (us-east-1) <

Permission policy
v Desktops Y

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a c

Environment boundaries

efine the environment boundaries to set the maximum

issions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
eir status and automatically turns them to 'Disabled globally'

listed below, while disabling permissions overw

v File browser an ermissions (enabled 0/2)

[ Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module seatus [ J

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

TORAT—RBEZEMCLTASATICTRE, JI7R=—ZIILICEICOTILTVB1—
H—, MEITIR=DJICHBDHFETE, 77ALNETYT7O—RKLEZRAVO—-RTELELIEY)
T, T8I R=TJVZEHIDETET 230 X1 —RBRRENBELSBZYERT,

SSHT7 VEADKE

EEEEF, BREBEREISI VNS RESEBED SSH Z2EMELEEMICITEET, VDIs AD SSH
TOEAG, BABRARZNLTBZILBYERT, CORNTILZBMICTSDE, RES FBEXE
RANZF7O40L, SSHTP VEAFIER—DHF I —HF—IIRRENET, NTILEZEIICTS
E. RESESSHT7 VEAZEMIZL, BAABRARNERTLT, 1—H¥—0D SSHT7 UV EAFIE
R=DZHIBRLET. CcORTILEFTT7AIILNTEIICEZ>TVERT,

(@ Note
RES ABABRARNEZETF7O/4TDE., AWS 7HU M t3.medium Amazon EC2 1 >
AR VAN EBMENE T, COAMVARAICEETZINTORSEFSEEOEBERY)
£, FMICOVTIE., Amazon EC2 NDEER—J ZZSRBLTLSEE L,

SSH7 V7 EAZEBMICITBICE

1. RESOAVVY—LOEROFET—232RA2T, BBEEE, PO ELAFARI—Z2FRL
FT. REDFERT, SSH7VEANTILZBRLKT,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’

v File browser and SSH permissions (enabled 0/2)

O Access data

he navigation menu and access data via web portal

D ssHaccess

Access data and desktop via Secure Shell (SSH), displayin c uctions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

SSHT7 VAN BRI BDETHELEET,

Research and Engineering Stud|

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

© SSH access is being enabled. The application will auto-reload once the change takes effect.

Permission policy

© Perr n policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

browser and SSH permissions (enabled 1/2)

@ Access data
o

lay File browser in the navigation menu and access data via

SSH access

1 access instructions'in the navigatio 1 removes the menuitem as wel

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

BEHEBRARNEMEND E, SSHT VAN BB ET,

| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Ses:

n Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status

Snapshot Management

General Settings

Permission policy

@ Permission policy key concepts.
Properly managing a c

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

@© ssHaccess

cess data and desktoy H access instructions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)
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SSH 7 VEAFIER—Z R, EAOFET -3 RAVASI—H—ICRRENET,

Research and Engineering Studio

res-new (us-east-1) <

SSH Access
v Desktops

My Virtual Desktops

Shared Desktops

T |

v Session Management Access environment using Linux / MacOS Access environment using Windows (PuTTY)
Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. & Downlo y

v Environment Management

Step 2: Configure PuTTY
Deers Step 2: Modify key permissions + Download PuTTY 2
* As hostname, enter 3.92.72.222
Groups Run: chuod 600 ~/.ssh/adninl_res-new_privatekey. pen « Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
File Systems under "Private Key used for Authentication"
&3 Buckets Step 3: Connect to the cluster + Save your session

« Click connect/open to access the cluster
dentity Management RuN: ssh ~{ ~/.ssh/adninl_res-new_privatekey.pen adninie3.92.72.222

Permission policy

Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive

Snapshot Management

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit I you don't want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
General Settings ~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

SSH7 V9t AZEMICTBICE

1.

RESOVVY—IOERMOFET =3R4 T, BIREE, PO EAFARD S —2ERL
XT, REDEART, SSH7VEARTIILZBRL KT,

| Research and Engineering Studio

res-new (us-east-1) <

Permission policy

v Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management
Dashboard Environment boundaries
Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks
Debugging ¥ File browser and SSH permissions (enabled 1/2)

Desktop Settings D Access data
Display File browser in the navigation menu and access data via web portal

v Environment Management

Projects. @© ssHaccess

Access data and desktop via Secure Shell (5SH), displaying 'SSH access instructions' n the navigation menu. Disabling SSH removes the menu tem s w
Users
Groups © Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2
File Systems

3 Buckets

dentity Management » Desktop permissions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)

Environment Status

Snapshot Management

General Settings

SSHT7 VAN EBMIIBDZETHEEET,
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| Research and Engineering Studio

res-new (us-east-1) © sSH access is being disabled. The application will auto-reload once the change takes effect.

¥ Desktops
My VirtualDesitops Permission policy

SSH Access Instructions

@ Permission policy key concepts
Properly managing a

v Session Management policy requires

the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Dashboard

Sessions

Software Stacks Environment boundaries

Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'
Desktop Settings

v Environment Management ¥ File browser and SSH permissions (enabled 0/2)

Projects @ Access data
Display File browser n the navigation menu and access data via web portal.
Users
Groups SSH access
Access data and desktop via Secure Shell (53 access instructions' in the navigation menu. Disabling SSH removes the menu item as well
File Systems
Info
53 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
Identity Management

Permission policy
Environment Status » Desktop permissions (enabled 12/12)

Snapshot Management

» Desktop advanced settings (enabled 8/8)
General Settings

3. 7AOBANTETTRE, SSHT VEARGEMIIZYET,

| Research and Engineering Studio

res-new (us-east-1)

Permission pollcy

nage user perr hout the environment

v Desktops
My Virtual Desktops
Shared Desktops

@© Permission policy key concepts
Properly managing a

policy requires

the cascading effects permissions can have across the environment, Before making any changes, read the Info.

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally:
Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management O Access data
Display il browser inthe navigation menu and access data via web poral
Projects
Users (P ssHaccess
Groups
File Systems @ info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop advanced settings (enabled 8/8)

General Settings

FRINY T T ORAFADRE

EBEFTAINYTOT IO EAFAZAVELRATICYYELIT, IXTOEYZIAVHEED
VDI ¥ge2 JO—NILICBEBTEE T, ChSOT IV EAFTOINT, Y7y hE2FERAL
T, FAIONY T EZEHABLTWR 1Y —NRITTEDTIIAVERETDTAINY THEY
O77AMIIEERTEET, TRAIVNYTOT OV LAHFUNEMCBE >TVREES, FRAUNY T H
B7O77AINONIETRDT IV LAFANEEEBNICEMCBZYET, chSsOTIVEABFTICE Y
O—NILICES, EVSTIRIHNFTENET, EBENCOTFAINY T T OEAF AT 2BERR
ICLTE, BEENFHTEMCIZDET, FRAINYTHETO77A4NOT VL AHTIFESD

FRICHEYET,
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RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload
Upload files to remote desktop storage.
@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

TFAORNYZHETOT7 74

ERERFLVO77ANEZERLTHRAEINAATEET, ChSsO7O77ANICETRNTO
A—HY—HFFIOEATE, Ev2aazol—HY—EcHEITRHEEIERAETIET, chsn70O
J77A4INATHEEND 7O EAFAOEAKE. JO-NLICHFAENDTFRINY T T OEAF
AEBADCLERETEELEA,

707714 OER

EEEG. 7O77AIINOEREZBRLTHLVWIOT7 7ML ZERTEERT., RIC. 7O0774)
B, Z7O77 AL OBFHBZANL, BEBTIELAFAZREL., EEZREFETERT,
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

[ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

70774 OfmE

J7O77 M\ EmETSICE -

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

1. BHROZ7O0774 ) Z2RBRLET,
2. TUo2avEERL, MEEZBRULTITOT7 7ML ZEELET,

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

TOEAFARI) S —

172



Research and Engineering Studio

1——H4 K

3. BEICWUTTILAFTEZHABLET,
4. [Save changes] (BREOREFE) &2V UV ILET,

ZO77ANICMASHIEEERER, REOFA—T7 2y 2 a2 IlI<ICERAEAET,

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testprofile_1 testProfile_1
P

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV

erver mouse pasition events and painter shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:

Requires Keyboard permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes

TOEAFARI) S —
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774N AT A

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

TPANSATLAR=DHDS, ROENTERXRT,

1. 774N ATLZRELET,
2. T7ANSATLZERLES, P23 XAZ1—2EALTROBEZTVLERT,

a. 77AINATLZ7OIORNCEMLET,
b. ZODIVONNIST7ANIATLZEIKBRTS
HLWIZPAINATLZAR—RLET,

4. TT7ANIATLZERTZDE, BHOTHICHIRAVEREAL T, 774U AT LD
ERFTEERT,

KNew o
« J7ANATLDFR—R

T7PANSATLDAR—R

® Note

T7ANATFALARERICAYR—RTBIZIE. AL VPC &< EE1 DO RES YT
XY RNEHBETEIUEN HYET, T, WDISH T 7AINATLORNBICT IO EATES
KB, EF AT ATIN—THNBICREENTVD L EZREITIHEN BV ET,

1. 77ANSATLOFVR—REZERLET,
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2. ROAVTRIUNSTTFANDATALAZBERLE T, T—FI)LEE, EMOFHEI NJTERS
nxXd,
v 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. 77ANSATLDOFMEAALET,

® Note

TF7#ILBNTR, EEELTOPIVMNREER. HILLZ7OD T I N OERKICH—
LTT7ANDATLAZBIRTEERT, ChEBRTREITZD LR TEREA,
J7OPTIIRTHR—LTALINVELTHEATDTITAINATLR, XTI KT A
LONUNARZ CTBBRELTAR—RIBDBENHV)ET /home, ChIZKY), A
R—RENLETF7ANZATLANFR—LTFALINIOTTAIINATLAOROY 7S
DOATIAVICADENET, COBER. TOP IV NMIRERTFShEZI—Y—
DHA VDIs ZNULTTTANIATLAILT IV EATED S, 7O TV NETT—
REDBMIBDDICRIUEET, VDIskk, 77 AN ATLDFVR—F 12 JHICER
ENIENDURRAVNCTTANSATLZEITNLET,

4. [Submit] ZERL T &V,
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

T7ANAT A

176



Research and Engineering Studio I—%—HA KR

AFv7ay NOER

AFv72ay hNERR, REBMTT—REREFHLVBITIZTOLAEH[RILL., " EMHECER
MERRLET, AFV T2V hefFATRE, REOREZREFL., BUREBOHL VIREIC
T—REBITTERT,

RES Environment Management

Snapshot Management

2
1
Created Snapshots T © C=y
Snapshots created from the environment
[ Q, Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records
4

N 4

Applied Snapshots ©

Snapshots applied to the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23y NEBR—=INS, ADENTEET,

1. ERENIEIRTORF YTV REFTDAT—RAZRTLET,

2. AF VY7 IV RNEERLET, AFVY 723V NEERTZEIC, BYBETIOEAHFATZ2ED
INTY NEERTHAHENHVY)ET,

BBRAENEIXNTOARAFTYT2IaVINEFTFOAT—RAZRRLET,
4. AFv7ay NEBRLET,

hEY D
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« AFv 723y NEEKTS
« AFVT7 T3V hZEAYTD

AFTv72ay NeEERTS

AFTVv72ay NE2ERTDHEIC, DEZETVEAFTZ Amazon S3 /AT Y NCRHET I HEN
HYVET, NTYRMNOERICOVWTIEE., "TNT Y hZ2ERTSD ) 25RBLTLESV, NTYND
N=23a-_2TEH—N—TIOCAOOJRERZEZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,

(® Note

D Amazon SSNTY RDZAT7HA40IIIEFE,. ERATEEEhELEA, IV—ILHLS
NTYRNDTZATHAOINEEBTHILENHVYET,

NTY NCTOEAFAZEMTSICE :

1. NTYRVARDSERLENTY NEBIRLKT,
(7O AH#A 2T 2BRLET,
INTY RRUZ—] T [fmEE] ZBRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEMATSLEE
W,

w0 N

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

THR—REATVBRREN—DIOXFIHNFHVET AWS, &
MM DOWTIE, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly 2R L TS E&E L\,

AFv7TTav NOEE 178


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
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JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

AFv7TTav NOEE
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}

AFTVv7Tavy R NaEERTDICE

w0 N

[AFvT7>ay NOEK] ZERLET,

ER L 7= Amazon S3NNT Y ROBHIZADLET,

NTY NAIZRFY T3y NeRETBINAZANDLET, flZF. october2023/23,
[Submit] Z#IRL T &L,

r 3
Create New Snapshot X
S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.
S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.
Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).
A A

5~10 5%, AT Y723y MR- TEHEZERLTAT—RRAZHAELET, RAF+v7

>av hE, AT—XR AN IN_PROGRESS #'5 COMPLETED ICEDLZETHEMTRH Y EE

Ao

AFYvT7Tayv  NEERTS

REOATY 73V RNZ2ERLES, TOAFTY 723y h2HLLVREBICEBRALTTF—2281T
TEET, BEAATYTVIAY REZHENDIESIZ. VY RNIFHFLWRUS —ZEBNTHHE
NFHY)ET,

AFv7TTav NOEE
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AFTv7av heEERATd E, I —TORAFHA. 7O 0K, V7RI ITARY

. TOERABFAT7OT77AIN, 77ANDATLBREOTF—RNFHLVREREICEEMR TS
TAE—&hFET, 1—F—tv>a lBLTVT—hrEhFERA, AFVY 723y R NFfE
AEhade, FVY—ALO—ROEXRFEHRZTFIVILT, BCFEITIHLESH 2R

F9, LI—RHFEELTVBRFE, ATV 723V NEFLLVRETOD Y —ADERZE A
FYTLET, BEXF—Z2HETHIHE, LS5 LO—-ROBEE, HOERHNEUY —
ABHREEBYNETH), RORBZFEAL T, EEETh-FEEF—EZFOHMLLVLIO—RY
fER & " E 9: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
DApplySnapshotID&SICRAB S, AFT VY72 av hEEHRALELSETHRLETICEBBENE
EP

AFTY 723y NF7UTr—232 il AFY 723y NEUY—AOAARZEFIVILET,
FLLVIRIRTEATERVD Y —AREREhERA. KEVY—REFEDODVY—-ADFHE, ATV
723y NEEEVY—AOTARZETFIVILET, IkEFEVY—ANREATELZVES, KiFD
U—ABLTXA VDY —ANERENE T,

FULVWREABEES Y ICBVEES, FLEREXRLLEE, OJJIIL—7ICH % CloudWatch O%
T/res-<env-name>/cluster-managerfF# Ml ZHFETE X T, FOJ (3 [apply snapshot] X T
HFHYET, AFY 723y NE2BALES, thesectioncalled “AF Y723y NOBEER—IH
SFOAT—RAZERTEEXT,

NTY NCTOEAFAZEMNTSICE :

1. NTYRVARDSERLENTY NEBIRLET,
2. [PTORAFA 27 ZBRLET,
3. INTYRRUD—]T [MmE] Z:BRLEXY,
4. NTYRRVZ—CRODAT—MAV RN ZEMLET. UTOEZADDEICEERRE TS IES
W
« AWS_ACCOUNT_ID
« RES_ENVIRONMENT_NAME
« AWS_REGION
« S3_BUCKET_NAME
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JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

AFv7TTav NOEE
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AFTv7Tav R NEEBRATDICE

1. AFvyv72avyhnER 2 8RLET,

2. AFVY7TIavhEEL AmazonSINT Y NOEZHIZEANLET,
3. NTYRNAORFTY T3y RANOT7AINNAEAILET,
4

[Submit] ZZIRL T &\,
V

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10 0%, AFTv7>ay NEER—STEFEZBIRLTAT—XAZRIELET,

Amazon S3 /N VY N

Research and Engineering Studio (RES) (&, Linux Virtual Desktop Infrastructure (VDI) 4 2> A2 A
AD Amazon S3NT Y RDY T R EHR—KLTVWEY, RESEEER, RREED S3NT Y
RR7TT, SSNTYRNERESICAVAR—RLEY, 7O I VNITRYFLEY ., REEMRE
LW, N7y NZHIBRL VW TEERT,

SSNTYRFEYZAR=RIZIE, RAARBEFVR—RSINTY ROUARNFRRENET, S3
NTYREYZAR—RAS, ROZENTEEXRT,
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Research and Engineering Studio d1—H—H1 K
1.NTY hOEMZFEALT, SSNTYRZRESICHAR—RLET,
2.83NTYhEBIRL, 7023 X Z1—%2FRALTUTZITVERT,
« NTY RN ERET D
« NTY NEHIRY S
B RBRRTA—IRZEALTINTY RETHREL, AUR—RENESINTY N ERELET,

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

L0+ o>a>Tld, RES7AP IV NT Amazon SN Y NZ2BEBITBHHEICOVTHBAL
9,

NEY D

- PBEET iz VPC 7704 ® Amazon S3 /N Y MO RTREH
« Amazon S3 /N7 Y NZEMT S

« Amazon S3/\T Y hZwRET S

- Amazon S3 /N7 Y N ZHIRT S

s T3 08k

« JOARATHIORNTYRTFTOEA

« 777ANR—KVPC TOTF—XARHEHDBLIE

c NITNZa—TF4142T

« CloudTrail ®E%h{t

SEtE = VPC F7'04 O Amazon S3 /N7 Y NDOBIREZ G

Research and Engineering Studio Z 28 /= VPC ICF7OA4 T3 BEEF. LUTOFEICE> T,
AWS 7HU > NI RES Z7 704 L 2&I(C Lambda R E/NTX—RZEFHLET,

Amazon S3 /NT Y ~ 184
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1. Research and Engineering Studio A"F7’ A4 & hTWVW% AWS 7H V> M® Lambda > Y —

LCogd4> L&Y,

2. EWVWSEBIO Lambda BB ZE B DT TBENL £ <RES-EnvironmentName>-vdc-custom-

credential-broker-lambdas.
3. BABORERTERBIRLET,

e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview ino
Diagram Template )

| seleet a function

Related functions:

(__Export to Application Composer ) (

Download ¥ )

>-Jolo

Description

Last modified
‘ < s ® ‘ 17 hours ago
—_— Function ARN
("+ Add destination )
[#] AP Gateway @ C )
(_+ Add trigger ) Application
Function URL Info
Code | Test | Monitor | Configuratio Aliases Versions

‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Environment variables (16) Edit
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| @ Find environment variabtes 2
Permissions
Destinations Key Valu
AWS_STS_REGIONAL_ENDPOINTS regional
Function URL
CLUSTER_NAME
Environment variables
CLUSTER_SETTINGS_TABLE_NAME
Tag:
DCV_HOST_DB_HASH_KEY instance_id
VPC
DCV_HOST_DB_IDEA_SESSION_ID_KEY idea,

RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY
Monitoring and operations
tools MODULE_ID

Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation
(OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. EfIT. REZHEZZBRLTZOEIZ 32 EZRFLE
5. WEZZFRL, XOFLVRRERZEHRIZEMLRT

e F—: AWS_STS_REGIONAL_ENDPOINTS
 {8: regional
6. [R7TF] ZEBRLET,

Amazon S3/NT Y NZEBMT 3

RESIRIBEICSINTY NZEMTSICE :

1. [Add bucket (/N7 Y KRDIEM)] ZBIRLE T,
2. NTYRNA, ARN, YO RRA 2 NBEEDODNTY hD

PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

ED

o

FZEANLERT,

Amazon S3 /AT Y K
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/A Important
« BEENENTYNARN, NTVRRAU M, E—REF, kRERCEETRHERT
EFREA

e NTYKNARNICIEK, A2R—RENESINTYRNEZOTL7AYORIIDEHTS
TLTAYVIOREZEDDENTEEXT,

3. NTYREBAVR—RIBE-—RZERLET,

/A Important

s BEDE—RTOF—EZSBICEETZIFM-IOVTR, T—F08 ", 25RL T
<EZEW,

4. FHMAT> TR, VAARATHIRNTORARBICNTY NEXDRNTB 00 IAM O—
JLARN ZIEETEE T, OFIBICR>TIOAATHINNTY RTORA, VARTHI>
N7OEAICHEZIAMO—I)LZERLET,

5. (A7 23 )yNrybhz7A2 IO NIEERTET, 7O IV NEETEETEXT, £
EFL, SSNTY 270 TI0RNOBEEO VDI Y IVICNIRNTBRERETEEEA,
Z7Oa> O RFNTY MCEEFTSsShERICESE ALY IDOKNNTY NEID N
LET,

6. [Submit] ZERL TEEV,

Amazon S3 /NT Y ~ 186
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RES Envir

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from AWS 532 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix
Enable the system to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with the following projects. To add a new project, go to Create Project.

| ] ©

(o) DD

Amazon S3/\T Y NZRET S

1. SSNTYRUVARNTSINTY NZ2EBRLET,
2. 77:/3>)(:1_/J‘5\ IE% Eigﬁl/ssjo
3. EHEANLET,

/A Important

- 7O IO RES3INT Y NCBEERTRE, TOT7OY I NOBEOREBTRY
NYTAUTSARTZIOF % (VD) A AR AICNT Y RFNYIREhFERA,

Amazon S3 /NT Y ~ 187
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NTY RE. Ny " FOZ7O TV NMCEENF TS hERICOAK, 7O TV K
TR LEVDI Y aICNIRNENET,

« SSNTYRASTOZIVNOBEENRTZHERLTE, SSNTY NADT—RIZE
FELELBAN, FTRAONYTA—H—RBZOTF—RIT IV EATERBRLIBYET,

4. NTY MREORE Z2BRLET,

RES » Environment Management

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name to displa

53 Bucket

Project association

Projects - optional
Choose the projects to

| default X |
default |

[ cancel ) Save bucket setup

Amazon S3 /N7 Y N&ZHIBRT B

1. SANTYRNDVARNTSINTY h&EEIRLET,
2. FToTasXZa—h5, HIk=EBIRLET,

/A Important

« TT, NTYRSIRTOTOC IV NOBEENRTZHIBRTIHBEN HVYET,
o HIBgANRL—>32 &, SSNTY MNAOTF—RICEFELEEA, S3/NTY RE
RES OEEMITO AN HIBRENET,

s NTY NEHIBRTRE, TOEY A ORRIEHROERHAR # 1 F/) -, BEEFED
VDI Y2 ashETONTY NROABRICT IV EATELRLBZY XD,
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57— %538

RESICSINTY hZEMTRE, NTYNAOTF—RZR/RENITODIINEI Y —ICOBET
BATAVHFBYET, NTY MOBMR—I T, HABYUEA (R) £LEHARY/EERAHR (R/
W) DE—RZERTEEXT,

B ELY) A

Read Only (R) Z&RL =BE. N7 Y N ARN (Amazon VY —RAZXR—AL)DT7L 7 1Y D AIC
BEOVTF— 20BN BRAEIhET, LexlF. EEEN ARN ZFEALTRES ICNT Y hZE
ftiarn:aws:s3:::bucket-name/example-data/L., CONTY hET7OCIIONA ETO
DIUVNBICEEMTDE, TOPIVOMNAECTOIIONBRNS VDIs ZETH 1 —H—
&. NA @ bucket-name IZHBDT—ZDHhZEZHIED ENTEET /example-data, TD/\
AINDF—=RIZBFTIEATEEEA. NTYRNARNICTL 74 Y VAN FIMERTVEVEE,
NTY NEENFTNICEESFSsSh 7O IO NTRATREICEYET,

FHEL) EEEAH

Read and Write (R/W) ZZBRU BETE, LREOELSIC. NTYRMARNDTL 74 YT A
CETVTF—RoBAERAENET, COT—RICEK, BEEN SSNT Y NMIEBEXR—ADTL
TAVIOAERMTEDZLSICTIEMAS 3N HY ET, Read and Write (R/W) ZiEIR
IT2E, DARLATL 74V ORI aFRATEICKY., RoFx7>arezgs ROY 72D
IAZI1—NFRERENET,

« NARLTLT74YORIEL
* /%p
* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will be mounted

Mode

(O Read only (R)
Allow user only to read or

Crea
Projects - optional

Associate the bucket with the following projects. To add 2 new project, go to Create Project

( ) ©

NAZRLT—R7EEL

HDARLTL 749 9AIZ No custom prefixZiBRTZE, NTY NEHREZLATF—R 08
BLTEMENET, chicky), Ny NMCBEEMNHFSNAEIXNTOT7OT T MIFAEY)
BRUOBZAXRT VAN FAEIhET, HlREF, EEENarn:aws:s3:: :bucket-nameNo
custom prefixiRL &= ARN Z2FEHLTRES /N7y hEEMNML, CONTY RNZET7ODT
JNAETOPIVNBICHEERWFZE, O IVNAEL7OP IV NBANS VDIs Eif8
BI31—%—& NTYRMOEFROZHAEY)BRVEZAXT I EAEZFTSEET,

TODIIORNRILCEDTF—E2 DB

NAZRLTL 714V ORIC /5pZiBIRTDE, NTY NAOTF—RRETNICEENMITShESEE
ND7ADIIORNIEICHBMENETET, SpZEHEF 702V NI—RERLET, Hl2EF, EEF
ENarn:aws:s3:::bucket-name/%piBIRL 7= & /bucket DX IV R RA RNZFERALT
RESICNT Y hZEBML, CcONTY REZ7OPIVNAETOP IV MNBICEERTS L,
J7OTIONAOI—Y— A /bucket \CT77AINEEEIALENTEEXT, 7OV
AQI1—H¥—Blk, 1—Y—AH /bucket TEERAALET7AINERRITDEETEERT,
EL, —Y—BAZ7OIONBTVDI ZREEL., /bucket ZHRETD L, F—2H 70
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SIONCKITHBEND LD, I—F— ANERLET 7 ALFRTENE LA, 1—H—
ANBERALETFANE, 7LT4YIADS3NTY NCHYET /ProjectA’. 1—H—
BREZOYIVKBAS VDIs #EATS/ProjectBBAICNOK T I EATEET,

Z7OPIOKZE, A—Y-ZELOTF—2 58

NABLTLT74YIRIC /%p/%uZBRTDE, NTY NAOTF—ZREFE, TOZ7OC I VN
EEMTSNERBEN7OS IV NEI—HY—ICoBENET, sp ZEHEF 70TV NI—R
ZRL, FBFI1—Y—RB%ZERLET, LealE, BBEHEEGF/%p/%u, BIRLE & /bucket DX
7> KR4 Narn:aws:s3:::bucket-name%3> ARN ZEH L T RES IZ/NT Y NZE&MN
LET. cONTYRE7OPIONAETOPIVNBICHERTSATVWET, 702
ONADOI—Y— AW /bucket ICT7T7AINEBEERALENTEET, Sp PREOKDLLE D
SFIVAERERY, COBAOI—H—BIZE, /bucket 7O IIVNATI—H—AN
EZIAALET7FAIUNFERTENEEA, ChiE, 2N 7O IO REI—HY—OEAICK?
THHEIhDILEHTT, I—H—ADNEZRAALET7AINE TLT71YOAD SINTY NIC
H')EF/ProjectA/UserAN', 1——B 7O TV~ A T VDIs 2R T3 /ProjectA/
UserBBAICD&K ICT IV EATEET,

DOATHIONNTY NTO€RA

RES . ChsONTY NIBEYBRT IV EAHAN HDEE. O AWS FTHI RASNTY K
EXIDURTEXRT, ROFIATE, THADOVNADRESTREN THIMBICS3INTY B
ENIDRLIEVEEZTVET,

ATY 7 LRESAF7O4ENTVWBRTAHI NI IAMO—LZERLET (hBETHIUB
AERENET ),

1. S3INTYN(THIVRAADTIEAEMSEETD RESFHIY RO AWS IZI XN
OVY—LicHA4> 14> LET,
2. IAMO2Y—=)Z2HEEXRT,

a. IAMAYZaAR—RIZBEBLET,

b. FEF—23arRA2T, RII— ZBIRL T EEL,
3. RUS—ZERTS :

a. [Create policy] (RS —DERK) ZiBIRL ET,

b. [JSON]R7&EBRLET.
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c. RDJISONRKRDS—ZBYRTERIT(ZT7HIRNBIZHD S3NTY NOBRBI<BUCKET-
NAME>ICBEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. [RN] ZEBRLZET,
4. KU —ZWELTHERLET,

a. RUI—0BEZEEL ET (HI: "S3AccessPolicy"),
b. RUS—OEWNEHRBEITEIAS I OHREEEBMLET,
c. RU—%®REL, RUZ—DEREBIRLET,
5. IAMOVVY—)zHEET,
a. IAMAYZaAR—RIZCBEBLET,
b. TE#—23>ARA42TRoles(O—J)l) ZBIRL TKEE L,
6. O—IIZEHRKTS :
a. [A—)OER] ZBRL TS EZV,
b. EEENEIVTATADRATELTHARLEERY—&EIRLET,
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c. R®OJISONRUS—%BE)FIFET (<ACCOUNT_ID>ZTHIVNADERBOTAHI N
ID. <ENVIRONMENT_NAME>% RES 7’04 MIRER., % RESHATF7O4End AWS
|)—2 3 <REGION>ICEBEBRAET ),

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xrole-<REGION>"

1,

"Action": "sts:AssumeRole"

}

d. [RN]ZBRLEY,

7. TORAHAARIVS—ZTEYFIS :
a. HICHERLLERUS—ZRBLTERLET,
b. [RAN] ZERLET,

8. O—InRTFT, B, FEX:

a. O—J)L% (S3AccessRole &) ZANLET,
b. ATV 3T, ZTDEM ZBIRL, ROF—CLEZADLET,

« ¥—:res:Resource
- {E: s3-bucket-iam-role
c. O—)Lz®#RBL., O—ILOERZERLET,
9. RESTIAMO—/)ZEALET,

a. ERLZIAMO—JLARN ZOE—L &7,
b. RESOA>VY—=)LICOJA2L&ET,
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c. EflOFET—>32RA2T, SANTYRNZERLET,

d N7y hhOEBEMZZERL, 747—LICIOOATAI D S3INTY M ARN ZAHLF
ER

e. FMIRE-AT72a>oOROYTHIVEERLET,
f. IAMO—=JLARN 74 —=)LRICO—JLARN ZAHLET,
g. N7y bhoEMmZRRLET,

AFYT 2 THIVNBTNTY NKUS—REETS

1. PAODZRBOAWS XXX NIV =ILCHA A4 LET,
2. S3AVY—-I)ZHEXRT,

a. S3AYVIIR—RIEBEBILET,
b. TOERAZHAAITEINTY hZBRLEXT,
3. NTYBRRUS—ZwmELET,

a. FUOEAFASTZ#RL, NTY RRUZ—ZBBRLET,

b. XOARVI—%EBMLT, FATDRNADSNTY MAOTIEAEEZ IAMO—-ILICHE
ULET (<AccountA_ID> BT HIVRNADEBOTHINIDICEEMZ, <BUCKET-
NAME> 7% S3NTY ROBRBIICEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
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C.

1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

[RTEF] ZBIRLE T,

TS5ANR—KNVPC TOF—XFREHDBLLIE

A—Y—HAREBESINTYRASTHAINAOHBD SSNTY MITF—REZRELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4XRX—K VPC ZRELE T, ROFIERK., 77
DRADSINTY MDT I EAZYR—KRTB S3H—EADOVPC IV RRANE, 0O
ATATYINTY REHIDEBMOTHI NEERTDHEERLTVERT,

1. Amazon VPC OV —IJ)LZHE £,

a.

b.

AWS XRI X N2V =IICH A4 LET,

https://console.aws.amazon.com/vpc/ T Amazon VPC 2V —J)LZHE XTI,

2. S3OVPCIYVRRANEERTS :

a.
b.

C.

e.

EOFES—2a RAVT[IVRRA N ZERLTLSEEY,
[Create Endpoint] (L RAR A > MNOERK) ZBRLET,

[Service category] (F—EAAFTI) T, [AWS services] (AWS OH—E X)) FBIRENT
WD ZEZHRBLET,

H—EXAB71—J)RIC, ") EABDTBH com.amazonaws.<region>.s3 (AWS L) —
A <region>ICBEMAET ), "S3; ZBRERLZET,

JARDS S3H—ERZZBRLET,

3. IVRARAVNREDHEE

a.

b.

VPC OZBEE., IV RRA U NEERTS VPC ZBIRLET,

H7ZY N T, F7OCRICVDI Y TZY NCERAT D TSAR—NYTEZY NOW
FEBRLET,
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c. DNSEZEMZITS T, A7aUNAICHBEH>TVWBRIEEZERLET, Chicky),
TZARXR—KNDNSKRARBEZIVRRAVRZRYRND—DA 2V BZ—TIAARIZBERTEE
9,

4, TOERRZFIRIBDRLSIC ARV —ZRELET,

a. Policy T, Custom Z&EIRL &7,

b. RUI—TF4RT, PTHIVKRNELERBEOTHIORNAODY—ZANOT UV 2AZHIR
FTHIRIV—ZADLET, RUS—OBIZIRICKRLUET (mybucket & S3/NT Y RAIC
BEWA, 111122223333 & 444455556666 & T VAT SEE AWS PHI K~ IDs
CEEMAET ),

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

}
5. IVRRAVNZERLET,

a. BREZHELET,
b. [T RERALNDEK] ZBIRLET,

Amazon S3 /NT Y ~ 196



Research and Engineering Studio I—%—HA KR

6. IVRRAVNEHFELET,

a. IVRRAVRIHAERENES, VPCOAVY—ILDODIY RRA 2232V ICBELE
ER
b. MLERLEIVRRAMEBRLET,

c. RENEAARTHDZLZMIELET,

CNSDATYTICH®2T, FHIVRNELEREBEEEKETAHINIDAOUY —AICHIRE N
S3 7Ot AEZHATBDVPCIRRA N EERLET,
NSTINa—F14>200
NTY R VDIADNY I NCKBUEAESH EERTDHE
INTY RFVDIADNY IV NCEABUERE, IS—2FIVITEDRMHAVKI2AHYET,
BLTOATY TICRVET,
1. VDIOJ #®ELET,
a. AWSNYZRIX>ROVY—=)NIcOdA4LET,
b. EC2OVV—IzZRE., 1V AXAICBEBLET,
c. BEILEVDIAAZAZBIRLET,

d. Session Manager 247 L T VDI I[C#EHELE T,
e. UTO AN REERITLET,

sudo su
cd ~/bootstrap/logs

TR, 7T—NANSY SO ZBABTEET, BEDOFHMIF configure.log.
{time} 774 LIEHVET,

TSIC, FMIC OV T /etc/messageO T 2R L TS EE L,
2. HAAZLFIEHRT O—7H—D Lambda CloudWatch Logs 2RI S :
a. AWS N XX RIADVY—=)LICOJA4LET,
b. CloudWatch AV —J)lzE&, OJJIL—TICBEBLET,
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C.

OJJ ) —7 ##8%ZL £ /aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

RAOCEATREAOTIIN—7T2FANX, AOJAOIZS—%2BD2HFET, chsnOJic
&, SSNTYRNENIUNTBLEOO—BNBENARALRIEHRZRET I EENREE
CBITBEFMNrEENET,

3. HAZLFIERT O—H— APl Gateway CloudWatch Logs ZHEFRL £,

AWS YR XRNOY=)LIcOd4>LET,
CloudWatch >V —J)L&RE., QOJJIL—7ICBEBLET,
OJ7)\—7 %##%FL EF<stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
BACEATREEOJTIIIL—T72R8X, OJAOIZ—2R20Fd., chsnoAJic

. S3NTY ROIY VY NMIBEBDARLFIERD APl Gateway NOJU IV TAREL
ARVAICETRDHFHHENIEENETT,

FUR=FATRINTY NOIAMO—ILREZRETDHE

1. AWS DynamoDB IV —=J)LIZH A2 (12 LEXT,

2. T—
a.
b.

3. T—
a.
b.

TILEBRLET,

EOFES—23asRAUT, [T—7IIL] &BBRLET,
ZBRRLU TGRIRLUE I <stack-name>.cluster-settings,
TILERFYLET,

[T—7MVNTATLOHRR] 2BRLET,
AF VP UNEBRENATVR L ZH#FELE T,

4. TAINEZ—ZEMTS :

a.

b.

74NE2—2BRLTT7AIINEZ—IRNIEIaVERHERT,
F—E—HIBLICTIIE—ZRELET,

- B F-—ZAHLET,

o T THERD, ZEBRLET,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> ZEBETEIUENHDI T 7AINATLOEICEERAET,
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5, AF V¥ #RITLET,

Run ZZRL T, 741 )L 2—ZEALTAF Y ZRTLET,
6. EZWELET,

INUNBEETDEHEEE. B IAMO—)L ARN TEHNAELKEREETIhTVD L &2HER
x99,

IVRUABFELEVES

a. [EEZFEX] ZBRLET,
b. HEOFHMZEANLET,

- key BHIZIE., &EAHULFEFshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« ELVWIAMO—JL ARN ZEEML £ T,
c. REZZBRLTEBZEMLET,
7. WDIM2VAZV A 2BEBLET,

AVARAZBREHLT, B2 IAMO—/LARN OEE%X (7% VDIs Y BENV> hEh
BLDOICLET,

CloudTrail ® E%1{t

CloudTrail AV =)L %ZERLT7 A2 KT CloudTrail ZBMICF3ICE, MCloudTrail 1—4—
A Ry OCloudTrail AV —)L&FERAUCREHOER L ICRBEATVBFIEICK > TS EE L,
AWS CloudTrail CloudTrail (&, S3/NT Y NZT7 VAL IAMO—)IZE&EITD_E& T, S3/N
TYRMNOTIEARAZERLET, chid, 7O TV MELERI—Y—ICVU T4 AR
ADICVUOTEET,
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HmZzERTD

coto>arTlR, REFAINYTZEAL THOI—F—EATRL—232F2H0HA
AU AZI—F—ICRHELET,

NeEY D

« SSH7V+ERA

c REBEFAIBRYT
« HEFARAIKYT
« J7ANTZ0Y

SSH77tA

SSH ZEAL THABRANITIEATRICE :

1. RESXZ1—h5, SSHT7 UV EARAZERLZET,
2. TOEALCSSH XIZE PUTTY ZHEATHICE,. BEHOERICEVET,

REFRAIONY S

REFAONYTABR—TIAAND)ED1—-)E2FERTSDE, 1—H—IF T Windows Fi= &
Linux f(REF AV RNY T2 ERBRVOEBTEEFT AWS, 1—H—F. BRICAYOY—=ILETTS
DT—23 T VAL ARN—ILELOCBEENIRET Amazon EC2 A1 VAR AERETE X
T,

HBR—RNENZDFARL—F AT AT A

RES RHRE, ROARL—FT A VI ATLZEALIERBTFAINY T7ORBZYR—KL TV
£9,

« Amazon Linux 2 (x86 & & T* ARM64)

« Ubuntu 22.04.03 (x86)

« RHEL 8 (x86), # & T 9 (x86)

» Windows Server 2019, 2022 (x86)
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* Windows 10, 11 (x86)

N =R

c ILLWFRAIKNY TZRBETS

« FRAOUNYTETOERATS

- FRAUONYTOREZGIHTS

- REFRAINYTZEETD

c LY IVERENETD

c REFRAINYTZATZ1-)TB

« REFAINYTAVE—TIAADOHEBEFL

HLLWTFRAOKNY T ZEETS

1. XZa—7A5, RETFAINYTZBRLET,
2. ILWRETFAINY TZRBZERLET,

RES Home Virtual Desktops

Virtual Desktops D e ermsmniege (O I wintows | ux )

rhel9 (2 Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

3. FLLWFRINYTOFEMAZEADLET,
4. [Submit] EBIRL T &L,
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TAIRNYTBEREECHLLVA—RAFISIEERTEN, FRAIRMY TR 10~15 2 BLRICEATE
BEOICBYET, BERKER, BRUELAX—JICK>TERYET, RESIEGPU LM ARY
AzmEL, BEIDRZAN—Z1AN—ILET,

FRIONYTICTOERATS

BREFRINYTIZTIOERTBICE, FTAONYTOH—REZERL, VI7HKEEDCV ITA
ToRzERALTERELET,

Web connection
DITTSIOYNSTFRINY SILT IV EATH2ON REB[ERERAETT,

Connect ZiBIRT 2N, YAZXAINZBIRLTT SOOI SEETFAINYTICT VAL
x99,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .
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DCV connection

DCVIOSATURNENLTTFRINYTIZTOEARTDE, BEDODN T #—X 2V ANBSIhE
T, DCVEBHATICTI9EATSICGE :

1. DCV Y232 7740 2BRLT.dev7 74N EX DO O0—-RLET, DCVIZAT >
RS ATALALAZVARN=ILENTVRILENFHYEXT,

RES Home Virtual Desktops

Virtual Desktops Ty - KT

rhel9 ¢ Connect

2. AVARN=ILFIRIZOVTE, ? 74OV ZBRLET,
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAIRNY TOREZFET S
FAY N YT OREEHHT DI -

1. [FPOY3aV]%8RLET,
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ual Desktops

RES Home Virtua es
Virtual Desktops g o ETTRETT

2. Virtual Desktop State Zi#IRL E£TF., XD 4 DOREN SBIRTEET,

. -__T—-__[J:

EFELrELEEYSa > TRF—ENFNEDNB LR EL, FHELEEYSIAVIGFVWDOTEERT
EEXT,

- B

REOtY>a>zBREBLET,
S

Y avERLIIKETLET, I7IXTILANL—JZFEALTVWREE, Ly a3z
RTIFBET—ENRKDODNDARUENI BN ERT, BRTIBHEIC, T—RZEZREST7AILTRA
TLAIINYOTYTIRHRENHYNET,

« fRkiE

TFAIRNYTOREBEIXFEVCREELET, TAIVNY T ZHBRBITRE, 77UT—23
VRBREEATIN, VE—MEEIRDIBAREMI BV ET. IXTOA AR AN
EZHYR—RLTVWEDITREL, FT7T23a2RBAARAOEERICENICEZ>TY

PHEICDHFEATEERT, A VAZVANZOREBZEHR—RNLTVBRAESHZRRTS
k. TIRIEDRETRSRMA ) 2ZRLTES L,
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RIETFAIRNYTZEETS

BRETFAIRNYTON—RIITZEFHIDH, BV aVE2LTETERT,
1. AVAEDAYA X ZEEIDHEIC, BV EZFELETIHBENBYET,

a. [7o>3a2]z&RLEY,

irtual Desktops

RES Home Virtua
Virtual Desktops Dpe o ©) G v | )

b. Virtual Desktop State Zi&IRL £,
c. [FL]ZBRLET,

(® Note
KELIEEEYZIVOTFRAINY TH A XBEHRTERE A,

2. TFRAUNYTHAEBLELECEZBELES, 70232 &ERL, Y232 0EHEBRRLE
EE

3. v arEEEETIH., BEBTARAINYTHA X EBIRLET,
4. [Submif] ZBIRL T &V,
5. AVARVANEHEES, FRAUNY T2BERHLET.

a. [70>3a2]z&8RLEY,
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b. Virtual Desktop State Zi&RL £7,
c. [ ZBIRLET,

Yy aiERERETS

1. [79232]2&8RLET.

rtual Desktops

RES Home Virtua es
Virtual Desktops DT e C winiews [ e )

2. BHRORRZERLET,

BETFAONYTZAT21-)9%

F7AILRNTR, RETFAINY T ELEREHERBICEBNICEFEILETDZRSICATY1—)leh
TVET, B2OTFARAINYTORTD 21—, ROEIVZIAVIZRTRSIZ, B2OTFARAIKNY
TOTOIAVXR_A—NDETIERATDATD1-=)IV1 RVEFERALUTHAETEET T, FMIC
2WTR, T, 2923 RESATOT7AINOAT D 1= )LOFZEZSRBLTILKEEV, A
IRy 7R, JARNEZEIRTZDEDHICT A RIREDEZICEFEIETD EETEET, VDI Autostop
DFEMIIODVTREBETRAINY TAEZ—TIAAOBEEHEILE, T, Z283RBLTLSEETV,

=Ry
s X DTFAORNYTATD1—)LDERE
c RELARTOT7ZIIRNODAT 1 —)LDOERE
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B2 DTFAINYTATI1—-I)OFRE

1. [Fo>3a>v]&BRLET,

RES Home Virtual Desktops

Virtual Desktops S O G T )

rhel9 % Connec t

2. [RT21—) &&RLFET,
3. BHOATD1—IIL&ERELET,
4. [R7FE] &EEBIRLFET,
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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RREABTOT7FILNODATI 1 - DOFRE

T7FILNNDATS 1—)LIE DynamoDB TE#FH TE X T,

1.
2
3

REDIVSAZ—BRET—7INZERRELUET: <env-name>.cluster-settings,

Explore ltems ZiZRL £9,
TANE—ICRD2ODTAINEZ—EAALET,

74N Z—1

EHR = key
%4 = Contains
247 =String

« { = vdc.dcv_session.schedule

7ANZ—2

- BMR =key
« %4 =Contains

- %47 =String

. fE = type
(a = x ] [c“::“" ] Ey::n ) ( ] (Crem
(Qwm %) (con ) (s ) ) Crem

chickY), 72—L OFBOFT7AIINOARATD1=ILEATZRIT7OOLMNIANERT
ENhFEFvdc.dcv_session.schedule.<day>.type., BHMBERFUTOESY T,

* NO_SCHEDULE

e STOP_ALL_DAY
* START_ALL_DAY
¢ WORKING_HOURS

BREFRAONYTZRAT21-)LT%
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* CUSTOM_SCHEDULE

4. HNBEESNTVWBIHESCUSTOM_SCHEDULER:, DAZRN A AEN-HBHAEELERBAZIEET
DRENHYET, ChETSICE, V97AF—RET—TILTROTAIILEZ—&FEHLET,
- BHR = key
« %4 = Contains
« %47 =String
« {8 = vdc.dcv_session.schedule

5. HARLAARTD1—=)\%2BRETHDETNTIOD
Hvdc.dcv_session.schedule.<day>.shut_down_timelZ D2\ T,
vdc.dcv_session.schedule.<day>.start_up_timeB LV OFEXNDEEH ZBRERL X,
HEAT, KOLKSIENul T MU ZHIBRL, XFIITORNVICEEBRAET,
- BHA =value
« {E = <The time>

-« %47 =String

RFREMEIE, 24 BREHZEFEAL T XX XX OFERICTIHEN BV ET, HEXE. Fri9 BN
09:00, F#&S5BEN17:00 L&V ET, AHBZEFEIC, RESERENT7O/EhTVWSD AWS
)—2a > OBRMEBEZRICHELET,

BRETFAINYTAVEZ—TIAAOBBFL

EEERE., 74 RIVRED VDIs ZEUETRLEBERTTERIRSICREZBRIDENTEXRT, &
EARERER 4 25U ET,

TARLRA LTI N CPUEARNLE WMEEZTE>TWAZOBMT A KILRED LY > =
VERALTINLET,

2.CPUBARLEWME 1287023 %<, COLEWMEZTEDEY> 3> @74 RILRK
RERBENET, ChEOICRETDE, EYZIaVRTA RIVREBEZFRBEEhELEA,

J.BITRE: TARILEALTIRE, EY2IVRBOREBICBITLET (FLEFRLEFRT ),

4. AT21-)2BRIZ BRRIDE, 74 RILVREOLEHIZELENLEEY S IV ZBROAT
1) TBRTEEXT,

—

VDI BEfZLE 211



Research and Engineering Studio

Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

CNSDREE., Y—N—ZBTOFRIRNYTRER—DIZLHYET, BHICHOTEREEZEHL
5, ¥ EEIVVYILTRHREEZREFELET, HILLWEY S I TR, EFEhERENFHEIAET
A, BEOEYSa TR, BBRBICEAL TVAERENSIEHEFAT D ZEICEELTLEE
Wo
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Y IAUNBRALALTIRNTDE, YA VREHREICEIVTHKRT TSN, STOPPED_IDLEIREE
CBITLET, 1—%—(F Ul A SSTOPPED_IDLEEY S a3 AHBTEEXT,

HETFRAIONYT

HEFRINYT TR, REThTVBRFRINY T EZHERETEET, TRAIMNY TICERTSIC
. BEEELEIMEEBETREVRERY., Y2 a mEELERENTVSIHENf HVYET,

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

vy a oREHRIC, HEEEZBOT IV LAFAZRETEXT, £LealF, IFRKL—3>L
TVWBRF—ALAXANCHERADYERAT IV AEEZERNETEET,

KNeew o

s FRAUOKNY T2 HETS

« REFAOIKNYTIZTOERATS

TAORNY T ZHEBTS

1. FROKNY TRy arps, 7Uoa>rzBIRLET,
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. EY2aroT7 I EAFAZERLET,
3. A—H—ETIVEAFHFALRILZERLET.,. BVWHREREIZDEETERY,
4. [RfF] 2BRLEXY,

Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

[Q demoadmin1 XJ [ Owner Profile A ] [2023/10/22 } [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile

This profile grants the same access as the v
Session Owner on the DCV Session
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TOEAHFAOFEMZDOVWTI, ") #2838 L T EE Lthe section called “7 7 AFFA[7R 1)

~
~

o

HEFRAONYTIETOEARTS

HETFRAIONYTHS, HEETNTVWBRTFAINYTZRRL, 1 VARV AICEHTEXT, JI
7750 ELEDCV TEMTEEXT, BHETDICE., "1 OBRICHEVEITFTAINY SICTY
A9,

J77ANT Z0%

TP7ANT SO RERATZE, DITR—FIIASTO-NILEEEFS 77 AN ATALILT D
TATEET, BREBDTTAIINATALANOT VAT T Z2HE OERTREZINTOTI 7MLz
BETEET, ChiEk, LnuxREBETFRINY T THEENTVRODERLU 7 7ML ATATT,
BEFAINYTEOT7AILNOEHFHIE, Z—IFIILNELETVITIR—-AOT7ANTZoHENL
LE774ILOEHERUTT,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
NEY D

« 77AILOTY7O—R (EEHT)
77 A DHIBR (EEA)
BRICAWVZEETD

774\ ZwETS

774\ DEIE

HEFRIKNY TS ICTOEATS 215
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77A4ILOFTY7O—R (EHA)

1. 774007y 7O0—RZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. 77ANEHBRTBS. FYTO-KTBTPALESBLET,
3. FYZ7O—K(n)774LEBRLET,
7714 OHIBR (BT )

1. BIRT2774) (BEW) 2BRLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. [70>3a2]Z&8RLET,
3. 77ALDOHRERRLET,

774LOT Y 7O—R (BT ) 216
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TR, FEOTVT7ALNFLERT7ANEZHIIYIL, 774 DHIREEBIRTIDZEETESR
ER

BRIAWEEETD

BEBT77AINRT7 AN ZEETSICIE. BRICAYICEMLET,

1. 77ALNEERT7 AT ZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

2. BRICAY ZBRLET,

R, FEOTV7ANRERT7FINEZHEIIYILT, BRICAY ZBRIDCEETER
ER

(® Note

BRICANBO—DLTSTHFCRFEAET, 75U EEELEY, Fyvy> 1D
TLEWTZHER., BKRICAVZBEVEOIIHBENHY KT,

774N ZwRET D

DITJR—BILADTFFEFANR—ADTI7AIINDOAV TV #RETEET,

1. BEFIBRTV7ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EHFETV. REZERLET,

77 14)DOEgi%
TTANEEEGALT, AB 77 AINEETF T US—>a v EERALT I 7TANEEELET. &
DT TUT—aVH5BIRL. BEOERCRE2TI7AINEELETEET,

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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NN a—F7420

CNEUaA>TR, DATLAREZRI) TR HEE, RETHOUEMOHI B EOBENRNS
TN aA—FAVTHEICODVWTHEBALET,

[N =R/

. —RNBTFNVITEEZRI YT

» RunBooks ) EEE

- BRHEIDORE

AHMERNE

s —WNEBTNVYITEEZ_RI T
s ERBEOIBLTARY NERY—A
- RIBZHROGA
s IR¥E Amazon EC2 A VAR AOAT 774
+ CloudFormation A& Y ¥
c BEICLDIATAEELE Amazon EC2 Auto Scaling FIN—7"F7OT1ET A4 ICLD R
« —f#&H% Amazon EC2 OV =)L OHE
c AVIZARNTIOFYERAD
s AVIZARNTIOFYRANERBTFRINY S
s BRTREBOKRAD
« SBRIZEF% Active Directory (AD) BSED Y > R
« Windows DCV #/\v &
« Amazon DCV N\—2 3 U BEHROKBEK
» RunBooks 0 &
c AVAM—IIOEE
s RESZAVAR—IULERBIEHARLRXAVZEY RTYTLEWV
« AWS CloudFormation A X ¥ 7 [dWaitCondition received failed message; £ WS XY +=—2
T ZHERTEFE A, T T —:States.TaskFailed"
o ARV ONIEEICERE R IC AWS CloudFormation E X—)LBHIAZEET hi
s AVABRAY A U I)LFE LI vde-controller A"k BUR &
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« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S
- REQERFICCIDRIOY INFX—RTIZ—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

c BZ®O AWS PAHDU Y RUADOI—H—IC VY —AD AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%¢, 3<KKKATAR=DIERNET,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

+ Active Directory [CIBMIE hzA", RES (/& 1—4—

s BV AVOERBICEATERVI—H—

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
* [Storage (A KL —2)]

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZBUTZTANIATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVWEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aY bR TTNEAVR-—PTEBN 2 LECLEZTIOTELEICERAESIE
A,

c AVTZANTOF ¥

s EBBAVAZVAFBVO—RNG ==Y NTIL—=TF
s RERTFAIRNYTOEE

« Windows Virtual Desktop DO A T AV " EBEICREENTVET
Sh&B1) V) — X CertificateRenewalNode Z A3 25E. SIAEOEMNHRIINET
UENCEBEL TVERETFAINY THAERICESR TEALSZYELE
5 DNRETFAIMYTUAREBTEAD 221
T ATV N Y7 Windows D#E#HATIE "#ERESBAUShELLE, RFVAR—KIZ—"
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« VDIsZ7OEZaZVJRETAZRY VTS
o EE)RIC VDISK TS —IREIZKD
c REFRUVNYTOAVR—FU B
« Amazon EC2 A Y ABZ VAN AV I THRTZRYVIRLERTE

e AD ANDSINICKBL 1= vdc-controller 1 ARV AN YA I LTWVWET /eVDl E
SA—)AKRBUEAPIALNAFIY URRR

« 7ZO02T0hE, VIR IVITARY VEmELTEMIBREEILTINIVVICRTELEE
A

+ cluster-manager Amazon CloudWatch O/ (Zl&, [<user-home-init> 7D NEELEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

« OJA2EITRO Windows FAIKY ZIC TPHAID MHFEMICE>TVET, EEELCH
BULWEhE<EE W,

o« HE/BEED ADFREICE TS DHCP #7723 > OiErE
* Firefox T2 — MOZILLA_PKIX_ ERROR_REQUIRED _TLS FEATURE_MISSING
. Env HI

« res-xxx-cluster A& Y 2 A" TDELETE_FAILED, JR2T. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE
VDI OJo&>>O0—R
Linux EC2 A VREV AL 5007080 O—R
Windows EC2 f ARV AASOOJ 0V O—KR
+ WaitCondition TZ—® ECS 07 M YRE&E
- FERE
s DZ7ONAE—ADORIAMV I T AN ZLRETRELEEOTFEREOTA IS —
s TEARZYODOFXF—OO—UHF#eEL W
- BEHIDRERE 2024.x
- BEHI D RERE 2024 .x
« (2024.12 & & UF 2024.12.01) L L\ Cognito I—H—%2 BRI I2BOERKRBOKRK

+ (2024.12.01 BARD) ARBRALRXAVEFALT VDI ICERTDEEICENETESMHAETL
T—HHETS 222
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(2024.12 # & T 2024.12.01) Active Directory 1—H — @& AR AR IZ SSH TEEHA
(2024.10) BBt & 1 /= VPCs

(2024.10 LA#T) Graphic #3814~ ARV AR 470 VDI OEBICEAKLELLE

(

(

2024 F8 AYA VT ZARNTZUOF ¥ AMI EE D %1E

2024.08) RETF AV KRNY THIN—KNTY NARN ENRZLTL 714V ORBREALT
Amazon S3 /N7 Y NDFAHEV) /EEIAKEN T RNTERV

(2024.06) AD =T BICAR—ANEBEFIRTIVDR EAFT Y723y hOERNKKT S
(2024.06 LABI) AD BHiFIC RES ICEHIEh TWAEVWIT I =T X /)N—

(2024.06 BAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T Ubuntu VDIs DtF 1) F 1
fle 55 1%

(2024.04-2024.04.02) VDI 1 VAR AQO—NLICT 2 Y FEATVE W IAM 7 7 £ AFFHA
ERAFRERHEThELLE

(2024.04.02 LAHI) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR > AN BB - KK
3%

(2024.04 & & TF 2024.04.01) GovCloud T®H RES ¥k ) 5%k B

(2024.04 - 2024.04.02) Linux RA8F A Y kv 73 BEBEIC "TRESUMING: AT—2ADE
FICBDIEMNDYVET

(2024.04.02 LLET) SAMAccountName BHC AXFE LR BHIFEFEENTLVD AD 1—
H—ORHEICEKBLUEL =

(2024.04.02 BT BAIAAKRARNCT I ERTREHDTSAR—hF—HENTT

—mNBETFNYTEEZRIY

COEVS3DTRE, RESHDBHRIECILHZIAICOVTHALET,

s BRIBZOTHELTARY NERY —A

- RIEEBDSAR

o IR¥E AMmazon EC2 A VAR AOOT 77 4)

» CloudFormation A& Y 2

s BMBICKDI AT AEELEL Amazon EC2 Auto Scaling FIN—7"F7 V0T 1 ET 14 IZ& D RR

o« —HREY7E Amazon EC2 OV — )LD HE

AR AR R AT

S — -\'1__I_
77N

- 1
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« AVIFARNTZUOFYRANEARBTAIONY S
- RTREOKRAN
« SBIZER/ Active Directory (AD) BSE D IT > R

- Windows DCV F*/\¥ &

« Amazon DCV N—2 3V igHRoOKE

EMNZOTRBITA R MERY—A

REFEENIBHROEETETELZY AR, NSTILND1—TFTAVIPEZRIVVIORRTSRTESR
EE

RIEER DG
F7ALRNTR, Y2 IVHEEOI—Y—EBEORRERE. ROBAICHYET,

e Linux: /etc/environment

* Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json

IRIE Amazon EC2 A AR A0O7774)

O7774)Fk, RES THERAENTLS AmazonEC2 1V AZ > AICFEELET, SSM Y>3
IRF—TY—%ZFERALT, CchSsDT77ANERARNDEDICAVAZAANDODEY > 3> ERHLC
ENTEET,

cluster-manager X° vdc-controller BEDA VT TZARNZIVF YAV ARVATR, P7Ur—>3
UXREFQMHOOTERDFICHY)ET,

+ /opt/idea/app/logs/application.log

* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/

 /var/log/messages

* /var/log/user-data.log

+ /var/log/cloud-init.log
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+ /var/log/cloud-init-output.log

Linux (REFAI Y 7 TR, ATCRERMBEOT77MILAEERTVERT,

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows IR FRAIKNY TA AR >AOO7IZ2V\V TR, T #BLTLEEL,

» PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tl&, —ZOTF7 77U —>a> 000 BKERXODBFRICHY)ET,

» PS C:\Program Files\NICE\DCV\Server\bin

Windows Tld&. NICEDCVRERE7 7ML TIEH Y FT,

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A% Z')L—7

Amazon EC2 & AWS Lambda J>E1—F 1 > 1)Y—AlF. Amazon CloudWatch Log Groups
ICEHEOJICRFLET. OJ I MNVAOOT IV NG, BENSBEONS /I 21 —F4

IR RN BEBRICRIDIFRERHEL KT,
CNSDTIL—TOERMFRDODEHY T,

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
 vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host

BERBEOTVBRTARY MEHRY —A
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* dcv-session/ - desktop session related

OJJN—72ZRARXBEER, ROKSIBAXFENMNFOXFIHEERLTT7 LRI TTDE
BERTY, ChiCKRY, XETNEXFIZEZECAYE-—J0HAHIEIET,

?"ERROR" ?"error"

BMEEETE-_RVIJTDES51D20F% ., IROF—RERRTDV12IY NEEE Amazon
CloudWatch Dashboards Z{ET5 & T,

EARF, XFHIZ—& ERRORDEEZNTIINTDTA4IIY hEERL, RELTI ST
LLET, COFEICEKY), NE—2EENRELECEZRTRENCRBEPEQOOHR Z/EHIC
BREHTEXRY,

AT ZANTIOFY¥RAND OHIERRICRLET, chaERATRICEK, JITUTEZERL,
<envname> S KV <region> BHZBEVXEICEEMRAET,

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |

SOURCE '/<envname>/cluster-manager' |

SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|

sort @timestamp desc|

stats count() by bin(30s)",

"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",

"stacked": false
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}

Ay 1R—ROFIERZFLET,

CloudWatch > Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ s ‘ ‘ th 3h  12h  1d  3d 1w  Custom [E | UTCtimezone ¥ H C | v H b H Actions v ‘ Save

infrastructure hosts

1. count
40.00 o 0

30.00
20.00
10.00

1.64 |- - = = - = RS b S PR T AT - 2 [..

p— o P . =
10-28 21:11:48
19:00 20:00 —ziou  2z:00 23:.00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0800 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:.00 17:00  18:00

CloudFormation A XY %7

RIEBOEREICERE 1= CloudFormation AR Y ZICIFk, REOREICEETDIIY—A, /1R
N, HOBBHIEENET,

ARV OZTEWL, ARVYEN, DY—AR, HHRTZSBLTAEZY IICEITHBEREELTEET,
RES AZvY U .

* <envname>-bootstrap

» <envname>-cluster

* <envnhame>-metrics

« <envname>-directoryservice
« <envname>-identity-provider
« <envhame>-shared-storage
» <envnhame>-cluster-manager
* <envname>-vdc

« <envname>-BHREBRAN

FEREZAZ YV (FERFEETFTOLTVNT, ThSOAHYY—2ERATERVBEE,
AWS NA N7 A=Y AAVEI—FA VI LIEREALTFEREO YUY —RAEERTE E
T)e

* <envhame=>
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* <envname>-Networking
« <envname>-DirectoryService
« <envhame>-Storage

+ <envname>-WindowsManagementHost

BIREIC KD AT LBEEE Amazon EC2 Auto Scaling I —7TFI9F1ET 11L&
= BR

RES Uls A" —N—I5—%&2RLTWAEHEE, RRET77UIT5—23> Y7 RKNIITRTOMORM
BETHHHEMN DY ET,

BAVTTZARNTIVF ¥ O AmazonEC2 A VAR AQBE AT —) T ) —7 (ASGs) IC .
AVARBVADAT =V ITFIOTAETAZBRETDDOICRIDTITAETARTHFEEATY
F9, UR—DICIZ—HHDHBE. FERETIEARATERZVEEWE, AmazonEC2 1>V —I)L T
BROKRTULEAVAZRAZFIYOL, BETS ASG O Auto Scaling FIN—TT O T71ET 4
RTEFIYVILT, AMazonEC2 1 VARV ANRIRL TVWBR A ESH ZRIELET,

TOBEFK, 1 VAZ ADBEET S Amazon CloudWatch A JIIL—7%#FEAL T, BEOER%
RTAREMOBHDIITS—HNFOTICRBEEATVILNESH ERIRELET, SSMEY> 3>y —
LEFERALT, TORATORTHEOAVAZVAAND YAV ERE, AV AXRVANEEL
N—PJ&ENTASGIZE>THRTENDHEIC, 1 VARAOOT 774N EAXNTERZHET S
CELETEET,

CORMBEARELLBE, ASC VY —LILRADES BT IFAEF A FRTENDENBY)
7.
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.

<

Elastic Block Store
Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

— &89 7% Amazon EC2 Y — )L D A&

cOtEo2aviCE, EEETEBZRETHELTVDISATLORI =223y RFBEENTVLE
EE

AT ZANTOFYERAR
Amazon EC2 >V —=I)ITlk, FRAIKNYTHERITETNTLVAEVES, BE. AOKSIZHEYE

T RRENDA VARV AE, RESA U TFZANTIF ¥ Amazon EC2 RARNTT, 1V AR
VAZBDTLT714YOAIXRESEEZTY,

EC2 Dashboard x Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ Q mb5.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller -08800976c757717e6 ® Running @ Q mb.large
savings Plans O res-stage2-bastion-host 1-0523e5480f434581a ® Running @ e mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d  Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations
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AT AR OFYRANERETFRAONY S

Amazon EC2 A2V =)L TR, REFRAIRNY THFRTEATVSRE, ROLSICRREIET,
CDBE. REFRAIVNYTRRTRRENET, 1 VAZVABOY T4V IR, FRAUKY
7E¢mbtl H—TF, FROBAIRFEHFICREES N Y IVEFETHY, F7FILMND
"MyDesktopy EhlFE1—F—AFBEL LB TT,

EC2 Dashboard X Instances (7) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / A | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 Runnin méa.large
Spot Requests O [ 9 v P j © g @ g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

RTREOKRAN

Amazon EC2 AV =) TULEAAZV AN RTREND E, BEFIRKRTULETFAIRNY TR
ANCZBEYET, AV TUEREDA D TSARNSZIFYRARNNETNATVSRHE., &
CRLZA7 0O NFERHZBEEE. ETPOATLAOBEZRLTVSAEEN BV ET.

RKORE, BTUVLETFAINYTAVAZRAZRLTVET,
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Instances (10) info

EC2 Dashboard X
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

S BB IZ{E X% Active Directory (AD) BEN Y > R

LT, AD RERERBERTIBDEOICAVTTARNTIFYRANCADTE S Idap BED
ON ROBITT, EATADRXAOREFOMONTA—RIZE, REOERBFICADENLZNT
X—B2ERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &
Windows A KNy 7’ Tk, UTZ2FAL THEET Yy a a—ERRTEET,

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV 7/\v & 231
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Amazon DCV /N\—> a3 EHROBE

Amazon DCV REFRAIKNY Ty a2 IlERAENET, AWS Amazon DCV, XDHlE, 1>
ARN=NLENTVWBDCVY I RNIDITON—>23a > aHRITdHEERLTVET,

>y oA
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks 0 & RE

ROEVYIVICE, BETITRMOHDHE. RELE. BEOMALECHTIREN ST
TVET,

s 1A=L DFERE
* RESZAVARN—NULERBICHAZBLRXAZEEY RTYZTLEV
« AWS CloudFormation A& ¥ 7 & WaitCondition received failed message; E WS XY +—T T
ZHERTE FE A, T 5 —:States.TaskFailed"
o ARV ONKEEICERE 1% (Z AWS CloudFormation E X —LBEIN ZEE nE )
o AVAZVAY AU ) FE I vde-controller A K BUREE

Amazon DCV N—2 3 VEROBRE 232
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« IR CloudFormation AR Y U NFMKEAT I VRIS —ICKVEIRICKKTS
s REOERFICCIDR7OY INTX—RTIS—ARELELL
« RIBERFP D CloudFormation AR ¥ JER D KK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN RKT D
« ID EE DA
+ iam:PassRole Z XTI 2ERNI BV FLEA

B2®O AWS PAHD Y MAADOI—H—IC )Y —AD AWS Research and Engineering Studio
ANDTOEAZFALEL

REICOVA>95E, I<ICATAR—JIZRYET,

s OJAVEITHEO "J—Y%—HNRO2AVEEAL IT5—

+ Active Directory (CIBIE /A, RES [CEWI1—H—

Yy a oERBICFERATERAVI—HY—

 CloudWatch 9 AR —IXZ—2v—OJ 0 A XHIREBIS—

[Storage (AR L —2)]

c RESZFEALTIZANSATLEERLELLEN, VDIFRARICNYTVREhELBA

c RESZBUTTI7PANSATLEAAR—RLEAN, VDIFRAKEIND hEhEW

s VDIRARASETHEAEETERLL
s POLAFAREOI—ART—ADH

+ RES A5 Amazon FSx for NetApp ONTAP Z/ER L EL oA, RXAICSMLTVWELEA

AFrv7avhk

« AF VT IY NOAT—R AN Failed THD

c ATV T IV, TN EAVR—RTERA 2 ECEERIOJELLICHEAThEE
Ao

A7 ZANTOF ¥

s EBBAVAZRANBVO—RNS =45y NTIL—7

REFAIRY TOEE

« Windows Virtual Desktop DO A T AV " EBEICREENTVET

« S\#B1) Y —X CertificateRenewalNode ZfEH 3 2355, SIAEOEMHRI/YINET

s UAIICEEL TV ERETFAIVNY THAERCERETEA<BYELE

« 5ODRETFAVRNY TLAREBTEZL

« TAY Y7 Windows Q#EFAITIE TEBEABLUShELE, FFVAR—KRIT—"
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VDIsZ7OEY I ZVJRETARAEZY IF 3
EBRICVDISATZREIZAED

s RERFAIVRNYTZTOAVR=—FU b

Amazon EC2 A VAR AN AV =)L TR T #4#%V)BRL R R

AD NDOS I KkBL 7= =82 vdc-controller 1 > AR AN YA I LTVWET /eVDl £
TA=)HAKRBMUEAPIANAFIY OERR

70T, VIRV ITFARY VZBELTEMIDEEICTIFVVICRTEhERA

cluster-manager Amazon CloudWatch O (Zl&, "<user-home-init> 7O NEELEFETE
FtA. I—"F—OEBZF > TVET ERTENFT (PHUNEI—H—FETT ),

074 2 &TEO Windows FAIKY T TFAD MNFEDCBE2DTVET, EEEICHH
WEDELSEZL,

SAEB/EEZ D AD FREICBIT S DHCP A 7> 3> ORE
Firefox TZ— MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env HI

res-xxx-cluster A2 Y 27 "TDELETE_FAILED, JRE€T. T"Role is invalid or cannot be
assumedy TS5—DEHFHTHIBKRTE &V

OJ OURE

VDI OJ o4&~ >O—R

Linux EC2 A VAR A 5007 0F o A0—R
Windows EC2 4/ VARV AN 50O DA D O—R
WaitCondition TZ—® ECS O7 OUXE

. FERS

ID ZONAE—AOFEVIVIALENEIREENTEREOATA VI Z—
TEAZYIOOF—OO0—JA#EeELZL

1 2AN=ILDOREE

hEY D
* RESZA VAR LEBICHARARLRXAVEZEYRNTYZTLEWV

« AWS CloudFormation A& ¥ 7 | WaitCondition received failed message; EWS XY t&—I T %

ERTEEE A, I T —:States.TaskFailed"

o ARV UNEEICHERE NI-EIZ AWS CloudFormation E X— )LIBHEIAZEE i)
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o AVAZRVAY AU )LEIE vde-controller A 5k BUARE

+ IR CloudFormation AR Y INKBEAT S I ORI S —IC KW HIBRICKEKT S

- REOERPICCIDR 7OY INFX—FTIF—HFRELELL

« IRBERF D CloudFormation A X Y JVER D kB

« AdDomainAdminNode CREATE_FAILED THAEBU Y —R (TE) RAEZY JDERHN KK T D

RESZAVARN—IULERBIEAARZRLARXAZVZEY NTYTLEV

® Note
BR&FH: ChSOATY 7T ZRTIHAEIC., FLAE L PrivateKey @2 T2 %Z Secrets
Manager >—2JL Y NMCRETIHLENf HYVET,

DITVSAT Y NCAIREZEMT S
1. external-alb O—RNZH—OUAFT—ICTRYFENLARAEEEHLET,
a. ECEC2 Load Balancing > Load Balancer ® M AWS 11>V —)L T RES AAFO— R/NZ >
-Ij-_(r:-*g@jl/ia-o
b. MBARA ICHSO—RNZH—%2HKREKL F9<env-name>-external-alb,
c. O—RNZUH—ICT7RYFENTVRIURT—ERFELET,

d. FLLVIERAZOFMATEY FENLTT7 A0 SSUTLS sEFABZH DU AT —2EH
LEXY,

e. BENRZERELET,
2. VSAZR—RET—TILT, ROBEZTVLET,
a. DynamoDB ->Tables -> TU T ARXR—RET—7 N ER DI EF<env-name>.cluster-
settings,

b. BETHBZERRLTZAIILRIIT TS -AH "keyys . XA 7 Tstrings . &
Ccontains, . f& Texternal_alby [CBEL T,

c. True cluster.load_balancers.external_alb.certificates.provided|CEZEL
F£9,
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d OEZEHLE
Jcluster.load_balancers.external_alb.certificates.custom_dns_name,
VI 1Y —AVE—TIAADAARRZRLRXA VBT,

e. DEEZEEHLE
Fcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
—hldk. Amazon Certificate Manager (ACM) ICRTFEE N TV B XIS T B FEEAE D Amazon
)Y —AZx—L (ARN) TT,
3. DITUVSATMNAICERLEXETS Route53 7 RXA L I—REEHL T, AP
Alb O—R/NZ 2% — O DNS £Z#BEL £9 <env-name>-external-alb,
4. SSO NBEICEICHREETNTVEBARK, RESTIJR—ZIIOREEE>IDEE>I Y
WA HAY > AT—RA>HEEREZVHSHEAICFEALLEZEDERUANLT SSO ZHEREL
x£9,

VDIs ([CFEAEZIENNT S

1. —2OLYBNIXRORTZEMLT, —2L Y MIXL T GetSecret AR L —> 3> %2 E1T
TRITIOEAFAZ RES T Ur—>a It BELET,

* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller
2. VZAB—RBRET—7ILT, ROBEEZFTVLET,

a. DynamoDB ->Tables -> TS AZ—{ET—7 I ZERDFE T <env-name>.cluster-
settings,

b. BETHBEZERRLTZAIILRITI TS -AH "keyys . XA 7 Tstrings . &
Fcontainsy . f "dcv_connection_gateway CBBEL £7,

=nes

c. True vdc.dcv_connection_gateway.certificate.providedIlCEXEL & T,

d OEZEHLE
JFvdc.dcv_connection_gateway.certificate.custom_dns_name., < hiF VDI 7
TDEADHARLRAALAZBTT,

e. DEEZFEHFLE
Fvdc.dcv_connection_gateway.certificate.certificate_secret_arn., <t

&, IAZEOANBZRFISZ>—ILYBNDARN T,
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f.

DEZEHL X
Fvdc.dcv_connection_gateway.certificate.private_key_secret_arn, <t
. T7Z7AR—KRF—OHRBEZRFITZZ—TILY RO ARN T,

3. F—=KRIVIAAVARVALLERAENZD BT TL—NEEHLET,

a.

o

—h

h.

EC2 > Auto Scaling > Auto Scaling Groups @ ~® AWS 1>Y —)JL T Auto Scaling 7' )L —
TEREERT,

RESREICHBITZDT—RNITIAOBBRT—VUVIITILN-—TZBRLET, BrllkaH
FA IZRVWE T <env-name>-vdc-gateway-asgo

FHEOAVTRETUTL—MNERODTTHEET,
HM>TO>3V>TUTL—MOEE FHLWN—2320EK) 2BRLET,
TIERAZO0-)LLTHAZRRLET,
—EBEFOI—Y—F—RETAIVO-ILLET,

CERTIFICATE_SECRET_ARN & M EFEZHRL EIPRIVATE_KEY_SECRET_ARN, —h5®
Bz, AT (ATY 7T 2c 2ZR) BRUVTZAR—bF— (ATY 7T 2d 22 R) ORAA
ZRFIB—UL Y MIEEENZ ARNs TEHL KT,

Auto Scaling 7' )L—7"#", (Auto Scaling I —7R—IHh8) JFIAERL BT 7L —
RON—D 3V ZFERATRRSICRETNTVDR L ZRAELET,

4. REFRAINYTRIZERL =XIETS Route53 U7 RXA L O—RZEHL T, A nlb
O—RNS>H—0ODNS BEETLDICLE T <env-name>-external-nlb,

5. BEfED dcv-gateway 1 > AR A& T <env-name>-vdc-gatewayL, FILLWA 2 AZV A
FAEVTY7TI2DZEFEET,

AWS CloudFormation A& ¥ 2 [&WaitCondition received failed message; &\ 5 X ¥
t—2T Z2ERTEELB A, I 5 —:States.TaskFailed"

BFEZHETDICE. £VWSBBIO Amazon CloudWatch OJ V)L —7 #FAXNE F <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CRaIoOJ7 7N —7FEEH 356, RAOICERTELZOITIIN—T7T28XET, OJHNOT
TZ=XvE—JICR, BECHEIZIHABHRNI RRENET,
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® Note

NTA—BEIZAR—AF BV EZB/FELET,

ARV OIONEBICERE T -%I(C AWS CloudFormation E X—J)LBHNZEET i)

AWS CloudFormation AR Y N EBICERENLERBICEX—IIOBEZ2ZELEN > EEE
UTaBRELET,

1.

EX—ILF7RLANGX—=ZNFELKADENIZCEZEFELET,

EX—=ILT7RLANELLBEVWDA, PUOEATEZWE S, Research and Engineering Studio
REZHIRLTEF7O0/LET,

AVARADY A ) OERIZDOWVWTIE, Amazon EC2 AV — )L ZHEEL TS EE L,

<envname> 7L 74 Y OAN ® AmazonEC2 1 VARV ANKRTEHRE L TRREN, FL
WAVABDAICBEBRASNBIEE., XY N —U K Active Directory DERE IC BEREN &
DUEEMN B ET,

High AWS Performance Compute L > EZF 704 L THAT I Y —AZERL £BE

. VPC, 77SAR—KNGTZRYRNENTUYIOHTZYRN, BROTOMDIBIRL 2/NF
X=BHFABRY DICE>THERENECEERBRELET,

NZA=ZOVThANELLBZWEER, RESRIREZHIBRLTETF7O/MT2HENf 25
BFBYVET, FHRICOVWTR, "®H#ROT7AVAR—)L1 ZZRBLTSEEL,

MEOAB)Y—RAZ2FEALTRHEZTF7O4LEBEEE. XY NTJ—2 & Active Directory #°
FRENDBEE—BHL VR ZHAELET,

AVTZANTOF ¥4 AR AN Active Directory ICIEEICSMU EC L ZBRTHI N
BEETY, DATY 7% the section called “4 > AR AH 4 )L F f= & vdc-controller A"k B
REE"L CRAEZEMRLET,
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A2VARAY A )L F=E vde-controller A" Sk BUIR AE

COBEOREARMOBEVRERGE, VY —XR (W) A" Active Directory ICEBRRIFSMTE R
WoEeTY,

BREZRLETDICIE :

1. N RZA42H 5, vdc-controller DETHDA VAR ATSSMENEY S a > ERBLE
9,

2. sudo su - ZERTLET,
3. systemctl status sssd ZER{TLET,

AT—BRANFETIOT47, kB, FLEEOTICIZ—HFRRENDEE, 41 AZ 2 Al Active
Directory ICSMTEEXREATL I,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRERNRERRERRENRE

SSMIZ—0OY

BEZFHRTDICWE :

« RBUONXRZAVAVARANS, cat /root/bootstrap/logs/userdata.log &£
LAY ZR/ELET,

COBEICKRK. 372OREFAOVThANEZSNET,
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BARE 1: ABhEhi ldap BEHEOFMEAEL <L

AJZRELET. UTHFEBERYIRENDEE., 12 AR AW Active Directory ICSINTE &
BATLIE,

+ + o+ o+ o+

local AD_AUTHORIZATION_ENTRY=

(L -z " 1]

[[ 0 -1e 180 1]

local SLEEP_TIME=34

log_info '(@® of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RESAZRYIDERPICUTONTA—ZEAELADEhZCEZBELET,

directoryservice.ldap_connection_uri
directoryservice.ldap_base
directoryservice.users.ou
directoryservice.groups.ou
directoryservice.sudoers.ou
directoryservice.computers.ou

directoryservice.name

2. DynamoDB T—7 I D> HEZEHLET, T—7 )Lk, T—7 )L OT® DynamoDB
AV NLICHNET, T—TILBE THEIHBEN HV) £F<stack name>.cluster-
settings,

3. T

—TIIWNEEFHFLES, BEREA AR A%ZERITL TWS cluster-manager & vde-

controller ZHlIBk L £ 9. Auto Scaling l&. DynamoDB T—7 I DBHFDEEZFEAL THL WA
VAR AERBLUETD,

BARFERA 2: ServiceAccount I—H—FAELLK ADEhTLAW

OJ N #IR9EHSInsufficient permissions to modify computer account, AZXY I ®
ERBEIC A A U Tz ServiceAccount EA IEL < VHATREMEA B V) £ T,
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1. AWS 2V —JLA S Secrets Manager ZB & £,

2. directoryserviceServiceAccountUsername ZELET, >—IL Y NI THRIHE
NHV) £¥9<stack name>-directoryservice-ServiceAccountUsername,

3. Y—ULYPRERVTHMER—ZZRRLET, >—JLYNMET, >—UL Y MEDEE %=
BRL, 7L—7TF AN 2BRLET,

4. EFEFEIhLBEE. REORERITHO cluster-manager 1 > AR > A & vdc-controller
VAR AZHBIBRLET. BEAT—1 Tk, Secrets Manager DH{FDEZFERAL THL L
AVARABRAERBBLET,

BARFRE 3: ServiceAccount /NAT—RAELL ADE TV

O71C ERRENDBEEInvalid credentials, AXY U DEREEIC AN L = ServiceAccount
NATD—RAELLBZVAREEN BV ET,
1. AWS 2V —J)LH S Secrets Manager ZBZ £ 9,

2. directoryserviceServiceAccountPassword ZB®ELET, >—IL Y N THIHE
A&V EJ<stack name>-directoryservice-ServiceAccountPassword,

3. —ULYbPERVWTHFMER—SZRRLET, >—JLYNMET, >—JL Y MEDHE %
BRL, Z7L—2FTF AN 2BRLET,

4. NAD—RZENESE, FEEADLENAD—RHFIELVAESADASKEWNEGEES
(&, Active Directory & Secrets Manager T/NAD—RZUJ+EY NTEET,
a. TNAT—RzZUEY NT5IZIE AWS Managed Microsoft AD :

. AWSOAYVY—)lZzRE. ICBEL ET AWS Directory Service,
i. RESTALIURNUVOTFALUKNUIDZRERL, 7UO23a2ZRBRLET,
ji. A—¥—NAD—ROUEY NZEBRLZET,
iv. ServiceAccount 1—H—ZZAHNLET,
v. HILWANRD—RZADL, NAD—ROUEY NEBIRLET,
b. Secrets Manager T/NAT—RzZUEY NFTBICE :

i. AWS 1>V —JL%ZBE, Secrets Manager ICBEL £,

ii. directoryserviceServiceAccountPassword Z#ELET, >—7
LY NE THRIHBENHV) 9 <stack name>-directoryservice-
ServiceAccountPassword,
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i. =LY NeRVTHEHEER—Z2XTLET, >—IJLYMET, 2—JL Y NE
OEE Z&RL, Z7L—2FTFAN ZBRLET,
iv. [#RE] ZBIRLET,
v. ServiceAccount 1—H—0DOFLWNAT—RZFZEL, REZBRLET,

5. EEEHLEBEE. REORERITHO cluster-manager 4 > AR > A & vde-controller 1 >/
AZ U AZHIBRL EF, Auto Scaling l&. RFTOEZFERAL THLWA AR AZHAKBLE

IR1E CloudFormation AZ Y INKEAT I IORIT—IZRYHEIRICKEKTS

BEQDKEAT TV NIT—HFERT <env-name>-vdc CloudFormation AR ¥ 2 O HIBRA" %k 8
L 2B Avdcdcvhostsecuritygroup, AV —)L&FERL TAWSRES MERL EH 7 XY K~
FhFEF1VTATIN—TICERBE N AmazonEC2 A VARV AN ERTH B AREMN BV T
ED

CHOREEEBRTDIZE. COFETEBENEITINTO AMazonEC2 /1 AZ > A%ZBREL TR
TLET, TNE, REOHIBRZEBHETEET,

REODEKFBICCIDR7AOYINTA—RTIT—HIFRELELLE

REZERTDE, LARVARAT—RAN [FAILED] ® CIDR 7OY YNTX—RIZIT—H KR
ThET,

ITS5—nH :

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREEBRRIDEDHICEET D ERE x.x.x.0/24 £ F x.xx.0/32 T,
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RIBERF D CloudFormation AX Y JERK D KB

REOERICEK. —EODY—AERXARL =3 NEENET, — O —23 2Tl BED
BEANFEL, CloudFormation AR Y JDERA KK T B AN BV F T,

COFE. REZHIKRL., EREZBHATLET. L@, HOV—J3a>TEREZBHATIREE
TZEET,

AdDomainAdminNode CREATE_FAILED THE) Y —A (TF) AR Y I DERN %
2

FEREBEAZY VDERNROIS—TRBLESE, 1 VAZVAORBHEO7OES 3 - Jmh
[ Amazon EC2 /Ny FHERAAN FHE FREL Lol HY ET,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

AMOEREZHETDICIE :
1. SSMAT—KIZR—Iv—T, \YFEAFrREENATVRIHLESH, BRFIXTODSAUA
BUACRHULTREENTVRIAESH ZHIABLET,

2.  SSM RunCommand/Automation D ETERE T, /NY FEEABEED SSM RF 1 X2 NOETH
AVARADORBE—HITIHESHERRELET,

3. RO AmazonEC2 A VAR AQOOT 774N T, O—AIA2 AR AOOTRB®RE R
LT, 7OED3aZ20HICA VARV ANBREBLEAESH EHIBLET,

Ny FERANERCHESRELLEEE. BENSPEESL 15 9EICRES 1 VARV AN
Ny FEREBSEET.
ID EEDREE

UGN AU AT (SSO) & IDBENEFEAEDEER, [BEIANFERTHRELET, SSO &
EOREICOVTE., UTESBLTLIEEL,

« the section called “IAM Identity Center T® SSO DX E"
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+ the section called “SSO AA® ID 7’O0/)N1 Z —DE&XE"

IDEBICEEITZIZTOMOBAEZRNS N1 —FT 1200932, ATORNZTINZa1—F1>
JREYOESBLTLSEZTL,

(N =Ry

+ jam:PassRole ZE T3 2ERNF BV FHEA

s BDMOAWS 7HD MUAADI—H—IC 1) —AD AWS Research and Engineering Studio A\
DT AZHFALLEV

s RRICOJA295E, I<ICATAR=DJIZRNET,

s OAJAVHETRO "I—H—HFRO2AVELEAIL IT5—

« Active Directory (CIBIE /A, RES [CEWI1—H—

c BV IVOERRICEATESVI—H—

 CloudWatch 75 AZ—XZ—2v—OJ0H A XAHIREBIS—

iam:PassRole ZE{T T2 ERNI B EHA

iam:PassRole 77> 3> BRI T3HEBRNBZVEVSTIT—HNERRENERZEE. RUS—2FH
LTRESICO—IIZETENTEDLSICTRIHENHYET,

—E0 AWS H—E AT, ILWH—EAO—I)ILFEEH—ERICUO9ch=O0—-)&Z2EKTS
KHYIZ, TOH—FEFARACBREOO-IINEZETENTEXET, TOLEHIZEF, Y—EFARICO-I)IL%
ETIERNIMBETT,

ROBIOTZ—E, marymajor EWSZETD IAM 1—H =AYV —)L&2EALTRES TF o> =
VERITULERSETBERELET, LEL, COTOVa Y —EANRITISICE, T—EA
A=A SRHEENEERAIVBETT, XTU—ICK, O—)ILZH—ERICEITHFINFHYEL A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DRV —ZFH L TAT ) —IZ iam:PassRole 7V 3> ORITEHATIHE
FHYVET, YR—MIVELZBEE. AWSEEBEILSBLVELELSEETV, Y121V EREBER
ZRHELULESENIEEETT,
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B2®OAWS AT NAAOI—H—IZ UY—AD AWS Research and
Engineering Studio NOF7 V2 AZFFAL 1z W

OTHIY NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO—ILZERK
TEXRY, O-LDEEZFZEERXIDI Y —ZEBETEXRT, VY—AR—ADKRIZ—FKI

B7 27RO MO—ILUAN (ACL) ZHR—KIBH—EADHBE, ThS5ORUZ—ZFERAL

T DIY—ANDT I EARERETEXT,

AICOVWTR, UTZZRL TS EE W

c FIALTWA AWS 7HIRBETOY —AANOT7 VAR RBHTZIAEICIOVTIEE, IAM 11—
H—HA RO "TAIRELTVWDEOAWS ZHO RO IAMA—H—ADT IO A%ZRMHTE, &
SBLTLEEV,

« H—RN—F A4 —AWS ZHIVKNIZUY—=RAAOT IR ERBTDHEICOVTIE. IAM 1—
HY—HARD "H—RN—=FT 1 —DFRETD2AWS 7THIRMOT7 IO AZEHTE, #25HL
TLIEEV,

« D7IFL—>3a>FBUTCT7IVEAZRHEITZAZEICOVTIE, IAMI—HY—HA RO "THE
Tate N 1—Y— (ID 7IFL—23 N AOT IOV AZRMHTD, 25RBLTLSEETL,
e VORTAHDIRNTOEAICO=IED)Y—AR—=ADRIS —%FERTHHEDEVICOVT

FE. IAMIA—HY—HA RO "IAMO—)LEVY —AX—ADR)Z—DiEV, ZZRL TS
W

REICOJA429%E, 3I<ICATAR=JICRVET,

CORERE, SSOKENHKEN B> TVIBEICKELET, BEEZBETZICEK,. O>~O—
TS—AVARVAOTEFIVOL, TN RBUVHEREZEIELET,

OV Z2#R I3 :

1. CloudWatch OV —)L&ZHA&E £ 9,

2. OJ7IN—7Hhs., EVWSBREOIIN—T%2BDFFF/<environment-name>/cluster-
manager,

3. OJIL—T7%#RVWT. OJANV—LDIS—ZHRELET,
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REZHIETDICE

1. DynamoDB 1>V —)L &<

2. T=7Ihs., EVWSEHOT—TIERDITET<environment-name>.cluster-
settings,

3. F—7I)I%BE. Explore table items Zi&RL £7,
4. TANER—to02avzREL, ROEBRZADLET,

- BB -F—
- ZF-%8T
. fE -sso
5. [Run] (£17) Z&#IRLE T,

6. RBRENENFH T, SSOREE/HAELVWZEZHELET, ELLSBZVIBESF. sso _enabled
F—0E%Z False “ZELET,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
Y
[ value ] O True © False

7. RESI—H—A2E—T7 I RAICRY, SSO ZBHRELE T,

OJA2ETHO "1—Y—HAROHPVEEAIL IT5—

A—YH—HFRESAVE—TIAAIOTALEDELEEEIC TI—HY—NFEO2HV)EBA, &
WS IZ—HNRREH, TOI1—H—AH Active Directory IZFEET D EHS :

« I—H—A"RES ICEEET. RIEAD (CI—Y—%EML EBE

o IA—Y—AFRERESICAPEATVLRVARUEANHY ET. RESE 1 KRECCICRAMT
21, RORPRICI-—F—HFEMERLIEZFBL TRIEITIXEN HDE5ENH
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WET, 3<ICEAHMTAICEK. "1 OFIEICH > T & WActive Directory IZIEBNE h /s
A, RES [CEW\WI1—H—,

e 1—H—A"RES ICTFETZHEE :

1. BENYEVIHNELKRBRETATVDRCEEZBELET, SFHlICO VTR, "2 T4
A (SSO) A®M ID 7’ONAZ—DEREL BSBLTLIEEL,

2. SAML#HBE SAMLE X=)ILOEAN1I—HF—DOE X=IT7 RLAICIYVETEhTW?
CEZBRALET,

Active Directory (CIEBMIE n/=A", RES ICBZWVWI—H—

(® Note

COtET>32F RES 202410 LETICEAE MK T, RES 2024.12 BAEICOW TR, T,
Z2ZRUTLKESVEBZFHTRITISHE (V) —R 2024.12 § LT 2024.12.01), RES
2025.03 ARBICDOWVWTE, T 2ZBLIKETVEHZFHTHREFLEFEFLTDHFE (U
|)—A 2025 3 AEARE ) o

1 —%—% Active Directory [CIBIL TE RES ICBWEEIKE, ADRHE RN H—T2HENHYE
9, ADEHAIE., ADIT> MU %Z RESIREICAR—PMNT S Lambda BEICK > T 1 KRB EICE
TEIhET, HILLI—HY—FLEZEIIL—TZEML &, RORB7OLANRTENDETICE
HENXELUDENBHYET, Amazon Simple Queue Service H' S FEI TR EBBTEE T,

RB7OtAZFHTHHELET,

1. Amazon SQS 1>V —)l Z#BHZE X,

2. Fa1—H»s5., &BIRL EI<environment-name>-cluster-manager-tasks.fifo.
3. XvtE—CnEFEREFE] ZBRLET,
4. XY E-IARIZEFE, ROKSICABLET,

{ "name": "adsync.sync-from-ad", "payload": {3} }

5. XvtE—2U)—7IDICE. RKOKSICABLLET, adsync.sync-from-ad
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6. XVtE—TJEEHRID IR, ZUFLABRBFXNFIEANLET, COIVRJE, BES
DUALTONEINTOFTHULERERBIBENHYET., TO5LBVE, UITANGE
RENFT,

Ly a nERBICERATERV I —Y—

v a EERTHIEEEN. &Y 32 OEREKIC Active Directory IZEL TWB 1 —H—A"F
ATERVWCEICRFVESES, 1—YY—RBUOOTOTA VTR UEN HBEENHYET, &Y
2aAVRTIOTAT BRI —ICRHLTORMERTEET, POTA7BI1I—H—F, Pi<ELE 1
ERBICOTATRIHENFHYVET,

CloudWatch 9 S AR —Y Z—>+v—OJ9 0O 4 X&IRBBIS —

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch 9 S AZ—IZ— vy —OJICCODIT—HNRRENEFES, ldap RENRL 21—
H—L I—RNFZSTEDTAEMN DY ET. CORBEEEIETSICIE. IDP O |dap BELROFIR
Z5|ELIFET,

[Storage (AR L —2)]

Nevy o

« RESZFERALT7Z7ANATLAZERLELEN, VDIKAKINTREhFERA

« RESZHBUTI77ANATLZFR—RLUEN, VDIRARMENT hEhEL

« VDITRARDSHAEETERZL

« RES A5 Amazon FSx for NetApp ONTAP ZHERK L EL A, RXAIZSMLTVWERA
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RES ZHERALTI77ANIATLEZERLEL LD, VDIRARNCINTY hEhEE
A

T77ANDATALAR, VDIRARNTY DRI BREIC "EAARE) RETHILENHYET, AT
DATYTIR2T, 77ANSATLANBARETHS L ZHEBLET,

Amazon EFS

1. Amazon EFS OV —)LICBEBL £ 9.
2. 77 AN AT LAOREN EHAURETH D 2B LET,
3. 77ANATLORENEATRETHEWVESE. VDIKRANEZREITIHICFLEET,

Amazon FSx ONTAP
1. Amazon FSx >V —=)LIZBEBL £,

2. AT—ZANERARETHZ L =2MFELET,
3. Status AEAAETHEVIEERE., VDI KA ZRB IR ETHEET,

RES ZBLU TV 7ANATLZEFIR—RULEN, VDIRARNCIYTY hEnBHW

RESICHAZVIR—RENDTTANZATALILRE, VDIRANFTT7FANATLEITRNTESD
KO, BEBEFIVTATIL—TIL—IIHFBEENATVIBENHVET, Chs5OT7AILY
AT LI RES OABTHEREND 12, RESEREIZ EF1 VT TIIL—TI—IZ2EELFE
Ao

AVR=—RENLET7FANDATALACBEG TSN EEFIVTATIL—TB. ROANDVRE
TZT7AVIVEHATDILENHVET,

o Linux"RARASDNFS RS 74 Y4 (K— K: 2049)
« Windows "7RARASD SMB RS 7 1 Y U (R— : 445)
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VDI RARD SHEABTETERZL

ONTAP (&, R 21 —A® UNIX, NTFS, MIXED EF¥21UFT 1 ARSI\ Z2HR—KLTVET, &
=\=IL T4 AZAI)IE, ONTAP A F—R T O AZHHIZ1-HICERATEIT IV EAHFAORAT
NSO T IV EARFAEEETERIVZAT U NEATEZRELET,

EEAF, RUI—LAUNX EFI1VUT 1AM EZEALTVWRHBETE, ONTAP OXILFT
ORJLEBHEIZERY, SMBIZATYNEBIERET—RICTIVERATERT (L. BEIZFR
ABRVRBAETNET ), 2L, ONTAPE UNIX OTA TV NOANZRA T4 7Y —)LZ2ERL
TEETED UNX T O EAHAZEALET,

TOLAFANEBOI—AT—ADH
Linux 7—20—RTO UNIX AR A I)LDOR) 1 —LDAEH
TOEAFTE, DI —H—O sudoer TRRETEET, LEAEFE. ROBHITEE, /<project-

name> 74 LU NUJICH T B <group-ID>TEBHEHY/EEAKT IV EAFAOITNTOX
N—ER/HELET,

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & Windows 7—2 00— RT®O NTFS AZA I DR 1 —LDOFEH

HETOELAFAGE, BEO7AIINFORE7ONT A+ Z#EALTRETEXRT, Leal@F, 1—
H—user_01& 7 # LA HHBFEmyfolder, Full Control. . ChangeX/lE OF7 VA5G
AReadZ AllowX fzld ICERETZE £ I Deny,
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+ | ~ I Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1|  Share Pemissions o

Dis (@roup or user names:
Evernyone
e
 folder
folder
Add... Femove Iolder
folder

Pemissions for Everyone Allow

Full Control
Change
Read

folder

odo 3

folder

folder

folder

folder

folder
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Linux 724 7> & Windows 954 F7 2 ROBEATR) I —LZFERATSDESE. Linux 1—H—
Z%E U 1—Y—%RIC domain\username @ NetBIOS RX 4 U BERICEENTZ2RAINYEY
% SVMICERETRDHENHVYET, Chik, Linux I—H—& Windows I—H—NDETE#RT S =
HIZKETT, U7PLVAICDOVWTIEE, "Amazon FSx for NetApp ONTAP (&2 Y )LF7' O K
LO—00—ROEML: ZBRBLTLEEL,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXALIZSmL TL
FtA

{7, RES OV —JLA S Amazon FSx for NetApp ONTAP Z#ER T3 L., 77 AN AT LIRS
O aZ> JdEnETH., RXMVICESMUER A ERL T ONTAP 77 1)L AT A SVM
ERAAVICEAET S, "Microsoft Active Directory SVMs D#E4& 1 #Z 8B L T, Amazon FSx
OV =LOFIBIZH>TLKEEW, BEBT UV EAFFAA AD ® Amazon FSx Y —ERATHD >
NCEFETNhTVWRZEZRABLET, SIMARXAVIZEREESMLES, SYIMBE>TI VR
RA4N>SMBDNS BICBEIL, BRTHEICEDLEHDNS EZ2IE—LET,

RXAVICEALES, 9T5ARX—RE DynamoDB 7—7 )L M SMBDNS SREF —#MEL T,

1. Amazon DynamoDB 1>V —JLICBEIL £,
2. T—7 ) &BIRL, %ERL EFF<stack-name>-cluster-settings,
3. TExplore table itemsy T, 71 EX—ZRBAL. XOT71I)LZ—ZAHLET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEhZEHBZERL, RIZT0>a>, GEEEBZERLFT,
5 Uil JE—L 77 SMBDNS ZCEZEHMLET,
6. (RFLTHU®] ZBIRLE T,

TSI, T7ANDATALAICBER TS A EEF I UFT 1 TI—7H, Amazon VPC IC&BD T 7 A
WOATLATOEADARO—)THRENATVWERNS 74 0ZFTLTVWBCEZERLET,
T77ANATLZERATEIHLV VDI RARNE, RXA2IZSMLTWD SVMETT7AILD AT
LBZNTDRNTEDBDRSICBEYEL =,

[Storage (A ML —20)] 252
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F/zl&. RES Onboard File System #8EZ AL TRXA 2V IZBEICSMLU TVWABEFOT7 74T R
TLAEAVR—RIBDEETEETT, REBENSTPALNIATAL, AVR—RITIFPAILZART
LZBIRLET,

AFv7ayv i

KEY D
« AFYVT723Y R NDAT—RAN Failed TH D
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

ATV 723V NOAT—RAN Failed TH B

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2+ —®O CloudWatch O AN TREEEZBELE T, BERT—TINITIRFAVR—KEhi
WCENRBBTERENTVERHEEREF., AF Y723y NNFEMNBIRETHD L EERELET,

1. metadata.json 77 A J)LEA T O—RL, EEETEET—7 )LD ExportStatus D AT7—R AN
COMPLETED TH3 L Z2HRLET, X FE4LT—7I)LIZ ExportManifest7 4 —JL RA
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REENTVWA L ZBFELET, LROT A= RARETNTOWEWESE, ATy T3y
NEEWBZRETHY, RFYT23ay NOERABETEEATEEEA,

2. ATV 72 ay NoERERKBLES, RESTAFTY 723y NOAT—R AN COMPLETED
L2 TVBREZBERLET, ATV 72aYy hNOERTORAICEZRKRS5~10 00D E
To ATV 723y NEER—JEBO—RFLEFEBT7I7EALT, AFv7>ay NFEEIC
ERENECEZBREBLET, ChiCkY, ERENERAFTY T2 a3y MBI RREICEY E
¥,

12T ZANZDOF+

NeEY S
« EBBAVAZANEVWAO—RNSG Y —2—45'Y NTI)I—7

EEBBAVARANFBZVWO—RNZ Y —2—5Y NTII—=7

B—N—IF7— XV E—IBEOHEN Ul ICRTENDFEE, FLERETARAINYTEY S a2
MTERBRVGEE, 1V7ZANTIOF YD AmazonEC2 A VARV AICEEN H B AEMEA BV &
9o

BEOREREHETDHEFK., £9 AmazonEC2 AV —ILT, B#YWERLETL, ILLA AR
VAILBEBRIASNTVREEDND AMazonEC2 A VARV AN B WA ZHRTHETT, T
NFE k. Amazon CloudWatch logsZF I VvV L T RRAZHBETEE T,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLAICEHEN 5T
M HBDCEZRIOE,. AmazonEC2 OV Y =) TROP 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWVEETT,

BEOABOBFEZUTICARLET,
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Target type Protocol : Port Protocol Lversion VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
saving:
Reserve nces 1P address type Load balancer

. » -alb 2
Dedicat s 1Pva res-bicfn3-external-alb [3
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v images 1 @1 ®0 0 o 0

AMIs
AMI Catalog » Distributiol fta g ets byAval abilit ltyZ (AZ)

Select value: filters applied to the Registered targets table below.

v Elastic Block Store
Volumes
snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance D v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

v Auto Scaling

Auto Scaling Groups

Healthy T RUA 0 DBE, VIVITANERETE S AmazonEC2 1 VARV AN BV &R
LET,

Unhealthy T KU A 0 AADBEIE, Amazon EC2 1 VARV AN BIRL TV S AlgeEN H V) F
T ctild, 1 VARN=ILENTVRTTIVT—232YTRIDITHIANLAFIVOICEKELTY
BOWCENRRTHDAEMEN B ET,

Healthy T> N & Unhealthy T R OWEEA 0 DFBE. XY NIT—VOREZADOAEEMERL
F9, LA, NTVYIHTRYRNETTAR—=NGFT XY NI, HIETD AZs FEVEE
FHVET, COFUNRELEBE. XY RNID—IOREIFEETDICEZTRTEMODTFARNO
V= IICRRENDENBYNET,

REFAIVRNYTORE

NEY D
+ Windows Virtual Desktop DO A T AV "RHFEBEICHREENTVET

« S\#B1) Y —X CertificateRenewalNode ZEFA 32355, JIAEOEMHRIYINET
s UHICEBELTVAERETFRAINY A ERICERTEASBYELLE

s 52ORETFARAIVNYTLAEBTERV

« FAYU MY 7 Windows OEFHRHTE "#ERABEUShELE, RFAR—KIZ—"
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« VDIs7OEDIZJRETAZRY VTS
- BEEIC VDISA TS —REICESD

Windows Virtual Desktop DO A > FHO 2 R EBEICKREECNTVET

RES 7 I 77R—%)L T Windows Virtual Desktop ZRBEIT&Z 2 H", BHERKICOJA > TAHAI ME
BEICEREETNTWSIHES, Windows VDI A Active Directory ICIEEIZS L TWARWTATREMEA S V)
9,

BRI SICIE, Amazon EC2 Y —I)LAS Windows 4 VAR AIICELHEL, DT —RARNTY
707 =2/ LETC:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\e THED IS —XYt—>[Join AD] authorization failed:lk. 1 AR A
NHADICBIMTELR, 2 ZRLET, BEOFHMICOVTIE, OJ I —74 T CloudWatch
@ Cluster Manager 0% <res-environment-name>/cluster-managerZfzm L TS EE LY,

* Insufficient permissions to modify computer account

c CcOIZ—, Y—EATAHDVNIADICOAVEI—ZZEMTRDENET IV EAFANF &
Wo &ZRLUET, Microsoft Active Directory DY —E AT WO NZEERETD "1 O3>
-C“\ -U-_EZT,jJ'j\/ I\LZAZ\EK Otan:—.l-&ﬁ&wub-c<r:‘é\l\o

e Invalid Credentials

« AD DY —ERAT7 AT NOFEFEBROEMHARA N TVD D, RO EFRAMEHRIEEE N T
WET, Y—ERT7HT NORIEREWIBELIEEH TS I2(E. Secrets Manager 1Y —
WICNAD—REZHRFTEZ—ILYNITIVEALET, RES RED Identity Management
NR— M Active Directory Domain @ Service Account Credentials Secret ARN 7 1 —JL RT, Z
ND—OLYRNDODARNAELWVWC EZBFELET,

S\EZR1) Y — R CertificateRenewalNode Z A 921545, EAEOEMHRATINET

HEIY—ALTERFZOA L., Linux VDIs ND#EHE"The connection has been closed.

Transport error"fIC EVSIT—ARELLBE. KREAEMEOSFSVWEREE., Linux TO pip

AVAN=INAFELLKBVWESHICEBNICEHFE M BEVHRINOIRETT, SAE0OEIH
BRI 3ANATT,
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Amazon CloudWatch AJ )L —7' &, KOEXDIBXY t—D TERRTIS—2OJICREET
% <envname>/vdc/dcv-connection-gatewayB e H VY E T,

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

BREZERT S ICE:

1. AWSPHIU KT, EC2IZBBLET, EVSHERODA VAR AN HBHEF*-
CertificateRenewalNode-*, 1 AR A& TLET,

2. Lambda ICBEBLET. £ELVSHBEID Lambda BIBA R RENE T, Lambda I— RICXD&ED
BEONZVWHA*-CertificateRenewallLambda-*#5RL TS E&E L\,

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh
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3.

4.

BHOAEBIY —RA Certs AZYIFT7L—RIC2VWTR., 2558%ZBLTLEEV, TV
7'L—BNT Lambda J—RZRBDIFET: )Y —XR - CertificateRenewalLambda - 7°0/\ 7 1
> =R ROKSBEODHNFHYET,

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

*-CertificateRenewallLambda-* Lambda BBOATY 720 20> 3a>&2ATY 73
NDI—RICBEBRAET, 77O/ ZBRL, J—REENFBMCEDETHFLEET.

Lambda ¥ ZFETRNUH—TBICR@. TANEXTICBEBL, TANEZRBIRLET, EBMO
ADRYBEHYEEA. <hIZ&KV), Secret Manager T Certificate >—%2 L ¥ ~ & PrivateKey
—ULYNEEFHITBAHAETEC2 A VAR ANERENET,

BEE D dev-gateway 4 AR A% T §%: <env-name>-vdc-gateway & &, BEIRT —
DTG IN=THFHFLVWA AR AZBBNICT7O/T20EEFEET,
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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BENCEBEL TOEREBETFAINY THERBICERTERSAZYELE

TFAIONY TEHENABAUSAEY), BETELBLSB2EYTDE, EBEBLD AmazonEC2 1 VA
BROANRETBDH, Amazon EC2 1 VARV AN RESIREA TR TR LERFELE AL EANRER
THRUEMENHYNET, EBEE U OAT—RAR., EEETREEZSIEHERTITZDESNHY
FIH. BEROBTERBLET,

Amazon EC2 A2V —)IZERAL T, A VARV ANFRTREREFELENLEAES H ZHWT S &
ENBYVET, FLELEBEE. €5 —ERBLTHTLKEETVL, REFETLEEER. BIOTA
IRV TR IBBENBYVET, - —OKR—LTFALINIIREELLET—XE, HLL
AVARADRBKICSIEHREERATEERT,

BEICKRBUIEA VAR AN ERBE U ICEERTENTVWRHEE., EEE VI ZFEALTRY
TRIMREBENBHZIEENBVET,

5 20REBFAINYTULABETER

A—Y—HNEBTEZREBTAINYTOROTT7AILNOFRES TT, chik, KOKLSICE

BEU Z2ERALTERENEETERT,

CFRONY TRECBBLET.

° [_ﬂﬁ] 97‘51\3?)_\'[/?3'0

«c Z7O2IVRIEDI—H—BIEYOTF7ALRNOHFAEhEEY> IV OERICHIHEET A4
VEEBRL, EELERHLWMECEELET,

. [Submit] ZBIRL T & W,

« R=JZEHLT, HILLRENRESCNTVR L ZH#FELET,

FAUKNY 7 Windows D#EFHRTIE T#EEMBHALUShELE, RS AR—KT
3_"

Windows AU MY 7&K Ul TS5 — T#EEFrBAUsShELE. RS AR—KI
Z—1 o Windows 1 V> ARZ >V ATOIAEDEHRICBIET S DCV H—/N—VY 7 NIV IT7OBEN R
RTHhHAEMlHYET,
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Amazon CloudWatch AJ )L —7' &, KOEXDIBXY t—D TERRTIS—2OJICREET
%<envname>/vdc/dcv-connection-gatewayB e H VY E T,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

COF/E,. SSM Y2 a s Ix—2v—EAL T Windows 1 VAR ANDELHRZREE, XD 2
DOIRERET 7AINEZHIKR T D ENBRENDABEENS BV ET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICEBEREN, ThUBROBEGEITHIRN IS AEMEL B ERT,

COFETHBEEBAL., Windows TRV MY 7OFHLVWEBTCEAUIS—NFRELEHEEE. VY
TFROITAZY OOER BEEFEAL T, BERENEIABRET7AILEECEEAIVAZVA
DOFLW Windows V7 RTJIFTARY VRERLET, ChickY), EEGESHEERICERATE
% Windows V7 RV ITARY UHFERENET,
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VDIsZ’OESaZ JRETAZRY VT3

TAVNYTEBFrEBZEVIO7OED IV TREOEETH2H5EE. WO2HPOERANER
5h&EY,

EREBETDICEK, TRAVNYTAVAZRAOOQT 774 2HBNX, BEORREBZ>TWVWSH
REOHDZIZ—ZHLET, CORFIXV NI, OY 77 4)LE Amazon CloudWatch O49 &
L= DOUARNFEENTSY), BABOTSLTARY MEBRY—AEVWSSRIIHFFVNEED
AVICHEBRIrEENTVET,

COBEOEASNBFRRARRROEHVTT,

« FHENTUVWS AMIID & software-stack & UL TEBE N TVWETAH, RES TlrRYR—KEThTW
Ft A

Amazon XA X— (AMD) ICAEBRREFTFEEY - SWES, 7—NANZY 77O
SAZVITAVVTRERTTEEREATLUL, LNuX AV ARVARE, A1 ARV A /root/
bootstrap/logs/OOT 77 A4)ICIE. ChICEIZEALBHRISEFEATVEIEEN HYE
9o AWS Marketplace " SEEL 7= AMIsID [&, RES FRAIKNY TA VAR ATIEHMEEL &)
BENHYVET, YR—RENhTVWBHAESHEBETZICKE, TANSBETT,

e 1—H—F—RAV VT K&, Windows RETFAIVRNY TA AR AN NDAR L AMI A SRE
TNEEEICRITEThELAS

F7A)IRTR, I—H—F—ZFAT VT NE Amazon EC2 41 VAR ADREEIC 1 @RTE
hEd, BEOREFRAINY TS AR ANS AMI ZERKL, TOAMIICYTIRIITA
BYVEBEBRLT, COVIRNIITARAEY ITRHOREBFAINY TEZRBBLELSETDE,
1—H—F—BRBAVVTRNEFHLULWEEFAIORNY TA VAR ATRETENEE A,

CORBREZBRITDICE. AMI DERICERALETORETFAINY A AR ATEEELE
L T PowerShell DN R4V RIZRRE, XOIAX REEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIS, AVAZVADSHLVDAMI ZERKLET, HTILLWAMI ZEFERALTYTIRNTIITAZY D
ZEBFL, BTHULWREFRAIOKNY TEZRBBTEET, 7OEDa _VJREVDEFEOAN AR
VATEAUOAN REERITL, 1 VAR AZEBEHL TRETFRAINY T2V 3V Z2EETS
CEETEFETHN, REZAOHSD AMI A SEIOEERFRAINY T2 EGHTHE, ALUBENE
ERETHEIFELTLIEEL,
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HEEIEIC VDISKHF TS —IREICHK S

ZASNDBBE 1 R—LTT7ANZATAIL, EBD POSIX TV EAFHA2HE DI —DFT 1L
TRIUABYNET,

chid, RODFVANETRERDBEICERTH EBETHD UM HYET,
1. 7’04 & hf RES/N—2 32 1F 2024.01 AR T,
2. RES AR Y VDOF7OA4FIZ, O BHN (CF&EEnableLdapIDMapping&e iE L £True,

3. RESAZYIVDOTF7O/MBICEEENLER—LT 74N AT ALK, RES 2024.01 &V ETD
N—23a>TERAENED, %Z EnableLdapIDMappinglcf8EL TUBINIRETHERAE N E
L ZzFalse,

BRFIE: 77 AN ATLAOI—H—FALIRNI)EHKRLET,

1. D7AR—NZR—I ¥ —7RAKMAND SSM,

2. cd /home.

3.1s- (. adminl, admin2. BEQI—HF—HIZ—HIDTF1LINIBZHEODTALIKNY
E—EBERRNIDVBENHYET,

4. F4 LUK ZHIBRLETsudo rm -1 'dir_name', ssm-user T4 LU ~NJ & ec2-user
TA4LORMNUZBIBRLABAWVWTLSEED,

5. 1—H—ABRICHLWenv CABENTVWRBEE., 1—H4—0ODDBFT—7IIAS5T—H—
N %ZHIBRL £ (clusteradmin ZB< ),

6. AD FHIDBHA - VT AX—X X — ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adCT=E{TLET,

7. RESTVIT7R—IHS ExrorRED VDI A VARV AZBEEBLE T, VDI #4205
ReadyREICBITIBD L ZBELET,

BRETFAVKNYZTAVR—FV N

NEY D

e AMazon EC2 A VARV AN AV —I)L TR T &iE)IRL R
« ADANDSHICKBL I8 (Z vde-controller £ > AR AN YA O L TWET /eVDl T 21—

IHKRBLULE APINLAFIY VERT
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« 70T KRG, VIRNVITAEY VERELTEMIDEEZILTIIIVVICRTENEHA

« cluster-manager Amazon CloudWatch O (C ik, T<user-home-init> 7HV > MEFEREFATEE
A, —Y—0OEBZF > TVETL ERREAFTT (TAHOMEFI—H—FTT ),

« O 4 ETE® Windows TAIRKNY I TPHDO MRFEMCE>TVET, BEEEICHBEAV
EhE<EET VY,

« HEB/EEFED AD REICE TS DHCP A7~ 3> DEE
 Firefox TS5 — MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 A VARV AN AV —I)L TR T Z2#&VIBRL KRR

AT ZARNTIOF YAV AR AN Amazon EC2 A2 Y — )L TR T ERVIBELRTENBDIHEE.
RREZOREICHEL TVWAARENBY . I VTFARNZIFIAVARARATIZE2TE
BYET, AT, FEZBEIZHEZRLET,

Amazon EC2 11>V —JL T vdc-controller 1 > AR AN K TIREZ®RVIRTHESREK, >—IL Y bH
RINELLBEOVWHEREMN B ET, RESICEK > THBFTEINEZ S —ILY KNI, 1>T7FANS
DF¥O AmMazonEC2 A VARV AT RYFENL IAMT 22X NA=ILRUS—0—F &
LTEREND RTINS ET, vde-controller A4 2 J)LLTWT, CloudWatch OF JIIL—7 12K
NIT—HNRRENEBE, >— VLY R ELLKRIFFEATOVEVAIESEN B ET, >—7
LY NI, RORTENFFIHBENF HBDEITFELTLSEETLY,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

Z DI Z—® Amazon CloudWatch O XY —2 &k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action
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AMazon EC2 A VARV ADMRTZ#FIVIL, TNSNLEZBOVANE—HTBHEE2BRLE
9,

AD ADSMICKBL =78 (Z vdc-controller f ARV AN YA O LTVWET /
eVDI EZ 12— I)LAKRBUE APIALNARAF IV UERTR

eVDI EZ A —ILIANILAF IV OICKBLIEGE, REAT XAV VICUTHFIRRENE
9,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

cOBE. TNV ITO—BHNBENARK, VFARX—NF—T ¥ —0 CloudWatch OJ ZfANXB & T
T, (£VWSEEOOTTI—T7ZHE L £9 <env-name>/cluster-manager, )

EZXO5N2ERE

s OJICTFANNEENTVRHE S Insufficient permissions, res AX Y U DEREIC
BEE 1 ServiceAccount I—H—BDARIAEL VW EZERL TS EEL,

0747046
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Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1>V —)LA'5, RES #7014 HIZIREE 15 ServiceAccount 1—H—H I
TOtATEET, Secrets Manager TRET2—UL Y hE2RERL, 7L—FTFANDOE
BEBERLET, I —BFELLBVEER. MEZERLT—ILY MEZEFHLE
9, WED cluster-manager 1 > AX > A& vdc-controller f VAR A%ZETLET, LW
AVABRVARBRELEREICBEYET,

s BEEHEATVY —AARY VIZK > TERENEU Y —-AZFERALTVWSEE, 1—H%—F
l& TServiceAccount; THEULEN HVYET, RES OF7O41HIZ DisableADJoin/NT X —
A False ICEREE N TWBHBE, ServiceAccounty 1—H—IC AD TAE1I—XFAT2 Y
NEERTEDT IV EAFANF B E2BRBLET,

s FRALEI—Y—FBNELVY, OJICTHFANNFEENTVSESInvalid credentials,
AAUENAD—RABE->TVSD D, BRI TVSAEEN BV FT,

071704

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« REOERFICADLE/NAT—RIIE, Secrets Manager 1V —)LIZ/NAT—R
ERTFIBD—IVLYNITIVEALTHAMBD CENTEET, 2—JL YN (&
E<env_name>directoryserviceServiceAccountPassword) Z&IRL., 7L—2FF R
NOERBZERLET,

« —OLYRONAD—RHFELLBVEER. MEZERLT—IJLYNDOEZEHRLE
T BIED cluster-manager 1 > AR > A& vdc-controller 1 VARV AZKTLET, HILL
AVAZAREHMENLENAD—REFAL, TELEREICEYET,

« NAD—RNELWVEHEEIE, & niz Active Directory T/NAT— ROBMHRAN T TV
ATEEMEN B V) T T, &AIC Active Directory T/NAT—RzZUEZYNLTHS, 2—UL Y NE
EHITHILENHV) ET, Directory Service 1V —)LH S Active Directory TIL1—H—D/VA
J—REDEY NTEET,

1. BYBT4LIKN)ID Z&IRT S
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2.70>3ary, A—¥—NAD—ROUtY NZ2ERL., 1—H—=F (ServiceAccounts % &)
EFLWNRAD—RZTF—LICAHDLET,
JHUKBREULENAT—RAUBONAD—RERBDFERF.
J59 % Secret Manager > —2J LY RONATD—REZEFHLET (Hi:
<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 1 > AR > A& vdc-controller 1 VAR ABZELTLET, HILLA
VARV AREELEREICEYYET,

7OIO0RE, V7RI ITARY VZ2mELTEMIBEEICTILETVICERT
ThEEA

COBBERF, 1——THIoNEAD ORBICEETZROBEICEEL TVWSAgEMNHY)
F9, CcOMBIrRELLEBEEEF. VTAZ—IYX—T ¥ —0O Amazon CloudWatch OJ J' )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ", ZFIvOL T, EERABAUAPBEELTVWA L ZHILET,

cluster-manager Amazon CloudWatch O (Cl&. T<user-home-init> 7HD > ~NF &
ERRATEREA, I——ORBPZFOTVET Y ERTFRENWET (THINE
J_—"f—g_@? ) o

SQS HTRIVZAN—&, A—Y—TFTHIVRNITIOEATERVLZO, ES—RETERIL—7
> TWET, cOO—RE, I—Y—0ORBPICI—F—DR—LT 7ML AT LZERL &
SeLEEECRNIA—ZTIET,

A—HY—=THORNITIOEATERZVERE, FAFD AD KL TRES AMIEELL
BMEENATVWEVAREEN B ET, mEXIE, BIRESIREDERBICERAE AL
ServiceAccountCredentialsSecretArn/N\ZX—XDENELLBZVABEEN BV ET,
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O74 2 FTKO Windows TAIKNY TIC "FPHOY NFEDCB>TVET, B
BECHBBLEDESEEZ L,

CORP\adminT

Your account has been disabled. Please see your system administrator.

dA—H¥—AOvocnEBEECOTA > TERVES, SSOKHATEEICHA>F> LR, RES
AICREENEZAD TA—HY—NEWLEATVBDAEELNHY) ET,

AD TA—H—THIY MNAFBHIZHE>TVBHE, SSOOTAVRB>RELET,
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S\E/EEE D AD ERZEICBIT S DHCP A 7> 3> nfE&E

J% B @ Active Directory "The connection has been closed. Transport error"T RES
ZEATBHEEIC Windows REFAIRNY TT EVWSTIS—H %E L =% &1, dev-connection-
gateway Amazon CloudWatch OJ I XD RS BEDHF BZVHEFRL TS EE LY,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped
WMB®VPC ® DHCP A7 3a>IC AD RXA A MO—Z—2FALTVRHER. UTZTS
BENFHYVET,

1. AmazonProvidedDNS Z# 2 DD RXA > NO—F— IPs,
2. RXA4>&%& ec2.internal ICERELET,

LUTRICHZERLUET, CORENKRVIBEE. RES/DCV & ip-10-0-x-xx.ec2.internal KA N B ZBRERT
5%, Windows TAYVKNY TR KNS AR—NIZS— &2RLET,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox DI 7 75OH2EAT3 L. RETFAIVNYTILELELELS>ETS
& . MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING EWAS IS5 —XvtE—I %K
RENDZENHYET,
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FEEIE, RES I 7H—/N—# TLS + StaplingOn TEY R7 v 7EhTWVWS A, Stapling
Validation TR&EL TV W & TT (hitps://support.mozilla.org/en-US/questions/1372483,

—hld. https:/really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M 18R (Z it 2
TEBIETEET,

Env HllB&

[N =Xy
» res-xxx-cluster A Y A" "DELETE_FAILED, YRR T. [Role is invalid or cannot be assumed
I5—DEHFHTHIBRTE &L

- OJ0IRE

- VDIOJOSEVO—R

* LNuxEC2AVARVAASOOJOE I O—R

« Windows EC2 A VAV AASOOJ 07> O—R
+ WaitCondition TZ—® ECS O O U&E

res-xxx-cluster AX Y 2 TDELETE_FAILED, R% 7. TRole s invalid or cannot
be assumedy T —NEHFETHIBRTE R\

Mres-xxx-cluster; AX Y 25" "DELETE_FAILED, RET., FEHTHIBRTERVWEEWE., XOFE
ZETLUTHIBRTEET,

AR Y UhH TDELETE_FAILED, REILHZDHBEEE., ETARXY IV ZFEHTHIBRL THATLSEEL,
AZY U DHIREBBITDAATOITNRRENDBEN HYET, [HIBR] ZiBIRLE I,
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BBEBARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHERE., "REITZVY—RA, &LTIXNTOVY—ARZZBRL, THIRR, =
BRLUET,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

chix, AZY VORIRICAEZO-ILA, AZY IVORICEAICHRENIZCEZERLET, C
hz@ET2ICE, O-LOBmMZIE—LET, IAMOY-ILIEBEL, RICRTRSICNT
X—2%FEALT, TORMOO-IILZERL KT,

s EEENEITATARATTAWS H—ERAZBIRLE T,
e« 1—A4—A T, Use cases for other AWS services%i#IRL £JCloudFormation,

Select trusted entity we

Trusted entity type

DRAN] ZBIRLUET, O—J)LIC T,
& AWSCloudFormationFullAccessAdministratorAccess My OF7 UV AFA%2HF5LTLE
eV, LEI—R=DEFRODLSIZEVET,
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Name, review, and create

cccccccc

Step 1: Select trusted entities

Step 2: Add permissions

Tags

XIZ. CloudFormation AV —ILICRY ., RAZY U ZHIBRLET, chT, O—IIZERLEET
HIBRTEDELDICHRYWET, HFEIC, IAMOVY=)LIZBFHL, ERLEO-IILZHIBRLET,

O OURE
EC2 AYY—IASEC2A VARV ALOT AT

 LINuXEC2 A VARV AICOTA>F3ICIE, XOFIEICHWVWET,
e Windows EC2 A AR AICOTA>FBICIE,. XOFIEICHWET, XIZ. Windows
PowerShell 2BV TIONXY > REZEITLET,

A7 ZANZOFYRANOTORE

1. Cluster-manager: XDJFAA SV TZAZ—IZ—TJvy—OOJZBEBL. FTYRNITRYFL
x7,
a. CloudWatch OJ J )L —7" 5O I X T MO <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 41 > AZ > AM /root/bootstrap/logs 1L U
NIICHBDITXTOOY, cOEIVZIAVOBTHEICHDEC2 AV —IHISEC2AVAZRY
ACOTA2TB1 PSS ICVVIOENEFIBIZHST, A VAXAICAOJA 2 LET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. CloudWatch O J I —7 5O ITXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHDINTOOT, COEIZIVOBHEICHBDEC2AVY—INASECCAVAZVA
CATA2F21 PSS ICVIOENEFIBIZH ST, 41 AZAICATA2LET,

OJZBEICEETRHED 1 DEF, LNXEC2AVARVAASOOTDE D O—RkEo>3
VOERICHRSICETT, EVI-NBRAAZVARICBEYNET,

VDI O DUx &

X592 Amazon EC2 A VAR AZBET S

dA—H¥—N Nty a>8a TVDl 228 L FEVDI1, AmazonEC2 OV —=ILDA VARV A
DX TBEHE (CV) E¥T<env-name>-VDI1l-<user name>,
Linux VDI O M UXE

CcOEITIAVOBEBRIZHDAMazon EC2 AV Y —INASEC2AVARVAICOATA2 TS
DI OENEFIBEICH>T, Amazon EC2 IV —)LA 559 % Amazon EC2 1~
AZAIZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs# LT
/var/log/dcv/ T4 LI KNJICHBDINTOOTERBLET,

OJ&#WBIT2AHEN1 2@, OJ%s3ICF7Y7O—RL, FIHASEDO—RTBIET

To TOEDHICE, RKOARATYTILH>T120F4L IV NUASITXNTOOTZRBL, TV

7°|:|_ Hbﬁ?o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.%02, Rotwo>a> T, LRSS TVWASFIEICH>TVDIOJ0A D O0—ROT&EAD
\/D_Hl/ij-o
Windows VDI 0% M UX&

COEITaAVOBEICHDAmazon EC2 AV —=IAS EC2A VAR AIZOTA>T
.0 T2 OENEFIBEICHE> T, Amazon EC2 O Y =)L A S5Xtixd % Amazon
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EC2AVARVAICOY A LET, VDIEC2 41 ARV AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ /4 LI NUTITXTOHOOTZEWMELET,

OB d25E0 12, OJ%2S3IC7Yy7O—RL, TIHABSEATO0—RTBET

T, CcNETSICE., "AOEI>3Y T, CREETNATVBRATY ZICRVEIVDIOTDOA
O—R,

vDlOJ oA >o>O0—R

1. VDIEC2AZVAZVADIAMO—)LZEFHL TSI T I LAZHFAL XTI,

2. EC2O2VY—=I)ICBEL, VWDIA AR AZERLET,

3. FALTWSIAMO-)IZRBIRLET,

4., TFORAFUTOEMROYZAIA_1—OF IV RAFARIS—€0>3>T, RUZ—0
TRy F&IBIRL, AmazonS3FullAccess RS —ZBIRL £ T,

5. TURAFAZEM ZRBIRLT, TORIVS—ZTRYFLET,

6. TDE,. VDIZRATICESVWTLTOFEICH#>TOITZ2A I O0—-RLET, ED1-)ILBE
AVABRABILBYET,
a. LInUXEC2AARANSOOT DRI O— R Linux A,
b. Windows EC2 4 AZ VAN SOOT DA > O— R for Windows.,

7. B#EIC. O—J)L%#HEL TAmazonS3FullAccess RS — & BIBRLE T,

(® Note

INXTO VDIs, EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

LInuxEC2 A AR AA50O070A 7> O—R

OJ28 02 O0—RIBDEC2ZAVARVAICOTA2L, ROOAXY REXFTLTINTOOT %
sSSNTYRNIZTY7O—RLET,
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sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —ILICEBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, UEc7y70O—RL
f=<module_name>_logs.tar.gz7 74N EX D O—RL&ET,

Windows EC2 1 AR AL 50O 0A D> O—KR

O7%#X702O—RIBDEC2AVARVAICOTAV L, ROOAX Y RZRITLTINTOOT %
SSNTYRNCFTYZTO—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Z0#%, S3 AV Y—)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L., BEIA /NI Y MZBRL, UEcF7Y 7’O—RL
f=<module_name>_logs.zip7 74 I &EX D> O—RKRL&ET,
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WaitCondition TZ>—® ECS O OYXE

1. F7OSMENEARZRY JICBEL, UY—AZT%ERLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer - LogGroup ZEB L., OJ Y )L—7ZERL T CloudWatch OJ 2B & &
ER

3. ZOAJIIN-THhSEHMOOJTZMEBLET,

FERE

(N =Ry
s DZ7ONAA—AORAVITANENETZEEOTEREOQSA IS —
s FEAZYODOF—OO—IONBEREL Z V)

ID7ONAF—ADOFAV IV IANCLEBITZEEOTFERROTAIF—
il

OJ4>L&5&ELT, ID7ONAE—ADORIAV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEHEES, NAD—ROBVWHARAYINTVDAEENHYET, chidk, ATJ1L
&5 LTVWBI1—H—0/NAT— RFEIF Active Directory H—E AT BT MOVTIhH T,

EAR

1. Directory T —EAOAV YV =) TA1—HF—EH—ERATHIMONAT—RZVEZY NLE
C

2. Secrets Manager DY —EATHIOMONAD—RZ, LERTAILEHRLOWNAD—RE—
HIDELSICEFHLET,

« Keycloak A& ¥ U @ : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

« for RES: res-ServiceAccountPassword-... with #85: Active Directory H—ERXAT7 > h®/\
ADJ—R

N
I_H
i
L]
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https://console.aws.amazon.com/directoryservicev2
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3. EC2OVY—IICBEL, 95ARZ—IXZ—S¥—A VAR A% TLET, Auto Scaling
L=, ILWAARAOTF7O4Z2BBNICNUA—LET,

TEAZYIOF—00O—UFHELEZV
k=]

F—oO—0H—N=—HIZv>aL, Y—N—ZBRBLLELEECAZAZAD IPAEEEH
EHE, F—OO0— O BRNLEARMEA S XY, RESKR—ZILOOT A R=IAO—RICEKHK
TBH, O—RRETARYIL, BRENKEA,

BAME

Keycloak Z EEBZIRREICETTBICE. BEOATFARNSTIF ¥ ZHIBRL . Keycloak AR Y U
ZETF7O/MTBIRBENFHVET. UTOFIEICH > T LEEL,

1. Cloudformation BB LE T, T2 20F—VO—VBEEARY INRRENET,

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (RZY U
2)

2. Stack1l ZHIBRLE T, RARNETENERARY JRHEIBRTDELDICKRKOS NS, FVWEIBIRLT
ZARNENEARY O RHEIBRLET,

ARV INZELICHBRENTWR L EZRBLET,
3. ZCZTRESSSOKeycloak AZY U F>7L—hE2Z O O0—RLET,

4. HRENEAZYOEF»EKEUNTXA—REZFEALT, CORZYIEFHTFT7O
A1LET AZYVIDER ->FHLWUY—R (BE) ->BFOTTL—rDER -T2
L—K77A4ILOF7Y7O—RICBEL T, CloudFormation >V —I)ASTF7O4LET,
HIRENERAZY VERUADERBEAL T, REBNFXA—RZAILET, chS5OASN
l&. CloudFormation AV =) T7 4 )LX—%ZEL., Parameters X 7 ICBETSD & T, Hl
BRENLEAZY I TRRATEET, REB, F—R7, BREFTOMONTA—ZNTOARY
INTFA—=RE—HLTVWBR L Z2ERLET,

5. RZYIUNTFT7O/Echde, RIEZEEERATHEMBNIBVWET, ApplicationUrl l&, 77°'0
AENEARAZRYIOHEARTICHYET,
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BEEN o ERE

- BLAERE 2024.x

(2024.12 B KV 2024.12.01) 3L L\ Cognito 1—H'—#E B THEOERKRED KK

(2024.12.01 BAB1) DABRLARXA VA FERALT VDI CEE TR EE CEMETREAIIHET
S—HRETD

(2024.12 & & Tf 2024.12.01) Active Directory I1—H'—FBHBHRANIC SSH TEEHA
(2024.10) b@#fE h iz VPCs

(2024.10 BAHI) Graphic #LsRA VAR ARA4 7O VDI OEBICKBLEL L

(

(

2024 F8 AV A7 S ARNZUOF ¥ AMI EE D %

2024.08) IRETAIKNY THIL—KNTY NARN EARZLTL 74 O AEFERALT
Amazon S3/NT Y RO AEV) /EEIAKREI T RNTERZWN

(2024.06) AD I =T BICAR—ANEENTVR EAFTY T3y NOBERNKKHT S
(2024.06 LAHI) AD BEIF(IC RES ICRABE N TVWEWITIL—T X /)N —

(2024.06 LAHI) CVE-2024-6387, RegreSSHion, RHEL9 & &K T* Ubuntu VDIs D tEF 1 U T 1 f§
EEgEd

(2024.04-2024.04.02) VDI A 2 AZ 2V ADQO—NIC T EZY FEhTWAEW IAM 7 7 L AFF AR
SFRMEhELL

(2024.04.02 LA#I) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR AN BB - kKT
2

(2024.04 & & T 2024.04.01) GovCloud T® RES BB 0 %k B

(2024.04 - 2024.04.02) Linux {RFEF XY kv 7 I$ B BEIC "RESUMING, AT—RADEE
AU B ET

(2024.04.02 LA#T) SAMAccountName BHICAXFEEIBHEIXFNEENTWVS AD 1—H—
DEBPICERLELE

(2024.04.02 AR BHIEBHRANCT IV EATREHDTTAR—KNF—NENTT

BE R &8 2024 .x
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(2024.12 B KT 2024.12.01) F L LV Cognito I—H— 2 ERTIROERRBE DO LK
INT DOFHA
BED T ZEBUEX—ITL714v9A%EDAWS Cognito 1—H—& DI TR—ZI)EHT
BBLULSETBE<firstname>. <lastname>@<company>.com, Cognito 1—H—ZN E&EE
NEERKRANZ—2E—HULABVCEEZRTIT—HFRELET,
e Y
(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-
z0-9_1{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen
(-).The maximum length of username is 32.
\. J

CHOIZ—R, A—F—DOEX—ILTLT7AYIANS RES BRIERI—Y—BNRETRELE
¥, L. ".VDIs TRAMBI—HY—TREHWELEA, COMBEICKY), I—F—BOEKEIC
EX—=IL7TL74YTAD "VDIs TA—H—FNF BB ET,

FEEZTBIN—3

RES /N\—> 32 2024.12 & & T 2024.12.01

AR

1. ROOXV RERFTLT, N—2 3> 2024.12 cognito_sign_up_email_fix.patch®iHF&
l& patch.py& . /N—232 2024.12.01 cognito_sign_up_email_fix.patch®HE&E %=
AJO—RUET, <output-directory>Z/NYFRIVVIFRNENYFI7A4IN 2T
AO—R¥2F4LIKNJIC, & RESREDEF<environment-name>ICBEEME ET,

a. /\Y Fi& RES 2024.12 & U 2024.12.01 ICEAET XY,
b. NYFAU T NIZIE, AWS CLIv2, Python 3.9.16 LABE, & & T Boto3 FHBETT,

c. RESAWS A"F 7 O/4EhTWBATHIREY—3 2 CLI 25REL., RESIC&K>TH#
BEnNENTY NCEBZEIAU STV RAFUNf BB 2BRELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. NWYFROVFNENYFIFAUNFIO—RENETFALINICBBHLET, RO/NY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. RO Cluster Manager 1 VAR AZBRRELFE T, Amazon EC2 VR X ROV =)L
NEAVABVACKRTIBDEETEET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BB THES Auto Scaling FIN—TOT7 UV FT1ET1%ZF T Y VLT, Cluster Manager 1
AR ADAT—R A& L £ I <RES-EnvironmentName>-cluster-manager-asgo. #T
LOA AR AN ERICEBENDETHEEET,

(2024.12.01 BARD) HDARLRX A2 ZFERAL T VDI IZERT D & EICEMBEFERL
HELIS—HFHETS

INT DA

NDARLR—=ZRIIRXA 2 BREALTHED)Y —ALEE RES Z2F7O49 53
& . CertificateRenewalNode (& VDI ##: 0 TLS SIBAZSOEMICKBL., TROIS—HFHRELE
9 /var/log/user-data.log,
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"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

}

TOHER, RESTVITR—Z)TVDIs IC#EHTDE, net::ERR_CERT_DATE_INVALID
(Chrome) £ 7zl& Error code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox) EWS TS —AR4EL
x9,

EEEZ(TBRN—-3
2024.12.01 LAB1
B

1. EC2OAVY—ILIBBHLET, EVSBFDA VAR AN HDEE
[kCertificateRenewalNode-, 1 AR AZKTLET,

2. Lambda AV —=IICBEILET, EVWSERED Lambda BEHDY —A]1—REZHEFT -
CertificateRenewallLambda-., TRO2®»TWVW31T%&4EL ./acme.sh --issue --dns

dns_aws --ocsp-must-staple --keylength 4096, 5|--ocsp-must-staple®t % HiBk
LET,

3. F7OA4ZERL, O—REENBMIBBZETHEHFLEET,

4. Lambda BABZEFBHTRUA—T2ICR. TARRTCBHL., AN ZERLET, BNO
ADRYBEHYEEA, <hlZ&KV), Secret Manager T Certificate >—%2 L ¥ ~ & PrivateKey
S—OLYRNZEEFHITBAAZEC2 A VARV ANERENET, >—JL Y M EHFEhD
ELVAVARVARBENICKTLEY,

5. BEfED dcv-gateway 1 AR A% # T 9% <env-name>-vdc-gateway& &, BBIAT —
DTG IN=THHFLVWA AR AZBBNICT7O/T20EEFEFT,

IZ— 054

Let's Encrypt & 2025 (2 OCSP 7/ R—hZ#& TLE T, 2025 F 1 A 30 HLAE, OCSP Must-
Staple VO ITAKNE, UIOITANTOT AU NH OCSP Must Staple ILiR#eEZ S L IAIAE 7 LA
AICRITLUTVEVRY KBUET, FMIC DOV TR, hitps:/letsencrypt.org/2024/12/05/ending-
ocsp/ EBBLTL &L,
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(2024.12 # K T* 2024.12.01) Active Directory 1—H'—F B A BRANIZ SSH TEE
BA

NY OB

Active Directory 1—H'—I&, RES VI 7 R—RIIDIBRICHE > THIKEBRANIERETDE, 7O
L AFTEBIS—ZZTERYET,

ERBRARNTRERITENS Python 777U T —>3 2, RREBY BVIZSH, SSSD H—EARZ#
BTEELA, TORBR. ADI—H—RBARL—FTAVIZATLICHLTAATHY, OT1>
TEEXE A

EEERFAIN—T3a
2024 % 12 A 2024.12.01
AR

1. EC2OAVY—IDLSBERBRANA ARV AICEKELET,

2. |IDEA_CLUSTER_NAME T#r&/etc/environment U T#H L W{Tenvironment_name=<res-
environment-name>& L TEBMLE T,

3. AVARVATRNODIANY RZEITLET,
source /etc/environment

sudo service supervisord restart
sudo systemctl restart supervisord

4. RESTVITR—ZBIDETRICHE>T. BEAAEKRANIBEERL THTEEL,

(2024.10) f@#t = N 1= VPCs

INT DA

202410 RES VU —ATE., —EHET 4 RJLIRE®D VDI IZ VDIs BEIfFLEAEBMEhE L,
DHRERE., TAINYTRE > H—N—> YAV TRETEFT,

VDI BEFLEERRE, FBE iz VPCs ICT7O/4E N RESRETRYR—RENTLEREA,

HEEZTAIN—>3Y
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2024 £10 B

RAR

BE, SEOVV—RAIIEEFNZBECRVEATVET, 2L, RBEEhiz- VPCs VDIs ZF &
TELTDERFARETT,

(2024.10 BLA#T) Graphic i3k 1 > ARV A% A 70 VDl ORREICKBLEL 1=
ACLOEL:

Amazon Linux 2 - x86_64, RHEL 8 - x86_64. F£7=l& RHEL 9 x86 64 VDI AT 27 1Y DHskA >
AR AZRAT (g4, gb) TREETNDE, 1 VAR ARTOEDS I Z_VJRETRAEZYVLE
T DFEY, AVAZVAN TEBET L REICKEY), EETEICERDICEFEHY)FEFRA.

chlk, XServer A VAR ATEBYICA VAR ALE N BV EDICRELET, CONYF

BBRALES, 9274V IAAZVADYTIRNIDITAZY OO — R 1 —L% 4 X% 50
GB ICEX LT, IXNTOKEFEBEREZEA VAN =—INTEZEODTOBAR—AZEBRIZDE2HH
HLFET,

FEEZTBIN—>3Y
ITAXTOH RES /N—2 32 2024.10 BAHl,
BAME

1. ZBNYFROVVTRNENYFI7AINESVO—RTBT14L Y K<output-
directory>ICBZE#X., ZUATOIN> RT RES REDABI<environment-name>CEE
# % T, patch.py & graphic_enhanced_instance_types_fix.patch 2 0> O—RUL &3,

a. /VY Fld RES2024.10 O K BEARAENET,
b. /NYFRUUZNIZIE, AWS CLIv2, Python 3.9.16 LAf&, & & Boto3 FHETT,

c. RESAWS A*F7A4&EnTWVWBTHI =232 (CCLI ZFREL, RESIZK 2 THE
BENEENTY NCEBERAU S3 TV EAFAN BB 2BFELEXT,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

BEAN O R 2024.x 283


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch

Research and Engineering Studio I—%—HA KR

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. NYFROVFZRNENYFIT7F7ANNEOO0—RENLETFALIONICBBLET, AD/NY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. IRIE® Virtual Desktop Controller (vdc-controller) 1 > AR AZETIBICEFE. ROON R%Z
RTL, RRENTVB RESREOEH ZBEEMAET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BHEITHREDRX—TY NI II—THNIEE<RES-EnvironmentName>-vdc-extIC&E 225,
LWAVARAZRBELET, T 74V IAARAEZAICBRIBDHLVWYINIITRA
BYDICIE, PBELSEEBS0GCGBDARNL—IHHBdez2B8dLET,

(2024 £F8 A) 17 ZARNTZUF ¥ AMI EE O %fi
INYT DEEB

AREZFHFERFIX MNIRBETNTVSERICH 2 T EC2 Image Builder ZFEH L T AMIs Z #1859
&, BETORANKRBL, ROIS— XV E—IHFRRENET,

CmdExecution: [ERROR] Command execution has resulted in an error

chlk, RFIXVINTRHUEATVRIHREFEREREI7AILOIZ—HFEREETY,
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EEEZTBIN—>3Y

2024 £ 8 A

mAE

# L LW EC2 Image Builder Y —RXZERL E£7,

(RES AV AZVAAIC AMIs ZEHEL 2 e BVEEARK., UTOFIBICHWVWET )

1. EFE N res-infra-dependencies.tar.gz 77 /I &EZ D O—RLET,
2. AMlIs) OEER??2?2, LB TVBRATY TILRHVET,

LAET M EC2 Image Builder VY —XOBRIA :
(RES M VARV ARIZ AMIs ZEfBEL TVWSHEIE, UTOFIEICHVET)

1. EFE N res-infra-dependencies.tar.gz 77 /I &Z D O—RLET,

2. EC2Image Builder - 1>7/R—% >~ - RES AMIs O¥BRAICERE N EIVR—F > NED
Dy OULET,

3. Content - DownloadRESInstallScripts A7 ¥ 7° - input - source [CJ ARENTWVS S3 DIFFT
EEEHEHET,

4. LFREOD S3OBAICKE., RENCERET A ERERRT7TAIIFEENTVERT, COT7MI%
RADATY T TEIVO-—RLET7AIILICEEHBRRAET,

(2024.08) REBF AT RY THIL—KNTY N ARN EHAZLTL T4 Y O A% ER
LT Amazon S3/NT Y NDFEKEY) /EEIAKENTRNTERZN

NT D

SHI:I

B

Research and Engineering Studio 2024.08 i&, JL— /X7 Y N ARN (DFEY, ) ENARLTL
JA4VORA(ZAPIVRNEERLERTODIORNRBEI—H—F) 2FEATREE, RETAINY
T4V TSANTUF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VAR ANDZRHKEY) /EE
AR SINTY RON I NMZRBLET,

COBBOREEZZTEVNTY RRERXRDESY T,

- RAWMUERNT Y N
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« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHARARLTL74vOA (AP IV NBFELERER7O0 IO RNBEI—H—B)n—HP&L T
L74YOREHEINTY NOFTAHEY) IEERAHK

« L—=KNNTY NARN ZHE2H, DARLTL T AV OANBEWNTY NOFTAEY) /EEIAK

VDI A VAR AZ7OEDa - I LE#E, TOSINTY NIEBEEAEYIDNTFALIRN
DIZENTY MR RENELRBA, WDION IR FALIORNIBEFEELETHN, TF4LID
DIEzZ=IC&Y), NMTY ROBEOIVTUOVRREEFNEFRA, X —ZFI)IZ2EALTF(ALIKNY
774 2&&IALE., T —Permission denied, unable to write a fileA"AO—<&
N, 77MIORBREHIETS SSNTY NMITYZTO—RENEL A,

HEEZTAIN—T3Y
2024 % 8 A
B

1. NYFRIOVVFNENYFT74) (patch.py B&LY
s3_mount_custom_prefix_fix.patch) ZF U O—RTBICIE, XROIN REETL,
ENYFRAROVTNENYFTI74IL %A 0—RFB<output-directory>7F4 LU KNV
ICEZEHZ., % RESKREMAH<environment-name>llBEMRZXFE T,

a. /\YFIE RES2024.08 ICOKBRHENET,
INYFAO VT NI, AWS CLIv2, Python 3.9.16 BAf&, & KU Boto3 HFHETT,

c. RESAF7OA/4ENTWVWBTAHIRNEU—232 0 AWSCLI Z258FEL., RESIC&KD T
ERENENTY MCEZATESHD Amazon S3 7V AT BB 2BELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. NYFROVFNENYFIFPAUNTIO—RENDTFTALINICBBHLET, RO/NY
FIAN RZRITLET,
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IRIZE® Virtual Desktop Controller (vdc-controller) f > AR AT I BICEFE, ROINY R
ERITLET, (HRWNDATY 7T ENVIRONMENT_NAMEZ# % RES RENDBHIICREFH T
9),

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
T7ZAR=KNVPC Y RTYTDHE, RET>TVAEWESRIE. <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaB8%iC &
HJAWS_STS_REGIONAL_ENDPOINTS&{EA" Environment variable® ZiEmL T
& Wregional, EFMICOVWTR "o@E iz VPC F7°04 O Amazon S3 /N Y b
DEIREFEH) 22RLTEZL,

4. BEITHEDZ—TY NTI—THNEE<RES-EnvironmentName>-vdc-extl 2775,
IL=KMNTYRNARN EARZRLATLTAYVIOANELLKN I MENLERARY) /EZIAHK S3
NTY RZ2ED2HLW\VDIs ZEBETIHEN HVYET,

(2024.06) AD FIL =T BICAR—AFEETFIATWVWBREAFY T2 a3y NOBERNIELH
CR:

il

AD I —TICBBICAR—ANEENTVSIHES. RES 2024.06 LB ON—23a DR FTY S
2av hNEBEHATEEzEA.
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PS5 AR—I F— ¥ —0 CloudWatch % (<environment-name>/cluster-managerd%¥' ¥
L—=70OT) Ik, ADEABHRICAOIZ—HFEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

IZ— UATOEHZ®RIETIIIN-—TEORE RESHARZTAND ENRRETY,

« PNFERNFDASCIXF, BF,. Zv>1 (). EVFR(), PYHE—AO7 () DHhZED
BENTERY,

c AV () BHRADONFELTERATEREA
« AR—RAZEHDERFETEXLEA,

HEEZTAIN—>3Y
2024 F 6 A

R

1. NYFROUTRNENYFT7A)L (patch.py & KT groupname_regex.patch) &5 0>
A—RFBICE. KOOV RZEFTL, 27 7AIINZBRETST 1L U ~<output-
directory>lZ, % RES REDHHI<environment-name>ICBZREET,

a. /NYFIERES2024.06 ICcOABEHENET
b. NYFAIUT NI, AWS CLIv2, Python 3.9.16 JAF&, & Boto3 NF'HETT,

c. RESAWSAF7O/4/ENhTVWATHVORED)—=2320CLIZBREL, RESICLT
FERENENTY NCEEIAC S3TIVEAHAN D L ZHEL T T,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch
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2. NYFROVFNENYFIFAUNTIO-—REABTFTALINICBBHLET, RO/NY
FOAN RZRITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIZEO Cluster Manager 1 VAR AZBEHIDICE. KOOANY RZEITLET, Amazon
EC2NRIAVRNIAVIY—IDEA VARV AZRKTIBDEETEERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
CONYFTRE, ADTIL—THBICNXFERXFO ASCI XF, BF., §v21 (), EV
RO, PE—=AOT (). BLTEFARN1~30 DAR—AZZODENTEXT,

(2024.06 LA8T) AD REHIHIC RES ICEBEhTWEWITIL—F X2 /)N—
INT D EH R
GroupOU #" UserOU £ BB 35S, YIL—TXN—E RES ICELLKEHichFELA, UserOU

RES &, AD VI —7Hr581—H—%2REPL XS5 LT D&, |dapsearch 71 I X—&EERLET,
WEDT 1 )LZ—IF. GroupOU NTF X—Z D14 I UserOU GroupOU NT X —R%ZF5> THEHA
LET, TORR, RRFI—H—ZBRIENTEFEA. ZDEER UsersOU & GroupOU A
BERBDAVAZVATORFEELET,

EEEZFAIN—T3

FTANTD RES /N—2 32 2024.06 LAB]
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B

BEZBATSHICE, ROFBEIZCKRVWET,

1.

patch.py A2 1) 7° N & group_member_sync_bug_fix.patch 7 7 4/ JL&Z > O— RT3 IC

. XOONV RZR7TL, 27740 2Z D72 O0—-RTBO-HILFT1L T KY<output-

directory>ICEZMR., Z/\YFZERA TS RES O/N—> 3 <res_version>IlBEEH:Z

£9,

® Note

s NYFRIUT NIIE, AWS CLIv2, Python 3.9.16 LAf%, # & T Boto3 NFHET

ED

« RESAWS A" F7O4EhTVWBTHINEU—2320 CLI ZFREL. RES IC
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

« NYF& RES /N—2 32 2024.04.02 &£ 2024.06 DHZHR—KLTVE

T, 2024.04 £/l 2024.04.01 ZFEAL TVWBRERIE. T ICEBBEhTVWSFIEIC
H2TRAFT—N—23a0EH., NV FZERAITIEIICEITRIESR 2024.04.02 |

EHTEEXRT,
« RES /\—232: RES 2024.04.02

NYFEAI>O0—RD>2: 2024.04.02_group_member_sync_bug_fix.patch

+ RES /N\—>32: RES 2024.06

INYFAI>0O0—RD>%2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
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2. NYFRIVTFRNENYFITI7ZPANNFTOO0—RENBDTFALINJICBEBILET, XDO/\NY
FIOANX> REFEITL., & RESIREMZHI<environment-name>l_BEZEMRZI X T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. RO cluster-manager 1 VAR AZBEHITAICE., XOOAN REERITLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 # & U* Ubuntu VDIs Ot
F1UTAHeHEM
XY OB

regreSSHion &M (EN 3 CVE-2024-6387 Ik, OpenSSH H—/N—TRE BTN TVWE T, CDiEFHEH
ICkVY, UE—HMOFRIAENTVEVKREEZFIZ—TY NF—N—THEEOI—RZERITITDEN
TE&, B2 BEEIC OpenSSH 2R TR AT ALAICERBVARAVZEESLET,

RES 0B4., EERTERIRERAXARANERAL, REFAIRNYTIZSSHEIhET, BihA
RANGZOMBUENEEEZZTERA, L, IXTOHORES/N—2 32 TRHELI & T
Ubuntu2024 VDIs ({RREBTFAIKNY TA VT SARNTZOF ¥) ICEET BT 7 )L MO AMI (Amazon
NOAX=V &, EF21VT1OBRICHL THESES OpenSSH /N—2 3> ZFEALE T,

2%V, BEF®O RHELY & &K T Ubuntu2024 VDIs FEAZEND A[EEMA BV T, REEFHEH
BRARNNDT VAN BEICBEIET,

BEOHMICOVTE., C55Z2RLTSEZL,
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EEEZTBIN—>3Y

FANTH RES /N—2 32 2024.06 LAHT,
ERE

RHEL9 & Ubuntu B &55%, X1 UT 1 DHEEHEZEETS OpenSSH AONY FZ2))—R
LELE. chslE, 7Y RT3 —LDENETERONY T—IXZ—IJv—ZFEALTTITESE
ER

BEF ® RHEL9 % /=& Ubuntu VDIsA" & % 15& (&, AT M PATCH EXISTING VDIs O FJEIZHES C
EZHEOLET, SEO VDIs IC/NY FZEATSICIEF. PATCHFUTURE VDIsOFIBEICHES Z &
ZHEOLET. UTOFETRE, AVVTRZRTLTTIY NI —LDOEFH%Z VDIs IZEAT
BHEICODVTHBALET,

BE1EZ® VDIs
1. BTEOITANTO Ubuntu BLV RHELOVDIs IC/NY FEZBA TS AOIAN REEZFTLET,

a. NYFRIUT NI AWSCLIV2 A"BETT,

b. RESAF7O/ENTWVWABTHIRE)—=232IC AWSCLI ZEREL. AWS Systems
Manager Run Command %3159 % =& M Systems Manager 7 7V L AFAIN & D & &
RLET,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}"'

2. RunCommand R—Y TRV T RN EEICERTENE L E2WETEET, OV RBEXT
HZOUY oL, BHEOONRID ZiEIRL, IXTOALAZ>AIDs IZ SUCCESS X v tz—
INHBDEEZERELET,

kD VDIs/NY FZEAT S

1. WNYFROVVFTRNENYFT7A) (patch.py & update_openssh.patch) 2> O— KT
iCi&k, 277402202 0—RFB5F 1LY KMU<output-directory>lZ, % RESRE®D
FBl<environment-name>IZEEMA T, XOIN REEITLET,
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® Note

« /NY FIE RES2024.06 ICOAKBEAENET,

« NYFRAVUTZNIIE, AWSCLIv2) ., Python 3.9.16 LAF%, & & Boto3 A"HET
9,

« RESATF7O04chTWAT7AHIhEU—232IC AWSCLI OOE—%ZERE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H S C & ZHE:R
LEY,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIANY REZERITLEY,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRREZFEAL T, BIE®D "Controller 1 VAR A= BRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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/A Important
fFXRD VDIs ND/NY FiERAE, RES/N—232 2024.06 ABETO &P R—RMENTVE
T 2024.06 LY BID/N—>3 > O RESTRIED/KD VDIs IZ/NY F2ERATRICE, &
T OFIEZFEAL TRESREZ 2024.06 IC7YTIL—RLEITADY—NN—230E

(2024.04-2024.04.02) VDI 1 2 AZ 2 AQOO—)ICTFRY FENTVWEWVWIAM 7V &
AFFHRANREEhELLE

il

BRERFAIONY T2 aoF7OP IV NOT IO LAFTOERBREZB I ICHEL TOWEV,
nE. IAMPermissionBoundary /N X—R TERBENLET IV LAFAOERN, TO7O0I7 6
OERFICTOP TV NIEIICEYHTSATWEVES T,

FEEeZTAIN—T3Y
2024 F 4 A - 2024.04.02
BAME

VDIs A 7O T O NCEWETSNET IV EAFIDORERZENICHRETEDLSICTRICEF, R
DFIBICHVNET,

1. NYFROUVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBDICIE, ROOANY RZRITL,
Z#77ANEBRETSO—NILFT14L U N)<output-directory>ICEZE#RAFT,

a. /\Y Fl& RES 2024.04.02 ICOKABERAETNE T, /N—32 2024.04 F/=l& 2024.04.01 ZfE
ALTWBHER, XAFT—N—23V0FHMO2VWTNTUY I RFIXVNIREHEE L
TVBFIEICH 2T, RIEZ 2024.04.02 ICEHTEFR T,

b. N\YFAU T NZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESAWS A"F 7 O/4EhTWVWBATHIREY)—3 20O CLI 25REL., RESIC&K>TH
BEnNENTY NCEEIAU STV RAFUNf BB 2BRELET,

BEAN O R 2024.x 294


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFROVVFRNENYFI77ANDN RO O0—RENDFALINIICBELET, XD/N\NY
FIAX > R%EFEI{TL., %Z RESEEMRZHI<environment-name>llBERZ X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESREMAHI<environment-name>lBZEMA T, OOV REETULTREAD
cluster-manager 1 > AR AZBREBLET, Amazon EC2 YR AV NIV —=IA 51>
ABVABKRTIDELEETEERT,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AZR > AN &
KBTI D

il

Amazon XA X—2 (AMIs) &, BENERKET RES TREFRAVKNY 7 (VDIs) A>T Y S
ITHEHICFEAENRET, FEAMIICK, V=230 ZEICERS IDABEENS TS TVWET, RES
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T ap-southeast-2 (> R Z—) T Windows Nvidia 1 VAR AZRBETDLSICEREE /- AMIID
FEREELLDHYFEHA,

CDRATDA VAR AFZEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
ICRO>TUARNERTVET, KD VIC AMIID ami-027cfbe7le2es42f4 ZEATIHEN BV
x7,

77 #) MO AMl ami-0e190f8939a996caf TA VARV AZRBEL LDETHE, ROIT—
FRELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

RE?7AINOBZEL. NT2BRIDFIE :

« ap-southeast-2 J—2aIC RES #7704 LF T,

» Windows-NVIDIA DF7# ) KRYTRITFAREY Y AMIID) ZEALTA VAR AERLEL
Fdami-0e1901f8939a996caf,

FEEZTIN—>3Y
FNTDRES/N—2 32 2024.04.02 AN EZZTET
BAE

LTOBMEIE RES /N—> 32 2024.01.01 TTFTARENTVWET,

c ROBETHLWITRIITARY VBRI S
* AMI ID: ami-027cf6e7le2e442f4
« ARL—TFT 42T AT A Windows
- GPU #i&Jt: NVIDIA
« BN ARL—=TH AL X (GB): 30
. 8/} RAM (GB): 4
c ZOYTRIVITAZY UV ZFEAL T Windows-NVIDIA f VARV AZRET S
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(2024.04 & & T* 2024.04.01) GovCloud T® RES HlIBR D 5k 8L
FSRE

RES HIBf7—% 70O—H, UnprotectCognitoUserPoollLambda &% THIRE h 3
Cognito 1—H—7— )LD HIBRREZE/MICLE T, Lambda DETE., IC&>THBEELE
9 InstallerStateMachine.

BmA)—>32& GovCloud V=232 TF72)LNO AWSCLIN— 3V FEBS I
& . Lambda Mupdate_user_poolMT'H L & GovCloud V—2 3 TRELET,

GovCloud J—2 3> TRES ZHIRL K5 ETDE, ROIZ—HFRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT=BHRIZFIE:

« GovCloud V—>3a>ICRES #F 70495
« RESAZY U %HIKRTS

EEEZTBAIN—3
RES /N\—2 32 2024.04 $ & U 2024.04.01
AR

RES /N\—232 2024.04 Tk, ROBEBMERNFTAREHTVWET,

« UnprotectCognitoUserPool Lambda %& <
- WBMA: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s TUBRALEE > wE > T 24 L > RT7F Python 3.11 ZZ#RLE T,
« CloudFormation ZHAZ £ 9,
« RES A& Y U OHIER -> Retain Installer Resource UNCHECKED -> Delete DEXICLE T,
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(2024.04 - 2024.04.02) Linux {RETF AU kv 7@ BEBEFIC "TRESUMING, AT—2X
ADRFICBDAREANBUET

Ll

Linux (REBFAIRY 7R, FRXRLEGATD1-)IEnFLEEICBEBHID L.
"RESUMING) AT—RADIRICBEBDZENBYNET,

AVARAEBREBHL =%, AWS Systems Manager EFH LW DCV Y > a> &ERT S
EFOHOVE—RNINY REZTET., XxOOT XY t—H vde-controller CloudWatch 0%
(<environment-name>/vdc/controllerCloudWatch OJ JIIL—7"OTF) ICH V) £ A,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

EErZTBdN—3ar
2024 £ 4 A - 2024.04.02
BAR
"RESUMING, RETARAZY VL TWBRRBTFAINY 7Z2EBTBICE :
1. EC2OV V=LA SHEEA AR AL SSHELHELET,

2. AVABRVATAROII>Y RZRITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBEBIDIDZEFEXRT,

FLWMRETFRAIRNY 7HAELUBEICHRSBEVRSICTRICE :

1. WYFROVTNENYFT774)L (patch.py KT vdi_stuck_in_resuming_status.patch) & &
JO0-RTBICE. ROOX RZEFTL., 2774V EERETSDT 1L U KM<output-
directory>lICBE#AET,
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® Note

« /NY FI& RES 2024.04.02 IZOABERENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHIhE)—23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEERAU SIS TV ELAHAN HD L Z2HWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch

2. NYFROVFTNENYFI7ANDNRTDO0—RENDTFALINIICBEILET, AD/NY
FOAN> R%#FETL., % RESEEOHEHI<environment-name>llBE#]Z., % RESA'F
O/4EhTWBJ— 3 <aws-region>ICBEBRAET,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IRIED® "Controller f VAR AZBREETAICIE. XOONREETL., Z RESEENE
Bl<environment-name>ICBEWZXE T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LABT) SAMAccountName BHIC AN FER LRI FHRXFENFEENTLS
AD 1—H'—OEHBICKBLEL -

L]

SSONPBLLEELE2HEM 2 D>OAD ABY ALY N7y TEh3d &, RESIE AD 1—H—
ODRBICEKBLET, VFARX—IZX— ¥ —0 CloudWatch d% (<environment-name>/
cluster-managerdJJI)IL—7"0OTF) 2k, AD BHFICRODIZ—HEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

IZ5—&. U TOEH#EFEET SAMAccount I—H—ENDdh%ZE RESHAZITAND CENERTT,

« NXFDASCIXF, BF, EUFR (), PUYH—AOAT7 () DA ZEEHBDENTEXRT,
s EUFRFERTUVHA—AOATR, BNFRLRREERONFELTHEATERE A,
c 2DDEFLUEEVARELFTUVA—AOAT (v v . _BE)ZEHDIERTEXREA,

EEERFAIN—T3

2024.04.02 LAHy

B

1. WYFRVVTNENYFT 7 A)L (patch.py & samaccountname_regex.patch) ZX >/
A—RIBICE. XOON REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>lICBE#AET,

(® Note

« JNY FI& RES 2024.04.02 IZOXBERENET,

« NYFRAUUT KNIk, AWS CLI v2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

BEAN O R 2024.x 300


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Research and Engineering Studio I—%—HA KR

- RESAWS A" F7O04&EnhTVWBTHIhEU—23 20O CLI ZFREL. RES IC
KOTHERENENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFRIVFRNENYFTI7ZPANNFTDO0—REBDTFALINJICBBILET, XDO/\NY
FOAXY > REZEITL. & RESEIEOSHZRI<environment-name>ICBE]Z E T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIZO Cluster Manager 1 VAR AZBREEBTSICE. ROONY RZETL. Z RESRIE
D& Fi<environment-name>lICBEEAE T, AmazonEC2 YRI X ROV =LA 54>
AR ABKRTIBDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LARD) AR BRANCT IV EATREODTTAR—KF—HFENTT

Ll
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A—H—HNTZ4ARXR—rhF—2FdV2O—RLTRESVITR—FIIHSEIABRANITIEA
TRE, F—OEANELLHBYEEBA, BHOTHF1TELTEIO-—RENDLH, F—5H

BYHCRNET, FOVO-RLEF—ZHEALTHEIEBRANITIEALLSETRE, AOT
T—ARRENKT,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

EEEZ(TBRN—3>
2024.04.02 LART
BRE

COTSOHRIEEEZ(TREVEYD, Chrome Z2FALTHF—2A T O—RITBEE2HBEBOHLE
9,

FhE, OBICHFLWVWITZERL., OERIIC----- BEGIN PRIVATE KEY----- BOITEERL
T F—T7ANEB7#—IVYRTBDEETEET----- END PRIVATE KEY----- o
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- =z

S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)
Y—ER)SAEVANRFBLTVET, COBERE. chsnSA Y RAEEEEZIC7OEY 3
VUTBOICRIUBEET, Z2FATRIEETEEXRT, ChIZKVWAWS Systems Manager Session
Manager, RDP ZEHEFIC. ROP S/ 2 AZHEE R FIC AmazonEC2 A1 VARV A
E—rhTOJATEET, BMOVE—RFRINYTH—ERTA VAN DVELZZERE, U
E—K~FAY MY 71— — CALs%Z Microsoft & /=& Microsoft 4 2> AV EZ—HSEBATS
VENBYNVES, PITATRITINDITTIIAT IV AEEODVE—RNFRAINY S 1—H—
CALs L ZA VY AFEVTAORRINFHY), 74N (HB) THIRBEICHBITAWS TEF
T VINDITTFIAT VAT A EVAETEVTAOXD)Y RELTTAM 2 AZHFBIA
CHEICOVTE, FAQOZOto>avz#S5RBLTLSEEL,

BEREG, FECRF N TV2EHREZMEICTHMMIZEEZESIENDELET, CORFIX
K (@) BFEBREHOKAZHENELTVET, b)) BREVRBORMET S VT AERLET
AWS , FELBLICEEEChDAEMNI BN ET, BRT (). AWS B LRV ZNEELHENSD
SYRMXYPMNKERRIEZERLEFREA. 7T 4V —F =& licensors. AWS products & 1= (&
H—EA, RIAELT "HREE) TRMHSKET, KRR, FLEHSWI2EEOEH. HRW
PERTHANCADIDST, BERICKNTSD AWS BEFEEEMERF AWS ZHICL>TEEEINET,
ODRFIAIXNF O—HTEHYERBA, EEFEEThELA, AWS ETOBETEDODEDOEN,

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DRBEICEIVW TS/ AENET,
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yETay

SEMICOVWTIE., GitHub URT RU® CHANGELOG.md 77 AL ESBLTLSEEL,

A £E
2025 F 3 A « V) —ZAN—=232 2025.03
EmEhlizto>a>r —

s JOAD IV RNZEMICTS.
e 7O0ITVRNZHEIRLET, .
« JARDHA Y 17R— K.

TEEhiEtwI>ay —

« REFRAIKYT.

« YV7RTJITAZRY D (AMIs).
« RES %> AMIs Z5%E T 3.

- TAUNYTRE.

« SSHT7 VtEADEE.

« Active Directory M [EHA.

2024 £12 B « DYU—AN—232 2024.12

BmEhiztoy>3a> —

« Active Directory M [EHA.

s FRAONY T T O A DRE.

« 77ANT IO T O ADEE.

SSH 7Vt ADXE.

« Amazon Cognito 1—H'—0tY N7 v 7.

Egcnfctwo>ary —

- RENDER.

« 75AR—KNVPC 258ETD (/>3
).
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Q—H—H1 K

B

2024 £ 10 A

2024 £ 8 A

2024 £ 6 A

2024 £ 4 B

2024 £ 3 A

EE

« DU—AN—=232 2024.10: DHR—K%
B —
- REQER.
« TROKYTHETOT77A)L.

s RERTFAIVRNYTAUR—TIAAQOBEH

e YY—=AN—232 2024.08: DHR—KN%

B —

« Amazon S3 /N Y N % Linux Virtual
Desktop Infrastructure (VDI) € 2> A X >
ACNIVMTB, "Amazon S3 /N VY
b1 ZZRBLTLEEV,

c WARLZAD TV NOT VLA, B
FOO—IINDHAZRIARENAR LO—
JIDEMZAEEICTDILET JEAFTE
TNe "POEAFARD— 25RL
TLEEL,

e A—Y—HaA R bFI)INa—FT142001
v>aveERREALUVELE,

« V=A== 32 2024.06 — Ubuntu #
R—h, 7O T I NFARBEEOT VAR
A,

« I—Y—HA R: ZEBN FTEREZERTS

1)) —ZA/N—= 32 2024.04 — RES X%
AMIsE 7O TV NEBTTL—b

FOMONT I 1—FT 14T KNEY
2. CloudWatch Logs O#R¥F, Y1 F+—/\—
DATVOTUAVARN=L
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B xE

2024 £ 2 R 1) —AN—232 2024.01.01 — F70O4 7
7 L—NEEH

2024 £ 1 R )1 —AN—232 2024.01

2023 F 12 A GovCloud MIERET> 7L —hZEM

2023 F 11 A AE))—A
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BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.
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