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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"sso:DescribeRegisteredRegions",

"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
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"Statement": [
{
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"Effect": "Allow",
"Action": [
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"organizations:DescribeAccount",
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"sso:DeleteManagedApplicationInstance",
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"Statement": [
{
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"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

AWS Y Z—< R7R 1) =, —: AWSrePostPrivateCloudWatchAccess

Z DR —IE, re:Post Private H—E A A" CloudWatch ICTF— 2 EZRTITHEZHFTLET,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

]I

AWS Y Z—T RARUZ —



AWS re:Post Private OAVY—=IEBAHA R

"Resource": "*",

"Condition": {

"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

AWS re:Post AWS EIEBR) S —ADTTAR—NEH

COY—EANCNSOZEENETHZFHIE L LD re:Post Private ® AWS YXX— RARD S —D
EHICET3HMERTRLET, COR—IJADZEEICBHTZIEHT7S—NNIOVWTRE, RFI XY
RERE R—JMORSS 74— REBGELTLSEETW,

RDOEKIE, 2023 F 11 A 26 HEABER®D re:Post 75 ANXR—KNEBARVS —DEERZEHZRLTVE
ER

rE Bk =E§]
FLWHRUS — - AWSrePost  CloudWatch (25— X & 4T 2023 £ 11 A 26 B
PrivateCloudWatchAccess THILEHOFHLVEER

:/_

#FLWARY S — - AWSRepost  AWS re:Post Private ® AWS 2023 £ 11 A 26 B
SpaceSupportOperationsPolic ~ H7R— N#gEDFH L WEER

X U :/_
re:Post Private 2" Z % 0 & #F re:Post Private /X AWS YX&— 2023 f£11 A 26 B
ZRBLEL L DRRVS—ODEEDEH %

ke

AWS Y Z—T RARUZ — 20


https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re:Post Private aAVY—=IEBAA R

AWS re:Post 72AR—KNIDETIOERAORNZ TN 2a—F142Y

re:Post Private & IAM Z{#EF T 5BRICRETDAEMN HD —BROBBEOBIMEMBEICE, AT
DEFESEZICLTLSEETL,

KeEY D
 re:Post Private TP 023> %ETIDERNI HYELBA

 iam:PassRole ZE 1T I D#ERENHV EHA
« BO®O UADIT—H—IZ re:Post Private VYV —AAWS PHI KN ANOT O AZRFAL =0

re:Post Private TF7 97> 3> %2 ERTT2ERNIHYELA

TO2AVERTIBDERIBVEVWSIZ—ARRENIEZBEERE., TOTIIIVERITTED K
SRV —2BEHIDHBENHUET,

ROIZ—PlEk, mateojackson IAM 1—H =NV —=)IZEAL T, 5 my-example-
widget VYV —RAICBHTIHMBBERRLIDELECEEZREL T, TORICHKE
ZrepostPrivate:GetWidget 77 L AHFAZHE > TV B VISEEICRETIENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetlWidget on resource: my-example-widget

CMiI/FE. repostPrivate:GetWidget 79> 3 EAL T my-example-widget') VY —AAN
DTV EAZHTTDELSIC, mateojackson I—H—DRUS —ZEFHITHIHEN HVYET,

HR—MABEZFERE. AWS BEEZFICHEBVELESEEV, Y121 UFRIEHRERAL 128
HENEEETT,

iam:PassRole ZR1TT 2RI DY) FEA

iam:PassRole 7923 #2792 ERIBVEVS IS —HFRRENEGEEEF., RUS—%F
¥TL T re:PostPrivate DO —I)LZ BT ENTEDLSICTIHEN HVYET,

—#D AWS O —ERX T, HLLWH—EAO-ILFLEY—EALCUVEnLO0-ILZER
TRIRDYIC, TOH—EACRFOO-NZETENTEXRT, TOLHICE, Y—EARICO—
N ZBEITHERNILETT,

ROBIOIZ—F, EVWSIAMI—Y¥—A32Y—)LZEAL T re:Post Private marymajor T7
923V aERITLERDIETRERELETT, £EEL, COFTO2a2EY—EANERTITRICE,

NSTNa—F42Y 21



AWS re:Post Private aAVY—=IEBAA R

H—EAO—IASHEETNLERIBETT, XTU—CR, O-JIZY—ERACEIHALNFH V)
Ft A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7O IV NR{TEHFIU T B4
ENFoVEY,

BR—MABEZSEERE. AWSEEBELCHSBLELELEEZV, YA/ ERERERMEL 218
UENEBETT,

B2 0O 40T —H—IC re:Post Private JY—AAWS PHIKNANOT I A%H
AL zw

OTATY NOI—Y—PEBADOAN, VIY-ALLTIVELAIZLEHICEATESO-IZ2HEK
TEFET,. O-ILDEIERTZERXIRI—H—ZHEETEXRT, VY—AR—ADODRIZ—FI:
E7 2RO MO—-)LJUAN (ACL) EHR—KNFTBH—EADHE, ThS5ORUI—ZFEAL
T VI=ANDT I ERZNFETEXRT,

A OVTR., UTZZRL TS EE W

« re:PostPrivate 'S DEEZEHR—KNLTWVWBAESHAZHERETSICIE. ") 25BLTLKE
& L\re:Post Private 2" IAM & E#9 3 5%,

s IBEAWS 7AHDORNLTWVWD OUY—ANDOT IV EAZRMHITZHECOVWTRE, "IAM 11—
H—HAR, O "TFEAWS PAHDE LTVWREIO O IAMIA—F—-ANOF7 IV ERAZRET S
ZZRBLTLKEZL,

c DY=ANOT V7 ERAZY—RN—FT A —ICBHIZHFELOVTEE AWS 7HTUZ M, 1AM 11—
Y—HARD "B—RN—FT A —AWS TAHI K FFIETE NOT7 I AZRRETS ) 25R
LTL<EZL,

- D7IFL—232ENULTITIRAZREHETZHFECODVWTR., TIAMI—Y—FA KR, ®
"MARBTHRIAEE MDA —HY—(ID7IFL—3NAOT I EADHFA, Z22RLTLKEZL,
s JOATADVRTORACHEFZO-INEDY—AR—ADRI S —OERFEDEWVICOWVT

. "IAMA—%—=HA R, O "IAMTOIOAT A RDI)I—ANDT IR, Z2ZRBL
TLEEL,

NSTNa—F42Y 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS re:Post Private aAVY—=IEBAA R

AWS re:Post Private O > 7' A4 7 > ARSI

AWS OH—ERAANREOIAV T AT ATOAV S LNOEERNICHRDHAESH ZHETSIC
. "AVTSA4T2AAWS O —ER J7OJZALICLDR/REERN, 285RBL T, BLOH
BPAVTZATVA7AVZLZBRLET, —MHEBERIZCOVW TR, AWS " Compliance
ProgramsAssurances ZZ8B L T<E&E L\,

ZERALT, Y—RN—F 1 —OEELR—NZHAI>O— RTEET AWS Artifact, FHIICDOWT
l&. "Downloading Reports in AWS Artifacty 25 B L TS E&E L\,

EEATH ROBEEOAVTSAT U ABFEFANS DH—ER F, BEBEOTF—20MEMY, &
HOOAVTSA T ABW., BREhDEESLIOCREICE>TREYES, F. O>TSA4TF>
ARIDUTOUY—AAWS ZRELF T,

c EFXFAVTAQAVTZATAETNFT VA -0V ) 1—-23VERESNA RTRE, 7—
FTFOFrTLOERBEICOVTHAL, EF1VTA VT4 T AOKEZTTO/4TS
FIEZRLET,

« HPAARISH—EAD) 77 LV A -HIPAA RIS —EAO—BFfRHEATVET, IXTO
AWS OH—E X #" HIPAA DRREBDDITTREDY £ A,

c AWS AV T ZATVAVI—A-COIT—=0TYOEHARODOAL VIV, BEEOERY®
WIHICERAE D EEF Y ET,

« AWS WARXY—AVTTZAT VAHAR-AVTSAT O ADBRD) SEEREETT I 2B
LET, cOHA R, BHROTL—LD—0 REBEILZEFMHFIEFT (NIST), Payment Card
Industry Security Standards Council (PCl), EREE#4E (1SO) 288) OEF1 VT4V N
O—IIZ2®REL., TOHAMIAIZAWS DY —ERAIYETITBREODORANTTIT14A
ZBREHEENDTT,

e TFEROV/N—HAK, © TL—JLICEB)Y—ZADO5HE, — = O AWS Config H—E Rlk, 1
V—AREN AR S Z9T 1A, ERIAARTA2, BLUTHRFICEOEEERL TVS A &7
LEYJ. AWS Config

« AWS Security Hub — chCk V) AWS OH—E XA, AOtEF1) T REZBEMNICIBEBETESE
9 AWS, Security Hub Tld, £F¥21UF4«I> NO—J)LEZFERALTAWS UY—RAZFEL., &
FLVTAERBEERANTZIOTARAICKTD AV T FATAREFIVILET, HR—
REhTWVWBH—EREDMNO=IILO—EIZDOWVWTIE, Security Hub @1 ~O—J)LUT7 7L >
ZEBBLTEEL,

« Amazon GuardDuty - FEBE T IT A ETAXEEOH DT ITAETFANBRVHAREZE-X
DTGB ETAWS TAHDOUN, . D—00—R, AT7F., F—RIRNITH2EENLTER

AV TS5 A4 T > AREE 23


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html

AWS re:Post Private OAVY—=IEBAHA R

AWS D —ER Z#®ELE T, GuardDuty ZFERHTS E, FEOIVTFAT AT L—LD—
VTCREBERITISNTVIBARANBEHEZFBLITET, PCIDSS BENESESELEIAV T 4T
VABHKICRIETEET,

« AWS Audit Manager - chiZ&k V) AWS OH—ERX . AWS FRARRZH#ENICEEL, DAY
NEBHEERBPEREENOENZHRILTEET,

AWS re:Post Private O THEZE 4

AWS JO—NNA2VTZARZIOF vk, AWS U—232 SRV TRAZEUT1—V—2%H
DICBRERENATVET, BEROYBNCTHE LSBT N ETRAIZEVTA—Y—2 AWS U—
Jarv e, BLATUI— BRAIL-TYH BELARBERY ND—JTEREATVET, 7
RAZEVTA—=V—=2TR, V-2BETHMIZEB<BENCTZIANA—N—TF2T 7
T=2a2EF—ER—AZHRABIVPERTZIENTERT, TRATEUTA—U—2F, #E
ROB-FLEBREBOT 2L R—AVTFARNZIVFvRUETARN S, 77—IbRL T
YRT, AT—=57)LTT,

AWS =232 BLVBTRAZEUT A=V —=20OFMICOVWTRE, AWS " JO0-NILA4>T7F
ARZU0F v, 25RLUTLSEE,

AWS re:Post Private DA > 7 ARNTZOF v EF*1 T4

NEZ—2 RY—EATHS AWS re:Post Private l&. "D 4 MAR—/Y— "Amazon Web Services:
FA1UFATOCLAOBE, BB hTVWS AWSJO—NILZY RND—0EF21 )T 14 F|ETHR
EThTLVET,

AWS AFE i API —)L&FERAL T, XY NDO—2U#HT re:Post Private 7V E2ALE T,
224 7> NT Transport Layer Security (TLS) 1.0 AN HR—KRENTVBIBEN BV ET, TLS
1.2 AN HRBENTWVWET, £/, DHE (Ephemeral Diffie-Hellman) X> ECDHE (Elliptic Curve
Ephemeral Diffie-Hellman) % &£ @ Perfect Forward Secrecy (PFS) AL BB AL —RET T A
TURTHR—RENTVRIBENHWET, CNSOE—RiFJava7 UBEE, BFEAEDERH
SATALATHR—RENTVET,

TSI, UOTARNE, 77U AWS Identity and Access Management /NJLICB EN TS h iz
TORCAF—IDES—VLYRNTIVEAF—ZHEALTEERIDHXENHYET, £lzlE. AWS
Security Token Service (AWS STS) Z AL T, —lKEF1 U T (BEAEHRZEKL. UIVI AR
BRITDEETEFRT,



https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re:Post Private OAVY—=IEBAHA R

re:Post Private 7 # —2&

AWS re:Post Private &, &N AWS U—23a>OT7HI > NTHEATESD 7S 4 X—N re:Posts
ERMHBLULET, rePostPrivate ICH A>T v 732E, &, 774 R—Nh re:Posts ZERB KUY
AARETED T TAR—NrePosts DRICTT7AIND T 7 —Z (BT FIREFENRTWEL
) AWS ZERELE T,

Service Quotas

AT, AWS 7hHJ2 MO re:Post Private D77 )LD U #—X T, Service Quotas 12/
V=)LZFERALT, F7AILNDIF—3%2RRTEET, ChENIVFA—RFVWVThERETEE
BA, VF7—3FDE|ZLFREVIIANTEEEA,

Yy —2A F7#FIb S B SHETRE
TS5 A4 ~R—NrePosts 3 CDTHIVRDE WINY-4
OF:4 EQOU—232ics

T27Z4RKR—K

re:Posts O & KX¥,
EBEOT T4 RK—N 10 BEOT T4 RK—N (RYRY-4
re:Post 4 X re:Post DFEARY A4 X

(GB B{y ),
AEZE—RTSA 100 BEDTZAR—N (RYRY-4
N—N re:Post 4 X re:Post DEARHY A4 X

(GB B{y ),

API 20vY M) T OFHIR

re:Post Private Tl&, 7HO U RZE, U=23a>ZellxoAO0Y N THIBNFERAENET,
NI A—REEBRPITERFTEEEA,

Service Quotas 25


https://console.aws.amazon.com/servicequotas/home/
https://console.aws.amazon.com/servicequotas/home/

AWS re:Post Private

AVY—ILERBIHAR

Foay

\

CreateSpace
ListSpaces
GetSpace
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
SendlInvites
TagResource
UnTagResource

ListTagsForResource

=220 74)L
— b

1

10
10
10
1

10
10
1

10
10

10

DOTARNDL—b

10

10

10

100

100

10

10

10

API AOY N> T O#IR

26



AWS re:Post Private aAVY—=IEBAA R

75 AX—Nh re:Post ZERK., FRE. DAZEIIAAXTS

Nt 3> Tk, AWS re:Post Private AV —ILT7 54 X— N re:Post Z4ERK.
CHARNARTDHFEICODVWTHBALET,

E, B&

ks

ReEY D

« ILW IS A X—Nh re:Post ZHEKT S

« re:Post Private T HR—K T—ADEREEE DT IV ELAZEETS
c ZEFEALLEI—Y—TIOLADREEEE AWS IAM Identity Center

« 774X —brelPost EHAEIXALXTD

« 7’SA4R—brePost IC1—H—%BEFT

LW S A4 AXR—N re:Post ZER T

FLWTSAR—NrePost ZHERTBICIE, XOFIEICRHRVET,

1. https://console.aws.amazon.com/repost-private/ T re:Post Private 1>V —J)LZHAZ X7,
2. AV =ILDR—LR—=DT, T7TA4 K=K re:Post DIEKZBIRL £,

3. 7HA7~ MIZ 1AM Identity Center AR ZEEE N TLRVIEE . Open Identity Center ZiER
LEYF, "TAWS IAM Identity Center 11— —7i 4 Rhttps://docs.aws.amazon.com/singlesignon/
latest/userguide/getting-started.htmly @ "BHRAZE, OFIBEICHWVWE T,

4. 7’ A R— N re:Post DIEER—T T, BERT, I—AT—ACETVTERANARELEEA
A —RAABEBIRLET, 7HO NI TICERTAREZFERAL TVWBIHE. 83 H
BAT7OIVEERATEEE AL

5. FMT, ROBEZITVLET,

Name IZl&, 7754 RX—KNrePost D—=ENERZADLET,
(A7 a2 )RBIL, T4 R—N re:Post DERZFHBAZADLET,

NAABLYT RXAVIIRE, FTRXA DV OAAZLEEZEANLET,

6. (F7232)T—BBBIAREEZHAZINAXTRICRE, T—AESHLTHESILEREENAEY
AXEZBRLET, R, ROVWTFhADOT I3V &RTLET,

HLWTZ A R—N re:Post ZERT B 27


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html

AWS re:Post Private OAVY—=IEBAHA R

AWS KMS ¥—7%ZiEIRT 3 T, AWS Key Management Service ¥ —FE fzl& Amazon UV —XA
Z—/I (ARN) ZEIRLE Y,

-FK -

AWS KMS F— DR ZFIRL TF, RIC, AWSKMS F—ZERLET,

7. (A7 23N YR—MT—ABEOH—EAT VAT, COrePost DY—EAT IV LA%ZE
MCFTHZBERLET,

® Note
754X —NrePost 2 ER LR, COATAa AW TR EETEXT,

UToBREFED IAMO—/)LZZBRIZA, IAMIZY—=)ILTHLLVWO-ILZERLTSLEZWV, &
BKRN—ZEALTBRFEO IAMO—-I)LZRDOWHET,

-FREE-
IAM OV —=)THLWVWO-ILZEKTEZERLET,

FLLVO-IILZERTRHEERE. "1 OFIRCHVETIAMO-IILZERT S,

BEOY—EAO-IILZEATREERE. RRN—IC. AT 0-J)LOARN ZAHNLET, R
OYy 7872 )ARND 50— ZBIRLET,

SHMICOWTIE, Tre:PostPrivate T HR—KN T—ADEREBEEBADT IV LAZEETD, &
SBLTLEEL,

8. (A7°>3>)Tags T. Addnewtag ZIBIRLE T, KIZ. ROBHRZEADLET,

Key I, BDRARLRTF—%2AHLET,
Value I, HAZLZRTEZAILET,

RT&ESIZEMTSICIE, [Add newtag] (FIL WA T ZEM) ZiBIRLET,
9. Z M re:Post ZER T B EIBIRLE T,

#HLWTSAAR—N re:Post Z#ERT B 28


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS re:Post Private OV Y—LEEHA R
BERER—=TIZ, 7TAXR—BNrePost MERE N TWVWB ZENBHENET, 774 X—N re:Post
NDAT—RAl, Status 71 —I)ILRTCRRTEEXT, T4 X—NrePost FEREhD &, AT—
RAT714—=)LRIC HERAP, ERTENETT,

TZAR—NKN rePost FMERENBDETICH IO BADYVET, TTA4X—Nb re:Post DE/HN TE
., AT—BRATA=)IRFFUVSAVERTENET, REZTICVARENATVR T TAR—
N re:Post ® AWS £ERHY 7 RXA >V &FERALT, 754 RXR—NrePost C7I9ELATEEYS, L
E1—ARTLES, REXTTTTAR—KNrePost DAARARLY T RAALERRTEET,

(® Note

2025 4 A 18 BUE., IXTOFHFLWrePost 7TAR—KNA ARV AR, IPV4 &
IPv6 DB DEHETTIATINAZY IRY ND—0 &Y R—NLET,

re:Post Private T H/R— KN T—ADEREEBANDT IV EAZE
92
AWS re:Post Private &5 M HR—K T—ADEREEBAOT IV ELAZEEITHICE. (IAM) O—

JLZERL AWS Identity and Access Management 23X ENf HVET, cOO—ILIEk, RO HKR—
NT7923a>aETLET,

* CreateCase

 AddCommunicationToCase

* ResolveCase

IAMO—=)LZERLES, IM ARV —2Z0O0=-)LIC7EYFLT, OA=)LIZChsnF7o> 3
VETETIBDLEOICHEBRTIOEAHFAZNFSLET, re:Post Private AV —ILTT A R—K
re:Post ZHERTBDEEIC, COO—IILEBIRLET,

T4 R—=KrePost D1—H—F, IAMO—=ILICHFETRZOERALT IV EAFTZEEET,

/A Important
IAM O—)LEEFIAMARIS —2ZETRE, RELETZTAX—Nb re:Post ICEEANEA
ThET,

HR—KN T—ADEREEBEEETD 29


https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html

AWS re:Post Private aAVY—=IEBAA R

IAMO—J)LERVS—ZERTRDEER, ATOFIEICHRVET,

RV D

- AWS EBRV—ZFEATIH. HAZIX—EBRI—ZHERTD
« IAM R > — D4l

- IAMO—ILZ#EKT D

« RSN -—F12T

AWS BERIS —ZERATIH. HAZN—BEERI—ZEKT S

O—LCT7O0EAHFAZAETRICE. AWSBEEBRUY —FKEEHAREY—EERIZ—0OLTh
HEFEATERT,

® Tip
RUD—2FBHTERLEVESR., RDYICAWS BEEBAVS—FEHAL, COFIEZA
FVTITBREEBEMOLET, BEBRUI—ICR, BEATIVEAFANBBNICHEE
NET HR—hK, I—F—DNRV—ZFHTEFHIIXLERFHYEEA., FHEICOVWT
&, TAWS ¥ Xx—2 Rk 2 —: AWSRepostSpaceSupportOperationsPolicy ] 25 8B L T<L
EEWV,

O—)ILADOHARI—EBRIS—ZERTDICE. ROFIBECHVET, COFIETE. IAM O
UY=L DISONRUS—ITF1 B2 =2FEALET,

re:Post Private D HARXN—EBR) S —ZERTDICE

1. (2% 4 >4 > AWS Management Console L. https://console.aws.amazon.com/iam/ T IAM 1
V=L EREXRT,

FTET—=23RA2T, RUD— ZEBRULTSEZL,

[Create policy] (R > —Z4ER) ZBIRLE T,

[JSON]| 27 %&#IRLET,

JSON ZAHL, IFARTT7#I D ISON ZEEHMAXT, R —DHl2FATER
EED

6. [Next: Tags] (XN\: &J) ZBIRLEF T,

o ~ b

EER)—EFERAELBERTS 30


https://console.aws.amazon.com/iam/

AWS re:Post Private OAVY—=IEBAHA R

7. (723 F=—NJI1-—RTFELTOETZHEALT, XETF—RERVI—IZEMTE L
FTEXRY,

8. [RN\:LE1—]ZERLET,

9. [Review policy] (R — D) R—2 T, Al (rePostPrivateSupportPolicy 5 &) &5
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10. [Summary] (BIE) R—DZF/AXT, RV —THAENBDT IO LAFTZHFEL . [Create
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AZF5ET,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}
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s QT 03, VDIY—RA, LUEHF— AWS Identity and Access Management
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3. [Trusted entity type] (EE NI T 1T 1 DR A7) T, [Custom trust policy] (D AR LAEFE
RIS —) ZBRLET,

4. DARLEBEARIV—IZE, ROKSICAHDLET,

{
"Version": '"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "repostspace.amazonaws.com"

}I
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"Action": [
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]

}
]
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
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"userName": "User"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

I
"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

TR DOHlE, RegisterAdmin 79> 3> %9 CloudTral O LT MU T,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:19Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T21:24:237",
"eventSource": "repostspace.amazonaws.com",
"eventName": "RegisterAdmin",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-09T22:38:34Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "ListSpaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-afOb-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"

LT 0HllE, ResolveCase 793> %&RY CloudTral QI MUTY, cOOJIVRNU®D
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDJQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"
.
"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

I
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
1,
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseIld": "case-123456789012-muen-2023-75d2c35481b96357"
},
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"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"
I
"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbes4-c8d5-4d61-a016-e076de272fff",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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