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VIT TSN ITTHANOTATFUTATAZEEITDEDIC, VITHA NORHEN TS
VHICE D THRIATEZHBENHVET, LAL., 75VHE CAL—NIABEHFENZEADD
THABIABTO A ZFEELE T, RAMEE (CA) EREFNZEEEND Y —RN—F 1, V7Y
ARNDTATUTATARKIL, VITHA NEBEECBECNETORIIARATEERTLETS,
COULTTZOHRETFORIINERZEAELT, VITHARNOTAFUTATAZRILET, BEL
CHEBLEBER. 72007 RLAN—-ICOY OT A AV HFRRENET,

TLS 4 —/\—3EEAZE

HTTPS RS> ¥ o< a ik, Y—N—%2RATHLEHICH—/N—BHEZERLET, Y—/\—%
AEE &, SERBEONT VY VX —%2FHEEOHFBRICNS > RT B X509v3 F—2BETT, TLS
GFBAE L, FREIMEY (CA) ICK2TBRENTVET, Chillk, Y—N—0 R, BB, /N7
Dy oF— BRETFIIVAXLBENEENET,

ALFAEDER

FUR)NBEK, SIBELOEEENE/N\YS1TT, BEE., SIREF—RXOBEMEERTS
EHICERALET, 774X —NCAR, AIZH A ADIAEI> TV IZ SHA256 5 EDRES1L
NYS 1B EFERALTEBREERLET, CONY 1B, SIRWICBERAEEZBEEY A4 X
NDT—RANFHEERLET, COXFHEF/NYZIERENET, KICCAK, TTAR—MF—
EEALTN\Y1EEEBSHL, BSHMLENY S 1 2BAECEELET,

oL J

FOREMEEE (CA) k. FORIIGIAEBZRITL, YEIZRDLUT, BWELET, RE—BPERAT
DIEAE ISO X509 HRIBICETKENDTT, X509 AHER, AAEOH TSI INDTA T
TATAEBREL, TOTATFUOTATAZENTVYIOF—IINAVRLET, YT T UM,
d—Y%—, P70 —=>3>, OVE1—2, FLEETOMOT/INAATY, CAREHEILERT
BESHIC, AVFoVENYSIL, TONY D 1ETREONT YUY IF—ICEETDHTSAR—
RF—TEBBILLET, TSI IRNDTAFUTATA2BRIDUENBDISATNTT
T—2ar (VIT7TSOHRE) G, NTUvOF—2FEHLTAHENBEEEFTLET, KIC
ABREOAVTOVENYZIL, NV AULEEEESLEBREEBLT—HIDIAESH &R
HBLULET, FIHEOBRNFHMICOVWTIE, TAIHEENEE, 25RLTLKEE L,

AWS Private CA Z2fEL T 54 RXR—KNCA Z#ER L., 7TARXR—NCAZFERAL TAHAESERT
TEET, 7TAR—RNCAW, #HBANTHERTZ IS4/ R—NSSLTLSEEHED & ZRITLE
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T, FMICOVTR, "T7T77AR-BAHE, Z2ZRLTKEEV, T77/RX—NCAZEATBIC
. BRICAERAEIr VETT, FHICOVTE, TCAGIHE) 25RLTKEE,

JL—hK CA

IL—KCALRESBEIOY T, AHEERITTEREHOI—MDOIETT, AHEICESR
(RIT) I21HDTZ4R—rF—&, - CAZBRIL, TZ7AXR—NF—Z CABIINAVR
TBI)I—HFEASTEBEENATVEY, - NIAZER., REAOEITAT1 OEHRARNTICE
mENET, EBER., BHEHIDCANDKAEZROLRLSICEHEANTEZBELET., EBER. BH
ARNTEARL=—TFAVIZATL, AVARVA, BROBRENOITATADRARNIZ Y
AX=DIIEHELEEIBELET, VY—ANFBEVWCERLELSEDEHE, BEIVTAT4R
TYDAAEZMAELET. VTAT 2 NE, FEAZOAMNE., SIVAABILSEBRARNTICAY
AR=ILENTVBIIL—NEHENDFI-—UAFETINESH ZHABLET. ChSORENTE
EEhde, DY—ABT TN\ RIIAD, FRTENET, CONRZIA(O@F, EI2T4
TADTATUTATAZBEESNICARAL, ThSOBICES{LE NIZBEF v RJL (TLS/SSL) %
ERLET,

CAGIERE

FORLHEES (CA) SIHE T, CADTATFUTA T4 2HEBL., ChEILERAENONT VY IF—(C
NAZRULET,

ZEAL TAWS Private CA, CASEBAEICNY VT Y TENLETTAR—KNIL—NCAFERTZ
AR—=KNTHCAZERTEET, T CAMASZTR., BEOFI—0LUOEIO CAERAEIC
EKO2TERENET, LEL, - CANEE, GAIRERFBECZSBERTT. £, ALPIL— NER
(AVTLZATHRARENTVRARE) ZBIUTHEETEET, TOE, I—NERZFEAL
T. AWS Private CAICK 2 THRAREND I —DN CARIRAEICBETEET,

ROBIE. AWS Private CAX.509 CASIBAEICEENSD — MW BE 71 —J)LREZRLTVWET, CA
SEBHE MBS, CA: 7414 —)J)LRMD Basic Constraints fEl& TRUE ICEREL T,

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4121 (0x1019)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=Washington, L=Seattle, O=Example Company Root CA, OU=Corp,
CN=www.example.com/emailAddress=corpewww.example.com
Validity
Not Before: Feb 26 20:27:56 2018 GMT
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Not After : Feb 24 20:27:56 2028 GMT
Subject: C=US, ST=WA, L=Seattle, O=Examples Company Subordinate CA,
OU=Corporate Office, CN=www.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:c0: ... a3:4a:51
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
F8:84:EE:37:21:F2:5E:0B:6C:40:C2:9D:C6:FE:7E:49:53:67:34:D9
X509v3 Authority Key Identifier:
keyid:@D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6:bb:94: ... 80:d8

JL—b CAGLEAE

FORLHEEE (CA) FBE, HENH THEARZHEIIERL LMEOERD CA ZECEREBERICEFEL
RYo FTERERFTHO CARFZTOR CAICFRAE, FIAEFI—2 2@ LFRT, BEOKLER
ICHBCARI—KCALEN, TOIAAEZ/I—FIBEEFEFLET, COMAELZEE. BS
BEEThTLERY,

IVRIVTA4T4FAE

IVKIVT A7 TAARE, F—/N— AYREVA, AVTF, FNARBED )Y -2 %R
LY. CAEHEBERERY, IV KIVT (7 ARBRARBORTIEATE XA, T
KIVT 47 EAROTOMO—BNEAEG, STV~ ARBELE "U—7, TAE
7,

BoERHE

LD CATRELS, RITELCI >TERThIEAAE, CAHNURRIZZERI—RPSRITESH
CREFABERERY, BCERAABTRAFOIL—NTEEITZ LD, REZHRIHYET. BC
ERAABER VA V—BESHKTORBIIFERATEZEREOD, TATFUTAT1OBERETET, W
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WHLETEREBA, EFIVTADERPSBEZTANSHELEA, LAL, EBRHNIBET, EF
HMEBRA VT ZARNTIOFYEVBEERT, E<OTF7TVIT—23UFFNSZZTANDEHIC,
BEBICRYERENET, HCERIALAEORITICR., AOFHBEH Y T A. BVHRO B 25
RIDHENEBVLCLYD, ChEefES5EBE. SRSEOEMHRIINICI > TEATREICHRD VAN
RELSBZWERT,

TS A R—NS[ERE

AWS Private CA SEBBE &, BN THERATESD TS/ RX—KN SSUTLSFIRAETE A, NTUY D

1V 3—%Y NCTREBEENELA, ChSOIAEEEALT, 95478, H—N—, 77V
r—ary, Y—ERA, FNAA, I—HF—BEDVY—AEHBBILET, ZL2BESKLEhLEEE
FYRINZEILTIES. BEVY—ARROLSBIAHAELESCFLEZFEALTEOTAT T4
TA4ZBO)Y—RAICKHLUTHBALET, RO API TV RRA N, 97 H—/N—, VPN 1—
H—. 1oT FNA AR, BLEFZOMZBLLOTTVT—23> Tk, 774 R—NEBEEZEFEHAL T,

BEBARL =2 AVIIHEBEEENEBEF Y ILEBILET, T72ILRTR, 754

R—REERBEFNT VY VICEEEhFELEA, ASPEBER., 77/ RX—NIHASEZEEITDZELSIC
BARPICT7VT—>23a> 2R EL., MIAEZHRAITHIHLENf HBYVET,

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
e8:chb:d2:be:db:12:23:29:f9:77:06:bc:fe:c9:90:f8
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=WA, L=Seattle, O=Example Company CA, OU=Corporate,
CN=www.example.com
Validity
Not Before: Feb 26 18:39:57 2018 GMT
Not After : Feb 26 19:39:57 2019 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Example Company, OU=Sales,
CN=www.example.com/emailAddress=sales@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00...c7
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
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keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 Subject Key Identifier:
C6:6B:3C:6F:0A:49:9E:CC:4B:80:B2:8A:AB:81:22:AB:89:A8:DA:19
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:
URI:http://NA/cxrl/12345678-1234-1234-1234-123456789012.crl

Signature Algorithm: sha256WithRSAEncryption

AEBAED/NA

AABICKETDIVTATME, ARTHONEFBERAAZTOFI—2ZBLT, IV RIVTA

TAHBAELSERENLL—BMNONANFEITDEZRIALEXT, V747 ME. NALD
BAASEIENTH S (KL TLWEBWV) CLZ2#BLET, . IV RIVFTATAAHENE
DHERSEINATOVELY, BEYR (RTAXLEBREECATVLED), GEAEOHNAEAEATVE A
ESNEMBLET,

NADRE OHF

CA SEBAE D EAR## pathLenConstraint i&, TOTDF I —VICFEET D WREME D H S T CA B
PHEOHERELET. LexlE. NAORESOFHN 0D CAFEHAERF. TN CAZEO>LR
TEFEEA NARDHWNM 1D CARK, TOTICHEXRK1DOLRILOTNMNCAZFIOCENTESR
¥, RFC 5280 Tlk, ez "BXMEMEE/NATNIAREICHEL. BSRITTEVHEIHED
BAE, EEELTVET, NAODRESODEICEIVRIVFTFATAIEABEFEENRTVELEAN,
BRIFI—20 "TRE, X "REL (CATRIIILRERBICEEETNTVSIESN HY, BiLlzBE
S
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——ACREBZRAEY —EARENTIN?

X509 FIAEZENRTETFTOMNICE 2 2O AWS H—EANHWET, Z—AICHFEZEDOEBEIRL
TLEEV, ZEFHEICK, NTVYIHAPBELETTAR—RNIBAEOEESSHYBED, HAZIA
AENEEEHE, B AWS H—ERAICTF7O4 T3AE, FLEAAENEHHETREEFFHNIVE
<9,

1. AWS Private CA—Z DY —E R, AWS VT RRICNT VY OF—A 2V TSARNTIF ¥
(PK) ZBEITD T EZ—T T4 AOBEFERENREL, HBRNTOT A/ RX—NsEHZHE
HELTWVWET, ZFHT2E AWS Private CA, BE® CAEBZ/ERL. RIFI1—H—., O
vEa1—&, P7V5—>3>, Y—EA, H—N—, TOMOF/NA AZRIEL Y., O
E1—20—RICBRELEYTIEDHIC, TORBTAHEEZRITTEEFT, 7714/ KXK—NCA
K2 TRITENEILRER, 10X —FXYNETREREL, DEBRNTOXAEEEINET,

TZ7AR—KNCAZERL LS, SIAZTZEERITLT (DFRY., Y—RN—FT 1 —CA N SKiEL
ZMBETE), HBORNRB - —XICEDBTARABZHARINAATEEXT, LEAE, RO&K
SBBREZRITTERT,

- FEOHT DIV NETARELEERLET,

- EROBMHPRTAAZTEZERLET,

« YR—KRERTVBREBDTZAR—RF—FILIVALEF—REFBATELT,

« JR—RNEhTVWREENBETIIVALZFEATEERT,

« TU7L—hEEAL TARASORTZHHBLET,

BERKE, COY—EAORREBYET, BHT ST, hitps://console.aws.amazon.com/
acm-pca/ AV —=NWICHA 242 LET,

2. AWS Certificate Manager (ACM) — COH—E RAl&, TLS ZFERALTNT VY JICEEEnER
2BRVITTLEVAZBBETRTI VAT SA ABEOAHAEEZEEL£T. ACMIHE
l&. AWS Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway, & &V EDfiL
DHEY—EALT7OMTERT, COBORRNBZTTVT—32 @, BEEBRNZ T4V
VEGEROEXI1THBNT IV IODITHARNTT,

COY—EATIE, ACMAERETZ/NT Y UiEAE (ACM FEBRE) £k ACM IC A4 R—bK
THUNPAEERFERATEE T, AWSPrivate CA ZEHL TCA ZERTEES. ACMIFZED TS
AR—KNCADLSOIRENRITEEEL, AMPRENEFLEZEHEBLTEEXT,

SEMIC DWTIE, AWS Certificate Manager 1—H'—HA4 REZSB &,
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AWS Private CARARNTSUOF 14 A

RARNTZO0FT 14 Ak, AWS Private CA ZRNICEAT B OICKIDEREETT, UTOXRR
N7Z9F 4 Alk, BIED AWS Certificate Manager & AWS Private CA 8 EFHE N R OZRICED
WTWVERT,

CADBEERV—DORFIXD ML

AWS Tld, CA 2 BRTRLODIRNTORI Y —ETSIT 1 AENBLTHEESBOLE
T P7O-FLRATAEENET,

. CABBIETIEEREOHD

+ CA EZTDBEFERTE

. CADEMHBICETIRYS—

- CA B DFHE

c NADRECHTBRYS —

- PORAFAOHZOY

. EEHHEBEORS

c 2FIUFA

CDERIE, FIAERVS — (CP) LFARETZI9T A AAT—KXV KN (CPS) EHEND 2 DD KR
FIAIXNIRYIALCENTEEXRT, CAARL—23 VI ICHITIEELBHRERNE TS LEHNDT
L—ALD—2I2WTIk, TRFC3647, ZZRLTLEEL,

AEEZHEEICEIIL—NCAOERZHIRICIZS

L—KCAR. BE, PEACAREEZXNTILOICOAEATIMBEN HYVET, ChiZkV), H
BCANIVRIVTATAUAZERITIZDBANDRAVZRITLEANS, L—KCAZEDOZL
FETREITDENTEFRT,

L, HBOBEDT ST A ANIL—RNCANSEETI RIVTATAHELERITIT DS
&, BEF1UTFTLERAOFHAZEHRELAN S, ZOD—o70—%HYR— BN AWS Private CA
TEET, cOYFIATIVRIVTATAMHPEEZRITIAICEK, I—RNCANFIVRIVFTA
TAMAET VT L — M EFRATZCEEZHFTITDIAMT I EAHFAR) D —HNBETT, IAM KR
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)2 —OFMICDOVWTIEE. TAWS Private Certificate Authority® Identity and Access Management
(IAM)) ZZBLTL<EEV,

(@ Note
CDRETIE, }ﬂLGDFEJ%Eb‘“%EB“%—Iﬁﬁﬁb‘“ﬁ)%ﬁwﬂb‘“ﬁ%éhi@“o rEAE L—hK
CANREIEENLVBARLEYLESE, ILVWI—HN CAZERL, REAOINTODY

AT I\L;EEE@“%%E#&U?@“O ;0)@@7"[]127\75‘“;_373'%*_(‘\ MLUVILRAEZ
HRITITDERTEXRLEA, iz, I—NCANSAREZEERKTIDE, TIOEAZF
RUEVY., L—hASRITENDAAZTOHREHRLAEYTERZSBZY KT, ChS DA
B, LI—NCADEBERBIZETAIRANTTITAAERBENET,

I—KCAZMBEDOCAICTDAWS THI K

2ONEBRDAWS FHIURNIIL—KNCAETNCARERTDENHRBENDZIRANTSY
TAATT, cUZkVY, I—NCAICHTHIEMODRBEET VEAFIHFfr BMHENET, TOLY
Ik, BB2FHIRKROTNCAAS CSREIVAR—KLT, BIOT7HTMDI—K CATE
BLET, COT77O-FORREF. CAOFHBETHO NI EILDTRDENTEDZLETT,
RRF., AWSYZOXVRNAVY =) T4 —RZFEAL T, Jl— b CAN ST CA D CAERIEHA
EBICBEIS7O0REZERILTERVILETT,

A Important

TOELATBDEZERFWVWOTESERFG (MFA) 235 & Z2@<HE#HLFT AWS
Private CA.

BEEO-ILNERITEO-I)INZDTS

CAEEEO-IINGE, IVRIVTATAAAZTORITOAMNBEZI Y- RFRICTILEND
WET. CAEERELAABTRITENEBLU CHFEEIZIHEEAWS TAHIU N, TOEHNOLEDHIC
IAM 1—H—ZERTDETRTEOT IV EAFAZFHRTEETT,

AEABEDNR—Y RRMNZRET D

NEZx—Y RKRME, & E%?’JHS&UE&&L&?—EL AAEIVZATNCEBNICBRAILET., BS
BHARES ALY, EABHFBR>TRITEILY LESER, AIASOMYBLAILEICESD L
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FHVET, 77472 NEEE,. RMULAAZOZTANEZERLET, AWS Private CA (&,
NEZ—=DREKCASAVEPEERT—XAZ7ONIIL (OCSP) LFREAELMI) AN (CRLs 2 D
NEEFTIVERHLET, FHEICOWVWTE. TAWS Private CA SEFAE XM A EZETET 5 4
ZZRLTLSEETY,

F>Z9 % AWS CloudTrail

TZAR—NCAZERL, ERZMB TSI, CloudTrail DOV REEEFICLE
9, CloudTrail 2 EH T2 &, 7HI MO AWSAPI J-ILOBERZWEL T, F7O04%2FZ
R)TTEERTAWS, COBEREICIK, AWSNEZIX ROV —I)L, AWSSDKs, . AWS
Command Line Interface KF/LARIL D AWS H—E AL S{Thhiz API O—IFEENET., &
=, BETWE., PCAAPI ARL—> 3 2B HLEI—H—ETHIOU N, BOHLTOY—A
IP7RLA, BLUOFUOHLOREEBRFREHRETEET, APl ZFEAHL T CloudTrall 27 77—
avIEAL LY., HBAOFMERZBELL V), SEBFOIREZREFEL /=), CloudTrail ®O
TJRBOA VAT ZEBENN)BADFEZFHL VTR EETEET, FHICODVWTE.
TSSO, EBBLTLEE L, AWS Private CA AR L —3 3 QIEEHOBIC DV TR EEA
L 7= AWS Private Certificate Authority API J1—)L OO 528 AWS CloudTrail, ", ZZBLU TLE
=V,

CA7ZAR—RNF—Z{YEZXD

RANTZO0T14RELT, T7A4R=NCADTZAR—NF—2Z2EHNICEHLET., F—2F
IR, MLWCAREZAVR—KNTBD, T77A4RX—NCAZHLVCAICEEMRART,

® Note

CAEGEZEBEEMZDEEIE. CAOARNAZEHLZZLICEFELTLEEY, COFER.
N—RIO—F1>0&ni= ARN ICKETH2EELASKBLET,

KEAD CA £HIBRT S

T7ZAR—NCAZRLICHIRTER T, COBRERE. CANTELCBE2LEBEX. KUHLLWTS
AR—RF—ZHEDOCAICEBERAZIBENHRIBEICITVET, CAZR2CHIBRISICEK. "7
ZANXR—K CAQHIER) TRUTWARFIEICHS CEZHEOLFET,
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® Note
AWS [, CANHIBRENDETCADHEZHERLET,

CRLAONT V)Y OFORRAZ7OY 0TS

AWS Private CA Tl&, CRLs Z2&T/N\7 Y N T Amazon S3/NN7 U Y O TFo2A7OY U (BPA) #
BEEMHATRCLEZBBOLET, ChiZkY ., 7TA4R—K PKI OFMANBENEBRICTHLEIC
NRAENDOEHSZENTEET, BPAESIOARARNTTITAATHY, HILWAT Y RT
FEF7FILRNTEMIE2>TVET, BMOEY NTYTHFBERZENHYWET. FMICIOVT
l&. TCloudFront T©S37OvY VN7 UYOFUtA(BPA) Z#EMICTS, ZSRBLTLIEEL,

Amazon EKS 777U —2a> ORARNTZO9T14 A

AWS Private CA ZfEfA L T X.509 fEBAE T Amazon EKS 27’02 3aZ>J 3 %546

&. TAmazon EKS RAKTZZIOTAARAHAARL O 'NIUFTFINREOREBICEIDHERS
EHy IR TLEEL, AWS Private CA & Kubernetes & DA IZBE T2 —MBMWEERICOVT
l&. T Kubernetes Z{®%¥E 9 AWS Private Certificate Authorityy 2B L TS &L\,

CRLADONT VY OToRRZTOYITS Version latest 15
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AWS Private CA T Z{£H 9% AWS SDK for Java

AWS Private Certificate Authority APl ZA L T, HTTP U I AN ZEEFELT7OTJZATH—E
AEREY) TEERY, Y—EARFHTTP LARAZBRLET, FMICOVWTE., TAWS Private
Certificate Authority APl Reference; 2B L T &Y,

HTTP API ICINZ T, AWSSDKs& AN RTA Y —)LZ2EAL TR ETE XTI AWS Private
CA. ChiF HTTPAPI THRZhTVET, FH#MICODVW TR, "TAmazon VI 7 H—EADY —
i ZBRBLTLKEEV, KOKNEY U TIE, AWS SDK for Java ZfEH L T AWS Private CA API
Z27O7520093HEZFHALET,

GetCertificateAuthorityCsr, GetCertificate, DescribeCertificateAuthorityAuditReport 7R L —> 3>/

Tk, VIAX—HNFHR—RFEhTVET, VIAMZ—ZFEALT. BEOVY—-AOFEEFLEFR
BILESVTO—ROETZHBETEERT, FMAICOVTR, AWS FROVYN=TJOJ0OUT® K~
By o& O IT—2— AWS SDK for JavaZ S B L TS EE L,

AWS Private CA APl @4

RO— RHIE,. T Select AWS Private CAAPI 70> 3> eF—RBaERTS HEERLTV
*£ 9 AWS SDK for Java,

NEY D

« L—bCAZTOJZLTHERLTEMNICTS

- TN CAZZOJZLMICERLTEMICTS

» CreateCertificateAuthority

« CreateCertificateAuthority Z £ L T Active Directory ZH7R— K33
» CreateCertificateAuthorityAuditReport

* CreatePermission

» DeleteCertificateAuthority

* DeletePermission

 DeletePolicy

» DescribeCertificateAuthority

» DescribeCertificateAuthorityAuditReport
» GetCertificate

» GetCertificateAuthorityCertificate

API ® 4l Version latest 16
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import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.RevocationConfiguration;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client = ClientBuilder(endpointRegion);
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String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,
client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);

ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
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//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

Vi');

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);

issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
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// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);
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// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);
return rootCertificate;
private static void ImportCertificateAuthorityCertificate(String rootCertificate,

String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
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ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

I—KNCAZTOUZATERLTEMICTS Version latest 25



AWS Private Certificate Authority

I—¥—%( K

T CAZ7O7ZLMICERL TERICTS

M Java B> 7 I)LIE. XD AWS Private CAAPI 70> 3> &AL TTNCAZTOF174td
2 RLTVWET,

» GetCertificateAuthorityCertificate

» CreateCertificateAuthority

» GetCertificateAuthorityCsr

» IssueCertificate

+ GetCertificate

* ImportCertificateAuthorityCertificate
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public class SubordinateCAActivation {

public static void main(String[] args) throws Exception {

// Place your own Root CA ARN here.

String rootCAArn = "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566";

west-2"

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
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// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);
String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn,

client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,

CAtype, client);
String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);
String subordinateCertificate = GetCertificate(subordinateCertificateArn,

rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,

subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
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try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {
getCACertificateResult =
client.getCertificateAuthorityCertificate(getCACertificateRequest);
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
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} catch (InvalidArnException ex) {
throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;
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private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsx();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;
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private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
SubordinateCACertificate_PathLen@/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
} catch (MalformedCSRException ex) {
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throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {

certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {
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throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.
try {
client.importCertificateAuthorityCertificate(importRequest);
} catch (CertificateMismatchException ex) {
throw ex;
} catch (MalformedCertificateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
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throw ex;
} catch (RequestInProgressException ex) {
throw ex;
} catch (ConcurrentModificationException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);
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public class CreateCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials =

null;
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try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

format.",
e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
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crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType CAtype = CertificateAuthorityType.<<SUBORDINATE>>;

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new

CreateCertificateAuthorityRequest();
req.withCertificateAuthorityConfiguration(configCA);
req.withRevocationConfiguration(revokeConfig);
req.withIdempotencyToken("123987");
req.withCertificateAuthorityType(CAtype);
req.withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;
try {

result = client.createCertificateAuthority(req);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
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} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.

String arn =
System.out.println(azn);

result.getCertificateAuthorityArn();
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
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import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // O0ID for Common Name
.withValue("root CA"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain

Component
.withValue("example"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain
Component
.withValue("com")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration();

CreateCertificateAuthority % £ L T Active Directory ZH7R— K~ ¥ 2 Version latest 41



AWS Private Certificate Authority I—H—H4A KR

configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAAzrn CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

CreateCertificateAuthority % £ L T Active Directory ZH7R— K~ ¥ 2 Version latest 42



AWS Private Certificate Authority I—H—H4A KR

}

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
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//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

vV1i');

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.

issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);
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// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,

AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

CreateCertificateAuthority % £ L T Active Directory ZH7R— K~ ¥ 2 Version latest 45



AWS Private Certificate Authority I—H—H4A KR

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
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private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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}
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
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com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;

.AmazonClientException;

auth.AwWSStaticCredentialsProvider;

services.
services.

acmpca
acmpca

import com.amazonaws.services.acmpca

import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services

services.
services.
services.

acmpca
acmpca

acmpca
acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

CreateCertificateAuthorityAuditReportRequest;

.model.

.model.
.model.
.acmpca.
.model.
.model.
.model.

model

CreateCertificateAuthorityAuditReportResult;

RequestInProgressException;
RequestFailedException;

.InvalidArgsException;

InvalidArnException;
ResourceNotFoundException;
InvalidStateException;

class CreateCertificateAuthorityAuditReport {

CreateCertificateAuthorityAuditReport
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public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the certificate authority ARN.
CreateCertificateAuthorityAuditReportRequest req =
new CreateCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the S3 bucket name for your report.
req.setS3BucketName("your-bucket-name");

// Specify the audit response format.
req.setAuditReportResponseFormat("JSON");

// Create a result object.
CreateCertificateAuthorityAuditReportResult result = null;
try {

result = client.createCertificateAuthorityAuditReport(req);
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} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

}

String ID = result.getAuditReportId();
String S3Key = result.getS3Key();

System.out.println(ID);
System.out.println(S3Key);

HARRXDRSIZHEYET,

58904752-7de3-4bdf-ba89-6953e48c3cc7
audit-report/16075838-061c-4f7a-b54b-49bbc111bctf/58904752-7de3-4bdf-
ba89-6953e48c3cc7.json

CreatePermission

R®D Java > 7 )Lk, CreatePermission AR L —< 3> OFERAAEZRLTVET,

ARL—=232&, T7A4R—NCANSOT IV EAHFAZEEE hiz- AWS U —ERT D
DIUNNICEWVETET, Y—ERICE. 754 X—KNCANSIIAEZERS LVEE
TRTIVCLAHRTEERADENTEERT, . 7TARXR—NCANFRELETOITA

TRV ELAFTTE—ERRTDEETEET, ACMENL CAEAEZBENICER

T3k, CANS ACMY—ERT) )NV (ListPermissions) [Z X T O AAEA

7Ot AHFH (IssueCertificate, GetCertificate, ) ZEIV HTHIMHENHVF

9 acm.amazonaws.com, CA ® ARN Z B D15 (&, ListCertificateAuthorities B8 E O L &
CP
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TotA

FOANERE =5, ListPermissions B#iZFERAL TT7 VL AF I Z2RETS
A, DeletePermission B ZERAL TCT IV AHFAZHIBRTEET,

package com.amazonaws.samples;

import
import
import
import
import
import

import
import

import
import

import
import
import
import
import
import

import

public

com.
com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;
AmazonClientException;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.
services.

services

services.
services.
services.

java.util.Arraylist;

class CreatePermission

acmpca.
acmpca

acmpca
acmpca

acmpca
acmpca

acmpca
acmpca
acmpca

AWSACMPCA;

.model.
.model.

.model.
.model.
.acmpca.
.model.
.model.
.model.

model

.AWSACMPCAClientBuilder;

CreatePermissionRequest;
CreatePermissionResult;

InvalidArnException;
InvalidStateException;

.LimitExceededException;

PermissionAlreadyExistsException;
RequestFailedException;
ResourceNotFoundException;

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =
try {

credentials
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

null;

= new ProfileCredentialsProvider("default").getCredentials();

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

// Substitute your region here, e.g. "us-

CreatePermis

sion
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
CreatePermissionRequest req =
new CreatePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the permissions to give the user.
Arraylist<String> permissions = new ArraylList<>();
permissions.add("IssueCertificate");
permissions.add("GetCertificate");
permissions.add("ListPermissions");

req.setActions(permissions);

// Set the Principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.

CreatePermissionResult result = null;

try {
result = client.createPermission(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

} catch (PermissionAlreadyExistsException ex) {
throw ex;

} catch (RequestFailedException ex) {
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throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

}

DeleteCertificate Authority

RO Java B> 7 I)LGITIE, DeleteCertificateAuthority AR L —> 3> 2R T2 HEE RLET,

CDOARL—> 3k, CreateCertificateAuthority AR L —> 3V ZFEAL TERL ET T A R—
NERELKERS (CA) ZHIBRL £9, DeleteCertificateAuthority ARL—2 3> Tk, HIB
%5 CADARN ZIEETIHEN BV FT, ARN &, ListCertificateAuthorities AR L — 3
CEBUCHULTROTRZENTEET, 7574 X—K CADARAT—RAN CREATING £zl
PENDING_CERTIFICATE TH 355, BIEICHIBRTEE T, 2L, AAEEBICA 2 R—
RLTWBBER., I<ICHIRTD CEETEEE A, £9 UpdateCertificateAuthority AR L —
2aAVERTHULTCAZEMIILTAS, Status /NTX—5% DISABLED ICERELET., TD
#%. DeleteCertificateAuthority AR L —3 3> T PermanentDeletionTimeInDays /\Z
X—2ZFEALT, 7~30 DAKZEEETEETT, TOHEH, 7’Z 4 X—hK CA & disabled A
T—RAILERXTEET, F74)NTIE, PermanentDeletionTimeInDays /N\T X —X &R E
LAaWEE, ExiliBE 30 HTY., COHBAIRBTRE, 774 X—K CARELICHIRE 1,
BRTERBLLBEYERT, FMHICOVWTE, "CANERT) Z28RBLTIEEL,

RestoreCertificateAuthority 7R L —> 3> OFERAEZEZRT Java DY T I)LIZ DOV TR,
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeleteCertificateAuthorityRequest;

import com.amazonaws.AmazonClientException;
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import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class DeleteCertificateAuthority {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a requrest object and set the ARN of the private CA to delete.
DeleteCertificateAuthorityRequest req = new DeleteCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the recovery period.
req.withPermanentDeletionTimeInDays(12);

// Delete the CA.
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try {

client.deleteCertificateAuthority(req);
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

DeletePermission

XD Java > 7 )Lk, DeletePermission AR L — 3> OERAAEZRLTVWE T,

FARL—>3 >k, CreatePermissions 7L —2 3> #FAL T 514 RX—K CA A" AWS
HB—ERATIVINIVICEELET VO EAFAZHIBRLET, CAO ARN ZRDF3IC
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package com.amazonaws.samples;

import
import
import
import
import
import

import
import

import
import

import
import
import
import
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com.
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com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
AmazonClientException;
auth.AwWSStaticCredentialsProvider;

services

services.

services.

services

services.
services.
services.
services.

.acmpca
acmpca

acmpca

acmpca
acmpca
acmpca
acmpca

.model
.acmpca.

.model.
.model.
.model.
.model.

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.DeletePermissionRequest;
model.DeletePermissionResult;
InvalidArnException;
InvalidStateException;
RequestFailedException;
ResourceNotFoundException;
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public class DeletePermission {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DeletePermissionRequest req =
new DeletePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the AWS service principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
DeletePermissionResult result = null;
try {

result = client.deletePermission(req);
} catch (InvalidArnException ex) {
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throw ex;
} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

DeletePolicy

RD Java B> 7 )LI&, DeletePolicy ZRL—> 3> OFEAAZERLTVET,

COARL—3VEF, T7TAR—RNCAICTERYFENRTVBRIY —AR—ADRI) I —%ZHIKL
£F9, VDY—AR—AORD > —F, JORATHIONCARBEZEMCTHOICFERALET, 75
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package com.amazonaws.samples;
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import
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.services.acmpca.AWSACMPCAClientBuilder;

amazonaws
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DeletePolicyRequest;
DeletePolicyResult;
AWSACMPCAException;

.ConcurrentModificationException;

InvalidArnException;
InvalidStateException;
LockoutPreventedException;
RequestFailedException;
ResourceNotFoundException;
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public class DeletePolicy {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file."

e);
}
// Define the endpoint for your sample.
String endpointRegion = "us-west-2"; // Substitute your Region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
DeletePolicyRequest req = new DeletePolicyRequest();

// Set the resource ARN.

req.withResourceArn("arn:aws:acm-pca:us-west-2:111122223333:certificate-
authority/11223344-44ee-3a22-bb33-4cd2d13f1f18");

// Retrieve a list of your CAs.
DeletePolicyResult result = null;
try {
result = client.deletePolicy(req);
} catch (ConcurrentModificationException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidStateException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;

DescribeCertificateAuthority
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.CertificateAuthority;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class DescribeCertificateAuthority {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
DescribeCertificateAuthorityRequest req = new
DescribeCertificateAuthorityRequest();
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// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
1111122223333 certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
DescribeCertificateAuthorityResult result = null;
try {

result = client.describeCertificateAuthority(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display information about the CA.
CertificateAuthority PCA = result.getCertificateAuthority();
String strPCA = PCA.toString();

System.out.println(strPCA);

DescribeCertificateAuthorityAuditReport

XM Java B> 7 ILBIIE, DescribeCertificateAuthorityAuditReport AR L —2 3> #FER T2 HE%

RLULTLVERT,

CDOARL—2 3> Tk, CreateCertificateAuthorityAuditReport AR L —2 3> Z#FRH L THERK L
EBENEEREECHIDBHRNIVANENETT., BEEBRIE. RIS (CA) 7T/ R—KF—
FERAENBDETIERENET, TTAR—NF—&, FSEAEEZRIT. CRLICER., ELIEFH

SEMVHEITEEICERENETT,

packag

import

import
import
import
import
import

import
import

€ Ccom.amazonaws. samples;

java.util.Date;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import
com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportRequest;

import
com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportResult;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.InvalidArgsException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

public class DescribeCertificateAuthorityAuditReport {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();
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// Create a request object.
DescribeCertificateAuthorityAuditReportRequest req =
new DescribeCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the audit report ID.
req.withAuditReportId("11111111-2222-3333-4444-555555555555");

// Create waiter to wait on successful creation of the audit report file.
Waiter<DescribeCertificateAuthorityAuditReportRequest> waiter =
client.waiters().auditReportCreated();
try {
waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Create a result object.
DescribeCertificateAuthorityAuditReportResult result = null;
try {

result = client.describeCertificateAuthorityAuditReport(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;

String status = result.getAuditReportStatus();
String S3Bucket = result.getS3BucketName();
String S3Key = result.getS3Key();

Date createdAt = result.getCreatedAt();

System.out.println(status);
System.out.println(S3Bucket);
System.out.println(S3Key);
System.out.println(createdAt);
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}
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SUCCESS

your-audit-report-bucket-name
audit-report/a4119411-8153-498a-a607-2cb77b858043/25211c3d-f2fe-479f-b437-
fe2b3612bc45.json
Tue Jan 16 13:07:58 PST 2018
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import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import com.amazonaws.services.acmpca.model.AWSACMPCAException;
public class GetCertificate {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
GetCertificateRequest req = new GetCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm-pca:region:account:certificate-

authority/CA_ID/certificate/certificate_ID");

// Set the certificate authority ARN.
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req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> waiter = client.waiters().certificateIssued();
try {

waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.

GetCertificateResult result = null;

try {
result = client.getCertificate(req);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String strCert = result.getCertificate();
System.out.println(strCert);

Ok, EEL ZFEREEE (CA) S RTIAHABICOVT, UATECEMLULRRETFI—2IEAYF
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package com.amazonaws.samples;
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amazonaws

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

.client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;

services
services

.services

services

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.acmpca
.acmpca

.acmpca
.acmpca

.model.GetCertificateAuthorityCertificateRequest;
.model.GetCertificateAuthorityCertificateResult;

AmazonClientException;

services
services

.services

.acmpca.model.ResourceNotFoundException;
.acmpca.model.InvalidStateException;
.acmpca.model.InvalidArnException;

class GetCertificateAuthorityCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials
try {

credentials

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

null;

new ProfileCredentialsProvider("default").getCredentials();
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}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
GetCertificateAuthorityCertificateRequest req =
new GetCertificateAuthorityCertificateRequest();

// Set the certificate authority ARN,
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
GetCertificateAuthorityCertificateResult result = null;
try {

result = client.getCertificateAuthorityCertificate(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.
String strPcaCert = result.getCertificate();
System.out.println(strPcaCert);

String strPCACChain = result.getCertificateChain();
System.out.println(strPCACChain);
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import com.amazonaws.waiters.WaiterParameters;
import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

public class GetCertificateAuthorityCsr {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

".amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the CA ARN.

GetCertificateAuthorityCsrRequest req = new GetCertificateAuthorityCsrRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> waiter =
client.waiters().certificateAuthorityCSRCreated();
try {
waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
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//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

}

// Retrieve the CSR.
GetCertificateAuthorityCsrResult result = null;
try {
result = client.getCertificateAuthorityCsr(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

}

// Retrieve and display the CSR;
String Csr = result.getCsr();
System.out.println(Csz);

EETHFAME (CA) ICHL T, HARBRROKRSIZHEYWET, GIAEFER|RJ VI AN (CSR) &
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----- BEGIN CERTIFICATE REQUEST----- base64-encoded request -----END CERTIFICATE
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class GetPolicy {
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public static void main(String[]

e);

west-2"

// Retrieve your credentials
// in Windows or the .aws/credentials file in Linux.
AwWSCredentials credentials =
try {

credentials =

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

.AmazonClientException;
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.

model

args)

GetPolicyRequest;
GetPolicyResult;
AWSACMPCAException;
InvalidArnException;
InvalidStateException;

.RequestFailedException;

ResourceNotFoundException;

throws Exception {

from the C:\Users\name\.aws\credentials file

null;

new ProfileCredentialsProvider("default").getCredentials();

// Define the endpoint for your sample.
String endpointRegion = "region";

// Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

GetPolicy
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
GetPolicyRequest req = new GetPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Retrieve a list of your CAs.

GetPolicyResult result= null;

try {
result = client.getPolicy(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;

// Display the policy.
System.out.println(result.getPolicy());
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class ImportCertificateAuthorityCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {

}

byte[] bytes =

}

return null;

string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest req =
new ImportCertificateAuthorityCertificateRequest();

// Set the signed certificate.
String strCertificate =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer certByteBuffer = stringToByteBuffer(strCertificate);
req.setCertificate(certByteBuffer);

// Set the certificate chain.
String strCertificateChain =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer chainByteBuffer = stringToByteBuffer(strCertificateChain);
req.setCertificateChain(chainByteBuffer);

// Set the certificate authority ARN.
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req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(req);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

IssueCertificate

R®D Java > T ILBIE. IssueCertificate ARL —>3a > &2 FHTAHFEZRLTVET,

CODARL =232 TlE, 77TAX—NERHEEE (CA) ZFERALTI RIVT 4T (4 5EEA
BERTLET, COARL— 32, THED Amazon Y —AZ—L4 (ARN) EL &
9, GetCertificate ZFFO'H L., ARN Zi8ETH &Kk, FEHEZRBTEET,

(@ Note
IssueCertificate AR L —>3 > Tk, SEAET V7L —NEZHBEITIHLEN HYVET, D
flTlF EndEntityCertificate/V1 727 L—hZERALTVET, FAREZRINTO
To7L—RMIZDWTIEE, TAWS Private CASERRET 7L —hZ2EHT2, #25HBL T
<EEV,

package com.amazonaws.samples;
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import
import

import
import
import

import
import

import
import
import
import

import
import
import
import
import
import
import

com.
com.

com.
com.

com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Objects;

services.
services.

services.
services.

services

acmpca
acmpca

acmpca
acmpca

.acmpca
services.

acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;

services.
services.

services

services.
services.

public class IssueCertificate
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {

}

byte[] bytes =

}

return null;

acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca

{

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

null;

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {

IssueCertificate
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throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

".amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"base64-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/EndEntityCertificate/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(<<3650L>>);

validity.withType("DAYS");

req.withValidity(validity);
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// Set the idempotency token.
req.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);

HARRXDRSIZHEYET,

arn:aws:acm-pca:region:account:certificate-authority/CA_ID/certificate/certificate_ID

ListCertificateAuthorities

RD Java > 7 )LBlE. ListCertificateAuthorities AR L —> 3> RT3 AEEZRLTVWET,

COARL—2 3k, CreateCertificateAuthority 7R L —> a2 FEAL TERLET A R—K
AEBAEMES (CA) Z2—EBXRRLFET,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ListCertificateAuthoritiesRequest;
import com.amazonaws.services.acmpca.model.ListCertificateAuthoritiesResult;
import com.amazonaws.services.acmpca.model.InvalidNextTokenException;

public class ListCertificateAuthorities {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
ListCertificateAuthoritiesRequest req = new ListCertificateAuthoritiesRequest();
req.withMaxResults(10);
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// Retrieve a list of your CAs.
ListCertificateAuthoritiesResult result= null;
try {

result = client.listCertificateAuthorities(req);
} catch (InvalidNextTokenException ex) {

throw ex;

// Display the CA list.
System.out.println(result.getCertificateAuthorities());

—ERTIDAHSEHUENI $B5E, HARBRORSICBENET,

[{
Arn: arn: aws: acm-pca: region: account: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: TueNov0@712: @5: 39PST2017,
LastStateChangeAt: WedJanl@l1l2: 35: 39PST2018,
Type: SUBORDINATE,
Serial: 4109,
Status: DISABLED,
NotBefore: TueNov@712: 19: 15PST2017,
NotAfter: FriNov@513: 19: 15PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Organization: ExampleCorp,

OrganizationalUnit: HR,

State: Washington,

CommonName: www.example.com,

Locality: Seattle,

}

.

RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
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}
}
3
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: WedSepl312: 54: 52PDT2017,
LastStateChangeAt: WedSepl312: 54: 52PDT2017,
Type: SUBORDINATE,
Serial: 4100,
Status: ACTIVE,
NotBefore: WedSepl314: 11: 19PDT2017,
NotAfter: SatSeplll4: 11: 19PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Country: US,

Organization: ExampleCompany,

OrganizationalUnit: Sales,

State: Washington,

CommonName: www.example.com,

Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {
Enabled: false,
ExpirationInDays: 5,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
},
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJanl213: 57: 11PST2018,
LastStateChangeAt: FriJanl213: 57: 11PST2018,
Type: SUBORDINATE,
Status: PENDING_CERTIFICATE,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

ListCertificateAuthorities
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SigningAlgorithm: SHA256WITHRSA,
Subject: {

Country: US,

Organization: Examples-R-Us Ltd.,
OrganizationalUnit: corporate,
State: WA,

CommonName: www.examplesrus.com,
Locality: Seattle,

}

}I

RevocationConfiguration: {

}

iy
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,

CrlConfiguration: {
Enabled: true,
ExpirationInDays: 365,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}

CreatedAt: FriJan@511: 14: 21PST2018,

LastStateChangeAt: FriJan®@511: 14: 21PST2018,

Type: SUBORDINATE,
Serial: 4116,

Status: ACTIVE,

NotBefore: FriJan®512: 12: 56PST2018,
NotAfter: MonJan@312: 12: 56PST2028,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,
Subject: {

Country: US,

Organization: ExampleslLLC,
OrganizationalUnit: CorporateOffice,
State: WA,

CommonName: www.example.com,
Locality: Seattle,

}

}I

RevocationConfiguration: {

ListCertificateAuthorities
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CrlConfiguration: {

Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
}
3]

ListPermissions

RD Java > 7 I)LEIE. ListPermissions AR L —> 3> & ERIT2HFEERLTVET,

COARL—Y VTR, TTAR—K CAFBYSTLERS SOE, TOHEEN

—BERRENET. . .

IssueCertificate GetCertificatemENDT UV AHFA
[FListPermissions., CreatePermission XL —<3>TAWS H—ERA7 U NILICEVY) Y

T. DeletePermissions AR L —> 3> THRYBETENTEEXT,

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import
import
import
import
import
import

public class ListPermissions {

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.
services.
services.

services

services.

acmpca
acmpca

acmpca
acmpca

acmpca
acmpca
acmpca

.acmpca.

acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.
.model.

.AmazonClientException;

.model.
.model.
.model.
model.
.model.

ListPermissionsRequest;
ListPermissionsResult;

InvalidArnException;
InvalidNextTokenException;
InvalidStateException;
ResourceNotFoundException;
RequestFailedException;

public static void main(String[] args) throws Exception {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListPermissionsRequest req = new ListPermissionsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags.

ListPermissionsResult result = null;

try {
result = client.listPermissions(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch(RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the permissions.
System.out.println(result);
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}

BEENETZAR—NCANY—ERTUINILCT OEAFAZEYETTVWSIHE, HOk
RDESICBEYERT,

[{
Arn: arn:aws:acm-
pca:region:account:permission/12345678-1234-1234-1234-123456789012,
CreatedAt: WedFeb0317: 05: 39PST2019,
Prinicpal: acm.amazonaws.com,
Permissions: {
ISSUE_CERTIFICATE,
GET_CERTIFICATE,

DELETE,CERTIFICATE
.
SourceAccount: account
1]
ListTags

XD Java Y 7B, ListTags ARL—2 32 ZERATRDHEEZRLTVET,

COARL—232@F, T77A4R—NCAICHENFTSNERT (H25E) Z—EBERXRTLET, X
Jik. CAEZBEL, BETDOICERATEDINILTT, F2ITR. F—, BLOE (F723Y)
THERENET, 1 DUENRT & CAIZEMT SICIE, TagCertificateAuthority AR L —> 3 > %
HUOHULET, 2T ZHIBRT S IZIE. UntagCertificateAuthority AR L —2 3 > Z2HUPHUL E T,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ListTagsRequest;
import com.amazonaws.services.acmpca.model.ListTagsResult;
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import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class ListTags {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListTagsRequest req = new ListTagsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags

ListTagsResult result = null;

try {
result = client.listTags(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;
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}

// Retrieve and display the tags.
System.out.println(result);

VARNTBRTINH2HEE. HARBRDLSICHENEKT,

{Tags: [{Key: Admin,Value: Alice}, {Key: Purpose,Value: WebServices}],}

PutPolicy
RD Java B> 7 )LIE, PutPolicy ARL—2 3> OERBEEERLTVET,

COFARL—=23UIC&kY), VDI—=AR—=ADORIS—HFTTAR—=KNCAILTERYF&En, JOR
THONEENFARICBENET, RUS—ICE>TERBENDE, BIOAWS THOU NCEET
27VVNILE, FIELTVEBVWTSAR—KNCAZBERALTTSAR—NIRIVTAT AL
PAEERTHEICEMTEET, 77TJ4X—K CA D ARN &, ListCertificateAuthorities 7 7> 3>
EFVOVHEHIETHERTEET, RUZ—0HFICDOVTIE. TResource-Based Policiess @ T AWS
Private CA A A > A, ZZRL T EE L,

RUV—HCALLTEYFEhDE, TORIZ—% GetPolicy PO 3 THREL L
V). DeletePolicy 7 22 3> THIBRL V) TEEX T,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.PutPolicyRequest;

import com.amazonaws.services.acmpca.model.PutPolicyResult;

import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.services.acmpca.model.ConcurrentModificationException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
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import
import
import
import
import

import
import

import

public

com.amazonaws.services.acmpca.model.InvalidStateException;
com.amazonaws.services.acmpca.model.InvalidPolicyException;
com.amazonaws.services.acmpca.model.LockoutPreventedException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;

java.io.IOException;
java.nio.file.Files;

java.nio.file.Paths;

class PutPolicy {

public static void main(String[] args) throws Exception {

e);

west-2"

".amaz

endpoi

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
onaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
ntRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
PutPolicyRequest req = new PutPolicyRequest();

// Set the resource ARN.

PutPolicy
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req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Import and set the policy.

// Note: This code assumes the file "ShareResourceWithAccountPolicy.json" is in
a folder titled policy.

String policy = new String(Files.readAllBytes(Paths.get("policy",
"ShareResourceWithAccountPolicy.json")));

req.withPolicy(policy);

// Retrieve a list of your CAs.
PutPolicyResult result = null;
try {
result = client.putPolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;

RestoreCertificateAuthority

RO Java B> 7°)LBIT &, RestoreCertificateAuthority AR L —> 3> &R T2 HE%Z RLET,
TZAR—KNCA R, ExHiBEOBE., WVOTEERTEET, BE, COHBEHIBROBELNS 7
~30 HETRETE., CAZHIRIDEEZILERTEER T, FHICOVTR, "CADER, 221
L TL &V, DeleteCertificateAuthority ® Java DHIESBL T EE W,

package com.amazonaws.samples;
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import
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com.
com.
com.
com.
com.

com.
com.

com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

.services.acmpca.model.RestoreCertificateAuthorityRequest;

AmazonClientException;
services.acmpca.model.InvalidArnException;
services.acmpca.model.InvalidStateException;
services.acmpca.model.ResourceNotFoundException;

class RestoreCertificateAuthority {

public static void main(String[] args) throws Exception {

e);

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from file.",

// Define the endpoint for your sample.

String endpointRegion = "region";

// Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client

AWSACMPCAClientBuilder.standard()

.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

RestoreCert

ificateAuthority
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// Create the request object.
RestoreCertificateAuthorityRequest req = new
RestoreCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Restore the CA.

try

{

client.restoreCertificateAuthority(req);
} catch (InvalidArnException ex) {

} catch (InvalidStateException ex) {

} catch (ResourceNotFoundException ex) {

throw ex;
throw ex;
throw ex;
}
}
}
RevokeCertificate
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package com.amazonaws.samples;

import
import
import
import
import
import

import
import

com.
com.
com.
com.
com.
com.

com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

AmazonClientException;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;
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import com.amazonaws.services.acmpca.model.RevokeCertificateRequest;
import com.amazonaws.services.acmpca.model.RevocationReason;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

import com.amazonaws.services.acmpca.model.InvalidStateException;

import com.amazonaws.services.acmpca.model.InvalidArnException;

import com.amazonaws.services.acmpca.model.RequestFailedException;

import com.amazonaws.services.acmpca.model.RequestAlreadyProcessedException;
import com.amazonaws.services.acmpca.model.RequestInProgressException;

public class RevokeCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
RevokeCertificateRequest req = new RevokeCertificateRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
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// Set the certificate serial number.
req.setCertificateSerial("79:3f:0d:5b:6a:04:12:5e:2c:9c:fb:52:37:35:98:fe");

// Set the RevocationReason.
req.withRevocationReason(RevocationReason.<<KEY_COMPROMISE>>);

// Revoke the certificate.

try {
client.revokeCertificate(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestAlreadyProcessedException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

TagCertificateAuthorities
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
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client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;
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amazonaws.
services.

amazonaws. acmpca.AWSACMPCA;

amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.TagCertificateAuthorityRequest;

amazonaws.services.acmpca.model.Tag;

a.util.Arraylist;
amazonaws.AmazonClientException;
services.acmpca
acmpca

.acmpca
services.acmpca

amazonaws. .model.ResourceNotFoundException;
.model.InvalidArnException;
.model.InvalidTagException;

.model.TooManyTagsException;

amazonaws.services.

amazonaws.services

amazonaws.

ss TagCertificateAuthorities {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file
n Windows or the .aws/credentials file in Linux.

redentials credentials = null;
{
credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {
throw new AmazonClientException('"Cannot load your credentials from disk", e);

efine the endpoint for your sample.

ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

// C
AWSA

ointConfiguration endpoint
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

reate a client that you can use to make requests.

CMPCA client AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))

TagCertificateAuthorities
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.build();

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("Administrator");
tagl.withValue("Bob");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object and specify the certificate authority ARN.
TagCertificateAuthorityRequest req = new TagCertificateAuthorityRequest();
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.setTags(tags);

// Add a tag

try {
client.tagCertificateAuthority(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidTagException ex) {
throw ex;

} catch (TooManyTagsException ex) {
throw ex;

UntagCertificateAuthority
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package com.amazonaws.samples;

import
import
import
import
import

import

import
import

import
import

import
import
import
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public

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

java.util.Arraylist;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.UntagCertificateAuthorityRequest;
com.amazonaws.services.acmpca.model.Tag;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.InvalidTagException;

class UntagCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;

try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a Tag object with the tag to delete.
Tag tag = new Tag();
tag.withKey("Administrator");
tag.withValue("Bob");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tag);

// Create a request object and specify the certificate authority ARN.
UntagCertificateAuthorityRequest req = new UntagCertificateAuthorityRequest();
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.withTags(tags);

// Delete the tag
try {
client.untagCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidTagException ex) {
throw ex;
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amazonaws

amazonaws.

auth.AWSCredentials;

.auth.profile.ProfileCredentialsProvider;

client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services

.services

services
services

.acmpca
.acmpca

.acmpca
.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.UpdateCertificateAuthorityRequest;
.model.CertificateAuthorityStatus;

AmazonClientException;

.services
services.
services.
services.
services.

services
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services.

.acmpca
acmpca
acmpca
acmpca
acmpca
.acmpca
.acmpca
acmpca

.model.ConcurrentModificationException;
.model.ResourceNotFoundException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidStateException;
.model.InvalidPolicyException;
.model.CrlConfiguration;
.model.RevocationConfiguration;

public class UpdateCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

UpdateCertificateAuthority
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throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
UpdateCertificateAuthorityRequest req = new UpdateCertificateAuthorityRequest();

// Set the ARN of the private CA that you want to update.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Define the certificate revocation list configuration. If you do not want to
// update the CRL configuration, leave the CrlConfiguration structure alone and
// do not set it on your UpdateCertificateAuthorityRequest object.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname("your-custom-name");
crlConfigure.withS3BucketName("your-bucket-name");

// Set the CRL configuration onto your UpdateCertificateAuthorityRequest object.
// If you do not want to change your CRL configuration, do not use the

// setCrlConfiguration method.

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
req.setRevocationConfiguration(revokeConfig);

// Set the status.
req.withStatus(CertificateAuthorityStatus.<<ACTIVE>>);
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// Create the result object.

try {
client.updateCertificateAuthority(req);

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

NABLTTIOTIRNETCA EIRAEZERTS

CustomAtiribute 72TV NEFERATR L, EBERNDARLAFTZIVNID(OID) 2754 R—
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HABLY TSI ORNETCALHBAERERT D Version latest 101


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CustomAttribute.html

AWS Private Certificate Authority I—H—H4A KR

PRV ol F72TUKID
GenerationQualifier 25444
GivenName 25442
Initials 25443
Locality 2547
s 25410
OrganizationalUnit 25411
Pseudonym 2.5.4.65
SerialNumber 2545
IRRE 2548
Surname 2544
24 KN 25412
N =R

« CustomAttribute 3D CA ZER TS
« CustomAttribute Z23FD CA Z2&1TI 5

CustomAttribute Z23FD CA ZER T

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
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.model.ASN1Subject;
.model.CertificateAuthorityConfiguration;
.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CrlConfiguration;
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services.
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.services.

acmpca
acmpca
acmpca
acmpca

.model.LimitExceededException;
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.model.RevocationConfiguration;

class CreateCertificateAuthorityWithCustomAttributes {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(

"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

format.",

e);

// Define the endpoint for your sample.

NAAZLHYT DIV NETCA LRIEFAERERTS

Version latest 103



AWS Private Certificate Authority I—H—H4A KR

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
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crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);

crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();

revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE

CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// Create a tag - method 1

Tag

tagl = new Tag();

tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag

tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new
CreateCertificateAuthorityRequest();

req.
req.
req.
.withCertificateAuthorityType(caType);

req

req.

withCertificateAuthorityConfiguration(configCA);

withRevocationConfiguration(revokeConfig);
withIdempotencyToken("1234");

withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;

try

{

result = client.createCertificateAuthority(req);

} catch (InvalidArgsException ex) {

throw ex;

} catch (InvalidPolicyException ex) {

throw ex;

} catch (LimitExceededException ex) {
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throw ex;

// Retrieve the ARN of the private CA.
String arn =
System.out.println(azn);

result.getCertificateAuthorityArn();

CustomAttribute Z3FD CA ZR1TT 3
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import com.amazonaws.services.acmpca.model.MalformedCSRException;

public class IssueCertificateWithCustomAttributes {
private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");
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// Specify the certificate signing request (CSR) for the certificate to be signed

and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")

);

// Define certificate subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);
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// Add subject to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);
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public class SubordinateCAActivationWithNameConstraints {
public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "us-west-2";
west-2"

// Define a CA subject.

ASN1Subject subject =
subject.
subject.
subject.
subject.
subject.
subject.

// Substitute your region here, e.g. "us-

new ASN1Subject();
setOrganization("Example Organization");
setOrganizationalUnit("Example");
setCountry("US");
setState("Virginia");
setlLocality("Arlington");
setCommonName("SubordinateCA");
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// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
caType, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

}

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn, AWSACMPCA
client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,

GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();

getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;
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}

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType caType, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("1234");

createCARequest.withCertificateAuthorityType(caType);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;
private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {
// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
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Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;
private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);
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// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/

SubordinateCACertificate_PathLen@_APIPassthrough/V1");

0ID

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded Nameconstraints extension value
String base64EncodedExtValue = getNameConstraintExtensionValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();
customExtension.setCritical(true);
customExtension.setObjectIdentifier("2.5.29.30"); // NameConstraints

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

Extension
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} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " + subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String getNameConstraintExtensionValue() {
// Generate Base64 encoded Nameconstraints extension value
GeneralSubtree dnsPrivate = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".private"));
GeneralSubtree dnsLocal = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".local"));
GeneralSubtree dnsCorp = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".corp"));
GeneralSubtree dnsSecretCorp = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".secret.corp"));
GeneralSubtree dnsExample = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".example.com"));
GeneralSubtree[] permittedSubTree = new GeneralSubtree[] { dnsPrivate, dnsLocal,
dnsCorp };
GeneralSubtree[] excludedSubTree = new GeneralSubtree[] { dnsSecretCorp,
dnsExample };
NameConstraints nameConstraints = new NameConstraints(permittedSubTree,
excludedSubTree);

return new String(Base64.getEncoder().encode(nameConstraints.getEncoded()));

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
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GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
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}

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;
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}
byte

[]1 bytes

= string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);

QC AT — KXY NMIRZFOAAZTERITIT S

package com.amazonaws.samples;

import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import

import
import
import

com.
com.
com.
com.
com.

java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

org.
org.
org.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

nio.Byte
nio.char
util.Arr
util.Bas
util.Obj

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

bouncycas
bouncycas
bouncycas

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AWSStaticCredentialsProvider;

Buffer;
set.StandardCharsets;
ays;

eb64;

ects;
services. .AWSACMPCA;
.AWSACMPCAClientBuilder;
.model.ApiPassthrough;
.model.CustomExtension;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

services.
services.
services.
services.
services.
services.
services.
services.

AmazonClientException;
acmpca.model.LimitExceededException;
acmpca.model.ResourceNotFoundException;
acmpca.model.InvalidStateException;
acmpca.model.InvalidArnException;
acmpca.model.InvalidArgsException;
acmpca.model.MalformedCSRException;

services.
services.
services.
services.
services.
services.

tle.asnl.ASN1EncodableVector;
tle.asnl.ASN1ObjectIdentifier;
tle.asnl.DERSequence;

NAZRLYIREFDOAPAEEERT S

Version latest 120



AWS Private Certificate Authority I—H—H4A KR

import org.bouncycastle.asnl.DERUTF8String;
import org.bouncycastle.asnl.x509.qualified.ETSIQCObjectIdentifiers;
import org.bouncycastle.asnl.x509.qualified.QCStatement;

import lombok.SneakyThrows;

public class IssueCertificateWithQCStatement {
private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateQCStatementBase64ExtValue() {
DERSequence qcTypeSeq = new DERSequence(ETSIQCObjectIdentifiers.id_etsi_qct_web);
QCStatement qcType = new QCStatement(ETSIQCObjectIdentifiers.id_etsi_qcs_QcType,
qcTypeSeq);

ASN1EncodableVector pspAIVector = new ASNlEncodableVector(2);
pspAIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.3"));
pspAIVector.add(new DERUTF8String("PSP_AI"));

DERSequence pspAISeq = new DERSequence(pspAIVector);

ASN1EncodableVector pspASVector = new ASN1lEncodableVector(2);
pspASVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.1"));
pspASVector.add(new DERUTF8String("PSP_AS"));

DERSequence pspASSeq = new DERSequence(pspASVector);

ASN1EncodableVector pspPIVector = new ASNlEncodableVector(2);
pspPIVector.add(new ASN1ObjectIdentifier("0.4.0.19495.1.2"));
pspPIVector.add(new DERUTF8String("PSP_PI"));

DERSequence pspPISeq = new DERSequence(pspPIVector);

ASN1EncodableVector pspICVector = new ASNlEncodableVector(2);
pspICVector.add(new ASN1ObjectIdentifier("0.4.0.19495.1.4"));
pspICVector.add(new DERUTF8String("PSP_IC"));

DERSequence pspICSeq = new DERSequence(pspICVector);

ASN1EncodableVector pspSeqVector = new ASN1EncodableVector(4);
pspSeqVector.add(pspPISeq);
pspSeqVector.add(pspICSeq);
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pspSeqVector.add(pspASSeq);
pspSeqVector.add(pspAlSeq);
DERSequence pspSeq = new DERSequence(pspSeqVector);

ASN1EncodableVector pspVector = new ASN1EncodableVector(3);
pspVector.add(pspSeq);

pspVector.add(new DERUTF8String("Your Financial Authority"));
pspVector.add(new DERUTF8String("AB-CD"));

DERSequence psp = new DERSequence(pspVector);

QCStatement qcPSP = new QCStatement(new ASN1ObjectIdentifier("@.4.0.19495.2"),

psp);
DERSequence qcSeq = new DERSequence(new QCStatement[] { qcType, qcPSP });
byte[] qcExtValueInBytes = qcSeq.getEncoded();
return Base64.getEncoder().encodeToString(qcExtValueInBytes);
}

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:

NAZRLIREZFOMAPEZERT S Version latest 122



AWS Private Certificate Authority I—H—H4A KR

IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(30L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for QC Statement
String base64EncodedExtValue = generateQCStatementBase64ExtValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("1.3.6.1.5.5.7.1.3"); // QC Statement
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
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apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

}

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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waiters.Waiter;

.model.IssueCertificateRequest;
.model.IssueCertificateResult;
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.model.RevocationConfiguration;
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.model.CrlDistributionPointExtensionConfiguration;

.AmazonClientException;
.model.CertificateMismatchException;
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public class ProductAttestationAuthorityActivation {

public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.

String endpointRegion = "region";

southeast-2"

// Define custom attributes

// Substitute your region here, e.g.

ap-
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List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAA"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.

CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointExtensionConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **

AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAAzrn CreateCertificateAuthority(configCA, crlConfigure, CAtype,
client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
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ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
".amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");
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createCARequest.withCertificateAuthorityType(CAtype);
createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Product Attestation Authority (PAA) Arn: " + rootCAAzn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.
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// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS1@CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Baseb64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCS1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;
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}

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
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issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String rootCertificateArn = issueResult.getCertificateArn();

System.out.println("Product Attestation Authority (PAA) Certificate Arn: " +
rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.

Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {
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getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));

} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;

try {

certificateResult = client.getCertificate(certificateRequest);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
private static void ImportCertificateAuthorityCertificate(String
String rootCAArn, AWSACMPCA client) {
// Create the request object and set the signed certificate,

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

result.

rootCertificate,

chain and CA ARN.

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);
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// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzrn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Product Attestation Authority (PAA) certificate
successfully imported.");

System.out.println("Product Attestation Authority (PAA) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import lombok.SneakyThrows;
public class ProductAttestationIntermediateActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String paaArn = "arn:aws:acm-pca:region:123456789012:certificate-

authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.

southeast-2"

ap-

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAI"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2") // Product ID
.withValue("8000")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
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crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(paaArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(paaArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
paaArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();

System.out.println("Product Attestation Authority (PAA) Certificate /
Certificate Chain:");

System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA

client) {
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RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.

String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Product Attestation Intermediate (PAI) Arn: " +
subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();

try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
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} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");
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ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateAzrn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
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} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzrn);
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// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Product Attestation Intermediate (PAI) certificate

successfully imported.");
System.out.println("Product Attestation Intermediate (PAI) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class IssueDeviceAttestationCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows

private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException('"Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();
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// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

Mmoo BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
Mmoo END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3")
.withValue("Matter Test DAC 0001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1")
.withValue("FFF1"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2")
.withValue("8000")

);

// Define a cert subject.
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ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();

customKeyUsageExtension.setObjectIdentifier("2.5.29.15"); // KeyUsage Extension
0ID

customKeyUsageExtension.setValue(base64EncodedKUValue);

customKeyUsageExtension.setCritical(true);

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.

IssueCertificateResult result = null;

try {
result = client.issueCertificate(req);

} catch (LimitExceededException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

Device Attestation Certificate (DAC) Z1EFX T % Version latest 150



AWS Private Certificate Authority I—H—H4A KR

}
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» CreateCertificateAuthority
GetCertificateAuthorityCsr

IssueCertificate
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ImportCertificateAuthorityCertificate
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package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.samples.GetCertificateAuthorityCertificate;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ASN1Subject;

import com.amazonaws.services.acmpca.model.ApiPassthrough;

import com.amazonaws.services.acmpca.model.CertificateAuthorityConfiguration;
import com.amazonaws.services.acmpca.model.CertificateAuthorityType;

import com.amazonaws.services.acmpca.model.CreateCertificateAuthorityResult;
import com.amazonaws.services.acmpca.model.CreateCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.CrlConfiguration;
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CustomAttribute;
CustomExtension;
Extensions;
KeyAlgorithm;
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Tag;

model

.GetCertificateAuthorityCsrRequest;
.GetCertificateAuthorityCsrResult;
.GetCertificateRequest;
.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

.AmazonClientException;
.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
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amazonaws.waiters.Waiter;
amazonaws.waiters.WaiterParameters;
amazonaws.waiters.WaiterTimedOutException;
amazonaws.waiters.WaiterUnrecoverableException;

bouncycastle.
bouncycastle.
bouncycastle.
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asnl.x509.SubjectPublicKeyInfo;
cert.jcajce.JcaX509ExtensionUtils;
openssl.PEMParser;
pkcs.PKCS10CertificationRequest;
util.io.pem.PemReader;

lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.

String endpointRegion = "region";

southeast-2"

// Define custom attributes

List<CustomAttribute> customAttributes = Arrays.aslList(

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.4")
.withValue("CACACACAQ0000001")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client
String rootCAAzrn

ClientBuilder(endpointRegion);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

// Substitute your region here, e.g.

ap-

= CreateCertificateAuthority(configCA, CAtype, client);
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String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);
String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);
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// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
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csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS10CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Base64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCSl1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;
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private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);
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// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();
try {
getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
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//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;

try {

certificateResult = client.getCertificate(certificateRequest);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
private static void ImportCertificateAuthorityCertificate(String
String rootCAArn, AWSACMPCA client) {
// Create the request object and set the signed certificate,

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

result.

rootCertificate,

chain and CA ARN.

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);
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// Import the certificate.
try {
client.importCertificateAuthorityCertificate(importRequest);
} catch (CertificateMismatchException ex) {
throw ex;
} catch (MalformedCertificateException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.matter;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import
import

import

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

java.
java.
java.
java.
java.
java.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

amazonaws.

amazonaws.
.services.acmpca.model.ApiPassthrough;
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amazonaws.
amazonaws.
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amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.acmpca.model.ASN1Subject;

services.acmpca.model.CertificateAuthorityConfiguration;
services.acmpca.model.CertificateAuthorityType;
services.acmpca.model.CreateCertificateAuthorityResult;
services.acmpca.model.CreateCertificateAuthorityRequest;
services.acmpca.model.CustomAttribute;

.services.acmpca.model.CustomExtension;

services.acmpca.model.Extensions;
services.acmpca.model.KeyAlgorithm;
services.acmpca.model.SigningAlgorithm;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;

util.Baseb4;

util.List;

util.Objects;

org.bouncycastle.asnl.x509.KeyUsage;
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public class IntermediateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.

String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-

authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.3")
.withValue("CACACACAQ0Q00003")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
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// Get and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);
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client.

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:

IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
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issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
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} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
return Baseb64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateAzrn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.

Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {
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getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);
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ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import org.bouncycastle.asnl.x509.ExtendedKeyUsage;
import org.bouncycastle.asnl.x509.KeyPurposeld;
import org.bouncycastle.asnl.x509.KeyUsage;

import org.bouncycastle.jce.X509KeyUsage;

import lombok.SneakyThrows;

public class IssueNodeOperatingCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateExtendedKeyUsageValue() {
KeyPurposeId[] keyPurposelds = new KeyPurposeId[]

{ KeyPurposeld.id_kp_clientAuth, KeyPurposeld.id_kp_serverAuth };
ExtendedKeyUsage eku = new ExtendedKeyUsage(keyPurposelds);
byte[] ekuBytes = eku.getEncoded();
return Base64.getEncoder().encodeToString(ekuBytes);

@SneakyThrows

private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();
return Baseb64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

".amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");
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// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.1")
.withValue("DEDEDEDEQ0010001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.5")
.withValue("FAB00Q00O000000QQ1D")

);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedEKUValue = generateExtendedKeyUsageValue();

CustomExtension customExtendedKeyUsageExtension = new CustomExtension();
customExtendedKeyUsageExtension.setObjectIdentifier("2.5.29.37"); //
ExtendedKeyUsage Extension OID
customExtendedKeyUsageExtension.setValue(base64EncodedEKUValue);
customExtendedKeyUsageExtension.setCritical(true);

// Set KeyUsage and ExtendedKeyUsage extension to api-passthrough
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customKeyUsageExtension,
customExtendedKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
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IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

}

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"
if (endpointRegion == null) throw new Exception('"Region cannot be null");

// Define a CA subject.
ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "US"
.withCommonName("mDL Test IACA");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration()
.withKeyAlgorithm(KeyAlgorithm.EC_prime256v1)
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAType = CertificateAuthorityType.ROOT;

// Execute core code samples for Root CA activation in sequence

AWSACMPCA client = buildClient(endpointRegion);

String rootCAArn = createCertificateAuthority(configCA, CAType, client);

String csr = getCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = issueCertificate(rootCAArn, csr, client);

String rootCertificate = getCertificate(rootCertificateArn, rootCAArn, client);
importCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA buildClient(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()

RITHEEREER (ACA) SIRAERT7 VT 1 7L % Version latest 178



AWS Private Certificate Authority I—H—H4A KR

.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String createCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest()
.withCertificateAuthorityConfiguration(configCA)
.withIdempotencyToken("123987")
.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Get the ARN of the private CA.

String rootCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Issuing Authority Certificate Authority (IACA) Arn: " +
rootCAAIn);

return rootCAArn;

private static String getCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest()
.withCertificateAuthorityArn(rootCAAIn);
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client.

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
// Explicit short circuit when the recourse transitions into
// an undesired state.
} catch (WaiterTimedOutException e) {

// Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
// Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;
String csr = csrResult.getCsz();
System.out.println("CSR:");
System.out.println(csr);

return csr;

@SneakyThrows
private static String issueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

IssueCertificateRequest issueRequest = new IssueCertificateRequest()

.withCertificateAuthorityArn(rootCAArn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankRootCACertificate_PathLen@_APIPassthrough/V1")

.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
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.withIdempotencyToken("1234");

// Set the CSR.
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(3650L)

.withType("DAYS");
issueRequest.setValidity(validity);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign +
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Base64.getEncoder().encodeToString(kuBytes);

CustomExtension keyUsageCustomExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Base64.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)

.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Baseb4.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
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.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Add custom extension to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.asList(keyUsageCustomExtension,
ianCustomExtension, cdpCustomExtension));
ApiPassthrough apiPassthrough = new ApiPassthrough()
.withExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("mDL IACA Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String getCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.

GetCertificateRequest certificateRequest = new GetCertificateRequest()
.withCertificateArn(rootCertificateArn)
.withCertificateAuthorityArn(rootCAAzn);
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// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

// Explicit short circuit when the recourse transitions into

// an undesired state.
} catch (WaiterTimedOutException e) {

// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

// Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
private static void importCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {
// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest()
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.withCertificateChain(null)
.withCertificateAuthorityArn(rootCAAzn);

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import org.bouncycastle.asnl.x509.GeneralName;

import org.bouncycastle.asnl.x509.CRLDistPoint;

import org.bouncycastle.asnl.x509.DistributionPoint;
import org.bouncycastle.asnl.x509.DistributionPointName;
import org.bouncycastle.asnl.x509.KeyUsage;

import org.bouncycastle.jce.X509KeyUsage;

public class IssueDocumentSignerCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.

String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"

if (endpointRegion == null) throw new Exception("Region cannot be null");

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:

String caArn = null;

if (caArn == null) throw new Exception("Certificate authority ARN cannot be
null");

IssueCertificateRequest req = new IssueCertificateRequest()
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.withCertificateAuthorityArn(caAzrn)
.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Specify the certificate signing request (CSR) for the certificate to be
signed and issued.

// Format: "----- BEGIN CERTIFICATE REQUEST----- \n" +
// "baseb4-encoded certificate\n" +
// Mmoo END CERTIFICATE REQUEST----- \n";

String strCSR = null;
if (strCSR == null) throw new Exception("CSR string cannot be null");

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(365L)

.withType("DAYS");
req.setValidity(validity);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "us"
.withCommonName("mDL Test DS");

ApiPassthrough apiPassthrough = new ApiPassthrough()
.withSubject(subject);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension customKeyUsageExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName
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GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Base64.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)
.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Baseb4.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Generate EKU
ExtendedKeyUsage eku = new ExtendedKeyUsage()
.withExtendedKeyUsageObjectIdentifier("1.0.18013.5.1.2"); // EKU value
reserved for mDL DS

// Set KeyUsage, ExtendedKeyUsage, IssuerAlternativeName, CRL Distribution
Point extensions to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.asList(customKeyUsageExtension,
ianCustomExtension, cdpCustomExtension))
.withExtendedKeyUsage(Arrays.asList(eku));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {
result = client.issueCertificate(req);
} catch (LimitExceededException ex) {
throw ex;
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} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println("mDL DS Certificate Arn: " + arn);
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BRIOEFIVF AR —BHEIFTREVSRARNTSI9TF1 AICERLET,

2L, L—h CARSEEMAZSZRITLTVREHERE,

(1T T&E £ 9 AWS Private CA,

T5FBHET, OpenSSL R ZDOHDY T RNIITTEEENDI—NCAZERAT L EL
FADT A LHBONIABESNET,

KETOT T4 X— N PKI O 4l

COBITE, HBDRZEOTIV /O —FHN, AN—RBREAN—HMN—RAZ—0D220F/®
A22—Y KN (oT) BBRZRELTVERT, 2BEBRFCRE, ETFNAMALCBRIVRIVTAT4
ALAENRTEND LD, (2 —FY MNEHTHRHEREZLIIBRFETEXRT., o, 240 PKI
. AEBVITH A N PHBELVCEXEEEZTSCETETERREIILTVARANEOEI -2 —ER
BE, BHEOOAVELI-RA2VTFARNTIVF Y ZRELTLERT,

ZTOHRR. CABEBR. ES>ZXANChSNEEECEAEZEREICETIMLLET,

Fi

INTERNAL

OPERATIONS

Root CA
[Level 1)

EXTERNAL

OPERATIONS A

Root CA
[Level 1)

¥
CORPORATE WEB

»
Subordinate CA
[Level 2)

COMPUTER

OPERATIONS

Subordinate CA
{Level 2)

EXTERNAL

OPERATIONS B

Root CA
[Level 1)

.&?l‘ Certificate with
signing authority

PRODUCTION A

Subordinate CA
[Level 2)

PRODUCTION B

Subordinate CA
[Level 2)

loT A: Bulbs

Subordinate CA
(Level 3)

loT B: Toasters

Subordinate CA
(Level 3)

CAREBOBEZFTET S
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CORBICIE, ABARL—3 A1 D, BLUPABARL -3 VA2 D #RZ12 2L
IZ12DIL—KCAYDID2DIN—KNFEEINET, £, ABPARL—23VAO22OLARILD
CAE, ABARL—>32AD I D2OLARIILEFHF D, BROMAEONAORESIZOVWTEHAL
9,

DEEENEIL—NCADERETHNCALAV—OABEARRE, ESRAEEFIVFTIOZ—X
EWBITRFTLDRETT, BEOCAV)—HH3BE. PKIFEXOBHE. 5. BRICHLT
FROICAAETNE T, BEENFRETDE, LI-FCAREB2EAY., EtF¥1VT 1 TRESATWVD
DEIEEECERICBEHTERT, &, TUOCAN 2LARILOFE, L—F CAR., BTFHRLR
BETOREMEDARAZEN —RFEEBERZBIIBZLARILICALSHEVTRELARILZRHEET,

RNETRE, REOVITERABIAVELI-—ZORER, 2LRILOEEZZETLET, Ch5DOLA
Wk, JI7EBEEEBRAIVCZTE,. SANDT— U RXA D TAHERTEZMEBIICERTE
F9, PKIZEBIOEERX A VICXDMELTD R, EFIVFAORARNTSZIT1ATHY,
tEICEEERETARMEOHIRENSTNThEZRELET, VITEEELZ, HtROVI 77
SOV THERATZDLEOOIV RIVTATAARBEERITL, HADIITH A N TBREEFRIAS &
OCBESILLET, EAIVIZTR, T2tV E—FRANEOVEI - —ERAZHEICFRY
BIVRIVTATAARAZTERITLET., COZATALR, LAN LETHEESILIZDZEICRY, #
BT —REREIRERT,

AAENAICREOFINZRET S

CARREOBIER, FAAZTLSTNIERFWIRICKI > TERET N, BAETHKT. HEKRTE,
RD2DOOHFEAERBENTVET,

c CA—FIHEN CAZEEZEL TLWBRAESH, COEN false (F7 AN DBEE, SEHEFEI>
RIVFAT48HAETT,

« pathLenConstraint - BB EEFI—HNICFETEDTMULARILOTH CADHEAREK. T
VRIVFTATAAHER CARIAETRAVLEO ATV MENEBA,

IL—K CAFIAECRBEAROREMNI BETHY ., NAROHWIEENEEA, ChiZLY,
L—hEEEORETDIAAENAZERTEEXT,

® Note
AWS Private CA (&,

ABAENAZ 5 DOLARIICHRLUET,
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THCAICEK, BEOEEL BENOMENDNEICISU T, €O LE® pathLenConstraint BN &
WET, EAEF, 3DDCAZEODRETIE. I—NCAICNADHNEIEEEhFEA, RAD
T CADNARIFE 1 THB D, FCAILBETEET, chsDTNTIAOFCAR, 4FEO
® pathLenConstraint EZFOHENHYWET, 2FV, TVRIVTATAAHAEICERTS
CEFTEXTH, BMO CAMAEERITID LI TELELA, LV CAZERT D8 EH
BRIdceld, EEREXF21VTAHETT,

ROEF, BEOTIC, FIRENEZH#EROCOEEZRLTVET,

F.

#  Certificate with
PETCE?;‘I(:;H a signing authority
Unspecified
;',-é".
~ Subordinate CA Last CA can only
Path length: sign end-entity
) certificates

)

Subordinate CA
Depth Path length:
of child CAs )
allowed below 2
each point i Subordinate CA
Path length:
0

CcDA4LRINOEEBTE, I—FMEHAREhFEA (WVD2EDLSID), LAL, RO TN CAN 2
M pathLenConstraint fE T, FCAN ILARIULERK BB EEZFHRLET, LEAN>T. &
MBAMAENANGE, FIHNEFRAD 2 DOLARIILTEOLELTZIBEN HYET, VJITTS
IHT, NARN 4 Z2BABDODTZUFASOIVRIVTATAABAEN BREEhIEBE, B
A EABMUET, CORSKIAER. B> TERE N CA, BoTHREETIhE CA. FELEEFRE
BRONERTHDAEEN B ET,

EAENAICREOHNZERET S Version latest 197



AWS Private Certificate Authority I—%—HA KR

To7L—hEFEALTNAORETZEETS

AWS Private CA (CI&. JL—REEAAE, TNREHAE,. IV RIVTATAAAEZERTIDLHDOT
7TL—RFABETIATVEY, ChosOT2T7L—hME, NARZBCELANBHWEORARNT
ZOTARENTEIMMELLET, TOTL—KIR. ROEODHFHYET,

* RootCACertificate/V1

+ SubordinateCACertificate_PathLen0/V1

+ SubordinateCACertificate_PathLen1/V1

+ SubordinateCACertificate_PathLen2/V1

+ SubordinateCACertificate_PathLen3/V1

« EndEntityCertificate/V1

HITTTO CAIIBHAEONARU EONAEZE D CAZERL LD ETBHE, IssueCertificate
APl EF TS —%IRLFET,

SFBAETF 7L —MNOFEMICOVWTIE., TAWS Private CASIERZEFT L —hN2EAT5, 23R

LTSEEL,

ZERAL T CABENREZ BE{LtT% AWS CloudFormation

CAEEBDRXR:TAEEL =S5, AWS CloudFormation 7> 7L —KhZEALTTFARNL, ZBIRE
ICEBHEBETEET, cOEOIBTFUTL—MOFHIIZDOWTIE, TCloudFormation 1—H'—HA Ry @
F7SAR—KNCABENES,) 2BLTLSEZTL,

T7ZAR—NCAZATHA VN EEETS

CARIAEICE., —ENEMHARICEEMHEANHY XT. CAIASORFMARI Ind L, CA
FEEDTAD CAICL > TERRELEEENICRITENEINTOMASIEMICEYERT, Bl
ATET2CLET, CARIHASEORAMARZEBTEERT,

BB ZERT D

X509 FAEAENEMBEF . BHEAOEFFAAET 1 —ILRTI, ChICKVY, RITTO CAAMHASE
ZEERTEDCLZAPRIIRHEARNIREET N, ) BELRERRELERA, (ABBERE NI —
NEEBAE . MEOAMHMBEZARLET, )
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AWS Private CA B LT I, AT OHHNORREES
Manager ZXEL &7,

SEEAE OB XIHIR DR E AWS Certificate

s LK TEBETIDAAEOEMHE, SEAEEZRITL Z CA DEMEBLLT AWS Private CA
THIVENHYET, DFV, FCALEIVRIVTATAHERG, RABEOENHE%E
BEDCEFTEXRLEA, IssueCertificate API ZFEAL T, BO CAURLELOEMHEZEFED
CAIBHEZRITLEIDETRE, KBMLFET,

s K2 THRITBRCEEE B EAE AWS Certificate Manager ACM A" 7S A R—KNF¥—&4E K
IBIPE) OBDHEE 1348 (395 B) TF. ACMB NS OIREOEF /O AL SE
LET., AWS Private CA ZEA L TAIAE Z EERITIRHEE. FEOEMHEZRIRTEE
9,

RORE, FARNENEADHBORENEEBEZRLTVET, - MNIASEEEAEMNHBI &

<. IVRIVFATAAAZTRELENELS, THCARRChS OBFEZEFHICHY) ET,

ROOT Subordinate 1 Subordinate 2
Validity: 10 years Validity: 5 years | Validity: 2 years

CAREBZAEIZDELER, CAIAZSORESANHABEZRELET, RITIBDIVRIVTA
TARAZOLEZAMHMEL SEFEICEXEL KT,

IVRIVTATA5HE

IVRIVTATAEAZBCE, I-AT—ACELEEYHEIrSKETY, BHHBIrEVED,
TZAR— N F—FBRELREHEE A LFZECARABNI DFEE NI ERUEF FRIRICHMEI ST E
T, L. BHHEANrEVEVWS R, HEICEHENDIEZERLET, BRI DEH
BEEFLABVE, UV RALFRETDARMENBY XTI,

IVRIVFTATAAREZTHLTHEATRE, EF1VTARENFREL LSRR LOBE
ARETHARMENIHY ET, FTETIE, ENLPASLEAARE, RESNLAASTOYEL.,
BLRVARAECKETDIVZAT MR EULAGEIZDRESICOVWTERIZHLEN HYET,
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ACMASRITEND IV RIVTATAAZEOTF 72 MOBEXHRBIE 13 2 A (395 HE) T
¥, Tld AWS Private CA. IssueCertificate API ZFEAL T, ETTO CA &V EEVERIH]
BMEaBRATEEXT,

Tz CAREERZE

T CARIRAE R, RITIZAATRNEL/BYRVEMPBZEFOLEN HY) ET, CALHEE
DAEMBEK., FCAMAZERLERIV RIVTATAAZTORTHED 2~5FTI. L&A
F. 2LRIDCAEE I—RCAE1DDTUCANHBIELEXRT, IV RI T 14T (1iH
EZ 1 FRAOBVHETRITIZEEE. TUORITCAOBEVNPEZ 3FICRETERT. Ch
. OTCARHAEDTT7 4L N DEMHAB TY AWS Private CA, Tz CA ZEBAE . JL—b
CAIIBAEZEEMAD L BLSEETEET,

JL—NEEERE

I—KNCASIBEZZEETDE, PKIINTVYIF—AVTSARTIOF ) 2RICHETD LD,
BETBIRNTDITATYRARL—FA VI VRATLET SVFOEEANT EEH T B LE
FHVET, ERLOFEZHEPRICHNASDICE. I—FIASOAMHEBZRSIZDHXENfHVYE
¥, JL—NFEBEED AWS Private CA F7 # )L N & 10 £ T,

CA DR =ZEET S

CANEMEERTDICE,. 2 O00FFENHYWET, VW CAEZBERZSDD., CAZFHL VAN
BTERITLET,

HVWCAZEEHZD

HWCAZEBEMADICEF, LW CAZEKL, BUBCAICFI—2LET, TOER, HLL
CANSREHABZRITLET,

MLV CADLSHRITENEIAAEZICEK, ILLCATFI—HAHWET. HILL CAHEIES I
5, tWCAZEMILT, HLLVAAZZRITLBEVLSICTERY, BEMCHE>TVEIE, &
WCAWK CAPSRITENIHEVIAZEORYELEZYR—MLET, T5TBHLIREETNLTLS
BEIE. OCSP ICK > TAIAEZRIALETS A, REAFEARV AN (CRL) ZHEELETD D
FERFRZOMFZITVET,. TV CANSRITETNEREOAAZTOEMNBRRI TINS5, HW CA
ZHIBRTE X T, CADLSRITENLEIXNTOAAZTOEEL R—PZERL T, RITETNEIANT
DIAZEOEMHABRAINTVD L ZHFETERT, TV CAILTUD CANHIHEERF, TUOD
CANRBFICHRINICESD, BCALYERICHRINICES O, THUOCAELEEMA DX
ENHYVET, &7, ERIFVELRBANORLEUND CAZEZHBAET, XRIC, BEOTHELARIL
CEICHUVERT CAZHERLET,
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AWS Tld, BEICISUT CADRBIC CAs ERBAFZEDDLZHHMHOLET, LEAR,
28 1 4 CA (Z "Corporate Root CAy EVSERZ[ITET, 21D CAZERNTRDEEF,

"Corporate Root CA G2, EVWSEFZENTET, COEMEMERAEF. WHD CANHRTIIN
THEVEEDEILZBITADICKRIEET,

CADTSAR—RNF—2O—FT—232F2EH, CAOBESTINBEENET, CAF—TIE,
TZAR—RNF—OO—FT—Y3HFRANTZIVTAATYT, O—T—2 I 0HEER., F—0fF
AREEICHHTEISLENHYET, KUZDIIHEZRITIACAR,. O—F7—3a 2 0HEENS
<BWVET,

(® Note

CAZEEMADE, ACMOSRITENLTFANR—NIABTEERTEEREA. RITEL
OEHMICACM 2 AT 3FEE. CARIAZZBERTLT. CADENHBZERTIHZE
FHYNERT,

HVWCAZBEITITS

CADEMHRAESIWESE, ANPREERTZHOFEEL T, HLLVEMBREREL T
CAIIAZEZBERITIDHEN BV KT, BRITTRE, INTOCAAXZTF—RRBFZTOEREEY ., B
FO—OLY NF—ENTIY OF—RBREEhFET, COZFIUFTR. CAFRITLERED
AAEFI—2EBMHRMYINTVWEVWIY RIVT AT ARAERE. BHERAYINDETHEY
TY, MLULLVAIAZSORTERMID LB HMBRTEXR T, BRITShLAHAETCAZEHTD
IZE, CAFIFHAEDA VAR =)L THEATATVWIBEDOA AR —ILFIREICH > TS EEL,

(® Note

HLLE—ARTICHVERZCETEFIVT I LORRINBSND o, AIREEZBERT
TRREHRIIND CAZEEMAD L EZHHOLET,

CA OHLVYEL

CANERBELZZAAEZIM)ETE, TOCANBVYBEEAET, chilkV), CAHFRITL LA
HEELINTERLRMLET ., KWIFHIE OCSP £LWFE CRLICEK>TITA T MNIEREFEELE
o INTORTEALRIVTATABLP CAIAEZRNEERBEICDA, CAIHEZ
EELTLSEEL,
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AWS Private CA REFHE A5 A ZETET S

TTTA4R—KNPKI Z5 BT E & AWS Private CA, TV RIRA U NDT T4 R—KNF—=H1F
ThBEERE, IVRRAVMRBITENEHAAZTZERAL BB 2RRIEHLT B FHEEKRE
TRIMVENHYVET, COBBICHTZ—ROET7O0—FF. ENHEOEVIHEEZFERTS
H, AAEBRMERETS LTI, BVHENFrEVIERAER., HEEFRCEHALEVSEVER™
THRINICED -, KU TEBEERNF B FERA, TVRRANMIENZEEHNTIOLER
BIURE CREBENEMICEYET, COEIAVTR, BEPRARNTS VT 1A% E, AWS
Private CA 1—H—@ITOXMA 7> 3 ICOVWTHBALET,

RMWFENBEBZE., VT4 VAAEAT—FAZTORIIL (OCSP), FEAEXRMYJY AL
(CRL), FERBRZTOWMAZRRTEXT,

® Note
KMNEBRERTIC CAZERLIEBER. BASVOTERETEXRT, FMICOVTRE,
FrT7Z4X—K CA ZE#H T3 AWS Private Certificate Authority s 2B L T &L\,

« AVSAVIHREAT—FATZONIIL (OCSP)

AWS Private CA &, 7ILNFZ—I REO OCSP Y J1—2arzRHL, 8FENM1VTFTAN
ZOFvERZERTR LB, AIAENMYWEENLECEZI Y RRANCBALET, &
EHlE. AWS Private CA >V —J)L., API, CLI, £ #2FEALT1EBOFRL—2 32T,
FHRELIEBEFED CAs T OCSP ZHEMICTE F T CloudFormation, CRL L RARA > N TR
FEEIVOCNEBENDEOHELKBEDIENBHYETHN, OCSPODANL—JERBOEHEFL AR
A—ONY VLY RTRHWICAEBEENET,

CATOCSPZEMICTRDE, RFRITENLZFHLUVIASOERIERT 7R (AIA) fLREERE
[Z OCSP L AR A —® URL AWS Private CA 289 T, HRICKY), DITT7SIHBED
9S5ATRE, LARIA—ICOTIVEEFTLT, IVRIVFATAB KO T CAIHEN
EHETEDINESHZYUMTEDRSICBYET, LARIA—R, AYTHZ L2 RIATD -
OBOBEBNICBREENERAT—RAXYE—D%BLET,

AWS Private CA OCSP L AR & —Id RFC 5019 I[CEHRL TVET,

OCSP IZCE 92 ZEEH
* OCSP AT—BAXY -2, RITHO CAHNEATAILSICHREENTVWAINOERLUES
FILAVXLZFEALTERENET, AWSPrivate CAdV YV —I)LTHERE NI CAR., 7
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7 # )L~ T SHA256WITHRSA BE 7 LIV X LZFEALET, YR—hEhTLWa O 7))L
) ALIZDWVWTIE, CertificateAuthorityConfiguration APl RF 2 X MMZREBEEhTVET,

« OCSP LARIA—NEMIZE2>TWVWSB &, APIPassthrough @ & UF CSRPassthrough sEBAE T
Y7L—MEAATRTEIEELEE A,

e YX—IYROCSPH—ERNDIV RARA VNI, NTVYIALUEZ—ZYNDSESTIEAT
EET, OCSPEZHXEBELTVWTE, NTUYIIYRRA Y MABEREVWI—Y—1F, 1HE
DOCSPAVTTZARNTZUVF Y ZERATAILENHYET,

« FAEBAE X' A B (CRL)

AEAERMUAN (CRL) &, AT21—)En-EHHRL Y EIICEY) HEIZAHAEO U AN
ZB2C77A4ILTY, CRLICIK, BEENBLBOLAAZTOVAN, XMOEH, HRVPZOD
BORERBIERTNTVET,

FORLHEES (CA) ZRRET R L EIL, NMREEFLERFN—FT 1> 3> 9B &Ehiz CRL AWS Private CA
BERTINESHEBIRTEERT, BIRICKY), FRAIEBENIRITERTEIVYETENTEDAE
BHENDRARBMARENET, FMICDOVTIE, AWS Private CA 7 #—2&ZZSBL T EE L,

CRL ICB§T 2 EEEE

e XEYEHEHIBICRETAHEEEIE: CRLsOCSP & WEZKDAXAEUEMBEBEELEXET, £
L. CRLs, il EICAT—RAEZFIVITEOTEHLEL, XMVARNEXYYS1F3C
ET, OCSP &LhBILTERY RD— VU FTHIBZBS T ENTEET, BFED loT /N1 A%
E. XEVICHHOSDTNAADZEE. N—FT 1> 3> a8 Ehiz CRLs,

« CRLEAATDEE: TRE€B CRLASN—FT 14233 BEhiECRLICEETD L, RFRAMEIC
IBSUTHLWIN—F 4> 3> AWS Private CA Z4ER L. 7TH CRL ZEL TN T CRLs IC
IDP LR EEZBMLET. N—T 123V PEHNSELLEHICEETSDE, 1 ODOCRLD
HNEFEN, LUBION—T 123V ICEAERITSNEBAEN SBREIAWTDIOEBES ZENT
gFY,

@ Note
OCSP £ CRLIFEBESE, RMULTHASAT—RAZENARICEZERTICZLDEBEN
HWETF,

- AEAEZMYETE, OCSP LARZALHFLVWAT—R AN RMREND L TICHAK 60
DHDBDENBYNET, —MIC, OCSP FRMBFHBOBLEN EWMERLNHYET. Ch
. AT BEABF YV 192N HD CRLERFERY, OCSP L AKRY
ARBEIZATVNIR2TF Y Y2 21E2hBVWEHTY,
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« CRLIGBE., SIHEN BV HEENEN 0 DRBICEFREIAET, MSHDEHT CRL EFHF
AREBUEEE., 15092 &ICESIC51T AWS Private CA LE T,

RIWRE D —REHF
INTOABREC R, ROBUHAFBEAENET,

« CRL £/l OCSP £ ERICTBEREICIE Enabled=False NTX—R DA EEHDILEND
V), CustomCname X° ExpirationInDays BEDHD/NTX—ZNEENTVRERKLE
¥,

« CRL B Tlk., S3BucketName /NZ X—#&I& Amazon Simple Storage Service /N7 Y K Dap &R
AllCEWML TVRRENFHYET,

+ CRL %71k OCSP BOHAZLDESRE (CNAME) /S5 X — 2 &2 EHER. CNAME TO4EH
XFOMEAIZBETS RFC7230 OHFIRICENTBHEN HET,

« CRL X OCSP #mH Tl&, CNAME NTX—2—0D1{EIZIE. CNAME N X—Z—DOfEIC I,
Thttp://3 X° Thitps://4 BEDTZTAORINTL 7 AV IORZEDD R TEERA,

[N =R
e ) CRL Z5%xE 9% AWS Private CA
« O OCSPURL ZHARXN A AT AWS Private CA

® CRL Z:%E 95 AWS Private CA

CAHERZOLAD—HEL TARAEERHV AN (CRL) ZBRETRHIIC, WS DA DERRENVE
ICBBBENBYNET, OV TR, CRLIRBNENE CAZERTRENICEREL TH
NEFRFHFEAT2IAVICOVWTRHBALET,

CRLORBELFHBREELTAVTAVAEHEAT —XRAZORNIIL (OCSP) ZFEAT B HEICD
Wk, TCertificate revocation optionss KT "M OCSP URL ZHAZXN A AF % AWS Private
CAL ZZRLTLKEEW,

[N =R
« CRLRAJ
. CRL #&&
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« Amazon S3 M CRL D7 VAR S —
« CloudFront ©S3 7OYUNT VY OTO+1A(BPA) ZEMICTS
« CRLF1ANIUEI—-232KRA2 K~ (CDP) URI MIRTE

CRL ZA 7

s BT -F7FAINBRERE. E. RMLECAICK D TRITENEHEYNATHEVIXNTOIIHEE
C2WT, N=F1423a>BEEhTVWEWT1 D20 CRL 77 1)L AWS Private CA Z#3#FL &
F. AWS Private CA B1TT2KZiMBHEK. RFC5280 TEZESNTWVWDELSIZ, CRLTF1 AR
E1—232KA > N (CDP) HLiEKEEZ N U THED CRL IZNA Y REhET, E2% CRL A
BWCBE2TVWB CAZEICRRI100 FNDTSAR—NIAERZF O EN TERT, FMICO
WTIlEk., TPAWS Private CA #—%, ZZBL TS EE W,

« N—F 423258 - %25 CRLs EHBL T, NA—F 1235 BEE hiz CRLsET T R—h
CANRTTEDMRENHREARICHEP L, CAs ZHERIIO—F—2 3V LEVESLLET,

/A Important

N—FT1423av{tEhiz CRLs 2R T5EEF. CRLICBEERITSNERITT A AL
JE1—>3 2RS4 N (IDP) URI #SEEAE D CDPURI E —H T B & ZRIL T, &
P CRLAMBENLCEZRFIDILEN BV ET, I IDPILREMEZEEELLT
AWS Private CAN—29 L., 94T NN MEBTEDRSICTDHENHVY XD,

CRL #Bi&

#CRLIE, DERTI>O—RENLET7AITY, 774N 2F2>O0—RKRL., OpenSSL % £
LTRRIDICE, KOXSBION REZFEALET,

openssl crl -inform DER -in path-to-crl-file -text -noout
CRLOERFRDEHVTY,

Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: sha256WithRSAEncryption
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Issuer: /C=US/ST=WA/L=Seattle/O=Example Company CA/OU=Corporate/
CN=www.example.com
Last Update: Feb 26 19:28:25 2018 GMT
Next Update: Feb 26 20:28:25 2019 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 CRL Number:
1519676905984
Revoked Certificates:
Serial Number: E8S8CBD2BEDB122329F97706BCFEC990QF8
Revocation Date: Feb 26 20:00:36 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: F7D7A3FD88B82C6776483467BBFOB38C
Revocation Date: Jan 30 21:21:31 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Signature Algorithm: sha256WithRSAEncryption
82:92:40:76:86:a5:f5:4e:1e:43:e2:ea:83:ac:89:07:49:bf:
c2:fd:45:7d:15:d0:76:fe:64:ce:7b:3d:bb:4c:aQ:6c:4b:4f:
9e:1d:27:f8:69:5e:d1:93:5b:95:da:78:50:6d:a8:59:bb:6f:
49:9b:04:fa:38:f2:fc:4c:0d:97:ac:02:51:26:7d:3e:fe:a6:
C6:83:34:b4:84:0b:5d:bl:c4:25:2f:66:0a:2e:30:f6:52:88:
€8:d2:05:78:84:09:01:e8:9d:c2:9e:b5:83:bd:8a:3a:e4:94:
62:ed:92:e@:be:ea:d2:59:5b:c7:c3:61:35:dc:a9:98:9d:80:
1c:2a:f7:23:9b:fe:ad:6f:16:7€:22:09:9a:79:8f:44:69:89:
2a:78:ae:92:a4:32:46:8d:76:ee:68:25:63:5c:bd:41:a5:5a:
57:18:d7:71:35:85:5c:cd:20:28:c6:d5:59:88:47:c9:36:44:
53:55:28:4d:6b:f8:6a:00:eb:b4:62:de:15:56:c8:9c:45:d7:
83:83:07:21:84:b4:eb:0b:23:12:61:dd:95:03:02:df:0d:0f:
97:32:e0:9d:38:de:7c:15:e4:36:66:7a:18:da:ce:a3:34:94:
58:a6:5d:5¢c:04:90:35:f1:8b:55:29:3c:dd:72:a2:d7:5f:73:
5a:2c:88:85
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® Note

CRLIEE., TheZRIBAABEN RITENLRICDK Amazon S3 ICREETNET, ThIL
Bk, Amazon S3 /N7 Y NICRRE D acm-pca-permission-test-key 77 1)L D&
FEELET,

Amazon S3 ® CRL DT VAR —

CRL Z##ERT2BAE. REFETS Amazon S3 /NI Y N2 EHFITIHENF HYET, . EBELE
Amazon S3 /N4 Y ~NZ CRL AWS Private CA Z BB ICTES L., EHHNICEHRLET, FHICOV
Tk, "NT7Y hDERL BSBLTLSEEW,

SAINTYREE, PFRYFENEIAMTIEAFAR) S —ICL > TRESNTVDHLENHY E
T, FAchLEI—H—H—ERTUINIIZK, PNTYNCATD IO NEEBE AWS
Private CA 32O DPut7 IV EAHAE, AT IO RN ERBITIT7 I AGetH AN BETT,

(® Note

IAM RS —DRER, AWS U—I 32 BETS ICKR2TERYERT, V-3 2 RBARD
220ATdVIESEENET,

e FTAIRIFERZ)—232 —FXRTO ICRHUTF7AIILNTEMCHE>TWSR U —
23 AWS ThHI b,

s F7AIRNEN)—232 —FT7AI)IBNTREMIZ>TVRS, I—F—FFHTH
M-TERD -3,

FHETT7 AL NEYH) 23O UARNIDOVWTR, TAWS U3 0EE, 23R
LTLKEZV, IAMOOAYTFARNIEFZDZH—ERTV I NILOHBICODVWTR, 7
Z7h42)=23>OAWS HY—ERT VTN ZBRLTLSEZL,
ABAERMBEE LT CRL Z58ET D&, AWS Private CA & CRL Z4ER L T S3 /N7 v
NMZRXBLET, S3/NT Y NI, AWS Private CAH—E AT U NI NT Y MC
EEACELZFHTTR IAMARUS—HFBRETT, Y—ERATUZINILOEBRRERT
U= 3VICK2TERBY, IXNTOFTZIVHAYR—RNENTVEIDHTREHYEE
Ao
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PCA S3 H—ERTVINIL

EE55E[FALY—232ICHYET, acm-pca.amazonaws.com

% B acm-pca.amazonaws.com

) a% acm-pca.Region.amazonaw
s.com

B i3 HR—REATLVEEA

T7 2 MRS —TIE CA I SourceArn HFIRFEAEhELEA. HED AWS THIUV NEHE
NDTTZAR—KNCADEAENDT IV LAZFHRTED, ROLSBEHITOERVAV—2BHITZ L
ZHEHLET, Tk, aws:SourceOrglD &H4F—Z2FALT. ORBRECHEBNOT IV AZH
BRT D&t TEET AWS Organizationse /N7 Y MRV —OFMIC DOV T, "Amazon Simple
Storage Service D/NT Y hARDZ— ZZRBLTLEEV,

F7AINRNRUS—%HATHEEBRLEBEE. BTVOTELLEETEET,
CloudFront ©S370Y VN7 UY 9T U+t (BPA) Z2EMICT

#LWAmazon S3NNT Y K&, NTUYOTFOAOTOY U (BPA) BEENABMILE hiZRETTF
7HFLRTREENET, Amazon SBDEFI VT ARARTZIFT A AICEEN TV BPA I,
A=Y= SINTY NADF TSI I RPNT Y REEADT I L AOHBEICERTERT V&
AHBOEY T BPANTITATTELKREThTVIEE, ARSIV — &5
TN AWS A—H—QHHINTY NEXTDOAVT VLTI EATEFRT,

AWS TlF, BENABREEZEICHBBERNI BT ABVKRSIC, IXTOSI/NTY NTBPA &
A2 a2B8HOLET, L, PKIOTFATURNINT VY OA422—%Y NEHT CRLs%
MEITHHEE (DFY., AWST7AHINMNIOTALTVWEAEWVWES ), EMOFTEABETT, <
NDEOVa> TR, AVFUVEERY N —%2 (CDN) T % Amazon CloudFront ZH L T7'Z
AR=KNPKIVYD)1—=232%&EL, BATNEITAT RN SSNTY NMITIORAETIIC
CRLZAMEBTEDRDICTADAHEICOVTHBALET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html

AWS Private Certificate Authority I—%—HA KR

® Note

CloudFront Zf 9% &, AWS 7AHDUKNICEMOIARNNRELE T, FMAICOVWT
l&. TAmazon CloudFront DRl&  #SBL TS EE L\,

BPA A"E %% S3 /X7 Y MIZ CRL Z{&#E L. CloudFront 2R L BAVWTH<FER. Bl
CONVYVI1—>3>ZBEULUTPKIVZAT M CRLICTIVEATEDRSICTBLHLE
FHWET,

BPA A CloudFront D&Y N7 v 7

TZ5AR=RNSINTYNIZTOEATE, BIATNhTVWEWVWISAT NI CRLEZRHETES
CloudFront 1 ANJUE1—>3 % ERLET,

CRL AA® CloudFront ¥4 ANUE1—23> 28R EITHICIE

1. TAmazon CloudFront BREHA KR, O "F4 ANV EI1I—23 20 ORI OFIEZFERAL
T. LV CloudFront 71 ANUE1—>3 2 &#ERLET,

FIEZZET 28, UATOREZERALXT,

c [FVDURXAVE]|TSINTY hZEBRLET,

c INTYRTOEADHIR] T, [EV] ZBRLET,

C [FIVDPVTOERATATFUTATAITHEHLWTATF T 1471 2K] Z2BRLET,

« [INTY MADOFTHEVERDOAE] TFEW, NTY MRV —Z2EHLET] ZERLE T,

® Note

COFETIE, CloudFront ENT Y RRVD—ZZELT, NTYRAFATZITURNIC
FORATEDESICLET, CORUS—EMELT. crl 7AAFAGAT I T
IDRNZOKTOEAZEFATEDCEERFTLTLSEZL,

2. FAANIEI=2 3NNt hi=5, CloudFront AV —=)ILTZORXA > EBERDF
THREL, ROFIEIZHEAET,

@ Note

S3/NT Y KA us-east-1 AAD ) —2 3> THUKERET N -FE,. CloudFront ZhL
TRRTTVT—>3a T OoATDE, HTTP307T O—BRHNBEURXALIRNIS—
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https://aws.amazon.com/cloudfront/pricing/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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FRETDARENBNET. NTYROT RLANRRENDEXTICHEREAASZ
ENBYNET,

BPA AIC CA 25X E T %

LW CAZBRETAEICIE. CloudFront F4 ARJUEI—23ICTA VT AEEDTILESE
(AT

CloudFront H® CNAME Z#HL T CA ZRETSICIE

« TT7Z4AX—b CAZERTS AWS Private CA ZEAL T CA ZHERLE T,

cO7O>—2v2ERTIBEHE, ENT VYOI CRLAT DT U MNEEEL. CloudFront
DTFAANIELI—23 0TI RRAVNCURL ZRETEDRDITEERMNT7T7AI
revoke_config.txt IC2HRIUENf HYIET,

"S30bjectAcl":"BUCKET_OWNER_FULL_CONTROL",
"CustomCname":"abcdef012345.cloudfront.net"

TDH, COCATIHARHELZRITIRE, ROKSBTOYINEENET,

X509v3 CRL Distribution Points:
Full Name:
URI:http://abcdef@012345.cloudfront.net/crl/01234567-89ab-
cdef-0123-456789abcdef.crl

@ Note
COCANRITUEHVIIAEZFZF >TVEEES., TOMBERF CRLICTIVEATELRLKE
WET,

CRLF1ARNUE1—>32RA> |~ (CDP) URI MRE

J)—270—TCRLTF1ANJELI—>3 KR4 N (CDP)URI 2R T2HLEN HBDEEE.
TOIHED CRLURI ZFEAL TRIAEZRITIT DN, XROFEZFEATEERT, chik, T4k
CRLs, N—FT 14> 3 {t&hifz CRLs ICET A LK GUID ABMENTVET,
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CADCRLFAANJEILI—32RAN(CDP)ELTS3INT Y NEFEHTSHB4E. CDP URI
FROEXOVNTNAIZEY)ET,
* http://amzn-s3-demo-bucket.s3.region-code.amazonaws.com/crl/CA-ID.crl

* http://s3.region-code.amazonaws.com/amzn-s3-demo-bucket/cxrl/CA-ID.crl

CAICHAR L CNAME ZREL TW3HEE, CDPURIIZIE CNAME Af'EEhET, X,
http://alternative.example.com/cxl/CA-ID.cxrl

T7 )BT, & IPvd-onlyL> RKRA > NZFEAL T CDP IL5R#EEEZ AWS Private CA EZ 1A
& F Famazonaws.com, IPv6 BH T CRLs ZFERATBICIE. XOVWITnADFIEZEITL TCDPs
NSIOFITFINAZY VT RKRA h%EIET URLs TEZIAETNET,

c CRLAAZLBRZSITFATINARY DTV RKRAZVNRAXSAVIZRELE T, Hl:
bucketname.s3.dualstack.region-code.amazonaws.com

c EETZSITATIAZYIIRIRANEETIHEDO CNAMEDNS L J— R%Z25%E
L. CRLAARZLZBELTHEALEY,

D OCSP URL ZHARN A XT3 AWS Private CA

® Note

COREY I, 750 REPZTOMOENTAY A VHHERAT—XAZ7ORNINL
(OCSP) LARYA—TI RIRAVRNDINTIY I URL ZHAEIA AL EVBEEEXTR
ELTWVWET, AWSPrivate CANZX— ROCSP OF 7 A RNREEZFEAITZBEE. C
DREYIEAFXYTL, "RMOEE OREFIEICHVET,

F7#) NTlE, OCSP #E%MIZ T2 & AWS Private CA, 1T ZFHAEIC OCSP L AR

VR —D URLAWS A"EFENET, chickl), BEHNICEZLLBEREERITDIZAT N

(k. OCSPRREEV I %Z AWSICEEEEFETEE T, L, REMWIZE OCSP VI % AWSIZIE
ET25E00, FAAEICHO URL ZRRELEESIHARVEESEHFT,
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https://docs.aws.amazon.com/AmazonS3/latest/API/dual-stack-endpoints.html
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® Note

OCSP ORBFXRLEHEEL LU TAERAEXRMI AN (CRL) ZFEATAHHEICOVTI, "X
DFREI BRT TFAEXRIJ AN (CRL) OFFE,L 2FRL TS EZ W,

OCSP OAAZL URL DEREICEKE 3 DDERENEENET,

s CARRE — T7TA4X—K CA ZIERH TS AWS Private CA ® #| 2: OCSP & hH A X /n CNAME
N B CAZENTD THAETNTVWSBKSIZ, RevocationConfiguration D HAXR L
OCSPURL Z1—%—®M CAICEELET,

* DNS—CNAME L J—RZ RXAEEREICEML T, AHEEICEHETNATVWS URLZ7OF>
HB—N—0O URLICIXYEILET, HFMHICODVWTE., TTTZ4R—KCAZERTS AWS
Private CAJ @ {5l 2: OCSP & H A& /s CNAME A E%17%x CA ZIEK T2 2SRBL T EE L,

s R OFIY—N——ZELEZOCSP NS 714Y 0% AWSOCSP L AR A —IZEBICE
ETEZ7OFH—N—%KRELET.

RO, ChSDERENEDRSICEETINEZRLTVET,
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CNAME record
Name: www.example.com
Value: proxy.example.com

Customer

Amazon OCSP
responder

RIZRTRSIC, DARNAAXEN OCSP BRATOCAICEROFIENFEENET,

ODTAT U RNER—=TYRRXSLODNSICOT)ZRERITLET,
D5AT 2 NEER—TYNIPEZZELET,

DFAT 2 NEE—TYNED TCP EFRZHREERT,

DAT 2 NEE—7Y NTLSAIAZEZZ TRV £,

DFA4T > NE, SEHEICREEECNTVS OCSP RXAODNS ICOT)EZEFTLET,
VAT NE7OF 2 IPEZELET,

D5AFTRMEFOCSP VIV Z7OFICEELERET,

Z7O0F2E OCSP LARVAICOT) ZEELET,
LARA—FFAIAENREZ 7OFICBRLET,

1070F > BFAREOREZIZATUNIEELET,

MELAEN BUBEBE, VAT NI TLS N\ RO TAVZBHBLET,

N

© © N oo g k~ w0 DN

OCSPURL ZHARNAXT D Version latest 213
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® Tip
COFlE, BIROKLSIZ CA ZEREL =%, Amazon CloudFront & Amazon Route 53 % fif
ALTEETEXT,

1. CloudFront ©, F4ARJEI—232ZERL, XOLSICEELET,
* NDAZLCNAME & —BI2HREBZERLET,
« AIAZEZTNICNA RLET,
« Z7F1)2 > ocsp.acm-pca.<region>.amazonaws.com& UL TEREL T,

- IPV6 EcZFERATBICIEE, TATILAZYIOIRRAMNEFEALET, acm-
pca-ocsp.<region>.api.aws

« Managed-CachingDisabled R —Z&ERALF T,
c [E2—7—07OKRINKRIZ—] % HTTP SRV HTTPS] ICEREL TS

« [(FAEND HTTP XV Y R %
[GET. HEAD. OPTIONS, PUT. POST, PATCH, DELETE] ICfREL &7,

2. Route 53 T, N AZX /L CNAME % CloudFront ¥4 ANUEI1—2320O URLICYYE
9B DNSLIO—RZERLET,

IPv6 #&ZH M OCSP O fEHA

77 # )L~ ® OCSP AWS Private CA L AR & — URL (& IPv4-only T3, IPv6 #&H T OCSP %
BAT3IClE. CAOBHAZRLOCSPURL Z8ELFT, URLIFXROWThAICEYET,

- BERXE2EBF1TINARY 2 PCAOCSP L AR A —0 FQDN acm-pca-ocsp.region-
name.api.aws

« ERO&SIC. F1TIRARY T OCSP LAKRY A —%IET &S ICHREL = CNAME LO— K,

AWS Private CACA E— R%& B9 3

AWS Private CA &, 2 DOE— ROWT A THIMET (CA) DEREHR—KNLET, E—K,
NFRERAE, AHEAAEVIASEE. CAICK 2> TERITENEABPEEOHFTE N EEEVHBEICEE
LET,

CAE—R Version latest 214


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/
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® Note
AWS Private CA &, JL— b CAGEHHENDEMMHF IV IO ZRITLELR A,

NA(T7 LK)

CHOE—RTR, CAREEOBAMVHEDABREEZRITTERT, BEALDOTTUT—232 @ C
DEBEDAAEZFEALET, BE. CARRKMANZALERELTVET,

BREEOE VRS

CHOE—RE, BMNHBEIGEAR7 BEEOEBENHZEHKTID CAZERLETT, Chs0BEWH
ROZFVIAZER I <ICHRIINICED 1S, KMANZXLZBAITIHBELZLTTO/TER
T, —BOTTVT—232 TR, KK 2>TRY RT—IPREOF—/N—AY RERELED
&WE, BVNHBOEVAZSZHE LT 7O/ ITR2 AN BICLA B P>TVET,

BEMWHEOEVIHAER., (HAERENRED CATHAIMVENf BYET. 77A4X—NCARTH
CEILEHIRIMLENHD D, RIBEF—/N—AY RARBELXT,

AEAEE— ROBMWHABEA E L CAs, RA CAs, #FMIC DV TIE, AWS Private Certificate Authority
NREZSRLTEEV,

FHRHEOEVIHAEZRITIS CAZERTAHICRE. CAZERTADFIEZFERAL T,
UsageMode/NT X —2 ZZFHHIBOEVERAESICERELE T,

(® Note

AWS Certificate Manager &, BEXMHEOEVE—ROTSAR—KNCAICK>TERE I
AAEERTTCEEEA,

BEHHEAEVEHAEOFEA. UTO AWS H—EATHR—REhTVET,

» Amazon AppStream

» Amazon WorkSpaces
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https://aws.amazon.com/private-ca/pricing/
https://aws.amazon.com/private-ca/pricing/
https://docs.aws.amazon.com/appstream/latest/developerguide/
https://docs.aws.amazon.com/workspaces/latest/adminguide/
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TOLTUIA%ZFTET % AWS Private CA

AWS JO0—NINA2VTSZARZIOFYIE, AWSU—=3 2 ETPRATEUT A=Y=
BEINATVET, AWSU—232i@, BLATVP—, BRAL=TY N, BLTEEICTRE

XY RND—UOTERENE, YENCIBEIVDEENEBROTRATZEVT =V -2 ZR1#
LET, PRAZEVTA—V—2TR, V—2RBTHHID EB<BENIC7IAINA—-N—T
BTTVT—23 ETF—ER—AEKTBRPEBERATDIENTEXRT, PRASEUTF 11—V —
Vi, EROBR—FLEREBROT—REE—AVTZANTOF LY ETAE, 73—ILNNL
TR, BRTIERMENF B TVET,

AWS U—=23 2 ETFRAZEVTA—=V—2OFMICOVTR, AWS " JO0-NILA2VT7F A
ZOF v #BRULTLSEEL,

nREETFAHFRAZ) BN

CAREBZITETSEEE, NRME DR 2L TKEE V., AWS Private CA B#E#H 0! —> 3
THATER S, BEOU—T3VICAR CAs ZERTEE T, <D AWS Private CA ¥ —E
AlE, 99.9% OARAMOH —EALARILT IV —X2V N (SLA) TEELET, TREEKERNEIS
., PBLEE2DO2OT7O—FZRFTEET, TRMERF. L—NCAFXFELRHKREMUOTHCAT
RETEET, BV 7O—FICRERAMEEMIHIET,

1. AREETFAHFRRVUANIDEDHIC, 2 O0DEKED AWS V=23 IC2D20DJ)L—N CAs &1E
BRTEEXT, CORETK., FIL—NCARKAWS U—23 > THILTEEL, B—D—23>
DEENfRELEBEAICI—Y—%2RELET, L, TRI—NCAZERTRE, ERAN
BHIZEYET, @AOI—N CARIHER., FALTVAREANO T SO EARL—FT 1>
TOATLADRNSZARNARNTPICBAHTEIHENHVYET,

2. ¥, TRETMHCAZERLTEAWS U—2a > ic7F#7AO40L., Thsg'E1DO0AWS U —
2aVOEU—ZDI—BNCAICFI—2TBEETEET, COT7O0-FORAEFE. 1020
I—HN CARIFAEN A ZRENOBEANTICEATILEN HBDETT, #IRIEF. L—K CA
NFEEITDAWS V=23V ICHEBIBRXEN RELEBSICTRIL—NCANBVWIETT,

LYUTY A% ET B Version latest 216
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D FLEE#EES AWS Private CA

Z{EMA 9 % & AWS Private Certificate Authority, fB#EICRDAIMEADLZHIC, L— NFEAMBEET
{IFEREHEES (CASDTERIC AWS RARENIEEBZERTEE T, idAEOARVNEEETHICE,
FSAVIAREAT—FAZ7 ORI (OCSP), FEAEXRMJ AN (CRLs), ¥LWEZETO@MAEEER
MICUET, & CAFEHE, CRLs, 8KV OCSP L AR A AWS Private CA Z R FEHE LUV EE
L. L—FBBEOTZAR—RF—R ICX>2>TREILRFEETNET AWS,

(@ Note

@ OCSP %% AWS Private CA &, OCSP UV T AMLRMEEE Y R—RNLTVWEBA, &
BOMAEZEL OCSP NYFIOIVZEETSHE, OCSPAWS LAR A —RFEF1—H
DRAIDAAED KA ZNIEL, MOEAEZHIBRL EFT, OCSP BEICRMHIKRTENDE
TICBRKRK1BFEMDZIBENBYVET,

. AWS Y ZRD X ROV =)L, 8KV AWS Private CA APl AWS Private CA Z R L T AWS
CLWICTVEATEET, ROKNEYITR, AVYV—ILBRVPCLI 2FATIHEZRLET,
M APl OFFMIC DOV TIE, TAWS Private Certificate Authority API ) 77 LA, #8BLTLKE
=V, APIOERBEZTT Java OBIICOVWTIK, TAWS Private CA T Zf£H 9% AWS SDK for
Javay ZZBLTEEL,

TOTATETZAR—NCAZERL., TOCANDTIVERAZREL LS. "1 OFBICHKLT
AASZERITHIVTIMBTEXRT TOAAEDRITE EE AWS Private CA,

N =R

s ZEFEATRELSIC EZEY 8T Y 7 9% AWS Private CA
T7ZAXR—h CA Z# KT % AWS Private CA

CAREHENDA 2 AR=)
T7ZAR=—KNCANQOTIEREHHTS

7’F7ANX—KN CAs—EBERTRTD

77ANX—KNCAZRTTD
77ARX—KNCADRITEEMT S

AWS Private CACA AT — X AZEHRTS

T7Z4~R—K CA ZE$9 3 AWS Private Certificate Authority
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https://docs.aws.amazon.com/privateca/latest/APIReference/
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« 754 XR—K CA DHIK
« 7SAR—KNCAZERTTS
.« NPTBEENETSAR—KCA

AAEZERATD

BEATDRIDIC Z2EY NT Y795 AWS Private CA

9 TIZ Amazon Web Services (AWS) HAZN—DIFE. AWS Private CAZERATE D LSICH A
DTVTSRUENBYNET, COTHIURTRE, MATEZINTOY—ERAITIEATEE
TH, FALEY—ERACHLTOABFEEEIET,

N =R

s CHATYTIBAWS TAHIU B

s BET7VEAREZE 21— —%EKTD

e DA AK—)L AWS Command Line Interface

CHATYTITB2AWS THO B
NEWBEIEAWS 7HIOUN, XAOFIEZEITLUTHEKRLET,
ATy TIBICEAWS TAHIU R

1. https://portal.aws.amazon.com/billing/signup ZF & £ 7,
2. AVZAVOFIBEICHWVWET,

BADTYTFIEO-—RELT, BRFRLEBTFAMNXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHAVTYTITREAWS THIV N, AWSTHIY NOIL—RNI—H— FERENET,
L—=RI—HY—CRE, THIRODIXTDOAWS DY —ERX EVY—ANDT IV EAENH
WET, EF1UTARARNTSIOTARELT, A—F—ICEBT IV AEZE)HT, IL—
NI—Y—TFT IO AN BEZZAIDRGTICEIL—RN I -0 ZHEATZILSICLTLEE
W,

AWS HA VT Y 7T77OCANRETIRE, DPSHEREX—INEEFEENET, htips://
aws.amazon.com/ ® [NATFTAHI N Z20)vOLT, WOTETAHINOREOTIVTAE
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BEBTOEAZE D I—Y—%ERT S

CHAVTYTUIES AWS TAHDOY N, BENBRAVICIL—RNI—Y—ZHEALBEVLSIC
AWS THOVRMDOII—KI1—F—, ZHREUL AWSIAMTAFoTAT4E8—, ZHHMILT
EEI—Y—ZERLET,

ZREIDAWS THIRNOII—KRI—H—

1. L—RFI1—H—%ZZBRL., AWSTAHIURNEX—=ITRLAZABILT, PHIY NFE
EAWS NEZIAXAVROAVY—IELTIEHAA2LET, ROR—JTNADT—RZASDL
£

WN=—RI1-—H—ZERALTHAA2FTRIHECOVTRE, TAWS B A2 (2 I—H—FA
RO TIN—hI—H-ELTHAA42T2, Z2ZRLTILEEL,
2. L—hI1—Y—DOZEZXRFEL (MFA) ZBMICLET,

FIEZOWTRE, IAIMIA—Y—HAROAWS THDO K~ T)—hI—%—(O2V-)l) DIR
EMFATNAAZBNCT S 25RLTLKEEL,

ST AEFEOI>I—HY—%5ERTD
1. IAIMT7ATFOTATAEEZ2—28MLET,

FEIZO>VWTE. TAWSIAM7AF>F 145141202 —1—HY—HA R, ® TAWS IAM 7 A
TFOTATAEOA—DFML) BSRLTIEETL,

2. AMTATFUTATAER-T, - —-ICEB7 IV ERAZNELET,

EDY—ARAIAMMTPATFoTAT14E22—FT4LIKN) ELTERATIHEODF2I—-—NUT
MZD2V\WTE., TAWSIAMZAFoTFA4T4202—1—HY—HAR, O "F7A)N&EME
BALTA—Y—TIOtRAZRETDIAMTATOTATAEZA—FT4LORKN),, BS5BLT
<L,

ERBTOVEAEZF DI Y- LTHI212TFD

« IAMT7ATFTATAEZ—QIA—F—ELTHA A2 TFTRIIE. IAWMTATFTATA
RO —OERKEICEX—)ITRLACEEFENEY 1242 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE. AWSHA 1>
F1—HY—HA R, DAWS T POELAR—ZIINICHA A2 FB, 25RLTIEEL,
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EBMOI1—Y—ICT7OoAEZE)HTS

1. AIMPATFUTATAEYE—T, RPEEOT IV LAHAZEARATZIEVWSIRARNT ST
TARRES =T IO EAHAEY NEERLET,
FIEICOWTR., TAWSIAM 7 A Fo T4 T4 28— 11— —HA R, O "7 OEAFHA
Y hZEERT 21 ZZRLTSEE WL,

2. IIN—TCA—Y—%&WVET, 2OIN-TLC2VINBA AT IO AEZE)HTE
9o

FIECOWTE. TAWSIAM PAFYFAF 42 Z— I—H—HA K, O T )L —T %EH
B, BBBLTLEE L,

D4 > ABM—I)L AWS Command Line Interface

BAVARN=)ILLTVEWAWS CLIAEALEVWBERE., "1 OERICHE> TS EELVAWS
Command Line Interface, COHA Rk, TV RKRA N, V=23 BERAIOFHEFZREESATY
BIERARELTHBY ., ChSONFX—RBEHUTIIAN RASERBLTVET,

T7 74 X—hK CA ZERKT S AWS Private CA

COEIIVOFIEEFEALT, I—RCAETHHNCAOVWThAZHERL, BHEBO-_—XICE>
FEHEBROEENEEBEZIERTEE T, CAIFAWSNYEZI XNV =)L, . O PCAZB
2 AWS CLI, £ Z2FERAL TERTE £9 AWS CloudFormation,

BRICER LU= CADRREDEHICOVTIE, TTTZA4X—K CAZEH TS AWS Private
Certificate Authorityy ZZ8BL T &L\,

CAZERALTA—Y—, FNAR, PTUT—2320OIVRIVTATAAAELCEER TR HE
C2VWTR, "T7FAR—BNIVRIVTATARAIAEZRT IS ZZRLTEET L,

® Note

THONZERLUERRT, F77A4X—KNCADOABEREN REENET,
B# M AWS Private CA B£1F8,IC DLW Tk, AWS Private Certificate Authority " &3,
ZZRLUTLKEEZV, AWS RIEFEY — ) TAANZRBERHELEETEET,

(N =Ry
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« 77AXR—KNCAZHEKTRIHD CLI DF

Console

AV —ILZ2ERALTTZA4XR—NCAZERTRICE

1.

AWS YZIXVRNIVY—LZEALTTFAR—K CAZERT DI, RORTYT%
RITLET.

AV OERZRBTSICE

AWS 7HOYVNZHA2 (4L, TAWS Private CA >V —)l2FH& &Jhttps://

console.aws.amazon.com/acm-pca/home o

« T7TAR=KNCANBVWI—=232TO0V—-IIZzR<E, BAR—DIHFRRENE
T, [7TA4XK—KCAZER] ZERLET,

« BICCAZERLTWVWAU—23a>Tcar Y-zl &, [774X— NFRELH#EE R—
SHRE. CADUARNNFRRENET, [CA ZERK] ZEBRLFT,

E—RAT2 32T, CANRATIZAREOEMHARE—REBRLET,

s ARl —EEOBRMWHRZRETESAHBEZRITLET, ChHFTF7AILKTT,

c [(BMHEOREVAIRAE] — BAEMHESN 7 BEEOAREERTLET., BMNHEZE<
FTRCETRMANZALDRDYICEZBZEEH) ET,

AV =IO [BATAT2a2]| 023> T, ERTDT A RXR—NZARBEOR AT %
BRLULEXT,

c =K Z2BRIBE, HLVWCARBIBEENET, COCARK. BCEARIALHASBL
FOTRRAETNATVERT, ChiF, BERAOMDO CABICIV RIVTATAAAED
REEBAHMEAE L THELET,

c [TMy] 2 BRI DL, BBOKR) LUICHIBCAICKLDBREHLEL TS CAERE
hEI, TUCAREE. O T CAZERLLY, I—Y—, JVE1—-%, 77V
T—2aVICIVRIVTATARAZTZERITLEYIZLEOICERATRET,
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® Note

AWS Private CA &, TR CADBFE CAE ICK2>THRARETHTVRESRIC, BF
EZ7OA%EML EFT AWS Private CAc HERZDIFFEH T 28 CA OIBIRE
(7T9,

T CA BABOEEY—ERTONA A —ICLDBEN BEBRBZENIHVET,
TOHE, Ik, BENE CARIHEZA Y O—RLTHEBIZEHICERATS
MENHBHEHEEL VT AN (CSR) AWS Private CA Z12HH L £ 9, FFMHICD
WTR., "™AHBCAICK>TERENETNCAIBEZRAVARN—IITD, %
SHBLTLSEETL,

(P72 O0RDEBRIBOFT>IV|T, 774RXR—KRCADHTIITIVRNEERELE
To ROAT23a>2D1 2ULEICEZADTEIHLEN HYET,

- [{# (0) —a&HtBHBE

- [#BEBEN (OU)] — 2t E

- [B® (C)]—2XZENEI—K

- NB/EBERRE] — MNELFHEFROEXEH

. [HIHE] — FHH OB

« #£BEH (CN)-CA Z@EITH D ABNFFTAHAENDXFFI,

® Note

FITHEIC APIPassthrough 7 7L — N ZERA T2 & T, SHAEOY T IINE
ZBESICHARIAAXATEET, FHEEEHIZOVWTIE, TAPIPassthrough 72
Z7L—h2FERALT, DAZLY TSI O NBTIAIHEZRITLET, - E83HBLT
<EzEL,

NY XD TARESACEETHR LD, 77A/R—KCALBELTANTRHFTIZIIN
BHRE. NTVY O CALLEBENZBEREIVEDBVAREENIEVTT., 7210 NEEI
BEZRBUTDEEOFMICOVTIE, TRFC5280, ZZRL TEE L,
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F—TILIVZXLATZ 32T, F=FILIVXLETILIVALOBEZERLET, 7
7 # )L MEK RSA 2048 TFo ROTIILIVALA SEBRTERT,

+ ML-DSA-44
+ ML-DSA-65
+ ML-DSA-87
+ RSA 2048

+ RSA 3072

+ RSA 4096

+ ECDSA P256
« ECDSA P384
+ ECDSA P521

FIAERMA TS 32| TR, AMABEZERAIZD VAT NERNMAT—2AZHETS
2ODFENSBIRTEXRT,

« [CRLOFAANIELI—=232 BT OT 171
« [OCSP 2429 3]

CATE, CchsORMATa>oVWThAZRETDEE, WTFhERELEVWZ E
£, MAZRETDCEETEFET, FETRBYETH . RANTSI9T71 AL TRY
Z— REKMHIHERBENET, COATYTZRTITDHEIC, BHEORK, BEIZEDTH
MO HDEBRRE, TOMORMBEEEICBETBERIC DL T TAWS Private CA SEEAE X
MAEEZETE T2, ZHERLTSEEV,

® Note
KMNEeBEETICCAZERLIEBER., BPASVOTERETEXT, FMIEOL
Tk, TTTZ4XR—K CAZEH TS AWS Private Certificate Authority; ZZ 8L
TLEEL,

AAERNAT AV ZRETRICRK. ROFIEZRITLET,
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a. [IASXMAT> a2V TICRLFAIANIELI—232 BT IOT 171 ZBIRLE
C

b. S3SNTYKNURIT, UARYSEEFEONT Y hZZBIRLEXT,

BEONTY NZBETDEERF, THIRNENTY MIHL T BPA FERIIZA 2
TVBR L ZBRBITIVENf HYET, TS5LABVE, CAZERTEZIARL—>3
FERBLUET, CAHNEEICERENEHEETE, CRLOEKZHABITSEIIC, FHT
RIS —BTRYFIRIRBENHVYVET, AmazonS3 O CRL DT VAR — T
FHEAETNTVWBRRU—NZ—20WThhEEAL TSEETV, FHIZDOVWTIE,
TAmazon S3 AV Y — )L EZFEALENTY RRUS—0EI, 23RBLTLEEL,

c. BMOREAT>AVZERTTDICIEFE. [CRLERE]ZRERBALET,

s N=FT 423”27 72BMITS ZBIRL T, CRLsON—FT 13T =2HRMIC
LET, N—FT423a_-_2T028MLEBEVEE, CAICKERY EENEHAHAENK
KBHAERAEIhET, FMIC DOV TIE, AWS Private Certificate Authority 7 # — 2 %&
SBLTLKEEVW, N—FT712 358 EhizCRLs '"CRLAEA 7, #5RBLTLKE
=L,

« HAZLCRLEZEMLT, AmazonS3NTY ROI A U T AZERLET, <D
ZHilk, RFC5280 TEZENTWD "CRLFI1ANUELI—>3>RA> b i
RT CANRITULMBEICEENTVET, IPv6 2H T CRLsIPv6 #£H T CRLs,
DHBICK>2T, cNZNTYRNOTFTITILAZY I SITURRAMIRELE
E

e NAZRLNAZEML T, Amazon SSNTY NADOT77AI)INAODNS TA VT A
BERLET,

« CRLOBMPEZAKRTAILET, F7FIINEFE7HTT, 7>F42CRL®D
BE. BVHBE 2~7 BN —fKMTT., AWS Private CA XIEEL EEOHE T
CRLOBERZHAET,

BHEXRMWATS 32T, OCSP ZEMICTHZEIRLET,

~
E"-Ii

[HARL OCSP IV RIRAV N (FAT>32)] 7 4—)LRTIE. Amazon OCSP LD
IVRRAVNOTELEBHMRX A% (FQDN) ZIEETEE T, IPv6 &ZHT OCSP %
EATDICEFE,. TIPv6AZHT OCSP 2 M 321 DHBICH2T, CO7A—)LR%
TATINAZY DTV RRLAV NCERELETIPV6,

D7 14—)LRICFQDN 23 EET5 &, EOCSPLARYA—DF7#)L N URL ®
ROV IZ, BITE N EKEEHEED Authority Information Access HE5RBEEEIC FQDN AWS

TZAR—KCAZERTS Version latest 224


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca

AWS Private Certificate Authority I—%—HA KR

AWS Private CA Z8BAL&F, TV RKRAV NE, HAXLFQODN Z28CAIAEEZS
TE3&E, TOT RLAICOCSP LARYAZBVWEDLEERT ., COXNZALZHEE
TEBICR, T8I 2D20OT7 VAV ERITIIHLENHBYET,

- 7O0FH—N—%ZFEALT, DAZLFQDNICBEBELIENZ 714 Y U % AWS
OCSP LARYA—ICEIEL KT,

« X593 CNAME LJ— R%Z DNS F—2ZXR—AICEBMLET,

® Tip
HAZL CNAME AL TRLEHK OCSP YU 1—3 a2 ERTHHEDEH

MICOWTIEE, "TO OCSPURL #ZHAZN A AT S AWS Private CA1 25 8R
LT<LEEL,

Bl ZIE. Amazon Route 53 ICRRENBD ELDICHAZRI A A& iz OCSP ® CNAME
LO—RZRICRLET,

Ld—R#& 247 =717 ZRLER B/INZ714Y
RS — JOIN—T41
VIR
alternati CNAME & - proxy.exa
ve.exampl mple.com
e.com
® Note
CNAME OBk, Thttp://s X Thttps://y BEOTORINLT LT 1Y VR %
EHB LR TEEEA,

[BTZEM R—D TR, EETCAILRTZRBBIENTEXRT, RT LR, AWS D
V—AZRBRELVBEITDILEODXRT—REL THETDIF—LEORTOZEZEL
x9. AWSPrivate CA ZTNFX—ZDI)AKRE, EREICCAs T, ZZRL TS
WTTAXR—KNCADRITZEMT D,
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10.

11.

® Note
ERZ7O—2YHRICTTAR—RNCAILRTETEYFIBICE. CABEERE
I4>2F42 IAMR) > —% CreateCertificateAuthority 79> 3 ICEE
NHT, ROFTZARNICHFTITIMBEN HYET, FMICOWVWTIE, MTag-on-
create: ERBFIC CAICRTZTRYFLET, 1 ZZRLTLKEEL,

CAZVCAHAAT> A>T, 73> TEHBEHT UV AT %Z AWS Certificate
Manager Y —E AT U NIICEETEE T, ACMIE, COFTNMMEEINTVRES
ICDH, COCAICKITERENETTFAR— NIV RIVTATAAREZABINICE
FTEET, EFHFIE. AWS Private CA CreatePermission API F /= (& create-permission
CLION> RZFERALTVWDOTEEN)HTDCENTEEXRT,

T7FZILKRTE, ChEOTIEAHFANFBRICBE>TLERT,

(® Note

AWS Certificate Manager &, B1HEORBEVIIAEOEBHEHZHR—NLTVE
BA,

BE] T, 774RX—FCADREZEBL VSR Z2BFELEY,

(® Note
¥ D AWS Private CA B1& 15 IC DL\ Tk, AWS Private Certificate Authority "
BeEk, 22RLTKEETV, AWSBEFHEY ) TOAANZRBEELHLETE
£7,

ABUIEBEBAINTELWVWC EZ2BFEL S, [CA ZEMK] ZBIRLE T, CA OFHAR—
DHARE, AT —RAN BB ZRER] ERTFENET,

(® Note
HMAR—T T, [79223], [CASEHEZ A ARN—IL] %ZBIRL TCA DKREE
SETITRENTEEXRT, T, BT[TTANR—IRAEBIVANIE2T, &
BIDA AN —IFIEETETITRD_EETEET,

TZAR—KCAZERTS Version latest 226


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://aws.amazon.com/private-ca/pricing/
https://calculator.aws/#/createCalculator/certificateManager

AWS Private Certificate Authority I—H%—Ha4 K
« L—b CAFIAEZAAN—ILTD
c ICK2TKRARE NS L CAGAEEZ A > AM—J)L 9% AWS Private CA
c ABBCAICK 2> TERESNETN CAFIAEZAAN—ILTD

CLI

create-certificate-authority AN > RZFEAL T, 7’ZAX—KN CAZERLET, CARE (7
dVALARYT DIV NEOBHREL)., KMERE (OCSP X CRL 2FAT B FENEHEE), H&
CCAZRAT (I—NELETN) ZEETADIHENHYET, SRELKMBREOFHME., T
ROSIBKELTEETD 22007 7AMIICETFIATVERT, FET. CAFEHET— R (EEIHE
FLEREVHEOEVEREORITH) OFRE, RIOTRYF, BLUCEEHEN—IDRH
£t TEERT,

CRL 23X E T 5154 . create-certificate-authority N> RZRTITBEIIC, X1 T 1 TRE
TNl Amazon S3/NT Y R ZAEL THELKBEN HY EFT, FFMICOVWTIE, "TAmazon S3 M
CRLOTV7IOEARI—, #SBLTLSEEL,

CAREZ7ANRBROBEREEELXRT,

« ZIJVAXLDOREH
c CATTAR—NF—DERICERAE D F—H 14X

« CANMBOHAEZELE I IARN, CRLs, OCSP LARVAILEE IR LOICEATZIESR
FPLIVXLDRAT

« X.500 B 1EHK

OCSP M k%ERETIE, LT DEHZE L OcspConfiguration A7 IV RN EERLE T,

« Ttrue.s ICEREE Mz Enabled 737,
« (f£E) OcspCustomCname NIEE L TEFTE i H A X L CNAME,

CRL M&%E&RER. U TOEHREET CrlConfiguration #7 IV RN EERZLF T,

Ttruey ICEREE Tz Enabled 7359,
« CRL OB®HRETO B (CRL @ﬁi‘ﬂﬁﬂ%ﬁ)o
« CRL ZE€38 Amazon S3 /N7 Y K,
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c (AT 2AV)CRLANT VY DICT IV EATREAESHERET S S30bjectAcl fE, I
REFITRE, NTVYOTORARKTOYIEnTVET, FMICOVWTIE, MCloudFront T
S37OvONT VY OTOtA(BPA) #EMICTSH, #BRLTLIEEL,

s (EE)CAICK > TRAENENEHEICEEFNTVSESINTY RO CNAME T4 U 7T
Ao CRLANT VY DIZT UV RATEBZVIES, Zhild Amazon CloudFront B E DT 1 A K
DE1I—3a XA ALEIBLET,

c (A7 aV)ROBEHREETCrlDistributionPointExtensionConfiguration# 7> T
78,

- OmitExtension 757 % Ttrues £izl& "falsey ICBRELET, chiZ&kt), CDP LK
BEEDTFT 7 A I)LMEN CAICK D TRITENEILBEEICEEZATNZIANESHNEHBENIE
¥, COP ILRMEEDFFMIC OV TR, T ZBRBULTLKEEVCRLTF1ARNIEI—>3
>~ R4 > N (CDP) URI M3RE, OmitExtension A" Ttrues MiFE. CustomCname ZFRET
dcElFTEFEREAS

« (A723)S3INTY RAD CRL DAARARLINAR,
c (AT 23V)CRLIETIBDAN—TFT 1423 LEnB N ERETS CriType {8, FEEL EL
BE. CRREF7AFIRNTRETLET,

(@ Note

OcspConfiguration #7< I K& CrlConfiguration 772 IV hNOMEAE %
ERITH_ET, AU CATHEDIMANZALZBMICTEET, --revocation-
configuration N X—RZHEELBWVEE, EES5OXNZAXALET T 4 )L N TEMICK
WET, BTRMRIAOYR—NNBEICE>EFEEF. "CAOEH (CL), Z2838BL
TLEEV,

CLIOBIC2VWTR, ROEI>3I>VEZRBLTSEZL,

T5AR—KNCAZERTDIHD CLI DA

LTOHITE, .aws RETALINVCEMBTT7FINI—=232 TV RRA N, REFE
BHIREENTVWARIEZFRELTVWET, AWSCLIRIROREICOV TR, FHEELFIAER
J7A)NDEE) ZZBLTLKEEZV, AR I<ITRLEHIC, IOV RTIEE CADREE KR
DANZEISON 7 7AINTIT2TVET, flIOT77AIRBHBELCKUTERBEOERICEDETEE
LTLEEL,
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BICHARENTVEVRY, 3IXTOHITIE ca_config.txt REZ77 AN EEALTVET,

7 7 4 )L: ca_config.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Countzry":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName" : "www.example.com"
}
}

5l 1: OCSP "B’ CA Z1EKT B

COBITE, KIT77A4INETT72IL80D OCSP HR—KZHFZIIZL. AWS Private CA L A7R>
X—FEALTCIARAENAT—RAZFIVILET,

7 7 4 )L: OCSP A ® revoke_config.txt

{
"OcspConfiguration":{
"Enabled":true
}
}
N R

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA

EEICETENDE, ZOONY REF LW CA D Amazon VY —AZ—AL (ARN) ZH AL E T,
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"CertificateAuthorityArn":"arn:aws:acm-pca:region:account:
certificate-authority/CA_ID"

X R

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-2

ERENh3dE, COONY RIE CA D Amazon VY —AZ—A (ARN) ZHAHLET,

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

RO RZFEALT CADREZRELET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

COERICKE., "ot > aUAFEENRTVREFT T,
"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true

5 2: OCSP & H AR /L CNAME N EM% CA ZEKT S

COBITE, DARIAAXRENE OCSP HR—KMAKT77AIIICK)BRICE>TUVE
¥, OcspCustomCname NTX—R(F, BEELTELEHMRXALE (FQDN) Z2FEALE£T,
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M7 1—)LRICFQDN ZEETDE, W OCSP LARYA—DOFTT7#)LN URL DRDVIZ, 3
TE M- ZEEBHE O Authority Information Access JL5REEEE(C FQDN AWS AWS Private CA Z# A L
F9. IVRRAVNE, DARXLFQDN ZE2CIAAEZZITEBD E, TOT RLAIC OCSP LA
ROARZBVEDEET, COXNZAXLAZHBETEBRICE, 51222070230 2XRTITS
RENFHVNET,

s 7O0F Y —N—%FEALT. DAZXLFQDN ICRBELERNS714v 9% AWSOCSP L AR
A—IZEELET,
« X593 CNAME LJ—R%Z DNS F—2ZXR—AICEBMLET,

® Tip
HAZL CNAME ZFEHALTEEBOCSP Y ) 1 —23 22K THHEDOFFMIIOVWT
. T OCSPURL ZHARXNA AT D AWS Private CA1 Z2ZBL TS EZ L,

FlZ X, Amazon Route 53 ICRRENDKDICHARAI A XE = OCSP ® CNAME L J—R%& X
CRULET,

Ld—R# 247 W—T1420xKR ZFLER BINZT71YD
) — DIN—T1427
5%
alternati CNAME & - proxy.exa
ve.example.com mple.com
® Note
CNAME DOMEIC k., Thttp://y X Thttps://y BREOTORNRINTL 71 v OREEHD L’
TEEEA,

7 7 4 )L: OCSP A ® revoke_config.txt

{
"OcspConfiguration: {
"Enabled":true,
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"OcspCustomCname":"alternative.example.com"

X2 R

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-3

EREh3dE, COONY RIE CA D Amazon VY —AR—AL (ARN) ZHAHLET,

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
ROOAX Y RZFEALT CADREZRELET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

CORRIZEF. KOOI IVHAEENTVBRT T,
"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true,
"OcspCustomCname": "alternative.example.com"

Bl 3: CRLATZY FEnl- CAZIERTS

COBITE, RMRET CRLNZFAXA—EZAERENATVET,
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7 7 1 )L : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName":"amzn-s3-demo-bucket"
}
}
YR

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

ERENDE, COOAT T RIE CA® Amazon VY —RAZ—LA (ARN) ZHALET,

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
ROOAX Y RZEFEAL T CADREZRELET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

CORRICKE. OO aUHFEEFNATVWBRIFTTT,
"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"

}I
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5l 4: CRL A" 72 Y FENHAX L CNAME " Ef% CA Z/ERT S
COBITIE., KNBENDARLCNAME 228 CRLINTA—2EEELTVET,

7 7 4 )L: revoke_config.txt

"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"

a2 R

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

ERENDE, 2O RIE CA D Amazon VY —RA%Z—LA (ARN) ZHAHLET,

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

RDANY RZFEALT CADREZRELET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \
--output json

CORRICE, ROV IAVHFEENATVRIRTTT,
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"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket",

#15:CA ZERL THERAE—RZEETS

COBITIE, CADERKICCAFERAETE—REZEELET. BEELAWEES., EFAT— RN
SA—RIEF7 # )L N T GENERAL_PURPOSE &V &ET., COHITIE, NTX—2F
SHORT_LIVED_CERTIFICATE I[CEREEh, CAKBRAEMEEAN 7 BEEOAAEERKTITD LI
BYET, KWERETDEFERRATE, BESNLEMHHEOEVIIRERK, BEFE0BRED—
BRTISICHIRYNICEYET, TOEH, COHFIO CAICERRIMADZXLEFHY)EFEA,

® Note
AWS Private CA I&, JL— b CAFEHEDEMMF IV IZRITLEE A,

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--certificate-authority-type "ROOT" \
--usage-mode SHORT_LIVED_CERTIFICATE \
--tags Key=usageMode,Value=SHORT_LIVED_CERTIFICATE

X Mdescribe-certificate-authority 1< > RICRT &K SIC AWSCLI, @ X REFHL T, BRD
CA DFMZRTLET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn arn:aws:acm:region:account:cextificate-
authoxity/CA_ID

"CertificateAuthority":{

CLI o1 Version latest 235


https://docs.aws.amazon.com/cli/latest/reference/acm-pca/describe-certificate-authority.html

AWS Private Certificate Authority I—H—H4A KR

"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-09-30T09:53:42.769000-07:00",
"LastStateChangeAt":"2022-09-30T09:53:43.784000-07:00",
"Type":"ROOT",
"UsageMode" : "SHORT_LIVED_CERTIFICATE",
"Serial":"serial_number",
"Status" :"PENDING_CERTIFICATE",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Countzry":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",

"CommonName" : "www.example.com

}
},
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

iy
"OcspConfiguration: {
"Enabled":false

}
}I

{5 6: Active Directory A 1 > M CA ZHEKT S

Microsoft Active Directory (AD) @ Enterprise NTAuth AR 7 TOFERICEL 2754 RXR—K~ CA &4
BMTEET, COARNTTR, A—ROTJAVARAEEREE RXAV AV NO—F—HAEERITT
EFET, CARIAEZ ADICAVAR—RNTBDHEICOVWTR., "TH—R /N—F «15FBE#E (CA) i

£ 7% Enterprise NTAuth A7 ICAVAR—KTDHZE 2Z5BLTLILEEV,

Microsoft certutil Y —JLZ AT % &, -dspublish 77’2 3> 2 H LT CAREBAEZ AD IZHRKIT
TERT, certutil ZHEAL TAD ICRTENIZAIAERK., 77 LARN2ETEREAET, JI—
TRIVD—ZFATRIE, 1 DORXAURRAAHAOIEI—ROTIN—TRBE, 7ALAKN
2O Ty NCBHEZHRIZDCEETERT, O AV HFEETDILEHICE. RITTOCAL
NTAuth AR 7 TRITENTVWRIBENH YW ET, FMEICOVWTE, "TJIN-T R —%ZFEHALT
VAT RAVEI-—Z—ICAIAEZRF IS, Z2ZRLTSEEL,
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COBITEIXRD ca_config AD.txt REZ7 7AINZFERALET,

7 7 4 )L: ca_config_AD.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"CustomAttributes": [

{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

]
}
}
YR

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_AD.txt \
--certificate-authority-type "ROOT" \
--tags Key=application,Value=ActiveDirectory

ERENDE, COOAT T RIE CA® Amazon VY —RA%Z—LA (ARN) ZHAHLET,

{

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

ROIXY RZFEALTCADREZRELET,

$ aws acm-pca describe-certificate-authority \
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--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \
--output json

CORXRIZEFE, ROEIZIaUNEETATVBRTTY,

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

.

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

.

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

Bl 7: CRLATRY F&Ehn, COP ILRBBEN RITE NI-FEEAE A S B BEE Nz Matter
CA ZERT S

Matter AN — M R—ABREQHHREORTICEHLETFAXRX—F CAZERTEET., COHIT
&, O CAREIE. XA —ID (VID) & FFF1 ICE&E L T Matter Product Attestation Authority
(PAA) ca_config_PAA.txtZE&ZL £,

7 7 4 )L: ca_config_PAA.txt

"KeyAlgorithm":"EC_prime256v1",
"SigningAlgorithm":"SHA256WITHECDSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"SmartHome",
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"State":"WA",
"Locality":"Seattle",

"CommonName":"Example Corp Matter PAA",
"CustomAttributes": [

{

"ObjectIdentifier":"1.3.6.1.4.1.37244.2.1",
"Value":"FFF1"

KRFREIE CRLs ZBMICL, BTSN EFREN ST 7 7LD CDP URL ZHEBET B &L SIC CA
ERELET,

7 7 4 )L : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName":"amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration":{
"OmitExtension":true
}
}
}
YR

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_PAA. txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

EREh2E., COOTY KIE CA O Amazon UY —RAX—14 (ARN) EHALET,

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
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}

RDIANY RZFEALT CADREZRELET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

CORRICE, ROEIZIAVHFEEATVRIRTTT,

"RevocationConfiguration": {

"CrlConfiguration": {

"Enabled": true,

"ExpirationInDays": 7,

"S3BucketName": "amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension":true
}
},

CARLBREDA A K=

T7Z7AR—K CAREBEZERLTAVAR—ILTBRICR, ROFIEZRITLET, TOHE, CA%Z
FATERLRDICHEYET,

AWS Private CA [&. CAFIAEZ A AN —ILTIBLHDI 2O FUFZHR—KLTVET,

e ICEK2THRANEND I —BN CADIHED A > AM—)L AWS Private CA
« FHEIA" AWS Private CAICTRARENTVWB L CASEBRZED A A M=)l
s BHBENNETRARNENTVWSD T CASEBBEDA > ARN=)

ROEV>3>TR, FEZFTIVAOFIRICOVWTHALET, AV —-IIOFIERK, IV —ILR—
SO[TFAR—NCAIPSHBRLET,
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E#EMOH2FRETINIVAX LA

CARIBAZNEZT7IIAVAXLOHR—KNE, BCANEBET7IIVALE AWS =232k
TERBRYET, O2V—=I)LE AWSCLI AXRL =23 0mAICROHNNABEHENET,

« RAF—TFLAUXLEROECAR, AOBEFILIUXLEEALCERBERTTES
T
+ SHA256 RSA
+ SHA384 RSA
« SHA512 RSA

« LAS—TEAWS U—23 > EDCSAF—TFTIIOdVAXLZEFHE DB CARK., XOBZT7IIUX
LZFERALU TCAEAEEZRITTEET,

+ SHA256 ECDSA
+ SHA384 ECDSA
+ SHA512 ECDSA

LAZ—AWS V=232 CRUATHFEENET,

—>3a# 1Y IB PR

eu-north-1 BRM (ARY 7RI L)
me-south-1 R (N—L—2)

ap-south-1 TOTINTGT 499 (LAVINA)
eu-west-3 XM (/N1))

us-east-2 KERE (F/\1F)

af-south-1 T7VHA(T—=739>)
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y—3>g

eu-west-1

eu-central-1

sa-east-1

ap-east-1

us-east-1

ap-northeast-2

eu-west-2

ap-northeast-1

us-gov-east-1

us-gov-west-1

us-west-2

us-west-1

ap-southeast-1

ap-southeast-2

Hb 3B By 35 PR
RN (7 1ILZ > R)

B (7Z>07I1)

K (BN 0O)

TOTINT 499D (BB

KRERE (N—2 ZTF4ER)

TOZTINDT4v 9 (VI

B (O R2)

1

7

\

PTINS T 499 (RR)

AWS GovCloud (X E R ZB)

AWS GovCloud (K E #&%B)

KEHS (FLIY)

KEFEE LAV T #ILT)

TOTINDT AV (HR=I)

TISTINDTA4v 9 (2 RI-)

e LA —TRBEWVESEAWS U—3>, EDCSAICRRRDIIL—ILAEAENET,

EREOHZBETIIVAA
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« EC_prime256v1 BET7II IV X LZFEHTHH CAlF. ECDSAP256 ZfFEAL T

RLEAE & AT
TEEXT,

« EC_secp384r1 BETII AV AXL%ZERATSH CA & ECDSAP384 ZEMA L CAIRAEZ RITT

EFXT,

s INXNTH TAWS V=232 EDCSAICKRDIL—INFERENET,

« EC_secp521r1 BETIIJVXL%FDOH CA Ik, ECDSAP521 TREAEEZRKITTEE T,

I—K CAREHEZ A2 AR—ILT S

JI—b CAREHER., AWSNYRIZXY ROV =L KLEFE HASA2VAN—ITEERT AWSCLL

T7ZAR=KI—h CADREAEZERL TAARN—ILTBICE (T>V—I)

1.

(FA7>32)CADOFEHR—DEREERVTVEVEAIE, https://console.aws.amazon.com/
acm-pca/home M AWS Private CA 2V =)L ZBEE T, [T T4 R—  NRAME R—2 T,

AT—2AN BREEZREP TR [F7IT17]0IL—K CAZBRLET,

[70>32], [CARIAZZA A=) 2BRL, JL—hK CAGEAZEZA VAN R=D
ZHREET,

JL—h CARIRABD/NT X —R%Z21EE] T, XOMABENTA—ZZEBELET,

« [B3E] —CARIRAEDHIRN IND B ZEEL T, JL— b CAFEHED AWS Private
CAFT7#)I bOBMHEE 10 FTY,

c BRETILOAVAL]—IIL—HN CANFFULVIIHEZRTIDEEICHEATHBERT7IIVX
LZEELET, FATREAT> a2k, CAZERTSZ AWS U—23 2 ICK2TELY)
£9, FEMICOVTIE, TCertificateAuthorityConfigurations ® "E#M4EOHZERZ 7LV
AL, "TTHR—BPEhTVWBES{TILIU XL AWS Private Certificate Authority 1 3 &
¢* T[SigningAlgorithm]y ZZ8BL T &L\,

+ SHA256 RSA

+ SHA384 RSA
+ SHA512 RSA

BRENANELWAESHEHEFEL, CAOCSRZHEFELTAAN=INTE%ZERLET, JL—
N CAAWS Private CASERBET > 7L — 2 AL TAEHEZLER L., (IHEICBSEBRLE
9, AWS Private CA ZTM#%., B2ERI/I—KNCAFIRAEER A R—NLET,
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4. CADQFEMER—ZOLEEIZE., 1 ZAR—ILOAT—RA (BHELRFEXER) FRRENET,
AVARN=INAERBICRETITRDE, FILICETLEIL—KNCADART—XAN, [ RAIC
[Active] ERTENET,

TZAR=—KN)L—h CADFARABZERL TA AN TBICIF (AWS CLI)

1. FREAEEBRUIJIAN (CSR) ZEKLET,

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--output text \
--region region > ca.csr

EREniT774) ca.csr i baseb4 XX TI > 1—RENEPEM 774 T, ROELDE
ARZEZLTVWET,

MIIC1DCCAbwCAQAwWbTELMAKGAIUEBhMCVVMXxFTATBgNVBAOMDEV4YW1wbGUgQ29y
cDEOMAWGALUECwwFU2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuzXhh
bXBsZS5jb2@0xEDAOBgNVBACMBIN1YXRObGUwggEiMAOGCSqGSIb3DQEBAQUAALIB
DwAwggEKA0IBAQDD+7eQChWU02m6pHs1I7AVSFkWvbQofKIHvbvy7wm8V09/Bul?7
LE/jrnd1jGoyI7jaMHKXPtEP3uN1Czv+0Eza®70jgjqPZVehtA6a3/3vdQlqCoD2
rXpv6VIzcq2onx2X7m+Zixwn20Y111ELXP7I5g0GmUStymq+pY5VARPY3vTRMjgC
JEiz8w7VvC1l5uIsHFAWa2/NvKyndQMPaCNft238wesV5s2cX0US173jghIShg990
ymfOTRUgVAGQMCXvsW@7MrP5VDmBU7k /AZ9ExsUfMe20B++fhfQWr2N7/1pC4+DP
qJTFXTEexLfRTLeLuGEaJL+c6fMyG+Yk53tZAgMBAAGYI jAgBgkghkiGOw@BCQ4x
EzARMA8GA1UdEWEB/wQFMAMBAT8wDQYJKoZIhvcNAQELBQADggEBAA7xxLVI5s1B
gmXMMT44y1DZtQx3RDPanMNGLGO1TmLtyqqnUH49T1a+2p7nrl0tojuUf/3PazZ52F
QN@9STFk8qtYSKNMGA5PZLOA+NFsNW+w4BAQNK1g9m617YEsnkztbfKR1oaINYoA
HZaRvbA@1MQ/tU2PKZR2vnao444Ugm@0/t3jx5rj817b31hQcHHQ@A1QuUXV2kyTM
ohWeLf2fL+K@xJ9ZgXD4KYnY@zarpreA5RBe05xs3Ms+oGWc13qQfMBx33vrrz2m
dw5iKjg71luulUmtDV6ewwGa/VO5hNinYAfogdu5aGuVbnTFT3n45B8WHZz2+91r0dn
bA7xUel1SuQ=

OpenSSL ZEAL T CSR DARZERTRB LVPRIALTEEXRT,

openssl req -text -noout -verify -in ca.csr
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COHAFRDELSIZHEYYET,

verify OK

Certificate Request:

Data:

Version: @ (0x0)
Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA,

L=Seattle

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:
00:c3:fb:b7:90:0a:15:94:3b:69:
b0:15:48:59:16:bd:b4:28:7c:a2:
09:bc:54:ef:7f:06:e2:3b:2c:4f:
6a:32:23:b8:da:30:72:97:3e:d1:
3b:fe:a@:4c:da:d3:b3:a3:82:3a
Qe:9a:df:fd:ef:75:0d:6a:0a:80:
52:33:72:ad:a8:9f:1d:97:ee:6f:
86:35:97:51:0b:5c:fe:c8:e6:0d:
6a:be:a5:8e:55:01:13:f2:de:f4:
48:b3:f3:0e:d5:bc:2d:79:b8:8b:
f3:6f:2b:29:dd:40:c3:da:08:d7:
c5:79:b3:67:17:39:44:b5:ef:78:
df:68:ca:67:f4:4d:15:20:bc:01:
6d:3b:32:b3:f9:54:39:81:53:b9:
c5:1f:31:ed:8e:07:ef:9f:85:f4:
5a:42:e3:e0:cf:a8:94:df:5d:31:
b7:8b:b8:61:1a:24:bf:9c:e9:f3:
7b:59

Exponent: 65537 (0x10001)

Attributes:
Requested Extensions:
X509v3 Basic Constraints: critical

CA:TRUE

Signature Algorithm: sha256WithRSAEncryption
Qe:fl:c4:b5:48:e6:cd:41:aa:65:cc:31:3e:38:
0c:77:44:33:da:9c:c3:46:2c:63:b5:4e:62:ed:
7e:3d:4e:56:be:da:9%e:e7:ae:5d:2d:a2:35:1f:
9d:85:40:dd:3d:4a:bl:64:f2:ab:58:48:a9:cc:
bd:00:f8:d1:6c:35:6f:b0:e0:10:10:34:39:60:
81:2c:9e:4c:ed:6d:12:91:96:86:89:35:8a:00:
b0:34:94:c4:3f:b5:4d:8f:29:94:76:be:76:a8:

ba:
Q7:
e3:
of:

:8f:

f6:
99:
06:
di:
Q7:
ed:
e0:
90:
3f:
16:
le:
32:

cb:
ca:
ff:
19:
f6:
1d:
e3:

ak:
bd:
ae:
de:
65:
ad:
8b:
99:
32:
14:
db:
84:
30:
01:
af:
Ch:
1b:

50:
aa:
73:
de:
6e:
96:
8e:

CN=www.example.com,

7b:
bb:
77:
e3:
57:
7a
1c:
44
38:
05:
7f:
84:
25:
9f:
63:
b7:
e6:

da

do:
a’/:

4f:
b5:
91:
14:

25:
f2:
75:
65:
al:

:6f:

27:
ad:
02:
9a
30:
al:
ef:
44
7b:
dl:
24

23:
ef:
8c:
0b:
b4 :
e9:
da:
ca:
24
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

b5:
50:

167

64:
ed:
bd:
82:
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6d:0e:fe:dd:e3:c7:9a:e3:f3:5e:db:df:58:50:70:71:d0:d2:
54:2e:5d:5d:a4:c9:3a:cc:a2:15:9e:2d:fd:9f:2f:e2:b4:c4:
9f:59:81:70:f8:29:89:d8:d3:36:ab:a6:b7:80:e5:10:5e:3b:
9c:6¢c:dc:cb:3e:a0:65:9¢c:d7:7a:90:7c:c0:71:df:7b:eb:af:
3d:a6:77:0€:62:2a:38:3b:d6:eb:94:52:6b:43:57:a7:b0:c0:
66:bf:54:€€:61:36:29:d8:01:fa:20:76:ee:5a:1a:e5:5b:9d:
31:53:de:7e:39:07:c5:87:cf:6f:bd:af:47:67:6c:0e:f1:51:
e9:75:4a:e4

2. BIODATYTDCSR%Z --cst NTX—ZDO5IHELTHEALT, L—HMAEZRITLE
EE

(® Note

AWSCLINN—>3 > 163 BEFRALTVWREEE. BEBADT 7SI EEET
5fileb://EZEC L7414V OREFERALET, ChiZ&kt), AWS Private CA &
Base64-encodedE h iz TF—RXZEL<BEHLE T,

$ aws acm-pca issue-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \
--csr file://ca.csx \
--signing-algorithm SHA256WITHRSA \
--template-arn arn:aws:acm-pca:::template/RootCACertificate/V1 \
--validity Value=365, Type=DAYS

3. IL—hAEHEZEELEY,

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID \

--output text > cert.pem

A RENTZT7A4) cert.pem & baseb4 XX TILIA—RENEPEM 774 T, XDKS
BARZLTVET,

MIIDpzCCAo+gAwIBAgIRAIIuOar1QETIUQEOZIGZYdIwDQYIKoZIhvcNAQELBQAwW
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bTELMAKGALUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29ycDEOMAWGALUECwwF
U2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuZXhhbXBsZS5jb20xEDAOQ
BgNVBACMB1IN1YXRObGUwHhcNMjEwMzA4MTUON  I3WhcNMj IwMzA4MTYONFI3W]jBt
MQswCQYDVQQGEwJIVUzEVMBMGA1UECgwMRXhhbXBsZSBDb3JwMQ4wDAYDVQQLDAVT
YWx1czELMAKkGALUECAwWCVQExXxGDAWBgNVBAMMD3d3dy51eGFtcGx1LmNVvbTEQMA4LG
ALUEBwwHU2VhdHRsZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMPY
t5AKFZQ7abgkeyUjsBVIWRa9tCh8oge9u/LvCbxU738G4jssT+0ud3WMajIjuNow
cpct+0Q/e42ULO/6gTNrTs60C0091V6GODprf/e91DWoKgPatem/pUjNyraifHZfu
b5mLHCfahjwXUQtc/sjmDQaZRK3Kar61j1UBE/LeONEYOAIkSLPzDtW8LXm4iwcU
BZrb828rKd1Aw90I1l+3bfzB6xXmzZxc5RLXveOCENKGD32jKZ/RNFSC8AZAw]e+x
bTsys/1UOYFTuT8BnNOTGXxR8x7Y4H75+F9BavY3v+WkLj4M+01N9dMR7Et9FMt4us
YRokv5zp8zIb5iTnelk CAWEAAQNCMEAWDwWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4E
FgQUaW3+r328uTLokog2TklmoBK+yt4wDgYDVROPAQH/BAQDAgGGMARGCSqGSIb3
DQEBCwUAA4IBAQAXjd/7UZ8RDE+PLWSDNGQdLemOBTcawF+tK+PzA4Ev1imn9VuNc
g+x30ZvVZSDQBANUz@b90oPe054aE38dW1zQm2qfTab8822aqeWMLyJ1dMsAgqYX2
t9+ubw3NzRCw8Pvz18V69+dFE5AeXmNPQZ5/gdz8H/NSpctjlzopbScRZKCS1Pid
Rf3Z0Pm9OQP92YpWyYDkfAUQ4xdDolvROMYjKPk1l4LjRqSU/tcCInPMbIiwg+bWpX
2WJoEBXB/pl1l5Kn6JxjI0ze2S5nSI481Z8it4fvxrh0o@VoLNIuCUNXJOwU17Rd11W
YJidaq7je6k18AdgPAOKh8y1XtfUH3fTaVwa

OpenSSL ZEAL T, AIAZENDABREZRRIB IR TEXRT,

openssl x509 -in cert.pem -text -noout

COHENFRDLSICHYET,

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
82:2e:39:a3a:e5:40:44:e5:51:01:0€:64:91:99:61:d2
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,
L=Seattle
Validity
Not Before: Mar 8 15:46:27 2021 GMT
Not After : Mar 8 16:46:27 2022 GMT
Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,
L=Seattle
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
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Signature Algorithm:
8d:
05:
83:
e7:
:79:
cd:
di:
64:
60:
2e:
do:
9d:
b8:
7b:

17:
8e:
5c:
as:

aa

cd:
4f:
11:
b2:
78:
57:
92:
48:
e3:

Public-Key: (2048 bit)
Modulus:

00:
b0:
09:
6a
3b:
Qe:
52:
86:
6a:
48:
f3:
c5:
df:
6d:
c5:
5a
b7:
7b:

c3:
15:
bc:

132:

fe:
9a
33:
35:
be:
b3:
6f:
79:
68:
3b:
1f:

142

8b:
59

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Subject Key Identifier:
69:6D:FE:AF:7D:BC:B9:32:E8:92:88:36:4E:49:66:A0:12:BE:CA:DE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

df:
37:
ec:
86:
63:
10:
9e:
ao:
39:
34:
62:
22:
2b:
a9:

fb:
la:
77:
84:
0b:
b0:
7f:
92:
1f:

6a

68:
38:
8d:
35:

c0

51:

al:
df:
c8:
f0o:
81:
94:
01:
:49:
10:
f0o:
5c:
f0o:

9f:
:5f:
9b:
c7:
9d:
fb:
dc:
f8:
4d:
4f
15:
96:
93:
07:

fb:
48:
54:
23:
ao:

:df:

72:
97:
a5:
3.
2b:
b3:
ca
32:
31
e3:
b8:

655

11:
ad:
d5:
56:
5d:
f3:
fc:
9d:
38:
ed:
cl:
7c:
b0:
60:

b7:
59:
ef:
b8:
4e:
fd:
ad:
51:
8e:
Qe:
29:
67:

:67:

b3:

ced:

ed:
61:

37

8a

53:
3c:

90:
16:
7f:
da
da
ef:
as:
0b:
55:
d5:
dd:
17:
fa:
9.
8e:
cf:
la

Qa:
bd:
06:

:30:
:d3:

75:
of :
5c:
01:
bc:
40:
39:
4d:
54:
07:
as:

124

15:
bs4:
e2:
72:
b3:
od:
1d:
fe:
13:
2d:
c3:
44
15:
39:
ef:
94
bf:

(0x10001)

e3

4f:

20:
34:
co:
c5:
3.
fd:
do:
22:
9d:
:de:
S5e:
od:

7a

Qa

8f:
:f3:
do:
26:
20:

52:
do:
e8:
67:
79:
1f:
di:

94:
28:
3b:
97:
a3:
6a
97:
c8:
f2:
79:
da
b5:
20:
81:
of :
df:
9c:

:0a

3b:
7c:
2c:
3e:
82:

ee
e6:
de:
b8:

:08:

ef:
bc:
53:
85:
5d:
e9:

critical

2a

2d:
03:
04
da:
ag:
:f7:
a5:
38:
dé6:
3c:

81

1la

64:

03:
a7’:
85:
e7:
cb:
f9:
4.
c6:
:7e:
bf:
76:
:87:

5d:
cc:

83:
:2f:
54:
d3:
f6:
45:
63:
bd:
74
c9:
89:
cel:
56:
b5:

69:
a2:
4f:
di:
3a

:80:
:6f:

od:
fa:
8b:
d7:
78:
01:
b9:
fa:
31:
f3:

sha256WithRSAEncryption
Oc:
2b:
65:
d7:
32:
d7:
1f:
45:
c5:
70:
fe:

3a

34:
96:
cf:
69:
b7:
13:
97:
40:
31:
8b:
c6:

60:
Se:

ba:
07:
e3:
of:

:8f:

f6:
99:
06:
dl:
07:
ed:
e0:
90:
3f:
16:
le:
32:

69

3a

64:

46:
bf:
df:
90:

ff:
88:
Qa:
32:
:8d:
98:
d7:

ak:
bd:
ae:
de:
65:
ad:
8b:
99:
32:
14:
db:
84:
30:
01:
af:
(of /1
1b:

ae

Cca

1d:
:fd:
fd:
3c:

le:
:29:
76:

be:
34:
15:
9d:
d4:

7b:
bb:
77:
e3:
57:
7a
1lc:
44
38:
05:
7f:
84:
25:
of .
63:
b7:
e6:

2d:
56:
ao:
db:
:eb:
S5e:
6d:
62:
:3e:
6d:
cd:
ao:
6a:
1f:

25:
f2:
75:
65:
al:

:6f:

27:
ad:
02:
9a
30:
al:
ef:
44
7b:
di:
24:

23:
ef:
8c:
0b:
bs4:
e9:
da:
ca:
24:
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

e9:
e3:
7.
66:
od:
63:
27:
95:
49:
6a:
ed:
b3:
ae:
77:
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d3:69:5c:38

4. JL—NCAGIAEBZAVR—BNLTCALLAAR=ILZET,

@ Note

AWSCLIN—=2 3> 163 NEZFEALTVREEARE, BEBRANTZ7AILEERET
bfileb://EEIZTL 714V O AREALET, CniC&kV), AWS Private CA (&
Base64-encodede Ni=TF—XZ EL<BEMLET,

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \
--certificate file://cert.pem

CADHFHLWAT—ZAZRELET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 \

--output json

AT—H A ACTIVE ERRENTVET,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T12:37:14.235000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T07:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",
"Subject": {
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"Country": "US",

"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",

"CommonName": "www.example.com",
"Locality": "Seattle"

}
.
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
},
"OcspConfiguration": {
"Enabled": false

}

ICK2THRAMNEND L CAGEHEZ A 2 A=) 9% AWS Private CA

ZEALTAWS XXX ROV =), RARENET{ CA DFERAEZER L TAI A KR—
JLTEFE T AWS Private CA »

AWS Private CA7RARNENi=T{L CA DRAEZERLTAI AN =ILTBICE

1.

(FA7>32)CADOFEHR—DEEERVTVEWVWEAIE, https://console.aws.amazon.com/
acm-pca/home @ AWS Private CA AV —)LZBE X T, [T 4 RX— NRELHBEY) R—2 T,

AT—RANEAEZREP]) T2 [B%) O T CA Z2ZBRLET,
[70>32], [CARIAZZA 2V AM—I] 2 BRL, [T CAREAZEZA VAN R—D%
REEXT,

T CAFERAENDA VAR =IR—=DDOCAZATDEIRT, ICK>TEEBEESNBDIABHEAWS
Private CADO A4 > A M —)L&EIRL £9F AWS Private CA,

[ CAZER| T, BT7FAXR—NCAIVARDYS CAZERLET, VAR, ROEXEZ
MWIET CAARRENDLDICT MIILE—EBENET,

- CAZERI2HERNIVETT,
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AWS Private Certificate Authority I—¥—Hq R
- CANEHCERITD LYY EEA,
« CA & ACTIVE ORREEIZH V) F£T,
« CA E— K& GENERAL_PURPOSE T¥,

5. [FMUCAGEHE/NTZX—ZRZIEE] T, XOAHAENTX—RZEELET,

- [B3hE] — CAREFABDHRA NS A ZREELF T,

« [BETILOAVAXL]—IIL—N CANFHLVIAAEZRITIZEEILHEATZEETIIVX
LZEEELET, #7232
- SHA256 RSA
- SHA384 RSA

+ SHA512 RSA

s INADERE]—HLWIAIHEICBRITHEEICTN CANEMAEZEREL A V—0%ziE
ELET. NAOREHN O(F7AFILN) DBE, TV RIVTATARAABEOIKNERT
E, CARIHERERTEFTERA, NAOREHN 1 ULOBHEIE., T CANHEEERTL
T, TSICTUDO CAZEBMNMERTEET,

« [T7L—BMARN]— D CAREHAENRET7L—FMDARN ZRRLET, BELL
INAORE|Z2EETDE, TV0TL—RNEZEEENET, CLI O [issue-certificate] AN >/
R&E /=& API [IssueCertificate] 7 V> 3 ZEAL TAIREZEK T BESIE. ARN ZF B
TEETIVEN HVET, £ATELZ CARIHAET 7L —MNOFHICOVTE, TAWS
Private CASEEAE T 7L —hZ2FEHA T2 ZSRLTKEEV,

6. RENFELVAHESHZREIREL. CSRZBFELTA VAR —ILTHZERLET, AWS
Private CA T{L CASIBAET 7L —hZFEAL TEBEEEZERL ., BIRL 38 CA THHEIC
BELET, AWSPrivate CA TND#&, FEREChETNN CAHEZAN KR—KMLET,

7. CADQFEHR—JOLEEIZE, 1AM =—ILOAT—RA (BB ELRFER) FRTRENET, 1
JAN=IINERBICTETITDE, FILEICETUETNCADART—RAN, [RIRAIC[T
DT4TERTENFET,

AMBBECAICE>TEBENLETNCAIIAZTZA AN —ILTS

) THBATNATVRESICTNTSAR—NCAZERLESTTTAR—K CAZERT S
AWS Private CA, HEPBEBEBEICK > TBRE NI CAEHAERA VAN —ILTT VT 17T
EFET, NBCAEZFEALT TN CAAEEZERTDICE. FTFAMBOFEEY—EATONA A —
HEEBBBBEELTRETIH, Y —RN—FT107ONAM T —DOERZFEITILEN HY)ET,
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® Note
ABEET—EA7ONA T —OERETEEREOFIEF. COHA ROXRATT,

T CA ZER L., ANBOBEKEIC TV EATEDLSICB 2125, UTORATVZRITLET,

1. A SEIBAEEL VI AN (CSR) 2B L £ 9 AWS Private CA,
2.CSR ZATHNBLEMEICIEEL., BRENE CAIRAEELFI—HEZRMEBLET,
3. CASIEAZEFI—2 % IC4>R—N AWS Private CA LT, TUCAZTFTOTF17{LET,

FHAFIECOVWTR, ABTEEENETTAXR—K CAIHRELZFEATS 25RBLTLKEE
W

TS5AR—KNCANDOT ORI T S

DSTTZAR—KNCAIIMBERT VLA TEZE DOINTOI—H—k, TO CAZFEAL THOIE
BAEI(CES AWS Private CA TE XY, CAFTBER, fAIAEZRITIZ A, AHSERT IS LD
ICHBRTOEAFTE, RALU ICEET S AWS Identity and Access Management (IAM) 1 —4'—I(C
FERETEETAWSTHIV b BIOAWS PHONIFRETRDI—H—EF. UY—AXR—ANOR
—%ZBUTCAFBEILCLI > TAERENILGE., (IHEBERITIZCEETEET,

WHENEI—Y—&, ZOTINTHIRDPOVAQATHAD MR A DS T, FIAEORTH
(C AWS Private CA & /= l& AWS Certificate Manager VY —AZFERATEEJ, AWS Private CA
IssueCertificate API & = [& issue-certificate CLI AN RASRITENLABAEBREFT7 O NRZR—I R
BTY, CORSBIAAER. X—TY RTFNAAICFHTIARN=IL., BMHERERNI NS
FETEHTAILENHYET. ACM IO VY—JL, ACM RequestCertificate API, & Iz lErequest-
certificate CLI AN > RASRITE N IZAABEEEETNhE T, CORSLBIAHAERF. ACM EHFE
NEY—EBERACEEICAAN—ITEXRT, CAEEENFAL, BITEOTHIKMIACMA
DH—ERZD) 2 OENEO—INFIBREETNTVREES, YX—2 RIEAZSEFEEMHRI IND B
BNICEHEhET,

NEY D
s AMIA—HY—BOE-—TAHAIVRFAZERTS
« JARATAHIVKNTIOEADKRI—2TEYTFTIS
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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IAM A—Y—RAOR-T7HI2 NFAZEKT S

CAEEE (DFVY., CADFIESR) LAHERTEN 1 DOAWS THI U NIBEETIEHES., XA
NS0T 4 Ak, TORABFANERE 1 iz AWS Identity and Access Management (IAM) 11—
H—ERLTRTELEREO-NEDPHITZETT, TOIAMOFERET IV EAFAOHIIC
DL TIE AWS Private CA, "1 ZZ B L TL & WAWS Private Certificate Authority® Identity and
Access Management (IAM),

B—TAIOVRNOT—A1: TUXF—T REAZEORLT

CD/E., THIOURREBERE T ZA4AXR—KNCAZERL, 75A4XR—KNCAICK>TEBREE NS
BAEZRTIHDFAZEFE DI IAMI—H—ZERLET, IAMI—H—F APl ZFHRO'H L TEERE %
1T L E£F AWS Private CA IssueCertificate,

1AM user issues certificate using
arm-poa : Issnelfertificate
APl to issue certificate signed by CA

COFETRITENEMAEIEEENFEL A, 2FY), EBBRAAEEZIIAR—NLT, &

AI3FEDOTFNAARIZAVAN—ILTRIRENHYVET, £, BVHBRIYINESFHTERR

TRIUENFHYNET, COAPI ZFEAL TAIAZZRITISICE, OpenSSL FERRAKNOZ7OTZ
Is AWS Private CAIZ& 2 T DA TERE NBFAEBR) VITAN (CSR) EXF—ARTHAMRET
To FHMICOVWTIE, TIssueCertificate RFIXU K, BSBLTLKEEL,

B_—THIORDT—A2:ACM IC&LBIZ— REEHED ST

CcD2O2HDT—AEF, ACMEPCAOEBASD API ARL—2 32 FEDLYERT, THIV K
FIEEEUBERKICTSAR—NCA EIAM 1—H—ZERLET, RIC, THOV NEER
ACMH—ERFTVVINILIZ, CSOCAILI > TBEENLIXNTOIHAEZBEBNICEFH T 5T
AZHFELET, IAMI—HF—FAHAEEHEERTLETH . SEHIEF CSREF—ERZNETD
ACM RequestCertificate APl ZHUO'HELE T, SEASOEMHARNYIND &, ACM FEFHD—
270—%z288LLET,
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1AM user issues certficate using
using 2 console
|

Onwner creates 1AM =
user to issue and ACM auto-renews
o
- certificate
renew certificates

Onwner selects PCA console option ACM
access to renew certifiates requested by
this account

Onwiner uses
acm-pea:CreatePermission
APl to grant permission to ACM service
principal to renew certificates signed by CA

1AM user issues certficate using

acm: BequestCertificate
APl

THORREEZIE. CAOERPETLRFERRBICEEIO Y -ILAS, £
CreatePermission PCAAPI ZEAL T, EFHFUZNEITBZIENTEERT, cDIT—U7
O—ASERENETR— REFAE([F. ACM EHREENTEEAWS H—EAT THEAHATEET,

LTots>avicik, EFFTERE5T2FIEFA&VUET,
ACM ([CREBBE N EFHFFAZE|V)H TS

AWS Certificate Manager (ACM) O Y Z—2 REFH Tk, NT VY VAEL TS A R—NEHE
NEBEOMAEEHF 7 OLAZEHILTEEF T, ACMATSAR—KNCAILK> TERE n-FEH
EZBBNICEHRITAICE. ACMY—ERTVINLIC CABEDNSHEEINTOFIZFES
THEIMENHBYET. CNhSOEHERN ACM IZBEVBAEE. CADFEE (FLEFTEni-iE
LHE) &, HRAYINESETSAR—NIHAEZEZFHTERITIDHLEN HYET,

/A Important
CNSOEFHT IV LAFAZEETSFIEGR, CAFEELARERTEN L AWS 7H
VRNIBEEIZDERICOGERAENET, VORTHIZ MO FIUFICOVWTR, "7
OATADURT IO RADRIS—%2TRYFI5, 2ZRLTSEE L,

BHOT O EAFAIE, 7TAR—KCADER RICEETDENTE, CAN ACTIVE RRET
HBRY, WOTELEETEEXT,
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TS5AR—KNCA DT OEAEFA K. AWS Private CA 1>V —)J)L. AWS Command Line Interface
(AWS CLI) . E /=& AWS Private CAAP| TEETZ X,

ACMIZ 7ZAXR—KN CADOHFTZEHETAIZKE AV —I)

1. AWS THIUKNICH A2 42, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAd> V=) ZR&E X T,

[7ZANXR—RRARE R—DT, VAN STZAR—NCAZERLET,
[702a2], [CAFADOKRE] ZBRLET.

[ACM T O EARZHALTIOTHIY MNERLUZFIAEZERH 2FBIRLET,

[RT7F] 2 BRLE T,

o & 0D

AWS Private CA (AWS CLI) TACM PVt AT 2 EE T3 (C

create-permission AN RZFEHAL TACM ICFFAZEVY B TET, ACM NFILREZEBHNICEH
TELSICTBICIK, BEBFHT (IssueCertificate, GetCertificate, ListPermissions)
ZEVHTBIUENHYET,

$ aws acm-pca create-permission \

--certificate-authority-axrn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--actions IssueCertificate GetCertificate ListPermissions \

--principal acm.amazonaws.com

CAILE>TEEFENETVEAFHT Z2—EBERTT S, [list-permissions] AN RZFEAL &
ER

$ aws acm-pca list-permissions \
--certificate-authority-axrn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID

delete-permission AX > REFEAL T, CAICE2>TAWS H—ERTU I NILICEIY ¥ TS hi-
TOLAFAZRYELET,

$ aws acm-pca delete-permission \

--certificate-authority-axrn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--principal acm.amazonaws.com
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VOARATHAIRNTORADRIS —2TEYFITB

CAEBELAPHERTENRLBD AWS THIVMIBLTVWAREE, CAEEERI CAT VLR
ERHETIDHVEN HDYVET, ChIEF CAICDY—AR—ANDRKR) S —BTRYFITBD_ETTESR
T, CORUD—E, AWS 7HD > NFrEE. IAM 1—H—, AWS Organizations ID, E7i k4
BEMID THIEEDTIINILCRTHFITZRELET,

CAEEER. ROBETRIZ —2TRYTFHELVTEETERT,

s NEIARIAVY =)L Tk, AWS Resource Access Manager (RAM) ZAL F3, < hlk,
THOVREBTAWS UY—RZHETHEHOOBENBHFETT, BIOTHIRNOTIIN
JJAWSRAM & TCAUY—RZ2HETRE, BEBVY—AR—ANDRI > —H CA ICEHEH
CT7R2YFENET, RAMOFEMICOVWTIE, TAWSRAM 1—H—7HA KR, Z5RBLTLKEE
Wo

® Note

CAZERL., [70232] [VY—AHLEZEE] OEICERTZE, RAMOY Y-
ZEBICEASCENTEEXT,

+ PCA APl @ PutPolicy, GetPolicy, DeletePolicy #7047 Z ATHERAT %,
« AWS CLITT PCA Y~ R® put-policy, get-policy, delete-policy ZF B THERT S,

RAM 7 7 AN VERZORKRA Y —ILAXEFTT,

JAARATADVROT—A1: 2V =IIASNR—T RAAZTZRITI S

cDFE, CAEEEIE AWS Resource Access Manager (AWS RAM) ZfEFA L T CAT7 VA% R
DAWS FTHOVRNERBLET, ChiIZKY, TOTHIMENFR—I RACMGIAEZRITT
EET, CORE, NFCAZTAINEEEHBIBZRZELE, THIURI X N—THB AWS
Organizations ID Z4T L TEENICHE AWSRAM 32 L€ TEET,

Account #2
must accept share

A
AWS Account# 1 uses MO

AWSE RAM to share CA:
. With Account #2
CA Administrator directhy
[AWS Account#1) |

ACM attachesSLR

Auto-accept ¥ i to Account #2,
onfigured? . 2 i pErmitting
auto-renewal

creates CA = With Account #2 via
AWS Organizations

- With Account #2 via
organizational unit
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RAM A" #BLU TUY—A&EHAEL i=#% AWS Organizations, ZEETIV I NILEEOIY—R
ZEZFANTEMCTAHEN HDYVET, ZEEHEGF. A7 7—hiHEZEHNICZHFAN AWS
Organizations 2 k5 IZ ZERETEE T,

® Note

BEETHIVNE, ACM TOEBEFROREZTVET, BE, HECAZHAHTHERAT
DEEIC, ACMIE, AWS Private CATOHEIOIEHENTHE L Z/FR 95, H—ERAICY
oENEO-—NLZEAAMN=ILET, CNHKRBLLEEES (BEFFINZVENR

H), CANSOIIRERFBBNICEEHRENELA, COBMBEEMRTEDNDEF ACM 1—

H—1EHT, CAEBEFHBATEREA, HHICOVWTE., TACM TOH—ERIZUD
EhizO—J)L (SLR) nfEA. Z2ZRL T EEV,

EII_I|I

DAATAT DT —A2:API R2lE CLI ZEA L TYR—2 REIASEH LTI R—I R
RAEZRITID

CN2BEHDOT—AIE., B KV AWS Private CA API Z A L TRIAE/R A AWS Certificate
Manager #7723 ERTATIIAVERLTVET, ChSOARL—2IDEFEINT, JBET
AWSCLI OX> RZFERALTEITTDEETEET,

Account #2 issues certificate using
acm-poaIssueCertificate
AP

AWS Account #1 uses
acmpca :PutPolicy
AP to share CA:

With Account #2
directly

CA Administrator
[AWS Account #1)
reates CA

With Account #2via
AWS Organizations

With Account #2 via
organizational unit

ACM attaches 5LR

Account #2 smca'hf?u:a:‘:eusng Uy y—— ACM
acm:BequestCertificate ermitti auto-rensws
AP —— certificate

auto-renews|

COBITIEAPI ARL =23 2EEFERALTVS Y, SIHASRTEFIAASERTIDIRIC2
DD API ARL—23a A SBIRTEET, PCAAPI 793> IssueCertificate 2ET9 2
E, BENICEHFENT, TVRAR—NLTFH TSI VAN —ILTIREN DT NZ—2 Ril#H
ENERENET, ACMAPI 793 3> RequestCertificate 2172 &, ACMRKEH—EAILEE
BIZAVARN=ITE, BENICEFENDIYZ—Y REBBEHNERENET,
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® Note

BEETHINE, ACMTOEBEHROREZITVET., BE., XECAZUOTHEAT
B5EEIC, ACMIE, AWS Private CATOHEIQOEHEHTHLA TEDLSICKD, Y —
ERACUO9EnO-—ILZA AR =ILET, cHKBLEEES BEERFFALN KL
CENRERE), CAASOMBAEFEENICEERENT., CORBEEMBARATEDNDIE ACM
I—H—E T, CAEEEFIEBRTEEEA, FHICOVTRK, "TACM TOH—ERIZY)
voEhizO—)L (SLR) DAL 2B L TS EE L\,

7ZANXR—NCAs—ERTTS

AWS Private CA >V —)LE 7k #EHLUTAWSCLl ., FIEEERET7I9EATEDTSAR—K
CAsZ—ERRTEET,

A2V —IZERALTHERATREZ CAND—EBZRTIZICE

1. AWS F7HIZNIZH A2 42U, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAJd> V=)l ZRH&EX T,

2. [TZAXR—NRAHBE VANDERERIELET, ELOR—DESEZHEATSE. CADE

BOR—ZEBETELRT, BECAR11TT, TRTNIIRDIO—EPRLEFINTAHAKRRE
nEXY,

« (TSI URN—CADEBBBICETZER,

* [Id]—CA ®—E®D 32 /N4 hAH D 16 EF DB F

« [AF—RA]—CART—RRA, BV B3ERF. fERF]. [REFOLRE]. [7OT17]. [HIER
FER]. [EM]. HREIN], KK T,

c [BAT]—CADERAT, BY)BRERE, JL—K &[T TT,

*« [E-R]—CADE—KR, B B3ER. (LA EEOEMHRZRETEDAHAEERIT) &
[BXHEOEVIRE] (RAEVHEN 7 BEAOIHEZRIT) TT. BVHEZES TSR LT
KMANZXLDKRDY) IZHEZBEEHYET, F7AILNERA] TI.

s FTIBE-CAZFIBIDAWS THIUU N, ChEREZOTHDVRNTE, CANDEBFANZEFE
ENETHIVRTELNEVE A,

« [F=FILIdVXL]—CANYR—RNIBINTVYOF—TIIAVXL, EEETEDE
l&. ML_DSA 44, ML_DSA_65. ML_DSA_87. RSA_2048. RSA_3072. RSA_4096, EC_prime256v1,
T,
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c BRETVINOAVAXL]—CANIAEV IV IANCBRETZOICERATETIL
dVX A, RITHICHHASBICBERITZLEHICEHT S SigningAlgorithm
NTX—RERBRLBEVELSEFELTLKEETV)BETESE
l&. ML_DSA 44, ML_DSA_65. ML_DSA 87, SHA256WITHRSA., SHA384WITHRSA., SHA512WITHF
7,

(® Note
AV OELBICHZIRETA A2 RRIDE, RRIDIPTOMOREZNAR
NAATEERT,

ZHEAL THEAARER CAsZ —ERTTSICE AWS CLI

ROBIZRT KDIZ, list-certificate-authorities AN RZFERA L THEAAAEZX CAD—EZRRLE
9,

$ aws acm-pca list-certificate-authorities --max-items 10

ONY REUATORS BEHRERLET,

"CertificateAuthorities":[

{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T711:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T710:59:17-07:00",
"NotAfter":"2032-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
I

"RevocationConfiguration":{
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"CrlConfiguration":{
"Enabled":false

T7Z74AR—KNCAZRTTD

ACM OV —=)&ld ZEALTAWSCLI, 7ZA4RXR—KNCAICETZIFMART—RERT
L., BEBICBEUTVLKOHDEEZZEETEEFET, CAOEFHOFMICOVWTIEKR, "TTZA4XR—h
CA Z5E 319 % AWS Private Certificate Authorityy ZZBL TS &L,

O2Y—I)TCADFMZERTTDICE

1. AWS T7HINIZH A2 42U, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAOd>V—)ZRAEX T,

2. [T7TAR—NEREME VAN ZRELET,. GLOR—DESZFERATSE. CAOEHOD
R—DEBETEEXT,

3. RARENECAIDVTOFHBART—RERTITIBICE, AXLEVCADEDOS D FRE
EERLET, 2EHMRAUNEE, UTORTFEEI—NFRRENET,

s 72T UONBRT —CADOBRBICETZER. FMICDOLVTIE, Subject distinguished
name) ZZBLTLKEEV, COT71—)LRICRTRENDE0D:

s 720N — ANEhEBRER7 1 — L ROBE

- [ O] —cuBRE

- [fEEBEMN (OVU)] — 2R OEAEE

- [Ef (C)—2XFOEI—R

- MB/HBEFRE] — MNELBEHBEFROEXEH

- [EA] — HH OB

« H#ER (CN)-CA Z&#& 592 ABA BRI N D XF5,
- [CARIBAE] 27 — CAIHENOEMHEICE TR EHR

- [BREARR] — CARIRAEN B TAHLS &S BN EKZ

- [BHHR] — BHBRANINDITOEEK
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« [RMRE] 27 —BEBRLULTCVBARERDA TS 32, RE] EERLTEHLET,
o [REFAEXRMV AN (CRL)DFA1ANIUELI—=>32 ] —[BWM &L B ORAT—2A
s [AVTAVHABAT—RZAZ ORI (OCSP)| —[BM] £ B OARAT—RA

- [FAN 27 —BERIRLTWS, AWS Certificate Manager (ACM) IC& 3 Z 0 CA OEEAE
EHHER, [RE] ZBRLTEHFLET,

« [EFDLHD ACMEFT] — AR BEA R LRI REBDAT—FA

c [BT127 —COCAICRERHTSNATVRNAEINAXFARELETIRIL, BEFMTBICE
[ZTDEERE|Z20)YILET,

« DY—AHKEART - AWS Resource Access Manager (RAM) 2L TZHO CADO Y —AHE
ZBREEVHETERT, EFIBDICEK[VY—ARITZEER] ZBRLET,

« [BRI]— VY —AHBOER
¢ [AT—RA]—VY—AHBOARAT—FA

4. BEITDCAD[ID] 71— JLREBIRL., [—#R] RA>ZBEEET, CAD32/81 NT 16 EH
O—ZBANFHFLEZBICRRENET, CORAM U TREICRDBERNBREHEENET,

* [AT—RA]—CART—2RA, BV B3ER. EFRF]. REFORHAE] [T7IT 4
71, [HIBRE&R]. [EX]. RO KK TT,

« [ARN] — CA ® Amazon )YV —AFx— L,

- FIEE-CAZFIBTDAWS THIV he CHIEBZOTHIY N ((EILT]) TE, CADE
BHAAEEESNET A RTERBVEREA,

* [CADBAT]—CADERAT, BMV)BBER. JL—b & [F] T,

- [fEEEZ] - 2O CANFERENEZBR,

- BWHER — CARIFAZEOBMBRA TN S B,

* [E—R]—CADE—R, BN BZERE. [AA] EEOBMHRZRETE SHE) £ [A
DHEOEVIIAE] (RABVHEA 7 BEOLHRE) T, AVHBEEE<S TR ETEY
ANZZXLDEDYICBZIHZEEEHYET. T7FIILBNE AT,

c [F=FILIdVXL]—CANYR—RTBINTVYOF—TIOdV XL, EETESE
(&, ML-DSA-44, ML-DSA-65. ML-DSA-87. RSA 2048, RSA 3072, RSA 4096, ECDSA
P256. ECDSA P384, & & T ECDSA P521 T,

« BRT7ZINDAVZXL-CANMBOHEZERVITARN, CRLs, OCSP LARVAICERT
EHICERATRTILI) X A (IssueCertificate APl TEHAE 13 SigningAlgorithm/\
FA—REBALBVTLSEEY ), BEETEZSEIE. ML-DSA-44, ML-DSA-65, ML-
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DSA-87, SHA256 RSA, SHA384 RSA., SHA512 RSA. SHA256 ECDSA, SHA384
ECDSA. SHA512 ECDSA T9,

s F-ARML—=2tF21 V)T 1 5E - EHBRQIERLE (FIPS) NOELLAR)L, XOEDL SE
RTEEXET, FIPS140-2 LRI 2 BLE, FIPS140-2 LAXJ)L 3L E, CCPC LAXJL 1L,
CONTFX=RBFAWS V=T33 VICK2TEBYERT,

® Note

2023 £ 1 B 26 BEARE, AWS 7' Z 4 X— K CA & FIPS PUB 140-2 Level 3 [CZEH#L L
EN—=RODITF7EF2UT4EZ1—)lL (HSMs) 2EAL T, FEUAD Y -3
NDIXTODCATTAR—KNF—ZRELZET,

ZFEALTCADHMERTRBRICFLEETSIZIE AWS CLI

RNDAX Y RICRTKSIC, AWS CLI T describe-certificate-authority AN > RZ#ER L T CA ([CE3
THRHFMERTLET,

$ aws acm-pca describe-certificate-authority --certificate-authority-arn
arn:aws:acm:region:account:cextificate-authority/CA_ID

ONY REUATORS BEHRERLET,

"CertificateAuthority":{
"Arn":"arn:aws:acm:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T11:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T710:59:17-07:00",
"NotAfter":"2031-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
b,

"RevocationConfiguration":{
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"CrlConfiguration":{
"Enabled":false

}

AN RZAUDSDTZAR—NCADOEFIZOVWTIF, "CADOEH (CL), 2Z5RL T EE
W

TS5SAR—KNCADRTZEMT S

RTEE, AWS VY —AZBASRVCBETILODART—RELTHERAENBEEYX 7L —X
NDCEZBLET, EFTR., F— L EHLSERENET, AWSPrivate CAIYV—J)L, AWS
Command Line Interface (AWS CLI), £k PCAAPI ZFAL T, 754 RXR—KNCAs DR T &E

m, ®R, FEEBHIBRTEERT,

TTZAR=NCADAAZRLRTIEVWOTEEBMELFHEHIBRTEET, Hlx

(&, Environment=Prod 7 & Environment=Beta D& DI BEF—ELEDRT TT T4 R—K CA
ICR2TZFHRE. CAODRREBDREERVETDENTEET, FMIOLVTE, 774
R—N CADERL ZBRBLTLSEZV,

(® Note
ERZ7O—2YRICTTAR—KNCAILRITZTRYFIBICE, CAEBEERFET 1>
4> IAM RIS —% CreateCertificateAuthority 7OV a v ICEEN T, 2JH
FZEBARHNICHFUTIHENHYET, FMICDOVWTIE. MTag-on-create: YERLEFIC CA I
BT RYFLET, 4 ZBRLTLEEL,

o AWS VY —REXTFTZEHR—NLTVET, ALRZTZEBRD Y —RIZEI)HTT,
ThSOVY—ANBEELTWDEERTENTEET, XK. CA, Elastic Load Balancing
O—RNZH—, TOMOBEE) Y —AIZ Website=example.com DLSBERXT &E|V)HTS
CENTEERT, AWSUY—ADOERTHFHTOFMICOVWTE., Amazon EC2 I —H—HA R, @
"Amazon EC2 UV —ADNEJFH1 2R T<E&EW, Amazon EC2

AWS Private CA 272 l&. XROEXN BRI BRAENLET,

« T7TAR—KNCABIE)DRTDHZEREUE 50 TT,
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« BTF—DERARE 128 XFTT,

« BTEOHEARWE 256 XFTT,

« BTF—LEICR. AZ, azODXFERDRESEEATEERT., +. =, @. . %. -(\172)
« BUF—ELERAXFENMNENXBENET,

« aws: &rds: L7141V VAR, AWS AIZFHENATVET, ¥—H aws: EilF rds: T

BEDRTZEB., FE. HIBRIBDZERFITEEEA, aws: THEDTF7FILRNDORT E ds:
. DY=ABEVVORITDIVF—RIZEENETEA,

c BEOY—EABBIPVY—-ABTRINTAF—NEZHATIHEE, O —EATRHFATE
NANFOHRIELDBENHBIOTIEESEEY, ZHTAIT—EAORFIXNESR
LTLEEL,

« AWS Private CA 27k, OUY—RATIN—TERTITF1 ZTREATEERLEA AWS YRIX
D7 N Dy |

7ZA4XR—KCAICIE. AWS Private CA >V —JL., AWS Command Line Interface ( AWS
CLl) . F/I& AWS Private CAAPIA S BT FIITEE T,

T7ZAR—KNCAILETZF/ITBICE (AA>Y-I)

1. AWS THIONCH A2 42 L, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAJd2V—)ZRAEE T,

[7TAXR— R FIABBE R—D T, UARNDSTFAXR—NCAZERLET,
JARNDOTOFHMERT, [T 27 2BRLET. BFEOXTO—ENRRENET,
[Manage tags (X7 O EE) ZERLE T,

wLLWaJzEMEZERLET,

F—EEORTZEAHDLET,

[RT7F] 2 BRLE T,

N o a M Db

TZAR—NCAIZRT &M TBICIE (AWS CLI)

tag-certificate-authority AN > RZFEAL T, 754 R—KNCAICRT#BMLET,

$ aws acm-pca tag-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--tags Key=Admin,Value=Alice
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list-tags AN RZFALT, 774 XR—KNCADRTZ2—ERRLET,

$ aws acm-pca list-tags \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \

--max-results 10

untag-certificate-authority AN > RZFEAL T, 7754 X—KNCAN SR T ZHIBRLE T,

$ aws acm-pca untag-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:aregion:account:certificate-
authoxrity/CA_ID \

--tags Key=Purpose,Value=lWlebsite

AWS Private CA CA AT — X A= BRI

ICK2>TEEEND CADAT—RAK, 1—%—F720>3> AWS Private CA. £EEFHBEIZ
EO2TCRY—ERTIZa>ORRTT, HlRE. CAODARAT—RAGREMHRA TN EELL
£F9, CAEBENFRATEDIAT—ZRZAAT>aVEF, CAOBREODAT—RAICK2>TERYE
9,

AWS Private CA l&, XD AT—RAfEZLR—KNTEEXTT, COXRICIF., BIRETHERATRELR CA
HEN RENTVWET,

® Note
DELETED & FAILED MADITNXNTHDAT—RAETIE, CAICKHLTEREETIhFET,

AT—RA ALEAE OCSP CRL E#&E CAf#EZ RIAE CAL
DT T DE 0OE  EFTHE ZE) BN
BE & 24 HUA  REL
Zi& gE Y
ALY
%
CREATING—CAZ  WLWx &L &L &L %L L W
P T,
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AT—ZA ifEAZE OCSP CRL E#& CAIIHE* fIEAE CAIC
D3IT THE N4E NE  FHARE ZEY) BEen
HE X X SEUR &L
R e E32
HIaC
)
DELETED CARERTHEATYT, ExHifEE 7~30 HETY, COHE T

NBEDE, T2ICHIBRENET,

DELETED AT —ZR AT, MBAEOEMHBRN I CAD
RestoreCertificateAuthority APl ZHU'HT
& . CA & EXPIRED ICEREESNE T,

CA OHIBRDEMICOWVWTIE, "T7Z4XR—K CA DOHIBR .
HESBLTLSESTL,

TOTAR=23A2V%7TTIDICE, CSRZERKL., CANSERNE CARIFAEZEIS L. FLHA
BEZ ICAVKR—NTRXENHV)ET AWS Private CA, CSRIF. FILW CA(BEEER) ICEE
T2, AVTLZAOIL—NCAFELR TN CAILKEBIRENTEXRT, FMIEOVWTRE,
"CAGIRENA AR —)L1 ZZRL T EE L,

EEHRYIN CANDAT—FAZERELEITSH LI TEEFEA. CAOFLVWIIAERZ 4 R—B
TBHE, SEFAEOEMEARBRENYINDISABLEDD B ICEREE NACTIVERVPRY, BAT—2A%
AWS Private CAICUtEY NLET,

HIRYIN D CAGIAEICE TS Z DN EREE:

« CASIHEFHBNICEETRFEhELA. ICLDEFOEBLOFEMIC DV TIE AWS Certificate
Manager., ") 2B L TLKEETVACM ICFIBHEOEFRHFI 22V BT,

s EMHIBRAYIN CATHUVBEEZRITLELSETSHE, IssueCertificate API I
InvalidStateException ZIRLE T, BHMHERIINOIL—bB CA . L VTIIAEZRKT
IBHEIC, FILWIL—NCAGIBHEICBCERATAILEN HYET,

« The ListCertificateAuthorities & &U DescribeCertificateAuthority API (&, CA
DAT—R AN ACTIVE £/=l& DISABLED ICEREENTWBAESHICHA I DL ST, CAFIEE
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E0BEMERIYINTVWS EZIZ EXPIRED DAT—RAZRLET, &L, HEREYIN CA D
DELETED ICEREE NhTWBIHE. DELETED DAT—XAXRLE T,

« UpdateCertificateAuthority APl &, BIEIRIIND CADAT—RAZEHTEXRLE A,

* RevokeCertificate API ZfEAL T, CAIBHAER ENEMBRUNOIAEEZTET L
FTEEBA.

CART—RAECATZAT7HA4 U DEEK

RORF, EBTIV3VECART—RAOHEERAELTD CAZAT7HAII)NERLTVE
9o

UpdateCertificateAuthority UpdatecertificateAuthority
Status = DISABLED : Status = ACTIVE

CreateCertificateAuthority (Rl & ImportCertificateAuthorityCertificate

OR . S !

Delete / Restore
DeletecertificateAuthority
Awailable when Status = CREATING,
PENDING CERTIFICATE, EXPIRED,

DISABLED, or FAILED
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PENDING CERTIFICATE e e
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N Yy 4 - o
CART— 543,35+ .
7 . {9/3/ ﬁbvh%
- A C&2TIR IC&k2T
3 "
EANAZHL HFLWFZO
*7 Savrd
BBl V) E
j—

HoLIPICHBDEBEFT V> a2iE, AWS Private CAId>Y—J)L, CLI, £E APIZN L TEAZ
hET, ChsDT7I23VICE2T, CADER, TUOTAR—32, k¥, BEFARITENRE
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T FHRERLCGBEBHEMICIEUT, CARAT—ZANELL KT (LREORTREERTRLTY
£F2Y)o BEAEDFE, ILLWAT—RALLL>T, CABBERIHLLWT V>3 (RTRAKET
RR) ZBRITERELSICBYET, LEOROETHDICK, BIRSLTERT V>3 Z2FATT
PAT—RAEZRLTVWET,

T7 24 XR—K CAZEF TS AWS Private Certificate Authority

T7AR—NCAZEKTDE, TOARAT—RAZEMLLY, RMBELZEELILYTERT, O
DREYITEE, CADAT—RALE CAZA7HAVIIOFMEE, CAOIY—)LE CLIEHOD
BUCOWVWTERAL KT,

CAZEHTIS (A2V—I)

ROFIEF, AWSNYRIXV ROV - ZEALTHRED CAREZEHMITDHEZRLTVE
ERD

CAART—RADEFH (A>V—I)
CDHITIE, BNECADAT—RANEIMICEEETNET,
CADAT—RAZEHITBICIE

1. AWS 7HIV NICH A2 42 L., https://console.aws.amazon.com/acm-pca/home T AWS
Private CAOd> YV —)lZRAE X T,

2. [TTAR—NBIABBEBIR—2T, BETITATBTSAR—NCAZDARMDSEIRLE
9,

3. [7U2aVIXZa1—TI[EMY] ZBRLTTZ4/RX—KCAZEMLLET,

CA DRMBEDEFH (A V—I)

TZAR—NCADERMBREZEFRTBICEF, FlREF OCSP £/ CRL DY R—NZEME =G H
BRIBH. ThOSDREZEELET,

(® Note

CADRMBEZEELTE, BRICRITENEAASZTIIRIHEELEFEA, NX—D REMZ
BRMCTRICE, dVAIASZBERITIZDLENHBVET,
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OCSP TRUTOREZZELRY,

« OCSP OBEMILE =&ML,
« NARL OCSP T2 i RX A2 & (FQDN) OB ML E - IFEMIL.
i FQDN OD’EEO

CRL TRUTOVThADKREZEELET,

« CRLEAT (REELREN—F 143 a1k)
e 7S5A4AR—NCANTIHAELMI AN (CRL) EERTEIHESH

« CRLOBMEIRFYINDETOHE, &, EELEARDY¥E ST CRL OBEKZHITL AWS
Private CAR® £ 7,

« CRL ORTELD Amazon S3 /N7 Y KD EHI,
« Amazon S3I/NT Y RBENT VY OEI—HDSBITLEOOIAIUTA

A Important

BOVWTNADNTA—R%ZETETDIE, ERENfELDCENfHYET, #HleLT
L:t CRL AR DERML, BMHHEOEE, 77«(/\ N CA ZARFBREICEBITLLEERD S3
NTYNDEEBENHYNET, CORSHBEEZITSE, CRL EBED CRL REICHKT
THRTFOAMASENf HEITIUREMENI BDVET, TAVTAOEER, tVIAUTANIE
LWATY NCUOENTRETHBRY), E2ICETTEET,

RNBREZEHTBICWE
1. AWS 7HIV NIH A2 42U, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAJd>V—)ZRAEX T,

2. [TZAXR—HFRAMBE R—T, UARNASTZA4R—KCAZERLEY, §5&. CAD
AANRILAFEERT,

3. [RWEE] RTZBRL. [WE] 2BRLET,
4. [FEABRMATZIVIICR. 220FTZaVHARRENET,

« [CRLOFAARNIELI—230&T T 14 71Y]
« [OCSP %4> IZ93]
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CATR, ChSOIMAAZAXLOVWThAERETSDCEE, WThERELAVWI LS,
MAEERETDEETEET, FETROBYERIN . RAMTFITA1RAELTRIYZ—I R
KWHAHERENET, COARATYTZRTITHDHEIC, BEFEOFR, DELEBDEFRRE, TO
D R EHHEBEICBI T B IEIRIC DLW T, TAWS Private CASFFRE LA EZTE TS, 25 RL
TLEEL,

CRLZERETSIC&
1. TCRLOF14ARNVEI—3>aBERbl, ZBIRLET,

2. CRLIMUA®D Amazon S3INT Y hZ2ERTBICE., "HILWSINTY hEERL Zi&
RUTLKEEVW, " BEONTYNBZEELERT. (INTYRMONAZEHIHERFHY)EE
Ao TRUADBEE., COFT72a ZBIRLAEVT, [SSNTYRBRIVARND SEEFON
TY R EBERLTLSEZV,

FLWOWNTY NEERTRDE, BYBELETUVEARIZ— AWS Private CA ZERL TT R Y
FLET. BEONTY haERT255E. CRLOERZFHEBITDEICEONTY NZT D
TARVS—BTRYFIIRENHVYET, Amazon S3 O CRL DT VAR — THEA
ENTVBRRV—NEZ=20VWThAZEALTLKEEV, RUZ—OFT XY FICOVTIE,
TAmazon S3 AV —)LZEALNTY RARD S —0EN) Z5RBLTLEEL,

® Note

AWS Private CA OV —)L&FERALTV3HEE. XOMAOZENFBEHENhDE, CA
DERIEEBLET,

« Amazon SANT Y REERTHIRTNT VY OTORATOY VEEEZERL T
WEd,

« Amazon S3 /N Y N & HEIRIIC#ER AWS Private CA 2 &S IC ICEERLEL =,

CcOBE. AV —=LETF7FIRNTNT VY DICTORATMEBRNT Y N EER
LESELFETHN, AmazonS3 DT V23V &EBLET, COLIBEBEE

l&. Amazon S3FREZBFEL TS EE VW, FHICOWTIE, "Amazon S3 AL —2
AONT DY OFORADTAOY V1 #SRBLTLSEE L,

3. BMORBREATZIAVERRTDICE. [FRNVAN ZRREALEY,
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s N=FT423ZJBHMICTH 2BRLT, CRLsON—FT A>3 ZJ2BMILE
T N—T 42322 T ZBMCLEVIEES, CA IZIEAWS Private Certificate Authority
D4 —BICRREND RV LAPBEORABNERAEhET, N—F1>3arpilEchic
CRLs "CRLZA 7, #ZRL T &\,

« HAZALACRLEZEZEBMLT, AmazonS3NTY ROI A U T AEERLET, CORH
l&. RFC 5280 TEZEENTWVWD TCRLTM1ARNUE1I—>3 VRS Ny IEBRT CAHNER
TURSIBAEICEENTVE T, IPv6 Z2H T CRLsIPv6 2M T CRLs, MEMAICHE>T,
NENTY NOFITILAZY Y S3TYRRAVNCERELET,

o« DARLINAZEBIMLT, Amazon S3ANNTY RADO 77 AI)LINAD DNS TA )7 AZERK
LET,

s CRLABMABERRICADHET Valdity ZADLET, F7FI)INERF7HTT, 254
>~ CRL MBE. BMHEIE 2~7 BN —fRWTT., AWS Private CA (1 EL =HRE D+
TCRLOBERZEHAKRET,

4. Z|TLES, [EEZREF] ZERLET,

OCSP ZRET D ICI&

1. [REBAEXRM AR—T[OCSP Z#AICT D] ZBIRLET,

2. (EB)NNARLOCSP IV RAALUR] 74—ILRIC, OCSP IV REAY NOELISH R X A
~% (FQDN) AN L £ T, IPv6 2B T OCSP AT ICIEk. TIPv6 &M T OCSP % {Ef
95 OHRBICKE2T, COTA=IRETFIATINAZY VT RRA MNIEREL ETIPV6,

CND74—)LRIZFQDN 2 EETD &, FOCSPLARYZE—DOFT7#)L N URL DD V)
2. BITENLEKEEHE O Authority Information Access HL5R#EAE (I FQDN AWS AWS Private
CAEZBALET, TVRRANE, DARXALAFQDN 28 CFIAEZZTRS E, TOT R
LAIZOCSP LARAZBVEDEERT, COANZALZHEEEEDICE, 512220
TOAVRRITIDBENFHGVET,

- 7OFH—N—ZFALT, DAXLFQDNICEIELAERNS714Y 0% AWSOCSP L A
ROE—CEELET,

« X593 CNAME LJ—R%Z DNS F—2ZXR—AICEBMLET,
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® Tip
HAZL CNAME ZFERALTEEBOCSP V) 1—>3 22K ITHHEDOFMICD
WTlk. T OCSPURL ZHARXNAAXT S AWS Private CAL B L TS EEL,

Bl Z(E. Amazon Route 53 ICRRENDEDICHAZIA AXE iz OCSP ® CNAME L J—R
ZXRICRLET,

Ld—RHA 2L W—TFT12T0R ZRHLERA BINZ74Y0
> — ODIN—TFT14>27
%
alternati CNAME 1§ - proxy.exa
ve.example.com mple.com
(® Note
CNAME OMEIZ (. Thttp://3 X° Thttps://y BEDZTORINTL 71V I AZEDHBDC
EFETEEXRLEA,

3. BTLLES, [BREZREF] ZERLKT,

CA OEH (CLI)

LTOFIEEFE., AWSCLIZERALTEBIFD CADAT—RAERMBEZEMIBDHEZRLTLY
F9,

(@ Note

CADRMBEEZEELTE, BRICRITENEAAZTCFIHEELFEFEA, NX—D REMZ
BRMCTRICE, dVAAEZBERITIBDLENHVET,

TS54R—K CADAT—RAEEHTSICIE (AWS CLI)
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update-certificate-authority N> RZEFEHAL £,

Zhix, ATF—XR AN DISABLED MBEEED CA & ACTIVE ICERETHESICERNTT, £9. UT
NDIX> RTCADUNHAT—RAZERLET,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

COFER. ROLSBHANBESNET,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:17:40.221000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "DISABLED",
"NotBefore": "2021-03-08TQ7:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
I

"OcspConfiguration": {
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"Enabled": false

LTOIOXR> RIE, 7ZA4R—KNCADAT—RA%Z ACTIVE ICERELE T, chiE CAICEDE
SEEREN A ARN—=ILENTVRBEICOAKTARETT,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--status "ACTIVE"

CADHFILWAT—RAZRELEXY,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

AT—HR AL ACTIVE ERTRENTVET,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:23:09.352000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08TQ7:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
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"CommonName": "www.example.com",
"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
},
"OcspConfiguration": {
"Enabled": false

BEICKI2TR, PITATBRCALRMANZALFBREENTVEVWZEN B ET, SHEX
MUAN (CRL) OERAZHBITZEERE. ROFIREZEALET,

CRL ZBE17(M CA IZBINT 3 ICiE (AWS CLI)

1. ROOAX RZFEALT, CAOREODAT—RAZHANET,

$ aws acm-pca describe-certificate-authority

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

--output json

HAOHNS, CADAT—RAIF ACTIVE THP>TECRLEZFERATAHELDICEHEREENATL AW
CENBREENET,

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-08T14:36:26.449000-08:00",

"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",

"Type": "ROOT",

"Serial": "serial_number",

"Status": "ACTIVE",
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"NotBefore": "2021-03-08T13:46:50-08:00",

"NotAfter": "2022-03-08T14:46:50-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {

"Enabled": false
.
"OcspConfiguration": {

"Enabled": false

2. CRLEBENTFA—ZEEETDI7AMI%, revoke_config.txt D&LSBHZFHTHERL THR
FLET,

{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
}
}
@ Note

Matter 7°/N 1 AR5 CA ZFE#HL T CRLs 2B T2 5FE k. BED Matter 2HE(C %
WTEDLSIC, RITENIAHAEZEHNS COP L EMAEEE B TALRSICHRETHHE
AHYET, ChETSICE., RICRTEDICCRLEBEENTA—2EEHZLEXT,
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{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension": true
}
}
}

3. update-certificate-authority ANY > RERMEBET7 7ML ZFEAL T, CAZEHLET,

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

4. CADAT—RAZED —EHANET,

$ aws acm-pca describe-certificate-authority

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566

--output json

HADNS, SECANCRLEERATADLSICEREENTVWRCENBREIET,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",
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"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket",

}I

"OcspConfiguration": {
"Enabled": false

BEIZE2TIEE, BIOFIEORSICCRLEZEMICTDRDIZ, OCSP kMY R—N%ZEBMNT
DUENHYVET, TOHEEFE., KOFIEICE > TS EEL,

Bi#F M CA IZ OCSP Y7R—hZEMT %I & (AWS CLI)

1. OCSPN\NTA—BR%EZEHETD77A4I)%, revoke_config.txt DLSBBBTERL THRE
LEI,

"OcspConfiguration":{
"Enabled":true

2. update-certificate-authority AN > RERMEBET7 7ML ZEAL T, CAZEHLET,

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566 \
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--revocation-configuration file://revoke_config. txt

3. CARDART—RAZES —ERANET,

$ aws acm-pca describe-certificate-authority
--certificate-authority-arnarn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566
--output json

HAONS, SlE CAN OCSP ZHEATRIRDICEEETNTVD CENEIEETIET,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": false
},
"OcspConfiguration": {
"Enabled": true
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}

(® Note
CATIECRLE OCSP Dl EDHR—RNERETDEETEET,

754 ~X—KN CA OHIK

TTAR—KNCAR, AWSYRI XY NIAVY =)L &k HS AWSCLI Z£ICHIBRTEE T, &
EZE. BBACAE1DHIBLT. HFLLWISARKR—RMNF—EO2HFLVWCA ICBEHZID LN TE
9. CAEREICHBRTRICR. RORTYTEEFTLET,

1. RECAZHERLFT,

2. FHLVWTZAXR—KNCADEBE, VT ZARXR—NCAZEMICLET, L, T<ICEHI
BRLUEBWVWTSEEL,

B HEWCALRK > TRITENLEINTORASHNHRIINICEZIERT, TOHLV CAFEMOIRE
ICLET,

4. 7\ CA ZHIBRL £ 9,

AWS Private CA (&, BIBRU VT ANZRETSHIIC, BITENLEIXNTORAEOEVNHRN IN
TWBEEZFIVILFEBA, EEREFEZERL., BIRUNICE> TV SABHEZHEIRETESE
T CAHNEMCHZ>TVEE, SIAEZERYEITENTEXRITN, HILVIIRAEZRITIBD L
FTEXREA,

RITENLEINXNTOAAZNHRINICBEDHICTZAR—N CA ZHRITDBEN HD5E
k. CARIRAEZRYEICLEHBHOLET, CAIIAZERIR CADO CRLIC—ERTREh, 754
R—=KNCARIZATUYNIL 2 TEEEINELBZYET,

/A Important

7’54 ~R—N CA &, PENDING_CERTIFICATE, CREATING, EXPIRED, DISABLED, =
f=lk FAILED REETHDIZEICHIBRTZE £, ACTIVE IREED CA ZHIBRT D=8 121k,
FITZTDCAZHIRTDMBENHYVET, cEHBVE, HIRVIVITANTHANFHEL T
9o PENDING_CERTIFICATE & /=& DISABLED OIRREIZH DT T4 RXR— K CA ZHIBRT S
Bae, ExiEZ 7~30 B (F7#)NE30R)ICRETDCENTEXRT, COHEA,
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AT—H AlF DELETED ICEREE ., CA FRITAIBET Y, CREATING E/= & FAILED OIR
BTHBRENLETSAR—K CAl, EXHBALSE)ETShTLEVLY, BEXTEEY
ho FHIICOVTEE, T7TAXR—KNCAZERTD ZZRLTEEL,

T5AR—KN CANHIRE R, ThICRHLTREEShELA, EEL, HIBRE I
CANEREhDE, HIREETOBMOBEN REEThET, FHICOLVTR., "TORS
AWS Private Certificate Authority; ZZ8BL TS E&E L\,

7ZA4R—hK CAZHIBRTZICE (QA>Y—I)

1. AWS THINCH A4 2L, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAJ2V—)ZRAEE T,

2. [7T7AXR—HFEAMEE R— T, VARNASTZ4R—K CAZERLKT,

3. CANACTIVE OREIZHBDBE. KICTD CAZEWLITIHENHYET, [TV ] X
Z1—7T, B ZBRLET, T7OVT I RRENES, [REFVAIEERLTHY),
BITLET) ZBIRLE T,

4. ACTIVE OIREEICAR WV CADBFEE., [Fo> 3], [HIRR] ZBIRLET,

5. CA A" DISABLED, EXPIRED, F7 Ik PENDING_CERTIFICATE MIREEMIFE. [CA %Z HIBR]
R=J TR 7~30 HOEXTHEEEETEET, 7T7AR—KNCANFINSOREODVITNT
ERVEE, BTERXTRERFTEY, HIRETEBREDICKY)ET,

6. [HIBR] Z&IRL £,

7. 77AR—NCAZR2ICHIRTZHE, BEOTOV T MFRTREhZS, [R2ICHIBR] 2
BIRLET, 7T4R—KNCADAT—RAN DELETED ICEDLY ET, L., ExHBEOK
THICE, 7ZAR—NCAZBERTDENTEET, DELETED DREICHBZD T T I R—k
CA NETHM Z IR T S k. DescribeCerticateAuthority F 7= I& ListCertificateAuthorities AP
ARL—23a2aHOHEHLET,

7ZA4XR—K CA ZHIBRT B (ZF (AWS CLI)

delete-certificate-authority AN > REZFEAL T, 774 X—hK CA ZHIBRLZE T,

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--permanent-deletion-time-in-days 16
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T5AR—RNCAZERTTS

CAZHIRLI-CECEELEXHEOBE, BIRENLETZAR—KNCAZERTEXRT, B
HRE 730 BTY., 77/ X—KCAR, ExHBORECELICHRENET, FHICOVT
k. T724X—hK CAQHIR, 23RLTLKEETV, ZE2ICHIRENLETTAXR—KNCAZERT
PlLFETEXREA,

(® Note
T5AR—K CANHIBRE R, ThICRLTREShELA, EEL, BRSO
CANERENhZ L, HIREETOBORENREETINET, FMICODVTR, "ToRE
AWS Private Certificate Authority; 2B L TS E&E L\,

T72AR—=KNCADERT(AV—I)

EFERALTTSAR—RNCAZ AWSYEXDARNIVY—=I) ERXTEET,
T7ZAR—NCAZERTSICE (AAVVY—I)

1. AWS T7HO2 NIZHA42 142U, hitps://console.aws.amazon.com/acm-pca/home T AWS
Private CAd>V—)lZRAE X T,

[T AR—NERAMBE R—>2 T, BIRLETSAR—KNCAZURARNDSEBRLET,
(70232 ] XZ1—7T, [Ex] ZBRLET,

[CAZERIR—T T, BE [#Ex] ZBRLET,

RITDE, T7TAXR—NCADART—RAW, HIRBIOREICRYET, (73], [Bx
k], €5 —E[EML] ZBIRL T, AT—RFAZ ACTIVE ICEELET, HIREIZT M R—
N CA A"PENDING_CERTIFICATE REEL > iF5E k. CARIREZT VT 1 7{LT 2w, 7
FAR—KNCAILCAFIFAEZ A VR—RNTRIRENFHYET,

o & w0 DN

774X —KCAZERTTS (AWS CLI)

restore-certificate-authority 1N > R%Z B L T, DELETED MIREIZH D HIBRL =754 X—K CA
ZERTLET, ROFIETEK, 77Z4R—K CADHIBR, B, BRUCBT7 VT 1 J{LICAERTO
EASEICOVTEHBELET,
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TZA4R—KN CA ZHIB, B, BREBT7IT 17493k (AWS CLI)

1.

774X —hKNCAZHIBRLET,

delete-certificate-authority AN > REERITL T, 774 R—K CAZHIBRLET, 7T/ R—h

CA MDAT—A AN DISABLED F /=& PENDING_CERTIFICATE TH 2B &, --permanent-
deletion-time-in-days NS X—RZREL T, 7ZA4X—KN CADOETHEZ 7~30 H
TERETDCENTEET, EnxHBEEREELEVES. 772 NE30HBTT, KMT>

E, COOANVRICEKY T T A RK—KN CA OIREEIL DELETED IZRREE hE T,

(® Note

ERXTEETHDEHICIE, HIROBFERATODT A R—KN CADAT—2X AL DISABLED
F /2(& PENDING_CERTIFICATE THAMUEN BV ET,

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

T72A4ARXR—NCAZERLET,

restore-certificate-authority N> RZETL T, 774 X—KN CAZERTLE T, delete-
certificate-authority AN > RTREL LERBENI KT IDEIC, COOAN RZERITITEIHLE
FHYVET, RHTHE, COOXVRICKRY, TTAR—=KNCADAT—RA, HIBREID A
T—RACKREENET,

$ aws acm-pca restore-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID

TS5AR—KCA%ZACTIVE IZEEELE T,

update-certificate-authority AN > RZRITL T, 774 RXR—KN CADAT—R A% ACTIVE I
ZELET,

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \
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--status ACTIVE

HHTERENLTZAXR—NCALAEZFERTS

T77AR—KN CARBOEBEOIL—KNY OABICHZHBEN HBHEE AWS Private CA, IHE D
IL—hK CAZHEHLTHEEATER T, T, HBNEEIZINMBOTTAR—KCAICLDT
BEENIETZAXR—NCAFIAZEZRBSTAEETEEFT, V—ARICERELS, COAETESE
LzCAZBERALT., A AWSPrivate CABE T2 T TAR—NTZ CAIHAEICEETEET,

(@ Note
ABEEY—ERTONA S —OEREEERBOFIERE. COHA ROFRATT,

THEH CA AWS Private CA ZfEfFIT5 &, RFC 5280 OERIHEINEI 3> TEREATLS
CAEHIHNEZBRATEET, BRHNICKY, CAEBEFIAHAENOY /DI I NEZHIRTES
ED

NBCAZEFEDIDTSARKR—NO T CASIHEIZEBEITAFENEES. A% CA & AWS Private
CAICEATSHICETLTHELKREZZAION 3 D2HVYET,

1. SAFAEBEUIIT AN (CSR) ZERLET,

2.CSRZNFNERHEBEICIEEL., BRENE CARIASEFI—AAEZIMBLET,

3. BEZEHEERE (CA4 > ANM—=J)LLFET AWS Private CA,

RDFETIE, AWSNERIXY ROV =) £k AWSCLIZFEAL T NS NDRAVERTY
BDHELCOVTHALET,

HEBENE CARIAZTOMBEA AR ZITSCE A Y—I)

1. (FA7°>32)CA QOFEMR—EREFLERAVTVEVESIE. https://console.aws.amazon.com/
acm-pca/home M AWS Private CA 1YV =)L ZHEE T, [TTAR— RERBIR—T T, A
T—RAN REAEREF]. (B, [EM]. k& [HRIN] OTHM CA ZRBRLET,

2. [72>3], [CAGAEZAAN—I] ZZRL, [FTMUCARIAZZA AN R—D%
HAEEXT,
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3. [FZCASEBHED AV AR—IIR—T D [CA B4 T DBIR] T, [4\E87 54 R— K~ CA] &&1R
LEY.

4, [CDCADCSRI|DTIZ, CSR M Base64 TIT>—Ren/iz ASCII THFARNFIOAY—=)LIC
RRENKXT, [OE-]REVEZHEALTITFARNZIE—TSH, [CSRZTTFTAIINICIVA
R—N ZEBRLTO-DLICREFETEET,

® Note
CSR F*ANDERBFHRAG, IE—HLVHY R THICRETILEN Y ET,

5. AHNDOBEMEN) SBENEARAZTZEMB IR LOOATTA U FIRZISICRITTERZRVES
k. R=2J2Z2—EUT, EREFNERABLARAETTFI—2ZAFLTIHLSES —ERVTHT
<EEL,

TNUADIGEER., EREHATELS, ROVThAZITVET,
c AIAEAXERIAETFT I —> D Base64 TII— RENLZASCI THFARNZZIhELDOT
FARRY JALCHYNTERT,

c [FY7O-K ZBRULT, AHBAXEARETFI—>E2O0-HLT7ALESTAETNAD
FEANKY ZRCO—KLET,

6. [ERBLTAAR—I]ZBRLET,

HBBENE CAILAEZREE LA AR —=ILTBICEF (CLI)

1. get-certificate-authority-csr AN > RZFEAL T, 774 X—KN CAICFIREERV VI AL
(CSR) ZH1BLEJ, CSR ZHEMICIEETDICIE, --output text A7 23V EFEALTH
TOXRRBH S CRLF XFEZHIBRLET, CSRETZAIICEEFETBICE. VEALINAT
23> () EFEALT, 77M4IILBZEELET,

$ aws acm-pca get-certificate-authority-csr \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output text

CSRZO—ALNT7AILELTRIFL IR, RO OpenSSL AN RZFEAL THETESR
ERD
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openssl req -in path_to_CSR _file -text -noout

COOXNVRZMEBTDE, KOS BHINERENET, CA HLREEBEE TRUE TH
V), CSRAN CASIBHZRTHZCLZEZRLTVET,

Certificate Request:
Data:
Version: 0 (0x0)
Subject: O=ExampleCompany, OU=Corporate Office,
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)
Modulus:

00:d4:23:51:b3:
1d:7f:48:36:ef:
7f:19:06:73:c5:
Cc7:89:e6:8d:03:
ea:50:fd:b9:17:
46:56:38:34:39:
f7:62:a7:8e:e6:
38:0b:95:50:2c:
b2:5e:a6:83:79:
a8:f3:a3:89:a5:
a6:5c:d6:54:1a
b5:67:56:cb:02:
1c:b8:7d:1d:83:
8a:5e:f5:85:ca
14:4d:1f:fc:95:
3e:2d:68:e5:f8:
68:f3:09:ae:b9:
f6:27

dd:
2a
cd:
eb:
84:
od:
35:
be:
53:
a3:

:f0:

6b:
13:

:d7:

2b:
86:
97:

01:

:e9:

63:
b6:
b8:
57:
f5:
7d:
f3:
6a
80:
14:
59:
e9:
51:
3f:
dé6:

Exponent: 65537 (0x10001)
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

Signature

c5:
a7’:
ac:
ce:
de:

64:
fd:
f3:
c9:
02:

Qe:
e9:
65:
ao:
13:

09:
45:
43:
76:
60:
77:
df:
bf:
06:

:76:

16:
c3:
b2:
a3:
6c:
4f:
fc:

01:
82:
14:
58:
2c:
85:
Oc:
do:
12:

da

dd:
17:
76:
fl:
de:
52:
e4:

0Ob:
ec:
eb:
70:
64:
f1:
f7:
ad:
20:
:do:
be:
06:
75:
9b:
8f:
ec:
de:

4e:
95:
c8:
f2:
9d:
6f:
3b:
91:
Te:
97:
79:
Qe:
Se:
42:

ee

a6:
58:

Algorithm: sha256WithRSAEncryption

6c¢C:
4d:

Qa

Se:
2d:

cf:11:03:0b:b7:
c9:00:26:c5:6e:
:96:5a:47:3c:cl:
af:55:bb:89:46:
98:72:47:bd:bl:

b8:
do:
ee:
21:
13:

1la

9e:
7e:
45:
92:

48:
69:
84:
7b:
:3d:

el:04:
7a:fb:
46:e3:
10:96:
bb:71:

59:
1d:
03:
cb:
2e:
b8:
f5:
c3:
as:
e5:
7b:
7d:
di:
of:
:02:
fo:
58:

CN=Example CA 1

e4:ea
c6:d7:
82:f8:
Cc3:4c:
d5:7d:
ce:73:
7f :bd:
81:29:
fa:18:
13:bc:
ff:6d:
fb:d2:
e3:23:
ed:8a
8c:0c:
0l:c4:
37:09:

:81:
c9:
7b:
67:
da:
eb:
fa:
23:
d6:
84:
39:
7e:
6d:
:3c:
b6:
7d:
9a:

45:a20:7f:cc:
17:1f:f3:5d:
€6:05:73:0c:
92:1b:e6:75:
ae:62:86:1a:
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ee:
8e:
f8:
79:
28:
2c:
dé6:
7f:
4e:
di:

2. CSRZI\ERDEZHEICIER
FI—2EEBCT7T7TAILZERELET,

ae:
b2:
2e:
1lc:
32:
cO:
53:
bd:

Ca

83:

be:
8f:
7d:
ac:
82:
67:
37:
6c:
:a9:
66:

Qa

40

f4:
e3:

od:
b5:
4b:
53:
b8:
3c:

29:
8d:
:82:
da:
50:
de:
d5:
e4:
37:

2e:
e8:
af:
77:
92:
fd:
07:

2a

dé6:
8f:
c6:
8e:
ak:
e6:
dd:
:38:
6d:

ba

fc:
e0:
ds:
a6:
b2:
69:
54:
e5:
:58:

70:
33:
53:
b2:
4e:
1lc:
35:
04:
38:

06:
74
c2:
5f:
28:
as:
74
00:
11:

ac:
dé6:
88:
07:
fc:
bb:
50:
as:
9c:

ca:
cf:
ao:
f8:
d2:
e8:
50:
as:
30:

cf:
e2:
32:
1b:
73:
31:
f9:
do:
08:

bb:
e9:
05:
e3:
75:
93:
99:
e5:
93:

ee:
41:
09:
98:
75:
07:
7d:
06:
a5:

63:
ad:
e0:
da:
ff:
35:
38:
38:
62:

68:
b6:
04:
12:
10:
69:
b7:
e0:
00:

14:
47:
8f:
3d:
33:
b7:
b6:
38:
18:

L. Base64 PEM I>1— REhBENEMPEES L VFIRE

3. import-certificate-authority-certificate AN > RZFEAL T, 7ZAX—KN CAFIRET 71 &

FTNFIT—2T774)% AWS Private CAICA > R—KNLET,

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:\
cextificate-authority/12345678-1234-1234-1234-123456789012 \
--certificate file://C:\example_ca_cert.pem \
--certificate-chain file://C:\example_ca_cert_chain.pem

AEMTEREE N CA

%I!i

=
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TOIAEZEDRITE EE AWS Private CA

TS A4 R—NREEHEBY (CA) ZHEERLTTOT 1471l FOEARZRELES, 1—H—%F
FRARENLEI-—HY—HNURELERTBIVOEETEET, CA D AWS Identity and Access
Management (IAM) 7R S —Z £ EREL TVWEWVWBEAR. ZOHA RO Identity and Access
Management 29> 32 TREDFHFMERATEXR T, VI INTHAIU R FIFEVORT A
DORIFIVATO CATIEADEREICOVWTE, "T7TAXR—KNCANDOT IV AZGETS |
ZSRBRLTLSEETL,

REY D

s 7OAR—KNIVRIVTATAGIAEERITTS
7Z7AXR—NIAEZEETS
77AR—NIIAEZ—EBEXRTITD
TZAR—NHAEEZDOS—IJLYRF—ZTVARAR—bKTD
7Z7AXR—NIAAEZRYET
BEHULAAEOIIAR—NZEHILTS

AWS Private CAREBHET V7 L—hZFEATS

T5AR—RNIVRIVFATAAPEEERTTS

TTAR—KNCA%ZRETSDE., AWS Certificate Manager (ACM) £E A 57T A R—KRI VR
I>TATAGBEEEREVIITANTEET AWS Private CA, IXDERTIE, D2 DO —EAD#
REZLEBRLULET,

HEE ACM AWS Private CA

IVRIVTA4TA45AEZ v (RequestCertificate & 7= & v (IssueCertificate Z £ )

RITI> aYY—)Lz&ER )

AO—RNZH—BLT1> v YR—REhTLKREA
Z2—ZvY MET AWS H—E

A& DBEE T

REZ—2 RAAEDOER v ACM IC&k V), BEHEMICHR—

hEhTWVWET
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e ACM AWS Private CA

AV —=ILOFR—K v HR—REhTLEREBA
APl HR— K v v

CLI HR— b v v

AEEBAE AWS Private CA RT3 &, FIAENDRATENADRETEIBETSDT 7L —MICHiE
WET, AIAERERTSD API F1E CLIAT—MXNCTFU7L—KNARN HFEEEE TV
WiBE., 77 #JL NT EndEntityCertificate/V1 T 7L — KN BRAENE T, FHATBEAKBRET >
Z7L—NOFEMICOVTIE, TAWS Private CASEBET V7 L—h&FERAT2, 25RBLTLKEE
W

ACM SERER/NT U Y VEEEFOCRIENTUVE TN, AWS Private CA 751 X—h PKI
DZ—RICHBLET, TOLDH, ACM THITENTWEWIHET AWS Private CA API & CLI %
EALTARABTEZRETERT. ChICRUTAEENRTT,

« EROHBEZFOMAZTOER,

« SR—bPEhTVWBIEBEDTFAR—PIF—FILIVZALEF—R ZFEAT S,

« YR—PZEhTWVWBREETIIVAL OVWTFhAZERT S,

« 7TAR—NCA ETTAR—NLHEOEVHBOEE,

BFERALTTTAR—NTLSAIBAEZERL =5 AWS Private CA, Th%ZE ACMICA4 R—kL
T. Y R—RENhTVD AWS H—ERATHEATEET,

@ Note

LT OFIET, issue-certificate 1N > K, E =& IssueCertificate API 7 92 3> THERE
NEEHER., BEBIVAR—NLTAWSOASBTHEATE I LR TEEFEA, L.,
T5AR—KNCAZFERALTACM ZBL TRASNEIABAEICBRIDCENTE, TH
SOIMAERFS—IL Y NF—EEEICIVARAR—NTEET, FMICOVTE, TACM
A—Y—HAR, O "T5AR=—RNHHAEOVIIAN, & "TSAR—FEHENI VA
K=k ZBRLTEZ L,
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EATHEERITT S (AWS CLI )

AWS Private CA CLI X > R issue-certificate &zl APl 72 < 3 2 IssueCertificate ZfEA L T,
ITVRIVFTFATAMPEEZVIVIARNTEFRT, COIANVRTR, SIAEORITICERATS TS
A RX—KN CA® Amazon VY —AZ—LAL (ARN) "RBETT, £/, OpenSSL B ENTOT S L%
FRALT, SEHEBRAV I IAN(CSR) ZERTHIHLEN HYET,

AWS Private CAAPI £/ #FEAL TT S A R—RNIEE AWS CLI #R{TT254. HEE
ToREZR—DRETY, DXV, ACMI>Y—J)L, ACMCLI, £l ACMAPI ZFEALT7 54
R—NBEZRTELERFIVAR—RNTBZ LR TET, AABAEFBINICEHFEIhEFLA, £E
L. PCA O get-certificate AN RZEFEAL CAEAEDOFHMHZRMBIZENTEET, CAZME
LTWBBEE EELR—N ZERTEET,

AIAEZER T DN EREIE

« RFC 5280 ICEHWL TVWBEE., RXA2FE (HEWMTHICE Common Name) DRE . EUF R%E
BLOAFIVTYN (NF)ZBADERFRTEFREA, KYRVRXAMBEREMNTSICE, [P
TO2TORMEBRBI 71— LRICRXSAVBZEBELET, COT71—LRTRF, &K 253 77
TYNODBRRNFYR—KEhET,

e« AWSCLINN—23a> 163 BEFRAL TVWSHEEE. CSRs ¥ M base64 TIT1—R&h
TFANT77AINEIEETSfileb: //EEIZTL 74V OREFEALET, ChiZkV), AWS
Private CA 77— X ZEL<BEWLE I,

XD OpenSSL N> Ri&, FEBAEND CSR ETTAR—KNF—ZERLE T,
$ openssl req -out csr.pem -new -newkey rsa:2048 -nodes -keyout private-key.pem

CSROMNBRARXDESIZHRETEET,

$ openssl req -in csr.pem -text -noout

RBROEDE, ROBBENLEFORSICHEY)ET,

Certificate Request:
Data:
Version: @ (0x0)
Subject: C=US, 0=Big Org, CN=example.com
Subject Public Key Info:
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Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ca:85:f4:3a:b7:5f:e2:66:be:fc:d8:97:65:3d:
a4:3d:30:c6:02:0a:9e:1c:ca:bb:15:63:ca:22:81:
00:€1:29:c0:69:64:75:57:56:53:31:99:ee:el:cd:

2a:38:73:ff:3d:b7:00:74:82:8e:4a:5d:da:5f:79:
53:89:52:e7:de:68:95:e0:16:9b:47:2d:57:49:2d:
9b:41:53:e2:7f:el:bd:95:bf:eb:b3:a3:72:d6:a4:
d3:63
Exponent: 65537 (0x10001)
Attributes:
a0:00
Signature Algorithm: sha256WithRSAEncryption

74:18:26:72:33:be:ef:ae:1d:1le:ff:15:e5:28:db:cl:e0:80:

42:2c:82:5a:34:aa:1a:70:df:fa:4f:19:e2:5a:0e:33:38:af:

21:3a:14:b4:85:35:9¢:dd:73:98:1c:b7:ce:f3:ff:43:aa:11:

3c:b2:62:94:ad:94:11:55:¢c2:43:e0:5f:3b:39:d3:a6:4b:47:
09:6b:9d:6b:9b:95:15:10:25:be:8b:5c:cc:fl:ff:7b:26:6b:
fa:81l:df:e4:92:e5:3c:e5:7f:0e:d8:d9:6f:c5:a6:67:fb:2b:
0b:53:e5:22

ROIAXY KRG, GEAZZERLET. TOTL—MEEETATLWEVESO, R—AIVRIY
TATAABENTTAILNTHRITENET,

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--csr fileb://csr.pem \

--signing-algorithm "SHA256WITHRSA" \

--validity Value=365,Type="DAYS"

RITENIZGABHED ARN A'RENET,

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}
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® Note

AWS Private CA issue-certificate AN RZZETH &, FISICVUTILESD ARN Z
BUET, L, (HEOQEBEERTITONS O, KRITBDAEENIHYET,
DEZE. L ARN ZEH 9 % get-certificate ANV REKXKMULE T,

APIPassthrough 7> 7L —N&EHRAL T, DARLY T 19U NEZTILH
EEZHITLET,

ZOBITE, DABIAAENEY TV IO NRERESOHABHIRTENE T, X
BIEZHITIS (AWSCLI) ICHBDKS7% CSR NIEEICHAZ T, issue-certificate 1Y > RI(C

Ik, APIPassthrough 7> 7'L—K® ARN &, hARLBHEZFTOAT S T MEEIF (OID)
ZIEETD JSONRBREZ7A4ILD 2 205 %ZEMTELET, StandardAttributes

& CustomAttributes ZHAEHLETHEATDIELERFTEREAN, BEOID %
CustomAttributes D—HPELTEIT LR TEERT, F7FLMOY TSI UOREZOID LT
DRIZCALET (RFC4519B KV JO—NILOID VT 7L AT—EZNR—A DS DER).

7T URE B 55 Z72IOKMID
countryName c 2546
commonName cn 2543
dnQualifier [ 5% &8 7] 2.54.46
generationQualifier 2.5.4.44
givenName 2.5.4.42
initials 25443
locality I 2547
organizationName o] 25410
organizationalUnitName ou 25411
pseudonym 2.5.4.65
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72T ORE B& 55 ZF72IOKID
serialNumber 2545

st [IREE] 2548

surname sn 2544

title 2.5.4.12

domainComponent dc 0.9.2342.19200300.100.1.25
userid 0.9.2342.19200300.100.1.1

Y TIEERET 7 A4 ) api_passthrough_config.txt IZEHATOI—RAEENTVET,

{
"Subject": {
"CustomAttributes": [
{
"ObjectIdentifier": "2.5.4.6",
"Value": "US"
1,
{
"ObjectIdentifier": "1.3.6.1.4.1.37244.1.1",
"Value": "BCDABCDA12341234"
1,
{
"ObjectIdentifier": "1.3.6.1.4.1.37244.1.5",
"Value": "CDABCDAB12341234"
}
]
}
}

ROIX RZFEALT, AAEZRITLET,

$ aws acm-pca issue-certificate \
--validity Type=DAYS,Value=10
--signing-algorithm "SHA256WITHRSA"™ \
--csr fileb://csr.pem \
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--api-passthrough file://api_passthrough_config.txt \
--template-arn arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V1 \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

RITENIZGAHED ARN A'RENET,

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}
LTOLSICAIAEZO—NIILTEELEXT,

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:cextificate-authority/CA_ID/
cextificate/certificate_ID | \
jq -r .'Certificate' > cert.pem

OpenSSL ZEAL T, SIAENDHBRZRETEEXT,

$ openssl x509 -in cert.pem -text -noout

® Note
ROTIDEAABICNARLBMZET T ZAR—NCAZERTDELEETERT,

APIPassthrough 7> 7L — N ZERAL T, DAZLYIRGE OFIAEZH
TLET,

COPITIR., DARIAAXENEIRZECHAREN RITEINET, TOLHIC

l&. APIPassthrough 7> 7L —K® ARN, DARALILRZIEETS JSSONFRETZ7 7ML, KT
ZHAEFAEZEFKITID (AWSCLI) ICRENIE&LS% CSR M 3 DN 5| ¥ % issue-certificate 1N >/
RIZEITHBENFHYET,
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Y TIERET 7 A )L api_passthrough_config.txt ICEATOI—RAEENATVET,

{
"Extensions": {
"CustomExtensions": [
{
"ObjectIdentifier": "2.5.29.30",
"Value": "MBWgEzARgg8ucGVybWl@dGVkLnR1lc3Q=",
"Critical": true
}
]
}
}

NABIAXENIZARERRDELS ICRITENET,

$ aws acm-pca issue-certificate \
--validity Type=DAYS,Value=10
--signing-algorithm "SHA256WITHRSA" \
--csr fileb://csr.pem \
--api-passthrough file://api_passthrough_config.txt \

--template-arn arn:aws:acm-pca:::template/EndEntityCertificate_APIPassthrough/V1
\

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

RITENIZAAED ARN F'RENhKT,

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}
LTOLSICAIAEZO—NIILTEELET,

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem
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OpenSSL Z2EAL T, SLAEODHBRZRETEET,

$ openssl x509 -in cert.pem -text -noout

T77AR—KIAEZRETS

AWS Private CAAPI & ZFEALTT A R—RNEAE AWSCLI 2RTTEET, TOHES

AWS CLI F 7=k AWS Private CAAPI ZEAL TTDIIAEEZNEBTEE T, ACMEFALTT S
AXR—KCAZERL, FIAEZVIVITARNLEESE. ACMZFEAL TAIAES RSt hiz
TS5AR—RNF—BIIVAR—RTEET, HHMICOWVWTIE "TITAR—KIEHEOIT Y AKR— b,
ZSRBLTLSEETY,

IVRIVTFATAAAZTZERISICE

get-certificate AWS CLI AX > RZFEAL T, 77AR—RIVRIVTATAEHAEZMELE
9, £/, GetCertificate APl ARL =23 ZFEATRHEETEET, HHEF sed ICBLE/N—
Y—THB g TIA—XY NFBCEESBHLET,

(® Note

AEAEZELY) SH I B A&, get-certificate AN REFEAL T 16 EHFEAO VT ILES%E
MBLET, £, BEBELAR—NEERLT 16 EBSVTIIBEEEZRNEBIDLETESE
T, FHMICOWTIE, "T7FAXR—KNCATEELAR—NEFEHATD) ESRLTLKESE
(AN

$ aws acm-pca get-certificate \

--certificate-arn arn:aws:acm-pca:region:account:cextificate-authority/CA_ID/
certificate/certificate_ID \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 | \

jq -xr '.Certificate, .CertificateChain'

COONYREF, LTOREEADOIAAZLARETFI—ZHILET,
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...base64-encoded certificate...

...base64-encoded certificate...
————— END CERTIFICATE----

CALHEZHETZICEF

AWS Private CAAPI & AL TAWSCLI, 7Z4X—K CA OFFERE (CA) ifEHE %
MBTEET, cnIClk. get-certificate-authority-certificate AN > REETLET, £

f=. GetCertificateAuthorityCertificate AR L —2 3 ZHOHITEETEEXRT, HOIE sed IZELLE
N—H—THBjqTTA—IVYRNTRILEHEHLET,

$ aws acm-pca get-certificate-authority-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

| jg -r '.Cextificate’

COONYRIF CAREABZUATORERLATHILET,

...base64-encoded certificate...
————— END CERTIFICATE----

T7Z7AR—RNiIFAEZ—ERTITD

TT7AR—NIIREZ—BRTITDICE., BEELAR—RZERL., SSNTY RASEEBLT, ¥E
WISUTLAR—MORBZHETLET, AWS Private CA FRREEIHRL R— MEROFEMIZ DV TR,
F72AX—NCATEELARA—rEEATZ, 2SRLTKEEVW, SSNTYRDSFTITH
NZEEBT2HZEICOVTIE. "Amazon Simple Storage Service I—H¥—HA R, O TAT72 15
ROADO—R) ZZRLTLKEZ L,

UToflk, BEELR—NEERL. ThEBHLTERABRT—22RO202FEZ2R"LTVET,
BRIFISONFERT, F— 2 sed ICPULEN—Y—THBD jqg @EALTT7 LRV TENET,

1. EEREEZEHT S,

ROIXV RiE, BELECADEELR—MZERLFT,

$ aws acm-pca create-certificate-authority-audit-report \
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--region region \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name bucket_name \

--audit-report-response-format JSON

BI9d&, ANV REFHLVEELAR—MO ID &BAZEERLET,

"AuditReportId":"audit_report_ID",
"S3Key":"audit-report/CA_ID/audit_report_ID.json"

2. BEEBELR—RFZERBLTT7A—XYBRLET,

COOXRVREF, BEELR—NZEBL. TORNBRZFEELITRRL, BRE7LRVILT
2020-12-01 ARRICRITE N EAREOAERRILET,

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json \
/dev/stdout | jq '.[] | select(.issuedAt >= "2020-12-01")'

BENEBREBRUATORSICKEYET,

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"subject":"CN=pca.alpha.root2.leaf5",

"notBefore":"2020-12-21T721:28:09+0000",

"notAfter'":"9999-12-31T723:59:59+0000",

"issuedAt":"2020-12-21T22:28:09+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

QL EBELAR—NZO—NILICRELET,

BHEOIVIVZRTIZDHEER. EELR—PFZ2O0-ALT77MILICRETDEEFNTT,

TZAR—NIHAEEZ—BRRTD Version latest 299



AWS Private Certificate Authority I—H—H4A KR

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json > my_local_audit_report.json

BEERUT7 41 )LE—TEAUEINFBSNET,

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-12-01")'
{

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"subject":"CN=pca.alpha.root2.leaf5",

"notBefore":"2020-12-21T721:28:09+0000",

"notAfter":"9999-12-31T723:59:59+0000",

"issuedAt":"2020-12-21T22:28:09+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

4. AfEERAO I T

ROESIZBNEERANICKRTENEABEEEZIITIUTEET,

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-11-01"
and .issuedAt <= "2020-11-10")'

TANLNR)TENTEARBBEERDIIRRIENKT,

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}
{
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"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

5 ELETYTL—NCR->TARAEEZERELET,

ROIAXV REE, 77L—MARN ZEALTLAR—-RNIVTIOVETANRIITLET,

$ cat my_local_audit_report.json | jq '.[] | select(.templateArn == "arn:aws:acm-
pca:::template/RootCACertificate/V1")’

HALK, —HI2AEABEL I - RARREINET,

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"
}
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6. RMUIZALAEZ 7 AW R U T LET,

Q—H—H1 K

KMULRAEZINTRETSICE, ROON REFEALET,
$ cat my_local_audit_report.json | jq '.[] | select(.revokedAt != null)'’

KRMUZEEAERRD LS ICRRENET,

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"revokedAt": "2021-05-27T18:57:32+0000",

"revocationReason": "UNSPECIFIED",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

7. ERRBEZERALTT7AIILEZVTLET,

ROOAI Y RF, Tleafs EVSNFIEECH TP IINEZRRALET,
$ cat my_local_audit_report.json | jq '.[] | select(.subject|test("leaf"))’

—HIBAAZEL I—RBEFRDLSICBRENET,

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.roo2.leaf4",

"notBefore": "2020-11-16T18:17:10+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-16T19:17:12+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
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"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf5",

"notBefore": "2020-12-21T21:28:09+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-12-21T22:28:09+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

T77AR—RNIEABEZDS—ILYRNF—ZITVAR—KTD

AWS Private CA l&, BEBLUVORITENETFAR—NIAEZEEIVAR—RNTEXRA, L
ZL. AWS Certificate Manager ZFRAL T, BH{tEhi—IL Y RF—EEEIZEFDOKRSBEL
HEZTIVAR—RNTEET, TS5TNE., AIABRELICBETREICEY, T7TA4X—KPKI®
ECITEF7OM4TEERT, FHMIIIOVTIE. " AWS Certificate Manager 1—H%'—H4 K, ©
T7SAR—NAENDIIAR—b, ZBRBLTLEEV,

BimoAMEELT, &, ACMI>VY—JL, ACMAPI MRequestCertificate7 o> 3>, £k
& ® ACM 22 3> 0 request-certificate IX > RZFERAL TRITEhLETTAR—NIHAEOX
F—2 REH AWS Certificate Manager Z 1L £ 3 AWS CLl. EFICOVWTOFEMEE. "7'F54
N—hK PKIDFIAEDERH 1 ZZRL TEE L,

T77ANR—RNEASZIMVYHET

revoke-certificate AWS CLI N > RE /=& RevokeCertificate APl 72> 3> %#EHL T AWS
Private CASIBAEZMVBEHT CENTEEXT, L&A, >—OIL Y hF—NRELEY, BET
BDRAAUNEMNCE LY LEZE, FESNTLVSEMNHRNI YN EIICFEASEEY) H T4
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ENHRIBENBVET, KW EEWCIBICR., AEAEZEATRIVZA TR, R2BXRY B
D—UBBERBELLISETRHLTICK Mkﬂﬁ"éﬁﬁwﬂ'éﬂ‘}fﬁ“%E'@?o

AWS Private CA Tld. kMATF—RAF IV IEHR—RTB 220 T7INIZ—I RXAZXL
ELT. AVSAVEHERAF—RAZONIIL (OCSP) &SEBAE KRS A N (CRLs, OCSP T
. 9547 NSERODHDEMNT—EIR—A%ZIVTIJLT, VDPINEFALTAT—R2ARZRLE
I, CRLEFEATDE, V9547 NIEHEZ, EPNICEAVO—RBRTRFEENDELIL
SHIHENUARNEBAELET, Y954 TV NG, AWMU ETHEOSFANEERTLET,

OCSP £ CRLIFESESE, MMBAEICEHIAFTFNERIIBRICMELET, 0L, BITRIIC,
ARDCANCNSDAA_ALDVTFNATREEAAZYR—RNITDIRSICRETHIHLEN HYE
Fo ICKDIVR—T RAMDBIREEEDOFMIZOVWTIE AWS Private CA, T ZSBL TS EE
WAWS Private CA sEBAE XM A EZFTEHT B,

V) HENIZFEEAE R EIC AWS Private CA BEEL R— N IZRBENE T,

@ Note

DOATHhO 2V RNREBZEDEE. 7Ot
AAWSRAMRevokeCertificateCertificateAuthorityF

ZEOHENINYVETT, WELT7IVEAFTR CEEFIhFEL

A AWSRAMDefaultPermissionCertificateAuthority, VOARAFT AWV REITEICEK
DRMEBMICTSICIK, CABEERIRLU CAZIET 2 D00 RAM EEZERTIHLEND
WETD,

1. AWSRAMRevokeCertificateCertificateAuthority #ERICK D HE,
2. AWSRAMDefaultPermissionCertificateAuthority #RICK D HE,

AAEZMVHETICE

APl 7 22 3> M RevokeCertificate &= lE N > R® revoke-certificate ZEAL T, 7774 XR—K
PKIGERREZMELE T, ZUTIINESE 16 EXEXTHIHBEN HV) T, get-certificate I >
REFUOHLT, UT7IINESERETEET, revoke-certificate AV RFL AR A%
BLEEA.

$ aws acm-pca revoke-certificate \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 \
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--certificate-serial serial_number \
--revocation-reason "KEY_COMPROMISE"

KU I-FEBAE & OCSP

AEAEZEVYETE, OCSPLARVAICHLWAT—RANRBMENDETIZRKR0 DI A B
ENBYVET, —MRIC, OCSP FAMBHROBEARNMERAA BV ET, Chid, 94T RN
BABFYY> 192 ENHBD CRLEFERY, OCSPLARARBEIZATRNIL?T
Frv21chBZVWEHTT,

CRL THUV HE NIZFLEAE

CRLIZEE. ARSI EENLEN 30 F7RICEHENETT. ASHDERAT CRL EFHKHBL
BE. B 1592&lCESICEIT AWS Private CA LETY,

Amazon CloudWatch ZERAT% &, X KN A CRLGenerated & MisconfiguredCRLBucket
DT T7—LZERTEET, FHICODVWTE., "HR—h&Ehs CloudWatch XU T A, 258U
TLEEV, CRLOEREREDFHMIC OV T, "D CRL Z5/RET S AWS Private CAy 23R
LTEEL,

YNOL [N

EII_I;

BEXRMIAD (CRL) OEIVWHEENEARAEZRLTVWET,

Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: sha256WithRSAEncryption
Issuer: /C=US/ST=WA/L=Seattle/O=Examples LLC/OU=Corporate Office/
CN=www.example.com
Last Update: Jan 10 19:28:47 2018 GMT
Next Update: Jan 8 20:28:47 2028 GMT
CRL extensions:
X509v3 Authority key identifier:
keyid:3B:F0:04:6B:51:54:1F:C9:AE:4A:C0O:2F:11:E6:13:85:D8:84:74:67

X509v3 CRL Number:
1515616127629
Revoked Certificates:
Serial Number: B17B6F9AE9309C51D5573BCA78764(C23
Revocation Date: Jan 9 17:19:17 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
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Signature Algorithm: sha256WithRSAEncryption
21:2f:86:46:6e:0a:9c:0d:85:f6:b6:b6:db:50:ce:32:d4:76:
99:3e:df:ec:6f:c7:3b:7e:a3:6b:66:a7:b2:83:e8:3b:53:42:
f0:7a:bc:ba:0f:81:4d:9b:71:ee:14:c3:db:ad:a@:91:c4:9f:
98:f1:4a:69:9a:3f:e3:61:36:cf:93:0a:1b:7d:f7:8d:53:1f:
2e:f8:bd:3c:7d:72:91:4c:36:38:06:bf:f9:c7:d1:47:6e:8e:
54:eb:87:02:33:14:10:7f:b2:81:65:a1:62:f5:fb:el:79:d5:
1d:4c:0e:95:0d:84:31:f8:5d:59:5d:f9:2b:6f:e4:e6:60:8b:
58:7d:b2:a9:70:fd:72:4f:e7:5b:e4:06:fc:e7:23:e7:08:28:
f7:06:09:2a3:a1:73:31:ec:1c:32:f8:dc:03:ea:33:a8:8e:d9:
d4:78:c1:90:4c:08:ca:ba:ec:55:c3:00:f4:2e:03:b2:dd:8a:
43:13:fd:c8:31:¢c9:cd:8d:b3:5e:06:c6:cc:15:41:12:5d:51:
a2:84:61:16:a0:cf:f5:38:10:da:a5:3b:69:7f:9c:b0:aa:29:
5f:fc:42:68:b8:fb:88:19:af:d9:ef:76:19:db:24:1f:eb:87:
65:b2:05:44:86:21:e@:b4:11:5c:db:f6:22:f9:7c:a6:16:85:
0e:81:b2:76

EELR-—PORVYEENIAHRE

BVEULARAEZECINTOAAEICRF, 774/ RX—K CADEELR—KIFEENET., XD
BITIE., 1 DORTIAAEH LV 1 DOBMY) B LU LAIAENEEL R—MZRLTVWET, FHMICD
WTR., "T77AXR—NCATEELR-—rZHEATD, 25RLTSEEZL,

"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161173616c6573406578616d706c652e636f6d, CN=www.examplel.com, Ol
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-02-26T18:39:57+0000",

"notAfter":"2019-02-26T19:39:57+0000",

"issuedAt":"2018-02-26T19:39:58+0000",

"revokedAt":"2018-02-26T20:00:36+0000",

"revocationReason":"KEY_COMPROMISE"

"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",
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"Subject":"1.2.840.113549.1.9.1=#161970726T64407777772e70616c6f75736573616c65732e636f6d, CN=wwn
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-01-22T720:10:49+0000",

"notAfter":"2019-01-17T21:10:49+0000",

"issuedAt":"2018-01-22T21:10:49+0000"

EHMULARAEOIVAR—NZ2BELTS

AWS Private CA Zf£f L T CA Z/ERK T BFES. TD CA Z 24> 7R— b AWS Certificate
Manager L, ACM IZFEFAZEORITEEH Z2EBES BB ENTEET, EFPOHAEN Y —
EACHERTSNTVRHE, Y—EAGHLVWIAAEZS —ALALAICEALET, L, FH
ENF TR PKIREDMDIFZT (AT LIAY—N—RT T IAT 2 ARE) TERATDEHICITY
AR—RENEENTHIHEEF. EFNRICBEIVAR—NIDHLEN HYET,

Amazon EventBridge & AWS Lambda ZffAL T ACM TV AR— N 7O AZEBLTHH 7
LI 1—=232I220WTE, "EFCHEEBENOIIAR—NOBEE) 28RBLTKEEV,

AWS Private CASEBAET 7 L—hZ2EHTS

AWS Private CA & ET 7L —hEFEHAL T, CASERREL IV RIVTATAEAEDOWM A %
BITLET, PCAOVY—=IAS CAIIRAEEZRTITD &, BYAKIL—NCASEBRET 7L —K
FEE T CASERET 7 L— N BENICERENET,

CLIEKFAPI Z#FH L CAIHAEEZRITID L, IssueCertificate 72232 ONTX—R—&
LTF7L—NARN ZIEETEE T, (ARN ZIBEL B VIES. EndEntityCertificate/Vl
TUTL—RMATF7AINNTHEAETAET, )FMICOWVWTE, TissueCertificate APIy & Tissue-
certificate AN RICBET D RFIXU hy ZSZRLUTLKEE L,

(® Note
AWS Certificate Manager 724 RX—K CAANOYIORT A NEET7 UV AEEZED
(ACM) 1—H—(F, CAICK > TBERETNENZR— RIIHEZRITTERT, VORTH
DORRBITERFI)Y—AR—ADOR) I —IC&2>THPEE, ATOIRIVFTAT A5
BETVIL—NIOKTIELATEET,

» EndEntityCertificate/V1
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* EndEntityClientAuthCertificate/V 1
EndEntityServerAuthCertificate/V1

BlankEndEntityCertificate_ APIPassthrough/V1
BlankEndEntityCertificate_ APICSRPassthrough/V1
SubordinateCACertificate_PathLen0/V1

FHCOVTE, "TUY—AR—ADRI>— ) 2ZRLTSEE,

REY D

« AWS Private CAT>7L—h0OEE

« AWS Private CA AXRL =23 > 077 L—bEF
« AWS Private CAT7L—hER

AWS Private CA 77 L—NDEHE

AWS Private CA I 4 BEOT > 7L —RhZHR—NLTVWET,
« R—=ATFV7TL—hk

NAAN—NFX—BZFERATEBRVEREAT7TL—K,
+ CSRPassthrough 7> 7'L— K

CSRINAAN—%FA TR LT, JMETEIR—ATVTL—MN—=2 3 =R TDTT
L—bh, SEBZEORTICERAE NS CSR ADILEREE., RITEnEHASICIE—EhET, CSR
T 7 L—RNERBEFEIDILREHFAEENTVIEEE., BTV L—NERBNFEBEENE
T BEEOFMI-_DOWTIE., TAWS Private CA AXRL—>3a> 0577 L—KNEF) 288U
TLEEL,

« APIPassthrough 7> 7L — bk

CSRNAAN—ZHFA TR LT, WRHTIR—ATVTL—MNN—2a> aiifkssdT7>7
L—h, EEERMHOFEATAICHASNATVWSENER, SIAEEZERIDIIVTAT/ICE
HohTWEWVWEES, 7V7L—HFTEETELRVES, EFLCSRTHEATEARVEEN HYE
¥, L., CAEEEWE Active Directory BE DRI D TF—XY —ANL SEMEHREZREL T, U
DIANZERTITBRCENTEXRT, LA, XUUNEQHEBEMNMICELTVSADASKL
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Ha. BEXEE Active Directory THEHZREL ., TOEHRZ JSON BEICEHD L TIAHEE
RIZEMTEET,

IssueCertificate 793> M M ApiPassthrough N X—2DEX, EITEhi-FHE
ICOE—&hFETF, ApiPassthrough NZX—RIZTFVTL—KhEREFEITIHEBRI2EN
TWBHER., BLTU7TL—PMERNBEENET, BEEOFHFMIC OV T, "TAWS Private
CAANRL—23>0T7L—KEF) B5BLTLSESL,

APICSRPassthrough 7> 7L — bk

APl £ CSROEAEDNAAIN—ZHA TR ET, WHEITBIR—ATVTL—MNN—=>23 %
LRI BDTTL— K, SEAZEORTICEAET N CSR OILREFFITE ARSI —&
fi. IssueCertificate 79> 3> ® ApiPassthrough NZX—&2NOEEIE—EhET,
T7L—KREZ. API/NARIL—E, CSRNAARIL—ILGRICTFENF HDEEREF. 707 L—K
ERNIREBEEN, BV TAPINAA—fE, CSRNARI—HLEROIEICEBEENETT., BF

BEOFMCOVWTIE,
(A

CTAWS Private CA AR L —>3a> 07> 7L —NEF) 22BLTLKEE

RKORIZ, THR—RENTWVWRIXNTOTTL—KNEAT AWS Private CA EZDERAND Y

2O RLET,

(® Note

GovCloud U —2 3> ®»7 > 7L — Kk ARNsAWS Private Certificate AuthorityAWS GovCloud
(US) "1—H—FHA4 Ry 0 ", Z5RBLTLEE,

R—ATFT>7L—hk

Fo7L—RA

CodeSigningCertificate/V 1

EndEntityCertificate/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/CodeSigni
ngCertificate/V1

arn:aws:acm-pca:::
template/EndEntity
Certificate/V1

AAERA T

O—RES

TU7L—N0ESR
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FTo7L—KA

EndEntityClientAuthCertificate/V1

EndEntityServerAuthCertificate/V1

OCSPSigningCertificate/V1

RootCACertificate/\V1

SubordinateCACertificate_Pa
thLen0/V1

SubordinateCACertificate Pa
thLen1/V1

SubordinateCACertificate_Pa
thLen2/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/EndEntity

ClientAuthCertificate/

V1

arn:aws:acm-pca:::
template/EndEntity

ServerAuthCertificate/

V1

arn:aws:acm-pca:::
template/0CSPSigni
ngCertificate/V1

arn:aws:acm-pca:::
template/RootCACer
tificate/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen@/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLenl/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen2/V1

EII_I|I
s
Th
9
N
uo

|_|
\I
-
|_|
\I
Nl
A
Nl
A

OCSP &%#

CA

CA

CA

CA
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FTo7L—KA

SubordinateCACertificate_Pa
thLen3/V1

CSRPassthrough 7> 7L — bk
T7L—hKhHA

BlankEndEntityCertificate_C
SRPassthrough/V1

BlankEndEntityCertificate_C
riticalBasicConstraints_ CSR
Passthrough/V1

BlankSubordinateCACertifica
te_PathLen0_CSRPassthrough/V1

BlankSubordinate CACertifica
te_PathLen1_CSRPassthrough/V1

BlankSubordinateCACertifica
te_PathLen2_CSRPassthrough/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen3/V1

[T>7L—hK ARN]

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_C
SRPassthrough/V1

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_C
riticalBasicConstr

aints_CSRPassthrough/

V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLen®@_CSRPas
sthrough/V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLenl_CSRPas
sthrough/V1

arn:aws:acm-pca:::
template/BlankSubo

ALRAER AT

CA

1]
o
DY
9
A
wO

|_|
\I
-
|_|
\I
bl
A
bl
A

CA

CA

CA
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FTo7L—KA

BlankSubordinate CACertifica
te_PathLen3_CSRPassthrough/V1

CodeSigningCertificate. CSRP
assthrough/V1

EndEntityCertificate. CSRPas
sthrough/V1

EndEntityClientAuthCertific
ate_ CSRPassthrough/V1

EndEntityServerAuthCertific
ate_ CSRPassthrough/V1

OCSPSigningCertificate. CSRP
assthrough/V1

[7>7L—h ARN]

rdinateCACertifica
te_PathLen2_CSRPas
sthrough/V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLen3_CSRPas
sthrough/V1

arn:aws:acm-pca:::
template/CodeSigni
ngCertificate_CSRP
assthrough/V1

arn:aws:acm-pca:::
template/EndEntity
Certificate_CSRPas
sthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ClientAuthCertific

ate_CSRPassthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ServerAuthCertific

ate_CSRPassthrough/V1

arn:aws:acm-pca:::
template/0CSPSigni
ngCertificate_CSRP
assthrough/V1
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SubordinateCACertificate_Pa

thLen0_CSRPassthrough/V1

SubordinateCACertificate_Pa

thLen1_CSRPassthrough/V1

SubordinateCACertificate Pa

thLen2_CSRPassthrough/V1

SubordinateCACertificate Pa

thLen3_CSRPassthrough/V1

APIPassthrough 7> 7L —hk
TV7L—hKHA

BlankEndEntityCertificate_A
PIPassthrough/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen@_CSRPassthrough/
V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLenl_CSRPassthrough/
V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen2_CSRPassthrough/
V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen3_CSRPassthrough/
V1

[T>7L—hK ARN]

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_A
PIPassthrough/V1
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BlankEndEntityCertificate_C
riticalBasicConstraints_API
Passthrough/V1

CodeSigningCertificate_ APIP
assthrough/V1

EndEntityCertificate_ APIPas
sthrough/V1

EndEntityClientAuthCertific
ate_ APIPassthrough/V1

EndEntityServerAuthCertific
ate_ APIPassthrough/V1

OCSPSigningCertificate_ APIP

assthrough/V1

RootCACertificate_ APIPassth
rough/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_C
riticalBasicConstr

aints_APIPassthrough/

V1

arn:aws:acm-pca:::
template/CodeSigni
ngCertificate_APIP
assthrough/V1

arn:aws:acm-pca:::
template/EndEntity
Certificate_APIPas
sthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ClientAuthCertific

ate_APIPassthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ServerAuthCertific

ate_APIPassthrough/V1

arn:aws:acm-pca:::
template/0CSPSigni
ngCertificate_APIP
assthrough/V1

arn:aws:acm-pca:::
template/RootCACer
tificate_APIPassth
rough/V1
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BlankRootCACertificate_ APIP
assthrough/V1

BlankRootCACertificate_Path
Len0_APIPassthrough/V1

BlankRootCACertificate Path
Len1_APIPassthrough/V1

BlankRootCACertificate_Path
Len2_APIPassthrough/V1

BlankRootCACertificate Path
Len3_APIPassthrough/V1

SubordinateCACertificate_Pa
thLen0_APIPassthrough/V1

BlankSubordinateCACertifica
te_PathLen0_APIPassthrough/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_APIP
assthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Len@_APIPassthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Lenl_APIPassthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Len2_APIPassthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Len3_APIPassthrough/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen@_APIPassthrough/
V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLen@_APIPas
sthrough/V1
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TTL—hKA [7>7L—hK ARN] AAERA T
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen1_APIPassthrough/V1 template/Subordina

teCACertificate_Pa
thLenl_APIPassthrough/

V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen1_APIPassthrough/V1 template/BlankSubo
rdinateCACertifica
te_PathLenl_APIPas
sthrough/V1
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen2_APIPassthrough/V1 template/Subordina

teCACertificate_Pa
thLen2_APIPassthrough/

V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen2_APIPassthrough/V1 template/BlankSubo
rdinateCACertifica
te_PathLen2_APIPas
sthrough/V1
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen3_APIPassthrough/V1 template/Subordina

teCACertificate_Pa
thLen3_APIPassthrough/
V1

BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen3_APIPassthrough/V1 template/BlankSubo
rdinateCACertifica
te_PathLen3_APIPas
sthrough/V1
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APICSRPassthrough 7> 7L — b

FTo7L—KA

BlankEndEntityCertificate_A
PICSRPassthrough/V1

BlankEndEntityCertificate_C
riticalBasicConstraints_API
CSRPassthrough/V1

CodeSigningCertificate_ APIC
SRPassthrough/V1

EndEntityCertificate. APICSR
Passthrough/V1

EndEntityClientAuthCertific
ate_ APICSRPassthrough/V1

EndEntityServerAuthCertific
ate_ APICSRPassthrough/V1

[7>7L—h ARN]

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_A
PICSRPassthrough/V1

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_C
riticalBasicConstr
aints_APICSRPassth
rough/V1

arn:aws:acm-pca:::
template/CodeSigni
ngCertificate_APIC
SRPassthrough/V1

arn:aws:acm-pca:::
template/EndEntity
Certificate_APICSR
Passthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ClientAuthCertific
ate_APICSRPassthrough/
V1

arn:aws:acm-pca:::
template/EndEntity
ServerAuthCertific
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OCSPSigningCertificate_ APIC
SRPassthrough/V1

SubordinateCACertificate_Pa
thLen0_APICSRPassthrough/V1

BlankSubordinate CACertifica
te_PathLen0_APICSRPassthrou

gh/V1

SubordinateCACertificate_Pa
thLen1_APICSRPassthrough/V1

BlankSubordinate CACertifica
te_PathLen1_APICSRPassthrou

gh/V1

[7>7L—h ARN]

ate_APICSRPassthrough/

V1

arn:aws:acm-pca:::
template/0CSPSigni
ngCertificate_APIC
SRPassthrough/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen@_APICSRPasst
hrough/V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLen@_APICSR
Passthrough/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLenl_APICSRPasst
hrough/V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLenl_APICSR
Passthrough/V1
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d—H—H1 K

TTL—hKA [T>7'L—h ARN] AAERA T
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen2_APICSRPassthrough/Pa template/Subordina
thLen3_APIPassthroughVV1 teCACertificate_Pa
thLen2_APICSRPasst
hrough/V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen2_APICSRPassthrou template/BlankSubo
gh/V1 rdinateCACertifica
te_PathLen2_APICSR
Passthrough/V1
SubordinateCACertificate_Pa arn:aws:acm-pca::: CA
thLen3_APICSRPassthrough/V1 template/Subordina
teCACertificate_Pa
thLen3_APICSRPasst
hrough/V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen3_APICSRPassthrou template/BlankSubo
gh/V1 rdinateCACertifica
te_PathLen3_APICSR
Passthrough/V1

AWS Private CA AR L —23a> 05> 7L —NEF

RITENETBBICRENBERE. 7> 7L —NEH. API/NZAL—, CSR/SAAL—, CAR
ED4D0Y—AHSHBTEET,

API NARI)—1ElE API NAARIL—F =& APICSR NARIL—F 7L —hZ2ERATIHEEICOHM
ZEENET, CSR/VARARI—IE, CSRPassthrough £ & APICSR /NRAAIL—FT> 7L —h~%&
FHTRBEEICOKAMBEENET, ChSOBHRRICFEN ®BBDEEE. BE, LREZEICTY
T7L—RERBNFREEBLEETO, RICAPINAAIL—fE. CSR/NARIL—LENF < VS —ENE
=LA BEBHEIhET,
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1. EndEntityClientAuthCertificate_ APIPassthrough ® 7> 7'L — NEZ&Tlk., "TLS web server
authentication, TLS web client authenticationy & \\ 5 {B % # D ExtendedKeyUsage #L5R A E &
ENTVET, ExtendedKeyUsage A" CSR E/zld IssueCertificate ApiPassthrough /\
TA—BRTERENTVWREE, TUTL—FERNFBEE NS, ExtendedKeyUsage O
ApiPassthrough B ER&E hE T, £, ExtendedKeyUsage fED CSR fElk, T 7L —h
HFCSRNAAN—HBETRERBEVEHEFRENET,

(® Note

ThTE, TUTL—HMERE CSROMOE (HE X TP IV MNOREE &) 2L
BELEY, TVTL—HMFCSRNARRIL—ETRBEWEETE, TV L—MERHN
BILRBEETIhD IO, ChoDER CSRASHBENET,

2. EndEntityClientAuthCertificate_ APICSRPassthrough 5> 7L —KNE& Tk, 72T
BB (SAN) L3R API £ CSRASTIE—ENEENELTERENTVWET, SAN LR
" CSR TEZEE N, IssueCertificate ApiPassthrough N X—RTEEENTVS5
&. API NAARL—fEIF CSRNNRARIIL—fEL ) EBEE DS, APINARIL—ENFEBEES
9,

AWS Private CAT> 7 L—REX

UTo+o23a>Tk, Y/R—RENTWS AWS Private CASIBAEFT 7L —NICBET3EREDE
MCOWVWTEHBBLE T,

BlankEndEntityCertificate_ APIPassthrough/V1 E 2

ITVRIVFATAEBPET VO TL—MNZEANEES. X509 BEXFHHNOANBFEETZII ORI
TATAMPABERITTEET T, ChlEHIT AWS Private CA TEZREHEMBETI O RIVTA T4
ABAETTHN. APIBEEZFEALTHAZNAATEET, EXNGFNILRIE. SEAEN CAIHRE
NESHEERLET, IVRIVTATAARET VT L—MEZEHICTHE, CAFIAETR &
KIVRIVFTATAHAENBEICRITENDELSIC, EXFHHNOMED FALSE (25 V) £,

ZONAAN—FT>7L—hEFEALT, F—&EH (KU) EIEERF—FEH (EKV) ([CBE
DEZVDEETDIAN— N N—RIAZTEZERITTEERT, LEAF, ILRF—OFEAIC

FOTAT U RBIAEAN—RNA—ROTF N BEBFEN HVVET, £k, F—

DEARICETIRILEBR., BRBLE, BLTCBOBSILNI DERZENf HVET, LD

NAAN—FT2TL—KNEWRGERY), ZAOIVRIVFTATAHHETTL—KT

&, KUB KRV EKU ILSRBEEZRETEE T, T, KURYR—RENTVS 9 DN1E
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(digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,
B KU decipherOnly) DWFNAICTRDENTE, EKURHYR—KREhhTVWSE

(serverAuth, clientAuth, codesigning, emailProtection, timetamping, @ &' OCSPSigning) ® L\
ITNNICTBDCENTEET,

BlankEndEntityCertificate_APIPassthrough/V1

X500v3 /NT X —& 1&

7SI ONORESR [API &7zl CSR A5 D/NAARIL—]
4 [API £7zl& CSR A 5 D/NARIL—]
BRI CA:FALSE

HERRF —F B 7 [CA SEHEIZ & B SKI|

BT MNF—BRF [CSR A S H{8]
CRLFAANUEI—3VRAI KN [CAREN S D/NAZIL—]

*CRLFA4ARNUE1I—Y 32 RAY R, CATCRLAERFBYCEEENTVBEEIIOAT
STL—hCBERET,

BlankEndEntityCertificate_ APICSRPassthrough/V1 E%&

ZATV7L—MOL£BNRERICOVWTIE, TBlankEndEntityCertificate_APIPassthrough/V1 &
%, 2BBELTEE L,

BlankEndEntityCertificate_ APICSRPassthrough/V1

X509v3 /YT X —2& 1&

7SI ONODRESR [API £ 7=l CSR A5 D/NAAIL—]
& [API £7zl& CSR A 5 D/NARIL—]
BRI CA:FALSE

HERRF — B 7 [CA SEHEIZ & B SKI|
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X509v3 /N T XA —& &
72T O MNF—REF [CSR A S HU{5]
CRLFAARNUEI—>3 KAV N [CASREE Ik CSR 5 D/NAAIL—]

*CRLFA1ARNUELI—>3a R4 NE, CATCRLEBRNFBEMICEEENTVRIBESICOAKT
V7L—NIBERET,

BlankEndEntityCertificate_CriticalBasicConstraints_APICSRPassthrough/V1 E %

ZHT7L—NOEBBEHRICOWVW TR, BlankEndEntityCertificate_APIPassthrough/V1 E
1 ZSRBRLTLSEZL,

BlankEndEntityCertificate_CriticalBasicConstraints_APICSRPassthrough/V1

X509v3 /NT X —& 1&

7SI ONORESR [API £7=l& CSR A5 D/NAARIL—]

& [API £7zl& CSR A 5 D/ AR —]

EARFIR EE, CAFALSE

HEBRF —B BT [CAREEAEIC & B SKI]

BT RNF—HBET [CSR A 5 5]

CRLTAANVEI—3aVRAU R [CAZRE. API, £/zld CSRAS5D/YAA
=]

*CRLTFM1ANUEI—>32VRAUME, CATCRLEBABMICREENTVRHZEICOAT
Y7L—RICEENET,

BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1 E %

ZHT7L—NOEBRBAERICOWVWTIEE. BlankEndEntityCertificate APIPassthrough/V1 &
&1 Z2RLTSEE,
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BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1

X500v3 /NT X —& 1&

7SI ONORESR [API £7=l& CSR "5 D/NAARIL—]
4 [API £7zl& CSR A 5 D/NARIL—]
BRI EE, CAFALSE

HERRF —F B 7 [CA SEHEIZ & B SKI|

BT MNF—BREF [CSR A S H{8]
CRLFAARNUEI—3VRAI KN [CASREEIE API A 5 D/SARIL—]

*CRLFA4ARNUE1I—Y 32 RAV R, CATCRLAERFBVCEEENTVBEEIIOAT
STL—hCBERET,

BlankEndEntityCertificate_CriticalBasicConstraints_ CSRPassthrough/V1 E £

ZHTV7TL—MOEBAEEHRIC OV T, BlankEndEntityCertificate_APIPassthrough/V1 &
B, ZBRLTLKEEY,

BlankEndEntityCertificate_CriticalBasicConstraints_CSRPassthrough/V1

X509v3 N X —2& ([

72T O0MORESR [APl £721& CSR A 5 D/NAAIL—]
#H& [API £7zl& CSR A 5 D /YA AL —]
BRI EE, CAFALSE

MEPRF — Bl F [CA REEAE IZ & % SKI]

7T MNF—REF [CSR A& S HU§]
CRLFAANIUEI—3URAIRN* [CAREREIE CSRASD/NARIL—]
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*CRLFAANUEILI—=23VRAVNE, CATCRLEBABVICREENTVEIBEICOAET
Y7L—RICEENET,

BlankEndEntityCertificate_ CSRPassthrough/V1 E2&

ZHATV7TL—MOEBAEEHRIC OV T, BlankEndEntityCertificate_APIPassthrough/V1 &
B, ZBRLTLKEEY,

BlankEndEntityCertificate_ CSRPassthrough/V1

X500v3 /NT X —& 1&

B2 O NORESR [CSR A5 D/INARI—]

S [CSRASDNAARIL—]

BRI CA:FALSE

HERRF — B 7 [CA SEHEIZ & B SKI|

BT MNF—BREF [CSR A S E{8]
CRLFAARNUEI—3VRAU KN [CARREE I CSR A S D/NARIL—]

*CRLTF1ARNIUE1I—>3 RA NE, CATCRLERNBRMICEEETNTVWRBEEICOAKT
V7L—RNCBERET,

BlankSubordinateCACertificate_PathLen0_CSRPassthrough/V1 EE 2

ZHT7L—NOEBRBAERICOWVW T, BlankEndEntityCertificate APIPassthrough/V1 &
2, EBBLTIEE,

BlankSubordinate CACertificate_PathLen0_CSRPassthrough/V1

X509v3 N X —2& (]

BT ONORER [CSR A S D/INARIL—]

& [CSRASDNAAIL—]
AR EZE, CA:TRUE, pathlen: 0
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X509v3 NT X —& (C

HEPBRF —& BT [CA RERREIC &% SKI]

BT MNF—BREF [CSR A 5 Hi§]
CRLTF4AANUEI—>32KRA R [CARREX I CSRASD/NARIL—]

*CRLTFM1ANUEI—>32VRAUME, CATCRLEBABMICREENTVRHZEICOAKT
V7L—RICEENET,

BlankSubordinateCACertificate_PathLen0_APICSRPassthrough/V1 &2

ZHT7L—NOEBRBEERICOWVW T, BlankEndEntityCertificate APIPassthrough/V1 &
&1 Z2RLTSEE,

BlankSubordinateCACertificate_PathLen0_APICSRPassthrough/V1

X509v3 /Y5 X —2& &

7SI ONORESR [API £ 7=l CSR 5 D/NAARIL—]
] [API E7zld CSR S D/N AR —]
BRI EZE, CA:TRUE, pathlen: 0

HEBRF —B R F [CAREEAEIC & B SKI]

BT 0 NF—BRIF [CSR A S E{8]
CRLFAARNUEI—3VRAI RN [CARERIE CSRASD/NARIL—]

*CRLFA1ANUELI—>3a R4 MNE, CATCRLEBRNFBEMICEEENTVRBESICOAKT
7 L—NICEENhET,

BlankSubordinateCACertificate_PathLen0_APIPassthrough/V1 2

ZHTV7TL— OB BEEHRIC OV T, BlankEndEntityCertificate_APIPassthrough/V1 &
B, EBRLTILKEEY,
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BlankSubordinateCACertificate_PathLen0_APIPassthrough/V1

X509v3 /N T X—2& &

7SI ONORESR [API £7=l& CSR "5 D/NAARIL—]
& [API £7zl& CSR A5 D /YA AL —]
BEARHIK EZE. CA:TRUE, pathlen: 0
MEPRF — Bl F [CA REEAEC & % SKI]

7T O MNF—REF [CSR A S HU§]
CRLFAANIELI—>32RAN* [CARREDN S D/INAAIL—]

BlankSubordinateCACertificate_PathLen1_APIPassthrough/V1 E%

ZHT7L—NOEBRBAERIC OV T, BlankEndEntityCertificate APIPassthrough/V1 &
2, EBBLTIEE,

BlankSubordinateCACertificate_PathLen1_APIPassthrough/V1

X509v3 /NT X —4& 1&

HI7SIONODRESR [API &7zl CSR A5 D/NAAIL—]
#H& [API £7zl& CSR A 5 D/ AR )L —]
HEARHIK EZE, CA:TRUE, pathlen: 1
HEBRF —B BT [CAREEAEIC & B SKI]

Y7210 NE—BBIF [CSR A 5 Hif5]
CRLTAANVUEI—3avRAU R [CAREN S D/NAZIL—]

*CRLTFAARNIUELI—>3VRAVMNE, CATCRLAEFRAEBVCEREENTVRFZEICOAT
Y7L—RICEENET,
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BlankSubordinateCACertificate_PathLen1_CSRPassthrough/V1 EE%&

ZHT7L—NOEBRBAERIC OV T, BlankEndEntityCertificate APIPassthrough/V1 &
£, EBBLTIEE,

BlankSubordinateCACertificate_PathLen1_CSRPassthrough/V1

X509v3 N X —2& (]

72T OMNORES [CSRAS5D/INARI—]

S [CSRASDNAARIL—]

EARH EE, CA:TRUE, pathlen: 1

R+ —A B+ [CAGEFAEIC & B SKI]

BT MNF—BEIF [CSR A S H{8]
CRLFA1ANIVELI—>32RAVN* [CARREEZlE CSRASND/NARIL—]

*CRLTF1ARNIJE1I—>3 R4 MNE, CAT CRLERNBMICHRETNTVWRBEESIZOAKT
V7 L—RNICEBERET,

BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V1 E 2

ZATV7L—MOE£BMNRERICOVWTIE, TBlankEndEntityCertificate_APIPassthrough/V1 &
B, ESELTIEEL,

BlankSubordinate CACertificate_PathLen1_APICSRPassthrough/V1

X509v3 /Y5 X —& &

72T OMNORES [API £/l CSR A 5 D/NAAIL—]
& [API E&7zld CSR S D/NAAIL—]
BRI EE, CA:TRUE, pathlen: 1
HERRF —F B 7 [CA SEHEIZ & B SKI|

BT MNF—BEF [CSR A S H{8]
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X509v3 NT X —2%& g

CRLTFAARNIEI—23 VRS BM [CARREFRLIEF CSRASD/NARIL—]
*CRLTM1ANUEI—>3VRAUME, CATCRLEBABMICEREENTVWIRHAICORKT
V7 L—=NICEENET,
BlankSubordinateCACertificate_PathLen2_APIPassthrough/V1 E%

ZAT 7L —NOEMWRERIC OV T, TBlankEndEntityCertificate_ APIPassthrough/V1 &
5, EBBLTEE L,

BlankSubordinateCACertificate_PathLen2_APIPassthrough/V1

X509v3 /NT X —& 1&

7SI ONODRESR [API &7zl CSR A5 D/NAARIL—]
#H& [API £7zl& CSR A 5 D/ AR )L —]
BEARHIK EZE, CA:TRUE, pathlen: 2
HEBRF—B BT [CAGEEAEIC & B SKI]

BT 0 NF—BEIF [CSR A S E{8]
CRLTAANVUEI—3avRAU R [CAREAN S D/NARIL—]

*CRLTFM1ANUEI—>32VRAUME, CATCRLEBABMICREENTVRHEEICOAKT
Y7L—RICEENZET,

BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V1 &2

ZATV7L—NOEMIRERICOWVWTI, TBlankEndEntityCertificate_ APIPassthrough/V1 &
%, EBBRLTEE L,
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OCSPSigningCertificate_ CSRPassthrough/V1 E %

DT> 7L —BNIE0CSPSigningCertificate 7 7’L—RNEBLUTEAH, EVHN12HYE
To cOTV7TL—NTR., ILREEN T T L—FTEEThTVERWES, BFIRAEZRE) Y
TAN (CSR) A SEEBAEICBMDILRMEEEE AWS Private CAJELE T, T 7L —RNTEESh
THRHEEEE . BIC CSR ADILRMEZ LEELET,
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OCSPSigningCertificate_ CSRPassthrough/V1

X509v3 /N T X—2& &

B2 O NDRER [CSR A S D/INARIL—]

s [CSR A5 D/NAAIL—]

EARFIHY CA:FALSE

MR —3R B [CASEEAEIZ & B SKI]

7210 NF—RAIF [CSR 7' 5 Bl8]

F—0O AR BE, TORIESR

LsRF— 0 AiE EE. OCSP &%
CRLTFAARNIELI—23RA M [CARREELEF CSRASD/NARIL—]

*CRLFA1ARNJE1I—3 2 RAME, CATCRLEBRNSEMCHREENTVRBESICOKATY
TL—KNIIEENET,

RootCACertificate/V1 E&

cOTV7L—KE, BEBRBIL—PFMCAREZRNITRLHICFERAENET, CAREICE. FEH
ENCARENRFNICHEATEZDCLEEIBETDLEHIC, [CA] 74 —I)L RA TRUE ICRREET h iz,
BEELERFNILREEN EFENTVET, 77 L— M TRR/NADOEE (pathLenConstraint) % 1§
ELTVWEHA, Chid, UBROBEBOIREH TS AEEEN HD-HTT, CAREZTLS V5
AT RNEERFY—N—FHASELTHERATERVELSICTD LD, HRF—OFEREBRATHE
I, BCERUMAEZMYEIT N TERVLES, CRLEBEREEEENEEA.

RootCACertificate/V1
X509v3 NT X —2& (]
BT O NDRER [CSR A5 D/INARIL—]
H& [CSR A5 D/NARIL—]
BEAHH EE, CA:TRUE
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X509v3 /N X —4& &

BITOT O NE—REF [CSR A S B8]

*F—n A% BE, ¥V XIEHR. keyCertSign, CRL BH
CRLTF1ANUELI—>3 2RI B ZEB%L

RootCACertificate_ APIPassthrough/V1 EE 2
DT> 7 L—NI& RootCACertificate/V1 ZHL5RL T API NARIL—EZHR—KNLET,

RootCACertificate_APIPassthrough/V1

X509v3 N X —2& &

H7OIONDRESR [API &£7zld CSR A S D/NARIL—]

A& [API £7zld CSR A S D/NARIL—]

EAHIK EE, CA:TRUE

HER¥—RlF [API 25 D/NA AL —]

7210 NF—RAIF [CSR A S HN8]

F—0O AR BE, 7UXIEBHE. keyCertSign. CRL EH
CRLTFM1ANUELI—>32VRA N ZBL

BlankRootCACertificate_ APIPassthrough/V1 EE2&

ZEO)—RIEBAET 7L —NZ2FERATDE, X500 OEARFHNOXEZFERAL TI—NEBAESERT
TEEXT, ChiEFHIT AWS Private CA TEDREREMBIIL—NEAS TN, APIBEZFERAL
THABIAARTEE T, ERPAHWVILRIE, SIREN CAFIFRETH I N ESHEERLET,
ZOI—REERETV7TL—KNE, L— N CAFIFAENBITE D LS ICEXRWAFIFITRUEIC OfE
ZEALET,

ZONAANL=I—rTU7TL—rEFEALT, F—FEH KU) ICFENEESELT
BI—PREAEEZRITTEXT, LA, F—OFERAICE keyCertSign& FUEL
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BENHV)ETHA CRLSign, BFHXELVFEEN HVY) £JdigitalSignature, ZEHM
ADOIN—KNAAIL—FERET 7L —NERGREAY, ZADOI)I—NERETV 7L —

NiE KU IRBEEDRREZFTLET, 2T, KURYR—RENTVS 9 DDIE
(digitalSignature. . nonRepudiation, keyEnciphermentdataEncipherment, . . keyAgreer
OVThHIZHEY) £FdecipherOnly,

BlankRootCACertificate_ APIPassthrough/V1

X509v3 /N T X—2& 18

HI7SIT O NORESR [APl &7=l& CSR A5 D/NA AL —]
#H& [API &7=l& CSR A5 D/NAA)L—]
B HIKY EE, CA:TRUE

7210 NF—RAIF [CSR A 5 Bl8]

BlankRootCACertificate_PathLen0_APIPassthrough/V1 E%&
ZOIL—KNCATUTL—MO—BHBBERICOVTE., "1 ZZRBLTSEZV???,

BlankRootCACertificate_PathLen0_APIPassthrough/V1

X509v3 /N T X—2& &

HI7SIT O NORESR [API &7=l& CSR A5 D/NA AL —]
H& [APl &/=l& CSR #* 5 D/NA AL —]
BEARGHIK EZE, CA:TRUE, pathlen: 0
7210 NF—RAIF [CSR A 5 B8]

BlankRootCACertificate_PathLen1_APIPassthrough/V1 E%&

ZOL—K CAFUTL—NO—REBEBFRICOVTE, T ESBL T T 2272,
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BlankRootCACertificate_PathLen1_APIPassthrough/V1

X509v3 /YS X —2& 1&

7SI ONORESR [APl £721& CSR A 5 D/NAAIL—]
#H& [API £7zl& CSR A5 D/ AR —]
BRI EZE, CA:TRUE, pathlen: 1
BTz NF—BEF [CSR A S H{8]

BlankRootCACertificate_PathLen2_APIPassthrough/V1 E &
ZOI—KNCATFVTL—RNO—BHBBRICOVTRE, T E2BBLTIEE V222,

BlankRootCACertificate_PathLen2_APIPassthrough/V1

X509v3 /Y5 X — & &

72T OMNORES [API &£7zld CSR A S D/NARIL—]
#H& [API £7zl& CSR A 5 D/ A AL —]
BRI EZE, CA:TRUE, pathlen: 2
BTz NF—BEIF [CSR A S H{8]

BlankRootCACertificate_PathLen3_APIPassthrough/V1 E &
ZO)IN—KNCATVTL—RNO—BHBBRICOVTR., T EBBLTLEE V222,

BlankRootCACertificate_PathLen3_APIPassthrough/V1

X509v3 N X —2& ([

B2 O NDRER [API &£7zld CSR A S D/NARIL—]
#H& [API £7zl& CSR A 5 D /YA AL —]
BRI EZE, CA:TRUE, pathlen: 3
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X509v3 /NZ X —& (C

72T O MNF—REF [CSR A S 5]

SubordinateCACertificate_PathLen0/V1 E &

cOTVTL—KNE, NARN OT CAFIAEZRITIDLHICERAENETO, CAREICKE,
AEAEN CAREORMNICEATEDCEZEETDEHIC, [CA] 71— LRI TRUE ICEREE h
o, BEEGERFVILREBENr SENTVET, IRF—OFEAENETATVWAEVLEY, CARE
HNFTLS VAT NEERY—N—FIHAEBE L THEAThELAKYET,

AEANADFMICOWVWTIR, TEIANAICRZDOHINZERETS ) 2ZRLTSEZ WL,

SubordinateCACertificate_PathLen0/V1

X509v3 N T X —& &

BT ITONORES [CSR A S D/NAARI—]

] [CSR A5 D/NAAI—]

BEARGHIK EE. CA:TRUE, pathlen: 0

MEPRF — Bl F [CA REEAE I & % SKI]

BT 0 NF—RBRIF [CSR A* S 5]

*F—0AE BE, FIUXRJIEBHA. keyCertSign ., CRL
R

CRLFAANIELI—>32RAVN* [CARREAN S D/NARI—]

*CRLFAARNIELI—232RAMNE, CAN CRLEBFBHMICBE>TVRIHBEICOHK, COT
7L—RTRITENLAABTICEENET,

SubordinateCACertificate_PathLen0_APICSRPassthrough/V1 %

ZOF>7L—BIE, SubordinateCACertificate_PathLen0/V1 %Z3#:58 L T APl & CSR O/NA AL —
EZzYR—KNLET,

FUTL—NDER Version latest 350


https://docs.aws.amazon.com/privateca/latest/userguide/ca-hierarchy.html#length-constraints

AWS Private Certificate Authority

Q—H—H1 K

SubordinateCACertificate_PathLen0_APICSRPassthrough/V1

X509v3 NT X —4&
72T MORESR
&

ERFH

R+ —B 7
BT MNF—BRBF
F—0ORZE

CRLTFAANUELI—>3 VKR4V

(C

[API £7zl& CSR # 5 /N A AL —]
[API &7zl& CSR A 5 D/NAAIL—]
EE, CA:TRUE, pathlen: 0
[CAGEEAEIC & B SKI]

[CSR A 5 B8]

BE, 7RI EHR. keyCertSign . CRL
EF

[CASBEE Ik CSR A5 D/SAAIL—]

*CRLTF*AARNIUELI—23VRAVME, CATCRLAERAEBMIEREENTVRIZEEICOALT

7L—RCEENZET,

SubordinateCACertificate_PathLen0_APIPassthrough/V1 E%&

DT> 7L —NBNI&. SubordinateCACertificate_PathLen0/V1 Z 35k L T API /NA A —{EZ SR —

RULETS

SubordinateCACertificate_PathLen0_APIPassthrough/V1

X509v3 NT X —5&
72T MDORESR
&

ERFK
PR — BT

BT MF—BRBF

([

[APl £7=1& CSR /S D/NAAIL—]
[APl £7=1& CSR /S D/NAAIL—]
EE, CA:TRUE, pathlen: 0
[CA SEBHE(C & B SKI]

[CSR #* S H#g]

FTUTL—NDER
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Q—H—H1 K

X509v3 /NZ X —&

F—0OHR

CRLTFA1ANUELI—>3 VKR4V N

(]

BE, #UXJIEHR. keyCertSign . CRL
EF

[CAREDL S D/INARIL—]

*CRLTFAARNIUELI—23VRAVME, CATCRLERAEBMIEREENTVRIZEICOALT

7L—NIBENET,

SubordinateCACertificate_PathLen0_CSRPassthrough/V1 E 2

DT> 7L —BNESubordinateCACertificate_PathLendT > 7L —KhERBLU TN, 100
BWHYET, cOTVTL—BMTRE, IRBEN T 7L —RTEETATVEVES, &L
BHEBRUVIAN (CSR) A SERAEICEMDILIRHEEZ AWS Private CABLET. 77 L—
NTIEEENIIREEER., I CSR ANILRMEZ LEZLET,

(® Note

HAZLDEBIILEZEDL CSR IE. AWS Private CAO AP TIER T D HBEN HV) ET,

SubordinateCACertificate_PathLen0_CSRPassthrough/V1

X509v3 NT X —&
BT O NORER
&

BRI
PEPRF —8 Bl F
BT NF—BRIF

F—0OAR

CRLFa1ANJEI—>32 KR4

(C

[CSR A5 D/NARIL—]

[CSR #' 5 D/NARIL—]

EE, CA:TRUE, pathlen: 0
[CASEBHE(Z & 3 SKI]

[CSR A S HUE]

BEE, FUZ)EA. keyCertSign . CRL
EF

[CARREE]F CSRHASD/NARIL—]

FTUTL—NDER
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*CRLTFAARNIELI—>32RAVMNE, CAF CRLERZEMICLTEBEENTVRHEICO
A, COTUTL—RNTRITENLAABILIENET,

SubordinateCACertificate_PathLen1/V1 E&

cOTVTL—KNE, NARN OT CAFIAEZRITIDLHICFERAENETL, CAREICE,

AEAEN CAREORMNICEATEDCELEZEETRDEHIC, [CA] 71— LRI TRUE ICEREE h

o, BEERERHWVIREBENr SENTVET, IRF—OFEAENETATVWAEVLY, CARE
NHTLSIVTAT U NELRRRT—N—FHBLE L TEAThLBLIBZYET,

AEANADFMICOWVWTI, TEEANAICRZOHINZERETS ) 2ZRLTSEEZ L,

SubordinateCACertificate_PathLen1/V1

X509v3 /NT X —& 1&

BH7Z2IOMDRES [CSR A S D/INARIL—]

#& [CSR A5 D/NARIL—]

BEARHIK EZE, CA:TRUE, pathlen: 1

HERRF —B BT [CAGEEAEIC & B SKI]

BT 0 NF—BEIF [CSR A S E{8]

F—-0ORA®E BEE, 7VXI)BHA. keyCertSign . CRL
EE

CRLTFAARNVUEI—3aVRAU R [CABREANSD/NAZIL—]

*CRLF1ARNJUEI1I—3 2 RAVRNE, CANCRLEKRZEMCLTERENTVWBRESICOD
H, COTTL—RFTRITENEIEAEICEENETT,

SubordinateCACertificate_PathLen1_APICSRPassthrough/V1 EE%&

ZOF>7L—BIE, SubordinateCACertificate_PathLen1/V1 %Z3#558 L T APl & CSR O/NA AN —
EBEzYR—KNLET,
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AWS Private Certificate Authority

Q—H—H1 K

SubordinateCACertificate_PathLen1_APICSRPassthrough/V1

X509v3 NT X —4&
72T MORESR
&

ERFH

R+ —B 7
BT MNF—BRBF
F—0ORZE

CRLTFAANUELI—>3 VKR4V

(C

[API £7zl& CSR # 5 /N A AL —]
[API &7zl& CSR A 5 D/NAAIL—]
EE, CA:TRUE, pathlen: 1
[CAGEEAEIC & B SKI]

[CSR A 5 B8]

BE, 7RI EHR. keyCertSign . CRL
EF

[CASBEE Ik CSR A5 D/SAAIL—]

*CRLTF*AARNIUELI—23VRAVME, CATCRLAERAEBMIEREENTVRIZEEICOALT

7L—RCEENZET,

SubordinateCACertificate_PathLen1_APIPassthrough/V1 E%&

DT> 7L —NBNI&. SubordinateCACertificate_PathLen0/V1 Z 35k L T API /NA A —{EZ SR —

RULETS

SubordinateCACertificate_PathLen1_APIPassthrough/V1

X509v3 NT X —5&
72T MDORESR
&

ERFK
PR — BT

BT MF—BRBF

([

[APl £7=1& CSR /S D/NAAIL—]
[APl £7=1& CSR /S D/NAAIL—]
EE, CA:TRUE, pathlen: 1
[CA SEBHE(C & B SKI]

[CSR #* S H#g]

FTUTL—NDER
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Q—H—H1 K

X509v3 /NZ X —&

F—0OHR

CRLTFA1ANUELI—>3 VKR4V N

(]

BE, #UXJIEHR. keyCertSign . CRL
EF

[CAREDL S D/INARIL—]

*CRLTFAARNIUELI—23VRAVME, CATCRLERAEBMIEREENTVRIZEICOALT

7L—NIBENET,

SubordinateCACertificate_PathLen1_CSRPassthrough/V1 E 2

DT> 7L —BNESubordinateCACertificate_PathLenlT>7L—KNERBU TN, 100
BWHYET, cOTVTL—BMTRE, IRBEN T 7L —RTEETATVEVES, &L
BHEBRUVIAN (CSR) A SERAEICEMDILIRHEEZ AWS Private CABLET. 77 L—
NTIEEENIIREEER., I CSR ANILRMEZ LEZLET,

(® Note

HAZLDEBIILEZEDL CSR IE. AWS Private CAO AP TIER T D HBEN HV) ET,

SubordinateCACertificate_PathLen1_CSRPassthrough/V1

X509v3 NT X —&
BT O NORER
&

BRI
PEPRF —8 Bl F
BT NF—BRIF

F—0OAR

CRLFa1ANJEI—>32 KR4

(C

[CSR A5 D/NARIL—]

[CSR #' 5 D/NARIL—]

EE, CA:TRUE, pathlen: 1
[CASEBHE(Z & 3 SKI]

[CSR A S HUE]

BEE, FUZ)EA. keyCertSign . CRL
EF

[CARREE]F CSRHASD/NARIL—]

FTUTL—NDER
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*CRLTFAARNIELI—>32RAVMNE, CAF CRLERZEMICLTEBEENTVRHEICO
A, COTUTL—RNTRITENLAABILIENET,

SubordinateCACertificate_PathLen2/V1 E&

COTTL—RE, NAODREH 2OTHNCAREERNTZEDICEAETNET, CAREIC

(&, FEBASHN CAREORNICHEATED CELZIEETSDLHIC, [CA] 7 1 —J)L KA TRUE ICERE
Thiz, EEGERHVILREBENr EENTVET, IRF—OFERAZEN ST TVWAVLS, CA
DENTLS VAT RERRY—N—SIAEL L THERAEThELSEYET,

AEEANADFEMBICOVWTR, TEANALCRE OFHINZRET S 2ZRLTSEE L,

SubordinateCACertificate_PathLen2/V1

X509v3 /N T X—2& &

7210 MNORER [CSR A5 D/NAARIL—]

H& [CSR A5 D/NARIL—]

BRI EZE, CA:TRUE, pathlen: 2

R+ —858F [CAREBAEIC &% SKI]

BT MNF—BEIF [CSR #* 5 BY48]

*—0 A& BE, FIUXRJIEBHA. keyCertSign . CRL
EE

CRLFAARNUEI—>IVRA RN [CARRENSD/NARIL—]

*CRLTAARNUELI—23 VRSV ME, CAN CRLERZAMICL TEBRENTVRHEICO
H, COTUTL—RTRITENLAPFELEELET,

SubordinateCACertificate_PathLen2_APICSRPassthrough/V1 %

ZOF>7L—BIE, SubordinateCACertificate_PathLen2/V1 %338 L T APl & CSR O/NA AL —
ExzHR—KNLET,
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AWS Private Certificate Authority

Q—H—H1 K

SubordinateCACertificate_PathLen2_APICSRPassthrough/V1

X509v3 NT X —4&
72T MORESR
&

ERFH

R+ —B 7
BT MNF—BRBF
F—0ORZE

CRLTFAANUELI—>3 VKR4V

(C

[API £7zl& CSR # 5 /N A AL —]
[API &7zl& CSR A 5 D/NAAIL—]
EE, CA:TRUE, pathlen: 2
[CAGEEAEIC & B SKI]

[CSR A 5 B8]

BE, 7RI EHR. keyCertSign . CRL
EF

[CASBEE Ik CSR A5 D/SAAIL—]

*CRLTF*AARNIUELI—23VRAVME, CATCRLAERAEBMIEREENTVRIZEEICOALT

7L—RCEENZET,

SubordinateCACertificate_PathLen2_APIPassthrough/V1 E%&

DT >7L—NBNI&. SubordinateCACertificate_PathLen2/V1 %35k L T API JNA A —{EZ R —

RULETS

SubordinateCACertificate_PathLen2_APIPassthrough/V1

X509v3 NT X —5&
72T MDORESR
&

ERFK
PR — BT

BT MF—BRBF

([

[APl £7=1& CSR /S D/NAAIL—]
[APl £7=1& CSR /S D/NAAIL—]
EE, CA:TRUE, pathlen: 2
[CA SEBHE(C & B SKI]

[CSR #* S H#g]

FTUTL—NDER
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Q—H—H1 K

X509v3 /NZ X —&

F—0OHR

CRLTFA1ANUELI—>3 VKR4V N

(]

BE, #UXJIEHR. keyCertSign . CRL
EF

[CAREDL S D/INARIL—]

*CRLTFAARNIUELI—23VRAVME, CATCRLERAEBMIEREENTVRIZEICOALT

7L—NIBENET,

SubordinateCACertificate_PathLen2_CSRPassthrough/V1 E 2

DT> 7L —BKESubordinateCACertificate_PathLen27>7L—KhEBU TN, 100
BWHYET, cOTVTL—BMTRE, IRBEN T 7L —RTEETATVEVES, &L
BHEBRUVIAN (CSR) A SERAEICEMDILIRHEEZ AWS Private CABLET. 77 L—
NTIEEENIIREEER., I CSR ANILRMEZ LEZLET,

(® Note

HAZLDEBIILEZEDL CSR IE. AWS Private CAO AP TIER T D HBEN HV) ET,

SubordinateCACertificate_PathLen2_CSRPassthrough/V1

X509v3 NT X —&
BT O NORER
&

BRI
PEPRF —8 Bl F
BT NF—BRIF

F—0OAR

CRLFa1ANJEI—>32 KR4

(C

[CSR A5 D/NARIL—]

[CSR #' 5 D/NARIL—]

EE, CA:TRUE, pathlen: 2
[CASEBHE(Z & 3 SKI]

[CSR A S HUE]

BEE, FUZ)EA. keyCertSign . CRL
EF

[CARREE]F CSRHASD/NARIL—]

FTUTL—NDER
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*CRLTFAARNIELI—>32RAVMNE, CAF CRLERZEMICLTEBEENTVRHEICO
A, COTUTL—RNTRITENLAABILIENET,

SubordinateCACertificate_PathLen3/V1 E&

COTTL—RE, NAODREH 3OTHNCAREERNTZEDICEAETNET, CAREIC

(&, FEBASHN CAREORNICHEATED CELZIEETSDLHIC, [CA] 7 1 —J)L KA TRUE ICERE
Thiz, EEGERHVILREBENr EENTVET, IRF—OFERAZEN ST TVWAVLS, CA
DENTLS VAT RERRY—N—SIAEL L THERAEThELSEYET,

AEEANADFEMBICOVWTR, TEANALCRE OFHINZRET S 2ZRLTSEE L,

SubordinateCACertificate_PathLen3/V1

X509v3 N X—& &

72T O MNORES [CSR A5 D/NARI—]

& [CSR A5 D/NAARI—]

BRI EZE, CA:TRUE, pathlen: 3

MR — B F [CAREFAEIC &% SKI]

Y7OI O MNF-EEF [CSR A 5 Hif8]

*—0 A& BE, FIUXRJIEBHA. keyCertSign . CRL
EA8

CRLTFAARNIELI—23VRA M [CARREDN S D/INAAIL—]

*CRLTAARNUELI—23 VRSV ME, CAN CRLERZAMICL TEBRENTVRHEICO
H, COTUTL—RTRITENLAPFELEELET,

SubordinateCACertificate_PathLen3_APICSRPassthrough/V1 E%

ZOF>7L—BIE, SubordinateCACertificate_PathLen3/V1 %Z3#i38 L T APl & CSR O/NA AL —
ExzHR—KNLET,
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Q—H—H1 K

SubordinateCACertificate_PathLen3_APICSRPassthrough/V1

X509v3 NT X —4&
72T MORESR
&

ERFH

R+ —B 7
BT MNF—BRBF
F—0ORZE

CRLTFAANUELI—>3 VKR4V

(C

[API £7zl& CSR # 5 /N A AL —]
[API &7zl& CSR A 5 D/NAAIL—]
EE, CA:TRUE, pathlen: 3
[CAGEEAEIC & B SKI]

[CSR A 5 B8]

BE, 7RI EHR. keyCertSign . CRL
EF

[CASBEE Ik CSR A5 D/SAAIL—]

*CRLTF*AARNIUELI—23VRAVME, CATCRLAERAEBMIEREENTVRIZEEICOALT

7L—RCEENZET,

SubordinateCACertificate_PathLen3_APIPassthrough/V1 E%&

DT >7L—NBNI&. SubordinateCACertificate_PathLen3/V1 Z#i5k L T API /NA A —{EZ SR —

RULETS

SubordinateCACertificate_PathLen3_APIPassthrough/V1

X509v3 NT X —5&
72T MDORESR
&

ERFK
PR — BT

BT MF—BRBF

([

[APl £7=1& CSR /S D/NAAIL—]
[APl £7=1& CSR /S D/NAAIL—]
EE, CA:TRUE, pathlen: 3
[CA SEBHE(C & B SKI]

[CSR #* S H#g]

FTUTL—NDER
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Q—H—H1 K

X509v3 /NZ X —&

F—0OHR

CRLTFA1ANUELI—>3 VKR4V N

(]

BE, #UXJIEHR. keyCertSign . CRL
EF

[CAREDL S D/INARIL—]

*CRLTFAARNIUELI—23VRAVME, CATCRLERAEBMIEREENTVRIZEICOALT

7L—NIBENET,

SubordinateCACertificate_PathLen3_CSRPassthrough/V1 E &

DT> 7L —KESubordinateCACertificate_PathLen37>7L—KNERBU TN, 100
BWHYET, cOTVTL—BMTRE, IRBEN T 7L —RTEETATVEVES, &L
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Tag-on-create: HIFR{FE XT3+

2T FERALIETZAR=—K CAVY—ZANDT I 2 ADHIH
NDFEHIEVYERT U1 A AWS Private CA

AND7I)IT U+ A AWS Private CA

T724ARXR—KNCAZ—EXRTTD

RORIVY—@EATRIE, I—HF—RBTHIVROIRTOTZ7A4R—K CAZ—ERRTER
ERD

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm-pca:ListCertificateAuthorities"”,
"Resource":"*"

}
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1

7Z4R—K~ CAEFAEOESE
RORIVY—Z2EATRDE, I—F—RBEBEDTFARX—KNCAFIHEZMEBTEERT,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Allow",
"Action":"acm-pca:GetCextificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authoxrity/CA_ID/certificate/certificate_ID"
}

7Z7AXR—NCAGLAEZAR—KTD

RORVD—%ERATRE, I—F—RBF7T4X—KCA

EII_I;

REZAR—KNTEEXT,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:ImportCertificateAuthorityCertificate”,
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID/cextificate/certificate_ID"
}

754 ~XK—K CA DOHIK

RORVD—ZHEATRE, - —RBREDTTAR—KN CAHEZHIBRTEET,
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"Version'":"2012-10-17",

"Statement": {
"Effect":"Allow",
"Action":"acm-pca:DeleteCertificateAuthority"”,

"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cerxtificate-
authority/CA_ID/cextificate/certificate_ID" }
}

Tag-on-create: EEFIC CAICRTEZTRYFLET,

LTORIS—TlE, CAOERPICI—H DRI ZEBRATERY,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"acm-pca:CreateCertificateAuthority"”,
"acm-pca:TagCertificateAuthority"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

Tag-on-create: HlIR{FE 2 U 13+

LUTORTERRIS —TIE, CA DEREIC, F—EEDOART Environment=Prod Z2fEH T2 &
BEFLTVET, BOF—EEBORTICKRDZTFFIEAEETT,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:*",
"Resource":"*"
},
{
"Effect":"Deny",
"Action":"acm-pca:TagCextificateAuthority",
"Resource":"*",
"Condition":{
"StringEquals": {
"aws :ResourceTag/Environment": [
"Prod"
]
}
}
}
]
}

2TERALETZAR—NCAVY—ANDT 71 A0

LTORYS—TlE, F—EEOARTH Environment=PreProd ® CA IO KT IV EAZHFAL
T £, FILLWCAILECDERTZEHRIHVENHYET,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":[
"acm-pca:*"

1,
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"Resource":"*",
"Condition":{
"StringEquals":{
"aws :ResourceTag/Environment": [

"PreProd"

ANFZEAEVY)EHT 2t A AWS Private CA

ROR)S—%FRHTRE, 1— Y —RBFT7SAR—NIHAERMHE®FHA, —ERRL, £, 7
FAR—NCARELINPEFI—ZHETEET,

JSON

:DescribeCexrtificateAuthority”,
:DescribeCertificateAuthorityAuditReport”,

ListCertificateAuthorities",
ListTags",

:GetCertificateAuthorityCexrtificate"”,
:GetCertificateAuthorityCsx",
:GetCertificate”

{
"Version":"2012-10-17",
"Statement":{

"Effect":"Allow",

"Action":[
"acm-pca
"acm-pca
"acm-pca:
"acm-pca:
"acm-pca
"acm-pca
"acm-pca

]I

"Resource":"*"

}
}

ND7IT T+ A AWS Private CA

RDOR)S—TlE, I—H—HIFEZD AWS Private CA 703> #ETT3E%2FALET,
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JSON

"Version'":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":[
"acm-pca:*"

1,

"Resource":"*"

TZAR—=KNCANODIVORT NIRRT OERAICETS X1
TADRANTZOT14 R

AWS Private CA BB &, Blo o7V N (A—Y—, O—-IIAKE)ECAERBETEET
AWS 7HOV K, HENZSESRVEEENDE, UV /NLIE CA ZFEAL T AWS Private
CA F£7z& AWS Certificate Manager VY —AZFEALTIV RIVTA TAAAEEZRITTESR
To 77U NILIE CAZFERAL TTL CAREBAEZRKITTE EJ AWS Private CA,

/A Important

JOARATAD R FTIUATRITENCARSICEET S REE, AAAZZERITI D AWS
TAIYKNIHEREIET,

CANDT I AZHETSHICIE. AWS Private CA BB EFROWVWTh A DO FEZRIRTEET,

- AWS Resource Access Manager (RAM) ZAL T, CAZUY—RELTHIOTHI RO TV)
DIUNILERRF EHBLET AWS Organizationss RAM &, ZFHDO METAWS DY —RA%&H
EI2LOOEENEFETT, RAMOFEHICOVTIK., TAWSRAM I—H—7A R, 258
LT XV, AWS Organizationsic DWW Tk, TAWS Organizations 1—H%—7H4 K, Z58RL
TLEEL,

DAARATHIURNT IR Version latest 379
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https://docs.aws.amazon.com/organizations/latest/userguide/
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« AWS Private CAAPI £7z1d CLI ZFAL TUY—AR—ADRYZ—Z CAICTEYFL. BlO
THAODRNOTIINILVET OERAZHALET, FHICOVTRE, TUY—AXR—ADRKRY
—1 BZRLTLSEEL,

COHARD TZANR—K CANDT I LA%ZHHID €032 TR, B—ThIOURIFUF
EVAARTAIV RN FTIAOEAT CANDT I EAZHAATET—IU 70— ICOVWTHALE
ER

Y —AXR—AMRI) > —

JY—=AR—=ADRD) I —k, I——D¥O—-/ILTREL, I —HPERLTIVY—-Z (D
BERTTAR—RNCA)ICFETTRYFIBDTIVEAFARIS—TT, £k, MEOKRV
D—FERTEIRDYIC, AWS BEEBRU S —ZFERHTEEXT AWS Private CA, AWS RAM Z
RAULTUY—AR—ADORI I —ZEATHE, AWS Private CA BEEEE CANDOT 7 A% 5l
DAWS 7HIYROI—HY—CEEFLEF Z2BL THETE E£T AWS Organizations, £z,
AWS Private CA B & (& PCA APIs PutPolicy, GetPolicy, DeletePolicy, &7 Il&Xiid % AWS CLI
X > R® put-policy, get-policy. delete-policy ZFEAL T, VY—AXR—ANORI L —ZEHAH K
VEEBTEET,

JY—AR=ADRI D —ICETZ—MROEBWRICOVWTR, "7ATUTATANR—ADKR)Z—
BLRPVY—AR—ADRI) > — 1 LT TR —ZFEALLET I EAQFIH, 22RLTEE
W

D AWS YZ—I RUY—=ZAR—ADRKRIZ—D) ANERRTSIZIE AWS Private CA,

AWS Resource Access Manager 1>V — I TYXZ— RT7OCAHFTSA4 T Z)ICBEH

L. CertificateAuthority Z# R L E T, ORI > —ERAEKIC, BATSEIC, RUS—ZTARNR
BTHEHRALT, BN BEENTVRCLEZRRETZLEHBEOLET,

AWS Certificate Manager 7’2 A X—K CANOVAAT WO NEBT7 OV AEZHE D (ACM) 1—
H—F, CAICK > TERETNENZR—T RIIAZEERITTEERT, JORTHIY NRTERD
V—=AR—=ANR) D —=IZ&2>THIWEN, UTOIVRIVFTATAAAET >V TL—NIOKT
TJEATEET,

* EndEntityCertificate/V1
* EndEntityClientAuthCertificate/V1
* EndEntityServerAuthCertificate/V1

+ BlankEndEntityCertificate_ APIPassthrough/V1
* BlankEndEntityCertificate_ APICSRPassthrough/V1
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/get-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/delete-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://console.aws.amazon.com/ram/home#Permissions:
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» SubordinateCACertificate_PathLen0/V1

RS —0HI

COEI2IVTR, EXREEEI-ACHRBIZIORTAIVRNRIS—0FlzaRmLET, VT
hOBEE, UTOIN RNEZ—2ZERL TR —Z2EALRT,

$ aws acm-pca put-policy \

--region region \

--resource-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \

--policy file:///[path]/policyN. json

CADARN ZHEETHEICMAT, BEERF CANOTIEAZHFATETAHINID Rzl
AWS Organizations ID ZI2HLFET AWS . LTOERD)>Z—D JSON (&, AR TVRSIZT 7
ANELTT7HF—RYRNENTVWETH, 1 T4V CLIBIRELTEETDEETEEXT,

(® Note

BLRIERT JSON DY —AR—ADRI S —ORBEICERICHSBENHVET. BF
BYNRETEDDEF, 7V NILOID714—=ILR(AWS 7HDU hESEEEF AWS
Organizations ID) & CAARNs O & T,

1. 77 4 )L: policyl.json —CANDT VEAZRNOTHIO NOI—HY—EHETS
555555555555 % CAZHXBLTVWA AWS 7HONIDICEZEBAET,

JY—ZXARN OF&E, UTZHBADEICEEBRIET,

« aws -AWS N—FT 123>, &AW, | awsaws-us-gov, aws-cnBZETT,
« us-east-1-AWS & &, UY—ANFAAEERZ)—> 3 us-west-1,

© 111122223333 - )Y —AFBED AWS THI> K ID,

e 11223344-1234-1122-2233-112233445566 - zoat#BEN1) Y —XA ID,
JSON

{
"Version":"2012-10-17",
Y —=AR—ADR) T — Version latest 381
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"Statement": [{

"Sid": "ExampleStatementID",

"Effect": "Allow",

"Principal": {
"AWS": "555555555555"

}I

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",
"acm-pca:ListTags"

1,
"Resource": "arn:aws:acm-pca:us-east-1:123456789012:cerxtificate-
authoxrity/CA_ID"
}I
{
"Sid": "ExampleStatementID2",
"Effect": "Allow",
"Principal": {
"AWS": "555555555555"
}I
"Action": [
"acm-pca:IssueCertificate"”
1,

"Resource": "arn:aws:acm-pca:us-east-1:123456789012:certificate-
authoxity/CA_ID",
"Condition": {
"StringEquals": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
EndEntityCertificate/V1"
}

2. 77 4 )L: policy2.json - Z/ L 7= CANDT Ut ADHHE AWS Organizations

0-alb2c3d4z5 % ID ICEE# A £ T AWS Organizations o

)Y —ZA ARN DFE, U TZHENOEICEE®RIET,

« aws -AWS N—F 123>, lz&ZE, | awsaws-us-gov, aws-cnBZETT,
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e us-east-1-AWS & &, UY—ANRATAEER) — 3 us-west-1,
e 111122223333-1)Y—AFEBEED AWS 7HJ> N IDo

« 11223344-1234-1122-2233-112233445566 - ZA#E®D )Y — A ID,
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ExampleStatementID3",
"Effect": "Allow",
"Principal": "*",
"Action": "acm-pca:IssueCertificate"”,
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID",
"Condition": {
"StringEquals": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
EndEntityCextificate/V1",
"aws :PrincipalOxgID": "o-alb2c3d4z5"
}I
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

"Sid": "ExampleStatementID4",

"Effect": "Allow",

"Principal": "*",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCextificateAuthorityCertificate",
"acm-pca:ListPermissions"”,

"acm-pca:ListTags"

]I

"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-

authority/CA_ID",

"Condition": {

"StringEquals": {
"aws :PrincipalOxgID": "o-alb2c3d4z5"
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},
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

}

TOT—XRE AWS Private Certificate Authority

EFAWS HEETI., TOF—RRBICERHE & T AWS Private Certificate Authority, < D E
FILTHAENTWVWEESIC, AWSEIXRTO 2XTIT29O0-NILA2VTSARNZIVF v ER
EBIDEEANBYVETAWS VTR, I—HY—F, COAVTZARNTZIFYTHRANEND Y
TUOVICRTHEREZHIBIIDEIN BVERT, £k, FATS TAWSOY—ERX , OEF11)
TAREEERBRAVE LY —0EFERBYET, F—RTZAN—OFRACOVWTR., F—
BTFANY—ICETEDEL HR2EMESBLTLKEETV, BMNTOTF—XREOFMCOVT
k. AWS EF1UF«7OJICEBENE TAWS EAEEEEFTILS LU GDPR, O OVEE%:R
SRLTLSEEL,

TF—2REBEOEMNT, FiAEHRZREBL AWSTHIVK, AWSIAMTZAFoTAT14E2 Z—
F /=& AWS Identity and Access Management (IAM) ZFEAL TEY D 1—H—%28EITD L&D
BHLET, CORZEILKRY, ThERODITZETIDEDICHEREROKN I —IIH
BEhEd, £, ROFETT—XEREIDEELHEOHLET:

s BT HOV NTHERFTEL (MFA) ZFRALET,
« SSLTLS ZFERALTAWS DY —REBELET, TLS12 FHXATTAH, TLS1.3 2#HBELF
9,

« TAPIED—Y—TFOT4ET4OOJRREEREL FT AWS CloudTrail, CloudTrail FE# % {5
AUTAWS 70T A1ETA XY TF v+ I2HEICOVTIE., T AWS CloudTrail I—H—H 4
K, OCloudTrail SEFDFER ) #SBL TS EEL,

- AWS StV 1—->32E, ADIXRTOF7FIILNOEFIVFTA OV NO-ILZERALE
9 AWS O —E A,

« Amazon Macie BENEEBZEBE N cEF1 VT4 H—ERZFEALET, NSk, Amazon
SBICRBEENTVEIERT—2ORHEREBEEZIELET,

ey Version latest 384


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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e AXVRSAVAVE—TIAARAERLFZAPIAWS ZNLTICTO9EATHEEIC FIPS 140-3 1
IDEAESHED 1 —INBERFEEEF. FIPSTI RKRANEZFEALET, FATFRER FIPS
TV RARANOFMIOVTIEE, TENPBEHRMIEEE (FIPS) 140-31 BSBL TS EE L,

BEBEDEX—I)ITRLABEDBUELIBRETHRE, %7, LR [BE 71— RBEDE
HEROTFAR T A=) RICEHBRV L EZEBLSBHOLET, ik, J>VY—I., API, £
(& SDK ZfEf L T AWS CLI AWS Private CA £kt AWS OH—E R 2ETZ2HEEEE
T9, AWSSDKs Y, FEREBHIICEAENIBHRBROTFANTI A= RIZAADL EF—

RiE, BRELEZHOTICERAEABZBEENI HYVET, AFT—N—IC URL ZIRHHITBEE. ¥
DY —N—"AQVIIANERIITEDELSIC, FIAMBERZ URLICEHBV L ZEM<BEIHLE
E

AWS Private CA 72 AR—KNF—OARNL—2¢EEF2UFTF0OV TS
AT>VRA

T5AR—=RKNCAS DT TFAR—KhF—F, AWSYZ—I REN—RIJIF7EF21VFTF4ED 21—
)L (HSMsICiR1FE hE T, HSMsRES{LES 1 —)L® FIPS PUB 1402 LRI 3 EF 1 F 4 BEff
ICEHLLTVET,

AWS Private CA Connector for Active Directory @ 7 — X Eg&1t

AWS Private CA Connector for AD &, %7 %, 7>7L—h, FALIKNUVER ¥—ERTV
DINILNEB, TOTL—=RKNIIINL=TOF7O0tADANO—ILIVRNIICEITIBEERET—XE2RE
LET, FT—REEEFBS R RERFICES{LENET, Connector for AD L THRITE Ni-5EHA
E(CE9T 2 1EIE. AWS Private CA APl O GetCertificate 723> #FEAL TRETEE T, ¥
TENAHEICEITZRH,. FLEEFHHZTZVIIARNTD VAT NELERN I VICBETSE
WE, ICK>2>TREFESIhFTHA AWS,

AWS Private Certificate Authority® 1> 75 4 7 > AL

H—RN—TFT1—0EEEZEEZE, B%0 A 754 T7A707 5 LD —RE L T AWS Private
Certificate Authority DEF 174 E AWS AV TSA T AZFHALET, chsn7OJF Al
&, SOC, PCl, FedRAMP, HIPAA R EN BV ET,

BEOWDIAVTZATVATATZLAORRERSD AWS H—EZADO U ANIOWVWTR, a7 54
TAAWS 7O T LI L BDRREEAANODHY—EEAATSA T AL BSBLTLKEE VL, — &
MR BE|IC OV TR, AWS " Compliance ProgramsAssurance; 2B L T &L,

AWS Private CA 72 A R—KRF—OARNL—2CwF21VF( QAT IZAT VA Version latest 385


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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ZEALT, Y—RN—TFT1—OEELR—NZEXVO—RTEET AWS Artifact, FMICDOWVT
l&. Downloading Reports in AWS Artifacty; ZZ8BL TS EE L,

BEATHIROBEEOI IS4 T AEE AWS Private CA [, BEFEOT—X20#ZRM, St
DA T ZAT>ABN, BAShDZEEBLUOBRFICK>TREYET, AWS TR, A7 54
TOAICKRIDUTOVY —AZRHELTVWET,

« Amazon S3 /N7 Y NZRS{LTHIXEN HDEBICODVWTE. UTORNEY U T AWS Private

CA7EY NIHIET AL ICESILERET D HEICODVWTHALET,

- EBEHREZEORESL

- CRL OE=S1L

"X 21 VTAEOAVT AT VADIAY IOAR—RHA Ry T —Z2hsoF7A4H4 R
WLk, 7T—FT7O0F v LOZEBEEOHBE, AWSTEF1UTAEAVTSATUVAICER%E
BWER—ATAVREZTF7OAMTRDEOOATY THFRBEHENTVET,

- Architecting for HIPAA Security and Compliance 504 hAR—/N\— — Z DRIV A kR—=/N\—T
&, ENAWS ZFEAL THIPAAEROT 75— 3 ZERTBHEICODVTHALE
9.

c AWS VT ZATVAVI—A—COID—0TVvOEHAARODOAL IS IV, BEROER
PHFICEAETNABEEN N HYET,

FFROYN=AHARL O "I—IICEBD DY —AQOFHE L — D AWS Config Y —E A, U
V—AREN AT Z 0T 1A, ERFARTA2, BRTHABICENREENL TVSH ZFTE
L&Ed., AWS Config

- AWS Security Hub CSPM — Z® AWS H#—E Rk, RDtF 1T 1 REEDIFMNIIBE AWS

L. EF1VT A1 ERBEEERANTTIOTAANOENZRFETDOICKRIEE T,

77AR—NCATEELR—MZEATS

TT7AR—KN CAHFRATEREERYBELLEIXNTOIAHAEZ—ERTIPEEREEEHENTEE
T cOLR—BNE, ADFICEETIHLVSINT Y RELBBRFEO S3INTY MIRTFEIE
ED

EEREECHESILRBZEMTAFELCOVTR, "TEEREEOESL) 2ZRLTKEE
Wo

EBELAR—RNIZ7AILNONAET7AINBEXODESBY) T, Amazon S3 /N7 Y RN® ARN &
amzn-s3-demo-bucket MIETT, CA_ID FEFRITITD CAD—EDNEB|IFTT, UUID FEERSE
EDEBRBFTI,

EELR—NEERTS Version latest 386


https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html#audit-report-encryption
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html#crl-encryption
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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amzn-s3-demo-bucket/audit-report/CA_ID/UUID.[json]|csv]

AT ELCHLLVREEZERL., NTYRASHAIVVO—RTEET, ROBIE. CSV XYL
7ﬁ_|\’d':/T_\l/—C\/\¥3'o

awsAccountId, requestedByServicePrincipal, certificateArn,serial, subject, notBefore, notAfter,issue
123456789012, ,arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/
certificate_ID,00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T21:43:57+0000,2020-04-07T22:43:57+0000, 2020-¢
pca:::template/EndEntityCertificate/V1

123456789012, acm.amazonaws.com,arn:aws:acm-pca:region:account:certificate-

authority/CA_ID/

certificate/
certificate_ID,ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T20:53:39+0000,2020-04-07T21:53:39+0000, 2020-¢
pca:::template/EndEntityCertificate/V1

ROBITE, JSONERXDOLKR—KZERLET,

"awsAccountId":"123456789012",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2020-02-26T18:39:57+0000",

"notAfter":"2021-02-26T19:39:57+0000",

"issuedAt":"2020-02-26T19:39:58+0000",

"revokedAt":"2020-02-26T20:00:36+0000",

"revocationReason":"UNSPECIFIED",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId":"123456789012",

"requestedByServicePrincipal":"acm.amazonaws.com",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00",
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"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2020-01-22T720:10:49+0000",

"notAfter":"2021-01-17T21:10:49+0000",

"issuedAt":"2020-01-22T21:10:49+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

(® Note

H'EEBAE AWS Certificate Manager ZE#H §2 &, 774X —KN CAEELR—KNII&L?2T
requestedByServicePrincipal”7 1 —JL RIZ A A BDENFEFacm.amazonaws . com,
chilk. AWS Certificate Manager ' —E AN BE ICXH > T AWS Private CA APl ®
IssueCertificate7 V2 3a>aHUTHL CAIAZEZEH L CEZRLET,

EELR—NAIC Amazon S3 /NI Y N&E#{ET S

/A Important
AWS Private CA & Amazon Amazon S3 A7 T NOY VDOERZYR—RNLTVWEE
Ao NTYRTATSToONOAY UV EBRICLEEE. AWS Private CA IFEEL R—K %
NTY NCEZIALCENTEEEA.

EELR—PNZRETDICE. Amazon SANT Y NZERIDHENF HYVET, FHEICODVWTE.
F'SSNTY RNZERTRICEL ZZRLTLSEEV,

SANTYRNE, BELESINTY MADTIOEAEEZIAK AWS Private CA & (ZEFRIT DT D
TAFAR)S —TRETDXENHYET, FASh 1Y —cH—ERTUINILICE.
BFNTY NZATD T U NZBE AWS Private CA §2 O DPut 7 VAT E, #7200
ZRBIH TV EAGetHFANMBETT, U TFICRIARV—ZHATAHCLZHEBOLET, C
nNiCckY), AWSTHIOURNETZAR—=NCADARN OBANDT VAN BREINET, £i-
(&, aws:SourceOrglD &#rF¥—ZFEALT. ORBECHEBANOT IV LAZFRIBDEETEET
AWS Organizations, /N7 Y RARD S —OFFMIZ DOV T, "Amazon Simple Storage Service M /\
TYRRD—, ZSRBLTLEE,
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EELR-—NZEXTS

EELR—ME, D2V EIZE AWSCLIAN SERTEET,

EEHEE2EXTSICE A>Y-I)

1.

o

AWS 7HO NCH A4 2L, https://console.aws.amazon.com/acm-pca/home T AWS
Private CAd>V—)lZRAE X T,

[7Z5ANR—KEAERER R—I T, UARNASTTAR—K CAZBRLET,
(72232 XZ1—7T, [EEREFTOEK] ZBRLET,

FLWSINTY NEEBLETH? O [BEELR—KEEE] T, [V ZBRLT—EON
TYRBEANTRDH, [WOR]ZBRRULTUARNDSERFEONTY NEBIRLET,

Yes ZBIRL 2384, ET7 2L NDORU S — AWS Private CA ZHERL TNT Y MZT
BYFLET, T7ALRORIZ—IZE. BEDAWS THIY MDOT IV EAZFIRT
%aws:SourceAccountZRHF—HAEEINTVET, 7O AZESICHIRTZDEERE. 510
BIDRSIC, RUZ—ICHOFRHGEF—ZEMTEXRT,

[(WOWR]ZBIRLEBEER, BEEREEEZERTDHICRUS—ZNT Y NITRYFIEILHE
FHYVET, EELR—KNAIZ Amazon S3/NT Y M &% ({HT 2 THPET L TLVBRRUZ—N
B—27FEALTLKEEV, RUS—OTXRY FOFMZOWVWTIE, Amazon S3A YV — )L %
FRALENTY RARU—0EN, 25RBL TS EEL,

[ B R] T. JavaScript Object Notation D35& & [JSON], AN XL EDIFER [CSV] &
EBRULET,

[EERESOEK] 2BRLEXT,

EEHREEZEATBICIE (AWS CLI)

N =

BRATS S3NTY MEEBEFREERL T W,

NIy MCKUS—2TFRY F$5 BELK— MK Amazon S3 /17 Y hE%(ET 5 THH
ERTVWBRUS—NE—VEEALTLEE Y, RUS—EBATHIEORMBIC DLV TR,
FAmazon S3 AV —IL&ZEALENTY RKRUS—0EM) 23BLTLEEW

create-certificate-authority-audit-report ANX > RZFEAL TEEL R—MEEKL . EFHL 2 S3
NTY NCERELERT,

$ aws acm-pca create-certificate-authority-audit-report \
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--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name amzn-s3-demo-bucket \

--audit-report-response-format JSON

EELR—NZEETS

EELAR—NZEREBLTHRETSICE. AmazonS3 Y —JL, API, CLI, £7%I& SDK Z#fEAL
£, FM-OVTIE., TAmazon Simple Storage Service 1—H—HA R, O "A#T7 T O DA
JUO0—Ry ZSRLTLSEZL,

EEHEEOESH

F723>T, EBELR—RFNZEL Amazon S3/NT Y NTHES{LZHRETEET, . S3D7T
Yy NIXWLT2 DOES{LT— R AWS Private CA ZHR—KNLTWET,
« Amazon S3 TEEE /- AES-256 ¥—%=FRAL =9 —/N\—H0 8BRSt

« AWS Key Management Service & &K U'E#RIC AWS KMS key BRES iz ZFEALEHAZNY—X
?\_:/“ HH%%‘[KO

(® Note

AWS Private CA l&, S3 ICK > THEMICERENEET7 AL NDO KMS F—DFERAZY
R—KRLTLWEEA,

ROFIETE, EESILATI IV 2RETEHFECODVWTHALET,
BERESILERETDICE

S3H—N—fIOES{tEEMITRICE. LTORTYTEETLED,

1. Amazon S3 12V —)L (https://console.aws.amazon.com/s3/) ZFAE £,

2. Buckets 7—7 )T, AWSPrivate CA7tY heRIEFETHNTY h2BRLET,
3. NTYhhOR=D7T, [F7AONTA] 272 BRLET,

4. [F7 I BMES) H—RZERLET,

5 [BMk] ZERLET,
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6. [Amazon S3 F¥— (SSE-S3)] ZiEBIRL £ 9,
7. [Save changes] (EEORE)ZIVYILET,

NAZLBSLERETDICE

NAZLF—ZFAL THESILERNICTRICE. UTORTYTE2ERITLET,

—

Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZF& £ 9,

Buckets 7—7 )L T. AWS Private CA 7t Y NZ2®REFTH/NT Y NEBIRLET,
NTY ROR=DT, [Z7AONTA] 2T ZBIRLET,

[77 # )L NEES{L] H— RZZBRL XY,

[BifL] Z2BIRLE T,

AWS Key Management Service F— (SSE-KMS) ZEIRL £9,

AWS KMS ¥—H» SEIRTSH AWSKMS key, ARN ZAHLET,

[Save changes] (BEEDOR7F) 20V YU LET,

(723 V)KMS F—HBWEER. RO AWS CLI create-key AX Y RZFEAL THERL F
ER

© © N o 0o A w0 DN

$ aws kms create-key

HAIZE, KMS £F—0OF—ID & Amazon VY —AXR—A (ARN) FEENET, AT, T0O
HAOBITT,

"KeyMetadata": {

"KeyId": "01234567-89ab-cdef-0123-456789abcdef",

"Description": "",

"Enabled": true,

"KeyUsage": "ENCRYPT_DECRYPT",

"KeyState": "Enabled",

"CreationDate": 1478910250.94,

"Arn": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef",

"AWSAccountId": "123456789012"

}
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10. XOFIEZFEAL T, KMS ¥—Z AT BT U AFF A %Z AWS Private CA H—ERT U
NILZRELET, F7A4IKTRE, IXTOKMS F—HFTSAXK—KTTF, VY—AFIEHE
EFUNFKMS F—&2FEALTTF—22RBESILBELVTESTEET, L., UY—AMBEE.
OI—H—EVY—RAICKMS F—ADT IV AFTE2NFETRIENTEET, Y—ERS
DN, KMS F—HAFRESATVWAOERULU =23 ICH32MENFHYET,

a. FY. getkey-policy AN RZEFEAL T, KMSF—DF7FI) KRV —%
policy.json ELTHREFELE T,

$ aws kms get-key-policy --key-id key-id --policy-name default --output text
> ./policy.json

b. FF¥FARNIFM4XTpolicy.json 77 AN ZHEET, ROKRVZ—AT—K XKD
WIFhhrZzERL, BFORUS—ICEMLET,

Amazon S3 /NI Y RF—DEBMCHE>TVWBBEEF., KOATF—KXVREFEALTLE
= U\,

"Sid":"Allow ACM-PCA use of the key",

"Effect":"Allow",

"Principal":{
"Service":"acm-pca.amazonaws.com"

},

"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource":"*",
"Condition":{
"StringlLike":{
"kms:EncryptionContext:aws:s3:arn":"arn:aws:s3:::bucket-name"

}

Amazon S3/NT Y RF—HFE B >TVBRHER. ROAT—MXUMNZEEALTLE
=L,

"Sid":"Allow ACM-PCA use of the key",
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"Effect":"Allow",
"Principal”:{
"Service":"acm-pca.amazonaws.com

.

"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource":"*",
"Condition":{
"StringlLike":{

"kms:EncryptionContext:aws:s3:arn":[
"arn:aws:s3:::bucket-name/acm-pca-permission-test-key",
"arn:aws:s3:::bucket-name/acm-pca-permission-test-key-private",
"arn:aws:s3:::bucket-name/audit-report/*",
"arn:aws:s3:::bucket-name/crl/*"

}

c. E#&IC. RO put-key-policy AN REFRHLUTEFHE LRIV —2EHALET,

$ aws kms put-key-policy --key-id key id --policy-name default --policy file://
policy.json

DAVTZANTZOF ¥+ 11)F7T 14 AWS Private Certificate
Authority

NZx—2 RY—EATHS AWS Private Certificate Authority I&., AWS JO—NILxY NDO—0+F
F1VTATHREEATVET, AWWSEFIUFAH—ERENMVTZANTIF ¥ AWS Z
REITDFECODVTR, AWS " OS5 DREF1 VT4, 28RLTILKEEV, 1 2TTFAKNT
DFvEFIVFAORANTZO9T 1 AZERAL TREZ AWS 525195 (ICIE.  Security Pillar
AWS Well-Architected Frameworks @ 'lInfrastructure Protection; ZZ 8B U T &L\,

AWS A" AL - API O—)LZFEAL T, XY NJ—2 AWS Private CABHT ICT7 VAL E T,
DZATNEUTEZYR—NITRIHBENFHYET,

« Transport Layer Security (TLS), TLS 1.2 A*#B T, TLS1.3 2B &HLFET,
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« DHE (AT 4 7 41— ANINV#EHE) X ECDHE (FBAMET 1 71— ALV EBHE) B E
NDELBHWEM (PFS) CKDBEEASL—K, ChSNDE—RF Java7 AEEE, FEALEDRK
HATLATHR—RENTVET,

AWS Private CA VPC I RR4 > N (AWS PrivateLink)

VPC & DEICTTSAR—NEREERTDICEK, 12F—TIALAAVPCIY RERA N AWS
Private CA 288 ELE T 1 X—T7 I A4 AL RAKRA > MNEAWS PrivateLink, AWS Private CA
API ARL =23 ICTTAR=NITIVLRTREOOTFO /00 —TH% Z2RALTVET,
(&, VPC & Amazon XY RD—JBDINTORY NID—TKNF T 14Y 2 AWS Private CA Z AWS
PrivateLink L—7 14> L, =724 2—ZXY NTOEBEHEZEBLET, & VPC I RKRAL>
Nk, VPCH 7 XY NA®D 1 DLLE® Elastic Network Interface € 7754 RX—KIP 7 RLATERE
nEI,

AVR—TIALAVPCIVRRAVNE, A RF—FYNF—KNDJIT A, NAT /N1 A, VPN ##
%, FE7=1F Direct Connect %t AWS Private CA % L T VPC ZE#E IC#EHLET, VPCOAS A
BAE, NTUY O IPTRLANELTE AWS Private CAAPI EBIETEE T,

VPC AWS Private CARHT ZFA T2k, VPCHICHD M VARV AN SEGETHIHLEN S
VET, EhlE. AWS Virtual Private Network (Site-to-Site VPN) &7zld AL T, 7’14 XK—
REY RD—U% VPC IZEH TS & TEEXT Direct Connect, FHHlIIC DLV Tk Site-to-Site
VPN, TAmazonVPC 1—H¥—7#4 R, ® "VPN ##:, £25BL T &V, Direct Connect®&¥
#HIZ DWW T, Direct Connect 1—H'—HA RO TR0V 3 0ER 25BLTLSEEL,

AWS Private CA I ZFERA T2 HEGFH V) T A D AWS PrivateLink, BIIOEF21UFa4L AV —
ELTBEHLET, AWS PrivateLink B R VPC I RIRA > NOFEMIZ DV TR, T &AL
H—EAANDT 71t A AWS PrivateLinky 2B LTS EEV,

AWS Private CAVPC T RIRA > NCEAT 2 EESHE

DAV E—TIAAVPC I RKRA> NERET B HIIC AWS Private CA, ROEEBSBHEICEFEL
TLEE L,

« AWS Private CA — O T7XRAZEUTA—V—2TlE, FVPCIVRRANZHR—KLT
WEWBENFHYET, VPCIVRRAINEERKTHEER., ETEEIY—ITHR—bK
BERLTLKETV, Y R—RENTVWEBVWTIRAFZEUTFA—=V—=2ICE TCZOTRAZED
TA—=—YV—=2TRPR—REhTVEVWT—ER, EX—TEhFET,
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« VPCIVRARANEVOAR) =232 )OI AN EYR—NLTVWERA, AWS Private CA
CXUTAPI =)L Z2RTITHI—2a EAUV—2a I RRA M EERLTLSEE
(AT

« VPC I RRA> NTIlE. Amazon Route 53 Z4 L T Amazon 12t® DNS O &N HR—KkEh
TWET, MEODNS Z2FEALEVGEIE, RHESE DNSEEXZFHRATEXRT, FMICOVWT
l&. Amazon VPC 1—%—74 4 R @ DHCP Options Sets ZZ 8B L T & L\,

« VPCIVRRAVKNITRYFENEEFIVFTAIIL—TTR, VPCOTTZAR—KNGFT XY
RAS, R—B 443 TEEEREFUTIHEN HYET,

AWS Private CA APl FIRTE, XD TVPC LY RRAV REHR—KLTVERT AWS U—2 3
o

« KEREE/\ A7)

« KBRS (=D =T 48)

+ KEES [Jen U 7 A LZT)

+ KEES (FL )

« F7VHN(T—T22)
TSTINDT 1y (BFA)
TOTINDT A4V (INAFZIN—R)

« FTOTNDTA4v 0 (rYAHILR)
TOTINTT 499 (XILRILY)

« FTOTNDT 49T (LVINA)

« TOTINIT 49T (KER)
TSTN 7499 (VD))

s TOTINTT4v 9 (VHER=I)
TOTNDT4v 9 (RZ-)
TOTFTINDT 490 (RER)

« AFH (FEB)

« AFFBEE (AIILHI-)
s BN (7Z207Ih)
« BN (TAILZ2R)
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« B (O R2)

« BN (25 )
o BEXM (/NV)
o BXM (AXRA )

I

ARNY IR L)
« M (F1—-UvEk)

c 1 AZIIN (TILTET)
« AR (N—L—2)

- PR (777 EREES)
- FXK (Y/Nv0)

(
(
(
(
M (
(

AWS Private CAH® VPC T RARA > NDOER

AWS Private CA H—EA® VPC I R7RA 2 M&. https://console.aws.amazon.com/vpc/ M

VPC O V=& ZFERAL TEKTE FI AWS Command Line Interface, FHICDOWVT

&, TAmazon VPC 1—H—HA R, O "1V RX—TIAALY RRASDERL OFIEZSR
LTLEEV, &, VPCROITXNTO API ARL =3 AOHETHE L AWS Private CA ZHR—
RLTWVWET,

IVRRAVNDTZAX—KDNSKRARBZBMICTSE, 7 #)L D AWS Private CA T
RRAY NEBEERD VPC IV RRAVMIEBRENE T, T7FILRNOY—EAIY RKRA2 K
DFHELV—BICOVTR, "™ —EAIVRRAhETF—8, ZZRLTLSEET,

T7Z7ARXR—KNDNS RARBZEAMICL TWAWEES, Amazon VPC FXDFEX THEHATE S DNS
TIRRANBERBEHRLET,

vpc-endpoint-id.acm-pca.region.vpce.amazonaws.com

@ Note

Baspnsld, KERZ (A/N\AFA) V-3 E AWS Private CA, THR—KREhTL
% AWS U—> 3 us-east-20)—2 3 EBIFZ2RLET, AWS Private CAOJ A ~
IC2WT, TAWS Certificate Manager 77 A X— RO T RRA I NET F —
2, BEBBLTLEE,
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MBI DOWTIE. TAmazon AWS Private CAVPC 1—H—HA R, ® "VPC I RiRA4 >~
(AWS PrivateLink); ZZ8BL T EE L\,

AWS Private CARH®D VPC T RARA 2 MR —%EKT S
® Amazon VPC I RIRA > NDRU S —%&ERL T AWS Private CA, AT ZBETEEXT,

« 7O aAVBZEFTTED TN
« RITURERT O I
TOa>aEEITEDIY—RAR

=]

MBI DOWTIE. TAmazon VPC HA Ry @ "VPC IV RIRAVKNCKRBDH—ERANDTIEAD
Hif, #SBLTLEEL,

5l — AWS Private CA 72> 3a>®OVPC Iy RKRA RKRUD —

TIVRRAVNITEYFERE, RORVI—E, IXTOT )22 /N)LIC AWS Private CA 7 2
>ar

IssueCertificate., DescribeCertificateAuthority., . GetCertificate., GetCertificateAl
BROEANOT IV ERAZHFTLETListTagse BEAXVHFOUY—ARTTARX—KNCATY, &
HIDAZRHE, BEENETFAR—NCALERBAET V7L —MEFERALT, IVRIVTA
TAMAENERNZHFATLET,. FATHT7L—hz&HEEHLAWVES, Condition o> 3>
BYEHYVERA, EEL., ChZHIBRTDE, IXTOTVI NN CAREETI RIVTA
TAMAEZRNTEDRDICBYET,

"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action": [
"acm-pca:IssueCertificate"
1,
"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1"
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}

"Principal":"*",

"Effect":"Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",

"acm-pca:ListTags"

1,

"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

]
}

TATINAZY DTV RIRA2 MDY R—K

AWS Private Certificate Authority &, IPv4 95 AT RNEIPV6 V54T NOBEFEZHR—KTS
TFATINARY OONT VYOIV RRANERBLUET, FATILARAZYIIVRRA U NE
ERTDE, V4T NEIPv4 Ez21F IPv6 7 KL A AWS Private CA ZfEFIL T L BETE R
9, Active Directory & & ' AWS Private CA Connector for SCEP AWS Private CA Tl&, 217/
ABYIOTYRRAVNEGR—REATVET,

M AWS Private CA TF1FINARY IONT VYOI REKRA U NE, IPVAOSATRE PG T
AT > NOWEEhttps://acm-pca.your-region.api.awsZHR—KLEF, AWS Private CA
&, ZFERALTRETSARK—RKIZTIR(VPC) NS IPVA BRT IPV6 BEHAT T ZAXR—NICT D
TRATBIEETEERT AWS PrivateLinke DT TAR—KA2R—TIAAVPC IV RKRAV N
DYER OFMIZ DLW TIE AWS Private CA, "1 2B L T £ & WAWS Private CA VPC T KRR
1 > & (AWS PrivateLink).

A OVTE, LTOVY—-RZZRLTEE L,

« VPC EHTZYRDIP 7 RLAEE
« VPC @ IPv6 H7R— K~

FATIARY OLY RRA ROHFR—K Version latest 398


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html
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IAM & KT TO IPv6 7 RL ADfEAH AWS Private CA

IPv6 AWS Private Certificate Authority T ICF7 VAT 5HIIC, IP 7 RLAFIRZET IAM R
)= IPv6 P RLAEBEZECRSICEHECNATVWA L ZHABLET, IPVv6 7 RL AZLE
FTRDRSICEHFEATVWEWVWIPAR—ADRIS—TI, IPv6 ODERZRBTIEE, JFA4 TR
BOTT IV ERZRBIREERT IV EARAZASBEENHV)ET, AWSPrivate CA EF1TILA
BYIOHR—NOFMCIOVWTE, T ZBRBULTLKESVTITILAZRY VIV RRA OY
R—bo

/A Important
CNESDAT—RMAVRNTR., TO232VEFAETHhEEA, ChSOARAT—RXTY NI,
BEDOTO23AVEHAITRIMOAT—MAXVNEBHAEDETHEALET,

RDAT—RXURNE, IPv4 7 RLA192.0.2. *QOEEHLSEEETHBDVITANIFETZIAN
TOT Y tA AWS Private CAFAIAND T IV AZHARNICERLET., COEEAD IP 7T RL A
(&, BATRMICT VA AWS Private CASfA] ZiEBEhEB A, IXTD IPv6 7 RL AN EREH
ATHD1H, CORT—RAV NE IPv6 7 RL AD AWS Private CA 7 9 2 A Z B RIVICIE
HLEEA,

"Sid": "DenyPrivateCAPermissions",
"Effect": "Deny",
"Action": [
"acm-pca:*"
1,
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24"

]

ROBICRTRSIC, ConditionBEREZZEEL TIPv4(192.0.2.0/24) 7 RL AEH & IPv6
(2001:db8::/32) 7 RL AEENOE K ZHEETEEXT,

IAM B KXY TO IPv6 7 RL ADBEH AWS Private CA Version latest 399
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"Sid": "DenyPrivateCAPermissions",
"Effect": "Deny",
"Action": [

"acm-pca:*"

1,

"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:db8::/32"

AWS Private Certificate Authority &% ® CP/CPS 7L —A7J—
7

AWS Private Certificate Authority I&, 7L XA CAZERTHDLEHOREEXTFANOIR
RzAFTFIC, )L—b CA &ETL CAs Z2UFRELHES (CA) BEEZENTERD AV TITARNTUF v
H—ERAZRHELET. AWSPrivate CA AL T CARBEZERTZHE. 1—Y—& FEHFE
ZHBLE T AWS Private CAc EERBEFILE. T —EANFBERAET TV EZOMENEE
F1)T14%Z AWSEA. BB, HHIT2BOERLOBEZBREIZDDICKRIEET, BEKE.
RELHBIN BT EE (CAUY—ADEREHIBR, NTARNTH—0OBM, PKIBEEOER, i
BERV—ETTI9T14A, CAREZ BCHUELRIERTRLEHOREAWS THI UM T
7TL—KNERAORIS—, BEE BEOIBZECT IV EAHM., TOMO CARELERIS —%
BU) Z5ERTET, FATIY—ER, TREANODZTNSOY—EADOHKE., BATREKEEY
BHEICK>TEENELD LD, BRUET—ERZEEICRFNIZDILENf HYVET, FHICOVT
. AWS OZ DR THF1VFABEFHEETIL ZZRLUTLKEZL,

TSANR— N DIHAER) S — (CP) TERIABEETSI9FT 1 AATFT— KX N (CPS) #4E
R¥dceldk, NTVYIOF—A2VTZARNTIF ¥ (PK) Z2BEBIDLTEELIB A TT, CP &
PKIOIXTOEH/IN—IEEEZL., CPSIECP EWZ/ETHEZHBLET, PKI OFZIEHEES
ELUTCP ECPS ZHERTREEN BV ET, &, AWS System and Organization Controls (SOC)
2LAR—KBEDAWS A NA—LEOAVTFAT 2 AD RF 1 X M AWS Private CA Zi2#t L
£9, ZFEALTCP & CPS #ERL, KEBICHELUTOA NO—IOFHAERIADFIEEZRTTE

CP/CPS Version latest 400


https://aws.amazon.com/compliance/shared-responsibility-model
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/soc-faqs/
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£¥9, AWSSOC LAR—hEE, AEXELOAVTZAFTAOI NO—)LEBH AWS ZEKT S
FEERIMILEY—RN—FT 1 —ODRELAR—-—FTT, LR—MOBEHE, FRL—32 &
DT TAT UV ARAEYR—RNTRDHICBIENIZAWS OV NO—I) 21 —F—LEEANEBHETE
BLIICTBRHETT,

CORFIXVNTIE, CPECPSDIERZEXETS RFC3647 IR 7L —LAD—V &R
T, BEERE OBMOEEREEBRELET AWS Private CA, A7 54T AEE AWS
Private CA 2% 2 CP/ICPS Etf0t o> 3> F. "H#AF, £z "1 THAIAWS Private Certificate
AuthorityE i, XIS % THEEHR, A, BET S CP/ICPS EHZ E DK SIC AWS Private CA i
ELTVBHL EZBBIDDICKRIEET, flAE. BH 5(4.5.1) I& AWS Private CAEETH V),
XEdc hO—)LEFEFE. CPICPS DETIC®/ID AWSSOC2 LAR—hDEI> 3> D6 I
HVEF, AWSSOC LAR—KNDFHME SOC LAR—RMANDTIERZVIIARNTBHFZEIIOVT
&, "SOCFAQsy R—TZ#SHRLTLEEV,

CP/ICPS DEH/ELEE

CP/CPS E# BF HEEEIR

1. Introduction (All) You BEERE, BE, RF1XD
NZE&EBl, PKISE, &
BHEOFERE. RUD—EE
. BRUPKIICEETSESR
CHEFEENENTHIEEN

HV)ET,
2. Publication and Repository ~ You PKI ICEET 2 EZEZ XEL
Responsibilities (All) TRAORBEROEMETT,
3. Identification and Authentic ~ You ALBAEDORITEIIC, TR
ation (All) J—4%—iERERFED ID
BrP/FLERFEOMOEM
% CA £/- 3 BEME (RA) |2
RALTAEHICFEAENTSF
IE% X ETHDEEINHYE
9,
4. Certificate Life-Cycle Shared BEERE, SEAEOZA 7Y
Operational Requirements A4 2)ICBELTCA, 7>z

CP/CPS NDE#EEE Version latest 401


https://datatracker.ietf.org/doc/html/rfc3647
https://aws.amazon.com/compliance/soc-faqs/
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CP/CPS E# BT HRER

(441 —446,449— 2 N CAs, RAs, Y7 AU S

4.4.11) AN—. EEEZTOMOSM
EORTICREhZ2EH=E
ETREENBYVET,

AWS Private CA IZI&, k%h
AT—BAF IV OEHYR—
REBD2D007IIFR—D

RXDZALNAEZEEIT

WET, T4 VAIAEA
T—ZAX7'OK1JL (OCSP)
E, 449E 4410 /BT
DIZZILDFEREERMI A S

(CRLs) TF
4. Certificate Life-Cycle N/A AWS Private CA &, FEEAE®D
Operational Requirements H¥—, GIAEOEE, £z
(4.47,4.4.8, 4.4.12) FEF—TIRZO—EUHNY

E-U-ZR_ I\ L/-C\/\gsﬁ/bo

CP/CPS NDE#EEE Version latest 402
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CP/CPS E BT HEER

5. Facility, Management, and AWS Private CA SOC 2 &4 7" 2 AWS Private

Operational Controls (4.5.1) CALR—NOEERNICHS
O aVOEHZERE

FTOICKIALDTIVEAIDV S
A—)z#ELET ("D
>3 DeYENtEFI
TAERRERE 22K ),

® Note

BEEKIEF. AWS RE
ASITVAR—NELE
FEEET Nz CATF—
XOYMENZEFI
TAETF—EZPHEIC
BEEEEVETH,

ICRTFEENTVS CA
TF—XOYENEE
FAUFAICEEEE

BULWEEA AWS,
5. Facility, Management, and Shared PKIREOARL—>3 20
Operational Controls (4.5.2) EHEINEO-ILOERICE
ORIV IVOEHZ

BETEENBYET,

AWS Private CA &, BB&{tTE
T1—-ILOYBT IV EAICE
BOEHEE O Z#iE
LET,

CP/CPS NDE#EEE Version latest 403
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CP/CPS E# BT HEIER

5. Facility, Management, and Shared BEEKRE., BEENIZAYNOD

Operational Controls (4.5.3) FrHAE, NL—Z29. &
KV EHL S OFIEICERFD
cOteoavoEHeEE
TEENHYET,

AWS Private CA SOC 2

Type 2 Report @ &K (Z
HBAWS REBEDFTH
E ML—Z2Y, &&
UMD FIEICEET S
dhA—-ILZ#EALET
("2 3> A. Policies,

A.1 Control Environment, B.
Communications, and D.1
Security Organization and D.2
Employee User Access &5

) o

CP/CPS NDE#EEE Version latest 404
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CP/CPS E#

5. Facility, Management, and
Operational Controls (4.5.4)

BfE

Shared

e IR

HEHKIE. CloudTrail &
LUVEELR—KNOTE
CloudWatch 75— K ZEBM
b, BE. REIHEXHND
WET, 512, OJnEF
JEZ#ERL, cOEI>a
ODEMH/ZFEI-F AWS Private
CAHY—EADOFERDMEME
i ERTIIEENHYE
¥,

AJ ORI AMICEEYT S
hO-)ZHELET,
MBT7OLAYA4 R tEF2
)74, CARARREEHE.
AWS AT ZARNZIOF ¥
OJotF1)714 8KV
SOC 2 Type AWS Private CA
2 Report DEEAIZH S AWS
AT ZANTOF YOS
M\ (o3> A1 Oy
RO—JLRIEZEL 2SR T
VW, £9>3>Cc1Hy—
EAOZY MNX2ND.2
E1—Y—T7UtAD3IwWHE
t¥1U71. D6YENL
F1UTAERBREDTE
EEE D8 TF—XREAM, T
Att, BLVCARME. KT
EAEZRVITOTA1E
T4 )o

CP/CPS NDEH# L EIE

Version latest 405
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CP/CPS E#t BT HEER
5. Facility, Management, and Shared cOtEVIIAVOEHKERLE
Operational Controls (4.5.5) TNV OT Y THEEREH

5. Facility, Management, and N/A
Operational Controls (4.5.6)

5. Facility, Management, and Shared
Operational Controls (4.5.7)

BZRETE2ORREBETHNOE
FTY,

SOC 2 &4 7° 2 AWS Private
CALR—NOEERANICHS
OJ QR At GRER) ICBEE
B NO—-I)Z#ELE
¥ (D8 TF—REESM., TH
M., TRMYE. 288),

AWS Private CA [EF—0 4]
WExZHR—RMLTLVEE
Ao

BEERK, Ccotv>aro
EH%® -9 AWS Private CA
DERICEBEODSA TN
BLUOERENEFIEERET
BPEEINHYUET,

AWS Private CA SOC 2 Type
27 FANY—LR—NDE
BRICHDOtr>3>n
EfZERLEIOICEZIELD, ¥
HRNBEYSA NOEESITA
V7 TZARNZOFYIEAICH
BOA2TFUN, RELAE
FIE, BXRMBHEME. T4
XVAN)FIEZ#HEAL KT
("D8TF—HEEM, TH
., TRME) $KT 'D10T
ZAND—1 B#BR ),

CP/CPS NDEH# L EIE

Version latest 406
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Q—H—H1 K

CP/CPS E#

5. Facility, Management, and
Operational Controls (4.5.8)

6. Technical Controls (4.6.1)

6. Technical Controls (4.6.2)

6. Technical Controls (4.6.3)

You

Shared

Shared

You

e IR

CABLKUTRAT—HAT
LI—ROEBEEED ID &
E.CAEEEFERADKTE&
CRTOFIEICHTIES,S
XNENTEIHBEN HYET,

PKIOF—EREAAN—
LWOZ—XZNEBILLET,

AWS Private CA &, CA ¥—
AR AICEREE N FIPS
140-3 LRJL 3 DEEF{LE
Ji—-)ERHELET,

HEEE. BSLREEEHFY
BRAZLZFHBEEDTZ
AR—FF—REBEESILTE
SA-NIDZT I
HeNELTREENIHYE
ER

AWS Private CA (Zl&. CA
=\=_$ﬁ§,t HSMSO

HBERRE. NTVYIF—0
T—hATRAHEDER
BaE, F—RT7EEOMHD
HEZXELT2EENHY)
EJCR

CP/CPS NDEH# L EIE

Version latest 407
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Q—H—H1 K

CP/CPS E#

6. Technical Controls (4.6.4)

BRER

AWS AWS Private CA

HSMs T7 0714 R—=>3>
TF—5, EVWSBERHYE
BA,

@® Note
TT5A4R—KCAIC
d1—Y%—70+tA]
vhO—ILZEEKL
T. CAz{ERL TAE
BHEZRKITTHHEEZ
EYNICHIRT B EEN
HVET,

CP/CPS NDEH# L EIE

Version latest 408
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Q—H—H1 K

CP/CPS E#

6. Technical Controls (4.6.5)

6. Technical Controls (4.6.6)

BfE

Shared

Shared

e IR

BERKIE, 7FM4X—KCA
EEATI OO ELI—
KEF21UF«NO—
INEXENTEIEEINHYE
EP

AWS Private CA SOC 2 Type
2 Report DEEAIZH S AWS
REBEOWREBT VA, AWS
AT ZANTZOFYORY
RDO—2&AE1I—-Z0DE
F1UF«2bO-IL. &
LU AWS REETHV B
DODNADT—RNZXA—%2T
MO-J)ICEEETHOV B
A—-)IZzZ#ELET (V>3
D2R¥EEIHY-—TIOE
A, D3@mEBEFIVT 1,
BRUODYWEEFIUFT4
ERBARBEZSZRLTSLEE
W)o

HBEREF., 7Z714RX—KCA
DEAICEETZ X
TAEEREI NO-IZEXE
ILI2EENIHBYVET,

SOC 2 &4 7" 2 AWS Private
CALR—rOEEHNICHS
AWS Private CA 4 —E AN
ATLAREFEII NO—)LICE
B350 MO )L z#EL
9 (kU3 DTEEE
B, Z2Z28),

CP/CPS NDEH# L EIE

Version latest 409
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CP/CPS E#

6. Technical Controls (4.6.7)

6. Technical Controls (4.6.8)

7. Certificate, CRL, and OCSP
Profiles (All)

BfE

Shared

AWS Private CA

Shared

e IR

PKIREICERHETBEEE.
TZAR—NCAZFERATS
EHORY ND—0OtF21)
T4 NO—-ILEXET
DEENBYET,

SOC 2 Z 4 7° 2 AWS Private
CALR—NOEERANICHS

AWS A2V TSANTIOFTO
ZXYRND—=UtEF21)F141
hO-J)LICEETHIV B
O—)IZzZ#ELET (V> =
> CAY—EARODIY M XY
N, D3WEEFIVF 1,

BRCEAETEZRIVITY
TAET1%ZSHB),

AWS Private CA &, S& h
ETF—32Y—A%ZFEHL T CA
F—BRERALAZTLE
9,

PKIREOD - —X&FHETS
O77 A4 ) EHEIBHAEDOA
HeXEENHNLET,

AWS Private CA (Zix, 7’0
T7ANEHEZF -ITOICK
MO7O7F7ANTUTL—
RARAZEENTVET,

CP/CPS NDEH# L EIE

Version latest 410
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CP/CPS E# 5 HEER
8. Compliance Audit and Other  Shared AT AT AEES LT
Assessment (All) TOMOFMEXELTEE
EFHYNET,

9. Other Business and Legal You
Matters

AWS Private CA (C &, &
EOAVTZAT 2 A&YFR—
NIBLEHICFEILE N AWS
drhO—-)z21—HY—CE
BEANBBRTEDLSIC, SO
C2LAR—KNFAEEHTV
£9,

HBEEREF., 7Z714X—KCA
LB —MRNBEDRAS
FENBHZXENLTDE
ErHYNET,

CP/CPS NDEH# L EIE

Version latest 411
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AWS Private CA UV —AOEZXR) T

EZRUITE, BRTEFOMD AWS Private CAAWS VU 1—> 3> 0FEEM, TAME. N
TA—XRVAZHFID LTEELZIDTT, AWS ICIE, B4R AWS Private CA, BIBER LR OIR
H, BECWUTCEBT I3V ZRTITRLEOOUTOEZ RV IY—IFABREhTVET,

« Amazon CloudWatch &, AWS UY—R& TRITLTWATFT7UT—>3>%Z AWS UTILRA
LATEZRIVILET, XNUDVAOWREELEBH, DAZNAALERY S 1R—ROER, &
STEEVLEXN) AN BELLELEWMEICIELEEEICEBARLEZET V23 2RTITST
S—LDHBREERTOIENTEET, HlZIE. CloudWatch T Amazon EC2 4 > A& > AM CPU
FRARBEDANIIVAZEBHL, PECISUTHFLWA VAR AZEBNICEBTEET, 5
ICD2WTIE., TAmazon CloudWatch I—%—H4 R, #ZBL T EZ L,

« Amazon CloudWatch Logs Tl&. Amazon EC2 4 > AR > A, CloudTraill, TDOMY —ANSE
EOJ77A4NDOEZRI T, RE, BRTET VAN TEETT, CloudWatch Logs (&, O
774 HROBEHRZEEZXRIIL, BEOLEWVENFBLENELEZEICBALET., SUVMAMK
ZRALARNL=—2ICOVF—RET—HNA7$BHEETETT, FMAICOVTIEF, TAmazon
CloudWatch Logs 1—H'—74 Ry ZZRL TEEL,

« AWS CloudTrailld, AWS PAHIV KN IZKVY, EFLEBFZEOT AT MIRD 2> TITH iz API
=B EANRNERBL, BELE Amazon S3NNTY MO 774 I Z2BELE T,
AWSEFHUHLEI—HY—ETHIN, BUHLITOIP7RLA, BLUCFTEHL OREBRER
ERETEET, FMAICOVTIE., TAWS CloudTrail I—H'—H4 Ry #8BLTLIEEV,

« Amazon EventBridge l&., 77V —2 3> &2EXEXBAR NV —AOTF—RICHEIZERT
BDRSICTRDH—N—LAARYNNAY—EATTY, EventBridge l&. MEBOT77UT—>3
> . Software-as-a-Service (SaaS) 777 —>3>, BLVPAWS O —EAASUTILZA A
F—EDARNI—LZBEEL., TOTF—R%Z Lambda BEDX—5Y NMZIL—FT 1T LET,
ChiC&kY), Y —ERATRELEARYNEEZRUIL, IRVRNBBRT7—FTIOF v 28
LBTEET, FHMICOVTIE., "Amazon EventBridge 1—H'—HA R, ZSBL T EE L,

LTORMNEYOTE, TERHATEDAWS ITIREZZUITY—=IILICDOVTHBELET AWS
Private CA.

Version latest 412


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
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AWS Private CA CloudWatch X K1) 2 &

Amazon CloudWatch l&. AWS UY—ANOEZXJ I H—EATT, CloudWatch ZERL T,
XNDOZADOPREELEBH, 7o5—LDEE., AWSUY—ADZEEANOBERISETDICENTEE
T, CloudWatch X R VAL EE 1 EBRITENET,

AWS Private CA I&. X® CloudWatch X KU O RA&HR—KNLTVET,

XNUDORA B

CRLGenerated SERRE LRI AN (CRL) AERENEL Lo
COXRNIVIRAR, T75A4R—K CAICDHE
BEh&xEd,

MisconfiguredCRLBucket CRLICIEBEE NI SINT Y RN ELLKEE

ThTVEEBA, NTY MRV —ZRBIELE
o COXRNVITRARF, T7ZAR—KNCAILD
KERENET,

Time BITVIOIARDSRHITORT (FIFXH)
FTCOEE (TURENMN), cOXKNUIARR
IssueCertificate 7R L —> 3 ICOABERE ©
£9.

Success SEEAEN EEICRITENELE, COXKNDY
AlE IssueCertificate ZRL —> 3 2 IC D &KIE
AEh&xd,

Failure FRL—=23aICKBMUELE, COXRKDUD
AlE IssueCertificate ZRL —> 3 2 IC D &KIE
AEh&xd,

CloudWatch X R UV AQFMIC OV T, ROKEY VZZRBLTEZL,

« Amazon CloudWatch X N 2 A0 {EH
« Amazon CloudWatch 75— A DR

AWS Private CA CloudWatch X K1) A Version latest 413


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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CloudWatch Events AWS Private CA IC&KDEZXD T

Amazon CloudWatch Events Z#RA L TAWS 4 —ERZB8{LL. 77UT5—>3a>OaAMD
BEXVY—ANDEEBEDSATLAAR NCEEBWNICHBSTEERT, AWSH—ERAALSDA
R NE, BEUTILARA LT CloudWatch Events ICEfEc hEFE T, BELIL—ILZERL T, F
BE3ARMNE, AIRVMIL=INII—BUESEICEBNICETIZ TV ERIBETESR
9, CloudWatch XN JARADHBLSEE 1 ERITENET, FHICODVTRE, T4AXRXKTHU
71— % CloudWatch Events JL—JLDIER , Z25BL TS EE W,

CloudWatch Events [& Amazon EventBridge ZRA L TT7 V2 3V IZEBRENE T, EventBridge T
. /IRNEFEAL T, AWS Lambda 8%, AWS Batch 237, Amazon SNS REY U4 ED
R—=TY RENIJH—TEET, FMICOVWTIE, TAmazon EventBridge &£ 1&?1 #SBL T
=L\,

T7Z7AR—N CAERBORITLIFKK

chs DA X NE, CreateCertificateAuthority AR L —2 3 IC& 2 TR U H—EhET,

Success

BNTDE, ARL—232RBFFLWVWCA D ARN ZIRLUEXT,

"version":"0Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:562",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1)
"detail":{
"result":"success"

}

R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthority.html
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KHTDE, ARL—232F CADARN ZIRLEF T, ARN ZFH
L. DescriBeCertificateAuthority ZEUO'HL T CA DAT—RAZHMTEEXT,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:567",
"region":"region",
"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure"

SEOR B BT RO R IN E = kB

hsDAXR NE, IssueCertificate ZARL =23k 2T RN H—EhFET,

Success

BUYTDE, ARL—>32F CAEFHLUWIAHED ARN ZRLET,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:46Z",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

]I

SERRERITRED K Ih&E 7z ld KB Version latest 415


https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
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"detail":{
"result":"success"

R

KT BHE, FGBHE ARN & CA DO ARN HFRENET, SEBHE ARN ZFEH L T, GetCertificate &

FOHULTRBOERZRRTEXRT,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:462Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"failure"

AERAEHLY)SH L D A D

AR KIF., RevokeCertificate AR L —> 3 IZ&k2 TR H—EhET,

HVHEUICKRBMUESE, REFHASFIITERYEEATWVWEEE, IRV NEIEFEIhEE

Ao
Success (B )

KT 2E, CABKRVEY) HEENIZAAE ARN A"RENET,

"version":"Q",
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"id":"event_ID",
"detail-type":"ACM Private CA Certificate Revocation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-05T20:25:192",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"success"

CRL £ERBEFDORRINE L IF LK

NS OARY MNE, RevokeCertificate AR L —> 3k 2TRNIH—2chhEd, TOER, &
BAERZ AN (CRL) NMERENET,

Success

RKhgdE, ANRL—232IF CRLICEEMN TSN CADARN Z2RLET,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T21:07:082",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"
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K1 —TOCAHFATIS—D7=® CRL &# Amazon S3 IZRIETEXBATLLE

CHDIS—HARLELEBEF. Amazon SANT Y NOT IV EAHFAEEREL TLSEEL,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-07T23:01:2572",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to write CRL to S3. Check your S3 bucket permissions."
}

K2 —AZFPIS—N7® CRL &# Amazon S3 ICRETEETEATLIE

COIZ—ARELEFERRE., IRL—23 20 Z2BHAITLTKEZL,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-07T23:01:25Z",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":({

"result":"failure",

"reason":"Failed to write CRL to S3. Internal failure."
}
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% By 3 - CRL MR AWS Private CA ICKBL EL 1=

COIZ—ZRZTIN221—T420F%ICIEE, CloudWatch X kU AZHRBL T EEL,

"version":"Q",
"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",

"account":"account",
"time":"2019-11-07T723:01:25Z2",
"region":"region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to generate CRL. Internal failure."
}

CAEERESFARORIERLZERK

S DA R NE, CreateCertificateAuthorityAuditReport AR L —2 32 Ik 2 TRV H—Eh &
ERD

Success

BRYTdE, ARL—>232FE CADARN EEEHEED ID 2IRLET,

"version":"Q",
"id":"event_1ID",

"detail-type":"ACM Private CA Audit Report Generation",
"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207",

"region":"region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",
"audit_report_ID"
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iF
"detail":({
"result":"success"

}

R

(2 Amazon S3/NT Y NCX T BPUTT 7 AEFA AWS Private CA A" WiHE., NT Y NTHESL
HEMZE>TVERHE, FEETOMEOERHTEELR—MNNRBITDENHYET,

"version":"Q",

"id":"event_1ID",

"detail-type":"ACM Private CA Audit Report Generation",
"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207",

"region":"region",
"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"audit_report_ID"

15
"detail":{
"result":"failure"

}
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AWS Private Certificate Authority &, 1—%'— AWS CloudTrail, O—JL, &klE O —EAIC
EKOTCRITENET VAV ZERERTD AWS H—ERATHD £HEEETNTLVET AWS Private
CA, CloudTrail I&, @ API J—J)LEBEARL -3 AR N AWS Private CA&ELTHF v
FYLET, FYTFrYEnEBTFELICIEK, AWS Private CA >V —I)LASOHDHL & AWS
Private CAAPI AXRL —2 3 AOI— RETHEULIFEENE T, AIFEZERTIEEE. 04X
> Nz &, Amazon S3 /XY RA® CloudTrail 1 R N DG ABREZENCTDENTESE
9 AWS Private CA, SEFZFREL BEWHETE, CloudTrail A2V =IO [41 R NEBE] THRHD
ARYNERRTEET, CloudTrail IC&k > TREETnEH/RZFEAL T, VIITANDOETTO
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IP 7 RL A AWS Private CA, Y7 TARDREITE, VIIANORTHRZEDF M ZHATER
ER

CloudTrail ®FMIZ DV T, TAWS CloudTrail I—%—H4 Ry 28R LTEEV,

AWS Private CA CloudTrail ®1&%R

CloudTrail &, Z7HAJ> NOERAWS 7HIOU N BIC TEMCBYES, PIOT1ETAHFRE
9% & AWS Private CA, TOTF VT4 ET 4 & CloudTrail A X MEARY NBEOMO AWS

H—ERAAMRVNIRBEEINET, TREDARNERR, BR, ¥VO—RTEEXEFTAWS 7
NoU ke, F#HICOWTIEE. "CloudTraill AIX RNBETOANRNDORT) ZSRLUTLKEEL,

DARYRBEAWS THIU R, OARY NOMBRGEHETZERIC DV T AWS Private CA, REHF
ZERUE T, FEEFICKY) . CloudTrail AT 77 4 J)L%& Amazon S3/NT Y MICEETEXT., T
7AIRNTE, AV —=ITIAFZERTRDEEIC, EEFFITXTOAWS V=23V ICBERAESNE
T, BHfE. AWSN—FT 423> AOIXRNTOU—Tarphsn/ R haOJICEEL, BEL
= Amazon S3/NT Y NMCOJ 774N EBELET. 52, CloudTrail Y TREE NI RY
RF—R2EZESICHOMLTRETELSICMHD AWS H—ERAERETEETT, FMAICO>VTIRE., &K
ZSRBLTLSESL:

- BN EERTEDEHOBE
FCloudTrail " R—KRENTWBH—ERAEHEE,

TCloudTrail ® Amazon SNS BHIDERE 4

- BHOU—232A5 CloudTraill O 7 7 AN ZZ T2 B RTEHDOT HV > KA S CloudTrail
OJ774)L&ZTW5

I N T O AWS Private CA 72> 3 & CloudTrail IZ& > TOJ IR

&En, AWS Private CAAPI U7 7LV AICRBEIATVET, HIX

l&. ImportCACertificate, IssueCertificate. CreateAuditReport K7 V> 3>z
CHTE, CloudTrail QT 7 7AIIICI RUNERENETT,

BARYNELEEOTIVRNIICR, #FIVIIARNEZERLEAEVSBEBIEENE T, 74T
TATARRIE. ATZHBITROIERIEERT,

« U T ANN root £7=l& AWS Identity and Access Management (IAM) 1—H —5RiHEH®RZFH L
TITIbhiEhESH,

s DOTARYO—=NLEERGR7IFL—23>1——0F7 RS VEtwF1 )T 4 RAEHRZFEH
LTIThbhkhrESH,
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c UOTARABIO AWS H—ERICK2TIThhlzaESH,

M DOV TIE, TCloudTrail userldentity TL Xk Z#SBLTLEEV,

AWS Private CA BB A/ X~

AWS Private CA & CloudTrail &L T, 1—%—, O—JL, ELEAWS O —ERIC&
TERITENEAPI 7O a2 =& L £9 AWS Private CA, CloudTrail Z {8 L T AWS Private
CAAPIUOTARNZUTILRALTEZR) 2T L, Amazon Simple Storage Service. Amazon
CloudWatch Logs, Amazon CloudWatch Events [COJ Z®RETEE T, &k, CloudTrail QT 77 4
WCARRNELVLTUTOFT O3y EARL—23 OO AWS Private CA ZH7R—KL T
WET,

» CreateCertificateAuthority
» CreateCertificateAuthorityAuditReport

* CreatePermission

» DeleteCertificateAuthority

* DeletePermission

 DeletePolicy
» DescribeCertificateAuthority

» DescribeCertificateAuthorityReport
» GetCertificate

» GetCertificateAuthorityCertificate
» GetCertificateAuthorityCsr

» GetPolicy
» ImportCertificateAuthorityCertificate

» |ssueCertificate

» ListCertificateAuthorities

* ListPermissions

 ListTags

» PutPolicy
» RestoreCertificateAuthority

* RevokeCertificate
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» TagCertificateAuthority

» UntagCertificateAuthority

» UpdateCertificateAuthority

- GenerateOCSPResponse - A" OCSP L AR A AWS Private CA Z4HRTHDERNUH—EhFE
EP

« SignCertificate- 2354 7> M IssueCertificate ZHVUHFTEZICERENET,
« SignOCSPResponse - A" OCSP L AR A AWS Private CA ICBBZ L LEEICERKENE T,
« GenerateCRL - A"SEBAE X% A N (CRL) AWS Private CA ZER T D EZICERENE T,

- SignCACSR - A"SRSI#4ES (CA) SEBIEEHR Y T AN (CSR) AWS Private CA ICBEZ L & IC4E
REhET,

« SignCRL - /" CRL AWS Private CA ICEBRB L EEEICERENhET,

AWS Private CA 1 R N D4l

CRLAIL E, BELE Amazon S3ANT Y NCAR RN ZOT77A4ILELTERHETZLDICEE

ETEET, CloudTrail DOT 77 A )IEk, BE—HEHOOJIV NI EELET, IRV NEFEE
V—ANSOBE—-J)IOTIARNERL, VDOIANENETOAY, O3>0, UVIAR
NTX—=BBEDBEREERET, CloudTral AT 77 L)X, NTUY U APIRTHEL OIEFAS T
SNEARYIRNL—ATREBEVED, BEDIEFTRERERRENEEA,

AWS Private CA CloudTrail 1 X MOl & RICRLET,
Bl 1. EIBA AR, IssueCertificate

LT OfIE, IssueCertificate 793> %R9 CloudTral O I KU T,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Issuance",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T19:57:462Z2",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",
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"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":({
"result":"success"

Bl 2: EBA XN, ImportCertificateAuthorityCertificate

LR OHli&, ImportCertificateAuthorityCertificate 79> 3> %/R¥ CloudTrail OY T
vhUTT,

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
.
"eventTime":"2018-01-26T21:53:287",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"ImportCertificateAuthorityCertificate",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"certificate":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1257,
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"limit":1257,
"capacity":1257,
"address":0
I
"certificateChain":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1139,
"limit":1139,
"capacity":1139,
"address":0

},

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

AWS Private CA 4 X2 ~ Dl Version latest 425



AWS Private Certificate Authority I—H—H4A KR

CETZBEDONTZTIL>1—F 127 AWS Private
Certificate Authority

AWS Private Certificate AuthorityZ R T 2 BRICEEN H2BEE. UTOREY VEZSRL TE
=V,

NEY D

« AWS Private CA SEBBEXMOBEORNZ /I 1 —FT 429

« AWS Private Certificate Authority BIAX Y =S O RS TINa—F142 Y

« AWS Private CA Matter 2L QFRAETIZ—OF /N1 —F12 Y

AWS Private CA SEBAEXRFIOBEO NS TN 1 —F14 20
OCSP LARVALATFVI—

REENfMMBOIYSF vy Y 1RITITO CADHEASHENICENATLVDE, OCSP OBE
NELSBZDABEMENHYET, V—2a3aF ) IvoFy vy 100HAEICOVTOEMEE. "FJO—

NIWIYDORY RND—7, Z25RUTLKESY, iAZER. ERIHEICOIVETRTIZ L
ZHEBOLET,

BCERAHASOE)HEL

BCER CARIAZBZHVHIC LRI TERE A, AIASZHENICEVYHETICE., CAZHIBRL X
9o

AWS Private Certificate Authority fIAX Yy — O RS T IL2 21—
TAY

AWS Private CA N> RiEk, WK 2QADEBHTERRITDCEN DY FET, BHNETOHERICET
DHERBEFEHEICOVWTE, UTOXREZESBELTLSEETL,

SERRE R XD ERE Version latest 426


https://aws.amazon.com/cloudfront/details#Global_Edge_Network
https://aws.amazon.com/cloudfront/details#Global_Edge_Network

AWS Private Certificate Authority

Q—H—H1 K

AWS Private CA 4}

Ik 2 TRE 1D HI5k AWS
Private CA

AccessDeniedExcept
ion

InvalidArgsException

InvalidStateExcept
ion

LimitExceededExcep
tion

%I:I

B

BEShEOXY REFERT
PLEHICHERTVEAFA
N, TTA4R—=KNCAICK?
THUOCHLATAHI Y NCE
FEhTLVERA,

AAEDERKREEGEFHD D
TARA, BHBENFX—&
ZEALTITODAIRL I,

BEN TS ETTSAR—K
CA A" ACTIVE JREET &V
Y, JAIAEEZEHMTERE
Ao

FEOREHEES (CA) Ik, RITT
EDHAAED I A -2 HY)

£9, EESNLAAEICE

BENFshTWATSA4R—

NCANIOA—RIZELFEL

oo BEMICOVTIEE., TAWS
EHROVTTFTLUAFA R,

@ "Service Quotasy S8R

LTL<EZL,

1E1E

TOT 7 EAFADOEFEICD
WT Ik AWS Private CA,
ZZSBRLTLSEETVACM (IC
AAENEMTAZEHT
2,

ONROBIYZ21T N 25
BLT, AANFX—2H5F
MTHBDE=2HELET,
FLULVIEREZER TR HEE
k. VOIANEhIZEET
LWOVXLN CADF—54
J7THEATED 2L
TLEE L,

[775AR—KNCAZERLE

FEREET. TTAK—
N CA FEHRINC 5515
A. CAEBATEBLL,
ARBEEHTEEL A

UA—BOBELFEVIT
ARTBICHE. AWS HK—
h by E—ESEVADEL
EE W,

BIAX Y £—>

Version latest 427


https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/

AWS Private Certificate Authority I—H—H4a4K
IC&k 2 TIRE 1B B9 AWS B &1E
Private CA
MalformedCSRExcept AWS Private CA ICEfEE iz CSRAELLKERESh, &
ion AAEEBRER(CSR)Z,. B TEEThTLVBELZHFELE
AMELFRIETEERE A, CP
OtherException RELZ—IC&KY, UVTA ANV RZBER{TLTH
MCERBILEL Lo =9, BENfFRLEVIES
Bk, AWS HR—K £~
B—CHEVADEL
Wo
RequestFailedExcep AWSIREDORY RD—JRE UJVIANZERTLE
tion IC&kVY, UDOTARNNFERHKL T BENFRRLBEVEES
=L, l&. Amazon VPC (VPC) §%
EZRREL T LTV,
ResourceNotFoundEx AMAEERITLETSAR—  BIOFIFT147 CAICFHLY
ception N CARHIBREXTHY ., 7 FHAEBEZVIIANLET,
ELEHA,
BIAXY £—2 Version latest 428


https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS Private Certificate Authority

Q—H—H1 K

Ik 2 TRE 1D HIFk AWS
Private CA

ThrottlingException

ValidationException

%I:

58

JOTARNESHhEAPITD
avik, v4a—2%BBL
ele®h, KBUEL =,

DOTARDAINT X—2
AELL 7A=Y RENT
WazWA, L—HFEAEDE
REEN, VOIANE NI
ABAEDEMEE K Y EIICH
TLET,

1E1E

RITTHHFOEHLA, AWS
Private CATEFAIE h =¥ &
BATWEREWZEEZERELTT
<E=zL,

ThrottlingException
IZ—k. 74— %HEiB
LERETEELS, —KHA
RENRELELDICERE
ITRIENDHYWERT, DI
T—AREL, BITLEO-
WA OA—2%Z2BBLTLVE
WiZae, UVIANZBHRT
LTLSEZL,

OD#F—RIEL EHE, EM
ZVIOIANTBRENT
EET, FHEICOVTE.
TAWS £f0DV 77 LA
4 R, MService Quotas |
BSRBLTLSEEL,

AR ROAANTGA—ED
BXEHE, CADJL—HNEEHA
ENBEMHEZEELET,
BVHEOZEEICOVTIRE,

FTT7ZANX—KNCAZEH
9 % AWS Private Certificate
Authority; 228 L TS &
W

BIAX Y £—>

Version latest 429


https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca

AWS Private Certificate Authority

Q—H—H1 K

AWS Private CA Matter 2¥LOSFBAETS—O RS T I)IL>1—F 4

>

Matter #E##REE, E/ DA X—FXY N (loT) FNAADEF21) T4 —BEMZOLEEUSEE
BHEBRZHREL TVWET, Matter E#LDJ)L— KN CA, FECA, BLROI RIVTF 1T (5HE
BERTD OO Java b7 )L #FEHL T Matter SEBHE % E% AWS Private CA 3% ICH V) £

EE

RTINS 21—FT 4TI’ I D& SIC, Matter BEFE & chip-cert & WD EBAERIEY —)L &2
LTVWET, ROKRIC, VIIFBRETEDIZT—ETORUFEERLET,

IS— &K
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5 traints . KeyUsage. Exte
KeyUsage #iiRld "EE
EX—VITRRENHYE
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0x000000 #EPRF—& R FHERAFHEL
0 TLWIRENHET,

0x000000 FERREDEIHIRA I TL
E £

0x000000 REFAEF I—> OHREEICKK
4 LEL L,

A—ART—ARCBLET 7T L—REEBIRLTVWD C 2R
=L\,

AWS Private CA I&. JL— NEEBAE OHEPRF — Bl FHL5R Z 5 7
Ao CSR Z{EA L T Base64 TIL>— R& h/z AuthorityKey
BZE4ERL., Th%E CustomExtension [CEITHBENHVET,
2WTR, "T/—RERHEE (NOC) DIL—KNCAZT I T 4
FT. 1 BLY "RRFFHE PAA ZTIT17149%. %
<EZEL,

EATRIAAZTOEMHRI NN TVEV & Z/HEL T

CHOIT—IE, RBEE Java OFIZFERE T (C Matter ZEH#L
RIVFTATAABEZERL LD ETDERETHAREMED
To COHITIE, AWS Private CAAPI ZFR L TEYICERE:
KeyUsage ZEL £ T,

F7AIBTRE., &9 EY M®D KeyUsage HL5RIE AWS Privat
AL, 9BBOEY NERDE/NA NIV ET, Matter &
NY REBAPICRDPBENANEEBRITD O, FI—2KREEDN

Matter 2$LDFIAET 5 —
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& 1E

9, k272U, APIPassthrough 7> 7'L — bk ® CustomExter
AL T KeyUsage fEDQIERAR/NA N ERETD LI TE
BICOWTRR, /—REAFHAE (NOC) ZEK TR 2SR T
Lo

BTN I—REZEL Y, OpenSSL K ENKRE D X.5009
DF4Z2ERT2EaE,. FI— RIS —ZEETHLH
REEZITOVEN HYET,

ZWAOALATHBD L ZRFATHICE

1.
openssl Z2FRAL T, /—R (I RIVT A7 1) HE

ECBMBEFI—UNFEENTVB L EZRAELET,
(&, rcac.pemF)L—hK CAGERAE. icac.pem EHE C
£, noc.pemld /— REBAETT,

openssl verify -verbose -CAfile <(cat rcac.pem icac
noc.pem

2.
chip-cert ZfA L T PEM FEX D/ — REEAEZ TLV (&7

=, B ERICE#BRL, TICRLET,

./chip-cert convert-cert noc.pem noc.chip -c
./chip-cert convert-cert noc.chip noc_converted.pen

noc.pem & KT noc_converted.pem 77 AI)IE, X
V=) THEREENEEDEEF 2 EKBEIUTHZIHVENHY)

Matter 2$LDFIAET 5 —
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T Kubernetes Z fRE 9 » AWS Private Certificate Authority

% {#H L T AWS Private Certificate Authority . TLS $ &V mTLS N L EZ £ A RIA L BESLD =
HOFAEZRMTEET, &, FAAZEZJIITABML, Kubernetes >—2L v MNZEMAL, FEEA
ENEHZHEBHL TS, Kubernetes ICIE<EHEAENTWB cert-manager 7 RAVAOA—T>Y —
A7°Z% 4> AWS Private CA Connector for Kubernetes (aws-privateca-issuer) AWS Private
CAZRMLET,

aws-privateca-issuer 7’4 #FERA TR E, ZBU T AWS Private CAFIBAE# RTTE
FJcert-manager. 77974 k. Amazon Elastic Kubernetes Service (Amazon EKS), L0t
L7 XZ—2 KR Kubernetes 7 5 AR — AWS, £z F2 7L XA Kubernetes 75 AX—THEMAT
EET, T4, 86T —FTIFYEARM T —FTIOFYOEATEELET,

AWS Private CA IZld. TO9AR—KRTELBZVHSMAR—ADF—HAHYET, 7OELAQ%fHE
CAARL—>3aVNEEICHEIZIBREHNEGN HDBEEE. AWS Private CA ZFERA L TEEAAE
ZREAts®, AVTSAT O AZYR—NTEET,

(® Note

Amazon EKS T ZETLTWAHFEER., YNRXR—PRA VAN —LITARVIVADEEHIZ
cert-manager& & U aws-privateca-connector-for-kubernetes 7 RFA > ZFEH
TREZRBOLET, FHICODVTR, AWS T 7 RFAZV, 282RLTLKEEL,

A

RORIE, Amazon EKS V5 AZ—TTLS 2R IR HICERATESDA7>a>0—EHERLT
WET, YO TINITARZ—RGO—RNSOH—0OBRICHYET, HEE. TLS TREZhLE
ETHABERI RIRA N EBBILET,
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ELB E @
N }

Pod3

Pod1 Pod2

e I

1. A—RNZH—TOIKT

Elastic Load Balancing (Elastic Load Balancing) l& AWS Certificate Manager —E A& HFEEE h
TWEY, O—RNF Y —cert-managerlc Z4 2V ARN=ILTRDHBEBEEHELBA, T4
R—KNCATACMZZ7OED3aZ>JL, 754X —K CA TIAAEICER L T, Elastic Load
Balancing AV =) Z#EAL CAAEZ A ARN—=)LTEET, AWS Private CAIHEFBEE
NICEHRMENET,

BOFEELT, FFAWS O—RNZUH—CTTAR—NEAZEZRELTTLS 2K TISC
EETEERT,
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ChiZ&kY, VDE—RNISATREO—RNS O —RBOBES{tENEEBEN BHENET,
O—RNZOH—HFEESENTIC AmazonEKS VS AZ—ICEETNEEDTF—4,

2. Kubernetes Ingress Controller TD# T

Ingress Controller I& Amazon EKS 7 2 AZ—RIZHY), O—RNFUH—BLPI—2—& LT
BBEL £, Ingress Controller ZAFHBEND IV TAZ—DOILIY RRA 2 NELTHERATSICE.
UT%2ETTHHENHYVET,

« cert-manager & OWHF%ZA4 2 AM—)LF% aws-privateca-issuer

« S TLS TTAR—NIAERZFEAL T NO—Z—277OE23aZ>JLET AWS
Private CA,

O—KNASYH—EA YT LATY NO—S—BOBEREBSLE N, F—2RBSLE T
USAR—DIY—ACEEhET,

3.7RY RTOKT

FRY RiF, ANL=2ERYRD—DVVY—RZ2HEITZ 1200V FTFOIIL—TT
¥, cert-manager & MEHAF%Z A > AN—)Laws-privateca-issuerlL, 7724 X—KCA %
FALTOZAR—%270ED3 =T 9%BE. Kubermnetes FXEICHUTEEBFE TLS 75
ANR—NAABZRY RICAVARMN—INTEEXT, RY RTKRTTS TLS &k, *7F4ILKT
FOSAZ—AOMDORY RTREEATEEE A,

4. Ry REDLZLBBERE,
AHEEFEALTEBOARY Re7O0E23Z2>J0L T, HELERETEET. ATOZFUF
HFEZSNKT,

« Kubernetes Z@AL T7OEEYa - J9%&, BREBRIMHENE KehET, chick
V., RY REOBERIREENE TN, BCEBRMHEE HIPAA T FIPS EXFEZR®BELT
WEtE A,

s ICK2TBEEIhEIHERXFEAL 27O 3 =% AWS Private CA. ChIllF, cert-
manager& WL ZA VAN —ITEIHBEN H') FTFaws-privateca-issuer, TN
#%. Kubernetes FHSEICIHLU TEEFE mMTLSSEAEZRY RICAVAN—=I)ITEET,

ZRER

Kubernetes AWS Private Certificate Authority T ZFH 3256, UTOZEEBEEICEEL T E
=V,
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cert-manager OV OATHD > NMEMA

CANOIVOARTHIVNTFT O AZFEOEEEWE. cert-manager7 R7 2 for Kubernetes Z £
LT, B CAZFERALTIVZAZ—OIIHEZ7OED 3= JTEXT, FHICODVTR, 7
FGAR=KNCANQVOARATHIRNTOEAICEITZREXFIVTAORANTZO9T1 A1 25 R
LTLEZL,

OJAARATHI R F VAT, BHED AWS Private CASIBHETF S L—NO A EFHTEET,

XD, cert-manager T Kubernetes V5 AX—%27OED I -T2 HICERATES AWS
Private CAT 7' L—RhZRLET,

Kubernetes THR—RhEhTWB T2 7L — JOARATAHOY MERADYR—b
k

BlankEndEntityCertificate_ CSRPassthrough/V1 &L

EE

CodeSigningCertificate/V1 E % xL

EndEntityCertificate/V1 T2 &)
EndEntityClientAuthCertificate/V1 E%& »H)
EndEntityServerAuthCertificate/V1 E2& »H)

OCSPSigningCertificate/V1 E%& zL

AWS Private CA Connector for Kubernetes O A ZBEB L £,

LTOREY 2Tk, AWS Private CA ZfEH L T Kubernetes 72 AZ—HNNBEZREBET D HE
ZRLULET, BIOBIZDOVWTIE, GitHub ® "Encryption in transit for Kubernetes; 228 L T &
=L,

TOAR—RNRAEEFAL T, AMazonEKS VS AR —EDBEZRETHCENTEET,
EEERBITZEIC. XOBEBEHI > TWBEEBRLTLSEETL,

s EFXFAVT ARV —CARODA-TENEBUBT VL AHFAZEFEDAWS THIV K,
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Amazon EKS clusters

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAM",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:AttachRolePolicy",
"iam:GetRole"

1,

"Resource": "*"

"Sid": "EKS",

"Effect": "Allow",

"Action": [
"eks:CreateAddon",
"eks:DescribeAddon",
"eks:CreatePodIdentityAssociation",
"eks:DescribeClustex"

1,

"Resource": "*"

"Sid": "IAMPassRole",

"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::*:role/CexrtManagexPrivateCARole"
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Other clusters

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "GetAndIssuePCACertificates",

"Effect": "Allow",

"Action": [
"acm-pca:GetCertificate"”,
"acm-pca:IssueCertificate"

1,

"Resource": "*"

"Sid": "RolesAnywhere",

"Effect": "Allow",

"Action": [
"rolesanywhere:CreateProfile"

1,

"Resource": "*"

"Sid": "IAM",

"Effect": "Allow",

"Action": [
"iam:CreateRole",
"iam:AttachRolePolicy"

]I

"Resource": "*"

"Sid": "IAMPassRole",

"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::*:role/CertManagerPrivateCARole"

FUBIZ
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Kubernetes 7 5 A2 —, Amazon Elastic Kubernetes Service 7 5 A X —%&ERKT B IC
&, Amazon EKS 74 Y O AR —RHA RESBLTLKEZV, AP TVLSIZ, 9T A
R—ZEREIIRELEHEERLET,

export CLUSTER=aws-privateca-demo

CA & AmazonEKS 95 AZX—AWS =232 FEEENTWVWS , 22U TVRSIC, U—
TAVEGREIIRELEHEERLET,

export REGION=aws-region

AWS Private CA 7' 4 X— NREE#BEI D Amazon Y —AZ—LAL (ARN)e DA YR FTLVKSIZ,
7ZA4X—hK CAARN ZRETIRBEREZERL LT,

export CA_ARN="arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

T5AR—KNCAZERTZICIE. T TFTZ4~XR—K CA https://docs.aws.amazon.com/privateca/
latest/userguide/create-CA.htmIZER T2 1 #SBL T &V, AWS Private CA

KDV TRIITHFAVAR=IEhTWVWA IV E1I—&,
« AWS CLI v2 OFRE

 kubectl v1.13+

« Amazon EKS UAD U ZAX—DiF4E. Helm v3

cert-manager 24 > AN—I)LT %

TZ2AR—NCAZBEATRICE, GIAEZVIIANL, BAL., IAEOEHZEBHILT

%cert-manager>F7 RAVEA VAR —ILTIMBENFHYVET, £, TTAR—NIHAEER
T C& %aws-private-ca-issuer7 A4 E A VAN —ILTBRBENH ') FF AWS Private

C

Ac TRAVETSTAVEAVARN=ILTRIIE, ROFIEEZERTLET,

Amazon EKS clusters

Amazon EKS 7 R7Z > cert-manager& LT Z4 AN =)L ET,

aws eks create-addon \
--cluster-name $CLUSTER \

cert-manager 24 > AKN—ILT 3 Version latest 438


https://docs.aws.amazon.com/eks/latest/userguide/quickstart.html
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https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://helm.sh/docs/intro/install/
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--addon-name cert-manager \
--region $REGION

Other clusters

Helm cert-managerZ#EAL T Z4 A=) LZET,

helm repo add jetstack https://charts.jetstack.io
helm repo update

helm install cert-manager jetstack/cert-manager \
--namespace cert-manager \
--create-namespace \
--set crds.enabled=true

IAM FFE] ZFE T B

aws-privateca-issuer 7’74 LIk, EXVYEMVYTIT IV EAHFANBETT AWS Private
CA. Amazon EKS V7 AR —Tlk, RY RID ZFEALET, OUVTAX—Tlk. ZFEALET

AWS Identity and Access Management Roles Anywhere,

IAM RS —%Z4ERLET, KRS —(F AWSPrivateCAConnectorForKubernetesPolicy ¥
Z—I RRVI—EFEHALET, RUZ—OFMICOVTEF, AWS TIXZR— RARUI—DT7L

> AHA R OAWSPrivateCAConnectorForKubernetesPolicy s ZZ 8B L T &L\,

Amazon EKS clusters

1. ROEFER> —trust-policy.jsonZEL EVSBROT7AIEERLET,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "TrustPolicyForEKSClusters",
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
}I

IAM BfH] 238 ET B
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"Action": [
"sts:AssumeRole",
"sts:TagSession"

}

2. XOOXVRZXITLTIAMO—)LZEKLET,

ROLE_ARN=$(aws iam create-role \
--role-name CertManagerPrivateCARole \
--assume-role-policy-document file://trust-policy.json \
--region $REGION \
--output text \
--query "Role.Arn")

aws iam attach-role-policy \
--role-name CertManagerPrivateCARole \
--policy-arn arn:aws:iam::aws:policy/AWSPrivateCAConnectorForKubernetesPolicy

Other clusters

1. ICRTFENTVBRTSARKR—NCAZBHEIBDNTANT O H—2EKLEITCA_ARN, F
JEICDWTIE, " ®BIA5 % IAM Roles Anywherey 2B L TS &\, RETHEZER
LT, FZANT2H—ARN ZR7FLET,

export TRUST_ANCHOR_ARN=trustAnchorArn
2. ROEFER) > —trust-policy.jsonZEL EVWST7AIEEKLET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TrustPolicyForSelfManagedOrOnPremiseClusters",
"Effect": "Allow",
"Principal": {
"Sexvice": "rolesanywhexre.amazonaws.com"

IAM BFAf 23R ET D Version latest 440
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},

"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"

]I
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:rolesanywhere:us-
east-1:123456789012:trust-anchoxr/TRUST_ANCHOR_ARN"
]
},
"StringEquals": {
"aws:PrincipalTag/x509Subject/CN": "aws-privateca-
issuer"

3. ROIOXRVRZXITLTIAMO—/ILZEKLET,

ROLE_ARN=$(aws iam create-role \
--role-name CertManagerPrivateCARole \
--assume-role-policy-document file://trust-policy.json \
--query "Role.Arn" \
--region $REGION \
--output text)

aws iam attach-role-policy \
--role-name CertManagerPrivateCARole \
--region $REGION \
--policy-arn arn:aws:iam::aws:policy/AWSPrivateCAConnectorForKubernetesPolicy

AWS Private CA VS AR —RTEZA AN —ILTEETS

aws-privateca-connector-for-kubernetes 7 RA>&Z A2 AN—=I)LTDICE, XOOAN>
ReEALET,
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Amazon EKS clusters

T RAVEERLET,

aws eks create-addon --region $REGION \
--cluster-name $CLUSTER \
--addon-name aws-privateca-connector-for-kubernetes \
--pod-identity-associations "[{
\"serviceAccount\": \"aws-privateca-issuer\",
\"roleArn\": \"$ROLE_ARN\"
"

RIS, PRAVATOTATICRBDETHEET,

aws eks describe-addon \
--cluster-name $CLUSTER \
--addon-name aws-privateca-connector-for-kubernetes \
--region $REGION \
--query 'addon.status'

Other clusters

1. 7’87 7 1)L OERK % |IAM Roles Anywhere:

PROFILE_ARN=$(aws rolesanywhere create-profile \
--name "privateca-profile" \
--role-arns "$ROLE_ARN" \
--region "$REGION" \
--query 'profile.profileArn' \
--enabled \
--output text)

2. Connector for Kubernetes THEHAT2 U954 7 NEAEZ LK L. LT &5 IAM Roles
Anywhere L &9 AWS Private CA,

a. VATV NAABOTZAR—MF—ZERLET,
openssl genrsa -out client.key 2048

b. V9747 NIRAEDAAZTERE)VIAD (CSR) ZERL KT,

openssl req -new \
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-key client.key \
-out client.csr \
-subj "/CN=aws-privateca-issuer"

c. UTHASUZA4T > NEAEZRITL FF AWS Private CA,

CERT_ARN=$(aws acm-pca issue-certificate \
--signing-algorithm SHA256WITHRSA \
--csr fileb://client.csr \

--validity Value=1, Type=DAYS \
--certificate-authority-arn "$CA_ARN" \
--region "$REGION" \

--query 'CertificateArn' \

--output text)

d. 94TV NIEABZO-HAILICRELET,

aws acm-pca get-certificate \
--certificate-authority-arn $CA_ARN \
--certificate-arn $CERT_ARN \
--region $REGION \
--query 'Certificate'’
--output text > pca-issuer-client-cert.pem

3. VATV NABEZEALTIZAR—IZ AWS Private CAR{TEZ A ARN—JIL&E
ED

a. awspcaHem URZ NUZEBMLET,

helm repo add awspca https://cert-manager.github.io/aws-privateca-issuer
helm repo update

b. BEIZEZEERL KT,

kubectl create namespace aws-privateca-issuer

c. HICHERULEAEZS —JL Y MIBRELET,

kubectl create secret tls aws-privateca-credentials \
-n aws-privateca-issuer \
--cert=pca-issuer-client-cert.pem \
--key=client.key
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4. AT ZERAL T AWS Private CA #1T&%Z 1 > AKN—JLU &7 IAM Roles Anywhere,

a. EVSBEIDOT7AI%EEKL Tvalues.yaml, L FTHEH TS AWS Private CA 1T
BT 54> %&%ELET IAM Roles Anywhere.

cat > values.yaml <<EOF
env:
AWS_EC2_METADATA_SERVICE_ENDPOINT: "http://127.0.0.1:9911"

extraContainers:

- name: "rolesanywhere-credential-helper"
image: "public.ecr.aws/rolesanywhere/credential-helper:latest"
command: ["aws_signing_helper"]
args:

- "serve"

- "--private-key"

- "/etc/cert/tls.key"

- "--certificate"

- "/etc/cert/tls.crt"

- "--role-arn"

- "$ROLE_ARN"

- "--profile-arn"

- "$PROFILE_ARN"

- "--trust-anchor-arn"

- "$TRUST_ANCHOR_ARN"

volumeMounts:

- name: cert
mountPath: /etc/cert/
readOnly: true

volumes:
- name: cert
secret:
secretName: aws-privateca-credentials
EOF

b. &AL T AWS Private CA ®1T7E&E%Z 1 > A M—J)L L E T IAM Roles Anywhere,

helm install aws-privateca-issuer awspca/aws-privateca-issuer \
-n aws-privateca-issuer \
-f values.yaml
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RITENEMTEDLSICBBIRTHEEXRT, UTOION RZFEALET,

kubectl wait --for=condition=ready pods --all -n aws-privateca-issuer --timeout=120s

RIS, AVAR—=I)LZRRL T, IXNTORY RA READYRREIZA>TVWD L ZHIBLET,

kubectl -n aws-privateca-issuer get all

ZRET DI (Faws-private-ca-cluster-issuer, HT&EDZEcluster-issuer.yaml%& &
CEVSEBIOYAML 77 AL EERLFT,

cat > cluster-issuer.yaml <<EOF
apiVersion: awspca.cert-manager.io/vlbetal
kind: AWSPCAClusterIssuer
metadata:

name: aws-privateca-cluster-issuer

spec:
"$CA_ARN"
region: "$REGION"
EOF

R, DZAZ—REZERLET,

kubectl apply -f cluster-issuer.yaml

RITEDAT—RAZHIELET,

kubectl describe awspcaclusterissuer aws-privateca-cluster-issuer

RDEDBEL AR ANRRENETT,

Status:
Conditions:
Last Transition Time: 2025-08-13T21:00:00Z
Message: AWS PCA Issuer is ready
Reason: Verified
Status: True
Type: Ready
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cert-manager ZfEfH L T AWS Private CA V5 A4 7> NIBAEZEE T 3

Amazon EKS V5 A2 —ZFAL TV EWEEE, TEEENLAHEZFH T/ —NARNTY
TUi#E, L& 2TEBETNhDVTA T NRIAEIAE (B Taws-privateca-issuer TEE
Fcert-manager, chiZ&KV), cert-manager BV ZA4 7 NRALAIAEZBEEBNICEHRTESR
Cl

1. EVWSBRIDT7AIILEERLEIpca-auth-cert.yaml,

cat > pca-auth-cert.yaml <<EOF
apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: aws-privateca-client-cert
namespace: aws-privateca-issuer
spec:
secretName: aws-privateca-credentials
duration: 168h
renewBefore: 48h
commonName: aws-privateca-issuer
privateKey:
algorithm: ECDSA
size: 256
rotationPolicy: Always
usages:
- client auth
issuerRef:
name: aws-privateca-cluster-issuer
kind: AWSPCAClusterIssuer
group: awspca.cert-manager.io
EOF

2. HLWNR—IRISATY R NREAGRIAZEZERLE T,

kubectl apply -f pca-auth-cert.yaml

3. MHENMEREhAEZEZBRELET,
kubectl get certificate aws-privateca-client-cert -n aws-privateca-issuer

RDESBLARY AN RRENET,
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NAME READY  SECRET AGE
aws-privateca-client-cert True aws-privateca-credentials 19m

®UD TLS SIAAZE ZHITT S
_N T cert-manager& aws-privateca-issuer1ARN—J)LEh, AABZRITTEXT,

AEAE )Y —RAcertificate.yamlZEL VS BEO YAML 7 7 1)L &EERLE T,

cat > certificate.yaml <<EOF
apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: example-certificate
namespace: default
spec:
secretName: example-certificate-tls
issuerRef:
name: aws-privateca-cluster-issuer
kind: AWSPCAClusterIssuer
group: awspca.cert-manager.io
commonName: example.internal
dnsNames:
- example.internal
- api.example.internal
duration: 2160h # 90 days
renewBefore: 360h # 15 days
usages:
- digital signature
- key encipherment
- server auth
EOF

ROAXY RzFEAL TALAEZERALE T,
kubectl apply -f certificate.yaml

TOE, ROOAX ReFEAL TARBEOAT R AZHIETERT,

kubectl get certificate example-certificate

BH0O TLS SIAEERKITT S Version latest 447



AWS Private Certificate Authority I—H—H4A KR

kubectl describe certificate example-certificate

RDESBLARY AN RRENET,

NAME READY SECRET AGE
example-certificate True example-certificate-tls  30s

ROOAIV RZFEAL T, ROShEARAEZRETERT,

kubectl get secret example-certificate-tls -o yaml
RO RZFEALT, fdEREZTI—RLTANDZEETERT,

kubectl get secret example-certificate-tls -o jsonpath='{.data.tls\.crt}' | base6b4 -d |
openssl x509 -text -noout

I
RDBIE., AWS Private CA % Kubernetes 7 5 AX—TCHERT2HFEERLTVET,

o H>7)L: Kubernetes N iz DEES1L,
» AWS Private CA & Amazon EKS Z A L /= TLS XM Kubernetes 7 5 A X —

* new AWS Load Balancer Controller Z{£ /A L T Amazon EKS Tend-to-end® TLS &5t 2R ET
»

T Kubernetes 2 =42 ') >4 9% AWS Private CA

Kubernetes 75 AZ—DTTZAR—KNCAZTEZRI)TTBICE., T, THETHTVWERFE%
FERAUEITAWS Private CA UV —ADEZRI T T75AR—NCAZEZRIITTBICIE.
LUTE#ERALET,

* AWS Private CA CloudWatch X N1 2 A

» CloudWatch Events AWS Private CA IC kB EZ&ZU Y
« ZEAL = AWS Private Certificate Authority AP1 J1—)L ® O 52 & AWS CloudTrail

il Version latest 448


https://github.com/aws-samples/sample-encryption-in-transit-for-kubernetes?tab=readme-ov-file
https://go.aws/3ifFNEJ
https://aws.amazon.com/blogs/containers/setting-up-end-to-end-tls-encryption-on-amazon-eks-with-the-new-aws-load-balancer-controller/
https://aws.amazon.com/blogs/containers/setting-up-end-to-end-tls-encryption-on-amazon-eks-with-the-new-aws-load-balancer-controller/
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Q—H—H1 K

ZEAL = Kubernetes D N7 )L 1 —F 1424 AWS Private

CA

OOJk, ROF|Eaws-private-ca-issuerTHBTEET,
1. RYROBWZERBLET,
kubectl get pods -A

2. RITEOOVZRRIBDICE. XOOX REFEALET,

kubectl logs -n aws-privateca-issuer <pod-name> aws-privateca-issuer

3. IAM Roles Anywhere OJ Z &R 7RI BICIE, XOOANY RZ2FEALET,

kubectl logs -n aws-privateca-issuer <pod-name> rolesanywhere-credentials-helper

AWS Private CA RITED AT —RXAZHERITZICE. xOWThhrEERALET,

RITEDEMHNIEBEOTVD 2R IAICR. KOOV RZFEALET,
kubectl get AWSPCAClusterIssuers -o json | jq '.items[].status

LARARGRDESIZHEVYET,

{
"conditions": [
{
"lastTransitionTime": "2024-07-03T13:56:37Z2",
"message": "Issuer verified",
"reason": "Verified",
"status": "True",
"type": "Ready"
}
]
}

RITEN ReadyREIZHE > TWEVWIEE, message” 1 —J)L REFFHKITEN ReadyiREE

BASEEHICEITZIEHRERMLET,

ICEETE

NSTNZa—Fa42Y
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AEAEDEBHIBEOTVR L ZHFEITSICE, XOOXY R2FEALET,
kubectl get certificates -o json | jg '.items[].status'

LARZAGRODESIZEVYET,

{
"conditions": [
{
"lastTransitionTime": "2024-07-03T13:58:13Z",
"message": "Certificate is up to date and has not expired",
"observedGeneration": 1,
"reason": "Ready",
"status": "True",
"type": "Ready"
}
1,

"notAfter": "2024-10-01T13:58:127",
"notBefore": "2024-07-03T12:58:127",

"renewalTime": "2024-09-16T13:58:12Z",
"revision": 1

AEEAE A" ReadyREETIE B VIBE., message” 1 —JL RIZI&, FEBAE D ReadyREICEIETE X
AMOEEBHICETAIBERNIRTENET,

Version latest 450
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AWS Private CA Active Directory i & U &

AWS Private CA &, ICHERMAEEZRHTHEICEERTE £9 AWS Managed Microsoft AD,
AWS Private CA Connector for Active Directory (Connector for AD) 232 &, 7L IZANDT
VER—TTAXCAREOMOY—RIN—FT 1 CAZ., FIETHEBETINLTSAXR—NCAICEE
BMABDENTE, ADNFEETDZI—H—, JI—7, BN VICAHEZBERTEDLSIC
BVET,

T Connector for AD % 9 % & AWS Managed Microsoft AD , AD ENNT VY OF—A(2 T3
ARTZOFYZIUSIRICBITTRDCET, AVITLIZIAAVTISARNTVF v 2R TEE T,
F>7 L XA AD AWS Private CA T 2R T%BE. < D#EEE AWS Managed Microsoft AD
Connector EFEFEENE T,

(N =R/
« Connector for AD Z¥]b THEATZHE

« Connector for AD D E&E

» AWS Private CA Connector for Active Directory O Z BiiA 3 %

» AWS Private CA Active Directory D XU X
« Amazon EventBridge Z £/ L T Connector for AD ZA X NBEE T 7D 5= a2 IlHEET S
« AWS Private CA Connector for Active Directory ICB8 3 2BBO NS TN a1—F12 9

Connector for AD Z#] TER T2 5E

Connector for AD 2] THERATHHESE. LTI a2 2d0ICHEEEE2HEBHOLET,

o & & AWS Private CA

 Directory Service & &

Access Connector for AD

Connectorfor AD (Zl&. >V —J). AWSCLI, BT APIs ST IOEATEET, IV —
JL. AWS Private CAd> VY —)l., £EERE AWS XX X N>V —)L /N\—T Connector for
AD %##3% 93 & T, Directory Service A V=) OAXRIRIZTIVEATEET,

Connector for AD Z¥]b TEA T 25HE Version latest 451


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html

AWS Private Certificate Authority I—%—HA KR
M
#E

Connector for AD &, O#gEE U TEIMEIE AWS Private CA L TEEAEThET, XL LVVE
<Dk, T7SAR—NEHI#EE, TSAR—NEII#EEZBLU TRITITHIAHEOREOXKT
9,

B#H M AWS Private CA BI& 1B IC DWW TIE, AWS Private Certificate Authority " Bl& &R, £#581R
LTLKEEV, AWS BIEFHEY —)l TAANZRBEDEETEERT,

Connector for AD D& E

COtEIa>nOATY 7k, Connectorfor AD ZEFH T2 DRIREZFHETT., AWS T HOU N
PEEICERENTVWBCEZFRELTVET, COR—DOATY7TZ2RTLES, ADAOIOX
DRDERERBTEET,

ATV 1. 2#ERALTTTA4XR—N CA 24K T3 AWS Private CA

FALIVRNIUATD T NCABHEERT IR EONT S A X— NFUALHEE (CA) ZRELET, #
MICOWVWTE, "TOFEREHES AWS Private CAL ZZRL TSI L,

Connector for AD ZERTBICE, 7’TAXR—K CA N ActivelREETH B UENHVET., 754
R—KNCADHTSIVRNBILREBENFEENTVRIXENHYET, HBEOBEVWTSAR—K
CAZFERALTIOARIZZERLLD>ETRE, ARV ZDERIZKBLET,

AT Y 7 2: Active Directory 2t Y K7 Y 733

TZAR—=KNCAICMAT, RETZAR—KNITZIRVPC)ICTITATTFALIRNINBET
¥, Connector for AD &, Directory Service M 2RIt T B UTOTFA LU N RATZFR—KNL TV
9,

« AWS Managed Microsoft Active Directory: Directory Service Tl&. Microsoft Active Directory (AD)
ENZ—Y RY—EREULUTEITTELXT, AWS Directory Service for Microsoft Active Directory
& E£®(E N AWS Managed Microsoft AD, Windows Server 2019 Z#FHL TVWE T, Z2FEHTS
& AWS Managed Microsoft AD, Microsoft Sharepoint X* 71 A X L Net & KT SQL Server X— &
DT 7VTr—>3a2BEAWS VZTR, FALONIRBOD—YVO—R%E TRITTEERT,

« Active Directory Connector: AD Connector I&, 75 RICEHRZEFrv 28T, F4LIKND
JOTANZEA>T L ZAD Microsoft Active Directory ICURX AL I KNTEZTFALIRNUST—K
JIATY, AD Connector &, Amazon EC2 TRARENTVD RXAM U ADEHRZTR—KNL
TVWET,

& Version latest 452


https://aws.amazon.com/private-ca/pricing/
https://calculator.aws/#/createCalculator/certificateManager
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector
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(Active Directory Connector W) AT Y 7 3. U—EATFTHVO U NZT o1
AFAIZEETS

(® Note

T4 L2 ~1J AWS Managed Microsoft AD T Connector for AD Y —E XA Z &R TS &, B
MOT7OEAFANFBBNICEEETIhET, CORRRKHFELDIFIRFAFY T TEFT,

Directory Service AD Connector ZERT3KICIE, Y —ERATHIO NIEBIMOERZZETIT S &4
ENfNHYVET, Y—ERATHDRNIT7 oA MA=)ILJAN (ACL) ZE&EL T, ROKEE%E
FALET,

e Y—ERTUTINILE (SPN) EZhEEICH L TEMS L OBIBRT S,
c LTOOYFFCRRBEEERDLOEFRLET,

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

 NTAuthCertificates FRiE#4E (CA) 721U N EERB RV EFH T 5, 7F: NTAuthCertificates CA
FTOITORNIBEETZEER. TOFATDIVNIEREEZEFITDXEN GVET, 7721
NAFEEL B VB A, PublicKey Services AT HICFAT DI O N EERT2HEREZEET
PRENHYNET,

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,CN=Configuration

23, M Connector for Active Directory )R k1) THIFA AI8E% PowerShell AV U7 RN &FERAL T,
Directory Service AD Connector Y —ERAT7 ATV MCABBEBMOT VAR T ZEETEERT,

(_0)17 1) 7 I\ Lj: NTAuthCertificates WL\HE*&BQZ-7 oI 7 I\ E'f’ﬁﬁ‘lbi?o

ARIVTROBHEN— 3 EEARROFMIC OV T, GitHub VRS ~1J MO README %38
LTLEEL,

(Active Directory Connector D) AT Y 7 3: H—EAT ATV NIT OV EAFTE2ZETD Version latest 453


https://github.com/aws-samples/sample-aws-privateca-connector-for-active-directory
https://github.com/aws-samples/sample-aws-privateca-connector-for-active-directory
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ATY T 4IAM RS —ZERT S

AD ORIV RZEEKTBICIE. OFXIX)Y—ADOERK. Connector for AD H—ERAEDT S5 A
R—KNCADOHE, BLTF 1L U NJIZ&KD Connector for AD H—E ANERZHFAT TS IAM R
) —HNFRETT,

ChRFRI—HY—~XFR—I RKRUZ—0FITT,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "pca-connector-ad:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCextificateAuthorityCertificate",
"acm-pca:ListCexrtificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate"”,

"Resource": "*",

"Condition": {

"ArnLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V*"
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-ad.amazonaws.com"
}

ATV T 4 1AM RS —%ERT S Version latest 454



AWS Private Certificate Authority

Q—H—H1 K

3
{

}

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication"”,
"ds:DescribeDirectories",
"ds:ListTagsForResource",
"ds:UnauthorizeApplication"”,
"ds:UpdateAuthorizedApplication"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpcs",
"ec2:DeleteVpcEndpoints"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:DescribeTags",
"ec2:DeleteTags",
"ec2:CreateTags"

1,

"Resource": "arn:*:ec2:*:*:vpc-endpoint/*"

Connector for AD ICl&, OV —ILEOX RSAOEBTEMD AWS RAM 7 7t AFFa[ A 4

2T9Y,

ATV T 4 1AM RS —%ERT S

Version latest 455
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JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect":
"Action":

"Allow",
"ram:CreateResourceShare",

"Resource": "*",
"Condition": {
"StringEqualsIfExists": {

"Effect":
"Action":

"ram:

"ram:

"ram:

1,

ram:

ram:

ram:

ram:

'ram:Pxrincipal”: "pca-connector-ad.amazonaws.com",
"ram:RequestedResourceType": "acm-pca:CertificateAuthority"

"Allow",

[
GetResourcePolicies",
GetResourceShareAssociations"”,
GetResourceShares",
ListPrincipals",
ListResouxces",
ListResourceSharePermissions",
ListResourceTypes"

"Resource": "*"

AT Y 7 5:Connector for AD T7SAXR—KNCAZHRETS

H—EATIUINILEEEZFRALT, 754X—K CA Z0%%Y X AWS Resource Access
Manager T —EAEHBETIMXEN B ET,

AWS V=) TAXRVZ%ZERTDE., VY—AHREN BHNICERENET,

EFEALTVY—ARLERZERT 25EE AWS CLI, create-resource-share AN REFEALEXT

AWS RAM ,

A5 v 7 5:Connector for AD T/ S A RX—KNCAZHETS Version latest 456
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ROOAIZ RTUY —AHBHNIERENET,

$ aws ram create-resource-share \
--region us-east-1 \
--name MyPcaConnectorAdResourceShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority \
--resource-arns arn:aws:acm-pca:region:account:cextificate-authority/CA_ID \
--principals pca-connector-ad.amazonaws.com \
--sources account

CreateConnector 2O BT H—E AT U /NILIZIE, PCA ICK T ZEEAERTERIH VY E
F ., Connector for AD 2T 25 —ERXAT U /NILIZ&K D AWS Private CA )YV —AAND—RT
JEAZBETICIE. CalledVia #FEHL THERZHIBRLET,

ATVT 6 TFALINVBRREERT D

Connector for AD b —ERAZF ALV RNUTRALT, ARIENTFALIRNIEBETED LS
L ¥ 9., Connectorfor AD H—E RAZRBAIT2ICE, F1LINUEREERLET, F14LIKNY
B2ROEROFEMICOVTE, TFALINIEZGZEETS) 25BLTLSEETV,

ATYT 1 E'EF1VTATIN—T28RETS

VPC & Connector for AD ARV ZBOBFER 2H L TITHhET, ChiZlE AWS

PrivateLink, VPC T/R— KN 443 TCP 2B< A NI RIL=I)I2FE 2EFx1VFT14TI—7 (K
A ABETT, ARIVEZDERFIC, cOEFI1VTFATIN—T2EBREhFET, YV—ARAEHA
RLELUTIEEL, VPCOCIDR7OY VZBIRTEET, CheecSICHIRTAZEETEET
(IP. CIDR. £¥1UF 44 )L—7 ID 2 &),

ATVT 8 TFALINIVATDOIONDRY ND—DOF I EAZERETS

FALIRNIVATSIONIRG, RORXADSF US4 VEBRERAT—XAZ7OMNIIL (OCSP)
EEERRE KRR AN (CRLs) ZRIATDEODNT VY IAL U R—FY NTIORANBETT,

* .windowsupdate.com
* . amazontrust.com

RERBEZT IV EAIL—I:

* OCSP LUV CRLBEICHKETT,

2FYT 6 FALINIRBEERT D Version latest 457
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TCP 8@: (HTTP) to 0.0.0.0/0

« Connector for AD IZCAETT,

TCP 443: (HTTPS) to 0.0.0.0/0

« Active Directory ICHETT,

TCP 88: (Kerberos) to Domain Controller IP range

TCP/UDP 389/636: (LDAP/LDAPS) to Domain Controller IP range, depending on Domain
Controller configuration

TCP/UDP 53: (DNS) to 0.0.0.0/0

FINARINT VY DA BZ—FY RO EANBWVES, SIAEORTEIS—I— RTHEHIC
KMUET, WS_E_OPERATION_TIMED_OUT.

@ Note
AMazon EC2 A VARV AMEF 1 VT 1IN —T7%2KEITZDHEE. ATY77TRELE
FAVFTATIN—TTHDBEFHYEBA,

AWS Private CA Connector for Active Directory D BRI 3

AWS Private CA Connector for Active Directory ZfEf T3 &, RIAEHSLDOLHIZTTAR—

N CA # 5 Active Directory 7 IO NMCREAEZRITTEE T, ARV RXEERKTHE, AWS
Private Certificate Authority 74 L O NUA T T O NNFIAER UV ITIARN TR LSOOI RK
1> N& VPCIZHERLET,

A ERITIAICE,. ORV2E, TOORIEXODAD BT TL—hE2EBLET, T27
L—hZ#EKTDE, ADTIIL—TOERHAZRETEEXT,

Ky

- HROBDHIIC

s ATVZ 1L ARV B EZHERT D

« AT Y 7 2: Microsoft Active Directory 7R > — %X E T D

FUSIC Version latest 458
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« ATV 3 TUTL—bhZEERTS
« AT Y 7 4:Microsoft I —7"OF7 VAT ZHRET S

B3

ROF1—RD)FITE, ADAOORIREARIEZT 7L —N2ERTZ7OAICDOVTE
BBLET, COFI—RNUTINIZRESIZE, £ 202 a3 ICBBENTVIHRKEZ/LETH
ENFHYET,

ATV 1: ARV %EKT S

OV 2 EERTDICE,. T £283BL T & WActive Directory BD X0 X DERK,

AT Y 7" 2: Microsoft Active Directory RS> —%&5RET S

Connector for AD &, 8FHEDOIIN—TRIS—FTZ T UK (GPO) REERRFELIGFERTE
FtA, GPOF. ADUVIITANDEEANDI—TFT 127 AWS Private CA . £z ORRET—
N—REAEMRET—N—\NOIIN—TFT 12T ZHBLET, GPO BREN BUMBEH/ES., VIITARNY
EULLKIL—=—F A2 TEnZVagEEN H V) £F, Connector for AD SREZBE L TTARNTZDES
ERRETT,

TN—=TRV—RBGARIVZICEEFTFSNTHY., 1 2O AD ICHL TEBOORIV X ZERT S
CEETEET, JI—TRIV—BENRBZHE. BAXIVEINOT IV EAHHZEETZOR
l_ﬁ_;iﬁ_cujo

F—R2TL—BUOHELOEFIUTF 11E, Kerberos 8KV VPC REICK>TEREYWET, VPC
T OEATEDALBLSHTE, MiETDAD ICHUTHRIEENATVWBRY, F—27L—FU0H
LEITSZENTEET, Child AWSAuth DERNICHY), RBAUERAENERBEIHERLETT,

ZEH T %155 1E AWS Managed Microsoft AD, Y > R%ZfEF L T Directory Service enable-ca-
enroliment-policy, AWS Managed Microsoft AD € > AR AD RX A2 NA—Z—T GPOs
ERELET,

ROOAX >V REFE, RXA2A NA—F—0OBFZBMILET,
$ aws ds enable-ca-enrollment-policy \

--pca-connector-arn MyPcaConnectorAdArn \
--directory-id MyDirectoryId

e DHEIC Version latest 459
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AD Connector 2 92 5B81F. XOFIEZFEAL T, IRV ZDERBICERE N URI 215
GPO #¥ERLET, COATY SIE. Connectorfor AD ZAY —)LEERFEIAIRSA D SME
AI2DI_HETT,

GPO Z:RET %

1.
2.
3.

10.
11.

12.
13.

14.

15.
16.

DC TH—N—NRXR—Iv—ZHEFT,
[V=ILIEBBL, OVV-ILOELBICH2 [JIL—TRIS—EE] ZBRLET,

[ZAZLAR]>[RXAV]IICBBILET, RXAMVBRZERL, RXAMZZHFIVYILET,
FEORXAVIZGPO ZER LTIV UT %, 2 BIRL, BAIIC PCA GPO ZA DL E
ERD

CNT, HLKERLE GPO N RXAVEDTICRRENET,

"PCAGPO. ZEIRL., "w&KE.L ZERLET., XA TOJTRY JANBRE, Thisis alink
and that changes will be globally propagated (c &> o ThY) ., BERFEEKICERAEOE
F) EVSBEXYE—DFRRENES, XVE—2JRTELULTBRITLET, JIL—7RU
—EBITANEEXT,

FIN—TRIV—BEBIF (42, T, [AEI—ZDERE] >R —] > [Windows RE] >
[EF21UTFAREI>[NT VY IF—RII—](7F2ILAEER) ICBBLET,

[(F72ITORRAT7)ICBEBL, [EASY—ERITA TN -AEZRHRAR) > —] Z8RL
E S

F7723a> 7T, [REETFIL 2 [BMICEELET,

[Active Directory BRIV —1 A" F>2 T, (AW ICB>TVWBR L ZHRLET, [Add] GE)
ZERLET,

AAERRR) S —H—N—D1 2 RIUNFHAKEIT T,

ARV R EERLIEEECERENEAAZEERR)S ——N—TI RKRAV hE [BRY—
IN=RVZ—URIZAD] 71— RICABLET,

[BREER 4 7] (& [Windows #EB] DEXICLET,

[T £ BRUET. RIEFRIL LS, [BI] BBRLET. LA F7OTKY FAFBUE
T

FIAEY—ERITATU N -GERAEERRID—]ICRY, HILERLEIRIZOELCH
BDFIVIORYDAZAVIILT, ARV EETTAILRNDBBRRIZ—IZLET,

"Active Directory B8R 1> — Z&EIRL. THIBR, ZBIRLET,
BREXATOTRY VAT [F W] Z#IRL T LDAP XR— AN ZHIBRL £7

AT Y 7 2: Microsoft Active Directory RIS —ZRET 2 Version latest 460
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17. [EAEY—ERIZAT N> [EABZERRI> -1V 142 RUT[EA] & [OK] Z=FRL .
AUET,

18. INT VY OF—RUI— 72 )NRIBEBL., [AAEY—ERITATU N - BBHER] 1R
LET,

19. [REETIIN]|A7>a>z2 [BMICEELET,

20. (HIRVINOIIAEZEFN T2 & (EABZEMID]) OMALN AV ICBHE2TVWD L ZMEIL K
T, HOBRERFZTOERRICLET,

21. BHA., OK Z#IRL, XA 7OJRY VRAZHUE T,

RIZ, A=Y —BEAONTIY OF—RII—ERELET, [I—H—FE]>[RUV>—]>
[Windows R&ZE] > [EF 2 UT A BRE]|>[NT VY IF—RUS -] CBBLET, ATYTE6H5R
TYZT2NETOFIRICH>T, I—HF—REAONT VY UF—RUZ—%RELET,

GPOs ENT VY OF—KRUI—DRENTTITDE, RXAMADOAT D T Nk AWS Private
CA Connector for AD (CSEBAEZ ) VT ARNL, ICK>TRITESNIEAHEZRBLET AWS
Private CA.

ATYT 3 TUTL—hZEKTS

TU7L—heERTRICE. "1 ESRLIKETVIRIZT VT L—hEERT %,

AT Y 7 4: Microsoft I —7TOTF VL AHFA%2RET S

Microsoft FIL—7" DT U AHFUZHRETDICIE. "1 258 L TL & WConnector for AD 7>
T7L—RNOTF7O0ANO—ILIVRN)ZERTD,

AWS Private CA Active Directory D X9 X

OtV a>OFETIE, Active Directory (AD) ARV X DER, T 7L —HRMDERE., LV
Active Directory AWS Private CA EDIREFEICOVTHBALET, chsnARL—> 3 &,
AWS Private CA Connector for AD 32V —)J)L, ® Connector for AD 29> 32 AWS CLI, k&
Connector for AD APl Z £ L T AWS Private CA R{TTE £ 9,

(® Note

AWS Private CA Connector for AD I& £ BZIZHEEE N TVWET A AWS Private CA, 2
2O —EAICKBERID APIls, FFMIC DWW T, TAWS Private Certificate Authority API

ATV 3 FUTL—NEERTS Version latest 461


https://docs.aws.amazon.com/privateca/latest/APIReference/
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References & TAWS Private CA Connector for Active Directory AP References 28R L T
<EzEL,

Active Directory D IR U Z D ERK

d2Y—=)L, AN RS 4>, F&E Connector for Active Directory @ APl Z £ L T AWS Private
CAORVRZERTDICIE, ROFIBICHWVWET,

Console

A2V - z2EALTOARI R ZERTBICE

AWS PHIONZHA42 L, T AWS Private CA Connector for Active Directory 122V —JL
ZFE £ I https://console.aws.amazon.com/pca-connector-ad/home

1. ¥IEY—EADOT T 12 R—IFE 2 [Connectors for Active Directory] R—2 T, [OX
V&R EERLET,

2. [7°Z 4 X— K CA Connector for Active Directory Z#ERK] R— T, [Active Directory] 2%
2avICERZEAALET,

« [Active Directory X/ 7' Zi&R] T, XD 2 DOFEATAEZZATOWVWThA ZBIRL £
£

« AWS Directory Service for Microsoft Active Directory — IC & 2 TEEE 115 Active
Directory Z 187 L & 9 Directory Service,

« AWS AD Connector Z{g & /27> 7L X A Active Directory — AD Connector Z £ L
T, AV7T7LZATHRARNLTWVWS Active Directory I 7 7 E2ALE T,

c [TFALIRNVZEEBR T, VARNASTALIRNUZBRLET,

Tk, FALIN)DOERZRIRT D E, Directory Service AV —=IILAFLWD 1>
ROTHEHEERT,. HILLFALIRNVDERNFET LS., AWS Private CA Connector
for Active Directory AV —J)LICRY ., FALIRNJDOVARNZEHLET. HILLFA
LORN)MBIRAEICE>TVWBETTY,

OXRUZOER Version latest 462
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® Note

T4 LU NI ERERTDHESE. Connector for AD (& Directory Service 1>V — )L
TREEhZROTALINIZRATOHEYR—RLTVWBEITFELTLE
L,

« AWS Managed Microsoft AD

* AD Connector

s WVPCIZVRARANDEFIVFTATI—T%2BR] T, VAN SEFIVTATI—
TEBERLET,

T, [BEF1VT 4TI —7%"ERK] Z:&RL T, AmazonEC2 V=LA 5 [&
FAVFATIN—TZ2ERIR—DEFLVI A RITHLKZLETEET, ¥V
TATIN—TDERNTT LES, AWS Private CA Connector for Active Directory 1>/
V=ILIZRY, EF*1VFT14TIL—TOVANZEHLET, HLLEF2IUF1T)I—
THBRAEICE>TVRERTTY,

8. PP7RLABATEO23>T, ROATIVHSBRULET,

« IPV4-H—ERAAD IPV4 B Z2BHICLET, TALIRNJERARNTZIXNTOHYT
ZYNIZIPVA T RLAEEANHDBEICOIK, COATaAEBIRLET,

» Dualstack - H—EAAD IPv4 & IPv6 DA S DEZEZEMNICLET, COATT a3,
FALYORNYERARNTEDIRNTOHTZYNZIPVA £ IPv6 DFEEOT KL AEEHN &
DHEEICOHMERLET,

4. [TZ7ANR—KFRELHBEE 023> T, UARNASTZ4R—K CAZERLET,

T, 75A4RXR—NCADER ZBIRTBEETEET, chllkY, HILLWIIUR
TN T A R— NERAMBINR—IC AWS Private CA 1>V — LA BIE £ 9, CA DERD
57 L7&5., AWS Private CA Connector for Active Directory 1Y —JLIZEREY, CADU R
RZ2EFHLET, LWL CAFERAEICE>TVWBETTTY,

5. [BT —FAT>3aVIRAUTRE. ADVY—ADXEF—2ZEALLVHEIBRLIZVY TE
T, FTRFF—ELEOXFIRTT, F—RGIY—RABABOEOTHRITNEERS T, ER
FETT, CcORAMUTR, VIV—ROBEFEORINFT—TIICRRENET, UTFTOT Y
JAVHFYR—RENTVET,

c [RUDEE] ZBRLT[RTDEBIR—DZREEXT,

OXRUZOER Version latest 463
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s FLWaJZEM ZBRUTRITEZERLET, [F—] 71— RE, FET [fE]
71— RIEERBEADLET, [EEZREF ZERLTEXITZHEHALET,
« RTDEICHD [HIBR] RE22 2 BRL THIRNREL TN =L, [BEZREF] 2:ERL
THELEY,

6. VELZBEREANLTCRRABZEZERL LS, [OXRI X EER] ZiBIRL £, [Connectors
for Active Directory] DFHIR—IAFHE, IRV XDERPICETRAZERTEET,

ARV EZOERZOCAANRTLES, TOAXIRICHY—ERATUINILEZEI)HT
x5

API
APl ZFERAL TRV X EERTDICE

APl Z £ L T Active Directory ORIV X Z4EK TSIk, AWS Private CA Connector for
Active Directory APl ® CreateConnector 72> 3> & ERALE T,

CLI

EFEAL TRV R ZERTSIZIE AWS CLI

CLI ZfEH L T Active Directory AO XUV X ZERT B ICIE. D AWS Private CA Connector
for Active Directory 2923 > T create-connector X > RZEAL £9 AWS CLlI,

AFXVRTUT7L—hZEKTS

TUTL—RE, RITENELAABENEDISICRRENDD, BRI TA T MARAEZED
FSICNEITRINICETEIRENIARNTT, ROFIETR., TUTL—RNEZERTEIHFEICODVT
HALET,

Console
V=) ez2ERALTT 7 L—MNEERTDICE

1. AWSTHIOUNIZHA242 L, T AWS Private CA Connector for Active Directory 1
V=)l &ZMEEThttps://console.aws.amazon.com/pca-connector-ad/
home ,

2. [Connectors for Active Directory] JARNA S IRV X &BIRL, [FHlERT) ZBRLET,

Fo7L—NOER Version latest 464


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateConnector.html
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3. ARVROFMR—IT[T7L—NEI23>zZRO0, [T7L—hZER] ZER
LEXrT,
4. [TUTL—RNZERIR—DO[TVTL—MERFE] V23> T, WThADOEEFT
>arvzEBERLETD,

s [BRIERENIETTL—RPSHEBI(TF72ILN)—AD 77V T—3VAOERRE
hTTL—RODUARYSERLET,

« [O—REHF]
- [AE1—23]
« [RXA4>OY NO—5— ORI
- EFSEEI—-Y 1IN
s [BERI—2JIVN]
c [BRI—2IVH ArE1I—27R)
» [IPSec]
* [Kerberos F23]
« [RAS 8 &LV IAS H—/¥—]
« [AN—RA—ROTFH2]
- [EBERVANDEE]
« [A—Y—FE]
« [D—DAT—> 3 2F85L
s HERLEBEFEDOT V7L — N SBB] — UBIICER L EDRZALATTL—FDU AR

ASERLET,

c [ZEHOTVTL—RMDSHB] — E2L<FLLVFTUTL—MOERZRKTZICEK.
DAT>IVEBRLET,

5. [[EBEBORE]| V>3 T, COTVTL—MNIEIKARABLODVTUTOREZER

LET,

« FIAERA 7| —[1—Y—|fAEE [OVE1— R AHENESSZER TN ZIEE
LET,

- [BBER] — 0TV L—NIESVWIAHENBHEREFMCTRIL ESH EER
LET,

- [BRHAE —FRIAEOEMHEZ. BE. B, B, A, FLEFOERETEELET,
7_"/7°L/—|\55$)?;%| fEid2 #fE T 95 Version latest 465
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- [EXHE] — IS0 ERHEZ, BE, B, B, B, FLEFOBERETEELXT.
EFHBEEMED 75% 2EABVWRSICTRIHLEN HY KT,

« [ 7219 hHB]— Active Directory ICEENZBHRICETVT, Y7 T IVRBILEDS
FA7a e 12U EBIRLUET,

® Note

PBLEE1 DO TZIIVNEERLER YT IONREBEAT IV EZEET
PRBENBHVNET,

- [HER]

« [#£EB®& &L TO DNS]
« [TFALORNUNA]

« Email

« (7229 MDRER]— Active Directory ICEENZDBRICESIVWT, Y7219 h0RK
BRILEDR AT arzE 1 DUEBIRLETD,

® Note

PBLEE1 DO TPIVNEERLER YT IONEBEATOIVEZEET
PUBENBVNET,

« [F1L O KV GUID]

- [DNS ]

* [RXA 2 DNS]

* Email

« [Y—EXTVZZNILE (SPN)
o [A—Y—T U /NILE (UPN)]

6. FIABOUIVIANUEBERFEOATZ 32| I3V T, UTOAT>3a>oWdhry
ZEBRLT, 7V7L—NIESVTIAREOEMNEEELE T,

. b
F7L—KNOERK Version latest 466
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- [BREBESIL]
c BREAN—NA—ROOTFV]

EII_I;

RIZ, ROBEDSEBMCTRIENZERLET, #7732, SAECAMNICELST

RERYET,

- [BUMRAEZHEIR (T—HAT7 LBV
s NBTILIVXLEEDS]

« [LOARR—NAREBRT T4 X—KF—]

REIC, SIHEREA T3 EBIRLET, 723, SEHEOBWICK>TERY)
£¥9,
c [A—H—AHREAETT]
- [BEHRICI—H—ICTOY T NEXRF]
e [BFRABICI—Y—IZ7OV7MERRL, I—HY—ADZERT 3]

7. [P7V5—=>3> RIS —=1®02a>T, BRATRT7IVT5—>232 R —%2FNXNTGE
RUET, FAARERR)—F, BHROR—DJICEEN D>TERRENETT, —ZORD
=&, LEIDOREICKYEFICEBRENATVEIEEN HYET,

8. [AARLTTV—23a R —1€023>TlRk, 707L—KNCHAZRALOID ZEN
L. Z70T5—=232 RIS —DILGRNIEEN ESH ZIBETEERT,

9. [BEL®RE|EY>3a>T, COTFVTL—NIES<KIAHAEORENMRELZATOAT
A SEIRLET,

10. [JIN—TEFTA Va2 TR, BRICEATDT7L—b BFOTIL—7., FFazk
WTEFRT, b, [HLLWIIIL—T7HTEZEBM AREXZBRLTHFLWIIIL—T5HFT
ZEMTBDEETEXRT, CORRTROBEHREERTZD 73 —LHNBHEEXRT,

« Display name (RR%)

s [EF21F7 1EEIF] (SID)

« [E4#] (ALLOW | DENY | NOT SET A7~ 3>)

- [BE%E] (ALLOW | DENY |[NOT SET WA 7> 3 )

M. [TY7L—KNEBEHMAB] V3> TR, AD TERENE1 D2UEOFTTL—KY
BEDT7TL—NTEE#H S Z &% Active Directory ICBHITE £, [Active Directory

Fo7L—NOER Version latest 467
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BEMRABZTUOTL—hZEM ZERL, BEBMAZTVITL—MOREEZEETS
L_é:‘C\ BEMRDTUTL—FEEALET,

12. [BT —F723VIRA2TR, ADDY—ADOXEZTF—2ZBALEVHEIBRL Y TE
F9, FTRF—ELEOXFIRT T, F—RVY—ABEOELEOTHEIThEFES T, EE
FETT, CORAUTR, VDI—RAOBREORINT—TILICRRENET, UTOT Y
arvhAYR—RhENTVET,

c [BTDEE]|ZBRLT[ZTDEBIR—DZHEET,

c FLWERITZENM ZRBRUTETZERLET, [F—]171—JLRE, FET [fE]
71— RECBEREADLEY, [(BEZRTF] ZBRLTEZITZERALET,

- ZTDHEIIHD [HIBR] RE > 2B THIBRRRELTY—I L, [BREZRE] Z1ERL
THELXT,

13. BEBBEREADL TERABZHIELLES, [TV7L—hEEK] ZEBRLET, T5&
[T 7 L—NOFEME ARE. ¥ﬁbb‘7_'/7|/ N D E DFERD 7_'/7°|/ I\@ffﬁ%ﬁt
EHIBR, JIL—TEHAOERE, BEEThDTUTL—FDE EE 2T DEE, ARERE
EOBRBBEROBREZTOI LN TEXRT,

API

APl Z2ERLTORIETVTL—NEERTDICE

AWS Private CA Connector for Active Directory APl T CreateTemplate 7 7> 3> ZFEAL &
E

CLI

EEALTORIEZT 7L —MEHERT S ICIE AWS CLI

@ AWS Private CA Connector for Active Directory 29> 3> T create-template N> R&Z £
L&E9 AWS CLI,

Active Directory DT> 7L —NEEH TS

dA2Y—=J)b, AN RS A4 >, £zl& AWS Private CA Connector for Active Directory @ API Z £
LTTU7L—RZEFHITBICK, ROFIEICRHRVET,

TUTL—NEEHFHTD Version latest 468
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Console
A=) a2ERALTT 7 L—NEEHRITDICE

AWS PHIONCHA 4L, T AWS Private CA Connector for Active Directory 1>V —JL
ZB& FJThttps://console.aws.amazon.com/pca-connector-ad/home o

1. Connectors for Active Directory D'V ARNT, 7L —NZEHITRZ ARV XZERL &
To ARVEDTVTL—RNERFERVEET IO, mE ZBIRLET,

2. ARIVEZDTUTL—BNOFHR—IT, wE 2BRLET, 7OVT N> TEHRZIT
WEKT, TVTORMENTTLES, REFEZERLTEEZREFLET,
API
APl ZERALTT7L—hEZEHITZICE

API| T Active Directory D77 L— RN EZE#H T5IZ1E. AWS Private CA Connector for Active
Directory APl @ UpdateTemplate 79> 3> ZFERALE T,

CLI

ZEALTTU7L—MZEFHITSICE AWS CLI

CLI ZfEA L T Active Directory DRV X EE#FH TS (CIE. D AWS Private CA Connector for
Active Directory £ 3 > ® update-template AN > RZEHAL £9 AWS CLl,

Connector for Active Directory "7 7L —NDEEZZIET S HE

AWS Private CAl&, 95472 MRV —F+ V2 12EHITDE, SKFIEICTTL—H
ZRVD—CEBRALET, ChiCRF, T27L—RIL—T0OF70AONO-ILIVNIDOEE
HEENET, VAT FY Y2 12EMIBE, FRAARET7L—NMIOVWTIORT A
ICOTVZEITLEY,. BHBREOEFDOBE, 7747 NEROFHEOVThARZEREAIC—
HIBAASTERITLET,

- AIASREHMHPBATT,
« AARAENFVZATRTNAALLFEELEEA,

FHEHOBE, V74T NEARIRICVIVERTID LD, RITTBELSICTVTL—NE
RETILENHYNET,

TUTL—NEEHFHTD Version latest 469
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FNYITFTRHEEEF. RUS—F vV 1%2FEHTIOIUFLT, T07L—MNOEEZTSICHERT
EEXT, TOEDICE. 95472 NTRD Powershell N> RZEITLET,

certutil -f -user -policyserver * -policycache delete

Active Directory D ARV X &2 —ERRT S

AWS Private CA Connector for Active Directory 1>V —J)L &zl AWS CLI ZFAL T, FTEL TL
ARV E—EBERTRTEET,

Console
A=) Z2EALTORIEZO—EZRRITBICE

1. AWSTHIKNIZHA42 42 L., T AWS Private CA Connector for Active Directory 1
oV —)L%ZM&E X T https://console.aws.amazon.com/pca-connector-ad/
home .

2. [Connectors for Active Directory] U AN DEHREHEFZELET. GLOR—DBSZHEATS
E, ARV ZOEBOR—D2BHTEET, FIAXIZE 17T, F7FILMTRERUTO
BRINFRRENET,

« [AFVZID—OXI2O—E®D ID,
c [FALORNUA]— ART RICEEN TS 1 iz Active Directory 1)V — A,

c [ARV X ORE] — ARV ZORE, MY BBERE. ERR] [T 2T 471 [HIBRH] | [KH]
T9,

c [M—ERTVINILEAT—RA]— ARV RICHEF TS hTVWARY—ERATU NI
A (SPN) DAT—2 R, BV B2ERE. ERP]| 7T 171 [HIBRP]| K] TS,

c [FALYRNUBEAT—RRA]—TFTIYSIARNTFALIZ—DOBBAT—R A, BV 1B3E
. HERA] |77 4 71| [HIBRF] | (LK) TT,

- MERER] — ORIV RERKORALARARV T,

OAVYV-IIOELRBOEETA I 2BRIDE, R—JICRRENDIARIZOHZE, [R—2
A X REZFEALTRRIZDIRITIZDBENAZINAATEET,

API

APl ZERALTORIZD—EZRTIDICE

ARV 0O—EBERTR Version latest 470
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AWS Private CA Connector for Active Directory APl T ListConnectors 77> 3> ZERLE T,
CLI

ZEALTORIZZ—ERTTSICE AWS CLI

list-connectors AN RZEFERAL TRV RO —E%ZXRRLET,

ARV RT7L—bhZ2—EXRRTD

AWS Private CA Connector for Active Directory 1>V —JLE Ik AL TAWSCLI, FiEL
TWBIOXRIROT VT L—NE—BRRTEET, ARV ZT7TL—KK, AWS Private CA
BlankEndEntityCertificate_ APIPassthrough/V1 7> 7L — KN ICETVWTWE T,

Console
Y= &2ERALTT7L—hD—EZ2RRITDICE

1. AWST7HIURNICHA> 4L, T AWS Private CA Connector for Active Directory 1
V=) %ZM& £FJhttps://console.aws.amazon.com/pca-connector-ad/
home .

2. [Connectors for Active Directory] J ARNA S IRV X &BIRL, [FHlERT] ZBRLET,

3. dARVEBDFHMR—DT, [TU7TL—M I3 oERe®RILET, ELOR—DE
SEFEATRIE, TUVTL—MOBEROR—TEBETEERT, E7T7L—ME 1177,
LT oOBEHIINFRRIENET,

c [TUTL—RB]—AFHOBITUTL—HME,

c [FUTL—RMDARATF—BA]—FVTL—RNDAT—2RA, BMVYEBEZERE. [7OT17]|[H
B TY,

« [T7L—KMNIDl—TFT>7L—bhO—EHEF,
API
APl ZFEAL TRV XN —EZRRTDICKE

AWS Private CA Connector for Active Directory APl @ ListTemplates 72> 3> & FRAL T, 1§
EENEARIRZROT VT L—KE2—ERRLET,

TU7L—hOD—BXRTR Version latest 471


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListConnectors.html
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CLI
ZEALTORIRZ2—BERTTSICE AWS CLI

list-templates AN > RZFAL T, EELEORVZOTT7L—MO—EZXRRLET,

AXRD ZOFHO KRR

Connector for Active Directory @2V —)L, AN RZ A2, ¥il&E APl T AWS Private CA X%
VEOFREDFHFMERRTDICE, XROFIEICHWVWET,

Console
AV —=)ZERALTOXRIZ0FEMERRITSICE

1. AWST7HIUKNICHA2 4L, T AWS Private CA Connector for Active Directory ~1
V=)W E FJhttps://console.aws.amazon.com/pca-connector-ad/
home .

2. [Connectors for Active Directory] V ARNA S XV X &RIRL, [FHllEZRR]) ZBRLE T,

3. dRVEDFHAR—IT, [ARIVZDFMRAOFEHE2HIELXT, ABRFRADODESY)
T9,

« [AX2 2 1D]

« [ARVEZAT—RA]

« [ZDMED AT —Z AFFM]

« [Od%% % ARN]

« [EAEBRBRRUS—F—N—TIT2 RRAU K]
« [TFA4LOKNUE]

« [F14L O KV ID]

« AWS Private CA #%&

* AWS Private CA status

« IP7RLARAT

« WVPCIVRARAVNEEFIVFTATI—7

4. [TU7L—=RIRA2TR, ORIV ZICHERTSNTVWERT T L —NEERELREER
TEET,

RV ZOERR Version latest 472
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5. [W—ERZTUVZNILE SPNRA2U TR, IRV ZICHEFTFSNTVWAHF—ERAT
DINILNBERRTERT,
6. [TALIRNVBRIRAOTR, ARV ZICHERTSATVWARTFAILINIBRERTE
EFREETEERT,
7. [BY —FAT723VIRA2TRE, ARV RICEERTSNEZT ZERFTLEEETER
EE

API
APl ZERALTORIVZO—EZRRIBICKE

AWS Private CA Connector for Active Directory APl T GetConnector 7 723> & FERALF T,
CLI

ZEALTIORIRZ2—EBRTFTSICE AWS CLI

@ AWS Private CA Connector for Active Directory 22 3 2 T get-connector AN > RZFEAL
¥ 9 AWS CLlI,

ARV RTU7L—bhOFHERTTS

Y=L, AN RS A2, £7zl& Connector for Active Directory @ APl Zf£H L T AWS Private
CAOXRVRTUVTL—PNORENDFHFMERTITBICE. XROFIBEICHVET,

Console
OV —=)z2ERLTORIEZT 7 L—MNOFEHERTTDICE

1. AWSTHIURNICHA2 142 L, T AWS Private CA Connector for Active Directory _1
YV —=)L&ZBEFEThttps://console.aws.amazon.com/pca-connector-ad/
home ,

2. [Connectors for Active Directory] J ARNA S IRV X &BIRL, [FHliEXRT] ZBRLET,

3. dRVERDFHMR—2T, [T7L—NEI2a>oEHhze®wEL. RETDHTTL—
NZBIRLET, [FllERT) ZERLET,

4. FHMER—TO[TUVTL—NOEHI RAVIZE., TOTL—NCETIROBEHENI RTREN
£9,

« [TV7L—hE]

FUTL—KNERR Version latest 473


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetConnector.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-connector.html
https://console.aws.amazon.com/pca-connector-ad/home
https://console.aws.amazon.com/pca-connector-ad/home

AWS Private Certificate Authority I—%—HA KR

- [7>7L—NKID]

c [TU7TL—RMODAT—RA]

c [FYTL—RAF—ION—T 3]
c [FU7L—bON—232]

« [T>7L—h ARN]

- REAER A 7]

- [BEBERFIBHICE>TVWET]
- [BXEIA]

- [EFTHEIRA]

c [B72 T MNEDEH]

c (72T NOREBOEH

« [REAEDUIIARNEERRDKE]
- [BS7ONAME—0ATI]
« [F—TILOdVRXLA]

c [BNE-HAZ(EY M)

« N2 aFIIdVRXA

. [BS7O/NAH—]

.« [F—ERILRORE]

CORA Tl [MRE]. [HIBR], BRT[T7UV2aV|REZEZFERALTROT O3> aER
T9BEETEET,

. fmEE

- [Delete] (HI&)

c [IN—THFUZER] —FMAICOVWTR, "TIIIN—TETIOEAFANHRE Z2SRL

TLEEL,

s [BRENBDTO7L—MEEEB]—FMICOVWTE, "TLEI—CER, 25RBLTLKE

=L\,

« [BTDOBEE] — FHMICDOWTIE., TConnectorfor AD UV —ADRT T, #2838BLTL

EEV,

[EXTOIFAEMEEFBRER] — CORFILELY, FUT L —KOXT¥—)N—T 3
FTo7TL— I\’Eﬁj’ Version latest 474
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Directory FIL—7 DI XTOX U N—F., TEOT7L—FMEFERALTHRITEALHLYL
SEFREZEZITHY) 9, FMICDOVWTIE, "UpdateTemplate APl 2B L TS EE L,

5. TORAVICIE, TVTL—FOREEZEETEDRTHN—SICRTRENET,

c [FIN—TEFU—OT7TL—bZEFERAL TAIRAEZEET S Active Directory &7
N—TOHFTERTELVOEEBLET, FHMICODVWTR., "IIIN—TET7O0EAHFT%RE
ET2, BSRBLTLIEEL,

c 77V —23 RIS —]—FTO7TL—=—NT77V5—23 2RI —BRRBRUE
BLET, FHICOVTER., T77U5—>3 RS —0EN) YT, 23RBLTLKEE
(AT

c [BRENBDTOTL—BN —BEENDTUOTL—FERTBIUOBEEBLET, FHlICD
WTR., TLE2Z—EERL Z2RBLTLSEETL,

c [ROFAT72a—ZOFT T L—RNIRTBIRIFHERTIBIOCEEBLET, FMIC
DWTI., TConnectorfor AD DY —ANRTFH, #SBLTLSEETL,

API
APl ZERAL TRV ZO—EZRRIBICKE

AWS Private CA Connector for Active Directory API T GetTemplate 72> 3a>ZERL XTI,
CLI

ZEALTORIRZ2—BERTTSICE AWS CLI

@ AWS Private CA Connector for Active Directory 292 3> T get-template AN > RZfEAL
¥ 9 AWS CLlI,

TALUVRNIBREEETD
Console
A2V —LZ2EALTFALINIEREZEETDICE
ARV Z20T7T 14 LU NJEEE, AWS Private CA Connector for Active Directory 1>V —JL®

Ry ZFLARLASEBTEET, COREYITHE, FRTEAEEATS I ICOVTHAL
£7,

FALORN)BRE Version latest 475


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplate.html
create-ad-template.html#create-ad-template-console-12
create-ad-template.html#create-ad-template-console-12
create-ad-template.html#create-ad-template-console-9
create-ad-template.html#create-ad-template-console-15
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplate.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-template.html
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1. AWSTHIUKNICHA2 42 L, T AWS Private CA Connector for Active Directory ~1
V=)W E FThttps://console.aws.amazon.com/pca-connector-ad/
home .

2. EROFET—>3>IUTT, [TALIVNIER] 2RBRLET,

3. [FALIVRNVEBERIR=JIZE,. LTOT71 =)L REELEREEXTAILINVDORNIKRTR
EhFET,

«c [FA4LIRNUIDl—FALYRNUD—E®D ID
[FALIRNVEB]—FALIRNYRXAVHARNE
[FALOIRN)RALT]

[(BBEIR] — BBROAT—R A, YR—REhTWBEE., CREATING | ACTIVE |
DELETING | FAILED T,

[TFALORNIDAT—RA]—FALIRNIDAT—RA

[FALONUEBR 2EALTHL VBREERTEET,

4. BEOEHIZ, RRENTVREROFHLS 1 DZBRTEXT, I5&., [BEFROFMHER
RIAREE[TALINIOBRER] REROFBVCBYET, [BROFMERT RZ>
ZOIYVOIRE, BROFMERN—ZHAREXRT,

5. [TFALIRNIBROFME] RAVICERDBHRIRRENET,

c [FALIBN)RXAUH A NE]

[ZF4LOKNJUIDl—F4LORNUD—EDID, V2>V %&EIRTDE, AWS Directory
Service AV —=I)LICBBLET,

[FALORNURAT

[RAF—BA]—F4ALIRNUDAT—RR
[FA4LORNUBZEARN]— F 4L OUKNJEEOD Amazon VY —AH
« [ZDMDORAT—RARH]

6. [ARTEBLTH—ERTUTINILE (SPN] KA Tlh, IXT 2D SPN £ EETE %
T, BMCOVTR, TORIZ0OFEET, 28BLTIEEL,

7. [BY —ATYIAVIRAU TR, AD UY—ADXRZF—REBAL I EIBRL V) TE
£F, RTRF—LEOXFIRT T, *—RUY—ZABEOEOTATNEAS T, ER
EETT. CORMUTR, VY—ROBEORI N TF—TLCRTRENET, UTOTYH
SaAUAYR—RERTVET,

FALORN)BRE Version latest 476



https://console.aws.amazon.com/pca-connector-ad/home
https://console.aws.amazon.com/pca-connector-ad/home
ad-spn.html
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c [RTOER]ZBRLT[ZFTOEBIR—DZHEXT,
s FLWETZEM ZBRULTRITZERLET, [F—] 71— RE, FET [fE]
714=)LRICEHFRZADLET, [EEZRF] ZEBRLTEITZEHRALETD,

« ZTDHEICHD [HIBR] RE 22 BRL THIBRRRELTY—I L, [BREZRE] Z1ERL
THELXT,

API
APl ZHERLTTFALINIBRZEEITSICE

YERX: AWS Private CA Connector for Active Directory APl @ CreateDirectoryRegistration 77 2
>3z,

EX#8: AWS Private CA Connector for Active Directory APl ® GetDirectoryRegistration 7 2=/ 3
o

1) A b: AWS Private CA Connector for Active Directory APl @ ListDirectoryRegistrations 7 2
>3z,

HilBX: AWS Private CA Connector for Active Directory APl @ DeleteDirectoryRegistration 7 9% 3

\I

o

CLI
CLIZERALTTF/ALIVNVBRREZERTDICE

fERX: ™ AWS Private CA Connector for Active Directory 243 3 > T create-directory-
registration ANX > RZEAL £F AWS CLI,

HY#8: ™ AWS Private CA Connector for Active Directory £ > 3>/ IC&% % get-directory-
registration I~¥ > R AWS CLl,

1) A v: @ Connector for Active Directory 22> 3 2/ I8 % list-directory-registrations AN > R
AWS CLIl, AWS Private CA

HIBR: ® AWS Private CA Connector for Active Directory 292 3 > IZ % % delete-directory-
registration I~¥ > R AWS CLI,

FALORN)BRE Version latest 477


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListDirectoryRegistrations.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteDirectoryRegistration.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-directory-registration.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-directory-registration.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-directory-registratio.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-directory-registratio.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-directory-registratios.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-directory-registratio.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-directory-registratio.html
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Connector for AD 77 L—NOF7 VAN NO—)ILIV RN EEET
7]

oA MAO—=III> RN, E®D Active Directory ' )L.— 744 E D Connector for AD 7> 7
L—NOFAEZZRFETESD D, FLREERTERVAZHEIHL ET, Connector for AD TJI)L—
TETOEAHFNZERELFIERTEDHESIE. Active Directory A 5T IN—TFTT 0Dt
F1)T7T14HBF (SID) ZIEEETADHENfHVYET, SID &, XD PowerShell AX > RZFHAL T
BB TEET, SIDs DFMIC DWW TIE, Microsoft Directory Domain Services RFI1I X ~hDtF 1
)7 4 BB FOHEIZESRBLTSEEL,

$ Get-ADGroup -Identity "my_active_directory group_name"

RDOFEEE., Connectorfor AD T 7 L—RNOTOEATIN—TIORN) ZERBLVCEET DA%
Z2RLULTVWERT,

Console
AV —=I&2ERALTT T L—RNIIL—TOF O AHFUTZERTBICIE

TIN—T%ERBTE, BEOTVTL—NOTIVEAFART V7L —MOFHMEAR—DHSEE
TEERT, FMEEOVTR, "JIRIETVTL—bOFHZERTIZ) ZZRLTSEEL,

REDTV7TL—NOARAELZERTEDIELRIBRTEZVIIN—TIENTZHTZREL &
T JIN—T0EF21)T1HBF (SID) ZEEELET. RIZ. JIL—T0ORFHATE BHER
AAZRELET, BRHERETICE. BREADEROMASZ "L CREITILEND
WERT,

API
APl ZERALTT7TL—RNIIL—TOF7 O AFAZEETSICE

YERL: AWS Private CA Connector for Active Directory APl @
CreateTemplateGroupAccessControlEntry 7 732,

E#: AWS Private CA Connector for Active Directory APl @
UpdateTemplateGroupAccessControlEntry 7 7> 32/,

Enf§: AWS Private CA Connector for Active Directory API @
GetTemplateGroupAccessControlEntry 7 232/,

FO7L—=KNF7oEAONO=ILI KD Version latest 478


https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-identifiers
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-identifiers
https://docs.aws.amazon.com/privateca/latest/userguide/view-ad-template.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplateGroupAccessControlEntry.html

AWS

Private Certificate Authority I—H—H4A KR

1) A b: AWS Private CA Connector for Active Directory APl M
ListTemplateGroupAccessControlEntries 7 9> 32/,

HilBR: AWS Private CA Connector for Active Directory API @
DeleteTemplateGroupAccessControlEntry 7 2> 32/,

CLI

CLIZBALTT>7L—KNIL—TOT IV EAHAZEETDICE

{ER: AWS CLI®D AWS Private CA Connector for Active Directory 29 3 > @ create-template-
group-access-control-entry Y > R,

BE ¥ AWS CLI® AWS Private CA Connector for Active Directory £ 3 > @ update-template-
group-access-control-entry Y 2 R,

EX{8: ® AWS Private CA Connector for Active Directory 22> 3>/ IC&% % get-template-group-
access-control-entry 1< > K AWS CLI,

—E R AWS CLI®O AWS Private CA Connector for Active Directory 222 3 2 0 list-template-
group-access-control-entries AN > R,

HiIBR: AWS CLI® AWS Private CA Connector for Active Directory 22 3 > @ delete-template-
group-access-control-entries 1Y 2/ R,

Y—EAT VI NILEDORE

ARV EOY—ERAT VI NLBEZRETDHECODVWTHALERT,

Console

AV =R LTH—ERATVINILEZERTDICE

BEEDO AD XV 2O —ERX7T IV N)LE (SPN) ., ARV RXAOFHMAR—INHNSEEBTESE
T, FHMICOVTE., "TFALIRNVBEEOEE, O "View connector details; 258 L T
=L

API

APl ZFERALTH—ERTVIINILEZEETRICE

YER: AWS Private CA Connector for Active Directory APl @ CreateServicePrincipalName 7 2
>3z,

H—ERTUINILE Version latest 479


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-template-group-access-control-entry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-template-group-access-control-entry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/update-template-group-access-control-entry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/update-template-group-access-control-entry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-template-group-access-control-entry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-template-group-access-control-entry.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-template-group-access-control-entries.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-template-group-access-control-entries.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-template-group-access-control-entries.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-template-group-access-control-entries.html
view-connector-for-ad.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateServicePrincipalName.html
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EXf8: AWS Private CA Connector for Active Directory APl @ GetServicePrincipalName 7 2> 3
o

1) A b: AWS Private CA Connector for Active Directory APl @ ListServicePrincipalNames 7 2
>3z,

HIBR: AWS Private CA Connector for Active Directory APl ® DeleteServicePrincipalName 7 %

CLI
CLIZBEALTHY—ERTV I NILBZEBTDICE

YER: @ AWS Private CA Connector for Active Directory 29> 3 (2% % create-service-
principal-name Y > K AWS CLI,

EXf§: ™ AWS Private CA Connector for Active Directory 2223 IC&% % get-service-principal-
name Y > R AWS CLI,

1) A ~: @ Connector for Active Directory 2923 2/ 128 % list-service-principal-names AV > R
AWS CLI, AWS Private CA

HIEX: ® AWS Private CA Connector for Active Directory 293> IC&% % delete-service-
principal-name ¥ > K AWS CLI,

Connector for AD )Y —AND X T {F+

A9%, To7L—N, BLRUOFALIRNIOBRIIATZEBRHATEET, X2THFTEITS>ED
V—ALAXZTF—2FENEch, BEEEEBICKRISET,

Console
AV —=)I&2ERALTIUY—ADRINFHEEETDICE

BREVY—-AOETRFE., VY—AOFHAR—ZTERLET, FHICODVTE, ROFIEZ
ZRLTSEEL,

« ARXIVETV7L—bhOFEZERTTS
s TALOVKNVBERDOER

Y Version latest 480


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListServicePrincipalNames.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteServicePrincipalName.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-service-principal-names.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-service-principal-name.html
view-template.html
directory-registration.html
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API

API ZFERAL TV Y —ADORITR T EEETDICE

& 7' AWS Private CA Connector for Active Directory APl ® TagResource 797> 32,

24 % —ERRTS: AWS Private CA Connector for Active Directory API 0
ListTagsForResource 7 V> 32,

Untag: AWS Private CA Connector for Active Directory APl @ UntagResource 77> 32/,

EE-BET—RZ28UCATOIIVRNOIRINELTERT2FERATERT, LEL, RTZ0DE
DICEANZBETEZHER (PI). BEBR, #BEBFRZANBZVLTIEZL,

CLI
CLIZBEALTUY—-ADRI NI ZEETRICE

&7 ® AWS Private CA Connector for Active Directory 222 3> 0 tag-resource AX > R
AWS CLlI,

RT % —ERRTS: O Connector for Active Directory 292 3 - &% % list-tags-for-resource
N> R AWS CLI, AWS Private CA

Untag: ® AWS Private CA Connector for Active Directory 292 3 2/ IC&% % untag-resource N
>~ R AWS CLlI,

Amazon EventBridge % £/ L T Connector for AD & 1 X > NEX &)
MPTUTr—23a Ickheds
Connector for AD l&. Connector for AD THRETZD AR NEFEALTTZ7UVr—>3> 0 R—%

> RETEEL. AIVANY—LATOEREBEATEIAARY NEBRT T U — 3> (EDAs) I
HHALZENTEET,

FERE, FHDONTXR® Connector for AD A R RARELEEEIZ, 8D AWS H—E R F
FEAARAZLAODADR—ZFX N E2RUOB T ENTEEXT,

- AEABHNER T ND D, ERDI KRB L5E,
- AEAENBERET DD, BRFIKRMLET,

EventBridge & DiE& Version latest 481


https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-tags-for-resource.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/untag-resource.html
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chZ175IZI&. Amazon EventBridge Z £/ L T Connector for AD A StV 7 NI 71 HR—
ZUNCARYNE)N—T 42T ULET, Amazon EventBridge &, 1R NEFERALTT7 VT —
2AVAVKR—FUNEERITDIH—N—LAH—EATH'). Connector for AD & ED AWS H—
ER%ZE, BMOO—RPARL =3I VBLTARY NBBERT—FTFIOF v ICHBRICHEATEE
C

EventBridge A" Connector for AD 1 R N ZIN—FT 12T F DK%

EventBridge A" Connector for AD A R NEBET D HFERFRXDESVY) TT,

Connector for AD I, <O AWS H—ERXEFHIC, 1R MEERKL T EventBridge 77 # )L
RARYMNAZEBLET, AIXRIMNARIL—Z—THY, AIXRVNEZELTEEENLEE
BEXPEX—TYNIBELET, Z—TY KNI, 20O AWSH—ER, HARLT7U—>13
V. SaaS N—RKF+—TFT7 V=23 %8B ENTEEXT,

EventBridge l&. A1 XY MNATHERENIEL—IICH D TAR N ZERELET, - &I,
TANER—FLEBGBARNNE—2EZEBELT, REBARVNOKZAZERLET, /X IHMAXR
YRNARIZEEE NS UIZ, EventBridge AR R EZIL—ILERBLET, 1RV IHFIL—I
_—¥9BE. EventBridge IEEENEZ—TY NCARNZBELET,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

A NS N " '@- Amazon Web Services
mazon ~ even
- -—1T -2 rule ? @—
Web Service ,D - ey pEI ttern
1 1 Event buses

event T
rule | { patcern 17 Q:t) -@- HTTPS endpoints

AD AR NAOZROZ

EventBridge ([CIEE& 115 AD 41 R M Connector M) A MZDWTIE, EventBridge 1 X2 K1)
77L>2A®D "TAD A Connectory REY VZZRL T EE,

AR NDOIBIE
AWS H—EZAASDIRTDAR NI, XD 2BEOTF—EZHFEENET,

EventBridge " Connector for AD f R N& ) —FT 1 T T2 5% Version latest 482


https://docs.aws.amazon.com/eventbridge/latest/ref/events-ref-pca-connector-ad.html
https://docs.aws.amazon.com/eventbridge/latest/ref/events-ref-pca-connector-ad.html
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c AIRVRDY—ATHD AWS H—E R, IRV NFERENLERZ, AIRVRNFRELETAHY
VhEWEEE, AIRVNIETEIXRTF—REZECHBEO 71 —I)ILREY K~ ChS5O—EHE
714—=)LROERICOVWTIE., TAmazon EventBridge 1R KU TZF7ZLUVAL O TAR NDOE
By EBBLTEEL,

« detail 74 —J)LRICE. TOREDH—ERAAMRYNIEABOTF—ENBEILET,

Connector for AD A R NZ—HT DA R NNEZ—2 DER

ARVYRNNE—2 ., BIRTBDAARNCEDDF—REEETDHIAILE—TT,
BARYRINEZ—=2VIEISONFERXDAT ST IRT, LUTHAEEATVET,

c AIRVRNERETDH—ERA%EREB TS source B, Connector for AD 1 R NDFE, V—
Al T9Jaws.pca-connector-ad,

c (AT BETIDARYNEDOEIIZED detail-type B,

c (A7 23aY) BEVREBLDEFOMODARY NTF—RZET detail B,

FERE, ROARY NINRZ—> Tk, Connector for AD A5 T XTOEERAERY S —FERINAAN
VRABIRENET,

"source": ["aws.pca-connector-ad"],

"detail-type": ["Certificate Policy Enrollment Succeeded"]
}

AR NNZ—=2ORBROFMI-CDOWVWTIE, TEventBridge 1—H'—74 Ry @ TEvent patterns |
ZESRLTLSEEL,

EventBridge S DA X NDEE

Connector for AD SEFREZI)L—ILDZ—45"Y NELTETEET, <hlIZ&k), Connector for AD
&, 2D AWS H—ER, HAZRLT TV —>3>, SaaS/N\—hF—RE, SEITEHEY—AND
SARVNEZETERT, FHMICDOVWTIEE, EventBridge I—H—HA R, ® "TAXRNIHDT
BDIL—=IDER 2SRLTLIEETL,

Z—TYRNELTEETED AWSH—EADRL2BZVARMIDWTIE, EventBridge 1 X2 MU
J7LYAD "2—7Y 8471 #5RLTEEL,

AR NNE—2 DER Version latest 483


https://docs.aws.amazon.com/eventbridge/latest/ref/overiew-event-structure.html
https://docs.aws.amazon.com/eventbridge/latest/ref/overiew-event-structure.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
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AWS Private CA Connector for Active Directory (CBE I 2 RERED b
Z7Na1-FT142Y

Z55NEWMIE. AWS Private Certificate Authority Connector for AD DRIBED M EISEICKRILS
7,

NeEY D

« Connectorfor AD I5—OJ—ROKZII)NZa—F14>2Y

- Connector for AD XV ZDERKBMONZ TN a—F1427

» Connector for AD SPN D¥ERKXBORNZ TN 1 —F142 T

« Connectorfor AD T 7’L—hOEHICEIZEEONS TN 1—TF127

Connectorfor AD T ——ROKNZTIN>a1—F1429

Connector for AD l&, WK DA DERTIT—XAYtE—J2REELET. FEIT—CETOHERICET
PHRBEHICOVTR., XoXRZZRLTKEEVL, ChsOI>—Ik. Amazon EventBridge AT
TA1—=FARY N (AR KNY—RA: aws.pca-connector-ad) ICH T RIS 47334, Windows
TOFHEREZFEALTZETEEXT,

IZ—3—R BARE & 1E
0x8FFFA000 Kerberos F8iE [CKB UL EL 1, TFALIRNVICTOEATESC

E. BRTIVTAT MY 1—H—
FEEAE1I—XTHD =k
#LET, BFEREFHALTVS
BEE., VY—AY—ERTU>
SINILZEBIELET AWS . Active
Directory Ul Z /A LU TEERAS 2 B8
LTW3IEEWE. gpupdate /
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REBRICERLTVWBZEZRIRELTVWET, COR—ZDATYTZETLAES, SCEP AN
RVBDERICELENTEEXRT,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "pca-connector-scep:*",
"Resource": "*"

},
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{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListCertificateAuthorities”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate"”,

"Resource": "*",

"Condition": {

"ArnLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APICSRPassthxough/V*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-scep.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [

"ram:CreateResourceShare",
"ram:GetResourcePolicies",
"ram:GetResourceShareAssociations"”,
"ram:GetResourceShares",
"ram:ListPrincipals",
"ram:ListResources",
"ram:ListResourceSharePermissions",
"ram:ListResourceTypes"

]I

"Resource": "*"

}
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--region us-east-1 \
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--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCextificateAuthority \
--resource-arns arn:aws:acm-pca:Region:account:cextificate-authority/CA_ID \
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--sources account
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Jamf Pro ®E/NA L F /N4 ABEE (MDM) > AT AT, Z/IPERAIHEES (CA) AWS Private CA &£ L
THEATEET, COHARTE, RADRIZEERL &I JamfPro ZRRET D FEICOVWT
FHBALET,

SCEP HA Connector ® Jamf Pro Zi%E 9 %

CDFHA RTIE, Connector for SCEP TEH T2 LS IZ JamfPro Z5RETHHEICDVTEAL
£9, JamfPro & Connector for SCEP ZIEFEICERET D L., VNEX—I RFNA AICSEREZ T
AWS Private CA TZE3&LSICBVYVET,

Jamf Pro O E#
JamfPro MEZEE., "OEH#HZR/BIELTVAMLENHVYET,

« JamfPro CAIFAER—ADRAZEMI_ITRRELZEFRMICTIHSEN HVYVET, CORED M
C2WTE, JamfPro RFI XKD JamfPro EF 1 U F A BRER—DESBLTLSEETL,

AFYT1(ATTIY - V) TSARK—RKNCADT AV H—T UV NEBBTS

TAVH=TIVRNETZAR—KNCAD—EDOHBFTHY ., O ATLRTTVTr—>3>
ENEHZMIUTDIEEZEIZCADTATFUOTATAZRIATDEHICHEATEET, FRAHE (CA)
TAVH=TVINEHFIAC I ET, XR—I RTINS ARFERLED CA ZFBFAL. FEEIhD
CANSOHMKIAZTEZ IV IANTEET, JamfPro TCCAT7 AV H—T VN 2ERTHIEED
EOLET,

TTAR=NCADTAVH—=TI N EERTBICIE

1. AWS Private CA 1>V =LA S, F& GetCertificateAuthorityCertificate ZERL T, 754
R—KNCAGIAEZRMBLET, ca.pem77A4ILELTRELET,

2. OpenSSLONVRZAIA—FTA)TAZA2VAN—=ILET,

3. OpenSSL T, XROANV RZRITLTTZAVH—T IV EERLET,

openssl x509 -in ca.pem -sha256 -fingerprint
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AT Y 7 2: Jamf Pro THAEE CA £ LT &#RET S AWS Private CA

SCEP A XV R ZERL =S5, % JamfPro ® /A EBEREL#EES (CA) AWS Private CA & U TRRE

ITRIRENFHYET, 2TO—/NILDOHE CAAWS Private CA ELTRRETEF T, £k, Jamf
ProSREZ7O7 74N EFERALT, HBROTFNAAOT Ty NZEEAEERTIDHLE, 1—

AT—AZEIZ A5 AWS Private CA BB ZHEZRITI RS L ETEET, JamfPro FREZ'O
T7AINORREIZETBDHAA VA, CORFIXD NOEEINTT,

Jamf Pro TH\ZBERELMEES (CA) AWS Private CA £ LT ZERET D ICIE

1. JamfPro A2V —)LT, RE>JO—/V)L >PKIGEAECBE L T PKIEAZEORER—TIC
BBHLEXT,

EEMAET T L—RNRTEBIRLET,
SE CA ZIBBIRLF T,
[Edit] (fR£E) £ BIRL £,

(A7 32) BEFO7 7 4 L0 SCEP 7O+ £ LT Jamf Pro R T2 EERL &
T, JamfPro BREZO7 7ML ZFERAL T, HEODI—AT—ARICELB LT X EBAHAE
ERITTEET, JamfPro TRE7OAV7AINEFEATIHFEOHAHA 2V AIZD2VWTIR, Jamf
Pro RFIXMD "JamfPro 288707 74O SCEP Z7OF S ELTEMICT S, 25
BLTLSEZL,

6. AE1I—REENALT/INAADZEFRIC SCEP XSO CA ZFEAITHEZEIRLET,

7. (A7¥32)AVEI—REENAILTINA ADBEIC SCEP 7OF > & LT Jamf Pro % {8
ITREBRLUET, 7O77AMINDAARN—ILICEENRELEZESE. "1 25BLTLKE
SVWOA77AIINDAVAN=ILEKBONZ TN 2a—FT1420T,

8. Connector for SCEP /\7''\) ¥ 9 SCEP URL Z XU X DN S JamfPro ® URL 7 1 —)L
RICOE—ULTHYFEFET, ARIXOFMZRTIBICIE. ORI X for SCEP VA KA
SAZVZEBIRULET, £k, GetConnector E MU' HL TURL ZEIBL., L AR AN
SEndpointfBZ IE—T 2 & ETEERT,

9. (A7>ar)Name 71 —=)LRICAVARADBZRZADLET, L&A, EVSEHZ
F7% &N TEEFTAWS Private CA,

10. FrLOORAT70OBN 2BRLULET,

M. ARV EPSFY LD NAD—RZIE—L, FY¥LOP 714 —=)LRICBYFFET, OX
VRF, BEROFYLUODNAD—REZFODZENTEET, AXIRXOF YL /NAT—R
ZRATAICE., AWS AV —IITIARIVZOFMR—TICBHL, NAT—ROKRTRREY
ZBBIRLE T, £k, GetChallengePassword 2O H L TL AR AH SPasswordfEz ]

o > DN
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E—9%c&T, IXIZOFYLUNAD—R (EHT) 2B T2 EETEET, Fv
L>PNAD—ROFEAICOVWTE., "1 258 L T & WConnector for SCEP M & EE1H
CHIREEMRT D,

12. FYLUSNAT—REFYLODORBRIET7 41— )L RICEBEYNSGFET,

13. F—H A XZBRLET, F—H A XIF 2048 A LZHEFOLET,

14, (723N FORINBRAELTHEATIEBIRLET, ChZERAMEMNTRERL T, WIi-Fi ¥
VPN R ED )Y —ANDLZEBT IV AZTNAAIFELET,

15. (7’230 F—BELICERTZERIRLET,

16. (7’232 -¥B) T4 20H—T VN7 14—=)LRIZC1I6EXZFHEADNLET, YEX—T RTF
INAAN CAEZRIETEDKDICCATAH—TU>RNEENML, CAXSOIABEEODHKE )
DIARNTBCEEZEAOLET, 7TA4AR—=RNCADTAH—TIUNEERTDHEIC
D2VWTRE, ") Z8BLTIKECSVWATY I 1.(AT232 -#B) TSAXK—KNCADT 1>
H—7V > RNZ2WET S,

17. [RfF] 2 BRLE T,

ATV I RETOA77AINBEAAEERETS

Connector for SCEP T JamfPro ZfEA 35 (Cld. ORIV RICEENFHFSNTWA TS A4 X—K CA
NDEZAPAEL CAIIHAELZREETIMEN HYET, chETSICE. MAOIBEEEZST O
T7ANEBEIHEXF—A N7 & JamfPro IC 7Y 7O—RLE T,

SFEAEXF—ARNT7EZERL TJamfPro IC 7Y 7O—RIBFIERFAXOEBY T,

- IB7OtAZEAL TAAEFEVIIAD (CSR) ZERL KT,

s ARVRICHEEBEFTSNETZAR—NCAICK > TERENLZCSREZREBLET,

- 7O77A4I)\NBRE CAFIAEOMAZEC7O7 7ML ERAHAEF—ANTEZERLE T,
- SEBAEFX—AKNTZ JamfPro IC7 Y 7O—RL&ET,

CNESDATYTICRDSICET, FNAANTTAXR—=RNCAICK>TEBEESEREZO774)
RIS RVEFLEEL . Jamf Pro T Connector for SCEP ZERTE 3 LDIZKEVET,

1. ROHITIE OpenSSL & ZEAL TLWET A AWS Certificate Manager, EFENFEEMFEHAL T
MAEBBREVIIANZERTERT,
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AWS Certificate Manager console
ACMOVVY—)zFERALT7O7 74 ERAHEZEKTSICE

1. ACM ZERALTTZANR—RPKIGIAEZJITARLET, UTZEOXT,

« 247 -MDM > AT LD SCEP BB E L THETDDERLUTZ/4/XK—K CA
RATEEALET,

o SREIBINEEMtEYS 3> T, FAMMEX -1 —%18IRL ., JamfPro ® CA & L TH#
BETDTSTANR—NCAZBIRLET,

« RXAMVE -FIAZECEHDACRXNEBEZEELET. BENDELBMRX A2
(FQDN)www.example.com, F/=ld example.com ( ZBR<) BEDRT RXAL A
Flolk apex RXA 2 BZFERATEETwww. o

2. ACMZfEALT, BIORATY TTHERLETFAR—RNIEHAEZTL IV AR—KLET,
ARAE., SIAEFI—2, BLRUBESILEhEF—OT7 74 2TV AR—KMERRL
T, ROARATY T TREILED O, NATL—ARFRICBEVTHEEET,

3. —ZFIIT, TVAR—RENET7AINEECT7AIINFATROIN Y REETL
T, BIORTY T THERUIENATL—ATII—R&hioutput.pl27 7 A J)LIC
PKCS#H1I2 N R ZEEAHXET,

openssl pkcsl2 -export \
-in "Exported Certificate.txt" \
-certfile "Certificate Chain.txt" \
-inkey "Exported Certificate Private Key.txt" \
-name example \
-out output.pl2 \
-passin pass:your-passphrase \
-passout pass:your-passphrase

AWS Certificate Manager CLI
ACMCLI ZERALTT7O7 7 AN BEAREZERTZICE

e RXOIAXVRIE, ACM TIEHEZ/ERL., 7714I)L%Z PKCS#12 /N RILELTIVA
R—KRFTBHFEERLTVET,

PCA=<Enter your Private CA ARN>
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CERTIFICATE=$(aws acm request-certificate \
--certificate-authority-arn $PCA \
--domain-name <any valid domain name, such as test.name> \
| jg -r '.CertificateArn')

while [[ $(aws acm describe-certificate \
--certificate-arn $CERTIFICATE \
| jg -r '.Certificate.Status') != "ISSUED" ]] do sleep 1; done

aws acm export-certificate \

--certificate-arn $CERTIFICATE \

--passphrase password | jgq -r '.Certificate' > Certificate.pem
aws acm export-certificate \

--certificate-arn $CERTIFICATE \

--passphrase password | jq -r '.CertificateChain' > CertificateChain.pem
aws acm export-certificate \

--certificate-arn $CERTIFICATE \

--passphrase password | jg -r '.PrivateKey' > PrivateKey.pem

openssl pkcsl2 -export \
-in "Certificate.pem" \
-certfile "CertificateChain.pem" \
-inkey "PrivateKey.pem" \
-name example \
-out output.pl2 \
-passin pass:passphrase \
-passout pass:passphrase

OpenSSL CLI

OpenSSLCLI Z#FEALT7O7 7/ I EBEIHEEERTBICIE

1. OpenSSL ZFAL T, KON REEFTLTTFAR—KNF—ZERLET,

openssl genrsa -out local.key 2048

2. FAZEBAVIIAN(CSR) ZERLET,

openssl req -new -key local.key -sha512 -out local.csr -
subj "/CN=MySigningCertificate/0=MyOrganization" -addext
keyUsage=critical,digitalSignature, nonRepudiation
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3. ZFEALTAWSCLI, BIOATY 7 TERL/I-CSRZEAL TERIALATERITLE
T RDIN RZERITL., LARVAICGIAE ARN 2EEBHET,

aws acm-pca issue-certificate --certificate-authority-arn <SAME CA AS
USED ABOVE, SO IT’S TRUSTED> --csr fileb://local.csr --signing-algorithm
SHA512WITHRSA --validity Value=365, Type=DAYS

4. ROOAXVRZRFTLT, BFAABZABLET, BIOATY TOFHAE ARN 215
ELXT,

aws acm-pca get-certificate --certificate-authority-arn <SAME CA AS USED
ABOVE, SO IT’S TRUSTED> --certificate-arn <ARN OF NEW CERTIFICATE> | jq -r
'.Certificate' >local.crt

5. XOOXV RZERITLTCAIIAEZESRBLET,

aws acm-pca get-certificate-authority-certificate --certificate-authority-
arn <SAME CA AS USED ABOVE, SO IT’S TRUSTED> | jq -r '.Certificate' > ca.crt

6. OpenSSL ZFAL T, BRIAAEF—ARNTEZ p12 EXTHAILET, ATV 4L
5THERULECRT 774 Z2ERLET,

openssl pkcsl2 -export -in local.crt -inkey local.key -certfile ca.crt -name
"CA Chain" -out local.pl2

7. ZOYT7RFRRENLES, TOAR—RNNRAD—RZAHDLET, CO/NAT—R
l&. JamfPro ICRRMTBDF—ARNT/NRAT—RTT,
2. JamfPro T, BEIIHAET V7L —NIBEBL, AMBCARAVIZBEILET,
3. AEHCARAVOTET, BROEEL CAIIAEZERLFT,
4, BEHOETRICHE>T, NEBCADEEIAAEL CAFIAEZT Y 7O—RLET,

ATYVT7 4 (FA7>2ar) 1Y —FEOBFPIAAEEZ/AN—ILTS

DZATRTNARETZAR—NCADBIZEEEZRILTDICE., T/N1AD Jamf Pro IZ& 2
TRITENLAAEZEE L TVR L ZRIAIDIHBEN HVET, JamfPro DI —HF—FEEH
BEEFAL T, BRTOCLAPICAHAAZEZYIVIARNTBHEEIC, AWS Private CAD CA FEAE
BOZATRTNARAZBBAI VAN TEERT,
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T7A77ALNDA VA RN—ILEBEDORNZ TN 1 —FT42T

OAEI—32BKRTENAILTINA ADEEIZ SCEP Proxy £ L T JamfPro 2R T2 Z8MICL
ERIZ7O77ALMOA AR —ILICKBTEEER., NI AOTZ2SRBL T, UTZ2HLTLE
=L,

FNAAOQATOIT—AYy == BAE
Profile installation failed. BERIZCODIT—AYE—IHFRRENSEE
Unable to obtain certificate from ElF. BREBETLTILSEETV, BEREHIHRY
SCEP server at "<your-jamf- THRETICHEORTHIYVEICEDBZEENHY)
endpoint>. jamfcloud.com". 9,

<MDM-SCEP:15001>

Profile installation failed. FyYLZNAD—ROBRENEE>TVSDHA
Unable to obtain certificate from BEMEN DY ET, JamfProOF ¥ LI /NA
SCEP server at "<your-jamf- D—RFARIVEZOFYLDONAT—RE—
endpoint>.jamfcloud.com". BLTWVWBEaBEELET,

<MDM-SCEP:14006>

Connector for SCEP @ Microsoft Intune Z5XE 9 %

Microsoft Intune E/NA L7 /N4 ABE (MDM) AT ATk, Z/EBEREI#EES (CA) AWS Private
CAELTHERATEET, COHA RTIE. Connector for SCEP for Microsoft Intune Z /R L 1= (Z
Microsoft Intune Z3RET D FEIC DV THBAL XTI,

B
Connector for SCEP for Microsoft Intune Z/ER T2 HIlC, XDBIRFZHEZ/BLEITHENHVY)ET,

« EntralD Z#ERL £,
« Microsoft Intune T7F+> N ZERKL ET T,

 Microsoft Entra ID TP 7 UEBREERLET. 77UBEGOT 7 )T—23a 2 LRINOT VA
A EEE YD HZEICDOVWTIE, Microsoft Entra RF 1 X2 h® "Microsoft EntraID T7 7' ®
DOTARENET OV LAHFUTEEH IS, 2SRBLTILKEETV, PT7UERICEK, XOT7IEA
FANBETT,

* Intune T scep_challenge_provider ZFZEL £,
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+ Microsoft Graph @354 . Application.Read.All & User.Read ZF&EL £9,

s F7UT—2 3 BREBEORETT 75— 2032 4ENHYET, FMICOVT
l&. MicrosoftEntra RFAX KD "THUNLEEKOBEEREICT7VT—23 N0EAEENET
%1 Z2BRBRLTLEEV,

® Tip
T7UVBRBREERTDEER, 77VT5—>32 (V547 NIDEFALIRN) (T
FTORMDEEETTAIIRXA 2 ZEZEHET, Connector for SCEP for Microsoft
Intune ZHEKTHEEZER, ChSDEZAILET, ChSOEZERBIZHFEICOV
Tl&. Microsoft Entra K 1 X2 K@ T Create a Microsoft Entra application and service
principal that can access resourcesy 2R L T & L\,

AT Y 7 1: Microsoft Entra ID 7 7’4 —< 3> &#ERT5 7 Ut A AWS Private CA
HuENETS

Connector for SCEP for Microsoft Intune Z4E/R L 7= 5. Connector for SCEP 4" Microsoft Intune &
BETE DK SIC. Microsoft App Registration T7 T FL—7T 1 ¥ RIBIABEWEEXTIHXEN HY)
x99,

Microsoft Intune T % 7L%8 CA AWS Private CA E L TERET D ICIF

1. MicrosoftEntralD OV —IT, F7VERIZBEBLE T,

2. Connector for SCEP THER TR LS ICHERLET VT —23 > &BIRLET, UV ITB
T75—23a> Q77 )5—23a> (95478 IDE, ORI XOERBICIEEL D
E—BIBIMBENHYET,

VEX—RROYTHAIIAXAZI—HDSHBEEES—IL Y N EEBIRLET,

J7IFL—T4 Y RBABEHREA T ZBIRLE T,

RIAEHmOEM ZIBIRLET,

7IFL—T4Y RBEBHROFIVAROAYTIEIOXZ21—H5, TOMORTEEZIEIRL

x99,

7. Connector for SCEP for Microsoft Intune D FFMlA SFKITE 7 1 —JL RIZ OpenlD ¥iT&EZ
OdE—LTEYRTEST, IRV ZOFEFMERRITDICE. AWS 02V —)L® Connectors
for SCEP UARAS AU 2 %BIRLET, £k, GetConnector ZTFH L T URL ZHE
L. LARVAN SIssuerfEZ2 IE—TBDEETEEXT,

o o kW
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https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetConnector.html
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8. Type T, ARMABH T T U NEBBIFEERLET,

9. AXVUAZNS OpenD H7 TV NEZIE—L T Value 7 1 =)L RICEBEW ST E
T, OpenlD HITEDEKR., AWS AV —IOAXRIZDFHMR—IS TRRTEXT, £
l&. GetConnector Z EU'HULU TURL ZEBL. L AR AN SAudiencefiz IE—F B &
£ETEXT,

10. (A7>32)Name 71— RICAVARVADBHZAALET, LEAF, LEVSEFZ
% & TE EFTAWS Private CA.
M. (723 FEA7—IILRICEHBAZEADLET,

12. Connector for SCEP for Microsoft Intune M &4l A S5 OpenlD Audience fEZ 1E—L
T. Audience 7 1 =)L RICBEW T E T, IRV ZOFMZRTRTBICE. AWS O V-
@ Connectors for SCEP UA RN S ORIV X ZBIRULET, £/ld. GetConnector ZHVH L
TURLZHEBL, LARVANSSubjectl@Z IE—TBELETEET,

13. (&) 2 FRLE T,

AT Y 7 2: Microsoft Intune BBEZ7O7 7 AN &R ETS

Microsoft Intune &M HH 3 AWS Private CA 7 7 £ AF A &2 5L 2%, Microsoft Intune % & A
LT, REAEDORITD = IZ Connector for SCEP (Z:B#&F 2 & 5 IZ7/V A AIZIETRT B Microsoft
Intune BREZO77AINEERTIHLENHYET,

1. SETZSAHEXRETO 7714 Z2ERLET, Connector for SCEP THEHAL TWBFI—
> ®DJ)L— N CASEBIZE % Microsoft Intune IC 7Y 7O—RL T, EHEERITHIUENHYE
T, EETERIARAERE7OA7 7 M IZERT B HEICDWVWTIE. Microsoft Intune RF 1 X
~ b ® "Microsoft Intune NEFETEDII—HFEHAEZTO7 74N, Z2ZBBLTEEV,

2. FNAANFHLVIARAEZLEEL IR EEILOARV B %ZIET SCEPRIAEREZO7 7ML %
ERLET,. REZVA77AIINOTAOT77AINRATE SCEPAIAETHRIBEN BV ET,
REZO77ALOIIL—REAEICE, BIORATY 7 TERL LERE AT EEAL TV
DEEBRALTLEZL,

SCEP #—/\— URLs &k, XV XOFHMAS/NT YUY U SCEPURL 2IE—L T
SCEP #—/Y— URLs, XV ZNFMERR"ISICIE. IRXI X for SCEP JAKA ST
FUV B BIRUET, £, ListConnectors ZH L T URL ZEBL. LARV AN
SEndpointfEZ IE—95 &£ TEET, Microsoft Intune TEREZ7O7 7 AN ZEERTS
FEIC DV T, Microsoft Intune RF 1 X2 k® "Microsoft Intune T SCEP SFFAE 7’07 7
AI)NZERLTEIHTS,, Z2Z5RBLTLEEL,

Microsoft Intune ZE&E 9 % Version latest 519


https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetConnector.html
https://console.aws.amazon.com/pca-connector-scep/home#/connectors
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(@ Note
JE Mac OS B LV i0S FINA ADF/E., BRE7A77AIILTEMBPEZREL BV
& . Connector for SCEP FBEXHIEN 1 FOMPBEZRITLET., REZ/O77AILT
JLsRF— A E (EKVU) EZEREL & WHES. Connector for SCEP & TEREE ti/z EKU
ZERALTCAAEERKITLEIClient Authentication (Object Identifier:
1.3.6.1.5.5.7.3.2), macOS £k i0S F/V1 ADIFE. Microsoft Intune IF5&E
7’07 7 4 )L ® ExtendedKeyUsage/NT X —R Kzl Validity/N\FX—X2EZEBEL
FttA. TNS5DTFT/NA1 ADBE. Connector for SCEP & V54 7> RNERiIZEL T
NSOTFNAALL FEROEMNBB ZRF OAAZTERITLET,

AT ¥ 7 3: Connector for SCEP \ N¥EZ&c RIS

Connector for SCEP I R7RA > N &89 Microsoft Intune BREZO7 7 AL EERL 5, BFE
NEFINAANEHEZ) IV IARNTED L ZBABELET, BREITSICE,. RUS—DEIVWHT
ICEKBMLTVWEVWZ EZBRBLET, BRI S, Intune IR— R )L T Device > Manage Devices >
Configuration (¥ &L, Configuration Policy Assignment Failures (€ ) ARE TV VI L ®E
BRELET, H35HEEF. FOFIEOBEHREFEAL TEY NTYTE2ERLET, Y NTYTHIE
LL, TNhTEELXRTBEEE., "ENAILTNA AN SHTATELET—2ZNETS, Z25RBLT
<EZL,

FINA ABFOFMIC DOV TIE, Microsoft Intune RFIX KD TF)NA AEFEF ) Z28BLT
<kEEL,

Connector for SCEP ® Omnissa Workspace ONE Z5&E T %

Omnissa Workspace ONE UEM (Unified Endpoint Management) >~ AT ATk, % S\ZRERELME
Bg (CA) AWS Private CA E UTERTE XY, cODHA RTREE, SCEP ORIV X EERL &I
Omnissa Workspace ONE ZFZE T B HFEIC DV THBAL ETT AWS,

Bl R SR A

Omnissa Workspace ONE Fi® SCEP XV X &ER T B HIIC, RORFZHEZF -IXLENHY)
-

e AWS OV —=ILTTSAR—NCAZERLET, HMICODVWTIE, TTTT4/4XR—KCA %=1
K9 % AWS Private CAy 2B LTSSV,
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« ARASCEP IRV B ZERLE T, FMICOVWTR., ORIV R0OERML ZZRLTSEZ L,

» Organization Group ID Z# D7 V7 4 7 7% Omnissa Workspace ONE IREEBET HI > M'H
%,

« Apple /N1 A& & & T35 EE. MDM O Apple Push Notification Service (APNs) Z5&EL &
T, FMICOVTIE, Omnissa RF 1 X MAPNs TAPN GEEAE ) Z2BRL TS EE W,

AT Y 7 1: Omnissa Workspace ONE TRRFI#EIE T L —hE2EHRT D

AWS OV —=ITTZA4RX—KNCA & SCEP XV R %Z/EMKL =5, Omnissa Workspace ONE T
ORI E T L — N EERZLE T,

SRSIHES AWS Private CA & LT ZEBINT 3
1. PATALAXZ1—Nh8, IVE—TSAAXHREEBIRL, RAMBEZERLET,
2. +ADD ZEIRL., XDEHREADLET,
« ZHi: AWS-Private-CA,
« SREA: 7/NA AEERAZE O FHIT AWS Private CA A,
- #ERRA 417 AFH SCEP ZZIRL £ 7.
« SCEP URL: SCEP URL Z A 1L £ 9 AWS Private CA,

- FYLUTRAT:STATIC ZBIRLET,

s B TF YL > AWS Y —)L® Connector for SCEP 52 EA S SCEP #HF v L /NNA
D—RZABDLET,

« BRETEZALTOMNMELBRBETEZADLET,
3. BREE®RELET,

BHET7L—hEHERTS

EI!‘

SATFLXZ1—h5, IVE—TSAAXGEEEBIRL, Fi#E#ZERL, 7o 7L—h&iE
RUET,
2. TU7L—hOEMZRRL, XOBEHREEELET,

—
1

T > 7L — % Device-Cert-Template,
SUREHEEY: AWS-Private-CA ZiZBIRL £ 9,
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s BWTDIVRER: ChEDARIAAXTARELET 41— RTT, BEDOJAND SEHEEREIR
TEFET, Bz
l&. CN={DeviceReportedName}, O={DevicePlatform}, OU={CustomAttribute1}

« T7TAR—RF—ORE:2048EY K,
s TOAR—RNF—RAT . RELICKUTEREESLERIRTS
- BREH BWEY BEICISLUT),

3. TUTL—hERELZETY,

AT Y 7 2: Omnissa Workspace ONE UEM Z’O7 7 1 LR EZRET B

Omnissa Workspace ONE UEM T7’'O7 7 1 ILZ¥EK L. 7/VA4 A% Connector for SCEP (Z$E7R
LCAIHEERRITLET,

ALAERMBAD SCEP FNAAZ7O7 74N &ERT S

1. UY—RAXZa1—h5., 7O77AINER—ATA 2B RL, 7O7 74 )L ZERLET,
Add Z3&#IRL TH S Add Profile Z#IRL £9,

FINA AT ZY N7 #—L (Android, i0S, macOS. Windows) ZiZIRL £7,
PBEICHUT, BERATEDVTHFARNERELE T,

% 8 Device-Cert-Profile Z5¢EL £,

SCEPRAO—RETAVAO—-ILZET,

SCEP Z#IRL . +Add ZiBIRL ¥ T,

ROBREEZEALET,

© N o o M~ b

+ SCEP:
- WALERY —A T, ERBHFBIALR (T7FIK) 2BRLET,
- RAHBINIZEE. AWS-Private-CA Z&RL £7,
« SEAETVTL—RT, AT YT 1 TEZL I Device-Cert-Template ZiZRL £7,

9. RN ZERL., "EAVWHTL U232 T, VAR SEYNBZRAN—KNITIL—=T (T/N1 ADE|
WETIIL—T) ZBRLET,

10. BEIEFHZEMICTDICE., EWHTRATZEBBE L TRIRLETD,
M. Z7O7 742 RELTLBLET,
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® Note
SEMICDOWTIE, Omnissa RFIXNM TSCEP, #ZHBLTLKEEL,

AT Y 7 3: Omnissa Workspace ONE ([CF/N/ AZ & & TS
AN—NIN—T%ERFE - FRILT S
1. TON—=TEEEL NS TTI—7, Z&RL, "TEYHTIIL—T, Z2BRLET,
2. POC-Devices AN— R I)N—7ZERFLFHELET,
« &Hi: POC-Devices.
s FNAARRAT: IXRTCELERBENT S Y N7 #+— L (Android X i0S 5 &) ZBIRLE T,
- E¥: UserGroup, 7’2 Y N7#—LAL& OS, OEM, EFILZFEALT, 23— Y RFNA A
BIN—TILIT2EHELZEELET,
s FIBHE BATNAAFTERFEETFNAAOBESRFEED ZBRLET,
3. B—TYRNFNARERELTITLELI—ETICRRENDEZHERELET,

FBTNAAEH

Android
« Google Play ' 5 Workspace ONE Intelligent Hub 7 7’ #4 D> O—RLE T,
« T7UERE, BERURLZANTSA. QRI—REZAF TV LFT,
- OJ4>0L, 7OY7 N> TMDM BEBFNA RAELTERELET,
iI0S/macOS

o T)NA AT Safari ZB& ., &8 URL (https://<WorkspaceONEUEMHostname>/enroll 7 &) (Z
BEBLET,

- 1—H—-RiEHFEFEALTOTAILET,

« App Store /'S Workspace ONE Intelligent Hub 77 X9 O—RLTA VAR =L ZE
£

s ZOAV7T NIRRT, BE>EM>VPNI TFNARAEE>7O77AIL>AVARN=IT
MDM Z7’O7 7 AN EA1 >V AR—ILLET,
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Server

« Workspace ONE Intelligent Hub & Workspace ONE * —/\—% 7= l& Microsoft Store ' 5 X
> I:I - I< l./ i 3-0

« B/ URL LFUREEHRZEAL T HUb BEATERL T,

FNAA>DARNELI—=—>FOMOT O3> > AI—KNTI—7AOEV) Y TT, BEFEALT/N
A4 A% POC-Devices AN— KNI IL—TICEVYHTET,

M OWTIE, Omnissa RFIX MDD TEET/NA AZFE,, 282BLTLEEV,

RO

1. Omnissa Workspace ONE UEM OV =)L T, NAALLBEBL ., E1—Z2—EBXRRLET,
2. BEEBATNAANRREN, AT—ZFANBREBEAICHREENTVDR L ZBFELET,

3. FNAROFEMDOIIN—T2T T, F/)N4 AN POC-Devices AN— KNI IN—T_HD &%=k
RlLET,

ATY 7T 4 RAEERTITS

AAEDRITENIA—TB

—

FNAAJVARNEL—T, B NEFNAAZERLET,
DITVREREBIRLT, FIvIA4 2 &ELET,
Device-Cert-Profile &, &N U TEASZRITIIHENH V) £F AWS Private CA.

w N

HEDSA ARN—IZHRETS
Android

REL ., "EFa2UFT4a, ., "EETEDRABEHR . "I—Y—) &BIRL CIAHEERKRI
i@'
i0OS
FERE,L ICBEL., "2/, . "VPN&FNAAEE, . "REZ7O774), #&8RLE
9, AWS-Private-CA ORIFAENf EETD L &EHRELEF T,
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macOS

Keychain Access ZFi &, System Keychain ZF WV TEEBAEEZRIIL £,

Server

certmgr.msc ZB &, JXIC Personal ZFZ . JXIC Certificates ZF VTR EZRIIL £ T,

NSTINa—F14>20
SCEP IT5— ( 722013 - SCEP #—/N\—H @& L AR AERLEL = &)

« Workspace ONE @ SCEP URL £EBMF YL /NAT—RA—HBULTVWDR L ZBFELET
AWS Private CA,

« SCEP I RiRA > MEFZTAKNTS: curl <SCEP_URL>,

« AWS CloudTrail O%/'|C AWS Private CA T5— (IssueCertificatek Bz &) A VWA RER
LET,

APNs ) &7 (iI0S/macOS)
« APNs sEFAEN BT, ELWVEBIL-TICEVETSATVR L ZHIELET,
« APNs#f#i%Z T A N9 %: telnet gateway.push.apple.com 2195,

Z7O77A4LN0OA4 > AN—ILKRE

s FNAANELVWAI—=RNTIL—=T (TFNA A, VARNELI—, JI—T)CHBD 2L
£9,

s JO77A4IINORBEEETD: TOHOT O3>, EE, Z7A77A4IL)ARN,
aJ
« Android: Logcat & 7= l& Workspace ONE O &AL £9,

» i0S/macOS: log show --predicate 'process == "mdmclient™ --last 1h (Xcode/Apple Configurator

REH ) o

« Windows: f R NE1——, P75 —>3a> e —EAOY . Microsoft-Windows-
DeviceManagement.,

« Workspace ONE UEM: EZ&X U2 YJ, LIR—M e, ARVN, FNAARAARY N,

TOSCEP EZAVUVIJAOZRIZOFMIZ DOWTIE AWS, "Monitor Connector for SCEP, %5
BLTLEEL,
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EF1IVTAICHTRIERER

« SCEPURLs £2—JL Y N Z2REIZRFELET, FMICDOWVWTE. AWS Secrets Manager 1 —
ERESBLTL W,

« AN—KNIN—TEBEEZZ—TYRNTFNAADKICHIRLET,
- Apple Push Notifications (APNs) SEFiEZ EHHNICEFHLET (1 FEAEMTT ),
- IR0 IV MOMBREOEMNHBEZE<SHRELT, VAV ZHRPIRIZHAET,

s BARATFNAADZE., VV—2F YT IEL2TINTOTAO7 7AINEAAENHIBFRERTLS
CEEMRBLET,

SCEP 1%V #Z %&£ H L T Omnissa Workspace ONE UEM & CA DA ZRETHHEICDOVWT
l&. "Omnissa Workspace ONE RF 21X~ @) "SCEP, #ZBL T EEV,

SCEP AEZX—x%7V X

EZ&1J> T, Connector for SCEP 8 XRTE DD AWS V) 1—> 3> OEHEME., ATAME. N
T3 —X A% MIETHLETEELRIPD TT, (Zlk. Connector for SCEP Z2F=-&U>J L. B&E
FRELEEZICHREL., YBILHUTEBT VIV EZRTIBDEHOUTOEZZIIVY=)
AWS FAEZEEhTVET,

« AWS CloudTrail &, AWS 7HTI 2V KN IZ&KY), RIEBEZEOT AT MIRKH 2> TITHh iz AP
Od—)LXBEANRNERBL, BELE Amazon S3NNTY MO 774 I Z2BELE T,
AWS APIs ZBUO'HL 20— —&T AT N, BROELTOY—AIP 7 RLA, BUHLOH
L HFERETEET,

CloudTrail F—R AR NEZEZRVTJEBHE. AJICERIZATRNTFNA AN SORIED
TXNTOVIIARNDIARNEENE T, T—RXARKNIE, IP7RLA, EFEhEFR
L—23a>0RA47, ARL =232 0ORERN failedAT—RALLBE 2 EHENOIZ—1—RE
HEXAYE—SBEQDISATYNTFNA ABBROBENEELET. HMAICOVTE, TAWS
CloudTrail I—%—H4 K, Z28BLTLKEEL,

« Amazon EventBridge &, 77T —> 3 B EETEETBARI NV —RAOT—RICEHRBIZERT
EDELBICTBDH—N—LAARYRNNAY—E AT, EventBridge l&, MBOF7 7 UIr—<3
~. Software-as-a-Service (SaaS) 77U —>3 >, AWSH—ERNPSUTILEA LT—E2D
ARNU—LZEEL, TOF—2X% Lambda ¥ CloudWatch Logs BEDZ—4"Y NZIL—FT 14>
TJULET, ChiC&kY, Y—ERATRELEARINEEZRUTL, IR NBRBRT—FF
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DF v &2 BETEET, FHMICOWTIE., TAmazon EventBridge 1—H'—7H4 R, #288BL TL
ZEV,

[N =R
 EventBridge AL T SCEP A 1X VX %= BEItT S
« ZEAL = SCEP API J—)LOOY 1%~ X AWS CloudTrail

EventBridge ZfH L T SCEP AOX VX% B#{t 93

Amazon EventBridge ZfF L TAWS 4 —ERXZBE{LL. 77V T5—>3a> o JAEORER D

V—ADEEBEDIATALAARNCEBBHICKHRLTEERT, AWSH—EALASDAXRY NE,

FIEVT IR A LT EventBridge ICEEENET, BEAIIL—IINZRARLT, FRETRIAIRUME,
AR NFNL=NIC—BUEBEICEBBNICETIZT I IV ZBETEET, EventBridge &2
BLEE1ERITENET, FMICDOWTIE, EventBridge DAXRY MIRIETBIL—ILDERKL &
SRLTLEEZL,

CloudWatch Events (& EventBridge ZEAL T7 V> 3V ICEBENE T, EventBridge Tlk, 41X
REFEALTEZ—TYRERN)H—TEET, FMAICOVTEE., "Amazon EventBridge & &7
ZSRLTLEZY,

SCEP ARV NRATDOIARI R
AEREORTICRIBLEL

Connector for SCEP &, PkiOperationPost U I ANICHUTIAIREERRITITDEEIC
EventBridge |[CCertificate Issuance Succeeded/ X KNZZEEFELFET,

BT, ARYNOTF—2HITY,

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
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"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "PkiOperationPost",
"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
}
}
AEEAEORITICKBMLUEL L

Connector for SCEP |&, PkiOperationPost VT ANICAHUTIAIAEZRITTELRVIBEIC

EventBridge |CCertificate Issuance Failedd R RNZEEFELET,

LT, AXRYNOTF—2BITY,

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Failed",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {

"result": "failure",

"requestType": "PkiOperationPost",

"reason": "The certificate authority is not active."
}
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LB OIRAENRBICRIIL &L L

Connector for SCEP (. GetCACert VT AKNZZTEY), ORIV ZDTZ4X—hK CARLH
EZEHEICHEB IS L, EventBridge ICCertificate Authority Certificate Retrieval
SucceededI RV NZEFELET,

LT, ARYNOTF—2HITY,

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",

"time": "2024-09-12T19:14:56Z7",
"region": "region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

iE
"detail": {
"result": "success'",
"requestType": "GetCACert"
}

PRI DOIAENIBICARLEL L

Connector for SCEP (&, GetCACert VI ANZZTEY, ARXRIVRODTTA4RX—KN CAGEHE
ZHMBTEBZVIESIC EventBridge ICCertificate Authority Certificate Retrieval
Failedd RV KRZZEFLET. IRV BMIR, KBROEBANINEENET,

BT, ARYNOTF—2BITY,

"version": "Q",

"id": "event_ID",

"detail-type": "Certificate Authority Certificate Retrieval Failed",
"source": "aws.pca-connector-scep",

"account": "account",
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"time": "2024-09-12T19:14:567",
"region": "region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "failure",
"requestType": "GetCACert",
"reason": "The certificate authority certificate validity must be at least one

year from today."

}

R HBI DA EDEUBICRII L EL 1

Connector for SCEP I&, GetCACert VOV ITANZZEY, ARV RODT T4 X—KN CAGEH
E#EEICEHB IS L., EventBridge ICertificate Authority Certificate Retrieval

SucceededI/ R NEZEELET,

LT, ARYNOTF—2HITY,

{
"version": "0Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "GetCACert"
}
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WAL EL

Connector for SCEP (&, SCEP GetCACaps VI ARNZZEL., CADKEZEEICEBTS
&, EventBridge (CCertificate Authority Capabilities Retrieval SucceededA X2
NZEFLET,

LTRE, ARYNOTF—EHITY,

PRl B BEDEIBICRMLEL £

Connector for SCEP (&, SCEP GetCACaps'J VT ANZZEL /=& Z(Z EventBridge
[CCertificate Authority Capabilities Retrieval Failed/ R RNZEZHEEL. CA D
BEEZMEBTEEFLA, IXRVNIABOEBHRHEZEDHET,

LT, ARYNOTF—2BITY,

{

"resources":
[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connectorl1223344-1234-1122-2233-112233445566"

1,
"detailType":"Certificate Authority Capabilities Retrieval Failed",
"detail": {

"result":"failure",
"requestType":"GetCACaps",
"reason":"The request was denied due to request throttling."

iy

"source":"aws.pca-connector-scep", "accountId":"111122223333"

}
HR—REATVWBVARL =23 VAHOPHEAEL L
BR—RENATOVEBEWVWARL =2 a2 FBOPHERELL

Connector for SCEP l&, ARV RXTY RRA 2V MNIEBENLEARL =23 R—rEhTV
WA RBEZIFE, EventBridge IUnsupported Operation Invoked/ R KRZZEEFELFET,

"version": "Q",
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"id": "event_ID",
"detail-type": "Unsupported Operation Invoked",

"source": "aws.pca-connector-scep",
"account": "account",

"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

15
"detail": {}

EventBridge L—ILZERL &£ T

EventBridge Tl&. CloudTrail TRRBRENLEAAR NIBE TN —IINEZERTEIENTEE
9, Connector for SCEP IC& 2 TOVICRRBENDIIXNTDARYNEEUIL—ILZERTBIC
&, YV—RA% I[CEREL £9aws.pca-connector-scepo JL—ILOFMIZDOVWTIE, "Amazon
EventBridge TIL—ILZERT D1 2FRL TS EE W,

ZEAL Z SCEP API O—)LOOYJ %7 2 AWS CloudTrail

Connector for Simple Certificate Enroliment Protocol (SCEP) (&, 1—%— AWS CloudTrail, O—
. 94T FEEY—ERACE>TRITENET IV ZERHTTSH AWS H—EATH
% EMAENTWVWET, CloudTrail l&. Connector for SCEP D FXT M API J—J)LZA R NEL
THF¥7FYLET, FYTFyEniBOEBLICIE, Connector for SCEP >V —I)LA 5 QR
i L & Connector for SCEP APl AR L —> 3> AQOI— REVHULAIEENETT, AHFZEKTS
HBAE k. Connector for Amazon S3 /N Y RA® CloudTrail 1 X N OGN EBEEEZERICTS
CENTEET, AFERELHEVEETE, CloudTraill AV =IO [A R NEBE] TRFIODANX
YRNERRTEET, CloudTrail TREE hiz1FE|ZFEMA L T, Connector for SCEP (XL TITH
NEVOITAN, VDOTANTRDOIPTRLA, UJIARNE, VDOIANBEREDOFHZHERET
EFT,

CloudTrail MFHIZ DWW Tk, TAWS CloudTrail 1—%—H4 R, #28BLTLEEL,

CloudTrail ® SCEP A XV X

CloudTrail &, 7O NOERAWS THDO N BIC TEMICKEY) £¥9, Connector for SCEP
TT7I9TAETANRETDE, TOTITAEFT 4 CloudTraill IR NEARY NBEOM®D
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AWS H—ERAA RV MNIRBRENET, TREDAARVNERT, BRE, XV VO—RTEEXT
AWS THO K~ BFMICOVWTRE, "CloudTrail AR NERETODANXRNDERTI ZZRLTL
2TV,

Connector for SCEP D ARV R EAWS THIV R, OARY NOBENRERIC OV TR, &t
BEERLET, FEFFICK V), CloudTrail EOT 7 7 4 )L %Z Amazon S3/NT Y NCEBETEEXRT,

F7AINTE, AV —IITIARZERTDEEIC, EFENFITXTOAWS V=23V ICERAS 1
9, fFE., AWSN—FT14232RAOIXNTOU—=230h 504/ R MN2O7ICEFRL, BE
L% Amazon S3NNT Y NMCOJ 774N Z2BELET. £S5, CloudTrail O TREE hizAM X
JRTF—R2EETSICHOMLTAEBITEZLSICMHD AWS H—ERAZERETEEXT, FMICOVWTIE,

RESRLTLSEEZ L

- B EERTEDEOOHE
e CloudTrail A"HR—KREhhTWBRH—ERAELEKEE
CCloudTrail ® Amazon SNS BHINEEE 4
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ZHR—KNLET,

» CreateChallenge

* CreateConnector

» GetConnector

» GetChallengeMetadata

» GetChallengePassword

* DeleteConnector

» DeleteChallenge

CloudTrail ® SCEP F—&X AR NEHOXI X
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RBHELET, chsOARIKNE, F—ER2TL—2FARL =23 EEHERET, T—XARVB
&, Z2L<0HE, ERJVI—LDTITAETATT, 7 #4J)NTE, CloudTrail ET—R AR
N&ZFEHJRHE T, CloudTrail IR NBERFTF—RXA R NERERLER A,

EBMOZEN AR NTF—RICEAENE T, CloudTrail DRELOFFMIC DV T, TAWS
CloudTrail DEl€, ZSBLTLSEEL,

CloudTrail A>Y =)L, &7 (& CloudTrail APl AXRL —> 3> &#FEHL T AWS

CLI, AWS::PCAConnectorSCEP::Connector )V —ARXATDF—RA R NZRBHRTEET,

F—RARRNZOJICEBERITDEFZEOFEFEMICOVTIE., TAWS CloudTrail I—H—HA4 R, @
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T—RARYRNEA7 (Y resources.type 18 CloudTrail ICOJR&E h iz
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CERENET,

eventName, readOnly, & resources.ARN 71 —J)LRTT74I)ILEZVTJLT, BAICE?
TEEBRARVNOAZOAVICERTDRISICEEBRARY N L IR ZRETEERT., XOHIE.
BEDEBOKIADARY NEOTRBIDT—RAIRYRINRENISONELI—TT, 72T I
OFMICOVTIE., TAWS CloudTrail API U 7 7 L > A1 @ "AdvancedFieldSelector; ZZ8L T
<EEW,

[
{
"name": "connector-scep-events",
"fieldSelectors": [
{
"field": "eventCategory",
"equals": [
"Data"
]
b,
{
"field": "resources.type",
"equals": [
"AWS: :PCAConnectorSCEP: :Connector"
]
b,
{
"field": "resources.ARN",
"equals": [

"arn:aws:pca-connector-scep:US West (N.
California):111122223333:connector/11223344-1122-2233-3344-cae95a00d2a7"
]
}
]
}
]
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PTRLAINL E, BELE Amazon S3NT Y NZCAR N ZOT77AINELTERETA LS ICER
ETEET, CloudTral DOT 77 Ak, BE—HAEHBOOJI NI EERETT, IRV NEK, F
E0HBEASOE—OVIVIARNZRL, UOTANENETO>3>, PO3IORE, VUL
ARMNTA—BBECETZIERNIEENET, CloudTral AT 77 L)X, NT U YT API RU'H
LOEFRFHShEAZY ORNL—ATRBEVED, BEDIEFTRERRIENEL A,

Bl 1: EBA AR KN, CreateConnector

LR OHIE, CreateConnector 793> %9 CloudTral DI KU T,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111"
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "my-user-name"
b
"attributes": {
"creationDate": "2024-08-16T17:46:41Z",
"mfaAuthenticated": "false"

}
}
b
"eventTime": "2024-08-16T17:48:07Z2",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateConnector",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {

"ClientToken": "11223344-2222-3333-4444-666555444555",
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"CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
1,
"responseElements": {
"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
1,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}

f5l 2: EE 4 X2 N, CreateChallenge

LTROFIE, CreateChallenge 79> 3> %&RY CloudTral OJ I KU TY,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AABB1122CCDD4455HHJJ1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "user-name"
},
"attributes": {
"creationDate": "2024-08-16T17:46:417",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-08-16T17:47:527",
"eventSource": "pca-connector-scep.amazonaws.com",
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"eventName": "CreateChallenge",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {
"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"ClientToken": "11223344-2222-3333-4444-666555444555"
},
"responseElements": {
"Challenge": {

"Arn": "arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/9cac4@bc-acba-412e-9a24-f255ef2fe79a/alb2c3d4-5678-90ab-
cdef-EXAMPLE22222",

"ConnectorArn": "arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"CreatedAt": 1723830472.942,

"Password": "***",

"UpdatedAt": 1723830472.942

}
},
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}

i 3: EE A X N, GetChallengePassword

LT oOAIE. GetChallengePassword 72232 %RY CloudTral A I KU TT,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AABB1122CCDD4455HHJJ1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AABB1122CCDD4455HHJJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "905418114790",
"userName": "111122223333"
.
"attributes": {
"creationDate": "2024-08-16T17:55:01Z",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "signin.amazonaws.com"
1,
"eventTime": "2024-08-16T17:55:547",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "GetChallengePassword",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",

"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"requestParameters": {

"ChallengeArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:challenge/

alb2c3d4-5678-90ab-cdef-EXAMPLE33333"

1,

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

}

5l 4: F—RX A X2, PkiOperationPost

ROBIE, KLU =PkiOperationPostMT*H L &R T CloudTrail QI M) ZRLTVET,
OJICEk, IZ—O—REIZ— XY E—JELBMOBPNIEENET,

"eventVersion": "1.10",
"userIdentity": {
"type": "FederatedUser",
"principalld": "111122223333",
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"accountId": "111122223333"

.

"eventTime": "2024-08-16T17:40:09Z7",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "PkiOperationPost",

"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",

"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"errorCode": "BadRequestException",

"errorMessage": "The certificate authority is not in a valid state for issuing

certificates (Service: AcmPca, Status Code: 400, Request ID: alb2c3d4-5678-90ab-cdef-
EXAMPLE55555)",

"requestParameters": null,

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::PCAConnectorSCEP: :Connector",
"ARN": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE33333"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "905418114790",

"eventCategory": "Data",

"tlsDetails": {

"clientProvidedHostHeader": "111122223333-alb2c3d4-5678-90ab-cdef-

EXAMPLE33333.enroll.pca-connector-scep.us-east-1.api.aws"

}

}
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